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® Note
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https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/latest/userguide/
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https://aws.amazon.com/developer/tools/
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https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
https://docs.aws.amazon.com/general/latest/gr/rande.html#pinpoint_region
https://docs.aws.amazon.com/general/latest/gr/pinpoint.html
https://docs.aws.amazon.com/general/latest/gr/rande.html#pinpoint_region
https://docs.aws.amazon.com/general/latest/gr/rande.html#pinpoint_region
https://aws.amazon.com/about-aws/global-infrastructure/
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https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://aws.amazon.com/
https://console.aws.amazon.com/
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https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
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https://developer.apple.com/documentation/usernotifications/establishing-a-token-based-connection-to-apns#Obtain-an-encryption-key-and-key-ID-from-Apple
https://developer.apple.com/documentation/usernotifications/establishing-a-token-based-connection-to-apns#Obtain-an-encryption-key-and-key-ID-from-Apple
https://developer.apple.com/documentation/usernotifications/establishing-a-certificate-based-connection-to-apns#Obtain-a-provider-certificate-from-Apple
https://firebase.google.com/docs/cloud-messaging
https://firebase.google.com/docs/cloud-messaging
https://push.baidu.com/
https://developer.amazon.com/docs/adm/obtain-credentials.html
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1. OlM AWS %|F AL X HIAIX| FA| 2&8 QLT https://console.aws.amazon.com/push-
notifications/.

2. FEANXZA BZHO| ZEE OfZZ|F0|MS MEHBHLICE
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Ol 4 Mol & AHR5H01 AWS 215 ALZ R HAIX| FAIE S5l FAI X2 Bl O ASE + s

MA 2= of|A|7F =& E|o] U&LICH API AWS SDK

0]

oM & At83to{ AWS %|E AL At HIA|IX| F A7t X|HstE ZE FA| L3 MHIAE Sall FAl &
2 B £ Ql&LICH #RH AWS Z|F A8 AL HIAIX| F A= Firebase 22t E HA|IE (FCM), Apple
Al &3 MH|A (APNs), Baidu 22 E FAl, Amazon C|HIO|A HIAIE (ADM) &S X|4ELICH

—+H pu

AMEZQIE, MIHE, ' Hof CHEr F7I TE A= TE oXE HESIMAIL.

(® Note
Firebase 22t = HA|E (FCM) MHIAE S8l FA| &S EUlle B2 AWS %(F ALS
A HAIR| FAIE SEE | MH|A O|E2 GCM AFESHMIL. API 222 201814 42 100
Google 22 E HAIE (GCM) AMHIAE SEHELICEH 3HX|EF AWS 2|F AL AF HIA|X]| F
AlE GCM MH|AE SCHst7| Hof| 2 M4E APl ZEQIS| S8t 2 R K|6HY| {8 MHIAE &
&l 2= HIAIX[ol FCM MH|A O|&& API AFS & LICH GCM

GCM (AWS CLI)

Ct= 004 M= send-messagesE AFE 3104 o B 7H GCM FA| &2l EHHL|CH AWS CLI Replace
token C|HIO|A S| 1R E21} &7 611e3e3cdd47474c9c1399a50example OHE 2|71 0| A
Xt &

= =

aws pinpoint send-messages \

--application-id 611e3e3cdd47474c9c1399a50example \
--message-request file://myfile.json \

--region us-west-2

Contents of myfile.json:
{
"Addresses": {
"token": {
"ChannelType" : 'GCM'
}
I

"MessageConfiguration": {



https://docs.aws.amazon.com/pinpoint/latest/developerguide/service_code_examples.html
https://docs.aws.amazon.com/cli/latest/reference/pinpoint/send-messages.html

AWS %[5 A X HIAIR| FA| AEXt7tol=

"GCMMessage": {
"Action": "URL",
"Body": "This is a sample message",
"Priority": "normal",
"SilentPush": True,
"Title": "My sample message",
"TimeTolLive": 30,
"Url": "https://www.example.com"

}

CtZ oMol M= send-messagesE AtE35t0{ 2 E B7HA| 7|& AFE35101 2 &7
GCM FA| &2l2 EHL|CH AWS CLI Replace token C|HFO|A S| 1 EZ 1+ &7
611le3e3cdd47474c9c1399a50example OHEE|F| 0| AlEdX}oF &7

aws pinpoint send-messages \
--application-id 611e3e3cdd47474c9c1399a50example \
--message-request
{
"MessageConfiguration": {
"GCMMessage": {
"RawContent": "{\"notification\": {\n \"title\": \"string\",\n \"body\":
\"string\",\n \"android_channel_id\": \"string\",\n \"body_loc_args\": [\n \"string
\"\n 1,\n \"body_loc_key\": \"string\",\n \"click_action\": \"string\",\n \"color\":
\"string\",\n \"icon\": \"string\",\n \"sound\": \"string\",\n \"tag\": \'"string
\",\n \"title_loc_args\": [\n \"string\"\n 1,\n \"title_loc_key\": \"string\"\n },
\"data\":{\"message\":\"hello in data\"} }",
"TimeTolLive" : 309744
}
.
"Addresses": {
"token": {
"ChannelType":"GCM"
}

} 1

\ --region us-east-1

Ct= M0l M= send-messagesE AFE35t0{ £ AF&35H04 FCMv1 MHIA|X| HO|2 =2t & 7
GCM FA| &2l EHLICt AWS CLI Replace token C|HIO|A Q| IR EEE M35t
611e3e3cdd47474c9c1399a50example OHEE|ZH0|M AlX} o EHA|



https://docs.aws.amazon.com/cli/latest/reference/pinpoint/send-messages.html
https://docs.aws.amazon.com/cli/latest/reference/pinpoint/send-messages.html

AWS %[5 A X HIAIR| FA| AEXt7tol=

aws pinpoint send-messages \
--application-id 6a2dafd84bec449ea75fb773f4c4lfal \
--message-request
{
"MessageConfiguration": {
"GCMMessage": {
"RawContent": "{\n \"fcmVlMessage\": \n {\n \"message\" :{\n \"notification
\": {\n \"title\": \"string\",\n \"body\": \"string\"\n },\n \"android\": {\n
\"priority\": \"high\",\n \"notification\": {\n \"title\": \"string\",\n \"body
\": \"string\",\n \"icon\": \"string\",\n \"color\": \"string\",\n \"sound\":
\"string\",\n \"tag\": \"string\",\n \"click_action\": \"string\",\n \"body_loc_key
\": \"string\",\n \"body_loc_args\": [\n \"string\"\n 1,\n \"title_loc_key
\": \"string\",\n \"title_loc_args\": [\n \"string\"\n 1,\n \"channel_id\":
\"string\",\n \"ticker\": \"string\",\n \"sticky\": true,\n \"event_time\":
\"2024-02-06T22:11:55Z\",\n \"local_only\": true,\n \"notification_priority\":
\"PRIORITY_UNSPECIFIED\",\n \"default_sound\": false,\n \"default_vibrate_timings
\": true,\n \"default_light_settings\": false,\n \"vibrate_timings\": [\n \"22s
\"\n 1,\n \"visibility\": \"VISIBILITY_UNSPECIFIED\",\n \"notification_count\": 5,
\n \"light_settings\": {\n \"color\": {\n \"red\": 1,\n \"green\": 2,\n \"blue\":
3,\n \"alpha\": 6\n },\n \"light_on_duration\": \"112s\",\n \"light_off_duration
\": \"1123s\"\n },\n \"image\": \"string\"\n },\n \"data\": {\n \"dataKeyl\":
\"priority message\",\n \"data_key_3\": \"priority message\",\n \"dataKey2\":
\"priority message\",\n \"data_key_5\": \"priority message\"\n },\n \"ttl\":
\"10023.32s\"\n },\n \"apns\": {\n \"payload\": {\n \"aps\": {\n \"alert\": {\n
\"subtitle\": \"string\",\n \"title-loc-args\": [\n \"string\"\n ],\n \"title-loc-
key\": \"string\",\n \"launch-image\": \"string\",\n \"subtitle-loc-key\": \"string
\",\n \"subtitle-loc-args\": [\n \"string\"\n 1,\n \"loc-args\": [\n \"string
\"\n 1,\n \"loc-key\": \"string\",\n \"title\": \"string\",\n \"body\": \"string
\"\n },\n \"thread-id\": \"string\",\n \"category\": \"string\",\n \"content-
available\": 1,\n \"mutable-content\": 1,\n \"target-content-id\": \"string\",\n
\"interruption-level\": \"string\",\n \'"relevance-score\": 25,\n \"filter-criteria
\": \"string\",\n \"stale-date\": 6483,\n \"content-state\": {},\n \"timestamp\":
673634,\n \'"dismissal-date\": 4,\n \"attributes-type\": \"string\",\n \"attributes
\": {},\n \"sound\": \"string\",\n \"badge\": 5\n }\n }\n },\n \"webpush\": {\n
\"notification\": {\n \"permission\": \"granted\",\n \"maxActions\": 2,\n \"actions
\": [\n \"title\"\n ]1,\n \"badge\": \"URL\",\n \"body\": \"Hello\",\n \"data\": {\n
\"hello\": \"hey\"\n },\n \"dir\": \"auto\",\n \"icon\": \"icon\",\n \"image\":
\"image\",\n \"lang\": \"string\",\n \"renotify\": false,\n \"requireInteraction\":
true,\n \"silent\": false,\n \"tag\": \"tag\",\n \"timestamp\": 1707259524964, \n
\"title\": \"hello\",\n \"vibrate\": [\n 100,\n 200,\n 300\n J\n },\n \"data\": {\n
\"datal\": \"priority message\",\n \"data2\": \"priority message\",\n \"datal2\":
\"priority message\",\n \"data3\": \"priority message\"\n }\n },\n \"data\": {\n
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\"data7\": \"priority message\",\n \"data5\": \"priority message\",\n \"data8\":
\"priority message\",\n \"data9\": \"priority message\"\n }\n }\n \n}\n}",
"TimeTolLive" : 309744

}
},
"Addresses": {
token: {
"ChannelType":"GCM"
}
}

} 1

\ --region us-east-1
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Safari (AWS CLI)
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aws pinpoint send-messages \
--application-id 611e3e3cdd47474c9c1399a50example \
--message-request

{
"Addresses": {
"token":
{
"ChannelType":"APNS"
}
1,

"MessageConfiguration": {
"APNSMessage": {
"RawContent":
"{\"aps\": {\"alert\": { \"title\": \"Title of my message\", \"body\":
\"This is a push notification for the Safari web browser.\"},\"content-available\":
1,\"url-args\": [\"\"1}}"
}
}
3

\ --region us-east-1

Safari FA| & 2lof CH8 XEAIEH LIE 2 Apple 7HEE R} ¢ AFO|E 0 M Safari FA| L&
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APNS (AWS CLI)

CtZ oMol M= send-messagesE AFE3104 @ &7H APNS FA| 22 E-iL|CH AWS CLI

Replace token C|HIO|A S| 1R EE 2 AI83l04 611e3e3cdd47474c9c1399a50example Of
Z 2|7 0| AlEXLQF BT, GAME_INVITATION LR AMERl A,

aws pinpoint send-messages \
--application-id 611e3e3cdd47474c9c1399a50example \
--message-request

{
"Addresses": {
"token":
{
"ChannelType":"APNS"
}
},

"MessageConfiguration": {
"APNSMessage": {



https://developer.apple.com/library/archive/documentation/NetworkingInternet/Conceptual/NotificationProgrammingGuideForWebsites/PushNotifications/PushNotifications.html
https://docs.aws.amazon.com/cli/latest/reference/pinpoint/send-messages.html
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"RawContent": "{\"aps\" : {\"alert\" : {\"title\" : \"Game Request\",
\"subtitle\" : \"Five Card Draw\",\"body\" : \"Bob wants to play poker\"},\"category
\" : \"GAME_INVITATION\"},\"gameID\" : \"12345678\"}"

}

} 1

\ --region us-east-1

JavaScript (Node.js)

O| oM E A3 Node.js JavaScript L forE AF23t0{ FA| 2EIS
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(]
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L ol oAoME SR AHHF BB T
3 . KEAIEE AWS
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'use strict';

const AWS = require('aws-sdk');

// The AWS Region that you want to use to send the message. For a list of
// AWS Regions where the API is available
const region = 'us-east-1';

// The title that appears at the top of the push notification.
var title = 'Test message sent from End User Messaging Push.';

// The content of the push notification.
var message = 'This is a sample message sent from End User Messaging Push by using
the '
+ 'AWS SDK for JavaScript in Node.js';

// The application ID that you want to use when you send this

// message. Make sure that the push channel is enabled for the project that
// you choose.

var applicationId = 'ce796be37f32f178af652b26eexample’;

// An object that contains the unique token of the device that you want to send
// the message to, and the push service that you want to use to send the message.
var recipient = {
"token': 'a@blc2d3e4f5g6h7i8j9k@11m2n304p5q61r7s8t9udviw2x3y4z5a6b7c8d8e9f0’,
'service': 'GCM'



https://docs.aws.amazon.com/sdk-for-javascript/v3/developer-guide/setting-credentials.html
https://docs.aws.amazon.com/sdk-for-javascript/v3/developer-guide/setting-credentials.html
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i

// The action that should occur when the recipient taps the message. Possible
// values are OPEN_APP (opens the app or brings it to the foreground),

// DEEP_LINK (opens the app to a specific page or interface), or URL (opens a
// specific URL in the device's web browser.)

var action = 'URL';

// This value is only required if you use the URL action. This variable contains
// the URL that opens in the recipient's web browser.
var url = 'https://www.example.com';

// The priority of the push notification. If the value is 'normal', then the

// delivery of the message is optimized for battery usage on the recipient's

// device, and could be delayed. If the value is 'high', then the notification is
// sent immediately, and might wake a sleeping device.

var priority = 'normal';

// The amount of time, in seconds, that the push notification service provider
// (such as FCM or APNS) should attempt to deliver the message before dropping
// it. Not all providers allow you specify a TTL value.

var ttl = 30;

// Boolean that specifies whether the notification is sent as a silent
// notification (a notification that doesn't display on the recipient's device).
var silent = false;

function CreateMessageRequest() {
var token = recipient['token'];
var service = recipient['service'];
if (service == 'GCM') {
var messageRequest = {
'Addresses’': {
[token]: {
'ChannelType' : 'GCM'
}
},
'MessageConfiguration': {
'GCMMessage': {
'Action': action,
'Body': message,
'Priority': priority,
'SilentPush': silent,
'Title': title,
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'TimeTolLive': ttl,
'Url': url

}
};
} else if (service == 'APNS') {
var messageRequest = {
'Addresses': {
[token]: {
'ChannelType' : 'APNS'
}
I

'MessageConfiguration': {
'APNSMessage': {

'Action': action,
'Body': message,
'Priority': priority,
'SilentPush': silent,
'Title': title,
'TimeTolive': ttl,
'Url': url

}
I
} else if (service == 'BAIDU') {
var messageRequest = {
'Addresses’': {
[token]: {
'ChannelType' : 'BAIDU'
}
},
'MessageConfiguration': {
'BaiduMessage': {
'Action': action,
'Body': message,
'SilentPush': silent,
'Title': title,
'TimeTolive': ttl,
'Url': url

}
I
} else if (service == 'ADM') {
var messageRequest = {
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'Addresses': {
[token]: {
'ChannelType' : 'ADM'
}
},

'MessageConfiguration': {
'ADMMessage': {
'Action': action,
'Body': message,
'SilentPush': silent,
'Title': title,
'Url': url

i

return messageRequest

function ShowOutput(data){

if (data['"MessageResponse"]["Result"][recipient["token"]]["DeliveryStatus"]

== "SUCCESSFUL") {

var status = "Message sent! Response information: ";
} else {

var status = "The message wasn't sent. Response information: ";
}

console.log(status);
console.dir(data, { depth: null });

function SendMessage() {
var token = recipient['token'];
var service = recipient['service'];
var messageRequest = CreateMessageRequest();

// Specify that you're using a shared credentials file, and specify the

// IAM profile to use.

var credentials = new AWS.SharedIniFileCredentials({ profile: 'default'

AWS.config.credentials = credentials;

// Specify the AWS Region to use.
AWS.config.update({ region: region });
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//Create a new Pinpoint object.
var pinpoint = new AWS.Pinpoint();
var params = {
"ApplicationId": applicationId,
"MessageRequest": messageRequest

};

// Try to send the message.
pinpoint.sendMessages(params, function(err, data) {
if (err) console.log(err);
else ShowOutput(data);

1)

SendMessage()

Python

AWS SDK for Python (Boto3)E& AF&35t04 FA| g2l 2L
£ Python (Boto3) SDK 82 £ 0|0| x| & #AFHCtD 7HHEFLICE.

St ol tAoME SR AHE 5 IHUS ALE5H04 7|E ALS RS HMA 7| L Eok AN A F|
Metcho 7 gLIct REMISH LI 2 AWS SDKfor Python (Boto3) APl &t = 9| X174 5 2t
AlA|Q
= —_—r

import json
import boto3
from botocore.exceptions import ClientError

# The AWS Region that you want to use to send the message. For a list of
# AWS Regions where the API is available
region = "us-east-1"

# The title that appears at the top of the push notification.
title = "Test message sent from End User Messaging Push."

# The content of the push notification.
message = ("This is a sample message sent from End User Messaging Push by using the

"AWS SDK for Python (Boto3).")

# The application ID to use when you send this message.
# Make sure that the push channel is enabled for the project or application

2 o] of & AFE3tAI2. Of of|&|of A

P4 i
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# that you choose.
application_id = "ce796be37f32f178af652b26eexample”

# A dictionary that contains the unique token of the device that you want to send
the
# message to, and the push service that you want to use to send the message.
recipient = {
"token": "a@blc2d3e4f5g6h7i8j9k0@11m2n304p5q6r7s8t9u@viw2x3y4z5a6b7c8d8e9f0",
"service": "GCM"

}

# The action that should occur when the recipient taps the message. Possible
# values are OPEN_APP (opens the app or brings it to the foreground),

# DEEP_LINK (opens the app to a specific page or interface), or URL (opens a
# specific URL in the device's web browser.)

action = "URL"

# This value is only required if you use the URL action. This variable contains
# the URL that opens in the recipient's web browser.
url = "https://www.example.com"

# The priority of the push notification. If the value is 'normal', then the

# delivery of the message is optimized for battery usage on the recipient's

# device, and could be delayed. If the value is 'high', then the notification is
# sent immediately, and might wake a sleeping device.

priority = "normal"

# The amount of time, in seconds, that the push notification service provider
# (such as FCM or APNS) should attempt to deliver the message before dropping
# it. Not all providers allow you specify a TTL value.

ttl = 30

# Boolean that specifies whether the notification is sent as a silent
# notification (a notification that doesn't display on the recipient's device).
silent = False

# Set the MessageType based on the values in the recipient variable.
def create_message_request():

token = recipient["token"]
service = recipient["service"]

if service == "GCM":
message_request = {

21
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'Addresses': {
token: {
'ChannelType': 'GCM'

},
'MessageConfiguration': {
'GCMMessage': {

'Action': action,
'Body': message,
'Priority' : priority,
'SilentPush': silent,
'Title': title,
'TimeTolLive': ttl,
'Url': url

}
elif service == "APNS":
message_request = {
'Addresses': {
token: {
'ChannelType': 'APNS'

1,
'MessageConfiguration': {
'APNSMessage': {

'Action': action,
'Body': message,
'Priority' : priority,
'SilentPush': silent,
'Title': title,
'TimeTolive': ttl,
'Url': url

}

elif service == "BAIDU":
message_request = {
'Addresses’': {
token: {
'ChannelType': 'BAIDU'

}I

'MessageConfiguration': {

22
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'BaiduMessage': {
'Action': action,
'Body': message,
'SilentPush': silent,
'Title': title,
'TimeTolive': ttl,

'Url': url

}

}
elif service == "ADM":
message_request = {
'Addresses': {
token: {
'ChannelType': 'ADM'

},
'MessageConfiguration': {
'ADMMessage': {

'Action': action,
'Body': message,
'SilentPush': silent,
'Title': title,
'Url': url

}

else:
message_request = None

return message_request

# Show a success or failure message, and provide the response from the API.

def show_output(response):

if response[ 'MessageResponse']['Result'][recipient["token"]]['DeliveryStatus']

== "SUCCESSFUL":

status = "Message sent! Response information:\n"

else:

status = "The message wasn't sent. Response information:\n"
print(status, json.dumps(response,indent=4))

# Send the message through the appropriate channel.

def send_message():

23
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token = recipient["token"]
service = recipient["service"]
message_request = create_message_request()

client = boto3.client('pinpoint', region_name=region)

try:
response = client.send_messages(
ApplicationId=application_id,
MessageRequest=message_request
)
except ClientError as e:
print(e.response['Error']['Message'])
else:
show_output(response)

send_message()

o FA| R HERof CHE XM LI 2 Amazon Pinpoint AHS dEAMO| FA| S E HES HHE
&
=

EVIESS 24


https://docs.aws.amazon.com/pinpoint/latest/userguide/message-templates-creating-push.html

AWS %[5 A X HIAIR| FA| AEXt7tol=

OfZ El7|0|0i M F Al & & 7|

T

Hf

FA 2 4

mlo

%= AMSHEE Swift, Android, React Native EE= Flutter @2 %45}

rr

« Android FA| & & M7

« Flutter FA| &2 MH

A YE A

;llTl._
« AWS =T ALE X HIAIX] FAlM o EE[F0|ME HEFAAL.

F

>

M o

u o
(o)
X
lo

X Apple 7H& At Z oM 4 IDE Bt E 28 QIS ME ddstiok gfLict. Of

Apple F Al 22| AH|IA (APNs) £ A + 304 & EILICH jOS ClHFO| A0 F Al
ghedo]| CHE AFM[EH LHE 2 AWS Ampllfy MBEMO| FA| & MHIA M2 7

m mo I
Rl
mu of -

o >
ol v
rir rE' rlo

o
Hu

P

Mo
et o

9.'—'
| el
Dal
to

E22 AL 3 APNs &Y

>

HE ChA| dXIe mf nZo| ClHtolAa EE0| MYSEIES A2 st

rr

ol 7t E&Lct

A7 CIHEO|AE i0Se| MER HIO|XA HESE Ha80|=(0f: i0S 1204 M i0S 1322 432 0]
E)eh & HE ChA| DR[otH 2 M EES e LICH Mol EEE2 MZ TXIX| o™ &S HSE

st ol o] EZ0| AFSELICH Aot o2 Apple FA| 22 MH|A (APNs) = E20| R&35HX| 8L7|
2ol AEE HFEFLICH EBIS ELic{T st™H oM APNs HIAIX| Almj gr2ls 2hA| ELiCh

Android FA| &2 M

Android 49| FA| & &2 Google 22t E HA|ZE (FCM) 2 CHA|5t= Firebase 22t E HAIZE
(GCM) 2 Ar&35to S ELICE Android 7|Z7[0fl FA| &S ELiEd{™ HX ALK} 218 EFC
A o

=
o o
dojof gLICt O] A} BHE ALE5t0{ Android ZEMEE M5t T FA| SES AIE =

Iz <

=]
-
J\ I
T AA

Switt FAl L2 A 25


https://docs.amplify.aws/lib/push-notifications/getting-started/q/platform/ios/

AWS %[5 A X HIAIR| FA| AEXt7tol=

£ A e + A&LICH o|2E HAE 2t=st= Feofl CHet ZtMIEH LIS 2 AWS Amplify HE A
O FA| AZ| Mol A golgt 4 QlaL]ct,

Flutter £ A| 22! M7

Flutter 40| F A| 222 otE 2 0|= 2+ APNs iOSQ| B Firebase E2HE HAIE (FCM) € A8
o S ELICE ole{3t Ao 2t 2 ofl CHEH REMIBH LHE 2 AWS Amplify Flutter AZIA{ 0] A &2

ME HZstM2.

React Native FA| &2 AH

React Native 42| FA| & &2 Android & APNs iOS& Firebase 22t E HA|E (FCM) 2 AHE 35104
MSELICEH olgfst EHAHIE 2t=2 5k wedof CHet REMISH LI 2 AWS Amplify JavaScript A A{o| &
Al 92 MIAd0f A BHOISH & ol |Ct.

=2 T AAE

AWS Z|5 AFS R HIAIX| FAOIA OB EIH 0SS MAISHAIAIR.

I

AWS Z1F ALS A HIAIX| F A0l F A 22

2| & Ar5te{H of 22|70l BhSo{of gLiCh 1
HCOE, el A BHS ®Sstod AASE

|5 ™
Al S8 AMdE g-ststioF ZLct

AWS £1F ALS A HAIR| FAl 242 AHS5t0{ M OHBEIZ0IMS BHET FAI X8I M2 HuY
& UELICH REMIEH LHS2 OHEEIZ0IM 4 B F A Al A5t EHIg BESHIAIR.

APIAWS SDK, an &£ AWS Command Line Interface(AWS CLI) £ A&3lo4 o Z2|7|0|ME BHED
MYE s Q&LICH o EE/F|0|ME BHE2{™ Apps BlAAE AFSTIAAIR. FA| L& LS F
A5tciH of2l 2[AAE AFSELICH

« APNsApple FA| 22 MH|IAE AF235104i0S 77| AL XA HIAIX|E EE &Ll LICtH
ADMAmazon Kindle Fire C|HFO|A AFEXH0Y| 7| HIAIX|E EL = RHE I LICE.
Baidu A'2 2 Baidu AL X0 Al HIA|X|E HME5HE O AFZ EILICEH

GCMGoogle E2t2E HAIE () 2 CHAISH= Firebase E2HRE HAIE (FCM) 2 AHE35t0{ A2
&35 Android 7|Z7[0l HIAIXIE E'E = A &LICH GCM

FAQEUS U Ol LR A7 5SS HSH ol FA LYS 22 £ AT S fEF0IME
AUCIOIEE 4 USLICH AHMIE LIS 2 ABAMO| FA| L2 - AR 57|E AZoHAAI2. AWS Amplify

Flutter =A| 22 A5 26


https://docs.amplify.aws/lib/push-notifications/getting-started/q/platform/android/
https://docs.amplify.aws/lib/push-notifications/getting-started/q/platform/android/
https://docs.amplify.aws/gen1/flutter/build-a-backend/push-notifications/set-up-push-notifications/
https://docs.amplify.aws/gen1/react-native/build-a-backend/push-notifications/set-up-push-notifications/
https://aws.amazon.com/developer/tools/#sdk
https://docs.aws.amazon.com/pinpoint/latest/apireference/
https://docs.aws.amazon.com/cli/latest/reference/pinpoint/
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-channels-apns.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-channels-adm.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-channels-baidu.html
https://docs.aws.amazon.com/pinpoint/latest/apireference/apps-application-id-channels-gcm.html
https://docs.amplify.aws/lib/push-notifications/getting-started/

AWS Z[Z AL HIAIR] FA|

Of = 2|71|0]M 4K

O| HAHE +stH HH X ofE2|70|Me| ZE E[AA01M of ZE|7 0[40] MZHELICE.

of Z 2|7 0| M

ofE2|70|ME2 ZE AWS %|F AER HAIX| FA| HEE XZst= HEI0[LHILICE o] oHEE|

(=) S o
710|442 EE Bt Amazon Pinpoint A", ZH|Ql 2! 0 MHE MHEELICE.
Xt

1. Ol AWS Z|E ALK HIAIR| FA| 2£2 Y
notifications/

= L=

2. OHEZZ|AHo|Mg MENSH OIS ATKIE MEYEHLICE
A

P
3. OHEC|F0|M Al FHoAM delete & 2ZiEH C}Z A A E MEEfLICEH

0

/A Important

Amazon Pinpoint R{'d, Z{m[Ql, 04X EE= MOIHE L 25 AMX[EL(CEH

o
L
¥
rir

27


https://console.aws.amazon.com/push-notifications/
https://console.aws.amazon.com/push-notifications/

AWS %[5 A X HIAIR| FA| AEXt7tol=

D A

10| olefg 7HY BIX dZEChn sl HAIX| 4SS E0 SEE OIXE E2 UMEX| L dE =
AELICH CHE MMoHE FA| HFLIZIOIMO| S & THoAH =6t % ot= ol 20| =l B

Aol chsll M A= Lt

r

HEFo| FAl L= ELLT|

CHE | FA| dBIE 2t HX AEo| MEIF 27 ArZ S XMt =SE FEE[0o] U=X| & elstA|
R.7IBHoE BE A™2 =Y 25,0007H2| HIAIXIE EUHES

|74
TEE[o{ [U&LICH 1Z= 0 25,0007H
Ol o] HIAIXIE ELHoF 5t B2, €8T B7IE LYY + U&SLICH RtAM[EH LIE2 AWS T AIS
=

A HAIR FA ST EBHHE HRstMAR.

ArEsteds ZF FA| LB MSBAe| RHE 5B (0: FCM EE=APNs) € ALE5t0 HHE SHIZH 74
|

R[S 2, o2& AMElsts WS 1otstMR. FA| €& Mu|Antct M3 5tE 0d 2] tHIAIXI?P Ct&
L|C}. EE_H’;& MEo| B2 API Z &0 CHal 7|2 AEf Z=212002 A =X, HIAIX| &S Soil 5

o ZHE EZ (O:FCM) £= 2I8AM (o) 7} RESIX| 2 WO Z SQIE|H A= ZQIER AE) I =
4000| ¥7 A Z E A|E/LICEH APN

CHECl FAl L& 2147 28



AWS %[5 A X HIAIR| FA| AEXt7tol=

HOot £/ AWS £|S AFS A HIAIX] F A

E 2ok AWS 2 2M DtAILCH 2 AWS T2 7
§ F5E olo|E{ ME 2 HERZ of7|=xo| =S

Hote £ 7|9 7ho| 5 MUQLIC AWS 2T B4l BE M| IUe o AgE SEtesol Eot
9 28tec L Boto = MBI

Mmju
o
40
N
HL
re
|
>
=
w
>
gI:I

=3 ST | UA&LICH AWS 2| MH|A AWS E2t2

E.AWS E&F QHHSHH A E = UE MHIAE MBELICH M3 ZARHE 2ot ZX[o] dete
o EQELIC AWS H#E & ZEOH =

AWS x5 ALE A HIAIX| FAE CHEE BXRSAAL.

% Ofy
©
ro
E
[at]
1)1
HE
fol
2|_.
%
o
(@]

- EEtRE0Mel 2 & . AWS At 3t MH[A. EEBF st
£ TIAtel Ci|ol|E{ e ._|.=.*_'.:_, TIALS @7 AME, 2t HE U 7 HE HIRE V(B 2401 CHsiME Y
20| A&LICH.

Ol MBEME 35 MY DHE AIEE I MESt= WS olalisteE o = &0| ElLICH AWS =[S AFE
At HAIR| Al CIS E§S0MeE TH UHE HodELIC AWS EOH BRI AMH &2 EEE 553517 9
5 2| AL HIAIR| FA| £ 3 CHE YHS AF8sHE WHT HISLICH AWS CIOEIE ZUIE-S
1 E355= 0 E20| £l MH|A AWS %|E AF2AF HA|IX]| FEA| 2lAA.

A

o O|O|O|El E35 AWS Z=|E A2 X HA|R| FA|

o ID L HMA 22| CHA AWS =S A2 A HIA|R| FEA]

e T =4 HAS: AWS ZE AFZAF HA|X] FA|

« O| Et2dM AWS E|S AFE A HIA|X| FE A

o O| QI P} EOF AWS Z|ES A2 X} HA|X| FA|

o A Al FOFM BA

« HOF ] Aty

Ol CIo|E E& AWS =|Z A2 X HIAIR| FEA|

The AWS =& el RE: - Ctg0 22

E350| M2=ELICH AWS %5 AF2 X HIAIX| FA]. O]
= 2

I& E& 5t Yol U&LICH AWS

HolH 2= 29


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/

AWS %[5 A X HIAIR| FA| AEXt7tol=

S22 o] QZatolM EATEIE ZHX0| CHE SHHS RAIY MAUS FstolH UaLic £t
#3He of chet met 7 3l B a| 51912 EEBILICH AWS MHIA AHSSHE 7. TIOJEf Zato|H Aloj
HESHIAIQFAQ. R0 CIOIE 2 50] CHEH REMIS LIS
ertgs =.£é+.=. 2. AWS g—% Aol el ol 734 GDPR E2 HAIZ AWS Eot 22,

F

olEf 22 & ?lsll Ct& 2 E&5t= 20l E&LICH AWS AE X4 5F
IAM Identity Center EE= AWS Identity and Access Management (IAM). O|
RHalo| KR E S A o|Yste ol LR MEHEr RodELICH £33}
Zot= R0l E&LICH

HEd AFE R A AWS
Al 5t JHE AFS XHO| A
te ditHo 2 H|0|EE &2

m\l 0|,_I'E >|'

zt A-Eolch CHEHA| 215 (MFA) € AFS St AAI2.

« SSL/E Ar&35t04 Ch21t TLS SAE &= U&LICH AWS U&LICH TLS1.271 2351 TLS 1.328 ™
Aot

- OS2 M835l0{ ALEAL & API 222 MYt ALK 82 7ISELICH AWS CloudTrail.
CloudTrail EMIYES AFE5H0d R SHE ol CHE XM LIS 2 AWS E 5o CHE REMISH LIS
2 CloudTrail EB|Y MEE HZESIAAIL. AWS CloudTrail AbE AEA.

- H2AWS 235 22M U DE J|E 2ot Ho] 7|5 ZE AWS MH|A

* Amazon S30{ M E TIZEt E dMstn E35t= Ol =20| E[= Amazon Macie?t €2 11

= #eld 2o MH|AE AF8SHAIR.

_|

o HMA AlFIPS 140-37H2| HEE 2538 RE0| R B2 AWS BHE QIEHO0o|A EE= APl an
E

I

0

S &

£ Sl A=EXZQIEE AMESHAAIR. FIPS AL 7tSEH FIPS U= ZQIEof CHEF XEAMEH LIS 2

ot ME X2l EE (FIPS) 140-32 HZS A2,
THO| O|HY FA} Z2 7L HEL 528 HE= ElOLL 0|§ EHEQ 2 Atg Al HEof &
245t x| b= W[ol E&LUCt o{7|ol= ChE 1 20| &Yst= B<7t ZEELICH AWS 2|15 AL H|
AlX| FA| EEE 7|EF AWS MH|A 24 AFSAPI, AWS CLI, EE£ AWS SDKs. O|S01 AF Zl= Ef1 &
= A 4 E#éé Zicof 2dste ZE OOIEHE ¥F £ T 230 AFSE = U&LICH 28
M| MBS ste < siE Mol CHEF ¥ S URL AE 57| Qs Atd 38 HEE offl Z&5HK| of

AWS 2|5 AHSAH HIAIX| Al ClOJENE T4 U M Al 2 2stElLIch of HIOIEIE MEsts 32
AWS 2|5 AHS A HIAIX| Al CIOIEIE 4 AT {38 0f GlOIE{E 22 83tLiCt of A CloJElE
ZAE I AWS 2|5 ASXF HIAIX| EAIE 214 2ot T2 E 28 AFSsHod CIOJEE AFS IO &S
g LICH.

=

olole ==t 30


https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://aws.amazon.com/compliance/fips/
https://aws.amazon.com/compliance/fips/

AWS %[5 A X HIAIR| FA| AEXt7tol=

MY & dEst

AWS %|E MKt HAIX| FAlE ME L= 2E OO|EHE ¢35t LICH o{7|ol= 74 HIOIH, AHS

AU AM=EZQIE C|O|E, 249 CIO|E], FItet7HLE 7tX{2= 2 E ClO|E{7t =& ELICH AWS %[5 At
EX HAIX| FAlL HIOIHE &= 3t6tE{™ AWS %|E AEXF HAIX| FAl= LHEE ASELICH AWS
Key Management Service (AWS KMS) AMH|A7} AFZAHE CHAISHO] AR5HT RX| &EISHE 7I. OlF
7l M7|Me 2 wAHELICH RFMIEH LI 2 AWS KMS, & & AWS Key Management Service 71 &}
OFLHA.

Ms 5 %58

AWS %5 AR HAIE FAIE & HS 22 (TLS) 1.2 0|42 AF83l0d HTTPS 22I0|1E 2! of
Zz|7lo|Mat EAIEHLICEH CHE AR EAI5HE{2 AWS MH|A, AWS Z|S AFSKF HIAIK| FA| AL
HTTPS 2! TLS 1.2. EESH M ql 22|18 [ AWS 2£ 8 AF23510q 2|5 AIE X HIAIX| 2| AAE FA|
st AWS SDK, &= = AWS Command Line Interface2E SAI2 HTTPS 2! TLS 1.2 AI25l01 E3S

3l5ted™H AWS %5 AFEXF HIAIX| FEA| CI|OIE], AWS Z|E AL A HIAIX| FAIE LIS O
SELICH AWS KMS AMH|ATE AFEAHE CHAISHO ARStD fX| &ElSH= 7I. O 7|
2 TAELCH &Y Z2H|M'J5t0 A" == & LICH AWS KMS = A& 8t o[ o]
ststz| I8t 7IEF 7| AWS %S AFZ R HIAIX| F A

QIE{LE I ERHT ZatolHAlS ¥ U EBHT 7ol Hotg watic
F A9 2-Zai|0j4 S2etolHE I ofEEIH0lM, 22T 1

At
Et AWS ST Elaa AWS 2T OHE 71 X W2 ohsnt 22 Ul
gote d &0l 2 & AELICEH AWS Z|E ALEAF HIAIX] FA

AWS Z|E AFZ X} HIA| K]
| S AFERF HIAIR| FA] & 7]
3 ECHT Z2Io|HAIE &2

Abole| EEHE AWS £|E ArE R HIAIX] FA|Q 2-zef|0|& Z2to[HE I of E 27| 0]
M

Atolof HIS7H 442 M™5ted™ AWS =|F ALE A HIAIX] FAIQ 2-Z80|A HELF S| E2t0]
1E L oHEZ|AHO|MHAHM CHZE AFEE &= U&LICH AWS Direct Connect. O|& 7| 5tH HERIIE
Ch2 0 @488 4= A&LICH AWS Direct Connect & MG Ol 0|22 AF2510{ IXIE &2l
guct #AolE2l 3t% ZOo| 2t Eof Q|0 U&LICH BtcHZ Z2 7 o|g0i A (o] /U&LICEH

gl
of

S 31


https://docs.aws.amazon.com/kms/latest/developerguide/
https://docs.aws.amazon.com/kms/latest/developerguide/

AWS %[5 A X HIAIR| FA| AEXt7tol=

AWS Direct Connect 2} E{. XM LI 2 FUULITTE & ZESHAIA[2. AWS Direct Connect? 04| A
AWS Direct Connect AF2 X} 7}0|E

- =

do| E&LICH AWS APIS EHof| CHEt "Io MRIP HAIX] FAl 2F AR AWS |o ArERE HIAIR]

AE Ar835tEd{™ ZEI0|HEI & HE EoF (TLS) 1.2 0|2 ALS5HoF & L|CH B ZEI0|HEE=

Ephemeral Diffie-Hellman () &&= Eliptic Curve Diffie-Hellman Ephemeral (PFS) I ZH0| 2teqst =4t

FI7UE ()2 #4E g5 MEZS RI5HoF & LICE DHE ECDHE Java 7 0|4 Q| | Al A|ARI2 CHE
£ olg{st ZEE X|AHELICt.

st QA0 HAA 7D L 09 HAE HIL HMA 7|2 AFR3H0{ MTSHOF SLICH AWS Identity
and Access Management (IAM) T5t2| 7HQ! FX AWS HHE. E= CIS 2 A8 E = JU&LICH AWS
Security Token Service (AWS STS) & AF&304 Q| MBE37| {Uet LAl 2ot X1 SHS Mg
L|CH.

Atole| EBHEl AWS %|F AFS A HIA|X|, FA| & Z|EF AWS resources

Zto| SA1g B3 5H7| {s AWS £|F AFXF HIAIX| FA| & 7|EF AWS S8 2|AA AWS K[,
AWS %|Z AME2X HAIX| FAlE 7|IEXMo 2 HTTPS 2 TLS 1.2 AF28L|C}.

ID &l HAM|A 22| CHAF AWS %|E AFZ2 X} HA|R| FA]

AWS Identity and Access Management (IAM) = AWS MH|A O|& &3l #2|Ates CHs &S50 Cist
HMIAE OHTSHH AM0o{E = U&LICH AWS U&LICEH IAMEE|RE F7t 215 ( Jeh T A8 H
Bt Hof (HEH E 22 £ Q=X| Mof&LICH AWS % MK HIAIR| FA| 2IAA. IAME AWS AMH]

A FI7HH|IE Qo A8 E + /U&LICH

|

. _—;|_7H

. IDE 83t 213
=2
=

(=)
. 2 2 Ik WHO| 2UULIN? AWS 2|5 ALSRE HIAIX| FAIS CHETH B RS 8

- OO|EIE|E| 7|2 Z2H of X: AWS Z|E ALEXE HIAIX] F A

- BAl HZE AWS =B AL A HIAIX|: ID & HMAE FAIELICEH

f

HH B L AMA 2| 32


https://docs.aws.amazon.com/directconnect/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html

AWS %[5 A X HIAIR| FA| AEXt7tol=

ngs

AHE EH AWS Identity and Access Management (IAM) = $&85t= 2Fdod| 2k CHE L|CH AWS Z|
T AR HIAIR] F Al

H

0
ol

MH|A AFE R —CF
™ z2[xiot et
Al 7|SE AH835t04
SHatmd xSk HElS
EXF HIAIR] FAl= 2

Pl

Ol
4> 0 Ol

5 M-SR HAIXI FA MHlAE S5 sheig 4
MBELICH o BLO| S 42 AWS 2/5 AL R HIA
Ol WRE 4 UALICH UM~ Het 22| $AIS o

st
&LICH ol 7|50l AMAE £~ gls F? AWS ZIT A
M siE AWS =[S AEX HIAIXL: ID & HMAE FAIFLIC.

P

- .

o M
rek g

M
mo 4o
>
S
wn
ﬂ

0 | _>,i mjo
o TEL 12 1Y Mo

™ mo
>
o
= % =l oh
= ok

_\:IIJ_

0 >

©

o O
HOo o 2
ol

F

ﬂll

i

P
9'|_I
ita
Ra
ok

MH[A #E[RF — Fet7t ChE 2 EE 5t B9 AWS Z|ALe] 2|5 AL A} HIAIX| FA| 2|20 CHEt
A HM A HEro| US =+ UELICH AWS Z[E AS K HIAIX| F AL ofiH g ZEsts A2 ofHHE
of RULICH AWS MHIA AERI7E AAM|ABHOF 5HE Z|F AFSAF HIAIXR| FA| 7|5 & 2|44 T3 O
= IAM ZE|XFo[H MH[A AEXL| HErE HEda SEle RS MEdoF &Lt o mo|x|e| HE
£ AEstod o 7|2 -2 IAM Oalist &A=, ZIAMUM CHEE AHEE IAM £ U= Lol CHst xt
M5 LotE e AWS =|E ALE A HIAIXR| FAlE & BZRsHHAI-HEE 4+ RICHH #o| £l
2 AWS =[S MEX HIAIX| FAI= CHES 1 874 A SELICH IAM .

IAMBHEIRE - IAM ZHEIRFRI 29 A A BHEIS I8 HAS SHAI5HE Yol CHaH RHAIS] Yot 2
Ol SELICH AWS £15 A8 X! BIAIX| FAL OIAIE Z2421 AWS OfM IAM A8 E 4 91 215 A8
Ak HIAIX] FALID 718 BA42 2 BZSHAIAIL. OLOIFIEIE] 7|HF B4 Of&l: AWS 2|5 AL K HIAIX
FA

IDE St 215

olz2 2aQlste WHelLIch AWS ID At B AL 215 (21Ql) 2 ghofof gLch AwSCHS T
Z0]) AWS A R E ALK AMAISRIZ A, EEE IAM &2 2ol A

ofl 218 &= JU&LICH AWS ID £2AE Sl MISE At SHE ALE50{ HIHE 0| IDE A&

2= Q&LICE AWS IAM Identity Center H {2 0| IDQ| | 2= (IAMID MIE]) AFE A}, 3|ALS| A2 Al
2l 2I&, Google = Facebook AtZ3 5H0| & LICH HHO|M IDE 2O0l5t= < #HElRt=

ollof 2482 AF85Hod ID Mol 8 ARFALICH IAM HAMASHS 2 AWS HEiH0[MS Al
g5 Ziaixioz wdgrg @l T

A8 o el 2318 £ Y&LICH AWS Management Console EE£& AWS HMA 28 23
Qlof CHEt XtMIEH 82 AWSE RISt YRS FESHEAI2. AWS H ol AWS 221 ALE At 7t
o=



https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html

AWS z[E AHEXE HIAIR] FA| AEX 7H0|E

MM ASHE A2 AWS Z2 I WAloz AWS At ZHE AFE5lod ™o 452 MHEE 4 Q)
A SELICH AFESHX| b= B9 AWS

= Az EQof 7Het F|E (SDKCLI) 2F HHZE QIE{mo|A () E A

CTE M8stE{H Ay 9380“ MEsHoF BLICH HE S AFE5H0 2 o ME5H= o]
CHEF REMIBE LI 2 MBS EZSHAIAI2. AWS APIIAMALS dREMO| 273

Ar83teE 015 WiHol 4ol F7H 2ot HEE X|SsHok & == U&LICE of: AWS Aol Hot2
Z3tst7| fIsH CHEHA 215 (MFA) 2 AF8E 74 HEHSLICE REAlISt LH%% O| CtEtA RIS FHZES
2A[2. AWS IAM Identity Center AFS AdBEA L CHEHA| Q1T AL () MFA 2] AWS(EX: IAM AHE
MHA).

SHYE RE AMEX

>.
==
>

J& M AWS AHZE AHEo| 25| HMAE = U stLtel 221 IDZ AIFEfLICH AWS A

ol

=

= oo

HiA 2 7AE W 2|44 O] IDE TS 20| #&LICH AWS HE FE ALSAE A8E HE I A8
B OlHIY FASL 2 2 201510 HMAE 4 AU&LICH YEHQl 2ol FE ASKHE ALESHX|
ot AE 25| HEHLICL FE MSA EC QIS BEE 2551 FE ASXE a8 = U=
steig 35t Ol AR ELICH RE AFSXHR 20150k e EHedo| Mk 222 A8 HBAMol 2
E MEX XA SFO| Heet HHs HESFAHAIL. IAM

HH2 ol X3 &

7Y Fe YYe Balkt M7 HRE AL8AHE HIRE =8 AHEXI7HID 3ZAketel HiCE o]
g MB35t AMASES st= WL AWS MHE|A A X2 BHE AHE35t0

H 20| IDE 7| AHEX CIRER|S| AFEXAE, & ID MB A, AWS Directory Service, ID MIE{ C|
HEZ| = HMASIE ZE AEXHAWS ME|A ID AAE Sl MISE At SHE ASELICH I
CHE|O|ME ID7F HMASHE B AWS AMHEE S T Qe A A4 3HE M3 ELIch

A8 3tE X0l EZ&LICH AWS IAM Identity Center.
IAMIdentity Center0il A AF& X} & EHLE XA ID 220 AFEA Y O F EEol A5t S
7|8t5t0{ ZE X[ AL E £ .AWS A L ofZ 2|7 0|M. ID ME{of| CHE REMIEH LIS
2 IAM ID MIE{EF IAM FUUALII? & HZESHAAIL. ... 0l AWS IAM Identity Center AFE A} 710|E=

Y UT A HMA ZEIE IEHM
F

I

IAM AFZ2 A2 08

IAMAIE XHE LH G| doll Sl QA&LICH AWS AE ol & A O[Lt o Z 2[7i| 0|0 CiEF S HE

2 7FX|2 &LICH 7tsotH & & W HMA F|oF 242 EI| AHE BHE 71T IAM AFERIE B EE

CHA HA RHH BFE Ar8 st W0l E&LICH sHXIEF £ AL A0l M 1AM AL S| B 7| R+
9

== I

SHO| Hedt dRos dMA 7|8 T A SHE [0l E&LICH REAIEH LI 2 AFE HBAMe| E 7| A4
EHo| LR AL Abaflofl CHEH & 7|%QI HAA 7| IAM THIE HESMAL.
IDE 88 215 34



https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials

AWS %[5 A X HIAIR| FA| ARt 7tol=

IAMIE2 IAM AFE AL AEME X[Mst= IDRLICH AEAts J8c2 2O0le = gigLUct O8

2 AFZ5tod 0 ALBAFO| MEHS B WOl KIHE 4 ALICH 1B ASSHH IR ASKH X

of #Mete Cf &7 BEIF 4 UALICH KIS S0{ OB XIHE IAMAdmIns 18-S BHE 1 34T 18
I.

of IAM E|&AE ZE[g HetE Foig = U&LICH

EXt= AY ot CHELICH AFSXAHE B AR 2= O EE[Fo|Mat 1R
S | i S =13

= 5
ek AEO[EtH FFLE =g = JU&LICH ALERE G7X¢l

T UX|TH e 2 Al 2ot QIS0 MSELICH REMIS] LotE 4 AFE A O @45 CHAI IAM At
ZAE OtEE A|7|E EXSHAAI2. IAM
IAM3 &t

IAMIE 2 LH etol x|t AWS H ™ 0470 IStk HIR 5K
ot £ 1AM AL Xtet= 20| & LICH oM LAIMS 2 1AM & S T2 = UELICH AWS
Management Console &g 2 HIHM Z0|=. & EE5t0{ ¥et2 L2 = USLICH AWS CLI E=
AWS APIRTHZ|O|ME ArE5t7HLE AR X|IHE AFSELICIURL. & AL ol CHEt RHAlIEH LA
2 A IAMEBE MOl IAMIE AF8 2 HASHMAIL.

2o
Jm
0
M
ro
o
30
>
r
o
>

IAMY Al R4 ZH0| Qe g2 Chat 22 &80 S &L

« || 0|M AL AL HM|A - I 0] M IDOY| HEHE Fo{5tE{H &2
gh2 Mol Ho|M ID7t QIBE[M dgho| HAAL| T Aol HolEl HEto
CalolMdE {8 Aol CHE XEMIEH LHE 2 IAMALE A AQ] EFAL ID K| ?
=S AIL. IAMIdentity CenterE A& st= <9 T Ege FH&LCtH

= I —
A % = CHAE RI015t7] SI5H IAM Identity Center= 3t ZIEHS ofgtol A s |9t 48
LICH 1AM T8t Elgfofl CHE REM[EF L8 2 HEt Elef ol AL TEt EEE HZstMAI2. AWS IAM

|dentity Center AFHE A A,
« 2AIIAM AL X} HEF — IAM ALK} EE= Qe 2 HE S 2ot £ 2ol sl YA M2 CHE H
gt2 2ot 2 = U&LCt IAM
o Y ZHAMA - IAM AE S AL 504 CHE
A0 HMASES 5EE 5+ U
X8t UL ZHR0i= AWS AfH|AJE oS
&LICH A 7F HM A CHEE et Dt BlaA 7|8 HAo| X 0|H S LotEE{H Al
A 7k Bl HAHAE HESAA2 1AM

AL AR (M £ QU
ot

—
182 AE 7 UMAE 2o
X

o>
r
ful

(0]

[0
[k
dn n
>
Hu
>
0o
Q'I_l
rr
]
>
o 12
mjo
il

UursiolLich MHIAEEHMOR 5ot 2ot FAO| MBS ASSH AL, MHlA AE S AS
t =3 o
=

== —
SH7LE, i AHIA 9478 9182 AL SHOd O] AHY

ID

i

%6}' (o]

[y

0l
©
&


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html

AWS %[5 A X HIAIR| FA| AEXt7tol=

. F M| A MM (FAS) — IAM APRXP = dgs 2
ZHFELICH Y5 MH[A P%ﬁPE B2 CHE MH[20M CHE HYE
°'§ IEF FASX'lsl'E FHol Hete AASELICH AWS MH|A, @3 30F 27 AWS
%Jﬁ LICH FASRE2 MH|ATFCHE MB[A2to] ¥
—’n‘— ZILICH AWS MH|A EE= 2t25HoF & BlAA. 0| 3R F
P S?,JE '—"._-'?_FOI ‘BA' 10k & LICH FASRE Al ME &= X MF ]

|

H mﬂ
Pal
HTJ

r

T

0%
1

ok

—_

> mo 44 A
4>

[

[> mo ME |>

=

>
|m
m
z
> =
2
kO
1
Q'I_l
2
©
el
ol
ﬁ

H o

oz AN T o

HA|

= 1=
H|*7P APQXPE CHAlsto] Zf e s&ste HEE 22 &= U
Z&Lich AWS A™E MH[ATH AR ELICH IAMB E|Rt= M|
F

0Ix||:||- .u.=|IIoI- /\'— 31§L|E )

« AmazonOiAM AlZET|= ojZ2I70|M EC2 — IAM &2 AF835l0{ EC2 QIAEIANAM A8 S0l
Ct22 Md5t= ol EZ2|70|Mel (A XtHE BHS elg = U&LICH AWS CLI EE= AWS APIR
R EC2QIAEIA LHof HMA 7|2 K{Ests ZdHL o| ol of EZ&LICt £€FstE{H AWS EC2
QUAEAN HAYEE FoistT ZE OHEE[7H 0ok UH sted™ UAFA0f AZE 2

i Al

LA T2 S HIEELICH QIABA T2 o= 4%*0| xZtklo] e, 0| Sall EC2 RIAH
o

o—l—"'
65
i
1>
z

A0|M A FOI Z2IHO| YA K12 BHS A 4 YALICH KB LISS A8 MMl 1AM
©182 AL 5104 Amazon EC2 QIAEIA0| M ABEIS O4E 2|7 0|M0 HEH oIS IAM HE A

IAM AFEXHE AHEE K| LotE BT AE HTA 2| IAM Hg HE AlZ[ (AEX
|

oflf HMAE Fofgt 4 2
A HM2 Chgol A LIC
ZH (MBRH E ASR EE o
QHO| HBEIHL HEEIE XIE
EAME. JSONEH ZMo| = H
HESUAL.

— >_
Iy
r
o
>
= =
wn
0
12
mjo
0z
0%
Q'I_I
Avd
0
12
2
%
Y
9'|_|
e
inu
r
[ul
>
=
wn
(@]
A
rr
]
k>

HHE AEE AMA 2E 36


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json

AWS %[5 A X HIAIR| FA| AEXt7tol=

BEIRHE S ASE £ USLICH AWS JSONERS S 2 x| %1%
LI} 5, Ofi = oF FRI7H O BlAA0H O ZT0IAM SUS £+ HE 4 USKIE XIFY £ s

Ct.

=
(=)

7|22, AF X2t Etof
2| AAM EHed

Cl IAMZ 2| Xt IAM HEH g MAI5Ho Ze st

= =
e 4 s WS AL ROl R04E 4 UBLICH TBIH BRI} o]
o A (o) %

>
=2

A
12
ro
2
2
mjo
4>
oo
g'l_l
rr
i
>
oo
Q'I_I
rr
oz
I
[=)
=
N
£
o

pa}
1054
[=)
)
ro
[
ro

o
02
0
o
rC
o
=3
i
mn
o

o H | = ’
iam:GetRole X 5&5t= HHMO| QUCtD 7HHELICH sHiE HAME M85t MAEXte= oM dE
MEE 7t £+ A&LICh AWS Management Console, AWS CLI, EE= AWS API.

o
2L|Ct ol2det A2 AL8Atet HE O
Mo{grLICk. | d = G
IAM

O
rz
>
L
b1l
o

o o
N

=
2
n 12
ro
o [O
o
o
02
2
R
rr
o
C

w
o2
2
2
rH 2

Ral
T o2
e 0
w J
9
o
i
rlo

Ji
ek
2
o

o L
=
o
oo
2
12
[=3
rir
ul
il
o J
Hel
oo
o
r
o
>
=
h
rk
w

>
o
ro
04
12
oM
[=)
> 0
rx
Jm
g'l_l
rr
oz
T
mo
1]
o
HL
A
e
>

=2
>
oo
nx
0%
x

o mor
o jn L
0% I M o
202 h
e 02 T
:>I|:I
e
C
L2

o yo m Ml HL
R
oo =re
0% i zo O OM
ro é [
M

12t
[l
o J
tu
o

Al

4

0
]
of
Jm
mjo
o
P
Q'I_l
>
>
)

o
b
>
N
e

A

2

0
d

'l
HU B>
\d

e

X

2

o

n

b

>

2

kel
o o I>
%
=]
5 0
Q)
N
@]
>
w
w
I
»
m o3 12
A _@ X
o

r

JELICH 2lAaa 7[8 HHE X[st= AMH|A0 M MH[A 2HE]
HE AL83dtod & 2|0l CHet HMHAE SHE + U&LICH HHo| AZAE Elaan
{El HoF =7t

oh's il
F AR 2ot =RIE K|& S oF ghu|ct 2ot Fx|of

el
Pal
T

Ao

¥ 1
>
L
>
Il

g r
0

J
B 1o o

lo
> > 1
N o
IIr|-|'|

[> o2 F

0
T
o

(o)

r

Pl
00 mo
Pal

A
rr r
>

=

w
X
x

i)
0 b

b=l |>
m N

HE AMH|20f = Qe FALICH AF8E + ei&LICH AWS 2[4 J(Eh

i =
02 o
2 g2
S ro
< ob

£ HetE 71T A (AE F 83/, AASXHEE

A Ol
T AR
&5t x| e xlgk 2[AA 7|HE HA 0L JSON H|z g LICt

gHE A ANA B =


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html

AWS %[5 A X HIAIR| FA| AEXt7tol=

otOrE S3, AWS WAF, VPC Amazon2 X|&5t= MH|A Q| 0 ILICIACLs. AHA|EH LHE 2 Amazon A
Z AEE[X| MH|A JHERF QHLHAM Q] M| A Ko 55 (ACL) R E & ZESHAAI2. ACLs

7|EF EA Bt

AWS UEFSO|R] o2 7 MM RS XIMBLICH O3 MM 2 o Yrsol WA S0 ot
2t AL RHOIH| RLo4ElE 2| MBS MHY £ UsLICH

« Bt AA - HEt ZAH = 1D 7|8 HEO| IAM YE[E| (IAMALE AL EE= 4E off o8 &= U= 2
CH Hete MAMste 12 7IsQlLICh 4ol CHEE Het ZAHE MME £ QIALICH O 2Dz A=
TEH2 x| o At 5 7|8t HanL 7 HEt AA ol mREQLICH Principal EE0|M AFE R}
Lt g S X|™Hs5te Elak 7|H HHM2 Mt FHE S8 MEtelX| et &L Ch. | g Y™ F Stk
of Z&E BAXH HE= 582 MYEoIFLICH HEt ZAHof cHet RtA[E LI 2 A IAMEE M S

IAM QIE|E|2| Het AH E B ZFHAAIL.

+ MH|A Hof F% (SCPs) — SCPs X = OU (£ X 744 EH9) off CHE 2ICH HEHS XIsts
JSON HZ]L|ct. AWS Organizations. AWS Organizations 0424 7HE 2 &35t %%*Oﬂkl z2|st
£ MU|AALICH AWS A™E FAZF AR8 WULICH ZXO| BE 7|52 A8t S

o= 2E Ao MH|A Mo &=H (SCPs) 2 S HMs £ Ql&LICt Z4 =2 L& 50] AR A

B
Yol AE|E|of ChEH HErS SCP A 2he |':+ AWS H™ R E ALK} Organizations %! SCPs of CH
gt AEMIEH L2 2of MH|A Ao HAE FH RS AI2. AWS Organizations AHE A A.

0

o ML B A RS odg s HCIEI Ol ALS XY CHE Al MAS ZRIEY wAloR A
S% 0 Et0jE 2 MEets 13 FMQLD AnMoR ¥ MMol HEte A8K EE Aol

2ok QI 7|uh Aol WALSH M4 FAQILICH EB HEHS BlAA J|U HMOIM S £ 2
SLICH O[2{8 B& 5 stLtoll ZEHE HAIM HEE 5182 MBOIBLICH RHME LISS IAMAIS
Mol M &

g = QotH ol FAUULIMN? AWS %|E ALEXRL HIAX] FAl= CHS
= X

HMA EZEIE IAM /31 AFE 37| ol AWS Z[E AFEXRF HIAIX| FA|, &7H AL E = UE IAM 7S
ofl CH8H 2ol EAAI2. AWS %S AP AF HA|K| FEA.

e £ At Lol FAUULIM? AWS £|E ALERF HIAIX| FAlE CHE I & S ELICH IAM 38


https://docs.aws.amazon.com/AmazonS3/latest/userguide/acl-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html

AWS %[5 A X HIAIR| FA| AEXt7tol=

IAMETH AFEE = Qe 715 AWS Z|S AFSXF HIAIX| FEA|

IAMZ|S AWS %|F AL RF HIAIK| EA| x|
ID 7|8t &4 of

2| A~ 7|8 B ol
3 5o of
SIS EAES of
cEESaR] of
ACLs ofL|e
ABAC(EA 9| EiiT1) =i
A 2ot elE ofl
HoF = of
MH|A o8t of
MH|A 44 98t ot

WS JH LMo = mofsteH AWS Z|E A HIAIR| FA] L 7|EF AWS MH|AE CHEE 9| IAM
7| WSIAMALE IAM AE MM B7H 2 S5t AH|A,

or
Ac]
Fol
(L
[
r
ful
fjo
it
b
ol
II>'
Fo
>

OLO|RHIE|E| 7|HF H=: AWS Z|F AHSAF HIAIXK| FA|
ID 7|8k 2 x| H: of

D 718 M IAM AS A, AL R 18 i HE T} 22 D0 §ZE 4 9l JSON HEt HA 2]
QlLict. ofaft gag AHZ REgh o48t0 z |

AMo{gtLich. 1D 7|t & :
IAM

IAMID Z[gF HAME AHE5HH 518 = HFE &Y & Elac s 28 MU0 8 EHL HREE X

o o |
72 RIEY 4 LI 2ot 915 7l B ME 2o T APE AR T AR MBE



https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html

AWS %[5 A X HIAIR| FA| AEXt7tol=

D2 2o FHE KIHE £ YSLICH JSONEMOIM AR E 4 Y= 2E 240] CHsH Loh2HH A
»

N
E IAMEE M| IAM JSON HA 24 HZEE FZstAAl.

OtO[HIE|E| 7|HF A of| Al AWS Z|B ALE R HIAIX] F A

]]"'

CtZ ol o & 224 AWS £|E ALEXRF HIAIX] FA[ID 7|8 M2 2 HZE5H AR, ot O[EIE[E| 7|8

P
S oA AWS Z[E ALS A HIAIX| F A

LIS 2|AA 7|8 A AWS %|E AFZ A HIA|X| FEA|

2l 7|8 HA x| #: of

Clas 7[Eh Y2 2lasof 5= JSON B EMAULCE 2laA 7|8 EAol o 2= 1AM &
A2| Y23k Amazon S3 HHZ! HaHo| Ql&LCt. Eliﬁ 71et M2 x| #sHE MH[20M AH|A 22|
At ol2{Et YHME AL sto £ El4 201 CHEF HMAE SME = AGLICH Mo AZE Elan
ol B BHME XIGE 2ot Fx7t sy Bl ofd ZH0M o HUS s = U=XIEE
olgrct. 2laA T[8 HHMol M 208 FAE X[Estof FLICH 2ot FAlof= A, ALEAt, HE, A4S
MRt EE AWS MH|A

HE 2t HMAE &dststid™ ChE AZel A HE E IAM o*IEIEIE Bl 7|8t Ao Hot =
M2 XEE + USLIC

]
Pa
[>
N
x
oi
J?.':'
_<a
LU
HU
[>
N
@
>I
i
i
Mo
2
Q'I_l
rlr
>§
ro
|m
A
[>
> ||'|'|
el
N

ol TEHHo] IR SHECHS 28 RusAAID. o RHS EIAAT} IR 29 AWS AEAZE
+ 215 ABOIIAM D2 E T3 b3 (BT 2 oA o7] Bloa0] AMAY £ 0lE BEE %
of3Hok BrLICH. AE{E|O] ID 7|8t KRS 4735104 MEHS HOIBLICH SHRIEH BlAA J|H HHO| 5

U ARl Bot FHof HHAE Roists B, 71 XA 5Y 7I8 Ho| »Ioom oF&LICH RRAY
gt LHE2 IAMALE dBMO| A 7F E[AA HAHAE HES A2 IAM

off CHEH H2 =X AWS 2| AAEXE HIAIX| FA|

BERE OS2 ASE % UALICH AWS JSONTRE Saf 71 £ol0 HMAE 4 =X| |
Lich 5, ol Hok A7k ofH BlaAt of EZ0IM RS £ £ AUSKIE XIHE £ e
=

& Action 245 JSON HH0IM HNAE 5186t HE st ol ASE 4 U g MTE
Lick, QErs o2 B |0 OIS B2 Zx|9 SUFLICH AWS APIS T 0IM, YxlsHs Hol
gl M3 TS ST 22 T x| 27t QL LICH APl Bl M 043 Srefo] IR B JhX| Ay
T &LICH Ol2{3t £7} &elg Yol B4 Frefolztm BHLICH

_|_
*

e £ At Lol FAUULIM? AWS £|E ALERF HIAIX| FAlE CHE I & S ELICH IAM 40


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html

AWS %[5 A X HIAIR| FA| AEXt7tol=

AR HAIX] FA HME2 CHZ0i| el AMHE HAESEAIL. AWSA{H|
A RE HIAIX] 3 Al

Of M2 =X AWS £|E AE X HIAIX| FAl= 2 Mol S HFALE ASELICH

mobiletargeting

EY 2olM ofe] HYE XIYstcd™ Ch5t 2ol Hx= FEELICH

"Action": [
"mobiletargeting:actionl",
"mobiletargeting:action2"

]

O| 0 E EHr{H AWS %S AF2XF HIAIX| FEA|ID 7|t HAe 2 & X 5HAA|Q. olO|FIE|E| 7|YF Zd=H
oflAMl: AWS Z%|F AFE R HIAIX| FA]

of CHEF M2 2B|AA AWS E|F AFEAF HIAIX| F A

HA 2[AA X3 of

ZHERE OS2 AL E = UELICH AWS JSONHAME S5l £7+ FUo| BMAE = JUEX| X[HE
LICt &, o{iH 20t |7t o 2|4 AL O{FH Z7HO|AM B2 s-E = JU=XIE XIHE = U&L
Ct.
ResourceJSONHH @ A= 240| M E|= stLt 2= 0421 7He| ZHMIE XIHE Lt E& o=
Resource®™&= NotResourceRA 7t BFEA| F7HE|0{0F B LICH Amazon E[A 4 O|F (ARN) 2 AFS
§tod 2| AAE X[Hst= Wo| 7+ -%:-SL—lEP 2lAaA £=ZF HEtoletn ste 8§ Elad RYEE X|et
= 240l CHall Ol EfAZE - E = U&LICH
hod Lt Zhol 2lAaA =& HMEHE XK ete & ol A2, ALUEFEME ALESHo] Y EO0|
ZE glaad M8EE LIEFALICE

"Resource": "*"

e £ At Lol FAUULIM? AWS £|E ALERF HIAIX| FAlE CHE I & S ELICH IAM 41


https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html

AWS %[5 A X HIAIR| FA| AEXt7tol=

S=g2 2RH AWS 215 ALK HAIE FA| 244 98 U ST ARNs 8 HolE Bl4AE &
Z ot AAI2. AWSAHIA HEH Hoj &
QU= X| LobE P FHOEl SIS HASHAAIL. ARN AWS 2|5 AL K HIAIK| F Al

|_

»

o| o & EeiH AWS %[5 ALS A HIAIX| FA|ID 7|8 HH2 & & ZstAAI2. ofO|HIE|E| 7| ZAY
olXl: AWS %5 ALE X HIAIX] F A

off CHat M2 =74 7] AWS |5 AFERF HIAIX] FA|

MHIAE M £ 7] |2 o
ZERte OhSE A8E = A&LICH AWS JSONEAE S35l 771 FRof AMAE £ =X X|HEH
LICE &, ot Hot &7} ot 2|4A0 of ZHOIM e +-Y & AEKXIE X1 = A&

Ch.

Condition 2A(E= Condition E5)8 AS5tH HMO| Y k= ZHE X[HE = J&LCt
Condition 4= SMYLICE Z 7Lt &S0 22 Z7 QIAXIE A& 50 HAMO| Z7AE Q9

ot AXAZ|= 204 E dEE = A&UCH

H2IZ20f 042 Condition &

248 x5t 3
AWS E2I AND RIS AIB 30} 248 BHRILIC B 71 710l o2l & AR 2P AWS =
2] OR M ALR BH04 TS WIFBILICH WRO| MBS Roi5ty| Tol ZE ETS BEHoF 2L

Ct.

ZHE XIEE Wl At2| EAIR HEE AR E £ USLICEH o| & £01 2|4 A0 IAM AFHE X} 0| O|
E27} XIHE A0 2|AA HE OHM|A HEHS IAM AL XFO| Al F 048 =~ & LICH REAISH LY
22 IAMAIE MEAMO| IAM H& @ A-Hi al El T E IR FHAA|L.

AWS 22 =74 7| 2 MH|AE =7 7|
HZSHAAIL. AWSIAMALE M Mol 22H T HEAE 7|,

i
pal
o
o
rC
[ul
H
qn
HL
AN
2
>
=
wn
my
HU
nE
I
Y
N
rr
o
0jo
jo

S=2 2EIHAWS 215 ALK HAIK| FA| 2 71 08 £71 7/8 RZSHAAIL. AWSAMHIA
B Soj &z % AR HAIX| FAL 271 718 ASE 4 = 5l & BlA20] Chsh Lot HH

k]
HolEl HUS HESHAAIL. AWS %|F AS X HIAIX| F A

Ol o€ E4H AWS %|5 AL AL HIA|X| A ID 7|8t 222 2 2R 5HAA|Q. ofO|FIE|E| 7| Zd=H
ofAl: AWS Z|E AL XF HIA|X| FA|

ACLsOlA AWS Z|E AFEXF HIA|X| F Al

X|¢ACLs: OFLIR

e £ At Lol FAUULIM? AWS £|E ALERF HIAIX| FAlE CHE I & S ELICH IAM 42


https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html#your_service-actions-as-permissions

AWS %[5 A X HIAIR| FA| AEXt7tol=

HM|A Ao F5 (ACLs) 2 ZlAA0| HMAE =
45 E Mo{ELICH ACLsEH 2 M HAIZ AFSSHR| A RIEF E|AA

ABAC... AWS =S A2 X HIA|X| FE A

X2 ABAC (BHel Ei): &

\O
ol

449 7|4 AN A Mo (ABAC) £ 4432 JlHoR MEte Holsts
Ol2f8t %432 B2t BrLICH IAMRIEIE] (SR} EE ) U 042 AE|E|o] BA2E H&
&LICH AWS Q& LICH O ABAC & A Bt IE|E|SH BlA A0l BATE RIFsHE ZLIC
Che Hot F2| EA7t HMASHEE BlAA0l EHTo YIE M AUS 518 5HE = ABAC HMS
MBIt

|5t Mk §o{ TEFLICH In AWS

_,_
u]

)||
w 3

-

ABACHIEH HEstE BEM 785t EH 2el7t SE&ixls &8 =F0| ELlct

E} 20 27450 HMAE AN 0{3t2d™H aws :ResourceTag/key-name, aws :RequestTag/key-
name EE= aws:TagKeys 274 7|8 At&35t01 MAo| =7 40| EfO HEE XS ELICH.

MEIA7F RE BlAA S0l hel M 7HX| 271 7|8 25 xloists B2, &

o 2
Ch MH[ATE LR ElAaA ol CHaHAMEH M| 7HX] 274 7|18 25 X|¥ste 82, i2 FEXMAULICH

ofl CHEt RhAIEH LHE 2 What is ABAC? & EERSHAAIR. ABAC IAMAE HHEAOIM. ™
7t ZEHE ANESME EodH ALE IAMEE MOl £ 7|8k HMA Ko AHE (ABAC) € &

A
=

UAl KtE BH ALE: AWS 2[5 ALEXF HIAIX] FE A

UAIXHH B

02

K| o

F7FAWS MH|A Al R+
= AWS MH|A Al R}
A

B2 S50 2015 BS54 AL CHR 2 EEE £7}
EHoz = =
OB A8 4 2L

— o
2 A5 OS2 X SHAAI2. AWS MH|AIAMALZ |AM A

of 2125t (A XtH &Y
HF H %

AEE NeEt ZE

o .
Y3E ABHH Ol Z oz =.A| X4 B2 HEHLIC T8t 2a0) ASRE 21
O3t Ch © g QIES RSO MABLICH o8 TEHO| CHE AHAIE LIS

8 AB5H04 YAl X1 B

= = A& LICH AWS CLI EE= AWS API. 2 CHS e
UA Rt BHS AR 5H04 HAIAE

o= A.
QIS LICH AWS. AWS & 7| HAHA FIE AF2SHE CHAI A

e £ At Lol FAUULIM? AWS £|E ALERF HIAIX| FAlE CHE I & S ELICH IAM 43


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html

AWS %[5 A X HIAIR| FA| AEXt7tol=

MAdE 7S MABILICH REAIEH LIS 2 o Al 0t &}

b
Ol
0%
o
mak
P
Q'I_l
>
>

Ct=Sat 242 MH|A =R 7+ M8t AWS %S AF2KF HIAIR] FEA|

FOHA|A MM X2 (FAS): of

ogk

IAMAFE At EE= 482 AF8 510 B2 sdste B2 AWS, Fste F AR ZHFELUch U8 M|
AE A+96+E AR CHE MH|AOIM CHE Ed2 AlEStE Bds s&8E &= /&Lt FASTSHE A
FH o HetE AFSELICH AWS AMH|A, %1t A8 AWS MH|A CHRAER! MH|A0f @HE £
&LICH FASHE2 4 |A7FCHE MH|AQIS| 45 ZH20| st QXS £ A8 Bt o|Fo{Z&LC}
AWS MHIA EE= 2230 & BlaA. 0| AR F A2 2 F £&-E = e TEto| Qlojof ot
FASQH Al ﬁoEIE M ME HEE MY HAA MMHE ZRFHAAIR

MH|A et AWS %|F AFERF HIA[X| FE A

MH|A 38 x[#: of

MH|A 482 MH|ATE AL AHE CHAISHO] Y E s-ste KR ZHF5t= IAMAEE IL[C IAME
2IXHE IR A IAM MH|A g8 M, - U AXE &= USLICH RIS LIS 2 HEtS @5t
7| et AE DHETVIE FZXSHAAIL. AWS MH|IA(EX: IAM AFHE MH M)

/A Warning
A—|H|A 0=Iél-0| -'|’-I_
2 Aol M|
M3t

2 AWS %|E AL HIAIXK| EA| 7|5, 21 2
.AWS %|E AL2XF HIAIX| EAI= 0|2 I8t XIES

b F&"

MH|A 8 dg2 O Z&LICH AWS £[E AFE X HIAX| FA|

MH|A 44 &2 PHE L #Elste ol CHE RtAIE LI8 2 2 B ERSHMAIR. AWS B & S
St= MHIA 1AM MH|A 0472 38 U0l M Yes(Ol)7t Z&El MHIAE E|O|20M &&LCt ST M

H|A0f CHEF MH|A @14 e HHME EidH Yes(Hl) B3 & MEARLICH

e £ At Lol FAUULIM? AWS £|E ALERF HIAIX| FAlE CHE I & S ELICH IAM 44


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

AWS %[5 A X HIAIR| FA| AEXt7tol=

ofO|EIE|E| 7|gF & oi|K: AWS %[E AHSAF HIA|X] FA|

Ok

ZI2He 2 AP%XP 514 Aol Y E= =8 Heto| Q& LICH AWS %[S AFS A HIAIX] FA| 2|
A CERHCHEE A o 2FHE +&E + & LICH AWS Management Console, AWS Command
Line Interface (AWS CLI) &=

| AL REOIH| TR BlAAOIM BYUS +HE 4 s Het
AM B MAE & QaLIh T2{H B2IX} gl 1AM HHE

AOISF A OlA
Telg = U&LICE.

rr r|r
- >
=
w
>
U

£ o{5t7| 215 IAM #2[X

(=3
=
27be 4+ oM, ABRHE

_|_

12
ok
jo

Ol2{eh of x| JSON HA E M

& ABSHOIAM ID 72 SRS BEE YUS oL AS AU
A0l M 1AM 2 A4 &

OlA Holgh 2fed A 2lAaA Rl CHE REMIEH LI 2 AWS 2 2lAa4 RO FAg Z3E 215 A
EXF HAX] FAE OHE 59 HY, Bl44 S = 718 HZSHA2. ARNs AWSAH|A HEE &
01 & Z 9| 2|F ALERE T AIX] F Al

|
o A T AR

« A8 AWS =T MEX HIAIX| FA| 2&

. AR AHAIO| TRE HES B 4 QTS 58

S e AbE|

EE ARIE £ AEX| 4R E ZHBLICH AWS HIFO| 2 A
I.

ID 7|8k HAY
| T A&ELICH AWS A E. ID 7|8 HHE

S HIAIR

2 F
FA IEI_/tA olz{sl
OrEHL HEE e ch S X|E

. AIES EAHIR. AWS B2 M U 2|4 HE HEoRo| 0|5 — ALSXIS YAR =0l HEt B
042 AIZH5HE{T S S AFSSHAIAIR. AWS OFF Ukt ALS H|o+|ﬂa+; Roiste Y o
B CHE ALOIEOIM AFSE 4 QU&LICH AWS A, 8 Holstod Mg of Zols ol &Lt
AWS AH Abellofl ZHe 174 BHEls A, REAIE L8 2 E+%%§ SHHL2 AWS BHEIs BM &
£ AWSIAMALZ R 7H0l= 0] B B B

. Ala HE A AV Moz HEtg A 22 Al 8ol TR E MR £oia AR, O]
L ST A HEto R ABT SH E0IM S BlAA0l CHEH £ Y 4+ s TS Holst
LIC. & AFS 810 HEHS IAM RS 5HE ol CHEH RPMEH LIS S ALS ATAO| B4 Of #tS

EHZSHAAI2. IAM IAM
« JAMAZEO| 7S ALE5l0{ HMAE L HMeHe &= U&LICH - H&Mol| RS F 715104 2
ol

A
I 2|AA0 CHEF HMAE MEHE = JU&LICH 6| S0{, & AI8510i ZE REE HESES

H B 718 HA oAl 45


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_your_service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html

AWS %[5 A X HIAIR| FA| AEXt7tol=

XYote WM TH2 e = SSL JU&LICH EH 2y Sall MH|A Y2 A3t &E
TS A835t0{ MH|A 2hdol| CHEt AMA T
CloudFormation. XtA[EF LI 2 IAMALS EHAML 0= &
* IAMAccess AnalyzerE AtE35t04 IAM HAME ZHE 504 X5t 75Xl HEtS
Access Analyzer= M 21t 7|E HAg ZHE5t0{ 20| IAM
& E55t=X| = QIR LICE IAMAccess Analyzere S5t 7|SsAQ HAME 2 d5t=
T|= 10071 Ol o HA HAleL A 7ts8t HEY AL S MSELCH ARAMEH LHIE2 AHS dEAM Q]
IAMAccess Analyzer S A5 2 HZsHAAIL. IAM
I EE

[== N )
- CIEHAHI Q1B EQR (MFA) - AF8X

o= It UE B2 AWS HE
71 2ot2 MFA fiah HAAMAIL. APIZHY EZ;— MFA A|7|§ g?oraﬂd Yo MFA 2748 F7t3t
HAI2. REAE LIS 2 IAMALS MEAM Ol MFA -E 3 El API AM|IA FHE BZESHAAIR

O| & ALE{|of| IAM CHEE REAIEH LHE 2 IAMAFR MREAMO| HoF I AL E R ZFHAAI2. IAM

A& AWS =T M-SR HIAIX| FAl 2&

M AStEH AWS £|T ALS A HIAIX] FA| 2&0i= =|4 Het EgHol Qlofof gfLC
£ Sofl ¥Foll tigh MF HEE Lthdstn = =+ ook FLICH AWS L] 2|5 AL At

AN AWS AHH. T £ A HEtECH { AMEHAQl 1D 7|8F M= ol
El (&R £E ¥ of ths 2&0] o8t th2 T &3t x| gherich.

_ola{st Mt
HIAIR] Al 2
25t E|

Io
m}
mn
a2
o
il
Al
2
o & ]
>.

[m]

r

FHE ALERHAIE 2|4 2 HEE o188 227t el&LICH AWS CLI EE= AWS API. CHA

JNE=2 N
o
tedE St URIStE APl & Lol 2F HMAE SHEStAI2.

1 2
o o
OII

MEXIe dgto| AL AI2E £ UEE 57| QSHMYULICH AWS =5 AF2XF HIAIR| FA| 22 H
235tMS. AWSEndUserMessaging AWS QIE|E|of CHEF ZHE2|3d &2, RFAIEH LIRS AFE M9
IAMALZ Xpof|H| HEH F7HE &

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AWSEndUserMessaging",
"Effect": "Allow",
"Action": [

"mobiletargeting:CreateApp",
"mobiletargeting:GetApp",
"mobiletargeting:GetApps",

"mobiletargeting:DeleteApp",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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"mobiletargeting:GetChannels",
"mobiletargeting:GetApnsChannel",
"mobiletargeting:GetApnsVoipChannel”,
"mobiletargeting:GetApnsVoipSandboxChannel",
"mobiletargeting:GetApnsSandboxChannel",
"mobiletargeting:GetAdmChannel",
"mobiletargeting:GetBaiduChannel",
"mobiletargeting:GetGcmChannel",
"mobiletargeting:UpdateApnsChannel",
"mobiletargeting:UpdateApnsVoipChannel",
"mobiletargeting:UpdateApnsVoipSandboxChannel",
"mobiletargeting:UpdateBaiduChannel",
"mobiletargeting:UpdateGcmChannel",
"mobiletargeting:UpdateAdmChannel"
1,

"Resource": [

"

]
}
]
}
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"Version": "2012-10-17",
"Statement": [

{

"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",

jam:ListUserPolicies",
"iam:GetUser"

]I

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
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{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",

jiam:ListUsers"

]I

"Resource": "*"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://aws.amazon.com/compliance/services-in-scope/
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https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
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https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
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https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
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https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-set-up.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html

AWS %[5 A X HIAIR| FA| AEXt7tol=

AWS Z|E A2 X HIAIX] FA| 2ELIEE

2 LEIZE AWS 215 AST) HAIK FAl 2 716 AWS SR 08
o Al

ﬂIIIIl
]]\l
> 0

ol Qlo] 28 EE2Q|LICH AWS AWS %|E AFE A} HIA|X| FE A to, 2K 2l Al E15tT,

MU AR AE ZXIE FE = AU s 22 2LEHE =7 E XS ELC.

« Amazon2 A~ ZQIAWS 2|A At o ZE|F0|MHE AWS A A[ZHS E CloudWatch 2 LIE{ & &
LICH X2 E =& L FXD, AAEX X|H CHAIEEE dHe = Ui, XIHE X[E 7} X|Z-HE
LA Zrol| == ot M%XPOHHI (AL ZX|E FStEE dEE MdYE £ U&LICE o E S0
Amazon EC2 QIAEIA 9| CPU Ag2F EE J|EF X|EE CloudWatch £X{5t 1 Q& [ A QIAE
AE KSR AZE 5= Q&LICH AHAMIEH LI 2 Amazon CloudWatch AHE AEME FHZ5HAA|
2.

« Amazon CloudWatch LogsE A& 3t Amazon EC2 QIAEIA A J|EF AANM 2O IHUE 2L
E{2! CloudTrail, A% L HMAE £ Q&LICE CloudWatch 215 211 mtelo| MEE 2 L|E{ !5
1 EY A0l SFEH LE{E = A&LICh ot 0 W73 U= AEEIX|o 23 CIo|HE
MEE = sk RHMIE LI&2 Amazon CloudWatch Logs AHE AHME EEJIMAIL.

A

=
A
=

+ AmazonZ AHESHEH AWS MHIAE XHS&H5tT OB EIZOIM 7+R M BRI i Bla WAD Y
& AlAS OIMIE0] B2 CHS ¥ EventBridge + 2LELICH AWS MHIAOIA EA83HE OlHIE

= 749 EventBridge A AlZto 2 MAELICH §ists OJHER EAISHE S 7HEHsH BRI
T2 UX|5H= O|HIE 2h M Al Al Xt S35t Y2 XIHE = U&LICH XHAEH L2
EventBridge A ABEME R EXSHAAIL.

« AWS CloudTrailAF& A AHollM EE= AWS AHIHE CHAISH0{ O|F0{ZI API 2 & 4 2 O|HEE
& st X248 Amazon S3 HZIe 2 21 utee MEghL|Ct ofiH AL XIet 7
x4
AA

2 40| TS E AN
EX| AWS, O &4 |P FA0|M ZZ0]| 0]F 0 EXI, Xl 2 E0| YA =X]| ALEE =~ A&L

Ck. REA[EE LHE 2 AWS CloudTrail AHE ABEAME HESHAA

Amazon2 &8 AWS Z|E AFE R HAIX| FA| 2ELIEHE
CloudWatch

Al CIOJEIE £ Elstod S 4 = 72| AAIZH K| EZ #2Ists B AL 50 AWS CloudWatch 2]
5 AR HAIX| FAIE BLIEIRE 4 AaLIC O[3 SHE 157187 RREIDE 7|8 Mo
A5 8 NBEIAIOIS £ Aulart ofgA WBELL IR BANOR o 8 mete + e
Ch. S UM FAISCH} ST UHZ0l SEE I YR HEHAL X 3

Mg = U&LICH RHAEH L Amazon CloudWatch At MEME XA,

£ S8 ZLIE{3 CloudWatch 53
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"Statement": [
{
"Principal": "*",
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1,
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