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https://docs.aws.amazon.com/ram/latest/userguide/getting-started-sharing.html#getting-started-sharing-orgs
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https://docs.aws.amazon.com/ram/latest/APIReference/API_PromoteResourceShareCreatedFromPolicy.html
https://docs.aws.amazon.com/cli/latest/reference/ram/promote-resource-share-created-from-policy.html
https://docs.aws.amazon.com/cli/latest/reference/ram/promote-resource-share-created-from-policy.html
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https://console.aws.amazon.com/
https://console.aws.amazon.com/ram/home
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/powershell/latest/userguide/
https://docs.aws.amazon.com/cli/latest/reference/
https://docs.aws.amazon.com/powershell/latest/reference/
https://docs.aws.amazon.com/powershell/latest/reference/
https://docs.aws.amazon.com/sdkref/latest/guide/
https://docs.aws.amazon.com/ram/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/ram/latest/APIReference/Welcome.html
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https://aws.amazon.com/compliance/pci-dss-level-1-faqs/
https://aws.amazon.com/compliance/pci-dss-level-1-faqs/
https://aws.amazon.com/compliance/fedramp-faqs/
https://aws.amazon.com/artifact
https://aws.amazon.com/compliance/soc-faqs/
https://aws.amazon.com/compliance/iso-9001-faqs/
https://aws.amazon.com/compliance/iso-27001-faqs/
https://aws.amazon.com/compliance/iso-27017-faqs/
https://aws.amazon.com/compliance/iso-27018-faqs/
https://aws.amazon.com/compliance/iso-27701-faqs/
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html#Principal_specifying
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https://console.aws.amazon.com/iamv2/home?#/users
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SE VS (Ko
$ aws ram create-resource-share \
--region us-east-1 \
--name MyLicenseConfigShare \
--permission-arns arn:aws:ram::aws:permission/
AWSRAMDefaultPermissionLicenseConfiguration \
--resource-arns arn:aws:license-manager:us-east-1:123456789012:1icense-
configuration:lic-abcl23 \
--principals arn:aws:organizations::123456789012:o0rganization/o0-1234abcd
{
"resourceShare": {
"resourceShareArn": "arn:aws:ram:us-east-1:123456789012:resource-
share/12345678-abcd-09876543",
"name": "MylLicenseConfigShare",
"owningAccountId": "123456789012",
"allowExternalPrincipals": true,
"status": "ACTIVE",
"creationTime": "2021-09-14T20:42:40.266000-07:00",
"lastUpdatedTime": "2021-09-14T20:42:40.266000-07:00"
}
}
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$ aws ram get-resource-share-invitations
{

"resourceShareInvitations": [
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https://console.aws.amazon.com/ram/home#SharedResourceShares:
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{
"resourceShareInvitationArn": "arn:aws:ram:us-
west-2:111122223333: resource-share-invitation/1234abcd-ef12-9876-5432-aaaaaallllll",
"resourceShareName": "MyNewResourceShare",
"resourceShareArn": "arn:aws:ram:us-west-2:111122223333:resource-

share/1234abcd-ef12-9876-5432-bbbbbb222222",
"senderAccountId": "111122223333",
"receiverAccountId": "444455556666",
"invitationTimestamp": "2021-09-15T15:00:32.568000-07:00",
"status": "PENDING"

b

CHe| Amazon 2|44 O|&(ARN)S CHS B o| u2t0|E{ 2 AL 6tod i

$ aws ram accept-resource-share-invitation \
--resource-share-invitation-arn arn:aws:ram:us-west-2:111122223333:resource-
share-invitation/1234abcd-ef12-9876-5432-aaaaaallllll

{
"resourceShareInvitation": {
"resourceShareInvitationArn": "arn:aws:ram:us-west-2:111122223333:resource-
share-invitation/1234abcd-ef12-9876-5432-aaaaaallllll",
"resourceShareName": "MyNewResourceShare",
"resourceShareArn": "arn:aws:ram:us-west-2:111122223333:resource-

share/1234abcd-ef12-9876-5432-bbbbbb222222",
"senderAccountId": "111122223333",
"receiverAccountId": "444455556666",
"invitationTimestamp": "2021-09-15T15:14:12.580000-07:00",
"status": "ACCEPTED"
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2), us-east-1 2|2 X|gs5HoF gfLCt.

F

$ aws ram get-resource-shares \
--resource-owner SELF

{
"resourceShares": [
{
"resourceShareArn": "arn:aws:ram:us-east-1:123456789012:resource-
share/2ebe77d7-4156-4a93-87a4-228568d04425",
"name": "MySubnetShare",
"owningAccountId": "123456789012",
"allowExternalPrincipals": true,
"status": "ACTIVE",
"creationTime": "2021-09-10T15:38:54.449000-07:00",
"lastUpdatedTime": "2021-09-10T15:38:54.449000-07:00",
"featureSet": "STANDARD"
},
{
"resourceShareArn": "arn:aws:ram:us-east-1:123456789012:resource-
share/818d71dd-7512-4f71-99c6-2ae57aa010bc",
"name": "MyLicenseConfigShare",
"owningAccountId": "123456789012",
"allowExternalPrincipals": true,
"status": "ACTIVE",
"creationTime": "2021-09-14T20:42:40.266000-07:00",
"lastUpdatedTime": "2021-09-14T20:42:40.266000-07:00",
"featureSet": "STANDARD"
}
]
}
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® Note

$ aws ram create-resource-share \

--region us-east-1 \

--name MyLicenseConfigShare \

--permission-arns arn:aws:ram::aws:permission/
AWSRAMDefaultPermissionLicenseConfiguration \

--resource-arns arn:aws:license-manager:us-east-1:123456789012:1icense-
configuration:lic-abcl23 \

--principals arn:aws:organizations::123456789012:o0rganization/o0-1234abcd

{
"resourceShare": {
"resourceShareArn": "arn:aws:ram:us-east-1:123456789012:resource-
share/12345678-abcd-09876543",
"name": "MyLicenseConfigShare",

"owningAccountId": "123456789012",
"allowExternalPrincipals": true,

"status": "ACTIVE",

"creationTime": "2021-09-14T20:42:40.266000-07:00",
"lastUpdatedTime": "2021-09-14T20:42:40.266000-07:00"

AWS RAMOI A E|lAA 38 UH|I0|IE

Bl44 ZRE AWS RAMOIM SIMEX| CHE T 22 WHo 2 Yrlo|=d 4 &Lt

. MAE BlAA TRO|EY A, BlAA EE BIIE 718 4 AsLIC

. 712 AWS BEIE HEt 0142 XIMSHE Elas RE0l B2 %4 R8Ol BlAL0 MBS HElY W
sre Mg 4 et

. BlAA TR AZE HEIE Hetol A 712 B0l U B2 M HES ASSHES BElY Hite
QCl0lE 8 4 YBLiC




AWS Resource Access Manager AL 7Hol=

. ZlAA BRI EQ

I_
&LICH HMA HEHS F|AsHEH

o} -,-x|7|- O O|&F 28 2|lAA0 °—”|)HIAEE* 2= Q1A Eulct,

® Note
37t Hlo{ A{7HLE 2l & LI7I7|1E XIReteE Elas RYE o E FR EAAE 3R

AAZ

t= 2ot FHE 2lAA SRUM L = UA&LCH 2laA SR LHI7H7|E RIHEHR] b=
Zdo Do = A
ST ©

glAA R0l & E A Aol A 22|5Hof tCh= HIAIX|7F 2 oF FR|olH EAIE
LICt O] B ElAA BRO| ALKE ElAA BRAM EoF FHE A|7{sHofF &fLICH o ZHed
2 x|#5tx| ofe BlaA RH SEL 2las BROM U] 9I8t A X MM & x4
M.

Console

2las S/RE Uolo|EstE{H

—

AWS RAM Z&0{|AM L =

2. AWS RAM ElAA E2RE
SEo|M s AWS 2|
212 0= sF XU

0]
KEMEH LIE2 22 Y 24
k=3
[ ]

sg
’8 AWS 2|0l EXfst2 = -E—-’é‘-_‘ll QEE Yol As EECR

mjo
ri
-
In}
iy
==
E
E
>.
>.

a. (M= AR ElaA S/ 0|ES HEste{H o|§S HEFLICH
b. (M= ALE) ElaA SR 2|AAE FII5tE{H 2|AA0M 2|44 REE MEIEHC
% |_¢_é od0| EtO|B2IS AMEHE %gI:IE-I El_/lx_ﬁ AWS

Management ConsoletlAM 2| O
of| 2k LEEFELICE.

c. (ME{AY)ElAaa -Ts-.‘-’roﬂkl 2|AAE HM7{stedH MEIS E|AA0M EIAAE RH2 OIS
I (]

2lAaA 20| El2E F7tsted™ Ef2 ofeiol Bl ENAE ARt EN2 7|2 gk
ICH EH1 7|9t 2t W 5 7H O|& F7I5t2d™H M EH:L—".S IS MEdSHLICH Z|CH
(o]

2lAA SF YOo|E 43


https://console.aws.amazon.com/ram/home#OwnedResourceShares:

AR 7H0|E

AWS Resource Access Manager

o o = K ol <
< s = W) W B E o W
i 0¥ ol m N il o| ™ . T ]
Y L a ¥ 3 Bl S LB
B3 il ot My B o ]
|_: _._t T _u__=._ ﬂ A W_ﬂ .Al il 1o
o3 %0 oY <k ol _Am n o _u_., iy
— o B 20 M 1
o % - O i N =< gy B
o R w = O S K H U 3
" o 5 K< T 5 W = ° R W0 o i 00
iy ST o Hooo ' N R ® %
KK = m__.___ o X ool b w.oa 4 . u_.nm T Kk ok
i E ¥ TR o oL, w2 K o o & o
N ST @ mo® X Roos | o e
= N T — m = A} .A_H_ o_=._ ol
w T O 1 < T X S - E =< (8 Ko ) 91
-— (o] e O_H _._._._ _ln_n_ - o< __oo ) _n_.m m
< -, 1ol 0o < 1 — od — K il =
=] ﬁ W ol < o3 Ml = o S <k =< _._M._ o) zl __A_ﬂ
M s i Bl = ol T 25y N
i} B 5 m_w A:n o X W &y E TR = 51
L g B0 E o W < ol = o wl N i o
= ST I o W ER-E: 7 A
o Mo W F o kO O S = T — o
< % L Hooow B = N ol
= oF K1 O X o O ooz W o Faws K
~ % o ¥ W o M 7 H0 = %0 < )
—_— = = ol <0 ! <0 wl o 0 A o M_u unS =
T o, = 3 _ s = .

= ._”_.u A T <0 [iA 1 yoll I r _|_n_um V= od = o
a3 N M K oA E . = N ok = HO <F o< Il gr
OF 5 R BT R ATK m T "l = T WALl T O —
[ o1 W T WA R HT T o Wy m oD ¥
g @ owd ' om % OF X o B rog ol X
Hr ¥ ®opor & A TO® H g 5 K E oF w:_ UoEm @
mT oo < HKER Wm0 T < W Z © WK I

oj .f 4 ol ol Ko n o W3 Ho ©) ol A 0
) T Tm3? Howol X WMl mT T S K @

v © N~ 0 o™

44

9
« AWS Organizations 2|




AWS Resource Access Manager AL 7Hol=

b. Eot F=oiM CtS

mjo
1
0%
I
o
n

/A Important
ZEHEEOUL SRE M siY Helol Elas SRE ARE AEO| ZEE|
of Yo B AW BE FHI 522 ZR 8

StE U7 ElLICH Fo{E HMA HEI2 2R 44 T 3]
O|ElLIC}. Ol= AWS RAMUIM 37 2| Zt 2|AA0f o448 2lAA 7[EF HAOQ|
"Principal": "*"2 AI&35t7| {EQULICEH REAIE LI 2 SlAA 7|8 A

0Il

0f| A "Principal": "*" At& Al 2| AHE MM E FHESHMIR.

CHE AH| A™o Hot TR S 7 2lAA0 A HAMAE = QI&LICH CHE
HEo| 2r2|At7F HA X3 BEH 7|8 Het DR E s 2ot FA[of edZ25Hok
LICH o243t M2 Elas S/ U= 7HE E|AA 9 ARNO| Allow AA|
A HEtE 2o4sloF gfLICt o[2{8 HRo| M2 2|lAA SR HAZAE 2|
& HEtol XIGE HetE Zote 5 gisLict

® Note

ZE FX EA EZ2 AWS Organizations2t 2| 377+ #48tk(of /1 =29
e Aol 2ot £ 2 20I8t Z< o B LIEFELICE.

ol Yo 2= XX Q50| AWS HHOILE IAM A Ei ASKHE RKIHE 4
QIELICH CHA X B EA| A9I%| o2 o] HAE MXfol EAIE AjERtE
QIzi5t0 ST OF FHIE FIbsH0F BLICH CHE HES HTSHML

« (MEHAFEH) AERLE V|ZQE 2ot FHIE £tsHHH SRS SR0|M 2ot T
= )

=
fE2 MEIE OIS 2o A2 ID E= ARNZ YEFLICH OHX[He 2 FIHE MEiE

C
A ALK A Q) - r% AHoM EIAAE AEE

=
sz A EFEIXPE A7 B 7| M HMES B30I BR 2L

ﬂIIO

2lAA SF YOo|E 45



AWS Resource Access Manager AL 7Hol=

2z sflof gfLICt of2dfet ™

g 7y 2
A2 BR0| HZE Bal Hetol HolE Hetg AWE 4 giaud,

o
>
=
w
X
02
u
b
>
B>
Jo
_>'-|_
'm
b

>.

).
Jo
X
o
o
H
rin

Q

g'l_-
=l
>
ol
_>'-|_
rr
u
b
>
Okl

10. Ch5S ME{EfLICH
11. 4EAH: AE X HUOO|ENM El4A4 SR OiEF 78 HF QEE HEELICH
C|

12. B PAIS WHSEH S0b7lEE DA SIS BAE MUE CHS TR A S WY

0

13. HES OIX[H E|las S 7 UH0|EE MEELICH

CHS AWS CLI BEE At83tod Elad SRE =8 + U&LICH

()
[e]l]

24 update-resource-
&2 0 s = Z|o| Hot

FHE HE ST dEELICH 2lAa SRIE ZEE AWS 2|0 CHet MH|& AEZQIEE

$ aws ram update-resource-share \
--region us-east-1 \
--resource-share-arn arn:aws:ram:us-east-1:123456789012:resouxce-
share/7ab63972-b505-7e2a-420d-6f5d3EXAMPLE \
--name "my-renamed-resource-share" \
--no-allow-external-principals

-~

"resourceShare": {
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"resourceShareArn": "arn:aws:ram:us-east-1:123456789012:resource-
share/7ab63972-b505-7e2a-420d-6Ff5d3EXAMPLE",

"name": "my-renamed-resource-share",

"owningAccountId": "123456789012",

"allowExternalPrincipals": false,

"status": "ACTIVE",

"creationTime": 1565295733.282,

"lastUpdatedTime": 1565303080.023

}
}
o BIAA BR0] BIAAE F7L8E{H associate-resource-share BEI2 AL &HLICH CFS 0404 A
= XHE 2lAA SR HEHE FIHELICH

$ aws ram associate-resource-share \
--region us-east-1 \
--resource-arns arn:aws:ec2:us-east-1:123456789012:subnet/
subnet-0250c25al1f4el15235 \
--resource-share-arn arn:aws:ram:us-east-1:123456789012:resouxrce-
share/7ab63972-b505-7e2a-420d-6f5d3EXAMPLE
{
"resourceShareAssociations": [
"resourceShareArn": "arn:aws:ram:us-east-1:123456789012:resource-
share/7ab63972-b505-7e2a-420d-6f5d3EXAMPLE",
"associatedEntity": "arn:aws:ec2:us-east-1:123456789012:subnet/
subnet-0250c25alf4el15235",
"associationType": "RESOURCE",
"status": "ASSOCIATING",
"external": false

- BlaA B0 2lAA ol CHE 22l HEHE FIHSHALE BB list-permissions &
associate-resource-share-permission &2 AL & LIC}H 2|AA SR0| BlAaA FEY 5L
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$ aws ram list-permissions \
--resource-type ec2:Subnet

{
"permissions": [
{

"arn": "arn:aws:ram::aws:permission/AWSRAMDefaultPermissionSubnet",

"version": "1",

"defaultVersion": true,

"name": "AWSRAMDefaultPermissionSubnet",

"resourceType": "ec2:Subnet",

"creationTime": "2020-02-27T11:38:26.727000-08:00",
"lastUpdatedTime": "2020-02-27T11:38:26.727000-08:00"

}

$ aws ram associate-resource-share-permission \

--region us-east-1 \
--resource-share-arn arn:aws:ram:us-east-1:123456789012:resource-share/

f1d72a60-dal9-4765-b4f9-e27b658b15b8 \
--permission-arn arn:aws:ram::aws:permission/AWSRAMDefaultPermissionSubnet

{
"returnValue": true
}
AAE M 7{52{H disassociate-resource-share W2 A& FLIC} CHS o
25Ul X|HE AL SFoIM MHE LI

« ClaA SROIM E
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o= X|HE ARNZ AFE 3= Amazon EC2 A

$ aws ram disassociate-resource-share \
--region us-east-1 \
--resource-arns arn:aws:ec2:us-east-1:123456789012:subnet/
subnet-0250c25al1f4el5235 \
--resource-share-arn arn:aws:ram:us-east-1:123456789012:resouxce-

share/7ab63972-b505-7e2a-420d-6f5d3EXAMPLE

"resourceShareAssociations":

"resourceShareArn":

share/7ab63972-b505-7e2a-420d-6f5d3EXAMPLE",
"associatedEntity": "arn:aws:ec2:us-east-1l:ubnet/

2l
"arn:aws:ram:us-east-1:123456789012:resource-

subnet-0250c25alf4el5235",
"associationType": "RESOURCE",
"DISASSOCIATING",

"status":
false

"external":

AHIo|E
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443524 ™ tag-resource & untag-resource WHE AL ErLICH C}
20l project=1ima E{2E FI}+ELICH

$ aws ram tag-resource \

--region us-east-1 \

--resource-share-arn arn:aws:ram:us-east-1:123456789012:resource-share/
f1d72a60-dal9-4765-b4f9-e27b658b15b8 \

--tags key=project,value=lima

CHE oflolME XIHE 2lAA BRHM 7|7t project@! E2E AM7HELICH

$ aws ram untag-resource \

--region us-east-1 \

--resource-share-arn arn:aws:ram:us-east-1:123456789012:resouxrce-share/
f1d72a60-dal9-4765-b4f9-e27b658b15b8 \

--tag-keys=project
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https://docs.aws.amazon.com/cli/latest/reference/ram/tag-resource.html
https://docs.aws.amazon.com/cli/latest/reference/ram/untag-resource.html
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$ aws ram list-resources \
--region us-east-1 \
--resource-owner SELF

FE 2AAE

7}XM224™ --region <region-code> ItZtO|E

{
"resources": [
{
"arn": "arn:aws:license-manager:us-east-1:123456789012:1icense-
configuration:lic-ecbd5574fd92cb@d312baea260@escece",
"type": "license-manager:LicenseConfiguration",
"resourceShareArn": "arn:aws:ram:us-east-1:123456789012:resource-

share/818d71dd-7512-4f71-99c6-2ae57aa0@10bc",

"creationTime": "2021-09-14T20:42:40.266000-07:00",
"lastUpdatedTime": "2021-09-14T20:42:41.081000-07:00"
.
{
"arn": "arn:aws:license-manager:us-east-1:123456789012:1icense-
configuration:lic-ecbd5574fd92cb@d312baea260@e4cece",
"type": "license-manager:LicenseConfiguration",
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"resourceShareArn": "arn:aws:ram:us-east-1:123456789012:resource-share/
a477f3b2-4001-4dcb-bd54-7c8d23b4f@7d",

"creationTime": "2021-07-22T11:48:11.104000-07:00",

"lastUpdatedTime": "2021-07-22T11:48:11.971000-07:00"

}
]
}
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AWS CLI
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X
=
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rr

$ aws ram list-principals \
--region us-east-1 \
--resource-owner SELF

"principals": [
{
"id": "arn:aws:organizations::123456789012:o0rganization/o-alb2c3dr",
"resourceShareArn": "arn:aws:ram:us-east-1:123456789012:resource-share/
a477f3b2-4001-4dcb-bd54-7c8d23b4f@7d",
"creationTime": "2021-09-14T20:40:58.532000-07:00",
"lastUpdatedTime": "2021-09-14T20:40:59.610000-07:00",
"external": false
.
{
"id". "111111111111",
"resourceShareArn": "arn:aws:ram:us-east-1:123456789012:resource-
share/6405fa7c-0786-4e15-8c9f-8aec02802f18",
"creationTime": "2021-09-15T15:00:31.601000-07:00",
"lastUpdatedTime": "2021-09-15T15:14:13.618000-07:00",
"external": true
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--region us-east-1 \
--resource-owner SELF

"resourceShares": [
{
"resourceShareArn": "arn:aws:ram:us-east-1:123456789012:resource-
share/2ebe77d7-4156-4a93-87a4-228568d04425",
"name": "MySubnetShare",
"owningAccountId": "123456789012",
"allowExternalPrincipals": true,
"status": "ACTIVE",
"creationTime": "2021-09-10T15:38:54.449000-07:00",
"lastUpdatedTime": "2021-09-10T15:38:54.449000-07:00",
"featureSet": "STANDARD"

}
$ aws ram delete-resource-share \
--region us-east-1 \
--resource-share-arn arn:aws:ram:us-east-1:123456789012:resouxce-
share/2ebe77d7-4156-4a93-87a4-228568d04425
{

"returnValue": true
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 get-resource-share-invitations

 accept-resource-share-invitation

* reject-resource-share-invitation

1. Ct2 oAM= get-resource-share-invitations @& 2 A& 510 AL A7 AL E = = 2B =i
SE52 AMstE W2 AR LICH AWS H ™ 0| AWS CLI query Oi7H BH4~E At83tH &

=

ch 2 & 7% 56
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AWS Resource Access Manager

242 = MXE XCHAr O 20 F|BHE &
MOl o

PENDING &E{RIS &

A= 41—

2ITo| 340 HK 12345678901201 CHaH 111111111111 Aol A E1H 8t 7HO| L7} 34xH
o4& LICt.

ALEXl 710|=
A&LICH status PENDING O] oflof A XIXE AWS
o

--region us-east-1 \
--query '
{

$ aws ram get-resource-share-invitations \
resourceShareInvitations[?status
resourceSharelInvitations":

PENDING']'
[

resourceShareInvitationArn": "
east-1:111111111111:resource-share-invitation/3b3bc@51-
fbf6-4336-8377-06c559dfee49"

arn:aws:ram:us-
’
"resourceShareName"
11}

: "Test TrngAcct Resource Share",
resourceShareArn": " :
share/c4506c70-df75-4e6c-ac30-42ca03295a37"

"senderAccountId"

arn:aws:ram:us-east-1:111111111111:resource-
. "111111111111°",
"receiverAccountId": "123456789012"
"invitationTimestamp": "2021-09-21T08:56:24.977000-07:00",
"status": "PENDING"
}
]
}
2. E5ltdE ZOHE &2 Fol= O3 BA
resourceShareln

2 HHM ECHE
itationArnS 7|

& [ AHE
—|6H ETL—“-—-I'-

$ aws ram accept-resource-share-invitation \
--region us-east-1 \

{

--resource-share-invitation-arn arn:aws:ram:us-east-1:111111111111:resouxce-
share-invitation/3b3bc051-fbf6-4336-8377-06c559dfee49
"resourceShareInvitation":

: {
resourceShareInvitationArn":

east-1:111111111111:resource-share-invitation/3b3bc@51-
fbf6-4336-8377-06c559dfees9"

arn:aws:ram:us-
"resourceShareName"
n

: "Test TrngAcct Resource Share",
resourceShareArn": " :
c4506c70-df75-4e6c-ac30-42ca®3295a37"

"senderAccountId":
"receiverAccountId"

: "123456789012"
invitationTimestamp":
"status":

arn:aws:ram:us-east-1:111111111111:resource-share/
"11111111111211"
"ACCEPTED"

"2021-09-21T09:18:24.545000-07:00"
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}

i

CHAI ZCHE 7R st2d™H S U8 o7 B4+E reject-resource-share-invitationAt& 5101 HHES Al

$ aws ram reject-resource-share-invitation \

--region us-east-1 \

--resource-share-invitation-arn arn:aws:ram:us-east-1:111111111111:resource-
share-invitation/3b3bc051-fbf6-4336-8377-06c559dfee49

{
"resourceShareInvitation": {
"resourceSharelInvitationArn": "arn:aws:ram:us-east-1:111111111111:resource-
share-invitation/3b3bc@51-fbf6-4336-8377-06c559dfee49",
"resourceShareName": "Test TrngAcct Resource Share",
"resourceShareArn": "arn:aws:ram:us-east-1:111111111111:resource-share/

c4506c70-df75-4e6c-ac30-42ca®3295a37",
"senderAccountId": "111111111111",
"receiverAccountId": "123456789012",

"invitationTimestamp": "2021-09-21T09:18:24.545000-07:00"
"status": "REJECTED"

’
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https://docs.aws.amazon.com/cli/latest/reference/ram/reject-resource-share-invitation.html
https://console.aws.amazon.com/ram/home#SharedResourceShares:

AWS Resource Access Manager

™S 0= SR (HXILoF £8), us-east-12 AH3Hof gLICH 22 2lAA R0 ChEl
AMEt 82 22 2[aAet 2T E[AAE HWSH0d SF MME FHESHAME
3. (ME ALE) EHEE XM83%to{ §H oA SRE F&LICH ot HEE X E5to] AM HRlE
8 = UELCH Elad SR 0|52 YRt Z2 7|/ EE U=stod O|F0of ST HAET
ZEE 2AA SRELULEY = JUELICH HIAE HXIE MENSIH KQHEl £ HEQEE
Ct2 S50| ZA|ELICH StLHE MENEH = SHE EHEo| A SE £ /U= 2 SFollM dEg =
AUELICH Bete ElaAE HE WK CHE SH0|U 7|/EE FIHE =+ A&LT
4. AWS RAM 2&0i &1 22 27t EAIELICH
- 0| - 2l&A 3R2| o|F&LICE
- ID-2lAA S/ IDYULICH IDE MEISIH 2|AA SR CHE M2 HE HO|X|E & &= U
&Lt
« ARA-2lAA ZRE AWS AH DY
- HEf-ZlaA SR A SEHJLICE JtsE 22 ChE 0t Z &Lt
« Active - BlAA SR Y5 EI0] AAE JHSELIC
* Deleted - Zl&A ZR7t AXElo{ H O|& MAEE = gi&LIC
* Pending & - 2|44 SRE £EdlEle =Ci7t SEE 7Ict2|D U&LICH
AWS CLI
2lAA SRE EoiH
--resource-owner I2t0|E{E OTHER-ACCOUNTSZ A&t A EH0I M get-resource-shares &

FE AEELICH

fok
)]

CIS oo MeE CHE AWS HHEE S5l

£& 2oiELCh

$ aws ram get-resource-shares \
--region us-east-1 \
--resource-owner OTHER-ACCOUNTS

"resourceShares": [

{

"resourceShareArn": "arn:aws:ram:us-east-1:111111111111:resource-
share/8b831ba0@-63df-4608-be3c-19096bleelbe",

"name": "Prod Env Shared Licenses",

"owningAccountId": "111111111111",
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"allowExternalPrincipals": true,

"status": "ACTIVE",

"creationTime": "2021-09-21T08:50:41.308000-07:00",
"lastUpdatedTime": "2021-09-21T08:50:41.308000-07:00",
"featureSet": "STANDARD"

"resourceShareArn": "arn:aws:ram:us-east-1:222222222222:resource-share/
c4506c70-df75-4e6c-ac30-42ca®3295a37",

"name": "Prod Env Shared Subnets",

"owningAccountId": "222222222222",

"allowExternalPrincipals": true,

"status": "ACTIVE",

"creationTime": "2021-09-21T08:56:24.737000-07:00",

"lastUpdatedTime": "2021-09-21T08:56:24.737000-07:00",

"featureSet": "STANDARD"
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https://console.aws.amazon.com/ram/home#SharedResources:

AWS Resource Access Manager

« OHX|2f 3R M - 2T SRE AL

. ZlAA SR -ElAATEZEEJUE B 2
£ = A&Lch
. AQKID-BIAAE AR T Q= FR|o| IDYLICH
AWS CL|
IR Ue BlAAE Hid

list-resources HHEE AF&3510{ 7 22 E[AAE 2 = U&LICH

CtZ oA BHE2 CHE AWS A™OIM X[EE AWS E|ITof X|IHE 2lAA SRE Sl HAMA
AT BlAaLof CiEh ME SEE EAIRLICH

AR —

$ aws ram list-resources \
--region us-east-1 \
--resource-owner OTHER-ACCOUNTS

{
"resources": [
{
"arn": "arn:aws:license-manager:us-east-1:111111111111:1icense-
configuration:lic-36be@485f5ae379cc74cf8e9242abl43",
"type": "license-manager:LicenseConfiguration",
"resourceShareArn": "arn:aws:ram:us-east-1:111111111111:resource-

share/8b831ba®-63df-4608-be3c-19096bleelbe",
"status": "AVAILABLE",
"creationTime": "2021-09-21T08:50:41.308000-07:00",
"lastUpdatedTime": "2021-09-21T08:50:42.517000-07:00"
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list-principals B&E S At
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CHS oAl B2 xIEE AWS 2|H0M HUE ZEots Ol AFSE A™L Elad SRE SHE

AWS HHol Chet M&F HEE EAIEfLICH

$ aws ram list-principals \
--region us-east-1 \
--resource-owner OTHER-ACCOUNTS

"principals": [
{
"id": "111111111111",
"resourceShareArn": "arn:aws:ram:us-east-1:111111111111:resource-

share/8b831ba@-63df-4608-be3c-19096bleelbe",
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"creationTime": "2021-09-21T08:50:41.308000-07:00",

"lastUpdatedTime":
"external":

Elas S/ LI

ElaA0l o ol HMAY et gl B2 HMEX| 24 SR

QUM LI7IH 28 2lAA HMAE £ QA ElLC.

"2021-09-21T09:06:25.545000-07:00",
true

ElAas SROIM LEZEZ| et AFE =2

2lAA SRR HAHEHAETL ol 7HE AWS HHE -8%5._' AL20Et Z|AA SRAM LIE £
U&LICH AFBK7F =] L AWS AHE &dlf 2lAaA S0 FIHEIRISH AWS Organizations2F
o| IR7 EH5tEl Aol Elad SRIM LI = gi&LICH ZE WY 2|4&A 3|0l CHEF HAl
AE AHSSE O|Fo{ELCH

« BlAA ZROIM LIZHAH BlA4 BT HIO| UL 3R LIZYIE RIMsHE Blas SR T
Elo JAEX| ElgLCt.
ChE2 2laa & LIH7IE XISt 2las fEULIC

A= CIPPNEES -

Amazon Aurora

Amazon EC2

AWS License Manager

AWS Outposts

rds:Cluster
ec2:CapacityReservation
ec2:DedicatedHost

license-manager:LicenseConf
iguration

ec2:LocalGatewayRouteTable
outposts:Outpost

outposts:Site
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https://console.aws.amazon.com/ram/home#SharedResourceShares:
https://docs.aws.amazon.com/cli/latest/reference/ram/disassociate-resource-share.html

AWS Resource Access Manager AL 7Hol=

CHE oKl WS At WS S &5 AWS AH0| ARNSE xIHE 2laa 297t 28
S Blasol HMAE 4 i ELICH Loteds Blas BRI ZEHE AWS 2I510| MH|A =
QlER 282 BUlo} #Lic

1. HM Elas S/ S5 dMstod Livteds 2|44 SRS ARNS AMELICH

$ aws ram get-resource-shares \
--region us-east-1 \
--resource-owner OTHER-ACCOUNTS

"resourceShares": [
{
"resourceShareArn": "arn:aws:ram:us-east-1:111111111111:resource-
share/8b831ba@-63df-4608-be3c-19096bleelbe",
"name": "Prod Environment Shared Licenses",
"owningAccountId": "111111111111",
"allowExternalPrincipals": true,
"status": "ACTIVE",
"creationTime": "2021-095-21T08:50:41.308000-07:00",

"lastUpdatedTime": "2021-09-21T08:50:41.308000-07:00"
"featureSet": "STANDARD"

’

g ElAA SR0M LUZ = J&uich =8t 111111111111 AE
SROIM AZE 2 slixlstEd™ HH ID 1234567890128 S F4

$ aws ram disassociate-resource-share \

--region us-east-1 \

--resource-share-arn arn:aws:ram:us-east-1:111111111111:resouxce-
share/8b831ba0-63df-4608-be3c-19096bleelbe \

--principals 123456789012

{
"resourceShareAssociations": [
{
"resourceShareArn": "arn:aws:ram:us-east-1:111111111111:resource-

share/8b831ba0@-63df-4608-be3c-19096bleelbe",
"associatedEntity": "123456789012",
"associationType": "PRINCIPAL",
"status": "DISASSOCIATING",
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"external": false
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-regions-availability-zones.html
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Console
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AWS CLI

AHHEe| 718 Fdoil ciet AZ IDE EiEiH

CHS oA HHE2 us-west-2 2|T12] 718 Pdof CHEF AZ ID2} O] ID7F £& AWS A/™of D& L=
Al Ho{FL|C}

$ aws ec2 describe-availability-zones \
--region us-west-2

{
"AvailabilityZones": [

{
"State": "available",
"OptInStatus": "opt-in-not-required",
"Messages": [],
"RegionName": "us-west-2",
"ZoneName": "us-west-2a",
"ZoneId": "usw2-az2",
"GroupName": "us-west-2",
"NetworkBorderGroup": "us-west-2",
"ZoneType": "availability-zone"

I

{

"State": "available",

"OptInStatus": "opt-in-not-required",
"Messages": [],

"RegionName": "us-west-2",
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"ZoneName": "us-west-2b",
"ZoneId": "usw2-az1l",
"GroupName": "us-west-2",

"NetworkBorderGroup": "us-west-2",
"ZoneType": "availability-zone"

I

{
"State": "available",
"OptInStatus": "opt-in-not-required",
"Messages": [],
"RegionName": "us-west-2",
"ZoneName": "us-west-2c",
"ZoneId": "usw2-az3",
"GroupName": "us-west-2",
"NetworkBorderGroup": "us-west-2",
"ZoneType": "availability-zone"

},

{
"State": "available",
"OptInStatus": "opt-in-not-required",
"Messages": [],
"RegionName": "us-west-2",
"ZoneName": "us-west-2d",
"ZoneId": "usw2-azs4",
"GroupName": "us-west-2",
"NetworkBorderGroup": "us-west-2",
"ZoneType": "availability-zone"

}

}
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$ aws ram list-permissions

{
"permissions": [

{

arn": "arn:aws:ram::aws:permission/

AWSRAMBlankEndEntityCertificateAPICSRPassthroughIssuanceCertificateAuthority",

"version": "1",

"defaultVersion": true,

"name" :
"AWSRAMBlankEndEntityCertificateAPICSRPassthroughIssuanceCertificateAuthority",

"resourceType": "acm-pca:CertificateAuthority",

"status": "ATTACHABLE",

"creationTime": "2022-06-30T13:03:31.732000-07:00",
"lastUpdatedTime": "2022-06-30T13:03:31.732000-07:00",
"isResourceTypeDefault": false,

"permissionType": "AWS_MANAGED"

arn": "arn:aws:ram::aws:permission/
AWSRAMBlankEndEntityCertificateAPIPassthroughIssuanceCertificateAuthority",

"version": "1",
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https://docs.aws.amazon.com/cli/latest/reference/ram/list-permissions.html

AWS Resource Access Manager AL 7Hol=

"defaultVersion": true,

"name" :
"AWSRAMBlankEndEntityCertificateAPIPassthroughIssuanceCertificateAuthority",
"resourceType": "acm-pca:CertificateAuthority",

"status": "ATTACHABLE",

"creationTime": "2022-11-18T07:05:46.976000-08:00",
"lastUpdatedTime": "2022-11-18T07:05:46.976000-08:00",
"isResourceTypeDefault": false,

"permissionType": "AWS_MANAGED"

I
. TRUNCATED FOR BREVITY ... RUN COMMAND TO SEE COMPLETE LIST OF
PERMISSIONS ...
{
"arn": "arn:aws:ram::aws:permission/

AWSRAMVPCPermissionsNetworkManagerCoreNetwork",

"version": "1",

"defaultVersion": true,

"name": "AWSRAMVPCPermissionsNetworkManagerCoreNetwork",
"resourceType": "networkmanager:CoreNetwork",

"status": "ATTACHABLE",
"creationTime": "2022-06-30T13:03:46.557000-07:00",
"lastUpdatedTime": "2022-06-30T13:03:46.557000-07:00",
"isResourceTypeDefault": false,
"permissionType": "AWS_MANAGED"

}, {
"arn": "arn:aws:ram:us-east-1:123456789012:permission/My-Test-CMP",
"version": "1",
"defaultVersion": true,
"name": "My-Test-CMP",
"resourceType": "ec2:IpamPool",
"status": "ATTACHABLE",
"creationTime": "2023-03-08T06:54:10.038000-08:00",
"lastUpdatedTime": "2023-03-08T06:54:10.038000-08:00",
"isResourceTypeDefault": false,
"permissionType": "CUSTOMER_MANAGED"
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$ aws ram list-permissions \
--query "permissions[?name == 'My-Test-CMP'].arn \
--output text
arn:aws:ram:us-east-1:123456789012:permission/My-Test-CMP

A ol 57 Bals FEO| ARNS ¥ # getpermission BHHE A#3Hod JSON M HAE
B EEE AR HEE HMY £ laLic

$ aws ram get-permission \

--permission-arn arn:aws:ram:us-east-1:123456789012:permission/My-Test-CMP

"permission": {

" "arn:aws:ram:us-east-1:123456789012:permission/My-Test-CMP",

"version": "1",

"defaultVersion": true,

"name": "My-Test-CMP",

"resourceType": "ec2:IpamPool",

"permission": "{\n\t\"Effect\": \"Allow\",\n\t\"Action\": [\n
\t\t\"ec2:GetIpamPoolAllocations\",\n\t\t\"ec2:GetIpamPoolCidrs\",\n\t
\t\"ec2:AllocateIpamPoolCidr\",\n\t\t\"ec2:AssociateVpcCidrBlock\",\n
\t\t\"ec2:CreateVpc\",\n\t\t\"ec2:ProvisionPublicIpv4PoolCidr\",\n\t\t
\"ec2:ReleaseIpamPoolAllocation\"\n\t]\n}",

"creationTime": "2023-03-08T06:54:10.038000-08:00",

"lastUpdatedTime": "2023-03-08T06:54:10.038000-08:00",

"isResourceTypeDefault": false,

"permissionType": "CUSTOMER_MANAGED",

"featureSet": "STANDARD",

"status": "ATTACHABLE"

arn @
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https://console.aws.amazon.com/ram/home#CreatePermission:

AWS Resource Access Manager AL 7Hol=
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« create-permission WY AT 0|5, 0 2™ HEO| MBE BlAA R, MM HE
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2l 22 BIAEE X|™HErL|C}.

CHZ oAl B2 imagebuilder:Component ElAA o CHEt BEI1E HEtES MEE L
Ct.

$ aws ram create-permission \
--name TestCMP \
--resource-type imagebuilder:Component \
--policy-template "{\"Effect\":\"Allow\",\"Action\":
[\"imagebuilder:ListComponents\"]}"

{
"permission": {
"arn": "arn:aws:ram:us-east-1:123456789012:permission/TestCMP",
"version": "1",
"defaultVersion": true,
"isResourceTypeDefault": false,
"name": "TestCMP",
"resourceType": "imagebuilder:Component",
"status": "ATTACHABLE",
"creationTime": 1680033769.401,
"lastUpdatedTime": 1680033769.401
}
}
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$ aws ram-cmp list-permissions --permission-type CUSTOMER_MANAGED

{
"permissions": [
{
"arn": "arn:aws:ram:us-east-1:123456789012:permission/TestCMP",
"version": "2",
"defaultVersion": true,
"isResourceTypeDefault": false,
"name": "TestCMP",
"permissionType": "CUSTOMER_MANAGED",
"resourceType": "imagebuilder:Component",
"status": "ATTACHABLE",
"creationTime": 1680035597.346,
"lastUpdatedTime": 1680035597.346
}
]
}
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$ aws ram create-permission-version \
--permission-arn arn:aws:ram:us-east-1:123456789012:permission/TestCMP \
--policy-template {"Effect":"Allow","Action":
["imagebuildexr:ListComponents"]}
{
"permission": {
"arn": "arn:aws:ram:us-east-1:123456789012:permission/TestCMP",
"version": "2",
"defaultVersion": true,
"isResourceTypeDefault": false,
"name": "TestCMP",
"status": "ATTACHABLE",
"resourceType": "imagebuilder:Component",
"permission": "{\"Effect\":\"Allow\",\"Action\":
[\"imagebuilder:ListComponents\"]}",
"creationTime": 1680038973.79,
"lastUpdatedTime": 1680038973.79
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AWS Resource Access Manager

5. CHst &7 LIEILHE sifE 12 2held HetE M&ste ZE M 2l SR0i| sl of HH
= 7|8 Huez dEEX| HAUFELICH SolstH 7|8 HEe 2 d™e MEELCt

AWS CLI

1. list-permission-versions& £&5t0{ 7|2 HTCE MYE HM HE E F&LICH

CHS o B2 G el Hetel 3 HTs AMELch

$ aws ram list-permission-versions \
--permission-arn arn:aws:ram:us-east-1:123456789012:pexrmission/TestCMP

{
"permissions": [

{
"arn": "arn:aws:ram:us-east-1:123456789012:permission/TestCMP",
"version": "1",
"defaultVersion": false,
"isResourceTypeDefault": false,
"name": "TestCMP",
"permissionType": "CUSTOMER_MANAGED",
"featureSet": "STANDARD",
"resourceType": "imagebuilder:Component",
"status": "UNATTACHABLE",
"creationTime": 1680033769.401,
"lastUpdatedTime": 1680035597.345

.

{
"arn": "arn:aws:ram:us-east-1:123456789012:permission/TestCMP",
"version": "2",
"defaultVersion": true,
"isResourceTypeDefault": false,
"name": "TestCMP",
"permissionType": "CUSTOMER_MANAGED",
"featureSet": "STANDARD",
"resourceType": "imagebuilder:Component",
"status": "ATTACHABLE",
"creationTime": 1680035597.346,
"lastUpdatedTime": 1680035597.346

}

125


https://docs.aws.amazon.com/cli/latest/reference/ram/list-permission-versions.html

AWS Resource Access Manager AL 7Hol=

$ aws ram-cmp set-default-permission-version \
--permission-arn arn:aws:ram:us-east-1:123456789012:permission/TestCMP \
--version 2
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AWS CLI
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$ aws ram-cmp delete-permission-version \
--permission-arn arn:aws:ram:us-east-1:123456789012:permission/TestCMP \

--version 1
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AWS Resource Access Manager

AWS CLI
T pre[y" HehE APXlsted
1. D2 2| Mok L3 ST & list-permissionsE --permission-type

A

CUSTOMER_MANAGED I}2t0|E{2} &4 S &£35t04 AK|SlEd= & 2lE HEte| ARNS &&LICH

$ aws ram-cmp list-permissions --permission-type CUSTOMER_MANAGED

{
"permissions": [
{
"arn": "arn:aws:ram:us-east-1:123456789012:permission/TestCMP",
"version": "2",
"defaultVersion": true,
"isResourceTypeDefault": false,
"name": "TestCMP",
"permissionType": "CUSTOMER_MANAGED",
"resourceType": "imagebuilder:Component",
"status": "ATTACHABLE",
"creationTime": 1680035597.346,
"lastUpdatedTime": 1680035597.346
}
]
}

2. AAE 2ElE HEto| ARNS & QIS £ delete-permissiono| Zh2tO|E{2 A& & LC.

=

$ aws ram delete-permission \
--permission-arn arn:aws:ram:us-east-1:123456789012:permission/TestCMP

"returnValue": true,
"permissionStatus": "DELETING"
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$ aws ram get-resource-shares \

18t o] HZE0| 7|2 HZEO| ot B 27 HH HE ol 7|2 HES 2 UH0|E HE

7 UCIOIE obHATE AIRFEILICE oFE AR 2B A0 M 712 B0

T

0Ol

el HEt HE YdolE

129


https://docs.aws.amazon.com/cli/latest/reference/ram/get-resource-shares.html
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html

AWS Resource Access Manager

--resource-owner SELF \
--permission-arn arn:aws:ram::aws:permission/
AWSRAMDefaultPermissionCapacityResexrvation
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S| ARNO| Z & EL|Ct.
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$ aws ram associate-resource-share-permission \

--resource-share-arn < ARN of one of the shares from the output of the
previous command > \

--permission-arn arn:aws:ram::aws:permission/
AWSRAMDefaultPermissionCapacityResexvation \

--replace

3. 1EtH o] 2 ZADtof M 22 ZF ResourceShareArnod CHaH O™ EHAH o 23S dr=8hL|Ct.

D24 gl HEt2 SHE HEHS MAE AWS IO AT AF8E = UELICH BE BlAA 8ol
74 22|y HEHE X|HstE A2 oblLCh AWS Resource Access Manager0l M X ElE ElAA &
HEER2 ZR /IsE ElAA AWS MME XML,

S Het2 X|Elx| ef&LIch n2f gr2] HetolMeE £ A4kXE7F of i

&Lich

k=l

A
s
AL}
02
i}
ror
A
X
Ani
0]
P
r\l
rlo
Ral
[
m
Ral
IJII

* aws:PrincipalOrgId
* aws:PrincipalOrgPaths

* aws:PrincipalAccount

RIEE MHlao| 2ok FA:

o peEld HE e ALY 130


https://docs.aws.amazon.com/cli/latest/reference/ram/associate-resource-share-permission.html

AWS Resource Access Manager AL 7Hol=

* aws:SourceArn
* aws:SourceAccount
o A|AHE E}T:
* aws:PrincipalTag/aws:
* aws:ResourceTag/aws:

* aws:RequestTag/aws:

AL SRE YL W SRoitde A 2l RE0| AWS 2Eld HErs A LIC #rEld TE
7

(=} [¢) [
HZO| & 71 O|&Ql B2 M 2lAaA SRo= o 72 HEH2E X|I™HE HTHO| AFEELICH.

|A~A0 AZE 2[4

30
M
0%
0x
_QI_-
ol
i
m
>
S
wn
Py
>
=
2
x
e
utl
oY
=
ok
mw
>
0o
Q'I_l
_?_
N
OH
30
[y}

Effect
35 ClAA0] CHEF U S 8T = e EoF =X HEH2 Allow EE= Deny &8 X| 042 E LIEHH
LIC}. 22|38 HEtol B effect= & AF AllowRILICH RFAIEE LI 2 IAM AL A TH A0 A Effect
| %

Action

Hot FHofA =& HEto| Fo4E &Y FEQLICH AWS Management Consoledl M= &F 4
(action)0|11, AWS Command Line Interface(AWS CLI) EE= AWS API0| A= Ef d(operation) Y
A& LI 22 AWS HEte Sall HolELIch RHAMIE LI 2 1AM A& B A0l A Action Al

2 ¥ZxtM .

TElE et 5E Y4 131


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_effect.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_action.html

AWS Resource Access Manager AL 7Hol=

Condition

2 H

rn 4> HL e
30
>
A
n
2
1]
fin
o IL

o —
FLHIE 2 MHIA &2 & Z0i|A AWS AH|

r

2 0fo O mok
% rlo

>

=

>

oo

nx

g'l_l
x
FO

o

, AWS ZHE|E HEtole X|pElE 2lad 7

jo

A8

et
1
z

oM M elEl= =70 ciEt XEAIEH LI 2 AWS RAMOA 124 22
(@]

ElAA ZLE MME I 2lAA 20| ZEE Z ElAA QYO ¢dZ8E 2t2|d HEt2 MEISIAIR.
AWS 2|1 HEH2 AWS E|AA AF MH|AN M HolstT AWS RAMOIA] &2|&fLich oz 22|13

TEr2 AFS A7 5 fpdetn R X| #h2lgf L

u
k>
>
=0
()
2
a
glzl
Q'I_l
-
1o
N
r
[l
o
o
i
rok
fjo
>

« AWSZIZ|E HEl - AWS RAMOIA] X|&iste R E

S8 £ AUALICH BAMOR BEH HEt 5 SHLHE £7h2 Mstx| S B 7| BEIE Mol
Bla4 S ARSI 712 BalE MEte XHE S50 2lAAE TReE MY Yrsiel 1
24 AILIEIQE KI#57| I8t Z4QILIch 718 BElE HEHS ASsHH ST 242 S| CHs MH]
201 Holst 53 AlS 2ot T £8Y £ SLICH o E S04, Amazon VPC ec2:Subnet
Blas RO AL JIE BElY HEre Sof 2ot FAHL 08 AUS 28 £ UsLID

* ec2:RunInstances
 ec2:CreateNetworkInterface

e ec2:DescribeSubnets

712 AWS # 2|3 8o 0|& 2 AWSRAMDefaultPermissionShareableResourceType
A2 AFSELICH o2 S0 ec2:Subnet 2lAA 30| ZZR 7|2 AWS #2[& HEto| 0|2
AWSRAMDefaultPermissionSubnet &LICt.

o2

EEERETIES

132


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/service-authorization/latest/reference/reference_policies_actions-resources-contextkeys.html

AWS Resource Access Manager AL 7Hol=

® Note
7|2 #ElE MEte BalE Mol IR HAHIHE CHELICH 7|2 MEtolE YR Blias §
oM XI#Ishs %7t BElE e 5 oHLOIE B0l BE HEE HEte Hro| ehus
SR, 7-mT| UM A 947 HE AUMA 5 CHYE BR AILIEIQE X|HsE Che
B ZIho} 5HeI2 MZELICH AWS 2 HEH0IE 12 HEH HH0IEX| 2ol ZE B
2l% HEtols 043 HFI0| 28 4 YoM, 1 5 shLivt ST HEtol 7| wFo| B

ol & S0{ M| HA|A(ReadLwWrite) BEIE MEt o|7| M &l HEtE ZF x[et= 2l
A RYS 3Rt B A AAMA BEl™ HEtS 7HE HEIRHE 9IFt stLtel 2laA S RE 4
& = &LCH O Chg 4 e Fof Aol e el7| M o™ HEt2 AF8 5o CHE T
AHE It ol 2lAA SRE MMHE &= JUauct
(® Note
AWS RAMI} &7 2 S5tE ZE AWS MH|AE 7|2 2|1- HEt2 Moix & 71 x|HEL
Ch Z AWS AH|AO| AL E 4= Qe TEH2 B[ TEt 2tol= 22| H o] X0 A &olg &=
A&LICt o] HO|XK|oAM = ALE 7ts 8 ZF BElE HMatol Cist ME HEE MSELICt 0
Z|ol= $AH HEto 1A E BlAA SR, 28 2o FXH Lo SR FHE {R(EHE e ER)
SO| ZEELICH RHAE LI82 #Eld Mt 27| MME XML,
7 2l HEtE XREHK| e Mu|AS| B ElAA SRE MYstH MEHE 2lAA |
&ofl CHal MolEl 7|2 HEtE2 AWS RAMUIM AHS 2 2 MEFfLICH X|HEls E2 &Eld
Tt 012 HO|X[o| M 2 B E|™ Het S MElE =2 /&Lt
- D7 PE|Y M- o7 B[S HE2 AWS RAM2 AFE 5101 2R ElE 2lAA0 CHal o{E = Z4o]
M o{H &S =& = U=X| HEstH XI-H5tod & Hstn |X| &Elste el Hetduct. o
E S0{, A 22 IP 4 E #eléts ol E80| EI=5 Amazon VPC IP 4 #E[XHIPAM) E0f
CHEE o17| HMAE MBtote{m §LICH 7HE R IP A8 8 = e 1 #teld Hete o
MEh 4 QUX|TH CHE JHE R AIHOo| 8Z5tE IP T4 HRUE £ == &Lct 2|4 e 2 Atz
of 2t 37 2laAol Chiet 2ds st ol 2 Mot 2oigh = U&LIc

#el" Hetel 7y 133


https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://console.aws.amazon.com/ram/home#Permissions:

AWS Resource Access Manager AL 7Hol=

AWS RAMZS| &£ oF

AWSOIM Z8teE Bote 7He B8 42 i.mn:r AWS IAE Lot of I 20| 27
= EE

Aol Rt

Z2tREQ| Hot - AWSE AWS Z 2R E0A AWS AMH|A

&L|C} ES8H AWSE ESH OHHEHA A E 4= UE MH|A 5t

MoZ AWS M &4 2 o] egtoz Hot 1M E E|AES T A5 E

Access Manager(AWS RAM)Oll ME k= 8 & T2 J3of CHall otEe{H A8 & T2

20 M2 242 LH AWS MH|AE 2FX5HAAIL.
@]

- 2EHRE W 2o - Fste| M2 Fett AL85HE AWS MH|A0f ofsf Z-EE LI 8t FlstE O
OlE o] BIHE, 3[At 2F A, 2red M E A #8 2 HIXE 7IE 2401 cHsiMZ 20| U&LICH.

O] MHEME AWS RAM AL Al 25 2Q
FHOME Bt AH EF SEE
AWS RAM E|AAE ZLIE{RISt D &
Ob= Lt

|

- AWS RAMO| HIO|H E&

- AWS RAMO| IXtZ B Il HM|A zHE|
-« AWSRAMO| 2 2l ZL|E{E

- AWS RAM2| S ¢4

- AWS RAMS| Q1= a2} H ot

AWS RAM2| CI|0|E{ E =

AWS 25 A2] D2 AWS Resource Access Manager2| CIO|E{ E50i M E|LIC} o] ZEO|M A
Hete WAHAWSE ZE AWS E2IREE AYSE 2R2H QIS E‘.?F* Zelo| /U&Lct. of

lzztoM 2 AR EE 2EIX0 CiE Mo{E R XIste A2 AERS| HYLICE o] 2EIX0i= Al
83dt= AWS AH|A AMH|A 9| EoF 715t HEI 2ol Z& = A&LICH Cllo|E Zeto|e{Alod| CHEt

clole E= 134


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/

AWS Resource Access Manager AL 7Hol=

AEMIEE LIE 2 HIO|E ZE2F0|H{A| FAQE HZXSHM L. fEC| HIo|E EZ0f CHEF REM|IEF L& =2 AWS
HOIEE19|AWS 25 M 2E 2 GDPREE 71|A|=' 2 A XSHM2.

CIOIEIE 2551242 AWS 7 ot Q1F M5 E 53511 AWS IAM Identity Center S AWS
|dentity and Access Management(IAM)E S35l 7H& A MHst= R0l E&LICt ol &
Aol 2 AFE RO A RHlo| 2R E S415| O|-ste Ol 2 MEtet fo{ELICH EdH S0 22

Yoz Ho|HE ESst= W0l E&LICH

=3

F

- Zt Aol Ct & 215 (MFA)S AL ELCt.

« SSL/TLSE AF835t04 AWS ElAAL SARLICEH T

« AWS CloudTrail2 APl & M EXt &5 2ZE MYELICH

« AWS 2t5 35l £F M2 AWS MH[A LHO| 2 E

« Amazon S30{ ME & 21Zt
= 22" 2ot MH[AE ASELICH

- PHE QUEHO|A E= APIE S35 AWSOH| HAMAE [ FIPS 140-2 HBE =35t ZE0| LRt
B FIPSU=SZQIEE MEELICH AL 758 FIPS A= ZQIE0f CHEF REMIEH LHE 2 Federal
Information Processing Standard(FIPS) 140-2& & = 3IMIR. -

P A8 LICE

=
=
535l d E20| E/= Amazon Macie?t 242 1

B
ok

oo

Dol oMY A Z2 7|UHEL ZSRF HEE= EjOLL 0|§ EHEY Z2 AF A Heo &
245t X| ot = Zd0| E&LICH o7|ol = AWS RAM = 7|EF AWS AMH|A0|M &£, API, AWS CLI &£
= AWS SDKE At&5t04 & st= A7t ZEELICH Ol A8LlE Bl = At A HEo
25t ZE CIOIE s 87 £ TIE 230 A E £ Q&Lct 2 Mu{ol URLS NS E I 5H
= Mol CHEt ¥ AE5H7| 5 AH4 3H HEE URLO| Z&EAZAM= o ELCt

AWS RAME| [X}Zd 5 3l HMA 2

AWS Identity and Access Management(IAM)= ZH2|XH7F AWS Z2|A A0 CHE BMAE A A
08 &= UEE X|Ht=E AWS MH[AQILICEH IAM Z#E|RtE o AFXE7F AWS E|AAE AI8SIES

UF(EQE[T HEto| Ro(HE UZ)El= | MofELICH IAME MAE5HH AWS HHA JE, AL
X, A5 Z2 2ot FANE dye = ';?,!QL_lL'_l-_ o|g{st Hot = '1|7PAWS OAAS E5H &S &
e = U MBS FMofELich IAME F71 23 Q0| AL8E = U&LICH ALSX XIH 1AM A zt
2| & Mol CHEt REAIEH LHE IAM AL DBXMOIAM 1AM E2 22§ FH ESHMR.

A

- AWS RAMOIA IAMS A 3He Al
- AWS RAMO| AWS 2|3 52

A B U HNA BE 135


https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/compliance/fips/
https://aws.amazon.com/compliance/fips/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage.html

AWS Resource Access Manager ALEXl 710|=
AWS RAMO| AMHH|A 47 <3¢l
AWS RAMO] CHEF ol A| IAM 24

AWS Organizations & AWS RAMO{| CHEF of| Al AMH|A Ao Z3=Y
« AWS Organizations2t 2| E[A&A S/ HIE S}

oi5t AR

712Mo 2 IAM EoF =A== AWS RAM E|AAE MMGHHLE =& &= s HEHo| gi&LICH IAM
Hot FA7F BAAE MY = oHGD MUS £-E = U8 5{25t2{H CHS BHA & SHLE
£SsHL|C} O|g{8t B2 EX E|AA U AP| EUS A28 £ Qle HEtE BodgtL|ct.

>
=
w
>
=
o)
D
=
<
O
D
=>
@
1o
Pl
0
>
=
u
gl

Het MEE MAEHLICEH AWS IAM Identity Center AHS AT O] HEt ME MAIO| X|EIS [HEA|

. IAM AFE R
C MBI B2 4 Qs B e MMELICH IAM AFS MEAOIA] IAM AFE XL | %48 Ai4lo| X|A
S 2AM2.
« (HHEIR| 22) WS ASAOIH B 4L AHSRHE ALB R 2B 0l FTFEILICH IAM A
8 MBMolM AL Kol #EH F7HES)0| KIHS HHEML.

AWS RAME Bt AI2Kto| @1 E siZst= O AR E 4 Ql= T 74K AWS 22|13 MAM2 MZEHL
Ct. olod CHEE REMIEF LI 2 AWS RAMS| AWS EHE|3 XA M2 2 X5HML.

MNEX|H BHoiste HEHS o MU A M o{5HOF 5t 4 IAM 220l RFA| HA S T AIEH 2~ Q)
ELICH S Mdsto] IAM & L ALS Ko A 1A 5H= ol CHEr REAISH LI 2 AWS Identity
and Access Management AFE AHEAMO|A IAML| & O HEH2 FESHMIL.

CtS AMoMHE IAM HEH H2 F=of CHE AWS RAM 23 H[F HE E S e c

Jio
all

AWS RAMOIAM IAME AtE5te= 4] e


https://docs.aws.amazon.com/singlesignon/latest/userguide/howtocreatepermissionset.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html

AWS Resource Access Manager AL 7Hol=

* Resource

» Condition

(SR

IAM T8t Z=H2 Effect, Action, Resource, Condition 20| Z& |0 2= JSON EAML|Ct. IAM Z=H
olHd

I_°I_ —
ol HAlg gHtMo 2 O3t ZH&LC.

{

"Statement": [{
"Effect":"<effect>",
"Action":"<action>",
"Resource":"<arn>",
"Condition":{
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}
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"aws:ResourceTag/Owner" : "Dev Team"
}
}

* aws:TagKeys - E|l&A SFE WEstHL B{T X[HE W ALEsHor ot= B 7I1& RIFELICH

J
-

- ram:AllowsExternalPrincipals - MH|A Q&9| E[AA —c',—-.c-’.-
E3=X| HAESLICH Q8 B2t FX|E AWS Organizations =
Ct. FalseZ HWI7IE|™M 0| 2|AA ZRE SUSH T Z|o| A& ntot

of Q= AWS H &L

M o fo

OH J_

Jo 1o
4 4o 4L
o
>
C
n

il
Ol
>
X
Z
o
02
12
2
Ral
02

e ram:PermissionArn - AMH|A 0] x| = Ml
X| EHIAEELICT

- ram:PermissionResourceType - AMH|A Q30| X|HE HEHO| HAMo| XIHE 2lAA R &
SR HAERLICH 3R 7ISE 244 R S50 ZAIE HAIZ AF835t0] ElAaA REE XIH
gLict
=]

« ram:Principal - MH|A 3ol X|HE 2ot T2 ARNO| HAof X|HE ARN 2Xtd 1 Ux|st
=X| HIAESLICT

« ram:RequestedAllowsExternalPrincipals - MH|A Q%0f| allowExternalPrincipals
207t ZEelof U=Xl, i m2t0lE o] lx71 HAol| X|HE 2f1t Lx[St=X| HAER L
Ct.

- ram:RequestedResourceType - &2 = 2|AA 9| E|4A REO| YA

S EAME UX|Gt=X| HIAERLICH SR 7ISE ElAA 8 S50 ZAIE A2 AH&35H01 ]
2

3
¥S KWL

&

AWS RAMOI A IAME AL 5tE B 4] 38



AWS Resource Access Manager AL 7Hol=

« ram:ResourceArn - AMH|A Q%O Q&S dh= Z|AA Q| ARNO| MAof| X|HE ARNT LX|5HE
K| EIAESFL|CT.

« ram:ResourceShareName - AMH|A QHEO| WS 2= BlAA SR 0|0 Ao X|HE EXt
A Ux|StEK| HIAEELICEH

0
fjo

s
rr
o
B>
>
oH

« ram:ShareOwnerAccountId - AH|A @&o|
XHE EXE0 dX|5t=X]| HHAEF LI

AWS RAMS| AWS 2|3 X#H

OH
o
r

AWS Resource Access Manager2 Xl 0| F&f|oi| AH=E 0{2{ AWS RAM E2|& HEE K|
Ct.

AWS 2|3 &=
« AWS Zt2|3E %
« AWS 2|3

{2 AWSResourceAccessManagerReadOnlyAccess

WSResourceAccessManagerFullAccess

S
g3 A
AWS 22| HA: AWSResourceAccessManagerResourceShareParticipantAccess
AWS 22| HA: A
« AWS 2|8 EH

WSResourceAccessManagerServiceRolePolicy

|0

Z AWS RAM YC|0|E

P S=0lM MZ M el BHE 1AM HE,
£ 0| Ot x|8f HA2 AWS RAM AMH[A Q| MH|A

T BElEiE S2 AR HAMeLICH AWS BEE HAS A
£ QT = ofe UB AL Abzlol CHEH HEHS KIZSES A
Al Lot

AWS ZZ[dE HHM2 2E AWS TZ0| AAEE = U7| E 0l £ ALE Ati[ol| CHs x4 HEHE F 04
A x40

o T =
= UELICEH AL Atlof T RE o2 #refd e o

5Hx| k2 olstod Metg Zol= 2ol AL
=3

AWS ZHEI3 B0l A HOlst HEHS WHE 4 giALICH AWSOIA AWS B 2lE HAol FolE H
32 UHl0|EY ZS FMO| HAElo s DE ot FA AS{EIASR, 18 U oqg)oﬂ e
OlE7t MBELICH M2 2 AWS MHIAE AISSHAHLE MZ 2 API ZHS 7IE Mul20f 0|8 5Hs 3

? AWS7FAWS ZE|E EAME Yool EY 7HsE0| E&LICH

REMIEE LIS 2 IAM AHE Bl Aws 22l EHE HZEstM L.

AWS 23 M 139
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{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"ram:Get*",
"ram:List*"
1,
"Effect": "Allow",
"Resource": "*"
}
]
}
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"Version": "2012-10-17",
"Statement": [

{
"Action": [
"ram:*"
1,
"Effect": "Allow",
"Resource": "*"
}
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"Version": "2012-10-17",
"Statement": [
{
"Action": [
"ram:AcceptResourceShareInvitation",
"ram:GetResourcePolicies",
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ram:GetResourceShareInvitations",
ram:GetResourceShares",
ram:ListPendingInvitationResources",
ram:ListPrincipals",
ram:ListResources",
ram:RejectResourceShareInvitation"

1,
"Effect": "Allow",
"Resource'": "*"
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"organizations:DescribeAccount",
"organizations:DescribeOrganization",
"organizations:DescribeOrganizationalUnit",
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https://console.aws.amazon.com/iam/home#/roles/AWSServiceRoleForResourceAccessManager
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"organizations:ListAccounts",
"organizations:ListAccountsForParent",
"organizations:ListChildren",
"organizations:ListOrganizationalUnitsForParent",
"organizations:ListParents",
"organizations:ListRoots"

1,
"Resource": "*"
},
{
"Sid": "AllowDeletionOfServicelLinkedRoleForResourceAccessManager",
"Effect": "Allow",
"Action": [
"iam:DeleteRole"
1,
"Resource": [
"arn:aws:iam::*:role/aws-service-role/ram.amazonaws.com/*"
]
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/rande.html
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{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": ["ram:CreateResourceShare", "ram:AssociateResourceShare"],
"Resource": "*",
"Condition": {
"StringEqualsIfExists": {
"ram:ResourceArn": "arn:aws:route53resolver:us-
west-2:123456789012:resolver-rule/rslvr-rr-5328a0899aexample”
}
}
1]
}
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{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": ["ram:CreateResourceShare", "ram:AssociateResourceShare"],
"Resource": "*",
"Condition": {
"StringEqualsIfExists": {
"ram:RequestedResourceType": "route53resolver:ResolverRule"
}
}
1]
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html#Conditions_IfExists
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html#Conditions_IfExists
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{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": "ram:CreateResourceShare",
"Resource": "*",
"Condition": {
"Bool": {
"ram:RequestedAllowsExternalPrincipals": "false"
}
}
1]
}
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_inheritance_auth.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_type-auth.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_enable-disable.html
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": [
"ram:CreateResourceShare",
"ram:UpdateResourceShare"
1,
"Resource": "*",
"Condition": {
"Bool": {
"ram:RequestedAllowsExternalPrincipals": "true"
}
}
}
]
}
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{

"Version": "2012-10-17",
"Statement": [
{
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"Effect": "Deny",

"Action": "ram:AcceptResourceShareInvitation",
"Resource": "*"
}
]
}
of 3: EHE AYOIM EH 2|44 RE 37 8

C2 SCPE 111111111111 2! 222222222222 HXBH Amazon EC2 MSFAI SEE£8 3fst= M 2
LA BRE WML MFA S22 7|Z 2laA 3R AT £ AT HSELIC
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": [
"ram:AssociateResourceShare",
"ram:CreateResourceShare"
1,
"Resource": "*",
"Condition": {
"StringNotEquals": {
"aws:PrincipalAccount": [
"11111111131111°",
222222222222"
]
1,
"StringEqualsIfExists": {
"ram:RequestedResourceType": "ec2:PrefixList"
}
}
}
]
}
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AWS Resource Access Manager

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": [
" :CreateResourceShare",
"ram:AssociateResourceShare"

ram

1,

"Resource":
"Condition": {
"StringlLike": {
"ram:Principal": [

"
’

"arn:aws:organizations
"arn:aws:organizations

of 5: E EoF FH 2Pt S 7 518

::*:0rganization/*",
ti*iou/*"

Cl2 SCP oN|= A2 Ktol|H| =& 0-12345abcdef,, =& E2| ou-98765fedcha, AWS H|H

1111111111113t0| 2|AA S RO &S ErL|CH.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": [

:AssociateResourceShare",
:CreateResourceShare"

ram
"ram
1,
"Resource": "*",
"Condition": {
"StringNotEqualsIfExists": {
"ram:Principal": [
"arn:aws:organizations
0-12345abcdef",
"arn:aws:organizations

ou-98765fedcba",

::123456789012:0rganization/

::123456789012:0u/0-12345abcdef/
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https://docs.aws.amazon.com/cli/latest/reference/organizations/disable-aws-service-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/capacity-reservation-sharing.html#sharing-cr-prereq
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"source": ["aws.ram"],
"detail-type": ["Resource Sharing State Change"],
"detail": {
"event": ["Resource Share Association"],
"status": ["failed"]
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https://docs.aws.amazon.com/sns/latest/dg/
https://docs.aws.amazon.com/sns/latest/dg/
https://console.aws.amazon.com/events
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/capacity-reservation-sharing.html#identifying-shared-cr
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/capacity-reservation-sharing.html#identifying-shared-cr
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/ram/latest/APIReference/
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CS o M= CreateResourceShare X240 CH8t CloudTrail 21 &= & E A|EHLICH

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "NOPIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/admin",
"accountId": "111122223333",
"accessKeyId": "BCDIOSFODNN7EXAMPLE",

"userName": "admin"
},
"eventTime": "2018-11-03T04:23:1972",
"eventSource": "ram.amazonaws.com",
"eventName": "CreateResourceShare",
"awsRegion": "us-east-1",

"sourceIPAddress": "192.0.1.0",
"userAgent": "aws-cli/1.16.2 Python/2.7.10 Darwin/16.7.0 botocore/1.11.2",
"requestParameters": {

"name": "foo"
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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},
"responseElements": {
"resourceShare": {

"allowExternalPrincipals": true,

"name": "foo",
"owningAccountId": "111122223333",
"resourceShareArn": "arn:aws:ram:us-east-1:111122223333:resource-share/

EXAMPLEQ-1234-abcd-1212-987656789098",
"status": "ACTIVE"

1,

"requestID": "EXAMPLEQ@-abcd-1234-mnop-987654567876",
"eventID": "EXAMPLEQ-1234-abcd-hijk-543234565434",
"readOnly": false,

"eventType": "AwsApiCall",

"recipientAccountId": "111122223333"
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https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
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https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
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https://console.aws.amazon.com/iam/home#/roles/AWSServiceRoleForResourceAccessManager
https://console.aws.amazon.com/organizations/v2/home/services
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https://console.aws.amazon.com/ram/home#Settings:
https://docs.aws.amazon.com/singlesignon/latest/userguide/howtocreatepermissionset.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console

AWS Resource Access Manager

Ol 2R E 13T 2XS s Bt FATH AHB3HE et HMolM Allow £
RIS x| EQlsof BLICH 8 A X0 SCPE MBS ATHIME SHEILICH

:CreateResourceShare

e ram:AssociateResourceShare

L]
N
5

OH

B

2

Cts #Erol 2eerLict

=
11

:GetResourceShares

i)
>.
>.

OH

o

rot

fjo

ol Adstt{™ Chg HEho| e LICH

* resourceOwningService:PutPolicyAction

O|A2 Xtel EAIRFULICH SRotede 2oL E
ol 5S¢ Heh = chlsliof &LICH o|E &

8t2 route53resolver: PutResolverRulePollcy Lﬁi 04E{EI

ZQE MMSIEE 5235lt{H 52

CHS ool M= 1AM T HAo| X & HoiFL|C}.

"Version": "2012-10-17",
"Statement": [
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"Effect": "Allow",
"Action": [
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"ram:GetResourceShares",
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"Version": "2012-10-17",
"Statement": [
{
"Action": [
"ram:Get*",
"ram:List*"
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"Effect": "Allow",
"Resource": "arn:aws:<service>:<Region-code>:<Account-A-ID>:<resource-id>"
}
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