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http_proxy 2 https_proxy 83 H-E dHSl= 39 QUATHATIL ZEA|
g A&35toq Iocalhost OIAEIA MHEIH|OIE] IP A L VPC IEZQIEE x|
st= MH|IAE FHElste RS S X[eH7| I8 no_proxy TtetO|E 7t E g LC}.

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
#

# Licensed under the Apache License, Version 2.0 (the "License"). You may
not use this file except in compliance

# with the License. A copy of the License is located at

#

# http://www.apache.org/licenses/LICENSE-2.0

#

# or in the 'license' file accompanying this file. This file is
distributed on an 'AS IS' BASIS, WITHOUT WARRANTIES

# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions

# and limitations under the License.

name: research-and-engineering-studio-infrastructure

description: An RES EC2 Image Builder component to install required RES
software dependencies for infrastructure hosts.

schemaVersion: 1.0

parameters:
- AWSAccountID:
type: string
description: RES Environment AWS Account ID
- AWSRegion:
type: string
description: RES Environment AWS Region
phases:

Zetolsl FAVPC(HE ) 28
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- name: build
steps:
- name: DownloadRESInstallScripts
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: '<s3 tar.gz file uri>'
destination: '/root/bootstrap/res_dependencies/
res_dependencies.tar.gz'
expectedBucketOwner: '{{ AWSAccountID }}'
- name: RunInstallScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- 'cd /root/bootstrap/res_dependencies'
- 'tar -xf res_dependencies.tar.gz'
- 'cd all_dependencies'
- '/bin/bash install.sh’
- name: AddEnvironmentVariables
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
-
echo -e
http_proxy=http://<ip>:<port>
https_proxy=http://<ip>:<port>

no_proxy=127.0.0.1,169.254.169.254,169.254.170.2,1ocalhost,

{{ AwWSRegion }}.res, {{ AWSRegion }}.vpce.amazonaws.com,

{{ AwWSRegion }}.elb.amazonaws.com,s3.

{{ AwWSRegion }}.amazonaws.com,s3.dualstack.

{{ AwWSRegion }}.amazonaws.com,ec2.{{ AWSRegion }}.amazonaws.com,ec2.
{{ AwWSRegion }}.api.aws,ec2messages.{{ AWSRegion }}.amazonaws.com,ssm.
{{ AWSRegion }}.amazonaws.com,ssmmessages.

{{ AwWSRegion }}.amazonaws.com,kms.

{{ AWSRegion }}.amazonaws.com,secretsmanager.

{{ AwWSRegion }}.amazonaws.com,sqs.

{{ AWSRegion }}.amazonaws.com,elasticloadbalancing.

{{ AwWSRegion }}.amazonaws.com,sns.{{ AWSRegion }}.amazonaws.com,logs.

zztol8!l FAVPC(ME] AMEH 29
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{{ AWSRegion
{{ AwWSRegion
{{ AwWSRegion
{{ AwWSRegion
{{ AwWSRegion
{{ AwWSRegion

kinesis.{{ AWSRegion }}.amazonaws.com, .control-
kinesis.{{ AWSRegion }}.amazonaws.com,events.

{{ AwWSRegion
{{ AwWSRegion
{{ AwWSRegion
{{ AwWSRegion

1},
1}.
1},
1}.
1},
1}.

1},
1}.
1},
1}.

amazonaws.com, logs.
api.aws,elasticfilesystem.

amazonaws.com, fsx.{{ AWSRegion }}.amazonaws.com,dynamodb.

amazonaws.com, api.ecr.
amazonaws.com, .dkr.ecr.

amazonaws.com, kinesis.{{ AWSRegion }}.amazonaws.com, .data-

amazonaws.com, cloudformation.

amazonaws.com, sts.

amazonaws.com, application-autoscaling.
amazonaws.com,monitoring.{{ AWSRegion }}.amazonaws.com

" > Jetc/environment
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[EXTERMAL] Invitation to Join RES Environment: res-test - Message (HTML)

File Message Help @ Tell me what you want to do
gk (=2l - i
IS Ignore m E éJ: <éJ: :% [5] Meeting T4 ssana > To Manager EJ/ =1 Rules (%Iv_l EE 5§ S Find A}) C)\
B Team Email ~ Done Onehate . I Related ~
p Junk ~ Delete Archive Reply Reply Forward Eﬂu Mare ~ €5 Reply & Del -% c N = Move Mark Categorize Follow | Translate Read Zoom
| Al eply & Delete reate New «  [BActions~ | Unread  ~ Up~ vy Select~ Aloud
Delete Respond Quick Steps N Move Tags ] Editing Speech Zoom A
[EXTERNAL] Invitation to Join RES Environment: res-test
e - B Repl: 5 Reply All — F d wen
no-reply@verificationemail.com O Reply © Reply orer
7o | Man 10/16/2023 12:35 PM

| CAUTION: This email originated from outside of the organization. Do not click links or open attachments unless you can confirm the sender and know the content is safe.

Hello clusteradmin,
You have been invited to join the res-test environment.

Your temporary password is:

You can sign in te your account using the link below:

https://res-test-external-alb-801427597.us-east-1.elb.amazonaws.com

RES Environment Admin
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IAM Identity Center & 433}

AWS |dentity and Access Management =&

Identity Center & 3LIC}.

3I-A-|3|. E_II-IoI-L||:|._

o kb w0 bdp =

® Note

22| Active Directory7t QU&=

2 2|3 Active Directory0i| IAM Identity Center 124

IAM Identity CenterE & 435t8t & Ot HE A H
1. BMFoM dES MEgELIC

2. AN B3HALANMEYS ME45IT AHE BH

3. 7ZIE C|HEE| oM CIREZIE MEtELICH

4. Next(CtZ)E MEHELICH

5. HZ AEE dEst &2l gXtof ACCEPT € &
6. IDAAWHZEAS MEdEL|CE

AMNEXR a5 X4 5 HE| 573

of #7

2™ st 21™o] ?

AF&HO| 2|3 Active Directory0ll IAM Identity Center 21724 2t 2 E|H =AY £ 0|

£ Research and Engineering Studiog AWS

5t ItE|M H&of| SSOE AAEHL|CE.

off 2 1QlgL|ct.

10{0F &FLC}.

LICH.

HHLAZF LEEHE
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https://console.aws.amazon.com/iam

7 A AX[L|oF AFCIR AEXt7tol=

1. =0l H{L{oIM 7Ho|= A& A|RF 2 MEfEHL|C}

2. S8 O0iE M oM Ctg2 MEIgLICH

3. AKX MMM S7I3HE AFEAHE =dEFL|ct

4. F7tE MEELICH

5. Next(Ch2)E MEASHL|CH

6. HAANES AES O3 74 K& 2 Mgt

7. S718t Z2MAC H 2 HE A2 £ JU&LICH S7IFEIX| et= AAE X0l CHEF BT HIAIX|7t
EANZH 57|58 RH7H & MEfFHL|C

2EHA: Xt &8 MEof 14

IAM Identity Center0i| A oOfZ 2|7 0| -

[Applications]& MEHEHLICE

o Z2[7Ho|M FT7HE ME4FLICE.

MY 7|8 dYolM dHsted= oHEEIF0|M0| UZ S MEIELICH

O ZZ|A 0| &M SAML 2.02 ME4FLIC

Next(Ct=)E M=4gLICt

ArEsteie EA| O|F1 B S =IgLict

IAM Identity Center HIEFCH| O|E{ 0l A IAM Identity Center SAML M|E}CH|O|E{ mhlo| 213
grLICk RES Z &2 IAM Identity CenterE 1438 [ 0| HE 7} EFHLICH.

9. OHEZ|ZIolM &M ol M oHEZ2|7 0| AlZF URLE =3gtLICt 0d: <your-portal-domain>/
sso.

10. OHZ2|7i0|41 ACS URLURLO|A RES ZHO| Z|C[2ME =T LICt 0| Fop{H:

© N o o bk~ D

= A

a. B3 #elofAM L 4™ & MEELCH
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https://console.aws.amazon.com/singlesignon/

7 A AX[L|oF AFCIR AEXt7tol=

o4
o

b. At

ol
OH

=i &S MEFL(CE
c. Single Sign-On 0lA SAML Z|C|&M URLE 3 £ A& LICH
. OfZ2/71|0|d SAML CH& ol A Amazon Cognito & 2/24%fLICIURN.

urns M Adste{H:

a. RES ZHo|M A 4 S HLct.
b. XH &5H S=4t ©olM AHEX Z IDE H&LICH

c. O EXtLol AEX E IDE F7HEfLICH

—_—
Q
()
>
=
~
<
O
[©)
>
=3
[¢)
=
_‘?_

_|
itod g MElSt Chs
M=ol ${user:email} = l2dgtL|Ct.
Ao & M= L|ClemailAddress.
M &8 g F7HE MEdgct

ofZ 2|70l M| AL AL &4 of 'o|HY'E =47 LICH

N o o bk~ w0 N

IAM Identity Center2| O] 2XtYQ Zf tEE AL R S 40f DHEoA & U238
Cl${user:email}.

A o M RIHEIX| ot 'S =gt

®

9. Save changes(#4 At X{ZH)E MEHFILICE.

1. Identity Center0ll M HE o ZE(7[O|MH0| € E ALSAHE L1 ALSKH EE S MEHELICH
2. OHEZ|7Ho|d HMAE T ASKE MEIELICEH

3. ALSXAHIEE MEiFLICH

IAM Identity CenterSSOZ A 57
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1. 7 A XL &AFRCIL 2Eol 23 B0 Lt B & GLIct
2. XNH 58 IS4 EE Guict

3. Single Sign-On0i|A TEI(&Ef &F)S MEEILICEH

4. Chg dE=z dAS HEELoh

MEHSHL|CFSAML.

o)
i

24
e. S=At O|HY &4 oA 'olHd'E LUEfLICE

f. KNS MEjgfLict

\|
O
02
OH
Iy
>
1]
0%
‘®
n
S

Single Sign-On2 {8+ A1

Research and Engineering Studio= SAML 2.0 XtZ3 58 S ZAtet S8 /0| RES Z &0 CHEF ALK}
HM|AE QIBELICH O] EtAME MEYSHSAML 2.0 Rt BH S 2 A2t S&tete w2 MBE
Ct. IAM Identity CenterE AtE5te{td MM E FZSHMKIAM Identity CenterE AL& 5104 Single Sign-
On M%(SS0).

® Note

ArEXtol o|H Y2 oIDPSAMLAA 4! Active Directoryoll A x|S0k EILICH At 5H =22
XtE Active Directory0l| 4235t F7|Mo 2 ASKHE S7|5taH oF & LICH.

S|

- X4 8E 3ZX 7Y

« X734 5H S ZXRESE AESSIEE 7+

- HEE2EM B Z0M A4 5E S SR 7
« SAML IdP EA| C|HZ

ol et A1 2 58 224 74 850 =8
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Tdote HHE MSE
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1. RESERES 28 & Z2ME0f| AMAE £ Q= ALSKHIDIL = ADAWS 218 AD £& A
JEL TS AD)7F oChT JHEBLICH ADS R B MHIA SSRI0) AT ABA A
SYE BIISiELIC X2 3% S2AI0| MYNE Holsol ADE 2k NN A1 SR

0{ AWS IAM Identity Center Ab& A 9| Active Directory

I-_IJ>'
d
3
2'1

« SAML Z2|C|3EM URL - IdPURL7} MH|A M3 Ao SAML 2.0 8H 2 ELie= Ol AFHE35te &L

(® Note
IdP of| k2t SAMLE|C|2M Q| 0|F 0| CHE URL = U&LCt.
- OfZZ|70|M URL
« O{MdM AH|XI MH|A(ACS) URL
« ACS POST H}RIZ URL

E 7}x2r{™H URL

1. #E|Xt E£ clusteradminRES2 2 of 22 Q18tL|Ct.

N
ok
=l

1 Bl - YE M3 - A BT 23R 2 oS LI

3. SAML ZIC|HlMHdE URLMEHELICE.

« SAML CHA URI - MH|A 32X & SAML CHA IE{E|Q| 1] IDQILIC.

(® Note
IdP of| [t2} SAML CH&F 2| O|& 0| CtE URI == U&LILCE.

* ClientlD
of CHEF AF B 2R 74 SSO 59



https://docs.aws.amazon.com/singlesignon/latest/userguide/gs-ad.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/gs-ad.html

7 A AX[L|oF AFCIR

Ct

3.

3. ofl HIA|E o{sAMLAE Mo = CHE E=/2d0ol AHER L] o|HY FAZ HEE|0] U

- OfZ 2|7 0|44 SAML CHA
. SP 9IE{E| ID

0jo
(1

Aoz ¢l3E MSEL o

= o AN

LICF.

« SAML M5 EE= NamelD
« SAML O|H&

4. ldP=

=
iR Eo| B3R 7|25o2 o33t e
2 zte

= Toi| 2t SAMLo{ Mol E=/2edE FIHELICH RES of = ol28t 2=

S22 AMELICH Fdstok %PE

0{0f RES &

« AudienceRestriction - & 2 MM LICturn:amazon:cognito:sp:user-pool-id. Replace
user-pool-id Amazon Cognito AFE Xl £2| IDE A ELICH.

<saml:AudienceRestriction>
<saml:Audience> urn:amazon:cognito:sp:user-pool-id
</saml:AudienceRestriction>

- 8% - & InResponseToZ Mg LICthttps://user-pool-domain/saml2/

idpresponse. Replace user-pool-domain Amazon Cognito AFE A} £9| ZH|QI O|EE Al
%I-L_||:|.
=] .

<saml2p:Response

Destination="http://user-pool-domain/saml2/idpresponse"
ID="id123"

InResponseTo="_dd0a3436-bc64-4679-a0c2-cb4454f04184"
Issuelnstant="Date-time stamp"

of cHst Xt

A58 3R #ESs0
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7 A AX[L|oF AFCIR

INE=Y ] Xe] )=
Version="2.0"
xmlns:saml2p="urn:oasis:names:tc:SAML:2.0:protocol"
xmlns:xs="http://www.w3.0rg/2001/XMLSchema">
aml2/idpresponse AIEZQIEQ} &2 SAML 27

- SubjectConfirmationData - AF& X} Z sa
IDInResponseToZ Recipient A& EL|CH

<saml2:SubjectConfirmationData

InResponseTo="_dd0a3436-bc64-4679-a0c2-cb4454f04184"
NotOnOrAfter="Date-time stamp"

Recipient="https://user-pool-domain/saml2/idpresponse" />

« AuthnStatement - & CtS3+ Zo| £A4&FLICT

<saml2:AuthnStatement AuthnInstant="2016-10-30T13:13:28.152TZ"
SessionIndex="32413b2e54db89c764fb96ya2k"
SessionNotOnOrAfter="2016-10-30T13:13:28">
<saml2:SubjectlLocality />
<saml2:AuthnContext>

<saml2:AuthnContextClassRef>urn:oasis:names:tc:SAML:2.0:ac:classes:Password</
saml2:AuthnContextClassRef>

</saml2:AuthnContext>
</saml2:AuthnStatement>

5. SAML OHZZ|AH 0|Mof|l 210} URL HEV} Qe B 2 M™$tLICl<domain-url>/saml2/
logout.

THQE 7t e{™ URL

1. EZ|X} EEE clusteradminRES2 2 of 22918 LC}.

2. #E el gt dd - 14 Y 32X = o|SELICH

6. IdP7} ME QIZMHE 4215104 Amazon Cognito & AZ[E 4= 42 Amazon Cognito A& 215 A

of CHet Rt BH 3= 74 SSO 61
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1. A|ESL710d A Amazon Cognito &2 LICH. AWS Management Console

2. AEX 2 MEELICH AH8XF &2 040k & LICtres-<environment name>-user-pool.
3. EIQIEE S MEdELIC

4. Mool it 3H 3ZA 2O MMM HE QUEM E7|E Mg LICt

Cognito user pool sign-in info

Users can sign in using their email address, phone number, or user name. User attributes, group memberships, and security settings will be stored and configured in your user

pool.

Cognito user pool sign-in options User name requirements

User name User names are not case sensitive
Email
Federated identity provider sign-in (1) info @

( Add identity provider ) [( View signing certificate )]

Your app users can sign-in through external social identity providers like Facebook, Google, Amazon, or Apple, and through your on-prem directories via SAML or Open ID

Connect.

[ Q Search identity providers by name )

Identity provider A | Identity provider type v | Created time

O  idc SAML 2 weeks ago

S ME AFE35H0q Active DirectoryE A5 IDP
Z SHALRLO]| CHEt SAML K|S g4dstet 4= &Lt

(® Note

O|= Keycloak & o= M&E|X| k& LICHDC.

5. OHEZg2|7o|A Ad%i0o| 2t2 E|TH SAML 2.0 o= 2|71 0|44 HIEFE| OB XML
L|CHURL. CHS AlMoi| M Ab2EFLCH

A 5Y 22

XIRESE AlE

TS A

ofl CHEt Single Sign-On M S 2t=235t2{™ RES

1 &
Last updated time v

3 hours ago

Trelying party trust,

= ECIREE

o

off CHEt Xt 5 =/ 74 SSO
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https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/getting-started.html

Environment Settings

Environment Name AWS Region
@ res-gaenvi us-east-1

General Network Identity Provider Directory Service Analytics

Identity Provider

Provider Name User Pool Id
cognito-idp @ u

Managers Group Name Domain URL
managers-cluster-group (3 https://res-gaenv1-9d4688cf-5¢14-48d0-990f-
ce96d346a24c.auth.us-east-1.amazoncoghito.com

Single Sign-On

Status SAML Redirect URL
https:/ires-gaenv1-9d4688cf-5c14-48d0-990f-
ce96d346a24c.auth.us-east-
1.amazoncognito.com/sam|2/idpresponse

53 Bucket
[P res

Metrics CloudWatch Logs

Administrators Group Name
(P administrators-cluster-group

Provider URL
[J https://cognito-idp.us-east-1.amazonaws.com/us-east-
1_reuFsm8SE

0IDC Redirect URL
https://res-gaenv1-9d4688cf-5c14-48d0-990f-
ce96d346a24c.auth.us-east-
1.amazoncognito.com/oauth2/idpresponse

3. Single Sign-On 0| &Ef EA|Z| S HE ol0|Z2E MEHSI04 Single Sign-On T4 H|O|X|E &
L|Ct.
ol CHE A1 2 B8 224 74 550 53
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Single Sign On Configuration

Identity Provider

Choose the third-party identity provider that you would like to configure.

® sAML ® oibC
Configure trust between Cognito and Configure trust between Cognito and
a SAML 2.0-compatible identity an OIDC identity provider,
provider.

Provider Name

Mame used for the provider in cognito

Metadata Document Source

Provide a SAML metadata document. This document is issued by your SAML provider.
@® Upload metadata document

@ Enter metadata document endpoint URL

Metadata document

[ Choose file

Provider Email Attribute

The Email attribute used to map email between your idp and the Amazon Cognito user pool

Refresh Token Expiration (hours)

Must be between 1 and 87600 (10 years)

12

off CHEt Xt 5 =/ 74 SSO
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(@ Note
CtS OI&2 S8 &lX| ef&LICt
» Cognito
* IdentityCenter

c. MECIOIE M &4 oM MAEe M2 MBSt HEHH| OB XML EME Y2 E=5t7LE

=
A 58H 3ZAURLL & MSELICH
7

d. 3=X O|HY £ of HAE 2t & & T LICtemail.

N
o
N
AL
>..

=t A I o|X|E CHA| EEFL|CH 40| 2HHE A< Single Sign-OnO| & M 3HElL|CH.

NM3E 2F 2AAE AM8304 HIZ2EM RES 42 445t IAM Identity CenterE X243 &
AR T8 FR Okta’t Z2 CHE A4 5H SZAE Fdalok & = UELICH RES SSO #4435}
gAlof= Ml 7HX| 48 mhEtOlE{ 7t 2 Ehlct

1. 32X 0|& - +HE = QIS

2. HIEtHIO|E| M = URL - =48 £ )&t
3. 32X o|lHIY &M - & £+ U&LICH

HECIOIE EM X S22 OlHY SE2 +HstedH S &L

1. Amazon Cognito 2& Z O|S &fL|C},
C

2. EMolM ALBRH & g MEghc

3. ABX E R B 2oiH AH8AF E2 ML

4. 2301 #7 Yol M HCiH oM X4 5E Z2A 2IQ22 0|5stod THE X1 5Y 22X
£ Lt

5. U2 HEHOIEIE HMHST S4 LS WX on I0H2 $H HUICH 4 14Ee
EstHH HES MeErLICH HEHHOlE] 24 8 CI0|= 5t24® HIELCIOlE] b7 7| 8

=
o
ok
>
N
OIH
oH

=i 74 SsO 65



017 W AX|LIo{Y ARC|2 A8 7Hol=

Attribute mapping (1) info

View, add, and edit attribute mappings between SAML and your user pool.

User pool attribute | SAML attribute

email email

Metadata document 1o

View and update your SAML metadata. This document is issued by your SAML provider. It includes the issuer's name, expiration information, and keys that can be used to
validate the response from the identity provider.

Metadata document source Metadata document endpoint URL
Enter metadata document endpoint URL https://portal.sso.us-west-2.amazonaws.com/saml/metadata
/MDg40DM3NTczNjYOX2lucyO4M2EyYTcyMGUzZTFIMDI4

6. &4 OiEES MEF B DynamoDB 0lA] <environment name>.cluster-settings EO]
£ 2 Add|o|Esl ok gFLCt.
a. DynamoDB Z&£2 Y1 EMo|M Elo|22 MEfEFLICH
b. <environment name>.cluster-settings EfO|E2 &of MEiStD 2 MM &S

I-JkﬁE A—| EH ol-|_||:_|.

c. AWMIEE FE| F0|M EEIZ 0|S5tod CHS mhet0lEE UZiTLICH
« 54 0|& - key
« % -identity-provider.cognito.sso_idp_provider_email_attribute
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I ¥ Scan or query items

= ) (G

] (

Select a table or index

Select attribute projection

[ Table - res-jan19.cluster-settings

v ] [All attributes

v Filters | §
@

Attribute name Type

Condition

Value

[ Q. key X ] [ String

v ] [Equalto

v ] [ identity-provider ] ( Remove )

Add filter

L

Run Reset

{ (® Completed. Read capacity units consumed: 13

Items returned (1)

D ( Actions ¥ ) ( Create item )

Edit String
[email ] ‘ 8 1 & X
@
Enter any string value.
O key (String) v | version v
Cancel Save N 1

a identity-provider.cognito.ss

SAML IdP 24| C|HZ

SAML-tracer — Chrome E 2t X{0] O] X A
Clgr &= Ql&LICH XHMIEH LIS

SAML 7He A EF - SAML @IZE=EI Zt2 C|=3

ol' A o=
AN L—

InflateE® & X 5HAM|R.

£ Chrome ¢ AE0{9| SAML-tracer

T & Onelogin M3 & LICH RHAEH LIS

A

25104 SAML 232 x5t T 0{SAMLAM Zte &

E Xt
= o

b
Q'I_l
;
kO

FOISHE O ALE
64 Decode +

2l5t T SAMLO{AMO| T4 TES

2 Onelogin & AIO|E 2| Bas

@ o
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https://chromewebstore.google.com/detail/saml-tracer/mpdajninpobndbfcldcmbpnnbhibjmch?pli=1
https://www.samltool.com/decode.php
https://www.samltool.com/decode.php
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Z17} Ql=X| CloudWatch 21 & &olgt
L

Amazon CloudWatch Logs - RES 20| 2F E k-
Clres-environment-name/cluster-

L—
-
= &LICH 23& 0| g4Alo| 2 23 a5 A&

manager.

Amazon Cognito M - Amazon Cognito2t2| SAML & & ol CHEF AFAI 8 LI &2 Amazon Cognito 7H
SR OLHAM O] ALERE E0f SAML At BE ZZ A FIHE FESHML.

1. AWS Directory Service = &0 M MHEl ABHO| C|HEHE|E MEAEILICEH

2. HUHRoIM ABX 23 RIS ML
3. AEXHE MEEm M 2B E Y LIC
4. 2B MEEES HE

5H2l Tl MM

ANEX XHEH ZHQIE AI8ste B9 THo| ¥ 2 VDI BEE XM E 512 TH Q2 MAstof &
L|Ct.
(® Note
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https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pools-saml-idp.html
https://console.aws.amazon.com/directoryservicev2/
https://console.aws.amazon.com/route53/
https://console.aws.amazon.com/cloudformation

T U AX|L0fY ARLIQ AER Ttol=

=

12. 0o & NLBIZEL|CIDNS.

13. Create Record Set(HlZE ME MM)E MEiEtLICEH

L

ACM Q1B A 7

M

Mo 2 = LMl amazonaws.com At&3510{ OfZ2[F|0|MH 2 WMol & ZEHE RES 24
grLich XHA EHRIE AFESHE{T™ AF2 A7 MBS 3H7{LE AWS Certificate Manager ()0l &8 I
E2/SSUTLSQIE ME F M8l of ELICIACM. E AHE5te B2 Zct0|vEL & MH|A ZAE 7H9|
SSL/TLS A2 = 3t5t= mtetO/EHE M358l ok 5= AWS 2lAA O|F 2 ACMEAH| ELCt.

m \J

IL 0

® Tip
Q|E BIAA OE Ij7|X|E HIEZSI= 2R oA Q5 2|AA AEHS H|EZ S
PortalDomainName [ Off ME4SH T QIS 243l 0F EFLICIR|E E|AA MA.

AEXH X T HIQlol| CHEr QB ME A dstedH:

1. 2&0|M AWS Certificate Manager & @0{ HEZ! QIEMHE ™ ELICH AWS GovCloud (O|=
ME)Yol| HHE 5H= 7L GovCloud THE|[M HI &0 M QIB A S AAdstL|CH.

2. HEEAEM 2FE WHstn Chg & MEELICH

3. EMHQl 0|2 oM *.PortalDomainName ! 250 Cit QIBMHE A8

C}PortalDomainName.

ACM CIE M M 69


https://console.aws.amazon.com/route53/
https://console.aws.amazon.com/acm/home#/certificates/request
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® Note

CISM7I EAEIR| Ao H SES ME 1

-

7. CFS & siLE s~ ELCH

Zt QI& Aol 2
o
=

=
«  GovCloud H{=Z

AWS GovCloud (O|= M&E)oi H{Z 5= E<R
A E] ododg
o o |

HoillM gt MEslod HER 54
o= HZE[o{0F BfLICE.

S M M5 HE 0l AM Route 530 M B|ZE &
=& oz HZAL|o{of &L},

2 CNAME 7|2}
of MBHZEE M

8. M QBME o mtZt0/E{Z UZARNO| SAHELICIACMCertificateARNforWebApp.

Amazon CloudWatch Logs

Research and Engineering Studio= A %| CloudWatch 50 0 C}& £E1 I&&

E2CE 2E HxotMl2.

CloudWatch 21 1 &

/aws/lambda/ <installation-stack-
name>-cluster-endpoints

/aws/lambda/ <installation-stack-
name>-cluster-manager-scheduled-
ad-sync

/aws/lambda/ <installation-stack-
name>-cluster-settings

/aws/lambda/ <installation-stack-
name>-oauth-credentials

Retention

DR E|X| AF

2| X| o2

Otz |X| &t S

o2 x| o

0

HA 1St L||:|' 7|E

Amazon CloudWatch Logs

70
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CloudWatch 21 1 & Retention

/aws/lambda/ <installation-stack- = P =
name>-self-signed-certificate

/aws/lambda/ <installation-stack- o2 E|X| &S
name>-update-cluster-prefix-list

/aws/lambda/ <installation-stack- o2 E|X| oS
name>-vdc-scheduled-event-transf

ormer

/aws/lambda/ <installation-stack- Ot2 E|X| oS

name>-vdc-update-cluster-manager
-client-scope

/<installation-stack-name> / 37K &
cluster-manager

/<installation-stack-name> /vdc/ 370
controller
/<installation-stack-name> /vdc/ 370E

dcv-broker

/<installation-stack-name> /vdc/ 371

dcv-connection-gateway

231 380| 7|8 EEg ¥H73584™ CloudWatch 2£ 2 0|536t04 CloudWatch 210 |A 21 .| 0]
Bl EZ HZE o X|AE WZ2AML2.

AER XS et 8H 43

20243 4HFE ASA XY HEt BAE 2326101 RESOA Hdeh Jg g MEiMoz +He £+
&LICH AR XY HEt BAHE et BAZE IAMPermissionBoundary Zt2HO|E{Q| Y2 2 K|S 35} 04
[I=! (@)
°

O 2
RES AWS CloudFormation &4%|2| ARN Y52 HMo|& 4~ l&L|ct. o] ml2t0|E{& H|Y
gtol| et AAH 7 M E|X| f&LICH CIS 2 RES 28t0| 2Yslof 5t 2y SEQLICH AFE35tedE
et ZAAH7I OIS 2UE HAIMoZE 5125t K| &QlghLct

M-SR XY HEt A H4F 7


https://console.aws.amazon.com/cloudwatch
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[
{
"Effect": "Allow",
"Resource": "*",
"Sid": "ResRequiredActions",

"Action": [
"access-analyzer:*",
"account:GetAccountInformation",
"account:ListRegions",
"acm:*",

"airflow:*",
"amplify:*",
"amplifybackend:*",
"amplifyuibuilder:*",
"aoss:*",
"apigateway:*",
"appflow:*",
"application-autoscaling:*",
"appmesh:*",
"apprunner:*",
"aps:*",

"athena:*",
"auditmanager:*",
"autoscaling-plans:*",
"autoscaling:*",
"backup-gateway:*",
"backup-storage:*",
"backup:*",

"batch:*",
"bedrock:*",
"budgets:*",

"ce:*",

"cloud9:*",
"cloudformation:*",
"cloudfront:*",
"cloudtrail-data:*",
"cloudtrail:*",
"cloudwatch:*",
"codeartifact:*",
"codebuild:*",
"codeguru-profiler:*",
"codeguru-reviewer:*",
"codepipeline:*",
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"codestar-connections:*",
"codestar-notifications:*",
"codestar:*",
"cognito-identity:*",
"cognito-idp:*",
"cognito-sync:*",
"comprehend: *",
"compute-optimizer:*",
"cur:*",

"databrew:*",
"datapipeline:*",
"datasync:*",

"dax:*",
"detective:*",
"devops-guru:*",
"dlm:*",

"dms:*",

"drs:*",

"dynamodb:*",

"ebs:*",
"ec2-instance-connect:*",
"ec2:*",
"ec2messages:*",
"ecr:*",

"ecs:*",

"eks:*",
"elastic-inference:*",
"elasticache:*",
"elasticbeanstalk:*",
"elasticfilesystem:*",
"elasticloadbalancing:*",
"elasticmapreduce:*",
"elastictranscoder:*",
"es:*",

"events:*",
"firehose:*",

"fis:i*",

"fms:*",

"forecast:*",

"fex:i*",

"geo:*",

"glacier:*",

"glue:*",

"grafana:*",
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"guardduty:*",
"health:*",

"iam:*",
"identitystore:*",
"imagebuilder:*",
"inspector2:*",
"inspector:*",
"internetmonitor:*",
"iot:*",
"iotanalytics:*",
"kafka:*",
"kafkaconnect:*",
"kinesis:*",
"kinesisanalytics:*",
"kms:*",

"lambda:*",
"lightsail:*",
"logs:*",
"memorydb:*",
"mgh:*",
"mobiletargeting:*",
"mg:*",
"neptune-db:*",
"organizations:DescribeOrganization",
"osis:*",
"personalize:*",
"pi:i*t,

"pipes:*",
"polly:*",

"qldb:*",
"quicksight:*",
"rds-data:*",
"rds:*",
"redshift-data:*",
"redshift-serverless:*",
"redshift:*",
"rekognition:*",
"resiliencehub:*",
"resource-groups:*",
"routeb3:*",
"route53domains:*",
"route53resolver:*",
"rum:*",

"s3.*",
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"sagemaker:*",
"scheduler:*",
"schemas:*",
"sdb:*",
"secretsmanager:*",
"securityhub:*",
"serverlessrepo:*",
"servicecatalog:*",
"servicequotas:*",
"ses:*",
"signer:*",
"sns:*",

"sqs:*",

"ssm:*",
"ssmmessages:*",
"states:*",
"storagegateway:*",
"sts:*",
"support:*",
"tag:GetResources",
"tag:GetTagKeys",
"tag:GetTagValues",
"textract:*",
"timestream:*",
"transcribe:*",
"transfer:*",
"translate:*",
"vpc-lattice:*",
"waf-regional:*",
"waf:*",

"wafv2:*",
"wellarchitected:*",
"wisdom:*",
"xray:*"
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"Version": "2012-10-17",
"Statement": [
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{
"Effect": "Allow",
"Principal": {
"Service": "ec2.amazonaws.com"
I
"Action": "sts:AssumeRole"
}
]
}
RES %4
{

"Version": "2012-10-17",
"Statement": [
{
"Sid": "RESDynamoDBAccess",
"Effect": "Allow",
"Action": "dynamodb:GetItem",

"Resource": "arn:aws:dynamodb: {AWS-Region}:{AWS-Account-ID}:table/{RES-

EnvironmentName} .cluster-settings",
"Condition": {
"ForAllValues:StringlLike": {
"dynamodb:LeadingKeys": [
"global-settings.gpu_settings.*",
"global-settings.package_config.*",
"vdc.host_modules.*"

"Sid": "RESS3Access",
"Effect": "Allow",
"Action": "s3:GetObject",
"Resource": [

"arn:aws:s3:::{RES-EnvironmentName}-cluster-{AWS-Region}-{AWS-Account-

ID}/idea/vdc/res-ready-install-script-packages/*",

"arn:aws:s3:::research-engineering-studio-{AWS-Region}/host_modules/*"
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Linux

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

#

# Licensed under the Apache License, Version 2.0 (the "License").
use this file except in compliance

# with the License. A copy of the License is located at

#
# http://www.apache.org/licenses/LICENSE-2.0

#
# or in the 'license' file accompanying this file. This file is distributed on

an 'AS IS' BASIS, WITHOUT WARRANTIES

# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions

# and limitations under the License.

name: research-and-engineering-studio-vdi-linux
An RES EC2 Image Builder component to install required RES software

You may not

description:
dependencies for Linux VDI.
schemaVersion: 1.0
parameters:
- AWSAccountID:
type: string
description: RES Environment AWS Account ID
- RESEnvName:
type: string
description: RES Environment Name
- RESEnvRegion:

78
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type: string

description: RES Environment Region
- RESEnvReleaseVersion:

type: string

description: RES Release Version

phases:
- name: build
steps:
- name: PrepareRESBootstrap
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
- 'mkdir -p /root/bootstrap/logs'
- 'mkdir -p /root/bootstrap/latest'’
- name: DownloadRESLinuxInstallPackage
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: 's3://{{ RESEnvName }}-cluster-{{ RESEnvRegion }}-
{{ AWSAccountID }}/idea/vdc/res-ready-install-script-packages/linux/
res_linux_install_{{ RESEnvReleaseVersion }}.tar.gz'
destination: '/root/bootstrap/
res_linux_install_{{ RESEnvReleaseVersion }}.tar.gz'
expectedBucketOwner: '{{ AWSAccountID }}'
- name: RunInstallScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3

inputs:
commands:
- 'tar -xvf
{{ build.DownloadRESLinuxInstallPackage.inputs[@].destination }} -C /root/
bootstrap/latest'

'/bin/bash /root/bootstrap/latest/virtual-desktop-host-linux/
install.sh -r {{ RESEnvRegion }} -n {{ RESEnvName }} -g NONE'
- name: FirstReboot
action: Reboot
onFailure: Abort
maxAttempts: 3
inputs:
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delaySeconds: 0
- name: RunInstallPostRebootScript
action: ExecuteBash
onFailure: Abort
maxAttempts: 3
inputs:
commands:
'/bin/bash /root/bootstrap/latest/virtual-desktop-host-linux/
install_post_reboot.sh'
- name: SecondReboot
action: Reboot
onFailure: Abort
maxAttempts: 3
inputs:
delaySeconds: 0

Windows

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
#
# Licensed under the Apache License, Version 2.0 (the "License"). You may not
use this file except in compliance
# with the License. A copy of the License is located at
#
# http://www.apache.org/licenses/LICENSE-2.0
#
# or in the 'license' file accompanying this file. This file is distributed on
an 'AS IS' BASIS, WITHOUT WARRANTIES
# OR CONDITIONS OF ANY KIND, express or implied. See the License for the
specific language governing permissions
# and limitations under the License.
name: research-and-engineering-studio-vdi-windows
description: An RES EC2 Image Builder component to install required RES software
dependencies for Windows VDI.
schemaVersion: 1.0
parameters:
- AWSAccountID:
type: string
description: RES Environment AWS Account ID
- RESEnvName:
type: string
description: RES Environment Name
- RESEnvRegion:

EC2 Image Builder 714 24 A4 80



017 U Ax|LjofE ARC|2 A8 7hol=

type: string

description: RES Environment Region
- RESEnvReleaseVersion:

type: string

description: RES Release Version

phases:
- name: build
steps:
- name: CreateRESBootstrapFolder
action: CreateFolder
onFailure: Abort
maxAttempts: 3
inputs:
- path: 'C:\Users\Administrator\RES\Bootstrap'
overwrite: true
- name: DownloadRESWindowsInstallPackage
action: S3Download
onFailure: Abort
maxAttempts: 3
inputs:
- source: 's3://{{ RESEnvName }}-cluster-{{ RESEnvRegion }}-
{{ AWSAccountID }}/idea/vdc/res-ready-install-script-packages/windows/
res_windows_install_{{ RESEnvReleaseVersion }}.tar.gz'
destination:
"{{ build.CreateRESBootstrapFolder.inputs[@].path }}\res_windows_install_{{ RESEnvRelec
expectedBucketOwner: '{{ AWSAccountID }}'
- name: RunInstallScript
action: ExecutePowerShell
onFailure: Abort
maxAttempts: 3

inputs:
commands:
- 'cd {{ build.CreateRESBootstrapFolder.inputs[@].path }}'
- 'Tar -xf

res_windows_install_{{ RESEnvReleaseVersion }}.tar.gz'
'Import-Module .\virtual-desktop-host-windows\Install.psl'
- 'Install-WindowsEC2Instance'
- name: Reboot

action: Reboot

onFailure: Abort

maxAttempts: 3

inputs:

EC2 Image Builder 714 24 A4 81



7 Y AR|L|o{™ AFLCIR AEXt7tol=

delaySeconds: 0

L
m
k]
bl
M

m

-
M
1]

AMASIT A QA AA S MENSHL |}

EC2 Image Builder Sl A|Z| &H|

EC2 Image Builder Bl A|Z|= O|O|X[& AFEXt X|H5tD 2 E [O| o4 CHE 2 S35t=X| & 2l5t7| <
ol F7tete T+ 24 MECQt &7 M O|0|XIE Mdste ARHoE AAEE 7|2 o|0|X[E HalgfL
Cl Ze8t RES AZEQ|0| S5ME AMI AL 6104 CHANS T A5HEdH BlAlT

OF gfLICt. BlAZ|of| CHE REAISH LI 2 AT B EIE HEFHAIL.

RES = C+& 0|0|X| 248 MAME X|H4FLIct

« Amazon Linux 2(x86 %! ARM64)
. Ubuntu 22.04.3(x86)

+ RHEL 8(x86) ! 9(x86)

» Windows 2019, 2022(x86)

Create a new recipe

0 A EC2 Image Builder
MEE Z|AA oM o]O|
O|OIX| EIA|x| MM s M

& OB HH ™
ol M X|2ét= 7|2 olO|x| fL|CIRES.

QIAEIA T4 0f A SSM OlOIFETH ALK MAIEIX] B2 B OfoIMES ARIFLICH ASA
GIOIES U 7|et W AFSAF GlolEfo| HEE YziatLic

rlIIo

LICkhttps://console.aws.amazon.com/imagebuilder.

Al & MEfEFLICE

oo 12 XA FHJ
I
rC
[ul

T

fol
°
m
AL
o
C
o

-y
e

>

ok

2 e

@ Note
SSM OO|MEE Mx|st= WHdof CHEE RHM|EH LI 2 CIE S HXSHMIR.
e Linux& EC2 QIAEIAO]| SSM OO|MEE =522 Mx|&L|Ct.

« Windows Server2 EC2 2IAEIA0| SSM OO|MEE 502 AMx| 2 A 7{gL|Ct.

7. Linux 7|8t BIAlZ|S] B2 Amazo
HIA|Z|of| F£7HEMLICH RES A% A3 &

aws-cli-version-2-linux & 78 A E
= & AWS CLI A& 35+0{ DynamoDB 2 HAE A%

=)
U i
o
Im o2

EC2 Image Builder ZIA|TZ| EH| 82


https://docs.aws.amazon.com/imagebuilder/latest/userguide/manage-recipes.html
https://console.aws.amazon.com/imagebuilder
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-manual-agent-install.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-install-win.html

047 2 QIX|LI0JY ARC|R

AL 7Hol=
of T4 gtol Ciet VDI HHAE RZELICH Windowsolls 0] 744 2 47} BR3HA| &L

Ct.

8. Linux & Windows &3& /3l 4 El EC2 Image Builder 4 SAE F7t5tn s u}
2HOIE 2t gLk Z24 2242 AWSAccountID, RESEnvRegion, RESEnvName %! &L
CIRESEnvReleaseVersion.

/A Important

Linux 8482 B MHX{ aws-cli-version-2-linux HE M8 247} FIIE =M
CHE O|g4E 2 @ AE F7}&HofF g LCE

9. (%) Amazon #2l¥ simple-boot-test-<linux-or-windows> EHAE 7t QAE F
7F5F0=| *I’S.*%F AMI = °,J"X| %.*O._|°.=.*L—|EP Ol 2|4 HE AZLICH F Argof &= Ct

10. LS ZP MM MM 28T Hots OB 74 248 F713 OHg BIAIL 448

Modify a recipe

7|Z& EC2 Image Builder Bi|A|Z|7} /U= BR Clg 78 LA E F7I5t0 AAEE =+ JU&LICH

1. Linux 7|2t BlAlZ[S] B2 Amazon #El& aws-cli-version-2-linux HE M A E
gl Alm|ol F=7HEfLICH RES Mx| A3 ZE &= AWS CLI £ AF235104 DynamoDB 22{AE MH
o| 7’4 gholl CHEF VDI HMAE MBS ELICH WindowsHl= Ol 74 @47+ Rt K| ot&L

Ct.

2. Linux EE£ Windows 3 g 5l M4 El EC2 Image Builder +48 A E FII5tn 2o st o}
cHO|E gf2 =gLict E<4 21232 AWSAccountlD, RESEnvRegion, RESEnvName %! /L |
CIRESEnvReleaseVersion.

/A Important

Linux &390 AL M™A{ aws-cli-version-2-linux EE M A7} FIIE =M
CHE olz{et N QA E F7}slof ghLct.

e MEH MM2 #RT Mots OB 74 Q48 F7HE O4 BIAIL 44g o
=3

% [o

C oo

L ]

EC2 Image Builder ZIA|TZ| EH| 83



017 U Ax|LjofE ARC|2 A8 7hol=

EC2 Image Builder Q1 Z 2} 74

elz et M4 E A8 3104 Image Builder7t Image Builder O|0|X|& YES
Amazon EC2 RIZZ}E X8 = UELICH o &7H ArSsted™ M =2t 24 E MEstALE 7|E 2l
Zpt +EE2 AFESHE S MEE RES /U&LICH

e
e
I

—_

Eias

M MHE BESMR
Za} 2442 Aojol= 8o

- Melzet 2dE ddsted
A 0

o
e Z|E QlZet A EE AHE5E{H

o 1

o

Image Builder QI Z 22 T 44524 H:

>

1. 1AM & of O|Tof ol M T8 AE 2 U LICIRES BHE0i| HMAE IAM 238 EHI.

2. QIAEA R oM HZEI7t 4GB 0|4 1EH St T MESH 7|= AMI O} 7 |HIXE X|4E
LIC}. Amazon EC2 QIAEIA R &

3. VPC, MEH QI HOt OF o| AR AZEQ|0o{ I{F|X|E CHREESE{H QIEH HMHAE S5
OF &fLIC}H RES #Z49| cluster-settings DynamoDB E{|0|€ & Amazon S3 E2{AE{ H{Zo]|
CHet HMALZ 51 =|o{ok gfL|Ct

kO o
r

Image Builder O|0|X| mtO|Z 2}l 74

Image Builder O|0O|X| mto|Zz2tQl2 7|2 O|0|X|, = L EHAEE M4 @4, =zt #4 L HiZ 4
Mg T ELIct RESH| CHs o|O|x| mto|=2telg 7445248 M mol=Z2telg MMt 7ALE Z7|&E
O|ZzIRlg ALEStE & MEHE AMIs A& LICE REA[EH LHE 2 Image Builder AFE B A 2| AMI O]
O/X| mo|=Zz2ol M 2 HO0|EE FHAESIMEL.

Create a new Image Builder pipeline

0/ M Image Builder 2& 2 JL|Cthttps://console.aws.amazon.com/imagebuilder.

Ef A ZoilA o|0|x| mto|=ZEt ¢l

O|0|x| mto|Z el WS .*;"EJ.*E*L—lEF.
4 |

IRE OIE, M MY,

o & 0 bd =

Sl AlZ| MEH ol M 7|E BIAZ| AFE S ’.ﬂE—*.'%P_Tl ol M M El Eﬂ/\lTLl%
Builder BIA|Z| EH|. BIAlZ| ME 27t SHIEX| = QIFLC.
6. O|O|XK| MM T2 HA HHO| oM Al Atedlof e 7|2 KaEE EE= AI-QXI- NEKIEZ
£ MEfst |Ct CHE 2o AR 718 I EZZE SE2LICH XIAMISH LI 2 Image Builder I}
O|lZzlQlo| EC2 O|0|X| YT EE FHE XML,

ri
,IoT
r
o
M
@)
N
E
Q)

EC2 Image Builder 1zt T4 84


https://docs.aws.amazon.com/imagebuilder/latest/userguide/create-infra-config.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/update-infra-config.html
https://aws.amazon.com/ec2/instance-types/
https://docs.aws.amazon.com/imagebuilder/latest/userguide/ami-image-pipelines.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/ami-image-pipelines.html
https://console.aws.amazon.com/imagebuilder
https://docs.aws.amazon.com/imagebuilder/latest/userguide/pipeline-workflows.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/pipeline-workflows.html

017 U Ax|LjofE ARC|2 A8 7hol=

~

elzpt 7 M Mol oM 7|&E =t 7 MElg MEiS
L|CFEC2 Image Builder Q1 Z 2} 744, Ql=Z 2} M ME
8. HHZE M Ho| oM MH|A 7|28t S Ar&5to{ HiE M MM S MESHLIC.
RES 213 AWS 2| 1t St of Qloqof &Lt MHE|A 7|22t2 AHE5HE Image Builder 7t
ArEE|= 2[Tof o|O|X|7t ELICt,

9. molzeiQl ME SEE HAEsty mol=Z2tel dd & MEfEFLICH
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vdc.dcv_connection_gateway.certifica A EH
te.certificate_secret_arn
vdc.dcv_connection_gateway.certifica A EH
te.private_key_secret_arn
cluster.load_balancers.internal_alb. AEH
certificates.private_key_secret_arn
directoryservice.root_username_secret_arn
vdc.client_secret AEH
cluster.load_balancers.external_alb. AEY
certificates.certificate_secret_arn
cluster.load_balancers.internal_alb. A EH
certificates.certificate_secret_arn
directoryservice.root_password_secret_arn
cluster.secretsmanager.kms_key_id
cluster.load_balancers.external_alb. A EH

certificates.private_key_secret_arn

cluster-manager.client_secret

H|IE ZLIEE & &[0

(® Note
A7 L XL~ ARC|
LICt AWS GovCloud (US).
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ZZMEE of AZ35= AWS Budgets A2 0l M X|HEIX| &b &
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H|& #2lo =F0| &|=5 AWS Cost Explorerg &3afl 0i4t2 MHs5t= W0l E&LICH 22 HEE
by ol @2 ¢l m|0|X|E & ZESHMIRthe section called “AWS O] ME 2| A

+
30
ol
-
ul
pal
=
rok
=
ol
ro
J\l

HI& =& X|#5t7| ?Isil RES ZZHMEE LHol|AM WEEl ofdhofl 4Z8E + U&LICH AWS Budgets.
ST HIS €Y B LHollM &3 Ef 2 & & d3tsHok ghLict

-_—

of 222l AWS Management Console 5t 1 0i|A{ AWS Billing 2& & L [Cthttps:/
console.aws.amazon.com/billing/.
HIE &% Bl & MEigLCH

A

res:Project & res:EnvironmentName Ef1E ZAAMSI 0 MEHFFLICEH

s

2YEE MEELICE

Billing X
Cost allocation tags we
Home Cost allocation tags activated: 3
v Billing

User-defined cost allocation tags AWS generated cost allocation tags
Bills 4
Payments @«
Credits User-defined cost allocation tags (2/47) info
Purchase orders

‘ Q Find cost allocatfon tags 11 matches

Cost & usage reports

Cost categories Clear filters  isle

Cost allocation tags (52

Free tier =2 Tag key A Status v Last updated date v Last used month v
Billing Conductor [ O res:BackupPlan ® Inactive - November 2023
¥ Cost Management (] res:ClusterName ® Inactive - November 2023
Cost explorer [2 —
plorer 2 [} res:DCVSessionUUID ® Inactive - November 2023
Budgets
O res:EndpointName Inactive - November 2023
Budgets reports U P ®
savings Plans [ res:EnvironmentName 3 @® Inactive - November 2023
v Preferences O res:Moduleld ® Inactive - November 2023
Billing preferences (] res:ModuleName ® Inactive - November 2023
Payment preferences -
O res:ModuleVersion ® Inactive - November 2023
Consolidated billing [4
Tax settings O res:NodeType ® Inactive - November 2023
v Permissions res:Project ® Inactive - November 2023

Atbrcend nnlicias T2

(® Note
HiEZ £ RES Ei27} LIEILLE Ol Z[CH 3HF7F A& &= &Lt

[ TH

RES ZIA A0 CHE o A2 MM SHE{H:

1. Zd 2&0M ofldhS MEfEfLIC
2. Oilfh deS MEELICH

_

3. Oilth DHoM ALS A X (2 F)E MEELICH

HIE ZLIE{E & A|od 89
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https://docs.aws.amazon.com/cost-management/latest/userguide/budgets-create.html
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https://console.aws.amazon.com/billing/

ol

=

017
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AR 7H0|E

4. Ot REOIM HIS oflat - HE 2 M3
5. Next(CHZ)E MEEfLICH
Billing X A
Choose budget type
Home Step 2
Set your budget
¥ Billing
Bills Step 3
Payments Configure alerts
Credits
Purchase orders SO

10.
11.

Ml

of &t 2 MMM Z2HEof of A2

04| &b

Cost & usage reports
Cost categories

Cost allocation tags
Free tier

Billing Conductor [4

Cost Management
Cost explorer [4
Budgets | 1 )
A 4
Budgets reports

Savings Plans [

Preferences

Billing preferences
Payment preferences
Consolidated billing [

Tax settings

Permissions

Affected policies [4

=
B EHE

A E

Attach actions

Step 5
Review

ol M ofl &k 2| ofOf QU= ofl &t OI%
<EnvironmentName>-<ProjectName>-

HR| oA EX AWS H|E ® &

[Add filter] & MEHEFLICEH

At

oM ElT E

® Note
B2 2t2 ALS

UA E[H ofj &k 2

sk A

g+ U
AH A4
o O

Choose budget type .«

Budget setup

2

.

) Use a template (simplified)
Use the recommended configurations. You can
change some configuration options after the
budget is created.

© Customize (advanced)
Customize a budget to set parameters specific
to your use case. You can customize the time
period, the start month, and specific accounts.

Budget types

© Cost budget - Recommended '\&/

Manitor your costs against a specified dollar amount and receive alerts when your user-defined thresholds are
met. Using cost budgets, the budgeted amount you set represents your expected cloud spend. For example,
you can set a cost budget for a business unit and then add additional parameters such as the associated
member accounts.

_) Usage budget

Monitor your usage of one or more specified usage types or usage type groups and receive alerts when your
user-defined thresholds are met. Using usage budgets, the budgeted amount represents your expected usage.
For example, you can use a usage budget to monitor the usage of certain services such as Amazon EC2 and
Amazon 53.

() Savings Plans budget

Track the utilization or coverage associated with your Savings Plans and receive alerts when your percentage
drops below a threshold you define. Setting a coverage target lets you see how much of your instance usage is
covered by Savings Plans, while setting a utilization target lets you see if your Savings Plans are unused or
underutilized.

*) Reservation budget

Track the utilization or coverage associated with your reservations and receive alerts when your percentage
drops below a threshold you define. Setting a coverage target lets you see how much of your instance usage is
covered by reservations, while setting a utilization target lets you see if your reservations are unused or
underutilized. Reservation alerts are supported for Amazon EC2, Amazon RDS, Amazon Redshift, Amazon
ElastiCache, and Amazon Elasticsearch reservations.

o

ZE

A Ele{H

g =+ A&LCH

2/ch 29o] 2

\_§/ Cancel Next
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14. Next(CH
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Budget scope info

Add filtering and use advanced options to narrow the set of cost information tracked as part of this budget

Scope options

() All AWS services (Recommended) O Filter specific AWS cost dimensions
Track any cost incurred from any service for this Select specific dimensions to budget against.
account as part of the budget scope For example, you can select the specific service

“EC2" to budget against.

Filters info Remove all

Dimension

\ Tag y. v

{ Tag \

\| res:Project y, v
/Values N

| Filter tags by values v

project1 X

\ J/

Cancel Apply filter

Add filter

¥ Advanced options

Aggregate costs by
Unblended costs v |
Supported charge types v |

Upfront reservation fees X | ‘ Recurring reservation charges X | | Other subscription costs X |

Taxes X | ‘ Support charges X ‘ | Discounts X |

HIE ZLIER 2 Aoq 92
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RES Environmen

Projects

Environment Project Management

Q

Title Project Code Status Budgets Groups Updated On

Actual Spend for budget: RES1-Project1-Budget1 « DemoUsers

project1 project1 @ Enabled ® Budget Exceeded * DemoAdmins 10/31/2023, 12:44:12 PM

Limit: 500.00 USD, Forecasted: 394534 USD * ProductUsers

HEELICH 2438 AL O] LHOAM XS El2{H %
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o =

gt = A&LH

M 2|
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CHA|EE

Research and Engineering Studio PN & demoadmin1 v

res-stage (us-west- <

2)

Virtual Desktop Dashboard

v Home

Instance Types (1 Session State (2

Virtual Desktops

Shared Desktops Summary of all virtual desktop sessions by instance types. Summary of all virtual desktop sessions by state.
File Browser
SSH Access
ADMIN ZONE
v eVDI
Dashboard
Sessions
Software Stacks (AMIs)
Permission Profiles méa.large STOPPING
Debug
Settings
& W méa.large ) STOPPING
» Envir M }:4
Base0S (3 Project (4
Summary of all virtual desktop sessions by Base OS. Summary of all virtual desktop sessions by Project Code

Windows
Amazon Linu...
project1
W Amazon Linux2 [ Windows W projectl
Availability Zones (9 Software Stacks (6
Summary of all virtual desktop sessions by Availability Zone. Summary of all virtual desktop sessions by Software Stack.

Software Stacks

Amazon Linux 2 - x86_64

o -
0

0.5 1 15
No. of Sessions

us-west-2a

W us-west-2a

N}

W Sessions

CHAIEE 94
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M|A0f= Research and Engineering Studio LHO{A M E 2E 7t4 ClA3E0| EA|IELICH A4 |
O|X[oM MM HEE ZEHE & EHL M AME ddg = /&Lt

RES Virtual Desktops Sessions

Sessions (2)

Virtual Desktop sessions for all users. Endﬁ see these sessions eal Desktops. 9
QLG OR AN  Create Session

@ Created ¥ Last 1 month

Q Search 0 All States ¥ All Operating Systems ¥
(-] Session Name v Owner v Base OS Instance Ty... State Project Created On
[ demoadminiami21 [ B demoadmin1 Amazon Linux 2 méa.large @® Stopped project1 9/27/2023, 8:31:50 AM
O demoadminiwindows1 demoadmin Windows méa.large @® Stopped projectl 9/27/2023, 8:38:23 AM
1
= = = IT =
1. HIw& ALEstod XIGE 7|zt Lol HE =L YO0l EE MMdEz A0t E EEZELICH
= =] ANSHS
2. MldE MEst 1 5] HIw & Ar8stoi S 2 SR LICH
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Launch New Virtual Desktop X

IX|L|0q

o

Cl

bl
I
n
to

Session Name
Enter a name for the virtual desktop

[ )

Session Name is required. Use any characters and form a name of length between 3 and 24
characters, inclusive.

User
Select the user to create the session for

(@ )

Project
Select the project under which the session will get created

[ v)

Operating System
Select the operating system for the virtual desktop

[ Amazon Linux 2 v ]

Software Stack
Select the software stack for your virtual desktop

[ v)

Enable Instance Hibernation

Hibernation saves the contents from the instance memory (RAM) to your Amazon Elastic Block
Store (Amazon EBS) root volume. You can not change instance type if you enable this option.

®

Virtual Desktop Size
Select a virtual desktop instance type

@ )

— 1 Storage Size (GB)
MM 4 97

Enter the storage size for your virtual desktop in GBs

& )
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=SS0k M4 Ol M

RES Virtual Desktop Sessions

=stod MM HF HEE SLCh

8765705b-8919-48ba-901a-19e2c49cf043

Session: demoadmin1amli21

General Information

Session Name
demoadmintami21

Details Server

Session Details

RES Session Id
8765705b-8919-48ba-901a-19e2c49cf043

Session Type
VIRTUAL

Updated On
9/29/2023, 11:01:20 PM

AT E9fo] AEH(AMIS)

® Note

of| A XM Z=E CentSO7 _+_£

At &3to{ AMI LHOA| A

Software Stack

fllof AES AlestE{H™
)

S O
AWS GovCloud (US)3Hof &

Owner
demoadmin1

Project Permissions

DCV Session Id
bd63e69a-e75a-427b-b4c8-39d7c43b95ad

Hibernation Enabled
No

Schedule

State
® Stopped

Monitoring - >

Description

Created On
9/27/2023, 8:31:50 AM

=l E& HE 8 AWS Marketplace
L

A X E Qo] A I 0| X|0oll A Amazon Machine Images(AMIs)E& 4 3t7Lt 7|&E o|O|X|E &EIE
A&LICH

A

A E Qo] AEH(AMIS)
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https://docs.aws.amazon.com/govcloud-us/latest/UserGuide/getting-started-standard-account-linking.html

All Operating Systems v

Name Description AMIID Base 05 Root Volume Size Min RAM GPU Manufacturer Created On
2 CentOS7 - ARM64 CentOS7 - ARM64 ami-07f692d95b2b9c8cS Cent0S 7 10GB 4GB N/A 6/7/2024, 11:25:19 AM
CentOS7 - x86_64 CentOS7 - x86_64 ami-00f8e2c955f7ffa9b Cent0S 7 10GB 4GB N/A 6/7/2024, 11:25:19 AM
RHELS - x86_64 RHELS - x86_64 ami-0b530377951178d6b RedHat Enterprise Linux 8 10GB 4GB N/A 6/7/2024, 11:25:19 AM
UBUNTU2204 - x86_64 UBUNTU2204 - x86_64 ami-073ff8e13d826b7f8 Ubuntu 22.04 10GB 4GB N/A 6/7/2024, 11:25:19 AM
RHEL7 - x86_64 RHEL7 - x86_64 ami-0bb2449¢2217ch9b0 RedHat Enterprise Linux 7 10GB 4GB N/A 6/7/2024, 11:25:19 AM
Windows - x86_64 Windows - x86_64 ami-0667133d0dc6089e 1 Windows 30GB 4GB N/A 6/7/2024, 11:25:19 AM
Windows - AMD Windows - AMD. ami-05df91be1d294f195 Windows 30GB 4GB AMD 6/7/2024, 11:25:20 AM
Windows - NVIDIA Windows - NVIDIA ami-00d7af9d003819a90 Windows 30GB 4GB NVIDIA 6/7/2024,11:25:20 AM
RHEL9 - x86_64 RHELD - x86_64 ami-099185fc24d27c2a7 RedHat Enterprise Linux 9 10GB 4GB N/A 6/7/2024, 11:25:19 AM
Amazon Linux 2 - ARM64 Amazon Linux 2 - ARM64. ami-04ed2b27d86¢17f09 Amazon Linux 2 10GB 4GB N/A 6/7/2024, 11:25:19 AM
Amazon Linux 2 - x86_64 Amazon Linux 2 - x86_64 ami-Oee5c62243ab25259 Amazon Linux 2 10GB 4GB N/A 6/7/2024, 11:25:19 AM
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r 3
Register new Software Stack X

Name
Enter a name for the software stack

[ )

Use any characters and form a name of length between 3 and 24 characters, inclusive.

Description
Enter a user friendly description for the software stack

[ )

AMI Id
Enter the AMI Id

[ )

AMI Id must start with ami-xxx

Operating System
Select the operating system for the software stack

[ Amazon Linux 2 v ]

GPU Manufacturer
Select the GPU Manufacturer for the software stack

[N/A v]

Min. Storage Size (GB)
Enter the min. storage size for your virtual desktop in GBs

& )

Min. RAM (GB)
Enter the min. ram for your virtual desktop in GBs

& )

Projects

Sel \.“ o :;\_ablc IUICLtD fUI thc :uftvval w :ta\_lr\
ENAIS el FTH] 104
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Update Software Stack: Amazon Linux 2 - ARM64 X

Stack Name
Enter a name for the Software Stack.

[ Amazon Linux 2 - ARM64

Use any characters and form a name of length between 3 and 24 characters, inclusive.

Description
Enter a user friendly description for the software stack

[ Amazon Linux 2 - ARM64

Projects
' Select applicable projects for the software stack

[ ")

AT EQ|o{ AEH ME ME E7|

AZEQ 0] AB SH0|M LAZER 0] A O|F S =50 M| BEE HQUELICLH MTF L HO|
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b | —
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59 MM 50| EAELIC
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View hosts and sessions registered with NICE DCV Broker

v Home

Virtual Desktops

Shared Desktops .
VD Host VD Sessions

File Browser
SSH Access
of 1 item
O©"servers" : [ 1 item
ADMIN ZONE ©0: { 15 items
v eVvDI "id" : "aXAtMTAtMy@xNTctMTkOLmNvcnAucmVzLmNvbSOxMC4zLjEINy4x0TQtNmRmY j ImNWYyYTQANDEYN2E1IMzgwZDU4YjIzM2I2Zjg=""
"ip" 1 "10.3.157.194"
Dashboard
"hostname" : "ip-10-3-157-194.corp.res.com"
Sessions .
"default_dns_name" : "ip-10-3-157-194.corp.res.com"

Software Stacks (AMls) "port” : [

Permission Profiles

©"endpoints" : [ 4 items
Debug ©0:{ 3 items
Settings "port" : 8443

HlAZE A% HOIXIE ASstod 74 CIA IS HZE BAAE T4 £ AaLICh Ml HollA
7

DCV M|4do| &t
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res-beta08 (us-east-2) <

v Desktops

CPU Utilization Threshold

DCV Host ®

Allowed Security Groups Max Root Volume Size

Allowed Instance Types Denied Instance Types
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Research and Engineering Studio

= RES

Environment Status

Environment Management

Modules

Environment modules and status

AZEQ0{ HA

L & demoadmind v

®

View Environment Settings

Module Module ID Version Type Status API Health Check Module Sets

Global Settings global-settings - @Conflg © Deployed © Not Applicable

Cluster cluster 2023.10 @Stack © Deployed © Not Applicable o default

Metrics & Monitoring metrics 2023.10 @Stack @© Deployed © Not Applicable o default

Directory Service directoryservice 2023.10 @Stack © Deployed © Not Applicable o default

Identity Provider identity-provider 2023.10 @Stack @© Deployed © Not Applicable ¢ default

Analytics analytics 2023.10 @Stack © Deployed © Not Applicable o default

Shared Storage shared-storage 2023.10 @Stack @© Deployed © Not Applicable o default

Cluster Manager cluster-manager 2023.10 @App @© Deployed @© Healthy ¢ default

evDI vdc 2023.10 @APP @© Deployed @© Healthy o default

Bastion Host bastion-host 2023.10 @ stack @© Deployed © Not Applicable * default
Infrastructure Hosts @
Cluster hosts and status

Instance Name Module ID Node Type Version Instance Type Availability Zone Instance State Private IP Public |

res-demo2-bastion-host bastion-host @Iﬂfra 2023.10 mb.large us-east-2a @© Running 10.1.3.148 3.145.1¢

res-demo2-vdc-controller vdc @App 2023.10 mb5.large us-east-2a @© Running 10.1.129.105

res-demo2-vdc-broker vdc @Iﬂfra 2023.10 mb5.large us-east-2b @© Running 10.1.149.12

res-demo2-cluster-manager cluster-manager @App 2023.10 mb.large us-east-2b @ Running 10.1.155.249

res-demo2-vdc-gateway vdc ® Infra 2023.10 mb5.large us-east-2b ® Running 10.1.153.135

2E g
27 A5 mlo|x|ofE Che Tt 22 ME 74 ME HEJH EAIELICH
. lt

o
o
o

m
i

105



Q7 I AX|L|o{E ARLC(R AEX 7H0|E
MEZ2 T2HIX{E ALt HElR ALSAL 018 X OlH YT 2 HEE EAIFLICH ¥ ZE A
S MEHEAEE HEE = /&Lt

« ID X3S A

Single Sign-On &EHQt Z2 MEE E AIFLICH

- HESZA
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* Directory Service
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- Research and Engineering Studio 4 | & demoadmin4 v

RES Environment Management L (6)
Users ( Actions a e
Environment user management Set as Admin User
c Qs Disable User
Username uiD GID Email Is Sud... Role Is Active Status Groups
* |IDEAUsers
(o) demouser2 3006 3006 demouser2@demo. No user No ®© Enabled
e DemoUsers
O sauser2 3011 3011 sauser2@demo. No user No @© Enabled e SAUsers
* DemoAdmins
O demoadmin4 3003 3003 demoadmin4@demo. Yes admin Yes © Enabled * AWS Delegated Administrators
* |DEAUsers
(@] pmtuser02 8001 6001 pmtuser02@demo. No user No @© Enabled e ProductUsers
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- Research and Engineering Studio

= RES

Groups

Environment user group management

a Q Search

Environment Management

L & demoadmind v

®
@ Actions a ) 9

Disable Group

1

Title Group Name Type Role Status GID
[ o) IDEAUsers IDEAUSsers external user @ Enabled 4000 ]
(@) SAAdmins SAAdmins external user @ Enabled 3035
O AWS Delegated Administrators AWS Delegated Administrators external admin @ Enabled 3999
Users in IDEAUsers (3 v
(] Username uiD GID Email Is Sudo? Role Is Active Status Groups Syn«
¢ DemoAdmins
(] demoadmin1 3000 3000 demoadmini@demo. Yes admin Yes @© Enabled ¢ AWS Delegated Administrators 10/3
* IDEAUsers
¢ DemoAdmins
0O demoadmin4 3003 3003 demoadmin4@demo Yes admin Yes @© Enabled * AWS Delegated Administrators 10/3
* |DEAUsers
e SAAdmins
= oo ASHEF A OlA
= HOIX|[0M CHEE e = U&LICH
=2 E=2 AHS
1. MEX I8S AL
= ES EHS (@] o == 2= E=2 = St& StAISLS
2. MSX IES M FP MY HFE AHS50 18 S HIEASHE L E sk
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Research and Engineering Studio L & demoadmin4 v

Environment Management Pro

s ts (6]
Projects (©) Cactions ») o

Environment Project Management e Edit Project

Q Search Disable Project

Update Tags
Title Project Code Status Budgets Groups Updated On

[ (o] project-1 project-1 @© Enabled - * IDEAUsers 10/3/2023, 7:04:18 PM ]

Z2HE AEEE AS 7S ZEME S22 MBELICH ZR2ME HAIZSoIM CH3 S +3

1. M LEE A85to Z2MEE &g + U&LUICH

2. ZZME S MBSt X HF & M8stofChgg +de & A&
a. ZZME HE
b. Z2HME H|g d3 £= Ed3t
c. ZZME B3 UH0|E

3. ZZHME Mg MEsto{ M| Z2ZMEE YdY + JUELICH

1. EZE2HME dM8S MEfgLCt

2. ZEANME ME HEE L=HFLICH
Z2ME D= oM HIE &Y 2 FH5t= Ol A SE == U&= 2lAA Efa]L|CH AWS Cost
Explorer Service. Rt A3t LIE2 ALE AL ol HIE &Y E T EHEE HESAMR

/A Important

o - -
ZZME D= 88 & HEY =+

ZZME 109


https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/activating-tags.html

S AX|L|o{E ARC|2 AL 7Hol=

T2 S0l CHE ALMIEE LIS S MME AESIMRAIR MES 7t
% 2

A
1) Z2MEo| of &t 2 HLICH ofl&hof CHEr RiMIEE LIS 2 MM E HZstMHIS ZLIE

= CIHEZ oY AARIR S/ & T A|IAEI(ZIEEL), EFS, for Lustre, FSx NetApp ONTAPEE
£ EBS & AEE|XIFSxE A& £ U&LCH

EFSFSx Lustre® 2% & T}Y AJARIQI Ul = off Z2ME I
ONTAP £ QiCh= Hoil folsof g LICHDIs. 22{L} EBS E&
S EZ2MEO| RE VDIV CIE VDIs EE Z2HME 7Ho]| SR EIX
of gfL|ct.

ol /& FSx NetApp
2lX| SME AHE 5T Si
of= AtA & CIRE 2|7t {0

A >y

Create new Project

Project Definition

Title

Project 1D

Project ID can only use lowercase alphabets, numbers, hyphens (), underscores (), or periods (). Must be between 3 and 40 characters long,

Description

Do you want to enable budgets for this project?

e ]

Resource Configurations

Storage resources
Add file systems and/or 53 buckets to the project.

[ "] ©

Home dlrectory filesystem

Select the files m that will be used to create the user home directories on Linux desktops.
[ Shared Storage - Home [efs] v ] @

» Advanced Options

AR QEE T80 A HH(ZRME B 5 Z2HE AQKNS FTBLICH 2
Ol £ Y 4 U Fred2 V|2 Mt T2ne MMS HEFMR
&S Meyarict
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AR 7H0|E

Create new Project

Project Definition

Title

Enter a user friendly project title

(

Project ID

Iphabets. numbers, hyphens (-, underscores

(). or periods (.. Must be betwee

Do you want to enable budgets for this project?

(@ ]

Resource Configurations

Add file systems

select applicable file systems for the Project

(

» Advanced Options

Team Configurations

Groups

Role

00se a role for the gro

up

[ group_1

v ] [Proje(tMember

)

Add group

Users
Select applicable users for the Projec

Role
Choose a role for the user

=

Remove user
)

v ] [ProjectMember

IZME HE

1. ZRXE ZE|M ZE2HEE MESSHL|CY.

2. Y HRFHM Z2ME HEIS MENEHLICH.

3. YOo|EE UZFLICL ofdtE Ml stEie B2 AtME LHIE2 HIE ZLIEE 2 Ko{ MME
XM L. T2 SMo| CHEF AEAIEH LHER2 MME B ZSHMAIR BIZE F7t

4. MNMES H=HELICH

111



o1 2 Qx| AFCI2

AR 7H0|E

Edit Project

Project Definition

Title
Enter a user friendly project title

( Project1

Project ID

Enter a project-id

Project ID can only use lowercase alphabets, numbers, hyphens (-), underscores (), or periods (). M

Description
Ente !

ust be between 3 and 40 characters long.

Do you want to enable budgets for this project?

(@ ]

Resource Configurations

¥ Advanced Options

Add Policies

Select applicable policies for the Project

(

Add Security Groups
Select applicable security groups for the Project

(

» Linux

» Windows

Team Configurations

Groups

Select applicable Idap groups for the Project

Role
e a role for the group

{ group_1

v ] { Project Member

)

Add group

Users
Select applicable users for the Project

Role

00se a role for the user

[ userl

v ] [ Project Member

Remove user
M ]

IZ2MEME|ID 7 L= N 7H
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Environment Project Management

Projects
1

Q <
Title Project Code Status Budgets Groups Updated On
[ (o] project-1 project-1 © Enabled - e IDEAUsers 10/3/2023, 9:06:30 PM ]
1
File Systems in project-1 v
Title Name File System ID Mount Target Projects Scope Provider Created through RES?
No records

ZZMEE MMSIHLI HES M Z2HME M LHo| 12 SME AI85H0] AR HIZSIg FIIE £
UESLICH AR HIZSI2 Hot O F 1AM H2 A A|E AJRIEQ A2 FIFAHE ZZHME | 2 E
VDI QIAE A O MZEHLCt.

MM F=71

Z2MES Sof HEE DE QIATA CHE VDI HHAE Fofsts IAM HMS F718 4+ 2L
Che 71-3t Hoi2 Aol Ej18 X[ ELIC

11|$
[l

Hot 188 F7tstod Z2MEO| mE VDI QAR A0 CiEt &4 W 441 HlO[EIS Koig £
ch. 2ot 18 S 2 Ystdw O3 712t Hoi2 2ot TSl s xIHELIc
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html

2 QIx|L|0fY ARC|2

017

res:Resource/vdi-security-group

Hot a0 cHet AtMIEH LI 2 Amazon VPC AHE B ALl EoF I 52 ME5Io] 2|40 CHE E
cHE Mo{E EEFHML AWS.
AZF ATFRIE F7}
ZE2ME L} 2E VDI MMM AR E|= AlZF AT BIEE FIHE £ I&LICH RES £ Linux &
Windowsoll CHEF AT BIE AIRHS KIHBLICH ASRIE ARt B2 OHS 5 SHLIE MEE & QlaL
Ct.
VDI Al A| A3 RIE A™Y
Ol M2 RES 78 EE= MR|7F A™ME|7]| Hof VDI QIARIA Al A| AFRIEE AIZTELICH
VDI 7t T EE 49 A3 -E &™
Ol M2 RES 7+ 0| 22 &l £ A3 REE AIRELICH
AJEEE ChE SME XIHELICH
A3BE 74 of
S3 URI s3://bucketname/script.sh
HTTPS URL https://sample.samplecontent.com/MZ
2Z ot file:///user/scripts/example.sh
0% ol He #EZ FEE ZE Q48 MBE UL
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-security-groups.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-security-groups.html
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¥ Linux

Run Script When VDI Starts
Scripts that execute at the start of a VD

©

Script  Info Arguments - optional Info

[ s3://sample-res-scripts/sample.sh ] [ 1.2 ]
[ https://sample‘samplecontent.com/sample] [ ] ( Remove Scripts )
[ file:///root/bootstrap/latest/launch/script ) [ 1.2 ] ( Remove Scripts )

Add Scripts

Run Script when VDI is Configured
Scripts that execute after RES configurations are completed

©O

Script  Info Arguments - optional Info

[ s3://sample-res-scripts/sample.sh ) [ 1,2 }
Add Scripts

v Windows

Run Script When VDI Starts
Scripts that execute at the start of a VDI

©

Script  Info Arguments - optional Info

[53://sample-res-scripts/sample.sh ' ) { 1,2 }
Add Scripts

Run Script when VDI is Configured
Scripts that execute after RES configurations are completed

©

Script  Info Arguments - optional Info

[ s3://sample-res-scripts/sample.sh ] [ 1.2 ]
Add Scripts

|H

2HME 74| of

A4 xH
o™

i
o
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1. XISE ALKV CHE AFS R 182 Z2MEo| £718t74Lt Z2HME0|M MAY 4 s 22
ME B4 ACI0lE'9 XIBE ASAIT ZRMES A8t FE HIT MY £ s ZRHE &
e ololE'2 TAE ZRME #a| HatelLich

2. VDI XIHE AL R 7H Z2HE LHoA| VDI MA4S M3 4 ol M MATH XIHE A8 Z
ZHE Lol M CHE AFS ALl MAS MA37LE SR8 4 s THE ASXIS| MM MABR'2
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L
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=
- ZEME Ba| Pt
- VDI AlM 2| 3t

°
]
s
|
AL
X
X

E
> o
Iy
I
OH
=0
15
Hu
[15]

sl H o — 37 — =2 O == = sk A
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2 = st 1T T o = =] ST = — = =
QUGLICH 8 Mt T2 US NS D SiY ZE2MEO| CHE BE AFSAH X 0| CHE HA
AXRXS S A 2
A SEE AEE = J&Lo
Team Configurations
Groups Info Permission profile Info
| group_1 v ‘ | Project Owner v I: Remove |
é Users/groups assigned to this permission profile can grant themselves or
others higher privileges for this project by re-assigning personnel to a
different permission profile
Eroup_2 v ‘ [ Project Member v I': Remove ‘|

| Add group \

No users attached. Click 'Add user” below to get started.

|:’ Add user \)

(_cancel ) m
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v Desktops
My Virtual Desktops
Shared Desktops
File Browser

SSH Access Instructions

O project2 Project2 @ Enabled

= group_2 * usert 7/15/2024, 11:45:22 AM

.+ * grol 1

v Environment Management O  project3 Project3 @ Enabled :rouziz - 7/15/2024, 8:05:20 AM
+ group_.

Projects

VDI M| gt &t

M4 A
AL X7} My Virtual Desktops T O| X|0{| A AFA]| VDI MA4E A|ZHE £~ QlEX| 042 E Aof&L|Ct
ZH2|KE7t okl AFS Ko H| AHA| VDI MM E AlZE = e 7|52 R SE{H o] SME HIF g5t
gHLICH A2 RHE XIEX| RFAIS| VDI MIMEE SXlstn S2E £ &LCH

ZE[X7} okl AFE R AH| M4
Zo| Hlgg=HE Lot

fjo

A AEH HBHO| ©f

o= -

Virtual Desktops D Autorefresh

test2  Connect

© Ready ws . " © No Schedu

1:05

Tuesday, August 6
CHE AR MM ME EE SR

ZHE|RE7E ot il AFERETE 2177 B A F o M M4 m[o]X|of] HMAE = AESF SHERLICE Of2det
AEXt= o] HEto| FoiEl Z2MEO| CHE ALEXHE ?IEF VDI MM E AlEE & &L

St A4 =H
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ZE[XETE obl AFE RO A CHE AFEXEON CHEF MM S AIEE + = HEHO| /s 2 215 M

Yoz =2 20| M4 2h2| ofzfoll M4 B =27F E AIELICH
RES <

v Desktops
My Virtual Desktops
Shared Desktops
File Browser
SSH Access Instructions

v Session Management
Sessions

ZERE7F ob i AFERIOIAHI CHE AHEALE @IEt MldE dde TEto| ol B2 215 BM Zole

CHS1k 20l MM 2te|7F ZAIE|X| ek& Lt

RES <

v Desktops
My Virtual Desktops
Shared Desktops
File Browser

SSH Access Instructions

Het Z2 4 2|

RES E|AtE CHE ZtdE ssto Wt Z=oteU g 2Elg + U&LICH

3 x4=H

o o
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Research and Engineering Studio PN & admin1 v

RES Perm ®

Permission Profiles

Desktops 3
Create and manage permission profiles.

My Virtual Desktops

Shared Desktops

File Browser j L R R
Profile name Description Creation date Latest update Affected projects
SSH Access Instructions
(@] Project Owner Default Permission Profile for Project Owner 2 months ago 3 weeks ago 2

. UpdateStatus test 3 weeks ago 3 days ago 1
Session Management o P 8 Vs ag
Dashboard O Project Member Default Permission Profile for Project Member 2 months ago 2 months ago 2
Sessions
Software Stacks 1

Desktop Shared Settings
Debugging

Desktop Settings

Envir
Projects
Users
Groups

File Systems
S3 Buckets

Permission Profiles

1. 7|2 det =28 Ho|x[olM Eei= Het =2 EHO| o|§& ME{ELICH O] HO|X[ol| A MEAEH H
gt Z2 oS WRsHHL AXME + Q&L
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Project Owner Dalete

General Settings

Profile ID Description Creation date

[P project_owner Default Permission Profile for Project Owner 3 weeks ago

Latest update
3 weeks ago

Permissions Affected projects

Permissions (4)

Permissions granted to this permission profile

Project management permissions (selected 2/2)

Update project membership Update project status
U sociated Enable or d a project

@ Enabled @ Enabled

VDI session management permissions (selected 2/2)

Create session Create/Terminate other’s session

RES Permission Profiles Project Owner

Project Owner

General Settings

Profile ID Description Creation date
project_owner Default Permission Profile for Project Owner 2 months ago

Latest update

4 hours ago
Permissions Affected projects
Affected projects (2)
List of projects using this permission profile.
Project name Groups Users
Project1 [4 1 2
Project3 [ 2 0

3t

[ulyi)

o
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Create permission profile

Permission profile definition

Profile name

Assign a name to the profile

- )

Must start with a letter. Must contain 1 to 64 alphanumeric characters

Profile description
Optionally add more details to describe the specific profile

Permissions

Permissions granted to this permission profile.

Project management permissions

Update project membership Update project status
Update users and groups associated with a project Enable or disable a project

(] (@ ]

VDI session management permissions

Create session Create/Terminate other's session
Create a session within a project Create/Terminate another user's session within a project

121
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Permission profile definition

Profile name

Assign a na

[ Project Member ]

Prnﬁle des:rlptlon

Default Permission Profile for Project Member

Permissions

ermissions granted to this permission profile.

Project management permissions

Update prcqect membershlp Update project status

o o

VDI session management permissions

Create session Create/Terminate other's session

=2 E 0| XK|of A ol Y= S E=I5
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© 1 permission profile deleted successfully. This deletion did not impact any ongoing projects.

RES
v Desktops

My Virtual Desktops Permission Profiles
Shared Desktops Create and manage permission profiles.
File Browser

SSH Access Instructions

Profile name Description Creation date Latest update Affected projects
v Session Management O Project Owner Default Permission Profile for Project Owner 2 months ago 3 minutes ago 2
Dashboard
(@] Project Member Default Permission Profile for Project Member 2 months ago 2 months ago 2
Sessions
Software Stacks 1

Desktop Shared Settings
Debugging

Desktop Settings

4

Environment Management
Projects

Users

Groups

File Systems

S3 Buckets

Permission Profiles
Environment Status

Snapshot Management

DERES ZZMEO|E Z2H AR FAHE £ e F 7IX| 7|2 Het Z2 0ol MZELich
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. .
Environment boundaries

Define the environment boundaries to set the maximum permissions applicable to users. Then create and manage project roles and desktop sharing profiles. Enabled permissions in the
environment boundaries can be modified in roles and profiles listed below, while disabling permissions overwrites their status and automatically turns them to 'Disabled globally'

v File browser permissions (enabled 1/1)

@0 Accessdata

Display File brow in the navigation menu and access data via web portal.

v Desktop permissions (enabled 12/12)

@ pisplay @ Keyboard [ @] cllpbnard cnpy
Receive visual data from the NICE DCV server nput from the client keyboard to the NICE DCV server opy data from the NICE DCV server to the client clipboard
() Pomter @O Keyhoard sAS @ clipboard Paste
NICE DCV server mouse position events and pointer shapes Use t tion sequence (CTRL*Alt+Del). Note: Copy data to the NICE DC m
Requ ermissions as we
@O Mouse @D File upload
nput from the client mouse to the NICE DCV server @ screenshot Upload files to the session storage
Save a screenshot of the remote desktop
@ Audio Out @D File Download
Receive audio from the NICE DCV server to the client Download files from the session storage
v Desktop advanced settings (enabled 8/8)
@ Audio In @ use @D Web camera
Send audio from the dient to the NICE DOV server Use USBE devices from the client Use the Web Camera connected to a client device in a session
@ Printer @O smartcard @ Touch
Create PDFs or XPS files from the NICE DCV server to the client Read the smart card from the client Use native touch events from t
O stylus @D Gamepad
npur from specialized USB devices, such as 3D pointing devices Use gamepads connected to a dient computer in a session

or graphic tablets
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Project roles Desktop sharing profiles

Desktop sharing profiles ©

Manage your desktop sharing profiles

[ Q search ] 1 &
Desktop sharing profile ID Title Description Created On
(@] testprofile_1 testProfile_1 9/15/2024, 9:29:55 ¢
O observer_profile View Only Profile This profile grants view only access on the DCV Session. Can see screen only. Can not control session 9/11/2024, 2:10:22 F
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r Profile definition

Profile name
Assign a name to the profile.

Profile description - optional
Optionally add more details to describe the specific profile.

[

Permissions

1

Permissions granted to this sharing profile. Te enable the permissions that are 'Disabled globally', go back to the Environment boundaries and enable them there.

¥ Desktop permissions (enabled 12/12)

@ pisplay

Receive visual data from the NICE DOV server

@ Pointer

Wiew NICE DCV server mouse position events and pointer shapes

@ Mouse

Input from the client mouse to the NICE DCV server

@ Audio out

Receive audio from the NICE DCV server to the client

@ Unsupervised Access

Allow a user to connect to session without supervision

» Desktop advanced settings (enabled 8/8)

@D Keyboard

Input from the client keyboard to the NICE DCV server

@D Keyboard sAS
Use the secure sttention sequence (CTRL=Al=Del]. Note:

Requires

yboard permissions as wel

@D screenshot

Save a screenshor of the remote deskrop

o
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@D clipboard Copy

Copy data from the NICE DCV server to the dient clipboard

@ clipboard Paste

Copy data to the NICE DCV server fram the client clipboard

@ File Upload

Upload files to the session storage

@D File Download

Download files from the session storage

3t
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Project roles Desktop sharing profiles

Desktop sharing profiles ©
Manage your desktop sharing profiles.

[ Q. search ] <1 @
Desktop sharing profile ID Title Description Created On
[ [o] testprofile_1 testProfile_1 9/15/2024, 9:29:55 ¢
(@] observer_profile View Only Profile This profile grants view only access on the DCV Session. Can see screen only. Can not control session 9/11/2024, 2:10:22 1
4 3

r Profile definition ‘

Profile name
Assign a name to the profile.

[ testProfile_1 ]

Must start with a letter. Must contain 1 to 64 alphanumeric characters.

Profile description - optional
Oprionally add more details to describe the spedific profile.

[ ]

Permissions

Permissions granted to this sharing profile. To enable the permissions that are 'Disabled globally', go back to the Environment boundaries and enable them there.

v Desktop permissions (enabled 12/12)

@ pisplay @O Keyboard (® clipboard Copy
Receive visual data from the NICE DCV server Input from the client keyboard to the NICE DCV server Copy data from the NICE DCV server to the dient clipboard
@ Pointer @ Keyboard SAS (O clipboard Paste
View NICE DCV server mouse pasition events and pointer shapes Use the secure atrention sequence (CTRL=Alt+Del). Note: Copy data to the MICE DCV server from the client clipboard
Requires Keyboard permissions as wel
@O Mouse O File Upload
Input from the client mouse ta the NICE DCV server @ screenshot Upload files to the session starage

Save a screenshot of the remote deskrop

@ Audio Out @ File Download

from the s

Receive audio from the NICE DCV server to the client Download

@ Unsupervised Access

Allow a user to connect to session without supervision

» Desktop advanced settings (enabled 8/8)

e g

12
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File Systems

anage f

Title Name File System ID Scope Provider

Shared Storage - Home home fs-0b4cesh1914913e4 cluster efs

FSx Lustre fsx_lustre fs-0a9042e216f9e3109 project fsx_lustre

FSx ONTAP fsx_ontap fs-0105118574b5e3330 project fsx_netapp_ontap
efs home efs_home fs-0df4c9ac93b975142 project efs

1. TY AAHES HAELIC
2. WY AAHS MEE B2 T HFE AL CHe S S LI

f A =3

4. WY AATES MAELIC

5. T AIABIS MESHDY S04 SHERO| &S HE S I ALY MR HEE B 4 et
=5y

fjo

2
3. IDs MM MEHE MBELICIVPC. 24 22l > 4d > HER{3 IDs oM & &
4
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N

Create new File System

Title
Enter a user friendly file system title

X

[

Eg. EFS 01

Name
Enter a file system name

[

File System name can only use lowercase alphabets, numbers and underscore (_). Must be
between 3 and 18 characters long.

File System Provider
Select applicable file system type

[ EFS

Projects
Select applicable project

[

©

Subnet ID 1
Enter subnet id to create mount target

[

Subnet ID 2

Enter second subnet to create mount target

[

Subnet ID 1 and Subnet ID 2 should be in two different AZs

~

IO

Mount Directory
Enter directory to mount the file system

V.
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Onboard New File System X

Onboard File System
Select applicable file system to onboard

[ .

[ fs-0013c7a86b6d5f79e [efs] ]

fs-0edf4f076a4631d76 [efs]

fs-0303cda359d042ca8 [efs]

L fs-0ff091b934dda5208 [efs] ‘

(® Note
ZIBMez gE|kiet Z2ME ARKE M ZE2MES S8 M & Tt AAES MUE
g+ AeH, LIS HEE + glaLch
ZzMEO| & CIMEE[Z AF8E Tt A|AE2 Mount Directory Z2& = &80 2
2 Eol{oF FLICt/home. O|E A st & CIHEZ| Tt U A|AH ESCH2 M| 2ETE
ot AARO| AHHELICH O 7|52 Z2HMEQ HAAE ASKE & Safl ot AlAH ol
UMAZ 4 ooz TRHE 7hof o0|E{E ZElsHe o £20| ELICHDIs. VDIs =
ol AlARIE REESHE S MEIE OIRE X|Hol ot AlAES o2 EFfLICH
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r
Onboard New File System X

Onboard File System
Select applicable file system to onboard

©

Title
Enter a user friendly file system title

File System Name
Enter a file system name

File System name cannot contain white spaces or special characters. Only use lowercase alphabets,
numbers and underscore (_). Must be between 3 and 18 characters long.

Mount Directory
Enter directory to mount the file system

Mount directory cannot contain white spaces or special characters. Only use lowercase alphabets,
numbers, and hyphens (-). Must be between 3 and 18 characters long. Eg. /efs-01

[ fs-0edf4f076a4631d76 [efs] v ]

[ )

[ )

[ )

1

4

132



RES Environment Management

Snapshot Management

2
1
Created Snapshots = ©
Snapshots created from the environment
[ Q, Search ] 1
53 Bucket Name Snapshot Path Status Created On
No records
4
L

Applied Snapshots ©

Snapshots applied to the environment

[Q Search ] 1
S3 Bucket Name Snapshot Path Status Created On
No records

AHLE 22| HO|X[0|M CHE & =™ + U&LICH
1. MEE RE AT ST AEIE BT
2. LSS AERILICH AHMS ddstedH B MHE Heto| (e HAE ddsHok gLt
3. & 2 E AN sl EE SLICH
4. AMEE HEEL O
|

A A 2R E 133



O

AT S AL ARC|2 AEXt7tol=

r

>
I:
o
2
Olo

>

L
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0%
0X

AHAE Hdst7| Toll Amazon S3 H{Z!ol 3t HetS AMSaHoF g LICH 2! ddoi Ci et RhAllet
LH8 2 HZ! 488 XA, HZ! HE 2| 2 M M A 238 &8ss Wol E&LUL O
2iEt M2 TRHIKE £ B0l 24 ol M Baste 4+ aLich
® Note
O Amazon S3 HZ2| +& F7|= MF oM 2E|ZX| pf&LICH 2E0M HA =8 7|

£ ztz|stoF ghLCt.

HZI0] HBte R 7hsted:

1. HA S=oM 8 HAlS MEiFL o

2. TEH RS MEfELCH

3. HHZ HAoA HES MEHELCt

4. HZ HHMol Cts B2 FILELICE O] gtE2 AFSAte| 2t 2 CHA| gLt

AWS_ACCOUNT_ID
RES_ENVIRONMENT_NAME
AWS_REGION
S3_BUCKET_NAME

/A Important
ol M X5t HE 2XFE2 MEHALICH AWS. KEAIEH LHE 2 https://

docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_version.html
THelg A ESAAIR.

"Version": "2012-10-17",
"Statement": [

1>

C
%
i
o
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~

"Sid": "Export-Snapshot-Policy",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::{AWS_ACCOUNT_ID}:role/{RES_ENVIRONMENT_NAME} -
cluster-manager-role-{AWS_REGION}}"

},

"Action": [
"s3:GetObject",
"s3:ListBucket",
"s3:AbortMultipartUpload",
"s3:PutObject",
"s3:PutObjectAcl"

1,

"Resource": [
"arn:aws:s3:::{S3_BUCKET_NAME}",
"arn:aws:s3:::{S3_BUCKET_NAME}/*"

"Sid": "AllowSSLRequestsOnly",

"Action": "s3:*",

"Effect": "Deny",

"Resource": [
"arn:aws:s3:::{S3_BUCKET_NAME}",
"arn:aws:s3:::{S3_BUCKET_NAME}/*"

1,

"Condition": {

"Bool": {
"aws:SecureTransport": "false"

iy

"Principal": "*"

—
>
r
= =
s
>
==

=14k 244 (Create Snapshot)]
M8 Amazon S3 HZ! 2| Of
Z

=
[ ]
1 22 MY B2

Mo Mo

w
o
a
»2
-
=
o
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4. MZE MELICH
r )
Create New Snapshot X

S3 Bucket Name
Enter the name of an existing S3 bucket where the snapshot should be stored.

[ )

S3 bucket name can only contain lowercase alphabets, numbers, dots (.), and hyphens (-).

Snapshot Path
Enter a path at which the snapshot should be stored in the provided S3 bucket.

[ )

Snapshot path can only contain forward slashes, dots (.), exclamations (1), asterisks (¥*), single

guotes ('), parentheses (), and hyphens (-).

. A
5. 5~102 ¥ A4 HO|XK|oM MZ T &S MEiSto] HEHE EHQFLICH AELS HENT
IN_PROGRESSO{IAl 2 HZAE m7} x| #&35t%| o &LICFCOMPLETED.

AR HE

BrEol AHAE MMFH Fol= Y AHAES M Bt &0 24835104 CI|O|E{E oto|2Bio|ME = U&
LICH Bt E0| AHAS 212 = U S HZo| M| HAZ F716HoF & LCH

AHAE MESIH ALER Het, TEME AT EQ|of ARH Het 2l I Af B Z0i CHEF o
20| U= T+ A|AEID ZH2 O|0|E{ 7t SAFELICH AFEAF MM 2 SHIZ|X| et &LIC. *'T.J.' FO
MEBEM L glAA HIAEL 7|2 HEE &0lsto] o|0] EXSH=X| HRlFLCH 55 M2 =9
AR AHYME M BE0M BlaA MYE ALELICEH Ol = 7| 372 #0| %AFEWPJ Ct

E 72 claA HEEOIYE HIES AR O3 &2 M85t =H™HE OIEF Y 7IZ M El=
EE MMELICIRecordName_SnapshotRESVersion_ApplySnapshotID. & EFA R T X

ApplySnapshotID 20|12 AHAE MEFloi= ZF A|ZE AEFLICEH
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Q7 Sl XL ARL|R S
AL S 2|7 0| Sof AHA2 2420 7HEHE HULITH M B FolM 8" = e Bl
AE YHEX| AELICH B4 2lAATH UE BlAAS B2 AHMS BS E|lALQ| 718 HE &QIE
LIt && Bl428 M8 + U= B2 T35 Bl42 Q0| 7|8 2laAE d8FLD

M gtZo| o &1} Ct2 7Lt Amlste A< CloudWatch 21 &0 U= ZI0|M ME HEE &0l
& £ /res-<env-name>/cluster-manager U&LICH Zt Za0E [AHAF M) ET7} Y&sL
Ct. AEHAFS M E T F0i= the section called “AHAF 22" HO| X[l M ARAF MEHE =S = U&E

LICt.

700 HEtS F7bstdH
1. B2 SHolM A B MeizLIC

2. Mg MeELICH

3. 7! Aol M HEIS MELICH

4. BiZ Mol Ohg 22 F7HELICH o] 2SS AL8Xtel ZtoE ChAE LIC

AWS_ACCOUNT_ID
RES_ENVIRONMENT_NAME
AWS_REGION
S3_BUCKET_NAME

"Version": "2012-10-17",
"Statement": [

{
"Sid": "Export-Snapshot-Policy",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam: :{AWS_ACCOUNT_ID}:role/{RES_ENVIRONMENT_NAME} -
cluster-manager-role-{AWS_REGION}}"

},

"Action": [
"s3:GetObject",
"s3:ListBucket"

1,

"Resource": [
"arn:aws:s3:::{S3_BUCKET_NAME}",
"arn:aws:s3:::{S3_BUCKET_NAME}/*"

137
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[

},
{

"Sid": "AllowSSLRequestsOnly",

"Action": "s3:*",

"Effect": "Deny",

"Resource": [
"arn:aws:s3:::{S3_BUCKET_NAME}",
"arn:aws:s3:::{S3_BUCKET_NAME}/*"

1,

"Condition": {

"Bool": {
"aws:SecureTransport": "false"
}
I
"Principal": "*"
}
]
}
Astg Hstz{E:
1. A4 X2 st

AHAFO| ZEEl Amazon S3 HHZ!2] O|§ & &l=dstL|Ct.

kol el Tt B2 & ={FLICH

A WO DN
:3
T
=
lo
I
I
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I

Apply a Snapshot X

S3 Bucket Name
Enter the name of the S3 bucket where the snapshot to be applied is stored.

[ )

S3 bucket name can only contain lowercase alphabets, numbers, dots (.), and hyphens (-).

Snapshot Path
Enter the path at which the snapshot to be applied is stored in the provided S3 bucket.

[ )

Snapshot path can only contain forward slashes, dots (.), exclamations (!), asterisks (¥*), single
guotes ('), parentheses (), and hyphens (-).

5. 5~10% F AL ZE| HO|X|oMH M2 T &S MEistod HEfE =flgfLct

Amazon S3 H{Z!

Research and Engineering Studio(RES)= Amazon S3 H{Z!ZS Linux Virtual Desktop
Infrastructure(VDI) QIAEIAO| EIRHSI= 42 RIHELICH RES B E|At= B4 2l of S3 B3 =iof|
MS3HZ2 of 2EYSTIRES, ZZMEN HAs D, A4S HES D, HAS MAHE = U&LICH

_>,+_
N
>
ol
m&"
§9
rr
Mo
HI
ol
[l
()]
w
&I
N

S3HZ CHAIE= SE2 NS ELICH S3 HA HAIEE

| —
:
oM ChEE 488 + YU
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/index.html

Bucket name Bucket ARN Mount point Mode Custom prefix Projects

53 Bucket arn:aws:s3:res-s3-example /53-bucket RAW %p default

Ct2 MM M= RES Z2XME 0 A Amazon S3 HZ!2 a2t 2|st= whedg A4gdstL|ct,
A

« Z42|El VPC HHZE 2|8t Amazon S3 HZ! AFXH =H

« Amazon S3 H{Z! F7}

i

« Amazon S3 H{Z!

]
I

« Amazon S3 H{Z! AN H

. clole] Z|

o WA AE HA HAHA

. Zatol8lofM ColE| £

M

x| VPC

- EM&ZE

« 243} CloudTrail

ZA2|E VPC HIZE 2|8 Amazon S3 HZ! AFH =7

Z42| ! ofl Research and Engineering StudioZ HiZ3t= < VPCLCHS EA|of 2t AWS AH|%Hof Y

Z&t F lambda 7/ TtEZt0|E{E MOI0O|ERESELIC.

1. Research and Engineering Studio7} HiZEl AWS A 2| Lambda 2&0i 23218 L|C}

2. 2l= Lambda & & &ot B Mg LICH<RES-EnvironmentName>-vdc-custom-
credential-broker-lambda.

3. ol 7 RS MEELICH
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‘ @ This function belongs to an ap|

plication. Click here to manage it.

¥ Function overview

Info

Diagram Template )

Related functions:
| select a function v

® B3|

Layers ©) ‘

‘ m APl Gateway

("+ Add destination )
2 -

(_+ Add trigger )

Code Test

General configuration
Triggers

Permissions
Destinations

Function URL
Environment variables
Tags

VPC

RDS databases

Monitoring and operations
tools

Concurrency and recursion
detection

Asynchronous invocation
Code signing
File systems

State machines

Monitor

Configuration | Aliases | Versions

Environment variables (16)

The environment variables below are encrypted at rest with the default Lambda service key.

| @ Find environment variables

(~JoJo)

(__Export to Application Composer ) ( Download ¥ )

Description
‘vele lambda to provide temporary credentials for mounting object
storage to virtual desktop infrastructure (VDI) instances.

Last modified
17 hours ago

Function ARN

Application

Function URL Info

Key

AWS_STS_REGIONAL_ENDPOINTS

Value

regional

CLUSTER_NAME
CLUSTER_SETTINGS_TABLE_NAME

DCV_HOST_DB_HASH_KEY

DCV_HOST_DB_IDEA_SESSION_ID_KEY
DCV_HOST_DB_IDEA_SESSION_OWNER_KEY

MODULE_ID
OBJECT_STORAGE_CUSTOM_PROJECT_NAME_AND_USERNAME_PREFIX
OBJECT_STORAGE_CUSTOM_PROJECT_NAME_PREFIX

OBJECT_STORAGE_NO_CUSTOM_PREFIX

4. 7oA BE HLE MElSto] ST MME S

5. HEZ MEiStD gol OS2 22 M 838 HEE Rt
« 7|: AWS_STS_REGIONAL_ENDPOINTS
« 2t regional

6. X% (Save)=2 MEAEILICE

Amazon S3 HHZ! 7}

RES £t30i S3 HZ!E F7I5t2{H

1. Add bucket(HHZ! F7t)2 MESgFL|CH

2. HZIO|E, L OIRE ZQIEARNS Z2 HI ME HEE

/A Important

« MSE HA ARN,

il

OIRE ZQIE

=

instance_id
idea_session_id

idea_session_owner

vde
PROJECT_NAME_AND_USERNAME_PREFIX
PROJECT_NAME_PREFIX

NO_CUSTOM_PREFIX

Amazon S3 HZ!
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/A Important
- EY ZEE AS¢OlolH Azl #tEE H0[E AE| AiMEH LIE2 MM E H ZstAl
2.
4. 12 SH oM nit AY HMAE sl HZ!E HXHARNS = IAM HEE MSE + A&LIC
O EHA|of et ARA HY HM A st IAM [E S WAt A HA UM A Mg
5. (M= AME LISO| HZE 4 s Z2MEQ HZIS MBI 5HXIEH S3 Tl ZRMEO)
7|Z& VDI Mol B R o~ glgLict Z2MET HZID (A4 E = AR E MMEF HIIE O2E

gLk
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RES

Add bucket

Currently only available for Linux desktops

Bucket setup

Bucket display name
Type a user friendly name to display

Bucket ARN

Paste the copied Amazon Resource Mame (ARN) from

Mount point
Type the directory path where the bucket will be mounted

Mode
() Read only (R)

Allow user only to read or o

53 even across different accounts

© Read and write (RW)

Allow users to read or copy stored data and write or edit

Custom prefix

Enable th em to create a prefix automatically

| Mo custom prefix v

» Advanced settings - optional

1AM role ARN

To access the bucket, paste the |AM role Amazon Resource Mame (ARN) copied in Identity and Access Management (LAM)

Project association

Projects - optional
Associate the bucket with t

to Create Project.

lowing projects. To add a new proje

| v | .;:(3:;.

(o) DD
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/A Important

TE2MEZ 53 HZD 94735 H 0| sE =

(VD) QIAEIA O] EHRHE|X| ShasLICh Bzl B

EMEO|M AIZFEl VDI Ml4dof] BFRHE LI

. S3EZIOIM ZRMEE HZ AT S3 BiZ2l ClolE]
& ALSAHE ST lOJEfoll AUMAE 4 9 ElLICH

FIF
0

Edit bucket

Edit S3 Bucket

Bucket setup

Bucket dlsplayI name

Type 2ndly name to display
53 Bucket

Project association

Projects - optional
Choose the projects to associate to the bucket
v ()

( default X

| default |
[ cancel ) Save bucket setup

Amazon S3 H{Z! &7
1. S3HZ! FSE0{M S3 HZIS MEAEFL|CE.

2. =d HIolM KIS MettLich

/A Important
HA HAM 2E Z2ME A4S M 7{stoF gLt
w7 5fede s3 HZlo| ClolE{of Wae x| efaLich S3 HT of edZdet M2

CIRES.
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GlolE Ae2

of S3 &g F7I5t™ HZ! LHS| CIO|EHE &Y Z2ME 4l ALEAtet A2|E REST
&LICH B2 £71 HO|X|olM 7] MB(R) EE= 17| L MT|(R/W) ZEE MEHE £

7| Mg

Read Only (R) O| MEHE|TH H{ZI9| 25 AFARN(Amazon E|AA O|§)E 7|82 2 M0 Ae|7t
MEELUCH o & 04 BE|Xt7F & RES AHE3504 HHZ!E 0l F7FARNarn:aws:s3:: :bucket-
name/example-data/st1 Ol HIIE ZT2ZME AL ZZME B} (IASIH Z2ZME AL T2 X
E B VDIs LHOI M A|EtSHE AFSAHE B Z bucket-name OF2HOll Q= of = CIOIE{EF Q1€ £+ )&
LICt/example-data. SHE AR 2|F 9| Cl|O|E{ol| HMAE 4= &Lt HZA! o HFAZF FIHE K]

2 49 ARNTIA HZ2 HEE ZE Z2HEN| ASE + U&LICH

(e}

17] 2 m7|

Read and Write (R/W) O] MEHEZ|O{E {0 HHE ARNCHE HHZ!2| MF A & 7|8t £ O|0|H

AE|7t AL MSELICH o]l ZEo= #2lRt7F S3 HAof CHaH HH 7|8 HFAE MSE = UESF
&H&ste F7F FM0| U&LICH Read and Write (R/W) E MEASIH CHE SMo| Z&E =8O

2 Hw& M3ste ALSAE XIE HF AL M2 MEE + A&LICH

« AERX|E HFA R

0jo

* /%p
* /%p/%u
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Add bucket

(@ Currently only available for Linux desktops

Bucket setup

Bucket display name
Type a user friendly name to display

( )

Bucket ARN
Paste the copied Amazon Resource Name (ARN) from AWS 53 even across different accounts

( )

Mount point
Type the directory path where the bucket will be mounted

( )

Mode

O Read on\y(R)
Allow nly to read or copy stored data

© Read and wrlte(R/W)
Allo s to read or copy store:

Custom prefix
Enable the system to create a prefix

[ No custom prefix a ]

No custom prefix v
Will not create a dedicated directory

A& xIE Cllo|E A2l eig

AEXF X|HE HF A of CH3H No custom prefixE MEASHH AL X} X|H dlo|E{ Z2| gi0| HZ!

Ol Z7HELICH o] A 6tH HI 1t AZAE ZE T2 MEf 27| L M 7| MA|A HEHO| EoiEL

Ch. o & E0{ Z2IXF7} No custom prefix ARNarn:aws:s3:::bucket-nameE RES AIE35}
01 o HZIE F7tstn O HIE T2 ME AL T2 ME B GASIH Z2ME AL Z2ZMEB
VDIs LHOI M AlZFSt= AFE A= HHZIOf| CHEF FRBH o17| 2 7| MM A HEHE ZH& LT

T2HMEY ~FO| O|0|E HE

/%p 7t AL R X1 HF A of CHa MEHE|PH HHZIQ| CO|E 7L (e 2 SY =2 X
gL sp HeE Z2ZHME I EE LIEHLICEH o€ S0 #EIXIIF E /%p MEISH ARN

arn:aws:s3:::bucket-name 2} 7 Ar&3t0 O OIRE ZQIEE RES A

FItot= B /bucketO| HAIE ZEME A L T2 ME Bl Q1A H Z2ME AQ| APQXF A7}

of U & & U&LICH /bucket. Z2HME AQ| AFSXI BE P%XP A7} BSOS & S5

A& LTt /bucket. DLt AFE X B7F Z2EME BVDIGAM & A AL /bucket,

ClO|E{7t ZEMEHE AR(E2 2 ALSKL A7 2Hg8t T2 EAILZ|X| et &LICt AFSAF ATL &

|r|°I"

o
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7 A AX[L|oF AFCIR AERE7o|=

Mt o2 HFAL o2l el S3 HEIMM &S
oM E AF8E /ProjectB [P BAMAE

ZzMEH ASKHE HolH A

£ /ProjectA UX|EH AL X BE ZZHME BVDIs
A& LIt

/%p/%u 7t ALK X' HFAF of CHEH MEAE|EH HZIo| HIO|E 7t s Z2EMEQ ¢1AE 2t &
Mz2dME U ASEXROH ZEIEULC %p ¢ ZEME IEE L F LHD AFE A} O|F 2 %u Lt
LIC} 0 & E0f, ZEIXtE & /%p/%u MEISH ARN arn:aws:s3:: :bucket-name 2 2| OF

00

b 0

2E ZQIEE RES AIE35104 o 42! FIIELICH /bucket. O] tl-la"2 ZEMEALZENME

Bet HZAE|of &LICH Z2ME AS| A AE o THUS £ 5= U&LICH bucket. %p A2IT

AE O™ AlLtEZ|22 HE| 0| B MEX BE o Z2ME A0IM AFERE A7} EHMEH g & =+

AELICE /bucket T2 MEQL ALE A} 257t CI|O|B{E AZ[FLICH AL AL AT A8t T2

AL ot2ief S3 HZIAM 3E %= /ProjectA/UserA UX|EH AtZX BE ZEXME AVDIsOIM &
A&8%& /ProjectA/UserB [2F HA|AE 4= Q& LICH.

TR A B2 A A

RES = H{Z/0fl M3t #3t0| Ql= 742 CF= AWS HIAOIA IS EFRHE £ QI&LICH CHE ALLE]
LoiME A AS| RES 830 7|E Boi| S3 HZ!E B Afstedn & Lict.

1EHA: off BHEZRESE! H'H0i| M IAM g (01§ AE AZt

E

):

1. S3HZ(AE A)oll AM 230k 3= RES HIHol AWS ZtE| &0 23 IF Lt
2. 1AM

M

£2 Yulch

AM CHA|EEZ O|sS &Lt
£t A E 0 M PoliciesE ME{EFLICEH

=
2 MM

w
(AN

=
c. [} JSON HAMZ 2o{d&LICHAI™E B Q= S3 HZ!Q| <BUCKET-NAME> O|§ 2 2 HbHE

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
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"Action": [

"s3:GetObject",
"s3:PutObject",
"s3:ListBucket",
"s3:DeleteObject",
"s3:AbortMultipartUpload"

]I

"Resource": [

"arn:aws:s3::
"arn:aws:s3::

[

: <BUCKET-NAME>",
: <BUCKET-NAME>/*"

a. M=ol o|=2g U3FrL|CHod: “S3AccessPoIicy”).
b. MEHM HFZ FItsto YMo| 5
c. YHME HAEstn Y dd 2 MEELIC

5. IAM &8 gLt

a. o4 Mag M
b, MY & Q

c. CIZ JSON Mg 20 Z&LICHA A ™ol X A% ID<ACCOUNT_ID>, RES HiZE Q9|
<ENVIRONMENT_NAME> 73 0|5, AWS ZITIRESO| HHZ El <REGION> A ENZ CHA).

"Version": "2012-10-17",

"Statement": [
{

"Effect": "Allow",

"Principal": {

"AWS": "arn:aws:iam:

Qe AEE| RESZ A8XF XIH A HAM

custom-credential-broker-lambda-role-<REGION>"

:<ACCOUNT_ID>:xrole/<ENVIRONMENT_NAME>-

Amazon S3 HZ!
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"sts:AssumeRole"

"Action":
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O|&(0d: “S3AccessRole”)2 &2 H

o5t
!

a.

i

M

3CFAHM Ej2 F7

b.

« 7|: res:Resource
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ol
ol
(o]

AL ERES:

F

._o=._

T

ofl A IAM 2

9.

LICE.

F

=
=

£ SAARN

odst
|

AM

o
X0
%0

LICH

F

=
=

RES Z&0f 2190/

b.

LICH

F

._OH—

.i

<]
ol
e

oM S3 1

mfn
—

LICFARN.

F

2 ol2ds
= H-1H

=3
=

q

g ARN ZZ=0 IAM 2

2B A 7AI’E BO[A H

LICH

F

el 2&0] 2221

HE B2 AWS

1.

LICE.

F

=
=

S3CHAIEEZ 0O|S

a.

149

Amazon S3 H{Z!



a. T EiS MEiStT B3 M 2 MEdstL|C]

b. CtS HME FTtstod HH

S A2 IAM 34&Hoi| EHZ!of| CHEF M| A HEHES FoErL|CH A
<AccountA_ID> A Ao Al

ANl A ID2} <BUCKET-NAME> S3 HHZ! O|& £ &):

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::AccountA_ID:role/S3AccessRole"
.
"Action": [
"s3:GetObject",
"s3:PutObject",
"s3:ListBucket",
"s3:DeleteObject",
"s3:AbortMultipartUpload"
1,
"Resource": [
"arn:aws:s3:: :<BUCKET-NAME>",
"arn:aws:s3:::<BUCKET-NAME>/*"
]
}
]
}

c. X¥EH(Save)2 MEHFILICE

Zzto[Slof M ClolEf RE x| VPC

jn

MEX7I 20t S3 HZIo| ClI0|E{E H|Ho| KAl S3 HEle2 SE5K| 2522 VPC AEZQIE
QiZ45to ZEtolH! B E5 8 £ QIS LICHVPC. CH2 CHAlo M= AIX LH2e| S3 H{Zlof| CHEt MM A
&A™ 30| U FIF HHo| CHE HMAE X|H5HE S3 AHH|A0] CHEH VPC RIEXZQIEE

Mot g2 HoiELC}.

0z o

1. Amazon VPC &8 L|C}.
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b. 0lM Amazon VPC 2& 2 LICt hitps://console.aws.amazon.com/vpc/.

2. S38 VPC UL EZQIE M.

O
e

c. AHIA HFolA AWS MH|AE =45t of gFLICH
d. AlH|A O|& EE0f com.amazonaws. <region>.s3 (ig AWS E|¥<region>2 2 H¥
71)E =I5t HLE “S3"E AMELIC
e. SH0IM S3 MHIAE MEAFLIC
3. de=xQlE ¥ 74!

a. OMA=ZQIEE MM VPC & VPCHEHF LI

b. MELI oA HHE Sofl MEUo| AEE[= ZEI0|S! VDI HEHE 25 H

c. DNS 0| &4zt oM S4M0| ME{E|of IEX| & FLICH o[ A stH Z2to|8! DNS
=

b. HH HWEZ|M HE E= §E Al L] 2[AA0 CHE HMAE AEtHets ™
LICt ChS2 oAl HAMULICH | mybucket S3 HHZ! 0|11}t 111122223333

444455556666 HMA IDs HEHE F045t2dE MAHE AWS HHEHE AFE5104):

o
A= xQIE HERT QAE{Ho|AR &Qle =~ /&LICH

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": "*",
"Action": "s3:*",

"Resource": [
"arn:aws:s3:::mybucket",
"arn:aws:s3:::mybucket/*"
1,
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": [
"111122223333", // Your Account ID
"'444455556666" // Another Account ID

1L

Amazon S3 HZ!
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https://console

o417 Ql dx|L|o3 ARLCI2 AFE X
)
}
}
}
)
}
5. QAEEOIE AAd-
a. MHA™¥g dEgLCH
b. Create endpoint(YIE=ZQIE MA)S MEHEHL|CI
6. QI=ZQIE 20
a. AcxQIEJI MME|H VPC 242|dEXQIE MMo =2 o|sEHLCt
b. MZ MAMEIJ=ZQIEE MEHSEH|C}
c. &ENTF AR 7tSEHXR] = elghLCt
CHS EHAlo| e AE == XI™EE A™E ID LHe| 2[AA R X|EHEl S3 HMAE 5{&5t= VPC AlEX
CIEE MMEtL|Ct.
2X a4
HZ!0| of B RHEIX| b= K| & 2lsl= Wi VDI
HZ!0| of EfRHEIX| ot AR 2FE &8 = e H VDIZEXR| %71 U&LICH of2H BHAHIE WS
LIC}.
1. VDI 211 &0l
a. AWS Ztz| 20| 28|t
b. EC2 242 ¥ QAEA 2 0|SELICH
c. A|EEHVDI QIAEIA S MEHEH|C}H
d. MM Z2|XE VDI S5l of AZ8gLICt
e. LIS HAS AFLICH
152

sudo su
cd ~/bootstrap/logs
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047|0IM REAE 28 2013 4 UL LICH Mol hEt M s
|

configure.log.{time} Z+ 0]

ISt Jetc/message 2 10M KEAISH LIS S EOlSHAI2.
2. AKX X|™H x4 Y 22 7{ Lambda CloudWatch

o
M
ro

AWS &2 2&0of 22QlgL|ct.

Q

b. CloudWatch 2£2 Y1 21 1§ 2= o|s&Lch
HAMSHL|CI /aws/lambda/<stack-name>-vdc-custom-credential -
broker-lambda.

d. X HmW A8 7I58t 20 288 AAlstT 21 LHolM 2 F 2 3t&LUCH o|gf8t 2a0lE
S3 HAlg .EJXHOP7| et HAI MAEXRF X AHE 5B E MSste HAMH EX o cHer MF
HE7F 2EELUCH

3. A=K X|™H K2 5H =22 7{ APl H0|E¢|0] CloudWatch 21 &Ql:

a. AWS #z| 2&0i 2algf L Ct.

b. CloudWatch 248 91 21 18 22 0|s&Lct.

c. B E AMEL|Cl<stack-name>-vdc-custom-credential-broker-
lambdavdccustomcredentialbrokerapigatewayaccesslogs<nonce>.

d. XM A8 7Is8t 21 288 At 21 oM @7 E #&LICt o2&t 2a0=
S3 BiZI2 ERIsHE O TR E ALK K| X2 ZHoll ChEH API Gatewayoll CHEH 2% 2 8
Eoll et M= HE71 ZafELc

25T $ HZlo IAM & 742 HISHE WY

1. AWS DynamoDB £2Z o 23 QlgfL|C}.

o EHo|2S Mefst|C}.

a. ¢lZ EHAM M EOIES ME{ELIC

b. £ %o} MEHEFL|Cl<stack-name>.cluster-settings
3. Elo|E2 AZHELICH
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https://console.aws.amazon.com/dynamodbv2/home

« Zt: shared-storage.<filesystem_id>.s3_bucket.iam_role_arn W& &=
<filesystem_id> ’85H0F 5t= T A|ARIO| 22 ZfgrLCt.

AlSH-
=20
S Metsto] WEIZ ATS MBI

Ol 9= 9 20| SHHE IAM GE 2 SHHZ 7 AHEIISK| HQIBHLICIARN.
ol gl BP

2 e ML

#2 M5 HEE UL

- 7| £dof| § eEELICtshared-
storage.<filesystem _id>.s3_bucket.iam_role_azrn.

« SHE IAM S

A3} CloudTrail

CloudTrail £ & AF23104 7| CloudTrail 0lAM £

gl
F& Mol M3 E x2S mELch CloudTrail £ AMASHIAM %4%*% 7 %3+04 S3 HZlof| EHEF A
MAE 7|58 LICH AWS CloudTrail Ol Z2ME E& AAZKtof AZEE QIAEA DO CHA| HZEE
ot
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-a-trail-using-the-console-first-time.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-a-trail-using-the-console-first-time.html
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Ol MMM = 71 CIATEE AEst0d CHE ALERIeE Hst= ol CHEt XIRIE AL RHol| A |

« SSH HMA
. JlAM OAZE

SSH HA|A
SSH £ Al2 5104 Bastion ZAE 0 HA| A SHE{EH:

1. MF0|A SSH HMAE RES MEHSHLLCE.
2. St EAIEl= K|Elo] M2} SSH EE= PUuTTY S AF25104 HAM| A SHLCE.

7hA OIATE

74 A3 E QIE{H 0|A(VDI) 2EES A2 5HEH AL XL ol M Windows EEE Linux 7HA A ES
MAMST ZE[E £ AUESLICH AWS. AFEAE ME5tE TF2 O Z2[FH(0|M0| AP Mx| & A=
AEJOI A Amazon EC2 QUIAEIAE A|EHE 4= Ql&LICE

RES = HXH CIE 2G MAE AEstod 71y dla3 & Al E X|HFLICH

« Amazon Linux 2(x86 % ARM64)
» Ubuntu 22.04.03(x86)

- RHEL 8(x86) Z! 9(x86)

* Windows 2019, 2022(x86)

|
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1. HIF0IA LH Virtual DesktopsE AMEHELICE.

2. M Virtual Desktop A|ZfS MENEHL|CE

RES Home Virtual Desktops

Virtual Desktops DRI e C winiews [ e )

rhel9 [ Connect

@ Ready RedHat Enterprise Linux 9 t3.medium @ No Schedule

CIA3E MEJ 282 M FIET7L SA| EA|ZH 10~158 O|LHO| AT ES AFRE £ USLICE A
X+ AlZhe Medst o|O|k|of 2t E2tEILICH RES & GPU QIAEAE ZtX|5t10 221 E2I0|HE A
x|gLict
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A3 & AMA

AR 7H0|E

2 HEl XIS S8 ClAT B0 HMASHE 20| THE 412 AT WLt

°
O
a
N
L

A4S MBS AL MUY E MEsto HEIRXE Sof Az S0l X7 AMAg L

MyDesktop3-windows

(4 Connect

(avcvseiomric )( @) .

DCV connection

DCV Z2}0|HEE Sall 23 &0 AMASHH %[ o] o

= U&LICH E S35l of HAl
A 52{EHDCV:

i
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Virtual Desktops

Virtual Desktops T [ | v )

rhel9 ¢ Connect

@ Ready RedHat Enterprise Linux 9 t3.medium @ No Schedule

2. Mx| X|HoiM ? ofo|2 S MEELICE
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=

How to connect to your Virtual Desktop?

Windows Mac 0S Linux Ubuntu Web Browser

Step 1) Download DCV Windows Client.

& ZIP & MSI

Step 2) Install the DCV client on your computer.
Step 3) Download your virtual desktop connection file. (DCV Session File) & Download

Step 4) Open your .dcv (DCV Session File) with DCV viewer client.

clAa3 & AEl o] 159



RES Home Virtual Desktops

Virtual Desktops Dper L © G | ) QT
rhel9 [Z Connect
@ Ready RedHat Enterprise Linux 9 t3.medium @ No Schedule

2. Virtual Desktop &/ Ef & ME4EFLICH CHS Ul 7FX| & EfOIlAM MEIE = Q& LICEH

. Bx
SXIE MAMS ClOIE £ 40| Y 4sHX| O T HMEX| SXIE MAS CHAl AR £ UBL
.

. REE

. E2
MMEE STz SEELICH HA| AEEXIE A8t B2 MME S=otH olo[E7t &
AE = U&LICH S&57| Toi| RES ot A|AERI0| C|O|EHE 2 dsHof g LICH.
X

HlA3E MEf7t H2alol MEELUCH HlAZES ChAl AIZHstH ol E2/70140| CHA| Al&tE]
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/hibernating-prerequisites.html

7H4 HlATE O SHEIE YEl0lE 5L Al4d 0B

2 WHE 4 aL

T windows | wnux ) (R0

b. Virtual Desktop & Eil & MEHFFLICH

c. SXIE Mgt

o H™ 2E MMl HaaE 27| YOolEE + gl&LIC
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A 0]

EAA 7} HOI0|EE|™ OIATE S CHA| A|ZHEHLICE.

e dazag ™ 161



047 2 QIX|LI0JY ARC|R A8 7ol

ome > Virtual Desktops
ual Desktops : - | ) T
astr
rhel9 [ Connect
(@ Ready RedHat Enterprise Linux 8 t3.medium @ No Schedule

IE’”OE 7t diaasoe dHol ieH MMEE SXlstHLE SEE WK &8 ez |K]
SRR S E 77 &EQ FR0T cla3 50| SXIELULCH f7F dEI= £
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RES » Home ) Virtual Desktops

Virtual Desktops Do © G v | o)

Last refreshed less than a

rhel9 [ Connect

(D Ready RedHat Enterprise Linux 8 t3.medit
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Schedule for windows-session X

Setup a schedule to start/stop your virtual desktop to save and manage costs. The schedule
operates at the cluster timezone setup by your cluster administrator.

[ (@ Cluster Time: October 20, 2023 4:32 PM (America/New_York)

Monday

[ No Schedule

Working Hours (09:00 - 17:00)
Stop All Day
Start All Day

Custom Schedule

[ No Schedule

Thursday

[ No Schedule

Friday

[ No Schedule

Saturday

[ Stop All Day

Sunday

[ Stop All Day
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Update Session Settings

Idle Timeout (minutes)

1440

Sessions idle for this time with CPU utilization below the threshold will time out

CPU Utilization Threshold (%)

60

Sessions under this threshold are considered idle

Transition State

Stop

Sessions will transition to this state after idle timeout

Enforce Schedule

Enable to allow schedule to resume a session that has been stopped for being idle

Allowed Sessions Per User

)

Maximum sessions allowed per user

Cancel Submit

g2 M ® otgiel a3 & HdE Ho|x|of JA&LICH 27 Argol et 87
otod MHE MY ELICH M MM2 HH0|EE dEE ALESHRIEF 7IE Ml
ALEErLICH
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AlZto| ZotE|H MAMo| SR | 7L F4Jo]f| 2} STOPPED _IDLE AFEHE MEHEIL|ICH A2 K= Ulo|
X STOPPED_IDLE MIME Al2tE &= &LICEH

Zqo2as

2% HAABOME SRECSAEE 2 4 2lauic a2 80l AU HEAK T2 £77)
71 Ohl B Mt AR A o1EoF BrLICk

RES Home Shared Desktops

Shared Desktops (2)

List of Virtual Desktops shared with you. Unless user has Admin or Owner profile, session owner must be connected in order for them to connect.

@ Session Created ¥ Last 1 month

o} All States ¥ All Operating Systems ¥

Name Session Owner Base OS Instance Type State Permission Expiry Download DCV File Join Session

DemoSession demouser2 Amazon Linux 2 méa.large © Ready 10/26/2023, 5:00:00 PM Download Connect [2

MyDesktop6-linux-gs demoadmin1 Amazon Linux 2 t3.medium © Ready 10/22/2023, 5:00:00 PM Download Connect [2

1

S poslt = e == o S = =2 st A ol 2 = 34041 =0 (=)
MMEE Sfote S S HYXtol Cier HetE 788 + UELICH oE S0 BY 2l BivoA
o 2 0 st -4 st A Ol
7| HME HMA HEHE RO = JU&LCh

1. Ol&3& MMolM 5 & MEfgfLCH
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AR 7H0|E

Virtual Desktops Auto-refresh

rhel9 [ Connect

(@ Ready RedHat Enterprise Linux 8 t3.medium @ No Schedule

Update Permission for MyDesktop5 X

Select the username, permission profile and the expiry date of the rules
[Q demoadmin1 XJ [ Owner Profile A ] [ 2023/10/22 }

View Only Profile

This profile grants view only access on the DCV
Session. Can see screen only. Can not control
session

Admin Profile
This profile grants the same access as the
Admin on the DCV Session

Collaboration Profile

This profile grants certain access on the DCV
Session. Can see screen, control mouse and
keyboard.

Owner Profile
This profile grants the same access as the v
Session Owner on the DCV Session
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RES Home File Browser

File Browser

My Files Favorites File Transfer

1 ™8 root / home / demouser

Q

2 items

Desktop

storage-root

—

2. Upload files Create folder Actionsv # Favorite C' Refresh i= #f Options v

Oct 20, 2023, 11:10 AN —

Oct 20, 2023, 11:10 AN —
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RES Home File Browser

File Browser

My Files Favorites File Transfer

1 ®mroot / home / demousert

Q 2 items X, Upload files Create folder Actionsv ¢ Favorite C' Refresh = & Optionsv
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —

RES Home File Browser

File Browser

My Files Favorites File Transfer

1 = root / home / demouseri

Q 2 items 2. Upload files Create folder Actionsv # Favorite C' Refresh i= i Options v
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —
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RES Home File Browser

File Browser

My Files Favorites File Transfer

1 ®mroot / home / demousert

Q 2 items X, Upload files Create folder Actionsv ¢ Favorite C' Refresh = & Optionsv

Desktop Oct 20, 2023, 11:10 AN —

storage-root Oct 20, 2023, 11:10 AN —

(@ Note

E£74% 7|z 24 Hel*XMo| MEELUICH Bt E HEsHL JHAIE X|*E B¢ &7
7|& ChA| m7dsH ok grLIct.
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RES Home File Browser

File Browser

My Files Favorites File Transfer

1 ®mroot / home / demousert

Q 2 items X, Upload files Create folder Actionsv ¢ Favorite C' Refresh = & Optionsv
Desktop Oct 20, 2023, 11:10 AN —
storage-root Oct 20, 2023, 11:10 AN —

2. YOlo|Estn M-S MEFLICH

i a2

IETRSES

I MES AE5to] 2F Y & o EEIF0lME ALE5tod IS MEELICE CHS oHE 27 0]
M FoilA MEdst T 8t X|Elof| et mdsS TEE = U&LICH

 Filezilla (Windows, MacOS, Linux)
* WinSCP(Windows)
» AWS Transfer for FTP (Amazon EFS)
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RES Hao

File Browser

My Files Favorites File Transfer

File Transfer Method

We recommend using below methods to transfer large files to your RES environment. Select an option below.

O Filezilla () WinSCP () AWS Transfer
Available for download on Windows, MacOS and Linux Available for download on Windows Only Your RES environment must be using Amazon EFS to use
AWS Transfer
FileZilla

Step 1: Download FileZilla
* Download FileZilla (MacOS) [4

* Download FileZilla (Windows) [
* Download FileZilla (Linux) [3

Step 2: Download Key File

( & Download Key File [*.pem] (MacOS / Linux) ) ( % Download Key File [*.ppk] (Windows) )

Step 3: Configure FileZilla

Open FileZilla and select File > Site Manager to create a new Site using below options:

Host Port

Protocol Logon Type

SFTP Key File

User Key File

demouser3 /path/torkey-file (downloaded in Step 2)

Save the settings and click Connect

Step 4: Connect and transfer file to FileZilla
During your first connection, you will be asked whether or not you want to trust . Check "Always Trust this Host" and Click "Ok".

Once connected, simply drag & drop to upload/download files.
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StX| 2 &LICH @ F:AE. TaskFailed'

Al

>~0||
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H& L|CH’WaitCondition 2= HIA|X| 2 AEH
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0

- AEHO| HB Mo R MHE ¥ AWS CloudFormation O|HI Y Y 20| £=4IE[X| f S
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 CloudFormation 3 44 & AEH Y Ay

AdDomainAdminNode CREATE_O{|M Q|F E|AA(H|2) AEH MA AMIiFAILED

- X4 3F e A
. jamE 28i& H3to| Q& LICh.PassRole
« LH AWS A Q|2 9| At&HE 0] 2|A A0 M LH Research and Engineering Studio0l AWS @Al A

= (=)
« Active Directory0ll F7HE|AKX|BF oM FEHEl AFE A RES

- MME HEE I ASKHE MEE = QIS

« AEEIX|
« £ S5 It AAEIZ MMRESTHK|RH VDI SAEN EFRIE|X| &t
- E S I AMAEIS 2HERESEX|ZH VDI SAE| ETAE|X| S

o HE X2 AFR AME| Of
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- &S| HEf= ATHILICH

« AHMOIEHOISEE 7HME = S S LUEE 239 8 ME&IX| & LICH
- Qlze}
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* Virtual Desktops A|%f
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IX|L|{E ARE(R MEX 7t0|E

HE2xo 2 & Al5tD '&L|C}.

AD 7+l A= Ql&l vdc HEE S QIAEAT =3 SQLICE /eVDI Z=0i| APl &Ef &2l &

ZE2MES F7h5| I ATEN 0 AS WY 1) Ecto] Z2MET} EAITIX| St

cluster-manager Amazon CloudWatch 2101 “<user-home-init> 7|2 O} & AL & = Q&L
Ct AFE X7 S713HE K| CHZ |7 (AI'E 0| A& X} Ol & @ B<)7F EAIEILICE

E3¢21 AE Al Windows HIAI S0 “HH0| HIE Gt E[}A&LICH ZEIRIHH 22|5tML.”

DHCP 2|%/1Z4 AD #9| M =X
Firefox 2 & MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

« Env AHA|

res-xxx-cluster AEH0| “DELETE_FAILED” &'E{jO|11 “4&0| R 25t K| & 7H{LL 71 & &= QIS
22 Qs 502 ArX||g 4= gigLct.

21 4F

VDI EICIREC

Linux EC2 QIAEANM EO CIREE

Windows EC2 QIAEIAOA ZO CIREE

WaitCondition 270l CHEF ECS 21 =%

(=]
A7 B BTA0] ChE Q1 23S MElY I OlD #H 2301 OF WA

(2024.08) 7t OIA3E0| FE HZ! ARN 2 ALK X|I™H HFALZ 217(|/A4 7| Amazon S3 H
Zlg ETASHX| =&

(2024.06) AD I & O|F0f 30| =& & 2 AHA M Ay

(2024.04-2024.04.02) VDI QUIAEAA %

(2024.04.02 0|5t) ap-southeast-2(Sydney) 2| Windows NVIDIA QIAEIA T AR E[X]| OF S
(

(

2024.04 1! 2024.04.01) 0i M RES AIA| 2lZ{ GovCloud

2024\ 42 - 2024.04.02) K2 E! Al Linux 7HY ClA 3 E0| “RESUMING” AtEfoilM SEHE £
AI\%L’“:'-
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(2024.04.02 0|5t) SAMAccountName %4401 CHEX EEE §4 X7t ZEEIAD MBRIE 5
7|35t K| 2t

(2024.04.02 O|3}) Bastion 3 AE0f HAM|AsH7| @3t matold! 7|7} S5 5FK| St&LCt.
(2024.06 O|5) AD S7|3t RES &0l 2 & HH7I ol S7I8tE|X| &S

(2024.06 O|3t) CVE-2024-6387, R egreSSHion, RHEL9 2! Ubuntu®| &2 o %|2FAd vDIs

ol MMol= LHolM HEE HE + U= fIXlol Chgr HE7F & |0 U&LICIRES.

* CloudFormation A Ef

N2 I8t A|AE! M2 Amazon EC2 Auto Scaling Group Activityoll B3

« UHFXOI Amazon EC2 2& 2

« OlEZEl SAE

. Qumpl SAE AN OATE

« EREIME|O SAE

« X E 8t R &8t Active Directory(AD) 274 &
+ Windows DCV C|HZ
« Amazon DCV H HE 37|

EM 2 A ZLIEHE AISE flol e & = Chde YE AAT7 HEE|o] J&LICH

273 01U oM AFH8 521 Amazon EC2 QIAEIA 0] Q& LICIRES. SSM Session ManagerS At 6t
st el

ol
AN
tLS HAStZ| @Il QlAaFA0f CHE MMHE A = U&LICH

Z{AH 22X & vde HE

IRl & E + AU&LICH

My
A
LQ
my!
rlo
o
I3
ju!]
o
[>
rm
[>
|0

| 22 o Z2|7lolM Y J|Et ZOE O

+ /opt/idea/app/logs/application.log
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+ /root/bootstrap/logs/
* /var/log/

* /var/log/ssd/
 /var/log/messages

* /var/log/user-data.log
* /var/log/cloud-init.log

+ /var/log/cloud-init-output.log

Linux 7t &3 &0|M 88 =21 U2 ChEot Z &Lt

 /var/log/dcv/
* /root/bootstrap/logs/userdata.log

 /var/log/messages

Windows 7t &3 & QABAS[ 2= oM & E £ U&LICH

« PS C:\ProgramData\nice\dcv\log
* PS C:\ProgramData\nice\DCVSessionManagerAgent\log

WindowsOilA L& o Z 2|70l 2Z2 ChF0M & & + &LICH

» PS C:\Program Files\NICE\DCV\Server\bin

1
30
>
C
o

Windows2| NICE DCV Q&AM mlU2 CIEoMH & &

+ C:\Windows\System32\config\systemprofileAppData\\Local\NICE\dcv\

Amazon CloudWatch 21 1 &

£ Amazon CloudWatch Log Groups0ll HEE 7|5 &L

Amazon EC2 2 AWS Lambda ZFE! 2|lAA
H &8 HEE M35t et HEE NS = U&LICH

Ch 23 852 8N EME i€ @
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 /<envname>/
* cluster-manager/ - main infrastructure host
* vdc/ - virtual desktop related
» dcv-broker/ - desktop related
* dcv-connection-gateway/ - desktop related
 controller/ - main desktop controller host

* dcv-session/ - desktop session related

EO I8 AME MOS0 22 2R 2 AEX EXALEE AMAE6tod HE|ZsHE 2ol =&0] E
= A&LICH O|F A st AZE EXtE ol &l HAIX|EF E=ELIC

2lot= & CHE 22 24 OI0IEHE E At f30| Z & El Amazon CloudWatch CH

olg S0 2xtY 2
SENEL LR
olaL|C}H

CIS2 2lZEl SAEQ| ofMULICE Ol AFE35tEdH 22| 2Helg @145t <envname> &
<region> £48 MAE ¢S =2 HtELICH

{
"widgets": [
{

"type": "log",
"x": 0,

"y": 0,
"width": 24,
"height": 6,

"properties": {
"query": "SOURCE '/<envname>/vdc/controller' |

SOURCE '/<envname>/cluster-manager' |

SOURCE '/<envname>/vdc/dcv-broker' |

SOURCE '/<envname>/vdc/dcv-connection-gateway' |
fields @timestamp, @message, @logStream, @log\n|
filter @message like /(?i)(error|ERROR)/\n|

sort @timestamp desc|
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stats count() by bin(30s)",

"region": '"<region>",

"title": "infrastructure hosts",

"view": "timeSeries",

"stacked": false

}
}
]
}

CHAIEE 9| ofl= ChE ot Z&LCh

CloudWatch > Dashboards ) res-stage2-errors-lines Autosave: Off @ Period override 5 minutes (auto)
res-stage2-errors-lines v 7t ‘ =) ‘ ‘ 1h 3h 12h 1d 3d 1w Custom [ | UTCtimezone V¥ H C I v H x H Actions ¥ ‘ Save
infrastructure hosts

@ 1. count(

40.00

30.00

20.00

10.00

.

1.64 |

e o
10-28 21:11:48
19:00 20:00 AR |

22:00 23:00 00:00 01:00 02:00 03:00 04:00 05:00 06:00 07:00 08:00 09:00 10:00 11:00 12:00 13:00 14:00 15:00 16:00 17:00 18:00

CloudFormation A EH

#HE e S0l YEE CloudFormation AE40l& &3 F&0t 2H#E 2|44, O|HE I £3 HEIL
ZetELc

2t AB0| O3l OIHIE, BlAA &3 B2 AZsto] ASiof CHE HEE HOIY £ aLich

/1 (|

M

RES AEH:

* <envname>-bootstrap

« <envname>-ZHAHE

+ <envname>-MH E 2

« <envname>-C|HEEE2|MHH|A
« <envname>-identity-provider
« <envnhame>-shared-storage
» <envname>-cluster-manager

* <envhame>-vdc
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* <envnhame>-bastion-host

>
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ok
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rr
oy
0
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wn
kl
0%
olr
oy
=
om

o2 &3 =
BAILZIE ALS 8+04 IHI E._ ag Qe 2lALE WEE = U&Lnh)
« <envname>

« <envname>-U|EZ

» <envname>-DirectoryService

« <envname>-AEE|X|

+ <envname>-WindowsManagementHost

EMZ 2l A|AE AMIiZ Amazon EC2 Auto Scaling Group Activity0l] 23

7h M| @ F-8 RES Uls LIEHLIE 2 24012 ofZalA014 AZES o] £ 7|5t 2XY 4 UL
.

Z} 91z 2} Amazon EC2 QIAEIA Autoscaling ZE(ASGs)HE QIABHAO X E#EE ZX|eE

O 8¢ = A= 85 Ho| Z&E[o] A&LICH Ul Ho|X|o| 2F F UL dMAE = gl B2
Amazon EC2 2£0|M ZS2E Q2IAE AT} 0o2] 74 U =X| QIS Auto Scaling Group Activity E0]|
M #24 E &9215t04 Amazon EC2 QIAEIA T} =8 SQIX| ASG &QlgtL|C}.

JZchH QIAR A CHEE 224 Amazon CloudWatch 21 2 AI235to{ EXlo| ole LiEtd £
AU LRI 7IFE[D JUeX| EHRUFLICH SSM AM Z2ES A 3F04 g RO A™d Sl QIAEH
A0 CHEE MME Q1 QIAEA T HIHAOZ EAIE|T of Qs Z2E|7| ®of| QIAEIA O] 2 1}l
£ ZAAtsto] Helg &elgd = QJU&LICIASG.
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AR 7H0|E

EC2 Dashboard

X ( EC2 > Targetgroups > res-bicfn3-web-portal-e2958adc )

EC2 Global View

res-bicfn3-wi

Events

eb-portal-e2958adc

v Instances
Instances Details
7
Instance Types

Launch Templates.

T: t

Spot Requests arget type
Instance

Savings Plans

Reserved Instances 1P address type

Dedicated Hosts Pva
Capacity Reservations
Total targets
v Images 1
AMIs
AMI Catalog

Protocol : Port
HTTPS: 8443

Load balancer
res-bicfn3-external-alb [2

Healthy
Q1

» Distribution of targets by Availability Zone (AZ)

Select values in this table to see corresponding filters applied to the Registered targets table below.

<

Elastic Block Store

Volumes
Snapshots Targets Monitoring Mealth checks Attributes Tags
Lifecycle Manager
v Network & Security Registered targets (1)
Security Groups
‘ Q_ Filter targets
Elastic IPs
Placement Groups (] Instance ID v Name v Port
Key Pairs
[J  0ba5ds08631f20043 res-bicfn3-cluster-manager 8443

Network Interfaces

v Load Balancing

Load Balancers

Target Groups

v Auto Scaling

Auto Scaling Groups

Amazon EC2 &2
AE AmazonO| EC2
Ct

EC2 Dashboard X

EC2 Global View

sl oa3 0| gle

Instances (5) info

Unhealthy
®0

o
S AEISHE RES Q1= 2} lL|C}.

Protocol version
HTTP1

VPC

vpc-011d10e23ad10ch8e [

Unused Initial
0 0
v | zone v | Health status
eu-central-1c © healthy
—_— A
2Iao| 3 x[o] AELIC

| Q. Find Instance by attribute or tag (case-sensitive)

v

Draining
0

Register targets

1

Health status details

HI&LICH EAIE 2l
HMS A= RES &4 0|&

|
=

A
o

@

Gl

L

Events | res-stage2 | X | | Instance state = running | X | | Clear filters
¥ Instances
O Name /' v | Instance ID | Instance state 'y | Instance type +
Instances
O res-stage2-cluster-manager 1-095bdc4c87321a4ff @ Running @ a mb5.large
Instance Types
O res-stage2-vdc-broker 1-041867308771e71d3 & Running @ Q mb5.large
Launch Templates
Spot Requests [l res-stage2-vdc-controller -08800976c757717e6 @ Running @ Q mb5.large
Savings Plans O res-stage2-bastion-host i-0523e5480f434581a ® Running @ a m5.large
Reserved Instances J res-stage2-vdc-gateway 1-00773bc97ccle841d & Running CCY mb&.large
Dedicated Hosts
Capacity Reservations
Ul Amazon EC2 2& 2 182
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Olzpgl 3AE U

Amazon EC2 2£0|M 7t& diA3E0| Al
IE2 WztMoz EAELICH QIARA O|§2o| ™MO|AIE OlA3

O|E2 AlZF Al HHE MM 0|F 0|0 7|2 'MyDesktop' EE= AAEXF7F &8 O|F ILICH

EC2 Dashboard X

EC2 Global View

tg da3as

AlSH

Instances (7) infe

Eo MAMSH
HE2 O OoOL-

| Q, Find Instance by attribute or tag (case-sensitive)

& S M CHS HIR st A LIEFELICH 0] 32 74 oA
o AERHLICH S

Events | res-stage2 | X | | Instance state = running | X ‘ Clear filters
¥ Inst

nstances O Name / | Instance ID | Instance state v | Instance type Vv

Instances

O res-stage2-bastion-host -0523e5480f434581a @ Running @ Q m5.large
Instance Types
O res-stage2-cluster-manager i-095bdc4cB87321a4ff ® Running @ Q mb5.large

Launch Templates

Spot Requests O res-stage2-MyDesktop1-demoadmind -022826¢122d8c78d5 @ Running @ Q méa.large

Savings Plans ] res-stage2-ProjectWork1-demoadmin4 I-09ba5d8ae152¢6f25 ® Running @ Q méa.large

Reserved Instances O res-stage2-vdc-broker -041867308771e71d3 ® Running @ Q m5.large

Dedicated Hosts O res-stage2-vdc-controller 1-08800976c757717e6 @ Running @ Q mb5.large

Capacity Reservations O res-stage2-vdc-gateway i-00773bc97ccle841d ® Running @ Q m5.large
¥ Images

AMIs

AMI Catalog
== -—
SEE HEel 3 AE

=2 = i = = =3

Amazon EC2 2£0 SR E QIAEAT EA|Z|/H UutHo 2 ZREICIATIE SAEQILICEH 2£0]
= Al ol = iz st 4o E= olst © 354 O|l= 7do = El &2
SEE HEjo| lzet ZAETJ T El B2, ol U 70| ofe 7 U= B, 0ol Al EX|

7t &

0%

F
SUS LIEtd = U&L

UHHAQl Amazon EC2 £ 2

QF
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EC2 Dashboard % Instances (10) info
EC2 Global View | Q, Find Instance by attribute or tag (case-sensitive) |
Events | res-stage2 ‘ X | | Clear filters
¥ Instances
[l Name /' 'y Instance ID | Instance state v | Instance type ¥
Instances
O res-stage2-cluster-manager i-095bdc4c87321a4ff © Running @ Q mb5.large
Instance Types
O res-stage2-vdc-broker 1-041867308771e71d3 (® Running @ a mb5.large
Launch Templates
Spot Requests O res-stage2-vdc-controller i-08800976¢757717e6 (© Running @ Q m5.large
Savings Plans O res-stage2-windows1-demoadmin4 i-092cdf6a7e52e9b%a © Terminated @ Q mé6a.large
Reserved Instances O res-stage2-rhel91-demoadmin4 1-0b3d134f606a53636 © Terminated @ Q mba.large
Dedicated Hosts O res-stage2-bastion-host 1-0523e5480f434581a ( Running @ a mb5.large
Capacity Reservations O res-stage2-aml21-demoadmin4 |-023844b29c12b9393 ® Q mé6a.large
¥ Images O res-stage2-MyDesktop1-demoadmin4g 1-022826¢122d8c78d5 © Running @ Q mé6a.large
AMIs [} res-stage2-ProjectWork1-demoadmind i-09ba5d8ae152¢6f25 © Running @ Q m6a.large
AMI Catalog [l res-stage2-vdc-gateway i-00773bc97ccle841d ® Running @ Q mb.large

X E 28t 8% Active Directory(AD) &4 &

ldapsearch "(cn=AWS Delegated Add Workstations To Domain Users)" -x -h corp.res.com
-b "DC=corp,DC=res,DC=com" -D "CN=Admin,OU=Users,OU=CORP,DC=corp,DC=res,DC=com"
-w <password>

ldapsearch "(&(objectClass=group))" -x -h corp.res.com
-b "DC=corp,DC=res,DC=com" -D "CN=Admin,OU=Users,OU=CORP,DC=corp,DC=res,DC=com"
-w <password>

Windows DCV C|e{Z
Windows ClATEIME CHS S AFR5H04 (IS MMS LtdE 4 QlaLc

PS C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv> & 'C:\Program Files

\NICE\DCV\Server\bin\dcv.exe'list-sessions

Session: 'a7953489-9dbf-492b-8135-7709dccc4cab’ (owner:admin2 type:console
name:windows1)

Windows DCV C|HZ 184
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Amazon DCV HT ME 37|

AmazonDCV& 74 AT E MAM0f| AF2EIL|CH. AWS Amazon DCV. CF2 o KoM= Ax|= DCV

AZEQfo{e HHE &elst= S 2oiFELICH

Linux
[root@ip-10-3-157-194 ~]# /usr/bin/dcv version

Amazon DCV 2023.0 (rl4852)
Copyright (C) 2010-2023 NICE s.r.l.
All rights reserved.

This product is protected by copyright and
licenses restricting use, copying, distribution, and decompilation.

Windows

PS C:\Windows\System32\config\systemprofile\AppData\Local\NICE\dcv> & 'C:\Program Files
\NICE\DCV\Server\bin\dcv.exe' version

Amazon DCV 2023.0 (rl5065)
Copyright (C) 2010-2023 NICE s.r.l.
All rights reserved.

This product is protected by copyright and
licenses restricting use, copying, distribution, and decompilation.

2 X RunBooks

CHe MMofl= WAE 4 9= X, Ol8 ZXISHS W, 2 M 12 ol Tt &etol ZarElo]

L|C}.
« Mx| EA
o MX| F ML XHEH MRS MHSD é—JSLIEL RES

» AWS CloudFormation “AlI{ HA|X|& =AM ELICH'WaitCondition 2= HIAIX|Z2 AEHS M3}
X Z}ELICH 2F-: é*EH.TaskFalled'
. éEﬁHOI HEHo 2 MME £ AWS CloudFormation O|HIY 20| £=AIEX| g
o AUEt HEO| QIARIA AO|2Z & vdc ZHEE D
185

Amazon DCV HHZ HE &7


https://aws.amazon.com/hpc/dcv/

TAX|LI-™ & FCI2 AEXt7tol=

E& A 2 F 2 215l 74 CloudFormation AEH0| AMK| | K| ot S

>0II

H&LICH

7 MM = CIDR 25 njzto|E{of| @ F7f 2
CloudFormation 2t73 MA & AEH A4 Alm

AdDomainAdminNode CREATE_O{|AM Q|5 E|AA(HI2) AEH MM ATIFAILED

(=]
Active Directory0ll F7HZ|AX|BF oM FEEl AL EXH RES

MMEE 88 I ASKHE MEE = §iS

CloudWatch S2AE #E(At 20| 37| X3to| LFE =M & LICH

. AER|K|
« E Sall ot A|IAEIS MMRESZHX|ZH VDI SAEN| EIAIEIX] &S
- E S5l i} A|IAEIE 2EERESEX|RH VDI SAEN EIAIEIX] &S

o HE X2 AFR AME| Of

of| A FSxOi| CHEt NetApp ONTAP AmazonS 4RESRHX|2F | Q1o 7HISH K| @It & LIC.

EOIEE 7IME + S5 S LEHLHE 239 37 MEE[X| §f&LICH

* Virtual Desktops A|%f

+ OIF0f AHS8E 7H CIAZE0| Cf Of4 HBHOZ 917 £ 918

« 5700 7t CIAT S0 AJRTE &~ R{&LICH

- ‘10| ERGLICL ME 2F
- VDIs ZE2H|X'd & Ef SCHE
2x RunBooks 186
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JHA EHAIE FH 24
e Amazon EC2 CIAEIA T 2L0MH SEE HIEXO
Ol A

« AD 7t Ao 2 QI8 vdc ZHEE 2 2
7} E A|ElL|C}.

EASD A&LICt
QILICE / eVDI ZE0{ APl A EH & QI Al

. ZRMEE £7t5t7| Yl AZESo| ASS HEE 0 Echeo| ZRHE L BAISIK| AL

« cluster-manager Amazon CloudWatch 2101 “<user-home-init> IS O & A& £ Qi&LICH
AER7E S718HE K| CHZ (A o] A8 XL 0| Q1 Z32)7t EAIELLCH

« 230l A= Al Windows CllA3 50 “AH0| HIEMHstE[R&LICH E|XHol|H 2olstMlL.”
« DHCP 2|8/ AD M o| S M EX|

» Firefox 2% MOZILLA_PKIX_ERROR_REQUIRED_TLS FEATURE_MISSING

Env A A

» res-xxx-cluster AEHO| “DELETE_FAILED” #E{O|T “&0| R&5IX| AL 7} HE = Qig” 2@
22 0I5 2502 AMX||E £ QiaLCt.

° E: /\7§|

« VDIEOCIREE

» Linux EC2 QIAEIAOM ZEO CIREE

« Windows EC2 QIABIANM EJ CIREL
+ WaitCondition 270 Cigt ECS 21 =&
o= &3

c ANHE BT SEX0CHE IS LES MEIF M OZ 28 2301 2F ¢

HR[ =

|

MRl = MASA XE EHRIE Yot A&LICH RES

AWS CloudFormation “AIl HA|X|E A& LICH WaitCondition 2= HAIX|2 ABIZ MM5HX]
ZRGLICH 27 4 Ell.TaskFailed'

EHo| MEaXoZ MME £ AWS CloudFormation O|H|& & 2/0| £+AIE|X| oS
AmEh YEjo| QIAMA AOIZE- & vdc ZHEEE

=
& Ay 2F 2 26 24 CloudFormation AEHO| AHKI|E|X| &5 S

B2 444 3 CIDR 25 ufetaleol @87 wrassLIc

x| 2 187
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+ CloudFormation &3 M4 & AEH M Al

- AdDomainAdminNode CREATE_OllM Q|5 BlAA (HIZ) AEH M ATHFAILED

MR = ASX XY EHelEg Y5t Al&L|Ch RES
@ Note
M ZZA: ol BHIE &5t 7| ol Secrets Manager 29t 2F 301 215 M2} PrivateKey
ZHXE XEsHoF &Lct.

1. 2|R-ab = 49| 2|AL0]| Q1A= QIZE M2 dr|o|EstL|Ct
a. AWS &9/ EC2>Z2E W4l > 2= WaiM oA RES 9/f 2= WM o|SFLc
b. BE XS M= 2= WHAME AMELICt<env-name>-external-alb.
c. EE HEHAMol| AZE 2|AHE FelELCt.
d. 7|2 SSL/TLS QEM7t M /B M MEF HEQ AAE E|AHE YO|o|EFLICE.
e. HEUES MEefLICH

2. 2HAE HAEHOIEMAM
a. DynamoDB -> E||0|2 -> 0| M E2{AE M HIO|E2 #&L|Ct<env-name>.cluster-

settings.

b. B EM LU SME LEY- 018 I, Y EXNY, U, 2 AR _alb'Z O|SELICH

c. Truecluster.load_balancers.external_alb.certificates.provided® Mg
L|Ct.

d. #/2 Hdo|EgL
Clcluster.load_balancers.external_alb.certificates.custom_dns_name. ¥l
A&t QIE{H O|A S| AFE AL X = H|Q! O|F LTt

e. 42 Hdlo|E=L
Clcluster.load_balancers.external_alb.certificates.acm_certificate_azn.
Amazon Certificate Manager(ARN)M| K& El sl @15 2| Amazon ElAA O|F()ILICH
ACM.
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3. ¢ Zcto|dEo] CHeH A8 SHE Route53 6t ZHIR HIZEE Q|E alb 2E H¥ZA{ ©| DNS
O|§€ 7I2I17|=8 YOO|E&LICl<env-name>-external-alb.
4. SSO 7} eZ40lM o|O| +HE AR RES & £Eo| 2t MH > X}4 5 S Z Xt > Single Sign

On > &fEf > HE HEO|M X3 AHE T Wt SYUEH 2SSO0 = CHA| G gfLCH.

o 21ZM F7+ VDIs

1. Hot 50| ClS EfE F716t04 2Ot &5 0] CHEE GetSecret ZS2 =
RES OfZ 2| 0|4d0d o4& LICt.

o2
]
1
30
rr
]
rot
mo

e res:EnvironmentName : <env-name>

* res:ModuleName : virtual-desktop-controller

2. ZAE ™M™ E|o|20A:

a. DynamoDB -> E|0|& -> oM E2{AE ™ H|0|2& & &L|Ct<env-name>.cluster-
settings.

b. &= &MU SHHE IHT - 01§ 7, RS 'EAY, 2 2& A 2
'dcv_connection_gateway'2 O|S & L|C}.

c. Truevdc.dcv_connection_gateway.certificate.providedZ A&&tLICt

d. Zf2 Ydio|EFL]
Clvdc.dcv_connection_gateway.certificate.custom_dns_name. VDI 4A|A0]
MBEl= A8 X' =HIQ! O|F L Ct.

e. #f2 YdIO|EFL]
Clvdc.dcv_connection_gateway.certificate.certificate_secret_arn. ¢/&
M 2HAE HRE ARN 20+ 25 0| L},

f. Zf2 Hdlo|EFL

Clvdc.dcv_connection_gateway.certificate.private_key_secret_arn. Z2}
olgl 7| EHIXE E K8 ARN £t &t 5 o] olL|C}.

L-—= L Tr
3. HOIEf|o| QIAEAN AISE[= Al RIEXE HOIO|EFLICE
a. AWS ££ 9| EC2 > Auto Scaling > Auto Scaling Groups™| A Auto Scaling Z&& iLIC}
b. RES &0 s st= HO|ESO| At& =™ 1&2 ME{ELICE 0|E2 WE #3& S WEL

Ct<env-name>-vdc-gateway-asg.

c. M R Mol A BESIS Fob LTt
d. M BE > 5l > MES HM HH A4)S Mes
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e. Ol2HZ A3 E
f. DHolEHiRE A3 E

g. CERTIFICATE_SECRET_ARN % EtO{E
2 B M2.cEH X)) & Z2to|H! 7|(2.dEHHA

ol ol

otod I = M5 HE 2 o|SELch

o
Sghoct.
_SECRET_ARN. O|248t Zk

5t EHoF oF 5 0l ARNs X|

3 = o
)I_E-IIEE —I?’—'ITl_ |_

5tod A2 X} C|O|E{ 2 0]
= X&LICIPRIVATE_KEY
=}
[ e [ Y

EXI:I

HE 2 Holo|EFLCE.
Auto Scaling 2 E0]| 2|20 HAME HTHO| A2 HIE

£ m|O| X[ of| Ad).
FCE QF nib Z2E WA S| DNS

==

312 ABHES 7Y

gHLICHAuto Scaling 21

7Ha ClAZ Eof CHsl AA 8 S Route53 5t =M1 &l

Ol§2 7t2I7|= & YO|IO|EF LICt<env-name>-external-nlb.
7|& dcv-gateway RQIAEAE ZE<env-name>-vdc-gatewaystl A €l

TFR| Z|ck2IL|C}.

S = AMIMESLICH'WaitCondition 2= HIA|X|2 AEY

AWS CloudFormation “A Il HIA|X|E £=AIFH
Q@ = AEl. TaskFailed'

S Mustx| RYBLICH 274

BXIE Al85t2{8d 2= Amazon CloudWatch 21 2 &2 ZAAg L|Cl<stack-name>-

InstallerTasksCreateTaskDefCreateContainerLogGroup<nonce>-<nonce>. O|§0| &2
=2 AMELLCH 23 Lo 2F HAIX|E

Pl A AR Jtlsst A |l 20 022 4

21004 7 U=

EA|of CHt REMEH HEE NS ELICE

® Note
mt2tOle gtofl S840l e

AWS CloudFormation AEHO| A Z =
o=x| £0|3L|C}.

1. OIHEY FA metolE7t S22 A LHEIRE

OlHIY FATF HREIUILL HMAEY 4 o

M5t RHHHZ LIt
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7

FelstM 2.

ok

FQIAFAO

0|)|
1]
ok

2. Amazon EC2 &0 &

<envname> XS A7} @1 Amazon EC2 QIAEIATI SRECZ EAIE LIS M QIAEHAZ IR
Tl B2 HEQ3 E& Active Directory 401 27t Q2 5 U&LICH
3. AWS s AFE BAILIE tHE 5o 2|2 2laAE YWY A A=A VPC, ZEtol8! &
HEE M 4 7|ef MES ot2tO0|E{ 7t MEERI= K| &elg|ct,
tztole & stutete 2R E 42 RES 42 AA|stn AufxZatof & = A&Lct REAIEH LIE
2 ME AMH EHHE HESHA

> o

to -Io

4. KA 2lF 2|AAlt 2 MES tiZ£8 3¢ UWESRZ L Active Directory 7t 04 441t I |5t
=X| #lgrLct.

et QIAEIATL Active Directory0ll 3o 2 7HUEIRI=X| &Qlet= Kol ZELELICEH of H
£ +d5lod X E the section called “Alufst 4E{O| QIAEIA ALO|Z2R & vdc HEED &

-

At JEfe| QIARA AO|2 3 EE vdc HE ST

O| 2X|o| 7}E a8t #QI2 EBIAA(E)7F Active Directory0l] 4Z235H7{LE ZQIE £~ Q17| I E IL|C}.

1. HHEM vdc HEER{9| A QI QIAEHASSMO|M E AL 3504 MM S A|ZHEHLICE

2. sudo su -E A™gLICt

3. systemctl status sssdE A™ELICH

AEN7E HIE A0 HLE ATHetHLE 230l 2 F7F EAIET QIAE AT} Active Directoryol] Z Q18 4= of
= 740 |c}.

- A H

g A o
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IX|L[o{& ARLC|2 AR 7H0|E

[root@ip-: 1# systemctl status sssd
® sssd.service - System Security Services Daemon
Loaded: Jloaded (/usr/lib/systemd/system/sssd.service; enabled; vendor preset: disabled)
Active: |active (running) |since Tue 2023-11-14 12:12:19 UTC; 1 weeks 0 days ago
Main PID: 317248 (sssd) Might see “inactive”/“failed” here
CGroup: /system.slice/sssd.service
[-31248 /usr/sbin/sssd -i --logger=files
[—-31249 /usr/libexec/sssd/sssd_be --domain corp.res.com --uid 0 --gid 0 --logger=files
[-31251 /usr/libexec/sssd/sssd_nss --uid 0 --gid 0 --logger=files
L-31252 /usr/libexec/sssd/sssd_pam --uid 0 --gid 0 --logger=files

15:27:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:27:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:42:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd_be[31249]: GSSAPI client step
15:57:19 ip-10-3-144-194.ec2.internal sssd be[31249]: GSSAPI client step

Might see errors
highlighted in
RED here

NRRRENREFRERRNR

SSMF E1

HYE QIABAN|M & M&lcat /root/bootstrap/logs/userdata.logsdlod 21
ghlct.

ol 2ol M 7Hx| 7hsE 2 QI F L7 28 4 Lt
28 210 1: HRE LDAP 017 ME HE7} glais

208 ZEFLCE CtSot 20| 048] H BtRE|= B QIAE AT} Active Directory0ll ZQIE = Qi&
L|Ct.

+ local AD_AUTHORIZATION_ENTRY=

+ [[ -z "' 1]

+ [[ @ -1e 180 1]

+ local SLEEP_TIME=34

+ log_info '(@ of 180) waiting for AD authorization, retrying in 34 seconds ...'

++ date '+%Y-%m-%d %H:%M:%S, %3N’

+ echo '[2024-01-16 22:02:19,802] [INFO] (@ of 18@) waiting for AD authorization,
retrying in 34 seconds ...'

[2024-01-16 22:02:19,802] [INFO] (@ of 180) waiting for AD authorization, retrying in
34 seconds

+ sleep 34

+ (( ATTEMPT_COUNT++ ))
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1. RES &Hf ¥ Soi Ct5oi cHet mie2tolE Zfol SHt2H U A= X] H gLt

« directoryservice.ldap_connection_uri
« directoryservice.ldap_base

« directoryservice.users.ou

« directoryservice.groups.ou

« directoryservice.sudoers.ou

« directoryservice.computers.ou

« directoryservice.name

2. DynamoDB H|0|Z0ilM ZRE 2kE UCIOIEE LI} B[01E 2 DynamoDB 2& 2| B0/ ol A
&g =+ A&t E|o]E O|&2 040k FLIC c

_,_
A
7))
~+
Q

name>.cluster-settings.
3. EHIO|E2 YO|o|EE &= &M &tF QUAHAE M 2l F{AH &EIxt K vdc ZEEHE A

Mg LICt Auto Scaling® DynamoDB El|O|=2 2| Z| &l Zf2 AFE5t0] M| QIAEAE A[ZFELICE

o~

o - |
[

e

Q1 2: R El ServiceAccount AtE A} 0| 0| J24E

237} Insufficient permissions to modify computer accountE BIEH5IHH AEH MM &
off 2438t ServiceAccount O|F 0| 2HIEX| &t 2 = UELICH.

1.  AWS Z2£0{ A Secrets ManagerE iL|C}.

o
-

2. directoryserviceServiceAccountUsernameE & &LICH E0oF &5 &= 040
Ct<stack name>-directoryservice-ServiceAccountUsername.

3. EotASTE Ho{ ME HE HO|X|E SLICH 2ot &5 ZfoA 2ot &5 2 HAME MElistn o
o EIAE B MEEHLC
4. S =

| HElO|EE HS HR) Al 501 B0| BRAE BEIR U vde HEBR] QAHAE AX
H

0 |
grLCt. Auto Scaling® Secrets Manager2| 2|41 Zf2 AL&3t0{ | QIARIAE A|ZFEFLICEH

& 2401 3: ZH2 =l ServiceAccount &5 @124

270 O] EA|Z|T AEH MM o 298 ServiceAccount &5 Invalid credentials?t SHI2X|

xE + U&LICH

1.  AWS 22£0{| M Secrets ManagerE jL|LC}.

mo

2. directoryserviceServiceAccountPasswordE 3t&LICH 2o @t 5 = 040fF &L

Ct<stack name>-directoryservice-ServiceAccountPassword.
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3. HobetsE Hoi ME HE HOIXIE FLICh 2ot &% grolA Hot o gt Mg Metstn
dh SAE B MBI

a. OlM ¢ZE KM 3E{™H AWS Managed Microsoft AD:

i. AWS Z£2 91 E 0|sELICt AWS Directory Service.

i. CIHEEZ[e| C|HEZ]IDE MBistD 2] & MEigL|C RES

i. AWS Z£2 21 Secrets ManagerZ O|S&tL|C}.

o
r

i. directoryserviceServiceAccountPasswordE &&LICH E0oF &%= 040
Ct<stack name>-directoryservice-ServiceAccountPassword.

i. £HotASE Poi ME ME HO|XIE SLich 2ot &5 ZiofMd 2ot &5 Zf AMg M
BNt CtS Uit BIAE & MEBFLICH
iv. HES MEfELC
v. ServiceAccount AtEAtS| A &3 & MYt D XS MEFLIC
5. %2 YClolES 7B Sx| A S0l #7790 FR{AE HE|XF L vdc HEED QIAEHAE AtK|

= C
LICH Auto Scaling2 Z| &l 242 AFE5H0 M| QIABIAE A|ZFErLICE.

34 A 272 2lsH 84 CloudFormation ABHO| &K E[X| f &
ol Zt2 B4 x| 2FZ Q& <env-name>-vdc CloudFormation A& A7} Alfst= &
fvdcdcvhostsecuritygroup, Ol= 2£&2 ALE5t0{ RES AWS M E MEW E= B9t JES

2 AEE Amazon EC2 QIARA MEY = U&LICH

E sliAsicdH™ oledet YAl = AR El 2 & Amazon EC2 QIARAE Ftol SEELICH O3 O
7
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274 MA = CIDR E2 mlgtO|E{of @&/ 7+ grAizi& LIt

18t mf S AEf7H Q! CIDR £ mtzto|efol| CHEt 27 7+ LIEHELICHFAILED.

Failed to update cluster prefix list:
An error occurred (InvalidParameterValue) when calling the

ModifyManagedPrefixList operation:
The specified CIDR (52.94.133.132/24) is not valid. For example,

in the following form: 10.0.0.0/16.

specify a CIDR

PXE HZAste{H of| & A2 x.x.x.0/24 EEE x.x.x.0/32Q]L|C}.

CloudFormation 8r4& &5-3

B2 AT YO BlAA M Bdo| WRLICH YR BINMAIME 83 BRI EAYsto]
CloudFormation AEH AiAdo| Alufst 4~ Q& LICH

O| 342 &4 AMAIstn MME CHA| A|=&LICH == CHE 2T MEE CHA| AI=E == &L
Ct.

AdDomainAdminNode CREATE_O{|A{ 2|8 Z|AA(HIZ) AEH MAS MTHFAILED

O 2F = o2 83 28 ddo] dolisteE B2 QAAHA AR F Z2H|IME Soil oi|7|x[ ofAH &

3= Amazon EC2 THX| HE Y + [U&LICH

AdDomainAdminNode CREATE_FAILED Failed to receive 1 resource signal(s) within the

specified duration

Almj 2olg &olste{H:
1. SSM & E{ ZE|RFM I X7} FHEl0] UEX], ZE QABHAN FHE[0 U= | EolghL|Ct
2. SSM RunCommand/Automation A& 7|50 M Z{X| 21 SSM EA{ 2| Aol QIAEA A|ZtD}

olx |3|.Ex| 2I-O|o|-|__||_—_|.

3. 742 Amazon EC2 QIAEAN| CHEt 21 I 24 CARA ZEZE AESI0{ T2 H|X{'H

S0l UAEAT MRS LU= X & QUL

i T
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Single Sign-On(SSO) %! Xt &&H
SSO 7+ M™of CHet RHMIEH Lig 2

+ the section called “IAM Identity CenterSSOZ A4%d”

+ the section called “0f| CH8t X4 5@ S 2 A 74 SSO”

A 5Y et ##E J|EF EXME sHAse{H Ol B s FHME HESHAML.
=S|
2 SH

o
o
rot
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s
Q

(7]

wn

X
o
D

e jam= T

« L AWS A 2|2 9| Al E 0| 2|AA MM L Research and Engineering Studio0l AWS M| A ST

£ 585t &L

.« 23012 AITE [ ASKE A2 4 98 OF W

= (=]
« Active Directory0l F=7HE|IX|EF ol M 2 El ALS X RES

- MME HEE M ASKHE MEE = §iS

« CloudWatch 22{AH #E|Xt 22| 37| MEHo| LR E =& LICH

iam:PassRole action2 s=&& T&t0| QICte @ F 7 YMsIH G of MEE = JUEE Mg o

O|o|E3&HoF & L|CIRES.

UE AWS MHIAE AFRSHH A MH|A 48 £ = MH|A 014 HE 2 MMSHE CHAl 7|&E &g S
g MH|A0| MEE £ U&LICH O|F 7| 3t24H AFXF7F MHH|A0] & ¥
K|z Qlojof EL|C}.
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017 U Ax|LjofE ARC|2 A8 7hol=

gh:l_:l—p St [[H I:II-AH
4010k EFLICt Marye=

r

CHS oAl 2 F = marymajor2te IAM AL X7 242 AF2 35104 0| A 2Hdg -’F%*
LICIRES. ot X2t 2Hd 2 & ste{™ MH|A g 0| £o48t HEto| MH|A0| R
MH[AO FgE HEE = JUe HEt2 7tx[1 UX| &Lt

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:

jiam:PassRole

0| Z< Mary7} iam:PassRole X2 5l 5
ZIQ st AR AWS ZE[RIol|H BolstMIR. #EXte 291 X174 5HE MB8H A

LH AWS H/H Q|2 of AFRHE 0| 2|Aa A0 M LI Research and Engineering StudioO|
AWS HMASIES 5185t H&LICH

CHE HIHo| AHERH EE X2 2R o AIEf O] 2|lAA0] AMAE [H AIEE = JE Jg S dded =
AELICH HH S + Y AZ[E + U= AFRE XIHE = AGLICH Bl |8 EH = HA A K|
01 S5(ACLs)2 X|Het= AH|A L B2 Ol2{Et HHE AL&5t0] ALSXI0IAH| 2|AaA0d CHEF AMA

et Foig = U&LICH

KtMS| dotEe{H OS2 BESAIR.

o &FEAWS H oM 2lAA0 CHEF HMA HEHE MBote LHS YotED{H IAM AL Y
Mol Af3 CHE AWS AEHL| IAM ALERHOA| AAMA HE KIS E R ZSHAIL.
(o]

=t
=
. R BT HCOIMS S ANAE RMBSHE WS YOLZHT IAM AR HHAQ| 9/% 015
A REOIA HMIA MB(RHZ B HCiB0IM)S FESHL.
¢ IR HAIAC A W EIAL J|H YMES AL SHE OIS Loh2{R 1AM AL HHAM O
2|44 78 BAT} AM 248H0] of A CHEX| AE MR,

i
1

O| ZEXlE SSO S&0| X FHE 3¢ LYUELICH EXME Helsitd™ HEER QlaHA 2O
Qlstn 7 Aol 277t A=K AEFLICH
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html

2 AX|L” ARLC|I2 AEXt7tol=

EIE &#QlstedH
1. CloudWatch 2& £ ¥Lct
2. 23§ oM ol§o|l ¢l aA&E A&LItt/<environment-name>/cluster-manager
3. 2RI I8 Ui 21 AEZ|M QRS HMBLICH
T4 dyg Holsteu:
1. DynamoDB £& ¥7|
2. EH|o|& oM 2t= HIO|E2 #&LICt<environment-name>.cluster-settings
3. EH|O|E2 €I HO|ZE &= BHMS MENELIC
4. LH MME ST ChE HeE UELICH
- 54 0| -7I
o XU-xEF
« 2t -sso
5. Run(&=)2 ME4gFLICE
6. BHEREl EXIolA SSO T4 Zhol SHHEX| HOlsLICH FRE B2 sso_enabled 72| 2t
False 2 9443 LICH
Edit item
You can add, remove, or edit the attributes of an item. You can nest attributes inside other attributes up to 32 levels deep. Learn more [4
Attributes
Attribute name Value
key - Partition key [ identity-provider.cognito.sso_enabled J
4
[ value ] O True © False
7. RES At&X%} QIEH|O|AZ Eot7t & AT ELICISSO.
AAE s oz 22X 198


https://console.aws.amazon.com/cloudwatch
https://console.aws.amazon.com/dynamodb

A&X7F RES QIE{H|O|A0| 21521 & [ 'AASKIE &2 £ QIF'0l2ts LF7H S AE|D ALS
X7} Active Directoryol Q= ZE<:
« AF&XE7L ofl @1 RES 2|20l ADOI| AL AHE F7HEH B2

[H& LICActive Dlrectoryoﬂ FElo X|EF ol M FEHE PQXP RES

« ARt ol (e BRRES:

1. &8 01E0| SHEH FEZIRN= K] HUFLICEH XEMIEH LIS 2 Single Sign-On2 ?{8t XA 5
=
[=}

S =
SR FA(SSO) BHle BEs

>
0 I3

2. SAML XS 3 SAML O|HIo| 25 At Xo| oMY FA0| OHE E|o{ UEK| &QlgL|Ct.

Active Directoryf| F=7+E[FX|B 0| M F=2HEl AFE X} RES

Active Directory0l| At AtE FI7H3UX|CH of| =2 &l 22 AD S7|SIRESE E2|7sliok &LICt. AD &
7|3l= RES 8tE2Z AD &2 Lambda & =01 2|5 OHA|ZF =~~4ElLICtH B0 ek M
AR EE OES FIIEH 2 LS S718 Z2MAT7F ASE W7HR| X[Q10| L Ae o~ Ql&LICEH
Amazon Simple Queue Service0llH =522 S7|3HE A2 = U&LICH

S7Et ZZMAE =522 AIFELICH

1. Amazon SQS & £ Lic}.
C

CH7 | o M & MEiBtL|Cl<environment-name>-cluster-manager-tasks.fifo.

P

2
3. [HIAIX] & L £=2l(Send and receive messages)|2 ME4EHLICE
4

HAIXI 2& of CtE2 gL

{ "name": "adsync.sync-from-ad", "payload": {} }
HAIX| 28 ID ol =2 =FLICH adsync.sync-from-ad
o

=
6. HAIXI Z= &7 ID of Jolo| Wxx 2248t LICh o] =2 ofH 58 o|Liof £ 3E =
£ £3l9} Dator gLCh 12X gow 20| RAIELIC
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https://console.aws.amazon.com/sqs

017 U Ax|LjofE ARC|2 A8 7hol=

Mg MAlshs Balxbo|X|aH MMS M438 ) Active Directoryoll 2= AIBAIE ALR Y 4 9 2
S AFSRITL MBOR 2IQI5H0F & 4 UALICH MAS B4 ALSRHOl CHAAMEE AT 4 &L

Ch. e A8 Xt #dol & H ol 2 lsloF 'LCH.

[o]]]

2023-10-31T18:03:12.942-07:00 ldap.SIZELIMIT_EXCEEDED: {'msgtype': 100, 'msgid': 11,
'result': 4, 'desc': 'Size limit exceeded', 'ctrls': []1}

CloudWatch 22{AE| ZE|At E0{|AM 0] LF 7| LMt H LDAP Ao LT Bt AIEX dzaE
7t B EIRIE = UE&LICEH ol EXMIE sl Z25tE{™ IDPL| Idap AM 2t M2 =E2|MIL.
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- £ Sall it AlAES WHYRESHX|EH VDI SAEOf| BIXHEIX| of S
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Amazon EFS

1. Amazon EFS £ 2 0|S&LC}.
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https://console.aws.amazon.com/efs/home#/file-systems

2. Tt AR SEI7H ALS THs QIX| 2QIErLICE
3. I AlAE MENE AL8E £ 8E B2 VDI SAEE AFsly| Mo 7|chRiuch
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E E5 1} A|AHIES 2HEIRESEX|OF VDI SAE| EFRIE|X| k2

HElE o A|AEjo|E VDI SAETH 0t
RES Q{0{of gfL|C}. o243t Tt AlAElS
£ #elstx| ef& o

2EYE oY AAED AZE HoF I E2 ChE 242 QHt2E ECiEE 538 sfok gfLict

* NFS Linux VDC EAE 9| EB|E|(ZE: 2049)
- SMB Windows VDC & AE 9| EZHZ|(XE: 445)
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https://console.aws.amazon.com/fsx/home#file-systems
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Het2 CHE ALS%tof cHell == X7 F+dg
E{2|0of CHEt <group-ID> ™Al ei7|/A 7| H

o

sudo chown root:<group-ID> /<project-name>
sudo chmod 770 /<project-name>

Linux 2! Windows 22 2E0|AM NTFS AEIQY 28 A}

S7 U2 SY ELHY SR EE= AE o|'0=| TAIE
o & X|™H35t™H myfolder, ChangeE £ 9| HEHE Allow

LICH ol &

A= sof &g
e @ = Mo A Bodstc}.

LICt of| &

E0{ A2 X} user_01 2!
= Full ControlReadZ® A%X{st £

/<project-name> C|&]|
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— Documents Properties X
[ R
r N
E:[] ~ Permissions for Documents
1|  Share Pemissions =
Dis (@roup or user names: h
Evernyone
e
 folder
folder
Ider
Pemissions for Everyone folder
Full Control folder
Change
Read folder
folder
folder
S folder
folder
folder
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7 2 Ax|LiofY ARC|R A8 7ol

EE 2 Linux 220|121 E 2 Windows 22I0|1E ZF M A8 E 4 L|nux NN 0%% St
AMEX} 0| domain\username?| NetBIOS = H[Q! O|& &A1}t SV
Z&H{ofF &rLCt. O|& Linux AF2 X2t Windows AF2 X} ZHo| ‘='._‘| ist= o

Amazon FSx for M HE|ZZ2EZ I 2 C &3t NetApp ONTA

e
i =
lﬂ
OII
i

O

Ol A FSxoll CHEF NetApp ONTAP Amazon2 &ERESRHXIEH mH|Qlofl 7h St x| 2f Rk
&Lt

84X RES 2 £ 0 A FSx & NetApp ONTAP Amazon2 M5t H I} A|ARIO| T2 H|X{L X[
TRl 7HUE|X| et &LICH MM E ONTAP It A|ARIS = HRISVMOI| Z Q15244 Microsoft
Active Directory0ll ZQISVMsE & Z 3t Amazon FSx 29| BHAIE WEL|CH Ee38t Mol AD
S| Amazon FSx Service AH0{| 2(UEIR=X| =l L|CH 74 EHQlol| 83 Mo 2 SVM =21 E|H
SVM 2<% > AEXZQIE > SMB DNS O|§2 2 0|S5t04 LI S0l ZR352 2 DNS O|§2 SAELCH

THelo =18 & E8{AE A DynamoDB Ef|0|£0{ A SMB DNS 7+ 7|& TZIEFLIC}.

1. Amazon DynamoDB & Z 0|8 & L|C}.

2. EHO|Z2 & MEiSt CtZ & MEHFLICt<stack-name>-cluster-settings.
3. HO|& &5 EMolM EHE| & &¥6tT O EHE LELch
- 54 0|§ -7

P
Y

N
ol

« %} - shared-storage.<file-system-name>.fsx_netapp_ontap.svm.smb_dns

4. I:!|_|-§|_|-EI_| %I-EO A—|EH o|- |_—_|.% X_|I-O-I ’ 3o|-§ _|_.|.I_=|7I;I A—|EH °F|,|L_.|-

. O|™ofl S AIE SMB DNS O|&§2 2 ZfS Yo|o|EFFLICH

($)]

6. [Save and close]& ME{EFL|C}.

ZE 2ot 1E0| Amazon £ AME8 T A|AE MM A K| 0{VPCO|A HE &t
srolsfLct mY AARIZS ARS5HE M VDI ZAEE O|X ZQIE T

£ RES 22 C It A|AHE 7SS AH85to{ =Rl o|O] 7tUE 7|&E T A|ABRIE REYE &+
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https://aws.amazon.com/blogs/storage/enabling-multiprotocol-workloads-with-amazon-fsx-for-netapp-ontap/
https://aws.amazon.com/blogs/storage/enabling-multiprotocol-workloads-with-amazon-fsx-for-netapp-ontap/
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-join.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-join.html
https://console.aws.amazon.com/fsx/home#file-systems
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-best-practices.html#connect_delegate_privileges
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/self-managed-AD-best-practices.html#connect_delegate_privileges
https://console.aws.amazon.com/dynamodbv2/home
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/limit-access-security-groups.html
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A

o AHAFO| MEHE AU ILICH

« AAFO| HIO|IE S 7HAME = i8S LIEtE 239 &1 M8 E|X| of&LICH.

Alabol A ATfLICH

RES AEHAF H|O|X|0| M AHAFO| AEN7| ATHQI B @ F 71 2 Mt AlZt S0 Z2{AE EH2[XHoi| CH
8t Amazon CloudWatch 21 IE£92 2 0|5510{ |2 &oldr £ Ql& L}

[2023-11-19 03:39:20,208] [INFO] [snapshots-service] creating snapshot in S3 Bucket:
asdf at path s31

[2023-11-19 03:39:20,381] [ERROR] [snapshots-service] An error occurred while
creating the snapshot: An error occurred (TableNotFoundException)
when calling the UpdateContinuousBackups operation:
Table not found: res-demo.accounts.sequence-config

AHLO| EO|EE 7HME = &S UEUHE 29 & M3 &|X| ef&L/ch

O|™ envOll M 7FK{2 AHAFO| A envoll MBE|X| ot AR EHAEH #EIXHF EME AlHe £~ ¢
E5 CloudWatch 218 M IHELICH EX0Mq 2R EHIOIE ECIREE 7TIME + it 12

749 ALHAFO| Q& 3F AFEHQIR| QI3 LIC}.

1. metadata.json It LS CtR2E =51 CHY 8 B|O|= 2| ExportStatus 0ff & Ef7F Q1X| & elghL|ct
COMPLETED. C}8t E| 0|20 ExportManifest EE MEJ} QEX| &QlgtL|CH 9o ZHE
IR o2 4EHOIEE AHA XME 7|5t B MEE = o

EENS ol 4R AHN2 REF
&Lct.

2. ALHAF MM S AZESE & AAF AEfT} 0l COMPLETED 2 HI = K| #QIBILICIRES. AR AF
My Z2MAM = O] 5~1020] AL EL|CH AAF 22| I O|X|& CtA| EE35tHLt CHA| 2 26t
0 AHAO| HBHOZE MME|U=X] & QIELICt O|FAH 5t MdE A0l R&EEH HEf7} H
L|Ct
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XA OIAE é7|. o-IE 2 C HiZ A‘l [:|.|é> s

Ul EE OIATE MM M 27 HAIXK|QF 22 2X|7t LIEILHE B2, 0l= 21Z 2 Amazon EC2
RIAEAO EX7I UZ 2 LIEHL = A &LIC.

2x| 2| 249l

Pl Z2E|7 M EC2 1A
BAAZ I xﬂEI el

LICt. O] A< Amazon

LEM QI 2|gko| ofl = Ch3 1t Z&LCh

EC2 Dashboard X C EC2 > Targetgroups > res-bicfn3-web-portal-e2958adc )

EC2 Global View

Events res-bicfn3-web-portal-e2958adc

Instances

<

Instances Details

Instance Types

Launch Templates

Target type Protocol : Port Protocol version vpe
Spot Requests.
Instance HTTPS: 8443 HTTP1 vpc-011d10e23ad10cb8e [
Savings Plans.
Reserved Instances IP address type Load balancer
bicfn3- -alb [2
Dedicated Hosts 1PV4 res-bicn3-external-alb [
Capacity Reservations
Total targets Healthy Unhealthy Unused Initial Draining
v Images 1 @1 ®0 0 0 0
AMIs
AMI Catalog » Distribution of targets by Avallahnlnty Zone (AZ)
Select values in this table he Regi gets table below.
v Elastic Block Store
Volumes
Snapshots Targets Monitoring Health checks | Attributes | Tags

Lifecycle Manager

¥ Network & Security Registered targets (1) Register targets
Security Groups
‘ Q Filter targets 1 (o]
Elastic IPs
Placement Groups ] Instance Ip v | Name v | Port v | zone v | Health status v | Health status details
Key Pairs
] -0ba5d508631120043 res-bicfn3-cluster-manager 8443 eu-central-1c @ healthy

Network Interfaces

¥ Load Balancing

Load Balancers

Target Groups

v Auto Sealing

Auto Scaling Groups

HEf &50|00|H 2EE XEIE = U= Amazon EC2 QIAR AT} QIS S LIEFRLICEH
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HIZI4 820/ 00| oH 2, Oli= Amazon EC2 QIAEIATL &8 BYU 4 2SS LIEPALICH Ol &
XIE| B 20N AT =Rlof7t Al 01 ETfetxl 27| HEY 4 2lgLc

A ST HIEY 20| 25 001 HET TH0| FREIAS + USS LIEHLICH o8 Sof
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A28 9170 25|7Lt Of 0|4 9178 4 gl 72, 7| Amazon EC2 QABIATL ATHH AL}

Amazon EC2 OIAE4A7+ RES &4 220 & £ SXIZU7| HEY = U&LICH BEIXH Ul &
Ele £H| HEHE H & EAIE &= UX|PH 1A Al

ok
0
ol
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Amazon EC2 2£& AI835t0{ QIABIAT E7 E= SX|EJR=X| &2 FLCH Sx|8l 82 o
2L

A AlEs EMQ. JEI7 S2E[HCE a3 SS ddstiof FLICH M QIAEATE AIZE [ AHS
A& CIEEEo MEE ZE CIoIEE 7H& A8 =+ {lo{oF Zuict

O|Hof Auligt QIARIATL ZE|R} UlO] 7% EAEl= 2 HEIRH UIE At85tod S=oliof e = A&
LICH
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o MH B2 MEiStLICEH
A

« DCV MM mido M 2 EFof = HE o}o]

Ul 2F “dZ0| ER&LICH & 27, 2212 Windows IAEANA IS M

Amazon CloudWatch 21 IE2 CI21} At HAIR|IZ A A|E 2 F

vdc/dcv-connection-gateway = U&LICtH

Nov 24 2@:24:27.631 DEBUG HTTP:Splicer Connection{id=9}:
Websocket{session_id="1291e75f-7816-48d9-bbb2-7371b3b911cd"}:

Resolver lookup{client_ip=Some(52.94.36.19)
session_id="1291e75f-7816-48d9-bbb2-7371b3b911cd"

He0 gr2E DCV M

7|2%& <envname>/

protocol_type=WebSocket extension_data=None}:NoStrictCertVerification:
Additional stack certificate (@): [s/n: OE9ESC4DE7194B37687DC4D2COF5E94AFQDD57E]

Nov 24 2@:25:15.384 INFO HTTP:Splicer Connection{id=21}:Websocket{

session_id="d1d35954-f29d-4b3f-8c23-6a53303ebc3f"}:

Connection initiated error: unreachable, server io error Custom {

kind: InvalidData, error:

General("Invalid certificate: certificate has expired (code: 10)") }

Nov 24 2@:25:15.384 WARN HTTP:Splicer Connection{id=21}:
Websocket{session_id="d1d35954-f29d-4b3f-8c23-6a53303ebc3f"}:
Error in websocket connection: Server unreachable: Server error:

IO error:

unexpected error: Invalid certificate: certificate has expired (code: 10)

0| 49 SSM Session Managerg& A
apad

1S
2 IS M7HstE WOl o2 Y = U&LICH

5104 Windows 2IAEIA0f CH
|

£ g1 ohs 2719] 2B A

PS C:\Windows\system32\config\systemprofile\AppData\Local\NICE\dcv> dir

Virtual Desktops A|Zf

208



52
0

7 & AR AFRC|

¥
:

omu
3m
to

Directory: C:\Windows\system32\config\systemprofile\AppData\Local\NICE\dcv

LastWriteTime

8/4/2022 12:59 PM
8/4/2022 12:59 PM
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I Amazon 271 CloudWatch

=
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Amazon Machine Image(AMI)0f| 22
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47 @l QX[L|o{R AKLCIQ AMEXt7Ho|E
ASHOR C}HE 7H CIAZES AlRHSHE{T 53 A 7HA HIATE QIAEAMM AHS AL HlOIE &
IEET A™ME|X| §i& LT
S E i ZsiiH 8 MMt ol A2 3 22 7h4 ClATE QAT A0|A BE|XLE PowerShell
BY TS g1 o BE S AMIA-AFLICEH

C:\ProgramData\Amazon\EC2-Windows\Launch\Scripts\InitializeInstance.psl -Schedule
O# ohs QAAEHAAMIOIM M & SG-LICH M & AL85t0 2T Ef|o] A=AMIE EF 51 Lt
S0l M 7t dlAZES AlEE = U&LICH Z2H|XE dEE RX|E/= QAHAMM SHEH
BS MY T AABAS MR 7hY CIAIE MMS +HE S5 UXIBH T TAE o4
CtE 7t AT EE AlEMe I SYet X7 CHA| 2 g LICAMI.
VDIs A2 & @7 AENZ ME
Jhset 2A1: & 1Y A|AEo|E CHE POSIX HEHE 71T AL XHE I8t CI-E{ 2|71 4 &LCt.
CtS AlL2IR7tF el B2 ol X7 Mg = /&Lt
1. BHEZ E RES HZT10] 2024.01 0|4 L |Ct.
2. RES AEZ HiZ5t= S of CHEt 40| 2 M™EnableLdapIDMappingEIR&LICHTrue.
3. RES AEMHIE B0f X|HE & oY A|AEES RES 2024.01 Ol HEHHM AFSEIRALE 2
EnableLdapIDMapping A& El O™ &30 AL EIR&LICHFalse.
2 BHA - ot AARIOM AHZ A CIHEEIE APAELICH
1. SSM Z2HAE &E|RI SAER,
2. cd /home.
3. 1s - adminlEe , admin2.. St Z0| At2X} 0|21 2 x|sl= CIEE|Z| O|E S AF25t04 C|HIE]
2|& LtsH ok &Lt
4. C|HEZ| 2 AXELIClsudo rm -1 'dir_name'. ssm-user & ec2-user C|EIE{Z|E AFA|S}
x| OtMI 2.
5. AHEXt7E olO| M envoll S7|8HEl Z AHEXE DDB EHIO|Z 0| A AL XHE AFAIELICH

clusteradmin A|2J).

AD S7|3t A% - 28{AE ZHEIXF Amazon sudo /opt/idea/python/3.9.16/bin/
resctl ldap sync-from-adoA A&ELICIEC2.
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Q17 A QX|L|o{& ARLC|2 MEX 7t0|E

7. RES ¥ HO|X|o M Error 4 EHS| VDI RQIATIAS HERIFFLICE 7t oF 202 F 0l Ready &/ EY
EVDI etz x| #elghlot

S|

« Amazon EC2 RQIAEAT} Z2L0MH SEE =Moo 2 E AT JU&LICH

« AD 7t AlTHE QI5H vdc ZHEE 2 QIARATL =3 SILICH /eVDI Z=0{| API & Ef =0l MUt
£ AlELICH

- ZEMEE FII517| Q| AZERo{ ABHZ HEE | ECIR20| ZEMETI EAE[X| & LICH

+ cluster-manager Amazon CloudWatch 2 10] “<user-home-init> 7|2 & o} & A& £ Qi&LICt
MEX7E S7I8HE WK CHZ["(AIZE O AHE A} O|E 21 )7t EAIELICH

« 2392 A= Al Windows ClA&3 &0 “AIH0| HIE G EIRAE LICH ZEIXFOAH E2lstMKR.”
- DHCP 2|F/11Z4 AD #82o| SM 2|
+ Firefox 2 & MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

M
Il7g

Amazon EC2 QIAEIA T} oM SEE BEXMo 2 EA|5tD &LCH

mI

Amazon EC2 2&0IA @Iz 3} QlABIATl Hi=xoz SRE 2oz RAlLls 2 2ole 741 &
20| 22 4 o0 QL QIABA 3ol met HEHEILICH CHE S §OIS Holshs

Amazon EC2 2&0{|M vdc ZIEE{ 2IAEH AT}

Secret Ei 1 HE Y &= U&LICH oM ZE2[6t= 2o = ol=
ZAE IAM HA|A Ko HEo| UL E A SE| RES U&LIC
CloudWatch 21 &0 Ch& 277t LIEtLE F2, 2o &30
ME2Y = A&Lct 2ot et 5ol CtE EfE X[Hat of g LICt

"res:EnvironmentName": "<envname>" # e.g. "res-demo"
"res:ModuleName": "virtual-desktop-controller"

0| 2 &0 CH& Amazon CloudWatch 21 MA|X|E Ct21t HI% st H EAIELICH

i dazag FE A 211



ARt 7tol=

160215750999:assumed-role/<envname>-vdc-gateway-role-us-

7 2 Ax|Liof

o4

ARCIR
arn:aws:sts
secretsmanager:GetSecretValue on resource

An error occurred (AccessDeniedException) when calling the GetSecretValue

operation:
east-1/i-043f76a2677f373d0
because no identity-based policy allows the secretsmanager:GetSecretValue action
sFO|5t
[— ]

User:
is not authorized to perform:
arn:aws:secretsmanager:us-east-1:160215750999:secret:Certificate-res-bi-

Certs-5W9SPUXFO8IB-F1sNRv
Amazon EC2 RIAEAO| EfTE & Ql5t @ S5t &
T = NS |
AD 7+ AlTHZ Q9I5| vdc HEE 2 QIAEIA T} =8 SILICE / eVDI ZE0i API A EH
£l Auizt ® AIELICH
eVDI 20| 2FEH EQlof Almiste 273 4ef MMof ChE ol EAIELICH
Modules ©
Environment modules and status
Module Module ID Version Type Status API Health Check Module Sets
Global Settings global-settings @COﬂfg @ Deployed (® Not Applicable
Cluster cluster 2023.10b1 ® stack ® Deployed © Not Applicable o default
Metrics & Monitoring metrics 2023.10b1 @5tac< © Deployed (© Not Applicable s default
Directory Service directoryservice 2023.10b @Stem © Deployed ® Not Applicable « default
Identity Provider identity-provider 2023.10b1 ®5t8C< @® Deployed ( Not Applicable e default
Analytics analytics 2023.10b ®5tec< ® Deployed © Not Applicable » default
Shared Storage shared-storage 2023.10b @Stem ® Deployed (© Not Applicable ¢ default
Cluster Manager cluster-manager 2023.10b @ﬂpp © Deployed ® Healthy s default
evDI vdc 2023.10b @App @ Deployed ® Failed o default
Bastion Host bastion-host 2023.10b1 ® stack © Deployed © Not Applicable o default
Ol A2 ClHZ | Y™l A2 = Z{AE 22X CloudWatch 2 & MM = ZALICH (0l2h=
23 388 ¥&LCt<env-name>/cluster-manager.)
tsEr =X
i dazag FE A 212


https://console.aws.amazon.com/cloudwatch/home#logsV2:log-groups

ol gl

AX|L|o{& AELC|Q MEX 7t0|E

« ZO0| HIAE 7} ZEE B res AR0| MMHE i X|HEl ServiceAccount AFE X} O|& S| HAL7}

ZHFEX| Insufficient permissions®QIgL|C}.

27 22l of:

Insufficient permissions to modify computer account:
CN=IDEA-586BD25043,0U=Computers, OU=RES, OU=CORP,DC=corp,DC=res,DC=com:

000020E7: AtrErr: DSID-03153943, #1: 0: 000020E7: DSID-03153943, problem 1005
(CONSTRAINT_ATT_TYPE), data 0, Att 90008 (userAccountControl):len 4 >> 432 ms -
request will be retried in 30 seconds

ol M3 E ServiceAccount AFEXF O|S 01| HM|AE £ Q)
X7 olH EIAE M2 MENSH|C AF2 X} 0|2
2 dnlolE Lk #1x) FBIAE 22X X vdo 2

==
E%H O_léEdéE %‘-EE.*I—IEL AH QAaBAE OHHMOl ez EAIFLICH

SecretsManager == 0| RES HIZ &
&Lch Secrets J"—FEIX}01|A-| EH':* _‘?'_O.J o

ox
4o
>

()
pal
o
ajm

MNBE 2F ElAA AEH M MMSHEIAAE = £ “ServiceAccount’0d
OF gfL|Ct. E HiEZEStE SO DisableADJoin It2tO|E{7} Fa IseE M El ZFL “ServiceAccount”
AR H ADOMIM AFE AHXME MHE = e HEHo gt

. AF2EI ALK} O|EO| Mettx|ot 20| HIAEJ} £3 =l Invalid credentialsZd<S Q=248 o
571 E2ERAL R E|RS £ Ql&LCt

23 22l of:

{'msgtype': 97, 'msgid': 1, 'result': 49, 'desc': 'Invalid credentials', 'ctrls': [],
'info': '80090308: LdapErr: DSID-0C090569, comment: AcceptSecurityContext error,
data 532, v4563'}

« Secrets Manager 220 &S & X{&5t= EoF &5 0f HMASG
0 env M Soi 28t & F E 2l2 £+ U&LICH EoF &5 (o
<env_name>directoryserviceServiceAccountPassword)E MEHSI T AUt BIAE 74

=]
o571 2HIE Z ¢ E Active DirectoryollA 257} BEEEIE 4 l&LICH HX| Active
Directory0ll M & E & MY et Ot 2ot &= & Aol|o|EsHof gFLCt CIEEEl ME[A 2£ of
M Active Directory2| AF&XI &5 E

I OASE 7E 24 213


https://console.aws.amazon.com/secretsmanager/listsecrets
https://console.aws.amazon.com/secretsmanager/listsecrets
https://console.aws.amazon.com/directoryservicev2/identity/home

017 U Alx|LiofE) ARC|2 A8 7hol=

1. &

2. &t AR &5 KA S MESSH CHS AR RE O|E(0d: “ServiceAccount”)Tt A 25 2 kA
2 gL

3. M2 dYet &7t o] & &5 o CHE A2 sHlE Secret Manager &% (0:
<env_name>directoryserviceServiceAccountPassword.

4. AX SeHAE ZElR K vdec HEEE] QIABAE SEELICH M QAEAE OHHA Q1 41 EY
2 EAFULCH

EMEE FII517| o AZESR|o{ ABE HEE [ ECIR0| ZEMETI E ALK
AN
=

Ol ZXl= AH8X HH 2 ADSt S718tstE Wt #tEE Cfg 2XIQ #740| IZ &= &Lt ol 2
M7t LIEFLFE 2 2HAE 22|XF Amazon CloudWatch 21 2§ 0| @/ “<user-home-init>
account not available yet. waiting for user to be synced’E &¢9Ql5lo{ ¥H2lo| S

BtX| == #0| UK &elghLct

AL

o
gigsLICh AMB X7 S7I8HE I K| CH (A0l AS R} OI& Q1 B2)7

SQS FSAE AR AlHol| AZE +
= |

o
= _
MNER 57|83 B0l AASKIE QI8 & T AAHIS MA5HE

MEX Aol 72 £ U= 0|8 E AF2 S ADO| CHSH S2HIEH A E|X| RES o7 2 £
Ql&LICH o€ £04BI/RESEHE MAoj| AF2El ServiceAccountCredentialsSecretArn It2tO]
E{7} €HIE ZfO| OfLIAE &= U&LICH
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27021 A= Al Windows Cll& 3 01 “AHH 0| HIg &3t E[R&LICE ZFE|XHol| A 2 2l st
M.

CORP\adminT

Your account has been disabled. Please see your system administrator.

A-SREIH &7 3ol CHAl 20018 +~ Qs B9 & Sall 8382z Za2I8H RES

2 A& XE7E of
TEE ADOM HIE ESEIRIS S LIEH & QJU&LICHSSO.

»

ADO| M ALE R AE ol HIZ &3t 3 ssO 2 2lo| AmighLCt.
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DHCP Q|8/11ZH AD 20| M 2X||

XtA| Active Directory"The connection has been closed. Transport error"ot Bf7H & At
& [ Windows 7t4 OIA3 ERESO|IM 2= 2/ 7t &5t Amazon CloudWatch 2104 dev-
connection-gateway Ct& 1t | AteH &S & QIELICH.

Oct 28 00:12:30.626 INFO HTTP:Splicer Connection{id=263}:

Websocket{session_id="96cffabe-cf2e-410f-9eea-6ae8478dc@8a"}: Connection initiated
error: unreachable, server io error Custom { kind: Uncategorized, error: "failed to
lookup address information: Name or service not known" }

Oct 28 00:12:30.626 WARN HTTP:Splicer Connection{id=263}:
Websocket{session_id="96cffabe-cf2e-410f-9eea-6ae8478dc@8a"}: Error in websocket
connection: Server unreachable: Server error: I0 error: failed to lookup address
information: Name or service not known

Oct 28 00:12:30.627 DEBUG HTTP:Splicer Connection{id=263}: ConnectionGuard dropped

ol
rr

KtAl o] DHCP Mo AD EHIQI ZHEEFE A5}

B ChE& VPCrsloF BLICH.

1. F THQ HEED of & F7t&LICI AmazonProvidedDNSIPs.

2. EMHQl 0|2 ec.internal2 AAX&rL|C}.

of7|oi 4|7} Lt} RI&LICE. O] —TLA"OI Ao ™ RES/DCVO|M ip-10-0-x-xx.ec2.internal EAE 0O|&

£ 37| 20 Windows CIAIEM ME @7 7| whashL|ct.
Domain name Domain name servers
ec2.internal 10.0.2.168, 10.0.3.228,
AmazonProvidedDNS

Firefox 27 MOZILLA_PKIX_ERROR_REQUIRED_TLS_FEATURE_MISSING

Firefox &l EE2tRXME ME5IH 7ty Haa &0l HEAE A M 27 HAIX| 7
MOZILLA_PKIX_ERROR_REQUIREDTLS_FEATURE_7IMISSING g = 2/ &LICt.

24212 RES ¥l MHB{7} TLS + Stapling On2 £ M E|AX| Bt Stapling Validation2 2 S&35tX| 27|
[ 2 2 LICH(https://support.mozilla.org/en-US/questions/ & & 1372483.

I OASE 7E 24 216
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017 U Ax|LjofE ARC|2 A8 7hol=

https://really-simple-ssl.com/mozilla_pkix_error_required_tls_feature_missing2| X|&{ol [}2} O] EXE

sag = AU&LCh

Env &A|

|

+ res-xxx-cluster AEHO| “DELETE_FAILED” &EJO| T “&0| RESIX| &L 71 HE = QIS 2 F
2 QI 5202 AN E & Qi&LICt

- 2347

« VDIEOLCIRELE

e Linux EC2 QIAEANM 2ZOCIREE
* Windows EC2 QIAEAO|M 2O CIREE
» WaitCondition 270l CH{St ECS 21 =&

res-xxx-cluster AE10| “DELETE_FAILED” & EHO|1 “d&0| R&6tK| St HLI 7k & &t
£+ 8" QRE QS 502 AX|E 4= gigLCt.

“ABlires-xxx-cluster’O| “DELETE_FAILED” &EfO|T =522 AME + gle 3 O3 HAE ¢
&tod AfA|E = A& LICH.

AEHO| “DELETE_FAILED” #EHE EAE[H HY =522 AKX EM2. AE AKX E & Qlst= CHEl
X7 EAE = UE&LICH Delete(AT M) E =g LICEH
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https://really-simple-ssl.com/mozilla_pkix_error_required_tls_feature_missing

017 U Ax|LjofE ARC|2 A8 7hol=

Delete stack? *

Deleting this stack will delete all stack resources. Resources will be deleted according to
their DeletionPolicy. Learn more [

@ You may retain resources that are failing to delete
This stack previously failed to delete because the following resources failed

to delete. If you choose to retain resources, they will be skipped during this
delete operation.

Resources to retain - optional

Selected resources will be skipped during the delete stack operation

idea002clustersettings
idea-002-cluster-settings

Cancel Delete

ool e WRE A BAAE BF AHCIEIE HEY B
AME

A
= hafhg
2 = UELICE 0| R ZE BAAE 'HEE Z|4aA'E MEHG T AXE MEIFLICE

CI=S0 22 2371 ZAIE £ 9&LICH Role: arn:aws:iam::... is Invalid or cannot
be assumed

Env AFA| 218



AR 7H0|E

o4

7 2 Ax|LiofY ARC|R

[Option+5]

® Role arn:aws:lam::417328936112:role/cdk-48fa4d69fb-cfn-exec-role-417328936112-us-east-2 is invalid or cannot be assumed

CloudFormation > Stacks

Stacks (15)

| Q_ Filter by stack name

Ol A= Hofl PX| AMEILIC OIE s A OIBS =A

5, AS2 AW SHe O TRE Ay =
BLICH IAM 242 0|S5tod CHS T 22 THEHDIEIE AL 3104 ST OB o AEe MAerLict

& £ Ql= AEE| 830 AWS AMH|A £ MERSHL|CE

—

o« A2 Al Ol £ Use cases for other AWS services MEHELICICloudFormation.

IAM > Roles > Create role
: Select trusted entity e
Select trusted entity

Trusted entity type

Web identity
Allows users federat

SAML 2.0 federation

Use case
Alow an AWS senvice like EC2

Common use cases
EC2

Lambda
s Lambda f

Use cases for other AWS services:
CloudFormation

© CloudFormation

Next(Ct=)E MEIEILICE & 'AWSCloudFormationFullAccess' 2 'AdministratorAccess'
T2 Fo{sioF &LICt AE HO|X|= 31t Zotof gLt

219
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Name, review, and create

Role details

Role name

173289361

Description

Allows CloudFormation to create and manage AWS stacks and resources on your behalf.

Step 1: Select trusted entities Edit

Step 2: Add permissions Edit

Permissions policy summary

Policy name %' Type Attached as

AWSCloudFormationFuliAccess AWS managed Permissions policy

AdministratorAccess AWS managed - job function Permissions policy

Tags

J% O+ CloudFormation 2& 2 =0t7} ABHE AXEfLICH Ol HE S st = AXE = A&L
Ch OrX|2 ez IAM 2£ 2 0|Soto] et Jg S AfX|ELICH

EC2 Z2&0|M EC2 2IAE AN 210!

« Ct= X|&lof 2} Linux EC2 @IAEIAO| 2 Q18 L|Ct.
« Ct= X|Zlof 2t Windows EC2 QIAEIAN| 2aQ18L|CH 2™ CF2 Windows PowerShell £ 230
HHES A#ELICH

1. 2HAH ZE|R}: O S IR 22{AH &E2|xte] 238 7HX4et ElZlo]| AZT L Ct.
a. 23 38 °| 2 E CloudWatch 2 &lL|Ct<env-name>/cluster-manager.

b. <env-name>-cluster-manager EC2 QIAEAO| /root/bootstrap/logs CIRE{E[0] Q!
= 2E 2aLICt o] Mol AR 220 = “EC2EE& MM EC2 QUAE AN 23 21"0f| M o
AZE X|&of et QUAE AN 2Ol LICE
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect-with-systems-manager-session-manager.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connecting_to_windows_instance.html

7 A AX[L|oF AFCIR AEXt7tol=

2. Vdc ZHEED; CIS x| vdc ZHAEEBHC| 2 E 71X E|Zlof ¢AZ2EFL|Ct.
a. 23 38 °| 2E CloudWatch 22 &lL|Ct<env-name>/vdc-controller.

b. <env-name>-vdc-controller EC2 QIAEIA 9| /root/bootstrap/logs CIEEE[0 U&=
ZE ZaelLct o] MMo| AlZ 2Eof s “EC22 &AM EC2 QIAEHAN 22210l A o ¢4
ZAE X|Eo et QIAEA 2 1FLICH

2O £+ 7t W & StLIE Linux EC2 IAEANM 2O CIR2E MMo| XIS =2
ZilLICH 2 & O|E2 QIAEA ol LICH

Ojn
rlo

A7 MM 0|§0] VDI @ & A|RFst AL Amazon EC2 E£0iAM QUAEIA S| yDI1SHE O]
QlL|Ct<env-name>-VDI1-<user name>.

Linux VDI 21 =&

0| Mdo| ARt HEof 9l “EC22 20l M EC2 QIAEIA 201n0f $1ZE! K| E ol F2} Amazon
EC2 2& 0 A 8T Amazon EC2 RIAEIA0] E:LOI?JL_IEL VDI Amazon EC2 QIARIA S| /
root/bootstrap/logs & /var/log/dcv/ CIEEZI0IM ZE 2O E 7K SLICH.

EOE M= W = SiLE 30| 2EOE UZESHCI2 HI|IM CIREES;

cE5te JAQlLiCt o|E
2I5h CHS BHAOl ek SHLEe| CIFEZ|0M 28 238 7IMR O UZEE £+ Q

A &LCt.
1. /root/bootstrap/logs CIZE{Z| O}2H0| dev 22 E SASIE{H CHS EHAE [HEAM 2.
sudo su -
cd /root/bootstrap

mkdir -p logs/dcv_logs
cp -r /var/log/dcv/* logs/dcv_logs/

2. O|M| C}=2 MM -of L}ILEE EtAHof 2t 2aVDl 23 CIREEE 28}

Windows VDI 21 =%/

O| MMO| Al BEE0| Q= “EC22 &0 EC2 QIARA 220l AZE! X|&of et

Amazon EC2 &0 M alie Amazon EC2 QUIAE AN 21T LICt VDI EC2 QIAE A 9|
$env:SystemDrive\Users\Administrator\RES\Bootstrap\Log\ CIHEZ|0|MH ZE 2
JE 7tXMSLct
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EOE M= 2 = 5tLt= S30)| 212 UE SOl H7IM CFeEE = ZdQlLcH o=

A stedH S MM - of LHQPEEI B AHE ELICHVDI 2O CIREE,

EC2 2& 2 0|355t0{ VDI QIAEAE B L|CH

1
2
3. A8
4

SR ¢)
= >
‘}" =
— 12
oo g
jo
x
o
o
r

12 o

Hood

rot

-
= MeHstod SHE &AHS 04733 L|C}.

o
N
-

mlo
<
o
0
0o
=
o
o
[gh]
-

o 54y MO gy oy
l
[
I

»
> M
o
e
r
o

a. Linux EC2 QIAEAO|M 21 CI2 2 E LinuxE.
b. Windows EC2 QIAEIAO|AM 21 CF2E = Window

7. OIX|2to =2 482 WEISH04 AmazonS3FullAccess A4S X|HEHL|C.

® Note

D5 o SUFHIAM A& 2 VDIs AL & LICt <env-name>-vdc-host-role-<region>

Linux EC2 CIAEIAO|IM B CIREE

EIECIRELES2{= EC2 QIAEAN 2ZOQI5t0 O HHE MRSt ZE 28 s3 B30

2L gL

sudo su -
ENV_NAME=<environment_name>
REGION=<region>
ACCOUNT=<aws_account_number>
MODULE=<module_name>

bAlof ittt 2 & CH2EEFLICH 28 0|§2 A H
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cd /root/bootstrap

tar -czvf ${MODULE}_logs.tar.gz logs/ --overwrite

aws s3 cp ${MODULE}_logs.tar.gz s3://${ENV_NAME}-cluster-${REGION}-${ACCOUNT}/
${MODULE}_logs.tar.gz

O CHE S3 2& 2 0|8§35104 0|F0| 2 HZIE MEst T o|Hof| Y2 =3t
<module_name>_logs.tar.gz It <environment_name>-cluster-<region>-
<aws_account_number> Ct22E=8fL|C}.

Windows EC2 QIAEIAONM EO CIREE

EIOE CIRECE52{= EC2 @IAEH A0 2215
2 ghct.

kl
jul
alo
0Z
o
[0
>
(]
Q'I_l
A
Hd
rn

232 S3 HZlo

$ENV_NAME="<environment_name>"
$REGION="<region>"
$ACCOUNT="<aws_account_number>"
$MODULE="<module_name>"

$logDirPath = Join-Path -Path $env:SystemDrive -ChildPath "Users\Administrator\RES
\Bootstrap\Log"

$zipFilePath = Join-Path -Path $env:TEMP -ChildPath "logs.zip"

Remove-Item $zipFilePath

Compress-Archive -Path $logDirPath -DestinationPath $zipFilePath

$bucketName = "${ENV_NAME}-cluster-${REGION}-${ACCOUNT}"

$keyName = "${MODULE}_logs.zip"

Write-S30bject -BucketName $bucketName -Key $keyName -File $zipFilePath

JHCHE S3 2& 2 0|S35104 0|F0| ¢ HZ!E MEiStD o|Tol| Y2 =8t
<module_name>_logs.zip I}¥E <environment_name>-cluster-<region>-
<aws_account_number> C}2ZE8L|C}

WaitCondition 2/ 0i CHEt ECS 21 =&

1. HHEZEI AEHOZ 0|S35}0{ O|AA B2 MEHSHL|C}

2. HHXE - ResearchAndEngineeringStudio - A x| #2|X} - £ - CreateTaskDef -
CreateContainer - & =& LogGroupst 231 &2 ME50{ CloudWatch 21 & JL|Ct.
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Q17 A QX|L|o{& ARLC|2 MEX 7t0|E

3. O|21aE0M x|Al 2EOE 7S LC}.

23912 AMT5t1 'KE 5H S 2 Aol CHEE 018 @S XMl M o 7|x| o2 @77t ghdlstmd ot
7|. (o] C

=2 O
o2 E £ Q&LICH 2Za0lsledE AFEXREe| & % EE = Active Directory AH|A HEHY £ &L

Ct.

23}

1. CIEEHEZ| MHIA 2& oM AFSXH 2 MHE|A HE 5 & AHA™EELICH

2. Qfof =48t A & E ot UX|IGHESE Secrets Manager®| MH|A AN ¢S E Aol|o|EgFLICE.

+ Keycloak AB9| 32 PasswordSecret-...-RESExternal-...-DirectoryService... A™&: Microsoft
Active Directory& &5

+ €RES: res-ServiceAccountPassword-... A4&: Active Directory MH|A HH &5
3. EC2 Z2£E 0|85t0{ F2{AH &ElAt QLATHAE ZEELICE Auto Scaling #&I2 M QIARA
HHEZE RS2 =2 E2|7{EL|Ct.

gt =X

o 22Tl Xl 2024.x
2024.08) 7t A3 F0| FE HZ ARN 2 AL X X1 HFALR 2171/447] Amazon S3 HZ!

= EXistx| 8

L[]
L~

o= &4 224


https://console.aws.amazon.com/directoryservicev2
https://console.aws.amazon.com/secretsmanager
https://console.aws.amazon.com/ec2

Q17 A QX|L|o{& ARLC|2 MEX 7t0|E

« (2024.06) AD 1& O|E0f 3¢
* (2024.04-2024.04.02) VDI @I
+ (2024.04.02 O|3}) ap-southeast-2(Sydney)2| Windows NVIDI
* (2024.04 2! 2024.04.01) ollA RES Al A1 GovCloud

. (2024' 42 - 2024.04.02) S E! Al Linux 7t ClA 3 E0| “RESUMING” AtEOIl A SEHE 4=
&LCt

> |0
2

RIAATE AR EX| A S

* (2024.04.02 Ofsl) SAMAccountName £ 40l CHEX EE= S5 EX7F LB EIAD AEXE S7|
3totx| Z&

* (2024.04.02 0|3}) Bastion ZAE 0| HMASHZ| Y3t ZE2t0[8! 7|7t R & SHX| A &LICH

* (2024.06 O[5} AD S7|3t RES 50 I & HHH7I ol S7I8tEX| &S

« (2024.06 O|3}) CVE-2024-6387, R egreSSHion, RHEL9 2! Ubuntu2| 2o |2k VDIs

(2024.08) 7ty A3 50| RE HZ! ARN 2 AFEX X[ HFA LR 217(/A4A7] Amazon

1 MY
Research and Engineering Studio 2024.082 FE HZ!(F, VDI) L AL AL X|H HFA

ARN(ZZHME O|§ = ZZ2HME 0|§ L AIEX O|F)E AFSE W 7t dlaaE =2t
(arn:aws:s3:::example-bucket) QIAEIAO| 17|/A27| S3 HZ!E B RHSH K| Z&FLICt.

Ol Exlel ¥ &xl ole HA 82 th5nt £ &Lt

o O LR E HFATF U 71247 HZIARN(F, arn:aws:s3: : :example-bucket/
example-folder-prefix) & AL Xt X|H HFAZEME O|F E= Z2ME O|F L AFSK
O|&)

- RE HAO| = 717 HZ ARN, AFS AL XIH HF AL

—h

4

A

j1{6]
i]{0]

VDI QIABIAE Z 2 H|XMJE Foll= aliE S3 HZlol| x|HE B A CI=E 2[ol HZ!o| B AHE|X| ot &
LICk of B A CIRE2lvDIZE e CIEE 2l Hlo] /{1 HZ ol 4R L& ol Z & E|X| et&LCt.
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E{O|dE AIE35tod CIREEZ|o] It LS AAH @F 7| Permission denied, unable to write a
file YM3t o LHEO| sHE S3 {20l Y2 EE|X| F& L.

o4
o

=13
=

0ok
jo
rr

%

2024'A 8

Y(patch.py & s3_mount_custom_prefix_fix.patch)2 C}
A™dstod Wix| 238 E L WX tUS CI2EEEY <output-
2E{2l<environment-name>2t RES 84 O|§2 2 HIEL|CH

I§ X|= RES 2024.08042F & FL|C}.

x| AT ZE0= AWS CLI v2, Python 3.9.16 0|4 ! Boto37+ E R gLt

c. RES 7} HiZ =l A& 4l 2|™of CHall £ AWS CLI 4351 oA MAISH HZlof| & £ Q=
Amazon S3 H&to| U= K| EHQIELICIRES.

o

o

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.08/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.08/patch_scripts/patches/s3_mount_custom_prefix_fix.patch --output
${OUTPUT_DIRECTORY}/s3_mount_custom_prefix_fix.patch

2. Mz 232 E WX ol 22 EE|E= CIMEE|Z O|SELICH ChE X BHS A™EL
Ct.

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.08 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY}/
s3_mount_custom_prefix_fix.patch

3. &4 29| Virtual Desktop Controller(vdc-controller) QIAEIAE
(X HmY| EtAlo M RES =& 3 ENVIRONMENT_NAME O

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \

4TI 2x| 2024.x 226


https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/

017 U Alx|LiofE) ARC|2 A8 7hol=

Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(® Note

Zotolel vPC Mol B of A MHSHK| of2 B <RES-EnvironmentName>-

vdc-custom-credential-broker-lambda &42| Z< o|E1}

AWS_STS_REGIONAL_ENDPOINTS ZtO| Environment variable @ £ F7}aloF &L
Clregional. XtAISt LIS ZA2|E VPC HIZ E 2|8 Amazon S3 HZ! AFX =74 MM

XM Q.

4. O|ESZ Alxtste CHA OE0| ™MA <RES-EnvironmentName>-vdc-ext 4Ef7} E|H R E H
ZIARNIZF AR X|E HFAZF SHIZH Z2HE 2]7(/427] S3 HZIE MEZ A|EF&HofF VDIs &L
Ct.

(2024.06) AD 11& O|&o0i Suio| L& El B3¢ A M Aluj
2
RES AD 1E0i 0|80l 20| Z&HE L 2024.062 O™ H{F Q| AHAFS K51 X| REFLICH

ZHAH 2[Rt CloudWatch 2 (<environment-name>/cluster-manager21 & Of2l)ol=
AD §7|3 &0l Ctg @77+ ZeEL|CH

[apply-snapshot] authz.role-assignments/<Group name with
spaces>:group#<projectID>:project FAILED_APPLY because: [INVALID_PARAMS] Actor key
doesn't match the regex pattern ~A[a-zA-Z0-9_.][a-zA-Z0-9_.-1{1,20%}:(user]|group)$

CHe 27 S SF5tE 18 O|SRESE £330 2R 7t wragrLIC

. ABAtet CHBRIASCI, £ THAIR), DHIE() 2 UE()BH ZaHe 4 Qe
+ THAIE X e BXH2 {2 X et

. Bue TaE 4 el
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(o]
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jo

Y= H

o
2

20244 6&

ro

3

E | I ( patch.py &' groupname_regex.patch )& CIR2ZE35H2{H CS H™A
of IS g"% <output-directory> C|ZE{2|<environment-name>2} RES &4

1

=

—
El
__
2
g |y

a. Ifx|&= RES 2024.06012F M E/L|C}
b. I{X| A3 BE0f= AWS CLI v2, Python 3.9.16 0|4 2! Boto37t R gfLct.

c. RES7IHZE 7A"E A 2IToi chsl & AWS CLI 78t oA 8t tHZlol| £ = U= S3
Hsto| Q)=x| &9Ql5tL|CIRES.

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py
curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patches/groupname_regex.patch --output
${OUTPUT_DIRECTORY}/groupname_regex.patch

2. WX AZBEQ IX| otUo| CREEE|E CIHMEE|Z O|SELICH CHS TR BHES ™AL
Ct.

python3 patch.py --environment-name ${ENVIRONMENT_NAME} --res-version 2024.06 --
module cluster-manager --patch ${OUTPUT_DIRECTORY}/groupname_regex.patch

3. EZ9| Cluster Manager QIAEIAE CIHA|
A

= 2 JE 2 AJELICt. Amazon EC2
Management Console0{|A{ QIAE L

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)
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7 Y AR|L|o{™ AFLCIR AEXt7tol=

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(® Note
IHX|E A& st AD 2 & O|F0| &2 X2t CHEXIASCII, R A}, CHAI(-), OFE
Z0|7F 1~30Q] S Zate & Ql&LCh

o
e
I
C
O

(2024.04-2024.04.02) VDI QIAEA ogtof AZAK[X| £ 2 MBS E 1AM HEF BH

S|

7t ola3E MMo| ZEMEO| MEt AH 2 MOZE 455K E&LICH Ol ZENME MY F
01| IAMPermissionBoundary It2t0|E{7} Z2MEof MCHE &S =/ X| etol Ho|El Het FH ol Antel
L|CH.

HEe dre T

2024'A 4 - 2024.04.02

VDIs 7} Z2EME| SEHE Het ZAHE MAGH ASSIEE ste{H OIS THHE MEM L.

1. x| 23 &E L ofx| Z( patch.py L vdi_host_role_permission_boundary.patch )& CI2ZE
stoi™ Chs BE 2 A™siod g 22 =24 Cl3E{El<output-directory>E HHELICEH

a. I{X|E RES 2024.04.0201|BF M E/L|CH BT 2024.04 £ 2024.04.012 AL85tE B2
o[

it Mol L= EbAlof| k2t O0Ho[L 7 O[0|EE =& 5t04 BHE S 2024.04.022 O]
Eg £ JUsut
b. x| AFZ|E0f= AWS CLI v2), Python 3.9.16 0|4 & Boto37+ B g LCt.

c. RES 7} HiZ & AHE & 2|Toi| CHH & AWS CLI 718t of| M a8t HZof & = /U= S3
I.

OUTPUT_DIRECTORY=<output-directory>
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patch.py
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patches/vdi_host_role_permission_boundary.patch
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/

017 U Alx|LiofE) ARC|2 A8 7hol=

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/vdi_host_role_permission_boundary.patch
--output ${OUTPUT_DIRECTORY3}/vdi_host_role_permission_boundary.patch

2. WX 23 ECS x| IY0| CIREEE|= CIEEEIZ O|SELICH CHE x| EEE A
g<environment-name>3t0{ & RES &4 0|2 2 HiE=LICE.

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02 --
module cluster-manager --patch vdi_host_role_permission_boundary.patch

3. Ol B2 AT E 84 0|22 E HHHR0{ RES B ZE0M 2 E{AE ZHE2|XF QIAE
A<environment-name % CHA] AlZHEFLICE. Amazon EC2 Management Console0i| A QIAE

AE SY # &Lt

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec?2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 0|3}) ap-southeast-2(Sydney)2| Windows NVIDIA QIAEATE A|ZFE[X|

ors

|

Amazon Machine Images(AMIs)= § 7S E 0| M 7t & ClAIF(VDIs)E A E YRESSt= O Al
EELct Z AMI ofl = 2[™otct oHE HAZE ID7F U&LICEH ap-southeast-2(Sydney) 0l A Windows
Nvidia QIABIAE AIRRESSIE S off T+ E AMI ID7F 3X HIEX| et&LICH

AMIO| R 0| QIAEIA F14J0i ami-0e190f8939a996caf LIt -ID7} ap-southeast-2(Sydney)oi| &
X LIEEA&L r AMI CH&! IDE M-E3l0F ami-027cf6e71le2e442f4 ELICEH
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|'O

17 2 AX|L|o{B ARC| AL 7Hol=

ME2RHE 712 ami-0e190f8939a996caf 2 QIAEIAE A|Zt5izdD & [ Cl20 22 QF 7 ¢ M
g LICIAMIL.

An error occured (InvalidAMIID.NotFound) when calling the RunInstances operation: The
image id ‘[ami-0el190f8939a996caf]’ does not exist

oA 714 md

fjo

Ztetod HIE =X|st= BHA:

- ap-southeast-2 2|RESO| HHZ & L|C},
« Windows 7|2NVIDIA AL E Q|0 AEHAMI ID )2 AFE5104 QAEIAE A|ERFEFL
Clami-0e190f8939a996caf.

(o]

q
S

=13
=

ook
mjo
rr

SRS

2 E RES HH7 2024.04.02 0|6t 7} P& gh&Lch.

23l

& RES 2024.01.010{|M CIS &3t = |7} EHIAE E|IQi&LICH

- CIS HHE MESIo{ Mf AT EQo] AR S5
* AMI ID: ami-027cf6e71le2e442f4
« 2 #Al: Windows
« GPU MZ=IA|: NVIDIA
- XA AEB|X| 37](GB): 30
- %2 RAM (GB): 4
- O £ZEQ|0{ ABMZ A& S04 Windows 2IAEIANVIDIA Al

|:

(2024.04 ! 2024.04.01) 0| A RES AI'A| AlT{ GovCloud
|

RES &AM &2 Z2 &0 UnprotectCognitoUserPool Lambdas LIS 0 4A|E Cognito AFHE A}
E0i CHE &M U X|E HIZAHSHELICH Lambda A& 0| A AR & LICtInstallerStateMachine.

& BT GovCloud 2| 7+He| 7|2 AWS CLI HE %t 0|2 @I58l Lambdall update_user_pool
£ 2 GovCloud 2|0 A Al ghL|ct.

for 02

ne

f2

A
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GovCloud E|MRESOIAM AIKE Al e i 2ol A CtEnt 242 277 ehdgfLict

Parameter validation failed: Unknown parameter in input: \"DeletionProtection
", must be one of: UserPoolld, Policies, LambdaConfig, AutoVerifiedAttributes,
SmsVerificationMessage, EmailVerificationMessage, EmailVerificationSubject,
VerificationMessageTemplate, SmsAuthenticationMessage, MfaConfiguration,
DeviceConfiguration, EmailConfiguration, SmsConfiguration, UserPoolTags,
AdminCreateUserConfig, UserPoolAddOns, AccountRecoverySetting

HaE £X|5t= CHA:

« GovCloud Z|™RESO| HiE
« RES AEH AbR]|

od

gt
o

=

0ok
mo
rr

GRS

RES H{%1 2024.04 2! 2024.04.01

2tst

%1 RES 2024.040{ M C2 2t =X|7| BHIAEE|R&LICEH

« UnprotectCognitoUserPool Lambda 7|

- BH FE]: <env-name>-InstallerTasksUnprotectCognitoUserPool-...
- HEIY MY > HE > HEIY ME python 3.11-> M .
- £ LICt CloudFormation.

« RES AEH ALK -> M| ZE2[X 2|AA X UNCHECKED -> AHX| £ a2 L,

(2024 42 - 2024.04.02) MEE! Al Linux 7t A3 & 0| “RESUMING” AEHOIM &
CHE = JU&LCh.

2

Linux 7I& CIAE2 8 = 62 E SX| F CHA| AR E [ “‘RESUMING” & EIZ SE
L|C}.

ruﬂ
4>
30
>
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ol gl

AX|Lo™ ARE|I2 AEXt7tol=

OIAEHAE RHERIE & AWS Systems Manager= 74 B2 A5t04 Af DCV MME A5t
X| ¢to M vdc ZAE E84 CloudWatch 2 1(Z1 & ol2)o Ct
F

=
£ <environment-name>/vdc/

controller CloudWatch 21 HA|X|7} F2HE[F&LICH.

Han

o4
o

0ok
mjo

dling message of type DCV_HOST_REBOOT_COMPLETE_EVENT

=13
=

7

rr

2024 42 - 2024.04.02

“RESUMING” & Ef0IM HE 7t O AT &S SF5H24H:

A 7

1.

>
|'l'l1
|>
hu
o
o
ic]
r
o

SSH EC2 2£0|M 2A| 2l

QUAEAN M CHE BES AAEfLICH

sudo su -

/bin/bash /root/bootstrap/latest/virtual-desktop-host-linux/
configure_post_reboot.sh

sudo reboot

QUAHATE R FEE w7 x| Z|CHRILIC

EXZ2 dAE[X| =5 shed:

i

I A3 50| 5L

2! I x| T} ( patch.py & vdi_stuck_in_resuming_status.patch )& CFH2 2 E3l2q
BES M504 IS E2 Cl3E{El<output-directory>ZE HFELICH

@ Note

o INX|E= RES 2024.04.0204|2F M=|L|C}.

- Ifx| A3 RIE0|E AWS CLI v2, Python 3.9.16 O|4 2! Boto37} EQEhL|Ct.

« RES 7t HHZ &l A& 4 2|Hof CHal £ AWS CLI FA38t 1 of| A A A48t HHZlof & £ Q)
= S3 #Eto| U=X| #QIELICIRES.

OUTPUT_DIRECTORY=<output-directory>
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patch.py
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patches/vdi_stuck_in_resuming_status.patch
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/

Q17 A QX|L|o{& ARLC|2 MEX 7t0|E

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/vdi_stuck_in_resuming_status.patch --
output ${OUTPUT_DIRECTORY}/vdi_stuck_in_resuming_status.patch

2. x| A23EEQ} x| ool Ct2EEE|= CIRHEHEIZ O|SELICH ChE IHX| HHEE A
d<environment-name>3t0{ & RES &4 O|& X 7t RES HEZE! 2[X<aws-region>2 = Ht
= LCt.

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02
--module virtual-desktop-controller --patch vdi_stuck_in_resuming_status.patch --
region <aws-region>

3. #&Z&9ov CEE%E-I CIABAAE CIA| A[2t5tE2{H OIS HHEE A&¥<environment-name>3t

ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec? terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 O|3}) SAMAccountName & &0f CHEAF &=
XHE s7I3t6t x| 2

rr
Jm
>
gl
>
:
UPE
[l
>
W]
_>,-_

S|

RES SSO7} %|4 2A|ZHAD 718t 7| 23]) 2 HHEE = 71 AD AAEXHE S7(3H6tX| ZEFLICH
2 AEH EElXt CloudWatch 2 (<environment-name>/cluster-manager21 & Oof2h)dl=
AD 57|18t S CIE1 22 @771 =& ELICH
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Error: [INVALID_PARAMS] Invalid params: user.username must match regex: ~(?=.{3,20}$%)
. Do 1{23)[a-20-9. _1+(?<![_. 1)$

O| 2R ELCIS 27 A& 2 5F35= SAMAccount AFE X O|SRESEH 25174 2t MshL|C}.

« AASCHEARL A} OHEE
=]

Q
0ok
o
ne
rr
T

Al

2+3t
1. x| 232 E L ofx| It ( patch.py & samaccountname_regex.patch )& CtR2 2 E=5t24™ Ct
2 BE S AYsto] Y S 22 C|EEE|<output-directory>& HHELICE.
(@ Note

I X|= RES 2024.04.02042F A& ElL|CH.
- Ifx| A3 RIE0|E AWS CLI v2, Python 3.9.16 O|4 2! Boto37} EQghL|Ct.

« RES 7} HZ El A& & 2[Fof| CHaH £ AWS CLI A35H D ofl A MAd8H BHZlol &£ £
= S3 MEHo| U=X| =Rl LICIRES.

OUTPUT_DIRECTORY=<output-directory>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.04.02/patch_scripts/patches/samaccountname_regex.patch --output
${OUTPUT_DIRECTORY}/samaccountname_regex.patch

2. x| A3 EQ mx| mto| CtREZEL|E CIAEZ|Z O|SELICH CfS x| HHPE A
g<environment-name>3t0{ £ RES &4 O|E2Z HIELICE.
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patch.py
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patches/samaccountname_regex.patch
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/

Q17 A QX|L|o{& ARLC|2 MEX 7t0|E

python3 patch.py --environment-name <environment-name> --res-version 2024.04.02 --
module cluster-manager --patch samaccountname_regex.patch

3. 42| Cluster Manager QIAEAE CHA| A|ZH5t2{H CHE WHEE A&<environment-
name>35t1 & RES &4 0|§2 2 HIEL|Ct. Amazon EC2 Management Console0f| A QIAEIA

E 2 =k &Lt
ENVIRONMENT_NAME=<environment-name>

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.04.02 0| 3}) Bastion ZAE0] HA|AsH7| QI3 Zato|Y! 7|7} K& 6HK| &L
c}.
=X

AMEXI7F Z2told! 7|2 CIR2ZE3510{ RES ¢ L E0{|A{ Bastion EAE0| HMASH 7|2 @Al £
Xl f&L|Ch oig{ Z20| B ZEE CIREL L2 2 7|7 R 5 8tEILICE CIREESH 7|2 Bastion 34

Eof HMAste{n otH AERNA ChEt 242 27 7F dAgfLct

Load key "<downloaded-ssh-key-path>": error in libcrypto
<user-name>@<bastion-host-public-ip>: Permission denied (publickey,gssapi-keyex,gssapi-
with-mic)

Ht
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o
o

ook
mjo
rr

s

2024.04.02 0|5}

O| HEIRXE Y& dhX| 22 2 Chrome2 AI236l04 7|2 CIREES5tE Zd0| E4LCT
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Q17 A QX|L|o{& ARLC|2 MEX 7t0|E
e FHol M &2 MMEetD 2 2o ----- BEGIN PRIVATE KEY----- CIE A &8 MM5lod 7|
o g ChA| Zoe = JU&LICH----- END PRIVATE KEY-----

(2024.06 O|3t) AD S7|3t RES 0| 2 & HH7t ol S7|3tEX| A S
B AH
GroupOU CtE RES 3¢ I & HHe o MOoiE S7I8t kx| et &LICH UserOU

RES = AD 1&0|M AEXHE S7I3t6tE{10 & [ Idapsearch 2E{E HMELICH T EE =
GroupOU I}Z2t0O[E] CHAl UserOU It2tO|EE HZ AFSELICH GroupOU 11 Z1t Aol M AFSXHE

dtetst K| ZELICH O] S22 UsersOU2F GroupOU7Z} CHE QIABIAO| AP gh gL}

Ol 2Xl= 2 & RES BT 2024.06 O|5t0i| A& ELICt,

CHS Ao el 2 A

jn

sZE&rLCt.

1. patch py 23 2E 3! group_member_sync_bug_fix.patch ZIY S CIR2ZE352{M CFS WP S Al
#5to mds Ot 2E35t2{= <output-directory> 2Z C|H
RES3SIZ{E HMCS 2 HiEL|Ct.

E{2l<res_version>2} x|

® Note

- x| A3 BE0f= AWS CLI v2, Python 3.9.16 0|4 & Boto37f EgFL|C}.

- RES 7} HiZE A& 2! 2|70l CHEH & AWS CLI 725t ol A A A48t HZlofl & = Q)
= S3 HEto| U=X| &l LICIRES.

« I§X|= RES H{T 2024.04.02 2! 2024.062+ X| & LICt 2024.04 == 2024.04.012 At
8otE B WRIE MB35t ™ol 0tol] X AUo|o|Eol LhEE EHAlol mat #E8
2024.04.022 C|0|EE £ Ql&LCh

- RES H{7: RES 2024.04.02

x| CIRE2E @3: 2024.04.02_group_member_sync_bug_fix.patch
« RES H{T: RES 2024.06
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https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.04.02/patch_scripts/patches/2024.04.02_group_member_sync_bug_fix.patch

ALEX} 7O

=

x| CIR22E &3: 2024.06_group_member_sync_bug_fix.patch

OUTPUT_DIRECTORY=<output-directory>
RES_VERSION=<res_version>
mkdir -p ${OUTPUT_DIRECTORY}

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/
${RES_VERSION}/patch_scripts/patches/${RES_VERSION}_group_member_sync_bug_fix.patch
--output ${OUTPUT_DIRECTORY}/${RES_VERSION}_group_member_sync_bug_fix.patch

x| A3 2 EQ x| Tt UO| CIR2ZE L= C|REEIZ o|sSELICt S mix| Hs A
#<environment-name>35t04 & RES 74 0|2 Z HELICH

cd ${OUTPUT_DIRECTORY}
ENVIRONMENT_NAME=<environment-name>

python3 patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version ${RES_VERSION} --module cluster-manager --patch $PWD/
${RES_VERSION}_group_member_sync_bug_fix.patch

a0l ChEh Se{AE ZE|Xf QIATEAE CHA| A sted™ CHE TP S gL

[

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-cluster-manager \
Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

(2024.06 0|3t) CVE-2024-6387, R egreSSHion, RHEL9 %! Ubuntu2| £t £[2F4 VDIs

1 H

&

Tl 22X 2024 .x
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https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/patch_scripts/patches/2024.06_group_member_sync_bug_fix.patch

O

r

A7 9 AR|LJo{E ARCI A& R

| 45104 744 HIAT ESSHO E 0|S5H= 70|
oF 9 of&L|ct aeqLt ALL RES {0l A RHEL9 &
Ubuntu2024AMI(7+H4 A3 & QIZ 2ol CHE MBSt 7|8 VDIs(Amazon Machine Image)2 &
ol #(oFEh 2ESSH HEE AL ELICH

RESO| A E& M2 2 H|O
M, Hiol& ZAEE 0] %Mo

>
c |m
i
0 Om

0 1>
0

o

]
Ral

i
<
S
(7]
1
20
Ral
:

%, 7|Z RHEL9 X Ubuntu2024E 28
LICH

O]l ZEXl= 2 & RES KT 2024.06 O|5toi A& ELICIH

RHEL9 %! Ubuntu 25 EOo FfHdg +H™H35l= OpenSSHS’- IHX|E EelAM&LICH Z3HE 9| 5l
g=e

mf7|x| ZF2|XHE ALE3to] O|2HE &=

7|Z& RHEL9 = Ubuntu 7} 9= Z< ol2 PATCH EXISTING VDIs X|&2 [[l2= VDIsZd0| £

|
Ct. &% & W x|5t2{™ PATCH FUTURE VDIs X|& & [ 2= VDIsZI0| &Lt O X[Elof IA-IE A

EEE Adstod off E23HE UOIOIEE MEste= YHES dIELICHVDIs.

PATCH EXISTING VDIs
1. 7|& Ubuntu ¥ RHEL9 € 25 mWx|st= OIS HHS A~ELICHDIs.

a. x| A3 ZEo|E AWS CLIv27} Z3rL|Ct.

b. RES 7FHiZE AH™E & 2|0 CHsH AWS CLIE 74435t AWS Systems Manager Run
CommandE £ & Q= Systems Manager T&t0| Q=X| &QlgtL|Ct

aws ssm send-command \

--document-name "AWS-RunRemoteScript" \

--targets "Key=tag:res:NodeType,Values=virtual-desktop-dcv-host" \

--parameters '{"sourceType":["S3"], "sourceInfo":["{\"path\":\"https://
research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/
patch_scripts/scripts/patch_openssh.sh\"}"], "commandLine":["bash
patch_openssh.sh"]}'

2t= CVE-2024-6387regreSSHion 0| 2 ESSH A{H{0| M AlE A& LICEH O] F|efMHE Sal IS TIX|
A2 HE SARE Y MHOM el ZEE e +~ sz Hol SAE 2l OpenSSHE At
8ot AlaHol AMZeh /IHE ZelE + U&LIcH

Hot

0 Z2Z4X}= Bastion SAEOf AA|ASHOF &

4TI 2x| 2024.x
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https://nvd.nist.gov/vuln/detail/CVE-2024-6387
https://vulcan.io/blog/cve-2024-6387-how-to-fix-regresshion-vulnerability/
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html

917 2 Ax|LlofE ARC|Q A8t 7hols

2. T A HORIM ATRET HTHOR MYEIRER HOI £ UsLIC BY 7| YL
Z2l5tn 24 WY IDE ME43 O} 2E QAHA0| SUCCESS HAIX|7} IDs QK| QIEL|
=

PATCH FUTURE VDIs

1. IR A3 R E L oix| It ( patch.py & update_openssh.patch )2 CtR22E5t2{H LS BHS
Adsto] IS EP-E—E g <output-directory> C|EE{Z|<environment-name>2t RES
24 0|2 Z HiELICH

® Note

. I§x|= RES 2024.0601 2t M EL|Ct.
. I{x| AT EIE0|= AWS CLI v2), Python 3.9.16 0|4 2! Boto37}

- RES 7t HiZ & 7 & 2|Z0i| CHEF AWS CLIS| AH2 S T35t of| A A AdEH A o
£ & = S3 Weto| U=X| &I LICIRES.

mH
o
r
ul

OUTPUT_DIRECTORY=<output-directory>
ENVIRONMENT_NAME=<environment-name>

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patch.py --output ${OUTPUT_DIRECTORY}/patch.py

curl https://research-engineering-studio-us-east-1.s3.amazonaws.com/
releases/2024.06/patch_scripts/patches/update_openssh.patch --output
${OUTPUT_DIRECTORY}/update_openssh.patch

2. CHS WX BES A-AELICH

python3 ${OUTPUT_DIRECTORY}/patch.py --environment-name ${ENVIRONMENT_NAME} --res-
version 2024.06 --module virtual-desktop-controller --patch ${OUTPUT_DIRECTORY}/

update_openssh.patch

0424
[=X=]

Ar&stod B E82| VvDC ZHE &R QIAEAE CHA| AIZFELICH

0jo
mjo

3.t

INSTANCE_ID=$(aws ec2 describe-instances \
--filters \
Name=tag:Name,Values=${ENVIRONMENT_NAME}-vdc-controller \
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https://console.aws.amazon.com/systems-manager/run-command
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/patch_scripts/patch.py
https://research-engineering-studio-us-east-1.s3.amazonaws.com/releases/2024.06/patch_scripts/patches/update_openssh.patch
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://aws.amazon.com/sdk-for-python/

017 U Ax|LjofE ARC|2 A8 7hol=

Name=tag:res:EnvironmentName,Values=${ENVIRONMENT_NAME}\
--query "Reservations[@].Instances[@].InstanceId" \
--output text)

aws ec2 terminate-instances --instance-ids ${INSTANCE_ID}

/A Important
mf x| M€ O|2iVDIsE RES 7% 2024.06 O|AMof| AH2H X|HEILIC}H 2024.06 0| H{ZIQ| VDIs
RES &40 &% mfx|E XM E35le4H HX{ 2| X|&lof 2l RES & ZEE 2024.062 2 g
O|E&LICHH|O|X BT MO|O|E.
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DX A

Zt Amazon EC2 QIAEIAN = HE| SMoE F JHo| ¥4 olA3 & MUIAEOIE MH|A) 2to|M
A7HEH MSELCH o] HE = #E|RHE Il o248t 2to|MAE T2 H|X'Fst= ol =F0| ElL
Ct. B 2to|4dA 910] EE= RDP 20|44 RDP §10| Amazon EC2 RQIATA R 2274 TEHE 4= AWS
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