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Drift detection
Get notified when
AWS Resilience Hub
detects changes in
the compliance status

S

AWS Resilience Hub -
Resilience management

Centrally define, validate,
and track the resilience of
your applications

®

Add applications
Define the resources in your application

(CloudFormation stack, Resource groups, Terraform state file,
AppRegistry application or Kubernetes managed on Amazon
Elastic Kubernetes Service)

l

> =@

Assess application resilience

Define the resilience policies and assess the resilience of the app
and uncover weaknesses

l
o9

Take action

Implement recommendations, alarms, standard operating
procedures (SOP)

Test application resilience

Run tests using AWS Fault Injection Service to test across the
operational recommendations

Track resilience posture
Suggest focus on CICD, and as application is updated making sure

AW

S Resilience Hub 25 42|

you have checks in place to assess resilience
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AWS BIZE|HA e MEX 7t0|E
o & E04, otch SE2 oM B e A& HE A2 HB5t= JSON 49| AWS CloudFormation
HZ38 H0o{ELICt. AWS Resilience HubEmployees2h= DynamoDB Ef|O|& 0| CHEF 17| M8t &
Heluct.

=

HE 2! Resources A2 DynamoDB El|0|22| 17| A&t O|HIE =7} 1& Zote [ E85tE=
A E

AWS: :CloudWatch::Alarm ZEE MHHEEILICH £5F F AWS: :SSM: :Parameter ZlAAE HEHH
O|E{E Holst= 2 AKX ofZEZ|FAHI0O|ME AZMSHK| &t MX|El 2| &AAE AWS Resilience Hub Al
g = JUsLct
{
"AWSTemplateFormatVersion" : "2010-09-09",
"Parameters" : {
"SNSTopicARN" : {
"Type" : "String",
"Description" : "The ARN of the Amazon SNS topic to which alarm status changes
are to be sent. This must be in the same Region being deployed.",
"AllowedPattern" : "~arn:(aws|aws-cn|aws-iso|aws-iso-[a-z]{1}|aws-us-gov):sns:

([a-z]{2}-((iso[a-z]1{0,1}-)|(gov-)){0@,1}[a-z]+-[0-9]):[0-9]1{12}:[A-Za-z0-9/][A-Za-
z0-9:_/+=,@.-1{1,256}%"
}
+

"Resources" : {

"ReadthrottleeventsthresholdexceededEmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJI9Alarm" :
{

"Type" : "AWS::CloudWatch::Alarm",
"Properties" : {
"AlarmDescription" : "An Alarm by AWS Resilience Hub that alerts when the
number of read-throttle events are greater than 1.",
"AlarmName" : "ResilienceHub-ReadThrottleEventsAlarm-2020-04-01_Employees-ON-

DEMAND-@-DynamoDBTable-PXBZQYH3DCJ9",
"AlarmActions" : [ {

"Ref" : "SNSTopicARN"
11,
"MetricName" : "ReadThrottleEvents",
"Namespace" : "AWS/DynamoDB",
"Statistic" : "Sum",
"Dimensions" : [ {

"Name" : "TableName",

"Value" : "Employees-ON-DEMAND-@-DynamoDBTable-PXBZQYH3DCJ9"
1,
"Period" : 60,
"EvaluationPeriods" : 1,
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"DatapointsToAlarm" : 1,
"Threshold" : 1,

"ComparisonOperator" : "GreaterThanOrEqualToThreshold",
"TreatMissingData" : "notBreaching",
"Unit" : "Count"

.

"Metadata" : {
"AWS: :ResilienceHub: :Monitoring" : {

"recommendationId" : "dynamodb:alarm:health-read_throttle_events:2020-04-01"

}

}

.

"dynamodbalarmhealthreadthrottleevents20200401EmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJI9Alaxn
{

"Type" : "AWS::SSM: :Parameter",
"Properties" : {
"Name" : "/ResilienceHub/Alarm/3f904525-4bfa-430f-96ef-58ec9bl19aa73/dynamodb-

alarm-health-read-throttle-events-2020-04-01_Employees-ON-DEMAND-@-DynamoDBTable-
PXBZQYH3DCJ9",
"Type" : "String",
"Value" : {
"Fn::Sub"
"${ReadthrottleeventsthresholdexceededEmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJ9Alarm}"
1,
"Description'" : "SSM Parameter for identifying installed resources."
}
I

"dynamodbalarmhealthreadthrottleevents20200401EmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJ9Alazxn
{

"Type" : "AWS::SSM: :Parameter",
"Properties" : {
"Name" : "/ResilienceHub/Info/Alarm/3f904525-4bfa-430f-96ef-58ec9bl19aa73/

dynamodb-alarm-health-read-throttle-events-2020-04-01_Employees-ON-DEMAND-0Q-
DynamoDBTable-PXBZQYH3DCJ9",

"Type" : "String",
"Value" : {
"Fn::Sub" : "{\"alarmName\":

\"${ReadthrottleeventsthresholdexceededEmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJ9Alarm}\",
\"referenceId\":\"dynamodb:alarm:health_read_throttle_events:2020-04-01\",
\"resourceId\":\"Employees-ON-DEMAND-@-DynamoDBTable-PXBZQYH3DCJI9\",\"relatedSOPs\":
[\"dynamodb:sop:update_provisioned_capacity:2020-04-01\"]}"

.
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"Description" "SSM Parameter for identifying installed resources."
}
}
}

}

S Z 2! =% AWS CloudFormation
o2k E= AWS FIS 2laAE T2 o E /7 o|Mol| SEStE 7HEY 42 YH2 ofE2|AH ol HES
g dst= HED| L& EE= EAAE O E 2|lAAE 7HEHS| FIhsts WLICH SOP ofel XS
El JSON -formatted It EZ210{ A DynamoDB E|0|E & MHFI = &dof Cist 7|12 IR E ME
gLt AWS CloudFormation AX|| of Z2|7i|0|Mofl= =7t Elo|2 0 22 & 7tX| 2lAA7 H Z&E
7tsdo| E&LIth

{

"AWSTemplateFormatVersion":

"2010-09-09T00:00:00.000Z",

"Description": "Application Stack with Employees Table",
"Outputs": {
"DynamoDBTable": {
"Description": "The DynamoDB Table Name",
"Value": {"Ref": "Employees"}
}
I
"Resources": {
"Employees": {
"Type": "AWS::DynamoDB: :Table",
"Properties": {
"BillingMode": "PAY_PER_REQUEST",
"AttributeDefinitions": [
{
"AttributeName": "USER_ID",
"AttributeType": "S"
I
{
"AttributeName": "RANGE_ATTRIBUTE",
"AttributeType": "S"
}
1,
"KeySchema": [
{
"AttributeName": "USER_ID",
"KeyType": "HASH"

on
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}I

{
"AttributeName": "RANGE_ATTRIBUTE",
"KeyType": "RANGE"

}

1,
"PointInTimeRecoverySpecification": {
"PointInTimeRecoveryEnabled": true

},
"Tags": [
{
"Key": "Key",
"Value": "Value"
}
1,
"LocalSecondaryIndexes": [
{
"IndexName": "resiliencehub-index-local-1",
"KeySchema": [
{
"AttributeName": "USER_ID",
"KeyType": "HASH"
},
{
"AttributeName": "RANGE_ATTRIBUTE",
"KeyType": "RANGE"
}
1,
"Projection": {
"ProjectionType": "ALL"
}
}
1,
"GlobalSecondaryIndexes": [
{
"IndexName": "resiliencehub-index-1",
"KeySchema": [
{
"AttributeName": "USER_ID",
"KeyType": "HASH"
}
1,

"Projection": {
"ProjectionType": "ALL"
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}
}
]
}
}
}
}
B 2oL E ol Z2(7H0lMDt A B Z5t24E O|M| st=EZ Y E E|AAE o EE[FH01ME AR S| S
EZ 2 Hhof gL ch

[F2FA AWS: :CloudWatch: :Alarm ElAA ZolojAM Ct22 ¥HZAs L.

"Value" : "Employees-ON-DEMAND-@-DynamoDBTable-PXBZQYH3DCJ9"
CHE2o 2ol stMl

"Value" : {"Ref": "Employees"}
12|13 AWS: :SSM: :Parameter ElAA HOo|o|M CHS S BHZEELICEH

"Fn::Sub" : "{\"alarmName\":
\"${ReadthrottleeventsthresholdexceededDynamoDBEmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJ9Alazrn
\"referenceId\":\"dynamodb:alarm:health_read_throttle_events:2020-04-01\",
\"resourceId\":\"Employees-ON-DEMAND-@-DynamoDBTable-PXBZQYH3DCJI9\",\"relatedSOPs\":
[\"dynamodb:sop:update_provisioned_capacity:2020-04-01\"]}"

"Fn::Sub" : "{\"alarmName\":
\"${ReadthrottleeventsthresholdexceededEmployeesONDEMAND@DynamoDBTablePXBZQYH3DCJ9Alarm}\",
\"referenceId\":\"dynamodb:alarm:health_read_throttle_events:2020-04-01\",\"resourceld
\":\"${Employees}\",\"relatedSOPs\":
[\"dynamodb:sop:update_provisioned_capacity:2020-04-01\"]}"

SOPsZ! AWS FIS A&l AWS CloudFormation ElZ 2!
F

S = 8 =
B8 0| F 0| A& 2S5t M IDs X2 ChAlotes SYSH U2 HAlS
DynamoDB E{|0|£0f CH8t 2t =& AWS CloudFormation AF23tH CHS 2tdg +&E £+ QlaLch.
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/walkthrough-crossstackref.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/resource-import-nested-stacks.html

AWS BIEEIHA FE MNEX 70|=

OfZ2|Z{|0|M AME Tl Z2|0of| AF2 AWS Resilience Hub
APls

AWS Resilience Hub Z2&2 AI835l01 88 Z2 IS MYt #E|ste TAl E AI835l0 88 &
EOME HdHES D 22" AWS Resilience Hub = A& LICtH. AWS Resilience Hub APIs O &0 M=
£ AM83504 AWS Resilience Hub APIs S T2 13H& He ModshL|C} E8t AlsiS)oF 5
= = AMQt HAet of| M2t &7 MSsHok st Oi7H #H 2L 2 HolELIC APIs AtA[EF ME= g F
NE &ZSMR.

« the section called “OHZ2|Z|0|MH &H|

H

+ the section called “OfZ 2|70 AR 2l B AY
X

=
« the section called “OHZ2|Z|0|MH %"

1EA|: o ZEl71|0] 4 EH]

OHEZ|70|ME EHI5tE{ X o E2|AHO|MS dM5tn S22 HMZ et ChS = A A0 M
OHZ2|7|0|M BIAAE 7HX{Qtok EFLICH Al A AWS Resilience Hub APIs ZHJof APQHE o]
CHEE AEMIEF LI 2 OIS E52 & Z5HA A2,

« the section called “OfZ 2|7 O|M A4 A~

« the section called “S-$23 Z4=H A AY”

+ the section called “OfZ Z2|F0|M E|AA 7} K27 & 7IX{ 7| AEf| 2LIE{R)”

+ the section called “Oj Z 2|7 0|ME HA|StD S¢d3d HAHg sttt |C}.”

OfZ2|7ilo] 4

0{l A AWS Resilience HubM| 22 —2 132 ptEE{MH 2 CreateApp APl 3&51 18t
88 Z=1% o|§2 MSsHoF &LICt ofof CHEt XEMIEE LHE 2 API € & =5t & Al2https:/
docs.aws.amazon.com/resilience-hub/latest/APIReference/API_CreateApp.html.

CtS oM= & AWS Resilience Hub AF&3510{ M S& T2 newApp HEE WS Ho{ELICH
CreateAppAPI.
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https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_CreateApp.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_CreateApp.html
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kO
%

aws resiliencehub create-app --name newApp

C
=

T

0l0

~

"app": {
"appArn": "<App_ARN>",
"name": "newApp",
"creationTime": "2022-10-26T19:48:00.434000+03:00",
"status": "Active",
"complianceStatus": "NotAssessed",
"resiliencyScore": 0.0,
"tags": {3},
"assessmentSchedule": "Disabled"

ofZ 2l olME BHE R0l B AL835to] o Z2lF 0|0 BRia MElE TotE 4 Qe
¢z HAg M3l oF BILICH CreateResiliencyPolicy API O|of CHEl REM|ISH LI 2
APl 2 EZ3IAAIL. https://docs.aws.amazon.com/resilience-hub/latest/APIReference/
API_CreateResiliencyPolicy.html

CtZ oAM= & AWS Resilience Hub AF835104 88 newPolicy ZEOMECR QtEE= W2 Hof
ZLICI CreateResiliencyPolicyAPI.
%
aws resiliencehub create-resiliency-policy \
--policy-name newPolicy --tier NonCritical \
--policy '{"AZ": {"rtoInSecs": 172800, "rpoInSecs": 864003}, \
"Hardware": {"rtoInSecs": 172800, "rpoInSecs": 86400}, \
"Software": {"rtoInSecs": 172800, "rpoInSecs": 86400}}"
ocCct
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https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_CreateResiliencyPolicy.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_CreateResiliencyPolicy.html

AWS BIEE|HA 5= AEXt7tol=

"policy": {

"policyArn": "<Policy_ARN>",
"policyName": '"newPolicy",
"policyDescription": "",
"datalLocationConstraint": "AnyLocation",
"tier": "NonCritical",
"estimatedCostTier": "L1",
"policy": {

"AZ": {

"rtoInSecs": 172800,
"rpoInSecs": 86400

I

"Hardware": {
"rtoInSecs": 172800,
"rpoInSecs": 86400

I

"Software": {
"rtoInSecs": 172800,
"rpoInSecs": 86400

}
iy
"creationTime": "2022-10-26T20:48:05.946000+03:00",
"tags": {}

Q23 AAMM BlAA 7K 7| & 71K 7| AEf 2 L|E{E!
AWS Resilience Hub OHZZ|7||0| MO 2 B|AAE 7K 7| APIs &8l Ct=2 2 NMZ2¢L|Ct.

« ImportResourcesToDraftAppVersion— O|& M| API 574 CHFE @123 A A0 A
OHEE|F|o|Me| ot S E E[AAE 7HKHE &= /U&LICH o|oi CHEr AtMIE LI =2
API 2 & Z 34 Al2https://docs.aws.amazon.com/resilience-hub/latest/APIReference/

API_ImportResourcesToDraftAppVersion.html.

« PublishAppVersion— 12{® A HHTQ| 8& Z 213 0| AppComponents | 0| EEl BT}
&H7H API HIAIEILICE. oloil CHEF REMIEH LHE 2 API € & =34l Al 2https://docs.aws.amazon.com/
resilience-hub/latest/APIReference/API_PublishAppVersion.html.

 DescribeDraftAppVersionResourcesImportStatus— O|Z | API 5tHH ofZ 2|7
O|M HEo 2 o| E|AA 7IX{7| HEHE ELIEHEEY £ UA&LICH o|oi CHEt AtMIE LS
2 API £ & X5 Al https://docs.aws.amazon.com/resilience-hub/latest/APIReference/
API_DescribeDraftAppVersionResourcesimportStatus.html.
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https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_ImportResourcesToDraftAppVersion.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_ImportResourcesToDraftAppVersion.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_PublishAppVersion.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_PublishAppVersion.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_DescribeDraftAppVersionResourcesImportStatus.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_DescribeDraftAppVersionResourcesImportStatus.html
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CHZ o|Xl= € AWS Resilience Hub AFE & [l OHEEZ|AH|O|MO 2 B|AAE 7K E WS Eoq
LICH ImportResourcesToDraftAppVersionAPI.

o

aws resiliencehub import-resources-to-draft-app-version \
--app-arn <App_ARN> \

--terraform-sources '[{"s3StateFileUrl": <S3_URI>}]'

Ch
=

0l0

~

"appArn": "<App_ARN>",
"appVersion": "draft",
"sourceArns": [],

"status": "Pending",
"terraformSources": [
{
"s3StateFileUrl": <S3_URI>
}
]
}
CtZ M= & AWS Resilience Hub A& [ OfZ2[A| 0| Mof| 2| AAE S92 FIt5t= WY

HO0{ELICI CreateAppVersionResourceAPI.

2

aws resiliencehub create-app-version-resource \
--app-arn <App_ARN> \

--resource-name "backup-efs" \

--logical-resource-id '{"identifier": "backup-efs"}' \
--physical-resource-id '<Physical_xresource_id_ARN>' \
--resource-type AWS::EFS::FileSystem \
--app-components '["new-app-component"]'

Ck
=

0lo

-~

"appArn": "<App_ARN>",
"appVersion": "draft",

jo
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physicalResource": {
resourceName": "backup-efs",
"logicalResourceId": {
"identifier": "backup-efs"
},
"physicalResourceId": {
identifier": "<Physical_resouxce_id_ARN>"
"type": "Arn"
},
resourceType": "AWS::EFS::FileSystem"
appComponents": [
{
name": '"new-app-component"
"type": "AWS::ResilienceHub::StorageAppComponent"
"id": "new-app-component"
}
]
}

Ct2 of|Xl= AWS Resilience Hub A2

= Eae]
LJEPDescrlbeDraftAppVer51onResourcesImportStatusAPI
Eii4

| 7t 27] §EiE ZLH
o

aws resiliencehub describe-draft-app-version-resources-import-status \
--app-arn <App_ARN>

0l0

Ch
=

{
"appArn": "<App_ARN>"
appVersion": "draft",
"status": "Success",
statusChangeTime": "2022-10-26T19:55:18.471000+03:00"
}
— o =1 =
OHZ 2|70 M Z= ot T HA| & =] A &
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ofZ2|7|olMe| et HEE HAlstn 573 Mg & sicdH

1. OfE2[A0o|Me| =t HTE HAlstE{E & A& S A A|R PublishAppVersionAPI. O[0]
CHer REMIEH LI 2 API € BF X 3H4 A https://docs.aws.amazon.com/resilience-hub/latest/
APIReference/API_PublishAppVersion.html.

C2 of|A|= £ AWS Resilience Hub Al235l04 22 T2 7240 X o XS Al e E
0{&F L|C}t PublishAppVersionAPI.

Y

aws resiliencehub publish-app-version \
--app-arn <App_ARN>

St
o -
{
"appArn": "<App_ARN>",
"appVersion": "release"
}

2. & M&3l0{UpdateApp API OHEE|7{0|M o] 2lE|A HTo| S HHg MEFLCt olof
CHEt AtMIEH LHE 2 API 2 & X oP*'AIEhttps://docs.aws.amazon.com/re3|Ilence-hub/Iatestj
APIReference/API_UpdateApp.html.

CHE oAM= AWS Resilience Hub AH& UpdateApp API 2! ofZ 2|70 M| 2 E|A HE| 5
T YM MBHE WS HoiFUCH

aws resiliencehub update-app \
--app-arn <App_ARN> \
--policy-arn <Policy_ARN>

C}
=

0lo
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https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_PublishAppVersion.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_PublishAppVersion.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_UpdateApp.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_UpdateApp.html

AWS BIEE|HA 5= AEXt7tol=

{
"app": {
"appArn": "<App_ARN>",
"name": "newApp",
"policyArn": "<Policy_ARN>",
"creationTime": "2022-10-26T19:48:00.434000+03:00",
"status": "Active",
"complianceStatus": "NotAssessed",
"resiliencyScore": 0.0,
"tags": {
"resourceArn": "<App_ARN>"
1,
"assessmentSchedule": "Disabled"
}
}

2EHA|: AWS Resilience Hub S84 Ty} Alg ol a7

M HZEo| ol ZE27|0lME HAIE Fole M 5243 I7IE ddstn ZntE E44stod ofEE(70lM
O| 33 YAlof Ho|El ofl&f RTO HIAZE2 of&f RPO HIAZEE SHt=X| & elstiok gLCH
Bt Z4 olEE7I0lM 71 24 FE2 EHnt Hlustod B2 A EHAE HE AFEE SOP M3 gL

Ct.

« the section called “S-923 W7} Al ol @ |E{E)”

« the section called “S 29 & AfAS»

AWS Resilience Hub =823 I7| Aldl gl | |E{ &

0l A AWS Resilience Hub =723 W7t & & st1 &EIE ZLIEHZSIE{H CHE S AHS sl oF &L
APIs

« StartAppAssessment— O|Z | API 5t o = 2|7i[0|4of CHEt AH Bt MELICt ofof
CHEr REMIEH LI 2 API € R X35 & Al 2https://docs.aws.amazon.com/resilience-hub/latest/
APIReference/API_StartAppAssessment.html.
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https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_StartAppAssessment.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_StartAppAssessment.html

AWS B EE|HA 5E AEXt7tol=

« DescribeAppAssessment— OHZ 2|7 0|Moi| CHEt WIHE API MHE5tD "It 2= HEE MSF
LICF. oloil CHEF REMIEH LHE 2 API € & =3+ &A|2https://docs.aws.amazon.com/resilience-hub/
latest/APIReference/AP|_DescribeAppAssessment.html.

Ct= o= ol AWS Resilience Hub M H7}+ A& S A|Z5HE @82 EoiELICH
StartAppAssessmentAPI.

o

aws resiliencehub start-app-assessment \
--app-arn <App_ARN> \

--app-version release \
--assessment-name first-assessment

CH
=

0lo

~

"assessment": {
"appArn": "<App_ARN>",

"appVersion": "release",
"invoker": "User",
"assessmentStatus": "Pending",
"startTime": "2022-10-27T08:15:10.452000+03:00",
"assessmentName": "first-assessment",
"assessmentArn": '"<Assessment_ARN>",
"policy": {
"policyArn": "<Policy_ARN>",
"policyName": "newPolicy",
"datalLocationConstraint": "AnyLocation",
"policy": {
"AZ": {

"rtoInSecs": 172800,
"rpoInSecs": 86400

I

"Hardware": {
"rtoInSecs": 172800,
"rpoInSecs": 86400

I

"Software": {
"rtoInSecs": 172800,
"rpoInSecs": 86400
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https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_DescribeAppAssessment.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_DescribeAppAssessment.html

AWS B &EedA FE

3,
"tagS": {}

CHZ of = AWS Resilience Hub At Sl B7t &EHE ZLIE{RIS
DescribeAppAssessmentAPl. assessmentStatus #40{ A

o

aws resiliencehub describe-app-assessment \
--assessment-arn <Assessment_ARN>

Ck
=

0lo

~

"assessment": {
"appArn": "<App_ARN>",

"appVersion": "release",
"cost": {
"amount": 0.0,
"currency": "USD",

"frequency": "Monthly"

},

"resiliencyScore": {
"score": 0.27,
"disruptionScore": {

"AZ": 0.42,
"Hardware": 0.0,
"Region": 0.0,
"Software": 0.38

.
"compliance": {
"AZ": {

"achievableRtoInSecs": 0,
"currentRtoInSecs": 4500,
"currentRpoInSecs": 86400,
"complianceStatus": "PolicyMet"
"achievableRpoInSecs": 0
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},

"Hardware": {
"achievableRtoInSecs": 0,
"currentRtoInSecs": 2595601,
"currentRpoInSecs": 2592001,
"complianceStatus": "PolicyBreached",
"achievableRpoInSecs": 0

I

"Software": {
"achievableRtoInSecs": 0,
"currentRtoInSecs": 4500,
"currentRpoInSecs": 86400,
"complianceStatus": "PolicyMet",
"achievableRpoInSecs": @

}
I
"complianceStatus": "PolicyBreached",
"assessmentStatus": "Success",

"startTime": "2022-10-27T08:15:10.452000+03:00",
"endTime": "2022-10-27T08:15:31.883000+03:00",

"assessmentName": "first-assessment",
"assessmentArn": '"<Assessment_ARN>",
"policy": {
"policyArn": "<Policy_ARN>",
"policyName": '"newPolicy",
"datalLocationConstraint": "AnylLocation",
"policy": {
"AZ": {

"rtoInSecs": 172800,
"rpoInSecs": 86400

},

"Hardware": {
"rtoInSecs": 172800,
"rpoInSecs": 86400

},

"Software": {
"rtoInSecs": 172800,
"rpoInSecs": 86400

"tags": {3}
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}
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 DescribeAppAssessment— O|& APl Sl S22 HAMZ J|ES = off
MENE FME = U&LICH EF complianceStatus HLTAM 7% =
resiliencyScore #ZXO0|M ZF SE ol et S H-E FEE =& JU&LICE 0lof

CHEH REMIEE LI 2 API € 2F X 3HA] A2 https://docs.aws.amazon.com/resilience-hub/latest/
APIReference/API_DescribeAppAssessment.html.

« ListAlarmRecommendations— O|& API &3l B7t2| Amazon E|AA O|& (ARN) £ AFS
5to] B2 HE Al 2 U2 = U&LICH ofof| CHEF XEMIEF LIE 2 API 2 & XA A|https://
docs.aws.amazon.com/resilience-hub/latest/APIReference/API|_ListAlarmRecommendations.html.

0

=

THE AtE SOP 2 FIS HAE HE AlE S Hofi{M ListSopRecommendations & & At
A

0%
jo

0
rr

Ct2 oAM= & A& 3t 72| Amazon Resource Name (ARN) 2 AFE 35104 ZE HE AL
12 Ho{&L|C ListAlarmRecommendationsAPI.

THE AFEE SOP ¥ 11 FIS E|AE 324 ListSopRecommendations EE & & 5tLEZ HEF
AAI2ListTestRecommendations.

o

aws resiliencehub list-alarm-recommendations \
--assessment-arn <Assessment_ARN>
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https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_DescribeAppAssessment.html
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_DescribeAppAssessment.html
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https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_ListAlarmRecommendations.html
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"alarmRecommendations": [

{
"recommendationId": "78ece7f8-c776-499e-baa8-b35f5e8b8ba2",
"referencelId": "app_common:alarm:synthetic_canary:2021-04-01",
"name": "AWSResilienceHub-SyntheticCanaryInRegionAlarm_2021-04-01",
"description": "A monitor for the entire application, configured to

constantly verify that the application API/endpoints are available",
"type": "Metric",

"appComponentName": "appcommon",
"items": [
{
"resourcelId": "us-west-2",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false
}
1,
"prerequisite": '"Make sure Amazon CloudWatch Synthetics is setup to monitor

the application (see the <a href=\"https://docs.aws.amazon.com/AmazonCloudWatch/
latest/monitoring/CloudwWatch_Synthetics_Canaries.html\" target=\"_blank\">docs</a>).
\NnMake sure that the Synthetics Name passed in the alarm dimension matches the name of
the Synthetic Canary. It Defaults to the name of the application.\n"

},
{
"recommendationId": "d9c72c58-8c00-43f0-ad5d-0c6e5332b84b",
"referenceld": "efs:alarm:percent_io_limit:2020-04-01",
"name": "AWSResilienceHub-EFSHighIoAlarm_2020-04-01",
"description": "An alarm by AWS Resilience Hub that reports when Amazon EFS

I/0 load is more than 90% for too much time",
"type": "Metric",

"appComponentName": "storageappcomponent-rlb",
"items": [
{

"resourceId": "fs-0487f945c02f17b3e",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false

"recommendationId": "0Q9f340cd-3427-4f66-8923-7f289d4a3216",
"referenceId": "efs:alarm:mount_failure:2020-04-01",
"name": "AWSResilienceHub-EFSMountFailureAlarm_2020-04-01",
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"description": "An alarm by AWS Resilience Hub that reports when volume
failed to mount to EC2 instance",
"type": "Metric",

"appComponentName": "storageappcomponent-rlb",
"items": [
{

"resourcelId": "fs-0487f945c02f17b3e",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false

1,
"prerequisite": "* Make sure Amazon EFS utils are installed(see the <a
href=\"https://github.com/aws/efs-utils#installation\" target=\"_blank\">docs</a>).
\n* Make sure cloudwatch logs are enabled in efs-utils (see the <a href=\"https://
github.com/aws/efs-utils#step-2-enable-cloudwatch-log-feature-in-efs-utils-config-
file-etcamazonefsefs-utilsconf\" target=\"_blank\">docs</a>).\n* Make sure that
you've configured “log_group_name’ in " /etc/amazon/efs/efs-utils.conf’, for example:
“log_group_name = /aws/efs/utils’ .\n* Use the created "log_group_name ™ in the
generated alarm. Find ‘LogGroupName: REPLACE_ME® in the alarm and make sure the
“log_group_name” is used instead of REPLACE_ME.\n"

.

{
"recommendationId": "b@f57d2a-1220-4f40-a585-6dable79cee2",
"referenceId": "efs:alarm:client_connections:2020-04-01",
"name": "AWSResilienceHub-EFSHighClientConnectionsAlarm_2020-04-01",
"description": "An alarm by AWS Resilience Hub that reports when client

connection number deviation is over the specified threshold",
"type": "Metric",

"appComponentName": "storageappcomponent-rlb",
"items": [
{

"resourcelId": "fs-0487f945c02f17b3e",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false

"recommendationId": "15f49b10-9bac-4494-b376-705f8da252d7",
"referenceId": "rds:alarm:health-storage:2020-04-01",

"name": "AWSResilienceHub-RDSInstancelLowStorageAlarm_2020-04-01",
"description": "Reports when database free storage is low",
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"type": "Metric",

"appComponentName": "databaseappcomponent-hji",
"items": [
{

"resourcelId": "terraform-20220623141426115800000001",
"targetAccountId": "12345678901",

"targetRegion": "us-west-2",

"alreadyImplemented": false

}
]
},
{
"recommendationId": "cl1l906101-cea8-4f77-be7b-60abb07621f5",
"referenceld": "rds:alarm:health-connections:2020-04-01",
"name": "AWSResilienceHub-RDSInstanceConnectionSpikeAlarm_2020-04-01",
"description": "Reports when database connection count is anomalous",
"type": "Metric",
"appComponentName": "databaseappcomponent-hji",
"items": [
{
"resourcelId": "terraform-20220623141426115800000001",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false
}
]
},
{
"recommendationId": "f169b8d4-45c1-4238-95d1-ecdd8d5153fe",
"referenceId": "rds:alarm:health-cpu:2020-04-01",
"name": "AWSResilienceHub-RDSInstanceOverUtilizedCpuAlarm_2020-04-01",
"description": "Reports when database used CPU is high",
"type": "Metric",
"appComponentName": "databaseappcomponent-hji",
"items": [
{
"resourcelId": "terraform-20220623141426115800000001",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false
}
]
},
{
ERERSERPE 120



AWS B EE|HA 5E AEXt7tol=

"recommendationId": "69da8459-cbe4-4bal-a476-80c7ebf096f0",
"referenceId": "rds:alarm:health-memory:2020-04-01",
"name": "AWSResilienceHub-RDSInstancelLowMemoryAlarm_2020-04-01",

"description": "Reports when database free memory is low",
"type": "Metric",
"appComponentName": "databaseappcomponent-hji",
"items": [
{

"resourcelId": "terraform-20220623141426115800000001",
"targetAccountId": "12345678901",

"targetRegion": "us-west-2",

"alreadyImplemented": false

"recommendationId": "67e7902a-f658-439e-916b-251a57b97c8a",

"referenceld": "ecs:alarm:health-service_cpu_utilization:2020-04-01",

"name": "AWSResilienceHub-ECSServiceHighCpuUtilizationAlarm_2020-04-01",

"description": "An alarm by AWS Resilience Hub that triggers when CPU
utilization of ECS tasks of Service exceeds the threshold",

"type": "Metric",

"appComponentName": "computeappcomponent-nrz",
"items": [
{
"resourceld": "aws_ecs_service_terraform-us-east-1-demo",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false
}
]
I
{

"recommendationId": "fb30cb91-1f09-4abd-bd2e-9e8ee8550eb0d",

"referenceId": "ecs:alarm:health-service_memory_utilization:2020-04-01",

"name": "AWSResilienceHub-ECSServiceHighMemoryUtilizationAlarm_2020-04-01",

"description": "An alarm by AWS Resilience Hub for Amazon ECS that
indicates if the percentage of memory that is used in the service, is exceeding
specified threshold limit",

"type": "Metric",

"appComponentName": "computeappcomponent-nrz",
"items": [
{
"resourcelId": "aws_ecs_service_terraform-us-east-1-demo",
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"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false

"recommendationId": "1bd45a8e-dd58-4a8e-a628-bdbee234efed”,

"referenceld": "ecs:alarm:health-service_sample_count:2020-04-01",

"name": "AWSResilienceHub-ECSServiceSampleCountAlarm_2020-04-01",

"description": "An alarm by AWS Resilience Hub for Amazon ECS that triggers
if the count of tasks isn't equal Service Desired Count",

"type": "Metric",

"appComponentName": "computeappcomponent-nrz",
"items": [
{
"resourcelId": "aws_ecs_service_terraform-us-east-1-demo",
"targetAccountId": "12345678901",
"targetRegion": "us-west-2",
"alreadyImplemented": false
}
1,
"prerequisite": "Make sure the Container Insights on Amazon ECS is enabled:

(see the <a href=\"https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
deploy-container-insights-ECS-cluster.html\" target=\"_blank\">docs</a>)."

}
]
}
CIS odlMlE & AF838104 ListAppComponentRecommendations APl 7 HE AL (XY 5243
S JNMsHE WiHol CHEH HE AR 2 oI WS HodELDH
-

aws resiliencehub list-app-component-recommendations \
--assessment-arn <Assessment_ARN>
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"componentRecommendations": [
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"appComponentName": "computeappcomponent-nrz",
"recommendationStatus": "MetCanImprove",
"configRecommendations": [
{
"cost": {
"amount": 0.0,
"currency": "USD",
"frequency": "Monthly"
},
"appComponentName": "computeappcomponent-nrz",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

cluster with volumes. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Based on the frequency of the
backups"
.
"Hardware": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

cluster with volumes. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Based on the frequency of the
backups™"
},
"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

cluster with volumes. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Based on the frequency of the
backups"
}
},
"optimizationType": "LeastCost",
"description": "Current Configuration",
"suggestedChanges": [],
"haArchitecture": "BackupAndRestore",
"referenceId": "original"
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"cost": {
"amount": 0.0,
"currency": "USD",
"frequency": "Monthly"
},
"appComponentName": "computeappcomponent-nrz",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore
cluster with volumes. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Based on the frequency of the
backups"
I
"Hardware": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

cluster with volumes. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Based on the frequency of the
backups™"
},
"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

cluster with volumes. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Based on the frequency of the
backups"
}

},
"optimizationType": "LeastChange",
"description": "Current Configuration",
"suggestedChanges": [],
"haArchitecture": "BackupAndRestore",
"referenceId": "original"

},

{

T
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"cost": {
"amount": 14.74,
"currency": "USD",
"frequency": "Monthly"
},
"appComponentName": "computeappcomponent-nrz",
"recommendationCompliance": {
"AZ": {

"expectedComplianceStatus": "PolicyMet",

"expectedRtoInSecs": 0,

"expectedRtoDescription": "No expected downtime. You're
launching using EC2, with DesiredCount > 1 in multiple AZs and CapacityProviders with
MinSize > 1",

"expectedRpoInSecs": 0,

"expectedRpoDescription": "ECS Service state is saved on
Amazon EFS file system. No data loss is expected as objects are be stored in multiple
AZs."

.

"Hardware": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 0,
"expectedRtoDescription": "No expected downtime. You're

launching using EC2, with DesiredCount > 1 and CapacityProviders with MinSize > 1",
"expectedRpoInSecs": 0,
"expectedRpoDescription": "ECS Service state is saved on
Amazon EFS file system. No data loss is expected as objects are be stored in multiple
AZs."

.

"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": " Estimated time to restore

cluster with volumes. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Based on the frequency of the
backups™"
}
1,
"optimizationType": "BestAZRecovery",
"description": "Stateful Amazon ECS service with launch type Amazon

EC2 and Amazon EFS storage, deployed in multiple AZs. AWS Backup is used to backup
Amazon EFS and copy snapshots in-Region.",
"suggestedChanges": [

T
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"Add AWS Auto Scaling Groups and Capacity Providers in multiple
AZs",
"Change desired count of the setup",
"Remove Amazon EBS volume"
1,
"haArchitecture": "BackupAndRestore",
"referenceId": "ecs:config:ec2-multi_az-efs-backups:2022-02-16"

"appComponentName": "databaseappcomponent-hji",
"recommendationStatus": "MetCanImprove",
"configRecommendations": [
{
"cost": {
"amount": 0.0,
"currency": "USD",
"frequency": "Monthly"
I
"appComponentName": "databaseappcomponent-hji",
"recommendationCompliance": {
"AZ": {

"expectedComplianceStatus": "PolicyMet",

"expectedRtoInSecs": 1800,

"expectedRtoDescription": "Estimated time to restore from
an RDS backup. (Estimates are averages based on size, real time may vary greatly from
estimate).",

"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Estimate based on the backup
schedule. (Estimates are calculated from backup schedule, real time restore may
vary)."

},

"Hardware": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": "Estimated time to restore from

snapshot. (Estimates are averages based on size, real time may vary greatly from
estimate).",

"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Estimate based on the backup
schedule. (Estimates are calculated from backup schedule, real time restore may
vary)."

iy
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"Software": {

"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": "Estimated time to restore from

snapshot. (Estimates are averages based on size, real time may vary greatly from
estimate).",

"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Estimate based on the backup
schedule. (Estimates are calculated from backup schedule, real time restore may
vary)."

}
I
"optimizationType": "LeastCost",
"description": "Current Configuration",
"suggestedChanges": [],
"haArchitecture": "BackupAndRestore",
"referenceId": "original"
I
{
"cost": {
"amount": 0.0,
"currency": "USD",
"frequency": "Monthly"
I
"appComponentName": "databaseappcomponent-hji",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": "Estimated time to restore from

an RDS backup. (Estimates are averages based on size, real time may vary greatly from
estimate).",

"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Estimate based on the backup
schedule. (Estimates are calculated from backup schedule, real time restore may
vary)."

},

"Hardware": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,
"expectedRtoDescription": "Estimated time to restore from

snapshot. (Estimates are averages based on size, real time may vary greatly from
estimate).",
"expectedRpoInSecs": 86400,

T
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"expectedRpoDescription": "Estimate based on the backup
schedule. (Estimates are calculated from backup schedule, real time restore may
vary)."

I
"Software": {

"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 1800,

"expectedRtoDescription": "Estimated time to restore from

snapshot. (Estimates are averages based on size, real time may vary greatly from

estimate).",
"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Estimate based on the backup
schedule. (Estimates are calculated from backup schedule, real time restore may

vary)."

},

"optimizationType": "LeastChange",
"description": "Current Configuration",
"suggestedChanges": [],
"haArchitecture": "BackupAndRestore",
"referenceId": "original"

"cost": {
"amount": 76.73,
"currency": "USD",
"frequency": "Monthly"
I
"appComponentName": "databaseappcomponent-hji",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 120,
"expectedRtoDescription": "Estimated time
secondary instance.",
"expectedRpoInSecs": 0,

"expectedRpoDescription": "Aurora data is
replicated across multiple Availability Zones in a Region."
1,
"Hardware": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 120,
"expectedRtoDescription": "Estimated time

secondary instance.",
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"expectedRpoInSecs": 0,

"expectedRpoDescription": "Aurora data is automatically
replicated across multiple Availability Zones in a Region."
1,
"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 900,
"expectedRtoDescription": "Estimate time to backtrack to a
stable state.",
"expectedRpoInSecs": 300,
"expectedRpoDescription": "Estimate for latest restorable
time for point in time recovery."
}
1,
"optimizationType": "BestAZRecovery",
"description": "Aurora database cluster with one read replica, with

backtracking window of 24 hours.",
"suggestedChanges": [
"Add read replica in the same Region",
"Change DB instance to a supported class (db.t3.small)",
"Change to Aurora",
"Enable cluster backtracking",
"Enable instance backup with retention period 7"

1,
"haArchitecture": "WarmStandby",
"referenceld": "rds:config:aurora-backtracking"
}
]
},
{
"appComponentName": "storageappcomponent-rlb",
"recommendationStatus": "BreachedUnattainable",
"configRecommendations": [
{
"cost": {
"amount": 0.0,
"currency": "USD",
"frequency": "Monthly"
},
"appComponentName": "storageappcomponent-rlb",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",

"expectedRtoInSecs": 0,

T
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"expectedRtoDescription": "No data loss in your system",
"expectedRpoInSecs": 0,

"expectedRpoDescription": "No data loss in your system"
I
"Hardware": {
"expectedComplianceStatus": "PolicyBreached",
"expectedRtoInSecs": 2592001,
"expectedRtoDescription": "No recovery option configured",
"expectedRpoInSecs": 2592001,
"expectedRpoDescription": "No recovery option configured"
1,
"Software": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 900,
"expectedRtoDescription": "Time to recover Amazon EFS from

backup. (Estimate is based on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Recovery Point Objective for
Amazon EFS from backups, derived from backup frequency"
}
1,
"optimizationType": "BestAZRecovery",
"description": "Amazon EFS with backups configured",

"suggestedChanges": [
"Add additional availability zone"

1,
"haArchitecture": "MultiSite",
"referenceld": "efs:config:with_backups:2020-04-01"

},
{
"cost": {
"amount": 0.0,
"currency": "USD",
"frequency": "Monthly"
},
"appComponentName": "storageappcomponent-rlb",
"recommendationCompliance": {
"AZ": {
"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 0,
"expectedRtoDescription": "No data loss in your system",
"expectedRpoInSecs": 0,
"expectedRpoDescription": "No data loss in your system"
.
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"Hardware": {

"expectedComplianceStatus": "PolicyBreached",
"expectedRtoInSecs": 2592001,

"expectedRtoDescription": "No recovery option configured",
"expectedRpoInSecs": 2592001,

"expectedRpoDescription": "No recovery option configured"

iy
"Software": {

"expectedComplianceStatus": "PolicyMet",
"expectedRtoInSecs": 900,

"expectedRtoDescription": "Time to recover Amazon EFS from
on averages, real time restore may vary).",
"expectedRpoInSecs": 86400,

"expectedRpoDescription": "Recovery Point Objective for
, derived from backup frequency"

backup. (Estimate is based

Amazon EFS from backups

}
1,
"optimizationType": "BestAttainable",
"description": "Amazon EFS with backups configured",

"suggestedChanges": [

"Add additional availability zone"

15
"haArchitecture": "MultiSite",

"referenceld": "efs:config:with_backups:2020-04-01"
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gt LI 2 API 8 & Z 84 Al2https://docs.aws.amazon.com/resilience-hub/latest/APIReference/
API_CreateAppVersionResource.html.
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AWS CloudFormation $3:
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aws resiliencehub create-app-version-resource \
--app-arn <App_ARN> \

--resource-name "backup-efs" \

--logical-resource-id '{"identifier": "backup-efs"}' \
--physical-resource-id '<Physical_resource_id_ARN>' \
--resource-type AWS::EFS::FileSystem \
--app-components '["new-app-component"]'

=a=1
{
"appArn": "<App_ARN>",
"appVersion": "draft",
"physicalResource": {
"resourceName": "backup-efs",
"logicalResourceId": {
"identifier": "backup-efs"
},
"physicalResourceId": {
"identifier": "<Physical_resource_id_ARN>",
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"type": "Arn"
1,
"resourceType": "AWS::EFS::FileSystem",
"appComponents": [

{
"name": '"new-app-component",
"type": "AWS::ResilienceHub::StorageAppComponent",
"id": "new-app-component"

}
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 UpdateAppVersionResource— OHEE[A 0|Mo] 2|AA MH[F HETL API YO|0|EELICE 0o
CHEr REMIEH LHE 2 API 2 & 235 A AR UpdateAppVersionResource.

. DeleteAppVersionAppComponent— O|=Z H| API 324 AppComponent O Z 2|71 0| M0l A 7} &f
MIELCt oloi CHet REMIEH LEE =2 API € FZE5HAA|2 DeleteAppVersionAppComponent.
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& o|Xl= & AWS Resilience Hub At&35t= S¢F oHEE[AH|0|Mo| Z|AA HE HEE AC|0|ES
42 2 0{ELIC DeleteAppVersionAppComponentAPI.
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aws resiliencehub delete-app-version-app-component \
--app-arn <App_ARN> \
--id new-app-component
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"appArn": "<App_ARN>",
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"appVersion": "draft",

"appComponent": {
"name": "new-app-component",
"type": "AWS::ResilienceHub::StorageAppComponent",
"id": "new-app-component"

2 oAM= & AWS Resilience Hub AF& 304 O] oMo A BHE E1 AppComponent & =& AHA| 5t
g Ho4ELICH UpdateAppVersionResourceAPI.

nr
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ot

aws resiliencehub delete-app-version-app-component \
--app-arn <App_ARN> \
--id new-app-component

==}
{
"appArn": "<App_ARN>",
"appVersion": "draft",
"appComponent": {
"name": '"new-app-component",
"type": "AWS::ResilienceHub::StorageAppComponent",
"id": "new-app-component"
}
}

oM 2lAA A 2|5H7| AppComponent

AWS Resilience Hub & At&3l04 UpdateAppVersionResource APl B7to M E[AAE XN|QlE £
A&LICH ofE 2|70l FHEZ AHAE = olEdet 2laATF TE{E[X| & LICt ofof CHEt Xt
Mgt L2 APl 2 & x5t Al 2https://docs.aws.amazon.com/resilience-hub/latest/APIReference/
API_UpdateAppVersionResource.html.
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UpdateAppVersionResourceAPl.
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aws resiliencehub update-app-version-resource \
--app-arn <App_ARN> \
--resource-name "ec2instance-nvz" \

--excluded
=a=1
{
"appArn": "<App_ARN>",
"appVersion": "draft",
"physicalResource": {
"resourceName": "ec2instance-nvz",
"logicalResourceId": {
"identifier": "ec2",
"terraformSourceName": "test.state.file"
},
"physicalResourceId": {
"identifier": "i-@b58265a694e5ffcl",
"type": "Native",
"awsRegion": "us-west-2",
"awsAccountId": "123456789101"
},
"resourceType": "AWS::EC2::Instance",
"appComponents": [
{
"name": "computeappcomponent-nrz",
"type": "AWS::ResilienceHub: :ComputeAppComponent"
}
]
}
}

0| A 2laA M 2|5+7| AppComponent

135



AWS B EE|HA 5E AEXt7tol=

H ot 2124 AWS Resilience Hub

= AWS E9H0] 212 4M THQILICH AWS TS 7HE Eotof BIZE £Xlo] 27 A S 55
TS E Cl0JE MEf U HEST of7|KE BE 4 s

St EoF- AWS 22 E0|A AWS MHIAE AdlisteE QlZEIE E5 5t Heg 2 ghuct.

AWS AWS £t OFTSHH| AL & = /= MHIAE MSELCH M8E|=

ol XtMl5| LotEEAH A &4 T2 HE HY| LHAWS MH[A 78 &5 FZStAAIR. AWS

Resilience Hub

- SEIRE0|AMS| 2ot — A& St= AWS MH|Ao0] et 2o Z-EE LI EF #Ste AL o
Eo| QI E, AL @F AHE, 2T HE L #H2 HIRE 7[EF 401 CHHME 20| /4&LCt

F

Ol MBEME S5 MU PHES ASE M S5 MY RS MB5= WS olalist= ol ==0| AWS
Resilience HubE/LIC}H CHE &S0 B &l 7 &4 S EE AWS Resilience Hub S&F35IE5
TFAslE W2 EodEL|CH EE 8 AWS Resilience Hub E|AAE RLIE{2lstD E55t= Ol 20|

R
T|E CHE AWS MHIAE AF8sts YT otELct

LHS

- O|O|E{ £5: AWS Resilience Hub

- AWS Bl E2|HA 3{EE 2|t Identity 2! Access Management
. Qlza} H ok AWS Resilience Hub

clolEf E & of M E/L|CH AWS Resilience Hub. O] 2 &lof| AHEI CHE AWS

= 2 E Ol0|HE Mdste 22EYH QI=ZZIE ES5t= 2 %%AWS ZEIREELICH AFE A= 1z}
oM 2AEE|= ZHXE el of B LICH AF8 5= AWS AH|A o Hot M nt zt2| ZFdoi| CHE
Ml AS K| A A& LICH CIO|E{ Z 2O Alod| CHEF XHHI°P LHE2 ClO[E ZEto|HAIE X6t
MAIRFAQ. 2l OIo|Ef EZ0f CHEt AHAITH LI 2 AWS 35 M2 22 ZIAWS E ot GDPR €2
J9| 220 HAIZES &ZTHAAIR.

CIOIEl 23 E 2I5H AWS HI™E Xt 5HS E 551 70 ALS X0l Al AWS IAM Identity Center &2
AWS Identity and Access Management (IAM) & &H35t= 10| E2&LICH O[Z H| 5t 7HE ALSRtod|

CloIeH E= 136


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/

AWS B EE|HA 5E AEXt7tol=

545 0/yste Of TRE HEtE LoiELICH T8 03T 22 WHOR COIEE

. 2t AMotch CHEH A Q1B (MFA) 2 AFRSHAAIR
. SSLTLS/Z At2510 AWS BlAAQL EAISM K. TLS1.27F ZR35T TLS 1.3 HAMSHLICt.
- APIE At835t0 AL X s 222 HYEELICH AWS CloudTrail.
- ZEEIDE 7|2 202 XMo{et &M AWS 53t £EFME AFSFHAAI2 AWS MH[A,
] =

 Amazon S30i| M El 21Zt & C|O|E{E A5t o =20| £l= Amazon Macie®t Z2 1

O
= #EE 2o MHIAE ALSStAIR.

_|
E{H O|A E= APl an2 AWS S HMIAE [ FIPS 140-3712| A& El &35 Z=0| &
E= C| L

. HUES Q
28 7L A= ZQIEE AL AAIR. FIPS AL 7HS 3t FIPS A= ZOIE0f ChEH RAISH LIRS
old HHE 2| BF () 140-32 HE3HAAIR. FIPS

0| Ol A 2 7Y HEL 28 HEE BT 018 TS} 2L XY YA Teof
=467] 21 20| FALICL 04710l B4.APL AWS CLIEE & AWS Al 48301 Resilence
Hub & 7|E} 5telg 48sts Z2 7t ZEEILICH AWS SDKs OlS0l ALSElS Ej1 i R &4
SiAE Bool Q2fshe DE ClolEE A7 EE HEH 200l ABE + U LICh 9% Aol URL a
S MBste B2 ST Mol CHEF 282 URL B 57| 9Ish 12 5T HEE off Zatsta| g

AWS Resilience Hub &= Cl|0|E{E &5 518 Ct. X{ZHEl AWS Resilience Hub Ol|O|E{= @3t
MH & 2535 E AHE5t0] S 3HEILICE O|E AHE5tH SREt HO|E 230 2HHE 2P 2 &
SHEE EU = USLICHL RF Al L33 E ME5IH L35 #H E¢ U 7K 2F AHE0| 228,
Hotof Rlet o EE[AO|ME FF/E = U&LICH

AWS Resilience Hub AH|A2F CHE &7 MH|A 7H0| & El= O|O|EHE &S5 3HELCH AWS 88 M
H|A ZHol AWS Resilience Hub ME k= 2 E Cl|O|EHH=E M& HSE EoF (TLS) 2 AFE35t04 & S 3HE
LICF. AWS Resilience Hub AWS MH|A THEEO| E & ol CHAMof| CHEH AFM A El ZFedE W35

T CHe 2laAof Cheh 2 S K[

AWS Y& 2|1A s{=

2|2t Identity 2! Access Management

MY 5 53t 137


https://aws.amazon.com/compliance/fips/

AWS BIEE|HA 5= AEXt7tol=

AWS Identity and Access Management (IAM) = Z2|At7} 2lAA0| CHE HMAE OHHGHA Mo{E
= AWS MH[A JUEE AWS T otELICH IAMEE[X}= AWS Resilience Hub E[AAE M = U=
RIE (2O¢l) & M3t 2o (HEt ER) E &2 &= U= AFSKE FMo{&LCt IAMETL H|E Q10| AHE

g AWS MH|A 5= &Lt

|

._,—17ﬁH

- IDE S& 215
o
=

e A1AH
(=2

Pl
0l
o

0
=
>
s
o

« AWS BHZI2|HA 5{EH | EHE HEAl IAM

« IAMOTEH U M3t M

+ AWS Resilience Hub ID & HMHA BA| 512

+ AWS Resilience Hub AM|A HEt & X

« AWS z+2|dE ZA2 ctga Z&L|Ch AWS Resilience Hub

« AWS Resilience Hub HE ALt 2 |AM #HEH & X

« Terraform &/ Ej IAE E 7K 27| AWS Resilience Hub

o OlOME UEIAE] ZH{U|IE|A MH|A 28{AE{0 AWS Resilience Hub CHEF HA|A & A15}
+ Amazon Bt 2t2l MH|A FAo| AWS Resilience Hub AAIE = QIES MY

o HE MES ZESHLE AWS Resilience Hub MQJ& &= = HEH A|EtH

7Y
AWS Identity and Access Management (IAM) At & 2812 AWS Resilience Hub0l| A &5t = Zr o]
et cHEuch

MH|A AFE X} - AWS Resilience Hub AMHIAE AFE35104 22 st 42 &ElAt7t et &t
74 3HI Het2 MBS LIt of B2 AWS Resilience Hub 7|52 AF&35t0{ 22 & ghof a2t &
7t HEHO| HRE = USLICH HMA HEH 22| LAl olsHstT Mt HEte HElRtolH 2FHE
T U&LICH AWS Resilience HubQ| 7|S0i| HMAE = les A2 2 EZFHAA|I2. AWS Resilience
Hub ID & HAMA 2 SHZ

L

MH|A 22|XF — 3| Aol A AWS Resilience Hub E|AAE EEHstE 32 Resilience Hub0ll AWS CH
Bt A HAM|A HEHO| U2 = UE&LICH MH|A AFSKE7F HAM|ASHOF 3= AWS Resilience Hub 7|&

ki
1

138



AWS B EE|HA 5E AEXt7tol=

o{f{E ol RULICH I CHS IAM B EIXHoi| Al MH[A AFSXEQ| HEHS
|&3HoF gLICt of Ho|X|e| HEE HAESI0{ o 7|& JHEE2 IAM O35t A AL,
3| Atol| Al AWS Resilience HUbE At&st= IAM 2ol CHSH AtAS| YotEEdM S FHESHAAIAWS
H & Z|dA F{EO| & &A] JAM.

—_

> Ir
u

I ElAAE HHSE
= X
—

=
dofl Eete 282

"H)" =
St rio

IAMZF 2[R} - 22|RIR) IAM B2 HA g 245101 AWS Resilience Huboll CHEt MM AE 2[5t &
2oil CHel RtAlls| 2otE = A0l E&LICH oM AHEE = /= AWS Resilience Hub ID 7|8F &2 0|
Ol & E2iM S FXSIMAIR. IAM Bl 22214 5{E9] ID 7[8F = of M| AWS

Q152 ID R4 ZZES AWS AtE5t0 2aQlstE YHLICH IAMAIEAIZAM EE= HE S 9% st0d
215 (22l AwsS) & 2rotof ELICH AWS AHE FE ALEX IAM

ID &AE Sl M3 E A+ FES ArE5t0o4 HHE| 0|4 IDE 2EaQ1E = U&LICH AWS AWS IAM
Identity Center (IAMID MIE{) AFE XL, Z|ALS| A2 ALRIR R1F, Google = Facebook At SH0| H|
HeflolAd IDO] o ILICH W0l ID2 2a9I5HE B EEIRIE O|Fo A& AFE35o4 ID T
Ho|Me XA LICH IAM HICHHI 0[S AWS AF2510{ BAHASHE B ZtHX o2 dgtg 42
st= Aot

AMEXF 2o 2k AWS Management Console EE= AWS HA|A ZE &
Qloi| CHet AtMIE LIE2 AWS 221 AFE MBAMo| L 20021 WS FHESAAI2. AWS AWS AHH

AWS Z2 e YA o2 HMASE B AE BEE AH8sto 2ol &3
7

E9o{ 7iet 7|E (SDKCLI) &F HHEE QIE{H 0|4 () StX| ei=
A2 2ol Y MESHoF ghLc HE WS AF835104 Y o MESHE wWigdol chEh REAISt
LHE2 AF2 IAMAEEAML AWS APISE MEZ IEXSIAAIR

ArEste 215 gEdof Aatglo] Fot HEot HEE MIdtoF & == U&LICE ol & B0, AHE Eet2
Z3tst7| /50 CHEA 218 (MFA) 2 AFSE AWS X2 HEELICH XFAMIEH LHE2 AFS AE M| Cf
CtAH 215 2 AF8 AWS IAM Identity Center A4H A Q| CIEHA| Q15 ALS (MFA) 2 IAM & EHAAIL.

AWS
AWS 7HH FE ALK}

HAHEE AWS HHEUE e HA] Aol 2= AWS AH|A BlAA0]| CHEF 2T MM A HEHE2 7+
StLES| 221 IDE A[RELICE O] IDE AWS A™E R E AF2XAIetD 5tH, AI™EE e M AFREH ol
U FAQHILUHS Z 2 701510] HM|AE = USLICH LA™l o] FE AIESAE AFSSHR| &

={5| HEHLIC £E ASK 20 Q15 MEE B 55t1 TE ALSRE £8E

fjo
Y
ol
r:E

=2
=

0}

-
i
o
rot
ro
[0

139


https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html

AWS B EE|HA 5E AEXt7tol=

rlo
>
oo
nx
02
x
lo
i
[m

O At ELICt R E ALSKE 2aQI5H0f 5t 2ol MA =5
SE=)

HE E2 $HS BEIK HMATL TRE AHSALE HIRE £5 AWS MH|A AFSXIT}H D 3 Xtetol
THCIZI01442 AFR 5101 QIA| A7 BHS ALS 304 HMASTS st ZHLic

H 20| IDE 7| ALE A CIFEZ|, | ID 3Z AL, Identity Center C|ZE{Z|2| AL AL EE= ID
AL2AE SH MBE XHE ZHE ALE 50 M ASHE AWS MH|A ZE AFSXE ZELICH AWS
Directory ServiceH|H 2| O|M IDO| AWS H'HHMASHH O|S 0| Y& E T HeE2 YA XE 5B
M3 gfLct.

S US4 HMHA BHEIE I3 AWS IAM Identity Center(2)E AFE5HE 40| E&LICH IAMIdentity
CenterOi| A ALEXH Y T ES BHEHL RHA| ID &40 AHEA X O & Feof o

AWS HH ZE ALS AL U o ZZIFH| 00| A AHSE == UELICH ID ME{o] CHEH XEMIEH LHE 2 1AM
ID MIEEHIAM FUULITE? B HESHAAI2. AWS IAM Identity Center AHS AE A0 M

IAM AFEXH 2 O

>
<
Pl
0
ba!
g
m
ne
Pl
0
Pl
IR
rr
o

HZ2|7io|Mof CHEr & Het2 7HT ALE A LHe| IDILIEE AWS AH|
2 E7I R4 8H2 7T 1AM ALERHE BtE= CHAl AR E &
X[et &H ALE A0 IAM ALERL L] 7| Rt EHo| Hedt 32
t= 20| Z&LICH RtAEH LIS 2 AHE dBMe| 271 A H SF0| ZREr A

| ©

HM|A F] 1AM ILA|E EHXRSHAAIL.

2 AFEst0d 042 AFERIS| HerE B ol X|HE + U &E
of HEtE o &H &elg = U&LICH & §04 0|F 2 XIHE IAMAdmMinsIES BFET i O &

ol IAM SIAAE 2" HEtE 204 £+ U&LCt.

AEXts Jgn CHELICH AFSXte B AR EEE O E2[7i0ld1 nRetAH AZE[XIEH AE2 Y
Aol ERBh ARO|EIH 7L e & J&LICH AASXE G7HU F7| 2ot 215 HEE 7K
T UX|EE A2 A 2ot QISP MSELICH KHAIS| ZotEed™ ALS DB Ao e CHAI IAM AL
SAE BEE= AZIE HZsHAAI2. 1AM

IDE 88 215 140


https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-tasks.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-tasks.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html

xHod
1 =

|Ct. AWS CLI or AWS API

ICh g A E &Y

C

o4
e

ok
rlo

rr

|OI
PUN

H {2 0|4 ALERE HAM|A - HHE| 0|44 1Do

Z35HA A 2. IAMIdentity CenterE AF2 3=

A Ol= E_H)(kbl-

(=]
T ART—

&L AE zh A M 20

WA AY 2[AA AMA

MH|A ZF HMA —

ol

P mo 0% FO 0% 2 X mo rir m

=X
e N

37, EEE AMHIA 947 ©

HA HM (FAS) — IAM A}
FELICH 48 MH[AE AL
A&LICH FASTSIE HeE =4
|.

Z30| LRrA QLI MH|A
A=

(][]

P
I.

o)

Ml
2 0

()

—_—

02 me Hu ml
Hopyorg

N
AL

ol

-] O
e™E

00 m
or
5

I
H

MH[A T}

Ay fob
on 1l

g

4

r
C

ol
>

—_

[0

o
aTh
o

J
o)

O > I
o

192 x

o4 st

rok 1o I

=
|

rlo

2
=
S
—

£
off CHEH REAM[EH LHS

Hitg =

2 ZolgrLch He ol ID7t RI5E[H ol ¢EEn
cloldE 28 Aol CHEF REMIEF LIS 2 IAMAL

He Me

XNo13tZ7| 250 IAM Identity Centere=
IAM T8t M| Eoi| CHEF REAIEH LEE 2 AWS IAM Identity Center At

5104 AF2EFL|CH AWS MH|A FAS

ENIE

0| Rlo{ok EfLICt FASRE Al MHE X

=
-

St7HLE AFE XL X
2 A IAMEZA 2| |AM

10 o

L

o
z
ol
K

045}

O o2
Pal
= ox
rok

OH

40 O

8 Mol A
)

—
3|'§

Pl

fjn

T
o

# i

k=)
[y =
A

AERH 74 AEHE| 2|4
7|20l dheqelL |},
£ 2|lAaA0 Y A4 E

QotEE{H ALS

P

O o

>
>

A
o T
_|

MEMo

>
S
wn
x
o
[>
>
0o
o
r
ful
>
=
wn
x
o
[>
2
i
mn
o
x
o
[>
1

2oigt 0

40

o

e oo

x

T
Rl Ve
Il

L

Pal
0lo
>
>



https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html

ol A AWS H& EAIE|H sHE MH|IATF ALEHLICH IAMEEIRH= MH|A 9473 d&tol CHEt HEt
|2 9

=H=

« AmazonOi A &g S0l o Z2|710| M EC2 — IAM & 2 AL2510{ EC2 QUAEIA O] A] AlSH IIL
AWS API RHE L= ol EE2(F|0|Mo| LAl AtE BHE #HEIF = U&LICH AWS CLIE
HHA LHo| HMA 7|18 MEstE JECH O] W0l  E&LICH EC2RIAR A0 AWS g
5t 2E OHEC|ZH 0| Mo|A AL E = U 5tE{H QIAR A AT QIAHA T2 LS

OF BfLICt. QIAEIA T2 Zloj= & 0| ZEEIM, 0|8 S5 EC2 QIAEHANM A S0l =23
Ol Al A2 BEHE UE = USLICEH RHAMEH LHIE2 AHE DB M| IAMAE 2 ALE 510 Amazon
EC2 QIAR A O A= o E 2|7 0ol HEH 20{E IAM B ZSHAAIL.

e

X| 2ot AFE MHEAM Ol IAM 38 MM A|7| (AFE A}

IAM ALEXHE ALE
|

jo

ol AWS O.jé%P 4 HMAE FMofeh = J&Lct EAM2 D =
’SQI%PE MULIct AWS AL (AFSAH FE ALK E

A M Het2 20| HEXHL HEEZE

ghlct. EH#—E_O_I ’8&*2 JSON 42 AWS KEEILICH JSONKA 2ol X 2l Lo

st LIE 2 IAMAFE A2 JSON A THQ E EZTSHAAIL.

A ol
o w2
I e b

rot |

Pl

Z|XFE AWS JSON HEE AL235t0f &7 &
[oF |
=

e 2 olAaL|ICH =, oftH
2 oF X7 o4 21420 ofF F7A0 M & 2

=
L|ct.

Mo 2, ALZ Aot ofEtols o+cH°+ BT QIS LICH IAMEEIRHS 1AM BAS MAstod TR
alaAolM Tg 4 3 S ALSRHOlIA| RoiE 4 UaLich 2 BRI Aol
IAM S F7He 4 2o Arg-xrs ofste +UY 4 ALt

IAMEH 2 2

o
fa}
Q
mjo

st= St o 2HAH0] & o|El .
04, iam:GetRole U E &{E5t= HHO| QUCtD 7HYELICH SHiY HAME A& St= ALEXt= AWS
Management Console, AWS CLI, == oA &g HEE 7K = AWS API /! &L|Ct

Hot o|x 7|Ht &

XH
i - o™=

Ac]
my
0

O

2

Q
I

o

1

30

rr

[

()]

O

pd

ol r.I_E
rot

o

12

B[l

x

ID 7|dt A2 |IAM AL AL, AFRAF 18 = it
elLict. ol2{8t L2 AL Rtet 2fgto|
Mo{EfLICt ID 7|8 MAMg pte = g
IAM

0
12
)
>
0l
rok
2
=
[>
o
o
N
N


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html

o
[>
gl_
[T
>
ol
>
d
°

n

(=

>
=
1%
m
Ik}

N
T
>
L
12
ro
o
u
o
>
e
b1l
=
mn
n

o ro

0o ol
pal
i
rr
19
et
2
™0
Iz

> H:|

» [0 >

o N2
nr == ro
-

I°

r

n

=

X

02

= o

o I

T »
3o
I

o &
v

0% 0% M o
o g2 2
rr ¥

o o2 |y
oo

=N

22 g 4> r HL
O

oz

12

-}

mo o -
B oo
12
i
=)
x
™
il
9'|_|
rr
0
It
mjo
ne
o
HL
A
e
>
=z
Pl

i

o
va
|>
\N|
i
02
12

12
ro

2|A A0 ¢4

azon S3 A M

| &35to] &%

El 2ot T 7} sHE 2|AALF o{iH Z 740l A o

Hb HEo M 2ot =AE KIZsHoF gLt 2ot F&of
_/'\_ (o]

Q& LICH AWS MH|A

N
=
§ O
o
P>
|>
N
FE
_I"'
E
Hu
i
>
z
m°l'

Z5t= JSON 2 EMULCt.
2ol U&Lict 2las 7|E HHE X|-°.:43PE ‘II:II 1IA-I A‘IHI
d Elao0f CHEE AMAE SH

A > o
4_304.

ook > >y 2

LN

r H p
o ot I”
2
=]

(gi]
Ao
¥

K b~ o o
> [0
>.

02
Mok
=
59
o I
-
_ljl_
Ol 0>-|

_&r
40

0
J

r
(]
o

>loxpm

o0 mo
Pal
oin
o

Ae Qletel HAL|ct 2|44 Z[H IAM B A= AWS 22|13

N

2B
o re

mo |>
>
met g

1> 12
10

Jell}

0
=
>

2

0
o T
o>

ro

12
>
|>
pal
=)
i
Jh
>
Q)
—
[¢)]

[

AUNIA Ho| BF (ACLs) 2 BlaA0] AHAY 4 = MBS 71T FH (AE T4, ASK £
oi8) B MofELICH ACLsTM 2 M HAlg : L

X5t MH|A L] VPC 0| 2= Amazon S32} AmazonO| ACLs & LICH. AWS WAFXHA|EH LIRS
Amazon MEZ AEE|X| MH|A R HLHA S| M| A AMo{ 55 (ACL) ML E &ESAAIL. ACLs

7|Et EA B

AWS HHA0|X| of
2} A2 Xlof|AH| Eoix

_|.|_ I,_'_
Fl_r
ﬁ
u]
o
o
o
e
02
et
1
z
I
L
[ul

« B ZGAH - HEt FAE ID 7|8 HAo| IAM IE|E| (IAMAFE AF EE= 238 off 20{E = Rl A
CH Mt MAst=e 12 7|Such 7HAof CHEt HEt AAHE MAE £ QlaLC.

THE2 Aol xAt3 5 7|8 FAn 7 Mt ZBA | W& ULICH Principal EEOM AL %}
Lt &2 X|™5te 2lAad 7|H+ HAM2 Het FHE Sall Metl x| ef&LIct ol2{gt HA & stLt
of Z& & BAH HE = 82 AMHEQ|FLICH HEt ZAH ol CHEF AHAIEF LIS 2 AFS IAMAEE A 9
IAM .i | |o| :["-|o|- 7=|7=||E AX 3 |. |A|_._
« MH|A Ao 22K (SCPs) - SCPs =& EE= OU (=& 74 B2y of cHr 2|cH HEH2 X|Hs5t=
JSON AWS Organizations®™8 2 2IL|Ct. AWS Organizations 7|240| & &t 0=|E-| AWS AEINE 1
Mg A8 AMA el 143


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/acl-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html

AWS B EE|HA 5E AEXt7tol=

EalstT SY0lM ZElsteE MEIAQLICH ZEO| ZE 7|52 AESEE MYstH AR t= 2
£ A ™ol MH|A Ao 2 (SCPs) € M8 = USLICH 4 =2 E&sto] 743 HHol QlE]|
E|of CHEF &2 SCP AWS HH FE AL AHA|8HELICE. Organizations & SCPs 0| CHEt RFHAllE
L& 2 AWS Organizations AFE MM Q| MH|A o] HA S FESHAAIL.

o MM A - N M2 g EE= IR 0| AFSAtof CHE A AME Z2 a2 HAlo=2 M
ME M Zet0|E2 MY stes 13 HMULICH ZoMo 2 = MM HEH2 AA8SAH £ AE 9
Hot OIF 7|dt HAHo| WAtet MM HAMQL|ct 5t HEtS 2|AA T8 HMM 7HK 2 =2 U
&LICH o243t MA = stLtol| Z & El BAMH HE = 5182 MEoFLICH AHAIEH LI 2 IAMALE
MEMo| MM HHME HERSIMAIR

0fE] BM R0l L0l MBE|s B, A1 HEHL olsHstyIvt O SR ELICH of3] B Kol #
HE H2 %S SISTX 0IFE AWS ZHHE WHE Lot IAMAIS MTAMo| BM Tyt 2
slg HEFAAIL

Resilience HubOl| CHEF M| AE EHE|5H= IAM O] AF2 37| ol AWS Resilience HubOl A Al 8 &
U= IAM AWS Z7|sS0f CHEH LotE M 2.

IAME| ZE|HA s{=2ot B7H AWS AH8E = /U= 7Is
IAM7Z|5 AWS Bl ZEz|HA FHE K|
ID 7| 3 of
2l AA 7|HF ZI2H ofL|
A ay o
HA glaa of
A R4 F|(MH[A ) of
ACLs ofL|R
ABAC(EAo| Ei1) L e

>
=
w
o
]
o
e
[>
gl_l
lin
lo
2
ofn
oz
1z
>
2

144


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html

AWS B EE|HA 5E AEXt7tol=

IAM7 |5 AWS B EZ|HA s X[
A EHot olE o
ZE HMA MM (FAS) of]
MH|A 38t of

AWS Resilience Hub Z! 7|E} AWS MH|A 7L CHEE 2| IAM 7S o= A 2S5t K| RHA|IS| Lot
2484 IAMAFR IAM B MM &7 ZHS5HEAWS HHIAE AL

o & 2[e1A §{E o] ID 7|8t A AWS

D 7I8h M2 1AM AHS A, AFSRE 18 i I 22 IDo| I 4 /= JSON Mt HAM 24
QLict. olzfst gag AL Rt 018 0] O BlA A9 OfE ZZA0IM ofEH BYlg £8Y 4 UYSKIE
MO{ZLICH ID 7|8 BAS PrE s WS QobEB{pd ALS ATAC] IAMER M2 AT HIAIR
IAM

AMID 7|8 BMS A8 518 EE ARE &Y 3 BlaAl BE X0| HBEL HEEE =
Tl XIBE & aLich 2ot 015 7lu WMol M Sot FA7 UE A8 S ool B8
= ! A2s o

I8E = AUe ZE 240 CHall Lot T A

Resilience Hub2| ID 7|dt 242 od| Xl AWS

AWS Resilience Hub ID 7|8t 20| 0 & Ee{MH 2 HZSHAAIL. B AZIAHA F{E 9| ID 7|EF =4
oAl AWS

%PE JSON A B MULICH 2lAaA 7|H HAMo| o2 = 1AM A&
.|

RS UGLICH BlAA 7|dh HAS RIHSHE MEIA0IM MElA B
R Olafet BB A #H0] B A0l e AMAE BXIE 4 ASLIch ol 1 2o
o A HMe XIE Hot R} ST 2lAAQ ofHl KO ofi HHolg £HY & QXIS &

AWS B EZ|olA FE 9

™
ofn

EHS BALIAM 145


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html

ofgtLic. ElAA 7lEh BRI M 2ot FHIS KIEsHok BLICH 2ot FAolls AT, ASK, A8, A4S
AHBRH SOl ZEE 4 UBLICH AWS MHIA

A 7F HMAE BAshel2{Ed OHE AIEOl A AE EE 1AM AE[EIS BlAA 7|d HAMo| Ko F
RE xIHE 2 UaLITH 2laA 7lE HHo| A2A HH Hot FHE F7l5He We EAE B

dEo| Hitgholl &lX| Sf=Che Ae REHAAL. 20 Ao E|AATHCHE AWS AEE R A
= Ae 7=||7“°I IAM Z2|Xt= 2ot =& (AFE XL 'It g of|Hl ElAA0 HMAE = U= HET 7
7lgt HHE o 53P04 % FOo{grLICH St X2 2lAaA T|H Aol S

o 7=Il7é§°| ‘='°F 7‘Kil‘ﬂl HMAE F0ist &3 7|gh H2o| He ot x| eE&LICH XbA]
g LI 2 IAMALE HBXA | #|

AWS B & 2|A F{E 9| XA X x|

R xHo x| of

o 1 T

ZEIRHE AWS JSON RIS AFS5H04 £ 7H R0 HAAE 4 Q=X KIFE 4 UALICH 5, of
ok FRI7H OfE Bl AASH O EAOIM BUS S 4 USKIE XIWY 4 aLict,

& Action 245 JSON HHOIM UNAE 586t HE st Ol ASE 4 U Sryig MT
Lk 38 Shole UHIHo R ERd AWS AP ATt 0|8 0| Z&LICH YxIsHs EHefo| gis HEt &
8 3eiDt 22 % 7hX| o7k S LICH API AoIA 02 50| TR E X JhX| SUT BLICt
olzfet 7} stetg Yol 4 Aefolztm ot

AWS Resilience Hub 21 222 Hp{MH MH|A HEF 204 2H X o] AWS Resilience Hubof| A 2 o8t

(g AT AL,

1A

AWS Resilience Hub2| &2 %42 %] ofof| Ot MFALE AFSELICH
resiliencehub
B 2olM o] Y S X|Hste{™ Ch3n Z ol HE=2 FEFLICH
"Action": [
"resiliencehub:actionl",

"resiliencehub:action2"

]

AWS B EE|A F{EO| 2FE WAl IAM 146


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_your_service.html#your_service-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_your_service.html#your_service-actions-as-permissions

AWS B EZ|HA FHE AEXt7tol=

AWS Resilience Hub ID 7|8t H&Oo| o & E2{™ 2 & ZSHMA|I. Bl E 2[4 {29 ID 7|8 HHY
of Al AWS

A Z|HA {2 0| = B|AA AWS

A gZ|laA X|H: o
H2|KH= AWS JSON H2Z AL 3104 71 Roofl HMAE & U=X| X|IHE 4 &LICH F, ofH
Hot FH7F of™ 2|AA 2 o ZHIM 2 YE T = USXIE XIEE = U&LICH

tLE 2= o 7Hel A E XIEELICH EZoles

ResourceJSONZHM @ A= X{0| MEE|E §
ResourcetF £ NotResource A7} HFE Al F£7LE|0o{oF B LICE Amazon E|AA O|E (ARN) 2 AFS
5104 BIAAE X|HGt= ZWO| 7HE EELICE 2laAa =F HEHo|2lD 5t & 2lAA K82 X
= o] CHall ol AT E &E = U&LICH
] Ltdut ZHo| 2lAaA £=F HEHE K[HEHX| e o AR, AUEFIE(H)E AFESI0{ SHE 0|
DE 2lAA0 MEEE LIELICE

"Resource": "*"

AWS Resilience Hub ZlAA R 2 3T ARNs R8O =82 22
Resilience HubO{l A Z9O|8t 2| AAE EESHAAIR. A9| 0]
H2{M™ AWS Resilience Hub0i| A Z o8t 212 FH XA A2, ARN

AWS Resilience Hub ID 7|8t ZH&o[ of & E2{™ 2 HZASIAMAIL. BlZEEA 5{E29] ID 7|8 A
oi Al AWS

>

HAZIHA S{Eo HA T74 7| AWS
MH|AE M3 x4 7| K| o

ZE|XHE AWS JSON M2 AL8 510 F7 ool HMAE £
Hob FA|7E o 2|AALQ ofH ZZAMM B E T = UK

Condition RA(E= Condition E5)8 AFS5tH HMO| WSkl ZHE X[HE = J&LICt
Condition 4= SMYULICH Z 7L 21 22 =7 HAXE AHE5to{ HAo| Z7HE RFH 9

7tk Ux|A|F|s ZAAIS MAIE

AWS B EE|A F{EO| 2FE WAl IAM 147


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_your_service.html#your_service-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_your_service.html#your_service-resources-for-iam-policies
https://docs.aws.amazon.com/service-authorization/latest/reference/list_your_service.html#your_service-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html

AWS BIEE|HA 5= AEXt7tol=

gt £0iM 042] Condition R4 & X|85t7HLE B Condition 240M o8] 7|& XI8st= B2,
AWS £ =E2|% AND Ej23 & AL8stof B7HRfLICH B =7 7ol of 2t X|¥ete 82 £ =2
% OR Q&S AL83t01 ZZAE AWS BIHE LICH BEQ| HEtE F0ist7| Mo RE =S SFaHof

gL

THE X|IHE Wl KI2| EAIR HEE AFBE = USLICEH o & E0{ 214200 IAM AL X} 0| 0|
Ef27} X|HE ZB0iT 2|AA0| CHE BMA HEHS IAM AL XEoI|H| £04E = U&LICH REAIEH LY
[m]

oH
E2 IAMALE dEAMO| IAM EH @4 B ST BT H RS AAIR.

AWS 22H 2 7| 2 MH|AE =7 7|8 X|HELICH 2E AWS 22H =7 7|1& EidH IAMALE

AWS Resilience Hub 271 7| S8 & E24™H MH|A HE 204 & Z O] AWS Resilience Hub2| =74 7|
E XA = FI1E A8E £ Q= 2] U 2|AAE 2rol2 2T AWS Resilience Hubo A &
olst Ztodg B X SHAAIL.

AWS Resilience Hub ID 7|8t 20| 0 & EE{MH 2 HZsHAAIL. B A ZHA F{E 9| ID 7|8 =4
oAl AWS

ACLsH| & 2|1A 1= 0l AWS

X|BACLs: OFLIR

©
=
2
|>
9'|_I

HMA Ao FF (ACLs) 2 2|20 U= Wt 7HE A (AE £, MAEXRHEE
oist R
1=

=S A
) £ AMo{&tLict ACLsH = 2 X SAIS AFR5HK| QL X|CH 2lAA 7|8 Z4%47} JSON H|2&fLCt
ABAC AWS B ZZ|A §{E A
K| ABAC (ol EfT): B &

& 718 HMA Kof (ABAC) £ £448 7|8to 2 HEHe Molshs Hat Hod MatelLich AWSOIA
Ol2f8t %432 B2t BrLIC IAMRIEIEl (MSRF i 28 U 042 AWS 2lA 20| EHI1E HE

4 Q&LICH o] ABAC B HIRH Bl QIEIEIS} BlA A0l EATE R|Fsts ZYULICh 2B g B
FAO| EH7t AMABHEIE BlAA0| Y19 URIE M BUS SIS S ABAC HAS MAE

lo
m

ABACHHIEH H&stE BHE0M 78stH A g7t SEaixls &&ol =Z0| ZLict

E}20{ 274510 HMAE XM 0{5t24™ aws :ResourceTag/key-name, aws :RequestTag/key-
name == aws:TagKeys =71 7|8 Ar&35t0{ MAo| x71 @40 BT HEE MBS Lch

AWS B EE|A F{EO| 2FE WAl IAM 148


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_your_service.html#your_service-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_your_service.html#your_service-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_your_service.html#your_service-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_your_service.html#your_service-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html

AWS B EE|HA 5E AEXt7tol=

MEIA7HRE 2lAA S8 Cis) M 74K X7 718 25 XIRstE B2, #e
Ch. MHIAT} R BlAA REOl CHSHMEN Al 7HE| 271 718 2 R#sts B9, 242 2ExL,

ofl CHet RtAlIEH LHE =2 What is ABAC? & & XA AI2. ABAC IAMAFE MO HH A
7t ZHEI REME EiH A8 IAMEB A O] £ 7|8 AN~ X0l AS (ABAC) & ézagu _<a.

Resilience HubOllA &A| X}4 S A& AWS
Al X4 BH X|§: of

HAI R H BB E AH8sto =
ES =

015t H A S5HK| AWS MH|A ot ZWE QELICH YA X1 E sHE
} o|'l_ AWS AMH H

=
28t 27 YEE IAMALS HBAMO AWS MHIA ST R 5HR

AMEX} Ol% I} 2t E AN Q|8 CHE Y8 S AWS Management Console AF& 3104 2215 B2 &
HE A 5tE ZALICE o & £04 3|ALS] Single Sign-On (SSO) &3 & AWS A& 35t0{ H
HI*oPE AR 0| ZEMANM RIS E YA XHE SHS HMFLICH 8 Z2L0| ASXE 2O
= HMete M A 2ot QIB 2 RSS2 MMEL|CH & Etol| CHEF XEAIEH LIS =

AWS CLI E= & AS5t0d YAl At 5HE 522 YHE = AWS API /&LcH 23 O3 aiE
YA X ZHE AEoto] HHAY = AWSRUELICH AWS B7| AM|A 7|E AF8ste CHA Al &t
HBYE Moz YgY Ue HYELICH RHME LIS 2 of A Hot it SHE HZSHAAL.

oA IAM A& Xt EE= U = ALE5H0] Y E +dst= AWSE R
°'$ HHI/\E Ar8HE B LHE MHIZOIM THE & ?;.% A=t
%_r C

AWS B EE|A F{EO| 2FE WAl IAM 149


https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html

AWS B EE|HA 5E AEXt7tol=

&2 MH[ATHALERL
E0o{M IAM MH[A 3

4
oL
Y BETIE HZ sl HEE

/A Warning
MH|A edgto| Mt #7351 AWS Resilience Hub 7|50| £4HE £ Ql&LICH AWS
Resilience HubO{lA{ O|0f| CH8t X|&E MB35t B2 MH|A &S HEISIAAIL

o E2IAA 3{E29] ID 7|8 A od Al AWS

7|2HMo 2 A8 Xtet g ol= AWS Resilience Hub 2IAAE BHE L - E HEHO| gigLict =
gt AWS Management Console, AWS Command Line Interface (AWS CLI) EE&= AWS API & A& 3t
0 ZUS Y = P&LICEH IAMEE[R= IAM EHE Mdsto] EREt AL M EUE =3
g Ae HEtE MER|A Rodeh = &Lt T2 B2|At7F ol IAM HAE FIHg = QU
O, AEXs dgE +=de = U&LICH

OlcHet of| M| JSON HH EME ALE501 IAM ID 7|8F HAZ Pt = WS gotEe{H ALE IAMA

A0l M 1AM 2 A4

Zt glas %‘é'_‘?-l #Alg ZF 35104 AWS Resilience HubO| A &Holsh Q4 3! B|AA 2% 0fl ARNs CH
St REMIEH LI 2 MH[A HEH B od X 9| AWS Resilience Hub2| 54, E|AA Bl =74 7|E X5t
A2,

=X

o G 2 At

-« Aws BZE|HA 52 Z2& AE

o
« AF2 7t 8 AWS Resilience Hub OHZEZ|7{|0|MH 22

. OfZ 2|0l T} Al

- OfEE(FH0|M B A A

. S8 TS YIS AU AU MY
- EXNS88 TR FHHUES MK
. S5 =8z yMoz ofEalAolM YElolE

AWS BIZ 2|4 s{E o 2tE YA 1AM 150


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_your_service.html

AWS B EE|HA 5E AEXt7tol=

ID 7|8t M2 F 27174 AL Rt AH o M AWS Resilience Hub Z|AAE M4, HMA E= AXME £
AEX| R E A™ELICE o] Y= Qs AWS H Yol HI0| Lre 5= &LICH ID 7|8 S
ddstAL HEE e oS XIHD B A S mELcH

o121 UEFRIPI AL A0 HEHE ROJSHE AWS THEIH HHME B ML, olH A8 %E 2
LICE. AWS AL Abzloll 3H AWS 124 BE|3 HME Holsto] MEe o F0l= ol T4
C. AFMIBH LAS S IAMANS AT A O] AWS BHEIS B8 i SHed 7|5 0f ChstAWS 223 MMe
A XS AIAL.

m =0

- XA HEH M8 — 1AM HMoZ HEtE MYste 42 2y ol ek Mo 205t AA|2. O]
ZH StEd™ |4 HEIO R BT EY THM §7H 2lasof CHal| =&-E = U= &S Holdt
LICt & At83t04 HEHE IAM 28 5t= BhEdol| CHEt AtAIEH LIS 2 AL HE Mol HAH gl Mt
HZESIAAIL. IAM IAM

o IAMERO| ZHE AI85H0{ HMAE FIIE XM|Ft - HHMol| Z7HS F7I5t04 & & 2lAA0f CHE
HNAE KBt = UELICE o & 04, E AHE5101 2E QLY E MESIEE X[Yste ¥ =7
2 &g = SSL JU&LICH & AWS ME|AE0 EH 2 YE Sall MH|A U2 AI8dte B9
= Hod& £ AWS CloudFormationQ!&LIC}. &t

S
{42 AHE504 MH[A o CHEF HMAM|A HE
o

IAMALE B IAMISONE A @4 RS HASHEAIR.

 IAMAccess AnalyzergE At&35t0{ IAM M E ZHE5t04 o5t 7|S&Ql HetE EEELIC IAM
Access Analyzer= M E21}t 7|ZE HME HE 5101 HEO[ IAM > e
H|§ Est= K| = QELICH IAMAccess Analyzer= 2t St D 7|52l HAME Ef’é;'% = EII T=0|

T|= 10074 O|&Fo| A HALQl AR 7158 HE AHEE A
IAMAccess Analyzer S ZHE = & ZsHAAIL. IAM

0
el
C
ful
>
x
2
=
0l0
r|o

|=0

I

2
X
b 5

. CHEPH| ©IF B2 (MFA) - AHBXF 2 22 IAM AFS X ER# AlLIEI27 9l We Hote 2
st5t 2™ 0] 7|52 MFA 7HAAI2. AWS HI& APIAIY] 3& MFA Al7|E 276t &2of M
72 ZIFSHML. REAIEE LIS 2 IAMALS ABAQ| MFA -5 Bl AP HAIA T49S BT 5HAIA|

1o b

o| =& Atzd|oil IAM CHEF REAEH LHE 2 IAMALE Bl Eof ZE A2 E HESHAAI2. 1AM

AWS BEZ|HA oE 2& ALE

AWS Resilience Hub &0 M ASHE{T =|A HEE ElgFol Qlofof & LICH o|z8t HEtE S3H LY
AWS Resilience Hub 2|&A0| & HEE Lt¥stn & = 0{0F & LICH AWS HHz| 4 B4 HE

AWS B EE|A F{EO| 2FE WAl IAM 151


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html

174 5 7|8 HAS BHET 240| HT WMol HPE EEI(A SR EE )
I.

AWS CLI EE= Of|2F ™3 E 7HE ALSXIolA 2|4 2& HEE o188 He = W&LICH AWS API CH
A =™s5teis 2t UX|ShE APl 2 Hof Bt HHAE SHESHMR

A XIet &d& 0| AWS Resilience Hub 228 HS A2 E £ AT E 524 AWS Resilience Hub
ConsoleAccess = ReadOnly AWS ZZ|E HHE AE[E|of AAZSHMAIL. AtMEH LIS 2 ALS
MHEMO| AFE R AH HEF FIHE HXRFFAUAIL. IAM

Cl=2 A2 AL XLof| Al AWS Resilience Hub 2£2| ZE Z|AAE L}l 2 4 e HEt=2 Eof
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"resiliencehub:List*",
"resiliencehub:Describe*"
1,
"Resource": "*"
}
]
}
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"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [

"iam:GetUserPolicy",
"iam:ListGroupsForUser",
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AWS B EZIHA 5=
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

A2 7158t AWS Resilience Hub OHEZ|AH| 0| S &

"Version":
"Statement": [
{
"Sid":
"Effect":
"Action": [

"resiliencehub:ListApps

1,

"Resource": [
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"2012-10-17",

"PolicyExample",
"Allow",
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "PolicyExample",
"Effect": "Allow",
"Action": [
"resiliencehub:StartAppAssessment"
1)

"Resource": [
"arn:aws:resiliencehub:*:*:app/appId"

OfZ 2|70l B7t A

CS Mz A2 Kol H £ AWS Resilience Hub 22 Z 2 J2H0] CHst WIHE AMNE HetE §od
ghoict.
{

"Version": "2012-10-17",
"Statement": [
{
"Sid": "PolicyExample",
"Effect": "Allow",
"Action": [
"resiliencehub:DeleteAppAssessment"”
1,
"Resource": [
"arn:aws:resiliencehub:*:*:app/appId"
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Ot A2 ALE X0l H| £ AWS Resilience Hub 8& T2 28t FHHEXZ OtE = UE
HetE fodgfLch.
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "PolicyExample",
"Effect": "Allow",
"Action": [
"resiliencehub:CreateRecommendationTemplate"
1)
"Resource": [
"arn:aws:resiliencehub:*:*:app/appId"
]
}
]
}
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "PolicyExample",
"Effect": "Allow",
"Action": [
"resiliencehub:DeleteRecommendationTemplate"
1,
"Resource": [
"arn:aws:resiliencehub:*:*:app/appId"
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "PolicyExample",
"Effect": "Allow",
"Action": [
"resiliencehub:UpdateApp"
1)
"Resource": [
"arn:aws:resiliencehub:*:*:app/appId"
1,
"Condition": {
"StringlLike" : { "resiliencehub:policyArn" : "arn:aws:resiliencehub:us-
west-2:111122223333:resiliency-policy/*" }
}
}
]
}
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® Note
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CtZ M| /7= mateojackson IAM AFEXI7H 2&2 ALE35H0{ 7t my-example-
widget El&A0] CHEt MR HEE Eid1 6t K|2H 714t HEto| gle 3 walgLIct

resiliencehub:GetWidget

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
resiliencehub:GetWidget on resource: my-example-widget

0| A2 resiliencehub:GetWidget® S Ar&3t0d my-example-widget 2| A0 HMAE 5
UL = mateojacksonAtEAL HAE UG 0|E st oF g LICY.

20| E25tH ZE[XtoH ELletM2. AWS #E|RtE 2Q X4 ZHE XSt AFRF Lch

e IAME && HEho| Q& LICE PassRole

stodg e HEto| QICte 27/ HIAIR|7F EAIElE A< AWS Resilience Hubol| &g MEE £+
UCE HAME UO|0|ESHOF R LICH iam:PassRole
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User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole
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2
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« the section called “E&0|A SE X} A& MM IAM”
o

« the section called “E& S8t & 22| IAM API”
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« the section called “I} AS AF& 350 JSON AIE| = HH o)

AWS MH|A L BlAAN| BHMHA

w N

EXt H S BFS010k EHLICH IAMIAMEEE AL85t0 AE S W dsts ol CHEr XEAEH LHE

g
1A
AWS MH|AO| 948 BHE 7| (24) B BEFAAIR.

£2 AME5I01 1AM 7| & HHo| &R 9EE BrE{™

IAMO|A https://console.aws.amazon.com/iam/ 2&£& LICh
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Az EHE ALSofof ZLICH

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "resiliencehub.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
]
}
HEH Z7h Blo|x|Q] HEt WA MMol M 44 T WM 0|8 7IZ 22 S TE{ZSHT Enter
+27| 4ol AWSResilienceHubAsssessmentEx ecutlonPolicy% U=dgtLict.
Mg MEiStT CHES MEIELICEH
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(® Note
OHZ 2|7 0|ME BHtE L} UO|0|EE M= #XH IAM AL X}/QiE0) &K} 245t
iam:passRole H&tO| Rlo{of & L|C}. 5tX|Bt BIHE A™St= ol= o] Heto| ERHX| &f
&LCt.

g ol dlz| YA X|HE HoF FAO|H HEE T E + Y= HEE FoigfLICt. AWS Command

Line Interface (AWS CLI) £ AF235104 Q&S PHEPdM create-role HHEE A ELICH O] HHEES
MEE e AZ HA olgtelg X|HE = J&LICt ChS M= AWS Resilience Hub AH[A0] 23
2 =g = e FA HEES Fofsts s BodE LUt

(® Note
JSONEXHUMM HFE (* ') & O[&7 0= ME[sHoF st= 2T AFE2 A o w2t CHE

= UgLCH

AMZ create-role

aws iam create-role --role-name AWSResilienceHubAssessmentRole --assume-role-policy-
document '{

"Version": "2012-10-17","Statement":

[

"Effect": "Allow",
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"Principal": {"Service": "resiliencehub.amazonaws.com"},
"Action": "sts:AssumeRole"

[a

]
} 1

g ALE5o{ JSON A2 A Ho|

‘Hr O] JSON L UES ArE5to{ Fhol CiEt M| HHE HOlEt CHS create-role BHE AT =
A& LICH ChS oMol M trust-policy.json2 ZHXH IE—lE-IEIOI A= HAo| ZafEl ohddLct.

= =
O| WA create-role BHE AA5t0] Yol (AAELICE create-role TS| EUH2 ME £
24(Sample Output)0oll E A|EL|C} d&tol HEt2 "7PoPE4E‘=| attach-policy-to-roled&2 At&35t1 ™

X{ AWSResilienceHubAsssessmentExecutionPolicy #2288 MM F7I& £ Q&LICH &2

& Mol et REMIBH LHE 2 the section called “AWSResilienceHubAsssessmentExecutionPolicy”
e xS,

0x

£ trust-policy.json

{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Principal": {
"Service": "resiliencehub.amazonaws.com"
b
"Action": "sts:AssumeRole"
1]
}

MZ create-role

aws iam create-role --role-name AWSResilienceHubAssessmentRole --assume-
role-policy-document file://trust-policy.json

ME &Y
{
"Role": {
IIPathll: II/II,
"RoleName": "AWSResilienceHubAssessmentRole",

"RoleId": "AROAQFOXMPL6TZG6ITKWND",
"Arn": "arn:aws:iam::123456789012:role/AWSResilienceHubAssessmentRole",
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"CreateDate": "2020-01-17T723:19:127",
"AssumeRolePolicyDocument": {
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Principal": {
"Service": "resiliencehub.amazonaws.com"

iy

"Action": "sts:AssumeRole"

3]

MEZ attach-policy-to-role

aws iam attach-role-policy --role-name AWSResilienceHubAssessmentRole --
policy-arn arn:aws:iam::aws:policy/
AWSResilienceHubAsssessmentExecutionPolicy
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« the section called “IAMEE 0| EZX/XIH HHE Qe A M
« the section called “& S8t A& 2| IAM API”
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« the section called “*JSONI} 22 AI235t0{ EB{AE HAME HO|gfLIC}”
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": [
"arn:aws:iam::primary_account_id:role/InvokerRoleName"
]
.
"Action": "sts:AssumeRole"
}
]
}
4. HB F7}Do|X|o) HE M MMolM £4 EE MM 0|82 7IZS2 ¥MS LE{-ST Enter

(=)
=
F27| 4Xol AWSResilienceHubAsssessmentExecutionPolicy2 QI24gfLICt
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LSt 7t S EX A" 0] sts:assumeRole HEHE FI510{ 2t S EX7F EX AHo| Hetg &2
= U5 3lof &LCt.

{
"Effect": "Allow",
"Resource": [
"arn:aws:iam: :secondary_account_id_l:role/RoleInSecondaryAccount_1",
"arn:aws:iam: :secondary_account_id_2:role/RoleInSecondaryAccount_2",
A,
"Action": [
"sts:AssumeRole"
]
}
E S8t & &l IAM AP
g ol Al MM X|HE Eot FAoH dEg 2 TE £ JUe HErE FoigLct AWS Command
Line Interface (AWS CLI) & AtE85l0{ H& 2 BFEE{™ create-role HHE ASELICL O] BHES
MEE M= AlZE HA Clgtelg X|I™HE = J&LIC CFS oAM= AWS Resilience Hub MH|A FR[0f
HagE U HetE Roists WHE 2EoiELCt
(® Note

JSONEALO|M [MHZE (1 ') & o|AaFH0o|Z XE|aloF stE 2T AFE2 A HT™of el CHE

= U&LICH

MZI create-role

aws iam create-role --role-name AWSResilienceHubAssessmentRole --assume-role-policy-

document '{"Version": "2012-10-17","Statement": [{"Effect": "Allow", "Principal":
{"AWS": ["arn:aws:iam::primary_account_id:role/InvokerRoleName"]}, "Action":
"sts:AssumeRole"}]1}"'

BT O| JSON It U A& sto{ dghol CHEH Al HME Holgh =& U&LICH O oA M
trust-policy.json2 %[l C[RE{Z|Q] TpLL|CY.

AWS Resilience Hub HA|A HEH & X 166



AWS B EE|HA 5E AEXt7tol=

JSONIIUE AE5H0{ ESHAE HA S HolgfLCt

M- O| JSON IHUES A& 5to{ Aghol| CHEt A2 MM S Ol OHE create-role HAHEE A™E =
A&LICH CHS oMol M trust-policy.json Al CIHE{Z| 2| AlZ| H2H0| 2 & QU1 |
O] HE2 create-role BHE AR50 &0l AAZE/LICE create-role BHO| E32 ME
24(Sample Output)0ll EA|E L|Ct d&oi MEt2 F7t86t24™ attach-policy-to-role &

X AWSRe5111enceHubAsssessmentExecutlonPollcy ZEE HMg F7ME = AdsLU ot zel
ol CHEF XEAMIEH LI 2 the section called “AWSResilienceHubAsssessmentExecutionPolicy”

%% HEsHM L.
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mm

MM

trust-policy.json

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": [
"arn:aws:iam::primary_account_id:role/InvokerRoleName"
]
},

"Action": "sts:AssumeRole"

—

MZI create-role

aws iam create-role --role-name AWSResilienceHubAssessmentRole --assume-role-policy-
document file://trust-policy.json

ME &
{
"Role": {
"Path": "/",
"RoleName": "AWSResilienceHubAssessmentRole2",

"RoleId": "AROAT2GICMEDIML6EVQRG",
"Arn": "arn:aws:iam::262412591366:role/AWSResilienceHubAssessmentRole2",
"CreateDate": "2023-08-02T07:49:23+00:00",
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"AssumeRolePolicyDocument": {
"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Principal": {
"AWS": [

"arn:aws:iam::262412591366:r0le/
AWSResilienceHubAssessmentRole"

]

},

"Action": "sts:AssumeRole"

MEZ attach-policy-to-role

aws iam attach-role-policy --role-name AWSResilienceHubAssessmentRole --
policy-arn arn:aws:iam::aws:policy/
AWSResilienceHubAsssessmentExecutionPolicy.

S4XH IAM ALK} HEH AL

SR IAM ALE AL HEHS AL SHo] BHIHE Mdstn A&SIE{™ o] WS AISSHAAIL.
AWSResilienceHubAsssessmentExecutionPolicy#2|& &2 AMEXt EE= ALEAteL 7t

TAE Aol AZE + AU&LICH
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212 £8llE £~ 9/ 2 AWS Resilience Hub §t24H

1. AWSResilienceHubAsssessmentExecutionPolicy #Z|& HME A&tof AZ@ErLICt

2. CIs YA FIHELICH 047|M primary_account_id = OHE
Mo| Holx[1 HIHE A=UE AWS HEL|Ct EFt of 2 E Hoto|
(AwsResilienceHubPeriodicAssessmentRole) Oif CHE & Cpsks:
0| =42 AWS Resilience Hub AMH|A 7} o=l Zi7lo| st @hg 4 Ql=

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iam:GetRole",
"sts:AssumeRole"
1,
"Resource": "arn:aws:iam::primary_account_id:role/
AwsResilienceHubAdminAccountRole"
1,
{
"Effect": "Allow",
"Action": [
"sts:AssumeRole"
1,
"Resource": [
"arn:aws:iam: :primary_account_id:role/
AwsResilienceHubAssessmentEKSAccessRole"

]

t= Setoll= o BAH|7F 26t
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o HE 7ol d&tof CiEt 412 2 (AwsResilienceHubPeriodicAssessmentRole)
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "resiliencehub.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
]
}
R AE A
AWSResilience HubE 042{ A1’d1} &7H AFE35tE B CHS IAM T8 HA0o| EBFLICH AFE Al
of h2F AWS AH’d0otct CHE MEto| Eeg = U&LICH A Z2A AH™E HMHAE 2[5 AWS Resilience
Hub 2 AME M= ChEa 22 AY 2 HdehE nedghuct
. 712 AH — oiEEIH0IME BHED WIS AHsteds AWS AR YLIC
o HX/2|AA AWS A™ — 2|AATF 2IXIE AE.
(@ Note
. odgh 7|gh AM|A(SI0IM AT 7Y BRI AEHE A3t SotolE o B B3
X| ef&LCt
« Amazon Elastic Kubernetes Service0ll MAE £ Qe HEHE 7= &0l CHSH XA
&t L2 2 the section called “Amazon EKS 224 AE{0{l AWS Resilience Hub CHEF HM|A &

Mep EHHE B XGHMIR.

et &x
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7182 A™o| A g MMSH D Y Hes AwsRe5111enceHubAdm1nAccountRole £=Ql5teqH
AWS Resilience Hub 24k It o] 2dgte B|AA T ZEEIAWS H Kol 2 gt
off M ASHE O AF2EILICEH B|AAE 22 Heto| glo{of EFL|Ct.

5t 0|& 2 AwsResilienceHubAdminAccountRoleO|0{0F &fL|C}.
2 H ol A +dshok g LICt.

2 £=2& jam:assumeRole #3t0o| Qlo{oF &FL|LC}.

ok

« FXH IAM At XH/AEof O] A

 secondary_account_id_1/2/...2 &3 EX HH AEXZ H M L.
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{
{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Resource": [
"arn:aws:iam::secondary_account_id_1l:role/AwsResilienceHubExecutorAccountRole",
"arn:aws:iam: :secondary_account_id_2:role/AwsResilienceHubExecutorAccountRole",

1,

"Action": [

"sts:AssumeRole"

]

}
]
}

ol

Z2|XF 4& (AwsResilienceHubAdminAccountRole) o] A2 MAe Ct31F Z2&L|CH

—

"Version": "2012-10-17",
"Statement": [
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{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::primary_account_id:role/caller_IAM_role"
},
"Action": "sts:AssumeRole"
},
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::primary_account_id:role/
AwsResilienceHubPeriodicAssessmentRole"
},
"Action": "sts:AssumeRole"
}
]
}
BXR/E|AA AHHE MY

Zt
A

P

| &

|20 M A AwsResilienceHubExecutorAccountRole HZXE Ots 1
EM3sl5t04 o] A& s=lsloF LC oA o EZ2|FH|0|M BIAAE A
2522 MAst Mt ZsH|Ct. AWS Resilience Hub
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>
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mo mo g
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I X|BF AWSResilienceHubAsssessmentExecutionPolicy #2238 HAE ostof HAZs D A
o

|. 245 giH; O=|7=|o|.|o|: °"I,|L__|-
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>
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{
"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::primary_account_id:role/AwsResilienceHubAdminAccountRole"

iy

"Action": "sts:AssumeRole"
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AWS 2|8 Y32 21 Z4&L|CH AWS Resilience Hub

AWS 28 G2 oM Y5t pElste SEE GHAULICH AWS Aws 2 E|d M2 B2 gt
A& Atzilol CHEt HEtE MBS MAEIReEZ A8 28 L gt HEtS 257 AlxHe
= AELICH
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AWSResilienceHubAsssessmentExecutionPolicy

IAMIDE ID0{| AWSResilienceHubAsssessmentExecutionPolicy ME& £ Q&L|Ct BIIE
Adste S ol M2 HWIE AlE = U= OHE AWS MH|A0] HAA H

E;
m
1
i
]
C
ul

g 71|/\|%F T = MHst HetE M3 Euch Amazon S3 I:I-IiI 0| 2 aws- re5111ence—
hub-artifacts-2 A|Z&{oF ELICt CHE Amazon S3 B0l AlA|tEdE B2 &

& F0f| HAlE 4 CreateRecommendationTemplate APl Q&LICH REAIEH LI 2
CreateRecommendationTemplateE & Z35HM|.

O| MAMof= = Hsto| £etE|o] U&LCE.

« Amazon CloudWatch (CloudWatch) — OHZ 2|7 0|42 CloudWatch 2 L|E{&5t7| 231 Amazon
oM MEEt 23 E 2 E BEE 7HXZLICH £t cloudwatch:PutMetricData WA
m|o|A0i ofE 2|70l | == H0of CHEt CloudwWatch X|EE A AlstE Ol AHSELICEH
ResilienceHub
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/resilience-hub/latest/APIReference/API_CreateRecommendationTemplate.html

AWS B EE|HA 5E AEXt7tol=

Amazon O|O|E{ £ Z=7| 2t2|X} — AF2 X} AWS A X0t 948 =l Amazon OIO|E £ Z=7| &t 2|k}
2|AA0]| CHEF Describe M2 7tx{2 1 X|ZgHL|Ct.

Amazon DevOps Guru — AWS 7| &1t 4Z3E Amazon DevOps Guru Z|&AE LIEst D
Describe Mt A3 ELICH.

to s 2la A0

of

Amazon DocumentDB — A& 1} 24Z4 =l Amazon DocumentDB Z|AA S LIY
CHEF M8t Describe M2 &HLICt AWS

Amazon DynamoDB (DynamoDB) — AWS 7’41 ¢4ZEl Amazon DynamoDB 2|A&AE LIQE5tD
Describe ®™&tE N3 ELICH.

Amazon ElastiCache (ElastiCache) — AWS H|’d1t ¢1ZAEl ElastiCache 2|2 A0] CHEt Describe
Het2 M3 glct.

Amazon Elastic Compute Cloud (AmazonEC2) — AWS |51t @472 El Amazon EC2 E|AAE LI
5t Describe MEt2 M3 FLICH

Amazon L EtAE| Z4E|0|L B XA E 2| (AmazonECR) — AWS H|H1t ¢ El Amazon ECR 2|4
A0 CHE Describe TS MSELICH.

Amazon Elastic Z4E|0|L4 MH|A (AmazonECS) — AWS A& 24Z4E Amazon ECS 2|4 201 Cf
8t Describe ™&t2 M3 ELICH.

Amazon Elastic File System (AmazonEFS) — AWS 7|1} 944l oo} E EFS 2lA A0 CH$t
Describe ™&t2 M3 & LICH.

Amazon Elastic Kubernetes Service (EKSAmazon) — 71’31t Describe Q1A El EKS OtOFE E|A
AE LtGstD HEtE MBELICH AWS

Amazon EC2 Auto Scaling — AF& At AWS A1t @42 -El Amazon EC2 Auto Scaling 2|&AE L
U5t Describe HEHE MBS ELICH

Amazon EC2 Systems Manager (SSM) — AWS A &1} ¢1ZAE SSM 2|aA0] CHEt Describe ™
ol-o X-||_|_o|'|__|E|.

2|
A

Amazon Fault Injection Service (AWS FIS) — AWS |1} 914 E AWS FIS A% 3! A% &
LId35t T Describe &S MSELICE

M|k
fjo

FSxWindows& Amazon It & MH (AmazonFSx) — AWS |31 @474 El Amazon FSx E|AAE L}
A3t Describe HEHE MBS ELICH
P

Amazon RDS — AWS AH/X 1t 4Z4=l Amazon RDS 2|AAE L5t Describe HEHE MZ2 8L

Ct.

OH

Amazon Route 53(Route 53) — AWS 7|1} ¢4Z3El Route 53 EIAAE L}Q3H D Describe #&t
2 M3 gt

AWS Z 2|3 M 174



AWS B EE|HA 5E AEXt7tol=

Amazon Route 53 Resolver — AWS H| &1} 224 El Amazon Route 53 Resolver 2| AAE LIESITD
Describe H&tE ME&LICH
Amazon Bt 2h2] MH|A (AmazonSNS) — AWS A1} 9473 El Amazon SNS E|AAE LY
Describe H&tE M3 ELICH.
Amazon AZ & MH|A (AmazonSQS) — AWS A& 1} 473El Amazon SQS Z|AAE LIES|
Describe ®&HE XS EL|Ct.

P

ol
!

o

Amazon Simple Storage AH|A (Amazon S3) — A& AWS @1Z2El Amazon S3 2|AAE LIQE3
1 MBS Describe AMZELICH.

(® Note
YILE AEste st HEl™ YoM UYol|o|Esof 5t w2 HEHo| UE F2 s3:
GetBucketLogging Tt 2 AFE5t0{ HIIE H3 XMoo 2 22 & LICH AWS Resilience Hub
SHX|H FEHE HEtE LIPS E Z 1 AWS Resilience Hub HIAIX|7F EAIZ|2 S8 HEt
F7te = U= ol 7|zZtol MBS ELICH X[HE |0 7|12k LHof| F=2H&l HFtS FIt6tK]

o GIt7h AujgfLct.

—

Q Mo
ol

El

B
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AWS Backup — A& X AWS A5t 2472 El Amazon EC2 Auto Scaling 2| AAE LIPS
Describe #&tE 7FX{ZLICH.

AWS CloudFormation — AWS 7’81} 244 El AWS CloudFormation ABHO| B|AAE LIPSt T
Describe Mt 7tX{SLIC.

AWS DataSync — AWS =1} 9472 El AWS DataSync EIAAE LIPSt 1 Describe HEHE A3
gt

AWS Directory Service — AWS 7|51+ ##4E AWS Directory Service 2| AAE LIPS D ST 2
A A0] CHEl Describe MEH2 MBS ELICEH

AWS Elastic Disaster Recovery (EF23% R{alf =) - AWS A0t oAAEl B2 el 5T 2loA
oil CHEt Describe MEHE M3 LICH

AWS Lambda (Lambda) — A1 @42 Lambda 2IAAE LIPSl Describe HEHE MESEL
Ct. AWS

AWS Resource Groups (Resource Groups) — AWS 7|1t 2423 El Resource Groups 2| AAE Lt
A5t e 2lAA CHE Describe MEHE M3 ELICH

AWS Service Catalog (Service Catalog) - At& Xt AWS 7|83t 244 El Service Catalog 2| &AE Lt
W5t Describe MEtE M3 ELICH

AWS Step Functions — AWS 7|1t 2t24El AWS Step Functions 2| AAE LIE5 T
0f| CHEF Describe H&H2 M3 & LICH.

IS EAES

(o]}
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« Elastic Load Balancing — AWS 7|Z 1t @12 El Elastic Load Balancing E|&AE LQEstD
Describe Mt M3 gLICH.

+ ssm:GetParametersByPath— O] #&tE A& 3104 CloudWatch €&, HIAE &= ofE 2|7 0|M
of & £ MHE SOPs X2 #EIgrLct.

HIIE AMdliste S0 Elo] AWS MH|AO0| HAM|ASHE O Ze st HEHE NMBste ALK AF2XE 1
£ ol odgtol| CHEt HEH2 AWS Hl&ol F7+5t2{0 CH2 IAM XM= 0| Z @ §h|ct.

-~

"Version": "2012-10-17",
"Statement": [
{

"Sid": "AWSResilienceHubFullResourceStatement",

"Effect": "Allow",

"Action": [
"application-autoscaling:DescribeScalableTargets",
"autoscaling:DescribeAutoScalingGroups",
"backup:DescribeBackupVault",
"backup:GetBackupPlan",
"backup:GetBackupSelection",
"backup:ListBackupPlans",
"backup:ListBackupSelections",
"cloudformation:DescribeStacks",
"cloudformation:ListStackResources",
"cloudformation:ValidateTemplate",
"cloudwatch:DescribeAlarms",
"cloudwatch:GetMetricData",
"cloudwatch:GetMetricStatistics",
"datasync:DescribeTask",
"datasync:ListLocations",
"datasync:ListTasks",
"devops-guru:ListMonitoredResources",
"dlm:GetLifecyclePolicies",
"dlm:GetLifecyclePolicy",
"docdb-elastic:GetCluster",
"docdb-elastic:GetClusterSnapshot",
"docdb-elastic:ListClusterSnapshots"”,
"docdb-elastic:ListTagsForResource",
"drs:DescribeJobs",
"drs:DescribeSourceServers",
"drs:GetReplicationConfiguration",
"ds:DescribeDirectories",
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"dynamodb:DescribeContinuousBackups",
"dynamodb:DescribeGlobalTable",
"dynamodb:DescribelLimits",
"dynamodb:DescribeTable",
"dynamodb:ListGlobalTables",
"dynamodb:ListTagsOfResource",
"ec2:DescribeAvailabilityZones",
"ec2:DescribeFastSnapshotRestores",
"ec2:DescribeFleets",
"ec2:DescribeHosts",
ec2:DescribeInstances",
"ec2:DescribeNatGateways",
ec2:DescribePlacementGroups",
"ec2:DescribeRegions",
ec2:DescribeSnapshots",
"ec2:DescribeSubnets",
ec2:DescribeTags",
"ec2:DescribeVolumes",
ec2:DescribeVpcEndpoints",
"ecr:DescribeRegistry",
ecs:DescribeCapacityProviders",
"ecs:DescribeClusters",
"ecs:DescribeContainerInstances",
"ecs:DescribeServices",
"ecs:DescribeTaskDefinition",
"ecs:ListContainerInstances",
"ecs:ListServices",

"eks:DescribeCluster",

"eks:DescribeFargateProfile",

"eks:DescribeNodegroup",

"eks:ListFargateProfiles",

"eks:ListNodegroups",
"elasticache:DescribeCacheClusters",
"elasticache:DescribeGlobalReplicationGroups",
"elasticache:DescribeReplicationGroups",
"elasticache:DescribeSnapshots",
"elasticfilesystem:DescribeFileSystems",
"elasticfilesystem:DescribelLifecycleConfiguration",
"elasticfilesystem:DescribeMountTargets",
"elasticfilesystem:DescribeReplicationConfigurations",
"elasticloadbalancing:Describelisteners"”,
"elasticloadbalancing:DescribelLoadBalancers",
"elasticloadbalancing:DescribeTargetGroups",
"elasticloadbalancing:DescribeTargetHealth",
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"fis
"fis
"fis
"fsx

:GetExperimentTemplate",
:ListExperimentTemplates",
:ListExperiments",
:DescribeFileSystems",

"lambda:GetFunctionConcurrency",
"lambda:GetFunctionConfiguration",
"lambda:ListAliases",
"lambda:ListEventSourceMappings",
"lambda:ListFunctionEventInvokeConfigs",
"lambda:ListVersionsByFunction",

"rds:

"rds:

rds:
"rds:
rds:

rds:
"rds:

rds:

rds:

DescribeDBClusterSnapshots",
DescribeDBClusters",
DescribeDBInstanceAutomatedBackups",
DescribeDBInstances",
DescribeDBProxies",
DescribeDBProxyTargets",
DescribeDBSnapshots",
DescribeGlobalClusters",
ListTagsForResource",

"resource-groups:GetGroup",
"resource-groups:ListGroupResources",
"route53-recovery-control-config:ListClusters",

"route53-recovery-control-config:ListControlPanels",
"route53-recovery-control-config:ListRoutingControls",
"route53-recovery-readiness:GetReadinessCheckStatus",

"route53-recovery-readiness:GetResourceSet",
"route53-recovery-readiness:ListReadinessChecks",
"route53:GetHealthCheck",
"route53:ListHealthChecks",
"route53:ListHostedZones",
"route53:ListResourceRecordSets",
"route53resolver:ListResolverEndpoints",

"route53resolver:ListResolverEndpointIpAddresses",

"s3:ListBucket",
"servicecatalog:GetApplication",
"servicecatalog:ListAssociatedResources",

"sqgs:
sqgs:
"ssm:

sns:
"sns:
sns:

GetSubscriptionAttributes",
GetTopicAttributes",
ListSubscriptionsByTopic",
GetQueueAttributes",
GetQueueUrl",
DescribeAutomationExecutions",

"states:DescribeStateMachine",
"states:ListStateMachineVersions",
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"states:ListStateMachineAliases",
"tag:GetResources"

1,

"Resource": "*"

},
{

"Sid": "AWSResilienceHubApiGatewayStatement",

"Effect": "Allow",

"Action": [

"apigateway:GET"

1,

"Resource": [
"arn:aws:apigateway:*::/apis/*",
"arn:aws:apigateway:*::/restapis/*",
"arn:aws:apigateway:*::/usageplans"

]

},
{

"Sid": "AWSResilienceHubS3ArtifactStatement",

"Effect": "Allow",

"Action": [

"s3:CreateBucket",
"s3:PutObject",
"s3:GetObject"

1,

"Resource": "arn:aws:s3:::aws-resilience-hub-artifacts-*",

"Condition": {

"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"
}
}
I
{

"Sid": "AWSResilienceHubS3AccessStatement",

"Effect": "Allow",

"Action": [

"s3:GetBucketLocation",
"s3:GetBucketLogging",
"s3:GetBucketObjectLockConfiguration",
"s3:GetBucketPolicyStatus",
"s3:GetBucketTagging",
"s3:GetBucketVersioning",
"s3:GetMultiRegionAccessPointRoutes",
"s3:GetReplicationConfiguration",
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"s3:ListAl1MyBuckets",
"s3:ListMultiRegionAccessPoints"

]I

"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${aws:PrincipalAccount}"

"Sid": "AWSResilienceHubCloudWatchStatement",
"Effect": "Allow",
"Action": [

"cloudwatch:PutMetricData"
1,
"Resource": "*",
"Condition": {

"StringEquals": {

"cloudwatch:namespace": "ResilienceHub"

"Sid": "AWSResilienceHubSSMStatement",
"Effect": "Allow",
"Action": [

"ssm:GetParametersByPath"

]I

"Resource": "arn:aws:ssm:*:*:parameter/ResilienceHub/*"

AWS Resilience Hub Zt2|3 X2 4H|0|E AWS

Ol MHIA 7} o|2{8 4 AFEH S FX{517| AIZHEH AWS Resilience Hub O 2| AWS 22|13 =i ¢
Hio|Eof CHEE ME HEE & = JU&LICH Ol Ho|X|o| #4E AtEof CHEt RiE L Elg Boi{™H AWS
Resilience Hub &A1 7|5 H 0| X[0{| M RSS Z|IE & F55HAAI2.
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HE A

0%

AWSResilienceHubAs

ssessmentExecutionPolicy—
He 74
[ )

AWSResilienceHubAs

ssessmentExecutionPolicy—
He 74
[ )

AWSResilienceHubAs

ssessmentExecutionPolicy—
He 74
[ )

AWSResilienceHubAs

ssessmentExecutionPolicy—
B 74
[ )

Ad404
=o

AWS Resilience Hub Amazon
DocumentDB, AWS Lambda
Elastic Load Balancing &!

G7tE ddliote St 2

AL FHof MM AT

£ Q)= Describe HEt2
AWSResilienceHubAs
ssessmentExecution
Policy FO0{st=5 AdCO|
Er|i&Lch
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A= &2 FSx Windows
& Amazon It MH M S
212 = = Describe Bt
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ssessmentExecution
Policy F0i{st=5 AdC|O|
EE|R&LICE

AWS Resilience Hub H
7HE A= 52 AWS
Step Functions #4& 212
£ QlE Describe HEH2
AWSResilienceHubAs
ssessmentExecution
Policy FO0{3tL 5 d|O|
EE[R&LICEH
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HZA ALE A L

Policy F0{3t=E d|O|

EZ|A&LICH.
AWSResilienceHubAs 0| AWS Resilience Hub &%t 2023 6% 26
ssessmentExecutionPolicy— 2 H7t AdS |8t CtE AWS
Al |20 CHEH HMAE &IF

ghuict.
AWS Resilience Hub 2473 L} AWS Resilience Hub AWS # 2023 6% 15
8 =X AlF C|8 SO HE ALY FXE

AWS Resilience Hub HZ2ALF 2 JAM HH§t & X

AWSResilienceHubAsssessmentExecutionPolicy AWS 23 241 OIS AWS
Resilience Hub HE AL M2 = 5HLIE AL&6t0d 2ol ER et HE AL 1AM HEHE &

ofgr &= U&LICEH AWS 22|13 Hato] CHEE REMIEH LHE 2 2 RT3 AIL. the section called

“‘“AWSResilienceHubAsssessmentExecutionPolicy”

XN|etst AWS Resilience HubTH| 2 A Loi| CHEh X43H:

.« IAMQIZ 2} o Z 2|7 0|M Bkt W2 ALto CHEH HEt

* IAMH|ZL|A HAEY 22X B2 A Lpofl T3 HE

(=]
« IAMOHZ E|#|0| M ARAL T2 ALtoi| CHEF HE

« IAMS{7| T8 MM A HEHS Foist7| @er HEt

IAM@IZ 2} OHZ 2|70 & 2K} W= ALtof CHet Het

CHS S22 QlZet o EE[7H 0| BelAt =2 ALtol et HetE FodgfLch

0jo

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "InfrastructureApplicationManager",
"Effect": "Allow",
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"Action": [
"resiliencehub:
"resiliencehub:
"resiliencehub:
"resiliencehub
"resiliencehub:
"resiliencehub:
"resiliencehub:
"resiliencehub:
"resiliencehub:
"resiliencehub
"resiliencehub:
"resiliencehub:
"resiliencehub:
"resiliencehub:
"resiliencehub:
"resiliencehub
"resiliencehub:
"resiliencehub:
"resiliencehub:
"resiliencehub:
"resiliencehub:

1,

"Resource": "*"

|/\hﬂlﬂ|ZSl_JZ§ o A 1f

F
i
0
.

1254

M 2 E|AF M2 AL o] =

AddDraftAppVersionResourceMappings",
CreateAppVersionAppComponent",
CreateAppVersionResource",
:CreateRecommendationTemplate",

DeleteAppAssessment",
DeleteAppInputSource",

DeleteAppVersionAppComponent",
DeleteAppVersionResource",

DeleteRecommendationTemplate",
:Describe*",

List*",
PublishAppVersion",

PutDraftAppVersionTemplate",
RemoveDraftAppVersionResourceMappings",
ResolveAppVersionResources",
:StartAppAssessment”,

TagResource",
UntagResource",
UpdateAppVersion",

UpdateAppVersionAppComponent",
UpdateAppVersionResource"

c|RXt HZ ALtoil CHEF ZHet

"Version": "2012-10-17",

"Statement": [
{

"Sid": "BusinessContinuityManager",

"Effect": "Allow"
"Action": [

"resiliencehub:CreateResiliencyPolicy",
"resiliencehub:DeleteResiliencyPolicy",

"resiliencehub:
"resiliencehub:

4

Describe*",
List*",

[@ko

4L

mjo

AWS Resilience Hub HZ ALt 2 |AM HEH & X

183



AWS B &EedA FE

"resiliencehub:
"resiliencehub:
"resiliencehub:
"resiliencehub:
:UpdateAppVersionAppComponent",

"resiliencehub

"resiliencehub:
"resiliencehub:

1,

"Resource": "*"

ResolveAppVersionResources",
TagResource",
UntagResource",
UpdateAppVersion",

UpdateAppVersionResource",
UpdateResiliencyPolicy"

IAMOHZ 2|7 0| AR Kt T2 ALtof CHEH 3t

CHS X2 of &2|7 0|

"Version":

"Statement": [

{

AFAHEAL| 2R HEtE F0q

"2012-10-17",

"Sid": "ApplicationOwner",
"Effect": "Allow",

"Action": [
"resiliencehub

"resiliencehub:
"resiliencehub:
"resiliencehub:
"resiliencehub:
"resiliencehub:
:CreateResiliencyPolicy",

"resiliencehub

"resiliencehub:
"resiliencehub:
"resiliencehub:
"resiliencehub:
"resiliencehub:
:DeleteRecommendationTemplate",

"resiliencehub

"resiliencehub:
"resiliencehub:
"resiliencehub:
"resiliencehub:
"resiliencehub:
"resiliencehub:

BatchUpdateRecommendationStatus",
CreateApp",
CreateAppVersionAppComponent",
CreateAppVersionResource",
CreateRecommendationTemplate",

DeleteApp",
DeleteAppAssessment",
DeleteAppInputSource",
DeleteAppVersionAppComponent",
DeleteAppVersionResource",

DeleteResiliencyPolicy",
Describe*",
ImportResourcesToDraftAppVersion",
List*",

PublishAppVersion",
PutDraftAppVersionTemplate",

:AddDraftAppVersionResourceMappings",
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"resiliencehub:RemoveDraftAppVersionResourceMappings",
"resiliencehub:ResolveAppVersionResources",
"resiliencehub:StartAppAssessment",
"resiliencehub:TagResource",
"resiliencehub:UntagResource",
"resiliencehub:UpdateApp",
"resiliencehub:UpdateAppVersion",
"resiliencehub:UpdateAppVersionAppComponent",
"resiliencehub:UpdateAppVersionResource",
"resiliencehub:UpdateResiliencyPolicy"

1,

"Resource": "*"

"Version": "2012-10-17",
"Statement": [

{
"Sid": "ReadOnly",
"Effect": "Allow",
"Action": [
"resiliencehub:Describe*",
"resiliencehub:List*",
"resiliencehub:ResolveAppVersionResources"

1,

"Resource": "*"

Terraform & Ef It UE 2 7} X422 7| AWS Resilience Hub

AWS Resilience Hub Amazon SSE Simple Storage Service 2| 7| (-S3) == & 2| 7| (-) SSE £ At
25t0d M & 253} () & AH25t0d &5 3HE Terraform A Ef IHU S 7HK4E + AUSLICH AWS Key
Management Service SSE KMS 1 Z40| x| &t &= 3} 7| (SSE-C) & AFE 5104 Terraform &FEf Tt

2 335t 2 E A835104 7K £ el&LICH. AWS Resilience Hub
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SEf IS = 71224 e ool f|X[of et CHE IAM Z20| AWS Resilience Hub

ZiostLct.

7|82 Aol = Amazon S3 HHZ!0| M Terraform A Ef It 71 X422 7|

2 T
\

ox
12
N
i
N
0
=)
rir

=
8352{™ CHS Amazon S3 HZ! IAM & 2l Z=Ho

[

9| Amazon S3 HHZ!0]| = Terraform & EHf ZFoil CHEF AWS Resilience Hub 17| HMAE
|

CH& Amazon S3 HHZ! 2| HHZ! HA LI RHAM[EH LIE 2 O oK &

]IO

"Version": "2012-10-17",
"Statement": [

{

role>"

+
{

role>"

}

"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::<primary-account>:role/<invoker-role-or-current-iam-
iy
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::<s3-bucket-name>/<path-to-state-file>"

"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::<primary-account>:role/<invoker-role-or-current-iam-
},
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::<s3-bucket-name>"

« X4 58 A — o] ofZ2|Fo| Mol HelE ZEX AY = 72 AEHel AWS BA IAM S of
k=]

AWS Resilience Hub CHEF 224 ID HA QL |Ct AWS REA|EF LIS

CHS oK E B ZstML.

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",
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"Action": "s3:GetObject",

"Resource": "arn:aws:s3:::<s3-bucket-name>/<path-to-state-file>"
},
{
"Effect": "Allow",
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::<s3-bucket-name>"
}
]
}
@ Note
AWSResilienceHubAsssessmentExecutionPolicy #ZIE HAE AIESE B
ListBucket ™&t0| HR3tX| ei&LICt
(® Note
E A&36t0d Terraform & Eff I UE 25 3}t5t= 2 CHE KMS HEtE F7t6Hok g LCt.
kms:Decrypt
{
"Effect": "Allow",
"Action": [
"kms:Decrypt",
1,
"Resource": "<arn_of_kms_key>"
}

EZX Ao 2= Amazon S3 H{ZI0{| M Terraform & EH T} 71X 7|

- HZ! HA - BX AHE & stLtol| U= CHe Amazon S3 HZA! 9| HZ! FAL|Ct RtM|EF LIE 2 CH S

"Version": "2012-10-17",
"Statement": [
{

Terraform AEf T2 2 7FX{ 27| AWS Resilience Hub 187



AWS B EE|HA 5E AEXt7tol=

"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::<primary-account>:role/<invoker-role-or-current-iam-
role>"
},
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::<bucket-with-statefile-in-secondary-account>/<path-
to-state-file>"
},
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::<primary-account>:role/<invoker-role-or-current-iam-
role>"
},
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::<bucket-with-statefile-in-secondary-account>"
}
]
}

- ID M2 — 7|2 AWS H 0ol M AWS Resilience Hub A E|= AWS A1 o3& nt g2l D HAiel
LICH RtAMEH L8 2 CFS HME HZstM.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::<primary-account>:role/<invoker-role-or-current-iam-
role>"
},
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::<bucket-with-statefile-in-secondary-account>/<path-
to-state-file>"
},
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::<primary-account>:role/<invoker-role-or-current-iam-
role>"
},
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"Action": "s3:ListBucket",

"Resource": "arn:aws:s3:::<bucket-with-statefile-in-secondary-account>"
}
]
}
® Note
AWSResilienceHubAsssessmentExecutionPolicy HElE dME MEote 82
ListBucket ™$t0| 235 X| L&LIC.
@ Note
E AM&83504 KMS Terraform B It LS 25 35t6t= B CHS kms:Decrypt HEtS F7tal
of gLt
{
"Effect": "Allow",
"Action": [
"kms:Decrypt",
1,
"Resource": "<arn_of_kms_key>"
}

olOtE AEtAE! HUIE|IA MH|A E2{AE{0] AWS Resilience Hub CHE!
a

AWS Resilience Hub Amazon 22{AES| 2IZEIE £495+0{ Amazon Elastic Kubernetes Service
EKS (Amazon) 22{AE{ Q| 52248 I EL|CH EKS AWS Resilience Hub Kubernetes 238 7|t 4
MlA AMo{ (RBAC) S AFE35104 Amazon E22{AE Q| UE Z HIZ E|E= CHE Kubernetes (K8) &3
ECE HIIgUCt EKS {22 A A HIIE 2|5 Amazon EKS 22HAEE AH2SitAH OS2
2t Z dl{oF &L|Ct AWS Resilience Hub

« Amazon EKS 2HAEQ ST A™HM 7[&E AWS Identity and Access Management (IAM) 3%
2 M5 HLE At S
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HEH IAM AFZ R} Q! 38t HM A S & A4515F T Amazon EKS 22{AE LIQ| K8
C}. EKS Amazon EKS E{AE{0 CHEF IAM AFZ X} 2 o
gt LiE2e Z{AE0 CHE IAMAFZ K} Ll o35 ol | A &

« Amazon EAE{0]
2lAaA F71 17|
& HMAE EM3lEHE BHod| CHEE REA
%

=
A3l - Amazon

RARE
oo
=

Amazon ZHEE EZ0|Ql0 M A E|= KubernetesEAWS IAM 215 7|E S35l IAM QIE|E|E A2 5104
Amazon EKS 2B{AE ]| HMAE = U&LICH EKS /B A= aws-auth ConfigMap OlAM 4 H
HE 7t SLIC}.

(® Note
« B E aws-auth ConfigMap Ad%Joi CHEF REMIEH LIS MA A S84l H7|E FH =5
Al2. GitHub
o CtEHIAM IDO| CHE REMIEH LI 2 ALE MEMO| ID (AMMEAE, O 8 & 48 & & =35
AL,

+ Kubernetes @18 7|8t HA|A A|0{ () RBAC T-30i| CHE AFM|EH LIS S e A8 2 & Z 3t
AIA|2. RBAC

AWS Resilience Hub 7#[E 2| IAM &g & AL& 3101 Amazon EKS E2{AE LHS| E|&AE HelE L
Ct. Amazon E24AE LH2| 2|A A0 AWS Resilience Hub HMASHEH oM AFESHE IAM 4
£ Amazon EKS ZHAE L 2[AA0] CHEF SE8 47| & HEH0| U= Kubernetes 1 &0 AWS
Resilience Hub O & 5ok & L|C}H EKS

AWS Resilience Hub CF= IAM & M & 3tLIE AL 35104 Amazon EKS 22{AE E|AA0 HA|

A8 £ &L

. Blasol AMASHE Ol A JlE HMAE ALBSHES HBEIH0IME TAE B2, ofE 2170l
Mg MME AWS Resilience Hub [ TEE S EX H& F= EX A™H Y& 2 W7t S0l Amazon
EKS E{AE0| HMASHE O AFRELIC

Cle 7HEE = oZ 2|7 0|M 0| d& 7| o Z 2|7 |o|Me 2 TMEl 742 EKS Amazon 22 AE{0f|
AWS Resilience Hub M| ASIE &8 Eo{FLICt.
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https://docs.aws.amazon.com/eks/latest/userguide/add-user-role.html
https://docs.aws.amazon.com/eks/latest/userguide/add-user-role.html
https://github.com/kubernetes-sigs/aws-iam-authenticator#readme
https://github.com/kubernetes-sigs/aws-iam-authenticator#full-configuration-format
https://github.com/kubernetes-sigs/aws-iam-authenticator#full-configuration-format
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html
https://kubernetes.io/docs/reference/access-authn-authz/rbac/
https://kubernetes.io/docs/reference/access-authn-authz/rbac/

AWS B EE|iA 5= AEXt7tol=

Primary account Secondary account

AWS Resilience Hub
8 AssumeRole using Service Principal

Customer

K_27
Describe-Instance =
——————————» B=2 ROS
Describe-Instance  BI=14 Descri
———————— % =M ros escribe-Instance Ec:
d - B
AWS Resilience Hub
@ AssumeRole using Service Principal @ Describe-Instance - AWSResilienceHubServiceRole EKS API S

Scheduler EKS API
AWSResilienceHub —_—> @ EKS
ServiceRole

AssumeRole

o FHXH IAM AFEXRLE AFE 5104 2lAA | HMASES o ZC7H0|MHME 748t AL Amazon EKS 2
2{AE{2| 0|21 AwsResilienceHubAssessmentEKSAccessRole S8t HXHoZ A IAM &
g2 MAISHoF hLict. 2™ O] IAM Q&2 AF2 35104 Amazon EKS 2 EHAE{0]| HAMAE £~ Q&
L|C}.

CIS 7HE = oHE2[710|M0] IAM 3RH AL A} HEHE AFESIEE T HE B EKS Amazon 28
AE{7} 712 HZol = E MM A 2E{E AWS Resilience Hub E0{&LIC}.

Primary account

8 > () =8 > (D r@

Lagin Current 1AM Role Assume Role AWSResilienceHub
AssessmentEKSAccessRole

CHE 7HE == OHECIAH O|MO] IAM A AL AL THEHE AFRSIESE £ E E 2 EKS Amazon 22
AE7FEZXE AHHo| HHEZE HAM|A BrEdS AWS Resilience Hub 20{&LIC}.

Primary account Secondary account
S—n—8——n —E— 58 —n €
Lagin Current IAM Role Assume Role AwsResilienceHub Assume Role AwsResilienceHub  Assume Role AwsResilienceHub

AdminAccountRole ExecutorAccountRole AssessmentEKSAccessRole

Amazon EKS 2 HAE Q| 2|A A0 AWS Resilience Hub CH8t M| A HEH £ 0

AWS Resilience Hub Z 8t HetE

A& LICH

0x

8t A2 Amazon EKS 2AE{0]| Q= ElAA0l AMAE 4
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Amazon 2 AE LHoM 2| AAE AWS Resilience Hub 245t T TWrtst= ol 2§t HetE 20435t
2{84 EKS

1. Amazon EKS Z{AE{0] HMAE IAM &S FHELICEH

oiE 7|Et HM|AE AFESH0{ OHEEIFIOIME F 48 A2 O]l HHAIE AU 1 2B A2 TI& 504
OfEZZ|70|ME MMdl= O AT HE 2 AT =+ J&LICEH IAMAE 2 AWS Resilience Hub
Al&5tE dhedof chst XEMISH LIE 2 & X SHA A|Lthe section called “AWS B & 2|1A d{E 9|

S EA AW

o0

34 IAM AL X} HEHS AFE 5o OHZ E|F|0|ME T8 ZH2 Amazon EKS A EQt S
HZ0f AwsResilienceHubAssessmentEKSAccessRole IAM @3&t2 AASHofF gfL|Ct 12
B Amazon EKS 2 HAE{ 0| HMAS= S2F O] IAM & 0| AFZELICH.

OHZZ|FH0|ME 7tx{2 1 TWItste S92 IAM && 2 AWS Resilience Hub AF& 5104 Amazon
EKS 2HAEQ| 2|AAN HMAELICH 0] &2 Amazon EKS 22{AE{Qt S UFH H & ol M
MM E|o{of 5tH Amazon EB{AE{E AWS Resilience Hub B7tat= o 28t Meto| ZEHE
Kubernetes 1 &2 O & E|0{0F & LICt EKS

>

Amazon EKS Z2{AE{7F AWS Resilience Hub £} A0 S8t A &0l = A CF=2 1AM
AME| HA S AL25t04 g2 MAdsHof &hLict. o] IAM AZ| Ao HE caller IAM_role 3
K HXo M EAS E&5t= O APIs AFRE/LICH AWS Resilience Hub.

® Note
caller_IAM_role= AWS AF2 X} A|IH1} 2HEAEl &kl |C}.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::eks_cluster_account_id:role/caller_IAM_role"
},
"Action": "sts:AssumeRole"
}
]
}
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AWS B EE|HA 5E AEXt7tol=

Amazon EKS 2AE 7 1A HE ( AWS Resilience Hub &3t H/E1t CHE H™E) of Rl
CH2 IAM A Z| A2 AI26104 AwsResilienceHubAssessmentEKSAccessRole IAM &3
M A3l oF BHL|C}.

7 O
ST
O

st
==

(® Note
A 2T AIEte 2, AWS Resilience Hub AFE AL A|Z 1 CHE 7[&0of HiZ El Amazon
EKS EHAE| HMASIE{H CHS H™H HMAE F SN0k FLICH XHAMIEH LIRS 2o}
Ho{dH Ohg MME 3T ESHAIL.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::eks_cluster_account_id:role/
AwsResilienceHubExecutorRole"
},
"Action": "sts:AssumeRole"
}
]
}

2. OHZE|F|0|MHE {8t ClusterRole 2! ClusterRoleBinding (£=RoleBinding) & & M
MELCt. AWS Resilience Hub

Amazon ClusterRoleBinding 2HAES &M HYUAHO|A0 &£5t= ElAAE M5t H
7tete ol 2ot 27| ME HEte M35l ClusterRole £048LICH AWS Resilience Hub
EKS

A adst7| ol LA o] Ao

=
1
rio
o
Q'I_l
2
I
o
I
o8
N
i

AWS Resilience Hub Ct= & §
B ANAES KBHY & UaLich

a. B2E HYUAHO|AO CHEF 17| MAMIA HEFS AWS Resilience Hub O Z 2|7 0]A404] E04{Et
L|C}.
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Amazon EKS 2HAE W ZE HIYUATH O|ANAM 2|AAL| 224232 AWS Resilience Hub
YotstedH ChS 2 Mgstn a8l oF gLt ClusterRole ClusterRoleBinding

- resilience-hub-eks-access-cluster-role(ClusterRole) — Amazon EKS £
AE{E H7tstE AWS Resilience Hub Ol 2t Hets HolgfLct.

 resilience-hub-eks-access-cluster-role-binding(ClusterRoleBinding)
— Amazon resilience-hub-eks-access-group EKS 2{AE{0M 0|E 0| X|HE
52 Holsto ARt H |3 BItE A™st= o 23 HetE FofgfLich AWS

Resilience Hub

H o] A0 CHEF 217 HM|A HEH2 AWS Resilience Hub O Z 2|71 0| Mo £ o435}
b L

cat << EOF | kubectl apply -f -
apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRole
metadata:
name: resilience-hub-eks-access-cluster-role
rules:
- apiGroups:
resources:
- pods
- replicationcontrollers
- nodes
verbs:
- get
- list
- apiGroups:
- apps
resources:
- deployments
- replicasets
verbs:
- get
- list
- apiGroups:
- policy
resources:
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- poddisruptionbudgets
verbs:
- get
- list
- apiGroups:
- autoscaling.k8s.io
resources:
- verticalpodautoscalers
verbs:
- get
- list
- apiGroups:
- autoscaling
resources:
- horizontalpodautoscalers
verbs:
- get
- list
- apiGroups:
- karpenter.sh
resources:
- provisioners
- nodepools
verbs:
- get
- list
- apiGroups:
- karpenter.k8s.aws
resources:
- awsnodetemplates
- ec2nodeclasses
verbs:
- get
- list
apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRoleBinding

metadata:

name: resilience-hub-eks-access-cluster-role-binding
subjects:

- kind: Group

name: resilience-hub-eks-access-group
apiGroup: rbac.authorization.k8s.io
roleRef:
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kind: ClusterRole
name: resilience-hub-eks-access-cluster-role
apiGroup: rbac.authorization.k8s.io
EOF
b. £ UUAHO|AE 212 AWS Resilience Hub 5= U= BMA T8 Hod,
E M835tod §H UUAHO|A EE LHS] AWS Resilience Hub 2400 CiE HAHAE K|
&t = &LICH RoleBinding OI& fIi M= CHS &S 4ok &Lct.

« ClusterRole— Amazon EKS A E L £ WA T 0|A Q| E|AAN HMASIT =
22 AWS Resilience Hub E7}t5t2{M™ CH &S MMl 0F & LICH ClusterRole

« resilience-hub-eks-access-cluster-role— EX HUATHO|A LHo| E|AAE
TLO=|7|.6I.E E-” Il o st ?-Iol-o xlxiofl’“:l.

=4l - — L

- resilience-hub-eks-access-global-cluster-role— Amazon 2{AE LY
oM EXM UYAH O|AN HEE|X| %t S BHAE HQ| 2|AAE HWotst= O e st
HEt2 XIHELICt EKS AWS Resilience Hub OHZ2|71|0|M O] 59242 HItste{™
Amazon EKS 22AEC| ZHAE HQ| 2|AA (of: LE) of HAMAE 4= Qe HEHO
Zegfch

ClusterRole & & ddst7| IEF HER2 Ch5t Z&LCH

cat << EOF | kubectl apply -f -
apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRole
metadata:
name: resilience-hub-eks-access-cluster-role
rules:
- apiGroups:
resources:
- pods
- replicationcontrollers
verbs:
- get
- list
- apiGroups:
- apps
resources:
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- deployments
- replicasets
verbs:
- get
- list
- apiGroups:
- policy
resources:
- poddisruptionbudgets
verbs:
- get
- list
- apiGroups:
- autoscaling.k8s.io
resources:

- verticalpodautoscalers

verbs:
- get
- list
- apiGroups:
- autoscaling
resources:

- horizontalpodautoscalers

verbs:
- get
- list

apiVersion: rbac.authorization.k8s.io/v1

kind: ClusterRole
metadata:

name: resilience-hub-eks-access-global-cluster-role

rules:
- apiGroups:
"o
resources:
- nodes
verbs:
- get
- list
- apiGroups:
- karpenter.sh
resources:
- provisioners

Amazon EKS 22{AE{0i| AWS Resilience Hub CHEH M| A &35}
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- nodepools
verbs:
- get
- list
- apiGroups:
- karpenter.k8s.aws
resources:
- awsnodetemplates
- ec2nodeclasses
verbs:
- get
- list

EOF

LHO| 2|A A0 HAMASH= AWS
KC;E_I HUAHO|A L2 2|A A0 Y
O

A O|A0] RoleBinding &S

« RoleBinding®d& — O] A&
Resilience Hub O E 28t HEHS |'
MAE = AUT=S AWS Resilience Hub 5t24™
oh= o040k gLt

® Note

ClusterAutoscalerg A5 AFHUR0| AFR = B kube-systemO|A F7}
2 RoleBinding& 4dsliof &LICt O|= kube-system YA m0O[A o] 2ROl
ClusterAutoscaler2 E7tst= o Zeghuct.

O|= 7| ™ Amazon 22AEE HIlstE SO kube-system HYAH O|A LHQ|
2|AAE HotsteE ol Rt ME2 AWS Resilience Hub £ 045t A ElLICH EKS

RoleBinding &g s ddst7| flgt HEA2 St Z &L

cat << EOF | kubectl apply -f -

apiVersion: rbac.authorization.k8s.io/v1l

kind: RoleBinding

metadata:
name: resilience-hub-eks-access-cluster-role-binding
namespace: <namespace>

subjects:
- kind: Group
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name: resilience-hub-eks-access-group
apiGroup: rbac.authorization.k8s.io

roleRef:
kind: ClusterRole
name: resilience-hub-eks-access-cluster-role
apiGroup: rbac.authorization.k8s.io

EOF

« ClusterRoleBinding®g — O| V&2 FHAH HY E[AA0| HAMASH=E AWS

= —
Resilience Hub O 228t Mt F o4& L|Ct.

ClusterRoleBinding Q&2 Md37| {8t IE32 Ct3 2 &Lch

cat << EOF | kubectl apply -f -

apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRoleBinding

metadata:
name: resilience-hub-eks-access-global-cluster-role-binding

subjects:
- kind: Group
name: resilience-hub-eks-access-group
apiGroup: rbac.authorization.k8s.io

roleRef:
kind: ClusterRole
name: resilience-hub-eks-access-global-cluster-role
apiGroup: rbac.authorization.k8s.io

EOF

3. & aws-auth ConfigMap YCl|O|E3t0{ Amazon EKS E{AE0]| HMASHE O AASElE=
resilience-hub-eks-access-group IAM 23& 1} OjESHAIA|L.

O| EtAIE 1EHAHI0 A AF2 8 IAM 2381} 2EHH| 0| A A4 A48t Kubernetes 15 ZH2| OH =)
L|Ct. O] DHE'2 Amazon EKS 2B{AE LHO| B|AA0| HMAE £ Q= HEHS IAM 2 EHof Ko

gLk
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® Note
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- OfZZ|F|0|M0| A 7|E HHAE AT ESE 7
M8 AWS Resilience Hub [l ME L= SEA Q& £ EX AHH
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=| 742 odste o= 2|7 o|MS
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« FXH 1AM AL XHE AFE 5109 BlA AN HMASES ofE2|7H0|M2 LT < &
= A2 AE HFE Al AwsResilienceHubAssessmentEKSAccessRole

« ACCOUNT-IDAmazon EKS Z{AE{ 2| AWS A& ID0{0F &rL|LC}.

CIS W & 5HLEE AF235104 aws-auth ConfigMapE Mx|g £+ U&LICh
« eksctl AFE517]

Ct2 BE S A™5t0{ aws-auth ConfigMap& OIO|E& LICt

eksctl create iamidentitymapping \
--cluster <cluster-name> \
--region=<region-code> \
--arn arn:aws:iam: :<ACCOUNT-ID>:role/<ROLE-NAME>\
--group resilience-hub-eks-access-group \
--username AwsResilienceHubAssessmentEKSAccessRole

« 21 C|O|E{ mapRoles ConfigMap AlMoil IAM 238 M HEE aws-auth ConfigMap &£
7t5tod #5202 WEIE 4 U&LICH aws-auth ConfigMapE HRs24™ S HYS =

gLk,
kubectl edit -n kube-system configmap/aws-auth

mapRoles AMof= CtF met0|E 7t Z2&E = U&Lict

« rolearn— F7tE IAM && 9| Amazon 2|44 O[F (ARN)

« ARNT*& —arn:aws:iam: :<ACCOUNT-ID>:role/<ROLE-NAME>.

« username— &of OHEE FHUIEIA LH AFEXF OIF (). IAM
AwsResilienceHubAssessmentEKSAccessRole
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« groups — & O|E2 2EtA| (resilience-hub-eks-access-group) MlA BHE & O]
St Lx[sHok gfLich.

(® Note

mapRoles 4M0| gis B¢ ol S =52 = FItsl{of gfLICt

CIS HEZ3IE AF835104 21 HIO|E{ mapRoles AMlAdof IAM & M8 HEE FIHELICEH
ConfigMap

- groups:
- resilience-hub-eks-access-group
rolearn: arn:aws:iam::<ACCOUNT-ID>:role/<ROLE-NAME>
username: AwsResilienceHubAssessmentEKSAccessRole

Amazon Et&= &l MH|A FA|0| AWS Resilience Hub HIAIE &= JIES A
x4
o

0| MM0f|AM= Amazon Simple Notification Service (AmazonSNS) FA|0| o Z 2|7i|0|AM0f| CHEF 23
2 AWS Resilience Hub HAIE = UL 5 st= 2ol CHal AHELICH Amazon SNS FXR[of 2 &S
FAlotEd™ Chg AFEO| U=X| &It AR,

FAd AWS Resilience Hub OHZ 2|7 0| M.

utok

o
212 AWS Resilience Hub ELHOF 3t= 7|& Amazon SNS FX|. Amazon FA| MAd0]| CHEt X}A|
LHE 2 Amazon SNS SNS FA| MAME R EFIAMAIL.

rok o

Amazon SNS F=A|0of| &=l AWS Resilience Hub H|A|St24T Amazon FX|2| HMA MRS CtSa}
Zro| Mcl|o|EaHoF & LICH SNS

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowResilienceHubPublish",
"Effect": "Allow",
"Principal": {
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A%} 7ho|=
"Service": "resiliencehub.amazonaws.com"
iy
"Action": "SNS:Publish",
"Resource": "arn:aws:sns:region:account-id:topic-name"
}
]
}
(® Note

ZECQI X[HoM 7|22 dstE X[Fof| |x|Et FH|ol| HIAIXIE A AISHE AWS
Resilience Hub Ol AF&3HE < Amazon SNS FAl|of| CHaH MAEl 2|AA HAS +~Z 5ok
grLlct 3 22 resiliencehub.amazonaws.comOilAf resiliencehub.<opt-in-
region>.amazonaws.comZ BZgfL|Ct.

MH & 2 =3} (SSE) Amazon SNS F=XIE AtE5t= B Amazon SNS 53} 7|0i CHEt Decrypt
GenerateDataKey o HA|A HEHO| A=K| Erelslof ' LICE. AWS Resilience Hub

MM E Decrypt M35 GenerateDatakKey* AWS Resilience HubH M| A SHE{H CS O 22
AWS Key Management Service HAM|A Het HAS Z&aHoF & LICH.

"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowResilienceHubDecrypt",
"Effect": "Allow",
"Principal": {
"Service": "resiliencehub.amazonaws.com"
b
"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"
1)

"Resource": "arn:aws:kms:region:account-id:key/key-id"
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stat £~ Ql&LICH O IAM A2 Ao MHE caller_IAM_role (AWS AFSAF A1} o4Z2F!) 3HKY A|

Holq ZAlZ S &5 Ol APIs AF2E LICH AWS Resilience Hub.

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditor@",
"Effect": "Allow",
"Action": "resiliencehub:BatchUpdateRecommendationStatus",
"Resource": "arn:aws:resiliencehub:us-west-2:12345678900:app/0e6237b7-23ba-4103-
adb2-91811326b703"
}
]
}
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* Amazon Simple Storage Service(S3)

* Amazon DynamoDB

* Amazon Elastic Compute Cloud
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+ AWS Lambda

« Amazon Elastic Kubernetes AH|A

* Amazon Simple Notification Service

* Amazon Simple Queue Service

* Amazon Elastic Container Service
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. OtO+E API HO|ES O]

* Amazon DocumentDB
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