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7. Resource Explorer &3IE MEHEFLICEH

= ¥ & Lol ZA ZAxtoi| LtEFEL[C. EH:L?P
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AWS CLI

2 MEE AH8304 Resource Explorers A% st2{™

Resource Explorer 2& 2 AL XtQ| MEHO|| 2t AFEXHE CHAISHO BI2 API 2 S E£2 &g
LICH ChS oK AWS CLI BE2 E A835t01 2& 2F oM SUEr 7|2 HAE sdste YHS

HoiELICt AWS CLI

Example 1EtA|: #5t= AWS Z|T0f QIHAE 4435104 Resource Explorer & 33}

ElAA A7 BAIshstRiE ZH AWS 2T YIxI0IM CHe HHE AuE LD o2 of & Bae
AWS 2| 9| 7|E7Zt2! AWS CLINIAM Resource ExplorerE & A3} &fL|C}

$ aws resource-explorer-2 create-index
{
"Arn": "arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0@c-abcd11111111",
"CreatedAt": "2022-07-27T16:17:12.130000+00:00",
"State": "CREATING"

kl
il
nx
0



AWS Z|AA EFA7| ARt 7H0l=

Example 2E-AH|: HH 2| of 12| H 0| QU= AT AWS 21 E|= 5 QIHAE stLEE UC|O|EEfL
Ct.

S| AA EMHT |0 A 22 CIHIA S A& 0| of12|H|0|E| QIHAZ AHHO|EST = 5t2{M CiS
BE AAELICE AWS 2| CHE oA B2 0|5 SF(HX|L|oF 57 )(us-east-1)0llA ofZE]
7HolE HAE AO|o|EFLICE.

$ aws resource-explorer-2 update-index-type \
--arn arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0c-abcd11111111 \
--type AGGREGATOR

"Arn": "arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0@c-abcd11111111",

"LastUpdatedAt": "2022-07-27T16:29:49.231000+00:00",

"State": "UPDATING",

"Type": "AGGREGATOR"
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ZeE H Ors7|

Example 3E-A|: o 12|7|0|E] AWS 2|H QI=iA 7

OHILZIHOIE] QIHAE MAdg M) ALS S CHS TS AYBLICH AWS 21T S ofF B2
Resource Explorer 2& A% Z2 M0 M4 21 SUsH HE MNFLIC Ol M2 Troﬂ
S oleAlE Huo| YRR BlAAc HUE EATF EEE0 UM BT 7| EE US IF

Bl HME x| et

$ aws resource-explorer-2 create-view \
--view-name My-New-View \
--included-properties Name=tags

"View": {
"Filters": {
"FilterString": ""
},
"IncludedProperties": [

{

"Name": '"tags"

1,
"LastUpdatedAt": "2022-07-27T16:34:14.960000+00:00",

"Owner": "123456789012",
"Scope": "arn:aws:iam::123456789012:root",
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"ViewArn": "arn:aws:resource-explorer-2:us-east-1:123456789012:view/My-New-
View/1la2b3c4d-5d6e-7f8a-9b0c-abcd22222222"
}

Example 4&H7A: M R E 7|2 R 2 &H AWS 2™

CHS oMol M= Ol EHA0M W et RE Bl™e| 7IBgtez MYELICH 7|8 RE BFE 7e
SYUE AWS 2™ ARI0M CHE BE S Astiof FLict

$ aws resource-explorer-2 associate-default-view \
--view-arn arn:aws:resource-explorer-2:us-east-1:123456789012:view/My-New-

View/la2b3c4d-5d6e-7f8a-9b0c-abcd11111111

{
"ViewArn": "arn:aws:resource-explorer-2:us-east-1:123456789012:view/My-New-
View/la2b3c4d-5d6e-7f8a-9b0c-abcd11111111"
}
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$ aws resource-explorer-2 list-indexes

{

"Indexes": [

{
"Arn": "arn:aws:resource-explorer-2:us-
east-1:123456789012:index/la2b3c4d-5d6e-7f8a-9b@c-abcd11111111"
"Region": "us-east-1",
"Type": "AGGREGATOR"

1,
{
"Arn": "arn:aws:resource-explorer-2:us-
west-2:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0c-abcd22222222",

"Region":"us-west-2",
"Type":"LOCAL"
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https://docs.aws.amazon.com/resource-explorer/latest/userguide/opt-in-region-considerations
https://docs.aws.amazon.com/resource-explorer/latest/userguide/getting-started-setting-up-prereqs.html#create-an-admin
https://docs.aws.amazon.com/resource-explorer/latest/userguide/security_iam_service-linked-roles.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/security_iam_service-linked-roles.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_delegated_admin.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_delegated_admin.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/getting-started-setting-up.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/manage-aggregator-region.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/manage-views.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/manage-views.html
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$ aws resource-explorer-2 create-index \
--region us-east-1

"Arn": "arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0@c-abcd11111111",
"CreatedAt": "2022-11-01T20:00:59.1497",
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"State": "CREATING"
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$ aws resource-explorer-2 get-index \
--region us-east-1

"Arn": "arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0@c-abcd11111111",

"CreatedAt": "2022-07-12T18:59:10.503000+00:00",

"LastUpdatedAt": "2022-07-13T18:41:58.799000+00:00",

"ReplicatingFrom": [],

"State": "ACTIVE",

"Tags": {3,

"Type'": "LOCAL"

}
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https://console.aws.amazon.com/resource-explorer
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$ aws resource-explorer-2 update-index-type \
--arn arn:aws:resource-explorer-2:us-

east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0c-abcd11111111 \
--type AGGREGATOR \

--region us-east-1

"Arn":"arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0@c-abcd11111111",
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https://console.aws.amazon.com/resource-explorer/home#/settings
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"LastUpdatedAt":"2022-07-13T18:41:58.799Z2",
"State":"UPDATING",
"Type" :"AGGREGATOR"
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$ aws resource-explorer-2 get-index --region us-east-1
{
"Arn": "arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0c-abcd11111111",
"CreatedAt": "2022-10-12T21:31:37.277000+00:00",
"LastUpdatedAt": "2022-10-12T21:31:37.677000+00:00",
"ReplicatingFrom": [
"us-west-2",
"us-east-2",
"us-west-1"
1,
"State": "ACTIVE",
"Tags": {},
"Type": "AGGREGATOR"
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$ aws resource-explorer-2 update-index-type \
--arn arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0c-abcd11111111 \
--type LOCAL \
--region us-east-1

"Arn":"arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b@c-abcd11111111",

"LastUpdatedAt":"2022-07-13T18:41:58.799Z",

"State":"UPDATING",

"Type" :"LOCAL"
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$ aws resource-explorer-2 get-index --region us-east-1

{
"Arn": "arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0@c-abcd11111111",
"CreatedAt": "2022-10-12T21:31:37.277000+00:00",
"LastUpdatedAt": "2022-10-12T21:31:37.677000+00:00",
"ReplicatingFrom": [
"us-west-2",
"us-east-2",
"us-west-1"
1,
"State": "ACTIVE",
"Tags": {3},
"Type'": "LOCAL"
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$ aws resource-explorer-2 delete-index \
--arn arn:aws:resource-explorer-2:us-
west-2:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0c-abcd22222222 \
--region us-west-2

"Arn": "arn:aws:resource-explorer-2:us-
west-2:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0c-abcd22222222",
"State": "DELETING"
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$ aws resource-explorer-2 get-index \

Bt AWS 2|7 H|gtMdst 42


https://console.aws.amazon.com/resource-explorer/home#/settings
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--region us-west-2

"Arn": "arn:aws:resource-explorer-2:us-
west-2:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0c-abcd11111111",

"CreatedAt": "2022-07-12T18:59:10.503000+00:00",

"LastUpdatedAt": "2022-07-13T18:41:58.799000+00:00",

"ReplicatingFrom": [],

"State": "DELETED",

"Tags": {},

"Type": "LOCAL"
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https://console.aws.amazon.com/resource-explorer/home#/settings

AWS 2| A7
2. QA Mol SRE BE AWS 21T ¥o| HOlEH M O3 ARIE ML)
® Tip
oleiA Qo] E|o|2 S| 2ol U= EQIEHS MEASHE Bt ol == 2ol CHEt 2t
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deleteS 233 Ct3 QHEA AXIE ME{ELICH

Resource Explorer= H 0| X| & Etol =M H{L{E E Al5t0]
StLE O|& 0ol LRI U= B W7t HHL{E ZE AR LICH
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AWS CLI
2 E AWS 2|0l M Resource Explorer H|& 4335} 5124

HE O Ol X|stX| pf2edH ChE A S d~dstod oo

HHE O AWS Z|T0M Bl AA ZHAH
Zt AWS 2™ R E QHA S| ARNS BH&LICE.

Resource ExplorerE & s}t

$ aws resource-explorer-2 list-indexes --query Indexes[*].Arn[
"arn:aws:resource-explorer-2:us-east-1:123456789012:index/1la2b3c4d-5d6e-7f8a-9b0c-

abcd11111111",
"arn:aws:resource-explorer-2:us-west-1:123456789012:index/1la2b3c4d-5d6e-7f8a-9b0c-

abcd22222222",
"arn:aws:resource-explorer-2:us-west-2:123456789012:index/1la2b3c4d-5d6e-7f8a-9b0c-

abcd33333333"
]

ZF ol CHal S HAE S Al™5H0d aliE 2/T12| Resource Explorer QIHIAE AMK|RELICEH

=1

$ aws resource-explorer-2 delete-index \
--arn arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0c-abcd11111111 \

--region us-east-1

"Arn": "arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0@c-abcd11111111",

"State": "DELETING"
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$ aws resource-explorer-2 get-index \
--region us-east-1

"Arn": "arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0@c-abcd11111111",

"CreatedAt": "2022-07-12T18:59:10.503000+00:00",

"LastUpdatedAt": "2022-07-13T18:41:58.799000+00:00",

"ReplicatingFrom": [],

"State": "DELETED",

"Tags": {3,

"Type": "LOCAL"
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_org_support-all-features.html
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YAML

Description: >-
CFN Stack setting up ResourceExplorer with an Aggregator Index, and a new Default

View.
Resources:
Index:
Type: 'AWS::ResourceExplorer2::Index'
Properties:
Type: AGGREGATOR
Tags:
Purpose: ResourceExplorer CFN Stack
View:
Type: 'AWS::ResourceExplorer2::View'
Properties:
ViewName: DefaultView
IncludedProperties:
- Name: tags
Tags:

Purpose: ResourceExplorer CFN Stack
DependsOn: Index
DefaultViewAssociation:
Type: 'AWS::ResourceExplorer2::DefaultViewAssociation'
Properties:

MZ AWS CloudFormation ElZ2! 47


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/stacksets-getting-started-create.html#stacksets-orgs-associate-stackset-with-org
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/stacksets-getting-started-create.html#stacksets-orgs-associate-stackset-with-org
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ViewArn: !Ref View

JSON

"Description": "CFN Stack setting up ResourceExplorer with an Aggregator Index,

and a new Default View.",
"Resources": {
"Index": {
"Type": "AWS::ResourceExplorer2::Index",
"Properties": {
"Type": "AGGREGATOR",
"Tags": {
"Purpose": "ResourceExplorer CFN Stack"

b
"View": {
"Type": "AWS::ResourceExplorer2::View",
"Properties": {
"ViewName": "DefaultView",
"IncludedProperties": [{
"Name": "tags"
1,
"Tags": {
"Purpose": "ResourceExplorer CFN Stack"

},

"DependsOn": "Index"

},

"DefaultViewAssociation": {

"Type": "AWS::ResourceExplorer2::DefaultViewAssociation",

"Properties": {
"ViewArn": {
"Ref": "View"
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Description: >-

CFN Stack setting up ResourceExplorer with a Local Index, and a new Default View.
Resources:
Index:
Type: 'AWS::ResourceExplorer2:
Properties:

Type: LOCAL
Tags:

:Index'

Purpose: ResourceExplorer CFN Stack
View:

Type: 'AWS::ResourceExplorer2
Properties:
ViewName: DefaultView
IncludedProperties:
- Name: tags
Tags:

::View'

Purpose: ResourceExplorer CFN Stack
DependsOn: Index

DefaultViewAssociation:

Type: 'AWS::ResourceExplorer2::DefaultViewAssociation'
Properties:

ViewArn: !Ref View

JSON

"Description": "CFN Stack setting up ResourceExplorer with a Local Index
new Default View.",

"Resources": {
"Index": {

and a

"Type": "AWS::ResourceExplorer2:
"Properties": {
"Type": "LOCAL",
"Tags": {
"Purpose":

:Index",

"ResourceExplorer CFN Stack"

[a

MZ AWS CloudFormation ElZ2!

49



AWS Z|AA EFA7|

AR 7H0|E

},
"View": {
"Type": "AWS::ResourceExplorer2::View",
"Properties": {
"ViewName": "DefaultView",
"IncludedProperties": [{
"Name": "tags"
1,
"Tags": {
"Purpose": "ResourceExplorer CFN Stack"

I
"DependsOn": "Index"
I
"DefaultViewAssociation": {
"Type": "AWS::ResourceExplorer2::DefaultViewAssociation",
"Properties": {
"ViewArn": {
"Ref": "View"
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$ aws resource-explorer-2 create-view \
--region us-west-2 \
--view-name "My-EC2-Prod-Resources" \
--filters FilterString="service:ec2 tag:stage=prod" \
--included-properties Name=tags

"View": {
"Filters": {
"FilterString": "service:ec2 tag:stage=prod"
3,

"IncludedProperties":

{

L

"Name": '"tags"

15

"LastUpdatedAt": "2022-08-03T16:13:37.625000+00:00",
"123456789012",

"arn:aws:iam: :123456789012:root",

"Owner":
"Scope":
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"ViewArn": "arn:aws:resource-explorer-2:us-west-2:123456789012:view/My-EC2-

Prod-Resources/la2b3c4d-5d6e-7f8a-9b@c-abcd11111111"
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$ aws resource-explorer-2 create-view \
--region us-west-2 \

--view-name entire-org-view \
--scope "arn:aws:organizations::111111111111:organization/o-exampleorgid"

{
"View": {
"Filters": {
"FilterString": ""
3,
"IncludedProperties": [],
"LastUpdatedAt": "2022-08-03T16:13:37.625000+00:00",
"Owner": "111111111111",
"Scope": "arn:aws:organizations::111111111111:0rganization/o-
exampleorgid",
"ViewArn": "arn:aws:resource-explorer-2:us-west-2:111111111111:view/
entire-org-view/la2b3c4d-5d6e-7f8a-9b0c-abcd11111111"
}
}
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$ aws resource-explorer-2 create-view \

--region us-west-2 \

--view-name entire-ou-view \

--scope "arn:aws:organizations:

$222222222222:0u/0-exampleoxrgid/ou-

exampleouid"”
{
"View": {
"Filters": {
"FilterString": ""

1,

"IncludedProperties": [],

"LastUpdatedAt": "2022-08-03T16:13:37.625000+00:00",

"Owner'": '"222222222222",

"Scope": "arn:aws:organizations::222222222222:ou/o-exampleorgid/ou-
exampleouid",

"ViewArn": "arn:aws:resource-explorer-2:us-west-2:222222222222:view/

entire-ou-view/1la2b3c4d-5d6e-7f8a-9b@c-abcd11111111"

}

?I5H Resource Explorer 70| CHEH M Al A

74 AH
as

£ 2|3l Resource Explorer 01| CH8F MM A HEH £ 0]
AZR7F MER F2 AME = od HA AWS 2|44 B 7| Jof CHEt HMA HEHS
oF gfLICt. O|=A| t2{™ F 2 AMSHOF 5ti= AWS Identity and Access Management(IAM) &£
off CHal At23 BH 7|8t HEF HAME A SsHAle

THetE MBstedH ALEAH I8 = HEof #EtE FItehuct

Ot A| A

rot
x
[m
Mm

0 [

Pal
b
ol
02

OH

otO|HIE|E| H|Hel| o] M
o| o4t ohs 7|(¢

=AHE

o
ok

q

—

o

2
=

|

20'
= T
xH

mo ror

|
ghel

AMABELICH AWS IAM Identity Center AFE A A

Sl IAMOI[A] 2HE[El=

[N )
o
I

AWS IAM Identity CenterQ| AL AL & 1 E:

Of

—_—

AE R}

2 MOd
S 2o

AHEELICH IAM A

dEo| XIEE

Het ME

Fo =|5H
oF &

(2 Al

Mol ME WE| XA B S=At

ol CHEH SHM|A HEH £ 0

58


https://docs.aws.amazon.com/singlesignon/latest/userguide/howtocreatepermissionset.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
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{
"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"resource-explorer-2:Search",
"resource-explorer-2:GetView"

1,

"Resource": "arn:aws:resource-explorer-2:us-east-1:123456789012:view/

MyTestView/la2b3c4d-5d6e-7f8a-9b0c-abcd11111111

}
]
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
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{

"Effect": "Allow",

"Action": [ "service:Actionl", "service:Action2" 1],

"Resource": "arn:aws:arn-of-a-resource",

"Condition": { "StringEquals": {"aws:ResourceTag/Environment":
"${aws:PrincipalTag/Environment}"} }
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_understand.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html
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$ aws resource-explorer-2 associate-default-view \
--region us-east-1 \
--view-arn arn:aws:resource-explorer-2:us-east-1:123456789012:view/

MyViewName/la2b3c4d-5d6e-7f8a-9b0c-abcd11111111

{

"ViewArn": "arn:aws:resource-explorer-2:us-east-1:123456789012:view/
MyViewName/la2b3c4d-5d6e-7f8a-9b0c-abcd11111111"
}
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$ aws resource-explorer-2 tag-resource \
--resource-id arn:aws:resource-explorer-2:us-east-1:123456789012:view/

MyViewName/la2b3c4d-5d6e-7f8a-9b0c-abcd11111111 \
--tags environment=production
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"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"resource-explorer-2:GetView",
"resource-explorer-2:Search"

1,

"Resource": "arn:aws:resource-explorer-2:us-east-1:123456789012:view/*",

"Condition": {
"ForAnyValue:StringEquals": {
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"aws:ResourceTag/environment": "${aws:PrincipalTag/environment}"

Hot =rot ¥ ZF0f environment E{7F RIK|B Zto| Y&X|5HK| EHLE E = StLto]|

environment E|17} §1E 73 Resource Explorer= M @& 7S &L

ABACE At&75t0{ BlAA0f CHEF UM A HEHS QHHSHHA Fodst= Yol CHEF RbAMIEH LIS 2 AWS
|.

E ABACEr FURI7I22E XM,

Resource Explorer & 37

Ol HE AWS B|AA EIMY| 22 Z|AA J|HE HEHS AL2610{ MM A HE
S3 HZ! HA Dt ot Et7HR|R O|2HE WM Rof| HAEH RE M8E = U
O|= AWS Identity and Access Management (IAM) A}Z4 & &

X
o — .
Jldh RS ofEt, I8 i AL RO HYEIH T A, I8 T ASKI UNAE £ AU B
7z

. BlAAE AR BHE| AY £E AUE HEIR A LHolM T 2ot Falof Chet HMAES HAIX
o2 e CHE HHO| s F2 T UM R 3 5LIE ALS5t0] AN A HEtg RofprLIT

« A FEHO| ZM F WA RS DT ASSHoF FLICH B2 ANl Rofl AT Bla JlH A
S CHE AH| ANDI ZRE HASIBILICH SHRIEH ST HAMS 26| ATO M AR £
ol HMA MBS Ro45HR| A LICH 3t AH| AFO BaIRHE Al ATl Mot AT A
RRof7 K2 B 718 A Ersol BT SiE MM 0| Amazon 244 OIS(ARN) Cf
B UM A S RoistLict

- O3 AE AME HAUAR
- FE 3% Y 37 SliAsE ol ArSstE ElaA 7|8 MM £= 1AM ID 7|8 FHof, & MOl
g

3% 65


https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_identity-vs-resource.html
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/manage-service-multi-account.html

>
=
(7]
ol
k>
>
o
=
N

otodH Ao el AE = fIYE 2ElRto{oF FLICH E|AAE SRt E AlE E

4

02 OH

$ 1 0

LICI. AWS RAM Z|AA EfMT| 7|5 2tX5| X|ELICH AWS RAM 3751 7|2 AMEH
&of el CHS AlMof| AHE Zdal AL
R

esource Access Manager AFS A A

A
AW

L

1 I

Mo H1 s Mmin

w

Balxtet SIUE BEIRE ZE M R, OUZE Bl) e
g 443D ZRY
E

2
=
Lt ZZ0M HE[E [ ] AWS

CHe o HAE 20

HHE

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": [ "111122223333", "444455556666" ]
1,
"Action": [
"resource-explorer-2:Search",
"resource-explorer-2:GetView",
1,
"Resource": "arn:aws:resource-explorer-2:us-
east-1:123456789012:view/policy-name/la2b3c4d-5d6e-7f8a-9b0c-abcd11111111",
"Condition": {"StringEquals": {"aws:PrincipalOrgID": "0-123456789012"},
"StringNotEquals": {"aws:PrincipalAccount": "123456789012"}

}
}
]
}Il
}
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"resource-explorer-2:Search",
"resource-explorer-2:GetView",
"Resource": "arn:aws:resource-explorer-2:us-
east-1:123456789012:view/policy-name/la2b3c4d-5d6e-7f8a-9b0c-abcd11111111"
}
]
}
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$ aws resource-explorer-2 delete-view \

--view-arn arn:aws:resource-explorer-2:us-east-1:123456789012:view/
MyViewName/1la2b3c4d-5d6e-7f8a-9b0c-abcd11111111

{

"ViewArn": "arn:aws:resource-explorer-2:us-east-1:123456789012:view/
MyViewName/la2b3c4d-5d6e-7f8a-9b0c-abcd11111111"
}
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test instance service:EC2 region:us-west-2
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test OR instance AND service:EC2 AND region:us-west-2
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$ aws resource-explorer-2 search \
--region us-east-1 \
--query-string "resourcetype:AWS::EC2::Instance tag:env=production"
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--view-arn arn:aws:resource-explorer-2:us-east-2:123456789012:view/My-Resources-
View/la2b3c4d-5d6e-7f8a-9b0c-abcd11111111
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Search criteria

View Info Query Info

v Q. Query keywords, filters and operators

Resources (1000+) info Export 1000 resources to CSV 4

K Export visible columns
All AWS Regions v ‘ All types v ‘

Export all columns

Identifier [4 \ Resource type Region AWS Account | Tag: SoftwareType

DeploymentStack- logs:log-group US East (N. Virginia) us-east-1 This account (not tagged)
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"multiple Ch 7|19IEE FZ5Hok 6t= 048] HHO{2 T HE # 22 EMSE(" "EFE
word phrase" LICt Resource Explorer= ™A #E21 2 & Eo{7t & XIHE =MHOIE LX|

CC
o

rr

ZSEE ME35HK| &t 2™ Resource Explorer= 22 2 90|LI 510|E2 2
PR 3d eas UeD, 8 UX| QAL &A1 ChECEtE i 74 240
i Aot BlaarE ZEELICH HXM2 2H%t 7ol 25 L (o{ok ZLCh

"This matches only resources with the whole sentence."

This matches resources with any of the words.
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AWS EB|AA EFAM AR 7H0|E

Q14 R} A gl of A
"us-east-1" - HEE 2™ AZAE 2lAADF UAX[ELICH
us-east-1 -“us’, “east’ £E£ “1"8 E &5t ZE 2lAAQ UX|ELICE
-tag:"enviornment=production"

keyword* MEFA FYUEFIE OHE. EAtE S| OB tUEFIE EAHEHE HE E2 =
A& LICH Resource Explorere * 20l S A HIAEZ A|Z5HE 20| U= 2l
AAREADto]| ZEELICH CFHS oAM= £ us-east A& SHE ZE AWS 2|1

/A Important
ST AM2 Xt H H 7| E B0l AU=TIE EXH(*) LA
g Atso= ELIc &, S AN Antol= XIGE FI/ER A%
ot= ZE 2AtEn dR|stE 2laa7t ZEELICH
Resource Explorer 2& 2| 2|44 HM HO|X[of Rl #E| HIAE &K}
OlM +&xl= HMols UEFE BRI RIS 2 FIHEIX| &L

Ch AM EXLEoM 80 7o *E S22 & + U&LICH

[}

79


https://console.aws.amazon.com/resource-explorer/home#/explorer

AWS Z|AA EFA7| ALZ%t 7H0|=

ALFRE AT L oA

-keyword Not QI4tZ}. 7| E EE= TE{Q| A2 B F0f 6t0|E(-)2 A l5tod 4 Zut
£ HIMA|Z £ Q& LICH Resource Explorer= O] QMR CHE ol 2 7|/E
e LEQ URlsteE RE EIAAE ZATto|M MelgtL|ct S X MHE
Amazon EC2 MH|A QI IZAEl B E Z|AAT} Antof M M elE LICt.

-service:ec?

/A Important
AWS CLI searchB@& 2 A85lT --query-string OH7H B4 Ztol
ol --XFE QCIAKIE AMH8dtE A2 URHXQI S8 EX} CHA %
% 21t (=) & AE5tod Of7H B4~ O|F 1t 2t 2 0H0|= °*L—|EP 3
EXE AL o|":'=| CLI7I 2XtMg 2

~F
=

aws resource-explorer-2 search --query-string
region:us-east-1"

-tag:none

g =02 TiNIsHe CH3 +HE 72 ExtPe o4 D= S E L
Ct.
aws resource-explorer-2 search --query-string ="-tag:none
region:us-east-1"
-7t mhetolE gfel & Hmi 22Xt =l X| ot =5 #E| EXtE oA EE
=ME HESE B EE S EXE AP g A&LIcH oS 3E
EAE S A SELICH

aws resource-explorer-2 search --query-string "region:u
s-east-1 -tag:none"
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AWS Z|AA EfAHT] AL 7Hol=
Q4AHR} Mo ol of x|
\<special SAISHR| ot EA|EI CHE XEH5] E?:.*ﬁHOI: st E BAIE o|AaFo|Z=E £
character> UAGLICH HAEN EF= 2R * " - : = \) SkLt a

CHE ML= S stcdH siE EAF ool ¢
5t0|&Z(-) EAH("my-key-word" )7} &
St YHS LIEHH of M LIch

IE 5t Resource Explorer0i| A 3t0|Z 2| E&AIZ Ml 719 7HY 7|IEZ E2|5t

Re
ANACE 27 ME EMHSEZE |FE & U&ULCH

my\-key\-word"

"some_text\\some_more_text"

@ Note
ol 2lAA0 HAAE BT ZEE|0] UE B FE5HK| 22 HE{7L AR A HAE A
Mo 2 SHME £ U7 ME0 Search 2 Al AAM EXtQol| CHEt AE 2LF 7+ & 435HK| &f
&LICH o & S04 cat:blue?l EE{MEH EO0|HEIE cat: = &5t Ho|El EE & StLt
7t otL|7| 2 0il Resource Explorer= O|& StLIE & EAME = & LICH T4l Resource
Explorer= M&l| EXl¥E AIe A M EX1UZ 44504 Ef2 7| O|FOILF ARN =2t} Zt

2 747} AUR|SIEE s{=8H|C}
CtS & StLt7t trued B2 2 Al AE 2771 ghdgfLICH

. Sof ef20i CHEt HMEJF ZTEE|X| =2

it

- AM 27} BA|Mo =2 Bl EE{(tag.key:, tag.value: £ tag:)E A8

[}
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AWS Z|AA EFAMT] AR 7H0|E

Resource Explorer 444 2| 0{| A

CHS oXl= AWS ElAaA B 4T[0 AAEE = s dErHel 22| foil ciet FFE2 EoiELICH

/A Important

etO|E Ztol & Hmf EXLZ - A4t
£ A&stod mi2tolE ol§ ot s

St
M EXE AESHH CLIZ EAEE HX siAMELICH o & S0 TS

AWS CLI search BEE AI&3st ——query—string }
RS ALSSHE AR URHEQl B BX CHAl S35 BXH=)
Zkg FEslok gLich B
#{2l= Aujgfct

aws resource-explorer-2 search --query-string "-tag:none region:us-east-1"
ZHg =02 rfxlste Che +HE F2lE o4 Ti2 SS eI

aws resource-explorer-2 search --query-string="-tag:none region:us-east-1"

]
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tEFOIE 2tel & Bl EXL7L E|X| =5 3 |
4 EXE ALY + UELICE OFE HElE &S

OH

[
]Io|| F|[|

aws resource-explorer-2 search --query-string "region:us-east-1 -tag:none"

Bt XIQE|X| i 2 2las HA

Aol M ABAC(HE 718 HMA K04)E AFEst7HLE, HIE 7(8F S S AL St7LE, 2|4 A0 CHsH

EN 7|8t XS &HE sdsttis B2 APGHM Ela7I FEEIRE = U= 2lAAE gotof it ot
= E !
—_ 1

Oto m
pal
0%
0x
flu}
I
N
I
Ju
r
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rn
ju]
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2 oA #{2[o A
g et

Ol #l0|A& EHE EfT: 1SS AHEStod A

tag:none EE= AFSAI7E A B 201 HE ELICH AWSH M S5t
O| ZE0|M M2l Atol= A% EAIELICH

|—_|
30
Ral
rH
i)
Q'I_l
rr
AL}
IJ
rr

= SE A
of X Rl @A ALSRITE MAE BE ElTE TEIYstod OfN OIS SHBLICH AWS MAIE

O O -

| A BT Mefsted™ ChS oflk|et ZHol = Hmi HE{E FIHELICH #El 2

BTt XIEE|X| 2f2 2las
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https://aws.amazon.com/identity/attribute-based-access-control/
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/cost-alloc-tags.html

AWS Z|AA EFA7| ARt 7H0l=

ANAE E|T= 84 22Xt aws2 AIHEILICH [EFM tag.key ZEIQH 8H7A =2 EE(NOT) QRS
A83t04 aws2 AIEE|E 7| 0182 7HT Bl 7} QIE 2E BlAAL Mg £ Ql&LCh

tag:none -tag.key:aws*

Ef27t X|HE 2las HM

E R B U ElAAE EF Hop{H O30 20| §0| 7[o|4 EfT: 815 EEet & =

2| FE(NOT) ALK} (-)E AL E = JU&LICH

-tag:none

st ABACQP 04, X|IHE 7|17} UYE BT Qs B E BIAAE AME £+ Ql&LICH CFS of
MolMeE =2 FE(NOT) ¢4tRL -8 AF&3t04 7| 0|F 0| Department@! E{7t e 2 E 2|AAE

HbetefL|ch.
-tag.key:Department

SRE e 3 T Elaa HM

T E4E 9ls 528 B0l M 1T 3ol FEIUHMLL MR BRI DE BAAE TMsHE XO|
+

=3 .CIS odlA|old= 7| O|& 0| environment®! E{217} U= B E BIAAE BHEHEHLICE SHK|
ot H2l= R &8 4 prod, integ, dev & StLIE 718 2 E 2|AAE EHE{ZFLICH o] FZloM Lt
EtLt= 2E ZAotol= DAt =356l ofF st= CHE Z2hol & LCt

/A Important
Resource Explorer AM2 CH/AZXE 7 ESHA| A2 22 CH/AEA E7(|0FCHE 7| O|& T
UE FEE = glgLUct o & E04 CtZ ofA| 2] 2t2PROD, prod, Pr0d £ 2 & #HI A

x|BtLich 2Lt L5 oHZEZ|AH oMM E CHARKIZE 25104 ElIE AI2ELICH A2}
Ei 7] O|F & 2Bt Ar835t= & Z&of| & A CHEXF AHE HMEFE EFE S5t W0l E&LICH
UTE M WAIS FI5HH AR E7IB CHE EJ2 Qlsf Wiy 4+ Qi 2Ete IE 4

I\Is = L’l EI-

BT XIEE Blas 83



AWS Z|AA EFAMT] AR 7Ho|E

AWS E2|712| 5t AT 2lAas A

MAMHA EY 2lHe 2E 2ITHS UR[AZ|2{H '+ A UCIIE QIMKLE M8FHMR. O o= )
H(Europe) 2|0 Q= ZE BlAAE ghEtELICH

region:eu-*

region: ZE{0 50| #HO|A global gf2 AE5l0i 2EH 2[AAR ZHFE(T 7Y 2(H 1 HAZAK|

Xl et ElaaE HE + UL

region:global

B2 Resource Explorer= HFALE 2fA|X =2| AND &AL Q AEfoto] B3
X0l AHE ofAlot EHE(EZ) 2™ ANDO| Q= 2 E E|AA T} Amazon EC2

ET

-
LA

1

mlo rr

o

region:ap-east-1 resourcetype:ec2:instance

(® Note
oF Al%{ ANDZ QI8 2|40 QIZIE 2k SHLIEH 7HEl 4 QlE 24dofl THa shLtol TE{BH At
Y = JA&LICH 0| S04, El&aa = StLtel Aws E|™oet &8 + Q&L WElM ChS
7{2l= 41t & gretstx| ef &Lk

region:us-east-1 region:us-west-1

O| MEH2 SAlof 0481 Zt2 7HE = /U= £4(0d: tag:, tag.key:, tag.value:)2| EE0]
= M E|X| et&Lct
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AWS Z|AA EFA7|

A&t 7tol=
| I—
02| EoiZ AT B0i7} U Bl A
02 Ho{2 T HEl 80{8 EMSE("ME [T M| 8047t X|HE =ACHE &= Aot ghetE
LICH 2MZEE ALS oFxl 52‘:'._ Resource Explorer= il 8018 Fd35t= 70 Ho{et Ux|st=
2lAAE HHEHEILICE o & E0{CIS FEle 2SS EE ALE5t0 801 "west wing"3t YX[et= El
A0 HEEHEFLCH -"HEl— us-west-2 AWS EIX(EE siE F =0l west7} ZEE CIE 2|™) Q| £

A4 EE “west’2hE EH0{ §10] “wing”O|2h= BHo{et YUR|stE ElaA et UR|sHX| E&LICH

LS H

"west wing"

K| El CloudFormationStack2| UL Q! EB|AA Z4M

AWS CloudFormation AEHO| 2UEZ Z|A
a7b X|HEELCH 2 A e X|IHE

tag:aws:cloudformation:stack-name=my-stack-name

042] o2 T HE Sofoll IS E AL 85



AWS Z|AA EFA7| ARt 7H0l=

=

AWS Management Console0| A S& M AL
AWS Management Console0ll& 25 AWS 22& H 0| X| & Etof AAM 20| L E[o] U&LICH O] ZHMH
I

|
g2 St AWS MH|A HBAM H S22 FHME M5t AWS MH|A 2& Ho[X|2 HY o|sE =
U&LICH E Q3 Resource Explorer 7|2 &433515t01 S8 AM 7|s2 E435t5tH AWS AHQ| 2
AAE HHEY s JA&LICH
ST AME ALSstH AL AtE HA AWS 2|44 BMY| Z2£2 0l ER 80| 2E AWS MH|A
ZE0M ElaAE AME = &L
® Tip
S AM ZE A8t E|laAE Pz AMSEIH /ResourcesS 21245101 HAM 3
2lE AIESIMIL. Ol A 3tH AWS El&aA = BlAAE LIEHNK| ot= Aot ECH M Zatof
MO =2 =28 Ax|stAH Eulch
A
- S8 AMol ZEEERER HO
- SE AAM -5
/A Important
Sg dM2 Extdel A Hmf 7|9 E B0l FUEFE EXRH*) FMAE IS 2 AR L
Ct &, S8 A Aoz X|HE 7I9ER AlEsts ZE EAMLD URIstE 2lAATF 28

Resource Explorer 2& 2| 2|4 A ZAH H|O[X|of = FE| HIAE Aol = El= Mo
= UEFIE EA7L RSS2 FIHEIX| pigLct AM ZXILoiH &0 Flof *E 8522

AlE = A&LICH

S ZAMo| 25l
AWS HEol A S8 M4

| &AL E|0] Ql=%| Eolste{md A7 H| 0| k| ACHS 2QI5HM| 2. Resource
Explorerdl= ZF @7 A& of F4XH| P C

=
t=1F Zd&Lch

=3 M| MBI E[QI=X| 20l 86


https://console.aws.amazon.com/resource-explorer/home#/explorer
https://console.aws.amazon.com/resource-explorer/home#/settings

AR 7H0|E

AWS 2| M7

- E|&t 5tLF 0|4 o] AWS 2[70i| A Resource Explore r& 43l5HoF & LICt Resource Explorer €1
HATE U 2o ElaAR ST HA Aol EAIE = U&LICH

o MEASH 2|1Tof| of 2 ZIHIOlE] QUHAE 3l ok BfLICE O] 2T =T AM2 H ™o SFE
DE 2ol ZtE dteterict

- O Z|HO|E QIHAT} ZEHE 2|T0]| 7|2 R E ddstio &FLICt 2laA0] CHEt S& AAMS A8
Slok ot= ZE AFEXt= 0| 7|2 RE A8E = U= HEHo| lo{oF ghLct.

« AI&XH= resource-explorer-2:Get*, resource-explorer-2:List*, resource-

explorer-2:Describe*, resource-explorer-2:Search 242 &g + = HES £0od

3l = AWS Identity and Access Management(IAM) T8+ S IAM £ =
A AFERE XIH 1AM EHE AFE 5104 0|28t HetE R0 = U&LICt o[2{st Het=2
AU CHS AWS B E(E MAo| UE = o|0| ZF E[|o] JU&LICH

AN -

* AWSResourceExplorerReadOnlyAccess

* AWSResourceExplorerFullAccess

=5 Z4M B A5}
oOHd [AT1 2 O

DE AWS 20l ST AMof CHEF AM ZAntof AlHe| 2|aAE ZEfste{H OhS HHE &
gfLCt.

=

1. Aol M StLt 0|4t o] AWS ElAA EFMT|0| M AWS 2| & 48F&HL|Ct.

2. O 2|H Ol QIHAE Z8rg 2|H 5ILIE SSELIC
3. Ol 2IAHI0IE] QI AT} Qi B0 718 RE MAEfLICH

H ok Z=A|oi| & sioF BLICH.
2 A 8E &

e

EOHOI:
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https://docs.aws.amazon.com/resource-explorer/latest/userguide/manage-service-register.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/manage-aggregator-region.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/manage-views.html

AWS Z|AA EFA7| ARt 7H0l=

2|4 A ZMofl AWS Chatbot AHS

AWS Chatbot X}910{ 222 S8l AWS AMH|A L AWS B|AA0| CHEt HEE ZH4Mst 1 ghz7ds £ Q)
&LICH. AWS Chatbot= #21 AWS MHM U X[ EM YFES S5 AME! "L MHH[A 23 &
20 E&] geHstL|CE AWS ChatbotE Resource Explorerg AFE304 2|AA 224 Z2of CHgt g
£ AMS D A&t

KM EH LHE 2 AWS Chatbot & 2|XF SHLHAM 2] AWS ChatbotEt FAIQI7I228 FHEFHMIL

AWS E|4aA EHE

AWS Chatbot= Resource ExplorerE Al235104 E|AAE MG} A LICt. AWS Chatbot= 0|24
Bt AM ANt E SEo 2 EAFLCH Ol S80o= UX|stes & 7H 2lAAT EAEH 2las R,
AWS 2|1, Ef a2 AN E FIIE HEHIY = U= 7150] Z& /0o A &Lt

cnI'J

INIS e

AWS Chatbot 2|44 221 EE S stc{H CHE S s&isliof &LICH.

o RE Al

AWS 2|Zof 7|2 F 7t 5Lt of 4
235l Resource Explorerof A 2|4
Explorer &0{ 2! 7i'd MME & ZSHMIR.

- AEo| Het MAlof et AME g E= 2 A
AWSResourceExplorerReadOnlyAccess B E F
M 7hEYY HAo|H HEHE AWSResourceExplorerReadOnlyAccess S1& 5= K| & QISHMIL.

1> rr

Io e

A

Mo
M

BlaA EE

A Aol T Of2fEt WES ¥ 4 UYBLICH WA HAER T THOIE ASRL HE 2 ChA

SHMI2.
@aws What services am I using in Region?
@aws What are the resources in my account with tags?

@aws What lambda functions do I have?

B>
[>
A
Ao
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https://docs.aws.amazon.com/chatbot/latest/adminguide/what-is.html

AWS Z|AA EFA7| ALERE7H0|=

HOtLHE AWS 2[aA Ef AT

2R E AWS Eoto] /M DHA|QL|CH AWS T ZH2 J1E Hotof RIZt st ZXlo| @7 At E 55

St & TS E O|o|H ME L HESIT ot 7|Elx{o| 5{Eig =& = A&LICt

Hote 7(dn 71 7ol AWS B & MQILICH S5 e ZE2 o| AE 2 2ERES| 2ot & 2t

QC L Eoto 2 AMaEstLct

- 22tRE Eot — AWS AWS MH|A EEIRE0M M™ElE QIEZEIE BE5 5t UE S guict
AWS 22t WS EEBF FHSHA| AF g = A= MHIAE HMBELICH Resource Explorerdd %

E A R
85l 78 &4 T2l of# Al LH%% TH E4 Z2I0| H9IH HIIAWS MHIA L
=

off 2k 2 ejo| A ELIct 8 o222 0|

- EEtRE0Mol 2ot —AWS A—IHIA A+ 5t st
= |28t 7|6} @ A0f CHSHAME =410 Q& L|ctH

= 3t
- O
Eio| BIZHE, SIA @F ALY, B HE U 7HS

n:_]H]

Ho

ofl % 7| Resource Explorerg T85t= W2 20{EL
Zote ol =0/ AWS HHIA e 7IE 2l

38 MY REHE MEsH= YHE 0I5 P" IZI 20| AWS
21
— AL

T
n
oM
Q'I_l
kI
HL

>
=
0x
12
O o
iul
ulo
|> HTJ
2
I
o
2
In
%
<
()]

AWS |44 HHMT7| D2 AM BHE AE5H01 SIS EI= IP T4 HeE d8stn 7 8E Helg X
0{Lt= IP A7} Resource APIs Explorerol HAM|AE &~ QIE & §fLICEH

£glg]

ok
"

ElAA EFMT2 regionZlAA BMT|7}
= APIs SQILIC}. IPv6 IPv4

api.aws THQI2 F7I2 K|t T Y o]

IAMEMES Cl2o 2 ¢1I80|= IPve 89


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/

AWS Z|AA EFA7| ARt 7H0l=

IPV6EAE XEISIEE IP T4 ZEZ
T HI2lo| BlAA0 CHEF BMA HEHES

oM IPv4 2 ¥80|E5t0 &S &= 12 IPv6

aws: 7} Z & E 723""—'13P 2 Ol& F4 X|HE A85tE L2 0|H sourcelp 1zi0|Eo] FE=2 g
&LICH 0|F 4 X|H2 UELZ7I Y E 25 X[HEES o0& LIt IPv4 IPve

0lF F4 KIS ABsHE B2 #X| Al T2 TAE AV S Uol0[=8tod IPv4 HA| T4

IPv6 &3t oF & L|C}

MM A ZA[of CHEE =F 0| HR5tEH AWS Supportol| 22[5tMIL.

(® Note

ChS 1242 o|H ¥aefol=o| dFS x| f&Lich

 IPv4LIER|Z0fBF U

=1
- IPvBUIERI 0Tt Qe 1A,

O|H IPv6 R =7

IPv6ALAICH IP 2Z&2 A= CHAE o FLICHPV4. 0| IPv4 HT0| M= 32HIE T4 X[ MAE Al

H>|

&75t04 432 7o HXIE K[RHELICE IPveCH &l 128H|E F A4 X[HE AFE5104 of 340X = (EE= 20
M 1288m T12d) of ¥ R|E KIHELICH

2001 :cdba:0000:0000:0000:0000:3257:9652
2001:cdba:0:0:0:0:3257:9652
2001 :cdba: :3257:965

IAMO]| CHEF HA 4|0l E IPv6

IAMER2 34Xl aws:Sourcelp HEE ALE5t0 S &= IP T4 HPIE dYst= Ol ASELICH

O|& F4 X|Y2 AND IPV6 ECHEIZ IPv4 ZF X|HELICH HESF oM 0IF F4 1AM X|HE A
E35te 2 IP T4 HEZo| A8 ElE ZE YHO| FA HRAE IPve ZESIES UOIOIELIREX]
2 QlsfoF gfLct.

oM IPv4 2 AI2||0|=E5t0] &S = 12 IPve 90


https://support.console.aws.amazon.com/support/home/?nc1=f_dr#/case/create

AWS Z|AA EFA7|

At

X 7tol=

0 € £01, 0| Amazon S3 HZ! M2 {2 E IPv4 TA 192.0.2.0.* 4|9} 203.0.113.0.*

Condition 2A0|A AlgdstL|Ct.

# https://docs.aws.amazon.com/IAM/latest/UserGuide/
reference_policies_examples_aws_deny-ip.html

{
"Version": "2012-10-17",
"Statement": {
"Effect": "Deny",
"Action": "*",
"Resource": "*",
"Condition": {
"NotIpAddress": {
"*aws:Sourcelp*": [
"%192.0.2.0/24*",
"*203.0.113.0/24*"
]
1,
"Bool": {
"aws:ViaAWSService": "false"
}
}
}
}

O| Mg UOlo|EstE{d =4 Cor‘ldltlo QATLIPVE A HR| 2001:DB8:1234:5678:
2001:cdba:3257:8593::/64 & X &S = A0 0|EE/LIC}.

(® Note
7|1E IPv4 FLE O HTIMO| ZEHEE floll ERsIE2 I 2 AHSsHA A2, NOT
REMOVE

"Condition": {
"NotIpAddress": {
"*aws:Sourcelp*": [
"%192.0.2.0/24*", <<DO NOT REMOVE existing IPv4 address>>
"*203.0.113.0/24*", <<DO NOT REMOVE existing IPv4 address>>
"*2001:DB8:1234:5678::/64*", <<New IPv6 IP address>>
"*2001:cdba:3257:8593::/64*" <<New IPv6 IP address>>

. /64 2l

IAMO]| CHEF & 40| 0| E IPv6
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AWS E|AA EFAMT|
},
"Bool": {
"aws:ViaAWSService": "false"
}
}

E Ar&35t0 IAM M| A FHEHE EhElote WiEof CHE REAM[E LHE 2 AFE AWS Identity and Access
Halo

Management B A Q| 22| M2 2l QIztel

ZEtO|UETL X|HE =+ U=X| FlstM L. IPve

Z|AA EHAH7| 28 AFRSHS T2, {region} .api.aws YIS EQIES siE 22}0|HET} 0|0] B AI5HE
CHE A= Qleof AMAE 4 AEX| HQlstE ol Z4LITH AWS AHIA IPv6 CHE BHHIE I
Bt A= ZQIEE #QlstE WHg dTELIC

O] ol A|o M= Linux & curl H 8.6.08 A& St1 api.aws ZHIQI0| U= AEZQIEE IPve EH3t

B Amazon Athena MH|A AIEZQIEE AL2EtLIC},

—

® Note
ZLtO|AET} fIR|et S L XS

2 2 WS 2|& MetstAAI2. O] dlolME 0|2 S8 (HK|
L|ot §8) — us-east-1 A E=EQ

A
£ AL F LI

1. CFS curl BEE A 8510 =X QIETL IPve FAZ FHOIZ|EX| & QFLICH

dig +short AAAA athena.us-east-1l.api.aws
2600:1f18:e2f:4e@5:1a8a:948e:7c08:d2d6
2600:1f18:e2f:4e03:4ale:83b0:8823:4ce5
2600:1f18:e2f:4e@4:34c3:6€9a:2b0d:dc79

2. L3 curl BHE IPv6 ALE5t0{ 2Ct0|ME HERIE AZY + U=SK[ AR LICH

curl --ipv6 -o /dev/null --silent -w "\nremote ip: %{remote_ip}\nresponse code:

%{response_code}\n" https://athena.us-east-1.api.aws

remote ip: 2600:1f18:e2f:4e05:1a8a:948e:7c08:d2d6
response code: 404
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curl -o /dev/null --silent -w "\nremote ip: %{remote_ip}\nresponse code:
%{response_code}\n" https://athena.us-east-1.api.aws

remote ip: 3.210.103.49
response code: 404
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curl --ipv4 -o /dev/null --silent -w "\nremote ip: %{remote_ip}\nresponse code:
%{response_code}\n" https://athena.us-east-1.api.aws

remote ip: 35.170.237.34
response code: 404
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"Action": "resource-explorer-2:Describe*"
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"Resource": "*"
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arn:${Partition}:resource-explorer-2:${Region}:${Account}:view/${ViewName}/${unique-id}
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arn:aws:resource-explorer-2:us-east-1:123456789012:view/My-Search-
View/la2b3c4d-5d6e-7f8a-9b@c-abcd11111111
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"Effect": "Allow",
"Action": "UpdateView",

"Resource": "arn:aws:resource-explorer-2:us-east-1:123456789012:view/
ProductionResourcesView/<unique-id>"
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"Effect": "Allow",
"Action": "Search",

"Resource": "arn:aws:resource-explorer-2:us-east-1:123456789012:view/*"

OI'

CreateView®t Z2 Y Resource Explorer 2 C}Z o x|t Z 0| 2lAATF of & EXHSHK| &
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"Effect": "Allow",

"Action": "resource-explorer-2:CreateView"
"Resource": "*"

otel=stE 2AIE BLIE ZEE XMt 29 SQUE Z20 AS5H0 R E M TS
CreateView 22 Aeter = A&LICt CHF oA HA 220z 2o =7t view/
ProductionViews/ Z20itt RE ML & 5{&35l= WHE EoiELICt.

"Effect": "Allow",

"Action": "resource-explorer-2:CreateView"

"Resource": "arn:aws:resource-explorer-2:us-

east-1:123456789012:view/ProductionViews/*""
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arn:${Partition}:resource-explorer-2:${Region}:${Account}:index/${unique-id}
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arn:aws:resource-explorer-2:us-east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9bdc-
abcd22222222
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"resource-explorer-2:GetView",
"resource-explorer-2:Search"
1,
"Resource": "arn:aws:resource-explorer-2:*:*:view/*",
"Condition": {
"StringEquals": {"aws:ResourceTag/Search-Group": "${aws:PrincipalTag/
Search-Groupl}"}

}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": "resource-explorer-2:CreateView",
"Resource": "*",
"Condition": {
"StringNotEquals": {"aws:ResourceTag/Allow-Create-View":
"${aws:PrincipalTag/Allow-Create-View}"}
}
}
]
}
Hot FH|7t xtlo| HEtE 2 = ULE 58
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{
"Version": "2012-10-17",
"Statement": [
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{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
I
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": [
"resource-explorer-2:
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AssociateDefaultView",
BatchGetView",
CreateIndex",
CreateView",
DeleteIndex",
DeleteView",
DisassociateDefaultView",
GetDefaultView",
GetIndex",

ListIndexes",
ListSupportedResourceTypes",
ListTagsForResource",
ListViews",

TagResource",
UntagResource",
UpdateIndexType",
UpdateView""
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"Condition": {
"StringNotEqualsIgnoreCase": {"aws:PrincipalTag/ResourceExplorerAdmin":
"TRUE"}

}

AWS of CHEr 2|3 X2 AWS E|AA EFAT|

AWS ZHE|E A2 oM ddstT BElstes S
U AL Atzi|ol| CHEt HEtE MSst= S dAIRSZZ AHERE
X

AWS Z2|E Halle D E AWS TZHO| A8 £ Qloa 2 EX AL AtE|of CHal =|A HEt HEtg &8
Of5tX| ot 2 £ UCtE Mol RolSHMIL. AFE AtEilol TRt 17 22|13 HAHg HMolstof HEtS
Z£0|= Zo| E&LLCE.

TEIE Yol YolE HEre HEE + HELICH AWS AWS 22 HHol| Yol HEtE dololE

StE B AWS sl AOIo|EE HH0| HAE ZE FH ID (A8, 2 &, ®E) of IS oIFLCH

AWS 0| AR E|HLE 7|E MH|20 Af AWS MH|A API 2 S A8 E = QU 2 AWS
F

« AdministratorAccess— ElAA0]| CHEF A HMA HEHS AWS AH|A 2 o4ELC

« ReadOnlyM|A — Z|AA0 CHEE 47| M HHA HEHE AWS AMH|A F0o4FLCY.

« ViewOnlyMH[A - ElaA A 7|2 HEHHOIEHE 2 = U= HEtE Fo{FLIcH AWS MH|A
(@ Note

ViewOnlyAccess Z&0i Z & El Resource Explorer Get* #&H2 2|F0f 5tLto| QI A0}
stLto| 7|2 REt ZEE = 7| 2ol TFY gAeF BHEHSHR|B List #HEt ot RASHA =3
Euct.

AWS Z 2|3 M 112


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AdministratorAccess
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/ReadOnlyAccess
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/job-function/ViewOnlyAccess

AWS Z|AA EFA7| ARt 7H0l=

AWS Z|AaA B AM7|o| 2E[SE A

« AWSResourceExplorerFullAccess

» AWSResourceExplorerReadOnlyAccess

» AWSResourceExplorerServiceRolePolicy

AWS # 2|3 H=H: AWSResourceExplorerFullAccess

AwWSResourceExplorerFullAccess HAZ IAM At4 ZHo| €& = U&LICH

0| &2 Resource Explorer AH|A0f| CHEt A 22| Mo{E 5185t HEtE Fo{-Lct HHE
AWS 2|% 01| M Resource Explorerg& &dststn #r2|ote O] 2HHE ZE HYS oY = UsL

Ct.

Mgt Al B

ror

O] MAMof= 2lAA EFMT| FH7|/117|, AlZdof CHEE o2 2| H O|E] QIEIA OHSE 7| EE= AFX| AWS 2|
H7|BtE7|, HO(O|E, &, ZM & 2|l4aA BHMT[o| RE 22 5{&st= HEto| Z&HELICt 0| b

0= Resource Explorer0ol| Z & T|X| ot HetE Z B E|0o{ &L

 ec2:DescribeRegions — Resource Explorer7t A% 2| 2|0i CHEF M HE o HMAE &= QT
£ 5{8gLich

« ram:ListResources — Resource Explorer7} E|AA T} &5t E|lAA BRE LG = UL E 5E
ghct.
« ram:GetResourceShares - Resource Explorer7} AFE X7} AR 8t 7LE SR8 2lAA S0 Cj

MR HEE AlEE = UEE SIS ELICH

435104 Resource ExplorerE & M3}t&

T UEE S ELich

. organizations :DescribeOrganization — Resource ExplorerZt Z=Z0i CHEt HE o M A
£ ol 2 5”38t |C}

« jam:CreateServicelLinkedRole — & HHmjf QI
O

AN
Sl A
[l Resource Explorer7t E 38t AMH|A @174 &2 Mo

=
=
A

% lox

m°l-

O] AWS # 2|3 HM2Ho| x|Al TS E24M AWSResourceExplorerFullAccess # 2l M2 &%
AWS SHHME R ZESHAAIR

AWS Z 2|8 H3: AWSResourceExplorerReadOnlyAccess

AWSResourceExplorerReadOnlyAccess HAZ |IAM At ZHol| & = JU&LICh

AWS Z 2|3 M 113


https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSResourceExplorerFullAccess.html

o

Al
12
rw
oto
§
N
[E
mlm

i
@
4>
>-_
rr
N
M

M

x

Q
=
|>
i
3'.'
oo
9'|_|
rr

o
N

2
oo

|

Mol= AF&XH7F Resource Explorer Get*, List*, Search 22 %3510 Resource Explorer

TE A U T HYol| et HEE = == UXIE AAEXI7L 0|8 HEE == ol HEHo| ZatE|
%L—IEP AFQXF“ HAME & £ Ql&L|Ct O] Z=Hoi= Resource Explorerol| L& E|X| of2 & 74
g Fzlof d&LICEH

ro
m
1J°I'

ec2:DescribeRegions — Resource Explorer7t 7| 0| 2|70 CiEt MlF HE | HMAE = U
£ st

glAA

ro
>.
OH
=
i
-
2
9.'—'

« ram:ListResources - Resource Explorer7} ElAATE &
gt

« ram:GetResourceShares — Resource Explorer7} AFE X7} AR 5HHLE 2R 2lAA R0 CH
Bt NS HEE AldE = U E EFLICH

. organizations:DescribeOrganization — Resource Explorer7t Z&l0f| CHEH HE off HMAE

£ T = 5B

S
()]
rH
]
("
0
12
1o
iz
>
r
Rl
fjo
HL

24 AWSResourceExplorerReadOnlyAccess # 2|3 &Y

AWS 2| H3: AWSResourceExplorerServiceRolePolicy

AWSResourceExplorerServiceRolePolicyS IAM YIE{E|0]| 91Z3%
Resource Explorer7t At&XHE CHAISH0] 22 e = UESE i 4
P4 QIS S{BELICH AFMIEH HE = Resource Explorerd] et MH|A 9473 48 ALEE R E5HA|

ofr

FO M

O

| 242 Resource Explorer7} 2lAA0| CHSt HEE AMSH= Ol 28t HEtS RFo{gLct 2la4A
SM7|E S58 ZF AWS 2™ 50l fX| ZElStE Mel2 MSLCH.

]]
ol

Ol AWS ZtEld HAo| |4 HAHE He{H IAM 2£2 XS A

2L AWSResourceExplorerServiceRolePolicy.

AWS Z 2|8 H3: AWSResourceExplorerOrganizationsAccess

AWSResourceExplorerOrganizationsAccess& IAM A4 5o €28 = A&LCH

AWS 223 &2 114


https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSResourceExplorerReadOnlyAccess.html
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/aws-service-role/AWSResourceExplorerServiceRolePolicy

AWS Z|AA EFA7| ARt 7H0l=

0| &2 Resource Explorerol Z#2|x} Het2 £045t1 0| AWS MH|A HHAE X|EHE CHE AL
oA E 17| M8 HEHS 2o LICH AWS Organizations Zt2|Xt= 2£0M CHS HE AMe M
st zt2lste{™ olz{st HEtol 2 FfLct

Olo

H

HEH M R

ror

O| Yalof= &ElXt7F =& o CHEr OHE AIE AME dHe & = HEto| 27 Elof JU&LICH

-« ec2:DescribeRegions - Resource ExplorerZt A& o] 2|0 CHEt MIE HEo| HMAE = UT
g gLt

g2lAA

il
>.
O
10
1]
I
2
ok

« ram:ListResources — Resource Explorer7} ElAATE &
gl

« ram:GetResourceShares — Resource Explorer7} AL X7} AR 5H7HLE S/ E 2lAA S0 CH

B AR HEE AEE & UTS 5B ELICH

- organizations:ListAccounts - Resource Explorer7t Z%] Lif HHE AlHE = QL | 5{8F
L|C}.

-« organizations:ListRoots - Resource Explorer7t Z%| L} R E HHE AlHE &= TS 5
gLk,

- organizations:ListOrganizationalUnitsForParent — Resource Explorer7t &2 == Et

?E= FEO[XE HR(OU)E ALY = JUXS ST LICH

- organizations:ListAccountsForParent — Resource Explorer7} X|HE CH4 FE &= 0OU

of ZE =X AHEE AEY = JUTSE S ELCH

- organizations:ListDelegatedAdministrators— 2la4 EFAM7[04M O] T 2=
(A2 X|HE AWS A" g AEE = A&t

- organizations:ListAWSServiceAccessForOrganization— 2|4&A EFAM7|0|MH 220t &

2 = AWS MH[A = S5 552 AEE + JU&LICH

- organizations:DescribeOrganization - Resource Explorer7} AFE X} 7| Z 0| &8 = =of
CHet HEE AME £ UES 5SS Lt

- organizations:EnableAWSServiceAccess— EI_/.\_/\ M7|E AE3to{ AWS MH|A (0l M
X|H8t MH|AServicePrincipal) & ChEat S &E &+ AWS Organizations 4 & L|Ct.

- organizations:DisableAWSServiceAccess— ElAA EFMT|7F AWS MH|A (0l M X1 EH A
H|A ServicePrincipal) 2 S &2 HIE &3t &= UL S AWS Organizationsgf LIC}.

« organizations:RegisterDelegatedAdministrator— 2|44 M7 XIHE HE A
o2 ZE o X|HE AWS MH|A 7|52 HEIF = JULSF &Lch

AWS Z 2|3 M 115



AWS E|AA EFM7| ANER7I0|E

- organizations:DeregisterDelegatedAdministrator— 2|44 B0 XIHE F+4H
2 XHE FEBel AWS AHH Y EHEIRE MHE = JU&LICH AWS MH[A
+ iam:GetRole — Resource Explorer7} & 9o| AZ, GUID ARN Ol AYE
X

Foists Ao Mz HAME X E5Hod

X{E| o
o |
iam:CreateServicelLinkedRole - % #mj 2l
[l Resource Explorer7t Z 38t MH|A 0173 &t

0
0Z
It
[0
o
i
SI_'
o
Ok
C
ul

O] AWS Z2|& MAHo| %Al M E E24P IAM AWSResourceExplorerOrganizationsAccess
=2&2 FZSAAR

Ol KHIA7} OI2{E! 2 LIS E Rxisty| AlXIE 0l 2o Bfylol Aws #2/8 ¥ eislols
ofl CHEH M B2 8 EHoIstAlAIR. :

Explorer 2 M 7|5 10| X|0of M RSS Z|EE -_rLEEH‘”R.

xH
Resource

HE ALY MH =R
AWSResourceExplore BlAA BFAMT|= MH|A ¢ 2023 128 12

rServiceRolePolicy- F£7} 2l4A 2 & HAo| 2|lAA BMT|

AQH2SESUATE MY oM FvtElas RES E

2to| YOO EEII& LIt £ AWSResourceExplore
rServiceRolePolicy A
= HEtE FItRi&LICH

* apprunner:ListVpcC
onnectors

* backup:ListReportP
lans

e emr-serverless:Lis
tApplications

* events:ListEventBu
ses

* geo:ListPlaceIndex
es

* geo:ListTrackers

AWS EZ|™ ¥ 116


https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/aws-service-role/AWSResourceExplorerOrganizationsAccess

AWS Bl4A A7
HE AtE =k e

* greengrass:ListCom
ponents

* greengrass:ListCom
ponentVersions

e jot:ListRoleAliases

* iottwinmaker:ListC
omponentTypes

e jottwinmaker:ListE
ntities
e jottwinmaker:ListS

cenes

* kafka:ListConfigur
ations

* kms:ListKeys

* kinesisanalytics:L
istApplications

* lex:ListBots

* lex:ListBotAliases

* mediapackage-vod:L
istPackagingConfig
urations

* mediapackage-vod:L
istPackagingGroups

* mq:ListBrokers

* personalize:ListDa
tasetGroups

* personalize:ListDa
tasets

* personalize:ListSc
hemas

AWS ZElE8 ZH



AWS E|

k>
[>

El
=

1=

7| AR 7Ho|E

rII
ox
Dl
]
[l

= o
e route53:ListHealth
Checks

e route53:ListHosted
Zones

* secretsmanager:Lis
tSecrets

Al gelE YA glAA EAM7of Ot 242 2023 11 14

 AWSResourceExplore

rOrganizationsAccess

=
o
gl:
0
12
Q

1| 0| E 2|AA EfALT| A  2023H 112 14
k=2 7
=

» AWSResourceExplore
rFullAccess

» AWSResourceExplore
rReadOnlyAccess

AWS 23 M 118



AWS Z|AA EFA7|

HZ A

0%

AWSResourceExplore
rServiceRolePolicy—
Organizations& &8t Ct& A

& HMS KM S A

L= S™

CloIE

MH

Resource Explorer=
Organizations0i| CHEF CHE 7|
M AME X[HE = JUZE §
o= MH|A dE de

& AWSResourceExplore

T

rServiceRolePolicy O

THerE FIt&LIc

* organizations:List
AwWSServiceAccessFo
rOrganization

* organizations:Desc
ribeAccount

* organizations:Desc
ribeOrganization

* organizations:List
Accounts

* organizations:List
DelegatedAdministr
ators

20234 118 14

AWS ZElE8 ZH

119


https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/aws-service-role/AWSResourceExplorerServiceRolePolicy
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/aws-service-role/AWSResourceExplorerServiceRolePolicy

AWS Z|AA EFA7|

Hy 74
[ )

>

0%

P

AWSResourceEprore
rServiceRolePolicy— F7} 2|
Ax REE x| s

O| HO|O|EE|R&LICE.

°|'_|_§ i—ﬂ

Ad404
=o

Resource Explorer7t AH[A
7t CHE Elaa fEE QEH Y

¥+ TS 5B Mula

|'[|0

ceExplorerServiceR

olePolicy off Het=2 F7t

AA = I’l EI-

* accessanalyzer:analyzer
» acmpca:certificateauthority
« amplify:app

» amplify:backendenv
ironment

« amplify:branch

» amplify:domainassociation
» amplifyuibuilder:component
» amplifyuibuilder:theme

« appintegrations:eventintegr
ation

* apprunner:service

» appstream:appblock

» appstream:application

» appstream:fleet

» appstream:imagebuilder
* appstream:stack

» appsync:graphqglapi

* aps:rulegroupsnamespace
» aps:workspace

« apigateway:restapi

+ apigateway:deployment

» athena:datacatalog

20234108 17

AWS 22|32

og

120


https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/aws-service-role/AWSResourceExplorerServiceRolePolicy
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/aws-service-role/AWSResourceExplorerServiceRolePolicy
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/aws-service-role/AWSResourceExplorerServiceRolePolicy

AWS 2|4

[>

m
1=

F

il

ox
>

rII
0%

nx

o4
o

athena:workgroup
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batch:computeenvironment
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cloudformation:stack
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Createlndex
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAEXAMPLEEXAMPLE:botocore-session-166EXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/cli-role/botocore-
session-166EXAMPLE",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAEXAMPLEEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/cli-role",
"accountId": "123456789012",
"userName": "cli-role"
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},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-08-23T19:13:597",
"mfaAuthenticated": "false"
}
}
.
"eventTime": "2022-08-23T19:13:597",
"eventSource": "resource-explorer-2.amazonaws.com",
"eventName": "CreateIndex",
"awsRegion": "us-east-1",

"sourceIPAddress": "10.24.34.15",
"userAgent": "aws-cli/2.7.14 Python/3.9.11 Windows/10 exe/AMD64 prompt/off command/
resource-explorer-2.create-index",
"requestParameters": {
"ClientToken": "792ee665-58af-423c-bfdb-d7c9aEXAMPLE"
.
"responseElements": {
"Arn": "arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0@c-abcd11111111",
"State": "CREATING",
"CreatedAt": "2022-08-23T19:13:59.775Z"
.
"requestID": "al93afe9-17ff-4f30-ae@a-73bb@EXAMPLE",
"eventID": "2ec50598-4de6-474d-bd0e-f5cOQEXAMPLE",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"

Deletelndex

£ CloudTrail 21 = 0| L}EFH o M| L C}.
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{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAEXAMPLEEXAMPLE:My-Role-Name",
"arn": "arn:aws:sts::123456789012:assumed-role/My-Admin-Role/My-Delegated-
Role",

"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAEXAMPLEEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/My-Admin-Role",
"accountId": "123456789012",
"userName": "My-Admin-Role"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-08-23T18:33:06Z7",
"mfaAuthenticated": "false"

}
}
1,
"eventTime": "2022-08-23T19:04:06Z2",
"eventSource": "resource-explorer-2.amazonaws.com",
"eventName": "DeleteIndex",

"awsRegion": "us-east-1",
"sourceIPAddress": "10.24.34.15",
"userAgent": "aws-cli/2.7.14 Python/3.9.11 Windows/1@ exe/AMD64 prompt/off command/
resource-explorer-2.delete-index",
"requestParameters": {
"Arn": "arn:aws:resource-explorer-2:us-
east-1:123456789012:index/la2b3c4d-5d6e-7f8a-9b@c-abcd11111111"
.
"responseElements": {
"Access-Control-Expose-Headers": "x-amzn-RequestId,x-amzn-ErrorType,x-amzn-
ErrorMessage,Date",
"State": "DELETING",
"Arn": "arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0@c-abcd11111111"
1,
"requestID": "d7d80bd2-cd2d-47fb-88d6-5133aEXAMPLE",
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"eventID": "675eab39-c514-4d32-989d-0ea98EXAMPLE",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",
"eventCategory": "Management"

UpdatelndexType

CS2 QA E LOCALOM|M AGGREGATORE £ZA|7|= UpdateIndexType U2 Ho{F &=
CloudTrail 23 =& LIEHH o A Lt

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAEXAMPLEEXAMPLE:botocore-session-1661282039",
"arn": "arn:aws:sts::123456789012:assumed-role/cli-role/botocore-
session-1661282039",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAEXAMPLEEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/cli-role",
"accountId": "123456789012",
"userName": "cli-role"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-08-23T19:13:597",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2022-08-23T19:21:18Z",
"eventSource": "resource-explorer-2.amazonaws.com",
"eventName": "UpdateIndexType",
"awsRegion": "us-east-1",

"sourceIPAddress": "10.24.34.15",
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"userAgent": "aws-cli/2.7.14 Python/3.9.11 Windows/1@ exe/AMD64 prompt/off command/
resource-explorer-2.update-index-type",

"requestParameters": {
"Arn": "arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0@c-abcd11111111",
"Type": "AGGREGATOR"
},
"responseElements": {
"Type": "AGGREGATOR",
"Arn": "arn:aws:resource-explorer-2:us-
east-1:123456789012:index/1a2b3c4d-5d6e-7f8a-9b0@c-abcd11111111",
"LastUpdatedAt": "2022-08-23T19:21:17.924Z",
"State": "UPDATING"
.
"requestID": "al45309d-dfl4-4c2e-a9f6-8ed45EXAMPLE",

"eventID": "ed33ab96-f5c6-4a77-a69a-8585aEXAMPLE",
"readOnly": false,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012"
"eventCategory": "Management"
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAEXAMPLEEXAMPLE:botocore-session-1661282039",

"arn": "arn:aws:sts::123456789012:assumed-role/cli-role/botocore-
session-1661282039",

"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
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"sessionContext": {
"sessionIssuer": {
Iltypell: IlRolell’
"principalId": "AROAEXAMPLEEXAMPLE",

arn": "arn:aws:iam::123456789012:role/cli-role",
"accountId": "123456789012",
"userName": "cli-role"

.

"webIdFederationData": {3},

"attributes": {
"creationDate": "2022-08-23T19:13:597",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2022-08-03T16:50:117",
"eventSource": "resource-explorer-2.amazonaws.com",
"eventName": "Search",
"awsRegion": "us-east-1",

"sourceIPAddress": "10.24.34.15",

"userAgent": "aws-cli/2.7.14 Python/3.9.11 Windows/10
resource-explorer-2.search",

"requestParameters": {

"QueryString": "***"

},

"responseElements": null,

"requestID": "22320db5-b194-446f-b9f4-e603bEXAMPLE",

"eventID": "addb3bca-0c4l-46bf-a5e6-42299EXAMPLE",

"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management"

CreateView

CI2 2 CreateView 2 S H0{F = CloudTrail 2 &= 0| LIEFHH of M|l L|C}.

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",

exe/AMD64 prompt/off command/
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"principalId": "AROAEXAMPLEEXAMPLE:botocore-session-1661282039",

"arn": "arn:aws:sts::123456789012:assumed-role/cli
session-1661282039",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAEXAMPLEEXAMPLE",
"arn": "arn:aws:iam::123456789012:r0le/cli
"accountId": "123456789012",
"userName": "cli-role"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-08-23T19:13:59Z",
"mfaAuthenticated": "false"

.
"eventTime": "2023-01-20T21:54:487",

"eventSource": "resource-explorer-2.amazonaws.com",
"eventName": "CreateView",
"awsRegion": "us-east-1",
"sourceIPAddress": "10.24.34.15",
"userAgent": "aws-cli/2.7.14 Python/3.9.11 Windows/10
resource-explorer-2.create-view",
"requestParameters": {
"ViewName": "CTTagsTest",
"Tags'": "*x*x"
},
"responseElements": {
"View": {
"Filters'": "**=*",
"IncludedProperties": [],
"LastUpdatedAt": "2023-01-20T21:54:48.079Z",
"Owner": "123456789012",
"Scope": "arn:aws:iam::123456789012:root",
"ViewArn": "arn:aws:resource-explorer-2:us-eas
CTTest/la2b3c4d-5d6e-7f8a-9b0c-abcd11111111"
}

iy
"requestID": "b22d8ced-4905-42c4-blaa-ef713EXAMPLE",

"eventID": "f62e339f-1070-41a8-abec-12491EXAMPLE",

-role/botocore-

-role",

exe/AMD64 prompt/off

command/

t-1:123456789012:view/
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"readOnly": false,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",

"eventCategory": '"Management"
}
DeleteView
e
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAEXAMPLEEXAMPLE:botocore-session-1661282039",
"arn": "arn:aws:sts::123456789012:assumed-role/cli-role/botocore-
session-1661282039",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAEXAMPLEEXAMPLE",
"arn": "arn:aws:iam::123456789012:role/cli-role",
"accountId": "123456789012",
"userName": "cli-role"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-08-23T19:13:597",
"mfaAuthenticated": "false"

}I

2 Ql& DeleteView 20| At S22 A|ZHE Y
20
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"eventTime": "2022-09-16T19:33:27Z"
"eventSource": "resource-explorer-2.amazonaws.com
"eventName": "DeleteView'
"awsRegion": "us-east-1",
sourceIPAddress": "10.24.34.15",
"aws-cli/2.7.14 Python/3.9.11 Windows/10 exe/AMD64 prompt/off command/

"userAgent":
resource-explorer-2.delete-view
: null,

"requestParameters"
responseElements": null,
"cdl74dle-0a24-4b47-8b67-d024aEXAMPLE"

"eventID":
"readOnly": false
"resources": [{
"accountId": "334026708824",
"type": "AWS::ResourceExplorer2::View"
"ARN": "arn:aws:resource-explorer-2:us-east-1:123456789012:view/
CTTest/la2b3c4d-5d6e-7f8a-9b0c-abcd11111111"

"AwsServiceEvent"

1,
"eventType":
. true,

"123456789012",

"managementEvent"
"recipientAccountId"
"Management"

eventCategory":
Ql&lf DisassociateDefaultView 20| X5 2

}
DisassociateDefaultView
CIE22 A 7|18 27]2| DeleteView & 2
2 AEE ) WS 4~ UE OHEE E04F £ CloudTrail 21 &5 LIEHH o M| LICk
{
"eventVersion": "1.08",
userIdentity": {
"accountId": "123456789012"
resource explorer-Z.amazonaws com

"invokedBy":

"2022-09-16T19:33:262"
resource-explorer-2.amazonaws.com

prompt/off command/

.
"eventTime":
"eventSource": "
"eventName": "DisassociateDefaultView
"awsRegion": "us-east-1",
sourceIPAddress "10.24.34.15",
"aws-cli/2.7.14 Python/3.9.11 Windows/10 exe/AMD64
146

"userAgent":
resource-explorer-2.disassociate-default-view
null,

"requestParameters"
responseElements": null

T 5 ol
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"eventID": "d8@16cbl-5c23-4ea4-bda2-70bO3EXAMPLE",
"readOnly": false,

"eventType": "AwsServiceEvent",

"managementEvent": true,

"recipientAccountId": "123456789012",
"eventCategory": "Management"

Resource Explorer 21 I} &5 o] af 147



AWS Z|AA EFA7| ARt 7H0l=

CloudFormation2 Z 3 Resource Explorer Z|AA A4
AWS E|4&A BFMT|2 AWS CloudFormationdt S8 501 AWS E|AAE ERIZ 2 A™e = s A
HIAQILITH Ol2f3t S22 S 2l44 U QILAHE AN BEISE O A28l NS Y

ot = ¢
U&LIC}H ote BE AWSE[AAE MHF = HES S M35 CloudFormationdll A sHE 2|AA

=

=

E ZZ2H|MEstD #+EELICH 2[AAQ9| 2= QEHA H EE= AWS 2[THo] CHEF 7|18 |/ &Y S0

A& LCt

CloudFormation2 A& I ©lZ3/2 RfAIE 510 Resource Explorer 2| AAE YLD HHFEXo 2

MEe = &L E|laAE & ¥ HdHEECHF 042 AWS A™ A 2[00 S LS 244 E BHE X

S ZEH|MIEY = JU&Lch

Resource Explorer& AWS Organizations| Hf £ 5} = G| AWS CloudFormation At&

AWS CloudFormation StackSets& Al&35t0{ Resource Explorer& =& 2 E AHHof| HEZ & 5= Q

aLich ZEoM B AEHE FIHetHLE e [ StackSets= X8 oI 2|H OB QIHAE Z &
S X x

504 ZF AWS Z2|To| QIHAE ZF M| M HHof| RIS o2 & = JU&LICH XE2 =& 9| A -
Resource Explorer HHE EHE & XM L.

Resource Explorer 2! CloudFormation &l ZZ!

Resource Explorer & 221 AMH|A0f CHEF 2| &AAE Z2H|X'ESHD F4d5t2{™H AWS
CloudFormation Bl ZZ/E o|sfis{of & LICH HE32 JSON E= YAMLE MA X|EHE HAE 1
LL[Ct. o] EEX!2 CloudFormation ABH0 M Z2H|X'Je 2[AA0 CHa| MEELICH JSON
&= YAMLO| =5t K| 282 42 AWS CloudFormation Designerg At& 32 CloudFormation &
22 AlEtsteE ol =S0| Euict xHMEt L8 2 AWS CloudFormation AHE A A0l A AWS
CloudFormation DesignerO|2t FUULTHE FZ5HM L.

2hgsterLlch AWS HH Q|
S | F7-|L-F oia2|7H ol UHATE El EE XEE = J&LIcH &
A—I Resource Explorer 2435}5104 2|AA QI Al Al oj 12| H|0|E{ QA
M3t MMS AR SHAQ.

o
i
>
1
L]
A
2
o
Ju
N e
I
0=
0>
Q'I_l
OII
s sl
on
o
2
2
x
Py
(0]
w0
(@)
c
-
(@]
D
m
X
=3
()
-
('D
ﬂIIIIJ
\_QI_I
>.

> Y
I
J

HT
=
0))
o
2
=)

o
s>
0z il
rr Hu

et

0z
0Z
oh
2
o
2
s
o
1=
m\OI-

ro oI [4r |uw X o
>
oo
P2l
N
oY
1=
jo
4>
ook
ok
-
m
e

>
> 30

ot f
oo A
o 0%
ol
o
ot
-
2
= X
T
o
o
rr
|

Resource Explorer & CloudFormation & Z 2! 148


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/template-guide.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/template-guide.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/working-with-templates-cfn-designer.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/working-with-templates-cfn-designer.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-resourceexplorer2-index.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-resourceexplorer2-view.html

® Note
St 2o R E MA5tEIH WX ST 2|Tof QA E MAsHok FrLict Qlelagt §
E St AB0| URE YYstE 2 O3 oilx RES! 0l ZA|E CHZ 72| DependsOn
£ Ar8stod AT Y =5 gLCH

« DefaultViewAssociation - X|’'HE F & siY 2I1Te| 7|2 K2 X[HELICH AFEX7F 2 =Hdof At
88 FE YWAIMSZ X|™H3HX| 2™ Resource Explorer= AF& A7t AME s=&8st= 2™t A

A=l 7|2 BE M550 BfLIC RIME HEE AWS E2|H0M 7|12 5 AR MME 2X5HMR.
CIS oAl St 2|0 stLe| lelA Rl HE MM T Y FE s 2™ 7|18 RZE MYsieE
g Ho{ELCt

Description: >-
Sample CFN Stack setting up Resource Explorer with an aggregator index and a default

view
Resources:
SampleIndex:
Type: 'AWS::ResourceExplorer2::Index'
Properties:
Type: AGGREGATOR
Tags:
Purpose: ResourceExplorer Sample CFN Stack
SampleView:
Type: 'AWS::ResourceExplorer2::View'
Properties:
ViewName: mySampleView
IncludedProperties:
- Name: tags
Tags:

Purpose: ResourceExplorer Sample CFN Stack
DependsOn: SampleIndex
SampleDefaultViewAssociation:
Type: 'AWS::ResourceExplorer2::DefaultViewAssociation'
Properties:
ViewArn: !Ref SampleView

JSON
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"Description": "Sample CFN Stack setting up Resource Explorer with an aggregator
index and a default view ",
"Resources": {
"SampleIndex": {
"Type": "AWS::ResourceExplorer2::Index",
"Properties": {
"Type": "AGGREGATOR",
"Tags": {
"Purpose": "ResourceExplorer Sample Stack"

1,

"SampleView": {
"Type": "AWS::ResourceExplorer2::View",
"Properties": {

"ViewName": "mySampleView",
"IncludedProperties": [
{
"Name": "tags"
}
1,
"Tags": {
"Purpose": "ResourceExplorer Sample CFN Stack"
}
1,
"DependsOn": "SampleIndex"
1,
"SampleDefaultViewAssociation": {
"Type": "AWS::ResourceExplorer2::DefaultViewAssociation",
"Properties": {
"ViewArn": {
"Ref": "SampleView"
}
}
}
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{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"resource-explorer-2:GetIndex",
"resource-explorer-2:ListIndexes",

1,

"Resource": "*"

}
]
}
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» AWSResourceExplorerReadOnlyAccess

» AWSResourceExplorerFullAccess

ReadOnlyAccess

ViewOnlyAccess
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https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AWSResourceExplorerReadOnlyAccess
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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* cloudfront:cache-policy

* cloudfront:origin-access-identity
* cloudfront:function

* cloudfront:origin-request-policy

* cloudfront:realtime-log-config

* cloudfront:response-headers-policy
* cloudwatch:dashboard

* docdb:globalcluster
 elasticache:globalreplicationgroup
* lam:group

« lambda:code-signing-config

* lambda:event-source-mapping
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* ssm:windowtarget

* ssm:windowtask

* rds:auto-backup

* rds:global-cluster

* s3:accesspoint
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https://console.aws.amazon.com/resource-explorer/home#/explorer
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* resource-explorer-2:GetView

* resource-explorer-2:Search

Ol IAM 0 Aol BEHEl Mol Che of Kt Hls B Ha

"Effect": "Allow",

"Action": [
"resource-explorer-2:GetView",
"resource-explorer-2:Search"

1,

"Resource": "arn:aws:resource-explorer-2:us-east-1:123456789012:view/My-
View-Name/1la2b3c4d-5d6e-7f8a-9b@c-abcd11111111"

[

(® Note

Resource Explorer Z4 2{2| Ao 2|AATF EAEHELE SHE 2lAaAe 45 2 &5
2| AA REAof| CHet Meto| ZegtLct.

E-I-I-I=I

159



AWS Z|AA EFA7| ALZ%t 7H0|=

Resource Explorer2 ZAAleh = Ql= B|lAA R

S|
e XEE MH|IA D ZlAA 23

- XEEl= 2l

UL BlaA FRY2CIE 2las 8 38 A2 SR5t= Amazon 2|4 A O[F(ARN) 2XHE 2
AlEELICH 0|E-|?J 20| 243t Resource Explorer= CHE ElAaA R0 22 E|A28 B0
Fa o d
= =

0O 30 |

X|=2 AWS Identity and Access Management (IAM) ZIAA0| HEE EfT (0f: Y& = AHERH &
AMoj| Af2E £+ gisLct.

HA EH

UL 2|oA0f CHal Y E3HE HMA FHEHO| U= B Resource Exploreroi M S 2[AAE ZHAE
1l

= =
= oi&Lich AX ZAatof ol2dgt ElAaATF EAIE|X]| §E&LICH

CHS EolE AWS ElaA B AM7[HMo| X|HElE Blas 0| LHEE(o] [U&LICH

(® Note
2024 H 72 9UEE B|AA BIMI|E CIS ElAA RS O 0|4 X|HEHK| et&LCt.

r
0

« Amazon AztAE| Z4E|0[L] MH|A — ecs:task
+ AWS Systems Manager — ssm:automation-execution

+ AWS Systems Manager — ssm:patchbaseline
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https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
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* Amazon API| Gateway
*« AWS App Runner

« OFOFZE AppStream 2.0
*« AWS AppSync

* Amazon Athena

* AWS Backup

+ AWS Batch

* AWS CloudFormation

« OtOFE CloudFront

+ AWS CloudTrail

+ OtOFE CloudWatch

- OtOHE 2 CloudWatch & E3|
+ OFOFE CloudWatch 211

* AWS CodeArtifact

+ AWS CodeBuild

* AWS CodeCommit

« OtOHE CodeGuru Z 2 1} Q24
* AWS CodePipeline

* AWS CodeConnections

* Amazon Cognito

* Amazon Connect

« Amazon Q Connect

* Amazon Detective

* Amazon DynamoDB

+ EC2 Image Builder

+ Amazon ECR H{E &

+ AWS Elastic Beanstalk

« OlO}E ElastiCache

* Amazon Elastic Compute Cloud(Amazon EC2)

AHEE MHA 2 2l2A 28 161
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Amazon Elastic Z1E{|0|4 B X|AE 2]

Amazon Elastic Container Service

Amazon Elastic File System

Elastic Load Balancing
AWS Elemental MediaPackage
AWS Elemental MediaTailor

Amazon EMR Serverless

otOrE EventBridge

AWS Fault Injection Service

Amazon Forecast

Amazon Fraud Detector
OtOFE Gamelift

AWS Global Accelerator
AWS Glue

AWS Glue DataBrew

AWS ldentity and Access Management

Amazon Interactive Video Service
AWS loT

AWS loT Analytics

AWS loT Events

AWS loT Greengrass Version 1
AWS loT SiteWise
AWS loT TwinMaker

AWS Key Management Service

Amazon Kinesis

Amazon Data Firehose

Amazon Kinesis Video Streams

AWS Lambda

Amazon Lex

XHElE MHIA F 2las Y
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Amazon Location Service

Amazon Lookout for Metrics

Amazon Lookout for Vision

Amazon Managed Service for Apache Flink

Amazon Managed Service for Prometheus

Amazon Managed Service for Prometheus

Amazon Managed Streaming for Apache Kafka
AWS Migration Hub Refactor Spaces

AWS Network Firewall

AWS Network Manager

ol0FE OpenSearch MH|A

AWS Panorama

Amazon Personalize

AWS Private Certificate Authority
Amazon QLDB
Amazon Redshift

Amazon Rekognition

Amazon Relational Database Service(Amazon RDS)

AWS Resilience Hub

AWS Resource Groups
AWS E|lAaA Ef M7

Amazon Route 53

Amazon Route 53 Recovery Readiness

Amazon Route 53 Resolver

ototE SageMaker

AWS Secrets Manager
AWS Service Catalog

Amazon Simple Notification Service

Amazon Simple Queue Service

AHE= MBI~ D 222 98

163



AWS Z|AA EFA7|

AR 7H0|E

* Amazon Simple Storage Service(S3)

» AWS Step Functions

AWS Systems Manager
AWS Verified Access
AWS Wavelength

Amazon API Gateway

* apigateway:restapis

AWS App Runner

e apprunner:vpcconnector

olOtE AppStream 2.0

* appstream:appblock

appstream:application
* appstream:fleet

» appstream:stack

AWS AppSync

* appsync:apis

Amazon Athena

* athena:datacatalog

* athena:workgroup

AWS Backup

* backup:backupplan

Amazon AP| Gateway
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AWS Batch

* batch:computeenvironment

* batch:jobqueue

* batch:schedulingpolicy

AWS CloudFormation

e cloudformation:stack

e cloudformation:stackset

otO}E CloudFront

e cloudfront:

cloudfront
cloudfront
cloudfront
cloudfront
cloudfront
cloudfront
cloudfront
cloudfront

cloudfront

cache-policy

:distribution

:function
:fieldlevelencryptionconfig
:fieldlevelencryptionprofile
:origin-access-identity
:originaccesscontrol
:origin-request-policy
:realtime-log-config

:response-headers-policy

AWS CloudTrail

e cloudtrail:trail

otO}ZE CloudWatch

* cloudwatch:alarm

* cloudwatch:dashboard

AWS Batch
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* cloudwatch:insight-rule
* cloudwatch:metric-stream

* evidently:project

OtO}E 2 CloudWatch £ 5|

* evidently:project/experiment
« evidently:project/feature

* evidently:project/launch

OtOFE CloudWatch 21

* logs:destination

* logs:log-group

AWS CodeArtifact

e codeartifact:domain

* codeartifact:repository

AWS CodeBuild

* codebuild:project

AWS CodeCommit

* codecommit:repository

OtO}E CodeGuru T2 1t

» codeguru-profiler:profilingGroup

olOFE CloudWatch E&3
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AWS CodePipeline

* codepipeline:pipeline

AWS CodeConnections

» codestarconnections:connect

Amazon Cognito

* cognito:identitypool

* cognito:userpool

Amazon Connect

* appintegrations:eventintegration

Amazon Q Connect

 wisdom:assistant
 wisdom:association

* wisdom:knowledge-base

Amazon Detective

* detective:graph

Amazon DynamoDB

* dynamodb:table

AWS CodePipeline
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EC2 Image Builder

« imagebuilder:component

* imagebuilder:containerrecipe

* imagebuilder:distributionconfiguration
* imagebuilder:image

* imagebuilder:imagepipeline

* imagebuilder:imagerecipe

« imagebuilder:infrastructureconfiguration

Amazon ECR IHE 2l

* ecrpublic:repository

AWS Elastic Beanstalk

« elasticbeanstalk:application
 elasticbeanstalk:applicationversion
* elasticbeanstalk:configurationtemplate

» elasticbeanstalk:environment

otO}&E ElastiCache

* elasticache:cluster

* elasticache:globalreplicationgroup
« elasticache:parametergroup

* elasticache:replicationgroup

+ elasticache:reserved-instance

* elasticache:snapshot

* elasticache:subnetgroup

* elasticache:user

 elasticache:usergroup

EC2 Image Builder 168
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Amazon Elastic Compute Cloud(Amazon EC2)

* ec2:capacity-reservation

* ec2:capacity-reservation-fleet

* ec2:client-vpn-endpoint

* ec2:customer-gateway

* ec2:dedicated-host

* ec2:dhcp-options

* ec2:egress-only-internet-gateway
* ec2:elastic-gpu

* ec2:elastic-ip

* ec2:fleet

* ec2:fpga-image

* ec2:host-reservation

* ec2:image

* ec2:instance

* ec2:instance-event-window

* ec2:internet-gateway

* ec2:ipam

* ec2:ipam-pool

* ec2:ipam-scope

* ec2:ipv4pool-ec2

* ec2:key-pair

* ec2:launch-template

* ec2:natgateway

* ec2:network-acl

* ec2:network-insights-access-scope
* ec2:network-insights-access-scope-analysis
* ec2:network-insights-analysis

* ec2:network-insights-path

Amazon Elastic Compute Cloud(Amazon EC2) 169
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ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:

ec2:

ec2

ec2:
ec2:

ec2:

network-interface
placement-group

prefix-list
reserved-instances
route-table

security-group
security-group-rule

snapshot

spot-fleet-request
spot-instances-request
subnet
subnet-cidr-reservation
traffic-mirror-filter
traffic-mirror-filter-rule
traffic-mirror-session
traffic-mirror-target
transit-gateway
transit-gateway-attachment
transit-gateway-connect-peer
transit-gateway-multicast-domain
transit-gateway-policy-table
transit-gateway-route-table
transitgatewayroutetableannouncement
volume

vpc

vpc-endpoint

:vpc-flow-log

vpc-peering-connection
vpn-connection

vpn-gateway

Amazon Elastic Compute Cloud(Amazon EC2)
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Amazon Elastic Z1E|0|] BRI AEE|

ecr:repository

Amazon Elastic Container Service

ecs:cluster

ecs:container-instance

ecs:service
ecs:task-definition

ecs:task-set

Amazon Elastic File System

Elastic Load Balancing

efs:filesystem

efs:accesspoint

elasticloadbalancing:
elasticloadbalancing:
elasticloadbalancing:
elasticloadbalancing:
elasticloadbalancing:
elasticloadbalancing:
elasticloadbalancing:
elasticloadbalancing:

elasticloadbalancing:

listener
listener-rule
listener-rule/app
listener/app
listener/net
loadbalancer
loadbalancer/app
loadbalancer/net

targetgroup

AWS Elemental MediaPackage

mediapackage:channel

Amazon Elastic Z1E0|d B X|AE 2|
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* mediapackage:originendpoint
» mediapackage-vod:packaging-configurations

 mediapackage-vod:packaging-groups

AWS Elemental MediaTailor

* mediatailor:playbackConfiguration

Amazon EMR Serverless

 emr-serverless:applications

otO+E EventBridge

* events:event-bus

* events:rule

AWS Fault Injection Service

 fis:experimenttemplate

Amazon Forecast

« forcast:dataset

« forcast:dataset-group

Amazon Fraud Detector

« frauddetector:detector

« frauddetector:entity-type
 frauddetector:event-type
« frauddetector:label

e frauddetector:outcome

AWS Elemental MediaTailor
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« frauddetector:variable

otOlE Gamelift

« gamelift:alias

AWS Global Accelerator

 globalaccelerator:accelerator
* globalaccelerator:accelerator/listener

* globalaccelerator:accelerator/listener/endpoint-group

AWS Glue

* glue:database
* glue:job

* glue:table

* glue:trigger

AWS Glue DataBrew

* databrew:dataset
 databrew:recipe

 databrew:ruleset

AWS Identity and Access Management

e iam:group

« iam:instance-profile
 iam:oidc-provider

« iam:policy

e iam:role

olobE Gamelift
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iam:saml-provider
iam:server-certificate
iam:user

iam:virtualmfadevice

Amazon Interactive Video Service

ivs:channel

ivs:streamkey

AWS loT

iot:authorizer
iot:jobtemplate
iot:mitigationaction
iot:policy
iot:provisioningtemplate
iot:rolealias
iot:securityprofile
iot:thing

iot:topicrule

AWS loT Analytics

iotanalytics:channel
iotanalytics:dataset
iotanalytics:datastore

iotanalytics:pipeline

AWS loT Events

iotevents:alarmModel

Amazon Interactive Video Service
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« iotevents:detectorModel

 iotevents:input

AWS loT Greengrass Version 1

« greengrass:components

* greengrass:groups

AWS loT SiteWise

e iotsitewise:asset
« iotsitewise:assetmodel

* iotsitewise:gateway

AWS loT TwinMaker

« iottwinmaker:workspace
« iottwinmaker:workspace/component-type

« iottwinmaker:workspace/entity

AWS Key Management Service

* kms:key

Amazon Kinesis

* kinesis:stream

Amazon Data Firehose

* kinesisfirehose:deliverystream
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Amazon Kinesis Video Streams

* kinesisvideo:stream

AWS Lambda

« lambda:code-signing-config
* lambda:event-source-mapping

e« lambda:function

Amazon Lex

e lex:bot

Amazon Location Service

* geo:place-index

* geo:tracker

Amazon Lookout for Metrics

e lookoutmetrics:Alert

Amazon Lookout for Vision

* lookoutvision:project

Amazon Managed Service for Apache Flink

* kinesisanalytics:application

Amazon Kinesis Video Streams
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Amazon Managed Service for Prometheus

« aps:rulegroupsnamespace

* aps:workspace

Amazon Managed Service for Prometheus

* memorydb:cluster
* memorydb:parametergroup

* memorydb:user

Amazon Managed Streaming for Apache Kafka

e kafka:cluster

* kafka:configuration

AWS Migration Hub Refactor Spaces

» refactor-spaces:environment
 refactor-spaces:environment/application
 refactor-spaces:environment/application/route

 refactor-spaces:environment/application/service

AWS Network Firewall

* network-firewall:firewall-policy

AWS Network Manager

* networkmanager:core-network
* networkmanager:device
* networkmanager:global-network

* networkmanager:link
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ol0}FZE OpenSearch AMH|A

* es:domain

AWS Panorama

« panorama:package

Amazon Personalize

» personalize:dataset
« personalize:dataset-group

* personalize:schema

AWS Private Certificate Authority

« acmpca:certificateauthority

Amazon QLDB

* qldb:ledger
* qldb:stream

Amazon Redshift

« redshift:cluster

* redshift:eventsubscription
* redshift:parametergroup

* redshift:snapshot

* redshift:snapshotcopygrant
* redshift:snapshotschedule

* redshift:subnetgroup

redshift:usagelimit

O}OFE OpenSearch AH|A
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Amazon Rekognition

 rekognition:project

Amazon Relational Database Service(Amazon RDS)

* rds:auto-backup

rds:
rds:
rds:
rds:
rds:
rds:
rds:
rds:
rds:
rds:
rds:
rds:
rds:

rds:

rds

rds:

rds:

cev
cluster
cluster-endpoint
cluster-pg
cluster-snapshot
db

db-proxy
db-proxy-endpoint
deployment

es

global-cluster

0g

P9

ri

1secgrp

snapshot

subgrp

AWS Resilience Hub

* resiliencehub:resiliencypolicy

AWS Resource Groups

* resourcegroups:group

Amazon Rekognition
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* resource-explorer-2:index

* resource-explorer-2:view

Amazon Route 53

« route53:healthcheck

« route53:hostedzone

Amazon Route 53 Recovery Readiness

« route53-recover-readiness:recovery-group

* route53-recover-readiness:resource-set

Amazon Route 53 Resolver

« route53resolver:firewalldomainlist
» route53resolver:firewallrulegroup
* route53resolver:resolverendpoint

e routeb53resolver:resolverrule

otO+E SageMaker

* sagemaker:model

* sagemaker:notebookinstance

AWS Secrets Manager

* secretsmanager:secret
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AWS Service Catalog

* servicecatalog:applications

* servicecatalog:attribute-groups

Amazon Simple Notification Service

* sns:topic

Amazon Simple Queue Service

* sqgs:queue

Amazon Simple Storage Service(S3)

* s3:accesspoint
* s3:bucket

* s3:storage-lens

AWS Step Functions

« states:statemachine

* stepfunctions:activity

AWS Systems Manager

* ssm:association

* ssm:document

* ssm:maintenancewindow
* ssm:managed-instance
* Ssm:parameter

* ssm:resourcedatasync

* ssm:windowtarget

AWS Service Catalog
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 ssm:windowtask

AWS Verified Access

* ec2:verifiedaccessendpoint
* ec2:verifiedaccessgroup
* ec2:verifiedaccessinstance

* ec2:verifiedaccesstrustprovider

AWS Wavelength

* ec2:carriergateway

KHElE Blat 78 S50 2202 BA2 = AMA

FASOIM RIHEIE BlAA RE SS0f AA|
oie
==

ListSupportedResourceTypesEt

0 & E0f, CIS oIA|2+ Z 0] list-supported-resource-types AWS Command Line Interface (AWS CLI)
HHE2 e = UsLCt

$ aws resource-explorer-2 list-supported-resource-types

{
"ResourceTypes": [

{
"ResourceType": "acm-pca:certificate-authority",
"Service": "acm-pca"

3,

{
"ResourceType": "airflow:environment",
"Service": "airflow"

3,

{
"ResourceType": "amplify:branches",
"Service": "amplify"

3,

. truncated for brevity ...
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https://docs.aws.amazon.com/resource-explorer/latest/apireference/API_ListSupportedResourceTypes.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/resource-explorer-2/list-supported-resource-types.html
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AU&LICE Ol CHs E9| BlAaA R0l Y& O/FLICH

AR Blas R
ec2:securitygroupegress
ec2:securitygroupingress

elasticloadbalancingv2:load
balancer

docdb:dbcluster
neptune:dbcluster
rds:dbcluster
docdb:dbclusterparametergroup
neptune:dbclusterparametergroup
rds:dbclusterparametergroup
docdb:clustersnapshot
neptune:dbclustersnapshot
rds:clustersnapshot
docdb:dbinstance
neptune:dbinstance
rds:dbinstance
docdb:eventsubscription

neptune:eventsubscription

ec2:security-group-rule

elasticloadbalancing:loadba
lancer

rds:cluster

rds:cluster-pg

rds:cluster-snapshot

rds:db

rds:es
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https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
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rds:eventsubscription
docdb:globalcluster
rds:globalcluster
neptune:dbparametergroup
rds:dbparametergroup
docdb:dbsubnetgroup
neptune:dbsubnetgroup

rds:dbsubnetgroup

rds:global-cluster

rds:pg

rds:subgrp
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https://console.aws.amazon.com/servicequotas/home
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase
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AWS A ZE9|o] 7 7|E (SDKs) = ‘2| AHRElE ofz] Z2 )Y oHofol AFSE £ Q&L

O =
SDK HZI2 JHL A7 ME 3HE Q1042 88 Z2 S 41/ WE S 4 TS st 220

HAME KB ELICH API

SDKEEAM

AWS SDK for C++

AWS CLI

AWS SDK for Go

AWS SDK for Java

AWS SDK for JavaScript

AWS SDK for Kotlin

AWS SDK for .NET

AWS SDK for PHP

AWS Tools for PowerShell

AWS SDK for Python (Boto3)

AWS SDK for Ruby

AWS SDK for Rust

AWS SDK for SAP ABAP

AWS SDK for Swift

I oAl

AWS SDK for C++ FE 04X

AWS CLI Z E of x|

AWS SDK for Go ZE 04[A]|

AWS SDK for Java 2. E O/ A

AWS SDK for JavaScript Z.E 0| A

AWS SDK for Kotlin 2= 0| Al

AWS SDK for NET Z E of X

AWS SDK for PHP I E o X

PowerShell ZE O{X|E I8t =

AWS SDK for Python (Boto3) I E 0iX]|

AWS SDK for Ruby Z.E Of|xi|

AWS SDK for Rust 2 E i x|

AWS SDK for SAP ABAP F = Of/A|

AWS SDK for Swift 2= 04|&]|
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https://docs.aws.amazon.com/sdk-for-cpp
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/cpp
https://docs.aws.amazon.com/cli
https://docs.aws.amazon.com/code-library/latest/ug/cli_2_code_examples.html
https://docs.aws.amazon.com/sdk-for-go
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/gov2
https://docs.aws.amazon.com/sdk-for-java
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javav2
https://docs.aws.amazon.com/sdk-for-javascript
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javascriptv3
https://docs.aws.amazon.com/sdk-for-kotlin
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/kotlin
https://docs.aws.amazon.com/sdk-for-net
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/dotnetv3
https://docs.aws.amazon.com/sdk-for-php
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/php
https://docs.aws.amazon.com/powershell
https://docs.aws.amazon.com/code-library/latest/ug/powershell_4_code_examples.html
https://docs.aws.amazon.com/pythonsdk
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/python
https://docs.aws.amazon.com/sdk-for-ruby
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby
https://docs.aws.amazon.com/sdk-for-rust
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1
https://docs.aws.amazon.com/sdk-for-sapabap
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/sap-abap
https://docs.aws.amazon.com/sdk-for-swift
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/swift
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