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export SUBNET_IDS=$(terraform output -raw cluster-subnets-string)

b. (ME AE) B8 H7t SHIZ2H DHEIREX] E LI
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echo $SUBNET_IDS
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type-offerings --location-type availability-zone --filters
Name=location,Values=<availability_zone> --region <region> --

output text | egrep "<instance_type>".
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AWS CLI

1. CIDRE£0|10.0.0.0/162! VPCE Tt5LIC|.

aws ec2 create-vpc \
--cidr-block 10.0.0.0/16 \

--query Vpc.Vpcld \
--output text

to| M2 VPC IDE dtetgtL|CH 2 o

HO

38

Amazon VPC O} 7|Ell&{ A



1z
0%
x

Red Hat OpenShift Service on AWS
vpc-1234567890abcdef

0 VPC IDE K& &rL|Ct.
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2. B
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export VPC_ID=vpc-1234567890abcdef0
5o vPCOll CHEF Name EHIE

3. VPC_ID &3 HEE At S
aws ec2 create-tags --resources $VPC_ID --tags Key=Name,Value=MyVPC

=t

g XlHE g gt
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aws ec2 modify-vpc-attribute \
2

--vpc-id $VPC_ID \
--enable-dns-hostnames
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A= K| Eelste{8 AWS CLI BHE A& LIClaws ec2 describe-instance-
type-offerings --location-type availability-zone --filters
Name=location,Values=<availability_zone> --region <region> --

output text | egrep "<instance_type>"

aws ec2 create-subnet \

39

Amazon VPC O} 7|Ell&{ A



0o
1z
0%
x

Red Hat OpenShift Service on AWS At

--vpc-id $VPC_ID \
--cidr-block 10.0.1.0/24 \
--availability-zone us-east-1la \
--query Subnet.SubnetId \
--output text

aws ec2 create-subnet \
--vpc-id $VPC_ID \
--cidr-block 10.0.0.0/24 \
--availability-zone us-east-1la \
--query Subnet.SubnetId \
--output text
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export PUBLIC_SUB=subnet-1234567890abcdef®
export PRIVATE_SUB=subnet-0987654321fedcbad

7. VPC subnets. ROSA usesOl| CHal CtH& EfE 45t04 Ol248t B2 7t AASE[=K| & QIF LI}
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stLE ool =ato|! MEHL siEste B2 stLte| HEE MEHo| B{aE X|EsH o
gfLCt.
=

aws ec2 create-tags --resources $PUBLIC_SUB --tags Key=kubernetes.io/role/
elb,Value=1

aws ec2 create-tags --resources $PRIVATE_SUB --tags Key=kubernetes.io/role/
internal-elb,Value=1

8. OFZHI2E Ei=Ho| Cigh QB Ho|E9 oot 2t E E|o|E S HEgfLICt Zetols! EefH
of Cier 2t & Elo|Ext BFA IP A8 AETLICH

aws ec2 create-internet-gateway \
--query InternetGateway.InternetGatewayId \
--output text
aws ec2 create-route-table \
--vpc-id $VPC_ID \
--query RouteTable.RouteTableId \
--output text
aws ec2 allocate-address \
--domain vpc \

Amazon VPC O} 7|Ell&{ A 40
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--query AllocationId \
--output text
aws ec2 create-route-table \
--vpc-id $VPC_ID \
--query RouteTable.RouteTableId \
--output text

9. B4 #H=0f IDs MEFELICY.

export IGW=igw-1234567890abcdef®

export PUBLIC_RT=rtb-0987654321fedcba®d
export EIP=eipalloc-@be6ecac95EXAMPLE
export PRIVATE_RT=rtb-1234567890@abcdef0

102/1E{! HI0|E%0|& VPCO| A ZEfLICE.

aws ec2 attach-internet-gateway \
--vpc-id $VPC_ID \
--internet-gateway-id $IGW

1MEE2 22 E01E S HED MEU0] ¢ZIstn IR HOIERI0I2 Bt stz & Ea)T
g FAELICH

aws ec2 associate-route-table \
--subnet-id $PUBLIC_SUB \
--route-table-id $PUBLIC_RT

aws ec2 create-route \
--route-table-id $PUBLIC_RT \
--destination-cidr-block 0.0.0.0/0 \
--gateway-id $IGW

12NAT HO|ES{0|E ' datT EF3X IP A0 ¢ddsto{ ZEtO|S MENICZ ERNEES # /Y5

grLict.

aws ec2 create-nat-gateway \
--subnet-id $PUBLIC_SUB \
--allocation-id $EIP \
--query NatGateway.NatGatewayId \
--output text

1Tl
mo
|E

13Z2tolH! B2 & H| 0| 2holE! MEUlof ¢dZ35t 1 NAT HO|EQO|Z2 EIRESIEE E

z|g 7 AELICH

K]
]
0II
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aws ec2 associate-route-table \
--subnet-id $PRIVATE_SUB \
--route-table-id $PRIVATE_RT

aws ec2 create-route \
--route-table-id $PRIVATE_RT \
--destination-cidr-block 0.0.0.0/0 \
--gateway-id $NATGW

CtE AZ Hi 22| 2 2[o| BHAHIE BhSstod HEE A ZEo|9] MELlez F Tl 9

I8t IAM 2d& 2! OpenlID Connect 743 M4

ROSA with HCP 2 E{AE|S 445t 7| &Mof TR 1AM 238 U &= T} OpenlD Connect(OIDC) T
Mg MAMEloF &LICH ROSA with HCPL2| IAM 238 3! ZAHof| CHer AIM|EH LI 2 MME X SHA|
Rthe section called “ AWS Zt 2|3 X4=H”,

Of Aol A= ROSA CLI auto ZE& AH&3H01 ROSA with HCP 2E{AEE Y dst= ol 2Et
OIDC g Ats2 2 WYL

ZIQ 8 IAM HHE g U HM 2 MMELICH --force-policy-creation It2t0IEE EMstE
ZEJIEGY U YHMZ UO[O|EFLICH g L MAMo| giles 3¢ BH2 olxst 2|4 E Tl
Mgl

rosa create account-roles --force-policy-creation

(® Note
QIEPIOIHHA EZO| BtEE AR ROSA CLIE Het BEo{ EEE d|o|EsHof gtCt=
QF HAIXIE E=24gLICH X 2 BHHsE MM E & X3HMIRthe section called “ROSA

CLI St2 =l @ IZ 2}l

2. 2{AE0| CiEt AFE R Q152 7Hs 37 5h= OpenID Connect(OIDC) A4S MdgrL|ct. o] 74
2 OpenShift 22{AE| ZE2|XHOCM)2t & AL SIEE SE RS LICH

rosa create oidc-config --mode=auto

e

28 IAM 24& 2! OpenlID Connect Tt43 24 42
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3. ROSA CLI £230f M|ZE OIDC 74 IDE SALELICE. ROSA with HCP 22 AE|E MAISie{™ Lt
Z0f OIDC 74 IDE A|Z3HoF &LCt.

4. AF8XF T X0} AT SXAE| AFEE £+ Qe OIDC TS &lstedH™ o}
C}.

Ojo

04242 AlS
oco=E 0o

r

rosa list oidc-config

5. & 0|70l SAtEt OIDC T4 ID<OIDC_CONFIG_ID>Z HHto{ L8t IAM 2SRt Adghs 443
Lict.

Example

/A Important

23X d& S A8 [ <PREFIX_NAME>O0i| MFALE U=datof & LICt. O|Z A stX| &t
D|_=| H

rosa create operator-roles --prefix <PREFIX_NAME> --oidc-config-id <OIDC_CONFIG_ID>
--hosted-cp

6. IAM 244X} @3EH O] MM E| A

rr

N

ok
o
g'l_l
w
2
ul
0jo
0F
o
mjo
>
0%

g'l_-
-
_lTI_

rosa list operator-roles

ROSA CLI 2/& A}235104 ROSA with HCP 2 {AE| M4 AWS STS

AWS Security Token Service (AWS STS) & ROSA CLIo| MZE auto ZEE ZHAE AF&35}04
HCP7I & El ROSAE M8E = U&LICt HEZ! API2t Ingress == Z2H0|H! API2} IngressE Al
E35t0f 2C{AHE " = JU&Lch

e 718 PY(HY AZ) EEE CFS 718 G(C P" AZ) 2{AE 2 AFE5I0{E dyE = J&Lct

o{= BLE AlAHIO| CIDR 2t0| VPC2| CIDR 2t L x[5Hok & L|Ct.

CHE MRIOIME rosa create cluster --hosted-cp BHE AF&35t04 HCPZ EF AZ ROSA
Al

E MMSHLICI 22{AE. OIS AZE MASEd™ B2nulti-azolME S HAE K|S HiZ sled=
Zt Z2lo|8! MEYIDsE RIHELICt.

ROSA CLI 2 E Al235l04 ROSA with HCP 224 AE] M4 AWS STS 43
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1. CI2 HYES A2 5104 ROSA with HCP 2 E{AE{E M ghLCh.
- HE2| APl 2! IngressE AF235t04 ROSA with HCP 22AEE MMM, 22{AE 0|, 24Xl
ofgt E%Ar OIDC #+ ID, HE2! I Zzto|! MEY IDE X|I™&Lct

rosa create cluster --cluster-name=<CLUSTER_NAME> --sts --mode=auto --hosted-cp --
operator-roles-prefix <OPERATOR_ROLE_PREFIX> --oidc-config-id <OIDC_CONFIG_ID> --
subnet-ids=<PUBLIC_SUBNET_ID>,<PRIVATE_SUBNET_ID>

Z210|5! APl 2 Ingress2 AHE 5104 ROSA with HCP 2E{AEIZ M3, SB{AE| 0|2, 2Y
At o8t MF AL OIDC +4 ID, Z2to|8! MEY! IDE K|&gtLct

rosa create cluster --private --cluster-name=<CLUSTER_NAME> --sts --mode=auto --
hosted-cp --subnet-ids=<PRIVATE_SUBNET_ID>

e T2 M AT AIHSE7HLE 102 F0i= State EETL ZH| SEfZ HELX| o= B2

fjo
ne
|0
(m i}
-l
e
1z
End
jo
1
_o'l_l
;
kO
5
D
(7))
D
Q
o
>

| |
X3 E= Red Hat X| & I o|stod x|

3. Openshift dx| Zr2[At 2 & #Qlstod Fe{AE dd T &S FHELICL

rosa logs install -c <CLUSTER_NAME> --watch

ROSA o= 7|2 MS OAuth M7} Z 8 E[of Ql&LICH FEHAE & dd8t Fol= IP’ s8 3
=i E APgﬁPEE OAuthE Fdaliof &LICH 23 CHE 7 HEl ID S= Aol AF8XE F7hsto{ 2
CAEHMA HEFE Foig = JU&LICH H0] el ol2{8h ALSRtoi[A| cluster-admln E=

dedicated-admin H&tE Eo{& £+ &LIC

ROSA ZZ{AE{0l| &7 Ctefet ID M3 fEE Y = J&LITH. X[HEE RE2E & GitHub,
GitHub Enterprise, GitLab, Google, LDAP, OpenID Connect, HTPasswd ID & A} 50| Q/&L|C}.

Ju]

NHBE SoA 74 d FEIAE IAL BE 20]

0l
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/A Important

HTPasswd ID S2At= B Fo| EX #E|At ASAE HHE + UATSE 57| fIet E- =
D

CtE MAl= GitHub ID 32 XHE 0|2 £ 8eLICH X|#El= 2 ID M3A 32 #4835t el ol
st X|Zl2 AWS STS ID MSA F4 2 #Z5HAMIR.

1. github.com2 £ 0|&535t04 GitHub |0l 23 IgFL|Ct,

2. O| X4 5 = 2 H|X{Hoi| AF2E GitHub =Z!0]| gf
OFE 2{™ GitHub2| AHEAM | EHAIE R ZFHMI2

rr
ox
40
Mju
iy
|>
m
0

0

(V]

HEELICH REMEH LIES &

3. ROSA CLIC| CH3tE EEE AFE5to] FEHAES XA B

02
OH
4
>
i
4
0%
o
C
ful

rosa create idp --cluster=<CLUSTER_NAME> --interactive

N
I1H]

2ol Fd ZEZEof ek GitHub ZZ 9| "o Cieh AR HMAE ML

I: Interactive mode enabled.
Any optional fields can be left empty and a default will be selected.
? Type of identity provider: github
? Identity provider name: github-1
? Restrict to members of: organizations
? GitHub organizations: <GITHUB_ORG_NAME>
? To use GitHub as an identity provider, you must first register the application:
- Open the following URL:
https://github.com/organizations/<GITHUB_ORG_NAME>/settings/
applications/new?oauth_application%5Bcallback_url%5D=https%3A%2F%2Foauth-
openshift.apps.<CLUSTER_NAME>/<RANDOM_STRING>.pl.openshiftapps.com%2Foauth2callback
%2Fgithub-1&oauth_ appllcatlonOSBname05D—<CLUSTER_NAME>&oauth_appllcatlon
%5Burl%5D=https%3A%2F%2Fconsole-openshift-console.apps.<CLUSTER_NAME>/
<RANDOM_STRING>.pl.openshiftapps.com
- Click on 'Register application'

5. 240 M URLE Y11 <GITHUB_ORG_NAME>E GitHub Z%I2| 0|2 2 CHA|EL|C}.

6. GitHub # I 0| X|0{| M o Z 2|7i[0|MHd &5 MEHGH0{ GitHub =0 M OAuth OHZZ|F|0|MHE &
EgLict.

R B SR 74 U FRAE HMA HE Rof 25


https://access.redhat.com/documentation/en-us/red_hat_openshift_service_on_aws/4/html/install_rosa_classic_clusters/rosa-sts-config-identity-providers
https://github.com/
https://docs.github.com/en/organizations/collaborating-with-groups-in-organizations/creating-a-new-organization-from-scratch
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A8 HEBM

7. GitHub OAuth H|O|X|2| ME S M3l OIS B0{E M50 LIHK| rosa create idp CHEHE
ZExEE i{SL|C} <GITHUB_CLIENT_ID> 2 <GITHUB_CLIENT SECRET>Z GitHub OAuth

OfZE[7iloj4del Hot Q1T HE = mAELICh

Client ID: <GITHUB_CLIENT_ID>

Client Secret: [? for help] <GITHUB_CLIENT_SECRET>

GitHub Enterprise Hostname (optional):

Mapping method: claim

: Configuring IDP for cluster '<CLUSTER_NAME>'

I: Identity Provider 'github-1' has been created.

It will take up to 1 minute for this configuration to be enabled.
To add cluster administrators, see 'rosa grant user --help'.

To login into the console, open https://console-openshift-

HooeY D D) ) e

console.apps.<CLUSTER_NAME>.<RANDOM_STRING>.pl.openshiftapps.com and click on

github-1.

(@ Note

ID 3ZA 7-MH0| &Metr|E O & 28 ME A2 £+ USLICH cluster-admin AFEAHE

T8t B oc get pods -n openshift-authentication --watchE &

AHIO|EE 702 OAuth ZEJF RHHHEE= 23S EHaHe 4 QL.
8. ID ZZK7} SHIE A FME|QI=X]| &olstL|C}

rosa list idps --cluster=<CLUSTER_NAME>

AL Rtol|Hloi| CHE HAM|A Het Fof FEHAH

TAE X 5Y TIRI0 £7kstod AL RtollHlof CHEF AM|A MBS RoiE £ BEAE
Che EAHS SBIAE(0 IDE ZZHIKMYSE S TAE GitHub ZXl0l AHSAHE F7HELICH

1. github.com2 2 0|& 3104 GitHub H’Hoi| 22218 L|ct.
2. GitHub Z=Z2|0f| EHAE UM ASHOF St AFEAFE ZCHEFLICH REAMIEH LHE 2 GitHub &
Z20f| 7HUSHE S AR A RCHGHV|E B XSHM2.

B0l A

ALERtoll Ao CHEF UM A HEF F 0 SEHAH
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cluster-admin #&t 7 4d

1. C}2 HYS A0 cluster-admin HeHE Ho4&L|C}t. <IDP_USER_NAME> 3!
<CLUSTER_NAME>E AIEX} &l E8{AE O|E2 = HfEL|CH.

rosa grant user cluster-admin --user=<IDP_USER_NAME> --cluster=<CLUSTER_NAME>

2. Ar&RX7F cluster-admins 1& #HHSZE S8 |0 U =X| EQIELIC

rosa list users --cluster=<CLUSTER_NAME>

dedicated-admin & 74

1. C}S H2AS A25104 dedicated-admin HEHE 2odgtLict Cl=S & 5
<IDP_USER_NAME> 2! <CLUSTER_NAME>E Al X} & EH{AE| O|ESZ H}EL|CH

rosa list users --cluster=<CLUSTER_NAME>

Red Hat Hybrid Cloud 2& 2 Z{AE S0 HA|A

Red Hat Hybrid Cloud 2&2 22{AH &aliofl 22 ¢lghLct.

1. CIS HHS ZHAE AF2351042| 22 URLE 7HXSLICH E2| 0|E2Z <CLUSTER_NAME> H} &
L|Ct S8{AH.

rosa describe cluster -c <CLUSTER_NAME> | grep Console

2. 20| M Z& URLE 0|S5tod 2aQlgtLCt.

fjo

222 2730l cH3t & XoiA ID S=XE 0|§ 2 MEst T, S=R7F MA[SF HEt o 2FHE 2

F 2=z EfLch

1
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YR ZHE 2 0d M off Z2|71[0]44 Hi A

Red Hat 6t0|EE|E 2EtRE 2£0|M LR FHE 2T E|AE O EE[70|MHE HIZSt T B2E &

s SIHE = U&LICH
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8. et Xt 7tEF 21 H o] X|2| HlF0A 210{ > JavaScriptE ME4EHLICEH

9. Node.js& MEHSt CtZ OfE2[7| 0| M E MEHSH0{ Source-to-Image OHE (71|04 A4 | 0| X|
= 0=|L_||:|.
= H .

(® Note

Node.js E42 EAlstt{H ZE EE X|?7|& MEsljof & == U&LICH

110|& E=ol 13 0|FE F7HefLICH
= M L

12/8%4(Create)

(® Note
M oiE2|7o|ME HiZst= ol E 2 HE ZELICH
13HIZ 7} 2t 2 E[FH o Z (70| B2 URLS MEHEFLICH
Hetexol M &o| ¥2|1 ChE ot HIEF HIAIX|IZH EAIELICH
Welcome to your Node.js application on OpenShift
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https://console.redhat.com/openshift
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a. 22Xt A|EHM & > Z2MEE MENFHLICE

14
b. ZEMEO[ MY HFE ¥ Z2HME AK|E MEHEFLICH

AEX2| clustexr-admin M8 F A&

1. C}S HHES AIE3504 cluster-admin HEHE %“—I gfLICt. <IDP_USER_NAME> &l

| oo=

<CLUSTER_NAME>E AtEX} & E22{AH O[22 HEELICH
rosa revoke user cluster-admin --user=<IDP_USER_NAME> --cluster=<CLUSTER_NAME>
2. A&Xt7t cluster-admins I8 #HHSE S E|0] UX| L2 X[ &QlgfL|Ct.

rosa list users --cluster=<CLUSTER_NAME>

MEX2| dedicated-admin et F|A

1. Ct & BHE2 Ar83t04 dedicated-admin HEHE FAFLICH <IDP_USER_NAME> &

| ocoo=

<CLUSTER_NAME>E AKX} L E2HAE O|§2Z HiELICEH

rosa revoke user dedicated-admin --user=<IDP_USER_NAME> --cluster=<CLUSTER_NAME>

.\

2. Ar&X7t dedicated-admins A& #HHCE SEE|0{ UX| L 2K| =QlghLCt

rosa list users --cluster=<CLUSTER_NAME>

of CHEr AtEXRE AMA F[A FBHAH

Kt Xt B S=A ASAHE M7Hs5t04 At 4 BF 2R ALERte| 2214

THERH Y B2

E| ML E 248 4 s

SBIAEOl CHYEH ID SR KBS TAY 4 USLICH THS HAHS GitHub Z /2| Bkl Chet 2
AR HMAE FAFLI

1. github.com 2 0|S35}+04 GitHub 7ol 23 IEfLIC}.
2. GitHub ZZ0f M ALEXLE MAE LI REM|EH LIS 2 GitHub B Mol M =0 M ALE At X745t

7|_ xI-Xo|.A-||O
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Zo{AE 2 AWS STS 2|AA AFF|

ROSA CLIE AF&30{ AWS Security Token Service
AWS STS. ROSA CLIZE Ar&35t0{0{| A A5 1AM <
ROSA. 0| A 8t IAM B Z AlK|stE{TH IAM 2

® Note
IAM Of| A 448t 48 2 HA2 SUFH HHO| CHE ROSA 2E{AE MM AFHEE ROSA = QU
&LC}.
1. 2 MK 2AE 5t 232 &QIghL|C}t <CLUSTER_NAME>S Z2{AE{0|E =& IDZ H}EL|CH

rosa delete cluster --cluster=<CLUSTER_NAME> --watch

/A Important
IAM 238t X& gl OIDC 22X Z2HAE £ N H5H7| o7t tx 5| AFR|E w7k 7|
Cteqof BfLiCh Mx| ZEIxt7F A5 2|AAE AAIEEH A IAM &g o] Ze#Lct.
OpenShlft oo=1X|.7|. AH)HoI- E|_Jlk_é§ x-IE| |-E=|‘:'=| oo=|x|. IAM O=|o|'0| | o5t |__||_—_|_ ooqxl_l_

215 Al OIDC SZXAE AFEELICH

2. CH TS AYstol FRIAE SYRT QIB0H AHBSHE OIDC BSAHE AR

o

LICE.

rosa delete operator-roles -c <CLUSTER_ID> --mode auto

I.

N ok

4. CtZ BBE ALE510{ HH 1AM G E AKX LICH <PREFIX>E AfAE HE IAM S
of M5 2 Myt z =

MTALR HEELICH H™ IAM HE 2 dEE [ ALSR XIE HFALE X|IHE 32
ManagedOpenShift MFAIE X|HgLICH.

rosa delete account-roles --prefix <PREFIX> --mode auto

5. oM e IAM EE S AKX LICH ROSA.
a. |IAM Z&0| 2aelg Lot

E{AE L AWS STS Z2|aA AFK| 50
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ol
nx
02
x

Red Hat OpenShift Service on AWS At

b. 21% H|Fo| UMA T2l HES MEHSHL|CE.
c. &f
d. H=H 0|

e. O] &tA|
ROSA CLIE AI23510{ ROSA 24l E0{AE MY
ChE Mo M= AWS STS 2 ROSA CLIE AHE35t0{ ROSA SEHAIE Al& 5t WS dHFL

o = =
Ct. Terraform2 A& 3104 ROSA 224! EHAEE ¥M5t= B A= Red Hat MEME & ZT5HM2.
ROSA A E Mg {8t Terraform 32 AH0d| CHEF REM[EH LI 2 Terraform ABEME & X SHAM2.

I835t0{E EEHIX-I'—' ROSA &t= O 228 IAM EI
OpenID Connect(OIDC) &

ROSA CLI= auto 2E EE= manual 2E
AAE HMHELICH AR auto 2EE Hop

XE Al HMHELICEH manual ZE= IAM 2|&AE @8t AWS CLI HH S %Eﬁ:'°|-|.—|
C. manual 2EE AT MAHEIAWS CLI BHEE 5202 AHs 7| Mo AEE £ gggu:}
manual EEE A5t T E|o| CHE ZEIXtLE I E M| BHES MF 5o sl & 2|AtLt 2 E 0| 2[4

S MMEES B 25 QaLch

=
=
iz|

=

Aot ol CHEE REMIEE LIS 2 EhE MRSt AMAI AIZ 67| ROSA .

« ROSACLI ZE Af2350{ ROSA Z2HA! 2E{AE{ M4 AWS STS
s ANHEB5HIZRF

190 SHAE HAA HE Hod

Al Q
o =X

« MERof7[ol CHEF HAMIA HEF F0{ FEHAH

+ cluster-admin ®& 74

+ dedicated-admin #&t 74

+ Red Hat Hybrid Cloud 2& 2 Z2{AE S35Hod A&
o JHYX FIEF2 0] ol 2|7 0]M B =

o MEX}EO| cluster-admin T8 F 4

« AF&X}O| dedicated-admin T8 F[4

« Ol CHEF AHS A} HAMA FA FHAH

« 2{AH 2 AWS STS E[A&A AT

ROSA ZeH4! Z22{AE 44 - CLI 51


https://docs.openshift.com/rosa/rosa_install_access_delete_clusters/terraform/rosa-classic-creating-a-cluster-quickly-terraform.html
https://registry.terraform.io/providers/terraform-redhat/rhcs/latest/docs
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INTS e

ROSA CLI 2 & At&35t0{ ROSA 24! FB{AE M4 AWS STS

ROSA CLI 212 Z{AE| AF2510{ ROSA ZfAl2 MM &~ Ql&L|C AWS STS.

1.

--mode auto EE=E AR50 Q8 IAM H A Qg al A2 AliA

S dE

LIC}--mode manual.

rosa create account-roles --classic --mode auto

rosa create account-roles --classic --mode manual

(® Note
LEZIPI AMA EFZO| PR E
Ct= 27 HIAIXKIE
“ROSA CLI BtHEEl @ Z 2} QI

i OJL
+ -Io
0|

&t
=

At X 5t Ml Rthe section called

ROSA CLIE & 20{ EEE ool E3Hok
AN SiZ2 CHAE MME & x
NA EE 2A s

. --mode auto E=E ZHAE AIE35I04E M EELICI--mode manual. auto 2EEE AFE5IH
SAEHE C HE2H MME £ Q&LICH manual 2EE Ze{AE{o] CHEr AL A XX MHE K|
M3tetsE HIAIX|IE EAIELICH

rosa create cluster --cluster-name <CLUSTER_NAME> --sts --mode auto

(® Note

--mode autoE X|H35™ rosa create cluster HHEO| FHAEH AR IAM &
&3 OIDC SZXE AHS2 2 HHELICH 2Ex= 215 Al OIDC SZXHE ASE L
Ct.

(@ Note

--mode auto 7|2Zt2 ALE3H 2201 %[4l OpenShift HE 0| M &|E LICt

52
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rosa create cluster --cluster-name <CLUSTER_NAME> --sts --mode manual

/A Important
manual ZE0|M etcd &S SHE EHH3I5IH & 20% 2| H5 QLHGE7F &M LICH 2
HE|EE etcd EE2 25355t 7|2 Amazon EBS &35} Qo= 0| & Y 2t S35} 7|
S T st AnlLlct.

(® Note

manual ZEE A™st0o BE{AEE YHE Fols S{AEHE 2B IAM Hgn 22
AE 2% 215 0f| AHE5HE OpenlD Connect S2AHE =522 Adatjof & L|CH

3. of HEHE FHQIELICI F2HAH.

rosa describe cluster -c <CLUSTER_NAME>

(® Note
ZZ2H|XME T2 MATF MIstHLE 402 £0|E State ZEJI &EH| AEfZ AL X| o=
B MM 2 XSHMEA s Z2. X EE= Red Hat X[ El0f| £2|5t0q x| grop{H
MM E £ X 5tM|Qthe section called “X| & EF 7",

gg FHELICH

0z

=

0%

Ard

4. OpenShift x| Z2|X} 22 & &Qlsto{ EB{AH

rosa logs install -c <CLUSTER_NAME> --watch

AH 5EH IZA 7 L SEAE] HAA HEH Hod

ROSA 0= 7|2 XS OAuth M7t Z e E[o] [U&LICH FeHAEH & d8 Fol= XP 583
=AHE M85t T OAuthE F/gstiok ELICH O3 oS 7 HE ID S Xtol ASKHE Pﬂ 12

C —

L
BHAE{HMA HEt2 2oig £ QlaL|ct T wat o248t AF2 K| Al cluster- adml =

dedicated-admin &2 Hodg £ Ql&LCt.
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ROSA Z{AE{of &A CtLeh ID MSA RIS FHEY = U&LICH. X|HEl= FE2E = GitHub,
GitHub Enterprise, GitLab, Google, LDAP, OpenlD Connect, HTPasswd ID &2 At S0| 2 &LICH

/A Important

HTPasswd ID 32 A= §F Ho| X 2|} AFEXRIE MHEE = UEE 57| /st =20t
D

Ctg ™AHE GitHub ID 32AHE G2 T Y& LICH X|2d=lE 24 ID XS K8 T Hsts Yo
8 X|&2 AWS STS ID MZ A TS XM L.

1. github.com2 £ 0|& 304 GitHub H|'H0f| 23 IErL|C}.

2. o| X}4 38 2 H[X'Jol| AAEE GitHub = OI e B2 23E FeiaEHYEELICH RiMIEE LY

& LotEE{™ GitHub 2| AT EHAHE HZshM2.

3. ROSA CLIS| CigtE HEE AF835to 2E{AEC| XA 58 SZXE FEELICH

rosa create idp --cluster=<CLUSTER_NAME> --interactive

2ol Fd ZEZEof ek GitHub ZZ 9| "o CiEr AR HMAE XMEHErLICH

N
I1H]

I: Interactive mode enabled.

Any optional fields can be left empty and a default will be selected.

? Type of identity provider: github

? Identity provider name: github-1

? Restrict to members of: organizations

? GitHub organizations: <GITHUB_ORG_NAME>

? To use GitHub as an identity provider, you must first register the application:
- Open the following URL:

https://github.com/organizations/<GITHUB_ORG_NAME>/settings/
applications/new?oauth_application%5Bcallback_url%5D=https%3A%2F%2Foauth-

openshift.apps.<CLUSTER_NAME>/<RANDOM_STRING>.pl.openshiftapps.com%2Foauth2callback

%2Fgithub-1&oauth_application%5Bname%5D=<CLUSTER_NAME>&oauth_application
%5Burl%s5D=https%3A%2F%2Fconsole-openshift-console.apps.<CLUSTER_NAME>/
<RANDOM_STRING>.pl.openshiftapps.com

- Click on 'Register application'

240 A URLE ¥ <GITHUB_ORG_NAME>E GitHub =%/9| 0|E 2 2 CHA|ELIC}.

o
IIH)|'

NEBE SN 748 4 SEIAH GAA B 20
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https://access.redhat.com/documentation/en-us/red_hat_openshift_service_on_aws/4/html/install_rosa_classic_clusters/rosa-sts-config-identity-providers
https://github.com/
https://docs.github.com/en/organizations/collaborating-with-groups-in-organizations/creating-a-new-organization-from-scratch
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6. GitHub ¥ H O|X|o{| A OHZ2|7|0|M S22 MEHEI0] GitHub = XI0f| M OAuth OHEZZ|Z|o|MHE &
S&ct

7. GitHub OAuth H|O|X|o| HE & A3l Cts BHOIE A& St04 LIHX| rosa create idp CHSIEE
ZEZEE ASFLICH <GITHUB_CLIENT_ID> 2 <GITHUB_CLIENT_SECRET>Z GitHub OAuth
OfEC|AHo|Me| Eot 015 HEZ wAlghL|Ct.

? Client ID: <GITHUB_CLIENT_ID>
? Client Secret: [? for help] <GITHUB_CLIENT_SECRET>
? GitHub Enterprise Hostname (optional):
? Mapping method: claim
I: Configuring IDP for cluster '<CLUSTER_NAME>'
I: Identity Provider 'github-1' has been created.
It will take up to 1 minute for this configuration to be enabled.
To add cluster administrators, see 'rosa grant user --help'.
To login into the console, open https://console-openshift-
console.apps.<CLUSTER_NAME>.<RANDOM_STRING>.pl.openshiftapps.com and click on
github-1.

@ Note
ID SZA 0| #Mstrl= ol ¢ 28 M 23 & UELICH cluster-admin AFSXLE

T8 B2 oc get pods -n openshift-authentication --watch& &/%35}04
UHO|EE MO E OAuth ZEJ} AU EZE|= 248 BHate 4= Q& LICt.

8. 1D BZA7} HI 2| T HEEIUR=X| &lghL|ct.

rosa list idps --cluster=<CLUSTER_NAME>

AL XFof|H|of| CHet M| A HEF 204 2 E{AH

TEE XA 5B 320l F715H0{ ALE X0l H|ol| CHEF MM A HEHE Foie = Fe{AE U&LICH

ChE Hits 22{2E0l| IDE Z2HIX'JS TS FHE GitHub Z X0 ALSRHE FIHELICH

1. github.com2Z 0|& 3504 GitHub Aol 23 QI8 Lt

2. GitHub Z=%{0i| 2HAE] HAM|ASHOF t= AFSAHE ZONEFLICH XEAMIEH LIS 2 GitHub AE 01| A
ZE0| 7t st =5 AHEA ECOHSH7|E AR SHAMIR.
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https://github.com/
https://docs.github.com/en/organizations/managing-membership-in-your-organization/inviting-users-to-join-your-organization
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cluster-admin #&t 7 4d

1. C}2 HYS A0 cluster-admin HeHE Ho4&L|C}t. <IDP_USER_NAME> 3!
<CLUSTER_NAME>E AIEX} &l E8{AE O|E2 = HfEL|CH.

rosa grant user cluster-admin --user=<IDP_USER_NAME> --cluster=<CLUSTER_NAME>
2. AF&At7t cluster-admins & 7 EHO R SEE|0] JYU=X| =IFLICt.

rosa list users --cluster=<CLUSTER_NAME>

dedicated-admin & 74

1. C}S H2AS A25104 dedicated-admin HEHE 2odgtLict Cl=S & 5
<IDP_USER_NAME> 2! <CLUSTER_NAME>E Al X} & EH{AE| O|ESZ H}EL|CH

rosa list users --cluster=<CLUSTER_NAME>

Red Hat Hybrid Cloud 2& 2 Z{AE S0 HA|A

HE 4 58 S=Xtol| AEXE FIIE & Red Hat Hybrid

o
= A&LIcH

ZeHAE HERF AAEAE dEstHLL
Cloud 2&& 24 Sslol 2a21E

I

1. CIS HHS ZHAE AF2351042| 22 URLE 7HXSLICH E2| 0|E2Z <CLUSTER_NAME> H} &
L|Ct S8{AH.

rosa describe cluster -c <CLUSTER_NAME> | grep Console

2. Z240{ x| 2& URLE 0|S3t04 22 QI8HLC}.
» cluster-admin AFEXIE H48t A2 M3 E 2ot 018 HEE M83sto§ 2EaQIFLICH
ze

. ol Chet k7 B ZIXHE P

£ MEstn S X7F MAEH HEF Foq
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8. et Xt 7tEF 21 H o] X|2| HlF0A 210{ > JavaScriptE ME4EHLICEH

9. Node.js& MEHSt CtZ OfE2[7| 0| M E MEHSH0{ Source-to-Image OHE (71|04 A4 | 0| X|
= 0=|L_||:|.
= H .

(® Note

Node.js E42 EAlstt{H ZE EE X|?7|& MEsljof & == U&LICH

110|& E=ol 13 0|FE F7HefLICH
= M L

12/8%4(Create)

(® Note
M oiE2|7o|ME HiZst= ol E 2 HE ZELICH
13HIZ 7} 2t 2 E[FH o Z (70| B2 URLS MEHEFLICH
Hetexol M &o| ¥2|1 ChE ot HIEF HIAIX|IZH EAIELICH
Welcome to your Node.js application on OpenShift
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https://console.redhat.com/openshift
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a. EEIR A0 & > Z2HMES Mg
b Z2MEO| A HFE WD Z2ME AKIE MFLICH

AEX2| clustexr-admin M8 F A&

gfL|Ct. <IDP_USER_NAME> Z!

1. C} S HYES AF235104 cluster-admin HEtS Zu"—l
HF = L|C}.

| oo=

<CLUSTER_NAME>E A%} 2! 22{AE 0|2

rosa revoke user cluster-admin --user=<IDP_USER_NAME> --cluster=<CLUSTER_NAME>

2. A&Xt7t cluster-admins I8 #HHSE S E|0] UX| L2 X[ &QlgfL|Ct.

rosa list users --cluster=<CLUSTER_NAME>

MEX2| dedicated-admin et F|A

1. Ct & BHE2 Ar83t04 dedicated-admin HEHE FAFLICH <IDP_USER_NAME> &

| oo=2
<CLUSTER_NAME>E AKX} L E2HAE O|§2Z HiELICEH

rosa revoke user dedicated-admin --user=<IDP_USER_NAME> --cluster=<CLUSTER_NAME>

2. Ar&X7t dedicated-admins A& #HHCE SEE|0{ UX| L 2K| =QlghLCt

.\

rosa list users --cluster=<CLUSTER_NAME>

of CHEr AtEXRE AMA F[A FBHAH

W ZIAE ML K BY ZIX ABAIO| BEAE AN

Ze{AE| Ot ID S2X 82 FHE + U&LICH CFS HitE GitHub %] Mo CHe 2
_7|'=_

BIAE] HNAE

5104 GitHub 75| 22 QI8 Lt

1. github.comgi o=
2 GitHub ME MM =Zlof| M AL RF A 75}

5. GitHub EEIOIM AR KHE RI7{ELICH KEAIEH LIS
7|8 #x5HAML.

MEX2| cluster-admin H&h FA


https://github.com/
https://docs.github.com/en/organizations/managing-membership-in-your-organization/removing-a-member-from-your-organization
https://docs.github.com/en/organizations/managing-membership-in-your-organization/removing-a-member-from-your-organization
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Zo{AE 2 AWS STS 2|AA AFF|

ROSA CLIE AF&3+04 AWS Security Token Service (
AWS STS. ROSA CLIE Al235}040i| A A8t 1AM &
ROSA. 0| A MAM8HIAM HAE AMK|SHE{H IAM 2£

rulo ru9£ ﬁlfll
o

/A Important
IAM Of| A 24448t o4& Il HA2 5SS HHO| CHE ROSA EE{AE MM AFEE ROSA = QU
&LIC}

[e][]

A EHAH

—
jn

rosa delete cluster --cluster=<CLUSTER_NAME> --watch

/A Important
IAM 18, 2 21 0IDC B2 X BAE & MHsH7| Holi7 2515 Atxf
CtoqoF 2Foich A= 2 EIXHP e ElaAE AXStEH AE IAM S
OpenShift 2 FAt7} &8t 2[AAE Helsttd™ 2 QA IAM & ol E
215 Al OIDC S2XHE AFSEfLICH
2. OtE BEE ddstod EeHaE 23A7t 2150 A&EsHE OIDC SZAHE ATMELICH

o o

rosa delete operator-roles -c <CLUSTER_ID> --mode auto

F

4. CHE TS ABstof AT 1AM A& ARIFLICH <PREFIX>E AKIE A% 1AM 48
O MFALZ HHELICH AR 1AM S S M43 [ AR XIH HEAE KK B2 7|2

ManagedOpenShift &S AIE XIHELICH

rosa delete account-roles --prefix <PREFIX> --mode auto

5. ol A8 IAM A S ATK|EFLICH ROSA.

o 238 &0l <CLUSTER_NAME>S 28{AE|0|§ =& IDE HfEL|C}.

E{AE L AWS STS Z2|aA AFK|
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a. |IAM 2&0f 2algh L Ct.

c. 4AstEiE B MESt T 2] > AX|E MEFHLICE
d. B 0§ U5t AXE H=ELICH

£ ALE3t= ROSA 24 2014 E 48 AWS PrivateLink

ROSA ZcHAM E2HAEE HES], Zoto|8l EE= Z2t0[8! § H 7t X| o 2 HiZ & &+ U&LICH
AWS PrivateLink. ROSA ZchiAlof CHEE XHM|EH LI 2 MME & X 5HMIRthe section called “OF 7 |E
. HEE 2 ol EBAE M ZFoM OpenShlft EHAE = QE{Hlof HMAE £ oM

ofZE2[7H0|M HE 2| o EE|7olMd HF 20l 7HR! HE I - ELICH

SHAEH Y oE2|AO|M IZEEE EF Z2t0|HIe 2 dH5Hof 5t= 8 ROSA 214 AWS
PrivateLink 22 & F4& £ A &LICH AWS PrivateLink =& ROSA A& 35104 AWS 1124 7|H 9
ROSA MH|AQt ZE{AE 2lAA 7hof ZEto|8! HddE Mdsie 718t &3 do| Flo{t 7= L
C}. AWS PrivateLink Red Hat AFO|E. AlZ|4] A X|L|0{Z!(SRE) B2 Z2{AE{2| AWS PrivateLink 21l
ExQlEo HAZAE Z2to|d! MEHZE AIE5t0{ X[ & 22X sHES s FE{AE| HMA" = U

&Lict

o L=

o CHat REMIE LH2 e 2F £od2lL|77F AWS PrivateLink?E AWS PrivateLink®E =5t A A| 2.

« A XA

« Amazon VPC O} 7|Elx{ MM

« ROSA CLI & At835t0{ ROSA Eai4 Fe{AE 44 AWS PrivateLink
+ AWS PrivateLink DNS TE T4

R BH BIX T U FEIAE HMA e 2o

« ALEXtoi[Alof CHEF AMIA HEF Foi EE{AH

e cluster-admin T8t 74

+ dedicated-admin 748t 7

* Red Hat Hybrid Cloud Z& & Z2{AE| S5Hoi| HAMA
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https://console.aws.amazon.com/iamv2/home#/home
https://docs.aws.amazon.com/vpc/latest/privatelink/what-is-privatelink.html
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« A8 XEQ| cluster-admin T8 ¥4
« MEXt9| dedicated-admin T8 F|A

« Ol CHEF AtS A} HAMA F|A FEHAH

o Z{AE L AWS STS Z|AA AFK|

A =

of LEZE AP =274 5

fjo

2t 2 8FL|C}he section called “A4%3”,

Amazon VPC O} 7|El %] A A

CtE ™HitoMe 2HAEHE 48 5= O AAS " = %= Amazon VPC Ot 7 |EIME MdefLct &2
SAE ZlAAE mElo|El MEYM SAEIELICH HEE! 242 NAT HOIES 0|2 E35H
zgio|d! MEUoMH HER! QIE{H o Z ol RHI2E ECiEE et e LICt o] ofolMHE CIDR E2
10.0.0.0/16E Amazon VPCO{| At& g LICt St X[ CHE CIDR 282 MEE = A&LICH RHAl
St VvPC 37| ZHE HZSHA

I rin

oIcO

)

/A Important

Amazon VPC 27 AL 0| SEE|X| fo™ Se{AH ddo| AujgfLct

Example
Amazon VPC console

1. Amazon VPC &2 Lt
2. VPC CHA|EE0{| A VPC A
3. MAJEF g|AAO|M VPC S
4

. OI& B At& g5 M= B2 RX|5t04 VPC 2|4 401 O|F B E &&stHLE M=E
F|Adtod VPC ElaA0f 1RE O|F B E MSELICH
5. IPv4 CIDR £ 50{ VPCO| IPv4 2 H2|E L™ LICH. VPCE IPv4 T4 HRIE 7HxqoF &
Ct.

6. (MEH ALE) IPv6 EiZlE2 X|#45t24H IPv6 CIDR =5, Amazon A3 IPv6 CIDR 252 ME4E
LICH.



https://docs.aws.amazon.com/vpc/latest/userguide/configure-your-vpc.html#vpc-sizing
https://console.aws.amazon.com/vpc
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7. E|HA|E 2 EL|CIDefault.

Olo
2
2

8. 7t& BAH(AZs) TOollM EREH HEE MEFLICH CHE AZ HiZ o] Z2 olle Ml 712l 7t
Ol ROSA EREfLICH MELIO| AZE MEstE{H AZ ALE X} X[HE i—. ek

(® Note
UL ROSA CIAEA RE2 UR 718 HFo| M ALEE &= U&LICH ROSA CLI

2 rosa list instance-types BHE AI85t0{ Al 7tS
AE{A

[=N=)
AHA RES LGH 4 LI ATE 718 Folo| QAHA RHS ASY £

A= K| EQlste{H AWS CLI BHE A& LIClaws ec2 describe-instance-
type-offerings --location-type availability-zone --filters
Name=location,Values=<availability_zone> --region <region> --

output text | egrep "<instance_type>".
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2| MEU 4 W ZatolY! MEY 40| 2tg MeEtLICH MEUol 1P
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| E =‘= HA =2
EHUYI CIDR 8 AR X|HE EHHEELICH
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A{EH
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™ x

(® Note
ROSA OlME 1 Z40| 2HAHE HYste O AASElE 718 IAT &tLt o|¢f ol =zt

ol MEHIE Fdslok ErLICH

10.Z210|8! MEUIO| B|AA0] IPV4E Sall HER! QIE{Uo CHEF HM|A HEHS 2 0{52{T NAT
HO|ES|0|o] AR NAT HO|EQ0|E MAIst AZs 5 MEHSHL|C Z2EHM 8t E0ME HE
2| QIE{Lilof HM|ASHOF 5t ElAATE UE ZH AZ0I NAT HO|EQI0IE HiZ5tE 70| E&L
Ct.

1= Arg) VP
Gateway S MEH

1272 DNS M

13VPC MAME

AWS CLI

1. CIDR ££0|10.0.0.0/162! VPCE Tt5L|LC}.

aws ec2 create-vpc \
--cidr-block 10.0.0.0/16 \

62
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--query Vpc.VpcIld \

--output text
Aol BH2 VPC IDE BtteLICH CHS2 oAl &3 LICH
vpc-1234567890abcdef0
2. &4 #=0 VPC IDE XEELICH
export VPC_ID=vpc-1234567890@abcdef
510 VPCO| CHEH Name Ef1E “4d8tL|CH

8 HEE ME

3. VPC_ID &3
aws ec2 create-tags --resources $VPC_ID --tags Key=Name,Value=MyVPC

VPCOA DNS SAE O|& XS E/HstErLICt.

4,
aws ec2 modify-vpc-attribute \
--vpc-id $VPC_ID \
--enable-dns-hostnames
5. CIAAE MEslof 5t 718 Y E XI'H5t04 VPCH| HE =] 2 ZZo|8! MELS M8
Ct
st Ol AHE El= 78 FAY Stk o|&fol e}
3010 ZR3HLIC} Of

2 AMAM=
32 3712 718 3

/A Important
ROSA 0'||A'||_ a —|O| EE{AE{E SO0

ols! MELIE FdsloF g LICt CHE AZ HiAE o 2

o3t @7 AlSt0o| EEE|X| otom I AE]| Madof| Almist|ct

£ Ql&LICt ROSA CLI
53t 2 E ROSA 2
AMBE £

2 5t
S =

A OB

BlA RS UL T4 YO ME A
=
— TJro=

ce-types BHES ALE 5104 At

87
LICh XIHE 7t8 Ydof 2lAH

® Note
2= ROSA Q1A

P2 rosa list instan
A OlA

L‘I-o=|°|- T AAH
AM28r|Cltaws ec2 describe-instance-

ABA RS

A=X| Eelstei™ AWS CLI BB

type-offerings --location-type availability-zone --filters
EESRYPE 63
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Name=location,Values=<availability_zone> --region <region> --
output text | egrep "<instance_type>".

aws ec2 create-subnet \
--vpc-id $VPC_ID \
--cidr-block 10.0.1.0/24 \
--availability-zone us-east-1la \
--query Subnet.SubnetId \
--output text

aws ec2 create-subnet \
--vpc-id $VPC_ID \
--cidr-block 10.0.0.0/24 \
--availability-zone us-east-1la \
--query Subnet.SubnetId \
--output text

a

FE BHaof XZELICH

ol

6. H=2 2 Zzlo|Hl MEH! IDs

r

export PUBLIC_SUB=subnet-1234567890abcdef®
export PRIVATE_SUB=subnet-0987654321fedcba®d

7. ObZHI2E Ei=Ho| Cigh QB Ho|ES oot 2t T E|o|E S HEgfLIC Zetol8! EefH

of Cier 2t & Elo|Ext BFA IP FAE AETLICH

aws ec2 create-internet-gateway \
--query InternetGateway.InternetGatewayId \
--output text

aws ec2 create-route-table \
--vpc-id $VPC_ID \
--query RouteTable.RouteTableId \
--output text

aws ec2 allocate-address \
--domain vpc \
--query AllocationId \
--output text

aws ec2 create-route-table \
--vpc-id $VPC_ID \
--query RouteTable.RouteTableId \
--output text

8. &8 =0 IDs MEELICE.

Amazon VPC O} 7|Ell&{ A 64



0o
1z

02
x

Red Hat OpenShift Service on AWS At

export IGW=igw-1234567890@abcdef

export PUBLIC_RT=rtb-0987654321fedcba®d
export EIP=eipalloc-@be6ecac95EXAMPLE
export PRIVATE_RT=rtb-1234567890@abcdef0

9. QIE{Y! HO|ESOIE VvPCol 4ZEFLICE.

aws ec2 attach-internet-gateway \
--vpc-id $VPC_ID \
--internet-gateway-id $IGW

H

10mg2
g 74
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L& E0lES HED MEUW H25tT QIEL Ho|ESO|Z B LS TS =2
¥

aws ec2 associate-route-table \
--subnet-id $PUBLIC_SUB \
--route-table-id $PUBLIC_RT

aws ec2 create-route \
--route-table-id $PUBLIC_RT \
--destination-cidr-block 0.0.0.0/0 \
--gateway-id $IGW

Mk
0x

1INAT HO|ESO|E Hdstn B2 P FAQ AZASt0 ZEO|Y! MEH S 20| EBfES
SterLch,

aws ec2 create-nat-gateway \
--subnet-id $PUBLIC_SUB \
--allocation-id $EIP \
--query NatGateway.NatGatewayId \
--output text
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2B Eo|l22 =Z2lo|8! MEYo] @15t NAT HIO|EQIO|Z EIRE S EE EC|
FL|CEH

12
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aws ec2 associate-route-table \
--subnet-id $PRIVATE_SUB \
--route-table-id $PRIVATE_RT

aws ec2 create-route \
--route-table-id $PRIVATE_RT \
--destination-cidr-block 0.0.0.0/0 \
--gateway-id $NATGW

Amazon VPC O} 7|Ell&{ A
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ROSA CLI 212 A}235104 ROSA Z2iAl Ze{AE] MAd AWS PrivateLink

ROSA CLI 2 E At835t0q Bt 718 ¥o(EHY AWS PrivateLink AZ) EE& CHE 78 FA{(CHE AZ) 2
HAE 2 dHE = aLch ol= AR E AIAEIQ| CIDR 40| VPCO| CIDR gttt L x|aHof &
LICH.

ChS ™HRIOIAME rosa create cluster BHEE ALE810{ ROSA 4S8 HEFLICH SB{AE.
CHE AZE Md5tedH HY--multi-azolME SHAEXIEE ChS HIAIXRI7F EAIE|H ALSE Tt
Ol MEY |IDsE MEAStL|CE

@ Note
2452 A8 oE We Ut &S ste Ol Wo# A0S0 AHMAE ROSA £+ YES walwg
A—|3Ho|: oI-L_||:|.

KEMIBH LI 2 Red Hat &AM 2| Requirements for using AWS PrivateLink clustersE & X3
Me.

—_

1. --mode auto EEEE Al

[e][]
hodi)
(@)
N .

n
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=
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>
:I:
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MAIBHLICH- -mode manual.

rosa create account-roles --classic --mode auto

rosa create account-roles --classic --mode manual

@ Note
2zl HMA EZ0| Btz E 2 ROSACLIE Het £0{ EES UH|0|EsH ok
Che @F HAIXIE E2ELICH B 12 BHlE MM Bxsthe
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https://docs.redhat.com/en/documentation/red_hat_openshift_service_on_aws/4/html/install_rosa_classic_clusters/rosa-aws-privatelink-creating-cluster#osd-aws-privatelink-required-resources_rosa-aws-privatelink-creating-cluster
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rosa create cluster --private-link --cluster-name=<CLUSTER_NAME> --machine-
cidr=10.0.0.0/16 --subnet-ids=<PRIVATE_SUBNET_ID>

rosa create cluster --private-link --multi-az --cluster-name=<CLUSTER_NAME> --

machine-cidr=10.0.0.0/16

(® Note

AWS Security Token Service (AWS STS) Et7| X3
0

1 ZHI AWS PrivateLink E7HE A}
25t 20{AE{--sts --mode manualZE MA5e{H

osa create cluster HH

[C=E X

Z20f --sts --mode auto E=EEE FIHEFLICH.
3.CHEtE ZEx Eof et STAE] AR IAM g2 MAdstLct.
rosa create operator-roles --interactive -c <CLUSTER_NAME>
4. 2HAEH 2RI 2150 A& 5= OpenlD Connect(OIDC) S 2AHE M ghLICt.
rosa create oidc-provider --interactive -c <CLUSTER_NAME>

MENE HQIBLICH 2L,

| & =

o
[e)

rosa describe cluster -c <CLUSTER_NAME>

(® Note
State EE7} ready 4EHE EAlSt= O Z|CH 4020| FBHAE & = /JU&LICH Z=2
HIM'EO| Muiat7 Ll 4082 ready 0 2 EATIX| ot B MME XM EA 3
Z. X|H EE= Red Hat X[ &0l 2|50 X[ E Hog{H MMES FH XM Rthe section

caIIed INF=R-v

6. OpenShift x| 2t2|Xt 21 & & Qlsto] 2e{aH Mg T

rosa logs install -c <CLUSTER_NAME> --watch
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Route 53 Resolver LIR QIEZQIEJ} Q1AL T 2 &St £ LE 32| X|HEl AEHHoiA DNS #HElE

HMElg &= U= DNS M2 2 et

1. DNS #Hz|E 2|4 =Ml IP FA(M:drow-pl-01.htno.pl.openshiftapps.com)Z ME
St & EAF HIERIE FMHELICH

2. B VPCO|AM CHE VPCE DNS F{E|E MY o= 39 ©E & e X[EE MENMSL.

3. ¥4 LIEQ|3 DNS MHE Fd5t= B9 5% DNS AMtH MBME & =sto] Mx|E EXHAH T
m|Qloi| CHEr ME4A DNS MY 2 F - FLICt
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-private.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/AboutHZWorkingWith.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-forwarding-inbound-queries.html#resolver-forwarding-inbound-queries-configuring
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-forwarding-inbound-queries.html#resolver-forwarding-inbound-queries-configuring
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-rules-managing.html
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A B5E S=A 7 H 2HAE AMA HEF Fod
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rok

ROSA o= 7|& M3 OAuth M7t £ & E|0] A& LICEH ROSA E2HAE MM 0| ID SZXHE Al
85t2{H OAuthE FMsloF g Lict a3 s 7 HE ID SZ2 X0l AF8XIE F715104 2{AEHA|
A HEtE 2odg = &Lt 2o et o218 Ar&Xtod|AH| cluster-admin EE= dedicated-
admin 2 20{g = JU&Lich

SHAEO| %A CtZe ID MK fRB2 78 = U&LICH. X|HElE RE 22 = GitHub, GitHub
Enterprise, GitLab, Google, LDAP, OpenID Connect, HTPasswd ID 32 At S0| & LILCt.

|>

/A Important
HTPasswd ID S2XAt= 8t HO| HA ZE[Xt AFEXIE e = UEE 57| {8t 820
EZEEILICE HTPassWDE ROSAHE ID 2ZA2E X|HE|X| ef&LICt.

CHS Mxl= GitHub ID S2AHE |2 e LICH X|¥El= 2 ID MSA 82 5= &edol Cf
8t X|&EI2 AWS STS ID MZX £ MHS & ESHMR.
1. github.com@ 2 0|5 5l04 GitHub 7|0l 2 E*L—“:P.

2. ROSA 22{AE ID Z2H|X{<ol| AF2E GitHub ZX!l0| Qie A st MAsthL|ch RHMBH L2
atol 224 GitHubo| MAHEA{ 0| BHAHE R ESHAI2.

3. ROSA CLIC| CHaldE BEE AFE35l0{ LIS HHS Aslsio] EE{AEL| X4 5H B ZAE 7 HE
L|C}.

rosa create idp --cluster=<CLUSTER_NAME> --interactive

4. E840| 1M T E X E0f [} 2} GitHub =Z1o| HiHHof CHet S {AE HMAE A|8HEFLICH

I: Interactive mode enabled.

Any optional fields can be left empty and a default will be selected.

? Type of identity provider: github

? Identity provider name: github-1

? Restrict to members of: organizations

? GitHub organizations: <GITHUB_ORG_NAME>

? To use GitHub as an identity provider, you must first register the application:
- Open the following URL:

https://github.com/organizations/<GITHUB_ORG_NAME>/settings/
applications/new?oauth_application%5Bcallback_url%5D=https%3A%2F%2Foauth-
openshift.apps.<CLUSTER_NAME>/<RANDOM_STRING>.pl.openshiftapps.com%2Foauth2callback
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https://access.redhat.com/documentation/en-us/red_hat_openshift_service_on_aws/4/html/install_rosa_classic_clusters/rosa-sts-config-identity-providers
https://github.com/
https://docs.github.com/en/organizations/collaborating-with-groups-in-organizations/creating-a-new-organization-from-scratch
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%2Fgithub-1&oauth_ application%SBname%5D=<CLUSTER_NAME>&oauth_application
%5Burl%5D=https%3A%2F%2Fconsole-openshift-console.apps.<CLUSTER_NAME>/
<RANDOM_STRING>.pl.openshiftapps.com

- Click on 'Register application'

5. 240 URLE €1 <GITHUB_ORG_NAME>Z GitHub = %!2| 0|52 2 CHA|EFL|Ct.
6. GitHub ¢ I|O|X|0{| A OHZ 2| 0| S E S MEHSI04 GitHub =Z&!0f| A OAuth OHEZ|FH|o|MHE &
E&Lict.

7. GitHub OAuth H|O|X|2| HE & AF&3t01 LIHX| rosa create idp CHEHS E%E
EE <1 GitHub OAuth OHZ 2|70l e| A4 ZHSZ <GITHUB_CLIENT_ID>
<GITHUB_CLIENT_SECRET>Z CHA|EfLICEH.

Client ID: <GITHUB_CLIENT_ID>
Client Secret: [? for help] <GITHUB_CLIENT_SECRET>
GitHub Enterprise Hostname (optional):
Mapping method: claim
: Configuring IDP for cluster '<CLUSTER_NAME>'
: Identity Provider 'github-1' has been created.
It will take up to 1 minute for this configuration to be enabled.
To add cluster administrators, see 'rosa grant user --help'.
To login into the console, open https://console-openshift-
console.apps.<CLUSTER_NAME>.<RANDOM_STRING>.pl.openshiftapps.com and click on
github-1.

H o H ) ) ) ) -

@ Note
ID 32Xt #40| EMEE= O 28 H: 43 = JU&LUICH cluster-admin AFEXHE 7
et B oc get pods -n openshift-authentication --watch BES A#S}
0f YOIO|EE #+MHO 2 OAuth ZEJ} AHHHE &= A2 #EE = &Lt

8. ID S2A7t SHt=2H FERH =] & lgLCt.

rosa list idps --cluster=<CLUSTER_NAME>

AL X0l Hloi| EHEE HAM|A Het Fof 2HAH

TEE & 5T S=Xtol| FItsto{ ALE R0 Aol CHEF HM[A HEFE FoiE = FRHAE U&LICH
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CHe A 2HAEO| IDE ZZHIKMYSHTS TAE GitHub Z X0l AHSAHE F7h8HIC

1. github.com2 2 0|5 35t04 GitHub A& 0ofl 22 QI8 LICt.

2. GitHub Z%oi| 2{AE HAM|AsHOF st ALSAHE ZONELICH KHAMIEH LIE 2 GitHub B A0 A
ZE0]| 7t =5 AFE A ECOHEH7|E B ZEshMR.

cluster-admin &8t 7 4d

1. C} S HHBES AF235104 cluster-admin Mt £04&L|Ct <IDP_USER_NAME> !
<CLUSTER_NAME>Z AI8Xt L E2HAE O|§ 22 HiELICEH

rosa grant user cluster-admin --user=<IDP_USER_NAME> --cluster=<CLUSTER_NAME>

2. Ar&R7F cluster-admins & #HHSZE S8 |0 U =X| EQIELIC

rosa list users --cluster=<CLUSTER_NAME>

dedicated-admin 3 74

1. C} 2 BB O 2 dedicated-admin HEHES F0o4ELICt. <IDP_USER_NAME> &
<CLUSTER_NAME>E A%} &l 28{AE O|§2Z HiEZL|CH.

rosa grant user dedicated-admin --user=<IDP_USER_NAME> --cluster=<CLUSTER_NAME>

2. AF&X}t7}F cluster-admins 1§ T+ E SEE|o] U=X| #olgL|Ct.

rosa list users --cluster=<CLUSTER_NAME>

Red Hat Hybrid Cloud 2& 2 Z{AE S8 HA|A

ZeHAE e AAEAE dEstHU T EE AHE B8 S= X0l AAEXHE F71E & Red Hat Hybrid
Cloud &2 2ciaH Saliol 2ale + &Lt

1. C}S S S HAE AFR351049] 22 URLE 7HMSLICH 29| 0|29 2 <CLUSTER_NAME> H&
LICt E2{AH.

cluster-admin #&h 74 71


https://github.com/
https://docs.github.com/en/organizations/managing-membership-in-your-organization/inviting-users-to-join-your-organization
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rosa describe cluster -c <CLUSTER_NAME> | grep Console

2. £20iM 2& URLE O|s3tod 2l L ct.
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https://console.redhat.com/openshift
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@ Note
i o Z2[7olMdE H

13H 1 Z 7} 2t = E[H o ZE2[7|0|M BE URLS
HtX{el M Bfo| de| ChZat HIx e HIAIX|7} B A[ELICH
Welcome to your Node.js application on OpenShift
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14 (ME ALE) O Z2[7| 0|44
a. 42X A & > Z2XMEE MEHSHL|CE
b. ZIRXMEO| XY HFE W T2XME AX|E MEHSHLICE

| XHQ| cluster-admin H&H |4
1. Ct= BHES A85t04 cluster-admin HEtS %“-I gFLICH <IDP_USER_NAME> 2
<CLUSTER_NAME>E ALEX Y E2{AFE O|§2Z HHELICH
rosa revoke user cluster-admin --user=<IDP_USER_NAME> --cluster=<CLUSTER_NAME>
JHoz S5E[of JYUX| §f2X] :

——

2. A2X7} cluster-admins 218 F+4

rosa list users --cluster=<CLUSTER_NAME>

A2X2| dedicated-admin HEH F A
F|AtL|CH <IDP_USER_NAME> &

504 dedicated-admin M8t
Eo 2 "iELCH

1. CtE BHEE A
<CLUSTER_NAME>E AtEX} &l 28{AH O]
rosa revoke user dedicated-admin --user=<IDP_USER_NAME> --cluster=<CLUSTER_NAME>
L= O1&tL|C}.

4902 S2E(0f K| B2 K| &P

[

2. A2 X}7} dedicated-admins 18§ 4

rosa list users --cluster=<CLUSTER_NAME>

F€XHe| cluster-admin Het |
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/A Important
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1. B AN EB{AE st 2O 8 &QIELIC <CLUSTER_NAME>Z 22{AE{0|& £& IDZ HELcH

rosa delete cluster --cluster=<CLUSTER_NAME> --watch

/A Important
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https://github.com/
https://docs.github.com/en/organizations/managing-membership-in-your-organization/removing-a-member-from-your-organization
https://docs.github.com/en/organizations/managing-membership-in-your-organization/removing-a-member-from-your-organization
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rosa delete oidc-provider -c <CLUSTER_ID> --mode auto
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https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Security.html
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https://aws.amazon.com/kms/pricing/
https://aws.amazon.com/kms/pricing/
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https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
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"Version":"2012-10-17",
"Statement": [
{

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",

jam:ListAttachedUserPolicies",
iam:ListUserPolicies",
iam:GetUser"
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1,
"Effect": "Allow",

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

0o
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x

"Action": [
"iam:GetGroupPolicy",
iam:GetPolicyVersion",
iam:GetPolicy",
iam:ListAttachedGroupPolicies",
iam:ListGroupPolicies",

iam:ListPolicyVersions",

"
"
"
"
"
"iam:ListPolicies",
iam:ListUsers"

1,
"Effect": "Allow",

"Resource": "*"
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ManagedOpenShlft-Installer-Role-Pollcy)
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[ 5 AH-Installer-Role-Policy

[Prefix]-Installer-Role-PolicyE IAM YE|E|0f ¢1Z2E 4 U&LICH ROSA EeiA 244
E{E M52 HX{o| YA S 2t= IAM A& ol dZ5HoF B LICH[Prefix]-Installer-Role. O]
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"Version":"2012-10-17",
"Statement": [

{

"Action":
"autoscaling:DescribeAutoScalingGroups",
"ec2:

"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
:DeleteSecurityGroup",
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:

ec?2

ec2:

L

AllocateAddress",
AssociateAddress",
AssociateDhcpOptions",
AssociateRouteTable",
AttachInternetGateway",
AttachNetworkInterface",
AuthorizeSecurityGroupEgress",
AuthorizeSecurityGroupIngress",
CopyImage",
CreateDhcpOptions",
CreateInternetGateway",
CreateNatGateway",
CreateNetworkInterface",
CreateRoute",
CreateRouteTable",
CreateSecurityGroup",
CreateSubnet",
CreateTags",
CreateVolume",
CreateVpc",
CreateVpcEndpoint",
DeleteDhcpOptions",
DeleteInternetGateway",
DeleteNatGateway",
DeleteNetworkInterface",
DeleteRoute",
DeleteRouteTable",

DeleteSnapshot",
DeleteSubnet",
DeleteTags",
DeleteVolume",
DeleteVpc",
DeleteVpcEndpoints",
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>
i
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"ec2:

"ec2

ec2:

ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:

DeregisterImage",
DescribeAccountAttributes",
DescribeAddresses",
DescribeAvailabilityZones",
DescribeDhcpOptions",
DescribelImages",
DescribeInstanceAttribute",
DescribeInstanceCreditSpecifications"”,
DescribeInstances",
DescribeInstanceStatus",
DescribeInstanceTypeOfferings",
DescribeInstanceTypes",
DescribeInternetGateways",
DescribeKeyPairs",
DescribeNatGateways",
DescribeNetworkAcls",
DescribeNetworkInterfaces",
DescribePrefixLists",
DescribeRegions",
DescribeReservedInstancesOfferings",
DescribeRouteTables",
DescribeSecurityGroups",
DescribeSecurityGroupRules",
DescribeSubnets",
DescribeTags",
DescribeVolumes",
DescribeVpcAttribute",

:DescribeVpcClassiclLink",
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:

DescribeVpcClassiclLinkDnsSupport",
DescribeVpcEndpoints",
DescribeVpcs",
DetachInternetGateway",
DisassociateRouteTable",
GetConsoleOutput",
GetEbsDefaultKmsKeyId",
ModifyInstanceAttribute",
ModifyNetworkInterfaceAttribute",
ModifySubnetAttribute",
ModifyVpcAttribute",
ReleaseAddress",
ReplaceRouteTableAssociation",
RevokeSecurityGroupEgress",
RevokeSecurityGroupIngress",
RunInstances",

ROSA At

=587

EEEEE

91



Red Hat OpenShift Service on AWS

0o
1z
0%

"ec2:StartInstances",

"ec2:StopInstances",

"ec2:TerminateInstances",

"elasticloadbalancing:AddTags",
"elasticloadbalancing:ApplySecurityGroupsToLoadBalancer",
"elasticloadbalancing:AttachLoadBalancerToSubnets",
"elasticloadbalancing:ConfigureHealthCheck",
"elasticloadbalancing:CreatelListener",
"elasticloadbalancing:CreatelLoadBalancer",
"elasticloadbalancing:CreatelLoadBalancerListeners",
"elasticloadbalancing:CreateTargetGroup",
"elasticloadbalancing:DeletelLoadBalancer",
"elasticloadbalancing:DeleteTargetGroup",
"elasticloadbalancing:DeregisterInstancesFromLoadBalancer",
"elasticloadbalancing:DeregisterTargets",
"elasticloadbalancing:DescribeAccountLimits",
"elasticloadbalancing:DescribeInstanceHealth",
"elasticloadbalancing:Describelisteners",
"elasticloadbalancing:DescribelLoadBalancerAttributes",
"elasticloadbalancing:DescribeloadBalancers",
"elasticloadbalancing:DescribeTags",
"elasticloadbalancing:DescribeTargetGroupAttributes"”,
"elasticloadbalancing:DescribeTargetGroups",
"elasticloadbalancing:DescribeTargetHealth",
"elasticloadbalancing:ModifylLoadBalancerAttributes",
"elasticloadbalancing:ModifyTargetGroup",
"elasticloadbalancing:ModifyTargetGroupAttributes",
"elasticloadbalancing:RegisterInstancesWithLoadBalancer",
"elasticloadbalancing:RegisterTargets",
"elasticloadbalancing:SetLoadBalancerPoliciesOfListener",

iam:AddRoleToInstanceProfile",

iam:CreateInstanceProfile",

iam:DeleteInstanceProfile",

iam:GetInstanceProfile",

iam:TagInstanceProfile",
"iam:GetRole",

iam:GetRolePolicy",

iam:GetUser",

jam:ListAttachedRolePolicies",

iam:ListInstanceProfiles",

iam:ListInstanceProfilesForRole",

iam:ListRolePolicies",

jam:ListRoles",

iam:ListUserPolicies",
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lam

lam

lam

iam
"iam
"rou
"rou
"rou
"rou
"rou
"rou
"rou
"rou
"rou
"rou
"rou
"rou
"s3:

"s3:

"s3:

"s3:

"s3:

"s3:

"s3:

"s3:

"s3:

"s3:

"s3
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:

:ListUsers",
:RemoveRoleFromInstanceProfile",
:SimulatePrincipalPolicy",
:TagRole",

:UntagRole",
te53:ChangeResourceRecordSets",
te53:ChangeTagsForResource",
te53:CreateHostedZone",
te53:DeleteHostedZone",
te53:GetAccountLimit",
te53:GetChange",
te53:GetHostedZone",
te53:ListHostedZones",
te53:ListHostedZonesByName",
te53:ListResourceRecordSets",
te53:ListTagsForResource",
te53:UpdateHostedZoneComment",
CreateBucket",

DeleteBucket",

DeleteObject",
DeleteObjectVersion",
GetAccelerateConfiguration",
GetBucketAcl",

GetBucketCORS",
GetBucketLocation",
GetBucketlLogging",
GetBucketObjectLockConfiguration"

:GetBucketPolicy",

GetReplicationConfiguration",
GetBucketRequestPayment",
GetBucketTagging",
GetBucketVersioning",
GetBucketWebsite",
GetEncryptionConfiguration",

:GetlLifecycleConfiguration",

GetObject",

GetObjectAcl",
GetObjectTagging",
GetObjectVersion",
GetReplicationConfiguration",
ListBucket",
ListBucketVersions",
PutBucketAcl",
PutBucketTagging",
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"s3:PutBucketVersioning",
"s3:PutEncryptionConfiguration",
"s3:PutObject",

"s3:PutObjectAcl",

"s3:PutObjectTagging",
"servicequotas:GetServiceQuota",
"servicequotas:ListAWSDefaultServiceQuotas",

"sts:
"sts
"sts:
"tag:
"tag:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:
"ec2:

"kms:

AssumeRole",

:AssumeRoleWithWebIdentity",

GetCallerIdentity",

GetResources",

UntagResources",
CreateVpcEndpointServiceConfiguration",
DeleteVpcEndpointServiceConfigurations",
DescribeVpcEndpointServiceConfigurations",
DescribeVpcEndpointServicePermissions",
DescribeVpcEndpointServices",
ModifyVpcEndpointServicePermissions",
DescribeKey",

"cloudwatch:GetMetricData"

1,
"Effect":

"Allow",

"Resource": "*"

"Action":

L

"secretsmanager:GetSecretValue"

1,
"Effect":

"Allow",

"Resource": "*",
"Condition": {
"StringEquals": {

aws :ResourceTag/red-hat-managed": "true"

[ 5 AH-ControlPlane-Role-Policy

[Prefix]-ControlPlane-Role-PolicyE IAM ME|E|of AZE
CHAEE MM52dE HA{Oo| HAME BHe IAM &of @133l oF gfLICH[Prefix]-ControlPlane-
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"Version":"2012-10-17",
"Statement": [

{

"Action": [
"ec2:AttachVolume",
"ec2:

"ec2:

ec2:
"ec2:

CreateTags",
CreateVolume",
ec2:
DeleteVolume",
Describe*",
DetachVolume",

"ec2:
ec2:
"ec2:
ec2:
"ec2:

ModifyVolume",
ec2:

"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
"elasticloadbalancing:
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E Zolg 5 AEISHE Amazon EC2 Elastic Load
gt Het2 R0 LICH KMS keys.
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steig x|

gfLICH.

AuthorizeSecurityGroupIngress",
CreateSecurityGroup",

DeleteSecurityGroup",

ModifyInstanceAttribute",

RevokeSecurityGroupIngress",

AddTags",
AttachLoadBalancerToSubnets",
ApplySecurityGroupsToLoadBalancer",
CreatelListener",
CreatelLoadBalancer",
CreatelLoadBalancerPolicy",
CreatelLoadBalancerListeners",
CreateTargetGroup",
ConfigureHealthCheck",
DeletelListener",
DeletelLoadBalancer",
DeletelLoadBalancerListeners",
DeleteTargetGroup",
DeregisterInstancesFromLoadBalancer",
DeregisterTargets",

Describe*",
DetachLoadBalancerFromSubnets",
ModifyListener",
ModifylLoadBalancerAttributes",
ModifyTargetGroup",
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"elasticloadbalancing:ModifyTargetGroupAttributes",
"elasticloadbalancing:RegisterInstancesWithLoadBalancer",
"elasticloadbalancing:RegisterTargets",
"elasticloadbalancing:SetLoadBalancerPoliciesForBackendServer",
"elasticloadbalancing:SetlLoadBalancerPoliciesOfListener",
"kms:DescribeKey"

1,
"Effect": "Allow",
"Resource'": "*"

[ 5 AH-Worker-Role-Policy

[Prefix]-Worker-Role-PolicyE IAM QIE|E|0] A& 5= QI&LICE ROSA 224l EBHAHE
MAstedm Hx{o| M E 2HeE IAM & ol A8l oF B LICH Prefix]-Worker-Role. O] 242
ROSA 2zi4lofl Azt = E2 M¥E|E= EC2 QAEHAS M= o ZRFt MEts 2oigLch

Ol B2 2 Mofl HOIEl HEH2 SIS EILL HEEIE B xIFELICH

{
"Version":"2012-10-17",
"Statement": [
{

"Action": [
"ec2:DescribeInstances",
"ec2:DescribeRegions"

1,

"Effect": "Allow",

"Resource": "*"

}
]
}

[ 5 AH-Support-Role-Policy

[Prefix]-Support-Role-PolicyE IAM E|E|0]| 012 E &= QI&LICEH ROSA 24l EHHAEHE
MM 5tE{™H HX{ 0| HAMZ 2= IAM A& of ¢3ZA35HoF &f LICt[Prefix]-Support-Role. O HEE
S{AE L E HEHE HASIE 7|sS £E&350{ ROSA 224 E2X{AE{7} AA83FlE AWS E|AAE
ZHaF FiE 4 X|HEHE Ol 28 HEHE Red Hat AO|E Al2|4A Al X|L|o{2loi| S o4EtL|C}.
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"Version":"2012-10-17",
"Statement": [
{
"Action": [
"cloudtrail:DescribeTrails",
"cloudtrail:LookupEvents",
"cloudwatch:GetMetricData",
"cloudwatch:GetMetricStatistics",
"cloudwatch:ListMetrics",
"ec2-instance-connect:SendSerialConsoleSSHPublicKey",
"ec2:CopySnapshot",
"ec2:CreateNetworkInsightsPath",
"ec2:CreateSnapshot",
"ec2:CreateSnapshots",
ec2:CreateTags",
"ec2:DeleteNetworkInsightsAnalysis",
"ec2:DeleteNetworkInsightsPath",
"ec2:DeleteTags",
ec2:DescribeAccountAttributes",
"ec2:DescribeAddresses",
ec2:DescribeAddressesAttribute",
"ec2:DescribeAggregateIdFormat",
ec2:DescribeAvailabilityZones",
"ec2:DescribeByoipCidrs",
ec2:DescribeCapacityReservations"”,
"ec2:DescribeCarrierGateways",
ec2:DescribeClassiclLinkInstances",
"ec2:DescribeClientVpnAuthorizationRules",
ec2:DescribeClientVpnConnections",
"ec2:DescribeClientVpnEndpoints",
ec2:DescribeClientVpnRoutes",
"ec2:DescribeClientVpnTargetNetworks",
ec2:DescribeCoipPools",
"ec2:DescribeCustomerGateways",
ec2:DescribeDhcpOptions",
"ec2:DescribeEgressOnlyInternetGateways",
ec2:DescribeIamInstanceProfileAssociations"”,
"ec2:DescribeldentityIdFormat",
ec2:DescribeIdFormat",
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ec2:DescribeImageAttribute",
"ec2:DescribelImages",
"ec2:DescribeInstanceAttribute",
"ec2:DescribeInstances",
ec2:DescribeInstanceStatus",
"ec2:DescribeInstanceTypeOfferings",
ec2:DescribeInstanceTypes",
"ec2:DescribelnternetGateways",
ec2:DescribelIpv6Pools",

"ec2:DescribeKeyPairs",
ec2:DescribelLaunchTemplates",
"ec2:DescribelocalGatewayRouteTables",
ec2:DescribelocalGatewayRouteTableVirtualInterfaceGroupAssociations",
"ec2:DescribelocalGatewayRouteTableVpcAssociations",
ec2:DescribelocalGateways",
"ec2:DescribelocalGatewayVirtualInterfaceGroups",
ec2:DescribelocalGatewayVirtualInterfaces",
"ec2:DescribeManagedPrefixLists",
ec2:DescribeNatGateways",
"ec2:DescribeNetworkAcls",
ec2:DescribeNetworkInsightsAnalyses",
"ec2:DescribeNetworkInsightsPaths",
ec2:DescribeNetworkInterfaces",
"ec2:DescribePlacementGroups",
ec2:DescribePrefixLists",
"ec2:DescribePrincipalIdFormat",
ec2:DescribePublicIpv4Pools”,
"ec2:DescribeRegions",
ec2:DescribeReservedInstances",
"ec2:DescribeRouteTables",
ec2:DescribeScheduledInstances",
"ec2:DescribeSecurityGroupReferences",
ec2:DescribeSecurityGroupRules",
"ec2:DescribeSecurityGroups",
ec2:DescribeSnapshotAttribute",
"ec2:DescribeSnapshots",
ec2:DescribeSpotFleetInstances",
"ec2:DescribeStaleSecurityGroups",
ec2:DescribeSubnets",

"ec2:DescribeTags",
ec2:DescribeTransitGatewayAttachments",
"ec2:DescribeTransitGatewayConnectPeers",
ec2:DescribeTransitGatewayConnects",
"ec2:DescribeTransitGatewayMulticastDomains",
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ec2:DescribeTransitGatewayPeeringAttachments",
"ec2:DescribeTransitGatewayRouteTables",
"ec2:DescribeTransitGateways",
"ec2:DescribeTransitGatewayVpcAttachments",
ec2:DescribeVolumeAttribute",
"ec2:DescribeVolumes",
ec2:DescribeVolumesModifications",
"ec2:DescribeVolumeStatus",
ec2:DescribeVpcAttribute",
"ec2:DescribeVpcClassiclLink",
ec2:DescribeVpcClassicLinkDnsSupport",
"ec2:DescribeVpcEndpointConnectionNotifications",
ec2:DescribeVpcEndpointConnections",
"ec2:DescribeVpcEndpoints",
ec2:DescribeVpcEndpointServiceConfigurations",
"ec2:DescribeVpcEndpointServicePermissions",
ec2:DescribeVpcEndpointServices",
"ec2:DescribeVpcPeeringConnections",
ec2:DescribeVpcs",
"ec2:DescribeVpnConnections",
ec2:DescribeVpnGateways",
"ec2:GetAssociatedIpv6PoolCidrs",
ec2:GetConsoleQutput",
"ec2:GetManagedPrefixListEntries",
ec2:GetSerialConsoleAccessStatus",
"ec2:GetTransitGatewayAttachmentPropagations",
ec2:GetTransitGatewayMulticastDomainAssociations",
"ec2:GetTransitGatewayPrefixListReferences",
ec2:GetTransitGatewayRouteTableAssociations",
"ec2:GetTransitGatewayRouteTablePropagations",
ec2:ModifyInstanceAttribute",
"ec2:RebootInstances",

ec2:RunInstances",
"ec2:SearchlLocalGatewayRoutes",
ec2:SearchTransitGatewayMulticastGroups",
"ec2:SearchTransitGatewayRoutes",
ec2:StartInstances",
"ec2:StartNetworkInsightsAnalysis",
ec2:StopInstances"”,

"ec2:TerminateInstances",
"elasticloadbalancing:ConfigureHealthCheck",
"elasticloadbalancing:DescribeAccountLimits",
"elasticloadbalancing:DescribeInstanceHealth",
"elasticloadbalancing:DescribelistenerCertificates"
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"elasticloadbalancing:Describelisteners"”,
"elasticloadbalancing:DescribeloadBalancerAttributes",
"elasticloadbalancing:DescribelLoadBalancerPolicies",
"elasticloadbalancing:DescribeloadBalancerPolicyTypes",
"elasticloadbalancing:DescribelLoadBalancers",
"elasticloadbalancing:DescribeRules",
"elasticloadbalancing:DescribeSSLPolicies",
"elasticloadbalancing:DescribeTags",
"elasticloadbalancing:DescribeTargetGroupAttributes"”,
"elasticloadbalancing:DescribeTargetGroups",
"elasticloadbalancing:DescribeTargetHealth",
"iam:GetRole",

"iam:ListRoles",

"kms:CreateGrant",

"route53:GetHostedZone",
"route53:GetHostedZoneCount",
"route53:ListHostedZones",
"route53:ListHostedZonesByName",
"route53:ListResourceRecordSets",
"s3:GetBucketTagging",

"s3:GetObjectAcl",

"s3:GetObjectTagging",

"s3:ListAl1MyBuckets",
"sts:DecodeAuthorizationMessage",
"tiros:CreateQuery",

"tiros:GetQueryAnswer",

"tiros:GetQueryExplanation"

1,

"Effect": "Allow",

"Resource": "*"

},
{

"Action": [
"s3:ListBucket"

1,

"Effect": "Allow",

"Resource": [
"arn:aws:s3:::managed-velero*",
"arn:aws:s3:::*image-registry*"

]

}
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"Version":"2012-10-17",
"Statement": [
{

"Action": [
"elasticloadbalancing:DescribelLoadBalancers",
"route53:ListHostedZones",
"route53:ListTagsForResources",
"route53:ChangeResourceRecordSets",
"tag:GetResources"

1,

"Effect": "Allow",

"Resource": "*"
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[& 5 At]-openshift-cluster-csi-drivers-ebs-cloud-credentials
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"Version":"2012-10-17",

"Statement": [
{

"Action":

"ec2

1,

"Effect":
"Resource":

ec2:
ec2:
ec2:
ec2:
ec2:
ec2:

ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:
ec2:

[
AttachVolume",
CreateSnapshot",
CreateTags",
CreateVolume",
DeleteSnapshot",
DeleteTags",

:DeleteVolume",
ec2:

DescribeAvailabilityZones",
DescribeInstances",
DescribeSnapshots",
DescribeTags",
DescribeVolumes",

DescribeVolumesModifications",

DetachVolume",
EnableFastSnapshotRestores",
ModifyVolume"

"Allow",

nin

[ 5 AH-openshift-machine-api-aws-cloud-credentials

[Prefix]-openshift-machine-api-aws-cloud-credentialsE IAM E|E|0f HAZE &= Q|
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"Version":"2012-10-17",
"Statement": [
{
"Action": [
"ec2:CreateTags",
"ec2:DescribeAvailabilityZones",
ec2:DescribeDhcpOptions",
"ec2:DescribeImages"”,
ec2:DescribeInstances",
"ec2:DescribelnternetGateways",
ec2:DescribeInstanceTypes",
"ec2:DescribeSecurityGroups",
ec2:DescribeRegions",
"ec2:DescribeSubnets",
ec2:DescribeVpcs",
"ec2:RunInstances",
"ec2:TerminateInstances",
"elasticloadbalancing:DescribeloadBalancers",
"elasticloadbalancing:DescribeTargetGroups",
"elasticloadbalancing:DescribeTargetHealth",
"elasticloadbalancing:RegisterInstancesWithLoadBalancer",
"elasticloadbalancing:RegisterTargets",
"elasticloadbalancing:DeregisterTargets",
"iam:CreateServicelinkedRole"
1,
"Effect": "Allow",
"Resource": "*"

"Action": [
"kms:Decrypt",
"kms:Encrypt",
"kms:GenerateDataKey",
"kms:GenerateDataKeyWithoutPlainText",
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"kms:DescribeKey"
1,
"Effect": "Allow",
"Resource": "*"

"Action": [
"kms:RevokeGrant",
"kms:CreateGrant",
"kms:ListGrants"
1,
"Effect": "Allow",
"Resource": "*",
"Condition": {
"Bool": {
"kms:GrantIsForAWSResource": true

[& 5 At]-openshift-cloud-credential-operator-cloud-credentials
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"Version":"2012-10-17",
"Statement": [
{
"Action": [
"iam:GetUser",

iam:GetUserPolicy",
"iam:ListAccessKeys"

]I

ROSA At73 & 7|k 2434 of| x| 104


https://github.com/openshift/cloud-credential-operator

Red Hat OpenShift Service on AWS At

0o
1z
0%
x

"Effect": "Allow",
"Resource": "*"

[ 5 AH-openshift-image-registry-installer-cloud-credentials
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"Version":"2012-10-17",
"Statement": [
{
"Action": [
"s3:CreateBucket",
"s3:DeleteBucket",
"s3:PutBucketTagging",
"s3:GetBucketTagging",
"s3:PutBucketPublicAccessBlock",
"s3:GetBucketPublicAccessBlock",
"s3:PutEncryptionConfiguration",
"s3:GetEncryptionConfiguration",
"s3:PutLifecycleConfiguration",
"s3:GetLifecycleConfiguration",
"s3:GetBucketLocation",
"s3:ListBucket",
"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject",
"s3:ListBucketMultipartUploads",
"s3:AbortMultipartUpload",
"s3:ListMultipartUploadParts"
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1,
"Effect": "Allow",
"Resource": "*"

[ 5 AH-openshift-cloud-network-config-controller-cloud-cr

[Prefix]-openshift-cloud-network-config-controller-cloud-cr& IAM 2E|E|o] O
Z2E = A&LICt 0| A2 ROSA 24| F2BAE HEXZ @O/ ASE HERXZ 2laa
£ ZZH|XHstn #Elste Ol Ze st Hete ZeteE HERT 74 HEED 2YXto|A Hoit
LICH QMR ol HEtE AL235l0 ROSA 24 28{AE{ o] A Z Amazon EC2 QIAEA 9|
ool IP FAE #elELIc 2BXtod| CHet XhA|EH LI& 2 OpenShift GitHub 223 {04 A{ Cloud-
network-config-controllerE & X 35tAI2.

¥
ro
0
12

O YA E Mol Holgl HEt2 7L HREIE &S RIFEELCH

"Version":"2012-10-17",
"Statement": [
{
"Action": [
"ec2:DescribeInstances",
"ec2:DescribelInstanceStatus",
ec2:DescribeInstanceTypes",
"ec2:UnassignPrivateIpAddresses"”,
ec2:AssignPrivateIpAddresses"”,
"ec2:UnassignIpv6Addresses",
ec2:AssignIpv6Addresses",
"ec2:DescribeSubnets",
"ec2:DescribeNetworkInterfaces"
1,
"Effect": "Allow",
"Resource": "*"

ROSA At & 7|8 Y& of A 106


https://github.com/openshift/cloud-network-config-controller#cloud-network-config-controller-cncc
https://github.com/openshift/cloud-network-config-controller#cloud-network-config-controller-cncc

Red Hat OpenShift Service on AWS AE HEM

AWS of CH8t 223 X2 ROSA

>
L
b1l
o )

ICF AWS. AWS Z 2|
& Atzdlof| CHEF Heths X

0

o 4
ol FlO

—_

i

O
-
>
u ok

AeDz EH ALE Atzi[ol chal &[4
o
=

Heolsto{ Hetg E0l=

H
mo
4
ivd
ol

Ok
o>
r
]

N
O

HolEl HEh2 wEE = glgLIch 7 Aws 22- HHof Mol #HEtE AWS

| AEE 2 2ot A Xt SHAMER, 28 & gghof| IF
2 O|ZIL|CH AWS AWS AH|A = M7F A|ZFE| AL 7|&E )\-||:||Ao1| M API ZHoiS Al 8 £ o7 £|od
AWS ZZ|8 Y2 UO0|EE 7t540| =&LICE XtAIEH LIS 1AM AFHE AHA{S] AWS ZE[F

AWS ZH 2|3 H3: ROSAManageSubscription

ROSAManageSubscription HHE IAM AEE[of| AZE = U&LICH. ROSA 2£& ROSA (ME
AWS &/d35t6t7| Toi BHx{ o] HAE IAM ghof edZsHoF &Lt

O] HA2 ROSA #5552 ztelshs ol 228 AWS Marketplace ™82 048 L|C}.

« aws-marketplace:Subscribe - AWS Marketplace M|&2 7S & £ Q= HEtE BoigLict
ROSA.

« aws-marketplace:Unsubscribe - E2F F&|7} AWS Marketplace A& 01 CHEt 2 NMAHE

= A& LI

« aws-marketplace:ViewSubscriptions - 2ot Fi|7} 252 2
Marketplace. O|= 22t IAM FX|7t At& 7t58t AWS Marketplace +
Zegfict

MA| JSON HEH 2 A
SHMI2.

=l

0%

Hed# AWS

jn
rk

A & X oL A{S] ROSAManageSubscription2 & X

AWS Z 2|3 M 107


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/ROSAManageSubscription.html

Red Hat OpenShift Service on AWS

ROSA with HCP 7| =4
O MMMz EAEE ZHEE Z8QI(HCP)O| = ROSAM E 8t H™E Mo Ciet Mg HEE
M3ELCt o248t AWS Z2l=E HE2 ROSAMA HCP IAM & ot 87 At&5te HEtE FIHE L
Ct. Red Hat AtO|E AlE|d AX|L|I0{RSRE) 7| XY, EHAE Hx|, HEE Z0¢l X HAFE 7Is
of H&tol 2 EfLct,
(® Note
AWS ZHE|3 A2 ROSAMM SAEIE HEE Z7QHCP)TH B7H AL 5H7| I8t ZelL
Ct. ROSA 224 2E{AEHE 12 #HEIE IAM S AFSELICEH ROSA 2cH 4] Aol CHEt
RtA[EH LHE 2 the section called “ROSA 24 A A" Al MME 3 X 6t M| the section
called “ROSA Z A QIALR} ZI2H,
AWS #2[8 H&: ROSAWorkerlnstancePolicy
IAM HE{E|[ROSAWorkerInstancePolicy|E& HAE & U&LICH EHAEE H4Ms5t7| Hojo| H
Mol oAZAE IAM & 0| QlofoF & L|CH ROSA MH|AE AFXIE CHAISHO CHE AWS MH|A E &
EgfLCt o|Z A ot Z FHHAEAM AHE5HE 2|AAE EElE = UsL .
e Mg EE
O HEHol= ROSA Z YAt = E7I OIS U2 2EE = UL S 585t= O HEto| Z&E[o] U&
L|Ct.
« ec2-ROSA ZHHAE WX L& £0 F7| 22| Ystoz AWS 2|7 L Amazon EC2 ¢!
A NS HEE HotgrLct
« ecr - 2AE Mx| L YR L= £F F7| 220 2238 ROSA #2188 ECR EIZX|EZ|9] Of
O|x|& W75t 7FXK{SL|C}.
A JSON H2 2 ME EoiH AWS ZE2[E M2 F X oAl ROSAWorkerlnstancePolicyE & &
SHMI2.
AWS 2|38 H2: ROSASRESupportPolicy
ROSASRESupportPolicyZ IAM E|E|of HAZHE =~ Q&LICH
SARIEIZHEE EoQl 2B{AE7} /= ROSAE dd5t7| Tofl HA{o| HA S IAM 4& o ¢4 3H
OF BfLICH O] HA2 ROSA SHAE & MEHE HP5E 7I5S Z #5650 ROSA 2E{AE{QL ¢

x4 H
o=

AWS 22|

108


https://docs.aws.amazon.com/aws-managed-policy/latest/reference/ROSAWorkerInstancePolicy.html

Red Hat OpenShift Service on AWS AE HEM

E ME|d Al x|L]o]

7=15| AWS EV\/\E PN| -I i~y C

=, -

(SREs)0i|A| F04&FL|Ct.

o
Ral
rio
9'|_|
rr
inl
15}
FO
r&"
o
mo
X
D

o
T
Qo
>
9

Im

=

et Ml e

O] Y20l = Red Hat SRE7} CHS EfA3E 228 + UL S 5{&st= ChSo 22 HEHol X k|0
A& LICH.

* cloudtrail - 22{AE{Qt 2ZE AWS CloudTrail O|HIE &I F%

» cloudwatch - E2{AEQ & El Amazon CloudWatch X|E &

« ec2-Eot I8, VPCRUEXQIE M4, =& ¢Ei S E{AH HE{Q 2 E Amazon EC2 8
AE ol1 MY AEFLICE Amazon EC2 QIAEAE AR SX|, A{EE L S FLct.

« elasticloadbalancing - Ec{AE 4E|Q 2t21El Elastic Load Balancing Zt2t0O|EHE ¢111, A
sto, ZAEgL|CY.

- iam- 2{AH HENQ BRAE IAM HE S HIHELICH

« routeb3 - EAH HE{Q 2TIEI DNS HHE HAEFLICH

 sts-DecodeAuthorizationMessage- CIHHZ 2 <5l IAM HA|X|E Si&L|Ct.

02

A JSON MM EME Hi{H AWS 2 MA X et A 2| ROSASRESupportPolicyE & &3t
ME.

AWS #2[d H&: ROSAlnstallerPolicy

IAM YIE{E|ROSAInstallerPolicy0lE 3AE 4= U&LICH

SARE HEE E8Q 2BHAETE Q= ROSAE H457| Mol HX{o| Mg 2t IAM HEof
odZdalok ELICH[ Prefix]-ROSA-Worker-Role. O| M2 2 S5l AE|E|E [Prefix]-ROSA-
Worker-Role iEHE [2E ZE HY S QAAHA Z2utof FIHE 4 U&LICH o] M2
ROSA 2Z{AE MRIE X|#sHE AWS 2|42 8 BE(stE Ol ERE HEtE x| T2l Foig
Lict.

Het M2 R

CtEa 22 Teto| Z&hElo]

ok

18

P

ol
[e]l]
rr

A 0
T ATE

o] YHoll= dX| &2xt7t ChS B A3
&Lch

2=

jn

« ec2 - Red Hatoll M AWS HA™HE AR5t ZEStE0M SARE|IE AMIs AF 35104 Amazon EC2 Q!
ABIAE MEEILICH Amazon EC2 =EQF HAZAE! Amazon EC2 QIAEIA EE L HEQT 2[4

AE
AE MAEErLICE O] MEH2 Kubernetes Z1EE Z8Q10| QIAEHAEZ S B{AE| ZQI5tT EE{A

AWS 223 &2 109


https://docs.aws.amazon.com/aws-managed-policy/latest/reference/ROSASRESupportPolicy.html

Red Hat OpenShift Service on AWS AE HEM

E{7} 22{AE Lol QIARHAO| EXE HIIE = ULS 57| 2la 2L ELICH Amazon VPC.
Amazon EC2 8% 0f2F2 ZAI5t0{ ROSAL| ME2 &F 02 7|52 RIHFLICE o YxI5t=E
Eia 7|& AF&35t0d A‘|EL71'°| Ei2ofl Ef2E X|™Hstn AN ELICH kubernetes.io/cluster/
*n Ol EMHAE £ AI8E|lE 2E WRHMIF M 758 MEHH AT MHEES 5t1
Kubernetes 22{AE AME E|J & #2[5t= ol 2 EL(Ct

« elasticloadbalancing - 2EHAES| i 2o 2EE WHME FIHELICH E2{AES| CHa
L EOAM 2E WRHME M HELICE o] HEH2 Kubernetes Z1EE Z72|210| Kubernetes A{H|A &
OpenShift OHZ 2|71 0| MH|AM @&E 2 WHME SMHORE Z2H|XIJE = ULET 517
Q& 2ot

* kms - AWS KMS 7|& &411, HEF F0{& d'd & 22|t Amazon EC2, 2|F0M AL8E &8t

CHE CIO|E 7|E BHEtEFLICH AWS KMS. E2{AE M8 Al etcd ¥ 2871 #8935 E 32 ¢S5t
etcd CIO|E{E At&6t= ol EELICH

(@]
T

o iam-IAM g 2 HMS HAEFLICH E{AE2 #2El Amazon EC2 QIARA ZZ20UE 5™
oz ZZH|XstD &2 OIAEIA =
ZI}EHL

|&fLICt. iam: TagInstanceProfile ™&t2 A& 3104 IAM QA
guwoﬂ EH:L ||:+. 1724 X|H 22{AH OIDC 327t F2H ko E2{AH MAx|of Aulst

« route53 - %E—I£E1§ MMEE O 228 Route 53 E|AAE BE|ELICEH

- servicequotas - 22{AEHE MdEst= Ol 28 MH|A E§2E 2 WoterLIct

« sts-ROSA 74 A0 CHEF LAl AWS STS Atd EH2 e LICH E{AE MMH2 /6 AHA
FHS =g ct

- secretsmanager - EHAE ZT2H|X'Jo| LE

£ HIY 2tS el&Lich

o
|0
HU
k=l
N
=
]

0ok
@)
O
e}
-

0%
mjo
ro
g'l_l
E

oo
ol

HO

A JSON HAM EME HiiH AWS 2 MA X LA 2| ROSAInstallerPolicyE & Z6HM|L.

AWS 2™ H3: ROSASharedVPCRoute53Policy

IAM @IE{E|ROSASharedVPCRoute53Policy0

y
A EBRVPC HZOIMCIEE 358 4 Q= sfeipio g

i M
HJ_

>.

n

N

>

=

w

x

=

0| H2H2 ROSA Mx| Z2|Xt7 Route 53 BIZEE T HSIEE S{EELICE o] HAM2 2K VPCO|A
AME3H7| 28t 70| 2] VPC AFE Atg|ofl 37| =X El Route 53 HEHel 59| &lgr2 AMZ&huct
et ME HE

0l Aol = ROSA Mx| BEIRIV} CHE &HeiS RBE 4 AT S 5185t T+ HEH0| ZEEI0] s
L|Ct.

AWS 223 &2 110


https://docs.aws.amazon.com/aws-managed-policy/latest/reference/ROSAInstallerPolicy.html

Red Hat OpenShift Service on AWS At

ol
nx
0%
x

* route53 - DNS ¥ HES 7|Z DNS B|Z=E 21 #Xi DNS 74
2 olsiEuct. ,,, & Z&8 £ ROSA &z Q) miEof CHEHA
Ok DNS 2|ZE . hypershift.local.openshiftapps.comE& 4
A .devshift.org.openshiftusgov.com, &% & &X[&L|Ct. devshiftusgov.com. ElA&A

e 2 =X 2|50 Route 53 ElAA0 Ef2E F7t, £8 E= M HEHLICH

+ tag - ROSAOIM B2|5t= AWS E[&AE AH5t= O 88 EfOE 7B R 2[AAE HMSI T
Lidghct.

Z| A TS| JSON HA 2 ME Z35t0od Ao CHEF AFAIEH LHE 2 AWS e[ HA & & ofLl

M2| ROSASharedVPCRoute53PolicyE & Z3HMI2.

AWS zH2|d H&: ROSASharedVPCEndpointPolicy

IAM RIE{E|ROSASharedVPCEndpointPolicyHE A& & Ql&LICt ROSA EB{AE{7 AWS M
HA 3R] VPC 2 E0|MCIEE S £ = UL S ste{HO0| YA Z 1AM d&ol| edZAsH oF g LCt.

YA 2 ROSA Mx| #HElxt7t 3% VPC Bt ZolM VPC JIEZQIE L Hot OFEg F4E

W 2
gl_'
0 J
o
A
Ami

Ol BMofl= ROSA Ml BEIAV} CHE SIS R 4 UTS 5{B5Hs T+ HEH0l T Elof AL
Lict

N
gl
o

i

- ec2- HES3 A olalisty| fIsi VPC JEXQIE, VPCs B 2|AAE MYF = o]
steduich Bl 7|8 MEto| Ris 2ot a5 S dd, A & 78504 ROSAZI E0{AH HIEQIZE
et 2ot D &S Ydstn #ElsHE SAl0l S ROSA Bt X|HE 2| AAZE KMEHE + Q)
&LICH Bl 7|8k Mgto] /= VPC EZRIEE dY, =8 & 4 XI5tH ROSA AWS MH|A 7t &
S VPC BHZ30i Mofl CHEt 2ol 94742 Qs VPC A= ZQEE MMt T palgt £ A&Lct X

o

— T AAH
M 2laa Al 2 BE|E Q5] MZ MHEI VPC AERZQIE S Bot D50 EfOE MEF L

Z|[A Tl JSON HA EMHE Z & oto] Ao CHt RhA[EH LHE2 AWS 2l &3 & X oLl
M9| ROSASharedVPCEndpointPolicyS & & 5HM 2.

ROSA2} HCP 2K} X4=H

of MMMz =ARE ZHEE ECI2(HCP)O| %/= ROSA0| H2Et 2QAH GHo et M5 BEE
MBEL|Ct olz4E AWS 2™ HAME HCPLF &7 ROSAE At =

0o
g'l_l



https://docs.aws.amazon.com/aws-managed-policy/latest/reference/ROSASharedVPCRoute53Policy.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/ROSASharedVPCEndpointPolicy.html

Red Hat OpenShift Service on AWS AE HEM

g & A&LICE OpenShift 2 X7 ROSA with HCP 2E8{AE =E& #E2lg & U5 52 H
Ol & LIt

ret

@ Note
AWS ZHE[E EM2 i
Ch ROSA 224 22AEE 17 #2138 1AM B2 A8 EfUCh
KEMIBH LI 2 the section called “ROSA ZeiA] Al Ha al MM
called “ROSA Z 24| Q4R HAH,

B AHE5H7| {8 AL
OSA ZcHA| HaHof CHst
2t = 5t M| 2the section

mlo ;U

AWS #2[d H&: ROSAAmMazonEBSCSIDriverOperatorPolicy

IAM 2IE{E|[ROSAAmazonEBSCSIDriverOperatorPolicydE& A% & Ql&L|Ch
E ZoQ 2AE A= ROSATICIEE &8 = UL 5 st2{THo| HAME
Zatiok BrLICH AWS MH|A. ZF SE{AE0lE TRE 2UAE g Hgrol 2oL

0| =2 ROSA 22{AE{0] Amazon EBS CSI E2I0|HE MxIstD K| #alsts o 23t Hets
Amazon EBS CSI =210[t] 2 BRIl AH| Fo{FfLICt 2 QX0 CHEr XbAMIEF L& 2 OpenShift GitHub
MH MO M aws-ebs-csi-driver 2 BXIE & XML

H

HEh Ml HE

rot

O| H2of = Amazon EBS =20/ 2JAt7t CHE 2SS 228 + ULS §{&st= OHS TEto| 2
g zlo] A& LI

« ec2-Amazon EC2 QIAEIAON| ¢dZAEl Amazon EBS E58 MM £ 043 2| &l Ax||&L|ct.
Amazon EBS 28 AUHAFS MM Gl AX|Sl T Amazon EC2 QIAEIA E8 S AMHAFS LIS
C}.

M| JSON Ha EME EdH AWS 28 Ha 2 X oA 9|
ROSAAmMazonEBSCSIDriverOperatorPolicyE & X 35tMI2.

AWS 2™ HA: ROSAIngressOperatorPolicy

IAM 2IE{E|ROSAIngressOperatorPolicyOll§ HEE & U&LICH ZARE HEE SoiQl 28
AE{7H Q= ROSAZICHEE S EE & UL T sttdm0]| Y S 2 BX 1AM ol AdZsHof & Lct

AWS MH|A. ZF EE{AEME=E 1

30
ok
o
02
P2
12
ek
IRl
o
o
5]
FO
ok
r
o

AWS Z 2|3 M 112


https://github.com/openshift/aws-ebs-csi-driver-operator#aws-ebs-csi-driver-operator
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/ROSAAmazonEBSCSIDriverOperatorPolicy.html

>
0%

Red Hat OpenShift Service on AWS AP MEHM

O] HA2 =4l ALK | ROSA EHAE{0| CHEH 2= WHAM 2 DNS +AHE T2 H|X'Est D #E|
Ste O Zesh Het2 2odgfLict o] Mae ef Zholl et 47| HMAE &{eLct aH S o
AtXHE Route 53 ElAA Q| BT 2FE TEIRSt0] AR HAZ HMELICH 2BXtod| CHet REAIEH LY
&2 OpenShift GitHub A& M0 A OpenShift =41 2UXHE FHESHML

- elasticloadbalancing - Z2H|XJE 2= WHAMO| 4ENE HBEFLICH

« route53 - ROSA 2{AE0{| A X|o{5t= DNSE £ 2|5t = Route 53 EAE IH g LIPst T Bi|=2
EE HEgLoH

* tag - tag:GetResources HetE AF&35to El7F X|IHE 2[AAE BE|FLICH

A JSON M2 EME HiedH AWS 2 21- HA X LA 2| ROSAIngressOperatorPolicy & & &
A 2.

AWS 2|8 H&: ROSAlmageRegistryOperatorPolicy

ol 28{AE|7l| /= ROSAVI CIEE & A
gLiC AWS MH|A. ZF SE{AEOE 198 2YA 9E &Eto| 2 Ehuct.

O| &2 Image Registry Operator0i| Z22{AE ROSA L O|0|X| BIX[AEZ| & SIE Z & TS M
HIAO| CHEt 2| AAE T2 H|M'JStD #t2lsts ol 2Et MEt2 Fo4&LICh ol 2Q¥A7I ROSA
Ze{AEo| LR BIX|AEEIE dRlstn FX| 22|57 s ERELICH 2QRtof ChiEh REMIE Lig
2 OpenShift GitHub B AM0i| A O|O[X| B[R AEE| RHXE FESHAM L.

Het M2 e

Io

O

| Aol ol0|x| BIXIAEE| 2UATI OHE SXS BBY £ UL S 5185 TSI L Mol

e E|of &L

}

+ s3-Amazon S3 HZ!& ZiE{|o| o|0|X| 2EI= 3! F2{AE HEIH|O|E{e| d+ AEE|X|ZE &2
ol o WopehLct.

A JSON HH EME EHi2d™H AwS z2ld ™
ROSAImageRegistryOperatorPolicyE & &= 5l All

SERTE PO ]

O 2

AWS Z 2|3 M 113


https://github.com/openshift/cluster-ingress-operator#openshift-ingress-operator
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/ROSAIngressOperatorPolicy.html
https://github.com/openshift/cluster-image-registry-operator#image-registry-operator
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/ROSAImageRegistryOperatorPolicy.html

Red Hat OpenShift Service on AWS AE HEM

AWS #2[d H&: ROSACloudNetworkConfigOperatorPolicy

IAM RIE{E|ROSACloudNetworkConfigOperatorPolicyd& A& &
E Zoiel EHAETJI U= ROSATICHEE 3 £8 = UL S stodHo| WA E 2UXRHIAM HEof o
ZsHof ELICHAWS MH|A. ZF 2E{AEOlE IR/ 2HA Qg EEo| HFELICH

0}04 ROSA %E—lAE-IOI UL Z Amazon EC2 QIAEA 9| MEP0|H' IP —’F—_/.\_S JElE
gt RtAIEH LHE 2 OpensShift GitHub A& A0 Al Cloud-network-config-controller& & ZF_ﬁP IEP_.

ol Hiols BateE WEYD T4 HESH SYRII O] HHAIE FEY £ UTS 518s= o
g1 ¢ Hato| Zatslof laLic

+ ec2 - ROSA EHAE{0| A Amazon EC2 QIAEIA Amazon VPC MEUY! &l EtzdX | EL|3 QIE
C

n ,
Ho|AE 2Adst7| e F 82 i1 €T st dHELICH

A JSON HHM EME E2dH AWS 22/ 8 X oAl
ROSACIoudNetworkConfigOperatorPolicyE & X 3tMI2.

AWS ZH 2|3 HA: ROSAKubeControllerPolicy

IAM QIE{E|ROSAKubeControllerPolicy0l|E AZ2e = U&LICH SAREI ZHEE Eoi2l 25
AE{7t U= ROSAVICHEE S £ = UL S StE{H0| B EZ 2HX IAM A&rol| edZ5HoF g LICtH
AWS MHIA. ZF FE{AEOlE IRE 2QA Gg Aol 2L cH

O| WM kube ZIE E2{0i| 8t &2| ™8t Amazon EC2 Elastic Load Balancingzt S ARIE ZE
£ Eo2 E22E7t 1= ROSAO CHEF AWS KMS ElAAE FoiffLIct o] ZHE &2 ol ChEh RtAl
gF LIE2 Openshift dB | ZIEEE] ot 7[HXE HZ5HAIL.

H

—

rot

Mg e

O] YHol= kube ZHEEEH7I CI S EATE R E & QU5 51&ste S 242 HEro| Z & &0
A& LICH

+ ec2-Amazon EC2 QIAEIA HOot D F0f EfOE MM, &K & FIHELICH QHIRE #2g Bt
0| F7HELCH 7t8 o %' Amazon EC2 QIAEIA BIQEIEO|E, 29t OE, VPC, MEHEZE M
M5t |C}

[N =| .

AWS Z 2|3 M 114


https://github.com/openshift/cloud-network-config-controller#cloud-network-config-controller-cncc
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/ROSACloudNetworkConfigOperatorPolicy.html
https://hypershift-docs.netlify.app/reference/controller-architecture/

Red Hat OpenShift Service on AWS AE HEM

« elasticloadbalancing - Z2E WM L sHE
E dMstD gelELch ciyd I8 S ST X S
|

=
HHEAA 0] Amazon EC2 QIAEIAE EE LI S8 F A5 2
« kms - AWS KMS Z|0i CHEt M| HEE AMELICH Se{AE MM Aleted 537 EMsIE 4
? A 535E etcd OIOIE{E AFESHE Ol HEFLICE

A JSON M2 EME HiedH AWS 2E21-8 HA X LA 2| ROSAKubeControllerPolicyE & &
SHAI2.

AWS 2|8 H&: ROSANodePoolManagementPolicy

IAM 2IE{E|ROSANodePoolManagementPolicyOll§ Q1Z4E
SAE{7} 9= ROSA7I CHE AWS MH|AE 35 o
oiZsliof BrLICh 2t B2{AE(olE TR UK A Tgtol Y

O A2 At L E2 #2|Zl= Amazon EC2 QIARIAE MY, M8 Ul Z25t= o e st Het
£ NodePool ZIE E240]l R 04 LICH £3H0| HH 2 AWS KMS 7§ AL85t04 XXt .= RE =
Eo|ClA3 AS53HE 51851, HUR =0 AAE BN HESZ ETo|A0 4O E X|H5
1, Amazon EC2 8% 01|<%F of AMAE = Q= HEHS Fo&LICh o] HEED{of CiEh RhMlE LIS
2 OpenShift MBEAMO| ZHEET] o} 7|EIX{E R ZHAMI2.

Het M2 e

O Mol =& E ZHEEHII IS EHAIE R Y + UL S 5183tE S 22 HErol ZF K

01 A& LICH.

 ec2 - Red Hatol M AWS HH 2735t BE[st=0MH ZARE|= AMIs AHE 5101 Amazon EC2 2l
AEAE AEELICH ROSA 2B{AEOMEC2 =Y £7|E #ElFgUc At tEE SXHo=E
M35l 1 Elastic Load Balancing Amazon VPC, Route 53 Amazon EBS, &2t & & LICt Amazon
EC2. ROSAS| 8T of|ef 7|52 X|ot7| flol 8T of 2Fofl HM|AStT HBEELICH

- iam- 2= MH|A 247 &S Elastic Load Balancing S1E AHS &L

CtAWSServiceRoleForElasticlLoadBalancing. Amazon EC2 QIAEA Z 2 mielof (¢
l:I-oI-L_||:|._
o H

ok

« kms - AWS KMS 7|E ¢z, Het H2042 M4 &l #2512 Amazon EC2, QIR 0|M AHEE 18t
CHE Cl|O|E| 7|8 HtetEtL|C AWS KMS. 7 tE SE E8290|C|AT ¢332 5{25t=0l Ze
gt
=]

AWS Z 2|3 M 115


https://docs.aws.amazon.com/aws-managed-policy/latest/reference/ROSAKubeControllerPolicy.html
https://hypershift-docs.netlify.app/reference/controller-architecture/

Red Hat OpenShift Service on AWS At

ol
nx
0%
x

M| JSON HA EME HdMH AWS (8 Ha 2 X oA 9|
ROSANodePoolManagementPolicyE & X 35HMIL.

T

AWS ZHE2|& HE: ROSAKMSProviderPolicy

UE ROSA7P OEE &Y = ULSE PE=|'.:‘_=|O =
HlA. ZF SEHAE0lE IRE 2QA 9 HEo| EELICH

AWS KMS 7|E Zt2|sle O 2t Hetg2 7|12 X3
Amazon EC2 7} AWS & 53} Z2X}7} etced G|O|E

O| §X2 etcd CIOIE] A5 3EHE XI-‘Hﬁf
B 4 | 2
718 A5t = {8 LICH o] MSAtoll CHEh RhMIEF

AW =.*§_§|- XI- of 7-||

+ kms - AWS KMS 7|8 53}, 255t 2 ZMELICH BHAE 44 Al eted Y287 B ABHE 2
@ 2 535t%l etcd GIOIEIS AFRSHE O TRELICH

A JSON HA 2 ME EoiH AWS ZE2[E M F X oAl ROSAKMSProviderPolicy & & = &t
ME.

AWS #2[d H&: ROSAControlPlaneOperatorPolicy

Cl SARIEI ZHEE Z¢ 2
—;-FAAEM /= ROSA7I CIEE SEE £ QT E 6+E=ID:|OI MAS 224K} 1AM d&of 21735l of &
LICF AWS MH|A. ZF SEAEo|E IR 2¥AF de 2Eo| 2egh|ct

ol dX2 HEE Eoiel 23xto| ZAEE ZEE 82 F2HAE7F = ROSA CHEt Amazon
LR |5tE Ol 223 HErE FoigfLIct o] 2AHXtol ChEh RtMIEF LIS
=

AWS Z 2|3 M 116


https://docs.aws.amazon.com/aws-managed-policy/latest/reference/ROSANodePoolManagementPolicy.html
https://github.com/kubernetes-sigs/aws-encryption-provider#aws-encryption-provider
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/ROSAKMSProviderPolicy.html
https://hypershift-docs.netlify.app/reference/controller-architecture/

Red Hat OpenShift Service on AWS At

ol
nx
0%
x

« route53-Route 53 B|ZE MEE LtE L HEGtD AR JAHS LIAFLICH

- RedHatManagedSecurityGroups0f| Ef1 F7}: o £ 7HEE 8@ 28Xt7t Red Hat Z2[H 2
ot JE0| Bl E XIHE &= /&Lt ol MH H 7| #E| L HCP EX{AEE AIS
g ROSAS B El Eot O F Melof et

« ManageVPCEndpointWithCondition0ll security-group/* &7t 22{AE 12)|0|= 0| VPCE =
AIHE =™ELICH 2Uxts Bt D82 F X5t VPC AEEZQIEE =HE £ Q= HElO| ER

gLk

Rt

ro
L]
>
>
1

2

x| JSON G2 EAE EdH AWS Z2|1- HA 2 LA Q|
ROSAControlPlaneOperatorPolicyE & Z5HMI2.

ROSA AWS zr2[& HaHof CHE Molo|E

Ol MHIA7H Ol 7 ASHS Z%{5t7] AIRHEH ROSA Ol R E{Q] AWS 28 B4 oo of
B MIE HEE ELICH 0] HO|XIQ] M7 Abgroll ChEt AHS YRS Woh2EdH 2 0121 Hlo|Klol A
RSS IS8 TS3AIR.

=14 ME Date
ROSAControlPlaneOp ROSAE= MAHE 2|4aA 2026 4 9
eratorPolicy - HZ 4H|0|E B 7| &2lE <5 Red Hat

ZelsE 2ot 229 B K|
Mg 5835t ManageVPC
EndpointWithConditiono]|
security-group/*& F7}5}
of F2HAE YadolE &
o VPCE 27 AT E =7
St & MAME O|0|EF
&LICh RtAMIE LHE 2 the
section called “AWS & 2|%
% =H: ROSAControlPlaneOp
eratorPolicy"& & X 5M|L.

ROSAKubeControllerPolicy - ROSAE= CH& JE0f| CHa 2 202671 38 5
A& Arl|o|= S& U S8 Fa5t7| IEt
Elastic Load Balancing #&H&

~
—
Hets) 57| s S o

AWS Z2iE BH 17


https://docs.aws.amazon.com/aws-managed-policy/latest/reference/ROSAControlPlaneOperatorPolicy.html

Red Hat OpenShift Service on AWS

ol
nx

r

T
i
N

ROSANodePoolManage

mentPolicy - H& 4| 0|E

ROSASharedVPCENdpo
intPolicy - A =328 7}

nx
0%

O

|ESHSLICEH RIMISH LIS
he section called “AWS J—FEl

~

&4 =i ROSAKubeController
Policy"& & ZX3tAL.

ROSAE Amazon EC2 &
of|2Fofl CHSt 2lAA HMAE

RIS S BuE il

>.

3H NodePooI ?;'E%E-IE E
ALE| BIAA 2|2 25l

od|Foi| HMASHT MHEE =
U&LICH XEMIEH LHE 2 th

section called “AWS Z 2|3 &

2. ROSANodePoolManage
mentPolicy’& & Z=35HM|2.

ROSAE ROSA x| &E|xt
7t 3% VPC &M vPC 2
:Eolsn |=|o|-j_ ;LA—I

7|.%HA L|C}. O] X-IxH% o
PC AFE Atgdlof A =7
C2 Hetol 5te Eet2 A
S LICH RtA[EF LHE 2 the
section called “AWS #2|3 M

of

ITI<

H 40 mo me: |

2. ROSASharedVPCEndpo
intPolicy’& & Z=3HM|2.

Date

20251 9 3

2025 8 7

AWS 223 &2

118



Red Hat OpenShift Service on AWS

ol
nx

b4 7

[ )

ROSASharedVPCRoute
53Policy - M X324 F7}

ROSAInstallerPolicy - &%H ¢4
HIo|E

Ad04
=o

ROSAE= ROSA A x| Zt2|Xt
7t 38 VPC &Z0i M Route
53 E1|_=.'_5§ TEE = UEE
ot M HMS FIIME
L—|EP O| M2 R VPC A
8 Atzof & H =HE Route
53 Metol 5t e HE 2 M3
ELICH REAIEH LI 2 the
section called “AWS # 2|8 &

- ROSASharedVPCRoute
53Policy"& & Z5tMIR.

ROSAS A x| ROSA 2|
XI7F ROSAS| MZ2 8
oflef 7|52 XI#5t7| 2I5 H
Amazon EC2 & o2 A
Agh = Q- & HAME AL
O|E¥M&L|Ct Eftol A
O|EE Sl x| &elxte=
& A El Kubernetes 2244
E E{ Z2[& "kubernet
es.io/cluster/*" <
&l Ei 7| LXIE ALSStod
MEUIo|EfOE &XE =
A& LICt KtMIEH LHE 2 the
section called “AWS & 2|8 &

X- ROSAlnstallerPolicy”& 2t
ZSHMI2.

Date

2025 8 7

2025 8 7

AWS 22|32

og

119



Red Hat OpenShift Service on AWS

2

ROSAImageRegistryO
peratorPolicy -

o 1 -~

ROSANodePoolManage
mentPolicy - H& A4H|0|E

o 1 |

ROSAImageRegistryO
peratorPolicy -

o 1 -

x4ZH oh|0|E

X4z | 0| E

ROSA= #et0| 83 HZ! El&
A LZFOR HRJ FALE

5 E"‘—h‘% .=1 H[0|ER& LICH

GovCIoud 2|1 E—roﬂ IZH°F
ROSAAEE|X| T AIE 2
SEFLCH RtME LI 2 the
section called “AWS & 2|&

M. ROSAlmageRegistryO
peratorPolicy’& & =3t M| 2.

ROSAE At =0 &
ZE B2x =93 ol
0|20l B XIHE 518
=S HAS ololE 3

&LICH AtAIEH LIS 2 the
section called “AWS & 2| &

2. ROSANodePoolManage
mentPolicy’& & Z=35HM|2.

ROSA= Red Hat OpenShift
Image Registry Operator

7t ROSA E2{AE LY o|O]
Xl HXIAEC|M AFRE
Amazon S3 HZ! & 2| E
AWS GovCloud Z|0A =
EHIMFst g = U
CE X JHng 04H|o|§2ﬂ§
LICt o] B4 AFE 2 AWS
GovCloud 2|70] CHEt ROSA
AEZX T AMEE BF
LICH REAIEE LI 2 the
section called “AWS & 2|%
A ROSAlmageRegistryO
peratorPolicy’ & & Z35IMIR.

Date

20254 52 19

20251 5% 5

2025\ 42 16

AWS 223 &2

120



Red Hat OpenShift Service on AWS

He 74

[ )

ROSAWorkerlnstancePolicy -
3 ol

ROSANodePoolManage
mentPolicy - H& A4H|0|E

o 1 H

ROSAAmMazonEBSCSIDr

iverOperatorPolicy - =& 4|

O|lE

A4 04

ROSA._ AR =T 2
PR =

H =7 J-FEIOH L 28t ROSA
#2I8 ECR EIZ X|EZ|o]

M O|0|X|E "WJlst 7tA
2 = UADE WM HOo|E
A&LICt XEMEE LHE 2 the
section called “AWS & 2|&
A ROSAWorkerlnstance
Policy’& & X35tAMI2.

ROSAE Q7ol Eja7t =&
El B2 ecEC2:Runlinstances
302t EC2 QIAEA
ot RASHA EHEEA HIES]
3 QE{H|o|A0| EfZE K|
X{st £ OlC 2 X{ZHS oify|
O|Ex&LICtred-hat-m
anaged: true .O|2{8HH
g2 HCP 4.17 224 AE{0]|
M ROSAE X|Hst= ol E
QELICH REAM[E LA 2 the
section called “AWS # 2|8

S =
=

A ROSANodePoolManage
mentPolicy’& & Z=35HM|2.

ROSAE M Amazon EBS &
LHAF HEE 204 APIE X|H

HA
OI'EE Koix—l'!% o|=-I|E”O|EAIs
aLich XM i8S the

section called “AWS Z 2|8 o

2. ROSAAmMazonEBSCSIDr
iverOperatorPolicy’E & %= &}
M.

Date

2025'A 38 3

202574 28 24

20254 18 17

AWS 22|32

og

121



Red Hat OpenShift Service on AWS

73
ROSANodePoolManage
mentPolicy - H& A4H|0|E

o 1 |

ROSAlInstallerPolicy - 234 ¢4
co|E

ROSASRESupportPolicy -
* ool

Ad04

= O

ROSAE A&t ZEto|dl
DNS O|§2 MH3l7|
5 ROSA == Z #2[X7}
DHCP 2M MEE MYHE
= AT E HAM2 Hrol|o|E

H&LICH XM LI 2 the
section called “AWS #2|8 &

2. ROSANodePoolManage
mentPolicy’& & Z=35HM|2.

ROSAE= ROSA Mx| &2|Xt
7t x5t EN 7|18 AFSSH
o MEuUlof| EjOE FIIe ¢

ol 2 KRS o |0|ESNS

LIC}'kubernetes.io/clu
ster/*" . XtA|gt LIS 2 the
section called “AWS #2|& M

X- ROSAlnstallerPolicy”& 2t
ZSHMI2.

ROSAE SRE 238 0|0i| A
ROSA 2 Ei7} X|HEl Q1A
A T2 0tlof CHEF HEE
ZAAHEH £ Ol 2 KIRHS O
Clo|ER&LICtred-hat-m
anaged . XHM|Et LI 2 the
section called “AWS 2 2|8
% =H: ROSASRESupportPoli
cy'E HEFAL.

Date

20244 58 2

2024\ 48 24

20244 48 10

AWS 223 &2

122



Red Hat OpenShift Service on AWS

ol

nx

02
x

2

ROSAlInstallerPolicy - 234 ¢4
co|E

ROSAlInstallerPolicy - 224 ¢4
clo|E

Ad04
=o

ROSAE= ROSA Mx| 22| Xt
7tof CHEF AWS ZHE|™E 23
ROSA Ol0ilAf A& 3Hs 1AM
ofgtofl HZE|0f U= 20l

mn— AN -

o
-
il
2
i
o
Q

ok
als
2
|_
1
0
l
I
I
I
—

m

>0
2%

o
C
Py
@)
w
>
i
2
<}
12
[n}

rkl |m o>
1]
i OH'I'I
g|=l
ﬂl_.>_
Pl
FE
AL}
Pal
o IIr
kK

>
of]
02.'.

o
=

4>
o I

I&L|CH REM|EH LI
ection called “AWS &
- ROSAlnstallerPolic

ro mok

i}
=
0

> | D
L |»

oot
0

it
A
ol
=

0

r<

ROSAE= 40| X|&et 2
AE OIDC 24 +& QE
ele FBHAE Mx|of A H%E
I MH|A7F AX| 22[XF

2 HAIXIE MSE = JUESH
YME Aolo|ERH&LICH E
2to| UCo|EE Salf MH|A
= 7|Z DNS 0|& MHE &
M3sto] EB{AE ZZH|X{Y
ol HSHS A5 &
A& LICH REMIEH I8 2 the
section called “AWS ZZ|3 o

o
&: ROSAlnstallerPolicy’E %t
Z3M L.

Date

20244 42 10

20244 12 26

AWS 22|32

og

123



Red Hat OpenShift Service on AWS

He 74

[ )

ROSASRESupportPolicy -
& ol

ROSAImageRegistryO
peratorPolicy -

o 1 -

ROSAKubeControllerPolicy -
Y ool

x4%H o4 0| E

Ad04
=o

ROSA = MH|A7} DescribeS
ecurityGroups APIE Al &3}
of EoF aEof CHt 217 &
UE T = JUTE YU
UOO|ERM&LICE REAIEH LK
2 the section called “AWS
2|3 HA: ROSASRESuU

pportPolicy’& & Z3tMIR.

ROSA &= Image Registry
Operator7} 14} O|E & 7}
£l 2| 2| Amazon S3 H{Z!
off CHal| 2tdE &g =
UL E HHE U 0|ERH
&LICH AtAIEE LI 2 the
section called “AWS & 2|&
M. ROSAlmageRegistryO

peratorPolicy’& & =M 2.

ROSA & kube-controller-ma
nager7t 7t& ¥, Amazon
EC2 QIAEA EI2E H|O|E
Hot OF, VPCs ¥ MEHIZ
MOYE & Ol 2 KRS o-||_-_.||
|ERELICH RtAIE LIS

h ctlon called “AWS J—FEl
. ROSAKubeController

I % HZFML.

'_"O

OOI'

o
(]
E

Date

20244 18 22

20234 128 12¢

20234 10 16

AWS 223 &2

124



Red Hat OpenShift Service on AWS

He 74

[ )

ROSAManageSubscription -
S dMo|E

ROSAKubeControllerPolicy -

A8 9ol

ROSANodePoolManage
mentPolicy - Af 2 F 7}

L
M|k

ROSA = A EE
22! Productld7} = ROSA
E FIIStEE A doo]
EFGLICH RtMIEH LHE 2 the
section called “AWS & 2|&
A ROSAManageSubscrip
tion"& A ZStMIR.

ZHEE

ROSA & kube-controller-
manager’} Network Load

BalancerZ Kubernetes AH|A

2T M AE MAEH A& ol
g HME o|o|EN&LICE
Network Load Balancer= 2
SAMo| 2 /a=2EE X‘|E|o|‘
I 2C dHMo| D ™EIP =
= x|9lgt & o= ztadst 7|_
2 M3gLIct RtMEH LIS 2
the section called “AWS & 2|
2 M. ROSAKubeController

M.

Policy’& &%=

ROSA = NodePool ZAEE

BH7F 2R s EZ 2E|E

= Amazon EC2 QIAEAE

MY AU ZEY = UL

E &8st M ¥HE b3

&LCt. EE<>F0| HA AWS
b N

i
d
%

= th section called “AWS
2|23 224 ROSANodeP

oolManagementPolicy”& & X
StMI2.

oot |n

Date

20234 8 1Y

2023 78 13

20234 68 8

AWS 22|32

og

125



Red Hat OpenShift Service on AWS

ol
nx

02
x

2

ROSAInstallerPolicy - AH 2324

27t

ROSASRESupportPolicy - A
M 7}

ROSAKMSProviderPolicy - M

X-lx_ll-l 7<7|.

Ad04
=o

Date

ROSA = M| ZE[xt7}t S
AE MX|IE X[®5t= AWS 2|

A
AAE BEY 4+ UTS 5

ot M HME FI1&E L
Ck. ApAIEH LHE 2 the section
called “AWS # 2|3 HA:
ROSAInstallerPolicy’& & = 3}
M.

20234 62 6

ROSA = Red Hat SREs 20234 6% 14
ROSA 22{AH E:': MEH

E HASE 7S b
0{ ROSA E’~E-|/\E-| F ZEl
AWS Z|AAE EHY J‘-'._F’;* Zl
T A XHE = UAF HE
St= A REHS

Ch REA[EF LIS
called “AWS J—FE|
ROSASRESupportPoll
ZotMIR.

ROSA = L& AWS 2023 44 27
Z A7} eted COJE ¢
13l= AWS KMS 7|€ &
= AUAEH HESle M ™
7tz&LCt REA[EE LH
the section called “AWS
] 2 ROSAKMSPr

oviderPolicy"& & Z=35IM|2.

W AT

bl
o

0 mo mok r*°
4

= oo |

| T
OOI'

AWS 22|32

og

126



Red Hat OpenShift Service on AWS

ol
nx

02
x

7

ROSAKubeControllerPolicy -
NELEPL

ROSAImageRegistryO
peratorPolicy - M &2 F7}

ROSAControlPlaneOp
eratorPolicy - Af =& F7}

4 04
=o

>

ROSA = kube ZHEE2{7t &
SAREIHEE E0Q 2
AE{7F ROSA =2 Amazon
EC2 Elastic Load Balancing
AWS KMS E|AAE BHE[E

£ UEE 585 M HMS

FIMMELICH RHME LIS

the section called “AWS & Z|

2 M. ROSAKubeController
Policy’& & Z3tM .

ROSA &= Image Registry
Operator7+ Z2{AE{ ROSA
O/x| ex|AEE| & S3E
FES4 MU|A0 CHEt 2
IR H|X{dstm &
= AULE HASst= M ™
2 F7tM&LICH REAIEH LY
2 the sectlon called “AWS
. ROSAImage
Reg|stryOperatorPollcy”E &
_._o|'k||_.c_.>__

b o o
i r°I- =]

oo 12 % B H &

gLl
o
o

ROSA = HE = =g
URTL EATIE ZHEE
Bl 22{AEE ROSA AHE
5lo40f e Amazon EC2 &
Route 53 Z|AAE EEE £
UL &S M HHME F
7tA&LICH REMEE LHE 2 the
section called “AWS & 2|&

A ROSAControlPlaneOp

eratorPolicy’& & Z=35HM|2.

il
i ro
H o

_I

Date

2023 48 27

2023 48 27

2023 48 24

NEEEEEE

127



Red Hat OpenShift Service on AWS

2

ROSACIoudNetworkCo
nfigOperatorPolicy - A & &
7t

ROSAIngressOperatorPolicy -
M 2 =71

ROSAAmMazonEBSCSIDr

iverOperatorPolicy - Af 20|
=7+

Ad04
=o

ROSA &= Cloud Network
Config Controller Operator7}
ROSA 22{AH HERXZ 2H
E1|0|01| CHet HESIE 2laa

Z2H|IMEstD #HElE
°'_'.:_§ 85t M ¥AME F
& LICh REMIBH LHE 2 the
section called “AWS & 2|&
A ROSACloudNetworkCo
nfigOperatorPolicy’ & % %= &}
M.

ROSA = =&l 2Q%H7}
ROSA Z2{AE{0f| CHEE 2
S L DNS -T“Sg
HIAML st 22|g

E &8st M HAE 71
A& LICt XEMEH LHE 2 the
section called “AWS & 2|&
. ROSAIngressOperato

rPolicy’S & ZsHMIL.

I
II:I

ROSA = Amazon EBS CSI =
20|t 2 BXI7F ROSA E2{4&
E{0ll Amazon EBS CSI E2t0|
HE MdXIstn |X| #2lgd +
UL &Hs= M HAME F
7tA&LICH REMEE LHE 2 the
section called “AWS #2/8 M
A ROSAAmMazonEBSCSIDr
iverOperatorPolicy’E 2 %= &}
M.

Date

2023 42 20

2023 42 20

2023 48 20

AWS 22|32

og

128



Red Hat OpenShift Service on AWS AE HEM
B4 AE Date
ROSAWorkerlnstancePolicy - ROSA = MH|A7F 28{4& 2023'A 4¢ 20
A HA =7 EH 2AAE #HEE = U

E 585t M Mg F7t

H&LICH XM LI 2 the
section called “AWS & 2|
X=H- ROSAWorkerlnstance

Policy"& & ZX3tM L.

ROSAManageSubscription - ROSA £ ROSA 58 2022'4 48 11
M & F=7} #elete o 228 AWS

Marketplace T™&t2 £ 0435}
= M d™E F7R&LICH
KEAMIBt LHE 2 the section
called “AWS Z2|3 Z=H:
ROSAManageSubscription” &

SEXS RN

Red Hat OpenShift Service on  Red Hat OpenShift Service on 2022 3& 22
AWS oM #43 LHE T3 A2 AWS 7+ AWS ZE[E Ao
chet 7 LIS 252 Alnhs

&Lch.

r

AWS Organizations AH|A &0 &0l E 28 AWS Marketplace et 75

ok mot

M3t E AT E [ AWS Organizations AH|A X0 HE(SCP)0| & 2 AWS Marketplace 7+=

51&5tX| = B ROSACIS & 2771 dlgLIch

An error occurred while enabling ROSA, because a service control policy (SCP) is
denying required permissions. Contact your management account administrator, and
consult the documentation for troubleshooting.

R]
Pl
ol
M

129



>
0o
1z
0%
x

Red Hat OpenShift Service on AWS

of gLICt elxte =% o Al

mo
rH
i)
Q'I_l
rr
>

Ol 2F/7I &5t ZrE|Xtof| A 2 2lstoq
o
=

B ULICH siE ALSXtol| A CHS

1. aws-marketplace:Subscribe, aws-marketplace:Unsubscribe! aws-
marketplace:ViewSubscriptions H&tE &35S SCPE T d&LICH RtA[Et LI
AWS Organizations At& dHAC| SCP YCI0|EE & Z M.

ZE| o] 2| HH ROSA (IME &Adsteuct.
ZE LHo| M M A7 2R B HE Aol ROS

2.
3. A 7SS SFELICEH REMIE LI&2 AWS
Marketplace 7 OHA} QHLHM S| ZE0|M 5 SRE

An error occurred while enabling ROSA, because your user or role does not have the
required permissions.

Ol EXME sli&sted™ otE BrAlof &L

2 |AM X}22 Z3BR0OSAManageSubscriptionoi 12 & L]
A& & X LA S| ROSAManageSubscription2 & Z35HAI2.

%o:|
2. the section called “AWS AIX =74 M35 ROSA 2 2470 T2 AKX E [EAM L.

oM HEt MEE E7HLE HHIO|EE FHEHO| IAM QIALE 2/ 7t e st E< EEIXHol| A £ 2lstod
T2 grotof gLct a2 Aol Al Xt IAM 3 BR0SAManageSubscriptionol 1235t 10| HRIE
2= 5 Q3 LICHhe section called “AWS AT =74 45t ROSA & 4" #E|XI7t0| &YE +
A5t otfe| 2 & At ZHof CHel Mk MEE UO|0|E ROSA 5101 IAM & &3 efLict AWS
HH.

Be|R7F xHEHEE B AWS Marketplace T &t

utok

AHE &elRt7F B2 8 AWS Marketplace 715 HEHE AtHe 42 2 E Al W OE 2£ 2F
=]

7t &g LICH ROSA.

R]
Pl
ol
M

130


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_create.html#update_policy
https://docs.aws.amazon.com/marketplace/latest/buyerguide/organizations-sharing.html
https://console.aws.amazon.com/iam
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/ROSAManageSubscription.html

Red Hat OpenShift Service on AWS AE HEM

An error occurred while enabling ROSA because required permissions have been blocked by
an administrator. ROSAManageSubscription includes the permissions required to enable
ROSA. Consult the documentation and try again.

Ol @77} watste Kol 22I5t0d T2 Wotok BHLICH ST AL KON CHE S S S S

-_—

.ROSA Z2£=2 0[S 0P0=| AWS ZEl™ YA S IAM AtZ4 ZER0SAManageSubscriptionof 14§
LICt REM[EF LI =2 AWS ZHE|E HM 32X F M2| ROSAManageSubscription2 & Z=35HM 2.

. o ™xtod| it the section called “AWS st A15F ROSA 2 A" 2 #4458 LICH ROSA.
O| MAt= otefo] =& Atz ZHof CHEt et MEE YUCI|O|E ROSA 501 IAM & &M stELCt
AWS 7’4,

N
>
_>'-_l]
Al
P
mi='=
m-

| of2 72 H 5ol AWwSServiceRoleForElasticLoadBalacing AMH|A
£ Q& LICH H™Hof AwSServiceRoleForElasticLoadBalacing & A '|
O| ROSA & ddstEin ot Ct S 27 7 LdgLct

Error creating network Load Balancer: AccessDenied

Ol EXI& sii&sted™ chE BrAlof &L

1. H’H0fl AwSServiceRoleForElasticLoadBalancing @& 0| Q=X| &QISHA2.

aws iam get-role --role-name "AWSServiceRoleForElasticloadBalancing"

o

NTH
ot
0z
0z
2

2. 0| &to| i B XIEM 2t Elastic Load Balancing AF& A& M O| AMH|A 947 o
U= AT S MELIC
o
o| 5 &= ROSA
AWS 22'Y Qlz gt S 3=

AWS 22 elzat= AWS 2| H 7H8 BHE SHeE FREU . SEMe R 2E|E |1 AL
& 04 7H8 ¥A2 AWS 2| XS 3stH, ol 2 X 7ol 2

o — —
Mol 2 UEZS S5 HBELICH 7H8 YIS AR BE

=
=

e 131

rio


https://console.aws.amazon.com/rosa
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/ROSAManageSubscription.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/elb-service-linked-roles.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/elb-service-linked-roles.html

Red Hat OpenShift Service on AWS AE HEM

S ZX[7t o|F0oix|= offZE|7 0| L CIOIEHIO|AE HAHst 1 28 & UELICE 7HE S92 7|
Y = O3 ololE ME Ql=ZetEC 7t8d, LHIEed, ¥ -0l Fo{Lch.

m J
1o

ROSA & EH AWS 718 ¥ £ = 048 712 Y0i M Kubernetes ZIEE Zd2l ! o|0|E Z&i ¢l

S AEE e SME TAA MBELICH BU AZ EHAEHE A S| 8 £+ X|OH 1
M2 E O|49 78 YoM KFIZREE ASE Zd0o| E&LICH a22{™ o EC|AH oM 2t e 7t
8 G Mol dE(otF EB E)E HE 5 JU&Lic

AWS 2™ & 7+ QAo CHEr AHMIEH LI 2 AWS 22 QIZEHE R ESHMIS.

ROSA 2 HAE] =92

ROSA ZAEE Zoi212 £|4 37H2| OpensShift HEE E0i2] = E2 FEELICH 4 HEE Sl =
E = APl A QIAEA etcd QIAEA HAEEHZE T/EELICH HEE Z8IQ =0 Zoi7t g
Ste B2 2HAE 71882 B35V IS ZE API Q0| A8 7tSEHCHE L E2 A& 2t*EE

LICH.

ROSA H|O|E| B2 x[4 2712| OpenShift 21 Z 2} .- =2 27H2| OpenShift 2 YA cE2 FHE L
Ch @Izt cE&= 7|2 2t2H, 7|2 MF Openshift ZIX|AEE|, E2{AE HER L ZLIEE 59|
T8 24 S OpenShift 2E{AE et 4 QA E X|HsteE XEE ARELICEH OpenShift 271 =
E= 2|5 AL8R o EE[7H0|Md ZEE A-gLC

Red Hat AtO|E £12|4 QIX|L|0{(SRE) = ZHEE Zoiel ¥ 1=zt L EE 25 #E|FLICH Red Hat
SREs ROSA EAEE A0l ZLIE{RI5t T ZHol7t w48
Mg Mol U&LICH KFMIBH LI 2 the section called “SH)” EHIE & X5t

/A Important
ROSA = &2/& MH|AO|EZ Red Hat27} ROSA A 7|12 AWS QlZ = ztz|E =
ol U&LICH 12 AWS 2£& EE=0|HE ROSA AFHE 5= Amazon EC2 QIAE
o2 Z=35t2{1 A= o ELIc AWS CLI. O] & ¢
Ct.

0jo
ol
rr

rlo
kI
N
Q
o
m
k>
>
Hu
o
=
| a}
4> 1>

ClOIE BHolM A =
WAE 7R G K| Bf 2
0

s AR ZHEE gdstst
404

In
o
==
03
o
__
d
-
T
—
>.
==
ol
A
|
AL

Rrof7 eh Mt =T 23R E| AL
Hix|&FL|CH E2AE LH A|AE |

o=
E4LEOENSoE nAHE £ sLct &t

ROSA 22{AE 527 132


https://aws.amazon.com/about-aws/global-infrastructure/
https://access.redhat.com/documentation/en-us/red_hat_openshift_service_on_aws/4/html/cluster_administration/rosa-cluster-autoscaling

Red Hat OpenShift Service on AWS AE HEM

174 Hi 22 o Z E[FH| 0| F=

ROSA = MH[A Q| T17t8ME HH G
AZte2EE 25617 Q6 7t
Hat A

BAof CHEh AHAM[EH LHE 2 Red

o| ¢lZ 2} H ot ROSA

ZE|I™ MH|A Q! Red Hat OpenShift Service on AWS = AWS 22 HERT EotoZ B35 EL
Ct. AWS 2ot MHH|A 27t QIZBLE AWS E S 6t= 2ol CHE AbAIEH LHE2 AWS 2B E 2ot
2 HESMR. =zt Eot B AL E AF&Sto{ AWS Bt E 2 MdAIStE T 2ot Ao QlZet B -
Well-Architected FrameworkE& & Z3stMHIL. AWS

2 AI235l01 AWS LU E QI E ROSA E8Ho] YA AELICH ZEI0|HEE

T

AWS O AM HAIEH API =
CtZ 2 X[§sHok & Lct.
- Transport Layer Security(TLS). TLS 1.2 E40|0{ TLS 1.3 HE&LIC}.

« DHE(Ephemeral Diffie-Hellman) &= ECDHE(Elliptic Curve Ephemeral Diffie-Hellman)2t 22 &7
& HoHPFS)O| £ E &% ME . Java7 0| 2| %[ A|ARIR CHEE Olz{et ZEE XIHE

S 2 HMA 7| ID X IAM QIERLeE 2HEAEl AF ! MM A 7|E AHESto] MBS oF BLICH &
£ AWS Security Token Service(AWS STS)E AtE5101 YAl 2ot X174 ZSHE MAdstod 20l MY

ZHAEH U ERT 42

Red Hat AIO|E 22| A X[L|0{(SRE) = E1AE L 7|8t o Z2|7{0|MH ES1E 9| X|&XQl &
gl HEQ3 Hotg EEsiL|Ct. of CH8t Red Hat 24 Jof| CH8H XEA|EH LIE 2 MM E ROSAE X 5HA
Rthe section called “AH ",

M E2B{AEE MAME [ H{E2! Kubernetes API M QIEZQIE Gl o Z2|7|0|M B2 == =2}

O|Y! Kubernetes APl AIEZQIE gl o ZE|7|0|M B2 E MM5tE Ad% ROSA M3 Lict. o] o
A2 Ze{AEe S4I5tE ol AHSELICHROSA CLI 2! OpenShift CLIZE 22 OpenShift 22| =7 At
8). Zetolsl AZAE Sal =8 API M Zte| ZE S410] VPC LHoll RXIE + A&LICH API AH
2 oiZ 2|70l B2oi| Cier Z2tols! HMAE & HEtstsE 2 7|E VPC X E A83501 VPC AWS
PrivateLink £ OpenShift Sl = MH|A0f A3l oF & L|C}.

D4 HYEZ OHEE|F 0| F2 133


https://access.redhat.com/documentation/en-us/red_hat_openshift_service_on_aws/4/html/introduction_to_rosa/policies-and-service-definition#about-availability-for-rosa
https://aws.amazon.com/security
https://aws.amazon.com/security
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/STS/latest/APIReference/

Red Hat OpenShift Service on AWS AE HEM

Kubernetes APl At A M[A = AWS Identity and Access Management (IAM)QP HIO|E|E. Kubernetes
o4&t 7|gk HA|A X0{(RBAC)L| ZEHE AFE35od ESELICH RIMIEH LI 2 Kubernetes EA12]
RBAC AO| A|.R° xF R o|.AIA|O

ROSA £ At83H 02 R TLS SR E ALE5t04 EoF ofZ 2|70l B2 E MA5l0f ECt0|YHE
of CIBME MBE &= UA&LICH XMEH LI 2 Red Hat ME Mol 2ot ZEE EZSHMIR.

7|& VPCO|M ROSA EHAEE ddstes B2 SHAENM AEE VPC MEH! & 718 PAE X
Metich =8t 2EAE HEXT oM AL E CIDR HQIE Holst 0|28 CIDR HRIE
Sinp gtELICH REMI8H LI 2 Red Hat MEAOIAM CIDR B9 ZHo|E & XFIM2.

HE2 API IS ZQIEE ABSHE BHAEIQ| HRE SHAES HIZE 2 748 Yol Cha T2
2 Zeto|8l MEH o2 VPCE T4 ROSA sl{oF LIt ZEto|8l API AIEXQIEE AIS St 2
AE{9] B2 Zatols! MEYE B LI

7|1E VPCE AH83tE 7R ROSA 2E{AE M4 F £ 0|0 HTTP & HTTPS ZEA| MHE Al
S5t01 BEAE 2 ENTS Y555t SHAEIE 743510 GlOJE{ol THE E CHE Eot HBS

F7he 4 UALICH ZRAIS HAE T HA BHAE T4 2401M QB0 ST HNAE 4 o
Al ELIC QIE{LUQ| A SR QTR E QIE|Y HA AL ZEAO|M HEEIX| FALICH RIME LIS
Red Hat ABMolA ZEIAE FH ZSA| TAS HEML.

It HER3 FE

B 2Z|At2] B2 ECfEE ROSA EB{AEQS| XEE KNetste ZE £F0M LHEST XM

ZC HEYI A 134


https://kubernetes.io/docs/reference/access-authn-authz/rbac/
https://access.redhat.com/documentation/en-us/red_hat_openshift_service_on_aws/4/html/networking/configuring-routes#configuring-default-certificate
https://access.redhat.com/documentation/en-us/red_hat_openshift_service_on_aws/4/html/networking/cidr-range-definitions
https://access.redhat.com/documentation/en-us/red_hat_openshift_service_on_aws/4/html/networking/configuring-a-cluster-wide-proxy

Red Hat OpenShift Service on AWS

ROSA AMH|A &tk

Red Hat OpenShift Service on AWS (ROSA)E= Amazon EC22!0]| CHEH MH|A SEZS AFE5t0 2

= O O

2{AE{ Amazon Virtual Private Cloud Amazon Elastic Block Store Elastic Load Balancing & Z2H|X

IgrL|CH REMISH LI& 2 AwWS ek &F X oL 9| Red Hat OpensShift Service on AWS QIE ZQIE
o PSS HESAMR.

135


https://docs.aws.amazon.com/general/latest/gr/rosa.html
https://docs.aws.amazon.com/general/latest/gr/rosa.html

ol
nx
0%
x

Red Hat OpenShift Service on AWS At

=
7t 7|5 & F7tst= ROSA O| A5t MH|A =7} 2 E =™ st= Ol ROSA AH& 5= AMH|

2
x
i
Py,
O
2
b=
Pl
0l0
Q'I_l
rr
0%
It
>
=
0))
=
Q

}
o
=
Q

(@]

(0]

AWS Marketplace = &M 55D HIRLIAE 2Yste O 2R3t EtAF AZ E 9|04, C|O|E]
2 MH|IAE &1, Tof = C *

ot HiZst T, ZElsts Ol A8 E + Ue HME CIXIE FHEH 2L
Che fE 23 S45 o] HiZ LHE AEstod AZEQof 2to|MA W ZEHE 7HASE AWS

Marketplace & L|C}.

ROSA = MH|A &3 2! AKX AWS Marketplace 0 AF2 & LICF ROSA 221412 AWS Marketplace
Amazon Machine Image(AMI) 7|t MEF 2 S 5 L HF El= B, SAR ZHEE E8|QI(HCP)
0| /= ROSAE MH|AE AWS Marketplace 2 ZEQ0{(SaaS) 7|t MES Sall 5 L AT EL
Ct.

—

o| Ho|X|oME Z2A|, AAl, 5 L H2F FOIE AWS Marketplace SH0IAHE ROSA AFE5HE &
= MEstL|C)
=2 B20H-d

&0
O| H[o|X|o M= ROSA2F ROSAL| S8 2 =2olg [} Ctg 018 AFSELICH AWS Marketplace.
Amazon Machine Image(AMI)

AWSHIM MYEl= 28 AMA & F7t 2T EQ0{E Z&EH M2l o|O]X|LIC.

r

AMI 75

0l ROSA ZeiAlTt ZH2 AWS Marketplace AMI 7|8t AZE Qo ME2 0zt 715 22 2E
S AIZHE E AFELICH AlZHE 222 7|2 22 ZEO|X|2H 8 Amazon EC2 QIAEA Q30
X=3 o)
=

CHal 37k ALS 3

ROSA 2! AWS Marketplace 136



Red Hat OpenShift Service on AWS ALE MEAM

SaaS S

0 A ROSA with HCP2 ZH2 MH|AZ AWS MarketplaceA ZE90{(SaaS) ME2 AL 7|
T= D2 AMEstL|C software-as-a-service 2 Z E Qo EHONA 7} AR FR5tD, 1M

7H
A8E BIE 258 KIEFLICH

ro rE

©
a

370 Mt

ok

270 Mete Salol M =X AWS Marketplace 2AZE Qo4 2! MHIAE FOi
Management Console.
HIS 71 A et

4= Q& L|CH AWS

HIS7H Aeh2 EHOi Rt et FFOHRE7Hod| A 0ol CHEF AFERE X 74 & %[S AFE XL 2fo|4dA A
9HEULA) Z712 o e = e 7o Z=2 3 UL|CE AWS Marketplace.
ROSA MH|A =8

Red Hat AlO|E Al2|4d QI X|L|0{(SREs)7} OpenShift AZE9o{ 2! E{AFE 2H2|0l ROSA 21}
Ste 2FLICEH ROSA MH|A 2Z2E Sl FHEE|D AWS T Mol AWS Marketplace E A|E
L|Ct.

AWS QlZEl =2

Amazon EC2 Amazon EBS Amazon S32/E EZ &5t0{ AWS MH|A 7|2 ROSA Z2{AE{0f CH3H
AWS S22 R1stE EE Q= QILICH Elastic Load Balancing. 222 AH& AWS MH|A S2IE
So SHE|H AWS HF Mol EAIEL|CH

ROSA ZX| 2 Z|

ROSA =2 & E[0{ ROSA MH|A 2Z 9| HH 2 HF AWS Marketplace & X[ LICt. ROSA M
HIA 2 Z0l= Red Hat ALO|E A12|4d QIX|L|0{(SREs)2| OpenShift £ ZEQo{ & F2{AH £

of CHEt HM AT ZEEILICH ROSA MH|A 2 X|#HElE 28 AWS EZ& 21Tl SYg L
HCPE AI&3t= ROSA AMHIA Q2 7|EMHoZE A 52l ER{AE YT EHAEMM A™ &
Q1 2|7{ == vCPU s=0i 2t ™ AZtE Q82 2C|HE WAoZ RabELICH ROSA 2214 M|
A2 Q2 YHLEEVCPUE 7|E2R 2C|ME 4= FHE|L|ICH ROSA EEiA2 HEE &

ollel Ee= o QIZ e L =of CHe MH|A 2= 8 Futstx| eh&LIcH

rrr

ROSA EE8t T2 OIS E 85104 AWS MH|A 7|2 ROSA EHAE0| CHst E& AWS Q1Z2t 2
=2 K|S & LICt Elastic Load Balancing. Amazon EC2 Amazon EBS Amazon S32/Z2} AWS 22
E S5 HYE|/= ROSA MH|A @F1t HE o AN &= L|Ct AWS Marketplace. AWS Q1Z2t
20 et Ct2E AWS 21 H 72X 2 AltE MEFE 7|E2 = §LICH F7FAWS QlZ g H|

ROSA ZA| & Zx| 137



Red Hat OpenShift Service on AWS AE HEM

Fl

8 M2 98l Amazon EC2 HZE B3 EE oo QIARIAE
O

Amazon EC2 AF& AHAQ| Compute Savings Plans & 0i2F €I

ROSA £ ROSA EHAEE M4517{L} ROSA H kS FOHE WX L2 Bots6HK| et&Lict &t
Mgt LI 2 Red Hat OpenShift Service on AWS 222 B XS AAI2.

AWS Billing 2£ 0 ROSA MHIA @2 L AWS QlZZl @ 22 &flstn ANE &ale £ A
Ct. AWS Cost Explorer Service IE{H|O|AE AIE35l0{ HIE 2 E1 MEF S FEE ZLIHTE =
UELICH REMIEH LH82 AWS ZA| 2 HIS | A8 HdBMe| EFMH E7| 2 AWS H|E ZE| A8
MHEMO| E AI88H HI8 EAM 2 2 XM 2 AWS Cost Explorer Service.

Z2£ 2 S35l ROSA Marketplace 5§ 75

ROSA £ ROSA O A E & 455t AWS ™ 7t ROSA 2214 L ROSA with HCP S8 75§
L|CF AWS Marketplace. ROSA 7= & M3loll= 2F 0| RFItE|X| b&LCt.

AWS Organizations At&At2| ZR & ROSA ALE 5t ROSA A 52 2| CHE AET SR
& &= U&LICH XHM[EF LI&2 AWS Marketplace 7-OHAF QHLHM S| ZEIO|M 75 SR E HZEFAM L.

ROSA 7|ef FOi
ROSA = AWS Marketplace € AF&3t04 ROSA with HCP & ROSA ZhAlof CHEt MEIA Hef 2 A
ZeHL|CH H2F2 ROSA iR} = MH|IA @2 MZAsHLICH ROSA A2k AWS Q= 2lof B}t

Qa0 S FX| ef&Lh

1270 Al

Ofr

ROSA Z2£0{ A< ROSA 224! ! ROSA with HCPOI| CHEH 12702 274 Aot H2F2 ol
Ct.

® Note

&0 1270 Al Foistedd HA Ao ROSA EciAlS &Md5tsHoF &huct.

(® Note
12708 A2 HISIH Mete 2 o|He +~ glaL

248 S35l ROSA Marketplace 58 715 138


https://aws.amazon.com/savingsplans/compute-pricing/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-reserved-instances.html
https://aws.amazon.com/rosa/pricing
https://console.aws.amazon.com/billing
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/getting-viewing-bill.html
https://docs.aws.amazon.com/cost-management/latest/userguide/ce-what-is.html
https://console.aws.amazon.com/rosa
https://docs.aws.amazon.com/marketplace/latest/buyerguide/organizations-sharing.html

Red Hat OpenShift Service on AWS At

ROSA Zz4] 1274 #H|<F 7 of

ol
nx
0%
x

ROSA 224 1270 A S F oot dzh AEE MAX et M e AE A0 CHal O|F 1274
2] S0t A|ZHE MH|A @22 X|E5HK| ot ElLICH H 2k H|2e MENSH Amazon EC2 QIARA

= O - -

gt QARA =5 7|E2 2 FLICE O] A oll= AFSE 7|20 CH3H7H ROSA £ AWS AH|A 3
= AWS Q1Z et @F2 ZE|X| E&LICH REMIBH LHE 2 Red Hat OpenShift Service on AWS =2
SECI IS (Ked

Aol Aok e Al XIHstE QAARA (0 m5.xlarge) ol 2F S ELICH 5 7H 0|2 2| Amazon
EC2 QIARA RFol CHEH HIE HAES 2lai 12701 HefE F7H2 FOHE = U&LICH 12712 H|ef
ole|e| HFg Ar8dtH 2L|ME 2F 22 ROSA MH|A @F 0| gLt

® Note
ROSA 224 12713 A <2 xt& HAIEX| ek&L

ROSA 224! 12712 Hlef Foist= A

@ Note
O} =] ROSA with HCPE X| 25t X| ot= E|F0iAM ROSA E2£2 AI25tE BRO0| /3 E=2
£ o} 2| At & £ g1&LICH ROSA with HCPE X|&stE Bl S &2 MME & X5HA|Lth

section called “ROSA2} HCP 2! ROSA 24! H|m”
HCPE Al23t= ROSA7F e X290 ROSA 24! A4S FOH5E{™H ROSA 2& 2 0|
S5t0d AT EQo] A FOHet 7IE HY E7|E MEHELICEH

1. ROSA Z2£ &2 o|s gLt

2155 et A 2ol A |t MEHEHLICH

N o o b~ W b

ROSA #|of <0OH 139


https://aws.amazon.com/rosa/pricing
https://console.aws.amazon.com/rosa
https://console.aws.amazon.com/rosa

olo
nx
0%
x

Red Hat OpenShift Service on AWS Al

® Note
ROSA 2£8 A8 3t Mast ol 12742 Alote Cheadlol=shrLt £I4 8 4 gl
cF. 24 Aok 712 Bofl A%t e che aB0l=stHLE # Aok s B Kl ME|Z oIS 8t

01 X| 34 At2|E ZoqokgLCt.

HCPE Al235t= ROSA 7101 12712 7|k

Z£0|M HCPE AtEst= ROSAE & d3tett 2C|ME YT E 0lstH st7] 2lsl MSols F=

12708 HCPE Ar&3tE ROSA 7H|2F0| Aldol Y JEL|ch A == MH|A 238 Hofstr| il
HCPE At&st= ROSA AH|efE T &st 7|2 MEiEh <2 X|Her €171 == vCPU X HEE Z8{2/9
ANE HIEE SHSEE =7| Aol =-ELICt

MEMS T TS hat 947 =

HCPE AtE35t= ROSA 1270 HE F = 1Z
% K|Zstx| efot= ELICH AH|ef H

vCPU & 7AEE Zg|Qloi CH3H CHS 1271 S¢t
22 MEfSH @7 == vCPU L HEE Z|2l9]

St= @71 —E vCPUS ZHEE Ed|Qlo ZEELIC
AWS MH|A st= AWS QlZ 2t e 2 Z3HE|X| of&LCt XHH

on AWS 2= &X35HAM2.

FLICE AHlekoll= AHleF &M Al X|H
MEEl 7|20i CHai7} ROSA 21t
8t LI & 2 Red Hat OpenShift Service

TOi Al M= vCPU & ZHEE E0Q/0| H7F A8 28T oz MEtElLIcH 7t €Y TS Zitsts
£ AMEst

vCPU & ZUEE Z8i¢! Ar8F ol CHsiME AlZtE 2CIME AHE 2= 0] HEELICH HCP
£ ROSAE CHZ SAIE AL835t0d Alofnt 2HEAEl HE TS 7[areLIch

¢ 271 == vCPU: vCPU £ x 24 A|Z} x 3652/1271 <
« 7AEE ZoQl: ZHEE ZH|9 4= x 24 A|Zt x 3652Y/127H<

0E E0{ 7 == vCPUs7HQ} ZHEE Z02l 87HE FOiEIH 7 == vCPU A|Zt 2,920,000 A|ZF,
ZHEE Z4|Ql Azt 5,840A|2t0] & et @o 2 HEHEL|C.

HCPE Al235t= ROSA 104 12702 H|<k

(® Note
SAEEI HEE E0 2/ ROSAE of 2! X[H5HX| et = 2|T10| A Red Hat OpenShift

Service on AWS 2£ € A3l ER0| JIEZE of 2 A2 E = &LICH ROSA with

ROSA 7|ef OH 140


https://console.aws.amazon.com/support
https://aws.amazon.com/rosa/pricing
https://aws.amazon.com/rosa/pricing

Red Hat OpenShift Service on AWS AE HEM

HCPE X|H5te BT S 82 MME FHZE5HAM Rthe section called “ROSALF HCP &/ ROSA
ZeiA "l

1. ROSA Z£ 2 O|S&LCt

2. 215 B FoM AH2kE MEfELICH

3. HCPE At 3H= ROSAOH CHEt Aobg A=gtiict

4, T0OH AHekS MEHEFLICE.

5. FOiE vCPU =& AT LICE. 49| Hf=2 X|'H38H0F & LICH

6. TOHE HEE ZdQ =5 =Lt

7. Al HEE MEHFLICH

8. Al ME HEE HAEStT F0Oi Aok MENgrLICE

(® Note
ROSA Z& & AL835t0d B8t Foll= 1270 A2 ct2ad0|=5t AL ¥ A8 += eisU
Ch. 24 A 7|zt ol HlYe ctea|o|=st HL FAsHoF 5t B x| MEE 0|55t
09 x| Ated|E FooFgfLct.

HCPE Al235= ROSA 12702 Hlek dago|l=

AR = vCPU X ZHEE Z22E ALSsto UM EX| & E3tEl HCPE ALE5t= ROSA 12
o2 Yao|=e &= U&LICEH HCPE A& 3t= ROSA 12713 Ao 2 Yo |0|=5t=
7tEl Bla2of CHsl B2 BEstod MAX SHE XIS LICH U HLHE FH2 Hefo| H2
ZlEo =z ALHELICH AofollE Ao dE Al X|Hst=E 7 == vCPUSt ZHEE EiQIBF 2
ICH Alef Yaelol== AwWS QlZEtof RotElE 250 ST FX| &L

NI

oo o oY X
o 4> 40 mle
"“ -|)||

Cn

UI0|E Al FIHEI vCPUSt ZHEE E8ICI2 £[X A FOHRt SYUE SAIS AFE5I04 /7 AL
2 o2 HEtEIL|C 27 $E™F S ZstE vCPU & HEE Z0Q) AF8 ol CHall A= AlZh
S 2C|ME AL 20| MBEL|Ct RHMIEH LIE 2 the section called “ 7 AS & HE X
SHAMAI2

HCPE Al23tE ROSA 1271 A2 o2 ad|o|=5tE gt

1. ROSA Z2£ 2 0|5 gLt

ROSA 7|eF Fo4 141


https://console.aws.amazon.com/rosa
https://console.aws.amazon.com/support
https://console.aws.amazon.com/rosa

ol
nx
0%
x

Red Hat OpenShift Service on AWS At

21% Bt BollA] Hlobg MegrLct
HCPE A& 3H= ROSAO! CHEH Alote MEdgtLct.
Upgrade(Q{ 20| =)E MEAEFLICY,
ZF7+e vCPU =& =g LCt. 49| Hi+ 2 K|35t oF &FLICt.
AHefoll Fr1e HEE E0Qlol 2 =4gtLict

A

daclols AEE MEHEFLICEH.

.°°.\'.@.0":'>.°°!\>

He N MEE AEStDT Jaf0|= OHE MENEHL|CH.

® Note

ROSA ZciA 1271 A2 Uad0|=& 4= Qi&LICH ROSA 2£2 AF85H04 AAXMIEKX| 12
712 ROSA 224! AleF2 FJ7I2 0

T
1
$0
>
C I
n

HIS7H &g 27|

Red Hatlt 48 ME 22 & 2T AFEX}F 2H0|MA HFEULA) ZHS2 27| I8 HCP7F 2 & #
ROSA tt = ROSA ZcH4lof| CHE AWS Marketplace HIZ 7] MotE @ &EE &= U&LICH XFM[EH LI
2 AWS Marketplace TFOHAF OFLHA Q| H|S7H M| oH2 & EFHAIL.

ROSA H|S 7 AM|gtg &og{™

(® Note
AWS Organizations At& X7} X|Z QI 2! &
xtoil k2t ==l o] 2t A& oA ROSA 2 HE ?53%”8
AWS Organizations X|= ¢! 7H|’doi ot gk Z El cHA HIZ 7 MoHE B2 A X9
M AN 152 SRaHoF g L|Ch RHAIE

S5
oM 75 29 E XM L.

|—JU
O

SA Z
82 AWS Marketplace FO{A} OHLHA O] = &

1. HIZ7H AM|oto| &3 = AWS Marketplace &0l 22918 L|C}.

2. ROSA H|S 7 Mot 23 7F =& E o|HYS ¥LCt.

3. B3 & et HIS T AMetol| X7 HM[ AT LICH

ROSA 7|eF 20O} 142


https://docs.aws.amazon.com/marketplace/latest/buyerguide/buyer-private-offers.html
https://docs.aws.amazon.com/marketplace/latest/buyerguide/organizations-sharing.html
https://docs.aws.amazon.com/marketplace/latest/buyerguide/organizations-sharing.html
https://console.aws.amazon.com/marketplace

Red Hat OpenShift Service on AWS AE HEM

® Note
ZHIE HH™Hol 2a9l5HK| ot o] 213 E [h2H7+ Page not found(404) 257 7+ 2248

AWS Marketplace HIS 71 AM|¢to| =2 E|X| &t 2 R 2| ROSA MH|A 2Z 2 HEE] AlZh
& 2F 92 AWS Marketplace A% HTELICH

6. Mot MF HEE HlottdH XE SFolM MF 2 EAIE M=ELICH

7. At 2 AlEStE{HE 7o HE 2 ROSAMENELICH ROSA 2£ 2 Z|C|=MEL(CE

Private Marketplace

Private MarketplaceE At&3stH 2 Z|XI7F SQIE MES| MAEX XY CIXH 7IHEOE 5 =
&LICH AWS Marketplace. #2lXH=0|AH AWS =& EH| AWS Marketplace ol A& 4= U7HLE =
AWS HE LHo M FOHE = U= T RE AAME AZEQ|0{ MEE ME" £ JU&Lct

ZE0o|M Z2to|8! O E20|AE AHE St B #EIX7E Zato|8! ot E]|o|Aoof CHEF AWS
Marketplace S5& 78l of M%XUP MH|AE &8st ROSA & == U&LICH RHAEt LIE2 AWS
Marketplace T-O0X} QFLHA{ Q] Z2FO[E! OFZIZ )| O[A AlESH7|E A ZshML.

Private Marketplace 143


https://docs.aws.amazon.com/marketplace/latest/buyerguide/private-catalog-administration.html

Red Hat OpenShift Service on AWS AE HEM

| —_—

=X &4

CHS M O|X|0| M= ROSA EHAEE MM3IHLE 2E|stE S0 ghAMst=E 3 71X et QI EXNE
AEMlS| AHEehL|ct.

=X

« ROSA Z2B{AE C|H 21 HH A

+ ROSA E{AE EHAE 71 44 50 AWS MH|A T2 ZAtol Alufg

« ROSACLI Bt2El @Z 29l HMA EZ ZX| SHE

+ 0sdCcsAdmin 277t 22{AH U=E MK Z&LICEH

« OIS BA

+ ROSA X|& &7|

ROSA ZHAE C|t{a 21 HAMA

OZ2|AHo|M gted EX| HZES Al&st2{H HAY C/HO 238 AESMR. ROSACLICIHO 2a&
It dd 2eiaE =X gl g W HdExl= 2F HAIXK[of CHEF T SEE MBS ELICH

Se{AE ClH{a MEE EA|SHE{M CI2 ROSA CLI S AdsiLICH HMHEQ 0|ES
<cluster_name> HFEL|CH E2{AH.

rosa describe cluster -c <cluster_name> --debug

ROSA S HAE So{AE 7} AiA Z=0i AWS AMH|A &EtaF Ao

30

E ME352{™ HH ROSAL| MH|A &EE S soiof & &= U&LICH XM LI 2 Red Hat
OpenShift Service on AWS YIEZQIE 3l &3S AT FAM 2.

rosa verify quota

ROSA 2HAE C|HO 2 HMA 144


https://docs.aws.amazon.com/general/latest/gr/rosa.html
https://docs.aws.amazon.com/general/latest/gr/rosa.html

Red Hat OpenShift Service on AWS AE HEM

FCF2F
S o

ofr

jo
Jor
o
9'|_|
>
>
)

sote AWS 2|Motct CHELICH e 2lxel 2t

1]

2. 82 =040k st ZE<2 Service Quotas 22 O|S5HAIL.

3. EFA 2o M AWS MH|AS MEHSHL|CE

4. 8GE Bt 2t MHIAE MEdEFL|CE

5. =diof & LS MENSIT S H Bt ¥ S MEHFLICE

6. 2T B Yo A Hole ST &S YHstn ™S MElgLT

ROSACLI BtFEEI QIO HMHA EZ EX| SHE

ROSA CLIE AF&3t1 api.openshift.co
Ct. o] X sso.redhat.comoiiMd EZ

E
10
Fol
l?ﬂ
ok
mlI
0z
ok HM
r
_11

1. OpenShift #2{AE] BHE|xt API E2 HOIXIZ 0|8t E& 2=8 M=ygLIC
2. CI2 Q15 W2 = AL5t04 E{O|'gol| 20 @& LCH.

rosa login --token="<api_token>"

osdCcsAdmin {7t E1AH U=E MYSHK| ZRH&LICE

(® Note
Ol 2% £ ROSA 2HAEE Z2HIX'sHE HI STS $HS AHSsHE ZRolgt wagrict
Ol 2X|2 WX|5t2{HE AR50 ROSA 2H{AEE T 2H|XIELICH AWS STS. RHA|EH LK
22 the section called “ROSA Z2HAl ZHAE MM - CLI" BRI T sHAAIL.

MM ZE{AE]

38 tX| Z5tH ChE0 22 2F HAIXI7E EAIE = &Lt

1]
[e][]

Failed to create cluster: Unable to create cluster spec: Failed to get access keys for
user 'osdCcsAdmin': NoSuchEntity: The user with name osdCcsAdmin cannot be found.

ROSACLI B2 & 2Z2IQl HMA EE X sHA

145


https://console.aws.amazon.com/servicequotas
https://api.openshift.com/
https://sso.redhat.com
https://console.redhat.com/openshift/token/rosa

0o
1z
0%
x

Red Hat OpenShift Service on AWS At

rosa init --delete-stack

2. HEE ChA| =7|3tgfLct

rosa init

CHs B

OpenShift MEHME FZE5HM2.

K| ¢4 Algdl B = Red Hat Support AH2IE iL|C}.

« X}F E£ E20 ci$t Red Hat OpenShift Service on AWS TS 3ol E M| 2.

« ROSAQ| x| 2o CHEF AtAIEH LHE 2 MM E EZ6FMRthe section called “X| 7 B 7",

ROSAE Al85IH X[ 2! Red Hat X|H Elo 2 E| K| &SLch o= =R ME x| H
AHEIE THAEE = e, XN A3l X sHEE 6l il Elof MEEL|CH.

K2 Abe &7|

ROSA 7|= AME|E 7Hd3t2{™ AWS JHE A X[ E210] 2R3 X|BF ROSA 7|& X[ L o} 7|E X K|
ol x| 2 HMASHE{T AWS Business, Enterprise &= = Enterprise On-Ramp Support ZZH 0|
HEELICH Red Hat2 K| APIE AI835t0{ 35t AR 1S &t AtEllE LICH AWS HIZ LA,
AHE{ZZl0|= L AME{ZE0|X 2= 0|A K| EEHS AL SHEH K| AX|L{o{od| A T3}, 3 & "
HMAE R|ESHMOE NMIE = UGLICH X[ H=of Cigt RtMEH &2 EHHE HESIMAIRH.

[e][]
rir

ol

Xl AEg By

Fst

EtAlE X1 Al=lol 7telstedT o{E A sHok StLIR?E M ASAML.

K|2d Atedl ol CHer REAMIEH LIS 2 X7 Ated] 3 Afe 22 S8 ARstAlR.

ol

Red Hat X|¢ Al &7

ROSA 0fl= Red Hat Premium Support7t Z & £[0{ /& LICt. Red Hat Premium SupportE o 24
Red Hat 24 ZE2 O|S35t1 K| Atgl| =7 & AL&3510{ X[ E|IAE YEtMR. RtMIEH L2
Red Hat X| & AMH[A 0|8 WS FHESHAML.

cHs B 146


https://docs.openshift.com/container-platform/4.16/welcome/
https://console.aws.amazon.com/support
https://access.redhat.com/support/
https://aws.amazon.com/rosa/faqs/
https://aws.amazon.com/premiumsupport/
https://aws.amazon.com//premiumsupport/knowledge-center/sign-up-support/
https://docs.aws.amazon.com/awssupport/latest/user/case-management.html
https://access.redhat.com/support/
https://access.redhat.com/start/how-to-engage-red-hat-support

Red Hat OpenShift Service on AWS AE HEM

=AM 0|3

CHS EolM= dBMo CiE B2 HE Atg 2 dFELICH o] B Mo CiEh UC|o|E gEls gror
T RSS I|=& F55tH Ll

HE A

oo
I
(m]
i

=S =k R}

ROSAControlPlaneOp MAEE ElAA sH FT| B 2026 4% 9

eratorPolicy Y0 E 2|& /3l Red Hat #2|&
et OE | EfO X|HE HE
5t 1 ManageVPCEndpointW
ithCondition0i| security-group/
*& FItetod EHAE YO
gl0|E &0f VPCE =7 Almj
E =455 AWS & 2[E
& ROSAControlPlaneOp
eratorPolicyE YO|O|EX& L
Ct. RtMIEH LHE 2 ROSAAWS
#eElE E3o cidt dololE

E HZSAML.

ROSAKubeControllerPolicy & CHA 0| CHAd S S5 2 2026'4 3% 5
HolE SE F[457] {IEt Elastic

Load Balancing H&t2 H#&

5| 5t7| /5 AWS #2E HAY

ROSAKubeControllerPolicy &

°*E||0|E?EQLIEF RhAl et LH

2 ROSAAWS & 2|H
01| CHEt AC0|EE FHZESHA
(@)

.

1Cl| 0| EEl ROSANodeP ROSA = EF Y 7[5 2025 9 3
oolManagementPolicy £ X|35t7| ROSANodeP
oolManagementPolicy
_<|>_|3H QEF 04|OF0.|| |_-_|.|%|- E|A/\
HMAE FIHIESF 2™
HMEZ UO[o|EM&LICE R

147


https://docs.aws.amazon.com/rosa/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-account-updates
https://docs.aws.amazon.com/rosa/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-account-updates
https://docs.aws.amazon.com/rosa/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-account-updates
https://docs.aws.amazon.com/rosa/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-account-updates
https://docs.aws.amazon.com/rosa/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-account-updates
https://docs.aws.amazon.com/rosa/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-account-updates

Red Hat OpenShift Service on AWS

ROSAInstallerPolicy

ol E

MZ2 ROSAShare
dVPCRoute53Policy

MZ2 ROSAShare
dVPCEndpointPolicy

ROSAS| MEZ2 7 0of|F
7|52 X|#3st1 Kubernete
s 2HAE E T #E2|E TH
MEEE AWS ZE|E HA
ROSAInstallerPolicyS 4|
O|Ex{&LICH ROSAInsta
llerPolicy AtA[E LHE 2
ROSAAWS zH2|&E &2 G|
O|EZ At =35I

ROSA = ROSA Mx| g2
A7 S5 VPC &0 A
Route 53 B|Z =& 7%
£ ROSASharedVPCRoute
53Policy UEE 5183t
= A2 BEE MAe 2l
SIAMELICEH REMIE L8 2
ROSAAWS zt2|&d Z=H04| CH
gt YOIO|EE HZESHAMIR.

ROSA &= ROSA Mx| g2
X7 S5 VPC B E oM
VPCQlEXZQIE Al HOL 7
E2 +4% + ROSAShare
dVPCEndpointPolicy
UL T HEst= MER2 &
2E[AM&LICEH Of
VPC AHE Atziof
EC2 H&tol 5t
ok REAIEH LY
2 ROSAAWS ﬂ|-E|%=| 7H7'cH
CHet YO0l EE HZESHA

2025\ 88 7Y

2025\ 88 7Y

2025 8 7

148


https://docs.aws.amazon.com/rosa/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-account-updates
https://docs.aws.amazon.com/rosa/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-account-updates
https://docs.aws.amazon.com/rosa/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-account-updates
https://docs.aws.amazon.com/rosa/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-account-updates
https://docs.aws.amazon.com/rosa/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-account-updates
https://docs.aws.amazon.com/rosa/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-account-updates
https://docs.aws.amazon.com/rosa/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-account-updates
https://docs.aws.amazon.com/rosa/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-account-updates
https://docs.aws.amazon.com/rosa/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-account-updates
https://docs.aws.amazon.com/rosa/latest/userguide/security-iam-awsmanpol.html#security-iam-awsmanpol-account-updates

ol
nx
02

20254 52 19

Red Hat OpenShift Service on AWS
ROSAImageRegistryO AWS 2| HE ROSAlmage
peratorPolicy Y| 0| E RegistryOperatorPolicyE |
O|ER&LICH
10| O|EEl ROSANodeP AWS zt2[E HA 2025'H 5& 5
oolManagementPolicy ROSANodePoolManage
mentPolicyE XHIO|EX &L
Ct.
ROSAImageRegistryO AWS ZHE|Y HH ROSAlmage 2025 48 16
peratorPolicy |01 E RegistryOperatorPolicyE |
O|ER&LICH
ROSAWorkerlnstancePolicy AWS #2l"g 20251 32 3¢
AO[0|E ROSAWorkerlnstancePolicy S
Aolo|ERf&LIC
10| O|EEl ROSANodeP AWS Zt2[E HA 2025\ 2& 24
oolManagementPolicy ROSANodePoolManage
mentPolicyE OO EX &L
Ct.
ROSAAmMazonEBSCSIDr AWS Zt2[E HA 2025 1€ 17
iverOperatorPolicy &4Cl|0|E ROSAAmMazonEBSCSIDr
iverOperatorPolicyS L0 E
A&Lict
ROSAQ HCP AWS EI7 25 o|X| ZS(UAE)0IM B AE 20241 5% 13
ZHEE E8QI(HCP)O| /=
ROSAE MEF = A&LCt
AWS 2|7,
ROSASH HCP AWS 2IF =& o|d ST (T2l 3AE 74 202414 52 6
EE E7|Q/(HCP)O| Z & El
ROSAE MEF = A&LCt
AWS 2|7,
149




=ANyYel|

2024'A 52 2

Red Hat OpenShift Service on AWS

AWS 2| EH

4O 0| E-E ROSANodeP
oolManagementPolicy ROSANodePoolManage
mentPolicyE YOOI EZ&L
Ct.
g 2024H 4% 29

=5 oK SHATQ) M SAE
OI:
AN -

-1 O
#HEZ Z2||QI(HCP)O|

8g = &Lt

ROSAQ HCP AWS 2|H

ROSAE At
AWS Z|T.
2024\ 42 24

S eld
HolOIERE

Ydo|E
IIerPohcy% >

ROSAInstallerPolicy
2024 43 19

stz o|x f(ZIEI5])0IAM

-1 O
ZHEE &di2(HCP)O|

g8 4 wu:r

ROSAQ HCP AWS 2|H

ROSAE A}
AWS 2|H.
202414 48 17

ROSA2F HCP AWS 2| =& O|X|| ofAlo} EfE (2 ALZH Ol
M BAE ZHEE Z8Q(HCP)
0| Z& = ROSAE A2 £

A& LICH AWS 2[H.

AAE

AWS ZE2|E EH ROSAInsta
llerPolicy & ROSASRESu
pportPolicy7t YC|0IEEIRI&E

202414 48 10

AN EH

ROSAInstallerPolicy %
ROSASRESupportPolicy

0|E
L|ct.
M= Olx otAlot EREL(EI)0lA 2024 H 42 8L
FARZEE Z8|QI(HCP)O|
ZEE ROSAE A8 E =+ R
&LIcH AWS 2|3,
Z¢iI2l(HCP)O|

ROSA._ Ol =otmlz|zt
VM A" = UE

AWS 2|,

ROSAQI HCP AWS E|

I

20244 4% 1

i
m
mlm

stk
5|

Ir 1>
om

_3; 0 o
AN |:| r

ROSAQ HCP AWS 2|H

150




20244 3 25¢

SN B AE
U=

OlMl &
HEE Z82/(HCP)O|
st A OIAL_| |.

Red Hat OpenShift Service on AWS
ROSA2} HCP AWS 2| =&
ROSAE MEE == UE
AWS 2|H.
M =tE O|X| ofAlof EfHE(MS)IMH 2024 3 14
AR HEE Z8[QI(HCP)O|
2% 4 2
20244 38 5

ROSAQ} HCP AWS Z|H™
Z & EI ROSAE At
&LICH AWS 2™,

olx| otz 2|7H7H 0| ZEte)of

ROSAR} HCP AWS 2| =% sy
M BAE HEE ZHQIHCP)
O| & EI ROSAE AI8E =
AUA&LICHAWS 2|,
ROSAInstallerPolicy &CI0|E AWS ZH2|d H& ROSAInsta 2024'H 12 26
llerPolicyE YCIO|E&&LICE
ROSASRESupportPolicy 40  AWS Z2/& 2 2024'A 18 22
0|E ROSASRESupportPolicyE 2
co|ERi&LICEH
ROSAImageRegistryO AWS #2[d E® ROSAlmage 2023 A 12 12
peratorPolicy |01 E RegistryOperatorPolicyE |
O|ER&LICH
ROSAKubeControllerPolicy &4  AWS Z2I8 H 2023 10 16
Ho|E ROSAKubeControllerPolicy £
Aolo|ERf&LIC
AWS zt2[E HA 2023 8& 1
ROSAManageSubscription=
EM&LICE.
20234 7 13

ROSAManageSubscription &
U0 ERNE

AWS 'T'n:l' E|€=| R4 =H
ROSAKubeControllerPolicy&
=#aLich

CIOIE
HoolERl&

ROSAKubeControllerPolicy &

CIoIE

151




Red Hat OpenShift Service on AWS

ol
nx

02
x

ROSA £ 0t I|0|X| F7}

HiZ M M o|x| £t

ME2 AWS 22|38 8™
ROSANodePoolManage
mentPolicy &7}

M2 AWS ZH2|3 =4
ROSAInstallerPolicy &7}

ME2 AWS ZH2[E 24
ROSASRESupportPolicy &7}

ROSAS| 2| 72

=7t

ACl|o| EEl % 2| Red Hat
OpenShift Service on AWS

o

ROSA 23A} 23ghoi CH
E2AWS HEIF

M
HA 271

7

h

MNME2 AWS 22|18 o
A4 ROSAControlPlaneOp
eratorPolicy F7}

ROSAS| £¢3, ROSAQ| Q!
Z7I 2o ROSAQ| H|O|E| &
Z HO|X|7} F7HEIA&LICE.

HiZ &M
&LCt.

H O|X|7F FIHE|RA

ME2 AWS 22| 8™
ROSANodePoolManage
mentPolicy 7} F7+E[A& LIt

MZ2 AWS ZH2|E S
ROSAInstaIIerPollcyﬂ —’F7PE|
R[A&LCt

MEZ2 AWS 22/ E3
ROSASRESupportPolicy 7t &
7tE[{&LICH

ROSAS| 2] 7He H|O|X|7}
FIHE A& LICE.

% 9| Red Hat OpenShift
Service on AWS HO|X|7} &
CllO|E L& LICE

MEZE2 AWS 2

& E& ROSAImage
RegistryOperatorPolicy,
ROSAKubeControllerPolicy &!
ROSAKMSProviderPolicy 7}
7+E[R& LI

ME2 AWS 22|18 o

A ROSAControlPlaneOp
eratorPolicy7} F7HE[A& L
Ct.

20237 6& 30

20234 6% 9

20231 62 84

20239 62 6

202396 1

20237 52 26

2023 52 24

2023 42 27

2023 42 24

152



Red Hat OpenShift Service on AWS

ol
nx

0%
x

i

ROSA #H|H <d&toi CH
2 AWS ZE| A

MZ
7t

o

ROSA AH|4& T T 10| X]

7t

X 814 Ho|X| =7}

AIZE OHLAM 7}

MZ2 AWS 22| &2
ROSAManageSubscription &

7t

= EElAa

b

E

ROSA HE & 22X Ag
O|X[of CHEt ME22 AWS & Z|
S EH | o|X|7F =IHE[E
LICE.

ROSA MH|A &E & H[0|X|7t
FIHEIAELICH

22X i 2 = o|X[7F FIHEIRA
&LCt.

AlEHSE7| ©o|X|7F FIHEIES
L|Ct.

ME2 AWS 22 24
ROSAManageSubscriptionO|
F7LE[R&LICH

Red Hat OpenShift Service on
AWS AtE dBMO| z|x 2|
2Lt

2023 42 20

2022'4 128 22¢

20224 1181

20224 8& 12

2022 48 11

20214 38 24

153



Red Hat OpenShift Service on AWS AE HEM

7|Al #HAL 2 XS Els HAULICH MBS E HAL HE Ho{o| Lig0| 4&ste BRols Fol HH

cliv



	Red Hat OpenShift Service on AWS
	Table of Contents
	Red Hat OpenShift Service on AWS란 무엇인가요?
	특성
	액세스 ROSA
	를 시작하는 방법 ROSA
	가격 책정
	ROSA 서비스 요금
	AWS 인프라 요금

	에 대한 책임 개요 ROSA
	개요
	영역별 공동 책임을 위한 작업
	인시던트 및 운영 관리
	변경 관리
	액세스 및 ID 인증
	보안 및 규정 준수
	재해 복구

	데이터 및 애플리케이션에 대한 고객 책임

	ROSA 아키텍처
	ROSA와 HCP 및 ROSA 클래식 비교


	시작하기 ROSA
	를 사용하도록 설정 ROSA
	사전 조건
	AWS 사전 조건 활성화 ROSA 및 구성

	ROSA CLI를 사용하여 ROSA with HCP 클러스터 생성
	사전 조건
	Amazon VPC 아키텍처 생성
	필요한 IAM 역할 및 OpenID Connect 구성 생성
	ROSA CLI 및를 사용하여 ROSA with HCP 클러스터 생성 AWS STS
	자격 증명 공급자 구성 및 클러스터 액세스 권한 부여
	사용자에게에 대한 액세스 권한 부여 클러스터
	cluster-admin 권한 구성
	dedicated-admin 권한 구성
	Red Hat Hybrid Cloud 콘솔을 클러스터 통해에 액세스
	개발자 카탈로그에서 애플리케이션 배포
	사용자의 cluster-admin 권한 취소
	사용자의 dedicated-admin 권한 취소
	에 대한 사용자 액세스 취소 클러스터
	클러스터 및 AWS STS 리소스 삭제

	ROSA CLI를 사용하여 ROSA 클래식 클러스터 생성
	사전 조건
	ROSA CLI 및를 사용하여 ROSA 클래식 클러스터 생성 AWS STS
	자격 증명 공급자 구성 및 클러스터 액세스 권한 부여
	사용자에게에 대한 액세스 권한 부여 클러스터
	cluster-admin 권한 구성
	dedicated-admin 권한 구성
	Red Hat Hybrid Cloud 콘솔을 클러스터 통해에 액세스
	개발자 카탈로그에서 애플리케이션 배포
	사용자의 cluster-admin 권한 취소
	사용자의 dedicated-admin 권한 취소
	에 대한 사용자 액세스 취소 클러스터
	클러스터 및 AWS STS 리소스 삭제

	를 사용하는 ROSA 클래식 클러스터 생성 AWS PrivateLink
	사전 조건
	Amazon VPC 아키텍처 생성
	ROSA CLI 및를 사용하여 ROSA 클래식 클러스터 생성 AWS PrivateLink
	AWS PrivateLink DNS 전달 구성
	Route 53 Resolver 인바운드 엔드포인트 구성
	클러스터의 DNS 전달 구성

	자격 증명 공급자 구성 및 클러스터 액세스 권한 부여
	사용자에게에 대한 액세스 권한 부여 클러스터
	cluster-admin 권한 구성
	dedicated-admin 권한 구성
	Red Hat Hybrid Cloud 콘솔을 클러스터 통해에 액세스
	개발자 카탈로그에서 애플리케이션 배포
	사용자의 cluster-admin 권한 취소
	사용자의 dedicated-admin 권한 취소
	에 대한 사용자 액세스 취소 클러스터
	클러스터 및 AWS STS 리소스 삭제


	의 보안 ROSA
	의 데이터 보호 ROSA
	암호화를 사용하여 데이터 보호
	지원 스토리지 볼륨 Amazon EBS에 대한 데이터 암호화
	Amazon EBS CSI 드라이버 및 Amazon EFS CSI 드라이버의 데이터 암호화
	etcd 암호화
	키 관리

	내장 이미지 레지스트리의 데이터 암호화
	인터네트워크 트래픽 개인 정보
	KMS를 사용하여 데이터 암호화


	에 대한 자격 증명 및 액세스 관리 ROSA
	대상
	ID를 통한 인증
	AWS 계정 루트 사용자
	페더레이션 ID
	IAM 사용자 및 그룹
	IAM 역할

	정책을 사용하여 액세스 관리
	ID 기반 정책
	리소스 기반 정책
	액세스 제어 목록(ACL)
	기타 정책 유형
	여러 정책 유형

	ROSA 자격 증명 기반 정책 예제
	ROSA 콘솔 사용
	리소스 관리를 위한 ROSA with HCP 권한 부여 AWS
	ROSA 클래식에 AWS 리소스 관리 권한 부여
	사용자가 자신의 고유한 권한을 볼 수 있도록 허용
	ROSA 클래식 계정 정책
	[접두사]-Installer-Role-Policy
	권한 정책

	[접두사]-ControlPlane-Role-Policy
	권한 정책

	[접두사]-Worker-Role-Policy
	권한 정책

	[접두사]-Support-Role-Policy
	권한 정책


	ROSA 클래식 연산자 정책
	[접두사]-openshift-ingress-operator-cloud-credentials
	권한 정책

	[접두사]-openshift-cluster-csi-drivers-ebs-cloud-credentials
	권한 정책

	[접두사]-openshift-machine-api-aws-cloud-credentials
	권한 정책

	[접두사]-openshift-cloud-credential-operator-cloud-credentials
	권한 정책

	[접두사]-openshift-image-registry-installer-cloud-credentials
	권한 정책

	[접두사]-openshift-cloud-network-config-controller-cloud-cr
	권한 정책



	AWS 에 대한 관리형 정책 ROSA
	AWS 관리형 정책: ROSAManageSubscription
	ROSA with HCP 계정 정책
	AWS 관리형 정책: ROSAWorkerInstancePolicy
	AWS 관리형 정책: ROSASRESupportPolicy
	AWS 관리형 정책: ROSAInstallerPolicy
	AWS 관리형 정책: ROSASharedVPCRoute53Policy
	AWS 관리형 정책: ROSASharedVPCEndpointPolicy

	ROSA와 HCP 운영자 정책
	AWS 관리형 정책: ROSAAmazonEBSCSIDriverOperatorPolicy
	AWS 관리형 정책: ROSAIngressOperatorPolicy
	AWS 관리형 정책: ROSAImageRegistryOperatorPolicy
	AWS 관리형 정책: ROSACloudNetworkConfigOperatorPolicy
	AWS 관리형 정책: ROSAKubeControllerPolicy
	AWS 관리형 정책: ROSANodePoolManagementPolicy
	AWS 관리형 정책: ROSAKMSProviderPolicy
	AWS 관리형 정책: ROSAControlPlaneOperatorPolicy

	ROSA AWS 관리형 정책에 대한 업데이트

	ROSA 자격 증명 및 액세스 문제 해결
	AWS Organizations 서비스 제어 정책에서 필요한 AWS Marketplace 권한 거부
	사용자 또는 역할에 필요한 AWS Marketplace 권한이 없음
	관리자가 차단한 필수 AWS Marketplace 권한
	로드 밸런서 생성 오류: AccessDenied


	의 복원력 ROSA
	AWS 글로벌 인프라 복원력
	ROSA 클러스터 복원력
	고객 배포 애플리케이션 복원력

	의 인프라 보안 ROSA
	클러스터 네트워크 격리
	포드 네트워크 격리


	ROSA 서비스 할당량
	AWS 와 통합된 서비스 ROSA
	에서를 ROSA 사용하는 방법 AWS Marketplace
	용어
	ROSA 결제 및 결제
	콘솔을 통해 ROSA Marketplace 목록 구독
	ROSA 계약 구매
	12개월 계약
	ROSA 클래식 12개월 계약 구매
	HCP를 사용하는 ROSA 구매 12개월 계약
	월간 사용 할당량
	HCP를 사용하는 ROSA 12개월 계약 업그레이드


	비공개 제안 받기

	Private Marketplace


	문제 해결
	ROSA 클러스터 디버그 로그 액세스
	ROSA 클러스터 클러스터 가 생성 중에 AWS 서비스 할당량 검사에 실패함
	ROSA CLI 만료된 오프라인 액세스 토큰 문제 해결
	osdCcsAdmin 오류가 클러스터 있는를 생성하지 못했습니다.
	다음 단계
	ROSA 지원 받기
	지원 사례 열기
	Red Hat 지원 사례 열기


	문서 이력
	

