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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/singlesignon/latest/userguide/getting-started.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started_create-admin-group.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started_create-admin-group.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started_create-admin-group.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
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1. CI2 248 £ JSON M2 At 240 o210 20| M & &L CtScheduler-

Execution-Role. json. O| 212 HAMZ S35 EventBridge Scheduler= At&XHE CHAI5H04 S

gees + st

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "scheduler.amazonaws.com"
b
"Action": "sts:AssumeRole"
}
]
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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$ aws iam create-role --role-name SchedulerExecutionRole --assume-role-policy-
document file://Scheduler-Execution-Role.json
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"Role": {
"Path": "/",
"RoleName": "Scheduler-Execution-Role",
"RoleId": "BR1L2DZK3K4CTL5ZF9EIL",
"Arn": "arn:aws:iam::123456789012:r0le/SchedulerExecutionRole",
"CreateDate": "2022-03-10T18:45:01+00:00",
"AssumeRolePolicyDocument": {
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "scheduler.amazonaws.com"
},

"Action": "sts:AssumeRole"
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Amazon SQS - SendMessage

cheduler= A& 2| 25 Amazon SQS CHZ |0 A

eS
2 Z&8¢ + &Lt

CtZ 2 S3dll EventBridge
sqs:SendMessage &9

{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"sqgs:SendMessage"
1,
"Effect": "Allow",
"Resource": "*"
}
]
}

Amazon SNS - Publish

Ct= 2 &3l EventBridge Scheduler= /& 2| 2 & Amazon SNS FA|0f| CH3H sns:Publish
HUS ZEY = UsLIOH
{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"sns:Publish"
1,
"Effect": "Allow",
"Resource": "*"
}
]
}
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{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"lambda:InvokeFunction"
1,
"Effect": "Allow",
"Resource": "*"
}
]
}

CHS HES Mdlsto] M Het g WHsLIC PolicyNameE O] HAof R0{3t2i= 0|2
2 HH A2,

$ aws iam create-policy --policy-name PolicyName --policy-document file://
PermissionPolicy.json

dSotH Cha1 242 27t 23E Lt QM2 7|56 FAHAI2. ARN CHS ARN EHA|0f|l A O]
A A

{
"Policy": {
"PolicyName": "PolicyName",
"CreateDate": "2022-03-015T19:31:18.620Z2",
"AttachmentCount": 0O,
"IsAttachable": true,
"PolicyId": "ZXR6A36LTYANPAI7NI5UV",
"DefaultVersionId": "v1",
"Path": "/",
"Arn": "arn:aws:iam::123456789012:policy/PolicyName",
"UpdateDate": "2022-03-015T719:31:18.620Z"
}
}

Al odgho] HME HAZSE{MH OIS HHS A™MSIMIL. o™ BHMM BHE your-policy-
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$ aws iam attach-role-policy --policy-arn your-policy-arn --role-
name SchedulerExecutionRole

Ol attach-role-policy &2 HHE|AM SEH S Btetetx| & LICH

Oy A8

EventBridge A7IE8] YHE 57| ol AFE0|M =EE CH4 0| 5Lt 04 Qdojof Lct
7|1E AWS 2| AAE AF8SHHLE M B[ &AAE BHE = JUELICH CFE BEHAl=E B M85t M| &
HA4 H

Amazon SQS CH7|¥E MdEste &S B o{ELICH AWS CloudFormation.
M Amazon SQS CH7 | PHEB{H

1. C}= JSON AWS CloudFormation RHI£2/2 SAI5t01 240 CIE 0|E 22 MY
CtSchedulerTargetSQS. json.

el
r

"AWSTemplateFormatVersion": "2010-09-09",
"Resources": {
"MyQueue": {
"Type'": "AWS::SQS::Queue",
"Properties": {

"QueueName": "MyQueue"
}
}
.
"Outputs": {

"QueueName": {
"Description": "The name of the queue",
"Value": {

"Fn::GetAtt": [
"MyQueue",
"QueueName"

]

}

.

"QueueURL": {
"Description": "The URL of the queue",
"Value": {
"Ref": "MyQueue"
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.
"QueueARN": {
"Description": "The ARN of the queue",
"Value": {
"Fn::GetAtt": [
"MyQueue",
"Arn"

}

2. OlMCHS AWS CLIE™EE A#5t0{ Scheduler-Target-SQS. json ®Z2/0{AH AWS
CloudFormation AES MAISHL|C}H

$ aws cloudformation create-stack --stack-name Scheduler-Target-SQS --template-body
file://Scheduler-Target-SQS.json

Ad
o
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"StackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/Scheduler-
Target-SQS/1d2af345-al121-12eb-abcl-012e34567890"

}
3. Ci2 HHS M50 AWS CloudFormation AEH0]| CHEH @ oF HEE & QIgtL|Ct o] HEE &
Sol &efet HES!ol xX|HE E=40| e ELICH

$ aws cloudformation describe-stacks --stack-name Scheduler-Target-SQS

H35tH 0]l BHE2 Amazon SQS CH7|¥E M5t Ch £33 gretghL|ct
{
"Stacks": [
{

"StackId": "arn:aws:cloudformation:us-west-2:123456789012:stack/
Scheduler-Target-SQS/1d2af345-al121-12eb-abcl-012e34567890",

"StackName": "Scheduler-Target-SQS",

"CreationTime": "2022-03-17T16:21:29.442000+00:00",

"RollbackConfiguration": {3},
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"StackStatus": "CREATE_COMPLETE",
"DisableRollback": false,
"NotificationARNs": [],
"Outputs": [
{
"OutputKey": "QueueName",
"OutputValue": "MyQueue",

"Description": "The name of the queue"
},
{
"QutputKey": "QueueARN",
"OQutputValue": "arn:aws:sqs:us-west-2:123456789012:MyQueue",
"Description": "The ARN of the queue"
.
{

"OutputKey": "QueueURL",

"OQutputValue": "https://sqs.us-
west-2.amazonaws.com/123456789012/MyQueue",

"Description": "The URL of the queue"

1,

"Tags": [1,

"EnableTerminationProtection": false,

"DriftInformation": {
"StackDriftStatus": "NOT_CHECKED"
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Ol &=0lM= M EventBridge 27| &2 Y& Mol CHsH AHELICH EventBridge 27 &2 2&
AWS Command Line Interface (AWS CLI) EE= ®Z 3! Amazon SQS E} A2 2 U™ S AWS SDKs
A5l24{H Scheduler 2£2 AFEELICE JH CHE 222 HHstD, MAI=E 75D, Ams 21y
of CHet 2[cH 2& AlztE MYELICH Y™E BHE Folle d™Ho| U2 tHHMeE 3 &5t= O
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® Note
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the section called “AtZ3 Z 7|t 20 AL27 AFRALE MAStT TASH £ O 2 HEHS A
5o HMA Eot oI5 HEE MABILICH AWS CLIE 7335t2{T HAMA 7| IDS} HIZ HA|
A 7|7t HFLct,

$ aws configure
AWS Access Key ID [None]: AKIAIOSFODNN7EXAMPLE
AWS Secret Access Key [None]:

wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY

Default region name [None]: us-west-2
Default output format [None]: json
Hot olE HEE M5t ChFst whdof| CHE AEMIEH LIS 2 B 28 AWS Command Line
Interface AHE AHAMS| 7 MY L M =2 HE5HM L.
=S|
« A XA
 EventBridge 27| E2 2£2 ME5t0{ YT E MHFLICH
- E A835to] ™S MY AAIL. AWS CLI
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https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-quickstart.html#cli-configure-quickstart-precedence
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a. HET 7R =SRE MEstn SEE MEFLICH API O] oi|&|ol A= Amazon SQS

b. SendMessageX!/O| SQSarn:aws:sqs:us-west-2:123456789012:TestQueuelli7|
oM EECH2 SE1 ARN Z2 7|ZE Amazon SQS CH7 (PSS MESHLICH M CH7|¥S M
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Chee MEE Che ME - 24 HOIX|oIAM Cha g +8sHAAIR.
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10. Next(CH2)S MEdstL|C}H,
1. YdH 4dE 2 MM Ho|X[oM LHo| M8 HEE HAESLICH ZF MMojMq HES MEISHod Sl
EHAHZE Sot7tM M HEE HERLIC

=
12. QR MAIS MEHS0 A UAd AlMS etE3t|CH X o

=20 OO | =20 oo=2 = = O |
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13. &H0| Amazon SQS CHA 2 S E5t=X| =QI5t2{H Amazon SQS 2£2 Y1 LSS £8sHA
A2,

a. CH7|E SEo|AM CHY CHT (S MEdStLICE
b. [MAIX| ®& L £=41(Send and receive messages)|S ME{EFLIC}.

c. MAIX] ELiZ7| L 27| mo|x[e] HIAIX| #=&lof A HIAIX| Z2Z S M=4sto{ LHof et cHe
CH7| P2 ELH EAE MHAIXIE AMEHLC
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= Amazon SQS CHA S 2 EventBridge & 71| & 2

= olXl= AWS CLI BEE At&sto{ ®E30|
% YHS HoiFLIC Ch3 TEtOIE el Xt2] R AR 2L E ALS RS

[ |
ME2 MMSE create-scheduled
MEZ d"iELuct

P
 RoleArn— ARN 243t @428 Al AJ&of E U=gct
« Arn — CH& 2| ARN 22 =g LICH o] B CH& 2 Amazon SQS CH7 | LICE

« 224 _ EventBridge A7 Z 247} CHAF CH7|ol| MY 6t HIAIX|S Y23gbLct.

$ aws scheduler create-schedule --name sqs-templated-schedule --schedule-expression

'rate(5 minutes)' \
--target '{"RoleArn": "ROLE_ARN", "Axrn": "QUEUE_ARN", "Input": "TEST_PAYLOAD" }' \

--flexible-time-window '{ "Mode": "OFF"}'

A2 AWS CLI 16


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/scheduler/create-schedule.html

EventBridge &7 & 24

AF|ECHE AIESI] A7 ES HY

Ct= oMol M= EventBridge 27| £2{& SDKs A&
EventBridge A7 &2 L™ E MELICH.

Example Python SDK

import boto3
scheduler = boto3.client('scheduler')

flex_window = { "Mode": "OFF" }
sqs_templated = {
"RoleArn": "<ROLE_ARN>",
"Arn": "<QUEUE_ARN>",
"Input": "Message for scheduleArn:
'<aws.scheduler.scheduled-time>""

}

scheduler.create_schedule(
Name="sqs-python-templated",
ScheduleExpression="rate(5 minutes)",
Target=sqs_templated,
FlexibleTimeWindow=flex_window)

Example AFH} SDK

package com.example;

import
import
import

public class MySchedulerApp {

public static void main(String[] args) {
final SchedulerClient client =

.region(Region.US_WEST_2)
.build();

software.amazon.awssdk.regions.Region;
software.amazon.awssdk.services.scheduler.SchedulerClient;
software.amazon.awssdk.services.scheduler.model. *;

AdEF

& LICt EventBridge SDKs

stod EIZ310| = Amazon SQS E} 7o 2

'<aws.scheduler.schedule-arn>', scheduledTime:

SchedulerClient.buildexr()

A8 SDKs
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Target sqgsTarget = Target.builder()
.roleArn("<ROLE_ARN>")

.arn("<QUEUE_ARN>")
.input("Message for scheduleArn: '<aws.scheduler.schedule-arn>',

scheduledTime: '<aws.scheduler.scheduled-time>'")
.build();

CreateScheduleRequest createScheduleRequest = CreateScheduleRequest.builder()

.name("<SCHEDULE NAME>")

.scheduleExpression("rate(1@ minutes)")

.target(sqsTarget)

.flexibleTimeWindow(FlexibleTimeWindow.builder ()
.mode(FlexibleTimeWindowMode.OFF)
.build())

.build();

client.createSchedule(createScheduleRequest);
System.out.println("Created schedule with rate expression and an Amazon SQS

templated target");

}
}
CHE B A
+ 2& E = EventBridge 27| £ 2{1E SDK AFE35t0{ M2 #2lsteE Wedol CHEr XHM[EH LIS 2
AESHAAIRYE #E[ AWS CLI
C BT I8 Cha T WD S CH4 TEHOIE|0] Aol CHEE AFAIE LIS 2 T4 BHE| MM
HZESHMIR.
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https://docs.aws.amazon.com/scheduler/latest/APIReference/
https://docs.aws.amazon.com/scheduler/latest/APIReference/
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& 7|8 Qo] AR StartDate 42 AFE35I0{ LHo| A tHml eh S ML £ 7|8k &
Mof ciall StartDateE MB5HA| Lo LM SA| CHa 2 2ZHHMo 2 SE5H7| A|2FELICEH
rate A0z CIS10 20| o2 TR E F 7Ho| Ea EHETL J&LICH
| s |
—
rate(value unit)
7t
HA
&k,
unit
UMM CHA S ZHH Mo 2 S &8 AlZF EHdLCH
S 28 2=: minutes | hours | days
0 Al
CHS oA=& AWS CLI create-schedule B3I &7 22 EFHAIS AF235l0{ £ 7|H d™HE #
Mote W2 Eo{ELICE Ol M= BIES! SqsParameters CHY RS AHE 5o 520kt Al

o
=
el YHEE 495t D Amazon SQS CH7|Fo| HIAIRIE TS ELICH

O| MM = --start-date LEtO|E 22 AHSHK| o2, 4%
LMo CHA S 7™ o2 S &S| AIRFELICH

$ aws scheduler create-schedule --schedule-expression 'rate(5 minutes)' --
name schedule-name \

--target '{"RoleArn": "role-arn", "Axrn": "QUEUE_ARN", "Input": "TEST_PAYLOAD" }' \
--flexible-time-window '{ "Mode": "OFF"}'

cron 3442 MENSE E7 AlZho]| A E|l= MESHE BtF L™HE T LICH EventBridge A7 &2
M EFEA(UTC) E= ™2 BHE M XIHEH AIZICHE 32 7|8t dHg FHE = U E X|H
t. Cron 7|8t HE AH8SHH U™ A- Al7|9t HIZE Of & Moig = J&LICH A7 ERS 2

=]
I EHA B stLbolM KIFEIR| S AFSKE XIT BHE UHO| TRE HS AL ¥ YN A-s

TE 20


https://docs.aws.amazon.com/scheduler/latest/APIReference/API_CreateSchedule.html#scheduler-CreateSchedule-request-StartDate
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T=E CHd 7ol Ee HE2 FHELC

=
—
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Zc 2t tUEFE
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D ay-of-week 1-7 EE= SUN - SAT - ?L#
AT 1970~2199 -

ol o] =g =

« (EE)dUEIEE FIL S ZEELICH & MAR E2E=0i&= 12 JANFEB, 2, 30| Z& L

« -(CHA|) 2tLE7tEE HRIE KIFEUCH L HEOM 1-15 XIHE &l 1ol 15U K| 27

gtChe ol0f L.
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« D ay-of-month == D ay-of-week EEQ| L A UEFIEE= T & E= Fo| O0tX|2 2 X|HE L
C}.

« D ay-of-month ZEo| W AUEFEE RUE X|HELICE D ay-of-month HEO| A T 22| 30]
M e QY2 3w
#

® Note
'# EAE A8 5= B day-of-week ZEO0| EFAS SHLIEF MHolgh = JELICEH K E &
3" = I
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01| Al

CtZ o M= AWS CLI create-schedule B3It &7 cron Z34AIE AFE5t0o1 32 7|8t dHE F
M5t WS 20iELICH O] o AlolMdE 2022 AR E{ 2023 A7HK| O & OFX |2 22 Y 27 10:15
UTC +00]l A8iE|= LHE M5t ©Z3! SqsParameters CHA 82 AF& 3104 Amazon SQS
CHZ|2of|l HIAIRIE & ELICH

$ aws scheduler create-schedule --schedule-expression "cron(15 10 ? * 6L 2022-2023)" --
name schedule-name \

--target '{"RoleArn": "role-arn", "Axrn": "QUEUE_ARN", "Input": "TEST_PAYLOAD"™ }' \
--flexible-time-window '{ "Mode": "OFF"}'

I
mo Lo

US| AFER REE M EFHAREIE A Est0d XIS 2 L AlZhof CHY S Bk &
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at EHAIZ ALS5H04 Y|4 YHS TABLICH at EHAIS CHT} 20| EventBridge 2 A Z2{7+ &
M2 SEHEE st LW AZoR THELL

CHZ 0|0l M= AWS CLI create-schedule @&} &7 at 342 AFE5H0{ 23| AHE 747
WS 2oiELICt o] oMo HE HES! SqsParameters CHY REE
| 2% UTC 1A|~8Al0f & 1 Al3E|E UA™HE M3 T Amazon SQS CHZ |0 HAIX|E HESEL

.

ne rr

m

$ aws scheduler create-schedule --schedule-expression "at(2022-11-20T13:00:00)" --
name schedule-name \

--target '{"RoleArn": "role-arn", "Axrn": "QUEUE_ARN", "Input": "TEST_PAYLOAD" }' \
--schedule-expression-timezone "America/Los_Angeles"

--flexible-time-window '{ "Mode": "OFF"}'

A F|E8{2| AlZtCH EventBridge

EventBridge AHZEEE AFZRL7L X|HstE ZE AlZtCHo M 32 7] 2 U3|A AXg TME £+
UL F K| HELICH EventBridge 27 &= QEH X[ ¢S5 7[2h () ol M #elst=E AlZcH o
O|&E AFSELICH IANA

£ AWS CLIAFHE 3™ EventBridge Scheduler7t OH7H B4~8 AFE5t0{ UM E T
ZHHE M™HE 4 U&LICH --schedule-expression-timezone 0 & £04

™ 8A| 300 O|=F/720M BHEZ22Z Z/4El Amazon SQS SendMessage C
7|8 dEE MdgtLct

$ aws scheduler create-schedule --schedule-expression "cron(30 8 * * ? *)" --pame
schedule-in-est \

--target '{"RoleArn": "role-arn", "Axn": "QUEUE_ARN", "Input": "This schedule runs
in the America/New_York time zone.™" }' \

--schedule-expression-timezone "America/New_York"
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https://www.iana.org/time-zones
https://www.iana.org/time-zones
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--flexible-time-window '{ "Mode": "OFF"}'
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E A&¥ UpdateSchedule M= T 047 8 25 MSdtoF & LICH EventBridge 2AAIE 2=
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U= AFSELICH

Example AWS CLI

$ aws scheduler update-schedule --name lambda-universal --schedule-expression 'rate(5
minutes)' \

--target '{"RoleArn": "ROLE_ARN", "Axrn":"arn:aws:scheduler:::aws-sdk:lambda:invoke"
"Input": "{\"FunctionName\":\"arn:aws:lambda:REGION:123456789012:function:HelloWorld

\",\"InvocationType\":\"Event\",\"Payload\":\"{\\\"message\\\":\\\"testing function\\

\"I\"I" 3N\

--flexible-time-window '{ "Mode": "OFF"}' \

--state DISABLED

"ScheduleArn": "arn:aws:scheduler:us-west-2:123456789012:schedule/default/lambda-
universal"

}

CtS ol Aol M= SDK Pythont UpdateSchedule 22 A&35t01 RIZS! CHA 2 SQS AHE 5104
Amazong2 CHY O E 5t= U™ E HIFHsEhct

Example Python SDK

import boto3
scheduler = boto3.client('scheduler')

sgs_templated = {
"RoleArn": "<ROLE_ARN>",
"Arn": "<QUEUE_ARN>",
"Input": "{}"}

flex_window = { "Mode": "OFF" }

scheduler.update_schedule(Name="your-schedule",
ScheduleExpression="rate(5 minutes)",
Target=sqs_templated,
FlexibleTimeWindow=flex_window,
State='DISABLED')

UY SEf HE 26
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EventBridge 27| &0l A f8t AlZt & 3517

R0 AlZH B o2 U™ E FH35HH EventBridge Scheduler= AFEXF7F A&EH AlZH 249 LHo A CH
&2 SEELICE ol= CH4 o =8t oi 2 = 7._HH SEO| URSHK| pi2 Aol RSELICH 7|7t2
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o & E0{ DHA|Zt A& T|= Lol CHaH 1522 A8 7|7t2 Fg5tH of| S El AIZHECH 158 F LY
of CH&o| ZtHY™Mo 2 S EELICE CHZ 2 AWS CLI Scheduler 0| M2 EventBridge Scheduler SDK 04|
ME UpdateSchedule At&35t0{ 1A|ZH0l| B | A= UZol CHSH 1522 fedst AlZt HRUE
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Example AWS CLI

$ aws scheduler update-schedule --name lambda-universal --schedule-expression 'rate(1l
hour)' \

--target '{"RoleAxn": "ROLE_ARN", "Arn":"arn:aws:scheduler:::aws-sdk:lambda:invoke"
"Input": "{\"FunctionName\":\"arn:aws:lambda:REGION:123456789012:function:HelloWorld

\",\"InvocationType\":\"Event\",\"Payload\":\"{\\\"message\\\":\\\"testing function\\

\"HA\"I N

--flexible-time-window '{ "Mode": "FLEXIBLE", "MaximumWindowInMinutes": 15} \

"ScheduleArn": "arn:aws:scheduler:us-west-2:123456789012:schedule/lambda-universal"

Example Python SDK

import boto3
scheduler = boto3.client('scheduler')

sgs_templated = {
"RoleArn": "<ROLE_ARN>",
"Arn": "<QUEUE_ARN>",
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IlInputll: Il{}ll}
flex_window = { "Mode": "FLEXIBLE", "MaximumWindowInMinutes": 15}

scheduler.update_schedule(Name="your-schedule",
ScheduleExpression="rate(1 hour)",
Target=sqs_templated,
FlexibleTimeWindow=flex_window)
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« DLQ(Dead Letter Queue) x|

« dead-letter O|HIE 744

OtOFE SQS CH7 [

%40l DLQ LA 744517| Toll ZZ Amazon SQS CH7 €2 MAdsHok B LICH Amazon SQS 2&2
Ar235t04 CH7 | QS MAdstE o CiEt x| &2 Amazon EHe SQS CH7 | AMHIA JHEERF OHLHAM Q]
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https://docs.aws.amazon.com/SQSDeveloperGuide/sqs-configure-create-queue.html
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@® Note
EventBridge 27| Z2{= FIFO CH7|¥@E AFE3 20| AA835t= W2 KI@stK| et&LCt
DLQ

CtS AWS CLI B E AL85t0o & CH7|Ee ddeLct
$ aws sqs create-queue --queue-name queue-name

&35t ZA1tod QueueURLO| EA|EILICEH

"QueueUrl": "https://sqs.us-west-2.amazonaws.com/123456789012/scheduler-dlq-test"

[
e

OtE £ Ci7|¥ g 7|E38H ELICFARN. EventBridge 271&84 220l DLQ £ X|&E ARN [

5 | =
Ct. Amazon ARN SQS 2&0|M EEE get-queue-attributes AWS CLI 2 A8 3504
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$ aws sqs get-queue-attributes --queue-url your-dlg-url --attribute-names QueueArn

A3 5tH ARN £30f CH7|d ol EAIELICH
{
"Attributes": {
"QueueArn": "arn:aws:sqs:us-west-2:123456789012:scheduler-dlqg-test"
}
}
CS MM MHE AFE A dgtof et Met2 F715104 EventBridge Scheduler7t = &IE{ O|H!
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/sqs/get-queue-attributes.html#get-queue-attributes
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{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"sgs:SendMessage"
1,
"Effect": "Allow",
"Resource": "*"
}
]
}
(@ Note

EventBridge SchedulerE AF&3t0{ Amazon SQS APICHA S S &5t B AFE AY 98
of 28t MEtol ol0l MRl /US 5= U&LCh.
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£ Xx|H3t2{™ EventBridge Scheduler 2& = AWS CLI £ AF&35104 7|& 2™ E Yo|0|E S HLE
M 2dXe ptEAMA|2. DLQ
Console

Z& DLQ AH82 X|Y5tEH
1. o AWS Management Console2 1213t ¥ Ctg 23 E MEN50{ EventBridge 2£ 2|
EventBridge A7|E 24 MME JLIC}. & https://console.aws.amazon.com/scheduler/

2. EventBridge Scheduler 2&£0M A XM E BHEHL 2 SFolM HEE 7|& dHES MH
st|CH
=] .

3. A mo|x|oM dI=EdIE 7 (DLQ) ol CH3H CHS & SHLEE =-8SHAAIL.
« LH AWS A% 2| Amazon SQS CH7|¥YE DLQ aE MEHE MEHSI OIS EECIR S S0 M d
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https://console.aws.amazon.com/scheduler/home
https://console.aws.amazon.com/scheduler/home
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MEASHCHS Sl CH7|¥92 ARN
£ EventBridge Scheduler 2&
CHZ |o=|c> ARNs EEEPS S50 ‘*AI%E* i&Lct
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— o =20 =
5. (ME AHY) ™ol DL MF EE % HedH S50 4 0o|FS MEje O dE MR H

AWS CLI

E Ar8stod 7|& dHE Yo|o|EstE{™ AWS CLI

« update-scheduleBHEE AE35t0{ YHE YO|O|EFHAAIL. 0|0 448t Amazon SQS
CH7|¥e 2 x|™&ELICIDLQ. Z4 Amazon SQS H8t °d7é'%._|' IAM 2382 ARN A3l odstz
XSgLICt CHE 2 E A2l EAIRF g2 s HEZ H

$ aws scheduler update-schedule --name existing-schedule \
--schedule-expression 'rate(5 minutes)' \
--target '{"DeadLetterConfig": {"Arn": "DLQ_ARN"}, "RoleAxrn'": "ROLE_ARN",

"Arn":"QUEUE_ARN", "Input": "Hello world!™ }' \
--flexible-time-window '{ "Mode": "OFF"}'

sz
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02
HL

- U™Z ¥85l2{H create-schedule BHEE AFSELICH 2 E R2| EAIRF L

$ aws scheduler create-schedule --name new-schedule \
--schedule-expression 'rate(5 minutes)' \
--target '{"DeadLetterConfig": {"Arn": "DLQ_ARN"}, "RoleAxrn'": "ROLE_ARN",
"Arn":"QUEUE_ARN", "Input": "Hello world!™ }' \
--flexible-time-window '{ "Mode": "OFF"}'
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/scheduler/update-schedule.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/scheduler/create-schedule.html
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Ch2 O30 20| receive-messageBHEES A8 3104 oM HI=EXIE O|HEE
--max-number-of-messages £4E Ar&35t0] AAME HAIX| =8 MHEE = JU&LICH

$ aws sqs receive-message --queue-url your-dlq-url --attribute-names All --message-
attribute-names All --max-number-of-messages 1
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tol

rok

"Messages": [
{

"Messageld": "2aeg3510-fe3a-4f5a-ab6a-6906560eaf7e",

"ReceiptHandle": "AQEBKNKTdOMrWgHKPoITRBwrPoK3eCSZIcZwVqCYQBZ
+FfTcORFpopJlbtCqj36VbBT1HreM8+qM/m5jcwqS1A1GmII0/hYmMgn/
+dwIty9izE7HnpvRhhEyHxbeTZ5V05RbeasYaBdNyi9WLcnAHviDh6MebLXXNWoFyYNsxdwJuGof/
w3htX6r3dxpXvvFNPGoQb8ihY37+u@gtsbuIwhLtUSmE8rbldEEWiUfi3IJ1zEZpUS77n/k1GWrMrnYgOGx/
BualLzOrFi2F738XI1I/
Hnh45uv3cab0YwS1ojPQlLtX2URg1haV5884FY1aRvY8jR1pCZabTkYRTZKSXG5KNgYZnHpmsspii6INkjitYVFKPo@H91w

"MD50fBody": "@7adc3fc889d6107d8bb8fda42fe@573",

"Body": "{\"MessageBody\":\"Hello, world!",\"QueueUrl\":\"https://sqs.us-
west-2.amazonaws.com/123456789012/does-not-exist\"}",

"Attributes": {

"SenderId": "AROA2DZE3W4CTL5ZR7EIN:ff@0212d8c453aaaaeb44bc6846d4723",
"ApproximateFirstReceiveTimestamp": "1652499058144",
"ApproximateReceiveCount": "2",

"SentTimestamp": "1652490733042"

},

"MD50fMessageAttributes": "f72c1d78100860e00403d849831d4895",

"MessageAttributes": {

"ERROR_CODE": {
"StringValue": "AWS.SimpleQueueService.NonExistentQueue",
"DataType": "String"

1,
"ERROR_MESSAGE": {
"StringValue": "The specified queue does not exist for this wsdl
version.",
"DataType": "String"
1,

"EXECUTION_ID": {
"StringValue": "ad06616e51cdf74a",
"DataType": "String"
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/sqs/receive-message.html
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3,

"EXHAUSTED_RETRY_CONDITION": {
"StringValue": "MaximumEventAgeInSeconds",
"DataType": "String"

}

"IS_PAYLOAD_TRUNCATED": {
"StringValue": "false",
"DataType": "String"
},
"RETRY_ATTEMPTS": {
"StringValue": "0Q",
"DataType": "String"
},
"SCHEDULED_TIME": {
"StringValue": "2022-05-14T01:12:00Z2",
"DataType": "String"
},
"SCHEDULE_ARN": {
"StringValue": "arn:aws:scheduler:us-west-2:123456789012:schedule/

DLQ-test",
"DataType": "String"
I
"TARGET_ARN": {
"StringValue": "arn:aws:scheduler:::aws-sdk:sqs:sendMessage",
"DataType": "String"
}
}
}
]
}
CHA 2 S £0| AlmlEh 7t s8t #el2 AlHEst T EXME sl Aste ol == 0| | =5 dead-letter O[Hl
Eo|Ctg 242 7ISs FAAL
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AWS.Scheduler.InternalServerError

« ERROR_MESSAGE— EventBridge Scheduler7t CH& MH|AZRH 8= @7 HAIX|IE Z&FELICH
API 2| of &0l M AmazonOf| Al Et&tet @ F HIA|X|= SQS &LICtThe specified queue does
not exist for this wsdl version. EventBridge Scheduler 2X|Z @I58l Y& 0| Aluiste 4
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2 CHal CHE 2 F HIAIX|I7F EAIEILICH Unexpected error occurred while processing

the request
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arn:aws:scheduler:::aws-sdk:service:apiAction
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https://docs.aws.amazon.com/scheduler/latest/APIReference/API_CreateSchedule.html#scheduler-CreateSchedule-request-EndDate
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1. 0l M EventBridg 1&2 £ YL} https://console.aws.amazon.com/scheduler/

2. YUY SR HESH= YHES MEIE Ot HES MEiFLCH

3. 21% Bt FtolM MEE MEiEHLCH

4, A E 2AZ F ZX| MMHO| EECI2 DELETES S 0|AM MEHSH CHS 38 LIS XEELICH.

AWS CLI

1. MEZFZE IS gLt

2. LC}23F 20| update-schedule AWS CLI HHEE AFE510{ 7|& YHEE UHIOIESHAIAIL. O]
HIS --action-after-completion2 DELETEZ MXMELICE O] (Ao HE CHA M
2 o 2ZZ HolFtn 7H-EELICH JSON 282 YHI0|ESE{™ chat ot 7|& LHof

CHall T+dsted= 7IEF Y7 metOo|Ee{& &S 3sHok &hLct.

ol dE2 Alzt g 7+

SE1
completion ItZtO|EHE A "%E* HEEEME |"c§%*I—|EP.

$ aws scheduler update-schedule --name schedule-name
\

--action-after-completion 'DELETE' \
--schedule-expression 'rate(1 hour)' \

--end-date '2024-01-01T00:00:00'

--target file://target-configuration.json \
--flexible-time-window '{ "Mode": "OFF"}' \

UHOo| H o|& EREIX| et DeleteSchedule 2P 2 AKE £ U&LICH

Example AWS CLI

$ aws scheduler delete-schedule --name your-schedule
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https://docs.aws.amazon.com/scheduler/latest/APIReference/API_DeleteSchedule.html
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Example Python SDK

import boto3
scheduler = boto3.client('scheduler')

scheduler.delete_schedule(Name="your-schedule")

Cts B
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https://docs.aws.amazon.com/scheduler/latest/UserGuide/scheduler-quotas.html
https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html
https://docs.aws.amazon.com/scheduler/latest/APIReference/API_GetScheduleGroup.html#scheduler-GetScheduleGroup-response-State
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AWS Management Console
E AL&3tod Ml I &2 BHE24™ AWS Management Console

1. 0™ Amazon EventBridge 2 &0l AWS Management Console 212151 LT} https://
console.aws.amazon.com/events/.

2. 2F EMEFM YUY OES HEELICH
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AWS CLI
£ A83stod M 2 &2 BHEEi™ AWS CLI

1. MESZEZE IS GLich

2.  AWS Command Line Interface (AWS CLI) 0|M CtS create-schedule-groupd@dE S =

5tod A &8 MEELICt ol BB Ef27t environment:development &tLIQI &S
AHA—|%I-L_||:|. O| El EF = |RAS Bl X|& A|AEIZ AF256t04 Y& O Eo| &8+ &40 et
M agol dolg2 XY = UA&LCh

2 T AAHE

$ aws scheduler create-schedule-group --name TestGroup --tags
Key=environment,Value=development
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AWS Management Console

E AI83tod Y™H e a1 2343524 AWS Management Console

1. 0dlA<{ Amazon EventBridge &0 AWS Management Console 2121510 L|C} hitps:/
console.aws.amazon.com/events/.
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4. LY ME HE XI™H Ho|x|e| Y™ O Eoi chall EECH: SE0M M 282 ol§2 ME{g
LICt 0 & E04, TestGroups MEHEILICY.
5. UM miH, cHd, MYE XIHE O 2E Z2E 2 X% Ho| X0 A ME A 2 HAESHMAIL.
M L Fdol CHEt REMIEH LHE 2 AlEf 57| MME B E5HAMIR.
6. YHS 2EotT XME ST LY M S MEHELICE
AWS CLI

2.  AWS Command Line Interface (AWS CLI) 0lM C}S create-schedule @3S I248tL|C}
o]

Ol 5t 2™o| MME|T EtA0 M BHE sqs-test-scheduleOl2lE ZE1F UH
o ()

ol
= 2|
=

O| ¥ZAELICE ol AFAHER2 HETSE 2HE Amazon SQS CHY RS AIE5tod 2ldeE =
Z3fLICt SendMessage Y% 0|2, CHAN L I 2 0|22 MK MEZ CHAISHAAIL.

$ aws scheduler create-schedule --name sqs-test-schedule --schedule-expression

'rate(5 minutes)' \
--target '{"RoleAxn": "ROLE_ARN", "Arn": "QUEUE_ARN", "Input'": "TEST_PAYLOAD" }'

\

--group-name TestGroup
--flexible-time-window '{ "Mode": "OFF"}'

O|X| A Y%0| TestGroup ¥ 21 HAZELICL.
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/scheduler/create-schedule.html
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AWS Management Console

E M835tod OIEE2 AXlste{T AWS Management Console

1. 0llA Amazon EventBridge &0l AWS Management Console 212161 L[C} https:/
console.aws.amazon.com/events/.
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$ aws scheduler delete-schedule-group --name TestGroup
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https://console.aws.amazon.com/events/
https://console.aws.amazon.com/events/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/scheduler/delete-schedule-group.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/scheduler/get-schedule-group.html
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MBHoE MME|H, C+S T Hl% 3 S240| EAIFLUC
{
"Arn": "arn:aws::scheduler:us-west-2:123456789012:schedule-group/TestGroup",
"CreationDate": "2023-01-01T09:00:00.000000-07:00",
"LastModificationDate": "2023-01-01T09:00:00.000000-07:00",
"Name": "TestGroup",
"State": "DELETING"
}

EventBridge Scheduler= 2 &1 #r#iEl Y™ 2 AX|E & O82 AHMELICEH get-
o d

schedule-group2 CtA| 23352 ResourceNotFoundException SE& & & LICH

An error occurred (ResourceNotFoundException) when calling the GetScheduleGroup
operation: Schedule group TestGroup does not exist.

re
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https://docs.aws.amazon.com/scheduler/latest/APIReference/API_CreateScheduleGroup.html
https://docs.aws.amazon.com/scheduler/latest/APIReference/API_DeleteScheduleGroup.html
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https://docs.aws.amazon.com/lambda/latest/dg/API_Invoke.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_CreateQueue.html
https://docs.aws.amazon.com/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#inline-policies
https://docs.aws.amazon.com/lambda/latest/dg/API_Invoke
https://docs.aws.amazon.com/
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e CodeBuild - StartBuild

* CodePipeline — StartPipelineExecution

« OlOFE ECS — RunTask

« II2}0|E: EcsParameters

* EventBridge - PutEvents

« I}2t0O|E: EventBridgeParameters

* Amazon Inspector — StartAssessmentRun

e Kinesis — PutRecord

o II2t0|E: KinesisParameters

* Firehose — PutRecord
* Lambda - Invoke

+ SageMaker — StartPipelineExecution

 I}2t0|E{: SageMakerPipelineParameters

« OtOFE SNS — Publish
- OFOFE SQS — SendMessage

« I2t0|E: SqsParameters

» Step Functions — StartExecution
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https://docs.aws.amazon.com/codebuild/latest/APIReference/API_StartBuild.html
https://docs.aws.amazon.com/codepipeline/latest/APIReference/API_StartPipelineExecution.html
https://docs.aws.amazon.com/AmazonECS/latest/APIReference/API_RunTask.html
https://docs.aws.amazon.com/scheduler/latest/APIReference/API_EcsParameters.html
https://docs.aws.amazon.com/eventbridge/latest/APIReference/API_PutEvents.html
https://docs.aws.amazon.com/scheduler/latest/APIReference/API_EventBridgeParameters.html
https://docs.aws.amazon.com/inspector/v1/APIReference/API_StartAssessmentRun.html
https://docs.aws.amazon.com/kinesis/latest/APIReference/API_PutRecord.html
https://docs.aws.amazon.com/scheduler/latest/APIReference/API_KinesisParameters.html
https://docs.aws.amazon.com/firehose/latest/APIReference/API_PutRecord.html
https://docs.aws.amazon.com/lambda/latest/dg/API_Invoke.html
https://docs.aws.amazon.com/sagemaker/latest/APIReference/API_StartPipelineExecution.html
https://docs.aws.amazon.com/scheduler/latest/APIReference/API_SageMakerPipelineParameters.html
https://docs.aws.amazon.com/sns/latest/api/API_Publish.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SendMessage.html
https://docs.aws.amazon.com/scheduler/latest/APIReference/API_SqsParameters.html
https://docs.aws.amazon.com/step-functions/latest/apireference/API_StartExecution.html
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otOFE SQS SendMessage

Example &1 23&roi| CHEt #eh &3

{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"sqgs:SendMessage"
1,
"Effect": "Allow",
"Resource": "*"
}
]
}

Example AWS CLI

$ aws scheduler create-schedule --name sqs-templated --schedule-expression 'rate(5
minutes)' \

--target '{"RoleArn": "ROLE_ARN", "Axrn":"QUEUE_ARN", "Input": "Message for scheduleArn:
'<aws.scheduler.schedule-arn>', scheduledTime: '<aws.scheduler.scheduled-time>'" }' \

--flexible-time-window '{ "Mode": "OFF"}'

Example Python SDK

import boto3
scheduler = boto3.client('scheduler')

flex_window = { "Mode": "OFF" }

sqs_templated = {
"RoleArn": "<ROLE_ARN>",
"Arn": "<QUEUE_ARN>",
"Input": "Message for scheduleArn: '<aws.scheduler.schedule-arn>', scheduledTime:
'<aws.scheduler.scheduled-time>""

}

scheduler.create_schedule(
Name="sqs-python-templated",
ScheduleExpression="rate(5 minutes)",

ofobE SQS SendMessage 45
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Target=sqs_templated,
FlexibleTimeWindow=flex_window)

Example XtHt SDK

package com.example;

import software.amazon.awssdk.regions.Region;
import software.amazon.awssdk.services.scheduler.SchedulerClient;
import software.amazon.awssdk.services.scheduler.model.*;

public class MySchedulerApp {
public static void main(String[] args) {

final SchedulerClient client = SchedulerClient.builder()
.region(Region.US_WEST_2)
.build();

Target sqsTarget = Target.builder()
.roleArn("<ROLE_ARN>")
.arn("<QUEUE_ARN>")
.input("Message for scheduleArn: '<aws.scheduler.schedule-arn>"',
scheduledTime: '<aws.scheduler.scheduled-time>"'")
.build();

CreateScheduleRequest createScheduleRequest = CreateScheduleRequest.builder()

.name("<SCHEDULE NAME>")

.scheduleExpression("rate(1@ minutes)")

.target(sqsTarget)

.flexibleTimeWindow(FlexibleTimeWindow.buildexr ()
.mode(FlexibleTimeWindowMode.OFF)
.build())

.build();

client.createSchedule(createScheduleRequest);
System.out.println("Created schedule with rate expression and an Amazon SQS

templated target");
}

otOrE SQS SendMessage
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Lambda Invoke

Example &1 23&roi| CHEt #eh &3

{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"lambda:InvokeFunction"
1,
"Effect": "Allow",
"Resource": "*"
}
]
}
Example AWS CLI

$ aws scheduler create-schedule --name lambda-templated-schedule --schedule-expression

'rate(5 minutes)' \

--target '{"RoleArn": "ROLE_ARN", "Axn":"FUNCTION_ARN", "Input": "{ \"Payload\":

\"TEST_PAYLOAD\" }" }' \
--flexible-time-window '{ "Mode": "OFF"}'

Example Python SDK

import boto3
scheduler = boto3.client('scheduler')

flex_window = { "Mode": "OFF" }

lambda_templated = {
"RoleArn": "<ROLE_ARN>",
"Arn": "<LAMBDA_ARN>",
"Input": "{ 'Payload': 'TEST_PAYLOAD' }"}

scheduler.create_schedule(
Name="lambda-python-templated",
ScheduleExpression="rate(5 minutes)",
Target=lambda_templated,

Lambda Invoke
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FlexibleTimeWindow=flex_window)

Example XHHF SDK

package com.example;

import software.amazon.awssdk.regions.Region;
import software.amazon.awssdk.services.scheduler.SchedulerClient;
import software.amazon.awssdk.services.scheduler.model.*;

public class MySchedulerApp {
public static void main(String[] args) {

final SchedulerClient client = SchedulerClient.buildexr()
.region(Region.US_WEST_2)
.build();

Target lambdaTarget = Target.builder()
.roleArn("<ROLE_ARN>")
.arn("<Lambda ARN>")
.input("{ 'Payload': 'TEST_PAYLOAD' }")
.build();

CreateScheduleRequest createScheduleRequest = CreateScheduleRequest.builder()

.name("<SCHEDULE_NAME>")

.scheduleExpression("rate(1@ minutes)")

.target(lambdaTarget)

.flexibleTimeWindow(FlexibleTimeWindow.buildexr ()
.mode(FlexibleTimeWindowMode.OFF)
.build())

.clientToken("<Token GUID>")

.build();

client.createSchedule(createScheduleRequest);
System.out.println("Created schedule with rate expression and Lambda templated
target");
}

Lambda Invoke
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Step Functions StartExecution

Example &3 3ol CHEt T8 =Y

{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"states:StartExecution"
1,
"Effect": "Allow",
"Resource": "*"
}
]
}

Example AWS CLI

$ aws scheduler create-schedule --name sfn-templated-schedule --schedule-expression
'rate(5 minutes)' \

--target '{"RoleArn": "ROLE_ARN", "Axn":"STATE_MACHINE_ARN", "Input": "{ \"Payload\":
\"TEST_PAYLOAD\" 3}" }' \

--flexible-time-window '{ "Mode": "OFF"}'

Example Python SDK

import boto3
scheduler = boto3.client('scheduler')

flex_window = { "Mode": "OFF" }

sfn_templated= {
"RoleArn": "<ROLE_ARN>",
"Arn": "<STATE_MACHINE_ARN>",
"Input": "{ 'Payload': 'TEST_PAYLOAD' }"

scheduler.create_schedule(Name="sfn-python-templated",
ScheduleExpression="rate(5 minutes)",
Target=sfn_templated,
FlexibleTimeWindow=flex_window)

Step Functions StartExecution
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Example AFH} SDK

package com.example;

import software.amazon.awssdk.regions.Region;
import software.amazon.awssdk.services.scheduler.SchedulerClient;
import software.amazon.awssdk.services.scheduler.model.*;

public class MySchedulerApp {
public static void main(String[] args) {

final SchedulerClient client = SchedulerClient.buildexr()
.region(Region.US_WEST_2)
.build();

Target stepFunctionsTarget = Target.builder()
.roleArn("<ROLE_ARN>")
.arn("<STATE_MACHINE_ARN>")

.input("{ 'Payload': 'TEST_PAYLOAD' }")
.build();

CreateScheduleRequest createScheduleRequest = CreateScheduleRequest.buildex()

.name (" <SCHEDULE_NAME>")

.scheduleExpression("rate(1@ minutes)")

.target(stepFunctionsTarget)

.flexibleTimeWindow(FlexibleTimeWindow.buildexr ()
.mode(FlexibleTimeWindowMode.OFF)
.build())

.clientToken("<Token GUID>")

.build();

client.createSchedule(createScheduleRequest);
System.out.println("Created schedule with rate expression and Step Function
templated target");

}

Step Functions StartExecution 50
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https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_CreateQueue
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batchDescribe
batchRead
transactGet
adminGet
adminList
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testConnection
translateDocument
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invokeModel
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Example Lambda

$ aws scheduler create-schedule --name lambda-universal-schedule --schedule-expression
'rate(5 minutes)' \

--target '{"RoleArn": "ROLE_ARN", "Axrn":"arn:aws:scheduler:::aws-sdk:lambda:invoke"
"Input": "{\"FunctionName\":\"arn:aws:lambda:REGION:123456789012:function:HelloWorld

\",\"InvocationType\":\"Event\",\"Payload\":\"{\\\"message\\\":\\\"testing function\\

\"I\"F 3N\

--flexible-time-window '{ "Mode": "OFF"}'
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https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_GetQueueUrl.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers.html#ListBrokers
https://docs.aws.amazon.com/lambda/latest/dg/API_Invoke.html
https://docs.aws.amazon.com/lambda/latest/dg/API_Invoke.html#API_Invoke_RequestParameters
https://docs.aws.amazon.com/lambda/latest/dg/API_Invoke.html#API_Invoke_RequestParameters
https://docs.aws.amazon.com/lambda/latest/dg/API_Invoke.html#API_Invoke_RequestBody
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Example OFOFE SQS

import boto3
scheduler = boto3.client('scheduler')

flex_window = { "Mode": "OFF" }

sgs_universal= {
"RoleArn": "<ROLE_ARN>",
"Arn": "arn:aws:scheduler:::aws-sdk:sqs:sendMessage",
"Input": "{\"MessageBody\":\"My message\",\"QueueUrl\":\"<QUEUE_URL>\"3}"}

scheduler.create_schedule(
Name="sqs-sdk-test",
ScheduleExpression="rate(5 minutes)",
Target=sqs_universal,
FlexibleTimeWindow=flex_window)

Example Step Functions

package com.example;

import software.amazon.awssdk.regions.Region;
import software.amazon.awssdk.services.scheduler.SchedulerClient;
import software.amazon.awssdk.services.scheduler.model.*;

public class MySchedulerApp {
public static void main(String[] args) {

final SchedulerClient client = SchedulerClient.buildexr()
.region(Region.US_WEST_2)
.build();

Target stepFunctionsUniversalTarget = Target.builder()
.roleArn("<ROLE_ARN>")
.arn("arn:aws:scheduler:::aws-sdk:sfn:startExecution")

Snput("{\"Input\":\"{}\",\"StateMachineArn\":\"<STATE_MACHINE_ARN>

\u}u)
.build();

Of| Al
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CreateScheduleRequest createScheduleRequest = CreateScheduleRequest.builder()
.name (" <SCHEDULE_NAME>")
.scheduleExpression("rate(1@ minutes)")
.target(stepFunctionsUniversalTarget)
.flexibleTimeWindow(FlexibleTimeWindow.buildexr ()
.mode(FlexibleTimeWindowMode.OFF)
.build())
.clientToken("<Token GUID>")
.build();

client.createSchedule(createScheduleRequest);
System.out.println("Created schedule with rate expression and Step Function
universal target");

}
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Example AWS CLI

$ aws scheduler create-schedule --name your-schedule \
--schedule-expression 'rate(5 minutes)' \
--target '{"RoleArn": "ROLE_ARN", \
"Arn": "arn:aws:scheduler:::aws-sdk:sqs:sendMessage", \
"Input": "{\"MessageBody\":\"<aws.scheduler.scheduled-time>\",\"QueueUrl\":
\"https://sqs.us-west-2.amazonaws.com/123456789012/scheduler-cli-test\"}"}' \

HEIAE &M =7} =
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--flexible-time-window '{ "Mode": "OFF"}'

Example Python SDK

import boto3
scheduler = boto3.client('scheduler')

sgs_universal= {

"RoleArn": "<ROLE_ARN>",

"Arn": "arn:aws:scheduler:::aws-sdk:sqs:sendMessage",

"Input": "{\"MessageBody\":\"<aws.scheduler.scheduled-time>\",\"QueueUrl\":
\"https://sqs.us-west-2.amazonaws.com/123456789012/scheduler-cli-test\"}"
}

flex_window = { "Mode": "OFF" }

scheduler.update_schedule(Name="your-schedule",
ScheduleExpression="rate(5 minutes)",
Target=sqs_universal,
FlexibleTimeWindow=flex_window)
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https://docs.aws.amazon.com/scheduler/latest/APIReference/
https://docs.aws.amazon.com/scheduler/latest/APIReference/
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/acl-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session

EventBridge &7 & 24 ALZ%t 7H0|=

of3] M R F

of2] HA RH0| LMol MBS ZL, Fnt BEHe olshst 7|7 O SEELIC ofe] HM 90| &
HE ZS QM2 SISYUX| R E AWS FHotE WHS LohEBIH IAMALS HTMO| BH Tyt 2
zlg st AR

EventBridge A7 E212| 25 &4l |IAM

EventBridge Scheduler0i| Ciet HAAE BEISHE IAM Ol A 57| Toi| A7 E2{2 &7
EventBridge AFS & &= Q= IAM 71501 CHEH LOotEAMIR.

IAMAmazon EventBridge 27| Z 212t &7 ALSE &= U= 7|s
IAM7|5 EventBridge A& x|
ID 7|k &= of
2lAA 7|k Y ofLI2
A a of
A ElaA of
A = F[(MHIAE) o
ACLs ofL|
ABAC(’SZHo| Ei 1) =2
LA Eot 2B of
Hot =X M of
MH|A 3%t of|
MH[A 4 o3¢ ofL|R

EventBridge Scheduler 2! 7|E} AWS MH|A 7} CHEE Q| IAM 7|53 871 ZSste WAlg2 IH o
2 E{M IAMALE IAM B Mol M &7 B S5H=AWS MH|[AE EHRSHAAIL.

ofm
o
>
Z

63


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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* scheduler:DeleteSchedule
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* scheduler:CreateScheduleGroup
* scheduler:DeleteScheduleGroup
* scheduler:ListTagsForResource
* scheduler:TagResource

* scheduler:UntagResource
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
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"iam:PassedToService": "scheduler.amazonaws.com"

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "scheduler:*",
"Resource": "*"
},
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::*:role/*",
"Condition": {
"StringlLike": {
}
}
}
]
}

AmazonEventBridgeSchedulerReadOnlyAccess

AmazonEventBridgeSchedulerReadOnlyAccess #2[&

HEE 2 = U 7| T8 HErE FogLch

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"scheduler:ListSchedules",
"scheduler:ListScheduleGroups",
"scheduler:GetSchedule",
"scheduler:GetScheduleGroup",
"scheduler:ListTagsForResource"

1,

"Resource": "*"

}
]
}
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- Oi|X||: CreateSchedule

« 0 Al: GetSchedule

« Od|X: UpdateSchedule

« 0iA|: DeleteScheduleGroup

ofA|: CreateSchedule
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gLIch & AWS &% 7|ALE5HH AWS Key Management Service (AWS KMS) 0| M 2[AAE AWS #
2let2 2 4% &85t ol F7t HEto| 2R 3HK| ef&Lch AWS KMS

"Version": "2012-10-17",
"Statement":

L

"Action":
[
"scheduler:CreateSchedule"
1,
"Effect": "Allow",
"Resource":
[
"arn:aws:scheduler:us-west-2:123456789012:schedule/my-group/my-
schedule-name"
]
1,
{
"Effect": "Allow",

"Action": "iam:PassRole",
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"Resource": "arn:aws:iam::123456789012:role/*",
"Condition": {
"StringlLike": {

"iam:PassedToService": "scheduler.amazonaws.com"
}
}
}
1

}
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"Version": "2012-10-17"
"Statement":

L

"Action":
[
"scheduler:CreateSchedule"
1,
"Effect": "Allow",
"Resource":

[
"arn:aws:scheduler:us-west-2:123456789012:schedule/my-group/my-

schedule-name"
]
I
{
"Action":
[
"kms:DescribeKey",
"kms:GenerateDataKey",
"kms:Decrypt"
1,
"Effect": "Allow",
"Resource":

[
"arn:aws:kms:us-west-2:123456789012: key/my-key-id"
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1,
"Conditions": {
"StringlLike": {
"kms:ViaService": "scheduler.amazonaws.com",
"kms:EncryptionContext:aws:scheduler:schedule:arn":
"arn:aws:scheduler:us-west-2:123456789012:schedule/my-group/my-schedule-name"

}
}
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::123456789012:role/*",
"Condition": {
"StringlLike": {
"iam:PassedToService": "scheduler.amazonaws.com"
}
}
}
]
}
04 X: GetSchedule
Che MRS ALS5tod 2ot FAI7L YNoll CHe MRS KT 2 sigstalAle
{
"Version": "2012-10-17",
"Statement":
[
{
"Action":
[
"scheduler:GetSchedule"
1,
"Effect": "Allow",
"Resource":
[

"arn:aws:scheduler:us-west-2:123456789012:schedule/my-group/my-
schedule-name"

]
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AR} 7HolE
0i|A: UpdateSchedule

CIS HAE A83lod E9F X7} scheduler:UpdateSchedule Z2fHE 2HXMoZE $ESI0{ &
M2 YOO|ESEE {85 AMAIL. O IIKIZ HAM2 AFE0|M EE5 0| AHE5tE 7] AWS KMS
AWS AR 7| EEE T 22| 7|2 AHEstEX| od80of et E2tELICH CreateSchedule 2 FAE

7
URO| AWS 48 7|T2 CHS HHUS ASFHAAL.

"Version": '"2012-10-17",
"Statement":

L

"Action":
[
"scheduler:UpdateSchedule"
1,
"Effect": "Allow",
"Resource":

L

"arn:aws:scheduler:us-west-2:123456789012:schedule/my-group/my-
schedule-name"

]
1,
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::123456789012:role/*",
"Condition": {
"StringlLike": {
"iam:PassedToService": "scheduler.amazonaws.com"
}
}
}
]
}
07 BElE 7|2 PHE UMl BL CHS HMS AFSSHIAIR. o HAjols 2ot FA7E A
AWS KMS EZ|&A0] HMAE = e F7F #Heto| Zgfk|o /U&LIT
{
"Version": "2012-10-17",
"Statement":
A B 78 SH AS
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[
{
"Action":
[
"scheduler:UpdateSchedule"
1,
"Effect": "Allow",
"Resource":
[

"arn:aws:scheduler:us-west-2:123456789012:schedule/my-group/my-
schedule-name
I
{
"Action":
[
"kms:DescribeKey",
"kms:GenerateDataKey",
"kms:Decrypt"

1,
"Effect": "Allow",
"Resource":
[
"arn:aws:kms:us-west-2:123456789012: key/my-key-id"
1,

"Conditions": {
"StringlLike": {
"kms:ViaService": "scheduler.amazonaws.com",
"kms:EncryptionContext:aws:scheduler:schedule:arn":
"arn:aws:scheduler:us-west-2:123456789012:schedule/my-group/my-schedule-name"

}
}
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::123456789012:role/*",
"Condition": {
"StringLike": {
"iam:PassedToService": "scheduler.amazonaws.com"
}
}
}
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A8 7tolE
0| A: DeleteScheduleGroup

Ctg HAME ArE5tod 2ot FH|7F L™ 282 AMGHES HE5IMAIR. IS AXIsHH

Y 25D AZEE UHEE AXELICH OES AAste Bt FHe T 250 ZEE

U™EE AXE 4 Qe HEHo| Qlofok BHLICH o HAe Hot FAIoA XIHE UH a9
scheduler:DeleteScheduleGroup 2t O & L 2E UM EMMoz &8 4+ Qe Het

g soigrict,

(® Note
EventBridge Scheduler= 7H&E &7of CHEt 2lAA =F et X|HE X|H6HX| pb&LICH o &
E04, C}IS MHER2 RE5X| ooz HAof Z&sHME o ELCH
"Resource": "arn:aws:scheduler:us-west-2:123456789012:schedule/my-
group/my-schedule-name"

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "scheduler:DeleteSchedule",
"Resource": "arn:aws:scheduler:us-west-2:123456789012:schedule/my-group/*"
3,
{
"Effect": "Allow",
"Action": "scheduler:DeleteScheduleGroup",
"Resource": "arn:aws:scheduler:us-west-2:123456789012:schedule/my-group"
b
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::123456789012:role/*",
"Condition": {
"StringlLike": {
"iam:PassedToService": "scheduler.amazonaws.com"
}
}
}
]
}
A B 78 SH AS
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AWS ZH2|d H3 Adh|o|E

HE AL =ES =R
the section called EventBridge Scheduler= AF&  2022'H 11& 10
“AmazonEventBridgeS oA LdE X LAE IEE =
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- M zElE HH HA[A HEHE FOoi5t= MZ

2 21 S0 cist x[HE

Z7behLct.
the section called EventBridge Scheduler= AFE  2022'H 11& 10
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chedulerReadOnlyAc et 2 E 2laAo] ciEt ei7]
cess "—- M ZE[E M= ME HMA HEHE Fo{5t=

MZ2 g2l d2oi ciet x|

HE FIHELICEH
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CHet CIOIEE E&st= ol =&0| Bl =& M3ELICH

AFE MY Q& 9| aws:SourceArnR! aws:SourceAccount22YH ZH HEIAE F|E Al

8504 EventBridge Scheduler7t CHE MH|AM| 2|A A0 HMAE = QU S 5E5tE HEt2
Mgtsete 2ol E&LICH stLte| 2| AA P WAL AMH|A HM AL} HAEEE &E5tEie B
aws:SourceArnE AFESHMAIR. Y HA™HO 2 E ElAaAT7F WA MH|A AHE HAAE|IE S 5{& 36t

o4 42 aws:SourceAccountS(E) AHSEfLICH
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcearn
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount
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=% 7ol
EEAPR CHEIRI EXME UXIsHeE 7HE 00l B2 TR ARN 2(AA
7F £ El aws:SourceArn 228 XZH HEAE 7|2 AI5t= ZdQlLCh.

arn:aws:scheduler:*:123456789012:schedule-group/your-schedule-group Z712 74
g U™ I8 2 Hel7t xIFELICH

A ARN 2| AAE BE7{L} 2] 2[AAE X|H5lE B0l= aws:SourceArn 228 ZHEA
E X TFIE ALUEFE BX} (*) o &H AFE5t0{ o] & = Qi BEES XI'H5AAI2. ARN Of:

arn:aws:scheduler:*:123456789012:schedule-group/*.

o| zte of 7ol
Lict.

<l
4 o

X|H& EventBridge A7 &2 AFE aws:SourceArn ARN 1&0|o{of &

/A Important

aws:SourceArn BEE | HPIE &Y dHO|LI €H 0| HFALZ X|H5HK| Ot A2,
ARNZX|HEt 2&2 A7|& J&0|ofof &L|ct.

CIS o= AFERF AEY o3& AMZ| HA0| M aws:SourceArn & aws:SourceAccount T =74 7
HAE 7|18 AE5t01 ESE CHEIRI 2ME e X|ste WHE 2o{FLCt
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "scheduler.amazonaws.com"
1,
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "123456789012",
"aws:SourceArn": "arn:aws:scheduler:us-
west-2:123456789012:schedule-group/your-schedule-group"
}
}
}
]
}
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« M AFE2{0M EventBridge XS +&g HEHo| Q& LICH.
- XM= IAMEZ g Mol gi&LICt PassRole

« 9|2 ALEX}7} L] EventBridge AFIEE] EIAAN HMAE AWS HH = UEE
Ct.
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CHS M| 27 = mateojackson IAM AFEXI7F 2£8 A
of CHet M2 HEE Eii1 5HX[EF 7H4 HeEto| gie B WMELICH scheduler: GetWidget

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
scheduler:GetWidget on resource: my-example-widget

0| B2 Mateol| M2 scheduler:GetWidget EUE AFE310d my-example-widget 2|20
HMASHES S5t F |0|ESHoF & LICH.
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Me IAME =g ‘Heho| gi&LICt PassRole
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User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole
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 EventBridge Scheduler?} O|2{&F 7|s2 X
EventBridge 2Z|E2{2| &5 & 4] IAM

« AR 2|laA0l CHEF HMA HEHE AWS 74| H0o{5t= Y2 YotEE{H A8 HBAMO|CHE

IAM AWS & AL RHof 7] A4 #3H HIBE 1AM 2 E3HAAIR o

o M3RIAH 2|lA&A0f CHEE HMA FHEHE AMSste WS LotEE{H IAMALE DB Mo 3K}
AWS A AF8F ZlAA0 CHEF HMHA HZE HEFAA. AWS A

Ho{H A8 dBMO| oF QIS E ALE Lo

. ID HHB OIS S HMAE Xﬂg—%PE 42 oot
Al M2 KIZ (1D HICE0I4) S 1AM B EFHAIAIL.

« IS ZH ANIAO CHEH AF AR ElAA VlHE HAO| KHO|S o BT AL MTM| AH 7t
2lAA HMHAE FZSHAAIL. IAM IAM

Amazon EventBridge 27| E24{0 M2l TIOIE{ E S

AWS &5 22| 2 & Amazon EventBridge Scheduler| C|O|E{ E3 0o M E/L|C} o] 22 of MHE
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
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https://aws.amazon.com/compliance/fips/
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#kms_keys
https://docs.aws.amazon.com/customer%20managed%20KMS%20key
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#aws-owned-cmk
https://docs.aws.amazon.com/customer%20managed%20KMS%20key
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#symmetric-cmks
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https://docs.aws.amazon.com/kms/latest/developerguide/limits.html
https://aws.amazon.com/kms/pricing/
https://aws.amazon.com/kms/pricing/
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https://docs.aws.amazon.com/kms/latest/developerguide/limits.html
https://aws.amazon.com/kms/pricing/
https://aws.amazon.com/kms/pricing/
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EventBridge . API =8t EventBridge Scheduler= ElAA 7|8 HM S A8 35104 O|O|E{E SHS & LICEH
X, AN BEE AY ofsto|E Clo|EIE S o) B 3&5Hs Ol TR AWS KMS 23 HEto
A0{0F B L|Ct. AWS KMS API

® Note

EventBridge Scheduler= & A| T80l CHEF THEF £ 04 AAE 2 RISHX| 2 &LICEH

%6H EventBridge Schedulerod| A AWS KMS 7| 2 2l 74 at2| 7| & At85t= Ol 22

™ AMS MAsts ID 7|8 IAM 2o FH|9H Yol HiZdsts MY odgtof o}

UM OHE API | EventBridge AHIEHE 2 &5t ZE FA (AF2AH, 38 £ A of 2H3E
T8t XAtof CH2 AWS KMS 24 F7t8loF gct.

"Version": "2012-10-17",
"Statement": [
{
"Action": [
"scheduler:*",

# Required to pass the execution role
"iam:PassRole",

"kms:DescribeKey",
"kms:GenerateDataKey",
"kms:Decrypt"
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https://docs.aws.amazon.com/kms/latest/developerguide/grants.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html
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"Resource": "*",
"Effect": "Allow"
I
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« kms :Decrypt— EventBridge Scheduler7} & £3}E! Cl|O|E{2} &M XMEsteE S 3HE C|0|E 7|
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EventBridge &7 E 2| A& A& HEF YHof CHZ 2 S F 715104 CIO|EE sH=E AWS KMS API
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{
"Version": "2012-10-17",
"Statement" : [
{
"Sid" : "Allow EventBridge Scheduler to decrypt data using a customer managed
key",
"Effect" : "Allow",
"Action" : [
"kms:Decrypt"
1,
"Resource": "arn:aws:kms:your-region:123456789012:key/your-key-id"
}
]
}

« kms :Decxrypt— EventBridge Scheduler7} & 3 3+E! HIO|E{2} &7 K& st &= 3HE H|0|E 7
o| &t 5 & sH=sHok LICH.

M L™HE e [Mf EventBridge Scheduler &2 AFE35t0{ M| A& & E EHET EventBridge
Scheduler= EQ3 M2 A™ g0l RSS2 FIHELICEH 5HX|BH 7| & A" dgs MEE 42
D EEE FIE AEE = lo{H dgo| e d HEtE FIHslof g Lct.
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#symmetric-cmks
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{
"Id": "key-policy-1",
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Provide required IAM Permissions",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::123456789012:root"
1,
"Action": "kms:*",
"Resource": "*"
}
]
}
MEimio= A3 ofgtof CHE UMARH MBS TS 7| HA0| HOIE Mt £ el 12 Bl
7|8 EventBridge A E 2 ElAAMEH AL 5E{= E< O %*H*% ASe che 71 &

A oM E Ar835tod 7|E AF8E = U= EventBridge 2FIEE] 2

"Id": "key-policy-2",
"Version": "2012-10-17",
"Statement": [

{
"Sid": "Provide required IAM Permissions",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::695325144837:root"
},
"Action": "kms:*",
"Resource": "*"
I
{

"Sid": "Allow use of the key",
"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::123456789012:role/schedule-execution-role"
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},

"Action": [
"kms:Decrypt"

1,

"Resource": "*"

CloudTrail O|HIE of x|

AWS CloudTrail 2 API &% O|HEE ZiX{ELICt. 0{7]0d= EventBridge Scheduler7t 24 £ 2| 7|
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83104 kms :Decrypt HU2 +=&35t= EventBridge Schedulerg& £ 0% = CloudTrail O|HE &
HoiELch.
{
"eventVersion": "1.08",

"userIdentity": {
"type": "AssumedRole",
"principalId": "ABCDEABCD1AB12ABABABQ:70abcdl123al23al2345alaal2aalbcl2",
"arn": "arn:aws:sts::123456789012:assumed-role/execution-
role/70abcd123al23al2345alaal2aalbcl2",
"accountId": "123456789012",
"accessKeyId": "ABCDEFGHI1JKLMNOP2Q3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "ABCDEABCD1AB12ABABABQ",
"arn": "arn:aws:iam::123456789012:ro0le/execution-role",
"accountId": "123456789012",
"userName": "execution-role"
1,
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-10-31T21:03:157",
"mfaAuthenticated": "false"

}
}
I
"eventTime": "2022-10-31T21:03:15Z7",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
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"awsRegion": "eu-north-1",

"sourceIPAddress": "13.50.87.173",

"userAgent": "aws-sdk-java/2.17.295 Linux/4.14.291-218.527.amzn2.x86_64 Open]DK_64-
Bit_Server_VM/11.0.17+9-LTS Java/11.0.17 kotlin/1.3.72-release-468 (1.3.72) vendor/
Amazon.com_Inc. md/internal exec-env/AWS_ECS_FARGATE io/sync http/Apache cfg/retry-
mode/standard AwsCrypto/2.4.0",

"requestParameters": {

"keyId": "arn:aws:kms:us-west-2:123456789012:key/2321abab-2110-12ab-al123-
a2b34c5abcb7",

"encryptionAlgorithm": "SYMMETRIC_DEFAULT",

"encryptionContext": {

"aws:scheduler:schedule:arn": "arn:aws:scheduler:us-
west-2:123456789012:schedule/default/execution-role"
}
},
"responseElements": null,
"requestID": "request-id",
"eventID": "event-id",

"readOnly": true,
"resources": [
{
"accountId": "123456789012",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-west-2:123456789012:key/2321abab-2110-12ab-al123-
a2b34c5abcb7"
}

1,
"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management",

"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_256_GCM_SHA384",
"clientProvidedHostHeader": "kms.us-west-2.amazonaws.com"
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
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* CreateScheduleGroup
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* GetSchedule
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"Effect": "Allow",
"Principal": {

"Service": "scheduler.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {

"StringEquals": {

"aws:SourceArn":
"arn:aws:scheduler:region:account:schedule/schedule_group/schedule"
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"Effect": "Allow",
"Principal": {
"Service": "scheduler.amazonaws.com

}I

"Action": "sts:AssumeRole",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:SourceArn": [

"arn:aws:scheduler:region:account:schedule/schedule_group/schedule",
"arn:aws:scheduler:region:account:schedule-group/schedule_group"
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