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AWS SDK for Ruby 7H2f R} QHLHA{O| 2 &1 ZdE B HELICH AWS SDK for Ruby= Amazon Simple
Storage Service(S3), Amazon Elastic Compute Cloud(Amazon EC2), Amazon DynamoDBE& H|&= &t
7He| 2 E AWS AMH|A0f CHE X[ 2to|E 21§ MSELICH.

AWS SDK for Ruby 7H2f X} SHLHAE= AWS SDK for RubyE A x|, A& L AF23104 AWS MHIAE A}
&35t= Ruby OHEEZ|7|0|ME BtE= WHHol| Ciet MEE NS e

AWS SDK for Ruby A|Zt3}7|

AWS SDK for Ruby 7HZ At E 2|3t F7t 2lAaA = OHEE B XM L.

« AWS SDKs and Tools Reference Guide - AWS SDKOAM £3| AFRE|lE MM, 7|s 2l 7|EH 7|2 7
ol £ x|o] AU&LCt

+ AWS SDK for Ruby API Reference - Version 3

+ GitHub2| AWS Z E of|A| 2|ZX|E |
+ RubyGems.org - %41 HHE 2| SDKE AMH|AY gemZ 2
+ Supported Services - AWS SDK for Ruby7l X|¢st= 2
+ GitHub2| AWS SDK for Ruby A4
+ &A S README

« Ztgemo| 21 B

E3HE|0{, 07[A EQlE =+ U&LICH
=

= gem= LI LICt.

« V20 M v3E 0|F

- =X

e F0{ YWY OIE M=

e IR EZO

. Gitter &g

« Twitter2| @awsforruby



https://docs.aws.amazon.com/sdkref/latest/guide/
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/AWS%20SDK%20for%20Ruby%20API%20Reference%20-%20Version%203.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/main/ruby/example_code/
https://rubygems.org/gems/aws-sdk/
https://github.com/aws/aws-sdk-ruby/#supported-services
https://github.com/aws/aws-sdk-ruby/
https://github.com/aws/aws-sdk-ruby/#readme
https://github.com/aws/aws-sdk-ruby/blob/main/gems
https://github.com/aws/aws-sdk-ruby/blob/version-3/V3_UPGRADING_GUIDE.md
https://github.com/aws/aws-sdk-ruby/issues
https://github.com/aws/aws-sdk-ruby/blob/main/UPGRADING.md
http://ruby.awsblog.com/
https://gitter.im/aws/aws-sdk-ruby
https://twitter.com/awsforruby
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AWS Z2IE0] HiE

AWS Elastic Beanstalk, AWS OpsWorks &/ AWS CodeDeploy2t Z 2 AWS MH|AE AFE35H AWS
220 ofE2|7H0[ME HiZE £ U &LICH Elastic BeanstalkE AM& 3504 Ruby OfZ 2|71 0|
2 HiEZ3t= B AWS Elastic Beanstalk 7H2r A} oL A 2| Elastic Beanstalk0i| A Ruby OHZ 2|71 0|44
M 2 HZE FASHML. AWS OpsWorksE At& 3l Ruby on Rails OHZ Z|710|ME HiZ 5= F<

Deploying Ruby on Rails Applications to AWS OpsWorksE & Z5tM 2. AWS HHE MH|AQ| Q=

Overview of Deployment Options on AWSE & X 3IMIL.

SDK M|O|X e{&of CiEr & x| &2 2! x|

SDK H|O|XM M & 7|8 &8l 7% 22| & x|2dof CHer RbMIEH LIS 2 AWS SDK & =7 & &

SrLiMOIM ChE LIS HZstAI2.

* AWS SDKs and Tools Maintenance Policy
* AWS SDKs and Tools Version Support Matrix

AWS Zzt* =0l HixZ


https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/create_deploy_Ruby.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/create_deploy_Ruby.html
http://ruby.awsblog.com/post/Tx7FQMT084INCR/Deploying-Ruby-on-Rails-Applications-to-AWS-OpsWorks
https://d0.awsstatic.com/whitepapers/overview-of-deployment-options-on-aws.pdf
https://docs.aws.amazon.com/sdkref/latest/guide/overview.html
https://docs.aws.amazon.com/sdkref/latest/guide/overview.html
https://docs.aws.amazon.com/sdkref/latest/guide/maint-policy.html
https://docs.aws.amazon.com/sdkref/latest/guide/version-support-matrix.html
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AWS SDK for Ruby A|Zt5}7|
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« AWS SDK for Ruby M x|

« AWS SDK for Ruby2| QIE& A& M

« AWS SDK for Ruby2t 74 AWS Cloud9 AS

AWSE AFE8t SDK 215
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IAM Identity Center authentication

- AWS CLIE o ZC|FoldE A-ls7| ol AWS HMA 2= MME Al&stE O AASEfLICH

« SDKOIM &t X8 4 e M 2t MEJI ZEE [default] Z2EO| Y& shared AWSconfig
filedL|Ct O] mUo| f|X|E FHoe{™ AWS SDK ! =7 & X 7I0|=0iAM 37 mto| 2[X[E &E

« 37 config Y2 region M™HE X|HELICt Ol= SDK7F AWS &0 At&35t= 7|2 AWS 2
Mg MYELLC o] 2ld2 A8 210 XIHEIX| i 2 SDK MH|A & AFSELCH.

- SDKE AWSO| 232 EL7| ™ol T2 E9| SSO token provider configurationg At&35t0{ £ o 2l

52 U&LICH sso_role_name Zt2 IAM Identity Center T8H 2l gHoll A E IAM L& 2, ofZ 2]
A O|MHHM AFE El= AWS MH|AO| CHEE HHAE HSRLICH
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https://docs.aws.amazon.com/sdkref/latest/guide/access.html
https://docs.aws.amazon.com/sdkref/latest/guide/access.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-location.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-region.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-sso-credentials.html#feature-sso-credentials-profile
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ChE ME config IHU2 SSO EZ S2A 782z HEEI 7|8 22 HE EoiFELICH Z2EHO|
sso_session Y2 O|§0[ X s LICt. sso-session AlAd0]|

£ AWS HM|A 2= HME AlErst7| I8 20| Z& T Jl&

so-session section2 & X ¢&t
&LIC}

[default]

Sso_session = my-sso
sso_account_id = 111122223333
sso_role_name = SampleRole
region = us-east-1

output = json

[sso-session my-sso]

sso_region = us-east-1

sso_start_url = https://provided-domain.awsapps.com/start
sso_registration_scopes = sso:account:access

AWS SDK for RubyE |IAM Identity Center Q152 AFE5t7| f|8lf o E 2|7 o|Moi| =7+ T Z|X[(SSO
2ISS00IDC §)E F7IE 27t s

AWS HM|A FEES MM A|E
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0 2ot Q152 &Qlste{™ st E AWS HAMA B MMOo| Qlofof B LICE FE MM Zolo it
ot 23 AM AT BFRE|T SDKOY| Q1F @77 gLt AWS HMA ZEof| 230215t2{™H AWS
CLIOIM Ct & BHES A=ELC.
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aws sso login
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https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html#section-session
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® Note
ol0| &4 AWS HMA ZE HMO| T aws sso loging A&sts 42 2ot QI8
MSstx| efote Lt
2301 1--of| M HI0IE] AWS CLI HMAE 51&5tete HIAIXIZF EAE & U&LICEH AWS
CLI= SDK for PythongE 7|8t 2 2 FL|2 2 HE HA|X|0ollE botocore O|§2| #HEHO|
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URt= 2 Q121 Dtk ELch

AWSO| M| AT HA| 2o Q15 E AFSELICH HA| 22 Q15 E MBsts dg S 7hdstoq lzt

MN2X7F AWS H/Zol HC Y 0|M HMAS NZ5IEE ID Z2RE AFR8 £ ol& |0 =9 HAA
HEIE oH AWS IAM Identity Center(IAM Identlty Center)2 At&35t0{ H|7dod| CHEF MM A ekt SH

gAY L HErE #relste RAol E4LICH o B2 OfghE Ec{H OS2 B ERStAR.

« T AtE|of cHall AtMIS| LotEEdH IAM AFS B MO IAML| EoF i A

« EH7AWS Eo 915 HEE BrEE{H IAM AL HB MM A EoF 215 HEE HTstA L.

- CHE AWS SDK for Ruby 20t Q& SZXtof sl 2otE2{ AWS SDK 2 =+ & X 710|=29]
Standardized credential providers& #
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/sdkref/latest/guide/standardized-credentials.html
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C}E Ruby gemd} OFEF7HX|2 AWS SDK for RubyE Mx|E &= U&LICEH gem2 RubyGemsOf| A &
Qler &= Q&LICE AWS SDK for Rubys REAICZE MAHE|FSH AWS MH|A L FEEILICEH HA|
aws-sdk gem2 MX|st= Cl= B2 AlZHo| ALK B AlZh ol A& + /U&LIC

Ar23HE AWS MH|A0] CHEH gemBt M%|5HE 20| E&LICEH Ol aws-
sdk-service_abbreviation 0| BHE|H HMA| =52 AWS SDK for Ruby README I} 9]
K3 MH|A Eof Ltet UE&LICH ol & £04 Amazon S3 MH|A S QIE{T|O|A S 7| 28t gem aws-
sdk-s30i|A &2 AL = U&LICH

Ruby EHZ 22| Xt

AAEY RubyE AHEste CHA CHE 1 Z2 Ruby M ZtE[XHE A8 StE 20| E&LICH

0 & S0{ Amazon Linux 2 2 MK AZ5ts B2 CHE WYL AL85104 RVYMS UC|0|E 5T A}
8 7}s8t Ruby HT S LI3 8 CHS AWS SDK for Ruby 2 7He6ti= Ol ASE HHS MElE = &
L|C} ZEe8t %A Ruby S 2.3 L|C}.

rvm get head

rvm list known

rvm install ruby-3.1.3
rvm --default use 3.1.3

A LA A S

Bundler

L

BundlerE AIE3lE B CHS B2 Z Amazon S3& AWS SDK for Ruby gem2 A x|&fLICH

1. Bundler® Mx|5t1 Gemfiles MM EHLICE.

$ gem install bundlex
$ bundle init

2. HHE Gemfile2 ¥ F=HM AFEE 2 AWS MH|A gemOdl gem
Amazon S3 | M| & At&35toq [h2kst2d™ ot stEtof Chsat 22 &

SDK M x| 6


https://rubygems.org/gems/aws-sdk/
https://github.com/aws/aws-sdk-ruby/#supported-services
https://rubygems.org/gems/aws-sdk-s3
https://rubygems.org/gems/aws-sdk-s3
http://rvm.io/
https://github.com/postmodern/chruby
https://github.com/rbenv/rbenv
http://bundler.io/
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gem "aws-sdk-s3"

3. Gemfile2 X&&L|Ct.

4. GemfileOl X|HE S8 Mx|EhLiCt.

$ bundle install

AWS SDK for Ruby2| E & Xt& A

AWS SDK for RubyE At&3+0{ Amazon S301| QIASHMI L. CFg o X0l A= Amazon S3 HHZ!S| S5
2 EAlgLCh

S ZEE SASH0d M22 &4 mtol| 204 Ed&LIC It 0|F 2 hello-s3.rbE X|HELICEH
require "aws-sdk-s3"

# Wraps Amazon S3 resource actions.
class BucketListWrapper
attr_reader :s3_resource

# @param s3_resource [Aws::S3::Resource] An Amazon S3 resource.
def initialize(s3_resource)

@s3_resource = s3_resource
end

# Lists buckets for the current account.
#
# @param count [Integer] The maximum number of buckets to list.
def list_buckets(count)
puts "Found these buckets:"
@s3_resource.buckets.each do |bucket]
puts "\t#{bucket.name}"

count -= 1

break if count.zero?
end
true

rescue Aws::Errors::ServiceError => e
puts "Couldn't list buckets. Here's why: #{e.message}"
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false
end
end

# Example usage:

def run_demo
wrapper = BucketListWrapper.new(Aws::S3::Resource.new)
wrapper.list_buckets(25)

end

run_demo if $PROGRAM_NAME == __ FILE

AWS SDK for RubyE ZEAIC 2 MAHERF20 AWS MH|AQF FEEILICH gemO| M%|El ¥ Ruby
AA T HEH] QU= require BHEEE S350 Amazon S3 AHH|AE AWS SDK 224 2 HME
E 7tXMZLIch AL 7Hs 8 AWS MH|A geme| | 552 AWS SDK for Ruby README I} 9|
Supported Services E& & Z5HM|2.

require 'aws-sdk-s3'

FHIZFEZEE Wo{Ruby Z2 RS AAELICH Ruby Z2OE Asts LM BH FE2
ChHEo Z&LUct

WindowsOlM SSL QIEME AF835I1I Ruby ZEE A™SHCHS0 HIRE 277 EAIE = U&L
Ct.

C:\Ruby>ruby buckets.rb
C:/Ruby200-x64/1ib/ruby/2.0.0/net/http.rb:921:in “connect': SSL_connect returned=1
errno=0 state=SSLv3 read server certificate B: certificate verify failed
(Seahorse::Client: :NetworkingError)
from C:/Ruby200-x64/1ib/ruby/2.0.0/net/http.rb:921:in “block in connect'
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https://github.com/aws/aws-sdk-ruby/#supported-services

AWS FH|& SDK THLRE 7H0|=

from C:/Ruby200-x64/1ib/ruby/2.0.0/timeout.rb:66:in "timeout'
from C:/Ruby200-x64/1ib/ruby/2.0.0/net/http.rb:921:in “connect'
from C:/Ruby200-x64/1ib/ruby/2.0.0/net/http.rb:862:in “do_start'
from C:/Ruby200-x64/1ib/ruby/2.0.0/net/http.rb:857:in “start'

Aws.use_bundled_cert!

2404 aws-sdk-core

o|-

Ruby ZZ2120f aws-sdk-s3 gemBt AL St= B, HE QISME AIE
gemkz F7t35HoF g LCt.

Ct= EHA|
CIE 252 Amazon S3 XS EHIAESIE{H o] AWSZE oA 2|ZX|EEIE &5 M AL GitHub.
AWS SDK for Ruby2} &7 Cloud9 A&

AWS Cloud9E Z2IRE0|M ZEE EHMdetn AZEQ0{E g, A EAE, C|H, EElaste
Cl Ar83t= CHYet =771 01 /UE 2 S&F 7Y B Z(IDE)LICH. AWS SDK for Ruby 2t &
TH AWS Cloud9E& At&35t0{ HEtR {0 M Ruby ZEE 2Hdstm M-E &= U&LICH AWS Cloud9od|
= 35 HEY|Q EDIE S0t 22 =77t ZEE[0] J&LICH AWS Cloud9 IDE= E8HRE 7(8H0|
S22 AFA, & EE ofC|MU Qe HAAE HFEIE AH85tod ZE2EME X8 & + USLICH

AWS Cloud90| &8t Ldt=ol LI AWS Cloud9 AF2 MEEME XA,

Ct= XIElol 2t AWS SDK for Ruby®t &7H AWS Cloud9& &5tAIL.

« 1Bt AWS Cloud9E8 M83I=S AWS HI™ MY
2EHAI: AWS Cloud9 74t 87 A%

3EHA|: AWS SDK for Ruby &%

AEHA|: OiXM| ZECIREE

5EHA|: N 2 E AlSH

1Et7H|: AWS Cloud9€ A5t S AWS A™ dH

AWS Cloud9Z& Al83l24™H AWS Management Console0il A AWS Cloud9 &0l 22918 L|C}.

oS A 9


https://github.com/awsdocs/aws-doc-sdk-examples/blob/main/ruby/example_code//s3
https://docs.aws.amazon.com/cloud9/latest/user-guide/welcome.html
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® Note

AWS IAM Identity Center2 A& 35}04 o_%sr
iam:ListInstanceProfilesForRole9|

r—l.l r|r

AWS H|Zof IAM QNE{E|E %5104 AWS Cloud90i| HMAT
AWS Cloud9 At MEM0|M AWS Cloud9o| El Axe A Zx5HM 2.

2CHH|: AWS Cloud9 7Het 878 M7

AWS Cloud9 2&0] 21O0I8t & 2
5t AWS Cloud90| M 3liE 238 IDEE JLLCt.

KM EH LI 2 AWS Cloud9 A2 AH A Q| AWS Cloud90{ A Bt2 MAZS XML,

(® Note
Z2L0M MS 2 B2 MAE M Create a new instance for environment (EC2)(&HZ01| CH
B M| QIAEIA MA(EC2) B4 Mste 2ol E4LICH 0] M2 AWS Cloudool| &g

M5t Amazon EC2 QUAEAE A|EEHCHE, M| QIAEHAE M & ZF0] AESIESF X|AIR
LICt. O|= AWS Cloud9& AI23stE 712 S ghedeli|ct.
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3EHA|: AWS SDK for Ruby M™

0l A{ AWS SDK for RubyE M

OJ.L

AWS Cloud90il M 7Het £ 73 & IDE7F ¥2|™ E{0ld S A8 35t0] &2

ek,

CHE Ruby gemIt OtEH7EX|Z2 AWS SDK for RubyE MxIE = U&LICH gem RubyGemsOilAf &
Qlgt 4= Ql&LICH AWS SDK for RubyE ZEAICZ MHE[U2H AWS MH|AQF TEELICH Tx|

aws-sdk gem2 HR[St= Ole= B2 AlZto| AL E[H B AlZt ol ZE = /U&LICH.

A8 3lE AWS AMH|Ao0] CHE gemBH M%|StE Zd0| E&LICH Ol aws-
sdk-service_abbreviation 0| BFE|H ™A 552 AWS SDK for Ruby README It 9]
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https://docs.aws.amazon.com/cloud9/latest/user-guide/setup.html
https://docs.aws.amazon.com/cloud9/latest/user-guide/create-environment.html
https://rubygems.org/gems/aws-sdk/

AWS FH|& SDK THLRE 7H0|=

K3 MH[A Eof Lot U&LICH ol & £04 Amazon S3 MH|A S QIE{H|0|A S 7| 28t gem aws-
sdk-s30iM &Y ALSE = U&LICH

Ruby H™ £ 2[Xt

AlAEY RubyE AHEste CHA CHE 1 Z2 Ruby T ZtE[XHE A8 SHE 20| E&LICH

0| & £04 Amazon Linux 2 24 XXM E A5l R CIS H= "% 25} 04 RVM% | '||0|53P_T'_ At
(o]
LIC}. ‘é'R?_F A Ruby H-|7‘*° 3°.=.'L—|EF.

rvm get head

rvm list known

rvm install ruby-3.1.3
rvm --default use 3.1.3

A A A B

Bundler
Bundlerg& A& 35tE 42 CIS WHE 22 Amazon S38& AWS SDK for Ruby gem= A x|&L|C}.

1. Bundler® Mx|st12 GemfileS MAstL|C}

$ gem install bundlex
$ bundle init

2. ddE Gemfile2 Y1 =0 AHSE ZF AWS A{H|A gemOil gem
Amazon S3 Oi|M| & ALE35tod 2tstE{H o StEtof ChEot 22 &

gem "aws-sdk-s3"

3. Gemfile€ X ELICT.

4. GemfileOl X|HE S&dS HRIELICH

$ bundle install
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https://github.com/aws/aws-sdk-ruby/#supported-services
https://rubygems.org/gems/aws-sdk-s3
https://rubygems.org/gems/aws-sdk-s3
http://rvm.io/
https://github.com/postmodern/chruby
https://github.com/rbenv/rbenv
http://bundler.io/
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ATHA: Od|X|| A E CIREE

EHoOld &2 AH&35t0{ AWS SDK for Rubyd| CHEt 0| Xl =& AWS Cloud9 7H Bt Eo 2 CIREE

34 AWS SDK dEMoI| ALBEl= BE ZE oflA|e] SAIE 2 32 FE CIHEE[Z CI2E =6t
0

$ git clone https://github.com/awsdocs/aws-doc-sdk-examples.git

AWS SDK for Ruby2| ZE 04| A= ENVIRONMENT_NAME/aws-doc-sdk-examples/ruby C|ZEE|
of Rl&LICH 097|Af ENVIRONMENT_NAME 7Her &7 O|E lL|ct.

Amazon S3 Of|XM|E AFE35toq [ E2t5te{E T = 0od|A| ENVIRONMENT_NAME/aws-doc-sdk-
examples/ruby/example_code/s3/bucket_list.rbZ A|Zt3tE Zd0| E4LICE EOE #&
A83t0{ s3 C|HEEIR 0|S35t0{ It LS LIdgLIct.

$ cd aws-doc-sdk-examples/ruby/example_code/s3
$ 1s

AWS Cloud90ll M mtd S Hed@ E0['d F oA bucket_list.rb& 2 2=st™ EL|CH

E M & olalist= ol =20| o 2235+ AWS SDK for Ruby Code Examples& & Z35HA| 2.

5CEHA: oM ZE A

AWS Cloud9 7Hgl 8tZE0i M T EE ASsedHH M E HF EAIS0M A HES MEHSHLICH AWS
Cloud9E .rb It S XIE XAISSZ ZX|5HD Ruby A T2 IS AIE35t0d Z=E AMEEFLICEH
AWS Cloud90ilA I = Alglof cist XtMIEH HE = AWS Cloud9 AL MEAM2| Run Your CodeE %

M.

ChS 23 B4l of2dEt 7|8 dHE FHelsthe.

® Note
E5 M A TH2 2502 MM 4 laLICh HiF EAIZOIM N, A TM, M A
# T Mg
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https://docs.aws.amazon.com/cloud9/latest/user-guide/build-run-debug.html#build-run-debug-run
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- 2: HA. AWS Cloud9&
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.3 A EZET
A

1SH
= o

= A
. AWS Cloud9= I+ & & X7t . rb@IX| ZX|5t1 Ruby A=l Z2 24 Z MEHS]
grLct.

=3 L
o IEE

Go Run Tools Window Support Preview

bucket_list.rb

aws-doc-sdk-examples/m x

.- Run Command: ~ aws-doc-sdk-examples/ruby/example_code/s3/bucket_list.rb Runner: Ruby CWD ENV

Found these buckets:

A% Ac oM MAEE B E F20| Hofl EAIFLIC

S5EHA: oflx| ZE A



AWS 2H| SDK JHer R 7Ho|=

AWS SDK for Ruby 74

FotELICE AWS MHIAE JHEE M= ZET7F AWSOAM 2l

AWS SDK for RubyE Tdst= HES &
AE35tE{E AWS 2| AXSHoF &rL|Ct.

EL|= g2 AXdsH0F B

=
—
o HE I'

Hot ols 22X A €

2 E SDKOl= AWS AMH|A0| QESH= Ol A SE RE8 20 0152 7| ?/6H &elste d7io| &
A(EE A2 QA&LICH REF 2O
AMZ 7|& 2ot o158 3ZFAt A[elo|zt
Aelo| z+ ChA|otCt gt M7

L 45tH, 0lo{Af B d¢§ MHs
REAMIEH LI 2 AWS SDK & t

—u
ok
B
ro
=
—_
x -
lo
U
-~
D
(@]
D
o
D
>
(@]
D
(@)
o
()]
C,D,
5
(o]
cn
i

itd]
™
9'|_|
x
kO
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E 24 Shared config and credentials filesE & Z5HML. 4 Hs M™HE
BH0f 2t5H XEAMIS| o2 24T Environment variables supportE & X 35HAML.

AWSO A 215 5t7| #lsll AWS SDK for RubyE CHS EO| LIQE =MIHZ 2oF 0I5 SZXAHE g
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ials
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https://docs.aws.amazon.com/sdkref/latest/guide/settings-reference.html#precedenceOfSettings
https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html
https://docs.aws.amazon.com/sdkref/latest/guide/environment-variables.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-static-credentials.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/Credentials.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/SharedCredentials.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/SharedCredentials.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-assume-role-credentials.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/AssumeRoleWebIdentityCredentials.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/AssumeRoleWebIdentityCredentials.html
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Amazon Elastic Compute IMDS 20t 218 S =Xt Aws: :InstanceProfi
Cloud(Amazon EC2) QIAEA leCredentials

Z2utd HoF 2I5(IMDS £ ¢t
15 =4

AWS SDK for Ruby 24 ¥4 AWS_SDK_CONFIG_OPT_OUT
config0l| /= 3F AWS config It £ Q12 2?[a -\_’-|'é>|5|

ATt ALSRHo| A HE == AlEst7| H2 SAS MRICHHE AEetT| FHef AWSE AFEE SDK 215
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https://docs.aws.amazon.com/sdkref/latest/guide/feature-sso-credentials.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-sso-credentials.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/SSOCredentials.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-assume-role-credentials.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/AssumeRoleCredentials.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/AssumeRoleCredentials.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-process-credentials.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/ProcessCredentials.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/ProcessCredentials.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-container-credentials.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/ECSCredentials.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-imds-credentials.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/InstanceProfileCredentials.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/InstanceProfileCredentials.html
https://docs.aws.amazon.com/sdkref/latest/guide/access.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/AssumeRoleCredentials.html
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linked::account::arn2 L& A& 9| Amazon Zl4AA O|F(ARN)O|T session-name ¢
El 48t MlMol ARl

role_credentials = Aws::AssumeRoleCredentials.new(
client: Aws::STS::Client.new,
role_arn: "linked::account::arn",
role_session_name: "session-name"

s3 = Aws::S3::Client.new(credentials: role_credentials)

role_arn = role_session_name2| A O|Lt CHAl 3R AWS config TFE A& SH04 Of
E MHASHE gof cHsh XEMISH LI& 2 AWS SDK 2! =7 & X LA Q| Assume role credential
providerg &= 3W|°
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region A%l CHEH RLMIEH LISS AWS SDK X E7 &% oAl AWS 2HS HE M. 0] A
Mol LIX| SE0AS 7H UBHHOI M2 WAIRE AlSts 2IHe MEss YHe 4
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3 config I AFE 50

37 AWS config ItU0|M region B8 S04 2|™M S MHEFLICH 37 config Ihof CHE
REMIEH LI 2 AWS SDK & =7 & X 9HLHAM Q| Shared config and credentials files& & X 35HAM2.

config IpUoi|A O k2 MHst= ofl:

[default]
region = us-west-2



https://docs.aws.amazon.com/sdkref/latest/guide/feature-assume-role-credentials.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-assume-role-credentials.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-region.html
https://docs.aws.amazon.com/sdkref/latest/guide/file-format.html

AWS FH|& SDK

Flos

S HL-E AFE5I04 2| A
AWS_REGION &4 HE MHa 2| A-EELctH

Linux &= macOS2t Z'2 Unix 7|8t A|ARIM|M export BHEE AHE 35104 0| B8 AHELICH Ct
2 oAl 2I™E us-west-22 AMELICH

export AWS_REGION=us-west-2

WindowsOl| A O|2{Et 48 MH5E{H set HHEE ABELICE CHE H|AlE 2™ us-west-22
MMEErLICE.

set AWS_REGION=us-west-2

Aws.configZ Z|™ MH

Aws.config S{A|0d region Zf2 F7I6H 2IME AHEELICEH OHF WM MHE us-west-1 2[HE
AT ZE Aws.config SHAIE O|o|EELICH

Aws.config.update({region: 'us-west-1'})
Ol%0ll 45t SEHOIRIEL} BlAAE O] 2|0 PHELICH

220|E EE Blas ZF oM 2IF MY

tZ3 ¥4 AWS_SDK_CONFIG_OPT_OUTO| MM k[0 /U2 S/ config WUZ & QISHK| et&LICEH

AWS ZEt0[AELL 2|AAE WEE M 2|Me AHEELICH CHS 6= us-west-1 2|0 A
Amazon S3 2|44 A E HEELICEH AWS 2lAA0i e et 2|ME MEELICH AMH|A Z2Ho[ME
Hils HEE + U222 @Fste ZF AH|&0 CiE M 220|ME L CHE 782 AL8stod SUet
MH[&0l @S 24 M 22t0[2AEE BHrS0{oF FLCh.

s3 = Aws::S3::Resource.new(region: 'us-west-1')

HEZ A=ZQIE MY
22 AWS Q0| AL E SSL A=EXQIEE FHst= Ol AHSELICH MENE 2T HIREZE =
ZOIEE ME8l o 5= B2 Aws.config0l endpoint YIS FIISML. & MH|A EEI0|ME




AWS FH|& SDK JHeER 7Hol=

L} 2[AA HHME MEE M endpoint: & MHSIML. CHE MM = other_endpoint YIEXQIE]
M Amazon S3 2|AA A E M °.=:*|—||-'-P.

s3 = Aws::S3::Resource.new(endpoint: other_endpoint)

APl @%o] CHsl MEHSH AEZQIEE AFR ST ST M
&t = PtLHAM 2] Service-specific endpointsE & X 5HAMIL.

Ef AlEF2 A& §K|5t2{84 AWS SDK 2/ =31



https://docs.aws.amazon.com/sdkref/latest/guide/feature-ss-endpoints.html

AWS ZH|& SDK YRt 7tol=

AWS SDK for Ruby AHZ

O| B0l ME SDKE| &8 113 7|5 AFHE S Z &35 AWS SDK for RubyZ AZE Q| 0{E JHE 5t

£ dHol cigt HEE MS gL

AWS SDKs and Tools Reference Guide0l&= Bt
= xErE|of /U&LICH

rIo

AWS SDKoi| 2852 84, 7Is & 7[&t 7|2 7Hd
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« AWS SDK for Ruby REPL REIZIE| AHE

+ Ruby on Rails2} &7H SDK AFHS

. CIHZ El: 22l0|HEZEE 9t0]o{ EBO|A ME 71X 7|

- 2E0|YE SE Yo F AH
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« AWS SDK for Ruby H& 1 EE= 28 HT 322 00| 0]4

AWS SDK for Ruby REPL S EIZ|E| At

aws-sdk gemO0i= SDK for RubyE E|AEStT AIE FA| &g = = Read-Eval-Print-
Loop(REPL) CHatE HEE QE{H0o|ATF e [0 I&LICH SDK for Ruby gem2 RubyGems.orgOf|
M A" = JU&Lct

Q

A =2

+ AWS SDK for Ruby A%,

+ aws-v3.rbE aws-sdk-resources gem0| &LICE MRl aws-sdk gemO| = aws-sdk-

resources gemO| Z & T[0{ /U &LICH.

« rexml gem} Z2 xml 2tO|E 2|7t & LICT

« Z27340]| Interactive Ruby Shell(irb)dt 1S k|7 |= 5t x|t Cf Z 238t REPL 88 E AMS3ste=
pry gem2 &x|5t= W0l E&LICH
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https://docs.aws.amazon.com/sdkref/latest/guide/
https://rubygems.org/gems/aws-sdk/
https://github.com/aws/aws-sdk-ruby/blob/version-3/gems/aws-sdk-resources/bin/aws-v3.rb
https://github.com/aws/aws-sdk-ruby/tree/version-3/gems/aws-sdk-resources
https://github.com/aws/aws-sdk-ruby/blob/version-3/gems/aws-sdk/aws-sdk.gemspec
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Bundler A4%d

Bundlerg& At&3tE B2 GemfileOl CHE YO|O|EE stH TA| = gemE HZEE + JU&LICH

1. AWS SDK for RubyE Mx|& I} OHE Gemfile2 YQLICt ool ChS £ FIHELICH

gem "aws-sdk"
gem "rexml"

gem Ilpryll

2. Gemfile€ XEELICT

3. GemfileO| X|HE S&ES HRIELICH

$ bundle install

AMNEXE HBEEOM aws-v3.rbE AESt0{ REPLO| HAMAE 4= U&LICE

L= verbose Zcl2E MHE5H0{ HTTP 2t0[0{ 2ZE AIE

ok

T A&LICEH HTTP 2t0[0] 242 AWS

SDK for Ruby2t AWS 7to| & &lof Ciet WE E AMSELICH verbose E211= LHSIEE 7S A7
IC M ST E =5 L UAsLICH

SDK for RubyOll= AWS AMH|A0]| QIE{H|O|A E MB5t= E2t0IAUE ZefA 7t (o] Y&t
Zt 22t0|UE ZejA= S AWS MHIAE X|HELICE REPLS 2 E MH|A ZeiA0l= siE AMH
A9t &EEE8t7| fIet M 2EI0[UE A E gretstes =207t JA&LICH =20/ 0|2 AZXE
242t El MH|A O|§0| ELIct ol & £01 Amazon S3 & Amazon EC2 =<0 Zix| 2] O|§2 22 s3
A ec2ULICH Aol = Amazon S3 HHZ!E LIYPsttAM ZEZEO s3.1ist_bucketsE &st
0
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http://bundler.io/
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Ruby on Rails2} & 74 SDK ALE

Ruby on Rails& RubyZ £&/H| & AIO|EE BHE =+ A st == & 7ie 2| (3 & MSELCH

AWSE Rails@t &7 S8 LIS aws-sdk-rails gem2 M3 & LICH AWS Elastic Beanstalk,
AWS OpsWorks, AWS CodeDeploy EE= AWS Rails Provisionerg& AFE 3l AWS 22t =0l M Rails
OHEZ|7AO|ME Hi =5t AME 5= U&LICEH

aws-sdk-rails gem x| L AE 0| CHEF XEA[EF LHE 2 GitHub 2| Z X|E E2l(https://github.com/aws/
aws-sdk-rails)& & XSt MAIL.

C|HZ El: Z2lo|HHEZEE] 2F0|o] EF|0|A XME 71K 7|

O

http_wire_trace 22 HdH35l0{ AWS ECI0|HEZFE 20]|0] EB|0|A HEE 7

&LICt 2tolo] E0|A HE = Z2I0|HE HE ME, MHH|A ZX, AI8X 2R E -_rL-E-

O ELICH true@l 2% 70l 20|02 ™ME K= LHE 0| EA[E/LICE CHF Ao H=
MA Alof 2t0jo EBO|AE AFHESHE Amazon S3 2210|¢IE S MASHLICEH
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SIS
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My

s3 = Aws::S3::Client.new(http_wire_trace: true)

CHE 222 2l bucket_name0] 2t £330 SiE 0|F 2| HZ!0| JU=X| 01F & LEd == HAIX|
7t EAIELICH

require 'aws-sdk-s3'
s3 = Aws::S3::Resource.new(client: Aws::S3::Client.new(http_wire_trace: true))

if s3.bucket(ARGV[0Q]).exists?

puts "Bucket #{ARGV[@]} exists"
else

puts "Bucket #{ARGV[@]} does not exist"
end

HZ!0l (e B E32 TS HIRELICH (7H5dE £0[7| /s HEAD E0f EHgro] £t

29
I>
C

opening connection to bucket_name.s3-us-west-1.amazonaws.com:443. ..
opened

starting SSL for bucket_name.s3-us-west-1.amazonaws.com:443. ..

SSL established, protocol: TLSv1l.2, cipher: ECDHE-RSA-AES128-GCM-SHA256
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http://rubyonrails.org/
https://github.com/awslabs/aws-rails-provisioner
https://github.com/aws/aws-sdk-rails
https://github.com/aws/aws-sdk-rails
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-> "HEAD / HTTP/1.1
Accept-Encoding:
User-Agent: aws-sdk-ruby3/3.171.0 ruby/3.2.2 x86_64-1inux aws-sdk-s3/1.120.0
Host: bucket_name.s3-us-west-1.amazonaws.com
X-Amz-Date: 20230427T143146Z
/* omitted */
Accept: */*\r\n\r\n"
-> "HTTP/1.1 200 OK\r\n"
-> "x-amz-id-2: XxB2J+kpHgTjmMUwpkUI1lEjaFSPxAjWRgkn/+z7YwWc/
iAX5E30XRBz]37cfc8T4D7ELCIKFELM=\1\n"
-> "x-amz-request-id: 5MD4APQQS815QVBR\r\n"
-> "Date: Thu, 27 Apr 2023 14:31:47 GMT\r\n"
-> "x-amz-bucket-region: us-east-1\r\n"
-> "x-amz-access-point-alias: false\r\n"
-> "Content-Type: application/xml\r\n"
-> "Server: AmazonS3\r\n"
-> "\r\n"
Conn keep-alive
Bucket bucket_name exists

Z2to|E dd = 2tolo Ediojdg A =& /U&LICH

s3 = Aws::S3::Client.new
s3.config.http_wire_trace = true

H1nFEl etolof Efo|A HEo| H=of Cigt AbM|EH LH& 2 Transfer Family required request
headers& & ZsHAM|L.

ZololelE SEH L 2 F AH
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https://docs.aws.amazon.com/transfer/latest/userguide/making-api-requests.html#request-headers
https://docs.aws.amazon.com/transfer/latest/userguide/making-api-requests.html#request-headers
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« now@®! Ci[O|E]

CtE oMol MHE Amazon S3 HZ! S 5oi| Cisl A& E 0|§2 HFEtefLICH

require 'aws-sdk'
s3 = Aws::S3::Client.new(stub_responses: true)

bucket_data = s3.stub_data(:1list_buckets, :buckets => [{name:'aws-sdk'}, {name:'aws-
sdk2'3}]1)

s3.stub_responses(:list_buckets, bucket_data)

bucket_names = s3.list_buckets.buckets.map(&:name)

# List each bucket by name

bucket_names.each do |name
puts name

end

O| Z=E A™st™ Ch5 0| EAIELICH

aws-sdk
aws-sdk2

® Note
A2 EE O[0|HE HMSst
Ct. &, o[ oAl M &

Hot U= ABA H-of sl 7|E2k0l H 0|8 MEEX| &L

| |
CIAEIA &M creation_dateE now7f OtL|2t nillL|Ct.

ro r&

AWS SDK for Rubye= AEE 0| E AEELICH 2 E 82| CIo|EE HMEsHH
ArgumentError O 2|7t H-ErL|Ct o & S0{ bucket_datadl CHEF O HH CHAI CHS
&Lct.

|0

A&

zob
8]

bucket_data = s3.stub_data(:1list_buckets, buckets:['aws-sdk', 'aws-sdk2'])
AWS SDK for Ruby= 5 7tX| ArgumentError 02| MM ELICEH

expected params[:buckets][@] to be a hash
expected params[:buckets][1] to be a hash
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AWS SDK for Ruby7t 78 HME=0i CHaH &l A|7|=
Error error calling head_bucket on aws-sdk

Caught Timeout::

require 'aws-sdk'

. true)

s3 = Aws::S3::Client.new(stub_responses
::Error)

s3.stub_responses(:head_bucket, Timeout

begin
s3.head_bucket({bucket: 'aws-sdk'})

rescue Exception => ex

puts "Caught #{ex.class} error calling 'head_bucket' on 'aws-sdk'"

end

| O|X| OH&

UE AWS S E2 ZF SEO|M BHetEl= Olo|e &2 A|Etst7| flsl Wo|&EE 852 AMSELCH o
: =2 LEpLIC

Z|CH 1,000702] =2

of| Kol M et ZHo| S ZHR

0jo

ME & I0lEE HMalsts 7 THErE wHe o

£ GHAE MEste WYLICH

s3 = Aws::S3::Client.new
s3.1list_objects(bucket: 'aws-sdk').each do |response|

puts response.contents.map(&:key)

oo 9 Ths
o 7|2 M3k

end
Ol st™ API Z& Y stLto| SE HA7F 47|10, BFE HZlol| 2477F @74ELICt SDKE G| O|E
o &7 H|o|X|E AMa RS 2r=&LICH
Ho|dE 85 =& *E
Ho|&g ZY Melstzd™ S 2| next_page? HAEE ALE5to{ AME HO|X|7t o Ue=x| &l
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H O|X|7t f U2 next_page(?7t 918) HMEE AFE5t0{ CHZ ofA|o At 2ol ChE A1t I o[ X|

£ AMtAA2.

s3 = Aws::S3::Client.new

# Get the first page of data
response = s3.list_objects(bucket: 'aws-sdk')

# Get additional pages

while response.next_page? do
response = response.next_page
# Use the response data here...

end

@ Note
next_page HMEE &= A4 B 0|X|7t Ol g1 SDKI}

Aws::PageableResponse::LastPageError 0| 2| g M A|ZIL|CH.

HO| &=l d|0|E| A

AWS SDK for Ruby2| H 0| & H|O|E{= Aws::PageableResponse £cHA01 2|31 X{Z|ElLICt o] E&H
A& Seahorse::Client::Response0l| Z & &0 I 0| & & CI|O|E{ofl CHEt HMAE MBS FLICH

Waiters

Waiter= 2ct0|AENM &3 2Eljol Ciall 2R Zl= REEIE| HMERILICH Waiter= MH|A Z2}0]
HEo] CHah Mol E& 7t & #Ho| Al Fof AmE &= JU&LICt 0B E AH&st= W9
ol= AWS ZE oAl 2|ZX|E2|0H|AH Amazon DynamoDB Encryption Client2| create_table HMEE

HESM L.
Waiter &

WaiterE 3 &5t2{ AMH|A Z2I0|MEN M wait_untilS &5 AAI2. CF2 oAIME AL st
7| Ao waiter7t QIAEIA 1-123456780| AMRME! w77} x| 7|CHRIL|C}.

ec2 = Aws::EC2::Client.new

mfjo|&El HlolEf Eeia 25


https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/PageableResponse/LastPageError.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/PageableResponse.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Seahorse/Client/Response.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/main/ruby/example_code/dynamodb/scaffold.rb#L63
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begin
ec2.wait_until(:instance_running, instance_ids:['i-12345678'])
puts "instance running"

rescue Aws::Waiters::Errors::WaiterFailed => error
puts "failed waiting for instance running: #{error.messagel}"

end
S M ZhetO|E{E MH|A 22H0IMEN T estn o 2 7|ChE| T J=X| LIEHL = waiter OI&
L|ct & #Hmf oh2t0/E = waiter7t &3t Z2H0[HE HIME MEE[= metO|E el sHAIZ, waiter
O|&of et CHE L.
CHZ| 7tset 2 SE0 2+ Zdof CisH E&E 2210|¢ME HMELS SE2 A8 502l Z20|¢E 9
waiter_names Y wait_until ZE MHEME F XA

Wait L F

N
E|>
C
]

CH2 odQ| Atefle| B Waiter7t At

Aws::Waiters::Errors::FailureStateError

CHZ|st= &0l 27 SE7F YdzH&LICH

Aws::Waiters::Errors::NoSuchWaiterError

XM=l waiter 0|5 0| AH2 SQ! Z20|E0f CHaH 2 o|=| K| etk &LCt.

Aws::Waiters::Errors::TooManyAttemptsError

AlE &7} waiter®| max_attempts Zf2 T3 &LICH.

Aws::Waiters::Errors::UnexpectedError

CHZ[etE S0l ol& x| et L7 7F A &LICH

Aws::Waiters::Errors::\WaiterFailed

CH7| & Bl & stLb7t ZoHR7ALE CHY| S0l &£ CHE 2 /7 7F e RS LT

0| 2E 2/ (NoSuchWaiterError MQl)= WaiterFailedE& 7|BtS 2 FLICt WaiterdlM L7 E
Erotizd™ Ct2 oMo EAIE CHE wWaiterFailedE AI25AAIL.

rescue Aws::Waiters::Errors::WaiterFailed => error
puts "failed waiting for instance running: #{error.messagel}"

end
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https://docs.aws.amazon.com/sdk-for-ruby/v3/api//Aws/Waiters/Errors/FailureStateError.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api//Aws/Waiters/Errors/NoSuchWaiterError.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api//Aws/Waiters/Errors/TooManyAttemptsError.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api//Aws/Waiters/Errors/UnexpectedError.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api//Aws/Waiters/Errors/WaiterFailed.html
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Waiter 74
Zt waiterofl= 7|2 £ ztA0t EE:LE:*.'OH Mo{He dtetst | ™ zloh Al X7t MSELICH o] &k
2 dYst2A™ max_attempts EE0|M delay: Y wait_untilE AIESHAAIL. CHE o ME A
CH 25% S¢t CH7|stHA 5&0tct EJELICt

# Poll for ~25 seconds
client.wait_until(...) do |w]
w.max_attempts = 5
w.delay = 5
end

CH7| 2 FE dH|g/dslste{™ o] mt2tO|e & stLbe| 22 nil 2 A™ESHAAL.
Waiter @1%t
Waiter2| S22 +H

H7I-

=1

ol
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A
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Y A U oh7| Hof E2AElE B S5 £ e

CI2 oxl= Al OMC CH7 |6t AlZHE 5 HHE 529 waiterol| |2~ B T & 71348 |C}
ec2 = Aws::EC2::Client.new

ec2.wait_until(:instance_running, instance_ids:['i-12345678']) do |w]|
w.interval = @ # disable normal sleep
w.before_wait do |n, resp]|
sleep(n ** 2)
end
end

CHS oXl= z[CH Al & HIEE8st o O cfal Aolist>| ™ol 1A125(3600%) S CH7 | LCH.

started_at = Time.now

client.wait_until(...) do |w]
# Disable max attempts
w.max_attempts = nil

# Poll for one hour, instead of a number of attempts
w.before_wait do |attempts, response]

throw :failure if Time.now - started_at > 3600
end

end

Waiter 7+ 27
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ZEI0|UE MAZ SE X

7|22 2 AWS SDK for Ruby= Z[CH 31| RHA|=E &SI, & 4¢2| Al S Al 7Hol| 15
o| AlZtg ELct. e M EHedol %I 60F AL E|o{ AlZH Z1tol| ZAZ! £ Ql&LCh

CHS oXMl= 2|1 us-west-20{A Amazon S3 22}0|HEE MAIStT RE Z2I0|HE XM F
HO| Al AtOlof| 57t CHZ|St= S X|IHELICH 22fM Amazon S3 20| E ZH40| %|CH 15 A&
Q|0 AlZF Z=Ttof| AR = & LCt.

s3 = Aws::S3::Client.new(
region: region,
retry_limit: 2,
retry_backoff: lambda { |c| sleep(5) }

Ol M= ZE LHoA 2 MA|E mEt0[EHE HE st Y-S Eo{E LIt SHR|Eh 3 Bl
38/ AWS config It U S AFE 50 O EE[AH 0|Mo]| I H AHEeE == U&LICH REMEF HE = AWS
SDK & =3 & X CHLHAM Q| Retry behaviorE & ZSIMIL. ZELF MH|A E80|HE Rbx{of MY E

DE AN M2 8d M EE SR config Tl MHEE MHECH 4MELICH

AWS SDK for Ruby H{7 1 == 28 HM 322 O10|gifo|M

A

fjo

=
=

rr

O] &A|2el 5% 2 AWS SDK for Ruby X 1 EE= 20i M A 32 2 ofo|ag|o|AMtE H
L|Ch.

Side-by-side AIE

AWS SDK for RubyQ| {1 1 EE= 28 ™ 32 2 HIE ZEHR &= G&Llct S8t o E 2|70l HE
Ol E2 & A8E += JU&LICh RtAMEt 82 0| EE21 HAIZE BZHMAIR.

ZHEHSEA o & & ChE 0t Z &L

require 'aws-sdk-vl1l' # version 1
require 'aws-sdk' # version 2
require 'aws-sdk-s3' # version 3

AWS::S3::Client.new # version 1
Aws: :S3::Client.new # version 2 or 3

s3
s3
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https://docs.aws.amazon.com/sdkref/latest/guide/feature-retry-behavior.html
http://ruby.awsblog.com/post/TxFKSK2QJE6RPZ/Upcoming-Stable-Release-of-AWS-SDK-for-Ruby-Version-2
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JHeER 7Hol=

7™ 3 SDKE AI85t7| Qe 7IE MU HT 1 E=2 A EE CHA| £ 2= gl&LCt 2HHE nto|a
HlO|M HM2F2 B 3 SDKO|| CH B Mf 2 EE M= LT

Al ESivl PN Jo]

& 32 §t 7tX| 8 HAIM HT™ 29 CHELCt

. 7 MH|AE HEO| gemO 2 AFRE £ YaLCH

T 2= o] 7tX| S8

P Ry .

Aws 2! AWS 7o F

= OI- 2 g;\lt AH A4

FAIELLCH HE 20 M= SRt

# version 1

AWS::S3::Client.new(http_reed_timeout: 10)
# oops, typo'd option is ignored

# version 2
ws::S3::Client.new(http_reed_timeout: 10)

# => raises ArgumentError

Z2}0|HE R}O|

E HgdAHO|AT CHELICH MEtM &=

SMO0| ArgumentErrorE E

20 A A 11t CHELICH

" MEO| 7S ELICH

Aws.config - O|A| HIAME7} ol vanilla Ruby Al LTt
A Zdst MAMRL SM - T 101X 2EIOIMEL} BlAA ZHH|S MAIE )

ot
=

B 29F & 32| 22}0|91E SeiA ZHof ®0|7} Q& LICt.

& 13 BT 2 Ztol| 2210|HE SelAE 2IE X0l KP0|7P 7HE M&LICH Ch2o| MH|A 20| E

o= Sclo|¢lE MM Fof &L= QEmo|AT} U&LICH YE S8 xtol= Cl1F Z&LCh.

* Aws::S3::Client - H™ 1 Amazon S3 20| E EclAaA s £EH YO E FLLUSLICH BHTH 2
= MH|A 2R MEELICH HIAME o|§1F ¢230| HE 20iAM I Al CHELICH

« Aws::EC2::Client- HH 2E EH S50 S+ 0|2 AIE5ID, HX 12 ™O|AF _setE At

SELICE o

# version 1
resp =
resp.security_group_set

AWS::EC2::Client.new.describe_security_groups

YRl RtO
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#t=> [...]

# version 2
resp = Aws::EC2::Client.new.describe_security_groups
resp.security_groups

#=> [...]
* Aws::SWF::Client - HT 2 FZ=3tEl SEHE ALSsHE BHH, T 12 vanilla Ruby SHAIE A
ot
- MH|A Z2iA O|& HIF 7| - HA 2= 042] MH|Ao0f CH3H CtS 3 ZH 0| CHE O|§S AFSELICH
e AWS::SimpleWorkflow= Aws: :SWF7} & LIC}
« AWS::ELBE Aws::ElasticlLoadBalancingZt & L|C}H.
e AWS::SimpleEmailService= Aws: :SES7| ElLICH

- ZEI0[ME FE SMH-HH1 2HE M T 27 HH 201 O|F 0| HAE[UJESLICH CHE SM2
M7AE[AL HF R ESLICH F=F HE AFE 2 ChS0 2 &L
 :use_ss1O0| MAHZIR&LICH HH 22 2E ?IX|H|A SSLE ALS & LICH SSL2 HIE &35t
™ :endpoint& AFE3St= http://E FA56H0F g LICEH
« :ssl_ca_file7} O|A| :ssl_ca_bundle®IL|C}.

« :ssl_ca_path7t O|X| :ssl_ca_directory®JL|C}H.

ﬁia-l

> r|n

« :ssl _ca_store2 F7IzH&LICEH
« :endpoint7t ZEAE O|F CHAl M7 EHE HTTP EE= HTTPS URIO{0F B L|C.
« Zt MH|A0] CHEF : *_port S440| M7HE| D O|A| :endpointZ HFFRA&LICH

 :user_agent_prefix7} O|A| :user_agent_suffix&ILIC}.

o|AA XHO|

EHZ 28F BT 39| 2|AA QIE{m| 0|A Zhof XHO|7F @i&LICt

T 13k T 29| 2|laA QIE{mo|A 7f01| Ato|7h Q&ELICH HE 12 ™Moz +5 Y AT E[X]
O, T 2 2|44 QIEH0|A& E’:*'Oﬂkl HELICH HE 2 2|laA QEm oA = Yahdo| EW o
F&LICH B IHX| F2 AIAEXMQI Rtol= CHEF Z &L

- E2IE 2lAA ZEHA - HE 20l ME MHIA 0|F0| 2247t ot REQILICH 047|ME 2E0| 2
AA QIE{H 0| AILICEH

# version 1

2| AA ®O| 30
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s3 = AWS::S3.new

# version 2
s3 = Aws::S3::Resource.new

Z ElAA - ™ 2 SDKE 221 7HE BlAA getterE CHS T 22 F 7o MZ CHE HIMEZR

=t
=
2ot

# version 1
s3.buckets['bucket-name'].objects['key'].delete

# version 2
s3.bucket('bucket-name').object('key').delete

. BHR Q] - B 10iAE RE Bl Aol 25l ATE SERIEIRLICH BIE 201 M Chol b
x| 50| APIE B3 AHS MAE YT 2] ZAULICH BF 2 YT *2| QEHO|A L BIF 11}
04 CHELICH
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Ruby& AWS MH|AAWS SDKO|AM =45}~

CHZ MlMol= Ruby® AWS SDKE Al
AWS MH|A
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T

HFHE HoiF= AW o7} & E|o{ [U&LICH

Ruby& AWS SDKE XMF At8ste 32 FME BX AlEst7| efo{2 &= X0l E&LICH

« XEHol ZHHE FE ofM— FE 7hX[of CHEF 7H0|= MM E MBS ELICH AWS AH|A
« I A[- A8 7tSEH MH|A oA o] A S5 2 MSELICHE, 2= 0|9 F7 X|E2 A <l).

Ol ZE oilAe] A4 FEE AWS ZE oA E|ZX|EE|0M CFHRZEE £ GitHub U&LICH AWS &
M Elo| Mzhg nedg AH = 04|X1|E Motstzd™ A @EE MM AIL. o]l B2 7 API &0

CtR = ZtEHst I = ZZtof HisH (e AILIEIR L AS AHEIE CHR = ZEE dMstedn gLt
X| &2 Readmel| M| ZE oA Ao MM & ZE5HAAIL. GitHub

L=

Ir

Ruby& AWS SDK 7I0|=7} Z & Z = of A

O] MMofMHE AWS MH|A Ruby® AWS SDKE AI23510 UM ASHE O AR E £+ QE HXE M3
gfLict
=

c oAl 2|ZX|EE|o A o|2{8t oi| x| L 7|EF oK AAAWS TEE FHE £+ A&LICH GitHub

A

+ CloudTrail Ruby& AWS SDKE ALE35HE 0ilAl

« Ruby& AWS SDKE AI3&tE ofoFE CloudWatch Ol |

+ CodeBuild Ruby® AWS SDKE AI&3tE 0ol Al

+ Ruby& AWS SDKE At835tE= Amazon EC2 oA

« AWS Elastic Beanstalk Ruby& AWS SDKE A& 3&t= Ol Al

« AWS Identity and Access Management (IAM) AWS Ruby& SDKE A€ 3= ofA
« AWS Key Management Service Ruby2 AWS SDKE AIE35HE 0l A
« AWS Lambda Ruby& AWS SDKE A& 35t= 0ilAl

+ Ruby8& AWS SDKE A& 8t Amazon Polly 0/ A]|

+ Ruby& AWS SDKE AtE35t= Amazon RDS Ol Al

+ Ruby& AWS SDKE A+E35t= Amazon SES O/ Al

« Ruby@ AWS SDKE AtE35t= Amazon SNS oA
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/main/ruby/example_code/
https://github.com/awsdocs/aws-doc-sdk-examples/blob/main/README.rst
https://github.com/awsdocs/aws-doc-sdk-examples/blob/main/ruby/example_code/
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« Ruby& AWS SDKE AlE35tE
- ofOFE WorkDocs Ol A

Amazon SQS oA

CloudTrail Ruby& AWS SDKE Al

CloudTrail A%2| AWS API £ € 7|5

28 £ U&LICH AWS MH|A CHZ AWS SDK for Ruby ZE MM E AL
2 AWS CloudTrail; 2ME & =EsIAAIL.

AWS CloudTrailod| CH&t CloudTrail AFA|SH LHE

2 71Xt M 2R EN| ML AWS HIZE ZLIE{R!SI

St O Al

| AF

[
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St04 HAM|AE = U&LICH

ESS|

« CloudTrail EBI|Y =

« CloudTrail Ei|& B

« CloudTrail ECi|Y O|HIE 52
A

 CloudTrail E&I AHK|

| 22
= =

CloudTrail EQ|&

O] oMol MHE describe_trails HHMEESE Al235t0{ E
5t HZIE LFAELICH CloudTrail us-west-2

eof o|F1t alfd x|He| HE

H E CloudTrail M%&

Version 2.0 (the "License").
A copy of the

CHE ZEZ describe_trails.rb TtY 2 PHELICEH
# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
#
# This file is licensed under the Apache License,
# You may not use this file except in compliance with the License.
# License is located at
#
# http://aws.amazon.com/apache2.0/
#
# This file is distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS
# OF ANY KIND, either express or implied. See the License for the specific
# language governing permissions and limitations under the License.

require 'aws-sdk-cloudtrail' # v2: require

# Create client in us-west-2

'aws-sdk'

AWS CloudTrail 0| A|
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https://aws.amazon.com/documentation/cloudtrail/
https://docs.aws.amazon.com/sdkforruby/api/Aws/CloudTrail/Client.html#describe_trails-instance_method
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client = Aws::CloudTrail::Client.new(region: 'us-west-2')
resp = client.describe_trails({})

puts

puts "Found #{resp.trail_list.count} trail(s) in us-west-2:"

puts

resp.trail_list.each do |trail]

puts 'Name: ' + trail.name
puts 'S3 bucket name: ' + trail.s3_bucket_name
puts

end

A o XM E EE=FHA A2, GitHub

CloudTrail E|& BHS 7|

O| o M|l M= create_trail HIMEE A& 3504 SHE X0l EB||Y S H-HELICH CloudTrail us-
west-2 0{7|0lE EBIY O|E1 ME 7} A{E E|E CloudTrail HZ! O|E 0|2t F 74e| l2d0| Ee
= AL

=
LICH HZloi| Mgt er Aol gls B2 -p E2ci2E X8 A7 HZlol| SHIE EAS 8= Lict

CopyE MEistod ZIEE ZH| MFELICH

Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.

This file is licensed under the Apache License, Version 2.0 (the "License").
You may not use this file except in compliance with the License. A copy of the
License is located at

http://aws.amazon.com/apache2.0/
This file is distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS

OF ANY KIND, either express or implied. See the License for the specific
language governing permissions and limitations under the License.

HOoH O OHF OB O O OH OB B H

require 'aws-sdk-cloudtrail' # v2: require 'aws-sdk'
require 'aws-sdk-s3'
require 'aws-sdk-sts'

# Attach IAM policy to bucket
def add_policy(bucket)
# Get account ID using STS

AWS CloudTrail 04| A| 34


https://github.com/awsdocs/aws-doc-sdk-examples/blob/main/ruby/example_code/cloudtrail/aws-ruby-sdk-cloudtrail-example-describe-trails.rb
https://docs.aws.amazon.com/sdkforruby/api/Aws/CloudTrail/Client.html#create_trail-instance_method
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sts_client = Aws::STS::Client.new(region: 'us-west-2')
resp = sts_client.get_caller_identity({})
account_id = resp.account

# Attach policy to S3 bucket
s3_client = Aws::S3::Client.new(region: 'us-west-2')

begin
policy = {
'Version' => '2012-10-17"',
'Statement' => [

{
'Sid' => 'AWSCloudTrailAclCheck20150319',
'Effect' => 'Allow’,
'Principal' => {
'Service' => 'cloudtrail.amazonaws.com',
},
'"Action' => 's3:GetBucketAcl',
'Resource' => 'arn:aws:s3:::' + bucket,
I
{
'Sid' => 'AWSCloudTrailWrite20150319',
'Effect' => 'Allow’',
'"Principal' => {
'Service' => 'cloudtrail.amazonaws.com',
I
'"Action' => 's3:PutObject’,
'Resource' => 'arn:aws:s3:::' + bucket + '/AWSLogs/' + account_id + '/*',
'Condition' => {
'StringEquals' => {
's3:x-amz-acl' => 'bucket-owner-full-control',
I
},
I
]
}.to_json

s3_client.put_bucket_policy(
bucket: bucket,
policy: policy

puts 'Successfully added policy to bucket ' + bucket
rescue StandardError => err

AWS CloudTrail 04| A| 35
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puts 'Got error trying to add policy to bucket
puts err
exit 1
end
end

# main
name = "'
bucket = "'

attach_policy = false

while i < ARGV.length
case ARGV[i]
when '-b'
i+=1
bucket = ARGV[i]

when '-p'
attach_policy = true

else
name = ARGV[i]

end

i+=1
end

if name == '' || bucket == "'

puts 'You must supply a trail name and bucket name'

puts USAGE
exit 1
end

if attach_policy
add_policy(bucket)

end

# Create client in us-west-2

+ bucket +

client = Aws::CloudTrail::Client.new(region: 'us-west-2')

begin
client.create_trail({

AWS CloudTrail 0| A|
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name: name, # required
s3_bucket_name: bucket, # required

1)

puts 'Successfully created CloudTrail ' + name + ' in us-west-2'
rescue StandardError => err

puts 'Got error trying to create trail ' + name + ':'

puts err

exit 1
end

A oM E FHZEFMAIL GitHub.

CloudTrail EH|& O[HIE S5

Ol iAo M= lookup_events HIMEE At235t0od sl X|do| EL O|HEE

us-west-2

CopyE MEistod =& ZZHol| MEELICH

License is located at

http://aws.amazon.com/apache2.0/

HOoH O O OB O O OH OB OB H

language governing permissions and limitations under the License.

require 'aws-sdk-cloudtrail' # v2: require 'aws-sdk'

def show_event(event)

puts 'Event name: ' + event.event_name
puts 'Event ID: ' + event.event_id
puts "Event time: #{event.event_timel}"

puts 'User name: + event.username
puts 'Resources:'

event.resources.each do |r]|

ok

Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.

This file is licensed under the Apache License, Version 2.0 (the "License").
You may not use this file except in compliance with the License. A copy of the

This file is distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS
OF ANY KIND, either express or implied. See the License for the specific

L|C}. CloudTrail
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puts ' Name: ' + r.resource_name
puts ' Type: ' + r.resource_type
puts ''

end

end

# Create client in us-west-2
client = Aws::CloudTrail::Client.new(region: 'us-west-2')

resp = client.lookup_events()

puts

puts "Found #{resp.events.count} events in us-west-2:"
puts

resp.events.each do |e]

show_event(e)
end

A ol Al= ol A ERISHMIR. GitHub

CloudTrail E&|Y AHA|

O| oMol M= delete_trail HMEE AFE35H04 ST X[ o| ERYE AAMIELICE CloudTrail us-
west-2 & 7tX| &4, £ 0|§0| EFLICt.
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Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.

This file is licensed under the Apache License, Version 2.0 (the "License").
You may not use this file except in compliance with the License. A copy of the
License is located at

http://aws.amazon.com/apache2.0/

This file is distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS
OF ANY KIND, either express or implied. See the License for the specific
language governing permissions and limitations under the License.
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require 'aws-sdk-cloudtrail' # v2: require 'aws-sdk'

if ARGV.length !=1

AWS CloudTrail 0| A|
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puts 'You must supply the name of the trail to delete'
exit 1
end

name = ARGV[0]

# Create client in us-west-2
client = Aws::CloudTrail::Client.new(region: 'us-west-2')

begin
client.delete_trail({
name: name, # required

1)

puts 'Successfully deleted CloudTrail ' + name + ' in us-west-2'
rescue StandardError => err
puts 'Got error trying to delete trail ' + name + ':

puts err
exit 1
end
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# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: Apache-2.0

require 'aws-sdk-cloudwatch'

Displays information about available metric alarms in Amazon CloudWatch.

@param cloudwatch_client [Aws::CloudWatch::Client]
An initialized CloudWatch client.
@example
describe_metric_alarms(Aws: :CloudWatch::Client.new(region: 'us-east-1'))
def describe_metric_alarms(cloudwatch_client)
response = cloudwatch_client.describe_alarms

#
#
#
#
#
#

if response.metric_alarms.count.positive?
response.metric_alarms.each do |alarm|
puts '-' * 16
puts 'Name:
puts 'State value: !
puts 'State reason:
puts 'Metric: !
puts 'Namespace:
puts 'Statistic: !
puts 'Period:
puts 'Unit: !
puts 'Eval. periods:
puts 'Threshold: !
puts 'Comp. operator: '

alarm.alarm_name
alarm.state_value
alarm.state_reason
alarm.metric_name
alarm.namespace
alarm.statistic
alarm.period.to_s
alarm.unit.to_s
alarm.evaluation_periods.to_s
alarm.threshold.to_s
alarm.comparison_operator

+ + + 4+ o+ + + o+ o+ o+ +

if alarm.key?(:ok_actions) && alarm.ok_actions.count.positive?
puts 'OK actions:'
alarm.ok_actions.each do |a]
puts ' ' + a
end
end

if alarm.key?(:alarm_actions) && alarm.alarm_actions.count.positive?
puts 'Alarm actions:'
alarm.alarm_actions.each do |a]
puts ' ' + a
end
end
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if alarm.key?(:insufficient_data_actions) &&
alarm.insufficient_data_actions.count.positive?
puts 'Insufficient data actions:'
alarm.insufficient_data_actions.each do |a]
puts ' ' + a
end
end

puts 'Dimensions:'
if alarm.key?(:dimensions) && alarm.dimensions.count.positive?
alarm.dimensions.each do |d|

puts ' Name: ' + d.name + ', Value: ' + d.value
end
else
puts ' None for this alarm.'
end
end

else
puts 'No alarms found.'
end
rescue StandardError => e
puts "Error getting information about alarms: #{e.messagel}"
end

# Full example call:
def run_me

region =

# Print usage information and then stop.
if ARGV[Q] == '--help' || ARGV[Q] == '-h'
puts 'Usage: ruby cw-ruby-example-show-alarms.rb REGION'
puts 'Example: ruby cw-ruby-example-show-alarms.rb us-east-1'
exit 1
# If no values are specified at the command prompt, use these default values.
elsif ARGV.count.zero?

region = 'us-east-1'
# Otherwise, use the values as specified at the command prompt.
else

region = ARGV[0O]
end

cloudwatch_client = Aws::CloudWatch::Client.new(region: region)
puts 'Available alarms:'
describe_metric_alarms(cloudwatch_client)

olotZE CloudWatch o/ A| e



AWS FH|& SDK THLRE 7H0|=

end

run_me if $PROGRAM_NAME == __ FILE__
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# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: Apache-2.0

require 'aws-sdk-cloudwatch'
Creates or updates an alarm in Amazon CloudWatch.

@param cloudwatch_client [Aws::CloudWatch::Client]
An initialized CloudWatch client.
@param alarm_name [String] The name of the alarm.
@param alarm_description [String] A description about the alarm.
@param metric_name [String] The name of the metric associated with the alarm.
@param alarm_actions [Array] A list of Strings representing the
Amazon Resource Names (ARNs) to execute when the alarm transitions to the
ALARM state.
@param namespace [String] The namespace for the metric to alarm on.
@param statistic [String] The statistic for the metric.
@param dimensions [Array] A list of dimensions for the metric, specified as
Aws: :CloudWatch: :Types: :Dimension.
@param period [Integer] The number of seconds before re-evaluating the metric.
@param unit [String] The unit of measure for the statistic.
@param evaluation_periods [Integer] The number of periods over which data is
compared to the specified threshold.
@param theshold [Float] The value against which the specified statistic is compared.
@param comparison_operator [String] The arithmetic operation to use when
comparing the specified statistic and threshold.
@return [Boolean] true if the alarm was created or updated; otherwise, false.
@example
exit 1 unless alarm_created_or_updated?(
Aws: :CloudWatch::Client.new(region: 'us-east-1'),
'ObjectsInBucket’,
'Objects exist in this bucket for more than 1 day.',
'NumberOfObjects',
['arn:aws:sns:us-east-1:111111111111:Default_CloudWatch_Alarms_Topic'],

H OH OHF OHF OB OHF OHF OHF OHF O O OH OH OHF OH OH O H OH OHF K H R O OH K W K
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# 'AWS/S3',

# 'Average’,

# [

# {

# name: 'BucketName',

# value: 'doc-example-bucket'
# },

# {

# name: 'StorageType',

# value: 'AllStorageTypes'
# }

# 1,

# 86_400,

# 'Count',

# 1,

# 1,

# 'GreaterThanThreshold'

# )

def alarm_created_or_updated?(
cloudwatch_client,
alarm_name,
alarm_description,
metric_name,
alarm_actions,
namespace,
statistic,
dimensions,
period,
unit,
evaluation_periods,
threshold,
comparison_operator

cloudwatch_client.put_metric_alarm(
alarm_name: alarm_name,
alarm_description: alarm_description,
metric_name: metric_name,
alarm_actions: alarm_actions,
namespace: namespace,
statistic: statistic,
dimensions: dimensions,
period: period,
unit: unit,
evaluation_periods: evaluation_periods,
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threshold: threshold,
comparison_operator: comparison_operator
)
return true
rescue StandardError => e
puts "Error creating alarm: #{e.message}"
return false
end

# Full example call:
def run_me

alarm_name = 'ObjectsInBucket'
alarm_description = 'Objects exist in this bucket for more than 1 day.'
metric_name = 'NumberOfObjects'

# Notify this Amazon Simple Notification Service (Amazon SNS) topic when

# the alarm transitions to the ALARM state.

alarm_actions = ['arn:aws:sns:us-
east-1:111111111111:Default_CloudWatch_Alarms_Topic']

namespace = 'AWS/S3'

statistic = 'Average'
dimensions = [
{

name: 'BucketName',

value: 'doc-example-bucket'
},
{

name: 'StorageType',
value: 'AllStorageTypes'

]
period = 86_400 # Daily (24 hours * 60 minutes * 60 seconds = 86400 seconds).

unit = 'Count'

evaluation_periods = 1 # More than one day.

threshold = 1 # One object.

comparison_operator = 'GreaterThanThreshold' # More than one object.
region = 'us-east-1'

cloudwatch_client = Aws::CloudWatch::Client.new(region: region)

if alarm_created_or_updated?(
cloudwatch_client,
alarm_name,
alarm_description,
metric_name,
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alarm_actions,
namespace,
statistic,
dimensions,

period,

unit,
evaluation_periods,
threshold,
comparison_operator

puts "Alarm '#{alarm_name}' created or updated."

else
puts "Could not create or update alarm '#{alarm_name}'.

end
end

run_me if $PROGRAM_NAME == __ FILE__

Amazon CloudWatch &2F x| &35 2 H|gH A3}
ChE ZE oA
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E3IMIL.

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: Apache-2.0

# The following code example shows how to:
# 1. Create or update an Amazon CloudWatch alarm.
# 2. Disable all actions for an alarm.

require 'aws-sdk-cloudwatch'

# Creates or updates an alarm in Amazon CloudWatch.

#

# @param cloudwatch_client [Aws::CloudWatch::Client]
# An initialized CloudWatch client.

# @param alarm_name [String] The name of the alarm.

Iy
HL

oy
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@param alarm_description [String] A description about the alarm.
@param metric_name [String] The name of the metric associated with the alarm.
@param alarm_actions [Array] A list of Strings representing the
Amazon Resource Names (ARNs) to execute when the alarm transitions to the
ALARM state.
@param namespace [String] The namespace for the metric to alarm on.
@param statistic [String] The statistic for the metric.
@param dimensions [Array] A list of dimensions for the metric, specified as
Aws: :CloudWatch: :Types: :Dimension.
@param period [Integer] The number of seconds before re-evaluating the metric.
@param unit [String] The unit of measure for the statistic.
@param evaluation_periods [Integer] The number of periods over which data is
compared to the specified threshold.
@param theshold [Float] The value against which the specified statistic is compared.
@param comparison_operator [String] The arithmetic operation to use when
comparing the specified statistic and threshold.
@return [Boolean] true if the alarm was created or updated; otherwise, false.
@example
exit 1 unless alarm_created_or_updated?(
Aws: :CloudWatch::Client.new(region: 'us-east-1'),
'ObjectsInBucket’,
'Objects exist in this bucket for more than 1 day.',
"NumberOfObjects’,
['arn:aws:sns:us-east-1:111111111111:Default_CloudWatch_Alarms_Topic'],
'AWS/S3',
'Average’,

L

name: 'BucketName',

value: 'doc-example-bucket'
},
{

name: 'StorageType',

value: 'AllStorageTypes'

'GreaterThanThreshold'
)

def alarm_created_or_updated?(

cloudwatch_client,
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alarm_name,
alarm_description,
metric_name,
alarm_actions,
namespace,
statistic,
dimensions,

period,

unit,
evaluation_periods,
threshold,
comparison_operator

cloudwatch_client.put_metric_alarm(
alarm_name: alarm_name,
alarm_description: alarm_description,
metric_name: metric_name,
alarm_actions: alarm_actions,
namespace: namespace,
statistic: statistic,
dimensions: dimensions,
period: period,
unit: unit,
evaluation_periods: evaluation_periods,
threshold: threshold,
comparison_operator: comparison_operator

)

return true

rescue StandardError => e
puts "Error creating alarm: #{e.message}"
return false

end

# Disables an alarm in Amazon CloudWatch.

#

# Prerequisites.

#

# - The alarm to disable.

#

# @param cloudwatch_client [Aws::CloudWatch::Client]

# An initialized CloudWatch client.

# @param alarm_name [String] The name of the alarm to disable.
# @return [Boolean] true if the alarm was disabled; otherwise, false.
# @example
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# exit 1 unless alarm_actions_disabled?(

# Aws: :CloudWatch::Client.new(region: 'us-east-1'),

# 'ObjectsInBucket’

# )

def alarm_actions_disabled?(cloudwatch_client, alarm_name)
cloudwatch_client.disable_alarm_actions(alarm_names: [alarm_name])
return true

rescue StandardError => e
puts "Error disabling alarm actions: #{e.messagel}"
return false

end

# Full example call:
def run_me

alarm_name = 'ObjectsInBucket'
alarm_description = 'Objects exist in this bucket for more than 1 day.'
metric_name = 'NumberOfObjects'

# Notify this Amazon Simple Notification Service (Amazon SNS) topic when

# the alarm transitions to the ALARM state.

alarm_actions = ['arn:aws:sns:us-
east-1:111111111111:Default_CloudWatch_Alarms_Topic']

namespace = 'AWS/S3'

statistic = 'Average'
dimensions = [
{

name: 'BucketName',

value: 'doc-example-bucket'
I
{

name: 'StorageType',

value: 'AllStorageTypes'

]

period = 86_400 # Daily (24 hours * 60 minutes * 60 seconds = 86400 seconds).
unit = 'Count'

evaluation_periods = 1 # More than one day.

threshold = 1 # One object.

comparison_operator = 'GreaterThanThreshold' # More than one object.

region = 'us-east-1'

cloudwatch_client = Aws::CloudWatch::Client.new(region: region)

if alarm_created_or_updated?(
cloudwatch_client,
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alarm_name,
alarm_description,
metric_name,
alarm_actions,
namespace,
statistic,
dimensions,

period,

unit,
evaluation_periods,
threshold,
comparison_operator

puts "Alarm '#{alarm_name}' created or updated."
else

puts "Could not create or update alarm '#{alarm_name}'."
end

if alarm_actions_disabled?(cloudwatch_client, alarm_name)
puts "Alarm '#{alarm_name}' disabled."

else
puts "Could not disable alarm '#{alarm_name}'."
end
end
run_me if $PROGRAM_NAME == _ FILE_

Amazon®| AF& At K| X|Eof CHEt HE 71X 27| CloudWatch
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1. oM AL A X1 K| 20 Cllo|e ZRIEE FTIHELICH CloudWatch
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# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

# SPDX-License-Identifier: Apache-2.0

# The following example shows how to:
# 1. Add a datapoint to a metric in Amazon CloudWatch.

# 2. List available metrics for a metric namespace in Amazon CloudWatch.

require 'aws-sdk-cloudwatch'
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Adds a datapoint to a metric in Amazon CloudWatch.

@param cloudwatch_client [Aws::CloudWatch::Client]
An initialized CloudWatch client.
@param metric_namespace [String] The namespace of the metric to add the
datapoint to.
@param metric_name [String] The name of the metric to add the datapoint to.
@param dimension_name [String] The name of the dimension to add the
datapoint to.
@param dimension_value [String] The value of the dimension to add the
datapoint to.
@param metric_value [Float] The value of the datapoint.
@param metric_unit [String] The unit of measurement for the datapoint.
@return [Boolean]
@example
exit 1 unless datapoint_added_to_metric?(
Aws: :CloudWatch::Client.new(region: 'us-east-1'),
'SITE/TRAFFIC',
'UniqueVisitors',
'SiteName’,
'example.com',
5_885.0,
'Count’
)
def datapoint_added_to_metric?(
cloudwatch_client,
metric_namespace,
metric_name,
dimension_name,
dimension_value,
metric_value,
metric_unit

HOH OHF OHF OH OHF OHF OH OH O O OH OH O OH R O O OH R O O R R

cloudwatch_client.put_metric_data(
namespace: metric_namespace,
metric_data: [
{
metric_name: metric_name,
dimensions: [
{
name: dimension_name,
value: dimension_value
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iF
value: metric_value,
unit: metric_unit

)

puts "Added data about '#{metric_name}' to namespace " \
"'"#{metric_namespace}'."
return true
rescue StandardError => e
puts "Error adding data about '#{metric_name}' to namespace " \
"'"#{metric_namespacel}': #{e.messagel}"
return false
end

Lists available metrics for a metric namespace in Amazon CloudWatch.

#

#

# @param cloudwatch_client [Aws::CloudWatch::Client]

# An initialized CloudWatch client.

# @param metric_namespace [String] The namespace of the metric.

# @example

#  list_metrics_for_namespace(

# Aws: :CloudWatch::Client.new(region: 'us-east-1'),

# 'SITE/TRAFFIC'

# )

def list_metrics_for_namespace(cloudwatch_client, metric_namespace)
response = cloudwatch_client.list_metrics(namespace: metric_namespace)

if response.metrics.count.positive?
response.metrics.each do |metric|
puts " Metric name: #{metric.metric_name}"
if metric.dimensions.count.positive?

puts ' Dimensions:'
metric.dimensions.each do |dimension|
puts " Name: #{dimension.name}, Value: #{dimension.valuel}"
end
else
puts 'No dimensions found.'
end
end
else
puts "No metrics found for namespace '#{metric_namespace}'. " \

'Note that it could take up to 15 minutes for recently-added metrics ' \
'to become available.'
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end
end

# Full example call:

def run_me
metric_namespace = 'SITE/TRAFFIC'
region = 'us-east-1'

cloudwatch_client = Aws::CloudWatch::Client.new(region: region)

# Add three datapoints.
puts 'Continuing...' unless datapoint_added_to_metric?(
cloudwatch_client,
metric_namespace,
'UniqueVisitors',
'SiteName’,
'example.com',
5_885.0,
'Count’

puts 'Continuing...' unless datapoint_added_to_metric?(
cloudwatch_client,

metric_namespace,
'UniqueVisits',
'SiteName’,
'example.com',
8_628.0,

'Count’

puts 'Continuing...' unless datapoint_added_to_metric?(
cloudwatch_client,

metric_namespace,
'PageViews',
'PageURL",
'example.html’,
18_057.0,

'Count’

puts "Metrics for namespace '#{metric_namespacel}':"

list_metrics_for_namespace(cloudwatch_client, metric_namespace)
end
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run_me if $PROGRAM_NAME == _ FILE__
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Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
SPDX-License-Identifier: Apache-2.0
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The following code example shows how to create and trigger a rule in

Amazon CloudWatch Events. This rule sends a notification to the specified
topic in Amazon Simple Notification Service (Amazon SNS) whenever an
available instance in Amazon Elastic Compute Cloud (Amazon EC2) changes

to a running state. Also, related event information is logged to a log group
in Amazon CloudWatch Logs.

This code example works with the following AWS resources through the
following functions:

- A rule in Amazon CloudWatch Events. See the rule_exists?, rule_found?,
create_rule, and display_rule_activity functions.

- A role in AWS Identity and Access Management (IAM) to allow the rule
to work with Amazon CloudWatch Events. See role_exists?, role_found?,
and create_role.

- An Amazon EC2 instance, which triggers the rule whenever it is restarted.
See instance_restarted?.

- A topic and topic subscription in Amazon SNS for the rule to send event
notifications to. See topic_exists?, topic_found?, and create_topic.

- A log group in Amazon CloudWatch Logs to capture related event information.
See log_group_exists?, log_group_created?, log_event, and display_log_data.

This code example requires the following AWS resources to exist in advance:

- An Amazon EC2 instance to restart, which triggers the rule.

The run_me function toward the end of this code example calls the
preceding functions in the correct order.
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require 'aws-sdk-sns'
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require 'aws-sdk-iam'

require 'aws-sdk-cloudwatchevents'
require 'aws-sdk-ec2'

require 'aws-sdk-cloudwatch'
require 'aws-sdk-cloudwatchlogs'
require 'securerandom'

Checks whether the specified Amazon Simple Notification Service
(Amazon SNS) topic exists among those provided to this function.
This is a helper function that is called by the topic_exists? function.

@param topics [Array] An array of Aws::SNS::Types::Topic objects.
@param topic_arn [String] The Amazon Resource Name (ARN) of the
topic to find.
@return [Boolean] true if the topic ARN was found; otherwise, false.
@example
sns_client = Aws::SNS::Client.new(region: 'us-east-1')
response = sns_client.list_topics
if topic_found?(
response.topics,
'arn:aws:sns:us-east-1:111111111111:aws-doc-sdk-examples-topic'

puts 'Topic found.'
end
def topic_found?(topics, topic_arn)
topics.each do |topic|

HOoH OHF OHF OHF OH O OH OH OH O OB OH O O B R

return true if topic.topic_arn == topic_arn

end

return false
end
# Checks whether the specified topic exists among those available to the
# caller in Amazon Simple Notification Service (Amazon SNS).
#
# @param sns_client [Aws::SNS::Client] An initialized Amazon SNS client.
# @param topic_arn [String] The Amazon Resource Name (ARN) of the
#  topic to find.
# @return [Boolean] true if the topic ARN was found; otherwise, false.
# @example
# exit 1 unless topic_exists?(
# Aws::SNS::Client.new(region: 'us-east-1'),
# 'arn:aws:sns:us-east-1:111111111111:aws-doc-sdk-examples-topic'
# )

def topic_exists?(sns_client, topic_arn)
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puts "Searching for topic with ARN '#{topic_arn}'...
response = sns_client.list_topics
if response.topics.count.positive?
if topic_found?(response.topics, topic_azrn)
puts 'Topic found.'
return true
end
while response.next_page? do
response = response.next_page
if response.topics.count.positive?
if topic_found?(response.topics, topic_arn)
puts 'Topic found.'
return true
end
end
end
end
puts 'Topic not found.'
return false
rescue StandardError => e
puts "Topic not found: #{e.messagel}"
return false

end

# Creates a topic in Amazon Simple Notification Service (Amazon SNS)

# and then subscribes an email address to receive notifications to that topic.
#

# @param sns_client [Aws::SNS::Client] An initialized Amazon SNS client.

# @param topic_name [String] The name of the topic to create.

# @param email_address [String] The email address of the recipient to notify.
# @return [String] The Amazon Resource Name (ARN) of the topic that

# was created.

# @example

# puts create_topic(

# Aws::SNS::Client.new(region: 'us-east-1'),

# 'aws-doc-sdk-examples-topic',

# 'mary@example.com'

# )

def create_topic(sns_client, topic_name, email_address)
puts "Creating the topic named '#{topic_name}'..."
topic_response = sns_client.create_topic(name: topic_name)
puts "Topic created with ARN '#{topic_response.topic_arn}'."
subscription_response = sns_client.subscribe(
topic_arn: topic_response.topic_azrn,
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protocol: 'email',
endpoint: email_address,
return_subscription_arn: true

)

puts 'Subscription created with ARN ' \
"'"#{subscription_response.subscription_arn}'. Have the owner of the " \
"email address '#{email_address}' check their inbox in a few minutes " \
'and confirm the subscription to start receiving notification emails.'

return topic_response.topic_azrn

rescue StandardError => e
puts "Error creating or subscribing to topic: #{e.message}"
return 'Error'

end

# Checks whether the specified AWS Identity and Access Management (IAM)
# role exists among those provided to this function.

# This is a helper function that is called by the role_exists? function.
#

# @param roles [Array] An array of Aws::IAM::Role objects.

# @param role_arn [String] The Amazon Resource Name (ARN) of the

# role to find.

# @return [Boolean] true if the role ARN was found; otherwise, false.

# @example

# diam_client = Aws::IAM::Client.new(region: 'us-east-1')

# response = iam_client.list_roles

# if role_found?(

# response.roles,

# 'arn:aws:iam::111111111111:role/aws-doc-sdk-examples-ec2-state-change'
# )

# puts 'Role found.'

# end

def role_found?(roles, role_arn)
roles.each do |role]

return true if role.arn == role_arn

end

return false
end
# Checks whether the specified role exists among those available to the
# caller in AWS Identity and Access Management (IAM).
#
# @param iam_client [Aws::IAM::Client] An initialized IAM client.
# @param role_arn [String] The Amazon Resource Name (ARN) of the
# role to find.
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# @return [Boolean] true if the role ARN was found; otherwise, false.

# @example

# exit 1 unless role_exists?(

# Aws::IAM::Client.new(region: 'us-east-1'),

# 'arn:aws:iam::111111111111:role/aws-doc-sdk-examples-ec2-state-change
# )

def role_exists?(iam_client, role_arn)
puts "Searching for role with ARN '#{role_arn}'..."
response = iam_client.list_roles
if response.roles.count.positive?
if role_found?(response.roles, role_arn)
puts 'Role found.'
return true
end
while response.next_page? do
response = response.next_page
if response.roles.count.positive?
if role_found?(response.roles, role_arn)
puts 'Role found.'
return true
end
end
end
end
puts 'Role not found.'
return false
rescue StandardError => e
puts "Role not found: #{e.messagel}"
return false
end

Creates a role in AWS Identity and Access Management (IAM).

This role is used by a rule in Amazon CloudWatch Events to allow
that rule to operate within the caller's account.

This role is designed to be used specifically by this code example.

@param iam_client [Aws::IAM::Client] An initialized IAM client.
@param role_name [String] The name of the role to create.
@return [String] The Amazon Resource Name (ARN) of the role that
was created.
@example
puts create_role(
Aws: :IAM::Client.new(region: 'us-east-1'),
'aws-doc-sdk-examples-ec2-state-change'
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#0)
def create_role(iam_client, role_name)
puts "Creating the role named '#{role_name}'..."
response = iam_client.create_role(
assume_role_policy_document: {
'Version': '2012-10-17',
'Statement': [

{
'Sid': ',
'Effect': 'Allow’,
'"Principal': {
'Service': 'events.amazonaws.com'
},
'Action': 'sts:AssumeRole'
}
]
}.to_json,
path: '/',
role_name: role_name

)

puts "Role created with ARN '#{response.role.arn}'.
puts 'Adding access policy to role...'
iam_client.put_role_policy(
policy_document: {
'Version': '2012-10-17"',
'Statement': [

{
'Sid': 'CloudWatchEventsFullAccess',
'Effect': 'Allow’',
'Resource': '*',
'"Action': 'events:*'

.

{
'Sid': 'IAMPassRoleForCloudWatchEvents',
'Effect': 'Allow’',
'Resource': 'arn:aws:iam::*:role/AWS_Events_Invoke_Targets',
'"Action': 'iam:PassRole'

}

]
}.to_json,

policy_name: 'CloudWatchEventsPolicy',
role_name: role_name

)

puts 'Access policy added to role.'
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return response.role.arn
rescue StandardError => e
puts "Error creating role or adding policy to it: #{e.message}"
puts 'If the role was created, you must add the access policy ' \
'to the role yourself, or delete the role yourself and try again.'
return 'Error'
end

Checks whether the specified AWS CloudWatch Events rule exists among
those provided to this function.
This is a helper function that is called by the rule_exists? function.

@param rules [Array] An array of Aws::CloudWatchEvents::Types::Rule objects.
@param rule_arn [String] The name of the rule to find.
@return [Boolean] true if the name of the rule was found; otherwise, false.
@example
cloudwatchevents_client = Aws::CloudWatch::Client.new(region: 'us-east-1')
response = cloudwatchevents_client.list_rules
if rule_found?(response.rules, 'aws-doc-sdk-examples-ec2-state-change')
puts 'Rule found.'
end
def rule_found?(rules, rule_name)
rules.each do |rule]
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return true if rule.name == rule_name

end

return false
end
# Checks whether the specified rule exists among those available to the
# caller in AWS CloudWatch Events.
#
# @param cloudwatchevents_client [Aws::CloudWatchEvents::Client]
# An initialized AWS CloudWatch Events client.
# @param rule_name [String] The name of the rule to find.
# @return [Boolean] true if the rule name was found; otherwise, false.
# @example
# exit 1 unless rule_exists?(
# Aws: :CloudWatch::Client.new(region: 'us-east-1')
# 'aws-doc-sdk-examples-ec2-state-change'
# )

def rule_exists?(cloudwatchevents_client, rule_name)
puts "Searching for rule with name '#{rule_name}'..."
response = cloudwatchevents_client.list_rules
if response.rules.count.positive?
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if rule_found?(response.rules, rule_name)
puts 'Rule found.'
return true
end
while response.next_page? do
response = response.next_page
if response.rules.count.positive?
if rule_found?(response.rules, rule_name)
puts 'Rule found.'
return true
end
end
end
end
puts 'Rule not found.'
return false

rescue StandardError => e

puts "Rule not found: #{e.messagel}"
return false

end
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Creates a rule in AWS CloudWatch Events.
This rule is triggered whenever an available instance in

Amazon Elastic Compute Cloud (Amazon EC2) changes to the specified state.

This rule is designed to be used specifically by this code example.
Prerequisites:

- A role in AWS Identity and Access Management (IAM) that is designed
to be used specifically by this code example.
- A topic in Amazon Simple Notification Service (Amazon SNS).

@param cloudwatchevents_client [Aws::CloudWatchEvents::Client]
An initialized AWS CloudWatch Events client.
@param rule_name [String] The name of the rule to create.
@param rule_description [String] Some description for this rule.
@param instance_state [String] The state that available instances in
Amazon Elastic Compute Cloud (Amazon EC2) must change to, to
trigger this rule.
@param role_arn [String] The Amazon Resource Name (ARN) of the IAM role.
@param target_id [String] Some identifying string for the rule's target.
@param topic_arn [String] The ARN of the Amazon SNS topic.
@return [Boolean] true if the rule was created; otherwise, false.
@example

olotZE CloudWatch o/ A|

60



AWS FH|& SDK THLRE 7H0|=

# exit 1 unless rule_created?(
# Aws: :CloudWatch::Client.new(region: 'us-east-1'),
# 'aws-doc-sdk-examples-ec2-state-change"',
# 'Triggers when any available EC2 instance starts.',
# 'running’',
# 'arn:aws:iam::111111111111:role/aws-doc-sdk-examples-ec2-state-change'’,
# 'sns-topic’,
# 'arn:aws:sns:us-east-1:111111111111:aws-doc-sdk-examples-topic'
# )
def rule_created?(
cloudwatchevents_client,
rule_name,
rule_description,
instance_state,
role_arn,
target_id,
topic_azrn
puts "Creating rule with name '#{rule_name}'..."
put_rule_response = cloudwatchevents_client.put_rule(
name: rule_name,
description: rule_description,
event_pattern: {
'source': [
'aws.ec2'
1,
'detail-type': [
'EC2 Instance State-change Notification'

1,
'detail': {
'state': [
instance_state
]
}

}.to_json,
state: 'ENABLED',
role_arn: role_arn

)
puts "Rule created with ARN '#{put_rule_response.rule_arn}'."
put_targets_response = cloudwatchevents_client.put_targets(
rule: rule_name,
targets: [
{
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id: target_id,
arn: topic_azrn

)
if put_targets_response.key?(:failed_entry_count) &&
put_targets_response.failed_entry_count > 0
puts 'Error(s) adding target to rule:'
put_targets_response.failed_entries.each do |failure|
puts failure.error_message
end
return false
else
return true
end
rescue StandardError => e
puts "Error creating rule or adding target to rule: #{e.message}"
puts 'If the rule was created, you must add the target ' \
'to the rule yourself, or delete the rule yourself and try again.'
return false

end

# Checks to see whether the specified log group exists among those available
# to the caller in Amazon CloudWatch Logs.

#

# @param cloudwatchlogs_client [Aws::CloudWatchLogs::Client] An initialized
#  Amazon CloudWatch Logs client.

# @param log_group_name [String] The name of the log group to find.

# @return [Boolean] true if the log group name was found; otherwise, false.
# @example

# exit 1 unless log_group_exists?(

# Aws: :CloudWatchLogs: :Client.new(region: 'us-east-1'),

# 'aws-doc-sdk-examples-cloudwatch-log'

# )

def log_group_exists?(cloudwatchlogs_client, log_group_name)
puts "Searching for log group with name '#{log_group_name}'..."
response = cloudwatchlogs_client.describe_log_groups(
log_group_name_prefix: log_group_name
)
if response.log_groups.count.positive?
response.log_groups.each do |log_group]|
if log_group.log_group_name == log_group_name
puts 'Log group found.'
return true
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end
end
end
puts 'Log group not found.'
return false
rescue StandardError => e
puts "Log group not found: #{e.message}"
return false
end

Creates a log group in Amazon CloudWatch Logs.

#
#
# @param cloudwatchlogs_client [Aws::CloudWatchLogs::Client] An initialized
#  Amazon CloudWatch Logs client.
# @param log_group_name [String] The name of the log group to create.
# @return [Boolean] true if the log group name was created; otherwise, false.
# @example
# exit 1 unless log_group_created?(
# Aws: :CloudWatchLogs::Client.new(region: 'us-east-1'),
# 'aws-doc-sdk-examples-cloudwatch-log'
#)
def log_group_created?(cloudwatchlogs_client, log_group_name)
puts "Attempting to create log group with the name '#{log_group_namel}'...
cloudwatchlogs_client.create_log_group(log_group_name: log_group_name)
puts 'Log group created.'
return true

rescue StandardError => e
puts "Error creating log group: #{e.message}"
return false

end

# Writes an event to a log stream in Amazon CloudWatch Logs.

#

# Prerequisites:

#

# - A log group in Amazon CloudWatch Logs.

# - A log stream within the log group.

#

# @param cloudwatchlogs_client [Aws::CloudWatchLogs::Client] An initialized
#  Amazon CloudWatch Logs client.

# @param log_group_name [String] The name of the log group.

# @param log_stream_name [String] The name of the log stream within
# the log group.

# @param message [String] The message to write to the log stream.
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# @param sequence_token [String] If available, the sequence token from the
# message that was written immediately before this message. This sequence
#  token is returned by Amazon CloudWatch Logs whenever you programmatically
# write a message to the log stream.
# @return [String] The sequence token that is returned by
#  Amazon CloudWatch Logs after successfully writing the message to the
# log stream.
# @example
# puts log_event(
# Aws::EC2::Client.new(region: 'us-east-1'),
# 'aws-doc-sdk-examples-cloudwatch-log'
# '2020/11/19/531f985be-199f-408e-9a45-fc242df41fEX",
# "Instance 'i-033c48ef067af3dEX' restarted.",
# '495426724868310740095796045676567882148068632824696073EX"
# )
def log_event(
cloudwatchlogs_client,
log_group_name,
log_stream_name,

message,
sequence_token
)
puts "Attempting to log '#{message}' to log stream '#{log_stream_name}'..."
event = {
log_group_name: log_group_name,
log_stream_name: log_stream_name,
log_events: [
{
timestamp: (Time.now.utc.to_f.round(3) * 1_000).to_i,
message: message
}
]
}

unless sequence_token.empty?
event[:sequence_token] = sequence_token
end

response = cloudwatchlogs_client.put_log_events(event)
puts 'Message logged.'
return response.next_sequence_token
rescue StandardError => e
puts '"Message not logged: #{e.messagel}"
end
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Restarts an Amazon Elastic Compute Cloud (Amazon EC2) instance
and adds information about the related activity to a log stream
in Amazon CloudWatch Logs.

Prerequisites:

- The Amazon EC2 instance to restart.
- The log group in Amazon CloudWatch Logs to add related activity
information to.

@param ec2_client [Aws::EC2::Client] An initialized Amazon EC2 client.
@param cloudwatchlogs_client [Aws::CloudWatchLogs::Client]
An initialized Amazon CloudWatch Logs client.
@param instance_id [String] The ID of the instance.
@param log_group_name [String] The name of the log group.
@return [Boolean] true if the instance was restarted and the information
was written to the log stream; otherwise, false.
@example
exit 1 unless instance_restarted?(
Aws::EC2::Client.new(region: 'us-east-1'),
Aws: :CloudWatchLogs::Client.new(region: 'us-east-1'),
'i-033c48ef0@67af3dEX",
'aws-doc-sdk-examples-cloudwatch-log'

)

def instance_restarted?(

ec2_client,
cloudwatchlogs_client,
instance_id,
log_group_name

log_stream_name = "#{Time.now.year}/#{Time.now.month}/#{Time.now.dayl}/" \
"#{SecureRandom.uuid}"
cloudwatchlogs_client.create_log_stream(
log_group_name: log_group_name,
log_stream_name: log_stream_name
)
sequence_token = "'
puts "Attempting to stop the instance with the ID '#{instance_id}'. " \
'This might take a few minutes...'
ec2_client.stop_instances(instance_ids: [instance_id])
ec2_client.wait_until(:instance_stopped, instance_ids: [instance_id])
puts 'Instance stopped.'
sequence_token = log_event(
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cloudwatchlogs_client,
log_group_name,

log_stream_name,

"Instance '#{instance_id}' stopped.",
sequence_token

puts 'Attempting to restart the instance. This might take a few minutes...'
ec2_client.start_instances(instance_ids: [instance_id])
ec2_client.wait_until(:instance_running, instance_ids: [instance_id])
puts 'Instance restarted.'
sequence_token = log_event(

cloudwatchlogs_client,

log_group_name,

log_stream_name,

"Instance '#{instance_id}' restarted.",

sequence_token

return true
rescue StandardError => e
puts 'Error creating log stream or stopping or restarting the instance: ' \
"#{e.message}"
log_event(
cloudwatchlogs_client,
log_group_name,
log_stream_name,
"Error stopping or starting instance '#{instance_id}': #{e.message}",
sequence_token
)
return false
end

Displays information about activity for a rule in Amazon CloudWatch Events.

Prerequisites:

- A rule in Amazon CloudWatch Events.

@param cloudwatch_client [Amazon::CloudWatch::Client] An initialized
Amazon CloudWatch client.

@param rule_name [String] The name of the rule.

@param start_time [Time] The timestamp that determines the first datapoint
to return. Can also be expressed as DateTime, Date, Integer, or String.
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# @param end_time [Time] The timestamp that determines the last datapoint
#  to return. Can also be expressed as DateTime, Date, Integer, or String.
# @param period [Integer] The interval, in seconds, to check for activity.
# @example
# display_rule_activity(
# Aws: :CloudWatch::Client.new(region: 'us-east-1'),
# 'aws-doc-sdk-examples-ec2-state-change',
# Time.now - 600, # Start checking from 10 minutes ago.
# Time.now, # Check up until now.
# 60 # Check every minute during those 1@ minutes.
# )
def display_rule_activity(
cloudwatch_client,
rule_name,
start_time,
end_time,
period

puts 'Attempting to display rule activity...'
response = cloudwatch_client.get_metric_statistics(
namespace: 'AWS/Events',
metric_name: 'Invocations',
dimensions: [
{
name: 'RuleName',
value: rule_name
}
1,
start_time: start_time,
end_time: end_time,
period: period,
statistics: ['Sum'],
unit: 'Count'

if response.key?(:datapoints) && response.datapoints.count.positive?
puts "The event rule '#{rule_name}' was triggered:"
response.datapoints.each do |datapoint|
puts " #{datapoint.sum} time(s) at #{datapoint.timestamp}"
end
else
puts "The event rule '#{rule_name}' was not triggered during the " \
'specified time period.'
end
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rescue StandardError => e
puts "Error getting information about event rule activity: #{e.messagel}"
end

Displays log information for all of the log streams in a log group in
Amazon CloudWatch Logs.

Prerequisites:

- A log group in Amazon CloudWatch Logs.

#
#
#
#
#
#
#
# @param cloudwatchlogs_client [Amazon::CloudWatchLogs::Client] An initialized
#  Amazon CloudWatch Logs client.

# @param log_group_name [String] The name of the log group.

# @example

# display_log_data(

# Amazon: :CloudWatchLogs::Client.new(region: 'us-east-1'),

# 'aws-doc-sdk-examples-cloudwatch-log'

#

)
def display_log_data(cloudwatchlogs_client, log_group_name)
puts 'Attempting to display log stream data for the log group ' \
"named '#{log_group_name}'..."
describe_log_streams_response = cloudwatchlogs_client.describe_log_streams(
log_group_name: log_group_name,
order_by: 'LastEventTime',
descending: true
)
if describe_log_streams_response.key?(:log_streams) &&
describe_log_streams_response.log_streams.count.positive?
describe_log_streams_response.log_streams.each do |log_stream]|
get_log_events_response = cloudwatchlogs_client.get_log_events(
log_group_name: log_group_name,
log_stream_name: log_stream.log_stream_name

)
puts "\nLog messages for '#{log_stream.log_stream_name}':"
puts '-' * (log_stream.log_stream_name.length + 20)

if get_log_events_response.key?(:events) &&
get_log_events_response.events.count.positive?
get_log_events_response.events.each do |event|
puts event.message
end
else
puts 'No log messages for this log stream.'
end
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end
end
rescue StandardError => e
puts 'Error getting information about the log streams or their messages: ' \
"#{e.message}"
end

#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#

Displays a reminder to the caller to manually clean up any associated
AWS resources that they no longer need.

@param
@param
@param
@param
@param

topic_name [String] The name of the Amazon SNS topic.

role_name [String] The name
rule_name [String] The name
log_group_name [String] The
instance_id [String] The ID

@example
manual_cleanup_notice(
'aws-doc-sdk-examples-topic’,
'aws-doc-sdk-examples-cloudwatch-events-rule-role',
'aws-doc-sdk-examples-ec2-state-change',
'aws-doc-sdk-examples-cloudwatch-log',

'i

)

-033c48ef067af3dEX'

def manual_cleanup_notice(
topic_name, role_name, rule_name, log_group_name, instance_id

puts

-' * 10

of the IAM role.

of the Amazon CloudWatch Events rule.

name of the Amazon CloudWatch Logs log group.
of the Amazon EC2 instance.

puts 'Some of the following AWS resources might still exist in your account.'
puts 'If you no longer want to use this code example, then to clean up'

puts 'your AWS account and avoid unexpected costs, you might want to'

puts 'manually delete any of the following resources if they exist:'

puts "
puts
puts "
puts
puts "

end

- The Amazon SNS topic named

- The IAM role named '#{role_

"#{topic_namel}'."
name}'."

- The Amazon CloudWatch Events rule named '#{rule_name}'."

- The Amazon CloudWatch Logs

log group named '#{log_group_name}"'.

- The Amazon EC2 instance with the ID '#{instance_id}'."

# Full example call:
def run_me
# Properties for the Amazon SNS topic.

topic_
email_

name = 'aws-doc-sdk-examples-

address = 'marye@example.com'

# Properties for the IAM role.

topic'
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role_name = 'aws-doc-sdk-examples-cloudwatch-events-rule-role'
# Properties for the Amazon CloudWatch Events rule.
rule_name = 'aws-doc-sdk-examples-ec2-state-change'
rule_description = 'Triggers when any available EC2 instance starts.'
instance_state = 'running'
target_id = 'sns-topic'
# Properties for the Amazon EC2 instance.
instance_id = 'i-033c48ef067af3dEX"
# Properties for displaying the event rule's activity.
start_time = Time.now - 600 # Go back over the past 1@ minutes
# (10 minutes * 60 seconds = 600 seconds).
end_time = Time.now
period = 60 # Look back every 60 seconds over the past 10 minutes.
# Properties for the Amazon CloudWatch Logs log group.

log_group_name = 'aws-doc-sdk-examples-cloudwatch-log'
# AWS service clients for this code example.
region = 'us-east-1'

sts_client = Aws::STS::Client.new(region: region)

sns_client Aws::SNS::Client.new(region: region)

iam_client Aws::IAM::Client.new(region: region)

cloudwatchevents_client = Aws::CloudWatchEvents::Client.new(region: region)
ec2_client = Aws::EC2::Client.new(region: region)

cloudwatch_client = Aws::CloudWatch::Client.new(region: region)
cloudwatchlogs_client = Aws::CloudWatchLogs::Client.new(region: region)

# Get the caller's account ID for use in forming
# Amazon Resource Names (ARNs) that this code relies on later.
account_id = sts_client.get_caller_identity.account

# If the Amazon SNS topic doesn't exist, create it.
topic_arn = "arn:aws:sns:#{region}:#{account_id}:#{topic_name}"
unless topic_exists?(sns_client, topic_arn)
topic_arn = create_topic(sns_client, topic_name, email_address)
if topic_arn == 'Error'
puts 'Could not create the Amazon SNS topic correctly. Program stopped.'
manual_cleanup_notice(
topic_name, role_name, rule_name, log_group_name, instance_id
)
exit 1
end
end

# If the IAM role doesn't exist, create it.
role_arn = "arn:aws:iam: :#{account_id}:role/#{role_namel}"
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unless role_exists?(iam_client, role_arn)
role_arn = create_role(iam_client, role_name)
if role_arn == 'Error'
puts 'Could not create the IAM role correctly. Program stopped.'
manual_cleanup_notice(
topic_name, role_name, rule_name, log_group_name, instance_id
)
end
end

# If the Amazon CloudWatch Events rule doesn't exist, create it.
unless rule_exists?(cloudwatchevents_client, rule_name)
unless rule_created?(

cloudwatchevents_client,

rule_name,

rule_description,

instance_state,

role_arn,

target_id,

topic_azrn

puts 'Could not create the Amazon CloudWatch Events rule correctly.

'Program stopped.'
manual_cleanup_notice(
topic_name, role_name, rule_name, log_group_name, instance_id
)
end
end

# If the Amazon CloudWatch Logs log group doesn't exist, create it.
unless log_group_exists?(cloudwatchlogs_client, log_group_name)
unless log_group_created?(cloudwatchlogs_client, log_group_name)
puts 'Could not create the Amazon CloudWatch Logs log group ' \
'correctly. Program stopped.'
manual_cleanup_notice(
topic_name, role_name, rule_name, log_group_name, instance_id
)
end
end

# Restart the Amazon EC2 instance, which triggers the rule.
unless instance_restarted?(

ec2_client,

cloudwatchlogs_client,

"\
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instance_id,
log_group_name
)
puts 'Could not restart the instance to trigger the rule. ' \
'Continuing anyway to show information about the rule and logs...'
end

# Display how many times the rule was triggered over the past 1@ minutes.
display_rule_activity(

cloudwatch_client,

rule_name,

start_time,

end_time,

period

# Display related log data in Amazon CloudWatch Logs.
display_log_data(cloudwatchlogs_client, log_group_name)

# Reminder the caller to clean up any AWS resources that are used
# by this code example and are no longer needed.
manual_cleanup_notice(

topic_name, role_name, rule_name, log_group_name, instance_id

)

end

run_me if $PROGRAM_NAME == __ FILE__
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Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.

This file is licensed under the Apache License, Version 2.0 (the "License").
You may not use this file except in compliance with the License. A copy of the
License is located at

http://aws.amazon.com/apache2.0/
This file is distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS

OF ANY KIND, either express or implied. See the License for the specific
language governing permissions and limitations under the License.
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require 'aws-sdk-codebuild' # v2: require 'aws-sdk'

client = Aws::CodeBuild::Client.new(region: 'us-west-2')

resp = client.list_projects({
sort_by: 'NAME', # accepts NAME, CREATED_TIME, LAST_MODIFIED_TIME
sort_order: 'ASCENDING' # accepts ASCENDING, DESCENDING

)

resp.projects.each { |p| puts p }

puts

CopyE MEHst0d =& ZHO| MEELICH oM A oK E FHESHAAIL GitHub.

AWS CodeBuild Z2ME HES
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# Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.
#
# This file is licensed under the Apache License, Version 2.0 (the "License").
# You may not use this file except in compliance with the License. A copy of the
#
#
#

License is located at

http://aws.amazon.com/apache2.0/

AWS CodeBuild 04| A 73


https://github.com/awsdocs/aws-doc-sdk-examples/blob/main/ruby/example_code/codebuild/aws-ruby-sdk-codebuild-example-list-projects.rb

AWS FH|& SDK THLRE 7H0|=

#

# This file is distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS
# OF ANY KIND, either express or implied. See the License for the specific

# language governing permissions and limitations under the License.

require 'aws-sdk-codebuild' # v2: require 'aws-sdk'
project_name = ''

if ARGV.length !=1
puts 'You must supply the name of the project to build'
exit 1

else
project_name = ARGV[O]

end

client = Aws::CodeBuild::Client.new(region: 'us-west-2')

begin
client.start_build(project_name: project_name)
puts 'Building project '
rescue StandardError => ex
puts 'Error building project:
end

+ project_name

+ ex.message

Copy& M=istod IEE 20| MFELICE ol M A X E &=t &AL GitHub.
2|4 % AWS CodeBuild ZZ2ME g

CHS oAM= AWS CodeBuild Z2ZME Bl of CHet HEE EAIELICH ol HEOls ZEMEQ| O|F
dic A A7, =9 ZF BHA| AlZH(X) S0l ZEHELICH

Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.

This file is licensed under the Apache License, Version 2.0 (the "License").
You may not use this file except in compliance with the License. A copy of the
License is located at

http://aws.amazon.com/apache2.0/
This file is distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS

OF ANY KIND, either express or implied. See the License for the specific
language governing permissions and limitations under the License.
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require 'aws-sdk-codebuild' # v2: require 'aws-sdk'

client = Aws::CodeBuild::Client.new(region: 'us-west-2')

build_list = client.list_builds({sort_order: 'ASCENDING', 1})

builds = client.batch_get_builds({ids: build_list.ids})

builds.builds.each do |build]|

puts 'Project: ' + build.project_name

puts 'Phase: ' + build.current_phase
puts 'Status: ' + build.build_status
end
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# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX - License - Identifier: Apache - 2.0

require 'aws-sdk-ec2'

# Creates a virtual private cloud (VPC) in

# Amazon Virtual Private Cloud (Amazon VPC) and then tags

# the VPC.

#

# @param ec2_resource [Aws::EC2::Resource] An initialized

#  Amazon Elastic Compute Cloud (Amazon EC2) resource object.

# @param cidr_block [String] The IPv4 CIDR block for the subnet.
# @param tag_key [String] The key portion of the tag for the VPC.
# @param tag_value [String] The value portion of the tag for the VPC.
# @return [Boolean] true if the VPC was created and tagged;

# otherwise, false.

# @example

# exit 1 unless vpc_created_and_tagged?(

# Aws::EC2::Resource.new(region: 'us-east-1'),

# '10.0.0.0/24",

# 'my-key',

# 'my-value'

#

)

def vpc_created_and_tagged?(
ec2_resource,

cidr_block,

tag_key,

tag_value
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)

vpc = ec2_resource.create_vpc(cidr_block: cidr_block)

# Create a public DNS by enabling DNS support and DNS hostnames.
vpc.modify_attribute(enable_dns_support: { value: true })
vpc.modify_attribute(enable_dns_hostnames: { value: true })

vpc.create_tags(tags: [{ key: tag_key, value: tag_value }])

puts "Created VPC with ID '#{vpc.id}' and tagged with key " \
"'"#{tag_key}' and value '#{tag_value}'."
return true
rescue StandardError => e
puts "#{e.messagel}"
return false
end

# Full example call:
def run_me
cidr_block = "'
tag_key =
tag_value = "'
region = "'
# Print usage information and then stop.
if ARGV[@] == '--help' || ARGV[OQ] == '-h'
puts 'Usage: ruby ec2-ruby-example-create-vpc.rb ' \
'CIDR_BLOCK TAG_KEY TAG_VALUE REGION'
puts 'Example: ruby ec2-ruby-example-create-vpc.rb ' \
'10.0.0.0/24 my-key my-value us-east-1'
exit 1
# If no values are specified at the command prompt, use these default values.
elsif ARGV.count.zero?
cidr_block = '10.0.0.0/24'
tag_key = 'my-key'

tag_value = 'my-value'

region = 'us-east-1'
# Otherwise, use the values as specified at the command prompt.
else

cidr_block = ARGV[0]
tag_key = ARGV[1]
tag_value = ARGV[2]
region = ARGV[3]

end
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ec2_resource = Aws::EC2::Resource.new(region: region)

if vpc_created_and_tagged?(
ec2_resource,
cidr_block,

tag_key,
tag_value
)
puts 'VPC created and tagged.'
else
puts 'VPC not created or not tagged.'
end
end
run_me if $PROGRAM_NAME == __ FILE__

CIE{Hl HO|ES| 0| A4 & Amazon EC22| VPCO| 914

CtE ZE Ao MHE CIE{! HO|EY0|E 4T TS Amazon Virtual Private Cloud(VPC)2| Virtual
Private Cloud(VPC)0ll 4Z2&fLC}

#
#

Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
SPDX - License - Identifier: Apache - 2.0

require 'aws-sdk-ec2'

HOH OHF O OB OHF O OH OHF O O OH OH O B OH R

Creates an internet gateway and then attaches it to a virtual private cloud
(VPC) in Amazon Virtual Private Cloud (Amazon VPC).

Prerequisites:
- A VPC in Amazon VPC.

@param ec2_resource [Aws::EC2::Resource] An initialized
Amazon Elastic Compute Cloud (Amazon EC2) resource object.
@param vpc_id [String] The ID of the VPC to attach the internet gateway.
@param tag_key [String] The key of the tag to attach to the internet gateway.
@param tag_value [String] The value of the tag to attach to the
internet gateway.
@return [Boolean] true if the internet gateway was created and attached;
otherwise, false.
@example
exit 1 unless internet_gateway_created_and_attached?(
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# Aws::EC2::Resource.new(region: 'us-east-1'),
# 'vpc-6713dfEX"'
# )

def internet_gateway_created_and_attached?(
ec2_resource,
vpc_id,
tag_key,
tag_value

igw = ec2_resource.create_internet_gateway
puts "The internet gateway's ID is '#{igw.id}'.
igw.attach_to_vpc(vpc_id: vpc_id)

igw.create_tags(

tags: [
{
key: tag_key,
value: tag_value
}
]

)
return true
rescue StandardError => e
puts "Error creating or attaching internet gateway: #{e.message}"
puts 'If the internet gateway was created but not attached, you should ' \
'clean up by deleting the internet gateway.'
return false
end

# Full example call:
def run_me
vpc_id =
tag_key =
tag_value =

region =
# Print usage information and then stop.
if ARGV[@] == '--help' || ARGV[Q] == '-h'
puts 'Usage: ruby ec2-ruby-example-attach-igw-vpc.rb ' \
'VPC_ID TAG_KEY TAG_VALUE REGION'
puts 'Example: ruby ec2-ruby-example-attach-igw-vpc.rb ' \
'vpc-6713dfEX my-key my-value us-east-1'
exit 1
# If no values are specified at the command prompt, use these default values.
elsif ARGV.count.zero?
vpc_id = 'vpc-6713dfEX’
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tag_key = 'my-key'

tag_value = 'my-value'

region = 'us-east-1'
# Otherwise, use the values as specified at the command prompt.
else

vpc_id = ARGV[Q]

tag_key = ARGV[1]

tag_value = ARGV[2]

region = ARGV[3]
end

ec2_resource = Aws::EC2::Resource.new(region: region)

if internet_gateway_created_and_attached?(
ec2_resource,
vpc_id,
tag_key,
tag_value

puts "Created and attached internet gateway to VPC '#{vpc_id}'."

else
puts "Could not create or attach internet gateway to VPC '#{vpc_id}'."
end
end

run_me if $PROGRAM_NAME == _ FILE__

Amazon EC2& HEZ! MEU MM

A E oMol M= Amazon Virtual Private Cloud(VPC)2| Virtual Private Cloud(VPC) LHoi| MEU!
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# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX - License - Identifier: Apache - 2.0

require 'aws-sdk-ec2'

# Creates a subnet within a virtual private cloud (VPC) in
# Amazon Virtual Private Cloud (Amazon VPC) and then tags
# the subnet.

#

# Prerequisites:

#
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- A VPC in Amazon VPC.

@param ec2_resource [Aws::EC2::Resource] An initialized
Amazon Elastic Compute Cloud (Amazon EC2) resource object.
@param vpc_id [String] The ID of the VPC for the subnet.
@param cidr_block [String] The IPv4 CIDR block for the subnet.
@param availability_zone [String] The ID of the Availability Zone
for the subnet.
@param tag_key [String] The key portion of the tag for the subnet.
@param tag_vlue [String] The value portion of the tag for the subnet.
@return [Boolean] true if the subnet was created and tagged;
otherwise, false.
@example
exit 1 unless subnet_created_and_tagged?(
Aws::EC2::Resource.new(region: 'us-east-1'),
'vpc-6713dfEX",
'10.0.0.0/24",
'us-east-1la',
'my-key',
'my-value'
)
def subnet_created_and_tagged?(
ec2_resource,
vpc_id,
cidr_block,
availability_zone,
tag_key,
tag_value

HOH HF OHF OH OHF OHF OH OH OHF O OH OH O OH R OH O OH R R

subnet = ec2_resource.create_subnet(
vpc_id: vpc_id,
cidr_block: cidr_block,
availability_zone: availability_zone
)
subnet.create_tags(
tags: [
{
key: tag_key,
value: tag_value

}

)
puts "Subnet created with ID '#{subnet.id}' in VPC with ID '#{vpc_id}' " \
"and CIDR block '#{cidr_block}' in availability zone " \
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"'#{availability_zone}' and tagged with key '#{tag_key}' and " \
"value '#{tag_valuel}'."
return true
rescue StandardError => e
puts "Error creating or tagging subnet: #{e.message}"
return false
end

# Full example call:

def run_me
vpc_id =
cidr_block = "'
availability_zone = "'
tag_key = "'
tag_value
region =

# Print usage information and then stop.
if ARGV[@] == '--help' || ARGV[Q] == '-h'
puts 'Usage: ruby ec2-ruby-example-create-subnet.rb ' \
'VPC_ID CIDR_BLOCK AVAILABILITY_ZONE TAG_KEY TAG_VALUE REGION'
puts 'Example: ruby ec2-ruby-example-create-subnet.rb ' \
'vpc-6713dfEX 10.0.0.0/24 us-east-la my-key my-value us-east-1'
exit 1
# If no values are specified at the command prompt, use these default values.
elsif ARGV.count.zero?
vpc_id = 'vpc-6713dfEX’
cidr_block = '10.0.0.0/24'

availability_zone = 'us-east-1la'

tag_key = 'my-key'

tag_value = 'my-value'

region = 'us-east-1'
# Otherwise, use the values as specified at the command prompt.
else

vpc_id = ARGV[O]
cidr_block = ARGV[1]
availability_zone = ARGV[2]
tag_key = ARGV[3]
tag_value = ARGV[4]
region = ARGV[5]

end

ec2_resource = Aws::EC2::Resource.new(region: region)

if subnet_created_and_tagged?(
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ec2_resource,
vpc_id,
cidr_block,
availability_zone,

tag_key,
tag_value
)
puts 'Subnet created and tagged.'
else
puts 'Subnet not created or not tagged.'
end
end
run_me if $PROGRAM_NAME == _ FILE_

Amazon EC2 2t & HIO|& MM 2 HEUof 44
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# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX - License - Identifier: Apache - 2.0

require 'aws-sdk-ec2'

Creates a route table in Amazon Virtual Private Cloud (Amazon VPC)
and then associates the route table with a subnet in Amazon VPC.

Prerequisites:

- A VPC in Amazon VPC.
- A subnet in that VPC.
- A gateway attached to that subnet.

@param ec2_resource [Aws::EC2::Resource] An initialized
Amazon Elastic Compute Cloud (Amazon EC2) resource object.
@param vpc_id [String] The ID of the VPC for the route table.
@param subnet_id [String] The ID of the subnet for the route table.
@param gateway_id [String] The ID of the gateway for the route.
@param destination_cidr_block [String] The destination CIDR block
for the route.
@param tag_key [String] The key portion of the tag for the route table.
@param tag_value [String] The value portion of the tag for the route table.
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# @return [Boolean] true if the route table was created and associated;
# otherwise, false.

# @example

# exit 1 unless route_table_created_and_associated?(

# Aws: :EC2::Resource.new(region: 'us-east-1'),

# 'vpc-0b6f769731EXAMPLE ',

# 'subnet-03d9303b57EXAMPLE ',

# 'igw-06ca90c@11EXAMPLE",

# '0.0.0.0/0",

# 'my-key',

# 'my-value'

#

)

def route_table_created_and_associated?(
ec2_resource,

vpc_id,

subnet_id,

gateway_id,

destination_cidr_block,

tag_key,

tag_value

route_table = ec2_resource.create_route_table(vpc_id: vpc_id)
puts "Created route table with ID '#{route_table.id}'."
route_table.create_tags(
tags: [
{
key: tag_key,
value: tag_value

)

puts 'Added tags to route table.'

route_table.create_route(
destination_cidr_block: destination_cidr_block,
gateway_id: gateway_id

)

puts 'Created route with destination CIDR block ' \
"'"#{destination_cidr_block}' and associated with gateway " \
"with ID '#{gateway_id}'."

route_table.associate_with_subnet(subnet_id: subnet_id)

puts "Associated route table with subnet with ID '#{subnet_id}'."

return true

rescue StandardError => e
puts "Error creating or associating route table: #{e.message}"
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puts 'If the route table was created but not associated, you should ' \
'clean up by deleting the route table.'
return false
end

# Full example call:
def run_me

vpc_id =

subnet_id =
gateway_id = "'
destination_cidr_block = "'
tag_key = "'

tag_value

region =

# Print usage information and then stop.
if ARGV[Q] == '--help' || ARGV[OQ] == '-h'
puts 'Usage: ruby ec2-ruby-example-create-route-table.rb ' \
'VPC_ID SUBNET_ID GATEWAY_ID DESTINATION_CIDR_BLOCK ' \
'TAG_KEY TAG_VALUE REGION'
puts 'Example: ruby ec2-ruby-example-create-route-table.rb ' \
'vpc-0b6f769731EXAMPLE subnet-03d9303b57EXAMPLE igw-06ca9@c@11EXAMPLE ' \
'\'0.0.0.0/0\' my-key my-value us-east-1'
exit 1
# If no values are specified at the command prompt, use these default values.
elsif ARGV.count.zero?
vpc_id = 'vpc-0b6f769731EXAMPLE'
subnet_id = 'subnet-03d9303b57EXAMPLE"
gateway_id = 'igw-06ca90c@11EXAMPLE'
destination_cidr_block = '0.0.0.0/0'
tag_key = 'my-key'

tag_value = 'my-value'

region = 'us-east-1'
# Otherwise, use the values as specified at the command prompt.
else

vpc_id = ARGV[0O]
subnet_id = ARGV[1]
gateway_id = ARGV[2]
destination_cidr_block = ARGV[3]
tag_key = ARGV[4]
tag_value = ARGV[5]
region = ARGV[6]
end

ec2_resource = Aws::EC2::Resource.new(region: region)
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if route_table_created_and_associated?(
ec2_resource,
vpc_id,
subnet_id,
gateway_id,
destination_cidr_block,

tag_key,
tag_value
)
puts 'Route table created and associated.'
else
puts 'Route table not created or not associated.'
end
end
run_me if $PROGRAM_NAME == __ FILE__
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# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX - License - Identifier: Apache - 2.0
# This code example does the following:
# 1. Displays information about any addresses associated with an
# Amazon Elastic Compute Cloud (Amazon EC2) instance.
#

2. Creates an Elastic IP address in Amazon Virtual Private Cloud (Amazon VPC).
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3. Associates the address with the instance.

4. Displays information again about addresses associated with the instance.
This time, the new address association should display.

5. Releases the address.

6. Displays information again about addresses associated with the instance.
This time, the released address should not display.

HOH F O B O

require 'aws-sdk-ec2'

Checks whether the specified Amazon Elastic Compute Cloud
(Amazon EC2) instance exists.

Prerequisites:

- The Amazon EC2 instance.

@param ec2_client [Aws::EC2::Client] An initialized EC2 client.
@param instance_id [String] The ID of the instance.
@return [Boolean] true if the instance exists; otherwise, false.
@example
exit 1 unless instance_exists?(
Aws::EC2::Client.new(region: 'us-east-1'),
'i-033c48ef@67af3dEX'
)
def instance_exists?(ec2_client, instance_id)
ec2_client.describe_instances(instance_ids: [instance_id])
return true
rescue StandardError
return false
end
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Creates an Elastic IP address in Amazon Virtual Private Cloud (Amazon VPC).

@param ec2_client [Aws::EC2::Client] An initialized EC2 client.
@return [String] The allocation ID corresponding to the Elastic IP address.
@example

puts allocate_elastic_ip_address(Aws::EC2::Client.new(region: 'us-east-1'))
def allocate_elastic_ip_address(ec2_client)
response = ec2_client.allocate_address(domain: 'vpc')
return response.allocation_id

#
#
#
#
#
#

rescue StandardError => e
puts "Error allocating Elastic IP address: #{e.message}"
return 'Error'

end
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Associates an Elastic IP address with an Amazon Elastic Compute Cloud
(Amazon EC2) instance.

Prerequisites:

- The allocation ID corresponding to the Elastic IP address.
- The Amazon EC2 instance.

#
#
#
#
#
#
#
#
# @param ec2_client [Aws::EC2::Client] An initialized EC2 client.
# @param allocation_id [String] The ID of the allocation corresponding to
# the Elastic IP address.
# @param instance_id [String] The ID of the instance.
# @return [String] The assocation ID corresponding to the association of the
# Elastic IP address to the instance.
# @example
# puts allocate_elastic_ip_address(
# Aws::EC2::Client.new(region: 'us-east-1'),
# 'eipalloc-04452e528a66279EX",
# 'i-033c48ef@67af3dEX")
def associate_elastic_ip_address_with_instance(

ec2_client,

allocation_id,

instance_id

response = ec2_client.associate_address(
allocation_id: allocation_id,
instance_id: instance_id,
)
return response.association_id
rescue StandardError => e
puts "Error associating Elastic IP address with instance: #{e.message}"
return 'Error'

end

# Gets information about addresses associated with an

# Amazon Elastic Compute Cloud (Amazon EC2) instance.

#

# Prerequisites:

#

# - The Amazon EC2 instance.

#

# @param ec2_client [Aws::EC2::Client] An initialized EC2 client.
# @param instance_id [String] The ID of the instance.
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# @example

# describe_addresses_for_instance(

# Aws::EC2::Client.new(region: 'us-east-1'),
# 'i-033c48ef067af3dEX"

#0)

def describe_addresses_for_instance(ec2_client, instance_id)
response = ec2_client.describe_addresses(
filters: [
{
name: 'instance-id',
values: [instance_id]

)
addresses = response.addresses
if addresses.count.zero?
puts 'No addresses.'
else
addresses.each do |address|
puts '-' * 20
puts "Public IP: #{address.public_ip}"
puts "Private IP: #{address.private_ip_address}"
end
end
rescue StandardError => e
puts "Error getting address information for instance: #{e.messagel}"
end

Releases an Elastic IP address from an
Amazon Elastic Compute Cloud (Amazon EC2) instance.

Prerequisites:
- An Amazon EC2 instance with an associated Elastic IP address.

@param ec2_client [Aws::EC2::Client] An initialized EC2 client.
@param allocation_id [String] The ID of the allocation corresponding to
the Elastic IP address.
@return [Boolean] true if the Elastic IP address was released;
otherwise, false.
@example
exit 1 unless elastic_ip_address_released?(
Aws::EC2::Client.new(region: 'us-east-1'),
'eipalloc-04452e528a66279EX"

HOoH HF O OH OH O B OH O O OH OH K R

Amazon EC2 oi|X|

89



AWS FH|& SDK THLRE 7H0|=

#0)

def elastic_ip_address_released?(ec2_client, allocation_id)
ec2_client.release_address(allocation_id: allocation_id)
return true

rescue StandardError => e
return "Error releasing Elastic IP address: #{e.message}"
return false

end

# Full example call:
def run_me
instance_id = ''

region =
# Print usage information and then stop.
if ARGV[@] == '--help' || ARGV[OQ] == '-h'
puts 'Usage: ruby ec2-ruby-example-elastic-ips.rb ' \

'"INSTANCE_ID REGION'
puts 'Example: ruby ec2-ruby-example-elastic-ips.rb ' \
'i-033c48ef067af3dEX us-east-1'
exit 1
# If no values are specified at the command prompt, use these default values.
elsif ARGV.count.zero?
instance_id = 'i-033c48ef@67af3dEX'

region = 'us-east-1'
# Otherwise, use the values as specified at the command prompt.
else

instance_id = ARGV[Q]
region = ARGV[1]
end

ec2_client = Aws::EC2::Client.new(region: region)

unless instance_exists?(ec2_client, instance_id)
puts "Cannot find instance with ID '#{instance_id}'. Stopping program."
exit 1

end

puts "Addresses for instance with ID '#{instance_id}' before allocating " \
'Elastic IP address:'
describe_addresses_for_instance(ec2_client, instance_id)

puts 'Allocating Elastic IP address...'
allocation_id = allocate_elastic_ip_address(ec2_client)
if allocation_id.start_with?('Error')
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puts 'Stopping program.'

exit 1
else

puts "Elastic IP address created with allocation ID '#{allocation_id}'."
end

puts 'Associating Elastic IP address with instance...'
association_id = associate_elastic_ip_address_with_instance(
ec2_client,
allocation_id,
instance_id
)
if association_id.start_with?('Error')
puts 'Stopping program. You must associate the Elastic IP address yourself.'
exit 1
else
puts 'Elastic IP address associated with instance with association ID ' \
"'#{association_id}"'."
end

puts 'Addresses for instance after allocating Elastic IP address:'
describe_addresses_for_instance(ec2_client, instance_id)

puts 'Releasing the Elastic IP address from the instance...'

if elastic_ip_address_released?(ec2_client, allocation_id) == false
puts 'Stopping program. You must release the Elastic IP address yourself.'
exit 1

else
puts 'Address released.'

end

puts 'Addresses for instance after releasing Elastic IP address:'
describe_addresses_for_instance(ec2_client, instance_id)
end

run_me if $PROGRAM_NAME == _ FILE__
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# SPDX - License - Identifier: Apache - 2.0
require 'aws-sdk-ec2'

Creates an Amazon Elastic Compute Cloud (Amazon EC2) security group and
then adds an outbound rule to that security group.

Prerequisites:
- A VPC in Amazon Virtual Private Cloud (Amazon VPC).

#
#
#
#
#
#
#
# @param ec2_resource [Aws::EC2::Resource] An initialized
# Amazon EC2 resource object.
# @param group_name [String] A name for the security group.
# @param description [String] A description for the security group.
# @param vpc_id [String] The ID of the VPC for the security group.
# @param protocol [String] The network protocol for the outbound rule.
# @param from_port [String] The originating port for the outbound rule.
# @param to_port [String] The destination port for the outbound rule.
# @param cidr_ip_range [String] The CIDR IP range for the outbound rule.
# @return [Boolean] true if the security group was created and the outbound
# rule was added; otherwise, false.
# @example
# exit 1 unless security_group_created_with_egress?(
# Aws::EC2::Resource.new(region: 'us-east-1'),
# 'my-security-group’,
# 'This is my security group.',
# 'vpc-6713dfEX",
# "tep!',
# 1990
# 122",
# '0.0.0.0/0'
# )
def security_group_created_with_egress?(
ec2_resource,
group_name,
description,
vpc_id,
ip_protocol,
from_port,
to_port,
cidr_ip_range

security_group = ec2_resource.create_security_group(

Amazon EC2 oAl 92



AWS FH|& SDK THLRE 7H0|=

group_name: group_name,
description: description,
vpc_id: vpc_id
)
puts "Created security group '#{group_name}' with ID " \
"'#{security_group.id}' in VPC with ID '#{vpc_id}'."
security_group.authorize_egress(
ip_permissions: [
{
ip_protocol: ip_protocol,
from_port: from_port,
to_port: to_port,
ip_ranges: [
{

cidr_ip: cidr_ip_range

puts "Granted egress to security group '#{group_name}' for protocol " \
"'"#{ip_protocol}' from port '#{from_port}' to port '#{to_port}' " \
"with CIDR IP range '#{cidr_ip_range}'."
return true
rescue StandardError => e
puts "Error creating security group or granting egress: #{e.message}"
return false
end

# Full example call:

def run_me
group_name =
description

vpc_id =
ip_protocol
from_port = "'
to_port = ''
cidr_ip_range =

region =
# Print usage information and then stop.
if ARGV[@] == '--help' || ARGV[OQ] == '-h'
puts 'Usage: ruby ec2-ruby-example-create-security-group.rb ' \
'GROUP_NAME DESCRIPTION VPC_ID IP_PROTOCOL FROM_PORT TO_PORT ' \
'CIDR_IP_RANGE REGION'
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puts 'Example: ruby ec2-ruby-example-create-security-group.rb ' \
'my-security-group \'This is my security group.\' vpc-6713dfEX ' \
"tcp 22 22 \'0.0.0.0/0\' us-east-1'
exit 1
# If no values are specified at the command prompt, use these default values.
elsif ARGV.count.zero?
group_name = 'my-security-group'
description = 'This is my security group.'
vpc_id = 'vpc-6713dfEX"'
ip_protocol = 'tcp'
from_port = '22'
to_port = '22'
cidr_ip_range = '0.0.0.0/0'

region = 'us-east-1'
# Otherwise, use the values as specified at the command prompt.
else

group_name = ARGV[O]
description = ARGV[1]
vpc_id = ARGV[2]
ip_protocol = ARGV[3]
from_port = ARGV[4]
to_port = ARGV[5]
cidr_ip_range = ARGV[6]
region = ARGV[7]

end

ec2_resource = Aws::EC2::Resource.new(region: region)

if security_group_created_with_egress?(
ec2_resource,
group_name,
description,
vpc_id,
ip_protocol,
from_port,

to_port,
cidr_ip_range
)
puts 'Security group created and egress granted.'
else
puts 'Security group not created or egress not granted.'
end
end

Amazon EC2 Oof|A| 94



AWS FH|& SDK

JHeER 7Hol=

run_me if $PROGRAM_NAME == __ FILE__
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This code example does the following:

. Adds inbound rules to the security group.

H OH O O R

2
3. Displays information about available security groups.
4. Deletes the security group.

require 'aws-sdk-ec2'

Creates an Amazon Elastic Compute Cloud (Amazon EC2) security group.
Prerequisites:

- A VPC in Amazon Virtual Private Cloud (Amazon VPC).

@param ec2_client [Aws::EC2::Client] An initialized
Amazon EC2 client.
@param group_name [String] A name for the security group.
@param description [String] A description for the security group.
@param vpc_id [String] The ID of the VPC for the security group.
@return [String] The ID of security group that was created.
@example
puts create_security_group(
Aws::EC2::Client.new(region: 'us-east-1'),
'my-security-group’,
'This is my security group.',
'vpc-6713dfEX"'
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1. Creates an Amazon Elastic Compute Cloud (Amazon EC2) security group.
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def create_security_group(
ec2_client,
group_name,
description,
vpc_id

security_group = ec2_client.create_security_group(
group_name: group_name,
description: description,
vpc_id: vpc_id
)
puts "Created security group '#{group_name}' with ID " \
"'"#{security_group.group_id}' in VPC with ID '#{vpc_id}'."
return security_group.group_id
rescue StandardError => e
puts "Error creating security group: #{e.messagel}"
return 'Error'
end

Adds an inbound rule to an Amazon Elastic Compute Cloud (Amazon EC2)
security group.

Prerequisites:

- The security group.

@param ec2_client [Aws::EC2::Client] An initialized Amazon EC2 client.
@param security_group_id [String] The ID of the security group.
@param ip_protocol [String] The network protocol for the inbound rule.
@param from_port [String] The originating port for the inbound rule.
@param to_port [String] The destination port for the inbound rule.
@param cidr_ip_range [String] The CIDR IP range for the inbound rule.
@return
@example
exit 1 unless security_group_ingress_authorized?(

Aws::EC2::Client.new(region: 'us-east-1'),

'sg-030a858e078f1b9EX",

"tep',

'80"',

'80"',

'0.0.0.0/0'
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)
def security_group_ingress_authorized?(
ec2_client,
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security_group_id,
ip_protocol,
from_port,
to_port,
cidr_ip_range

ec2_client.authorize_security_group_ingress(
group_id: security_group_id,
ip_permissions: [
{

ip_protocol: ip_protocol,

from_port: from_port,

to_port: to_port,

ip_ranges: [

{

cidr_ip: cidr_ip_range

puts "Added inbound rule to security group '#{security_group_id}' for protocol " \

"'#{ip_protocol}' from port '#{from_port}' to port '#{to_port}'

"with CIDR IP range '#{cidr_ip_range}'."
return true
rescue StandardError => e

puts "Error adding inbound rule to security group: #{e.message}"

return false

end

# Displays information about a security group's IP permissions set in
# Amazon Elastic Compute Cloud (Amazon EC2).

#

# Prerequisites:

#

# - A security group with inbound rules, outbound rules, or both.
#

# @param p [Aws::EC2::Types::IpPermission] The IP permissions set.
# @example

# ec2_client = Aws::EC2::Client.new(region: 'us-east-1')

# response = ec2_client.describe_security_groups

# unless sg.ip_permissions.empty?

# describe_security_group_permissions(

# response.security_groups[0].ip_permissions[Q]
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# )
# end
def describe_security_group_permissions(perm)
print " Protocol: #{perm.ip_protocol == '-1' ? 'All' : perm.ip_protocol}"

unless perm.from_port.nil?

if perm.from_port == '-1' || perm.from_port == -1
print ', From: All'
else
print ", From: #{perm.from_port}"
end
end

unless perm.to_port.nil?

if perm.to_port == '-1' || perm.to_port == -
print ', To: All'
else
print ", To: #{perm.to_port}"
end
end

if perm.key?(:ipv_6_ranges) && perm.ipv_6_ranges.count.positive?
print ", CIDR IPv6: #{perm.ipv_6_ranges[0].cidr_ipv_6}"
end

if perm.key?(:ip_ranges) && perm.ip_ranges.count.positive?
print ", CIDR IPv4: #{perm.ip_ranges[@].cidr_ip}"
end

print "\n"
end

Displays information about available security groups in
Amazon Elastic Compute Cloud (Amazon EC2).

@param ec2_client [Aws::EC2::Client] An initialized Amazon EC2 client.
@example

describe_security_groups(Aws::EC2::Client.new(region: 'us-east-1'))
def describe_security_groups(ec2_client)
response = ec2_client.describe_security_groups

#
#
#
#
#
#

if response.security_groups.count.positive?
response.security_groups.each do |sg]
puts '-' * (sg.group_name.length + 13)
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puts "Name: #{sg.group_name}"
puts "Description: #{sg.description}"
puts "Group ID: #{sg.group_id}"
puts "Owner ID: #{sg.owner_id}"
puts "VPC ID: #{sg.vpc_id}"

if sg.tags.count.positive?
puts 'Tags:'
sg.tags.each do |tag]
puts " Key: #{tag.keyl}, Value: #{tag.value}"
end
end

unless sg.ip_permissions.empty?
puts 'Inbound rules:' if sg.ip_permissions.count.positive?
sg.ip_permissions.each do |p]|
describe_security_group_permissions(p)
end
end

unless sg.ip_permissions_egress.empty?
puts 'Outbound rules:' if sg.ip_permissions.count.positive?
sg.ip_permissions_egress.each do |p]|
describe_security_group_permissions(p)
end
end
end
else
puts 'No security groups found.'
end
rescue StandardError => e
puts "Error getting information about security groups: #{e.messagel}"
end

Deletes an Amazon Elastic Compute Cloud (Amazon EC2)
security group.

Prerequisites:
- The security group.
@param ec2_client [Aws::EC2::Client] An initialized

Amazon EC2 client.
@param security_group_id [String] The ID of the security group to delete.
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# @return [Boolean] true if the security group was deleted; otherwise, false.
# @example
# exit 1 unless security_group_deleted?(

# Aws::EC2::Client.new(region: 'us-east-1'),
# 'sg-030a858e078f1b9EX"
# )

def security_group_deleted?(ec2_client, security_group_id)
ec2_client.delete_security_group(group_id: security_group_id)
puts "Deleted security group '#{security_group_id}'."
return true

rescue StandardError => e
puts "Error deleting security group: #{e.messagel}"
return false

end

# Full example call:
def run_me

group_name =
description = ''
vpc_id = "'
ip_protocol_http =
from_port_http = "'
to_port_http = "'
cidr_ip_range_http
ip_protocol_ssh =
from_port_ssh = "'

to_port_ssh = ''
cidr_ip_range_ssh = "'
region = "'
# Print usage information and then stop.
if ARGV[@] == '--help' || ARGV[OQ] == '-h'
puts 'Usage: ruby ec2-ruby-example-security-group.rb ' \

' GROUP_NAME DESCRIPTION VPC_ID IP_PROTOCOL_1 FROM_PORT_1 TO_PORT_1 ' \
'CIDR_IP_RANGE_1 IP_PROTOCOL_2 FROM_PORT_2 TO_PORT_2 ' \
'CIDR_IP_RANGE_2 REGION'
puts 'Example: ruby ec2-ruby-example-security-group.rb ' \
'my-security-group \'This is my security group.\' vpc-6713dfEX ' \
"tcp 80 80 \'0.0.0.0/0\"' tcp 22 22 \'0.0.0.0/0\' us-east-1'
exit 1
# If no values are specified at the command prompt, use these default values.
elsif ARGV.count.zero?
group_name = 'my-security-group'
description = 'This is my security group.'
vpc_id = 'vpc-6713dfEX’
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ip_protocol_http = 'tcp'

from_port_http = '80'

to_port_http = '80'

cidr_ip_range_http = '0.0.0.0/0'

ip_protocol_ssh = 'tcp'

from_port_ssh = '22'

to_port_ssh = '22'

cidr_ip_range_ssh = '0.0.0.0/0'

region = 'us-east-1'
# Otherwise, use the values as specified at the command prompt.
else

group_name = ARGV[0O]

description = ARGV[1]

vpc_id = ARGV[2]

ip_protocol_http = ARGV[3]

from_port_http = ARGV[4]

to_port_http = ARGV[5]

cidr_ip_range_http = ARGV[6]

ip_protocol_ssh = ARGV[7]

from_port_ssh = ARGV[8]

to_port_ssh = ARGV[9]

cidr_ip_range_ssh = ARGV[10]

region = ARGV[11]
end
security_group_id = "'
security_group_exists = false
ec2_client = Aws::EC2::Client.new(region: region)

puts 'Attempting to create security group...'
security_group_id = create_security_group(
ec2_client,
group_name,
description,
vpc_id
)
if security_group_id == 'Error'
puts 'Could not create security group. Skipping this step.'
else
security_group_exists = true
end

if security_group_exists
puts 'Attempting to add inbound rules to security group...'
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unless security_group_ingress_authorized?(
ec2_client,
security_group_id,
ip_protocol_http,
from_port_http,
to_port_http,
cidr_ip_range_http

puts 'Could not add inbound HTTP rule to security group. ' \
'Skipping this step.'
end

unless security_group_ingress_authorized?(
ec2_client,
security_group_id,
ip_protocol_ssh,
from_port_ssh,
to_port_ssh,
cidr_ip_range_ssh

puts 'Could not add inbound SSH rule to security group. ' \
'Skipping this step.'
end
end

puts "\nInformation about available security groups:"
describe_security_groups(ec2_client)

if security_group_exists
puts "\nAttempting to delete security group..."
unless security_group_deleted?(ec2_client, security_group_id)
puts 'Could not delete security group. You must delete it yourself.'
end
end
end

run_me if $PROGRAM_NAME == __ FILE__
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This code example does the following:

1. Creates a key pair in Amazon Elastic Compute Cloud (Amazon EC2).
2. Displays information about available key pairs.

3. Deletes the key pair.

require 'aws-sdk-ec2'
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Creates a key pair in Amazon Elastic Compute Cloud (Amazon EC2) and
saves the resulting RSA private key file locally in the calling
user's home directory.

@param ec2_client [Aws::EC2::Client] An initialized EC2 client.
@param key_pair_name [String] The name for the key pair and private
key file.
@return [Boolean] true if the key pair and private key file were
created; otherwise, false.
@example
exit 1 unless key_pair_created?(
Aws::EC2::Client.new(region: 'us-east-1'),
'my-key-pair'
)

def key_pair_created?(ec2_client, key_pair_name)

key_pair = ec2_client.create_key_pair(key_name: key_pair_name)

puts "Created key pair '#{key_pair.key_name}' with fingerprint " \
"'#{key_pair.key_fingerprint}' and ID '#{key_pair.key_pair_id}"'.

filename = File.join(Dir.home, key_pair_name + '.pem')

File.open(filename, 'w') { |file| file.write(key_pair.key_material) }

puts "Private key file saved locally as '#{filename}'."

return true

rescue Aws::EC2::Errors::InvalidKeyPairDuplicate

puts "Error creating key pair: a key pair named '#{key_pair_name}' " \
'already exists.'
return false

rescue StandardError => e

puts "Error creating key pair or saving private key file: #{e.message}"
return false
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end

# Displays information about available key pairs in

# Amazon Elastic Compute Cloud (Amazon EC2).

#

# @param ec2_client [Aws::EC2::Client] An initialized EC2 client.
# @example

#  describe_key_pairs(Aws::EC2::Client.new(region: 'us-east-1'))

def describe_key_pairs(ec2_client)
result = ec2_client.describe_key_pairs
if result.key_pairs.count.zero?
puts 'No key pairs found.'
else
puts 'Key pair names:'
result.key_pairs.each do |key_pair|
puts key_pair.key_name
end
end
rescue StandardError => e
puts "Error getting information about key pairs: #{e.message}"

end

# Deletes a key pair in Amazon Elastic Compute Cloud (Amazon EC2).
#

# Prerequisites:

#

# - The key pair to delete.

#

# @param ec2_client [Aws::EC2::Client] An initialized EC2 client.

# @param key_pair_name [String] The name of the key pair to delete.
# @return [Boolean] true if the key pair was deleted; otherwise, false.
# @example

# exit 1 unless key_pair_deleted?(

# Aws::EC2::Client.new(region: 'us-east-1'),

# 'my-key-pair'

# )

def key_pair_deleted?(ec2_client, key_pair_name)
ec2_client.delete_key_pair(key_name: key_pair_name)
return true

rescue StandardError => e
puts "Error deleting key pair: #{e.message}"
return false

end
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# Full example call:
def run_me
key_pair_name =

region =
# Print usage information and then stop.
if ARGV[@] == '--help' || ARGV[@] == '-h'

puts 'Usage: ruby ec2-ruby-example-key-pairs.rb KEY_PAIR_NAME REGION'
puts 'Example: ruby ec2-ruby-example-key-pairs.rb my-key-pair us-east-1'
exit 1
# If no values are specified at the command prompt, use these default values.
elsif ARGV.count.zero?
key_pair_name = 'my-key-pair'
region = 'us-east-1'
# Otherwise, use the values as specified at the command prompt.
else
key_pair_name = ARGV[O]
region = ARGV[1]
end

ec2_client = Aws::EC2::Client.new(region: region)

puts 'Displaying existing key pair names before creating this key pair...'
describe_key_pairs(ec2_client)

puts '-' * 10

puts 'Creating key pair...'

unless key_pair_created?(ec2_client, key_pair_name)
puts 'Stopping program.'
exit 1

end

puts '-' * 10
puts 'Displaying existing key pair names after creating this key pair...'
describe_key_pairs(ec2_client)

puts '-' * 10

puts 'Deleting key pair...'

unless key_pair_deleted?(ec2_client, key_pair_name)
puts 'Stopping program. You must delete the key pair yourself.'
exit 1

end

puts 'Key pair deleted.'

puts '-' * 10
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puts 'Now that the key pair is deleted, ' \

'also deleting the related private key pair file...'
filename = File.join(Dir.home, key_pair_name + '.pem')
File.delete(filename)
if File.exist?(filename)

puts "Could not delete file at '#{filename}'. You must delete it yourself."

else

puts 'File deleted.'
end
puts '-' * 10

puts 'Displaying existing key pair names after deleting this key pair...'
describe_key_pairs(ec2_client)

end

run_me if $PROGRAM_NAME == _ FILE__

2 E Amazon EC2 QIAE A CHEE ME 71K 27]

ChE ZE oMo MH= AHE 7S 8 Amazon EC2 RQIATEIA S| D2} T4A & EHE LIFEELICH

#
#

Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
SPDX - License - Identifier: Apache - 2.0

require 'aws-sdk-ec2'

#
#
#
#
#
#

Lists the IDs and current states of available
Amazon Elastic Compute Cloud (Amazon EC2) instances.

@param ec2_resource [Aws::EC2::Resource] An initialized EC2 resource object.
@example
list_instance_ids_states(Aws::EC2::Resource.new(region: 'us-east-1'))

def list_instance_ids_states(ec2_resource)

response = ec2_resource.instances
if response.count.zero?
puts 'No instances found.'
else
puts 'Instances -- ID, state:'
response.each do |instance]
puts "#{instance.id}, #{instance.state.name}"
end
end

rescue StandardError => e
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puts "Error getting information about instances: #{e.message}"
end

#Full example call:
def run_me

region =
# Print usage information and then stop.
if ARGV[@] == '--help' || ARGV[@] == '-h'

puts 'Usage: ruby ec2-ruby-example-get-all-instance-info.rb REGION'
puts 'Example: ruby ec2-ruby-example-get-all-instance-info.rb us-east-1'
exit 1
# If no values are specified at the command prompt, use these default values.
elsif ARGV.count.zero?
region = 'us-east-1'
# Otherwise, use the values as specified at the command prompt.
else
region = ARGV[0O]
end
ec2_resource = Aws::EC2::Resource.new(region: region)
list_instance_ids_states(ec2_resource)

end
run_me if $PROGRAM_NAME == __ FILE__
EXME T I 7Tl 25 Amazon EC2 QIAE A0 Ot ME 71X 7]
Ch 2= ofFle XISE EA 7| Y 23 YRISHS ALS THSE Amazon EC2 QIAEIA S| ID U #)

SEE LidgfLch

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX - License - Identifier: Apache - 2.0

require 'aws-sdk-ec2'

Lists the IDs, current states, and tag keys/values of matching
available Amazon Elastic Compute Cloud (Amazon EC2) instances.

@param ec2_resource [Aws::EC2::Resource] An initialized EC2 resource object.
@param tag_key [String] The key portion of the tag to search on.
@param tag_value [String] The value portion of the tag to search on.
@example
list_instance_ids_states_by_tag(
Aws::EC2::Resource.new(region: 'us-east-1'),

HOoH O OHF OB O O O R

Amazon EC2 04| Al 107



AWS FH|& SDK

JHeER 7Hol=

# 'my-key',
# 'my-value'
# )

def list_instance_ids_states_by_tag(ec2_resource, tag_key, tag_value)

response = ec2_resource.instances(
filters: [
{
name: "tag:#{tag_key}",
values: [tag_value]

)

if response.count.zero?

puts 'No matching instances found.'

else

puts 'Matching instances -- ID, state, tag key/value:'

response.each do |instance]

print "#{instance.id}, #{instance.state.namel}"

instance.tags.each do |tag]

print ", #{tag.key}/#{tag.valuel}"

end
print "\n"
end
end
rescue StandardError => e

puts "Error getting information about instances: #{e.message}"

end

#Full example call:
def run_me
tag_key =
tag_value = "'

region =

# Print usage information and then stop.
if ARGV[Q] == '--help' || ARGV[Q] == '-h'
puts 'Usage: ruby ec2-ruby-example-get-instance-info-by-tag.rb ' \

'TAG_KEY TAG_VALUE REGION'

puts 'Example: ruby ec2-ruby-example-get-instance-info-by-tag.rb ' \

'my-key my-value us-east-1'
exit 1

# If no values are specified at the command prompt, use these default values.

elsif ARGV.count.zero?
tag_key = 'my-key'
tag_value = 'my-value'
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region = 'us-east-1'
# Otherwise, use the values as specified at the command prompt.
else

tag_key = ARGV[O]

tag_value = ARGV[1]

region = ARGV[2]
end
ec2_resource = Aws::EC2::Resource.new(region: region)
list_instance_ids_states_by_tag(ec2_resource, tag_key, tag_value)

end

run_me if $PROGRAM_NAME == _ FILE__

EX Amazon EC2 QIAE A0 CHEE ME 7127

CtE2 oldl= XI'HEl Amazon EC2 QIAE A Of AEfE LIFEFLICE

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX - License - Identifier: Apache - 2.0

require 'aws-sdk-ec2'
Lists the state of an Amazon Elastic Compute Cloud (Amazon EC2) instance.
Prerequisites:

- An Amazon EC2 instance.

#
#
#
#
#
#
# @param ec2_client [Aws::EC2::Client] An initialized EC2 client.
# @param instance_id [String] The ID of the instance.

# @example

# list_instance_state(

# Aws::EC2::Resource.new(region: 'us-east-1'),

# 'i-123abc’

#

)
def list_instance_state(ec2_client, instance_id)
response = ec2_client.describe_instances(
instance_ids: [instance_id]
)
if response.count.zero?
puts 'No matching instance found.'
else
instance = response.reservations[@].instances[0]
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puts "The instance with ID '#{instance_id}' is '#{instance.state.name}'.
end
rescue StandardError => e
puts "Error getting information about instance: #{e.message}"
end

# Full example call:
def run_me
instance_id =

region =
# Print usage information and then stop.
if ARGV[Q] == '--help' || ARGV[OQ] == '-h'
puts 'Usage: ruby ec2-ruby-example-list-state-instance-i-123abc.rb ' \

'"INSTANCE_ID REGION'
puts 'Example: ruby ec2-ruby-example-list-state-instance-i-123abc.rb ' \
'i-123abc us-east-1'
exit 1
# If no values are specified at the command prompt, use these default values.
elsif ARGV.count.zero?
instance_id = 'i-123abc'
region = 'us-east-1'
# Otherwise, use the values as specified at the command prompt.
else
instance_id = ARGV[0Q]
region = ARGV[1]
end

ec2_client = Aws::EC2::Client.new(region: region)
list_instance_state(ec2_client, instance_id)

end

run_me if $PROGRAM_NAME == _ FILE__

Amazon EC2 QIAEA MM
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# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX - License - Identifier: Apache - 2.0

require 'aws-sdk-ec2'
require 'base64'
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#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#

Creates and tags an Amazon Elastic Compute Cloud (Amazon EC2) instance.

Prerequisites:

- An EC2 key pair.
- If you want to run any commands on the instance after it starts, a
file containing those commands.

@param ec2_resource [Aws::EC2::Resource] An initialized EC2 resource object.
@param image_id [String] The ID of the target Amazon Machine Image (AMI).
@param key_pair_name [String] The name of the existing EC2 key pair.

@param tag_key [String] The key portion of the tag for the instance.

@param tag_value [String] The value portion of the tag for the instance.

@param instance_type [String] The ID of the type of instance to create.

If not specified, the default value is 't2.micro'.

@param user_data_file [String] The path to the file containing any commands
to run on the instance after it starts. If not specified, the default
value is an empty string.

@return [Boolean] true if the instance was created and tagged;
otherwise, false.

@example
exit 1 unless instance_created?(

Aws::EC2::Resource.new(region: 'us-east-1'),
'ami-0947d2bal2EXAMPLE ",

'my-key-pair',

'my-key',

'my-value',

't2.micro’,

'my-user-data.txt'

)

def instance_created?(

ec2_resource,

image_id,

key_pair_name,

tag_key,

tag_value,

instance_type = 't2.micro’,
user_data_file v

encoded_script

unless user_data_file == "'
script = File.read(user_data_file)
encoded_script = Base64.encodeb4(script)
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end

instance = ec2_resource.create_instances(
image_id: image_id,
min_count: 1,
max_count: 1,
key_name: key_pair_name,
instance_type: instance_type,
user_data: encoded_script

puts 'Creating instance...'

# Check whether the new instance is in the "running" state.
polls = 0
loop do
polls += 1
response = ec2_resource.client.describe_instances(
instance_ids: [
instance.first.id

]
)
# Stop polling after 10 minutes (40 polls * 15 seconds per poll) if not running.
break if response.reservations[@].instances[@].state.name == 'running' || polls >
40
sleep(15)
end

puts "Instance created with ID '#{instance.first.id}'."

instance.batch_create_tags(
tags: [
{
key: tag_key,
value: tag_value

)
puts 'Instance tagged.'

return true
rescue StandardError => e
puts "Error creating or tagging instance: #{e.message}"
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return false
end

# Full example call:
def run_me
image_id = "'

key_pair_name
tag_key = "'

tag_value = "'
instance_type

region =
user_data_file = "'
# Print usage information and then stop.
if ARGV[Q] == '--help' || ARGV[OQ] == '-h'
puts 'Usage: ruby ec2-ruby-example-create-instance.rb ' \
'IMAGE_ID KEY_PAIR_NAME TAG_KEY TAG_VALUE INSTANCE_TYPE ' \
"REGION [USER_DATA_FILE]'
puts 'Example: ruby ec2-ruby-example-create-instance.rb ' \
'ami-0947d2bal2EXAMPLE my-key-pair my-key my-value t2.micro ' \
'us-east-1 my-user-data.txt'
exit 1
# If no values are specified at the command prompt, use these default values.
elsif ARGV.count.zero?
image_id = 'ami-0947d2bal2EXAMPLE'

key_pair_name = 'my-key-pair'

tag_key = 'my-key'

tag_value = 'my-value'

instance_type = 't2.micro'

region = 'us-east-1'

user_data_file = 'my-user-data.txt'
# Otherwise, use the values as specified at the command prompt.
else

image_id = ARGV[0Q]

key_pair_name = ARGV[1]

tag_key = ARGV[2]

tag_value = ARGV[3]

instance_type = ARGV[4]

region = ARGV[5]

user_data_file = ARGV[6] if ARGV.count == 7 # If user data file specified.
end

ec2_resource = Aws::EC2::Resource.new(region: region)

if instance_created?(
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ec2_resource,
image_id,
key_pair_name,
tag_key,
tag_value,
instance_type,
user_data_file

)
puts 'Created and tagged instance.'
else
puts 'Could not create or tag instance.'
end
end
run_me if $PROGRAM_NAME == __ FILE__

Amazon EC2 QIAEIA EX|

CIS oflMl= XIHE Amazon EC2 QIAEIAE FX|5tE{ ghLct.

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX - License - Identifier: Apache - 2.0

require 'aws-sdk-ec2'

Attempts to stop an Amazon Elastic Compute Cloud (Amazon EC2) instance.
Prerequisites:

- The Amazon EC2 instance.

#
#
#
#
#
#
# @param ec2_client [Aws::EC2::Client] An initialized EC2 client.

# @param instance_id [String] The ID of the instance.

# @return [Boolean] true if the instance was stopped; otherwise, false.
# @example

# exit 1 unless instance_stopped?(

# Aws::EC2::Client.new(region: 'us-east-1'),

# 'i-123abc’

#

)
def instance_stopped?(ec2_client, instance_id)
response = ec2_client.describe_instance_status(instance_ids: [instance_id])

if response.instance_statuses.count.positive?
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state = response.instance_statuses[@].instance_state.name
case state
when 'stopping'
puts 'The instance is already stopping.'
return true
when 'stopped'
puts 'The instance is already stopped.'
return true
when 'terminated'
puts 'Error stopping instance: ' \
'the instance is terminated, so you cannot stop it.'
return false
end
end

ec2_client.stop_instances(instance_ids: [instance_id])
ec2_client.wait_until(:instance_stopped, instance_ids: [instance_id])
puts 'Instance stopped.'
return true

rescue StandardError => e
puts "Error stopping instance: #{e.message}"
return false

end

# Full example call:
def run_me
instance_id =

region =
# Print usage information and then stop.
if ARGV[@] == '--help' || ARGV[@] == '-h'

puts 'Usage: ruby ec2-ruby-example-stop-instance-i-123abc.rb ' \
'"INSTANCE_ID REGION '
puts 'Example: ruby ec2-ruby-example-start-instance-i-123abc.rb ' \
'i-123abc us-east-1'
exit 1
# If no values are specified at the command prompt, use these default values.
elsif ARGV.count.zero?
instance_id = 'i-123abc'
region = 'us-east-1'
# Otherwise, use the values as specified at the command prompt.
else
instance_id = ARGV[0]
region = ARGV[1]
end
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ec2_client = Aws::EC2::Client.new(region: region)

puts "Attempting to stop instance '#{instance_id}' " \
'(this might take a few minutes)...'
unless instance_stopped?(ec2_client, instance_id)
puts 'Could not stop instance.'
end
end

run_me if $PROGRAM_NAME == __ _FILE__

Amazon EC2 QIAEIA A[Ef

d
o
T
[ul
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# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX - License - Identifier: Apache - 2.0

require 'aws-sdk-ec2'

Attempts to start an Amazon Elastic Compute Cloud (Amazon EC2) instance.
Prerequisites:

- The Amazon EC2 instance.

@param ec2_client [Aws::EC2::Client] An initialized EC2 client.
@param instance_id [String] The ID of the instance.
@return [Boolean] true if the instance was started; otherwise, false.
@example
exit 1 unless instance_started?(
Aws::EC2::Client.new(region: 'us-east-1'),
'i-123abc’
)
def instance_started?(ec2_client, instance_id)
response = ec2_client.describe_instance_status(instance_ids: [instance_id])

HOH OHF O OB OHF OHF OH OH O OH OB OH OH

if response.instance_statuses.count.positive?
state = response.instance_statuses[@].instance_state.name
case state
when 'pending'
puts 'Error starting instance: the instance is pending. Try again later.'
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return false

when 'running'
puts 'The instance is already running.'
return true

when 'terminated'
puts 'Error starting instance: ' \

'the instance is terminated, so you cannot start it.'

return false

end

end

ec2_client.start_instances(instance_ids: [instance_id])
ec2_client.wait_until(:instance_running, instance_ids: [instance_id])
puts 'Instance started.'
return true

rescue StandardError => e
puts "Error starting instance: #{e.message}"
return false

end

# Full example call:
def run_me
instance_id =

region =
# Print usage information and then stop.
if ARGV[@] == '--help' || ARGV[Q] == '-h'
puts 'Usage: ruby ec2-ruby-example-start-instance-i-123abc.rb ' \

'"INSTANCE_ID REGION '
puts 'Example: ruby ec2-ruby-example-start-instance-i-123abc.rb ' \
'i-123abc us-east-1'
exit 1
# If no values are specified at the command prompt, use these default values.
elsif ARGV.count.zero?
instance_id = 'i-123abc'
region = 'us-east-1'
# Otherwise, use the values as specified at the command prompt.
else
instance_id = ARGV[0Q]
region = ARGV[1]
end

ec2_client = Aws::EC2::Client.new(region: region)

puts "Attempting to start instance '#{instance_id}' " \
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'(this might take a few minutes)...'
unless instance_started?(ec2_client, instance_id)
puts 'Could not start instance.'
end
end

run_me if $PROGRAM_NAME == __ _FILE__

m

Amazon EC2 CIAEIA RHEE]
Cl2 oNl= XX E Amazon EC2 QIAEIAE RHEEISHL|C}H

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX - License - Identifier: Apache - 2.0

require 'aws-sdk-ec2'
Reboots an Amazon Elastic Compute Cloud (Amazon EC2) instance.
Prerequisites:

- An Amazon EC2 instance.

#
#
#
#
#
#
# @param ec2_client [Aws::EC2::Client] An initialized EC2 client.
# @param instance_id [String] The ID of the instance.

# @example

# request_instance_reboot(

# Aws::EC2::Resource.new(region: 'us-east-1'),

# 'i-123abc’

#

)
def request_instance_reboot(ec2_client, instance_id)
response = ec2_client.describe_instances(instance_ids: [instance_id])
if response.count.zero?
puts 'Error requesting reboot: no matching instance found.'

else
instance = response.reservations[0].instances[0]
if instance.state.name == 'terminated'

puts 'Error requesting reboot: the instance is already terminated.'

else
ec2_client.reboot_instances(instance_ids: [instance_id])
puts 'Reboot request sent.'
end
end
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rescue StandardError => e

puts "Error requesting reboot: #{e.messagel}"
end

# Full example call:
def run_me
instance_id = "'

region = "'
# Print usage information and then stop.
if ARGV[@] == '--help' || ARGV[OQ] == '-h'
puts 'Usage: ruby ec2-ruby-example-reboot-instance-i-123abc.rb ' \

'"INSTANCE_ID REGION'
puts 'Example: ruby ec2-ruby-example-reboot-instance-i-123abc.rb ' \
'i-123abc us-east-1'
exit 1
# If no values are specified at the command prompt, use these default values.
elsif ARGV.count.zero?
instance_id = 'i-123abc'
region = 'us-east-1'
# Otherwise, use the values as specified at the command prompt.
else
instance_id = ARGV[0Q]
region = ARGV[1]
end

ec2_client = Aws::EC2::Client.new(region: region)
request_instance_reboot(ec2_client, instance_id)

end

run_me if $PROGRAM_NAME == _ FILE__

Amazon EC2 QIAEA zE|
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Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

# SPDX - License - Identifier: Apache - 2.0

# This code example does the following:

# 1. Stops an Amazon Elastic Compute Cloud (Amazon EC2) instance.
# 2. Restarts the instance.

# 3. Reboots the instance.

# 4. Enables detailed monitoring for the instance.

# 5. Displays information about available instances.

require 'aws-sdk-ec2'

Waits for an Amazon Elastic Compute Cloud (Amazon EC2) instance
to reach the specified state.

Prerequisites:

- The Amazon EC2 instance.

@param ec2_client [Aws::EC2::Client] An initialized EC2 client.
@param instance_state [Symbol] The desired instance state.
@param instance_id [String] The ID of the instance.
@example
wait_for_instance(
Aws::EC2::Client.new(region: 'us-east-1'),
:instance_stopped,
'i-033c48ef0@67af3dEX'
)
def wait_for_instance(ec2_client, instance_state, instance_id)
ec2_client.wait_until(instance_state, instance_ids: [instance_id])
puts "Success: #{instance_state}."
rescue Aws::Waiters::Errors::WaiterFailed => e
puts "Failed: #{e.messagel}"

HOoH OHF OHF OH OHF O OH OH O OH OH O O OB R

end

# Attempts to stop an Amazon Elastic Compute Cloud (Amazon EC2) instance.
#

# Prerequisites:

#

# - The Amazon EC2 instance.

#

# @param ec2_client [Aws::EC2::Client] An initialized EC2 client.

# @param instance_id [String] The ID of the instance.
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# @return [Boolean] true if the instance was stopped; otherwise, false.

# @example

# exit 1 unless instance_stopped?(

# Aws::EC2::Client.new(region: 'us-east-1'),
# 'i-033c48ef@67af3dEX'

# )

def instance_stopped?(ec2_client, instance_id)
ec2_client.stop_instances(instance_ids: [instance_id])
wait_for_instance(ec2_client, :instance_stopped, instance_id)
return true

rescue StandardError => e
puts "Error stopping instance: #{e.messagel}"
return false

end

# Attempts to restart an Amazon Elastic Compute Cloud (Amazon EC2) instance.
#

# Prerequisites:

#

# - The Amazon EC2 instance.

#

# @param ec2_client [Aws::EC2::Client] An initialized EC2 client.

# @param instance_id [String] The ID of the instance.

# @return [Boolean] true if the instance was restarted; otherwise, false.
# @example

# exit 1 unless instance_restarted?(

# Aws::EC2::Client.new(region: 'us-east-1'),

# 'i-033c48ef067af3dEX"

# )

def instance_restarted?(ec2_client, instance_id)
ec2_client.start_instances(instance_ids: [instance_id])
wait_for_instance(ec2_client, :instance_running, instance_id)
return true

rescue StandardError => e
puts "Error restarting instance: #{e.message}"
return false

end

# Attempts to reboot an Amazon Elastic Compute Cloud (Amazon EC2) instance.
#

# Prerequisites:

#

# - The Amazon EC2 instance.

#
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@param ec2_client [Aws::EC2::Client] An initialized EC2 client.
@param instance_id [String] The ID of the instance.
@return [Boolean] true if the instance was rebooted; otherwise, false.
@example
exit 1 unless instance_rebooted?(
Aws::EC2::Client.new(region: 'us-east-1'),
'i-033c48ef@67af3dEX'
)
def instance_rebooted?(ec2_client, instance_id)
ec2_client.reboot_instances(instance_ids: [instance_id])
wait_for_instance(ec2_client, :instance_status_ok, instance_id)
return true

#
#
#
#
#
#
#
#

rescue StandardError => e
puts "Error rebooting instance: #{e.message}"
return false

end

Attempts to enabled detailed monitoring for an
Amazon Elastic Compute Cloud (Amazon EC2) instance.

Prerequisites:
- The Amazon EC2 instance.

@param ec2_client [Aws::EC2::Client] An initialized EC2 client.
@param instance_id [String] The ID of the instance.
@return [Boolean] true if detailed monitoring was enabled; otherwise, false.
@example
exit 1 unless instance_detailed_monitoring_enabled?(
Aws::EC2::Client.new(region: 'us-east-1'),
'i-033c48ef@67af3dEX'
)
def instance_detailed_monitoring_enabled?(ec2_client, instance_id)
result = ec2_client.monitor_instances(instance_ids: [instance_id])
puts "Detailed monitoring state: #{result.instance_monitorings[@].monitoring.state}"
return true

HOoH OHF OHF OHF OH O O OH OH O O OB OH OH

rescue Aws::EC2::Errors::InvalidState
puts "The instance is not in a monitorable state. Skipping this step."
return false
rescue StandardError => e
puts "Error enabling detailed monitoring: #{e.message}"
return false
end
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#
#
#
#
# @example
#

Displays information about available
Amazon Elastic Compute Cloud (Amazon EC2) instances.

def list_instances_information(ec2_client)

result =

ec2_client.describe_instances

result.reservations.each do |reservation|
if reservation.instances.count.positive?
reservation.instances.each do |instance]

puts '-' * 12
puts "Instance ID:
puts "State:

puts "Image ID:
puts "Instance type:
puts "Architecture:

puts

puts "Key name:
puts "Launch time:

puts

puts "Public IP address:
puts "Public DNS name:
puts "VPC ID:

puts "Subnet ID:

if instance.tags.count.positive?
puts 'Tags:'
instance.tags.each do |tag]|

end
end
end
end

puts

end
end

# Full example call:

def run_me

"IAM instance profile ARN:

"Detailed monitoring state:

#{instance.
#{instance.
#{instance.
#{instance.
#{instance.
#{instance.
#{instance.
#{instance.
#{instance.
#{instance.
#{instance.
#{instance.
#{instance.

@param ec2_client [Aws::EC2::Client] An initialized EC2 client.

list_instances_information(Aws::EC2::Client.new(region: 'us-east-1'))

instance_id}"
state.name}"
image_id}"
instance_typel}"
architecturel}"

iam_instance_profile.arn}"

key_name}"
launch_time}"
monitoring.state}"
public_ip_address}"
public_dns_name}"
vpc_id}"
subnet_id}"

#{tag.key}/#{tag.value}"

instance_id = "'
region = "'
# Print usage information and then stop.
if ARGV[@] == '--help' || ARGV[Q] == '-h'
puts 'Usage: ruby ec2-ruby-example-manage-instances.rb ' \

"INSTANCE_ID REGION'
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puts 'Example: ruby ec2-ruby-example-manage-instances.rb ' \
'i-033c48ef067af3dEX us-east-1'

exit 1
# If no values are specified at the command prompt, use these default values.
elsif ARGV.count.zero?

instance_id = 'i-033c48ef@67af3dEX'

region = 'us-east-1'
# Otherwise, use the values as specified at the command prompt.
else

instance_id = ARGV[0]

region = ARGV[1]
end

ec2_client = Aws::EC2::Client.new(region: region)

puts 'Attempting to stop the instance. ' \
'This might take a few minutes...'
unless instance_stopped?(ec2_client, instance_id)
puts 'Cannot stop the instance. Skipping this step.'
end

puts "\nAttempting to restart the instance. " \

'This might take a few minutes...'
unless instance_restarted?(ec2_client, instance_id)

puts 'Cannot restart the instance. Skipping this step.'
end

puts "\nAttempting to reboot the instance. " \

'This might take a few minutes...'
unless instance_rebooted?(ec2_client, instance_id)

puts 'Cannot reboot the instance. Skipping this step.'
end

puts "\nAttempting to enable detailed monitoring for the instance..."
unless instance_detailed_monitoring_enabled?(ec2_client, instance_id)
puts 'Cannot enable detailed monitoring for the instance. ' \
'Skipping this step.'
end

puts "\nInformation about available instances:"
list_instances_information(ec2_client)
end
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run_me if $PROGRAM_NAME == __ FILE__

Amazon EC2 QIAEA BEF

Ct2 oAM= X|™HEl Amazon EC2 QIAEAE

#
#

2stedn ghulct

Ot

Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
SPDX - License - Identifier: Apache - 2.0

require 'aws-sdk-ec2'

HOoH OHF O OB OHF OHF OH OH O OH OB OH O

Attempts to terminate an Amazon Elastic Compute Cloud (Amazon EC2) instance.

Prerequisites:

- The Amazon EC2 instance.

@param ec2_client [Aws::EC2::Client] An initialized EC2 client.
@param instance_id [String] The ID of the instance.
@return [Boolean] true if the instance was terminated; otherwise, false.
@example
exit 1 unless instance_terminated?(
Aws::EC2::Client.new(region: 'us-east-1'),
'i-123abc’
)

def instance_terminated?(ec2_client, instance_id)

response = ec2_client.describe_instance_status(instance_ids: [instance_id])

if response.instance_statuses.count.positive? &&
response.instance_statuses[@].instance_state.name == 'terminated'

puts 'The instance is already terminated.'
return true
end

ec2_client.terminate_instances(instance_ids: [instance_id])
ec2_client.wait_until(:instance_terminated, instance_ids: [instance_id])
puts 'Instance terminated.'

return true

rescue StandardError => e

puts "Error terminating instance: #{e.message}"
return false

end
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# Full example call:
def run_me
instance_id =

region =
# Print usage information and then stop.
if ARGV[@] == '--help' || ARGV[OQ] == '-h'
puts 'Usage: ruby ec2-ruby-example-terminate-instance-i-123abc.rb ' \

'INSTANCE_ID REGION '
puts 'Example: ruby ec2-ruby-example-terminate-instance-i-123abc.rb ' \
'i-123abc us-east-1'
exit 1
# If no values are specified at the command prompt, use these default values.
elsif ARGV.count.zero?
instance_id = 'i-123abc'
region = 'us-east-1'
# Otherwise, use the values as specified at the command prompt.
else
instance_id = ARGV[Q]
region = ARGV[1]
end

ec2_client = Aws::EC2::Client.new(region: region)

puts "Attempting to terminate instance '#{instance_id}' " \
'(this might take a few minutes)...'

unless instance_terminated?(ec2_client, instance_id)
puts 'Could not terminate instance.'

end
end

run_me if $PROGRAM_NAME == _ FILE__

Amazon EC29| 2|7 & 718 ¥dof CHEt HE 7K 27|
CHS o Al:

1. A2 7}5 8t Amazon AWS 2|F EC28 SE 2 E A|ghLCt.
2. Amazon EC2 2ZI0|EN| [} 2 AIEE &= UE Amazon EC2 718 ¥ EE 8 E A|ELICH AWS
2|

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
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# SPDX - License - Identifier: Apache - 2.0

require 'aws-sdk-ec2'

#
#
#
#
#
#

Displays a list of AWS Regions for Amazon Elastic Compute Cloud (Amazon EC2)
that are available to you.

@param ec2_client [Aws::EC2::Client] An initialized EC2 client.
@example
list_regions_endpoints(Aws::EC2::Client.new(region: 'us-east-1'))

def list_regions_endpoints(ec2_client)

result =

ec2_client.describe_regions

# Enable pretty printing.
max_region_string_length = 16
max_endpoint_string_length = 33

# Print header.

print 'Region'

print ' ' * (max_region_string_length - 'Region'.length)
print " Endpoint\n"

print '-' * max_region_string_length

print ' '

print '-' * max_endpoint_string_length

print "\n"

# Print Regions and their endpoints.

result.regions.each do |region]

print
print
print
print
print
end
end

HOoH O O B B O

region.region_name.to_s

* (max_region_string_length - region.region_name.length)

region.endpoint.to_s

Il\n n

Displays a list of Amazon Elastic Compute Cloud (Amazon EC2)
Availability Zones available to you depending on the AWS Region
of the Amazon EC2 client.

@param ec2_client [Aws::EC2::Client] An initialized EC2 client.
@example
list_availability_zones(Aws::EC2::Client.new(region: 'us-east-1'))

def list_availability_zones(ec2_client)

result =

ec2_client.describe_availability_zones

# Enable pretty printing.
max_region_string_length = 16
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max_zone_string_length = 18
max_state_string_length = 9
# Print header.

print 'Region’

print ' ' * (max_region_string_length - 'Region'.length)
print ' Zone'

print ' ' * (max_zone_string_length - 'Zone'.length)
print " State\n"

print '-' * max_region_string_length

print ' '

print '-' * max_zone_string_length

print ' '

print '-' * max_state_string_length

print "\n"

# Print Regions, Availability Zones, and their states.
result.availability_zones.each do |zone]
print zone.region_name

print ' ' * (max_region_string_length - zone.region_name.length)
print ' '

print zone.zone_name

print ' ' * (max_zone_string_length - zone.zone_name.length)
print ' '

print zone.state
# Print any messages for this Availability Zone.
if zone.messages.count.positive?

print "\n"
puts ' Messages for this zone:'
zone.messages.each do |message|
print " #{message.message}\n"

end

end

print "\n"

end
end

# Full example call:
def run_me

region =
# Print usage information and then stop.
if ARGV[@] == '--help' || ARGV[Q] == '-h'
puts 'Usage: ruby ec2-ruby-example-regions-availability-zones.rb REGION'

puts 'Example: ruby ec2-ruby-example-regions-availability-zones.rb us-east-1'

exit 1

# If no values are specified at the command prompt, use these default values.
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elsif ARGV.count.zero?

region = 'us-east-1'
# Otherwise, use the values as specified at the command prompt.
else

region = ARGV[0O]
end

ec2_client = Aws::EC2::Client.new(region: region)

puts 'AWS Regions for Amazon EC2 that are available to you:'
list_regions_endpoints(ec2_client)
puts "\n\nAmazon EC2 Availability Zones that are available to you for AWS Region

'#{region}':"
list_availability_zones(ec2_client)
end
run_me if $PROGRAM_NAME == __ _FILE__

AWS Elastic Beanstalk Ruby& AWS SDKE A& 35t= O A

AWS Elastic Beanstalk O Z 2|7 0|2 '%CL*%PE lz2toil CHer 747 giol AWS ZEtR =0 A o
Zcl7loldE WEA Hixst T 2elg + U&LICH ChE 6|lME AL8 3104 Ruby& SDKE AH& 5104
Elastic AWS Beanstalkoll A A& &= QI&LICEH Elastic Beanstalkoll CHEH AEAIEH LIE 2 AWS Elastic
Beanstalk AEAME FHZE5IML.

=

- o = ZE o EE[FH 0|0l CHEF HE 71X 27| AWS Elastic Beanstalk
« Ol EH ofZ2IAH 0|MA CHEF HE 7K 27| AWS Elastic Beanstalk

- of CHEt RH| 2 Blld= ol EE2(7 0|44 YO[O|E AWS Elastic Beanstalk

of U= ZE ojEE[70|Mof CHEF HE 7FX{2 7| AWS Elastic Beanstalk

Ct2 oMo M= us-west-2 2|T0]| %= 2 E Elastic Beanstalk OHZ2|AH|0|M2] 0|&, MH 2! URL
£ LFgshuct.

# Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.

#

# This file is licensed under the Apache License, Version 2.0 (the "License").

# You may not use this file except in compliance with the License. A copy of the
# License is located at
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http://aws.amazon.com/apache2.0/

This file is distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS
OF ANY KIND, either express or implied. See the License for the specific
language governing permissions and limitations under the License.

HOH F O B O

require 'aws-sdk-elasticbeanstalk' # v2: require 'aws-sdk'
eb = Aws::ElasticBeanstalk::Client.new(region: 'us-west-2')
eb.describe_applications.applications.each do |a]|

puts "Name: #{a.application_name}"

puts "Description: #{a.description}"

eb.describe_environments({application_name: a.application_name}).environments.each do

|env|
puts " Environment: #{env.environment_name}"
puts " URL: #{env.cnamel}"
puts " Health: #{env.health}"
end
end

oM EX o Z2|7|o|Mofl CHEE ME 7FXK{2 7| AWS Elastic Beanstalk

CHS MM E us-west-2 2IT10] = MyRailsApp OHEE|IF|0|Me| 0|8, MY L URLE LIJE
L|CF.

Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.

This file is licensed under the Apache License, Version 2.0 (the "License").
You may not use this file except in compliance with the License. A copy of the
License is located at

http://aws.amazon.com/apache2.0/
This file is distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS

OF ANY KIND, either express or implied. See the License for the specific
language governing permissions and limitations under the License.
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require 'aws-sdk-elasticbeanstalk' # v2: require 'aws-sdk'

eb = Aws::ElasticBeanstalk::Client.new(region: 'us-west-2')
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app = eb.describe_applications({application_names: [args[0]]})
if app.exists?
puts "Name: #{app.application_name}"
puts "Description: #{app.description}"
envs = eb.describe_environments({application_name: app.application_name})
puts "URL: #{envs.environments[@].cname}"
end
of CHet FH| 2 oY= o Z2|70|M UO|0|E AWS Elastic Beanstalk
ChHS oMo MHE us-west-2 2|0 A Ruby on Rails OHZ2|71|0|41 MyRailsApp2 CIO|E & LICt

AJERIEE M3 ™Moz ASE{M Rails 2| FE0of Qlo{of &L|Ct.

Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.

This file is licensed under the Apache License, Version 2.0 (the "License").
You may not use this file except in compliance with the License. A copy of the
License is located at

http://aws.amazon.com/apache2.0/
This file is distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS

OF ANY KIND, either express or implied. See the License for the specific
language governing permissions and limitations under the License.
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require 'aws-sdk-elasticbeanstalk' # v2: require 'aws-sdk'

Aws.config.update({region: 'us-west-2'})

eb Aws::ElasticBeanstalk::Client.new
s3 = Aws::S3::Client.new

app_name = 'MyRailsApp'

# Get S3 bucket containing app
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app_versions = eb.describe_application_versions({ application_name: app_name })
av = app_versions.application_versions[0]

bucket = av.source_bundle.s3_bucket

s3_key = av.source_bundle.s3_key

# Get info on environment

envs = eb.describe_environments({ application_name: app_name })
env = envs.environments[0]

env_name = env.environment_name

# Create new storage location
resp = eb.create_storage_location()

puts "Created storage location in bucket #{resp.s3_bucket}"

s3.1list_objects({
prefix: s3_key,
bucket: bucket
)

# Create ZIP file
zip_file_basename = SecureRandom.urlsafe_base6b4.to_s
'.zip

zip_file_name = zip_file_basename +

# Call out to 0S to produce ZIP file
cmd = "git archive --format=zip -o #{zip_file_name} HEAD"
%Sx[ #{cmd} ]

# Get ZIP file contents
zip_contents = File.read(zip_file_name)

key = app_name + "\\" + zip_file_name

s3.put_object({
body: zip_contents,
bucket: bucket,
key: key

)

date = Time.new
today = date.day.to_s + "/" + date.month.to_s + "/" + date.year.to_s

eb.create_application_version({
process: false,
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application_name: app_name,
version_label: zip_file_basename,
source_bundle: {

s3_bucket: bucket,

s3_key: key
I
description: "Updated #{today}"

D

eb.update_environment ({
environment_name: env_name,
version_label: zip_file_basename

1)

AWS Identity and Access Management (IAM) AWS Ruby& SDKE AlE3}
= oA

AWS Identity and Access Management (IAM) 2 HMAE OFHGHAH X 045H7| 2Tt & Mu|A LTt
AWS MH|ALCHS O|MIE A2 3104 Ruby& AWS SDKE A& 3H04 IAMO]| HMIAE &= Q& LICH IAM
of Chet REMIEE HE = IAM AEME FHZESHM L.

=

« IAM AtEXHoi| CHeF HE 7HX 27|

o TE[XIQIIAM AFS A} LIS

o M IAM AP R} 7}

« IAM AL XHoi CHEF HAMA 7] 8™
« IAM ALSXtol| rElE B3 Ft
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IAM AL XLof| CHEF HE 71K 27|

Ct2 R M= us-west-2 2IX2| IAM AFZ XS] O2, XA al A 7| IDE LY

gtLiCt AF2XE7F 100 O|AFQl AL iam.list_users.IsTruncatedE trueO|l

iam.list_users.Marker0l £0{ = L2 0|&5101 F7H AIEX HEE 7HK2 =

ME = Aws:IAM::Client.list users T2 & X5t AAI.

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX - License - Identifier: Apache - 2.0

require 'aws-sdk-iam'

Displays information about available users in

AWS Identity and Access Management (IAM) including users'

names, associated group names, inline embedded user policy names,
and access key IDs.

@param iam_client [Aws::IAM::Client] An initialized IAM client.
@example
get_user_details(Aws::IAM::Client.new)
def get_user_details(iam_client)
users_response = iam_client.list_users

HOoH O OHF OB OB O

if users_response.key?('users') && users_response.users.count.positive?

# Are there more users available than can be displayed?
if users_response.key?('is_truncated') && users_response.is_truncated
puts '(Note: not all users are displayed here, ' \
"only the first #{users_response.users.count}.)"
else
puts "Found #{users_response.users.count} user(s):"
end

users_response.users.each do |user|
name = user.user_name
puts '-' * 30
puts "User name: #{namel}"

puts "Groups:"

groups_response = iam_client.list_groups_for_user(user_name: name)

if groups_response.key?('groups') &&
groups_response.groups.count.positive?

A& LICH FTt
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groups_response.groups.each do |group]|
puts " #{group.group_name}"
end
else
puts ' None'
end

puts 'Inline embedded user policies:'

policies_response = iam_client.list_user_policies(user_name: name)

if policies_response.key?('policy_names') &&
policies_response.policy_names.count.positive?

policies_response.policy_names.each do |policy_name
puts " #{policy_name}"
end
else
puts ' None'
end

puts 'Access keys:'
access_keys_response = iam_client.list_access_keys(user_name: name)

if access_keys_response.key?('access_key_metadata') &&
access_keys_response.access_key_metadata.count.positive?

access_keys_response.access_key_metadata.each do |access_key|

puts " #{access_key.access_key_id}"
end
else
puts ' None'
end
end
else

puts 'No users found.'
end
rescue StandardError => e
puts "Error getting user details: #{e.message}"
end

# Full example call:

def run_me
iam_client = Aws::IAM::Client.new
puts 'Attempting to get details for available users...'
get_user_details(iam_client)
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end

run_me if $PROGRAM_NAME == __ FILE__

Z 2RI IAM AP RF LS

Ct= oAM= get_account_authorization_details HMEE AF& 3504 XY A Mol CHEt AFEXF SE2 7t

MZLch
CopyE& MEistod AEE 20| MEELICH

LICt.

on

get_admins.rb I+ Bt

Z= 1AM gem1t os gemE F 71511, Microsoft Windows0l|AM A&lst= B9 FXHE 0|5

ME AHSELICH

® Note
Ruby& AWS SDK H#& 20{= MH|AE Ho| gii& LT

require 'aws-sdk-iam' # v2: require 'aws-sdk'

require 'os

if 0S.windows?
Aws.use_bundled_cert!
end

Zelxh Hetol etE EHol Ae AEXRIX| oiF E EHst= HMEE BHELICH

def user_has_admin_policy(user, admin_access)
policies = user.user_policy_list

policies.each do |p]|
if p.policy_name == admin_access
return true
end
end

false
end

N
O
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def user_has_attached_policy(user, admin_access)
attached_policies = user.attached_managed_policies

attached_policies.each do |p]|
if p.policy_name == admin_access
return true
end
end

false
end

AERH &% OF0| 2e|Xt Heto| ZeHEl HHo| A=K 0{F & HEstE HAMEE BHSLCH

AERH &% OFo| 2E|Xt HeEto| AAE HHo| A=K {F E HEstE HAMEE BHSLCH

—_ =

def group_has_admin_policy(client, group, admin_access)
resp = client.list_group_policies(
group_name: group.group_name

)
resp.policy_names.each do |name
if name == admin_access
return true
end
end
false
end

AMERH A& OFO| 2E|RF HEPO| A=K {F E HESHE HAMEE BHELICH

def user_has_admin_from_group(client, user, admin_access)
resp = client.list_groups_for_user(
user_name: user.user_name

resp.groups.each do |group]|
has_admin_policy = group_has_admin_policy(client, group, admin_access)

AWS Identity and Access Management (IAM) 04| X|
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if has_admin_policy
return true
end

has_attached_policy = group_has_attached_policy(client, group, admin_access)
if has_attached_policy
return true
end
end

false
end

o|=
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def is_user_admin(client, user, admin_access)
has_admin_policy = user_has_admin_policy(user, admin_access)
if has_admin_policy
return true
end

has_attached_admin_policy = user_has_attached_policy(user, admin_access)
if has_attached_admin_policy

return true
end

has_admin_from_group = user_has_admin_from_group(client, user, admin_access)
if has_admin_from_group

return true
end

HOIX| ghetst= HIAMEE BHELICH

<code>
7|2 REI2 047|M AEELICEH AAERL =, #EIX} HEFO| JUE ALS AL+, ZE[RL HEHE MSstes E
Mg AlHS = EXAY 52 M St IAM 2E2H0|UEet HeE BHELICH
def get_admin_count(client, users, admin_access)
138
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num_admins = 0

users.each do |user|
is_admin = is_user_admin(client, user, admin_access)
if is_admin
puts user.user_name
num_admins += 1
end
end

num_admins
end

get_account_authorization_detailsE& S &350 HHo| ME HEE 7tMHD
user_detail 1istOllAM H|Zol CHEt AF2XALE 7HKAZLICE 71K E AI2AL £8 H & &0l

2tolstn
get_admin_countE& Z&350{ Bkt HEHO| U= AFER 8 7I1MHMH, O =8 FHFLICH

[e]]]

-

details = client.get_account_authorization_details(
filter: ['User']
)

users = details.user_detail_list

num_users += users.count

more_admins = get_admin_count(client, users, access_admin)
num_admins += more_admins

get_account_authorization_detailso| X Bl SEZE ME HEE 25 7IMX| 2 B2,
CtAl &350 #tE|Xt HEHO| U= AFE A7 B HRIX| BEHSHE otH S Bh= gL Ct.

<code>

otx|efe 2 grE|xt Heto| = AFS AT B2 HRIX| A LICH

more_users = details.is_truncated

while more_users

details = client.get_account_authorization_details(

filter: ['User’], marker: details.marker
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users = details.user_detail_list

num_users += users.count more_admins = get_admin_count(client, users, access_admin)
num_admins += more_admins

more_users = details.is_truncated

end

ol A ™A oA E ZZ=5HA AL, GitHub

M IAM AR R} FT}

CHS oMol M= & & REPLACE_MEZ us-west-2 E|X0M IAM A& X my_groovy_userE A4
St ALEREe| A IDE EAIRLICEH aiE OlF 2| AHEXt7t ol0] A2 HIAIXIZ EAIZ|ID M AFERE
7t e K| ek &L,

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX - License - Identifier: Apache - 2.0

require 'aws-sdk-iam'
Creates a user in AWS Identity and Access Management (IAM).

@param iam [Aws::IAM::Client] An initialized IAM client.
@param user_name [String] The name of the user.
@param initial_password [String] The initial password for the user.
@return [String] The ID of the user if the user was created, otherwise;
the string 'Error'.
@example
puts create_user(Aws::IAM::Client.new, 'my-user', 'my-!p@55w@rd!"')
def create_user(iam_client, user_name, initial_password)
response = iam_client.create_user(user_name: user_name)
iam_client.wait_until(:user_exists, user_name: user_name)
iam_client.create_login_profile(
password: initial_password,
password_reset_required: true,
user_name: user_name
)
return response.user.user_id
rescue Aws::IAM::Errors::EntityAlreadyExists

HOoH O HF OB O O O R
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puts "Error creating user '#{user_name}': user already exists.
return 'Error'
rescue StandardError => e
puts "Error creating user '#{user_name}': #{e.message}"
return 'Error'
end

# Full example call:

def run_me
user_name = 'my-user'
initial_password = 'my-!p@55w@rd!"’
iam_client = Aws::IAM::Client.new

puts "Attempting to create user '#{user_name}'..."
user_id = create_user(iam_client, user_name, initial_password)

if user_id == 'Error'
puts 'User not created.'
else

puts "User '#{user_name}' created with ID '#{user_id}' and initial " \
"sign-in password '#{initial_password}'."
end
end

run_me if $PROGRAM_NAME == __ FILE__

IAM AHS RFOf| CHEH AAIA 7| 44

CtZ MM E us-west-2 2ITQ| IAM AFE X} my_groovy_userE &t HAMlA 7|9 2ot 7|E T
={=|uy

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX - License - Identifier: Apache - 2.0

require 'aws-sdk-iam'
Creates an access key for a user in AWS Identity and Access Management (IAM).

Prerequisites:
- The user in IAM.

@param iam [Aws::IAM::Client] An initialized IAM client.
@param user_name [String] The name of the user.

H OH O O OB O
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# @example
# create_access_key(Aws::IAM::Client.new, 'my-user')
def create_access_key(iam, user_name)
response = iam.create_access_key(user_name: user_name)
access_key = response.access_key
puts 'Access key created:'

puts " Access key ID: #{access_key.access_key_id}"
puts " Secret access key: #{access_key.secret_access_key}"
puts 'Keep a record of this information in a secure location. ' \

'This will be the only time you will be able to view the ' \
'secret access key.'
rescue Aws::IAM::Errors::LimitExceeded
puts 'Error creating access key: limit exceeded. Cannot create any more. ' \
'To create more, delete an existing access key, and then try again.'
rescue StandardError => e
puts "Error creating access key: #{e.message}"
end

# Full example call:

def run_me
iam = Aws::IAM::Client.new
user_name = 'my-user'

puts 'Attempting to create an access key...'
create_access_key(iam, user_name)

end

run_me if $PROGRAM_NAME == _ FILE__

IAM A2 Xlof| 22| &4&H 7}

CHS oMol MHE us-west-2 2IT12] IAM AL A} my_groovy_userf A 22& &Y
AmazonS3FullAccessE& F7tgLC.

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX - License - Identifier: Apache - 2.0

require 'aws-sdk-iam'

# Attaches a policy to a user in AWS Identity and Access Management (IAM).
#

# Prerequisites:

# - The user in IAM.
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@param iam [Aws::IAM::Client] An initialized IAM client.
@param user_name [String] The name of the user.
@param policy_arn [String] The Amazon Resource Name (ARN) of the policy.
@return [Boolean] true if the policy was attached; otherwise, false.
@example
exit 1 unless alias_created?(
Aws::IAM::Client.new,
'my-user’,
'arn:aws:iam: :aws:policy/AmazonS3FullAccess'

HOoH HF O OB O O OH OB OB H

)
def policy_attached_to_user?(iam_client, user_name, policy_azrn)
iam_client.attach_user_policy(
user_name: user_name,
policy_arn: policy_azrn
)
return true
rescue StandardError => e
puts "Error attaching policy to user: #{e.message}"
return false
end

# Full example call:
def run_me
user_name = 'my-user'
arn_prefix = 'arn:aws:iam::aws:policy/'
policy_arn = arn_prefix + 'AmazonS3FullAccess'
Aws::IAM::Client.new

jam_client

puts "Attempting to attach policy with ARN '#{policy_arn}' to " \
"user '#{user_namel}'..."

if policy_attached_to_user?(iam_client, user_name, policy_arn)
puts 'Policy attached.'

else
puts 'Policy not attached.'
end
end
run_me if $PROGRAM_NAME == _ FILE_
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IAM 4 4

Ct= oMol M= Amazon EC27t us-west-2 2|70{ M Amazon S3 2! Amazon DynamoDBOi| Al A

& 4+ Q== my_groovy_role A& MAEL|CH.

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX - License - Identifier: Apache - 2.0

require 'aws-sdk-iam'
Creates a role in AWS Access and Identity Management (IAM).

@param iam_client [Aws::IAM::Client] An initialized IAM client.
@param role_name [String] A name for the role.
@param assume_role_policy_document [String]
@param policy_arns [Array] An array of type String representing
Amazon Resource Names (ARNs) corresponding to available
IAM managed policies.
@return [String] The ARN of the new role; otherwise, the string 'Error'.
@example
puts create_role(
Aws: :IAM::Client.new,
'my-ec2-s3-dynamodb-full-access-role',
{
Version: '2012-10-17',
Statement: [

{
Effect: 'Allow',
Principal: {
Service: 'ec2.amazonaws.com'
1,
Action: 'sts:AssumeRole'
}
]
1,
[
'arn:aws:iam: :aws:policy/AmazonS3FullAccess',
'arn:aws:iam: :aws:policy/AmazonDynamoDBFullAccess'
]

#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#

)

def create_role(
iam_client,
role_name,
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assume_role_policy_document,
policy_azrns

iam_client.create_role(
role_name: role_name,
assume_role_policy_document: assume_role_policy_document.to_json
)
policy_arns.each do |policy_arn]|
iam_client.attach_role_policy(
policy_arn: policy_arn,
role_name: role_name,
)
end
return iam_client.get_role(role_name: role_name).role.arn
rescue StandardError => e
puts "Error creating role: #{e.messagel}"
return 'Error'
end

# Full example call:
def run_me
role_name = 'my-ec2-s3-dynamodb-full-access-role'

# Allow the role to trust Amazon Elastic Compute Cloud (Amazon EC2)
# within the AWS account.
assume_role_policy_document = {
Version: '2012-10-17',
Statement: [
{
Effect: 'Allow’,
Principal: {
Service: 'ec2.amazonaws.com'

}I

Action: 'sts:AssumeRole'

# Allow the role to take all actions within
# Amazon Simple Storage Service (Amazon S3)
# and Amazon DynamoDB across the AWS account.
policy_arns = [
'arn:aws:iam: :aws:policy/AmazonS3FullAccess’,
'arn:aws:iam: :aws:policy/AmazonDynamoDBFullAccess'
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jam_client Aws: :IAM: :Client.new

puts "Attempting to create the role named '#{role_name}'...

create_role(
iam_client,

role_arn

role_name,
assume_role_policy_document,
policy_azrns

)
if role_arn == 'Error'
puts 'Could not create role.'
else
puts "Role created with ARN '#{role_arn}'."
end
end

run_me if $PROGRAM_NAME == __ FILE__
IAM AFE X 22|
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4. Aws::IAM::Client#delete_userE AF& 35104 A XIS ATX|IEFLICEH
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oA ZEE AM™SHY| Mol chg Aol 2k Ruby& AWS SDKE M x|t F4d5HoF gLCt.

+ Ruby& AWS SDK M X

« Ruby& AWS SDK M%i5}7|

AWS Identity and Access Management (IAM) O/ X| 146



https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/sdkforruby/api/Aws/IAM/Client.html#list_users-instance_method
https://docs.aws.amazon.com/sdkforruby/api/Aws/IAM/Client.html#create_user-instance_method
https://docs.aws.amazon.com/sdkforruby/api/Aws/IAM/Client.html#update_user-instance_method
https://docs.aws.amazon.com/sdkforruby/api/Aws/IAM/Client.html#delete_user-instance_method

AWS FH|& SDK

JHeER 7Hol=

of

H R

H OH O O R

Copyright Amazon.com, Inc.

SPDX - License - Identifier: Apache - 2.0

The following code example shows how to to:

1.

2
3.
4

Get a list of user names in AWS Identity and Access Management (IAM).

Create a user.
Update the user's name.
Delete the user.

require 'aws-sdk-iam'

#
#
#
#
#
#

Gets a list of available user names in
AWS Identity and Access Management (IAM).

@param iam_client [Aws::IAM::Client] An initialized IAM client.

@example

list_user_names(Aws::IAM::Client.new)

def list_user_names(iam_client)
response = iam_client.list_users
if response.key?('users') && response.users.count.positive?

#
#
#
#
#
#
#

response.users.each do |user|
puts user.user_name
end

else

puts 'No users found.'

end

rescue StandardError => e

puts "Error listing user names: #{e.message}"
end

or its affiliates. All Rights Reserved.

Creates a user in AWS Identity and Access Management (IAM).

@param iam_client [Aws::IAM::Client] An initialized IAM client.

@param user_name [String] The name of the new user.

@return [Boolean] true if the user was created; otherwise, false.

@example

exit 1 unless user_created?(Aws::IAM::Client.new,

def user_created?(iam_client, user_name)
iam_client.create_user(user_name: user_name)

return true
rescue Aws::IAM::Errors::EntityAlreadyExists

puts "Error creating user: user '#{user_name}' already exists."

'my-user')
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return false

rescue StandardError => e
puts "Error creating user: #{e.message}"
return false

end

# Changes the name of a user in AWS Identity and Access Management (IAM).
#

# Prerequisites:

# - The user in IAM.

#

# @param iam_client [Aws::IAM::Client] An initialized IAM client.
# @param user_current_name [String] The current name of the user.
# @param user_new_name [String] The new name for the user.

# @return [Boolean] true if the name of the user was changed;

# otherwise, false.

# @example

# exit 1 unless user_name_changed?(

# Aws: :IAM: :Client.new,

# 'my-user’,

# 'my-changed-user'

# )

def user_name_changed?(iam_client, user_current_name, user_new_name)
iam_client.update_usexr(
user_name: user_current_name,
new_user_name: user_new_name
)
return true
rescue StandardError => e
puts "Error updating user name: #{e.message}"
return false

end

# Deletes a user in AWS Identity and Access Management (IAM).

#

# Prerequisites:

# - The user in IAM.

#

# @param iam_client [Aws::IAM::Client] An initialized IAM client.
# @param user_name [String] The name of the user.

# @return [Boolean] true if the user was deleted; otherwise, false.
# @example

# exit 1 unless user_deleted?(Aws::IAM::Client.new, 'my-user')

def user_deleted?(iam_client, user_name)
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iam_client.delete_user(user_name: user_name)
return true

rescue StandardError => e
puts "Error deleting user: #{e.messagel}"
return false

end

# Full example call:

def run_me
user_name = 'my-user'
user_changed_name = 'my-changed-user'
delete_user = true
iam_client = Aws::IAM::Client.new

puts "Initial user names are:\n\n"
list_user_names(iam_client)

puts "\nAttempting to create user '#{user_name}'...

if user_created?(iam_client, user_name)
puts 'User created.'

else
puts 'Could not create user. Stopping program.'
exit 1

end

puts "User names now are:\n\n"
list_user_names(iam_client)

puts "\nAttempting to change the name of the user '#{user_namel}' " \
"to '#{user_changed_name}'..."

if user_name_changed?(iam_client, user_name, user_changed_name)
puts 'User name changed.'
puts "User names now are:\n\n"
list_user_names(iam_client)

if delete_user
# Delete user with changed name.
puts "\nAttempting to delete user '#{user_changed_name}'..."

if user_deleted?(iam_client, user_changed_name)
puts 'User deleted.'
else
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puts 'Could not delete user. You must delete the user yourself.'
end

puts "User names now are:\n\n"
list_user_names(iam_client)
end
else
puts 'Could not change user name.'
puts "User names now are:\n\n"
list_user_names(iam_client)

if delete_user
# Delete user with initial name.
puts "\nAttempting to delete user '#{user_name}'..."

if user_deleted?(iam_client, user_name)

puts 'User deleted.'
else

puts 'Could not delete user. You must delete the user yourself.'
end

puts "User names now are:\n\n"
list_user_names(iam_client)
end
end
end

run_me if $PROGRAM_NAME == _ FILE__
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# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX - License - Identifier: Apache - 2.0
# The following code example shows how to:
# 1. Create a policy in AWS Identity and Access Management (IAM).
# 2. Attach the policy to a role.
# 3. List the policies that are attached to the role.
# 4. Detach the policy from the role.

require 'aws-sdk-iam'

Creates a policy in AWS Identity and Access Management (IAM).

@param iam_client [Aws::IAM::Client] An initialized IAM client.
@param policy_name [String] A name for the policy.
@param policy_document [Hash] The policy definition.
@return [String] The new policy's Amazon Resource Name (ARN);
otherwise, the string 'Error'.
@example
puts create_policy(
Aws::IAM::Client.new,

'my-policy’',
{
'Version': '2012-10-17',
'Statement': [
{
'Effect': 'Allow’,
"Action': 's3:ListAllMyBuckets',
'Resource': 'arn:aws:s3:::*'
}
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# )
def create_policy(iam_client, policy_name, policy_document)
response = iam_client.create_policy(
policy_name: policy_name,
policy_document: policy_document.to_json
)
return response.policy.azrn
rescue StandardError => e
puts "Error creating policy: #{e.message}"
return 'Error'

end

# Attaches a policy to a role in AWS Identity and Access Management (IAM).
#

# Prerequisites:

# - An existing role.

#

# @param iam_client [Aws::IAM::Client] An initialized IAM client.

# @param role_name [String] The name of the role to attach the policy to.
# @param policy_arn [String] The policy's Amazon Resource Name (ARN).

# @return [Boolean] True if the policy was attached to the role;

# otherwise, false.

# @example

# exit 1 unless policy_attached_to_role?(

# Aws: :IAM: :Client.new,

# 'my-role’,

# 'arn:aws:iam::111111111111:policy/my-policy’

# )

def policy_attached_to_role?(iam_client, role_name, policy_arn)
iam_client.attach_role_policy(role_name: role_name, policy_arn: policy_azrn)
return true

rescue StandardError => e
puts "Error attaching policy to role: #{e.messagel}"
return false

end

Displays a list of policy Amazon Resource Names (ARNs) that are attached to a
role in AWS Identity and Access Management (IAM).

Prerequisites:
- An existing role.

@param iam_client [Aws::IAM::Client] An initialized IAM client.
@param role_name [String] The name of the role.
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# @example
#  list_policy_arns_attached_to_role(Aws::IAM::Client.new, 'my-role')
def list_policy_arns_attached_to_role(iam_client, role_name)
response = iam_client.list_attached_role_policies(role_name: role_name)
if response.key?('attached_policies') && response.attached_policies.count.positive?
response.attached_policies.each do |attached_policy|

puts " #{attached_policy.policy_arn}"
end
else
puts 'No policies attached to role.'
end

rescue StandardError => e
puts "Error checking for policies attached to role: #{e.message}"
end

Detaches a policy from a role in AWS Identity and Access Management (IAM).

Prerequisites:
- An existing role with an attached policy.

#
#
#
#
#
# @param iam_client [Aws::IAM::Client] An initialized IAM client.
# @param role_name [String] The name of the role to detach the policy from.
# @param policy_arn [String] The policy's Amazon Resource Name (ARN).
# @return [Boolean] True if the policy was detached from the role;
# otherwise, false.
# @example
# exit 1 unless policy_detached_from_role?(
# Aws::IAM::Client.new,
# 'my-role’,
# 'arn:aws:iam::111111111111:policy/my-policy’
# )
def policy_detached_from_role?(iam_client, role_name, policy_arn)
iam_client.detach_role_policy(role_name: role_name, policy_arn: policy_arn)
return true
rescue StandardError => e
puts "Error detaching policy from role: #{e.message}"
return false
end

# Full example call:

def run_me
role_name = 'my-role'
policy_name = 'my-policy'
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# Allows the caller to get a list of all buckets in
# Amazon Simple Storage Service (Amazon S3) that are owned by the caller.
policy_document = {

'Version': '2012-10-17',

'Statement': [

{
'Effect': 'Allow’',
'"Action': 's3:ListAllMyBuckets',
'Resource': 'arn:aws:s3:::*'

}

detach_policy_from_role = true

iam_client = Aws::IAM::Client.new

puts "Attempting to create policy '#{policy_name}'..."

policy_arn = create_policy(iam_client, policy_name, policy_document)

if policy_arn == 'Error'
puts 'Could not create policy. Stopping program.'
exit 1

else
puts 'Policy created.'

end

puts "Attempting to attach policy '#{policy_name}' " \
"to role '#{role_name}'..."

if policy_attached_to_role?(iam_client, role_name, policy_azrn)
puts 'Policy attached.'

else
puts 'Could not attach policy to role.'
detach_policy_from_role = false

end

puts "Policy ARNs attached to role '#{role_name}':"

list_policy_arns_attached_to_role(iam_client, role_name)

if detach_policy_from_role
puts "Attempting to detach policy '#{policy_name}' " \

"from role '#{role_name}'..."

if policy_detached_from_role?(iam_client, role_name, policy_arn)
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puts 'Policy detached.'

else
puts 'Could not detach policy from role. You must detach it yourself.'
end
end
end
run_me if $PROGRAM_NAME == __ FILE__
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This code example demonstrates how to:

1. List access keys for a user in AWS Identity and Access Management (IAM).

Create an access key for a user.

Determine when a user's access keys were last used.
Deactivate an access key for a user.

Delete an access key for a user.

require 'aws-sdk-iam'

#
#
#
#
#
#
#
#
#
#

Lists information about access keys for a user in
AWS Identity and Access Management (IAM).

Prerequisites:
- The user in IAM.

@param iam [Aws::IAM::Client] An initialized IAM client.
@param user_name [String] The name of the user.
@example

puts list_access_keys(Aws::IAM::Client.new, 'my-user')

def list_access_keys(iam, user_name)

response = iam.list_access_keys(user_name: user_name)

if response.access_key_metadata.count.positive?
puts 'Access key IDs:'
response.access_key_metadata.each do |key_metadata]
puts " #{key_metadata.access_key_id}"
end
else
puts "No access keys found for user '#{user_name}'.
end

rescue Aws::IAM::Errors::NoSuchEntity

puts "Error listing access keys: cannot find user '#{user_name}'."

exit 1

rescue StandardError => e

puts "Error listing access keys: #{e.message}"

end

# Creates an access key for a user in AWS Identity and Access Management (IAM).

#
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Prerequisites:
- The user in IAM.

@param iam [Aws::IAM::Client] An initialized IAM client.

@param user_name [String] The name of the user.

@return [Aws::IAM::Types::AccessKey] Information about the new access key;
otherwise, the string 'Error'.

@example
puts create_access_key(Aws::IAM::Client.new, 'my-user')

def create_access_key(iam, user_name)

response = iam.create_access_key(user_name: user_name)
access_key = response.access_key

puts 'Access key created:'

puts " Access key ID: #{access_key.access_key_id}"

puts Secret access key: #{access_key.secret_access_key}"

puts 'Keep a record of this information in a secure location. ' \
'This will be the only time you will be able to view the ' \
'secret access key.'

return access_key

rescue Aws::IAM::Errors::LimitExceeded

puts 'Error creating access key: limit exceeded. Cannot create any more. ' \

'To create more, delete an existing access key, and then try again.'
return 'Error'

rescue StandardError => e

puts "Error creating access key: #{e.message}"
return 'Error'

end

# Lists information about when access keys for a user in
# AWS Identity and Access Management (IAM) were last used.
#

# Prerequisites:

# - The user in IAM.

#

# @param iam [Aws::IAM::Client] An initialized IAM client.
# @param user_name [String] The name of the user.

# @example

# puts access_keys_last_used(Aws::IAM::Client.new, 'my-user')

def access_keys_last_used(iam, user_name)

response = iam.list_access_keys(user_name: user_name)

response.access_key_metadata.each do |key_metadata]

last_used = iam.get_access_key_last_used(access_key_id: key_metadata.access_key_id)

if last_used.access_key_last_used.last_used_date.nil?
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puts " Key '#{key_metadata.access_key_id}' not used or date undetermined."
else
puts " Key '#{key_metadata.access_key_id}' last used on " \
"#{last_used.access_key_last_used.last_used_date}"
end
end
rescue StandardError => e
puts "Error determining when access keys were last used: #{e.message}"
end

# Deactivates an access key in AWS Identity and Access Management (IAM).
#

# Prerequisites:

# - A user in IAM.

# - An access key for that user.

#

# @param iam [Aws::IAM::Client] An initialized IAM client.
# @param user_name [String] The name of the user.

# @param access_key_id [String] The ID of the access key.

# @return [Boolean] true if the access key was deactivated;
# otherwise, false.

# @example

# exit 1 unless access_key_deactivated?(

# Aws::IAM::Client.new,

# 'my-user’,

# 'AKTIATOSFODNN7EXAMPLE'

#

)
def access_key_deactivated?(iam, user_name, access_key_id)
iam.update_access_key(
user_name: user_name,
access_key_id: access_key_id,
status: 'Inactive'
)
return true
rescue StandardError => e
puts "Error deactivating access key: #{e.messagel}"
return false
end

Deletes an access key in AWS Identity and Access Management (IAM).
Prerequisites:

- A user in IAM.
- An access key for that user.

H OH O O H
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#

# @param iam [Aws::IAM::Client] An initialized IAM client.
# @param user_name [String] The name of the user.

# @param access_key_id [String] The ID of the access key.
# @return [Boolean] true if the access key was deleted;

# otherwise, false.

# @example

# exit 1 unless access_key_deleted?(

# Aws: :IAM: :Client.new,

# 'my-user’,

# 'AKIAIOSFODNN7EXAMPLE'

#

)
def access_key_deleted?(iam, user_name, access_key_id)
iam.delete_access_key(
user_name: user_name,
access_key_id: access_key_id
)
return true
rescue StandardError => e
puts "Error deleting access key: #{e.message}"
return false
end

# Full example call:

def run_me
iam = Aws::IAM::Client.new
user_name = 'my-user'
create_key
delete_key

true # Set to false to not create a new access key.
true # Set to false to not delete any generated access key.

puts "Access keys for user '#{user_name}' before attempting to create an " \
'additional access key for the user:'
list_access_keys(iam, user_name)

access_key =

if create_key
puts 'Attempting to create an additional access key...'
access_key = create_access_key(iam, user_name)

if access_key == 'Error'
puts 'Additional access key not created. Stopping program.'
exit 1

end
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puts 'Additional access key created. Access keys for user now are:'
list_access_keys(iam, user_name)
end

puts 'Determining when current access keys were last used...'
access_keys_last_used(iam, user_name)

if create_key && delete_key
puts 'Attempting to deactivate additional access key...'

if access_key_deactivated?(iam, user_name, access_key.access_key_id)
puts 'Access key deactivated. Access keys for user now are:'
list_access_keys(iam, user_name)

else
puts 'Access key not deactivated. Stopping program.'
puts 'You will need to delete the access key yourself.'

end

puts 'Attempting to delete additional access key...'

if access_key_deleted?(iam, user_name, access_key.access_key_id)
puts 'Access key deleted. Access keys for user now are:'
list_access_keys(iam, user_name)

else
puts 'Access key not deleted. You will need to delete the ' \

'access key yourself.'
end
end
end

run_me if $PROGRAM_NAME == _ FILE__
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# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX - License - Identifier: Apache - 2.0
# The following code example shows how to:
# 1. Update a server certificate in AWS Identity and Access Management (IAM).
# 2. List the names of available server certificates.
# 3. Delete a server certificate.

require 'aws-sdk-iam'

Gets a list of available server certificate names in
AWS Identity and Access Management (IAM).

@param iam_client [Aws::IAM::Client] An initialized IAM client.
@example
list_server_certificate_names(Aws::IAM::Client.new)
def list_server_certificate_names(iam_client)
response = iam_client.list_server_certificates
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if response.key?('server_certificate_metadata_list') &&
response.server_certificate_metadata_list.count.positive?
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response.server_certificate_metadata_list.each do |certificate_metadata]
puts certificate_metadata.server_certificate_name
end
else
puts 'No server certificates found. Stopping program.'
exit 1
end
rescue StandardError => e
puts "Error getting server certificate names: #{e.messagel}"
end

Changes the name of a server certificate in
AWS Identity and Access Management (IAM).

Prerequisites:

- The server certificate in IAM.

@param iam_client [Aws::IAM::Client] An initialized IAM client.
@param server_certificate_current_name [String] The current name of
the server certificate.
@param server_certificate_new_name [String] The new name for the
the server certificate.
@return [Boolean] true if the name of the server certificate
was changed; otherwise, false.
@example
exit 1 unless server_certificate_name_changed?(
Aws: :IAM: :Client.new,
'my-server-certificate’,
'my-changed-server-certificate'
)
def server_certificate_name_changed?(
iam_client,
server_certificate_current_name,
server_certificate_new_name

HOoH OHF OHF OH OHF O H OH OH O OB OH O O OH OH K H R

iam_client.update_server_certificate(
server_certificate_name: server_certificate_current_name,
new_server_certificate_name: server_certificate_new_name
)
return true
rescue StandardError => e
puts "Error updating server certificate name: #{e.messagel}"
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return false
end

Deletes a server certificate in
AWS Identity and Access Management (IAM).

Prerequisites:

- The server certificate in IAM.

@param iam_client [Aws::IAM::Client] An initialized IAM client.
@param server_certificate_name [String] The name of the server certificate.
@return [Boolean] true if the server certificate was deleted;
otherwise, false.
@example
exit 1 unless server certificate_deleted?(
Aws: :IAM: :Client.new,
'my-server-certificate’
)
def server_certificate_deleted?(iam_client, server_certificate_name)
iam_client.delete_server_certificate(
server_certificate_name: server_certificate_name
)

return true
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rescue StandardError => e
puts "Error deleting server certificate: #{e.message}"
return false

end

# Full example call:

def run_me
server_certificate_name = 'my-server-certificate'
server_certificate_changed_name = 'my-changed-server-certificate'
delete_server_certificate = true
iam_client = Aws::IAM::Client.new

puts "Initial server certificate names are:\n\n"
list_server_certificate_names(iam_client)

puts "\nAttempting to change name of server certificate " \
" '#{server_certificate_namel}' " \

"to '#{server_certificate_changed_name}'..."

if server_certificate_name_changed?(
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iam_client,
server_certificate_name,
server_certificate_changed_name

puts 'Server certificate name changed.'
puts "Server certificate names now are:\n\n"
list_server_certificate_names(iam_client)

if delete_server_certificate

# Delete server certificate with changed name.

puts "\nAttempting to delete server certificate " \
"'"#{server_certificate_changed_name}'..."

if server_certificate_deleted?(iam_client, server_certificate_changed_name)
puts 'Server certificate deleted.'
else
puts 'Could not delete server certificate. You must delete it yourself.'
end

puts "Server certificate names now are:\n\n"
list_server_certificate_names(iam_client)

end

else

puts 'Could not change server certificate name.'
puts "Server certificate names now are:\n\n"
list_server_certificate_names(iam_client)

if delete_server_certificate

# Delete server certificate with initial name.

puts "\nAttempting to delete server certificate '#{server_certificate_namel}'...

if server_certificate_deleted?(iam_client, server_certificate_name)

puts 'Server certificate deleted.'
else

puts 'Could not delete server certificate. You must delete it yourself.'
end

puts "Server certificate names now are:\n\n"
list_server_certificate_names(iam_client)

end

end
end
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run_me if $PROGRAM_NAME == __ FILE__
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# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX - License - Identifier: Apache - 2.0
# The following code example shows how to:
# 1. List available AWS account aliases.
# 2. Create an account alias.
# 3. Delete an account alias.

require 'aws-sdk-iam'

# Lists available AWS account aliases.
#
# @param iam [Aws::IAM::Client] An initialized IAM client.
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# @example
#  puts list_aliases(Aws::IAM::Client.new)
def list_aliases(iam)

response = iam.list_account_aliases

if response.account_aliases.count.positive?
response.account_aliases.each do |account_alias|

puts " #{account_alias}"
end
else
puts 'No account aliases found.'

end
rescue StandardError => e

puts "Error listing account aliases: #{e.messagel}"
end

Creates an AWS account alias.

#
#
# @param iam [Aws::IAM::Client] An initialized IAM client.

# @param account_alias [String] The name of the account alias to create.
#

#

#

@return [Boolean] true if the account alias was created; otherwise, false.

@example
exit 1 unless alias_created?(Aws::IAM::Client.new, 'my-account-alias')

def alias_created?(iam, account_alias)

iam.create_account_alias(account_alias: account_alias)

return true
rescue StandardError => e

puts "Error creating account alias: #{e.messagel}"

return false
end

Deletes an AWS account alias.

@param iam [Aws::IAM::Client] An initialized IAM client.
@param account_alias [String] The name of the account alias to delete.

@example

exit 1 unless alias_deleted?(Aws::IAM::Client.new, 'my-account-alias')
def alias_deleted?(iam, account_alias)
iam.delete_account_alias(account_alias: account_alias)

HOoH O O B B

return true

rescue StandardError => e
puts "Error deleting account alias: #{e.message}"
return false

@return [Boolean] true if the account alias was deleted; otherwise, false.

AWS Identity and Access Management (IAM) 04| X|

166



AWS FH|& SDK THLRE 7H0|=

end

# Full example call:
def run_me
iam = Aws::IAM::Client.new
account_alias = 'my-account-alias'
create_alias = true # Change to false to not generate an account alias.
delete_alias = true # Change to false to not delete any generated account alias.

puts 'Account aliases are:'
list_aliases(iam)

if create_alias
puts 'Attempting to create account alias...'
if alias_created?(iam, account_alias)
puts 'Account alias created. Account aliases now are:'
list_aliases(iam)
else
puts 'Account alias not created. Stopping program.'
exit 1
end
end

if create_alias && delete_alias
puts 'Attempting to delete account alias...'
if alias_deleted?(iam, account_alias)
puts 'Account alias deleted. Account aliases now are:'
list_aliases(iam)
else
puts 'Account alias not deleted. You will need to delete ' \
'the alias yourself.'
end
end
end

run_me if $PROGRAM_NAME == _ FILE__
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require "aws-sdk-kms" # v2: require 'aws-sdk'

# Create a AWS KMS key.

# As long we are only encrypting small amounts of data (4 KiB or less) directly,
# a KMS key is fine for our purposes.

# For larger amounts of data,

# use the KMS key to encrypt a data encryption key (DEK).

client = Aws::KMS::Client.new

resp = client.create_key({
tags: [
{
tag_key: "CreatedBy",
tag_value: "ExampleUser"
}
]
)

puts resp.key_metadata.key_id
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AWS KMS 0f|A| 168


https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/KMS/Client.html#create_key-instance_method
https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateKey.html
https://github.com/awsdocs/aws-doc-sdk-examples/blob/main/ruby/example_code/kms/create_key.rb

AWS FH|& SDK THLRE 7H0|=

ol A C|O|E & &3t AWS KMS

CIS Mo E 2531 2dE F345t= AWS SDK for Ruby &t 33 HIMEE AL835lo EXIS
“1234567890"2 Y= 3HEILICE oAlo] L2 A2 AU EE 45 35E BLOBL| 17| 78 T L
Ct.

require "aws-sdk-kms" # v2: require 'aws-sdk'

# ARN of the AWS KMS key.
#
# Replace the fictitious key ARN with a valid key ID

keyId = "arn:aws:kms:us-west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
text = "1234567890"
client = Aws::KMS::Client.new(region: "us-west-2")
resp = client.encrypt({
key_id: keyId,
plaintext: text,
1)
# Display a readable version of the resulting encrypted blob.

puts "Blob:"
puts resp.ciphertext_blob.unpack("H*")
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require "aws-sdk-kms" # v2: require 'aws-sdk'
# Decrypted blob
blob =

"01020200785d68faeec386af1057904926253051eb2919d3c16078badf65b808b26dd057c101747cadf3593596e0¢
blob_packed = [blob].pack("H*")
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client = Aws::KMS::Client.new(region: "us-west-2")

resp = client.decrypt({
ciphertext_blob: blob_packed
1)

puts "Raw text: "
puts resp.plaintext
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require "aws-sdk-kms" # v2: require 'aws-sdk'
# Human-readable version of the ciphertext of the data to reencrypt.

blob =
"01020200785d68faeec386af1057904926253051eb2919d3c16078badf65b808b26dd057c101747cadf3593596e0¢
sourceCiphertextBlob = [blob].pack("H*")

# Replace the fictitious key ARN with a valid key ID

destinationKeyId = "arn:aws:kms:us-west-2:111122223333:key/0987dcba-09fe-87dc-65ba-
ab0987654321"

client = Aws::KMS::Client.new(region: "us-west-2")

resp = client.re_encrypt({
ciphertext_blob: sourceCiphertextBlob,
destination_key_id: destinationKeyId

1

# Display a readable version of the resulting re-encrypted blob.
puts "Blob:"
puts resp.ciphertext_blob.unpack("H*")
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/main/ruby/example_code/kms/decrypt_data.rb
https://docs.aws.amazon.com/kms/latest/APIReference/API_ReEncrypt.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/KMS/Client.html#re_encrypt-instance_method

AWS FH|& SDK THLRE 7H0|=

A oM E & ZSHU AL, GitHub

AWS Lambda Ruby& AWS SDKE AI23t= 0l Al

AWS Lambda (Lambda) = 22t E0MH T EE CHAl A-dsts Wl 2 JHLXE 28 ME el
AFE ESHECZ AWS MEstE 74 22 E MBS ELICH CHS oM E AF&3H0{ AWS Ruby& SDK
ME735104 Lambdaoi HMAE £ Q&LICH Lambdaoi CHEF XEAIEH LI 2 AWS Lambda AEME
XIMR.

l]>|I

|

« B E Lambda & =0 CHst HE EA|
Ad

e Lambda &4 MM
« Lambda & AlEH
o« AZ2IS HIE 2 | gmbda &+ 74

2= Lambda & 404 CHEF E EA|
CHS oMM E us-west-2 2|F0] QI= 2= Lambda & 42| 0|, ARN 4! d&t2 E A|gfL|C}.

Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.
This file is licensed under the Apache License, Version 2.0 (the "License").
You may not use this file except in compliance with the License. A copy of the
License is located at

http://aws.amazon.com/apache2.0/

This file is distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS
OF ANY KIND, either express or implied. See the License for the specific

HOH OHF O OB O OHF OB OB B H

language governing permissions and limitations under the License.

require 'aws-sdk-lambda' # v2: require 'aws-sdk'

client = Aws::Lambda::Client.new(region: 'us-west-2')

client.list_functions.functions.each do |function]|

puts 'Name: ' + function.function_name
puts 'ARN: ' + function.function_azrn
puts 'Role: ' + function.role

puts

AWS Lambda 04|A| 171


https://github.com/awsdocs/aws-doc-sdk-examples/blob/main/ruby/example_code/kms/re_encrypt_data.rb
https://aws.amazon.com/documentation/lambda/
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end

CHZ oMol M= ofel 2t AFE 310 us-west-2 EIF0l my-notification-functionO|2t=
Lambda &f =& 4-dELct.

« 9% ARN: my-resource-arn. CHE 22| A< 0| &d&toi CHE Aol AWS LambdaExecute 2|
& HRBE AZZSHoF gLC.

o &4 TIH: my-package.my-class

- A& AlZh: java8

« &%= 0t my-zip-file.zip

« HHZ: my-notification-bucket

e 7l:my-zip-file

Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.

This file is licensed under the Apache License, Version 2.0 (the "License").
You may not use this file except in compliance with the License. A copy of the
License is located at

http://aws.amazon.com/apache2.0/
This file is distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS

OF ANY KIND, either express or implied. See the License for the specific
language governing permissions and limitations under the License.

HOoH HF O OB O O OH OB OB H

require 'aws-sdk-lambda' # v2: require 'aws-sdk'
client = Aws::Lambda::Client.new(region: 'us-west-2')
args = {}

args[:role] = 'my-resource-arn'

args[:function_name] = 'my-notification-function'

args[:handler] = 'my-package.my-class'

# Also accepts nodejs, nodejs4.3, and python2.7
args[:runtime] = 'java8'

code = {}

AWS Lambda 04| A| 172



AWS FH|& SDK THLRE 7H0|=

code[:zip_file] = 'my-zip-file.zip'
code[:s3_bucket] = 'my-notification-bucket'
code[:s3_key] = 'my-zip-file'

args[:code] = code

client.create_function(args)

Lambda &£ AlSH

CHS Mol M= us-west-2 EIT0I A MyGetitemsFunctionO|2t= Lambda &8 A ELICH
O| == ClOIE{HIO|ANM &5 S5 EratEfLich 22 JSON2 ChZat Z &Lt

{
"SortBy": "name|time",
"SortOrder": "ascending|descending",
"Number": 50

}

o17|M Z & =52 ot &Lt
+ SortBy= ZAnt HHEE et 7|2 LIt oAM= timeE AAE et Ol gHEtE E 50| Oo|
E{H|o|A0| =7HE =xciz > Eth= olo| oot

o
. SortOrder= M &MULICH oMo ME descendingS AH25H=0, Ol 7HE 2|2 &=0| =

=
« Numbere AME =0 %|CH
= &= 10718 7tM_Cche S2lLot.

£2 JSON2 =21t Z &Lt

« STATUS-CODEE= HTTP #El ZE0|0, 2002 S £0| 43332 2lO0FLICt.
« RESULTE E3} Z1lZ2, success EE= failure®L|Ct.
« ERRORE result7} failure L 257 MIA|X|0|mH,

* DATA7} result? B2 successc ghetEl Znto| Hido|n, 1 8+ ol AL 0= nilL|CH.

"statusCode": "STATUS-CODE",
"body": {
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"result": "RESULT",
"error": "ERROR",
"data": "DATA"

 aws-sdkLambda & +& ZZ3dt= Ol Ar&35t= Ruby@ AWS SDK 22 E=§LCt
« json2 23 U SH HOo|ZE=E nt&st 7L nt&2lE sHAIStE Ol ALE5lE JSON EE8 EE

* ost Microsoft Windows0|A{ Ruby OHE Z|71|0|ME AiE = JU=X| &Qlst= Ol AF8st= 0S &2
E2 ECELICH COHE 2F AN E AI8ste 42 T E2 MHE = JU&LICh

« O CIS Lambda &+ & Mo 2 S &£5t= O] AFR 5}
C| I

it

Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.

This file is licensed under the Apache License, Version 2.0 (the "License").
You may not use this file except in compliance with the License. A copy of the
License is located at

http://aws.amazon.com/apache2.0/
This file is distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS

OF ANY KIND, either express or implied. See the License for the specific
language governing permissions and limitations under the License.
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require 'aws-sdk-lambda' # v2: require 'aws-sdk'
require 'json'

# To run on Windows:
require '
if 0S.windows?

Aws.use_bundled_cert!
end

(015

client = Aws::Lambda::Client.new(region: 'us-west-2')

AWS Lambda 04| A| 174



AWS FH|& SDK THLRE 7H0|=

# Get the 10 most recent items
req_payload = {:SortBy => 'time', :SortOrder => 'descending', :NumberToGet => 10}
payload = JSON.generate(req_payload)

resp = client.invoke({
function_name: 'MyGetItemsFunction',
invocation_type: 'RequestResponse’,
log_type: 'None',
payload: payload
b

resp_payload = JSON.parse(resp.payload.string) # , symbolize_names: true)

# If the status code is 200, the call succeeded
if resp_payload["statusCode"] == 200
# If the result is success, we got our items
if resp_payload["body"]["result"] == "success"
# Print out items
resp_payload["body"]["data"].each do |item|
puts item
end
end
end

ol A ™Al | XIE 2= 5HAAIL. GitHub

o=l
= =

fjo

HFEE ambda &% +4

CtZ Mol AM= ARN my-resource-arn2 AFE5t0] 2|AAMM SIS HE T us-west-2 2™
olM my-notification-functionO|2t= Lambda &8 FA4&FLICH

Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.

This file is licensed under the Apache License, Version 2.0 (the "License").
You may not use this file except in compliance with the License. A copy of the
License is located at

http://aws.amazon.com/apache2.0/
This file is distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS

OF ANY KIND, either express or implied. See the License for the specific
language governing permissions and limitations under the License.
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/main/ruby/example_code/lambda/aws-ruby-sdk-lambda-example-run-function.rb

AWS FH|& SDK

JHeER 7Hol=

require

client =

'aws-sdk-lambda’

Aws: :Lambda: :Client.new(region:

# v2:

require

'aws-sdk'

'us-west-2"')

args = {}

args[:function_name] = 'my-notification-function'
args[:statement_id] = 'lambda_s3_notification'
args[:action] = 'lambda:InvokeFunction'
args[:principal] = 's3.amazonaws.com'
args[:source_arn] = 'my-resource-arn'

client.add_permission(args)

' Amazon Polly oA

r°l-

Ruby& AWS SDKE AlE

Amazon Polly= BIAEE MEt AL|X|2 BHEtetE 2R E MH[AQLICH Ruby& AWS SDK 0
7(1IE At& 35t Amazon PollyE OHZ2|7i|0|M0f SEE & U&LICE Amazon Pollyoi| CHEH RRA|IEF LY

2 Amazon Polly Mol Ltet i&Lct. O] of|ol A= SDKE o|0| M™stm MRt 7H &L
EP(’—“. = HI7IXIE 25 7HMQ XHE 330 2|TE A-E). AtME LI 2 Ruby& AWS SDK & X|
2! Ruby& SDK AWS 7482 HE5HAAIL.

|

- 28 55 727
- 0{F S5 7127
« 24X Y

0| of| XM= describe_voices HHMEE AI23504 us-west-2 2|70] O|= ¥o{ S8 SE 2 7Ix4SLCH

(® Note
Ruby& AWS SDK HHH 20{= MH[AH Ho| ii&LICH
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https://aws.amazon.com/documentation/polly/
https://docs.aws.amazon.com/sdkforruby/api/Aws/Polly/Client.html#describe_voices-instance_method
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Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.

This file is licensed under the Apache License, Version 2.0 (the "License").
You may not use this file except in compliance with the License. A copy of the
License is located at

http://aws.amazon.com/apache2.0/

This file is distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS
OF ANY KIND, either express or implied. See the License for the specific
language governing permissions and limitations under the License.

require 'aws-sdk-polly' # In v2: require 'aws-sdk'

begin
# Create an Amazon Polly client using
# credentials from the shared credentials file ~/.aws/credentials
# and the configuration (region) from the shared configuration file ~/.aws/config
polly = Aws::Polly::Client.new

# Get US English voices
resp = polly.describe_voices(language_code: 'en-US')

resp.voices.each do |v]|
puts v.name
puts ' ' + v.gender
puts
end
rescue StandardError => ex
puts 'Could not get voices'
puts 'Error message:'
puts ex.message
end

ol M ™A o ME EHZESHAAIL. GitHub

0% S8 7K 7|
o| of|Xl= list_lexicons HAMEZE AL236104 us-west-2 2|710] 0% EE2E JIA{SLIC}.
CopyE MEHSt] I =& 2ol XME &L}

polly_list_lexicons.rb Tt BHELICE
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/main/ruby/example_code/polly/polly_describe_voices.rb
https://docs.aws.amazon.com/sdkforruby/api/Aws/Polly/Client.html#list_lexicons-instance_method
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e

T gem= F7HELICE

@ Note
Ruby& AWS SDK H{Z 20{= MH|AH Ho| gii&LICt.

Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.

This file is licensed under the Apache License, Version 2.0 (the "License").
You may not use this file except in compliance with the License. A copy of the
License is located at

http://aws.amazon.com/apache2.0/
This file is distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS

OF ANY KIND, either express or implied. See the License for the specific
language governing permissions and limitations under the License.

HOoH O HF O OH OH O O OH B O

require 'aws-sdk-polly' # In v2: require 'aws-sdk'

begin
# Create an Amazon Polly client using
# credentials from the shared credentials file ~/.aws/credentials
# and the configuration (region) from the shared configuration file ~/.aws/config
polly = Aws::Polly::Client.new

resp = polly.list_lexicons

resp.lexicons.each do |1]
puts 1l.name
puts ' Alphabet:' + l.attributes.alphabet
puts ' Language:
puts

end

+ l.attributes.language

rescue StandardError => ex
puts 'Could not get lexicons'
puts 'Error message:'
puts ex.message

end

ol A A oM E HZESHAAIL. GitHub
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/main/ruby/example_code/polly/polly_list_lexicons.rb

AWS SHI SDK WX 7hol=
A I|x| gd
O| o Mo M= synthesize_speech HIMEE AR50 T UM HIAEE JX{Q} 8tAd ATL|XIE Z &

ot= MP3 It BHELICH

(@ Note

Ruby& AWS SDK H7 20i= MH|AE HO| ii& L Ct.

License is located at

http://aws.amazon.com/apache2.0/

HOoH HF OHF OH OH O O OB OH O

require 'aws-sdk-polly' # In v2: require 'aws-sdk'

begin
# Get the filename from the command line
if ARGV.empty?()
puts 'You must supply a filename'
exit 1
end

filename = ARGV[O]
# Open file and get the contents as a string

if File.exist?(filename)
contents = I0.read(filename)

Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.

This file is licensed under the Apache License, Version 2.0 (the "License").
You may not use this file except in compliance with the License. A copy of the

This file is distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS
OF ANY KIND, either express or implied. See the License for the specific
language governing permissions and limitations under the License.
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https://docs.aws.amazon.com/sdkforruby/api/Aws/Polly/Client.html#synthesize_speech-instance_method
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else
puts 'No such file: ' + filename
exit 1

end

# Create an Amazon Polly client using

# credentials from the shared credentials file ~/.aws/credentials

# and the configuration (region) from the shared configuration file ~/.aws/config
polly = Aws::Polly::Client.new

resp = polly.synthesize_speech({
output_format: "mp3",
text: contents,
voice_id: "Joanna",

1)

# Save output

# Get just the file name

# abc/xyz.txt -> xyx.txt

name = File.basename(filename)

# Split up name so we get just the xyz part
parts = name.split('."')

first_part = parts[0]

mp3_file = first_part + '.mp3'

I0.copy_stream(resp.audio_stream, mp3_file)

puts 'Wrote MP3 content to: ' + mp3_file
rescue StandardError => ex

puts 'Got error:'

puts 'Error message:'

puts ex.message
end

(@ Note

A=l MP3 It U2 MPEG-2 &4 lLCt.

oM ™A oM E &ZESHAAIL. GitHub
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https://github.com/awsdocs/aws-doc-sdk-examples/blob/main/ruby/example_code/polly/polly_synthesize_speech.rb

AWS ZH|& SDK YRt 7tol=

Ruby& AWS SDKE A& 3t= Amazon RDS 04[]

Amazon Relational Database Service(RDS)= 22t E0M 24 C|O|E{HO|AE O A A,
24 U 72 2HE = U o MHIAYLICE CHS oM E A& 310 Ruby& AWS SDKE A& 36t
04 Amazon RDS0{| HA|AE —J.‘— A& LICt. Amazon RDSO1| CHEE REAIEH LHE 2 Amazon Relational
Database Service AHME X sM2.

(@ Note

CS oK & Y8 = Aws: :RDS: :Resource A 2] 2.2.18 A0 ZUE[R{&LICE O] of
ME Aaisted™ g B O|LE aws-sdk gemQ| Z|4&l HHE S AFS3HoF &LCH.

X

« B E Amazon RDS QIAE A0 CHE ME 71K 7]

« T E Amazon RDS AHAko|| CHEt HE 7tX{2 7|
A

« B E Amazon RDS Z{AE{ 2 &f
« B E Amazon RDS £¢t 21 Z0] CH

J
« B E Amazon RDS MEUY! O &0 cist HE

J
+ T E Amazon RDS I}2t0|E{ 2 &0l CHEF HE 712 7|

+ Amazon RDS QIAEIA O] ALHAF MM
A

« Amazon RDS Z{AE{o| AHAF MM

2 E Amazon RDS QIAEIAO| CHEF ME 7IX{2 7]

CtS MM E us-west-2 20| U= 2 E Amazon RDS QIAEAO| O|F(ID) AENE LI EEL
Ct.

# Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.

#

# This file is licensed under the Apache License, Version 2.0 (the "License").

# You may not use this file except in compliance with the License. A copy of the
#

#

#

License is located at

http://aws.amazon.com/apache2.0/
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https://aws.amazon.com/documentation/rds/
https://aws.amazon.com/documentation/rds/
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#

# This file is distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS
# OF ANY KIND, either express or implied. See the License for the specific
# language governing permissions and limitations under the License.

require 'aws-sdk-rds' # v2: require

rds = Aws::RDS::Resource.new(region:

rds.db_instances.each do |i]
puts "Name (ID): #{i.id}"

'aws-sdk'

'us-west-2"')

puts "Status : #{i.db_instance_status}"

puts
end

2 £ Amazon RDS A AFol CHt &

CHE oMo M= us-west-2 2|0 U=
LtEhLICE.

License is located at

http://aws.amazon.com/apache2.0/

H OH OHF OHF OB O OHF OB OH O H

require 'aws-sdk-rds' # v2: require
rds = Aws::RDS::Resource.new(region:

rds.db_snapshots.each do |s]|
puts "Name (ID): #{s.snapshot_id}"
puts "Status: #{s.status}"

end

Copyright 2010-2019 Amazon.com, Inc.

2 7tx{2 7|

T E Amazon RDS(RIAEA) A

'aws-sdk'

'us-west-2"')
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or its affiliates. All Rights Reserved.

This file is licensed under the Apache License, Version 2.0 (the "License").
You may not use this file except in compliance with the License. A copy of the

This file is distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS
OF ANY KIND, either express or implied. See the License for the specific
language governing permissions and limitations under the License.
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2 E Amazon RDS 2HAE 2 e A 4F0| CHEE HE 71427

MM E us-west-2 2™ Q= 2 E Amazon RDS E2{AE{Q| O|F(ID) & AEHS} SHE &
O| O|&(ID) & HEHE LI EFLICt.

CHS
LHAF
= A

Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.

This file is licensed under the Apache License, Version 2.0 (the "License").
You may not use this file except in compliance with the License. A copy of the
License is located at

http://aws.amazon.com/apache2.0/

This file is distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS
OF ANY KIND, either express or implied. See the License for the specific
language governing permissions and limitations under the License.

require 'aws-sdk-rds' # v2: require 'aws-sdk'
rds = Aws::RDS::Resource.new(region: 'us-west-2')

rds.db_clusters.each do |c]|
puts "Name (ID): #{c.id}"
puts "Status: #{c.status}"

c.snapshots.each do |s]
puts " Snapshot: #{s.snapshot_id}"
puts " Status: #{s.status}"
end
end

P E Amazon RDS B9 I 20 cHst ME 7} 27|

CHS oMo M= us-west-2 2|70d = 2= Amazon RDS 29t 1£90| O|E & LidstL|Ct.

(® Note
Amazon RDS 29t 1 & 2 Amazon EC2-Classic ZEHE 2 A5l A0 M8 = 9l&
LIC}. Amazon EC2-VPCE AI235t= Z<0= VPC Eot 122 AI5HMIL. oA|ol 5 JHK|
25 EAELCH

oll
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/A Warning

EC2-Classic2 2022\ 8& 150i At SX|=E o HL|CH EC2-ClassicOAM VPCZE 00|21
B|o|MstE Zd0| E&LCH RFAMIEH LI S Amazon EC2 AF2 A M EE= Amazon EC2 A2
M MO| EC2-ClassicOlM VPCE 00| 2{|o|ME & XSHAAIR. EE= E21 HAIZEC2-

=
Classic HIEQZ2 A8 X SULICH- ZH| Y2 ST ZELICHE HZsHMR.

Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.

This file is licensed under the Apache License, Version 2.0 (the "License").
You may not use this file except in compliance with the License. A copy of the
License is located at

http://aws.amazon.com/apache2.0/
This file is distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS

OF ANY KIND, either express or implied. See the License for the specific
language governing permissions and limitations under the License.
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require 'aws-sdk-rds' # v2: require 'aws-sdk'

rds = Aws::RDS::Resource.new(region: 'us-west-2')

rds.db_instances.each do |i]
# Show any security group IDs and descriptions
puts 'Security Groups:'

i.db_security_groups.each do |sg]|
puts sg.db_security_group_name
puts ' ' + sg.db_security_group_description
puts

end

# Show any VPC security group IDs and their status
puts 'VPC Security Groups:'

i.vpc_security_groups.each do |vsg]
puts vsg.vpc_security_group_id
puts ' ' + vsg.status
puts

end
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end

2= Amazon RDS MEYl D20 cier ME 71X 7]
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Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.
This file is licensed under the Apache License, Version 2.0 (the "License").
You may not use this file except in compliance with the License. A copy of the
License is located at

http://aws.amazon.com/apache2.0/

This file is distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS
OF ANY KIND, either express or implied. See the License for the specific
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language governing permissions and limitations under the License.
require 'aws-sdk-rds' # v2: require 'aws-sdk'

rds = Aws::RDS::Resource.new(region: 'us-west-2')
rds.db_subnet_groups.each do |s]|

puts s.name

puts ' ' + s.subnet_group_status
end

2 E Amazon RDS It2t0|E &0 ciet HE 7142 7]

CH2 oMo M= us-west-2 2|1T0] I= 2= Amazon RDS II2t0|E{ 2 £0| O|ED S LY
LIC}.

o

Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.

This file is licensed under the Apache License, Version 2.0 (the "License").
You may not use this file except in compliance with the License. A copy of the

#
#
#
#
# License is located at
#
# http://aws.amazon.com/apache2.0/
#
#

This file is distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS

Amazon RDS 0i|A| 185



AWS FH|& SDK THLRE 7H0|=

# OF ANY KIND, either express or implied. See the License for the specific
# language governing permissions and limitations under the License.

require 'aws-sdk-rds' # v2: require 'aws-sdk'
rds = Aws::RDS::Resource.new(region: 'us-west-2')
rds.db_parameter_groups.each do |p]

puts p.db_parameter_group_name

puts ' ' + p.description
end

Amazon RDS QIAEIA O] ALHAF A A

C

_

2 oMo M= us-west-2 2|70 A instance_name2 2 EFE|= Amazon RDS QIAEIAO| ALY

g frsLCh

b

® Note
QUAE AT} BE|AE Q| HEHQRI B2 QIARHAO| ALLE MMHE = gigLct CHal FE{AH
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Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.

This file is licensed under the Apache License, Version 2.0 (the "License").
You may not use this file except in compliance with the License. A copy of the
License is located at

http://aws.amazon.com/apache2.0/
This file is distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS

OF ANY KIND, either express or implied. See the License for the specific
language governing permissions and limitations under the License.
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require 'aws-sdk-rds' # v2: require 'aws-sdk'
rds = Aws::RDS::Resource.new(region: 'us-west-2')
instance = rds.db_instance(instance_name)

date = Time.new
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date_time = date.year.to_s + '-' + date.month.to_s + '-' + date.day.to_s + '-' +
date.hour.to_s + '-' + date.min.to_s
id = instance_name + '-' + date_time

instance.create_snapshot({db_snapshot_identifier: id})

puts "Created snapshot #{id}"

Amazon RDS Z{AE{Q| ALHAF MA

Ct2 oMo M= us-west-2 2|F0d| M cluster name2 2 E 3 E|= Amazon RDS ZHAE{Q| AHAF

g s
# Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.
#
# This file is licensed under the Apache License, Version 2.0 (the "License").
# You may not use this file except in compliance with the License. A copy of the
# License is located at
#
# http://aws.amazon.com/apache2.0/
#
# This file is distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS
# OF ANY KIND, either express or implied. See the License for the specific
# language governing permissions and limitations under the License.

require 'aws-sdk-rds' # v2: require 'aws-sdk'
rds = Aws::RDS::Resource.new(region: 'us-west-2')

cluster = rds.db_cluster(cluster_name)

date = Time.new

date_time = date.year.to_s + '-' + date.month.to_s + '-' + date.day.to_s + '-' +
date.hour.to_s + '-' + date.min.to_s

id = cluster_name + '-' + date_time

cluster.create_snapshot({db_cluster_snapshot_identifier: id})

puts "Created cluster snapshot #{id}"
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Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.

This file is licensed under the Apache License, Version 2.0 (the "License").
You may not use this file except in compliance with the License. A copy of the
License is located at

http://aws.amazon.com/apache2.0/

This file is distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS
OF ANY KIND, either express or implied. See the License for the specific
language governing permissions and limitations under the License.

require 'aws-sdk-ses' # v2: require 'aws-sdk'

# Create client in us-west-2 region
client = Aws::SES::Client.new(region: 'us-west-2')

# Get up to 1000 identities

ids = client.list_identities({
identity_type: "EmailAddress"
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ids.identities.each do |email]

attrs = client.get_identity_verification_attributes({
identities: [email]

1)

status = attrs.verification_attributes[email].verification_status

# Display email addresses that have been verified
if status == "Success"

puts email
end

end

ol M ™A o ME EHZESHAAIL. GitHub
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Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.

This file is licensed under the Apache License, Version 2.0 (the "License").
You may not use this file except in compliance with the License. A copy of the

License is located at

http://aws.amazon.com/apache2.0/

This file is distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS
OF ANY KIND, either express or implied. See the License for the specific

language governing permissions and limitations under the License.

require 'aws-sdk-ses' # v2: require 'aws-sdk'

# Replace recipienteexample.com with a "To" address.
recipient = "recipienteexample.com"
# Create a new SES resource in the us-west-2 region.

# Replace us-west-2 with the AWS Region you're using for Amazon SES.

ses = Aws::SES::Client.new(region: 'us-west-2')

#

Try to verify email address.

begin

ses.verify_email_identity({
email_address: recipient
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1)

puts 'Email sent to + recipient

# If something goes wrong, display an error message.
rescue Aws::SES::Errors::ServiceError => error

puts "Email not sent. Error message: #{error}"
end

Ol A T K& & ZESHAIAIR. GitHub
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ELct.

Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.

This file is licensed under the Apache License, Version 2.0 (the "License").
You may not use this file except in compliance with the License. A copy of the
License is located at

http://aws.amazon.com/apache2.0/
This file is distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS

OF ANY KIND, either express or implied. See the License for the specific
language governing permissions and limitations under the License.
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require 'aws-sdk-ses' # v2: require 'aws-sdk'

# Replace sendereexample.com with your "From" address.
# This address must be verified with Amazon SES.
sender = 'sender@example.com'

# Replace recipienteexample.com with a "To" address. If your account
# is still in the sandbox, this address must be verified.
recipient = 'recipienteexample.com'

# Specify a configuration set. To use a configuration
# set, uncomment the next line and line 74.

#  configsetname = "ConfigSet"

# The subject line for the email.
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subject = 'Amazon SES test (AWS SDK for Ruby)'

# The HTML body of the email.

htmlbody =
'<hl>Amazon SES test (AWS SDK for Ruby)</h1>'\
'<p>This email was sent with <a href="https://aws.amazon.com/ses/">"\
'Amazon SES</a> using the <a href="https://aws.amazon.com/sdk-for-ruby/">"'\
'AWS SDK for Ruby</a>.'

# The email body for recipients with non-HTML email clients.
textbody = 'This email was sent with Amazon SES using the AWS SDK for Ruby.'

# Specify the text encoding scheme.
encoding = 'UTF-8'

# Create a new SES client in the us-west-2 region.
# Replace us-west-2 with the AWS Region you're using for Amazon SES.
ses = Aws::SES::Client.new(region: 'us-west-2')

# Try to send the email.
begin
# Provide the contents of the email.
ses.send_email(
destination: {
to_addresses: [

recipient
]
I
message: {
body: {
html: {
charset: encoding,
data: htmlbody
I
text: {
charset: encoding,
data: textbody
}
},
subject: {
charset: encoding,
data: subject
}
I
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source: sender,
# Uncomment the following line to use a configuration set.
# configuration_set_name: configsetname,

puts 'Email sent to ' + recipient

# If something goes wrong, display an error message.
rescue Aws::SES::Errors::ServiceError => error

puts "Email not sent. Error message: #{error}"
end

ol A RIS A X 5H4IAI2. GitHub
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Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.

This file is licensed under the Apache License, Version 2.0 (the "License").
You may not use this file except in compliance with the License. A copy of the
License is located at

http://aws.amazon.com/apache2.0/
This file is distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS

OF ANY KIND, either express or implied. See the License for the specific
language governing permissions and limitations under the License.
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require 'aws-sdk-ses' # v2: require 'aws-sdk'

# Create a new SES resource in the us-west-2 region.
# Replace us-west-2 with the AWS Region you're using for Amazon SES.
ses = Aws::SES::Client.new(region: 'us-west-2')

begin
# Get send statistics so we don't ruin our reputation

resp = ses.get_send_statistics({})

dps = resp.send_data_points
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puts "Got #{dps.count} data point(s):"
puts

dps.each do |dp]|
puts "Timestamp: #{dp.timestampl}" #=> Time
puts "Attempts: #{dp.delivery_attempts}" #=> Integer

puts "Bounces: #{dp.bounces}" #=> Integer
puts "Complaints: #{dp.complaints}" #=> Integer
puts "Rejects: #{dp.rejects}" #-> Integer
puts

end

# If something goes wrong, display an error message.
rescue Aws::SES::Errors::ServiceError => error

puts "Error: #{error}"
end
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Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.
This file is licensed under the Apache License, Version 2.0 (the "License").
You may not use this file except in compliance with the License. A copy of the
License is located at

http://aws.amazon.com/apache2.0/

This file is distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS
OF ANY KIND, either express or implied. See the License for the specific
language governing permissions and limitations under the License.

require 'aws-sdk-sns' # v2: require 'aws-sdk'

sns = Aws::SNS::Resource.new(region: 'us-west-2')

sns.topics.each do |topic]|

puts topic.arn
end

Amazon SNS FA| A

CH2 oMM E us-west-2 EITMIM FA| MyGroovyTopicS MAslT ZNZ U2 FA| ARNS
FEAELICH

Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.

This file is licensed under the Apache License, Version 2.0 (the "License").

You may not use this file except in compliance with the License. A copy of the
License is located at

http://aws.amazon.com/apache2.0/

This file is distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS
OF ANY KIND, either express or implied. See the License for the specific
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language governing permissions and limitations under the License.

require 'aws-sdk-sns' # v2: require 'aws-sdk'

sns = Aws::SNS::Resource.new(region: 'us-west-2')

topic = sns.create_topic(name: 'MyGroovyTopic')
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puts topic.arn

Amazon SNS FX|2| 2 & F=0i Cigh HE 7Hx{27]

CHE oAM= us-west-2 2I170]l Y= ARN arn:aws:sns:us-
west-2:123456789:MyGroovyTopic2Z FA|0 CHEF Amazon SNS 52| O|HIY FAE LY
LIC}.

o

Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.

This file is licensed under the Apache License, Version 2.0 (the "License").
You may not use this file except in compliance with the License. A copy of the
License is located at

http://aws.amazon.com/apache2.0/
This file is distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS

OF ANY KIND, either express or implied. See the License for the specific
language governing permissions and limitations under the License.
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require 'aws-sdk-sns' # v2: require 'aws-sdk'
sns = Aws::SNS::Resource.new(region: 'us-west-2')
topic = sns.topic('arn:aws:sns:us-west-2:123456789:MyGroovyTopic')

topic.subscriptions.each do |s]|
puts s.attributes['Endpoint']
end

Amazon SNS FAN|0|M 5 MM

Ct= MO M= us-west-2 2|T0f O|HIY F4A MyGroovyUser@MyGroovy.comO| = ALEXHo]
CH8H ARN arn:aws:sns:us-west-2:123456789:MyGroovyTopic2 A28 FAlol Cist 2SS
MEstT Z0 ARNZ2 EAIRLICH X{Z0l= ARN g40| &l 27 SILICH AF8AH7F RH&lo] O|H Y
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# Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.

#

# This file is licensed under the Apache License, Version 2.0 (the "License").

# You may not use this file except in compliance with the License. A copy of the
# License is located at
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http://aws.amazon.com/apache2.0/

This file is distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS
OF ANY KIND, either express or implied. See the License for the specific
language governing permissions and limitations under the License.

HOH F O B O

require 'aws-sdk-sns' # v2: require 'aws-sdk'
sns = Aws::SNS::Resource.new(region: 'us-west-2')
topic = sns.topic('arn:aws:sns:us-west-2:123456789:MyGroovyTopic')
sub = topic.subscribe({
protocol: 'email',

endpoint: 'MyGroovyUser@MyGroovy.com'

1)

puts sub.arn

2 E Amazon SNS FA| S AHof|H| HIAIX| ME

CtZ ol Ao A= "Hello!" HIA|X|& ARN arn:aws:sns:us-
west-2:123456789:MyGroovyTopicO| 2= Amazon SNS FA|of CiEt 2 E FS KA M&SE L
Ct.

Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.

This file is licensed under the Apache License, Version 2.0 (the "License").
You may not use this file except in compliance with the License. A copy of the
License is located at

http://aws.amazon.com/apache2.0/
This file is distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS

OF ANY KIND, either express or implied. See the License for the specific
language governing permissions and limitations under the License.
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require 'aws-sdk-sns' # v2: require 'aws-sdk'
sns = Aws::SNS::Resource.new(region: 'us-west-2')

topic = sns.topic('arn:aws:sns:us-west-2:123456789:MyGroovyTopic')
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topic.publish({
message: 'Hello!'

1)

Amazon SNS FH|of HAIE 2|4 EASt

CtZ oAM= ARN my-resource-arnO| U= E|AA0|M us-west-2 2[X 2| ARN my-topic-
arnO| U FH o AAY = JU=F DL

Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.

This file is licensed under the Apache License, Version 2.0 (the "License").
You may not use this file except in compliance with the License. A copy of the
License is located at

http://aws.amazon.com/apache2.0/
This file is distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS

OF ANY KIND, either express or implied. See the License for the specific
language governing permissions and limitations under the License.
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require 'aws-sdk-sns' # v2: require 'aws-sdk'

policy = '{
"Version":"2008-10-17",
"Id":"__default_policy_ID",
"Statement":[{
"Sid":"__default_statement_ID",
"Effect":"Allow",
"Principal":{

TAWS' R
},
"Action":["SNS:Publish"],
"Resource":"' + my-topic-arn + '",

"Condition":{
"ArnEquals":{
"AWS:SourceArn":"' + my-resource-arn + '"}

]
}I

sns = Aws::SNS::Resource.new(region: 'us-west-2')
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# Get topic by ARN
topic = sns.topic(my-topic-arn)

# Add policy to topic
topic.set_attributes({

attribute_name: "Policy",
attribute_value: policy

1)
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Amazon SQS2| 2= CH7|Ho] CHEr HE 71X27]

CHS oMo M= us-west-2 2170 A Amazon SQS CHZ7|€ 2| URL, ARN, AFE 7t58t HIAIXK], ©&
S HAIXIE LI ELIct.

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: Apache-2.0

require 'aws-sdk-sgs'
require 'aws-sdk-sts'

# Lists the URLs of available queues in Amazon Simple Queue Service (Amazon SQS).
#
# @param sqs_client [Aws::SQS::Client] An initialized Amazon SQS client.
# @example
#  list_queue_urls(Aws::SQS::Client.new(region: 'us-east-1'))
def list_queue_urls(sqgs_client)
queues = sqs_client.list_queues

queues.queue_urls.each do |url]
puts url
end
rescue StandardError => e
puts "Error listing queue URLs: #{e.message}"
end

# Lists the attributes of a queue in Amazon Simple Queue Service (Amazon SQS).
#

# @param sqs_client [Aws::5SQS::Client] An initialized Amazon SQS client.

# @param queue_url [String] The URL of the queue.

# @example

#  list_queue_attributes(

# Aws::SQS::Client.new(region: 'us-east-1'),

# 'https://sqs.us-east-1.amazonaws.com/111111111111/my-queue’
# )

def list_queue_attributes(sqs_client, queue_url)
attributes = sqs_client.get_queue_attributes(
queue_url: queue_url,
attribute_names: [ "All" ]

attributes.attributes.each do |key, value|
puts "#{key}: #{value}"
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end

rescue StandardError => e

puts "Error getting queue attributes: #{e.messagel}"

end

# Full example call:

def run_me
region = 'us-east-1'
queue_name = 'my-queue'

sgs_client

Aws::5SQS::Client.new(region: region)

puts 'Listing available queue URLs...'

list_queue_urls(sqgs_client)

sts_client = Aws::STS::Client.new(region: region)

# For example:

# 'https://sqs.us-east-1.amazonaws.com/111111111111/my-queue’

queue_url = 'https://sqgs.

+ region +

.amazonaws.com/' +

sts_client.get_caller_identity.account + '/' + queue_name

puts "\nGetting information about queue '#{queue_name}'..."
list_queue_attributes(sqs_client, queue_url)

end

run_me if $PROGRAM_NAME ==

Amazon SQS2| CH7 | AN

CHS MM E us-west-2 210 MyGroovyQueueZt= Amazon SQS CHZ |4

URLE EA|ELICE.

# Copyright Amazon.com, Inc.

FILE__

or its affiliates. All Rights Reserved.

# SPDX-License-Identifier: Apache-2.0

require 'aws-sdk-sqgs'

# Creates a queue in Amazon Simple Queue Service (Amazon SQS).

#

# @param sqs_client [Aws::SQS::Client] An initialized Amazon SQS client.

# @param queue_name [String]

The name of the queue.
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# @return [Boolean] true if the queue was created; otherwise, false.
# @example

# exit 1 unless queue_created?(

# Aws::5SQS::Client.new(region: 'us-east-1'),
# 'my-queue’
# )

def queue_created?(sqgs_client, queue_name)

sqs_client.create_queue(queue_name: queue_name)
true

rescue StandardError => e
puts "Error creating queue: #{e.message}"
false

end

# Full example call:

def run_me
region = 'us-east-1'
queue_name = 'my-queue'
sgs_client

ws::5SQS::Client.new(region: region)
puts "Creating the queue named '#{queue_name}'..."

if queue_created?(sqs_client, queue_name)
puts 'Queue created.'

else
puts 'Queue not created.'
end
end
run_me if $PROGRAM_NAME == _ FILE_ _

Amazon SQSO|A CH7 |EZE =

Amazon SQS= O Z 2|7 0| EE= nFo|TZ MH|A ZHo| 0|5 5t= HIAIXRIE KA SHY| LI & EHAd
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Of ofAlo{| M= Amazon SQS2t & 7H Ruby& AWS SDKE At&36to CtEE =g Lct

1. Aws::SQS::Client#list_queuesE AF23t0{ CH7|¥E S 82 7IXMSLICH.

2. Aws::SQS::Client#create_queueE AF&3+0{ CH7|¥ S BHELICY.

3. Aws::SQS::Client#get_queue_urlE AF&35H0{ CH7|¥2S| URLE 7HASLICT.
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4. Aws: :SQS::Client#delete_queueE AIE3I04 CH7|EES AAIELICY.
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Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.

This file is licensed under the Apache License, Version 2.0 (the "License").
You may not use this file except in compliance with the License. A copy of the
License is located at

http://aws.amazon.com/apache2.0/

This file is distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS
OF ANY KIND, either express or implied. See the License for the specific
language governing permissions and limitations under the License.

Demonstrates how to:

1. Get a list of your queues.
2. Create a queue.

3. Get the queue's URL.

4. Delete the queue.

require 'aws-sdk-sqs' # v2: require 'aws-sdk'

sqs = Aws::SQS::Client.new(region: 'us-east-1')

#

Get a list of your queues.

sgs.list_queues.queue_urls.each do |queue_url|

puts queue_url

end

# Create a queue.
queue_name = "my-queue"
begin
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sgs.create_queue({
gqueue_name: queue_name,
attributes: {
"DelaySeconds" => "60", # Delay message delivery for 1 minute (60 seconds).
"MessageRetentionPeriod" => "86400" # Delete message after 1 day (24 hours * 60
minutes * 60 seconds).
}
)
rescue Aws::SQS::Errors::QueueDeletedRecently
puts "A queue with the name '#{queue_name}' was recently deleted. Wait at least 60
seconds and try again."
exit(false)
end

# Get the queue's URL.
queue_url = sqgs.get_queue_url(queue_name: queue_name).queue_url
puts queue_url

# Delete the queue.
sgs.delete_queue(queue_url: queue_url)

Amazon SQSO|A HIA|X| ME

Ct2 oMo M= us-west-2 2|T0l| A URLO| URLR! Amazon SQS CH7|¥ & £ 35l "Hello world"2H=
HIAIRIE M&ELICH

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: Apache-2.0

require 'aws-sdk-sqgs'
require 'aws-sdk-sts'

Sends a message to a queue in Amazon Simple Queue Service (Amazon SQS).

@param sqs_client [Aws::SQS::Client] An initialized Amazon SQS client.
@param queue_url [String] The URL of the queue.
@param message_body [String] The contents of the message to be sent.
@return [Boolean] true if the message was sent; otherwise, false.
@example
exit 1 unless message_sent?(
Aws::5QS::Client.new(region: 'us-east-1'),
'https://sqs.us-east-1.amazonaws.com/111111111111/my-queue’,
'This is my message.'

HOoH O O OB O O OH OB OB H
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#)
def message_sent?(sqs_client, queue_url, message_body)
sqs_client.send_message(
queue_url: queue_url,
message_body: message_body
)
true
rescue StandardError => e
puts "Error sending message: #{e.message}"
false
end

# Full example call:
def run_me

region = 'us-east-1'
queue_name = 'my-queue'
message_body = 'This is my message.'

sts_client = Aws::STS::Client.new(region: region)

# For example:

# 'https://sqs.us-east-1.amazonaws.com/111111111111/my-queue’

queue_url = 'https://sqgs.’ .amazonaws.com/' +
sts_client.get_caller_identity.account + '/' + queue_name

+ region +

sqs_client = Aws::SQS::Client.new(region: region)
puts "Sending a message to the queue named '#{queue_name}'..."

if message_sent?(sqs_client, queue_url, message_body)
puts 'Message sent.'

else
puts 'Message not sent.'
end
end
run_me if $PROGRAM_NAME == __ FILE__

CH= o Mol A= "Hello world" 2! "How is the weather?"2t= HIA|X|E us-west-2 2|70 A URLO|
URL@! Amazon SQS CH7|¥E S8 MEELICE
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® Note

CHZ|40| FIFO CH7 |91 B2 id 2 message_body Z}2+O|E] 2|0i = message_group_id
ut2t0|E{E E &3t ok B,

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: Apache-2.0

require 'aws-sdk-sqgs'
require 'aws-sdk-sts'

# Sends multiple messages as a batch to a queue in
# Amazon Simple Queue Service (Amazon SQS).
#
# @param sqs_client [Aws::SQS::Client] An initialized Amazon SQS client.
# @param queue_url [String] The URL of the queue.
# @param entries [Hash] The contents of the messages to be sent,
# in the correct format.
@return [Boolean] true if the messages were sent; otherwise, false.
@example
exit 1 unless messages_sent?(
Aws::SQS::Client.new(region: 'us-east-1'),
'https://sqs.us-east-1.amazonaws.com/111111111111/my-queue’,
[

#
#
#
#
#
#
#
# id: 'Messagel’,

# message_body: 'This is the first message.'
# },

# {

# id: 'Message2',

# message_body: 'This is the second message.'
#

#

#

)
def messages_sent?(sqgs_client, queue_url, entries)
sqs_client.send_message_batch(
queue_url: queue_url,
entries: entries
)
true
rescue StandardError => e
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puts "Error sending messages: #{e.messagel}"
false
end

# Full example call:
def run_me

region = 'us-east-1'
queue_name = 'my-queue'
entries = [

id: 'Messagel’,
message_body: 'This is the first message.'

},
{

id: 'Message2',

message_body: 'This is the second message.'
}

sts_client = Aws::STS::Client.new(region: region)

# For example:

# 'https://sqs.us-east-1.amazonaws.com/111111111111/my-queue’

queue_url = 'https://sqs.' + region + '.amazonaws.com/' +
sts_client.get_caller_identity.account + '/' + queue_name

sqs_client = Aws::SQS::Client.new(region: region)

puts "Sending messages to the queue named '#{queue_name}'...

if messages_sent?(sqgs_client, queue_url, entries)
puts 'Messages sent.'

else
puts 'Messages not sent.'
end
end
run_me if $PROGRAM_NAME == _ FILE__
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# Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.
#
# This file is licensed under the Apache License, Version 2.0 (the "License").
# You may not use this file except in compliance with the License. A copy of the
# License is located at
#
# http://aws.amazon.com/apache2.0/
#
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This file is distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS
OF ANY KIND, either express or implied. See the License for the specific
language governing permissions and limitations under the License.

H R

Demonstrates how to:

1. Send a message to a queue.

2. Receive the message in the queue.

3. Display information about the message.
4. Delete the message from the queue.

H OH O O R

require 'aws-sdk-sqs' # v2: require 'aws-sdk'

sqs = Aws::SQS::Client.new(region: 'us-east-1')

# Send a message to a queue.
queue_name = "my-queue"

begin
queue_url = sqgs.get_queue_url(queue_name: queue_name).queue_url

# Create a message with three custom attributes: Title, Author, and WeeksOn.
send_message_result = sqs.send_message({
queue_url: queue_url,
message_body: "Information about current NY Times fiction bestseller for week of
2016-12-11.",
message_attributes: {
"Title" => {
string_value: "The Whistler",
data_type: "String"
I
"Author" => {
string_value: "John Grisham",
data_type: "String"
I
"WeeksOn" => {
string_value: "6",
data_type: "Number"
}
}
b
rescue Aws::SQS::Errors::NonExistentQueue
puts "A queue named '#{queue_name}' does not exist."
exit(false)
end
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puts send_message_result.message_id

# Receive the message in the queue.

receive_message_result = sqs.receive_message({
queue_url: queue_url,
message_attribute_names: ["All"], # Receive all custom attributes.
max_number_of_messages: 1, # Receive at most one message.
wait_time_seconds: @ # Do not wait to check for the message.

1)

# Display information about the message.
# Display the message's body and each custom attribute value.
receive_message_result.messages.each do |message|
puts message.body
puts "Title: #{message.message_attributes["Title"]["string_value"]}"
puts "Author: #{message.message_attributes["Author"]["string_value"]}"
puts "WeeksOn: #{message.message_attributes["WeeksOn"]J["string_value"]}"

# Delete the message from the queue.
sqs.delete_message({

queue_url: queue_url,

receipt_handle: message.receipt_handle

1)

end
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# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: Apache-2.0

require 'aws-sdk-sqgs'
require 'aws-sdk-sts'
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#
#
#
#
#
#

Receives messages in a queue in Amazon Simple Queue Service (Amazon SQS).

@param sqs_client [Aws::SQS::Client] An initialized Amazon SQS client.

@param queue_url [String] The URL of the queue.

@param max_number_of_messages [Integer] The maximum number of messages

to receive. This number must be 10 or less. The default is 10.
@example
receive_messages(
Aws::5SQS::Client.new(region: 'us-east-1'),
'https://sqs.us-east-1.amazonaws.com/111111111111/my-queue’,
10
)

def receive_messages(sqs_client, queue_url, max_number_of_messages

if max_number_of_messages > 10
puts 'Maximum number of messages to receive must be 10 or less.
'Stopping program.'
return
end

response = sqs_client.receive_message(
queue_url: queue_url,
max_number_of_messages: max_number_of_messages

if response.messages.count.zero?
puts 'No messages to receive, or all messages have already ' \
'been previously received.'
return
end

response.messages.each do |message|

puts '-' * 20

puts '"Message body: #{message.body}"

puts '"Message ID: #{message.message_id}"
end

rescue StandardError => e

puts "Error receiving messages: #{e.message}"

end

#

Full example call:

def run_me

10)

"\
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region = 'us-east-1'

queue_name = 'my-queue'

max_number_of_messages = 10

sts_client = Aws::STS::Client.new(region: region)

# For example:

# 'https://sqs.us-east-1.amazonaws.com/111111111111/my-queue’

queue_url = 'https://sqs.' + region + '.amazonaws.com/' +
sts_client.get_caller_identity.account + '/' + queue_name

sqs_client = Aws::SQS::Client.new(region: region)

puts "Receiving messages from queue '#{queue_namel}'..."

receive_messages(sqs_client, queue_url, max_number_of_messages)
end

run_me if $PROGRAM_NAME == __ FILE__
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Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.
This file is licensed under the Apache License, Version 2.0 (the "License").
You may not use this file except in compliance with the License. A copy of the
License is located at

http://aws.amazon.com/apache2.0/

This file is distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS
OF ANY KIND, either express or implied. See the License for the specific
language governing permissions and limitations under the License.

require 'aws-sdk-sqs' # v2: require 'aws-sdk'

sqs = Aws::SQS::Client.new(region: 'us-west-2')
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resp = sqs.receive_message(queue_url: URL, max_number_of_messages: 10,
wait_time_seconds: 10)

resp.messages.each do |m|
puts m.body
end

O| | Al A= Amazon SQS2} & 7H Ruby& AWS SDKE At&35t04 CtE&2 =& eLICt
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# Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.

#

# This file is licensed under the Apache License, Version 2.0 (the "License").

# You may not use this file except in compliance with the License. A copy of the
# License is located at
#
#
#
#

http://aws.amazon.com/apache2.0/

This file is distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS
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# OF ANY KIND, either express or implied. See the License for the specific
# language governing permissions and limitations under the License.

# Demonstrates how to:

# 1. Create a queue and set it for long polling.

# 2. Set long polling for an existing queue.

# 3. Set long polling when receiving messages for a queue.

require 'aws-sdk-sqs' # v2: require 'aws-sdk'
sqs = Aws::SQS::Client.new(region: 'us-east-1')

# Create a queue and set it for long polling.
new_queue_name = "new-queue"

create_queue_result = sqs.create_queue({
queue_name: new_gueue_name,
attributes: {
"ReceiveMessageWaitTimeSeconds" => "20" # Wait 20 seconds to receive messages.
},
1))

puts create_queue_result.queue_url

# Set long polling for an existing queue.
begin
existing_queue_name = "existing-queue"
existing_queue_url = sqgs.get_queue_url(queue_name: existing_queue_name).queue_url

sqgs.set_queue_attributes({
queue_url: existing_queue_url,
attributes: {
"ReceiveMessageWaitTimeSeconds" => "20" # Wait 20 seconds to receive messages.
I
b
rescue Aws::SQS::Errors::NonExistentQueue
puts "Cannot set long polling for a queue named '#{existing_queue_name}', as it does
not exist."
end

# Set long polling when receiving messages for a queue.

# 1. Using receive_message.
begin
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receive_queue_name = "receive-queue"
receive_queue_url = sgs.get_queue_url(queue_name: receive_queue_name).queue_url

puts "Begin receipt of any messages using receive_message..."
receive_message_result = sqs.receive_message({
queue_url: receive_queue_url,
attribute_names: ["All"], # Receive all available built-in message attributes.
message_attribute_names: ["All"], # Receive any custom message attributes.
max_number_of_messages: 10 # Receive up to 10 messages, if there are that many.

1)

puts "Received #{receive_message_result.messages.count} message(s)."
rescue Aws::SQS::Errors::NonExistentQueue
puts "Cannot receive messages using receive_message for a queue named
"#{receive_queue_name}', as it does not exist."
end

# 2. Using Aws::SQS::QueuePoller.

begin
puts "Begin receipt of any messages using Aws::SQS::QueuePoller..."
puts "(Will keep polling until no more messages available for at least 60 seconds.)"
poller = Aws::SQS::QueuePoller.new(receive_queue_url)

poller_stats = poller.poll({

max_number_of_messages: 10,

idle_timeout: 60 # Stop polling after 60 seconds of no more messages available
(polls indefinitely by default).
}) do |messages|

messages.each do |message]

puts '"Message body: #{message.body}"

end
end
# Note: If poller.poll is successful, all received messages are automatically deleted
from the queue.

puts "Poller stats:"
puts " Polling started at: #{poller_stats.polling_started_at}"
puts " Polling stopped at: #{poller_stats.polling_stopped_at}"

puts " Last message received at: #{poller_stats.last_message_received_at}"
puts " Number of polling requests: #{poller_stats.request_count}"
puts " Number of received messages: #{poller_stats.received_message_count}"

rescue Aws::SQS::Errors::NonExistentQueue
puts "Cannot receive messages using Aws::SQS::QueuePoller for a queue named
'#{receive_queue_name}', as it does not exist."
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end

Amazon SQSO| A QueuePoller 22iAE AF25104 HA|X| =4I
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Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.

This file is licensed under the Apache License, Version 2.0 (the "License").
You may not use this file except in compliance with the License. A copy of the
License is located at

http://aws.amazon.com/apache2.0/
This file is distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS

OF ANY KIND, either express or implied. See the License for the specific
language governing permissions and limitations under the License.
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require 'aws-sdk-sqs' # v2: require 'aws-sdk'
Aws.config.update({region: 'us-west-2'})
poller = Aws::SQS::QueuePoller.new(URL)
poller.poll(idle_timeout: 15) do |msg]|

puts msg.body
end

CHE of|A|ofl A= URLO| URLQ! Amazon SQS CH7 ¥ S35l Br=S 36t Z|CH duration= S92t 7|CHEIL
Ct.
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Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.

#
#
# This file is licensed under the Apache License, Version 2.0 (the "License").

# You may not use this file except in compliance with the License. A copy of the
# License is located at

#
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# http://aws.amazon.com/apache2.0/

#

# This file is distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS
# OF ANY KIND, either express or implied. See the License for the specific

# language governing permissions and limitations under the License.

require 'aws-sdk-sqs' # v2: require 'aws-sdk'

Aws.config.update({region: 'us-west-2'})

poller = Aws::SQS::QueuePoller.new(URL)

poller.poll(wait_time_seconds: duration, idle_timeout: duration + 1) do |msg]|

puts msg.body
end

CH oMol AH= URLO| URL2! Amazon SQS CH7|¥E S8l g5t 11, Al 048 timeout=E7H K| M3
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Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.

This file is licensed under the Apache License, Version 2.0 (the "License").
You may not use this file except in compliance with the License. A copy of the
License is located at

http://aws.amazon.com/apache2.0/
This file is distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS

OF ANY KIND, either express or implied. See the License for the specific
language governing permissions and limitations under the License.
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require 'aws-sdk-sqs' # v2: require 'aws-sdk'
# Process the message
def do_something(msg)
puts msg.body
end
Aws.config.update({region: 'us-west-2'})

poller = Aws::SQS::QueuePoller.new(URL)

poller.poll(visibility_timeout: timeout, idle_timeout: timeout + 1) do |msg]
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do_something(msg)
end

CtS dlAMoi M= HIME do_something22 2 F7I #2|7F 2§ HIAIX|of CH3H URLO| URLE!
Amazon SQS CH7|¥ 2 &dlf Br=3t11, EA| 098 timeout® & & LIC}.

Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.
This file is licensed under the Apache License, Version 2.0 (the "License").
You may not use this file except in compliance with the License. A copy of the
License is located at

http://aws.amazon.com/apache2.0/

This file is distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS

OF ANY KIND, either express or implied. See the License for the specific
language governing permissions and limitations under the License.
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require 'aws-sdk-sqs' # v2: require 'aws-sdk'

# Process the message

def do_something(_)
true

end

# Do additional processing

def do_something2(msg)
puts msg.body

end

Aws.config.update({region: 'us-west-2'})

poller = Aws::SQS::QueuePoller.new(URL)

poller.poll(idle_timeout: timeout + 1) do |msg]|
if do_something(msg)
# need more time for processing
poller.change_message_visibility_timeout(msg, timeout)

do_something2(msg)
end
end
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Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.

This file is licensed under the Apache License, Version 2.0 (the "License").
You may not use this file except in compliance with the License. A copy of the
License is located at

http://aws.amazon.com/apache2.0/

This file is distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS
OF ANY KIND, either express or implied. See the License for the specific
language governing permissions and limitations under the License.

require 'aws-sdk-sqs' # v2: require 'aws-sdk'
sqs = Aws::SQS::Client.new(region: 'us-west-2')

sgs.set_queue_attributes({
queue_url: URL,
attributes:

{
'RedrivePolicy' => "{\"maxReceiveCount\":\"5\", \"deadLetterTargetArn\":

\"#{ARN}\"}"
}
1))

Amazon SQSO|A CH7 | AtK|

CHS oMl M E us-west-2 2|70 A URLO| URLR! Amazon SQS CH7 | & ArA|EHL|C}.

Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.
This file is licensed under the Apache License, Version 2.0 (the "License").
You may not use this file except in compliance with the License. A copy of the
License is located at

http://aws.amazon.com/apache2.0/

This file is distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS
OF ANY KIND, either express or implied. See the License for the specific
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# language governing permissions and limitations under the License.
require 'aws-sdk-sqs' # v2: require 'aws-sdk'
sqs = Aws::SQS::Client.new(region: 'us-west-2')

sgs.delete_queue(queue_url: URL)

Amazon SQS2| CH7|€ol| AIAISIEE E|lAaA 435

CtZ oMol A= ARN my-resource-arnO| U= E[AA0AM us-west-2 2[F2| ARN my-queue-
arn 2 URL my-queue-urlO| = CHZ|Eo| HAE = U E ™ gLCY.

Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.

This file is licensed under the Apache License, Version 2.0 (the "License").
You may not use this file except in compliance with the License. A copy of the
License is located at

http://aws.amazon.com/apache2.0/

This file is distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS
OF ANY KIND, either express or implied. See the License for the specific
language governing permissions and limitations under the License.

HOoH HF O OH OH O O OB OH O

require 'aws-sdk-sqs' # v2: require 'aws-sdk'
sqs = Aws::SQS::Client.new(region: 'us-west-2')

policy = '{
"Version":"2008-10-17",
"Id":' + my-queue-arn + '/SQSDefaultPolicy",
"Statement":[{
"Sid":"__default_statement_ID",
"Effect":"Allow",
"Principal”:{

TAWS" N
.
"Action":["SQS:SendMessage"],
"Resource":"' + my-queue-arn + '",

"Condition":{
"ArnEquals":{
"AWS:SourceArn":"' + my-resource-arn + '"}
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}

3]
}l

sgs.set_queue_attributes({
queue_url: my-queue-url,
attributes: {
Policy: policy
}
)

Amazon SQSE DLQ(Dead Letter Queue)E X|¢4EFLIC}. | 12 CHE(AA) 7Y
M H3Ho 2 MEFE £ e HAIXKIE B &= e Ci7|F LI BiE R TX| CH7(oi| A Of
B8t HAIX|E st 22|50 XM2lof AufEt O|fRE &QlE &= U&Lct HiE 28 WX| CH7 o
CHEH REMIBH LI 2 Amazon SQS HIE 8t HX| CH7 | AL 2 & X5

O| | Al A= Amazon SQS2} & 74 Ruby& AWS SDKE At&35t04 CtE2 =& eLICt

1. Aws::SQS::Client#create_queueE AIE5t0{ HIE &t WX CH7[¥2 LIEIHLHE= CH7|ES MEFL
Ct.

2. Aws::SQS::Client#create_queue® AF&30{ HIE & WX CH7|¥E 7|E CH7|Qot AZFLICH.
3. Aws::SQS::Client#send_messageE AFE35t0{ 7|&E CH7|Qol|l HIAIXIE EHLICH

4. Aws: :SQS: :E At&35to{ Ci7|FE Z-3 & LICt QueuePoller

5. Aws::SQS::Client#send_messageE AtE35t0{ BT R &t TWX| CHZ7 oM HIAIX|E &Lt
Zaezx=Ud

oA ZEE M™SH7| Mol che Aol 2k Ruby& AWS SDKE Mx|5t 1 F4d35HoF ghLCt.

- Ruby& AWS SDK A%l
- Ruby& AWS SDK Ad%435t7|

CcC
4

o

P E AF83to4 7|& CH7| 21 AWS Management Console my-queueE BHE040F &FL|C}.

r
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https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-dead-letter-queues.html
https://docs.aws.amazon.com/sdkforruby/api/Aws/SQS/Client.html#create_queue-instance_method
https://docs.aws.amazon.com/sdkforruby/api/Aws/SQS/Client.html#set_queue_attributes-instance_method
https://docs.aws.amazon.com/sdkforruby/api/Aws/SQS/Client.html#send_message-instance_method
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/SQS/QueuePoller.html
https://docs.aws.amazon.com/sdkforruby/api/Aws/SQS/Client.html#receive_message-instance_method

AWS £H|& SDK 7HeE R

7t0|E

® Note

ZHEHSHAH 17| @18l o] odlofl L2 & I E0iE Aws::SQS::Client#add_permissionO| 91& LIC}.
Al AlLt2|20l M=, SendMessage ReceiveMessage, DeleteMessage S 2| &0 CHH 4

MAE &4 MEHsHOoF B LICH DeleteQueue O | 5tX| o™ HME RF, MH|A HE E&=

CH7 |G = AR Fo| gdle =~ JA&LICH

o
# Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.
#
# This file is licensed under the Apache License, Version 2.0 (the "License").
# You may not use this file except in compliance with the License. A copy of the
# License is located at
#
# http://aws.amazon.com/apache2.0/
#
# This file is distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS
# OF ANY KIND, either express or implied. See the License for the specific
# language governing permissions and limitations under the License.
# Demonstrates how to:
# 1. Create a queue representing a dead letter queue.
# 2. Associate the dead letter queue with an existing queue.

require 'aws-sdk-sqs' # v2: require 'aws-sdk'

# Uncomment for Windows.
# Aws.use_bundled_cert!

sqs = Aws::SQS::Client.new(region: 'us-east-1')

# Create a queue representing a dead letter queue.
dead_letter_queue_name = "dead-letter-queue"

sqs.create_queue({
queue_name: dead_letter_queue_name

1)

# Get the dead letter queue's URL and ARN, so that you can associate it with an
existing queue.

Amazon SQS 0|

221


https://docs.aws.amazon.com/sdkforruby/api/Aws/SQS/Client.html#add_permission-instance_method

AWS FH|& SDK THLRE 7H0|=

dead_letter_queue_url = sqs.get_queue_url(queue_name: dead_letter_queue_name).queue_url

dead_letter_queue_arn = sqgs.get_queue_attributes({
queue_url: dead_letter_queue_url,
attribute_names: ["QueueArn"]

}).attributes["QueueArn"]

# Associate the dead letter queue with an existing queue.
begin
queue_name = "my-queue"
queue_url = sqgs.get_queue_url(queue_name: queue_name).queue_url

# Use a redrive policy to specify the dead letter queue and its behavior.
redrive_policy = {

"maxReceiveCount" => "5", # After the queue receives the same message 5 times, send

that message to the dead letter queue.
"deadLetterTargetArn" => dead_letter_queue_arn
}.to_json

sqgs.set_queue_attributes({
queue_url: queue_url,
attributes: {
"RedrivePolicy" => redrive_policy
}
b

rescue Aws::SQS::Errors::NonExistentQueue
puts "A queue named '#{queue_name}' does not exist."
exit(false)

end

# Send a message to the queue.
puts "Sending a message...

sqs.send_message({

queue_url: queue_url,

message_body: "I hope I get moved to the dead letter queue."
1)

30.downto(@) do |i]
print "\rWaiting #{i} second(s) for sent message to be receivable..."
sleep(1)

end

Amazon SQS 0|
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pUtS u\nu

poller = Aws::SQS::QueuePoller.new(queue_url)
# Receive 5 messages max and stop polling after 20 seconds of no received messages.
poller.poll(max_number_of_messages:5, idle_timeout: 20) do |messages]|
messages.each do |msg]|
puts "Received message ID: #{msg.message_id}"
end
end

# Check to see if Amazon SQS moved the message to the dead letter queue.
receive_message_result = sqs.receive_message({

queue_url: dead_letter_queue_url,

max_number_of_messages: 1

1)

if receive_message_result.messages.count > 0@

puts "\n#{receive_message_result.messages[@].body}"
else

puts "\nNo messages received."
end

Amazon SQSO| A HIA|X| A&t AlZh =1 X|H

Amazon SQSOHME HAIXIE &2 S A| CH7[Hol FXIELICH CHE AH|XRF7F HIAIX|E CHA| X 2|5t
= W& WX|5t7| 231 Amazon SQS= A8t AlZt ZIHE M™HELICH Ol= Amazon SQSO|AM CIHE A
H -_r“H _/.\_7P HAIXRIE £AI5t10 XM2I5HR| 25t sl 712H2 YELICH REAIS| 2otEed™ A EH Al

Ol of Alod M= Amazon SQS2H &7 Ruby& AWS SDKE AL&3t04 CIS 2 S™&ELCt.

1. Aws::SQS::Client#get_queue_url€ AF&310{ 7|& CH7|¥2| URLE 7HK{SLICt
2. Aws::SQS::Client#receive_message= AL23504 =|CH 107H2| HIAIX|E £=AlgfLCH.

Aws::SQS::Client#fchange_message _visibilityE AFE5t0{ HA|X[E =48t 0| 2 = gle Algt 2t
Ag R|™ELC

w

]
P
!

_Jlx_
oA ZEE AM™SH7| Mol chg dYol 2k Ruby& AWS SDKE M x|5t 1 F4d5HoF ghLCt.
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https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-visibility-timeout.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-visibility-timeout.html
https://docs.aws.amazon.com/sdkforruby/api/Aws/SQS/Client.html#get_queue_url-instance_method
https://docs.aws.amazon.com/sdkforruby/api/Aws/SQS/Client.html#receive_message-instance_method
https://docs.aws.amazon.com/sdkforruby/api/Aws/SQS/Client.html#change_message_visibility-instance_method
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- Ruby& AWS SDK A& 5t7|

CHZ |2 my-queue ™ BHE040F StH, O|= Amazon SQS £ 0|M THE 5= U&LICH

of
# Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.
#
# This file is licensed under the Apache License, Version 2.0 (the "License").
# You may not use this file except in compliance with the License. A copy of the
# License is located at
#
# http://aws.amazon.com/apache2.0/
#
# This file is distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS
# OF ANY KIND, either express or implied. See the License for the specific
# language governing permissions and limitations under the License.
# Demonstrates how to specify the time interval during which messages to a queue are

not visible after being received.
require 'aws-sdk-sqs' # v2: require 'aws-sdk'
sgqs = Aws::SQS::Client.new(region: 'us-east-1')

begin
queue_name = "my-queue"
queue_url = sqgs.get_queue_url(queue_name: queue_name).queue_url

receive_message_result_before = sqgs.receive_message({
queue_url: queue_url,
max_number_of_messages: 10 # Receive up to 10 messages, if there are that many.

1)

puts "Before attempting to change message visibility timeout: received
#{receive_message_result_before.messages.count} message(s)."

receive_message_result_before.messages.each do |message|
sqs.change_message_visibility({
queue_url: queue_url,
receipt_handle: message.receipt_handle,
visibility_timeout: 30 # This message will not be visible for 3@ seconds after
first receipt.
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1)

end

# Try to retrieve the original messages after setting their visibility timeout.
receive_message_result_after = sqs.receive_message({

queue_url: queue_url,

max_number_of_messages: 10

D

puts "\nAfter attempting to change message visibility timeout: received
#{receive_message_result_after.messages.count} message(s)."

rescue Aws::SQS::Errors::NonExistentQueue
puts "Cannot receive messages for a queue named '#{receive_queue_name}', as it does
not exist."

end

OtO}=E WorkDocs /Al

CtZ oM E S35 Ruby@ AWS SDKE AtE35t04 ofOFE WorkDocs (Amazon WorkDocs) 01 4 A[A &
£ Ql&LICE AmazonOi CHEH XEAIEH LI 2 Amazon WorkDocs WorkDocs AHME EE5HA AL,

O| iME AF25te{™H =& ID7F ZHRELICH CHE EHAHIE AF83510{ AWS 2&0|M =2 IDE 7K
AMAIR.
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https://aws.amazon.com/documentation/workdocs/
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CHS ofolM= 2o Q= =% L 2E AFEXt2| 0|5 OlHY 4, RE EME LIEELICH CopyE
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1. Ruby® AWS SDK 2 E0| 22311 Amazon 22t0|HEE WorkDocs MA435HAAIL.
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2. Z%| IDZ describe_users& 3&35t1 AH8X} O] £ 2LEA=LR MU

1. AL X0l et HEE E A

e}
T

Ct.

Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.

This file is licensed under the Apache License, Version 2.0 (the "License").
You may not use this file except in compliance with the License. A copy of the
License is located at

http://aws.amazon.com/apache2.0/
This file is distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS

OF ANY KIND, either express or implied. See the License for the specific
language governing permissions and limitations under the License.

HOoH OHF O OB OH O OH OB OB

require 'aws-sdk-workdocs' # v2: require 'aws-sdk'

client = Aws::WorkDocs::Client.new(region: 'us-west-2')

# Set to the OrganizationId of your WorkDocs site
orgIld = 'd-123456789c"

resp = client.describe_users({

organization_id: orglId,

include: "ALL", # accepts ALL, ACTIVE_PENDING

order: "ASCENDING", # accepts ASCENDING, DESCENDING

sort: "USER_NAME", # accepts USER_NAME, FULL_NAME, STORAGE_LIMIT, USER_STATUS,
STORAGE_USED

D

resp.users.each do |user|
puts "First name: #{user.given_namel}"
puts "Last name: #{user.surnamel}"

olotZE WorkDocs 0| X =5



AWS FH|& SDK THLRE 7H0|=

puts "Email: #{user.email_address}"
puts "Root folder: #{user.root_folder_id}"
puts

end

oM A 0| E & Z3FHAAIL. GitHub
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1. Ruby ZE& AWS SDK7} 2 QgL
2. N8O RE EE 7IMe €1 HAMEE THELIC}
3. Amazon WorkDocs 2EZI0|¢1EE MM A,

4. A-E7Xtol| Ciet FE ECE 7HMSLICH

5. describe_folder_contentsE ££5t0{ E LIRS QEX=2Z 7tXSLICH.

6. AL R0l RE BC{0IA 2t 2412l OIF, 27I(HOIE), 21T +HY, 2M D, BH IDE EAIFLICH

Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.

This file is licensed under the Apache License, Version 2.0 (the "License").
You may not use this file except in compliance with the License. A copy of the
License is located at

http://aws.amazon.com/apache2.0/

This file is distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS
OF ANY KIND, either express or implied. See the License for the specific
language governing permissions and limitations under the License.
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require 'aws-sdk-workdocs' # v2: require 'aws-sdk'

def get_user_folder(client, orgId, user_email)
root_folder = "'

resp = client.describe_users({
organization_id: orgld,

1)

olotZE WorkDocs 0| X =


https://github.com/awsdocs/aws-doc-sdk-examples/blob/main/ruby/example_code/workdocs/wd_list_users.rb

AWS FH|& SDK THLRE 7H0|=

# resp.users should have only one entry
resp.users.each do |user|

if user.email_address == user_email
root_folder = user.root_folder_id
end
end

return root_folder
end

client = Aws::WorkDocs::Client.new(region: 'us-west-2')

# Set to the email address of a user
user_email = 'someone@somewhere'

# Set to the OrganizationId of your WorkDocs site.
orgIld = 'd-123456789c"

user_folder = get_user_folder(client, orgld, user_email)

if user_folder == "'
puts 'Could not get root folder for user with email address ' + user_email
exit(1)

end

resp = client.describe_folder_contents({

folder_id: user_folder, # required

sort: "NAME", # accepts DATE, NAME

order: "ASCENDING", # accepts ASCENDING, DESCENDING
)

resp.documents.each do |doc|
md = doc.latest_version_metadata

puts "Name: #{md.name}"
puts "Size (bytes): #{md.size}"
puts "Last modified: #{doc.modified_timestamp}"

puts "Doc ID: #{doc.id}"
puts "Version ID: #{md.id}"
puts

end
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* Ruby& SDKE A+& 8l Elastic Beanstalk 01 Al
« EventBridge Ruby& SDKE A& 3= oA
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CreateTrail

CIS T E | A|0JAME CreateTrail S AF25HE W2 Eod ELC).

SDK for Ruby

require "aws-sdk-cloudtrail" # v2: require 'aws-sdk'
require "aws-sdk-s3"
require "aws-sdk-sts"

def create_trail_example(s3_client, sts_client, cloudtrail_client, trail_name,
bucket_name)

resp = sts_client.get_caller_identity({})
account_id = resp.account

# Attach policy to an Amazon Simple Storage Service (S3) bucket.
s3_client.create_bucket(bucket: bucket_name)
begin
policy = {
"Version" => "2012-10-17",
"Statement" => [

{

"Sid" => "AWSCloudTrailAclCheck20150319",

"Effect" => "Allow",

"Principal" => {

"Service" => "cloudtrail.amazonaws.com"

.

"Action" => "s3:GetBucketAcl",

"Resource" => "arn:aws:s3:::#{bucket_name}"
},
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DeleteTrail

"Sid" => "AWSCloudTrailWrite20150319",

"Effect" => "Allow",

"Principal" => {
"Service" => "cloudtrail.amazonaws.com"

"Action" => "s3:PutObject",
"Resource" => "arn:aws:s3:::#{bucket_name}/AWSLogs/#{account_id}/*",
"Condition" => {
"StringEquals" => {
"s3:x-amz-acl" => "bucket-owner-full-control"

{
.
}
}
]
}.to_json

s3_client.put_bucket_policy(

bucket:
policy: policy

)

bucket_name,

puts "Successfully added policy to bucket #{bucket_name}"

end

begin

cloudtrail_client.create_trail({

puts
rescue
puts
puts
exit
end

name: trail_name, # required
s3_bucket_name: bucket_name # required

1)

"Successfully created trail: #{trail_name}."
StandardError => e
"Got error trying to create trail #{trail_name}:\n #{e}"

e
1
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client.delete_trail({

name: trail_name # required

b
puts "Successfully deleted trail: " + trail_name
rescue StandardError => err
puts "Got error trying to delete trail: " + trail_name + ":"
puts err
exit 1
end

« API M| HHE = AWS SDK for Ruby API DeleteTrail&f Z & & Z5HAA|IL.

ListTrails
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require "aws-sdk-cloudtrail" # v2: require 'aws-sdk'

def describe_trails_example(client)
resp = client.describe_trails({})
puts "Found #{resp.trail_list.count} trail(s)."
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resp.trail_list.each do |trail]

puts "Name: " + trail.name
puts "S3 bucket name: " + trail.s3_bucket_name
puts

end
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require "aws-sdk-cloudtrail" # v2: require 'aws-sdk'

# @param [Object] client

def lookup_events_example(client)
resp = client.lookup_events
puts "Found #{resp.events.count} events:"
resp.events.each do |e]

puts "Event name: #{e.event_namel}"
puts "Event ID: #{e.event_id}"
puts "Event time: #{e.event_timel}"

puts "Resources:"

e.resources.each do |r|

puts " Name: #{r.resource_namel}"
puts " Type: #{r.resource_typel}"
puts ""
end
end
end
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require "aws-sdk-cloudwatch"

# Lists the names of available Amazon CloudWatch alarms.
#

# @param cloudwatch_client [Aws::CloudWatch::Client]

# An initialized CloudWatch client.
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# @example
#  list_alarms(Aws::CloudwWatch::Client.new(region: 'us-east-1'))
def list_alarms(cloudwatch_client)
response = cloudwatch_client.describe_alarms
if response.metric_alarms.count.positive?
response.metric_alarms.each do |alarm]|
puts alarm.alarm_name
end
else
puts "No alarms found."
end
rescue StandardError => e
puts "Error getting information about alarms: #{e.message}"
end
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lﬂ
Q'I_l
| el
>
to

DescribeAlarmsForMetric
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#
# @param cloudwatch_client [Aws::CloudWatch::Client]
# An initialized CloudWatch client.
# @example
# describe_metric_alarms(Aws::CloudWatch::Client.new(region: 'us-east-1'))
def describe_metric_alarms(cloudwatch_client)
response = cloudwatch_client.describe_alarms

if response.metric_alarms.count.positive?
response.metric_alarms.each do |alarm]|
puts "-" * 16
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else

puts "Name: " + alarm.
puts "State value: " + alarm.
puts "State reason: " + alarm.
puts "Metric: " + alarm.
puts "Namespace: " + alarm
puts "Statistic: " + alarm.
puts "Period: " + alarm.
puts "Unit: " + alarm.
puts "Eval. periods: " + alarm.
puts "Threshold: " + alarm.
puts "Comp. operator: " + alarm

alarm_name
state_value
state_reason
metric_name

.namespace

statistic

period.to_s

unit.to_s
evaluation_periods.to_s
threshold.to_s

.comparison_operator

if alarm.key?(:ok_actions) && alarm.ok_actions.count.positive?

puts "OK actions:"
alarm.ok_actions.each do |a]
puts " " + a
end
end

if alarm.key?(:alarm_actions) && alarm.alarm_actions.count.positive?

puts "Alarm actions:"

alarm.alarm_actions.each do |a]

puts " " + a
end
end

if alarm.key?(:insufficient_data_actions) &&
alarm.insufficient_data_actions.count.positive?
puts "Insufficient data actions:"
alarm.insufficient_data_actions.each do |a]

puts " " + a
end
end

puts "Dimensions:"

if alarm.key?(:dimensions) && alarm.dimensions.count.positive?

alarm.dimensions.each do |d|
puts "
end
else
puts
end
d

None for this alarm."

Name: " + d.name + ", Value: " + d.value
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puts "No alarms found."
end
rescue StandardError => e
puts "Error getting information about alarms: #{e.messagel}"
end

# Example usage:
def run_me
region = ""

# Print usage information and then stop.
if ARGV[@] == "--help" || ARGV[@] == "-h"
puts "Usage: ruby cw-ruby-example-show-alarms.rb REGION"
puts "Example: ruby cw-ruby-example-show-alarms.rb us-east-1"
exit 1
# If no values are specified at the command prompt, use these default values.
elsif ARGV.count.zero?

region = "us-east-1"
# Otherwise, use the values as specified at the command prompt.
else

region = ARGV[0O]
end

cloudwatch_client = Aws::CloudWatch::Client.new(region: region)
puts "Available alarms:"
describe_metric_alarms(cloudwatch_client)

end

run_me if $PROGRAM_NAME == __ FILE__
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Disables an alarm in Amazon CloudWatch.

Prerequisites.

- The alarm to disable.

@param cloudwatch_client [Aws::CloudWatch::Client]
An initialized CloudWatch client.
@param alarm_name [String] The name of the alarm to disable.
@return [Boolean] true if the alarm was disabled; otherwise, false.
@example
exit 1 unless alarm_actions_disabled?(
Aws: :CloudWatch::Client.new(region: 'us-east-1'),
'ObjectsInBucket’

HOoH OHF OHF OH OH O HF OH OH O OH OB OB OH

)

def alarm_actions_disabled?(cloudwatch_client, alarm_name)
cloudwatch_client.disable_alarm_actions(alarm_names: [alarm_name])
return true

rescue StandardError => e
puts "Error disabling alarm actions: #{e.message}"
return false

end

# Example usage:
def run_me

alarm_name = "ObjectsInBucket"
alarm_description = "Objects exist in this bucket for more than 1 day."
metric_name = "NumberOfObjects"

# Notify this Amazon Simple Notification Service (Amazon SNS) topic when

# the alarm transitions to the ALARM state.

alarm_actions = ["arn:aws:sns:us-
east-1:111111111111:Default_CloudWatch_Alarms_Topic"]

namespace = "AWS/S3"

statistic = "Average"
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dimensions = [

{
name: "BucketName",
value: "doc-example-bucket"
},
{
name: "StorageType",
value: "AllStorageTypes"
}
]
period = 86_400 # Daily (24 hours * 60 minutes * 60 seconds = 86400 seconds).
unit = "Count"

evaluation_periods = 1 # More than one day.

threshold = 1 # One object.

comparison_operator = "GreaterThanThreshold" # More than one object.

# Replace us-west-2 with the AWS Region you're using for Amazon CloudWatch.
region = "us-east-1"

cloudwatch_client = Aws::CloudWatch::Client.new(region: region)

if alarm_created_or_updated?(
cloudwatch_client,
alarm_name,
alarm_description,
metric_name,
alarm_actions,
namespace,
statistic,
dimensions,
period,
unit,
evaluation_periods,
threshold,
comparison_operator

puts "Alarm '#{alarm_name}' created or updated."
else

puts "Could not create or update alarm '#{alarm_name}'."
end

if alarm_actions_disabled?(cloudwatch_client, alarm_name)
puts "Alarm '#{alarm_name}' disabled."

else
puts "Could not disable alarm '#{alarm_name}'."

CloudWatch 241



AWS FH|& SDK THLRE 7H0|=

end
end

run_me if $PROGRAM_NAME == _ FILE__
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Lists available metrics for a metric namespace in Amazon CloudWatch.

#
#
# @param cloudwatch_client [Aws::CloudWatch::Client]

# An initialized CloudWatch client.

# @param metric_namespace [String] The namespace of the metric.
# @example

#  list_metrics_for_namespace(

# ws::CloudWatch::Client.new(region: 'us-east-1'),

# 'SITE/TRAFFIC'

#

)
def list_metrics_for_namespace(cloudwatch_client, metric_namespace)
response = cloudwatch_client.list_metrics(namespace: metric_namespace)

if response.metrics.count.positive?
response.metrics.each do |metric|

puts " Metric name: #{metric.metric_name}"
if metric.dimensions.count.positive?
puts " Dimensions:"
metric.dimensions.each do |dimension|
puts " Name: #{dimension.name}, Value: #{dimension.valuel}"
end
else
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puts "No dimensions found."
end
end
else
puts "No metrics found for namespace '#{metric_namespace}'. " \
"Note that it could take up to 15 minutes for recently-added metrics " \
"to become available."
end
end

# Example usage:

def run_me
metric_namespace = "SITE/TRAFFIC"
# Replace us-west-2 with the AWS Region you're using for Amazon CloudWatch.
region = "us-east-1"

cloudwatch_client = Aws::CloudWatch::Client.new(region: region)

# Add three datapoints.
puts "Continuing..." unless datapoint_added_to_metric?(
cloudwatch_client,
metric_namespace,
"UniqueVisitors",
"SiteName",
"example.com",
5_885.0,
"Count"

puts "Continuing..." unless datapoint_added_to_metric?(
cloudwatch_client,
metric_namespace,
"UniqueVisits",
"SiteName",
"example.com",
8_628.0,
"Count"

puts "Continuing..." unless datapoint_added_to_metric?(
cloudwatch_client,
metric_namespace,
"PageViews",
"PageURL",
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"example.html",
18_057.0,
"Count"

puts "Metrics for namespace '#{metric_namespace}'
list_metrics_for_namespace(cloudwatch_client, metric_namespace)
end

run_me if $PROGRAM_NAME == _ FILE__
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Creates or updates an alarm in Amazon CloudWatch.

@param cloudwatch_client [Aws::CloudWatch::Client]
An initialized CloudWatch client.
@param alarm_name [String] The name of the alarm.
@param alarm_description [String] A description about the alarm.
@param metric_name [String] The name of the metric associated with the alarm.
@param alarm_actions [Array] A list of Strings representing the
Amazon Resource Names (ARNs) to execute when the alarm transitions to the
ALARM state.
@param namespace [String] The namespace for the metric to alarm on.
@param statistic [String] The statistic for the metric.
@param dimensions [Array] A list of dimensions for the metric, specified as
Aws: :CloudWatch: :Types: :Dimension.
@param period [Integer] The number of seconds before re-evaluating the metric.
@param unit [String] The unit of measure for the statistic.
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# @param evaluation_periods [Integer] The number of periods over which data is
#  compared to the specified threshold.
# @param theshold [Float] The value against which the specified statistic is
compared.
# @param comparison_operator [String] The arithmetic operation to use when
comparing the specified statistic and threshold.
@return [Boolean] true if the alarm was created or updated; otherwise, false.
@example
exit 1 unless alarm_created_or_updated?(
Aws: :CloudWatch::Client.new(region: 'us-east-1'),
'ObjectsInBucket’,
'Objects exist in this bucket for more than 1 day.',
"NumberOfObjects’,
['arn:aws:sns:us-east-1:111111111111:Default_CloudWatch_Alarms_Topic'],

'AWS/S3',
'Average’,
[
{
name: 'BucketName',
value: 'doc-example-bucket'
},
{

name: 'StorageType',
value: 'AllStorageTypes'

'GreaterThanThreshold'
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)

def alarm_created_or_updated?(
cloudwatch_client,
alarm_name,
alarm_description,
metric_name,
alarm_actions,
namespace,
statistic,
dimensions,

period,

unit,
evaluation_periods,

CloudWatch 245



AWS FH|& SDK THLRE 7H0|=

threshold,
comparison_operator

cloudwatch_client.put_metric_alarm(
alarm_name: alarm_name,
alarm_description: alarm_description,
metric_name: metric_name,
alarm_actions: alarm_actions,
namespace: namespace,
statistic: statistic,
dimensions: dimensions,
period: period,
unit: unit,
evaluation_periods: evaluation_periods,
threshold: threshold,
comparison_operator: comparison_operator
)
return true
rescue StandardError => e
puts "Error creating alarm: #{e.message}"
return false
end

- API M8 HE = AWS SDK for Ruby API PutMetricAlarm& =& & X351 AA|2.
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require "aws-sdk-cloudwatch"

# Adds a datapoint to a metric in Amazon CloudWatch.
#
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@param cloudwatch_client [Aws::CloudWatch::Client]
An initialized CloudWatch client.
@param metric_namespace [String] The namespace of the metric to add the
datapoint to.
@param metric_name [String] The name of the metric to add the datapoint to.
@param dimension_name [String] The name of the dimension to add the
datapoint to.
@param dimension_value [String] The value of the dimension to add the
datapoint to.
@param metric_value [Float] The value of the datapoint.
@param metric_unit [String] The unit of measurement for the datapoint.
@return [Boolean]
@example
exit 1 unless datapoint_added_to_metric?(
Aws: :CloudWatch::Client.new(region: 'us-east-1'),
'SITE/TRAFFIC',
'UniqueVisitors',

'SiteName’,
'example.com',
5_885.0,
'Count’
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)

def datapoint_added_to_metric?(
cloudwatch_client,
metric_namespace,
metric_name,

dimension_name,
dimension_value,
metric_value,

metric_unit

cloudwatch_client.put_metric_data(
namespace: metric_namespace,
metric_data: [
{
metric_name: metric_name,
dimensions: [
{
name: dimension_name,
value: dimension_value
}
1,
value: metric_value,
unit: metric_unit
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}
]
)

puts "Added data about '#{metric_namel}' to namespace " \
"'#{metric_namespace}'."
return true

rescue StandardError => e
puts "Error adding data about '#{metric_name}' to namespace " \
"'"#{metric_namespace}': #{e.message}"
return false
end
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require 'json'

def lambda_handler(event:, context:)
event['events'].each do |record]|
log_document_db_event(record)
end
0K
end

def log_document_db_event(record)

event_data = record['event'] || {3}

operation_type = event_datal'operationType'] || 'Unknown'
db = event_data.dig('ns', 'db') || 'Unknown'

collection = event_data.dig('ns', 'coll') || 'Unknown'

full_document = event_data['fullDocument'] || {3}

puts "Operation type: #{operation_typel}"

puts "db: #{db}"

puts "collection: #{collection}"

puts "Full document: #{JSON.pretty_generate(full_document)}"
end
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class DynamoDBPartiQLBatch

attr_reader :dynamo_resource
attr_reader :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: "us-east-1")
@dynamodb = Aws::DynamoDB::Resource.new(client: client)
@table = @dynamodb.table(table_name)

end

# Selects a batch of items from a table using PartiQL
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#
# @param batch_titles [Array] Collection of movie titles
# @return [Aws::DynamoDB::Types::BatchExecuteStatementOutput]
def batch_execute_select(batch_titles)
request_items = batch_titles.map do |title, year|
{
statement: "SELECT * FROM \"#{e@table.name}\" WHERE title=? and year=?",
parameters: [title, year]
}

end
@dynamodb.client.batch_execute_statement({statements: request_items})

end

PartiQLE A& 3dto] &= HIRIE AfX|ELICH

class DynamoDBPartiQLBatch

attr_reader :dynamo_resource
attr_reader :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: "us-east-1")
@dynamodb = Aws::DynamoDB::Resource.new(client: client)
@table = @dynamodb.table(table_name)

end

# Deletes a batch of items from a table using PartiQL
#
# @param batch_titles [Array] Collection of movie titles
# @return [Aws::DynamoDB::Types::BatchExecuteStatementOutput]
def batch_execute_write(batch_titles)
request_items = batch_titles.map do |title, year|
{
statement: "DELETE FROM \"#{e@table.name}\" WHERE title=? and year=?",
parameters: [title, year]

}

end
@dynamodb.client.batch_execute_statement({statements: request_items})

end

« APl MI& HE = AWS SDK for Ruby API BatchExecuteStatement® Z & & RS AA2.
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class DynamoDBBasics
attr_reader :dynamo_resource
attr_reader :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: "us-east-1")
@dynamo_resource = Aws::DynamoDB::Resource.new(client: client)
@table = @dynamo_resource.table(table_name)

end

# Fills an Amazon DynamoDB table with the specified data. Items are sent in
# batches of 25 until all items are written.
#
# @param movies [Enumerable] The data to put in the table. Each item must contain
at least
# the keys required by the schema that was specified
when the
# table was created.
def write_batch(movies)
index = 0
slice_size = 25
while index < movies.length
movie_items = []
movies[index, slice_size].each do |movie]
movie_items.append({put_request: { item: movie }3})
end
@dynamo_resource.client.batch_write_item({request_items: { e@table.name =>
movie_items }})
index += slice_size
end
rescue Aws::DynamoDB: :Errors::ServiceError => e
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puts(
"Couldn't load data into table #{e@table.name}. Here's why:")
puts("\t#{e.code}: #{e.messagel}")
raise
end
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# Encapsulates an Amazon DynamoDB table of movie data.
class Scaffold

attr_reader :dynamo_resource

attr_reader :table_name

attr_reader :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: "us-east-1")
@dynamo_resource = Aws::DynamoDB::Resource.new(client: client)
@table_name = table_name
@table = nil
@logger = Logger.new($stdout)
@logger.level = Logger: :DEBUG

end

Creates an Amazon DynamoDB table that can be used to store movie data.
The table uses the release year of the movie as the partition key and the
title as the sort key.

@param table_name [String] The name of the table to create.
@return [Aws::DynamoDB::Table] The newly created table.
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def create_table(table_name)
@table = @dynamo_resource.create_table(
table_name: table_name,
key_schema: [
{attribute_name: "year", key_type: "HASH"}, # Partition key
{attribute_name: "title", key_type: "RANGE"} # Sort key
1,
attribute_definitions: [
{attribute_name: "year", attribute_type: "N"},
{attribute_name: "title", attribute_type: "S"}
1,
provisioned_throughput: {read_capacity_ units: 10, write_capacity_units: 10})
@dynamo_resource.client.wait_until(:table_exists, table_name: table_name)
@table
rescue Aws::DynamoDB: :Errors::ServiceError => e
@logger.error("Failed create table #{table_name}:\n#{e.code}: #{e.messagel}")
raise
end
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class DynamoDBBasics
attr_reader :dynamo_resource
attr_reader :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: "us-east-1")
@dynamo_resource = Aws::DynamoDB::Resource.new(client: client)
@table = @dynamo_resource.table(table_name)
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end

# Deletes a movie from the table.
#
# @param title [String] The title of the movie to delete.
# @param year [Integer] The release year of the movie to delete.
def delete_item(title, year)
@table.delete_item(key: {"year" => year, "title" => title})
rescue Aws::DynamoDB: :Errors::ServiceError => e
puts("Couldn't delete movie #{title}. Here's why:")
puts("\t#{e.code}: #{e.messagel}")
raise
end
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# Encapsulates an Amazon DynamoDB table of movie data.
class Scaffold

attr_reader :dynamo_resource

attr_reader :table_name

attr_reader :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: "us-east-1")
@dynamo_resource = Aws::DynamoDB::Resource.new(client: client)
@table_name = table_name
@table = nil
@logger = Logger.new($stdout)
@logger.level = Logger: :DEBUG
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end

# Deletes the table.

def delete_table
@table.delete
@table = nil

rescue Aws::DynamoDB: :Errors::ServiceError => e
puts("Couldn't delete table. Here's why:")
puts("\t#{e.code}: #{e.messagel}")
raise

end
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# Encapsulates an Amazon DynamoDB table of movie data.
class Scaffold

attr_reader :dynamo_resource

attr_reader :table_name

attr_reader :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: "us-east-1")
@dynamo_resource = Aws::DynamoDB::Resource.new(client: client)
@table_name = table_name
@table = nil
@logger = Logger.new($stdout)
@logger.level = Logger: :DEBUG

end

DynamoDB 256


https://docs.aws.amazon.com/goto/SdkForRubyV3/dynamodb-2012-08-10/DeleteTable
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/dynamodb#code-examples

AWS FH|& SDK THLRE 7H0|=

# Determines whether a table exists. As a side effect, stores the table in

# a member variable.

#

# @param table_name [String] The name of the table to check.

# @return [Boolean] True when the table exists; otherwise, False.

def exists?(table_name)
@dynamo_resource.client.describe_table(table_name: table_name)
@logger.debug("Table #{table_name} exists")

rescue Aws::DynamoDB: :Errors: :ResourceNotFoundException
@logger.debug("Table #{table_name} doesn't exist")
false

rescue Aws::DynamoDB: :Errors::ServiceError => e
puts("Couldn't check for existence of #{table_name}:\n")
puts("\t#{e.code}: #{e.messagel}")
raise

end

« AP| M|® HE = AWS SDK for Ruby API DescribeTable® Z& & Z 5t A2,
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class DynamoDBPartiQLSingle

attr_reader :dynamo_resource
attr_reader :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: "us-east-1")
@dynamodb = Aws::DynamoDB::Resource.new(client: client)
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@table = @dynamodb.table(table_name)
end

Gets a single record from a table using PartiqQL.
Note: To perform more fine-grained selects,
use the Client.query instance method instead.

@param title [String] The title of the movie to search.
@return [Aws::DynamoDB: :Types: :ExecuteStatementOutput]
def select_item_by_title(title)
request = {
statement: "SELECT * FROM \"#{e@table.name}\" WHERE title=?",
parameters: [title]

#
#
#
#
#
#

}

@dynamodb.client.execute_statement(request)
end

PartiQLZ At&3dtod & 52 & 7 Uolo|EFLICH

class DynamoDBPartiQLSingle

attr_reader :dynamo_resource
attr_reader :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: "us-east-1")
@dynamodb = Aws::DynamoDB: :Resource.new(client: client)
@table = @dynamodb.table(table_name)

end

Updates a single record from a table using PartiqQL.

@param title [String] The title of the movie to update.
@param year [Integer] The year the movie was released.
@param rating [Float] The new rating to assign the title.
@return [Aws::DynamoDB: :Types::ExecuteStatementOutput]
def update_rating_by_title(title, year, rating)

request = {

statement: "UPDATE \"#{@table.name}\" SET info.rating=? WHERE title=? and

year=?",
parameters: [{ "N": rating }, title, year]

#
#
#
#
#
#
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@dynamodb.client.execute_statement(request)
end

PartiQLE Al&3sto] &= &t 7§ F7HefLch.
class DynamoDBPartiQLSingle

attr_reader :dynamo_resource
attr_reader :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: "us-east-1")
@dynamodb = Aws::DynamoDB::Resource.new(client: client)
@table = @dynamodb.table(table_name)

end

# Adds a single record to a table using PartiQL.
#
# @param title [String] The title of the movie to update.
# @param year [Integer] The year the movie was released.
# @param plot [String] The plot of the movie.
# @param rating [Float] The new rating to assign the title.
# @return [Aws::DynamoDB::Types::ExecuteStatementOutput]
def insert_item(title, year, plot, rating)
request = {
statement: "INSERT INTO \"#{e@table.name}\" VALUE {'title': ?, 'year': ?,
'info': ?3}",
parameters: [title, year, {'plot': plot, 'rating': rating}]
}
@dynamodb.client.execute_statement(request)
end

PartiQLE At&3sto] & =2 & 7H A AIgfLCt

class DynamoDBPartiQLSingle

attr_reader :dynamo_resource
attr_reader :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: "us-east-1")
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@dynamodb = Aws::DynamoDB::Resource.new(client: client)
@table = @dynamodb.table(table_name)
end

# Deletes a single record from a table using PartiQL.
#
# @param title [String] The title of the movie to update.
# @param year [Integer] The year the movie was released.
# @return [Aws::DynamoDB::Types::ExecuteStatementOutput]
def delete_item_by_title(title, year)
request = {
statement: "DELETE FROM \"#{e@table.name}\" WHERE title=? and year=?",
parameters: [title, year]
}
@dynamodb.client.execute_statement(request)
end

« API M|& HE = AWS SDK for Ruby API ExecuteStatement® Z& & TS AIL
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class DynamoDBBasics
attr_reader :dynamo_resource
attr_reader :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: "us-east-1")
@dynamo_resource = Aws::DynamoDB::Resource.new(client: client)
@table = @dynamo_resource.table(table_name)

end
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# Gets movie data from the table for a specific movie.

#

# @param title [String] The title of the movie.

# @param year [Integer] The release year of the movie.

# @return [Hash] The data about the requested movie.

def get_item(title, year)
@table.get_item(key: {"year" => year, "title" => title})

rescue Aws::DynamoDB: :Errors::ServiceError => e
puts("Couldn't get movie #{title} (#{year}) from table #{@table.name}:\n")
puts("\t#{e.code}: #{e.messagel}")
raise

end
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# Encapsulates an Amazon DynamoDB table of movie data.
class Scaffold

attr_reader :dynamo_resource

attr_reader :table_name

attr_reader :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: "us-east-1")
@dynamo_resource = Aws::DynamoDB::Resource.new(client: client)
@table_name = table_name
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@table = nil

@logger = Logger.new($stdout)

@logger.level = Logger: :DEBUG
end

# Determines whether a table exists. As a side effect, stores the table in

# a member variable.

#

# @param table_name [String] The name of the table to check.

# @return [Boolean] True when the table exists; otherwise, False.

def exists?(table_name)
@dynamo_resource.client.describe_table(table_name: table_name)
@logger.debug("Table #{table_name} exists")

rescue Aws::DynamoDB::Errors::ResourceNotFoundException
@logger.debug("Table #{table_name} doesn't exist")
false

rescue Aws::DynamoDB: :Errors::ServiceError => e
puts("Couldn't check for existence of #{table_name}:\n")
puts("\t#{e.code}: #{e.messagel}")
raise

end
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class DynamoDBBasics
attr_reader :dynamo_resource
attr_reader :table
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def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: "us-east-1")
@dynamo_resource = Aws::DynamoDB::Resource.new(client: client)
@table = @dynamo_resource.table(table_name)

end

# Adds a movie to the table.
#
# @param movie [Hash] The title, year, plot, and rating of the movie.
def add_item(movie)
@table.put_item(
item: {
"year" => moviel[:year],
"title" => movie[:title],
"info" => {"plot" => movie[:plot], "rating" => movie[:rating]}})
rescue Aws::DynamoDB: :Errors::ServiceError => e
puts("Couldn't add movie #{title} to table #{e@table.name}. Here's why:")
puts("\t#{e.code}: #{e.messagel}")
raise
end

« APl M2 HE = AWS SDK for Ruby API Putltem& =& & ZtAAIL.
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class DynamoDBBasics
attr_reader :dynamo_resource
attr_reader :table

def initialize(table_name)
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client = Aws::DynamoDB::Client.new(region: "us-east-1")
@dynamo_resource = Aws::DynamoDB::Resource.new(client: client)
@table = @dynamo_resource.table(table_name)

end

# Queries for movies that were released in the specified year.
#
# @param year [Integer] The year to query.
# @return [Array] The list of movies that were released in the specified year.
def query_items(year)
response = @table.query(
key_condition_expression: "#yr = :year",
expression_attribute_names: {"#yr" => "year"},
expression_attribute_values: {":year" => year})
rescue Aws::DynamoDB: :Errors::ServiceError => e
puts("Couldn't query for movies released in #{year}. Here's why:")
puts("\t#{e.code}: #{e.messagel}")
raise
else
response.items
end
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class DynamoDBBasics
attr_reader :dynamo_resource
attr_reader :table
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def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: "us-east-1")
@dynamo_resource = Aws::DynamoDB::Resource.new(client: client)
@table = @dynamo_resource.table(table_name)

end

# Scans for movies that were released in a range of years.
# Uses a projection expression to return a subset of data for each movie.
#
# @param year_range [Hash] The range of years to retrieve.
# @return [Array] The list of movies released in the specified years.
def scan_items(year_range)
movies = []
scan_hash = {
filter_expression: "#yr between :start_yr and :end_yr",
projection_expression: "#yr, title, info.rating",
expression_attribute_names: {"#yr" => "year"},
expression_attribute_values: {
":start_yr" => year_range[:start], ":end_yr" => year_range[:end]}
}
done = false
start_key = nil
until done
scan_hash[:exclusive_start_key] = start_key unless start_key.nil?
response = @table.scan(scan_hash)
movies.concat(response.items) unless response.items.empty?
start_key = response.last_evaluated_key
done = start_key.nil?
end
rescue Aws::DynamoDB: :Errors::ServiceError => e
puts("Couldn't scan for movies. Here's why:")
puts("\t#{e.code}: #{e.messagel}")
raise
else
movies
end

rr
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class DynamoDBBasics
attr_reader :dynamo_resource
attr_reader :table

def initialize(table_name)
client = Aws::DynamoDB::Client.new(region: "us-east-1")
@dynamo_resource = Aws::DynamoDB::Resource.new(client: client)

@table = @dynamo_resource.table(table_name)
end

# Updates rating and plot data for a movie in the table.

#

# @param movie [Hash] The title, year, plot, rating of the movie.
def update_item(movie)

response = @table.update_item(
key: {"year" => movie[:year], "title" => movie[:title]},
update_expression: "set info.rating=:r",
expression_attribute_values: { ":r" => movie[:rating] 3},
return_values: "UPDATED_NEW")

rescue Aws::DynamoDB: :Errors::ServiceError => e
puts("Couldn't update movie #{movie[:title]} (#{movie[:year]}) in table
#{e@table.name}\n")
puts("\t#{e.code}: #{e.messagel}")
raise
else
response.attributes
end
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Creates an Amazon DynamoDB table that can be used to store movie data.
The table uses the release year of the movie as the partition key and the
title as the sort key.

@param table_name [String] The name of the table to create.
@return [Aws::DynamoDB::Table] The newly created table.
def create_table(table_name)
@table = @dynamo_resource.create_table(
table_name: table_name,
key_schema: [
{attribute_name: "year", key_type: "HASH"}, # Partition key
{attribute_name: "title", key_type: "RANGE"} # Sort key
1,
attribute_definitions: [
{attribute_name: "year", attribute_type: "N"},

#
#
#
#
#
#

DynamoDB

267


https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/dynamodb#code-examples

AWS FH|& SDK THLRE 7H0|=

{attribute_name: "title", attribute_type: "S"}
1,
provisioned_throughput: {read_capacity_units: 10, write_capacity_units: 10})
@dynamo_resource.client.wait_until(:table_exists, table_name: table_name)
@table
rescue Aws::DynamoDB: :Errors::ServiceError => e
@logger.error("Failed create table #{table_name}:\n#{e.code}: #{e.messagel}")

raise
end
Y g+ M50 ME JSON IS CIREES T FEELICH

# Gets sample movie data, either from a local file or by first downloading it from
# the Amazon DynamoDB Developer Guide.
#
# @param movie_file_name [String] The local file name where the movie data is
stored in JSON format.
# @return [Hash] The movie data as a Hash.
def fetch_movie_data(movie_file_name)
if !File.file?(movie_file_name)
@logger.debug("Downloading #{movie_file_name}...")
movie_content = URI.open(
"https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/samples/
moviedata.zip"
)
movie_json = ""
Zip::File.open_buffer(movie_content) do |zip]|
zip.each do |entry|
movie_json = entry.get_input_stream.read
end
end
else
movie_json = File.read(movie_file_name)
end
movie_data = JSON.parse(movie_json)
# The sample file lists over 4000 movies. This returns only the first 250.
movie_data.slice(@, 250)
rescue StandardError => e
puts("Failure downloading movie data:\n#{el}")
raise
end
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table_name = "doc-example-table-movies-#{rand(10**4)}"
scaffold = Scaffold.new(table_name)
dynamodb_wrapper = DynamoDBBasics.new(table_name)

new_step(l, "Create a new DynamoDB table if none already exists.")
unless scaffold.exists?(table_name)
puts("\nNo such table: #{table_name}. Creating it...")
scaffold.create_table(table_name)
print "Done!\n".green
end

new_step(2, "Add a new record to the DynamoDB table.")
my_movie = {3}

my_movie[:title] = CLI::UI::Prompt.ask("Enter the title of a movie to add to the

table. E.g. The Matrix")

my_movie[:year] = CLI::UI::Prompt.ask("What year was it released? E.g. 1989").to_i
my_movie[:rating] = CLI::UI::Prompt.ask("On a scale of 1 - 10, how do you rate it?

E.g. 7").to_i

my_movie[:plot] = CLI::UI::Prompt.ask("Enter a brief summary of the plot. E.g. A

man awakens to a new reality.")
dynamodb_wrapper.add_item(my_movie)
puts("\nNew record added:")
puts JSON.pretty_generate(my_movie).green
print "Done!\n".green

new_step(3, "Update a record in the DynamoDB table.")

my_movie[:rating] = CLI::UI::Prompt.ask("Let's update the movie you added with a

new rating, e.g. 3:").to_i

response = dynamodb_wrapper.update_item(my_movie)
puts("Updated '#{my_movie[:title]}' with new attributes:")
puts JSON.pretty_generate(response).green

print "Done!\n".green

new_step(4, "Get a record from the DynamoDB table.')
puts("Searching for #{my_movie[:title]} (#{my_movie[:year]})...")

response = dynamodb_wrapper.get_item(my_movie[:title], my_movie[:year])

puts JSON.pretty_generate(response).green
print "Done!\n".green

new_step(5, "Write a batch of items into the DynamoDB table.")
download_file = "moviedata.json"
puts("Downloading movie database to #{download_file}...")
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movie_data = scaffold.fetch_movie_data(download_file)

puts("Writing movie data from #{download_file} into your table...")
scaffold.write_batch(movie_data)

puts("Records added: #{movie_data.length}.")

print "Done!\n".green

new_step(5, "Query for a batch of items by key.")
loop do
release_year = CLI::UI::Prompt.ask("Enter a year between 1972 and 2018, e.g.
1999:").to_1i
results = dynamodb_wrapper.query_items(release_year)
if results.any?
puts("There were #{results.length} movies released in #{release_year}:")
results.each do |movie]
print "\t #{movie["title"]}".green
end
break
else
continue = CLI::UI::Prompt.ask("Found no movies released in #{release_year}!
Try another year? (y/n)")
break if !continue.eql?("y")
end
end
print "\nDone!\n".green

new_step(6, "Scan for a batch of items using a filter expression.")

years = {}
years[:start] = CLI::UI::Prompt.ask("Enter a starting year between 1972 and
2018:")

years[:end] = CLI::UI::Prompt.ask("Enter an ending year between 1972 and 2018:")
releases = dynamodb_wrapper.scan_items(years)
if !releases.empty?
puts("Found #{releases.length} movies.")
count = Question.ask(
"How many do you want to see? ", method(:is_int), in_range(1,
releases.length))
puts("Here are your #{count} movies:")
releases.take(count).each do |release]|
puts("\t#{release["title"]}")
end
else
puts("I don't know about any movies released between #{years[:start]} "\
"and #{years[:end]}.")
end
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print "\nDone!\n".green

new_step(7, "Delete an item from the DynamoDB table.")
answer = CLI::UI::Prompt.ask("Do you want to remove '#{my_movie[:title]}'? (y/n)
")
if answer.eql?("y")
dynamodb_wrapper.delete_item(my_movie[:title], my_movie[:year])
puts("Removed '#{my_movie[:title]}' from the table.")
print "\nDone!\n".green
end

new_step(8, "Delete the DynamoDB table.")
answer = CLI::UI::Prompt.ask("Delete the table? (y/n)")
if answer.eql?("y")
scaffold.delete_table
puts("Deleted #{table_name}.")
else
puts("Don't forget to delete the table when you're done!")
end
print "\nThanks for watching!\n".green
rescue Aws::Errors::ServiceError
puts("Something went wrong with the demo.")
rescue Errno::ENOENT
true
end
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table_name = "doc-example-table-movies-partiql-#{rand(10**4)}"
scaffold = Scaffold.new(table_name)
sdk = DynamoDBPartiQLBatch.new(table_name)

new_step(l, "Create a new DynamoDB table if none already exists.")
unless scaffold.exists?(table_name)
puts("\nNo such table: #{table_name}. Creating it...")
scaffold.create_table(table_name)
print "Done!\n".green
end

new_step(2, "Populate DynamoDB table with movie data.")
download_file = "moviedata.json"

puts("Downloading movie database to #{download_file}...")
movie_data = scaffold.fetch_movie_data(download_file)

puts("Writing movie data from #{download_file} into your table...")
scaffold.write_batch(movie_data)

puts("Records added: #{movie_data.length}.")

print "Done!\n".green

new_step(3, "Select a batch of items from the movies table.")
puts "Let's select some popular movies for side-by-side comparison."
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response = sdk.batch_execute_select([["Mean Girls", 2004], ["Goodfellas", 1977],
["The Prancing of the Lambs", 2005]])

puts("Items selected: #{response['responses'].length}\n")

print "\nDone!\n".green

new_step(4, "Delete a batch of items from the movies table.")
sdk.batch_execute_write([["Mean Girls", 2004], ["Goodfellas", 1977], ["The
Prancing of the Lambs", 2005]])

print "\nDone!\n".green

new_step(5, "Delete the table.")
if scaffold.exists?(table_name)
scaffold.delete_table
end
end
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table_name = "doc-example-table-movies-partiql-#{rand(10**8)}"
scaffold = Scaffold.new(table_name)
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sdk = DynamoDBPartiQLSingle.new(table_name)

new_step(l, "Create a new DynamoDB table if none already exists.")
unless scaffold.exists?(table_name)
puts("\nNo such table: #{table_name}. Creating it...")
scaffold.create_table(table_name)
print "Done!\n".green
end

new_step(2, "Populate DynamoDB table with movie data.")
download_file = "moviedata.json"

puts("Downloading movie database to #{download_file}...")
movie_data = scaffold.fetch_movie_data(download_file)

puts("Writing movie data from #{download_file} into your table...")
scaffold.write_batch(movie_data)

puts("Records added: #{movie_data.length}.")

print "Done!\n".green

new_step(3, "Select a single item from the movies table.")

response = sdk.select_item_by_title("Star Wars")

puts("Items selected for title 'Star Wars': #{response.items.length}\n")
print "#{response.items.first}".yellow

print "\n\nDone!\n".green

new_step(4, "Update a single item from the movies table.")
puts "Let's correct the rating on The Big Lebowski to 10.0."
sdk.update_rating_by_title("The Big Lebowski", 1998, 10.0)
print "\nDone!\n".green

new_step(5, "Delete a single item from the movies table.")

puts "Let's delete The Silence of the Lambs because it's just too scary."
sdk.delete_item_by_title("The Silence of the Lambs", 1991)

print "\nDone!\n".green

new_step(6, "Insert a new item into the movies table.")

puts "Let's create a less-scary movie called The Prancing of the Lambs."

sdk.insert_item("The Prancing of the Lambs", 2005, "A movie about happy
livestock."™, 5.0)

print "\nDone!\n".green

new_step(7, "Delete the table.")

if scaffold.exists?(table_name)
scaffold.delete_table

end
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# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.

# SPDX-License-Identifier: Apache-2.0

def lambda_handler(event:, context:)

return 'received empty event' if event['Records'].empty?

event['Records'].each do |record|
log_dynamodb_record(record)

end

"Records processed: #{event['Records'].length}"

end

def log_dynamodb_record(record)
puts record['eventID']
puts record['eventName']
puts "DynamoDB Record: #{JSON.generate(record['dynamodb'])}"
end
275
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# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: Apache-2.0
def lambda_handler(event:, context:)

records = event["Records"]

cur_record_sequence_number = ""

records.each do |record|
begin
# Process your record
cur_record_sequence_number = record["dynamodb"]["SequenceNumber"]
rescue StandardError => e
# Return failed record's sequence number
return {"batchItemFailures" => [{"itemIdentifier" =>
cur_record_sequence_number}]}
end
end

{"batchItemFailures" => []}
end
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Creates an Elastic IP address in Amazon Virtual Private Cloud (Amazon VPC).

@param ec2_client [Aws::EC2::Client] An initialized EC2 client.
@return [String] The allocation ID corresponding to the Elastic IP address.
@example

puts allocate_elastic_ip_address(Aws::EC2::Client.new(region: 'us-west-2'))
def allocate_elastic_ip_address(ec2_client)
response = ec2_client.allocate_address(domain: "vpc")
return response.allocation_id

#
#
#
#
#
#
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rescue StandardError => e
puts "Error allocating Elastic IP address: #{e.message}"
return "Error"

end
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Associates an Elastic IP address with an Amazon Elastic Compute Cloud
(Amazon EC2) instance.

Prerequisites:

- The allocation ID corresponding to the Elastic IP address.
- The Amazon EC2 instance.

@param ec2_client [Aws::EC2::Client] An initialized EC2 client.
@param allocation_id [String] The ID of the allocation corresponding to
the Elastic IP address.
@param instance_id [String] The ID of the instance.
@return [String] The assocation ID corresponding to the association of the
Elastic IP address to the instance.
@example
puts allocate_elastic_ip_address(
Aws::EC2::Client.new(region: 'us-west-2'),
'eipalloc-04452e528a66279EX",
'i-033c48ef@67af3dEX")
def associate_elastic_ip_address_with_instance(
ec2_client,
allocation_id,
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instance_id

response = ec2_client.associate_address(
allocation_id: allocation_id,
instance_id: instance_id,
)
return response.association_id
rescue StandardError => e
puts "Error associating Elastic IP address with instance: #{e.message}"
return "Error"
end
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# This code example does the following:

# 1. Creates a key pair in Amazon Elastic Compute Cloud (Amazon EC2).
# 2. Displays information about available key pairs.

# 3. Deletes the key pair.

require "aws-sdk-ec2"

@param ec2_client [Aws::EC2::Client] An initialized EC2 client.

@param key_pair_name [String] The name for the key pair and private
key file.

@return [Boolean] true if the key pair and private key file were
created; otherwise, false.

@example

HOH O O OB O

exit 1 unless key_pair_created?(
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# Aws::EC2::Client.new(region: 'us-west-2'),
# 'my-key-pair'
# )

def key_pair_created?(ec2_client, key_pair_name)
key_pair = ec2_client.create_key_pair(key_name: key_pair_name)
puts "Created key pair '#{key_pair.key_name}' with fingerprint " \
"'#{key_pair.key_fingerprint}' and ID '#{key_pair.key_pair_id}"'.
filename = File.join(Dir.home, key_pair_name + ".pem")
File.open(filename, "w") { |file| file.write(key_pair.key_material) }
puts "Private key file saved locally as '#{filename}'."

return true
rescue Aws::EC2::Errors::InvalidKeyPairDuplicate
puts "Error creating key pair: a key pair named '#{key_pair_name}' " \
"already exists."
return false
rescue StandardError => e
puts "Error creating key pair or saving private key file: #{e.message}"
return false

end

# Displays information about available key pairs in

# Amazon Elastic Compute Cloud (Amazon EC2).

#

# @param ec2_client [Aws::EC2::Client] An initialized EC2 client.
# @example

#  describe_key_pairs(Aws::EC2::Client.new(region: 'us-west-2'))

def describe_key_pairs(ec2_client)
result = ec2_client.describe_key_pairs
if result.key_pairs.count.zero?
puts "No key pairs found."
else
puts "Key pair names:"
result.key_pairs.each do |key_pair|
puts key_pair.key_name
end
end
rescue StandardError => e
puts "Error getting information about key pairs: #{e.message}"
end

# Deletes a key pair in Amazon Elastic Compute Cloud (Amazon EC2).
#

# Prerequisites:

#
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- The key pair to delete.

@param ec2_client [Aws::EC2::Client] An initialized EC2 client.
@param key_pair_name [String] The name of the key pair to delete.
@return [Boolean] true if the key pair was deleted; otherwise, false.
@example
exit 1 unless key_pair_deleted?(
Aws::EC2::Client.new(region: 'us-west-2'),
'my-key-pair'

HOoH HF O OB OB O OB OH R

)

def key_pair_deleted?(ec2_client, key_pair_name)
ec2_client.delete_key_pair(key_name: key_pair_name)
return true

rescue StandardError => e
puts "Error deleting key pair: #{e.messagel}"
return false

end

# Example usage:
def run_me
key_pair_name = ""

Iegion = mn
# Print usage information and then stop.
if ARGV[@] == "--help" || ARGV[0Q] == "-h"

puts "Usage: ruby ec2-ruby-example-key-pairs.rb KEY_PAIR_NAME REGION"
puts "Example: ruby ec2-ruby-example-key-pairs.rb my-key-pair us-west-2"
exit 1
# If no values are specified at the command prompt, use these default values.
# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
elsif ARGV.count.zero?
key_pair_name = "my-key-pair"
region = "us-west-2"
# Otherwise, use the values as specified at the command prompt.
else
key_pair_name = ARGV[0Q]
region = ARGV[1]
end

ec2_client = Aws::EC2::Client.new(region: region)

puts "Displaying existing key pair names before creating this key pair..."
describe_key_pairs(ec2_client)

puts "-" * 10
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puts "Creating key pair..."

unless key_pair_created?(ec2_client, key_pair_name)
puts "Stopping program."
exit 1

end

puts "-" * 10
puts "Displaying existing key pair names after creating this key pair..."
describe_key_pairs(ec2_client)

puts "-" * 10

puts "Deleting key pair..."

unless key_pair_deleted?(ec2_client, key_pair_name)
puts "Stopping program. You must delete the key pair yourself."
exit 1

end

puts "Key pair deleted."

puts "-" * 10
puts "Now that the key pair is deleted, " \
"also deleting the related private key pair file..."
filename = File.join(Dir.home, key_pair_name + ".pem")
File.delete(filename)
if File.exist?(filename)
puts "Could not delete file at '#{filename}'. You must delete it yourself."

else

puts "File deleted."
end
puts "-" * 10

puts "Displaying existing key pair names after deleting this key pair..."
describe_key_pairs(ec2_client)
end

run_me if $PROGRAM_NAME == __ _FILE__
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require "aws-sdk-ec2"
Prerequisites:

- A VPC in Amazon VPC.
- A subnet in that VPC.
- A gateway attached to that subnet.

#
#
#
#
#
#
# @param ec2_resource [Aws::EC2::Resource] An initialized
# Amazon Elastic Compute Cloud (Amazon EC2) resource object.
# @param vpc_id [String] The ID of the VPC for the route table.
# @param subnet_id [String] The ID of the subnet for the route table.
# @param gateway_id [String] The ID of the gateway for the route.
# @param destination_cidr_block [String] The destination CIDR block
# for the route.
# @param tag_key [String] The key portion of the tag for the route table.
# @param tag_value [String] The value portion of the tag for the route table.
# @return [Boolean] true if the route table was created and associated;
# otherwise, false.
# @example
# exit 1 unless route_table_created_and_associated?(
# Aws::EC2::Resource.new(region: 'us-west-2'),
# 'vpc-0b6f769731EXAMPLE ",
# 'subnet-03d9303b57EXAMPLE ',
# 'igw-06ca90c@11EXAMPLE",
# '0.0.0.0/0",
# 'my-key',
# 'my-value'
# )
def route_table_created_and_associated?(
ec2_resource,
vpc_id,
subnet_id,
gateway_id,
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destination_cidr_block,
tag_key,
tag_value

route_table = ec2_resource.create_route_table(vpc_id: vpc_id)
puts "Created route table with ID '#{route_table.id}'."
route_table.create_tags(
tags: [
{
key: tag_key,
value: tag_value

}

)
puts "Added tags to route table."
route_table.create_route(
destination_cidr_block: destination_cidr_block,
gateway_id: gateway_id
)
puts "Created route with destination CIDR block " \
"'"#{destination_cidr_block}' and associated with gateway " \
"with ID '#{gateway_id}'."
route_table.associate_with_subnet(subnet_id: subnet_id)
puts "Associated route table with subnet with ID '#{subnet_id}'."
return true
rescue StandardError => e
puts "Error creating or associating route table: #{e.message}"
puts "If the route table was created but not associated, you should " \
"clean up by deleting the route table."
return false
end

# Example usage:
def run_me
vpc_id = ""
subnet_id = ""
gateway_id = ""
destination_cidr_block = ""
tag_key = ""
tag_value = ""
region = ""
# Print usage information and then stop.
if ARGV[@] == "--help" || ARGV[Q] == "-h"
puts "Usage: ruby ec2-ruby-example-create-route-table.rb " \
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"VPC_ID SUBNET_ID GATEWAY_ID DESTINATION_CIDR_BLOCK " \
"TAG_KEY TAG_VALUE REGION"
# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
puts "Example: ruby ec2-ruby-example-create-route-table.rb " \
"vpc-0b6f769731EXAMPLE subnet-03d9303b57EXAMPLE igw-06ca9@c@11EXAMPLE " \
"'90.0.0.0/0' my-key my-value us-west-2"
exit 1
# If no values are specified at the command prompt, use these default values.
elsif ARGV.count.zero?
vpc_id = "vpc-0b6f769731EXAMPLE"
subnet_id = "subnet-03d9303b57EXAMPLE"
gateway_id = "igw-06ca90c@11EXAMPLE"
destination_cidr_block = "0.0.0.0/0"
tag_key = "my-key"

tag_value = "my-value"
# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
region = "us-west-2"

# Otherwise, use the values as specified at the command prompt.

else

vpc_id = ARGV[Q]
subnet_id = ARGV[1]
gateway_id = ARGV[2]
destination_cidr_block = ARGV[3]
tag_key = ARGV[4]
tag_value = ARGV[5]
region = ARGV[6]
end

ec2_resource = Aws::EC2::Resource.new(region: region)

if route_table_created_and_associated?(
ec2_resource,
vpc_id,
subnet_id,
gateway_id,
destination_cidr_block,

tag_key,
tag_value
)
puts "Route table created and associated."
else
puts "Route table not created or not associated."
end
end
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run_me if $PROGRAM_NAME == _ FILE__

« API M|§ HE = AWS SDK for Ruby API CreateRouteTable® =& & ZsHA A2

CreateSecurityGroup

CHE ZE o Al0MHE CreateSecurityGroupS AFE3StE &g 2o FLICH

SDK for Ruby
(® Note
AHMIE LIS 2 CHe T Z&LICH GitHub. AWS Z.E oA 2| Z X|E 2of M HA oK &1
AME Ol AlStiste HHES HHQIE AL,

# This code example does the following:

# 1. Creates an Amazon Elastic Compute Cloud (Amazon EC2) security group.
# 2. Adds inbound rules to the security group.

# 3. Displays information about available security groups.

# 4. Deletes the security group.

require "aws-sdk-ec2"

Creates an Amazon Elastic Compute Cloud (Amazon EC2) security group.

Prerequisites:

- A VPC in Amazon Virtual Private Cloud (Amazon VPC).

@param ec2_client [Aws::EC2::Client] An initialized

Amazon EC2 client.
@param group_name [String] A name for the security group.
@param description [String] A description for the security group.
@param vpc_id [String] The ID of the VPC for the security group.
@return [String] The ID of security group that was created.
@example

puts create_security_group(

HOH OHF O OH OHF OHF OH OH O O OB OH O
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Aws::EC2::Client.new(region: 'us-west-2'),
'my-security-group’,

'This is my security group.',
'vpc-6713dfEX"'

H OH O O R

)

def create_security_group(
ec2_client,

group_name,

description,

vpc_id

security_group = ec2_client.create_security_group(
group_name: group_name,
description: description,
vpc_id: vpc_id
)
puts "Created security group '#{group_name}' with ID " \
"'#{security_group.group_id}' in VPC with ID '#{vpc_id}'."
return security_group.group_id
rescue StandardError => e
puts "Error creating security group: #{e.messagel}"
return "Error"
end

# Adds an inbound rule to an Amazon Elastic Compute Cloud (Amazon EC2)
# security group.

#

# Prerequisites:

#

# - The security group.

#

# @param ec2_client [Aws::EC2::Client] An initialized Amazon EC2 client.
# @param security_group_id [String] The ID of the security group.

# @param ip_protocol [String] The network protocol for the inbound rule.
# @param from_port [String] The originating port for the inbound rule.

# @param to_port [String] The destination port for the inbound rule.

# @param cidr_ip_range [String] The CIDR IP range for the inbound rule.
# @return

# @example

# exit 1 unless security_group_ingress_authorized?(

# Aws::EC2::Client.new(region: 'us-west-2'),

# 'sg-030a858e078f1b9EX",

# "tep!',

# '80',
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# '80",
# '0.0.0.0/0"
# )

def security_group_ingress_authorized?(
ec2_client,
security_group_id,
ip_protocol,
from_port,
to_port,
cidr_ip_range

ec2_client.authorize_security_group_ingress(
group_id: security_group_id,
ip_permissions: [
{

ip_protocol: ip_protocol,

from_port: from_port,

to_port: to_port,

ip_ranges: [

{

cidr_ip: cidr_ip_range

puts "Added inbound rule to security group '#{security_group_id}' for protocol " \
"'"#{ip_protocol}' from port '#{from_port}' to port '#{to_port}' " \
"with CIDR IP range '#{cidr_ip_range}'."
return true
rescue StandardError => e
puts "Error adding inbound rule to security group: #{e.messagel}"
return false

end

# Displays information about a security group's IP permissions set in
# Amazon Elastic Compute Cloud (Amazon EC2).

#

# Prerequisites:

#

# - A security group with inbound rules, outbound rules, or both.

#

# @param p [Aws::EC2::Types::IpPermission] The IP permissions set.

# @example
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ec2_client = Aws::EC2::Client.new(region: 'us-west-2')
response = ec2_client.describe_security_groups
unless sg.ip_permissions.empty?
describe_security_group_permissions(
response.security_groups[0@].ip_permissions[Q]
)
end
def describe_security_group_permissions(perm)
print " Protocol: #{perm.ip_protocol == '-1' ? 'All' : perm.ip_protocol}"

H OH O OB B O

unless perm.from_port.nil?
if perm.from_port == "-1" || perm.from_port == -1
print ", From: ALl"
else
print ", From: #{perm.from_port}"
end
end

unless perm.to_port.nil?
if perm.to_port == "-1" || perm.to_port == -
print ", To: All"
else
print ", To: #{perm.to_port}"
end
end

if perm.key?(:ipv_6_ranges) && perm.ipv_6_ranges.count.positive?
print ", CIDR IPv6: #{perm.ipv_6_ranges[0].cidr_ipv_6}"
end

if perm.key?(:ip_ranges) && perm.ip_ranges.count.positive?
print ", CIDR IPv4: #{perm.ip_ranges[@].cidr_ip}"
end

print "\n"
end

Displays information about available security groups in
Amazon Elastic Compute Cloud (Amazon EC2).

@param ec2_client [Aws::EC2::Client] An initialized Amazon EC2 client.
@example

describe_security_groups(Aws::EC2::Client.new(region: 'us-west-2'))
def describe_security_groups(ec2_client)

#
#
#
#
#
#
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response = ec2_client.describe_security_groups

if response.security_groups.count.positive?
response.security_groups.each do |[sg]

puts "-" * (sg.group_name.length + 13)
puts "Name: #{sg.group_name}"
puts "Description: #{sg.description}"
puts "Group ID: #{sg.group_id}"
puts "Owner ID: #{sg.owner_id}"
puts "VPC ID: #{sg.vpc_id}"

if sg.tags.count.positive?
puts "Tags:"
sg.tags.each do |tag]
puts " Key: #{tag.key}, Value: #{tag.value}"
end
end

unless sg.ip_permissions.empty?
puts "Inbound rules:" if sg.ip_permissions.count.positive?
sg.ip_permissions.each do |p]|
describe_security_group_permissions(p)
end
end

unless sg.ip_permissions_egress.empty?
puts "Outbound rules:" if sg.ip_permissions.count.positive?
sg.ip_permissions_egress.each do |p]|
describe_security_group_permissions(p)
end
end
end
else
puts "No security groups found."
end
rescue StandardError => e
puts "Error getting information about security groups: #{e.message}"
end

Deletes an Amazon Elastic Compute Cloud (Amazon EC2)
security group.

Prerequisites:

H OH O O H
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- The security group.

@param ec2_client [Aws::EC2::Client] An initialized

Amazon EC2 client.

@param security_group_id [String] The ID of the security group to delete.

@return [Boolean] true if
@example

the security group was deleted; otherwise, false.

exit 1 unless security_group_deleted?(
Aws::EC2::Client.new(region: 'us-west-2'),

'sg-030a858e078f1b9EX"

)

def security_group_deleted?(ec2_client, security_group_id)
ec2_client.delete_security_group(group_id: security_group_id)
puts "Deleted security group '#{security_group_id}'."

return true

rescue StandardError => e

puts "Error deleting security group: #{e.messagel}"

return false

end

#

Example usage:

def run_me

group_name = ""
description = ""

vpc_id = ""
ip_protocol_http = ""
from_port_http = ""
to_port_http = ""
cidr_ip_range_http = ""
ip_protocol_ssh = ""
from_port_ssh = ""
to_port_ssh = ""
cidr_ip_range_ssh = ""
region = ""

# Print usage information

and then stop.

if ARGV[@] == "--help" || ARGV[0Q] == "-h"

puts "Usage: ruby ec2-

ruby-example-security-group.rb " \

"GROUP_NAME DESCRIPTION VPC_ID IP_PROTOCOL_1 FROM_PORT_1 TO_PORT_1 " \
"CIDR_IP_RANGE_1 IP_PROTOCOL_2 FROM_PORT_2 TO_PORT_2 " \
"CIDR_IP_RANGE_2 REGION"

puts "Example: ruby ec2-

ruby-example-security-group.rb " \

"my-security-group 'This is my security group.' vpc-6713dfEX " \

"tcp 80 80 '0.0.0.0/0'

exit 1

tcp 22 22 '0.0.0.0/0' us-west-2"
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# If no values are specified at the command prompt, use these default values.
elsif ARGV.count.zero?

group_name = "my-security-group"

description = "This is my security group."

vpc_id = "vpc-6713dfEX"

ip_protocol_http = "tcp"

from_port_http = "80"

to_port_http = "80"

cidr_ip_range_http = "0.0.0.0/0"

ip_protocol_ssh = "tcp"

from_port_ssh = "22"

to_port_ssh = "22"

cidr_ip_range_ssh = "0.0.0.0/0"

# Replace us-west-2 with the AWS Region you're using for Amazon EC2.

region = "us-west-2"
# Otherwise, use the values as specified at the command prompt.
else

group_name = ARGV[0O]
description = ARGV[1]
vpc_id = ARGV[2]
ip_protocol_http = ARGV[3]
from_port_http = ARGV[4]
to_port_http = ARGV[5]
cidr_ip_range_http = ARGV[6]
ip_protocol_ssh = ARGV[7]
from_port_ssh = ARGV[8]
to_port_ssh = ARGV[9]
cidr_ip_range_ssh = ARGV[10]
region = ARGV[11]

end

security_group_id = ""
security_group_exists = false
ec2_client = Aws::EC2::Client.new(region: region)

puts "Attempting to create security group..."
security_group_id = create_security_group(
ec2_client,
group_name,
description,
vpc_id
)
if security_group_id == "Error"
puts "Could not create security group. Skipping this step."
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else
security_group_exists = true
end

if security_group_exists
puts "Attempting to add inbound rules to security group..."
unless security_group_ingress_authorized?(
ec2_client,
security_group_id,
ip_protocol_http,
from_port_http,
to_port_http,
cidr_ip_range_http

puts "Could not add inbound HTTP rule to security group. " \
"Skipping this step."
end

unless security_group_ingress_authorized?(
ec2_client,
security_group_id,
ip_protocol_ssh,
from_port_ssh,
to_port_ssh,
cidr_ip_range_ssh

)
puts "Could not add inbound SSH rule to security group. " \
"Skipping this step."
end
end

puts "\nInformation about available security groups:"
describe_security_groups(ec2_client)

if security_group_exists
puts "\nAttempting to delete security group..."
unless security_group_deleted?(ec2_client, security_group_id)
puts "Could not delete security group. You must delete it yourself."
end
end
end

run_me if $PROGRAM_NAME == __ _FILE__

Amazon EC2 293



AWS FH|& SDK

JHeER 7Hol=

- APl M8 HE = AWS SDK for Ruby API CreateSecurityGroup® =& & =X

ol

CreateSubnet

CI2 T E | A|0AHE CreateSubnet2 AI25tE Y42 Hod ELC}.

SDK for Ruby

FAAIL.

REMIE 82 E}%I'_} Z&LICH GitHub. AWS ZE of x| 2[ZX[EZ|oM A oK E &1

require "aws-sdk-ec2"
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Creates a subnet within a virtual private cloud (VPC) in
Amazon Virtual Private Cloud (Amazon VPC) and then tags
the subnet.

Prerequisites:

- A VPC in Amazon VPC.

@param ec2_resource [Aws::EC2::Resource] An initialized
Amazon Elastic Compute Cloud (Amazon EC2) resource object.
@param vpc_id [String] The ID of the VPC for the subnet.
@param cidr_block [String] The IPv4 CIDR block for the subnet.
@param availability_zone [String] The ID of the Availability Zone
for the subnet.
@param tag_key [String] The key portion of the tag for the subnet.

@param tag_vlue [String] The value portion of the tag for the subnet.

@return [Boolean] true if the subnet was created and tagged;
otherwise, false.
@example
exit 1 unless subnet_created_and_tagged?(
Aws: :EC2::Resource.new(region: 'us-west-2'),
'vpc-6713dfEX",
'10.0.0.0/24",
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'us-west-2a',
‘my-key",
'my-value'

H OH O

)

def subnet_created_and_tagged?(
ec2_resource,

vpc_id,

cidr_block,
availability_zone,

tag_key,

tag_value

subnet = ec2_resource.create_subnet(
vpc_id: vpc_id,
cidr_block: cidr_block,
availability_zone: availability_zone
)
subnet.create_tags(
tags: [
{
key: tag_key,
value: tag_value

}

)
puts "Subnet created with ID '#{subnet.id}' in VPC with ID '#{vpc_id}' " \
"and CIDR block '#{cidr_block}' in availability zone " \
"'#{availability_zone}' and tagged with key '#{tag_key}' and " \
"value '#{tag_value}'."
return true
rescue StandardError => e
puts "Error creating or tagging subnet: #{e.messagel}"
return false
end

# Example usage:
def run_me
vpc_id = ""
cidr_block = ""
availability_zone = ""
tag_key = ""
tag_value = ""
region = ""
# Print usage information and then stop.
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if ARGV[@] == "--help" || ARGV[Q] == "-h"
puts "Usage: ruby ec2-ruby-example-create-subnet.rb " \
"VPC_ID CIDR_BLOCK AVAILABILITY_ZONE TAG_KEY TAG_VALUE REGION"
# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
puts "Example: ruby ec2-ruby-example-create-subnet.rb " \
"vpc-6713dfEX 10.0.0.0/24 us-west-2a my-key my-value us-west-2"
exit 1
# If no values are specified at the command prompt, use these default values.
elsif ARGV.count.zero?
vpc_id = "vpc-6713dfEX"
cidr_block = "10.0.0.0/24"

availability_zone = "us-west-2a"

tag_key = "my-key"

tag_value = "my-value"

# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
region = "us-west-2"

# Otherwise, use the values as specified at the command prompt.
else

vpc_id = ARGV[0O]

cidr_block = ARGV[1]

availability_zone = ARGV[2]

tag_key = ARGV[3]

tag_value = ARGV[4]

region = ARGV[5]
end

ec2_resource = Aws::EC2::Resource.new(region: region)

if subnet_created_and_tagged?(
ec2_resource,
vpc_id,
cidr_block,
availability_zone,

tag_key,
tag_value
)
puts "Subnet created and tagged."
else
puts "Subnet not created or not tagged."
end
end
run_me if $PROGRAM_NAME == __ _FILE__
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Creates a virtual private cloud (VPC) in
Amazon Virtual Private Cloud (Amazon VPC) and then tags
the VPC.

@param ec2_resource [Aws::EC2::Resource] An initialized

Amazon Elastic Compute Cloud (Amazon EC2) resource object.
@param cidr_block [String] The IPv4 CIDR block for the subnet.
@param tag_key [String] The key portion of the tag for the VPC.

@param tag_value [String] The value portion of the tag for the VPC.

@return [Boolean] true if the VPC was created and tagged;
otherwise, false.
@example
exit 1 unless vpc_created_and_tagged?(
Aws::EC2::Resource.new(region: 'us-west-2'),
'10.0.0.0/24",
'my-key',
'my-value'

)

def vpc_created_and_tagged?(

ec2_resource,
cidr_block,
tag_key,
tag_value
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vpc = ec2_resource.create_vpc(cidr_block: cidr_block)

# Create a public DNS by enabling DNS support and DNS hostnames.
vpc.modify_attribute(enable_dns_support: { value: true })
vpc.modify_attribute(enable_dns_hostnames: { value: true })

vpc.create_tags(tags: [{ key: tag_key, value: tag_value }])

puts "Created VPC with ID '#{vpc.id}' and tagged with key " \
"'#{tag_key}' and value '#{tag_value}'."
return true
rescue StandardError => e
puts "#{e.messagel}"
return false
end

# Example usage:
def run_me
cidr_block = ""
tag_key = ""
tag_value = ""
region = ""
# Print usage information and then stop.
if ARGV[@] == "--help" || ARGV[Q] == "-h"
puts "Usage: ruby ec2-ruby-example-create-vpc.rb " \
"CIDR_BLOCK TAG_KEY TAG_VALUE REGION"
# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
puts "Example: ruby ec2-ruby-example-create-vpc.rb " \
"10.0.0.0/24 my-key my-value us-west-2"
exit 1
# If no values are specified at the command prompt, use these default values.
elsif ARGV.count.zero?
cidr_block = "10.0.0.0/24"
tag_key = "my-key"

tag_value = "my-value"
# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
region = "us-west-2"

# Otherwise, use the values as specified at the command prompt.

else

cidr_block = ARGV[0]
tag_key = ARGV[1]
tag_value = ARGV[2]
region = ARGV[3]
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end

ec2_resource = Aws::EC2::Resource.new(region: region)

if vpc_created_and_tagged?(
ec2_resource,

cidr_block,
tag_key,
tag_value
)
puts "VPC created and tagged."
else
puts "VPC not created or not tagged."
end
end
run_me if $PROGRAM_NAME == __ FILE__
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require "aws-sdk-ec2"

# @param ec2_resource [Aws::EC2::Resource] An initialized EC2 resource object.
# @example
# list_instance_ids_states(Aws::EC2::Resource.new(region: 'us-west-2'))
def list_instance_ids_states(ec2_resource)
response = ec2_resource.instances
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if response.count.zero?
puts "No instances found."
else
puts "Instances -- ID, state:"
response.each do |instance]
puts "#{instance.id}, #{instance.state.name}"
end
end
rescue StandardError => e
puts "Error getting information about instances: #{e.message}"
end

# Example usage:
def run_me

region = ""
# Print usage information and then stop.
if ARGV[Q] == "--help" || ARGV[Q] == "-h"

puts "Usage: ruby ec2-ruby-example-get-all-instance-info.rb REGION"
# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
puts "Example: ruby ec2-ruby-example-get-all-instance-info.rb us-west-2"
exit 1
# If no values are specified at the command prompt, use these default values.
# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
elsif ARGV.count.zero?

region = "us-west-2"
# Otherwise, use the values as specified at the command prompt.
else

region = ARGV[O]
end

ec2_resource = Aws::EC2::Resource.new(region: region)
list_instance_ids_states(ec2_resource)
end

run_me if $PROGRAM_NAME == _ FILE__
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require "aws-sdk-ec2"

# @param ec2_client [Aws::EC2::Client] An initialized EC2 client.
# @example
# list_regions_endpoints(Aws::EC2::Client.new(region: 'us-west-2'))
def list_regions_endpoints(ec2_client)
result = ec2_client.describe_regions
# Enable pretty printing.
max_region_string_length = 16
max_endpoint_string_length = 33
# Print header.
print "Region"

print " " * (max_region_string_length - "Region".length)
print " Endpoint\n"

print "-" * max_region_string_length

print " "

print "-" * max_endpoint_string_length

print "\n"

# Print Regions and their endpoints.
result.regions.each do |region]|
print region.region_name

print " " * (max_region_string_length - region.region_name.length)
print " "
print region.endpoint
print "\n"
end

end

# Displays a list of Amazon Elastic Compute Cloud (Amazon EC2)

# Availability Zones available to you depending on the AWS Region
# of the Amazon EC2 client.

#

# @param ec2_client [Aws::EC2::Client] An initialized EC2 client.
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# @example

#  list_availability_zones(Aws::EC2::Client.new(region: 'us-west-2'))
def list_availability_zones(ec2_client)

result

ec2_client.describe_availability_zones

# Enable pretty printing.
max_region_string_length = 16
max_zone_string_length = 18
max_state_string_length = 9

# Print header.

print
print
print
print
print
print
print
print
print
print
print

"Region"
" * (max_region_string_length - "Region".length)
Zone"
" * (max_zone_string_length - "Zone".length)
State\n"

" * max_region_string_length

" * max_zone_string_length

" * max_state_string_length

m\n"

# Print Regions, Availability Zones, and their states.

result.availability_zones.each do |zone]
print
print
print
print
print
print
print
# Print any messages for this Availability Zone.
if zone.messages.count.positive?

zone.region_name

" " * (max_region_string_length - zone.region_name.length)
n n

zone.zone_name

" " * (max_zone_string_length - zone.zone_name.length)

zone.state

print "\n"
puts " Messages for this zone:"
zone.messages.each do |message|
print " #{message.message}\n"

end

end

print "\n"

end

end

# Example usage:

def run_me

region = ""
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# Print usage information and then stop.
if ARGV[@] == "--help" || ARGV[OQ] == "-h"
puts "Usage: ruby ec2-ruby-example-regions-availability-zones.rb REGION"
# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
puts "Example: ruby ec2-ruby-example-regions-availability-zones.rb us-west-2"
exit 1
# If no values are specified at the command prompt, use these default values.
# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
elsif ARGV.count.zero?

region = "us-west-2"
# Otherwise, use the values as specified at the command prompt.
else

region = ARGV[0O]
end

ec2_client = Aws::EC2::Client.new(region: region)

puts "AWS Regions for Amazon EC2 that are available to you:"
list_regions_endpoints(ec2_client)
puts "\n\nAmazon EC2 Availability Zones that are available to you for AWS Region
'#{region}':"
list_availability_zones(ec2_client)

end

run_me if $PROGRAM_NAME == __ FILE__

« API M8 HE = AWS SDK for Ruby API DescribeRegions® 2 & &AM AL
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# Releases an Elastic IP address from an
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Amazon Elastic Compute Cloud (Amazon EC2) instance.
Prerequisites:
- An Amazon EC2 instance with an associated Elastic IP address.

#
#
#
#
#
#
# @param ec2_client [Aws::EC2::Client] An initialized EC2 client.
# @param allocation_id [String] The ID of the allocation corresponding to
# the Elastic IP address.
# @return [Boolean] true if the Elastic IP address was released;
# otherwise, false.
# @example
# exit 1 unless elastic_ip_address_released?(
# Aws::EC2::Client.new(region: 'us-west-2'),
# 'eipalloc-04452e528a66279EX"
# )
def elastic_ip_address_released?(ec2_client, allocation_id)
ec2_client.release_address(allocation_id: allocation_id)
return true
rescue StandardError => e
puts("Error releasing Elastic IP address: #{e.message}")
return false
end

« AP| M|® HE = AWS SDK for Ruby APl ReleaseAddress& =& & A 5HAAIL.

StartInstances
CtS ZE A E StartInstancesS AI25tE W2 Eod FL|C}.
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require "aws-sdk-ec2"
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Attempts to start an Amazon Elastic Compute Cloud (Amazon EC2) instance.

Prerequisites:

- The Amazon EC2 instance.

@param ec2_client [Aws::EC2::Client] An initialized EC2 client.
@param instance_id [String] The ID of the instance.
@return [Boolean] true if the instance was started; otherwise, false.
@example
exit 1 unless instance_started?(
Aws::EC2::Client.new(region: 'us-west-2'),
'i-123abc’
)
def instance_started?(ec2_client, instance_id)
response = ec2_client.describe_instance_status(instance_ids: [instance_id])

HOoH OHF OHF OHF OH OHF O OH OH O OB H R

if response.instance_statuses.count.positive?
state = response.instance_statuses[@].instance_state.name
case state
when "pending"
puts "Error starting instance: the instance is pending. Try again later."
return false
when "running"
puts "The instance is already running."
return true
when "terminated"
puts "Error starting instance: " \
"the instance is terminated, so you cannot start it."
return false
end
end

ec2_client.start_instances(instance_ids: [instance_id])
ec2_client.wait_until(:instance_running, instance_ids: [instance_id])
puts "Instance started."
return true

rescue StandardError => e
puts "Error starting instance: #{e.message}"
return false

end

# Example usage:
def run_me

Amazon EC2 305



AWS FH|& SDK THLRE 7H0|=

instance_id = ""

region = ""
# Print usage information and then stop.
if ARGV[@] == "--help" || ARGV[OQ] == "-h"
puts "Usage: ruby ec2-ruby-example-start-instance-i-123abc.rb " \

"INSTANCE_ID REGION "
# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
puts "Example: ruby ec2-ruby-example-start-instance-i-123abc.rb " \
"i-123abc us-west-2"
exit 1
# If no values are specified at the command prompt, use these default values.
# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
elsif ARGV.count.zero?
instance_id = "i-123abc"
region = "us-west-2"
# Otherwise, use the values as specified at the command prompt.
else
instance_id = ARGV[0]
region = ARGV[1]
end

ec2_client = Aws::EC2::Client.new(region: region)

puts "Attempting to start instance '#{instance_id}' " \
"(this might take a few minutes)..."
unless instance_started?(ec2_client, instance_id)
puts "Could not start instance."
end
end

run_me if $PROGRAM_NAME == __ FILE__

« API M|& HE = AWS SDK for Ruby API Startinstances®& X & & X5 AAIL.
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require "aws-sdk-ec2"
Prerequisites:
- The Amazon EC2 instance.

@param ec2_client [Aws::EC2::Client] An initialized EC2 client.
@param instance_id [String] The ID of the instance.
@return [Boolean] true if the instance was stopped; otherwise, false.
@example
exit 1 unless instance_stopped?(
Aws::EC2::Client.new(region: 'us-west-2'),
'i-123abc’
)
def instance_stopped?(ec2_client, instance_id)
response = ec2_client.describe_instance_status(instance_ids: [instance_id])

#
#
#
#
#
#
#
#
#
#
#
#

if response.instance_statuses.count.positive?
state = response.instance_statuses[0@].instance_state.name
case state
when "stopping"
puts "The instance is already stopping."
return true
when "stopped"
puts "The instance is already stopped."
return true
when "terminated"
puts "Error stopping instance: " \
"the instance is terminated, so you cannot stop it."
return false
end
end
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ec2_client.stop_instances(instance_ids: [instance_id])
ec2_client.wait_until(:instance_stopped, instance_ids: [instance_id])
puts "Instance stopped."
return true

rescue StandardError => e
puts "Error stopping instance: #{e.messagel}"
return false

end

# Example usage:
def run_me
instance_id =

region = ""
# Print usage information and then stop.
if ARGV[Q] == "--help" || ARGV[Q] == "-h"

puts "Usage: ruby ec2-ruby-example-stop-instance-i-123abc.rb " \
"INSTANCE_ID REGION "
# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
puts "Example: ruby ec2-ruby-example-start-instance-i-123abc.rb " \
"i-123abc us-west-2"
exit 1
# If no values are specified at the command prompt, use these default values.
# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
elsif ARGV.count.zero?
instance_id = "i-123abc"
region = "us-west-2"
# Otherwise, use the values as specified at the command prompt.
else
instance_id = ARGV[Q]
region = ARGV[1]
end

ec2_client = Aws::EC2::Client.new(region: region)

puts "Attempting to stop instance '#{instance_id}' " \
"(this might take a few minutes)..."
unless instance_stopped?(ec2_client, instance_id)
puts "Could not stop instance."
end
end

run_me if $PROGRAM_NAME == _ FILE__
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require "aws-sdk-ec2"
Prerequisites:
- The Amazon EC2 instance.

#
#
#
#
# @param ec2_client [Aws::EC2::Client] An initialized EC2 client.

# @param instance_id [String] The ID of the instance.

# @return [Boolean] true if the instance was terminated; otherwise, false.
# @example

# exit 1 unless instance_terminated?(

# Aws::EC2::Client.new(region: 'us-west-2'),

# 'i-123abc’

#

)
def instance_terminated?(ec2_client, instance_id)
response = ec2_client.describe_instance_status(instance_ids: [instance_id])

if response.instance_statuses.count.positive? &&
response.instance_statuses[0@].instance_state.name == "terminated"

puts "The instance is already terminated."
return true
end

ec2_client.terminate_instances(instance_ids: [instance_id])
ec2_client.wait_until(:instance_terminated, instance_ids: [instance_id])
puts "Instance terminated."
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return true

rescue StandardError => e
puts "Error terminating instance:
return false

end

#{e.message}"

# Example usage:

def run_me
instance_id = ""

region = ""

# Print usage

if ARGV[OQ] ==
puts "Usage:

"INSTANCE_

information and then stop.
"--help" || ARGV[@] == "-h"

ID REGION "

ruby ec2-ruby-example-terminate-instance-i-123abc.rb " \

# Replace us-west-2 with the AWS Region you're using for Amazon EC2.

puts "Example:

"i-123abc us-west
exit 1

# If no values are specified at the command prompt,

_2"

ruby ec2-ruby-example-terminate-instance-i-123abc.rb " \

use these default values.

# Replace us-west-2 with the AWS Region you're using for Amazon EC2.

elsif ARGV.count.zero?
instance_id = "i-123abc"
region = "us-west-2"

# Otherwise, use the values as specified at the command prompt.

else
instance_id = ARGV[0Q]
region = ARGV[1]
end
ec2_client = Aws::EC2::Client.new(region: region)
puts "Attempting to terminate instance '#{instance_id}'
"(this might take a few minutes)..."
unless instance_terminated?(ec2_client,
puts "Could not terminate instance."
end

end

instance_id)

run_me if $PROGRAM_NAM

__FILE__
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# Class to manage Elastic Beanstalk applications
class ElasticBeanstalkManager
def initialize(eb_client, logger: Logger.new($stdout))
@eb_client = eb_client
@logger = logger
end
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# Lists applications and their environments
def list_applications
@eb_client.describe_applications.applications.each do |application]
log_application_details(application)
list_environments(application.application_name)
end
rescue Aws::ElasticBeanstalk::Errors::ServiceError => e
@logger.error("Elastic Beanstalk Service Error: #{e.messagel}")
end

private

# Logs application details
def log_application_details(application)

@logger.info("Name: #{application.application_namel}")
@logger.info("Description: #{application.description}")
end

# Lists and logs details of environments for a given application
def list_environments(application_name)
@eb_client.describe_environments(application_name:
application_name).environments.each do |env|
@logger.info(" Environment: #{env.environment_name}")

@logger.info(" URL: #{env.cnamel}")
@logger.info(" Health: #{env.health}")
end

rescue Aws::ElasticBeanstalk::Errors::ServiceError => e
@logger.error("Error listing environments for application #{application_name}:
#{e.messagel}")
end
end

« API M| HE = AWS SDK for Ruby API DescribeApplications& =& & Z3HAA|L.
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ListAvailableSolutionStacks

CIS 3 E o A|0fAME ListAvailableSolutionStacks2 Al2stE #ie Eof FLo|Ct.

Elastic Beanstalk 312


https://docs.aws.amazon.com/goto/SdkForRubyV3/2010-12-01/DescribeApplications

AWS FH|& SDK THLRE 7H0|=

SDK for Ruby

® Note
AEMEE L2 e =20t ZH4 Lt GitHub. AWS ZE oA 2| Z X E 2|0 AMA oA AE &1
=]

# Manages listing of AWS Elastic Beanstalk solution stacks
# @param [Aws::ElasticBeanstalk::Client] eb_client
# @param [String] filter - Returns subset of results based on match
# @param [Logger] logger
class StackLister
# Initialize with AWS Elastic Beanstalk client
def initialize(eb_client, filter, logger: Logger.new($stdout))
@eb_client = eb_client
@filter = filter.downcase
@logger = logger
end

# Lists and logs Elastic Beanstalk solution stacks

def list_stacks
stacks = @eb_client.list_available_solution_stacks.solution_stacks
orig_length = stacks.length
filtered_length = 0

stacks.each do |stack]
if e@filter.empty? || stack.downcase.include?(efilter)
@logger.info(stack)
filtered_length += 1
end
end

log_summary(filtered_length, orig_length)
rescue Aws::Errors::ServiceError => e

@logger.error("Error listing solution stacks: #{e.message}")
end

private

# Logs summary of listed stacks
def log_summary(filtered_length, orig_length)

Elastic Beanstalk 313


https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/elasticbeanstalk#code-examples

AWS FH|& SDK THLRE 7H0|=

if efilter.empty?
@logger.info("Showed #{orig_length} stack(s)")
else
@logger.info("Showed #{filtered_length} stack(s) of #{orig_length}")
end
end
end

« API M| HE = AWS SDK for Ruby API ListAvailableSolutionStacks & =& & X3 AM AL
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# Manages deployment of Rails applications to AWS Elastic Beanstalk
class RailsAppDeployer
def initialize(eb_client, s3_client, app_name, logger: Logger.new($stdout))
@eb_client = eb_client
@s3_client = s3_client
@app_name = app_name
@logger = logger
end

# Deploys the latest application version to Elastic Beanstalk
def deploy
create_storage_location
zip_file_name = create_zip_file
upload_zip_to_s3(zip_file_name)
create_and_deploy_new_application_version(zip_file_name)
end

private
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# Creates a new S3 storage location for the application
def create_storage_location
resp = @eb_client.create_storage_location
@logger.info("Created storage location in bucket #{resp.s3_bucket}")
rescue Aws::Errors::ServiceError => e
@logger.error("Failed to create storage location: #{e.messagel}")
end

# Creates a ZIP file of the application using git
def create_zip_file
zip_file_basename = SecureRandom.urlsafe_base64
zip_file_name = "#{zip_file_basename}.zip"
‘git archive --format=zip -o #{zip_file_name} HEAD"
zip_file_name
end

# Uploads the ZIP file to the S3 bucket
def upload_zip_to_s3(zip_file_name)
zip_contents = File.read(zip_file_name)
key = "#{@app_name}/#{zip_file_name}"
@s3_client.put_object(body: zip_contents, bucket: fetch_bucket_name, key: key)
rescue Aws::Errors::ServiceError => e
@logger.error("Failed to upload ZIP file to S3: #{e.message}")
end

# Fetches the S3 bucket name from Elastic Beanstalk application versions
def fetch_bucket_name
app_versions = @eb_client.describe_application_versions(application_name:
@app_name)
av = app_versions.application_versions.first
av.source_bundle.s3_bucket
rescue Aws::Errors::ServiceError => e
@logger.error("Failed to fetch bucket name: #{e.message}")
raise
end

# Creates a new application version and deploys it
def create_and_deploy_new_application_version(zip_file_name)
version_label = File.basename(zip_file_name, ".zip")
@eb_client.create_application_version(
process: false,
application_name: @app_name,
version_label: version_label,
source_bundle: {
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s3_bucket: fetch_bucket_name,
s3_key: "#{e@app_name}/#{zip_file_namel}"
},
description: "Updated #{Time.now.strftime('%d/%m/%Y')}"
)
update_environment(version_label)
rescue Aws::Errors::ServiceError => e
@logger.error("Failed to create or deploy application version: #{e.messagel}")
end

# Updates the environment to the new application version
def update_environment(version_label)
env_name = fetch_environment_name
@eb_client.update_environment(
environment_name: env_name,
version_label: version_label
)
rescue Aws::Errors::ServiceError => e
@logger.error("Failed to update environment: #{e.message}")
end

# Fetches the environment name of the application

def fetch_environment_name
envs = @eb_client.describe_environments(application_name: @app_name)
envs.environments.first.environment_name

rescue Aws::Errors::ServiceError => e
@logger.error("Failed to fetch environment name: #{e.message}")
raise

end

end
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require "aws-sdk-sns"

require "aws-sdk-iam"

require "aws-sdk-cloudwatchevents"
require "aws-sdk-ec2"

require "aws-sdk-cloudwatch"
require "aws-sdk-cloudwatchlogs™"
require "securerandom"

X|’4El Amazon Simple Notification Service(SNS) £A|7} O] &0 S & A S0 U=X| &¢l
grLct.
# Checks whether the specified Amazon SNS
# topic exists among those provided to this function.
# This is a helper function that is called by the topic_exists? function.
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#

# @param topics [Array] An array of Aws::SNS::Types::Topic objects.

# @param topic_arn [String] The ARN of the topic to find.

# @return [Boolean] true if the topic ARN was found; otherwise, false.
# @example

# sns_client = Aws::SNS::Client.new(region: 'us-east-1')

# response = sns_client.list_topics

# if topic_found?(

# response.topics,

# 'arn:aws:sns:us-east-1:111111111111:aws-doc-sdk-examples-topic'
# )

# puts 'Topic found.'

# end

def topic_found?(topics, topic_arn)
topics.each do |topic|
return true if topic.topic_arn == topic_arn
end
return false
end

Amazon SNSOIM S EX7H AEE + = FA ol XIGE FA7H A= K| FlgfLcH

Checks whether the specified topic exists among those available to the
caller in Amazon SNS.

@param sns_client [Aws::SNS::Client] An initialized Amazon SNS client.
@param topic_arn [String] The ARN of the topic to find.
@return [Boolean] true if the topic ARN was found; otherwise, false.
@example
exit 1 unless topic_exists?(
Aws::SNS::Client.new(region: 'us-east-1'),
'arn:aws:sns:us-east-1:111111111111:aws-doc-sdk-examples-topic'

HOoH HF O OH OH O OH OB B O

)
def topic_exists?(sns_client, topic_arn)
puts "Searching for topic with ARN '#{topic_arn}'..."
response = sns_client.list_topics
if response.topics.count.positive?
if topic_found?(response.topics, topic_arn)
puts "Topic found."
return true
end
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while response.next_page? do
response = response.next_page
if response.topics.count.positive?
if topic_found?(response.topics, topic_azrn)
puts "Topic found."
return true
end
end
end
end
puts "Topic not found."
return false

rescue StandardError => e

puts "Topic not found: #{e.messagel}"
return false

end

Amazon SNSOIM M E A4l O}, O|HY FAE TS5t0d s Fxlol chet YRIS
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Creates a topic in Amazon SNS

and then subscribes an email address to receive notifications to that topic.

@param sns_client [Aws::SNS::Client] An initialized Amazon SNS client.
@param topic_name [String] The name of the topic to create.
@param email_address [String] The email address of the recipient to notify.
@return [String] The ARN of the topic that was created.
@example
puts create_topic(

Aws::SNS::Client.new(region: 'us-east-1'),

'aws-doc-sdk-examples-topic’,

'maryeexample.com’

)

def create_topic(sns_client, topic_name, email_address)

puts "Creating the topic named '#{topic_name}'..."
topic_response = sns_client.create_topic(name: topic_name)
puts "Topic created with ARN '#{topic_response.topic_arn}'."
subscription_response = sns_client.subscribe(

topic_arn: topic_response.topic_azrn,

protocol: "email",

endpoint: email_address,

return_subscription_arn: true
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)

puts "Subscription created with ARN " \
"'#{subscription_response.subscription_arn}'. Have the owner of the " \
"email address '#{email_address}' check their inbox in a few minutes " \
"and confirm the subscription to start receiving notification emails."

return topic_response.topic_azrn

rescue StandardError => e
puts "Error creating or subscribing to topic: #{e.messagel}"
return "Error"

end

ol gh=of MBE & Foil x| E AWS Identity and Access Management (IAM) 23& 0| EXHi5H=
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Checks whether the specified AWS Identity and Access Management (IAM)
role exists among those provided to this function.
This is a helper function that is called by the role_exists? function.

@param roles [Array] An array of Aws::IAM::Role objects.
@param role_arn [String] The ARN of the role to find.
@return [Boolean] true if the role ARN was found; otherwise, false.
@example
iam_client = Aws::IAM::Client.new(region: 'us-east-1')
response = iam_client.list_roles
if role_found?(
response.roles,
'arn:aws:iam::111111111111:role/aws-doc-sdk-examples-ec2-state-change'

puts 'Role found.'
end
def role_found?(roles, role_arn)
roles.each do |role]

HOH OHF OHF O OH O O OH OH O OH R O OH R

return true if role.arn == role_arn
end
return false
end
IAMOIM S EA}7E AFEE = Qe AE Foi XIHE dego| U=X| =elghLct.

# Checks whether the specified role exists among those available to the
# caller in AWS Identity and Access Management (IAM).

EventBridge 320



AWS FH|& SDK THLRE 7H0|=

#

# @param iam_client [Aws::IAM::Client] An initialized IAM client.

# @param role_arn [String] The ARN of the role to find.

# @return [Boolean] true if the role ARN was found; otherwise, false.

# @example

# exit 1 unless role_exists?(

# Aws: :IAM::Client.new(region: 'us-east-1'),

# 'arn:aws:iam::111111111111:role/aws-doc-sdk-examples-ec2-state-change'
# )

def role_exists?(iam_client, role_arn)
puts "Searching for role with ARN '#{role_arn}'...
response = iam_client.list_roles
if response.roles.count.positive?
if role_found?(response.roles, role_arn)
puts "Role found."
return true

end
while response.next_page? do
response = response.next_page
if response.roles.count.positive?
if role_found?(response.roles, role_arn)
puts "Role found."
return true
end
end
end
end
puts "Role not found."
return false
rescue StandardError => e
puts "Role not found: #{e.message}"
return false
end

IAMOI| A gt dEgfLct.

Creates a role in AWS Identity and Access Management (IAM).

This role is used by a rule in Amazon EventBridge to allow

that rule to operate within the caller's account.

This role is designed to be used specifically by this code example.

HOoH HF OB H O

@param iam_client [Aws::IAM::Client] An initialized IAM client.
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# @param role_name [String] The name of the role to create.
# @return [String] The ARN of the role that was created.

# @example

# puts create_role(

# Aws::IAM::Client.new(region: 'us-east-1'),
# 'aws-doc-sdk-examples-ec2-state-change'

# )

def create_role(iam_client, role_name)
puts "Creating the role named '#{role_namel}'...
response = iam_client.create_role(
assume_role_policy_document: {
'Version': "2012-10-17",
'Statement': [

{
'Sid': "",
'Effect': "Allow",
'"Principal': {
'Service': "events.amazonaws.com"
},
'"Action': "sts:AssumeRole"
}
]
}.to_json,
path: "/",
role_name: role_name

)

puts "Role created with ARN '#{response.role.arn}'.
puts "Adding access policy to role..."
iam_client.put_role_policy(
policy_document: {
'Version': "2012-10-17",
'Statement': [

{
'Sid': "CloudWatchEventsFullAccess",
'Effect': "Allow",
'Resource': "*",
'"Action': "events:*"

.

{
'Sid': "IAMPassRoleForCloudWatchEvents",
'Effect': "Allow",
'Resource': "arn:aws:iam::*:role/AWS_Events_Invoke_Targets",
'Action': "iam:PassRole"

}
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]
}.to_json,
policy_name: "CloudWatchEventsPolicy",
role_name: role_name
)
puts "Access policy added to role."
return response.role.arn
rescue StandardError => e
puts "Error creating role or adding policy to it: #{e.message}"
puts "If the role was created, you must add the access policy " \
"to the role yourself, or delete the role yourself and try again.
return "Error"

end

O| & ==0i X3 € EventBridge & S0il X[’ &l #&0] EXst=X] & lghLCt.

Checks whether the specified Amazon EventBridge rule exists among
those provided to this function.
This is a helper function that is called by the rule_exists? function.

@param rules [Array] An array of Aws::CloudWatchEvents::Types::Rule objects.
@param rule_arn [String] The name of the rule to find.
@return [Boolean] true if the name of the rule was found; otherwise, false.
@example
cloudwatchevents_client = Aws::CloudWatch::Client.new(region: 'us-east-1')
response = cloudwatchevents_client.list_rules
if rule_found?(response.rules, 'aws-doc-sdk-examples-ec2-state-change')
puts 'Rule found.'

HOoH OHF OH OB OH O OH OH O B OH O

end
def rule_found?(rules, rule_name)
rules.each do |rule]

return true if rule.name == rule_name
end
return false
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# Checks whether the specified rule exists among those available to the
# caller in Amazon EventBridge.
#
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# @param cloudwatchevents_client [Aws::CloudWatchEvents::Client]

# An initialized Amazon EventBridge client.
# @param rule_name [String] The name of the rule to find.

# @return [Boolean] true if the rule name was found; otherwise, false.

# @example

# exit 1 unless rule_exists?(

# Aws: :CloudWatch::Client.new(region: 'us-east-1')
# 'aws-doc-sdk-examples-ec2-state-change'

# )

def rule_exists?(cloudwatchevents_client, rule_name)
puts "Searching for rule with name '#{rule_name}'...
response = cloudwatchevents_client.list_rules
if response.rules.count.positive?
if rule_found?(response.rules, rule_name)
puts "Rule found."
return true

end
while response.next_page? do
response = response.next_page
if response.rules.count.positive?
if rule_found?(response.rules, rule_name)
puts "Rule found."
return true
end
end
end
end
puts "Rule not found."
return false
rescue StandardError => e
puts "Rule not found: #{e.message}"
return false
end

0 A EventBridge 7212 A &HLICt

# Creates a rule in Amazon EventBridge.

# This rule is triggered whenever an available instance in

# Amazon EC2 changes to the specified state.

# This rule is designed to be used specifically by this code example.
#

# Prerequisites:

EventBridge
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- A role in AWS Identity and Access Management (IAM) that is designed
to be used specifically by this code example.
- A topic in Amazon SNS.

@param cloudwatchevents_client [Aws::CloudWatchEvents::Client]
An initialized Amazon EventBridge client.
@param rule_name [String] The name of the rule to create.
@param rule_description [String] Some description for this rule.
@param instance_state [String] The state that available instances in
Amazon EC2 must change to, to
trigger this rule.
@param role_arn [String] The Amazon Resource Name (ARN) of the IAM role.
@param target_id [String] Some identifying string for the rule's target.
@param topic_arn [String] The ARN of the Amazon SNS topic.
@return [Boolean] true if the rule was created; otherwise, false.
@example
exit 1 unless rule_created?(
Aws: :CloudWatch::Client.new(region: 'us-east-1'),
'aws-doc-sdk-examples-ec2-state-change',
'Triggers when any available EC2 instance starts.',
'running’',
'arn:aws:iam::111111111111:role/aws-doc-sdk-examples-ec2-state-change’,
'sns-topic’,
'arn:aws:sns:us-east-1:111111111111:aws-doc-sdk-examples-topic'
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)

def rule_created?(
cloudwatchevents_client,
rule_name,
rule_description,
instance_state,
role_arn,

target_id,

topic_azrn

puts "Creating rule with name '#{rule_name}'..."
put_rule_response = cloudwatchevents_client.put_rule(
name: rule_name,
description: rule_description,
event_pattern: {
'source': [
"aws.ec2"
1,
'detail-type': [
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"EC2 Instance State-change Notification"

1,
'detail': {
'state': [
instance_state
]
}
}.to_json,

state: "ENABLED",
role_arn: role_arn

)

puts "Rule created with ARN '#{put_rule_response.rule_arn}'."

put_targets_response = cloudwatchevents_client.put_targets(
rule: rule_name,
targets: [
{
id: target_id,
arn: topic_arn

)
if put_targets_response.key?(:failed_entry_count) &&
put_targets_response.failed_entry_count > 0
puts "Error(s) adding target to rule:"
put_targets_response.failed_entries.each do |failure]
puts failure.error_message
end
return false
else
return true
end
rescue StandardError => e
puts "Error creating rule or adding target to rule: #{e.messagel}"
puts "If the rule was created, you must add the target " \
"to the rule yourself, or delete the rule yourself and try again."
return false
end

of
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Checks to see whether the specified log group exists among those available
to the caller in Amazon CloudWatch Logs.

@param cloudwatchlogs_client [Aws::CloudWatchLogs::Client] An initialized
Amazon CloudWatch Logs client.
@param log_group_name [String] The name of the log group to find.
@return [Boolean] true if the log group name was found; otherwise, false.
@example
exit 1 unless log_group_exists?(
Aws: :CloudWatchLogs::Client.new(region: 'us-east-1'),
'aws-doc-sdk-examples-cloudwatch-log'
)
def log_group_exists?(cloudwatchlogs_client, log_group_name)
puts "Searching for log group with name '#{log_group_name}'...
response = cloudwatchlogs_client.describe_log_groups(
log_group_name_prefix: log_group_name
)
if response.log_groups.count.positive?
response.log_groups.each do |log_group]|
if log_group.log_group_name == log_group_name
puts "Log group found."
return true
end
end
end
puts "Log group not found."
return false
rescue StandardError => e
puts "Log group not found: #{e.message}"
return false
end

HOH OHF O OH O OHF OH OB O H R

fjo
>.
=
X
9'|_|
r
[ul

CloudWatch LogsOlM 21 O &

Creates a log group in Amazon CloudWatch Logs.

@param cloudwatchlogs_client [Aws::CloudWatchLogs::Client] An initialized
Amazon CloudWatch Logs client.
@param log_group_name [String] The name of the log group to create.
@return [Boolean] true if the log group name was created; otherwise, false.
@example
exit 1 unless log_group_created?(

HOH O O OB O O H
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#
#
#

Aws: :CloudWatchLogs::Client.new(region: 'us-east-1'),
'aws-doc-sdk-examples-cloudwatch-log'

)

def log_group_created?(cloudwatchlogs_client, log_group_name)

puts "Attempting to create log group with the name '#{log_group_namel}'...
cloudwatchlogs_client.create_log_group(log_group_name: log_group_name)
puts "Log group created."

return true

rescue StandardError => e

puts "Error creating log group: #{e.message}"
return false

end

LogsS| 21 AE 2|0 O|HEE CloudWatch 7|S&FL|C}.

# Writes an event to a log stream in Amazon CloudWatch Logs.
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Prerequisites:

- A log group in Amazon CloudWatch Logs.
- A log stream within the log group.

@param cloudwatchlogs_client [Aws::CloudWatchLogs::Client] An initialized
Amazon CloudWatch Logs client.

@param log_group_name [String] The name of the log group.

@param log_stream_name [String] The name of the log stream within
the log group.

@param message [String] The message to write to the log stream.

@param sequence_token [String] If available, the sequence token from the
message that was written immediately before this message. This sequence
token is returned by Amazon CloudWatch Logs whenever you programmatically
write a message to the log stream.

@return [String] The sequence token that is returned by
Amazon CloudWatch Logs after successfully writing the message to the
log stream.

@example
puts log_event(

Aws::EC2::Client.new(region: 'us-east-1'),
'aws-doc-sdk-examples-cloudwatch-log'
'2020/11/19/53f985be-199f-408e-9a45-fc242df41fEX',
"Instance 'i-033c48ef067af3dEX' restarted.",
'495426724868310740095796045676567882148068632824696073EX"'
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#

)

def log_event(

cloudwatchlogs_client,
log_group_name,
log_stream_name,
message,
sequence_token

puts "Attempting to log '#{message}' to log stream '#{log_stream_name}'...
event = {
log_group_name: log_group_name,
log_stream_name: log_stream_name,
log_events: [
{
timestamp: (Time.now.utc.to_f.round(3) * 1_000).to_i,
message: message

}

unless sequence_token.empty?
event[:sequence_token] = sequence_token

end

response = cloudwatchlogs_client.put_log_events(event)
puts "Message logged."
return response.next_sequence_token

rescue StandardError => e

puts '"Message not logged: #{e.messagel}"

end

Amazon Elastic Compute Cloud (Amazon EC2) RIAE A
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Restarts an Amazon EC2 instance
and adds information about the related activity to a log stream
in Amazon CloudWatch Logs.

Prerequisites:

- The Amazon EC2 instance to restart.
- The log group in Amazon CloudWatch Logs to add related activity
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information to.

@param ec2_client [Aws::EC2::Client] An initialized Amazon EC2 client.
@param cloudwatchlogs_client [Aws::CloudWatchLogs::Client]
An initialized Amazon CloudWatch Logs client.
@param instance_id [String] The ID of the instance.
@param log_group_name [String] The name of the log group.
@return [Boolean] true if the instance was restarted and the information
was written to the log stream; otherwise, false.
@example
exit 1 unless instance_restarted?(
Aws::EC2::Client.new(region: 'us-east-1'),
Aws: :CloudWatchLogs::Client.new(region: 'us-east-1'),
'i-033c48ef0@67af3dEX",
'aws-doc-sdk-examples-cloudwatch-log'

)

def instance_restarted?(

ec2_client,
cloudwatchlogs_client,
instance_id,
log_group_name

log_stream_name = "#{Time.now.year}/#{Time.now.month}/#{Time.now.dayl}/" \
"#{SecureRandom.uuid}"

cloudwatchlogs_client.create_log_stream(
log_group_name: log_group_name,
log_stream_name: log_stream_name

)

sequence_token = ""

puts "Attempting to stop the instance with the ID '#{instance_id}'. " \

"This might take a few minutes..."
ec2_client.stop_instances(instance_ids: [instance_id])
ec2_client.wait_until(:instance_stopped, instance_ids: [instance_id])
puts "Instance stopped."
sequence_token = log_event(

cloudwatchlogs_client,

log_group_name,

log_stream_name,

"Instance '#{instance_id}' stopped.",

sequence_token

puts "Attempting to restart the instance. This might take a few minutes..."
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ec2_client.start_instances(instance_ids: [instance_id])
ec2_client.wait_until(:instance_running, instance_ids: [instance_id])
puts "Instance restarted."
sequence_token = log_event(

cloudwatchlogs_client,

log_group_name,

log_stream_name,

"Instance '#{instance_id}' restarted.",

sequence_token

return true

rescue StandardError => e

puts "Error creating log stream or stopping or restarting the instance:
"#{e.message}"

log_event(
cloudwatchlogs_client,
log_group_name,
log_stream_name,
"Error stopping or starting instance '#{instance_id}': #{e.messagel}",
sequence_token

)

return false

end
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Displays information about activity for a rule in Amazon EventBridge.

Prerequisites:

- A rule in Amazon EventBridge.

@param cloudwatch_client [Amazon::CloudWatch::Client] An initialized
Amazon CloudWatch client.

@param rule_name [String] The name of the rule.

@param start_time [Time] The timestamp that determines the first datapoint
to return. Can also be expressed as DateTime, Date, Integer, or String.

@param end_time [Time] The timestamp that determines the last datapoint
to return. Can also be expressed as DateTime, Date, Integer, or String.

@param period [Integer] The interval, in seconds, to check for activity.

@example
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# display_rule_activity(
# Aws: :CloudWatch::Client.new(region: 'us-east-1'),
# 'aws-doc-sdk-examples-ec2-state-change"',
# Time.now - 600, # Start checking from 10 minutes ago.
# Time.now, # Check up until now.
# 60 # Check every minute during those 1@ minutes.
# )
def display_rule_activity(
cloudwatch_client,
rule_name,
start_time,
end_time,
period
)
puts "Attempting to display rule activity..."
response = cloudwatch_client.get_metric_statistics(
namespace: "AWS/Events",
metric_name: "Invocations",
dimensions: [
{
name: "RuleName",
value: rule_name
}
1,
start_time: start_time,
end_time: end_time,
period: period,
statistics: ["Sum"],
unit: "Count"
)
if response.key?(:datapoints) && response.datapoints.count.positive?
puts "The event rule '#{rule_name}' was triggered:"
response.datapoints.each do |datapoint]
puts " #{datapoint.sum} time(s) at #{datapoint.timestamp}"
end
else
puts "The event rule '#{rule_name}' was not triggered during the " \
"specified time period."
end
rescue StandardError => e
puts "Error getting information about event rule activity: #{e.messagel}"
end
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Displays log information for all of the log streams in a log group in
Amazon CloudWatch Logs.

Prerequisites:
- A log group in Amazon CloudWatch Logs.

@param cloudwatchlogs_client [Amazon::CloudWatchLogs::Client] An initialized
Amazon CloudWatch Logs client.
@param log_group_name [String] The name of the log group.
@example
display_log_data(
Amazon: :CloudWatchLogs::Client.new(region: 'us-east-1'),
'aws-doc-sdk-examples-cloudwatch-log'

)

def display_log_data(cloudwatchlogs_client, log_group_name)

puts "Attempting to display log stream data for the log group " \
"named '#{log_group_name}'..."
describe_log_streams_response = cloudwatchlogs_client.describe_log_streams(
log_group_name: log_group_name,
order_by: "LastEventTime",
descending: true
)
if describe_log_streams_response.key?(:log_streams) &&
describe_log_streams_response.log_streams.count.positive?
describe_log_streams_response.log_streams.each do |log_stream]|
get_log_events_response = cloudwatchlogs_client.get_log_events(
log_group_name: log_group_name,
log_stream_name: log_stream.log_stream_name

)
puts "\nLog messages for '#{log_stream.log_stream_name}':"
puts "-" * (log_stream.log_stream_name.length + 20)

if get_log_events_response.key?(:events) &&
get_log_events_response.events.count.positive?
get_log_events_response.events.each do |event|
puts event.message
end
else
puts "No log messages for this log stream."
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end

end
end

rescue StandardError => e
puts "Error getting information about the log streams or their messages: " \
"#{e.message}"

end
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@param
@param
@param
@param
@param
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Displays a reminder to the caller to manually clean up any associated
AWS resources that they no longer need.

topic_name [String] The name of the Amazon SNS topic.

role_name [String] The name
rule_name [String] The name
log_group_name [String] The
instance_id [String] The ID

@example
manual_cleanup_notice(
'aws-doc-sdk-examples-topic’,
'aws-doc-sdk-examples-cloudwatch-events-rule-role',
'aws-doc-sdk-examples-ec2-state-change',
'aws-doc-sdk-examples-cloudwatch-log',

033c48ef0@67af3dEX'

def manual_cleanup_notice(
topic_name, role_name, rule_name, log_group_name, instance_id

puts "-

" x 10

of the IAM role.

of the Amazon EventBridge rule.

name of the Amazon CloudWatch Logs log group.
of the Amazon EC2 instance.

puts "Some of the following AWS resources might still exist in your account."
puts "If you no longer want to use this code example, then to clean up"

puts "your AWS account and avoid unexpected costs, you might want to"

puts "manually delete any of the following resources if they exist:"

puts "

puts

puts "

puts

puts "
end

The Amazon SNS topic named

The IAM role named '#{role_

'#{topic_name}'."
name}'."

The Amazon EventBridge rule named '#{rule_name}'."

The Amazon CloudWatch Logs

log group named '#{log_group_name}"'.

The Amazon EC2 instance with the ID '#{instance_id}'."
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# Example usage:
def run_me
# Properties for the Amazon SNS topic.

topic_name = "aws-doc-sdk-examples-topic"

email_address = "maryeexample.com"

# Properties for the IAM role.

role_name = "aws-doc-sdk-examples-cloudwatch-events-rule-role"

# Properties for the Amazon EventBridge rule.

rule_name = "aws-doc-sdk-examples-ec2-state-change"

rule_description = "Triggers when any available EC2 instance starts."
instance_state = "running"

target_id = "sns-topic"

# Properties for the Amazon EC2 instance.
instance_id = "i-033c48ef@67af3dEX"
# Properties for displaying the event rule's activity.
start_time = Time.now - 600 # Go back over the past 1@ minutes
# (10 minutes * 60 seconds = 600 seconds).
end_time = Time.now
period = 60 # Look back every 60 seconds over the past 10 minutes.
# Properties for the Amazon CloudWatch Logs log group.

log_group_name = "aws-doc-sdk-examples-cloudwatch-log"
# AWS service clients for this code example.
region = "us-east-1"

sts_client = Aws::STS::Client.new(region: region)

sns_client Aws::SNS::Client.new(region: region)

iam_client Aws::IAM::Client.new(region: region)

cloudwatchevents_client = Aws::CloudWatchEvents::Client.new(region: region)
ec2_client = Aws::EC2::Client.new(region: region)

cloudwatch_client = Aws::CloudWatch::Client.new(region: region)
cloudwatchlogs_client = Aws::CloudWatchLogs::Client.new(region: region)

# Get the caller's account ID for use in forming
# Amazon Resource Names (ARNs) that this code relies on later.
account_id = sts_client.get_caller_identity.account

# If the Amazon SNS topic doesn't exist, create it.
topic_arn = "arn:aws:sns:#{region}:#{account_id}:#{topic_name}"
unless topic_exists?(sns_client, topic_arn)
topic_arn = create_topic(sns_client, topic_name, email_address)
if topic_arn == "Error"
puts "Could not create the Amazon SNS topic correctly. Program stopped."
manual_cleanup_notice(
topic_name, role_name, rule_name, log_group_name, instance_id
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exit 1
end
end

# If the IAM role doesn't exist, create it.
role_arn = "arn:aws:iam: :#{account_id}:role/#{role_name}"
unless role_exists?(iam_client, role_arn)
role_arn = create_role(iam_client, role_name)
if role_arn == "Error"
puts "Could not create the IAM role correctly. Program stopped."
manual_cleanup_notice(
topic_name, role_name, rule_name, log_group_name, instance_id
)
end
end

# If the Amazon EventBridge rule doesn't exist, create it.
unless rule_exists?(cloudwatchevents_client, rule_name)
unless rule_created?(

cloudwatchevents_client,

rule_name,

rule_description,

instance_state,

role_arn,

target_id,

topic_azrn

puts "Could not create the Amazon EventBridge rule correctly. " \
"Program stopped."
manual_cleanup_notice(
topic_name, role_name, rule_name, log_group_name, instance_id
)
end
end

# If the Amazon CloudWatch Logs log group doesn't exist, create it.
unless log_group_exists?(cloudwatchlogs_client, log_group_name)
unless log_group_created?(cloudwatchlogs_client, log_group_name)
puts "Could not create the Amazon CloudWatch Logs log group " \
"correctly. Program stopped."
manual_cleanup_notice(
topic_name, role_name, rule_name, log_group_name, instance_id

end
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end

# Restart the Amazon EC2 instance, which triggers the rule.
unless instance_restarted?(

ec2_client,

cloudwatchlogs_client,

instance_id,

log_group_name

puts "Could not restart the instance to trigger the rule. " \
"Continuing anyway to show information about the rule and logs..."
end

# Display how many times the rule was triggered over the past 1@ minutes.
display_rule_activity(

cloudwatch_client,

rule_name,

start_time,

end_time,

period

# Display related log data in Amazon CloudWatch Logs.
display_log_data(cloudwatchlogs_client, log_group_name)

# Reminder the caller to clean up any AWS resources that are used
# by this code example and are no longer needed.
manual_cleanup_notice(

topic_name, role_name, rule_name, log_group_name, instance_id
)

end

run_me if $PROGRAM_NAME == __ FILE__
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# The “GlueWrapper class serves as a wrapper around the AWS Glue API, providing a
simplified interface for common operations.

# It encapsulates the functionality of the AWS SDK for Glue and provides methods for
interacting with Glue crawlers, databases, tables, jobs, and S3 resources.
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# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.
class GlueWrapper
def initialize(glue_client, logger)
@glue_client = glue_client
@logger = logger
end

# Creates a new crawler with the specified configuration.
#
# @param name [String] The name of the crawler.
# @param role_arn [String] The ARN of the IAM role to be used by the crawler.
# @param db_name [String] The name of the database where the crawler stores its
metadata.
# @param db_prefix [String] The prefix to be added to the names of tables that the
crawler creates.
# @param s3_target [String] The S3 path that the crawler will crawl.
# @return [void]
def create_crawler(name, role_arn, db_name, db_prefix, s3_target)
@glue_client.create_crawler(

name: name,

role: role_arn,

database_name: db_name,

targets: {

s3_targets: [
{
path: s3_target
}

)

rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not create crawler: \n#{e.message}")
raise

end
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# The "GlueWrapper class serves as a wrapper around the AWS Glue API, providing a
simplified interface for common operations.
# It encapsulates the functionality of the AWS SDK for Glue and provides methods for
interacting with Glue crawlers, databases, tables, jobs, and S3 resources.
# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.
class GlueWrapper
def initialize(glue_client, logger)
@glue_client = glue_client
@logger = logger

end

# Creates a new job with the specified configuration.

#

# @param name [String] The name of the job.

# @param description [String] The description of the job.

# @param role_arn [String] The ARN of the IAM role to be used by the job.

# @param script_location [String] The location of the ETL script for the job.
# @return [void]

def create_job(name, description, role_arn, script_location)
@glue_client.create_job(
name: name,
description: description,
role: role_arn,
command: {
name: "glueetl",
script_location: script_location,
python_version: "3"
},
glue_version: "3.0"
)
rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not create job #{name}: \n#{e.message}")
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raise
end
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# The “GlueWrapper class serves as a wrapper around the AWS Glue API, providing a
simplified interface for common operations.
# It encapsulates the functionality of the AWS SDK for Glue and provides methods for
interacting with Glue crawlers, databases, tables, jobs, and S3 resources.
# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.
class GlueWrapper
def initialize(glue_client, logger)
@glue_client = glue_client
@logger = logger
end

# Deletes a crawler with the specified name.

#

# @param name [String] The name of the crawler to delete.

# @return [void]

def delete_crawler(name)
@glue_client.delete_crawler(name: name)

rescue Aws::Glue::Errors::ServiceError => e
@logger.error("Glue could not delete crawler #{name}: \n#{e.messagel}")
raise

end
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# The "GlueWrapper' class serves as a wrapper around the AWS Glue API, providing a
simplified interface for common operations.
# It encapsulates the functionality of the AWS SDK for Glue and provides methods for
interacting with Glue crawlers, databases, tables, jobs, and S3 resources.
# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.
class GlueWrapper
def initialize(glue_client, logger)
@glue_client = glue_client
@logger = logger
end

# Removes a specified database from a Data Catalog.
#
# @param database_name [String] The name of the database to delete.
# @return [void]
def delete_database(database_name)
@glue_client.delete_database(name: database_name)
rescue Aws::Glue::Errors::ServiceError => e
@logger.error("Glue could not delete database: \n#{e.messagel}")
end
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# The "GlueWrapper class serves as a wrapper around the AWS Glue API, providing a
simplified interface for common operations.
# It encapsulates the functionality of the AWS SDK for Glue and provides methods for
interacting with Glue crawlers, databases, tables, jobs, and S3 resources.
# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.
class GlueWrapper
def initialize(glue_client, logger)
@glue_client = glue_client
@logger = logger
end

# Deletes a job with the specified name.

#

# @param job_name [String] The name of the job to delete.

# @return [void]

def delete_job(job_name)
@glue_client.delete_job(job_name: job_name)

rescue Aws::Glue::Errors::ServiceError => e

@logger.error("Glue could not delete job: \n#{e.messagel}")
end
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# The "GlueWrapper class serves as a wrapper around the AWS Glue API, providing a

simplified interface for common operations.

# It encapsulates the functionality of the AWS SDK for Glue and provides methods for

interacting with Glue crawlers, databases, tables, jobs, and S3 resources.
# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.
class GlueWrapper
def initialize(glue_client, logger)
@glue_client = glue_client
@logger = logger
end

# Deletes a table with the specified name.
#
# @param database_name [String] The name of the catalog database in which the
table resides.
# @param table_name [String] The name of the table to be deleted.
# @return [void]
def delete_table(database_name, table_name)
@glue_client.delete_table(database_name: database_name, name: table_name)
rescue Aws::Glue::Errors::ServiceError => e
@logger.error("Glue could not delete job: \n#{e.messagel}")
end

- AP| M5 &&= AWS SDK for Ruby API DeleteTable2 X & & X5t &A|Q

GetCrawler

CIS ZE A E GetCrawler2 AI25tE W2 Eod FLC}.

AWS Glue

344


https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/glue#code-examples
https://docs.aws.amazon.com/goto/SdkForRubyV3/glue-2017-03-31/DeleteTable

AWS FH|& SDK THLRE 7H0|=

SDK for Ruby

® Note

KEMIEH LIS 2 Er%ﬂr ¢ &LCH GitHub. AWS ZE oA 2|2 X|EE|o]M A oi|x|E &1
d Hchtdk”CD

mIo m

# The "GlueWrapper class serves as a wrapper around the AWS Glue API, providing a
simplified interface for common operations.
# It encapsulates the functionality of the AWS SDK for Glue and provides methods for
interacting with Glue crawlers, databases, tables, jobs, and S3 resources.
# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.
class GlueWrapper
def initialize(glue_client, logger)
@glue_client = glue_client
@logger = logger
end

# Retrieves information about a specific crawler.
#
# @param name [String] The name of the crawler to retrieve information about.
# @return [Aws::Glue::Types::Crawler, nil] The crawler object if found, or nil if
not found.
def get_crawler(name)
@glue_client.get_crawler(name: name)
rescue Aws::Glue::Errors::EntityNotFoundException
@logger.info("Crawler #{name} doesn't exist.")
false
rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not get crawler #{name}: \n#{e.messagel}")
raise
end
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# The "GlueWrapper class serves as a wrapper around the AWS Glue API, providing a
simplified interface for common operations.
# It encapsulates the functionality of the AWS SDK for Glue and provides methods for
interacting with Glue crawlers, databases, tables, jobs, and S3 resources.
# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.
class GlueWrapper
def initialize(glue_client, logger)
@glue_client = glue_client
@logger = logger
end

# Retrieves information about a specific database.
#
# @param name [String] The name of the database to retrieve information about.
# @return [Aws::Glue::Types::Database, nil] The database object if found, or nil
if not found.
def get_database(name)
response = @glue_client.get_database(name: name)
response.database
rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not get database #{name}: \n#{e.messagel}")
raise
end

« AP| M| HE = AWS SDK for Ruby APl GetDatabase® X & & XA A|2.
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# The "GlueWrapper class serves as a wrapper around the AWS Glue API, providing a
simplified interface for common operations.

# It encapsulates the functionality of the AWS SDK for Glue and provides methods for

interacting with Glue crawlers, databases, tables, jobs, and S3 resources.
# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.
class GlueWrapper
def initialize(glue_client, logger)
@glue_client = glue_client
@logger = logger
end

# Retrieves data for a specific job run.
#
# @param job_name [String] The name of the job run to retrieve data for.
# @return [Glue::Types::GetJobRunResponse]
def get_job_run(job_name, run_id)
@glue_client.get_job_run(job_name: job_name, run_id: run_id)
rescue Aws::Glue::Errors::GlueException => e

@logger.error("Glue could not get job runs: \n#{e.message}")
end

- APl M|& HE = AWS SDK for Ruby API GetJobRunZ Z& R X35 AIA|2.

GetJobRuns

CHS ZE o A0 AME GetJobRuns2 AF25HE Wl Hod FL|C}

AWS Glue

347


https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/glue#code-examples
https://docs.aws.amazon.com/goto/SdkForRubyV3/glue-2017-03-31/GetJobRun

AWS FH|& SDK THLRE 7H0|=

SDK for Ruby

® Note

KEMIEH LIS 2 Er%ﬂr ¢ &LCH GitHub. AWS ZE oA 2|2 X|EE|o]M A oi|x|E &1
d Hchtdk”CD

mIo m

# The "GlueWrapper class serves as a wrapper around the AWS Glue API, providing a

simplified interface for common operations.

# It encapsulates the functionality of the AWS SDK for Glue and provides methods for

interacting with Glue crawlers, databases, tables, jobs, and S3 resources.
# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.
class GlueWrapper
def initialize(glue_client, logger)
@glue_client = glue_client
@logger = logger
end

# Retrieves a list of job runs for the specified job.
#
# @param job_name [String] The name of the job to retrieve job runs for.
# @return [Array<Aws::Glue::Types::JobRun>]
def get_job_runs(job_name)
response = @glue_client.get_job_runs(job_name: job_name)
response.job_runs
rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not get job runs: \n#{e.message}")
end
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# The "GlueWrapper class serves as a wrapper around the AWS Glue API, providing a
simplified interface for common operations.
# It encapsulates the functionality of the AWS SDK for Glue and provides methods for
interacting with Glue crawlers, databases, tables, jobs, and S3 resources.
# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.
class GlueWrapper
def initialize(glue_client, logger)
@glue_client = glue_client
@logger = logger
end

# Retrieves a list of tables in the specified database.

#

# @param db_name [String] The name of the database to retrieve tables from.

# @return [Array<Aws::Glue::Types::Table>]

def get_tables(db_name)
response = @glue_client.get_tables(database_name: db_name)
response.table_list

rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not get tables #{db_name}: \n#{e.message}")
raise

end
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# The "GlueWrapper class serves as a wrapper around the AWS Glue API, providing a
simplified interface for common operations.
# It encapsulates the functionality of the AWS SDK for Glue and provides methods for
interacting with Glue crawlers, databases, tables, jobs, and S3 resources.
# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.
class GlueWrapper
def initialize(glue_client, logger)
@glue_client = glue_client
@logger = logger
end

# Retrieves a list of jobs in AWS Glue.

#

# @return [Aws::Glue::Types::ListJobsResponse]

def list_jobs
@glue_client.list_jobs

rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not list jobs: \n#{e.message}")
raise

end
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# The "GlueWrapper class serves as a wrapper around the AWS Glue API, providing a
simplified interface for common operations.
# It encapsulates the functionality of the AWS SDK for Glue and provides methods for
interacting with Glue crawlers, databases, tables, jobs, and S3 resources.
# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.
class GlueWrapper
def initialize(glue_client, logger)
@glue_client = glue_client
@logger = logger
end

# Starts a crawler with the specified name.

#

# @param name [String] The name of the crawler to start.

# @return [void]

def start_crawler(name)
@glue_client.start_crawler(name: name)

rescue Aws::Glue::Errors::ServiceError => e
@logger.error("Glue could not start crawler #{name}: \n#{e.messagel}")
raise

end
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# The "GlueWrapper class serves as a wrapper around the AWS Glue API, providing a
simplified interface for common operations.
# It encapsulates the functionality of the AWS SDK for Glue and provides methods for
interacting with Glue crawlers, databases, tables, jobs, and S3 resources.
# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.
class GlueWrapper
def initialize(glue_client, logger)
@glue_client = glue_client
@logger = logger

end

# Starts a job run for the specified job.

#

# @param name [String] The name of the job to start the run for.

# @param input_database [String] The name of the input database for the job.

# @param input_table [String] The name of the input table for the job.

# @param output_bucket_name [String] The name of the output S3 bucket for the job.
# @return [String] The ID of the started job run.

def start_job_run(name, input_database, input_table, output_bucket_name)
response = @glue_client.start_job_run(
job_name: name,
arguments: {
'--input_database': input_database,
'--input_table': input_table,
'--output_bucket_url': "s3://#{output_bucket_name}/"

)
response.job_run_id
rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not start job run #{name}: \n#{e.message}")
raise
end
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# The "GlueWrapper class serves as a wrapper around the AWS Glue API, providing a
simplified interface for common operations.

# It encapsulates the functionality of the AWS SDK for Glue and provides methods for
interacting with Glue crawlers, databases, tables, jobs, and S3 resources.

# The class initializes with a Glue client and a logger, allowing it to make API
calls and log any errors or informational messages.

class GlueWrapper

def initialize(glue_client, logger)
@glue_client = glue_client
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@logger = logger
end

# Retrieves information about a specific crawler.
#
# @param name [String] The name of the crawler to retrieve information about.
# @return [Aws::Glue::Types::Crawler, nil] The crawler object if found, or nil if
not found.
def get_crawler(name)
@glue_client.get_crawler(name: name)
rescue Aws::Glue::Errors::EntityNotFoundException
@logger.info("Crawler #{name} doesn't exist.")
false
rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not get crawler #{name}: \n#{e.messagel}")
raise
end

# Creates a new crawler with the specified configuration.

#

# @param name [String] The name of the crawler.

# @param role_arn [String] The ARN of the IAM role to be used by the crawler.

# @param db_name [String] The name of the database where the crawler stores its

metadata.

# @param db_prefix [String] The prefix to be added to the names of tables that the

crawler creates.

# @param s3_target [String] The S3 path that the crawler will crawl.

# @return [void]

def create_crawler(name, role_arn, db_name, db_prefix, s3_target)

@glue_client.create_crawlexr(
name: name,
role: role_arn,
database_name: db_name,
targets: {
s3_targets: [
{
path: s3_target

)

rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not create crawler: \n#{e.message}")
raise
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end

# Starts a crawler with the specified name.

#

# @param name [String] The name of the crawler to start.

# @return [void]

def start_crawler(name)
@glue_client.start_crawler(name: name)

rescue Aws::Glue::Errors::ServiceError => e
@logger.error("Glue could not start crawler #{name}: \n#{e.messagel}")
raise

end

# Deletes a crawler with the specified name.

#

# @param name [String] The name of the crawler to delete.

# @return [void]

def delete_crawler(name)
@glue_client.delete_crawler(name: name)

rescue Aws::Glue::Errors::ServiceError => e
@logger.error("Glue could not delete crawler #{name}: \n#{e.messagel}")
raise

end

# Retrieves information about a specific database.
#
# @param name [String] The name of the database to retrieve information about.
# @return [Aws::Glue::Types::Database, nil] The database object if found, or nil
if not found.
def get_database(name)
response = @glue_client.get_database(name: name)
response.database
rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not get database #{name}: \n#{e.messagel}")
raise
end

# Retrieves a list of tables in the specified database.
#
# @param db_name [String] The name of the database to retrieve tables from.
# @return [Array<Aws::Glue::Types::Table>]
def get_tables(db_name)
response = @glue_client.get_tables(database_name: db_name)
response.table_list
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rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not get tables #{db_name}: \n#{e.message}")
raise

end

Creates a new job with the specified configuration.

@param name [String] The name of the job.

@param description [String] The description of the job.

@param role_arn [String] The ARN of the IAM role to be used by the job.
@param script_location [String] The location of the ETL script for the job.

HOoH O O B B

@return [void]
def create_job(name, description, role_arn, script_location)
@glue_client.create_job(
name: name,
description: description,
role: role_arn,
command: {
name: "glueetl",
script_location: script_location,
python_version: "3"
I
glue_version: "3.0"
)
rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not create job #{name}: \n#{e.messagel}")

raise
end
# Starts a job run for the specified job.
#
# @param name [String] The name of the job to start the run for.
# @param input_database [String] The name of the input database for the job.
# @param input_table [String] The name of the input table for the job.
# @param output_bucket_name [String] The name of the output S3 bucket for the job.
# @return [String] The ID of the started job run.

def start_job_run(name, input_database, input_table, output_bucket_name)
response = @glue_client.start_job_run(
job_name: name,
arguments: {
'--input_database': input_database,
'--input_table': input_table,
'--output_bucket_url': "s3://#{output_bucket_name}/"
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)
response.job_run_id
rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not start job run #{name}: \n#{e.messagel}")
raise
end

# Retrieves a list of jobs in AWS Glue.

#

# @return [Aws::Glue::Types::ListJobsResponse]

def list_jobs
@glue_client.list_jobs

rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not list jobs: \n#{e.messagel}")
raise

end

# Retrieves a list of job runs for the specified job.
#
# @param job_name [String] The name of the job to retrieve job runs for.
# @return [Array<Aws::Glue::Types::JobRun>]
def get_job_runs(job_name)
response = @glue_client.get_job_runs(job_name: job_name)
response.job_runs
rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not get job runs: \n#{e.message}")
end

# Retrieves data for a specific job run.
#
# @param job_name [String] The name of the job run to retrieve data for.
# @return [Glue::Types::GetJobRunResponse]
def get_job_run(job_name, run_id)
@glue_client.get_job_run(job_name: job_name, run_id: run_id)
rescue Aws::Glue::Errors::GlueException => e
@logger.error("Glue could not get job runs: \n#{e.messagel}")
end

# Deletes a job with the specified name.

#

# @param job_name [String] The name of the job to delete.

# @return [void]

def delete_job(job_name)
@glue_client.delete_job(job_name: job_name)
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rescue Aws::Glue::Errors::ServiceError => e
@logger.error("Glue could not delete job: \n#{e.messagel}")
end

# Deletes a table with the specified name.

#

# @param database_name [String] The name of the catalog database in which the

table resides.

# @param table_name [String] The name of the table to be deleted.

# @return [void]

def delete_table(database_name, table_name)
@glue_client.delete_table(database_name: database_name, name: table_name)

rescue Aws::Glue::Errors::ServiceError => e
@logger.error("Glue could not delete job: \n#{e.messagel}")

end

# Removes a specified database from a Data Catalog.
#
# @param database_name [String] The name of the database to delete.
# @return [void]
def delete_database(database_name)
@glue_client.delete_database(name: database_name)
rescue Aws::Glue::Errors::ServiceError => e
@logger.error("Glue could not delete database: \n#{e.messagel}")
end

# Uploads a job script file to an S3 bucket.
#
# @param file_path [String] The local path of the job script file.
# @param bucket_resource [Aws::S3::Bucket] The S3 bucket resource to upload the
file to.
# @return [void]
def upload_job_script(file_path, bucket_resource)
File.open(file_path) do |file|
bucket_resource.client.put_object({
body: file,
bucket: bucket_resource.name,
key: file_path
)
end
rescue Aws::S3::Errors::S3UploadFailedError => e
@logger.error("S3 could not upload job script: \n#{e.messagel}")
raise
end
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class GlueCrawlerJobScenario
def initialize(glue_client, glue_service_role, glue_bucket, logger)
@glue_client = glue_client
@glue_service_role = glue_service_role
@glue_bucket = glue_bucket
@logger = logger
end

def run(crawler_name, db_name, db_prefix, data_source, job_script, job_name)
wrapper = GlueWrapper.new(@glue_client, @logger)

new_step(l, "Create a crawler")
puts "Checking for crawler #{crawler_name}."
crawler = wrapper.get_crawler(crawler_name)
if crawler == false
puts "Creating crawler #{crawler_name}."
wrapper.create_crawler(crawler_name, @glue_service_role.arn, db_name,
db_prefix, data_source)
puts "Successfully created #{crawler_name}:"
crawler = wrapper.get_crawler(crawler_name)
puts JSON.pretty_generate(crawler).yellow
end
print "\nDone!\n".green

new_step(2, "Run a crawler to output a database.")
puts "Location of input data analyzed by crawler: #{data_source}"
puts "Outputs: a Data Catalog database in CSV format containing metadata on

input.”
wrapper.start_crawler(crawler_name)
puts "Starting crawler... (this typically takes a few minutes)"
crawler_state = nil
while crawler_state != "READY"

custom_wait(15)

crawler = wrapper.get_crawler(crawler_name)

crawler_state = crawler[@]["state"]

print "Status check: #{crawler_state}.".yellow
end
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print "\nDone!\n".green

new_step(3, "Query the database.")
database = wrapper.get_database(db_name)
puts "The crawler created database #{db_name}:"
print "#{database}".yellow
puts "\nThe database contains these tables:"
tables = wrapper.get_tables(db_name)
tables.each_with_index do |table, index|

print "\t#{index + 1}. #{table['name']}".yellow
end
print "\nDone!\n".green

new_step(4, "Create a job definition that runs an ETL script.")

puts "Uploading Python ETL script to S3..."

wrapper.upload_job_script(job_script, @glue_bucket)

puts "Creating job definition #{job_name}:\n"

response = wrapper.create_job(job_name, "Getting started example job.",
@glue_service_role.arn, "s3://#{e@glue_bucket.name}/#{job_script}")

puts JSON.pretty_generate(response).yellow

print "\nDone!\n".green

new_step(5, "Start a new job")
job_run_status = nil
job_run_id = wrapper.start_job_run(
job_name,
db_name,
tables[@]["name"],
@glue_bucket.name
)
puts "Job #{job_name} started. Let's wait for it to run."
until ["SUCCEEDED", "STOPPED", "FAILED", "TIMEOUT"].include?(job_run_status)
custom_wait(10)
job_run = wrapper.get_job_runs(job_name)
job_run_status = job_run[@]["job_run_state"]
print "Status check: #{job_name}/#{job_run_id} - #{job_run_status}.".yellow
end
print "\nDone!\n".green

new_step(6, "View results from a successful job run.")
if job_run_status == "SUCCEEDED"
puts "Data from your job run is stored in your S3 bucket
'#{@glue_bucket.name}'. Files include:"
begin
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# Print the key name of each object in the bucket.
@glue_bucket.objects.each do |object_summary|
if object_summary.key.include?("run-")
print "#{object_summary.key}".yellow
end
end

# Print the first 256 bytes of a run file
desired_sample_objects = 1
@glue_bucket.objects.each do |object_summary|
if object_summary.key.include?("run-")
if desired_sample_objects > 0

sample_object = @glue_bucket.object(object_summary.key)
sample = sample_object.get(range: "bytes=0-255").body.read

puts "\nSample run file contents:"
print "#{sample}".yellow
desired_sample_objects -= 1
end
end
end
rescue Aws::S3::Errors::ServiceError => e
logger.error(
"Couldn't get job run data. Here's why: %s: %s",
e.response.error.code, e.response.error.message
)
raise
end
end
print "\nDone!\n".green

new_step(7, "Delete job definition and crawler.")
wrapper.delete_job(job_name)

puts "Job deleted: #{job_name}."
wrapper.delete_crawler(crawler_name)

puts "Crawler deleted: #{crawler_name}."
wrapper.delete_table(db_name, tables[@]['"name"])

puts "Table deleted: #{tables[@]["name"]} in #{db_name}."
wrapper.delete_database(db_name)

puts "Database deleted: #{db_name}."

print "\nDone!\n".green

end

end

AWS Glue

361



AWS FH|& SDK

JHeER 7Hol=

de

f main

banner("../../helpers/banner.txt")

puts

"HHHHERHHERHHERBHERHH AR H AR H AR B H BB H BB H BB H BB H BB H BB H AR H BB H AR H BB H ARG H B RS H B RS H B RS HHS

puts "#

puts "#

puts "#

puts "#

puts

#".yellow
EXAMPLE CODE DEMO:
#".yellow
AWS Glue
#".yellow
#".yellow

"HAHHERHHERHHERBH AR H AR H BB HERBH BB H AR H BB H BB H BB H BB H AR H B RS HBRSH AR HBRSH B RS H B RS H B RS HHS

puts mnn

puts "You have launched a demo of AWS Glue using the AWS for Ruby v3 SDK. Over the
next 60 seconds, it will"
puts "do the following:"

puts "
puts
puts "
puts
puts "
puts
puts "
puts ""

confirm_begin

billing
security

1.

N O o AN

Create a crawler."
Run a crawler to output a database."

. Query the database."

Create a job definition that runs an ETL script."
Start a new job."

. View results from a successful job run."
. Delete job definition and crawler."

puts "\e[H\e[2]"

# Set input file names
job_script_filepath = "job_script.py"
resource_names = YAML.load_file("resource_names.yaml")

# Instantiate existing IAM role.
iam = Aws::IAM::Resource.new(region: "us-east-1")

iam_role_name

jam_role =

= resource_names['"glue_service_role"]

iam.role(iam_role_name)

# Instantiate existing S3 bucket.
s3 = Aws::S3::Resource.new(region: "us-east-1")
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s3_bucket_name = resource_names["glue_bucket"]
s3_bucket = s3.bucket(s3_bucket_name)

scenario = GlueCrawlerJobScenario.new(
Aws::Glue::Client.new(region: "us-east-1"),
iam_role,
s3_bucket,
@logger

random_int = rand(1@ ** 4)

scenario.run(
"doc-example-crawler-#{random_int}",
"doc-example-database-#{random_int}",
"doc-example-#{random_int}-",
"s3://crawler-public-us-east-1/flight/2016/csv",
job_script_filepath,
"doc-example-job-#{random_int}"

)
puts "-" * 88
puts "You have reached the end of this tour of AWS Glue."
puts "To destroy CDK-created resources, run:\n cdk destroy"
puts "-" * 88
end

] M Fof CIOIEIE & &, ¢4E U AWS Glue ZEE = Ol MEEl= ETL AIREE TEMA
2.
import sys
from awsglue.transforms import *
from awsglue.utils import getResolvedOptions
from pyspark.context import SparkContext
from awsglue.context import GlueContext
from awsglue.job import Job

These custom arguments must be passed as Arguments to the StartJobRun request.
--input_database The name of a metadata database that is contained in your
AWS Glue Data Catalog and that contains tables that
describe
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the data to be processed.
--input_table The name of a table in the database that describes the data
to
be processed.
--output_bucket_url An S3 bucket that receives the transformed output data.
args = getResolvedOptions(
sys.argv, ["JOB_NAME", "input_database", "input_table", "output_bucket_url"]
)
sc = SparkContext()
glueContext = GlueContext(sc)
spark = glueContext.spark_session
job = Job(glueContext)
job.init(args["JOB_NAME"], args)

# Script generated for node S3 Flight Data.

S3FlightData_nodel = glueContext.create_dynamic_frame.from_catalog(
database=args["input_database"],
table_name=args["input_table"],
transformation_ctx="S3FlightData_nodel",

# This mapping performs two main functions:

# 1. It simplifies the output by removing most of the fields from the data.

# 2. It renames some fields. For example, "fl_date™ is renamed to “flight_date’.

ApplyMapping_node2 = ApplyMapping.apply(

frame=S3FlightData_nodel,
mappings=[

("year", "long", "year", "long"),
("month", "long", "month", "tinyint"),
("day_of_month", "long", "day", "tinyint"),
("fl_date", "string", "flight_date", "string"),
("carrier", "string", "carrier", "string"),
("fl_num", "long", "flight_num", "long"),
("origin_city_name", "string", "origin_city_name", "string"),
("origin_state_abr", "string", "origin_state_abr", "string"),
("dest_city_name", "string", "dest_city_name", "string"),
("dest_state_abr", "string", "dest_state_abr", "string"),
("dep_time", "long", "departure_time", "long"),
("wheels_off", "long", "wheels_off", "long"),
("wheels_on", "long", "wheels_on", "long"),
("arr_time", "long", "arrival_time", "long"),

"string"),

("mon", "string", "mon",

1,
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transformation_ctx="ApplyMapping_node2",

# Script generated for node Revised Flight Data.
RevisedFlightData_node3 = glueContext.write_dynamic_frame.from_options(

frame=ApplyMapping_node2,
connection_type="s3",
format="json",

connection_options={"path": args["output_bucket_url"], "partitionKeys": []1},
transformation_ctx="RevisedFlightData_node3",

job.commit()
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# Manages policies in AWS Identity and Access Management (IAM)
class RolePolicyManager

# Initialize with an AWS IAM client

#

# @param iam_client [Aws::IAM::Client] An initialized IAM client
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def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger
@logger.progname = "PolicyManager"

end

# Creates a policy
#
# @param policy_name [String] The name of the policy
# @param policy_document [Hash] The policy document
# @return [String] The policy ARN if successful, otherwise nil
def create_policy(policy_name, policy_document)
response = @iam_client.create_policy(
policy_name: policy_name,
policy_document: policy_document.to_json
)
response.policy.arn
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error creating policy: #{e.messagel}")
nil
end

# Fetches an IAM policy by its ARN
# @param policy_arn [String] the ARN of the IAM policy to retrieve
# @return [Aws::IAM::Types::GetPolicyResponse] the policy object if found
def get_policy(policy_azrn)
response = @iam_client.get_policy(policy_arn: policy_arn)
policy = response.policy
@logger.info("Got policy '#{policy.policy_name}'. Its ID is:
#{policy.policy_id}.")
policy
rescue Aws::IAM::Errors::NoSuchEntity
@logger.error("Couldn't get policy '#{policy_arn}'. The policy does not exist.")
raise
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Couldn't get policy '#{policy_arn}'. Here's why: #{e.code}:
#{e.messagel}")
raise
end

# Attaches a policy to a role

#

# @param role_name [String] The name of the role
# @param policy_arn [String] The policy ARN
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# @return [Boolean] true if successful, false otherwise
def attach_policy_to_role(role_name, policy_arn)
@iam_client.attach_role_policy(
role_name: role_name,
policy_arn: policy_azrn
)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error attaching policy to role: #{e.messagel}")
false
end

# Lists policy ARNs attached to a role

#

# @param role_name [String] The name of the role

# @return [Array<String>] List of policy ARNs

def list_attached_policy_arns(role_name)
response = @iam_client.list_attached_role_policies(role_name: role_name)
response.attached_policies.map(&:policy_arn)

rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error listing policies attached to role: #{e.messagel}")

L]

end

# Detaches a policy from a role
#
# @param role_name [String] The name of the role
# @param policy_arn [String] The policy ARN
# @return [Boolean] true if successful, false otherwise
def detach_policy_from_role(role_name, policy_azrn)
@iam_client.detach_role_policy(
role_name: role_name,
policy_arn: policy_azrn
)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error detaching policy from role: #{e.message}")
false
end
end
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Attaches a policy to a user

@param user_name [String] The name of the user
@param policy_arn [String] The Amazon Resource Name (ARN) of the policy
@return [Boolean] true if successful, false otherwise
def attach_policy_to_user(user_name, policy_arn)
@iam_client.attach_user_policy(

user_name: user_name,

policy_arn: policy_arn
)

true

H OH O O B

rescue Aws::IAM::Errors::ServiceError => e

@logger.error("Error attaching policy to user: #{e.messagel}")
false
end
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# Manages access keys for IAM users
class AccessKeyManager
def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger
@logger.progname = "AccessKeyManager"
end

# Lists access keys for a user
#
# @param user_name [String] The name of the user.
def list_access_keys(user_name)
response = @iam_client.list_access_keys(user_name: user_name)
if response.access_key_metadata.empty?
@logger.info("No access keys found for user '#{user_name}'.")
else
response.access_key_metadata.map(&:access_key_id)
end
rescue Aws::IAM::Errors::NoSuchEntity => e

@logger.error("Error listing access keys: cannot find user '#{user_namel}'

L]

rescue StandardError => e
@logger.error("Error listing access keys: #{e.message}")
(]

end

# Creates an access key for a user

#

# @param user_name [String] The name of the user.

# @return [Boolean]

def create_access_key(user_name)
response = @iam_client.create_access_key(user_name: user_name)
access_key = response.access_key
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@logger.info("Access key created for user '#{user_name}':
#{access_key.access_key_id}")
access_key
rescue Aws::IAM::Errors::LimitExceeded => e
@logger.error("Error creating access key: limit exceeded. Cannot create more.")
nil
rescue StandardError => e
@logger.error("Error creating access key: #{e.messagel}")
nil
end

# Deactivates an access key
#
# @param user_name [String] The name of the user.
# @param access_key_id [String] The ID for the access key.
# @return [Boolean]
def deactivate_access_key(user_name, access_key_id)
@iam_client.update_access_key(
user_name: user_name,
access_key_id: access_key_id,
status: "Inactive"
)
true
rescue StandardError => e
@logger.error("Error deactivating access key: #{e.message}")
false
end

# Deletes an access key
#
# @param user_name [String] The name of the user.
# @param access_key_id [String] The ID for the access key.
# @return [Boolean]
def delete_access_key(user_name, access_key_id)
@iam_client.delete_access_key(
user_name: user_name,
access_key_id: access_key_id
)
true
rescue StandardError => e
@logger.error("Error deleting access key: #{e.message}")
false
end
end
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class IAMAliasManager

# Initializes the IAM client and logger

#

# @param iam_client [Aws::IAM::Client] An initialized IAM client.

def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger

end

# Lists available AWS account aliases.
def list_aliases

response = @iam_client.list_account_aliases

if response.account_aliases.count.positive?
@logger.info("Account aliases are:")

response.account_aliases.each { |account_alias| @logger.info("
#{account_alias}") }

else

@logger.info("No account aliases found.")
end

rescue Aws::IAM::Errors::ServiceError => e

@logger.error("Error listing account aliases: #{e.message}")
end
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# Creates an AWS account alias.
#

# @param account_alias [String] The name of the account alias to create.
# @return [Boolean] true if the account alias was created; otherwise, false.

def create_account_alias(account_alias)
@iam_client.create_account_alias(account_alias: account_alias)
true

rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error creating account alias: #{e.message}")
false

end

# Deletes an AWS account alias.
#

# @param account_alias [String] The name of the account alias to delete.
# @return [Boolean] true if the account alias was deleted; otherwise, false.

def delete_account_alias(account_alias)
@iam_client.delete_account_alias(account_alias: account_alias)
true

rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error deleting account alias: #{e.messagel}")
false

end

end
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# Manages policies in AWS Identity and Access Management
class RolePolicyManager
# Initialize with an AWS IAM client
#
# @param iam_client [Aws::IAM::Client] An initialized
def initialize(iam_client, logger: Logger.new($stdout)
@iam_client = iam_client
@logger = logger
@logger.progname = "PolicyManager"
end

# Creates a policy

#

# @param policy_name [String] The name of the policy
# @param policy_document [Hash] The policy document

(IAM)

IAM client
)

# @return [String] The policy ARN if successful, otherwise nil

def create_policy(policy_name, policy_document)
response = @iam_client.create_policy(
policy_name: policy_name,
policy_document: policy_document.to_json
)
response.policy.arn
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error creating policy: #{e.message}")
nil
end

# Fetches an IAM policy by its ARN

# @param policy_arn [String] the ARN of the IAM policy to retrieve

# @return [Aws::IAM::Types::GetPolicyResponse] the pol
def get_policy(policy_azrn)

icy object if found

response = @iam_client.get_policy(policy_arn: policy_arn)

policy = response.policy
@logger.info("Got policy '#{policy.policy_name}'. It
#{policy.policy_id}.")
policy
rescue Aws::IAM::Errors::NoSuchEntity
@logger.error("Couldn't get policy '#{policy_arn}'.
raise
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Couldn't get policy '#{policy_arn}'.
#{e.message}")
raise

s ID is:

The policy does not exist.")

Here's why: #{e.code}:
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end

# Attaches a policy to a role
#
# @param role_name [String] The name of the role
# @param policy_arn [String] The policy ARN
# @return [Boolean] true if successful, false otherwise
def attach_policy_to_role(role_name, policy_arn)
@iam_client.attach_role_policy(
role_name: role_name,
policy_arn: policy_azrn
)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error attaching policy to role: #{e.messagel}")
false
end

# Lists policy ARNs attached to a role

#

# @param role_name [String] The name of the role

# @return [Array<String>] List of policy ARNs

def list_attached_policy_arns(role_name)
response = @iam_client.list_attached_role_policies(role_name: role_name)
response.attached_policies.map(&:policy_arn)

rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error listing policies attached to role: #{e.messagel}")

L]

end

# Detaches a policy from a role
#
# @param role_name [String] The name of the role
# @param policy_arn [String] The policy ARN
# @return [Boolean] true if successful, false otherwise
def detach_policy_from_role(role_name, policy_azrn)
@iam_client.detach_role_policy(
role_name: role_name,
policy_arn: policy_azrn
)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error detaching policy from role: #{e.message}")
false
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end
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# Creates a role and attaches policies to it.
#
# @param role_name [String] The name of the role.
# @param assume_role_policy_document [Hash] The trust relationship policy
document.
# @param policy_arns [Array<String>] The ARNs of the policies to attach.
# @return [String, nil] The ARN of the new role if successful, or nil if an error
occurred.
def create_role(role_name, assume_role_policy_document, policy_arns)
response = @iam_client.create_role(
role_name: role_name,
assume_role_policy_document: assume_role_policy_document.to_json
)

role_arn = response.role.arn

policy_arns.each do |policy_arn]|
@iam_client.attach_role_policy(
role_name: role_name,
policy_arn: policy_arn
)

end

role_arn
rescue Aws::IAM::Errors::ServiceError => e
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@logger.error("Error creating role: #{e.message}")
nil
end
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Creates a service-linked role

@param service_name [String] The service name to create the role for.
@param description [String] The description of the service-linked role.
@param suffix [String] Suffix for customizing role name.

@return [String] The name of the created role

def create_service_linked_role(service_name, description, suffix)
response = @iam_client.create_service_linked_role(

H OH O OB H O

aws_service_name: service_name, description: description, custom_suffix:
suffix, )
role_name = response.role.role_name
@logger.info("Created service-linked role #{role_name}.")
role_name
rescue Aws::Errors::ServiceError => e
@logger.error("Couldn't create service-linked role for #{service_name}. Here's
why:")
@logger.error("\t#{e.code}: #{e.messagel}")
raise
end
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# Creates a user and their login profile
#
# @param user_name [String] The name of the user

# @param initial_password [String] The initial password for the user

# @return [String, nil] The ID of the user if created,

def create_user(user_name, initial_password)
response = @iam_client.create_user(user_name:
@iam_client.wait_until(:user_exists, user_name:
@iam_client.create_login_profile(
user_name: user_name,
password:

password_reset_required: true

initial_password,

)

or nil if an error occurred

user_name)
user_name)

@logger.info("User '#{user_name}' created successfully.")

response.user.user_id

rescue Aws::IAM::Errors::EntityAlreadyExists
@logger.error("Error creating user '#{user_name}'
nil

rescue Aws::IAM::Errors::ServiceError => e

@logger.error("Error creating user '#{user_name}':

user already exists.")

#{e.message}")

nil
end
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# Manages access keys for IAM users
class AccessKeyManager
def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger
@logger.progname = "AccessKeyManager"
end

# Lists access keys for a user
#
# @param user_name [String] The name of the user.
def list_access_keys(user_name)
response = @iam_client.list_access_keys(user_name: user_name)
if response.access_key_metadata.empty?
@logger.info("No access keys found for user '#{user_name}'.")
else
response.access_key_metadata.map(&:access_key_id)
end
rescue Aws::IAM::Errors::NoSuchEntity => e

@logger.error("Error listing access keys: cannot find user '#{user_namel}'

L]

rescue StandardError => e
@logger.error("Error listing access keys: #{e.message}")
(]

end

# Creates an access key for a user

#

# @param user_name [String] The name of the user.

# @return [Boolean]

def create_access_key(user_name)
response = @iam_client.create_access_key(user_name: user_name)
access_key = response.access_key
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@logger.info("Access key created for user '#{user_name}':
#{access_key.access_key_id}")
access_key
rescue Aws::IAM::Errors::LimitExceeded => e
@logger.error("Error creating access key: limit exceeded. Cannot create more.")
nil
rescue StandardError => e
@logger.error("Error creating access key: #{e.messagel}")
nil
end

# Deactivates an access key
#
# @param user_name [String] The name of the user.
# @param access_key_id [String] The ID for the access key.
# @return [Boolean]
def deactivate_access_key(user_name, access_key_id)
@iam_client.update_access_key(
user_name: user_name,
access_key_id: access_key_id,
status: "Inactive"
)
true
rescue StandardError => e
@logger.error("Error deactivating access key: #{e.message}")
false
end

# Deletes an access key
#
# @param user_name [String] The name of the user.
# @param access_key_id [String] The ID for the access key.
# @return [Boolean]
def delete_access_key(user_name, access_key_id)
@iam_client.delete_access_key(
user_name: user_name,
access_key_id: access_key_id
)
true
rescue StandardError => e
@logger.error("Error deleting access key: #{e.message}")
false
end
end
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class IAMAliasManager

# Initializes the IAM client and logger

#

# @param iam_client [Aws::IAM::Client] An initialized IAM client.

def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger

end

# Lists available AWS account aliases.
def list_aliases

response = @iam_client.list_account_aliases

if response.account_aliases.count.positive?
@logger.info("Account aliases are:")
response.account_aliases.each { |account_alias| @logger.info("
#{account_alias}") }
else
@logger.info("No account aliases found.")
end
rescue Aws::IAM::Errors::ServiceError => e

@logger.error("Error listing account aliases: #{e.message}")
end
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# Creates an AWS account alias.
#

# @param account_alias [String] The name of the account alias to create.
# @return [Boolean] true if the account alias was created; otherwise, false.

def create_account_alias(account_alias)
@iam_client.create_account_alias(account_alias: account_alias)
true

rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error creating account alias: #{e.message}")
false

end

# Deletes an AWS account alias.
#

# @param account_alias [String] The name of the account alias to delete.
# @return [Boolean] true if the account alias was deleted; otherwise, false.

def delete_account_alias(account_alias)
@iam_client.delete_account_alias(account_alias: account_alias)
true

rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error deleting account alias: #{e.messagel}")
false

end

end
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# Deletes a role and its attached policies.

3
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#
# @param role_name [String] The name of the role to delete.
def delete_role(role_name)
begin
# Detach and delete attached policies
@iam_client.list_attached_role_policies(role_name: role_name).each do |
response|
response.attached_policies.each do |policy|
@iam_client.detach_role_policy({
role_name: role_name,
policy_arn: policy.policy_azrn
)
# Check if the policy is a customer managed policy (not AWS managed)
unless policy.policy_arn.include?("aws:policy/")
@iam_client.delete_policy({ policy_arn: policy.policy_arn })

@logger.info("Deleted customer managed policy #{policy.policy_name}.")
end

end
end

# Delete the role
@iam_client.delete_role({ role_name: role_name })
@logger.info("Deleted role #{role_name}.")
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Couldn't detach policies and delete role #{role_name}. Here's
why:")
@logger.error("\t#{e.code}: #{e.messagel}")
raise
end
end
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class ServerCertificateManager
def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger
@logger.progname = "ServerCertificateManager"
end

# Creates a new server certificate.
# @param name [String] the name of the server certificate
# @param certificate_body [String] the contents of the certificate
# @param private_key [String] the private key contents
# @return [Boolean] returns true if the certificate was successfully created
def create_server_certificate(name, certificate_body, private_key)
@iam_client.upload_server_certificate({
server_certificate_name: name,
certificate_body: certificate_body,
private_key: private_key,
1)
true
rescue Aws::IAM::Errors::ServiceError => e
puts "Failed to create server certificate: #{e.message}"
false
end

# Lists available server certificate names.
def list_server_certificate_names
response = @iam_client.list_server_certificates

if response.server_certificate_metadata_list.empty?
@logger.info("No server certificates found.")
return

end
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response.server_certificate_metadata_list.each do |certificate_metadata]
@logger.info("Certificate Name:
#{certificate_metadata.server_certificate_namel}")
end
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error listing server certificates: #{e.messagel}")
end

# Updates the name of a server certificate.
def update_server_certificate_name(current_name, new_name)
@iam_client.update_server_certificate(
server_certificate_name: current_name,
new_server_certificate_name: new_name
)
@logger.info("Server certificate name updated from '#{current_name}' to
"#{new_namel}'.")
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error updating server certificate name: #{e.message}")
false
end

# Deletes a server certificate.

def delete_server_certificate(name)
@iam_client.delete_server_certificate(server_certificate_name: name)
@logger.info("Server certificate '#{name}' deleted.")
true

rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error deleting server certificate: #{e.message}")
false

end

end
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# Deletes a service-linked role.
#
# @param role_name [String] The name of the role to delete.
def delete_service_linked_role(role_name)
response = @iam_client.delete_service_linked_role(role_name: role_name)
task_id = response.deletion_task_id
check_deletion_status(role_name, task_id)
rescue Aws::Errors::ServiceError => e
handle_deletion_error(e, role_name)
end
private
# Checks the deletion status of a service-linked role
#
# @param role_name [String] The name of the role being deleted
# @param task_id [String] The task ID for the deletion process
def check_deletion_status(role_name, task_id)
loop do
response = @iam_client.get_service_linked_role_deletion_status(
deletion_task_id: task_id)
status = response.status
@logger.info("Deletion of #{role_name} #{status}.")
break if %w[SUCCEEDED FAILED].include?(status)
sleep(3)
end
end
# Handles deletion error
#
# @param e [Aws::Errors::ServiceError] The error encountered during deletion
# @param role_name [String] The name of the role attempted to delete
def handle_deletion_error(e, role_name)
unless e.code == "NoSuchEntity"
IAM 386


https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/iam#code-examples

AWS FH|& SDK THLRE 7H0|=

@logger.error("Couldn't delete #{role_name}. Here's why:")

@logger.error("\t#{e.code}: #{e.messagel}")
raise

end
end

« API M|& HE = AWS SDK for Ruby API DeleteServiceLinkedRole®f Z & & Z &AL,

DeleteUser

CIS T E | A|0AE DeleteUserS AIEstE WS Eod FLIC).

SDK for Ruby
® Note
AHMIE LIRS E}%I'_I- & &LIC GitHub. AWS ZE of|A| 2|ZX|E2|0|M ™A oNHE a1
=]

H X E M 2.

mlo m

# Deletes a user and their associated resources
#

# @param user_name [String] The name of the user to delete
def delete_user(user_name)

user = @iam_client.list_access_keys(user_name: user_name).access_key_metadata
user.each do |key|

@iam_client.delete_access_key({ access_key_id: key.access_key_id, user_name:
user_name 1})

@logger.info("Deleted access key #{key.access_key_id} for user
'#{user_namel}'.")
end

@iam_client.delete_user(user_name: user_name)
@logger.info("Deleted user '#{user_name}'.")
rescue Aws::IAM::Errors::ServiceError => e

@logger.error("Error deleting user '#{user_name}': #{e.messagel}")
end

« API M|& HE = AWS SDK for Ruby API DeleteUser®f Z & & XA AIL.
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# Deletes a user and their associated resources
#
# @param user_name [String] The name of the user to delete
def delete_user(user_name)
user = @iam_client.list_access_keys(user_name: user_name).access_key_metadata
user.each do |key|
@iam_client.delete_access_key({ access_key_id: key.access_key_id, user_name:
user_name 1})
@logger.info("Deleted access key #{key.access_key id} for user
'#{user_namel}'.")
end

@iam_client.delete_user(user_name: user_name)
@logger.info("Deleted user '#{user_name}'.")
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error deleting user '#{user_name}': #{e.messagel}")
end

« API M8 HE = AWS SDK for Ruby API DeleteUserPolicy & =& & X35 A A2,
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# Manages policies in AWS Identity and Access Management (IAM)
class RolePolicyManager
# Initialize with an AWS IAM client
#
# @param iam_client [Aws::IAM::Client] An initialized IAM client
def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger
@logger.progname = "PolicyManager"
end

# Creates a policy
#
# @param policy_name [String] The name of the policy
# @param policy_document [Hash] The policy document
# @return [String] The policy ARN if successful, otherwise nil
def create_policy(policy_name, policy_document)
response = @iam_client.create_policy(
policy_name: policy_name,
policy_document: policy_document.to_json
)
response.policy.arn
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error creating policy: #{e.messagel}")
nil
end

# Fetches an IAM policy by its ARN
# @param policy_arn [String] the ARN of the IAM policy to retrieve
# @return [Aws::IAM::Types::GetPolicyResponse] the policy object if found
def get_policy(policy_arn)
response = @iam_client.get_policy(policy_arn: policy_arn)
policy = response.policy
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@logger.info("Got policy '#{policy.policy_name}'. Its ID is:
#{policy.policy_id}.")
policy
rescue Aws::IAM::Errors::NoSuchEntity
@logger.error("Couldn't get policy '#{policy_arn}'. The policy does not exist.")
raise
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Couldn't get policy '#{policy_arn}'. Here's why: #{e.code}:
#{e.messagel}")
raise
end

# Attaches a policy to a role
#
# @param role_name [String] The name of the role
# @param policy_arn [String] The policy ARN
# @return [Boolean] true if successful, false otherwise
def attach_policy_to_role(role_name, policy_arn)
@iam_client.attach_role_policy(
role_name: role_name,
policy_arn: policy_azrn
)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error attaching policy to role: #{e.messagel}")
false
end

# Lists policy ARNs attached to a role

#

# @param role_name [String] The name of the role

# @return [Array<String>] List of policy ARNs

def list_attached_policy_arns(role_name)
response = @iam_client.list_attached_role_policies(role_name: role_name)
response.attached_policies.map(&:policy_arn)

rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error listing policies attached to role: #{e.messagel}")

L]

end

# Detaches a policy from a role

#

# @param role_name [String] The name of the role
# @param policy_arn [String] The policy ARN
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# @return [Boolean] true if successful, false otherwise
def detach_policy_from_role(role_name, policy_azrn)
@iam_client.detach_role_policy(
role_name: role_name,
policy_arn: policy_azrn
)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error detaching policy from role: #{e.message}")
false
end
end
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Detaches a policy from a user

@param user_name [String] The name of the user
@param policy_arn [String] The ARN of the policy to detach
@return [Boolean] true if the policy was successfully detached, false otherwise
def detach_user_policy(user_name, policy_arn)
@iam_client.detach_user_policy(
user_name: user_name,

H OH O O R

policy_arn: policy_azrn
)
@logger.info("Policy '#{policy_arn}' detached from user '#{user_name}'
successfully.")
true
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rescue Aws::IAM::Errors::NoSuchEntity

@logger.error("Error detaching policy: Policy or user does not exist.")

false

rescue Aws::IAM::Errors::ServiceError => e

@logger.error("Error detaching policy from user '#{user_name}': #{e.messagel}")
false
end
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# Class to manage IAM account password policies
class PasswordPolicyManager

attr_accessor :iam_client, :logger

def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client

@logger = logger

@logger.progname = "IAMPolicyManager"
end

# Retrieves and logs the account password policy
def print_account_password_policy
begin
response = @iam_client.get_account_password_policy
@logger.info("The account password policy is:
#{response.password_policy.to_h}")

rescue Aws::IAM::Errors::NoSuchEntity

@logger.info("The account does not have a password policy.")
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rescue Aws::Errors::ServiceError => e
@logger.error("Couldn't print the account password policy. Error: #{e.code} -
#{e.messagel}")
raise
end
end
end
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# Fetches an IAM policy by its ARN
# @param policy_arn [String] the ARN of the IAM policy to retrieve
# @return [Aws::IAM::Types::GetPolicyResponse] the policy object if found
def get_policy(policy_azrn)
response = @iam_client.get_policy(policy_arn: policy_arn)
policy = response.policy
@logger.info("Got policy '#{policy.policy_name}'. Its ID is:
#{policy.policy_id}.")
policy
rescue Aws::IAM::Errors::NoSuchEntity
@logger.error("Couldn't get policy '#{policy_arn}'. The policy does not exist.")
raise
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Couldn't get policy '#{policy_arn}'. Here's why: #{e.code}:
#{e.messagel}")
raise
end
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# Gets data about a role.
#
# @param name [String] The name of the role to look up.
# @return [Aws::IAM::Role] The retrieved role.
def get_role(name)
role = @iam_client.get_role({
role_name: name,
}).role
puts("Got data for role '#{role.role_name}'. Its ARN is '#{role.arn}'.")
rescue Aws::Errors::ServiceError => e
puts("Couldn't get data for role '#{name}' Here's why:")
puts('"\t#{e.code}: #{e.messagel}")
raise
else
role
end

- AP| M| SE = AWS SDK for Ruby APl GetRole & X8 & X 3HAAI2.
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# Retrieves a user's details
#
# @param user_name [String] The name of the user to retrieve
# @return [Aws::IAM::Types::User, nil] The user object if found, or nil if an
error occurred
def get_user(user_name)
response = @iam_client.get_user(user_name: user_name)
response.user
rescue Aws::IAM::Errors::NoSuchEntity
@logger.error("User '#{user_name}' not found.")
nil
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error retrieving user '#{user_name}': #{e.messagel}")
nil
end
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# Manages access keys for IAM users
class AccessKeyManager
def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger
@logger.progname = "AccessKeyManager"
end

# Lists access keys for a user
#
# @param user_name [String] The name of the user.
def list_access_keys(user_name)
response = @iam_client.list_access_keys(user_name: user_name)
if response.access_key_metadata.empty?
@logger.info("No access keys found for user '#{user_name}'.")
else
response.access_key_metadata.map(&:access_key_id)
end
rescue Aws::IAM::Errors::NoSuchEntity => e
@logger.error("Error listing access keys: cannot find user '#{user_name}'.")
[]
rescue StandardError => e
@logger.error("Error listing access keys: #{e.messagel}")
(]

end

# Creates an access key for a user
#
# @param user_name [String] The name of the user.
# @return [Boolean]
def create_access_key(user_name)
response = @iam_client.create_access_key(user_name: user_name)
access_key = response.access_key
@logger.info("Access key created for user '#{user_name}':
#{access_key.access_key_id}")
access_key
rescue Aws::IAM::Errors::LimitExceeded => e
@logger.error("Error creating access key: limit exceeded. Cannot create more.")

nil

rescue StandardError => e
@logger.error("Error creating access key: #{e.messagel}")
nil

end

IAM 396



AWS FH|& SDK

JHeER 7Hol=

# Deactivates an access key
#
# @param user_name [String] The name of the user.
# @param access_key_id [String] The ID for the access key.
# @return [Boolean]
def deactivate_access_key(user_name, access_key_id)
@iam_client.update_access_key(
user_name: user_name,
access_key_id: access_key_id,
status: "Inactive"
)
true
rescue StandardError => e
@logger.error("Error deactivating access key: #{e.message}")
false
end

# Deletes an access key
#
# @param user_name [String] The name of the user.
# @param access_key_id [String] The ID for the access key.
# @return [Boolean]
def delete_access_key(user_name, access_key_id)
@iam_client.delete_access_key(
user_name: user_name,
access_key_id: access_key_id
)
true
rescue StandardError => e
@logger.error("Error deleting access key: #{e.message}")
false
end
end
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class IAMAliasManager

# Initializes the IAM client and logger

#

# @param iam_client [Aws::IAM::Client] An initialized IAM client.

def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger

end

# Lists available AWS account aliases.
def list_aliases
response = @iam_client.list_account_aliases

if response.account_aliases.count.positive?
@logger.info("Account aliases are:")
response.account_aliases.each { |account_alias| @logger.info("
#{account_alias}") }
else
@logger.info("No account aliases found.")
end
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error listing account aliases: #{e.message}")
end

# Creates an AWS account alias.
#
# @param account_alias [String] The name of the account alias to create.
# @return [Boolean] true if the account alias was created; otherwise, false.
def create_account_alias(account_alias)
@iam_client.create_account_alias(account_alias: account_alias)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error creating account alias: #{e.message}")
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false
end

# Deletes an AWS account alias.

#

# @param account_alias [String] The name of the account alias to delete.

# @return [Boolean] true if the account alias was deleted; otherwise, false.

def delete_account_alias(account_alias)
@iam_client.delete_account_alias(account_alias: account_alias)
true

rescue Aws::IAM::Errors::ServiceError => e

@logger.error("Error deleting account alias: #{e.messagel}")
false

end
end
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# Manages policies in AWS Identity and Access Management (IAM)
class RolePolicyManager
# Initialize with an AWS IAM client
#
# @param iam_client [Aws::IAM::Client] An initialized IAM client
def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger
@logger.progname = "PolicyManager"
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end

# Creates a policy
#
# @param policy_name [String] The name of the policy
# @param policy_document [Hash] The policy document
# @return [String] The policy ARN if successful, otherwise nil
def create_policy(policy_name, policy_document)
response = @iam_client.create_policy(
policy_name: policy_name,
policy_document: policy_document.to_json
)
response.policy.arn
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error creating policy: #{e.messagel}")
nil
end

# Fetches an IAM policy by its ARN
# @param policy_arn [String] the ARN of the IAM policy to retrieve
# @return [Aws::IAM::Types::GetPolicyResponse] the policy object if found
def get_policy(policy_azrn)
response = @iam_client.get_policy(policy_arn: policy_arn)
policy = response.policy
@logger.info("Got policy '#{policy.policy_name}'. Its ID is:
#{policy.policy_id}.")
policy
rescue Aws::IAM::Errors::NoSuchEntity
@logger.error("Couldn't get policy '#{policy_arn}'. The policy does not exist.")
raise
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Couldn't get policy '#{policy_arn}'. Here's why: #{e.code}:
#{e.messagel}")
raise
end

# Attaches a policy to a role
#
# @param role_name [String] The name of the role
# @param policy_arn [String] The policy ARN
# @return [Boolean] true if successful, false otherwise
def attach_policy_to_role(role_name, policy_arn)
@iam_client.attach_role_policy(
role_name: role_name,
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policy_arn: policy_azrn
)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error attaching policy to role: #{e.messagel}")
false
end

# Lists policy ARNs attached to a role

#

# @param role_name [String] The name of the role

# @return [Array<String>] List of policy ARNs

def list_attached_policy_arns(role_name)
response = @iam_client.list_attached_role_policies(role_name: role_name)
response.attached_policies.map(&:policy_arn)

rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error listing policies attached to role: #{e.messagel}")
[]

end

# Detaches a policy from a role
#
# @param role_name [String] The name of the role
# @param policy_arn [String] The policy ARN
# @return [Boolean] true if successful, false otherwise
def detach_policy_from_role(role_name, policy_azrn)
@iam_client.detach_role_policy(
role_name: role_name,
policy_arn: policy_azrn
)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error detaching policy from role: #{e.message}")
false
end
end
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# A class to manage IAM operations via the AWS SDK client
class IamGroupManager
# Initializes the IamGroupManager class
# @param iam_client [Aws::IAM::Client] An instance of the IAM client
def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger
end

# Lists up to a specified number of groups for the account.
# @param count [Integer] The maximum number of groups to list.
# @return [Aws::IAM::Client::Response]
def list_groups(count)
response = @iam_client.list_groups(max_items: count)
response.groups.each do |group]|
@logger.info("\t#{group.group_name}")
end
response
rescue Aws::Errors::ServiceError => e
@logger.error("Couldn't list groups for the account. Here's why:")
@logger.error("\t#{e.code}: #{e.messagel}")
raise
end
end
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# Manages policies in AWS Identity and Access Management (IAM)
class RolePolicyManager
# Initialize with an AWS IAM client
#
# @param iam_client [Aws::IAM::Client] An initialized IAM client
def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger
@logger.progname = "PolicyManager"
end

# Creates a policy
#
# @param policy_name [String] The name of the policy
# @param policy_document [Hash] The policy document
# @return [String] The policy ARN if successful, otherwise nil
def create_policy(policy_name, policy_document)
response = @iam_client.create_policy(
policy_name: policy_name,
policy_document: policy_document.to_json
)
response.policy.arn
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error creating policy: #{e.messagel}")
nil
end

# Fetches an IAM policy by its ARN
# @param policy_arn [String] the ARN of the IAM policy to retrieve
# @return [Aws::IAM::Types::GetPolicyResponse] the policy object if found
def get_policy(policy_arn)
response = @iam_client.get_policy(policy_arn: policy_arn)
policy = response.policy
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@logger.info("Got policy '#{policy.policy_name}'. Its ID is:
#{policy.policy_id}.")
policy
rescue Aws::IAM::Errors::NoSuchEntity
@logger.error("Couldn't get policy '#{policy_arn}'. The policy does not exist.")
raise
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Couldn't get policy '#{policy_arn}'. Here's why: #{e.code}:
#{e.messagel}")
raise
end

# Attaches a policy to a role
#
# @param role_name [String] The name of the role
# @param policy_arn [String] The policy ARN
# @return [Boolean] true if successful, false otherwise
def attach_policy_to_role(role_name, policy_arn)
@iam_client.attach_role_policy(
role_name: role_name,
policy_arn: policy_azrn
)
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error attaching policy to role: #{e.messagel}")
false
end

# Lists policy ARNs attached to a role

#

# @param role_name [String] The name of the role

# @return [Array<String>] List of policy ARNs

def list_attached_policy_arns(role_name)
response = @iam_client.list_attached_role_policies(role_name: role_name)
response.attached_policies.map(&:policy_arn)

rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error listing policies attached to role: #{e.messagel}")

L]

end

# Detaches a policy from a role

#

# @param role_name [String] The name of the role
# @param policy_arn [String] The policy ARN
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# @return [Boolean] true if successful, false otherwise
def detach_policy_from_role(role_name, policy_azrn)
@iam_client.detach_role_policy(
role_name: role_name,
policy_arn: policy_azrn
)
true
rescue Aws::IAM::Errors::ServiceError => e

@logger.error("Error detaching policy from role: #{e.message}")
false

end
end
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# Lists policy ARNs attached to a role

#

# @param role_name [String] The name of the role

# @return [Array<String>] List of policy ARNs

def list_attached_policy_arns(role_name)
response = @iam_client.list_attached_role_policies(role_name: role_name)
response.attached_policies.map(&:policy_azrn)

rescue Aws::IAM::Errors::ServiceError => e

@logger.error("Error listing policies attached to role: #{e.messagel}")
[]

end
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# Lists IAM roles up to a specified count.
# @param count [Integer] the maximum number of roles to list.
# @return [Array<String>] the names of the roles.
def list_roles(count)
role_names = []
roles_counted =

@iam_client.list_roles.each_page do |page|
page.roles.each do |role]
break if roles_counted >= count
@logger.info("\t#{roles_counted + 1}: #{role.role_namel}")
role_names << role.role_name
roles_counted += 1
end
break if roles_counted >= count
end

role_names
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Couldn't list roles for the account. Here's why:")

@logger.error("\t#{e.code}: #{e.messagel}")
raise

end
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class SamlProviderlLister

# Initializes the SamlProviderLister with IAM client and a logger.

# @param iam_client [Aws::IAM::Client] The IAM client object.

# @param logger [Logger] The logger object for logging output.

def initialize(iam_client, logger = Logger.new($stdout))
@iam_client = iam_client
@logger = logger

end

# Lists up to a specified number of SAML providers for the account.
# @param count [Integer] The maximum number of providers to list.
# @return [Aws::IAM::Client::Response]
def list_saml_providers(count)
response = @iam_client.list_saml_providers
response.saml_provider_list.take(count).each do |provider|
@logger.info("\t#{provider.arn}")
end
response
rescue Aws::Errors::ServiceError => e
@logger.error("Couldn't list SAML providers. Here's why:")
@logger.error("\t#{e.code}: #{e.messagel}")
raise
end
end
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class ServerCertificateManager
def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger
@logger.progname = "ServerCertificateManager"
end

# Creates a new server certificate.
# @param name [String] the name of the server certificate
# @param certificate_body [String] the contents of the certificate
# @param private_key [String] the private key contents
# @return [Boolean] returns true if the certificate was successfully created
def create_server_certificate(name, certificate_body, private_key)
@iam_client.upload_server_certificate({
server_certificate_name: name,

certificate_body: certificate_body,

private_key: private_key,
1)
true
rescue Aws::IAM::Errors::ServiceError => e
puts "Failed to create server certificate: #{e.message}"
false
end

# Lists available server certificate names.
def list_server_certificate_names

response = @iam_client.list_server_certificates

if response.server_certificate_metadata_list.empty?
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@logger.info("No server certificates found.™")
return
end

response.server_certificate_metadata_list.each do |certificate_metadata]
@logger.info("Certificate Name:
#{certificate_metadata.server_certificate_namel}")
end
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error listing server certificates: #{e.messagel}")
end

# Updates the name of a server certificate.
def update_server_certificate_name(current_name, new_name)
@iam_client.update_server_certificate(
server_certificate_name: current_name,
new_server_certificate_name: new_name
)
@logger.info("Server certificate name updated from '#{current_name}' to
"#{new_namel}'.")
true
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error updating server certificate name: #{e.message}")
false
end

# Deletes a server certificate.

def delete_server_certificate(name)
@iam_client.delete_server_certificate(server_certificate_name: name)
@logger.info("Server certificate '#{name}' deleted.")
true

rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error deleting server certificate: #{e.message}")
false

end

end
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# Lists all users in the AWS account
#

# @return [Array<Aws::IAM::Types::User>] An array of user objects
def list_users
users = []
@iam_client.list_users.each_page do |page|
page.users.each do |user|
users << user
end
end
users
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error listing users: #{e.messagel}")

[]

end
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# Creates an inline policy for a specified user.
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# @param username [String] The name of the IAM user.
# @param policy_name [String] The name of the policy to create.
# @param policy_document [String] The JSON policy document.
# @return [Boolean]
def create_user_policy(username, policy_name, policy_document)
@iam_client.put_user_policy({
user_name: username,
policy_name: policy_name,
policy_document: policy_document
1)

@logger.info("Policy #{policy_name} created for user #{username}.")
true

rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Couldn't create policy #{policy_name} for user #{username}.
Here's why:")
@logger.error("\t#{e.code}: #{e.messagel}")
false
end
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class ServerCertificateManager
def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger
@logger.progname = "ServerCertificateManager"
end
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# Creates a new server certificate.
# @param name [String] the name of the server certificate
# @param certificate_body [String] the contents of the certificate
# @param private_key [String] the private key contents
# @return [Boolean] returns true if the certificate was successfully created
def create_server_certificate(name, certificate_body, private_key)
@iam_client.upload_server_certificate({
server_certificate_name: name,
certificate_body: certificate_body,
private_key: private_key,
)
true
rescue Aws::IAM::Errors::ServiceError => e
puts "Failed to create server certificate: #{e.message}"
false
end

# Lists available server certificate names.
def list_server_certificate_names
response = @iam_client.list_server_certificates

if response.server_certificate_metadata_list.empty?
@logger.info("No server certificates found.")
return

end

response.server_certificate_metadata_list.each do |certificate_metadatal]
@logger.info("Certificate Name:
#{certificate_metadata.server_certificate_namel}")
end
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error listing server certificates: #{e.message}")
end

# Updates the name of a server certificate.
def update_server_certificate_name(current_name, new_name)
@iam_client.update_server_certificate(
server_certificate_name: current_name,
new_server_certificate_name: new_name
)
@logger.info("Server certificate name updated from '#{current_name}' to
'#{new_namel}'.")
true
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rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error updating server certificate name: #{e.message}")
false

end

# Deletes a server certificate.

def delete_server_certificate(name)
@iam_client.delete_server_certificate(server_certificate_name: name)
@logger.info("Server certificate '#{name}' deleted.")
true

rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error deleting server certificate: #{e.messagel}")
false

end

end
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# Updates an IAM user's name

#

# @param current_name [String] The current name of the user

# @param new_name [String] The new name of the user

def update_user_name(current_name, new_name)
@iam_client.update_user(user_name: current_name, new_user_name: new_name)
true

rescue StandardError => e
@logger.error("Error updating user name from '#{current_name}' to '#{new_name}':

#{e.messagel}")

false
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# Wraps the scenario actions.

class ScenarioCreateUserAssumeRole

:iam_client

attr_reader
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# @param [Aws::IAM::Client] iam_client: The AWS IAM client.
def initialize(iam_client, logger: Logger.new($stdout))
@iam_client = iam_client
@logger = logger
end

# Waits for the specified number of seconds.
#
# @param duration [Integer] The number of seconds to wait.
def wait(duration)
puts("Give AWS time to propagate resources...")
sleep(duration)
end

# Creates a user.

#

# @param user_name [String] The name to give the user.

# @return [Aws::IAM::User] The newly created user.

def create_user(user_name)
user = @iam_client.create_user(user_name: user_name).user
@logger.info("Created demo user named #{user.user_name}.")

rescue Aws::Errors::ServiceError => e
@logger.info("Tried and failed to create demo user.")
@logger.info("\t#{e.code}: #{e.message}")
@logger.info("\nCan't continue the demo without a user!")
raise

else
user

end

# Creates an access key for a user.
#
# @param user [Aws::IAM::User] The user that owns the key.
# @return [Aws::IAM::AccessKeyPair] The newly created access key.
def create_access_key_pair(user)
user_key = @iam_client.create_access_key(user_name: user.user_name).access_key
@logger.info("Created accesskey pair for user #{user.user_name}.")
rescue Aws::Errors::ServiceError => e
@logger.info("Couldn't create access keys for user #{user.user_name}.")
@logger.info("\t#{e.code}: #{e.message}")
raise
else
user_key
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end

# Creates a role that can be assumed by a user.
#
# @param role_name [String] The name to give the role.
# @param user [Aws::IAM::User] The user who is granted permission to assume the
role.
# @return [Aws::IAM::Role] The newly created role.
def create_role(role_name, user)
trust_policy = {
Version: "2012-10-17",
Statement: [{
Effect: "Allow",
Principal: {'AWS': user.arn},
Action: "sts:AssumeRole"
1]
}.to_json
role = @iam_client.create_role(
role_name: role_name,
assume_role_policy_document: trust_policy
).role
@logger.info("Created role #{role.role_name}.")
rescue Aws::Errors::ServiceError => e
@logger.info("Couldn't create a role for the demo. Here's why: ")
@logger.info("\t#{e.code}: #{e.message}")
raise
else
role
end

Creates a policy that grants permission to list S3 buckets in the account, and
then attaches the policy to a role.

@param policy_name [String] The name to give the policy.
@param role [Aws::IAM::Role] The role that the policy is attached to.
@return [Aws::IAM::Policy] The newly created policy.
def create_and_attach_role_policy(policy_name, role)
policy_document = {
Version: "2012-10-17",
Statement: [{
Effect: "Allow",
Action: "s3:ListAllMyBuckets",
Resource: "arn:aws:s3:::*"

}]

#
#
#
#
#
#
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}.to_json
policy = @iam_client.create_policy(
policy_name: policy_name,
policy_document: policy_document
).policy
@iam_client.attach_role_policy(
role_name: role.role_name,
policy_arn: policy.arn
)
@logger.info("Created policy #{policy.policy_name} and attached it to role
#{role.role_namel}.")
rescue Aws::Errors::ServiceError => e
@logger.info("Couldn't create a policy and attach it to role #{role.role_name}.
Here's why: ")
@logger.info("\t#{e.code}: #{e.message}")
raise
end

Creates an inline policy for a user that lets the user assume a role.

#
#
# @param policy_name [String] The name to give the policy.
# @param user [Aws::IAM::User] The user that owns the policy.
# @param role [Aws::IAM::Role] The role that can be assumed.
# @return [Aws::IAM::UserPolicy] The newly created policy.
def create_user_policy(policy_name, user, role)
policy_document = {
Version: "2012-10-17",
Statement: [{
Effect: "Allow",
Action: "sts:AssumeRole",
Resource: role.arn
1]
}.to_json
@iam_client.put_user_policy(
user_name: USer.user_name,
policy_name: policy_name,
policy_document: policy_document
)
puts("Created an inline policy for #{user.user_name} that lets the user assume
role #{role.role_name}.")
rescue Aws::Errors::ServiceError => e
@logger.info("Couldn't create an inline policy for user #{user.user_name}.
Here's why: ")
@logger.info("\t#{e.code}: #{e.messagel}")
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raise
end

# Creates an Amazon S3 resource with specified credentials. This is separated into

a
# factory function so that it can be mocked for unit testing.

#

# @param credentials [Aws::Credentials] The credentials used by the Amazon S3
resource.

def create_s3_resource(credentials)
Aws: :S3::Resource.new(client: Aws::S3::Client.new(credentials: credentials))
end

# Lists the S3 buckets for the account, using the specified Amazon S3 resource.
# Because the resource uses credentials with limited access, it may not be able to
# list the S3 buckets.
#
# @param s3_resource [Aws::S3::Resource] An Amazon S3 resource.
def list_buckets(s3_resource)

count = 10

s3_resource.buckets.each do |bucket]

@logger.info "\t#{bucket.namel}"

count -= 1
break if count.zero?
end

rescue Aws::Errors::ServiceError => e

if e.code == "AccessDenied"
puts("Attempt to list buckets with no permissions: AccessDenied.")
else

@logger.info("Couldn't list buckets for the account. Here's why: ")
@logger.info("\t#{e.code}: #{e.message}")
raise
end
end

# Creates an AWS Security Token Service (AWS STS) client with specified
credentials.
# This is separated into a factory function so that it can be mocked for unit
testing.
#
# @param key_id [String] The ID of the access key used by the STS client.
# @param key_secret [String] The secret part of the access key used by the STS
client.
def create_sts_client(key_id, key_secret)
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Aws: :STS::Client.new(access_key_id: key_id, secret_access_key: key_secret)
end

# Gets temporary credentials that can be used to assume a role.

#

# @param role_arn [String] The ARN of the role that is assumed when these
credentials

# are used.

# @param sts_client [AWS::STS::Client] An AWS STS client.
# @return [Aws::AssumeRoleCredentials] The credentials that can be used to assume
the role.
def assume_role(role_arn, sts_client)
credentials = Aws::AssumeRoleCredentials.new(
client: sts_client,
role_arn: role_arn,
role_session_name: "create-use-assume-role-scenario"
)
@logger.info("Assumed role '#{role_arn}', got temporary credentials.")
credentials
end

# Deletes a role. If the role has policies attached, they are detached and
# deleted before the role is deleted.
#
# @param role_name [String] The name of the role to delete.
def delete_role(role_name)
@iam_client.list_attached_role_policies(role_name:
role_name).attached_policies.each do |policy|
@iam_client.detach_role_policy(role_name: role_name, policy_arn:
policy.policy_azrn)
@iam_client.delete_policy(policy_arn: policy.policy_arn)
@logger.info("Detached and deleted policy #{policy.policy_namel}.")
end
@iam_client.delete_role({ role_name: role_name })
@logger.info("Role deleted: #{role_name}.")
rescue Aws::Errors::ServiceError => e
@logger.info("Couldn't detach policies and delete role #{role.name}. Here's
why:")
@logger.info("\t#{e.code}: #{e.message}")
raise
end

# Deletes a user. If the user has inline policies or access keys, they are deleted
# before the user is deleted.
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#
# @param user [Aws::IAM::User] The user to delete.
def delete_user(user_name)
user = @iam_client.list_access_keys(user_name: user_name).access_key_metadata
user.each do |key|
@iam_client.delete_access_key({ access_key_id: key.access_key_id, user_name:
user_name 1})
@logger.info("Deleted access key #{key.access_key_id} for user
'#{user_namel}'.")
end

@iam_client.delete_user(user_name: user_name)
@logger.info("Deleted user '#{user_name}'.")
rescue Aws::IAM::Errors::ServiceError => e
@logger.error("Error deleting user '#{user_name}': #{e.messagel}")
end
end

# Runs the IAM create a user and assume a role scenario.
def run_scenario(scenario)

puts("-" * 88)

puts("Welcome to the IAM create a user and assume a role demo!")

puts("-" * 88)

user = scenario.create_user("doc-example-user-#{Random.uuid}")

user_key = scenario.create_access_key_pair(user)

scenario.wait(10)

role = scenario.create_role("doc-example-role-#{Random.uuid}", user)
scenario.create_and_attach_role_policy("doc-example-role-policy-#{Random.uuid}",
role)

scenario.create_user_policy("doc-example-user-policy-#{Random.uuid}", user, role)
scenario.wait(10)

puts("Try to list buckets with credentials for a user who has no permissions.")
puts("Expect AccessDenied from this call.")

scenario.list_buckets(

scenario.create_s3_resource(Aws: :Credentials.new(user_key.access_key_id,

user_key.secret_access_key)))

puts("Now, assume the role that grants permission.")

temp_credentials = scenario.assume_xrole(

role.arn, scenario.create_sts_client(user_key.access_key_id,

user_key.secret_access_key))

puts("Here are your buckets:")
scenario.list_buckets(scenario.create_s3_resource(temp_credentials))
puts("Deleting role '#{role.role_name}' and attached policies.")
scenario.delete_role(role.role_name)
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puts("Deleting user '#{user.user_name}', policies,
scenario.delete_user(user.user_name)
puts("Thanks for watching!")
puts("-" * 88)

rescue Aws::Errors::ServiceError => e
puts("Something went wrong with the demo.")
puts("\t#{e.code}: #{e.messagel}")

end

run_scenario(ScenarioCreateUserAssumeRole.new(Aws:
$PROGRAM_NAME == __ FILE__
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# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: Apache-2.0
require 'aws-sdk'

def lambda_handler(event:, context:)
event['Records'].each do |record|

begin
puts "Processed Kinesis Event - EventID: #{record['eventID']}"
record_data = get_record_data_async(record['kinesis'])
puts "Record Data: #{record_datal}"
# TODO: Do interesting work based on the new data

rescue => err
$stderr.puts "An error occurred #{err}"
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raise err
end
end
puts "Successfully processed #{event['Records'].length} records."

end

def get_record_data_async(payload)
data = Baseb4.decodeb4(payload['data']).force_encoding('UTF-8")

# Placeholder for actual async work

# You can use Ruby's asynchronous programming tools like async/await or fibers
here.

return data
end
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# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: Apache-2.0
require 'aws-sdk'

def lambda_handler(event:, context:)
batch_item_failures = []

event['Records'].each do |record|
begin
puts "Processed Kinesis Event - EventID: #{record['eventID']}"
record_data = get_record_data_async(record['kinesis'])
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puts "Record Data: #{record_datal}"
# TODO: Do interesting work based on the new data
rescue StandardError => err
puts "An error occurred #{err}"
# Since we are working with streams, we can return the failed item
immediately.
# Lambda will immediately begin to retry processing from this failed item
onwards.
return { batchItemFailures: [{ itemIdentifier: record['kinesis']
['sequenceNumber'] }] }
end
end

puts "Successfully processed #{event['Records'].length} records."
{ batchItemFailures: batch_item_failures }
end

def get_record_data_async(payload)
data = Base64.decode64(payload['data']).force_encoding('utf-8"')
# Placeholder for actual async work
sleep(1)
data
end
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require "aws-sdk-kms" # v2: require 'aws-sdk'

# Create a AWS KMS key.

# As long we are only encrypting small amounts of data (4 KiB or less) directly,
# a KMS key is fine for our purposes.
# For larger amounts of data,

# use the KMS key to encrypt a data encryption key (DEK).
client = Aws::KMS::Client.new

resp = client.create_key({
tags: [
{
tag_key: "CreatedBy",
tag_value: "ExampleUser"
}
]
)

puts resp.key_metadata.key_id
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require "aws-sdk-kms" # v2: require 'aws-sdk'

# Decrypted blob

blob =
"01020200785d68faeec386af1057904926253051eb2919d3c16078badf65b808b26dd057c101747cadf359359¢€

blob_packed = [blob].pack("H*")

client = Aws::KMS::Client.new(region: "us-west-2")

resp = client.decrypt({
ciphertext_blob: blob_packed
)

puts "Raw text: "
puts resp.plaintext
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require "aws-sdk-kms" # v2: require 'aws-sdk'

# ARN of the AWS KMS key.

#

# Replace the fictitious key ARN with a valid key ID

keyId = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"

text = "1234567890"
client = Aws::KMS::Client.new(region: "us-west-2")
resp = client.encrypt({
key_id: keyId,
plaintext: text,
)
# Display a readable version of the resulting encrypted blob.

puts "Blob:"
puts resp.ciphertext_blob.unpack("H*")

- APIO CHEH MIE HE = AWS SDK for Ruby API Z X 9| Encrypt& & Z3HAIR.
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require "aws-sdk-kms" # v2: require 'aws-sdk'

# Human-readable version of the ciphertext of the data to reencrypt.
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blob =
"01020200785d68faeec386af1057904926253051eb2919d3c16078badf65b808b26dd057c101747cadf359359¢
sourceCiphertextBlob = [blob].pack("H*")

# Replace the fictitious key ARN with a valid key ID

destinationKeyId = "arn:aws:kms:us-west-2:111122223333:key/0987dcba-09fe-87dc-65ba-
ab0987654321"

client = Aws::KMS::Client.new(region: "us-west-2")
resp = client.re_encrypt({
ciphertext_blob: sourceCiphertextBlob,
destination_key_id: destinationKeyId
1}
# Display a readable version of the resulting re-encrypted blob.

puts "Blob:"
puts resp.ciphertext_blob.unpack("H*")
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class LambdaWrapper
attr_accessor :lambda_client

def initialize
@lambda_client = Aws::Lambda::Client.new
@logger = Logger.new($stdout)
@logger.level = Logger::WARN

end

Deploys a Lambda function.

#
#
# @param function_name: The name of the Lambda function.
# @param handler_name: The fully qualified name of the handler function. This
# must include the file name and the function name.
# @param role_arn: The IAM role to use for the function.
# @param deployment_package: The deployment package that contains the function
# code in .zip format.
# @return: The Amazon Resource Name (ARN) of the newly created function.
def create_function(function_name, handler_name, role_arn, deployment_package)
response = @lambda_client.create_function({
role: role_arn.to_s,
function_name: function_name,
handler: handler_name,
runtime: "ruby2.7",
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code: {
zip_file:
},
environment: {
variables: {
"LOG_LEVEL" => "info"

deployment_package

}
1)

@lambda_client.wait_until(:function_active_v2, { function_name: function_name})
do |w]

w.max_attempts = 5
w.delay =
end

response

rescue Aws::Lambda::Errors::ServiceException

@logger.error("There was an error creating

#{function_name}:\n #{e.messagel}")
rescue Aws::Waiters::Errors::WaiterFailed => e

@logger.error("Failed waiting for #{function_name} to
end

=> e

activate:\n #{e.message}")
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class LambdaWrapper

attr_accessor :lambda_client

def initialize

@lambda_client = Aws::Lambda::Client.new
@logger =

Logger.new($stdout)

Lambda

430


https://docs.aws.amazon.com/goto/SdkForRubyV3/lambda-2015-03-31/CreateFunction
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/lambda#code-examples

AWS FH|& SDK THLRE 7H0|=

@logger.level = Logger: :WARN
end

# Deletes a Lambda function.
# @param function_name: The name of the function to delete.
def delete_function(function_name)
print "Deleting function: #{function_name}..."
@lambda_client.delete_function(
function_name: function_name
)
print "Done!".green
rescue Aws::Lambda::Errors::ServiceException => e

@logger.error("There was an error deleting #{function_name}:\n #{e.messagel}")
end

« API M8 HE = AWS SDK for Ruby API DeleteFunctionZ =& 2 X35 AA|2.
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class LambdaWrapper
attr_accessor :lambda_client

def initialize
@lambda_client = Aws::Lambda::Client.new
@logger = Logger.new($stdout)

@logger.level = Logger::WARN
end

# Gets data about a Lambda function.
#

# @param function_name: The name of the function.

Lambda 431


https://docs.aws.amazon.com/goto/SdkForRubyV3/lambda-2015-03-31/DeleteFunction
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/lambda#code-examples

AWS FH|& SDK THLRE 7H0|=

# @return response: The function data, or nil if no such function exists.
def get_function(function_name)
@lambda_client.get_function(
{

function_name: function_name

)

rescue Aws::Lambda::Errors::ResourceNotFoundException => e
@logger.debug("Could not find function: #{function_name}:\n #{e.message}")
nil

end
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class LambdaWrapper
attr_accessor :lambda_client

def initialize
@lambda_client = Aws::Lambda::Client.new
@logger = Logger.new($stdout)
@logger.level = Logger: :WARN

end

# Invokes a Lambda function.
# @param function_name [String] The name of the function to invoke.
# @param payload [nil] Payload containing runtime parameters.
# @return [Object] The response from the function invocation.
def invoke_function(function_name, payload = nil)
params = { function_name: function_name}
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params[:payload] = payload unless payload.nil?
@lambda_client.invoke(params)

rescue Aws::Lambda::Errors::ServiceException => e

@logger.error("There was an error executing #{function_name}:\n #{e.messagel}")
end
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class LambdaWrapper

attr_accessor :lambda_client

def initialize
@lambda_client =

= Aws::Lambda::Client.new
@logger =

Logger.new($stdout)
@logger.level = Logger: :WARN
end

# Lists the Lambda functions for the current account
def list_functions

functions = []

@lambda_client.list_functions.each do |response]|
response["functions"].each do |function]|

functions.append(function["function_name"])
end

end

functions
rescue Aws::Lambda::Errors::ServiceException => e

@logger.error("There was an error executing #{function_name}:\n #{e.messagel}")
end
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class LambdaWrapper
attr_accessor :lambda_client

def initialize
@lambda_client = Aws::Lambda::Client.new
@logger = Logger.new($stdout)

@logger.level = Logger::WARN
end

# Updates the code for a Lambda function by submitting a .zip archive that
contains

# the code for the function.

# @param function_name: The name of the function to update.
# @param deployment_package: The function code to update, packaged as bytes in
# .zip format.
# @return: Data about the update, including the status.
def update_function_code(function_name, deployment_package)
@lambda_client.update_function_code(
function_name: function_name,
zip_file: deployment_package
)

@lambda_client.wait_until(:function_updated_v2, { function_name: function_name})
do |w]
w.max_attempts = 5
w.delay =

Lambda 434


https://docs.aws.amazon.com/goto/SdkForRubyV3/lambda-2015-03-31/ListFunctions
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/lambda#code-examples

AWS FH|& SDK THLRE 7H0|=

end
rescue Aws::Lambda::Errors::ServiceException => e

@logger.error("There was an error updating function code for: #{function_name}:

\n #{e.message}")

nil
rescue Aws::Waiters::Errors::WaiterFailed => e

@logger.error("Failed waiting for #{function_name} to update:\n #{e.messagel}")
end
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class LambdaWrapper
attr_accessor :lambda_client

def initialize
@lambda_client = Aws::Lambda::Client.new
@logger = Logger.new($stdout)
@logger.level = Logger::WARN

end

# Updates the environment variables for a Lambda function.
# @param function_name: The name of the function to update.
# @param log_level: The log level of the function.
# @return: Data about the update, including the status.
def update_function_configuration(function_name, log_level)
@lambda_client.update_function_configuration({
function_name: function_name,
environment: {
variables: {
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"LOG_LEVEL" => log_level

}
}
)
@lambda_client.wait_until(:function_updated_v2, { function_name: function_name})
do |w]

w.max_attempts = 5

w.delay =
end

rescue Aws::Lambda::Errors::ServiceException => e
@logger.error("There was an error updating configurations for #{function_name}:
\n #{e.message}")
rescue Aws::Waiters::Errors::WaiterFailed => e
@logger.error("Failed waiting for #{function_name} to activate:\n #{e.messagel}")
end
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# Get an AWS Identity and Access Management (IAM) role.
#
# @param iam_role_name: The name of the role to retrieve.
# @param action: Whether to create or destroy the IAM apparatus.
# @return: The IAM role.
def manage_iam(iam_role_name, action)
role_policy = {
'Version': "2012-10-17",
'Statement': [

{
'Effect': "Allow",
'"Principal': {
'Service': "lambda.amazonaws.com"
},
'"Action': "sts:AssumeRole"
}

}
case action
when "create"
role = $iam_client.create_role(
role_name: jiam_role_name,
assume_role_policy_document: role_policy.to_json
)
$iam_client.attach_role_policy(
{
policy_arn: "arn:aws:iam::aws:policy/service-role/
AWSLambdaBasicExecutionRole",
role_name: iam_role_name

)

$iam_client.wait_until(:role_exists, { role_name: iam_role_name }) do |w]|
w.max_attempts = 5
w.delay = 5

end

@logger.debug("Successfully created IAM role: #{role['role']J['arn']}")

@logger.debug("Enforcing a 10-second sleep to allow IAM role to activate

fully.")
sleep(10)
return role, role_policy.to_json
when "destroy"
$iam_client.detach_role_policy(
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policy_arn: "arn:aws:iam::aws:policy/service-role/
AWSLambdaBasicExecutionRole",
role_name: iam_role_name

)
$iam_client.delete_role(

role_name: iam_role_name
@logger.debug("Detached policy & deleted IAM role: #{iam_role_name}")

)

else
raise "Incorrect action provided. Must provide 'create' or 'destroy'"

end
rescue Aws::Lambda::Errors::ServiceException => e
@logger.error("There was an error creating role or attaching policy:\n

#{e.messagel}")

end
£ me2to0lEeE MBE £XE S7t Al7|= Lambda

require "logger"
# A function that increments a whole number by one (1) and logs the result.
'number', which must be Int

# Requires a manually-provided runtime parameter,

#

# @param event [Hash] Parameters sent when the function is invoked
and execution environment.

# @param context [Hash] Methods and properties that provide information

# about the invocation, function,
# @return incremented_number [String] The incremented number.
context:)

def lambda_handler(event:,
Logger.new($stdout)

logger
log_level = ENV["LOG_LEVEL"]

logger.level = case log_level
when "debug"

Logger: :DEBUG
when "info"
Logger: :INFO

else
Logger: :ERROR

end
logger.debug("This is a debug log message.")
logger.info("This is an info log message. Code executed successfully!")
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number = event["number"].to_i

incremented_number = number + 1

logger.info("You provided #{number.round} and it was incremented to
#{incremented_number.round}")

incremented_number.round.to_s
end

Lambda &+ & =z m{7|X|Z2 ¢FELict.

# Creates a Lambda deployment package in .zip format.
# This zip can be passed directly as a string to Lambda when creating the
function.
#
# @param source_file: The name of the object, without suffix, for the Lambda file
and zip.
# @return: The deployment package.
def create_deployment_package(source_file)
Dir.chdir(File.dirname(__FILE__))
if File.exist?("lambda_function.zip")
File.delete("lambda_function.zip")
@logger.debug("Deleting old zip: lambda_function.zip")

end
Zip::File.open("lambda_function.zip", create: true) {
|zipfile|
zipfile.add("lambda_function.rb", "#{source_file}.rb")
}

@logger.debug("Zipping #{source_file}.rb into: lambda_function.zip.")
File.read("lambda_function.zip").to_s
rescue StandardError => e
@logger.error("There was an error creating deployment package:\n #{e.messagel}")
end

M Lambda &+& Mg LICt.
Deploys a Lambda function.

#
#
# @param function_name: The name of the Lambda function.

# @param handler_name: The fully qualified name of the handler function. This
# must include the file name and the function name.

# @param role_arn: The IAM role to use for the function.

# @param deployment_package: The deployment package that contains the function
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# code in .zip format.
# @return: The Amazon Resource Name (ARN) of the newly created function.
def create_function(function_name, handler_name, role_arn, deployment_package)
response = @lambda_client.create_function({
role: role_arn.to_s,
function_name: function_name,
handler: handler_name,
runtime: "ruby2.7",
code: {
zip_file: deployment_package
},
environment: {
variables: {
"LOG_LEVEL" => "info"

}
}
)
@lambda_client.wait_until(:function_active_v2, { function_name: function_name})
do |w]

w.max_attempts = 5

w.delay =
end
response

rescue Aws::Lambda::Errors::ServiceException => e
@logger.error("There was an error creating #{function_name}:\n #{e.messagel}")
rescue Aws::Waiters::Errors::WaiterFailed => e

@logger.error("Failed waiting for #{function_name} to activate:\n #{e.message}")
end

MEHR] HEIY uf2t0|E{E AF8 35104 Lambda &4+ & S&&tLICH

# Invokes a Lambda function.
# @param function_name [String] The name of the function to invoke.
# @param payload [nil] Payload containing runtime parameters.
# @return [Object] The response from the function invocation.
def invoke_function(function_name, payload = nil)
params = { function_name: function_name}
params[:payload] = payload unless payload.nil?
@lambda_client.invoke(params)
rescue Aws::Lambda::Errors::ServiceException => e

@logger.error("There was an error executing #{function_name}:\n #{e.message}")
end
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# Updates the environment variables for a Lambda function.
# @param function_name: The name of the function to update.
# @param log_level: The log level of the function.
# @return: Data about the update, including the status.
def update_function_configuration(function_name, log_level)
@lambda_client.update_function_configuration({
function_name: function_name,
environment: {
variables: {
"LOG_LEVEL" => log_level

}
}
1)
@lambda_client.wait_until(:function_updated_v2, { function_name: function_name})
do |w]

w.max_attempts = 5

w.delay = 5
end

rescue Aws::Lambda::Errors::ServiceException => e
@logger.error("There was an error updating configurations for #{function_name}:
\n #{e.messagel}")
rescue Aws::Waiters::Errors::WaiterFailed => e

@logger.error("Failed waiting for #{function_name} to activate:\n #{e.messagel}")
end

Lambda &49| IEECIE ST X

ot
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# Updates the code for a Lambda function by submitting a .zip archive that
contains
# the code for the function.

# @param function_name: The name of the function to update.
# @param deployment_package: The function code to update, packaged as bytes in
# .zip format.
# @return: Data about the update, including the status.
def update_function_code(function_name, deployment_package)
@lambda_client.update_function_code(
function_name: function_name,
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zip_file: deployment_package
)
@lambda_client.wait_until(:function_updated_v2, { function_name: function_name})
do |w]
w.max_attempts = 5
w.delay = 5
end
rescue Aws::Lambda::Errors::ServiceException => e
@logger.error("There was an error updating function code for: #{function_name}:
\n #{e.message}")
nil
rescue Aws::Waiters::Errors::WaiterFailed => e
@logger.error("Failed waiting for #{function_name} to update:\n #{e.messagel}")
end

LHZ H O|X|H|O|E{E A2 6104 7|ZE Q| 2 E Lambda &4E LI@gtL]C}.

# Lists the Lambda functions for the current account.
def list_functions
functions = []
@lambda_client.list_functions.each do |response]|
response["functions"].each do |function]
functions.append(function["function_name"])
end
end
functions
rescue Aws::Lambda::Errors::ServiceException => e
@logger.error("There was an error executing #{function_name}:\n #{e.messagel}")
end

# Deletes a Lambda function.
# @param function_name: The name of the function to delete.
def delete_function(function_name)
print "Deleting function: #{function_name}..."
@lambda_client.delete_function(
function_name: function_name
)
print "Done!".green
rescue Aws::Lambda::Errors::ServiceException => e
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@logger.error("There was an error deleting #{function_name}:\n #{e.messagel}")
end
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* CreateFunction

* DeleteFunction

» GetFunction
* Invoke
» ListFunctions

» UpdateFunctionCode

» UpdateFunctionConfiguration
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# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: Apache-2.0
require 'aws-sdk'

def lambda_handler(event:, context:)
event['Records'].each do |record|
begin
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puts "Processed Kinesis Event - EventID: #{record['eventID']}"
record_data = get_record_data_async(record['kinesis'])
puts "Record Data: #{record_datal}"
# TODO: Do interesting work based on the new data
rescue => err
$stderr.puts "An error occurred #{err}"
raise err
end
end
puts "Successfully processed #{event['Records'].length} records."
end

def get_record_data_async(payload)
data = Baseb4.decodeb4(payload['data']).force_encoding('UTF-8")
# Placeholder for actual async work
# You can use Ruby's asynchronous programming tools like async/await or fibers
here.
return data
end

DynamoDB EZ2|HHM ZHHMO 2 Lambda &+ 2HH 2 &

CtE ZE oX|= DynamoDB AEZ|AM BZEE 2415104 EE|HE|= O|HEE £ 4I8t= Lambda
g TSt YHE EodELIC O] &= DynamoDB HO|2Z2EE HMS T HIE BHXE 2
Zehuct
SDK for Ruby
® Note
REMIEH LHE 2 047|0lAM & RI" = A &LICH GitHub MHHE[A oK E|ZX[EE|0| A A
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RubyZ At&3}0{ LambdaZ DynamoDB O|HIE AL,

# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: Apache-2.0

def lambda_handler(event:, context:)
return 'received empty event' if event['Records'].empty?
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event['Records'].each do |record|

log_dynamodb_record(record)
end

"Records processed: #{event['Records'].length}"
end

def log_dynamodb_record(record)
puts record['eventID']
puts record['eventName']

puts "DynamoDB Record: #{JSON.generate(record['dynamodb'])}"
end

otOFE DocumentDB E 2|7{0i A Lambda &%

CH2 ZE ofXl|= DocumentDB g4Z
= Lambda & +& F3s5t= WS Eo{ELICH
LIS 7|5&LICt
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(® Note

AHAMIEH L2 ct2at Z&LICt GitHub MB{Z2|A oA 2lZX|EE|oA FA| oA E o}
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ZH|E AlE23504 Lambda®t &7 Amazon DocumentDB O|HI

require 'json'

def lambda_handler(event:, context:)
event['events'].each do |record|

log_document_db_event(record)
end

IOKI
end

def log_document_db_event(record)
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event_data = record['event'] || {3}

operation_type = event_data['operationType'] || 'Unknown'
db = event_data.dig('ns', 'db') || 'Unknown'

collection = event_data.dig('ns', 'coll') || 'Unknown'
full_document = event_data['fullDocument'] || {3}

puts "Operation type: #{operation_type}"

puts "db: #{db}"

puts "collection: #{collection}"

puts "Full document: #{JSON.pretty_generate(full_document)}"
end

Amazon S3 E2|7HE AF235t04 Lambda &+ &

CHE ZE oAM= S3 H3lol| A E YZESIod EE|7HE O|HIEE +4I5t= Lambda &+& 7 &5t
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RubyE AF2310{ LambdaZ S3 O|HE AIE.

require 'json'
1

require 'uri
require 'aws-sdk'

puts 'Loading function'
def lambda_handler(event:, context:)
s3 = Aws::S3::Client.new(region: 'region') # Your AWS region

# puts "Received event: #{JSON.dump(event)}"

# Get the object from the event and show its content type
bucket = event['Records'][@]['s3']['bucket']['name']
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key = URI.decode_www_form_component(event['Records'][@]['s3']['object']['key'],
Encoding: :UTF_8)

begin
response = s3.get_object(bucket: bucket, key: key)
puts "CONTENT TYPE: #{response.content_type}"
return response.content_type
rescue StandardError => e
puts e.message
puts "Error getting object #{key} from bucket #{bucket}. Make sure they exist

and your bucket is in the same region as this function."
raise e

end
end
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# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: Apache-2.0
def lambda_handler(event:, context:)

event['Records'].map { |record| process_message(record) }
end

def process_message(record)
message = record['Sns']['Message']
puts("Processing message: #{messagel}")
rescue StandardError => e
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puts("Error processing message: #{el}")
raise
end
Amazon SQS EZ2|HHM ZtH™MO 2 Lambda &+ £ &
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RubyZ Al83510{ LambdaZ SQS O|HEE AtEErLICH

# Copyright Amazon.com, Inc. or its affiliates

# SPDX-License-Identifier: Apache-2.0

def lambda_handler(event:, context:)
event['Records'].each do |message|

process_message(message)
end

puts "done"
end

def process_message(message)
begin
puts "Processed message #{message['body']}"
# TODO: Do interesting work based on the new message
rescue StandardError => err
puts "An error occurred"
raise err
end
end
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# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: Apache-2.0
require 'aws-sdk'

def lambda_handler(event:, context:)
batch_item_failures = []

event['Records'].each do |record|
begin
puts "Processed Kinesis Event - EventID: #{record['eventID']}"
record_data = get_record_data_async(record['kinesis'])
puts "Record Data: #{record_datal}"
# TODO: Do interesting work based on the new data
rescue StandardError => err
puts "An error occurred #{err}"
# Since we are working with streams, we can return the failed item
immediately.
# Lambda will immediately begin to retry processing from this failed item
onwards.
return { batchItemFailures: [{ itemIdentifier: record['kinesis']
['sequenceNumber'] }] }
end
end

puts "Successfully processed #{event['Records'].length} records."
{ batchItemFailures: batch_item_failures }
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end

def get_record_data_async(payload)
data = Baseb4.decodeb4(payload['data']).force_encoding('utf-8")
# Placeholder for actual async work
sleep(1)
data
end

DynamoDB EZ|7{£ Lambda & =01 Ci$t x| &= Almf B
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SDK for Ruby
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# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: Apache-2.0
def lambda_handler(event:, context:)

records = event["Records"]

cur_record_sequence_number = ""

records.each do |record|
begin
# Process your record
cur_record_sequence_number = record["dynamodb"]["SequenceNumber"]
rescue StandardError => e
# Return failed record's sequence number
return {"batchItemFailures" => [{"itemIdentifier" =>
cur_record_sequence_number}]}
end
end
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{"batchItemFailures" => []}
end
Amazon SQS E2|7HZ Lambda & =0 CHet HiX| &5 Alm| 21
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SDK for Ruby
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# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: Apache-2.0
require 'json'

def lambda_handler(event:, context:)
if event
batch_item_failures = []
sqs_batch_response = {}

event["Records"].each do |record|
begin
# process message
rescue StandardError => e
batch_item_failures << {"itemIdentifier" => record['messageld']}
end
end

sqs_batch_response["batchItemFailures"] = batch_item_failures
return sqs_batch_response
end
end
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DescribeVoices
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require "aws-sdk-polly" # In v2: require 'aws-sdk'

begin
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# Create an Amazon Polly client using
# credentials from the shared credentials file ~/.aws/credentials

# and the configuration (region) from the shared configuration file ~/.aws/config
polly = Aws::Polly::Client.new

# Get US English voices
resp = polly.describe_voices(language_code: "en-US")

resp.voices.each do |v]|
puts v.name
puts " " + v.gender
puts
end
rescue StandardError => ex
puts "Could not get voices"
puts "Error message:"
puts ex.message
end

[e]]}
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require "aws-sdk-polly" # In v2: require 'aws-sdk'

begin
# Create an Amazon Polly client using
# credentials from the shared credentials file ~/.aws/credentials
# and the configuration (region) from the shared configuration file ~/.aws/config
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polly = Aws::Polly::Client.new
resp = polly.list_lexicons

resp.lexicons.each do |1]|

puts 1l.name
puts " Alphabet:" + l.attributes.alphabet

puts " Language:" + l.attributes.language
puts
end
rescue StandardError => ex
puts "Could not get lexicons"
puts "Error message:"
puts ex.message
end

- APl M|I& HE £ AWS SDK for Ruby API ListLexicons& =& 2 X st AA|2.
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require "aws-sdk-polly" # In v2: require 'aws-sdk'

begin
# Get the filename from the command line
if ARGV.empty?
puts "You must supply a filename"
exit 1
end
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filename = ARGV[O]

# Open file and get the contents as a string
if File.exist?(filename)
contents = I0.read(filename)
else
puts "No such file: " + filename
exit 1
end

# Create an Amazon Polly client using

# credentials from the shared credentials file ~/.aws/credentials

# and the configuration (region) from the shared configuration file ~/.aws/config
polly = Aws::Polly::Client.new

resp = polly.synthesize_speech({
output_format: "mp3",
text: contents,
voice_id: "Joanna",

D

# Save output

# Get just the file name

# abc/xyz.txt -> xyx.txt

name = File.basename(filename)

# Split up name so we get just the xyz part
parts = name.split(".")

first_part = parts[0]

mp3_file = first_part + ".mp3"

I0.copy_stream(resp.audio_stream, mp3_file)

puts "Wrote MP3 content to: " + mp3_file
rescue StandardError => ex

puts "Got error:"

puts "Error message:"

puts ex.message
end

AWS SDK for Ruby API SynthesizeSpeech& Z& & X35 AA|2.
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require "aws-sdk-rds" # v2: require 'aws-sdk'

# Create a snapshot for an Amazon Relational Database Service (Amazon RDS)

# DB instance.

#

# @param rds_resource [Aws::RDS::Resource] The resource containing SDK logic.
# @param db_instance_name [String] The name of the Amazon RDS DB instance.
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# @return [Aws::RDS::DBSnapshot, nil] The snapshot created, or nil if error.
def create_snapshot(rds_resource, db_instance_name)
id = "snapshot-#{rand(10**6)}"
db_instance = rds_resource.db_instance(db_instance_name)
db_instance.create_snapshot({
db_snapshot_identifier: id
)
rescue Aws::Errors::ServiceError => e
puts "Couldn't create DB instance snapshot #{id}:\n #{e.message}"
end

« API M5 HE = AWS SDK for Ruby APl & Z= 9| CreateDBSnapshot2 & Z35HMAIL.
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require "aws-sdk-rds" # v2: require 'aws-sdk'

# List all Amazon Relational Database Service (Amazon RDS) DB instances.
#
# @param rds_resource [Aws::RDS::Resource] An SDK for Ruby Amazon RDS resource.
# @return [Array, nil] List of all DB instances, or nil if error.
def list_instances(rds_resource)
db_instances = []
rds_resource.db_instances.each do |i]
db_instances.append({
"name": i.id,
"status": i.db_instance_status
1)
end
db_instances
rescue Aws::Errors::ServiceError => e
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puts "Couldn't list instances:\n#{e.message}"
end

« APl M| HE = AWS SDK for Ruby API £ Z= 9| DescribeDBlInstances& & E 35 AMAIL.
DescribeDBParametexGroups
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require "aws-sdk-rds" # v2: require 'aws-sdk'

# List all Amazon Relational Database Service (Amazon RDS) parameter groups.
#
# @param rds_resource [Aws::RDS::Resource] An SDK for Ruby Amazon RDS resource.
# @return [Array, nil] List of all parameter groups, or nil if error.
def list_parameter_groups(rds_resource)
parameter_groups = []
rds_resource.db_parameter_groups.each do |p]|
parameter_groups.append({
"name": p.db_parameter_group_name,
"description": p.description

)

end
parameter_groups
rescue Aws::Errors::ServiceError => e

puts "Couldn't list parameter groups:\n #{e.message}"
end

« API M5 HE = API ParameterGroups 2| TZA 2| DescribeDBEAWS SDK for Ruby & Z= 5t 4]
A2,
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require "aws-sdk-rds" # v2: require 'aws-sdk'

# List all Amazon Relational Database Service (Amazon RDS) parameter groups.
#
# @param rds_resource [Aws::RDS::Resource] An SDK for Ruby Amazon RDS resource.
# @return [Array, nil] List of all parameter groups, or nil if error.
def list_parameter_groups(rds_resource)
parameter_groups = []
rds_resource.db_parameter_groups.each do |p]|
parameter_groups.append({
"name": p.db_parameter_group_name,
"description": p.description
b
end
parameter_groups
rescue Aws::Errors::ServiceError => e
puts "Couldn't list parameter groups:\n #{e.message}"
end

« APl M|¥ HE = AWS SDK for Ruby API & Z | DescribeDBParameters & =5t M A|2.

DescribeDBSnapshots
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require "aws-sdk-rds" # v2: require 'aws-sdk'

# List all Amazon Relational Database Service (Amazon RDS) DB instance
# snapshots.
#
# @param rds_resource [Aws::RDS::Resource] An SDK for Ruby Amazon RDS resource.
# @return instance_snapshots [Array, nil] All instance snapshots, or nil if error.
def list_instance_snapshots(rds_resource)
instance_snapshots = []
rds_resource.db_snapshots.each do |s]|
instance_snapshots.append({
"id": s.snapshot_id,
"status": s.status
D)
end
instance_snapshots
rescue Aws::Errors::ServiceError => e
puts "Couldn't list instance snapshots:\n #{e.message}"
end
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require "aws-sdk-s3"

# Wraps Amazon S3 object actions.
class ObjectCopyWrapper
attr_reader :source_object

# @param source_object [Aws::S3::0bject] An existing Amazon S3 object. This is
used as the source object for
# copy actions.
def initialize(source_object)
@source_object = source_object
end
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# Copy the source object to the specified target bucket and rename it with the
target key.
#
# @param target_bucket [Aws::S3::Bucket] An existing Amazon S3 bucket where the
object is copied.
# @param target_object_key [String] The key to give the copy of the object.
# @return [Aws::S3::0bject, nil] The copied object when successful; otherwise,
nil.
def copy_object(target_bucket, target_object_key)
@source_object.copy_to(bucket: target_bucket.name, key: target_object_key)
target_bucket.object(target_object_key)
rescue Aws::Errors::ServiceError => e

puts "Couldn't copy #{@source_object.key} to #{target_object_key}. Here's why:

#{e.message}"
end
end

# Example usage:
def run_demo

source_bucket_name = "doc-example-bucketl"
source_key = "my-source-file.txt"
target_bucket_name = "doc-example-bucket2"

target_key = "my-target-file.txt"

source_bucket = Aws::S3::Bucket.new(source_bucket_name)

wrapper = ObjectCopyWrapper.new(source_bucket.object(source_key))
target_bucket = Aws::S3::Bucket.new(target_bucket_name)
target_object = wrapper.copy_object(target_bucket, target_key)
return unless target_object

puts "Copied #{source_key} from #{source_bucket_name} to
#{target_object.bucket_name}:#{target_object.key}."

end

run_demo if $PROGRAM_NAME == __ FILE__

M E SAstn CHad Aol MH & f38H& FIHELICH

require "aws-sdk-s3"

# Wraps Amazon S3 object actions.
class ObjectCopyEncryptWrapper
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attr_reader :source_object

# @param source_object [Aws::S3::0bject] An existing Amazon S3 object. This is
used as the source object for
# copy actions.
def initialize(source_object)
@source_object = source_object
end

# Copy the source object to the specified target bucket, rename it with the target
key, and encrypt it.
#
# @param target_bucket [Aws::S3::Bucket] An existing Amazon S3 bucket where the
object is copied.
# @param target_object_key [String] The key to give the copy of the object.
# @return [Aws::S3::0bject, nil] The copied object when successful; otherwise,
nil.
def copy_object(target_bucket, target_object_key, encryption)
@source_object.copy_to(bucket: target_bucket.name, key: target_object_key,
server_side_encryption: encryption)
target_bucket.object(target_object_key)
rescue Aws::Errors::ServiceError => e
puts "Couldn't copy #{@source_object.key} to #{target_object_key}. Here's why:
#{e.message}"
end
end

# Example usage:
def run_demo

source_bucket_name = "doc-example-bucketl"
source_key = "my-source-file.txt"
target_bucket_name = "doc-example-bucket2"

target_key = "my-target-file.txt"
target_encryption = "AES256"

source_bucket = Aws::S3::Bucket.new(source_bucket_name)

wrapper = ObjectCopyEncryptWrapper.new(source_bucket.object(source_key))
target_bucket = Aws::S3::Bucket.new(target_bucket_name)

target_object = wrapper.copy_object(target_bucket, target_key, target_encryption)
return unless target_object

puts "Copied #{source_key} from #{source_bucket_name} to
#{target_object.bucket_name}:#{target_object.key} and "\
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"encrypted the target with #{target_object.server_side_encryption}
encryption.”
end
run_demo if $PROGRAM_NAME == __ FILE__
- AP| N2 HE = AWS SDK for Ruby APl CopyObject® =& EZ A A2,
CreateBucket
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SDK for Ruby
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require "aws-sdk-s3"

# Wraps Amazon S3 bucket actions.
class BucketCreateWrapper
attr_reader :bucket

# @param bucket [Aws::S3::Bucket] An Amazon S3 bucket initialized with a name.
This is a client-side object until
# create is called.
def initialize(bucket)
@bucket = bucket
end

# Creates an Amazon S3 bucket in the specified AWS Region.

#

# @param region [String] The Region where the bucket is created.

# @return [Boolean] True when the bucket is created; otherwise, false.
def create?(region)

@bucket.create(create_bucket_configuration: { location_constraint: region })
true
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rescue Aws::Errors::ServiceError => e
puts "Couldn't create bucket. Here's why: #{e.message}"
false

end

# Gets the Region where the bucket is located.
#
# @return [String] The location of the bucket.
def location
if @bucket.nil?
"None. You must create a bucket before you can get its location!"
else
@bucket.client.get_bucket_location(bucket: @bucket.name).location_constraint
end
rescue Aws::Errors::ServiceError => e
"Couldn't get the location of #{ebucket.name}. Here's why: #{e.message}"
end
end

# Example usage:
def run_demo

region = "us-west-2"

wrapper = BucketCreateWrapper.new(Aws: :S3::Bucket.new("doc-example-bucket-
#{Random.uuid}"))

return unless wrapper.create?(region)

puts "Created bucket #{wrapper.bucket.name}."
puts "Your bucket's region is: #{wrapper.location}"

end

run_demo if $PROGRAM_NAME == __ FILE__

- API M|& HE = AWS SDK for Ruby API CreateBucket® =& & Z3HAAIL.

DeleteBucket
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# Deletes the objects in an Amazon S3 bucket and deletes the bucket.
#

# @param bucket [Aws::S3::Bucket] The bucket to empty and delete.
def delete_bucket(bucket)

puts("\nDo you want to delete all of the objects as well as the bucket (y/n)? ")
answer = gets.chomp.downcase
if answer == "y"
bucket.objects.batch_delete!
bucket.delete
puts("Emptied and deleted bucket #{bucket.name}.\n")
end
rescue Aws::Errors::ServiceError => e
puts("Couldn't empty and delete bucket #{bucket.name}.")
puts("\t#{e.code}: #{e.messagel}")
raise
end

« API M8 HE = AWS SDK for Ruby API DeleteBucket®E ZE & E5HAAIL
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require "aws-sdk-s3"

# Wraps Amazon S3 bucket CORS configuration.
class BucketCorsWrapper
attr_reader :bucket_cors

# @param bucket_cors [Aws::S3::BucketCors] A bucket CORS object configured with an
existing bucket.
def initialize(bucket_cors)
@bucket_cors = bucket_cors
end

# Deletes the CORS configuration of a bucket.
#
# @return [Boolean] True if the CORS rules were deleted; otherwise, false.
def delete_cors
@bucket_cors.delete
true
rescue Aws::Errors::ServiceError => e
puts "Couldn't delete CORS rules for #{@bucket_cors.bucket.name}. Here's why:
#{e.message}"
false
end

end

« API M|& HE = AWS SDK for Ruby API DeleteBucketCors& X & & T3 AL,

DeleteBucketPolicy
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# Wraps an Amazon S3 bucket policy.
class BucketPolicyWrapper
attr_reader :bucket_policy

# @param bucket_policy [Aws::S3::BucketPolicy] A bucket policy object configured
with an existing bucket.

def initialize(bucket_policy)
@bucket_policy = bucket_policy
end

def delete_policy
@bucket_policy.delete
true

rescue Aws::Errors::ServiceError => e

puts "Couldn't delete the policy from #{@bucket_policy.bucket.name}. Here's why:
#{e.message}"

false
end

end

[e][]

« API M8 HE = AWS SDK for Ruby API DeleteBucketPolicyZ Z & & Z35HAA|2.
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# Deletes the objects in an Amazon S3 bucket and deletes the bucket.
#

# @param bucket [Aws::S3::Bucket] The bucket to empty and delete.
def delete_bucket(bucket)

puts("\nDo you want to delete all of the objects as well as the bucket (y/n)? ")
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answer = gets.chomp.downcase

if answer == "y"
bucket.objects.batch_delete!
bucket.delete

puts("Emptied and deleted bucket #{bucket.name}.\n")
end

rescue Aws::Errors::ServiceError => e
puts("Couldn't empty and delete bucket #{bucket.name}.")
puts("\t#{e.code}: #{e.messagel}")
raise

end
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require "aws-sdk-s3"

# Wraps Amazon S3 bucket CORS configuration.
class BucketCorsWrapper

attr_reader :bucket_cors

# @param bucket_cors [Aws::S3::BucketCors] A bucket CORS object configured with an
existing bucket.

def initialize(bucket_cors)

@bucket_cors = bucket_cors
end

# Gets the CORS configuration of a bucket.
#
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# @return [Aws::S3::Type::GetBucketCorsOutput, nil] The current CORS configuration
for the bucket.

def get_cors
@bucket_cors.data
rescue Aws::Errors::ServiceError => e

puts "Couldn't get CORS configuration for #{ebucket_cors.bucket.name}. Here's
why: #{e.message}"
nil
end

end

« AP| M|® HE = AWS SDK for Ruby API GetBucketCors& =& R X 3HAAIL
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# Wraps an Amazon S3 bucket policy.
class BucketPolicyWrapper
attr_reader :bucket_policy

# @param bucket_policy [Aws::S3::BucketPolicy] A bucket policy object configured
with an existing bucket.

def initialize(bucket_policy)
@bucket_policy = bucket_policy
end

# Gets the policy of a bucket.
#

# @return [Aws::S3::GetBucketPolicyOutput, nil] The current bucket policy.
def get_policy

policy = @bucket_policy.data.policy
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policy.respond_to?(:read) ? policy.read : policy
rescue Aws::Errors::ServiceError => e
puts "Couldn't get the policy for #{e@bucket_policy.bucket.name}. Here's why:
#{e.message}"
nil
end

end

- API M5 &&= AWS SDK for Ruby API GetBucketPolicy2t X & &t X5t & A|2.
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require "aws-sdk-s3"

# Wraps Amazon S3 object actions.
class ObjectGetWrapper
attr_reader :object

# @param object [Aws::S3::0bject] An existing Amazon S3 object.
def initialize(object)

@object = object
end

# Gets the object directly to a file.

#

# @param target_path [String] The path to the file where the object is downloaded.
# @return [Aws::S3::Types::GetObjectOutput, nil] The retrieved object data if
successful; otherwise nil.
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def get_object(target_path)
@object.get(response_target: target_path)
rescue Aws::Errors::ServiceError => e
puts "Couldn't get object #{@object.key}. Here's why: #{e.messagel}"
end
end

# Example usage:

def run_demo
bucket_name = "doc-example-bucket"
object_key = "my-object.txt"
target_path = "my-object-as-file.txt"

wrapper = ObjectGetWrapper.new(Aws::S3::0bject.new(bucket_name, object_key))
obj_data = wrapper.get_object(target_path)
return unless obj_data

puts "Object #{object_key} (#{obj_data.content_length} bytes} downloaded to
#{target_path}."
end

run_demo if $PROGRAM_NAME == __ FILE__

G THxioh et & ot 28t MElE BaEL,

require "aws-sdk-s3"

# Wraps Amazon S3 object actions.
class ObjectGetEncryptionWrapper
attr_reader :object

# @param object [Aws::S3::0bject] An existing Amazon S3 object.
def initialize(object)

@object = object
end

# Gets the object into memory.
#
# @return [Aws::S3::Types::GetObjectOutput, nil] The retrieved object data if
successful; otherwise nil.
def get_object
@object.get
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rescue Aws::Errors::ServiceError => e
puts "Couldn't get object #{eobject.key}. Here's why: #{e.message}"
end
end
# Example usage:
def run_demo
bucket_name = "doc-example-bucket"
object_key = "my-object.txt"
wrapper = ObjectGetEncryptionWrapper.new(Aws: :S3::0bject.new(bucket_name,
object_key))
obj_data = wrapper.get_object
return unless obj_data
encryption = obj_data.server_side_encryption.nil? ? "no"
obj_data.server_side_encryption
puts "Object #{object_key} uses #{encryption} encryption."
end
run_demo if $PROGRAM_NAME == __ FILE__
« AP| N|& HE = AWS SDK for Ruby API GetObject®Ef =& & X35t M A[2.
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require "aws-sdk-s3"

# Wraps Amazon S3 object actions.
class ObjectExistsWrapper
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attr_reader :object

# @param object [Aws::S3::0bject] An Amazon S3 object.
def initialize(object)

@object = object
end

# Checks whether the object exists.
#
# @return [Boolean] True if the object exists; otherwise false.
def exists?
@object.exists?
rescue Aws::Errors::ServiceError => e

puts "Couldn't check existence of object #{@object.bucket.name}:#{@object.key}.

Here's why: #{e.message}"
false
end
end

# Example usage:

def run_demo
bucket_name = "doc-example-bucket"
object_key = "my-object.txt"

wrapper = ObjectExistsWrapper.new(Aws::S3::0bject.new(bucket_name,
exists = wrapper.exists?

puts "Object #{object_key} #{exists ? 'does' : 'does not'} exist."
end
run_demo if $PROGRAM_NAME == __ FILE__

« APl M2 HE = AWS SDK for Ruby APl HeadObject& 2 & R E5HAA|2.
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require "aws-sdk-s3"

# Wraps Amazon S3 resource actions.
class BucketListWrapper
attr_reader :s3_resource

# @param s3_resource [Aws::S3::Resource] An Amazon S3 resource.
def initialize(s3_resource)

@s3_resource = s3_resource
end

# Lists buckets for the current account.
#
# @param count [Integer] The maximum number of buckets to list.
def list_buckets(count)
puts "Found these buckets:"
@s3_resource.buckets.each do |bucket|
puts "\t#{bucket.name}"

count -=1

break if count.zero?
end
true

rescue Aws::Errors::ServiceError => e
puts "Couldn't list buckets. Here's why: #{e.message}"
false
end
end

# Example usage:

def run_demo
wrapper = BucketListWrapper.new(Aws::S3::Resource.new)
wrapper.list_buckets(25)

end
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run_demo if $PROGRAM_NAME == __ FILE__

« API M| HE = AWS SDK for Ruby API ListBuckets& =& & X35t AA|2.
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require "aws-sdk-s3"

# Wraps Amazon S3 bucket actions.
class BucketListObjectsWrapper
attr_reader :bucket

# @param bucket [Aws::S3::Bucket] An existing Amazon S3 bucket.
def initialize(bucket)

@bucket = bucket
end

# Lists object in a bucket.
#
# @param max_objects [Integer] The maximum number of objects to list.
# @return [Integer] The number of objects listed.
def list_objects(max_objects)
count = 0
puts "The objects in #{@bucket.name} are:"
@bucket.objects.each do |obj|
puts "\t#{obj.key}"
count +=1
break if count == max_objects
end
count
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rescue Aws::Errors::ServiceError => e

puts "Couldn't list objects in bucket #{bucket.name}. Here's why: #{e.message}"
0

end
end

# Example usage:

def run_demo
bucket_name = "doc-example-bucket"

wrapper = BucketListObjectsWrapper.new(Aws: :S3::Bucket.new(bucket_name))
count = wrapper.list_objects(25)
puts "Listed #{count} objects."

end

run_demo if $PROGRAM_NAME == __ FILE__

« API M5 HE = AWS SDK for Ruby API = 9| ListObjects V2& & EFHMA|2.

PutBucketCors
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require "aws-sdk-s3"

# Wraps Amazon S3 bucket CORS configuration.
class BucketCorsWrapper
attr_reader :bucket_cors

# @param bucket_cors [Aws::S3::BucketCors] A bucket CORS object configured with an
existing bucket.

def initialize(bucket_cors)
@bucket_cors = bucket_cors
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end

# Sets CORS rules on a bucket.
#
# @param allowed_methods [Array<String>] The types of HTTP requests to allow.
# @param allowed_origins [Array<String>] The origins to allow.
# @returns [Boolean] True if the CORS rules were set; otherwise, false.
def set_cors(allowed_methods, allowed_origins)
@bucket_cors.put(
cors_configuration: {
cors_rules: [
{
allowed_methods: allowed_methods,
allowed_origins: allowed_origins,
allowed_headers: %w[*],
max_age_seconds: 3600

)

true
rescue Aws::Errors::ServiceError => e
puts "Couldn't set CORS rules for #{ebucket_cors.bucket.name}. Here's why:
#{e.message}"
false
end

end

« API M| HE = AWS SDK for Ruby API PutBucketCors& X & & X 5HAAIL.
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# Wraps an Amazon S3 bucket policy.
class BucketPolicyWrapper
attr_reader :bucket_policy

# @param bucket_policy [Aws::S3::BucketPolicy] A bucket policy object configured
with an existing bucket.
def initialize(bucket_policy)
@bucket_policy = bucket_policy
end

# Sets a policy on a bucket.
#
def set_policy(policy)
@bucket_policy.put(policy: policy)
true
rescue Aws::Errors::ServiceError => e
puts "Couldn't set the policy for #{ebucket_policy.bucket.name}. Here's why:
#{e.message}"
false
end

end
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require "aws-sdk-s3"

# Wraps Amazon S3 bucket website actions.
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class BucketWebsiteWrapper
attr_reader :bucket_website

# @param bucket_website [Aws::S3::BucketWebsite] A bucket website object
configured with an existing bucket.
def initialize(bucket_website)
@bucket_website = bucket_website
end

# Sets a bucket as a static website.
#
# @param index_document [String] The name of the index document for the website.
# @param error_document [String] The name of the error document to show for 4XX
errors.
# @return [Boolean] True when the bucket is configured as a website; otherwise,
false.
def set_website(index_document, error_document)
@bucket_website.put(
website_configuration: {
index_document: { suffix: index_document },
error_document: { key: error_document }
}
)
true
rescue Aws::Errors::ServiceError => e
puts "Couldn't configure #{e@bucket_website.bucket.name} as a website. Here's
why: #{e.message}"
false
end
end

# Example usage:
def run_demo

bucket_name = "doc-example-bucket"
index_document = "index.html"
error_document = "404.html"

wrapper = BucketWebsiteWrapper.new(Aws::S3::BucketWebsite.new(bucket_name))
return unless wrapper.set_website(index_document, error_document)

puts "Successfully configured bucket #{bucket_name} as a static website."
end

run_demo if $PROGRAM_NAME == __ FILE__
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require "aws-sdk-s3"

# Wraps Amazon S3 object actions.
class ObjectUploadFileWrapper
attr_reader :object

# @param object [Aws::S3::0bject] An existing Amazon S3 object.
def initialize(object)

@object = object
end

# Uploads a file to an Amazon S3 object by using a managed uploader.
#
# @param file_path [String] The path to the file to upload.
# @return [Boolean] True when the file is uploaded; otherwise false.
def upload_file(file_path)
@object.upload_file(file_path)
true
rescue Aws::Errors::ServiceError => e
puts "Couldn't upload file #{file_path} to #{eobject.key}. Here's why:
#{e.message}"
false
end
end
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# Example usage:

def run_demo
bucket_name = "doc-example-bucket"
object_key = "my-uploaded-file"
file_path = "object_upload_file.rb"

wrapper = ObjectUploadFileWrapper.new(Aws: :S3::0bject.new(bucket_name,
object_key))
return unless wrapper.upload_file(file_path)

puts "File #{file_path} successfully uploaded to #{bucket_name}:#{object_key}."
end

run_demo if $PROGRAM_NAME == __ FILE__

Object.putE Ar&36to{ LU U2 =FrLCH.

require "aws-sdk-s3"

# Wraps Amazon S3 object actions.
class ObjectPutWrapper
attr_reader :object

# @param object [Aws::S3::0bject] An existing Amazon S3 object.
def initialize(object)

@object = object
end

def put_object(source_file_path)
File.open(source_file_path, "rb") do |file]|
@object.put(body: file)
end
true
rescue Aws::Errors::ServiceError => e
puts "Couldn't put #{source_file_path} to #{object.key}. Here's why:
#{e.message}"
false
end
end

# Example usage:
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def run_demo
bucket_name = "doc-example-bucket"
object_key = "my-object-key"
file_path = "my-local-file.txt"

wrapper = ObjectPutWrapper.new(Aws::S3::0bject.new(bucket_name, object_key))
success = wrapper.put_object(file_path)
return unless success

puts "Put file #{file_path} into #{object_key} in #{bucket_name}."
end

run_demo if $PROGRAM_NAME == __ FILE__

require "aws-sdk-s3"

# Wraps Amazon S3 object actions.
class ObjectPutSseWrapper
attr_reader :object

# @param object [Aws::S3::0bject] An existing Amazon S3 object.
def initialize(object)

@object = object
end

def put_object_encrypted(object_content, encryption)
@object.put(body: object_content, server_side_encryption: encryption)
true

rescue Aws::Errors::ServiceError => e
puts "Couldn't put your content to #{object.key}. Here's why: #{e.message}"
false

end

end

# Example usage:
def run_demo

bucket_name = "doc-example-bucket"
object_key = "my-encrypted-content"
object_content = "This is my super-secret content."

encryption = "AES256"
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wrapper = ObjectPutSseWrapper.new(Aws::S3::0bject.new(bucket_name,
object_content))

return unless wrapper.put_object_encrypted(object_content, encryption)

puts "Put your content into #{bucket_name}:#{object_key} and encrypted it with
#{encryption}."

end

run_demo if $PROGRAM_NAME == __ FILE__
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require "aws-sdk-s3"
require "net/http"

# Creates a presigned URL that can be used to upload content to an object.
#
# @param bucket [Aws::S3::Bucket] An existing Amazon S3 bucket.
# @param object_key [String] The key to give the uploaded object.
# @return [URI, nil] The parsed URI if successful; otherwise nil.
def get_presigned_url(bucket, object_key)
url = bucket.object(object_key).presigned_url(:put)
puts "Created presigned URL: #{url}"
URI(url)
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rescue Aws::Errors::ServiceError => e

puts "Couldn't create presigned URL for #{bucket.name}:#{object_key}. Here's why:
#{e.message}"
end

# Example usage:
def run_demo

bucket_name = "doc-example-bucket"
object_key = "my-file.txt"
object_content = "This is the content of my-file.txt."

bucket = Aws::S3::Bucket.new(bucket_name)
presigned_url = get_presigned_url(bucket, object_key)
return unless presigned_url

response = Net::HTTP.start(presigned_url.host) do |http]|
http.send_request("PUT", presigned_url.request_uri, object_content,

"content_type" => "")

end

case response
when Net::HTTPSuccess
puts "Content uploaded!"

else
puts response.value
end
end
run_demo if $PROGRAM_NAME == __ FILE__
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require "aws-sdk-s3"

# Wraps the getting started scenario actions.
class ScenarioGettingStarted
attr_reader :s3_resource

# @param s3_resource [Aws::S3::Resource] An Amazon S3 resource.
def initialize(s3_resource)

@s3_resource = s3_resource
end

# Creates a bucket with a random name in the currently configured account and
# AWS Region.
#
# @return [Aws::S3::Bucket] The newly created bucket.
def create_bucket
bucket = @s3_resource.create_bucket(
bucket: "doc-example-bucket-#{Random.uuid}",
create_bucket_configuration: {
location_constraint: "us-east-1" # Note: only certain regions permitted

)
puts("Created demo bucket named #{bucket.name}.")
rescue Aws::Errors::ServiceError => e
puts("Tried and failed to create demo bucket.")
puts("\t#{e.code}: #{e.messagel}")
puts("\nCan't continue the demo without a bucket!")
raise
else
bucket
end

# Requests a file name from the user.
#
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# @return The name of the file.
def create_file

File.open("demo.txt", w) { |f| f.write("This is a demo file.") }
end

# Uploads a file to an Amazon S3 bucket.
#
# @param bucket [Aws::S3::Bucket] The bucket object representing the upload
destination
# @return [Aws::S3::0bject] The Amazon S3 object that contains the uploaded file.
def upload_file(bucket)
File.open("demo.txt", "w+") { |f| f.write("This is a demo file.") }
s3_object = bucket.object(File.basename("demo.txt"))
s3_object.upload_file("demo.txt")
puts("Uploaded file demo.txt into bucket #{bucket.name} with key
#{s3_object.key}.")
rescue Aws::Errors::ServiceError => e
puts("Couldn't upload file demo.txt to #{bucket.name}.")
puts("\t#{e.code}: #{e.messagel}")
raise
else
s3_object
end

# Downloads an Amazon S3 object to a file.
#
# @param s3_object [Aws::S3::0bject] The object to download.
def download_file(s3_object)
puts("\nDo you want to download #{s3_object.key} to a local file (y/n)? ")
answer = gets.chomp.downcase
if answer == "y"
puts("Enter a name for the downloaded file: ")
file_name = gets.chomp
s3_object.download_file(file_name)
puts("Object #{s3_object.key} successfully downloaded to #{file_name}.")
end
rescue Aws::Errors::ServiceError => e
puts("Couldn't download #{s3_object.key}.")
puts('"\t#{e.code}: #{e.messagel}")
raise
end

# Copies an Amazon S3 object to a subfolder within the same bucket.
#
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# @param source_object [Aws::S3::0bject] The source object to copy.
# @return [Aws::S3::0bject, nil] The destination object.
def copy_object(source_object)
dest_object = nil
puts("\nDo you want to copy #{source_object.key} to a subfolder in your bucket

(y/m)? ")
answer = gets.chomp.downcase
if answer == "y"

dest_object = source_object.bucket.object("demo-folder/#{source_object.key}")
dest_object.copy_from(source_object)
puts("Copied #{source_object.key} to #{dest_object.key}.")
end
rescue Aws::Errors::ServiceError => e
puts("Couldn't copy #{source_object.key}.")
puts("\t#{e.code}: #{e.messagel}")
raise
else
dest_object
end

# Lists the objects in an Amazon S3 bucket.
#
# @param bucket [Aws::S3::Bucket] The bucket to query.
def list_objects(bucket)
puts("\nYour bucket contains the following objects:")
bucket.objects.each do |obj]|
puts("\t#{obj.key}")
end
rescue Aws::Errors::ServiceError => e
puts("Couldn't list the objects in bucket #{bucket.name}.")
puts("\t#{e.code}: #{e.messagel}")
raise
end

# Deletes the objects in an Amazon S3 bucket and deletes the bucket.
#
# @param bucket [Aws::S3::Bucket] The bucket to empty and delete.
def delete_bucket(bucket)
puts("\nDo you want to delete all of the objects as well as the bucket (y/n)? ")
answer = gets.chomp.downcase
if answer == "y
bucket.objects.batch_delete!
bucket.delete
puts("Emptied and deleted bucket #{bucket.name}.\n")
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end
rescue Aws::Errors::ServiceError => e
puts("Couldn't empty and delete bucket #{bucket.name}.")
puts("\t#{e.code}: #{e.messagel}")
raise
end
end

# Runs the Amazon S3 getting started scenario.

def run_scenario(scenario)
puts("-" * 88)
puts("Welcome to the Amazon S3 getting started demo!")
puts("-" * 88)

bucket = scenario.create_bucket
s3_object = scenario.upload_file(bucket)
scenario.download_file(s3_object)
scenario.copy_object(s3_object)
scenario.list_objects(bucket)
scenario.delete_bucket(bucket)

puts("Thanks for watching!")
puts("-" * 88)
rescue Aws::Errors::ServiceError
puts("Something went wrong with the demo!")
end

run_scenario(ScenarioGettingStarted.new(Aws: :S3::Resource.new)) if $PROGRAM_NAME ==
__FILE__
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» PutObject

Amazon S3 489


https://docs.aws.amazon.com/goto/SdkForRubyV3/s3-2006-03-01/CopyObject
https://docs.aws.amazon.com/goto/SdkForRubyV3/s3-2006-03-01/CreateBucket
https://docs.aws.amazon.com/goto/SdkForRubyV3/s3-2006-03-01/DeleteBucket
https://docs.aws.amazon.com/goto/SdkForRubyV3/s3-2006-03-01/DeleteObjects
https://docs.aws.amazon.com/goto/SdkForRubyV3/s3-2006-03-01/GetObject
https://docs.aws.amazon.com/goto/SdkForRubyV3/s3-2006-03-01/ListObjectsV2
https://docs.aws.amazon.com/goto/SdkForRubyV3/s3-2006-03-01/PutObject

AWS FH|& SDK THLRE 7H0|=

MHE| 4 of| |

Amazon S3 E2|7HE At&3610{ Lambda &+ £ &

o= s3 HZlol| HA|E *EE%M Eg|7HE oO|HE % == Al5tHE Lambda &
= 20iELCE Y BrE tOIE{0fl A S3 HZ! 013 24| 7|18 HA st

4 OlHIE T}2
S3APIE £Z3t0f 2R EEIx %%oﬂ% Hustm 22t

ol |CH GitHub. MEH{E|A oA S|ZX|E2|ofA A& of| XS 3tofE 1 A
|8t uted g ofobELICt

RubyE AF2310{ LambdaZ S3 O|HE AIE.

require 'json'
'uri

require
require 'aws-sdk'

puts 'Loading function'

def lambda_handler(event:, context:)
s3 = Aws::S3::Client.new(region: 'region') # Your AWS region
# puts "Received event: #{JSON.dump(event)}"

# Get the object from the event and show its content type

bucket = event['Records'][@]['s3']['bucket']['name']

key = URI.decode_www_form_component(event['Records'][@]['s3']['object']['key'],

Encoding: :UTF_8)

begin
response = s3.get_object(bucket: bucket, key: key)
puts "CONTENT TYPE: #{response.content_type}"
return response.content_type

rescue StandardError => e

puts e.message
puts "Error getting object #{key} from bucket #{bucket}. Make sure they exist

and your bucket is in the same region as this function."
raise e
end
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end
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require "aws-sdk-ses" # v2: require 'aws-sdk'

# Create client in us-west-2 region
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# Replace us-west-2 with the AWS Region you're using for Amazon SES.
client = Aws::SES::Client.new(region: "us-west-2")

# Get up to 1000 identities

ids = client.list_identities({
identity_type: "EmailAddress"

b

ids.identities.each do |email]
attrs = client.get_identity_verification_attributes({
identities: [email]

1}
status = attrs.verification_attributes[email].verification_status

# Display email addresses that have been verified
if status == "Success"
puts email
end
end

- API M8 HE = AWS SDK for Ruby API GetldentityVerificationAttributesZ Z& & X5 AA|2.
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require "aws-sdk-ses" # v2: require 'aws-sdk'

# Create client in us-west-2 region
# Replace us-west-2 with the AWS Region you're using for Amazon SES.
client = Aws::SES::Client.new(region: "us-west-2")
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# Get up to 1000 identities

ids = client.list_identities({
identity_type: "EmailAddress"

b

ids.identities.each do |email]
attrs = client.get_identity_verification_attributes({
identities: [email]

1}
status = attrs.verification_attributes[email].verification_status
# Display email addresses that have been verified
if status == "Success"
puts email

end
end

« API M5 HE = AWS SDK for Ruby API ListldentitiesZ =& & X5t AA|2.
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require "aws-sdk-ses" # v2: require 'aws-sdk'
# Replace sendereexample.com with your "From" address.
# This address must be verified with Amazon SES.

sender = "sender@example.com"

# Replace recipienteexample.com with a "To" address. If your account
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# is still in the sandbox, this address must be verified.
recipient = "recipienteexample.com"

# Specify a configuration set. To use a configuration
# set, uncomment the next line and line 74.
# configsetname = "ConfigSet"

# The subject line for the email.
subject = "Amazon SES test (AWS SDK for Ruby)"

# The HTML body of the email.

htmlbody =
"<hl>Amazon SES test (AWS SDK for Ruby)</h1>"\
'<p>This email was sent with <a href="https://aws.amazon.com/ses/">"\
'Amazon SES</a> using the <a href="https://aws.amazon.com/sdk-for-ruby/">"'\
"AWS SDK for Ruby</a>."

# The email body for recipients with non-HTML email clients.
textbody = "This email was sent with Amazon SES using the AWS SDK for Ruby."

# Specify the text encoding scheme.
encoding = "UTF-8"

# Create a new SES client in the us-west-2 region.
# Replace us-west-2 with the AWS Region you're using for Amazon SES.
ses = Aws::SES::Client.new(region: "us-west-2")

# Try to send the email.
begin
# Provide the contents of the email.
ses.send_email(
destination: {
to_addresses: [
recipient
]
I
message: {
body: {
html: {
charset: encoding,
data: htmlbody
I
text: {
charset: encoding,
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data: textbody
}
},
subject: {
charset: encoding,
data: subject
}
.
source: sender,
# Uncomment the following line to use a configuration set.
# configuration_set_name: configsetname,

)
puts "Email sent to " + recipient
# If something goes wrong, display an error message.

rescue Aws::SES::Errors::ServiceError => error

puts "Email not sent. Error message: #{error}"
end

« APl M8 HE = AWS SDK for Ruby APl SendEmail& Z& R X 35HAA|2.
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require "aws-sdk-ses" # v2: require 'aws-sdk'

# Replace recipienteexample.com with a "To" address.
recipient = "recipienteexample.com"
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# Create a new SES resource in the us-west-2 region.
# Replace us-west-2 with the AWS Region you're using for Amazon SES.
ses = Aws::SES::Client.new(region: "us-west-2")

# Try to verify email address.
begin
ses.verify_email_identity({
email_address: recipient

1)

puts "Email sent to " + recipient

# If something goes wrong, display an error message.
rescue Aws::SES::Errors::ServiceError => error

puts "Email not sent. Error message: #{error}"
end
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require "aws-sdk-sesv2"

require_relative "config" # Recipient and sender email addresses.

# Set up the SESv2 client.
client = Aws::SESV2::Client.new(region: AWS_REGION)

def send_email(client, sender_email, recipient_email)
response = client.send_email(

{
from_email_address: sender_email,
destination: {
to_addresses: [recipient_email]
},
content: {
simple: {
subject: {
data: "Test email subject"
I
body: {
text: {
data: "Test email body"
}
}
}
}
}

puts "Email sent from #{SENDER_EMAIL} to #{RECIPIENT_EMAIL} with message ID:

#{response.message_id}"
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end

send_email(client, SENDER_EMAIL, RECIPIENT_EMAIL)
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# This class demonstrates how to create an Amazon Simple Notification Service (SNS)
topic.
class SNSTopicCreator
# Initializes an SNS client.
#
# Utilizes the default AWS configuration for region and credentials.
def initialize
@sns_client = Aws::SNS::Client.new
end

# Attempts to create an SNS topic with the specified name.
#
# @param topic_name [String] The name of the SNS topic to create.
# @return [Boolean] true if the topic was successfully created, false otherwise.
def create_topic(topic_name)
@sns_client.create_topic(name: topic_name)
puts "The topic '#{topic_namel}' was successfully created."
true
rescue Aws::SNS::Errors::ServiceError => e
# Handles SNS service errors gracefully.
puts "Error while creating the topic named '#{topic_name}': #{e.messagel}"
false
end
end

# Example usage:

if $PROGRAM_NAME == _ FILE__
topic_name = "YourTopicName" # Replace with your topic name
sns_topic_creator = SNSTopicCreator.new

puts "Creating the topic '#{topic_name}'
unless sns_topic_creator.create_topic(topic_name)
puts "The topic was not created. Stopping program."
exit 1
end
end
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# This class demonstrates how to list subscriptions to an Amazon Simple Notification
Service (SNS) topic
class SnsSubscriptionlLister
def initialize(sns_client)
@sns_client = sns_client
@logger = Logger.new($stdout)
end

# Lists subscriptions for a given SNS topic
# @param topic_arn [String] The ARN of the SNS topic
# @return [Types::ListSubscriptionsResponse] subscriptions: The response object
def list_subscriptions(topic_arn)
@logger.info("Listing subscriptions for topic: #{topic_arn}")
subscriptions = @sns_client.list_subscriptions_by_topic(topic_arn: topic_arn)
subscriptions.subscriptions.each do |subscription]|
@logger.info("Subscription endpoint: #{subscription.endpoint}")
end
subscriptions
rescue Aws::SNS::Errors::ServiceError => e
@logger.error("Error listing subscriptions: #{e.messagel}")
raise
end
end

# Example usage:

if $PROGRAM_NAME == __ FILE__
sns_client = Aws::SNS::Client.new
topic_arn = "SNS_TOPIC_ARN" # Replace with your SNS topic ARN
lister = SnsSubscriptionLister.new(sns_client)

begin
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lister.list_subscriptions(topic_arn)
rescue StandardError => e

puts "Failed to list subscriptions: #{e.message}"
exit 1
end
end
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require "aws-sdk-sns" # v2: require

'aws-sdk'
def list_topics?(sns_client)
sns_client.topics.each do |topic|
puts topic.arn
rescue StandardError => e
puts "Error while listing the topics: #{e.message}"
end

end
def run_me

region = "REGION"

sns_client = Aws::SNS::Resource.new(region: region)

puts "Listing the topics."
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if list_topics?(sns_client)
else
puts "The bucket was not created. Stopping program."
exit 1
end
end

# Example usage:
run_me if $PROGRAM_NAME == __ FILE__

- XMIEF HE

SEHE=
« API M| HE

AWS SDK for Ruby 7HE& X} PHHME R ZSHMAIL.

= AWS SDK for Ruby API ListTopics& =& & X5t AAI2.
Publish

S 2 E oA|0ME= Publish2 AM83tE WS Eof FLIct.

SDK for Ruby

KMt 82 o5 Z &Lt GitHub. AWS ZE oA E[ZX|EE[M A o&E &2
M Ol AlSisl= S HHQIE M| Q.

# Service class for sending messages using Amazon Simple Notification Service (SNS)
class SnsMessageSender
# Initializes the SnsMessageSender with an SNS client
#
# @param sns_client [Aws::SNS::Client] The SNS client
def initialize(sns_client)
@sns_client = sns_client
@logger = Logger.new($stdout)
end

# Sends a message to a specified SNS topic

#

# @param topic_arn [String] The ARN of the SNS topic
# @param message [String] The message to send
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# @return [Boolean] true if message was successfully sent
def send_message(topic_arn, message)
@sns_client.publish(topic_arn: topic_arn, message: message)

@logger.info("Message sent successfully to #{topic_arn}.")
true

, false otherwise

rescue Aws::SNS::Errors::ServiceError => e

@logger.error("Error while sending the message
false

end
end

: #{e.messagel}")

# Example usage:
if $PROGRAM_NAME == _ FILE__

topic_arn = "SNS_TOPIC_ARN" # Should be replaced with a real topic ARN
message = "MESSAGE"

sns_client = Aws::SNS::Client.new

message_sender = SnsMessageSender.new(sns_client)

@logger.info("Sending message.")
unless message_sender.send_message(topic_arn, message)

@logger.error("Message sending failed. Stopping program.")
exit 1

end
end

« RtAM[EF HE = AWS SDK for Ruby 7HEFXF OFHLHMHE & ESHAIAIL.

- AP| M5 XE = AWS SDK for Ruby APl 2 Z 9| PublishE &t X5t &AI2.

SetTopicAttributes

CHZ ZE A0 MHE SetTopicAttributes2 AL 3ste WS Eod ELIC

SDK for Ruby

# Should be replaced with the actual message content

(® Note
Cf B2 740| 21042 GitHub. AWS ZE o &l 2|Z X|E 2|0l A FA| K2 &1 A5 U Al
et WS HAYEMR.

Amazon SNS

503


https://docs.aws.amazon.com/sdk-for-ruby/v3/developer-guide/sns-example-send-message.html
https://docs.aws.amazon.com/goto/SdkForRubyV3/sns-2010-03-31/Publish
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/sns#code-examples

AWS FH|& SDK THLRE 7H0|=

# Service class to enable an SNS resource with a specified policy
class SnsResourceEnabler
# Initializes the SnsResourceEnabler with an SNS resource client
#
# @param sns_resource [Aws::SNS::Resource] The SNS resource client
def initialize(sns_resource)
@sns_resource = sns_resource
@logger = Logger.new($stdout)
end

# Sets a policy on a specified SNS topic
#
# @param topic_arn [String] The ARN of the SNS topic
# @param resource_arn [String] The ARN of the resource to include in the policy
# @param policy_name [String] The name of the policy attribute to set
def enable_resource(topic_arn, resource_arn, policy_name)
policy = generate_policy(topic_arn, resource_arn)
topic = @sns_resource.topic(topic_azrn)

topic.set_attributes({
attribute_name: policy_name,
attribute_value: policy
1)
@logger.info("Policy #{policy_name} set successfully for topic #{topic_arn}.")
rescue Aws::SNS::Errors::ServiceError => e
@logger.error("Failed to set policy: #{e.message}")
end

private

# Generates a policy string with dynamic resource ARNs
#

# @param topic_arn [String] The ARN of the SNS topic

# @param resource_arn [String] The ARN of the resource
# @return [String] The policy as a JSON string

def generate_policy(topic_arn, resource_arn)

{
Version: "2008-10-17",
Id: "__default_policy_ID",
Statement: [{
Sid: "__default_statement_ID",

Effect: "Allow",
Principal: { "AWS": "*" },
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Action: ["SNS:Publish"],
Resource: topic_arn,
Condition: {
ArnEquals: {
"AWS:SourceArn": resource_arn

}
}
]
}.to_json

end
end
# Example usage:
if $PROGRAM_NAME == __ FILE__

topic_arn = "MY_TOPIC_ARN" # Should be replaced with a real topic ARN

resource_arn = "MY_RESOURCE_ARN" # Should be replaced with a real resource ARN

policy_name = "POLICY_NAME" # Typically, this is "Policy"

sns_resource = Aws::SNS::Resource.new
enabler = SnsResourceEnabler.new(sns_resource)

enabler.enable_resource(topic_arn, resource_arn, policy_name)

end
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require "aws-sdk-sns"
require "logger"

# Represents a service for creating subscriptions in Amazon Simple Notification
Service (SNS)
class SubscriptionService
# Initializes the SubscriptionService with an SNS client
#
# @param sns_client [Aws::SNS::Client] The SNS client
def initialize(sns_client)
@sns_client = sns_client
@logger = Logger.new($stdout)
end

# Attempts to create a subscription to a topic
#
# @param topic_arn [String] The ARN of the SNS topic
# @param protocol [String] The subscription protocol (e.g., email)
# @param endpoint [String] The endpoint that receives the notifications (email
address)
# @return [Boolean] true if subscription was successfully created, false otherwise
def create_subscription(topic_arn, protocol, endpoint)
@sns_client.subscribe(topic_arn: topic_arn, protocol: protocol, endpoint:
endpoint)
@logger.info("Subscription created successfully.")
true
rescue Aws::SNS::Errors::ServiceError => e
@logger.error("Error while creating the subscription: #{e.message}")
false
end
end

# Main execution if the script is run directly

if $PROGRAM_NAME == __ FILE__
protocol = "email"
endpoint = "EMAIL_ADDRESS" # Should be replaced with a real email address
topic_arn = "TOPIC_ARN" # Should be replaced with a real topic ARN

sns_client = Aws::SNS::Client.new
subscription_service = SubscriptionService.new(sns_client)

@logger.info("Creating the subscription.")
unless subscription_service.create_subscription(topic_arn, protocol, endpoint)
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@logger.error("Subscription creation failed. Stopping program.")
exit 1
end
end
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# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: Apache-2.0
def lambda_handler(event:, context:)

event['Records'].map { |record| process_message(record) }
end

def process_message(record)
message = record['Sns']['Message']
puts("Processing message: #{messagel}")
rescue StandardError => e
puts("Error processing message: #{el}")
raise
end
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require "aws-sdk-sqgs" # v2: require 'aws-sdk'
# Replace us-west-2 with the AWS Region you're using for Amazon SQS.
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sqs = Aws::SQS::Client.new(region: "us-west-2")

begin
queue_name = "my-queue"
queue_url = sqgs.get_queue_url(queue_name: queue_name).queue_url

receive_message_result_before = sqs.receive_message({
queue_url: queue_url,
max_number_of_messages: 10 # Receive up to 10 messages, if there are that many.

D

puts "Before attempting to change message visibility timeout: received
#{receive_message_result_before.messages.count} message(s)."

receive_message_result_before.messages.each do |message]
sqgs.change_message_visibility({
queue_url: queue_url,
receipt_handle: message.receipt_handle,
visibility_timeout: 30 # This message will not be visible for 30 seconds after
first receipt.
b

end

# Try to retrieve the original messages after setting their visibility timeout.
receive_message_result_after = sqs.receive_message({

queue_url: queue_url,

max_number_of_messages: 10

D

puts "\nAfter attempting to change message visibility timeout: received
#{receive_message_result_after.messages.count} message(s)."

rescue Aws::SQS::Errors::NonExistentQueue

puts "Cannot receive messages for a queue named '#{receive_queue_name}', as it
does not exist."
end

« APl M|& HE = AWS SDK for Ruby APl ChangeMessageVisibilityRt & & X5t AI2.
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# This code example demonstrates how to create a queue in Amazon Simple Queue
Service (Amazon SQS).

require "aws-sdk-sqgs"

# @param sqs_client [Aws::5SQS::Client] An initialized Amazon SQS client.
# @param queue_name [String] The name of the queue.

# @return [Boolean] true if the queue was created; otherwise, false.

# @example

# exit 1 unless queue_created?(

# Aws::SQS::Client.new(region: 'us-west-2'),

# 'my-queue’

#

)

def queue_created?(sqgs_client, queue_name)
sqs_client.create_queue(queue_name: queue_name)
true

rescue StandardError => e
puts "Error creating queue: #{e.message}"
false

end

# Full example call:
# Replace us-west-2 with the AWS Region you're using for Amazon SQS.
def run_me

region = "us-west-2"

queue_name = "my-queue"

sgs_client Aws::5SQS::Client.new(region: region)

puts "Creating the queue named '#{queue_name}'..."

if queue_created?(sqs_client, queue_name)
puts "Queue created."

else
puts "Queue not created."
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end
end

# Example usage:
run_me if $PROGRAM_NAME == __ FILE__
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require "aws-sdk-sqgs" # v2: require 'aws-sdk'
# Replace us-west-2 with the AWS Region you're using for Amazon SQS.
sqs = Aws::SQS::Client.new(region: "us-west-2")

sgs.delete_queue(queue_url: URL)
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require "aws-sdk-sqgs"
require "aws-sdk-sts"

# @param sqs_client [Aws::SQS::Client] An initialized Amazon SQS client.
# @example
#  list_queue_urls(Aws::SQS::Client.new(region: 'us-west-2'))
def list_queue_urls(sqgs_client)
queues = sqs_client.list_queues

queues.queue_urls.each do |url]
puts url
end
rescue StandardError => e
puts "Error listing queue URLs: #{e.message}"
end

# Lists the attributes of a queue in Amazon Simple Queue Service (Amazon SQS).
#

# @param sqs_client [Aws::5SQS::Client] An initialized Amazon SQS client.

# @param queue_url [String] The URL of the queue.

# @example

# list_queue_attributes(

# Aws::SQS::Client.new(region: 'us-west-2'),

# 'https://sqs.us-west-2.amazonaws.com/111111111111/my-queue’
# )

def list_queue_attributes(sqs_client, queue_url)
attributes = sqs_client.get_queue_attributes(
queue_url: queue_url,
attribute_names: ["All"]

attributes.attributes.each do |key, value|
puts "#{key}: #{value}"
end

rescue StandardError => e
puts "Error getting queue attributes: #{e.message}"
end

# Full example call:
# Replace us-west-2 with the AWS Region you're using for Amazon SQS.
def run_me
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region = "us-west-2"
queue_name = "my-queue"

sqs_client = Aws::SQS::Client.new(region: region)

puts "Listing available queue URLs..."
list_queue_urls(sqgs_client)

sts_client = Aws::STS::Client.new(region: region)

# For example:

# 'https://sqs.us-west-2.amazonaws.com/111111111111/my-queue’

queue_url = "https://sqs." + region + ".amazonaws.com/" +
sts_client.get_caller_identity.account + "/" + queue_name

puts "\nGetting information about queue '#{queue_name}'...
list_queue_attributes(sqs_client, queue_url)
end

« API M2 HE = AWS SDK for Ruby API ListQueues® & & TS AIL.
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require "aws-sdk-sqgs"
require "aws-sdk-sts"

# Receives messages in a queue in Amazon Simple Queue Service (Amazon SQS).
#
# @param sqgs_client [Aws::5SQS::Client] An initialized Amazon SQS client.

Amazon SQS 513


https://docs.aws.amazon.com/goto/SdkForRubyV3/sqs-2012-11-05/ListQueues
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby/example_code/sqs#code-examples

AWS FH|& SDK

JHeER 7Hol=

# @param queue_url [String] The URL of the queue.
# @param max_number_of_messages [Integer] The maximum number of messages
# to receive. This number must be 10 or less. The default is 10.
@example
receive_messages(
Aws::5SQS::Client.new(region: 'us-west-2'),
'https://sqs.us-west-2.amazonaws.com/111111111111/my-queue’,
10
)

def receive_messages(sqs_client, queue_url, max_number_of_messages = 10)

#
#
#
#
#
#

if max_number_of_messages > 10
puts "Maximum number of messages to receive must be 10 or less. " \
"Stopping program."
return
end

response = sqs_client.receive_message(
queue_url: queue_url,
max_number_of_messages: max_number_of_messages

if response.messages.count.zero?
puts "No messages to receive, or all messages have already " \
"been previously received."
return
end

response.messages.each do |message|

puts "-" * 20

puts '"Message body: #{message.body}"

puts '"Message ID: #{message.message_id}"
end

rescue StandardError => e
puts "Error receiving messages: #{e.message}"
end

# Full example call:
# Replace us-west-2 with the AWS Region you're using for Amazon SQS.
def run_me

region = "us-west-2"

queue_name = "my-queue"

max_number_of_messages = 10
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sts_client = Aws::STS::Client.new(region: region)

# For example:

# 'https://sqs.us-west-2.amazonaws.com/111111111111/my-queue’

queue_url = "https://sqs." + region + ".amazonaws.com/" +
sts_client.get_caller_identity.account + "/" + queue_name

sqs_client = Aws::SQS::Client.new(region: region)

puts "Receiving messages from queue '#{queue_name}'...

receive_messages(sqs_client, queue_url, max_number_of_messages)
end

# Example usage:
run_me if $PROGRAM_NAME == __ FILE__

« API M| HE = AWS SDK for Ruby API ReceiveMessage& =& & Z3HAAIL
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require "aws-sdk-sqgs"
require "aws-sdk-sts"

# @param sqgs_client [Aws::5QS::Client] An initialized Amazon SQS client.
# @param queue_url [String] The URL of the queue.

# @param message_body [String] The contents of the message to be sent.

# @return [Boolean] true if the message was sent; otherwise, false.

# @example
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# exit 1 unless message_sent?(
# Aws::5SQS::Client.new(region: 'us-west-2'),
# 'https://sqs.us-west-2.amazonaws.com/111111111111/my-queue’,
# 'This is my message.'
# )
def message_sent?(sqs_client, queue_url, message_body)
sqs_client.send_message(
queue_url: queue_url,
message_body: message_body
)
true
rescue StandardError => e
puts "Error sending message: #{e.message}"
false
end

# Full example call:
# Replace us-west-2 with the AWS Region you're using for Amazon SQS.
def run_me

region = "us-west-2"
queue_name = "my-queue"
message_body = "This is my message."

sts_client = Aws::STS::Client.new(region: region)

# For example:

# 'https://sqs.us-west-2.amazonaws.com/111111111111/my-queue’

queue_url = "https://sqs." + region + ".amazonaws.com/" +
sts_client.get_caller_identity.account + "/" + queue_name

sqs_client = Aws::SQS::Client.new(region: region)

puts "Sending a message to the queue named '#{queue_name}'...

if message_sent?(sqgs_client, queue_url, message_body)
puts "Message sent."
else
puts "Message not sent."
end
end

# Example usage:
run_me if $PROGRAM_NAME == __ _FILE
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require "aws-sdk-sqgs"
require "aws-sdk-sts"

@param sqs_client [Aws::SQS::Client] An initialized Amazon SQS client.
@param queue_url [String] The URL of the queue.
@param entries [Hash] The contents of the messages to be sent,
in the correct format.
@return [Boolean] true if the messages were sent; otherwise, false.
@example
exit 1 unless messages_sent?(
Aws::5SQS::Client.new(region: 'us-west-2'),
'https://sqs.us-west-2.amazonaws.com/111111111111/my-queue’,

[
{
id: 'Messagel'’,
message_body: 'This is the first message.'
},
{
id: 'Message?',
message_body: 'This is the second message.'
}
]

HOoH HF OHF OHF OH O OHF OH OH O OH OH OH O OH OH O H R R

)

def messages_sent?(sqs_client, queue_url, entries)
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sqs_client.send_message_batch(
queue_url: queue_url,
entries: entries
)
true
rescue StandardError => e
puts "Error sending messages: #{e.message}"
false
end

# Full example call:
# Replace us-west-2 with the AWS Region you're using for Amazon SQS.
def run_me

region = "us-west-2"
queue_name = "my-queue"
entries = [

{

id: "Messagel",

message_body: "This is the first message."
},
{

id: "Message2",

message_body: "This is the second message."

sts_client = Aws::STS::Client.new(region: region)

# For example:

# 'https://sqs.us-west-2.amazonaws.com/111111111111/my-queue’

queue_url = "https://sqs." + region + ".amazonaws.com/" +
sts_client.get_caller_identity.account + "/" + queue_name

sqs_client = Aws::SQS::Client.new(region: region)
puts "Sending messages to the queue named '#{queue_name}'..."

if messages_sent?(sqs_client, queue_url, entries)
puts "Messages sent."
else
puts "Messages not sent."
end
end
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# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: Apache-2.0
def lambda_handler(event:, context:)

event['Records'].each do |message]|

process_message(message)

end

puts "done"
end

def process_message(message)
begin
puts "Processed message #{message['body']}"
# TODO: Do interesting work based on the new message
rescue StandardError => err
puts "An error occurred"
raise err
end
end
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# Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: Apache-2.0
require 'json'

def lambda_handler(event:, context:)
if event
batch_item_failures = []
sqs_batch_response = {}

event["Records"].each do |record|
begin
# process message
rescue StandardError => e
batch_item_failures << {"itemIdentifier" => record['messageld']}
end
end

sqs_batch_response["batchItemFailures"] = batch_item_failures
return sqs_batch_response
end

end
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# Creates an AWS Security Token Service (AWS STS) client with specified
credentials.

# This is separated into a factory function so that it can be mocked for unit
testing.

#

# @param key_id [String] The ID of the access key used by the STS client.

# @param key_secret [String] The secret part of the access key used by the STS
client.
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def create_sts_client(key_id, key_secret)
ws::STS::Client.new(access_key_id: key_id, secret_access_key: key_secret)
end

# Gets temporary credentials that can be used to assume a role.

#

# @param role_arn [String] The ARN of the role that is assumed when these
credentials

# are used.

# @param sts_client [AWS::STS::Client] An AWS STS client.
# @return [Aws::AssumeRoleCredentials] The credentials that can be used to assume
the role.
def assume_role(role_arn, sts_client)
credentials = Aws::AssumeRoleCredentials.new(
client: sts_client,
role_arn: role_arn,
role_session_name: '"create-use-assume-role-scenario"
)
@logger.info("Assumed role '#{role_arn}', got temporary credentials.")
credentials
end
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# Retrieves the root folder for a user by email

# @param users [Array<Types::User>] A list of users selected from API response
# @param user_email [String] The email of the user.

def get_user_folder(users, user_email)

user = users.find { |user| user.email_address == user_email }
if user

user.root_folder_id
else

@logger.error "Could not get root folder for user with email address
#{user_emaill}"
exit(1l)
end
end

# Describes the contents of a folder
# @param [String] folder_id - The Id of the folder to describe.
def describe_folder_contents(folder_id)
resp = @client.describe_folder_contents({
folder_id: folder_id, # required
sort: "NAME", # accepts DATE, NAME
order: "ASCENDING", # accepts
ASCENDING, DESCENDING
1)
resp.documents.each do |doc|
md = doc.latest_version_metadata
@logger.info "Name: #{md.name}"
@logger.info "Size (bytes): #{md.size}"
@logger.info "Last modified: #{doc.modified_timestamp}"
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@logger.info "Doc ID: #{doc.id}"
@logger.info "Version ID: #{md.id}"
@logger.info ""

end

rescue Aws::WorkDocs::Errors::ServiceError => e
@logger.error "Error listing folder contents: #{e.message}"
exit(1)

end
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# Describes users within an organization
# @param [String] org_id: The ID of the org.
def describe_users(org_id)
resp = @client.describe_users({
organization_id: org_id,
include: "ALL", # accepts ALL, ACTIVE_PENDING
order: "ASCENDING", # accepts ASCENDING,
DESCENDING
sort: "USER_NAME", # accepts USER_NAME,
FULL_NAME, STORAGE_LIMIT, USER_STATUS, STORAGE_USED
1)
resp.users.each do |user|
@logger.info "First name: #{user.given_namel}"
@logger.info "Last name: #{user.surnamel}"
@logger.info "Email: #{user.email_address}"
@logger.info "Root folder: #{user.root_folder_id}"
@logger.info ""
end
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resp.users

rescue Aws::WorkDocs::Errors::ServiceError => e
@logger.error "AWS WorkDocs Service Error: #{e.message}"
exit(1)

end
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https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/compliance/shared-responsibility-model
https://aws.amazon.com/compliance/shared-responsibility-model
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https://www.ruby-lang.org/en/documentation/installation/
https://www.ruby-lang.org/en/documentation/installation/#building-from-source
https://www.openssl.org/source/
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1.76.0 O| & AL35HoF &rL|Ct.
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aws-sdk-s3 gem2 HX[t= ZTEMEO| B HT SME Ar&35101 %4 BT 1.76.00] M| E|0q
A= K| ERlFhLct.

gem install aws-sdk-s3 -v '>= 1.76.0'
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A2 aws-sdk-s3 gemQ| X4 HTE 1.76.02 2

gem 'aws-sdk-s3', '>= 1.76.0'

1. GemfileE =™ & LICI.

2. bundle update aws-sdk-s32 A™AFLICE HTE & Ql6t2d™ bundle info aws-sdk-
s32 ARELICE.
AWS FH| HT 2& SDK ¢d|0|E

FH|& AWS SDK HH 2= 20213 118 210i| & X| &2l Z=E2 TEHELICEH o] oto|go|Me &
25242 aws-sdk gem2| H{%1 2.11.562 0|42 At&3HoF & LIct.

HHE 0| M AX|
aws-sdk gem2 M|tz ZEMEO| F? FHEM HH SMS AHE5H0{ XA HT 2.11.5627F
Mx|z[0f U=X] & lFLCt.
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gem 'aws-sdk', '>= 2.11.562'

1. Gemfileg +HELICt Gemfile.lock It U0| = B T TS A X|St7HLE HOlO|ERLICH

o
£ &015l24M bundle info aws-sdk2 Al

il

A53t el 553 SEI0|HEE V2= Olo|2d|o|M

A3 BAS {5 Z2t0|HEE YO|o|ESH = ol ZE(F0lME v2 53 & 5535 F2to|A
E YHIo|EE = U&LICt OFS HAHE V10AM V22 ZEE d3Mo = nto|ado|Mst= W2

E AdO|o|ESty| Fof o] BHAIE 21 aws-sdk-s3

@ Note
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1. 7| gt ol FEIx 535 dTZ|E2 SEI0|UE M A XI’“%HOF Lch M
EncryptionV2::Client& BtE M= key_wrap_schema 2 content_encryption_schema®
CHer 2t 2 A Sstof =FLCt.
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https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/S3/EncryptionV2/Client.html#initialize-instance_method
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(AES) 7|2 AI838tE B2 0| 22 :aes_gcm 2 MX&H{ofF & LICH HICHE(RSA) 7|12 AM83lE 4
O| Zt2 :rsa_oaep_shal2Z MX3HoF gL|C}.

content_encryption_schema - O] Zt2 :aes_gcm_no_padding2 Z %3l of & L|Ct.

2. security_profile2 ZEI0|HE F4 Al X|F3ljok & LICt. A EncryptionV2::ClientE& E
E M= security_profileoi CHEl 242 XS dtoF & LIC}. security_profile Tt2tO|E{= 0T
V1 Encryption::ClientE& At&5t0o{ 2 E A E 17| {8t X3 A™ect v2 &
:v2_and_legacy2t= 5 7£0| QI&LICt 0to|2 20| M2 X|#5tE{™ security_profile2
'v2_and_legacy2 A™EfLICH :v2&= M OHE 2| 0] THE o BF AL SHAI 2.

3. AWS KMS key IDE 7|EXMo 2 MEEILICH Encryption: :ClientV10iM= EEI0|QIEE BtE
£ kms_key_id Gl AL E OIO|E{7} ol AWS KMS Decrypt call ME%|X| Et&LICH AWS KMS
HEICIOIE{0IM O] HEE 7tX{Qt CHE &t 5 & Blobdl F7HE = &LICH V2, e Neryptionv2: :Client’

ol M= kms_key_id7t &3 AWS KMS 3|5 2 &0i| ME |1 A E & 535t6t= O ALSE 719 &
175X 2f4ctEd Z2tol
x4
o

5t7{L} get_object &

5tX| fo™ s E0| AlmiEct o|Ho| TEJH £ kms_key_idE M
M Al kms_key_id: :kms_allow_decrypt_with_any_cmk& A
Al kms_allow_decrypt_with_any_cmk: trueZ A&ELICH.

of: CHE(AES) 7| Al

A orolz ol

client = Aws::S3::Encryption::Client.new(encryption_key: aes_key)
client.put_object(bucket: bucket, key: key, body: secret_data)
resp = client.get_object(bucket: bucket, key: key)

ool do|Md =

client = Aws::S3::EncryptionV2::Client.new(

encryption_key: rsa_key,

key_wrap_schema: :rsa_oaep_shal, # the key_wrap_schema must be rsa_oaep_shal for
asymmetric keys

content_encryption_schema: :aes_gcm_no_padding,

security_profile: :v2_and_legacy # to allow reading/decrypting objects encrypted by
the V1 encryption client

)
client.put_object(bucket: bucket, key: key, body: secret_data) # No changes
resp = client.get_object(bucket: bucket, key: key) # No changes
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client = Aws::S3::Encryption::Client.new(kms_key_id: kms_key_id)
client.put_object(bucket: bucket, key: key, body: secret_data)
resp = client.get_object(bucket: bucket, key: key)

oto|zzciolsd =

client = Aws::S3::EncryptionV2::Client.new(
kms_key_id: kms_key_id,
key_wrap_schema: :kms_context, # the key_wrap_schema must be kms_context for KMS keys
content_encryption_schema: :aes_gcm_no_padding,
security_profile: :v2_and_legacy # to allow reading/decrypting objects encrypted by
the V1 encryption client
)
client.put_object(bucket: bucket, key: key, body: secret_data) # No changes
resp = client.get_object(bucket: bucket, key: key) # No change

of: kms_key_id 810| A& 37| AWS KMS

A orolz ol

client = Aws::S3::Encryption::Client.new(kms_key_id: kms_key_id)
client.put_object(bucket: bucket, key: key, body: secret_data)
resp = client.get_object(bucket: bucket, key: key)

glo|aslold =

client = Aws::S3::EncryptionV2::Client.new(
kms_key_id: kms_key_id,
key_wrap_schema: :kms_context, # the key_wrap_schema must be kms_context for KMS keys
content_encryption_schema: :aes_gcm_no_padding,
security_profile: :v2_and_legacy # to allow reading/decrypting objects encrypted by
the V1 encryption client
)
client.put_object(bucket: bucket, key: key, body: secret_data) # No changes
resp = client.get_object(bucket: bucket, key: key, kms_allow_decrypt_with_any_cmk:
true) # To allow decrypting with any cmk
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client = Aws::S3::EncryptionV2::Client.new(

kms_key_id: :kms_allow_decrypt_with_any_cmk, # set kms_key_id to allow all get_object
requests to use any cmk

key_wrap_schema: :kms_context, # the key_wrap_schema must be kms_context for KMS keys
content_encryption_schema: :aes_gcm_no_padding,

security_profile: :v2_and_legacy # to allow reading/decrypting objects encrypted by
the V1 encryption client

)
resp = client.get_object(bucket: bucket, key: key) # No change
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https://docs.aws.amazon.com/sdk-for-ruby/v3/developer-guide/aws-sdk-ruby-dg.rss
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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