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AWSTemplateFormatVersion: '2010-09-09'
Description: 'Template for AWS Security Incident Response containment roles'

Resources:
AwWSSecurityIncidentResponseContainment:

Type: 'AWS::IAM::Role'

Properties:
RoleName: AWSSecurityIncidentResponseContainment
AssumeRolePolicyDocument:

{
'Version': '2012-10-17"',
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'Statement':
[
{
'Effect': 'Allow’,
'"Principal': { 'Service': 'containment.security-ir.amazonaws.com' },
'"Action': 'sts:AssumeRole',

'Condition': { 'StringEquals': { 'sts:Externalld': !Sub
"${AWS: :AccountId}' } },

},
{
'Effect': 'Allow',
'"Principal': { 'Service': 'containment.security-ir.amazonaws.com' },
'"Action': 'sts:TagSession',
1,
1,
}
Policies:
- PolicyName: AWSSecurityIncidentResponseContainmentPolicy
PolicyDocument:
{
'Version': '2012-10-17"',
'Statement’:
[
{

'Effect': 'Allow’',
'Action': ['ssm:StartAutomationExecution'],
'Resource’:
[
1Sub 'arn:${AWS::Partition}:ssm:*:*:automation-definition/
AWSSupport-ContainEC2Instance:$DEFAULT',
1Sub 'arn:${AWS::Partition}:ssm:*:*:automation-definition/
AWSSupport-ContainS3Resource: $DEFAULT',
1Sub 'arn:${AWS::Partition}:ssm:*:*:automation-definition/
AWSSupport-ContainIAMPrincipal:$DEFAULT',
1,
.

{
'Effect': 'Allow’',

'Action':
['ssm:DescribeInstanceInformation', 'ssm:GetAutomationExecution',
'ssm:ListCommandInvocations'],
'Resource': '*',
},
{
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'Effect': 'Allow',

'"Action': ['iam:PassRole'],

'Resource': !GetAtt
AWSSecurityIncidentResponseContainmentExecution.Azn,

'Condition': { 'StringEquals': { 'iam:PassedToService':
'ssm.amazonaws.com' } },

},
1,

}

AWSSecurityIncidentResponseContainmentExecution:
Type: 'AWS::IAM::Role'
Properties:
RoleName: AWSSecurityIncidentResponseContainmentExecution
AssumeRolePolicyDocument:

{
'Version': '2012-10-17',
'Statement':
[{ 'Effect': 'Allow', 'Principal': { 'Service': 'ssm.amazonaws.com' },
'"Action': 'sts:AssumeRole' 1}],
}
ManagedPolicyArns:
- !Sub arn:${AWS::Partition}:iam::aws:policy/SecurityAudit
Policies:

- PolicyName: AWSSecurityIncidentResponseContainmentExecutionPolicy

PolicyDocument:
{
'Version': '2012-10-17"',
'Statement':
[
{

'Sid': 'AllowIAMContainment',
'Effect': 'Allow’',
'Action':

[
iam:AttachRolePolicy',
'iam:AttachUserPolicy’,
jam:DeactivateMFADevice',
iam:DeletelLoginProfile’,
iam:DeleteRolePolicy',
'iam:DeleteUserPolicy’,
iam:GetLoginProfile',
iam:GetPolicy',
iam:GetRole',
'iam:GetRolePolicy',
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iam:GetUser',
'iam:GetUserPolicy',
'iam:ListAccessKeys',
iam:ListAttachedRolePolicies',
jam:ListAttachedUserPolicies’',
'iam:ListMfaDevices',

jam:ListPolicies’',
iam:ListRolePolicies',
jam:ListUserPolicies’,
'iam:ListVirtualMFADevices',
'iam:PutRolePolicy’',
iam:PutUserPolicy’,
iam:TagMFADevice',
iam:TagPolicy',
iam:TagRole"',
iam:TagUser',
iam:UntagMFADevice',
'iam:UntagPolicy’,
'iam:UntagRole"',
iam:UntagUser',
iam:UpdateAccessKey',

'identitystore:CreateGroupMembership’,
'identitystore:DeleteGroupMembership’,

'identitystore:IsMemberInGroups',
'identitystore:ListUsers'’,
'identitystore:ListGroups',

'identitystore:ListGroupMemberships',

1,

'Resource': '*',

'Sid': 'AllowOrglListAccounts',
'Effect': 'Allow',

"Action': 'organizations:ListAccounts',
'Resource': '*',

'Sid': 'AllowSSOContainment',
'Effect': 'Allow’',
'Action':
[
'sso:CreateAccountAssignment’,
'sso:DeleteAccountAssignment’,

'sso:DeleteInlinePolicyFromPermissionSet’,
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]I

'sso:

'sso:

Sso:
'sso:
Sso:

Sso:
'sso:
Sso:

GetInlinePolicyForPermissionSet"',
ListAccountAssignments',

ListInstances',

ListPermissionSets',
ListPermissionSetsProvisionedToAccount',
PutInlinePolicyToPermissionSet',
TagResource',

UntagResource',

'Resource': '*',

'Sid':
'Effect':
'Action':

directory:DescribeUser'],
'Resource': '*',

iy
{

'Sid':
'Effect':
'Action':

L

]I

's3:
's3:
's3:
's3:
's3:
's3:
's3:
's3:
's3:
's3:
's3:
's3:
's3:
's3:

'AllowSSORead’',

'Allow’,
['sso-directory:SearchUsers', 'sso-

'AllowS3Read’,

'Allow’,

GetAccountPublicAccessBlock',
GetBucketAcl',
GetBucketLocation',
GetBucketOwnershipControls',
GetBucketPolicy',
GetBucketPolicyStatus',
GetBucketPublicAccessBlock',
GetBucketTagging',
GetEncryptionConfiguration',
GetObject',

GetObjectAcl',
GetObjectTagging',
GetReplicationConfiguration’,
ListBucket',

's3express:GetBucketPolicy',

'Resource': '*',

}I
{

'Sid':
'Effect':

'AllowS3Write',

'Allow',
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'Action':
[

's3:CreateBucket’,
's3:DeleteBucketPolicy’',
's3:DeleteObjectTagging’,
's3:PutAccountPublicAccessBlock’,
's3:PutBucketACL',
's3:PutBucketOwnershipControls"',
's3:PutBucketPolicy',
's3:PutBucketPublicAccessBlock',
's3:PutBucketTagging',
's3:PutBucketVersioning',
's3:PutObject’,
's3:PutObjectAcl’,
's3express:CreateSession’,
's3express:DeleteBucketPolicy’,
's3express:PutBucketPolicy"',

1,

'Resource': '*',

'Sid': 'AllowAutoScalingWrite',
'Effect': 'Allow’',
"Action':
[
'autoscaling:CreateOrUpdateTags',
'autoscaling:DeleteTags',
'autoscaling:DescribeAutoScalingGroups',

'autoscaling:DescribeAutoScalingInstances'’,

'autoscaling:DescribeTags',

'autoscaling:EnterStandby’,

'autoscaling:ExitStandby',

'autoscaling:UpdateAutoScalingGroup',
1,

'Resource': '*',

'Sid': 'AllowEC2Containment',
'Effect': 'Allow’',
"Action':
[
'ec2:AuthorizeSecurityGroupEgress',
'ec2:AuthorizeSecurityGroupIngress',
'ec2:CopyImage’,
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ec2:Createlmage’,

'ec2:CreateSecurityGroup’',

ec2:CreateSnapshot’,
'ec2:CreateTags’',
'ec2:DeleteTags',
'ec2:DescribelImages’,

'ec2:Describelnstances’,
ec2:DescribeSecurityGroups’,
'ec2:DescribeSnapshots’',

ec2:DescribeTags',

ec2:DeleteSecurityGroup"',

'ec2:ModifyNetworkInterfaceAttribute',

1,

'Resource': '*',

'Sid': 'AllowKMSActions',
'Effect': 'Allow’',
'Action':
[
'kms:CreateGrant',
'kms:DescribeKey',

ec2:RevokeSecurityGroupEgress',

'kms:GenerateDataKeyWithoutPlaintext',

'kms:ReEncryptFrom',
'kms:ReEncryptTo',
1,

'Resource': '*',

'Sid':
'Effect':
'Action':

'AllowSSMActions',
'Allow’,

'Resource': '*',

1,
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"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAQQ000000000000000:user",
"arn": "arn:aws:sts::123412341234:assumed-role/Admin/user"”,
"accountId": "123412341234",
"accessKeyId": "*x**",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAQ0000000000000000",
"arn": "arn:aws:iam::123412341234:ro0le/Admin",
"accountId": "123412341234",
"userName": "Admin"
},
"attributes": {
"creationDate": "2024-10-13T06:32:537",
"mfaAuthenticated": "false"

}
}
1,
"eventTime": "2024-10-13T06:40:457",
"eventSource": "security-ir.amazonaws.com",
"eventName": "CreateCase",
"awsRegion": "us-east-1",

"sourceIPAddress": "1.2.3.4",

"userAgent": "aws-cli/2.17.23 md/awscrt#0.20.11 ua/2.0 os/macos#23.6.0 md/
arch#x86_64 lang/python#3.11.9 md/pyimpl#CPython cfg/retry-mode#standard md/
installer#exe md/prompt#off md/command#security-ir.create-case",

"requestParameters": {

"impactedServices": [

"Amazon GuardDuty"
1,
"impactedAccounts": [],
"clientToken": "testTokenl12345679",
"resolverType": "Self",
"description": "***",
"engagementType": "Investigation",
"watchers": [

{
"email": ||***||'
||name||: ||***||’
"jobTitle": "x**"
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}
1,
"membershipId": "m-rlabcdabcd",
"title": M"xEEM,
"impactedAwsRegions": [

{

"region": "ap-southeast-1"

}

1,

"reportedIncidentStartDate": 1711553521,
"threatActorIpAddresses": [
{
"ipAddress'": "***",
"userAgent": "browser"

},
"responseElements": {
"caseld": "0000000001"
I
"requestID": "2db4b08d-94a9-457a-9474-5892e6c8191f",
"eventID": "b3fa3990-db82-43be-b120-c81262cc2f19",
"readOnly": false,
"resources": [

{

"accountId": "123412341234",

"type": "AWS::SecurityResponder::Case",

"ARN": "arn:aws:security-ir:us-east-1:123412341234
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123412341234",

:case/*"

"eventCategory": "Management"
}
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https://docs.aws.amazon.com/organizations/latest/userguide/enable-aws-service-access.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
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https://docs.aws.amazon.com/organizations/latest/APIReference/API_EnableAWSServiceAccess.html

B8t HEH2 2 045t24™ H 2l AWS Identity and Access Management (IAM) E&oi CHS B2 X
ot

"Sid": "PermissionsForSIRAdmin",

"Effect": "Allow",

"Action": [
"security-ir:CreateMembership",
"security-ir:UpdateMembership",
"organizations:EnableAWSServiceAccess",
"organizations:RegisterDelegatedAdministrator",
"organizations:ListDelegatedAdministrators",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeOrganizationalUnit",
"organizations:DescribeAccount",
"organizations:DescribeOrganization",
"organizations:ListAccounts"

1,

"Resource": "*"

AWS Organizations Z 2| ¢E 22t CIANEHE T8 HEIRt AH2 2 X|'dst2{H A ™ol 2t= 1AM
A EQELICtCreateServicelLinkedRole. O 242 AIE5tH 22|E ?I5H AWS 2ot CIA|H
E SE2 X7|3He £ &LIc Lt e FIHE TIgst7| Hof ol A AWS 20 QIAEE CHE22
ME35H7] {ft 124 AtE 2 HE AFE AWS Organizations& A E & LIC}.
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{

"Sid": "PermissionsToEnablesir"

"Effect": "Allow",

"Action": [

"iam:CreateServicelLinkedRole"

1,

"Resource": "arn:aws:iam::111122223333:role/aws-service-role/security-
ir.amazonaws.com/AWSServiceRoleForAmazonsir",

"Condition": {

"StringlLike": {

"iam:AWSServiceName": "security-ir.amazonaws.com"
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"customerAccountId": "stringstring",
"membershipName": "stringstring",
"customerType": "Standalone",
"organizationMetadata": {
"organizationId": "string",
"managementAccountId": "stringstring",
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"delegatedAdministrators": [
"stringstring"
]
.
"membershipAccountsConfigurations": {
"autoEnableAllAccounts": true,
"organizationalUnits": [

"string"
]
1,
"incidentResponseTeam": [
{
"name": "string",
"jobTitle": "stringstring",
"email": "stringstring"
}
1,
"internalIdentifier": "string",
"membershipId": "stringstring",
"optInFeatures": [
{
"featureName": "RuleForwarding",
"isEnabled": true
}
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_remove.html
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https://docs.aws.amazon.com/security-ir/latest/userguide/identity-and-access-management.html
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https://docs.aws.amazon.com/vpn/latest/s2svpn/VPC_VPN.html
https://docs.aws.amazon.com/vpn/latest/s2svpn/VPC_VPN.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints.html
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"Statement": [

{

"Sid": "ViewOwnUserInfo",
"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:AwS:iam::*:user/${AWS:usernamel}"]
},

{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
iam:ListPolicies",
iam:ListUsers"

15

"Resource": "*"

}

]

}
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https://aws.amazon.com/security/penetration-testing/
https://aws.amazon.com/security/penetration-testing/
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https://aws.amazon.com/security-hub/
https://nvlpubs.nist.gov/nistpubs/legacy/sp/nistspecialpublication800-86.pdf
https://nvlpubs.nist.gov/nistpubs/legacy/sp/nistspecialpublication800-86.pdf
https://aws.amazon.com/blogs/security/forensic-investigation-environment-strategies-in-the-aws-cloud/
https://aws.amazon.com/blogs/security/forensic-investigation-environment-strategies-in-the-aws-cloud/
https://docs.aws.amazon.com/prescriptive-guidance/latest/backup-recovery/services.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/backup-recovery/services.html
https://aws.amazon.com/blogs/security/use-backups-to-recover-from-security-incidents/
https://aws.amazon.com/blogs/security/use-backups-to-recover-from-security-incidents/
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https://aws.amazon.com/blogs/security/top-10-security-best-practices-for-securing-backups-in-aws/
https://aws.amazon.com/blogs/security/top-10-security-best-practices-for-securing-backups-in-aws/
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https://aws.amazon.com/guardduty/
https://aws.amazon.com/security-hub/
https://aws.amazon.com/macie/
https://aws.amazon.com/inspector/
https://aws.amazon.com/config/
https://aws.amazon.com/config/
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/vpc/latest/network-access-analyzer/what-is-vaa.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/monitor_estimated_charges_with_cloudwatch.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/monitor_estimated_charges_with_cloudwatch.html
https://aws.amazon.com/security/partner-solutions/
https://aws.amazon.com/security/partner-solutions/
https://aws.amazon.com/marketplace/solutions/security
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/add-bucket-policy.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_identifiers.html

AWS EOoF QIAEHE CHE AHS AT M

ZotHIR). IAM LAl K12 EHE YEEo 2 1AM Aol M AFSEIH 20| MEtHol= 2 mA 5

L BAMOZ #AY LT GALICH YA O XHZ B B2 Mol YA ot K2 B 2

AT Hot O|HIETL walsHe ZD 7I1E YAl O 17 5O K5 Mete WO B £ s
=]

Ct. o] =42 i IAM MH|IAE AF835104 AWS Management Console 2t2 & = Q& LIt
A BHS IAM AL R AL 22 & 4+ UXRITHIAMIE O] ot H),0| 22 M= AIHHE= LH IAM A
b |

EXte| Al Eot A ZHE Fae = JUe SM0| gi&LICH AWS Management Console. &IA| &

ot Xt3 ZBHS Mget MEHO| el AFSAITE ALE AL IAM HAHA F|1E & AIF7|= 22t O[HE 9|

B CHE F 7t S E AS5t04 YA 2ot XtE BHEZ F4E = JU&LICH

- HOtEZ U3 AZHE 7|ESE HMAE XEHSHE Q2o HAZ IAM AL XHoi| Al A g LCt
(REAM[EH LI 2 YAl 2ot Xt SHol| CHet Mt HI 3t §3 AlZt o|Tof| &= & Al 2ot
A2d S| Cigt HMA HE B & X). hitps://docs.aws.amazon.com/IAM/latest/UserGuide/

OH
id_credentials_temp_control-access_disable-perms.html

- EHE ANA TIE AREIAM AISKIE AMELICH TR E B AFSKHE CHAl MM
- AWS WAF - H&H0| Qi A2 RITH AR St %% 7|HollE sQL & & wxt AlO|E A3 BIE

(XSS)0| I-E| Ox-ljl_|. 7E|'|_ I|:||-7<-Io| o -| |.|.\T. EH o| iol‘E ||:|. E

2| 22 ME35tod o|EEt 7|'HE M85t EclE T LRIAIZ|D HESHES FEE AWS WAF ==

A& LT

Ct= Clolo{aoiME QAAHE IS |
X7} Amazon S3 HHZ!of| HAM|ASHK| 2

ol 0"I

A7 HM A 71§ wAsHHLE IAM 1745+04 IAM Al

SR
HES she 7l L AMA Xl o8 B 4 2Lt

Bl AWS Cloud T '
' 1AM User

:@ -'ﬂ Rotate Access Keys
' Long Term Security Credentials .

< .
53 bucket v ; / Responder

! x : Remove |AM Policy
| ! [ Permissions

| |AM Policy

71 & AMA x| oA

EZET 7% December 1, 2024 119


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_identifiers.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_revoke-sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_control-access_disable-perms.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_control-access_disable-perms.html
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https://aws.amazon.com/premiumsupport/technology/trusted-advisor/
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https://aws.amazon.com/security/
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https://aws.amazon.com/solutions/implementations/automated-forensics-orchestrator-for-amazon-ec2/
https://aws.amazon.com/blogs/security/how-to-automate-forensic-disk-collection-in-aws/
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https://docs.aws.amazon.com/security-ir/latest/userguide/aws-managed-policies.html#managed-policy-updates
https://docs.aws.amazon.com/security-ir/latest/userguide/aws-managed-policies.html#managed-policy-updates
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