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Administrators
m Create and share product portfolios to their end users

Obtain / author products Organize portfolios Manage product portfolios Distribute portfolios using

, Maintain catalog
in JSON or YAML / with constraints / account IDs or organizations

Catalog 8 Add, delete, or deprecate products and versions
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TagOption Library
Use the TagOption Library to ensure
consistent taxonomy and tagging of
|provisioned resources.

End User

Can discover, self-service provision, and

maintain the life-cycle of their provisioned products.

Provide parameter inputs
and launch products

Manage product

Discover products life-cycle

Select product and version
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: [E= T
: |o— o— 3 /\O

== [ ] I l
rroduetx ot Version1  Version 2 DDDDD DDDDD (@

e.g. LAMP Stack, data analysis stack
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https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",

"Principal": {

"Service": "servicecatalog.amazonaws.com"
1,
"Action": "lambda:InvokeFunction",
"Resource": "arn:aws:lambda:us-

east-1l:account_id:function:ServiceCatalogTerraformOSParameterParser",
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"Condition": {
"StringlLike": {
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"Statement": [
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"Effect": "Allow",
"Principal": {
"Service": "servicecatalog.amazonaws.com"
.
"Action": "sqgs:SendMessage",
"Resource": [
"arn:aws:sqs:us-
east-1:account_id:ServiceCatalogTerraformOSProvisionOperationQueue"
]
.
{

"Sid": "Enable AWS Service Catalog encryption/decryption permissions when
sending message to queue",

"Effect": "Allow",
"Principal": {
"Service": "servicecatalog.amazonaws.com"

},

"Action": [
"kms:DescribeKey",
"kms:Decrypt",
"kms:ReEncrypt",
"kms:GenerateDataKey"

1,

"Resource": "arn:aws:kms:us-east-1l:account_id:key/key_id"
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"Version": "2008-10-17",
"Statement": [
{

"Sid": "Enable AWS Service Catalog to send messages to the queue",
"Effect": "Allow",
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"Principal": {

"Service": "servicecatalog.amazonaws.com"

1,
"Action": "sqgs:SendMessage",
"Resource": [

"arn:aws:sqs:us-

east-1l:account_id:ServiceCatalogTerraformOSProvisionOperationQueue"
1,
"Condition": {
"StringlLike": {

"aws:SourceAccount": ["000000000000", "111111111111"]

}
1,
{
"Sid": "Enable AWS Service Catalog encryption/decryption permissions when
sending message to queue",
"Effect": "Allow",
"Principal": {
"Service": "servicecatalog.amazonaws.com"
1,
"Action": [
"kms:DescribeKey",
"kms:Decrypt",
"kms:ReEncrypt",
"kms:GenerateDataKey"

]I

"Resource": "arn:aws:kms:us-east-1l:account_id:key/key_id"
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awsdocs.s3.amazonaws.com/servicecatalog/development-environment.template 0l A AFE & = Q&
L|CH.

ZEL Rl

{
"AWSTemplateFormatVersion" : "2010-09-09",
"Description" : "AWS Service Catalog sample template. Creates an Amazon EC2 instance
running the Amazon Linux AMI. The AMI is chosen based on the
region
in which the stack is run. This example creates an EC2 security
group for the instance to give you SSH access. **WARNING** This
template creates an Amazon EC2 instance. You will be billed for
the

AWS resources used if you create a stack from this template.",
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"Parameters" : {
"KeyName": {
"Description" : "Name of an existing EC2 key pair for SSH access to the EC2

instance.",
"Type": "AWS::EC2::KeyPair::KeyName"

I
"InstanceType" : {
"Description" : "EC2 instance type.",
"Type" : "String",
"Default" : "t2.micro",
"AllowedValues" : [ "t2.micro", "t2.small", "t2.medium", "m3.medium",

"m3.large",
"m3.xlarge", "m3.2xlarge" ]

}I

"SSHLocation" : {

"Description" : "The IP address range that can SSH to the EC2 instance.",
"Type": "String",
"MinLength": "9",
"MaxLength": "18",
"Default": "0.0.0.0/0",
"AllowedPattern”: "(\\d{1,3})\\.(\\d{1,33)\\.(\\d{1,33)\\.(\\d{1,3})/(\\d{1,2})",
"ConstraintDescription": "Must be a valid IP CIDR range of the form x.x.x.x/x."

}

1,

"Metadata" : {
"AWS: :CloudFormation::Interface" : {

"ParameterGroups" : [{
"Label" : {"default": "Instance configuration"},
"Parameters" : ["InstanceType"]

1A
"Label" : {"default": "Security configuration"},
"Parameters" : ["KeyName", "SSHLocation"]

1,

"ParameterlLabels" : {
"InstanceType": {"default": "Server size:"},

"KeyName": {"default": "Key pair:"},
"SSHLocation": {"default": "CIDR range:"}

}I

124 RESI CIREE 21



AWS Service Catalog 22Xt etLiA

"Mappings" : {
"AWSRegionArch2AMI" : {

"us-east-1" { "HVM64" : "ami-08842d60" 1},
"us-west-2" { "HvVM64" : "ami-8786c6b7" },
"us-west-1" { "HVM64" : "ami-cfa8al8a" },
"eu-west-1" { "HVM64" : "ami-748e2903" },
"ap-southeast-1" { "HVM64" : "ami-d6elc584" },
"ap-northeast-1" { "HVM64" : "ami-35072834" 1},
"ap-southeast-2" { "HVM64" : "ami-fd4724c7" },
"sa-east-1" { "HvVM64" : "ami-956cc688" 1},
"cn-north-1" { "HVM64" : "ami-ac57c595" },
"eu-central-1" { "HVM64" : "ami-b43503a9" }
}
},
"Resources" : {
"EC2Instance" : {
"Type" : "AWS::EC2::Instance",
"Properties" : {
"InstanceType" : { "Ref" : "InstanceType" },
"SecurityGroups" : [ { "Ref" : "InstanceSecurityGroup" } 1,
"KeyName" : { "Ref" : "KeyName" },

"ImageId" : { "Fn::FindInMap" : [ "AWSRegionArch2AMI", { "Ref"
"AWS::Region" }, "HVM64" ] }

}
},
"InstanceSecurityGroup" : {
"Type" : "AWS::EC2::SecurityGroup",
"Properties" : {
"GroupDescription" : "Enable SSH access via port 22",
"SecurityGroupIngress" : [ {
"IpProtocol" : "tcp",
"FromPort" : "22",
"ToPort" : "22",
"CidrIp" : { "Ref" : "SSHLocation"}
11
}
}
},

"Outputs" : {
"PublicDNSName" : {
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"Description" : "Public DNS name of the new EC2 instance",
"Value" : { "Fn::GetAtt" : [ "EC2Instance", "PublicDnsName" ] }

},

"PublicIPAddress" : {
"Description" : "Public IP address of the new EC2 instance",
"Value" : { "Fn::GetAtt" : [ "EC2Instance", "PublicIp" ] }

}

}
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{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:DescribeStackEvents",
"cloudformation:DescribeStacks",
"cloudformation:GetTemplateSummary",
"cloudformation:SetStackPolicy",
"cloudformation:ValidateTemplate",
"cloudformation:UpdateStack",
"ec2:*",

"servicecatalog:*",
"sns:*"
1,
"Resource": "*"
},
{
"Effect":"Allow",
"Action":[
"s3:GetObject"
1,
"Resource":"*",
"Condition":{
"StringEquals":{
"s3:ExistingObjectTag/servicecatalog:provisioning":"true"
}
}
}
]
}
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type = string
}
provider
}
resource "aws_s3_bucket" "bucket" {
bucket = var.bucket_name
}

output regional_domain_name {

aws" {

value = aws_s3_bucket.bucket.bucket_regional_domain_name

}
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditorQ",
"Effect": "Allow",
"Action": "s3:GetObject",
"Resource": "*",
"Condition": {
"StringEquals": {
"s3:ExistingObjectTag/servicecatalog:provisioning": "true"
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}
I
{

"Action": [

"s3:CreateBucket*",
"s3:DeleteBucket*",
"s3:Get*",
"s3:List*",
"s3:PutBucketTagging"

1,

"Resource": "arn:aws:s3:::*",

"Effect": "Allow"

},
{

"Action": [
"resource-groups:CreateGroup",
"resource-groups:ListGroupResources",
"resource-groups:DeleteGroup",
"resource-groups:Tag"

1,

"Resource": "*",

"Effect": "Allow"

},
{

"Action": [

"tag:GetResources",
"tag:GetTagKeys",
"tag:GetTagValues",
"tag:TagResources",
"tag:UntagResources"

1,

"Resource": "*",

"Effect": "Allow"

}
]
}

3. a CtZ, EiOE MEHELICH

b. CtZ, AEE ME4FLICE

c. MM AE H0|X|0iM 0|8 S3ResourceCreationAndArtifactAccessPolicyS /=248t

L|CH.
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5. AEE =+ U AEHE[ MEHoM MAEX XIE AZE] XS ME{Et = CFS JSON S UL

"Version": "2012-10-17",
"Statement": [

{
"Sid": "GivePermissionsToServiceCatalog",
"Effect": "Allow",
"Principal": {
"Service": "servicecatalog.amazonaws.com"
I
"Action": "sts:AssumeRole"
I
{

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::account_id:root"
1,
"Action": "sts:AssumeRole",
"Condition": {
"StringLike": {
"aws:PrincipalArn": [
"arn:aws:iam::accounti_id:role/TerraformEngine/
TerraformExecutionRole*",
"arn:aws:iam::accounti_id:role/TerraformEngine/
ServiceCatalogExternalParameterParserRole*",
"arn:aws:iam::accounti_id:role/TerraformEngine/
ServiceCatalogTerraformOSParameterParserRole*"

]
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}
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"Sid": "CodeStarAccess",

"Effect": "Allow",
"Action": [

"codestar-connections:
"codestar-connections:
"codestar-connections:
"codestar-connections:
"codestar-connections:
"codestar-connections:
"codestar-connections:
"codestar-connections:
"codestar-connections:

UseConnection",
PassConnection",
CreateConnection",
DeleteConnection",
GetConnection",
ListConnections",

ListInstallationTargets",

GetInstallationUrl",
StartOAuthHandshake",
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"codestar-connections:UpdateConnectionInstallation",

"codestar-connections:GetIndividualAccessToken"

1,

"Resource": "arn:aws:codestar-connections:*:*:connection/*"
},

{
"Sid": "CreateSLR",

"Effect": "Allow",

"Action": "iam:CreateServicelinkedRole",

"Resource": "arn:aws:iam::*:role/aws-service-role/
sync.servicecatalog.amazonaws.com/AWSServiceRoleForServiceCatalogArtifactSync",

"Condition": {

"StringlLike": {

"iam:AWSServiceName": "sync.servicecatalog.amazonaws.com"
}
}
}
]
}
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5. MIZ=ME Mg deigrc

Git 8713t A& odq 74 BHEE{H

1. AWS Service Catalog 2& 2IF EM m'doi| M x| F S5S MEE CHF 042 git 22| XMF &Y
2 MEighLCE

2. YUHHX|E ME HEE =dgLCt

3. QB 2|lEZX|E2| M5 ME oM AWS CodeStar 9122 MELS CI2 SB|ZX|EE|Q ERX|E K|H
groict.

4.

M&E =7t Zold HEER ot S=ot XME ol S U™ELICH M 85 FI7HE MBSt D te
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CHz MES 7% 7t
=
=

1. AWS Service Catalog 2& 2% EM mj'doi M A E S5S MEe CIF F XMELo ME HAZE
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3. AAM |5 HO|X|ofl A 7| AWS CodeStar HZS ME3t g 2l X2, 27| W &
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B3 1t Z2E KIWHLIC

4. CHEE MBI
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Git 5713t MF 428 27|

AWS Service Catalog &, APIE AE3HLE Z|ZX|EC| A ME HEE E= AWS CLI Ol AFHE E
£ QlaLich "HZ2! ot oi ¢4Z2E! AWS Service Catalog ME 2| Z< OFX|2 57|31 AEHOIM 2|Z K]
EC|dZ Y HEES0| MED otX|H o2 ST(SHE Alztol CHEt MEE HME = A&l

02

(® Note
MNE &0 22X E2 BE2 0tX|2 S7|5 HEHE & = U&LICH 22X EE HE H
HE 2e{™H A&XIof| A CodeConnections API0| CHEH IAM T48H0| QJ0{oF §LICt 0|24t IAM

TEtol 2t HAo chft AHMIE L2 B E 3! 1t odl AWS Service Catalog ME2 S713t
StE Ol st Met2 &AESAAL.

E AI835tod 42 A BIZ X |EZ| ME HEE E2{H AWS Management Console

2 =
3. MZE HoOIX|oM ME 22 HE HE MMHo=Z 0|S#LICH
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ol AWS CLICHS BHEE AgfLict
$ aws servicecatalog describe-product-as-admin
$ aws servicecatalog describe-provisioning-artifact

$ aws servicecatalog search-product-as-admin
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$ aws servicecatalog list-provisioning-artifacts
Git 5713t M& 212 YHI0|E
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$ aws servicecatalog update-product® $ aws servicecatalog update-
provisioning-artifact @& AWS CLI A&t35t04
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CodeConnections APl EE&= AWS CLIOIA $ aws codestar-connections delete-
connection WY S Al&SHL|CT

Terraform MZ £ GitHub E{Z2}0|= EE &= Bitbucketl] EHEZ2! ntof S7|8t65t= S
GitHub
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3. B g =tolst ot

M BlaaTt gl MBS 9 HAE MXtol AXE Ystol AXsiEis MBS Hol
ATME MEfEfLICH
2 2| AATL Qe MEo| AR0lE 45HH IS TIEELICH
4. F= AK KoM MZO| RE BEd g|AAT EAIE 94 E|o|2S HESLICH AWS Service
Cataloge MZE ArA|E M 0|28t BlAA0| H4ZE Zop{D A|ZgHLct
5. EIAE AMXlo] AMK|E Q245104 K|E AKIE ot 2| AAE 25 NHE ZdQIXK| &elstLct.
o474 SiM| L ALK S MEHEHLICH
AWS Service Catalog7t ZE XZ Z|AAO XS B 4 = AL KMES M EX| eb&LcH |
Z A7 Bolls ATjE 17 sixl AlE 49t 7 Almjol Ch#t Ho| EAIEILICH RIE AR A 2laa
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44 Sl Ao EXNE s ZAste wedol CH XEMEH LI 2 olglel MEF AKX Al Almfst 2|lAA A4
A S MM R =M.

=X

« AWS CLIE Al835l0o{ A& AK|5H7]

« NE AKX Al 2lAA A A A 22Xl sHESH|

AWS CLIE AtE35t0d ME AFAI5H7]

AWS Service CatalogE AFE 3t AWS Command Line Interface(AWS CLI)E AF835t0{ ZEZE|20
MAEE AANE & UE&LICH AWS CLIR(E) HHE Mo| HHE AF835101 AWS MHIAS &35 & &

&£ Qe QE AA TFRILICEH AWS Service Catalog ZA| AHA| & 4~0ll= AFHF AL S B O|L
AJBIEE BE57| 2/8 AWS CLIMM e = Qe HE 7H7[21 AWS CLI EEo| 2Lt
A =

- AWS CLIE Mx|st e LICH REMIEH LI 2 AWS CLIS| Z|[ & {7 MR = UO0|E & 74

728 & ESIMHL. A AWS CLI {71 1.11.24 EE= 2.0.02 AFESELICH

« NZE CcLI 22! ArX|of= bash 38 E{O|E1 JQ HHZE JSON T2 AM|AM7} ZstL|ct HHEE
JSON Z 2 M|A MDx|oi CHEF AtMEH LIS 2 jq CHREE AME HZEtA L.

« Disassociation API &8 2z X2t AWS CLI a2 MAISIHd Erel HBdo 2 X|E S A

Mg + A&Lch.

MES S3Ho R AA|otEdH HA XMBa e ZE 2|AA0| HAZAS Zofof FLIcE ME 2|4
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>

Z2 MXE i CLI force-delete-product HalS AF83H Disassociate API
DeleteProduct APIE RIEHStE 2E ElAAS| IAS B2 = USLICH O|FEA 5t
1€ <?lsll H ol 3£ 2 5tx| fotxr ELICt

UE Mfn
==

(® Note
otz Matol]l ZAIE Tt B2 E o[2{E HYUE +Hst= ol AtSstes 23 Aol et CHE

= U&LICH

AWS Service Catalog & A XME {E AWS CLI &3 Mo

AWS CLIE Ar&30{ AWS Service Catalog MZ2 A A& M CLI force-delete-product HEE
M27350 Disassociate APIE $£35l0{ DeleteProduct 38 Wallste R E E|lAAS HAE

=
E; # AAI=|L|E|'
AWS CLI 7t 4 Zr{0i alias It MAIstL|CH.

1. AWS CLI 2&0M 74 ECZ o|SELICH 7|2Me2 4 EH BE= ~/.aws/(Linux &

macOS) EE & %USERPROFILES\ . aws\(Windows)0l Q!&LI|CH.
2. WY EMZ AESHHL MESHE ED|Eof O WY S 235101 01§ 2 cliZ X|HEH ot} &
HE MMEhLCt

$ mkdir -p ~/.aws/cli

o\°

A2 MYElE cli EH9 7|18 BRE ~/.aws/cli/(Linux & macOS) EE= %USERPROFILE

%\ . aws\cli(Windows)®/L|LC}.

3. MEE cli ELOIM T $EE 910] 0180 alias?l SAS TS SNHLICL T Bue
A 3t7LE 42 3He E{Oldol CHE HHS 2245104 alias THUS M4 4 QBLIC

$ touch ~/.aws/cli/alias

4., X |Hmf £0i [toplevel] S 2EFLICY.
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force-delete-product EH&! € 1 o]

1. AWS CLI 2&0|M AWS CLI 7+ £ZZ 0|535l04 alias It L|Ct.

2. TUO| [toplevel] & ofzlol C}

[command servicecatalog]
force-delete-product =
O {
if [ "$#" -ne 1 ]; then
echo "Illegal number of parameters"
exit 1
fi

if [[ "$1" !'= prod-* ]]; then
echo "Please provide a valid product id."
exit 1

fi

productId=$1

describeProductAsAdminResponse=$(aws servicecatalog describe-
product-as-admin --id $productId)

listPortfoliosForProductResponse=$(aws servicecatalog list-
portfolios-for-product --product-id $productId)

tagOptions=$(echo "$describeProductAsAdminResponse" | jq -r
'.TagOptions[].Id"')
budgetName=$(echo "$describeProductAsAdminResponse" | jq -r
' .Budgets[].BudgetName')
portfolios=$(echo "$listPortfoliosForProductResponse" | jq -r
' .PortfolioDetails[].Id")
provisioningArtifacts=$(echo "$describeProductAsAdminResponse" | jq
-r '.ProvisioningArtifactSummaries[].Id")
provisioningArtifactServiceActionAssociations=()

for provisioningArtifactId in $provisioningArtifacts; do
listServiceActionsForProvisioningArtifactResponse=$(aws
servicecatalog list-service-actions-for-provisioning-artifact --product-id
$productId --provisioning-artifact-id $provisioningArtifactId)
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serviceActions=$(echo
"$listServiceActionsForProvisioningArtifactResponse" | jq -r
'[.ServiceActionSummaries[].Id] | join(",")"')

if [[ -n "$serviceActions" ]]; then

provisioningArtifactServiceActionAssociations
+=("${provisioningArtifactId}:${serviceActions}")
fi
done

echo "Before deleting a product, the following associated resources
must be disassociated. These resources will not be deleted. This action may take
some time, depending on the number of resources being disassociated."

echo "Portfolios:"

for portfoliold in $portfolios; do
echo "\t${portfolioId}"

done

echo "Budgets:"

if [[ -n "$budgetName" ]1]; then
echo "\t${budgetName}"

fi

echo "Tag Options:"

for tagOptionId in $tagOptions; do
echo "\t${tagOptionId}"

done

echo "Service Actions on Provisioning Artifact:"

for association in
"${provisioningArtifactServiceActionAssociations[@]}"; do

echo "\t${association}"

done

read -p "Are you sure you want to delete ${productId}? y,n "
if [[ ! $REPLY =~ A[Yy]$ 11; then

exit

fi

for portfoliold in $portfolios; do
echo "Disassociating ${portfolioId}"
aws servicecatalog disassociate-product-from-portfolio --product-
id $productId --portfolio-id $portfoliold
done
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if [[ -n "$budgetName" ]1]; then
echo "Disassociating ${budgetName}"
aws servicecatalog disassociate-budget-from-resource --budget-
name "$budgetName" --resource-id $productId
fi

for tagOptionId in $tagOptions; do
echo "Disassociating ${tagOptionId}"
aws servicecatalog disassociate-tag-option-from-resource --tag-
option-id $tagOptionId --resource-id $productId
done

for association in
"${provisioningArtifactServiceActionAssociations[@]}"; do
associationPair=(${association//:/ })
provisioningArtifactId=${associationPair[0]}
serviceActionsList=${associationPair[1]}
serviceActionIds=${serviceActionsList//,/ }
for serviceActionId in $serviceActionIds; do
echo "Disassociating ${serviceActionId} from
${provisioningArtifactId}"
aws servicecatalog disassociate-service-action-from-
provisioning-artifact --product-id $productId --provisioning-artifact-id
$provisioningArtifactld --service-action-id $serviceActionId
done
done

echo "Deleting product ${productId}"
aws servicecatalog delete-product --id $productId

}; f

EOld 2 AL 38tod ot o force-delete-product $9&E £ 7} LIC}H alias

$ cat >> ~/.aws/cli/alias

N
T

2T A3 BIEE BHOId 8ol 2042 CH3 Ctr+DE =24 cat BB S SZELICL
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AHE[0{A S E force-delete-product

Adsto] MEF GE ANME ZEFLICL

mw

1. EOid #olM ChE B

$ aws servicecatalog force-delete-product {product-id}

olel ol M= force-delete-product Ea& B o [HE SEHE Eo{FLICH

$ aws servicecatalog force-delete-product prod-123

Before deleting a product, the following associated resources must
be disassociated. These resources will not be deleted. This action may take some
time, depending on the number of resources being disassociated.

Portfolios:

port-123
Budgets:
budgetName
Tag Options:
tag-123

Service Actions on Provisioning Artifact:

pa-123:act-123

Are you sure you want to delete prod-123? y,n

2. yE U™stod ME AXE FolgfLch

MEE 83H2 2 AxletH EHOId ol oS 27t ZAIELICH

Disassociating port-123
Disassociating budgetName
Disassociating tag-123
Disassociating act-123 from pa-123
Deleting product prod-123
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« AWS Service Catalog MZ ArAl.

« AWSre:QIHIE 2016: AR AL XF7F 74X & LICH AWS CLI YouTube
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"Statement": [

{
"Effect":"Allow",
"Action": [
"s3:GetObject"
1,
"Resource":"*",
"Condition":{
"StringEquals":{
"s3:ExistingObjectTag/servicecatalog:provisioning":"true"
}
}
]
}
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"Condition":{

"ArnLike":{
"aws:SourceArn":"arn:aws:servicecatalog:us-east-1:111111111111:*"
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"StringEquals":{
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}
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"Rules":{
"Rule@1": {

"RuleCondition":{

"Rule-specific intrinsic function"

3,
"Assertions": [
{
"Assert":{
"Rule-specific intrinsic function"
1,
"AssertDescription":"Information about this assert"
1,
{
"Assert":{
"Rule-specific intrinsic function"
1,
"AssertDescription":"Information about this assert"
}
]
1,
"Rule@2":{
"Assertions": [
{
"Assert":{
"Rule-specific intrinsic function"
1,
"AssertDescription":"Information about this assert"
}
]
}
}
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TE 2D ofdME Holste A 2hEd LHE g ol THE XEMIEH LHE 2 AWS CloudFormation AHE
MEBEMO| AWS 5| & = Mg FESHMR

of: Z7TAR 2 mt2tole gt el

ChS T T&2 InstanceType T2tO|E{ 2| gtE H I LICH Bt E mi2t0|E{(test &EE prod)2| 2t
of 2t AFERt= InstanceType THEtO[E{0d| CHEH m1.small EE= ml.largeE X|%&56HoF & LICH.
InstanceType & Environment mtE2t0|E{= S et HE3/2| Parameters AMoi| A 445K ofF &

LICE.

"Rules" : {
"testInstanceType" : {
"RuleCondition" : {"Fn::Equals":[{"Ref":"Environment"}, "test"]},

"Assertions" : [
{
"Assert" : { "Fn::Contains" : [ ["ml.small"], {"Ref" : "InstanceType"} ] },
"AssertDescription" : "For the test environment, the instance type must be
ml.small"
}
]
.

"prodInstanceType" : {
"RuleCondition" : {"Fn::Equals":[{"Ref":"Environment"}, "prod"]l},

"Assertions" : [
{
"Assert" : { "Fn::Contains" : [ ["ml.large"], {"Ref" : "InstanceType"} ] },
"AssertDescription”" : "For the prod environment, the instance type must be
ml.large"
}
]
}
}
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AWS Service Catalog AH|A =4

(® Note

AWS Service Catalog= Terraform Open Source &£ &= Terraform Cloud A& 0i CHEH AMH|A &
U2 X|H5HX| b &LIct

AWS Service CatalogZE AIE26tH S K| 22| Hde £o|1, ™ &4 2 2ok M3

of 2|5 AEX & &2 2|A5HE = UELICH BEIRHE MH|A 242

Service Catalogdil M 24 &g =&t 2XE sHZE5tHA 3 2

SLHEIITE HEE + A&LICH MH|A HHE Ho|5ted™H AWS Systems Manager EAE & ZE 54
=

Al2. AWS Systems Manager EAE AWS SX| & MEE ST ZH2 =2 Amazon E
of 2k AFH o5t 2l 8 HMASHE LS MBetH, AASXF XM &g Holg = U&LICH

7l MSELIch 22

ol Rt& MollME %/ZF AKX AH Amazon EC2 QIAE =
x x 1, Z=H|X'FE MEZof cHet

A =
TEtE Fotstm, MH[A &g Holstn, MH[A Zdg X En o4

1 =
HUS AL8oto] 2|5 ALSAH B EE E|AEFLICH

1ol m|o

r

A =

ol Rt&ME #EIXRF7F AWS ZE|RF A Hete 7HX| 2 Ql1, AWS Service Catalog0ll 215351, 7| £
ME, ZEZZ[2, AHEXI7} o|0] M E|o] QlChE TGt MHEE MEELICH AWS Service Catalog
of CHall & 2E B2 Ol AAEME AS5H7| T 7 & AIE 67| 2 UE 2tRESHAAIR.

|

« 1EHAl =5 AFS R HEH 7o

o 20HAI AMH|A EFQd MM
» 3EHl: MHIA XAS ME HED 7

ACHA|: Z|E ANEXI B E HAE

5Et7|: AWS CloudFormationZ2 A{H|A Ered 22|

6t EX HZ
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127l 2|5 A8 HEr 44

2B MER AEE §H MH|A &Y E ED +™s5t= o 3 #HEto| Qlo{of ELICH o|E S04 X
E A8 XH= AWS Service Catalog MH|A 2] 7|52 HMAS T, E CHA| A|RHE £~ 9l HEto| E
QELICH Amazon EC2.

Hetg HololEsts Wy

1. https://console.aws.amazon.com/iam/0l| Al AWS Identity and Access Management(IAM) &2

L ct.

2. HFHMAEX IES F&LICH

3. %|Z AKX} AWS Service Catalog 2lA A0 HMASHE O AHEE 2ES MEHEILICE O] of o
Me 2|8 AHEA 2§ MENELICH X Yol Me=, Y 25 AAEX7F AHE5te 282 ME
SHAAIL.

4. & M= "2 Ho[x|e Mt Ho|M A HAZ BrE7AHL, 7|E HAE HEFLICH o] o
& 2| AWS Service Catalog Z2H[X{'d & S8 HetS I HHE AER X HHE HEst

0 7|& YA HEHE2 FIHELICH

5. EA HO[X|o| M, A HEIS Mesto] LQE HEE F7HELICH AlZA HE7| £ JSON B
Z7|8 ALS sl BAS HEIE £ ASLICH Of &0l JSON BEI7IE AL st HEte &
FHEFLICH Of A& Mol M B&of Chg #EHe F7hefLiCt

"Version": "2012-10-17",
"Statement": [
{

"Sid": "Stmtl1536341175150",

"Action": [
"servicecatalog:ListServiceActionsForProvisioningArtifact",
"servicecatalog:ExecuteprovisionedProductServiceAction",
"ssm:DescribeDocument",

"ssm:GetAutomationExecution",
"ssm:StartAutomationExecution",
"ssm:StopAutomationExecution",
"cloudformation:ListStackResources",
"ec2:DescribeInstanceStatus",
"ec2:StartInstances",
"ec2:StopInstances"

15
"Effect": "Allow",
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"Resource": "*"
}
]
}
6. YA WS £ HAMol et HE AIE 2 AESt D QI LICEH 21T AF8XF 2 & 2| AHZXHE 0]
Ml AWS Service Catalog0il A Amazon EC2E CHA| A|EHSt= O 28t HEtE 2 Eulct

2EHA|: MH[A 2] A
0l0Af Amazon EC2 QIAEIAE ChA| AlzhaHe AH|A Seig MAELC

1. https://console.aws.amazon.com/sc/ 0l AWS Service Catalog 2&2 QLICt.

H5 0 A MH|A ZHeds MENSH |}

2
3. service actions(AH|A ZHQd) I 0| X|0| M Create new action(Af Z@d 44 4d)
4

) S MH
Action creation(Zed 44) H O|X|0{l M AWS Systems Manager £ A& ME45t0{ MHH|A
HolgtL|ct QUAEA CHA| A|ZF 40| AWS Systems Manager 20| Ho|E|1, EECHR M
oM 7|2 S M2l Amazon EME CHE AFS ELICEH

5. AWS-RestartEC2Instance 2] A5t 1 MENSFL|C}.

6. AF2XIO| EZAT Elof & 2] O|E 0 MHE NS ELICH =T A XA o] MHOo| E AL
2 AER7F offH R i S =X OISHE &= U MHS MEHSHAAIR

7. mietOlE 2 chy 7ol 2rdo| ciaol 2 2 mietOlE(o: QIAEA ID)E M

\1 _|T“
oII
I-_I
m =
nl]
1=

= =
Eio| CHArE M=AstLICt %7t nfetOlEE %7

-
ol
-T

24 Add parameter(Zt2tO|E{ F

8. Permissions(H 20l M 18t MEHEHLICE o] oI ME 712 Hete AFgstn QlaLict ohe
et T 7tsstH o H O X[od| M HolgLCt.

9. FAS Assion] xtof MiAls MEHSH |C}

A= SEf7t £|H CHS HofX[of| &l HAIX|7H E A[ELICH

BEFA: MHIA X UE ME BTN A4

XtoA
=

X
o

jo

.I.
>—0|.
:I:
_I.L
o
2
2
mjo
Pl
Iy
|
1%
Y
ol
P sl
o
g'l_
r
[ul

1. service actions(MH|A ZFd) m| O] X|0ol| A AWSAWS-RestartEC2instanceE MEi%t £ Associate
action(2fd e4Z)2 MEAFLICEH
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2. Associate action(2f] 24Z) W O|X|o| M %|F AF& X7t MH|A 2 S s-5tH & XMES MEiF
L|C}. O] of|oll M= Linux DesktopS MEHE

=
3. ME TS ME{ELICE B 2|9 HQIEE AFEstod 2 E HTE MEE +~ AU&LICH

O|X| AWS Service Catalog0ll AH|A 40| HELIRELICEH O] Rk MLl CFE B AIE 28 ASXR
M MH|A HHE ArE st LT

ATH7A: 2| AHEX EE EHIAE

25 ASAHE ZZHIMEE MBol CHaH MHIA Big £88 4 &LICH of A& MolME 25 A
SRHolIA| 2|4 B 7H 0|4 o MZO| L2 HIKEElofof BLICH T2 HIKEE MBS OIF Aol M
HIA BHeiTh 123t RIE HiToIA ABSHok Bt

Z|E AEXZ AH|A E ol A M| AskEdH

-_—

%|E5 AHEXFE AWS Service Catalog 2£0{ 22 Q18L|C}.

it
Jlﬂl
mjo
x
u}
g'l_-
r
[ul
i
J
2
ﬂ

2. AWS Service Catalog CHA|Z2E 9| Ef M FHolM ZZHIXMLE ME =
S AMERte| AHHol| Z2H|XH'FE AMF ol EAIELICH

3. ZZHIMEE ME S5 HO|X|o|M Z2H|X'JEl QIAHAE MEMFLICH

4. ZZH|IMEE NME ME HE Ho|X[e] H4E QEZO|M ZH S MEHE T AWSAWS-
RestartEC2instance XS MEHSHL|CT.

5. AMSX XIE AQlg Mee Z0Ix| 2olstLich Aiol MAEIRACHS 2ol BIAIXIZ} LebehLIC
5EFH|: AWS CloudFormationZ A{H|A Zred zk8|

MH[A =43t AWS CloudFormation 2lAARFS| Z4S MAME &= U&LICH RHAMIEH L2 AWS
CloudFormation User Guide2| CI2 MM 2 X5HA 2.

« AWS::ServiceCatalog::CloudFormationX|& ProvisioningArtifactProperties

« AWS::ServiceCatalog::ServiceAction g3 3|

ACHA!: 2|5 ALS A} 2

rw
2
>.
m
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® Note
AWS CloudFormation 2|&A2t0| MH|A 2Fd H4ZHE £t2|5t= d< AWS Command Line
Interface B2 = AWS Management Console2 S3ll MH|A &S F7H5H7HLE M 745K OFA]

=
2. 25 AO|0|EE +st AWS CIoudFormatlon Q|F 0l A O|F o4Fl MHI[A =fedod| it
HE HE AL 0| mA|E L

6CEHAl: 2X| s

MEIA 5] M30| MY Z9 ZZHIXEE B HOIX|Ql AMHIA 5] A% 0|HE O] £31 M40
M 2% HAIXIE &2 4 aLICh ofgiol M EAIZ £ /= UBEQl 0% HAIX|| CHet MBS &

= A&Lch

—

(® Note
27 HAIX|S Mgt HAEE HAE = 282 BE FF2 X&SEE ZE2MA0ME O]
£ AL&stX| pfotor gLCt.

TER-E]

AWS Service Catalog0fl LHE 277 WU ELICEH LSS0l CHA| A28l FAHAIR. 2RIt ASE E2
12 x| ME{o| Eol5tMAIL.

StartAutomationExecution LIz 0|ME S E5t= S 2R/ 7t WM& LICH (ThrottlingException).

=l

|.7|-

rlo

ol Ml 20] ol MulA 5e] A#O| RIBHEIU LICH

0

035t Q1 = HA|A T} HE LIRS LICH

AWS Service Catalog7t MH|A Zd Holo|M X|HE JEg =42 x| ZRi&LIC.
servicecatalog.amazonaws.com 2o F x| EE = servicecatalog.us-east-1.amazonaws.com@ Z 2 2|
M Eot FA|7F gt ol AlE| MMM 5H0|EBAER X|HEIQRF=X| &QIEFLICE.

StartAutomationExecution 242 E &5t & LR 7t YR &LICH (AccessDeniedException). AHE
e BlAAAM StartAutomatlonExecutlon ssm:2 &g HEto| eiaLct

J]H|A EHe{ Ziolo]| X|KEl ed5tof= ssm'S 58 HEH0| 914 LICH StartAutomationExecution 238t
of 24%d8t SSM HEHO| REX| FQIBHLICH
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I E2H|MIE TargetTypeNMEZM T Rl 2|AAE &2 + gi&LICH

Z ZH|XMIE &2 AWS::EC2:InstanceX & AWS EAM0IAM X|HE CHA R8T UX|SH=
EZESR| AELICH Z2H|IMHIE MEO| O|lHEt 2lAATF UK &RUSHHLE EA7F SHIEX| &2l

AWS Service Catalog0ilAM X|HEl A& S +steict & + Gl LF7H LAl &LICH

OW7HE#d 4= 2f InvalidValue™O| (7}) {ValidValuel}, {ValidValue2} of Qi&LICH.

of M= mzto|E Zto| EAMol HEE 2t S =0l Qi&Lich MBE metolE 7t K& 8HK| &lst o C}
Al A|=8LCH
ot2t0|E 88 @7 LCt ofl ParameterNameN 2=l Zho| &8t EA+ 0| of =l LCt.

Ssmoi| T E mtet0|E Zhol EAMol = Rl R&ESHK| ef&LICH
mt2tO|E7F MH|A 2 G olof Helk(of UR| ef&Lict

AWS Service Catalog0il = &l mt2tO|E{7F MH|A ZFd X olof Ho||of QK| ek&L|ch MH|A ZHYd
Holof Hol& mtetOlEe{Et A8 S & JU&LIC

(@)

-l

Al

ol

5| A Al EHA|7F AINEFLICH ## ###. REM|EH TIE HE = XSS MH|IA 22X 1 ZE LA
A2

Mo 12
0!

ot I

=
P

ol
-

AtSE EM01 Us BATH AT ELICH RtMIEH EME sHAsedH HAIRel 27 & HZ5H

()]
<

S

>
o

CHS OH7H = g2 Z2HIKHYE ME o Qlea 2 HEE|X| &&LICH InvalidResourcelId
MEXI7F Z2H|IKMLHE MEol Qe SIAA0| CHEH 2 e 2 M&aLICH

TargetType SSM A& 3t 2 Moll= HolE|X| et &LCt.
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MH|A 7“?:.% THStedH SSM XS5t E M7t Helk[of Qlo{ok B LICH TargetType SSM XI5 & &

Z2[20i AWS Marketplace M& 2 F7}+5t04 AWS Service Catalog 2|5 AFEXH7t 2248t MES

E
8 + UAH E = U&LICH

k=2

rr
r

AWS Marketplace= CtY et AZEQ0{2t MHIAE &1, T 5510, ZAAE2 AIZE = U
BHol 4™ elL|Ct AWS Marketplacel| & RSS2 E I:IOIE-IH-IIOIA OHZ 2|7 0|M MH, E|AE
EF 2LUEHBE EF, 2= 22| 27 L HIEL A QIEIZ[HA AZEQ|o{ S0| AU&LICH AWS
MarketplaceE https://aws.amazon. com/marketplaceoﬂkl MEE = J&LICH AWS Marketplace0d| A
AWS Service CatalogE AMH|AY AZELQ|0{(SaalS) MEF2 F7Ie == ICl= Mo RalstM.

AWS CloudFormation £ AI&35+0{ MZ2 AWS Service Catalogtl SAISH CIS MES ZEE
2|01l F7t5+04 AWS Marketplace M &S AWS Service Catalog Z|5 AL RO BHEZE & Q&L

Ct.

(® Note

AWS Service Catalog= Terraform Open Source EE= Terraform Cloud M& HEZ2IS Al
04 AWS Service Catalog z|E A& XHod|H| AWS Marketplace MEZ2 HIZ 5= A2 XA

ol
ol

P

St K|
ot &LCt.
AWS Marketplace= AWS Service Catalogg & X|@ELICE =8 SME A3l MEE2 75 &

F7Me £+ U&LICEH AWS Service Catalog8 2 2 §H35| 1 otEl 7|52 A3l MES FItst=
Jo| E&LICH

AWS Service Catalog& AF&3t04 AWS Marketplace A& & 2|

AR K| CIE{H|O|AE A& 3104 T2 58 AWS Marketplace M& & AWS Service Catalog0i %
M F7be 4 U&LICH AWS MarketplaceOl M MH|& arEFE:LE MEHEL| r KA LIRS AWS
Marketplace =22 & FAQOIA AWS Service CatalogZ A= SAF MME HZEFMR.

TS9O F AWS Marketplace MZE & 2| L F7}

C2 CHAHIE 225104 AWS Marketplace MEE #5361, AWS CloudFormation ElZ 30l AM SHE &
Z& ™Oo|st1, AWS Service Catalog ZEEZZ|20] HIE3E FIHELICEH
ZEEE[20{ AWS Marketplace M& F7} 134
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AWS Marketplace ME& T+ 535t24™

1. https://aws.amazon.com/marketplace | A AWS MarketplaceS £ O|S & L|C}.

2. MNES Hot2 7L 245104 AWS Service Catalog ZEZ 2|20 F7tst24= A
e MES MESo] ME AT HE Ho|X|& SLCt.
El

=
3. A& Mestol MY HOIXIS HOIB & 45 A% B MELICH

THH

s &Lt

A Ho|x|e] WEE &= K| El= Amazon Elastic Compute Cloud(Amazon EC2) QIARA &
&, X|HEl= AWS 2|™, ME0| ZF AWS 2|0 A& 3= Amazon Machine Image(AMI) ID S
Ol A&LICH LT ME Aol HIEO0| 2utELICH o|F HAHM ol HEE ALE35t04 AWS
CloudFormation ®HE /2 AFE AL X|HELCY.

4. [Accept Terms]E MEH5I0 MES L S&LICH

NME2 # 58 F0l= Your SoftwareE MEHS CHE ME 2 ME45t0{ AKX E X| AWS Marketplace
Ol MZ A& Ho|x|o] HE | HMAE = U&LICH.

AWS CloudFormation & 2!0{ A AWS Marketplace M&E& & 2|sl2{™

Ct2 EHAHE et252{8 AWS CloudFormation M Z EIZ2] & §lLIE
Marketplace M&2 LIEILIZ & ©EEXS INESE- =
CloudFormation Al AMEMO| MZ EHZ Sl MME 2 XA L.

1. AWS CloudFormation AF2 MEAMO| MZE HIZ
Cl. AWS Marketplace MZ 0l A AWS Z|HE X
O|X|olM X[ El= EIXE &lE &= Q&LICt.

=
2. oY 2Ixol MEs MulA ME BMEZSIo| 28
o]
AA

3. Q70 MEE MBS ASHoR ASE
z

2 M| o|X|o| M A Zofl CHEt AWS IS MEHEFL
|23l oF & LICE. AWS Marketplacel| MZE A&l o

H 24 [Services] I E MEdFLCE

&LICH o] &} EHAH0 M= [Amazon EC2

1

instance in a security group] RIZ32 AFSELICH ME HESE E2{™ [View]E MEfEH & H
g = JAS HES AES 240 MY ELICH 24 ool Y H2 . templateO|0{0k EL|
Ct

4. HAE BEIM EER TUS AL
HEX S| dBE MSA REHLCH dB2 ohs o2t 22 & &Lt

"Description": "Launches a LAMP stack from AWS Marketplace",
6. MEZolM X|ste EC2 YAHA RO ZFH TS InstanceType LEI0/EIE ALS X XIHE
Lic. & 3l0f RIMEIR| oHs EC2 QAEA ROl ZEHE B2, 5|5 ASKHE RES AXtE

= &LCH
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a. AWS Marketplace| AMZ A& m0o|X[Q] 2ZF LI

EHIgLICt.

On-Demand Plans for Amazon EC2

Select a region, operating system, instance type, and vCPU to view rates

Region

US East (N. Virginia)

Instance type

All

Viewing 364 of 364 available instances

Q

Instance
name A

al.medium
al.large
al.xlarge
al.2xlarge
al.4xlarge
al.metal

t4g.nano

d. ZIZAMEXIAME
£ 0i| M M7 LI

On-Demand hourly
rate v

$0.0255
$0.051
$0.102
$0.204
$0.408
$0.408

$0.0042

= AIEE M AFS SR

vCPU ¥

16

N

g #lste XIMEIE EC2 QARIA |
A

Hl

=

| 25t & EC2 QIAHA RHEE

55

Operating system

Linux
vCPU
All
1 2 3 4
Memory ¥ Storage v
2 GiB EBS Only
4 GiB EBS Only
8 GiB EBS Only
16 GiB EBS Only
32 GiB EBS Only
32 GiB EBS Only
0.5 GiB EBS Only

InstanceType It2t0|E] HEIS 2t2 50 ChS of| M9 HILE 27 L|cH.

"InstanceType" {
"Description” "EC2 instance type",
IlTypell IlStIingll’

MMM X|HElE EC2 QIAR-A F

0%
jo

v

v
6 7 19 >
Network
performance v

Up to 10 Gigabit
Up to 10 Gigabit
Up to 10 Gigabit
Up to 10 Gigabit
Up to 10 Gigabit
Up to 10 Gigabit

Up to 5 Gigabit

=2 AllowedValues SE2 HEELICH

+S2 2 AWS Marketplace MZ 22| & F7t
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"Default" : "ml.small",
"AllowedValues" : [ "tl.micro", "ml.small", "ml.medium", "ml.large",

"ml.xlarge", "m2.xlarge", "m2.2xlarge", "m2.4xlarge", "cl.medium", "cl.xlarge",
"c3.large", "c3.large", "c3.xlarge", "c3.xlarge", "c3.4xlarge", "c3.8xlarge" ],

"ConstraintDescription" : "Must be a valid EC2 instance type."

iy

7. HE39 Mappings MMM X|HE|l= EC2 QIAEA & U ot 7|HIXD L ES TS
AWSI

o

OH
mjo
1~
ta}
o
c
[l

nstanceType2Arch O

InstanceType It2}0|E{0d CHSH AllowedValues S50i| Z&E[X| ot2 EC2 QIARHA &
He 2% ®AHstod 2 S22 WAL

MEZ0AM X[H5tE of7|EIX R&0| EI=5 ZF EC2 QIAEA S| CHE Arch 22 THEIE

LICt $ &8t k2 PV64, HVM6G4, HVMGZO'LIEP N Z oM x[#5t= ot 7= '1% otot 224

AWS Marketplacel| MZ ME HE H0|X|E & X3 H;!AIO EC2 QIAE
sle of 7B E 2dotEE{™ Amazon Linux AMI QIAEIA L3 OIEEIA

iy I>
o

AwSInstanceType2Arch OHE HEE 22 5tH CHS ofXQF HIRE RALICt.

"AWSInstanceType2Arch" : {

"tl.micro" : { "Arch" : "Pves4" 1},
"ml.small" : { "Arch" : "PVe4" 3},
"ml.medium" : { "Arch" : "Pves4" 1},
"ml.large" : { "Arch" : "PVe4" 1},
"ml.xlarge" . { "Arch" : "Pves4" 1},
"m2.xlarge" : { "Arch" : "PVe4" 1},
"m2.2xlarge" : { "Arch" : "PVe4" 1},
"m2.4xlarge" : { "Arch" : "PVe4" 1},
"cl.medium" . { "Arch" : "Pves4" 1},
"cl.xlarge" : { "Arch" : "PVe4" 1},
"c3.large" . { "Arch" : "Pves4" 1},
"c3.xlarge" : { "Arch" : "PVe4" 3},
"c3.2xlarge" : { "Arch" : "PVe4" 1},
"c3.4xlarge" : { "Arch" : "PVes4" 3},
"c3.8xlarge" : { "Arch" : "PVe4" }

£ O} 7|ElX 2 AMI IDOY| ZH AWS E|XE 25T
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a. CI=Z o2t Z 0| AWS Marketplace2| MZ A& mH O|X[of| A XM|F 0| ZF AWS AWS E|Z0]| A+HE
3t= AMI IDE SLIct.

Region D

US East (N. Virginia) ami-4 1
US West (Oregon) ami-» -
US West (M. California) ami-
EU (Frankfurt) ami-
EU (Ireland) ami-
Asia Pacific (Singapore) ami-
Asia Pacific (Sydney) ami-
Asia Pacific (Tokyo) M- a———
South America (Sao Paulo) - -

b. HES0M X|HK| &= AWS 2ITe| ofE S A|7{E LICH

c. X|HEIX|etE OFF|EIX{(PV64, HUM64 2= HYMG2) & HAZE AMI IDE MHSEE 2 2|1

o iEE WRFLICH

d. AWS Marketplacel| MZ M HE HO|X|oM LIHX| ZF AWS 2|7 L o} 7|Elx{ of & of| 3
2= AMI IDE K|&&LCt.

2

AWSRegionArch2AMI OHE HMEE =2 5tH I =7t CHF od| A2t HIx & Lt

"AWSRegionArch2AMI" : {

"us-east-1" : {"PV64" : "ami-nnnnnnnn"},
"us-west-2" : {"PV64" : "ami-nnnnnnnn"},
"us-west-1" : {"PV64" : "ami-nnnnnnnn"},
"eu-west-1" : {"PV64" : "ami-nnnnnnnn"},
"eu-central-1" : {"PV64" : "ami-nnnnnnnn"},
"ap-northeast-1" : {"PV64" : "ami-nnnnnnnn"},
"ap-southeast-1" : {"PV64" : "ami-nnnnnnnn"},
"ap-southeast-2" : {"PV64" : "ami-nnnnnnnn"},
"sa-east-1" : {"PV64" : "ami-nnnnnnnn"}
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JSON B2 ME5t 1 2 JSON B2 Ao M HAEE SABILICH O HAES JSON HAE

"Version": "2012-10-17",
"Statement": [

{
"Sid": "Stmtl1435216493000",

"Effect": "Allow",

"Action": [
"aws-portal:ViewBilling",
"aws-portal:ModifyBilling",
"budgets:ViewBudget",
"budgets:ModifyBudget"

1,

"Resource": [

min

"Sid": "Stmtl1435216552000",
"Effect": "Allow",
"Action": [
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"sns:*"

1,

"Resource": [
"arn:aws:sns:us-east-1"
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Service Catalog Provisioned products
Provisioned products (0) info | @] H Actions ¥ |
Q Access Filter | Account & 1 {
User
Product Versio
Name v Created V¥ ID v Status
name name
Role

¢}

4. HAE EI[0M Z2HIMEE MES M=t T Hoi MF HEE EAIRLICH

Provisioned products (1/6) info

Q Access Filter | Account v
Name Created v Product name Version name Status
Thu, Mar 25, 2021
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https://docs.aws.amazon.com/servicecatalog/latest/adminguide/controlling_access.html
https://console.aws.amazon.com/servicecatalog

AWS Service Catalog 22Xt etLiA

Provisioned product details

Product description

Provisioned product ID User name Status

pp-* . . Adrvervadiow © Available

Product name User ARN Version name
test arn:aws:iam:: $058:user/SCAdminAllow

Created

Thu, Jul 15, 2021, 9:49:54 AM PDT

¥ More details

Product ID Type Support email contact
prod- . CFN_STACK

Version ID Product owner Support link

pa- ahjrpyr gl v

Support description

5. Of2i=E 0|=35to O|HIE MME EEELICt Provisioned product ID &
CloudformationStackARN &t

Events (4) info

Q Sort by | Newest v 1 @

¥ UPDATE_PROVISIONED_PRODUCT

Date created CloudFormationStackARN Status

Thu, May 27, 2021, 5:06:38 PM EDT Copy to clipboard @ Succeeded
Record ID Product name Product version
rec-| ssmimport 1

Provisioning artifact ID

pa-
Qutput key Output value Output description
CloudfermationStackARN arn:aws:cloudformation:us-east- stack/SC- The ARN of the launched Cloudformation Stack

-11eb-b851-
038204804744 [A

6. ZZH|XMYE XME IDE AI235t04 0] AlZHof SHE 5tE AWS CloudTrail HIZEE AlHst1 @F
MEXH YUMo Z ¢1F Foi O|HY FAZ =24)E AEEFLICE O] oo HE "steve"Rd

"eventVersion":"1.03","userIdentity":
{
"type":"AssumedRole",
"principalId":"[id]:steve",
"arn":"arn:aws:sts::[account number]:assumed-role/SC-usertest/steve",
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"accountId":[account number],
"accessKeyId":[access key],
"sessionContext":
{
"attributes":
{
"mfaAuthenticated":[boolean],
"creationDate":[timestamp]

},

"sessionIssuer":

{
"type":"Role",
"principallId":"AROAJEXAMPLELH3QXY",
"arn":"arn:aws:iam::[account number]:role/[name]",
"accountId":[account number],
"userName": [username]

}

}

},
"eventTime":"2016-08-17T19:20:582", "eventSource":"servicecatalog.amazonaws.com",
"eventName":"ProvisionProduct",
"awsRegion":"us-west-2",
"sourceIPAddress":[ip address],
"userAgent":"Coral/Netty",
"requestParameters":
{
"provisioningArtifactId":[id],
"productId":[id],
"provisioningParameters":[Shows all the parameters that the end user entered],
"provisionToken":[token],
"pathId":[id],
"provisionedProductName" :[name],
"tags":[],
"notificationArns":[]
},
"responseElements":
{
"recordDetail":
{
"provisioningArtifactId":[id],
"status":"IN_PROGRESS",
"recordId":[id],
"createdTime":"Aug 17, 2016 7:20:58 PM",
"recordTags":[],
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"recordType" :"PROVISION_PRODUCT",
"provisionedProductType":"CFN_STACK",
"pathId":[id],
"productId":[id],
"provisionedProductName":"testSCproduct",
"recordErrors":[],
"provisionedProductId":[id]
}

},

"requestID":[id],

"eventID":[id],

"eventType":"AwsApiCall",

"recipientAccountId":[account number]

}
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CostCenter, 70
CostCenter, 72

v

Portfolio 2 TERMINATE!
The user picked 70 for the cost
center. This tag is part of the
running instance.

Product 1
The user is given a choice of two
cost centers and can pick one

1
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CostCenter, 65

CostCenter, 70 Product 1
CostCenter, 72
( CostCenter, 73

Portfolio 2 AN D

CostCenter, 70
CostCenter, 72

4

Product 1 AND logic is used to

combine the values with the
same key from Portfolio
and Product tag sets.

The user is given a choice of two
cost centers and can pick one
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A CostCenter, 70
CostCenter, 72 Product 1
( CostCenter, 73
Portfolio 2 AN D

A CostCenter, 327
( CostCenter, 115

CostCenter is not set on the
Product 1 instance, but the conflict is flagged
in several locations. User still can
launch the preduct. Tag conflict
should not prevent products from
being launched.
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{
"artifact": {
"path": "string",
"type": "string"
.
"launchRoleArn": "string"
}
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"parameters": [
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"description": "string",
"isNoEcho": boolean
I
]
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Y FE:

"token": "string",
"operation": "string",
"provisionedProductId": "string",
"provisionedProductName": "string",
"productId": "string",
"provisioningArtifactId": "string",
"recordId": "string",
"launchRoleArn": "string",
"artifact": {

"path": "string",

"type": "string"

},
"identity": {
"principal": "string",
"awsAccountId": "string",
"organizationId": "string"
I
"parameters": [
{

"key": "string",
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1,
"tags":
{
}
]
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NotifyProvisionProductEngineWorkflowResult APl M| HE H 0| X|of| X|’'HE SE HAE A& 5l04
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UpdateProvisionedProduct®f 42| 732 Service Cataloge 2|AA 2| AA| O
Ch. QIEI2 MEHSH |aC £ F M (o: Terraform) I} QIE{T| 0| A 5}04 OFE|H E 0f
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ServiceCatalogExternalUpdateOperationQueue

Y FE:

"token": "string",
"operation": "string",
"provisionedProductId": "string",
"provisionedProductName": "string",
"productId": "string",
"provisioningArtifactId": "string",
"recordId": "string",
"launchRoleArn": "string",
"artifact": {

"path": "string",

"type": "string"
.
"identity": {

"principal": "string",

"awsAccountId": "string",

"organizationId": "string"
},
"parameters": [

{

"key": "string",
"value": "string"

1,
"tagS": [

"key": "string",
"value": "string"
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ServiceCatalogExternalTerminateOperationQueue
LY TE:
{
"token": "string",
"operation": "string",
"provisionedProductId": "string",
"provisionedProductName": "string",
"recordId": "string",
"launchRoleArn": "string",
"identity": {
"principal": "string",
"awsAccountId": "string",
"organizationId": "string"
}
}
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{

"Effect": "Allow",

"Action": [
"resource-groups:CreateGroup",
"resource-groups:ListGroupResources"

1,

"Resource": "*"

1,
{

"Effect": "Allow",
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"Action": [
"tag:GetResources",
"tag:GetTagKeys",
"tag:GetTagValues",
"tag:TagResources",
"tag:UntagResources"

1,

"Resource": "*"
}
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-~

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "account",
"arn": "arn:aws:iam::12345789012:user/dev-haw",
"accountId": "12345789012",
"accessKeyId": "keyId",

"userName": "dev-haw"
3,
"eventTime": "2020-09-23T21:07:58Z",
"eventSource": "servicecatalog-appregistry.amazonaws.com",
"eventName": "CreateApplication",
"awsRegion": "us-east-1",

"sourceIPAddress": "205.251.233.48",

"userAgent": "aws-cli/1.18.140 Python/3.6.11
Linux/4.9.217-0.1.ac.205.84.332.metall.x86_64 botocore/1.17.63",

"requestParameters": {
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"name": "hawTestCT",
"clientToken": "6f36d650-a086-47cf-810a-fbfab2f8ad33"
1,
"responseElements": {
"application": {
"applicationArn": "arn:aws:servicecatalog:us-

east-1:12345789012:application/app-02ocuq2cie2328pv64ya78e22f",

"applicationId": "app-02ocuqg2cie2328pvb4ya78e22f",
"creationTime": 1600895277.775,

"lastUpdateTime": 1600895277.775,

"name": "hawTestCT",

"tags": {}

I

"requestID": "1b6ad353-3b06-421b-bcb4-00075a782762",
"eventID": "Qa2ca224-cdfd-4c4b-a4ed-163218ff5e2d",
"readOnly": false,

"eventType": "AwsApiCall",

"recipientAccountId": "12345789012"
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