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https://aws.amazon.com/iam/
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-rules.html
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https://aws.amazon.com/cloudformation/
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https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-cwe-custom-actions.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-rules.html
https://aws.amazon.com/step-functions/
https://aws.amazon.com/lambda
https://aws.amazon.com/dynamodb
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https://aws.amazon.com/iam/
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$0.53 * 10GB 21 Hl|0|E{(F=
) = $5.30
$0.00267 * 5 Opsltems (F3)
=~$0.01
A $1,281.01
MEH™ T|s0i Ciet F7F HIS
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kA El CloudWatch X E

2| Xt ABHZ HHEZ & [ EnableEnhancedCloudWatchMetrics It 2F0|E{ 0| yes CHEHE AMEdSIE & F
M2 2t ®o{ IDo| CHaH A RE X1 R|E 2702 ZE 17HE W EELICH HI82 s ZIDsstEd= A od
of et FetEuch ohE EoMe B8 48tE Z2-s5H 7| I8 IDs o2 96712 MEZ CHE X|o{&
D& sigstct o JHgELICH

MH|A 71 28 = [USD]

96 X0 IDs * 2 = 192 AF2 K}
XHE x|E

Amazon CloudWatch - X|Z $0.30 * 192 A2 A} K| ™ X|E 57.60 USD
= $57.60

Amazon CloudWatch - B& $0.10 * ZE 967 = $9.60 $9.60

mo

| $67.20

CloudTrail /4 21

d

U 2O 7|s2 gdststeE 2 HH A™HM &7 E M7 B2 oHEZ ggg}E
CloudTrail & MMEFLICE La mbda B -’Eﬁ_?_,A_#ﬂ} a240| 9l= o|HE S ZE{2 _
Z 1 Lambda & F=0M #E|Z[2 2 HIES HHQ|

!l
%
B
B
g
o
E_?_
rir
(@)
I-D:
|m
rir
N 2
KAl
o
i
2 o
9_
x I'|
I<
m

CHE EoMd= Ao M oH& 150,000712] 22| O|HEE 7HEELICEH AKX HIE2 AHHe| AX |
|HE &Sof et E2Fauct.

MH|A& 7+ 2H Q= [USD]
AWS CloudTrail 150,000 * $2.00/100,000 = $3.00
$3.00
Lambda 150,000 * 0.2 * 0.125 = $0.0925
3,750GB-=
3,750 * $0.0000166667 =

$0.0625 AFE AlZH HIE

MEX 7150l ChEt 7t HIE 23
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MH|A 71 28 = [USD]

0.15* $0.20 = $0.03 & H|&

$0.0625 + $0.03 = & Lambda
H|& $0.0952

o
N
=

HH HES 3.09 USD

H o}
-

s AHZ Y 37 ZEH2 3AE

24 7<1|7<1|AWS 7t AE, MEIAT 2GE= AI*"Ol =™ '=’°._F% et 7 RAE 2Y, #E
L HofstE2 28 &2 ELICH Aws Eotof CHet REMIEF LIS 2 AwS ZeteE Eofg & XSt
Me.

IAM &

AWS Identity and Access Management(IAM) &2 S35 T2 AWS S22 E2| MH|A & AFE X}

oA M2EHE AMA HH L HEt2 EEE &= UAELICH O| EFR M2 &R MO XSSt &0l &

=M 0t #HE F2 Helo| Het EE oM X i E 2y S s = U= M A HEE R

ofst= IAM &2 ddgfLict

Z2|XF A5 2| Step FunctionO| SO0111-SHARR-Orchestrator-Admin role0f] & &/L|C} 0] &4
&8 2t ] 79| SO0111-Orchestrator-Memberg =& = U&LICH FEH A2 Z &
AN sHZE g0l EH Xl sHE HE S A-st7| I AWS Systems Manager AH|A0] TE
g = AELCH £ AE 0|F2 S001112 A&, O Flole = A& Mol |0 L[5t
= MHOo| EA|ELICE 0 & 04 SO0111-RemoveVPCDefaultSecurityGroupRules 2 ASR-R

emoveVPCDefaultSecurityGroupRules EA| 3122 Al 0| A& lL|C},

X|&= AWS 2|

X|9H Sl =
0= 85(23+0|2) us-east-2
0= S8 (HXILIoF 5 8) us-east-1
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/security/
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Ol= M(E2)
otZ2|7H(F| O] ZE}2)
OtAlot EHE X (Z3)

Ot Alot EfE (5Ol 2t HEE)
Ot Alot BN & (Xt 7H = E})
OtAlot EH B (HEHE)
Ot Alot EHE & (FHHOl)
Ot Alot EHE (AT
Ot Alot EHE (M E)
OtAlot EHE(H7IEZE)
Ot Alot EHE (A= L)
OtAlot EHE (T H)

FHLCHE &

us-west-1
us-west-2
af-south-1
ap-east-1
ap-south-2
ap-southeast-3
ap-southeast-4
ap-south-1
ap-northeast-3
ap-northeast-2
ap-southeast-1
ap-southeast-2
ap-northeast-1
ca-central-1
eu-central-1
eu-west-1
eu-west-2
eu-south-1
eu-west-3

eu-south-2

X|2E AWS 2|

25



of X}

ofn
HT
el
0l
m
>
=
(2}

T2 LA

X|9H 2™ IE
SFHASES) eu-north-1
FEF 2l5]) eu-central-2
S (Hteel) me-south-1
=5 (UAE) me-central-1
=otH 2IZh e o2 F sa-east-1
AWS GovCloud (0| %) us-gov-east-1
AWS GovCloud (O|= M) us-gov-east-2
S=(H0|F) cn-north-1
S3('DAF) cn-northwest-1
3E|' %l' %F
Service Quotas= AWS H'H 2| Z|CH MH|A BlAA EE= 2 QL CH

O| £FM2o| AWS AMH|A0f CHeF &

178
-n
g
=)
-
rOI'
r
N
x
o
[>
o
ok
onl
o
o
(]
ElIy
ro
Ral
J‘°T"
oT-

2IstMl2. REAMIEH LIS 2 AWS MH[A SEHEE

CIS 23 E AF85t04 aliE MH|A Q| IO|X|2 O|S & LICH H|O|X|E ™etstR| &t MBEMO| 2 E
AWS MH|A0] CH8t Service Quotas 2 24T PDF CHAIQ| MH|A IEZQIE I SHEEF I
HE EolghLct.

|
st
ot
o il
1=
[
A
i
X

2

AWS CloudFormation g2k

AWS H™Ho| =0 £&F Mo AEHS A[ZFEr [ 2 otoF & AWS CloudFormation &2 & 0| i&LICtH
Ol &t &2 OlalistH ol &F M2 d3 ™Mo 2 HIEFHK| Rot= MEF LR E UX[E = J&LICH
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https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/general/latest/gr/aws-general.pdf#aws-service-information
#_Step_2:_Launch
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cloudformation-limits.html
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Amazon EventBridge T+ &| &2

AWS HHolls &7 Mt B0 BE 8 E20=8 Mg 1f Yotot B Amazon EventBridge F3 &
=o| QlaLic +E + 2l 2 HES0| Cf# EventBridge FA1E MAELICE of
2 BE0I=S HEE 0 75 BT S & JaLich A I8 Amazon AHS HEAO|

Amazon EventBridge 22 &S F X 5tAR. EventBridge
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AWS Security Hub HHA

AWS Security Hub HiZ ! 2442 0| &£ M| AbM Z7HQILICH AWS Security Hub Ad%d0d| CHEH kAl
gt LHE 2 AWS Security Hub AFE AE A 2| Security Hub AH S AWS & E5HA|L.

b

|28 7|12 HZHof Security Hub7t T 44 &=[04 R{0{0F & LICt. Security Hub 7|2 HH1t St AH
2 AWS Z|H) 00| &R ME =& = JU&LICH B ZF Security Hub 7|2 & H
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AEH [l StackSets HZ
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EHES dME = ULt HHE 1482 E0| £F M2 i E x|t &edo et 2| AAE 2 &5to] AEH
NE BIZE X[HELICH CtE HE I, 5§58 A5l 122 AE NEE AL&35104 0] H[Hof
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Ch. off CHF REMIEH LHE 2 AL 2 AWS CloudFormation StackSets StackSets& Z5HMIS..
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-quota.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-quota.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-settingup.html
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/using-stacksets.html
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Security Huboll A S8 Ao AL A1t 7|S0] 74x{ e B(M HHZAHM= 71272t Y) ol
£ MS HiZE e 2ot Xo{(CS) EB0|5 2 SHsELICt 7I50| HAM UX| k2 B2
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-whatis-concepts.html
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K Al o] Security Hub HiB{ 7|2 0[0{0F 333333333333 &FL|CH111111111111. M| A Z5F0i M
2 A E ElHus-west-25tE S FH5H0F & LICtus-east-1. 2RI ABH2 111111111111°| A|
Mo HfZ35HoF & L|Clus-east-1.

ZAF Z ZA O CHEt REMIEH LHE 2 Security Hub 2| 221X AE & 21 78 EAH dBME XS
NL.

i AEHS HIZ 57| 0l HA| 22X ABH HHEZE 22 5oF B AMEMM 51E AMHoZ AME| 2A
E d49g = &Lt

HH ABM2 TAL AW E SHsteds ZE AE 2 2|Toi| siZ E[o{ofF B LICH 07[ofl= O|Fof ASR
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« CloudFormation StackSet (XH&i| & 21& M8t
« CloudFormation StackSet (MH|A Z 2|38 #8h

« CloudFormation AEH

StackSets AHIA BHE[S HEHO| Qe RHAlO] HES HIZE TRt gin X0 M AR AHSL
2 HEY 4 Qoo JHE HBlELICH eI Ol $HE BER AT i A RE0|A AFS
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https://docs.aws.amazon.com/securityhub/latest/userguide/designate-orgs-admin-account.html
https://docs.aws.amazon.com/securityhub/latest/userguide/finding-aggregation.html
https://docs.aws.amazon.com/securityhub/latest/userguide/finding-aggregation.html
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M ABHS D E A L 2|™0f HiEZSHoF 5+ X|PH S5 AR0| ZEE|0{ (22T Z MH|A 2| HEt
StackSets L2 & AI235I04 HiZ & = QA& LICH et A&l 2 21™ HEF2 E StackSets & AFE 5104
O| AEHE HHESH= Zd0| E&LICEH

2R ABH2 SHEHOF H Z E|E 2 Bl AKX 4l 2|™of AHA| 228 HEHE StackSet 71 B
CloudFormation AEH
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AWS Security Hub ArE dEA{e| S Ao ZotE A XML,

/A Important
g dstEl 32 23 M2v2.0.0 0|42 Ar85H{oF BLCH £t “SC” = “E ot Mo EEof Cf
g EElxt U HH 5 ARS 25 vixZstjof g LICH Oz H 0| Z7|s 0| 74X U2 I IDs
MME S Aofet B AHSE XSSt A2t EventBridge T2!0| HIZELICE O] 7|SE At
g8 m S E&(0d: AWS FSBP)oi| CHEH tE2|At e = HE S8 AEBHS HZ & ZR T} s
L|Ct

AWS CloudFormation &l Z 2!

@iew templata

aws-sharr-deploy.template -O| I Z3/2 AtE510{ AWS £F Mof CiEt AHS 2ot SEH 2 AlRFELICH
HES2 £F Mol #HY 7Y 24, AWS Step Functions EILOH CHEr S8 A8, g dstst 5§ MEfE
ZH Hot & of CHEt Y A8 SHLHE M XIFLICEH

MEE|= MH|A 0= Amazon Simple Notification Service, AWS Key Management Service, AWS
Identity and Access Management, AWS Lambda AWS Step Functions,, Amazon CloudWatch Logs,
Amazon S3 ! AWS Systems Manager7} Z & & L|C}.

2| kH A" K|

CHS RIZ3!/2 AWS Security Hub #2|AF A& ol Mx|z|of X|2#etedE 2ot EE S AL E Mx|E
M Mx|ectg JER & otLHE MEHE = & LICtaws-sharr-deploy. template.



https://docs.aws.amazon.com/securityhub/latest/userguide/controls-findings-create-update.html#consolidated-control-findings
https://solutions-reference.s3.amazonaws.com/automated-security-response-on-aws/latest/aws-sharr-deploy.template
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https://solutions-reference.s3.amazonaws.com/automated-security-response-on-aws/latest/aws-sharr-member.template
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https://solutions-reference.s3.amazonaws.com/automated-security-response-on-aws/latest/aws-sharr-member-roles.template
https://solutions-reference.s3.amazonaws.com/automated-security-response-on-aws/latest/blueprints/JiraBlueprintStack.template
https://solutions-reference.s3.amazonaws.com/automated-security-response-on-aws/latest/blueprints/ServiceNowBlueprintStack.template
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AWS Organizations= CFHS H|I'H AWS 274 ! resources. StackSets workE AWS S0 225t
#elsteE ol =0l ol

O|HMofo] £F 42| v1.3.x OletE HHEZEF B2 7|& £F M2 K|7{stioF FLICE RtAIEH LIB2 £F M
E X
=

AUOH|O|EE & ZFHAMI2.

O &% M2 HHZE35l7| Toi AWS Security Hub HIZ& ZHEgFL|Ct.
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« Security Hub= 2| 7t ZAF Aot E EA ISt S F4dsloF & LICH AFAIEH LI 2 AWS Security
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0 o

« AFBE0| UE Z Bl =& 9 Security HubE & 433l8HoF & LICH AWS
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(@ Note
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A 22132 MH|A HE|I-8 o2 ol & X|HE|X| StackSets= SHE AIESIE2E R AL
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AWS Organizations admin account ID:
Security Hub admin account ID:
CloudTrail Logs Group:
Member account IDs (comma-separated list):

A = 33


https://aws.amazon.com/organizations/
https://docs.aws.amazon.com/securityhub/latest/userguide/finding-aggregation.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-prereq-config.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-cloudformation.html

o RS 2ot SE AWS 2184 oHLIA]

AWS Organizations OUs (comma-separated list):

’

’

’

’

(A1=H ALEH) OEHAL: EIZIE S5 &

B

HH X

- EZIE 7|52 ME35tEdT

4 M| Security Hub Zt2|XF A0l E|ZIE! S8 ABE HiZ EhL|CH,
« O| AB40{|M Lambda &=+ 0|2

S Atstod 2hElAF A B0l Re 2 MESELICH

=
m
]
ot
o

1EHA: /=l Security Hub 2 2|AF AH[Zd0d| A B E|RH AEH A[F]

« At 22[E AFE5H0{ AWS Security Hub 2H2|XFQF S8t 2|1 2| Security Hub #2|At A™HS 2
aws-sharr-deploy.template AWS CloudFormation BlZ %! StackSetA|Zf g L|Ct. O] HIEE!
2 3 ABE ALSELICH

- HX[g et EE S MEFLICH 7|2MHo 2 sCcit MHENEIL|CHTHE.

« MEE 7|E Orchestrator 21 1 && ME{ELICE 0|7 MX|0fA S00111-SHARR-
Orchestrator O|0| EXHEt= Yes B E MEAELICH

jn

Ahxll ZElgofl CHEt RIS LIS 2 AWS CloudFormation AHS AEA Q| Ab| 228 HEt 04
StackSets& = 5HA| 2.

2EHA|: ZF AWS Security Hub Bl HHol|l 2| 612 48 MX|

2EtA|I o R ESI2 1B A M e IAM e 2 & ESIEE 15HAH 0| M BT} 22 E 77X 7|CHE
LICH

- MH|A BEIEE AFE3109 aws-sharr-member-roles. template AWS CloudFormation &Z 2!
29| Z A™oll M B 2|22 StackSetA|EHEHLICH AWS Organizations.

« M A0l ZF ol 7tlstHo| HESE AHS2 = HR[st S MEJELICH

s

« AWS Security Hub #2|At Aol #H/™H IDE =g Lct.

HiZ 71 34


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/stacksets-prereqs-self-managed.html
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Specify stack details

Provide a stack name

Stack name

[ ASR-JiraBlueprintStack

Stack name must be 1 to 128 characters, start with a letter, and only contain alphanumeric characters. Character count: 22,/128.

Parameters
Parameters are defined in your template and allow you to input custom values when you create or update a stack.

Jira Project Information

InstanceURI
The URI of your Jira instance. For example: https://my-jira-instance.atlassian.net

[ https://my-jira-instance.example.com

JiraProjectKey
The key of your Jira project where tickets will be created.

[

Jira API Credentials

SecretArn
The ARN of the Secrets Manager secret where you have stored your API credentials. This must be a JSON secret with the following keys: Username,Password.

[—

. A dstei= E0|E22 +HE + U= HEFE ServiceNow 7HZ API 7| E 0| & gfL|cH

e. 7|2 Secrets Manager0i| A 20t &t5 & MHstn 2ot &5 & AE0]| ZIARNSE API_Key
M3 gt
(HI=H ATE) O A EZ0 AlAe] S8 A%k AR 36



Specify stack details

Provide a stack name

Stack name

[ ASR-ServiceNowStack ]

Stack name must be 1 to 128 characters, start with a letter, and only contain alphanumeric characters. Character count: 19/128.

Parameters
Parameters are defined in your template and allow you to input custom values when you create or update a stack.

ServiceNow Project Information

InstanceURI

The URI of your ServiceMow instance. For |'x.||||pl|': https: Jimy-servicenow-instance service-now.com

[ https://my-servicenow-instance.service-now.com ]
ServiceNowTableName

Enter the name of your ServiceNow Table where tickets should be ereated.

l incident ]

ServiceNow API Credentials

SecretArn

The ARN of the Secrets Manager secret where you have stored your AP| credentials. This must be a JSON secret with the following keys: API_Key.

[ | ]
MEX X E& AElE MMFIE{H: &F M 2AHAED|0|E] Step Functions?7} 2t 24| d{Z201| CH
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1. Security Hub Zt2[X} AEHS 2 2[R} AEH aw g 2
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https://solutions-reference.s3.amazonaws.com/automated-security-response-on-aws/latest/aws-sharr-deploy.template

Configure StackSet options

Tags

You can specify tags (key-value pairs) to apply to resources in your stack. You can add up to 50 unique tags for each stack.

Permissions

Choose an 1AM role to explicitly define how CloudFormation will manage your target accounts. If you don't choose a role, CloudFormation uses permissions based on your user
credentials. Learn more E

Service-managed permissions O self-service permissions

StackSets automatically configures the permissions required to deploy to You create the execution roles required to deploy to target accounts
target accounts managed by AWS Organizations. With this option, you can

enable automatic deployment to accounts in your erganization

IAM admin role ARN - optional
Choose the |AM role for CloudFormation to use for all operations performed on the stack.

IAM role name ¥ AWSCloudFormationStackSetAdministrationRole v Remove

/A StackSets will use this role for administering your individual accounts.

IAM execution role name

AWSCloudFormationStackSetExecutionRole

IAM execution role name can include letters (A-Z and a-z), numbers (0-9), and select special characters (+=,.@-_) characters. Maximum length is 64 characters.

Cancel Previous m

StackSet M 74
2. AHHE S mztolE{oll AWS Security Hub #2IXF A& Q| A™ IDE 24%tLct

3. 2™ x| meta|E{ ol A Security Hub F2|R7F 74X dE 2B MEYEFLICH 2B A= =Ho{7t 7|
HMofo| EtA7t 2t 2 E Wit x| 7|CHEILICE.
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https://solutions-reference.s3.amazonaws.com/automated-security-response-on-aws/latest/aws-sharr-member-roles.template

Specify StackSet details
StackSet name

StackSet name

sharr-v140-permissions

Must contain only letters, numbers, and dashes. Must start with a letter.
StackSet description
You can use the description to identify the stack set's purpose or other important information.

StackSet description

(DEV-500111R) AWS Security Hub Automated Response & Remediation Remediation Roles, v1.4.0

Parameters (1)

Parameters are defined in your template and allow you to input custom values when you create or update a stack.

SecHubAdminAccount

Admin account number

517786501051 ]

cancet [ previons | [ESHD

StackSet M|& HE X|H

3EHA|: HIEH AEHE ZF AWS Security Hub HIEH 7H|AH 4 2|2 Al
Ct.

I

L

HHH ABH2 ZH ARZ AE5H7| MEof AHA| 2EIHS = HiE 8l ok & LICH StackSet. Ol= AWS
Organization2| Af H"Hoi| CHet At S HHEZE K|S K| ek & LT,

o2t 0|

LogGroup #4: 21 & £ AI8HE CloudTrail 21 258 MEigLICE EXSHR| AL 23 2 E0|
Adotct CHE Z<¢ HWEg 22 MEiELICH AHY 2 2|At= CloudTrail 2201 CHE CloudWatch £

O 35S 488 F Systems Manager - MPEPEHE-I Store /Solutions/SO0111/Metrics_LogGroupName

parameter§ CI|O|Edlof & LICt Ol= API & A| K| BEE ddst= 24l siZQol| 2 &Lct.
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o| Xt Hot 85 AWS T3 LM

SecHubAdminAccount: &FMo| gr2|Xt HIZX!2 MX|EF AWS Security Hub 2 2|AF AI™H | HH ID
E Ql24ghL|ct.

Accounts

Identify accounts or organizational units in which you want to modify stacks

Deployment locations
StackSets can be deployed into accounts or an erganizational unit.

© Deploy stacks in accounts Deploy stacks in organizational units

Account numbers
Enter account numbers or populate from a file.

111122223333, 123456789012, 111144442222

12-Digit account numbers separated by commas.

‘ Upload .csv file [1] No file chosen
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Specify stack details

Provide a stack name

Stack name

[ ASR-JiraBlueprintStack

Stack name must be 1 to 128 characters, start with a letter, and only contain alphanumeric characters. Character count: 22,/128.

Parameters
Parameters are defined in your template and allow you to input custom values when you create or update a stack.

Jira Project Information

InstanceURI
The URI of your Jira instance. For example: https://my-jira-instance.atlassian.net

[ https://my-jira-instance.example.com

JiraProjectKey
The key of your Jira project where tickets will be created.

[

Jira API Credentials

SecretArn
The ARN of the Secrets Manager secret where you have stored your API credentials. This must be a JSON secret with the following keys: Username,Password.

[—

. A dstei= E0|E22 +HE + U= HEFE ServiceNow 7HZ API 7| E 0| & gfL|cH

e. 7|2 Secrets Manager0i| A 20t &t5 & MHstn 2ot &5 & AE0]| ZIARNSE API_Key
M3 gt
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Specify stack details

Provide a stack name

Stack name

[ ASR-ServiceNowStack ]

Stack name must be 1 to 128 characters, start with a letter, and only contain alphanumeric characters. Character count: 19/128.

Parameters
Parameters are defined in your template and allow you to input custom values when you create or update a stack.

ServiceNow Project Information

InstanceURI

The URI of your ServiceMow instance. For |'x.|r||pl|': https: Jimy-servicenow-instance service-now.com

[ https://my-servicenow-instance.service-now.com ]
ServiceNowTableName

Enter the name of your ServiceNow Table where tickets should be ereated.

l incident ]

ServiceNow API Credentials

SecretArn

The ARN of the Secrets Manager secret where you have stored your AP| credentials. This must be a JSON secret with the following keys: API_Key.

[ | ]
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https://console.aws.amazon.com/cloudformation/home?region=us-east-1#/stacks/new?stackName=automated-security-response-on-aws-member&templateURL=https:%2F%2Fs3.amazonaws.com%2Fsolutions-reference%2Fautomated-security-response-on-aws%2Flatest%2Faws-sharr-member.template&redirectId=ImplementationGuide
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ASElLCH

SC HH AE 2= yes SC Mo{e| Ats =H2 It

W T4 QAE M

0{F & X|GELch.

AFSBP HIH AEH 2= no FSBP Xo{2| XI5 =g 2
f HH 74 2AE M|

x| o7 & x|GELch.

CIS120 Hit{ AEH 2= no CIS1207H Mo{e| Xts =4
£ sl " 7 ﬁi%

ARl o4F E x|H

CIS140 Ml ABH 2= no CIS1407H Mo1e| Xts +=d
g QS HH 7 H A E
X x| 042 E X|HELIC}

CIS300 HtH AE4 2= no CIS3007H AMo{e| Rts =7
2 9lsh M T 248 A
43t

AEX| AR E XIE

PC1321 HH{ A 2= no PC1321 Mo{2| AI5 =™ E
2|5 I ?“ LAE MX|
L
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SEHAT: el A5 AR 51


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_iam-limits.html
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20| e 7122k =

NIST HH AEH 2= no NIST AMlo{e| At s +=HE 2
Sl Hi M @A E MR|E
X| 0482 E x|HELICH

Redshift ZTAI 22 |86 S3  no FSBP RedShift.4 2| s4Z2

EHZ) A A £ I3l S3 2 A5l of

st=X| yes MEHEILICE S3
HZ & =X sHZol cHEr &t
Mt LI& 2 AWS Security

Hub At M M| Redshift.

4 M siiEE AxstML.

Sec Hub Z 2|t AHH <Requires input> AWS Security Hub 22|t 7|
20| 12Kt2| A% IDS =
grulct,

H YA mH O|A <Requires input> Z|CH 9KtO| AR K BWXAE

TEE EXEe UHELICH
Ol EXtE2 IAM e 0|&

3 5] 21 83 Kol YUK

Amazon S3 S3 0|
[Ct2fof ek

_ﬁ o

-1 Ol
i

fjo
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https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-fsbp-controls.html#fsbp-redshift-4
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-fsbp-controls.html#fsbp-redshift-4
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8. [AE M4d(Create stack)]

AWS CloudFormation 22| &'Ej QoM AEO| HEHE E = USLICH & 158 F0f
CREATE_COMPLETE &E{E utA| ElL|C}.
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https://console.aws.amazon.com/cloudformation/home

Update sharr-v130-rc1-member- X
PlaybookMemberStackPCI321-LWXPIU3B3J89?

It is recommended to update through the root stack
Updating a nested stack may result in an unstable state where the nested stack is out-
of-sync with its root stack. Learn more [4

Go to root stack (recommended)

© Update nested stack

Cancel Update stack
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Service CatalogE AIE75t0{ £F M 2 LIE{E AppRegistry

0| &% Moi= CloudFormation Bl Z /1t 7|2 AppRegistry 2|2~ AE Service Catalog & AWS
Systems Manager Application Manager2| O & 2|7 0|2 2 S5 35t Service Catalog AppRegistry
2lAaATF Z 3 E[o] AU&LIC.

AWS Systems Manager Application Manager=0| & F M1t siE 2|A A0 CHEE OHEEAHOIM =& B

712 M3SIE2 CIS8 8 = YUsLCh

. = Qx|ojAMo| &M HAZAEI AR Ol 20| HIZE 2|AA AWS A, HIZEl 2|AAQ| H|E
£ ZLEZECt

= AEO|HO| &2 M| 24 A0] T3 5] T O[EH(0f: HHE AFEH, CloudWatch
HE, 2laa 74 U 29 2/)E 20U

AWS-Systems-Manager-Application-Manager start runbook
[ Components (2)
Name | Alarms Application information | View in AppRegistry [
=] 8 AwSs-Systems-Manager- Application-Manager
Application type Name _ Application monitaring
B AWS-Systems-Manager-A AWS-AppRegistry AWS-Systems-Manager-Application-Manager @ Not enabled

Description
Service Catalog application to track and
manage all your resources for the solution

Overview Resources Instances Compliance Monitoring Opsitems Logs Runbooks Cost

Insights and Alarms info Cost

Meonitor your application health with Amazon CloudWatch. View resource costs per application using AWS Cost Explorer.

Cost (USD)
Application Manager2| &% M AEH

CloudWatch Application Insights AF&

0| €8 M2 HiZE A| CloudWatch Application Insights@+ At 2 2 & &HE/LIC} CloudWatch
Application Insights= Ct& 2 S8 £F M| & Elet HsE &elstz olsHst= ol =&0| Euct.

CloudWatch Application Insights AH& 55


https://docs.aws.amazon.com/systems-manager/latest/userguide/application-manager.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/application-manager.html
https://docs.aws.amazon.com/servicecatalog/latest/arguide/intro-app-registry.html
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« 2 oEZEZ|Fo|M EIAAE RIS 2 HMEt D BLIE{RIELICH.

- HANAH EXE AT A5 {3 ALK X1H FE A,

« O|& EE= ZoH7} ZHR| Opsltems |2 Systems ManagerE A5 2 MM LICH ol £F Mol &
g2 0lxl= EME FAl LoiF= 4™ 7tsEt €& Opsltems &2 ghLCt.

CtZ A et £F M HEfE E0 AN FHE A ERE L FEE Sl F2 748 4 E 2L H

218l = /&= CloudWatch Application Insights ZLIE{2 CHA|EEE EL|C}

1. CloudWatch & £ 0|S&tL|ct.

2. Insights B2 MEH3 1 Application InsightsE ME4EFL|CE
174=

3. oiEE(7o|Md ”E MEE Chs £F M0 AAE o E 2|7 0[S =R LT

£ R MO| CloudWatch CHA[ZEEE 7tX{et £F M| & Elof CHEt 2LIE{RE SEE =X JU&LIch
Application Insights|A &5 49| CloudWatch OHEZ E2|7H0|M CHA|EE 0] /= =
L|CF.

—

. AF2 X X|™ CloudWatch CHA|E E BN MEHEHL|C},
2. CloudWatch CHA|2E 71 X2 7|E EH

3. AM MR E =25t 1 AWS CHA|EE Q| RIS E ot EE 2 ASR-Remediation-Metrics-
Dashboard/EHErL|CE

JtX2 7|5 MEHEHL|CEH

s

O|A| 0| x| Ztofl MEHE B Q10| CloudWatch Application Insights 2& LH0i| A CloudWatch
Application Insights CHA|2 E2F E&R MO ALEX} X|IH CHA|EEE 25 2 = U&LICH
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1. Systems Manager &0 22 QI8 LIC.

2. B M Zoi M Application ManagerE AEHgrLIC}.
3. O EE|7Ho| MM o] &F Mol o EZ|7|0|M O|F S MEHFFLIC.
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https://console.aws.amazon.com/cloudwatch
https://console.aws.amazon.com/systems-manager

View resource costs per application using AWS Cost Explorer.

el

To enable cost tracking, add the "AppManagerCFNStackKey" user tag to your CloudFormation
stack.

Adding the user tag will require redeployment of the stack.

Add user tag

5. AL&X} Bl F7t H|O|X|o| M confirmE =Bt CFS ALE R B FIHE MEFLICEH

— —_ - -
Ol £2Mu HAE HIE EfOE &gt = HIE €T B E & HEsto{o| £R Mol HIE S & QlsHok
gfLICH HIE &3 eiaes %o #E| AFol|lMEr EdEtE + JA&LICH

1. AWS Billing and Cost Management 2! H|& 2| 2&0 2aelgL(Ct

2. BN ZolM HIE EF EfTE MEHRFLICH

3. H|E &Y Ef HO|X|olAH AppManagerCFNStackKey Ei1E ZE{RI8 C}S EAIE! Z21tof M EY
OE MEdErLICEH
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https://console.aws.amazon.com/billing/home
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AWS Cost Explorer

AWS Cost Explorer@ 2| £&f2 E3H Application Manager 2& L{0i| A o Z2|7|0|A4 & o Z 2|7 0|
Ol IR E 2 = U&LICE Cost ExplorergE AFE3sHH Alzt ZAatof [HE AWS
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https://console.aws.amazon.com/cost-management/home
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Amazon CloudWatch CHA|EEE AlE5t0{ &£F M 2ed 2L
E{2

O] £F40{= Amazon CloudWatch CHA|E E0f EA|El= AMS AL XY X|E2F BEIF ZE 0] UE
LICE.

CloudWatch CHA|2 =0t FE &= MR EXM7E US M £F M| 2t AdBIS ZLIEHZELICH

CloudWatch X|E, ZE L CHA|EE &3}

7|s0l= 47H2] CloudFormation ®lZ ! ml2t0|E{7} U &LICH CloudWatch.

CloudWatch Metrics
UseCloudWatchMetrics

Enable collection of operational metrics and create a CloudWatch dashboard to monitor solution operations

UseCloudWatchMetricsAlarms
Create CloudWatch Alarms for gathered metrics

(e )

RemediationFailureAlarmThreshold
Percentage of failures in one period (default period is 1 day) to trigger the remediation failures alarm for a given control ID. E.g., to specify 20% then enter the number 20.

(s )

EnableEnhancedCloudWatchMetrics
Enable collection of metrics per Control ID in addition to standard metrics. You must also select 'yes' for UseCloudWatchMetrics to enable enhanced metric collection. The
added cost of these additional custom metrics could be up to $65/month.

(o >

1. UseCloudWatchMetrics -O| 7*% 2 MHE5IH 2F XEE 2T yes = UM O|HE X|EE =
£ Q)= CloudWatch CHA|2 E 7} A ELICH,

2. UseCloudWatchAlarms - 2 M&stH £8Mo| 7|2 B2 7t yes EMEHELICH

3. RemediationFailureAlarmThreshold - A2 & Y A|Z|7| &5 7 7|2t S¢F si4Qo| Alulfst H|2
iLct.

4. EnableEnhancedCloudWatchMetrics - A0 IDE 7§ X|EE +=ZlyesstE{@o| LiZtO|EHE 2 A
Mtk 7|2Mo 20| niet0lE e 2 d8noZl2 2 2 E Ao10f ‘| & 2A a2 ol CHEt X%
o =ZIDsELICH AMoi IDY 7HE X|E L ZE o= F7t HIS0| Lr4ghLct.
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CloudWatch CHA|EE AL

CHAIEEE EE{H

1. Amazon2 £ 0|5 CloudWatch 8t CI 2 CHA|EE

2. “ASR-Remediation-Metrics-Dashboard’2t= CHA| 2 E
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CloudWatch CHAI2E0f= oHE MM0| & (o] l&LICH
1. & 834 olild - £F Moi| 2ol S5 = sl ZEl Security Hub ZAH ZAxto| £~0f CHEF SH S

4. A Y ol AT - 234 Wi g0l xISIX oS HEO X HHE AIZR Qo w A
t ¥ 2oz QlEt RS BRI 7 AIER oI5 BHEXOR TS =

FABILICE 2HE ROl Bk o4 ASHS Ml LL SR MM MH 2E
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3} 8t 74Lt, Security Hubo|l M H|d 212 E dlix|sto{0| EX|E 2t3tefL

r
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gt R E HH AlEe| £F MY 22| HYS LR LI AWS AEo|M of 7[R
=

&8 CloudWatch CHAIZ E0fl= UEHAIQI 2% QR 8 BTshs A OBl BTt Z8Elof e
=
1. 24 A2t SO AEH A A% > 1000

a. 28 2 A0 2H SH5H O[HIE FAI0| QT 3 ZECHH AHE AIRE|T 2SS L

= &LCt
. CloudFormation Zt2t0|E{E AIE35I04 (A IS HEE &= U&LICH

b
2. 884 28 Ao = NOREMEDIATION > 0
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-delete-rule.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-delete-rule.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-disassociate-members.html
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Cloudwatch > Dashboards > ASR-Remediation-Metrics-Dashboard

ASR.

Metrics-D:

State Machine Executions

Count.

1,000

s04 /\

Remediations started >= 1000 for 1 datapoints within 1440 minut...

Remediation Outcomes

320 A

166

7 _— 2 TT— .
1203 12015 2 12719 1203 12 p 2
@ Remediations started @ FAILURE @ SUCCESS
Remediation Scheduling Queue Length @ !  Maximum Remediation Delay
Count. Seconds
no s200
050 00
o B
1203 1205 2 129 s s 2 1219
@ Queue Length @ Delay
Runbook Assume Role Fallures Runbook Assume Role Failures
265 This widget displays the frequency of the remediation lambda failing to
A assume the role necessary to remediate on a different account.
This may indicate that ASR Is attempting to remediata on a spoke account
2 that does not have ASR Installed.
. __Runbook Assume Role Failures >= 1 for 1 1440,
s 12ns 12 12ns

@ Runbook Assume Rale Failures

74

o =

1. Amazon CloudWatch -> BE -> 2 E ZEZ 0|
X

IHE MEl3 g X

2. +85tEiE

UAZ 7

Vi

o

.,.
(o]
L

=

of2 AE E= 2l =EE Alzst U&LIct ol o8t A
M2 LSS OlWE FAl0| £HEIUSS LIEH 4 laLich
X QT M| &HAH +TE + UA&LICH
Autosave: Off @ Period override 1 hour (auto)
| th 3h 12h 1d 3d 1w  Custom El | Localtimezone vH c | v ‘@‘ Actions ¥ +

Remediation Failures by Type

283 /\

142

.
. NOREMEDIATION >= 1 for 1 datapoints within 1440 minutes (1)

23
ou REM
@ STANDARDNOTENABLED

218 1217 1219

TACTIVE @ ON

Remediation Scheduling Widgets

These widgets are related to scheduling of remediations.

Triggered remediations are inserted into a queue and a scheduling Lambda
picks them up to schedule the remediation execution.

The queue length represents the number of triggered remediations that
are waiting to be scheduled.

The maximum delay is how far out, in seconds, that the scheduling Lambda
has scheduled a remediation for execution.

Remediation Failures by Type
This widget displays the frequency of different remediation outcomes.

If there Is an Increase In NOREMEDIATION results, this Indicates that
remediations are being attempted for remediations not currently included
in ASR. You should verify that this Is not caused by a modified automatic
remediation rule.
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CloudWatch w | CloudWatch > Alarms
Favorites and recents » Alarms (3) [ Hide Auto Scaling alarms Create alarm
bssmocs [ason x| [rysae v [vome v ] [smacions.. ¥ ,
ASR-Remediation-Metrics-
Dashboard O Name v | state v | Last state update v | conditions | Actions
v Alarms Ao @17 @0 NOREMEDIATION >= 1 for 1 datapoints within 1
Ae©O O [m] ASR-NoRemediation @ oKk 2023-12-25 15:36:25 day P @ Actions enabled
In alarm

Runbook Assume Role Failures >= 1 for 1
All alarms (] ASR-RunbookAssumeRoleFailure @ok 2023-12-22 18:27:56 @ Actions enabled
datapoints within 1 day

Billin,
9 ExecutionsStarted >= 10 for 1 datapoints within
[ ASR-StateMachineExecutions ©ok 2023-12-15 16:47:41 *hour @ Actions enabled
v Logs
Log groups

Log Anomalies
Live Tail

Logs Insights

v Metrics

3. Y7AlgtE Hote 2oz HEs L MY ELICH
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CloudwWatch » Alarms » ASR-StateMachineExecutions » Edit

Step 1 - optional
Specify metric and conditions

Step 2 - optional Metric
Configure actions

. Graph
Step 3 - optional

Add name and description

Step 4 - optional Count
Preview and create 1,000
1,000
501
1 .
01/05 01/07 01/09 01/11

@ ExecutionsStarted

Specify metric and conditions - optional

This alarm will trigger when the blue line goes above the red line for 1 datapoints within 1 day.

Namespace
AWS/States

Metric name

‘ ExecutionsStarted ‘

StateMachineArn

‘ arn:aws:states:us-east-1:221128147805:stateMachine:S

Statistic

‘ Q, sum b e ‘
Period

‘ 1 day v ‘

Conditions

Threshold type

O Static

Use a value as a threshold

(O Anomaly detection
Use a band as a threshold

Whenever ExecutionsStarted is...
Define the alarm condition.

() Greater O Greater/Equal ) Lower/Equal ) Lower
> threshold >= threshold <= threshold < threshold
than...
Define the threshold value.
1000 T
Must be a number
» Additional configuration
Cancel Skip to Preview and create Next

4. CloudWatch CHA|EE 2 0|5 3504 A A%
a. olfE Mo @EX ML U= EUE
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c. M E o2 HiZdstL |}
- = = =H— Lo - -
d AH A—|7(-IJ‘|_|. Oli|g|.|: E 7dH M2 /\X'|3|'L_|E|.
. =2 O = 4L/ oL T 1= T o -
State Machine Executions .2 Persist time range @ tTh 3h 12h 1d 3d 1w Custom Local timezone v | | Line v -
Count
1,000 Ty : i =
Remediations started >= 1000 for 1 datapoints within 1440 minutes (1,000)
501
1 -
01/04 01/04 01/05 01/05 01/06 01/06 o1/o7 o1/07 01/08 01/08 01/09 01/09 01/10 01/10 01/11 o1/1
@ Remediations started
Browse | Multi source query - new | Graphed metrics(1) | Options | Source Addmath v ‘ ‘ Add query v
Widget type
‘ Line ‘ Datatable | Stackedarea | Number | Gauge ‘ Bar ‘ Pie ‘
Legend position Live data
Hidden © Bottom Right Display most recent data point, even when not yet fully aggregated.
Left Y axis Right Y axis
Label Label
Limits Min Max Limits Min Max
Show units Show units
Horizontal annotations / thresholds &
Label Value Filt Axis Actions
] Remediations started >= 1000 for 1 datapoints within 1440 minutes [ 1000 [ None A4 > X

Add horizontal annotation

Vertical annotations Info

Add vertical annotation
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@ Note

v1.2.1 O|5}0AM v1.3.0 O|A S 2 I 0|EStE A 7|Z& Orchestrator 271 1 & AR
2 2 M™ELICINo. v1.3.0 O|& 2 CHA| MX|5l= B<R0| SM0] Yes CHIHE ME4E =

A& LICH o] SME AL Orchestrator Step Functions0ll CHE S8t 21 T 50| A
& 23918 = &Lict

1. Z[A EIZE12 AF83104 Security Hub ZHE2IXF A5 0| ABE |0|E & LICH.
2. Z HH A™HAM x4 HESIO| HEtE Yool EFLICE
3. T HiZE ZE 2[Xo| Zf HH HHM x[4& HEZ/oM B AR AHO|O|EFLICH

|

v2.0.x0 M 480l

v2.0.x0|AM Lad0|ESIE B2 v2.1.2 O|& o2 48 |0|EEFLICH v2.1.0 - v2.1.12 YO|0|ESIE
ol AlZ{EL|Cl CloudFormation.

v1.4 O|F H{ZTol| A aeo|l= 65


https://solutions-reference.s3.amazonaws.com/automated-security-response-on-aws/latest/aws-sharr-deploy.template
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HE2 Lot @ FE 2t3t6t7| fI8t X|=E MSELCH o] XIHe2 EXM7E sHEE[X] &f
Eo[=0| £F Mol CiEh AWS X[ ALHIE &7 fI8F XIEHE MBS gL

ES

mjo

Al 2.

ol

Ol M40l 0] & F-Aoil CHEH 2R 812 27k ZElof Y&LITH FAIE 21% Bras

O EF M2 ML= EA 2 A™Mel E22 +=%&6t1 S00111-SHARR AWS Security Hub
2[R HH 2| CloudWatch 21 201 A0S AWS Systems Manager?|S & LICH st 0oil Mo 5t
Ltol AEZ|O| A& LCt.

Orchestrator Step Functions= AWS Security Hub #2[X} A% 2| S00111-SHARR-Orchestrator
CloudWatch 21 I§S 29| 2 E EHA| MEE 7|S&rLICt 0] 22 & Step FunctionsQ| ZF QIAERA
of CHEH A El MBS 7|55t A FXILICE Step Functions A& 5tLte| 20 AEZ|0| U&L
C}.

£ 23 352 AWS KMS Customer-Manager 7|()& AF23t0{ & 5 3HEILICICMK.

C2 2x 812 ME = S00111-SHARR 21 122 A2 #LICt o] 212 AWS Systems Manager
Automation &, Automation Executions 21, Step Function 2& %! Lambda 21 & AI&350{ X
g siagd EF.

2X siZ2ol AMufstH ct2a SAFSE HIA|X|7F EF, Mo{ & drtof Cist 20 AEZIS00111 -
SHARRO{ 2ZElL|C}. of: CIS-2.9-2021-08-12

ERROR: a4cbb9bb-24cc-492b-a30f-1123b407a6253: Remediation failed for CIS control
2.9 in account 123412341234: See Automation Execution output for details (AwsEc2Vpc
vpc-0e92bbe911cf@8ach)

CIE HIAIXR | F7H MR HEE MSELICH ol E2342 Eot Z & 2 H0{E I8t SHARR A& Ao M
7tX2 Zdeuct. of: SHARR-CIS 1.2.0 2.9

Step fails when it is Execution complete: verified. Failed to run automation with
executionId: eecdef79-9111-4532-921a-e098549f5259 Failed :

{Status=[Failed], Output=[No output available yet because the step is not successfully
executed], ExecutionId=[eecdef79-9111-4532-921a-e098549f5259]}. Please refer to
Automation Service Troubleshooting Guide for more diagnosis details.
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O| HE = AIHE 7IE2|7|H,0| B¢ M HAHoM A= 52 AASE[A&LICE o] EXME
s Z2ste{™ HE AHH 2l AWS Management Console 0l 22215t (2| HIA|X|0|A), 2 O]

S75t0 X}SEE AWS Systems ManagerO|S35t04 A= IDOf| CHEt 21 £242 At ofF &L
Clteecdef79-9111-4532-921a-e098549f525.

gt =X sliE

« 2X: Amazon0dM EIAAE O|O| AFEE £ QUCtE ST & £F M8 Hi =71 AMuiELct
CloudWatch.

o2 Y'Y: CloudFormation 2|4 4/0[HE MMojM 23 JF0| 0|0] AUSE LEHHE 2F HIAIX]
o} QI x| 2IELICH SHARR HHE HIE3 I% A8t 7|1Z 21 288 MA8Y £ &Lt A
NS MEMEX| Folghit,

- =A: EventBridge 7 2!0| MEE|X| f= EQ0|5 5 280 2LF 7+ & l5tod &FMO| HiZ E[X|
ol
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PutS3BucketPolicyDeny fails
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Unable to create an explicit deny statement for {bucket_name}.
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« ZE|XH ABE2 Zt B EO CHs B A=i0] ofsH CHe M Al Y 2Tl HHZ E Mo A>T R
£ Mofof CHEr =H(ALSAF XY &Y EE= 2t XHS3HEl EventBridge 71212 Safl)BF AIRTE =
&LCH

- £ E&0of chsl ZgsE xofol CHall 2t MEEHE Mo{E A™SH7| fIsH EE 2| ZF 3 A=Hof
£ Mo{ HS0| BiZ k= mt2t0lE7t QI&LICH ZEE| TtEt0IEE “NOTAIE 7Hs” ez dd
5tod sy ZHEE A-YAME HiZ FAFLICH

SSM EE g g4 4 HIgdstst 7| fIe ot2tolE:

- 2R AR42 B F 2E|Xt ARMol ofaH X E SSM mhEtO|EE Sofl 28t ZEof CiEt 2
HEM8R XY &Y &= &M XS 3HE EventBridge 212 S35H)2F A|ZHE = Q&LICH

- EZEE HIZYssted® ZE7t “/Solutions/SO0111/<standard_name>/<standard_version>/
status”@l SSM mt2tO|E{ 2 ZfE “No"= M- ELICH

SNS &l o

2| sl 2ol AlFEl= 32

"severity": "INFO",
"message'": "00000000-0000-0000-0000-000000000000: Remediation queued for SC control

RDS.13 in account 111111111111",

"finding": {
"finding_id": "22222222-2222-2222-2222-222222222222",
"finding_description": "This control checks if automatic minor version upgrades are
enabled for the Amazon RDS database instance."
"standard_name": "security-control",
"standard_version": "2.0.0",
"standard_control": "RDS.13",
"title": "RDS automatic minor version upgrades should be enabled",
"region": "us-east-1",

"account": "111111111111",
"finding_arn": "arn:aws:securityhub:us-east-1:111111111111:security-control/RDS.13/

finding/22222222-2222-2222-2222-222222222222"
}
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"severity": "INFO",
"message": "00000000-0000-0000-0000-000000000000: Remediation succeeded for SC

control RDS.13 in account 111111111111: See Automation Execution output for details
(AwsRdsDbInstance arn:aws:rds:us-east-1:111111111111:db:database-1)",

"finding": {

"finding_id": "22222222-2222-2222-2222-222222222222",

"finding_description": "This control checks if automatic minor version upgrades are
enabled for the Amazon RDS database instance.",

"standard_name": "security-control",

"standard_version": "2.0.0",

"standard_control": "RDS.13",

"title": "RDS automatic minor version upgrades should be enabled",

"region": "us-east-1",

"account": "111111111111",
"finding_arn": "arn:aws:securityhub:us-east-1:111111111111:security-control/RDS.13/

finding/22222222-2222-2222-2222-222222222222"
}

24 s 2ol dofst= 32

"severity": "ERROR",
"message": "00000000-0000-0000-0000-000000000000: Remediation failed for SC

control RDS.13 in account 111111111111: See Automation Execution output for details
(AwsRdsDbInstance arn:aws:rds:us-east-1:111111111111:db:database-1)",

"finding": {
"finding_id": "22222222-2222-2222-2222-222222222222",
"finding_description": "This control checks if automatic minor version upgrades are
enabled for the Amazon RDS database instance.",
"standard_name": "security-control",
"standard_version": "2.0.0",
"standard_control": "RDS.13",
"title": "RDS automatic minor version upgrades should be enabled",
"region": "us-east-1",

"account": "111111111111",
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"finding_arn": "arn:aws:securityhub:us-east-1:111111111111:security-control/RDS.13/
finding/22222222-2222-2222-2222-222222222222"

}
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