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https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/Introduction.html
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https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-list.html
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-list.html
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https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-list.html
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-list.html
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https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-list.html
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-list.html
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https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-list.html
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-list.html
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https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-list.html
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups-list.html
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5 Components (2 AWS-Systems-Manager-Application-Manager Start runbook
Name | Alarms Application information | view in AppRegistry [4
=] & Aws-Systems-Manager- Application-Manager
Application type Name Application monitaring
B Aws-systems-Manager-A AWS-AppRegistry AWS-Systems-Manager-Application-Manager © Not enabled

Description
Service Catalog application to track and
manage all your resources for the solution
Overview Resources Instances Compliance Monitoring Opsitems Logs Runbooks Cost

Insights and Alarms info Cost

Manitor your application health with Amazon CloudwWatch. View resource costs per application using AWS Cost Explorer.

Cost (USD)
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Overview Resources Provisioning Compliance Monitoring Opsltems Logs Runbooks Cost

Application Insights (0) infe (® view Ignored Problems | Add an application

Problems detected by severity

Q, Find problems ‘ | Last7days ¥ ‘ | c | 1 ®

Problem su... ¥ Status v Severity ¥ Source v | Start time v Insights #

Advanced monitoring is not enabled

When you onboard your first application, a service-linked role (SLR) is created in your account. The SLR is predefined by CloudWatch Application
Insights and Includes the permissions the service requires to monitor AWS services on your behalf.

l Auto-configure Application Insights ‘

Ol of Z (70| ELIE{Z o] & d3tE| 1 CFS & &AH7F LB LICEH

Overview Resources Provisioning Compliance Maonitoring Opsltems Logs Runbooks Cost

Application Insights (0) it ( View Ignored Problems | Add an application

Problems detected by sewverity

Q, Find problems ‘ ‘Last? days ¥ ‘ & ‘ 1 )

Problemsu... ¥ Status v Severity ¥ | Source v | starttime v | Insights ¥

@ Application monitoring has been successfully enabled. It will take some time to display any results. Please use the refresh button to
view results.
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View resource costs per application using AWS Cost Explorer.

el

To enable cost tracking, add the "AppManagerCFNStackKey" user tag to your CloudFormation
stack.

Adding the user tag will require redeployment of the stack.

Add user tag
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https://docs.aws.amazon.com/waf/latest/developerguide/classic-waf-chapter.html
https://docs.aws.amazon.com/waf/latest/APIReference/Welcome.html
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CloudFormation X CloudFarmation Stacks > AWSWAFSecurityAutomations: Stack details
Stacks AWSWAFSecurityAutomations Actions v
Stack details
Change sets Stack info Events Resources Outputs Parameters Template
Drifts
StackSets
Outputs (4)
Exports
Q
Designer
Key ry Value v Description v Export name v
Previous console
ApphceessLogBucket app-logs-bucket-name
Feedback
BadBotHoneypotEndpaint https://{restapi_id}.execute-api{region}.amazonaws.com/ProdStage Bad Bot Honeypot Endpaint
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{

"general": {
"requestThreshold": 2000,
"blockPeriod": 240,
"ignoredSufixes": [".css", ".js", ".jpg", "png", ".gif"]
h

"uriList": {

"/search": {
"requestThreshold": 500,
"blockPeriod": 600
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