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"Sid": "AWSLogDeliveryWrite20150319",

"Effect": "Allow",

"Principal": {
"Service": [

"delivery.logs.amazonaws.com"

]
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"Action": [
"logs:CreatelLogStream",
"logs:PutLogEvents"
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Volume ID - Status - Type a Used « Size « Gateway
vol-0020a0ecead82c7 14 Gateway offline  Cached - 50 GiB
vol-013¢985f1fa00a284 Available Cached 0% 30 GiB )
viol-Obadf299e5a1219b1 Available Cached 3% 100 GiB § § )
8  vol-Oeleb15a2896b3094 Available Cached B 74% 20 GiB B = )
vol-0518ba25750e1ddb6 Working stor...  Stored . | 14.B360B| 45 pmp

Details Tags

Volume ID  vol-Oe0eb15a2996b3094 (Cached) Status Available
Gateway _ - ' Used 14.895GiB
CHAP authentication No Size 20GiB
Targetname  ign.1897-CI.ocmnomoonannng et o Monitoring  Cloudwatch
initiator """ Ananann Host IP

Hostport 3260
Snapshot schedule -
Created 9/26/2017, 8:57:34 PM
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Tape Gatewayl| ZB<:iqn.1997-05.com.amazon: [GATEWAY_IP]-tapedrive-01
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ok

GPTLIE|MO| AR LIS HAUS AIS
gpt
5. C}

5'L|C}H sudo parted /dev/your volume mklabel
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sudo parted -a opt /dev/your volume mkpart primary file system 0% 100%
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sudo mkfs -L datapartition /dev/your volume
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sudo mount -o defaults /dev/your volume /mnt/your directory
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Create volume Actions v

Create AWS Backup plan

Volume ID Create EBS snapshot o Used
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i vol-00743367 Edit snapshot schedule 1
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Configure CHAP authentication o

Delete volume
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Details Tags
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Settings
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Backup window
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Customize backup window

Lifecycle
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Restore backup

Settings

Snapshot ID
snap-068e1ef065c6f2704
Resource type

Specify the type of AWS resource to create when restoring this backup

EBS volume

© Storage Gateway volume

Gateway

temp Z_...0 v

iSCSI target name

1 to 200 characters including a-z, 0-9, and ".;"

- Al E2&2| B2 HOIESO| 0|F, F, iSCSICHY OIF
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o
-
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Restore backup

Settings
Snapshot ID
snap-068e1ef065c6f2704

Resource type
Specify the type of AWS resource to create when restoring this backup

EBS volume

© Storage Gateway volume

Gateway

¢ _  v-thinstaller-centos-1 v

Capacity

TiB v

iSCSI target name

1 to 200 characters including a-z, 0-9, and “.-;"
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Create volume x
Gateway  GatewayCached1 -
Capacity 100 GiE -
Volumes must not be larger than 32 TiB
Volume contents New empty volume

Based on EBS snapshot
@ Clone from last volume recovery point Leam
more

Source volume vol-3507255e -

iSCSl target name  igqn.1122-03.com.amazon

1 to 200 characters including a-z, 0-9, and ".-

SME HE =82 7tE 22 57 X[H2 ME5t0 HE =80M M 2822 C|0|E{E byte-to-byte
S AEFLICE Storage Gateway= 7HA| 282 57 X|H2 AHS2 2 MgLICt obx|et 57 X|&0|
A MR =X EQI5H24HH AmazonO|A TimeSincelLastRecoveryPoint HEZIE & QI5IAIA]|
2 CloudWatch.

7|& 2&0M SH|stE 20l Amazon EBS A ddst= WELCH M W21 HIE X LICH
o
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2.

3
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Storage Gateway Z2&0AM =2 & M2 MEHFLICH

& 4 izt &xtef HolESOloMH HOIEO|E MEFLICE.
80l 252 8T UHsIEAIL. 0| 8F2 44 EFD L 7HLE 710k EfLICH

Clone from last recovery point(Ot X[ 57 A|Ho|AM SA)
MEEhLCH A4 SE2 MEISH AWS X[o| 2E FHAIE

Create volume x
Gateway  GatewayCached1 -
Capacity 100 GiB =
Volumes must not be larger than 32 TIB
Volume contents New empty volume

Based on EBS snapshot
@ Clone from last volume recovery point Leam
more

Source volume vol-3507255e -

iSCSl target name  igqn.1122-03.com.amazon

1 to 200 characters including a-z, 0-9, and ".-

iSCSI CHf o|F ol o|§2 L=gLct.

CH&f O|E2 AR, A} OFEE(.), StO|E(-)2 Z&E = JU&LICL O| CHY O|E2 HAM =
iSCSI Microsoft O|L|A|0|O|E{ UI2| CH& B0l iSCSI CH4 == O|§ 22 LIELELICE | & E04
target1O|2t= O|E2 iqn.1007-05.com.amazon:target12 2 EA|E/L|C} CHA O|E 0|
AEZ[X] Y HELF(SAN) Lol T o = nRetX| & leL|ct

HE 23 QlE{mo|A MZo| Ho|EQolo] IP FAQIX| &ol5lod ol B WERZ QIE{H O

A0 IP FAE MEHEFLILCE.

0f2] LIESIZ OfHEIE AHB SIS HO|ERIO0IE OB B AEEIXK| fBEIHOIM0IM 25
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HOIEH ol vMO| & 7l ol& o LIESIZ o{=HE{ol| CHsll 7 EE B2 =& 4 thst &t HE

2|3 QIE{H 0|A S = 0| EAIELICE O] S=0|M HO|ES 0| VMo CH3H &l ZF o{RHE{ Q| IP
F 4 StLETE R AIELCEH HO|EH 0] vMO| StLte| HIE R ofRE{of CHaMEF & B2 IP

FAT71 et #0|7| 2ol 50| LhEHLHR| ef& LTt
8. & 442 MEeLIch J28{™ CHAP 215 4 that 4Rt LIEHELICH LIS 0 CHAPE #4
8 2= QIALICH RFMIEH LIS i EFZo] CHEF CHAP 915 T4 SCSI MM R E5HAIR.
OIS EHE 282 2ctolMEo] dZstE HLIth RME B2 25 S20|UE0| HE MM
g BZstMR

Ctg HAle 28 57 AIHAIM ARHAE Mdstod 1 AHAE AE5te YHE EoiELICH ER0]
2k Y38 AHLE BHEHL T S50l CHet A& LdHE d™E = JU&Lch

H&EE = ol HO|EQOlM EE2| =+ AHXE M50 At StE{H

1. Storage Gateway & & (https://console.aws.amazon.com/storagegateway/home)2 3L|LCt.

Ef M ZHof| M HO|EQIO0|E MEHEFL|CE.

AH
3. &Y & olc HOoIEHOIE MEE = MF HE &S MEFLICH

ST 2= HAIX|ZF Rl R AIELICH

o A A

——r A e A A e et T e A P T i e et Y e
Details Tags j

A Your gateway is currently unreachable. It may be shutting down or restarting whi

To initiate a recovery snapshot, click the button beloy

Storage GatewayOll M ARAF T2 MAE A|RFELICH
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=S|

« Java& AWS SDKE ALS 8t AL Al

« NET& AWS SDKE A8t AHAF AKX

« AWS Tools for Windows PowerShellE Ar&35t0 ARAFS ALK B LICEH

Amazon EBS Z2& 0| AHXE Bt Hoi| stLb AFXe = U&LICE Amazon EBS 2&£2 A& 6104
ALHAES MK SHE Yol CHEE XEAISH LI 2 Amazon EC2 AFE MY M0 A Amazon EBS A EHAF A
NE FHZEStMR

8t ol 042 AHAFE AFK|SHE{ T Storage Gateway 242 X|sH= AWS SDK 3 SILHE AMEE =
Q& LICH ol Al= Java AWS SDKE AF2 8 ALHAF Al 5
gl AWS Tools for Windows PowerShellE A} 25104 AHAFS AFK |°*L—|EF HE ’E.*ZS% A2,

Java® AWS SDKE Al 28H AHAF AFE|

S50 HAEE o3 AHAE AXNE e T2 Y2 SAIS MEE = U&LICH CHE olAl=

Java& AWS SDKE At&3to ZLICH Al 2EE AtE5tE{™ Java
=& ofEz|7olMS MAst= Y Al of 2l P2 Java&AWS SDK 7Hgr &k} oF
LHMOI M A[ZISHD |8 B ZSHMIR. A4S 3 71D A5t B, A=A AT ol MB CHE 2

&2 ArE5tod A AIELICt
Example : Java® AWS SDKE AI&35104 AHAF ALK

CtZ Java ZE of|Alofl= HO|EQ| 0|2 ZF S &0l CHel AKX A A=A AIZF AlZEO| X|H e Ext
O|MQIX| O|&QIX| 0487} Lt E|0o] Q& LICt. Storage Gateway2t Amazon EC2& Java API& AWS
SDKE A& ELICE. Amazon EC2 APIO= AHAF X 2|2 I8t 2Fdo| =& E|o /U&LIC.

MH|A A=EZOIE HO|EL 0| Amazon 2|44 O|E(ARN) 2 AHAFE X{EStEdE O|F Y4
MBst=E I =E AUClO|EFLICE O] 7|zt O|Fof| MM El AHAFS AX|ELICH E8F 22 2
viewOnlyE X|’d5Hof &LICt Of 2 AXE AHKE EZ = MRE
=

=
x4 21 5
}-E;|7<L_||:|. |:7|. é."X'”% L= sol- % =i de

Mz +std Het=X| = ¥=2 =elstedH 27| S48 AE5H0{(F,
viewOnly7} true2 HHE) M I =EE A LICE Storage Gateway2l &7H AHEE = /U= AWS
MH|IA IEZQIE |52 | AWS Storage Gateway AEXQIE L HHTF S HESFAHUAI2 AWS Y

LS

import java.io.IOException;
import java.util.Arraylist;
import java.util.Calendar;

import java.util.Collection;
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import
import
import

import
import
import
import
import
import
import
import
import
import
import

public

java.util.Date;
java.util.GregorianCalendar;
java.util.List;

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

amazonaws

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

services.
services.
services.
services.
services.
services.
services.
services.
services.
services.

ec?2

.auth.PropertiesCredentials;
ec2.
ec2.
ec2.
.model.DescribeSnapshotsResult;
ec2.
ec2.

AmazonEC2Client;
model.DeleteSnapshotRequest;
model.DescribeSnapshotsRequest;

model.Filter;
model.Snapshot;

storagegateway.AWSStorageGatewayClient;
storagegateway.model.ListVolumesRequest;
storagegateway.model.ListVolumesResult;
storagegateway.model.VolumeInfo;

class ListDeleteVolumeSnapshotsExample {

public
public
static
static

// The
public

// The

are deleted
// if viewOnly = false.
public static int daysBack = 10;

// true

static AWSStorageGatewayClient sgClient;
static AmazonEC2Client ec2Client;

String serviceURLSG = "https://storagegateway.us-east-1.amazonaws.com";
String serviceURLEC2 = "https://ec2.us-east-1.amazonaws.com";
gatewayARN

static String gatewayARN = "*** provide gateway ARN ***'";

number of days back you want to save snapshots. Snapshots before this cutoff

= show what will be deleted; false =

the daysBack criteria
public static boolean viewOnly = true;

actually delete snapshots that meet

public static void main(String[] args) throws IOException {

// Create a Storage Gateway and amazon ec2 client

sgClient =

new AWSStorageGatewayClient(new PropertiesCredentials(

ListDeleteVolumeSnapshotsExample.class.getResourceAsStream("AwsCredentials.properties")));

sgClient.setEndpoint(serviceURLSG);

[>

L
>
=
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ec2Client = new AmazonEC2Client(new PropertiesCredentials(

ListDeleteVolumeSnapshotsExample.class.getResourceAsStream("AwsCredentials.properties")));
ec2Client.setEndpoint(serviceURLEC2);

List<VolumeInfo> volumes = ListVolumesForGateway();
DeleteSnapshotsForVolumes(volumes, daysBack);

}

public static List<VolumeInfo> ListVolumesForGateway()

{

List<VolumeInfo> volumes = new ArraylList<VolumeInfo>();

String marker = null;
do {
ListVolumesRequest request = new
ListVolumesRequest().withGatewayARN(gatewayARN);
ListVolumesResult result = sgClient.listVolumes(request);
marker = result.getMarker();

for (VolumeInfo vi : result.getVolumeInfos())
{
volumes.add(vi);
System.out.println(OutputVolumeInfo(vi));
}

} while (marker != null);

return volumes;

}

private static void DeleteSnapshotsForVolumes(List<VolumeInfo> volumes,
int daysBack2) {

// Find snapshots and delete for each volume
for (VolumeInfo vi : volumes) {

String volumeARN = vi.getVolumeARN();

String volumeld =
volumeARN.substring(volumeARN.lastIndexO0f("/")+1).toLowerCase();

Collection<Filter> filters = new ArraylList<Filter>();

Filter filter = new Filter().withName("volume-id").withValues(volumeld);

filters.add(filter);

DescribeSnapshotsRequest describeSnapshotsRequest =

new DescribeSnapshotsRequest().withFilters(filters);
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DescribeSnapshotsResult describeSnapshotsResult =
ec2Client.describeSnapshots(describeSnapshotsRequest);

List<Snapshot> snapshots = describeSnapshotsResult.getSnapshots();
System.out.println("volume-id = " + volumeld);
for (Snapshot s : snapshots){
StringBuilder sb = new StringBuilder();
boolean meetsCriteria = !CompareDates(daysBack, s.getStartTime());
sb.append(s.getSnapshotId() + ", " + s.getStartTime().toString());

sb.append(", meets criteria for delete? " + meetsCriteria);
sb.append(", deleted? ");
if (!viewOnly & meetsCriteria) {
sb.append("yes");
DeleteSnapshotRequest deleteSnapshotRequest =
new DeleteSnapshotRequest().withSnapshotId(s.getSnapshotId());
ec2Client.deleteSnapshot(deleteSnapshotRequest);

}

else {
sb.append("no");

}

System.out.println(sb.toString());

private static String OutputVolumeInfo(VolumeInfo vi) {

String volumeInfo = String.format(
"Volume Info:\n" +
" ARN: %s\n" +
" Type: %s\n",
vi.getVolumeARN(),
vi.getVolumeType());
return volumeInfo;

// Returns the date in two formats as a list
public static boolean CompareDates(int daysBack, Date snapshotDate) {
Date today = new Date();
Calendar cal = new GregorianCalendar();
cal.setTime(today);
cal.add(Calendar.DAY_OF_MONTH, -daysBack);
Date cutoffDate = cal.getTime();

ACHAF AR AP| H{7T 2013-06-30 82



AWS Storage Gateway Volume Gateway A& HHEAM

return (snapshotDate.compareTo(cutoffDate) > @) ? true : false;

NETE AWS SDKE A28t AHAF ALK

SEN HZE o AHAS ANE e Z2OeY M2 LAS AISE = USLICH TS 0l Al

= .NET& AWS SDK H{T1 2 & 32 AI835t0 AKX S A X|5ts Y2 20{ELICE GlA| ZEE A
25t2{H NET 2£ ofZ2/Fo|ME g'%'iﬁrf S & gotof FLICh RHMIEH LI&2 NETSAWS
SDK 7H A} OFLHAMO M A|ZH5HT | & HESHMR. A4S B JHEE A X|Ste B, AL ATX| EHpl ol
MHEOE 2&2 AL835to{ AX|FLCH

Example : .NET& AWS SDKE AF&310{ AHAF ARK||

ClS Cc# I E of|XollAH AWS Identity and Access Management AL Xt= HO|ER 0|2 ZF £ Fofl CH
Bt AHAS LIFE = U&SLICH O3 ChE A AR AlZHO| XIHE (2 E 7|2t o] E= O]
= golstm 2E& 7(7to| X[k ARAFE AFXIEHLICE O] oflof| M= Storage Gateway ! Amazon

ET API2 AWS SDKE A2 EfLICH Amazon EC2 APIOlE ARHAF X{2|E I8 Ztdo| T &

CH2 2 E M A=.NET2 AWS SDK H{Z 29} 32 AF2EFL|CH NETQ| O] HAE M HA S Z 0}o|
20| M8 4= Q& LICH RHAIEH LIRS NET2 AWS SDKO| %4l Ao 2 F = nto|ado|Mde &
XoAA|2.

MHIA A= ZQIE, HO|EL 0] Amazon ElAA O|S(ARN) L ALAFS X{FH6tE{E oM &

NZ25E2 ZEE HO0|EELICH O] 7|Zt O|Mof MMEI A
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "StmtEC2Snapshots",
"Effect": "Allow",
"Action": [
"ec2:DeleteSnapshot",
"ec2:DescribeSnapshots"
1,
"Resource": [
" n
]
},
{
"Sid": "StmtSgwlListVolumes",
"Effect": "Allow",
"Action": [
"storagegateway:ListVolumes"
1,
"Resource": [
Han
]
}
]

S C# 2= XIEE HOoIEHoloM 2&E 2t XIEE 7|

Ch.

using System;

using System.Collections.Generic;
using System.Text;

Amazon.EC2;
Amazon.EC2.Model;
Amazon.StorageGateway.Model;

Amazon.StorageGateway;

using
using
using
using

namespace DeleteStorageGatewaySnapshotNS

{

class Program

{
/*

* Replace the variables below to

match your

environment.
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*/

/* IAM AccessKey */
static String AwsAccessKey = "AKIA................ ;

/* IAM SecretKey */
Static String AWSSeCIetKey = "*******************************";

/* Account number, 12 digits, no hyphen */
static String OwnerID = "123456789012";

/* Your Gateway ARN. Use a Storage Gateway ID, sgw-XXXXXXXX* */
static String GatewayARN = "arn:aws:storagegateway:ap-
southeast-2:123456789012:gateway/sgw-XXXXXXXX";

/* Snapshot status: "completed", "pending", "error" */
static String SnapshotStatus = "completed";

/* Region where your gateway is activated */
static String AwsRegion = "ap-southeast-2";

/* Minimum age of snapshots before they are deleted (retention policy) */
static int daysBack = 30;

/*
* Do not modify the four lines below.
*/
static AmazonEC2Config ec2Config;
static AmazonEC2Client ec2Client;
static AmazonStorageGatewayClient sgClient;
static AmazonStorageGatewayConfig sgConfig;

static void Main(string[] args)
{
// Create an EC2 client.
ec2Config = new AmazonEC2Config();
ec2Config.ServiceURL = "https://ec2." + AwsRegion + ".amazonaws.com";
ec2Client = new AmazonEC2Client(AwsAccessKey, AwsSecretKey, ec2Config);

// Create a Storage Gateway client.

sgConfig = new AmazonStorageGatewayConfig();

sgConfig.ServiceURL = "https://storagegateway." + AwsRegion +
" .amazonaws.com";
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sgClient = new AmazonStorageGatewayClient(AwsAccessKey, AwsSecretKey,
sgConfig);

List<VolumeInfo> StorageGatewayVolumes
List<Snapshot> StorageGatewaySnapshots
ListSnapshotsForVolumes(StorageGatewayVolumes,

ListVolumesForGateway();

daysBack);
DeleteSnapshots(StorageGatewaySnapshots);

/*
* List all volumes for your gateway
* returns: A list of VolumeInfos, or null.
*/
private static List<VolumeInfo> ListVolumesForGateway()
{
ListVolumesResponse response = new ListVolumesResponse();
try
{
ListVolumesRequest request = new ListVolumesRequest();
request.GatewayARN = GatewayARN;
response = sgClient.ListVolumes(request);

foreach (VolumeInfo vi in response.VolumeInfos)

{
Console.WritelLine(OutputVolumeInfo(vi));

}

catch (AmazonStorageGatewayException ex)

{

Console.WriteLine(ex.Message);

}

return response.VolumeInfos;

/*
* Gets the list of snapshots that match the requested volumes
* and cutoff period.

*/

private static List<Snapshot> ListSnapshotsForVolumes(List<VolumeInfo> volumes,

int snapshotAge)

{
List<Snapshot> SelectedSnapshots = new List<Snapshot>();

try
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{

foreach (VolumeInfo vi in volumes)
{
String volumeARN = vi.VolumeARN;
String volumeID = volumeARN.Substring(volumeARN.LastIndexOf("/") +
1).ToLower();

DescribeSnapshotsRequest describeSnapshotsRequest = new
DescribeSnapshotsRequest();

Filter ownerFilter = new Filter();

List<String> ownerValues = new List<String>();
ownerValues.Add(OwnerID);

ownerFilter.Name = "owner-id";

ownerFilter.Values = ownerValues;
describeSnapshotsRequest.Filters.Add(ownerFilter);

Filter statusFilter = new Filter();

List<String> statusValues = new List<String>();
statusValues.Add(SnapshotStatus);

statusFilter.Name = "status";

statusFilter.Values = statusValues;
describeSnapshotsRequest.Filters.Add(statusFilter);

Filter volumeFilter = new Filter();

List<String> volumeValues = new List<String>();
volumeValues.Add(volumeID);

volumeFilter.Name = "volume-id";
volumeFilter.Values = volumeValues;
describeSnapshotsRequest.Filters.Add(volumeFilter);

DescribeSnapshotsResponse describeSnapshotsResponse =
ec2Client.DescribeSnapshots(describeSnapshotsRequest);

List<Snapshot> snapshots = describeSnapshotsResponse.Snapshots;

Console.WriteLine("volume-id = " + volumelD);
foreach (Snapshot s in snapshots)
{
if (IsSnapshotPastRetentionPeriod(snapshotAge, s.StartTime))
{
Console.WritelLine(s.SnapshotId + ", " + s.Volumeld + ",
" + s.StartTime + ", " + s.Description);
SelectedSnapshots.Add(s);
}
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}
}
}
catch (AmazonEC2Exception ex)
{
Console.WriteLine(ex.Message);
}
return SelectedSnapshots;
}
/*
* Deletes a list of snapshots.
*/
private static void DeleteSnapshots(List<Snapshot> snapshots)
{
try
{

foreach (Snapshot s in snapshots)

{

DeleteSnapshotRequest deleteSnapshotRequest = new
DeleteSnapshotRequest(s.Snapshotld);

DeleteSnapshotResponse response =
ec2Client.DeleteSnapshot(deleteSnapshotRequest);

Console.WritelLine("Volume: " +
s.Volumeld +
" => Spapshot: " +
s.SnapshotId +
" Response: "
+ response.HttpStatusCode.ToString());
}
}
catch (AmazonEC2Exception ex)
{
Console.WriteLine(ex.Message);
}
}
/*
* Checks if the snapshot creation date is past the retention period.
*/

private static Boolean IsSnapshotPastRetentionPeriod(int daysBack, DateTime
snapshotDate)

{

[>
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DateTime cutoffDate = DateTime.Now.Add(new TimeSpan(-daysBack, @, @, 0));
return (DateTime.Compare(snapshotDate, cutoffDate) < @) ? true : false;

}
/*
* Displays information related to a volume.
*/
private static String OutputVolumeInfo(VolumeInfo vi)
{
String volumeInfo = String.Format(
"Volume Info:\n" +
" ARN: {O}\n" +
" Type: {1}\n",
vi.VolumeARN,
vi.VolumeType);
return volumelInfo;
}
}
}
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.DESCRIPTION

Delete snapshots of a specified volume that match given criteria.

.NOTES
PREREQUISITES:

1) AWS Tools for Windows PowerShell from https://aws.amazon.com/powershell/
2) Credentials and AWS Region stored in session using Initialize-AWSDefault.
For more info see, https://docs.aws.amazon.com/powershell/latest/userguide/

specifying-your-aws-credentials.html

.EXAMPLE
powershell.exe .\SG_DeleteSnapshots.psl
#>

# Criteria to use to filter the results returned.
$daysBack = 18

$gatewayARN = "*** provide gateway ARN ***"
$viewOnly = $true;

#ListVolumes
$volumesResult = Get-SGVolume -GatewayARN $gatewayARN
$volumes = $volumesResult.VolumeInfos
Write-Output(" nVolume List")
foreach ($volumes in $volumesResult)
{ Write-Output(" nVolume Info:")
Write-Output("ARN: " + $volumes.VolumeARN)
write-Output("Type: " + $volumes.VolumeType)
}

Write-Output(" nWhich snapshots meet the criteria?")
foreach ($volume in $volumesResult)

{
$volumeARN = $volume.VolumeARN
$volumeId = ($volumeARN-split"/")[3].ToLower()
$filter = New-Object Amazon.EC2.Model.Filter
$filter.Name = "volume-id"

$filter.Value.Add($volumeId)

$snapshots = get-EC2Snapshot -Filter $filter

Write-Output(" 'nFor volume-id = " + $volumeId)
foreach ($s in $snapshots)
{
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$d = ([DateTime]: :Now).AddDays(-$daysBack)
$meetsCriteria = $false
if ([DateTime]::Compare($d, $s.StartTime) -gt 0)

{
$meetsCriteria = $true
}
$sb = $s.SnapshotId + ", " + $s.StartTime + ", meets criteria for delete? " +
$meetsCriteria
if (!$viewOnly -AND $meetsCriteria)
{
$resp = Remove-EC2Snapshot -SnapshotId $s.SnapshotId
#Can get RequestId from response for troubleshooting.
$sb = $sb + ", deleted? yes"
}
else {
$sb = $sb + ", deleted? no"
}
Write-Output($sb)
}
}
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Create Volume

CREATING

Create Basic

Volume or Create

Wolume fram Snapshot

L '
Unable to Finish
AVAILABLE Bootstrap BOOTSTRAPPING

/ I

Iy _III
Upload Buffer Start Uplead Buffer
Issue® Bootstrap Issue®
\ / /’
( T\
PASS THROUGH

Key
Gateway < Temparary State
Operating or Recoverable
Marrmally . Condition*

* e.g.run out of uplead buffer

** g.g. lost connectivity

® Note
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AWS Storage Gateway
CtS Ctolo{a oM & &El Zhe| TEH2 4dofl dHOo| 20{ UELICE o|E S04, Yd S(Creating) &
ENZ Metz|H 7|2 28 M4 (Create Basic Volume)O|2t= Bil0|€ 0| X|HELICEH

oM EES YEstX| A1 AEE|X| EES dddtcte B2 2

= Al
=a= o =EEa= ool

Efol M S Al 7t &
O] ™2 Hlole RXISHHLE AH A
OlgfLct.

Create Volume

[ CREATING
— T
~ ™
- \ “‘x\
Create Basic Create Volume "~ Create Volume
Wolume Data Preserved from Snapshat
\ .,
\ -
e M, \"' =
Unable to BOOTSTRAPPING | RESTORING
Write to Bootstrap W
Digk®* \ I
;"’ \ |
|
.lf I|| | I
\ Uplead Buffer Start Upload Buffer / ||
',\ lssue® Boetstrap lssue® / [
\ o/ / / /
- & |
[ \ -~ |
\ PASS THROUGH < - 'fl
\\\ s ;’
RS /
-
E“‘E-__ . P
m—— IS —_
Ke‘f Restore
 Gateway % (~ Termparary State ™
Operating ] | or Recoverable | -
Maormally Condition* J
# g.g.run out of uplead buffer or local disk crash
** g lost connectivity or disk crash
*+% transition occurs only if another volume is bootstrapping
(® Note
EE ME| Y2 o] Ctolo{a ol =Bt o 2 LIEFLL|CE 8Ll O|= Storage Gateway
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CIOIEE M HO|EHO|Z ol
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2. Ctg HAHE sds5tod S5 ARME Mt Ot A0 F 2 E W7HK| Z[CHEILICH
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10.

HOIEH 0|7t EXIxl= S¢t HOIEH || SEHE EAlIStE HAIXIZF ZAIE = AU&LICH
HOIEHOI7t ST MF HE B0l HIAIX|2E HO|EH| O AlEf HEOf LIEHE LICH | O]
Ef|ol7t =2 &|H HO|EH 0| 4EiE S=LICH

c. StO|EHIOIM HEES AEstoiVME SZELICH

HOIESO| SX|oi CHEt REMIBH LI 2 Volume Gateway AlEf & SX| MME EZT5HAMIL.

ME 2510 HAZAE AER|X| CIATE HO|EQ 0| VMM E2|&L|ct 8|8 VvMel FE C|A
37t Me|ElL|C}.

Elof| https'//console.aws.amazon.com/storagegateway/ = Storage Gateway 20| AIEE
T 2= M 5to|HHFO|AH VM O|0[X|E MEE M E& HO|EROIE EHsterLICEH

5E-A0| A o]0l & El Volume Gateway VMOIM E2(8t 22|18 AEE|X| C|ATE HAZEL
Ct.

Cl&39| 7|E CIO|HE E&stedH O S HAHE +dstod XME 252 dd&Lich
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b. =& 4 CHal &Ko M 5EHH 0| M ATt X% Volume GatewayE MEHEF LT}
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d E8 ZH=oZEC|A39 7|E O EE SMHS MEELIC
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/A Important
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/A Warning
HOIEHO|E AfXetEd =& = &L

a. B oM Ho|ES0IE MEYEF CHZ A XStEd= 0| KT E Volume GatewayE 41=4
sHL|C}H
= .

b. YoM HOIEH Ol AME MEHELICE
=

Ct LtEE 71IOIE%IOI of

c. EAIE QI CH3t ARtoIM BOIZHS MEsto] AKIE 2OIBHL
x| 2Ot CHS AKIE e

= =
AA|stEdE Ol ol AHEEl Volume Gateway 7t X|IHE|0] U=

=0l =gt
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Confirm deletion of resource(s) x

[#] Check the box to confirm deletion of the following resource(s):

s Phil-cached - sgw-0593766C
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Al EEE MZ 1Al Volume Gateway 7H4 RIS Z 0|F

Al EES MZ2 FHA|l Volume Gateway 7H4 HA(VM)2Z 0|5 5Hed™
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HolEfo| ZX|of CHEt RtA|EH LHE 2 Volume Gateway AlZf & SX| MME HESHM L.

5. O|H™ HO|EFO| VMM FE C|AZ, FHA| C|AT, Y2E HIEH C[ATE HIRE ZE C[A3E
Eclgf/ch

® Note
RELC|IAZ9 E5 DS Y FE ClAaT 9 HAZE HO|EHO| IDE 7|Z38H SLICt. O
EtAH M A Storage Gateway 5t O|IZ{HO|X{0{A{ O| C|A3 & 2EIEFLICH (11EHA &
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Amazon EC2 QIAEIA % FHAIEl 22 HO|EQ 0|l VMO E AF25t= B2, Amazon AH2 EC2

MBMO| Linux QIAEA0|M Amazon EBS & EEIE & ZESHAAI2. KVMVMware, &
Hyper-V VMO{| A C|A % 22lets dgof ciet XEMIEH L& 2 t0|mHEO|X dEME FE5H4
Al2.

6. M Storage Gateway 5tO|T{HIO|X{ VM QIAFAE M4JStE| HO|EHO0|ZE & &35}5tX|= OFMIL.
M Storage Gateway &t O|T{H}O|X{ VME M-d35t= ol CHet AbMlEH LHE 2 Volume Gateway
AN MME XML, Ol M HO|ES0l= 0| HO|ES 0|2 IDE AHEELICH

® Note
M VMO FHA| EE HYEE HIHE C|ATE FII6HX| OFMIK. M VM2 0| VMO A ALS
StE W SUBH FHA| ClAT e YEE HIY C|ATE AHSELICH

7. M Storage Gateway 5tO|T{H}O|X{ VM QIAEA = O|M VMI S HERXT F&H2 ALE3Hok
gLch HOo|EH0l9 7|2 HEXHT FE2 8 ZAE FH Z2EZE () /LICH DHCP & ALE
52 DHCP HIO|EQolol IP FAT RIS 2 SEHELICH

Soz Tisof s B AHME LIS Z0IEL0l HEHD 74
A 0|7} Socket Secure I 5 (SOCKS5) T = A2 AR 5104 QIE{LH0]
QiZdsHo st WP Z=AIE S8 2za0|A A0I=0| B2 E AHME LIBS 8 HESHAIA
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9. 5CEHAHOA 0| 2| FH Al Volume Gateway VMO E2|8t CIAZE MZ2 FHA| Volume Gateway
of AZAELICE Ol HO|ESo| VMOl = Wt 22 =ME CIATE M HO|ES 0] VMo o4&

gLt
DE ClAZ = HEEX| 2 SEZ TErsloF FLICH 25§ 27|18 HEstH HEHO[E{7F L&t
g0l giofx|2 2 #HEs K| Ot 2.

10. Ch5 A E AI8stE VMR Z M VMo @dZsto HO|EH|o| Oto|zgojMd Z2 MAE AIEE L
Ct. URL

http://your-VM-IP-address/migrate?gatewayId=your-gateway-ID

0% HOIE 0| VMOl AL 3t 24T} S U3 IP FAES A HIOIE0| VMO CHAl AR B % Q&L
Ch. CHS Ofl9t HI% 3kl URL 2 Z4QILich

http://198.51.100.123/migrate?gatewayld=sgw-12345678

HeteX Es BB ENM AL85t04 curl oto|aef|o|ld Z2 HAE A[RE + AU&LICH URL
Ho|EH ol oto|1Elold ZE2EMATI HBHMoE ARE|H CHSH 22 HAIX|I7F EAIELICH

Successfully imported Storage Gateway information. Please refer to
Storage Gateway documentation to perform the next steps to complete the
migration.

11. O|™d Ho|EQ|olel RE C|A3E EE|ELICE Ol C|A&32| E& ID= 5EAHMM 7|58 AL
Ct.

12. HO|E®IO|E A|=FELIC.
CIS BHE +=835t04 M2 FHAl Volume GatewayES A|EfgrLICEH

IZAso o

a. https://console.aws.amazon.com/storagegateway/ =0l A Storage Gateway 2 &2 LICI.

b. B ZolM HOIEHOIE MEHE CHS AZTE M HOIEH0|E ME{EILICH HOIEH 0] &
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X
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=
c. M= HEE MEHEt OIS HO|ESO] AlZFE MEELICE.
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13. O|A| M AHIO|E®I0| VM| IP FAZE OEZZ[FO|MUHM EEE AEE = U&LILCH.
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Subject: AWS Motification - Subscription Confirmation

¥ ou have chosen to subscribe to the topic:
arn:aws:sns:us-east-1: :myv-alarm-topic

To confirm this subscription, click or visit the link below (If this was in error no action is

necessarv):
Confirm subscription

Pleasze do not reply directly to this eamail If you wish to remove yourself from receiving all future SNS
subscnption confinnation requests please send email to sns-opt-out
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Example

((40 MB/sec) - (12 MB/sec * 2)) * (12 hours * 3600 seconds/hour) = 691200 megabytes
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Example : & At& 35104 H[O|ES0| CHE £ X3t YO 0|E AWS SDK for Java

CHe Java ZE of Ao ME HOIES0l2| CHEE £ = &|3He A|o|EgLICH

240 MH|A AIEZQIE, H|0|EQ 0| Amazon ElAA O|F (ARN), 2= & =
Of BtLIC}. Storage GatewaySt B7H AFE B & 9l= AWS AJH|A QI EQIE 222 o AWS Storage
Gateway Q= ZQIE Ol SletaF2 AR SHAIAIQ. AWS Uk &HE

import java.io.IOException;

import com.amazonaws.AmazonClientException;

import com.amazonaws.auth.PropertiesCredentials;

import com.amazonaws.services.storagegateway.AWSStorageGatewayClient;

import com.amazonaws.services.storagegateway.model.UpdateBandwidthRateLimitRequest;
import com.amazonaws.services.storagegateway.model.UpdateBandwidthRateLimitResult;
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public class UpdateBandwidthExample {
public static AWSStorageGatewayClient sgClient;

// The gatewayARN
public static String gatewayARN = "*** provide gateway ARN ***";

// The endpoint
static String serviceURL = "https://storagegateway.us-east-1.amazonaws.com";

// Rates
static long uploadRate = 51200; // Bits per second, minimum 51200
static long downloadRate = 102400; // Bits per second, minimum 102400

public static void main(String[] args) throws IOException {

// Create a Storage Gateway client
sgClient = new AWSStorageGatewayClient(new PropertiesCredentials(

UpdateBandwidthExample.class.getResourceAsStream("AwsCredentials.properties")));
sgClient.setEndpoint(serviceURL);

UpdateBandwidth(gatewayARN, uploadRate, downloadRate);

private static void UpdateBandwidth(String gatewayARN2, long uploadRate2,
long downloadRate2) {
try
{

UpdateBandwidthRateLimitRequest updateBandwidthRatelLimitRequest =
new UpdateBandwidthRateLimitRequest()
.withGatewayARN(gatewayARN)
.withAverageDownloadRateLimitInBitsPerSec(downloadRate)
.withAverageUploadRateLimitInBitsPerSec(uploadRate);

UpdateBandwidthRateLimitResult updateBandwidthRateLimitResult =
sgClient.updateBandwidthRateLimit(updateBandwidthRateLimitRequest);

String returnGatewayARN = updateBandwidthRatelLimitResult.getGatewayARN();

System.out.println("Updated the bandwidth rate limits of " +
returnGatewayARN);
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System.out.println("Upload bandwidth limit = " + uploadRate + " bits per
second");
System.out.println("Download bandwidth limit = " + downloadRate + " bits
per second");
}
catch (AmazonClientException ex)
{
System.err.println("Error updating gateway bandwith.\n" + ex.toString());
}
}
}
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Ct= C# ZE Ol AloI = HOIER OIS CHAEE £ MEHES YOIO|EFLICE Ol ofx| ZEE ALE 5t
M MH|A JIEEZQIE | 7|0|E9|0| Amazon ElAA O|& (ARN) EE S C22C st E NMSd
OF B LICt. Storage Gateway2t &7 A& = U= AWS MH|A AIEZQIE S5 9| AWS Storage
Gateway IEZQIE S S HE S HESIAAIR. AWS U F X

using System;

using System.Collections.Generic;
using System.Ling;

using System.Text;

using Amazon.StorageGateway;

using Amazon.StorageGateway.Model;

namespace AWSStorageGateway

{
class UpdateBandwidthExample

{
static AmazonStorageGatewayClient sgClient;
static AmazonStorageGatewayConfig sgConfig;

// The gatewayARN
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public static String gatewayARN = "*** provide gateway ARN ***";

// The endpoint
static String serviceURL = "https://storagegateway.us-east-1.amazonaws.com";

// Rates
static long uploadRate = 51200; // Bits per second, minimum 51200
static long downloadRate = 102400; // Bits per second, minimum 102400

public static void Main(string[] args)
{
// Create a Storage Gateway client
sgConfig = new AmazonStorageGatewayConfig();
sgConfig.ServiceURL = serviceURL;
sgClient = new AmazonStorageGatewayClient(sgConfig);

UpdateBandwidth(gatewayARN, uploadRate, downloadRate);

Console.WriteLine("\nTo continue, press Enter.");
Console.Read();

public static void UpdateBandwidth(string gatewayARN, long uploadRate, long
downloadRate)
{
try
{

UpdateBandwidthRateLimitRequest updateBandwidthRateLimitRequest =
new UpdateBandwidthRatelLimitRequest()
.WithGatewayARN(gatewayARN)
.WithAverageDownloadRateLimitInBitsPerSec(downloadRate)
.WithAverageUploadRateLimitInBitsPerSec(uploadRate);

UpdateBandwidthRatelLimitResponse updateBandwidthRatelLimitResponse =
sgClient.UpdateBandwidthRateLimit(updateBandwidthRateLimitRequest);

String returnGatewayARN =
updateBandwidthRateLimitResponse.UpdateBandwidthRatelLimitResult.GatewayARN;

Console.WriteLine("Updated the bandwidth rate limits of " +
returnGatewayARN);

Console.WriteLine("Upload bandwidth limit = " + uploadRate + " bits per
second");

Console.WriteLine("Download bandwidth limit = " + downloadRate + " bits
per second");

}
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catch (AmazonStorageGatewayException ex)

{

Console.WriteLine("Error updating gateway bandwith.\n" +

ex.ToString());
}

E AI25104 HO|EQ0| CHEZE £ = AT 2O|0|E AWS Tools for Windows
PowerShell

CHYE £ AMete Z2JeiY Y Ao 2 YO|0|EstH U™ 7[7F St of| 2 El S AE5t= 59
O R XASo R MEE ZHE + JU&LICH TS ol Al= AWS Tools for Windows PowerShell& At
&75t0{ HO|EQ0|o| CHHEE &£ X|3tE YOIO|ESte YHE EoiELICt oA 2 =& A& 35t
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Example : £ AF235101 HIO|EQO| CHYZE &£ AN|SH Ol 0| E AWS Tools for Windows PowerShell

CtS PowerShell A3 2 E X HO|ER|0|2| CHEZF £ AMEHE Aolo|EFLICE o] o A3 2l
EE A83t2{H HO|EH 0]l Amazon ElAA 0|2 (ARN) I} {2E L CR2ZE =& X|ZsHok &
LICt.
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.DESCRIPTION

Update Gateway bandwidth limits.

.NOTES
PREREQUISITES:
1) AWS Tools for PowerShell from https://aws.amazon.com/powershell/
2) Credentials and region stored in session using Initialize-AWSDefault.
For more info, see https://docs.aws.amazon.com/powershell/latest/userguide/

specifying-your-aws-credentials.html

.EXAMPLE
powershell.exe .\SG_UpdateBandwidth.psl
#>

$UploadBandwidthRate = 51200
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$DownloadBandwidthRate = 102400
$gatewayARN = "*** provide gateway ARN ***"

#Update Bandwidth Rate Limits

Update-SGBandwidthRateLimit -GatewayARN $gatewayARN °
-AverageUploadRateLimitInBitsPerSec $UploadBandwidthRate °
-AverageDownloadRateLimitInBitsPerSec

$DownloadBandwidthRate

$limits = Get-SGBandwidthRateLimit -GatewayARN $gatewayARN

Write-Output(" nGateway: " + $gatewayARN);
Write-Output(" 'nNew Upload Rate: " + $limits.AverageUploadRateLimitInBitsPerSec)
Write-Output(" nNew Download Rate: " + $limits.AverageDownloadRateLimitInBitsPerSec)
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MEdShL|CY.

4, THEE|AC=EZQIE KPS MEE 2 i <AHE L25lof HAESE{E RS MEELICH
AWS Z|T Storage GatewayOll M AF2E £ Q

EOIE S5 9| AWS Storage Gateway ¢

BA I

ElIAE7F TIgE o et 2 A=z E o= [PASSED] E= [FAILED] 7} EAlZ|of CtS 1 ZHol 94
MENE LIEHHL|CE.

H| Al K| Mo

[PASSED] Storage Gateway7} HIE /301 @1 E|0] Q&L
Ct.

[FAILED] Storage Gateway7} HIE@/30i @412 Z|0of UX| &F
&Lct.

VM 24 Z2£0i|M &

2

4
o2
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HO|EO| VM Az &713

7 O|EY0|E HiZ 5t Asist Zoi HO|ES 0| VMOl AlZtdll 2AH7F M7|E A7t e + el

C. o€ E0{ HERT SEH0| X|&|0{ 5HO|I{HIO|X SAEQ} 7 O|EH0]|2| AlZtO| H|IO|E K| K|
ot oot HO|ER0| VMO Alzhe FIEHAlSH HEFEILICH AlZH @AH7H Qs B, AhArTt 22 B
Ol MIBEIT S XIZIEH AlZHD 5210] AIK| O|F0IXIE AlZH Abolof S UxI7h eraystic

ofl VMware ESXi HHEZE! HO|EQ|0|2] AR 5t0|I{H}O|X SAE A|ZIE MAESI T VM A|ZEE SAE
ot S7|8t5tE WO 2R AZFHSEE I|E &= UYUELICH RHME L2 VM AlZHE SAE AlZtTDE &
7|3t EHHE B ESHAAIR,

Microsoft Hyper-Vo i Z & HO|E0

|e F7|1Mez MAstoF g LICH RRAMIEE LY
82 HOIESOl VM AlZF S7I5t EHE HZ
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\_o
mﬁ

2d Z&0M 2EE[X]| HO|ESR 0] BHE A

Storage Gateway2| VM 2EZ4 Z2&2 HO|ES0o| #H EXNE T+ L ZITHE = = otnist # 382
MIeLch 24 2& HE S AHE5t0o{ 228 H0|E KM%, o2 S Z2 ||
£ Ql&LICt AWS Support
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b odad
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o
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St24H™

1. HolEfolel =24 E&oi = QlELICH

« VMwareESXiZ2Z 2 Z21Ql0f| CHEr AHM|SH LHE 2 € TS AIRE AF25H0{ 70| EH O]
2Z &0 M A VMware ESXi.

* Microsoft Hyper-V 2Z4 2& 22l0i Ci$t XtAIEH LHE 2 Microsoft Hyper-VE AL& 304 A O]

EfolzZ4 Z£0| HMAE FZsHMAR.

. KVMEZ 22 239l0] i3t RFM|EH LI
A 2E0] HAMA KVM.

ro
mo
?|'_|

AR5 A AR LinuxE AFR5H0{ Ho|EQ0| 2

2. AWS O{Zzlo|HA & M3} - 712 HIFolM Y =AHE 2=i5lo{ HO|ES0| E2&S ME4E
L|C}.
3. HO|EQo| 24 HYH TETEOAM hE 248FL|Ct.

F&0ls AF2 7t 8 H30| LY El AVAILABLECOMMANDS |7} & A|E L|CH.
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Command EEa

dig DNSEA| 2 2lsH digollM ZatE =& &L
Ct

exit T8 Hw 2 sotLch

h Ag THsE HH S22 E AR

ifconfig HES|3 QEHOo[AE EAISHHLE =L
CH.

@ Note

Storage Gateway 2& E= M8 24
2& HF SMH2 M85l HERZ =
£ IP dHE Fdst= Aol E&LCH.
X|E2 HOo|EQIO| HERT 82 &

Z5tMlL.

ol

ip et Y, ClHtol& S EidE EAZEELICH

® Note
Storage Gateway 2& &= M8 2Z4
Z£ Hw SHE ASSto{ HERT E
= IP ™8 E Fdst= W0l E&LIC

KE2 HOo|ERIO| HERT F 8 &

=5t
iptables IPv4TiZ! HE{Z S 28 #2l =+ & NAT
ncport HESQ3o| EXM TCP ZEO| CHEt 4 HA
ESI-L_|L-_|.
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ot
i

Command

3 EA A ISl npingdlMd £
|3 LIt

nping

s
A |m

open-support-channel AWS Support0l] 21Z43HM| 2.

e

passwd 5 EZ2 Yolo|Eg L.

save-iptables IPEIO|E22 YT M2 FK|FLICH.

M
og
o
mo
kil
0

9'|:
[a
_ITI_

save-routing-table MEZ =7t 2t< g H| o

sslcheck OIZM YIRSt ETH S BHEreLIC

(® Note
Storage Gateway= 215 A &2}
E0lg M85t SSL HALE X|H
5t X| et &LICt O] H=O| aws-appli
ance@amazon.com 0|2|9| &2 X2
Ht2tst= 22 ofE2|7|o|M0| sSL 4
AE =dstes WY = A&LICt o] 3
2 Storage Gateway 0{Z2}0[21A0]
CHEF ssl HALE MEFst= ol E&L
Ct.

tcptraceroute

Wy i
B L

Mo A
A oo
ol

ofr

= TCP Eci=of Oigt £ F=2
I.

=
T L|Ct.

I

4. 7{O|ER|0| 2& BT ZFLEAM AEsleis 7Isol siE st
Ct.

rir
0F
o
mo
°
i
9'|_I
!
Ral
o
mo
i
r

2o CHSH LoltEE{H +E UG AA|L. man command name BE T E X E 0 A
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HOIESO| AIAH™ B4 &Ef 23]

HOIESO|7t AlZE|H 71 CPU ='01 FE E& 37/ 52 RAM HQIELICH 0|F A|A” E|AAT}
HOIEH o7t McHz 2 Set= ol SE&HR| HHE = U&LICH HOo|ESolel 24 2Ll MA &2

g 2 + U&LICH

AAE ElAaA HEo| &

m

HE HieiH

1. HO|EHolel 24 &0 2aQlELCt.

« VMwareESXiZ2& 21101 CHEH AFMISH LHE 2 € & ZTFHAAIRE AF2510{ HO|ERO| 2H
F&0f MAA VMware ESX.

« Microsoft Hyper-V 2Z4 2& 2 2l0i| CHst XtAIEH LHE 2 Microsoft Hyper-VE AL& 3504 A O]
EQIo| 24 &0 HMAE ZZHAAIL.

« KWMZZ £ 210l0f CHEt REMIEH LI 2 2 HZSHAAILLinuxE AFE35H04 HO|ES|0| 2
Zd 2&0] HAMA KVM.

2. AWS O{ZZ}0o[AA EH3E - 71 7|2 HwolM e <AHE Uisto] AlAH E[AA HA X
E[E MEELICH

Zt 2| & A0 = [OK], [WARNING] EE= [FAIL] 7t EA|E|of Ttk ZH0] 2[AA A EHE LIEHHLICH

H Al K] =k

[=rel 2laa7t AlAH 2laa HHS ST AAL
CH.

[WARNING] DIAATL HE QT AIS S EZ5K| 25tK|
ot HO|EQol= A& &8E =+ U&LICH
Storage GatewayOlAM 2|AA M O E MY
&t= HIAIXIZF EAIELICH

[FAIL] 2lAATEE|A @F MEE SFSHR| &L

UL

HOIEQO|7 MCHE 2 SeHX| A S =
Ct. Storage GatewayO|A 2|AA HA 2Ot E
MHSI= HAIX|7F 2 AIELICE.

Z&£9| 2laA HE Hw M do 27 F10 7= EA[ELICH
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HO|EQ0|8 HERZ o{HEH +4

7|2% 2 2 Storage Gateway= E1000 L E 3 o{RHE| RE S A5
VMXNET3 (10GbE) HE {3 O{RHE{E AEFESF HOIEQO0IE MTFHE . Storage
GatewayS 8t 7 O|& 9| IP FAOM HMAE = JUEE FHE = JU&LICH 0|2 -?—|3H Me Aol
EQIOI7t HIER|T o{RHEE & 71 O|& M8 T F 45t ELIch

|_|'|
W
1 4
0 0z
n
C o
ba
D

A
« HERT O{HE{E AIE5TE HO|IEHO| 74 VMXNET3
- C}& HOIEQO| 4 NICs

HE 3T o{HE{E AIE ST E HO|EH O] #+4 VMXNET3

Storage Gateway= Microsoft Hyper-V &t O|Z{H}O|X{ VMware ESXi EAE 2 F0{A E1000 HE
23 ofRHE| R X|HELICt X2 VMXNET3 (10GbE) HE L3 o{-HEf 82 VMware ESXi
5+O0|I{HF O KMol A B+ K| E LICH HO|EH0]7} VMware ESXi 5t 0|Z{HI O| X0 EARIE|lE HR
(VMXNET310GbE) O{HIE{ R 2 AE5ITE HOIEHO|E MFHE = UA&LICH O[24E o{RE{0]
CHEF XkAMIEE LHE 2 Broadcom () &l AFO|EOM 7t HFEIS HIERIS ofHIE S HZsHAAR.
VMware

/A Important
MEHSIE{EH VMXNET3 HAE 29 AKX 30| 7|E} Linux640{0F &L|Ct.

O{HEIE MEsIS 7HO|EHO|IE T dot7| ol 2ot

rr

EA= crs Z&LCH VMXNET3

rr

1. 7|2 E1000 O{HE{ & AN7HE Lt
2. VMXNET30{|HE{E FItefLct,
3. HIO|EQO| CHA| A|ZFEFLICE,

4. HERIE o{HEE FHFLICH

7|2 E1000 O{HE{E X|7{5t 1 ST O{HEE ALS St S HO|EHO0|E T ste{H VMXNET3

(0]

rN|

x| A{EH

1. oM VMware H[O|ES| 0|2 ZAHAE M|« (0IR4A LEFZ HE 22)) E ¥ 8™ aafey

LICH.

e
mjo
o
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2.
3.

4.

9.

© N o o

Virtual Machine Properties(7+4 41 & 4) &0l M Hardware(st=E9|04) B2 MEAEFL|CH

Hardware (&= 94104)01| CH3H Network adapter(HIE. /3 0{RHE{)E MEHEFL|C} Adapter Type(0{EH
E f&) Mo M #xl o{HE{= E10002 & &= U&LCt o] o{RHEE o{HE{Z WA FLCt

VMXNET3

A VTL-CommonTest - Virtual Machine Properties =l
ntionsl Resources | Virtual Machine Ve
Device Status
™ Show Al Devices Add... Remave ¥ Connected
¥ Connect at power on
Hardware Summary
W Memo 7680 MB e
ry Current adapter:  EL000
H crus 2
£ video card Video card MAC Address
=2 VMCI device Restricted 00:0c:29:F1:6F b
& sCSIcontroller 0 Paravirtual & (o
= Hard disk 2 Wirtual Disk
= Hard disk 3 virtual Disk DrectPath /O
= Hard disk 1 Wirtual Disk Status: Not sunported ©
§® Network adapter 1 VM Network ] Network Connection
L Metwork label:
[ M Network -]

E1000 HER|3 o{RHEE MEiEt & XMHE MEHELICE O] ofoll M E1000 HIERZ ofHEE=
Network adapter 1(L|E = o{={E{ 1)QIL|C}.

® Note

| O|E<0[0A E1000 & VMXNET3 LHIE 23 o{RHEE SAlof A™&e = UX|E HES
3 EXN7Ede = eaz O3 stx| §f= Aol E&LILCH

F 718 MEHSI04 Add Hardware OFEHAFE 9Lt

o
K

EHSH

-

Ethernet Adapter(O|CHY! O{RHE{)E MENSH = CIF Ct.

HERI R otHAMM o{HE R 22 VMXNET3S MBS F CHES MEFLICH

J
L

FAF AFE 4 OFHAS| ofRE S8 MMM X o E{7F A™HE|o] U =X
olg MEHNSHL|CH VMXNET3

VMwareVSphereZ2 20| E 0| HO|ER0IE S=&LICt

10. VMwareVSphereZ2+0|21E 0| X HO|ER|O|E CtA| A|ZFEFLIC

HOIERO[7} CHA| AlZtstE &= FIHE o{HEHE X T Hstod HIELIZ T QB0 AAZIR=EX] &
QIghL|ct,
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AWS Storage Gateway

HELIZE o{HEE T &t

S MEsiod 24 2&2 AFELICH O

1. VSphereZZI0|HENHAM E2& A A2 QA
7|2 230 Xt3 EF2 ALE 50 HO|ES |0|°| Zd Z&o| 2aQlsof ghuict 7|12 Xt 8 383
2 AL835t04 2Ea0l5t= wEdol CHet AtMEH LI 2 7|2 At B2 ALE5101 EZH 2£0 23

g FZFMR2

=5
=S

2. ZEZENM NG =XE Y2dstod LERIT 7+
ExEoAM Y £AHE Ustod BF KYMMS MEUS OIS TEZ Eo] y (of) & 2d5t0d 2
0 st d

3. = =H JE=
E o{HIE7I 8 ZAE 7Y Z2EZ (DHCP) € A8t 5 HYFLICH DHCP A8 7tsE
D E o{HE{7t AHE St S DHCP M (0] & LICH

Ho|E<o|7} o|O| & M3atEl <R, Storage Gateway Management Console0| A 71|0|E-?-4|0|%
28t & CHA| AIZFSHoF BFLICH HOIEQO|E CHA| Al & WESIZ 7L QIE{Ho| 2dZAK|0] Q!
K| HAESof &LCt HIERI ¢1A2 HAES = Yo CHEF RtAIEH LI HO|ER0|7t
E{lof HAAE|o U=X| HAEE FZFHAM L.

e rlr Oh

CtE HOIEH0l 74 NICs

oi2] HIER A ofRIE] (NICs) & AHESHT= S HOIESO|E F5tH = 0|2 IP FAZE HMAY £

UBLICH O] WS CHT 22 4BoIM AR E + ALt

2L, XMel¥e 2chststaRt & £ s

rr

« MEIF FCHE - HERZ o{=HEol 'ES Yol st
LICE.

- ofZE(7[olMd 22| - ofE 2|7 0]4d0| HoIEH 0|2 EF0 CIOIEIE 7|Ssts YAl EElolor &
= UELICE 6|§ S01 2 AEE|X| oiZ 2|71 0[440]| Ho|EL]olof Helgh £ o{=HE] & 7H

Efsoz ASSIEE Metg 4 AaLich
e

« HERZ X — ofZ 2|70l EFol M= i SCSI Tl 1t s CHafof st O
O|EQ|o|7t S&letE HESZ L CHE HElE HESZ o 2ol g == A&LICH AWS

LEHMOI CHE o{HE{ AHE At M= Bt o{-E{7t HO|EQ|O|7t S4lstE A2 AW
E9ol) 2 T JELICt o] o{HEE M 2l5tT O|L|A|M|O|E{= QZAEl= i SCSI CHAO
ot et MElof Qlo{of FLct OHX| &2 42, #et= i nto| S4l0| 27ts
S Ao A E[= [t U o{FHE ol CHafo| & B2 aliY CHefof CHEt i SCSI EEHEnt AWS E
o2 SUF o{HEE Sall MEELCH AWS

2w
I

ﬂlﬂ'—'
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—

O{EHE{ 17HE Storage Gateway 2 &0 gt & F Wl ofRHE{E FIHE B2 Storage
Gateway= F H®W| O{H{E{7} ME 3= E XAsSe2 et*E HolZ28 gt o
S o{RE{o T4 Yo CHEF AtMIEH LHE2 CHE B E HERSHAAIR.

« 8t NICs VMware ESXi SAEO0|A 042] 7HE <8t HO|EQ 0] =+

» Microsoft Hyper-V NICs A E 0| M 0424 7HE @& HO|EH 0] ++4

Amazon EC2 2Z Z2L£ 0| M &

0

Amazon EC2 QIAEIAO| HIEZE HO|EQO|E AHME I U S| 2| EHUS s&S{HZLD 2
&of 20l8{of gL|Ct. o] MMoMHE 2 E240 20I5t1 S K| #E| ZYe £&st= widof Cf
S AHEFL|C

=X

+ Amazon EC2 HO|EQ0| 24 2Z2&0| 290!

HTTPZSA|E EC2 S5l HHZE Ho|EQ0|E et E LIt

HO|EQO| HERT G E|AE

HOIESOl AIAE BlAA HEf £ 3

27 2201 M Storage Gateway B2 A

Amazon EC2 H|O|ES0| 24 &0 212

Secure Shell (SSH) 22}0|21EE AI235104 Amazon EC2 QIAEIAO] 91738 4 Q& LICH RbAIEH LY
22 Amazon EC2 At MBMO| QIAEAAL| HAZAS R ESAAIL. O| HHOZ Q47452 QAR A
E A|ZHg | X|&8t SSH 7| I|o{7F 2R 8L Ct. Amazon EC2 7| H|0{0f| CHE XFAM|EE LI & Amazon
EC2 AF2 AZEM O] Amazon EC2 7| H|0{E & Z5HAA|L.

HOolEH ol 24 2&0 2 Qlste{H

rk

1. 2 2&0| 23 LT Windows HAFE{0IM EC2 RIAE AN AZ5E E2 BEIRZE 2O
olst

Al
=
2. RIQI5tMH Chkst 2tdg +~3e &~ Q= AWS Storage Gateway - 7143 7|2 Ml 7F LFEFELICH,
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e &y Ol FME &xSHEAIR.

re

HO|EL0|2] SOCKS ZTEAIE FAI5HA HTTPZEA|E EC2 E5l HHZ = HO|EQ0|2
Al2. ot EshLICH

HE3 AA HAE HO|EQo| HER3 A HAE

0%

i Al

Storage Gateway 2& & 4l 27 220l M Storage Gateway HE Al

0%

A

(=)= 3|

AlAE BAaA HA T3] HOIERO| A|AE] E|AA 2EH

HTTPZEA|E EC2 E5H HIZ Zl HO|E0|E etREIsL|C}.

Storage Gateway= EC2 Amazon0i| Hi Z & H|O|E 9| 0|2} Z+of| A3 E ot T 5 (SOCKS5) ZEAIE
AAME & Ol 2 x|EL|CH AWS.

HOIEH 0|7t ZE Al MHHE AFE5t0{ QIE{HA T SAl8HoF 5t= B HOIESO|Q HTTP ZHA[ MY
£ Fdshofr LICt Ol /IiME ZRAIE A™dst= EofIP A ZE HS & X|H5HH EL
C}. O|= | 61T Storage Gateway7} ZE AWS A= ZOQIE EFEIg ZEA| HHE S5l 2R E L

Ct HO|EQO|Qt AEZQIE 7| SAIR HTTP ZEAIE A8%E Bz g5 sHELICH

EZH ZS A MHE S5l AlO|ESO| 2IE EBfEIE 2t EI5HEdH

1. HO|Eole| 24 &0 2ZaQIgLICH X|ES Amazon EC2 HIO|EQO| 24 &0 221 B

4
212 x5 AN,

N

AWS 7|7| &8st - 714 71 HiwolMd sy &
Ad
o

AWS 7|7| &'d3t HTTP ZEA| 7 HrolAM +>sted= 2ol aiYsts HEE =FLICH

- HTTPEZSA| 74 - 7 2tE5t2{H 24 E 0|§3 ZEE FMFsHok &uch
A

o B HTTP ZEA| 728 EI[-HTTP ZE A7t FHEIX| &f2 B2 HAIX|7t HTTP Proxy
not configured EA|ELICH HTTPEZE A7} 1 HE B ZE A ZAE O|FW XEJ R
AlELCH

o HTTPEZSEA| 74 M7 - HIAIX|7} HTTP Proxy Configuration Removed ZE A|ELICE
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HO|ERIO| HERT A4 EHAE

HOIEHo|e| 24 Z2&£E AH85to HIERH T AZEE HAEY & U&LICH Ol HIAE = HO|EH O]

O| |-3”E O-IE- _'_X-"E 6H7 E}. IIH 'IQI'%I%;L—IEI'.

1. HO|ESole] 24 Z&0of 2aQIgLICt XIE2 Amazon EC2 HO|EQ|0| 2Z 2£0f 2101 B

2. AWS O{ZZI0|HA EMS - 74 7|8 HFHM HE <AHE =510 HERIZ A HAEE

HOolEQO|7t o|O| EM5El B 012 HAETI SA| A|ZEILICEH ot & & M3l E|X| o2 HO|E
2lo|e| B CtS EHAlo| MHEIAWS E|M CHE AEXZQIE REE X|&SHoF &L
3. HOIESO|7} ol & &M K| f2 AR Y TAIE =450 HO|EQ Ol A =X QIE REE

MEFEFLICE.

(]

4. HEEAC=HEQIE KPS MEE F2 i <AHE 250 HIAESIE{iE RS MEELICH
AWS E|T Storage GatewayOll M AHE " = U= XY A== QIE AWS 2| L AWS MH|A ¢
CZQIE SE2 9| AWS Storage Gateway A= ZQIE Il StEHEFS X FHAA|2. AWS L 2t
x

BIAE7} RS0l el 2 Y= ZQIE o= [PASSED] S = [FAILED] 7} EA|E[of CH2 1t Z+Ho| o4

SENE LIEHHLICE.

H Al K] ME

[PASSED] Storage Gateway7t HIE Q30 AZAL|0] Q&L
Ct.

[FAILED] Storage Gateway7} HE|30i G4ZE[0{ UKX|
& LCt.

HOIESO| AIAHE B4 &Ef 23]

HOIES|O|7} A|2tE|H 714 CPU Z 04, RE E8 37| S &QIELICH RAM O|F A|AH] 2[AAT}
HO|EQO|7t MCHE Z S5t ol Z28HK| THEHE £ A&LICH HO|EQ|o|e] 24 2L HAE A

g = + U&LICH
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AAE] ElaA HAS HEE Ee{H

1. HOo|EQolel 24 &0 22l LIt X|E2 Amazon EC2 HO|EQ|0| 24 Z2£0| 2Q! B

=
1Z2to|A & 93t - 7|2 HwollM sliid <AHE &Bistod A|IAR Elas HE =

Zt glAA0{E [OK], [WARNING] £ [FAIL] 7t EAIE|of ChE Tt 20| 2lAA MENE LIERALICE.

H Al MY

[=rel BlAaLTt AAE 2las HAS SHsALL
Ct.

[WARNING] DIAATF HE QT MES SE5K| 25K
ok HO|ERIOl= A& &EE = A&LIC
Storage GatewayOl| A Z|AA MA 2 E MY
st HIAIX|ZF EAIE LICH

[FAIL] 2lAAT Z|A F A E SFSHR| A&LC
HO|ES0|7} MCHE 2 S5tX| A2 = U&L
Ct. Storage GatewayOll M 2|AA MA AW E

HESt= HAIX|7F ZAIELICH

=2&9o| 2laA HE Hir M Foll 27 Z1 M2 EA|IELICE
2 Z E£0l M Storage Gateway B2 A

AWS Storage Gateway Z2&2 HO|E9 0|t #TE EXE 75t TIEHE = U= eHMe #E2
M3steE ol 20| Euct 2& HWYE Ar85t01 2t Y HIOIEE ME AL A0 22 |X| &

&Fg% _/I\_%Clsléel- s ?/!QI—ll:l' AWS SUpport

1. HO|EHo|el 24 &0 2aQlgL|Ct X|E2 Amazon EC2 HOIEQO| 2Z 2&0f 2121 B
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AEHSH

2. AWS Oo{EZ}o[A Eds - 714 7|8 Mol siE =AHE U=Isto] HO|EH o] 2&S MEHE

LICE.

3. HO|E9Qo| 24 HYE T EZEO M hE ATt}

Command

dig

exit

ifconfig

iptables

ncport

ME Ttstt BE S5 EAELICH

HESIZ QIE{H0|AE EAISHHL &8 L
Ct.

® Note
cC

Storage Gateway 2& == M8 24
Z& Hw SHS A8Sto{ HERT E
st=

£ IP ddE Fdst= Aol E&LICH

2HRE, CluholA U B EAVEABLICH

® Note
Storage Gateway

=
2£ M7 SMHE A85t0{ HERT E
she

|p A—|7<-I <> _—I.LA-|

IPv4IiZ! EHE{ZE (8 22l =7 ZINAT.

HE23o EX TCP ZTEO| CHSt ¢4 EA
EgfLct.

EC22Z4 E&0iAM & =
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Command g

nping HEZ 2 @2 Il npingdll M E22
&gt

open-support-channel AWS Support0l] 21Z43HM| 2.

save-iptables IP E|O|2 2 BT E |FX|ELCY.

save-routing-table Mz F7tE 2t 8 Holg &5 MEELICH

sslcheck HEZ 2 HZ2| SSL fREAH2 & OISHA
2.

tcptraceroute SHMX|JHR|C| TCP Eci=of Cist X E=2 &
g =& ELc

4. HoIERIOl B¢ BY BT ABSIBIE VIs0l ST st HUS UsD RIES 0L
ct.

ol2d
=

FZof CHal YotEed™ &

o

Ol

jo
[e]]}

b0 -h SME LS MAIL(0: sslcheck -h).
HOIES|O| 24 E2& AHAMA

VM 2Z 220 dMasteE L2 Ho|EQ o] vMO| Hi Z &l sto|HHIO|X{ SFoil ek EatELICH.
O] MMoiME Linux ' 7|8k 7FaF A (KVM) & Microsoft Hyper-V ManagerE At&3t0{ VM 224
Z&0f HMASHE SHo| CHet HEE &2 = Y& VMware ESXi

- O k| —

|

» LinuxE At&3t0od HO|EH 0| 2Z E£0 HAMA KVM

« £ AE504{ HO|ES|0| EA E2£0] HAMA VMware ESXi

« Microsoft Hyper-VE AF&35t0] HO|EQ0| 24 E &0 HA|A

LinuxE AFE 3504 HO|EHNO| 2Z4 &0 HMA KVM
A2 =9l Linux HHZ ZHoi| KVM [ 2F A3
Z0|M KVM 74 SMof| HMAFHE g
LIC}.

FAsHE Chebet geo] e B

=
LICH X|&2 KVM T80l et CHE == U&E

501 7H4
erctenz

—_
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AWS Storage Gateway
7HolESolel =24 2&0f AMAsHE{EH KVM

52 KVM Lot

0%

£ VMs QU=

ok

N AHE

n
mlo
D
m
fjo
Pl
0o
QE
2
o

# virsh list

MEHSE VMs 4= Id & LCt.

o=

M
mlo

A& 7ts 7|

[root@localhost vms]# virsh list

SGW_KVM running

[root@localhost vms]# virsh console 7

2.

# virsh console VM_Id
[root@localhost vmsl# virsh console 7
Connected to domain SGW_KWVM
Escape character is =]
AWS Appliance
Legin toe change your network comfiguration and other settings.
lecalhost login:

3. 2T Z&0l 20057 /It 7|2 A A ZHS YoM J|E X SHS A8l 2 240f
270l EHg BESHAAIR

4. EIQI%t = HO|ESO0|E gddlstn 7+ = A&LCt
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AWS Appliance Activation - Configuration

B R R R R R R R R R R R R R R R R R R R R R AR AR R R R
## Currently connected network adapters:

##

## ethd: 10.0.3.32

B R R R R R R R R R R R R R R R R R R R R R AR AR R R R

: HTTP/SOCKS Proxy Configuration
: Network Configuration
: Test Network Connectivity
View System Resource Check (8 Errors)
: System Time Management
: License Information
: Command Prompt

: Get activation key

Press "x" to exit session

Enter command:

E AME35I04{ HO|EQIo| 24 E2£0{ HMA VMware ESXi

HO|ESo|e] 24 E2£0 HMASHE{TH VMware ESXi

1. VMware vSphere 22} 0|¢1E 0| A HO|EQ|0| VMES MESSHLICT
2. HOIESR|0|7t 74X U= X| EQISHAMIL.

® Note
A0S0l VMO| X U= ZS, THe AT BIATH 20| VM OFOIZ Tt BT =44 5141 B
ob0lZ 0| EAIEILICH. AO|ZRI0l VMO| K K| 92 ZP £7 28 HiFolM 54
21 7{7] of0|Z & M=45to] F £ ALt
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File Edit Yiew Inventory Administration Plug-ins Help

Q Home bg'ﬂ Inventary b@ Inventaory
> elE &DR 2R @

""""" myAWSStorageGateway

el =l Summary | Resource Allocation | Performance | Events | Console | Pen

What is a Virtual Machine?

A virtual machine is a software computer that, like a
physical computer. runs an operating system and

File Edit View Inventory Administration Plug-ins Help

EJ |@&y Home b gF Inventory b [ Inventory
nir &6 6 R e @

= @ 10.56.252.45 myAWSStorageGateway
(T3 [ myAWSStorageGateway
(f3 MyExampleGateway

el R i Summary ' Resource Allocation | Performance | Events | Console ' I'en

What is a Virtual Machine?

A virtual machine is a software computer that, like a
physical computer. runs an operating system and

M2 23Qlg &H|7} ELIch

it}
=
o
<

® Note
2£ oM HME EE|ASHE{H Cr+AltE FELICE.
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AWS Storage Gateway

Login to change your network configuration and other gateway settings.

For more information, please see:
https:irrsdocs.aws.amazon.comsconsolesstoragegatewaysLocalConsole

localhost login: _

EE AE5t0i 2RI H HKHM 7|2 A4 SEE MEFI ZH L0 20
5t

=

S S
A SH
T3

|rO \N{|

Microsoft Hyper-VE A& 35t0{ 7|0|E0] 2ZH &0 HAMA

HO|ES oo 2Z 2 &0 HA|ASHE{T(Microsoft Hyper-V)

1. Microsoft Hyper-V Manager2| Virtual Machines(7t4 &) S50l sHE HO|ER O] VMS MEH
gl
=

2. HOIESO|7} AKX U=X| FletMl2.

(® Note
HOIEQO| VMO| 74X /= B Ot A3 B4 ZH0| RunningO| VME| A EHZE EA|E
LICH HO|EQI0| VMO| 7AX{ UX| et2 B2 = FollM AlaHE MEiSt0] 2 = JU&L
Ct.

Actions
Virtual Machines
= HYPERVSERVER -
Mame State CPU Usage Assigned Memary
S | AWS-5Storage-Gateway .

=, Connect.
=+ Settings...
l Turn Off...
®@ Shut Down...
(O]

Save
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3. I HolM AZS MEFLICEH

7124 Virtual Machine Connection(7t&f 4! ©4Z) & 0| EA[ELICH 215 0| EA|Z[H 5l0[mH
o|adat

HFOIX{ 2t 2|Xt7t MBSt 20l XtE SHES =gfLct.

% EaampleGatewayHyperV on HYPERY-SERVER - Virtual Machine Connection
Fle dction Media Clipboard View Help
D@0 Wik ks

Connecting to "ExampleGatewayHyperV'...

Status: Running

HAlF VME 230" EH|7t ELCh.

AWS Storage Gateway

Login to change your network configuration and other gateway settings.

For more information, please see:
https:ssdocs.aws .amazon.comsconsolesstoragegateway-LocalConsole

localhost login: _

BE AHEstod 2aQletedH ASsliM 7= A EEE MEsI0d 24 2L 23

HOIEHO|E HERZ ofHH +4d

T
o
o
b
o
ol
T
ful

Ol M Mol HOIE0[of 042] LIERIT OIRHEIE TAIoHs Yol ChE &=
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=S|
« Bt NICs VMware ESXi ZAE0|A 042 7HE /8t HO|EQ 0] 4
 Microsoft Hyper-V NICs A E0|M 042 JHE @& HO|EH 0] ++4

3 NICs VMware ESXi 3AE0|M o4z 7HE 2|5t Ho|EY 0| 4

HMzxto e HO|EL 0] VMO VMware ESXi 00| stLte| HE |3 o{HE{7} & olx|o] Qlctm 7t
Mot o{HEE FIIots WS dHEeELICH

S AE0NM VMware ESXi F71 HEL3 o{HEIE AIESHEE HO|EROIE F+/d5t2{H™

HO|IEQ0|E S&2&L|C}.

-

2.  VMware vSphere 22t0|HE M HO|EH O] VMS MEHEILICY.
O| MXIE QI VM 74 4EHZE RX|& = U&LICH

3. ZZIo|HEO|M HOIESO| VME OIRA REZ HECR 2250 HHAE HRFE Y1 MY
HElg MEigrLIcH

4. 7t HAFE S st 4Ro| stE| 0] B0l FIHE MENS04 C|HFO|AE FIHELICH

5. Add Hardware OF&ALS| SFLof [l HIE LI o{—EE F7HefLICH

a. ClHIo|& & 2ol M Ethernet Adapter(O|C{4! O{RHE])E AMEHSt0] O{RHE{E F7}8t % C}

b. UHESRIZ FE ZolM Mol AHZE M HZ0| fe= MEE|o] JEX| &l = OIS M

Storage Gateway2t & 74 VMXNET3 HIER|T O{HEE AI&3st= Z0| EZ&LICt o=EH 5
0l LIEHS = = o{=RHE R0 CHEF REMIEH LHE 2 ESXiZ! vCenter MH AE M O| | E

3 o{HE REE HESHMAIR.

c. Readyto Complete(2& &H|) HolM i HEE HAEE F Finish(22)E MEFLICEH

stL|Ct. HO|ESo|of HAMIA
AlEILICE HOo|EQ 0|0l & EixmY IP
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® Note
O{HAE] #4723 AP0l MSEIT VM 29 B M2 TAE|2H %7ho| Alzho| Z- £ ¢
&L|Cct
= .

7. Storage Gateway 2£ 0| A HO|EH 0|o| T

8. Storage Gateway2| &4 F0{AM HO|EL|O[E =
LICH MF HE Bl & M IP FA7F ZAIZ[=X]| FHlELCh.

Hyper-V & KVM ZAE 0] VMware 38X 2Z & o] CHEr REMIE LI 2 2 XS AL,
VM 2ZH 240 & &3

Microsoft Hyper-V NICs EAE0|A 048] 7HE Tt HOIEHN Ol 74

MRtz AHOoIEL 0] VMol HIER{= of=HE & 747t o|0| Holx|o /1 O|A| F Eml o{ R E
Zhetcto 7HEENLICEH O R0l M= Microsoft Hyper-V EAE0]| O{RHEE F715t= Wi
M AT Z&LICH

8 e 21
-|)|| l]|0

ol
_=

Microsoft Hyper-V ZAE0|M F7} HER T O{HEIE AIEFTE HO|EHOIE F+5tE{H

1. Storage Gateway Z& 0 HO|EQ|0|E &ELICH X|&2 a Volume GatewayE S X|ét2{ EHH

S A EFAAL.

.\

2. Microsoft Hyper-V Manager®| A 7|0|E9J|0| VM2 ME4FLICE
3. VMO| O|0| THX Rz B2, HIO|EQO|E O0IRA LEZ HESE E25to{ ZHHAE HFE &
1 Turn Off(117()& M= LICEH

4. ZclO|HE|M HO|ELO|VME OtRA RLEZ HESE Z&/sto ZHMAE HFE P M
He MEfgf
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ﬁil-lyper—\l’lﬂamg:r
B4 File Action View Window Help

4 o | 7 [FE)

33 Hyper-\ Manager T
ii HYPERVSERVER Virtual Machines

Connect...
Settings...
Start

Snapshot

Export...
P Rename...
Delete...

Helg
= TrE e o macrine has no snapshats.

5. VMoi| CHet 7 CHat & At2| Hardware(sH=%01)0i A Add Hardware(stESH[0{ F71H)E MEAEL
Ct.

6. Add Hardware(st=901 F£7}) & 0{ A Network Adapter(L|E 23 o{RHE{)E MEISH £ FIIE M
EH5toq4 C|HFO|AE FItHEfLICH

7 Settings for AWS-Storage-Gateway = |[sE3]
AWS-Storage-Gateway b G
£ H Lo
L ardware _.:'i Add Hardware
|l AddHardware |
= 810 ‘fou can use this seting to add devices to your virtual madhine,
Boot fram IDE Select the devices you want to add and dick the Add button.
W Memory 5CSI Controller |
7580 MB
m Processor
2¥irtusl processors RemateFy 30 Vides Adapter
= B IDE Controler 0
(=& Hard Drive

AWS-Storage -Lateway. vind

Bl 1DE Controller 1 [ A |

ﬁi_ Seal ler A network adapter requires drivers that are installed when you install integration
L NE["""-":"{ -‘“:'E'F'L‘E‘ services in the guest operating system,

virtual Network: 1
T ocomi

Mone

T comz
Mane

7. UHESLIFZ o{HEHE 78 & M8& MEstod dEE MIFHLICL

CtS ol Alol M= A o{REE{0l| CHEH Virtual Network 2(7+H4 HIE Q|3 2)& ME4SI & LICE
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d-_"__5:‘!1in5|'.‘fl:lrA'\"J‘E-Sl::ragr-ﬁﬂtrwdy == [Fez]
_AWS-'Smrag:-Ga‘tmay -| 4 G
2 |4...d.|'||'.'a.‘rq.— ; Metwork Adapter
1l Add Hardware
e E]DS Specify the configuration of the network adapter or remove the network adaptes.
fram IDE Mebwork:
[y I'-1|:rr|u v Wirtual Network 2 s
|:! processo MAC Address
DrOCESSOrs 9 Dyramic
= &l IDE Cn--nl:'n-le g Static
=& Hard Drive
AWS Storage-Gateway, vhd N
Ei} IDE Controder 1 -
1 S0 Contraller Enable spoofing of MAC addresses
¥ Nemfﬂ{ma:w [ Enaihe virtual LAN identification
¥ Metwork Adapter
Virtual Hetwork 2
T com1
- lone
8. Y OiE &Xto| =00 F Bmf O{R—AE{7I FILEIRI= K| = QIE ChZ 2 QlS MEghL(CH
9. Storage Gateway Z&0{| Al H|O|E|O|E ALICt. X|El2 a Volume GatewayE Al%5tedH B
2 MEsHAlR.
10. Navigation(%*&.* oM HOIEQO|E MENEH £ O{HEE F7IE HO|EQO|E MEYELICE Al
2 He 2ol F Hml IP 471 EAE|l=X| =Holgi|ct
® Note
Storage Gateway 2&2| It Y 3/ HE H|o[X|ol M3 &l= 02 BH ofxlol= &4
1l Zfo| BT Aol=olol 7HE 2|20l £7HE UIENT ofHE(D| 1P FATH 7
Euct
Hyper-V & EAE 0| VMware 3852 2Z 2& 2 of CHe XtMEH LI 2 2 & XA AIR. KVM
VM Z2Z 2&£0M 2] =3
E o T
HO|IESo] ArM| & 2& E|l4AA X7
HOIELIOIE H& AHEE H=lo| oLzt Ho|EfO|2t Olof HZAE EIAAE AXste W0l E&
LICt BIAAE K7t HESSHM AFSE H=o| gz ElAA0 Q0| ROtE|X| M & = JD &
HHFAE £0|= ol =F0| ELct.

HoOlIEQ|o| AtX| 2 2|AA A
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HO|E9|0|E AFA|5H2d AWS Storage Gateway 2| &0 s 71|0|E-?—1|0|7P O O|&f LIEILEXR] &F

11 SCSI O|L|AloflO|E{2t2] @4Z30| ZOo{EILICt HO|EQO| A Mxl= ZE HO|EH 0] o %OE'
gLCt B Afx|St2dE HOIEQO|e] Rt HOIEQO|E HiZ e SAE M2t HE X|F HE 44
E 2|laAE F7HsH ok g LCt

Storage Gateway Z2&2 AIEst7{Lt T2 WA= HO|EQO|E AXNE = U&LICEH Storage
Gateway 2&2 AL&35t04 HO|EQ0|E At A|5tE Hidol CHst HE = ChSol M gelg = /&Lt
HOIEQOIE T2 Y HAICE MX|ste{H HEE HZ 54 AI2.AWS Storage Gateway API

A

- Storage Gateway =& 2 AI&35t0{ HO|ES O] AtA|

- 2z 0jaof HiZ S HOIE Ol 2[4 A XA

« Amazon EC2 QIAEIA O HIZE HOIEL0|0 M E|AA K7

Storage Gateway =& 2 At&350{ HO|EH O] AFA

HOIES O] &AM HrtE ZE HOIES Ol R SLELICE B Arxlsted= HOIESolef Al
O|ESOIE HixZEt SAEO et F7 X UE s stod HoIEH 0|0l AZE E|ALE X780k o
L U&LICH O] B|laAE M7HstH F= AL AE0| gl 2lasol Oigt 230l Ydlste &

mo rir
a g
o A
4 H
°
).
C
-

@ Note
Amazon EC2 QIAEIAO| HIZEl HO|EQ 0[S B QIAEHAE AMK|5HT| T K| A& EXE
L|Ct.
7HA HA(VM)ol| HHZ 8 HO|EQ|0]2] AL, HIO|ERIOIE 4|8t £z HOIER 0| VM2
04%15| 7tAkE Bt Z30f EXHELICH VME A|74824T VMware vSphere 220|1E, Microsoft
Hyper-V #2|A} EE= Linux 7'l 7|8 7t HAFE (KVM) E2I0|HEE AFE3H0{ SAE ¢
2435t VME MHELICEH AHAIEE HO|E90|8] VM2 CHA| AL& 3104 Al 70| E90|E &3t

& £ gicts Mol ROlsHAlAIR.

HOIESOIE A XstE{H

1. https://console.aws.amazon.com/storagegateway/Z!0{| A Storage Gateway 2£& LIC}.
2. HO|ESQo|E MEfEr O AXE HO|EROIE 3Lt O & MEHFILICE.
3. EAoM HoO|ELO| AKXE MEHFILICEH =Rl CHEE & AF7H EAIE LICH
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/A Warning
O EFAIE $#857| Hofl Ho|EI0lo| ZFof HA M7| EHle
LICt. HO|EH0IE A&E5t= S0l AHA|5HH o o|E

x| &QIstL|c}. 7
Ct HO|ESO|E A XstH S7E = ei&LICh

I_

4. X|HE HOIEROIE AfME ZIX| &lgt ChZ 22l &Xtof deletet= EH0{E st ATK|E
MEdRFLICH
5. (M= AHY) A XE HOo|EHolof CHEt I=¥E XMSsted™ =8 cHst & XHE &8t o5 |
E2 MEFLICH OZX| o2 B dUFZIE MEiFLICH
/A Important

HO|ES0IE AK|Et o= O Ol AZELR|0| 222 XIE5HX| fotT E|X|2H 744 E|O|
I Amazon Elastic Block Store (AmazonEBS) AE14F Amazon EC2 QIAEIAQL ZH2 ZAA
£ A& SXIELICH o248t 2lA A0 CHHM = A< HIEO0| @R ELICH Amazon 52 F4
5104 Amazon EC2 QIAEIAQ} Amazon EBS AHAFS N 7H{SIE 2 MEHSH £~ QI&L|CH EC2
Amazon EC2 52 Hl& | X|5t24™ Amazon EC2 2£ 2 AF2310{ Amazon EBS AHAFS
ArK[ 6t ElLICH.

2z p|O0|A0| HiESt Ho|EY 0| 2|AA A A
CHS X|&of et 2= gf[0|A0f HHEZ S HO|EHNO|0|M BIAAE MHE = U&LICH
VMO B EF 2 & HIO|ESO[oM 2lAA H7A

AMAlsted= AHOIEXOI7F 7he HAl(VM)ol B2 El B2, CF S HYUE ssto] 2|laAE HElste X
ol Z&LICH.

« HO|EQ0|E AAELICE X|E2 Storage Gateway 2£ 2 AFE5H0{ HO|EQ0| AMx| EHdE B X
SHAAIL.

« ZIQEHXR| &2 Amazon EBS AHAFE B 5 AK|SHA A2, R|EIS Amazon AFR EC2MHH A 9|

=
Amazon EBS AHAF MK E BT ESIAAIL.
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Amazon EC2 QIAEIA 0| HHEZE HO|EHNO|0|M E|AA K|

Volume Gateway AFHE ME A

Amazon EC2 QIAE A0 HHEZ 8 HO|EQO0|E AtK|5tE{H HO|EQ0|} &7H AFREI AWS BlAA,
£ 5| Amazon EC2 QIAEA ©E Amazon EBS &, HIO|Z HO|ERO|E HHE St AR E0|ZE X
2lst= Zd0| ZE&LICE O|F 7| 5t ¢HatX| b= A8 220| H+Ele A WRlg = U&LICH

A= O

Amazon0i| BHZE FHA| EE0|M 2IAA X7 EC2

FHAIEl 2& 0| U= HOIESOIE HixZEt B2 Chs ZXIE F[otod HO|EHOIE AfA|st s 24
AE HElste X

-

. Storage Gateway =& 01| Al Storage Gateway &2 Ar&35t0{ H0|EQ0] AfX|o| dHHE HO|E
0I& AFAIELICE.

2. Amazon EC2 2£0IM EC2 IAHAE CHA| A8 E AHIE 0|2t QIATIAE BXISHAAIR. E&
AIAHAE ERYLICH EES AX |%E+ A2l R0l PABLE SR517] Slo] SluElnof o
ZE 22 ClbholA9} ClHholA 9] AIEAHE HoiSLITH 0122 ANE 282 Algsts ol Tod

LICH.

3. CIA| At E A El0| Qe A Amazon EC2 2&0| M QIAE A0 ¢4ZEE 2 E Amazon EBS 28
2 M7t AMAIL. KEAIEH LI 2 Amazon EC2 AF2 MM Q| QIAEIA QI 25 |2 R ESHAA]
o

Amazon EC2 QIAEIA 0] HHZEl HO|EL0|0M ElAA KA API {7 2013-06-30 188


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-clean-up-your-instance.html

AWS Storage Gateway Volume Gateway A& HHEAM

J

O| MM0f M= Storage Gateway 43501 CHa AHELICH

HoI

22 7|0|EY 0|9 M5 gl x|

|

- HOIE0l 85 =[XE

- Storage Gateway2t & 74 VMware vSphere 17184 ALS

Ho|E<o| 5 x[Hst
HEE|= HOIERO| AHH 74

Ho|Eo|o] Ms5& 2rHatet7| 23l Storage Gateway= HIO|EQ0| ZAE Mu{ol CHS T ZH2 Al
O|EQio| #+4& HEE

« FHAl 2 7|7} 16TiBOIA 32TiB2! RAM HIO|EQ0|2 2 0oi2El %A 32GiB
« FHA| =27|7} 32TiBOIAM 64TiB2! RAM HIO|ES0| 2 2 o 2FEl | A 48GiB

« C|AZ 1-CH3 20| HO|ERIO| FHAIZ AHEEH
« SSDNVMeZIEEDH Ar8.
« C|A3 2-Ct33 Z0| HO|ERIO| MEE HIHE AISE
« SSDZEE2] AFE. NVMe
- C|l&3 3-Ct31 Z0| HO|ER0| Y2EE HIHE ALEEH
- SSDNVMeZIEEDH Ar8.
« VM HUESZ 10] FEE HEXT o{R~E 1:
« VM HE®T 12 M85t &0l AEE 7 VMXnet3 (10Gbps) & F7tErLICt.
« VM HES|Z 20 #EE HEXT o{RE 2:
« VM UERZ 28 ArE5t1 A0 AL8E a VMXnet3 (10Gbps) & F7HEFLICH AWS
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HOIES ool 2[AA FT}

1y

HE S4AO 2 QI

IC}. AWS

|. ZF

=
A
AR

FIO
2

_=

HS0| 0|4 =i X|& #MElF (EctRE=Z 2| ¥ F) ofst = Hof

4

Ojo
-I> o
C

CPUZO{ £

IHA/HEE HIH C|A3 MEIF
- 5 RAM =

HE 3 CHFE: AWS

O|L|Alof|O|E{oll A HIO|EROITHX|2| IER T CHA =

Ol Mol M= HOIERO| M52 2IK8st7| QIsh £ &E 4 A= Tl ThaH CHELICH 0] XI&2
AlO|ES0| = OHEEIAH01M Mol ElAAE F7bshs g RZ FLICH

CIS & stLt o| ol o 2 AHO|EOolof BIAAE F7I510{ HOIERO| ds& 2|MetE = UE
L|C}.
NS CIAT A

FHA| L U2 E HIH C|lA T 2B 2 Qe HOIEH
U&LICEH HOIESO| Hds0| & ELCH KT H2
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"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
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{ "Records": [{
"eventVersion": "1.02",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDAIISAUEPBH2M7JTNVC",
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arn": "arn:aws:iam::111122223333:user/StorageGateway-team/JohnDoe",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "JohnDoe"
1,
"eventTime": "2014-12-04T16:19:00Z2",
"eventSource": "storagegateway.amazonaws.com",
"eventName": "ActivateGateway",
"awsRegion": "us-east-2",
"sourceIPAddress": "192.0.2.0",
"userAgent": "aws-cli/1.6.2 Python/2.7.6 Linux/2.6.18-164.el5",
"requestParameters": {
"gatewayTimezone": "GMT-5:00",
"gatewayName": "cloudtrailgatewayvtl",
"gatewayRegion": "us-east-2",
"activationKey": "EHFBX-1NDDQ-PQIVU-PI259-
DHK88",
"gatewayType": "VTL"
1,
"responseElements": {
"gatewayARN":
"arn:aws:storagegateway:us-east-2:111122223333:gateway/cloudtrailgatewayvtl”
1,
"requestID":

"54BTFGNQI71987UJD2IHTCT8NF1Q8GLLE1QEU3KPGG6FOKSTAUUR",
"eventID": "635f2ea2-7e42-45T0-
bed1-8b17d7b74265",
"eventType": "AwsApiCall",
"apiVersion": "20130630",
"recipientAccountId": "444455556666"

]

CHS oldlE e E04iF £ CloudTrail 221 822 2E0o{ELIC} ListGateways

{
"Records": [{
"eventVersion": "1.02",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDAIISAUEPBH2M7JTNVC",

arn":
team/JohnDoe",

"arn:aws:iam::111122223333:user/StorageGateway-
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"accountId:" 111122223333", " accessKeyId ":"
AKIAIOSFODNN7EXAMPLE",

" userName ":" JohnDoe "

I

" eventTime ":" 2014 - 12 - @3T19: 41: 537 ",

" eventSource ":" storagegateway.amazonaws.com ",

" eventName ":" ListGateways ",

" awsRegion ":" us-east-2 ",

" sourceIPAddress ":" 192.0.2.0 ",

" userAgent ":" aws - cli / 1.6.2 Python / 2.7.6

Linux / 2.6.18 - 164.el5 ",
requestParameters ":null,
responseElements ":null,

"requestID ":"
6U2N42CU37KA08BG6V1I23FRSI1Q8GLLEIQEU3KPGG6FOKSTAUUG ",

" eventID ":" f76e5919 - 9362 - 48ff - a7c4 -
d203a189ec8d ",

" eventType ":" AwsApiCall ",

" apiVersion ":" 20130630 ",

" recipientAccountId ":" 444455556666"

1]

}
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telnet d4kdq@yaxexbo.cloudfront.net 443

telnet storagegateway.region.amazonaws.com 443

telnet dp-1.storagegateway.region.amazonaws.com 443
telnet proxy-app.storagegateway.region.amazonaws.com 443
telnet client-cp.storagegateway.region.amazonaws.com 443
telnet anon-cp.storagegateway.region.amazonaws.com 443
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$ openssl s_client -connect anon-cp.storagegateway.region.amazonaws.com:443 -
servername anon-cp.storagegateway.region.amazonaws.com
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Replace region & 411t &7H. AWS 2|
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$ openssl s_client -connect anon-cp.storagegateway.us-east-2.amazonaws.com:443 -
servername anon-cp.storagegateway.us-east-2.amazonaws.com

CONNECTED (00000003 )

depth=2 C = US, 0 = Amazon, CN
verify return:1
depth=1 C = US, O
verify return:1
depth=0 CN = anon-cp.storagegateway.us-east-2.amazonaws.com

Amazon Root CA 1

Amazon, OU = Server CA 1B, CN = Amazon

verify return:1

Certificate chain
@ s:/CN=anon-cp.storagegateway.us-east-2.amazonaws.com

i:/C=US/0=Amazon/0U=Server CA 1B/CN=Amazon
1 s:/C=US/0=Amazon/0U=Server CA 1B/CN=Amazon
i:/C=US/0=Amazon/CN=Amazon Root CA 1
2 s:/C=US/0=Amazon/CN=Amazon Root CA 1

:/C=US/ST=Arizona/L=Scottsdale/0=Starfield Technologies, Inc./CN=Starfield Services
Root Certificate Authority - G2
3 s:/C=US/ST=Arizona/L=Scottsdale/0=Starfield Technologies, Inc./CN=Starfield Services
Root Certificate Authority - G2

i:/C=US/0=Starfield Technologies, Inc./OU=Starfield Class 2 Certification Authority

.
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$ openssl s_client -connect anon-cp.storagegateway.ap-southeast-1.amazonaws.com:443 -

servername anon-cp.storagegateway.ap-southeast-1.amazonaws.com

CONNECTED (00000003 )

depth=0 DC = com, DC = amazonaws, OU = AWS, CN = anon-cp.storagegateway.ap-

southeast-1.amazonaws.com

verify error:num=20:unable to get local issuer certificate

verify return:1

depth=0 DC = com, DC = amazonaws, OU = AWS, CN = anon-cp.storagegateway.ap-

southeast-1.amazonaws.com

verify error:num=21:unable to verify the first certificate

verify return:1

Certificate chain

@ s:/DC=com/DC=amazonaws/0U=AWS/CN=anon-cp.storagegateway.ap-southeast-1.amazonaws.com
i:/C=IN/0=Company/CN=Admin/ST=KA/L=New town/0U=SGW/emailAddress=admin@company.com
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vpce-1234567e1c24a1fe9-62qgntt8k.storagegateway.us-east-1.vpce.amazonaws.comO|2l= O| B2
AE35to Ze st TE HAAS E|AEELIC.

12 4> e
mo z0 FO

LS —

telnet vpce-1234567elc24alfe9-62gntt8k.storagegateway.us-east-1.vpce.amazonaws.com 443

telnet vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com 1026
telnet vpce-1234567elc24alfe9-62gntt8k.storagegateway.us-east-1.vpce.amazonaws.com 1027
telnet vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com 1028
telnet vpce-1234567elc24alfe9-62gntt8k.storagegateway.us-east-1.vpce.amazonaws.com 1031
telnet vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com 2222
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$ openssl s_client -connect vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-
east-1.vpce.amazonaws.com:443 -servername
vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com

$ openssl s_client -connect vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-
east-1l.vpce.amazonaws.com:1026 -servername
vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com

$ openssl s_client -connect vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-
east-1l.vpce.amazonaws.com:1027 -servername
vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com

$ openssl s_client -connect vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-
east-1l.vpce.amazonaws.com:1028 -servername
vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com

$ openssl s_client -connect vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-
east-1l.vpce.amazonaws.com:1031 -servername
vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com

$ openssl s_client -connect vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-
east-1l.vpce.amazonaws.com:2222 -servername
vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com
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openssl s_client -connect vpce-1234567elc24alfe9-62gntt8k.storagegateway.us-
east-1l.vpce.amazonaws.com:1027 -servername
vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com
CONNECTED(00000005 )

depth=2 C = US, O
verify return:1
depth=1 C = US, O
verify return:1

Amazon, CN Amazon Root CA 1

Amazon, OU Server CA 1B, CN = Amazon

depth=0 CN = anon-cp.storagegateway.us-east-1.amazonaws.com
verify return:1

Certificate chain

0 s:CN = anon-cp.storagegateway.us-east-1.amazonaws.com

i:C = US, 0 = Amazon, OU = Server CA 1B, CN = Amazon
1 s:C =US, 0 = Amazon, OU = Server CA 1B, CN = Amazon
i:C = US, 0 = Amazon, CN = Amazon Root CA 1
2 s:C =US, O = Amazon, CN = Amazon Root CA 1
Amazon VPC AIEZQIEE A E3t04 7 0|EQ|0|E S Mste I Ydst= 27 SHE API {7 2013-06-30 233
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i:C = US, ST = Arizona, L = Scottsdale, 0 = "Starfield Technologies, Inc.", CN =
Starfield Services Root Certificate Authority - G2
3 s:C = US, ST = Arizona, L = Scottsdale, 0 = "Starfield Technologies, Inc.", CN =
Starfield Services Root Certificate Authority - G2

i:C = US, 0 = "Starfield Technologies, Inc.", OU = Starfield Class 2 Certification
Authority
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openssl s_client -connect vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-
east-1l.vpce.amazonaws.com:1027 -servername
vpce-1234567elc24alfe9-62qntt8k.storagegateway.us-east-1.vpce.amazonaws.com
CONNECTED (00000005 )

depth=2 C = US, 0 = Amazon, CN
verify return:1
depth=1 C = US, O
verify return:1
depth=0 DC = com, DC = amazonaws, OU = AWS, CN = anon-cp.storagegateway.us-
east-1.amazonaws.com

Amazon Root CA 1

Amazon, OU Server CA 1B, CN = Amazon

verify error:num=21:unable to verify the first certificate
verify return:1

Certificate chain
@ s:/DC=com/DC=amazonaws/0U=AWS/CN=anon-cp.storagegateway.us-east-1.amazonaws.com
i:/C=IN/0=Company/CN=Admin/ST=KA/L=New town/0U=SGW/emailAddress=admin@company.com
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L - 2. Import Virtual Machine(7+& &l 7t X2 7|) CHE A RFof A X
machine import file under _: mpo r (7+ M 7HM27]) thet SRt A %
X o OoFr 2 d o 7
. ) %|o| Oofx =2 Lt of|AlQF Z 0] AwS- r -
location .."BH= @2 Al o fIxle| otx|et 222 CtZ o A|2F Z 0] AWS-Storage
T o{of ELiC
X7} EA|=L|CH Gateway o|o{of &fLCt.
Hyper-V Manager === L Il‘ﬂpﬂrt Virtual Machine @
L f‘osi;“;':{;er‘?;‘:‘;rf:a‘c}’:::‘memp‘i”g Spaciy the location of the folder that contains the vitual machine files.
Import faled. Lazation C"uu:dﬂalmﬂc:nzi;:¢¢d5¢un-::e"lll\'x-‘-'-M'S-Slan&_.e-'“.:a'.ewyh | Browse
Import failed. Ur_aat:lem find virtual machine import
T—g?‘.sp::iet;alﬁ;a;;‘-"unzupp edSourceViihyperv-pro..\ . Sd'lings
You can import a virtual machine only if you used
Hyper-V to create and export it. Import settinga:
~) Hide details [ Ciose | Mowe or restore the witual machine fusa the exssting unigue 1D}
@ Copy the vitual machine (create a new unigus [D)
| Duplicate all files $a the same vitual maching can be impoted agein
ity The zame viriual machine cannot be imparted again F you do not copy the files unless you
have backed them up to ancther location first.
Import
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A= 35 "Import failed.
Import task failed to copy
file."E2t= 27/ HA|X[7} &£
AlELICH

Hyper-V Manager @

i " 1 A server error occurred while attempting
= to import the virtual machine.

Import failed. Import task failed to copy file.

Import fziled. Import task failed to copy file from
'Ci\prod-gateway\unzippedSourceVNAWS-...\Virtual
Hard Disks\AW5-5torage-Gateway.vhd' to
'Ci\prod-gateway'\gate.. \AWS-Storage-Gateway.vhd :
The file exists. (0:80070050)

() Hide details

sHmIE HOIERI0l A4 Tl M AHES 2od OI8 M SIl0f =
Abst ELICH A QRIS 7HRiQ S IRIZ ALSHLICH TS oflAl
£ o5 BRIE A4 T QxI0IA HOIERIOIE o2 7H AAE

Al B2, 2QlsHof 8 S MLt

5t
=

'

L Impaort Virtual Machine
Spaciy the location of the folder that containg the vitual machine files.

Location: C\prod-gatewsy' unzipped Source VMW AW S-Storege-Gateway',

Browse |
Settings
Import settinga:
"1 Move or restora the vitual machine fesa the existing unigue 1D}
@ Copy the vitual machine {create a new unigue [0}

| Duplicate all files $o the same vitual maching can be impoded agein

ﬁ The zame viriual machine cannot be imparted again F you do not copy the files unless you
hawe backed them up to ancther location first.

|

[ Impeart

o|0| HO|EQO|E HHZ 5t 74 StE Claz U 7he HAl 74 ot
LOo| MEE 7|2 EE CHA| Ar85tE E, 0| LR 7t & dgfLct.
0| 2A|Z dliZ235l24d™ Hyper-V Settings(Hyper-V &) CHat 4 x}od|

M M Ix|& X|35HofF & LICH.

- d

| Hyper-V Settings

# Server
B8 virtual Hard Disks
C:'\prod-gateway\gateway 2y,
g; Virtual Machines
C:\prod-gateway\gateway 2\,

{4 Virtual Hard Disks

Spedfy the default folder to store vir

C:'\prod-gateway\gateway 2\,
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A= 3+H "Import failed.
Import failed because the
virtual machine must have
a new identifier. Select a
new identifier and try the

import again."2t= 27 |
AIRI7F EAIELICH
Hyper-V Manager @

0 A server error occurred while attempting
= to import the virtual machine.

Import failed.

Import fziled because the virtugl machine must have a
new identifier, Select a new identifier and try the
import again.

A Hide details

| Close

HO|ES0] VME Al
&r5t24 5t "The child
partition processor setting
is incompatible with parent

Fg = x|
HOIEQIO|E 72 e 7HA THA 7+7<4 CHEF A RFOl A 7F A

71
HAl E|AF SMI 2E I X 42 MEIStod VMel M TR] ID
E dM3sl{oF FLICt CFZ o Al= Import Virtual Machine(7+H&f T4l
7tK27() CHEt 2 Atoll M AbEstoF & SMLIC.

L Impaort Virtual Machine @
Spaciy the location of the folder that containg the vitual machine files.

Location:  Chprod-galewsy unzipped Sourse VMW AWS-Slorege-Gateway', [ Browse

Settings
Import settinga:
Mowe or restore the witual machine fusa the exssting unigue 1D}
@ Copy the vitual machine fcreate a new unigue: D)

| Duplicate all files $o the same vitual maching can be impoded agein

"U The zame viriual machine cannot be imparted again F you do not copy the files unless you
hawe backed them up to ancther location first.
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Storage Gateway 27 AF&oil CHEF XkAIEH LIS 2
2

HE 27 A MMHE HZsHAM .

partition."O|2t= 2F MIA|
X7} E A|=LC}.
Hyper-V Manager @

0 An error occurred while attempting to start
= the selected virtual machine(s).

'AWS-Storage-Gateway' could not initialize,

The child partition processor setting s incompatible with
parenl partition.

'AWS-Sterage-Gateway' could not initialize, (Virtual
machine 1D BIABAT41-3896-4D11-B8D3-92CEXLCAFESC)

The child partition processor setting is incompatible with
parent partition,

() Hide details

| Close
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&F5ted 5t "Failed to RAM ALO|2| RAM E Y X|Z2 Qo &g = U&Lct

create partition: Insufficient
resources exist to complete
the requested service."2l=
QF HIAIX[7¢ EA|ELICEH

Hyper-V Manager

8 An error accurred while attempting to start the
= selected virtual machine(s).

Storage Gateway 2 7 Aterol| CHEt RtM|EH LIS 2 =& #0|ES| O
HE T A Mg FXstM L.

—

‘AWS-Storage-Gatewsy' could not initialize.

Failed to create partition: Insufficient system resources exist to
camplete the requested service. ((B00T05A4)

'AWS-Storage-Gateway' could not initialize. (Virtual machine ID
SDE14579-8474-40F0-9EEB-8BE4T750DD2C)

Failed to create partition: Insufficient system resources exist to
complete the requested service. ((B00705A4)

~) Hide detsils [ Close |
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Windows Security =]

Your credentials did not work

Your system administrator does not allow the use of default credentials to
log on to the remote computer HYPERV-SERVER because its identity is not
fully vesified, Please enter new credentials.

|
J Use anather account

[ Remember my credentials
&3 The logon attempt failed

e =)
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ssh -i PRIVATE-KEY admin@INSTANCE-PUBLIC-DNS-NAME
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Guest 3
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Add Permission... Cul+P  berating system
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Rename iMual machines as deskiop or
Open in New Window... Cirl+Al+N :fnffﬁtlng environments, or to
Remove from Inventony
Delete from Disk bis. The same host can rmun
b. S RS MEiSD SM S H0|M VMwareES HEgLICH
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¥ Before shutting down Guest
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[ 5 myAWSStorageGataway - Virual Maching Properties |. = |E ﬁ
Hardware IOMIOI'-E | Respurces | virtual Machine Version:
I~ Show All Devices Add... [~ SCSI Contraller Type 2
Current type: LSILogic Paralel Change Type...
M | Hardware Summary
M Wl Memory 4096 MB 5051 Bus Sharing
@ crus 2 Set a policy to allow virtual disks to be used
El video card Videa card smuitanecusly by multiphe virtual machines.
= WMCT device Restricted
| © sl controller LSI Logic Parallel | | none
= g oo T O :m::ks cannot be shared between virtual
&= Hard disk3 ‘irtual Disk
& Hard disk1 Virtual Disk " Virtal .
@5 CO/DVD Drive 1 CO-ROM 1 :‘ﬂﬁ:m‘;’;\?;fh’ﬁm”em e maCines
B8 Nebtwork adapterl VM Metwork
& Flopoy drivel Floppy 1 " Physical
Virtual disks can be shared between virtual machines
o Ay SSrver,
e e i e . A R ety
3. SCSIZHEEDX |8 HE st 4Xol M VMwarelt 7448 SCSI HEER RS MBS CHS &
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r !
Change SCSI Controller Type ﬁ
& Changing the SCSI Controller Type:
* Wil replace the existing controller with a new selected contraller.
* Wil copy the common settings to the new controller.
* Wil reassign all 5CSI devices from the old controller to the new one,
Warning: Changing the controller type for the virtual machine's boot disk will
prevent the virtual machine from booting properly.
SCSI Controller Type
(" BusLogic Parallel {not recommended for this guest 035)
(" LSI Logic Parallel
" LSI Logic SAS
* YMware Paravirtual
K | Cancel
L &
o -
VMware 17} 2 Z&E Storage Gateway AE
VMware 1 7t& %8 (HA) 2 HO|EQ|0| VME X|H5t= lZet HE 2| vSphere HOHERE 23 & +
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« Linux 4= 7|8t Virtuam Machine (KVM) 2| 2Z4 2&0i| 2a02I5t= Wofl Chet AbMIE LIS
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2. Storage Gateway T+ 7|2 HlwolM AIAR] AlZH ZtE2[of 42 I=AFLICE.

AWS Storage Gateway Configuration

BHAHNBHBHHBHEHEREAEH BN HERNBRE R AU RN EHE R RERARE BHERRRRERREY
it Currently connected network adapters:

R

it ethd: 18.8.8.45
HugnEERAnERRUERRRABRNAARERRNEERANERRANERROHBERRANANEARE BORAENARERDAN

source Check (B Errors)
¢ Stop AWS Storage Gateway
Press "x" to exit session

Enter command: _

3. Al&E AlZE 22| oM AlAE AlZE 27] H S713H0] 18 =FLICH

System Time Management

1: View and Synchronize Sustem Time

Press "x" to exit

Enter command:

4. VMS| AZHg ST AlZHDH S7ISHSHOF SHTHS ZTTH IO B YISt AIAIR. NTP y IR| 92
Ze ng QB
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Sustem Time Management

1: View and Synchronize System Time
Press "x" to exit

Enter command: 1

Current System Time: Sat Aug 22 88:33:41 UTC 2815
Determining current NTP time (this may take a few seconds

Your 3torage Gateway UM system time differs from NTP time
by B8.217617 seconds

fi sync is recommended if the time differs by more than 6B seconds

Do you want to sync Storage Gateway UM system time with
NTP time? [ysml: _

System Time Management
1: View and Synchronize System Time
Press "x" to exit

Enter command: 1

Current System Time: Sat Aug 22 BB:33:41 UTC 2815
Determining current NTP time (this may take a few seconds

Your Storage Gateway UM system time differs from NTP time
by 61.217617 seconds

A sync is recommended if the time differs by more than 68 seconds

Do you want to sync Storage Gateway UM system time with
NTPF time? [yrsml:

£ & HOo|EXo|E =AEIGH7| &8 Amazon EC2 QIAEIA HiE
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)& LICH. AWS Storage Gateway Amazon 4! 0|0|X| (AMI) £ R LIEIZ XM B E LICIAMI.

(® Note
Storage Gateway AMIs 747 LIE[= O| M HA[St MM 2 X|HELICH AWS. HAIRI7t HE
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(® Note
Amazon EC2 ZAE ESHER FHA|El 2 ECF X|ELICH MEE =& AHo|Efol= ¢l
ABIAO] HiZE & gi&LICt EC2
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FHHEE FEE = J&LICH

QuickLaunch& At&3t0 7|2 M™HO 2 Amazon EC2 RIAEAE
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3. [Name] oﬂ“ Amazon EC2 RIARAO[ O|§ S =ELCt 2l
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a. VPC-2| Z2 Amazon EC2 QIAEIAE A|ZHE VPC Q%S MEHEFL|CE.
Amazon Virtual Private 222 E Al MAE A 2| Amazon VPC i & 44l

%
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c. IHE=2!IP XS &Y (Auto-assign Public IP)2| B & d3l(Enable
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/A Important
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https://docs.aws.amazon.com/storagegateway/latest/vgw/Requirements.html#requirements-network
https://docs.aws.amazon.com/storagegateway/latest/vgw/Requirements.html#requirements-network
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& FItsfof gLICh d5E F0[2d™ 272 150GiB 0| & 2| FHA| AEE|X|0i| 0iE2{ EBS &
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12. Launch
Ct.
13. M QIAEATL MZHO 2 ARE|R=X]| = Q1524M Amazon EC2 2£ 9| Instances H O|X|£ O
=510 M| QIAEIAE O|2 02 ZHAMSIAAIQ. QIAEIA AFE|7} =M 2H0| E A|Q} BH7H| AlsH S0
2 EANED HE) AA7L 2t 2|0 A 20l F A|7} LEEFLE= K| & QIEFLICH

14. M5 HE do|x|ofAM s QUAEAE MEMFILICH QUARA QoF MMM HEE] IPv4 FAE

S ALEt CHZ Storage Gateway 2 & 2| 7|0|E 0| M H|O|X|2 S0t7tAM MEES RH7H = LICt

Storage Gateway 2& 2 A& 3t7{L} AWS Systems Manager It2tO|E HEAE F2|5t0{ & 0|
EQIO|E Alzt5tE ol AH8E AMIIDE ZHE £ &Lt

FAAI2.
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AMIIDE &olsle{H CIS & 5 T

- Storage Gateway Z2& 2 At&304 M HO|ES0| MHES AI’%*E.F LICk X|E2 Volume Gateway
Hg &xsMR. ZSHE M MMof| 258 Amazong SAEEC2 E % 2 MEidt s
Launch instanceZ ME45+04 Amazon EC2 £ 0i A AWS Storage Gateway AMI EIZ /€ dL|C}.

EC27{F LIE| AMI H|O|X| 2 Z|C|HME|DY, 017]0l A 3HE AWS URL || AMI IDE & = &L
Ct.

- Systems Manager It2t0|E| AE0{E F2|&fL|Ct. AWS CLI EE= Storage API GatewayE AH&
510 YA THO|AMAM FHA|E 2& HOIERO| EE= XM =& HO|ERO0|0l| /aws/service/
storagegateway/ami/CACHED/latest CHEl Systems Manager 3& Of7H H=E 2{2IE &= /
aws/service/storagegateway/ami/STORED/latest QU&LICI o€ S04 CIS CLI BHEES
Ab&3tH X s #RH AMI # =] ID7t EFEHEILICEH AWS 2|

aws --region us-east-2 ssm get-parameter --name /aws/service/storagegateway/ami/
STORED/latest

"Parameter": {
IlTypell: IlStIingll’
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https://docs.aws.amazon.com/storagegateway/latest/vgw/create-volume-gateway.html#set-up-gateway-volume
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"LastModifiedDate": 1561054105.083,
"Version": 4,

"ARN": "arn:aws:ssm:us-east-2::parameter/aws/service/storagegateway/ami/
STORED/latest",

"Name": "/aws/service/storagegateway/ami/STORED/latest",
"Value": "ami-123c45dd67d891000"
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7MY AMIRE EE291 83791
== Al Al

ClHtO|A '/dev/sdb'  '/dev/sdc'

off=;

37| 80GiB 165GiB 150GiB

EE /8  9gp3 gp3 gp3

IOPS 3000 3000 3000

SE A A o of| of|

A

Encrypted OfL|R ofL|R otLI2

S 125 125 125

Amazon EC2 QIAEIA HEIH OB SM &%

QUAERA HIEH O|E] AMH|A (IMDS) &= Amazon QIAEA HIEIC|O|E{0l CHEH 2ot HMAE MB35t
2 EC2 QIAEA 7M 9 AQ/L|C} IMDSHT 1 (IMDSv1) 8 AFR35t= 44l HIEC|0|E] 238 42
s7L 2= HIEFEIOIE] 20l IMDS HE 2 (IMDSV2) & AFR5tE 2 QT ots QIAHAE M8 4
UELICEH IMDSV2AM|M K& @HE AH8stD HMAE AlTste Ol AEE = /U= 048] K| F <
ME 2tsterL|ct IMDS off CHEF IMDSv2 AHA|Et L& 2 Amazon Elastic Compute Cloud A& AE M
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¥ myAwSStorageGateway - Virtual Machine Properties

Hardware |op|;|.;.|-.5| Resources | Yirbual Mackine Yersion: 7
[isk File
[ Show AY Devices #dd... I Remaove I '_!-‘.-".ZI"':'-I'I_' docwrkers{doowriters 3 vmdk
Hardware | Surnmary [
il Memory 7650 ME [iisk. Provisioning
[ crus z Type: =
g Video card video card Frovisioned Size: I i ﬁ |GE j
& Vicl device Festricted Mazimum Size (GB): 15216
{5 sCslcontraler 0 Paravirtual
= Hard disk 2 Virtual Cisk: itk sl Device Hode
=) Hard disk 3 Wirkual Disk
= Hard disk 4 Virkual Disk. l |55t (0:2) Hrd disk 3 I
= Hard disk 5 Virtual Disk
= Hard disk 6 Virtual Disk [ e
= Hard disk 7 Wittual Disk I™ Independen:
= Hard disk 1 Virtual Disk Independant disks are ot affected by snapshots,
BB Mebwork adapter 1 WM Metwork, e PAIEE . .
B9 Network adapter 2 WM Mebwork 'r;r:::_i*: aire immediabehy and permanenthy written to
€= Nonpersistent
Changes ko Ehis disk are discarded when you power
off or revert to the snapshat.

o | OKICar-:eﬂl

i

3. Removal Options(XM|7{ M) oM S M2 MEAE & 2H01S MEHGI0] C|AT M7 HALE &
FELICH
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[E] myAWSStorageGateway - Yirtual Machine Properties

Har disare |gpm | Resources Yirtiial Machine Yersion: 7
; This device has been marked For removal From the wirtual

[ Show All Devices ik | | ST I maching when the GK butban is dicked.

Hardyare EER | Ta cancel the remaval, cick the Restare bukton,

Wl Memory FHAD B

o crus z [ Reernareal Opons

Q Yideo card Wideo card O s o e

= ¥MCI device Restricked

O SC5T controler 0 Paravirtual " Remove from virtual machine and delete Files From disk
=3 Hard disk 2 Wirtual Disk

=2 Hard disk 4 Wirkual Disk

=3 HarddiskS Wirbual Disle

=3 Hard disk & Wirbual Disk

= Harddisk 7 Wirbual Disl

=2 Hard disk 1 Wirkual Disk

BB Networek adapker 1 W Mekwork

BB Network adapter 2 W Metwiork

Help oK Cancel
s
= (@)
Microsoft Hyper-V0oi| E AEIEl HO|ES| 0|0 ClA= A

Ct2 Xxtol el Microsoft Hyper-V st O|THHFO| X0l 3 AEISHE HOIEQO|MIM ClAZE X7HE
o

=
= U&LICH

U2 HHo| g E 7|2 C|A3E W7HstE{H(Microsoft Hyper-V)

-

Microsoft Hyper-V Managerdl|l M Ot2 A @EF HES 22|50 HHAE HxE ¥ HO|EY
Ol VM| Ol &S MEHEt & MHE t'E—H? L—|EP

2. AE O3t &xte| st=ff o S50 MHE Claz & MEE Chs MHE MEELICH
HO|EHolof 78t ClAT = StE0| S 52| SCSIZEED] &= otefol| ZA|ELICH HEE
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Microsoft Hyper-V #Z|Xt0ll ZA|E|= & SCSI HM| HEEB{E HEED 0QLICt

' <7 Settings for ExampleGatewayHyperV [o] @ == ‘
_ExampleGatewayHyper‘u‘ 'I G
% Hardware - —a Hard Drive

VI Add Hardware
e BIOS
Boot from IDE
=% demory
D Processor
2 Wirbual processors
= B IDE Controder 0
= Hard Drive

Bl IDE Controler 1
=1 B¥l 5CSI Controller
& Hard Drive

Cact r.'-\'.'.l'n'_.-..i

=& Hard Drive

o Network Adapter
I.'-: nne 'I'.I
T com
Hone
T comz
Mane
i Dickette Drive
Mane
# Management

|| MName

ExampleGatewayH
=
| rrbegraum Serdces

AN S-Storage-Ga

LEw

UploadButfer, vhd

& Hard Drive
Digk3.vhd

yoery

.

(1]

‘fou can change how this virtua hard disk is attached to the virtwal machine, If an
operating system is instaled on this disk, changing the attachment might prevent the

virtual machime from startng.

Contraler: Location:
[scst controller v [2(n use) -
Media

You can compact or convert a virtual hard disk by editing the . vhd file. Speafy the

full path o the file.
& Virtual hard disk {.vhd) fle:

C:\getting-star ted\gateway \Disk3.vhd

—

Edit

|[ Inspect ||Etm5e... ]

ﬂ If the physical hard disk you want to use (g not ligted, make sure that the
disk is offine. Use Disk Management on the physical computer to manage

phvysical hard disks.

To remowe the virtual hard disk, dide Remove, This disconnecis the disk but does mot

delete the .vhd file.

[ Remove |

All services offered
i Snapshot File Location
Cih\petting -started\gateway), i |
[ Ok | |  Cancel
3. =Holg Mefstol M AR ML
Linux 7' 7|8} Virtual Machine (KVM) &} O|I{H} O| {0l M ZARE|= HO|EQ[O|0M C|ATE EE

ste4™ CHS o ”H|= 8t virsh
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$ virsh detach-disk domain_name /device/path
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AE M| Amazon Elastic Block Store (AmazonEBS) € £ Z5tAAL.
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Uz H L IHA| AEEIXIZ ST E = U ZIcH AEE[X|oll= 22 F 0| A&LICH Amazon EBS
E52 dote B AAHA N ALY = UX|EH O|2fEt 2E&E2 ST 2EE|X| S FNKIE H2E
HIH & FHA| 2EZX| SU2 2 FEE = UELICH RHMIEH LI 2 AWS Storage Gateway &2 &
HE AXTIIYAL

1. Amazon EBS EE& MAsiLICt X|E2 Amazon AH2 EC2MHE A Q| Amazon EBS S5 A &

2. Amazon EBS &2 Amazon EC2 QIAEIA0]| Q4 LICt X|E2 Amazon AHE EC2ATH A9

2 PIA =
CIAEIAO| Amazon EBS 2 & 14E HZXSHAAIL

3. F7t8t Amazon EBS 288 YEE HI E= FHA| AEZ|X|Z2 T HFLICH X|E2 Storage
Gatewayl| EZ C|A 3 2| S FZSHMAIL.

U= E Hujol| dFet 2E2|X| F0| H gitts HEES UElA &le 427t &Lt

Amazon EBS 2 & & Xl|7{5t24H™

/A Warning

O| BAlz d2E HI{ St 2 &FE Amazon EBS EE0EF M E|H 7HA|o EZE E&
ol MEElX| ef&LCh.

1. 7o|EQIolVvM E= T
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EBSHOIE®|OI8 EC2 =& AP| & 2013-06-30 283


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AmazonEBS.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-creating-volume.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-creating-volume.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-attaching-volume.html

AWS Storage Gateway Volume Gateway A& HHEAM

2. Amazon EC2 2IAEIA 0| Amazon EBS &2 22l LICt. X|E&2 Amazon AFR EC2AE A 2|
CIAEAAO|A Amazon EBS E& £ (=]

=
= [\ .
3. Amazon EBS E&2 AXIELICH X|EES Amazon AH8 EC2MEHA{S| Amazon EBS E& AMKXE
HESHMAR.

2
P
o
it
>

4. HOIEHOlVM Sz EFoM dEst= H2 S Ao ek HO|ESOIE AlEfgfLICH

HO|ES| 0| EA45} 7| gt 7|

HOo|ESo| Ed3t 7|1E &otiH HOoIEH 0| 7ty HAl(VM)e = & FEE ELiok gLt VM2 &
Mgt 7|18 Z§Et 2lc|®ME BHetSH, O] 7= ActivateGateway API 2 40| mt2t0|E| & StLIE
M E[of HO|EQO| & RIHELICH XtMEH LIE 2 Storage Gateway APl & R & FESHMAIR

ActivateGateway.

® Note
Ho|E|o| EH3t 7|= ALE5HXR| et2® 302 Fof BHEELICH

HOIES ol vMoll ELHE Q™= M3t/ Y45t= AWS X[d0| Z&EILICH F o 2lC|
HMo 2 BtEtE|= URLOIE activationkey2tes HEl At mhatOlE{ 7t Z & Elo] &

Ct. o] 2| 2Xt¥E mweti|Es HE 215 7|Lct 22l 2XtEo| FAl2 ot Z &Lt
http://gateway_ip_address/?activationRegion=activation_region. O| #E|o| E&2
g5t 2|t gMs 7|18 25 EREELICH

O| URLO|= VPC AIEXZQIE
o

FEE MEdto{ ¢Zst= HO|ES0le| VPC AEXQIE DR
vpcEndpointE Z & E|0] Ql&LICEH

L

_

(® Note

Storage Gateway St=%{|01 0420|214, VM 0|0O|X| & Z X!, Amazon EC2 Amazon Machine
Image(AMI)0fl= O] HO|X|of MHE & REE +4I5t1 Olo 8Hst= Ol L8 HTTP AMH]
A7F A FEE[o] AUELICH HOIEQ oo £ MHIAE AR Eee el HESHKE
ef&Lct

|

e Linux(curl
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 Linux(bash/zsh)
- OO E2EAZE RIE 2 PowerShell

- ZEHELE M8

Linux(curl)

-

CtS o0 M= Linux(curh& ALE35H0o4 2435t 7|8 2= B2 Eo{ELCh.

® Note
2= EAE HE Ho|lEQolel X Zte = HiELICH JHSE 42 et Z &Lt

« gateway_ip_address - HO|ES0]|2] IPv4 FALICHO: 172.31.29.201).

« gateway_type - &3tstEi= HO|ES 0| & (0i:;, STORED CACHEDVTL, FILE_S3 &=
). FILE_FSX_SMB

+ region_code - HO|EQ{0|E &H&E 2[TLICLAWS Yt & & SHLiAM0AM 2[F 2=
ZOIEE HASIMR. ol th7H #4 7t XIHEIR| AL MIZE Zho| MK} E2ML 85
8t x|t Ux|5HR| b= B HWHEH2 7|E2Mo =2 siY X[H2 ASFELICH us-east-1

 vpc_endpoint - HO|EL0|2| VPC AEXQIE O|F IL|CH:
vpce-050f90485f28f2fd0-iep0e8vq.storagegateway.us-
west-2.vpce.amazonaws.com).

2 A= ZQIEO| EH3 7|E HariH:

e

|

curl "http://gateway_ip_address/?activationRegion=region_code&no_redirect"

mm

FER]

VPC QIEZQIE 9|

curl "http://gateway_ip_address/?
activationRegion=region_code&vpcEndpoint=vpc_endpoint&no_redirect"

Linux(bash/zsh)

CHS oAM= Linux(bash/zsh)S AFR5t04 HTTP SE€ 7HX{2D, HTTP &2 T2 EA45t 1, & A5t
=]

7|8 &= gHE 2oiE LI

=
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function get-activation-key() {
local ip_address=$1
local activation_region=%2

if [[ -z "$ip_address" || -z "$activation_region" || -z "$gateway_type" 1]; then
echo "Usage: get-activation-key ip_address activation_region gateway_type"
return 1

fi

if redirect_url=$(curl -f -s -S -w '%{redirect_url}' "http://$ip_address/?
activationRegion=$activation_region&gatewayType=$gateway_type"); then

activation_key_param=$(echo "$redirect_url" | grep -oE 'activationKey=[A-Z0-9-]+')
echo "$activation_key_param" | cut -f2 -d=

else
return 1

fi

OFO|ZEAZE I PowerShell

o

1

Ct2 of|Xl= Microsoft PowerShell WindowsE AF2360d HTTP 2E 2 71X, HTTP SIHE 32 &

Mot, €43t 718 7t E Y-S EoiELICH

function Get-ActivationKey {
[CmdletBinding()]
Param(
[parameter(Mandatory=$true)][string]$IpAddress,
[parameter(Mandatory=$true)][string]$ActivationRegion,
[parameter(Mandatory=$true)][string]$GatewayType
)
PROCESS {
$request = Invoke-WebRequest -UseBasicParsing -Uri "http://$IpAddress/?
activationRegion=$ActivationRegion&gatewayType=$GatewayType" -MaximumRedirection @ -
ErrorAction SilentlyContinue
if ($request) {
$activationKeyParam = $request.Headers.Location | Select-String -Pattern
"activationKey=([A-Z0-9-]+)"
$activationKeyParam.Matches.Value.Split("=")[1]
}
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2. E10QI5t0{ AWS O{E2t0|AA &5 - 714 7|2 Hlw7t EAIZIH 02 MEsto] EMs 7| &
7|18 MEdFLCt.

3. HOIEQo| MEZ SM2Z Storage GatewayES MEAEFLIC}

4. HAIX[7} EAIZ|IH HO|ESOIE &H3te AWS X[ E U=IgLct.

5. WESZ PSR HEZo B 18, VPC S EIE0| B 28 Y24t
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i SCSI O|L|A|ofO|E]

i SCSI HER|Z 2| ZEI0|MHE 74 24. O[L|A|0f0|E{= i SCSI E ol @S ELICH O[LA|
OO|EH= AT EQ|0]| E= SHERHO{ZE #3E = U&LICE Storage Gateway= 2L E 0] O[L|A|
of|o|E{Bt X|&EtL|C}.

i E}Z SCsl
O|LIAIOO|E{S] @S 41511 ool SESHE i SCSIHERT O HH TE A ZH EE2I

SCSI EtZ o2 = EFL|ct. 2 SCSI EtZof= i SCSI O|LIA|oO|E{& stLtRr 947 L ).
0lO|Z2A T E i SCSI O|L|A|0i|O|E]

Zo0|ME HFE (&, HOIEQO[M HIOIEE ME{E 88 Z2OME M= HFE) E 28
i SCSI 7|2t HH (HO|ESO]) off 2 E 4= UH 3llF = Microsoft Windows ZHAFE{2] AT E9)oq
T2 ILICH SAE HFEQ| O|HH HIERZ o{HH FIEE AFE 504 @1 E LICH Microsoft
i SCSI O|L|A|0O]E{E |IE2 8.1, RI= 10, ¥I=2 AH{ 2012 R2, RIS Mt 2016 & ¥IE=<
MH{ 201901 M Storage Gateway 2 AS EIRI&LICH O|L|A[f|O|E{= Ot 2 #|A[of 7|2 A
S ELct.

Red Hat2 O|L|A|0fO|E{RIL|C}. SCSI

iscsi-initiator-utilsi|lAA mi7|X| #2[XI (RPM) I 7| X|= Red Hat Linux& AZE|0{2
T34 i SCSI O|L|A|0{O|E{E MBELICH 7 |X|olE i T2EZ S M ol20| ZT/o] UaL
Ct. SCsI

2| HO|ESOl= iSCSI 7|7]o] AAE + e, ChE B 20| ol2{et A E ALS A XIE

HolESol= HOIERI0|822 YHEt =52 iSCSI B2 Z L EFLICE RAtME LIB2 =5
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ZC0|E| A HHRE TSt AR.
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=1
= [y — R

(® Note
=5 Ciabol eddste{™ aliY HO|ESolof YE2EE HIHE FdE|0] RLo{of FLct Al
O|E®ol0 YEE HIH7I FHEX]| &2 B2 =& 4Ef7I 2 UPLOAD BUFFER NOT
CONFIGURED EA|ELICE MY 28 -0l H0|ES0|& YEE HHE F45t2{™ #H 0|
EQJo|of CHEF F7t HE2E HIH E= FHA| AEEIXIE FH5I2{H HE FESIMAL. 714
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28 YHoll HOIEN0IR UZE HHE TAISHAT HOIER0lof CHEt £t HEC i &
S Al AEBIXIE TASEH BHS HESFAAL.

Ct= Ctolo{1 2 Storage Gateway Ot 7|Elx{2| 2 1 &0 M i SCSI Et S 24X E AR LICE RpA[E
LI 2 Volume Gateway 25 g A0} 7|El %) EHHE B R FHAAIL.

Your Data Center
N—

Amazon 53
Users r ||
I |_| Gateway VM -

Z| iscsi 2 —

E <
Client = iCache Upload F——»

tarage Buffer
Valume 5torage snapshots
Application Hypervisor _
Server b s X
L Host

!

-

Storage Area Network, Metwork
Attached, or Direct Attached Storage

Windows & Red Hat Linux 2E2I0|HEM E&0|| HZAE £+ U&LICH 5 2CI0|¢E K& & 5tut
E MEi™Mo =z & CHAP = &L|Ct

Ho|EQ|ol= 28 MEXITE XIHEt O|Fx ol 221 i SCSI EH U2 = E8LCH

ign.1997-05.com.amazon: € £04, CH4 Ol—— X|H35t= B2 myvolume E&0i 9125t O
Ar&3t= i SCSI CHA 2 ILICH ign.1997-05.com.amazon:myvolume SCSIiE 83 E&2 Oi=2
ES 5 ol EC|7lolMdg Fgste Yol ChEh AtMIEt LHE 2 2 RS MAIREEE Windows Zt

O|¢MEof 2Z.

To ClS2 AESHAAIL
Windows0llAH £ &0i 214 Microsoft Windows 2cI0|1E0of 44
Red Hat Linux0llAM 2 &0 014 Red Hat Enterprise Linux 22+0|1E0f A4
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To OS2 B XstAAIR
B¢ X B=st 2lsA0 gl CHAP 2152 | Ef 2o CHEF CHAP 215 748 SCS
Tt AL,

Windows Z22I0|01EE AEZ|X| 280 425 2{H

Windows ZCt0|E HAFE{S| AlEF H|F0{AM

203 A o AM MXlof & =St
iscsicpl.exe i SCSI O|LIA|MO|Ef Z2a3 S 32 ChS A&EhLCt

(® Note
i SCSI O|L| Ao 0|E{E A&stedH E2t0[AE HFE{of CHEr 2F2|xF THEHo| Rlo{oF &L
Ct.

HIAIX|7F EA|Z|H [0f]] £ MEHE}0{ Microsoft | SCSI O|L|A||O|E{ MH|AE A|ZHELICEH

Microsoft 15C5]

The Microsoft iSCSl service is net running. The service is required to be started for
i5C5 to function correctly. To start the service now and have the service start
automatically each time the computer restarts, click the Yes button
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i H

iSCSl Initiator Properties @
Targets | Discovery |Favorite Targets | Volumes and Devices | RADILS | Cunﬁguraﬁun|
Target portals
The system will look for Targets on following portals: [ Refresh ]
Address Port Adapter IP address
To add a target portal, dick Discover Portal. Discover Portal. ..
To remove a target portal, select the address above and REmove
then dick Remave., —

4. CHY ==& M CHs 4XH0IM IP 4 EE= DNS O[S 22 i SCSI CHa o] IP FAE =st O S
=2 El
=

Rl
Jm
o
r
o
N
o
[m
o)
o
lo
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I
>
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N
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Fo
AN
e
)
O
o
(@]
D
0)
o
D
s
Q
<<
rh
B
0
N
o
[m
o)
o

2| |P EE= DNS £AE 38 £ &L

P "

Discover Target Portal @

Enter the IP address or DMS name and port number of the portal you
want to add.

To change the default settings of the discovery of the target portal, dick
the Advanced button.

IP address or DNS name: Port: (Defaultis 3260.)
192, 168,99, 133 3280

Ok ][ Cancel ]

O|AM| IP =47t AM BHo| CHe 2 S50l LIEHLICH

E&S Windows 22t0|ME0| A API {71 2013-06-30 291
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i

iSCSl Initiator Properties @

Targets | Discovery |Favorite Targets | Volumes and Devices | RADILS | Cunﬁguraﬁun|

Target portals
The system will look for Targets on following portals: [ Refresh ]
Address Port Adapter IP address
192.168.99, 183 3260 Default Default

/A Warning

Amazon EC2 QIAEIAO| HiZE HO|EQ 0|2 AR IH{EE! QIE
0| HMAE R|RE|X| 8t&LICH Amazon EC2 QIAEIA O] At A

Z A8E + &Lt

5. Mz 2 iy 2=HE HolEHole| 2EE[X| 2& CH ol AZELICE

a. CHY RS MEHEfLICH

i5C5l Initiator Properties

Targets |DiSCO'u'EW I Favorite Targets | Volumes and Devices | RADILS | Cunﬁguraﬁun|

Quick Connect

To discover and log on to a target using a basic connection, type the IP address or
DMS name of the target and then dick Quidk Connect.

Target: | Quick Cannect. ..

Discovered targets

Refresh

Mame

ign. 1997-05.com, amazon:mywolume

E5S Windows 20| E 0] 01Z
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CH& ol&0| ot % UAE|X| 2 2 1EH e Zol oy ol§2 &=E
3f & XHod M 274’;%*% CHe =50l o] A2 F7tE MEet Ch = &ele MH

Connect To Target

Target name:
ign. 1997-05.com.amazon:myvolume

Add this connection to the list of Favorite Targets.

This will make the system automatically attempt to restore the
connection every time this computer restarts,

["] Enable multi-path
) o=
c. CHef ROl CHat &Ef7I CHA O] @1AE|0] /IEE LHEHLHE A2 dEfEl=
x| golst & golg MefsHich

iSC5l Initiator Properties

Targets |IZ:Iisv.'_vc:n'u'var\yI I Favorite Targets | Volumes and Devices | RADIUS | Cunﬁguraﬁun|
Quick Connect

To discover and log on to a target using a basic connection, type the IP address or
DMS name of the target and then dick Quidk Connect,

Target:

e et
ICK Lonnect

1o

Discovered targets

[

Status
I Connected |

Mame

ign. 1997-05. com.amazon:mywvolume

O|Al| O] Windows&

AECIX| EEE 7|85t £S04 0| 2
Ct. Windows C|A T ZE| EFE A ?

USSR Ko /U=

2=

= &2 Windows Z2I0|EN| 44
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® Note
O| A& M B ofL|X|EH oM e CHE A of EE2[AH|0|Mofl 27| i SCSI dHE Al
Xt X[H35t= 20| E&LICH Windows i SCSI A AHS A X[H3H7

Linux 22+0|1E0| & == VTL C|HIO|A 44

Red Hat Enterprise Linux (RHEL) & AF8 & = iscsi-initiator-utils RPM Ii7|X|& At& St
0 7|0|E9)0| i SCSI E}Z! (2& == VTL C|HFO|A) of @dZ8gtLCt.

Linux 22t0|1EE i SCSI E}Zlof| 435t E{H
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1. iscsi-initiator-utilsRPMINZ|X|E AX|5tA|2 (FEtO|AHE| of & HX|E[X] &
CHE B-EE M85t M7 |XIE UXIE &+ A&LICH
sudo yum install iscsi-initiator-utils
2. iScCsIHZo| A S2Ix| =HQlst A2

a. CtE BY B otLE ALEstodi SCSI O|= 0| A™-E[T J=X| =lgLct
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sudo service iscsid status

b. AE} HRO| running AENE BHEHSIX| QtoH O B B siLIE A8 5tod CIR 2 AlRHEL
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RHEL7C2| ZL C}S WHS AISELICH RHEL7S| B 2EI Mo 2 MHIAE HA|HOZ A
l. iscsid
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sudo service iscsid start

3. HolEolof Hel&l 2& E= VTIL ¥l chef

ffo

ZMst 2 Ohg M Walg Al gL
sudo /sbin/iscsiadm --mode discovery --type sendtargets --portal [GATEWAY_IP]:3260

HOIEH 0|2 IP FAE CHS2 2 CHAISHAAIR. [GATEWAY_IP] O BHEL| #H==. H|0|EL O]
IP£ Storage Gateway £ 9] "E_QI i SCSI Bt HE £ Moilq 32 = &L

Volume Gateway: [GATEWAY_IP]:3260, 1 iqn.1997-05.com.amazon:myvolume
Tape Gatewayl| B<:iqn.1997-05.com.amazon: [GATEWAY_IP]-tapedrive-01

IQN’):% = E0ict T RS2 SCSI AHA Q1= 0|2 (IaN) 2 %o 741} CHELICH CHAkol
’é: Al X|&8t O|F LICt Storage Gateway E2£0|MH 2 &S MENE [l i SCSI E}
o FoME Ol E} ! 0|2 &2 += U&Lch

T2, 2HIE 0|2 X|™56HoF BLICH [GATEWAY _IP] 2|1 9473 IQN HZI0f M.

/A Warning

Amazon EC2 RQIAEIAO| HIZE HO|EQ0|e B2 HEE] QB HAZAE SEt H0|ES
O AMAE R|HEIR| b &LICH Amazon EC2 .JéE._/\OI UtAE P FAE Y Fa
E A8E = elgLith

sudo /sbin/iscsiadm --mode node --targetname
ign.1997-05.com.amazon: [ISCSI_TARGET_NAME] --portal [GATEWAY_IP]:3260,1 --login

5. 50| Z2t0|HE HA(ETIRo| HAZER=X] & lsted® ot

njo

BEE AtSoifor gLict.

1s -1 /dev/disk/by-path

Ol BHE2 Ot oAl E34 1} H= st H EELICH

Linux 2ct0|ME0| 28 =& VTL C|HO|A 944 AP| & 2013-06-30 295



AWS Storage Gateway Volume Gateway A& HHEAM

lrwxrwxrwx. 1 root root 9 Apr 16 19:31 ip-[GATEWAY_IP]:3260-iscsi-
ign.1997-05.com.amazon:myvolume-lun-0 -> ../../sda

O|LIA|MO|EE 7 o= ol M Linuxi A& AHEXR X5t 7| SCSI dHEF CHE i sCSI A
£ A8 Xt X|getE X[ol E&LICH

i 8 AL XF X[E SCS

O|LIA[0O|EE EEEr F0i= O|L|Alof0]E{2t CH& 1t o] @440| B 7|XK| BE=5 i SCSI HEE ALEXE
X|¥ste 2ol E&LICH

CHe Aol EAIEI CHZ i SCSI timeout 68 SEIH S8 Z2 2ol AlZHo| Qi ZEls 67| &
I HESD SEL 22 VIE YAMRI 2HE o & MY £ YsLicH

® Note
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= o

Windows i 8&& AHEXF X|'dstE{E SCSI
1. 23Fo|ti7|st= zIch AlztE sE&ILICH

a. HIX|AEE| HE7|(Regedit.exe)E A|RtEfLICE.

b. Ct=0 Z0|iSCSIHEEDX HH0| Z&E &x| 2ciAo 2E2EH 1R AMXL (GUID) 7|2
Ols&Lct.

/A Warning

ControlSet001 EE & ControlSet 0022 Z
CurrentControlSetst | 7|0 M &4t D

HKEY_Local_Machine\SYSTEM\CurrentControlSet\Control\Class\{4D36E97B-E325-11CE-
BFC1-08002BE10318}

c. LCFZ1 Z 0] Microsoft i SCSI O|L|A|0|O|E{Q] 51| 7|& H2AA|R.[<Instance
Number].

ot?| 7= 0000t Zo| U Rit2| =itz EAIELICH

HKEY_Local_Machine\SYSTEM\CurrentControlSet\Control\Class\{4D36E97B-E325-11CE-
BFC1-08002BE10318}\[<Instance Number]

AFE o dx|E &S0 et Microsoft i SCSI O|L|A[01|O|E{7} &t 2| 0000 7|7t otd == R

&LICt CtS 0|A|0+|A-|7<-IE" DriverDescte= EAFQ0| Microsoft iSCSI Initiatorzt
= UE A =X &olsto HEE 512l 7|18 MEFHE=X] & elE &= U&LICH

= - T1AAL- AA EH
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Volume Gateway AFHE ME A

4 Registry Editor

File Edit View Favorites Help

; {4D36ESTE-E325-11CE-BFCL-03002BELD318}
- ) 0000

. Parameters
. PersistentTargets

- Properties
. | [4D36ESTD-E325-11CE-BFC1-08002BE10318}
| {4D36ESTE-E325-11CE-BFC1-08002BE10318)
| [4D36ES80-E225-11CE-BFCL-08002BE10218)
J {50127DC3-0F36-415E-A6 CC-4CB3BEI10BAS}

(50906CBS-BA12-1100-BF5D-0000FE05F530}

oo | [5099944.A-FEBI-4057 - ADSE-3C 5502285440}

(500D05230-BAEA-1101-BF5D-0000F305F530

.. {31750334-C371-4806-E3BA-TIFD53C925ED}
J (533C5B34-ECT0- IIDE-QSUS-WCNHBDEAFI

=N N~

Mame Type Data
i ] REG_5Z {value not set)
ab] DriverDate REG_ST 6-21-2006

|| 24 DriverDateData REG_BIMARY 00808 23 c5%4 c6 01

L o priverDese REG_5Z Microsoft iSCE] Intiator |
al| DriverVersion REG_SZ 6.1.7601.17514
-?fEnumPrcpPagesSZ REG_SZ iscsipp.diliSCHPropPageProvider
ab|InfPath REG_SZ isesi.inf
48| InfSection REG_SZ i5csiPort_Install_Control
¥ MatchingDeviceld REG_SZ rootyscsiprt
b ProviderMame REG_SZ Microsaft

L ]

Cemputer"xHKF.‘r‘ LL‘.JCAL_h‘lACH]NE"LS‘l'STEM\.CurrentCuntmISet".CmtrohCIass‘x{#DBﬁEﬂTB -E325-11CE-BFC1-08002BE10318 0000

d. iSCSIdHEHE EAlstZ{™ o7 H=

 MaxRequestHoldTimeDWORD(OF
HHZEELICt 600

MaxRequestHoldTimeMicrosoft i SCSI Initiator7} OHIE
H&5t0 MAISHOF 5t AlZtE = B
H& AlgtE LtetHL|CEH

Djade

9 20| 0] gt 600X 2

= OE AdS =

otP 71§ MEHEf L.

E9|
x4t
oHd

=z X8

A QEZ H

rim

z2)

ALl Alsol &2|7| ™o OlsHE
L|C}. Device Removal CI2 of

& Registry Editor =3 R F<"
File Edit View Favorites Help
| 4 [4D36EOTB-E35-1LCE-BFCL-0S00ZBEI0E) = || pame Type Data
i - 0000 b [Default] REG_SZ (value not set)
e fammeters #d) DelayBetweenReconnect REG_DWORD 000000005 (5)
. PersistentTargets i
Properties 24 EnableNOPOUt REG_DWORD  0x00000000 (D)

. {4D36ESTD-E325-11 CE-BFCL-08002BE10318} f:l ETrurchuwr}ernl REG_DWORD  ChaDO0D0002 (2)
{4D36ESTE-E325-11CE-BFC1-08002BE10318) =2 FirstBurstLength REG_DWORD  0x00010000 (65336)
[4D36ESS0-E225-11CE-BEC1-080028E10318) [ 7]|| B2 ImmediateData REG_DWORD  0:00000001 (1)
{50127DC3-0F36-415E-A6CC-4CBIBETI0BGS)  |= ||| BdInitialf2T REG_DWORD — 0:00000000 (0)
[S0506CB8-BAL2-1101-BFSD-0000F805F530; | ||| = PSecConfiglimeout REG_DWORD  0x0000003c (80)

| {S09994dA-FEES-4057 - A056-3C550228544C) 3_'% LinkDownTime REG_DWORD  DuD000000 (15)

| [50DD5230-BARA-1101-BF5D-0000F805F530) 2 MaxBurstl ength REG_DWORD  D:0040000 (262144)

| {51750334-C371-4806-B38A-71FD53C9258D) 1 MaxConnectionRetries REG_DWORD  DxFFFFAFEF (4204067295)
[533C5E84-ECT0-1102-9505-00C04FT9DEAF) 4 MaxPendingRequests REG_DWORD  CoD000DF (255)
(53D29EFT-377C-4D14-854 B-EBIAS5T69359) 24 MaxflecvDataSegmentLength REG_DWORD (0010000 (65536)

| {SEDDLFCL-810F-11D0-BECT-08002EE2092F) |3=;‘ MaxRequestHeldTime REG_DWORD 0000258 (500)

v L (6BOD1FCS-810F-1100-BECT-080028E2092F) T4 MaxTransferLength REG_DWORD  (0-00040000 (262144)
-y {6EDD1FCE-810F-11D0- BECT-08002EEI002F} 4 NetworkResdyRetryCount  REG_DWORD  0:0000000a (10}
(60a07684-7021-11CF-801 C-08002BE10318} £ PortalRetryCount REG_DWORD 000000005 (5)
(BFAET387-E735-4B50-ADDA-IDC2AAMEIFLA] # SrbTimeoutDelta REG_DWORD  CxD000000F (15)
{71A27CDD-E12A-11D0-BEC7-08002BE2092F} % TCPConnectTime REG_DWORD  CxD000000F (15)
:;ﬁ?:j?:;;;ﬁﬁ:ﬁcﬁﬁi; T4 TCPDisconnectTime REG_DWORD  0:0000000F (15)

‘1 = = = m . l‘l
(7T4FTETBE-F242-49BE-B7E7-COCA2ALE659C)  WhlIRequestTimeout REGOWORD  h000000L< E0)
FTFRFFRN-HWN-11 N2 Bd 7.0 AN SRa TN T L

C-::-mputer"xHKE‘r' LCICAL_MACH]NE‘-.S'l'STEM".CUTrent‘CuntmISct’l.Curdml'\flass‘x[‘iﬂ_’pﬁmﬁ—ﬂl’ﬁ -11 CE-BFC1-03002BE10318 10000 Parameters

i Y ALE R X|H scs
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2. Ch3 Of7f H-E +7stodiSCSI Iz MEY + = ZICi Hlo|H &2 =8 + U&LICH

« FirstBurstLength M E|X| of2 AL 7| o:‘g 2 MEE £ Qe 2o dlo|E &g Aot o]
S 262144 E= Windows OS 7|12t S =2 o2 M

+ MaxBurstLength®t FirstBurstLengthH|= 5t X[Bt QEEl MT| ABHAZ HEE
O|E ¥2 MHEErLICt. O] 2t 1048576 EE= Windows OS 7|24t 5 H =2 &
Ct.

+ MaxRecvDataSegmentLength®t ¥ T2 E £ O|O|E{ B2l (PDU) 2 #24E! Z|CH CI|O|E{ M2 T
7

%
E 37| Mo{gfLct. 0] 2t 262144 == Windows OS 7|27 S O =2 o= MR
Ct.

i Registry Editor

File Edit View Favorites Help
Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Class\{4d36e97b-e325-11ce-bfc1-08002be10318 \0004\Parameters
‘ {14b62f50-315-11dd-ae16-0800200c9a66} A |l Name Type Data

{1ed2bbf9-11f0-4084-b21f-ad83aBebdcdc} 28) (Default) REG SZ (value not set)

:;Z:b;:?‘5::‘*‘:‘:;?2;5:‘;0514;5":;;23:; 24| DelayBetweenReconnect REG_DWORD (x00000005 (5)
CYlal-edre- =YIC3~ C a

i EnableNOPOU REG_DWORD 0x00000000 (0
{26E0DTE0-8189-12E0-9914-080022301904} | EnableNOPOU . ©

{2a0fe532-Ocdc-44f9-9827-76192f2cafb) EnoRecoveryLevel REG_DWORD 000000002 (2)
{2db15374-706e-4131-a0c7-d7cT8eb0289a} st REG_DWORD 000040000 EE2ED)

{2EABA3F-3045-4385-20F2-FDOGCSSFEBSD) ||| ) ImmediateData REG_DWORD 0x00000001 (1)

{36fc9e60- c465-11cf-8056-444553540000} REG_DWORD (00000000 (0)
{3€3f0674- c83c-4558-bb26-9820eTebas5c5} REG_DWORD 0x0000003¢ (60)
{43675d81-502a-4a82-9f24-b75f418c5dea} REG_DWORD 0x0000000f (15)
{4658e€7e-f050-11d1-b6bd-00c04fa372a7} REG_DWORD 0x00100000 (1048576) |
{48721b56-6795-11d2-b1a8-0080c 7267422} 5 REG_DWORD OXFFFEFFT (4204967205)
{48d3ebcd-Acf8-48ff-b869-9c68add2ebSf} 2% MaxPendingRequests REG_DWORD 0xD000OOFF (255)
{49ce6ac8-6f86-11d2-b1e5-0080c72e74a2} REG_DWORD 0x00040000 (262144) |
{4d36e965-e325-11ce-bfc1-08002be10318} MaxRequestHoldTime REG_DWORD 0x00000258 (600)
{4d36€966-€323-11ce-bfc1-08002be10318} | MaxTransferLength REG_DWORD 0x00040000 (262144)
{4d36e967-€325-11ce-bfc1-08002be10318} {| NetworkReadyRetryCount REG_DWORD 0x0000000a (10)
{4d36e968-£325-11ce-bfc1-08002be10318} { PortalRetryCount REG_DWORD 0x00000005 (5)
{4d36e969-€325-11ce-bfc1-08002be10318} j|StbTimeoutDelta REG_DWORD 0x0000000F (15)
{4d36e963-e325-11ce-bfc1-02002be10318}) | TCPConnectTime REG.DWORD 0:0000000F (15)
{4d36e96b-e325-11ce-bfc1-08002be10318} {| TCPDisconnectTime REG_DWORD 0x0000000F (15)
{4d36e96¢-e325-11ce-bfc1-08002be10318} 8 WMIRequestTimeout REG DWORD Myt

{4d36e96d-e325-11ce-bfc1-08002be10318}
{4d36e96e-€325-11ce-bfc1-08002be10318}
{4d36e96f-e325-11ce-bfc1-08002be10318}
{4d36e970-e325-11ce-bfc1-08002be10318}
{4d36e971-e325-11ce-bfc1-08002be10318}
{4d36e972-325-11ce-bfc1-08002be10318}

P P T T

PO PNt o N SN I N SN SNy SIS N A AN

s
E

(® Note
CHYSHi SCSI M2 AL85H0{ Z|&o| 2 YE[GIES 0] Y AZEQ0{E 2[H
e = U&LICH o|z{Eh mtetole{ o] Ztol =4 o] ds2 MBS 5t=X| = Qlste{d My A
ZEQ|o{ MHEME EZESAAL.
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3. CISmt ZolcCcla3 Met Alzh 2tE s&lLich
a. BIX|&EE| HET|(Regedit.exe)E OFE A|EF5EX] §EACHEH X[Z Al st MAI2.

b. CIS1 20| o MH|A ot Z|0M C|A3 5t¢| 7|2 O|SELICH CurrentControlSet

HKEY_Local_Machine\SYSTEM\CurrentControlSet\Services\Disk

o=

jn

c. (32H|E) Ztoll CHEH HEAE TimeOutValueDWORD(OI A @E% B 22 MR
(] 2 MEis O3 22 2 HEE LT 600

TimeOutValue1ZE & UCH7} CHA| SCSI A& 5t04 Ml |7 E Alst7| Tof OIL—IA|01|0|
E{7t EtZo| 8E & VICtElE AlZFE = B RIZ2 X|™E LIt Ch3 ol 20| o] 2t 600%
Mgk AlZhE LEEFLICE

¥ Registry Editor =3 EoR ™%
File Edit View Favorites Help
: ai . Disgk * || Mame Type Data
Enum B (Default) REG 5T {value not set)
Ezg::che aB & taRu n&hwaysDisable REG_MULTISZ  Brother RemovableDisk(l)
Des a8 DisplayMame REG_5Z Disk Drver
drmikaud Wa ErrarControl REG_DWORD 000000001 (1)
BHGEml a}_tt ImagePath REG_EXPAMD.. system3\DRIVERS\disk.sys
| elkexpress ¥k Start REG_DWORD  0x00000000 {0)
EapHost [ TimeOutvalue REG_DWORD  (<00000258 (600) |
' ebdrv ¥ Type REG_OWORD  (0x0000000L (1)
EFS | T =
Cemputtr‘-HKE‘r' LOCAL_MACHIME,SYSTEM\ CurrentControlSet\services' Disk

4. M FE e M8stodH AARIS CHA| AlFfsi{ol ghLlcH,

CHAl A|ZHSEZ| Hofl 2 &o0il CHE 2 & AL 7| 2do| A7t Z2{A|klo /I=X| & QlEfLICt O|&
M= CIA| AlZHSE7| Zof OHEISt AEE|IR| EE CIATE B5 IZ7IQloz XMEHs| ok o+|,|1:+

Linux i A& AFE X} X|H35H7] SCSI

7HO|EHo]2] O|L|A[0{O|E{E D& EF Foll= O|L|A|0fO|E{Qt CHf ko 4ZE 0] B7|X| &I =% i SCSI
HEE AR X|Hst= [0l E&LICH ChEF 20| i SCSI timeout 2/ 2 SEIT 88 ZZIE0I|M Al
Zrol 22 dEle A 7| 2t HERT ST 22 7[E dAIMR 2/ E o & ®e2lg = A&
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® Note
CHE R2| Linux@l B, B™H0| of 7t CHE £ AU&LICH CHE2 Red Hat Linux2| of| A| L
CH.

Linux i & E AL X X|H35l24{H SCSI
1. Fo|chZ|st= =|CcH Alzhe =&LIct.

a. /etc/iscsi/iscsid.conf ItYUS W1 CIS &S HMELICH

node.session.timeo.replacement_timeout = [replacement_timeout_value]
node.conn[@].timeo.noop_out_interval = [noop_out_interval_value]
node.conn[@].timeo.noop_out_timeout = [noop_out_timeout_value]

b. CISE M™ELICI [replacement_timeout_value] Zt2 600 0ILI|C}H.

Ct&& ™A™EELICH [noop_out_interval_value] Zt: ~60.
CHE S M™ELIC [noop_out_timeout_value] Zf: ~600.

M gt2 25 = Beleduct

(® Note
iscsid.conf= HO|ESOIE AMst7| Mol dEsHoF & LICH Ho|EHo[E olO|
HMBRAALE T ol 2T IS A7ALE, oL & CtRl B0l CfE BHEE A8t

| ocoo=
o A CO|E{HO|A M F=E AXE = J&LICH O CHSolle ChA| A5t 7Lt
29lsto{ M FEE 7HME + U&LICH

iscsiadm -m discoverydb -t sendtargets -p [GATEWAY_IP]:3260 -o delete

2. 2 SEOIM & 4 s ool 2ol 2lhgte S

a. /Jetc/iscsi/iscsid.conf IS ¥

1

F

0jo
A

= AMEict

node.session.iscsi.FirstBurstlLength = [replacement_first_burst_length_value]
node.session.iscsi.MaxBurstlLength = [replacement_max_burst_length_value]
i Y AFXE X SCsI
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node.conn[@].iscsi.MaxRecvDataSegmentLength
= [replacement_segment_length_value]

b. A5 FAS QI CHS 22 AL 3HE 240l SALICH Wl AT EQofE CH2 22 ABSHE
= HSIEIIS 4 USDR 2|40 WIHE VoMM WY AZ e o] MHME HEHAIA
o
—r .

|Ct.[replacement_first_burst_length_value] 4f 262144 EE=

[SEE2 U

1
0
0
x
>
L
ok
N [T

=

Ct2 & MAEEILICH [replacement_segment_length_value] Zf = 262144 == Linux
7

(® Note

CHEEhi SCSI dEE AH86t0d 2[¢ 2| 58 YElot= S W AT E o€ =|XM3t

& 4 UBLICH Of2{8t TatIE 0| 2ol 2|4H0] M58 MBSHEK| EHolsta{® e

=
AZEY 0 MHME HEFHAAL.

3. AlARIES CHAl AlEfstod Af 71 2fol MBEIR= K| # I

CHAl AlEFat7| Tof| sliiE EflojZ ol CHEF 2 E AT 20| A7t SE{Aklo] U= K] F gL

o
i
Jo
gl__l
x
rr
o
>
>
A
o
N
Al
=)
m
[
|E
M
o
o
[m
2.':'
>
IO
r
[ul

Volume Gateway2| Linux C|A 3 A&t Azt A& AFE A} X|H

EE& HOIEHNOIE M35l E< ol MMM MESH A Qo= CH2 1 ZH2 Linux ClA3 AlZt
Mgk SCSI dHE AR X|HE £+ U&LCt.

Linux C|A 3 XM Azt AHE AR X|HSte{™

1. 7= oM clAaAa ME A2t 2 =&2luct

a. RHELS5 O|L|A|0JO|E{E A5l B /etc/udev/rules.d/50-udev.rules I}LUS A

TOE ES HodAR.

ACTION=="add", SUBSYSTEM=="scsi" , SYSFS{typel}=="0]|7|14", \
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RUN+="/bin/sh -c 'echo [timeout] > /sys$$DEVPATH/timeout'"

O & w2 RHEL 670 =& 77H2| O|L|Al0i|O|E{ollE EXEHX| o2 OHE AEE A
8sto] dyaliof gLt

ACTION=="add", SUBSYSTEMS=="scsi" , ATTRS{model}=="Storage Gateway",
RUN+="/bin/sh -c 'echo [timeout] > /sys$$DEVPATH/timeout"'"

o424
[ Ne]

RHEL62| Mgt AlZt 2t =™ 5le{H C}
CF.

mjo
mjo

AE

of

to ool ZAIE 2= EE FIHeL

sudo vim /etc/udev/rules.d/50-udev.rules

RHEL72| Mgt AlZt 2t =™ 35te{™ .}
CF.

Ojo

BHEE AMEstn doll ZAIE Z= EE FIHeL

sudo su -c "echo 600 > /sys/block/[device name]/device/timeout"

b. Ct

ajo

2 M™AEtLICH [timeout] 4t ~QILICt. 600

Ol Zt2 Mgk AlZt 600 & LIEHALICE

2. AAH®IES CHAl AlEfstod Mf 71 2fol MBEIR= K] H I

CHAl AlEFat7| ol sliiE 2&oil CHEF ZE M7| ol Autrt EeiAlzlo] [UA=X] FlgLIC o
£ QM= CHAl Al%fst7| Mol AEE|X| 2&2| 02 E & sifAl|stioF 2 Lict

udevadm test [PATH_TO_ISCSI_DEVICE]

ol &2 iSscsl 7|70 M2 %= udev HEIS Eo{E LCt.

i E}ZIo]| CH8t CHAP Q13 44 SCSI

Storage Gateway= MZIX|-BIEM 0|2 215 Z2ZEZ () 2 AHE510{ HO|EH| 0|2t i SCSI O|L|A|0]
O|E{ Zto| 2152 X[ ErLICct. CHAP CHAPi SCSI O|L|A|0{O|E{Q] IDE 2 & L C|HFO|A CHA Ol Al
A = UEE QSE Wo2 HI|Mo R &Ql5to XY SHo 2 RE ESgLICH VTL

CHAP 01 =4 API BT 2013-06-30 303
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® Note
CHAPT &2 M8 AL o|X|2H 2= HEELICH

CHAPM’H3t24™ Storage Gateway 2 &1 CHA 0| 24Z 5= O A& 3= SCSI O|LIA[|O|FH ~AZE
ool 25 FAJ5HoF & LICt. Storage Gateway= O|L|A|0|O|E{7} CHA S 2155t CHAMO| O[LIA|
OO|E{E QIB 5= 4% CHAP &S AFELICEH

Et7AE &3 d™sl2{T CHAP

1. CHAPO| dHEl CHZ Storage Gateway =& 0| 7 & LICH Storage Gateway =& 0H|A =& Et
A E CHAP F4d5t2{H,

2. ZZI0|91E O|L|A|0|0|E{ AZ EQ|0{0lA CHAP TFAS 22 5HAIAL.

« Windows CHAP ZCI0|¢ENM &5 72 7 d5ledH & &M A|2Windows CHAP 2
EIO|HE MM &3 F#57].

« Red Hat Linux 22t0|HE 0| M &
CHAP Z2I0|¢EM &5 ME57.

fok
Q
I
>
0
[l
0z
ffo
g'l_l
A
2
fjo
lﬂ

Z 5t Al2Red Hat Linux

Storage Gateway 2&0|A =2 & Et 'S CHAP Fd5t24H™

HitolM= E50
E x7|

1 el M= o A&st= HIYE 7| & 7HE XIFELICH o] SYE 7| & 7H= Z&tol
7|xE F st R

o]
HE = Foll A A EHLCE.
1. Storage Gateway Z& 2| &M FoM 2 &S MEIELIC.
[Zhd] ol M [CHAPRIE T4]
A

3. CHAPQIZ 7+ Clisl &Xtof SHE HEE MSELICH.

a. O|L|A|ofo|E{ o|F0l= i SCSI O|L|Alof0|E{2| O|§ S &i=derLICt. O O|&2 Amazonii
SCSI 32l 0|& (IGN) o &of Cief 0|&0]| ign.1997-05.com.amazon: E&LICt CHS
2 of| Lct,

ign.1997-05.com.amazon:your-volume-name

i SCSI O|L|A|0fO]E] A~ Z EQ|0{& AL& 3504 O|L|Al0iO|E] O|F S &
04, Windows ZcI0|E 2| ZF< 0|F2 i SCSI OIL—|A|01IO|E-|°| T4 ®ofl 2

MIEt L2 S Windows CHAP Z2I0|ME 0| A At 7 AI5HY| TS X FHAAIL.

1o
1
£2 20
>
C
_lTI_
2
i
fuin
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® Note
O|L|Al0{O|E{ O|& 2 HA5tE{™ HX]i SCSI O|L|A|0f0|E{ £ Z E90{E CHAP H|
g M3t5t T O|L|A|of|O|E| 0|2 #H@E CHE M OIF 22 CHAP & 4d3staliok &L
CH.

b. OILIAIMOIEE QB ste Ol A8 &E0 2FE

Ol HY EF &= %A 12K =|CH 16Kto4of &FLIC}. O

L2 O|L|Alof|0lE (F, Windows 2t
O|ME) 7} CHEofl &oqst7| £l otok sh= HIY L

|Ct. CHAP

ﬂ_
°

c. CHY QB0 AIBElE &Z (§¥ECHAP) Ol REE A2 E =T LICH

Ol H|E BT = Z[4 12X}, Z[CH 16Xt0{0F BfLICH O] Zf2 CH&f o] O|L|A|oi|O|E{QF CHAP &
N &odst7| fal grotok sh= HIY Z|LICH.

o
Rl
0%
wn
Q
<
L
rlIIo

I—%M—H—-J"‘-L—!M_.—.r'\m

Details Tags

{ Volume ID  vol-0271774efd0b89612
Volume Type Cached
Volume Status  AVAILABLE
HostIP |
iSCSI CHAP authentication  frue

e e e eeeeeeememtee

Windows CHAP ZCI0|ME0AM &5 4351 7|

O| HxtolM= CHAP E2&0MH 282 + 88 W Ar88F At ST 7|2 AF& 3104 Microsoft i SCSI
O|L| A0 O|E{Of| A T EFLICIFCHAP.
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1. 1SCSI O|L|A|0i|O|E{7} Ot %] A|EFE|X| &F2 B2 Windows 2EI0[HE

e MEfSI T B Q248 iscsicpl.exe OIS &0l2 MEHSlod Z2 O3S é‘?:'ii”—ll:h

|T|
]]\ll
3
n
\_O
_I_
[=]
ar
i
_>r_

2. O|LIA|oO]E (F, Windows 22I0|HE) o] &% CHAP 7148 & T & LICt

(® Note

O|L|AloO|E] OI& Zt2 Z=7IRt & 3|Atofl TRELICH ol EA|E O|&2 Storage
Gateway 2& 2| CHAPRIE T8 CHal A Xtofl M A& 8F gL lLct.
of| A| O|O|X|ofl EA|E O|§2 CIZS Y #lLCt,

b. MEHEFLICE CHAP.

\J

c. iSCSIO|LIAIOO|E &3 & &= Ch3t &Atol &% CHAP &% 72 =g Lict

o

iSCSI Initiator Mutual CHAP Secret [

The iSCSI initiator mutual CHAP secret is used to authenticate the target. The secret entered
here will have to be configured on each target that you wish to use mutual CHAP,

Mutual CHAP requires the use of initiator authentication when connecting to the target, this can
be done by using the advanced options when making connections to the target.

To dear the secret from the initiator, dick Clear and then Cancel,

Initiator CHAP secret:

Clear [ Ok ] | Cancel |

e I A

Ol chst &R0l %7 IRHWindows S2H0I1E)7} Ch(AE2IR| E8)2 BIE3HE Ol A3
HIY 278 UAFLICH O] HIL TS AR5 CHA 0| Z7IR0I(M) 941 & 4 e
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r T E— T
Initiator CHAP secret ﬁ

'“-.I The specified CHAP secret is less than 96 bits and will not be usable for
authenticating cwver non ipsec connections,

N

3. O[L|AlofolE &

Fol
Hu
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ol
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Fol
-
0x
jo
ro
Hu
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ibal

|A|2. CHAP

-— [ g
iSCSI Initiator Properties ﬁ
Targets Discnven;| Favorite Targets | Volumes and De'vines| RADIUS I Cnnfiguratinnl
Quick Connect

To discover and log on to a target using a basic connedtion, type the IF address or
DHS name of the target and then dlick Quick Connect,

Target: Quick Connect...

Discovered targets

Hamea Status i
iqn.1997-05.com.amazon:sgw-Jead4857-mediachanger  Inactive ‘ ‘

iqn.1997-05.com.amazon:sgw-3ead4857-tapedrive-01 Inactive

iqn.1997-05.com.amazon:sgw-3ead4857-tapedrive-02 Connected
iqn.1997-05.com.amazon:sgw-3ead4857-tapedrive-03 Connected
iqn.1997-03.C0M.amazon :sgv-3ead48a7-tapedrive-04 Connected
1gn.19%7-05.com.amazen :sgw-3ead4857-tapedrive-05 Connected
iqn. 19%7-05.com.amazon :sgw-3ead4857-tapedrive-06 Connected
iqn.1997-05.com.amazon:sgw-3ead4857-tapedrive-07 Connected

1 inn 1997-N% rnm amaznn-smey-3eaddA5T-tanedive-NR Connerted
‘ 1l b
To connect using advanced options, select a target and then [ Connact
click Connect.
To completely disconnect a target, select the target and
then click Disconnect.
For target properties, including configuration of sessions, Properties
select the target and click Properties.
For configuration of devices associated with a target, select Deviges,
I the target and then click Devices. -
R A e WV ™ i P ==
=2 EH % 74 115 |2 EH 5|
= AI_-l —|0|'-T'_ 9_=| = L%7|E ti —|0|'0:|
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iSCSI Initiator Properties
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LS i & 2= -

l the target and then dick Devices. e /)
o R

Connect to Target(CH& S 2 244) CHt ARt 2

Targets | Discovery | Favorite Targets ] Volumes and Devices | RADIUS | Canfiguration

Quick Connect

To discover and leg on to a target using a basic connection, type the IP address or
DNS name of the target and then click Quick Connect.

Target: Quick Connect...

Discovered targets

Refrash

Name Status
ign.1997-05.com.amazon: sgw-3ead4857-mediachanger Inactive
ign.1997-05.com. amazon: sgw-3ead48s7-tapedrive-01 Inactive |
ign.1997-05.com. amazon: sqw-3ead4857-tapedrive-02 Connected
ign.1997-05.com. amazon: sqw-3ead4857-tapedrive-03 Cannected

ign.1997-05.com.amazon:sqw-3ead4B57-tapedrive-04 Cannactad
iqn.1997-05.com.amazon: sgw-3ead4857-tapedrive-05 Connacted
iqn.1997-05.com.amazon: sqw-3ead4857-tapedrive-06 Connected

ign,1997-03,com,amazon;sgw-3ead4857-tapedrive-07 Connected

inn 1997-N5 rnm amarnnsne-3eaddfS7T-tanedrive-NR Cannerted |
q 11 ¥

Y

n

To cannect using advanced options, select a target and then [ o
dlick Connect. L

To completely disconnect a target, select the target and
then click Disconnect.

For target properties, including configuration of sessions,
salect the target and click Properties.

For configuration of devices associated with a target, select Devices.

Properties...

AEH

— 1

fjo

-

Connect To Target - ——

=2

Target name:

ign. 1997-05,com.amazon:myvolume

Add this connection to the list of Favorite Targets.

This will make the system automatically attempt to restore the
connection every time this computer restarts.

["] Enable multi-path

o] [l

T2 MY OiE &RoAM IR LICICHAP.

5t
=]

LICE.
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i. O|LIA[OIO|E{E 2IBste ol ERE & Y™ LICH Ol FZ= CHAPRIS 78 Of
) ’é*XPQ-I O|L|Al0lO|E Q1B ArBElE & E & Rtof URE &t Z o SUTLICH RHA
2F L& 2 i EtZlof CHEr CHAP 215 74 SCSI EF g XS MAIR.

ii. Perform mutual authentication(& = Q15 =&)g MEigLICH
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rx
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o
- 0

iv. HEAMYE HEsIt{H FHels

Connect to Target(CH& S = 4Z) CHEt &f Ktoi| A 2 Q1S MEHEHLICY.

f
4. e UL 7|2 Qadstod Aol 947 A
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iSCSI Initiator Properties tﬁ

Targets | Discovery | Favorite Targsts | Volumes and Devices | RADIUS ] Canfiguration

Quick Connect

To discover and log on to a target using a basic connection, type the IF address or
DHS name of the target and then click Quick Connect.

Target: Quick Connect...

Discovered targets

Refresh
I Name Status -
iqn.1997-05.com.amazon: sgw-3ead4857-mediachanger  Connected
|ign. L997-05.com.amazon: sgw-3ead4857-tapadrive-01 Connacted | 3

ign.1997-05.com. amazon: sqw-3eaddB57-tapedrive-02 Cannected
ign.1997-05.com.amazon:sqw-3ead4857-tapedrive-03 Connected
ign.1997-05.com.amazon:sqw-3ead4857-tapedrive-04 Connected
ign,1997-05,com,amazon;sqw-3ead4857-tapedrive-03 Connected

[l ign.1997-05.com.amazon: sgw-3ead4857-tapedrive-06 Connected
ign.1997-05.com. amazon: sgw-3ead4857-tapedrive-07 Connected
inm_1007-N5 rhm Amaran s ene-teadd A5 7-tanadrive-NR Cannarted ) N
1 1l b
To connect using advanced options, szlect a target and then
dick Connect.
To completely disconnect a target, select the target and T l
then click Disconnect. (S —
| For target propartias, including configuration of sassions, Froperties..
select the target and dlick Properties. —
For configuration of devices associated with a target, select Devices.
the target and then dick Devices. )
il - B P
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1. iSCSIO20| Ald =0|1 cHAto] o|O| ¢4ZAE|0q QYU=XK| &2l

= Q15 &
2 72, Red Hat Enterprise Linux 2ct0|HE 0] 944 MME &

=
ZF_ﬁHHIR.
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2. Tdsttis OlEe 7|&E #d& ZF o4 olfAl|st 2 M7HE LICH CHAP

£ ¥ a7io| Holgl 7 EIX| FHelste{H Chs BHEE Ar8stod MEE 742

sudo /sbin/iscsiadm --mode node

b. CHYOIM aS six|ELICH

Ct= BHE2 Amazon i SCSI H&HE! O[& (IQN) ol Ho|El O|& 2| myvolume CHA IO| o4
A B&LCH Ao ek 1IN 2ol ek CHA 0|E 2 HEFHAAIL.

sudo /sbin/iscsiadm --mode node --logout GATEWAY_IP:3260,1
ign.1997-05.com.amazon:myvolume

c. CH&Ol CHet 7 8& M7AHELICH

CH2 B2 myvolume CHANOI| CHE S M7 ELICH.

sudo /sbin/iscsiadm --mode node --op delete --targetname
ign.1997-05.com.amazon:myvolume

3. iSCSI#4d g HESIo{ CHAP & d3t&Lct.
a. ZTI7|XHF ME 2 2Eto|ME)2| 0|FE 7HME LT

CS H™YE /etc/iscsi/initiatorname.iscsi Tt Z=7|A}t 0| € 71 SLICt.
sudo cat /etc/iscsi/initiatorname.iscsi
O| HHo| £32 Cta Z#&Lich

InitiatorName=ign.1994-05.com.redhat:8e89b27b5b8
b. /etc/iscsi/iscsid.conf I}QE iL|C}.
c. IUoMCtE Eo M2 M5t SHIE 42 XYM A|IL.username, password,

username_in, & password_in.

node.session.auth.authmethod = CHAP
node.session.auth.username = username
node.session.auth.password = password
node.session.auth.username_in = username_in
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node.session.auth.password_in = password_in

X|dg 2ol cHet X|&E2 O £ HZsAAR.

T4 4 4
username

| dxto| O|™ EtAHOIM &2 Z=7|Xt O|F. I 22 IQNSZ Al
XH5HLICEH o € £04, iqn.1994-05. com.redhat :8e89

b27b5b8 = S E & LICl.username &t

password ZI|RHAE B¢l ZEI0|AHE)7I EED SAle W ZIIXHE 1&
§t= ol AH85HE HIZ 7|

username_in
CH& 1IQN 2 82| ZEJLCt O] Zt2 IQNS 2 A|Ef5to{ CHAF OlF
L

password_in _ i
Chaf (= &)0| Z7|Rtet S48 mf Caf 2 QIBsHE ol A e H
I

d. TM oo HE AMEE MES £ oedg &Lt
4. CHAE AMSIod 2aelgL|ct o|E A §t24H Red Hat NIE{Z 20| = Linux 220|21E0f 420
MHEE EHE S3"sIM 2.

Storage AWS Direct Connect Gateway2 &7H A&

AWS Direct Connect LHF HE 2|3 & Amazon Web Services 22t =0 A8 LIC} Storage AWS
Direct Connect Gateway2t 71 AtE5tH AMEIF 0| =2 HIAZEE F AR ¥ = dE2 Md5tod
zgOjA Ho|ELolet ZHol M8 HIERT HE2 M3 = UA&LICH AWS

Storage Gateway= H=2! QIEZQIEE ALSFLICH AWS Direct Connect ¢120| AHE|™MH H=

2| 7t&f QlEmo|A 0{ E2HZ|0| Storage Gateway HEZQEZ BIQEELITE & £ Q&

OIE{H|0|AE WERT ZAZ0|M 2B MH|A M3 U|E 3|2LICt Storage

Gateway HI:II/\ HE 2| A= X QIE = AWS Direct Connect 9| x|2 & U8t AWS X[2d0i| QU7HLE CHE
o
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CHg 322 Storage Gateway2t &7H AWS Direct Connect 2 &3t= & Al0| o & Eo4ELICH.
Storage Gateway7t AWS &3 14 E2 AtE5t0{ FEIR L0 QAT WE EoiF = HE A o} 7= X

CtE ™At M= M E HO|ES 0|7t MCHE 2 FOo|2tx 7HEELICH.
Storage AWS Direct Connect Gateway2+ & 7H A& 5t24H™

1. 2Zg|0|A dlo|e| ME{2} Storage Gateway A= Z QIE 7HO| AWS Direct Connect 2422 M
Motn MYELICH A M whedod CHEh AFAMIEH LHE 2AWS Direct Connect AHE A4 A 01| A
AWS Direct ConnectA|Z5t7|& & Z=HMI2.

0

2. 2Zp|0|A Storage Gateway 0{Z20[1AE AWS Direct Connect 2t E{0f| 42 LICt.

3. T{E2! 7}A QIE{H|0|AS MAS T olof 2t = 0|A BFRE{E FMELICE Direct Connect
E A8sts BRHZ VPCRYUEXQIEE E M 504 Ad3l oF B LIt HAProxy AtAIEH LHE
AWS Direct Connect At& AEAMOIM 74 QIE{HO[A MEE FHEFMR.

ofl CHEF RFAM|EH L2 2 AWS Direct ConnectAWS Direct ConnectF I LITFE & XSHAAIL. AWS
Direct Connect AF& AdTH A 01| A].

=5 HO|ERIO|L HEST XE 27 A

Storage Gateway7} 2 &5t2{H CHS :
o= Eeet ZEQL|CH O 8o EH R 2| Ho|EL oo
Volume GatewayOll 223t ZEO| 1

ZEE= ZE HOo|ES 0| R S5H
o8t ZEX QJ&LICH o] Mo MdE
P
=

Volume Gateway

C2 2 Volume Gateway HIO|EQ0] 25 & <&l Qo{of 5t ZE ZEE EoiF = I2QLCH

EE HOoIEQ0|o HERZ ZTE 27 AE AP| {7 2013-06-30 312


https://docs.aws.amazon.com/directconnect/latest/UserGuide/getting_started.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/create-vif.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/Welcome.html

AWS Storage Gateway

Volume Gateway A& AEAM

ﬁ TCP 3260 (iSCSI)

iSCSI initiator

Volume or Tape

Gateway

TCP 443 (HTTPS, data and control)

TCP 22 (for support channel)

AWS Storage
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: CloudFront
-
DNS server | NTP server
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« VMwareSAE: E AF&35104 HO|EQO] 2Z &0 HHA VMware ESXi
« HyperV £AE: Microsoft Hyper-VE AI&35t04 HO|EQ|0| 2Z 2&0f HMA
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Hit1: HEE IP A8 A8 Stod HO|EH|olof 4& 5t

1. O0lM Amazon EC2 &2 LIC} https://console.aws.amazon.com/ec2).

29
2. EM Fo|M [Instances] & MEHE CHE HO|ELO[7} HHZE EC2 QIATAE MEAEFL|CY.

o2t

AH
Erol *E*‘:'" S MEst = HER IP 48 Mo SLICH Ol IP A& A& 350 70| EH o]0
L

Ct. Storage Gateway Z2& £ SO0t7tAM IP FAE =g LCY.

ALIC} https://console.aws.amazon.com/ec?/.

k=]
= (|
2. B oM [Instances] € ME4EF CHZ HO|ES|0[7t HiZEl EC2 QIAEAE MEfSFLICH

3 E S MEHSH & El2dX |p 2k Xo{ SL|C}. 0]

A Ef2dxd
=20 H=2 - 1 HA = 1
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5. DE VL CIH0lA0| OIS 2OlstHL

iscsiadm -m node -o new -T [$TARGET_NAME] -p [$Elastic_IP]:3260

7. Zh CH&bof CHall CH2 HEE A™dsto{ 2 QIFLICH.
iscsiadm -m node -p [$ELASTIC_IP]:3260 --login

O|AN| HO|E®|Ol= EC2 QUATIAS| ABIAE] P T4

A& 3dtod AZAERIELICH

Storage Gateway 2|24 3 2|4 A0 CHE O3 IDs

Storage GatewayOl|lA 7|2 E|AA = HO|ELQIO|O|X|B CHE ElaA RESEE 2F, 7H H|O|=Z, |
SCSI EFZ, v EIHPOIA '=0| J&LICH Ol REER 5l 2laAEtD 5 HOo|EH 02 2dZE 0] X
x| et d=oll= EXEHK| pE&LICH.

CHS EQF Z0| O|q8t 2|A A%} 51| BElAANE 1R 8 Amazon EIAA O|& (ARNs) O] @34 E|0]
&Lct,
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At fE ARNE4A

HolE< 0| arn:aws:storagegateway: region:account-id :gateway/ gateway-
ARN id

=& ARN arn:aws:storagegateway: region:account-id :gateway/ gateway-

id /volume/volume-id

EtZ ARN (i arn:aws:storagegateway: region:account-id :gateway/ gateway-
SCSI EtZ) id /target/iSCSItarget

Storage Gateway= EC2 QIAFIA EBS 28 L ARMO| AIS L X[HELICE olz{3t Elaa e
Storage Gateway0l| A AF& E|l= Amazon EC2 2|AAQ

Bl4A B 59 Ds

B AAE MME [ Storage GatewayOl ME ElAA0 IR 2lAA IDE &ZELICE 0] 2lAA IDE
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o & S0 E{1E AE3tod Z&| L ZF R AM0lAM AL F= Storage Gateway EIAAE AlHE = Q&
LIC}H key=department 2! value=accounting®} Z0| 3|H £ MM A2 5tE HOIEH 0l 2 2
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshot.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DeleteVolume.html
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https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_DescribeStorediSCSIVolumes.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_UpdateSnapshotSchedule.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshot.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
https://docs.aws.amazon.com/storagegateway/latest/APIReference/API_CreateSnapshotFromVolumeRecoveryPoint.html
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"errorCode": "VolumeNotFound"
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AWS Storage Gateway

Volume Gateway AFHE ME A

A E|0|=Z QIE{H|0|A

Ef|0|Z AHO|E2|0[& Quest
NetVault Backup 13 x|

Tape Gateway 2! Volume
Gateway A A0{| M S3 File
Gateway FA|7} M 7HE

AWS Storage Gateway & 20214 9& 23
o| BH|O|Z 7HL m|O|X|7} A2

2 dM U HHE 7|lseE2 A

HO|EEIRI&LICH M22 7

=2 A—l%igl.l:g o| A—|E|=|A—|O|
E ot =it °"E||0|EE|
AELICH RtAM[EF LHE 2 Tape
Gateway # 2| & X 3P M.

>2HJO|

Eflol= Ho|EQol= olxl OF 20214 8¢ 22
O|ZAZAZE P2 MH

2012 R2 EE= OI0[ABRAXZE

=R AMEH 201604 A A-AE]

= Quest NetVault Backup 13

2 K|t RiME g2

Quest NetVault Backup2 AFHE

o|.o:| A—UC-I E-”AE = xl- o|-*|

Al

Zt 7 o|EQol REE M™Es 20217 21
= 1Z40| Tape Gateway &
Volume Gateway AFS M A
E O gA et = UAEE
2Lt FX|7F M HEIR
L|Ct.

I -III

Ef0|Z H|0|E]0l= OIA|
Microsoft Windows Server &
LinuxOl A A& E|l= IBM &
HEH H35 HZF8.1.102
R|HELICH RFMIE L2

20204 118 24

Spectrum ProtectE Ar&5}04
IBM A EHAEE B XSHAA|
o

API %1 2013-06-30 356


https://docs.aws.amazon.com/storagegateway/latest/tgw/managing-gateway-vtl.html
https://docs.aws.amazon.com/storagegateway/latest/tgw/managing-gateway-vtl.html
https://docs.aws.amazon.com/storagegateway/latest/tgw/backup-netvault.html
https://docs.aws.amazon.com/storagegateway/latest/tgw/backup-netvault.html
https://docs.aws.amazon.com/storagegateway/latest/tgw/backup-tsm.html
https://docs.aws.amazon.com/storagegateway/latest/tgw/backup-tsm.html
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https://docs.aws.amazon.com/storagegateway/latest/vgw/storagegateway-compliance.html
https://docs.aws.amazon.com/storagegateway/latest/vgw/storagegateway-compliance.html
https://docs.aws.amazon.com/storagegateway/latest/vgw/MaintenanceUpdateBandwidth-common.html#SchedulingBandwidthThrottling
https://docs.aws.amazon.com/storagegateway/latest/vgw/MaintenanceUpdateBandwidth-common.html#SchedulingBandwidthThrottling
https://docs.aws.amazon.com/storagegateway/latest/vgw/MaintenanceUpdateBandwidth-common.html#SchedulingBandwidthThrottling
https://docs.aws.amazon.com/storagegateway/latest/vgw/resource-gateway-limits.html#disk-sizes
https://docs.aws.amazon.com/storagegateway/latest/vgw/resource-gateway-limits.html#disk-sizes
https://docs.aws.amazon.com/storagegateway/latest/vgw/resource-gateway-limits.html#disk-sizes
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https://docs.aws.amazon.com/storagegateway/latest/tgw/GettingStartedCreateTapes.html#WORM
https://docs.aws.amazon.com/storagegateway/latest/vgw/hardware-appliance.html
https://docs.aws.amazon.com/storagegateway/latest/vgw/hardware-appliance.html
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