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{

"title": "HTTP Request data included by Verified Access",
"type": "object",
"properties": {
"user_agent": {
"type": "string",
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"description": "The value of the User-Agent request header"
.
"x_forwarded_for": {

"type": "string",

"description": "The value of the X-Forwarded-For request header"
.
"http_method": {

"type": "string",

"description": "The HTTP Method provided (e.g. GET or POST)"
.
"hostname": {

"type": "string",

"description": "The value of the Host request header"
I
"port": {

"type": "integer",

"description": "The value of the verified access endpoint port"
I

"client_ip": {
"type": "string",
"description": "User ip connecting to the verified access endpoint"

CHS2 HTTP @& H|O|E{E 7|22 2 WWrtst= XAl of luct.

forbid(principal, action, resource) when {
context.http_request.http_method == "POST"
&& !(context.identity.roles.contains("Administrator"))

};
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CHS JSONAZ|0hH= H7tol 2 & E|= O|0|E{ & E o4& LICH.
{
"title": "AWS IAM Identity Center context specification",
"type": "object",
"properties": {
"user": {
"type": "object",
"properties": {
"user_id": {
"type": "string",
"description": "a unique user id generated by AWS IdC"
I
"user_name": {
"type": "string",
"description": "username provided in the directory"
I
"email": {
"type": "object",
"properties": {
"address": {
"type": "email",
"description": "email address associated with the user"
1,
"verified": {
"type": "boolean",
"description": "whether the email address has been verified by AWS IdC"
}
}
}
}
1,
"groups": {
"type": "object",
"description": "A list of groups the user is a member of",
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"patternProperties": {
"A[a-fA-F0-9]1{8}-[a-fA-F0-9]{4}-[a-fA-F0O-9]{4}-[a-fA-FO-9]{4}-[a-fA-F0-9]
{1238$": {
"type": "object",
"description": "The Group ID of the group",
"properties": {
"group_name": {
"type": "string",
"description": "The customer-provided name of the group"

CS2 oM M3 8t AWS IAM Identity Center Z| Cl|O|E{E 7|E 2 2 HWItsteE HAO| of ILICt

permit(principal, action, resource) when {
context.idc.user.email.verified == true
// User is in the "sales" group with specific ID
&& context.idc.groups has "c242c5b0-6081-1845-6fa8-6e0d9513c107"
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(Windows 2! macOS 25 X|#) o] M| 7tX| & x| &2 ZZAHE K| ELICH JumpCloud

-« HHoil Jamf trust HIO|E{E A& 35t= FR ALE A= Chrome ¥ £AE 04 EEE= Firefox OH=2 ALO|E
0l A AWS Verified Access EEI X & & T2 IS C 2 =504 & k|2 A x|sH{ofF g L|Ct.
23t E HX{ AFZX}F7F AWS Verified Access 7|£ HIA|
HEAE (Y CIRELE &3) & AxIatof FLICH O] 4 QA= AFSA E X0 A™El=
CrowdStrike O|O|MEZ R E{ AZ| HIO|EE 71X Ol HguUoh JHOS 0| FH QAE M

|8t £ AL X}= Chrome # AE0{ EE £ Firefox OHE 2 AFO|E Q| AWS Verified Access E2H2 X
szt m2 a2 & x|of Ax|sHof & L|Ct.
« E A83H= JumpCloudZd? AL& A= Chrome B AE0{ & Firefox OHE2 AO|E 2] JumpCloud
sl &8 z2 e sxlof Axlsiot gL
Jamf
Jamfe EbAL A E| SSAULICH HAME HIHE [ JamfE A2 SZ X2 HOl5tH Verified-Access=
ME| SZXF oM “H 2 & X 0| (Policy Reference Name) o2 X|&5t 7| o}2Holl Cedar ZHEIA
Hotste HME 58" = U

Eo| A2 ClO|E|E TEAIZILICH #ats 79 A= HlolElE 7IEo = B}
&LICH CHE JSONAZIOHE TItol T8t Els HlOJEE EoiF LT,

2101l CHEF XEM[EF LHE 2 Jamf B AtO|E O] AWS HEE

ASE HM AL & JamfE AFBSIHE
MALLJamf & X ID S&2 &X35

"title": "Jamf device data specification",
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AWS HSE AAM& AEX

"type": "object",
"properties": {
"iss": {
"type": "string",
"description": "\"Issuer\" - the Jamf customer ID"
.
"iat": {
"type": "integer",
"description": "\"Issued at Time\" - a unixtime (seconds since epoch) value
of when the device information data was generated"

},
"exp": {
"type": "integer",
"description": "\"Expiration\" - a unixtime (seconds since epoch) value for
when this device information is no longer valid"
I
"sub": {
"type": "string",
"description": "\"Subject\" - either the hardware UID or a value generated
based on device location"
},
"groups": {
"type": "array",
"description": "Group IDs from UEM connector sync",
"items": {
"type": "string"

I
"risk": {
"type": "string",
"enum": [
"HIGH",
"MEDIUM",
"LOow",
"SECURE",
"NOT_APPLICABLE"
1,
"description": "a Jamf-reported level of risk associated with the device."
1,
"osv": {
"type": "string",
"description": "The version of the 0S that is currently running, in Apple

version number format (https://support.apple.com/en-us/HT201260)"
}
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AWS HSE AAM& AEX

OS2 Jamfol M MSsteE A2 HOIEE 71222 Frtets G2 ol of iLC.

permit(principal, action, resource) when {
context.jamf.risk == "LOW"

};
Cedar= Jamfe| 218 M2t 242 Enum2 XZlste ol 8%t .contains() &+ &€ FMZELICt.

permit(principal, action, resource) when {
["LOW", "SECURE"].contains(context.jamf.risk)
12

CrowdStrike

CrowdStrike EFA} A2 MBS A ULICH HAg HIHE i A2| CrowdStrike MZ AR & o|5HHH
Verified Access= AFE A7t AE| MBS A 0| “H2 & X o|F"2 2 X|™HEt 7| ot2oll Cedar 71E
AEQ| ME| CIO|EHE ZFEELICH Hole B2 AE CIOIEE 7IEC 2 HWotste HME 2IHEg =

| = |
0
&L|CH CFS JSONA 7|0F= Ttof| & E|= O|0|E{E EoiE L},

AA

ABEl CrowdStrike AAM| A2t BT AL 5HE Eidof CHEF XHAIEH LIE 2 GitHub 2 AtO|EE S8t 74
clegg 203 Hotg AR5 AA|2. CrowdStrike AWS Verified Access

—

"title": "CrowdStrike device data specification",
"type": "object",
"properties": {
"assessment": {
"type": "object",
"description": "Data about CrowdStrike's assessment of the device",
"properties": {
"overall": {
"type": "integer",

"description": "A single metric, between 1-100, that accounts as a weighted
average of the 0S and and Sensor Config scores"
},
"os": {

"type": "integer",
"description": "A single metric, between 1-100, that accounts for the 0S-
specific settings monitored on the host"

CrowdStrike 41


https://json-schema.org/
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AWS HSE AAM& AEXt7tol=

},
"sensor_config": {
"type": "integer",
"description": "A single metric, between 1-100, that accounts for the
different sensor policies monitored on the host"
I
"version": {
"type": "string",

"description": "The version of the scoring algorithm being used"
}
}
I
"cid": {
"type": "string",
"description": "Customer ID (CID) unique to the customer's environemnt"
I
"exp": {
"type": "integer",
"description": "unixtime, The expiration time of the token"
I
"iat": {
"type": "integer",
"description": "unixtime, The issued time of the token"
I
"jwk_url": {
"type": "string",
"description": "URL that details the IWT signing"
I
"platform": {
"type": "string",
"enum": ["Windows 10", "Windows 11", "mac0S"],
"description": "Operating system of the endpoint"
},

"serial_number": {
Iltypell: "String",

"description": "The serial number of the device derived by unique system
information"
I
"sub": {
"type": "string",
"description": "Unique CrowdStrike Agent ID (AID) of machine"
I
"typ": {

"type": "string",
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"enum": ["crowdstrike-zta+jwt"],
"description": "Generic name for this IWT media. Client MUST reject any other

CtZ2 oM MBS et CrowdStrike 42| C|O|EHE Z|E2 2 FItst= ER 9| of L|Ct.

O 11—

permit(principal, action, resource) when {
context.crowdstrike.assessment.overall > 50

I

JumpCloud

JumpCloud EtA} A2 SZRHLCt HAE HIte m 412 JumpCloud M3 AtE & o|5tH Verlfled

Accesst= AFE X7t AME| MBA FHOIM “HE EHZE O|F" 22 X[ Et 7| of2fof Cedar ZHEIAE 9|

AZ| IO E ZRELICH #ote B2 A= HIOIEHE 7|EC2 HItste HAME &dE = A&l
HoiE Lt

CH2 JSONAZ|0H= Ttol| £ 8tE|= Of|o|EE

AWS ZAZE! JumpCloud HAMIAQ} &7 AH5t= wedoll CHEH REMIBH LH2 2 JumpCloud & AFO|E Q|
S8 JumpCloud & AWS S El HMA MHS FHESHAA

"title": "JumpCloud device data specification",
"type": "object",
"properties": {
"device": {

"type": "object",

"description": "Properties of the device",

"properties": {

"is_managed": {
"type": "boolean",

"description": "Boolean to indicate if the device is under management"

}

}
1,
"exp": {

"type": "integer",

"description": "Expiration. Unixtime of the token's expiration."
1,
"durt_id": {
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https://json-schema.org/
https://jumpcloud.com/support/integrate-with-aws-verified-access

Iltypell: "String",

"description": "Device User Refresh Token ID. Unique ID that represents the
device + user."
I
"iat": {
"type": "integer",
"description": "Issued At. Unixtime of the token's issuance."
I
"iss": {
"type": "string",
"description": "Issuer. This will be 'go.jumpcloud.com'"
I
"org_id": {
"type": "string",
"description": "The JumpCloud Organization ID"
I
"sub": {

"type": "string",

"description": "Subject. The managed JumpCloud user ID on the device."

I
"system": {
"type": "string",
"description": "The JumpCloud system ID"
}
}
}
CtE22 oM MBsts AE HEAEE 7|22 HItets ¥ of LI JumpCloud
permit(principal, action, resource) when {
context.jumpcloud.org_id = 'Unique_orgnaization_identifier"'

I

M A= Verified AccessOAM S1F & ME & 012 @ F&LICEH

AWS Verified Access QIAEIATI AIZXIE MHMEHX

SAE MBMoZ Q58 £ |dPE—=|'—E'| g2 Al X} EE‘”?:I%
Verified Access QIEZQIEZ FM&HL|CH AF2 X S8 A—I

A
5l 1 Verified AccessOlM SRS MSFHEX|T &0lg
Sl 7t =7+ L c

X-amzn-ava-user-context




AR 7H0|E

AWS ASE AAM A

OlA

O| sl{ofl= JSON & EZ (JWT) F4o| ArEXt Sal0]| Z & k|0 AU&LICH IWTE Al0l= URL
base64Z QA TE &, Ho|ZE L MHEo| ZEELICH Verified Access= ES384 (SHA-384 Sl Al
LdTE|ES A8 5t= ECDSA MB LT E|E) 2 AFE60d MBS M EL[CH JWT

OfZ2|7[o|Md2 oleE 2eIUS 7Helst e TIE AERIE B0l ArSE + JU&LICH ofEE(7[0]
M IR = A8 St7| Tl R4 B8 S2R7F MSsts 24 2ol 1/d A A5 &0l s &

A2 Steslol BLICH YO E sub BAUS SH ASKE ABaE 71F Fe YHelch
T
. of: AL X 2EIYS I8 MT JWT OIDC

« 0i: IAM Identity Center A A 22 JWT I8 ME

. mE2 vl

o of: M Al C|3E JWT

of: ArEXF 22l I8 ME JWT OIDC
CIS o Al= OIDC AFEAF 28l 2| &2t Ho|ZE71 JWT Ao o{EH EUX| 2Eo{FLIC

sl el ofl:

{
"alg": "ES384",
"kid": "12345678-1234-1234-1234-123456789012",

"signer": "arn:aws:ec2:us-east-1:123456789012:verified-access-instance/vai-
abcl23xzy321a2b3c",
"iss": "OIDC Issuer URL"
"exp": "expiration" (120 secs)
}

HOo|Z2E 2| 0f:
{
"sub": "xyzsubject",
"email": "xxx@amazon.com",
"email_verified": true,
"groups": [
"Engineering",
"finance"
]

JWTOIDCAIE Xt 2E&
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AWS HSE AAM& AEXt7tol=

of: IAM Identity Center At& Xt 22 JWT 28t ME

02':

CHS o= IAM Identity Center AL A 2E2l|M 2] 5l & HOIZET7HJWT A0l A o{EH EAZ[=X]

HoiE LIt

(® Note

IAMIdentity Center2| B2 ALS At HE L Fa ol Z&ELICt

sl 2l odl:

{
"alg": "ES384",
"kid": "12345678-1234-1234-1234-123456789012",

"signer": "arn:aws:ec2:us-east-1:123456789012:verified-access-instance/vai-
abcl23xzy321a2b3c",
"iss": "arn:aws:ec2:us-east-1:123456789012:verified-access-trust-provider/vatp-

abcl23xzy321a2b3c",

exp": "expiration" (120 secs)
}
HO|ZE 2| 0f:
{
"user": {
"user_id": "f478d4c8-a3001-7064-6ea6-12423523",
"user_name": "test-123",
"email": {
"address": "test@amazon.com",
"verified": false
}
}
}
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AWS HSE AAM& AEXt7tol=

g2 7|
Verified Access QIAEIAE ALK 2B Y3 355HX| 22 2 Verified Access HEZQIEE ALE
St & FAst= 20| E&LICEH HTTPS Verified Access EZQIEE AIESHES HTTP 748 42
HotO5E AI8sto{ IEXQIER Fot= ECiE S X|EhatoF & LICH.

oS 7Igte 2 Het 048 +>sHT| Tol| MBS Hlst= Aol E&LICEH HER FI1E 7HKR
B4 JWT S0 7] IDE 7M1 O|& AHE 510 AERZQIENM HER] 7|8 Z2ISHMAR. &

AWS 2| A= ZQIE = Chgt Z&Lch.
https://public-keys.prod.verified-access.<region>.amazonaws.com/<key-id>
of: 2M A C|2 Y JWT

CtS ZE ool = Python 3.92 7| ID, HEE! 7| L HO|ZEE 71X E WS Bo{FLICH

import jwt
import requests
import base64
import json

# Step 1: Get the key id from IWT headers (the kid field)
encoded_jwt = headers.dict['x-amzn-ava-user-context']
jwt_headers = encoded_jwt.split('.')[0]
decoded_jwt_headers = base64.b64decode(jwt_headers)
decoded_jwt_headers = decoded_jwt_headers.decode("utf-8")
decoded_json = json.loads(decoded_jwt_headers)

kid = decoded_json['kid']

# Step 2: Get the public key from Regional endpoint

url = 'https://public-keys.prod.verified-access.' + region + '.amazonaws.com/' + kid
req = requests.get(url)

pub_key = req.text

# Step 3: Get the payload
payload = jwt.decode(encoded_jwt, pub_key, algorithms=['ES384'])
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AWS HSE AAM& AEXt7tol=

Verified-Access 23%H

AWS Verified Access H3E S8l 0l SARIE|= oHEE|F0|Mo]| HMASHY| 8t &S HolE

= AWSUELICH AWS HA 210421 CedarZ EHHE|URELICH CedarE AFE ST Verified-Access 2t

B AFRSIEE TASHID EE= CIHFO|A 7|H AR ZZ A2 EE| MAE AR H0|EE 71802 T
S o]

| —_
THElS MRS MAE £ AsLICH

Cedar E* 2do4oi| CHEH Hf A MIEF LIE 2 Cedar X SFLHME R ESHAAIL.

O| MM0f| M= Verified Access Aol &, L 3HEl LI, Mo| WHE dBstn H 71X o E NS &
LICt

LHE

« Verified-Access2| 331 &od

. ASEI HMA KA MDY X

HO L— o 1 =2 O
. AZE HAA B Ty}

. ZAZE HAMA KR AJDY

0SS 1 — o 1 EO
. A= HMNA M 2 X0| SR EQYSLIC
- HEE HMA oAl B2

« Verified Access M2 = 0]

Verified-Access 2| X3&H xtod

Verified-Access 1 & & MA6t7{L} Verified-Access AEEZQIEE MAME [l Verified-Access HA S
"olg + e 40| Q&L Verified Access WHME HO|stX| ot & L& HEZIEE 4
XEHS x40

g+ AX|E HME H

& M7 K| 2E HMA 2% 0| RHEFEILICEH

_

7|Z& Verified-Access 1& = AEXZQIEE Mst £ HME FIt6tHLE G 5te{H
Verified-Access 1& &% £ = Verified-Access QIEZQIE MM £HE(S) HEFAAIL
= (@) A |
ASE ML YA HH I
O MMofl A= AWS Verified Access E2 Bt It YHE HBELICE B Verified-Access S

of o4 MHE E?:. g £ Ql&LICH CF2 Clolo{a= 2 Verified-Access HaHo| 2 X E HoiZL|C}

AR
(=]

to

12
kel
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https://docs.cedarpolicy.com/

AWS ASE AAM A

effect permit
[ principal,
scope action,
resource |
when {
condition context.device.location =="US" &&
clause context.authn == “MFA”
Mol ohg 220l ZEELIC
« &1 - Y2 MHO| permit (Allow) £ forbid (Deny).Q1X| X & LICH
9l 23} MSElS FA, el UBAAE KIBHULIC OT 0fgt Zo| £ FA, Ml £ 2
AAE MusK| of SO 2 M Cedaro] HRIE Holstx| o2 4EIZ & 4 Q&L 0| WP ThsE
2E FA|, & al 2|l AA0] MAo| M= L|Ct
U Y - FU7L HE s HHAEE X|IHELICH

/A Important
Verified Access@| A =71 =& 9| AlZ| HIO|IEHE & ZT5t0d MM E 25| EHELICH MY
Hel= 4 Ho|Z|X| f2 AE HE = X|5H ok °*l—|EP JHCHE = 20 ID & ClHo|A

o
M| AMAE S ALE5H0d @

ZHERSE A of K|

permit(principal, action, resource)

when{
context.<policy-reference-name>.<attribute> &&
context.<policy-reference-name>.<attribute2>

};

2| Mo ME &8 PIAKIE AFR 504 A Mo R &S = JH 0|4 AF 8 2= QA LIC} Cedar
MM H0{E A5t AFR R HE Q| i s
A&LICH F7t oMl CH(HEBE AAMIA ol A2 HESHAAL.

—_ 1 o 1 O
YA 2Me= otLt o|4 o] MM MBE(permit = forbid )| ZELict WM2 2R =&
(when TlE)0| Y 32 MEELICE & 20| HMAE 5{&EstEA B Aol = stLt ol¢ 2l 5

ZASE A A M= Tyt 49



AWS ZBE HAA AR Ftol=
7t Aol HE[o{of 5t FX| W2 HEE & el&LICt &7 HAo| MSE|X| et/ 7Lt st
L} o|4to| 2 x| HAMo| MEE|E Aolle MM EM7 HMAE HESLICH Verified Access 151}
Verified Access AEZQIE ZF0f CHal HE EME Holft B F &AM BEF HMAE 5{E5Hok &
L|Ct. Verified Access AIEZQIE | CHet DM EME HolstX| i 2 B2 Verified Access 18 S
of 2t AN AT EHREFLICH.
(® Note
AWS Verified Access S E BHE [ FE2| &2 HASHK|BE Z74F 0| {2438t H|o|E{ 9]
FEM2 =HI5HX| f&Lct.
e xH © = -1
Verified Access A E et 7|2 KNS ¢4tk
M AEE HMA G HH & HHF CHE CHFet RS ALE8101 AWS Verified Access 3
HEHAEE DHE [l 8& QAMALE AFE5t0] ZHE FIHE = U&LICH HA T7dof| F7HQl E 3=
2 F7tets ol AF8E = U= CHE LHE HAAKIE Blo| U&LICH CHE Eols 822 M3 kl=
TE WHE ALRETE Lot &Lt
Q4ERL R U HEE ME
! Boolean - Boolean =2l not
== any - any CHS. 30| €x|stX| et= 4
Loz 2E R ZtoilMq =
SELICH M2 CIE f8o| #
2 43 M2 Z2 = gLt
E any - any 25, S| WhtcH(® & =x)
< (long, long) - Boolean 2ot 22 iy "
<= (long, long) — Boolean 7! == less-than-or-equal -to.
> (long, long) - Boolean 2ot 2 B ™,
>= (long, long) — Boolean Z! H== greater-than-or-equal -
to.

Verified Access HA 2 9|8t 7|2 MS QA4kRL
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AWS HEE AN A

re
=
P

e

&&

.exists()

has

like

.contains()

(entity, entity) —» Boolean

(entity, set(entity)) - Boolean

(Boolean, Boolean) -~ Boolean

(Boolean, Boolean) -~ Boolean
entity - Boolean

(entity, attribute) - Boolean

(string, string) - Boolean

(set, any) - Boolean

It 4l (A%t B) || (C2
[B C, ] o| A= xl-o|
Fofl ZHA|Zt ob i &=
FULICH

Xt. e has f2(£)
BlZE EE AEE| e0f &4

fo.” EH%I_ |:||.O||:Io| oll—x| E-||/\
L|C}.

EXstx| =

AZE t 1like p2(E)

O A
= AE t7} IE pI} Yx|SHE
SHO|

X IstL|Ct DHElof= 07}
O|&o| ZAtet UX|St= 2F
EoteE B *7F ZEE &= QU
&LICH toM EXF 2CHZ 9|
HE ZAE LX[AIZ|24H p2l
\*0lMH S ZXIEE MEE

Alg MuELICHBE A2
2l

EMER|E &4

f7I Qe B falseE HHEHE

HS

Verified Access HA 2 9|8t 7|2 MS QA4kRL
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AWS HSE AAM& AEXt7tol=

Q14tRL SR YU HEE ME

.containsAll() (set, set) - Boolean A &gl B HgfelZE 24
7t ZE k[0 J=X| HAEE
L|Ct.

.containsAny() (set, set) - Boolean A &gol B &gl 247t =
g xlof UEX| HAER LI

= _
HEE A A B Mo

AWS Verified Access 220f 0|74 MHE Z & e = UELICH 2|7dAL //2 AI&S D M E2 BLIE
=2 Mo|=|L|C}.

CHS olAoM = G2l of7d BB E EoiE L

// this policy grants access to users in a given domain with trusted devices
permit(principal, action, resource)
when {
// the user's email address is in the @example.com domain
context.idc.user.email.address.contains("@example.com")
// Jamf thinks the user's computer is low risk or secure.
&& ["LOW", "SECURE"].contains(context.jamf.risk)

-

|

\
Ol
il

r

| HM A X2 2 Xl0| SRR & LICH

gl EMEHL ERSHR| 2f 2 & U= CIOIE{E B7tst= AWS Verified Access HX &
Mote Aol E&LCH EMSHX| b= HHAEQ|H|O|HE HZEste B2 Cedars 2LFE dY
to AFEREL| ol of dtglo] WA E HItsto AMAE HEELICH 0| & S04, 0] AHAED
ake_provider2(dt) bogus_keyOl|(7t) EXGHX| FS B2 HER 0[01F 5= /U &Lt

oh 2 Jm
2

—h

permit(principal, action, resource) when {
context.fake_provider.bogus_key > 42

};

o
ol
r
2
>
[>
0
12
mx
o)
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AL 7Hol=
Olz{8t 482 LISHE4H has HMAHE AL 304 717k QU= X B QIR 4 QA LICH has HMXLTE A3
g ureteled BT 2RO CHEF 57t Bk7t BEEIT Cedars EXSHA| s 28 A a2 Al
UM QFE WASHK| LIt

permit(principal, action, resource) when {

context.identity.user has "some_key" && context.identity.user.some_key > 42
};

Ol ME CHE F &E[ 3=x

jn

FEohs WMS KIWE 0 Y 98

permit(principal, action, resource) when {

// user is in an allowed group

context.aws_idc.groups has "c242c5b0-6081-1845-6fa8-6e0d9513c107"
&&(

(
// if CrowdStrike data is present,

// permit if CrowdStrike's overall assessment is over 50

context has "crowdstrike" && context.crowdstrike.assessment.overall > 50
)

|
(
// if Jamf data is present,
// permit if Jamf's risk score is acceptable

context has "jamf" && ["LOW", "NOT_APPLICABLE", "MEDIUM",
"SECURE"].contains(context.jamf.risk)
)

N

HASE HAMlA o x| G

ofl 1: IAM ID ME{E Q|8 Z&t M A

® Note

AM Identity Center= 1& IDE AM&3t0{ 1

HEE M A HFHO| lEtkl= Ag UX|E = A&LCh

ASE HM|A oA Z43H
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AWS HSE HMA AEXt7tol=

CHS oA HA2 AFZX}L7| finance 2&(c242c5b0-6081-1845-6Ta8-6e@d9513c1078| O &
IDE 7+&)oll &5t EQIE O|HIY FAE 7HEl B0 AHAE S{SEHLICH

permit(principal, action, resource)

when {
context.<policy-reference-name>.groups has "c242c5b0-6081-1845-6fa8-6e0d9513c107"
&& context.<policy-reference-name>.user.email.verified == true
};
ofl 1b: IAM ID ME{o| A DHoi| =7 F7¢t

CHS of|Al M2 2 AL X7} finance 1&E(c242c5b0-6081-1845-6fa8-6e0d9513c1072| 1 &
IDE 7t&)oll &5t =HIE O|HIY FAE 41 UM Jamf ClHHO|A (- H7F Lowe! Z<of gt
HNAE SHerLC.

permit(principal,action, resource)

when {
context.<policy-reference-name>.groups has "c242c5b0-6081-1845-6fa8-6e0d9513c107"
&& context.<policy-reference-name>.user.email.verified == true
&& context.jamf.risk == "LOW"

};

CHS o EX2 MEXI7I 28" 280 &ot O|HYU FAE M0 Jamf 77| /™ ™M+7t C
OH St
- =

permit(principal,action, resource)

when {
context.<policy-reference-name>.groups.contains("finance")
&& context.<policy-reference-name>.email_verified == true
&& context.jamf.risk == "LOW"

};
o 3: A2 CrowdStrike
CS oA Hale MA W7 M7t 504S HE [ HHAE S8

permit(principal,action, resource)
when {
context.crwd.assessment.overall > 50
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permit(principal, action, resource)
when {
context.<policy-reference-name>["namespace:groups"].contains("finance")
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permit(principal, action, resource)
when {
context.http_request.client_ip == "192.0.2.1"
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forbid(principal,action, resource)
when {
ip(context.http_request.client_ip).isInRange(ip("192.0.2.1/32"))
i
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"Statement" : [

{
"Sid" : "Allow access to principals authorized to use Verified Access",
"Effect" : "Allow",
"Principal" : {
"AWS'" o "M
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"Action" : [
"kms:DescribeKey",
"kms:CreateGrant",
"kms:GenerateDataKey",
"kms:Decrypt"

1,

"Resource" : "*",

"Condition" : {
"StringEquals" : {

"kms:ViaService"

"kms:CallerAccount" "111122223333"

"Sid": "Allow access for key administrators",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
I
"Action" : [
"kms:*"
1,
"Resource": "arn:aws:kms:region:111122223333:key/key_ID"

"Sid"
"Effect" "Allow",
"Principal" : {

"AWS" "arn:aws:iam::111122223333:ro0t"
},
"Action" : [

"kms:Describe*",

"kms:Get*",

"kms:List*",

"kms:RevokeGrant"
1,

"Resource" : "*"

"verified-access.region.amazonaws.

com",

"Allow read-only access to key metadata to the account",
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AWS HSE AAM& AEXt7tol=

7| HMA E2X sHZEo CHet AEMIEH LI 2 AWS Key Management Service 7HEE X HLHAE & X514

oII

Verified-Access S|AAO]| CHs 12 2|3 7| X

0
L

D74 228 7|2 X|H5lod O 2lAaao 2k AS ¢53 2 MBI E £+ A&LICh

 Verified-Access J1&

 Verified-Access QIEZQIE
« Verified-Access MZE 22Xt

-’F A& LICH AWS Management ConsoleiEAﬂﬁ S0 453 M
NSt CHS AF&35tEd= AWS KMS 7| IDE el=igtLict 7|1E ElAAE ¢7ga+74u AWS CLIE A+t

of O] Beig £+ 4T ULt

At83to] O|2H8t BIAAE MHStE AR F7H LE5 - ME A
.|

(® Note

| 2laso| S EE FItetes O ASE 1 2he| 7(71 £ AXH s 2laA 0] T4 gfod

O O|& HMAE 4= ei&LICt 3HX|2F AWS Management Console E== AWS CLIE A& 35104
-|

5t |
Moz 2e| 7|18 Mstn 74 Zh2 MAXStod EIAAE M8 £ Q&L

g3t HEIAE = O|O|E{ol| CiEt 7t ARAE HEE X &stE MEIM 7]-2F & AElLct Aws
KMS 2t 535t ZHEIAEE QIS El F7I OI0|EHE AI835t04 QIS El 2 S 3HE X|IRELICH CIo|E &&3s
Y| Y55 HEIAEES T o6l A 53 HEIAEE o 55 E O|0|E{0fl AWS KMS HFRIZ!8fL|Ct
QYN SUE A= HEAEE ZEdlofF O| CIO|E{E SH=& =+ U&LICH

Verified AccessE T E AWS KMS &5 3} oA S Ut A 55 ZHRHIAEZ AL LICH 047|M 7|
£ aws:verified-access:arn 0|1 Zt2 ElAA Amazon Resource Name (ARN) &ILICH CH&2
Verlfled-Access B AAS| &S5t FHEIAEQ|L|CT,

Verified-Access 22| 22X}

"encryptionContext": {
"aws:verified-access:arn":
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https://docs.aws.amazon.com/kms/latest/developerguide/policy-evaluation.html#example-no-iam
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#encrypt_context
https://docs.aws.amazon.com/crypto/latest/userguide/cryptography-concepts.html#term-aad
https://docs.aws.amazon.com/crypto/latest/userguide/cryptography-concepts.html#define-authenticated-encryption
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
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"arn:aws:ec2:region:111122223333:VerifiedAccessTrustProviderId"

Verified-Access 18

"encryptionContext": {
"aws:verified-access:arn":
"arn:aws:ec2:region:111122223333:VerifiedAccessGroupId"

Verified-Access QIE X QIE

"encryptionContext": {
"aws:verified-access:arn":
"arn:aws:ec2:region:111122223333:VerifiedAccessEndpointId"

Tet 204 E= MMMl =35t ZHERHAE ALE0f CHEt AHAIEH LI 2 AWS Key Management
Service WA eHLHMO| =5t ZHRHIAER FH A

T4 22| KMS 7| & Verified Access 2|2 AL B 7H AHE 5= B AWS Verified Access7t ELE
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ant Decrypt DescribeKey

CreateGrant
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE",
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arn": "arn:aws:sts::111122223333:assumed-role/Admin/",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-09-11T16:27:12Z",
"mfaAuthenticated": "false"

iy
"invokedBy": "verified-access.amazonaws.com"
iy
"eventTime": "2023-09-11T16:41:427Z",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "ca-central-1",
"sourceIPAddress": "verified-access.amazonaws.com",
"userAgent": "verified-access.amazonaws.com",

"requestParameters": {
"operations": [
"Decrypt",
"RetireGrant",
"GenerateDataKey"
1,

"keyId": "arn:aws:kms:ca-central-1:111122223333:key/5ed79e7f-88c9-420c-
aela-6lee87104dae",

"constraints": {
"encryptionContextSubset": {
"aws:verified-access:arn": "arn:aws:ec2:ca-
central-1:111122223333:verified-access-trust-provider/vatp-0e54f581e2e5c97a2"
}
},
"granteePrincipal": "verified-access.ca-central-1.amazonaws.com",
"retiringPrincipal": "verified-access.ca-central-1.amazonaws.com"

iy

"responseElements": {
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"grantId":
"e5a050fff9893balc43f83fddf61e5f9988f579beaaddbdsadedldfo7dfe048f",
"keyId": "arn:aws:kms:ca-central-1:111122223333:key/5ed79e7f-88c9-420c-
aela-6lee87104dae"
},
"requestID": "@faaB837e-5c69-4189-9736-3957278e6444",
"eventID": "1b6dd8b8-cbee-4a83-9b9d-d95fa5f6fdos",
"readOnly": false,
"resources": [
{
"accountId": "AWS Internal",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:ca-central-1:111122223333:key/5ed79e7f-88c9-420c-
aela-6lee87104dae"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

RetireGrant
Verified-AccessE ZIAAE A& [ RetireGrant 2 S AFE5t0{ HEH 2042 N HELICE

Cl2 of|X| O|HIE = RetireGrant 2 g 7|E&LCt.

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalld": "AKIAI44QHS8DHBEXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
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"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-09-11T16:42:337",
"mfaAuthenticated": "false"

}

.

"invokedBy": "verified-access.amazonaws.com"
.
"eventTime": "2023-09-11T16:47:537",
"eventSource": "kms.amazonaws.com",
"eventName": "RetireGrant",
"awsRegion": "ca-central-1",
"sourceIPAddress": "verified-access.amazonaws.com",
"userAgent": "verified-access.amazonaws.com",

"requestParameters": null,
"responseElements": {

"keyId": "arn:aws:kms:ca-central-1:111122223333:key/5ed79e7f-88c9-420c-
aela-6lee87104dae"

I
"additionalEventData": {
"grantId":
"b35e66f9bach266cec2l4fcaa353¢c9cf750785e28773e61babf434d8c5¢c7632F"
I

"requestID": "7d4a31lc2-d426-434b-8f86-336532a70462",
"eventID": "17edc343-f25b-43d4-bbff-150d8fff4cf8",
"readOnly": false,
"resources": [
{
"accountId": "AWS Internal",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:ca-central-1:111122223333:key/5ed79e7f-88c9-420c-
aela-6lee87104dae"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

Decrypt
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE",
" "arn:aws:sts::111122223333:assumed-role/Admin/",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"

arn :

},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-09-11T17:19:33Z",
"mfaAuthenticated": "false"

},

"invokedBy": "verified-access.amazonaws.com"
},
"eventTime": "2023-09-11T17:47:05Z",
"eventSource": "kms.amazonaws.com",

"eventName": "Decrypt",

"awsRegion": "ca-central-1",

"sourceIPAddress": "verified-access.amazonaws.com",
"userAgent": "verified-access.amazonaws.com",

"requestParameters": {
"encryptionAlgorithm": "SYMMETRIC_DEFAULT",
"keyId": "arn:aws:kms:ca-
central-1:111122223333:key/380d006e-706a-464b-99c5-68768297114e",
"encryptionContext": {
"aws:verified-access:arn": "arn:aws:ec2:ca-
central-1:111122223333:verified-access-trust-provider/vatp-00f20ases55e9340f",
"aws-crypto-public-key": "AkK+vilW/
acBKv70R8p2DeUrA8EgpTffSrjBgNucODUBYhyZ3h1MuYYJz9x7CwQWZw=="
}
.

"responseElements": null,
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"requestID": "2e920fd3-f2f6-41b2-a5e7-2c2cb6f853a9",
"eventID": "3329e@a3-bcfb-44cf-9813-8106d6eee3ld",
"readOnly": true,

"resources": [

{
"accountId": "AWS Internal",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:ca-
central-1:111122223333:key/380d006e-706a-464b-99¢c5-68768297114e"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

DescribeKey

Verified-Access= DescribeKey S AtE5104 E|AAQf HAZAE T2 2E1-E 77 AHE & 2
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CH2 oilAl O|HIE = DescribeKey Xt 7|5 & LICH

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-09-11T17:19:337",
"mfaAuthenticated": "false"
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.
"invokedBy": "verified-access.amazonaws.com"
.
"eventTime": "2023-09-11T17:46:487",
"eventSource": "kms.amazonaws.com",
"eventName": "DescribeKey",
"awsRegion": "ca-central-1",
"sourceIPAddress": "verified-access.amazonaws.com",
"userAgent": "verified-access.amazonaws.com",
"requestParameters": {
"keyId": "arn:aws:kms:ca-
central-1:111122223333:key/380d006e-706a-464b-99¢c5-68768297114e"
.
"responseElements": null,
"requestID": "5b127082-6691-48fa-bfb0-4d40el1503636",
"eventID": "ffcfc2bb-f94b-4c00-b6fb-feac77daff2a",
"readOnly": true,
"resources": [
{
"accountId": "AWS Internal",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:ca-
central-1:111122223333:key/380d006e-706a-464b-99¢c5-68768297114e"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

GenerateDataKey

Ct= oAl O|HIE = GenerateDataKey 242 7IS g LIC}.

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAI44QHS8DHBEXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
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"sessionContext": {

"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"

I

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-09-11T17:19:337",
"mfaAuthenticated": "false"

}

I

"invokedBy": "verified-access.amazonaws.com"
I
"eventTime": "2023-09-11T17:46:497",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "ca-central-1",
"sourceIPAddress": "verified-access.amazonaws.com",
"userAgent": "verified-access.amazonaws.com",

"requestParameters": {
"encryptionContext": {
"aws:verified-access:arn": "arn:aws:ec2:ca-
central-1:111122223333:verified-access-trust-provider/vatp-00f20ases55e9340f",
"aws-crypto-public-key": "A/ATGxaYatPUlOtM+1/mfDndkzHUmX5Hav+29I1Im
+JRBKFuXf24ulztm0IsqFQliw==""
},
"numberO0fBytes": 32,
"keyId": "arn:aws:kms:ca-
central-1:111122223333:key/380d006e-706a-464b-99c5-68768297114e"
},
"responseElements": null,
"requestID": "06535808-7cce-4ael-ab40-e3afbf158a43",
"eventID": "1lce79601-5a5e-412c-90b3-978925036526",
"readOnly": true,
"resources": [

{
"accountId": "AWS Internal",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:ca-
central-1:111122223333:key/380d006e-706a-464b-99c5-68768297114e"
}
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"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": '"Management"
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"Effect": "Allow",
"Action": "verified-access:AllowVerifiedAccess",
"Resource": "*"
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "ec2:CreateVerifiedAccessInstance",
"Resource": "arn:aws:ec2:us-east-1:123456789012:verified-access-instance/*"
},
{
"Effect": "Allow",
"Action": "verified-access:AllowVerifiedAccess",
"Resource": "*"
}
]
}
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"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [

"iam:GetUserPolicy",

iam:ListGroupsForUser",
iam:ListAttachedUserPolicies",
jam:ListUserPolicies",
"iam:GetUser"

]I

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",
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iam:ListUsers"
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+ Verified-AccessOl|A 2fdS £=&& Hsto| Q13
« M= IAME £8E #EHo| gi&LICH PassRole

o Q= AF2 X7} LH Verified Access AWS H X B|AA| HHAE £ QT E

3|_'
oo
_oJ_-
Kl
H>
o>
r
[ul

Verified-AccessO| A ZfdS &g HEto| S

51eig £ Y 4 Qs B0l QiCHE 2 F7H S AEIH SUS 2V £ TS HAS Yool 5o}
gt

CtS oKl 2 F £ mateojackson IAM AFXE7} 242 AFE 5104 7HA my-example-widget ElAA
of CHEt MF HEE Eodm ot X[ 714 HEto| gl 3 Yl LICH ec2:GetWidget

I

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
ec2:GetlWidget on resource: my-example-widget

O| BL ec2:GetWidgetEHYUS AL&350d my-example-widgetBIAA0| HMAE = U E
mateojacksonAtE At HHE Y| O|E5HOF ELICY.

Ho

A 4 89



20| EestH ZE|RtoA Eol5tM 2. AWS #E[Rt= 2¢Q! Rt SHE NS e AR ULch

ME IAME &g ‘HEho| gi&LICH PassRole

U AWS AMHIA MEIANIME M MulA A EE MulA HZ AHS MAFHE DAl 7IZ Age
ST MHIA0) FEFE 4 ULICH Of2H shaie | +
74X|3 Qloqof ghct.

CHE oMl 2 F = 2h= IAM ALE A7} Verified AccessOlAl 2&£2 AF8 310 S marymajor =&
Stodm & mf gLt StX[E S +™SiE{H MH[A g ol Fo48t HEto| MH|A0f 2{o]ok &
LICt. Mary= A{H|20f ‘E'. =3e £ s WEFE 7K1 UR| eE& LI

|'[|9'|_' O||
mjo
=

g 11

LS

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

02
2

Ol B2, Mary7} iam:PassRole 22 ¢ £ UL F Maryl| H2 g 4| 0| EsHoF & LICH.

T 20| 225t AWS ZEIXtoH 2olstMR. BElRlEs 2Ol Xt 3HE MBE AFRr Lot
Q|F ALERXLTL LK Verified Access AWS 7|d E|AA0| HMAE = JITEH 5{&stD 4
&Lt

CHE HIHO| AFEAF EE X QIR 0| ALRFO| BlA A0 HMAE [H AFEE = Qe UegS MHE £+
ELICH A S S U MY & U S XIHE + USLICH 2loa 7|8 HM = HAA X
01 =5 (ACLs) 2 XI¥st= MH|A Q| B2 ole{et HAME AL8 810 ALE X0 A 2laAo0d CHEF AMA
THetE Foig = AU&LICH

KtMS| ZotEHe{H L2 A ESAMR.

« Verified-AccessOll A O|248t 7|52 X|St=X| 4R E YotEE{H HASE MM AO| 25 HH A
|A|\/|E 7:I-7<0|.AIA|O

- AGEHElAA OB HM|A HEHS AWS HH Fo
5t CHE IAM AWS A AL XS] HMA HEt MS S

« MI3Rto A 2laao0f CHEE HMA HEHE MS
AWS HE A7 e ElAA00 CHEE HMA MSE HEsHAIL. AWS 74|7é§

A 4 90

Ho


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html

AWS HSE AAM& AEXt7tol=

. ID HCiB0144S S5 HNAE RITsts WS Ao EdH AR MBMO| O QIS E AL Ao
A M~ HMB (1D B 014) S 1AM A EFHIAIL.

« I 7 A A0 CHEF IE AFSTH 2l A TI¥F EAo| X0 TS Lo E{Ed AL MM HIE 7

q
ZlAA HMHAE RXSAAIL. IAM IAM

Verified-AccessOfl CHE MH|A Q44 A& Al

AWS Verified Access AWS Identity and Access Management (IAM) A{H|A @173 382 AL EtLC.
MH|A 0172 odgte ASE HAM|A0 2 2Ll 1 REHIAM & SEQLICH MH[A 472 g
Verified AccessOilAl O|2| Ho|E|{ MH|ATF AL AHE CHAISHO] CHE AR OIA| 38 7= ol 2R3
DE HEtS EEtEuch AWS MH[A

QEt HEE £ 502 FIIE LRI 4

2= Q& LIC} Verified-Access0ll A AH sto| Bt |5t2 2 cl=2 A Holz|x| ote 8t
Verified-AccessBt alie &2 =& = JU&LICH Ho|E HEto= A2 At Het Mol ZFE
M O M8t HA2 CIE QE[E|ol| @1ZAE + gi&LICH IAM

met e

MHIA 9478 918 RI@shs CHE AHIA0H CHE REAIEH LHS2 B SHS SHEAWS MHIAE 1AM &
ZET AfHIA A7 IE POIA o2 EAIE MHIAE RoHEAIR. ST MulA0] CHE MBI 247
g MYAME B of YIE MBI

Verified Access= O|&0| X|HE MH|A A &2 AFE5104 MHIAE AR SHE
AWSServiceRoleForVPCVerifiedAccessOl ZR 8t 2| AAE A™Ho| T2 H|X{=EL|C}.

b

AWSServiceRoleForVPCVerifiedAccessAH|A @1 &2 LIS MHIAE Q|50 Q&S UL
Ct.

« verified-access.amazonaws.com

0|& 0| X|™HEl AWSVPCVerifiedAccessServiceRolePolicy®d
7t RIHE ElaA0M O &g IEE 5= JU&LICH

ek
i
0Ol
o
>
-l
b1l
=
fjo

A2 81 Verified Access

« DE MY 2 Eot &7} VerifiedAccessManaged=true E{17} QE ZE HEQT QlE{H|
O|A0f CHEF =%x| ec2:CreateNetworkInterface

o dEAIZE HERZ QEHO[AM CHEF ZX| ec2:CreateTags

MH|A AZ A ALE 91


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html

AWS HSE AAM& AEXt7tol=

« VerifiedAccessManaged=true E{7| Q= 2 E HEX T QE{mO|A 0| CHEF =X
ec2:DeleteNetworkInterface

- DE Hot a8 2 VerifiedAccessManaged=true Ef27} Q= 2 E U EXT QIE{H0|A0 CH

Bt ZX| ec2:ModifyNetworkInterfaceAttribute

oA o] E&of CHEt HEtE EHLE AWS 228 B &= 7H0|=0lM
AWSVPCVerifiedAccessServiceRolePolicy 2 g & =T U &LICH AWS Management Console
AWSVPCVerifiedAccessServiceRolePolicy

IAMRIE|E| (0f: A8 R, T8 = I8 7} MH|A 947 o4t
S TAaHok BrLICH REAIEH LASS AR AHAQ] MHIA o

AH Ad
oo

ok

Verified-AccessOi| CH8F MH|A o473 <

MH|A &3 dE2 =502 Mg Ee It gi&aLct. AWS Management Console AWS CLI, EE= &
3 £3}1™ Verified CreateVerifiedAccessEndpointAccessOlA AH|A 94 J&t S RtS o2 MMEHL
Ct. AWS API

O MH|A 9172 &2 AXIRNCH It CHA| Mdslof 6t B2 SUE ZTEMAE AHE5H04 HHAHM A

&2 CHA| M8 £~ Q&LICH CreateVerifiedAccessEndpointCHA| Z18HE Z4T Verified Access0l A

MH[A 9173 &2 ChA| MM EhL|CH

Verified-AccessOl CHEH MH[A @174 38 ME

HEE HMHAE A8t AWSServiceRoleForVPCVerifiedAccessAlH|A Q1 3ghg HEE = ¢f

&LICH MH|A 23 dE 2 dd8t o= Chdst 7HA7L g s T g £ U7 HEo & o2

HHZAE = g LICt St X|BH B AFE 50 d&of CHE B s HEE &= JU&Lch IAM XFAMIEE L& 2
2 |AMA—|I:|=|A—|_O_| A—ll:llﬁ o474 ot HEl2 7'=I-_7|<_3|.AIA|O

A2 502 MY EoE ei&LTH AWSServiceRoleForVPCVerifiedAccess AWS
Management Console AWS CLI, EE= & DeleteVerifiedAccessEndpointZ & 5+ Verified Access 7t
ElaAE HElStD MH[A HE JYE KHS2 2 AMELICH AWS API

18

£ AME75t0d MH[A AA JHEE +S2 = AX[stE{H IAM

AMEZ AWS CLI, EE= & AWS API AFE 6104 AWSServiceRoleForVPCVerifiedAccessAH|A 242
e 2 ANIFLICH REAIEE LI 2 AP M- M| MH|A 94748 48 AKE R ESHAAIL. IAM

o

MH|A AZ A ALE 92


https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSVPCVerifiedAccessServiceRolePolicy.html
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AWSVPCVerifiedAccessServiceRolePolicy
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role

AWS ASE AMA AR 7H0|E

Verified-Access AH|A @44 g 0| X|§HEl= 2|

i

Verified AccessE= AMHIAE AIRE £ MH]|
QI E K|ErL|Ct RIMIE L2 AWS B|F 2 A EZQIE MME R X 5HAA|

AWS ZHBE HMAE I3t 2ElE B

AWS BEIE HHE oM AT Balss S ABE HAMLILICH AWS AWS BalE HHe B
Uit AL AEof CHEH TEH S MBSHES MAENC DR ASKE

e Q&L

E2E Matof| Zo|El Hete vdAE £ gi&LICH AWS AWS 2|3 MAHof Ho|El M2 |o|E
A 120| HAZAE ZE FA| ID (AKX &, &) of Y& olELict
MH|A0| M AWS MH[A API 242 AFEE £ U7 £[24 AWS 2|

REMEH LHE 2 IAMALE B A AWS 228 EAE HZESHAAIL.

AWS 2|3 H3: AWSVPCVerifiedAccessServiceRolePolicy

O| HZH 2 Verified-Access7} AF2 RIS CHAISHO] Q2 £3lsh 4= QI E MH|A 644
gofl AZELICH REMIEH LHE =2 MH|A 917 o8 ALS BHRIE EXstA A2, o] HAof CH
5 =

st HEtE 2 24™ AWSVPCVerifiedAccessServiceRolePolicy 0l M & Q15 7{LE AWS # 213
AWSVPCVerifiedAccessServiceRolePolicy &2 & X 710|=E0| M HHME 2 5= UA&LICH AWS
Management Console

AWS 2|3 Mol ChEt S E M2 ddlo|E

O] MH|A 7} o|g{8t 4 2 FX5t7| AIEEHSE 0|% Verified AccessOfl CHEF AWS ZHE|3d &2H 4|
O|Eof CHEH M5 78_‘% OISt AA|I2. O] I|O|X|Q| B4 AlEof CHEH RIS 22l 2o B{M Verified
Access M 7|5 HO|X|0|AH RSS I|IEE T+ S55HAAI2.

M oJL
o >

AWS 223 &2 93


https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AWSVPCVerifiedAccessServiceRolePolicy
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSVPCVerifiedAccessServiceRolePolicy.html

AR 7H0|E

AWSVPCVerifiedAcce
ssServiceRolePolicy- X324 2
cIo|E

AWSVPCVerifiedAcce
ssServiceRolePolicy- 242 9
Hio|E

AWSVPCVerifiedAcce
ssServiceRolePolicy- A 2324

Verified-Access, 843 LI &
X AR
| |

A4
= o

Verified AccessE “sid” Z E o}
ool 2 & =fdof CHEr MHE
£3|-3|.|:E n|-El_|o=I g;;rl% o4

Clo|E&&LICt

Verified Access= £t 1

& 2lAAE ec2:Creat
eNetworkInterface T8t
of ZItSHEE BElE HMe

HolO|ER&LICH

Verified-Access= AMH|AE A}
235t O ZRd 2| AAE A
Mo Z2H|MEE = U=

Mz g3 FIti&aLch

Verified Access= AWS Z 2|
& Mol HA AL S FX5

7| AlEgi& LI

AWS Verified Access e HE *{2| EZF (FIPS) 2 x|t
| g

Access®| FIPS 7 &4 Mo
AN
T .

Mo CHet #E &

=

2023 11 17

2023 H 52 31

20224 118 29¢

2022'4 118 29¢

E 2 ME £ Q)& LICt. Verified
o o
—_ =

=
A ESHAAIQFIPSHS =l o

SE 8 &+ 2230 Hel Lo AWS MHIA QI=X| LotEE{HAWS ME|A 8 &2 Z20
OIAWS AH|A HeH, 78 HESH0] 2el Qe 8 £ ZEOUS MEsidAl. gt BE=
AWS 8 £+ Z2ORMAWS B35 Z 203 A EAWS HESHE A2,

£ A835t04 AWS ArtifactEFAF ZEAF ETME CIR 228 4 USLICH REAEH LIS
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html & Z= 5} &1 A|

Artifact.

A Al E4 AWS MEl2 Ml
ntet AEELICH AWS T8 E40] £80| Bl oh

|2 Olo|E{e| RIFE, Z[Ae| 7Y &=
ElaAE WS

1]

FO|

A
_I_ —

£

Ex

il


https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html

el =| AELE 740|S - O] HHE 7HOIS0lME OF7|S4R| 124 AFE S
FH Z40l AWS BHS £ 712 B2 HiZ 57| QI8 BAE MZELICH
b

mi
i
d!
HT
1]
0

« Amazon Web Services2| HIPAA Eot &l # X =42 2
Z2|7|0|ME BtE= AWS HIPAA Ol A28 £ Ql= die g *E*‘E'S'E*L—IEP.

2 E AWS MH|A AFEO| RFZE 0| e A obElLIC HIPAA REAIEH LI & HIPAARTZE A

Ct.

« AWS T 7 E4 J10|E — FH E40| #HAM S5 M ZEg olssAAIL. 0] 7to|=of
ME 2otg FXI57| 2IFt 28 AlZIE AWS AMHIA Qo5 ofp] ZRYS3 (FE EE 7|& o
T4 (NIST), ZX 7tE Mt Hot & QI3 (), =M EE& 7|7 () & =&
ofof Chet X|&E EE LI ISO

« AWS Config 7Rt eFLHM S| # 22 AL 50 El4AA B7F— 0l AWS Config MH|AE ElAaA F
MO LHE =3, A x|& Y #HE Lot & Exst=X| GItE Lo

-

« AWS Security Hub— O|& AWS MH|A S35l LHE AWSEOH 4EfE Z XMoo=z
Ct. Security Hub= 2.0t X|0{& AFE304 AWS E|AAE Hotstn 2ot A & &
CHEt 78 E4E #olgLct x| ¢ElE MElA 2 Mo] 552 Security Hub Ao & x= & &= 5tA|
o

L.

« Amazon GuardDuty — &Z30i| o|plA T 2Fo|xQl #S0| A=K AWS HHEHZLIE{RI5t0] {32
c, 9+E1|o||_4 2 olo|E{oll CHE i Qe AWS MHIA EHXIEFLICH GuardDuty S8 78 &£+
ZR|QF0iM @F st 2 BRI 2F AMEE 5F5t= PCIDSS S O e 778 24 2F AMg
g siiZdste ol =350l 2 == JU&Lct

 AWS Audit Manager— O|& AWS AH|A S8l AWS ALEZ S XISX 2 ZHALSIo] I E ZhElst

oo=
I AEUHA EEE E5E YHE Ch=3tE £+ QlaLch
Verified-Access 2| £ &4
AWS Z22H QIZpt= 718 P2 FSASZE AWS 2| +FE L P AWS Z|™ E8|Moz E2t1
ZAE|El 0484 78 P NS ELICE O] 78 WA K| AZto| 1 XME|F 0| =2 540 =

S HEYOR HZELICH 7t YAS ASHH BE 210] Y Zhol A2 FoH I8 FAI}

Jr
rio
I


https://aws.amazon.com/quickstart/?awsf.filter-tech-category=tech-category%23security-identity-compliance
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/architecting-hipaa-security-and-compliance-on-aws.html
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html

AWS ASE AAM A ALZ%t 7H0|=

O|F0{x[= oHEZ2|70ld & C|O|E{H|0|AE Mot 2T + UELICH 718 ¥ 7IE | B Y
e OhS ol ME elZet2Ent 7t8d, a8, HEE0| 5

b

7t& B0 et AWS 2|1 RiMler LIi8E2 2 =24 QIZEtE HESHAAILAWS .

ZE WHM R&9| Verified-Access NEZQIEE MME M A= ZQIE0| HEUS of2] 7f HZE
= AaLch AEXZQIES HAASE 24 MEU2 M2 CHE 718 B0l Haljok FLICh MEUE of
o 7§ AAStH 042 718 FWHE AL8sto 7t E8HE E-E + UGLICH

n7t8de fIgt ohE MEU 96


https://aws.amazon.com/about-aws/global-infrastructure/

AWS ASE AAM A ALZ%t 7H0|=

2 L|E{2! AWS Verified Access

DLIEZ2 o oM, 718 U HsE fX|stE Ol 528 £22L|Ct AWS Verified Access. AWS
Verified Access% dAStD, EXM Y Al EDstn, MHS 2 XS X2 FE = UsCi30 ¢

E EL—lE'l [=) _1_‘_I'LE X‘"%ZI-L—“-:I'.

o HMNA 2 -0HEZ|FH 0| HMA S CHE ME HEE HXELICE RFMIEH LI 2 the section
called “Verified-Access 21" EHH 2 R XA,

« AWS CloudTrail— AF& Xt EE= AF&XHE CHAISH0 O|F 04 % SE AWS AHH Izt ofHl
Zix{st X|’d8F Amazon S3 HAICE 21 WS MEELICH o{iH AFXIet AZXHO| MEE
=X AWS, O{FH £ A IP LM ZE0| O|FO{TI=X], X SE0| Y MM =X AlHEE =2
Ch. REMIEH LI 2 the section called “CloudTrail 21" EHHE &

ﬁ
>
E

_'E_ =
ZStAAL.

Verified-Access =1

Zt HM|A @S2 AWS Verified Access W78 £ EE
70| HM| A0 CHE S EB A THAIHEE i—._‘?'j}
Rl& LICE. Verified AccessE 7S AlO|H E ¢ ?lElP

I-J
|k rO JI

22 43t s 208 MEE thed 2 M8l ofF #Lct 2 Cia S F-85t= ol AF8El=E IAM
Hot Ao 2Z0| MHE 2hE5ted™ S Mo Qlojof guct. ZH 2Z Chalol| 2§ IAM HEt2
ASE M A 2Z HEt MMM &Rl = QU&LICE Verified-Access= HMA ZOE HAIH7| <
8 C}2 CHA 2 K| HELICH

- OlO}E CloudWatch 21 21 15
« Amazon S3 H{Z!

« Amazon Data Firehose A& AEZ]

TE

. ABE HMA 22 T

. ABE AN 22 HE

. ABE HMA 20 A EE HgE

. ABE HMA NE HHAEES HASH T HIE ST
- OCSFASE A A0 CHEF HE 0.1 2T of|A|

Verified-Access 271 97



AWS HSE AAM& AEXt7tol=

2 Ato|H E ot AF|0F Z B3 (OCSF) HH 0.12
12 M8ote ME 2= MM OCSFASE! A0 CHer 7 0.1 271 of Ao

= A7|01o|
HM| A0 CH

2|48 2 HE2 OCSF HE 1.0.0-rc.22t Z#HELICH
ol

M EHolst 4= 9l&LICH OCSF % 1.0.0-rc.28 AL 5} =
B 71 1.0.0-rc.2 23 of| Kol M £ 21E = U&LICt.

Mg B2 2Z HEE Yadol=stE{™ ChE MRHE ALSStAA

o

ZE£2 A8%tod 2Z HEE Yasol=stedH

1. oA Amazon VPC 2&2 JLIC} https://console.aws.amazon.com/vpc/.

2. EM Zol| M Verified-Access QIAEA S MEHFIL|CE

3. ™Mt Verified-Access QIAEIAE MEHFHL|CH

4. \Verified-Access QIAEA Z2Z 7 B0l M Verified-Access QIAEIA ZZ M £ S MEHEH |

Ct.

o

AH|I0|E 21 X EELCHR 2 20i M ocsf-1.0.0-rc.2E MEHSHL|CE.
E

6. Verified-Access QIAEA 2 M S MEAFLICT

E M504 2Z HXE dado|l=5t2{T AWS CLI

modify-verified-access-instance-logging-configuration @22 AMSgtL|C}

HEE AN A 27 M

27 Cha g FASHE Of ABEIE 1AM 29 Falol 2Z0| M2 &S oM 5
Lick g Mol 2t 22 I:H”Oﬂ Ho# HEE HOfELIC

0%
[
rok
o
20
(@]
—r
o
o

CloudWatch LogsZ T&sHE A2

« Verified-Access 1A EIA 0] A
ec2:ModifyVerifiedAccessInstancelLoggingConfiguration

22 %8


https://schema.ocsf.io/1.0.0-rc.2/classes/access_activity
https://schema.ocsf.io/1.0.0-rc.2/classes/access_activity
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-verified-access-instance-logging-configuration.html

AWS HSE AAM& AEXt7tol=

« BE 2|AA0|M logs:CreateLogDelivery, logs:DeletelLogDelivery,
logs:GetLogDelivery, logs:ListLogDeliveries, % logs:UpdateLogDelivery

- CH& 23 JF0iA logs:DescribelogGroups, logs:DescribeResourcePolicies, &
logs:PutResourcePolicy

Amazon S32 & 3te{H:
- Verified-Access QIAEIA M
ec2:ModifyVerifiedAccessInstancelLoggingConfiguration

« BE 2|AA0|M logs:CreateLogDelivery, logs:DeletelLogDelivery,
logs:GetLogDelivery, logs:ListLogDeliveries, % logs:UpdateLogDelivery

« O2|1 CHA HHZ0I A s3:GetBucketPolicy & s3:PutBucketPolicy

Firchose2 Hi&5tE B!

- Verified-Access Q1A A0 M
ec2:ModifyVerifiedAccessInstancelLoggingConfiguration

« BE 2|AA0|M firehose:TagDeliveryStream

- DE B|AA0|M iam:CreateServicelLinkedRole

« B E 2|220|M logs:CreateLogDelivery, logs:DeletelLogDelivery,
logs:GetlLogDelivery, logs:ListLogDeliveries, 2 logs:UpdateLogDelivery

LHE
« HMHA 2T M3
o CHA|A 27 H|EAS

23 gdst = HEds 99



AWS ASE AAM A ALZ%t 7H0|=

CHM|A 21 245

Verified-Access 215 & A43}5t04H

>0

ttps://console.aws.amazon.com/vpc/.

1. OollA Amazon VPC 2£ & L|ct
2. EfAM 2of M Verified- O |

3. Verified-Access 1A
4

=
=
Verified-Access QIAEIA 2 Z 1A EH0i| A Verified-Access QIAEIA 2Z A 32 MEHSHL

ccess QIAEIAE MEHSH|CI

5. (M AHE) AE S2X7F EH M2 Co|BHE 230l ZFotc{H ChEE sstAAl2.

a. YdolE 21 HX EECIR SE0{M ocsf-1.0.0-rc.2& MESHLICH
b. AZ| HEIAE T eSS MEASHLICE

>
Rl
to

6. CtS & siLIE st

0
—
o
«Q
w
HU
Al
ot
mjo
h
>
>
to
jul
>
HU

«  Amazon CloudWatc
e Amazon S3Z ™&

o
mjo
fufok
0%
lgj
o
-
1
[l
P sl

i Flrehoseoﬂ 7(-|L'_E % 9:|}|;!A|9_ o ! = LA =]
7. Verified-Access QIAEIA 2Z A £X2 MEHSH |C}
E AN25l0] ASEI HMA B E A5 52{TH AWS CLI

modify-verified-access-instance-logging-configuration W& AIE 3t &A|2.

HMA 2T H|EE35}

Verified-Access QIAEIA Q| HMA 2O AUNEX| HIEMHSHE = USLICH HMA ZOE HIFE M
5t 2 |O|E &= AFEXR7F AFKIE 77 R| 2 CHAbol| Eof *I&LICt.

t2{H

ol

Verified-Access 212 H|& A5}

1. oM Amazon VPC &2 LIC} https://console.aws.amazon.com/vpc/.
2. EM 2ol M Verified-Access QIAEIA S MEHSHL|CT

3. Verified-Access QIAEAA S MEHEFL|CH,

4

=
=
Verified-Access QIAEIA 2 Z A EH0i| A Verified-Access QIAEIA 2Z A 32 MEHSHL

(@)
HU
I
Al
of>
mjo
IH
r
_ITI_

23 g9st = Higds 100


https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-verified-access-instance-logging-configuration.html
https://console.aws.amazon.com/vpc/

AWS ZHEE HAA ALZ%t 7H0|=

EFERS:

MEdEFLICEH

oN
mlo

6. Verified-Access QIAEIA 2

At&stod HEE AMA =8 HIE E3tsteds AWS CLI

modify-verified-access-instance-logging-configuration W& & AFR5HAA|2.

HEE HMA ME| HEAEES &35} = HEAE e )

jo
0%
l?j

9'|_|

ME| NMSR7F ELH AMZ| HEIAEE MEIX O 2 Verified Access 2101 Z &35t
L|Ct. o|= ofZ 2|70l Mof CHEt HMAE o-I%%U-lLP HE St EM2 Holg
24315t data EE ofgio] 2O0AM AME AMAEE &2 5 U&LICH AE| ZHEA

glEl 42 data %EE 2 M™MELIChhull. 20 A2 ZHE =

dotcdH CHS HAE s st AL,

(® Note
Verified-Access 2101 AMZ| ZARHIAEE Z & 5te{H =4 24 ™ ocsf-1.0.0-1c.2E Y
ad|o|=3HoF B LICH CHS ™AIo|Me= o|0| 24 & M8stFictn 7t -gehL|ct O x| 2 4

o
@ A Hif ML 230 SESE HRSFAAR.

LHE

o ME| HEIAE 243

« M| ZHEIAE H|E M|

AE| ZHAEAE 243

F4L£2 A35H0q Verified-Access 2101 AE| ZHAEHIAEE % &H5t2{H

ttps://console.aws.amazon.com/vpc/.

1. oA Amazon VPC 2£ 8 L|Ct ht

2. EFM 3of| A Verified-Access QIAEIA S MEASHL|CE,
3. XXt Verified-Access QIAEIA S MEHSHL|C},
4

Verified-Access QIAEIA 2 Z M EH0J| M Verified-Access QIAEIA 2 M 32 MEHSHL|

5. YOO|E 21 HM EECHE S50 M ocsf-1.0.0-rc.2& MEHEfLICE.
E

A HEIAE S5} cE= HI2HAIS) 101


https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-verified-access-instance-logging-configuration.html
https://console.aws.amazon.com/vpc/

AWS HSE AAM& AEXt7tol=

7. Verified-Access QUAEA 2 M XS MEAFFLICT

Cl22 AI235l0d HAE = HMA 20] Al HEHIAEZ x3H5iE{M AWS CLI

Mz HEAE HIEEE

230 ol Az HAHAEE Z s K| ofondH Chs MR E sdstod ME HHEAEE XHE +
A& LICH

F&£ 8 A235}0q Verified-Access 20 M AE| 74 EE M|Hste{H

-

0l M Amazon VPC &2 QLICt https://console.aws.amazon.com/vpc.
EbA 20j| A Verified-Access QIAEIA S MEHSHL|C}.
Verified-Access QIAEAE MEHTHL|CH

Verified-Access QIAEIA 2Z T4 EH0d| M Verified-Access QIAEIA 2Z A 32 MEHSHL
Ct.

AR HEIAE Z 82 BL|C}.

F
6. Verified-Access QIAEIA 224 1M g MEHEFL|CE.

B W N
Al
A
ro

o

E AM85lod ASE HMA 2Za0M A ZHEIAEE M745H2{T AWS CLI

modify-verified-access-instance-logging-configuration @& & AIE 3§l & A2

OCSFAS T HAM[Aof CHE HZ 0.1 21 oA

CtE2 7|2 2Z OCSF HT 0.12 AH85te ME 2aLCt

« Ch31 Z0| HMA HEHo| FoiE[&LICH OIDC
85104 MA|A Heto| FoiE|A&LICH JAMF

S35t
2 35t0] M A Heto| 20{E|Q& LICH CrowdStrike

OCSFH{Z 0.1 21 oi|A| 102


https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-verified-access-instance-logging-configuration.html
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-verified-access-instance-logging-configuration.html

CtSot 20| AAMA Heto| Fo{=|RA&LICH OIDC

Ol (Ml 21 & 504 M Verified Access= OIDC AI& X} AZE| SZAE S5l =X QIE0 CHEF MM A
E §{8& Lt

-~

"activity": "Access Granted",
"activity_id": "1",
"category_name": "Application Activity",
"category_uid": "8",
"class_name": "Access Logs",
"class_uid": "208001",
"device": {
"ip": "10.2.7.68",
"type": "Unknown",
"type_id": 0
.
"duration": "0.004",
"end_time": "1668580194344",
"time": "1668580194344",
"http_request": {
"http_method": "GET",
"url": {
"hostname": "hello.app.example.com",
"path": "/",
"port": 443,
"scheme": "https",
"text": "https://hello.app.example.com:443/"
.
"user_agent": "python-requests/2.28.1",
"version": "HTTP/1.1"

1,

"http_response": {
"code": 200

I

"identity": {
"authorizations": [

{
"decision": "Allow",
"policy": {
"name": "inline"
}
}
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1,
"idp": {
"name": "user",
"uid": "vatp-09bc4cbce2EXAMPLE"
},
"user": {
"email_addr": "johndoe@example.com",
"name": "Test User Display",
"uid": "johndoee@example.com",
"uuid": "QQubwj481bxTAEXAMPLE"
}
I
"message": "",

"metadata": {
"uid": "Root=1-63748362-6408d24241120b942EXAMPLE",
"logged_time": 1668580281337,

"version": "0.1",
"product": {
"name": "Verified Access",
"vendor_name": "AWS"
}
I
"ref_time": "2022-11-16T06:29:54.3449487",
"proxy": {
"ip": "192.168.34.167",
"port": 443,
"svc_name": "Verified Access",
"uid": "vai-002fa34laeEXAMPLE"
},
"severity": "Informational",
"severity_id": "1",

"src_endpoint": {
"ip": "172.24.57.68",
"port": "48234"

}I

"start_time": "1668580194340",

"status_code": "100",

"status_details": "Access Granted",
"status_id": "1",

"status": "Success",

"type_uid": "20800101",

"type_name": "AccesslLogs: Access Granted",

"unmapped": null
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"activity": "Access Granted",
"activity_id": "1",
"category_name": "Application Activity",
"category_uid": "8",
"class_name": "Access Logs",
"class_uid": "208001",
"device": {

"ip": "10.2.7.68",

"type": "Unknown",

"type_id": 0O,

"uid": "41b07859-4222-4f41-f3b9-97dc1EXAMPLE"
.
"duration": "0.347",
"end_time": "1668804944086",
"time": "1668804944086",
"http_request": {

"http_method": "GET",

"url": {
"hostname": "hello.app.example.com",
Ilpathll: II/II,
"port": 443,
"scheme": "h2",

"text": "https://hello.app.example.com:443/"
I

"user_agent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/107.0.0.0 Safari/537.36",

"version": "HTTP/2.0"
.
"http_response": {
"code": 304
},
"identity": {
"authorizations": [
{

"decision": "Allow",
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"policy": {
"name": "inline"
}
}
1,
"idp": {
"name": "oidc",
"uid": "vatp-9778003bc2EXAMPLE"
},
"user": {
"email_addr": "johndoe@example.com",
"name": "Test User Display",
"uid": "johndoee@example.com",
"uuid": "4f040d0f96becEXAMPLE"
}
I
"message": "",
"metadata": {
"uid": "Root=1-321318ce-6100d340adf4fb29dEXAMPLE",
"logged_time": 1668805278555,
"version": "0.1",
"product": {
"name": "Verified Access",
"vendor_name": "AWS"
}
I
"ref_time": "2022-11-18T20:55:44.086480Z",
"proxy": {
"ip": "10.5.192.96",
"port": 443,
"svc_name": "Verified Access",
"uid": "vai-3598f66575EXAMPLE"
},
"severity": "Informational",
"severity_id": "1",
"src_endpoint": {
"ip": "192.168.20.246",
"port": 61769
},

"start_time": "1668804943739",
"status_code": "100",

"status_details": "Access Granted",
"status_id": "1",
"status": "Success",
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"type_uid": "20800101",
"type_name": "AccesslLogs: Access Granted",
"unmapped": null
}
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"activity": "Access Granted",
"activity_id": "1",
"category_name": "Application Activity",
"category_uid": "8",
"class_name": "Access Logs",
"class_uid": "208001",
"device": {
"ip": "10.2.173.3",
"os": {
"name": "Windows 11",
"type": "Windows",
"type_id": 100

.
"type": "Unknown",
"type_id": O,
"uid": "122978434f65093aee5dfbdcOEXAMPLE",
"hw_info": {
"serial_number": "751432al1-d504-fd5e-010d-5ed11EXAMPLE"
}

},

"duration": "0.028",

"end_time": "1668816620842",

"time": "1668816620842",

"http_request": {
"http_method": "GET",

"url": {
"hostname": "test.app.example.com",
"path": "/",
"port": 443,
"scheme": "h2",

"text": "https://test.app.example.com:443/"
},
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"user_agent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36
(KHTML, 1like Gecko) Chrome/107.0.0.0 Safari/537.36",
"version": "HTTP/2.0"

iy

"http_response": {
"code": 304

iy

"identity": {
"authorizations": [

{
"decision": "Allow",
"policy": {
"name": "inline"
}
}
1,
"idp": {
"name": "oidc",
"uid": "vatp-506d9753f6EXAMPLE"
I
"user": {
"email_addr": "johndoe@example.com",
"name": "Test User Display",
"uid": "johndoe@example.com",
"uuid": "23bb45b16a389EXAMPLE"
}
},
"message": "",

"metadata": {
"uid": "Root=1-cl6c5a65-b641e4056cc6cb@eeEXAMPLE",
"logged_time": 1668816977134,

"version": "0.1",
"product": {
"name": "Verified Access",
"vendor_name": "AWS"
}
},
"ref_time": "2022-11-19T00:10:20.8422957",
"proxy": {
"ip": "192.168.144.62",
"port": 443,
"svc_name": "Verified Access",
"uid": "vai-2f80f37e64EXAMPLE"
I
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"severity": "Informational",
"severity_id": "1",
"src_endpoint": {
"ip": "10.14.173.3",
"port": 55706
.
"start_time": "1668816620814",
"status_code": "100",

"status_details": "Access Granted",
"status_id": "1",
"status": "Success",
"type_uid": "20800101",
"type_name": "AccesslLogs: Access Granted",
"unmapped": null
}
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"activity": "Access Denied",
"activity_id": "2",
"category_name": "Application Activity",
"category_uid": "8",
"class_name": "Access Logs",
"class_uid": "208001",
"device": null,
"duration": "0.0",
"end_time": "1668593568259",
"time": "1668593568259",
"http_request": {
"http_method": "POST",

"url": {
"hostname": "hello.app.example.com",
"path": "/dns-query",
"port": 443,
"scheme": "h2",

"text": "https://hello.app.example.com:443/dns-query"

iy

"user_agent": "Mozilla/5.0 (Windows NT 6.1; WOW64) AppleWebKit/537.36 (KHTML",

"version": "HTTP/2.0"
+
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"http_response": {

"code": 302
},
"identity": null,
"message": "",

"metadata": {
"uid": "Root=1-5cf1lc832-a565309ce2@cc7dafEXAMPLE",
"logged_time": 1668593776720,

"version": "0.1",
"product": {
"name": "Verified Access",
"vendor_name": "AWS"
}
.
"ref_time": "2022-11-16T10:12:48.2597627",
"proxy": {
"ip": "192.168.34.167",
"port": 443,
"svc_name": "Verified Access",
"uid": "vai-108ed7a672EXAMPLE"
},
"severity": "Informational",
"severity_id": "1",

"src_endpoint": {
"ip": "10.7.178.16",
"port": "46246"

}I

"start_time": "1668593568258",

"status_code": "200",

"status_details": "Authentication Denied",
"status_id": "2",

"status": "Failure",

"type_uid": "20800102",

"type_name": "AccesslLogs: Access Denied",

"unmapped": null
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"activity": "Access Denied",
"activity_id": "2",
"category_name": "Application Activity",
"category_uid": "8",
"class_name": "Access Logs",
"class_uid": "208001",
"device": {
"ip": "10.4.133.137",
"type": "Unknown",
"type_id": 0
},
"duration": "0.023",
"end_time": "1668573630978",
"time": "1668573630978",
"http_request": {
"http_method": "GET",

"url": {
"hostname": "hello.app.example.com",
"path": "/",
"port": 443,
"scheme": "h2",

"text": "https://hello.app.example.com:443/"
},
"user_agent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 1@0_15_7)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/107.0.0.0 Safari/537.36",
"version": "HTTP/2.0"

},

"http_response": {
"code": 401

I

"identity": {
"authorizations": [],

"idp": {
"name": "user",
"uid": "vatp-e048b3e@f8EXAMPLE"
I
"user": {
"email_addr": "johndoe@example.com",
"name": "Test User Display",
"uid": "johndoee@example.com",
"uuid": "@el281ad3580aEXAMPLE"
}
},
"message": "",
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"metadata": {
"uid": "Root=1-531a036a-09e95794c7b96aefbEXAMPLE",
"logged_time": 1668573773753,
"version": "0.1",
"product": {
"name": "Verified Access",
"vendor_name": "AWS"

},
"ref_time": "2022-11-16T04:40:30.9787327",
"proxy": {

"ip": "3.223.34.167",

"port": 443,

"svc_name": "Verified Access",

"uid": "vai-021d5eaed2EXAMPLE"
.
"severity": "Informational",
"severity_id": "1",
"src_endpoint": {

"ip": "10.4.133.137",

"port": "31746"
.
"start_time": "1668573630955",
"status_code": "300",
"status_details": "Authorization Denied",
"status_id": "2",
"status": "Failure",
"type_uid": "20800102",
"type_name": "AccesslLogs: Access Denied",
"unmapped": null
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{
"activity": "Unknown",
"activity_id": "@",
"category_name": "Application Activity",

"category_uid": "8",
"class_name": "Access Logs",
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"class_uid": "208001",
"device": null,
"duration": "0.004",
"end_time": "1668580207898",
"time": "1668580207898",
"http_request": {
"http_method": "GET",
"url": {
"hostname": "hello.app.example.com",
"path": "/",
"port": 443,
"scheme": "https",
"text": "https://hello.app.example.com:443/"
I
"user_agent": "python-requests/2.28.1",
"version": "HTTP/1.1"

},

"http_response": {
"code": 200

I

"identity": null,

"message": "",

"metadata": {
"uid": "Root=1-435eb955-6b5ald529343f5adaEXAMPLE",
"logged_time": 1668580579147,

"version": "0.1",
"product": {
"name": "Verified Access",
"vendor_name": "AWS"
}
},
"ref_time": "2022-11-16T06:30:07.8983447",
"proxy": {
"ip": "10.1.34.167",
"port": 443,
"svc_name": "Verified Access",
"uid": "vai-6c32b53b3cEXAMPLE"
I
"severity": "Informational",
"severity_id": "1",

"src_endpoint": {

ip": "172.28.57.68",
"port": "47220"

iy
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"start_time": "1668580207893",
"status_code": "000",

"status_details": "Unknown",
"status_id": "0@",

"status": "Unknown",

"type_uid": "20800100",
"type_name": "AccesslLogs: Unknown",

"unmapped": null

OCSFASEl M0 CHEF EHT 1.0.0-rc.2 22 oA

CtE2 24 HT 1.0.0-rc.2E A8t ME 2I2lLICt OCSF

LHE
« M| HEAET ZEE KM A HEF F0d
- LIE| HHAETL YErE A& HEF 504

{
"activity_name": "Access Grant",
"activity_id": "1",
"actor": {
"authorizations": [{
"decision": "Allow",
"policy": {
"name": "inline"
}
1,
"idp": {
"name": "user",
"uid": "vatp-09bc4cbce2EXAMPLE"
.
"invoked_by": "",
"process": {3},
"user": {
"email_addr": "johndoe@example.com",
"name": "Test User Display",
"uid": "johndoee@example.com",

"uuid": "QQubwj481bxTAEXAMPLE"
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}I

"session": {}

},

"category_name": "Audit Activity",
"category_uid": "3",

"class_name": "Access Activity",

"class_uid": "3006",
"device": {
"ip": "10.2.7.68",
"type": "Unknown",
"type_id": 0
I
"duration": "0.004",
"end_time": "1668580194344",
"time": "1668580194344",
"http_request": {
"http_method": "GET",

"url": {
"hostname": "hello.app.example.com",
"path": "/",
"port": 443,

"scheme": "https",

"text": "https://hello.app.example.com:443/"
I
"user_agent": "python-requests/2.28.1",
"version": "HTTP/1.1"

},
"http_response": {
"code": 200

I
Ilmessagell: IIII’

"metadata": {
"uid": "Root=1-63748362-6408d24241120b942EXAMPLE",
"logged_time": 1668580281337,

"version": "1.0.0-xrc.2",
"product": {
"name": "Verified Access",
"vendor_name": "AWS"
}
I
"ref_time": "2022-11-16T06:29:54.3449487",
"proxy": {
"ip": "192.168.34.167",
"port": 443,
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"svc_name": "Verified Access",
"uid": "vai-002fa34laeEXAMPLE"
},
"severity": "Informational",
"severity_id": "1",
"src_endpoint": {
"ip": "172.24.57.68",
"port": "48234"
},
"start_time": "1668580194340",
"status_code": "100",

"status_detail": "Access Granted",
"status_id": "1",
"status": "Success",
"type_uid": "300601",
"type_name": "Access Activity: Access Grant",
"data": {
"context": {
"oidc": {
"family_name": "Last",
"zoneinfo": "America/Los_Angeles",

"exp": 1670631145,
"middle_name": "Middle",
"given_name": "First",
"email_verified": true,
"name": "Test User Display",
"updated_at": 1666305953,
"preferred_username": "johndoe-user@test.com",
"profile": "http://www.example.com",
"locale": "US",
"nickname": "Tester",
"email": "johndoe-user@test.com"
},
"http_request": {
"x_forwarded_for": "1.1.1.1,2.2.2.2",
"http_method": "GET",
"user_agent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/107.0.0.0 Safari/537.36",
"port": "80",
"hostname": "hostname.net"
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"activity_name": "Access Grant",
"activity_id": "1",
"actor": {

"authorizations": [{
"decision": "Allow",
"policy": {

"name": "inline"

1,
"idp": {
"name": "user",
"uid": "vatp-09bc4cbce2EXAMPLE"
b
"invoked_by": "",
"process": {3},
"user": {
"email_addr": "johndoe@example.com",
"name": "Test User Display",
"uid": "johndoeeexample.com",
"uuid": "@Ou6bwj481bxTAEXAMPLE"
b
"session": {}
b
"category_name": "Audit Activity",
"category_uid": "3",
"class_name": "Access Activity",
"class_uid": "3006",
"device": {
"ip": "10.2.7.68",
"type": "Unknown",
"type_id": 0
},
"duration": "0.004",
"end_time": "1668580194344",
"time": "1668580194344",
"http_request": {
"http_method": "GET",
"url": {
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"hostname": "hello.app.example.com",
Ilpathll: Il/ll’
"port": 443,

"scheme": "https",

"text": "https://hello.app.example.com:443/"
I
"user_agent": "python-requests/2.28.1",
"version": "HTTP/1.1"

},
"http_response": {
"code": 200

I
Ilmessagell: IIII’

"metadata": {
"uid": "Root=1-63748362-6408d24241120b942EXAMPLE",
"logged_time": 1668580281337,

"version": "1.0.0-xrc.2",
"product": {
"name": "Verified Access",
"vendor_name": "AWS"
}
I
"ref_time": "2022-11-16T06:29:54.3449487",
"proxy": {
"ip": "192.168.34.167",
"port": 443,
"svc_name": "Verified Access",
"uid": "vai-002fa34laeEXAMPLE"
},
"severity": "Informational",
"severity_id": "1",

"src_endpoint": {
"ip": "172.24.57.68",
"port": "48234"
},
"start_time": "1668580194340",
"status_code": "100",
"status_detail": "Access Granted",
"status_id": "1",
"status": "Success",
"type_uid": "300601",
"type_name": "Access Activity: Access Grant",
"data": null
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"eventVersion": "1.08",

"userIdentity": {
"type": "IAMUser",
"principalId": "AIDAIKK4O0OINJWEXAMPLE: jdoe",
"arn": "arn:aws:iam::123456789012:user/jdoe",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "jdoe"
I
"eventTime": "2022-11-18T20:44:0472",
"eventSource": "ec2.amazonaws.com",
"eventName": "CreateVerifiedAccessInstance",
"awsRegion": "us-west-2",
"sourceIPAddress": "198.51.100.1",
"userAgent": "console.amazonaws.com",

"requestParameters": {
"CreateVerifiedAccessInstanceRequest": {

"Description": ,
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"ClientToken": "85893ble-49f6-4d24-97de-280c664edflb"

},
"responseElements": {
"CreateVerifiedAccessInstanceResponse": {
"verifiedAccessInstance": {
"creationTime": "2022-11-18T20:44:04",
"description": "",

"verifiedAccessInstanceId": "vai-0d79d91875542c549",

"verifiedAccessTrustProviderSet": ""

+
"requestId": "2eael95d-6bfd-46d7-b46e-a68cb791ded9"

I

"requestID": "2eael95d-6bfd-46d7-b46e-a68cb791de@9",
"eventID": "297d6529-1144-40f6-abf8-3a76f18d88f0",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",
"eventCategory": "Management"
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