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aws route53 change-resource-record-sets --hosted-zone-id hosted-zone-id-for-your-
service-domain --change-batch file://~/Desktop/change-set.json
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"Comment": "my-service-domain.com alias",
"Changes": [
{
"Action": "CREATE",
"ResourceRecordSet": {
"Name": "my-custom-domain-name.com",
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"Type": "alias-record-type",

"AliasTarget": {
"HostedZoneIld": "hosted-zone-id-for-your-service-domain",
"DNSName": "lattice-generated-domain-name",
"EvaluateTargetHealth": true

VPC Lattice& AHA| 1B M 71X 27[(BYOC)

HTTPS REE AMelsttd™ AAEX X =HIQl 0| & M 3st7| Toll AWS Certificate Manager
(ACM) ol ‘|SSL/TLS RIEME ZHIsHok LIt o] eIZMol= MH[A LS| AEXL XM =M@l o|F 2

URIStE SAN(F A CHAl O|F) E== CN(H et 0F)0l Rlofok BfLICE SANO| A= B2 SAN S50 A
OF AR E=0| A= K| 2 UELICE SANO| 9= E< CNoM x| Z 50| JU=X| F gLt

VPC Lattice'= SNI(ME 0|2 EANE AF23t04 HTTPS RMS #{2/FLICH DNS= AFEAF X1 T
Q1 0|8 2 o] EMIQI O|E T} LXIStE CIBAME 7|H2 2 HTTPS Q™ E VPC Lattice MHIAR B}
2lgtLict =Ml o|& o CHEt SSL/TLS 215 MHE ACMOUM LESHHLF ACMLE 7K 28{H AWS
Certificate Manager At& AEMO| QIS M &3 2 #E| Y IEM 7H XML 78 HAESHAM L. ACMO| A
A&l QIZEME AL 7IK{2 £ QIE B2 VPC Latticed| A A8t =HQI 0|21 QLIBME AIS
StMI2.

VPC Lattice= MH|AE stLES| AF A} X|& QIZ MBF s{&rLch 2Lt
X X[H TH Q! oded 7Holl AL E £ &LCH

Lattice MH|A0| SLEt QLIBMHE MEE = U&

>

X XH QUBSMHE Al
2 MMst = VPC

0
H1
=2
o
o
I
|0

ACM Z2£2 At85t0{ QIZEME 28 QIS ME &1 Q15 M IDE MEFLICH 23 Bla20iA 31
2IF MLt 4ZAE! VPC Lattice A‘II:II £ EQlsifor gLt

Mgt Atg 2 e A g

Mol SAN(FA| CHA| O|8) EE= CN(YEH 0|E)0lM B +ZF 2
olo| eted=ztE & grlch AF8 A XI'd =M@l O|F parking.example.come
2 MHIAE MMHED 18 QS AE SAN *.example.comlt 1ZESIE BREZ E £
A&LICH parking.example.comoOi CHE 2% 0| £0{2 VPC Lattice= SANS apex &
M@l example.comO| = 2E EHQ! O|F 0 LXIAIZLICH 3HXIBH AFS R XI7HE = M2

« VPC Lattice= 4Z =l 2l
21 K|

0 o oM
oIcO

BYOC 30


https://docs.aws.amazon.com/acm/latest/userguide/gs.html
https://docs.aws.amazon.com/acm/latest/userguide/import-certificate.html

Amazon VPC Lattice INT=IY A To] =]

parking.different.example.comO| ! @15 A0 SAN *.example.comO| U&= ARolE=
20| AujErLct.

+ VPC Latticee Bt =& 9| o
o| &t THRICZ B AFBE £ Qo

SANO| * ,example.com@! B parking.*.example.co

I
1o

 VPC Lattice= =HIQ! O|EF stLto| A U=FIEE X|BILICH &, *. * . example.com2 R &5}
X| et&LICH REMIBH LI 2 AWS Certificate Manager AFE MEMOIM 201 IS M 2 S H X5

O - L-_O (=]
Ne.

« VPC Lattice= 2048H|E RSA 7|7} Q1= QI& Mot x| ghL|ct.
« ACM2| SSL/TLS QIZ ME 94Z35t24= VPC Lattice MH|A 2 S8t 2|&of Qlo{ofF gHL|Ct.

ol

—

Mol ZglolHl 7| E S

Ol

ACME At83t04 SSL/TLS QIBME &8t ACME HE2)/ZEt0|2 7| Ho{& MHFLICH QI A
E 71X 7| HoE ddELIch HE2! 7= S Mel 487t Eulch Zetol8! 7|1§ eHH5HAl X
&5t7| {5 ACM2 & AWS KMS aws/acm@! KMS 7| AH&3t04 &£ CHE 7|18 MAdErL|ct AWS
KMS 0| 7|& At&35to{ QB Ae| 71l 7| & ¢ =3t

8 MH Mol A AWS Certificate Manager2| Ci|O|E]

REMIEH LI 2 AWS Certificate Manager At

7|8
gich,
28 HEFML.

VPC Lattice= Bt HM|AE £ Q= MH|AQI AWS TLS Y128 #E|IRHE AFE 5104 AWS MH|AQIS M
ol 712l 7|& B &5t AL ELICH ACM 2185 ME A8 3504 VPC Lattice MH|AE Mg M VPC
Lattice= QB AE TLS H4Z #E|Xtet o2& LICH AWS O|E 25 &2l 7|0l CHEF T Fo{E M
MBtLICH AWS KMS AWS 0| &2 3l TLS o142 #ElRtE O_Ii.‘HOI 7Rl AWS KMS 7|E S5 3t
= O AM8E = UA&LICH TLS ¢ ZElxts 218 Mot S EI(YE RIAE) Ztol8! 7|& AF85Hod
VPC Lattice MH|A 9| 22I0|HEQ} H ot ¢4 724( SL/TLS MIH)% HErLc QIS M7t S AH[IA0
M 12 SHAE/™ HEH 2047t AAE B | LICk KEAIBH LI 2 AWS Key Management Service 7Hgt
At OFLHAM | HEH 048 FHAETIAML.

Pl

AMEt HEE XHE S Y FZRSHMIR.

ok
Ko
fjo
k]

MH[A AFA

VPC Lattice AMH|AE AMA|5tE{HH HA MH|A HERXI I MH|ALS| 2E A4S AMA|SHOF B LICH M
HIAE ATK|5HHE BlAA HAM OIFE HA glAL, BlA #E] HAMA 2T 5 5 MHH|AQF BEE
OE BAAE AXNELIC

Pls Mol Zzloldl 7| 25 31


https://docs.aws.amazon.com/acm/latest/userguide/gs-acm-request-public.html#request-public-console
https://docs.aws.amazon.com/acm/latest/userguide/data-protection.html
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html

Amazon VPC Lattice INT=IY A To] =]

HFHq

ZEE M8dto] ZE|AE AASHE YWY

rr

https://console.aws.amazon.com/vpc/0l A Amazon VPC &2 0M(L2.
Ef M Z 9| VPC Lattice0ll A AMHIAE MEAFHLICE,
MH|A HH[O|X|o| A AtK|StEd= MH|AE B4 EF CF
QI HIAIX[ZF LEEFLEHE AT E B4 EFLICEH

i)

A, MH|& A& MEdEFLICE

0N~

£ AE3tod MH[AE A X|stE{H AWS CLI

delete-service HHEE AL ErLICT

MH|A AR 32


https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/vpc-lattice/delete-service.html

Amazon VPC Lattice INT=IY A To] =]

VPC Latticel| CHAF O &

VPC Lattice CH4 I &2 OEE/A|0|MH EE= MHIAE A™st= CHA E= HAFE 2loA0 2SR
Cl. CHA 2 EC2 QIAEA P =4 Lambda &4, Application Load Balancer 5t &= Kubernetes £ = &l
T d&Lct 7|E M| CHA &0l AZAE =T U&LICH VPC Lattice0ll A KubernetesE AF2 &t

A
A8
2 eioll CHEH REAMIEH LIS S AWS HOI=9I0| AP ZIE S| ALS MBME FESHML.

Zt CHA D52 stLE O|& 0| SEE CHM | e EIREstE Ol AFZELICH 2lA 738 HdE
I CH& 28 L ZZHE RIHELICH 72 ZZH0| EFL|H SHE S iy 2Ec 2 Eef=lo| MY EIL
22 F

_____
________

=L Target group 1
Rules T

Service . LT j:}

Target group 2

CHA 18 71222 MulA0| CHEH A6 201 AHS HOlFLICH CHY 1B S BHE7HL} LIS WX g
I KHEQISHK] b Ol 2t CHY T2 7| Al 201 TS ASELICH BlAL
M 82 RIS £, MulAs Oy 280 S

[= 2|
MHIAE S Bz SSEE Y2z ¥ et EELIch
a

il o
r
H 4
ok 1M
jmi
0z
1o
0z
I
My o
A
b
1
|0
Hu
H
r
m
o
o
r
[ul

MH|A 2|ALo]| cHet 7
gruct

oM CHe 252 XIGstedH Ciy 25 0] AMH|A2H SUe Aol 2{o{ot

Bl

VPC Lattice CH4 1 & Elastic Load Balancingdl M M3 3te CHA 2 &1 HI5HK|2F MZ HERHAM

AMEE = gigLIth

g

« VPC Lattice CH& O & M

« VPC Lattice CH& 2 E0i| CHe S5

« VPC Lattice CH& 2 F0i| CHat 4E] £ 2l

. 2R Ty

33


https://www.gateway-api-controller.eks.aws.dev/

Amazon VPC Lattice INT=IY A To] =]

jmi

>
30
(i

+ VPC Lattice@| HTTP CH4t

« VPC Lattice0ll A CHAN© 2 A Lambda & %

« VPC Lattice 2| CH 42! Application Load Balancer
« IZEE HH

« VPC Lattice CHaf &0 CHet EHT

« VPC CHE|A CHA O & AMA|

VPC Lattice CHA & MM

CHA D 8ol CHA S SEELICH 71X Z VPC Lattice MHIAE CHA &0l CHEH X|Het Z2EE
I ZE HSE ME501 SEE YR Q¥E MEFLICL £ e 250 4 tHdS SSE
O| ZEE MHO|E = JU&LICH

CHY JEo| o2 EEfEE et st 2lAL e 2laLof CHEt =8 MAE i 2hedol| of

H FMIBH ME = VPC Lattice MH|IAE |8t 2lA L 728 FESAML. 08 2
|E = UXR[EH o248 ElAL = S Y8 MH|A0] S3Hok LI CH
tS5tedH CHef 20| CHE MHIA8SE ElALOMIM A KD UK i

38 A‘IHI/\ oF &7
x| = elstiof gf L.

Ql&LICt AFMIBt ME &= VPC Lattice CHA 1
M. CHA 2ol CHEr MEf &0l Mg BAs £ USLICH RIMIE HEE
a d|

=01 Cier JEf =0lS R EStA

HMEXI Y T EAM CHE S FIHSHAHLE A ME =
ol CHA E22 =

o o1 = iﬂ
VPC Lattice CHA

-

https://console.aws.amazon.com/vpc/0il M Amazon VPC 2£&2 04M[2.

£t 20| VPC Lattice0ll M CHA 282 ME{FFLICH

w0 DN
[
=
>.
L

Y 28 44 34


https://console.aws.amazon.com/vpc/

AR 7H0|E

Amazon VPC Lattice

Lo
ol

Application Load BalancerE CH& 22 S5 5+24%4 Application Load Balancer

-
1o

of CH

=
=

o]
|CH 32K}040F

I3

a

F

<0

CH

tAL B =

2 AIES

=L

5t 0|

St

5l oF

tH, @At = S0 &

o

St &

&Lt

Z2EZ2 HTTPSO|Z

Hatod CH& 2 IPv6

ME
—

F7HLE IPv6E M

)

=
=

o

LICE.

St
=

of At

ol

s

FL|CtH

EHS
==

al

8. VPCO{ M Virtual Private Cloud(VPC)& #

2 HTTP1 &Lt

7k
HA

of CHst

=
=

LIC} RtMI8t HE = VPC Lattice CHAF 1

F

MRI2 AX{S
=2=O0FE T oH

=
[

RloiMq o et 7|

F

0. el &

1

the section called “VPC Lattice

=
[

e HE

Lambda O|HIE T & HTI0|M HES MEIFFLICH KHA

MHIA0AM O[HIE #=4"E HZ

11.

M.

—r
o

ol
E:

tD Ef 7|eF Ef

MEHS

al

7t

24 e

)

12. (M= ALE) B E F=7¢

LICE.

14. THef SFo|M o BAHIE ALF 7L ChE3t 2ol o

35

0
Z0
L

-+

<0



Amazon VPC Lattice INT=IY A To] =]

c. OfZfolM EF B2 Ho=z Z&E MESHAR.

- Oy R0l Lambda &0l B Lambda &8 MEAFLICI Lambda & & Md5te{H™
M Lambda &= MMS MEHSFLICE

- [CHe R=0| Application Load Balancer?! &< Application Load Balancerg &g L|C}.
Application Load Balancerg 4443524 Application Load Balancer 4432 MEHEHLIC,

15. CH 28 448 o=igct
£ Abg5tod L4 182 BHE 248 AWS CLI

create-target-groupBEE ALE 5104 CH& O F 2 M35t 1 register-targets BE2 AIESI0{ CHA 2 F
7berLct.

Ll

OH
o
x
i

A
& odxtE SR/ VPCOIM VPC Lattice L& I &8 e &= J&LICH S| HEY M= CHE #2[0]
M Eu
- Zl&al], i 38, e & VPC Lattice MH|AL| 2E FE S SUEH AHoiM d-gstiok gLCt.
L o

VPC Lattice AMHIA ARRTF AR £ xr o ZRetE Me u'ow MME 4 Qe

o
« VPC A8QXIEHVPCE MH|A L |E—?—JHQP e = &LICH MY
Of 2 04A} ElAAE MH|A HERF 2 ¢IZE MHH|AM 2HE 2 # &'sLIEL oMIDJ #E|RHE

Hot 35, HERI ACL E= 215 HHE AHE5t04 0|8 YX|E + &L

|?
ﬁ
Y
lu
Lq
R
rﬂ
OH
=
<
U
O

VPC Latticel| &5 7ts8t 2|A A0 CHEF REAIEH LI 2 VPC Lattice 2|lAA S5 MME & XM L.

MElAE SHolIE0) CHa B ROl i8S 5t MAXo2 SSE Cf4 Ztol £4 ERjTE &
So= SaEfLICh Lt ol4ol T4t aBof 2t A g S2F 4 et

EENETY 36


https://docs.aws.amazon.com/cli/latest/reference/vpc-lattice/create-target-group.html
https://docs.aws.amazon.com/cli/latest/reference/vpc-lattice/register-targets.html

Amazon VPC Lattice INT=IY A To] =]
o E 2|7 o|Mof| CHet LT 7t &7t5tH O|E AME|st7| fIsl stLt ol el Ciaf 2&Eo| F7HCHAEE S5
g+ UELICH MH|AE S8 T2 MA7 222D Ol 0| =7| 4Ef &0lg SotstAtOAt M2 S5
=l CHA& ol CHEt 2t RS ™S AIRFEFLICEH

OH%EIﬂIOWOﬂ CHet 277+ Z A st 7L O

A2 MuIASHOF sHe R0l CHY 2B0M Y 55
HAY & AU 4 E S5 Hastel Y

A E0i|M M 7AE X2 EH”Oil JF¥E Olxlxl=
LY ceES SXIFULLH T 2 %o 2=

& &S ChA| AIRE |7t 2| o 250

T AR HEH =

LII:L S20| FAEE SA MHAETL
77t K| S CHAFS DRAINING M EHE %XIEH—I

CHY S CHA| S5 & + A&LIH

o>
|0
Hu
|_| _

CHe 250l oy foll et oY CHe &0l CHe S SSote Yol ZYELICH RME SE=
CleY 82 §ZstAL.

CtS 2& HALE AFE5to CHe 2 SE5t7Lt S& FAFLICH EEBF AWS CLIS| register-targets 2

LHS
- JAHA DR CHY S5 = S5 Fo
- PELZ Y S5 E= S5 F|4

« Lambda &+ S§ E= S5 F4&

- Application Load Balancer 5§ == S8 A

QIAHA IDEOY ST E= 85 Fa

CHA QIARIA E CHA 2 Eof CHEH X|& S Virtual Private Cloud(VPC)0dl QJ0{0F &fL|C} =8t QIAEA
E SE& mj AAEAT} running AEjO{0F B LICE

CIARIA IDE 4 E SSote 89 LE 27Ul MHIAE A8E = JGLICH 2LE 27U
CHat 252 At s 280| HE LM 2E AFUZ M AlZHE QIAEATL CHE O &0l RIS
Sz SEELICL 2E AA LT CHe TS 2EIstH QABHATI Y OB AIS2E S5

F|IAEILICH REMIEH LI 2 Amazon EC2 Auto Scaling AFHE M M0{| A VPC Lattice CHAN 2 & 1} &7
RE A7|UZoR EFfE 2IREE FXSML

ZE2 ME5t0{ QAEA IDHE CHHYE 55 T= S5 FAse YW

-

https://console.aws.amazon.com/vpc/Hl A Amazon VPC 2£ 2 04M|2.
=f A 20| VPC Lattice0l M CH& O &S MEELICH
3. O OE2| 0|2 MEISo| MR HE Ho|X|E &LCt.

N

QUARIA D 37


https://docs.aws.amazon.com/cli/latest/reference/vpc-lattice/register-targets.html
https://docs.aws.amazon.com/cli/latest/reference/vpc-lattice/deregister-targets.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/ec2-auto-scaling-vpc-lattice.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/ec2-auto-scaling-vpc-lattice.html
https://console.aws.amazon.com/vpc/

AR 7H0|E

Amazon VPC Lattice

o
i
<l
i
<l
ol

<
K-
M
Ljo
14
Hr
Ljo

-

<0

4
K-

FVPCO| CHE AMH|

ols
= -

LICt &

FVPC MEY0| M 7442t oF &

off CHsH X|ZHE!

=2
=

CH& 1

Mr
Lo

A4

1ol
Jlo

Lo
J

J.
i}

-,

10
A

—r
[ITe)

.Al._
__A—I
mr
Lo
A
u

Mr
o
ol
%0

https://console.aws.amazon.com/vpc/0l A Amazon VPC &2 0{MI2.

1.

2.

H k0| VPC Lattice 0| A CH

EFA
[= Rty

tod MF HE m|o|X|§ JLIct.

Meys

[=)
EA

i

Ljo
i

Oju

o

<0

ol
K

ol

=0l & O]

F

=1
=

Lambda

&L|C} Lambda & $9o| 52

LICt CHef 1

of B+ Lambda

=2
=

CHAF O

2| &
CHAL AH CH

1

o
__o_l
od
.Al._
K
ol

o
A

At
(=]

=3
—

a2 b

F Lambda

off CHE!

£
=

F

=
=

Ol QAHO|HTTP 5XX 59t &7 Almf

&Lt

=
=

E2 ddsts Dol

—'_

|_|
1

-t

10
J

—
[ITe)

.Al._
Kt
Hr
ujo
1

C
4

AE =
TE &5

5t
(=]

5t04 Lambda

AN O
2E£2 M8

https://console.aws.amazon.com/vpc/0l M Amazon VPC 2&2 04M(2.

1.

2.

H 2k O| VPC Lattice 0| A CH

El Al
=

o M5 HE& Ho|X|§ HLCt.

My

o
EA

o

38


https://console.aws.amazon.com/vpc/
https://console.aws.amazon.com/vpc/

Amazon VPC Lattice INT=IY A To] =]

5. SSE Lambda B47H S B2 ThY S5 MYBLICH Lambda B4 8 M3t OHS THY S
R
6. Lambda 340 S22 FA{H S8 2|48 HYBLICH 2Ol HAIX|7 LIEHLIH confirmS

Application Load Balancer 8§ £ = &8 F[4

lication Load Balancer& S&& s U&LICH EciEE 2E WMol H 0|
AR ZE WHHMO| SEEE FAH £ USLICH ZEE YWHMO| S5 F A
HO|HTTP 5XX 272t &7 AlufgfL|ct. e T &0 Cigt Application Load

=
IM O 38 ddsts Aol o E&LCH

H I
i
sl
e
>
o
©

o
L
Q
S
o
@
1]
o
-+
rr
a
>

2 £ 2 A830q Application Load Balancer& SE3t7LI S5 F|ASte WY

—

https://console.aws.amazon.com/vpc/0l M Amazon VPC &2 0{MI2.

2. EFM &9|VPC Latticedll M CHA 2 &S ME4EHLICH

3. CH& OEQol O|§2 MEHSto MIE HE HO|X|E LICt
4. CHa RS MEAELICH

5. S8EA

pplication Load Balancer?t gi= A< CHe S5 MEHEILICE Application Load
EHS

BalancerE MEHSI T CHA SES MEH

= =]
6. Application Load Balancer2| S&& F|A5tci™MH S5 FAE MEAELICH 2 Q| HA|X[7} LIEFLE

™M confirme =% OIS S5 FAE MEMELICE

VPC Lattice CH&F 1501 CHE 2FEH =€

MHlAS SEE HiMoR @88 F7|IMo= Hastol AEIE HQILICH o8t HIAEE b2 &
ef 2rololztn gLict

7} VPC Lattice MHIAE &4t AlEjO| LA O 20 @M S B EIB LICH ZZho| MHIAE CHAO| 55
I ChA T Soil CHEH AlEH 20l Adalg AL stod 2t CHAtol AEHE SOIstLic CHAtO| SR Fols
AEf Eolg STisiorat TA AEIR ZHEEILICH ZH2ho] AR Eolo| RHR &l T Lip MH|AS Abef &
olg s MuE oA ZR LI

At g 2 mEq Abe

. Ci¥ 12 Z2E2 Bl HTTP1Q! 2 Aef #olo| 7|gxo= FAsELID

Application Load Balancer 39


https://console.aws.amazon.com/vpc/

Amazon VPC Lattice MNEX 70|=

- O I8 Z2E 2 HTOIHTTP22! B2 dEi &2 7IEMez #Ystelx| &Lict shRIEh &
E EQlg &dststn ZEEZE HHE HTTP1 EE= HTTP2E S22 MEE =+ JU&LCh

- B HRI2 gRPCOY O& Z2EE HUE XIMEIX| ef&LICH ot X|2F &l Ef & elg &d3tst=
2 SEf HQ Z2 EZ HTES HTTP1 L= HTTP2Z X|'dsHof ELiCt

« &E Q2 Lambda CHY 25 XIstx| gt&LICH

- AEf 2 Q12 Application Load Balancer CH&t 21 &2 XI5 X| £ &LICH 3t X|Bt Elastic Load

Balancing2 AF& 35104 Application Load Balancer2| CHAM 01| CHEF & E & Q12 & M358 &~ Q&L|C.
KEMIBE L& 2 Application Load Balancer AHE AEMOM CHA T & MEHE XML,

AME| &l MY
CHS Zof MHE CHE CHY TS| cHalof CHEr M Ef EQlE T HELICEH HIO|8o| AR L= A 0]
E2 APIO| AI2E|= O|EQILICE O] MHIAE XIHE ZE Z2EZE U Z BZE AE2510{ SEE
Zt CHAboi| HealthCheckiIntervalSeconds1Z=0ICH A Ef Q1 @3S HHHLICH ZF A'Ef ol o2 S&]
Mo|H ZtE A 7+ S XIS ELICH ChHato| 8E st O ZEl= AlZh2 CFS 2Ef =2l - 9|
ZHol F&2 O|xIX| et&LICt A4 El #210| UnhealthyThresholdCount®i<s AlTHE F et Z< AMH|
AE CHAE MH|A SEAIZILICH ME Q19| HealthyThresholdCount®ds A& 348 0451 A
HIAE CHA S CHA| MH|A AE 2 MEHEFLICH.
A A
HealthCheckProtocol CHAMOI| CHEF A EH &Folg &S ] MH|ATE AF
25t TEEZQLICE HTTP, HTTPS 59| =
EEEZ0|o7|of SHEEL|IC HTTP ZT2E £ 0|
7|8 M-kt
HealthCheckPort CHAMO| CHEH A EH & Rlg 8E m MH|ATE AL
5t= EEQILICH ZF CHaH o] MH|AO0M EEf
ZE £ASlE ZEE MSSIEE 7|8 ML
o JA&LICt
HealthCheckPath CHAMOi| CHEF &FEH 2f 012 I8 CHAMILICE

T2 E 2 0| HTTP1 £ HTTP2R! 2 &
& 8t URI(/path?query)E & Z5HML. 7|27
/L.

rIo

40

0
pul
Ju
o
nx
0x


https://docs.aws.amazon.com/elasticloadbalancing/latest/application/target-group-health.html

Amazon VPC Lattice

A&
= O

HealthCheckTimeoutSeconds

HealthChecklntervalSeconds

HealthyThresholdCount

UnhealthyThresholdCount

Matcher

MO
= O
A 20l MIHE o|njsts CHY 2 RE] ST
0l g 7IZHE B LIch Bl 1~120%

=
QlL|Ct. CHAF ©230| INSTANCE E= IPQI 7B
(0]

30| PRl F< 7|42 30
Feulch ol ¥ T|gdtez MY stedH

i

N ok ox
e ox
i
e
o

A
o
o
I°
r

Mo 40 pe
 Mr o od
A
o 11 1o
i)
0z 0x
jugyel
LAl
O ox
> 10
o
e T
4> M
o o
r N
o
oA

0E

i

E_\'l_

|0

u

P

nx 2

AN

Sty

o T

o X

e o

S Moo

o & 0

o B

02 o

ok

C ©

Aniy
o

ZIQ 3t o

A Lok HelE 2~10

> T
NP A
o Je 0%

O 0z

L}
b
X
+H
ol
N
S
Ral
Ml

(AN
Q'I_l
o
.
e
o
mjo
>

T 1O 1o
1
N T

[0 lob 1y &3
Hu © 1% ox

Pl
>
o X -~ O
o
0lo
I
0x
OH
o
bk
o
ok
o >

In oz
° 10
T |u

I

Ly I

ZE2EZ HMO|HTTP1 = HTTP2,Q! &

Q 7hs8h 22 200~499LICt. Zt Hl(odl:
"200-299")0{A{ 042 Zk(0dl: "200,202") 2 X|% &
= J&Lct 71242 200 LCt

gRPCS HEf 2ol Z2 £ 2 T2 3| x|

ElX| ef&LICh JeLt i I8 Z2EE HA
O gRPCQI B ¢Ef &2l FHo|M HTTP1 &
S HTTP2 Z2EZ K S XIEE £ l&LICh

0z

pul
Ju
ro
nx
0x

41



Amazon VPC Lattice INT=IY A To] =]

CHefof &fEl el

1. https://console.aws.amazon.com/vpc/0l A Amazon VPC £ 04M[2.

2. EMEOIVPC Lattlceoﬂkl CHe 258 =g

3. CHY OE2°| 0| MEISIo ME HE 1 0|X|E L|Ct.

4. CHaf EHoilA MEH U2 Zt et ol AEfE LIEHHLICH &EH7F Healthy 0[2|2] 242 BRol= &
El M2 EE o RtMIEt 27t ZeHE LCt.

CHSE AtEshod T o JENE = QlstedE AWS CLI

list-targets WH S AL LICE O BRIl &34 stHoi|= CHA o Ef AHO| ZEELICt o Ef7t
Healthy 0|2[9| 2tQl Aoz &3 3tH|E At =7+ Z&HELICH

HIE S cHefol CHEr oMY 2 EE Hra{™

2
o
ob
>
Rl

CloudWatch ZE £ AF235104 Lambda & 32 A|ZH5l04 H|AAF CHAMO]| CHEE M|E MEE

https://console.aws.amazon.com/vpc/0l A Amazon VPC &2 0{MI2.
Ef A 30| VPC Lattice0ll A CH& O &S MEHEFLICH
CH& 2§92l O|§2 MEfsto ME HE H0|X|E L|ct.

1
2
3
4. AE{ =0l EHof| 9)= AFEH Q1 ME] MM A THEIS MEHSH O}
5
6

o = =20 T1— =

d

ol dYg HEELICH



https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/vpc-lattice/list-targets.html
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/vpc-lattice/update-target-group.html

Amazon VPC Lattice MNEX 70|=

oS 78

JlEsoR MUlAL Y 188 448 I XN ZRESN ZE HEE S5 EH oz o
g BheEBLICH T CiY 180| SSE 1 (4R EBTS Bt Y ol ASEE ZEE Y
olgt 4 elaLict

+ Z2EZ: HTTP, HTTPS, TCP

« X E:1-65535

CHA ZEO0|HTTPS Z2EZEE A LU HTTPS A Ef 2012 AL235tE 72 Chatoll CHEF TLS 1A
2 ZlAaL{o| Hot AHS AL EHLICE VPC Lattice= CHAMO| A %|8t QIS MHE AFE35lod CHATFo| TLS
HZd2 M™YELICt VPC Lattice= 0|28t QIBEME ABSHX| et&LCh et M A& MEE QIS M &£
E Ot2E QIS ME AF2E 4 QI&LICH VPC Lattice®t CHAF ZHo| ERfZIS TiZ! £ Zo0lA Q15 E2 2
CHAMO| Q1B M7t § & 5HK| 22T man-in-the-middle 2Z30|LF AFZ o] 2|&{ 0| Qi&LLCt.

TCP CH& &2 TLS 2|2 Lo MBH X| 3 EL|C.

ZlgdMez B2t 2RI BT duEE2 Y delel tidol 22 et st ol ArSE LI

VPC Lattice MH|AE QXS o HLCIZ T2 MHAE AFEFLICE.

1. M8F #&I8 2%st7| fla *4M =<lo w2t 2lA 728 Botelct

2. 7|2 22 2Yl EtRE O EES AE30 73 T X|of CHEF CHa T oM CHaf S MEfEFL|Ct
CHatol oed 7He| CHA O &0l SS0| & FRoxT Z chd O S0l cHall SRS R o] =™
=L |c}
= -

LICtH &, 2E CH& 0l SA[of 2El 2 loi| AluHstH
20| MBE|™ Jejof ZrAglol et =l dTe|Eo el 25 EH”Oﬂ EH°F EEH‘*'OI & E LIt

Oy 25 498 W oy RS RIGFELICH o] ghol whet o] cHy Sl Ty S S5 M x|Hst
£ iy ol RE0| ZYELICH Y 252 dd8 2ol Oy RES HEY + i&LICh

228 74 43



Amazon VPC Lattice INT=IY A To] =]

CH&f O] Lambda & <~ ILICH.

ALB

CH4+O| Application Load Balancer®L|Ct.

ow |p FAE SEdlok s E 8<%, ALB %%;'.QI cug :Lg% zﬂgam IP 54~ Application Load
%

Balanceroi|

CHAH 80| TPRI B2 VPC A= ZQIE T ZiHMo= 3198 758 IP FAE SSE £ o

o>

L‘_H c>s=|o| LAMBDA°| Z< £ Lambda %*#% %%%E* = A&LICH MH|ATE Lambda B =01 CH
| 204 0{2{ Lambda & +& S55t2{H 042 CH

CHA R& 0| ALBR! B2 Bt LHE Application Load BalancerE ZICH 2702| VPC Lattice AH|A0]|
CHEt CHA e 2 S28 4 Ql&LICH 0|2 A 24T Application Load BalancerE 5 7H2| MZ CIHE
VPC Lattice MH|A0|M A& St= B o| F CHef 20| SE5lofF g LCt. =8t CH4af Application

Load Balancer0i| CH& I8 ZTEQF LEJ} Ux|st= 2lAL{7} 5Lt 0|4 ®lo{oF &L},

I

ECS &t9iS CHA O 2 5251247 ALB CHAF R3S AFR5HT Amazon ECS AfH|A0] CH 3t
Application Load Balancer& S535tAM|2. RtA|EH LIE 2 Amazon Elastic Container Service 7H2 X}
SHLHMOIAM MH[A 22 WY MMEE XS,

It

EKS ZEE Ao 2 SE52{M Kubernetes AMHIAMM IP TAE 71X 2= AWS HO|EL| 0| API
ZHEEPE AI235IMI2.

CHY 0§ Z2EZ0| TCPQ B2 X|HEl= Che 82 L #L|CH INSTANCE IP

CH

Al

o

44

o
OTT


https://docs.aws.amazon.com/AmazonECS/latest/developerguide/service-load-balancing.html
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Amazon VPC Lattice INT=IY A To] =]

4

IPZA 98

CHe f&ol 1Pl IZH’é:F as SE =

C M7 CHe o @ L HEf Q2 U= Ol A86tE F4A RYE KIHELICH 7ts8h U2
7
— H

IPv42F IPv6eRILICE 7|2

24 At

=
0%

- IPFA YOI IPveRI Y OE S Wiste 42 thed 280 XIHst= VPCO| T4 HeI= IPv6
o|o{of &fL|ct.
CHA J50f SE8HIP FAE Y OE2 IP T4 R UxIGHoF ELICH 6 E0{IP F4 28

Ol IPV4R! ZBR CHA 20 IPve TAE SE& £ Qs LICt
C|

Hah 220 X|&E VPCO| IP A Q| Lol @{o{of FLCt.

VPC Lattice2| HTTP CHA

HTTP 2% & HTTP SE 2 sllc] Z=8 AL&5t0 HTTP H|A|X|of Ciet HEE ™SR LITH HTTP 3

5
C7t Asez FIHEULCH sl 2= 2822 FEE 0/5-2f Ho{o|rH CR(ZHEIX| 2IH) X LF(E
HiE)2 FEELICH HTTP 8l 2=2| & Z& 2 RFC 2616 Message Headers0fl 2| Z[0] A& L
Ch. HS 2 Z7HE|D oHBEIFH0lMol M L2l }%EI'— HIEZE HTTP SICIE MBE|T QlaLich. of
£ S0{ 85 At x-forwarded?t €2 HIEE HTTP &7t 4&LICH

x-forwarded &1

Amazon VPC Lattice= C}HZ 9| x-forwarded sllHE F7+gHLCt.
x-forwarded-for
AAIPFA
x-forwarded-for-port
CHa ZE|
x-forwarded-for-proto

HER3Z A8 ZZEZ(http | https).



https://datatracker.ietf.org/doc/html/rfc2616

Amazon VPC Lattice

S EXtID Sl

Amazon VPC Lattice= CtS1t Z2 SEX}ID SIHE FIHELICH

x-amzn-lattice-identity

AAE E5H HE AWS 150 d3stH Chs EE7F EAELICH

« Principal - Q15 & 2ot =]

« PrincipalOrgID- QI&E Eot FXo| =& ID

« SessionName — Q1B El ALEX}LL| ALE X} O] .

Roles Anywhere 20 Q15 & A5t Q150 ME5IH Ol W7t EAIELICH
e

» X509Issuer/0U - i
« X509SAN/DNS — F*| CHl| O|& (DNS).
 X509SAN/NameCN — & Z X} CHA| O|&(O|&/CN).
« X509SAN/URI — | CH&l| O|& (URI).

« X509Subject/CN - Fx| O|Z(CN).

Xx-amzn-lattice-network

s
I

B
o
=

VPC.

0%

Ale chg 3 ZaLich
SourceVpcArn=arn:aws:ec2:region:account:vpc/id

x-amzn-lattice-target

CHef.

o2

Ale ohe 3t ZaLich
ServiceArn=arn;ServiceNetworkArn=arn; TargetGroupArn=arn

VPC Lattice2| 2|4 A ARNO| CHEF AFAIEH LHE 2 Amazon VPC Lattice0l|A & o8t E[AA R
HEFAL.

VPC Lattice0l| A CHA S 2 A Lambda &=+

Lambda &+ & VPC Lattice CHY 250 & oz SE51 Lambd gof Chst & O 8ol 2™E
=g % |é L] 72l 788 £ &LICH MH|AT} Lambda &4+E CHACZ AIRStE CHA O

B0 =35t Lambda &4 E &

3)

T

§tn 23 ZHIXE Lambda & 0{ JSON A2 MY

—_=

3ZXHID &l


https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonvpclattice.html#amazonvpclattice-resources-for-iam-policies
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https://docs.aws.amazon.com/lambda/latest/dg/services-vpc-lattice.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-versions.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-traffic-shifting-using-aliases.html
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https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/vpc-lattice/create-target-group.html
https://docs.aws.amazon.com/cli/latest/reference/vpc-lattice/register-targets.html
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9| AR MH|AE= Base64 213 T 10|
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Example 0| A| O|HIE: v2

{
"version": "2.0",
"path": "/",
"method": "GET|POST|HEAD|...",
"headers": {
"header-key": ["header-value", ...],
},
"queryStringParameters": {
"key": ["value", ...]
I
"body": "request-body",
"isBaseb4Encoded": true|false,
"requestContext": {
"serviceNetworkArn": "arn:aws:vpc-
lattice:region:123456789012:sexvicenetwork/sn-0bf3f2882e9cc805a",
"serviceArn": "arn:aws:vpc-
lattice:region:123456789012:sexvice/svc-0ad40eebed65f8d69c",
"targetGroupArn": "arn:aws:vpc-
lattice:region:123456789012:targetgroup/tg-6ddecf831eec9f09",
"identity": {
"sourceVpcArn":

"arn:aws:ec2:region:123456789012:vpc/vpc-0b8276c84697e7339",
"type": "AWS_IAM",
"principal": "arn:aws:iam::123456789012:assumed-role/my-role/my-session"
"principalOrgID": "o0-50dc6c495c0c9188",
"sessionName": "i-0c7de02a688bde9f7",

"x509IssuerOu": "string",
"x509SanDns": "string",
"x509SanNameCn": "string",

"x509SanUri": "string",
"x5@09SubjectCn": "string"
},

"region": "region",
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Example Of|A| O|HIE: V1

{
"raw_path": "/path/to/resource",
"method": "GET|POST|HEAD|...",
"headers": {"header-key": "header-value", ... },
"query_string_parameters": {"key": "value", ...},
"body": "request-body",
"is_base64_encoded": true|false

}
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CF2 2 Lambda & 2| & o A|L]Ct.

"isBaseb64Encoded": false,
"statusCode": 200,
"statusDescription": "200 0K",
"headers": {
"Set-cookie": "cookies",
"Content-Type": "application/json"
},
"body": "Hello from Lambda (optional)"
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https://docs.aws.amazon.com/elasticloadbalancing/latest/application/target-group-health-checks.html
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"eventVersion": "1.08",
"userIdentity": {
"type": "Unknown"
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},

"eventTime": "2023-04-27T17:12:462Z2",

"eventSource": "vpc-lattice.amazonaws.com",

"eventName": "CreateServiceNetworkServiceAssociationBySharee",
"awsRegion": "us-west-2",

"sourceIPAddress": "vpc-lattice.amazonaws.com",

"userAgent": "ec2.amazonaws.com",

"requestParameters": null,
"responseElements": null,
"additionalEventData": {
"callerAccountId": "111122223333"
I
"requestID": "ddabb@a7-70c6-4f70-a6c9-00cbe8a6al8b",
"eventID": "bd@3cdca-7edd-4d50-b9c9-eaa89f4as7cd",
"readOnly": false,
"resources": [
{
"accountId": "123456789012",
"type": "AWS::VpcLattice::ServiceNetworkServiceAssociation",
"ARN": "arn:aws:vpc-
lattice:region:123456789012:servicenetworkserviceassociation/snsa-0d5ea7bc72EXAMPLE"
}
1,
"eventType": "AwsServiceEvent",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"
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aws vpc-lattice create-service-network --name Name --auth-type AWS_IAM [--
tags TagSpecification]
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{
"arn": "arn",
"authType": "AWS_IAM",
"id": "sn-0123456789abcdef0",
"name": "Name"
}

ok

put-auth-policy HHE AL 5H04 915 Mg %7}
xI&EfLICH

F MH|A HEQT o] IDQ} F71E 015 A=Y
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aws vpc-lattice put-auth-policy --resource-identifier sn-0123456789abcdef® --
policy file://policy.json
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"policy": "policy",
"state": "Active"
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aws vpc-lattice update-service-network --service-network-
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{

Ilarnll: Ilarnll’
"authType": "AWS_IAM",
"id": "sn-0123456789abcdef0",
"name": "Name"

}

2. put-auth-policy H@&EZ A& 3504 €l
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MM F7h8 MulA WIESIZ9| DY F7H Q15 HAE

= L=

aws vpc-lattice put-auth-policy --resource-identifier sn-0123456789abcdef® --
policy file://policy.json

JSONE A8 35to] HH HolE UHELICH RtMet HE= 218 Mo S8 242 HZ s L.

"policy": "policy",
"state": "Active"

o o
MHlA HE2i=0] Chet 15 BMS Higdstss W

aws vpc-lattice update-service-network --service-network-
identifier sn-0123456789abcdef® --auth-type NONE

LISoll 915 &M ChAl BAstalof st B9 - -auth-type 24401 AWS_TAMO| XI&El AEHZ O]
U MBML

MH[& HELIFo|M 215 HH3 X7

MEIA HESIZoIM Q15 M MHsts W
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MHIA HERF 2| 215 #EE NONERLZ HE 57| Tol 15 EAME M7t 20| AmgLct.

OlE Mo 2 MH|A0 CHEF AMA BE|

CHE AWS CLI 2t 42 Q1E HAME ALE5t04 MH|A0] CHE HMHAE 2tE|stE WHE BEoiELICH 2

& AF2 K|EI2 VPC Lattice LI MH|A MME 2 ESHMIL.

Tasks

« MH|A0| 215 M F7}

. MHI£0| 915 R4 ¥z

. MHI20AM 915 HA M A

Ct2 EHAol AWS CLI 2t CHE 2 3t A AR,

* IAME AL83t0{ AMH|A01 CHEF AMA KMo1E & d3terLIct

« MH|A0| QIF HAME FIHELICH 215 YA S FIt6tK| oot B E ECiEol| AMA HE 277t
dr gLt

AMA Mo{E g d3stetn M AH|A0| 2IF HME F7tsts Uy

1. QE HMS AL8E 4 UL S Mu|A0] CHEH KM A Ko{E 44852 --auth-type ST}
Zko| AWS_TIAM?! create-service WIS Al &FLIC}H.

aws vpc-lattice create-service --name Name --auth-type AWS_IAM [--
tags TagSpecification]

ol x40l o

Okl
[e]l]

M CHE 2 HI 8 £30| gHerElLct

arn": "arn",
"authType": "AWS_IAM",
"dnsEntry": {
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ALEXl 710|=
I
"id": "svc-0123456789%abcdef0",
"name": "Name",
"status": "CREATE_IN_PROGRESS"
}
2. put-auth-policy B ALE5to{ 215 HHEZ FIIE MH|A 9| IDeF FIHE 21E HME X|Hgu
Ct.
0E E04, CIS HYS AI25104 ID7} svc-0123456789abcdefol MH|AO| CHEE Q15 XA S
Adgfct.
aws vpc-lattice put-auth-policy --resource-identifier svc-0123456789abcdef® --
policy file://policy.json
JSONE AlE5t0od HA Ho|g HMELICH RIMEH HEE= 218 HHo| 38 248 HEFAMR.
O| 2tdo| H3stH CtS1} Hix et £230| EHEHELICEH
{
"policy": "policy",
"state": "Active"
}
BN A KO{E &3t 7|&E MH|A0 Q15 HHE FIlsts Uy
1. 913 WS ASE 4 UTE Mu|A0] CHE AMA M0IS HAd5h5t24™ --auth-type SMT}
Ztol AWS_IAMQ! update-service W Al gL}
aws vpc-lattice update-service --service-identifier svc-0123456789abcdef® --auth-
type AWS_IAM
Ol 2t4o| 4= stH ChS1t Hlx et £330 gretELct
{
Ilarnll: Ilarnll’
"authType": "AWS_IAM",
"id": "svc-0123456789abcdef0",
"name": "Name"
PIEE RS
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}

2. putauth-policy BHE AR 510f ©1F MMS F71E MulAo| DY X7He Q15 Mg X|MEL

Ct.

aws vpc-lattice put-auth-policy --resource-identifier svc-0123456789abcdef@ --
policy file://policy. json

JSONS At 3t0d B2 Bol8 MAFLICH AHMIE HEE Q15 B0

OH
ofm
FO
fjo
ik
P
ol
x
0]

O| tdol HSst™ ChEo Hx e £330| grerELct.

I

"policy": "policy",
"state": "Active"

--auth-type 41t 20| NONEQ! update-service BE= AFSELICH

aws vpc-lattice update-service --service-identifier svc-0123456789abcdef® --auth-type
NONE

LISoll Q15 TS ChAl ZAd5tlof 51 ZS --auth-type 24401 AS_TAMO| X HE AEIZ O]
HUS ABFHML

MH|A0M 215 &3 X7
MH[AOM 21 HME M7Hst= W
delete-auth-policy @HE 2 AtE & LICH.

aws vpc-lattice delete-auth-policy --resource-identifier svc-0123456789abcdef®

MH|£ 2| Q15 &S NONEL ZE #HE5t 7| Mol 215 HAME HM7H{stH 20| AujgfLct.
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MEIA0] CHEE Q1B E 38 275t Q15 HMS BAStsts B T MulAol THE 25 3o
= 4 X

o
= Signature Version 4(SigV4)E At&35t0d Al&tEl &8 @ AHEO| Z & E|o{of &LICh REA[EH &
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fjo
ki
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Q'I_l
x
0

. HoH R - BolAQl A B BlAA0] HMAT £ s AR EE OHEEIHOIMYLICH 21F B

[
oM EoF A= of HEte| & 4IXtRl IAM AEE|LICE 2ot FA[= IAM AE[E|Z 215 E|0{ AMH|
A HESF | MH|A ZFRet 20| &Y ElaA E= E2lad 80 28 = J&aLch

& 7leh Mol M ot FAIE KIEsHol BLICH ot FAlols A, ALSR, A, IS MK
r

8HEl 4 QlaLICh AWS REAIH LIS 2 1AM AFS M AIQ] AWS JSON 3 94

R
o rr >
x
2T N

=

o Ao -X|HE EOot FA|7F EY 22 QEE mol ZulLICt Ol Allow == Denye = U&
LICH Z7|E2XMo 2 IAME AF83104 MH|A EEE MH|A HIE KT of CHEE HMA HMo{E EAds|EHH
Hot FAE MH|A EE HH|IA HERT0| &E Hsto| gigLict

o i __ HEHE Fo{5l 7Ll HESE EH API 2 LICH VPC Lattice= MSFAIE A5l &Y
2 X|HBLICH vpc-lattice-sves AFAMIEH LI 2 MH|A HEH 204 & ZE 9| Amazon VPC Lattice
MH|A T Holste 24 AT ERSHAAIL

o BlAA —FHUo| dY S W= 2lAAL|CH

« X ZTH2 MEH AIE S Z M 0|2 AF235l0{ HAo| MBE|= AIZ|E Mo{g &= Ql&LIct RbAIEt
LH2e AMH|A HEt Hod &I X 9| Amazon VPC Lattice AMH|AQS| =74 7|E &I X SIM2.

Ol Mag MMStT ZE|E m IAM 22 MMT|E AFE36te{D & = U&LiCt.

ST AME

JSONS| HzHol= & HFEO|Lt Bl &0 Z&|o{dE o ElLCt.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_identity-vs-resource.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonvpclatticeservices.html#amazonvpclatticeservices-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonvpclatticeservices.html#amazonvpclatticeservices-actions-as-permissions
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonvpclatticeservices.html#amazonvpclatticeservices-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-generator

Amazon VPC Lattice INT=IY A To] =]

OlE HAo| E|AA of Al
ZIZ2EZ of|

HTTP  "Resource": "arn:aws:vpc-latti
ce:us-west-2:1234567890:ser
vice/svc-0123456789abcdef@/

rates"
 "Resource": "*/rates"
» "Resource": "*/*"
gRPC * "Resource": "arn:aws:vpc-latti

ce:us-west-2:1234567890:ser
vice/svc-0123456789abcdef@/
api.parking/GetRates"

* "Resource": "arn:aws:vpc-latti
ce:us-west-2:1234567890:ser
vice/svc-0123456789abcdef@/
api.parking/*"

* "Resource": "arn:aws:vpc-latti
ce:us-west-2:1234567890:ser
vice/svc-0123456789abcdef@/*"

<serviceARN>OlE C}=2 O] Amazon 2|4 A O|E(ARN) ZlaA HAlg AFSELICH
arn:aws:vpc-lattice:region:account-id:service/service-id
of:

"Resource": "arn:aws:vpc-lattice:us-west-2:123456789012:service/svc-0123456789abcdef@"

™ol = R_Jtoil A =U 5’|E %3H HMAE FILZ MO{E = U&LICH O[2Er = 7|=
20| Br|REX otLH Boz MBEIRE=X|of
ﬂ%ﬂ%gii%-uﬂ-%ﬂﬂ“ﬂ+zﬂa TEgLcH
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AWS HHAE XMofste Ol MEE =+ UeE 22 =7 7| (0f: aws:PrincipalOrgID &) % MNSg
LICtaws:Sourcelp. AWS 22 T4 7| S 52 E2{™H IAM AL B AMOAWS 22 =74 7=

AE 7|2 & ESAAL.

Ctg Zol= VPC BHE|A =7 7|7t Lie /}&LIC REMIEH LI 2 AMH[A HEF 204 FZE 2| Amazon
VPC Lattice MH|A 2| =71 7|& & XFHAMIL.

RIE HAMo| =7 7|
=17 ME of 2IEo|(@l  gRPC AL
e = PN s s
2)s&x
tAEE
= ALR?
vpc-lattice-svcs:P %O e MHIAZE 80 of] ol
ort EJ|ECE HMAE E
E{2&ct
vpc-lattice-svcs:R Qo WHg J|Eo=2 GET of S AHA
equestMethod AHMAE EHE{ZFLICH
vpc-lattice- LE el & O|F-at  content- o o
svcs:RequestHea WE J7|IECE HANAE type:
der/ header-name : EeZ g application/
value json
vpc-lattice- QEURLY Y= #EIE  quux: o oL
svcs:RequestQue AE 7|-2f Ho{g 7[&E2  [corge,
ryString/ key- 2 ANAE TEHIEL grault]
name: value Ct.
vpc-lattice-svcs:S  QEE £ilstE HH|lA arn:aws:v o o
erviceNetworkArn O MH|A HERIF 0 CH pc-lattic
St ARNE 7IE22 M| e:us-west
A& Lo -2:123456
789012:se
rvicenetw

ork/sn-01
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonvpclatticeservices.html#amazonvpclatticeservices-policy-keys
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonvpclatticeservices.html#amazonvpclatticeservices-policy-keys

Amazon VPC Lattice

= 7| ME
vpc-lattice-svecs:S Q¥ silsteE HH|A 9]
erviceArn ARNZ 7|E22 2 HMA
E ZE3FLIc
vpc-lattice-sves:S  2%HO| Y= VPCE 7I&E
ourceVpc o2 HMAE EEHBEFL
Ct.
vpc-lattice- QHEO| JE VPCO AR
svcs:SourceVpcO HEE 7[ES2 HNAE
wnerAccount ZEe{&ELct

SXI2ILICT. 91 B0l 518 ot g% |33
ol B =R e 2% & 4 UsLict

2 E oAlE us-west-2 2T A

% X|0| AH|A HH|A KB AWS

StH 7t el AY IDE

of e

O
o
[e)
[

23456789a
bcdef0

arn:aws:v o
pc-lattic
e:us-west
-2:123456
789012:se
rvice/svc
-01234567
89abcdef0

vpc-1a2b3 O
c4d

123456789  0f
012

SHX| E’gh"_ MHIA HEKHZH
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Amaz

on VPC Lattice

AR 7H0|E

CHS 15 M4 o Als Mol MBElE MHIA WIEYI O BE MHIA| HMAE
S ZE 30| RoiFLct B, F2 o X|HE AWS Z2lof &8t FHEFE AlZFE|0{0F
L|C}.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": "*",
"Action": "vpc-lattice-svcs:Invoke",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:PrincipalOrgID": [
"o0-123456example"
]
}
}
}
]
}

0 2: £ 1AM dghod| ofeh MH[A HMA AE

CHS 215 E& o Al= Resource 240 X|'HE AH|A0M CHEH HTTP GET 2HE &2

Qdgl rates-clientE& At8st= ZE QB E 20| HEH2 2o LICE Resource

£ B3M0| AZE MHIAS} SYBHLIC

-~

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": [

"arn:aws:iam: :123456789012:role/rates-client"

+

"Action": "vpc-lattice-svcs:Invoke",

"Resource": [

AN L FX=]
= A= HEtE 2l

LHZ| 2I3H IAM
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AR 7H0|E

Amazon VPC Lattice
"arn:aws:vpc-lattice:us-west-2:123456789012:sexrvice/svc-0123456789abcdefo/

1,
"Condition": {
"StringEquals": {
"vpc-lattice-svcs:RequestMethod": "GET"
}
}
}
]
}
of 3: S VPCo| QIS E ot FA|of o3t MH[A MM A F
Lt 215 ™2 of A= VPC ID7t vpc-1a2b3c4d@l vPCO| FA7E IS E 2™ E st B
HEELCH
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": "*",
"Action": "vpc-lattice-svcs:Invoke
"Resource": "*",
"Condition": {
"StringNotEquals": {
aws:PrincipalType": "Anonymous
I
"StringEquals": {
"vpc-lattice-svcs:SourceVpc": "vpc-la2b3c4d"
}
}
}
]
}
et R0{0| TS w4
VPC Lattice MH|A7} QB S oM AWS A/ I == 2 E gtad M Y2 #H Hotstod ™2
SOIEX| HREX| AHELICH Mt 2of Bof 23 HYAE| MSE 4 o= DE AV A 5
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Amazon VPC Lattice

AR 7H0|E

Auth Type =
AWS_IAM

¥

Collect all
relevant policias

Final decision
is Deny
[deny invoke)

Is there an
explicit Deny?

Final decision
is Deny
(deny invoke)

Do all policies
explicitly
Allow?

Final decision
is Allow
(allow invoke)

Hol 122 AH838104 VPC Lattice2| E2H
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_E|-E|o=| x4 '=A|.

VPC Lattice= VPC Lattice HIEHIE S5l EciEl2 2tRE5t= O AH&3dt= IP F4A7F T E 2
3 MEA 22 ME2ELICH 2ot —E— TR A VPC Lattice #E2I1E8 HFA SE2 X = UE
LICt o|=7 5t E2iZlo| 20| E M VPC Lattice MH|A HIERX I E S35l VPC Lattice AHH|A
ez 58 5 A&Lch

& 04 0/ M (RE2) 2™ (us-west-2)0| CHE S 2 S/E EC2 QUARATL QUCHD JHLE A
Ct. VPC Lattice 2 2/8 MSFAI S 20{M QIHIRE HTTPS HMAE 525tE FEIS QIAEA Hot

Jg0l £7t5tH o] 2|1 2| VPC Lattice EEHEIO| QIAE AN TEHE &= U&LICH
2 E QlHt2 E #AE M7HSHH VPC Lattice EEiHE 0[2|e] 2E EfEO| QIAEHAN E&25t= RS
gkx|e 4= & LCt.

= T AAE

VPC Latticel| #2|& M5 A =58 0|E2 Ct3 & &LICH

il

* com.amazonaws.region.vpc-lattice

* com.amazonaws.region.ipv6.vpc-lattice

o?k
-|n
>
Jin
i
fjo
it
>
g'l_l
x
FO

KA LH2 2 Amazon VPC Al M Mol AWSEE|

Windows ZC}0|HE

VPC Lattice HF A S89| FAE= AI-Z2Z4 FALILICH Windows Z2H0|1E0i| M VPC Latticeod|

145t = 4 VPC LatticeA At 35t= B3-2ZH FAE ECI0|MEQ 7|2 IP FAZE MESHEE

Windows Z2t0|1E S| 74 & UO|O0|EdHof & LICt CFE2 Windows ZEI0[21E Q| 7 & YHIO|E
= B o A|ILICEH 047]|A] 169.254.171.02 VPC Lattice0ll M AM St &3-2ZH FAQILICH

C:\> route add 169.254.171.0 mask 255.255.255.0 primary-ip-address

Hot 18 73

I

Hot O&0| UE QIE VPC LatticeE AT 7|£E VPC Eo 08 Mo dEE FX| at&Lc o
Lt AREX| RHX| 2ot 2E 8 F e £ &L

- ECto|UES| HOt O F 732 VPC Lattice22| Ot RHI2E EZ{EE Ao{&LCt,
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Het 2ot 08 #=2 de ™M ECiEE £75104 VPC Lattice0ll A CHE 2 2 Esh= QlHE
H=lS
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https://docs.aws.amazon.com/vpc/latest/userguide/working-with-aws-managed-prefix-lists.html#available-aws-managed-prefix-lists
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o MHIA HER3Q VPC 7He| HdZAE ¢
g £ e Ecto|dEE FMo{ELICt.
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Hot 12 T EI2 VPC Lattice AMH|A HE R/ 30] HAA

MHIA HEL3 2 VPC 14E QI HE QHIRE #3
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Ol =4 ZEEZ EZE He =k
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Amazon VPC Lattice AR 7H0|E
ClHRE
AA ZT2EZ IE 29| AN
VPC Lattice ### target target VPC Lattice0l| A E}Z!
### ID OZ 0| EffE 5L
VPC Lattice ### health check health check VPC Lattice0i| A E}Z!
###t ID OZO| &Ef MA Ef
s

AIEFat7| Foll MHIA WIEIT0| £7b5H4E VPCO SUsHVPCO| 20t T8S A= X| 20I8
LIch XFME LIRS Amazon VPC AFS AT Aol ot 122 A8 2la4 ST Ko{E Ax sl
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rir
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Iju
fjo

242 AH85H0d VPC @172 MAME M 2ot O

https://console.aws.amazon.com/vpc/HlA Amazon VPC 2£ 2 04M|2.
= A 20| VPC Latticel M MH|A HERIE ME4FLICE
MH|A HE3 9| 0|§E MEsto] MF HE H0|X|E L|ct.

1

2

3

4. VPC 7 HiolM VPC 12 &d& M=E OHE VPC 12 FI7IE MEFLICH
5

6

o
VPC2t x|CHf 574e| Eot O &8 MEfELICH

HE ALY MES MEELICH

m
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Z&E AL85to4 7|E VPC 4ol Ciet Eot 3§ F7 EE& o]

1. https://console.aws.amazon.com/vpc/0il A Amazon VPC 2£2 0{A Q.
2. EAM FO|VPC Latticetl M MHIA HER(ZE MESFFLICEH

3. AMH[A& HER{3 2| 0| MEIsI0o] MF HE mo|X[E YL|ct
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-security-groups.html
https://console.aws.amazon.com/vpc/
https://console.aws.amazon.com/vpc/
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5. Eeo mat 2o
6. HE A MYS ME{ELICH
E A83stodVPC ds ddE M 2ot 35S F7tsted™ AWS CLI

create-service-network-vpc-assocition @& & A& 8101 VPC AZ0| AEE VPC2| IDQF F7t+e E ot
9| IDE XI™GgLct.

aws vpc-lattice create-service-network-vpc-association \
--service-network-identifier sn-0123456789abcdef® \
--vpc-identifier vpc-la2b3c4d \
--security-group-ids sg-7c2270198example

O| 40| §Sst™ Ch51t HIR

rol

FE=0| grerELIch

4

{
"arn": "arn",
"createdBy": "464296918874",
"id": "snva-0123456789abcdef0",
"status": "CREATE_IN_PROGRESS",
"securityGroupIds": ["sg-7c2270198example"]
}

£ A&stod 7|1E vPC Aol CHE EoF 2 &S FIHst AL YO0l E 524 AWS CLI

update-service-network-vpc-assocition BE0{E AFE5t0{ MH|A U ERX3 2| IDLt 2o 2F 2| ID
XIGELICH ol 2ot O &2 O|Mol| AAE 2ot O S MEolgLIct S82 YHo|EE m £ ¢

E2 otLt ol Mol

jn

H

aws vpc-lattice update-service-network-vpc-association
--service-network-vpc-association-identifier sn-903004f88example \
--security-group-ids sg-7c2270198example sg-903004f88example

/A Warning
DE 2ot I8 RMHE & UALICH CHAl X VPC 48 AMRIEH CHS 2ot 18 80|
VPC AZE ChA| d-daliok gLIct VPC HZAE AAE e Folsiok BLICH AfX|stE E)
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https://docs.aws.amazon.com/cli/latest/reference/vpc-lattice/create-service-network-vpc-association.html
https://docs.aws.amazon.com/cli/latest/reference/vpc-lattice/update-service-network-vpc-association.html
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-network-acls.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
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o QE{MIE{7} 9= Java

* Node.js

Python

O| Al MHE MEE 2XME &
st2d= 3 botocore THF| K= QB
3t LI2 2 Boto3 A Ao A}

botocored awscrt WZ|X|E MX|5t2{H CIS HHEES AR LICEH RHAEH LI = AWS CRT
Pythong & ZE3HMAIL.

pip install botocore awscrt

CHS GlMoM = 2| AR 2L E AFS A DR ol gt = HhE LD

SIGv4

from botocore import crt

import requests

from botocore.awsrequest import AWSRequest
from botocore.credentials import Credentials
import botocore.session

if __name__ == '__main__"':
session = botocore.session.Session()
signer = crt.auth.CrtS3SigV4Auth(session.get_credentials(), 'vpc-lattice-svcs',
'us-west-2")
endpoint = 'https://user-02222f67d3a427111.1234abc.vpc-lattice-svcs.us-
west-2.on.aws/create’
data = "some-data-here"
headers = {'Content-Type': 'application/json'}
request = AWSRequest(method='POST', url=endpoint, data=data, headers=headers)
request.context["has_streaming_input"] = True # payload signing is not supported
signer.add_auth(request)

prepped = request.prepare()

response = requests.post(prepped.url, headers=prepped.headers, data=data)
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https://requests.readthedocs.io/en/latest/
https://github.com/boto/botocore
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/credentials.html
https://pypi.org/project/awscrt/
https://pypi.org/project/awscrt/
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SIGV4A

from botocore import crt

import requests

from botocore.awsrequest import AWSRequest
from botocore.credentials import Credentials
import botocore.session

if __name__ == '_main__"':

session = botocore.session.Session()
signer = crt.auth.CrtS3SigV4AsymAuth(session.get_credentials(), 'vpc-lattice-

svcs', 'us-west-2')

endpoint = 'https://user-02222f67d3a427111.1234abc.vpc-lattice-svcs.us-

west-2.on.aws/create’

data = "some-data-here"

headers = {'Content-Type': 'application/json'}

request = AWSRequest(method='POST', url=endpoint, data=data, headers=headers)
request.context["has_streaming_input"] = True # payload signing is not supported
signer.add_auth(request)

prepped = request.prepare()

response = requests.post(prepped.url, headers=prepped.headers, data=data)

CIE{MIE{7} = Java

0| o A|O|ME Amazon 27 M QIE{ M

import
import
import
import

import
import
import
import

import

public

A-83stod 2 MBE MelgLch.

com.amazonaws.http.AwsRequestSigningApacheInterceptor;
software.amazon.awssdk.auth.credentials.DefaultCredentialsProvider;
software.amazon.awssdk.auth.signer.Aws4UnsignedPayloadSigner;
software.amazon.awssdk.regions.Region;

java.nio.charset.StandardCharsets;
org.apache.http.client.methods.HttpPost;
org.apache.http.entity.ByteArrayEntity;
org.apache.http.impl.client.CloseableHttpClient;

org.apache.http.impl.client.HttpClients;

class App {

public static void main(String[] args) {
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102


https://github.com/awsdocs/amazon-opensearch-service-developer-guide/blob/master/sample_code/java/aws-request-signing-apache-interceptor/src/main/java/com/amazonaws/http/AwsRequestSigningApacheInterceptor.java

Amazon VPC Lattice

var interceptor = new AwsRequestSigningApacheInterceptor(
"vpc-lattice-svcs",
Aws4UnsignedPayloadSigner.create(), // requires HTTPS
DefaultCredentialsProvider.create(),
Region.US_WEST_2.id()
);
CloseableHttpClient client = HttpClients.custom()
.addInterceptorLast(interceptor)
.build();

var httpPost = new HttpPost("https://user-02222f67d3a427111.1234abc.vpc-lattice-

svcs.us-west-2.on.aws/create");
httpPost.addHeader("content-type", "application/json");

var body = """

{
"name": "Jane Doe",
"job": "Engineer"

}

man,
’

httpPost.setEntity(new ByteArrayEntity(body.getBytes(StandardCharsets.UTF_8)));

try (var response = client.execute(httpPost)) {
System.out.println(new
String(response.getEntity().getContent().readAllBytes()));
} catch (Exception e) {
throw new RuntimeException(e);

}

CIE{ME{7} QA= Java
oAM= AFEAE X QIEMIEIE AF8510{ 2 HEE =85t WHE Ho{ELICH SHIE B
QIZE JHK2E AWS SDK for Java 2x21 712 A2 5T Z2x SHAS AR ELICH SH Hot
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import java.io.ByteArrayInputStream;
import java.io.IOException;

import java.nio.charset.StandardCharsets;
import java.util.HashMap;
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https://github.com/aws/aws-sdk-java-v2
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/credentials.html
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import java.util.List;

import java.util.Map;

import software.amazon.awssdk.auth.credentials.DefaultCredentialsProvider;
import software.amazon.awssdk.auth.signer.Aws4UnsignedPayloadSigner;
import software.amazon.awssdk.auth.signer.AwsSignerExecutionAttribute;
import software.amazon.awssdk.core.interceptor.ExecutionAttributes;

import software.amazon.awssdk.http.SdkHttpFullRequest;

import software.amazon.awssdk.http.SdkHttpMethod;

import software.amazon.awssdk.regions.Region;

import org.apache.http.client.methods.HttpPost;
import org.apache.http.entity.ByteArrayEntity;
import org.apache.http.impl.client.CloseableHttpClient;
import org.apache.http.impl.client.HttpClients;

public class App {

public static void main(String[] args) {
var signer = Aws4UnsignedPayloadSigner.create(); // requires HTTPS

Map<String, String> headers = new HashMap<>();
headers.put("content-type", "application/json");

var body = """

{
"name": "Jane Doe",
"job": "Engineer"

}

man,
’

String endpoint = "https://user-02222f67d3a427111.1234abc.vpc-lattice-svcs.us-
west-2.on.aws/create";

var sdkRequest = SdkHttpFullRequest.builder().method(SdkHttpMethod.POST);

sdkRequest.host("user-02222f67d3a427111.1234abc.vpc-lattice-svcs.us-
west-2.on.aws");
sdkRequest.protocol ("HTTPS");
sdkRequest.encodedPath("/create");
sdkRequest.contentStreamProvider(() -> new
ByteArrayInputStream(body.getBytes(StandardCharsets.UTF_8)));

for (Map.Entry<String, String> header : headers.entrySet()) {
sdkRequest.putHeader(header.getKey(), header.getValue());
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}

ExecutionAttributes attributes = ExecutionAttributes.builder()
.put(AwsSignerExecutionAttribute.AWS_CREDENTIALS,
DefaultCredentialsProvider.create().resolveCredentials())
.put(AwsSignerExecutionAttribute.SERVICE_SIGNING_NAME, "vpc-lattice-

svcs")
.put (AwsSignerExecutionAttribute.SIGNING_REGION, Region.US_WEST_2)
.build();
SdkHttpFullRequest prepRequest = signer.sign(sdkRequest.build(), attributes);
HttpPost httpPost = new HttpPost(endpoint);
for (Map.Entry<String, List<String>> header : prepRequest.headers().entrySet())
{

if (header.getKey().equalsIgnoreCase("host")) { continue; }
for(var value : header.getValue()) {
httpPost.addHeader(header.getKey(), value);

CloseableHttpClient client = HttpClients.custom().build();
httpPost.setEntity(new ByteArrayEntity(body.getBytes(StandardCharsets.UTF_8)));
try (var response = client.execute(httpPost)){
System.out.println(new
String(response.getEntity().getContent().readAllBytes()));

} catch (IOException e) {
throw new RuntimeException(e);

Node.js

O| ol A|of A= aws-crt NodeJS HI RIS E A& St01 HTTPSE AL&st0d MBE 282 Lt

aws-crt M7|X|E dX[etedH Ot BES AAELICH

npm -i aws-crt
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https://github.com/awslabs/aws-crt-nodejs
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AWS_REGION £tZ3 H7} Qle AL o A|o|AE AWS_REGIONO|A X|Z8t 2|TE2 AF2ELICE 7|8
2|™Me us-east-1L|C}.

SIGv4

const https = require('https')
const crt = require('aws-crt')
const { HttpRequest } = require('aws-crt/dist/native/http')

function sigV4Sign(method, endpoint, service, algorithm) {

const host = new URL(endpoint).host

const request = new HttpRequest(method, endpoint)

request.headers.add('host', host)

// crt.io.enable_logging(crt.io.LoglLevel.INFO)

const config = {
service: service,
region: process.env.AWS_REGION ? process.env.AWS_REGION : 'us-east-1',
algorithm: algorithm,
signature_type: crt.auth.AwsSignatureType.HttpRequestViaHeaders,
signed_body_header: crt.auth.AwsSignedBodyHeaderType.XAmzContentSha256,
signed_body_value: crt.auth.AwsSignedBodyValue.UnsignedPayload,
provider: crt.auth.AwsCredentialsProvider.newDefault()

}
return crt.auth.aws_sign_request(request, config)
}
if (process.argv.length === 2) {
console.error(process.argv[l] + ' <url>"')
process.exit(1)
}

const algorithm = crt.auth.AwsSigningAlgorithm.SigV4;
sigV4Sign('GET', process.argv[2], 'vpc-lattice-svcs').then(
httpResponse => {
var headers = {}
for (const sigv4header of httpResponse.headers) {

headers[sigv4header[@]] = sigv4header[1]

const options = {
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SIGV4A

hostname: new URL(process.argv[2]).host,
path: '/',

method: 'GET',

headers: headers

req = https.request(options, res => {
console.log('statusCode:', res.statusCode)
console.log('headers:', res.headers)
res.on('data', d => {

process.stdout.write(d)

1)

)

req.on('error', err => {
console.log('Error:

1)

req.end()

+ err)

const https = require('https')
const crt = require('aws-crt')

const { HttpRequest } = require('aws-crt/dist/native/http')

function sigV4Sign(method, endpoint, service, algorithm) {

[

const host = new URL(endpoint).host

const request = new HttpRequest(method, endpoint)

request.headers.add('host', host)

// crt.io.enable_logging(crt.io.LoglLevel.INFO)

const config = {
service: service,

region: process.env.AWS_REGION ? process.env.AWS_REGION :

algorithm: algorithm,

signature_type: crt.auth.AwsSignatureType.HttpRequestViaHeaders,

'us-east-1",

signed_body_header: crt.auth.AwsSignedBodyHeaderType.XAmzContentSha256,

signed_body_value: crt.auth.AwsSignedBodyValue.UnsignedPayload,
provider: crt.auth.AwsCredentialsProvider.newDefault()

return crt.auth.aws_sign_request(request, config)
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if (process.argv.length === 2) {
console.error(process.argv[l] + ' <url>"')
process.exit(1)

}

const algorithm = crt.auth.AwsSigningAlgorithm.SigV4Asymmetric;

sigV4Sign('GET', process.argv[2], 'vpc-lattice-svcs').then
httpResponse => {
var headers = {}

for (const sigv4header of httpResponse.headers) {
headers[sigv4header[@]] = sigv4header[1]
}

const options = {
hostname: new URL(process.argv[2]).host,
path: '/"',
method: 'GET',
headers: headers

req = https.request(options, res => {
console.log('statusCode:', res.statusCode)
console.log('headers:', res.headers)
res.on('data’', d => {
process.stdout.write(d)

)

1)

req.on('error', err => {
console.log('Error: ' + err)

)

req.end()

}
)
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https://aws.amazon.com/compliance/shared-responsibility-model/
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https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingServerSideEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingServerSideEncryption.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html#AWS-logs-infrastructure-S3
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingKMSEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/UsingKMSEncryption.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#encrypt_context
https://docs.aws.amazon.com/crypto/latest/userguide/cryptography-concepts.html#term-aad
https://docs.aws.amazon.com/crypto/latest/userguide/cryptography-concepts.html#define-authenticated-encryption
https://docs.aws.amazon.com/crypto/latest/userguide/cryptography-concepts.html#term-aad
https://docs.aws.amazon.com/crypto/latest/userguide/cryptography-concepts.html#define-authenticated-encryption
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2te e ZaLc

CtZ oAM= E(0d: CreateGrant) E20| & 5351 AHAEE Ho{EFLICt

"encryptionContextEquals": {

"aws:acm:arn": "arn:aws:acm:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",

"aws:vpc-lattice:arn": "arn:aws:vpc-lattice:us-west-2:111122223333:service/
svc-0b23c1234567890ab"

}

VPC Latticel| &= 3l 7| ZL|E{Z

VPC Lattice AH|A0| AWS ZE|™ 7|E A3t A< VPC Lattice7l ELHE 2&™HE AWS
CloudTrailF25t= O AFSE &= U&LICH AWS KMS

CreateGrant

d

VPC Lattice AH|A0{ ACM Q1B ME F7t5tE ALEXHE CHAISHO{ TLS 24 2 2|XH7F ACM 2B A%t
AGE ZElo| 71§ ST & ULF HEHEHE CreateGrant 20| MSELICH

>> O|HIE 7|§>0{|M CreateGrant ZE O|HEZ &2 £+ Q&LICICloudTrail . CreateGrant

CIS2 aliE 2o CHEt O|HIE 7|Z 2| of| A CloudTrail O|HIE 7|E lLIC}. CreateGrant

"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::111122223333:user/Alice",
"accountId": "111122223333",
"accessKeyId": "EXAMPLE_KEY_ID",
"sessionContext": {
"sessionIssuer": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::111122223333:user/Alice",
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"accountId": "111122223333",
"userName": "Alice"

},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-02-06T23:30:50Z",
"mfaAuthenticated": "false"

}

},

"invokedBy": "acm.amazonaws.com"
},
"eventTime": "2023-02-07T00:07:18Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",
"sourceIPAddress": "acm.amazonaws.com'",
"userAgent": "acm.amazonaws.com",

"requestParameters": {
"granteePrincipal": "tlsconnectionmanager.amazonaws.com"
"keyId": "1234abcd-12ab-34cd-56ef-1234567890ab",
"operations": [
"Decrypt"
1,
"constraints": {
"encryptionContextEquals": {

"aws:acm:arn": "arn:aws:acm:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"aws:vpc-lattice:arn": "arn:aws:vpc-lattice:us-
west-2:111122223333:service/svc-0b23c1234567890ab"
}
},
"retiringPrincipal": "acm.us-west-2.amazonaws.com"

},
"responseElements": {

"grantId": "f020fe75197b93991dc8491d6f19dd3cebb24ee62277a05914386724f3d48758",

"keyId": "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"

.
"requestID": "bal78361-8ab6-4bdd-9aa2-0dla44b2974a",
"eventID": "8d449963-1120-4d0c-9479-f76dellce609",
"readOnly": false,
"resources": [

{

"accountId": "111122223333",
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"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": '"Management"

2| CreateGrant O{A|0IM 8 £ U=O| IR 04X} FX|E TLS ¢4 ZE[Xlo|1 ¢53 ZHAHAEE
VPC Lattice AH|A ARNO| !&L|Ct.

rl

ListGrants

KMS 7| IDQ} A IDE AI236t04 ListGrants APIE &8 £ Ql&Lct aq™ X|™HE KMS 7|0

CHE 2 & HE B20o{ S 50| EAIELICEH RIM[EH LHE 2 ListGrantsE& & Z3SHMIS.
O M CFZ ListGrants BHE2 AIE35t0i ZE EX 29| ME HEE & QIS A|2. AWS CLI
aws kms list-grants —key-id your-kms-key-id
A7t ChS of| Al2F HI=3HoF & LCt.
{
"Grants": [
{
"Operations": [
"Decrypt"
1,
"KeyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"Name": "IssuedThroughACM",
"RetiringPrincipal": "acm.us-west-2.amazonaws.com",
"GranteePrincipal": "tlsconnectionmanager.amazonaws.com",
"GrantId":

"f020fe75197b93991dc8491d6f19dd3cebb24ee62277a05914386724f3d48758",
"IssuingAccount": "arn:aws:iam::111122223333:root",
"CreationDate": "2023-02-06T23:30:50Z2",

"Constraints": {

"encryptionContextEquals": {
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"aws:acm:arn": "arn:aws:acm:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
"aws:vpc-lattice:arn": "arn:aws:vpc-lattice:us-
west-2:111122223333:service/svc-0b23c1234567890ab"
}

2| ListGrants {A[0A & &= UX 0| I|F 04X}t &= TLS ¢4 BE2[Xto|1 g3 HEIAENE
VPC Lattice A{H|A ARNO| & L|C}.

Decrypt

VPC Lattice= VPC Lattice MH|A0|A TLS @42 MS5t7| flel TLS 24 ZHE[AHE AtE5to{ ZE}
0|8l 7|8 3= 3t= Decrypt 2 S EFLICE CloudTrail >> O|HIE 7|5 >0i A Decrypt S
O|HIEZ 2 £ Decrypt U&LICH.

C2 2 &S Decrypt 4ol CHet O[HIE 7|Z o] of A CloudTrail O|HE 7|EQlL|C}.
"eventVersion": "1.08",

"userIdentity": {
"type": "AWSService",

"invokedBy": "tlsconnectionmanager.amazonaws.com"
1,
"eventTime": "2023-02-07T00:07:23Z",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "us-west-2",
"sourceIPAddress": "tlsconnectionmanager.amazonaws.com",
"userAgent": "tlsconnectionmanager.amazonaws.com",

"requestParameters": {
"encryptionContext": {

"aws:acm:arn": "arn:aws:acm:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",

"aws:vpc-lattice:arn": "arn:aws:vpc-lattice:us-west-2:111122223333:service/
svc-0b23¢c1234567890@ab"

},
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"

iy

"responseElements": null,
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"requestID": "12345126-30d5-4b28-98b9-9153da559963",
"eventID": "abcde202-bala-467c-b4ba-f729d45ae521",
"readOnly": true,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "abcde2@2-bala-467c-b4ba-f729d45ae521",
"eventCategory": "Management"

Amazon VPC Lattice& |dentity and Access Management

015+t04 AWS Identity and Access

Ct2 MMo{ M= VPC Lattice APl 22 $3list £
A AedgtLct.
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AR Hot RS KIMY £ S&LICH JSON EMolM A8t BE 240 Chsh Lot 2im

IAM AtE ABEAML| IAM JSON E2 24 HEE HRSHEAIR.

VPC Lattice L 2|AA 7|Hh X4z

Blas 7|8 & |2 o
Blas 7]H HME B4 A0 HFsts JSON BA MEMULICH Bl4A 7|8 BME X|gsHs MH|
20 MH|A BEIRHS Of2{8t HM AFSS0d S BlaA0l CHEF HMAES SHIE £ UsLich o
0| QIZE BlaA0| e, HME X|FE 2ot Fr7} ST 21420 of ZZoIM ofH AT E
S 2 QRIS HOIHLICH BlAA T B Hot FHE XIEsHoF FLICH

VPC Lattice= AMH|A HE IO MH|A0| CHEF AMAE AMold = Q= 2las TE BHRI 215 &
ME XIHFLICH XM BE= 215 BHE AL875104 VPC Lattice AMH|A04 Cigh HAAS KO8 L
Ch& &Z=stMIR.

=
Ct. Olzd8t 2lAA 7|8 HAMS ALE5t04 CHE AWS HI™HO|Lt TR0 AFS HEHE F 045104 ElAA S

7 E FH3E = U&LICH TAMEF HE = VPC Lattice 2|24 SFE HESHA L.

VPC Lattice0ll CHEF 2434 T X|

X4xH XHO4 K| of

(= e A

e

IAM EH L Z0i|= IAME X|HstE EE AMH[AL| ZE API U E X|™HE = U&LIch
VPC LatticeQ| A< API 92l vpc-lattice: 0 CHS HSFAE AP EILICEH o E

01, vpc-lattice:CreateService, vpc-lattice:CreateTargetGroup % vpc-
lattice:PutAuthPolicy®IL|C}.

BEE ofLtol ofd A3 E X|HstedH ChSnt 20| = FEELICH

"Action": [ "vpc-lattice:actionl", "vpc-lattice:action2" ]
QUCEFIEE AIE5104 048] & U2 X|HE =T UELICIH 0| & E0{ CI2 1t 20| 0|F 0| Get2Z A
SElE BE Hig XY 4 Lt

"Action": "vpc-lattice:Get*"
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VPC Lattice APl 2] S£& E2{™H MH|A &t 204 HZ 0| A Amazon VPC LatticeOf| A & o5t &f

S AxsHMI2.

12
(gl

VPC LatticeE I8t M |AA

IAM 2 L 20{ M Resource LA = HHEO| CHE = 5tL O|& o] X E X|I'HELIC} VPC Lattice
ol A2 Zt IAM HAE 2 ARNS AP stod X|&st 2lAaof M EL|CH

E7% Amazon 2|44 O|E(ARN) @Al2 2laA0] et CHELICH ARNS M3 E W #### IAEE 2
AAHE HEZ HELICH
o HAHA 2O FE:
"Resource": "arn:aws:vpc-lattice:region:account-id:accesslogsubscription/access-1log-
subscription-id"
. ZlAL:
"Resource": "arn:aws:vpc-lattice:region:account-id:service/service-id/
listener/listener-id"
- AL
"Resource": "arn:aws:vpc-lattice:region:account-id:service/service-id/

listener/listener-id/rule/rule-id"

o MH|A:

"Resource": "arn:aws:vpc-lattice:region:account-id:service/service-id"

« MHlA WELT:

"Resource": "arn:aws:vpc-lattice:region:account-id:servicenetwork/service-network-id"

« MHIA HERI MH|A AZA:

"Resource": "arn:aws:vpc-lattice:region:account-
id:servicenetworkserviceassociation/service-network-service-association-id"
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« MH|A HES3 VPC ¢14:

"Resource": "arn:aws:vpc-lattice:region:account-
id:servicenetworkvpcassociation/service-network-vpc-association-id"

- CHA O E:

"Resource": "arn:aws:vpc-lattice:region:account-id:targetgroup/target-group-id"
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CreateServiceNetworkVpcAssociation
* vpc-lattice:CreateServiceNetworkVpcAssociation

* ec2:DescribeVpcs

mH

+ ec2:DescribeSecurityGroups(E9t 2E0| MSE F0E EQ)
UpdateServiceNetworkVpcAssociation
* vpc-lattice:UpdateServiceNetworkVpcAssociation
« ec2:DescribeSecurityGroups(2¢2 I E0| MSE F0t 2R
CreateTargetGroup
 vpc-lattice:CreateTargetGroup
» ec2:DescribeVpcs
RegisterTargets
 vpc-lattice:RegisterTargets
« ec2:DescribelInstances(CH4 18 9% 0| INSTANCEQ! BBt 2 Q)
« ec2:DescribeVpcs(CHA O 5 % 0| INSTANCE EE£ IPQI BL0EF 2 Q)
+ ec2:DescribeSubnets(CH& 2 & R 0| INSTANCE =& IPQ! A0 2 Q)
« lambda:GetFunction(CH& & |3 0| LAMBDAR! B0 Bt EQ)
« lambda:AddPermission(CH& 2§01 X|HE Lambda & +E& S £& TEH0| o} Qi= ZF<o0f
o e
DeregisterTargets
 vpc-lattice:DeregisterTargets
CreateAccessLogSubscription
* vpc-lattice:CreateAccesslLogSubscription

* logs:GetLogDelivery
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* logs:CreatelLogDelivery
DeleteAccesslLogSubscription

 vpc-lattice:DeleteAccesslLogSubscription

* logs:DeletelLogDelivery
UpdateAccessLogSubscription

* vpc-lattice:UpdateAccesslLogSubscription

* logs:UpdatelLogDelivery
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
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"Action": [
"firehose:TagDeliveryStream",
"lambda:AddPermission",
"s3:PutBucketPolicy"
1,
"Resource": "*"
},
{
"Effect": "Allow",
"Action": [
"logs:PutResourcePolicy"
1,
"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals": {
"aws:CalledVia": [
"vpc-lattice.amazonaws.com"
]
}
}
},
{
"Effect": "Allow",
"Action": [
"iam:AttachRolePolicy",
"iam:PutRolePolicy"
1,
"Resource": "arn:aws:iam::*:role/aws-service-role/vpc-
lattice.amazonaws.com/AWSServiceRoleForVpcLattice"
.
{
"Effect": "Allow",
"Action": [
"iam:AttachRolePolicy",
"iam:PutRolePolicy"
1,
"Resource": "arn:aws:iam::*:role/aws-service-role/
delivery.logs.amazonaws.com/AWSServiceRoleForLogDelivery*"
}
]
}
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"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"vpc-lattice:CreateServiceNetworkVpcAssociation",
"vpc-lattice:UpdateServiceNetworkVpcAssociation",
"vpc-lattice:DeleteServiceNetworkVpcAssociation"

1,

"Resource": [

ngn

1,
"Condition": {
"StringEquals": {
"vpc-lattice:ServiceNetworkArn": "arn:aws:vpc-lattice:us-
west-2:123456789012:servicenetwork/sn-903004f88example",
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o . —_

0l

PIIE=E 126



Amazon VPC Lattice

"vpc-lattice:VpcId": "vpc-la2b3c4d"

[
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_=e O O

2 7|18 Ar8304 VPC Lattice 2IAA0] CHEE HMAE XM 0{5t K| b= F<S? Resource 240 2|4
A Ol ARNS K|ZH5H04 CHAl HMAE MO{E &= USLICH
CHS o AlE O| Z4=H0| Al K} 7} CreateServiceNetworkServiceAssociation API 2210i A2
& £ QlE AMH|A L MH|A WER IS ARNS K| 5t04 HH|A HAE MH|A WEIZ HMEtets
MAMZ Ho{ELICH ARN 22 X|Hsts wof ChEh AFMIEH LHE 2 VPC LatticeE I8 HA Z|AA
MM EEXSHM 2

{

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"vpc-lattice:CreateServiceNetworkServiceAssociation"
1)
"Resource": [
"arn:aws:vpc-lattice:us-
west-2:123456789012:servicenetworkserviceassociation/*",
"arn:aws:vpc-lattice:us-west-2:123456789012:service/svc-04d5cc9b88example",

"arn:aws:vpc-lattice:us-west-2:123456789012:servicenetwork/
sn-903004f88example"

]
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"vpc-lattice:TagResource"
1,
"Resource": "arn:aws:vpc-lattice:us-west-2:123456789012:%/*"
}

-
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MAO| AdZ25ed™H AF2XH7F iam:CreateServicelLinkedRole ZHQ4o] CHEt HEtE2 ER

4T

"Action": "iam:CreateServicelLinkedRole"
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/vpc-lattice.amazonaws.com/

AwWSServiceRoleForVpclLattice",
"Condition": {
"StringlLike": {
"iam:AWSServiceName":"vpc-lattice.amazonaws.com"
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]

Amazon VPC Lattice@| MH|A 9143 & AlS

Amazon VPC Lattice= AFEXIE CHAISIO{ CHE AIRE 5 & 5
oi&h 2 AFREILICH AWS MH|A REM[EH LI 2 IAM AFE AE MOl MHH|A 473 o4&t A

VPC Lattice2| AH|A o473 odst &t

FLICE. AWSServiceRoleForVpcLattice
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VPC Lattice= O|§0| X|IHE MH|A 18 AE S ALS
AWSServiceRoleForVpcLattice A{H|A @123 Q&2 CHF MH|AT HEE B2 JAo =2 AMEFLICH

* vpc-lattice.amazonaws.com

O|FO| X|HE dg Het W2 VPC Lattice 7t A H O| A0 CloudWatch HEZE HAIE = Ux
£ AWSVpclLatticeServiceRolePolicy S1& & LICH AWS/VpcLattice
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "cloudwatch:PutMetricData",
"Resource": "*",
"Condition": {
"StringEquals": {
"cloudwatch:namespace": "AWS/VpcLattice"
}
}
}
]
}
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"targetGroupArn":
tg-la2b3cad",

"tlsVersion": "-",
"userAgent": "-",
"serverNameIndication":
"destinationVpcId":
"sourcelIpPort":
"targetIpPort":
"serviceArn":
"sourceVpcId":
"requestPath":
"startTime":
"protocol": "HTTP/1.1",
"responseCode": 200,
"bytesReceived": 42,
"bytesSent": 42,
"duration": 375,

"requestToTargetDuration":

"arn:aws:vpc-lattice:us-west-2:123456789012:targetgroup/

’

"vpc-0abcdef1234567890",
"178.0.181.150:80",
"131.31.44.176:80",
"arn:aws:vpc-lattice:us-west-2:123456789012:service/svc-1a2b3c4d”,
"vpc-0abcdef1234567890",
"/billing",
"2023-07-28T20:48:4572",

1,

"responseFromTargetDuration": 1,

"grpcResponseCode": 1
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
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"principalld": "abcdef01234567890",
"arn": "arn:abcdef@1234567890",
"accountId": "abcdef@1234567890",
"accessKeyId": "abcdef@1234567890",
"sessionContext": {
"sessionIssuer": {
"type": "Role",

"principalld": "abcdef©1234567890",

arn": "arn:abcdef@1234567890",

"accountId": "abcdef©1234567890",

"userName": "abcdef©1234567890"
iy
"webIdFederationData": {3},
"attributes": {

"creationDate": "2022-08-16T03:34

"mfaAuthenticated": "false"

}
}
},
"eventTime": "2022-08-16T03:36:127",
"eventSource": "vpc-lattice.amazonaws.com",
"eventName": "CreateService",
"awsRegion": "us-west-2",

"sourceIPAddress": "abcdef01234567890",
"userAgent": "abcdef01234567890",
"requestParameters": {

"name": "rates-service"
I
"responseElements": {

"name": "rates-service",

"id": "abcdef01234567890",

"arn": "arn:abcdef@1234567890",

"status": "CREATE_IN_PROGRESS"
I
"requestID": "abcdef01234567890",
"eventID": "abcdef@1234567890",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "abcdef01234567890",
"eventCategory": "Management"
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "abcdef@1234567890",
"arn": "arn:ABCXYZ123456",
"accountId": "abcdef©01234567890",
"accessKeyId": "abcdef@1234567890",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalld": "abcdef01234567890",
"arn": "arn:aws:iam: :AIDACKCEVSQ6C2EXAMPLE
"accountId": "abcdef@1234567890",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-10-27T17:42:36Z",
"mfaAuthenticated": "false"

}

I
"eventTime": "2022-10-27T17:56:417",
"eventSource": "vpc-lattice.amazonaws.com",
"eventName": "DeleteService",
"awsRegion": "us-east-1",
"sourceIPAddress": "72.21.198.64",
"userAgent": "abcdef01234567890",
"requestParameters": {
"serviceldentifier": "abcdef01234567890"
},
"responseElements": {
"name": "test",
"id": "abcdef01234567890",
"arn": "arn:abcdef@1234567890",
"status": "DELETE_IN_PROGRESS"
},
"requestID": "abcdef01234567890",
"eventID": "abcdef01234567890",
"readOnly": false,
"eventType": "AwsApiCall",

:role/Admin",

f
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"managementEvent": true,
"recipientAccountId": "abcdef@1234567890",
"eventCategory": "Management"
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