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FIUL7F AWS PrivateLink?
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« AWS Command Line Interface (AWS CLI) — CtS2 Z &8t FH e MEoi CHEF A
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+ AWS::EC2::VPCEndpoint

AWS: :EC2: :VPC 22! EndpointConnection

AWS::EC2::VPCEndpointService

AWS: :EC2: :VPC T8t EndpointService

* AWS::ElasticLoadBalancingV2::LoadBalancer
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https://docs.aws.amazon.com/cli/latest/reference/ec2/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-vpcendpoint.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-vpcendpointconnectionnotification.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-vpcendpointservice.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-vpcendpointservicepermissions.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-elasticloadbalancingv2-loadbalancer.html
https://aws.amazon.com/developer/tools/
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/operation-list-privatelink.html
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https://aws.amazon.com/privatelink/pricing/
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AWS PrivateLink 2123
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-to-vpc-interface-endpoint.html
https://aws.amazon.com/blogs/apn/reviewing-dns-mechanisms-for-routing-traffic-and-enabling-failover-for-aws-privatelink-deployments/
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1. https://console.aws.amazon.com/vpc/HlA Amazon VPC £ & 04A|2.

VPC d'dS MEfErLICH
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https://console.aws.amazon.com/vpc/
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Bastion 3AEE A|&t5iE{™

1. https://console.aws.amazon.com/ec2/0l Al Amazon EC2 &2 LCt.

2. QUAEA A|RZ MEHFHLICE
3. Name(0|&)0i Bastion EAEQ| O|§2 /AT LICH.
4. 7|2 o|0|X| & QIARA RHFE FXIFLICE
5. Key pair(Z| H0{)0ol| M 7| H|o{1E MEHFILICE.
6. Network settings(UIER3 M)l CHSS +&EtLICH
a. VPCOI|A VPCE MEELICt
b. Subnet(MELMM HEE MEUHS MEHELIC
c. Auto-assign Public IP(EHZ2! IP Xts &) A Enable(& A&t)S MEHFLICH
d. Firewall(23}2)0f| A Select existing security group(7|& 20t 1 & MEH)S MEHSH OIS
Bastion SAEQ| Hot 1 & & MEAFFLICTH
7. QUAEA A|RZ MEHFLCE
QIAEAE AlZH5IE{H

1. https://console.aws.amazon.com/ec2/0|A{ Amazon EC2 & & jLC}.

2. QUAEIA A|Zbg MEMFFLICH

3. Name(O|&)0i|l QIAEHAO| O|F S I=AFLICH

4. 7|2 o|O0|X| U QAEA RS SK|EHLICH

5. Key pair(7| H0{)0i|l A 7| H|o{E MEHFILIC.

6. Network settings(LIE®3 )M CI2E =& ELICH

a. VPCOIM VPCE MENELICH
b. Subnet(ME)0IM ZEto|8! HEUS MEIEFLICY
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A
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A EH

8. QUAHA A[RtZ MEHEFLICEH

20HA|: QIAEAA A|EF 10


https://console.aws.amazon.com/ec2/
https://console.aws.amazon.com/ec2/
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3EHA: M| A EH|AE CloudWatch

CHS MXIE AFE35H04 QIAEAT HMAE 5= e K| = QIELICH CloudWatch. 0f CHEF CloudWatch
17| M AWS CLI HHEE Ar835tod 2= A & ZAlLct.

M| AE CloudWatch E|AE 52T

1. ZAFEM CS HHS ALE5104 SSH of|0|ME| 7| H0{& FIHEFLICH 0{7|M
key.peme .pem ItLO| O|F &LICt,
ssh-add ./key.pem
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aws cloudwatch list-metrics --namespace AWS/EC2 --region us-east-1
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endpoint_id-az_name.service_id.region.vpce.amazonaws.com
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aws ec2 describe-vpc-endpoints --vpc-endpoint-id vpce-099deb00b40f00e22 --query
VpcEndpoints[*].DnsEntries
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"DnsName": "vpce-099deb00b40f00e22-1j2wisx3.monitoring.us-
east-2.vpce.amazonaws.com",
"HostedZoneId": "ZC8PGOKIFKBRI"

"DnsName": "vpce-099deb00b40f00e22-1j2wisx3-us-east-2c.monitoring.us-
east-2.vpce.amazonaws.com",
"HostedZonelId": "ZC8PGOKIFKBRI"

"DnsName": "vpce-099deb00b40f00e22-1j2wisx3-us-east-2a.monitoring.us-
east-2.vpce.amazonaws.com",
"HostedZoneId": "ZC8PGOKIFKBRI"

"DnsName": "vpce-099deb00b40f00e22-1j2wisx3-us-east-2b.monitoring.us-
east-2.vpce.amazonaws.com",
"HostedZonelId": "ZC8PGOKIFKBRI"

"DnsName": "monitoring.us-east-2.amazonaws.com",
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Access Analyzer com.amazonaws.region.access-analyzer
AWS Account Management com.amazonaws.region.account
Amazon API Gateway com.amazonaws.region.execute-api
AWS AppConfig com.amazonaws.region.appconfig

com.amazonaws.region.appconfigdata

AWS App Mesh com.amazonaws.region.appmesh

com.amazonaws.region.appmesh-envoy-management
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AWS 4 2L com.amazonaws.region.apprunner

AWS App Runner MH|A com.amazonaws.region.apprunner.requests
Application Auto Scaling com.amazonaws.region.application-autoscaling

AWS ofZ 2|70l oto|Teol4d A com.amazonaws.region.mgn

H|A

otOFE AppStream 2.0 com.amazonaws.region.appstream.api
com.amazonaws.region.appstream.streaming

AWS AppSync com.amazonaws.region.appsync-api

Amazon Athena com.amazonaws.region.athena

AWS Audit Manager com.amazonaws.region.auditmanager

Amazon Aurora com.amazonaws.region.rds

AWS Auto Scaling com.amazonaws.region.autoscaling-plans

AWS B2B Data Interchange com.amazonaws.region.b2bi

AWS Backup com.amazonaws.region.backup
com.amazonaws.region.backup-gateway

AWS Batch com.amazonaws.region.batch

Amazon Bedrock com.amazonaws.region.bedrock
com.amazonaws. ##. ###-###H
com.amazonaws.region.bedrock-agent-runtime
com.amazonaws.region.bedrock-runtime

AWS Billing Conductor com.amazonaws.region.billingconductor
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com.amazonaws.region.braket
com.amazonaws.region.cleanrooms
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com.amazonaws.region.cloudcontrolapi
com.amazonaws.region.cloudcontrolapi-fips
com.amazonaws.region.clouddirectory
com.amazonaws.region.cloudformation
com.amazonaws.region.cloudhsmv2
com.amazonaws.region.servicediscovery
com.amazonaws.region.servicediscovery-fips
com.amazonaws.region.data-servicediscovery
com.amazonaws.region.data-servicediscovery-fips
com.amazonaws.region.cloudtrail
com.amazonaws.region.evidently
com.amazonaws.region.evidently-dataplane
com.amazonaws.region.monitoring
com.amazonaws.region.rum
com.amazonaws.region.rum-dataplane
com.amazonaws.region.synthetics

com.amazonaws.region.logs
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com.amazonaws.region.codeartifact.repositories
com.amazonaws.region.codebuild
com.amazonaws.region.codebuild-fips
com.amazonaws.region.codecommit
com.amazonaws.region.codecommit-fips
com.amazonaws.region.git-codecommit
com.amazonaws.region.git-codecommit-fips
com.amazonaws. ## #####.api
com.amazonaws.region.codestar-connections.api
com.amazonaws.region.codedeploy
amazonawsregion.codedeploy-commands-secure
com.amazonaws.region.codeguru-profiler
com.amazonaws.region.codeguru-reviewer
com.amazonaws.region.codepipeline
com.amazonaws.region.codewhisperer
com.amazonaws.region.comprehend
com.amazonaws.region.comprehendmedical

com.amazonaws.region.config
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https://docs.aws.amazon.com/codeartifact/latest/ug/vpc-endpoints.html
https://docs.aws.amazon.com/codebuild/latest/userguide/use-vpc-endpoints-with-codebuild.html
https://docs.aws.amazon.com/codecommit/latest/userguide/codecommit-and-interface-VPC.html
https://docs.aws.amazon.com/dtconsole/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/codeguru/latest/profiler-ug/private-link.html
https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/vpc-interface-endpoints.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/vpc-support.html#use-vpc-endpoints-with-codepipeline
https://docs.aws.amazon.com/codewhisperer/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/comprehend/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/comprehend-medical/latest/dev/comprehendmedical-vpcendpoints.html
https://docs.aws.amazon.com/config/latest/developerguide/config-VPC-endpoints.html
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AWS PrivateLink

AWS MH[A

Amazon Connect

AWS Connector Service

AWS AN0{ 7|5 FIEI 2O

AWS Data Exchange

Amazon Data Firehose

AWS Database Migration Service

AWS DataSync

otOtE DataZone

AWS Deadline Cloud

of0}E DevOps ME 7}

AWS Directory Service

Amazon DynamoDB

Amazon EBS C}O|EH E API
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com.amazonaws.region.app-integrations
com.amazonaws.region.cases
com.amazonaws.region.connect-campaigns
com.amazonaws.region.profile
com.amazonaws.region.voiceid
com.amazonaws.region.wisdom
com.amazonaws.region.awsconnector
com.amazonaws. ## ## #HHA##
com.amazonaws.region.dataexchange
com.amazonaws.region.kinesis-firehose
com.amazonaws.region.dms
com.amazonaws.region.dms-fips
com.amazonaws.region.datasync
com.amazonaws.region.datazone
com.amazonaws. ##, ###, ##
com.amazonaws. ##. ###. ##HA#
com.amazonaws.region.devops-guru
com.amazonaws.region.ds
com.amazonaws. ##. dynamodb

com.amazonaws.region.ebs
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https://docs.aws.amazon.com/connect/latest/adminguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/controlcatalog/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/data-exchange/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/firehose/latest/dev/vpc.html
https://docs.aws.amazon.com/dms/latest/userguide/CHAP_Security.html#infrastructure-security
https://docs.aws.amazon.com/datasync/latest/userguide/choose-service-endpoint.html
https://docs.aws.amazon.com/datazone/latest/userguide/datazone-vpc.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-apis-vpc-endpoints.html
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AWS PrivateLink

AWS AMH|A
Amazon EC2

Amazon EC2 Auto Scaling

EC2 Image Builder

Amazon ECR

Amazon ECS

Amazon EKS

AWS Elastic Beanstalk

AWS Elastic Disaster Recovery

Amazon Elastic File System

Amazon Elastic Inference

Elastic Load Balancing

otO} & ElastiCache

AWS Elemental MediaConnect
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com.amazonaws.region.ec2
com.amazonaws.region.autoscaling
com.amazonaws.region.imagebuilder
com.amazonaws.region.ecr.api
com.amazonaws.region.ecr.dkr
com.amazonaws.region.ecs
com.amazonaws.region.ecs-agent
com.amazonaws.region.ecs-telemetry
com.amazonaws.region.eks
com.amazonaws.region.eks-auth
com.amazonaws.region.elasticbeanstalk
com.amazonaws.region.elasticbeanstalk-health
com.amazonaws.region.drs
com.amazonaws.region.elasticfilesystem
com.amazonaws.region.elasticfilesystem-fips
com.amazonaws.region.elastic-inference.runtime
com.amazonaws.region.elasticloadbalancing
com.amazonaws.region.elasticache
com.amazonaws.region.elasticache-fips

com.amazonaws.region.mediaconnect
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/interface-vpc-endpoints.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/ec2-auto-scaling-vpc-endpoints.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/vpc-endpoints.html
https://docs.aws.amazon.com/eks/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/vpc-vpce.html
https://docs.aws.amazon.com/drs/latest/userguide/drs-and-vpc.html
https://docs.aws.amazon.com/efs/latest/ug/efs-vpc-endpoints.html
https://docs.aws.amazon.com/elastic-inference/latest/developerguide/setting-up-ei.html#eia-privatelink
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/load-balancer-vpc-endpoints.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/elasticache-privatelink.html
https://docs.aws.amazon.com/mediaconnect/latest/ug/vpc-endpoints.html

Amazon Virtual Private Cloud AWS PrivateLink

AWS MH|& MHI|£ O|F

Amazon EMR com.amazonaws.region.elasticmapreduce
Amazon EMR on EKS com.amazonaws.region.emr-containers
Amazon EMR Serverless com.amazonaws.region.emr-serverless
otOrE EMR ¥ com.amazonaws. .emrwal.prod ##
AWS Entity Resolution com.amazonaws.region.entityresolution
Ot0+E EventBridge com.amazonaws.region.events

com.amazonaws. ##. ###-##H#

AWS Fault Injection Service com.amazonaws.region.fis

Amazon FinSpace com.amazonaws.region.finspace

com.amazonaws.region.finspace-api

Amazon Forecast com.amazonaws.region.forecast

com.amazonaws.region.forecastquery
com.amazonaws.region.forecast-fips
com.amazonaws.region.forecastquery-fips

Amazon Fraud Detector com.amazonaws.region.frauddetector

Amazon FSx com.amazonaws.region.fsx

com.amazonaws.region.fsx-fips

AWS Glue com.amazonaws.region.glue
AWS Glue DataBrew com.amazonaws.region.databrew
Amazon Managed Grafana com.amazonaws.region.grafana
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https://docs.aws.amazon.com/emr/latest/ManagementGuide/interface-vpc-endpoint.html
https://docs.aws.amazon.com/emr/latest/EMR-on-EKS-DevelopmentGuide/security-vpc.html
https://docs.aws.amazon.com/emr/latest/ReleaseGuide/emr-hbase-wal-privatelink.html
https://docs.aws.amazon.com/entityresolution/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-related-service-vpc.html
https://docs.aws.amazon.com/fis/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/finspace/latest/userguide/infrastructure-security.html#connect-vpce
https://docs.aws.amazon.com/forecast/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/frauddetector/latest/ug/vpc-interface-endpoints.html
https://docs.aws.amazon.com/glue/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/databrew/latest/dg/vpc-endpoint.html
https://docs.aws.amazon.com/grafana/latest/userguide/VPC-endpoints.html
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AWS PrivateLink
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AWS Ground Station

otOFE GuardDuty

AWS Healthimaging

AWS HealthLake

AWS HealthOmics

IAM Identity Center

IAM Roles Anywhere

Amazon Inspector

AWS loT Core

AWS loT Core Device Advisor
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com.amazonaws.region.grafana-workspace
com.amazonaws.region.groundstation
com.amazonaws.region.guardduty-data
com.amazonaws.region.guardduty-data-fips
com.amazonaws. ##.dicom-###-###
com.amazonaws.region.medical-imaging
com.amazonaws.region.runtime-medical-imaging
com.amazonaws.region.healthlake
com.amazonaws.region.analytics-omics
com.amazonaws.region.control-storage-omics
com.amazonaws.region.storage-omics
com.amazonaws.region.tags-omics
com.amazonaws.region.workflows-omics
com.amazonaws.region.identitystore
com.amazonaws.region.rolesanywhere
com.amazonaws.region.inspector2
com.amazonaws.region.iot.data
com.amazonaws.region.iot.credentials
com.amazonaws.region.iot.fleethub.api

com.amazonaws.region.deviceadvisor.iot
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https://docs.aws.amazon.com/healthimaging/latest/devguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/healthlake/latest/devguide/vpc-endpoints.html
https://docs.aws.amazon.com/omics/latest/dev/vpc-interface-endpoints.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/iot/latest/developerguide/IoTCore-VPC.html
https://docs.aws.amazon.com/iot/latest/developerguide/device-advisor-vpc-endpoint.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS MH[A

AWS loT Core for LoRaWAN

AWS loT FleetWise

AWS loT Greengrass

AWS loT RoboRunner

AWS loT SiteWise

AWS loT TwinMaker

Amazon Kendra

AWS Key Management Service

Amazon Keyspaces(Apache

Cassandra&)

Amazon Kinesis Data Streams

AWS Lake Formation

AWS Lambda

Amazon Lex

MH|A ol
com.amazonaws.region.iotwireless.api
com.amazonaws.region.lorawan.cups
com.amazonaws.region.lorawan.lns
com.amazonaws.region.iotfleetwise
com.amazonaws.region.greengrass
com.amazonaws.region.iotroborunner
com.amazonaws.region.iotsitewise.api
com.amazonaws.region.iotsitewise.data
com.amazonaws.region.iottwinmaker.api
com.amazonaws.region.iottwinmaker.data
com.amazonaws.region.kendra
aws.api.region.kendra-ranking
com.amazonaws.region.kms
com.amazonaws.region.kms-fips
com.amazonaws.region.cassandra
com.amazonaws.region.cassandra-fips
com.amazonaws.region.kinesis-streams
com.amazonaws.region.lakeformation
com.amazonaws.region.lambda

com.amazonaws.region.models-v2-lex
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https://docs.aws.amazon.com/iot-wireless/latest/developerguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/greengrass/v2/developerguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/iot-sitewise/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/iot-twinmaker/latest/guide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/kendra/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/kms/latest/developerguide/kms-vpc-endpoint.html
https://docs.aws.amazon.com/keyspaces/latest/devguide/vpc-endpoints.html
https://docs.aws.amazon.com/keyspaces/latest/devguide/vpc-endpoints.html
https://docs.aws.amazon.com/streams/latest/dev/vpc.html
https://docs.aws.amazon.com/lake-formation/latest/dg/privatelink.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc-endpoints.html
https://docs.aws.amazon.com/lexv2/latest/dg/vpc-interface-endpoints.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS MH[A

AWS License Manager

Amazon Lookout for Equipment

Amazon Lookout for Metrics

Amazon Lookout for Vision

Amazon Macie

AWS Mainframe Modernization

Amazon Managed Blockchain

Amazon Managed Service for

Prometheus

Amazon Managed Workflows for

Apache Airflow

AWS Management Console

MH|A O|&
com.amazonaws.region.runtime-v2-lex
com.amazonaws.region.license-manager
com.amazonaws.region.license-manager-fips

com.amazonaws.region.license-manager-user-subsc
riptions

com.amazonaws.region.lookoutequipment
com.amazonaws.region.lookoutmetrics
com.amazonaws.region.lookoutvision
com.amazonaws.region.macie2
com.amazonaws.region.m2
com.amazonaws.region.managedblockchain-query

com.amazonaws.region.managedblockchain.bitcoin.
mainnet

com.amazonaws.region.managedblockchain.bitcoin.
testnet

com.amazonaws.region.aps
com.amazonaws.region.aps-workspaces
com.amazonaws.region.airflow.api
com.amazonaws.region.airflow.env
com.amazonaws.region.airflow.ops

com.amazonaws.region.console
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https://docs.aws.amazon.com/license-manager/latest/userguide/interface-vpc-endpoints.html
https://docs.aws.amazon.com/lookout-for-equipment/latest/ug/vpc-interface-endpoints.html
https://docs.aws.amazon.com/lookoutmetrics/latest/dev/services-vpc.html#services-vpc-interface
https://docs.aws.amazon.com/lookout-for-vision/latest/developer-guide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/macie/latest/user/vpc-interface-endpoints.html
https://docs.aws.amazon.com/m2/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-and-interface-VPC.html
https://docs.aws.amazon.com/prometheus/latest/userguide/AMP-and-interface-VPC.html
https://docs.aws.amazon.com/mwaa/latest/userguide/vpc-vpe-create-access.html
https://docs.aws.amazon.com/mwaa/latest/userguide/vpc-vpe-create-access.html
https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/console-private-access.html

Amazon Virtual Private Cloud AWS PrivateLink
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com.amazonaws.region.signin

Amazon MemoryDB for Redis com.amazonaws.region.memory-db

com.amazonaws.region.memorydb-fips

AWS Migration Hub Orchestrator com.amazonaws.region.migrationhub-orchestrator

AWS Migration Hub Refactor Spaces  com.amazonaws.region.refactor-spaces

Migration Hub Strategy Recommend com.amazonaws.region.migrationhub-strategy
ations

Amazon Neptune Analytics com.amazonaws.region.neptune-graph
Amazon Nimble Studio com.amazonaws.region.nimble

of0F&E OpenSearch MH|A Olg{et A= QIEE MH|A EE[EelL|CH
AWS Organizations com.amazonaws. ##. ##

com.amazonaws. ##. ##-fips

AWS Outposts com.amazonaws. ##. ## ##

AWS Panorama com.amazonaws.region.panorama

AWS ZX 2 2535t com.amazonaws.region.payment-cryptography.contr
olplane

com.amazonaws.region.payment-cryptography.datap
lane

Amazon Personalize com.amazonaws.region.personalize

com.amazonaws.region.personalize-events

com.amazonaws.region.personalize-runtime
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https://docs.aws.amazon.com/memorydb/latest/devguide/memorydb-privatelink.html
https://docs.aws.amazon.com/migrationhub-orchestrator/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/migrationhub-refactor-spaces/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/migrationhub-strategy/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_security_privatelink.html
https://docs.aws.amazon.com/panorama/latest/dev/api-endpoints.html
https://docs.aws.amazon.com/personalize/latest/dg/vpc-interface-endpoints.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS MH[A

AWS Supply Chain

Amazon Pinpoint

Amazon Polly

AWS Z2}0|El 5G

AWS Private Certificate Authority

AWS Proton

Amazon Q HIZRL|IAE

Amazon QLDB

oFOFE QuickSight

Amazon RDS

Amazon RDS Data API

AWS re: ZAE H|Z 7|

Amazon Redshift

Amazon Redshift Cl|O|E{ API

Amazon Rekognition

MH|A O|E
com.amazonaws. .scn ##

com.amazonaws.region.pinpoint

com.amazonaws.region.pinpoint-sms-voice-v2

com.amazonaws.region.polly
com.amazonaws.region.private-networks
com.amazonaws.region.acm-pca
com.amazonaws.region.pca-connector-ad
com.amazonaws.region.proton

aws.api. ##. q ####
com.amazonaws.region.qldb.session
com.amazonaws. ##. #### #H#H#
com.amazonaws.region.rds
com.amazonaws.region.rds-data
com.amazonaws. ##. #HA##HA##H
com.amazonaws.region.redshift
com.amazonaws.region.redshift-fips
com.amazonaws.region.redshift-data
com.amazonaws. K|, #####-###-fips
com.amazonaws.region.rekognition

com.amazonaws.region.rekognition-fips
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https://docs.aws.amazon.com/aws-supply-chain/latest/adminguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/pinpoint/latest/developerguide/security-vpc-endpoints.html
https://docs.aws.amazon.com/polly/latest/dg/using-polly-with-vpc-endpoints.html
https://docs.aws.amazon.com/privateca/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/proton/latest/userguide/infrastructure-security.html#vpc-interface-endpoints
https://docs.aws.amazon.com/amazonq/latest/qbusiness-ug/vpc-interface-endpoints.html
https://docs.aws.amazon.com/qldb/latest/developerguide/vpc-endpoints.html#using-interface-vpc-endpoints
https://docs.aws.amazon.com/quicksight/latest/developerguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/data-api.html#data-api.vpc-endpoint
https://docs.aws.amazon.com/redshift/latest/mgmt/security-private-link.html
https://docs.aws.amazon.com/redshift/latest/mgmt/data-api-access.html#data-api-vpc-endpoint
https://docs.aws.amazon.com/rekognition/latest/dg/vpc.html
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com.amazonaws.region.streaming-rekognition
com.amazonaws.region.streaming-rekognition-fips

AWS RoboMaker com.amazonaws.region.robomaker

Amazon S3 com.amazonaws.region.s3

Amazon S3 CtE 2|7 HMA ZRIE  com.amazonaws.s3-global.accesspoint

Amazon S3 on Outposts com.amazonaws.region.s3-outposts

ofOFE SageMaker aws.sagemaker.region.notebook

aws.sagemaker.region.studio
com.amazonaws.region.sagemaker.api

com.amazonaws.region.sagemaker.featurestore-run
time

com.amazonaws.region.sagemaker.metrics
com.amazonaws.region.sagemaker.runtime

com.amazonaws.region.sagemaker.runtime-fips

AWS Secrets Manager com.amazonaws.region.secretsmanager
AWS Security Hub com.amazonaws.region.securityhub
AWS Security Token Service com.amazonaws.region.sts

MHIA FIRFE2 T com.amazonaws.region.servicecatalog

com.amazonaws.region.servicecatalog-appregistry
Amazon SES com.amazonaws.region.email-smtp

AWS SimSpace Weaver com.amazonaws.region.simspaceweaver
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https://docs.aws.amazon.com/robomaker/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/privatelink-interface-endpoints.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/MultiRegionAccessPointsPrivateLink.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-outposts-privatelink-interface-endpoints.html
https://docs.aws.amazon.com/sagemaker/latest/dg/notebook-interface-endpoint.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/vpc-endpoint-overview.html
https://docs.aws.amazon.com/securityhub/latest/userguide/security-vpc-endpoints.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_interface_vpc_endpoints.html
https://docs.aws.amazon.com/ses/latest/dg/send-email-set-up-vpc-endpoints.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS MH|A
AWS Snow Device Management
Amazon SNS

Amazon SQS

Amazon SWF

AWS Step Functions

AWS Storage Gateway

AWS Systems Manager

AWS EH3 HEQ3 g

Amazon Textract

Amazon Timestream

InfluxDB& Amazon Timestream

Amazon Transcribe
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com.amazonaws.region.snow-device-management

com.amazonaws.region.sns
com.amazonaws.region.sqs
com.amazonaws.region.swf
com.amazonaws.region.swf-fips
com.amazonaws.region.states
com.amazonaws.region.sync-states
com.amazonaws.region.storagegateway
com.amazonaws.region.ec2messages
com.amazonaws.region.ssm
com.amazonaws.region.ssm-contacts
com.amazonaws.region.ssm-incidents
com.amazonaws.region.ssmmessages
com.amazonaws.region.tnb
com.amazonaws.region.textract
com.amazonaws.region.textract-fips
com.amazonaws.region.timestream.ingest-cel 1
com.amazonaws.region.timestream.query-cell
com.amazonaws. X% . timestream-influxdb

com.amazonaws.region.transcribe
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https://docs.aws.amazon.com/sns/latest/dg/sns-internetwork-traffic-privacy.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-internetwork-traffic-privacy.html#sqs-vpc-endpoints
https://docs.aws.amazon.com/amazonswf/latest/developerguide/swf-vpc-endpoints.html
https://docs.aws.amazon.com/step-functions/latest/dg/vpc-endpoints.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/setup-create-vpc.html
https://docs.aws.amazon.com/textract/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/timestream/latest/developerguide/VPCEndpoints.html
https://docs.aws.amazon.com/timestream/latest/developerguide/timestream-influxb-privatelink.html
https://docs.aws.amazon.com/transcribe/latest/dg/vulnerability-analysis-and-management.html

Amazon Virtual Private Cloud

AWS PrivateLink

AWS MH[A

Amazon Transcribe Medical

AWS Transfer for SFTP

Amazon Translate

AWS Trusted Advisor

Amazon Verified Permissions

Amazon VPC Lattice

ofo}& WorkSpaces

oFOFE WorkSpaces 4 2E}0|

AWS X-Ray

MH|A ol
com.amazonaws.region.transcribestreaming
com.amazonaws.region.transcribe
com.amazonaws.region.transcribestreaming
com.amazonaws.region.transfer
com.amazonaws.region.transfer.server
com.amazonaws.region.translate
com.amazonaws.region.trustedadvisor
com.amazonaws.region.verifiedpermissions
com.amazonaws.region.vpc-lattice
com.amazonaws.region.workspaces
com.amazonaws. ## .thinclient.api

com.amazonaws.region.xray

A2 758 AWS AMH|A 0|2 E 7|

describe-vpc-endpoint-services &2 AI& 3510 VPC HEZQIEE X|Hst= HHIA OIEZ2 & = U

&LICt.

CtE od= XIEE X[Fof| M IE{H|O|A AWS MH|A QIEZQIEE X|5t= WS Hoq

--query M2 £ 2 AH[A 0|F2 2 A[EHErLICH

aws ec2 describe-vpc-endpoint-services \
--filters Name=service-type,Values=Interface Name=owner,Values=amazon \

--region us-east-1 \
--query ServiceNames
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https://docs.aws.amazon.com/transcribe/latest/dg/med-vpc-interface-endpoints.html
https://docs.aws.amazon.com/translate/latest/dg/vpc-interface-endpoints.html
https://docs.aws.amazon.com/verifiedpermissions/latest/userguide/vpc-interface-endpoints.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/vpc-interface-endpoints.html
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aws.api.us-east-1.kendra-ranking",
"aws.sagemaker.us-east-1.notebook",
"aws.sagemaker.us-east-1.studio",
""com.amazonaws.s3-global.accesspoint",
"

com.amazonaws.us-east-1.access-analyzer",
"com.amazonaws.us-east-1.account",

MH|£0f CHEl HE 27|

MH|A 0]& 0] /2™ describe-vpc-endpoint-services WS AFE510{ ZH AI= Z QIE A{H|A0f CHE

MR HEE £ & A&LIch

CS ol XM E X|&E X[2d2| Amazon CloudWatch QIE{HO|A IE Z QIEof CHE MEE E A|EHL|C}.

aws ec2 describe-vpc-endpoint-services \
--service-name "com.amazonaws.us-east-1l.monitoring" \
--region us-east-1

Z£240| of = Ct2 0 Z&LICh VpcEndpointPolicySupportedE =2 QIE HHA0| K| =EX|
0{f E LIEFALICH SupportedIpAddressTypesE X|HE|E IP FA RS LIEFALICH

"ServiceDetails": [
{
"ServiceName": "com.amazonaws.us-east-1l.monitoring",
"ServiceId": "vpce-svc-0fc975f3e7e5bebas",
"ServiceType": [
{

"ServiceType": "Interface"

1,
"AvailabilityZones": [
"us-east-1la",
"us-east-1b",
"us-east-1c",
"us-east-1d",
"us-east-le",

"us-east-1f"

]I
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"Owner": "amazon",
"BaseEndpointDnsNames": [
"monitoring.us-east-1.vpce.amazonaws.com"

1,
"PrivateDnsName": "monitoring.us-east-1.amazonaws.com",
"PrivateDnsNames": [
{
"PrivateDnsName": "monitoring.us-east-1.amazonaws.com"
}
1,

"VpcEndpointPolicySupported": true,
"AcceptanceRequired": false,
"ManagesVpcEndpoints": false,

"Tags": [],
"PrivateDnsNameVerificationState": "verified",
"SupportedIpAddressTypes": [

Ilipv4ll

1,
"ServiceNames": [
""com.amazonaws.us-east-1.monitoring"

AezQlE YA x| H7|

MH|ATL AIEZQIE HAME K| 5t=X| =QI6t24™ describe-vpc-endpoint-services BEE &6
VpcEndpointPolicySupported®| gt2 &QIgfLCt. 7tS8t 22 true®t falselL|Ct.

o= XIHE EIToM RIHE MH|ATL A= ZOIE HAMS X|@5H=R| HQIHLICH --query &
£242 VpcEndpointPolicySupported?| 222 A|gHgfL|ct.

[Erignt
ro oo

aws ec2 describe-vpc-endpoint-services \
--service-name "com.amazonaws.us-east-1.s3" \
--region us-east-1 \
--query ServiceDetails[*].VpcEndpointPolicySupported \
--output text

£240| oflxlE CHR T ZLTh

True

A OIE HH X2l 27 38
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Ctg oMl XIEE X[FoM A=EZQIE HMZ AWS MH|A XG5t S LHAELICH O] --
query SM2 EHE MH|A 0|ES R A|EHEFLICE Windows B T EZEE AFE5t0{ O] HHS Al
AstcdiH 22| EAE S F ol A2 MSEE MHstD & & EXAE M 22 BHFg Lt
aws ec2 describe-vpc-endpoint-services \
--filters Name=service-type,Values=Interface Name=owner,Values=amazon \
--region us-east-1 \
--query 'ServiceDetails[?VpcEndpointPolicySupported=="true ].ServiceName'
£39| ofd= ct=1 2 &Lt
[
"aws.api.us-east-1.kendra-ranking",
"aws.sagemaker.us-east-1.notebook",
"aws.sagemaker.us-east-1.studio",
""com.amazonaws.s3-global.accesspoint",
""com.amazonaws.us-east-1.access-analyzer",
""com.amazonaws.us-east-1.account",
]
CtE oMl XIEE X[FoM AEZQIE HAM S X5 X AWS MH|A of= =S LIGELICE O
--query SM2 £ E MH|A O|§2 2 AMBHELICH Windows BE ZEZEE AFE5104 0| BHE
AdeteiH el EAYE S Fo A2 EE MHSD & L EXHE oM AR HEFLCH

aws ec2 describe-vpc-endpoint-services \
--filters Name=service-type,Values=Interface Name=owner,Values=amazon \
--region us-east-1 \

--query 'ServiceDetails[?VpcEndpointPolicySupported==

=azd0
= —1—

o o= Ct=t

.amazonaws.
.amazonaws.
.amazonaws.
.amazonaws.
.amazonaws.
.amazonaws.
.amazonaws.

#d&Lich

us-east-1

“false'].ServiceName'

.appmesh-envoy-management",
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.

apprunner.requests",
appstream.api",
appstream.streaming",
awsconnector",
cleanrooms",
cleanrooms-ml",

39
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""com.amazonaws.us-east-1.cloudtrail",
"com.amazonaws.us-east-1.codeguru-profiler",
""com.amazonaws.us-east-1.codeguru-reviewer",
""com.amazonaws.us-east-1.codepipeline",
""com.amazonaws.us-east-1.codewhisperer",
""com.amazonaws.us-east-1.datasync",
""com.amazonaws.us-east-1.datazone",
"com.amazonaws.us-east-1.deadline.management",
""com.amazonaws.us-east-1.deadline.scheduling",
""com.amazonaws.us-east-1.deviceadvisor.iot",
""com.amazonaws.us-east-1.eks",
""com.amazonaws.us-east-1.elastic-inference.runtime",
""com.amazonaws.us-east-1.email-smtp",
""com.amazonaws.us-east-1.grafana-workspace",
""com.amazonaws.us-east-1.iot.credentials",
""com.amazonaws.us-east-1.iot.data",
""com.amazonaws.us-east-1.iotwireless.api",
""com.amazonaws.us-east-1.lorawan.cups",
""com.amazonaws.us-east-1.lorawan.lns",
""com.amazonaws.us-east-1.macie2",
""com.amazonaws.us-east-1.neptune-graph",
""com.amazonaws.us-east-1.nimble",
""com.amazonaws.us-east-1.organizations",
"'com.amazonaws.us-east-1.outposts",
""com.amazonaws.us-east-1.pipes-data",
""com.amazonaws.us-east-1.redshift-data",
""com.amazonaws.us-east-1.redshift-data-fips",
""com.amazonaws.us-east-1.refactor-spaces",
""com.amazonaws.us-east-1.sagemaker.runtime-fips",
"'com.amazonaws.us-east-1.storagegateway",
"com.amazonaws.us-east-1.transfer",
""com.amazonaws.us-east-1.transfer.server",
""com.amazonaws.us-east-1.verifiedpermissions"

IPv6 K| 27|
|- El X240l M IPv6E Sl AMAE = AWS

CH2 describe-vpc-endpoint-services WS AL &t SEl X =
£212 MH|A O0|Eo 2 A|EHELICt.

0d X
MH[A Q= &5 2 € = U&UCh O] --query M2

aws ec2 describe-vpc-endpoint-services \
--filters Name=supported-ip-address-types,Values=ipv6 Name=owner,Values=amazon
Name=service-type,Values=Interface \

IPv6 X 27| 40
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--region us-east-1 \

--query ServiceNames

"aws.

""com.

""com.

""com.

CIE{H|O|A AWS MH|A VPC §IEZQIE HAA

aws.
"'com.
com.
"'com.
com.

com.
""com.

com.

com.

E3 Lot

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

CIE{H|O|A VPC IEZQIE %
ol HAZE &= A&LICH A

E)&Z3S

—~

VPCOIM X|HstE ZF M
-

StAlR.

EHo|A0 MEH =
QPRI HE|StE Ul

2= 3 olo]H e

Ct.

O|& Al AZHE AL
222 XML,
LHE

o El X7

« VPCUEZOQIE AMA]
- 37 MEY

§&stod O|E

api.us-east-1.kendra-ranking",
api.us-east-1.gbusiness",

us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.
us-east-1.

athena",

data-servicediscovery",
data-servicediscovery-fips",

eks-auth",
glue",
lakeformation",

quicksight-website",

s3-outposts",

servicediscovery",
servicediscovery-fips",
timestream-influxdb"

E 3l AWS PrivateLink S &l
S MH|IA7H2 = the section called “7H=” and HMHA AWS MHIAS

MH|A (0424 ME|A =

=l s MEYo o=
2 Helol Zetols IP FATE
Ef3

CIE{HO|A R, AWS HH

L_g; HER3 QM| O|A 7 MM E| 17 SHE
LJ Cl AEZQIE HELT QE{HO0|A
& 2 olx|ot EIY ahg|E &= of

20| YFELICH XME LIE2 2

siE 2!
=
[—
£ &L
EXQIE

QE{HO|A A=
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IZZl0|Y! DNSE AtE3t24 VPCO CHEH DNS A E 0]
Mgt LI 2 Amazon VPC AIE ATEA Q| DNS &40 H 7|
QlE{H|O|A A= ZQIE A IPVv6E &A3t5tE{H IPv6S
LICt XtM|BF 2 E = the section called “IP &4 |3" 3
VPCO| E|AAMHM E0{2E= o4 ECHEE 5{85t= AEXZQIE HERT QEHHO|AE E9t OF

£ YEYLIC ol S0 oM HTTPS RS ol 2 AWS CLI # U7 stedH 2ot &0 eldt2
C HTTPS ECiZg 5{&38lioF &LICH AWS MH[A
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of ciet RQIE{m|o|A FEXQIEE BHEE{™H AWS AH|A
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2
3
4,
5
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https://console.aws.amazon.com/vpc/0l A Amazon VPC £ LICt

EFAH ZHOJ| A IE ZQIEE MENS}H |C}

[ I — |
Create endpoint(IEEZQIE MHi)S MESEHL|C
MH|A 81F(Service category)ollA AWS MH|AE MEHSEH |C}
AM

MH|A O|&(Service name)H| M MH|AE MEHFHL|CEH XEM|EF HE & the section called “S & &
= MH[A'E BESHAIL.

VPCO|AM AWS MH|A0] MM ASH= O AHEE VPCE MEHRFLICEH

=
5EA|0J A Amazon S3 AMH|A O|F & MEHEH A< Z2t0|8 DNS X|HE FM5te{H &7+ GHQl
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10.

11.

12.
13.
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HA= S AI25104 QIE{TH|0|A AEZQIE MAMF7|

 create-vpc-endpoint(AWS CLI)
« New-EC2VpcEndpoint(¥ =9 & =) PowerShell

TReHE MU VPC AT ZOIEE MA, T, 43 EE AXE £ GaLITH 22U BRI A
Hylo|vPC AEZQIEE A8 & Q&L

ARVEHO|A VPC AEZRIEE WSt = olid IS UOOIEY + JU&LICH

Tasks

. MEY S} EE H

|I=I e

CIE{HO|A =X QIEOf| CHEH 7+ FUY 1712 MELIRH MEHE = Q& LICH MEHE F7I5t
MEUlo| A=EXZQE HELT QIE{HO|AT7F MME|T s CE{HO|AN HEU IP FA HP 2|
oltlIP =47t &Y ELICH MEHIE XM7HetH =X QIE HERT QIEH O|AT7 AFAIE LICH XA
Bt 5 = the section called “MHE4! &l 712 od" g B XFHA|2.

et

-

https://console.aws.amazon.com/vpc/0ll A Amazon VPC £ L}

ELM Zo M AEZQIES MENSHL|CE
ClE{H|O|A A=EZQIEE MENSHL|CI.

) w0 D

Ztoq(Actions), MEY! #2Z|(Manage subnets)E MEHEFL|C}

0H
Jo
x
[T
i
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5. Eo et 7t8 ¥ MENSHLE ME FATLICH 78 JAoic MEUE 3FLEA MBS
FTAE MEHSIT JEZQIE HEQT QIE{H 0|A0] &
A0 CHEH IP TAE MEHSIE{HE IP FA X|HE *dE” ot

Iaﬁu,“:}_ A= ZQIE MH|ANM IPVEE XIS E2 M

PCA=XZQIEN CHE A=ZQIE HESRZ 2 -ITLIOIA7P olgl A= MEHISIP FAE K
HE L3 QIE{mo|A = HFELICE. O

(@)

X kot o
T H o <
=
|>
rr

S =% (Modify subnets)

HIES AL85t0 MEL #HF 57|

» modify-vpc-endpoint(AWS CLI)

« Edit-EC2VpcEndpoint(¥! =& =+ PowerShell)

CIE|H 0|4 HEEQIEC| EYT QEIHO|AL} HATE Hot 182 WHE 4+ JALICH 2ot 18
Fxl2 vpCol a|+_ oM A= ZQIE HEST QIEHO|A 7ol 5B E/= EFHTIS &ofFLICH

2. B M A=ZQIEE MEASrL|CE

3 12 (o] BN ZQIEE MEHEhL|CH

4. ZE(Actions), 22t I & TtE2l(Manage security groups)S MEHEHLICE
5 Eeofmet 2ot 2§ S MENSHHLE ME] FATL|CE

6. Eot IF +E(Modify security groups)= MEAEFLIC,

» modify-vpc-endpoint(AWS CLI)

« Edit-EC2VpcEndpoint(¥! =& L+ PowerShell)

HT
e
M
I
2
[N
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EFM RO M AEZQIES MEHBHL|CY
CIE{HO|A A= ZQIEE MEHSHL|CY,
ZFd(Actions), 224 ZtE2|(Manage policy)& ME4EFL|CE

D E HMA(Full Access)E MEASHO] AMHIAO CHEF M| HMAE 5 SHHLE AL A XS
(Custom)2 ME45I T ALS R X|H HAE QZgLICH
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X% (Save)2 MEHEILICY.
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« modify-vpc-endpoint(AWS CLI)
« Edit-EC2VpcEndpoint(?¥ =& L+ PowerShell)

Zz}o|%! DNS 0|5 & 4435}
VPC = ZQIE 0| Z7H0|4! DNS OIS E498tsHe 70| ZALICH AWS MHIA 017 5t T2
MHIA AERQIEE A8t 2% (of: AWS SDKE S8 2%) 0| vPC EZQIEZ SHZE LI

Z2to|Y! DNSE A83t24™ VPCO| CHEl DNS S A E O|E 2/ DNS =018 25 &/35}afof gLict
IZPtO|H! DNSE #93t5tM Zalo| IP FLAE MBE = UA EZIMKHE 2 Hx 28

LICt. Z2}0|8! DNS O|§ 2 &M5te I MM E[= DNS t|Z== Zeto|8/ L ct. et =
DNS O|§ 2 7Moo = &0olg &= gigL|ct.

.I.L

rH

&2 AtE35to{ Z2to[5! DNS 0|§ &M HEst7|

-_—

https://console.aws.amazon.com/vpc/0l A Amazon VPC &2 LICt

N

EtM 2o M AEZQIEE MEHBHLICH

= -

3. QIE{HOo|A AE=EZQIEE MEHFHLIC.

VPC = ZolE 94 Y 26
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https://console.aws.amazon.com/vpc/

Amazon Virtual Private Cloud AWS PrivateLink

4. ZEQd(Actions), Z20|H! DNS O|& % (Modify private DNS name)2 A}2i| 2 MEHSILICE
_I

=
5. o wet ol = ZQIE 0] CH5H & A3l (Enable for this endpoint) & MEHSHLE MEH F| AL
Ct.

6. AH[A7ZI Amazon S321 B2 O|T EH7H|0 A O] RI=ZQIE0f| CHEH &
A=z OlEol CHEHAMBH Z2t0|8! DNS 45t MEE|LIC EE =
= 89 QH2E A=ZQlE0| =2t0o|8! DNSEH ZA35HE MEH SHA
E{m|o|A =X QIE 2|0f Amazon S3& HO|EH 0| A=ZRIET s B QH2E =22l
Eof CHaHA B Z2}0|E! DNS #4358 MEHSHHE CHS EhA|0 A B & 3
MBHLICH REMIEH LHE 2 the section called “Z2F0|8] DNS” MM E HZESHM2.

~

B4Z4 ALE X{E(Save changes)2 ME4ELICEH

HHES AL85t0o4 Z2t0|8! DNS 0|& &M #HEst7|

« modify-vpc-endpoint(AWS CLI)
« Edit-EC2VpcEndpoint(B! =9 & T 7) PowerShell

QEHo|A =X QIE EfTE X|YstH 2o 270 et A=EXQIEE AHSHLE B/ ot= O

1. https://console.aws.amazon.com/vpc/0l A Amazon VPC &2 JLICt.

=M oA AEZQIEE ML
QIE{H|O|A AEZQIES MEHSIL|CE

Z4(Actions), Ei1 & 2|(Manage tags)E MEHELICEH

2
3
4
5. F7tg ZF ef3of CHaH A Ef2 F=7HAdd new tag)E MEHSIT BN 7|9 B3 22 238t
6. EHE M7Hsted™ e 7| & 24t LEZ | U= M7H(Remove)E ME4EFLICEH

7

X% (Save)= MEHFILICY.

BIEES AEstod B B ElstT

- create-tags & delete-tags(AWS CLI)

Ef1 &2 47
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« New-EC2Tag% Remove-EC2Tag(®1=*& T+ PowerShell)
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2. EMEMA=ZZQIEE MENFFLICE

3. QIE{Ho|A A=ZQIES MESH|CH,

4. L E(Notifications) 0| A L& M 4(Create notification)=S M= LIC}
5. Notification ARN(Z & ARN)O{|A] eIt SNS FX| 2| ARNS HEHEFL|Ct
6. O|HEZE T =352 Events(O|HE )0 A O|HE S MENSIL|CE
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« create-vpc-endpoint-connection-notification(AWS CLI)
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« New-EC2VpcEndpointConnectionNotification(® =&

T PowerShell)
UK A BIH 7}

Amazon SNS FA|of Ct=S2

FIFELICH A3 LS 2

| Zto| AF2 R} CHAl 2212 AWS PrivateLink HIAIE 4= = o
2 L{ Amazon SNS F | o] HM|A A2 TEIstedH oL A

AE AAMA HAY

=
stioF ELIM?E

HXSIML. ESE CHE|A 282 wX|sH7] 26 aws: SourceArn 2! aws :SourceAccount X4
74 7|18 A ELLCE.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service":

.
"Action": "SNS:Publish",

"Resource": "arn:aws:sns:region:account-id:topic-name",
"Condition": {
"ArnLike": {

"aws:SourceArn": "arn:aws:ec2:region:account-id:vpc-endpoint/endpoint-id"
I

'vpce.amazonaws.com"

"StringEquals": {
"aws:SourceAccount": "account-id"

[a

7| &% %7}

ot 551l SNS FME AHS3He B2 KMS 7]2] 244 EA0| AWS KMS AP 1S AWS
PrivateLink 28 = UT S AlZ|5HoF ELICH CHE2 oAl 7] Ha4lL|Ct.

O 1 -
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
OHA|A &Y F7}
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"Principal": {
"Service": "vpce.amazonaws.com"
},
"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"
1,
"Resource": "arn:aws:kms:region:account-id:key/key-id",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:ec2:region:account-id:vpc-endpoint/endpoint-id"
I
"StringEquals": {
"aws:SourceAccount": "account-id"
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 delete-vpc-endpoints(AWS CLI)
« Remove-EC2VpcEndpoint(B =9 & T+ PowerShell)
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CHAH Z2EZ ZE HQ

prefix_list_id TCP 443

o|g{st QIAEIA O] MEUo CHEH HE QT ACLS MH|AOM 0|S st ERf=IE 58l ok &fLC}.
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C}S2 ohRHHR S OIMYULICH LIEIT ACL REOIM HFA S22 HEE £ GXIE HTA 2
SolM MHIAQ| IP FA HRIE 7HXE &= U&LICH
CH A Z2EE ZE #HQ
service_cidr_block_1 TCP 443
service_cidr_block_2 TCP 443
service_cidr_block_3 TCP 443
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 create-vpc-endpoint(AWS CLI)
« New-EC2VpcEndpoint( PowerShell2I =& T +)

BZ! B S A8 sHo] S5 AEZQIE, VPC, IP £4 M9 52| HZlol CHet HMAE HMoi 4 g
S |

= A
LICE. AWS 7A’goleqet ool ME 6H 2 AtEof 2R3t AMA HEFE 585t M BEEE U
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow-access-to-specific-VPCE",
"Effect": "Deny",
"Principal": "*",
"Action": ["s3:PutObject", "s3:GetObject", "s3:DeleteObject"],
"Resource": ["arn:aws:s3:::bucket_name",
"arn:aws:s3:::bucket_name/*"],
"Condition": {
"StringNotEquals": {
"aws:sourceVpce": "vpce-la2b3c4d"
}
}
}
]
}
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O] H22 AWS Management Console2 &3l X|HEl S AHE35t0d X|HE HZlof
AHEFSHCHE Hof f2lstMIR.
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow-access-to-specific-VPC",
"Effect": "Deny",
"Principal": "*",
"Action": ["s3:PutObject", "s3:GetObject", "s3:DeleteObject"],
"Resource": ["arn:aws:s3:::example_bucket",
"arn:aws:s3:::example_bucket/*"],
"Condition": {
"StringNotEquals": {
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"aws:sourceVpc": "vpc-111bbb22"

Example 0i: £ IP 4 |0l CHEF HAM|A K|

aws: VpcSource Ip Z71 7|& ALE301 §H IP T4 He|of CHEt HMAE MEHst= HAM2 MEE =
A&LICH Ctg HA2 X|I™E IP FAHM AIZTE[X] f= & XIHE &Y 2 AHE5H04 XIHE o
o

CHEE HMAE HEEILICH O] HAH2 AWS Management Console2 Sall X|HE 2 AL 5109 X
=l BiZlof CHEF HMAZ xITHEICHS Kol S 0|5t M2,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow-access-to-specific-VPC-CIDR",
"Effect": "Deny",
"Principal": "*",
"Action": ["s3:PutObject", "s3:GetObject", "s3:DeleteObject"],
"Resource": ["arn:aws:s3:::bucket_name",
"arn:aws:s3:::bucket_name/*"],
"Condition": {
"NotIpAddress": {
"aws:VpcSourcelp": "172.31.0.0/16"
}
}
}
]
}

Example 0i: §7% BHZ!of CHEF HMA KT AWS HH

s3:ResourceAccount 2742 AF23504 E7 AWS A& o] S3 H{Zlof CHEt HMAE ATt ZIAH
2 MME £ Ql&LICH OS2 M X|HE AWS Ao ARSHK| St 8 X|HE 248 AI88H S3

o
+Z\|0'” EH°|_|' o_ll'lkllég 7-|_=||_%|=||-L—| I'

"Version": "2012-10-17",
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"Statement": [
{

"Sid": "Allow-access-to-bucket-in-specific-account",

"Effect": "Deny",

"Principal": "*",

"Action": ["s3:GetObject", "s3:PutObject", "s3:DeleteObject"],

"Resource": "arn:aws:s3:::*"

"Condition": {

"StringNotEquals": {

"s3:ResourceAccount": "111122223333"

’
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£ 2|(Manage route tables)E &2l 2 MEHELICE
%
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£FQ4(Actions),
of k2t 2t
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&l E|0|E £ (Modify route tables)S MENELICH.
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BEES A 8stod 2t E|o|E AZEsHT

« modify-vpc-endpoint(AWS CLI)

« Edit-EC2VpcEndpoint( PowerShel 2= 28 =)
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VPC dEZQIE

https://console.aws.amazon.com/vpc/0|l A Amazon VPC 2£ &
ELA %o A—I =3

OlEZ MEHS!

[ N

L|C}.
HO|EQo| dEZQIEE MESH|C}.
KFO*(Actlons) SE

2 E HMA(Full Access)E MEASH0{ A
(Custom)2 MEHSI T AI X} X|H Mg

X% (Save)2 M

AMEY

2/(Manage policy)%
| YA A

=HErLich

—

C}S 2 Amazon S30i| M ASHY| {8t A=EEZQIE

Example 0i: §% HZ!of| CH3t HA[A |5t

=7 53 ol CHaHAIRE A2

CHE A

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow-access-to-specific-bucket",
"Effect": "Allow",
"Principal": "*",
"Action": [
"s3:ListBucket",
"s3:GetObject",
"s3:PutObject"
1,
"Resource": [
"arn:aws:s3:::bucket_name",

"arn:aws:s3:::bucket_name/*"

o
=

2l&Lict vPColl S3 HZIS A

ZOIEE E3dl Amazon S3
2 RMlEt HE= 2

LICH.

51&st 7Lt AFE A X

g3t
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]

Example 0i: §7& IAM &0 CHEF HM|A A|E
SYIAM Aol ChEF HMAE HMEtste HHg d8g = 2

01 HoF FX{|of HMA HEHS S 04540k B LICE.

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow-access-to-specific-IAM-role",
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",
"Condition": {
"ArnEquals": {

"aws:PrincipalArn": "arn:aws:iam:

Example 0f: §7 Aol AAEXto CHEF M| A H|BF

E8 A

Hoi| CHEr AMA

~

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow-callers-from-specific-account",
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",
"Condition": {
"StringEquals": {

"aws:PrincipalAccount": "111122223333"

J&LICH aws:PrincipalArn2 A8 3t

:111122223333:role/role_name"

= F|Btsts XRMS MAISH £ OlA | |CH

Amazon S30i CHst IEZQIE
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}
}
]
}

HO|EQ 0| IEEQIE ArK|

HOIEQO| A=XRIE M8 OtX[H A=EZQIEE AXE &= UELICH HOIEQO| AEZRIEE
AAstH MEU 2t E HO|E0 M A=2QIE 2t E 0| M7HEL/CH

Z2to|5! DNS7H #9358t E[0] 22T HO|EQ 0| A=ZQIEE AXE + i&LICH

ZE£2 AL835t0{ HO|ES| 0| A= ZQIE AfK

1. https://console.aws.amazon.com/vpc/0|A Amazon VPC E&£& QL|Ct

2. EMFMA=EZRAEE MEHFFLICE

3. HOIEQo|A=2QIEE MEdFLIC

4. ZEt(Actions), VPC = Z QI F7(1|(Delete VPC endpoints)& &tz 2 MEfEFL|CH
5. Ol HA|X|7} EAI|TH deleteS 2AEHLICH.

6. AXE MEfELCH

BHEES AE5t0d HO|EQ 0| =ZQIE A R|5HT

+ delete-vpc-endpoints(AWS CLI)
« Remove-EC2VpcEndpoint(l= <& T ) PowerShell

Amazon DynamoDBO{| CHt H[O|EQ0| RIEZQIE

VPCOIl A HO|E0| VPC YIEZQIEE A& 35101 Amazon DynamoDBOi| HAM|AE &= Q& L|C} HO|
EQo| d=xQIEE MM £ VPCO|A DynamoDBZE & L= ECiZol CHsH siY A= ZQIEE

2IRE Eo|E2o| iAo 2 F7IE £ &LCH
AolEg o] 2 E A80 mEEs F7t 232 glach

DynamoDBE H|O|E%0]| A= ZQIES} CIE{H0|A VEZQIEE 2T X|HEfLICH HO|ES O] A
EZQIEE AE5IH VPCE QIEL! HO|EQ|O| EE= NAT C|HtO|A g0l &7} HIE i0] VPCOHIM
DynamoDBO{| HM|AE 4 Q&LICH 5t X|2F HO|EQo| A=ZQIEE 2= 0|A HERZ, CHE K|

m
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Aol m|o{@E VPC L= ERMK HO|ES0|E St HMAE 518 stK| Bf&LICH AWS 0|28t ALt

A =
oMz FIHHIEE XISE = AEY = U I o|A AEZQIEE ASsHoF ZLICH REMIEH LY

82 Amazon DynamoDB 7H& A} oFLHA O] DynamoDB& VPC QIEXZQIE RS A XFHAAIL
LHE
o 04 ALE

« HOIEQO|AEXZQIEE SHE A=ZQIEE M BB AFRE 4= /& LICH DynamoDB
Efo| r%OE'é 2|0l A HO|EQo| =EZQIEE MAISHoF BFL|Ct
« Amazon DNS MHHE A2 £01 ZFL2 VPCO| CHs DNS SAE 0| 2L DNS &g 2

FEY
of FLIC}. 8t Xk&| DNS MHHE AF235HE 742 DynamoDBO| CHEH 2% 0] AWSOIM K| 22|56t
EIP FAZ SHI2H &Qlz|ofoF &L|CH

o O

- HO|EQ0| A=EZQIEE S5 DynamoDBOi| M| ASH= QUAEAC| Hot JFof CHEt #EI2

DynamoDBoilH 0|53tz EciZiE s{&atok gLict 2ot 2 & T =l0fA DynamoDB HF AL 5
EO|IDE & XE £ A&SL

_|_

. 71|o|§9A|o| A= xZQIEE S35l DynamoDBO| YMASHE QAEIA O MEUo| Ciet HE R ACL
2 DynamoDBO{|AM 0|S5t= EEHEE s{&35Hof &LICH HEH L AEe HFAM SE2FX
g &= 91X[8 DynamoDB2| T F At =5 0{A{ DynamoDB2| IP 4 H 2

« E AFZ35+04 DynamoDB 42 AWS CloudTrail 7|35t 249 23 mtYo|= MH|A AH[XF VPC
ofl %!E EC2 QIARA 9| EEFOI‘i IP =LA AEXQIEE S5 +HE ZE o CiEt HO|ES

Ct.

LU
>
@)

IME =+ U&LICH

« HOIEQ0| EZQIEE |Pv4 EENEIDE X|EFLICH.

. ST MEU Qi QIAEIAC HE IPv4 FAE HEZ IPv4 FA0IAM VPCO| ZEH0|4! IPv4 F
A2 HAELCH ASEQIEE HEST B2 YS A9IFHT YRl TCP 978 BaLich HE2
Pva FAE A3t OIF HZR CHAl AISHEIR| &Lt metA] HO|ESI0| A= EQIES Hadst
ALt £HE M B3 HUS MY

He 740| B4LICH £ 9420| ZoiH Ze 2ZEof
A=K

ot
0l A DynamoDBO{| AtS2 2 CHA| 3AY +

m
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- AEZQIE A2 VPC QIE 2 & & & £ gi&LICH VPN 994, VPC I|o{& ¢4, E’-._H X HOIES

O| EE= AWS Direct Connect VPC 19| HICHHO| RlE ElAAE HOIEH 0| A=EZQIEE A5
01 DynamoDB2} & &g = gi&LCt.
- AEe| 7|2 g2 2|MY HOIEO| A=EEQIE 207H0|H = 7ts g LICH £ VPCYH #H O]
EQo| A=EZRIE= 255702 A &HE LICE.

HOIES 0| IEXQIE MM

ChZ A&Atof 2t DynamoDBO| 123t = HO|EQ 0| A=EXQIEE HMHFLICEH

Z&2 AE5to{ HO|EQO| A=ZIE MM5T|

1. https://console.aws.amazon.com/vpc/0i| A Amazon VPC 2&2 LICt.

2. EMEMA=ERIEE MEAEILICE

3. Create endpoint(QI=ZQIE MA)g MEASHL|CI

4. MH|A ®F(Service category)lA AWS MH|AE MEHEHL|C}

5. MHIAS 722 93 = Ho|EYO|Et= ZE{E £ 715t com.amazonawsS MEHSHL|C). #
#: .dynamodb.

6. VPCHMASEZQIEE MHE VPCE MEELICEH

7. EF2E E|O|Z(Route tables)M AEZQIE|M ALSE 2t HO|ES MEELICH MHE T
SElE ECfEE 7t2I7|E 2IRE0| AERZQIE HESR T QEHo|AN RHS2 2 FIHE LI

8. ™M (Policy)ollH ZE HMA(Full access)E MEH50{ VPC HEXZQIEE SFt ZE ElAaA0] CH
gt 2E 2ot FHol BE HYS HEELICH E= AEXE X|%(Custom)E MBS0 VPC A E X
CIEE Ed&l 2|lAA0 CiEt Z2rHES &5t ol E2F Fx||of| 28t HetE X|o{sl= VPC 2=
ZQIE HAMg AZAF Lt

LICF.

9. (M= AHE) EJTLE F7bstdT M EH £7HE MDA 19t BT 3t U
-

BHEES AE5t0d HO|EQ 0| A=ZQIE HE5T

+ create-vpc-endpoint(AWS CLI)

« New-EC2VpcEndpoint(RI=<2& T ) PowerShell

m
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IAM HAE AL 3504 Y M| A K| 0

AWS PrivateLink

£ AF&3104 DynamoDB E|O|20i| BMAE = = IAM EoF =X E X|o{5t=
A& LIt

m
X
Q
3
=2
(0]
id
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oﬁ
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ﬁ
ok
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aws:sourceVpce X7 7|18 AI835t0{ EH VPC A= ZQIEof CHEF HMAE H|etslE MRS ME
x4%

— o o =
4 QUELICH Of S Mae x|HE VPC AEZQIEE AL 5HK| o= 72 7% 9| DynamoDB Ef|0]|£0
CHEr AMAE HEELICE o] oMM SHE AL Atedlofl E2 et AMAE 585t MM Ex rt

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow-access-from-specific-endpoint",
"Effect": "Deny",
"Action": "dynamodb:*",
"Resource": "arn:aws:dynamodb:region:account-id:table/*",
"Condition": {
"StringNotEquals" : {
"aws:sourceVpce": "vpce-11laa22bb"
}
}
}
]
}

SHIAM S A B3 ANAE 5ISSHE HHS MM £ UBLICH OHS HAS XIME 1AM S
ofl AN|A et Sodstict

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow-access-from-specific-IAM-role",
"Effect": "Allow",
"Principal": "*"
"Action": "*",

4
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"Resource": "*",
"Condition": {
"ArnEquals": {
"aws:PrincipalArn": "arn:aws:iam::111122223333:role/role_name"

Example 0i: §78 | o] HMA 5

E AHo| HMAR 585t HHME M = U&LICH Ohg HAM2 XIHE AEo| ArS Kol Al
A Hetg FofgLch
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow-access-from-account",
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": "111122223333"
}
}
}
]
}

HOIEHo| A=xQIEQ HAAE Bt R EHO|2E HEY & U&LICH 2tRE EH OIS HEsH M
HAZ MEElE EfEE 7I27|= et Y0l A= X QIE HELF QB o|A0 RIS 2 FIHEL

Ch 2t & E|o|E2| HZE slixstH 2t HIO|SM =2 QIE 2t 0| A& 22 M7HELICH

1. https://console.aws.amazon.com/vpc/0l| A Amazon VPC 2& 2 dL|C}.
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2. EHAMEFHOMA=SZQIEE MEATILIC

3. HOIE®|o|A=xQIEE MEHFFLICE

4. ZE(Actions), 2t & E| 0|8 ZtE2l(Manage route tables)E *t&| 2 ME4EFL|CY,
5. Eeo et 2t HolE8 MENStHLE A=Y FAELICH

6. EF*E El0|Z = (Modify route tables)2 MEHEILIC

TUSS A2 otof 2L Eolg ALt

» modify-vpc-endpoint(AWS CLI)

« Edit-EC2VpcEndpoint(¥! =& L+ PowerShell)

VPC A= ZQIE HA HE

AlolES0| A= Z QI of Chet A= EQIE HAMS HESt VPCOHIM A= ZIES S5 DynamoDB
of Ciet HMAE x+|o+°E+ ¢ UELICH 7|2 HMoMs RE UMAE SISELICH RHME HEE o

_iO|_ KR

I'
0
4

1. https://console.aws.amazon.com/vpc/0il X Amazon VPC 2&2 LICt.

2. EMEMA=ERIEE MEAEILICE

3. ZOIES|O|A=EXQIEE MEHEL|CH

4. ZEt(Actions), =H #Z|(Manage policy)S MEHEFL|CH

5. EE HUMA(Full Access)E 1EHSI0{ AMH[AO| CHEH M| HMAE SHESHHLE AEXRE XH
(Custom)2 ME45I T ALS R X|H HA S QZAgLch

6. X H(Save)2 MEHEILICE.

BHEES AEst0d HO|EQ 0| DEZQIE 75T

« modify-vpc-endpoint(AWS CLI)
« Edit-EC2VpcEndpoint(¥ =& &L+ PowerShell)

C}Z 2 DynamoDBOi| HAl|A S| @&t AEZQIE HAO| of /LICEH

m

DynamoDBO| CHEt AI=EZQIE 69


https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-vpc-endpoint.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Edit-EC2VpcEndpoint.html
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-vpc-endpoint.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Edit-EC2VpcEndpoint.html

Amazon Virtual Private Cloud AWS PrivateLink

Example (Al|: 817| & AHMA HE

HHAE 9l7| M HMAZ RIEHstE HMS MAE 4 UaLch O+ HMS DynamoDB Elol2 8
DAt T MEE £+ s Hetg Foigint
{

"Statement": [
{

"Sid": "ReadOnlyAccess",

"Effect": "Allow",

"Principal": "*",

"Action": [
"dynamodb:DescribeTable",
"dynamodb:ListTables"

1,

"Resource": "*"

Example of: §7 E|O|= o CHEF HAMA Tt

£ 7 DynamoDB H|O|20| CHEt HAM|AE HMFtste HAMS MMHE = ULt O HA2 X|YE
DynamoDB HE|O|E 01| CHEt HMAE &S LICt.

"Statement": [
{

"Sid": "Allow-access-to-specific-table",

"Effect": "Allow",

"Principal": "*",

"Action": [
"dynamodb:Batch*",
"dynamodb:Delete*",
"dynamodb:DescribeTable",
"dynamodb:GetItem",
"dynamodb:PutItem",
"dynamodb:Update*"

1,

"Resource": "arn:aws:dynamodb:region:123456789012:table/table_name"
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}

HO|IEQO| AEZOIE ALK

HO|EQ0| AEZQIE AHR S OFX|

™M ol= 5 4~ QI&LICH HOIEQ 0| A=x0lE
APA|SHEH MEU 2 E! E|0|E 0] M A= E QI

222 A8s0f AO|ES0| A= ERIE AR

https://console.aws.amazon.com/vpc/H| A Amazon VPC &2 L|Ct

St Zo M AEZQIEE MEFHLCE,

HO|EQo| AEZQIES MEHSHL|CY.

ZtQ{(Actions), VPC QIEZQIE WI(DeIete VPC endpoints)& Atz 2 AMEFLICE.
FOI HIAIRI7F EAIE|Td deleteE U=AFLICEH

P E AMEYErLICH

ok

2

12

WHEEZ AE5tod HO|EQ 0| A=ZQIE ArX|8t7|

 delete-vpc-endpoints(AWS CLI)
« Remove-EC2VpcEndpoint(BI= 2 & T PowerShell)

m
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CI2 2 S35l SaaS ME0i| HMAE = U&LICH AWS
PrivateLink

£ Ar&stH AWS PrivateLinkOtX| XH&| VPCOHIM M- E|= Zd*{H SaaS MEZE 0l HISIHZ HMAE
A

= A&Lch

LS

e 2

m
0z
0z

. QIE{m|0|A Q= Z QI

e

E SdH AWS PrivateLink 7S Zl= SaaS ME2 44, 70 X Z2H|XIE £ U&LICEH AWS
Marketplace Xt M| Bt LI 2 AWS MarketplaceCtS & & =35 AA|2. - PrivateLink.

O EL{7} ME5t= SaaS MET 3H2 £ AWS PrivateLink Q)& LICH AWS . REAIEH LI 2 AWS
PrivateLink ItEL{E & X 3IM|2.

CtS Clolo{a &2 VPC IEZRIE &304 SaaS ME 0l AZst= YHE Ho{ELICH MHIA S

=

= ==
At AEEZQIE MHIAE M5t T T2l A= EQIE MH[AO CHEE AMA HEHE Fo{g L
Ct. MHIA AH|XHE VPCo| MEU &Lt o4 IE ZQIE MH|A ZHol ddE MHSE QIE{Ho|A&

VPC QIEZQIEE MAstL|Ct.
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. Region

VPC endpoint Metwork Load
Balancer

CHS ARtol W2t SaaS MEZE 0| 3&stE QB 0|A VPC AEZQIES W/ EFLICH

Ml

I E L4 MH|20f CHet QIE{H O|A A=EZQIEE Mg stE{H

1. https://console.aws.amazon.com/vpc/0l A Amazon VPC 2&& LI}

2. EHM oM A=ZIEE MENFLICE
3. Create endpoint(IEEZQIE Ha)S MEHRFL|CH
4. O M AWS Marketplace MH|AE F et B2 OS2 TSI AMAIR

a. MH|A 3 (Service category)0ll A AWS Marketplace MH|AE HEHEFL|CE
b. AMH|A O|§2 Y=FLICH

5. AWS Service ReadyZ X|'JE MH|A0| 7t 8t B2 CIE2 TSI A AL,

a. AH|A 8HF 0l M PrivateLink Ready IFEL{ MH|AE MEHSHL|C}
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b. AH|A OIS =25t AMH|A B Ql(Verify service)S MEHEMLICE.
6. VPCOIM XMZF ol HMASH=E Ol AHEE VPCE MEAELIC
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* create-vpc-endpoint-service-configuration(AWS CLI)

« New-EC2VpcEndpointServiceConfiguration(®l= 9 & T ) PowerShell
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 create-vpc-endpoint(AWS CLI)

« New-EC2VpcEndpoint(B1= & T +) PowerShell
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« create-route(AWS CLI)
« New-EC2Route(BI=*& T 7 PowerShell)

Ei1 22
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X% (Save)=2 MEAEILICE
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- create-tags & delete-tags(AWS CLI)

« New-EC2Tag%! Remove-EC2Tag(®I= & T PowerShell)
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« Edit-EC2EndpointServicePermission(Windows & T PowerShell)
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» modify-vpc-endpoint-service-configuration(AWS CLI)
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» modify-vpc-endpoint-service-configuration(AWS CLI)
« Edit-EC2VpcEndpointServiceConfiguration( PowerShellWindows& =)
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» modify-vpc-endpoint-service-configuration(AWS CLI)
« Edit-EC2VpcEndpointServiceConfiguration(¥l= <2 & T PowerShell)
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3. QEZQIE MH|AE MEiFhLICE

4. L &l(Notifications) B0l M & 2! M4d(Create notification)= A1EHEL|CH.
5. Notification ARN( & ARN)O{| A et SNS K| 2| ARNS B4 EFLICEH
6. O|HIEE F=6t2{H Events(O|HE)0o|A O|HE S MEHSLICH
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BIES AI85104 A= ZQIE AMH|20f CHEF 2B HEst7]

+ create-vpc-endpoint-connection-notification(AWS CLI)

+ New-EC2VpcEndpointConnectionNotification(®l= <& T+ PowerShell)
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A8 RHE CHAISHO] 2 RIS AWS PrivateLink AAIE = e HAMA HEg SNS FAlof F7He L
Ct. o & S CtS 0t Z&LICH AHAIEH LHE 2 LH Amazon SNS FX{| o] HA|A A S E"’é!%rﬂ#
o oA SHof LI E HESHMR. ESE CHEIR EXME YXISH7| @8 aws:SourceArn &
aws:SourceAccount M 27 7|E AFSELILCE.

{

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "vpce.amazonaws.com"
},
"Action": "SNS:Publish",
"Resource": "arn:aws:sns:region:account-id:topic-name",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:ec2:region:account-id:vpc-endpoint-service/service-
id"
.
"StringEquals": {
"aws:SourceAccount": "account-id"
}
}
}
]
}
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https://docs.aws.amazon.com/cli/latest/reference/ec2/create-vpc-endpoint-connection-notification.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2VpcEndpointConnectionNotification.html
https://repost.aws/knowledge-center/sns-edit-topic-access-policy/
https://repost.aws/knowledge-center/sns-edit-topic-access-policy/
https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "vpce.amazonaws.com"
},
"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"
1,
"Resource": "arn:aws:kms:region:account-id:key/key-id",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:ec2:region:account-id:vpc-endpoint-service/service-
id"
},
"StringEquals": {
"aws:SourceAccount": "account-id"

—
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5. EQI HAIX|7t LIEILIE deleteS RISt CHS ATKM|IE MEHEfLICH
HHES AE6t0 A=ZQIE MH|A AK|&t7

+ delete-vpc-endpoint-service-configurations(AWS CLI)

+ Remove-EC2EndpointServiceConfiguration(®1= & T PowerShell)

110


https://docs.aws.amazon.com/cli/latest/reference/ec2/delete-vpc-endpoint-service-configurations.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Remove-EC2EndpointServiceConfiguration.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-tasks.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action":"ec2:*VpcEndpoint*",
"Resource":"*"
}
]
}
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"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": "ec2:CreateVpcEndpoint",

"Resource": [
"arn:aws:ec2:region:account-id:vpc/*",
"arn:aws:ec2:region:account-id:security-group/*",
"arn:aws:ec2:region:account-id:subnet/*",
"arn:aws:ec2:region:account-id:route-table/*"
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]
I
{
"Effect": "Allow",
"Action": "ec2:CreateVpcEndpoint",
"Resource": [
"arn:aws:ec2:region:account-id:vpc-endpoint/*"
1,
"Condition": {
"StringEquals": {
"ec2:VpceServiceOwner": [
"amazon"
]
}
}
}
]
}
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ec2:ModifyVpcEndpointServiceConfiguration",
"ec2:CreateVpcEndpointServiceConfiguration"
1,
"Resource": [
"arn:aws:ec2:region:account-id:vpc-endpoint-service/*"
1,
"Condition": {
"StringEquals": {
"ec2:VpceServicePrivateDnsName": [
"example.com"
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{

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "ec2:CreateVpcEndpoint",
"Resource": [
"arn:aws:ec2:region:account-id:vpc/*",
"arn:aws:ec2:region:account-id:security-group/*",

arn:aws:ec2:region:account-id:subnet/*",
"arn:aws:ec2:region:account-id:route-table/*"

"Effect": "Allow",
"Action": "ec2:CreateVpcEndpoint",
"Resource": [
"arn:aws:ec2:region:account-id:vpc-endpoint/*"
1,
"Condition": {
"StringEquals": {
"ec2:VpceServiceName": [
'com.amazonaws.region.s3"
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"Effect":
"Principal": "*"
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"Resource": "*"
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{
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"Allow",
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AWS MH|AQSLICH M AEZQIE
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1. https://console.aws.amazon.com/vpc/0l A Amazon VPC 2&& LI}

o EbM oM ol= ZOlEZ MEASHL|C).

3. VPCQUAE=XZQIEE MEHFFLCY.

4. ZEQ(Actions), E& #tE|(Manage policy)S MEHELICE

5. EE HMA(Full Access)E ME4SI04 MH|A0 CHEE TR AMAE S{ESH7HLE AHE
(Custom)2 MEASI T ALS R X|H HAE (G LIt

6. X{ZH(Save)S MEfEtLCt.

BHE AE5104 Q=X QIE HMZ UO|0|ESt = LY

» modify-vpc-endpoint(AWS CLI)
« Edit-EC2VpcEndpoint(¥! =& L+ PowerShell)
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INE:3

BytesProcessed

NewConnections
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* Endpoint Type, Service Name, VPC Endpoint Id, VPC Id

* Endpoint Type, Service Name, Subnet Id, VPC Endpoint
Id, VPC Id

AQNEXZQIEQAEXZQIE MH|A ZHol|l M EHE HIOIE 2, Y
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LICH T Moll= GB Ef?l= 0] gfol EA|ELICH

— s
EH7|&

* Endpoint Type, Service Name, VPC Endpoint Id, VPC Id

* Endpoint Type, Service Name, Subnet Id, VPC Endpoint
Id, VPC Id
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* Endpoint Type, Service Name, VPC Endpoint Id, VPC Id

* Endpoint Type, Service Name, Subnet Id, VPC Endpoint
Id, VPC Id
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XE ME
PacketsDropped ?ﬂEEO.JEOﬂH Abxet miZlo| = lLICt o] X|E&= 2 &
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* Endpoint Type, Service Name, VPC Endpoint Id, VPC Id

* Endpoint Type, Service Name, Subnet Id, VPC Endpoint
Id, VPC Id

RstPacketsReceived ANEZIENM +=AIE RST WZlo| =L|CH &7}+8t gt A=xE QI
E MH|A7} HIEA U LIERH &= Q&LCt.

* Endpoint Type, Service Name, VPC Endpoint Id, VPC Id

* Endpoint Type, Service Name, Subnet Id, VPC Endpoint
Id, VPC Id

olz{st x| £ E EHE{RSIE{H O RIS ALSSHMIR.
At HE
Endpoint Type A=xXQIE RPY(Interface |GatewayLoadBalancer )2 7|&EL

2 X|E Clo|EIS TejELic

Service Name MH|A 0|2 7|ZE2Z X|E O|o|E{E mE{&lgtL|C}.

Subnet Id MEYg 71202 X|E O|o|E{E ZEe{&lghLc}.
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N MH
VPC Endpoint Id VPC AEZQIEE J|Z2Z X|E H|O|E{E TE{RIEtL]C}.

VPC Id VPCE 7|&2 2 X|E H|0|E{E TE{RIEgL|Ct.

AWS/PrivatelLinkServices HIRIAHO|AN = AEEZQIE MH|AQS|CHS X|E7} ZEELICH
NE: =l
ActiveCon ZCI0|MENM AEEZQIEE 1150 CHatof O|2= & 49| =|C|
nections FQlL|Ct &718t g2 2= YW Mol cHA& S FIH6loF &2 LEHE =
&L|Ct
BN 7]&: AEXQIE MH|AN GIZE AEEZQIETE 7|72t S E|
o2 MaesiaLct
=2 -O AAH-H

e Service Id

* Az, Service Id

Load Balancer Arn, Service Id
e Az, Load Balancer Arn, Service Id

* Service Id,VPC Endpoint Id

BytesProcessed AEZQIE MH|AQL AEZQIE ZHof FEFOZ WEHEl HIO|EQ| =2l
L|Ct.
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NE: 3 =L
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* Service Id
* Az, Service Id
* Load Balancer Arn, Service Id
* Az, Load Balancer Arn, Service Id
* Service Id,VPC Endpoint Id
EndpointsCount A= ZQIE MH|A0 HZAE A= EQIES| =Lt
21 7|&: 58 7|7t S¢F 00| ot ghol &L Ct.
SH: 7t 8%t SH = Average 2! Maximum@lL|CH.
EH7IE
* Service Id

NewConnections ZCI0|MENM A=EXZQIEE S1t504 CHatof O]

* Service Id

* Az, Service Id

* Load Balancer Arn, Service Id

* Az, Load Balancer Azrn, Service Id
* Service Id,VPC Endpoint Id
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Service Id, VPC Endpoint Id
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Amazon VPC £ AF85lod X|E B 7|

1. https://console.aws.amazon.com/vpc/0l A Amazon VPC 2&& LI}

2. EMHOMA=ZQIES MEiFLICH AEZQIEE MEFH S ZLIE{R(Monitoring) &S 4
=4 3rLICt

3. EM FolM A=EQIE MH|A(Endpoint services)E MEHEILICH AIEZQIE MH|IAS MEASH
CH2 ZLIE{2(Monitoring) B2 ME4EHLICE

CloudWatch & & AF83510{ X|E E 7|

1. https://console.aws.amazon.com/cloudwatch/0{| A CloudWatch 2&& L|C}.
e M Z oM X|E(Metrics)E MEHEHLICEH
AWS/PrivateLinkEndpoints WA HO|A S ME4SHL|CE

AWS/PrivateLinkServices LA O|AE MEHSEHL|CE

> W DN

AWS CLIE Al85t04 X|E E7|

CHS list-metrics EE AF83510{ QIE{H|O|A AIEXZQIE S 7O|EQO| 2= HEM A= EZQIE 0 CH
i At 7tsE X|EE Lt EhLct.

aws cloudwatch list-metrics --namespace AWS/PrivatelLinkEndpoints
CtZ list-metrics @2 AFE504 AIEZQIE MH|A0| CHH AHE 7tS 8 XIEE LEEFLICH

aws cloudwatch list-metrics --namespace AWS/PrivatelLinkServices

7|2 M3 Ek|E= Contributor Insights 72! AHE

AWS PrivateLinke X3l 2 X|E| 7tE 37| 7]|045te AEZQIEE HE £ JYEE A=ZQIE
MH|2o0i et 7|2 AMZ Contributor Insights T#21S M3 & L|CH XFA|S
A8 MHEAM Q| Contributor Insights EHHE & X 35HA2.

AWS PrivateLink0| M= CHE A0 NS ELIC

 VpcEndpointService-ActiveConnectionsByEndpointId-vl - &4 ¢ £E J7|E2=Z 2
CEEQIEQ| &2|E miZLICh.
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« VpcEndpointService-BytesByEndpointId-vl - XZ|E HIO|EQ| 8 7|EL R AEXQIE
o| =2|& ofdLICt.

. VchndpointService—NewConnectionsByEndpointId—vl -MAE 8 7|EcE AdExQ
Eo = gzt

. VchndpointService—RstPacketsByEndpointId—vl -AEXOIER MEEIRST WiZlo|
E 7|Zcz Ad=xQlEQ| =22 oHZL|CH.

712 M3 7EE ArSstedH HY 722 ggstalior gLch 73l &435tstH 7[04xt HIo|E =&
O| A|ZHEILICE. Contributor Insights 2 =0 CHet AFAM[EH LH& 2 Amazon CloudWatch 2 & EH3E &
ZMAIR.

Contributor InsightsE& AF& 324 CHS 2| T8to| Qlo{ofF &rLCt.

« cloudwatch:DeleteInsightRules — Contributor Insights 7+=!2 A A ELICH,
« cloudwatch:DisableInsightRules - Contributor Insights 7212 H|& A48} &fLIC}
« cloudwatch:GetInsightRuleReport — CIO|E{E 7}X{SL|C}.

 cloudwatch:ListManagedInsightRules — At& 7}S 8 Contributor Insights 218 Lt A& L
Ct.

 cloudwatch:PutManagedInsightRules — Contributor Insights T+ &I2 & 43t &FL|C}.

Xtod
= e

« Contributor Insights T+ %/

5
« Contributor Insights 7= H|&H 445}
A

« Contributor Insights 7%

Contributor Insights T+2! & A43}

AWS Management Console = AWS CLI 3 stLI2 AFR38l CFg &xtol| 2t AWS PrivateLinkod| CH
Bt 712 M3 7Elg ggstetict

=2&2 ME38H AWS PrivateLink0 CH8t Contributor Insights %! & 43t 5t 7|

1. https://console.aws.amazon.com/vpc/0l A Amazon VPC 2&& L}
2. B Fo|M A=ZQIE MH|A(Endpoint services)E MEAEFL|CH
3. QE=ZQIE MH|AE MEHSHL|LCE.
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https://console.aws.amazon.com/vpc/

Amazon Virtual Private Cloud AWS PrivateLink

4. Contributor Insights B10{|A & 438}(Enable)& MEAEILICE
5 (MEIAE) 7|2MoE BE A0 EYStELICH Y #AEF M3l stedH M3 5HR| et 2
T+ & HIgH 3t (Disable rule) & MEHEFLICH 2 Ql 0

=g MEISE CHS EFd(Actions), HIAIXIZF LEEHLE
™ H|EEEE MEiEL|CH

AWS CLIE AtE3l AWS PrivateLink0i| CHEF Contributor Insights = & 433}51 7|

1. CHSI 20| list-managed-insight-rules W& & AF& 504 AFR
resource-arn MM A= ZQIE MHH|AS| ARNE K|

aws cloudwatch list-managed-insight-rules --resource-arn
arn:aws:ec2:region:account-id:vpc-endpoint-service/vpc-svc-0123456789EXAMPLE

]

= A

fjo

2. list-managed-insight-rules B™ £240{ A TemplateName HEQo| HEZ! 0|&
Lict ctS2 ol 2E=9| of L.

"TemplateName": "VpcEndpointService-NewConnectionsByEndpointId-v1"

3. Ct3 Z0| put-managed-insight-rules W& S AFE35t04 #2I2 E8sELICH AEZQIE MH|
AO| HZE 0|1 ARNZ X|H5HofF g LCt.

aws cloudwatch put-managed-insight-rules --managed-rules
TemplateName=VpcEndpointService-NewConnectionsByEndpointId-v1,
ResourceARN=arn:aws:ec2:region:account-id:vpc-endpoint-service/vpc-
Svc-0123456789EXAMPLE

Contributor Insights T2 H|& A48}

QM| E K| AWS PrivateLinkol| CHEt 7|2 ME &S HIZ HEE & U&LICH 7= g dssiH 7|
04X} CllO|E{ £=%&!l0| B X|Z|X|2F 7|& 7|04X} C|O|E{= 154 0| Bute wikx| E2HElL|c 73
H3lst &, CHA| #4815+04 7|04AF OB =&IE CHA| A|ZHE &= QI&LILCE.

Z &2 Ar&35H AWS PrivateLink0ll CHEF Contributor Insights 72! H|& &8} 5H7|

1. https://console.aws.amazon.com/vpc/0l A Amazon VPC &2 iLIC}.
2. EM EoM A= ZQIE MH|A(Endpoint services)E AE4 LT}

3. QAM=XZQIE MHIAE ME4FILICH
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Ztd(Actions), TH=! AMKl|(Delete rule)S MEHEILICE
2o E

2Ol H|A|X|7} LEEFLLE Delete( 25|

o & @ Dh -
~

MERSFLICH

AWS CLIE At&3ll AWS PrivateLink0i| CH2t Contributor Insights 7= 4f |5t 7|

delete-insight-rules &2 A& 3t0{ #&I2 AXA|FELICH
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https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/delete-insight-rules.html
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L& 2 Service Quotas At ABMO| T 7 LEE BT stAl
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Gateway Load Balancer 21l Balancer 1= ZQIEof CHEH ZAEHE &
CEOIE ZedLct.

2| AolESolvPC A 20 ol VPCE HO|EQo| A=ZQIEE 25571
EXQIE THR| MMEE = st
VPC =X QIE MM B 20,4807 oL VPC A= ZQIE HAMo| 2Ch 37|= B
PNIES WS ZEELCH

. J|2xoz Z VPC A ZQIEL 718 Yotk %|CH 10Gbps2| CHAIZ 2 x| 5t %|CH 100GbpsTt
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https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-share-your-services.html#endpoint-service-ip-address-type
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https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-iam.html
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https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-ddb.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-s3.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-s3.html
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