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VPN ¢1Z2E CHA 2 2 5= Transit Gateway 2H2 & Efoj22
AN I o|E5tK| 2f2 o RHIRE EEHE

2 ZEZEX| ef&LICt o[ A 5t BGP-7(E VPNE

580|518 £ s
Zas Aol ¥Y B2 MY

1. https://console.aws.amazon.com/vpc/0ll A Amazon VPC 2&& LI}

2. EM oM Transit Gateway Route Tables(T1& HO|EQ0| 2t & EO|E)E MEHFLICE.

3. BEE MUY T HOIEES MEELIC.

4. Actions(2ed), ™ ZAZ M4d(Create static route)= MEHFLIC.

5. Ex ZZ M(Create static route) H O|X|0] 2tRE S 4T CIDR 252 Q28 O3 &Y
(Active)= MEHEFL|CH

6. ZJE=oi|Cigt eddS MEiELCt

7. EX™ 42 Md(Create static route)= MEHEHLICH

1. https://console.aws.amazon.com/vpc/0l A Amazon VPC 2&& L}

EF M 2Fof| M Transit Gateway Route Tables(Z14& HO|E Q0| 2IR & E|0|E)E MESHLIC.

B2 E 48 et HolE2S ME{ELICH
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https://console.aws.amazon.com/vpc/
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/create-transit-gateway-route.html
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M E= A

Transit Gateway 2} E|0[E0M MM ZEE AXE = A&LICH
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A&stod

A

B2 AKX
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https://console.aws.amazon.com/vpc/0l A Amazon VPC 2& & LICt,
i 20l M Transit Gateway Route Tables(T1& HO|EQ 0| 2t & E|O|=)E MEHFLICH
AXE 2t & EHolE 2 MEIST ZZ(Routes)E MEAEFLIC.
ot ZEE MEELICH
M™ A Z ArX|(Delete static route) S MEHEFLICEH
Al

=0l AXto|M Hx ZZ AlK|(Delete static route) &

El

o 0 K~ w0 N =
1z
Pl

I'_t
:I:
e}
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o

A

1]
olo

gs5tod 1" Z=2 & ArA|stz{™H AWS CLI

delete-transit-gateway-route &2 AFSgLICTH

M HE uhR)

H& 7HolERol et B EHO|ZEL| X FZ2E CHE I1H 22 HE == /gLt
Z£E MEs0d X B= H Y|

1. https://console.aws.amazon.com/vpc/0l A Amazon VPC E2&& L|C}.

2. B Fol| M Transit Gateway Route Tables(Z1& H0|EQ)|0| 2t & E|O|E)E ME4FLICE.

3. ct*E H|o|=0M nAlsteis Z2E MEELICH

4. NF EE ME0i|M 222 (Routes) B S =48 LICH

5. Ed, HX HZ HR7|E MEigLCt

6. FEMEEE= SUES MEHFLICH

7. T ot ME(Choose attachment) EELCH20|M 2t & E|O|E 2] 34X HO|EH OIS CHAIE ™
& 7H0|ER{0|E M= LI

8. WX ZE HH7|E MEHELICH

£ M835tod 1 B2 E HirdH AWS CLI
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https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/delete-transit-gateway-route.html
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/replace-transit-gateway-route.html

Amazon VPC AWS EZ %! Ho|EH O]

Amazon S30 2} &l E|0|8 LHELH7|

Transit Gateway 2t & E|0|22| 2t &S Amazon S3 HZISZ LHEH = Q&LICH 2IRER
JSON 1} 9| X|HEl Amazon S3 H{Zlofl HEELICH.

2 £ 2 AM83H0q Transit Gateway 2t & E|O|E LHELH7|

1. https://console.aws.amazon.com/vpc/0lA Amazon VPC 2£& JL|C}.
EF M 2Fof| M Transit Gateway Route TabIes(’.‘jS AlO|ESol 2t T EIO|Z)E MEHELICH
2 Z27 2 E 2t HIO|2 S MENFLICH

, B2 LHE LW 7|(Export routes) S MEHEFLIC

LHZ[(Export routes) T O|X[o| A S3 HZ! O|Fofl CHaH S3 HHZ!2| O|F & =T LICt.
2 E Ze{gste{H Ho|x[e| EH AMofAM EE| nt2t0|HE RI-ELct

LHZ |(Export routes) & MEHEFL|C}.

LHE H 22 &lol] HAM|AFHE4™ https://console.aws.amazon.com/s3/0lAH Amazon S3 2£& &1 X|
Hét 2o 2 o|SELIct ot o|Fol= AWS A ID, AWS X[, 2t HO|Z ID, Et AR Z 7}
ZEELLICH otYg MBSt T CIRESE MEIELIC CHS VPC >44oi CHEt = 7H°I Mot 42 ™
HE Z &S JSON mhlo| o Lt
{
"filter": [
{
"name": "route-search.subnet-of-match",
"values": [
"9.0.0.0/0",
"i/0"
]
}
1,
"routes": [
{

"destinationCidrBlock": "10.0.0.0/16",
"transitGatewayAttachments": [

{
"resourceld": "vpc-0123456abcd123456",
"transitGatewayAttachmentId": "tgw-attach-1122334455aabbccl”,
"resourceType": "vpc"

}
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https://console.aws.amazon.com/vpc/
https://console.aws.amazon.com/s3/

Amazon VPC AWS ER%! HO|EH0]

1,
"type": "propagated",
"state": "active"

"destinationCidrBlock": "10.2.0.0/16",
"transitGatewayAttachments": [
{
"resourceld": "vpc-abcabcl23123abca",
"transitGatewayAttachmentId": "tgw-attach-6677889900aabbcc7",
"vpc

"resourceType":
}

1,
"type": "propagated",
"state": "active"

Transit Gateway 22 & Ef|0|2 AtA|

2 £ AE30q Transit Gateway 2HE! El|0|& AMX]|

1. https://console.aws.amazon.com/vpc/0l A Amazon VPC 2& & L}

2. B Fol| M Transit Gateway Route Tables(X& H0|E)0| 2t & E|O|E)E ME4FLICE

3. AMXNE oY EHIO|IES MEF LT

4. ZE(Actions), Transit Gateway 2t & E|O|Z 4fXl|(Delete Transit Gateway route table)& 1=}

LICH.

5. deleteZ 235t AlX|(Delete)E MEHSI0{ AMK|E &QlEtL|Ct

E A83stod ERZT AHo|EQo| 2t E El|o|EE AX|stEedE AWS CLI

delete-transit-gateway-route-table BZ0{& A EtL|CH.

EH:—M- EE xI-X

Transit Gateway 2t 2 EH|O[E0|MH HFA S 52 X = USLICH HFA SE2 ASAIH Y
O|5t1 #Elst= StLt O|4 2| CIDR E5 &= MEQLICH HFAI SES AHS5tH 2[AA0AM U
E{3 ECjEg et E5t7| ol HESt=E IP FLAO| HEIE THASE £ JU&LICt o & S01 02
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https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/delete-transit-gateway-route-table.html
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Transit Gateway 2t & EH|O|20|M & E'?J CH4 CIDRE AHF X|Mst= 32 Z 2t E H|IO|E 0 A

St CIDRE HH=E3HAM xl'xo|"_ CHAl EH HF AN S50 M 0248 CIDRE 2|8 &= &Lt of
4 CIDR 52 MN7sHok 5t= 4 04%% = D E ZIRE EHO|EoAM BEE MHste CHAl S
A SE0IM Y 52 MAHE = J[A&Lch

Transit Gateway 2t & EH|O|E0|M MFA S5 HZEE MHSIH HFA ST F2| ZF &F0| Transit
Gateway 2t & E|O|20| Z22 E A|FLICH

FAF ZS =0 CHEt REMIEH LHE 2 2 otEE{™ Amazon VPC AHE HEMO| HFAM S5 FE5HA

o 12

el
4n

A SEEHE MM

Transit Gateway 2t 2 E|O[20|MH HFAI SFof Cist HEXE MEE = A&LCH

T

£ M3Bstod HFAI S5 A E ddstedH

-

https://console.aws.amazon.com/vpc/0l M Amazon VPC &2 LICtH
=F A 20l A Transit Gateway 2+ 2! E 0|2 (Transit Gateway Route Tables)2 &8 L|C}.

Transit Gateway 2+ & EHIO|E22 ME{FLIC}.

Actions(2t2]), Create prefix list reference(HFAF S5 &= MA)E MEHBHLICH
Prefix list ID(F A S5 ID)MIM HFA = 59| IDE MEHFFLICE

23 (Type)ollM Ol MFAF S 2o CiE EBZIS 512 (2 A(Active)) & K|, OfL|H AtK||(E2HE
(Blackhole)) & X|& MEAFLICt

2 T

7. Transit Gateway 23 ID(Transit gateway attachment ID)0O|AH EEEIE 2R EE @149 IDE M
EHSFL|Ct

8. Create prefix list reference(RFAI S5 & X )& MEAELICH

AWS CLIE At83%t0 HEA S§ X o4

create-transit-gateway-prefix-list-reference WHE AL & LIC}H

MEFASE FZE 27

Transit Gateway 2t 2 E|O|E0|MH HFAI =S8 FXE 2 = U&LLCHL £ HFA SS9 2 &5
2 Transit Gateway 2t 2 HO|E0|M 7HE BEE 2 = UELICH HFA S F 2tREQ 2IRE R
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2 propagated®lL|C}.
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https://docs.aws.amazon.com/vpc/latest/userguide/managed-prefix-lists.html
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/create-transit-gateway-prefix-list-reference.html

Amazon VPC AWS ER%! HO|EH0]

ZE2 A8t WFAL S8 X 27|

1. https://console.aws.amazon.com/vpc/0l A Amazon VPC 2&& LI}

2. ErA Fo| M Transit Gateway 2t & E|O|=(Transit Gateway Route Tables)= ME4ELICt.

3. Transit Gateway 2t & E|O|=2 2 MEIFLICH

4. of2HZ F oM Prefix list references(FAF S5 FxX)E MEELICH HFAI S5 FX=7F LIKEE

LICE.

5. ZE(Routes)& MEAFILICH ZF HFA
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AWS CLIE AI8350d MFAI F8 & E7|

get-transit-gateway-prefix-list-references B2 AMSErLICH.

HEA=SEHZ

gst ALt siie F2 et UR|st= EcHE

mjo
i
Pl
ok
A
A
I
i
>
0%
o
2

ZA2(Routes) HI0IME HFAL S89| 7H Z2E =HE = U&LICH HFAI S 852 1
5t24™ Managed Prefix Lists(Z 2|18 HFAt S 5) stHE AFSELICH ApAMlE LHO% gtot & 2{™
Amazon VPC At& HdBMO| HFA S5 +HE

M
Mg
fjo

AB5o] HTA B8 AZ £

ol

https://console.aws.amazon.com/vpc/0l A Amazon VPC £ LICt

£F A 20l A Transit Gateway 2+ 2! E 0|2 (Transit Gateway Route Tables)2 &8 L|C}.
Transit Gateway 2t 2 E|O|E2 2 MEHEHLIC.

ot2iZ & oM Prefix list references(F At S5 & ZX)E ME{FLICE.

HMFA 52 T E MEHG D 2 Z £ (Modify reference)E MEEFLICH,

°°4(Type)01|k| Ol MF A S50 CHet ECHEE 513 (2 (Active)) 2|, OfL|TH AIX|(E=UE
(Blackhole)) & X|& MEHELICE.

7. Transit Gateway 2122 ID(Transit gateway attachment ID)0{|A ECHEIE CILEE @140/ IDE M
EH%I-L_||:|._
1 Hd

o 0 A w bbb =

8. Modify prefix list reference(HF At 2§ =X )8 ME{gL|CH

AWS CLIE AI85t0{ MFAI S8 &X o3
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https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/get-transit-gateway-prefix-list-references.html
https://docs.aws.amazon.com/vpc/latest/userguide/managed-prefix-lists.html#modify-managed-prefix-list
https://console.aws.amazon.com/vpc/

Amazon VPC AWS ER%! HO|EH0]

modify-transit-gateway-prefix-list-reference B S AFSEL|CH

=2 A2 Transit Gateway 2t & HIO|E0|M AXNE = J&L
Ch H#ZE AAeiz HFA 552 M (x| ef&Lct

S

o

1. https://console.aws.amazon.com/vpc/0l A Amazon VPC & & iL|C}.

2. EM F oM Transit Gateway 2t % E|O|2(Transit Gateway Route Tables)= MEHELICt.
3. Transit Gateway 2t & E|O|=22 ME R LICY.
4 AR A
5

MEMN S8 AZE MYstD
X

=
t = AbA|(Delete references)ES MEHEFLICH
x A

[
Zt X AA|(Delete references)E ME4EFLICY.

AWS CLIE AI835t0{ MFAI I 5

1]

P AFA

delete-transit-gateway-prefix-list-reference WS AISEtLICH.

B0l 2 AL83Ho4 AWS Cloud WANOIl CHE LIEQIT EaTlg
ES T2 YxIAlZIE A R0 Z8HElo] Yo

10 oz o
S W g

o moorr 4

°

(® Note
& HolESo]l BH E|o|22 =M TE 7H[O|ES 0| mo{E HEE YT M Cloud WANO
Mek x| HELICH Tofd 7S MM mf o] A T Elo|E e HAE + UsLich 2
T 0| ¢A0| ¥HM HEoZ E|0|EE RS2 E MESLICH
Cloud WANOI| A |02} 40| CiEF REMIEH HE = AWS Cloud WAN AHE MM Q| I[o{2E
SES RN
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https://docs.aws.amazon.com/cli/latest/reference/ec2/modify-transit-gateway-prefix-list-reference.html
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/delete-transit-gateway-prefix-list-reference.html
https://docs.aws.amazon.com/vpc/latest/cloudwan/cloudwan-peerings.html

Amazon VPC AWS ER%! HO|EH0]

Transit Gateway =2 E|0|E& 4/

ZE&2 ME35to{ TS Ho|ESo] HA Eo|E 4

1. https://console.aws.amazon.com/vpc/0l A Amazon VPC &2 0{M(2.

2. EM oM ™E HOIES|0| HA Ef|0|& (Transit Gateway Policy Tables)2 AE{gFL|C}.

3. Transit Gateway = E{|0|E€ 4 4(Create Transit Gateway policy table)2 ME{EFL|C}

4. (MEH ALE) Ol EHZ(Name tag)oll Transit Gateway X% E{|0|£ 2] 0| & /=2dgrL|Ct 4™ Ef
71 ¢kol| x|t o|&§2l ef27F MEEL|CH

5. & HO|ES0] IDOA & E|o|Z0f CHEF TS HO|EQO|E MEFLICE

6. & HO|ES|0| M2 E|0|E M +4d(Create transit gateway policy table)= AEHEHL|C}.

i
-

tod ERI%! Ho|EH o] HA E|o|=& Bt=e248 AWS CLI

o

S

I
o

create-transit-gateway-policy-table @& AFgHL|C}.

& HolESo| EA E|o|= AlA|

M& Ho|EQo| HA Ef|o|22 AAELICE HO|E 0| AKX E|HH SHE EO|& LHe| ZE A 3|0 &
XIElLct.

rH

F
=

mo

AtE35to{ & HO|EQ 0| A H|O|2 AFA|

-_—

https://console.aws.amazon.com/vpc/0l A Amazon VPC &2 0{M(2.

EHAM HoM & HOIEH o] HAY E|O|E (Transit Gateway Policy Tables)2 ME{ErL|CE.

m
©)

|E
=

F

A M| E Transit Gateway 324 MENSHL|CE

m
)
me  mo

ZHd(Actions) S MEH4SH

ElO|E S AXlsted Bhot

(Al

Al A|(Delete policy table)E MEHEFL|CH.

o & 0N
o

mo 2
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N
1ok
o
el

LICH

E A83sto] EBA HO|EH| o] EH E|o|E S AAIstedE AWS CLI

delete-transit-gateway-policy-table @S AL &LICH
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https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/create-transit-gateway-policy-table.html
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/delete-transit-gateway-policy-table.html

Amazon VPC AWS ERI%! Ho|E0]

Transit Gateway 2| HE|FHAE

HEIFHAE = O|O|E{ o] Bt AERIZ 042 4l AR E0| SAl0| ML St= Ol MEElE SA ZEE
Z LIC}. Transit Gateway= A2 E VPC| MEU! Ztol HE|FHAE ECfE 2t &2 X|stH 0424
F L QIARAR &tz EETE ELe QAAHA CHE HEFHAE EtRE Q&S gLICH

- HEPHAE EHQl — HE|FHAE HERFE i THRIcE B&E = U2 Transit Gateway
E o2 HE|FHAE Bt REE A £ JU&LICt MEY =FoM HEIFHIAE TH I HHAS N
O|ghL|ct.

- HEPHAE OF — SUE HEPHAE EZ|EE ELfD &S SAE EE S AHELICH HE[FHA
EJE2 I IP FAE AHELICH HEPHAE O& HWHAR2 EC2 QAR A0 1ZE 7HE B

- QIE{H! O F B2l Z2EEZ(IGMP) - 3AEQ 2t RE7H HEIFHAE I& HHAS SXoE #e
g+ ULE ot QB T2 EZQLICH IGMP HEFHAE EHQE IGMP ZE2EEZS
o HAIX|E &, €&l X TMEsts ZLAET LEHELICH AWS IGMPv2 Z2E 21} IGMP & HH
(API 7|8h) O & HH A HEFHAE THQIE 25 X|HELICH

- HE|FHAE &4 — HE[FHAE ECfEHE MESESE YHoE Y& KIHEl= EC2 QIAHAQM A
AT BN HET QEHo[AALICH HEFHAE AA = MM LA FHofgt MZELIC
M oA HE|FHAE T HQlols HAIX|e 7t BE X TEE XMElste ol IGMP ZEEZE A
25K ot= SAET TEELICH E A2510§ AA L O2 AWS CLI FARS Z718HL|C} XMEio
B FIE AA s HEPHAE ERfEE &St HHE HEFHAE ERfEE S AIFLIC

- HEPHAE & W — HE|FHAE EEjEHE #4l5ts, X El= EC2 QAR AQL A BFIX
HE 3 QIE{Ho|AJLICH HE|FHAE O &0z 02 2 & HeJt JU&LcH XM &4 08 HH
A T HEIFHAE O & HHe EcfEE sAE =2 J&LICH IGMP 2§ F40M HiHe=
EffEE BEljn &g £ st

Ted At

« X|HElE 2ol CHEF REMIEH LHE 2 AWS Transit Gateway FAQE &t ZSHMI2.

- HE|FHAEE X|5t24™ M Transit GatewayE 44433l oF & LICH.

Transit Gateway2| HE|FHAE 80


https://aws.amazon.com/transit-gateway/faqs

Amazon VPC AWS ERZ! Ho|EH 0|

HE|IFHAE & HEH A2 OR AWS CLI, Amazon Virtual Private Cloud Console EE£ IGMPE AL
5o zt2|& L ct.

Meue stLto] HE[FAE THQlo|RH 92 4 QlaLnt
Nitro QIAEIA T} ObEl QIARIAE AFBSHE A AA/CHA 2012 HIE Adstaiof & LICh 20l HIg
Ad3hofl CHE FAIEH LIRS Amazon EC2 AFE ATA ] $IE = Ci4} 2101 HZAS & EstAIAIR
Nitro QIAEAAT} Of Ll QIABIAL HEFHAE WHAIXI7F E 4

Site-to-Site VPN AWS Direct Connect, I|0{3 HF ot EE= ERK HO|ER 0| Connect MF m}
U2 SEt HEIFHAE 2tRE2 X|HEIX| et&LICt

Transit Gateway= HE|FHAE mfZl o] ZZt5tE X|5HX| et&LICH =ZHEHEl HEIFHAE T2
ATMIELICH REM[E HE = Z[CH & EFRI(MTU)E R EStMIR.

Al M IGMP 22 E = HEIFHAE &0 7t st 7| £/8 IGMP JOIN HIA|X|E o] H 2L

(Yet™o 2 2~33| KAL), 782 X[ 2 E IGMP JOIN HA|X[7} £4AE= B2 SAEE
ME HOo|ES|o| HEIFHAE T &9 M7t EIX| e&LICt. 0|28t AlLtE|0i| A= ofE 27| o] M8
2 AE35l04 ZAEN|M IGMP JOIN HIA|X|E CHA| E2|7H3HoF & LICt

O & HH A2 Transit Gatewayod 2|8 IGMPv2 JOIN MHIA|X| =4l 2 A|Z |0 IGMPV2 LEAVE
HIAIXR|S| =410 2 ZZELICE Transit Gateways &0 H8HMO 2 Xt SAEE FHMFL
Ct. 22l = HE|FHAE BFREIZ M Transit Gateway= 22 0ICH IGMPv2 QUERY HIA|X|E 2 E
HEo| A EHLICH ZF HHE SH 22 IGMPv2 JOIN HIAIX|E ©&st, o] HIAIX[= HEH7F sHE
HHA S Aolste S-S LIEFHLICH HEHIF 1% Al ¢ 2o °':*3FX| 2 5t™ Transit Gateway

7h ZQIE 2E a&0A of W AS MAHELICH 3txlat FHHE SR0M YFH22 MMt
Hoj 12A|zt ¢t of FHHAHH A& 2EIE EHLICE to-be-queried BA[Z IGMPv2 LEAVE H| Al
XlE 0|2 2E HEIFHAE XE|0IMH SAEE FA| GYFEXMoZ M HELICH

Transit Gateway= 150 83Mo 2 XOIft SAEE FMFLIC Transit Gateway= SEHO| &
At 22 IGMP JOIN HIA|X|7} O X2 2 HE 5t AR E 72(420%) 52 ZAER HE[FHAE
ClO|E{E ELICt M& Ho|EHolE ZCh 12A|12F S0 E= S AEN| A IGMP LEAVE HIAIX|E

2SS 7R 2 AE0| HEHA 2 E2[E AS 2

‘_

|CF.

Transit Gateway= HEIFHAE O & HHAUS FHE £+ U E ZE IGMP HHoi|H B4 22|
mHZlg 2L|Ct o248t IGMP #E| Zlo AA 0.0.0.0/320| 1 CHAH IPE 224.0.0.1/320|H
Z2EZE22QLICH IGMP 3AE(QIAEA)S| HOt 08 A MI SAE MEUIO| ZE ACL 74
2 o|8t IGMP Z2EE 2 M| A|X|E 5{5HofF gLct.

A HOot 08 HZEXE AI83510 AA EHQFOF9| E

I
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html#change_source_dest_check

Amazon VPC AWS EZZ! H0|E

#ol

. = HE|)
2 M7HELIC} ol H7|M2 2 Transit Gateway AMH|A 9474 o3&

2hot 7H|H ol ENIE MEE S 2 M - ELICE
. H5 HEFHAED IPv6S XIPELICH S5 HEPRAES 22X SALICH

Windows Server2| HE|FHAE

E 38 U AA9| B2 Amazon VPC Transit Gateway= [ 0|4 ZXH5tX| &t = ENI
=0
o =

Windows Server 2019 EE= 20220 M T1& HO|ES 0|2 &H 2t S5tE S HEIFHAEE MME e
F7F EHAHE $3HoF ELICH PowerShell2 Al25t04 CS W42 ASsHL|CH.

1. TCP/IP AEB40{ IGMPv3 CH&! IGMPV2E AISSHE S B MHE HESHAM L.

PS C:\> New-ItemProperty -Path HKLM:\SYSTEM\CurrentControlSet\Services
\Tcpip\Parameters -Name IGMPVersion -PropertyType DWord -Value 3

® Note
New-ItemPropertylGMP HME X|Hst= £ QUHAQILICE IGMP v2&= HE|FHAE |
XHElE 0|22 £42 value TSI Zrotok ELICH 3 Windows BIRIAEEIE HE
Ste CHAI CHS HES Ao IGMP TS 22 MY e £ QlaLct. :

Set-NetIPv4Protocol -IGMPVersion Version2

&
0=

2. Windows &3 — 1=
o1 2T FHolso}

PS C:\> Get-NetConnectionProfile | Select-Object NetworkCategory

NetworkCategory

3. 2 UDP ZE O HMAE = UES O EHAH el HZE Z2E S AUO|0|EsHAIR.

PS C:\> Set-NetFirewallProfile -Profile Public -Enabled False

4. EC2 QIAEIAE MEEIELICT

Jor
ro
9'|_|
x
FO

5. HE|FHAE oHZ2|70|MHE E|AE S0 EC=I0| oJACHE 521 U=XK|

P2 Z7|IEMe 2 CHR 22| UDP ECiEE AKX LICH HX] HE[FHAEN A8 ElE

Windows ServerQ| HE[FHAE

82



Amazon VPC AWS ERI%! Ho|E0]

HEFHAE 2t
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ot Z&LICHTransitGateway.
Parquet C|O|E| f&: At

mTo. ™

oA ERMT HO|ES O] &ARKS| AWS AH ID.

Parquet CI|O|E{ R&: 2At&
Eg{=o| 7|Sxl= ™S HolESolel IDYUC
Parquet Ci|O|E{ R&: 2Xt4

E2i=lo| 7|8 /& Transit Gateway Attachment2| IDRILIC}.

Parquet CI|O|E{ f&: 2Xt4
AA VPC EBNEIOl AWS A& IDYILICE
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Zc MH HH7%

tgw-dst-vpc- CH& VvPC Egf= 9| AWS HH IDRILICE. 6

account-id
Parquet CI|O|E{ §&: EXt¥

tgw-src-vpc-id & HOo|ELolof CHE &4 VPC2| ID 6
Parquet C|O|E| f&: At

tgw-dst-vpc-id & HolEQolofl CHEr CHel vPC el IDRILICE. 6
Parquet CI|O|E{ R&: 2At&

tgw-src-subnet-id  T1& HO|EQ0] 24 EEfE S| HEL! IDRILICH 6
Parquet CI|O|E{ R&: 2Xt4

tgw-dst-subnet-id & HO|EQ 0| CH& EEHEIo| MEL! IDRILICY. 6
Parquet CI|O|E{ R&: 2Xt4

tgw-src-eni S &0 CHEF & A Transit Gateway Attachment ENI2| ID. 6
Parquet CI|O|E{ f&: 2XtA

tgw-dst-eni e 550 Cist CHAF Transit Gateway Attachment ENI2| IDRIL 6
Ct.
Parquet Ci|O|E{ f&: 2Xt4

tgw-src-az-id EZiZo| 7|18 Els &4 & HOo|ES|o|7F 2 E 718 B9l ID 6
L|Ct sl IXIoIM EBjEOo| Yt 2 B2 == o E=of Of
M- 7|28 EAIELICH
Parquet Cl|O|E{ £&: 2XtA

tgw-dst-az-id EgiZo| 7|5 kl= e & Ho|ES|o|7F Z&E 718 ¥9|ID 6

ALt

Parquet C|O|E{ R&: EAtA

108

>
0l
N
olr
ro
15}
In



Amazon VPC AWS ERZ! H0|E O]
= =k H &
tgw-pair- SE Yo et s&o sS4l Es w4l A4 D7t ELC 6
attachment-id
Parquet C|O|E| f&: At

srcaddr A EBNEO| AA FAQULICH 2
Parquet C|O|E| §&: At

dstaddr gl EEiE ol T FALICH 2
Parquet CI|O|E{ f&: 2At4

srcport ECiEo AA ZE 2
Parquet G| O|E{ R&: INT_32

dstport EffElo|ciad ZE 2
Parquet Ci|O|E| R3: INT_32

protocol EZH=IO| IANA ZZ2EE H3E XIME HEE X|HE QIE 2EE 2
=2 HE S FXSAAIR
Parquet CllO|E{ R&: INT_64

packets SE S HSE WA £, 2
Parquet Cl|O|E| R&: INT_64

bytes 5§ &5 ST HOIE £, 2
Parquet Cl|O|E| R&: INT_64
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Lt ME HO|EH Ol A S TEFHHLE =418 = Z|CH 60
Z = AgLct.
Parquet Cl|O|E]{ R&: INT_64
log-status S8 239| HH: 2
« OK —O|O|E{7} MEAEI CH&of| Mo 2 2ZELICEH
- NODATA — &A 74 5 HER3 QIE{H 0| A M TS| HLE
£ AE HEQ3 ERfZio| gigLIct
« SKIPDATA — &AH 7t2 5 48 s & EO HZEE HAHFIUE
LICH LS 8 MEt E= g 277 Held = &L ct
Parquet Ci|O|E &: At
type EfE SYLICE S8 22 IPv4, IPve X EFARILICH RbAIEH 3
LHE 2 Amazon EC2 A& B M| LEtAE IHEE] o{HIEHE HZX
SHAIAIQ.
Parquet CI|O|E{ R&: 2At&
packets-lost-no- ~ AZ7} X|HEZ|X| gto} mfZlo| & AE|R&LICH 6
route
Parquet G| O|E{ R&: INT_64
packets-lost- E=MEE Ql5H 0| &AM EIRELICH 6
blackhole
Parquet Cl|O|E| £&: INT_64
packets-lost-mtu- 377} MTUE Z=1}504 TfZ!0| & AEI& LICH 6
exceeded i
Parquet C|O|E{ R&: INT_64
packets-lost-ttl-e 2| Bt2 2 QI5H mZ/0| & AR &LICH time-to-live 6
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1= MH H{ X
tcp-flags Ct= TCP Zcia2| H|E OtA 3 gt: 3
* FIN—1
*« SYN—2
« RST—4
. PSH—8
« ACK— 16
+ SYN-ACK — 18
« URG — 32
/A Important
SE 2O ES0|ACK T 20 T HEI B Zel1 g2
160| ot =l ORI LC}.
TCP Z 22204 CHEH UEH R4 (0d]: FIN, SYN & ACKS} ZHe Za&ia
o o|O|)= Wikipedia®llAd TCP M|IHE X & FHZSHAAL.
TCP EZeiaE A 74 S0t ORY == /U&LICH e HAHo| F2
SYN-ACK Z! FINO{| CH3H 19, SYN 2! FINO{| CHal 32t 40| &8 &
dlZ=o| sYst ol Eeia7t ¥-EE &= UA&LICt
Parquet Cl|O|E] R3: INT_32
region EgiElo| 7|8 kl= M& HOo|EQO|E Z&ste 2L/t 4
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https://en.wikipedia.org/wiki/Transmission_Control_Protocol#TCP_segment_structure
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pkt-src-aws- IP =4 5t ElEfo| O|E=2 AA IP F AT} MH|AZQ! srcaddr 5
service AWS Z<20{ AL E/LICH 7Hs 3 7t AMAZON | AMAZON_AP
PFLOW | AMAZON_CONNECT | API_GATEWAY | CHIME_MEE
TINGS | CHIME_VOICECONNECTOR | CLOUD9 | CLOUDFRON
T | CODEBUILD | DYNAMODB | EBS | EC2 | EC2_INSTA
NCE_CONNECT | GLOBALACCELERATOR | KINESIS_V
IDEO_STREAMS | ROUTES3 | ROUTE53_HEALTHCHECKS
| ROUTES3_HEALTHCHECKS_PUBLISHING | ROUTES53_R
ESOLVER | S3 | WORKSPACES_GATEWAYS.

Parquet C|O|E| f&: At

staddr ZEO| IP T4 H2| 5t 5

pkt-dst-aws- CHe IP FA71 MH|AEQI B
&g £ 2 pkt-src-aws-service ZEE & X

o
O|lE. AWS 758t g =
SHAIA|L.

Parquet C|O|E| f&: At
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service 2

Transit Gateway 58 21 22

Transit Gateway 38 232 AAI5tH HE 230 Cht ClO|E 227| & AEE|X| 2F0| M8 EL]
Ch. e 238 AAE el Foi cHet AFMIEH LI S 2248 Amazon CloudWatch PricingE &1
Q2 E|l0{oMH EOE MEHSIT HIC|E 202 oM.

Logsoll HAlstE 58 218 MASHAIA|2. CloudWatch

B 23 5 21 0|0|E{E Amazon0l & A AIE £ CloudWatch {!&LICE.
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CloudWatch LogsOll AIAIEIH & 23 HIO|E7t 23 a &0l AAIE1 ZF ERZK HOo|EQol= 2
O350 n1Ret 2O AERIS JHELICH 2O AEZoE 58 2O B|lZEJF ZEELICH od2] 7Y
Ol s & EOE Mstod, A HIOIEE Z2 21 J80i HAE —1‘— A&LICH 22 23 aF9| &Lt 0]

E -
do| 5 & =10l SYUeH TS HOIEHOI7F e E<2 stLte| A E 23 AEZ0| J&LICH B 5
g 2I0MeE HEE EofEE AXstT, O 2 58 2Ea0Me 58E EEfEE YA T x[HEt
42, HefEl 20 AEZR2 2 EcfEE AMELICH
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§% E: E‘”q EO'” ;Hi-IEI A|X|- A|7|.0_I| ;HEI-%I-L—“:"
B8 448t g U AjZte RIBELICH Cloudwatch

IngestionTime EE E:LOH -I
EtUARMEZ = 58§ 21 B2 =0

CloudWatch 2104 CHEH XkAM|EH LI& 2 Amazon Logs AFH& MM 2| CloudWatch 212 M&E
CloudWatch 21 & X5HAAIL.

LHE
- 222 238 230l AAl5t7] CloudWatch 2|3t IAM &
- IAM A RF7F Of8tS FEH S 4 ol HBt

Logsll AIAlstE 58 238 MM 4AI2. CloudWatch
230 58 23 7|8 M2lgLICt. CloudWatch

T

22 238 210 AAI5H7] CloudWatch &8t IAM 3&t

|k

rot
o

239 BT IAM Y& 0lE LogsQl XIHE 20 280 58 208 HAE £+ UE B
240{0F B LICt. CloudWatch IAM &2 AL&Xto| edghojofoF & LIt AWS HIH
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QIZIE IAM BAMols 2|48 CHSTH 22 HEHO| ZE Elofof Bt

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"logs:CreatelLogGroup",
"logs:CreatelLogStream",
"logs:PutLogEvents",
"logs:DescribelogGroups",
"logs:DescribelLogStreams"

1,

"Resource": "*"
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https://aws.amazon.com/cloudwatch/pricing
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html#AWS-logs-infrastructure-CWL
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html#AWS-logs-infrastructure-CWL
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{

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "vpc-flow-logs.amazonaws.com"
3,
"Action": "sts:AssumeRole"
}
]
}
=5 CHE|At EME28E A8 E5517] 25104 aws: SourceAccount & aws:SourceArn =7
7IE AEE A *4’“°*I—IEF o|§ S04 O[T Al WMo CtE = EF S FIHE = JELICH &4
HHEe 58 209 ARXK0|1 AA ARNR2 58 2O ARNYLICH 58 23 IDE Z2E Z2 ARN
ol sig RS FUSIE() 2 HHE CHS 58 208 BIE F B2 YololEY + UsLch

"Condition": {
"StringEquals": {

"aws:SourceAccount": "account_id"
},
"ArnLike": {
"aws:SourceArn": "arn:aws:ec2:region:account_id:vpc-flow-log/flow-log-id"
}
}
=X off CHEH IAM & & E= HH0lE
ol0l Zxfete HEE YUOIO|ESIHLI & 28 AEE = JUTS MER J S BHE7| 2IsiA Ct
= HXHE tetstd = A&Lc

1. https://console.aws.amazon.com/iam/0lA IAM 2& 2 dLC}

=M 20 M Roles(4%l), Create role(J3 & MA)2 ME4SHLICEH

3. QAE[E £ Q= AE{E| R MEH(Select type of trusted entity) 0l A AWS A{H|A(service) S MEH
BrLICH A Ab2dl(Use case)OlAH EC2E MEHBILICE CHS S MENEHLICH

N
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https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html
https://console.aws.amazon.com/iam/
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4. Add permissions(T4&H F7}) H O|X|0{ M Next: Tags(CtS: EH1)E MEHSI T MEH AFE O 2 M Ef
& F7teLch otg8 MEighLCt

B, dE 2 &d mo|x|of & o|F2 st MEHX O 2 Description(dH)2 M I FLICH.

g MYES MEfELICH

6. Qg O|F2 MEMFLICE Add permissions(T 8t F71) B 0| A Create inline policy(Q!2FQ! & M
M)g MEIS T JSON EHe MEigtLCH

7. E22 238 230 AAI5tZ| CloudWatch 9|8t IAM 24&H0l| A 3 HE HAS SAHEE £ Fof
E04 d&LICH M2 HE (Review policy)E ME{EFLICE.

8. WM 0|EE U5t A +d(Create policy)S =48 LICH

9. A& o|F2 MEFLICt AZ| 2HA|(Trust Relationships) 2 £047t24H A2 2tA| T &(Edit Trust
Relationship)2 MEAEILICH 7|E ¥ 2Mo| MH|A &=& ec2.amazonaws.com A vpc-
flow-logs.amazonaws.comZ HtH0{ FAA[L. &2 22 4| O|E(Update Trust Policy) &
MEHSFL|CE.

10. EIOIXIOHA-I A&XRE &0l CHEF ARNS2 & QIFLICH AFSAtS| & 218 BHE [ Ol ARN

IAM AHE RV} iEhg FEE 4 2l Bt

st ALERoA SHE 58 229 HAZAE IAM 3&H0f CHEF 1am: PassRole 19| AFR HEHO| Q04
OF grL|Ct,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": ["iam:PassRole"],
"Resource": "arn:aws:iam::account-id:role/flow-1log-role-name"
}
]
}

LogsOll AlAlStE & 2O & 4435t Al2. CloudWatch

M& HolE |0|01| CHet 582 202 MAE £ QIELICEH IAM AI2XIE o|3{8 HHAHIE st B2
iam:PassRole S A& £ U HEHO| UK &QISHAMAIR. REMIE HE = IAM AFZXF7}F <4
g MEE £+ e HEtg EESHM L.
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1.  AWS Management Console 221915t 11 https://console.aws.amazon.com/vpc/ 0l A Amazon
VPC Z&£& YLCh.

2. ErM Xof|M Transit GatewayS MEHELICH.

3. StLt olatel & Ho|ER|o|o| & lghs MBSt £ d(Actions),
log)= MEASFLICH

4. [CH& O M [ CloudWatch2a 2 ELH7(] & MEigL|Ct.

5 OHa4 23 2E0M #HAl cHa 23 2E 90| 0|E S MENEHLCY.
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& 21 ‘4/d(Create flow

(@ Note
CHe 23 350 ot® gl 82 ol ZHEof M 0|F 2 &™stH M Oie 23 3 50[ 4d
E ot

6. IAM &o| A2 208 20 HAIF HEto| U= UE ol 0|2 XI™HE Lt CloudWatch
7. 2133 E ¥A(Log record format)0il M =& 2O B2 Eo| FAlS MEdFLICE
GAIZ ALEste{™ AWS 7|2 & 4|(default format)S MEHSHM| 2.
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+ create-flow-logs(AWS CLI)
* New-EC2FlowLogs (AWS Tools for Windows PowerShell)
« CreateFlowZ 1 (O}OFE EC2 #E| API)

AWS CLI ofX= EZZ! HOo|EQ|o| HEE AXMst= £& 208 Y&t & 2= IAM
2 AL&3+0o{ H™H 1234567891010|2t= CloudWatch my-flow-logs 212 21 O F0i MEH
LICt publishFlowlLogs
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o4
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https://console.aws.amazon.com/vpc/
https://console.aws.amazon.com/vpc/
https://docs.aws.amazon.com/cli/latest/reference/ec2/create-flow-logs.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2FlowLogs.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_CreateFlowLogs.html
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aws ec2 create-flow-logs --resource-type TransitGateway --resource-ids
tgw-1a2b3c4d --log-group-name my-flow-logs --deliver-logs-permission-arn
arn:aws:iam::123456789101:role/publishFlowlLogs

230M 58 23 7|5 & ME|FLICH CloudWatch

CloudWatch LogsO|A =Z&/3t CtE 21 O|HER} OEVIXIZE 5§ EO HIER 2YY = UL
Ct. 23 dlo|H & X|E EH ZLIE{&o CHet REMIBH L8 2 Amazon CloudWatch User Guide2| £
I o AM 2l ZIEHZE HEFAAIL.

EH

of: & 210 CH$F CloudWatch X|

0| 0|0l M= tgw-123abc456bcad CiEH & ol
A0f edZsted= A7t Bt AlZH LHol 10'H o4 HEEl FL 0lE ¥y ¥E %*%!2 OhE = &Lt
M ZEE BEs EciEol HiEHn Ux|st= X|E EE{E BHEO0{ofF BfL
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745 & ssH Eci=oi cher x| & ZE{et EEof chet ZE & BFEedH
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https://console.aws.amazon.com/cloudwatch/ 0| A CloudWatch 2&& LIC}.
2. AT EIM oM 2, 20 252 MEfshLCH

3. R Igoi Cist &elEte MEist OFS 2 d(Actions), K| E EE{ 444 (Create metric filter) 2 A1EH
gLict
= .

4. ZE| IjE(Filter Pattern)ol| CS S 248 C}

[version, resource_type, account_id,tgw_id="tgw-123abc456bca”, tgw_attachment_id,
tgw_src_vpc_account_id, tgw_dst_vpc_account_id, tgw_src_vpc_id, tgw_dst_vpc_id,
tgw_src_subnet_id, tgw_dst_subnet_id, tgw_src_eni, tgw_dst_eni, tgw_src_az_id,
tgw_dst_az_id, tgw_pair_attachment_id, srcaddr= "10.0.0.1", dstaddr,
srcport="80”, dstport, protocol="6", packets, bytes,start,end, log_status,

type, packets_lost_no_route, packets_lost_blackhole, packets_lost_mtu_exceeded,
packets_lost_ttl_expired, tcp_flags,region, flow_direction, pkt_src_aws_service,
pkt_dst_aws_service]

5. EIAEE 21 O|0|E| MEH(Select log data to test)0ll M & HOIEQO|of CiEt 2O AERIE M
EHSHL|CH (MEH AFE) ZlE] I{EDt YUx|ste 21 O|o|E 2 Hi{H m{E B|AEE MEISHLCE.
|7 £|H OS2 eI

6. EE O|§, X% UlYAHO|A U X|E O|FS ELICH XIE gf2 12 MYELICH AEE[H

ChE 2 MEfstn x| & 2B 42 MEELC
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/DeveloperGuide/MonitoringLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/DeveloperGuide/MonitoringLogData.html
https://console.aws.amazon.com/cloudwatch/
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7. EHMFoMZBE

(=]
10. MME X|E o|F 2 MElEt = X|E MEfZ MEFFLICEH
Cl 7+

11. BEE

Statistic(& )0l A Sum(& A)E MEiELICE o|de = X|HE 7|7k St HIO|E| ZRIEQ| &
E XME = JU&LICh

- YoM Zo/ZESE MEst D HA Lz 108 LUHELICH

=7t F4(Additional configuration)0ll Al Z2.0i| CHEt CI|O|E{ Z 21 E (Datapoints to alarm)& 7|
22t 12 7S

_|

12. Y & (Notification)olA 7|& SNS FXIE MEHSH7HLE A FXl| 24J(Create new topic)S 41EH5}04
MNE MAELICH CHE (Next) AE4EHLICY

13. ZEo| o|Fxt Y2 stn Ch3S MEELICH
)

14. 4

Amazon S30| AIAlStl= 28 21 M

E 2= 52 21 O|0|E{E€ Amazon S30| AAIE 4= Q& LICt.

ok

Amazon S30{| AlAletE A< 58 21 HIo|E 7} X|HH =
LIE{2lEle 2E ME HOo|EQ ol Cigt sE 2a 3 E
HAIEILICE.

=2 7|& Amazon S3 {20 AIAIEILICH 2
= 3ol MEE Uzdo| 21 med ZHA|of

Amazon S30{| 38 21 & HA|E | HE Amazon CloudWatch 2104 |O|E{ =& & E2t 2 20|
M ELICH Etof 232| CloudWatch 2201 CHE RHA|IEH LHE & 2248 Amazon CloudWatch Pricing
2 @10 28 MEIB OHE Vended LogsE &2 AA|2.

| & Amazon S3 HZ!E BtE = 22 Amazon Simple Storage Service AFHE A

CtE H™ 22Zoi| CHet REMIEH LIS 2 AWS £F M Elo|EE{E(e| Y 2ZE HESHML.

o

Amazon S30i| HlA| 118


https://aws.amazon.com/cloudwatch/pricing
https://aws.amazon.com/cloudwatch/pricing
https://docs.aws.amazon.com/AmazonS3/latest/gsg/CreatingABucket.html
https://aws.amazon.com/solutions/implementations/centralized-logging/
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CloudWatch 2201 Cit X}AM|EH LI& 2 Amazon Logs AHE AE M| Amazon S3E M&E
CloudWatch 21 & XT3 AA|I2.
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SE 21 0Y
VPCEE 2= 58 2O 2328 £ 20 HUZ SEHét O3 sig 20 0td2 582 ¢tzo
E Amazon S3 HHZ!o| A[Algt= s |LICH 24 21 mtol= o[ 558 S 7[SE IP EciEof Chet

s& 23 dz2e7 ZEELCH

2 ool %c| 3 7|= 75MBLICH 21 1o 58 LHo| o} 37| A|sto] EEstH 52 27}
SE 2O 83ZE FIE SX|EUCH OHCIE & 232 Amazon S3 30| AHA|StD M 21 ot
g oHELICH

Amazon S30|MH & 21 mo| 0F X2 =% (Last modified) 2E&= I} 0| Amazon S3 HHZ!0| =2
EE Ut AlZFS LIEFHLICH Tt 0|2 0| EfUAEIZ HL} 0| 0| oS Amazon S3 H{Zlof| &
2Cste ol Zele Alztol ek cHELICt

« Parquet — Apache Parquet2 @ 7|8t G| O|E{ & A|IL|C}. Parquet & 4{2| H|O|E{oi| CHEH #{El= &
it &lAE O o|E{oi| CHEt F2lodl HISH 108H0l A 1008H tihE LICH Gzip &S A5t Parquet &
A OO|E{= Gzip 52 M85t= Yt HIAEHRDH AEZ|X| S7HE 20% MH AFS g LICH
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html#AWS-logs-infrastructure-S3
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html#AWS-logs-infrastructure-S3
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« Hive 32 S3 HFAl - EEE Hive 38 T E 712 Al Hive 38 HFAIE AL
22| A8l Mo MSCK REPAIR TABLE &g Arﬂoucr

- AMZHE EE -OiFe| 2071 1 et o 2 E A|ZHHX| #2IE EH ' stE 9 238 Alh
HE 285l ZAAE =27 L1 A2 HES HAUE = U&Lct

230U S3 I X
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0 £ £04, C= L June 20, 2018, 16:20 UTCO]| us-east-1 2|712| 2|A A0 CH5H AWS HIH
1234567890120 M MMet & Z 0] CHet 21 ufo| o & Eof ELICH S F A|ZH0] 16:20:0001|
X 16:24:59 AlO|@1 22 21 HZE7 malof| Z&HE|L|Ct.

123456789012_vpcflowlogs_us-east-1_f1-1234abcd_20180620T1620Z_fel23456.10g.9z
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"logs:CreatelLogDelivery",
"logs:DeletelLogDelivery"

1,

"Resource": "*"
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https://docs.aws.amazon.com/AmazonS3/latest/user-guide/bucket-policies.html
https://docs.aws.amazon.com/AmazonS3/latest/user-guide/bucket-policies.html
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"Version": "2012-10-17",
"Statement": [

{

"Sid": "AWSLogDeliveryWrite",
"Effect": "Allow",

"Principal": {"Service": "delivery.logs.amazonaws.com"},
"Action": "s3:PutObject",
"Resource": "my-s3-arn",

"Condition": {
"StringEquals": {
"s3:x-amz-acl": "bucket-owner-full-control",
"aws:SourceAccount": account_id
},
"ArnLike": {
"aws:SourceArn": "arn:aws:logs:region:account_id:*"

"Sid": "AWSLogDeliveryCheck",
"Effect": "Allow",

"Principal": {"Service": "delivery.logs.amazonaws.com"},
"Action": ["s3:GetBucketAcl", "s3:ListBucket"],
"Resource": "arn:aws:s3:::bucket_name",

"Condition": {
"StringEquals": {
"aws:SourceAccount": account_id
I
"ArnLike": {
"aws:SourceArn": "arn:aws:logs:region:account_id:*"
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arn:aws:s3:::bucket_name/optional_folder/AWSLogs/account_id/*
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arn:aws:s3:::bucket_name/optional_folder/AWSLogs/aws-account-id=account_id/*
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"Sid": "Allow Transit Gateway Flow Logs to use the key",
"Effect": "Allow",
"Principal": {
"Service": [
"delivery.logs.amazonaws.com"

.

"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"

1,

"Resource": "*"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/serv-side-encryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/specifying-kms-encryption.html
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https://docs.aws.amazon.com/AmazonS3/latest/dev/acl-overview.html
https://console.aws.amazon.com/vpc/
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« Parquet — Apache Parquet2 & 7|8t Ci|O|E{ EAILICH Parquet & A12| H|O|E{of CHEH #{E]
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8. E& 21 M/ (Create flow log)= MEHEILIC}.
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 create-flow-logs(AWS CLI)
* New-EC2FlowLogs (AWS Tools for Windows PowerShell)
« CreateFlowZ 1 (O}OFE EC2 #E| API)

CHS AWS CLI oMo M= VPCo| 2 E ™S HO|E
5l O|2l= Amazon S3 HHZIe2 SE 208 ™
bucket --log-format IIZl0|E{= & 21 B|ZE2| ALS At

| EEHEI2 tgw-00112233344556677 Y
&ot= 58 EOE AMFLICH flow-1log-
x|x-| %c=>| I% |7<-Io|-|_||_—_|.

aws ec2 create-flow-logs --resource-type TransitGateway --resource-ids
tgw-00112233344556677 --log-destination-type s3 --log-destination arn:aws:s3:::flow-
log-bucket/my-custom-flow-logs/"
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https://docs.aws.amazon.com/cli/latest/reference/ec2/create-flow-logs.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2FlowLogs.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_CreateFlowLogs.html
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https://docs.aws.amazon.com/firehose/latest/dev/basic-create.html
https://aws.amazon.com/cloudwatch/pricing
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::source-account:role/mySourceRole",

"Condition": {
"StringEquals": {
"iam:PassedToService": "delivery.logs.amazonaws.com"
3,
"StringlLike": {
"iam:AssociatedResourceARN": [
"arn:aws:ec2:region:source-account:transit-gateway/

tgw-0fb8421e2da853bf"

]
}
}
3,
{

"Effect": "Allow",

"Action": [
"logs:CreateLogDelivery",
"logs:DeletelLogDelivery",
"logs:ListLogDeliveries",
"logs:GetLogDelivery"

1,

"Resource": "*"

3,
{

"Effect": "Allow",

"Action": "sts:AssumeRole",

"Resource": "arn:aws:iam::destination-account:role/

AWSLogDeliveryFirehoseCrossAccountRole"
}
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"Version": "2012-10-17",
"Statement": [
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{
"Effect": "Allow",
"Principal": {
"Service": "delivery.logs.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
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[Z4=H MM (Create policy)|S MEHELIC
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4. [H=H M(Create policy] HO|X|0lM CtS S =&EFLICH
1. JSON2 MEHEHLCE.
2. O| ol LHEE o] MMl AlzF REE0| /U= Het WMo = CHA| gLt
3. Next: Tags(Ct=: Ef1)2} Next: Review(CtS: HE)E MEIEFLICY
4. HAo| O|Fot B (MES AHE)E =8t CHF0d| Create policy(Z32H 24)E MEHFLICE
5 EMEFOM IS MEIELIC.
6. U dMS MEigrLCt
7. AMEE £ Qe AEE| 8 (Trusted entity type)ol| AFR A} X AIZ| & (Custom trust policy) S
MEASHLICEH AFE A X[ A Z| & (Custom trust policy) M 23 ME MH|AE X|Hst= CHEL
2 "Principal": {}, 2 cHAIELICH Ct2 8 MEisLCH
"Principal": {
"Service": "delivery.logs.amazonaws.com"
1,
8. Add permissions(T et F7t) H O|X|0i|A] O] HAte| A F E oM B8t HAo| QlEhg MBS =
Next(Ct=)E ME{EHL|CY.
9. g 0|2 st MEiXMo = HHEZ NS LCt.
10. & M4 (Create role)= MEHELICE.
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https://console.aws.amazon.com/iam/
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"iam:CreateServicelinkedRole",
"firehose:TagDeliveryStream"

1,

"Resource": "*"

2 UTE oA AHM dEet HHo| 8= oS &2 A= HAo| 0] A

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::source-account:role/mySourceRole"
},
"Action": "sts:AssumeRole"
}
]
}
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https://console.aws.amazon.com/iam/
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"Principal": {
"AWS": "arn:aws:iam::source-account:role/mySourceRole"

}I
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9. BE 21 (Create flow log)S MEHEHL|CH
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* New-EC2FlowLogs (AWS Tools for Windows PowerShell)
« CreateFlowZ 11 (O}OFE EC2 # 2| API)
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CHE AWS CLI XM= & HOolEQIo] HEE X5t X|'™HE! Firehose &
MEsle 58 208 MMELIC

aws ec2 create-flow-logs \
--resource-type TransitGateway \
--resource-ids tgw-1la2b3cad \
--log-destination-type kinesis-data-firehose \
--log-destination arn:aws:firehose:us-
east-1:123456789012:deliverystream:flowlogs_stream

Eh:. AWS CLI 6|X|= M& HOIER Ol HEE X5t HE AHH 2| CHE Firehose & AERIO R
E R2OE MESle £ 21 tELICH

aws ec2 create-flow-logs \
--resource-type TransitGateway \
--resource-ids gw-1a2b3c4d \
--log-destination-type kinesis-data-firehose \
--log-destination arn:aws:firehose:us-
east-1:123456789012:deliverystream:flowlogs_stream \
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https://docs.aws.amazon.com/cli/latest/reference/ec2/create-flow-logs.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2FlowLogs.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_CreateFlowLogs.html
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--deliver-logs-permission-arn arn:aws:iam::source-account:role/mySourceRole \
--deliver-cross-account-role arn:aws:iam::destination-account:role/
AWSLogDeliveryFirehoseCrossAccountRole

Transit Gateway 58 21 &
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ec2:DeleteFlowlLogs",
"ec2:CreateFlowlLogs",
"ec2:DescribeFlowlLogs"

]I
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https://docs.aws.amazon.com/AWSEC2/latest/APIReference/ec2-api-permissions.html
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"Resource": "*"
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https://console.aws.amazon.com/vpc/

Amazon VPC AWS E&%! AHo|EQ0]
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1. https://console.aws.amazon.com/vpc/0l A Amazon VPC &2 04M[2.

2. ErM Eo|M S HO|ES0l(Transit Gateway), T1& HO|E Q0| 21 (Transit Gateway
Attachment)= MEIEL|CE

3. & HOIERO| ==& Transit Gateway AttachmentS 41&4
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tgw_src_az_id
dstport,

Sl ™S
tgw_dst_eni
srcport,

M

x
MEHSHO] A Ej.
71

7-|AH
o
AHO
H9|ol| [rha} A|ZHo| CFA
=k
resource_type, account_id,tgw_id, tgw_attachment_id
tgw_src_vpc_account_id, tgw_dst_vpc_account_id, tgw_src_vpc_id, tgw_dst_vpc_id
dstaddr
2IpFEA

srcaddr
pkt_src_aws_service, pkt_dst_aws_service]
3 o

[version,
tgw_dst_az_id, tgw_pair_attachment_id
flow_direction
tgw_src_az_id

of et ZHEeE £

protocol, packets, bytes,start,end, log_status, type,packets_lost_no_route,
tgw_dst_eni

tgw_src_subnet_id, tgw_dst_subnet_id, tgw_src_eni
packets_lost_blackhole, packets_lost_mtu_exceeded, packets_lost_ttl_expired
Yot o2 oMol &

tcp_flags, region
X|Ms5to{ He
account_id, tgw_id, tgw_attachment_id
tgw_src_vpc_account_id, tgw_dst_vpc_account_id, tgw_src_vpc_id, tgw_dst_vpc_id
srcaddr= 10.0.0.1, dstaddr
bytes,start,end, log_status
type, packets_lost_no_route, packets_lost_blackhole, packets_lost_mtu_exceeded
, flow_direction, pkt_src_aws_service
i, tgw_src_az_id

tgw_dst_eni

[version, resource_type
tgw_src_subnet_id, tgw_dst_subnet_id, tgw_src_eni

tgw_dst_az_id, tgw_pair_attachment_id
protocol, packets
account_id, tgw_id, tgw_attachment_id

srcport

pkt_dst_aws_service]

packets_lost_ttl_expired, tcp_flags,region
resource_type _
tgw_src_subnet_id, tgw_dst_subnet_id, tgw_src_eni

dstport
[version id,
tgw_src_vpc_account_id, tgw_dst_vpc_account_id, tgw_src_vpc_id, tgw_dst_vpc_id

= A
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/FilterAndPatternSyntax.html
https://console.aws.amazon.com/cloudwatch/

Amazon VPC

AWS EZ! Ho|EQ 0|

tgw_dst_az_id, tgw_pair_attachment_id, srcaddr= 10.0.2.*, dstaddr,

srcport, dstport, protocol, packets, bytes,start,end, log_status,

type, packets_lost_no_route, packets_lost_blackhole, packets_lost_mtu_exceeded,
packets_lost_ttl_expired, tcp_flags,region, flow_direction, pkt_src_aws_service,

pkt_dst_aws_service]

CHS olXl= ™& HO|ESO] ID tgw-123abc456bca, CHA ZE HIO|E £

LICH.

[version, resource_type, account_id,tgw_id=tgw-123abc456bca, tgw_attachment_id,
tgw_src_vpc_account_id, tgw_dst_vpc_account_id, tgw_src_vpc_id, tgw_dst_vpc_id,

tgw_src_subnet_id, tgw_dst_subnet_id, tgw_src_eni, tgw_dst_eni,

tgw_src_az_id,

tgw_dst_az_id, tgw_pair_attachment_id, srcaddr, dstaddr, srcport, dstport =

80 || dstport = 8080, protocol, packets, bytes >= 500,start,end, log_status,
type, packets_lost_no_route, packets_lost_blackhole, packets_lost_mtu_exceeded,
packets_lost_ttl_expired, tcp_flags,region, flow_direction, pkt_src_aws_service,

pkt_dst_aws_service]
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https://console.aws.amazon.com/vpc/0l| A Amazon VPC 2& 2 0{MI2.

=M 2o M Transit GatewayS MEHEFL|CH

=
E A

MEYRFLICEH

_I_

StLF2| Transit gateway ID

=
S & 23 MMM AAGlEdE 28 238 MEgLICH

bal

_

Jor

AFd(Actions)2 MEHSH C

2
=

Jor

52 AWE AQX| Felgict

= = —

A M|(Delete) & A1E45t04

=
£ 23 AtX|(Delete flow logs) S AEHEHLIC.
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https://console.aws.amazon.com/vpc/
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API 2 CLI 72 2! MIEt

O| m|o|X[o| M BB U2 HHEOILL APIE ALSsto] e = U&LICH

CreateFlowlLogs APl EE=create-flow-logs CLIE AF& & = CHS A8 AFE 0| M EL|CH

« --resource-idsQ| Z=|CH M|f =742 25712| TransitGateway &
TransitGatewayAttachment 2lA&A S ILICH

« --traffic-typec 7IEXM2 2 EHa HEJ} of Lt & HO|ES 0| E[AA 7o 0] 2t A
35t 77t tetElLCt o &2 ME HO|ER o] ElAA f-ott M ELICH

- --max-aggregation-interval®| 7|2Z(2! 602 & HOIEH 0| 2|44 FHo R U5HA 5
|z ZtLICH OHE 42 ™Y sttin 7t gtetElL|ct o] MEH2 ME HO|ES|0] 2laa
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0
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=

—

« --resource-type2 F 7IX| M2 2|AA 88 TransitGateway !
TransitGatewayAttachment& X|[ELICH

o2 B2 & HOIESQO| ElAA ROt 2E 2
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O g ZEELICH ol ™S HO|ER O] Elaa R0l HEFLICH
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+ create-flow-logs(AWS CLI)
* New-EC2FlowLog (AWS Tools for Windows PowerShell)
« CreateFlowZ1 (otO+E EC2 #HE| API)

EE 2 MY

+ describe-flow-logs(AWS CLI)
» Get-EC2FlowLog (AWS Tools for Windows PowerShell)
« DescribeFlowZ 71 (OFOFE EC2 # 2| API)

ok

£ 27 33E &0I(Z1 0|HE)

+ get-log-events(AWS CLI)
* Get-CWL () LogEventAWS Tools for Windows PowerShell
+ GetLogO|H E (API) CloudWatch
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https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_CreateFlowLogs.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/create-flow-logs.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/create-flow-logs.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2FlowLog.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_CreateFlowLogs.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-flow-logs.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Get-EC2FlowLog.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeFlowLogs.html
https://docs.aws.amazon.com/cli/latest/reference/logs/get-log-events.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Get-CWLLogEvent.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_GetLogEvents.html

AWS EZHZE! A o|ES] O]

Amazon VPC

SE 23 AbK|

+ delete-flow-logs(AWS CLI)
* Remove-EC2FlowLog (AWS Tools for Windows PowerShell)

« DeleteFlowZ 1 (o}0FE EC2 # 2| API)
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https://docs.aws.amazon.com/cli/latest/reference/ec2/delete-flow-logs.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Remove-EC2FlowLog.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DeleteFlowLogs.html
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https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://docs.aws.amazon.com/network-manager/latest/tgwnm/monitoring-events.html
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& 7 0|E0|& CloudWatch X|E

Amazon VPCE Transit Gateway 2! Transit Gateway AttachmentZE |3l Amazon CloudWatchof| G|
O|F ZQIEE H A& LICt CloudWatchE At& 36t Ol CIO|E 2401 CHEt SHE HEE AlALE
CIO|E HEE ZHAME = JU&LICH o|2{et SHE X|EEtD FLICH X[EE ZLIEHZEY He=E 425
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KIEE AHS 804 AlARI0| o4 THE £ #E|T YEK| SHoIg 4 LT oS S0{ CloudWatch 2
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https://docs.aws.amazon.com/AWSEC2/latest/APIReference/operation-list-tgw.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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Example 0i: CreateTransitGateway

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalld": "123456789012",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "Alice"
I
"eventTime": "2018-11-15T@5:25:50Z7",
"eventSource": "ec2.amazonaws.com",
"eventName": "CreateTransitGateway",
"awsRegion": "us-west-2",
"sourceIPAddress": "198.51.100.1",
"userAgent": "console.ec2.amazonaws.com",

"requestParameters": {
"CreateTransitGatewayRequest": {
"Options": {

"DefaultRouteTablePropagation": "enable",
"AutoAcceptSharedAttachments": "disable",
"DefaultRouteTableAssociation": "enable",

"VpnEcmpSupport": "enable",
"DnsSupport": "enable"

},
"TagSpecification": {
"ResourceType": "transit-gateway",
"tag": 1,
"Tag": {
"Value": "my-tgw",
"tag": 1,
"Key": "Name"
}

},
"responseElements": {
"CreateTransitGatewayResponse": {

"xmlns": "http://ec2.amazonaws.com/doc/2016-11-15/",

Aledgh o= Ql&LICH J2|3 A8RHAlice)ol CHEE HEE=

ol

Transit Gateway 21 I} &5 0|

t
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"requestId": "a@7cledf-c201-4e44-bffb-3ce9QEXAMPLE",
"transitGateway": {

"tagSet": {
"item": {
"value": "my-tgw",
"key": "Name"
}
1,

"creationTime": "2018-11-15T05:25:50.000Z",
"transitGatewayId": "tgw-0al3743bd6clf5fcb",
"options": {
"propagationDefaultRouteTableId": "tgw-rtb-0123cd602bel@boda",
"amazonSideAsn": 64512,
"defaultRouteTablePropagation": "enable",
"vpnEcmpSupport": "enable",
"autoAcceptSharedAttachments": "disable",
"defaultRouteTableAssociation": "enable",
"dnsSupport": "enable",
"associationDefaultRouteTableId": "tgw-rtb-0123cd602bel®b0da"
I
"state": "pending",
"ownerId": 123456789012

},

"requestID": "a@7cledf-c20l1-4e44-bffb-3ce9QEXAMPLE",
"eventID": "e8fa575f-4964-4ab9-8ca4-6b5b4EXAMPLE",
"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

Transit Gateway 21 I} &5 0|3l 145



Amazon VPC AWS ERI%! Ho|E0]

& 70| ES0]|2Q] Identity and Access Management

AWSE Eot xt3 ZHE ALE5t01 ALSRHE AE5t D AWS 2|20 CHE A
Ct. AWS Identity and Access Management(IAM)2| 7|52 AFE3tH ot X1
T CHE AMEXH MH|A & ofZ2(AH 0|4M40] AWS E|AAE &S| £ AMEHE
&Lt

CC
4

7[2Ho 2 IAM AL A= AWS ElAAE MY Sol = f-HE = Q A& LICH ALEXto]
Hl Transit Gateway &2 Z|AA0| HAHASHO 2 UE ST F HEstE{H AFSXtol|AH EEt &
HElAaA AP EYS A E HEFE BoistE z A 0, ARS8 I8N ™
At oF LICH AFEAF EE= MK OE0 HME HAA5HH XIHE 2lAA0 CHsh XI™HE 2

ME
2 435t Hsto| {1 E|HLF HEELICH

=3
I

|

o
-
Q)

5

®.
®)
QO
D

s

Q)

<<

lo
oy
4o
o
0jo
>
=
wn
n=1
jut}
oo
04
12
i
Q'I_I
-
N
1
o
Mok
4>
30
Iy
r
[ul

AmazonEC2FullAccess

AmazonEC2ReadOnlyAccess

 PowerUserAccess

ReadOnlyAccess
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CtZ oK M= AFERE7L Transit GatewayE H48e = UL F & LICH aws:RequestTag =71 7|
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"Version": "2012-10-17",
"Statement": [
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonEC2FullAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonEC2ReadOnlyAccess.html
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{
"Sid": "AllowCreateTaggedTGWs",
"Effect": "Allow",
"Action": "ec2:CreateTransitGateway",
"Resource": "arn:aws:ec2:region:account-id:transit-gateway/*",
"Condition": {
"StringEquals": {
"aws:RequestTag/stack": "prod"
},
"ForAllValues:StringEquals": {
"aws:TagKeys": [
"stack"
]
}
}
.
{
"Effect": "Allow",
"Action": [
"ec2:CreateTags"
1,
"Resource": "arn:aws:ec2:region:account-id:transit-gateway/*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateTransitGateway"
}
}
}

Transit Gateway 2t & E|0|E =]

CHS oMol MHE AFHERE7F £ Transit Gateway(tgw-11223344556677889)01 CH3H A Bt Transit
Gateway I & E0|E 2 MMtD M4ANE & UTS TLICH E£8 A K= 2 E Transit Gateway 2t
LE HolE20M Bt ES MM T HIE £ AUX|B network=new-york-office Ef27} Q= 44
ofl CH3H ATt 7t &FL|Ct.

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
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"Action": [
"ec2:DeleteTransitGatewayRouteTable",
"ec2:CreateTransitGatewayRouteTable"

1,

"Resource": [
"arn:aws:ec2:region:account-id:transit-gateway/tgw-11223344556677889",
"arn:aws:ec2:*:*:transit-gateway-route-table/*"

"Effect": "Allow",
"Action": [
"ec2:CreateTransitGatewayRoute",
"ec2:ReplaceTransitGatewayRoute"
1,
"Resource": "arn:aws:ec2:*:*:transit-gateway-attachment/*",
"Condition": {
"StringEquals": {
"ec2:ResourceTag/network": "new-york-office"

"Effect": "Allow",

"Action": [
"ec2:CreateTransitGatewayRoute",
"ec2:ReplaceTransitGatewayRoute"

1,

"Resource": "arn:aws:ec2:*:*:transit-gateway-route-table/*"
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