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AWS Z20|1E VPN 22X LM

- 4E QB L US B
- &3 QlF 2 Active Directory 215
/A Important

Client VPN QIEZQIE
ManagerAt Q15 HE
ofl CHet RhAIEH L2 &= 2159 EHA

= | 0l A AWS Certificate
LICH ME QB ME MMet1 TE2H|X{L5tE ghE

Active Directory 215

Client VPN CtS1 &850 HEE C|HE{Z| x| MBELICH AWS Directory Service Active
Directory QIS0 |M= Z2I0|AHE T} 7| & Active Directory 2 &0 2|3l QIS EILICH & AF&3+04 AWS
Directory Service Client VPN2 2 Z2|0|A HEXIZ0MH AWS EE= 2Z2|0|A HEXHIHMH Z2
HIZMEl 7|Z& Active Directory0l| @1Z2e = JU&LICH O|E Sdll 7|& EEI0|HE QB QIZEIE AIEE
T &L 2-Z2|0/A Active DirectoryE A& 0|1 7|&E AWS 2 2|3 Microsoft AD7t e <
AD 7{4Eq (Active Directory 7{=IE]) & FAd&lof ErL|C}. stLI2| Active Directory AMEHE AL 5104 AL
X2 QB E £+ UELICH Active Directory S 8o CHSH XFA|EH LI& 2 AWS Directory Service £

Client VPN2 AWS & 2|3 Microsoft AD & AD Connector0ll CHaH 24451 El 73 HE| WE 215
(MFAYS X|2BHLICH MFAT E“é;s}% A2 2210|MEE Client VPN HS ZQIEoff HZ48 [ AR
A} OI&, 22 U MFA ZEE U2fsfof BLICH MFA E433toll ChEt XEM|EH LIGS AWS Directory
Service 22| 2HLHAM 2| AWS £ 2|3 Microsoft ADO| CHEH HE| HE @15 #4J3l I AD ConnectorOf|
CHEF HE| THE] QI 2 A5IE & X FHM|S.

Active DirectoryOll A AtEXt2t O & Met7| Qs st ol AR ALK} A 0= shohEk ohel
SES JSPNI-S

mo

A3 Qs
A5 Q50| MHE Client VPNO| Q15 MHE ALE36t04 22I0|HEQ}L AH] ZHol Q15 S +EigtLICH Q1B M
£ 215 7[2H(CA)MIM LAlE CIX|E HEl2| ID EBMAULICH A= 2EH0[HE

|
Client VPN A= ZQIEof @&t Al=ot= 2LI0|UEE UBTLICH stLEC|
StLt O|& o] ZEt0|ME B M & 7|§ d-&sloF gLCt.

Active Directory 215 9


https://docs.aws.amazon.com/directoryservice/latest/admin-guide/
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ms_ad_mfa.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ad_connector_mfa.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/ad_connector_mfa.html
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AWS Certificate Manager (ACM) 0il A 215 MHE Y2 =31 Client VPN QIEXZQIEE M8 jf O
£ XI&alof FLIch M QB ME ACMO| YZEE 0ff Q15 7|B(CA)E XIHELICH S2H0|YUE ¢
E M| CA7t M 2B M2| CAL CHE AL 2EI0|HE 2B ME ACMA| YZ2 =578 5t T FLICH.
ACMO| CHEF XM LHE 2 AWS Certificate Manager AHE MEME R ZFHMIL.

O| 2CIOIE QBM LU 7|E MME

 —
A& LIC OIE*HI F“" APQXUP_’E’S!% [E PE 8¢ 54 22

folE QIBME FIAE 4 et
0l L ZH0IE Q1B M7 Mu QB Mt SUS CAVIM YSE B2 Client VPN A= ZQIES
S% 0 S2H0I91E 15 Moll CHEH At 215 M ARNE XIHE £ aLich

@ Note
Client VPN AIE Z QIE = 1024H|E 2! 2048H|E RSA 7| 27|¢t X|ELICH 8 22I0|ME
CIE Mol M= Z=o0i CN &40 Qlo{of gHL|Ct.
Client VPN MH|AOM AFE QI Q1B M7t ACM A& 1A E S35l U0l E = HLE AH JE-¥
E £52=Z 7tX9t Yd|0|E£|7{L} IAM Identity Center0d| CHEF MHIEIH|O|E] YCIOIEE S35
| 0| E &M Client VPN MH|A 7} Client VPN AIEZQIEE M QIBME RIS °*|:4I0| g
Ct. Ol XtS&t T2 M A= Z|CH 24A|7H0| A E = U&LICH

Linux/macOS

C2 MRH0| A= OpenVPN easy-rsaE AFE35104 A & 20| E QB A} 7|8 M8 3,
MH QB M2t 7|E ACMO|| A2 =8 LICH RtAM[EH LHE 2 Easy-RSA 3 Quickstart READMEE & X
SHAAI2.

Me & 2E0|ME 2B M2t 7|& 4 dstod ACMO| Y= EstedH

1. OpenVPN easy-rsa I ZX|EEIE 24 HFE0| SA|5tT easy-rsa/easyrsa3 ZHZE Of
SotAAl.

$ git clone https://github.com/OpenVPN/easy-rsa.git

$ cd easy-rsa/easyrsa3

2. MPKI&ZEE AlEELCH

$ ./easyrsa init-pki

0%
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o
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https://docs.aws.amazon.com/acm/latest/userguide/
https://github.com/OpenVPN/easy-rsa/blob/v3.0.6/README.quickstart.md

AWS Z¢eto

|¢E VPN 2Rt oL A

3.

M CA(RIE 7|2 & EEsitd™ o] BE S Adsty R AIEl= HAIXIE WHELICH

$ ./easyrsa build-ca nopass

MEH 215 M 2 718 AABLICH

$ ./easyrsa --san=DNS:server build-server-full server nopass

$ ./easyrsa build-client-full clientl.domain.tld nopass

Z20IUE QB Met 7|7t Hedt ZF 2EI0IUE(RF AERhof Cisl O] BHHIE MEixMo =
HhSe = A&LICH

MH Q&M 4l 7| 22|11 2210|0{E Q&M 4l 7|E AI2AL X|H Z2C o EALEH & Y £
Z O|SE LIt

QIZM U 718 SAHsHY| Tl mkdir BUS AHB 30 AL} AIE BCIE BHELICH CHS of
MoIME & CIEZI0l SR XIS ECIB BHELICH

$ mkdir ~/custom_folder/

$ cp pki/ca.crt ~/custom_folder/

$ cp pki/issued/server.crt ~/custom_folder/

$ cp pki/private/server.key ~/custom_folder/

$ cp pki/issued/clientl.domain.tld.crt ~/custom_folder

$ cp pki/private/clientl.domain.tld.key ~/custom_folder/
$ cd ~/custom_folder/

MH{ CIE M & 7|9t ECt0|HE QB A LU 7|E& ACMO| FZEFILICE Client VPN JIEZQIE
E d4dsted= s SYEt 2|1™ol| Y= =38lof gLIch Chs 2 AWS CLI & AF235t0d
RQIBME HEEFLICH CHAIACM E2E&2 AP &to RIS ME = 35l242 AWS Certificate
Manager AHE MEXMO| QIS M 71X 7|E HZESHA L.

o4
S

.l
=

2
o
=

$ aws acm import-certificate --certificate fileb://server.crt --private-key
fileb://server.key --certificate-chain fileb://ca.crt
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https://docs.aws.amazon.com/acm/latest/userguide/import-certificate-api-cli.html

AWS Z22}0|HME VPN 22X LM

$ aws acm import-certificate --certificate fileb://clientl.domain.tld.crt --
private-key fileb://clientl.domain.tld.key --certificate-chain fileb://ca.crt

EfO[AE QIBEME BIEA| ACMO| Y2 ESH K| §Lot ELICH M & 22H0|ME 215 M7t
& 7|12 (CA)l olaH U ZE B2, Client VPN JIEZQIE S MME mf MH X 22t
250 s A 215 ARNE A8 E == & LICH flolM dBE BHoME S
AE AHE35t01 F 7HX| B ME 25 d8&LIcH TJefLt 2d S flsi 22t0|AE 2

Windows
CtS HAto M= Easy-RSA 3.x A ZEQ|0{E MX[6t1 O] AL EQ0{E ALE5t0o M & Z2t0]
HE QB MLt 7|E ddefLict
M L Z20|HE eIE M2t 7|E 5tod ACMo| Y= E=5te{H™
1. EasyRSA Z!E2[A(EasyRSA releases) HO|X|& &1 AHE &2l Windows HTO| sHE 5t= ZIP
USRS E £ AES B
2. BWHIEZETEE W EasyRSA-3.x EC7} FEE QIXIZ o|SELICH
3. C}32 BYES A™A5t04 EasyRSA 3 &S dL|ct
C:\Program Files\EasyRSA-3.x> .\EasyRSA-Start.bat
4. M PKI &3 Al&rgfuct.
# ./easyrsa init-pki
5. MCARIE 7|#)E LdEstei ol BHEE Adst D E ALl HAIXIE WELICH
# ./easyrsa build-ca nopass
6. AH QEAM I 7|E dgefLich
# ./easyrsa --san=DNS:server build-server-full server nopass
7. ZClO|ME IEM AU 7|E HdELCt

# ./easyrsa build-client-full clientl.domain.tld nopass
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https://github.com/OpenVPN/easy-rsa/releases
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ZCI0|ME QIS M 7|7F st Zt ECtO|HE (RS A RN o CHEH O] BHAHIE MEiMo =
=]

# exit

9. AMHQBAM A 7| 22| 2EI0[0{E QB AM H 7IE ALSAL X|H EC0| SAE = &S
Z O|SELch

Mkl

)

ABM A 7IE FAtst7| ™ol mkdir BEE AFEstod AL A XY EHE BFELICH CHS of
MoliME C\ =2to|2o] ARt X|H EEE BFELICH

C:\Program Files\EasyRSA-3.x> mkdir C:\custom_folder

C:\Program Files\EasyRSA-3.x> copy pki\ca.crt C:\custom folder

C:\Program Files\EasyRSA-3.x> copy pkil\issued\server.crt C:\custom_folder
C:\Program Files\EasyRSA-3.x> copy pki\private\server.key C:\custom folder
C:\Program Files\EasyRSA-3.x> copy pkilissued\clientl.domain.tld.crt C:
\custom_folder

C:\Program Files\EasyRSA-3.x> copy pki\private\clientl.domain.tld.key C:
\custom_folder

C:\Program Files\EasyRSA-3.x> cd C:\custom_folder

10. M 1B A & 7|2t E2I0|HE 2B M & 7|& ACMO| YZEFLICEH Client VPN AEZQIE
E Mdsttie el SLd 21| Y2 E=5HoF B LICH Ot HE2 & AWS CLI AFE5H04
RIEME HUECFLICH CHAIACM 2£2 AF 5lod QIZEMHE Y= =524 AWS Certificate
Manager AtE MBAML| RQIEM 7HKL7|E HZESHAR.

aws acm import-certificate --certificate fileb://server.crt --private-key
fileb://server.key --certificate-chain fileb://ca.crt

aws acm import-certificate --certificate fileb://clientl.domain.tld.crt --
private-key fileb://clientl.domain.tld.key --certificate-chain fileb://ca.crt
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HE QIBEME BtEA| ACMO| Y2 ESHK| 2fote ElLCH M & Z2I0|UE IS M7t
QIE 7|B(CA)0l ol5H Y ZE H2, Client VPN A= ZQIEE MME mf M & =&}
D50l CHall M 213 A ARNE AEE £ UA&LICH foM dEE HAMHE S

E M835tod F 7HX| QIBME B2F W& LICE Jg{Lt X2 2l Ecto|E ¢l
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https://docs.aws.amazon.com/acm/latest/userguide/import-certificate-api-cli.html

AWS Z20|1E VPN

M 215 M 4l

TR} OFLU A

BFRE MH QIZEME ISt T CHA| 7hK2 4 AU&LICH AFS B9 OpenVPN easy-rsa H{oi| It2t
MR7FEHEHE &= U&ELICH XHM[EH LIE 2 Easy-RSA 3 QIS A AAl &l F A MEME B ESIAAIL.

= =20

M QIZ A 2415t

1. LIS 8 stLHE st MAIR.

$ ./easyrsa renew server nopass

«  O|X| RSA H{# 3.2.x

$ ./easyrsa expire server

b. M EMo| HESAMR.

$ ./easyrsa sign-req server server

2. MEXXIE ECE UrE1n M IS o470l SAEH OHS oiiY ECIZ O|SELICH

$ mkdir ~/custom_folder2

$ cp pki/ca.crt ~/custom_folder2/

$ cp pki/issued/server.crt ~/custom_folder2/
$ cp pki/private/server.key ~/custom_folder2/
$ cd ~/custom_folder2/

3. M oeg ACMeZ 7FX{ZLICt. Client VPN QIE ZQIEQ} S5t 2|0 M 7HX{etoF & L|Ct.

$ aws acm import-certificate --certificate fileb://server.crt --private-key
fileb://server.key --certificate-chain fileb://ca.crt
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https://github.com/OpenVPN/easy-rsa/blob/master/doc/EasyRSA-Renew-and-Revoke.md
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Single sign-on(SAML 2.0 7|t 915 QI5)

AWS Client VPN Client VPN 1= Z QIEof it = oF 0{AdM D+a°* 0401 2.0 (SAML 2.0) Z+o| ID H|
HElo|Md2 X|ELICH SAML 2.02 X|Hst= ID 32X (IdPs) € AL835t0] S &S A ALEXHIDE
AEe %JQL—IEP OHCHS SAML 7|EH 45 215 & Moob_—. Cllent VPNRIEZOQOIEE F M5}
dPet HAZEE == U&LICH JHCIS ArEAtes Y EE A X3 EHE ALE35t04 Client VPN 2=

SAML 7|8t 1dP7} Client VPN RIEZQIE M 2SSt 5 St2i™ CHS

mo

sl oF ZrLict.

1. MEHEH IdPO| A SAML 7|gF S +d5t0d &7H AWS Client VPNALE S HLE 7|1&E S AHE

ok

A
e

2. 1PE 7435104 9f AlZ| BHIE AEBLICH AWSE|AA0] CHE XFAIEH LSS SAML 7[5 1dP 4
2lAA IS BESHAAIR.

3. AL B2 IdPOIM =X E IdPE HBot= S HIEHH|O|E EME ddstn CI2Z=FLICH 0] A
HE XML EXM = IdP AWS ZFe| AZ| 2HAE D™ st Ol ASELICH

4. Client VPN AIEZQIE 2 SUFH AWS A Z0i IAM SAML ID S=ZXAHE g L|Ct IAM SAML ID
= AtE IdPOA &8t HEHH|O|E EME AFE3t0 =% 9| IdPQPAWS M 2AHE ol
REMIEH LHE 2 1AM ALE B M2l IAM SAML At73 S8 SZ A HdE FHRSHEAIR. LIS IdPof
MY FEE UOo|EstE E2 M HEIHIOIE EAME HEstI IAMSAML A3 58 SZXE
oio[EgfLct.

@® Note
IAM SAML A4 S SZXE AFE5H7|

5. Client VPN HIZEQIEE MABLICE A5 QIS 015 SHOR XD M4 IAM SAML X+
% ZIXE KIGELICH RHMEH BEE Client VPN A= ZOIES Mg |Ch 2 AT HAIAIR

(=]
6. 2CI0[ME 78 LS LHELH T ArS Kol Al B Z & LICH =& HE o] AWS A

|3 2cto[MEE O
2E2LC5t1 O] 2Ct0|VEE AFESH0] 7/ TS EE6t1 Client VPN HIEXZQIE | HAASE S

ArZRHOIA| X|A[RLICH == Client VPN RIEZQIEof CHEH M MH|A ZEHE Y
SXtoi|H dz MH|A& Z=-HZ 0|Sstod 74 Tt MIE 2Et0[AEE 7ML= FLHHAIR.
AWS KtMEH HE = A MU|A 2= AMAZS FHESHA

_>.'_

o
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_create_saml.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/connect-aws-client-vpn-connect.html
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15 HIER

Client VPN QIEZQIE0f CHEF Q1B QKA EZEZER

CH2 Clolo{a B2 SAML 7|Et 945 QIS E AF85HE
ZOIEE MAMstm A8 M IAM SAML A}d 5H ZZKIE

ol Il & MIErLIC}. Client VPN AIEXZQIE
X|&&hct

1
2
5
6
Client VPN endpoint
3 4
v SAML identity provider in 1AM
YT
|d P I\-_-/I I'\.___/I I\__/I
www.example.com/idp-app
User name ‘ martha.rivera ‘
Password ‘ (LTI T LT ‘
1. AL X7 & x| A AWS MBS E 22t0|HEE P11 Client VPN QIE ZQIE0f CHEF HAZAS AIZHE
LICH.

2. Client VPN IEXZQIE = |AM SAML A4 3H SZ2Xtol MSE HEE 7|¢2 2 [dP URL 2 215
QAHES ZPIO|MER CHA| ERL|Ct.

3. AWS NS El Z2EI0|HE = AR X0 M HEIR A &
272! HO|X|E EA|BHLICE.

fjo

ALICH EBFR X7t IdPH| -5t

4. A-EX7H 232l Ho|X|ofl XtH ZHE U5t IdP7H B E SAML 0{Hd44 2 ZEI0|HEZ CHA|
HeHfct

5. AWS N|Z2Z! Z2}0|1E 7 SAML 0{AME Client VPN QIEZQIEZ FM&sHL|C}.
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6. Client VPN AI=EZQIE = ofdMo| R &S AAst ArEXtof CHet HMAE 5 stHHLE HF &
LICF.

SAML 7|8+ 245 Q5o CHEl @ F Ate & 1124 AtE

CH2 2 SAML 7|8t 5 Q1B of CHEt 7 AMEF L 1124 AFEFlLCt.

« SAML 7|8F IdPOIAM AFE AR I8 S TA5t7| Qe S8 2 FEI2 AF2X} Ol 05 Shehak ched
S 2 =xsHAAL.

« SAML 0{&M 2 SAML EMoll= AMEsHok & LCt

« AWS Client VPN SAML AudienceRestriction 0{43d449] "™ NotBefore Z! NotOnOrAfter "Z= 748t X|#
ghoct.

- SAML 8Eo thall X|¥El= 2ICH 37|= 128KBILICE.

« AWS Client VPN MBE 215 @HE HMSstx| A &LICt

g
A&LICH MEXE AWS MISE ZEt0|UELte| HEE RO 2

« SAML &l 270}
T10FR5HHLE @122
(0]

« Client VPN 9= Z QI
« Multi-Factor Authentication(MFA)2 |dP0i| A & M3tE m x| ELIct

o M2XE AWS X2 E Z2}0|HEE AF2510q Client VPN AIEZ QIEof edZ35H0F gfL|Ct HAS
1.2.0 0|4 AtEstok gfL|ct AtAM[EH LI 2 AWS XS E ZCt0|2IEE A& 8 ConnectE &St
AMAI2.

- IdP 2152 X|2st= 22X Z &= Apple Safari, Google Chrome, Microsoft Edge, Mozilla Firefox
S0l J}&Lct.

- AWS NS E ECI0|¢E = SAML SE2 {5 AFR X X2 TCP ZE 350012 of|F&FLICt.
« IAM SAML X4 5 2 A0 CHEE HIEHH[O|E M7 2R E|7{LE 24 2|X Q1 URLE IC|0|E ™
ALEXHO|AH €18 EXM 7 L MSHHLE I|A 20| LME = U&LICEH 2k AWS CloudTrail & At

&3t01 IAM SAML At 58 SZAto] CHEt UU[0|EE 2 LIE RSt 20| F&LICH AHAEH LHE
2 1AM A+8 B ML| AWS CloudTrail2 AtE75t04 IAM 3L AWS STS 25 2Z& HE5HAMI=.

« AWS Client VPN HTTP ZIC|&M HIQIZEE S35l IdPO| AuthN & EHLICH 2t IdP= HTTP
ZIC|EM Hiel=lg X|5HoF St IdP 2| HIEFH|O|E{ E A0 Qlo{oF &FLLCt.

* SAML 0{dM 2] ZA2 NameID £d0f O|HY 4 HAIZ AtSsHoF B LICH

Single sign-on(SAML 2.0 7|+ 915 QI5) 17


https://docs.aws.amazon.com/vpn/latest/clientvpn-user/connect-aws-client-vpn-connect.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/cloudtrail-integration.html

AWS Z20|1E VPN

22|RE 2FLHA

SAML 7|8t IdP £ 2|AA

CHS EolE Al
A7 LEEE| 0

22 25 HIAE$F SAML 7|8t IdPs &
OIAL_||_-_|._

AAEH

[dP
Okta

Microsoft Azure Active Directory

gl |dP AWS Client VPNTA0l| E&0| El= 2|4

SAMLE A2 X} 21557 AWS Client VPN

REAlEH LHS
& M: Azure Active Directory
1} AWS ClientVPN2| S 2

2 Microsoft HAM & AtO|E Q| R}
AlZ AFOIR (SSO)

ke T PN

JumpCloud A2 ARI2 (SS0) 2 AFE 35104 AWS Client
VPN
AWS IAM Identity Center Q15 2! #Et AWS Client VPN £040i IAM ID Ml
EHALS
M HMHS et MH|A SEAHEE
OI2 IdPE At&35t0{ SAML 7|gh 42 BHEE{H OIS MEE AH836t0{ MH|A &

%’-I Eof LHEE[ K]
A HEE TS AI2. AWS Client VPN

* Assertion Consumer Service(ACS) URL: http://127.0.0.1:35001

- CH& URI: urn:amazon:webservices:clientvpn

AlO

IdP2| SAML 8 & ofl= stLt Of

=

I

FirstName

LastName

memberOf

49| %440] L E|ofof BrLICH CHE2 4 ol AlLict

A-ERE7H &8 &L

Single sign-on(SAML 2.0 7|d} 915 QIH)


https://aws.amazon.com/blogs/networking-and-content-delivery/authenticate-aws-client-vpn-users-with-saml/
https://docs.microsoft.com/en-gb/azure/active-directory/saas-apps/aws-clientvpn-tutorial
https://docs.microsoft.com/en-gb/azure/active-directory/saas-apps/aws-clientvpn-tutorial
https://docs.microsoft.com/en-gb/azure/active-directory/saas-apps/aws-clientvpn-tutorial
https://support.jumpcloud.com/support/s/article/Single-Sign-On-SSO-with-AWS-Client-VPN
https://support.jumpcloud.com/support/s/article/Single-Sign-On-SSO-with-AWS-Client-VPN
https://aws.amazon.com/blogs/networking-and-content-delivery/using-aws-sso-with-aws-client-vpn-for-authentication-and-authorization/
https://aws.amazon.com/blogs/networking-and-content-delivery/using-aws-sso-with-aws-client-vpn-for-authentication-and-authorization/

AWS Z20|1E VPN 22X LM

@® Note
memberOf & 432 Active Directory EE& SAML IdP 1 & 7|t M3t Ho{ 728 AIEstE O
LELcH S48 tWARKE FE5HH XIYE CHE =5t A s ok & LICH RhAllEH LA
g2 UES3 7[8t HEt Fo{ & HEt 2o F3 MM FEFHAML.

M MH|A ZEof CiEt x|

Client VPN 9IEZOIEof CH5H M= MH|A ZTEIS &AM5}
A2 35104 ZEof| 2 QI8tL|Ct.

tH AFE A= SAML 718 IdP XtE4 SHS

o

IdP7} Assertion Consumer Service(ACS) URLZ 0424 7l X|¥5tE B CH= ACS URLE oi F7+g
L|Ct.

https://self-service.clientvpn.amazonaws.com/api/auth/sso/saml

£ GovCloud X|230{ M Client VPN AIEEZQIEE AFE3t= B CHS ACS URLE CHAI AFESHAIA|
2. 5 IDP YE AIE5lod EZF 2 GovCloud X D5 E QIE5E A2 F URLE 5 FUI&
U&LILCE.

https://gov.self-service.clientvpn.amazonaws.com/api/auth/sso/saml

IdP7} 0421 ACS URLE X|HetX| = < Th&S +-ELICH

1. IdPO|M =7 SAML 7|g+ 42 M5t 1 CHE ACS URLE K| EHLICE

https://self-service.clientvpn.amazonaws.com/api/auth/sso/saml

2. & HEH|OIEH EME ddstn Ch2= = &LCh

3. Client VPN = Z QIE ot SUFt AWS H ol IAM SAML ID S 2AHE dMELICH RtAEH LHE2
IAM AL ABMO| JAM SAML A1 58 SS At dEE HESHAAIL.

(@ Note
712 Holl CHh A48t A2 B S oIS, Of IAM SAML K74 B SZRHE Mt
LICE.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_create_saml.html

AWS ZE20|ME VPN 22X LM

4. Client VPN QIEZQIEE MASt T, MAMSHIAM SAML Xt 5H 2 2XE £ Cf X|&&huct.

Client VPN2 £ 7hx| R80| S20[iE M3t RoiE XIHeLIC 0] £ 7hx| K2 Hot 18 U Y
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2. ErA Zof M [Security Groups]S ME4ELICEH

3. glAaA Ex= ofEZ|7o|Mot (AAE Hot OF S MENSIT 2, QIHIRE & HES MEIFL
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S ME3IK| oL RE AFZXI0|H HMHMAEZ 52504 2 2= Z210|9
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Client VPN QIE ZQIE0f CHEF 2 2I0|HE o142 HEHE FH5tE{™ C|HtO|A, AFSA 2 dA &
ME B2 A8t ZHE Client VPN AMH|A0] BFHEt5to] | A S 5185t 7HLE HE 5= AWS
Lambda & +& M4 ErLICt Client VPN YIEZQIE 0| A Lambda &+& X|™HEfLIC} CIHFO|A 7}
Client VPN 1= ZQIE0f 44| Z2l0|HE VPN MH|A T} AFERHE CHAISH04 Lambda &4+ 5 &
E&fLICH Lambda & 71 HEtE F048t 94740 Client VPN AIE ZQIE o 1ASI =& S E LICH

® Note

2/l X|HElE fYUE 2Cto|UE HZ MED RE S Lambda & = LICH

QLT A

o
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=
3
Pal
0%

N

CHS2 2eto|E A4 #ES{ol Chet @7 AFE & Tied AP eluch.

Lambda & 42| O|E& AWSClientVPN- 2S5 A2 A|ZFSHOF gFL|Ct.

o MT3lE Lambda &7} X| = L|CE.

Lambda & 4= Z2I0|1E VPN HIEZQIE QI AWS S U x| 2 AWS S U H| %o Qlo{of &
L|C}.

« Lambda &+ 30X £0i AlZF ZOHEILICE O] 2t HAEE + laL|ch
« Lambda &+ S7|AM22 SEELICL O] &£ ClHIO|A L AR} Q15 & HEH Rod #3lg ™
7tst7| Mol E&EE[L|CH
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« M 470l CHaH Lambda &7} ZEE|T Z2H0|ME VPN AH|A T} B 40iA of 4 SES x| £
5t™ Z2t0|1E VPN MHIATL 1A QHEE HEH IEP 02 £04, Lambda &7+ AMEHZ|7HLE Al
gt ZOLE|HLE Z|EF of 7|X| &t 2 R 7t St AHLE &F o] S8HO| &8 E4l0| ol A< o =X
7t e = &Lt

« X|Q1 Alzto| HE Qo EHE £ UL E Lambda &0 CHal Z2H|XEHE SAIHEE F Ml X
o| Z&LICt.

« Lambda &+ & YOO|ESIHEIE Client VPN EQIEO]| CHEt 7|ZE Q1742 Q3IFS HHx| OF &L
Ct. 7|& o142 SE¢ CF3 Z2t0|HE| M 2 % MY E X|AIR = U&LICH RHME HE
= 2cl0|ME A FE2 HZXTSAML

- Z2t0|YMEJL AWS XS E ZEI0|HEE A8 5104 Client VPN AIEXZQIE0of AZ5t= B2
Windows2| A< BH71 1.2.6 O|& & AL 31 macOS2| A< BT 1.2.4 O|& & AFE 35l ok & LICH Rl
Mgt LHE2 AWS XS St0|HEE AHE3510d HEE FHZSHMIR

Lambda 2/E{TH| 0| A

Lambda Bf == CIHO|A &, AASAL 4 A HE E8E 2Ct0|UE VPN MH|A 0| 22{o= A&
gLIcH O3/ O H4E sI8E X EEE HFEEX|ol| CHEr ZEE Client VPN AMH|A0] BFEtsl{oF Bf L

Lambda &+ CI2 Z=EE &8s JSON BLOBE 2102 AFEtL|LCE.

"connection-id": <connection ID>,
"endpoint-id": <client VPN endpoint ID>,
"common-name": <cert-common-name>,
"username": <user identifier>,

"platform": <0S platform>,
"platform-version": <0S version>,
"public-ip": <public IP address>,
"client-openvpn-version": <client OpenVPN version>,
"aws-client-version": <AWS client version>,
"groups": <group identifier>,
"schema-version": "v3"

« connection-id - Client VPN = ZQIEof CHEF 20| E 2442 IDYILICE.

 endpoint-id - Client VPN QIE X QIE S| IDRILICE.

Lambda QIE{H| O|A 22


https://docs.aws.amazon.com/lambda/latest/dg/configuration-concurrency.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/connect-aws-client-vpn-connect.html
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« common-name - C|HFO|A AlBIXtQIL|Ct, C|HFO[AO] CHEH A5t 2 2H0IE IFE Mol bt O|F
2 C|Hto|AE T R5tA AFLICtH

« username - WY == B AFS A AEXIQILICE Active Directory 215 2| A< Ol 52 AL&X} 0]
E2lL|Ct SAML 7|8 918 215 2| AL 0| 2152 NameIDQILICH &5 2150 HR 0| EE=& H|oq
A& LICE.

« platform- 22t0|HE G M| Z34FLICH.

« platform-version - 2 AMA HHLICH Z2H0[AE VPN MH|A= Z2t0|R1E 7} Client VPN
A= xZQIE| HAZE mf L Z2H0|HE T} Windows ZSHEES A S 11 OpenVPN EE+0|E 2
Moi --push-peer-info X|A|Z0| U2 M /2 M3 ELICH

« public-ip - ¢Z C|HIO|AS| HER! IP FALICH

« client-openvpn-version - Zct0|HET} AHE 2! OpenVPN HHZ I L|C},

« aws-client-version— Zc+0|HE HH. AWS

« groups - oHEFEI'— A2 3§ AMHEXILICH Active Directory 215 2| B2 0| &= 2 Active
Directory 2 &2| S50| ElLICt SAML 7|8t HC{2|0|M Q15 9| AR O| ¥ =2 IdP(RHHE B 33
H g S50 E'L—llif 43 0159 42 ol == d|of /f&Lct.

« schema-version- 27|0F HAEQLICH 7|22t v3ILICH

8 27|00t
Lambda &7t Ct& EEE Btetshiof g LICt
{
"allow": boolean,
"error-msg-on-denied-connection": "",
"posture-compliance-statuses": [],
"schema-version": "v3"
}
« allow- ELCt M HAZAS HEEX| HEEX|E LIEIHLIE B 2(true | false)LICT.

error-msg-on-denied-connection -
o'lEO'” E'|'7=” al Xlxlo X." EI_E E” AI_RgEI_

Hots SOk Fol7t LMY Bl 2
et

Error establishing connection.

L4 9ILICh Lambda 347} HHE 7R B Setol
= 91 5I0H 255510 EXIULIICE Lambda E4E &

Qlall) ChE ot 22 718 HIAIXKIZH 2Eto[AEof| Al Hhat

Please contact your administrator.

Lambda QIE{H| O|A

23



AWS Z2t0|21E VPN 22|RE 2FLHA

 posture-compliance-statuses - 2 LICt Lambda & & EHA| B7tof| AtE5te &4
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quarantined, unknown )0 [}2} 4 Ef O|F S HMolgrLCt. ZF O|F 2| =ICH Z0|= 255+ LCt.
Z|CH 10702 4 EHE XIHE £ U&LCh.

« schema-version- ZQlL|CH A7|0F H™QLICH 7|22 v3ILICH.
S8t 2|1T 2] 042 Client VPN A= ZQIE 0 SUSH Lambda &2 AFSE = U&LICH
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E VPN MH|AO0|AM M El ZEI0|UE QB M| T REt L O|F S ALS5t0q4 ClHIO|AE AlHstn
ClHiolA 22| £F MM ST 7™ & EiM S EE 7HX2 &= UELICH ALSAtE (8t elsa A
43 52 A8E £ JU&LICt

£ Lambda & PKHOHA-I 7|2 BN BILE s™&E ‘2,!§L,II:|- 0 |§ =04 Z2}0|91E VPN MH|A
7P Lambda &0l ME3tE platform & platform-version 2EE HWIHE £ U&LICEH
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https://docs.aws.amazon.com/lambda/latest/dg/getting-started.html
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Z210I01E 917 S EfM Ttol AFSSHH 212 20/ Client VPN = ZQIE0f @45t T
HHOIA 0 BNl T E4 AEIE 8 4 USLICH RHME HEE 0178 222 #xstAAlR

ClHtO|A T} @42 Mt £ o{oi| Auist ¢34 219| connection-attempt-failure-reason
CE= O30 22 41 ol & st E dteterlct

« client-connect-failed - Lambda &2 Qlal] 422 MXE £ gigLCt
« client-connect-handler-timed-out - Lambda &7} A|Zt Z=HE|Q & LICE.

« client-connect-handler-other-execution-error - Lambda & %0 o 7|%| ke 2 F
7F e M & LICEH

« client-connect-handler-throttled - Lambda &7} ZA &

2
=
« client-connect-handler-invalid-response - Lambda &7t S 25X i 2 82 gHe
H&L/cH

« client-connect-handler-service-error - 898 AT 0| MH|A & 2F 7} gfisti&LICt
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« Client VPN YIEZQIEE MMELICIH
« Client VPN QIEZQIEE £™HELICI

rO
I
Hu
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44 2Z2 Client VPN QIEZQIEof CHEt M4 20 & X E = U= HF= AWS Client VPN
7|5 Lo,

A4 2I0l= €A 2O ¢F0| T /o] U&LICH &

2t 4 =21 FS50i= SCO0|UE(ET AHERL
7t Client VPN RIE ZQIE 0fA A& HLE 1S AlTstHL HES
Lt,

SHAIE ol @474 o|HIEof CHEH
Client VPN 1= Z QI E 7} 04

A7 ZE(0] UALICH Ol HEE AL 50 ZHIAIZ MH5HH
Al ABEID Qx| 2871, 917 2HE ClHTE & 2aLC

4 222 AWS Client VPN2 M8 & = = ZE 2T ALE 7tsELUCH 91d 2= A™He
CloudWatch Logs 21 1&0i A AIE LICE.

(® Note

AmE &% 215 M= 2ZEX| et&LICH

A 23 =2 71-2k Hofol CHEH JSON & A BLOBYILICH CHE 2 917 21 &= 0| o Lch.

"connection-log-type": "connection-attempt",
"connection-attempt-status": "successful",
"connection-reset-status": "NA",
"connection-attempt-failure-reason": "NA",

"connection-id": "cvpn-connection-abcl23abcl23abcl2",
"client-vpn-endpoint-id": "cvpn-endpoint-aaalllbbb222ccc33",
"transport-protocol": "udp",

"connection-start-time": "2020-03-26 20:37:15",
"connection-last-update-time": "2020-03-26 20:37:15",

EEEEECE) 27
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"client-ip": "10.0.1.2",
"common-name": "clientl",
"device-type": "mac",
"device-ip": "98.247.202.82",
"port": "50096",
"ingress-bytes": "0",
"egress-bytes": "Q",
"ingress-packets": "0Q",
"egress-packets": "0Q",
"connection-end-time": "NA",
"username": "joe"

}

A4 20 ¥=0l= ohg 717F Lo A&

connection-log-type - 214 21 &=Fo| f ¥ LICHconnection-attempt EE=
connection-reset).

connection-attempt-status - 4 @& o| AEIL|CH(successful, failed, waiting-
for-assertion EE&= NA).

connection-reset-status - 942 M O[HE S| AEfRLICHNA EE= assertion-
received).

connection-attempt-failure-reason- 91 Amfo| HIQLICHEHE 5t E2R).

connection-id - @1Z&9| IDQIL|C}.

H
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i

client-vpn-endpoint-id - @Z0| Client VPN =2 9IE o] IDQILIC}.

*"4>
0!

transport-protocol - Q20| AFSE ME& T2 EZ QLCH.

connection-start-time - @3Z29| A|E}f A|ZFQIL|CE

connection-last-update-time - 21Z29| Ot X[ AC|O[E AlZtLICH (O] 2t2 2E20i| A H7|
Mo 2 dd|o|EELICH)

client-ip - Client VPN QIEZQIEof CHEt E2+0|1E IPv4 CIDR Helo|M EF E[= SEI0|VUE
olIpP _/.*_?:!LlEP

common-name - 215 M 7|8t Q15 0f Ar El= QIS Mol &t o|F &LICt

device-type - 2|F AER7H Q0| AH& St C|HEO|A S| RELICH
device-ip - C|HIO|A S| HEE] IP FALICH
port - o] TE HE QL |C}

ingress-bytes - 2120 CHEH = &l(QIHI2 ) HFO|E LI (0] 22 2a0M HI7[Hez o
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« egress-bytes - 2420 CiEt S4I(OFRHIRE) HIO|E +=QLICt (O] Z/2 R0 HI7[HMe 2
clo|EELICt)
« ingress-packets - @1Z20{ CHEF = 4I(QIHIR2E) THZ! +=ILICH (O] 2f2 EO0MH HI7 (Mo 2
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T
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. o 7= 2l B AF3| AWS Client VPNOIA Client VPN I EQI=of ChEt 72T X3+ ARt S ZHE
gt

ol 7N THoHE W

1. VPC% S8t 2|™0f| M Client VPN AIEZQIEE MMEtL|Ct O|ZA| 5t24H Client VPN QIE X
QIEE HEefL|Ct.of dBE EHAHE s LICH
2. MEUYEZ Client VPN AEXZQIEQ} AZATILICE O|= 7| 5t24 CHA L £ Client VPN 1=
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associations), CH& L E 23 24Z(Associate target network)2 t2i| 2 MEHEHLICE

4. VPCOIM MELIO| Q= VPCE ME4EILICE
Q1Z8E MEY ME4(Choose a subnet to associate)0l| A Client VPN GIEZQIEof 1Z2E MEU
2 MEighLCE

6. CHA HIER3 21Z&(Associate target network)= ME4EHLICY.

7. THet 20 AE0|M 585t 82, stLtel HE (=]

o = A&LCH F7F MEHIE Q175104 718 Fdoi| Zof7t Llie ZRoz 17t

o

=
88 NS = U&LICH

X M HEHE Client VPN QI=EZQIEQ} 145 H CEot 22 Aty ehdgfL(ct

A4 R4
=0

« Client VPN IEZQIE O] AEN7} availableZ BAZ=IL|Ct. O|A| Z20|AE 7 VPN @14
g = UXR|QH HEH 2o #EIE FIHE WHK|= VPC LY ElAA0 M AE = Qi& LT
« VPC2o| 2Z 2}REl0| Client VPN HIEZQIE IR E! H|O|E0| X522 FIHEL|C

« VPCO| 7|2 2ot 2E0| A5 2 Z Client VPN Y= ZOIE o =L |C},

fjo

ACHA|: VPCO CHSt HEt 20 = F7}

Z2}0|AE 7} VPCO| HAM|ASHEA™ Client VPN RIEZQIEO| 2t RE! H|0|E0f| VPCE 4= B2
7F 1 HEt 2o #Elo| lo{of ELICH Ol EtAl0IM B2 = o|0| AFS 22 F L& LICE o] &t
&S MoMHE ZE AR Kol A VPCO] CHEE MM A HEHE FodghL|ct.

VPCoi| CHet Het Fof #&E FItstcdH

1. https://console.aws.amazon.com/vpc/0ll A Amazon VPC £ 2 0{M|2.

2. ErAM Xof M Client VPN Q1= Z Q1 E (Client VPN Endpoints)& ME4EFL|C}

3. Tt 2o{ 728 F7IE Client VPN A= Z QI EE MENSHL|CH HEH £04 7 2l(Authorization
rules)=2 ME4EH CHZ M 204 73! FT7HAdd authorization rule)& &8} L[CH

4., HMAE g3t 4 HIE 23 (Destination network to enable access)ol HHAE 5{&E HE
2|30| CIDRE =&dgtLICt o|E S04, MA| vPCol| CHEF BMAE 5{&6tE4H VPC2| IPv4 CIDR
ESS XIHYELICH

5. CHSof CHEt HMA HEH £ 04(Grant access to)HIA ZE AL XL H| KM A 5 (Allow access
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I

4ATCHA|: vPCO CHEt Mt Hod & F7 _


https://console.aws.amazon.com/vpc/

AWS Z20|1E VPN 22X LM

6. (M= ALE) B (Description)ol] Het 04 7#&{of CHer ZHefer dBS U LICH

7. Add authorization rule(#et £0{ #& F71)S MEAELICE

S5EHAl: QIR HAMA AMS

AWS MH|A I|o{2IEI VPC, 2ZH0|A HESRT, QIE{H S VPCOH| HZAE F7 HIE QT 0 CHEE H
NAE MZE £ U&LICH 2 F7F HE 30 CHSH Client VPN 0“':;‘.‘;0“5 cI<E Eo|E0o s U
EQT A2 E F7UIsln HEh Ho{ 7= 74504 ECIO|HE| HMA HEHE FoqEhL|Ct.
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1. https://console.aws.amazon.com/vpc/HlA Amazon VPC 2£& 04M|2.

2. B Eof M Client VPN Q= X 21 E (Client VPN Endpoints)& ME{EFL|C}.

3. O|XAH&ME 2I5H 445t Client VPN AEEZQIEE MEHFLICE 2t E E|O|E(Route Table)2 M
ENSH OIS ZZ M4 (Create Route)S MENEILIC.

4. Route destination(Et & CH& F=24)010.0.0.0/02 LS LICH CHY HERT A& HEH
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5. Create Route(ZtE H&)E MEAFLICE

6. T8t §09 T E|(Authorization rules)2 MENS CHg et £04 Z! F7HAd authorization rule) &
ME#SHL|CE.

7. HMAE gd3IE CHe HIE R 3 (Destination network to enable access)0 0.0.0.0/02 =
5t 2 E AFS KO H HAMA 3 (Allow access to all users)2 ME{EFLICEH

8. Add authorization rule(T8t £0{ & F7HS MHEHFLICH

6CtA!: 2ot O & 7 AL &0l

0| At& Mol M= 2Bt A0 M Client VPN QIEZQIEE MASH=E SOt Hot 328 X|™H5HK| 2 L
Ch &, CHY UELXF7I AZAE I VPCol 7|8 29 1&0| Client VPN IEZQIEOf RIS 2 ﬁg-
ElLIct 2t vPcel 7|2 2ot & 0| Client VPN QIEZQ1E of ¢AZAEIL|CT.
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142 MEsl= o 23 Client VPN QIS ZOIE ME XME 2 Q15 M ME 7} Z8z|o] 9Lt
Client VPN Y= ZQIE0f e4Z5H0F 5t= =|Z AL Ao 0] TS MZEHLICH %5 AR XM= o] I}
Q2 AF235104 VPN 22}0|ME o Z2|7]0|Ae TAIBHLIC)

Client VPN YIEZQIE M & CIREE5 T &H|5H2{H

1. https://console.aws.amazon.com/vpc/0|lA Amazon VPC &2 04M| 2.

2. EtM Eoj| A Client VPN = Z Q1E(Client VPN Endpoints)E &

3. O| RH&XE <I5H 45t Client VPN GIEZQIEE MEASI D EEI0|YME LH CHREE
(Download client configuration)2 ME{SL|C}

4. 1EHAHOIM HMHE ZEI0|ME IS M 2 7|8 ##&LICH ZE0|ME eI & 7|= =X|E

OpenVPN easy-rsa Z|Z X|E2|Q| CIS Y x|0M &S &= U&LICH.

MERSFLICE.

|91E Q1B M - easy-rsa/easyrsa3/pki/issued/clientl.domain.tld.crt

E 7|-easy-rsa/easyrsa3/pki/private/clientl.domain.tld.key

HAE HE|T|E AHE5104 Client VPN AEZQIE M mt S LC} <cert></cert>
Ol <key></key> Ef & mt ol F=7IgLICt E2t0|HE QIZ M| LIt ZZo|8! 7|9 LI8S2
= E{ T AbOJof| BHXIZFLICE.

<cert>
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</cert>
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2 AHB5H04 21018 4 AUBLICH T F2H0IHEE Client VPN HEZQIE 74 THUS O}
28 4 9lon 24l HEO AWS XIZ Ze0lIE S Cteae g 4 AaLin
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i

dz MH|&~ 2= gM88 g4 8 & 2E0|YEN CHE URL & otLtE M3 = LICH

o

jo
ok

* https://self-service.clientvpn.amazonaws.com/
ZEt0|AFET} Ol URLE A& dtod ZE-Hof| AM|AstE B2 22215H2{™ HA{ Client VPN A= Q!
Eo|IDE 2I=alofF gfLIct.

* https://self-service.clientvpn.amazonaws.com/endpoints/<endpoint-id>

0| URLQ| <endpoint-id>E Client VPN Y= EZQIE S| IDZ HFELICHH: cvpn-
endpoint-0123456abcd123456).

describe-client-vpn-endpoints AWS CLI @& 9| £20{M M= MH|A ZEHO|URLE = + JU&LICH
£ = Amazon VPC 2£ 9| 220|1E VPN 1= Z 2IE(Client VPN Endpoints) H 0| X|0] = MIE H
2 (Details) {0l A URLE A& £ Q&L

15 QZOI ALSY ME MHlA ZHS TAISHE W0l ChEF AHMEH LIS S Lz Mu|A = 2o CiEt
K| EHI2 B ESHAA

T 204 722 HERF ol CiEt BMA HEHE Fofste Lateiol A S FFLICH HEt Fo{ #32

Z7t5to EY SEt0|UENA XIHE HIEXHI o CHEF BMA HEHS FO{FLICH HMA HEHE 2

g Z HES|30tct Hek Foi 73 0| Qlo{of &L|CH Z£&3 AWS CLIE AFE 35104 Client VPN 2=

ZQIE M 2o HElg FIME += JU&uch

@ Note

Client VPNOI M= #et §0 72lg WItE mf 718 71 HEA LX|E AFSELCH RHAE LIE
2 Amazon VPC A8 Mol 2A| 31 F=A| Active Directory & 01| CHEH 8 £ 04 F%|0|
ol &fCHE 2 S3tX| pi&LIch U FE M &8 &ZstAAR.

St

« Client VPN HIEXZQIE| HFt 0o #E| F7}

« Client VPN =X QIE A Het Fo{ 73] XA
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Client VPN Q=X QIE0f H3t £o{ F3 F7}

AWS Management Console2 AF273}04 Client VPN YIE ZQIEof Het Hof 72l F7I524H

1. https://console.aws.amazon.com/vpc/H| A Amazon VPC 2&2 L|C}.
A

2. EfM 3o A Client VPN 9= Z Q1E (Client VPN Endpoints) S A1E43fL|C}.

3. T8t Ho{ 7=l F7IE Client VPN A= Z QI EE MEHSI 1 Het 209 77 2|(Authorization rules),
et 204 72| £7JHAdd authorization rule)& &2 2 MEfEFL|CH

4., HMAE g3t Cha HIE 23 (Destination network to enable access)l M A RF7F M| A G
IP F=2(0d: VPC2| CIDR E5)E CIDR E7|Ho =2 =dFrLCt.

5. XEE HEXHZ0| HMASES 518 5|= Z2t0IAUEE XI'GFLICE For grant access to( A M| &
T £04)0llM CHS & stLIE s> ELICH

- D E ZCIO|HENAH HMA HEHS F045t2{™ Allow access to all users(ZE A X4 H| 4
MA 3{8)E MEfRrLICEH

78 ZEto|ME| CHEF HMAE MEteteiH S AMA TEO ALSKA HMA S

=3 OHE HMA OF IDO| HMA HEtE Roi8 OIE 2| IDE UXFLICH o E 504, Active
Dlrectory & o| 2ot AlMXE(SID) EEE SAML 7|EH XF4 5H S ZXH(dP)oll el 2 & 29| ID/
Ol L.

_{ Am

« (Active Directory) SIDE 7}X{224™ Microsoft Powershell Get-ADGroup cmdletE A& &L
Ct. o & S CtS0t Z&Lct

Get-ADGroup -Filter 'Name -eq '"<Name of the AD Group>"'

EE = Active Directory AFEA W HFE EFE QD IS SEE2 B
O|&S 8t Ct= objectSIDO| CHE 2t 7HXSLICH EHRE 42 HA 7
0 £ ME 7| g gMstELct.

* (SAML 7|8t @4 QI&) 1 & ID/O|&2 SAML o{dMof BtetEl O 8 &5/ HE et Ux|sHoF &f
LICt.

6. 2ol HEt Fof F&of CHEt ZhEFE MHES =T LICH
7. Add authorization rule(T8 04 & F7HS MHEHFLICH
Client VPN QIE X QIE0f HEF £ 04 =2 F7}5H2{HAWS CLI)

authorize-client-vpn-ingress &S AL &FL|C}

Client VPN Q= Z QIEof Het Hof 7= F7} —


https://console.aws.amazon.com/vpc/
https://docs.microsoft.com/en-us/powershell/module/activedirectory/get-adgroup
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/authorize-client-vpn-ingress.html

AWS Z2t0|HE VPN 22|RE 2FLHA

Client VPN AIEXZQIE 0| M Mt 2o 1= X7

Tt 2o 7=l HM7H5H0{ X|HE HE /T o of CHSF HAM|A HEHES AM|7HEFLIC.
<4 oF= AWS CLIZE AF25H0q Client VPN 9IE ZQIE oM HEH 2o 722 MHE £ Ql&L|Ct

Client VPN ¢l Eo|M HE Bo{ #3&E MAHtE LH(ES)

-_—

https://console.aws.amazon.com/vpc/HlA Amazon VPC 2£ & L.

2. EtA Zof M Client VPN 21 = Z Q1 E (Client VPN Endpoints) & M

3. T& Hoi 7#30| £IHE Client VPN AIEXZQIEE MEASI D HFt
rules)2 ME4FHLICEH

4. AHE HEt o FES MEHECHS W F0o{ 7&K 7{(Remove authorization rule), T8t § 04
T+ =] M| 7{((Remove authorization rule)& X2 2 MEEHLICE,

04 T =|(Authorization

-III

Client VPN IEZ CIE | M FHEt £0{ 7#EIZ M 7{5tEdHAWS CLI)

revoke-client-vpn-ingress &S AL &L}

3t 2of 73| 27|

=& 2 AWS CLIE AtE35t0{ §7 Client VPN JIEZQIE O] Het Ro{ H#E &g & = U&LICH

1. https://console.aws.amazon.com/vpc/0ll A Amazon VPC 2&2 LICt
2. EM ZHof| M Client VPN 21E Z QI E(Client VPN Endpoints)S AEigfL|C}.
3. T8t 20o{ #EE 2 Client VPN A=EEZQIEE MEHFE 1 HFH F 04 7 =|(Authorization rules)& M

et 2o &2 E2{HAWS CLI)

describe-client-vpn-authorization-rules &2 AF2&fLC}

et 5o ol CiEr off M| AlLtE[2

Of 4440 A= AWS Client VPNOIA ‘HEH £0{ 7#%0] 2 S5t= S 45 HBYLICH 0f7|of= #HEH &
0 &S olatisty| fIEt B2 AE, ollx of7|=i%] X o A| of 7 |=i%{of BHE = oA AlLtE[204 T
gk dEo| =& ELch.
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off HMAE = UX[EH172.16.0.0/24 E= Y VPCO| LIHX| ZAEN|= HMAE = &L
Ct.
® Note

07|ME ZI IP HFALE 717 720l  H2 IP HFAIE 717 #AELC MM Z2 ML
HAlS 2 4 QlaLich Jie 280(10.0.2.119/320] AMAE £ QT E 24T 7 Eof
10.0.2.119/3201 CHEt HMA HEHE Rofste &S FIHsHoF ZLICH.

AMLIEIL 4: ZA%x|= CIDR(8LE O 8)

_EL

i

Ado a2 IDYLCH 2 PRXHHIHI AAM  CHe CIDR
Fa

O|| FII'I

S-xxxxx14 False 172.16.0.0/24

oA AlLF2|2 57




AWS Z2}0|21E VPN |k oL A

'I_'IL

b

M 2 1DYLCH A2RIo7H A CHAF CIDR

18

ol FII'I

> H

AX|L|o{d &N 2
ZgoA HE3
CHEF AMA NS

e JEof JHE VPC  S-xxxxx15 False 10.0.0.0/16
of CHEF HMA XS

Xt I8 2EE C S-xxxxx16 False 0.0.0.0/0
Aof ChEt HMA HZ

2R 2ol 7HE S-xxxxx16 False 10.0.1.66/32
VPCO| Bt S AEO
CHSE HAMA K2

AX|L|o{d TE0 &  S-xxxxx14 False 172.16.0.128/25
ZP0A HET LY

A2 MEUo| Cist

MM A MBS

- M OE2 HY EZAE 10.0.2.119/328 A 2|5t1 10.0.0.0/160] HAM|AE

m
z0
o>
L

- TER 2ES HEE] QIEY, 192.168.0.0/24 X 10.0.0.0/16 LIEI Lo HU ZAE
(1@,@,2,119/32)o+| HMAE 4= QUX|PH172.16.0.0/24 E£= 10.0.0.0/16 WEF 9| LIH

X| ZAEO|E HMAE £ QiaLICE

« QX|L|0{B 252 ECt A& HEU 172.16.0.128/258 £ 55104172.16.0.0/2404 X
MAE = &L|Ct

oA AlLF2|2 58



AWS Z¢}0|®1E VPN

22| KF OFLH A

AlLb2[2 5: F71 0.0.0.0/0 T+&

1L

A4 04
= o

ﬂ.

AX|L|oR & =2
Zpfoja HEKZ
CHEE HMA XS

et 2o 70 VPC
of CHEt HMA X2

#Elxt 280 2E o
Abofl T8t AMA R

Z2|KF 2= 0of 7Het
VPCO| B 2 AE0
CHEF HAMA NS

AX|LIo{E aFof 2
Z0/A HE4Z LY
AR MERo chEt
CHA|A AM|B

AX[L{olE TS0l 2
E Oiefoll CHEh HAA

& IDYLIC.

S-xxxxx14

S-xxxxx15

S-xxxxx16

S-xxxxx16

S-xxxxx14

S-xxxxx14

=)
A

OII FIH

False

False

False

False

False

False

PQXPOHHI HA|

CH4F CIDR

172.16.0.0/24

10.0.0.0/16

0.0.0.0/0

10.0.1.66/32

172.16.0.128/25

0.0.0.0/0

10.0.2.119/32E NM2|5l1 10.0.0.0/160] HMAE £ Q&L|Ct

oA AlLtE|2

59



AWS Z2+0|21E VPN 22X LM

o 42Xt 2ES HEZ! QIE{Y 192.168.0.0/24 2 10.0.0.0/16 U ERT LHo| EHU SAE
(10.0.2.119/32)01 HMAE £ QIX|PF172.16.0.0/24 FE10.0.0.0/16 HELF 2| LI

Xl ZAEOE HMAE £ igLCh

. QIX|L|o{R OEe 2ot ARl MEY 172.16.0.128/258 Z&5t0d I
192.168.0.0/24 21172.16.0.0/240] HMAE £ Ql&L|Ct

2| QIELL,

i

(@ Note
O|AM| X|L|o{B JE 1 &EXI 25 25F 192.168.0.0/240] HAMAE £ J&LICH F 1
EZ25F0.0.0.0/0(2E CHANHO HMHAE 4 U= SA0]192.168.0.0/24E R == C}
E #=lo| 17| 2Lt
ALI2|2 6: 192.168.0.0/2401 CHst #&! F=7}
e EIPS [ 2 DYLICH. DE AL XA A CHA CIDR
A FHE
AX|L|o{B T2 &  S-xxxxx14 False 172.16.0.0/24
zdoA HESL =3
CHSE HMA MBS
ek 220 JHE VPC  S-xxxxx15 False 10.0.0.0/16
of CHer HMA XMZ
22|k A2 2= S-xxxxx16 False 0.0.0.0/0
Abof| CHEF HMA AS
22X 2 50f 7HeE S-xxXxx16 False 10.0.1.66/32
VPCQ| Bt S AE0f
CHEH HMA KB
AMX|L|o{2 TE &  S-xxxxx14 False 172.16.0.128/25

.\.LEIDI/\ |_-||E 3_0|

oA AlLF2|2 60



AWS Z2I0|AE VPN ZHE|RF OFLE A

TE MY 12 DYLICH. DE ALKt A CHA CIDR
N E
MEYof CHst M A
M=
AXIL|OR! TE0 ZE  S-xxxxx14 False 0.0.0.0/0
E CHAMof CHSE M| A
M=
Z2|XF 21 &0 Client S-xxxxx16 False 192.168.0.0/24
VPN VPCO{ CHSF Al
A NS

c I OIES T SAE 10.0.2.119/32E M5t 10.0.0.0/160 HMAE £ laL|Ct.

« 42Xt 2ES HEZ QIE{Y 192.168.0.0/24 2 10.0.0.0/16 U ERT LS| EHU SAE
(10.0.2.119/32)0{ 4 ASE* 2 QIX|Bt172.16.0.0/24 FF=10.0.0.0/16 W E3 2| LIH
X ZAENE HMAE 4 i&LIC

« QX|L|0{B 252 HEE! QY 172.16.0.0/24 2 172.16.0.128/250{ HMHAE £ &L
C}.

(® Note

ZE|Rt 1E0]192.168.0.0/240 HNHASESE
E{30 O o]&f AMAE £ A ELICt

P
o
o
N
Q'I_l
2
S
=
b
I
°
g|=l
ol
o
0%
=

AMLEIR 7: ZE AL A 2E2Q| HAMA

AEXIol A M CHA CIDR

18

1L

& A 5 IDYLCE.

o FII'I

> H

oAl AlLtZ|R 61



AWS ZZI0|AME VPN ZE|RF OFLHM

'I_'IL

b

=k & IDYLICH DE ASXtolAH M CHe CIDR

=

AMXIL|OR IE 2  S-xxxxx14 False 172.16.0.0/24
ZgoA HE3

CHEt M A NZ

ol FII'I

>

e JEof JHE VPC  S-xxxxx15 False 10.0.0.0/16
of CHEF HMA MBS

Xt I8 2EE C S-xxxxx16 False 0.0.0.0/0
Ahof ChEt AHMIA T

2R 2ol 7HE S-xxxxx16 False 10.0.1.66/32
VPCO| Bt S AEO
CHSE MM A K2

AMX|L|o{2 TE0| &  S-xxxxx14 False 172.16.0.128/25
Z0A HELT 9
MELlof CHEF A&

ps (P

AMX|L|o{2 IE 2 S-xxxxx14 False 0.0.0.0/0
E HER30i CiEh 4
NA X2

Z2|XF 2 E0f Client S-XXXXx16 False 192.168.0.0/24
VPN VPCO1| CHEH Al
A NS

DE &0 HMA K|

(o]
=

onl
Pl
0%
0
mlo

True 0.0.0.0/0

oA AlLF2|2 62



AWS Z20|1E VPN 22X LM

c Y OES U SAE 10.0.2.119/328 M5t 10.0.0.0/160 HMAE £ & L|Ct.

« 2Kt OES HEZ QIEY 192.168.0.0/24 2 10.0.0.0/16 LU ERT LIS B SAE
(10.0.2.119/32)0fl HMAE = QIX[EH172.16.0.0/24 E=10.0.0.0/16 HEXHZS| LIH
X| SAEONE HMAE

« QX|L|0{B 252 HEE! QIEL! 172.16.0.0/24 2 172.16.0.128/250{ MM AE £ Q&L

Ct.
- CHE ZE MEX OF((: '2elxt 2&)2 HEE e AMAE & UX|BCHE =0 HelE

a
CHE OiY HIERHFols HMLE + st

@ Note
Keet 22tololE QIBM & 7| Mol T3t AHMIEH LIS 4= O

ol
l
o
mjo
ok
B
9'|_|
>
>
to

ZCI0[ME B M x| S0 FIHE = U= 5 of CHEt XtMIEH LHE 2 Client VPN &2 EHH
2 HXAAR

St

- ECI0|E QIS M &KX 55 d4

- 220|ME QIS M SR 55 7tx27|

- 2210|YME QIS M X 55 LIE L7

o
m
M
>
oo
g'l_l
i
mju
Tl
o
5
[m
o
ol
x
2.':'
Ral
o
J
jo

CH2 Mxto A= OpenVPN easy-rsa HHE R E
A




AWS Z2t0|21E VPN 22|RE 2FLHA

OpenVPN easy-rsag Al&35t01 ZEI0|HE QIS M siX| S FE HdstE{H

o

Hu
iy oM

1.

ME M/ d5t= Ol AHE 8t easyrsa MX|E SAESHE MBH{o| 2218 L|C}
2. EC 0]

2|ZX|E2[Q| easy-rsa/easyrsa3 &

$ cd easy-rsa/easyrsa3

2IO|HE

o

B8 #4A5T SEH0IIE F4A SSS AL

w
My
m
)

$ ./easyrsa revoke clientl.domain.tld
$ ./easyrsa gen-crl

ZEZEJ} EANEHyesE =T LICH

Windows

Ct & HRF0IAE OpenVPN 2 ZEQ0{E A& 5t0] 22H0IUE SliX| S58 dg&LICh 2o
E 3 M Q1B Mt 7|1§ 4/ d5tE Ol OpenVPN AZEQ0{E AHS5H7| 8 EHAIE +-FCtD
77 L.

Ixl 252 a5t

C)C)3 —

Ol
mo

EasyRSA HH™ 3.x.xE AF&35t0{ E2I0|HE QIS5 M

1. BHEZEZEE PT EasyRSA-3.xx CIHEE|ZE 0|SELICL O| CIHEE|l= AlAH0 MX[E
@{xlofl e} CHE LI

C:\> cd c:\Users\windows\EasyRSA-3.x.x

2. 'EasyRSA-Start.bat' I} U2 Al&5104 EasyRSA M2 A|&HErLCt.

C:\> .\EasyRSA-Start.bat

3. EasyRSA Ao|M 2EI0|MUE B AME S KIFLICH

# ./easyrsa revoke client_certificate_name

5. SeloliE sx| S22 Az LIC

ZCto|HE ISM alix| 55 dd 64



AWS Z20|1E VPN 22X LM

6. ZctO|UE slix| S5 2 Ch3 IRlof ddE L/t

c:\Users\windows\EasyRSA-3.x.x\pki\crl.pem

0| EasyRSA HHTE AL&3t04 ECI0|ME QB M K| S5 Mdsied™
1. P ZEZEE AT OpenVPN CIAEZIZ O|SELIC

C:\> cd \Program Files\OpenVPN\easy-rsa
2. vars.bat I+E AEILICEH

C:\> vars

P

ZEtO|ME F4 558 dE&FLICH

ol
fl

3. ZCIO|UE 2B A

Fa

C:\> revoke-full client_certificate_name
C:\> more crl.pem

Zeto|ME B M siX| 55 7Hx 27|

7tXE 2et0o|UE QB M slix| 55 mt o] R{o{of FLICH Z2t0|MUE QB M slix| S5 Hdoi| CiEt

=
KEM[EH LHE2 ZE0|ME IS M alix| 55 dd Hoe BRsHAAL.

£ I AWS CLIE AF8sto EEI0|ME B M iRl S5 7tME + &L

rH

ZZI0|HE B M K| SFE2 7HXe YH(ZEE)

1. https://console.aws.amazon.com/vpc/0| A Amazon VPC 2&& L|Ct

2. ErA ZofM Client VPN 1= Z Q1 E (Client VPN Endpoints)E ME{EHL|C}

3. ZCIO|UE B M K| S5 7IX{2 Client VPN =X QIEE ME4TILICE.

4., g MEHSIT Import Client Certificate CRL(ECH0|91E Q154 CRL 7tXL71)S MEEFL|CY.

5. Q& A 3HX| 5= (Certificate Revocation List)oll Z2}0[E QIE M sHX| =5 mtUo| LIS S =
sto

i
rz
i
o
-
[ul

Z20|1E 215 M CRL 7FXM 2 7|(Import client certificate CRL

Z2}0|HE QI

Ol

MEllx| S8 71X 22{HAWS CLI)

ZCto|HE S M aX| 55 71K 27| 65


https://console.aws.amazon.com/vpc/

AWS Z20|1E VPN 22X LM

import-client-vpn-client-certificate-revocation-list & AF2&FL|C},

$ aws ec2 import-client-vpn-client-certificate-revocation-list --certificate-
revocation-list file://path_to_CRL_file --client-vpn-endpoint-id endpoint_id --
region region

-_—

https://console.aws.amazon.com/vpc/0l A Amazon VPC £ LICt
=F M 2o M Client VPN @l = 3 QI E(Client VPN Endpoints) & 4

ZCI0|ME 2B HX| FSFE S LHEH Client VPN A EXZQIEE MEAFHL|CI.

A w0 DN

ZrQd(Actions)2 MEHSI T EEI0|HE Q1B M CRL LHELH7|(Export Client Certificate CRL), 22t
|21E @15 M CRL LHE LY Z|(Export Client Certificate CRL)E &tz 2 MEHELIC

O

My

-l

E ol

—

2ko|Q

Ol

M x| S 52 LHELH2{HAWS CLI)

r

export-client-vpn-client-certificate-revocation-list @& 2 AL & LICtH

oledEof ol MA = VPN MAMQlL|CH Z2210|Q1E 7 MZX O Z Client VPN YIEXZQIE
I

Sit
- 220|E HF 27|
- EC0|ME HE F=

2£ Y AWS CLIE At85t0{ Ect0|E 1242 £ £+ U&LICH 4 ME o= Ec0|ME CIDR Y

oM & E 1P FATF ZefFELICH

Z2C0|¢E CIBEM K| S5 LHELHZ| 66


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/import-client-vpn-client-certificate-revocation-list.html
https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/export-client-vpn-client-certificate-revocation-list.html

AWS Z20|1E VPN 22X LM

ZCI0|ME HAE BE= YH(ES)
1. https://console.aws.amazon.com/vpc/0l A Amazon VPC 2&& LI}
£ M % 0f| A Client VPN 2= X 91 E (Client VPN Endpoints)E AME{gFL|C}.

> w0 Dd

Z2I0|ME 944 Z Client VPN IE ZQIEE MEHSHL|C}
%,

Z B2 MEELIch 17 ol 2E 24 U SR E 2210/91E 70| LISl

describe-client-vpn-connections &2 AL ELICEH

iy
fa}
S
rO
|m
%
[
mjo
OR
U
[e]l]

3 VPN AM[440] E Lot

Z£ X AWS CLIE AtE5st0{ 2EI0|ME HZE S + JU&LICH

g

ZCt0|UE HAS S=ots Y- (E

)

-_—

https://console.aws.amazon.com/vpc/0l A Amazon VPC & & LICt
£ M X 0f| A Client VPN 2= X 91 E (Client VPN Endpoints)E AME{EFL|C}.

tO|R1E 7t @A El Client VPN AIEZQIEE MEAS T @4 (Connections)S MEAEILICE

yale

> w0 DN
iy
al!

fjo
fjo

MENSET Terminate Connection(?12 & &), Terminate Connection(iZd &)

10 Hu

ook ok

I~

> O

|C

74

et “

o

o

m
e
mio
ORA

2524T(AWS CLI)

terminate-client-vpn-connections @232 AL 8rL|CH,

Z2t0|1E 23! HiL

AWS Client VPNO| M= VPN A0 AXE! ] AWS X2 Client VPN ClA 3 E o Z 2|71 0|Mof ElA
E HILHE EAE = Us SHEMSELICL AH U FH & 27 AEE 5F5H7| {s HIAE HY
(0]

[—
L{o| LHE S Holg = JU&LICH ZICH 1,400KH2| UTF-8 QIZE EAE AEE + U&LICH

iy
]
o
e
[m
2
My
OR
Hu

67


https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/describe-client-vpn-connections.html
https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/terminate-client-vpn-connections.html

AWS Z22}0|HME VPN ZHE|RF OFLE A

® Note

SetolotE 2291 A7 B ASHEIH M2 AT VPN A40fBH i BHLA7H EAIEILICH 7|
Z VPN Ml442 SEEIR| SEXIEH BiLAs 7IE MAO| CHAl A3t m E AlEiLIC

Z2t0|AE o|A3 & o Z (70l Mofl CHEF RHMIEH LIE 2 AWS Client VPNALE M| AWS HME
Zeto|MEof CHEE 2[4 HEE FASIAMS.

S
* Client VPN IS XZQIE M4 F ZEI0|ME 22l Hi] 74

« 7|Z Client VPN QIEZQIE E 2921 Ui 74

« 7|& Client VPN ¢IEZQIE O|HE 230! L] H|EAI5}
 Client VPN =X QIE 9|

7
« BN FEE 2O HiL] 2T

o

®
)

=3
<
U
prd
e
in
e
ro
im
0z
0%
o

Z2t0|1E 20 i T4

E 291 HiL{ & & A3t5t= AHA|SH EtAH|= Client VPN 2l

Z2told
=

o|ed
——
2.

[e][]
-T
x

7|Z Client VPN QI=E Z ClE0f CHsF 22}0|91E 239! HiL] M

H=I

7|& Client VPN QIE ZQIEof CHet E2I0|UE 221 HLHE F M52 Ot HAHE AFSELICH

Client VPN A= ZQIE 0| 22I0|ME 20! HiL] & HeHEE

~—"

1. https://console.aws.amazon.com/vpc/0l A Amazon VPC 2&
2. F M EF0d| M Client VPN °*|E;‘T£°|E(Client VPN Endpoints)&
A

3. ME Client VPN HIEXZQIEE MEAS T X d(Actions)=S MEHEH CHS Client VPN QIEZQIE
H(Modify Client VPN Endpoint)2 MEHEFL|C},

4. u{lOIXI% otzHe| 7|E} mt2tO|E{(Other parameters) MM 2 A3 E8FLICEH
Zzlo|¢E 29! HiLq & 443} (Enable client login banner)E ZAL|C}.

6. Zcto|HE 292l HliL] BIAE(Client login banner text)o VPN MM 0| X E f AWS M E2t
O|HE Q| HiL{ol| EAIE HIAEE =T LIt UTF-82 QI3 Y E EAIE AAEE™ = /U2 =|CH
1,400RH X[ A+EE = A&LIC

£ GLch
AEH

gfLCk.

>-I> om

E
E

Client VPN ¢l ClE ¥ & Zeto|E 2Ol HiLd 74 68


https://docs.aws.amazon.com/vpn/latest/clientvpn-user/release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/release-notes.html
https://console.aws.amazon.com/vpc/

AWS Z2t0|HE VPN 22|RE 2FLHA

7. ZCcI0|¢E VPN A EZQIE £=H(Modify Client VPN endpoint)S MEHEHLIC}

Client VPN 1= ZQIE 0| A 220|ME 210! HiL] & A48HAWS CLI)

7|& Client VPN =X QIE0f CHEt 20| E 22 LA H|E

ok
0x
LOL

7|& Client VPN QI=ZQIEof CHEF E2I0|UE 221 HHL{E HIE Y35t ste{™ CHS BHE AFS &L
CH.

Client VPN A= ZIE0f A Z2t0|ME 23021 HiLA HIEH3H(E )

1. https://console.aws.amazon.com/vpc/0ll A Amazon VPC 2&& LI},
A

2.

m

tAH &+0f A Client VPN 9IE X ©1E(Client VPN Endpoints) 2 AE48tL|C}.
= A

HE Client VPN JIE X QIEE MEHSE T ZFQ(Actions)S ME4EH Ot S2t0[HE VPN =X
E £%(Modify Client VPN Endpoint)2 AME{gFL|C}.

4. HO|X|E ot2He| 7|E} mt2tO|E{(Other parameters) MO 2 A3 E&FL|CT.
5. ZElo|HE 239l HiL F(Enable client login banner)& 7474{Lt ZLIC}

5
£ (Modify Client VPN endpoint)2 MEisL|C}

w
o 4 o

b A4
o
E

6. ZCl0|HE VPN = Z QI

Client VPN €1l EofM EEto| Q1 B H|E -E3HAWS CLI)

modify-client-vpn-endpoint &S AFS&LICH.

Client VPN QIEEZQIE Q| 7|& HHL{ EHIAE 4%

Client VPN 21l EQ| 7|& Hi{ HAE = (E&)

1. https://console.aws.amazon.com/vpc/0l A Amazon VPC &2 dL|C}.
A

2. ErM FofAM Client VPN 1= Z QIE(Client VPN Endpoints)& MEHEHLICH.

3. #=™& Client VPN A=EZQIEE MEHS 11 X (Actions)S MEHS C}S ECI0|ME VPN AIEX
QIE £ (Modify Client VPN Endpoint)S MEgFL|C},

4. Zeto|oE 29l HiL{ E4dSH(Enable client login banner)7} 74%4 = X| & Q1gtL|C}.

7|Z Client VPN 2l Eof cigt 22to|AH Ql HiLA HIEF A3t 69


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/modify-client-vpn-endpoint.html
https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/modify-client-vpn-endpoint.html
https://console.aws.amazon.com/vpc/

AWS Z20|1E VPN 22X LM

5. Z2cto|¢E 219l HiL{ BIA E(Client login banner text)0lA 7|& HIAEE VPN MMo| MHE
[ AWS XS Et0[HE Q| HiLA0| EAIE M EIAEZ CHA|ELICH UTF-82 QI Y E EAFEF A
& + UM 2IcH 1,400KH77H K| S{ELICt

6. Zct0|21E VPN =X QIE = (Modify Client VPN endpoint)2 ME{E!L|LC},

Client VPN A= ZQIE 0l A 22t0|HE 219! HiL{ X (AWS CLI)

modify-client-vpn-endpoint @23 AL ErL|CH.

SR A= 2301 HiL B 7]

M 1 EE 232l HfLHE EedH o

0jo
il
N
M
>
oo
o
r
ful

Client VPN dl=E ZQIEof CH8t 3R] 2221 HiL] E7|[(2 )

=H
M52 HE (Details) Bi0| MEdE|0] Q=X| &QIEFL|Ct

Z2lo|ME 29! HiL] Bl AE (Client login banner text) &20f| $4x 2 HE ZO9Q1 HiL{ HIAEE
=L,

a A WO N -
HL
i
rr
o
0
=
<
U
prd
e
N
Hel
o
[m
Uju
x

U
1o
A
n

Client VPN I= Z 21Eof CHaH A 4= 2321 HiL| EZ7[(AWS CLI)

describe-client-vpn-endpoints W& & AIgtL|CH.

Client VPN lE X OIE

T E 20| E VPN M[M2 Client VPN ¢IEXZQIE 0| S =2 ELICH Client VPN QIEXZQIEE T4
5to§ ZE Z20|21E VPN MM 2|5t AMoq§hLct.

LHE

« Client VPN 9IE X
« Client VPN 91E %
» Client VPN Endpoint

« Client VPN Q= zZ Q|

re
m

o
=
20z
o
-
[ul

L {Im
i |\ | |on

m

R TAHE 2301 HiL 27| 70


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/modify-client-vpn-endpoint.html
https://console.aws.amazon.com/vpc/
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/describe-client-vpn-endpoints.html

AWS Z20|1E VPN

TR} OFLU A

Client VPN QIEZQIEE AMAISFL|C}.

=

Z2IO[METH VPN MME HHE = UL S St2iH™ Client VPN AIEZQIEE MdghL(Ct

Client VPN2 |8t CHef HERI 7 ZEH|MEEl= AWS A -t SUsH HHol M M E|o{of B

A%

Cl

5.

ddotn, est Z SEt0|AUE ABSME IELICH RiMEh dH2 2E10[E
StH 2

QIEME M
0I5 MM AZHA

ient VPN IEZQIEE MM IE{H(ES)

SAO

https://console.aws.amazon.com/vpc/0l A Amazon VPC 2& 2 0{MI2.

_I_

= A ol M Client VPN Endpoints(Client VPN QIEZ QIE)E MEHE C+Z Create Client VPN
Endpoint(Client VPN A= ZQIE %*’S)% MENSL|CH

(M= ALE) Client VPN HIE ZQIE O] O Ef1Q MBS =T LICH
Zct0[QE IPv4 CIDROIM EE2I0IAE IP FAE T E IP T4 HRI(CIDR E7|H)E xIHE L

Ct of: 10.0.0.0/22.

(® Note
FA H2|= Client VPN QIEEZQIE QL (1AE CHA HELRXT FA HY, VPC T4 HE
e B2 52 + l&LICH 220|ME F4 M= £[4 /22 0|4 0[0{0F 3t /12
CIDR £2 37|E 'gX| ¢totok gLICE. Client VPN YIEZQIEE MM Fol= 20|
E 4 HRE HAE £ gisLich

Server certificate ARN(AME 215 A ARN)O| MEHOM AFEE TLS 215 2| ARNZ K| gLt
ZEI0IHE = MH QIEAME AH83t0 1AE Client VPN JIEZQIEE QIS FLICH

Cli

ent VPN HI=EZQIEE MAghL|CH,

71


https://console.aws.amazon.com/vpc/

AWS Z20|1E VPN 22X LM

® Note
M 2IZ M Client VPN AEZQIEE MHst= 2T 2| AWS Certificate
Manager(ACM)0i| 2| x|3HoF B LICt 2B M= ACME AFE 5104 Z2H|XM'5t7{LE ACMS2
2 It = Jsuot

()]
ro mu
oy

O|METI VPN 2ZdE e mf EF20|UEE QlE5ste ol MEF 25 Y S xIEFLICH
El
—

4 Mesof

AEXL 7|8 Q15 E AMEstedT ALEXE 7|8 Q15 A& S ME{stn ChE & otLIE MEfELICH

« Active Directory 21&: Active Directory 21&5 S AFE5tE{H O] 42 ME{gFLICH CIEEZ|
IDOl= AFR & Active Directory2| IDE X|HEFLICE

« 215 215: SAML 7| 215 Q1B E MEsiedH o] S4& MEHELICH

SAML M2 x| ARNOI= IAM SAML A4 5 I 2 A2 ARNS K& EL|Ct.
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Self-service SAML provider ARN(AZ MH|A SAML 32X ARN)M|IMH Al HH|
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RIEM CIEE AH85te{H [4 £ 215 ALE(Use mutual authentication)]& MBS CH, [
215 M ARN(Client certificate ARN)]0|| AWS Certificate Manager(ACM)0{| A Z £ H|X
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E QI&EAM
ZCto|ME 2B M| ARNE X gfLCh.
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Mt 2 Z2t0[AE eIE M7t ST CARIS 7|&)oll ols LZE B2 A QIS M

ARNZ MH{ 3! ZEI0|ME BF0f AFSE = JU&LICH ZEI0|HUE IS M7I CHE CA

of ofsh &= & F2 ZEt0|HUE 215 M ARNO| x| E|ofof &LCt,
7. (MEIAMY) HE 2T BR Amazon LogsE AtE3to4 2Et0[AE -0 CHEt CIOIHE

CloudWatch 7|S& x| {2 & X|HELIC. Z2t0|HE Zol gt 21 ME HE #s8H(Enable

log details on client c:onnectlons)E ZiLIC}. CloudWatch 21 21 118 O|Eoe Al EIL -
£ Ol 2 Y™eLCt. 23 CloudWatch 21 AEZ 0| 0= AI8E 20 AEZ9| 0|F
2H5tHL Ol SHE HIM FHEI AERE NS E dde = /&L

8. (MEH ALEH 22Ho|E 24 $1EBH(Client Connect Handler)0ll A 2210|HE 44

3l(Enable client connect handler)& 74 Client VPN QIEZQIE0f CHEF A 4 S
HESE A2 X X|IH ZEE A™ELICE Client Connect Handler ARN(Z2H0|91E @14 X2

IIIIO
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10.

11.

12.

13.

14.

15.

16.

17.

7| ARN)OIM AZE §E5t7HHU HESt= =27t Z&El Lambda & 42| Amazon E|&A O|F
(ARN)2 X|’&gLCt.

(ME4 ALEF) DNS & elof AF8E DNS MHHE X|EELICH AFE X X[ DNS MHEHE A8 3teiH™
DNS Server 1 IP address(DNS AB{ 1 IP =&24) 2! DNS Server 2 IP address(DNS A 2 IP
)0 AbEE DNS MEH 2| IP &=AE X[™HELICE VPC DNS ME{E A& 35tE{™ DNS Server 1 IP
address(DNS AMH{ 1 IP =4) EE= DNS Server 2 IP address(DNS M 2 IP F24)0 IP FAE K|
A3t VPC DNS MH IP &=AE F7teHLCH

® Note
Zct0|HETE DNS Mol =2 & & =X| & elgfLot.

@® Note
et o2 UDP7F TCPEL Fo{h 85 MSELIC Client VPN AEZQIEE &t

- OO
FH=ME TZ2EZ2 HEH = i&LIch
(M= ALEH) IZZQIE S 28 Efd Client VPN QIS ZOIE 2 AR 5124
(Enable split-tunnel)& ZALICt. 7|E™MS 2 Client VPN IEZQIEO| EE
Ct.

(B4 ALE) VPC IDOIA Client VPN QIE ZQIE 9 ¢1Z4E
IDs(2 ot 1& ID)oAM Client VPN AIEZQIE0f 8% VvPCo| Eot J-E—% 3H_+ O|AF AMEHEHL |

AMEH ALER) M|A R B AI7F(SeSS|on timeout hours)0ll M AHE 7158 MM §5tE ZICH VPN
MM Z|Zh(AlZh 2 MESSHLE 712 2F 24 A2t 2 M- E MEIZ L

(M4 ALE) E2t0|HE 2O L BHIAEE A MYEX| 042 & XIGELICt EE0|IE RO
21 HiLA & 43l (Enable client login banner)& ZILICt. Z2t0|AE 22l HiL] Bl A E(Client login
banner text)odl VP N Mol MHE I AWS XS 20| E | HiLHo| EAIE HAEE =AF L
Ch UTF-82 3T E EXEF 5{&E L/t =|CH 1,400AH LT,

220|¢E VPNA = ZQIE MA(Create Client VPN endpoint)S A1EHgHL|CH.
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Client VPN AIEZQIEE d et = COISS +slod FIS 225t SEt0[UET HAE = U
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EQEMEENs ZE2ETS £HY 4
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2. B Eof M Client VPN Q1= X 21 E (Client VPN Endpoints)& ME{EFL|C}.
M 4

OIE 4= (Modify Client VPN endpoint)2 AME4gL|C}.

4. MY (Description)0ll Client VPN A= Z QIEof CH8t ZH2Fst MRS l248tL|ct.

5. Server certificate ARN(MH{ 215 M ARN)| MEHOM AL & TLS 215 A2 ARNS X|HFLICH.
Adex

ZE0|HUEE= M QB A E A8 3dtod ¥ Client VPN

(® Note
MH 215 M= Client VPN IE ZQIE E MA 5= 2|7 2] AWS Certificate
Manager(ACM)0f| ?|x|a{of & LICt. R1E M= ACME AFE 504 Z2H|X{'d5t7HLE ACMS
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6.

10.

11.
12.

13.

14.

Amazon LogsE Al&35to{ 22t0|Q1E 2440 CHEH ol o|E
E XI'ggfLct. Ecto|E odAol| Tt 2 ME HE &
connections)0ll A Ct & & StLIE A LICH

E CloudWatch 7| S & X| 0{%
‘d&}(Enable log details on client

- 2CI0|ME 4 2Z 2 gH3tstc{H SLt0|UE A0 et 2 MF HE &-d3H(Enable
log details on client connections)& Z3LICt. CloudWatch21 £ & O|§0lM Al'%%E EJ
& O|E 2 MENEfLICE 23 CloudWatch 211 AER! 0|0 AFE 23 AERI9| 0
MEistZLL Ol SME HIM FH EZO AEREZ AS2=E ddY = J&LCh

. B210I9IE 74 22S HIF A5 5t2™ B2H0IQ1E QiZof THEt 2 MR M= B8t
(Enable log details on client connections)& & L|LC}.

220 E 947 $1E2{(Client connect handler)0lA EEI0|YE 914 SHEZE

BHO|ME o4 =] & M3} (Enable client connect handler)E ZILIC}. Client Co nnect Handler
ARN(ZCIO0|YHE °_7E=! AMEl7| ARN)MIM HAAE §{B5t7HLE HEStE =2[7F =

29| Amazon 2|24 O|F(ARN)Z X|™&ghLCt.

DNS AMH §+H§+(Enable DNS servers)& 747{Lt ELICt. ALEXl X|H DNS AMHHE ALE 6t H
DNS Server 1 IP address(DNS AH{ 1 IP =4) 2! DNS Server 2 IP address(DNS AME{ 2 IP &
2)0ll AHEE DNS M2l IP &4 & XI™FLICH VPC DNS MHE At 5tE2{™ DNS Server 1 IP
address(DNS At 1 IP 4 ) EE= DNS Server 2 IP address(DNS MH{ 2 IP F4)0] IP FAE K|

M35t VPC DNS MHE{ IP FAE F7}EHLICE

@ Note
Z2t0|AE7E DNS M| T2 E & =X| & lgLct
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15. 2ct0|21E VPN AEZQIE £ (Modify Client VPN endpoint)2 ME{gFL|C},

Client VPN QIEZQIEE =7 35l2{TH(AWS CLI)

modify-client-vpn-endpoint @232 AL ErL|CH,

Client VPN Endpoint £ 7|

rH

& IE= AWS CLIE AF275104 Client VPN QIEZQIEof CHSt HEE 8 £+ A&L|C

2

Client VPN QIEZQIEE E{

M
e

(2=)

https://console.aws.amazon.com/vpc/H| A Amazon VPC 2
£ M % 0f| M Client VPN 1= Z QIE (Client VPN Endpoints)
H2{= Client VPN AIEXZQIEE MEHFHL|C}.
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Mg HE (Details), CHa HER|3 2173 (Target network associations), 2 2t 71 & (Security groups),
T8t 204 T =|(Authorization rules), 2t & E| 0|2 (Route table), 9_47E=‘(Connections) 2 EfT
(Tags) B2 AL&3104 7|& Client VPN HIEXQIE0f CHEt HEE FLICH.
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Client VPN I ZQIEZE H2{H(AWS CLI)

describe-client-vpn-endpoints W& AF&grL|C}H,

Client VPN HIEZQIEE AbX||gfL|C}.
Client VPN AIEXZOIEE AMA|5te{H HA ZE C

AEN7L deleting@ 2 MEtE|D %EPOIOJ_ I O & oH%* ﬂIEi&IEMI o4
34 EE= AWS CLIE AF25104 Client VPN QIE ZQIEE AbX|E &~ Q)& LTt

Client VPN AIEZQIEE MX|5lE{H(E L)

-

https://console.aws.amazon.com/vpc/H|A Amazon VPC &2 04M|2.

2. EM ZofM Client VPN 1= Z QIE(Client VPN Endpoints)E MEHEHLICH.

3. AXE Client VPN JIEZQIEE MENTILICE 2 (Actions), 220/ E VPN A EZQIE AMK|
(Delete Client VPN endpoint)& MEd&FL|C}
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4. =l F0l deleteE =T Ch5 A K|(Delete) & ME4EFLICE.

Client VPN AIEXZQIEE AFX||5t2{T4(AWS CLI)

delete-client-vpn-endpoint H& 2 At &fLCH
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4. 9172 E2Z(Connection logging)lA E2t0|Q1E 24Z40] CHEF 2 A|
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5. CloudWatch Logs 21 & O|&(CloudWatch Logs log group name)0i| A CloudWatch Logs 21
JE2°| O|§2 MEiELICH

6. (ME ALE) CloudWatch Logs 21 AEZ Of
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N

11/
r
[ul

MENSE CHE E2H0|ME VPN

A4
£ HE A& (Enable log

& (CloudWatch Logs log stream name)0i| A
Lot

R
!
Hu
M
~
©


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/delete-client-vpn-endpoint.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html
https://aws.amazon.com/cloudwatch/pricing/
https://console.aws.amazon.com/vpc/

AWS Z20|1E VPN 22X LM

LT

mo
ok

AWS CLIZ Al235104 M Client VPN HIEZQIEO| 42 2

create-client-vpn-endpoint @& AF& 5t --connection-log-options It2tO|E{E X|EELICH
CtZ olXet 20| JSON HAlo2 44 20 HEE X|HE &= l&LCt

{
"Enabled": true,
"CloudwatchLogGroup": "ClientVpnConnectionLogs",
"CloudwatchLogStream": "NewYorkOfficeVPN"

}

1. https://console.aws.amazon.com/vpc/0l A Amazon VPC £ L|C}H.

2. EM 3of M Client VPN 1= Z QIE(Client VPN Endpoints)E 41
Client VPN QIEZQIEE MEHFI 1 ZHQ(Actions)S MEASH CH= ZCI0|YME VPN AIEZQIE £

H(Modify Client VPN endpoint)2 AMEHEL|C}.

4. 91748 EZ(Connection logging)olAl E2t0|1E 4Z0] CHEF 2T M2 HE A& (Enable log
details on client connections)2 A& &LIC}

5. CloudWatch Logs 21 & O|&(CloudWatch Logs log group name)0i| A CloudWatch Logs 21
JE9| O|§S MEELICEH

w

6. (M= ALZ) CloudWatch Logs 21 A E 2| 0|&(CloudWatch Logs log stream name)0i| A
CloudWatch Logs 21 AE2|o| 0|2 MEdEtL|C}

7. Zc2I0|21E VPN A= X QIE = (Modify Client VPN endpoint)2 ME{EL|LC},
AWS CLIE At8&3t0{ 7|E Client VPN JIEZQIE M| 012 222 &3l 5te™

modify-client-vpn-endpoint B2 & A&t --connection-log-options Lt2tO|E{E K| g LIC}.
CIS oAt 20| JSON A2 ¢4 211 HEE X|HE &+ JU&LLCt.

"Enabled": true,
"CloudwatchLogGroup": "ClientVpnConnectionLogs",
"CloudwatchLogStream": "NewYorkOfficeVPN"
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modify-client-vpn-endpoint @2 & AF& 3l --connection-log-options ItetO|E{E K| ELICEH
Enabled7t falseZ MHEE|0] JI=X| =0l
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Client VPN QIEZQIE T4 mt U2 FEtO|UE(ALE K7t Client VPN IEZQIE QL VPN Q122
st= ol A83te F LI Ct. OIEPOE'% CH2 EE(LHHLH7I)o+04 VPN01I °HA1IAoH0|= st= 2E 22t
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SMet 2eto|E ZEtol8l 7|§ FItatof gLICH BEE FIHE P Z2t0|HMEE= ovpn THUS
OpenVPN Z2}0|E AZEQ0{2 7IX{2 = YU&LICh
/A Important
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7|2X2 2 OpenVPN 2ZI0|HE 42| “remote-random-hostname” S M2 A LE=7t= DNSE &
QS ELICH 2t UE 1= DNSTH 23t E[2 2 ZEt0|UET A ZRIEQ| P FAE &K 2

H AIEZQIE S| DNS O|&E ping® & {&LICH

Client VPN =X QIE 7} Active Directory 2152 Al&5t11 Z2I0|ME
2|0l A Multi-Factor Authentication(MFA)2 & M3&let 22 M DS CI22
HHEZ 5ok & LICH Z2t0|AE = 0T T4 e A=
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ZEI0|UE 48 I LHELHZ|

£ IF= AWS CLIE AF85t0{ E2I0I|E 482 LHEY = J&LICH.
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Zei0|¢E Y2 HEUE SH(EE)

1. https://console.aws.amazon.com/vpc/0l A Amazon VPC 2£ & 04M[2.

2. B Fof M Client VPN Q= X 21E (Client VPN Endpoints)& ME{EFL|C}.
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3. Zolo|E M2 CIR2ECEE Client VPN QIEZQIEE MEHS T Download Client
Configuration(22}0|HE FH CIREE)S MEIELICE
220|91E A2 LHELHZ{T(AWS CLI)

P

£3 0t ol RIGELICH

[e]]]
d

export-client-vpn-client-configuration &2 AL

$ aws ec2 export-client-vpn-client-configuration --client-vpn-endpoint-id endpoint_id
--output text>config_filename.ovpn

ZEI0|UE QB M & F|E Client VPN AIEZQIE 74 mtUut 74 20| Eof i Z &L

Ct. o] 82 T+ ol 2IBM & 7|10 B2 & X|HEfLICH MEste HAE HETV|E AHEs0{ 714

P A1 oY ZR 20| ChEE FIMELICL /path/E SEH0IUE QIS M X 7(2| X2 HiEL
CHRIRIE =X QIE0| HZst= SCI0|UEE 7IELZE F).

cert /path/clientl.domain.tld.crt
key /path/clientl.domain.tld.key

(M 2) 7 It Uof <cert></cert> Ei1 AtO|0f| E2}0|H
key> EHI AtOlofl = 2t0O[|E! 7|o| L& S FI+EFLICE o] &M
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proto udp

remote cvpn-endpoint-0@01labcabcabcabcl.prod.clientvpn.eu-west-2.amazonaws.com 443
remote-random-hostname

resolv-retry infinite

nobind

remote-cert-tls server

cipher AES-256-GCM

verb 3

<Cca>
Contents of CA
</ca>

<cert>
Contents of client certificate (.crt) file
</cert>

<key>
Contents of private key (.key) file
</key>

reneg-sec 0

a2

Zf Client VPN RIEZQIE o= A 7t58 Ty HIERHT 2B E dFst= 2t E Eo|=0] JU&L
Ch 2t E ElolE2] Z et B2 UER T EcfEo| ME == /XIE AHEELICH Z Client VPN 2=
ZOIE gtRElo| Het £0o{ 722 FHoto T4 HERXHF ol HMAE & = ZEto[HFEE K|l

OF gfLICt.

Client VPN IEZQIE0f VPCO| MEUIE 4ZA5tH alid VPCO]| CHEF 2t &I0| AFS 22 Client VPN
AcxQIEO| Bt Eo[Zof FIHEILILH mloFE VPC, 22804 HESRS, 2H HESA(E
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonec2.html#amazonec2-resources-for-iam-policies
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_amazonec2.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html

AWS Z20|1E VPN

22|RE 2FLHA

"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
I
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
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Client VPNEF aliE &2 =& 5
o

Ol HEt B2 CHE IAM QE{E|o] 9198 4 giaLic

K] 23 2AAE AKE FolB MH|A AZE AYE S AAE + QU&LICH Ol A stH 2|40 ol
B A& HEHS BFEO|Z MRIY £ @17] T2 0] Client VPN 2|44 7+ 23 ELCH

52 x|245t= 7|EF MH|A0] CHE XFM|BH LIRS IAMS E EHod5t= AWS MH|AE &l
173 248t (Service-linked roles) Qo1 0il(Yes)7t Qe MHIAE oM. SHE AMH|A0
CHBF MH|A @44 o8t MHME EEdH ofl(Yes) I E MESHLIC.

Client VPNOI| CH3F MH|A 947 o4&t 3t

Client VPN VPN @141} ZH24E S| AAE MM
AWSServiceRoleForClientVPNO|2t= AH|A ¢4

AWSServiceRoleForClientVPN MH|A @144 o4& 2 ders +=l5t7| |lall CHS MH[AE AMZ|EHL|CE

* clientvpn.amazonaws.com
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O|& O] ClientVPNServiceRolePolicy 2!
gl'Eol'_l_ﬂ 'IQEI-I—“:l'

Y2 Client VPNO| X|HE 2lAA0M CHE BY

2
104

:Resource: "*"Of CH$t ec2:CreateNetworkInterface

2
104

:Resource: "*"O CHEF ec2:CreateNetworkInterfacePermission

2
2

:Resource: "*"Of CHEt ec2:DescribeSecurityGroups

2
2

:Resource: "*"Oi CiEF ec2:DescribeVpcs

2
2

: Resource: "*"Of CHEF ec2:DescribeSubnets

2
2

:Resource: "*"Of CHEt ec2:DescribelnternetGateways

2
2

:Resource: "*"Of CHEt ec2:ModifyNetworkInterfaceAttribute

2
2

:Resource: "*"Of CHSt ec2:DeleteNetworkInterface

2
2

:Resource: "*"Of CHSt ec2:DescribeAccountAttributes

2
2

:Resource: "*"Of CHEt ds:AuthorizeApplication

2
2

:Resource: "*"Of CHEF ds:DescribeDirectories

2
2

:Resource: "*"Of CH$t ds:GetDirectoryLimits

2
2

:Resource: "*"0f CHBEt ds:UnauthorizeApplication
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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« & Resource: "*"Of CHEt logs:DescribelLogStreams
« & Resource: "*"Of CHEt logs:CreateLogStream

« &Q4: Resource: "*"Of CH3t logs:PutLogEvents

« &4 Resource: "*"Of CHEt logs:DescribelLogGroups
« %d: Resource: "*"Of CHEl acm:GetCertificate

« & Resource: "*"Of CH8t acm:DescribeCertificate
« & Resource: "*"Of CHEt iam:GetSAMLProvider

« ZQ4: Resource: "*"Oi CHEt lambda:GetFunctionConfiguration
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://console.aws.amazon.com/servicequotas/home/services/ec2/quotas/L-9A1BC94B
https://console.aws.amazon.com/servicequotas/home/services/ec2/quotas/L-8EA77D34
https://console.aws.amazon.com/servicequotas/home/services/ec2/quotas/L-C4B238BF
https://console.aws.amazon.com/servicequotas/home/services/ec2/quotas/L-401D78F7
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https://docs.aws.amazon.com/vpn/latest/clientvpn-user/troubleshooting.html
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O|E5 ZAELICH 4F ECIO|HEE= O] IiEtOIEE QIAISHK| Z5IE 2 DNS 0| o 228 29|
o| EXlYEE E0|X| et&LCH.
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10.1.0.0/16 = 172.131.0.0/160{ HUAM|AE 5= IX|TCHE ZE HELKTo| HMHAE =
SLICH #2110 58 MAHSH M 28 2F ZE UWEXT o HMAE £+ Q&L

Client VPNOIlME Het R0 F=2 BIHe m 7HE 2 HF AL LRIE ASELICH XpAMIEH L2
Amazon VPC A& HEMO| ZZE M &=2|& H X5t

Solution

=g PHEO0{0F °*L—IE+ 0. 0 0.0/004 CHEF Hst '='o1 -T-P‘"’ 7<7+0+L A glx|ate 2 W™ILE|H 0]
™ Mt 2o Ao [t HMA HEHE 2o{st=s WEXI T MEHE = U&LICH
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Client VPN AIEXZQIE ZAZE SHIZ A & X|2t Zeto|dE 7} 1|o{&El VPC, Amazon S3 EE&=

QIEio] AMAE 4 giarLict

Solution

ChE =MTols 2IHY, Zlo{2E VPC & Amazon S3 912 EMIE TIEHSt= BHA7F Lot d&LICE
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https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Route_Tables.html#route-tables-priority
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Clients can’t access
peered VPC/53/the
internet.

Does the
endpaoint
have the required
authorization
rules?

Mo Add the required authorization
rules. For more information, see
Step 1.

Does the
endpaint’s security
group have a 0.0.0.0/0
‘egress all’
rule?

Add an outbound rule that
allows “all traffic’ to 0.0.0.0/0 to
the Client VPN endpoint’s
security group.

Check that you have provided a
DMS server for the Client VPN
endpoint. For more information,
see Step 2.

Can you resolve
the DNS name?

Check that your associated
subnets are properly configured.
For more infoarmation, see
Step 3.

Can you ping
a public IP
address?

Check the M55 config in the
.ovpn endpoint configuration
file. For mare information, see
Step 4.

Can you ping
an IP address with a
payload larger than
1400 bytes?

220U ETH B2 EW/PC, Amazon S3 L= QUE{LI0| HMAE = IS 131
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 Windows

C:\> ping 8.8.8.8 -1 1480 -f

* Linux

$ ping -s 1480 8.8.8.8 -M do

1400HO|EELC 2 HO[ZEE AI85I04 IP FAE Pinge =+ 9l 8 #ste HAE HETIE

A&735104 Client VPN AEZQIE ovpn 74 TS ¥ OIS E FIHEHLICH
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TLS Error: TLS key negotiation failed to occur within 60 seconds (check your network
connectivity)
TLS Error: TLS handshake failed

Connection failed because of a TLS handshake error. Contact your IT administrator.

A8t BEH0IIE B M Fl4 SBE 7R L 2EH0IE QIS M HA 220)
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OpenSSL =7 & AtE5t0] 2EI0|HE QIS M F|4& S| o2 IME & QlghLCt.
$ openssl crl -in path_to_crl_pem_file -noout -nextupdate
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https://github.com/OpenVPN/easy-rsa
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/troubleshooting.html
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ZEI0|UENM BB K7L QElX| gt S (S 28)
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Client VPN ¢IEZQIE0]| 9i5 Q15 -
OlRtE £ E8lololk| B2hP R H YR §T HA B o% 2 ot s B A EABLICH

2ol
22}0|MEN MB=E 7+ mp Aol auth-federate Zci27F & |0 K| et&L|Ct.
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A1 24 IS LT AWS K2 E 2EH0[IER 7HR CHe CHAl A5l 2AIAL.
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Client VPN 2IEZQIE0f 215 QU5 S ALSELICH ZEI0|HUET A=EZQIEO dAS5IE{n ot 22t
O|ME ~ZEQo{o M IS 2FE greterLch.

The authentication flow could not be initiated. There are no available ports.
240l
AWS NS El ZEI0|UE = TCP ZE 350012 AL&5t04 @15 S 2t =al{of &L|Ct RhAllgt MdE2
SAML 7|8t A5 QB0 CHet @F At & e ALY MME H XML,
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VPN @1Z40| S2&|1 ZCI0|¢ME AZEQ|o{of|M CtS 2F 7t BHEHEILICE "The VPN connection
is being terminated due to a discrepancy between the IP address of the
connected server and the expected VPN server IP. Please contact your
network administrator for assistance in resolving this issue."
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