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AWS K|S El Windows& ZE}0|MEE AI&35to Tt 238 ELHE{H

1.

2
3.
4

AWS VPN Client 42 LIC}.

T2 (Help), ZIE 23 2 LH7|(Send Diagnostic Logs)& MEgLICT.

ZIEF 23 2L 7|(Send Diagnostic Logs) & 0{| A 0d|(Yes)E ME4EFLICEH

£t 23 ELH7|(Send Diagnostic Logs) &AM CtS 2] & StLIE s&FLICH

- X HSE ZEE o SASE{H [0d(Yes)|E MESE OHS [EQI(OK)]2 MEHELICH
- X HESE 502 FHSIE{H ofLIL(No)E ME4FLICt

AWS Support®d2te [ &= HE E M S35hoF gLt

AWS K|S E macOS& ZCI0|HUEE Ar8sto TIH 28 EiLiedH

> WD

AWS VPN Client 42 LIC}.

T2 (Help), ®IEF 2 ELH7|(Send Diagnostic Logs)E ME4EfLICE
X|E

Hu
H
HL
=
N

Send Diagnostic Logs) &0l 0|(Yes)E ME4EF LI}

—_
gol 2ol 3% ¥ E HMo| £ O} &QI(0K)2 MestLICt.

AWS K|S E Ubuntu& ZEI0|HUEE ArEsto T 238 Hiig{™

> W Dd

Windows 7|8 E2I0|21E2t2| E2I0|21E VPN @148 EX| sHZ&

m

=
Oh
AT

AWS VPN Client 42 L|C}.
T2 (Help), ®IEF 21 ELH7|(Send Diagnostic Logs)E ME{EfLICE
[ZIEF 23 2 LH7|(Send Diagnostic Logs)] &0l M [H5(Send)]

S A
= —
S0l Mol &% WS E JISF LI HEE SULCO| A £ UALICH

AWS Support2d&f e [ &= HEE XSstok gfLict

MIA0{= Windows 7|8t 2 2I0|Q1EE At2510{ Z2I0|HE A= ZQIEof Q1Z3% Y whadst
Aol cHet 2 IF L E|o{ A&LICH VPN
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|

+ AWS AM|SE 22I0|HE

« ¥7| VPN GUI

« VPNYHZ ZEI0|HEE JLCH.

AWS MSE Z2t0[E
AWS X3 El Zeto|HEE= o|HIE 28 ddstod AFE(L| CHE {IXIo| MHEFEFLICH
C:\Users\User\AppData\Roaming\AWSVPNClient\logs

CHEo 22 /82 =208 MA8F + /U&LICH

« OHEZ2[7olMd 2: o Z 2|70l Mof| CHE HEE =& efLICh oledet 23 ¢odl ‘aws_vpn_client_'7}
E&LICh
E H

« QEVPN 21: 2E VPN ZEAM| A0 CiEt HEIH E01 U&LICH o248 21 2o
ovpn_aws_vpn_cllent_' 7t &Lt

AWS X3 El ZEt0|HE = Windows MH|AE ALE5I0] FE XS = ELICH Windows MH|A 2
J= AFE | ChS { x|l XMEHELICt

C:\Program Files\Amazon\AWS VPN Client\WinServicelogs\username

|

« SCIO[METL HAE 4 el&LICH

+ “TAP-Windows O{R{E{ 15" 21 H|A|X|2t & 7H Ect0|1Eo]| e = &LICt

o
=
« SCIOIMETI CHAI ¢4 & HElZ HHESLICH

« VPN T2 MATL O 7|X| &t AH S 2 ELICEH

- OfEE|F0lMdE AlE SR ZRHELICH

« SCto|MET Z2EE BrE £ Sl&LIChH

i
o
s
0=
o
r
o

+ Windows 10 EE= 1182 PCs AF235H= Dellol A 2210|91E &
o VPNEQ] HA|X|QF &7/ odd0| ZZIL|c}.
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L

SetoliETt 47 4 ¢

&LCt.

>

|

AWS N ZEl 22l0|¢1EE Z2}0|HE VPN AEZQIEO| 9438 4= Qi&sLC.

Ol Exle| #el2 Ch&g & stLteY = U&LICH

« HFE0|A CHE Open VPN ZZ M4 7} 0|0| & S0|=2= Z2t0|UETH AAE & i&LICH
A
o

- 74 mU(ovpn)O| R EIRAELICE.

Solution

AFEo| A" Sl CHE Open VPN OHEZZ|AH 0|M0| UEX| EQISHML. BAM7E /e B2 o8t =
EMAE "X|3P7-|LP SZEHCHS 22t0|21E VPN AHEZQIE O CHA| HAZES EAA|2. Y2 VPN 2
J0 771 UEX| &Qlstn EEt0|HE VPN EIXA CHS HEE &0l & QHEGAAIR

- 7 mol= SHE ZE0IME 7|9 2B M7F 04 J&LICH REMIEF L& 2 AWS Client VPN £
2|X} FLiM e 2E[0[E T LHELHVIE BESAML.

- Ot& & 3HX| &Qlst 'IIO CRL XM LHE 2 AWS Client VPN 2 2[Rt 2HLiAH 2| 2E[0|R1E VPN

AT ZQIE0| HPE 4 g ZEHOIMEE HEFHAAIR.

“TAP-Windows O1RiE] g15” 21 HIA|X|et &7/ 2Eto[AEol| AZE + &L
S|

AWS NS E Zeto|HETI 2210|ME VPN HIEZQIE| 0448 £~ gloM of Z2|7ilolMd Z0i C}
St 22 2F HAIX|7F LEFELICH “O] A|AEIOlE TAP -Windows O1RHE{7F Q& LICH Al -> &2
£ Z 233 -> TAP Windows -> F & Z(E| -> M TAP -Windows 7t4 0| o{RHE{ FI7}"E 0| S50
TAP -Windows O{RHE{E 44J& =~ Qlo{of &FLiCt,

Solution

Ct

0jo

Zx| & Lt ol 2 ~&sto] Ol EXME aHAE + U&LICH

« -Windows O{R{E{E C}A| A|ZFEFLICE TAP
« TAP-Windows E2}0|HHE CIA| Ax|gFL|Ct.
« M TAP -Windows O{HIE{E MM AAI2.
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ZetO|UET} CHA| 14 & SElZ HE&ELICH
|

AWS X3 E Z2t0|HET Z2t0|HE VPN AEZQIE0| HAAS AT 5HK|2H RHHAZE S EHOI M HH

o HAFE{7} QIE{lof HAZAL|o] UK| b&LICE
- DNSEAE O|E0|IP FAZ &QIL|X| ot&LICH

* Open VPN Z2AM|A= EHoi| FeHE 642 AlZgfLCH

Solution

HAFE{7} QlE{lol| AZAZ|o{ UAE=X| EQIELICH 2EI0|HE VPN ZE|XHof|7H| 22|50 744 1l o]
remote X|A|Z20| REEHIP AR EHOIZ|=X| &QISHAMAI2. AWS VPNEEIO|HE FojMq i &2
7|8 ME4SI0{ VPN MM A4S B CHA| HAGH 2 = 9 a LIC}.

VPNQIZA T2 MA T} 07| x| et A S 2 EL|C}.

=X

S2l0|¢HE VPN AEXZQIE 0| 185l S ZEl0|UE T of| 7| x| &L AH S=FLICE.

el

TAP-Z & E{0d| Windows 7t Ax|E|0] QK| et&LICH O] AZEQoj= ZEI0|MEE MllstE ol E2
grLich.

Solution

AWS X3 E Z2t0|HE Mx| T2 S CHA| Al™5to] HRdt 34 =52 25 MxIFU o

OfZ 2|70l E AlEfotx| ZE&LICH

|

Windows 701 AWS MBE SeH0IHMEES Yain T ST S2H0IAETH AIFHEIX| etaLict
249
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 NETZH YT 4.7.2 0|4 0| ZHFE{oll Ax|E/0] QK| S&LICH 2EH0|MEE Alststs o TR EHL
Ct.

Solution

AWS XS E ZCI0|ME Mx| Z2O 2 CHA| A5t ZRst &% 52 25 MX[FELICH

2lol
2210|HE VPN AEZQIET} 435 QB S ABsHe B2 74 (ovpn) THA0E 2EH0|YME QIS M
[m]

Solution

Met 71§ F7HA

Z2t0|ME VPN ZE[R7F 74 ol 2EH0[AE 1B = 2
E 74 LHEUW7|E HZSHAIL.

L2 AWS Client VPN & 2|} FHLHAM 2| EE}0|2

Windows 10 2= 112 PCs AL& 8= Dellol A 2EI0[AE 50| YlghLch

|

mjo
>
ol
==

Windows 10 EE&= 1 5l
O|5f I A|AEIS EFAEEE [}

=
O|MES| 210i CI2L

£’ Dell PCs (HIA3E & #F) oA VPN 7+ TS 71X 27|
gt et = J&LICH o]l EXM7t elsts B2 AWS XS E E2t

System.AccessViolationException: Attempted to read or write protected memory. This is
often an indication that other memory is corrupt.
at System.Data.SQLite.UnsafeNativeMethods.sqlite3_open_interop(Byte[] utf8Filename,
Int32 flags, IntPtr& db)
at System.Data.SQLite.SQLite3.0pen(String strFilename, SQLiteConnectionFlags
connectionFlags, SQLiteOpenFlagsEnum openFlags, Int32 maxPoolSize, Boolean usePool)
at System.Data.SQLite.SQLiteConnection.Open()
at
STCommonShellIntegration.DataShellManagement.CreateNewConnection(SQLiteConnection&
newConnection)

AWS M3 E Z20|HE 45
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at STCommonShellIntegration.DataShellManagement.InitConfiguration(Dictionary 2
targetSettings)
at DBROverlayIcon.DBRBackupOverlayIcon.initComponent()

Windows 10 2! 112 Dell 81] 2! S A|AEI2 §3| CHS Ml DLLs 7HX| < AWS M3 E 220
|

+ DBRShellExtension.dll
» DBROverlaylconBackuped.dll
» DBROverlaylconNotBackuped.dll

Solution

Ol EME L X|sted™ X Z2to[AUETH AWS MSE 2EI0IFE S| %M HHE A5t U=X| &
RISt MAI2. AWS ZEI0|21E VPN CI2EE 2 0[50 M HEE AL e == /U= B2 =& HE
2 dado|=stMAI.

| 2018t L|C} Dell Z& H AIZ 01| A
L

bal

£ 0| 2X[7t ol Z (70| & HT0| M SHZAEIRA
* Dell ¥4 &/ 57 ofZ2[7H0|dE AEstX| ef=d O
Ch oiZ 2|70l E Yado|=5tx| foed® otUE A Xet7LE OIS HHE =T JU&LICH DLL
aeiLt OlF A 5t Dell ¥ A 57 of ZE|70|440| MCHZ X S3tX| f&LICH

» Dell ¥4 &/ 57 ofZE2[7H0|ME A8 stE B9 |4 HEHL
ct

-

ol MM EE= O|§ A DLL

rr

9l 277 MAIE 9IxIE F&LICH Y¥Hsio g 9%

LICH.

1. Windows B 7|2 0|S3t04 Dell
off Mx|E|X|gF ZHAHS sfof & £

30 IE
oy 12

C:\Program Files (x86)\Dell Backup and Recovery\Components\Shell

2. Mx|CIHEEMCHS DLL I YUE 522 AR5t HLE 0|22 HHELICH F &9 & StLIEt 5i

1= Ecill_ 7—|<> I:lFx|oF A OI§L| |.

« DBRShellExtension.dll
» DBROverlaylconBackuped.dll
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» DBROverlaylconNotBackuped.dll

e o|& &0 “.bak’E F7t6t0{ It Y O|FE HIE & U&LICH (0f: .dil.bak).
DBROverlaylconBackuped

VPNE Y HAIX|= 874 20| ZALICH

Ct2at 22 2 HAIXI2E &7 VPN @42 0] VPN
Z:

= ZZLch 71717t HEE ZH HERTFO FA S
Zto| HZ@x|of 40| SR E/LICH M VPN e MY

stAl2.”

Solution

Ot2i Description EEJ} YX|5tX| b= A HX{ TAP -Windows O{EH{EHE H|7HEF CHS AWS XS
=l ZEI0|HE Mx| Z2 O3S CHA| ™50 LRt 3S5MHE 25 HRIGHAMAIR.

C:\Users\jdoe> ipconfig /all

Ethernet adapter Ethernet 2:

Media State . . . . . . . : Media disconnected
Connection- spec1f1c DNS Sufflx
Description . . . . . . . . . . . : AWS VPN Client TAP-Windows Adapter V9
Physical Address. . . . . . . . . : @0-FF-50-ED-5A-DE
DHCP Enabled. . . . . . . . . . : Yes
Autoconfiguration Enabled .« .« . : Yes
47| VPN GUI

Che 2X 12 MEE 2152 10 & (64HIE) L 2= 2 M 2016 (64H|E) 2| 2Z VPN GUI AZE
104 B{A 11.10.0.0 & 11.11.0.00l A EIAEE|QA& LT

78 o2 AFE L ChE fIx[ol XMZE L

C:\Users\User\OpenVPN\config

27| VPN GUI 27
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1A 2= HAFEQ O F X0 HEELICEH
C:\Users\User\OpenVPN\log

o

—_

VPN@iZA Z2}0

Im
M

JLCt,

CtE =X s HE= IS 10 & (64H|E) & 2I=<2 AMH{ 2016 (64H|E) 2| Open VPN Connect
Client AZ EQJof H{%12.6.0.100 & 2.7.1.1010 M EIAE E[R& LIC}H

78 2 AFE Q| ChE fIR[ol XZELct

C:\Users\User\AppData\Roaming\OpenVPN Connect\profile

¥l

2 23 dFEe O3 IR0l MY ELIC

:|kl

C:\Users\User\AppData\Roaming\OpenVPN Connect\logs

Transport Error: DNS resolve error on 'cvpn-endpoint-xyz123.prod.clientvpn.us-
east-1.amazonaws.com (http://cvpn-endpoint-xyz1l23.prod.clientvpn.us-
east-1.amazonaws.com/)' for UDP session: No such host is known.

= H&LICH DNS7H &S EX|stc{H 22t0|AETH DNS 0|F ool lefeo| EAtd
£ F7tslioF stX[EH U5 2EH0[AE = O|FEH ot x| gh&LICt

Solution
22|XF etLfM 2| 22+0|21E VPN 2l E DNS O|&2 =Qle == g0l CHEt ol 2 WS & X5

AlA|2 .AWS Client VPN
PKIEHZ!l0| gi& L Ct.

|

VPNQIZ Zlo|HEE Lct. 48
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FATAL:CLIENT_EXCEPTION: connect error: Missing External PKI alias

ol

—

o

Open VPN Connect Client 2AZEQ0{0{M &= QIEE AE3St04 152 ATt LTl 2AX7F U
&Lct 74 ol E2t0|HE 7|2 QB ATt & |

Solution

Z20|1E VPN 7/d mtoi lolo| E2I0|E F[et IBEMHE
Connect Client AZ E Q0|2 7IXHZLICH E= 2E 2EI0|HE (v
ZCI0|ME (v.1.7.14) 2 Z 2 CIE ECI0|MEE ABE = M'%L—IEP.
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ClE MMofE macOS E&t0
A&Lct z[4& ol Z2}0

=
« AWS MESE ZE0[AE

* Tunnelblick
- 27| VPN

AWS NS E Ecto[HE

AWS MSE Zeto|HEE o[HE 208 HYstod AFE Q| S fIx|of MEELICH

O 22 /82 208 AMEE + U&LICH

OHEZE|7|o|M 21: ofZ2(AH oMo CiEt HEE & gfLICt olz48t 21 2ol 'aws_vpn_client_'7t
E&Lct.

« QEZ VPN 21: 2EZ VPN ZZ2M|A0f| CHEF HETH E04 JU&LICH o248t 2 ool
'ovpn_aws_vpn_client_'7} £ &LIC}.
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AWS XMEE 2eto|HE= 2EI0IUE HIEZE MEs01 FE HYUE +HFLICH OIE 2a= HFH
o| ct=5 Rl MEEL|ct

/tmp/AcvcHelperErrlLog. txt
/tmp/AcvcHelperOutLog.txt

-

AWS M3 E ZE0|HEE= HFEQ| Ot fx|o 78 oS A& LCt.
/Users/username/.config/AWSVPNClient/OpenVpnConfigs

|

- EEtO|MET} HEY 4 Sl&LICH
A

=
- ZCIO[HUETCIA| HZE B YEIZ HHELICH
o
HA

AWS NS El Z2I0|ME = ZEt0|UE VPN JEZQIEN| HZA8E = glaLICt

ol

—

e

ol EX|e| #Hel2 hg & ottt == U&LCH

« ZAFE{0|M CIE Open VPN ZZM A7} o|0| A&l ZS0|22 Z2I0|MET HAAEE = R&LC.
A
o

- 744 1 U(.ovpn)O| R E|RELILCE.

Solution

ZFE{0f A3 QI CHE Open VPN OHZ2I7H0IA0] QU=X| BQISHHIQ. 2XI7H 2l ZS ol2{3t =
ZHAE EXI67LF B2 Chg 22to|E VPN AIS ZOIS0f ChA| (sl 2 AIAIQ. Pl VPN 2
T 287} Q=X 2Qlstn 2210IR1E VPN BEIRIOI CHe BEE HOISES &AL,

o 7 oteol= SHIE 22I0|ME 7|2t 1B M7F E01 JYU&LICH RHAIEH LH& 2 AWS Client VPN &
2IXF L] 2EI0|ME M LIELZ|E HZESIAMIL.
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. OFEl K& #HX| 2OI5tAR. CRL XFAIEH LIS S AWS Client VPN ZH2IXF SHLIAIS| Z2}0|2E VPN
Qe ZOlEof MY 4 oi= ZE0|HES HEAAIL.

|

AWS X3 El Z2t0|HE T ZEI0|UE VPN AEZQIE0| HAZAS AT 5HK|EH RHAZE S EHOI M HH
&LCt.

ol

—

e

ol 2xle| ¢el2 Chg & stLtY = U&LICH

- HFEIF QB AZE0] QK| ef&LICH

- DNSEAE 0|§0|IP TAE EHOI|X| ot&LICE

* Open VPN Z2AM|A= Eoi| FEHE 642 A=gfLCH

Solution

ZFE7} QIE{Llol HZIE|0f QUEX| BQIBHLICH B2H0lE VPN ZEIRol7 22l5tof T4 ol
remote XIAI20| RE IP FAR HOIEI=X| HOI5HIAIQ. AWS VPN 2H0IHE B0l 42 &
718 H=45t04 VPN MM 4742 21 CHA| H4Z08H & £ laLict

Zcto|MEJ 2 E g B + gl&L
EA

AWS NS ZEt0IHUEE AI85tod Z2 g e W Chg 277 Y= LICH

240l
S2H0I1E VPN AS ZQIET} 435 Q15 S ABSHE B2 T4 (ovpn) Tl SEH0IHE Q1B A
m]

3 717t L =|X| ef &L
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51


https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/troubleshooting.html#client-cannot-connect
https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/troubleshooting.html#client-cannot-connect

AWS T ZHAL VPN AR 7Ho|E

Z2}0|¢HE VPN &E|RH7F 7+ mp o] E2I0|E ¢l
L2 AWS Client VPN & Z2|A} FHLHAM 2| 220[1E

C20| =37 28t

0]
=il

HEE AT M CHE 27 7H LAELICH VPN
AWS VPN Client Helper Tool is required to establish the connection.

Solution

AWS re:Postol| CHEt CHE EME HESHAAIR2. AWSVPNZEIO|E - & =77t ZRELICH 2F

Tunnelblick

Ct= 24 812 HE = macOS High Sierra 10.13.6 7|2+ Tunnelblick 2Z E Q02| ™ 3.7.8(HE
5180)0il M Ef| A E E|Qi& LICH.

Zztolsl el 7 w2 HFE Q| ohE fIxlol MEELICH

0>

/Users/username/Library/Application Support/Tunnelblick/Configurations

T8 Aol chst 74 e HREQ ok SIxlol MEELIC

/Library/Application Support/Tunnelblick/Shared

2

42 2= AFEQ ks fIX[ol XZELct

/Library/Application Support/Tunnelblick/Logs

jo
P
0

20 M HEE £0[29H™ Tunnelblick HEE|7|0|ME E1 MHE MEHSt OIS 2O =& 2
gfLict VPN

ofs ot 12|& '-256-'E A2 4= 9l&L|CH. AES GCM

40| Almistn 20 ChS 27/ 7F BHEHEIL|CEH

Tunnelblick 50
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2019-04-11 09:37:14 Cipher algorithm 'AES-256-GCM' not found
2019-04-11 ©09:37:14 Exiting due to fatal error

Ct21 20| & Z|E Open VPN HEI2 MEHSIAA|L.

1. Tunnelblick O Z 2|7|0|ME L|C}.
2. d™Hg MEdSFL|CE.

3. QEZ VPN H™MO| AR 2462 MEAELICH @ F SSL T2 v1.0.2qJLIC}.

MANAGEMENT: >STATE:1559117927,WAIT,,,,,,

MANAGEMENT: >STATE:1559117928,AUTH,,,,,,

TLS: Initial packet from [AF_INET]3.217.107.5:443, sid=df19e70f a992cda3
VERIFY OK: depth=1, CN=server-certificate

VERIFY KU OK

Validating certificate extended key usage

Certificate has EKU (str) TLS Web Server Authentication, expects TLS Web Server
Authentication

VERIFY EKU OK

VERIFY OK: depth=0, CN=server-cvpn

Connection reset, restarting [0]

SIGUSR1[soft,connection-reset] received, process restarting

il

Z2I0|HE CIBE M7t FAEIRELICH Q1B S ATF = 042 SEHO| X1 Z= HH Fo| M "fA-
MELCctH

Solution

Tunnelblick 53



AWS T ZHAL VPN AR 7Ho|E

Z2tO|AUE #E|XAH M 78 TS 2ESHAAIL. VPN

2 & 7| AF8 (EKU)

TLS: Initial packet from [AF_INET]50.19.205.135:443, sid=29f2c917 4856ad34
VERIFY OK: depth=2, 0=Digital Signature Trust Co., CN=DST Root CA X3
VERIFY OK: depth=1, C=US, O=Let's Encrypt, CN=Let's Encrypt Authority X3
VERIFY KU OK
Validating certificate extended key usage
++ Certificate has EKU (str) TLS Web Server Authentication, expects TLS Web Server
Authentication
VERIFY EKU OK
VERIFY OK: depth=0, CN=cvpn-lab.myrandomnotes.com (http://cvpn-lab.myrandomnotes.com/)
Connection reset, restarting [0]
SIGUSR1[soft,connection-reset] received, process restarting
MANAGEMENT: >STATE:1559138717,RECONNECTING, connection-reset,,,,,

e
o

H QIF0fl ME&Lich stxlgt 220/

] E QB M| &% 7| AHS (EKU) EETI MH Q1B S 2I5H
285tElo] AU7| HZ0f 20| E 2150 AulF

L{Ct.
Solution
SHHE 2z2to[E °|"H£2+ 7|18 M85t UEX| FHlgL o Hedt 39 22H0/HE VPN #E[R}
of| 7| = elst A2 POIO*E VPN EZQIEOf AZstE O 22H0[AUE AUBS A7t ofd M 215
ME A83te 829 I LAY 5+ AgLoh
o= E IS M
=X
MH QIZ2 M35 xIgCtg 279 874 22l0|HE 215 0| Mufghict

WARNING: “Connection reset, restarting [@] , SIGUSR1[soft,connection-reset] received,
process restarting”
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ZE0IE eIBM REH0| TR E[IELICH

Solution

20| E VPN #E[Xto|H M 2EL0|1E IBME QA R.
¥7| VPN

ClS 28X 3112 M2 = macOS High Sierra 10.13.62] Open VPN Connect Client 2 X E 90 ™
2.7.1.1000{ M HIAEE|A&LICE.

lue HFE(Q| Che PIRlol KMEELICH

E

74

/Library/Application Support/OpenVPN/profile

¥l

2 23= dFEe O3 fIxlol MEELICcH

:|kl

Library/Application Support/OpenVPN/log/connection_name.log

Mon Jul 15 13:07:17 2019 Transport Error: DNS resolve error on 'cvpn-

endpoint-1234.prod.clientvpn.us-east-1.amazonaws.com' for UDP session: Host not found
(authoritative)

Mon Jul 15 13:07:17 2019 Client terminated, restarting in 2000 ms...

Mon Jul 15 13:07:18 2019 CONNECTION_TIMEOUT [FATAL-ERR]

Mon Jul 15 13:07:18 2019 DISCONNECTED

Mon Jul 15 13:07:18 2019 >FATAL:CONNECTION_TIMEOUT
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Open VPN Connectt M= Z2}0|21E VPN DNS O|&

Solution

AWS Client VPN Z2|X} oL 2] 2210|21E VPN A= ZQIE DNS 0|E2 =0olgh 4= Qo] cHdt &
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Linux 7|2t 22t0|1E QLS| E2t0|21E VPN 214 XA sHZ&

ClS MMoME 22 L Linux 7|8t 2CI0|01EE AFEE Ml 2 Me &~ ole EX|of chal| AHEEFLICEH
Z|Al HTO| EEto|¢EE AESt T UEX| ZQlgthLct
=HA

- VPNY7Y| (BBE
- HEQ3 #2|XIE VPN S8l &7 () GUI

AWS XS & 2Et0[HE

AWS MESE 2eto|UEE AlARIe| ChE /IR0l 210 mpdnt 724 TS ME LI
/home/username/.config/AWSVPNClient/

AWS MZE ZEt0|HE 2 Z2MAE AlAEC CHE Xl 23 ntedg MEELICH
/var/log/aws-vpn-client/username/

=S|

VPNQIZ0| MME Fo|x Z2}0|¢E AEZQIEN FAE HUMB CHA 7|2 AAE HUMHEZ
DNS #zZ|7t o|Ssle dRE%

ol
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Z2t0|AME = Linux AIARIOIM AL E = /U= AMH|AQl systemd-resolve AMH|A QL &5 2&3}H, O
MHIAE= S 22| g2 gLICt. DNS Z210|E A=ZQIE M FAIE|l= DNS HHE F43t=
Cll AF&ELICE VPN Systemd-Resolved= Z2I0|HE VPN =X QIE 0| M XS 3t= DNS A0 7t
2 M =8 JYSX| 47| WHEo 2 7E gL (ch CHAl 24 A|AR0| EE 7|E M
S E0{| DNS MHE F7IgfLICt 2t 2= DNS M7t 0475 24 =217t 71 =0t DNS #H2[E

sidste ol AL8E + U&LICH

Solution

1. Open VPN config ItY 2| & &0l CtF X|A[E22 F7t5t01 ZE DNS 27} EH{HE MEE TS
5t & AI2VPN.
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dhcp-option DOMAIN-ROUTE .

2. systemd-resolved0i| A MBS st= AEE EIEHE ALSELICH O|F A st24T A|lARIMM CHS
B S M504 /etc/resolv.confE /run/systemd/resolve/stub-resolv.confoi
symlink2 242§t L|Ct.

sudo 1n -sf /run/systemd/resolve/stub-resolv.conf /etc/resolv.conf

3. (MEH AR AJAHE] SHZE Aol ZEA|DNS #2IE H6HR| &t # 22 AKX DNS WA
EAY ELe{H O 2 MEE B3 8 HASHMIR. /etc/resolv.conf /run/systemd/
resolve/resolv.conf

sudo 1n -sf /run/systemd/resolve/resolv.conf /etc/resolv.conf

DNS8HE 7H4, CIE{H|O|AY 74, M St 20| A|[ARI0|M 2RlEl 248 ?3[5t2{H o] &
AE +8st= W0l Z&LICH DNS DNSSec Ol M2 42 A S7HDNS BIZEE 7Hel 8=

E 2 MHolsHof 5t B0 §5 FFLICE VPN 6 € £01, DNS At VPC IPE &02lE|=
www.example.com& B|ZE7} U= AtA & QIXt7L HIS7HO| US = U&LICH Ol SME ArS 6t
of HE2! IPE &QlT|E www.example.com| HEZ! HZEE MAElE £~ Q&L

VPNE7| (BEE)
=2
DNS3H4 =7+ &S5t x| ghot 40| M2 & &3tx| & LICh.

ol
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DNSAMH7} 2EI0|1E VPN HIEXZQIE 0| M E[0] K| 2L7{L} ECIO|YE A X E Q040 M MHE
=45t K| et& Lt

Solution

CtS EHIE ALE5H04 DNS MH7E 8|0 T MO 2 2 Sst=X| & et A2,

o]

1. 270{ DNS M = 0| U=X| &SI MA|IL. O Ao ME ECI0|HE VPN AEZQIEN 7
A= DNS ME{7F 192.168.0.2 OFX|2 =of EFEEI—IEF

Mon Apr 15 21:26:55 2019 us=274574 SENT CONTROL [server]: 'PUSH_REQUEST' (status=1)
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WRRMon Apr 15 21:26:55 2019 us=276082 PUSH: Received control message
A=x| &

'PUSH_REPLY, redirect-gateway defl bypass-dhcp,dhcp-option DNS 192.168.0.2,route-
gateway 10.0.0.97,topology subnet,ping 1,ping-restart 20, auth-token,ifconfig
10.0.0.98 255.255.255.224,peer-id 0
Z2t0|ME VPN ZEIXtof A 2EI0|ME EXE e
E0of DNS ME{ (0: VPC DNS AMH) 7} RI™-HEIFE
AWS Client VPN 22|} et el Z20|21E VPN
g LICH.

ol

1= 7o
AL O

A= K| &

K| E DNS A7t ¢

2l0|1E VPN QIE X
8

M x| E| 0

Al2. VPN AHAIEt L
5104 resolvconf THF|X|7} %

A2,
2. Ctg BB A
sudo apt list resolvconf

et st oFgf LIt

Ojo
fjo

e o
resolvconf/bionic-updates,now 1.79ubuntul®.18.04.3 all [installed]

[[P]
rlo

Listing... Done
FFE At8sto A

Ojo

MZIE|o] UK f2 F< Ct
I (.ovpn T}

FAHEE ol

sudo apt install resolvconf

7|0i M Z2Et0|HE VPN T

3. HlAE HHE
script-security 2
up /etc/openvpn/update-resolv-conf
down /etc/openvpn/update-resolv-conf
EJt 3 &K QlgfLict 270i= ctSot

2015104 resolvconf A3 &l
Mon Apr 15 21:33:52 2019 us=795388 /etc/openvpn/update-resolv-conf tun@ 1500 1552

M
mM

2f =|ofof grLct.

b Hu

10.0.0.98 255.255.255.224 init
dhcp-option DNS 192.168.0.2

HEQ3 #2[XtE VPN &3l 7] () GUI

=X
VPN &3l 47| () GUI
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[0 Chs R/ 7F drdghoict

[e]l]

HESIZ 22Xt D7 VPN ECI0|HEE A mf dZ 0] Aluj

Apr 15 17:11:07 OpenVPN 2.4.4 x86_64-pc-linux-gnu [SSL (OpenSSL)] [LzZO] [LZ4] [EPOLL]
[PKCS11] [MH/PKTINFO] [AEAD] built on Sep 5 2018

Apr 15 17:11:07 library versions: OpenSSL 1.1.0g 2 Nov 2017, LZO 2.08

Apr 15 17:11:07 RESOLVE: Cannot resolve host address: cvpn-

endpoint-1234.prod.clientvpn.us-east-1.amazonaws.com:443 (Name or service not known)

Apr 15 17:11:07 RESOLVE: Cannot resolve host

Apr 15 17:11:07 Could not determine IPv4/IPv6 protocol

ol
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e

remote-random-hostname Z2i17t MEE|X| 2o 20| E = network-manager-gnome
I 7|X|& AH85to{ HZAE == gLt

Solution

r+
r2
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)
Z
w
)
i
mjo
i
ro
s
»
u|o
2
el
o
o

AWS Client VPN ZH2|X} 9HLIA Q] 22} 0[21E VPN 9
A U S FEFAAL.

A QO 2EI0|21E VPN &4 a4

Chee 2210I¢EE AL stof 2210/91E VPN A= EOlEof 17 m A 4 ol Yutsiol 2

M L.

TLSZ| E4tof AlmZH&LICE

TLS key negotiation failed to occur within 6@ seconds (check your network connectivity)
TLS Error: TLS handshake failed

. d3led FRlo 2 Olsl TCP Egf= 0| UDP AtEHE| 1 Q& L|CEH.
ol
=

(.ovpn)oiAM EZEl Z2I0|ME 7|2t QIS MHE A5t U&LICt

=5 =X 59


https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/troubleshooting.html#resolve-host-name
https://docs.aws.amazon.com/vpn/latest/clientvpn-admin/troubleshooting.html#resolve-host-name

AWS T ZHAL VPN AR 7Ho|E

- Z20|ME QB M F 4 55 (CRL) O B2 E|R&LICEH

Solution

HAFE{o| &hsled 7 =l0| QHFRE EE= OFRHI2E TCP £ X E 443 £ 11942| UDP ECHEIE &t

EHStEX| &Ql5t M A|2. 22I0|21E VPN 2R Al 22|50 CIS HEE &2l AAI2.

« Z22I0|1E VPN HIEZQIE O 5ty FElQ| 443 TCP EEE= 1194E UDP S8t EC=lg &tE
SHX| St =X| Ol AMA|I2.

- 7 oteol= SHIE 2CI0|ME 7|2 Q1B M7F E01 YU&LICH RHAMIEH LHE 2 AWS Client VPN &
2|AF SFHLHA S| 2CI0[IE 2 LHELHZ|E EXSHMIL.

« 097M3| CRL R 5 35ICH= 7. XIMIEE LHE 2 AWS Client VPN ZH2|X} oHLHA{ S| 22}0|1E VPN Q=
EZOIEO| ¢S £ Qi SCI0|HEE HIFAMAIR

TLSZ| ol AuRf&LICt.
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AWS macOS& A& 220|121 ME HE=2ElAa HEEFE 20249 5¥ 21
E (3.10.0) E A Z3tM L.

0t
HL
Il
n

AWS macOS& AS 2cto|2d  MF HE= 2l 20249 48 11

E (3.9.2) EA| =M L.

61


https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux.html#client-vpn-connect-linux-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux.html#client-vpn-connect-linux-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows.html#client-vpn-connect-windows-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows.html#client-vpn-connect-windows-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos.html#client-vpn-connect-macos-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos.html#client-vpn-connect-macos-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux.html#client-vpn-connect-linux-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux.html#client-vpn-connect-linux-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows.html#client-vpn-connect-windows-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows.html#client-vpn-connect-windows-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos.html#client-vpn-connect-macos-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos.html#client-vpn-connect-macos-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows.html#client-vpn-connect-windows-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows.html#client-vpn-connect-windows-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux.html#client-vpn-connect-linux-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux.html#client-vpn-connect-linux-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows.html#client-vpn-connect-windows-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows.html#client-vpn-connect-windows-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos.html#client-vpn-connect-macos-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos.html#client-vpn-connect-macos-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos.html#client-vpn-connect-macos-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos.html#client-vpn-connect-macos-release-notes

AWS TLZHAF VPN AR 7H0|E

AWS SEES HZ 210/ ME HEE YA MEE R 202414 4% 112
E (3.12.2) EA| ML,

AWS PI=2&8 A& 22021 MR HEs 222 ™EE & 202444 11
E (3.11.2) EA| ML,

AWS macOS& M3 ZE2t0[ed  ME HE= 22lA™HEE R 20244 2% 16¢
E (3.9.1) EAl ML,

AWS SEES HZ 210/ ME HEE YA MEE 20241 28 162
E (3.12.1) A e YK

AWS PI=2&8 A& 22021  MEBE HE= 22[A ™EE & 20244 2E 16Y
E (3.11.1) A e YK

AWS SEES &2 Zat0/o1 ME HEE 2Ela EEF 2023 129 19Y
E (3.12.0) £ A| M.

AWS macOS& M3 ZE2t0[ed  ME HE= 2E2lA™HEE R 20239 12E 6¥
E (3.9.0) Al M.

AWS =28 X2 22t0|91  ME HEE 2ga HEEF 20230 129 6Y
E (3.11.0) EA| M.

AWS SEEZ X2 22t0|91 ME HEE 2ga HEEF 2023 129 6Y
E (3.11.0) EA| M.

AWS SEEZ X2 220|191 ME HEE 2ga HEEF 2023 129 6Y
E (3.10.0) £ A| M.

AWS SEES HZ 2210/ ME HEE YA MEE R 20231 8 24
E (3.9.0) Al ML,

AWS macOS& M3 ZE2t0[ed  ME HE= 22lA™HEE R 20234 8% 24¢
E (3.8.0) Al ML,

AWS PI=2&8 A& 221021  MEBE HE= 222 ™EE & 20234 8& 24¢
E (3.10.0) £ A| M.

62


https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux.html#client-vpn-connect-linux-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux.html#client-vpn-connect-linux-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows.html#client-vpn-connect-windows-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows.html#client-vpn-connect-windows-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos.html#client-vpn-connect-macos-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos.html#client-vpn-connect-macos-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux.html#client-vpn-connect-linux-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux.html#client-vpn-connect-linux-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows.html#client-vpn-connect-windows-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows.html#client-vpn-connect-windows-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux.html#client-vpn-connect-linux-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux.html#client-vpn-connect-linux-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos.html#client-vpn-connect-macos-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos.html#client-vpn-connect-macos-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows.html#client-vpn-connect-windows-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows.html#client-vpn-connect-windows-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux.html#client-vpn-connect-linux-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux.html#client-vpn-connect-linux-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux.html#client-vpn-connect-linux-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux.html#client-vpn-connect-linux-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux.html#client-vpn-connect-linux-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux.html#client-vpn-connect-linux-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos.html#client-vpn-connect-macos-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos.html#client-vpn-connect-macos-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows.html#client-vpn-connect-windows-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows.html#client-vpn-connect-windows-release-notes

AWS TLZHAF VPN AR 7H0|E

AWS PI=2& ZCI0[¢E XN AMEB HE= 222 ™EE F 2023H 8& 3¢
Z (3.9.0) EA| ML,

AWS SEES HMZ Zot0[9] ME HEE YA HEE R 20234 8% 3Y
E (3.8.0) Al ML,

AWS macOS& M3 Ze2t0[ed MR HE= 224 ™EE F 20239 8% 3Y
E (3.7.0) E Al ML,

AWS 222 &2 Zato/o1 MR HES 2ElA HEEF 20234 72 15Y
E (3.8.0) Al xatMle

AWS 222 &2 Zato/o1 MR HES 2ElA HEEF 20234 72 15Y
E (3.7.0) E Al xatMle

AWS SEES HZ 210/ ME HEE YA MEE R 20231 78 152
E (3.7.0) E Al =ML,

AWS macOS& M3 ZE2t0[ed  ME HE= 22lA™HEE R 20234 7E 15¢
E (3.6.0) Z Al =ML,

AWS SEES HZ 210/ ME HEE YA MEEE 20231 78 152
E (3.6.0) Z Al =ML,

AWS macOS& M3 ZE2t0[ed  ME HE= 22lA™HEE R 20234 7E 15¢
E (3.5.0) Z Al =ML,

AWS PI=2&8 A& 221021  MEBE HE= 22[A ™EE & 20230 7& 14¢
E (3.6.0) Z Al =M

AWS SEES HZ 210/ ME HEE YA MEEF 20231 7 142
E (3.5.0) Z Al ML,

AWS macOS& M3 ZE2t0[ed  ME HE= 2E2lA™HEE R 202349 7E 14¢
E (3.4.0) E Al ML,

AWS macOS& M3 ZE2t0[ed  ME HE= 22lA™HEE R 202394 27

E (3.3.0) A =M L.

63


https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows.html#client-vpn-connect-windows-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows.html#client-vpn-connect-windows-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux.html#client-vpn-connect-linux-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux.html#client-vpn-connect-linux-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos.html#client-vpn-connect-macos-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos.html#client-vpn-connect-macos-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows.html#client-vpn-connect-windows-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows.html#client-vpn-connect-windows-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows.html#client-vpn-connect-windows-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows.html#client-vpn-connect-windows-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux.html#client-vpn-connect-linux-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux.html#client-vpn-connect-linux-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos.html#client-vpn-connect-macos-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos.html#client-vpn-connect-macos-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux.html#client-vpn-connect-linux-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux.html#client-vpn-connect-linux-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos.html#client-vpn-connect-macos-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos.html#client-vpn-connect-macos-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows.html#client-vpn-connect-windows-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows.html#client-vpn-connect-windows-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux.html#client-vpn-connect-linux-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux.html#client-vpn-connect-linux-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos.html#client-vpn-connect-macos-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos.html#client-vpn-connect-macos-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos.html#client-vpn-connect-macos-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos.html#client-vpn-connect-macos-release-notes

AWS TLZHAF VPN AR 7H0|E

AWS RIESS FZ S210l91 MR HEs 2ElAYEE A 20234 48 32
E (3.5.0) EA| xatMle

AWS 222 &2 2ato/o1 MR HEE 2ElA HEEF 2023 32 28Y
E (3.4.0) £ Al xatMle

AWS 222 ZEI0|pIE & MR HEE 2glA HEEF 20234 32 17Y
Z (3.3.0) EA| xatMle

AWS SEES ZE0[ME N  ME HEE YA MEE R 20231 28 142
Z (3.4.0) EA| xatMle

AWS macOS& A& Z2t0[21  MEBE HE= 222 ™EE & 20234 1€ 23¢
E (3.2.0) EAl x5tMlS.

AWS 222 &2 Zato/o1 MR HEE 224 HEEF 2023 12 23Y
E (3.2.0) £ Al xstMle

AWS macOS& A& Z2t0[21 MR HE= 222 ™EE & 20224 5E 23¢
E (3.1.0) E Al x5tMlS.

AWS 222 &2 Zato/o1 MR HEE 2ElA HEE R 20224 52 23Y
E (3.1.0) £ Al xstMle

AWS SEES HZ 210/ ME HEE YElAMEE R 20221 5% 23
E (3.1.0) £ Al xstMle

AWS macOS& A& Z2t0(21 MR HE= 222 ™EE & 20224 3& 3¢

E (3.0.0) EA| x5tMlS.

AWS PI=2&8 N33 22021 MR HE= 222 ™EE & 2022H 3& 3¢
E (3.0.0) EA| xatMle

AWS LEE& N3 22021 MEB HE= 222 ™EE & 2022H 3& 3¢

E (3.0.0) EA| x5tMlS.

AWS macOS& A& 22021 MEBE HE= 222 ™EE & 20224 1€ 20¢

E (2.0.0) EA| =M L.

64


https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows.html#client-vpn-connect-windows-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows.html#client-vpn-connect-windows-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows.html#client-vpn-connect-windows-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows.html#client-vpn-connect-windows-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows.html#client-vpn-connect-windows-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows.html#client-vpn-connect-windows-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux.html#client-vpn-connect-linux-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux.html#client-vpn-connect-linux-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos.html#client-vpn-connect-macos-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos.html#client-vpn-connect-macos-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows.html#client-vpn-connect-windows-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows.html#client-vpn-connect-windows-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos.html#client-vpn-connect-macos-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos.html#client-vpn-connect-macos-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows.html#client-vpn-connect-windows-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows.html#client-vpn-connect-windows-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux.html#client-vpn-connect-linux-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux.html#client-vpn-connect-linux-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos.html#client-vpn-connect-macos-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos.html#client-vpn-connect-macos-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows.html#client-vpn-connect-windows-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows.html#client-vpn-connect-windows-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux.html#client-vpn-connect-linux-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux.html#client-vpn-connect-linux-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos.html#client-vpn-connect-macos-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-macos.html#client-vpn-connect-macos-release-notes

AWS TLZHAF VPN

AR 7H0|E

= (2.0.0) EAl
AWS 258 ZEIlo[HE H|
= (2.0.0) EA|
AWS macOS& A= E2+0|¢
E (1.4.0) EAl
AWS PI=28 X3 Zeto|d
E (1.3.7) EAl
AWS SEE8 X3 Zeto|d

E (1.0.3) A

AWS 2E5& MS ZEto|A

E (1.0.2) EA|

AWS RIE 2 (1.3.6) 2 macOS

(1.3.5) 8 ECI0[AE X

AWS SEE 18.04 U QEE
20.04& ZCI0|E M3 LTS
LTS

Windows @18 M A|AE X
AO| OIBME VPN AFE Sl

Open X|¢

M MH|A ZE

AWS M| S El Zeto|AHE

ME HEs 2ala HEE &
zM2.
ME HEs 2ala HEE &
zM2.
ME HEs 2ala HEE &
zM2.
ME HEs 2ala HEE &
zM2.
ME HEs 2ala HEE &
zM2.
ME HEs 2ala HEE &
zM2.
ME HEs 2ala HEE &

ZotMlR.

AWS-XN|= SCI0|HEE 28
£ 18.042 L E 5 20.040{M
A28 £ Ql&LICH LTSLTS

Windows Q1B M A|AE X{ZE
A 9| QIE M2t VPN & 7H Open

= A8E + &Lt

ME MH|A ZEo KM ASEH
of AWS MBE 24l 2ol
E U TN UL IS 4 9

&LCt.

AWS XSl EEI0|HEE Al
&35t0{ ZEt0|HE VPN =

ZQIEO| HAZe =+ U&LICH

202274 12 20

202274 12 20

20214 118 9¢

.I80|

20214 11

[

20214 118 8¢

202174 9& 28

20214 9& 20

20214 6 11

2021 22 25

20204 10 29¢

20204 28 4

65


https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows.html#client-vpn-connect-windows-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-windows.html#client-vpn-connect-windows-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux.html#client-vpn-connect-linux-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux.html#client-vpn-connect-linux-release-notes
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/release-notes.html#release-notes-macos
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/release-notes.html#release-notes-macos
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/release-notes.html#release-notes-windows
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/release-notes.html#release-notes-windows
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/release-notes.html#release-notes-linux
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/release-notes.html#release-notes-linux
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/release-notes.html#release-notes-linux
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/release-notes.html#release-notes-linux
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/release-notes.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/client-vpn-connect-linux.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/windows.html#windows-openvpn-cryptoapicert
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/windows.html#windows-openvpn-cryptoapicert
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/windows.html#windows-openvpn-cryptoapicert
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/self-service-portal.html
https://docs.aws.amazon.com/vpn/latest/clientvpn-user/connect-aws-client-vpn-connect.html

AWS TLZHAF VPN AR 7H0|E

b

|Z= 2lg|A ol 2lz|A0= AWS 220l 2018 122 18¢
HE 7 VPN T E|A&LICH

66



AR 7H0|E

AWS TLZHAF VPN

Ixvii



	AWS 고객사 VPN
	Table of Contents
	AWS 클라이언트란 VPN 무엇입니까?
	클라이언트 VPN 구성 요소
	클라이언트 구성을 위한 추가 리소스 VPN

	다음으로 시작하세요 AWS Client VPN
	클라이언트 사용을 위한 사전 요구 사항 VPN
	1단계: 클라이언트 애플리케이션 가져오기 VPN
	2단계: 클라이언트 VPN 엔드포인트 구성 파일 가져오기
	3단계: 연결 VPN
	셀프 서비스 AWS Client VPN 포털에서 다운로드

	AWS 제공된 클라이언트를 사용하여 클라이언트 VPN 엔드포인트에 연결
	AWS Client VPN 윈도우용
	요구 사항
	AWS 제공된 Windows용 클라이언트를 VPN 사용하여 클라이언트에 연결
	AWS Client VPN 윈도우용 릴리스 노트

	AWS Client VPN macOS용
	요구 사항
	AWS 제공된 macOS용 클라이언트를 VPN 사용하여 클라이언트에 연결
	AWS Client VPN macOS용 릴리스 노트

	AWS Client VPN 리눅스용
	AWS 제공된 Linux용 클라이언트를 VPN 사용하여 클라이언트에 연결하기 위한 요구 사항
	AWS 제공된 Linux용 클라이언트 설치
	AWS 제공된 Linux용 클라이언트에 연결
	AWS Client VPN 리눅스용 릴리스 노트


	오픈 클라이언트를 사용하여 클라이언트 VPN VPN 엔드포인트에 연결
	Windows 클라이언트 애플리케이션을 사용하여 클라이언트 VPN 엔드포인트에 연결
	Open이 설치된 Windows 인증서 시스템 저장소의 인증서를 사용하십시오. VPN
	Open을 사용하세요. VPN GUI
	오픈 VPN 커넥트 클라이언트 사용

	Android 또는 iOS 클라이언트 애플리케이션을 사용하여 VPN 클라이언트 VPN 엔드포인트에 연결
	macOS 클라이언트 애플리케이션을 사용하여 클라이언트 VPN 엔드포인트에 연결
	Tunnelblick을 시작하여 연결을 설정합니다. AWS Client VPN
	Open VPN Connect 클라이언트를 사용하여 AWS Client VPN 엔드포인트에 연결

	Open Client 애플리케이션을 사용하여 VPN 클라이언트 VPN 엔드포인트에 연결
	Open VPN - 네트워크 AWS Client VPN 관리자를 사용하여 연결 생성
	Open을 AWS Client VPN 사용하여 연결을 생성합니다. VPN


	클라이언트 VPN 연결 문제 해결
	관리자를 위한 클라이언트 VPN 엔드포인트 문제 해결
	AWS 제공된 클라이언트에 진단 로그를 전송하십시오. AWS Support
	진단 로그 보내기

	Windows 기반 클라이언트와의 클라이언트 VPN 연결 문제 해결
	AWS 제공된 클라이언트
	
	클라이언트가 연결할 수 없습니다.
	“TAP-Windows 어댑터 없음” 로그 메시지와 함께 클라이언트에 연결할 수 없습니다.
	클라이언트가 다시 연결 중 상태로 멈췄습니다.
	VPN연결 프로세스가 예기치 않게 종료됩니다.
	애플리케이션을 시작하지 못했습니다.
	클라이언트가 프로필을 만들 수 없습니다.
	Windows 10 또는 11을 PCs 사용하는 Dell에서 클라이언트 충돌이 발생합니다.
	VPN팝업 메시지와 함께 연결이 끊깁니다.


	열기 VPN GUI
	VPN연결 클라이언트를 엽니다.
	해결할 수 없습니다. DNS
	PKI별칭이 없습니다.


	macOS 클라이언트와의 클라이언트 VPN 연결 문제 해결
	AWS 제공된 클라이언트
	클라이언트가 연결할 수 없습니다.
	클라이언트가 다시 연결 중 상태로 멈췄습니다.
	클라이언트가 프로필을 만들 수 없습니다.
	도우미 도구가 필요합니다. 오류

	Tunnelblick
	암호 알고리즘 '-256-'를 찾을 수 없습니다. AES GCM
	연결 응답이 중지되고 재설정됨
	확장 키 사용 (EKU)
	만료된 인증서

	열기 VPN
	해결할 수 없습니다. DNS


	Linux 기반 클라이언트와의 클라이언트 VPN 연결 문제 해결
	AWS 제공된 클라이언트
	VPN열기 (명령줄)
	네트워크 관리자를 VPN 통해 열기 () GUI

	일반적인 클라이언트 VPN 문제 해결
	TLS키 협상에 실패했습니다.


	문서 기록
	

