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» get-vpn-connection-device-sample-configuration (AWS CLI)
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CHAN IP 124 Hlo|E< 0]
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IP 50(ESP)

124 Ho[EL 0|
Tunnel1l 2|8 IP
UDP
500

500

124 Ho[EL 0|
Tunnel2 2|8 IP
UDP
500

500

12 Ho|E o]
Tunnell 2|8 IP

IP 50(ESP)

124 Ho|E% 0|

Tunnel2 2|8 IP
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ZZEZ IP 50(ESP)

7= 11,12,01 2 028 AI85104 IKE HZIE ™
Z3E HERT ECl=EES &8 IPsec TS

(@ Note

C|HFO| A0 A NAT EZHH{A (NAT-T) 2 AF®5t= 9 ZE 45002 UDP ESEE HES3

A= X QIE Ztol MY E|E=F 53 3H0k &*LIEL AWS Site-to-Site VPN C|HFO|A 7} NAT-TE
oA Z|l=X| &G AAIL.

CtS VPN 2442 AlLL2|2

CHS2 stLt ol&f el 2 HO|ERO| C|HFO|AE AFE5I04 042 VPN 42 E BFE = U= AlLtEI2 Y

S e 1 Ho|E o] C|HtO|AE AHESH0d 0421 VPN H4Z

CHE VPCO CHEF VPN 44

oll0l& fIXIoMq SYUEH T2 Ho|ES| 0] C|HO|AE A& 50d =
Ole{et VPN 17 ZtZtol| chell S et 2 Ho|EQO| IP =AE THALSE

sy
2 d4dg + &L
o

T W 12 H[o|ER o] C|HO|AE A8 301 = VPN 44

74 70| E90| CIHIO|AE AH8E 4~ QIS [ AZ 0| BO{X|X| k=5 F i} 17 H|o|E<) 0] Clbt
O|AE A+E35tod & M VP Nds 48& = UELICH RAME B E S5 Site-to-Site VPN 244
= AN E835to] Holf ZX| MSE B=stMIR. B fIxlol 5 2 7|0|E90] C|HO|AE dEst= 8
? F ClHo|A7F 2% Z2 IP HeIE S1ahof &LiCh

0i2] T2 HO|EQO| C[HIO|AMA] EFY 744 Z2to|E! HO|ER0|Z ()AWS VPN CloudHub

o4z 2 A O|EL| 0| C|HIO|A A Bt 7HaF Z2lolE! HO|EQ 0|2 VPN 942 o] 7 MAE £+
A& LICH O[=H| 3t7 0424 ?{X|E AWS VPNOI| 4ZE 4= CloudHub 4&LICH REAMIEF WE = VPN
CloudHubE ALE3t0{ AtOIE 7Hoi| 20oF SAI MS S HESHM 2. 12 HO|ES) 0| ClHto|A 7t 042
X|2[H fxlof E4t=lo US M, Zr ClHHOIAE ST fIZ[of SEE 1Rl P He MY E a0
guct,
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12 Ho|ESo| ClHO|A 9| 22 E

AWS 7H4 Zato|%l HolES0lo] Bt S ZH0| WS DIXTS S5 BGP Z28 FTY XS WY
FLICH Clubol& 231 Ol CHSAE S2 UM HBME AESHUAIR

0f21 7HO| VPN HZS MAIE ), 7h Zato|d! HolEHOlE THOR HHEIS HE = BGP B
2 ¢S A8 sl Y2 VPN MR UEST EBiTIS BULIC B EIS VPN HZ0l T %A
ofl U2t CHELIC. 7k Zatold! Alo|=Rlolol S UsH BRIt ERlste =
F2E0 1¥oR WHE Z27 SMELICH BOP F1E AL8SE S48 MHsH BN aleElg
xIE 4+ giaLich

HA EH

et 24 =2lof CHEt xtAMIEH LI 2 B2 2

m
o
(i
e}
<
e
Z
u
4o
om
40
x
M
Jdo
M
o
mjo
ik
P
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>
>

=5
. 24T oA
. B BleEl2 QI8 ALK QIEH 0|4 HA

AMO|E-AIO|E ZH VPN 48 A Zfo| =& EI MZ M ml Y
H2IZE AWS EE= Amazon EC2 APIE AF23SHAIAIL. REMIBH X
XStMl2.

Site-to-Site VPN @312 72 0f| sliEst= g2 Z8SHX| ot 1 ctRE 2 QIF LEHMel of|xf| £ 1ot

—_= o
L2 CIREEE £ U&LICEH static-routing-examples.zip

Ol U2 UF FE2A0 Rt2| EAIX} 2EE AFSELICH o|& S04, CHSE AFSELICH

VPN @1Z2 ID, 24 HO|EQO| ID X! 7}4F Zzto|8! HO|EO] ID oAl gk
o #ft (##) IP ## AWS ###nnst #unsstt (AWS_##### 1 # AWS_#Aa### 2)

- 174 Ho|ESO| ClHtOlA Ll QIE Bt/ 7HE 2IF QIEHO|A(your-cgw-ip-address)2| IP
F20f CHEr &HE| E AR LI

14 HolE9o| ClHtolA Q| 2t & 60


samples/static-routing-examples.zip
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- D2l S/ 71 2kel Ri2] 2 AR (Ol2] SR/E 7))
« IPFA LIF 2| Efdol CHEr oil Al 2L

« MTU dEof of|A| 2L LICt.

® Note
ME 74 ool MSE MTU A2 oMY #ULICH &0l = x[Xe| MTU &2 A5t
= Yo CHsiM = 22 Ho|EQo| ClHO|A B AtE| MM FESHAML.

It R2| EAIR ZHE M3 stE W 2ol AWS CHE 29| X|[dof|HE AES128, SHA1 L Diffie-
Hellman 15 22} X|232| AES128, SHA2 2! Diffie-Hellman 15 142| ALO|E 7F VPN ©4Z301| EH gt Z|
AT AEE X[-EELICH. AWS GovCloud EEEF ol_lé £ &3l 0|2 2/ 7|8 R|™EELCH F7I B
ot oft 11 8| &, Diffie-Hellman 1&, Z2t0|8! QIEAM 2 IPve ECEE & &st2iH oA 7 ot =
Hato |=°*L—|EP

CHS Cholo{a 3 HOIEH 0| ClHFolo0f -T“‘*E CEer 78 2401 et 7H2 & MSELICH
0i7|0fl= E{d QIE{HO|A IP FA0f CHE oA gfol =& ELIct.
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g
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Internet-facing interface
IP address: Your CGW public IP

/N
71—

IKE
Tunnel 1 interface Tunnel 2 interface
IKE security Remote IP: 72.21.209.193 Remote IP: 72.21.209.225 [ IKE security
association Inside IP: 169.254.255.73 Inside IP: 169.254.255.77 association
IPsec security / \ IPsec security
association association
IPsec tunnel IPsec tunnel

Internal-facing interface
IP: Your local network address

Customer gateway device
M Bt ElS 98 ALS X QIE{H 0| A KA}

CH2 AFR R QIEIHIOIA(ALS THs 3t ZR)E AFR 8tod 12 HIO|=2I0| CIHHOIAE TAIsHE & 7}
x| ol &l &R ILICE

Check Point

CHZ2 2 & x|7F R77.10 0|42 A& 3= Check Point Security Gateway & %21 B2 Gaia Y Al
M| & Check PointE At&35t0{ 124 HO|EQ|0| HX|E Fd5t= HAHYLIC SmartDashboard.
Check Point Support Center2| Check Point Security Gateway IPsec VPN to Amazon Web
Services VPC M & X g = JU&LICH

E'd QB O|AE Fg5tedH

A Hm B A= VPN B2 2 st 28 E{2of CHa o2 H[o|E9fo] & 7+&F ZELOo|E! H|o|ES
ol ZZIo|HI(LHE) IP FAE MBS sE HH B2 M2 74 9| IPSec
Tunnel #1 EHE0| MSE HEE AISELICH F ¢l Ed2 M52 714 9| IPSec
Tunnel #2 B0l MBE 2t g

P
- A

>

EEEEE
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1. Check Point Security Gateway C|H}O|A 9| Gaia Z&HE iLICt.

2. [Network Interfaces], [Add], [VPN tunnel]& MEHEL]

n

3. CHst ¥XtolM CHE 20| BEE F st IS 225 [OK]E MEHELICH

* [VPN Tunnel ID]0ll R 2| Zf2 =T LICHOA: 1).

* [Peer]oll 22| 157 OIS =ELICHOI: AWS_VPC_Tunnel_1 E£&
AWS_VPC_Tunnel_2).

« Numbered7} MEHE|0] QI=X| Q15T Local AddressOfl 44 I o| CGW Tunnel IPO|
XEEIP FAE U LICHM: 169.254.44.234).

=H -

+ [Remote Address]0ofl 743 It O| VGW Tunnel IPH X|HE IP FLE T LICHO:
169.254 .44 .233).

Add VPN Tunnel b &

Type: 22 VPM-Tunnel
Enalbie i

Comment

VPH Tunnel

VP Tunnel D; 1 =

Peer AWS_VPC_Tunmnel_1

VPN Tunnal Type
@ Numberad Unnumbersd
Local Address 169, 254 , 44 234

Remole Address: 169 254 44 213

Cancei

2

4. SSHE Safl 22 Ho|ESolof IAEfLICt Z[=0| ot ME A85tE BR clish BHE
A25tod clishE Bgg Lt

5. B 10l Ciali Chs BES A>dgo/ct

E'd 20 CHall CtS P2 Aot

EEEE

1o
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(o)
z
19 oz

set interface vpnt2 mtu 1436

ool IPSec Tunnel #2 EHol NMIZE HEZ O| BHAHE BHES0{ F H E{ES M
FL|C}.

M5 P28 T

o] EHA0M= B QI O|AE Sall EEi=E TS E

M Z2E X|EEUch F ¢ BHd2 X Hw Bgod| E—Kﬂﬂ ‘2'% 82
EM7HHRIEH G 7|8 X Z=271 2t*E H 5
Ch B{de| CHE & £ 2 pingdtod E{'H0| 5 & S2lX| 5;—*. 2I5t7| -r|3|'| Check Point 70| E ¥
H3tatioF gLict.

1.  Gaia ZEO0{M [IPv4 Static Routes], [Add]S ME4EFL|C}.

2. MEUo| CIDRE X|&ELICHOI: 10.28.13.0/24).

3. [Add Gateway], [IP Address]E MEHEFL|C}

4 FLol vGW Tunnel IPO|| X|HEIP FAE U6t (04: 169.254.44.233) M &

(@) ]
T
>
Q,
mjo
rx
Ja
e}
-
[ul

6. T US| VGW Tunnel IP AMMoi Q= IPSec Tunnel #2 Zt2 AIE35tod F Bl B4
off CHaH 3CHA| W 4EHAHE BtSELICH M =9 28 X|IEF L C.
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Edit Destination Route: 10.28.13.0/24 —

Dastinabion. 10.28.13.0/24

Nieod Hop Type: Normal ¥

E¥ Mormak Accept and forward packets
Reject: Drop packets, and send wnreachable MEssages.
Black Hole: Drop packets, but don't send unreachable messages

- e
Reanic =

Local Scope:

Comment:

Add Gateway
Fing:
Add Gateway = | Eqnt ezt

189,254 44 233 1
169.254 44.5 2

ZHAEHE AI8steE 49 2HAEL| TOHE FE7oll Cistl ?/e] BFAHE grSELICH

ol EtAlolAE 7H4t Zatols! AlO| =R ololl HERY(QI) IP FAES KIH5t04 2 VPN Efidof CHt
HIESIT ZHE MaBLICH LHSO) 0] T S VPN AHRLIEIS 213 214 Alo|=R0l2
F7betLich VPN SHIRIO) RHE| EAIR &S sHe B IB T Madsiof BLICt

1. ANMIEZQIEE LICt. SmartDashboard

2. [Groups]olM HEAE HFE QY1 [Groups], [Simple Group]2 MEHEILICH Zt L E Q{3 ZK|
of SYE IS MEE = UsLICH

3. [Network Objects]0llA ZARIAE H|+& Y1(0tRA RLEZ HE Z2!) [New], [Interoperable
Device]& MEHEILICEH

4. O|Fol ol X|Het OIF 2 =T LICHOdl: AWS_VPC_Tunnel_1 E+&
AWS_VPC_Tunnel_2).
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[IPv4 Address]oll 2 mtdoi| M|SE 7Haf ZEto|E! HO|Ef{o|2] IF IP F4

(0d: 54.84.169.196). MM 2 XME St CHst & XHE E&LCH

5.

Interaperable Device -AWS_WPC_Tunnel_1 (2 I

m Inleeperalde Devics - Genenal Propetes

Topckogy

& IFSes VPN Machine
Mame AWS_VPC_Tunnel_1 Coior |l Biack
Pl Addrss |54 B4 163136 Fianchye “or Harre Dynasmic: Address
Fb fdress
Comment

Peacuci

E Configurs Sanen

6. 0llXf SmartDashboard HO|E 0| £4& L1 HF FoM EEZXIE M=FfLICH
7. QEHO|A FHEE 71X 224H [Get Topology]S MEAEILICE

=
=
8. VPN =M@l oM =52z Holg MEst 1 2B Ao M et gl B 25 S 3ot M

SHEFLICH &g MEfELICE

CHelolisSez

(® Note
& £ & LCH 35X E5] VPN
o YEXT T} T

28t 7|& VPN EHCIE RXIE = US
O ME 22 M2Z2 VPN HZE0M AIS E|HLE MBElE ZAE

VPN =Ml MAAE|X| b= K| ECISHAA|2.

| Y22 O| HHAHIE BtSstod + BHm HESRIR

9. T4 malo| IPSec Tunnel #2 EHof MZ2&E X
A E MMELICH

@ Note
ZHAEE MES
ofgfLict #d @

ZEAE QE{HOAR

ﬁE =
=
hal
3
n
%
M
i
1]
>
olo
ot
C
ful

VPN 77 LIE|, IKE ¥ IPsec 4 & dstn 7s5tedH

<)
>

O| EHA|0A= Check Point H[O|E9O|ol A ZF BE{e| HIESIT A4S 2& 7t5E CIH

E F7}& VPN 7HRLIEIE MELICt IKE(Internet Key Exchange) 2! IPsec MHE A HE £+ QU

=
&Lch.
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—

10.

11.

HOo|ES o] 4ol FHE| 2| F 2| [IPSec VPN]S MEAEFL|CH
[Communities], [New], [Star Community] S ME{EFL|C}.

F{FLIE|0] O|E & X|H&t CFZ(0d: AWS_VPN_Star) ZHEl 2| & ol M [Center Gateways]S
MEASFL|CY.

[Add]E MEHSI D Fo HO|ES 0] £= 2 2{AEE HOIEQO| S0 FItgLCt

7+e| 12| Foil M Satellite Gateways(?4d HO|ELO]), F7IE MEISIT O|Fo]| MMt 45
28 7ts8 C|HFO|A(AWS_VPC_Tunnel_1 & AWS_VPC_Tunnel_2)E &0 H0|E9|0| =
£oil F7tgLct.

ZHel n 2| &0l M [Encryption]2 MEHELICH. [Encryption Method] EH#40i M [IKEV1 only]E M
EWStLICH. [Encryption Suite] EH-#01| A [Custom], [Custom Encryption]S &4 8t L|C}.

CHat ROl M CHE 1 Z ol =3 Tstn S 2t E6H [OK|E MEIgfLICH

I
0%
fjo

« IKE 2ot AZ(1EH) £4:

 [Perform key exchange encryption with]: AES-128

 [Perform data integrity with]: SHA-1
* IPsec 2ot AZ(2EHAH) &4

 [Perform IPsec data encryption with]: AES-128

 [Perform data integrity with]: SHA-1
FHe| o 2| &0 M [Tunnel Management]E MBS LIC}. [Set Permanent Tunnels], [On all
tunnels in the community]& ME{EFLIC} [VPN Tunnel Sharing] EH#40{ A [One VPN tunnel
per Gateway pair]& MEHEFLICEH.
FHE| 2 2| & 0d| M [Advanced Settings]& &f & 6t [Shared Secret]2 ME4EFLICEH
X i E{d ol m|o O|§ 2 MEstn WES MES Ol 2, 718 mhdol X|HE M S/ 7€
IPSec Tunnel #1 Eh§dof RIzdgFLct.
T i E{'dol m|o{ o|§ & MEistn WES MEE CHE, 4 mhdol| XIHE M SR 7|18

ola

IPSec Tunnel #2 EHeof =238tL|C}.
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ARt 7tol=

2 =

AWS Site-to-Site VPN
Star Community Properties - AWS_VPN_Star
LJEZ{:,::: EB.;E‘::I.:"': Temrgesr il el_r:l.-:-f\r: !
2 ] L]
12. 04713| Advanced Settings 7}HEl| . 2/0{| A Advanced VPN Properties& ME45I 1 CHE1F 20|
aMe MBS A2 2t2 5l &ole MEHSH T}
« IKE(1EHA)
+ Use Diffie-Hellman group: Group 2
[Renegotiate IKE security associations every] 480 [minutes]
« IPsec(2EA|)
+ [Use Perfect Forward Secrecy] 414
+ Use Diffie-Hellman group: Group 2
[Renegotiate IPsec security associations every] 3600 [seconds]
arated FE2 AR
| EFAlolAE VPCEH 22 UIESIT Zhol S412 5185t walw 72 U W x| F22 A8
otod Mg FHELICH O O Ho|ER|olof A S dR[EhLIct.
1. 0lM SmartDashboard H|0|E%|0|2| 2 2H &S MEFLIC. FtE|{1 2| FoilM [VPN]E &
&35t [Advanced]& MEEFLICE
2. [Enable VPN Directional Match in VPN Column]2 MEi5 D #43 LIS HEELICH
3. 0iA{ SmartDashboard &&t8E MEAS T CtZ F2|0| Z&E HAME HMeLICt
= eteEle 5t AL8 X QE{TolA Hx 68
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- e Z2EEE Soff VPC MELIO| 24 HERH I S = ULSE ASEHLIC
- Ex ZZEZEE S EH HEXI7I VPC MELD SAE = U S SH{SELICH
o

4. VPN o] dof st ZHEIAE HFE YT [Edit Cell|2 MEHELIC

5. [VPN Match Conditions] CH&} A K}04| A [Match traffic in this direction only]E& ME#&FL|C} 22}
ofl CHall [Add]E MBSt ChE 1 22 WEF Ux| 722 Mgstn M2 =51 [OKIE M
EHEFLICE.

« internal_clear > VPN Z{RL|E|(O|T0] 5t VPN &M HFLIE, o4
AWS_VPN_Star)

* VPN #®FLIE| > VPN 7R LIE|
« VPN {7 LI|E| > internal_clear
6. OllA = SmartDashboard, A x|& MEELICH
7. CHSL &R0l M HO|EQO|E MBSt [OK]E MESto HA g MX|ELICH

m!
—

u
T
Ty

tunnel_keepalive_method 432 A5t

Check Point /0| E9Jl0|= DPD(Dead Peer Detection)E AI&35104 IKE @1Z0| 7}5 SX|Z|= Alzt
2 AlE £ QlaLct BT EE2 ?/5H DPDE F44524T AWS VPN HFLIE|0A YT+ Ede
ZAdafiok BfLICH (8EHA| & ).

7|2Mo 2 VPN HO|ER0[2] tunnel_keepalive_| method £ M2 tunnel_testZE MHEEL]
Ct. Zt2 dpd2 ¥4Z@3H of & LCt EFAL VPN HO|EQO|E £ & 3t0{ DPD 2 LIE{20| 228 VPN
FRLIEIS] Zt VPN HIO|EQO]E= tunnel_keepalive_method 822 FAJ5H0F EHLICH S
gt Hlo|E)|olof CHal CHE 2LIEE H7FHLIES T8 = e&LICh

GuiDBedit =T E& AF23104 tunnel_keepalive_method £4E YO|0|EE £+ Ql&LICH

1. X IAEZQIEE SmartDashboard @1 2ot 22| M, TH Q! 2| MHE MEiEFLICEH
2. [File], [Database Revision Control...]2 MEi5t 7 BHZAE HT ALHAS MMHFHLICH

3. SmartDashboard, SmartView £%17| 2! SmartView ZLIE{Q} ZH2 2 & SmartConsole &2
S&LICH

I

4. GuiBDedit =& AlZFEILICEH RFAMIEH HE = Check Point Support Center2| Check Point
Database Tool EME & X 3HAAIL.

5. [Security Management Server], [Domain Management Server]& ME{EFL|CH.

6. 1% MEEo|M [Table], [Network Objects], [network_objects]E MEEFL|C.

o
4o
om
o
Ho

[BF ALERE QIE{m| 0| A MR} 69


https://support.checkpoint.com/results/sk/sk13009
https://support.checkpoint.com/results/sk/sk13009
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7. QEZ ME Ho A B24E [Security Gateway], [Cluster] XIS MENEHLICE

8. CTRL+FE& F+E27L} [Search] H[f+& Ar&35t0{ CtZ tunnel_keepalive_methodE ZAME
LIC}.

9. ofeiZE &HolM tunnel_keepalive_methodOi CHEH ZHEIAE MR E W1 W2 MEHE
LICt dpd& ME4Et CIS &olg MEdghLICE

10. AWS VPN HFL|E|of| =& El ZF HO|EQ 0|0 CH3H 7~9CHH E HH=&HL|C}

11. [File], [Save All|& ME4gL|C}
12. GuiDBedit =7t & E&LICH
13. MIAEQIEE SmartDashboard @10 2ot & 2| Mb, =HQ! &2 MHE MESEILI|CEH

14. BHEAEl [Security Gateway], [Cluster] Z{A|0fl H& S M x[&LIC}H

KtMIEH " E = Check Point Support Center2| New VPN features in R77.10 EME & XA AIL.

TCP MSS S{Z/2 & 4AI3|5le{™
TCP MSS 2 Zl2 TCP m7|X|Q| %|cH MOHE 37|12 SA5t04 2! =252 Hhx|ghL|Ct.

1. C2 CIME{2|2 O|S & LICH C:\Program Files (x86)\CheckPoint\SmartConsole
\R77 .10\PROGRAM\

2. GuiDBEdit.exe I}QE AI&35}04 Check Point Database Tool& 3LILC}.
3. [Table], [Global Properties], [properties] S ME4EL|C}

4. fw_clamp_tcp_mssO| CHEH [Edit]2 MEHRILICH Zf2 trueZE B4 35t 10 [OK]E MEIELICEH
B dE E =folstEd™
MBI ZEO| HHE TF0M S BHES AA5to] B AEfE =QIE &= A&LICt

vpn tunnelutil

ChS ol ZAIElE SMolM 18 MBS0 IKE (S #Qlstm 28 MEHSH0 IPsec A S & QIS
Lct.

Check Point Smart Tracker LogE At&3l04 @14 |
Ct & E0{CtE 2= VPCE 0|835t= W0l HE 18 S8l M &I}
Hi|Ch,

=

x4

o
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Logmo

Product BH Securily Action 2 Encrypl
GalewayManagemen Rule i
Date 4Nov2015 Current Rule Number 4-Standard
Time G420 Rule Hame -
Number 21254 User —
Type E Log .
Origin cPOW-997695 woe ]
' Rule UID {0AA18015-FF7B-4650-BOCE-
e | So83EsEeCrol
Source & Management_PC Community AWS_VPN_Star
(192.168.1.116) Encryption Scheme [&]IKE
Destination @ 10.28.13.28 Data Encryption ESP: AES-128 + SHA1 + PFS
Senvice - Methods (group 2)
Protocol 8 icmp VPN Peer Gateway  AWS_VPRC_Tunnel 1
54,84,169,196
Interface [= eth0 :ﬂ"ﬂ" ;
Subproduct M
Source Port -
VPN
2] Metwork
Policy Hame Standard Information service_id icmp-profo
Date Tue Mov03 11:33:45 2015 ICMP: Echo Reques!
Policy ICNP Type: 8
Policy Managament cpgw-997695 ICNMP Code: 0

SonicWALL
CHS MxF= SonicOS & 2| 2IE{H 0|AE AFE 3= SonicWALL C|HFO|AO|AM VPN E{dE 75t
= g Ho{F L}

BdE 7 gstodH

1.  SonicWALL SonicOS & 2| QIE{H 0|AE iL|C}.
2. 1% Fol A [VPN], [Settings]& MEHEFLICt VPN Policies0i| A Add...& MEfgFLICt

3. General 82| VPN HAojM 2 HE

ﬂIIIIl
L
ok
-
A

- UM R BH'd QIEH0|AE MEHSIMAIR
+ Authentication Method: IKE using Preshared Secret& ME{&rL|C}.
« Name: VPN H&0| O|F 2 =TLICt 4 ol M3 E VPN ID2| O|F§ 2 AI8E W2

YL

+ IPsec Primary Gateway Name or Address: 743 I} oj XS E 714 Z2+0|8! HO|ES 0|2
IP FAE AFLICHO: 72.21.209.193).

IPsec Secondary Gateway Name or Address: 7222 ICHZ ELIC}

M e flet AR QB olA Hit 7
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+ Shared Secret: 7+ T XS E AFH 37 7|1€ =8t & Confirm Shared Secret0i| C}
Al l2dgtL|ct.
« Local IKE ID: 4 HIO|EQ0]2] IPv4 FAE 2248 L|CHSonicWALL C|HFO|A)

« Peer IKE ID: 7}4 ZEI0|E! HO|EQO|2] IPv4 TAE 2d8iL|Ct
4. Network EHO|M CI S HEE l2dgtL|Ct.

A

rr

« Local NetworksO| A Any address& MEHEILICE 24 U E {30 2 EXI7t st
2 Yxlet7| lsh ol M2 HEE IEP.

« Remote Networks0l|A{ Choose a destination network from listS AMEHSHL|CH AWSO| A
VPCO| CIDRE F£A ZHX|E AMASHL|C}.

5. Hgh Rl ChE SEE ELc

« IKE (Phase 1) Proposaldil M Ct& 2dg =3 g L|Ct.
« Exchange: Main ModeZ& ME4EfLICH.
« DH Group: Diffie-Hellman ZZZ0{| CH
« Encryption: AES-128 &=+ AES-256
« Authentication: SHA1 EE= SHA256
- Life Time: 288002 =4 &fL|Ct.

« IKE (Phase 2) Proposald M Ct& S =& gLICt.
« Protocol: ESPE MEHELICY.
« Encryption: AES-128 EE= AES-25
« Authentication: SHA1 EE= SHA25

Enable Perfect Forward Secrecy & QIEt2 ME4SH £ Diffie-Hellman 2 &2 M4 &FL|C}.

Life Time: 36002 238tL|C}.

L]
(o) 2Ne))

/A Important
2015': 10 O|™of| 74 ZEI0|8! HO|ES0|E MMEH AR, 5 EHA 250 CHEH
Diffie-Hellman 21& 2, AES-128 2! SHA1S X|Zd5Hof ghL|Ct.

6. Advanced Bl0I|M CIS HEE QU=AFLICE.

« Enable Keep AliveS ME4EHL|CE

ol
jul
0jo
jo
°
il
o
-
o

« Enable Phase2 Dead Peer Detection2 AEH S
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- Dead Peer Detection Intervalof CHall 602 2I24FLICHO[Zd2 SonicWALL C|HFO[A 7} =

8 £ Us F|aZALICH.

« Failure Trigger Leveloi| CH3H 38 I=248rL|Ct,

Ju
%
I
>
2

(o]
T

I
[0

« VPN Policy bound to0| CH3H Interface X1 ME4EIL|C} O| X2 HE
2 X’8El&= QIEeH o|ALCE

7. #elg MeAELIC Settings H OIX|0f 4] E{:lo] CHEt Enable ZfQIEHE 7l 02 Meyao} &

| —
LICH =4 M2 B{do] 7t dEidS XefLch

Cisco C|HFO| A0 CHSH =7} HE

U5 Cisco ASAE HE[Z/AEHHIO| E =R X|#HEFLICH O|H Cisco ASAE AL E = HE[E B{LO|
gF ol B JHEF IS = UELICH X H Bl S AL E & 9l ™ CHE ABiHO| E{'do| & E3tEL

Ch ol 542 A8 e T4 Ed & otLtE Sall VPCO| 42 E[0] {040k &fLICt.

Cisco ASA 9.7.1 0|4 HEIS HE|/HE|2 B =8 X|#IFLICH O Cisco ASAE ALSE I SAl
of & Efe BAsY 4 aLICh Ol 3242 ASY M B4 B 5 5LHE S vPCol 647

o4 Rlo{ofF ErLct.
Cisco C|HIO|A 9| B Ch5E +sloF & LICH

- 2|F QIEH|O|AE FEFLICE
« Crypto ISAKMP Policy Sequence H% 7} 1 R8X| & QlgfL|C}.
« Crypto List Policy Sequence ¥15 7} 1R 8 X[ = QI8 L|C}.

« Crypto IPsec Transform Set@} Crypto ISAKMP Policy Sequence?} C|HIO|A0| R MEEICIE ZE
IPsec E{'dat L x|5t=X| =QlgfLct.

« SLAZL|EZ HE 7} T RetK| & QlgfL|ch

- 14 Ho|EQ|o| Clutola 2t 24 HELF AtO[ofA EEiEE O|FSsts 2ZE IR 2t*EE 74
g LICH.
HAE

Site-to-Site VPN 213 E|AE0f CHEt XFM|8H LHE & Site-to-Site VPN Q14 E|AE EHHE R ERSHAA|
(@)

—r .

Cisco C|HFO|A O] CHEF F7H HE 73
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SM I B(BGP)E 22 1A Ho|EH O] ClHO|A 44 of

|

« 7S I 6ilAl

=
- SH TS Qe ASX} QIE{H|o]A HAt

» Cisco C|H}O|AOf| CHEt =71 HE

« Juniper C|HtO|A O] CHEF F7F HE

« HAE

T8 Ihd of|A|

ALO|E-ALO|E ZH VPN 14 7 Zho| o &l ME 74 1S L2 2 E=5t2{™ Amazon VPC 2%,
HUE AWS EE Amazon EC2 APIE AFSSHMAIR. KM HEE 6EHA: ZH Tl cie2Eg &

M.

Site-to-Site VPN @12 FMoi| s st= 2f2 Z&5HX| o= 88 2t e S |8t YRl of| x| 4 mf
LS CIREEEY = Q AL—|EF.dynam|c-rout|ng-examples.2|p

ol 2 UF T840l XtE| EAIR} 2LE MAEFLICH o|E S04, CIS S AFSELICL

VPN @1Z ID, 724 HO|E 0| ID &! 7}4F Zzto|8! HO|EO] ID Al gt
o ## (#1t) IP ## AWS #us##tt #uaasst (AWS_##### 1 # AWS_#####t 2)

« 1 Ho|EQO| C|HO|A S| RIEH BIRE 7I5 2|F IE{H|O|A(your-cgw-ip-address)@| IP
F=40i CHEF X2 EAIRFILIC

- Ozl =& 7| 2tel &2l Z AR (DI2] SFE 7)
« IP FA IR o] E{'dof CHEF oAl Zf.

« MTU A& 9| of|A| ZfLICH.

(® Note
HME 74 ool MSE MTU 82 ofld|d #eL|ct d&ol *E 2[Xel MTU Zf2 d¥st
£ Yol CHsi= 2 HO|ESO] CHEO|A HH Abdd| MM S HZ5HA L.

= 29 =(BGP) 79| of 74


samples/dynamic-routing-examples.zip

AWS Site-to-Site VPN AR 7H0|E

U2 2| AR ZEE MBSt A /o= AWS CHEE 2| X0 M= AES128, SHA1 &! Diffie-
Hellman 215 22 X|232| AES128, SHA2 2! Diffie-Hellman 1 & 142| AIO|E 7+ VPN ©1Z301 CHE %
2 2F ArE 2 KI-HELICH AWS GovCloud £38t 2152 ?/all 0|2l 3R 7|8 RI™EELCH FIE
ot of 11 8| &, Diffie-Hellman 1&, Z2t0|8! QIEAM 2 IPve ECEE & &st2iH oA 7 ot =
&t of ?JL—IEL

CtS Cholo{a &2 12 Ho|E9o] ClHfo|Ao| T+ H &l CHY st 714 240 CHE 7R E MSELICH
047[ol= Bid QIE{m|o|A IP FA0i CHEF oiA| Zfof Z&HElLICH.

Internet-facing interface
IP address: Your CGW public IP

/N
vy NN

IKE Tunnel 1 interface Tunnel 2 interface
IKE security Remote IP: 72.21.209.193 Remote IP: 72.21.209.225 IKE security
association Inside IP: 169.254.255.1 Inside IP: 169.254.255.5 association
IPsec security / \ IPsec security
association association
BGP peering BGP peering
Peer: 169.254.255.2 Peer: 1659.254.255.6
Remote ASN: 7224 Remote ASN: 7224
IPsec tunnel IPsec tunnel

Internal-facing interface
IP: Your local network address

Customer gateway device

S 2t el 9I5t ALRXF QlE{TI0|A Mt

CtZ2 AHEXt QIEHO|A AL 7tSEt BR)E Ar&35to] 2 AHO|E9| 0| C|HtO|A Mste E 7t

K| oA AR Lt

Check Point
22 Gaia &l ZTE U A3 ZQIEE AF2350{ R77.10 0|&2 AM#sl= A3 ZQIE Hot AHo|E
fllo] &x|& T+ 45t= Et7 I%.LIEF SmartDashboard Check Point Support Center2| Amazon Web
Services (AWS) VPN BGP M & Z & = U&LICH
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AWS Site-to-Site VPN

Eld QB 0|AE FstEdH

A e EHAl= VPN B2 Zf H
ole] ZEtol2(LHF) IP FAE MBste A

Tunnel #1 EHoi M2

Tunnel #2 EHof M2

1. SSHE S3dlf 22 HO|E9|ofof iAE
AlSlSlod clish2 B4Z3ghL|ct

set as 65000

3. FM ool 1PSec Tunnel #1 EH§lol X|ZE
E{HO|AE MMELICH E{Eoll & O|&

Hof CHaH 1.2
iLlcH A H._WH 4
EHEE A ZELICH F
k=3 S
=

i

L{S AH A4

[o][]

LICt 7|20 ot BE ALE

12 HO|E|0] ASN (L ZH Ho|E 0|7}

Ho|EQ 0| &l 7kAF Z=2olE! Ho|ES
St2{H 4 m Q| IPSec
Mdstedd 74 49| IPSec

t= 82 clish BB

HEE mf MSE ASN) 2 A

&35t04 & | E{'gofl CHet B ¢l
E2 KIEgLIchod: AWS_VPC_Tunnel_1).

add vpn tunnel 1 type numbered local 169.254.44.234 remote 169.254.44.233
peer AWS_VPC_Tunnel_1

set interface vpntl state on
set interface vpntl mtu 1436

N
-LI

o
SELCH Bidol 1

A melo| IPSec Tunnel #2 EHRof| XMZ
O|E& XRIYELICHOl: AWS_VPC_Tunnel_2).

MEZ ol &

B a0l T WA Eige A

add vpn tunnel 1 type numbered local 169.254.44.38 remote 169.254.44.37
peer AWS_VPC_Tunnel_2

set interface vpnt2 state on
set interface vpnt2 mtu 1436

5. 7t4 Zz2tolH! HOIEQ 0| ASNS A

set bgp external

set bgp external
set bgp external
set bgp external

remote-as 7224 on

Tunnel #1 BHelof X2 E HEE AF2510d

remote-as 7224 peer 169.254.44.233 on

MerLic

X e E{'od| CHEt BGPE

remote-as 7224 peer 169.254.44.233 holdtime 30
remote-as 7224 peer 169.254.44.233 keepalive 10

Ofn
12
w
40
om
o
Ho

[BF AH& R} QIE{H| oA HA}
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AWS Site-to-Site VPN AR 7H0|E

7.

T 10| IPSec Tunnel #2 B0 MBE HEE AR50 & HmY E{Loil CHE BGPE
T ALY,

0>-
ok

set bgp external remote-as 7224 peer 169.254.44.37 on
set bgp external remote-as 7224 peer 169.254.44.37 holdtime 30
set bgp external remote-as 7224 peer 169.254.44.37 keepalive 10

O chg, AWSTH 228t B2 E JIXQE T 5&35ts BGP WAg pHELICE a3 ohg 1 7|
O|EQ0|E 7A5l0d AWSE 2Z H2E ZusfLch

1.

>.

Gaia WebUI0{| A [Advanced Routing], [Inbound Route Filters]& MEiEFL|C}H [Add]E MEHF]

1 [Add BGP Policy (Based on AS)|E MEHELIC}.

2. Add BGP Policy(BGP X% Z7}) 0| & tHm T ofl A 5129 1024 AHO|O| ZHe ME#st T S &
M ZEof 7tef Z2to|H! HO|ES0] ASNS I=dgFLICHdl: 7224).

3. MEE MEfELC

2L E2E gel{H

CIE22 24 QlEHo|A Z2E HiZ5t7| 28 HAHYULCH HM F2 E= SMEIRE ZE2E

Z22 SOl U2 F2E} 22 Ot LA A2 L MElEE = UELICH KHAIE HE = Gaia

Advanced Routing R77 Versions Administration Guide Bt & &t Z5HAAIR

1. Gaia WebUI0{ M [Advanced Routing], [Routing Redistribution]& A1E4gtL|C}. Add
Redistribution From2 &5t 1 Interface & ME4 & LICtH

2. To Protocolof| A 7t2 Z20[5! HO|ER| 0] ASNS MEAELICHO0d|: 7224).

3. [Interface]lM LHE QIE{m|O[AE MEHTILICE ME S ME4ELICEH
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M UHESRIZ A E HolstedH

OHCHS, 7H4 210! HO|EHolof HEE|(RIR) IP A E X|'E5104 ZF VPN E{'2oi| CHEt |
EQT A E MMELICE LISl o] HERA ZXZE VPN HFLIEIE It 1 HO|EQO|Z
ZFI7tgtL|ch VPN EHQIo| RI2| EAIRI H&E

1. MIAEQIEE YWLICt SmartDashboard

2. [Groups]olM ZHEIAE HFE ¥ [Groups], [Simple Group]& MEAELICH ZF HIEQ T ZHA|
o

of SYB 1BS ABE 4

P (0tRA LEZ HE £ 82l) [New], [Interoperable

I
i

3. [Network Objects]0i|M ZARIAE [
Device]E MEHEILICEH

4. O|Foi 1&tH oM Efdod| X|'det o|F S =T LICHOA: AWS_VPC_Tunnel_1 E£&
AWS_VPC_Tunnel_2).

5. [IPv4 Address]oll 4 mtof| MSE 71 205! HOIES|0[e| IF IP FAE UZELICH
(0d: 54.84.169.196). ¥ E XMt CH3t & XHE E&LICH

Interoperable Device -AWS_VPC_Tunnel 1 [ .
m Inbereperalde Devics - Gerwsral Propesiies
Topakogy
&l IFSac VPN Machine
Hame AWS_VPL_Tunnel_1 Color: | Beack
Pyl Addewas: | 54 B4 165156 Rassha o Flarma L‘;ﬂ'h‘l‘llC Address
Py Aideeds
Comment

Pesducis

[ Corfigre Sarvan

6. 2% Ftef|lm 2| ZolM [choose TopologylE& MEHEHLICE.

L

7. VPN EHQ B =S o2 HOo|E MEStD 2CH A0 M et Bl Ehe OF2 &0t M
ENSIL|C} &HQIS MEASH|C}.

_= - 14

9. 7Oo|EQo| HEQT |2 0|56
EHStL |},

10. VPN EH|Ql B =502 K 9|
ENSH|C}. &Hole MENSHL|C)

ol
(@]
-l
N
o
[m
r. ]
o

mn

[m}
rr
mju
A
>.
o
N
i
M

0]
3
O
o
o
(@)
«
<
M
x
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@® Note
T8t 7|1Z VPN EHIQIE fXIE = U&LICH 3HX[BF §3| VPN ZHIQI0| RIS 22
oI ME 42 MEZ2 VPN A0 A EIHLE MBEle 32AE Y HERXITLSHE

X QL R| HOIBH AN,

VPN = H|lof M 1z

® Note
SEAEIE A8 SHE B9 EERX|S HES T QEH0|AE 2BIAH QEHo|AR &

olgfLict T

e
2
A
02
rn
%
=N
>
M
>
oo
o
r
ful

VPN R LIE|, IKE L IPsec S MAMSIT F445l2{™

37 CHZ, Check Point HO|EO|MM Zf B | HER T ZAM|(4E 28 7IsE CIHIO|A)E F
7te VPN HRLIEIE MM LICH IKE(Internet Key Exchange) & IPsec MH T 7 4E = USL

Ct.

1. HO|EQo| SA0lM FLE|IT 2| 22| [IPSec VPN]S A1EHEILICY.

2. [Communities], [New], [Star Community] S ME4EIL|C}.

3. FHFUElo| O|§2 X8t CHS(0dl: AWS_VPN_Star) 7HE| 2| ol A [Center Gateways]E
MEREFL|CE.

4. [Add)E MEHGID o HO|ERO| EE= EB{AEHE HO|EH 0| SF0i FIHELct.
74E| T 2| 2ol M Satellite Gateways, AddE AMEHSI T O|Fof MAIst 45 28 7158t C|HO|
A(AWS_VPC_Tunnel_1 % AWS_VPC_Tunnel_2)E %o HO|EQO| S5of F7}&L|CH

6. ZHEl2| oA [Encryption] ME4ELICE [Encryption Method] Bt A [IKEv1 for IPv4
and IKEv2 for IPv6]E ME4EFLIC}. [Encryption Suite] EH¢40{| A [Custom], [Custom Encryption]

g Megtin

A
o
0l

® Note
IKEv1 7|5 2| ZA2 IKEV1 for IPv4 and IKEV2 for IPv6 M2 MEHSHOF &FL|C}.

7. CHst &XtolM CHE0 2ol 538 88 st S 2ttt &g MEEL|CH

« IKE 22t AA(1EHAH) &4

|8t A R} QIE{mH| O] A Mk} 79
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AWS Site-to-Site VPN AR 7H0|E

» [Perform key exchange encryption with]: AES-128
 [Perform data integrity with]: SHA-1
* IPsec 2o AZ(2EH|) &4
» [Perform IPsec data encryption with]: AES-128
 [Perform data integrity with]: SHA-1
8. ZHE| 2| F oM [Tunnel Management]& MEAEFLICE. [Set Permanent Tunnels], [On all
tunnels in the community]& ME{EFL|CE [VPN Tunnel Sharing] E-#0i A [One VPN tunnel
per Gateway pair]& ME{EFL|C}.
9. Zte|m2| Z0lM [Advanced Settings]E& & & 5t [Shared Secret]2 MEHELIC.
10. & | E{'2 ol m|o{ O|§ 2 MBSt T HES MEiet Oh g, 7 o X[HE A 3R 7I1E
(o]

IPSec Tunnel #1 BH&of =238tL|C},

11, & m E{gdo| Tjof 0|S 8 Meisn HMAS Meis o1, 74 Thelof XIME AN 28 7|8

IPSec Tunnel #2 Et{dof Q=d8HL|Ct.
Star Community Properties - AWS_VPN_Star (2
Camneral Sumee] Sewrel

Cerier Cateways
Gatwlte Gatwwey
Erecrpplion
Turnel Maragemen
= Advanced Sstings
WPH Fioutng

MEF [Mullgés Erir

o e oy Shusrmed Sacred S pll Dt meretery

Each Esiemal mesmisr wll have T Sobowrs
secret with &l sl members 1 e comEUnty

Exchuded Services

| Shared Secret
Akvanced VFPH Pr Faar hiyme e Secret
Wirw Moe B _NPC_Turred —
BNE_VPC_Tunired -
£ ] L o

Ojo

12. 04713| Advanced Settings 7}HEl| . 2/0i| A Advanced VPN Properties& MEH{5t 1 CE1F 20|

o
442 T3 £ 7o 2T Folg ML
« IKE(1EHA)):
» Use Diffie-Hellman group: Group 2 (1024 bit)

* [Renegotiate IKE security associations every] 480 [minutes]
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AWS Site-to-Site VPN AR 7H0|E

« |Psec(2EtA|):
+ [Use Perfect Forward Secrecy] 41&4
» Use Diffie-Hellman group: Group 2 (1024 bit)

* [Renegotiate IPsec security associations every] 3600 [seconds]

= ¢
HMZ L ggc. ILE" Ct= 71IO|E-?—4|0|0| HAMZS
1. oA SmartDashboard H|0|E%|0|2| 2EH &S MEHFLICH FHEH|T 2| FolM [VPN]E &
25+ [Advanced]E& MEIENLICE
2. [Enable VPN Directional Match in VPN Column]2 MB35t 11 [OK]E MEEFLICY.

3. 0| M SmartDashboard &3t MENSI T CHS #2I0| & E B MAEELICEH

. WS ZRESS S8 VPC MEUO0| 22 HEXDS SAY 4 UES 58U
. W4 Z2EZS S5 27 HEARIIVPC MEUT SAE 4 AT S HSELIC

4. VPN 20| Mloi| CHEt HEIAE H%E YT [Edit Cell|2 AMEiEtL|C).

5. [VPN Match Conditions] Cii3} 4 X}of| A [Match traffic in this direction only]S MEHEHL|CEH Z+2Zf
ofl CHall 2712 MEHSIO] IS T ZHS HESF Qx| F2IS AASlT AIAS 22 simd 20|12 A

EHerLCt
* internal_clear > VPN Z{FLI|E|(O|T0f 8t VPN & HFLIE of:
AWS_VPN_Star)
* VPN HFLIE| > VPN HFLIE]|
« VPN 7HRLIE| > internal_clear
6. Ol [X3=H] SmartDashboard, [ %] & ME4ELICEH

Al
7. CHst & XtolA HO|EHOIE MEHSt T [OK]E M=isto] A ARIFLICH

7

fjo

AL
ol
-
™
N .
2

tunnel_keepalive_method &4

Check Point /0| E9J0|= DPD(Dead Peer Detection)E AI& 35104 IKE ¢1Z0| 75 SX|Zl= Alzt
g Aug 4 UALICH YT E/G8OE DPDE TAI5H2{M AWS VPN HRLIE|oIM T Efge
T Ad&t of g LCt.
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7128322 VPN HOIEQ0|Q| tunnel_keepalive_method 42 tunnel_testZ MM EL
Ch. 2t dpdZ BZ38HoF gL|Ct EFAF VPN HO|EH0|E 28 6to DPD ZLIE{2I0| 228t VPN
7R LIE[Q] ZF VPN HO|EHOl= tunnel_keepalive_method 422 FddloF gLICH S
gt Hlo|E|olof CHal CHE 2LIER H7AHLIES T+ 88 = &L

GuiDBedit =Tt E AF&35104 tunnel_keepalive_method £42 AUO|0|EE £ U&LICH
1. XNZEZQIEE SmartDashboard @11 £ ot 22| M, ZHQl #E| MHE MEiFLICE
Al

2. [File], [Database Revision Control...]& ME45t 1 HAE HT AHAFS AMHFHLICH

=
3. SmartDashboard, SmartView £217| & SmartView ZL|E{Q} &
Et&LCh

Hd
rn
wn
3
Q
-
Q)
(@)
>
wn
=}
D
0t
mo

4. GuiBDedit =& A|EELICH XFM[EF 2 = Check Point Support Center2| Check Point

Database Tool 2ME X SHAAIL.

[Security Management Server], [Domain Management Server]& ME4SL|Ct
21z A E 2ol M [Table], [Network Objects], [network_objects]S e L|C},

QEZ A Zof| M 224E [Security Gateway], [Cluster] ZiX|E MEHEFL|C

© N o O

CTRL+FE F27L} [Search] I & At&5t04 CHE tunnel_keepalive_method& AME

9. ofeiZ EolM tunnel_keepalive_methodOl CHEF ZHEIAE M| R & Y1 [Edit...]2 ME4E
LIC}. dpd, &l MEfgFL|Ct

10. AWS VPN 7R LIE|of| & El ZF Ho|Ef|olof CHEH 7~9EHAHIE Bt=EhLCt.

11. [File], [Save All|2 MEdgtL|C}

12. GuiDBedit =7 & ©&LICH

13. MZAEQIEE SmartDashboard @10 2ot 22| M, =H Q! 22| MHE MEIEHLIC}H

14. E2El [Security Gateway], [Cluster] Z{A|0l| A S M x| L|C}.

AtAMIEH HE = Check Point Support Center2| New VPN features in R77.10 EME & Z3sHMAIL.

TCP MSs 2R & gd3tstc{H
TCP MSs 2&{E2 TCP m7|X|2| 2|t MZHE 37|E F4s6t0] 2! ZZSHE Y XIELICH

1. CFS CIHFE{EI2 o|S&LICk C:\Program Files (x86)\CheckPoint\SmartConsole
\R77.10\PROGRAM\

o
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o
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AWS Site-to-Site VPN

AR 7H0|E

2. GuiDBEdit.exe I}2l& AlI&3504 Check Point Database Tool& 3L|C}.

3. [Table], [Global Properties], [properties]%
4. fw_clamp_tcp_mssoil CH3H [Edit]S

vpn tunnelutil

CtEol EAIEE S0 12 MEISH0] IKE

L|ch.

Check Point Smart Tracker LogE AF&35t04 @122

Ct 0E E0{CIE 2= VPCE 0|8

=]
Product =1 Security Action

GalewayManagement Rule

Date 4Nov2015
Time o42:01 [y —
Humber 21254 User

Type B Log
Origin Cpgw-997695

IE5:IIIIIIIIIIIIIIIIIIIIIIII Rule UID
Source B Management_PC Community

(192.168.1.116) Encryption Scheme
Destination 8 10281328 Data Encryption
Service - Methods
Protocol R icmp VPN Peer Gateway
Interface [= ethi
Source Port -
VPN Feature
Product Family
Policy Hame Standard information
Policy Date Tue Mov 03 11;33:45 2015
Policy Management  cpow-9097695
SonicWALL

SonicOS 2| IE{H0|AE

B RME i8S B BteEs

TolM CHe TS Asto] B AEhE 2Ol

A235104 SonicWALL C|dHFO|A
gt ALE At QIE{H O|A ™

MEEFLICH

ERSILICE Zt 8 trueZ B4QSH

ok

I
ot= mZlo| B 12 Soll TS EINU

2 Encrypt
4
Current Rule Number 4-Standard

{04A18015-FFTB-4650-BOCE-
3089EGSBCFO4}

AWS_VPN_Star

[&]IKE

ESP; AES-128 + SHA1 =« PFS
(group 2)
AWS_VPC_Tunnel_1

(5484 160,108)

o UL
VPN
2] Metwork

senice_id: icmp-prato
ICMP: Echo Regques!
ICMP Type. &

ICMP Code: 0

—

g 74& + A&Lich g F-oil Cf
d Xt

teS &xst

A2,

S srede SI8 ASAt SIEHOIA FAt
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O4|/\| -_r“H J1+°'01| xila-i._l %‘%"‘ XI’E!% A& 3ioF &L L

Cisco C|H}O|A0f CHEt I HE

QUL Cisco ASAS HE|/AEHHHO| 20 X|4BLICH Ol Cisco ASAE AFSE = HE|E E{ O
B ol B JHTF Q2 4 QUALICH X Ml ElUS ALSE £ 91oM ChHE ATHHO| E{0| B AISHEIL

ol B2 42 ASY M ¥4 B 5 3HLHE S VPCO H4ZIE/0f 2lofok BrLiCt,

1

Cisco ASA 9.7.1 O|& HH2 HE|E/HE|E ZEE X|HELICE Ol Cisco ASAE AIEE [HE SA
of & B{dE &dste = USLICH O|H SEMHE ASE e &4 B4 & 5tLEE S3l vPCol 244

/o R{ofoF g LCt.
Cisco C|HIO|A Q| A2 =22 285l of aFL|C}.

- 2f QIE{HO|AE FEELICH
« Crypto ISAKMP Policy Sequence 37t 1R 8t X| &QlghL|ct.
« Crypto List Policy Sequence H1& 7} 18t X| & QIghL|C},

« Crypto IPsec Transform Set2} Crypto ISAKMP Policy SequenceZ} C|HIO|A M| T EEICIHE 2 E

IPsec E{'Eat LX[st=X| QgL
« SLA ZLIE™ #HET7I T REHX| gLt

=2

rn
=
4
u
40
om
mjo
-
0%

- 4 7|0|EO| ClHtO|A S 2 L ERX T AtO|MM EBHEIE OS5t
ghlct.

rr

Juniper C[HIO|A0] CHEH F7F HE

Ct

0jo

HE = Juniper J-Series 2 SRX 1172 7H[0|E|0| C|H}O|A L] T4 m Y ofx|of| 24& FLICE.

Q|2 QIE{H|O|AE ge-0/0/0.02 2 R ELICH.

« E{d QIE{HO|A IDE st0.1 Y sto. 221 &Lct.

- Y33 OIE{H0|AS| HOoF i AlHFLICHTA HEE 7|2 "untrust" YA AFS).
A

| o o =
« LHF QIE{mo]Ao| HOF s AHFLICHTE SEE 7|8 "trust” BHE ALS).
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EAE

Site-to-Site VPN 2143 E|AE0f CHEt XEAM|8H LHE 2 Site-to-Site VPN Q14 E[|AE EHHE R ESHAA|
o

o —

Windows ServerE 112 H|O|E|O| C|H}O|AZ F A

Windows ServerE A&istE MH{E VPC2| TZH HO|EQ|O| C|HIO|AZ e £
EMNAE A23510{ VPCL| EC2 QIAEIA L& H T O] A{H{0l| A Windows ServerE
KM%= Windows Server 2012 R2 0|% H{Zoi| sSHE & L|Ct.

g

« Windows QIAEIA FA

« 1EHAH: VPN 42 44 3l vPC 74

« 2EHA: VPN 80| FM I CIREE

« 3EFA|: Windows Server T+43
« 4CHA|: VPN E'd M
« 5EHA|: 25 FE Ho|EQ|0| K| &M}

- 6EtA: VPN 4 HAE

>

74

Windows AMIO| A &8st EC2 QIAEIAO| A Windows ServerE F435t= 2, Ch=21t ZHo| gfuct.

Windows @IAEd

. ol

>

A 9|

2ol #els Hig gehgLch

o

1. https://console.aws.amazon.com/ec2/0| A Amazon EC2 2£& LIC}.

2. Windows QIAEIAE MEHSH CIHF [Actions], [Networking], [Change source/destination check]S
MEHSIL|CE. [Stop]2 AMEHSH TS [Save]E MEHELICE
- CIE QIABAO| EFHEIE IR E = UL E o{HIH MY E UO|o|EFLICE

2}
?E=|

rio
[0
ook
o
Q'I_l
| el
>
to

1. Windows QIAEIA O] @1ZAEILICH REMIEF HE = Windows QIAEIA 0474 EH

2. Mo{EE g ¥R 2eElRHE

4. HES|T o{HE{E MENGI 1 (QIAEHA REoi 2l Amazon Elastic HIE 2|3 0{RE]| EE& Intel
82599 Virtual Function®! 4= /), CHZ 2 2 [Actions], [Properties]S =48t L|C}.
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https://console.aws.amazon.com/ec2/
https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/connecting_to_windows_instance.html

AWS Site-to-Site VPN AR 7H0|E

5. [Advanced] B{0{| A [IPv4 Checksum Offload], [TCP Checksum Offload (IPv4)] & [UDP
Checksum Offload (IPv4)] &8 & HIZHd35tst CHE [OK]E MENEFLICEH

. AR BHE 1P FAE BTYST QIATAC HZBLICH APME LIS EHEIS 1P 4 5o CHod
S HESHAAIL. 0] FAE VPCOHIM T2 HOIEHOIE BHE 1) BRs22 7S s FAAlR.

. QIAEIAO| o T8 FEIO|M OFRHI2E IPsec EBIEE 5{85HEx| HolgLT /EMoz &
Ot 12 DE ot 2HH2E EFTIS SISELICH XIS 2ot 20| ofRuteE FEl0| MY 4
EHOllAM $ME Z P Z2EE 50, IP Z2EZ 51 L UDP 50001 i3t IPsec EEfZI0| ol RHI2E
AR XY Z2E S FAIS B 040 BT

Windows QIAEIA T} 2|%x|8H U ELT Q| CIDR HIE Xo{ELICHod: 172.31.0.0/16).
127l VPN 12 dd 2 VPC 744
VPCO{ M VPN A4S MMstE{H Ct&1t 2ol 5t ELct.

1. Virtual private gatewayE 2§435t0{ VPCO{| A2 LI|Ct. RtA[Et HE = 7t Z 205! H 0| EL O

d8g FESML.

2. VPN QiZ1t M| 774 HO|ESO0|E DS L|Ct 174 H0|E 0|2 ZZL, Windows Serverl| T{E 2!

IP &=AE K[™ELICH VPN 40| A2, 1 &2 MEHF CHS Windows Server7t 2| x|t U
E2|39| CIDR HYIE 243tL|chod: 172.31.0.0/16). RbAIEH HE = 5CH74: VPN 9474 MAg

VPN @124 E ddet Flofl= VPCE F8501 VPN €2 E S&F S48 gdstefLict
VPC 7%

* Windows Server®t S &g QIAHAE A[Efst7| 2lsl VPCOHIA Z2to|8! HEUE BHELICHOHE
e B2). AAE 82 VPCHM HEU BHET|E B ESHAL.

>l‘
r

® Note

Zatoly! MEL2 QIEL HOIEH0IZ BHREEIX| S MUl o HEulol Bt
=lof CHahME ChHe B Soll AE/of lasLict

« VPN 1Z0] CiEh 2t & E|o|E YO0l E:

1EHA): VPN 942 M 2l vpC 7+ 86


https://docs.aws.amazon.com/AWSEC2/latest/WindowsGuide/elastic-ip-addresses-eip.html#working-with-eips
https://docs.aws.amazon.com/vpc/latest/userguide/create-vpc.html#AddaSubnet
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. ZplolH!l MEYlo| 2} E! H|O|E0o 7FAF Z2to|E! HO|EQ 0|7} CHAMO| T Windows Server2| U]
EI(CIDR HNE Y FAZR 5t BEE FIIELICH REAMIEH LI 2 Amazon VPC AHE A
HMo| EIRE EHol20o| ZE F7} L XMHE R ESAAL.

« 714 ZELO|H! HO|ESOlof CHEt Bt E £ &/ dSIELICH RIME HE= (714 Zetols! A
O|E%0]) 2t & ElO|E0|M IS Mu} &dste FESM

« VPC2 HEQ T ALO| SAIE 51835t QUARAO| HOt OES HELICH

¢ HEQ39|QIHIRE RDP = SSH HMAE &5t FEI2 FIIHELICH 0|12 &8 HES
30|M VPCL| QIAEIAO] Q1S = QUALICH o2 Sof HIERX TS| AFE{7I VPCL| Linux
QIAE A O] HMNASIEE 5{&5t2{H SSH &0l CHal HES HIEL(Z2| CIDR H2(0d:
172.31.0.0/16)E HEet QHIRE &S ST LICH AtMEH LHE 2 Amazon VPC ALE B

Mol vPCol Eot OEE FZESHMR.

« HER{39| QlHIRE ICMP & '||é§ &5t &2 FIIELCE o|ZE A

8 Windows Server

https://console.aws.amazon.com/vpc/0l A Amazon VPC &2 LICt

Ef M ZHoi| M Site-to-Site VPN 937Z3(Site-to-Site VPN Connections)2 AEHEILIC},

s aMrezc = MeRstL o)

22 UA = [Microsoft], ZE &2 [Windows Server], AZE90{= [2012 R2]E MEHSH £ CIRZ
CE MEfgfLcH Tt g AAHLE HEE £ JU&Lch

PN (|)_=|7=|° A—lEHol-

B wbd =
<

78 Dol = OhS o2t fAFe HE MM0| k|0 U&LICH ol HE = Zf E{dntct 8 fHA = i

T AIELICH

vgw-1a2b3c4d Tunnell

203.0.113.1
203.83.222.237

Local Tunnel Endpoint:
Remote Tunnel Endpoint:

Endpoint 1:
Endpoint 2:
Preshared key:

[Your_Static_Route_IP_Prefix]
[Your_VPC_CIDR_Block]
xCjNLsLoCmKsakwcdoR9yX6GsEXAMPLE

2CHAl: VPN Q1Z49| 718 Tt IR 2EE
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https://docs.aws.amazon.com/vpc/latest/userguide/WorkWithRouteTables.html#AddRemoveRoutes
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-security-groups.html
https://console.aws.amazon.com/vpc/
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Local Tunnel Endpoint

VPN @142 OtE I 24 HO|E Ol CHaH X|HEH IP FA L}
Remote Tunnel Endpoint

A4 AWS E0{M VPN 122 235t 7H4 ZElo|8! AHo|EQole] & IP FA & StLELICH
Endpoint 1

oS M 1™ 2B 2 X[HEH IP HF AL VPCO| M| A5 | 2I8 VPN AAE AHE
I

Endpoint 2

7t4 Z2to|8! HolE oo 1ZE VPCo| IP F4 ¥ Q{(CIDR &5, 0i: 10.0.0.0/16).

Preshared key

Local Tunnel Endpoint 2 Remote Tunnel Endpoint Z'IPsec VPN HZAg £&l5t= O
AZE AT 38 7.

T EHEE 25 VPN 20| LR E FM5t= W0l E&LICH 2 B2 VPN 22| Amazon o !
= HEO| VPN & x| AZAELICH & Hofl B stLtB 7t S EIH et & #Hmi E'E0| CHR EIH
= B E{dO| RIS 22 K28 E&LICH DS 0|5&5tH 7|7| Zof 2 Alol = XS24l 7184
o E&EL|Ct. 8§ o stLto| E{ B AF2 E|2 2 Amazon VPC &0 B stLb7 &8 SX|E A
OS2 EAEMH, ol H&XRl M0 R HE| ZXIE FE ER7t eigLch

F 7Hel BidE T dotH E'd LHoA AWSTE X| Zol7t e 3¢ Z
HOIES ol F Hmi Bz xS Foll ZX[ELICE £3| 24 H0|E®
el BidE #8ste [ol ELELICHL

3 2 LHo| VPN @1Z0]| 7+& At
0| C|HtO|AE F#HE M F

@ Note
M2 7te Z2to|! ZH[O|ES)olol CHEr H7| R X| #2|& AWS =& LICt o] RX| 22| &
Yoz Qlal 2 Alzt S¢ VPN HE9| F B & stLt7t HIg d3tE = /&L ol RX|E

==
T+E T8 S VPN HZ2 F H EHEE RIS Foff =X|E L.
CtR 2 =3t 74 It Aof| A IKE(Internet Key Exchange) 2! IPsec SA(Security Associations) 221 &7}
HMEE golg = &Lt
MainModeSecMethods: DHGroup2-AES128-SHAl

2CHAl: VPN Q1Z49| 718 Tt IR 2EE 88
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MainModeKeyLifetime: 480min,@sess

QuickModeSecMethods: ESP:SHA1-AES128+60min+100000kb

QuickModePFS: DHGroup2
MainModeSecMethods

IKE SAS| &5 3| 2l o155 g ne|&QLIC Ol VPN 29Z49| £ M™H 0|, Windows Server
IPsec VPN @1Z 9| 7|& MH0|7|= & LCt.

MainModeKeyLifetime

IKE SA 7| =& F7|L|Ct. 0]|Zd0]| VPN @dZ22| FH M 0|04, Windows Server IPsec VPN €4
Zo| 7|8 M™o|7|z &Lct.

QuickModeSecMethods

IPsec SALS| &3 3} 4l 2l5 2N 2|EFLICE Ol VPN 2448 90| F£3 MA 0|, Windows Server
IPsec VPN @1Z49| 7|2 MAo0|7|z &ct.

QuickModePFS

IPsec M|A0i CHEH OFAE] 7| PFS(Perfect Forward Secrecy)E& AFE35tE Z10| E4LICH

3EHAH|: Windows Server T+4d

VPN E{= 2 MZEst7(0d 2t M, Windows Server0i| 2t E! Ll 2473 M A MHHIAE MX|5tD 0|1 74
SHOF EfLICH. O|E Sl HA ArEX= HIEYXA Q| S|AA0 HMAE £ U&LICE

BHPE QU 2474 HAIA MHIA M| Y

40

1. Windows Server0ll 2 1QI8tL|C}.
2. [Start] HlF2 0|& 304 [Server Manager|& ME{EFL|C}.

3. ZFSEl 9l 2174 HM|A AH|A Mx|:

a. [Manage] M0l A [Add Roles and Features]S A1E4gtL|C}.

b. [Before You Begin] HO|X|0|AH M7} AFH QT AHE S SF5t=X| &I & [Next]E2 MEH
grLct.

c. [Role-based or feature-based installation] S ME{ 8+ CHS [Next]S ME4EFLICY.

d. [Select a server from the server pool]Z} Windows ServerE AMEit CHS [Next]S MEHEHLICEH
El

e. =S0iAf [Network Policy and Access Services]& MEHELICH EAIZ|l= CHEF A X0l M [Add
Features]& MEi5t0{ O| &0l 2R E 7SS =QIgLICt

3EA|: Windows Server /4 89
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f. SYUE FTFoIM H AHAM|A, CHSE HEIELICH
g. [Select features] HO|X|0f A [Next]& MEHEILICE.
h. [Network Policy and Access Services] I O| X|0{ A [Next] & MEHEL|C}.

[Remote Access] H O] X|0{| M [Next]& MEHEILICH CHS H O[X|0l M VPN (RAS)
DirectAccess = MEIRILICH. EA|Z|= CHEF 28 XFo{ A [Add Features]& 41EH45104 O] @3&h M

HIAO| HR8 7|52 Sl LIct S == 0i A [Routing]Zt [Next]E Atail 2 MEHEFL|CE
j.  [Web Server Role (11S)] HO|X|0f| A [Next]E MEARFLIC}. 7|2 MEHE OCHE F 10 [Next]E
AEHEEL[CE.

k. MXRIE MEFELICH X7 22 5|H [E7I(Close)] & M=4ETLICH

BHL R W 7 AMA MHE T AR

1. CHAIZ 0] M [Notifications](Z& OFO|2)& MEAEILICH HiZ £ T4 2 22 35t7| 2T Zeol 2
o{oF & LIC}. [Open the Getting Started Wizard] 23 & MEiEHL

2. [Deploy VPN only]& ME4EIL|CE
Routing and Remote Access(Et & L ¢4 HA|A) CHE A X0l AMB O|F S MBS T 2t
Configure and Enable Routing and Remote Access(Zt & & 2 HMA T4
g2 MEdEhLICE

[Routing and Remote Access Server Setup Wizard]2| 33 I O| X|0| A [Next]E MEHEFL|C},
T HO|X|olM MAEXF XIHE 7, TS S MEiEhLCt
LAN 2t 8, Ot S, 2t 2 & M=t

[Routing and Remote Access] CH&t & At7F LIEHLFH [Start service] & AEHEFLICY.

N o g &

ACHAl: VPN E{E A

VPN B{dE FMSte{H CI22 8 1M np ol £&El netsh A3 EEE AdS = WHT 11,
Windows Server AFE X} QIE{H|O|AE A5t WHE U&LICH

/A Important
Hi ) 2 MEstE W0l EZ&LICH netsh A RIE
= *'°“o+5E M=y orm PFS () E g8ste i W4t ZEHE
Windows AF2 X} QIE{H|O|AE AR5 PFSE &A5le &&= 9ig
o1 & d=tatioF BfLCt.

\_ 0

IC}. gmpfs=dhgroup?2
ICl o|= W= 2 Al

L ocoo=E2

-
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M
e SM 1:netsh A3 ZE A3
« 2M 2: Windows Server AF2 X} QIE{H| O|A A}

CIRZC 8t 1M 120l A netsh AT EIEE SASH & 8448 IA|SLICH CIS2 oM A3 EQIL
Ct.

netsh advfirewall consec add rule Name="vgw-la2b3c4d Tunnel 1" #

Enable=Yes Profile=any Type=Static Mode=Tunnel *
LocalTunnelEndpoint=Windows_Server Private_IP_address *
RemoteTunnelEndpoint=203.83.222.236 Endpointl=Your_Static_Route_IP_Prefix "
Endpoint2=Your_VPC_CIDR_Block Protocol=Any Action=RequireInClearQOut *
Authl=ComputerPSK AuthlPSK=xCjNLsLoCmKsakwcdoR9yX6GSEXAMPLE *
QMSecMethods=ESP:SHA1-AES128+60min+100000kb ~
ExemptIPsecProtectedConnections=No ApplyAuthz=No QMPFS=dhgroup2

il

0
b
[
e
1
30
o>
C
[ul

Name: £ 0|8 (vgw-1a2b3c4d Tunnel 1)) HstE Of
LocalTunnellEXZQIE: HEL|F 0] Q= Windows M| AHM IP A E U238 LICH.

Endpoint1: Windows Server7t M8 E HE/3 9| CIDR 25 LICH04: 172.31.0.0/16). O| Zt2
ZSEC)E FELch

40

Endpoint2: VPC EE= VPC MEH | CIDR ESLICHM: 10.0.0.0/16). 0| 22 EMS E(E
&Lct.

Windows Serverl| B3 T EZE F oM UO[O|EE AFEEE A™AELICE (O] AE ASStH E
HEM HAEE MEAFI0{ BT 204 2 = U&LICE) O] VPN @1Z29| & M VPN B2 A
XMt A T UM F B netsh AT ZEE AF235104 & T2 MAE HHE8HL|C}.

bl

Fe12 Ofx|™ Windows B3t 244 Et2lo 2 0|S&L|Ct.

d

netsh O 7H Bd4=01 CHEF RFMIEF LI 2 Microsoft 2F0|E 2{2|2] Netsh AdvFirewall Consec H&ig &%
ot A A|2. TechNet

S M 2: Windows Server AFZ Xl QIE{H|O|A AL

Windows Server AF& X} QIE{H|O|AE AFRSHAE VPN EHHdg A™HE &= U&LICH.
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/A Important
Windows Server At& At QIE{H|O|AE A& 6104 OFAE] 7| PFS(Perfect Forward Secrecy) &
M58 =& Q&L 0tAE 7| PFS(Perfect Forward Secrecy) & 45toll MHE L2 HH
E2 M83to{ PFSE & Mstatof g Lct.

Tasks
« VPN E{do| HoF =] 31

. Efd 74 2ol

« OFAE] 7| PFS(Perfect Forward Secrecy) & A3}

« Windows &sted 1A

VPN E{do| Hot 75 74

O| Et#ol M= Windows Server2| 2ot 722 F445t04 VPN E{&2 Bt=LICt

L

VPN E{de| 2ot &g Fdsted{H Chg S s &Lich

1. MH #E2|IXHE Y1 [Tools]E MESH CHZ, [Windows Defender Firewall with Advanced Security]
E MEfgrL|ct.

2. [Connection Security Rules], [Action], [New Rule]& ®l&i{|2 MEfEFL|C}

3. [New Connection Security Rule] O A2 [Rule Type] HO| X0l A [Tunnel] 2! [Next]E X2 2 4
EHSL|CH

4. E{d 84 1 0|X|2] What type of tunnel would you like to create(43& E{'d S &)0ll M AHS X} X
o 7S MEIELICH Would you like to exempt IPsec-protected connections from this tunnel(O|
B0 M IPsec 23 2AZE A LlstAIZ&LhoH 7|22k 2 MEEEl CHE No. Send all network
traffic that matches this connection security rule through the tunnel(0tL|2. O] 244 £ ot &1}
Ux|ote ZE HESTS E=EE E'HE S TSELICHE OHE £, ChES MEgLICt

5. 27 At Ho[X|ofM QlHFR2E dZof Ciet 218 e E MEIEfLICt ofRHI2E HE8 EHEE

dYstx| 2o ChES MEEL(CH

6. [Tunnel Endpoints] H O|X|2| [Which computers are in Endpoint 1]H|A [Add]S AMEHE}
LICt Windows Server 124 7|O|E9||0] C[HFO|A F{of /= HIER{Z 2| CIDR H<|(0dl:
172.31.0.0/16)8 =5t &olg MEdgFLICH H2lof T2 HO|E9 o] ClHto|A L IP FATL

Zare £ JaLich

4CHAl: VPN E{d M 92
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7. [What is the local tunnel endpoint (closest to computer in Endpoint 1)]0|A [Edit]S MEiEFL|C}.
[IPv4 address] Z=0{ Windows Server2| Zz}0|8! IP FAE @298t C}S [OK]E MEIEHLICT

8. [What is the remote tunnel endpoint (closest to computers in Endpoint 2)]0lA [Edit]E AEiE
LIC}. [IPv4 address | 2E2| 74 ool M E{ 104 CHEt 7H& Z2H0[8! HO|EQO[e] IP =4

(Remote Tunnel Endpoint #ZX)E 2451 [OK]E MEHEILICY.

/A Important
E{d 20 CHal O] Z2MAE HHEE 72 E

11
10

A=EEQIE

i
rx
1B
ol
e s
)
i
r
n

2

9. [Which computers are in Endpoint 2]01 A [Add]E =4 &fLICt. [This IP address or subnet field]0]|
VPCO| CIDR 58 /248t Ot [OK|E MHEiLich

/A Important

CH&F A XFoll A [Which computers are in Endpoint 2]7}F LI [H7FX| A3 Z3HoF gL|Ct. 0]
CHHE 2t2 8 F [Next]& ME4GHOF MHE{of AAE &= JU&Lct
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i New Connection Security Rule Wizard [
Tunnel Endpoints
Specify the endpoirds for the IPsec tunnel defined by this rue
Sieps: Which computers are in Endpoint 17 A
@ Rube Type 172.31.0.0"16 A
p Turnel Type
¢ Reguirements
¢ Tunnel Endpoints
& Authentication Method
uihertiaton 1t ‘What is the local lunnel endpoint (closes! 1o compulers in Endpoint 1)7
@ Profile .
IFv4 address: |172.3' 1336 [ Edit._ ]
@ Name )
|PvE address: [

[] Apply IPsec unnel authorzation as specified on the IPsec Settings
tab of Windows Firewal with Advanced Security Properties.

What is the remote tunnel endpoint (closest to computers

in Endpoint 2)?
IPvd address: (54 240 204 89 ' Edt..
|PvE address | l

Which compulers are in Endpoint 27
10.0.0.0:16 [ i |

10. HH0| 2F SHIEH XIHE[UR=X| =QIFt = CHSS MEILICE.
11. Authentication Method(21& #&) HO|X[HMH TF2 MEHS T AFS AL XIH 2 MEdSHLICEH
12. [First authentication methods]0|A{ [Add]E MEHEILICE

13. Ol2l S/E 71& MBistn 714 T AP S/ 7| 2f2 L=er = &S MEfgLC

/A Important

E{'d 201 CHslf O] Z2MAE gHSE B2 BEi'd 20| A &/ 7I1E M=islioF 2 LICH

14. [First authentication is optional] M ME F| A8 F [OK]E MEHELICH
15. CtSS MEiEFLICH
16. Z=E HO|X[ol|M Al 7He| £lEtel MR, HISIH, SIHE 25 MEELICH ChES M=E L

Ct.

AEHA!: VPN E{d A 94
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17. [Ol&(Name)] HO|X|o{M 242 =] O|F(0dl: VPN to Tunnel 1) /=48t & [OFE!(Finish)]2
ME éI-L_||_‘_|.

Q| EHAIE grsstT 7 oA Bi'd 22| |o|HE XIEE LICH

ol ntde

e
U
[e]l]

2 VPN @3Z01 Chslf 2712 E{'dol & LIct

SEEFEE

=1

°

ok

Ed 782 &elsicdd ChE S gL

4

1. MH E2|XHE ¥ [Tools], [Windows Firewall with Advanced Security], [Connection Security
Rules]E #t&| 2 ME4EFL|CY,

2. 5= E{ol CHal chs A E S &QIFLIch
« AF20|YesZE MHE
« [Endpoint 1]2 UWE2{Z 2| CIDR E5¢!L]C}.
« [Endpoint 2]= VPCZ2| CIDR £5 Q/L|C}.

& 2 E7l Require inbound and clear outboundZ AXE

RIE
« Q15 ¥ O| CustomZ MHEE
. EZOIE 1 ZET} AnyE MEE
. = ZOIE 2 ZET} AnyE MEE
- IZEZ0|AnyZE MHE

3. X Hm| FEIE MEHSIT [Properties] S AMEHEHLIC.

4. QIE Bio| W0l AFS AL X|1HES MEAFLICH & HmY Q15 2ol Efdof CHel 7 malol 2
HFE AMM S5 7171 & Elo] U=X| &elet Chg =elg MEefghL|ct

5. [Advanced] £i0{ X [Domain], [Private] 2! [Public]O| 25 MEHE|o{ QI=X]| &QlgtL|Ct,

l'|1

”E*I—IEP IPsec E{'20| ChS 2t Z 0| dEx(o] U=X] &
Hatod CHEH & AHE B &LICH

6. [IPsec tunneling]oi|A{ [Customize] & M
&t [OK]E MEEH CHS [OK]E CHAl M

J

Jl'ﬂ

« [Use IPsec tunneling] 0| A4 0] &Lt
» [Local tunnel endpoint (closest to Endpoint 1)]04l Windows Server2| IP 47} £ E[0] Q&L

Ct. 724 HO|EQO| C[HIO|A T} EC2 QIAEIAQI 73 QIAEIAO| malO|H! |P AT} EILICH

- [Remote tunnel endpoint (closest to Endpoint 2)]01l i E{'2| 7+4F ZZ0|8! HO|E O] IP
FAa7b 28 E|o] l&LIcH
AEHA|: VPN B M 95
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7. % e Eigol 4442 Uitk of Efol Tl 9l 4~7EHE BrEELIC

OFAE] 7| PFS(Perfect Forward Secrecy) & 435}

HHE S AFE 504 OFAE] 7| PFS(Perfect Forward Secrecy)E & A3He &= Q&LICH AFS AL QE{H|
E A835tod 0| 7|52 5t & gisLIch

OFAE] 7| PFS(Perfect Forward Secrecy)E & 4335} 5l24H™

1. Windows

Serverol M M @ ZFZE TS HLICH
2. O BHES UHEFLICE 047|M rule_name2 X B 2 =2 M3

o

0|29 H}ELC}

netsh advfirewall consec set rule name="rule_name" new QMPFS=dhgroup2
QMSecMethods=ESP:SHA1-AES128+60min+100000kb

3. 5 8 o Chal 2B A E gtsEfL|Ct O]fHol|l= rule_nameg2 F HM| 44 =&
EoZ HfEL|CH.

mjo

pe|

0L
rot
o

Windows &&ted 714

Mol Hiot FAIS MEE $ 7H Zetold! HOIERI0IE ASY 4 TS 7| IPsec TS 74
%I-L_||_—_|.
=] .

Windows &&tEd2 4 5t2{™
1. MB{ #2|XHE Y1 [Tools]E MEASH CHZ, [Windows Defender Firewall with Advanced Security]
£ MEHSE T [Properties] S ME{EFLIC.

2. [IPsec Settings] 2] [IPsec exemptions]0ll A [Exempt ICMP from IPsec]O| [No (default)] 21 k| &
QIEtLIC. [IPsec tunnel authorization]O| [None] 2! X| & QIgtL|C}.

3. [IPsec defaults]o| A [Customize]S AEHEFL|CE

4. [Key exchange (Main Mode)]0ll M [Advanced] 2}t [Customize]S &2l 2 ME4EFL|C}.

5. Customize Advanced Key Exchange Settings2| Security methodsOll M 53 #iml| & =0 CHaH CHS
o Z2 71220 A EIUREK] E e LICH.
* Integrity: SHA-1
* Encryption: AES-CBC 128

» Key exchange algorithm: Diffie-Hellman Group 2
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* [Key lifetimes]ol A [Minutes] 7} 4800| 1 [Sessions]7} @Q!X| & QIEtL|Ct
Ol M2 74 mo| CtZF &Fof sHEELICH.

MainModeSecMethods: DHGroup2-AES128-SHA1l,DHGroup2-3DES-SHA1
MainModeKeyLifetime: 48@min,@sec

6. [Key exchange options]oll M [Use Diffie-Hellman for enhanced security]2t [OK]E Ata| 2 ME4H
L|C}.

7. [Data protection (Quick Mode)]0ll A [Advanced]2t [Customize] & *t2i| 2 ME4EFL|C}

8. [Require encryption for all connection security rules that use these settings]& ME{gLIC}.

9. [Data integrity and encryption J0lM CHS 7|22t 2 | XIELICEH

Protocol: ESP

Integrity: SHA-1
* Encryption: AES-CBC 128
Lifetime: 60&

0%

ol gt2 74 mtde| ot g 5ol s & LIch

QuickModeSecMethods:
ESP:SHA1-AES128+60min+100000kb

10. RIS Hiefof IPsco WH B X/ LIS Y2 HOR L& CHAl HoMsiol 2B A
Xt
o

5EHA: 2t SE HOIEH o]l HX| &3t

O|X| HO|EOl AtE == gi= B Ol HXISH=E TCPE F & LICt O|& 2/ HKLM
\SYSTEM\CurrentControlSet\Serv1ces\Tcp1p\Parameters HXIAER| 7|8 £EFLICH &

2 D5 2= Foi Ol HHE s=d3HoF 5tHH, ZIXIAEZ| 7|1§ HEE Foil= AHE CHA| 28
3H0F ghulct

5EA: & St HOIEQ0 HX| Ed= 97



AWS Site-to-Site VPN ARt 7H0l=

S S HOolEHO| Z4X|E & dstetedH OhEE s LICH

Windows Servero| A @23 TE T E £ = PowerShell MM S A|ZHEHD regeditE 1245104 Bl X|A&
Eg| HE7|E AEFELCH

-_—

2. HKEY_LOCAL_MACHINEE &3t A|ARE 551 CurrentControl 48 & £ 5t AH[A
E 25t TepipE &S CHS 07 HE 2F & erLICH

[Edit] |70l A [New]2} [DWORD (32-bit) Value]Z A&l 2 ME4EHL|CH.

EnableDeadGWDetectzt= 0|2

EnableDeadGWDetectE ME{SI T WE X2 MEASHL|CEH

[Value data]ol| [1]2 228t ¥ [OK]E MEAEFLICH

HXAEZ HEZ|IE B1 MHHE CHAl 2 LICH

N o o b~ ow

AEMIEE LI & Microsoft TechNet 20| 2 24{2|2] EnableDead GWDetectE & X 5HAIA|L.

6CHAH: VPN 244 EAE

VPN 21Z0| 2Ht2H 28t U=X| HIAESE{H VPCE QIABAE MM £ QIEH 40| o
=X| #FIgLCt QIAEAE A|ZHEH £ Windows Serveroi A QIAEIAO| ZLO|Y! IP FAE ping®
M Eei=Zo| d8=/H VPN E{'0| 7kSELICH et ping BE2

L|C}. 28 HO|E<S|O| C|HFO|A0]|
VPN Q1ZT A|ZHEtL|CE.

VPN 212 E HAESt= B = Site-to-Site VPN 912 EAE HEE HZSHMAIL.

M
o
O
o

T

[l

Ojo

ping B0 AlujstH CtE HE

« VPCO| QIARAAO| CHEH ICMPE 385t E ot O & &l0| FA (o] U=K| #RIFLICH Windows
Server7} EC2 QIAEAQI AR Hot 71 E0| o} RHRE 7#2l0| IPsec EBIEIE §{25t=X| &Qlgt
LICH REMIEH HEE Windows QUIAEIA M S XML

. pingS +HHE QIAEIAC| 29 X7 ICMPO| SE S TAE|0] Qx|
Amazon Linux AMI & StLtE AF&35t= 20| E&LICEH

. ping= T835t= QAAEATL Windows QIAEIAQI B SHE QIAE AN 2145104 Windows & 8}H
of 2IHIRE ICMPv4E & M3tghLch.

- VPC E£&= MEHo| 2t & HIO|E0| SHIEH M Elo] U=X| &I LICE XtME HE= 1EH7A:
VPN ¢4 MA 9l vpCc A2 FxsHAML.

. 174 HO|EQ|O| C|HIO|A T} EC2 QIAEIAQI AL QI
grLich kM HE = Windows QIAEA 42 XS

b

PRt LICE.
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https://learn.microsoft.com/en-us/previous-versions/windows/it-pro/windows-2000-server/cc960464(v=technet.10)?redirectedfrom=MSDN
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Amazon VPC &£ 9| [VPN Connectlons] H[O|X[o| A VPN 24ZE S MEdSILICH & §m E{'E 0| At S K
1 Ao, F W B{d2 Ao UXR[EH F Hm B 0| SEE|7| M R[= AEEIX| eb&Lct &
S 5tE Efd2 s & 5te{H ChA AlZto] Z& = A&LICH

124 AHo|ESo| ClHiolA 2A| si&

ctg #=e 12 7ol ol ClutolA ol 917 EXE siZste ol 220l E £ &Lt
QB x{0l B AE X|ZIE Site-to-Site VPN $173 HIAE EHIS R ESHAAIR.

o| MlMo| &= Q|0 AWS Site-to-Site VPN 212 1504 VPN 43 EXIE sHZ2E &= U&LCt

+ Border Gateway Protocol AF& Al A4 EX|| 514

+ Border Gateway Protocol 10| 2 & 2

« Cisco ASA 12l /0|EQJ0] C|HIO|A 1A EX| siZ

* Cisco |I0S 12 HO|EO| C|HtO|A HAA =X sHE

« BGP(Border Gateway Protocol) @132 AF2 35} X| & T4 AHo|Ef|0| C|Hto|A EX| 5H

74
=

« Juniper JunOS 74 H|O|E® 0| C|HtO|A 144 EX| HZ

0|l

rr
@
o
o)
(@)
O
(/)

Juniper ScreenOS 1724 H|0|EQJ|0| C|HIO|A 44 &R sHZA

+ Yamaha 1124 HO|E9|0| C|HIO|A i EX| siZA

N

« Amazon VPC &

» Amazon VPCO| Ci8t VPN E{d 214 EX|E sHZA5e{ of= A Hof & L|7I?

Border Gateway Protocol AH& A| ¢1Z2 EX| a2

CHS Clolo{a 41 Zof= BGP(Border Gateway Protocol)E A3 12 H0|E9) 0] C|H}O|A
22X siae et Lt X|Zo| Liet J&LICH EF CHIo|A Q| CHT 7|5 & détst= ol E&L
Ch A2 HE = HO|EQO| ClutolA SZUA o EolstalAI2.

2]
Pl
glz
i
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https://repost.aws/tags/TATGuEiYydTVCPMhSnXFN6gA/amazon-vpc
https://repost.aws/knowledge-center/vpn-tunnel-troubleshooting

AWS Site-to-Site VPN
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. Start |

" Does an IKE

i - Review your IKE
: rity A iation M i .
— Secu zxi:ts';} cation ° configuration
N
Yeas
' .
- Does an IPsec Review your IPsec
m .~ Security Association Mo - your
- exist? configuration
I
Yeas
Y
e . Are the correct . ) N Review your firewall
m “._firewall rules set up? - configuration
7
Yes
v
e s there |P Review tunnel
. connectivity via the Mo TSR E U
o tunnel? ' to ensure the proper IP
~ ' ' address is configured
Y
Yes
¥
m s the BGP No Review your BGP
- peering active? ' configuration
I
Yas
Y
Ao Use the AWS
BGPE AN23l= ElH% e gateway- Wanagement Console 100
B Mo = to attach the virtual
VEC? private gateway to the

VPC
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IKE

IPsec

B

BGP

OLF & IKE 2ot AL EXfSIX| 2i2 B2 IKE 7+ dH2 AESIMAI. 74 Tt
off ZAIE AMHE 53l CIF, PFS(perfect-forward-secrecy) & 2 E TI2t0|EE +
Aok g LCt.

IKE 20t ¢4Z40| EXl5t= B ‘IPsec’ 2 O|SFLICEH
IPsec 20t ¢1Z4(SA)0| EX5t=X| &QlgrL(Ct.

IPsec SAE E{'d Rtxl|L|ct 12 HO|EO| CIHIO|AE R 2|510q IPsec SA7}
21 AFEHQIX| ZOIBFLICH 1174 HO|E Q0] 7AYo EAIE! 2%z ot 55 OIE,
al

PFS(perfect-forward-secrecy) & 2= It2t0|E{E F4335H0F B LICE
IPsec SA7} Q1o IPsec A4S AEELICH

IPsec SA7l e A2 'BHHL'Z O|SFLICE.

Efdol Zt Mol=ol= T4 mdof X|™Elo] Rl R 242 IP FATF &Lt Jhe
ZZlO|H! HIO|EQO| A= BGP QI EIRE FTAR MKl FAYLICEH T A

olg JIOI ClHFO|AOM O] FAE pingstod IP EEZ 0| SHIZ &5t L SHE =X

rr

Pingoll AlTH3tH E{'d QIE{H|0|A TS HES0{ SHIE IP T4t FHE[0] JEX

Ping0ll 8 33t™ ‘BGP’'2 0|5 &Lk,

BGP Z|o{E AMlMo| & SEiQIX| &gt

Zt Bfdodl Cell Ct& 2 +~FLICt

14 Ho|EO| C|HFO|A0|M BGP & EN7t Active EE= Established QX[ =
QlerL|C} BGP I|o{&0| EAstEledm™ 2F 30x 7+3 A2 &= U&LICH

BGPE A3t ClHIO|A 101
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- 1Z8 Ho|EQo| C|HIO|A T} 7+AF ZBtolE! AHO|ELolof 7|2 ZZ(0.0.0.0/0)2 &
El=X| FlgfL

E{'=0| O] &Elol| UX| 2T BGP 7182 AESIMAIL.
BGP I|0{2 0| MHEEH HFAE +4l5tod 2|1 B{do| SHtZ2H FEELICEH F

Eid 25 of &EjodoF & LICt

Border Gateway Protocol §10| 14 A sl &

CtS clolo{a 1}t & of = BGP(Border Gateway Protocol)E AF235HX| &t= 12 /0| EQ0] C|H}O|
o| ZX| sHZAS /et et XIFO] Ltet U&LICH 8 ClHto|A Q| ClHT 7|
&LCH M2 HE= HO|ESI0| ClHO|A S Aol 2ot MAI.

o[>

BGPE AL&3tx| ef= ClHFO|A 102
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IKE

IPsec

| Start
. .

Does an IKE
Security Association
exist?

Does an IPsec
Security Association
axist?

Are the correct
firewall rules set up?

|s there P
connectivity via the
tunnel?

Is the virtual
private gateway
attached to the

VPC?

I
Yes
Y

Mo

Review your IKE
configuration

Review your |Psec
configuration

Review your firewall
configuration

Review tunnel
interface configuration
to ensure the proper IP
address is configured

Tunnels are configured
correctly. You're done,

-

Use the AWS
Management Console
to attach the virtual
private gateway to the
VFC

BGPE AlSorXl o= CIBIOIA
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IKE IKE 22 21Z20| EXMst=X[ F gLt
IKE 2oF AA2 IPsec £ 212 HH| ArE &= 7| metol]l 22 EhLCh

OtF & IKE £ AL EXsIX| B E B2 IKE 78 H8g dESHUAI. 774 Tt
ol EAIE ZAxH 2538, 21F, PFS(perfect-forward-secrecy) & 2= TtetO|EHE T
gstioF BfLct.

IKE 20t 40| EXl5t= B2 ‘IPsec’E O|SFLICEH
IPsec IPsec 0t @1Z4(SA)0| EXNst=X| = lFL|Ct.

IPsec SAE E{& AIM|LICH. 124 7|0|ERO| C|HIO|AE F2|3+0q IPsec SAZ}
A AEHQIXK| EQIStLICH T AHo|EQo] Mo EAIE JAAH g53, 25,
PFS(perfect-forward-secrecy) & 2= m}2t0|E{E FA35H0F LI
IPsec SA7} 9io™ |Psec A2 HEELICE

IPsec SA7| = A< 'BHHE'E O|SELICt.

e LQE et 7210] AHE|0] QK| HOIBLICHTA 52 QI 12 Aols
20| ClHHOlA Abololl #ate T4d &%), AdRElof o™ Yo 2 oS ELICH

20| 2t Abol S0l T4 Thelofl RIEI0f Qe T 22 IP T
Zato|9! HO|ERI0| FAE BGP QM BHRE FAE ABEE FAYLICH 12 A
I

Qo] C|HtO|A 0| A O] FAE pingdtod IP EEHEO| SHIE ¥ 53 X = El=X]

m
I
o

Ping0il AmistH E{'d QIE{H 0|A T HE HESH0] SHIE IP FA7F FIE0] JUEX]
EQIgrLCt.

L
AL

Ping0| d35tH '"HX Z='Z o|SgLICt

Zf Bf'dodl Ciali Ch& 2 s~ ELICH

Kl
02t
0x
Hu

- E{d2 CI8 E22 8= VPC CIDRO| ™ A2 E FIIsHER| gQlgtLct.
« 744 Zatols! AO|EHOl IR HESIZZ E
7| {I3l, Amazon VPC &0 1H B2 E F7

BGPE AL&3tx| ef= ClHFO|A 104
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E{'20| O] &Ef7I ot B CIHIO|A FEE HESIHAAIL.

S B B5 O] AEHQIX| EHolstH B F 22 B 2Lt

Cisco ASA 112l 7|0|E{ 0| C|HIO|A 472 EX| s 2

Cisco 1.4 HO|EO| C|HIO|A LS| A ENME
H PFo| EXz ofH =MEE SHZAE + UX|EH (HELKT & —O—I H OPEHOH (BI\IE) IKESE{ A|ZtS

M flz 2et7hs Aol E&LUCH

/A Important
U Cisco ASA= HE|E/ARMHIO| ZERF X|HETLICE O|FH Cisco ASAE ALEE =
HE|E E{HO| &t gHof| B 7HEF UE &= USLICE X | B2 A E =+ i F=ol
oF Ct& AEHHEO| E{'0| &5t ElL|Ct ABHHIO| B2 ALKt 21 melol| CHS 27/
E 2 MAIZ £ el FAISHE ElLICH Rejecting IPSec tunnel: no matching
crypto map entry for remote proxy 0.0.0.0/0.0.0.0/0/0 local proxy
0.0.0.0/0.0.0.0/0/0 on interface outside

CHS BEE ASELICH SEol= IKE7H 2Hlz 7 EE 124 Ho|E90| ClHtO|A7F E AIEILICH

ciscoasa# show crypto isakmp sa

Active SA: 2
Rekey SA: @ (A tunnel will report 1 Active and 1 Rekey SA during rekey)

Total IKE SA: 2

1 IKE Peer: AWS_ENDPOINT_1
Type : L2L Role : initiator
Rekey : no State : MM_ACTIVE

O - I_ b |
MM_ACTIVEO|1 status= ACTIVEO{OF &fL|Ct &=0| Qi7{Ll &= CIE AEfO| 50| QlCt
IKE7} HI2 FEE|X| AU E LIEFAHLICH

B0l X|HE 4 HolEHole] sxc 2tol Z&E Z0| & 7 ol4 LIEtE LIt state &2
£ A2
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AWS Site-to-Site VPN ALE X
27150l 27 S QSHME O+ BUS M¥stod 2T HEE MBsts 21 HAXIE Basts
Lict
guict

0424
S o

ajo

Ct

router# term mon
router# debug crypto isakmp
=

2 448451

CIHZE Hi
router# no debug crypto isakmp
LICH SEOIE IPsec7t S2HIZ FEE T2 HO|EQ|O| ClHtO|AT7H EAIELICH

Ch=2

ciscoasa# show crypto ipsec sa
Crypto map tag: VPN_crypto_map_name, seq num: 2, local addr: 172.25.50.101
access-list integ-ppe-loopback extended permit ip any vpc_subnet subnet_mask

outside

interface:
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (vpc_subnet/subnet_mask/0/@)

current_peer: integ-ppel
encaps: 0, #pkts encrypt: 0, #pkts digest: 0

#pkts
#pkts
#pkts

#send errors: @, #recv errors: 0

decaps: 0, #pkts decrypt: 0, #pkts verify: 0
not compressed: @, #pkts comp failed: 0, #pkts decomp failed: 0
local crypto endpt.: 172.25.50.101, remote crypto endpt.

#pkts
compressed: @, #pkts decompressed: 0
#pre-frag successes: 0, #pre-frag failures: 0, #fragments created: 0
#PMTUs sent: @, #PMTUs rcvd: 0, #decapsulated frgs needing reassembly: 0
. AWS_ENDPOINT_1

path mtu 1500, ipsec overhead 74, media mtu 1500
current outbound spi: 6D9F8D3B

. 48B456A6
106

current inbound spi
inbound esp sas:
Ox48B456A6 (1219778214)
transform: esp-aes esp-sha-hmac no compression
in use settings ={L2L, Tunnel, PFS Group 2, }

spi:

Cisco ASA
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slot: @, conn_id: 4710400, crypto-map: VPN_cry_map_1
sa timing: remaining key lifetime (kB/sec): (4374000/3593)
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001
outbound esp sas:
spi: Ox6D9F8D3B (1839172923)
transform: esp-aes esp-sha-hmac no compression
in use settings ={L2L, Tunnel, PFS Group 2, }
slot: @, conn_id: 4710400, crypto-map: VPN_cry_map_1
sa timing: remaining key lifetime (kB/sec): (4374000/3593)
IV size: 16 bytes
replay detection support: Y
Anti replay bitmap:
0x00000000 0x00000001

Z B QIE{H| 0| A0 CH3H inbound esp sas ! outbound esp sas7t 25 LIEFLFOF EFLICE. Of
£ SATF L}EE|T(0d: spi: Ox48B456A6) IPsec/t SHIZ FE|0 QIS 7HIE Q| o 7| Lt

Cisco ASAOI A IPsec 8 B0|2R2 EiE(ZE3lsofst= ECiZ)0| TS E Fof| B LIEHE LICEH IPsec
S B4 g4 HEIZ XI5 SLA BLIEIE TA5HE 20| FALICH SLA BLIEE 2HA E2iTS
H<& 2LHo] IPsec2 %“‘c;' HEfE FX[ELICH
EES CHS ping BEE ALE3510] IPsec7t H4& S Aot &9 ABMOCE O|SSHET ZHME =X UE
L|C}.

ping ec2_instance_ip_address

Pinging ec2_instance_ip_address with 32 bytes of data:

Reply from ec2_instance_ip_address: bytes=32 time<lms TTL=128

Reply from ec2_instance_ip_address: bytes=32 time<lms TTL=128

Reply from ec2_instance_ip_address: bytes=32 time<lms TTL=128

Ping statistics for 10.0.0.4:

Packets: Sent = 3, Received = 3, Lost = @ (0% loss),

Approximate round trip times in milliseconds:

Minimum = @ms, Maximum = Oms, Average = OQms
F7HM0l 2| sHEE fIsiAME CHS BHEE ME6t0od CIHZE S & g35tefLich

107
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router# debug crypto ipsec

o
gl
0%
o
mjo
>
0o
ok
r
[l

CIHZE HIE S

=
E{o| CtE % SEE ping®fLICt 0|70 2t &3stE B2 IPsec2 M3l ok B LICH PingOl &t S35} K|
fof HMA SFS =I5t 0| IPsec EHHE HESHAAIR.

1. AMA =0l AZE Wt M4BT

ciscoasa# show run

crypto ipsec transform-set transform-amzn esp-aes esp-sha-hmac

crypto map VPN_crypto_map_name 1 match address access-list-name

crypto map VPN_crypto_map_name 1 set pfs

crypto map VPN_crypto_map_name 1 set peer AWS_ENDPOINT_1 AWS_ENDPOINT_2

crypto map VPN_crypto_map_name 1 set transform-set transform-amzn

crypto map VPN_crypto_map_name 1 set security-association lifetime seconds 3600
2. CIS BHE AS5tod ML SES FHQIFfLIC

ciscoasa# show run access-list access-list-name

access-list access-list-name extended permit ip any vpc_subnet subnet_mask

3. O|¥MA FEO
CHet 2 E LHE

K| #QIStLICH CHS ofl Al HM|A 2= 0l M= VPC MELY! 10.0.0.0/1601
LICE.

x4
o =
1&

I
Ezf

mlo r&l-
ol
e o

é
=1

.\.L
—

access-list access-list-name extended permit ip any 10.0.0.0 255.255.0.0

K=l

4. Cisco ASA C|HIO|AOM AR FXE
AWS_ENDPOINT_1/AWS_ENDPOINT_2).

AlSH510 Amazon 2R E{0| EESHEX|
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Amazon 2t RE{0]| E=StH Amazon VPC 20 F7I8t 18 B2
of CHEF EoF O E T &EQISHAAIL.
X

— =
5. KtAMEt ZX ld HEE FEE AEstAAIR.

i
1
ro
g'l_l
K

Cisco I0S 112 H|O|E9]|O] C|HFO|A 44 EX| &

Cisco 12 H[O|EHo| C|H}O|A 2| A BXME sHEE = IKE, IPsec, E{'E X BGP2| | 7HX| At

£ 1ost A2, 0| F9o| EXME ofH =M= E AT & UKXIEH (LIEXHZ A={of B ofzfod|

£) IKERE AlEtaliA 912 Set7te ZWol E&LIc

S BEE AMEELICH SHol= IKE7I 2HlZz 7 EE 124 Ho|E9| 0| C|HFO|A7F F AIEILICH

router# show crypto isakmp sa

IPv4 Crypto ISAKMP SA

dst src state conn-id slot status
192.168.37.160 72.21.209.193 QM_IDLE 2001 ©@ ACTIVE
192.168.37.160 72.21.209.225 QM_IDLE 2002 ©@ ACTIVE

O L—- =1

=
QM_IDLEO|1 status= ACTIVEO4OF ELICI. & =0| 7Lt & CHE AEfo| #=0| QUCH= A2 IKE
7t 2HIE FTHEX| oEAS S LIERHLICE

E{dol X|4El ¥4 HOo|E0le] sxc 2tol Z&E £0| & 7 o]y LIEtE XWILICH states

271501 2 7S QUMME O+ BUS Mstod FIT HEE MBsts 21 HAIXIS BAaHs

LICH.

router# term mon
router# debug crypto isakmp

S BEE MEELICH SHOIE IPsec7t 2HlZ FEE 12 HO[EH 0| C|HFO|ATF EAIEILICH
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router# show crypto ipsec sa

interface:

Tunnell

Crypto map tag: Tunnell-head-0, local addr 192.168.37.160

protected vrf: (none)

local
remote

ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

current_peer 72.21.209.225 port 500
PERMIT, flags={origin_is_acl,}

#pkts
#pkts
#pkts
#pkts
#pkts
#send

local

encaps: 149, #pkts encrypt: 149, #pkts digest: 149
decaps: 146, #pkts decrypt: 146, #pkts verify: 146
compressed: 0, #pkts decompressed: 0

not compressed: @, #pkts compr. failed: 0

not decompressed: 0, #pkts decompress failed: 0
errors @, #recv errors 0

crypto endpt.: 174.78.144.73, remote crypto endpt.: 72.21.209.225

path mtu 1500, ip mtu 1500, ip mtu idb FastEthernet®
current outbound spi: ©xB8357C22(3090512930)

inbound esp sas:
spi: @x6ADB173(112046451)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 1, flow_id: Motorola SEC 2.0:1, crypto map: Tunnell-head-0
sa timing: remaining key lifetime (k/sec): (4467148/3189)
IV size: 16 bytes
replay detection support: Y replay window size: 128
Status: ACTIVE

inbound ah sas:

inbound pcp sas:

outbound esp sas:
spi: ©0xB8357C22(3090512930)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 2, flow_id: Motorola SEC 2.0:2, crypto map: Tunnell-head-0
sa timing: remaining key lifetime (k/sec): (4467148/3189)
IV size: 16 bytes
replay detection support: Y replay window size: 128
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Status: ACTIVE

outbound ah sas:

outbound pcp sas:

interface:

Tunnel?2

Crypto map tag: Tunnel2-head-0, local addr 174.78.144.73

protected vrf: (none)

local

ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current_peer 72.21.209.193 port 500
PERMIT, flags={origin_is_acl,}

#pkts
#pkts
#pkts
#pkts
#pkts
#send

local

encaps: 26, #pkts encrypt: 26, #pkts digest: 26
decaps: 24, #pkts decrypt: 24, #pkts verify: 24
compressed: 0, #pkts decompressed: 0

not compressed: @, #pkts compr. failed: 0

not decompressed: 0, #pkts decompress failed: 0
errors @, #recv errors 0

crypto endpt.: 174.78.144.73, remote crypto endpt.: 72.21.209.193

path mtu 1500, ip mtu 1500, ip mtu idb FastEthernet®
current outbound spi: @xF59A3FF6(4120526838)

inbound esp sas:

spi:

0xB6720137(3060924727)

transform: esp-aes esp-sha-hmac ,

in use settings ={Tunnel, }

conn id: 3, flow_id: Motorola SEC 2.0:3, crypto map: Tunnel2-head-0
sa timing: remaining key lifetime (k/sec): (4387273/3492)

IV size: 16 bytes

replay detection support: Y replay window size: 128

Status: ACTIVE

inbound ah sas:

inbound pcp sas:

outbound esp sas:

spi:

0OxF59A3FF6(4120526838)

transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 4, flow_id: Motorola SEC 2.0:4, crypto map: Tunnel2-head-0
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sa timing: remaining key lifetime (k/sec): (4387273/3492)
IV size: 16 bytes

replay detection support: Y replay window size: 128
Status: ACTIVE

outbound ah sas:

outbound pcp sas:

Zt E'd QUE{H| 0| A 0] CHEH inbound esp sas %! outbound esp sas7t 25 LIEFL}OF EFLICH SA
7h LhEE| (04 spi: @xF95D2F3C) Status?t ACTIVEZED 7HE35HH, IPsec/7t HIZ £ E A

CtS BEE MEsliod CIHZ S & dstELIct.

b
N
1A
o
Ho
Pl
glzl
Y
mjo
4o
2.':'
x
rr

n
T

N
fljo
o
ik
0x
lgﬁ
Q'I_l
_."E
e
jul
mjo
07
o
mjo
>
oo
o
r
[ul

router# no debug crypto ipsec

e
M, 2ot 4atH #=/0| U] =HUFLICH RpME "ME= QIE{U0 17 7|0|E9| 0| C|HHO|A A

Olof &t F+HE HESAML.

H

4r5he1 TFAj0] SHHE MHE0] USH OHS THCE B TS AL ELICH

—

.|.
Yol
--—

18

router# show intexrfaces tunl

Tunnell is up, line protocol is up
Hardware is Tunnel
Internet address is 169.254.255.2/30
MTU 17867 bytes, BW 100 Kbit/sec, DLY 50000 usec,
reliability 255/255, txload 2/255, rxload 1/255
Encapsulation TUNNEL, loopback not set
Keepalive not set
Tunnel source 174.78.144.73, destination 72.21.209.225
Tunnel protocol/transport IPSEC/IP
Tunnel TTL 255
Tunnel transport MTU 1427 bytes
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Tunnel transmit bandwidth 8000 (kbps)
Tunnel receive bandwidth 8000 (kbps)
Tunnel protection via IPSec (profile "ipsec-vpn-92df3bfb-0")
Last input never, output never, output hang never
Last clearing of "show interface" counters never
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: fifo
Output queue: 0/0 (size/max)
5 minute input rate @ bits/sec, 1 packets/sec
5 minute output rate 1000 bits/sec, 1 packets/sec
4@07 packets input, 30010 bytes, @ no buffer
Received @ broadcasts, @ runts, @ giants, 0 throttles

line protocolO| 7t& SQIX| EQIELICH E'd ¢& IP T4, HE QIEH0|A L Ciaol ZzZh P
F4 Qo] 1 Ho|E 0| ClHIO|A, QIE{HO|A R IP F4A 2|F 0| 7t Z2to[8! Ho|Ef]ofo CH
st B 790t URISH= K| & QIELICE Tunnel protection via IPSec7t EXHSt=X| & QIgL
Ch. &% B QIE{H|o|A0M 25 BHES AAMELICH EXE siZstieiH 7+ 42 HESIDT 12 Ao
E<|o| Cldto|Aof CHEt 22| A4S HA=LICH

Edt 169.254.255.12 714 Z 208! HIO|ERO|S| LR IP AR HIF = LS HHEE AFS
Ct.

el

L

router# ping 169.254.255.1 df-bit size 1410

Type escape sequence to abort.

Sending 5, 1410-byte ICMP Echos to 169.254.255.1, timeout is 2 seconds:
Packet sent with the DF bit set

router# show ip bgp summary

BGP router identifier 192.168.37.160, local AS number 65000
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BGP table version is 8, main routing table version 8

2 network entries using 312 bytes of memory

2 path entries using 136 bytes of memory

3/1 BGP path/bestpath attribute entries using 444 bytes of memory

1 BGP AS-PATH entries using 24 bytes of memory

@ BGP route-map cache entries using @ bytes of memory

@ BGP filter-list cache entries using @ bytes of memory

Bitfield cache entries: current 1 (at peak 2) using 32 bytes of memory
BGP using 948 total bytes of memory

BGP activity 4/1 prefixes, 4/1 paths, scan interval 15 secs

Neighbor v AS MsgRcvd MsgSent TblVer 1InQ OutQ Up/Down State/PfxRcd
169.254.255.1 4 7224 363 323 8 0 0 00:54:21 1
169.254.255.5 4 7224 364 323 8 0 0 00:00:24 1

T QI 2t RE7t 25 Lt E|o{of §LICH ZFZtol CHSH State/PfxRcd 2t0| 12 E A|E[0{0F & LIC}.

FO|
—

ol
o

d

BGP m|0{2l0| 7S x| 124 #0|ESO| C|HtO|AT VPCOH| 7[& BZ(0.0.0.0/0)E LEIE=X]
LICH.

router# show bgp all neighbors 169.254.255.1 advertised-routes

For address family: IPv4 Unicast

BGP table version is 3, local router ID is 174.78.144.73

Status codes: s suppressed, d damped, h history, * valid, > best, i - internal,
r RIB-failure, S Stale

Origin codes: i - IGP, e - EGP, ? - incomplete

Originating default network 0.0.0.0

Network Next Hop Metric LocPrf Weight Path
*> 10.120.0.0/16 169.254.255.1 100 Q0 7224 i

Total number of prefixes 1
3 Srollz, 7HAF Z2Hol8! HIO|EQ0lolAM VPCOl sHE 5t = S AE grotof &fFLCt

router# show ip route bgp

10.0.0.0/16 is subnetted, 1 subnets
B 10.255.0.0 [20/0] via 169.254.255.1, 00:00:20
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KtAEt 22X sHE HE

mo
to

AESHAA|

74

rr

BGP(Border Gateway Protocol) 212E A& 35t X| ek = Cisco 10S 1124 70|
E9|o| C|Hlo|A EA| s Z
Cisco 11 ZH HO|E Q0| C|HIO|AL| 914 EAXN|E SHZE = IKE, IPsec 2! E{Ho| M| 7HX| AFREE 1

gy
245t AIAIQ. 021 Qolo| 2RIE ofiHl MR E HAE £ UKIEH (UEXT A40| B ool Uk)
IKERE AlZSiA /2 S2t7t= X[ol E&LCt

S BEE AEELICH SHol= IKE7H 2HlZ 7 EE 124 Ho|E9|O| C|HFO|A7F F AIEILICH

o

router# show crypto isakmp sa

IPv4 Crypto ISAKMP SA

dst src state conn-id slot status
174.78.144.73 205.251.233.121 QM_IDLE 2001 ® ACTIVE
174.78.144.73 205.251.233.122 QM_IDLE 2002 ©® ACTIVE

E{o] x|EEl ¢ HO|ES|0|e] src gto| Z&fEl £0| 8 7 o|&f LtEHE WRILICH states
= 7o

QM_IDLEO|1 status= ACTIVEO{OF SfL|Ct & =0| Qi7{Ll &= CIE MEHS| #F0| Q= W2 IKE
7t SHIZ FHEIX| AASS LIEFALICH

£7bQ1 2R LS SHAE TS BBS Mol I HHE MB3He 23 HAIKIE BAEE

LICt.

router# term mon
router# debug crypto isakmp

IPsec
CIS HHEE AISELICH SEHolE IPsec7t SHIE L& El 124 70| EQ||0| C|HFO|A 7} I A|ELICE.
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router# show crypto ipsec sa

interface:
Crypto

Tunnell
map tag: Tunnell-head-0, local addr 174.78.144.73

protected vrf: (none)

local
remote

ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

current_peer 72.21.209.225 port 500
PERMIT, flags={origin_is_acl,}

#pkts
#pkts
#pkts
#pkts
#pkts
#send

local

encaps: 149, #pkts encrypt: 149, #pkts digest: 149
decaps: 146, #pkts decrypt: 146, #pkts verify: 146
compressed: 0, #pkts decompressed: 0

not compressed: @, #pkts compr. failed: 0

not decompressed: 0, #pkts decompress failed: 0
errors @, #recv errors 0

crypto endpt.: 174.78.144.73, remote crypto endpt.:205.251.233.121

path mtu 1500, ip mtu 1500, ip mtu idb FastEthernet®
current outbound spi: ©xB8357C22(3090512930)

inbound esp sas:
spi: @x6ADB173(112046451)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 1, flow_id: Motorola SEC 2.0:1, crypto map: Tunnell-head-0
sa timing: remaining key lifetime (k/sec): (4467148/3189)
IV size: 16 bytes
replay detection support: Y replay window size: 128
Status: ACTIVE

inbound ah sas:

inbound pcp sas:

outbound esp sas:
spi: ©0xB8357C22(3090512930)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 2, flow_id: Motorola SEC 2.0:2, crypto map: Tunnell-head-0
sa timing: remaining key lifetime (k/sec): (4467148/3189)
IV size: 16 bytes
replay detection support: Y replay window size: 128
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Status: ACTIVE

outbound ah sas:

outbound pcp sas:

interface: Tunnel2
Crypto map tag: Tunnel2-head-0, local addr 205.251.233.122

protected vrf: (none)
local ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current_peer 72.21.209.193 port 500

PERMIT, flags={origin_is_acl,}
#pkts encaps: 26, #pkts encrypt: 26, #pkts digest: 26
#pkts decaps: 24, #pkts decrypt: 24, #pkts verify: 24
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed: 0
#pkts not decompressed: 0, #pkts decompress failed: 0
#send errors 0, #recv errors 0

local crypto endpt.: 174.78.144.73, remote crypto endpt.:205.251.233.122
path mtu 1500, ip mtu 1500, ip mtu idb FastEthernet®
current outbound spi: @xF59A3FF6(4120526838)

inbound esp sas:
spi: @xB6720137(3060924727)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 3, flow_id: Motorola SEC 2.0:3, crypto map: Tunnel2-head-0
sa timing: remaining key lifetime (k/sec): (4387273/3492)
IV size: 16 bytes
replay detection support: Y replay window size: 128
Status: ACTIVE

inbound ah sas:

inbound pcp sas:

outbound esp sas:
spi: OxF59A3FF6(4120526838)
transform: esp-aes esp-sha-hmac ,
in use settings ={Tunnel, }
conn id: 4, flow_id: Motorola SEC 2.0:4, crypto map: Tunnel2-head-0
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sa timing: remaining key lifetime (k/sec): (4387273/3492)
IV size: 16 bytes
replay detection support: Y replay window size: 128

Status: ACTIVE

outbound ah sas:

outbound pcp sas:

=
= SAZF LtEE|T0(0d]: spi: 0Ox48B456A6) 4EH7F ACTIVEO|M IPsec7t 2HIE FHE[0] UZ S 7t
HE ol o 7|t
F7HM0l 22X sHE S M= ChE BHES M836t0od C|HZE S & gstgLict

router# debug crypto ipsec

LICH RtM[Et HE = Q1B 124 HO|E{ O] CIHFO[A A

0
x

E
kO
ok

T
ol
1T
=1
il
o
z0
rr
Ral
Jo
o
o

router# show intexrfaces tunl

Tunnell is up, line protocol is up

Hardware is Tunnel

Internet address is 169.254.249.18/30

MTU 17867 bytes, BW 100 Kbit/sec, DLY 50000 usec,
reliability 255/255, txload 2/255, rxload 1/255

Encapsulation TUNNEL, loopback not set

Keepalive not set

Tunnel source 174.78.144.73, destination 205.251.233.121

Tunnel protocol/transport IPSEC/IP

Tunnel TTL 255
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Tunnel transport MTU 1427 bytes
Tunnel transmit bandwidth 8000 (kbps)
Tunnel receive bandwidth 8000 (kbps)
Tunnel protection via IPSec (profile "ipsec-vpn-92df3bfb-0")
Last input never, output never, output hang never
Last clearing of "show interface" counters never
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: fifo
Output queue: 0/0 (size/max)
5 minute input rate @ bits/sec, 1 packets/sec
5 minute output rate 1000 bits/sec, 1 packets/sec
4Q7 packets input, 30010 bytes, @ no buffer
Received @ broadcasts, @ runts, @ giants, 0@ throttles

oIl Z2EZ0| 7t8 FQUK| QgL EHE HE IP F4, #E QIEHo|A & 40| ZZHIP =4
Q|f o] 17 Ho|EH 0| C|HIO|A, QIE{H|O|A L IP FA Q& o] 714 mztol8! AHo|E S olol CHEF E
A 0t Ux|5H= K| ZQIELICH Tunnel protection through IPSec7t EX5H=X| & QIErL
Ct. &% E{d QIE{HO|ANM 25 HHS A-ELICH EXE siidstti™ 282 dEStT 12 Ao
Eglo| ClHto|Ao0l| CHEF 2 2IM oid S MAFLICH

LS 169.254.249.182 7t ZEIO|E! HIO|EQO|2| LR IP FAZ HF = CHS HE2 MEE =
o
router# ping 169.254.249.18 df-bit size 1410

Type escape sequence to abort.
Sending 5, 1410-byte ICMP Echos to 169.254.249.18, timeout is 2 seconds:
Packet sent with the DF bit set

router# sh ip route static

1.0.0.0/8 is variably subnetted
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S 10.0.0.0/16 is directly connected, Tunnell
is directly connected, Tunnel2

router# ip route 10.0.0.0 255.255.0.0 Tunnell track 100
router# ip route 10.0.0.0 255.255.0.0 Tunnel2 track 200

SLA 2L|E{Z F¢l

router# show ip sla statistics 100

IPSLAs Latest Operation Statistics

IPSLA operation id: 100
Latest RTT: 128 milliseconds
Latest operation start time: *18:08:02.155 UTC Wed Jul 15 2012
Latest operation return code: OK
Number of successes: 3
Number of failures: 0
Operation time to live: Forever

router# show ip sla statistics 200

IPSLAs Latest Operation Statistics

IPSLA operation id: 200
Latest RTT: 128 milliseconds
Latest operation start time: *18:08:02.155 UTC Wed Jul 15 2012
Latest operation return code: OK
Number of successes: 3
Number of failures: 0
Operation time to live: Forever

Number of successes?| Z{2 SLA ZLIE{7} 33X 2 MHEE|U=K| LIEFLICE

RHMIEE 28 iE HEE FEE AEsHAAIR.

T Ed2 25 E35l| VPC CIDRO|| CHet 1 A2 7} EXHES & Qlslof LC EXHsHR| et C
o Zol 18 42 E FIHghuch:

=
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ol

Juniper JunOS 1124 7|0|EQ|0| C|HtO|A 1A ZX| sHZ

Juniper 128 70| EQ|0| C|HIO|A 2| @12 BX|E SHZEE M= IKE, IPsec, E'd & BGP2| | 7HX| A
2 TEHSHAAIR. Ol FHo| Ex= ofH = MEE H ZE = UX|BH (HEX{=Z AE40] BH of 2o

AE) IKERHE AlF&iM fl= S2t7h= 2ol E&LCH
IKE

ChE HES ASELCH SE0l= IKE7t 2HIZ FEE 12 HO|ES] 0| ClHtolATF EAIE LICH

user@router> show security ike security-associations

Index Remote Address State Initiator cookie Responder cookie Mode
4 72.21.209.225 UP c4cd953602568b74 0d6d194993328b02 Main
3 72.21.209.193 UP b8c8fb7dc68d9173 ca7cb@abaedeb4bb Main

O

Edol X|HE 4 HolEHole] ¢ FA7F efEl £0| 8 7 o]d LIEHE ZWILICH StateTt
UPOJo{OF &*LIEP. &=0| RAHLE = CHE HEH(: DOWN) o| ¥=0| JYCt= A2 IKE7 SHIZ F K]
K| efAS S LIEFHLICH

FIHHel EX sHAg M olldl 7+ oM HEst= THE IK EFM S48 gd3tsttlAl2.
O™ ChE, ot BP S Adstod Chet CIHZ HIAIXIE 2HHoi| Ui gf L

user@router> monitor start kmd
O SAEOMLIS BWHoZ M| 21 s AME £+ QlaLch

scp username@router.hostname:/var/log/kmd

IPsec
ClS HHE ASELICH SHO|E IPsec?7t SHIZ 2=l 128 HO|EQ| 0| CIHIO|A 7 EA|EILICH

user@router> show security ipsec security-associations

Total active tunnels: 2

ID Gateway Port Algorithm SPI Life:sec/kb Mon vsys
<131073 72.21.209.225 500 ESP:aes-128/shal df27aae4 326/ unlim - 0
>131073 72.21.209.225 500 ESP:aes-128/shal 5de29aal 326/ unlim - 0

Juniper JunOS

121



AWS Site-to-Site VPN AR 7H0|E

<131074 72.21.209.193 500 ESP:aes-128/shal ddl6c453 300/ unlim - 0
>131074 72.21.209.193 500  ESP:aes-128/shal cle@eb29 300/ unlim - 0
£35l, (22 HolESolof siF5t=) HOIERO| FAY F & 0|4 LiEtLtoF SFLICH ZF & AR 22
O| 7 7|5 (<>)E &H =0l cHet Ecli=lo| WeFS LIEtLICH E3oi= Q2 Eei=("<", 7t
A ZztolH! Ho|EO|HMH 28 HO|EO| ClHIO|AZ S 2= EE{E)1} Ol RHE2E EE{E|(">")0|
=3

user@router> show interfaces st0.1

Logical interface st@.1 (Index 70) (SNMP ifIndex 126)
Flags: Point-To-Point SNMP-Traps Encapsulation: Secure-Tunnel
Input packets : 8719
Output packets: 41841
Security: Zone: Trust
Allowed host-inbound traffic : bgp ping ssh traceroute
Protocol inet, MTU: 9192
Flags: None
Addresses, Flags: Is-Preferred Is-Primary
Destination: 169.254.255.0/30, Local: 169.254.255.2

Security: ZoneO| 2HFEX|, Local FA7I 12 HO|ESO| C|HIO|A B LHE FA e LIt
x| &QlghLct.

rr

CHZ 22, 169.254.255.12 7t ZE2tO[H! HO|ERO|C| LHE IP FAZ HIF = CHS HHE AE
grLICH Zt= ofgHoll EAIE ST 1t 242 Ligoloqof g L|Ct.

user@router> ping 169.254.255.1 size 1382 do-not-fragment

PING 169.254.255.1 (169.254.255.1): 1410 data bytes
64 bytes from 169.254.255.1: icmp_seq=0 ttl=64 time=71.080 ms
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64 bytes from 169.254.255.1: icmp_seq=1 ttl=64 time=70.585 ms

KME 28 o2 HEE 782 AESHMAIR.

user@router> show bgp summary

Groups: 1 Peers: 2 Down peers: 0

Table Tot Paths Act Paths Suppressed History Damp State Pending
inet.0 2 1 0 0 0 0
Peer AS InPkt OutPkt OutQ Flaps Last Up/Dwn State|
#Active/Received/Accepted/Damped...
169.254.255.1 7224 9 10 0 0 1:00 1/1/1/0
0/0/0/0
169.254.255.5 7224 8 9 0 0 56 0/1/1/0
0/0/0/0
FIMMQl 22X sHES f8H, 169.254.255.12 7H4F Z2to|H! HO|EQ OS] LHE IP FAZ HF &=
CHg WS ALSELICH

user@router> show bgp neighbor 169.254.255.1

Peer: 169.254.255.1+179 AS 7224 Local: 169.254.255.2+57175 AS 65000
Type: External State: Established Flags: <ImportEval Sync>
Last State: OpenConfirm Last Event: RecvKeepAlive
Last Error: None
Export: [ EXPORT-DEFAULT ]

Options: <Preference HoldTime PeerAS LocalAS Refresh>

Holdtime: 30 Preference: 170 Local AS: 65000 Local System AS: 0
Number of flaps: 0

Peer ID: 169.254.255.1 Local ID: 10.50.0.10 Active Holdtime: 30
Keepalive Interval: 10 Peer index: @

BFD: disabled, down

Local Interface: st0.1

NLRI for restart configured on peer: inet-unicast

NLRI advertised by peer: inet-unicast

NLRI for this session: inet-unicast

Peer supports Refresh capability (2)

Restart time configured on the peer: 120
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Stale routes from peer are kept for: 300
Restart time requested by this peer: 120
NLRI that peer supports restart for: inet-unicast
NLRI that restart is negotiated for: inet-unicast
NLRI of received end-of-rib markers: inet-unicast
NLRI of all end-of-rib markers sent: inet-unicast
Peer supports 4 byte AS extension (peer-as 7224)
Table inet.0® Bit: 10000
RIB State: BGP restart is complete
Send state: in sync
Active prefixes:
Received prefixes:
Accepted prefixes:
Suppressed due to damping:
Advertised prefixes:
Last traffic (seconds): Received 4 Sent 8 Checked 4
Input messages: Total 24 Updates 2 Refreshes 0 Octets 505
Output messages: Total 26 Updates 1 Refreshes 0 Octets 582

Output Queuel[0]: ©

-

Ol Received prefixes®t Advertised prefixes7t ZtZt 10i L@ z|o{of gL|C} 0|2
Table inet.0 T3 LHO R{0{oF EFLICEH

ol 28t Abefol cHet M2 HEE Last

rr

State7l Established?} ot B BXE HAS

State 2 Last ErrorE EQIstAAIL.

BGP I|o{2!0| 7S | 174 AHo|ES0] C|Hto|A 7L VPCH| 7|2 ZAZ2(0.0.0.0/0)E LEl=X| 2lgt
LICt.

user@router> show route advertising-protocol bgp 169.254.255.1

inet.®: 10 destinations, 11 routes (10 active, @ holddown, @ hidden)
Prefix Nexthop MED Lclpref AS path

* 0.0.0.0/0 Self I
3 ol 7+AF Z 20|l Aol EololM vPCol diE st HFAE ghofof B LICH.

user@router> show route receive-protocol bgp 169.254.255.1

inet.®: 10 destinations, 11 routes (10 active, @ holddown, @ hidden)
Prefix Nexthop MED Lclpref AS path
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* 10.110.0.0/16 169.254.255.1 100 7224 1

Juniper ScreenOS 1124 HO|E{|0| C|HtO|A HAZA EX| SHZA

Juniper ScreenOS 7|8t 1124 HO|E9| 0| C|HtO|A | 1A EX|E SHAE M= IKE, IPsec, E{E &
BGP2| Ul 7}X| At 2 125t AIR. O|H Fdo| EXl= ofH = M2 E SHAE &= UXIEH (HERKZ
AEHO| OH of 2ol U=) IKERE AlESHM @12 g2t7t= 0] E&LICH.

IKE 2! IPsec
CI2 B2 AL 2Hole IKE7I 2HI2 A E 128 Ho|EQ|o| ClHtO|A 7 EAIEILICH

ssgb-serial-> get sa

total configured sa: 2

HEX ID Gateway Port Algorithm SPI Life:sec kb Sta PID vsys
00000002<  72.21.209.225 500 esp:al28/shal 8004lcas4 3385 unlim A/- -10
00000002> 72.21.209.225 500 esp:al28/shal 8cdd274a 3385 unlim A/- -1 0
00000001<  72.21.209.193 500 esp:al28/shal ecf@bec7 3580 unlim A/- -10
00000001 > 72.21.209.193 500 esp:al28/shal 14bf7894 3580 unlim A/- -1 0

eF 7H old Lt ZdQlLICh Sta 2t2

E{go] X|HE A HOo|EH ol ¥ FAIF ZEE =0
2 AME|o| =22 IKE7} SHFI2 FAME|XR| oo

A/-,SPI= 00000000 O|2|2| 16 &I4=040F &FL|C}. CF
£ LIEFLICE

AL,

ol

712 2X si2dg faiMe ol 74 mtdoilM HESt= CIZ IKE £ SME EdE

M, e WatH 7 E0| QJEXI 55 =QFLch 7= S52 QIE0 12 Ho|ELO| C[HtO|A
4 1A

ssg5-serial-> get interface tunnel.l

Interface tunnel.l:

description tunnel.l

number 20, if_info 1768, if_index 1, mode route
link ready

vsys Root, zone Trust, vr trust-vr
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admin mtu 1500, operating mtu 1500, default mtu 1500
*ip 169.254.255.2/30
*manage ip 169.254.255.2
route-deny disable
bound vpn:
IPSEC-1

Next-Hop Tunnel Binding table
Flag Status Next-Hop(IP) tunnel-id VPN

pmtu-v4 disabled
ping disabled, telnet disabled, SSH disabled, SNMP disabled
web disabled, ident-reset disabled, SSL disabled

OSPF disabled BGP enabled RIP disabled RIPng disabled mtrace disabled

PIM: not configured IGMP not configured

NHRP disabled

bandwidth: physical @kbps, configured egress [gbw @kbps mbw Qkbps]
configured ingress mbw Qkbps, current bw @kbps
total allocated gbw @kbps

link:ready7t LIEFHLIEX], IP 471 12 HO|ESO| CIHIO|A B LR T4 &

gLt

CI22 2, 169.254.255.18 7
g LICH ZontE ofeioll EAIE SEzt 22 Li&o0o|o{ok gfLct

ssg5-serial-> ping 169.254.255.1

Type escape sequence to abort

Sending 5, 100-byte ICMP Echos to 169.254.255.1, timeout is 1 seconds

Success Rate is 100 percent (5/5), round-trip time min/avg/max=32/32/33 ms

KtME 28 o2 HEE 82 AESHMAIR.

mjo

BGP

BEE eIk

Ct

0jo

ssg5-serial-> get vrouter trust-vr protocol bgp neighbor

tah ZE2tO|E! HOIEQO|e| LHE IP FAE H P = OIS HESE ME

Juniper ScreenOS
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Peer AS Remote IP Local IP Wt Status State ConnID Up/Down
7224 169.254.255.1  169.254.255.2 100 Enabled ESTABLISH 10 00:01:01
7224 169.254.255.5  169.254.255.6 100 Enabled ESTABLISH 11 00:00:59

T BGP I|0{9| #E}= 25 ESTABLISHE EA|L|0{0F 5tH, Ol= 7H&h Z2to|8! Ho|EL]olof CHEt
BGP ¢dZ0| &4 Eeligt= 2|0 dLct.

F7HM0el 2 A S ?I5H, 169.254.255.12 74 ZELO|H! HO|EQ 0|2 LHR IP FAZE HIF =
CHS B>¥ S ASELICH

ssgb-serial-> get vr trust-vr prot bgp neigh 169.254.255.1

peer: 169.254.255.1, remote AS: 7224, admin status: enable
type: EBGP, multihop: @(disable), MED: node default(0)
connection state: ESTABLISH, connection id: 18 retry interval: node default(120s), cur
retry time 15s
configured hold time: node default(90s), configured keepalive: node default(30s)
configured adv-interval: default(30s)
designated local IP: n/a
local IP address/port: 169.254.255.2/13946, remote IP address/port: 169.254.255.1/179
router ID of peer: 169.254.255.1, remote AS: 7224
negotiated hold time: 30s, negotiated keepalive interval: 10s
route map in name: , route map out name:
weight: 100 (default)
self as next hop: disable
send default route to peer: disable
ignore default route from peer: disable
send community path attribute: no
reflector client: no
Neighbor Capabilities:
Route refresh: advertised and received
Address family IPv4 Unicast: advertised and received
force reconnect is disable
total messages to peer: 106, from peer: 106
update messages to peer: 6, from peer: 4
Tx queue length @, Tx queue HWM: 1
route-refresh messages to peer: @, from peer: 0
last reset 00:05:33 ago, due to BGP send Notification(Hold Timer Expired)(code 4 :
subcode 0)
number of total successful connections: 4
connected: 2 minutes 6 seconds
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Elapsed time since last update: 2 minutes 6 seconds

BGP Z|o{Z0| 7S =™ 12 AH0|ES 0] C|HIO|A T} VPCO 7|2 HE=(0.0.0.0/0)& LEl=X| & lE
LICt. O] B ScreenOS H{Z1 6.2.0 0|4Fof M8 EL|CH.

ssg5-serial-> get vr trust-vr protocol bgp rib neighbor 169.254.255.1 advertised

i: IBGP route, e: EBGP route, >: best route, *: valid route
Prefix Nexthop Wt Pref Med Orig AS-Path

>3 0.0.0.0/0 0.0.0.0 32768 100 @ 1IGP
Total IPv4 routes advertised: 1

grol =, 74 = z2tol8! Ho|ERolofM VPCOH| Sl 5t S AFE grolof gfL|Ct. o] E-E2
ScreenOS H{7 6.2.0 O|&0i M= L|C}.

ssg5-serial-> get vr trust-vr protocol bgp rib neighboxr 169.254.255.1 received

i: IBGP route, e: EBGP route, >: best route, *: valid route
Prefix Nexthop Wt Pref Med Orig AS-Path

>e* 10.0.0.0/16 169.254.255.1 100 100 100 1IGP 7224
Total IPv4 routes received: 1

Yamaha 1124 7H|O|EO| C|HIO|A @44 EX| siZ

Yamaha 112 HO|E|0| C|HIO|A QS| 42 BAME SHZE M= IKE, IPsec, E{'E 2 BGP2| Wl 7+X| At
_TLE=I%P*.=.AI° Ol S| A= ofH =MZE sHZE & UKIE, (HEXH=Z AE40| BH of 2o
) IKERE] AlEfsiiM = 287t Wol E&LCH

IKEQ| 2Bt A AL El proxy ID A2 Yamaha EHRE{MAM 7|EX o2 AHE SXIELICH

O|2 QI3H Site-to-Site VPNOI| 215t = ol A7 &g &~ d&Lct 2 Eof proxy ID O]
THE[0] UX| 2 B Yamaha7t AWSSHIZH HESE{H M3 E oA 74 mtelg &=
SAAIL.
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CHS TP S AELIct SHol= IKE7t SHtz 7 EE 12 Ho|ESo| C|Hto|ATF F A[ELICEH

# show ipsec sa gateway 1

sgw flags local-id remote-id # of sa

1 U K  YOUR_LOCAL_NETWORK_ADDRESS 72.21.209.225 1i:2 s:1 r:1

# syslog debug on
# ipsec ike log message-info payload-info key-info

[T

230 7|8 52 FadstedH Chs BES A-AFLICH

# no ipsec ike log
# no syslog debug on

IPsec
ChS EHES A™ELICH SHol= IPsec7t SHIZ T+ EE 124 HOo|ERIO| CIHO|ATZF E AIEILICEH

# show ipsec sa gateway 1 detail

SA[1] Duration: 10675s

Local ID: YOUR_LOCAL_NETWORK_ADDRESS
Remote ID: 72.21.209.225

Protocol: IKE

Algorithm: AES-CBC, SHA-1, MODP 10@24bit

SPI: 6b ce fd 8a d5 30 9b 02 @c f3 87 52 4a 87 6e 77
Key: ** *% %% %% %% (confidential) kk kK kk kK Kk*k

SA[2] Duration: 1719s
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Local ID: YOUR_LOCAL_NETWORK_ADDRESS

Remote ID: 72.21.209.225

Direction: send

Protocol: ESP (Mode: tunnel)

Algorithm: AES-CBC (for Auth.: HMAC-SHA)

SPI: a6 67 47 47

Key: k% %% %% %% %% (confidential) k% %% %% %% %%
SA[3] Duration: 1719s

Local ID: YOUR_LOCAL_NETWORK_ADDRESS

Remote ID: 72.21.209.225

Direction: receive

Protocol: ESP (Mode: tunnel)

Algorithm: AES-CBC (for Auth.: HMAC-SHA)

SPI: 6b 98 69 2b

Key: %k %% %% %% %% (Confldentlal) %k %% %% %% %%
SA[4] Duration: 10681s

Local ID: YOUR_LOCAL_NETWORK_ADDRESS

Remote ID: 72.21.209.225

Protocol: IKE

Algorithm: AES-CBC, SHA-1, MODP 10@24bit

SPI: e8 45 55 38 90 45 3f 67 a8 74 ca 71 ba bb 75 ee
Key: %k %% %% %% %% (Confldentlal) %k %% %% %% %%

Zt B{d QIE{H| 0| A0 CHSH receive sas Z! send sas7t 25 L}EFLFOF EFL|CH.

# syslog debug on
# ipsec ike log message-info payload-info key-info

T

ClHZ S HIg d3tstcd{H Chs By¥s A-goict

# no ipsec ike log
# no syslog debug on

EHLA
M, 2 s uhated 7 &0 QUIEX| Bl LCH & S52 Q54 124 740|E9| 0| C|HFO|A ALO|
of &ated 724 S FXRSHAAIL
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Yt #20| SHZ dHEE(0] (T OE BBz X sl ZS A& L

# show status tunnel 1

TUNNEL[1]:
Description:
Interface type: IPsec
Current status is Online.
from 2011/08/15 18:19:45.
5 hours 7 minutes 58 seconds connection.
Received: (IPv4) 3933 packets [244941 octets]
(IPv6) @ packet [0 octet]
Transmitted: (IPv4) 3933 packets [241407 octets]
(IPv6) @ packet [0 octet]

current status Zt0| 22t210|1 Interface typeOl|IPsec?X| & Ql5t
O|AMM 25 HPES M™sHoF gLICH 07| EXE dtiZsted™ #4284

# show status bgp neighbox

BGP neighbor is 169.254.255.1, remote AS 7224, local AS 65000, external link
BGP version @, remote router ID 0.0.0.0
BGP state = Active
Last read 00:00:00, hold time is @, keepalive interval is @ seconds
Received @ messages, @ notifications, @ in queue
Sent @ messages, @ notifications, @ in queue
Connection established @; dropped 0
Last reset never
Local host: unspecified
Foreign host: 169.254.255.1, Foreign port: 0

BGP neighbor is 169.254.255.5, remote AS 7224, local AS 65000, external link
BGP version 0, remote router ID 0.0.0.0
BGP state = Active
Last read 00:00:00, hold time is @, keepalive interval is @ seconds
Received @ messages, @ notifications, @ in queue
Sent @ messages, @ notifications, @ in queue
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Connection established @; dropped 0
Last reset never
Local host: unspecified
Foreign host: 169.254.255.5, Foreign port:

& Q1Y 2t E{7t 25 Lt E[ofok B LICt ZFZfoil CHSH BGP state 2tO| ActiveZ FE A|Z|0{0F Bf L
CH.

FO|

—

1ok
el

BGP Z|o{Z0| 7tS =™ 12 7H[0|ES 0] ClHtO|A T} VPCO| 7|2 FEZ(0.0.0.0/0)& LEIEX|
LICF.

# show status bgp neighboxr 169.254.255.1 advertised-routes

Total routes: 1

*: valid route
Network Next Hop Metric LocPrf Path

* default 0.0.0.0 0 IGP
3 ol 7+AF Z 20|l Aol EQojol M vPCol i st HFAE 2rofof B LICH.

# show ip route

Destination Gateway Interface Kind Additional Info.
default KRk kxx k% k%% | AN3(DHCP) static
10.0.0.0/16 169.254.255.1 TUNNEL[1] BGP path=10124
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AR 7H0|E

Site-to-Site VPN &4

Amazon VPC & = AWS CLIE AH83}0d Site-to-Site VPN 2[4 A 224 2g +#E - Q&L

Ct.

S

« 22IE WANS 28t AFO|E-AIO|E 7F VPN H5F e 4 AWS

« & AHO|ERO] VPN 244 M

+ Site-to-Site VPN 914 H|AE

+ Site-to-Site VPN 917 A

+ Site-to-Site VPN 91749 CHA HO|E0| =

+ Site-to-Site VPN @12 M =™

- Site-to-Site VPN E{'d &M £

» Site-to-Site VPN 94739| ™ Z= HE!

« Site-to-Site VPN 93Z49| 124 #[0|ES0| B4F

+ Site-to-Site VPN 91Z49| &4l X174 S 1wk

+ Site-to-Site VPN E{'d A= X QIE QI M WX

« Zz2t0[5! IP VPN EZ & AWS Direct Connect

22t E WANS Q[ef AIO|E-AIO|E ZF VPN M&E I g AWS

otz Mxtol et 22 E WANS Site-to-Site VPN 1S B MAI2. AWS

Z&2 Ar83t0{ AWS 222 E WANS VPN & el g oHEE{H

1. https://console.aws.amazon.com/vpc/0lA Amazon VPC & & iL|C}.

2. B Eoi| A Site-to-Site VPN 9122 MEASHLICH

3. VPN Z ddg MEigLct

4. (M4 ALEY) O|F Ej10f| @Z22| O|§S YU=IELICt Ol A 512 Name 7|2t X|HEt 2t 2 Ef7}
M ELICH

5. CHA HO|ER 0| &-(Target gateway type)ol| M HAZE|X| 2L Z(Not associated)= MEHFLICE

6. I HO|EQ|Oo|oM CIZ & stLE =~ eLich

=2
=

22 E WANE AWS VPN &

e A
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10.

11.

«  ZIE I HO|EHOIE A8 stedH 7[ES MEE OhS 1 70| EH0|E MEHELICH
A

- I O|EQ0IE HM5l2{™H ME UHETIE MEFILICE IP F4(IP address)oll 17 T
22l |p TAES UdstLIC 215 M ARNOIM AHA QIZ M O| ARNS MEHEFLICHRIBS M 7]
Ht Q152 A8 35t ZE<). BGP ASNOi| 128 AH 0| E9]0|2| BGP(Border Gateway Protocol)
ASN(X2 AAH H5)S 2FLICH AtMISH HE= 12 HOo|ERI0o| M2 &ZFAL.

CHRE SMM 8 £= HHg MEighLct

E{d LHE IP {0l M IPv4 EE= IPv6E MEHEHLICH

(M= ALEh) b4 & Ad3H(Enable acceleration)ol CH3H £ QIBHE MBS0 7t& S AFE AHELICH

M HEE 7HE VPN ¢S H XML,

7h42 BA38HSHE VPN 420l ABElE  JHol MR OlE{ 7t A EILICH £ 7t 2T 0] WA
I.

2174 IPv4 LIEQ|3 CIDR2| Z? VPN EidS S5l S48 & = AWS 22| IPv4 CIDR H9IE
XIEEfLch 7|22t2 0.0.0.0/0LICH

E{d LIS IP ol IPveE x|t < 12 Ho|ESo| & X FoM VPN E{dE St 40|
2. AWS F He|o| 7|22 : :/0LICh
=
=

(ME ALE) B S M0l 2 BE{dE =z O g HE

« E{d LIS IP HTof IPv62 XIHEH B LT Bl IPv6 FA2| £d00o: : /8 B 2(0l A /126 IPv6
CIDR E5§& XIYgLIch

3% 7I(PSK) IKEv1 & IKEv2 HHZ10| X[ ELCH

==

Mg HEletedH Bid S HES MEELICH RtM[EF 2= VPN B SME

. VPN @172 MM(Create VPN connection)2 AEHEHLICH.

- CreateVpn@iZ (otOrE EC2 F 2| API)

 create-vpn-connection(AWS CLI)
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https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_CreateVpnConnection.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-vpn-connection.html
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S HO|EF| 0l vPN 12 dd

& HolES Ol VPN 22 E ddstE{™ & HOIE 0|2t 2 HO|EH0IE X|ZHsHoF &L
ct o] ™ 'F% Ast7| Hof ES 71|0|E-‘P—4|0|E *”“oH0|= °*L—|EP 3 HOIES O] & doll CHEr RbA|

242 A235104 S HOo|EQ0]of VPN 422 AAdstE{H

1. https://console.aws.amazon.com/vpc/H| A Amazon VPC 2&2 L|Ct.
EF M & 0i A Site-to-Site VPN @322 MEHEILICE.

2
3. VPN i dMES MEfgrLCt.
4

(M= AHE) OIF Blii10i 2129| O|F S URELICH O|F A 5t Name 7|9t X|H et 2t 2 EfT 7t
S E LI

5. Olef HO|ESI0| REHM TS HO|ESO|E MENS CHE TS HO|EQO|E MEELICE
6. 12 HO|ESO|AMCIE B
- 7|E D AHOIERCIE ME35tEAH 7|ES MEAT OtS 12 HO|EQ0IE MEfgFLIC
174 7| O|E2{ 0|7} NAT-T(NAT traversal)& X|¢5t= NAT(Network Address Translation) C|

IP

|7 I
HFO|A Fof & F5l= B NAT C|HIO|A 2| HEE! IP FAE A5t UDP ZE 4500 RHEF

= Z
—

2 SliAMlst =5 Yats A g Lo
Al

« D HO|EQOIE Mdsleit ME BHEVIE MEELICH IP FA0 I™H HER IP FAE
U2 LICt 2B A ARNOIM AHME QIB Mol ARNS MEHSLICHRIB M 7|8 Q1B S ALE 5t
= 3<). BGP ASNO| 124 7{|0|E|0|2] BGP(Border Gateway Protocol) ASN(AtE A|AE
'='._‘| UEAErLICE REAIEH LI82 T2 AHO|EQo] EM MME FHESIAML.

Fol
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MEfgLICH
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mjo

" LIS IP HZI0l M VPN E{'0] IPv4 ERYE K| st=X| OtL|H IPve ECHEIE |
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A3} (Enable acceleration)0i| CHSH & QIEtS MEASIO] 7H& 2 AFS M LICH
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10. (MEH AME) 22 IPv4 HIE Q|3 CIDR(Local IPv4 network CIDR)O|A{ VPN E{'&
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https://docs.aws.amazon.com/vpc/latest/tgw/tgw-transit-gateways.html
https://console.aws.amazon.com/vpc/

AWS Site-to-Site VPN M-SRt

#4724 |Pv4 U E /3 CIDR(Remote IPv4 network CIDR)OIA VPN E{EE S35l S48 £+ Q=
AWS £9| IPv4 CIDR HRIE X|HELICH 7I84/12 0.0.0.0/0%L|C}.

E{d LHE IP BHHZ(Tunnel inside IP version)0llA IPv6E X|& st A
AE I HO|EQO0| 1t AWS £9| IPv6 CIDR HRIE XIHELICH F HRlo| 7|22 :: /oY
L|CF.

1. (M= ALY Bid S M0 24 BdE = O HEE XIEe + &Lt

- LHE B IPv4 £42]169.254.0.0/16 {0 27| /30 IPv4 CIDR 2§82 X[HFLICH
- E{d LR IP HXof| IPv6E X|Het B LR B IPv6 F£42| £d00: : /8 {0 A /126 IPv6
CIDR 288 X[™E&LIct.
* IKE AFX 38 7|(PSK) IKEv1 EE £ IKEv2 HHZ 0| X[ 24ELCH.
== Alotod™ EHE M HES MELICh XFAIEH LIS 2 VPN B S4M M|

Tar=R il

AWS CLIE At&36t0{ VPN 122 d5tE{H

create-vpn-connection W& AF83t 1 --transit-gateway-id SMoi CHEF & AHO|ERO] ID
E RI™ELct

Site-to-Site VPN 214 EHAE

AWS Site-to-Site VPN ¢4 MAStT T HOIEQ0|E T4 £ QIARAE A|EtstD QIARA

74
E
of ping2 2 &2 EHIA

Ok

o> 1o o>
o
10
N

L
n

CHst= AMIE AF2EHLICH Amazon Linux AMI & §tLEE AF2 5= Zd0]
2|
o

. OIAE{AO] 5t= VPCO| LIEQI3 ACL EEE EoF IE 82 F446104 2
2 Ol RHIH2E ICMP EEfE 2 {8 & LICt OJ8{™ QIARHAT}L ping 22 =4 £ J&LICH

« Windows ServerE Al8ist= CIAE é% AE5te A QUAE A0 2445104 Windows & 31404 A
CHI2E ICMPV4E & 43t5oF QIARIAE pingE += U&LICEH

-+ (BX 2teE) 17 Alo|EQ o] ClHtolA0f VPCO| CHEF B Z= 7 {1, EB=0| 124 H0|ES
o| C|HlO|A R ElEOPE UEE VPN 40| XM Z=27} Q=X| &elghLct.
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?j

—

S

© N o o

(5 2t?%) 1 Ho|EHo| C|Hto|A 2| BGP #fEN7} dE |0 [U=X| FELICH BGP I|0{Z
Mol F8E[E4H oF 30x 7+E ZAEILICH EciEO0| 1 Ho|EHo|= Sotd = UTF T2Vt

BGPE Soll SHtZ2H x| MEU 2t HIO|S ol ZAIEJR=X] HAELICH F EHE 2F
BGP IR 22 T Y& & Efofof LICH.

VPN 2140 Cigt MEU Bt Eo|20 M et E FEF=X] FAELICH

A2 HAESE{™
https://console.aws.amazon.com/ec2/M| A Amazon EC2 £ & LIC}.
CHAIEE O M QIARIA ARt S MEHEFLICE
(MEH ALE) Ol Ol QIAEIAE HYst= O|F S YUAFLICH
of Z2|7|0|M 2! 0S 0|0|X|(Amazon Machine Image)ll A tiHE A|=S MEHEH O} QIAEIA Q|
28 XN E HEdgct
7| o4 O|FHIM 7|E 7| Ho{& ME4SHHLE A O|F 2 M ELCE
HEI HHolM 7|E Bt OF M MEif Chg T8t 2ot O§ 8 MEigLICH
Q9 (Summary) ' M QUIAEA MZ(Launch instance)= MEHELICH
QIARAT} Mz Z 20|l IP FA(0{: 10.0.0.4)2 7FXMSLICH Amazon EC2 2&£0| =47}
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Pinging 10.0.0.4 with 32 bytes of data:

Reply from 10.0.0.4: bytes=32 time<lms TTL=128
Reply from 10.0.0.4: bytes=32 time<lms TTL=128
Reply from 10.0.0.4: bytes=32 time<lms TTL=128

Ping statistics for 10.0.0.4:
Packets: Sent = 3, Received = 3, Lost = @ (0% loss),

Approximate round trip times in milliseconds:
Minimum = O@ms, Maximum = @ms, Average = 0ms
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+ delete-vpn-connection(AWS CLI)

+ Remove-EC2VpnConnection (AWS Tools for Windows PowerShell)
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+ delete-customer-gateway(AWS CLI)

» Remove-EC2CustomerGateway (AWS Tools for Windows PowerShell)
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» modify-vpn-connection(AWS CLI)
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» modify-vpn-connection-options(AWS CLI)
« ModifyVpnConnectionOptions(Amazon EC2 # 2| API)
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« CreateVpnConnectionRoute(OtOFE EC2 # 2| API)

 create-vpn-connection-route(AWS CLI)

* New-EC2VpnConnectionRoute (AWS Tools for Windows PowerShell)
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« DeleteVpnConnectionRoute(0tOFE EC2 # 2| API)
 delete-vpn-connection-route(AWS CLI)
* Remove-EC2VpnConnectionRoute (AWS Tools for Windows PowerShell)

Site-to-Site VPN ©1Z390| 1124 Ho|EQ|0o| ¥4
Amazon VPC 2& = HHE T 12 A2 5109 Site-to-Site VPN ©1Z42| 1174 0| EQ|0|E w4738t
£ l&Lct.

vy k=2
2H T

s

2 HolE4

ol t= &2k VPN 44
MM ZE M8

jo

N

=0}
O -

me kl
[e]]}

E #HEst 2ol M A=EZRIEE Z2H|X Y
s A Q
=

M
>
fjo

A+&3stod 12 HO|ES0|E HHEstEdH

https://console.aws.amazon.com/vpc/0l A Amazon VPC £ LICt
Ef M Z0f| M Site-to-Site VPN @122 MEAEILICE

VPN AZ S MEHEfLICEH

N o o bk~ D=
>
2
o
-

« ModifyVpnConnection(Amazon EC2 # 2| API)

+ modify-vpn-connection(AWS CLI)
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"Resource": [
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"Version": "2012-10-17",
"Statement": [
{

"Action": [
"logs:CreatelLogDelivery",
"logs:GetLogDelivery",
"logs:UpdatelLogDelivery",
"logs:DeletelLogDelivery",
"logs:ListLogDeliveries"

1,

"Resource": [

ngn

1,
"Effect": "Allow",

"Sid": "S2SVPNLogging"
I
{
"Sid": "S2SVPNLoggingCWwL",
"Action": [
"logs:PutResourcePolicy",
"logs:DescribeResourcePolicies",
"logs:DescribelogGroups"”
1,

"Resource": [
nin

1,
"Effect": "Allow"
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« DescribeVpn®@iZ (otO+E EC2 FE| API)

* describe-vpn-connections(AWS CLI)
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4. ZErQ(Actions), VPN E{d M £=%(Modify VPN tunnel options)= ME4EHLIC}.
5

VPN E{'d 2|8 IP 4 (VPN tunnel outside IP address) S S 0A A IP FAE MEHG0{ =7
g E{dS MEfELct

6. El'd &8 ZI(Tunnel activity log)0llA| & 4d3t(Enable)E ME4EFLICEH

7. Amazon CloudWatch 21 2§00 M 238 & & Amazon CloudWatch 21 I &2 ML
Ct.

8. (MEH AFEH &34 EA|(Output format) 0l 21 E240f| Yt A json EEE EIAE (text) SO
M MEdEHLICE

9. 4 A& X{E(Save changes)2 ME4EILICE

10. (MEH AL Bote B CHE E{of CHal 4~9HHAH E gtSEhLCt.

HE = APIE AFE3510{ 7|Z Site-to-Site VPN 21 Z40iAM E{d 222 & A43t6l24HH AWS

« ModifyVpnTunnelOptions(OtOFHE EC2 #E| API)

» modify-vpn-tunnel-options (AWS CLI)
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3. VPN 21Z(VPN connections) S50 M =35l24= VPN (422 MEdEFLICt
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« ModifyVpnTunnelOptions(OtOFHE EC2 FE| API)
» modify-vpn-tunnel-options (AWS CLI)
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XEE WM MU|A HHAHOIAEE JESHE CHE 2 AT O|A LHO|AM CHFE AHH ZEEE

JEsHEuct

1. https://console.aws.amazon.com/cloudwatch/ 0| A CloudWatch 2&& iLIct

2. M F0o|M X|E(Metrics)E MEIEFLIC,

3. [All metrics]lA [VPN] X| & HIYAHHO|AS MEHEHLICEH

4. X|E xS MEHSI04 XIEE SLICHO: VPN EHE X[ E).
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VPN HAHo|AE 3A 21 Q= X|230i| A Site-to-Site VPN 21Z40| MM E[7| FM7H K=
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