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https://aws.amazon.com/blogs/apn/governance-in-the-aws-cloud-the-right-balance-between-agility-and-safety/
https://aws.amazon.com/what-is/grc/
https://www.youtube.com/watch?v=79ud1ZAaoj0
https://www.youtube.com/watch?v=79ud1ZAaoj0
https://www.youtube.com/watch?v=y3WmHnavuN8
https://www.youtube.com/watch?v=m8vTwvbzOfw
https://www.youtube.com/watch?v=hv6B17eriHQ
https://docs.aws.amazon.com/config/latest/developerguide/conformancepack-sample-templates.html
https://aws.amazon.com/config/
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
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https://docs.aws.amazon.com/config/latest/developerguide/WhatIsConfig.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
https://docs.aws.amazon.com/artifact/latest/ug/what-is-aws-artifact.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_control_objectives.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_test_validate_pipeline.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_data_classification_define_protection.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_incident_response_prepare_forensic.html
https://aws.amazon.com/financial-services/security-compliance/compliance-center/
https://aws.amazon.com/compliance/resources/
https://docs.aws.amazon.com/whitepapers/latest/aws-risk-and-compliance/welcome.html
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/services-in-scope/
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* AWS re:Invent 2020: Achieve compliance as code using AWS Compute Optimizer(AWS re:Invent
2020: AWS Config& At835t0{ ZEE 7 &5 2 4)

« AWS re:Invent 2021 - Cloud compliance, assurance, and auditing(AWS re:Invent 2021 - 22t E
T8 &, 25 2 #AY

*« AWS Summit ATL 2022 - Implementing compliance, assurance, and auditing on AWS
(COP202)(AWS Summit ATL 2022 - AWSO|M 78 &, 25 X ZAt F34(COP202))
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https://www.youtube.com/watch?v=m8vTwvbzOfw
https://www.youtube.com/watch?v=pdrYGVgb08Y
https://www.youtube.com/watch?v=i7XrWimhqew
https://www.youtube.com/watch?v=i7XrWimhqew
https://aws.amazon.com/solutions/partners/compliance-pci-fsbp-remediation/
https://docs.aws.amazon.com/artifact/latest/ug/what-is-aws-artifact.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
https://docs.aws.amazon.com/config/latest/developerguide/WhatIsConfig.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://aws.amazon.com/architecture/well-architected/
https://aws.amazon.com/well-architected-tool/
https://aws.amazon.com/well-architected-tool/
https://aws.amazon.com/premiumsupport/programs/
https://aws.amazon.com/premiumsupport/programs/
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https://aws.amazon.com/premiumsupport/technology/trusted-advisor/
https://aws.amazon.com/premiumsupport/plans/
https://aws.amazon.com/security/security-bulletins/
https://aws.amazon.com/premiumsupport/trustedadvisor/
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_threat_model.html
https://aws.amazon.com/compliance/
https://aws.amazon.com/security/security-bulletins/
https://aws.amazon.com/premiumsupport/trustedadvisor/
https://youtu.be/CaYCsmjuiHg?si=e_CXPGqRF4WeBr1u
https://aws.amazon.com/premiumsupport/programs/
https://aws.amazon.com/premiumsupport/knowledge-center/
https://forums.aws.amazon.com/index.jspa
https://console.aws.amazon.com/support/home/
https://console.aws.amazon.com/support/home/
https://docs.aws.amazon.com/
https://aws.amazon.com/builders-library/
https://aws.amazon.com/blogs/
https://aws.amazon.com/podcasts/aws-podcast/
https://aws.amazon.com/podcasts/aws-podcast/
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_priorities_eval_threat_landscape.html
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* Using development value stream mapping to identify constraints to DevOps outcomes

* Governance in the Cloud and in the Digital Age: Parts One & Two
* Make informed decisions using data (The DevOps Sagas)

+ Management & Governance Cloud Environment
» Podcast | Jeff Bezos | On how to make decisions
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https://aws.amazon.com/executive-insights/content/how-amazon-defines-and-operationalizes-a-day-1-culture/
https://aws.amazon.com/cloudops/cloud-governance/
https://docs.aws.amazon.com/wellarchitected/latest/management-and-governance-guide/management-and-governance-cloud-environment-guide.html?did=wp_card&trk=wp_card
https://aws.amazon.com/blogs/enterprise-strategy/governance-in-the-cloud-and-in-the-digital-age-part-one/
https://www.youtube.com/watch?v=VFwCGECvq4I
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/oa.bcl.10-make-informed-decisions-using-data.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-devops-value-stream-mapping/introduction.html
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https://aws.amazon.com/organizations/
https://aws.amazon.com/organizations/
https://aws.amazon.com/controltower/features/
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AWS Account Management - Updating contact information

* AWS Organizations - Updating alternative contacts in your organization

« AWS Ei1 X|H T Al B A]

» Build private and secure enterprise generative Al apps with Amazon Q Business and AWS |IAM
Identity Center

* Amazon Q Business, now generally available, helps boost workforce productivity with generative Al

« AWS 22} E Operations & Migrations Blog - Implementing automated and centralized tagging
controls with AWS Config and AWS Organizations

* AWS Security Blog - Extend your pre-commit hooks with AWS CloudFormation Guard

AWS DevOps Blog - Integrating AWS CloudFormation Guard into CI/CD pipelines

e

ECIE]

I

+ AWS Workshop - Tagging

ZHEd of Al

« AWS Config T+%! - Amazon EC2 with required tags and valid values
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« AWS Config %! - required-tags

* AWS Organizations
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ops_model_def_proc_owners.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ops_model_def_responsibilities_ownership.html
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-update-contact.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_update_contacts.html
https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/tagging-best-practices.html
https://aws.amazon.com/blogs/machine-learning/build-private-and-secure-enterprise-generative-ai-apps-with-amazon-q-business-and-aws-iam-identity-center/
https://aws.amazon.com/blogs/machine-learning/build-private-and-secure-enterprise-generative-ai-apps-with-amazon-q-business-and-aws-iam-identity-center/
https://aws.amazon.com/blogs/aws/amazon-q-business-now-generally-available-helps-boost-workforce-productivity-with-generative-ai/
https://aws.amazon.com/blogs/mt/implementing-automated-and-centralized-tagging-controls-with-aws-config-and-aws-organizations/
https://aws.amazon.com/blogs/mt/implementing-automated-and-centralized-tagging-controls-with-aws-config-and-aws-organizations/
https://aws.amazon.com/blogs/security/extend-your-pre-commit-hooks-with-aws-cloudformation-guard/
https://aws.amazon.com/blogs/devops/integrating-aws-cloudformation-guard/
https://catalog.workshops.aws/tagging/
https://github.com/awslabs/aws-config-rules/blob/master/python/ec2_require_tags_with_valid_values.py
https://docs.aws.amazon.com/config/latest/developerguide/required-tags.html
https://aws.amazon.com/organizations/
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dEotn ARH S AN YEE mtofefLict

« AlZFo| X|=of| th2t o|2{3F HAE ZEZ A™YE + UTSF UTA|I7 AEO| 7HUE HRII E0iE

OfoF BfLICt.

« AWS Lambda &4, CloudFormation & Z Z! &= = AWS Systems Manager AtS3F EME G2 E
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https://docs.aws.amazon.com/systems-manager/latest/userguide/change-manager.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/large-migration-foundation-playbook/team-org.html#raci
https://docs.aws.amazon.com/prescriptive-guidance/latest/large-migration-foundation-playbook/team-org.html#raci
https://docs.aws.amazon.com/whitepapers/latest/change-management-in-the-cloud/change-management-in-the-cloud.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/change-manager.html
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https://aws.amazon.com/executive-insights/content/amazon-two-pizza-team/
https://docs.aws.amazon.com/whitepapers/latest/introduction-devops-aws/two-pizza-teams.html
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_org_culture_effective_comms.html
wellarchitected/latest/operational-excellence-pillar/evolve/learn_share_and_improve/ops_evolve_ops_process_cont_imp.html
wellarchitected/latest/operational-excellence-pillar/evolve/learn_share_and_improve/ops_evolve_ops_metrics_review.html
https://aws.amazon.com/blogs/enterprise-strategy/untangling-your-organisational-hairball-highly-aligned/
https://aws.amazon.com/blogs/enterprise-strategy/the-living-transformation-pragmatically-approaching-changes/
https://aws.amazon.com/blogs/enterprise-strategy/becoming-a-future-ready-enterprise/
https://aws.amazon.com/blogs/enterprise-strategy/7-pitfalls-to-avoid-when-building-a-ccoe/
https://aws.amazon.com/blogs/enterprise-strategy/navigating-the-cloud-key-performance-indicators-for-success/
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https://youtu.be/e3snrDsct1o
https://www.prosci.com/blog/primary-sponsors-role-and-importance
https://www.amazon.jobs/content/en/our-workplace/leadership-principles
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* AWS Blog Post | The agile enterprise

* AWS Blog Post | Measuring success: A paradox and a plan

* AWS Blog Post | Letting go: Enabling autonomy in teams

* Centralize or Decentralize?

rk!

ted S Q4

» re:Invent 2023 | How to not sabotage your transformation (SEG201)

+ re:Invent 2021 | Amazon Builders' Library: Operational Excellence at Amazon

» Centralization vs. Decentralization

ZHEd of Al

» Using architectural decision records to streamline technical decision-making for a software
development project
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_priorities_eval_tradeoffs.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ops_model_req_add_chg_exception.html
https://aws.amazon.com/blogs/enterprise-strategy/the-agile-enterprise/
https://aws.amazon.com/blogs/enterprise-strategy/measuring-success-a-paradox-and-a-plan/
https://aws.amazon.com/blogs/enterprise-strategy/letting-go-enabling-autonomy-in-teams/
https://aws.amazon.com/blogs/enterprise-strategy/centralize-or-decentralize/
https://www.youtube.com/watch?v=heLvxK5N8Aw
https://www.youtube.com/watch?v=7MrD4VSLC_w
https://youtu.be/jviFsd4hhfE?si=fjt8avVAYxA9jF01
https://docs.aws.amazon.com/prescriptive-guidance/latest/architectural-decision-records/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/architectural-decision-records/welcome.html
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https://aws.amazon.com/solutions/implementations/virtual-andon-on-aws/
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* How do you foster a culture of continuous improvement and learning from Andon and escalation

systems?
* The Andon Cord (IT Revolution)

* AWS DevOps Guidance | Establish clear escalation paths and encourage constructive
disagreement

e

ted S Q4

» Jeff Bezos on how to make decisions (& increase velocity)

» Toyota Product System: Stopping Production, a Button, and an Andon Electric Board

* Andon Cord in LEAN Manufacturing

& of| Al

» Working with escalation plans in Incident Manager
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https://www.linkedin.com/advice/0/how-do-you-foster-culture-continuous-improvement-7054190310033145857
https://www.linkedin.com/advice/0/how-do-you-foster-culture-continuous-improvement-7054190310033145857
https://itrevolution.com/articles/kata/
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/oa.bcl.5-establish-clear-escalation-paths-and-encourage-constructive-disagreement.html
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/oa.bcl.5-establish-clear-escalation-paths-and-encourage-constructive-disagreement.html
https://www.youtube.com/watch?v=VFwCGECvq4I
https://youtu.be/TUKpxjAftnk?si=qohtCCX0q78GDzJu
https://youtu.be/HshopyQk720?si=1XJkpCSqJSpk_zE6
https://docs.aws.amazon.com/incident-manager/latest/userguide/escalation.html
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https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-update-contact-alternate.html
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https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-ssm-docs.html
https://docs.aws.amazon.com/chatbot/latest/adminguide/what-is.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-change-calendar.html
https://aws.amazon.com/security/security-bulletins/
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« OPS03-BP01 BAUTIo| £ & M=
« OPS07-BP03 HS5 2 AI28H Hx} =&
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Hed 2 M:

AWS £ 21 HA|IZ | Accountability and empowerment are key to high-performing agile

organizations
« AWS Executive Insights | S XA 0] o}

« AWS E 0ot ZX|

* Open CVE
« Slack 7|8t AWS Support & EAl- MEZE AHo|A M 2 &2 7[s

Al

—
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Thste @ Hie v | By ABE Bl

Manage AWS resources in your Slack channels with AWS Chatbot

22 o Al:

Well-Architected Al&: QIHE 2| 2! mix| 2|3 100)

-l

rk

F2d MH|A:

* AWS Chatbot
* AWS Systems Manager Change Calendar

+ AWS Systems Manager Documents
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_org_culture_executive_sponsor.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ready_to_support_use_runbooks.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ready_to_support_use_playbooks.html
https://aws.amazon.com/blogs/enterprise-strategy/two-pizza-teams-are-just-the-start-accountability-and-empowerment-are-key-to-high-performing-agile-organizations-part-2/
https://aws.amazon.com/blogs/enterprise-strategy/two-pizza-teams-are-just-the-start-accountability-and-empowerment-are-key-to-high-performing-agile-organizations-part-2/
https://aws.amazon.com/executive-insights/content/amazon-two-pizza-team/#Single-Threaded_Leaders
https://aws.amazon.com/security/security-bulletins
https://www.opencve.io/welcome
https://aws.amazon.com/blogs/aws/new-aws-support-app-in-slack-to-manage-support-cases/
https://aws.amazon.com/blogs/mt/manage-aws-resources-in-your-slack-channels-with-aws-chatbot/
https://wellarchitectedlabs.com/operational-excellence/100_labs/100_inventory_patch_management/
https://docs.aws.amazon.com/chatbot/latest/adminguide/what-is.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-change-calendar.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-ssm-docs.html
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3. 7|5 Ecila Y ABEIAEE ALE35t0
a. AWS AppConfig 7|5 Ecia= 7|5 Eei3E BtEE= 7|

s
b. Amazon CloudWatch Evidently= A|3tEl HIZ 2t Z0AM AB HIAEE A™St= O AISE = U
&LCt.

c. AWS Lambda HHT1E AtEstod HIE EIAEE el M2 7|5 HYS iz e + &Lt
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* An Inside Look at the Amazon Culture: Experimentation, Failure, and Customer
Obsession(Amazon =3t E04CHE7|: A3, Alul 3l T ZH S 4

» Best practices for creating and managing sandbox accounts in AWS(AWSO0| A MEEFA H|HE M

ot ZElst7| I8 2 Ared)

Al

o st 248)

ro
no
Mo

« Create a Culture of Experimentation Enabled by the Cloud(2EIEE &

* Enabling experimentation and innovation in the cloud at SulAmérica Seguros(SulAmérica Seguros
o| ZEtRE i AF 3 Al X))

+ Experiment More, Fail Less(&&&+5 £0{=E£= Alm)
o 042] AI'HE2 AFE 35104 AWS B8 7+ - MEEFA OU
+ Using AWS AppConfig Feature Flags(AWS AppConfig 715 Z2i AFR)
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https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/appconfig/latest/userguide/what-is-appconfig.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Evidently.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-versions.html
https://aws.amazon.com/blogs/industries/an-inside-look-at-the-amazon-culture-experimentation-failure-and-customer-obsession/
https://aws.amazon.com/blogs/industries/an-inside-look-at-the-amazon-culture-experimentation-failure-and-customer-obsession/
https://aws.amazon.com/blogs/mt/best-practices-creating-managing-sandbox-accounts-aws/
https://aws.amazon.com/blogs/mt/best-practices-creating-managing-sandbox-accounts-aws/
https://aws.amazon.com/blogs/enterprise-strategy/create-a-culture-of-experimentation-enabled-by-the-cloud/
https://aws.amazon.com/blogs/mt/enabling-experimentation-and-innovation-in-the-cloud-at-sulamerica-seguros/
https://aws.amazon.com/blogs/mt/enabling-experimentation-and-innovation-in-the-cloud-at-sulamerica-seguros/
https://aws.amazon.com/blogs/enterprise-strategy/experiment-more-fail-less/
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/sandbox-ou.html
https://aws.amazon.com/blogs/mt/using-aws-appconfig-feature-flags/
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AWS On Air ft. Amazon CloudWatch Evidently | AWS Events (AWS On Air - Amazon CloudWatch
Evidently 27l | AWS Events)

* AWS On Air San Fran Summit 2022 ft. AWS AppConfig Feature Flags integration with Jira (AWS
On Air San Fran Summit 2022 - Jira2t AWS AppConfig 7|5 Zci1 S%)

* AWS re:Invent 2022 - A deployment is not a release: Control your launches w/feature flags
(BOA305-R)(AWS re:Invent 2022 - HHZ = BIE2|AT} o' 7|5 EEiaE ALEEH £ A| A0
(BOA305-R))
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https://www.youtube.com/watch?v=ydX7lRNKAOo
https://www.youtube.com/watch?v=miAkZPtjqHg
https://www.youtube.com/watch?v=uouw9QxVrE8
https://www.youtube.com/watch?v=uouw9QxVrE8
https://www.youtube.com/watch?v=LxxQTPdSFgw
https://www.youtube.com/watch?v=uOrq8ZUuaAQ
https://aws.amazon.com/solutions/implementations/aws-innovation-sandbox/
https://catalog.workshops.aws/personalize-101-ecommerce/en-US/labs/ab-testing
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Evidently.html
https://docs.aws.amazon.com/appconfig/latest/userguide/what-is-appconfig.html
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://aws.amazon.com/getting-started/
https://aws.amazon.com/blogs/
https://aws.amazon.com/getting-started/
https://aws.amazon.com/events/
https://aws.amazon.com/events/
https://wellarchitectedlabs.com/
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https://aws.amazon.com/premiumsupport/programs/
https://repost.aws/
https://console.aws.amazon.com/support/home/
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/welcome.html
https://aws.amazon.com/builders-library/
https://aws.amazon.com/blogs/
https://aws.amazon.com/blogs/
https://aws.amazon.com/podcasts/aws-podcast/
https://aws.amazon.com/training/
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AWS =X | Cloud Adoption Framework: People Perspective

* Investing in continuous learning to grow your organization's future
« AWS Skills Guild

« AWS 1€ and Certification

» AWS Support

* AWS re:Post
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https://aws.amazon.com/training/teams/aws-skills-guild/
https://repost.aws/
https://aws.amazon.com/repost-private/
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_org_culture_executive_sponsor.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_evolve_ops_knowledge_management.html
https://docs.aws.amazon.com/whitepapers/latest/aws-caf-people-perspective/aws-caf-people-perspective.html
https://aws.amazon.com/blogs/publicsector/investing-continuous-learning-grow-organizations-future/
https://aws.amazon.com/training/teams/aws-skills-guild/
https://aws.amazon.com/training/
https://aws.amazon.com/premiumsupport/programs/
https://repost.aws/
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« AWS A

» The Official AWS Podcast.
* AWS Online Tech Talks

« AWs o|HE 3 QfH|L}

+ AWS Well-Architected Labs

Amazon Builders' Library
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* AWS re:Invent 2023 | Reskilling at the speed of cloud: Turning employees into entrepreneurs

* WS re:lnvent 2023 | Building a culture of curiosity through gamification

A ot E7e Bl AAE NBSHM L.
{&do| HELICH AHS3et €2 =+ Y 2laa
1O|E Ol Q3 2EE XKSIEE TS 5+

olo|zzeflo|M A=l 2t AWSOHIM KIZEE 2

Bot= Ol HRet 7| TS 458 = ULS
2ol 213E M| uixIgl&LICt Oto|aelold 2= MET} FdE|E Set ’el 727+ AHHoil
2t B2 7|dolA ol Z2(7|0| M nto|a ot ALt SChSHe mf AFEsiEdE A AWS 7|22

SSotH €E8E + U EIR&LICH
ot RIS EZE E 8010 E|l2AE EEMOZ AISY =+ ULST Y Hix[ A&E MalstH|
Igi&LICH OlM &2 Blo| ofE (70| 7HY &S CHalsto o B2 QIZEtE 2elE + A&

ol

T A
o2 o

TEHM 2las QIR HiR| KeFS ATol| mHefstod HIZL|A O|LIME[E T} EX|

Y
N
=

2 Ho
o 02

ok iy
I
il
r
_ITI_

Il Mo

~
-~

02
240 ox Ho

52 OOl OH X

rir mfo

B KIZE(od: CH7|ofl i Z|2 == Bt

fok
1]
i

HEsIo{ 7ol #F

Ho
[0

)

A H1
1o
o ok
o rir

L
o

OPS03-BP07 Elof| Z&3t 2lAA X2 65


https://aws.amazon.com/getting-started/
https://aws.amazon.com/blogs/
https://aws.amazon.com/compliance/
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/welcome.html
https://aws.amazon.com/podcasts/aws-podcast/
https://aws.amazon.com/getting-started/
https://aws.amazon.com/events/
https://wellarchitectedlabs.com/
https://aws.amazon.com/builders-library/
https://www.youtube.com/watch?v=Ax7JqIDIXEY
https://www.youtube.com/watch?v=EqWvSBAmD3w
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» Becoming a Future-Ready Enterprise

E Adoption Framework: People Perspective

* Prioritize your Employees' Skills to Drive Business Growth
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* How Cloud-Mature Enterprises Succeed
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_org_culture_team_enc_learn.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_operations_health_review_ops_metrics_prioritize_improvement.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_event_response_event_incident_problem_process.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_event_response_auto_event_response.html
https://docs.aws.amazon.com/whitepapers/latest/aws-caf-people-perspective/aws-caf-people-perspective.html
https://aws.amazon.com/blogs/enterprise-strategy/becoming-a-future-ready-enterprise/
https://aws.amazon.com/executive-insights/content/prioritize-your-employees-skills-to-drive-business-growth/
https://aws.amazon.com/executive-insights/content/amazon-two-pizza-team/
https://aws.amazon.com/blogs/mt/how-cloud-mature-enterprises-succeed/
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://aws-observability.github.io/observability-best-practices/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://explore.skillbuilder.aws/learn/course/external/view/elearning/14688/aws-observability
https://www.youtube.com/watch?v=Ub3ATriFapQ
https://catalog.workshops.aws/observability/en-US
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https://docs.aws.amazon.com/Amazon/latest/logs/LogsAnomalyDetection.html
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https://docs.aws.amazon.com/Amazon/latest/monitoring/-Unified-Cross-Account.html
https://aws.amazon.com/cloudwatch/features/
https://aws.amazon.com/cloudwatch/features/
https://aws.amazon.com/xray/features/
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_observability_identify_kpis.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_observability_customer_telemetry.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_observability_dependency_telemetry.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_observability_dist_trace.html
https://aws-observability.github.io/observability-best-practices/
https://docs.aws.amazon.com/Amazon/latest/monitoring/WhatIs.html
https://docs.aws.amazon.com/xray/latest/devguide/aws-xray.html
https://aws.amazon.com/builders-library/instrumenting-distributed-systems-for-operational-visibility
https://explore.skillbuilder.aws/learn/course/external/view/elearning/14688/aws-observability
https://aws.amazon.com/about-aws/whats-new/management-and-governance/?whats-new-content.sort-by=item.additionalFields.postDateTime&whats-new-content.sort-order=desc&awsf.whats-new-products=general-products%23amazon-cloudwatch
https://aws.amazon.com/about-aws/whats-new/developer-tools/?whats-new-content.sort-by=item.additionalFields.postDateTime&whats-new-content.sort-order=desc&awsf.whats-new-products=general-products%23aws-x-ray
https://youtu.be/zZPzXEBW4P8

AWS Well-Architected Framework

i
o
0

o
Z0
OH

=2
[=)

LICH RUM2 A

tod AX| AFE XA F&EE OIXIZ] ™ol &Y

o

cilo| M

L3

o4 AtEX} Bt

= Al

M35

GOl E

F

—

=

2gof

» AWS Solutions Library: Application Monitoring with Amazon CloudWatch

« AWS re:lnvent 2022 - Developing an observability strategy

* One Observability Workshop
OPS04-BP03 AM& A}
X 2LIEHZ(RUM)

NSNS

ol
Kl
]
ofu

Kl
__o._

-

Aol ZXlst 2, ALERE

LICH.

H

[H77F K| 4

|.

S

M|

o

2|71 0| M:

L

2 mefsta, X

I.

HX|

°

« X|HE EM HX[: RUMO| el ALEREIE 28
N

« & ALERH 2LIE{Z(RUM)O]| 1= Of

—
[Ile)

Ly

2|71 o]

ZZ
=

Xt7} o

=2
o

2|

L

Sofl AA| AFS X7 of

2|7 0|M:
L|C}.

A
e

IL

{7 528 ClOIEE Al Elof A8 2

ol gi= of

0
ol el K|

=
ol

| —
L

HFA
o =
tod

o

=
S

ot

LHo

Kl

HEE2 A

&t

74

-

K0
K
qr

-

or

hy

« APH 22X H K] AR AFEXIO|AH BEE OIX[7] Tof

Ol = Abail #&lo| o|H:

OPS04-BP03 AF2 X} Z


https://youtu.be/Ub3ATriFapQ
https://catalog.workshops.aws/observability
https://aws.amazon.com/solutions/implementations/application-monitoring-with-cloudwatch
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-RUM.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-RUM.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-RUM.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://www.youtube.com/watch?v=NMaeujY9A9Y
https://www.youtube.com/watch?v=r6wFtozsiVE
https://catalog.workshops.aws/observability/en-US/intro
https://github.com/aws-observability/aws-rum-web
https://github.com/aws-samples/amazon-cloudwatch-synthetics-page-performance
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https://docs.aws.amazon.com/Amazon/latest/monitoring/-Network-Monitoring-Sections.html
https://docs.aws.amazon.com/Amazon/latest/monitoring/-InternetMonitor.html
https://docs.aws.amazon.com/Amazon/latest/monitoring/what-is-network-monitor.html
https://aws.amazon.com/premiumsupport/technology/aws-health-dashboard/
https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html
https://docs.aws.amazon.com/health/latest/ug/aggregate-events.html
https://aws.amazon.com/xray/
https://aws.amazon.com/devops-guru/
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_observability_identify_kpis.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_observability_application_telemetry.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_observability_customer_telemetry.html
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_observability_dist_trace.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_workload_observability_create_alerts.html
https://docs.aws.amazon.com/health/latest/ug/what-is-aws-health.html
https://docs.aws.amazon.com/Amazon/latest/monitoring/-InternetMonitor.html
https://docs.aws.amazon.com/xray/latest/devguide/aws-xray.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/welcome.html
https://www.youtube.com/watch?v=Kuc_SG_aBgQ
https://www.youtube.com/watch?v=2uA8q-8mTZY
https://www.youtube.com/watch?v=VoLLNL5j9NA
https://catalog.us-east-1.prod.workshops.aws/workshops/f92df379-6add-4101-8b4b-38b788e1222b/en-US
https://github.com/aws-samples/aws-health-aware/
https://aws.amazon.com/blogs/mt/using-tag-based-filtering-to-manage-health-monitoring-and-alerting-at-scale/
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https://aws.amazon.com/xray/
https://aws.amazon.com/lambda/
https://aws.amazon.com/ec2/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-RUM.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://aws.amazon.com/devops-guru/
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https://aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/xray/latest/devguide/aws-xray.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/welcome.html
https://www.youtube.com/watch?v=tl8OWHl6jxw
https://www.youtube.com/watch?v=qBDBnPkZ-KI
https://aws.amazon.com/getting-started/hands-on/distributed-tracing-with-xray/
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https://aws.amazon.com/codecommit/
https://aws.amazon.com/codecommit/
https://aws.amazon.com/cloudformation/
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https://docs.aws.amazon.com/codecommit/latest/userguide/welcome.html
https://youtu.be/46PRLMW8otg

AWS Well-Architected Framework

o
02
40
4>
0x
e
o

TEME BE AT EQ0] OlE|HE| CHEH HIAE EZ=E 7etslof & LICH AISSHE E|AEE=S £

TE YT HAEQS| % QFE UX|FLICH B0 et =8 HAET TR & = USLICH 71

e AZEQo ZAE INMGE I 2 E MME £+ QT E XIS3SHE AR ATto] HMAE £

Qlo{ofF grL|Ct.

Hole b AZEQo] HE AIE 0| MEE|7| Mof| HIAEELICH 7R 7L HIAE ZF & HE0f

HM|AE £ AU&LICH 220 ZE AZEQo{ H4ZE0| ML= EHAE E&0| U&LICH

QHtE{Q| OFE| mHEA

« O}FHEHAE QIO MER2 AZEQ 0| HAE A E HIZFESLICH ZE2HM SZ0o|M Ao Aoy
504 O Z 0|o{&lL|Ct

- M2 Eot J=20| Z2-HM M 270l M E|AE Q10| AWS CloudFormationS AF2 5104 Hi = ElL|
Ct 2ot JE0| T ZHO| Yof HAAE £ QIE E ghuct.

| =
« HMETL +EEIReL B HIAET X FELICH AZEQ o7t Z=EHM BHE0d| b 2 &|H

T2 710l E

X&Hel Sgf LEo URZE oHEZAHOIM ZEAMEH QUEEIL K| ZE HA| TS HIAET £
HELICEH JHYXIIL W EA Z|EME UE £+ UTS HAE A7t AAELCH ZEof| ZE #HZ0]
S1tsHof 5h= EHAE E&0| l&LCt

HAEE Aol M52 At85to] JTHE Rt ditdnt I = EES JHMEHM L.
Amazon Q Developer0i 1ot M2 o] 2E 7|gh), HHe| EIAE 44
HOob ok BFX| U A2 S8 A= 2o 43t 7|50| USLICH

fr
kU
|ﬂ0

Zptelol AR 2, AnyCompany Retailol = 2E A Z E Q0] otE[ZHE0f CH3H 0424
|AEE s LICH HAE 7|8 JH S =™5t7| HEo 2E AZEQo{of B HA
E

o
J} FED|HAE E e HAEE AMYStLICH HAEQ| 1R BI2E7I &2

OPS05-BP02 H173 AlSt EIAE 2 AS 84



| %1 AWS Well-Architected Framework

UBT £/4HS B HH HESIHOIM HOt HAHE AHBLICH Z HIAE B2 S STHE I
Es

ofCh FHEE RO Al HIAIR|7F MESEILICH RE E|AET 25| AT EQ|0{ OJE|HE = olE|HE 2|

1. 25 L olsi 2 H Kt} BT AT E o] O EIHEE 95t Ef

>
[m
=5}
BN
mjo
:\II=
nx
0 IO
r
_ITI_
nr m
rn
_?_
m
1B
[m

7t ol EE EHAEE S3aHof sHLIR7? EIAE Helof ZatsH ok A 2

T A0 RULE? ZE EEEHIAEE SOk SHLIR? EIAET} 2t R E|P =T 0i|H| {0k 5tLt

Q?

1. AWS HHE Tho|Z el & o7 |0l S nto|Zatelo] YR 2 AZESof olE[HEof Cf
o 8 4 AUt HAE R30| LIYE Mg

o
EQ|o{ E|AE EEE 7|EC

vy
£ 102 O|LHjof| 2t=8Hof S LICH E|lAE= ST mol|ZEtele| YR 2 A z|o{ok gfLICh.
a. BRI EHAE ME[(BA =24 28)E ddet, ZE A FME AEstol -8 ddstn, &2 &
zl & Al =721 Amazon Q Developerg AHS & LICEH

27 ¢ EIES Tt Ol 20| Bl Ay
=

c. AWS CodeBuildE Al23t0d AZEQ|0] OlE|HHEOf CHEt E|AE

d. AWS CodePipelined = ~AZEQ|0{ HAEE mlO|Z2IQIo 2 QAAED0|ME = A&LICH.

u

| AA

ZHEd 28 AR

« OPS05-BP01 HHF #2| AFHE

« OPS05-BP06 AH E& SR

« OPS05-BP07 ZE EZ 7HME {8t Atal ¢
« OPS05-BP10 S8 ! HiZE &% X} S35t

}24

—

e

M:

HO

- EIAE 7|8 THY TZ SAL R

* Accelerate your Software Development Lifecycle with Amazon Q

* Amazon Q Developer, now generally available, includes previews of new capabilities to reimagine

developer experience
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https://pipelines.devops.aws.dev/
https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/what-is.html
https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/welcome.html
https://docs.aws.amazon.com/codebuild/latest/userguide/welcome.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_dev_integ_version_control.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_dev_integ_share_design_stds.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_dev_integ_code_quality.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_dev_integ_auto_integ_deploy.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/best-practices-cdk-typescript-iac/development-best-practices.html
https://aws.amazon.com/blogs/devops/accelerate-your-software-development-lifecycle-with-amazon-q/
https://aws.amazon.com/blogs/aws/amazon-q-developer-now-generally-available-includes-new-capabilities-to-reimagine-developer-experience/
https://aws.amazon.com/blogs/aws/amazon-q-developer-now-generally-available-includes-new-capabilities-to-reimagine-developer-experience/
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The Ultimate Cheat Sheet for Using Amazon Q Developer in Your IDE

« Shift-Left Workload, leveraging Al for Test Creation

* Amazon Q Developer Center

* 10 ways to build applications faster with Amazon CodeWhisperer

* Looking beyond code coverage with Amazon CodeWhisperer

» Best Practices for Prompt Engineering with Amazon CodeWhisperer
+ TaskCat & CodePipeline2 £ A& 3£l AWS CloudFormation E|AE 10| Z 2} QI
A SCA, SAST 2! DAST =7 & AF&35t0d 2lE & 2lE AWS DevSecOps CI/CD I}O|Z 2} Q!

. 2

1 |re
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* Implement an APl with Amazon Q Developer Agent for Software Development

Installing, Configuring, & Using Amazon Q Developer with JetBrains IDEs (How-t0)

Mastering the art of Amazon CodeWhisperer - YouTube A S5

AWS re:Invent 2020: Testable infrastructure: Integration testing on AWS

AWS Summit ANZ 2021 - Driving a test-first strategy with CDK and test driven development

Testing Your Infrastructure as Code with AWS CDK

rk
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Building applications using generative Al with Amazon CodeWhisperer

* Amazon CodeWhisperer Workshop
« AWS HiEZ mO|Z 2ol & o} F7|ElX] - o EE[AH 0|M

« AWS Kubernetes DevSecOps I} 0| Z 2} QI

=3 X% o9& _E|AE 7|HF 7HEt

01 GitHubO| A Node.js OHZ 2|7i[0|M0i| CHEt EH?| E|AE A AWS CodeBuild

c HAE 7|8 7Heko] Serverspec AFHE
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https://community.aws/content/2eYoqeFRqaVnk900emsknDfzhfW/the-ultimate-cheat-sheet-for-using-amazon-q-developer-in-your-ide
https://community.aws/content/2gBZtC94gPzaCQRnt4P0rIYWuBx/shift-left-workload-leveraging-ai-for-test-creation
https://aws.amazon.com/developer/generative-ai/amazon-q/
https://aws.amazon.com/blogs/devops/10-ways-to-build-applications-faster-with-amazon-codewhisperer/
https://aws.amazon.com/blogs/devops/looking-beyond-code-coverage-with-amazon-codewhisperer/
https://aws.amazon.com/blogs/devops/best-practices-for-prompt-engineering-with-amazon-codewhisperer/
https://aws.amazon.com/blogs/devops/automated-cloudformation-testing-pipeline-with-taskcat-and-codepipeline/
https://aws.amazon.com/blogs/devops/building-end-to-end-aws-devsecops-ci-cd-pipeline-with-open-source-sca-sast-and-dast-tools/
https://aws.amazon.com/blogs/devops/building-end-to-end-aws-devsecops-ci-cd-pipeline-with-open-source-sca-sast-and-dast-tools/
https://aws.amazon.com/blogs/compute/getting-started-with-testing-serverless-applications/
https://aws.amazon.com/builders-library/cicd-pipeline/
https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/welcome.html
https://www.youtube.com/watch?v=U4XEvJUvff4
https://www.youtube.com/watch?v=-iQfIhTA4J0
https://www.youtube.com/playlist?list=PLDqi6CuDzubxzL-yIqgQb9UbbceYdKhpK
https://www.youtube.com/watch?v=KJC380Juo2w
https://www.youtube.com/watch?v=1R7G_wcyd3s
https://www.youtube.com/watch?v=fWtuwGSoSOU
https://aws-solutions-library-samples.github.io/app-development/developing-applications-using-generative-ai-with-amazon-codewhisperer.html
https://catalog.us-east-1.prod.workshops.aws/workshops/6838a1a5-4516-4153-90ce-ac49ca8e1357/en-US
https://pipelines.devops.aws.dev/application-pipeline/index.html
https://github.com/aws-samples/devsecops-cicd-containers
https://catalog.us-east-1.prod.workshops.aws/workshops/9da471a0-266a-4d36-8596-e5934aeedd1f/en-US/pac-tools/cfn-guard/tdd
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/run-unit-tests-for-a-node-js-application-from-github-by-using-aws-codebuild.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/use-serverspec-for-test-driven-development-of-infrastructure-code.html
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* Amazon Q Developer

* Amazon CodeGuru Reviewer
» AWS CodeBuild
* AWS CodePipeline

MY M pEle 2lAAE TUIEE M Elaa 8 F7| MAof A LUt
TlE 22 HYELICH ol 04, QlAaRA0 A & o

|_ -I = o
Management Console 2= AWS LH0{| A AWS AMH|A -_r“é% o——lOI'E Aredo| Z gL

SM 7Y BElE ZIIE Al Elad 2B F7| S HEE = UL HEE Az ddzs ¢S M
HELICH 6§ S04, 7 HEE Soll Z=2| 7|52 &dstet TS 7Is T d™st7L, A
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HOZM EERE 2O 23 HISO0| YdstX| =5 & + U&LICH

AWSO| M= AWS ConfigE AFE5t0{ A1t 2[™ HEto|M AWS Z2|4&A 2 HE
2 = A&LICH Ol Sall 7+ 0[3g FX5t1, 74 HF0| CHE 2|4 20 0
X x4

= | [eNe]
Sli5tH, 22l AWS Config 7= 2 AWS Config 78 &4 B2 AL85H 0|4 & 5t ?gﬂr H
504 ZEAMEF LY,

Amazon EC2QIAEIA AWS Lambda, 71El|0|L4, 2 HI oOHE || 0|M EEE loT 7|7[0| M A E|E= off
ZZ|70|Mo]| X 40| U= B AWS AppConfigE AF&3lod &4 HMEtolAM o Z2[FHo|MHE F
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AWSOI M= CHEa 22 MHIAE AHE6t0d X[EX S& I X[&% HiZ(CI/CD) Io|ZEelg 715
g 5 A&t AWS JHErR =7 (| & ™ CtS 1t Z4&LICH AWS CodeCommit, AWS CodeBuild,
AWS CodePipeline, AWS CodeDeploy & AWS CodeStar).
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https://aws.amazon.com/q/developer/
https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/welcome.html
https://docs.aws.amazon.com/codebuild/latest/userguide/welcome.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/welcome.html
https://docs.aws.amazon.com/awsconsolehelpdocs/index.html
https://docs.aws.amazon.com/awsconsolehelpdocs/index.html
https://aws.amazon.com/cli/
https://docs.aws.amazon.com/config/latest/developerguide/WhatIsConfig.html
https://docs.aws.amazon.com/config/latest/developerguide/aggregate-data.html
https://docs.aws.amazon.com/config/latest/developerguide/aggregate-data.html
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html
https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html
https://docs.aws.amazon.com/appconfig/latest/userguide/what-is-appconfig.html
https://aws.amazon.com/products/developer-tools/
https://aws.amazon.com/codecommit/
https://aws.amazon.com/codebuild/
https://aws.amazon.com/codepipeline/
https://aws.amazon.com/codedeploy/
https://aws.amazon.com/codestar/
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AWS Control Tower

+ AWS Landing Zone Accelerator

+ AWS Config

« AWS Configgt FXQI7t27?

« AWS AppConfigE

« AWS CloudFormationEt Q17127
AWS JHE AR =

e

ted S G4

* AWS re:Invent 2022 - Proactive governance and compliance for AWS workloads

* AWS re:Invent 2020: Achieve compliance as code using AWS Config
« AWS AppConfig& AtE35t04 oHZE|70|M 4 2| & HiE

OPS05-BP04 &= Sl HYE BHE| A|AE ALS
HlE Ol Wi Z BE| A|ARIS AFREILICEH 0|23t AIARIIAE &5 Z2MAM LAsts Q89 1
74 AME I E QIF RrdEre 2 £ sl

AWSOHIME CI21t Zte MHIAE AI235104 X|&% S8 L X|4X B Z(CI/CD) IHo|Z 2Rl 7 &5&
&= l&LIch AWS FHEFRE =7 (of: AWS CodeCommit, AWS CodeBuild, AWS CodePipeline, AWS
CodeDeploy & AWS CodeStar).
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https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://aws.amazon.com/solutions/implementations/landing-zone-accelerator-on-aws/
https://aws.amazon.com/config/
https://docs.aws.amazon.com/config/latest/developerguide/WhatIsConfig.html
https://docs.aws.amazon.com/appconfig/latest/userguide/what-is-appconfig.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://aws.amazon.com/products/developer-tools/
https://youtu.be/PpUnH9Y52X0?si=82wff87KHXcc6nbT
https://youtu.be/m8vTwvbzOfw?si=my4DP0FLq1zwKjho
https://youtu.be/ztIxMY3IIu0?si=ovYGsxWOBysyQrg0
https://aws.amazon.com/products/developer-tools/
https://aws.amazon.com/codebuild/
https://aws.amazon.com/codepipeline/
https://aws.amazon.com/codedeploy/
https://aws.amazon.com/codedeploy/
https://aws.amazon.com/codestar/
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AWS CodePipeline

I—I—I

& oy BSOS o a @

AWS Cloud9 AWS AWS AWS CodeBuild AWS i AWS Amazon  Amazon

Aws E3 i CodeCommit CodeArtifact : CodeDeploy i X-Ray CloudWatch DevOps
AWS SDK H Guru

G B e ¢

Amazon ECR Amazon i P
! 9 Amazon ECR CodeGuru H :
Public

Amazon Amazon
* Config Managed Managed
Grafana  Service for

Prometheus

_ AWS S22 Y 7| E(AWS AWS Serverless
oy E—’ib AWS CloudFormation @ CDK), Kubernetes® AWS CDK, Application Model
Terraform& AWS CDK 2 (AWS SAM)

AWS CodePipelinezt #t#d MH|AE A& 35t CI/CD THo|Z 2918 Eo4F &= Chojo{a 3

1. RpaHOdl: M, A4 £ Hio|U2| IHY) o HXe #telstn, XME s, #elste ol AWS
CodeCommitE A gtL|C}
2. 2A FEE HL OE% I, B HAEE AT, HiZE EH[7t E ofE[HEE MMst= o

|k

3. CodeDeployE& Amazon EC2 QIAEA =2
Amazon ECSO0f| of ZEZ|7|0|M HHEZE XIS

4. HIZE ZLEZI5HM 2.

HlOjA QIABA MHHE|A AWS Lambda 7|SEE
5= HIZE MH|AZ AFRSHAIR.
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ZHEd 28 AR
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« AWS 7HEIRI =
« AWS CodeCommitZt £Si017}27?
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https://aws.amazon.com/ec2/
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://aws.amazon.com/ecs/
https://aws.amazon.com/products/developer-tools/
https://docs.aws.amazon.com/codecommit/latest/userguide/welcome.html

oA
o 24

=] AWS Well-Architected Framework

Ho
e

+ AWS CodeBuildZt £2217t27?
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https://docs.aws.amazon.com/codebuild/latest/userguide/welcome.html
https://aws.amazon.com/codebuild/
https://docs.aws.amazon.com/codedeploy/latest/userguide/welcome.html
https://youtu.be/hfXokRAyorA
https://aws.amazon.com/image-builder/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/start-build-image-pipeline.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/start-build-image-pipeline.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/start-build-container-pipeline.html
https://docs.aws.amazon.com/lambda/latest/dg/runtimes-custom.html
https://docs.aws.amazon.com/lambda/latest/dg/runtimes-custom.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://aws.amazon.com/image-builder/
https://docs.aws.amazon.com/AmazonECR/latest/userguide/what-is-ecr.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/what-is-ecr.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-versions.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-patch.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-patch.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-maintenance.html
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/what-is-image-builder.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/start-build-image-pipeline.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/start-build-container-pipeline.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-patch.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/patch-manager-console.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/patch-manager-compliance-reports.html
https://aws.amazon.com/products/developer-tools

x
e
i

AWS Well-Architected Framework

o
02
40
4>
0

e
i
o
02
o

AWS 2| MHE|4 o Z 2|7 0|4 E Cl/ICD

- 28 HHE HF0l FAHAL2

22 of Al
« Well-Architected A& - QIHE 2| L IHX| 2|

« AWS Systems Manager I{ x| Z2|X} FEE2[NA

OPS05-BP06 M| £Z 3R

0f2] Elo| 2% MBS TR EXol Chet QIXITE £0|7 Y =teio| O[S Irhsy 4 UL

C}. ob7|=4R{7} HZIEOl et EES SMSHStT 24l AElE RAIBLICH £X0| 2R EEO| MBE

o EZof ChE F7F, HZ U ofQf X{EIE RHSHE HFHLIEES SEsHof FLICH 0 S40| giow E

Zo| salo| ®let 2910] ELiCt

U5t A AA EF0I XX L) B MEtol SRELICH 2 Azl Mol met EZ0| 2 MEHEID

Z[A AERE R RIELICH

QxiQl ote| T

. S 70 EO| 22 AL R Q1B MHIAE BHEUALICH AHSAHE HMASIEIE AATO| ZH RO
CHol EE ol X174 ZH MEE SXsHob Lot

. ZtEl2 A 29 QIZEtE BEELCL M2 TH E4 27 AFoR Qs QIZatE Mol
5H04 2 B2 OIS CHE WAloR THEHLIC

ol 2 Atz 220l OI%: BR EF S ALS30d 28 Aball SIS XI5t T Zredol ol Jof

SHBHLICH A EF S 2MEEHT YOOI KXo 2 Atziloh 2ot WM B4 27 AYE

28l AEIZ KA 4 aLich

O = ARt

_]|0|'
m
Ral
el
jo
o
o
|.|-
[[p]
m
rr
)
I
4>
EN
HL
Ofm

T2 710|=

El Zbof 7|&E 2 At MAH EF, MIgA
A L SHAE X|HEH7] QS A EFof C
Elo| HA|E EEHIXE &/ &LiCt ME22 2

= =2
ot H7HLES 2Lt

2o FA, KIE U HBHA 2T AgES BRI
oy 7t 3 ololE @AY HAHE OiELIC
Al7E Ligbehol el A7 BEE 24l MEi2 |

nEﬁJm

OPS05-BP06 & & S& 95


https://www.youtube.com/watch?v=tEpx5VaW4WE
https://youtu.be/uh19jfW7hw4
https://wellarchitectedlabs.com/operational-excellence/100_labs/100_inventory_patch_management
https://docs.aws.amazon.com/systems-manager/latest/userguide/patch-manager-tutorials.html
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https://docs.aws.amazon.com/servicecatalog/latest/adminguide/introduction.html
https://aws.amazon.com/blogs/mt/automate-aws-backups-with-aws-service-catalog/
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« AWS Service Catalog — A|Xt5}7|

+ AWS re:Invent 2020: Manage your AWS Service Catalog portfolios like an expert

ZHEd of Al

« AWS Service Catalog & = o} 7|l %]

» AWS Service Catalog 3 &

re

P24 MH|A:

+ AWS Service Catalog

OPS05-BP07 ZE EZ 7S {8t Ated 73

IE FHS fMstD A E z|A5t6tE AEIE FEELICH HAE J[HE 7HE
ol - %

=9 = =
2 B IIX| o2 & = JU&LICH OlEHE AMHIE RIEH S L TE Z 2 M40

Bohs 2k ITOIME 2 AE S Hol 2IYN T8 29 N2AB HBsHol 2= EXS

IHATBELICH THU R R YA AZES0] Y £ Tyl Y2 2 B D MBS A=E L

=

QxiQl ote| T

. ZE ZAE 90| HEZIFHOIML| 7|2 27I0f ZEE HNHLICH W A Z2HMo| (5=
HHZ 5|2 B EO| AELICH

OPS05-BP07 ZE && 7Hdg I8t Atell 73 97


https://aws.amazon.com/blogs/mt/aws-service-catalog-account-factory-enhanced/
https://aws.amazon.com/blogs/mt/how-expedia-group-built-database-as-a-service-dbaas-offering-using-aws-service-catalog/
https://aws.amazon.com/blogs/mt/how-expedia-group-built-database-as-a-service-dbaas-offering-using-aws-service-catalog/
https://aws.amazon.com/blogs/architecture/maintain-visibility-over-the-use-of-cloud-architecture-patterns/
https://aws.amazon.com/blogs/architecture/maintain-visibility-over-the-use-of-cloud-architecture-patterns/
https://aws.amazon.com/blogs/mt/simplify-sharing-your-aws-service-catalog-portfolios-in-an-aws-organizations-setup/
https://www.youtube.com/watch?v=A9kKy6WhqVA
https://www.youtube.com/watch?v=lVfXkWHAtR8
https://github.com/aws-samples/aws-service-catalog-reference-architectures
https://catalog.us-east-1.prod.workshops.aws/workshops/d40750d7-a330-49be-9945-cde864610de9/en-US
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/introduction.html
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/what-is.html
https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/welcome.html
https://docs.aws.amazon.com/cloud9/latest/user-guide/welcome.html
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» Accelerate your Software Development Lifecycle with Amazon Q

* Amazon Q Developer, now generally available, includes previews of new capabilities to reimagine

developer experience

* The Ultimate Cheat Sheet for Using Amazon Q Developer in Your IDE

« Shift-Left Workload, leveraging Al for Test Creation

* Amazon Q Developer Center

* 10 ways to build applications faster with Amazon CodeWhisperer

» Looking beyond code coverage with Amazon CodeWhisperer

» Best Practices for Prompt Engineering with Amazon CodeWhisperer

* Agile Software Guide
« CI/CD Ito|Z2}Ql0| El2|A0| O BELE
« Amazon CodeGuru ReviewerE Al2%t I E HE K535}
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« DevFactory7} Amazon CodeGurug At&35t0{  LI2 o E 2|7 0|ME FF5t=

* On Pair Programming

« RENGA Inc., Amazon CodeGuruZ I E AE K53}

* The Art of Agile Development: Test-Driven Development
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_dev_integ_test_val_chg.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_dev_integ_share_design_stds.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/best-practices-cdk-typescript-iac/development-best-practices.html
https://aws.amazon.com/blogs/devops/accelerate-your-software-development-lifecycle-with-amazon-q/
https://aws.amazon.com/blogs/aws/amazon-q-developer-now-generally-available-includes-new-capabilities-to-reimagine-developer-experience/
https://aws.amazon.com/blogs/aws/amazon-q-developer-now-generally-available-includes-new-capabilities-to-reimagine-developer-experience/
https://community.aws/content/2eYoqeFRqaVnk900emsknDfzhfW/the-ultimate-cheat-sheet-for-using-amazon-q-developer-in-your-ide
https://community.aws/content/2gBZtC94gPzaCQRnt4P0rIYWuBx/shift-left-workload-leveraging-ai-for-test-creation
https://aws.amazon.com/developer/generative-ai/amazon-q/
https://aws.amazon.com/blogs/devops/10-ways-to-build-applications-faster-with-amazon-codewhisperer/
https://aws.amazon.com/blogs/devops/looking-beyond-code-coverage-with-amazon-codewhisperer/
https://aws.amazon.com/blogs/devops/best-practices-for-prompt-engineering-with-amazon-codewhisperer/
https://martinfowler.com/agile.html
https://aws.amazon.com/builders-library/cicd-pipeline/
https://aws.amazon.com/blogs/devops/automate-code-reviews-with-amazon-codeguru-reviewer/
https://docs.aws.amazon.com/prescriptive-guidance/latest/best-practices-cdk-typescript-iac/development-best-practices.html
https://aws.amazon.com/blogs/machine-learning/how-devfactory-builds-better-applications-with-amazon-codeguru/
https://martinfowler.com/articles/on-pair-programming.html
https://aws.amazon.com/blogs/machine-learning/renga-inc-automates-code-reviews-with-amazon-codeguru/
http://www.jamesshore.com/v2/books/aoad1/test_driven_development
https://www.atlassian.com/agile/software-development/code-reviews
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* Implement an API with Amazon Q Developer Agent for Software Development

Installing, Configuring, & Using Amazon Q Developer with JetBrains IDEs (How-to)

Mastering the art of Amazon CodeWhisperer - YouTube M S5

AWS re:Invent 2020: Continuous improvement of code quality with Amazon CodeGuru

AWS Summit ANZ 2021 - Driving a test-first strategy with CDK and test driven development

e
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Amazon Q Developer

Amazon CodeGuru Reviewer

Amazon CodeGuru Profiler

AWS Cloud9
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https://www.youtube.com/watch?v=U4XEvJUvff4
https://www.youtube.com/watch?v=-iQfIhTA4J0
https://www.youtube.com/playlist?list=PLDqi6CuDzubxzL-yIqgQb9UbbceYdKhpK
https://www.youtube.com/watch?v=iX1i35H1OVw
https://www.youtube.com/watch?v=1R7G_wcyd3s
https://aws.amazon.com/q/developer/
https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/welcome.html
https://docs.aws.amazon.com/codeguru/latest/profiler-ug/what-is-codeguru-profiler.html
https://docs.aws.amazon.com/cloud9/latest/user-guide/welcome.html
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https://aws.amazon.com/solutions/implementations/instance-scheduler-on-aws/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html

AWS Well-Architected Framework

o
02
40
4>
0x
e
o

Ol 2 At 22I0] O|F: B2 W7 AFE S RHFE HHZ 5t 70 5rQfo| of WatTILICH W2 ALgHo| &
o oS 5HK| g2 AW USK| WetsyI7 BN O AT EISEIVIE O HaLIch HZ A S &
S 4 ot B =T A et HZ MY THHOl YHO| BOISLICH HE ZZHAE £
ot Q10| F0IET WY AR Q3 YHE FoisLIc

O = AHE|Tt

Jo
AL
m
A
50
fjo
ox
40
|.|-
b1
m
rr
Hdo
no
4>
EN
AL
0|0

3 7t0|E
FEE = UE AT HE XUS AF £&5tHE HEo| J&8D HR{7F AT LICH oA 5tH &
ME HHZD &H A = Yo HA ALY EH SMHME AIEE £+ USLICH Ed YT o 8%
7Jleg€ HE2AH M3 = U&Lict
glAA
Bhed B ALE:
« OPS05-BP03 744 & 2| A|AEI ALE
« OPS05-BP04 2= 3! HYZ EE| A|AHE AR

z A
« OPS06-BP04 E|AE 3! S X} 53}

Fed

—

e

AM:

MO

- AWSO{M O+0|3 2 MH|A F3
o OFO|Z 2 MH|A - BHEHA

FZE Ue, HE WEIAEE AHSSELICH O/ H 6% 25 ZRMA0M LMsHE Q7o ¥
Ag HHZE QI3 g Y 4+ ALt

HIELCHO|E{E El4A A EfT Y AWS Resource Groups € S5l 285t 1, UaHE EfZ T2 A5
= = ZX HI2 3|H, HMA FMofof CHEt 2lA A0 Ef2E X|XSt0d RIS S}
SES ASHE CHAFS AR o}
= = =2 2od -

o Ak IRt E7E M6t ZEE Mot TEHMo = SAFLICH i Rt= ¥d|0]
EE M335t7| 2/ AWS Management Console0ll 21018 E 7t gigLct. B4 & F#Mof| CiEt ™

OPS05-BP10 =8 L HiZ ot R =3t 102


https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/microservices-on-aws.html
https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/observability.html
https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html
https://docs.aws.amazon.com/ARG/latest/APIReference/Welcome.html
https://aws.amazon.com/answers/account-management/aws-tagging-strategies/
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https://docs.aws.amazon.com/codebuild/latest/userguide/welcome.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/welcome.html
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https://youtu.be/hfXokRAyorA
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https://aws.amazon.com/builders-library/ensuring-rollback-safety-during-deployments/
https://docs.aws.amazon.com/whitepapers/latest/change-management-in-the-cloud/change-management-in-the-cloud.html
https://aws.amazon.com/builders-library/amazon-approach-to-high-availability-deployment/
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-updating-stacks-changesets.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/approvals.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/application-specification-files.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/integrations-aws.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/integrations-partners.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/integrations-partners.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/monitoring.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/troubleshooting.html
https://aws.amazon.com/builders-library/automating-safe-hands-off-deployments/#Test_deployments_in_pre-production_environments
https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/testing-stages-in-continuous-integration-and-continuous-delivery.html
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https://www.allthingsdistributed.com/2014/11/apollo-amazon-deployment-engine.html
https://aws.amazon.com/blogs/devops/how-to-test-and-debug-aws-codedeploy-locally-before-you-ship-your-code/
https://aws.amazon.com/blogs/networking-and-content-delivery/integrating-network-connectivity-testing-with-infrastructure-deployment/
https://www.youtube.com/watch?v=o1sc3cK9bMU
https://docs.aws.amazon.com/codedeploy/latest/userguide/tutorial-ecs-deployment-with-hooks.html
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https://docs.aws.amazon.com/codedeploy/latest/userguide/welcome.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/deployment-steps.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/deployment-steps.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/integrations-aws.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/integrations-partners.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/integrations-partners.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/blue-green-deployments.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/blue-green-deployments.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/monitoring.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/troubleshooting.html
https://aws.amazon.com/builders-library/automating-safe-hands-off-deployments/?did=ba_card&trk=ba_card#Production_deployments
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https://docs.aws.amazon.com/codedeploy/latest/userguide/deployment-configurations.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/canary-release.html
https://docs.aws.amazon.com/https://docs.aws.amazon.com/
https://aws.amazon.com/blogs/aws/new-fully-managed-blue-green-deployments-in-amazon-aurora-and-amazon-rds/
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/using-features.CNAMESwap.html
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https://www.youtube.com/watch?v=ngnMj1zbMPY
https://www.youtube.com/watch?v=bCgD2bX1LI4
https://docs.aws.amazon.com/codedeploy/latest/userguide/applications-create-blue-green.html
https://catalog.us-east-1.prod.workshops.aws/workshops/5195ab7c-5ded-4ee2-a1c5-775300717f42/en-US
https://catalog.us-east-1.prod.workshops.aws/workshops/2175d94a-cd79-4ed2-8e7e-1f0dd1956a3a/en-US
https://catalog.us-east-1.prod.workshops.aws/workshops/00bc829e-fd7c-4204-9da1-faea3cf8bd88/en-US
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https://aws.amazon.com/builders-library/ensuring-rollback-safety-during-deployments/
https://docs.aws.amazon.com/codedeploy/latest/userguide/deployments-rollback-and-redeploy.html
https://aws.amazon.com/blogs/infrastructure-and-automation/best-practices-automating-deployments-with-aws-cloudformation/
https://aws.amazon.com/blogs/devops/using-aws-codepipeline-aws-codebuild-and-aws-lambda-for-serverless-automated-ui-testing/
https://aws.amazon.com/blogs/devops/using-aws-codepipeline-aws-codebuild-and-aws-lambda-for-serverless-automated-ui-testing/
https://www.youtube.com/watch?v=ngnMj1zbMPY
https://www.youtube.com/watch?v=bCgD2bX1LI4
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https://docs.aws.amazon.com/config/latest/developerguide/WhatIsConfig.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/controltower/latest/userguide/guardrails.html
https://docs.aws.amazon.com/controltower/latest/userguide/guardrails.html
https://docs.aws.amazon.com/config/latest/developerguide/WhatIsConfig.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/wa-operational-readiness-reviews.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/appendix-b-example-orr-questions.html
https://docs.aws.amazon.com/wellarchitected/latest/userguide/lenses-custom.html
https://console.aws.amazon.com/wellarchiected/
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https://aws.amazon.com/premiumsupport/technology-and-programs/proactive-services/
https://aws.amazon.com/premiumsupport/technology-and-programs/proactive-services/
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_control_objectives.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_planning_for_recovery_objective_defined_recovery.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/cost_govern_usage_policies.html
https://docs.aws.amazon.com/controltower/latest/userguide/guardrails.html
https://docs.aws.amazon.com/wellarchitected/latest/userguide/lenses-custom.html
https://medium.com/the-cloud-architect/operational-readiness-review-template-e23a4bfd8d79

o =l AWS Well-Architected Framework

» AWS Supports You | Q| ORR(2Y £H| 4B HE) 75

« AWS Config
 AWS Control Tower

* AWS Security Hub
 AWS Well-Architected Tool

ENAQULICH HSE2 F2 77t ofiH g +&stT|
2E 290l A8 Elof gtaLct

=7
83otod !IHE £0|1 dets ZME L&LICH 7t ZHEeHA

e 9a2E 2Ue 9l T4 HELIL. M2 Yoo 2 TRE £ YalAo| tiEoj
OIZ7ITHK| S 2 AFGRITL £ 7E UBE ZIE BS 4 s ZSstE Z2HAQLICH A= A
OlEL W pal ZaMacl E2F T4 2407 M2 H2e F UxlolM AALD Z2 M2
7hgighol et Yool ELIC 8 98 2|, £, Mk ofo] U 2 LA Al of 22 o] Mo
CHet X|2IE = &haof ELict

Z 0| ML aHR|Pd 1S RS E ASHLIC ZEet D XHF ABsHs 2= o2 AIRHLIL. 238
=l 0|8 AL 5t0f IS AHS3Het AL BAIE 8517 & BISLICH M8 B=2 & W XS5t
SO O SaE S AHSstets O AlZHS SolstAl T ZLICH AlZto| B2 CiR g0 2isol
ofitl WAlo 2 E XHS3HE/0fof BLiC

st 2T Hol YARE XS £8sty| Qg DA stol= 280| AsLICH Bl Hts
Ao, W £7, Wt U 9F *2| |20l Sof UsLich H=o| B x|(HH BEl AL K

OPS07-BP03 HE 2 Algst Mal +3 121


https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/wa-operational-readiness-reviews.html
https://www.youtube.com/watch?v=Keo6zWMQqS8
https://github.com/aws-samples/custom-lens-wa-sample/tree/main/ORR-Lens
https://docs.aws.amazon.com/config/latest/developerguide/WhatIsConfig.html
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/wellarchitected/latest/userguide/intro.html
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https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-visual-designer.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-visual-designer.html
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# Runbook Title

## Runbook Info

| Runbook ID | Description | Tools Used | Special Permissions | Runbook Author | Last
Updated | Escalation POC |

| === - | === - | === - | === - | === - | === - | === - |

| RUNGQL1 | What is this runbook for? What is the desired outcome? | Tools | Permissions
| Your Name | 2022-09-21 | Escalation Name |

## Steps
1. Step one
2. Step two
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* AWS Well-Architected Framework: Concepts: Runbook development
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ops_model_def_proc_owners.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ready_to_support_use_playbooks.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_event_response_event_incident_problem_process.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_event_response_process_per_alert.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_evolve_ops_knowledge_management.html
https://wa.aws.amazon.com/wellarchitected/2020-07-02T19-33-23/wat.concept.runbook.en.html
https://aws.amazon.com/blogs/mt/achieving-operational-excellence-using-automated-playbook-and-runbook/
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-documents.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/large-migration-migration-playbook/task-four-migration-runbooks.html
https://aws.amazon.com/blogs/mt/use-aws-systems-manager-automation-runbooks-to-resolve-operational-tasks/
https://www.youtube.com/watch?v=E1NaYN_fJUo
https://www.youtube.com/watch?v=GuWj_mlyTug
https://www.youtube.com/watch?v=Seh1RbnF-uE
https://wellarchitectedlabs.com/operational-excellence/200_labs/200_automating_operations_with_playbooks_and_runbooks/
https://aws.amazon.com/blogs/mt/build-a-cloud-automation-practice-for-operational-excellence-best-practices-from-aws-managed-services/
https://aws.amazon.com/blogs/mt/build-a-cloud-automation-practice-for-operational-excellence-best-practices-from-aws-managed-services/
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-walk.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-document-sample-restore.html
https://catalog.us-east-1.prod.workshops.aws/workshops/a5801f0c-7bd6-4282-91ae-4dfeb926a035/en-US
https://gitlab.com/gitlab-com/runbooks
https://github.com/Nurtch/rubix
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https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-walk-document-builder.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
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https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/what-is-incident-manager.html

AWS Well-Architected Framework

M0
0

o
>
0
e
o

-
o
m
X

S Z ol glolEE|of CHE A 2t E| BlZX|ERE MM 7
ol Zajlo|E xH58 AlARID 3 #E|E Markdowng AbS35to] &8
2 Ohg o Al Edlo= HES'g A8E LI

71&E 2M ElZX|EEI7 e B
Ol #&LICt Edio|S2 tHR E
=

T A&LICH MSFE AlE st

# Playbook Title

## Playbook Info

| Playbook ID | Description | Tools Used | Special Permissions | Playbook Author | Last
Updated | Escalation POC | Stakeholders | Communication Plan |

|---e- |---e- |---e- |---e- |---e- |---e- |---e- |---e- |---e- |

| RUN@GQL1 | What is this playbook for? What incident is it used for? | Tools |
Permissions | Your Name | 2022-09-21 | Escalation Name | Stakeholder Name | How will
updates be communicated during the investigation? |

## Steps
1. Step one
2. Step two
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* AWS re:Invent 2019: DIY guide to runbooks, incident reports, and incident response (SEC318-R1)
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ops_model_def_proc_owners.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ready_to_support_use_runbooks.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_event_response_event_incident_problem_process.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_event_response_process_per_alert.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_evolve_ops_knowledge_management.html
https://wa.aws.amazon.com/wellarchitected/2020-07-02T19-33-23/wat.concept.playbook.en.html
https://aws.amazon.com/blogs/mt/achieving-operational-excellence-using-automated-playbook-and-runbook/
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-documents.html
https://aws.amazon.com/blogs/mt/use-aws-systems-manager-automation-runbooks-to-resolve-operational-tasks/
https://www.youtube.com/watch?v=E1NaYN_fJUo
https://www.youtube.com/watch?v=KNOc0DxuBSY
https://www.youtube.com/watch?v=Seh1RbnF-uE
https://github.com/aws-samples/aws-customer-playbook-framework
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-walk.html
https://catalog.workshops.aws/workshops/a5801f0c-7bd6-4282-91ae-4dfeb926a035/en-US
https://github.com/Nurtch/rubix
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-walk-document-builder.html
https://wellarchitectedlabs.com/operational-excellence/200_labs/200_automating_operations_with_playbooks_and_runbooks/
https://www.wellarchitectedlabs.com/security/300_labs/300_incident_response_playbook_with_jupyter-aws_iam/
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/what-is-incident-manager.html
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AWS Well-Architected Framework

'
x
0

o
Z0
OH

15} 7|

o4 X-Ray 7%

« CloudWatch Synthetics Canary &l

o

A&

=

1 Of| Al

—

F2

« Amazon CloudWatch Synthetics2t AWS X-RayE A+-& 5t of

« AWS X-Ray Insights AF&
» One Observability Workshop

« AWS Lambda

0
=

<

il

=1

oll
ol

A 7ts

OPS08-BP04

70

<
ol

ol

ol

P

4
o
<l

ol
i

L
__o=_
=

x| 2t

F7ALE of

o M5
A

7k 2
= 3l =

2

S
[l
(@]

to 2

|.

(KPHE 7|¢!

i
ar

x|

—

2|
=

|.

S
=

—

AeULIct KPIof Z|H

oK

Jlo
20

£
B

[ITe)
Kl
__A.__n

ol
0l
pa

ol

ol ELct.

ol
H

E|

i
o
K
ok
ol
0

-

od

LICE.

ol

I Jjo

%0
<
7_

—r
[ITe)

&

| OLE| TH

x40
==

I.

= -

olH

ol

oM

P~

St7| o{E &L

|20
—

X

M7t Hl =L A0 O]

=
—

« KPIOf L} 2}
Ct.

o
o
iofl
N
ol
N

==
1o

ol
oK
il
M

ol =& Azl & &le| o|H:

|27t Eo{sLCh

1 &

0]

P

©

=
S

P |
=

1

0

2
=

(]
=

ol

=
i

2440

=N
W_

—
[Ile)

1[0

%0
<

F
142

=
=

5123

5]

o =2 A

I EA

Ue dEtst

E
=

504

5t
=

A

| W AR UAOIM £ 79t 5

[==|

el 3=
=
e 4y

=l
=

L|ch.

« ARH of

- B AIBElE
ol 2 MAHE
OPS08-BP04 A& 715


https://www.youtube.com/watch?v=s2WvaV2eDO4
https://www.youtube.com/watch?v=tl8OWHl6jxw
https://catalog.workshops.aws/observability/en-US/intro
https://docs.aws.amazon.com/lambda/latest/dg/services-xray.html
https://github.com/aws-samples/cloudwatch-synthetics-canary-terraform

4 2]%| AWS Well-Architected Framework

H7{LIE S BFESeiH KPIE 7|8tz 8 Aot @Yol MetHL ol E=71 HX|E
t= XE, 23 Y FH O0|HE A8 st Zo| SELICH

ol

T3 B
1. A MIb X|E(KPI) Z: oHZ 2|7 0|2 KPIE AlddstL|ct 2 2I2 0|28t KPIQH Qi7I5tod HIE
Liaof Ozl FEg2 H&stAH grdshok gfLict

 Amazon CloudWatch O[&f Ef X| AtE: HIH &Rl IiHE RS2 2 E XS5 Amazon
CloudWatch 0|2} B X| 7|5 HHstH Ax| o|& FF 7l US Rt LS Mg = U&LICH
« AWS X-Ray Insights AF&:
a. X-Ray Insights& %4504 £ | O|E{0{|A{ O|& & =
b. X-Ray Insights7t B X|El EX[of CHall RS L5 LS FHELICH
« Amazon DevOps Guru2t S&t:

a. Amazon DevOps Gurul| 7|H| &t & 7|s2 & &85t01 7|E CIOIEHE ¥ o[& &
L|Ct.

g EXIg

Jo

b. DevOps GuruollA 22 4502 015 5t04 0|4 Y& ABELICH
3. ME bSE 27 TE: FLTQI AXIE AT £ UTS MY YHE MTsts LS MAEL

Ct.
1. Amazon EventBridge T+ %/2 AFE3504 AWS Health O|HEE 2 LIE{2I8 7L} AWS Health API
ot Z2IefY YASR SF5t0{ AWS Health O|HEE =418 | 242 RS 3HEFLICH 0l

gt U2 AEE ZE =8 F7| o|HE HAIXIE ME QUEI0ARZ Bz Aot Z2 Yt
1 ZHHO|HLHIT ME|A #E] TFUM FIEEE AlE St Rt 22 FAA &Y = UE
L|CH.

4. Y2 L2 LA SREHK| I2 LEE 2|45 ELICH CHEX| i2 €Eo= Eo| REE =7|H
SRt 2ME 55X 2 += U Zotxo = A E HFHLIES TEHAel 22440 Ho{&E = A
&Lct

5. 5% B& d%: Amazon CloudWatch S8f ZE2 & A&5t0] 042 ZEE SEELICH

6. 242 =72 S Ops Genie & PagerDuty2t Z2 =7 & S&HehLct.

7. AWS Chatbot & &: AWS Chatbot2 & & 5t01 Amazon Chime, Microsoft Teams, Slack0i| & &2
=g

8. 21 7|8t 4 2l: CloudWatchOllM 21 X|E ZE|E AI2601 EMH 2 o|HEE J|Hloz HAEE
Mgl

OPS08-BP04 A&l 7h58H 22| AlAd 143


https://docs.aws.amazon.com/Amazon/latest/monitoring/_Anomaly_Detection.html
https://docs.aws.amazon.com/Amazon/latest/monitoring/_Anomaly_Detection.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-console-insights.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-console-insights.html#xray-console-insight-notifications
https://aws.amazon.com/devops-guru/
https://docs.aws.amazon.com/devops-guru/latest/userguide/update-notifications.html#navigate-to-notification-settings
https://docs.aws.amazon.com/health/latest/ug/cloudwatch-events-health.html
https://aws.amazon.com/bloprove-monitoring-efficiency-using-amazon-cloudwatch-composite-alarms-2/
https://www.atlassian.com/software/opsgenie
https://www.pagerduty.com/
https://aws.amazon.com/chatbot/
https://docs.aws.amazon.com/Amazon/latest/logs/MonitoringLogData.html
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https://docs.aws.amazon.com/Amazon/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/Amazon/latest/monitoring/Create_Composite_Alarm.html
https://docs.aws.amazon.com/Amazon/latest/monitoring/Create_Anomaly_Detection_Alarm.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/update-notifications.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-console-insights.html#xray-console-insight-notifications
https://aws.amazon.com/chatbot/
https://support.pagerduty.com/docs/amazon-cloudwatch-integration-guide
https://support.atlassian.com/opsgenie/docs/integrate-opsgenie-with-amazon-cloudwatch/
https://www.youtube.com/watch?v=0LMQ-Mu-ZCY
https://www.youtube.com/watch?v=0jUSEfHbTYk
https://www.youtube.com/watch?v=u2pkw2vxrtk
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https://aws.amazon.com/bloarms-incident-management-and-remediation-in-the-cloud-with-amazon-cloudwatch/
https://docs.aws.amazon.com/chatbot/latest/adminguide/create-eventbridge-rule.html
https://catalog.workshops.aws/observability/en-US/intro
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https://docs.aws.amazon.com/Amazon/latest/monitoring/create_dashboard.html
https://docs.aws.amazon.com/Amazon/latest/monitoring/add_remove_text_dashboard.html
https://docs.aws.amazon.com/Amazon/latest/monitoring/cloudwatch_dashboard_variables.html
https://docs.aws.amazon.com/Amazon/latest/monitoring/create-and-work-with-widgets.html
https://docs.aws.amazon.com/Amazon/latest/logs/CWL_ExportQueryResults.html
https://docs.aws.amazon.com/Amazon/latest/monitoring/add_remove_alarm_dashboard.html
https://docs.aws.amazon.com/Amazon/latest/monitoring/ContributorInsights-ViewReports.html
https://docs.aws.amazon.com/Amazon/latest/monitoring/add_custom_widget_dashboard.html
https://docs.aws.amazon.com/Amazon/latest/monitoring/add_custom_widget_dashboard.html
https://docs.aws.amazon.com/health/latest/ug/getting-started-health-dashboard.html
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https://aws.amazon.com/builders-library/building-dashboards-for-operational-visibility/
https://docs.aws.amazon.com/Amazon/latest/monitoring/_Dashboards.html
https://www.youtube.com/watch?v=eIUZdaqColg
https://www.youtube.com/watch?v=NfMpYiGwPGo
https://catalog.workshops.aws/observability/en-US/intro
https://aws.amazon.com/solutions/implementations/application-monitoring-with-cloudwatch/
https://aws.amazon.com/blogs/mt/aws-health-events-intelligence-dashboards-insights/
https://aws.amazon.com/blogs/mt/visualize-aws-health-events-using-amazon-managed-grafana/
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
https://aws.amazon.com/builders-library/building-dashboards-for-operational-visibility/
https://aws.amazon.com/blogs/aws-cloud-financial-management/how-to-track-your-cost-optimization-kpis-with-the-kpi-dashboard/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/measure-progress.html
https://aws.amazon.com/builders-library/building-dashboards-for-operational-visibility/
https://aws.amazon.com/solutions/app-development/data-operations
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https://aws.amazon.com/athena/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CW_Support_For_AWS.html
https://aws.amazon.com/quicksight/
https://aws.amazon.com/glue/
https://docs.aws.amazon.com/glue/latest/dg/populate-data-catalog.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/implement-observability.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/utilizing-workload-observability.html
https://aws.amazon.com/cloudtrail/
https://aws.amazon.com/eventbridge/
https://aws.amazon.com/config/
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https://aws.amazon.com/systems-manager/features/#OpsCenter
https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/xray/
https://aws.amazon.com/managed-services/
https://aws.amazon.com/managed-services/
https://aws.amazon.com/premiumsupport/aws-incident-detection-response/
https://aws.amazon.com/chatbot/
https://docs.aws.amazon.com/incident-manager/latest/userguide/response-plans.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_evolve_ops_perform_rca_process.html
https://aws.amazon.com/premiumsupport/technology-and-programs/proactive-services/#Operational_Workshops_and_Deep_Dives
https://aws.amazon.com/cloudtrail/
https://aws.amazon.com/cloudwatch/
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https://aws.amazon.com/premiumsupport/technology/trusted-advisor/
https://aws.amazon.com/premiumsupport/aws-countdown/
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/welcome.html
https://aws.amazon.com/premiumsupport/aws-incident-detection-response/
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https://docs.aws.amazon.com/whitepapers/latest/aws-caf-operations-perspective/incident-and-problem-management.html
https://www.infoq.com/presentations/incident-management-devops-sre/
https://www.pagerduty.com/resources/learn/what-is-incident-management/
https://www.youtube.com/watch?v=Cu20aOvnHwA
https://www.youtube.com/watch?v=DSRhgBd_gtw
https://www.youtube.com/watch?v=IbSgM4IP9IE
https://www.youtube.com/watch?v=I6lScgh4qds
https://aws.amazon.com/premiumsupport/technology-and-programs/proactive-services/#Operational_Workshops_and_Deep_Dives
https://aws.amazon.com/blogs/mt/how-to-automate-incident-response-with-pagerduty-and-aws-systems-manager-incident-manager/
https://aws.amazon.com/blogs/mt/engage-incident-responders-with-the-on-call-schedules-in-aws-systems-manager-incident-manager/
https://aws.amazon.com/blogs/mt/improve-the-visibility-and-collaboration-during-incident-handling-in-aws-systems-manager-incident-manager/
https://docs.aws.amazon.com/managedservices/latest/userguide/support-experience.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-what-is.html
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https://aws.amazon.com/systems-manager/features/incident-manager/
https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/eventbridge/
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Create_Composite_Alarm.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/response-plans.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/response-plans.html
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https://www.atlassian.com/incident-management/incident-communication
https://www.atlassian.com/blog/statuspage/how-to-write-a-good-status-update
https://www.pagerduty.com/resources/learn/a-guide-to-incident-communications/
https://www.youtube.com/watch?v=ZROVn6-K2qU
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
https://aws.amazon.com/quicksight/
https://aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/MultiDataSourceQuerying.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/MultiDataSourceQuerying.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-dashboard-sharing.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-dashboard-sharing.html
https://aws.amazon.com/builders-library/building-dashboards-for-operational-visibility/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html

AWS Well-Architected Framework

I
or
0

o
Z0
OH

e CloudWatch CHA|EE B &

el
« CloudWatch CHA|E =0 Al X} X|& % =7}

s
ar

O|lo|E| AA 9| K|

- OHE

CHAIEE

el
oF
X0
Kl
=N
oll

-

L

Lu|

OPS10-BP07 O

._o“_

OH
_l|_
[ITe)
1o

|
'

o

Kir
(]

|

|
N

==
1le)

ok
<
N

mE
(o}

ol
o
o
11

ot
L

0
100

<0
<

<|
oK
%0
Ot
__o“_

T

o
OH

HEILICH,

)
|

I

k7t

1104
LHo

oM X}

-

Xto
ol

|.

o
o
Kio

H
M

r

o

LICH

M
ur

F

A7t

o

ol

——
110

ol =& Azl & &le| o|H:

4
N
ol

OH

il

<

7o
o
i

1104
4r

0l0

1]

=
I

o
H
K
<+
ol
ol_u
1

Kl

oF

N
ol

=~

o
L

S

o| 28 Arad|7t

172

OPS10-BP07 O[H#


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch_dashboard_variables.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-dashboard-sharing.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/MultiDataSourceQuerying.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/add_custom_widget_dashboard.html
https://catalog.us-east-1.prod.workshops.aws/workshops/31676d37-bbe9-4992-9cd1-ceae13c5116c/en-US/aws-native/dashboards
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html#alarms-and-actions
https://aws.amazon.com/eventbridge/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/MonitoringLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/config/latest/developerguide/remediation.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/incident-creation.html
https://aws.amazon.com/solutions/implementations/quota-monitor/
https://aws.amazon.com/autoscaling/
https://codecatalyst.aws/explore
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://aws.amazon.com/solutions/implementations/automated-security-response-on-aws/
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-state.html
https://docs.aws.amazon.com/config/latest/developerguide/remediation.html
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https://docs.aws.amazon.com/incident-manager/latest/userguide/tutorials-runbooks.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/incident-creation.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/solutions/latest/quota-monitor-for-aws/solution-overview.html
https://aws.amazon.com/autoscaling/
https://docs.aws.amazon.com/codecatalyst/latest/userguide/welcome.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html#alarms-and-actions
https://docs.aws.amazon.com/config/latest/developerguide/remediation.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/MonitoringLogData.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-state.html
https://www.youtube.com/watch?v=fQ_KahCPBeU
https://www.youtube.com/watch?v=GuWj_mlyTug
https://www.youtube.com/watch?v=XaMfO_MERH8
https://www.youtube.com/watch?v=rp7roaoPzFE
https://docs.aws.amazon.com/codecatalyst/latest/userguide/getting-started-template-project.html
https://catalog.us-east-1.prod.workshops.aws/workshops/31676d37-bbe9-4992-9cd1-ceae13c5116c/en-US
https://catalog.workshops.aws/getting-started-with-com/en-US/operations-management/incident-manager
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_evolve_ops_perform_rca_process.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_evolve_ops_share_lessons_learned.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_evolve_ops_process_cont_imp.html
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/implement-observability.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/analysis.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/iteration.html
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https://docs.aws.amazon.com/systems-manager/latest/userguide/OpsCenter.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/OpsCenter-working-with-OpsItems.html
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https://aws.amazon.com/blogs/enterprise-strategy/7-pitfalls-to-avoid-when-building-a-ccoe/
https://www.atlassian.com/team-playbook/plays/retrospective
https://aws.amazon.com/blogs/messaging-and-targeting/email-definitions-feedback-loops/
https://aws.amazon.com/blogs/architecture/establishing-feedback-loops-based-on-the-aws-well-architected-framework-review/
https://www.ibm.com/garage/method/practices/learn/practice_retrospective_analysis/
https://www.investopedia.com/terms/p/pdca-cycle.asp
https://martinfowler.com/articles/developer-effectiveness.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/iteration.html
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https://github.com/riggraz/astuto
https://aws.amazon.com/solutions/implementations/qnabot-on-aws/
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https://docs.aws.amazon.com/systems-manager/latest/userguide/OpsCenter.html
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https://aws.amazon.com/security/security-bulletins/
https://aws.amazon.com/premiumsupport/trustedadvisor/
https://www.wellarchitectedlabs.com/cloud-intelligence-dashboards/
https://aws.amazon.com/compliance/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/compliance-latest-news/
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/organization-priorities.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/relationships-and-ownership.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_observability_identify_kpis.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/utilizing-workload-observability.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/understanding-operational-health.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_evolve_ops_feedback_loops.html
https://aws.amazon.com/athena/?whats-new-cards.sort-by=item.additionalFields.postDateTime&whats-new-cards.sort-order=desc
https://aws.amazon.com/quicksight/
https://aws.amazon.com/compliance/
https://aws.amazon.com/compliance/compliance-latest-news/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/glue/?whats-new-cards.sort-by=item.additionalFields.postDateTime&whats-new-cards.sort-order=desc
https://aws.amazon.com/security/security-bulletins/
https://aws.amazon.com/premiumsupport/trustedadvisor/
https://docs.aws.amazon.com/Amazon/latest/logs/S3Export.html
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https://aws.amazon.com/executive-insights/content/the-imperatives-of-customer-centric-innovation/
https://aws.amazon.com/blogs/enterprise-strategy/digital-transformation-hype-or-a-strategic-necessity/
https://youtu.be/jaehZYBNG0Y?si=UNEaLZsXDrxcBgYo
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_priorities_eval_tradeoffs.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ops_model_def_neg_team_agreements.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_evolve_ops_feedback_loops.html
https://aws.amazon.com/blogs/enterprise-strategy/designing-a-cloud-center-of-excellence-ccoe/
https://youtu.be/6bJkYtrMMPI?si=yu8tVMz4a6ax9f34&t=2695
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_workload_observability_create_dashboards.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_operations_health_review_ops_metrics_prioritize_improvement.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_event_response_event_incident_problem_process.html
https://aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CW_Support_For_AWS.html
https://docs.aws.amazon.com/Amazon/latest/monitoring/publishingMetrics.html
https://docs.aws.amazon.com/Amazon/latest/monitoring/working_with_metrics.html
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https://www.youtube.com/watch?v=0zJuULHFS6A&t=849s
https://docs.aws.amazon.com/codecommit/latest/userguide/how-to-share-repository.html
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_dev_integ_version_control.html
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_evolve_ops_feedback_loops.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_evolve_ops_metrics_review.html
https://aws.amazon.com/blogs/infrastructure-and-automation/reduce-project-delays-with-docs-as-code-solution/
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_dev_integ_multi_env.html
https://youtu.be/N0aZZVVZiUw?si=ivYa9ScBfHcj-IAq
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