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https://docs.aws.amazon.com/servicequotas/latest/userguide/intro.html
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/availability.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://aws.amazon.com/premiumsupport/technology/trusted-advisor/best-practice-checklist/
https://aws.amazon.com/answers/account-management/limit-monitor/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-resource-limits.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/intro.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://docs.aws.amazon.com/general/latest/gr/aws-service-information.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/intro.html
https://aws.amazon.com/solutions/implementations/quota-monitor/
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https://aws.amazon.com/blogs/mt/organizational-view-for-trusted-advisor/
https://aws.amazon.com/blogs/mt/organizational-view-for-trusted-advisor/
https://aws.amazon.com/blogs/mt/automating-service-limit-increases-enterprise-support-aws-control-tower/
https://aws.amazon.com/blogs/mt/automating-service-limit-increases-enterprise-support-aws-control-tower/
https://docs.aws.amazon.com/service-authorization/latest/reference/list_servicequotas.html
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https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/eventbridge/
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https://aws.amazon.com/config/
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https://docs.aws.amazon.com/servicequotas/latest/userguide/organization-templates.html
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https://aws.amazon.com/blogs/architecture/disaster-recovery-dr-architecture-on-aws-part-i-strategies-for-recovery-in-the-cloud/
https://aws.amazon.com/products/networking/edge-networking/
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https://aws.amazon.com/route53/what-is-dns/
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/dns-configuring.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/dns-failover.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/dns-failover.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/dns-failover-determining-health-of-endpoints.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/health-checks-creating-deleting.html
https://docs.aws.amazon.com/
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/health-checks-monitor-view-status.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/best-practices-dns.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resource-record-sets-choosing-alias-non-alias.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-to-api-gateway.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-to-api-gateway.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/HowCloudFrontWorks.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/HowCloudFrontWorks.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/GettingStarted.SimpleDistribution.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/cache-hit-ratio-explained.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/cache-hit-ratio.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/origin-shield.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/high_availability_origin_failover.html
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Network Connectivity capability - Establishing Your Cloud Foundations(H|E &3 244 7|
E 7lgt 3 5)
What is Amazon AP| Gateway?(Amazon AP| GatewayE FIIL|7+?)
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https://docs.aws.amazon.com/waf/latest/developerguide/how-aws-waf-works.html
https://docs.aws.amazon.com/waf/latest/developerguide/getting-started.html
https://docs.aws.amazon.com/waf/latest/developerguide/cloudfront-features.html
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-advanced-summary.html
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-resiliency.html
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-resiliency.html
https://docs.aws.amazon.com/waf/latest/developerguide/getting-started-ddos.html
https://docs.aws.amazon.com/waf/latest/developerguide/getting-started-ddos.html
https://aws.amazon.com/partners/find/results/?keyword=network
https://aws.amazon.com/marketplace/b/2649366011
https://docs.aws.amazon.com/global-accelerator/latest/dg/what-is-global-accelerator.html
https://docs.aws.amazon.com/Amazon/latest/DeveloperGuide/Introduction.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/Welcome.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/what-is-load-balancing.html
https://docs.aws.amazon.com/whitepapers/latest/establishing-your-cloud-foundation-on-aws/network-connectivity-capability.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/welcome.html

OF x4 Ad
- oo

Z| AWS Well-Architected Framework

e

« What are AWS WAF, AWS Shield, and AWS Firewall Manager?(AWS WAF, AWS Shield & AWS
Firewall ManagerZt F S IL|7t?)

+ What is Amazon Route 53 Application Recovery Controller?(Amazon Route53 Application
Recovery Controller2r FSIIL|7+?)
 Configure custom health checks for DNS failover(DNS &0 ZX|E& |8 AFE X | AEl & el +

)
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+ AWS re:Invent 2022 - Improve performance and availability with AWS Global Accelerator(AWS
re:Invent 2022 - AWS Global AcceleratorZ s ! 7h2 4 g4

* AWS re:Invent 2020: Global traffic management with Amazon Route 53(AWS re:Invent 2020:
Amazon Route 532 AtE 8t 222 EEiE 2Ha|)

« AWS re:Invent 2022 - Operating highly available Multi-AZ applications(AWS re:Invent 2022 - 117}
EY CtE AZ ol EEIF0|M 2Y)

« AWS re:Invent 2022 - Dive deep on AWS networking infrastructure(AWS re:Invent 2022 - AWS U|
EQ|Zl olz zlof| cH3H RtMIS| Lot 7))

« AWS re:Invent 2022 - Building resilient networks(AWS re:Invent 2022 - #2340 Fo{t HEX 3
TE)
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https://docs.aws.amazon.com/waf/latest/developerguide/what-is-aws-waf.html
https://docs.aws.amazon.com/r53recovery/latest/dg/what-is-route53-recovery.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/dns-failover.html
https://www.youtube.com/watch?v=s5sjsdDC0Lg
https://www.youtube.com/watch?v=E33dA6n9O7I
https://www.youtube.com/watch?v=mwUV5skJJ0s
https://www.youtube.com/watch?v=HJNR_dX8g8c
https://www.youtube.com/watch?v=u-qamiNgH7Q
https://catalog.us-east-1.prod.workshops.aws/workshops/4d9ab448-5083-4db7-bee8-85b58cd53158/en-US/
https://wellarchitectedlabs.com/reliability/
https://catalog.us-east-1.prod.workshops.aws/workshops/effb1517-b193-4c59-8da5-ce2abdb0b656/en-US
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https://docs.aws.amazon.com/vpc/latest/tgw/tgw-vpn-attachments.html
https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/aws-transit-gateway-sd-wan.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/resilency_toolkit.html
https://aws.amazon.com/directconnect/resiliency-recommendation/
https://docs.aws.amazon.com/vpn/latest/s2svpn/VPNConnections.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/routing-and-bgp.html
https://docs.aws.amazon.com/architecture-diagrams/latest/active-active-and-active-passive-configurations-in-aws-direct-connect/active-active-and-active-passive-configurations-in-aws-direct-connect.html
https://aws.amazon.com/partners/find/results/?keyword=network
https://aws.amazon.com/marketplace/b/2649366011
https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/introduction.html
https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/welcome.html
https://docs.aws.amazon.com/vpn/latest/s2svpn/VPNConnections.html
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https://docs.aws.amazon.com/directconnect/latest/UserGuide/resilency_toolkit.html
https://docs.aws.amazon.com/vpc/latest/userguide/endpoint-services-overview.html
https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html
https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
https://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/VPC_VPN.html
https://docs.aws.amazon.com/directconnect/latest/UserGuide/direct-connect-gateways.html
https://youtu.be/fnxXNZdf6ew
https://youtu.be/9Nikqn_02Oc
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_planning_network_topology_non_overlap_ip.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_planning_network_topology_non_overlap_ip.html
https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
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https://aws.amazon.com/answers/networking/aws-single-region-multi-vpc-connectivity/
https://aws.amazon.com/vpc/ipv6/
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_planning_network_topology_non_overlap_ip.html
https://aws.amazon.com/partners/find/results/?keyword=network
https://aws.amazon.com/marketplace/b/2649366011
https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/introduction.html
https://aws.amazon.com/answers/networking/aws-multiple-data-center-ha-network-connectivity/
https://aws.amazon.com/answers/networking/aws-single-region-multi-vpc-connectivity/
https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html
https://aws.amazon.com/vpc/ipv6
https://d1.awsstatic.com/architecture-diagrams/ArchitectureDiagrams/IPv6-reference-architectures-for-AWS-and-hybrid-networks-ra.pdf
https://aws.amazon.com/blogs/containers/amazon-eks-launches-ipv6-support/
https://youtu.be/fnxXNZdf6ew
https://youtu.be/9Nikqn_02Oc
https://www.youtube.com/watch?v=FkWOhTZSfdA
https://www.youtube.com/watch?v=FkWOhTZSfdA
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https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/welcome.html
https://aws.amazon.com/blogs/networking-and-content-delivery/building-a-global-network-using-aws-transit-gateway-inter-region-peering/
https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/introduction.html
https://aws.amazon.com/partners/find/results/?keyword=network
https://aws.amazon.com/marketplace/b/2649366011
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https://www.youtube.com/watch?v=8nNurTFy-h4
https://www.youtube.com/watch?v=cRdDCkbE4es
https://docs.aws.amazon.com/vpc/latest/ipam/what-it-is-ipam.html
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https://docs.aws.amazon.com/vpc/latest/ipam/res-disc-work-with-view.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeSubnets.html
https://docs.aws.amazon.com/vpc/latest/ipam/res-disc-work-with-view.html
https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/private-nat-gateway.html
https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/aws-privatelink.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/protecting-networks.html
https://aws.amazon.com/partners/find/results/?keyword=network
https://aws.amazon.com/marketplace/b/2649366011
https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/introduction.html
https://aws.amazon.com/answers/networking/aws-multiple-data-center-ha-network-connectivity/
https://aws.amazon.com/blogs/networking-and-content-delivery/connecting-networks-with-overlapping-ip-ranges/
https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html
https://docs.aws.amazon.com/vpc/latest/ipam/what-it-is-ipam.html
https://www.youtube.com/watch?v=cRdDCkbE4es
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https://youtu.be/9Nikqn_02Oc
https://www.youtube.com/watch?v=FkWOhTZSfdA
https://www.youtube.com/watch?v=xtLJgJfhPLg
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https://mrtortoise.github.io/architecture/lean/design/patterns/ddd/2018/03/18/deathstar-architecture.html
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https://martinfowler.com/articles/microservice-trade-offs.html
https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/introduction.html
https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/introduction.html
https://martinfowler.com/bliki/StranglerFigApplication.html
https://docs.aws.amazon.com/migrationhub-refactor-spaces/latest/userguide/what-is-mhub-refactor-spaces.html
https://aws.amazon.com/blogs/architecture/seamlessly-migrate-on-premises-legacy-workloads-using-a-strangler-pattern/
https://aws.amazon.com/blogs/architecture/seamlessly-migrate-on-premises-legacy-workloads-using-a-strangler-pattern/
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https://docs.aws.amazon.com/app-mesh/latest/userguide/what-is-app-mesh.html
https://aws.amazon.com/cloud-map/
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/welcome.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/SQLtoNoSQL.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-import-api.html
https://aws.amazon.com/what-is/service-oriented-architecture/
https://martinfowler.com/bliki/BoundedContext.html
https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/introduction.html
https://martinfowler.com/articles/microservice-trade-offs.html
https://www.martinfowler.com/articles/microservices.html
https://aws.amazon.com/microservices/
https://docs.aws.amazon.com/app-mesh/latest/userguide/what-is-app-mesh.html
https://catalog.us-east-1.prod.workshops.aws/workshops/f2c0706c-7192-495f-853c-fd3341db265a/en-US/intro
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https://www.youtube.com/watch?v=otADkIyugzY
https://www.youtube.com/watch?v=otADkIyugzY
https://martinfowler.com/bliki/BoundedContext.html
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https://serverlessland.com/event-driven-architecture/visuals/event-storming
https://martinfowler.com/bliki/BoundedContext.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-decomposing-monoliths/welcome.html
https://www.domainlanguage.com/wp-content/uploads/2016/04/GettingStartedWithDDDWhenSurroundedByLegacySystemsV1.pdf
https://serverlessland.com/event-driven-architecture/visuals/messages-between-bounded-context
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https://aws.amazon.com/microservices/
https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/microservices-on-aws.html
https://aws.amazon.com/serverless/
https://aws.amazon.com/containers/
https://aws.amazon.com/products/databases/
https://docs.aws.amazon.com/prescriptive-guidance/latest/hexagonal-architectures/welcome.html
https://aws.amazon.com/microservices/
https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/introduction.html
https://martinfowler.com/articles/break-monolith-into-microservices.html
https://domainlanguage.com/wp-content/uploads/2016/04/GettingStartedWithDDDWhenSurroundedByLegacySystemsV1.pdf
https://www.amazon.com/gp/product/0321125215
https://docs.aws.amazon.com/prescriptive-guidance/latest/hexagonal-architectures/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-decomposing-monoliths/welcome.html
https://serverlessland.com/event-driven-architecture/visuals/event-storming
https://serverlessland.com/event-driven-architecture/visuals/messages-between-bounded-context

OF x4 Ad
- oo

e

Z| AWS Well-Architected Framework

o OO| 2 AMH|A
- EHAE 7|8 gt

- SE 718 o0

ZHEd of Al

- AE{ZEl0|X ECIRE UO|EIE &3 &

- AWSOIM 222 E H|O|E|E n}o|3 2 MH|A MAH|(DDD/EventStormingWorkshop &)

« AWS 222 C O|o|E{H|o]A
« AWSO| MHE{Z|A
« AWS9| ZIE{|0|L4&=

REL03-BP03 API'HZ MH|A H 2k X2

MElA Hote ZRAEI7} QMY 4 /i API Eolof Mol AP AR U AIx} 2ol 2 sHE Aot
r ™ AHIRETE 71E APIE A% AL SHEHA FHI7HE 0 oHE 2|

Lol ZBOIME £ QaLIch AN HEE AloFS E4ste 3 ARER| TH5E
EHS =

= o

5to{ APl Al g SFE + UYUSLILCH.

C

—_ L
= OhE MHIAE B7 28 He glo| Yoz Hasof 2las
. Zaig Aol A7|0t 80| MHIA APIE MAIBHLICH 5
Olel 9l Ho|ZEE MAISHE Ol AFSE 4 9 APITH 4

: r

A I API AH|XFF JO0|E 2 2I2|A S HLY

ul
S
M
Ofm
J
|K
Z Hu
I
)
(L=}
» oz
s
|0
Hu
I
oM
Mok
4>
£Q

REL03-BP03 API'HE2 AMH|A H|2F K Z 59


https://www.martinfowler.com/articles/microservices.html
https://en.wikipedia.org/wiki/Test-driven_development
https://en.wikipedia.org/wiki/Behavior-driven_development
https://catalog.us-east-1.prod.workshops.aws/workshops/0466c70e-4216-4352-98d9-5a8af59c86b2/en-US
https://github.com/aws-samples/designing-cloud-native-microservices-on-aws/tree/main
https://aws.amazon.com/products/databases/
https://aws.amazon.com/serverless/
https://aws.amazon.com/containers/
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https://aws.amazon.com/api-gateway/
https://aws.amazon.com/appsync/
https://aws.amazon.com/eventbridge/
https://github.com/OAI/OpenAPI-Specification
https://graphql.org/
https://docs.aws.amazon.com/apigateway/latest/developerguide/import-edge-optimized-api.html
https://aws.amazon.com/serverless/sam/
https://aws.amazon.com/cdk/
https://aws.amazon.com/cdk/
https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-export-api.html
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https://docs.aws.amazon.com/appsync/latest/devguide/designing-your-schema.html
https://docs.aws.amazon.com/appsync/latest/devguide/designing-your-schema.html
https://aws.amazon.com/amplify/
https://aws.amazon.com/dynamodb/
https://docs.aws.amazon.com/apigateway/latest/developerguide/request-response-data-mappings.html#transforming-request-response-body
https://aws.amazon.com/what-is/api/
https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/microservices-on-aws.html
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https://martinfowler.com/articles/microservice-trade-offs.html
https://www.martinfowler.com/articles/microservices.html
https://aws.amazon.com/microservices/
https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-swagger-extensions.html
https://github.com/OAI/OpenAPI-Specification
https:/graphql.org/learn/schema
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-schema-code-bindings.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-import-api.html
https://serverlessland.com/patterns/apigw-ddb-openapi-crud?ref=search
https://catalog.us-east-1.prod.workshops.aws/workshops/be7e1ee7-b91f-493d-93b0-8f7c5b002479/en-US/labs/asynchronous-request-response-poll/api-gateway-service-integration
https://aws.amazon.com/blogs/compute/implementing-header-based-api-gateway-versioning-with-amazon-cloudfront/
https://docs.aws.amazon.com/appsync/latest/devguide/building-a-client-app.html#aws-appsync-building-a-client-app
https://www.youtube.com/watch?v=fet3bh0QA80
https://aws.amazon.com/api-gateway/
https://aws.amazon.com/appsync/
https://aws.amazon.com/eventbridge/
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https://aws.amazon.com/cloudops/monitoring-and-observability
https://www.youtube.com/watch?v=or7uFFyHIX0
https://aws.amazon.com/builders-library/challenges-with-distributed-systems/
https://docs.aws.amazon.com/Amazon/latest/logs/WhatIsLogs.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_static_stability.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_static_stability.html
https://docs.aws.amazon.com/lambda/latest/dg/invocation-retries.html
https://docs.aws.amazon.com/lambda/latest/dg/invocation-retries.html
https://aws.amazon.com/blogs/database/tuning-aws-java-sdk-http-request-settings-for-latency-aware-amazon-dynamodb-applications/
https://aws.amazon.com/blogs/database/tuning-aws-java-sdk-http-request-settings-for-latency-aware-amazon-dynamodb-applications/
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https://aws.amazon.com/messaging/
https://aws.amazon.com/streaming-data/
https://docs.aws.amazon.com/lambda/latest/dg/invocation-async.html
https://docs.aws.amazon.com/lambda/latest/dg/invocation-async.html#invocation-async-destinations
https://aws.amazon.com/sqs/faqs/#FIFO_queues
https://docs.aws.amazon.com/streams/latest/dev/kinesis-record-processor-duplicates.html
https://docs.aws.amazon.com/lambda/latest/dg/invocation-async.html#invocation-async-errors
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* Tuning AWS Java SDK HTTP request settings for latency-aware Amazon DynamoDB applications
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https://aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-available-cloudwatch-metrics.html
https://docs.aws.amazon.com/streams/latest/dev/monitoring-with-cloudwatch.html
https://aws.amazon.com/xray/
https://docs.aws.amazon.com/xray/latest/devguide/xray-concepts.html
https://aws.amazon.com/s3/
https://docs.aws.amazon.com/efs/latest/ug/whatisefs.html
https://docs.aws.amazon.com/efs/latest/ug/whatisefs.html
https://docs.aws.amazon.com/fsx/latest/LustreGuide/what-is.html
https://aws.amazon.com/step-functions/?step-functions.sort-by=item.additionalFields.postDateTime&step-functions.sort-order=desc
https://github.com/aws-samples/aws-stepfunction-complex-orchestrator-app
https://github.com/aws-samples/aws-stepfunction-complex-orchestrator-app
https://aws.amazon.com/batch/
https://docs.aws.amazon.com/batch/latest/userguide/cloudwatch-container-insights.html
https://aws.amazon.com/cloudops/monitoring-and-observability
https://aws.amazon.com/builders-library/challenges-with-distributed-systems/
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_static_stability.html
https://docs.aws.amazon.com/lambda/latest/dg/invocation-retries.html
https://aws.amazon.com/blogs/database/tuning-aws-java-sdk-http-request-settings-for-latency-aware-amazon-dynamodb-applications/
https://aws.amazon.com/messaging/
https://aws.amazon.com/streaming-data/

OF x4 Ad
- oo

Z| AWS Well-Architected Framework

e

« AWS Lambda 7HEI At SHHM: HISZ| Z &
« Amazon Simple Queue Service FAQ: FIFO CH7 |

+ Amazon Kinesis Data Streams 72 A} @tLHA: Handling Duplicate Records

+ Amazon Simple Queue Service 7Hef Xt 2FLHA: Available CloudWatch metrics for Amazon SQS

« Amazon Kinesis Data Streams7H& X} ©tLi A: Monitoring the Amazon Kinesis Data Streams
Service with Amazon CloudWatch

+ AWS X-Ray7Hgf &} OFLHA: AWS X-Ray concepts
+ GitHub2| AWS M Z: AWS Step functions Complex Orchestrator App
AWS Batch AF& A3 M: AWS Batch CloudWatch Container Insights

re

b S G4

*« AWS Summit SF 2022 - Full-stack observability and application monitoring with AWS (COP310)

ghgd =42

* Amazon CloudWatch

* Amazon CloudWatch Logs

+ AWS X-Ray
* Amazon Simple Storage Service(Amazon S3)

* Amazon Elastic File System(Amazon EFS)

* Amazon FSx for Lustre
* AWS Step Functions
« AWS Batch
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https://docs.aws.amazon.com/lambda/latest/dg/invocation-async.html
https://aws.amazon.com/sqs/faqs/#FIFO_queues
https://docs.aws.amazon.com/streams/latest/dev/kinesis-record-processor-duplicates.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-available-cloudwatch-metrics.html
https://docs.aws.amazon.com/streams/latest/dev/monitoring-with-cloudwatch.html
https://docs.aws.amazon.com/streams/latest/dev/monitoring-with-cloudwatch.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-concepts.html
https://github.com/aws-samples/aws-stepfunction-complex-orchestrator-app
https://docs.aws.amazon.com/batch/latest/userguide/cloudwatch-container-insights.html
https://www.youtube.com/watch?v=or7uFFyHIX0
https://aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/Amazon/latest/logs/WhatIsLogs.html
https://aws.amazon.com/xray/
https://aws.amazon.com/s3/
https://docs.aws.amazon.com/efs/latest/ug/whatisefs.html
https://docs.aws.amazon.com/fsx/latest/LustreGuide/what-is.html
https://aws.amazon.com/step-functions/?step-functions.sort-by=item.additionalFields.postDateTime&step-functions.sort-order=desc
https://aws.amazon.com/batch/
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Amazon SQS CH7 |1} Elastic Load Balancer= =238t 282 It St HASS FIHE = U= F
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HE AH|XHO0IM SEI0IMEE F43HE = U&LICH Amazon Simple Notification Service(Amazon
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HIA 7L ZeHELICE o248t MH|AE 7 QA9 SEHZS CHE & RLAERREH £2l6tn St ol

Hdg sol=d 80| E = UsLCh

« O|HE 7|gt o} Z|ElX{ £ =: Amazon EventBridgee= =&5tH Z& =1 24t O|HE 7|8t o} 7 (&)
& #&5t= ol =0l gulct

o B AAERI0M CHZ7|2 734 Amazon Simple Queue Service(Amazon SQS)E A& 3504 E4F AlA
He Sgotn 2elg = U&Loh

. T4 QA 0to|2 R MH|AR ZE 0|45 0O|TZ MHIAS AFSSHH & HO|E APIZ S5 5
AMeteE 5o SEMol 1 QA Z FEEI ofZEEFo|ME 2/ E £+ YU&LICH (Amazon Elastlc

Container Service)Amazon ECS, Amazon Elastic Kubernetes Service(Amazon EKS)E& A& 35tH 7
ElO|LHE O = H| A|ZFE &= Q&LICt.

°
ot

Step Functions£ §|3EZZ £t2|: Step Functions= 0421 AWS MH|AE Rt A EEE X

T+ UEF T ELICH

H Al-7- 5 (pub/sub) MIA| & of 7|EIX{ &-&: Amazon Simple Notification Service(Amazon SNS)= |
A|RH(H &R 7L TS AR ABIRH A HIARIE ME St S §LICH

T8 B A

+ O[HIE 7|t o} 7|=x{2| 74 AL OJHER Qs AISHEILICH OIHES ASXI7H FHtT LIl &
=2 F7hsHs 21 20| AT SAsHE SAQILICH FHefo] AT AAHO| CHE 74 @
AE TS AlIFIE OHET MAELICH

» Building Event-driven Applications with Amazon EventBridge

* AWS re:Invent 2022 - Designing Event-Driven Integrations using Amazon EventBridge

. BN HAE AIARolE T 718 of7|4RHE QI3 THHOF SHe Ml 7HR| £ £E0| aLict
24 AlARO TN @4, Balof A8 ElE C§7I¥(Amazon SQS Mol EAHE), Ch7 Qo] HIAIX]
QLICH YUBHHQl AlATIOlE HIAIKIE Ch7|UE HLls MARieH Ch7 G0l M HIAIXIE S 4lsts
AHIR7} BLICH THy|2e S8 42 913 042] Amazon SQS Mol HIAIXIE MEEHLICH

* Basic Amazon SQS architecture

+ Send Messages Between Distributed Applications with Amazon Simple Queue Service

« OIO[ZZMHIAE & & 85tH 7iE Blo| =&t Z&E 78 248 #eElst22 RX| #E| 7ts
SF Al be 7

-
dot H¥H0l ¥ ESFHE Al S5 2 HY 78 242 BElE + /U&LCHL

= L|C
o« AWSO{A] OIO|Z 2 MH|A 73

« OF7|HIEE A|Z5FZI&LICH Architecting microservices with containers
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-what-is.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/welcome.html
https://aws.amazon.com/microservices/
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/Welcome.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/Welcome.html
https://docs.aws.amazon.com/eks/latest/userguide/what-is-eks.html
https://aws.amazon.com/step-functions/getting-started/
https://docs.aws.amazon.com/sns/latest/dg/welcome.html
https://aws.amazon.com/blogs/compute/building-an-event-driven-application-with-amazon-eventbridge/
https://www.youtube.com/watch?v=W3Rh70jG-LM
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-basic-architecture.html
https://aws.amazon.com/getting-started/hands-on/send-messages-distributed-applications/
https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/microservices-on-aws.html
https://aws.amazon.com/blogs/architecture/lets-architect-architecting-microservices-with-containers/
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« AWS Step Functions& AI& 3t 24 ofZ2(AH 0|
MHIAE QAAED0|MSE S2| 2YS +-E = UELICE ot 7H QA E XISsHE /3 E
EE QAAEH 0|M5H o E 2|7 )
* Create a Serverless Workflow with AWS
« AWS Step Functions A|Zt35}7|

* Amazon EC2: Ensuring Idempotency
« Amazon Builders' Library: 24F A|AEIO| =M THA]|

« Amazon Builders' Library: Reliability, constant work, and a good cup of coffee(2t& A, X|&%{Ql &}

o1 9l gt T2 3 atol 7))

« Amazon EventBridgeEt S WU 27?

« Amazon Simple Queue ServiceEt FUUNL?

» Break up with your monolith

» Orchestrate Queue-based Microservices with AWS Step Functions and Amazon SQS

» Basic Amazon SQS architecture
CHZ |2 7|8t o} 7| = &

rk

ted SG4:

AWS New York Summit 2019: Intro to Event-driven Architectures and Amazon EventBridge

(MAD205)

* AWS re:Invent 2018: Close Loops and Opening Minds: How to Take Control of Systems, Big and
Small ARC337 (includes loose coupling, constant work, static stability)

* AWS re:Invent 2019: Moving to event-driven architectures (SVS308)

* AWS re:Invent 2019: Scalable serverless event-driven applications using Amazon SQS and
Lambda (AP1304)

* AWS re:Invent 2019: Scalable serverless event-driven applications using Amazon SQS and
Lambda

+ AWS re:Invent 2022 - Designing event-driven integrations using Amazon EventBridge

* AWS re:Invent 2017: Elastic Load Balancing Deep Dive and Best Practices
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https://aws.amazon.com/tutorials/create-a-serverless-workflow-step-functions-lambda/
https://aws.amazon.com/step-functions/getting-started/
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/Run_Instance_Idempotency.html
https://aws.amazon.com/builders-library/challenges-with-distributed-systems/
https://aws.amazon.com/builders-library/reliability-and-constant-work/
https://aws.amazon.com/builders-library/reliability-and-constant-work/
https://docs.aws.amazon.com/eventbridge/latest/userguide/what-is-amazon-eventbridge.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/welcome.html
https://pages.awscloud.com/break-up-your-monolith.html
https://aws.amazon.com/tutorials/orchestrate-microservices-with-message-queues-on-step-functions/
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-basic-architecture.html
https://docs.aws.amazon.com/wellarchitected/latest/high-performance-computing-lens/queue-based-architecture.html
https://youtu.be/tvELVa9D9qU
https://youtu.be/tvELVa9D9qU
https://youtu.be/O8xLxNje30M
https://youtu.be/O8xLxNje30M
https://youtu.be/h46IquqjF3E
https://youtu.be/2rikdPIFc_Q
https://youtu.be/2rikdPIFc_Q
https://www.youtube.com/watch?v=2rikdPIFc_Q
https://www.youtube.com/watch?v=2rikdPIFc_Q
https://www.youtube.com/watch?v=W3Rh70jG-LM
https://www.youtube.com/watch?v=9TwkMMogojY
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« Amazon Builders' Library: (2H84, X|&ZQI &4 3l oF £ 2 §t £Ho| 7{I|)

« AWS re:lnvent 2018: Close Loops and Opening Minds: How to Take Control of Systems, Big and
Small(ZZ 7| U 0hS U7|: F20H| A EI0| AIARS Moists &) ARC337(URISH Bed &
gal_z
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« Amazon EC2: Ensuring [dempotency(HS 4 E %)
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https://aws.amazon.com/builders-library/reliability-and-constant-work/
https://youtu.be/O8xLxNje30M?t=2482
https://youtu.be/O8xLxNje30M?t=2482
https://youtu.be/O8xLxNje30M?t=2482
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/Run_Instance_Idempotency.html
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https://aws.amazon.com/builders-library/challenges-with-distributed-systems/
https://aws.amazon.com/builders-library/reliability-and-constant-work/
https://youtu.be/tvELVa9D9qU
https://youtu.be/tvELVa9D9qU
https://youtu.be/O8xLxNje30M?t=2482
https://youtu.be/O8xLxNje30M?t=2482
https://youtu.be/O8xLxNje30M?t=2482
https://youtu.be/O8xLxNje30M
https://youtu.be/O8xLxNje30M
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https://youtu.be/h46IquqjF3E
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https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-request-throttling.html
https://martinfowler.com/bliki/CircuitBreaker.html
https://docs.aws.amazon.com/general/latest/gr/api-retries.html
https://pragprog.com/titles/mnee2/release-it-second-edition/
https://pragprog.com/titles/mnee2/release-it-second-edition/
https://aws.amazon.com/builders-library/avoiding-fallback-in-distributed-systems
https://aws.amazon.com/builders-library/avoiding-insurmountable-queue-backlogs
https://aws.amazon.com/builders-library/caching-challenges-and-strategies/
https://aws.amazon.com/builders-library/timeouts-retries-and-backoff-with-jitter/
https://youtu.be/sKRdemSirDM?t=1884
https://youtu.be/sKRdemSirDM?t=1884
https://wellarchitectedlabs.com/Reliability/300_Health_Checks_and_Dependencies/README.html
https://wellarchitectedlabs.com/Reliability/300_Health_Checks_and_Dependencies/README.html
https://wellarchitectedlabs.com/Reliability/300_Health_Checks_and_Dependencies/README.html
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https://aws.amazon.com/api-gateway/
https://aws.amazon.com/sqs/
https://aws.amazon.com/kinesis/
https://aws.amazon.com/kinesis/
https://aws.amazon.com/waf/
https://docs.aws.amazon.com/lambda/latest/dg/with-sqs.html#events-sqs-max-concurrency
https://docs.aws.amazon.com/lambda/latest/dg/with-sqs.html#events-sqs-max-concurrency
https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-request-throttling.html
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https://aws.amazon.com/blogs/security/three-most-important-aws-waf-rate-based-rules/
https://docs.aws.amazon.com/lambda/latest/dg/with-sqs.html#events-sqs-max-concurrency
https://docs.aws.amazon.com/apigateway/latest/developerguide/api-gateway-request-throttling.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-rule-statement-type-rate-based.html
https://aws.amazon.com/blogs/compute/introducing-maximum-concurrency-of-aws-lambda-functions-when-using-amazon-sqs-as-an-event-source/
https://docs.aws.amazon.com/lambda/latest/dg/with-sqs.html#events-sqs-max-concurrency
https://aws.amazon.com/blogs/security/three-most-important-aws-waf-rate-based-rules/
https://github.com/bucket4j/bucket4j
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https://pypi.org/project/token-bucket/
https://www.npmjs.com/package/tokenbucket
https://www.nuget.org/packages/System.Threading.RateLimiting
https://www.youtube.com/watch?v=1ASMLeJ_15U
https://aws.amazon.com/api-gateway/
https://aws.amazon.com/appsync/
https://aws.amazon.com/sqs/
https://aws.amazon.com/kinesis/
https://aws.amazon.com/waf/
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https://aws.amazon.com/builders-library/making-retries-safe-with-idempotent-APIs/
https://docs.aws.amazon.com/sdkref/latest/guide/feature-retry-behavior.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-retries.html
https://docs.aws.amazon.com/general/latest/gr/api-retries.html
https://aws.amazon.com/builders-library/timeouts-retries-and-backoff-with-jitter/
https://aws.amazon.com/blogs/architecture/exponential-backoff-and-jitter/
https://aws.amazon.com/builders-library/making-retries-safe-with-idempotent-APIs/
https://github.com/spring-projects/spring-retry
https://resilience4j.readme.io/docs/retry
https://youtu.be/sKRdemSirDM?t=1884
https://youtu.be/sKRdemSirDM?t=1884
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https://docs.aws.amazon.com/sdkref/latest/guide/feature-retry-behavior.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-retries.html
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https://aws.amazon.com/builders-library/avoiding-insurmountable-queue-backlogs/
https://www.martinfowler.com/ieeeSoftware/failFast.pdf
https://repost.aws/knowledge-center/sqs-message-backlog
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/zonal-shift.html
https://docs.aws.amazon.com/r53recovery/latest/dg/getting-started-routing-controls.html
https://www.enterpriseintegrationpatterns.com/patterns/messaging/DeadLetterChannel.html
https://www.youtube.com/watch?v=mwUV5skJJ0s
https://www.youtube.com/watch?v=mwUV5skJJ0s
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https://aws.amazon.com/sqs/
https://aws.amazon.com/amazon-mq/
https://aws.amazon.com/iot-core/
https://aws.amazon.com/cloudwatch/
https://martinfowler.com/bliki/CircuitBreaker.html
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https://docs.aws.amazon.com/index.html#sdks
https://aws.amazon.com/cli/
https://aws.amazon.com/lambda/
https://aws.amazon.com/step-functions/
https://aws.amazon.com/app-mesh/
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/configuration.html
https://docs.aws.amazon.com/aws-sdk-php/v3/api/class-Aws.DefaultsMode.Configuration.html
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/retries-timeouts.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/developer-guide/timeout-duration.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/best-practices.html#bestpractice5
https://aws.github.io/aws-sdk-go-v2/docs/configuring-sdk/retries-timeouts/#timeouts
https://docs.aws.amazon.com/AWSJavaScriptSDK/latest/AWS/Config.html
https://docs.aws.amazon.com/sdk-for-cpp/v1/developer-guide/client-config.html
https://docs.aws.amazon.com/sdkref/latest/guide/feature-smart-config-defaults.html
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https://community.aws/posts/how-search-uses-chaos-engineering
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CW_Support_For_AWS.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/publishingMetrics.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/S3Export.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/install-CloudWatch-Agent-on-EC2-Instance.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/publishingMetrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
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https://docs.aws.amazon.com/AmazonVPC/latest/UserGuide/flow-logs.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/welcome.html
https://docs.aws.amazon.com/xray/latest/devguide/aws-xray.html
https://aws.amazon.com/blogs/devops/debugging-with-amazon-cloudwatch-synthetics-and-aws-x-ray/
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https://aws.amazon.com/builders-library/instrumenting-distributed-systems-for-operational-visibility/
https://catalog.workshops.aws/observability/en-US
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/MonitoringLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Sending-Logs-Directly-To-S3.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_QuerySyntax-examples.html
https://aws.amazon.com/blogs/devops/debugging-with-amazon-cloudwatch-synthetics-and-aws-x-ray/
https://observability.workshop.aws/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/MonitoringLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Sending-Logs-Directly-To-S3.html
https://aws.amazon.com/builders-library/instrumenting-distributed-systems-for-operational-visibility/
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/US_SetupSNS.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/US_SetupSNS.html
https://aws.amazon.com/ec2/
https://aws.amazon.com/ec2/autoscaling/
https://docs.aws.amazon.com/systems-manager/latest/userguide/OpsCenter-create-OpsItems-from-CloudWatch-Alarms.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/incident-creation.html
https://docs.aws.amazon.com/sns/latest/dg/welcome.html
https://docs.aws.amazon.com/sns/latest/dg/sns-configuring.html
https://aws.amazon.com/eventrbridge/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch-and-eventbridge.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-targets.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://aws.amazon.com/sqs/
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https://aws.amazon.com/kinesis/data-firehose/
https://aws.amazon.com/sns/faqs/
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https://aws.amazon.com/rds/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/US_SetupSNS.html
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https://aws.amazon.com/ec2/
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https://docs.aws.amazon.com/systems-manager/latest/userguide/OpsCenter-create-OpsItems-from-CloudWatch-Alarms.html
https://docs.aws.amazon.com/incident-manager/latest/userguide/incident-creation.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/US_SetupSNS.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-get-started.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-targets.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/US_SetupSNS.html

OF x4 Ad
- oo

« CloudWatch O|4f Ef x|

Z| AWS Well-Architected Framework

e

+ CloudWatch Logs CllO|E{ £ 3

* Amazon EventBridge

« Amazon Simple Notification Service

rk

ted S Q4

« reinvent 2022 observability =234

* AWS re:Invent 2022 - Observability best practices at Amazon

ZHEd of Al

* One Observability Workshop

« Amazon CloudWatch ZE0{ 2|8+ Z|= 8 X|0{E S35 AWS LambdaZ 21Z4E|= Amazon
EventBridge

REL06-BP04 S&f RISaHAAIZF X2| & HE)

: OHE 7 ZAX|=|H RS3HE ALEsto] et 748 248 tHAlst= S2l ZXIE F[ELICH

BEO| XSEHE Az MEI7 FRiElo] EV EBHE W AIARIO| A& AE ZXRIE FStD §
Of EEE MH|A XMetE EX[E =+ J&LICH FEo| ThEh AHS CiSole Foi7t st 14 24 1A,
AR ST =Y, M 34E 718 P £ 7|6 2ldiez EofE 2|C|3M, 2GR oA L&
SOl Z&E # J&LIC

Hots Ak Al FEE AgEstT MH|A =F S E L MH[A &0 &8 A 2f(SLA)Z F* XISt
Qloll e =X Flot=E BE A5 #E|§ Y LICH AiSste B 78 240 X7 57 5

JHE{ T AtO|E FoH Z=x|of O|2 7|7t R| CHFEFLICH

Uytxiol OFE| THE

. X2 AAIZH Ao Watst Qs R £ SRR} sl

- A ZHol ChE A SOl S LICHO: ZFHTO| Hol DU I Q& AHUY HA))
. #@Eol g 7} A& LI

. RYAVIBD YAS LS W [atol st EE 2% WAHSOP)7H iaLICH

REL06-BP04 S& AHS3HAAIZH X2 L HE) 106


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Anomaly_Detection.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/protect-sensitive-log-data-types.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-what-is.html
https://aws.amazon.com/sns/
https://www.youtube.com/results?search_query=reinvent+2022+observability
https://www.youtube.com/watch?v=zZPzXEBW4P8
https://observability.workshop.aws/
https://serverlessland.com/patterns/cdk-closed-loop-serverless-control-pattern
https://serverlessland.com/patterns/cdk-closed-loop-serverless-control-pattern
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https://aws.amazon.com/cli/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/describe-alarms.html
https://docs.aws.amazon.com/cli/latest/reference/cloudwatch/describe-alarms.html
https://docs.aws.amazon.com/sdk-for-go/v1/developer-guide/cw-example-describing-alarms.html
https://docs.aws.amazon.com/systems-manager/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-documents.html
https://docs.aws.amazon.com/systems-manager-automation-runbooks/latest/userguide/automation-runbook-reference.html#view-automation-json
https://docs.aws.amazon.com/systems-manager-automation-runbooks/latest/userguide/automation-runbook-reference.html#view-automation-json
https://docs.aws.amazon.com/sdk-for-go/v1/developer-guide/cw-example-using-alarm-actions.html
https://aws.amazon.com/eventbridge/
https://aws.amazon.com/lambda/
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Creating an EventBridge Rule That Triggers on an Event from an AWS Resource

One Observability Workshop
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https://aws.amazon.com/ec2/
https://aws.amazon.com/kinesis/data-streams/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/automating_with_eventbridge.html
https://docs.aws.amazon.com/resilience-hub/latest/userguide/what-is.html
https://docs.aws.amazon.com/resilience-hub/latest/userguide/sops.html
https://docs.aws.amazon.com/resilience-hub/latest/userguide/building-sops.html
https://docs.aws.amazon.com/resilience-hub/latest/userguide/create-custom-ssm-doc.html
https://docs.aws.amazon.com/resilience-hub/latest/userguide/create-custom-ssm-doc.html
https://aws.amazon.com/devops-guru/
https://aws.amazon.com/config/
https://aws.amazon.com/cloudformation/
https://aws.amazon.com/xray/
https://docs.aws.amazon.com/systems-manager/latest/userguide/OpsCenter-create-OpsItems-from-CloudWatch-Alarms.html
https://docs.aws.amazon.com/devops-guru/latest/userguide/working-with-eventbridge.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/create-eventbridge-rule.html
https://observability.workshop.aws/
https://aws.amazon.com/builders-library/instrumenting-distributed-systems-for-operational-visibility/
https://docs.aws.amazon.com/devops-guru/latest/userguide/welcome.html
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AWS re:Invent 2022 - Observability best practices at Amazon(AWS re:Invent 2022 - Amazon0i| A 2]
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* AWS re:Invent 2020: Automate anything with AWS Systems Manager

* |Introduction to AWS Resilience Hub

» Create Custom Ticket Systems for Amazon DevOps Guru Notifications

Enable Multi-Account Insight Aggregation with Amazon DevOps Guru

* Amazon CloudWatch and Systems Manager Workshop
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https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-documents.html
https://www.youtube.com/watch?v=zZPzXEBW4P8
https://www.youtube.com/watch?v=AaI2xkW85yE
https://www.youtube.com/watch?v=_OTTCOjWqPo
https://www.youtube.com/watch?v=Mu8IqWVGUfg
https://www.youtube.com/watch?v=MHezNcTSTbI
https://wellarchitectedlabs.com/reliability/
https://catalog.us-east-1.prod.workshops.aws/workshops/a8e9c6a6-0ba9-48a7-a90d-378a440ab8ba/en-US
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_QuerySyntax.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_QuerySyntax.html
https://docs.aws.amazon.com/athena/latest/ug/supported-format.html
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/using_cloudwatch_logs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://aws.amazon.com/premiumsupport/knowledge-center/analyze-logs-athena/
https://docs.aws.amazon.com/AmazonS3/latest/user-guide/create-lifecycle.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_QuerySyntax-examples.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/using_cloudwatch_logs.html
https://aws.amazon.com/blogs/devops/debugging-with-amazon-cloudwatch-synthetics-and-aws-x-ray/
https://docs.aws.amazon.com/AmazonS3/latest/user-guide/create-lifecycle.html
https://aws.amazon.com/premiumsupport/knowledge-center/analyze-logs-athena/
https://observability.workshop.aws/
https://aws.amazon.com/builders-library/instrumenting-distributed-systems-for-operational-visibility/
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https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/wa-operational-readiness-reviews.html
https://aws.amazon.com/blogs/opensource/the-wheel/
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_QuerySyntax-examples.html
https://aws.amazon.com/blogs/devops/debugging-with-amazon-cloudwatch-synthetics-and-aws-x-ray/
https://observability.workshop.aws/
https://aws.amazon.com/builders-library/instrumenting-distributed-systems-for-operational-visibility/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
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https://docs.aws.amazon.com/whitepapers/latest/availability-and-beyond-improving-resilience/reducing-mttr.html
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https://docs.aws.amazon.com/xray/latest/devguide/aws-xray.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Application-Monitoring-Sections.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-services.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-services.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-services-adot.html
https://docs.aws.amazon.com/xray/latest/devguide/aws-xray.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-RUM.html
https://docs.datadoghq.com/tracing/guide/serverless_enable_aws_xray/
https://docs.newrelic.com/docs/infrastructure/amazon-integrations/aws-integrations-list/aws-x-ray-monitoring-integration/
https://www.dynatrace.com/support/help/setup-and-configuration/setup-on-cloud-platforms/amazon-web-services/amazon-web-services-integrations/aws-service-metrics
https://docs.aws.amazon.com/xray/latest/devguide/aws-xray.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Application-Monitoring-Sections.html
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https://aws.amazon.com/blogs/devops/debugging-with-amazon-cloudwatch-synthetics-and-aws-x-ray/
https://aws.amazon.com/builders-library/instrumenting-distributed-systems-for-operational-visibility/
https://docs.aws.amazon.com/xray/latest/devguide/xray-services.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-services-adot.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-RUM.html
https://docs.aws.amazon.com/solutions/latest/devops-monitoring-dashboard-on-aws/set-up-amazon-cloudwatch-synthetics-canary-and-amazon-cloudwatch-alarm.html
https://docs.aws.amazon.com/whitepapers/latest/availability-and-beyond-improving-resilience/reducing-mttr.html
https://catalog.workshops.aws/observability/en-US
https://www.youtube.com/watch?v=kFGOkywu-rw
https://www.youtube.com/watch?v=kFGOkywu-rw
https://www.youtube.com/watch?v=UxWU9mrSbmA
https://aws.amazon.com/xray/
https://aws.amazon.com/pm/cloudwatch/
https://aws.amazon.com/route53/
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https://aws.amazon.com/aurora/
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https://docs.aws.amazon.com/autoscaling/plans/userguide/what-is-aws-auto-scaling.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/AutoScaling.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/what-is-load-balancing.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/introduction.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/autoscaling-load-balancer.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/introduction.html
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/Welcome.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/rrsets-working-with.html
https://docs.aws.amazon.com/global-accelerator/latest/dg/what-is-global-accelerator.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/Introduction.html
https://aws.amazon.com/partners/find/results/?facets=%27Product%20:%20Compute%27
https://docs.aws.amazon.com/autoscaling/plans/userguide/how-it-works.html
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https://aws.amazon.com/marketplace/search/results?searchTerms=Auto+Scaling
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/AutoScaling.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/autoscaling-load-balancer.html
https://docs.aws.amazon.com/global-accelerator/latest/dg/what-is-global-accelerator.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/what-is-amazon-ec2-auto-scaling.html
https://docs.aws.amazon.com/autoscaling/plans/userguide/what-is-aws-auto-scaling.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/Introduction.html?ref=wellarchitected
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/Welcome.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/what-is-load-balancing.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/introduction.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/introduction.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/rrsets-working-with.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_monitoring_health.html
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https://docs.aws.amazon.com/autoscaling/plans/userguide/how-it-works.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/what-is-amazon-ec2-auto-scaling.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/AutoScaling.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_adapt_to_changes_autoscale_adapt.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_monitoring_health.html
https://docs.aws.amazon.com/autoscaling/plans/userguide/how-it-works.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/AutoScaling.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/what-is-amazon-ec2-auto-scaling.html
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https://aws.amazon.com/blogs/aws/new-predictive-scaling-for-ec2-powered-by-machine-learning/
https://brooker.co.za/blog/2018/06/20/littles-law.html
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https://docs.aws.amazon.com/autoscaling/ec2/userguide/schedule_time.html
https://aws.amazon.com/blogs/aws/new-predictive-scaling-for-ec2-powered-by-machine-learning/
https://docs.aws.amazon.com/autoscaling/plans/userguide/how-it-works.html
https://aws.amazon.com/marketplace/search/results?searchTerms=Auto+Scaling
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/AutoScaling.html
https://aws.amazon.com/blogs/aws/new-predictive-scaling-for-ec2-powered-by-machine-learning/
https://docs.aws.amazon.com/autoscaling/ec2/userguide/schedule_time.html
https://brooker.co.za/blog/2018/06/20/littles-law.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/what-is-amazon-ec2-auto-scaling.html
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https://aws.amazon.com/solutions/distributed-load-testing-on-aws/
https://aws.amazon.com/solutions/distributed-load-testing-on-aws/
https://docs.aws.amazon.com/prescriptive-guidance/latest/load-testing/welcome.html
https://www.youtube.com/watch?v=4J6lVqa6Yh8
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https://aws.amazon.com/builders-library/ensuring-rollback-safety-during-deployments
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/test-reliability.html#GameDays
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https://wa.aws.amazon.com/wat.concept.runbook.en.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-iam-template.html
https://docs.aws.amazon.com/codecommit/latest/userguide/welcome.html
https://aws.amazon.com/partners/find/results/?keyword=devops
https://aws.amazon.com/marketplace/search/results?searchTerms=DevOps
https://wa.aws.amazon.com/wat.concept.runbook.en.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/codecommit/latest/userguide/welcome.html
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https://wellarchitectedlabs.com/operational-excellence/200_labs/200_automating_operations_with_playbooks_and_runbooks/
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https://docs.aws.amazon.com/codebuild/latest/userguide/how-to-create-pipeline.html
https://docs.aws.amazon.com/codebuild/latest/userguide/logging-monitoring.html
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/indicators-for-functional-testing.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/test-reliability.html#GameDays
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https://aws.amazon.com/resilience-hub/
https://aws.amazon.com/blogs/architecture/continually-assessing-application-resilience-with-aws-resilience-hub-and-aws-codepipeline/
https://aws.amazon.com/disaster-recovery/
https://aws.amazon.com/disaster-recovery/
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» Experiment with failure using resilience testing to build recovery preparedness

» Continually assessing application resilience with AWS Resilience Hub and AWS CodePipeline

» Disaster recovery (DR) architecture on AWS, part 1: Strategies for recovery in the cloud

» Verify the resilience of your workloads using Chaos Engineering

* Principles of Chaos Engineering

Chaos Engineering Workshop
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* AWS re:Invent 2020: Testing Resilience using Chaos Engineering

» Improve Application Resilience with AWS Fault Injection Service

* Prepare & Protect Your Applications From Disruption With AWS Resilience Hub
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https://aws.amazon.com/fis/
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/qa.nt.6-experiment-with-failure-using-resilience-testing-to-build-recovery-preparedness.html
https://aws.amazon.com/blogs/architecture/continually-assessing-application-resilience-with-aws-resilience-hub-and-aws-codepipeline/
https://aws.amazon.com/blogs/architecture/disaster-recovery-dr-architecture-on-aws-part-i-strategies-for-recovery-in-the-cloud/
https://aws.amazon.com/blogs/architecture/verify-the-resilience-of-your-workloads-using-chaos-engineering/
https://principlesofchaos.org/
https://disaster-recovery.workshop.aws/en/intro/concepts/chaos-engineering.html
https://www.youtube.com/watch?v=OlobVYPkxgg
https://www.youtube.com/watch?v=N0aZZVVZiUw
https://www.youtube.com/watch?v=xa4BVl4N1Gw
https://docs.aws.amazon.com/whitepapers/latest/introduction-devops-aws/in-place-deployments.html
https://docs.aws.amazon.com/whitepapers/latest/introduction-devops-aws/in-place-deployments.html
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https://aws.amazon.com/iam/
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_automated_changemgmt.html
https://aws.amazon.com/builders-library/automating-safe-hands-off-deployments/
https://docs.aws.amazon.com/whitepapers/latest/introduction-devops-aws/infrastructure-as-code.html
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https://docs.aws.amazon.com/whitepapers/latest/introduction-devops-aws/canary-deployments.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/deployment-configurations.html
https://docs.aws.amazon.com/whitepapers/latest/overview-deployment-options/bluegreen-deployments.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/relnotes/release-2020-05-18-ts-deploy.html
https://aws.amazon.com/iam/
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https://docs.aws.amazon.com/whitepapers/latest/introduction-devops-aws/automation.html
https://docs.aws.amazon.com/whitepapers/latest/overview-deployment-options/prebaking-vs.-bootstrapping-amis.html
https://aws.amazon.com/image-builder/
https://aws.amazon.com/image-builder/
https://aws.amazon.com/elasticbeanstalk/
https://aws.amazon.com/proton/
https://aws.amazon.com/cloudformation/
https://aws.amazon.com/serverless/sam/
https://aws.amazon.com/cdk/
https://aws.amazon.com/cloudcontrolapi/
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* Leveraging AWS CloudFormation to create an immutable infrastructure at Nubank

* Infrastructure as Code

Implementing an alarm to automatically detect drift in AWS CloudFormation stacks
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* AWS re:Invent 2020: Reliability, consistency, and confidence through immutability
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https://docs.aws.amazon.com/apigateway/latest/developerguide/canary-release.html
https://aws.amazon.com/blogs/containers/create-a-pipeline-with-canary-deployments-for-amazon-ecs-using-aws-app-mesh/
https://docs.aws.amazon.com/whitepapers/latest/blue-green-deployments/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/blue-green-deployments/implementation-techniques.html
https://docs.aws.amazon.com/whitepapers/latest/blue-green-deployments/implementation-techniques.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_automated_changemgmt.html
https://aws.amazon.com/builders-library/automating-safe-hands-off-deployments/
https://aws.amazon.com/blogs/mt/leveraging-immutable-infrastructure-nubank/
https://docs.aws.amazon.com/whitepapers/latest/introduction-devops-aws/infrastructure-as-code.html
https://docs.aws.amazon.com/blogs/mt/implementing-an-alarm-to-automatically-detect-drift-in-aws-cloudformation-stacks/
https://www.youtube.com/watch?v=jUSYnRztttY
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https://en.wikipedia.org/wiki/CI/CD
https://docs.aws.amazon.com/codecommit/latest/userguide/setting-up.html
https://docs.aws.amazon.com/codebuild/latest/userguide/getting-started.html
https://aws.amazon.com/codedeploy/
https://aws.amazon.com/fargate/
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AWS Lambda, 2Zd0|A Mt 22 CHFst HAFE MH|A0| CHet AZEQ| o HHEZE Xt S3HE
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Continuous Delivery of Nested AWS CloudFormation Stacks Using AWS CodePipeline
Complete CI/CD with AWS CodeCommit, AWS CodeBuild, AWS CodeDeploy, and AWS
CodePipeline
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Automate chat messages with webhooks

Amazon Builders' Library: H{E

Amazon Builders' Library: X|&%8 ME S S&F ASF HiX
AWS CodePipelineZt £3217t27?

CodeDeployEt 21017127

AWS Systems Manager Patch Manager

Amazon SESZF 31017122

Amazon Simple Notification ServiceEt £UQI7t27
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AWS Summit 2019: CI/CD on AWS
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https://aws.amazon.com/lambda
https://docs.aws.amazon.com/codedeploy/latest/userguide/getting-started-codedeploy.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/getting-started-codepipeline.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/tutorials.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_dev_integ_build_mgmt_sys.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_dev_integ_auto_integ_deploy.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_mit_deploy_risks_test_val_chg.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_mit_deploy_risks_auto_testing_and_rollback.html
https://aws.amazon.com/blogs/devops/continuous-delivery-of-nested-aws-cloudformation-stacks-using-aws-codepipeline
https://aws.amazon.com/blogs/devops/complete-ci-cd-with-aws-codecommit-aws-codebuild-aws-codedeploy-and-aws-codepipeline
https://aws.amazon.com/blogs/devops/complete-ci-cd-with-aws-codecommit-aws-codebuild-aws-codedeploy-and-aws-codepipeline
https://aws.amazon.com/partners/find/results/?keyword=devops
https://aws.amazon.com/marketplace/search/results?searchTerms=DevOps
https://docs.aws.amazon.com/chime/latest/ug/webhooks.html
https://aws.amazon.com/builders-library/ensuring-rollback-safety-during-deployments
https://aws.amazon.com/builders-library/going-faster-with-continuous-delivery/
https://docs.aws.amazon.com/codepipeline/latest/userguide/welcome.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/welcome.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-patch.html
https://docs.aws.amazon.com/ses/latest/DeveloperGuide/Welcome.html
https://docs.aws.amazon.com/sns/latest/dg/welcome.html
https://youtu.be/tQcF6SqWCoY

ro

bR A4
oo

Z| AWS Well-Architected Framework

e

(02

FoHl 22|

® Fole 71K AHAOIH AlZHo| X|LtH BHRE{RE 3lE ClA T, 2F MAMEE HZ2 Bx 2
FE Qe TCP IZ! &4, ?E 1M 7 FE 7 Jol S ZE WollM 2= Foli7t edst7|
orzdolct 27 = 2|1 FEO SFEHIE MESIE 7HY XMEHE 78 248 A8stE 718

AFAOIC}. - Werner Vogels, CTO - Amazon.com

Zfjl0|A dIo|E ME{o|ME ot =&EQ| StEN 0] T 24 Fof7t ofY Mg |ct J2{Lt 2zt
LEo|ME 0|28t ROl ol IR ESZEE| E3 £|0{0f &L|C} o€ £0{ Amazon EBS E&2
Chd e QA0] Zolit wdls B2 ASKE E557| 2d AAS2 2 SAHE= 5 78 Ydof Hi
X|ElLIC 2 & EBS 282 99.999%2| 71882 M3t & HALEIRELICE Amazon S3 A= |
2 3709] 718 Fdof| ZX MHEE|0{ X|HE 7[ZH1'H) SO 99.999999999% 2| ZHA| LI+4&2 MSF
LIC} o{H 222 E S 2XE AISSHE I 2ol WS F= Hol7t e M 7hs4o| Ad&LICt
Bt I 2E PHEd g |fXIStEIH S-S 7357 /IFt =XIE FIsHok gLt

of7[of MHE 2 A | R4S 932 o] M7 73 2l 20 Zodsts X
HEO0|HIZLA SES} ot O|E EdsHor BtCt= ZdILICH o|2fet HS2 0l

=
oEh o EE 27 AFEE SXlst HifoF B LCH.

A
>

= 29 AtHIE dBELCH

ul
0jo
1z
[
=)
x

Ir

a}
2
=
L]
Mjn
ofm
g|=l
Jo
LU
HH

[N
(=)
o
A
rr

O
0%
mjo
0x
Ral
g'l_l

=
- ol AE|E M8oto HIIEE ES
X =
=

HACIES K3 2E HA

RTO(EF AlZt S E) L RPO(ET AlH SE)of Ciet 27 AEE SFtTS CIO|E, ofE2|7H0|M

EREET] e


https://www.allthingsdistributed.com/2016/03/10-lessons-from-10-years-of-aws.html

OF x4 Ad
- oo

Z| AWS Well-Architected Framework

e

+ REL09-BPO1 #{dsl{of sti= Z = HIO|E £ 2l & ¥ied e = AL oA CIoIE =X

=1015t7| QI8 ClolE{o| 7|50l 27 4

0%

O
T
E=
0]
€
n
n
rr

REL09-BP01 BiQd4al{of 5= T E CI|O|E| & QI 4l Bieq ¢t A0 M o|O|E]

SH

SIA 20l AFBEl= HIOIE MH|A X ElhA 0| W] 7|5 E SX|stT ALSELICH CHREE S| AMH[A
gt

=
= KT Z2E O|O|EE uide = Q= 7|lsE A3

5t 7T ClOIE A4V} AIEE|D SR ol mat BRELICH 23 CH2 RPO 2t ClOlE] 27

MEF2 £ 2IBLICH Ol Mols ClOJE A4 Qi T CHE A0 ClOEIE SRIsHE JI50| 28t
ELICh ClOIE7H £ AE 7S T#E Tefoll mat Ol RPO E& RTO LA 27 & Clo|&f Xf
ol 7Hs LIt

SoteC M5E B 71X

Uurxiol ohe| THE:

. 9lamcol REClolE 449 1 EREE X REL

. B23H Ol0lE| £40| Wolg MMSHE| o&LIC

. BRTE 7IZ02 A85x| o1 YR GlOJE| A2 9| HHTH MAFLIC

+ RPO7} & 0|5|X| £k 7Lt Q] Z 7|7k RPOO| S 8H8tx| etyLict

. woio| WR#x| £ ClOIEIE THE A0l SXIE 4 /=] Bobshr| gLt

O| ' Atad| Elo| o|H: #iedo| Eeet X[HE mtofstn ] M-S 2[eh HFHLIES FaistHLU
o

ol A0 CIOIEIE SHE 4 2 B ST AICIOIEE S¥stn ST5Hs %ol FAELIC
Ol B AlBIE mEX| 28 B =& YT 52
T2 710|=

ZE AWS HI0|E AE 0= Y 7|52 MIELICE Amazon RDS & Amazon DynamoDB & 2| A{H]
AE FIHMO R AYH SF(PITR)E 43ststs AHSSHE HUS X[ LICH [MEtM B Al e 2

REL09-BPO1 Bi45l{of 5t= 2 & CIO|E{ &0l & 8ieq e = A A M CIOIE =X 137



OF&IA] 21&| AWS Well-Architected Framework

BE Z|0f 58 X Hote AHE HUE S = UELICH B2 AWS MH|AE HYS O E
2T R SAE = UE 7152 M3 ELICH AWS Backup =& AWS MH|A FA[o| M | 0]
32 5 2Esstn ARisstete 752 MEELICH AWS Elastic Disaster RecoveryE AFHE 3t
CHRI2 £ E|= Recovery Point Objective(RPO)E AF& 5101 A M I Z2EE SAtstD 2
SEAAZEE 24 B|IHOM XSHR OO E2 & RXIE & JA&LICH

Amazon S3&= AHA| 2|3 L AWS 2|3 O|0|E AA 9| HiY] Ex—lx
EBS, Amazon RDS, Amazon DynamoDB 52| AWS AH]|
E|o U&LICH ME THE| ] AT ERQ0{E AIEE &

2 A8E £ U&LICEH Amazon

I
TN
T
A

2= p|0|A O|0|E{E= AWS Storage Gateway =& AWS DataSyncE AF&35104 AWS 222 =0 24
& £ QIALICH Amazon S3 H{Z/2 AF2 5104 0| Ol|O|E{E AWSO]| K{&HE £ Q& L|CH Amazon S3=
ClolE| AE2IX| HI& 2 £0|7| I3 Amazon S3 Glacier &= = S3 Glacier Deep Archive2} Z+2 0424
AEZ|X| HAEE M3

CtE AAO|M OIO|E{E MBS0 CIO|H 57 2F M E 55
ElastiCache S A& - E £ = Amazon RDS 27| SAME2 7|8
St Ol AF8E &= QU&LICE o2t 22 AAE AFE 3104 Recovery Point
Time Objective(RTO)E 5F & = U= 8 HYO| LXK g = UE
EMRZ 25t 4 Amazon S30{|A Amazon EMREZ HIO|EHE SME + /U= %._F HDFS HIO|E &

—
E0{Z eHoist Q7| oI £ ola |}

A& LICEH o€ E01 Amazon
7t -ﬁ-’é'i._' A2 Clo|EE S
Obj

oL
_|j|_
FII
ul
U
2 %
b
>
3
Q
N
o
-]

HHed Mefg MENE M ClolE |70l ZElE AlZhe 1edstAlZ| HigfLICH dlo|E & S 7 sts ol Z
QE A2 ol RY (WY Mol B2) £ dlolH JA HFHLEFS SEdof wet Eet&ELc
0| AlZt2 32 =9| RTO O|LHofok BFLICk

T2 B A

1. 1220/ 2 E HO|H &AAE mELICH HIO|E = CIOEHIO[A, 28, T AIAE, 2 A[A
B A A AEE[X[F 2 ofe] ElAL0l XY E + U&LICH TO[E7F KM E CHEEF AWS AMH]

A0 Oledet MH|ATH MSste MY 7|Sol CHE 231 EAME HoodH 2laa MES HXRSAL.
2. 2ol e ololH A48 EREYLICH HIO/E MEDICH HIAZES SREIICOIEEZ S7
of Cigh 27 AFZ = FEHELICH o

Ch o & &0, i HIO|EE i SL2stH 00 7477t 2 PO7P e
StX[Et o{H Ci|O|E = E SR56tH O &2 RPO%t YT H|O|E &4 8 ST =+ JU&LICH oFEtot
C

at
X2, tlolE| MIEDiCHRTO 27 AFgHo| ChELICH
3. AWS = EFAF AHIAE AR50 H|O|E]

2 BtELIcH AWS Backup2 AWSO| M CtFEt OO
{ AA0| Holg MME = e #El™ MH|AILICH AWS Elastic Disaster Recovery= AWS E|
Mof| Cist Rts3HE 1= Olgte| diole |AE AElgLICh o|Zd AWS ME|A S| CHREER MUS

REL09-BP01 243l oF 5t= & & CI|O|E & ¢l 2! 8ied e = A A0 M ClO|E =X 138


https://aws.amazon.com/disaster-recovery/
https://docs.aws.amazon.com/storagegateway/latest/vgw/WhatIsStorageGateway.html
https://docs.aws.amazon.com/datasync/latest/userguide/what-is-datasync.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/backup-recovery/amazon-s3-glacier.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/Replication.Redis.Groups.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/Replication.Redis.Groups.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_ReadRepl.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/disaster-recovery-dr-objectives.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/disaster-recovery-dr-objectives.html
https://aws.amazon.com/premiumsupport/knowledge-center/copy-s3-hdfs-emr/
https://aws.amazon.com/products/databases/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-volume-types.html
https://docs.aws.amazon.com/efs/latest/ug/whatisefs.html
https://docs.aws.amazon.com/Amazon/latest/logs/WhatIsLogs.html
https://docs.aws.amazon.com/Amazon/latest/logs/WhatIsLogs.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html
https://aws.amazon.com/disaster-recovery/
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https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html
https://docs.aws.amazon.com/datasync/latest/userguide/what-is-datasync.html
https://docs.aws.amazon.com/storagegateway/latest/vgw/WhatIsStorageGateway.html
https://aws.amazon.com/partners/find/results/?keyword=Backup
https://aws.amazon.com/marketplace/search/results?searchTerms=Backup
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSSnapshots.html
https://docs.aws.amazon.com/efs/latest/ug/efs-backup-solutions.html
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« Amazon FSx for Windows File Server B4
+ ElastiCache for Redis2| 8121 3! = ¢
 Neptune0®ilA DB E{AE AHAF M

-+ DB AHAX &Y

« Creating an EventBridge Rule That Triggers on a Schedule(2&0il [}2} E 2|7 %|= EventBridge T
X AHAd
-1 O O

+ Amazon S3Z 2|™ 7F =X
* EFS-to-EFS AWS Backup

« Amazon S3Z 21 O|0|E| LHE L} 7|

« AH B F7| el

« DynamoDBO{| CHg+ 2C|gHE Hiof ol =2

« DynamoDB2| A 5

» Amazon OpenSearch Service QIEIA ALHAF £HQ]

AWS Elastic Disaster RecoveryZt FSIIL|7}?

e

ted S Q4

AWS re:lnvent 2021 - Backup, disaster recovery, and ransomware protection with AWS(AWS
re:lnvent 2021 - AWSE & e, Al =7 L o] E%)

« AWS Backup Demo: Cross-Account and Cross-Region Backup(AWS Backup Cl2: 224 7| &
A2 A 2| e

* AWS re:Invent 2019: Deep dive on AWS Backup, ft. Rackspace(STG341)(AWS re:Invent 2019:
AWS Backup A& B4, ft. Rackspace(STG341))

ZHE of Al

Well-Architected lab: Implementing Bi-Directional Cross-Region Replication (CRR) for Amazon
S3(Well-Architected &1&: Amazon S30| CHEt e I 2 A Z|™ SH|(CRR) #+3)

+ Well-Architected lab: Testing Backup and Restore of Data(Well-Architected A& C|O|E{ ¥4 2l 5
H HAE)

» Well-Architected Lab - Backup and Restore with Failback for Analytics Workload(Well-Architected
Al . EM gz cof Cfft Wl ol [jQuioz =2l
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https://docs.aws.amazon.com/fsx/latest/WindowsGuide/using-backups.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/backups.html
https://docs.aws.amazon.com/neptune/latest/userguide/backup-restore-create-snapshot.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_CreateSnapshot.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/create-eventbridge-scheduled-rule.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/crr.html
https://aws.amazon.com/solutions/efs-to-efs-backup-solution/
https://docs.aws.amazon.com/Amazon/latest/logs/S3Export.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/object-lifecycle-mgmt.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/backuprestore_HowItWorks.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/PointInTimeRecovery.html
https://docs.aws.amazon.com/elasticsearch-service/latest/developerguide/es-managedomains-snapshots.html
https://docs.aws.amazon.com/drs/latest/userguide/what-is-drs.html
https://www.youtube.com/watch?v=Ru4jxh9qazc
https://www.youtube.com/watch?v=dCy7ixko3tE
https://youtu.be/av8DpL0uFjc
https://wellarchitectedlabs.com/reliability/200_labs/200_bidirectional_replication_for_s3/
https://wellarchitectedlabs.com/reliability/200_labs/200_bidirectional_replication_for_s3/
https://wellarchitectedlabs.com/reliability/200_labs/200_testing_backup_and_restore_of_data/
https://wellarchitectedlabs.com/reliability/200_labs/200_backup_restore_failback_analytics/
https://wellarchitectedlabs.com/reliability/200_labs/200_backup_restore_failback_analytics/
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https://wellarchitectedlabs.com/reliability/disaster-recovery/workshop_1/
https://wellarchitectedlabs.com/reliability/disaster-recovery/workshop_1/
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« Amazon EBS Encryption(Amazon EBS & = 3})

« Amazon S3: Protecting Data Using Encryption(Amazon S3: & £3t& AI&35t0{ C|O|E £3)

* CRR Additional Configuration: Replicating Objects Created with Server-Side Encryption (SSE)
Using Encryption Keys stored in AWS KMS(CRR F7} 743: AWS KMSO| HEE et 535 7|18 ALS
5o M & = 3H(SSE)E M El A =H)

« DynamoDB Encryption at Rest(DynamoDB A& A| & S 3t)

+ Encrypting Amazon RDS Resources(Amazon RDS 2|44 5 3t

+ Encrypting Data and Metadata in Amazon EFS(EFSQ| Hi|O|E{ & HIEIH|O|E] & & 3}

+ Encryption for Backups in AWS(AWS 2| 2194 of & 5})

- 2A33tEl HO|E EE

REL09-BP02 44 H ot gl o 5 3} 142


https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.Encryption.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/EncryptionAtRest.html
https://docs.aws.amazon.com/efs/latest/ug/encryption.html
https://docs.aws.amazon.com/drs/latest/userguide/volumes-drs.html#ebs-encryption
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/welcome.html
https://aws.amazon.com/marketplace/search/results?searchTerms=Backup
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/crr-replication-config-for-kms-objects.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/crr-replication-config-for-kms-objects.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/EncryptionAtRest.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.Encryption.html
https://docs.aws.amazon.com/efs/latest/ug/encryption.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/encryption.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/encryption.tutorial.html
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» Well-Architected lab: Implementing Bi-Directional Cross-Region Replication (CRR) for Amazon
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/welcome.html
https://docs.aws.amazon.com/drs/latest/userguide/what-is-drs.html
https://wellarchitectedlabs.com/reliability/200_labs/200_bidirectional_replication_for_s3/
https://wellarchitectedlabs.com/reliability/200_labs/200_bidirectional_replication_for_s3/
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/PointInTimeRecovery_Howitworks.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_PIT.html
https://docs.aws.amazon.com/keyspaces/latest/devguide/PointInTimeRecovery.html
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/snapshot-lifecycle.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/creating-a-backup.html#creating-automatic-backups
https://wellarchitectedlabs.com/reliability/200_labs/200_testing_backup_and_restore_of_data/
https://wellarchitectedlabs.com/reliability/200_labs/200_testing_backup_and_restore_of_data/
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* AWS re:Invent 2019: Deep dive on AWS Backup, ft. Rackspace(STG341)
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+ Well-Architected lab: Testing Backup and Restore of Data(Well-Architected A&: CIO|E{ ¥4 &l 5
H HAE)
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https://aws.amazon.com/partners/find/results/?keyword=Backup
https://aws.amazon.com/marketplace/search/results?searchTerms=Backup
https://docs.aws.amazon.com/eventbridge/latest/userguide/create-eventbridge-scheduled-rule.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html
https://docs.aws.amazon.com/step-functions/latest/dg/welcome.html
https://docs.aws.amazon.com/drs/latest/userguide/what-is-drs.html
https://youtu.be/av8DpL0uFjc
https://wellarchitectedlabs.com/reliability/200_labs/200_testing_backup_and_restore_of_data/
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https://docs.aws.amazon.com/resilience-hub/latest/userguide/create-policy.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/restoring-a-backup.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/restoring-a-backup.html
https://docs.aws.amazon.com/drs/latest/userguide/failback-preparing.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://aws.amazon.com/dynamodb/
https://wellarchitectedlabs.com/reliability/200_labs/200_testing_backup_and_restore_of_data/
https://aws.amazon.com/premiumsupport/knowledge-center/sns-lambda-webhooks-chime-slack-teams/
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https://aws.amazon.com/premiumsupport/knowledge-center/sns-lambda-webhooks-chime-slack-teams/
https://docs.aws.amazon.com/systems-manager/latest/userguide/OpsCenter-creating-OpsItems.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/OpsCenter-creating-OpsItems.html
https://aws.amazon.com/blogs/storage/automate-data-recovery-validation-with-aws-backup/
https://wellarchitectedlabs.com/reliability/200_labs/200_testing_backup_and_restore_of_data/
https://aws.amazon.com/blogs/storage/automate-data-recovery-validation-with-aws-backup/
https://aws.amazon.com/partners/find/results/?keyword=Backup
https://aws.amazon.com/marketplace/search/results?searchTerms=Backup
https://docs.aws.amazon.com/eventbridge/latest/userguide/create-eventbridge-scheduled-rule.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/BackupRestore.html
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https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html
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https://aws.amazon.com/blogs/containers/amazon-ecs-availability-best-practices/
https://aws.amazon.com/rds/features/multi-az/
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_ReadRepl.XRgn.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/MultiRegionAccessPoints.html
https://aws.amazon.com/blogs/aws/new-convert-your-single-region-amazon-dynamodb-tables-to-global-tables/
https://docs.aws.amazon.com/global-accelerator/latest/dg/about-endpoints.html
https://docs.aws.amazon.com/global-accelerator/latest/dg/about-endpoints.html
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https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-cross-region.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/aurora-global-database-getting-started.html
https://docs.aws.amazon.com/kms/latest/developerguide/multi-region-keys-overview.html
https://aws.amazon.com/blogs/architecture/tag/creating-a-multi-region-application-with-aws-services-series/
https://aws.amazon.com/blogs/architecture/tag/creating-a-multi-region-application-with-aws-services-series/
https://aws.amazon.com/blogs/architecture/tag/creating-a-multi-region-application-with-aws-services-series/
https://aws.amazon.com/blogs/architecture/disaster-recovery-dr-architecture-on-aws-part-iv-multi-site-active-active/
https://aws.amazon.com/about-aws/global-infrastructure
https://aws.amazon.com/about-aws/global-infrastructure/localzones/faqs/
https://aws.amazon.com/blogs/architecture/disaster-recovery-dr-architecture-on-aws-part-i-strategies-for-recovery-in-the-cloud/
https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-is-different-in-the-cloud.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/GlobalTables.html
https://youtu.be/2e29I3dA8o4
https://www.youtube.com/watch?v=vGywoYc_sA8
https://www.youtube.com/watch?v=vGywoYc_sA8
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https://aws.amazon.com/blogs/architecture/disaster-recovery-dr-architecture-on-aws-part-i-strategies-for-recovery-in-the-cloud/
https://aws.amazon.com/solutions/case-studies/DTCC/
https://aws.amazon.com/solutions/case-studies/expedia/
https://aws.amazon.com/solutions/case-studies/expedia/
https://eng.uber.com/kafka/
https://netflixtechblog.com/active-active-for-multi-regional-resiliency-c47719f6685b
https://www.atlassian.com/engineering/how-we-build-data-residency-for-atlassian-cloud
https://www.youtube.com/watch?v=286XyWx5xdQ
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-plan-ha-launch.html
https://docs.aws.amazon.com/emr/latest/ManagementGuide/emr-fs.html
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https://docs.aws.amazon.com/autoscaling/ec2/userguide/what-is-amazon-ec2-auto-scaling.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-recover.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/lifecycle-hooks.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/ecs_cwe_events.html
https://docs.aws.amazon.com/drs/latest/userguide/what-is-drs.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/ecs_cwe_events.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/lifecycle-hooks.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-recover.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/service-auto-scaling.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/what-is-amazon-ec2-auto-scaling.html
https://docs.aws.amazon.com/drs/latest/userguide/what-is-drs.html
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https://aws.amazon.com/builders-library/reliability-and-constant-work/
https://aws.amazon.com/builders-library/automating-safe-hands-off-deployments/
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https://aws.amazon.com/builders-library/reliability-and-constant-work/
https://aws.amazon.com/blogs/architecture/aws-and-compartmentalization/
https://aws.amazon.com/builders-library/workload-isolation-using-shuffle-sharding/
https://aws.amazon.com/builders-library/automating-safe-hands-off-deployments/
https://www.youtube.com/watch?v=O8xLxNje30M
https://www.youtube.com/watch?v=O8xLxNje30M
https://youtu.be/swQbA4zub20
https://youtu.be/sKRdemSirDM?t=1373
https://www.youtube.com/watch?v=wUzSeSfu1XA
https://wellarchitectedlabs.com/reliability/300_labs/300_fault_isolation_with_shuffle_sharding/
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https://docs.aws.amazon.com/whitepapers/latest/advanced-multi-az-resilience-patterns/gray-failures.html
https://docs.aws.amazon.com/whitepapers/latest/advanced-multi-az-resilience-patterns/gray-failures.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-cloudwatch-new.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/as-instance-monitoring.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/CHAP_Monitoring.html
https://docs.aws.amazon.com/lambda/latest/dg/monitoring-metrics.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/monitoring_automated_manual.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/monitoring_automated_manual.html
https://docs.aws.amazon.com/eks/latest/userguide/eks-observe.html
https://catalog.workshops.aws/observability/en-US/aws-managed-oss/amp/ecs
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-monitoring.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/monitoring-overview.html
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/monitoring_overview.html
https://docs.aws.amazon.com/efs/latest/ug/monitoring_overview.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/monitoring-volume-status.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/publishingMetrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/publishingMetrics.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
https://aws.amazon.com/xray/faqs/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch_xaxr_dashboard.html
https://aws.amazon.com/xray/faqs/
https://aws.amazon.com/blogs/mt/aws-health-aware-customize-aws-health-alerts-for-organizational-and-personal-aws-accounts/
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/availability.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_notifications_sent_system.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-cloudwatch-new.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_Monitoring.OS.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/as-instance-monitoring.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/publishingMetrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Dashboards.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/cloudwatch_xaxr_dashboard.html
https://aws.amazon.com/xray/faqs/
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https://docs.aws.amazon.com/whitepapers/latest/availability-and-beyond-improving-resilience/understanding-availability.html
https://aws.amazon.com/blogs/mt/aws-health-aware-customize-aws-health-alerts-for-organizational-and-personal-aws-accounts/
https://docs.aws.amazon.com/whitepapers/latest/advanced-multi-az-resilience-patterns/gray-failures.html
https://wellarchitectedlabs.com/Reliability/300_Health_Checks_and_Dependencies/README.html
https://wellarchitectedlabs.com/Reliability/300_Health_Checks_and_Dependencies/README.html
https://catalog.workshops.aws/observability/en-US/aws-native/xray/explore-xray
https://aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/xray/latest/devguide/security-logging-monitoring.html
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https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-subnets.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/auto-scaling-groups.html
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/plan-for-disaster-recovery-dr.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/use-fault-isolation-to-protect-your-workload.html
https://aws.amazon.com/blogs/mt/establishing-rpo-and-rto-targets-for-cloud-applications/
https://www.wellarchitectedlabs.com/reliability/disaster-recovery/workshop_5/
https://aws.amazon.com/blogs/networking-and-content-delivery/building-highly-resilient-applications-using-amazon-route-53-application-recovery-controller-part-2-multi-region-stack
https://catalog.us-east-1.prod.workshops.aws/workshops/4d9ab448-5083-4db7-bee8-85b58cd53158/en-US/
https://github.com/adriaanbd/aws-asg-ecs-starter
https://github.com/awsdocs/amazon-ec2-auto-scaling-user-
https://github.com/aws-samples/ecs-refarch-cloudformation
https://docs.aws.amazon.com/r53recovery/latest/dg/routing-control.failover-different-accounts.html
https://docs.aws.amazon.com/lambda/latest/dg/services-alb.html
https://github.com/aws-samples/amazon-ecr-cross-region-replication
https://medium.com/devops-techable/how-to-design-an-ssm-parameter-store-for-multi-region-replication-support-aws-infrastructure-db7388be454d
https://docs.aws.amazon.com/AmazonECR/latest/userguide/registry-settings-configure.html
https://disaster-recovery.workshop.aws/en/labs/basics/secrets-manager.html
https://aws.amazon.com/blogs/aws/new-replication-for-amazon-elastic-file-system-efs/
https://aws.amazon.com/blogs/storage/transferring-file-data-across-aws-regions-and-accounts-using-aws-datasync/
https://docs.aws.amazon.com/whitepapers/latest/hybrid-connectivity/aws-dx-dxgw-with-vgw-multi-regions-and-aws-public-peering.html
https://catalog.workshops.aws/s3multiregionaccesspoints/en-US/0-setup/1-review-mrap
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication.html
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https://www.google.com/url?sa=t&rct=j&q=&esrc=s&source=web&cd=&ved=2ahUKEwjat_TNvev_AhVLlokEHaUeDSUQFnoECAYQAQ&url=https%3A%2F%2Fd1.awsstatic.com%2Fsolutions%2Fguidance%2Farchitecture-diagrams%2Fcross-region-failover-and-graceful-failback-on-aws.pdf&usg=AOvVaw0czthdzWiGlN9I-Dt0lAu3&opi=89978449
https://aws.amazon.com/blogs/networking-and-content-delivery/deploying-multi-region-applications-in-aws-using-aws-global-accelerator/
https://docs.aws.amazon.com/drs/latest/userguide/failback-overview.html
https://amazon.awsapps.com/workdocs/index.html#/document/2501b1ab648225c2d50ab420c4626ef143834fd0d646978629e5ea4e9b8f014b
https://disaster-recovery.workshop.aws/en/
https://catalog.us-east-1.prod.workshops.aws/workshops/080af3a5-623d-4147-934d-c8d17daba346/en-US
https://aws.amazon.com/blogs/architecture/understand-resiliency-patterns-and-trade-offs-to-architect-efficiently-in-the-cloud/
https://aws.amazon.com/blogs/architecture/understand-resiliency-patterns-and-trade-offs-to-architect-efficiently-in-the-cloud/

OFAiAS 24 %] AWS Well-Architected Framework

. RS H7E ABSHR| b1 013 SUxlol HZE 4 o oiE2IFolME HE B LIC
. RS 37| EH YRS BTE 276K 28 hEEA0|ME £502 SRE LI

[>
H
Ao
A
Pl
N}
3%
>
r
[w}

T3 7t0o|E
Amazon EKS EE= 7|El Kubernetes AH|AE I8t A= A & %|C SEXNE = dE| HE HME
ot 2| A EMHAEH Y L EOE F7I7IEF £F g

Z|0{0F &L|Ct. O|24Et HIFHLIE 2 Kubernetes Z1E
Z0012 AE25I0{ O E AIS2 2 SHAGHHM KSR AI2E £+ UE 2ASHO| XE| EAAE

NS ghct.

P

A#E SHAEHE AI85t0 2EE WHME Sdll M AstE HA TE2 Auto Scaling 1E2 & &5l
0|= 2 LICt. Elastic Load Balancing(ELB)= £0{2= OHE2|7i|0|41 EE{EE stLt 04 2| 7IE o

I'|F I

of] CHe & 7 o{E2to|dA0l AtSe = EArErLICH

2ot B2 AL8SHK| ot EAEHTE AFE 7|8t dAl= A L Ol el tE &AE T
0 27|7t A z[o{oF ELIC. O|FEH 3t M =EE SF6t= ¢ MH|AT HHEHo R 0
o Z A& 2YE £ U&LICH MH|A 0 2= Mongo, DynamoDB Accelerator, Amazon Redshift,
Amazon EMR, Cassandra, Kafka, MSK-EC2, Couchbase, ELK, 12|11 Amazon OpenSearch Service
SO| JU&LIct 0|28t MH|A B Ctrs FIHANS E7 7|52 AE5H01 HAE = USLICH LR 2
HAH 7|22 L E7 £AE|H XS E= 5 I EEE EC|HH{5I0d Ml = EE CHA| Md5te d1
E MAMsHof &LICE AWS Systems Managerg AF&35t01 0| I E2E AtS3&l5t0 EXME A&5HA

OH?égE # AA L—ll-—-l'

rn

oo

CloudWatch A& &= CHE AWS AMH|A Q| AEH #4810 ZH2 OfH

EE ZUEHYS T HEF LIct 2 ChS o|HE HEE 7|82 2 AWS Lambda, Systems
Manager A+S 3t L= 7|EF CHA 501 I 2 of CHEF AFEXL XIH £ 22IE MY = US
L|Ct. Amazon EC2 Auto Scaling= EC2 QIAEIA MEHE SQISIEE T8 = JU&LICH QIAEATL

Amazon EventBridgeE A2 35tH
FE = U
2

Fol II|>

IIH)|I

Ald F 0]Q|o| AEHO|7{LE A|AE] AEH7I &4 El 42 Amazon EC2 Auto Scaling2 Y QIARHAE
HEY o= ztF6t Oid| QARAE AIZELICH CHFE A|(0d: A 718 Fqo| £24E)e| B<
HM otddg S8l 17188 E RXlsts Aol E&LICH

REL11-BP03 2= HS0iM 23 XtE35} 173



e
2
0z
o
pi

=] AWS Well-Architected Framework

T8 B

+ Auto ScalingZ &2 A&3t0of 22 Z=0i E[0{E HZ ELICH Auto Scaling 2 A Ef HIXE of Z 2|7
O|MOM RI7t 57 & sdstn 8F2 F7t U NMHE = gLt

o FMAZE HFE QUAHAO| FR 2E WHAS AS5tD MUE RO 22 WHME MEHE

LICH

« Amazon RDSO{ Ci{gt 27 & _LE4 StAM2. CHZ| &l
T A8HLICH Amazon RDS ¢17| M& SH|2e| &4
AsslE KT E27F Lot

« 0fq 2[x[ofl BHEEE = i1 Foli & Al RHF 20| {E &= ofEZ 2|71 0] M0| HiZEE|of /= EC2 2l
E FogLICt o E2IFH0|ME ofd X0l HHZE &= iz BR XIS SFE A
&35tod Zol7t H“é'i?_ SIERIOE LA ST QUAFAE CHAl A[ZE = RU&LICH QUAEA HIEHH|
OlE{et &3 IP =4 = 8 EBS =81 02 E X|& 0| Amazon Elastic File System &&= Lustre &
Windows& It A|AE| HEELICH 22|11 AWS OpsWorksE AHE 5t Bl|ojo] =& 0| EC2 2l

AL AR CH7| QIABIAZ XIS HOi ZX|IE
2 7| M8 SHMEs 7|8 SMEcz prEcdH

- X8 2FAHYT = RS STFE MEY £ HHU XS S7oi| et AL AWS Step Functions &
AWS Lambdag At&35t04 A& ST E —‘rléd.ih—ll:r S 37| ZHE ARE £ Qi1 Ats 27 E
A& £ Qi7LL XS 577} AlulistsE < AWS Step Functions 2! AWS Lambdag AF&35t0 5
TE XsEE = UA&LICH
+ Amazon EventBridge= CFH2 AWS AMH|A0|M CloudWatch 2 O|L} ArE} #H4ZE0 ZH2 O|HIEE 2
LIE{R5t T LE{Z St Ol A8E = A&LICH O CHE O|HIE HEE 7|
= CHE CHAH)E = &5t0 K I 2 E0f CHEt AAEXE XIH = 2E|E A™E £ JU&Lch

™| >

o

THEd 28 AR
- tEE E2

« REL11-BP01 I 2EQ|ZE 74 QLA E ZLIEZ 504 Fol ZX|

Fed

—

re

M:

HO

« AWS Auto Scaling 25 g4l
« Amazon EC2 A5 =

* Amazon Elastic Block Store(Amazon EBS)

REL11-BP03 ZE AS0lM 27 xt53 174


https://docs.aws.amazon.com/autoscaling/plans/userguide/how-it-works.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/autoscaling-load-balancer.html
https://repost.aws/questions/QU4DYhqh2yQGGmjE_x0ylBYg/what-happens-after-failover-in-rds
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-recover.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AmazonEBS.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AmazonEFS.html
https://docs.aws.amazon.com/fsx/latest/LustreGuide/what-is.html
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/what-is.html
https://docs.aws.amazon.com/opsworks/latest/userguide/workinginstances-autohealing.html
https://docs.aws.amazon.com/step-functions/latest/dg/welcome.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/what-is-amazon-eventbridge.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/availability.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_notifications_sent_system.html
https://docs.aws.amazon.com/autoscaling/plans/userguide/how-it-works.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-instance-recover.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AmazonEBS.html
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AmazonEFS.html
https://docs.aws.amazon.com/fsx/latest/LustreGuide/what-is.html
https://docs.aws.amazon.com/fsx/latest/WindowsGuide/what-is.html
https://docs.aws.amazon.com/opsworks/latest/userguide/workinginstances-autohealing.html
https://docs.aws.amazon.com/step-functions/latest/dg/welcome.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/what-is-amazon-eventbridge.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://d1.awsstatic.com/rdsImages/IG1_RDS1_AvailabilityDurability_Final.pdf
https://docs.aws.amazon.com/resilience-hub/latest/userguide/integrate-ssm.html
https://aws.amazon.com/blogs/architecture/understand-resiliency-patterns-and-trade-offs-to-architect-efficiently-in-the-cloud/
https://www.youtube.com/watch?v=GPQKetORzmE
https://www.youtube.com/watch?v=Mu7fgHOzOn0
https://catalog.workshops.aws/general-immersionday/en-US/advanced-modules/compute/auto-scaling
https://catalog.workshops.aws/resilient-apps/en-US/rds-multi-availability-zone/failover-db-instance
https://aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/xray/latest/devguide/security-logging-monitoring.html
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https://aws.amazon.com/route53/sla/
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https://aws.amazon.com/builders-library/static-stability-using-availability-zones/
https://www.eksworkshop.com/docs/autoscaling/compute/cluster-autoscaler/overprovisioning/
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https://aws.amazon.com/blogs/networking-and-content-delivery/creating-disaster-recovery-mechanisms-using-amazon-route-53/
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/availability.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_notifications_sent_system.html
https://aws.amazon.com/partners/find/results/?keyword=automation
https://aws.amazon.com/marketplace/search/results?searchTerms=fault+tolerance
https://aws.amazon.com/builders-library/avoiding-overload-in-distributed-systems-by-putting-the-smaller-service-in-control/
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/HowItWorks.API.html
https://docs.aws.amazon.com/whitepapers/latest/security-overview-aws-lambda/lambda-executions.html
https://docs.aws.amazon.com/mediastore/latest/apireference/API_Operations_AWS_Elemental_MediaStore_Data_Plane.html
https://aws.amazon.com/blogs/networking-and-content-delivery/building-highly-resilient-applications-using-amazon-route-53-application-recovery-controller-part-1-single-region-stack/
https://aws.amazon.com/blogs/networking-and-content-delivery/building-highly-resilient-applications-using-amazon-route-53-application-recovery-controller-part-1-single-region-stack/
https://aws.amazon.com/blogs/networking-and-content-delivery/building-highly-resilient-applications-using-amazon-route-53-application-recovery-controller-part-2-multi-region-stack/
https://aws.amazon.com/blogs/networking-and-content-delivery/building-highly-resilient-applications-using-amazon-route-53-application-recovery-controller-part-2-multi-region-stack/
https://aws.amazon.com/blogs/networking-and-content-delivery/creating-disaster-recovery-mechanisms-using-amazon-route-53/
https://docs.aws.amazon.com/r53recovery/latest/dg/what-is-route53-recovery.html
https://aws.amazon.com/blogs/containers/managing-kubernetes-control-plane-events-in-amazon-eks/
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https://www.youtube.com/watch?v=gy1RITZ7N7s
https://www.youtube.com/watch?v=62ZQHTruBnk
https://aws.amazon.com/blogs/aws/amazon-route-53-application-recovery-controller/
https://aws.amazon.com/builders-library/avoiding-overload-in-distributed-systems-by-putting-the-smaller-service-in-control/
https://aws.amazon.com/blogs/networking-and-content-delivery/building-highly-resilient-applications-using-amazon-route-53-application-recovery-controller-part-1-single-region-stack/
https://aws.amazon.com/blogs/networking-and-content-delivery/building-highly-resilient-applications-using-amazon-route-53-application-recovery-controller-part-1-single-region-stack/
https://aws.amazon.com/blogs/networking-and-content-delivery/building-highly-resilient-applications-using-amazon-route-53-application-recovery-controller-part-2-multi-region-stack/
https://aws.amazon.com/blogs/networking-and-content-delivery/building-highly-resilient-applications-using-amazon-route-53-application-recovery-controller-part-2-multi-region-stack/
https://aws.amazon.com/builders-library/static-stability-using-availability-zones/
https://aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/xray/latest/devguide/security-logging-monitoring.html
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https://docs.aws.amazon.com/whitepapers/latest/real-time-communication-on-aws/cross-region-dns-based-load-balancing-and-failover.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/MultiRegionAccessPointRequestRouting.html
https://aws.amazon.com/global-accelerator/
https://docs.aws.amazon.com/r53recovery/latest/dg/what-is-route53-recovery.html
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https://aws.amazon.com/rds/features/multi-az/
https://aws.amazon.com/about-aws/whats-new/2018/04/announcing-s3-one-zone-infrequent-access-a-new-amazon-s3-storage-class/
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/disable-cross-zone.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/availability.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_notifications_sent_system.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_withstand_component_failures_avoid_control_plane.html
https://aws.amazon.com/blogs/architecture/minimizing-dependencies-in-a-disaster-recovery-plan/
https://aws.amazon.com/builders-library/static-stability-using-availability-zones
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/appendix-a---partitional-service-guidance.html
https://aws.amazon.com/builders-library/static-stability-using-availability-zones
https://aws.amazon.com/rds/features/multi-az/
https://aws.amazon.com/blogs/architecture/minimizing-dependencies-in-a-disaster-recovery-plan/
https://docs.aws.amazon.com/whitepapers/latest/real-time-communication-on-aws/cross-region-dns-based-load-balancing-and-failover.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/MultiRegionAccessPointRequestRouting.html
https://aws.amazon.com/global-accelerator/
https://docs.aws.amazon.com/r53recovery/latest/dg/what-is-route53-recovery.html
https://aws.amazon.com/about-aws/whats-new/2018/04/announcing-s3-one-zone-infrequent-access-a-new-amazon-s3-storage-class/
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https://docs.aws.amazon.com/elasticloadbalancing/latest/application/disable-cross-zone.html
https://youtu.be/sKRdemSirDM?t=704
https://aws.amazon.com/builders-library/static-stability-using-availability-zones
https://docs.aws.amazon.com/whitepapers/latest/advanced-multi-az-resilience-patterns/gray-failures.html
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ConsoleAlarms.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Create_Composite_Alarm.html
https://docs.aws.amazon.com/sns/latest/dg/welcome.html
https://aws.amazon.com/blogs/mt/aws-health-aware-customize-aws-health-alerts-for-organizational-and-personal-aws-accounts/
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/availability.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ConsoleAlarms.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/what-is-amazon-eventbridge.html
https://docs.aws.amazon.com/sns/latest/dg/welcome.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/publishingMetrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://aws.amazon.com/blogs/mt/aws-health-aware-customize-aws-health-alerts-for-organizational-and-personal-aws-accounts/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Create_Composite_Alarm.html
https://aws.amazon.com/blogs/mt/whats-new-in-aws-observability-at-reinvent-2022/
https://aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/xray/latest/devguide/security-logging-monitoring.html
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/understanding-workload-health.html
https://docs.aws.amazon.com/whitepapers/latest/availability-and-beyond-improving-resilience/availability-with-redundancy.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/availability.html
https://docs.aws.amazon.com/whitepapers/latest/availability-and-beyond-improving-resilience/measuring-availability.html
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/abstract-and-introduction.html
https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/shared-responsibility-model-for-resiliency.html
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https://aws.amazon.com/builders-library/static-stability-using-availability-zones/
https://aws.amazon.com/legal/service-level-agreements/
https://aws.amazon.com/solutions/guidance/cell-based-architecture-on-aws/
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/aws-infrastructure.html
https://docs.aws.amazon.com/whitepapers/latest/advanced-multi-az-resilience-patterns/advanced-multi-az-resilience-patterns.html
https://aws.amazon.com/cloudwatch/
https://aws.amazon.com/config/
https://aws.amazon.com/premiumsupport/technology/trusted-advisor/
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https://aws.amazon.com/about-aws/whats-new/2019/11/automate-your-operational-playbooks-with-aws-systems-manager/

0x
e

Z| AWS Well-Architected Framework

+ AWS Systems Manager Run Command

+ AWS Systems Manager Automation
AWS LambdaZt FUULITH?

« Amazon EventBridge&t £ L|7}?

Amazon CloudWatch A& Al

U}
N
>

24

—

e

M:

HO

AWS Systems Manager Automation

+ AWS Systems Manager Run Command

« AWS Systems ManagergE At835t0{ 28 E80|5 XtS3t

« Amazon CloudWatch ZE Al

 Canary AF&(Amazon CloudWatch Synthetics)

« Amazon EventBridge&t FL|7}?

AWS LambdaZt £SIL|71?

ZHEd of Al

Zho|l8 U HECR 2 K55

REL12-BP02 CIAIEHE AlE M =

DHH IS F= oHEE HEstn &l 2010 ofld =X| &5 AlLELICH ol SEE A 85t
o R = MgtotHLE S Xlst= 23t 7Is S ML FLICH d&stn 2ntHQI TS S QI8 HAHE 7HY
| ] ?

ol-|__|[_-_|. 21 EH%O'l

Al olgqgt #elE MY ste YHS orgLC

7|& HAEOM EX7F L 7AL|X| of 2 o/ E B7HELICH EIAET} of & gis B of Aradlofl CHEt
BAEE FIhEfLICH

245te 21k QAIHE S EAS &2I5Hs YR EID $olE M2 WAl0| DHAE|of LT B 7}

E
X HAHLIE 7 TH(COE) ZEAM|ARILICE COE ZE2MAE QAIHES| 2 & #lg Al of3H

Mo :
to

REL12-BP02 QIAIEE A& B4 43l 190


https://docs.aws.amazon.com/systems-manager/latest/userguide/execute-remote-commands.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/what-is-amazon-eventbridge.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/execute-remote-commands.html
https://aws.amazon.com/about-aws/whats-new/2019/11/automate-your-operational-playbooks-with-aws-systems-manager/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/what-is-amazon-eventbridge.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://wellarchitectedlabs.com/operational-excellence/200_labs/200_automating_operations_with_playbooks_and_runbooks/
https://aws.amazon.com/blogs/mt/why-you-should-develop-a-correction-of-error-coe/
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https://aws.amazon.com/blogs/mt/why-you-should-develop-a-correction-of-error-coe/
https://aws.amazon.com/builders-library/amazon-approach-to-failing-successfully/
https://www.youtube.com/watch?v=7MrD4VSLC_w
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/codebuild/latest/userguide/how-to-create-pipeline.html
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* AWS CodePipeline Adds Support for Unit and Custom Integration Testing with AWS
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https://aws.amazon.com/about-aws/whats-new/2017/03/aws-codepipeline-adds-support-for-unit-testing/
https://aws.amazon.com/about-aws/whats-new/2017/03/aws-codepipeline-adds-support-for-unit-testing/
https://aws.amazon.com/about-aws/whats-new/2017/03/aws-codepipeline-adds-support-for-unit-testing/
https://docs.aws.amazon.com/codepipeline/latest/userguide/concepts-continuous-delivery-integration.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://aws.amazon.com/marketplace/solutions/devops/software-test-automation
https://aws.amazon.com/partners/find/results/?keyword=Continuous+Integration
https://aws.amazon.com/about-aws/whats-new/2017/03/aws-codepipeline-adds-support-for-unit-testing/
https://aws.amazon.com/about-aws/whats-new/2017/03/aws-codepipeline-adds-support-for-unit-testing/
https://aws.amazon.com/about-aws/whats-new/2017/03/aws-codepipeline-adds-support-for-unit-testing/
https://aws.amazon.com/marketplace/search/results?searchTerms=Continuous+integration
https://docs.aws.amazon.com/codepipeline/latest/userguide/concepts-continuous-delivery-integration.html
https://aws.amazon.com/marketplace/solutions/devops/software-test-automation
https://docs.aws.amazon.com/codebuild/latest/userguide/how-to-create-pipeline.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
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https://aws.amazon.com/solutions/distributed-load-testing-on-aws/
https://github.com/apache/jmeter?ref=wellarchitected
https://aws.amazon.com/solutions/distributed-load-testing-on-aws/
https://github.com/apache/jmeter?ref=wellarchitected
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https://principlesofchaos.org/
https://principlesofchaos.org/
https://aws.amazon.com/builders-library/avoiding-fallback-in-distributed-systems/
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https://chaostoolkit.org/
https://chaos-mesh.org/
https://litmuschaos.io/
https://aws.amazon.com/about-aws/whats-new/2022/07/aws-fault-injection-simulator-supports-chaosmesh-litmus-experiments/
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https://docs.aws.amazon.com/wellarchitected/latest/framework/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/wa-operational-readiness-reviews.html
https://adrianco.medium.com/failure-modes-and-continuous-resilience-6553078caad5
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https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
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https://docs.aws.amazon.com/fis/latest/userguide/actions.html
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https://catalog.us-east-1.prod.workshops.aws/workshops/44e29d0c-6c38-4ef3-8ff3-6d95a51ce5ac/en-US
https://catalog.us-east-1.prod.workshops.aws/workshops/44e29d0c-6c38-4ef3-8ff3-6d95a51ce5ac/en-US
https://docs.aws.amazon.com/resilience-hub/latest/userguide/what-is.html
https://medium.com/the-cloud-architect/chaos-engineering-q-a-how-to-safely-inject-failure-ced26e11b3db
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html
https://docs.aws.amazon.com/fis/latest/userguide/stop-conditions.html
https://docs.aws.amazon.com/fis/latest/userguide/stop-conditions.html
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/welcome.html
https://aws.amazon.com/builders-library/
https://aws.amazon.com/builders-library/implementing-health-checks/
https://aws.amazon.com/builders-library/timeouts-retries-and-backoff-with-jitter/
https://aws.amazon.com/blogs/architecture/chaos-testing-with-aws-fault-injection-simulator-and-aws-codepipeline/
https://aws.amazon.com/blogs/architecture/chaos-testing-with-aws-fault-injection-simulator-and-aws-codepipeline/
https://chaos-engineering.workshop.aws/en/030_basic_content/080_cicd.html
https://docs.aws.amazon.com/fis/latest/userguide/monitoring-logging.html
https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://docs.aws.amazon.com/resilience-hub/latest/userguide/what-is.html
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+ Principles of Chaos Engineering(Zt2 A A X|L|0{3 0| =)
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AWS re:Invent 2020: Testing resiliency using chaos engineering(7t 2 A A X|L|0{A2 AFE 3510 =

2424 B| A E)(ARC316)

« AWS re:Invent 2019: Improving resiliency with chaos engineering(7t2 A A X|L|0{EES AIE35I0{ 5
#4123 7l44)(DOP309-R1)

» AWS re:Invent 2019: Performing chaos engineering in a serverless world(AH2|A BZ0IM 712

A AX[L|o{3 =&)(CMY301)

22 of| Al

Well-Architected lab: Level 300: Testing for Resiliency of Amazon EC2, Amazon RDS, and Amazon
S3(Amazon EC2, Amazon RDS 2! Amazon S32| S ¢ E|AE)

+ Chaos Engineering on AWS lab(AWSOIAM 7t 2 A QI X|L|0{~] Al&)

+ Resilient and Well-Architected Apps with Chaos Engineering lab(Z}2 A IX|L|0{2IS A3l & A
HEl S2E0| Flo{t ¥ &)= AT

+ Serverless Chaos lab(MH{E|A 72 A A&)

* Measure and Improve Your Application Resilience with AWS Resilience Hub lab(AWS Resilience
Hub® A& 3tod ofE2i70IM S22y 55 ol JiM Aley)

e B

* AWS Fault Injection Service

* AWS Marketplace: Gremlin Chaos Engineering Platform
+ Chaos Toolkit
* Chaos Mesh

REL12-BP05 7t2 A QIX|L|o{Zl2 0|23 222 HAE 204


https://principlesofchaos.org/
https://medium.com/the-cloud-architect/chaos-engineering-part-2-b9c78a9f3dde
https://queue.acm.org/detail.cfm?id=2371297
https://queue.acm.org/detail.cfm?id=2371297
https://github.com/ldomb/ChaosEngineeringPublicStories
https://aws.amazon.com/builders-library/avoiding-fallback-in-distributed-systems/
https://medium.com/the-cloud-architect/chaos-engineering-q-a-how-to-safely-inject-failure-ced26e11b3db
https://www.youtube.com/watch?v=OlobVYPkxgg
https://www.youtube.com/watch?v=OlobVYPkxgg
https://youtu.be/ztiPjey2rfY
https://youtu.be/ztiPjey2rfY
https://www.youtube.com/watch?v=vbyjpMeYitA
https://www.youtube.com/watch?v=vbyjpMeYitA
https://wellarchitectedlabs.com/reliability/300_labs/300_testing_for_resiliency_of_ec2_rds_and_s3/
https://wellarchitectedlabs.com/reliability/300_labs/300_testing_for_resiliency_of_ec2_rds_and_s3/
https://chaos-engineering.workshop.aws/en/
https://catalog.us-east-1.prod.workshops.aws/workshops/44e29d0c-6c38-4ef3-8ff3-6d95a51ce5ac/en-US
https://catalog.us-east-1.prod.workshops.aws/workshops/44e29d0c-6c38-4ef3-8ff3-6d95a51ce5ac/en-US
https://catalog.us-east-1.prod.workshops.aws/workshops/3015a19d-0e07-4493-9781-6c02a7626c65/en-US/serverless
https://catalog.us-east-1.prod.workshops.aws/workshops/2a54eaaf-51ee-4373-a3da-2bf4e8bb6dd3/en-US/200-labs/1wordpressapplab
https://catalog.us-east-1.prod.workshops.aws/workshops/2a54eaaf-51ee-4373-a3da-2bf4e8bb6dd3/en-US/200-labs/1wordpressapplab
https://aws.amazon.com/fis/
https://aws.amazon.com/marketplace/pp/prodview-tosyg6v5cyney
https://chaostoolkit.org/
https://chaos-mesh.org/
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-volumes.html
https://docs.aws.amazon.com/redshift/latest/mgmt/working-with-clusters.html
https://aws.amazon.com/blogs/networking-and-content-delivery/building-highly-resilient-applications-using-amazon-route-53-application-recovery-controller-part-1-single-region-stack/
https://aws.amazon.com/blogs/networking-and-content-delivery/building-highly-resilient-applications-using-amazon-route-53-application-recovery-controller-part-1-single-region-stack/
https://aws.amazon.com/blogs/networking-and-content-delivery/building-highly-resilient-applications-using-amazon-route-53-application-recovery-controller-part-1-single-region-stack/
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https://aws.amazon.com/cloudformation
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/what-is-cfnstacksets.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/what-is-cfnstacksets.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/parameters-section-structure.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/intrinsic-function-reference-conditions.html
https://aws.amazon.com/blogs/architecture/disaster-recovery-dr-architecture-on-aws-part-iii-pilot-light-and-warm-standby/
https://aws.amazon.com/backup/
https://aws.amazon.com/rds
https://aws.amazon.com/dynamodb
https://aws.amazon.com/blogs/architecture/tag/creating-a-multi-region-application-with-aws-services-series/
https://aws.amazon.com/blogs/architecture/tag/creating-a-multi-region-application-with-aws-services-series/
https://aws.amazon.com/vpc
https://aws.amazon.com/vpc
https://aws.amazon.com/blogs/architecture/disaster-recovery-dr-architecture-on-aws-part-ii-backup-and-restore-with-rapid-recovery/
https://aws.amazon.com/blogs/architecture/disaster-recovery-dr-architecture-on-aws-part-ii-backup-and-restore-with-rapid-recovery/
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https://aws.amazon.com/route53
https://aws.amazon.com/route53
https://aws.amazon.com/route53/application-recovery-controller/
https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-options-in-the-cloud.html#pilot-light
https://aws.amazon.com/dynamodb/global-tables/
https://aws.amazon.com/rds/aurora/global-database/
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/aurora-global-database-disaster-recovery.html#aurora-global-database-disaster-recovery.managed-failover
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/aurora-global-database-disaster-recovery.html#aurora-global-database-disaster-recovery.managed-failover
https://awsauroralabsmy.com/global/failback/
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https://docs.aws.amazon.com/drs/latest/userguide/failback-performing-main.html
https://aws.amazon.com/blogs/architecture/tag/disaster-recovery-series/
https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html
https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-options-in-the-cloud.html
https://read.acloud.guru/building-a-serverless-multi-region-active-active-backend-36f28bed4ecf
https://read.acloud.guru/building-a-serverless-multi-region-active-active-backend-36f28bed4ecf
https://medium.com/@adhorn/multi-region-serverless-backend-reloaded-1b887bc615c0
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_ReadRepl.html#USER_ReadRepl.XRgn
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/dns-failover-configuring.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/crr.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html
https://docs.aws.amazon.com/r53recovery/latest/dg/what-is-route53-recovery.html
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https://docs.aws.amazon.com/drs/latest/userguide/what-is-drs.html
https://learn.hashicorp.com/collections/terraform/aws-get-started
https://aws.amazon.com/partners/find/results/?keyword=Disaster+Recovery
https://aws.amazon.com/marketplace/search/results?searchTerms=Disaster+recovery
https://www.youtube.com/watch?v=cJZw5mrxryA
https://youtu.be/2e29I3dA8o4
https://youtu.be/2e29I3dA8o4
https://www.youtube.com/watch?v=GAMUCIJR5as
https://wellarchitectedlabs.com/reliability/disaster-recovery/
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https://docs.aws.amazon.com/drs/latest/userguide/what-is-drs.html
https://aws.amazon.com/partners/find/results/?keyword=Disaster+Recovery
https://aws.amazon.com/blogs/architecture/tag/disaster-recovery-series/
https://aws.amazon.com/marketplace/search/results?searchTerms=Disaster+recovery
https://aws.amazon.com/disaster-recovery/
https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html
https://docs.aws.amazon.com/drs/latest/userguide/failback-preparing.html
http://roc.cs.berkeley.edu/
http://roc.cs.berkeley.edu/
https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
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https://youtu.be/2e29I3dA8o4
https://youtu.be/7gNXfo5HZN8
https://wellarchitectedlabs.com/reliability/300_labs/300_testing_for_resiliency_of_ec2_rds_and_s3/
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/config/latest/developerguide/remediation.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/detect-drift-stack.html
https://aws.amazon.com/partners/find/results/?keyword=Disaster+Recovery
https://aws.amazon.com/blogs/architecture/tag/disaster-recovery-series/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/detect-drift-stack.html
https://aws.amazon.com/marketplace/search/results?searchTerms=Disaster+recovery
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html
https://aws.amazon.com/answers/configuration-management/aws-infrastructure-configuration-management/?ref=wellarchitected
https://docs.aws.amazon.com/config/latest/developerguide/remediation.html
https://youtu.be/2e29I3dA8o4
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