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https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_introduction.html
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/config/latest/developerguide/config-rule-multi-account-deployment.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/controltower/latest/userguide/aws-multi-account-landing-zone.html
https://aws.amazon.com/blogs/architecture/fast-and-secure-account-governance-with-customizations-for-aws-control-tower/
https://docs.aws.amazon.com/controltower/latest/userguide/account-factory.html
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https://aws.amazon.com/blogs/mt/best-practices-for-organizational-units-with-aws-organizations/
https://aws.amazon.com/blogs/mt/best-practices-for-organizational-units-with-aws-organizations/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-aws-environment/building-landing-zones.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-aws-environment/building-landing-zones.html
https://docs.aws.amazon.com/controltower/latest/userguide/mandatory-controls.html
https://docs.aws.amazon.com/controltower/latest/userguide/optional-controls.html
https://docs.aws.amazon.com/controltower/latest/userguide/region-deny.html
https://aws.amazon.com/blogs/security/setting-permissions-to-enable-accounts-for-upcoming-aws-regions/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/what-is-cfnstacksets.html
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/general/latest/gr/aws-security-audit-guide.html
https://docs.aws.amazon.com/latest/UserGuide/best-practices.html
https://aws.amazon.com/blogs/aws/use-cloudformation-stacksets-to-provision-resources-across-multiple-aws-accounts-and-regions/
https://aws.amazon.com/organizations/faqs/
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html
https://aws.amazon.com/blogs/industries/best-practices-for-aws-organizations-service-control-policies-in-a-multi-account-environment/
https://docs.aws.amazon.com/accounts/latest/reference/accounts-welcome.html
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Enable AWS adoption at scale with automation and governance(Xt &3} & HHHAAE S3l i 2
AWS T 2! X|¢)

» Security Best Practices the Well-Architected Way(Well-Architected & A10] HoF & Algi))

+ Building and Governing Multiple Accounts using AWS Control Tower(AWS Control TowerE Al-& 5t
0 o] AH #*5 3! ztEl)

Enable Control Tower for Existing Organizations(7|Z& Z %|0i| Control Tower & 43})
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https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html
https://youtu.be/GUMSgdB-l6s
https://youtu.be/GUMSgdB-l6s
https://youtu.be/u6BCVkXkPnM
https://www.youtube.com/watch?v=agpyuvRv5oo
https://www.youtube.com/watch?v=agpyuvRv5oo
https://www.youtube.com/watch?v=CwRy0t8nfgM
https://controltower.aws-management.tools/immersionday/
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https://docs.aws.amazon.com/general/latest/gr/aws_tasks-that-require-root.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-cis-controls-1.4.0.html
https://aws.amazon.com/premiumsupport/knowledge-center/security-best-practices/
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https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-update-contact-primary.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-access-key.html#root-user-delete-access-key
https://docs.aws.amazon.com/accounts/latest/reference/root-user-access-key.html#root-user-delete-access-key
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_access.html#orgs_manage_accounts_access-as-root
https://docs.aws.amazon.com/controltower/latest/userguide/strongly-recommended-controls.html#disallow-root-access-keys
https://docs.aws.amazon.com/controltower/latest/userguide/strongly-recommended-controls.html#disallow-root-auser-actions
https://docs.aws.amazon.com/latest/UserGuide/id_credentials_mfa_enable_virtual.html#enable-virt-mfa-for-root
https://docs.aws.amazon.com/latest/UserGuide/id_credentials_mfa_enable_physical.html#enable-hw-mfa-for-root
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https://aws.amazon.com/blogs/security/you-can-now-assign-multiple-mfa-devices-in-iam/
https://aws.amazon.com/blogs/security/you-can-now-assign-multiple-mfa-devices-in-iam/
https://aws.amazon.com/premiumsupport/knowledge-center/reset-root-user-mfa/
https://aws.amazon.com/premiumsupport/knowledge-center/reset-root-user-mfa/
https://docs.aws.amazon.com/latest/UserGuide/id_credentials_passwords_change-root.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_settingup.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_settingup.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_finding-types-iam.html#policy-iam-rootcredentialusage
https://docs.aws.amazon.com/config/latest/developerguide/operational-best-practices-for-wa-Security-Pillar.html
https://docs.aws.amazon.com/controltower/latest/userguide/strongly-recommended-controls.html
https://docs.aws.amazon.com/controltower/latest/userguide/strongly-recommended-controls.html
https://docs.aws.amazon.com/general/latest/gr/aws_tasks-that-require-root.html
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+ Enable AWS adoption at scale with automation and governance(At& 3 & HHHAAE Sl i 2
AWS 2! X|¢)

+ Security Best Practices the Well-Architected Way(Well-Architected & A10| H oF & ALg))
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https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-update-contact-alternate.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/aws-security-incident-response-guide.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/incident-response.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/incident-response.html
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/general/latest/gr/aws-security-audit-guide.html
https://docs.aws.amazon.com/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_finding-types-iam.html#policy-iam-rootcredentialusage
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-cis-controls-1.4.0.html#securityhub-cis1.4-controls-1.7
https://aws.amazon.com/iam/features/mfa/
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/break-glass-access.html
https://aws.amazon.com/blogs/security/top-10-security-items-to-improve-in-your-aws-account/
https://aws.amazon.com/premiumsupport/knowledge-center/potential-account-compromise/
https://youtu.be/GUMSgdB-l6s
https://youtu.be/GUMSgdB-l6s
https://youtu.be/u6BCVkXkPnM
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https://youtu.be/SMjvtxXOXdU?t=979
https://www.wellarchitectedlabs.com/security/100_labs/100_aws_account_and_root_user/
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https://aws.amazon.com/compliance/soc-faqs/
https://aws.amazon.com/compliance/hitrust/
https://aws.amazon.com/compliance/pci-dss-level-1-faqs/
https://aws.amazon.com/compliance/iso-27001-faqs/
https://aws.amazon.com/compliance/nist/
https://aws.amazon.com/artifact/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://aws.amazon.com/config/
https://docs.aws.amazon.com/securityhub/latest/userguide/standards-reference.html
https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html
https://aws.amazon.com/partners/programs/gsca/bundles/
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_permissions_define.html
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https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_detect_investigate_events_app_service_logging.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/ops_priorities_governance_reqs.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/ops_priorities_governance_reqs.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/ops_priorities_compliance_reqs.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/perf_architecture_use_policies_and_reference_architectures.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/cost_govern_usage_policies.html
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://aws.amazon.com/artifact/
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https://attack.mitre.org/
https://cve.mitre.org/
https://cve.mitre.org/
https://owasp.org/www-project-top-ten/
https://aws.amazon.com/security/security-bulletins/
https://aws.amazon.com/guardduty/
https://aws.amazon.com/guardduty/
https://aws.amazon.com/inspector/
https://aws.amazon.com/waf/
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-advanced-summary.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/welcome.html
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https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_threat_model.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/ops_priorities_eval_threat_landscape.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/ops_evolve_ops_process_cont_imp.html
https://aws.amazon.com/rds/
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https://aws.amazon.com/eks/
https://aws.amazon.com/ecs/
https://aws.amazon.com/ecs/
https://aws.amazon.com/serverless/
https://aws.amazon.com/artifact/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://aws.amazon.com/premiumsupport/technology/aws-health/
https://docs.aws.amazon.com/wellarchitected/latest/framework/perf_compute_hardware_select_best_compute_options.html
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« How do | migrate to an Amazon RDS or Aurora MySQL DB instance using AWS DMS?

« AWS re:lnvent 2023 - Manage resource lifecycle events at scale with AWS Health
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https://docs.aws.amazon.com/wellarchitected/latest/framework/perf_data_use_purpose_built_data_store.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/perf_data_use_purpose_built_data_store.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sus_sus_hardware_a4.html
https://docs.aws.amazon.com/health/latest/ug/aws-health-planned-lifecycle-events.html
https://docs.aws.amazon.com/health/latest/ug/what-is-aws-health.html
https://aws.amazon.com/artifact/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://www.youtube.com/watch?v=vqgSdD5vkS0
https://www.youtube.com/watch?v=VoLLNL5j9NA
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https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_multi_accounts.html
https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/cfn-guard/latest/ug/what-is-guard.html
https://aws.amazon.com/codepipeline/
https://aws.amazon.com/codebuild/
https://aws.amazon.com/codedeploy/
https://aws.amazon.com/codedeploy/
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/deployments-ou.html
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/deployments-ou.html
https://aws.amazon.com/servicecatalog/
https://aws.amazon.com/controltower/
https://docs.aws.amazon.com/controltower/latest/userguide/af-customization-page.html
https://docs.aws.amazon.com/controltower/latest/userguide/af-customization-page.html
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* Automate account creation, and resource provisioning using Service Catalog, AWS Organizations,
and AWS Lambda

+ Strengthen the DevOps pipeline and protect data with AWS Secrets Manager, AWS KMS, and
AWS Certificate Manager
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* AWS CloudFormation Guard
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https://docs.aws.amazon.com/wellarchitected/latest/framework/ops_dev_integ_version_control.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/ops_dev_integ_build_mgmt_sys.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_tracking_change_management_automated_changemgmt.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sus_sus_dev_a2.html
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/deployments-ou.html
https://aws.amazon.com/blogs/mt/automate-account-creation-and-resource-provisioning-using-aws-service-catalog-aws-organizations-and-aws-lambda/
https://aws.amazon.com/blogs/mt/automate-account-creation-and-resource-provisioning-using-aws-service-catalog-aws-organizations-and-aws-lambda/
https://aws.amazon.com/blogs/security/strengthen-the-devops-pipeline-and-protect-data-with-aws-secrets-manager-aws-kms-and-aws-certificate-manager/
https://aws.amazon.com/blogs/security/strengthen-the-devops-pipeline-and-protect-data-with-aws-secrets-manager-aws-kms-and-aws-certificate-manager/
https://docs.aws.amazon.com/cfn-guard/latest/ug/what-is-guard.html
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» Landing Zone Accelerator on AWS
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https://github.com/awslabs/landing-zone-accelerator-on-aws
https://owasp.org/www-community/Threat_Modeling
https://owasp.org/www-project-devsecops-guideline/latest/00a-Overview
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https://github.com/adamshostack/4QuestionFrame
https://en.wikipedia.org/wiki/Data-flow_diagram
https://en.wikipedia.org/wiki/Data-flow_diagram
https://aws.amazon.com/blogs/security/how-to-approach-threat-modeling/#tips
https://en.wikipedia.org/wiki/STRIDE_(security)
https://owasp.org/www-project-top-ten/
https://owasp.org/www-project-top-ten/
https://hitrustalliance.net/hitrust-threat-catalogue/
https://aws.amazon.com/compliance/shared-responsibility-model/
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/artifact/
https://docs.aws.amazon.com/security/
https://cheatsheetseries.owasp.org/cheatsheets/Input_Validation_Cheat_Sheet.html
https://owasp.org/www-project-mobile-top-10/2014-risks/m9-improper-session-handling
https://owasp.org/www-community/vulnerabilities/Buffer_Overflow
https://explore.skillbuilder.aws/learn/course/external/view/elearning/13274/threat-modeling-the-right-way-for-builders-workshop
https://explore.skillbuilder.aws/learn/course/external/view/elearning/13274/threat-modeling-the-right-way-for-builders-workshop
https://catalog.workshops.aws/threatmodel/en-US
https://aws.amazon.com/blogs/security/how-to-approach-threat-modeling/
https://aws.amazon.com/blogs/security/how-to-approach-threat-modeling/
https://github.com/awslabs/threat-composer#threat-composer
https://catalog.workshops.aws/threatmodel/en-US/what-can-go-wrong/threat-grammar
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https://aws.amazon.com/blogs/security/how-to-approach-threat-modeling/
https://csrc.nist.gov/publications/detail/sp/800-154/draft
https://www.youtube.com/watch?v=GuhIefIGeuA
https://www.youtube.com/watch?v=GuhIefIGeuA
https://www.youtube.com/watch?v=DjNPihdWHeA
https://www.youtube.com/watch?v=DjNPihdWHeA
https://explore.skillbuilder.aws/learn/course/external/view/elearning/13274/threat-modeling-the-right-way-for-builders-workshop
https://explore.skillbuilder.aws/learn/course/external/view/elearning/13274/threat-modeling-the-right-way-for-builders-workshop
https://catalog.workshops.aws/threatmodel
https://github.com/awslabs/threat-composer#threat-composer
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Amazon Simple Notification Service(Amazon SNS)& 3l AWS 7t 7|5 HI0|E FXIE #5504
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https://aws.amazon.com/new
https://aws.amazon.com/blogs/aws/
https://aws.amazon.com/blogs/security/
https://aws.amazon.com/security/security-bulletins/
https://aws.amazon.com/documentation/
https://aws.amazon.com/blogs/aws/subscribe-to-aws-daily-feature-updates-via-amazon-sns/
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_sns.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-announcements.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-announcements.html
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https://aws.amazon.com/events/
https://reinforce.awsevents.com/
https://reinvent.awsevents.com/
https://www.youtube.com/c/AWSEventsChannel
https://aws.amazon.com/startups/learn/meet-your-aws-account-team
https://aws.amazon.com/contact-us/sales-support/
https://aws.amazon.com/premiumsupport/plans/enterprise/
https://docs.aws.amazon.com/wellarchitected/latest/framework/perf_architecture_understand_cloud_services_and_features.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/cost_cloud_financial_management_scheduled.html
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https://aws.amazon.com/iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_aws_account.html
https://docs.aws.amazon.com/cognito/index.html
https://aws.amazon.com/iam/
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https://pages.nist.gov/800-63-3/sp800-63b.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#enable-mfa-for-privileged-users
https://docs.aws.amazon.com/singlesignon/latest/userguide/password-requirements.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/mfa-enable-how-to.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/how-to-allow-user-registration.html
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-settings-policies.html
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-settings-mfa.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pool-settings-adaptive-authentication.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-pool-settings-advanced-security.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_passwords_account-policy.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_users-self-manage-mfa-and-creds.html#tutorial_mfa_step1
https://docs.aws.amazon.com/singlesignon/latest/userguide/password-requirements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_passwords_account-policy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html
https://docs.aws.amazon.com/cognito/latest/developerguide/user-pool-settings-policies.html
https://docs.aws.amazon.com/general/latest/gr/aws-sec-cred-types.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://youtu.be/aEIqeFCcK7E
https://youtu.be/aEIqeFCcK7E
https://www.youtube.com/watch?v=vbjFjMNVEpc
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https://docs.aws.amazon.com/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/latest/UserGuide/id_root-user.html
https://docs.aws.amazon.com/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_identity_provider.html
https://docs.aws.amazon.com/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://docs.aws.amazon.com/latest/UserGuide/best-practices.html#bp-users-federation-idp
https://aws.amazon.com/identity/federation/
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
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https://aws.amazon.com/blogs/security/how-to-implement-federated-api-and-cli-access-using-saml-2-0-and-ad-fs/
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/latest/UserGuide/tutorial_cross-account-with-roles.html
https://docs.aws.amazon.com/latest/UserGuide/access_policies_identity-vs-resource.html
https://docs.aws.amazon.com/cognito/latest/developerguide/identity-pools.html
https://docs.aws.amazon.com/cognito/latest/developerguide/identity-pools.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-user-identity-pools.html
https://docs.aws.amazon.com/latest/UserGuide/best-practices.html#bp-workloads-use-roles
https://docs.aws.amazon.com/latest/UserGuide/best-practices.html#bp-workloads-use-roles
https://aws.amazon.com/pm/ec2/
https://docs.aws.amazon.com/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://aws.amazon.com/lambda/
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/iot/latest/developerguide/authorizing-direct-aws.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_audit.html
https://docs.aws.amazon.com/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/latest/UserGuide/best-practices.html#rotate-credentials
https://aws.amazon.com/secrets-manager/
https://aws.amazon.com/secrets-manager/
https://docs.aws.amazon.com/secretsmanager/latest/userguide/integrating.html
https://docs.aws.amazon.com/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
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https://docs.aws.amazon.com/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/general/latest/gr/aws-sec-cred-types.html
https://docs.aws.amazon.com/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/latest/UserGuide/id_roles.html
https://aws.amazon.com/iam/identity-center/
https://docs.aws.amazon.com/latest/UserGuide/id_roles_providers.html
https://docs.aws.amazon.com/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
https://aws.amazon.com/security/partner-solutions/#access-control
https://docs.aws.amazon.com/latest/UserGuide/id_root-user.html
https://youtu.be/aEIqeFCcK7E
https://youtu.be/aEIqeFCcK7E
https://youtu.be/aEIqeFCcK7E
https://www.youtube.com/watch?v=vbjFjMNVEpc
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HE AWS Well-Architected Framework

Hotots pajof MIsHe JHY B2 WHS M, A ¥ TA XA np2s WL 7H ob
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I RE o MM 7|52 QIoH 04TI5| HREt Hot 015 MEO| AR I E Q5 HEE A E
£ H7| 2ot 015 HEZ CiAE 7|37t I = U&LICH o & S0 AWS H|E HAM|A 7|1& ot 3
ot= CHANIAM &2 AL836tod sHiE & 7| 2ot 15 HEE Al 2ot 15 ME R A5t R0l
gLt

U £0§0| Z1 2ot ot 5 = K6t HL CHAISHR| & £ Ql&LICH o238t 2ot &5 &= AWS Secrets
Manager®t Z2 MH|20]| HEE = U2H H7|He 2 YoM ME, el & uAde = et
IAREQ AA FE U T ItUS HASHH o] YL Eof 215 HEE &Qlg = &Lt ot
2 RBolls it Yo Hot 215 HEE 2|57 fI8 0| 2 9f k(o] U&LICH

Credential type

IAM access keys

Description

AWS IAM access and secret
keys used to assume |IAM

Suggested strategy

Replace: Use IAM 23&f
assigned to the compute

roles inside of a workload instances (such as Amazon
EC2 or AWS Lambda) instead.
For interoperability with third
parties that require access

to resources in your AWS 7|
X, ask if they support AWS
AE2A H Y HHA. For
mobile apps, consider using
temporary credentials through
Amazon Cognito A} 5 £
(" Heilo|M Xt ZH). For
workloads running outside

of AWS, consider IAM Roles
Anywhere or AWS Systems
Manager 5tO0|EE|E & 3}

SSH keys Secure Shell private keys
used to log into Linux EC2

Replace: Use AWS
Systems Manager or EC2

Instance Connect to provide
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/latest/UserGuide/id_roles_common-scenarios.html
https://docs.aws.amazon.com/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-identity.html
https://docs.aws.amazon.com/cognito/latest/developerguide/cognito-identity.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/activations.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/activations.html
https://aws.amazon.com/blogs/mt/vr-beneficios-session-manager/
https://aws.amazon.com/blogs/mt/vr-beneficios-session-manager/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Connect-using-EC2-Instance-Connect.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Connect-using-EC2-Instance-Connect.html
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Credential type Description Suggested strategy
instances, manually or as part  programmatic and human
of an automated process access to EC2 instances using
IAM roles.
Application and database Passwords — plain text string Rotate: Store credentials in
credentials AWS Secrets Manager and
establish automated rotation if
possible.
Amazon RDS and Aurora Passwords - plain text string Replace: Use the Amazon
Admin Database credentials RDS®} Secrets Manager & &

or Amazon Aurora. In addition,
some RDS database types
can use |IAM roles instead

of passwords for some use
cases (for more detail, see
IAM Cl|O|E{H| 0| A R1F).

OAuth tokens Secret tokens — plain text Rotate: Store tokens in
string AWS Secrets Manager and
configure automated rotation.

API tokens and keys Secret tokens — plain text Rotate: Store in AWS Secrets
string Manager and establish

automated rotation if possible.

UEHAQI OE| B2 AA FE T4 It = ZHFY H LHE Ol IAM HAM|A 7|8 ZE et [l

Ct. AWS AMH|AQL S41517] Il IAM HAA F|7F et A2 HA(EZ]) 2ot 215 HEE AFSE L
Ct. olzdet &o| 2ot 0% HMEE EC2 QIAEHA O AL |AM OA'%EF Lambda &0l 2 A g 2
HF AFEAF HAM|A 2] HL Cognito IAM 238 2l |oT 7|7]|2] B2 loT Core M2 2 S&l MEIE £ UL
L[Ct. EtALQL °|E11HI0I¢°* [ IAM AP XHE T35t EtALO] ST AFE XS] HIY HAM|A 7[E ELi=
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-secrets-manager.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-secrets-manager.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/rds-secrets-manager.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.DBAuth.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/cognito/latest/developerguide/iam-roles.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-policies.html
https://docs.aws.amazon.com/latest/UserGuide/id_roles_common-scenarios_third-party.html
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/intro.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/security-encryption.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/data-protection.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/monitoring.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/auth-and-access.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/rotating-secrets.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/rotating-secrets.html
https://aws.amazon.com/codeguru/features/
https://aws.amazon.com/blogs/security/extend-aws-iam-roles-to-workloads-outside-of-aws-with-iam-roles-anywhere/
https://docs.aws.amazon.com/systems-manager/latest/userguide/activations.html
https://aws.amazon.com/blogs/aws/codeguru-reviewer-secrets-detector-identify-hardcoded-secrets/
https://aws.amazon.com/blogs/aws/codeguru-reviewer-secrets-detector-identify-hardcoded-secrets/
https://docs.aws.amazon.com/secretsmanager/latest/userguide/retrieving-secrets_lambda.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/retrieving-secrets.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/retrieving-secrets.html
https://github.com/awslabs/git-secrets
https://docs.aws.amazon.com/secretsmanager/latest/userguide/monitoring.html
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/getting-started.html
https://docs.aws.amazon.com/latest/UserGuide/id_roles_providers.html
https://aws.amazon.com/blogs/aws/codeguru-reviewer-secrets-detector-identify-hardcoded-secrets/
https://docs.aws.amazon.com/kms/latest/developerguide/services-secrets-manager.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/security-encryption.html
https://aws.amazon.com/blogs/security/tag/aws-secrets-manager/
https://aws.amazon.com/about-aws/whats-new/2022/12/amazon-rds-integration-aws-secrets-manager/
https://youtu.be/qoxxRlwJKZ4
https://youtu.be/qoxxRlwJKZ4
https://www.youtube.com/watch?v=ryK3PN--oJs
https://www.youtube.com/watch?v=ryK3PN--oJs
https://www.youtube.com/watch?v=k1YWhogGVF8
https://www.youtube.com/watch?v=k1YWhogGVF8
https://catalog.us-east-1.prod.workshops.aws/workshops/497b4908-169f-4e6f-b80d-ef10be3038d3/en-US
https://mng.workshop.aws/ssm/capability_hands-on_labs/hybridactivations.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html
https://aws.amazon.com/iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_create_saml.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_create_oidc.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_enable-console-saml.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_enable-console-saml.html
https://aws.amazon.com/cli/
https://aws.amazon.com/cli/
https://aws.amazon.com/developer/tools/
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRoleWithSAML.html
https://aws.amazon.com/single-sign-on/
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/provision-automatically.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source-ad.html
https://aws.amazon.com/directoryservice/
https://aws.amazon.com/directoryservice/
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/using-the-portal.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/sagemaker/latest/dg/onboard-sso-users.html
https://docs.aws.amazon.com/iot-sitewise/latest/userguide/monitor-getting-started.html
https://docs.aws.amazon.com/iot-sitewise/latest/userguide/monitor-getting-started.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_finding-unused.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_getting-report.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_manage.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups_manage_delete.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
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* AWS re:Inforce 2022 - AWS Identity and Access Management (IAM) deep dive

* AWS re:Invent 2022 - Simplify your existing workforce access with IAM Identity Center

+ AWS re:Invent 2018: Mastering identity at every layer of the cake
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https://aws.amazon.com/identity/federation/
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://aws.amazon.com/iam/resources/best-practices/
https://aws.amazon.com/blogs/security/getting-started-with-aws-sso-delegated-administration/
https://aws.amazon.com/blogs/security/how-to-use-customer-managed-policies-in-aws-single-sign-on-for-advanced-use-cases/
https://docs.aws.amazon.com/sdkref/latest/guide/feature-sso-credentials.html
https://youtu.be/YMj33ToS8cI
https://youtu.be/TvQN4OdR_0Y
https://youtu.be/vbjFjMNVEpc
https://catalog.us-east-1.prod.workshops.aws/workshops/590f8439-42c7-46a1-8e70-28ee41498b3a/en-US
https://identity-round-robin.awssecworkshops.com/serverless/
https://aws.amazon.com/security/partner-solutions/
https://github.com/Versent/saml2aws
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_getting-report.html
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-fsbp-controls.html#fsbp-iam-3
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/welcome.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_finding-types-iam.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
https://docs.aws.amazon.com/secretsmanager/latest/userguide/getting-started.html
https://docs.aws.amazon.com/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/latest/UserGuide/id_roles_providers.html
https://aws.amazon.com/security/partner-solutions/#access-control
https://docs.aws.amazon.com/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_getting-report.html
https://youtu.be/qoxxRlwJKZ4
https://youtu.be/qoxxRlwJKZ4
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« Managing user permissions at scale with AWS |IAM Identity Center(AWS IAM Identity CenterE At
835t0 iF 22 AFS X Het #a))

Mastering identity at every layer of the cake(Z110|3 2| 2 & HS MM A4 5F 0tAEHT)
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https://www.youtube.com/watch?v=vbjFjMNVEpc
https://wellarchitectedlabs.com/security/200_labs/200_automated_iam_user_cleanup/
https://wellarchitectedlabs.com/security/200_labs/200_automated_deployment_of_iam_groups_and_roles/
https://wellarchitectedlabs.com/security/200_labs/200_automated_deployment_of_iam_groups_and_roles/
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https://docs.aws.amazon.com/wellarchitected/latest/framework/cost_govern_usage_groups_roles.html
https://docs.aws.amazon.com/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source-sso.html
https://docs.aws.amazon.com/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/configure-abac.html
https://youtu.be/aEIqeFCcK7E
https://www.youtube.com/watch?v=vbjFjMNVEpc
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://aws.amazon.com/blogs/security/delegate-permission-management-to-developers-using-iam-permissions-boundaries/
https://www.youtube.com/watch?v=Iq_hDc385t4&t=1318s
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_scp
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
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https://aws.amazon.com/identity/federation/
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https://docs.aws.amazon.com/singlesignon/latest/userguide/security-iam-awsmanpol.html
https://aws.amazon.com/blogs/security/identify-arrange-manage-secrets-easily-using-enhanced-search-in-aws-secrets-manager/
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-parameter-store.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_RotateAccessKey
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://aws.amazon.com/iam/identity-center/
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/security-iam-awsmanpol.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/IAM_UseCases.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#remove-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage.html
https://aws.amazon.com/blogs/security/how-to-control-access-to-aws-resources-based-on-aws-account-ou-or-organization/
https://aws.amazon.com/blogs/security/identify-arrange-manage-secrets-easily-using-enhanced-search-in-aws-secrets-manager/
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https://youtu.be/YQsK4MtsELU
https://youtu.be/3H0i7VyTu70
https://www.youtube.com/watch?v=3qK0b1UkaE8
https://docs.aws.amazon.com/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
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https://docs.aws.amazon.com/latest/UserGuide/reference_policies_condition-keys.html
https://aws.amazon.com/blogs/security/delegate-permission-management-to-developers-using-iam-permissions-boundaries/
https://aws.amazon.com/blogs/security/delegate-permission-management-to-developers-using-iam-permissions-boundaries/
https://aws.amazon.com/blogs/security/delegate-permission-management-to-developers-using-iam-permissions-boundaries/
https://docs.aws.amazon.com/latest/UserGuide/access_policies_access-advisor.html
https://docs.aws.amazon.com/latest/UserGuide/access_policies_access-advisor.html
https://docs.aws.amazon.com/latest/UserGuide/access_policies_access-advisor.html
https://docs.aws.amazon.com/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/latest/UserGuide/access-analyzer-policy-generation.html
https://docs.aws.amazon.com/latest/UserGuide/access-analyzer-policy-generation.html
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https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://aws.amazon.com/config/
https://docs.aws.amazon.com/latest/UserGuide/best-practices.html?ref=wellarchitected#grant-least-privilege
https://docs.aws.amazon.com/latest/UserGuide/access_policies_boundaries.html
https://aws.amazon.com/blogs/security/techniques-for-writing-least-privilege-iam-policies/
https://aws.amazon.com/blogs/security/iam-access-analyzer-makes-it-easier-to-implement-least-privilege-permissions-by-generating-iam-policies-based-on-access-activity/
https://aws.amazon.com/blogs/security/iam-access-analyzer-makes-it-easier-to-implement-least-privilege-permissions-by-generating-iam-policies-based-on-access-activity/
https://aws.amazon.com/blogs/security/iam-access-analyzer-makes-it-easier-to-implement-least-privilege-permissions-by-generating-iam-policies-based-on-access-activity/
https://aws.amazon.com/blogs/security/delegate-permission-management-to-developers-using-iam-permissions-boundaries/
https://docs.aws.amazon.com/latest/UserGuide/access_policies_access-advisor.html
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https://docs.aws.amazon.com/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/latest/UserGuide/access_policies_testing-policies.html
https://docs.aws.amazon.com/controltower/latest/userguide/guardrails.html
https://aws.amazon.com/blogs/security/zero-trust-architectures-an-aws-perspective/
https://aws.amazon.com/blogs/security/how-to-implement-the-principle-of-least-privilege-with-cloudformation-stacksets/
https://docs.aws.amazon.com/latest/UserGuide/introduction_attribute-based-access-control.html?ref=wellarchitected
https://docs.aws.amazon.com/latest/UserGuide/access_policies_access-advisor.html?ref=wellarchitected
https://docs.aws.amazon.com/latest/UserGuide/id_roles_manage_delete.html?ref=wellarchitected#roles-delete_prerequisites
https://docs.aws.amazon.com/aws-technical-content/latest/cost-optimization-laying-the-foundation/tagging.html?ref=wellarchitected
https://aws.amazon.com/answers/account-management/aws-tagging-strategies/?ref=wellarchitected
https://aws.amazon.com/premiumsupport/knowledge-center/quicksight-iam-identity-center/
https://www.youtube.com/watch?v=8vsD_aTtuTo
https://www.youtube.com/watch?v=1p5G1-4s1r0
https://www.youtube.com/watch?v=omwq3r7poek
https://www.youtube.com/watch?v=omwq3r7poek
https://wellarchitectedlabs.com/Security/300__Permission_Boundaries_Delegating_Role_Creation/README.html
https://wellarchitectedlabs.com/Security/300__Tag_Based_Access_Control_for_EC2/README.html?ref=wellarchitected
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_identity_provider.html
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https://docs.aws.amazon.com/wellarchitected/latest/framework/a-reliability.html
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_incident_response_pre_provision_access.html
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/control-planes-and-data-planes.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_general.html#troubleshoot_general_eventual-consistency
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_incident_response_develop_management_plans.html
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_incident_response_run_game_days.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_planning_for_recovery_dr_tested.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_identity_provider.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_identity_provider.html
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https://docs.aws.amazon.com/singlesignon/latest/userguide/emergency-access.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/emergency-access.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-cloudformation.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-cloudformation.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
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https://docs.aws.amazon.com/singlesignon/latest/userguide/emergency-access.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_identities_identity_provider.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_permissions_least_privileges.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_incident_response_develop_management_plans.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_incident_response_run_game_days.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/emergency-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_enable-console-saml.html
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/break-glass-access.html
https://youtu.be/TvQN4OdR_0Y
https://youtu.be/YMj33ToS8cI
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https://github.com/awslabs/aws-break-glass-role
https://github.com/aws-samples/aws-customer-playbook-framework
https://github.com/aws-samples/aws-incident-response-playbooks
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https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-generation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-generation.html#access-analyzer-policy-generation-howitworks
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-generation.html#access-analyzer-policy-generation-howitworks
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_access-advisor-view-data.html
https://aws.amazon.com/blogs/security/identify-unused-iam-roles-remove-confidently-last-used-timestamp/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_access-advisor.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#remove-credentials
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/MonitoringDynamoDB.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/enable-cloudtrail-logging-for-s3.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_getting-report.html
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« Become an IAM Policy Master in 60 Minutes or Less(60& O|LH0{| IAM 24 OfA

%))
- Separation of Duties, Least Privilege, Delegation, and CI/CD(¥F £¢2l, A #$t, -?—I | 21 CI/CD)

« AWS re:Inforce 2022 - AWS Identity and Access Management (IAM) deep dive(AWS ldentity and
Access Management(IAM) &A1& £49)
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https://youtu.be/YQsK4MtsELU
https://youtu.be/3H0i7VyTu70
https://www.youtube.com/watch?v=YMj33ToS8cI
https://www.youtube.com/watch?v=YMj33ToS8cI
https://aws.amazon.com/organizations/
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_ous.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/latest/UserGuide/access_policies.html#policies_resource-based
https://docs.aws.amazon.com/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/latest/UserGuide/id_credentials_mfa_configure-api-require.html
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» Data perimeters on AWS

 Establish permissions guardrails using data perimeters

» AWS Solution: Temporary Elevated Access Management

» Validated security partner solutions for TEAM
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https://docs.aws.amazon.com/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/singlesignon/latest/userguide/temporary-elevated-access.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_examples.html
https://aws.amazon.com/identity/data-perimeters-on-aws/
https://docs.aws.amazon.com/latest/UserGuide/access_policies_data-perimeters.html
https://docs.aws.amazon.com/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_examples.html
https://aws-samples.github.io/iam-identity-center-team/
https://docs.aws.amazon.com/singlesignon/latest/userguide/temporary-elevated-access.html#validatedpartners
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« Manage your identity source

* Manage ldentities in IAM Identity Center

» Using AWS Identity and Access Management Access Analyzer

* |IAM Access Analyzer policy generation

SEC03-BP06 =& F7|of it HAlA 22| 71


https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_identities_identity_provider.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source-sso.html
https://docs.aws.amazon.com/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/latest/UserGuide/access-analyzer-policy-generation.html
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« AWS re:Inforce 2023 - Manage temporary elevated access with AWS IAM ldentity Center

« AWS re:lnvent 2022 - Simplify your existing workforce access with IAM Identity Center

* AWS re:lnvent 2022 - Harness power of IAM policies & rein in permissions w/Access Analyzer

L

SEC03-BP07 HEZ| LU I ZA A HHA EA

HEY WIAZA AN BNAE FEHE ZA ATHE XISH2E DUEZELICH 0] HAA HEHO)
Q8 S 2l40] CHOHAD HES ML U2 A AHH HHAS FULICH

= .
Z RLEHES T .7:.*/\}0}04 ""4°F0| —|—045| 2ot FA|ekek ow-rEIEXI g olgrLict.

- 37 2lAaA0 QHERIE RKIGHK| et&LICH

- AEA HY EE 2laA0 CiEt HER HMAE &elste ZE2EMAE EX| et&LCH

Ol EH MB|E [MEX| A B & ¥ IS

T3 7to|=

H’H 0| AWS Organizationsl A= B2 A =&, & =& B2 E= 7HE AHHol| 2[A40 CHEH H
NA HEtE 2048 = &Lt H™Ho| ZE|o| HHIt ot A2 JHHE A 2|44 E F/E = U
&LCt 2lAaA 7|8 H2H(0d: Amazon Simple Storage Service(Amazon S3) HZ! &) 2 A 5L
CHE A™o| Hot FH7F ALE R AEO| IAM L& S T UG ES 518510 2 I EA A HAMlA
2 RO0{E = JUELICH ElAA HAMS ALSE [ HEHo| RoiE 2ok FA|of| H 2 AMA HEHO| &
OE|=X| EQIFFLICH SIHHSE A8 7tSdlok 6t ZE ElAAE &6t ZEMAE HolEh

Ct.

AWS I|dentity and Access Management Access Analyzer= 53 7ts8h £ ot
o| 2lAAM CiEt 2E HAMA @EE AEELICH 2las HHME X|EXMo

= T1=2-d -

2 A HAY HHAS ZAFZADNE B350 A Mo 2 ZHL I HHAE ZIEHSHH EAME £~ Q14
LIch 2 & AHHol CHet 7HAIEE 3—. = x| & olst2{™ AWS Organizations 2 IAM Access Analyzer
E F4st= W0l E&LICH IAM Access AnalyzergE AFE5HH ZlAA HEHS HZESHY| Toi| ZOHE

02| £ = U&LICH et 2 8- AFEO| BlA A0l CHE o|=8F THER] & I 2 A A HAMA
OF 20o45t=X| &Olg = QUELICH CHE HE HMAE Qla MAE m A2 DS ALE5to] e

SECO03-BP07 TH{E2! 3l 32 A HA HMHA EX -


https://www.youtube.com/watch?v=a1Na2G7TTQ0
https://www.youtube.com/watch?v=TvQN4OdR_0Y&t=444s
https://www.youtube.com/watch?v=x-Kh8hKVX74&list=PL2yQDdvlhXf8bvQJuSP1DQ8vu75jdttlM&index=11
https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucket-policies.html
https://aws.amazon.com/iam/features/analyze-access/
https://aws.amazon.com/security/provable-security/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-access-preview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-access-preview.html
https://aws.amazon.com/blogs/security/how-to-use-trust-policies-with-iam-roles/
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https://aws.amazon.com/blogs/security/how-to-use-trust-policies-with-iam-roles/
https://aws.amazon.com/blogs/security/how-to-use-trust-policies-with-iam-roles/
https://docs.aws.amazon.com/config/latest/developerguide/operational-best-practices-for-Publicly-Accessible-Resources.html
https://aws.amazon.com/controltower/
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-fsbp.html
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-config.html
https://docs.aws.amazon.com/config/latest/developerguide/config-rule-multi-account-deployment.html
https://docs.aws.amazon.com/config/latest/developerguide/config-rule-multi-account-deployment.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html
https://aws.amazon.com/blogs/security/how-to-use-aws-config-to-monitor-for-and-respond-to-amazon-s3-buckets-allowing-public-access/
https://aws.amazon.com/blogs/aws/amazon-s3-update-cloudtrail-integration/
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://aws.amazon.com/blogs/security/how-to-use-aws-config-to-monitor-for-and-respond-to-amazon-s3-buckets-allowing-public-access/
https://aws.amazon.com/blogs/security/how-to-use-aws-config-to-monitor-for-and-respond-to-amazon-s3-buckets-allowing-public-access/
https://docs.aws.amazon.com/macie/latest/user/findings-types.html
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+ AWS Identity and Access Management Access Analyzer AH&

« AWS Control Tower A|04 2t0|EE4E]

« AWS 7| Hot B ME| EF

+ AWS Config 2|3 7=

« AWS Trusted Advisor 4 &=

« Amazon EventBridgeE AM&35t0{ AWS Trusted Advisor 74 Zt 2L
« 2o B E HZHo|M AWS Config 7+ 22|

AWS Config 2! AWS Organizations
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+ Best Practices for securing your multi-account environment(CHS A% £73 HoF @& ALE))
-|

» Dive Deep into IAM Access Analyzer(IAM Access Analyzer 15 £4)
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https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html?ref=wellarchitected
https://docs.aws.amazon.com/controltower/latest/userguide/controls-reference.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-fsbp.html
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config_use-managed-rules.html
https://docs.aws.amazon.com/awssupport/latest/user/trusted-advisor-check-reference.html
https://docs.aws.amazon.com/awssupport/latest/user/cloudwatch-events-ta.html
https://docs.aws.amazon.com/config/latest/developerguide/config-rule-multi-account-deployment.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-config.html
https://www.youtube.com/watch?v=ip5sn3z5FNg
https://www.youtube.com/watch?v=i5apYXya2m0
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_analyze_cross_account.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-securityhub.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_organizations.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-backup.html
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-backup.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://aws.amazon.com/ram/
https://aws.amazon.com/ram/
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-vpc
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-network-firewall
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-network-firewall
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-sagemaker
https://docs.aws.amazon.com/ram/latest/userguide/scp.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html#scp-effects-on-permissions
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html#scp-effects-on-permissions
https://docs.aws.amazon.com/AmazonS3/latest/userguide/about-object-ownership.html
https://aws.amazon.com/cloudfront/
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/private-content-restricting-access-to-s3.html
https://aws.amazon.com/kms/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/permissions-management.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/perimeter-implementation.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/protecting-networks.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-securityhub-integration.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-securityhub-integration.html
https://aws.amazon.com/blogs/security/enabling-aws-security-hub-integration-with-aws-chatbot/
https://docs.aws.amazon.com/config/latest/developerguide/remediation.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_analyze_cross_account.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_analyze_cross_account.html
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/ram/latest/userguide/getting-started-sharing.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/perimeter-implementation.html
https://aws.amazon.com/ram/
https://docs.aws.amazon.com/ram/latest/APIReference/API_PromoteResourceShareCreatedFromPolicy.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ebs-modifying-snapshot-permissions.html#share-kms-key
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-walkthroughs-managing-access-example4.html
https://aws.amazon.com/blogs/security/how-to-use-trust-policies-with-iam-roles/
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
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+ Granular Access with AWS Resource Access Manager(AWS Resource Access ManagerE &8t Al
=3HE AAM L)
+ Securing your data perimeter with VPC endpoints(VPC AIEZQIEE S3t H|O|E| BH E3)
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https://aws.amazon.com/blogs/security/establishing-a-data-perimeter-on-aws-allow-only-trusted-identities-to-access-company-data/
https://www.youtube.com/watch?v=X3HskbPqR2s
https://www.youtube.com/watch?v=X3HskbPqR2s
https://www.youtube.com/watch?v=iu0-o6hiPpI
https://www.youtube.com/watch?v=SMi5OBjp1fI
https://github.com/aws-samples/data-perimeter-policy-examples
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/wellarchitected/latest/userguide/workloads-sharing.html
https://docs.aws.amazon.com/ram/latest/userguide/what-is.html
https://docs.aws.amazon.com/ram/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
https://docs.aws.amazon.com/blogs/security/how-to-use-external-id-when-granting-access-to-your-aws-resources/
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_audit.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/incident-response.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://aws.amazon.com/blogs/apn/tag/cross-account-roles/
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/detection.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/detection.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-walkthroughs-managing-access-example4.html
https://aws.amazon.com/blogs/security/how-to-use-trust-policies-with-iam-roles/
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_cross-account-with-roles.html
https://aws.amazon.com/premiumsupport/knowledge-center/cross-account-access-iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic-cross-account.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user_externalid.html
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How do | allow users or roles in a separate AWS H|"d access to my AWS HZH?(LH AWS H|7H0d| CH
Bt 0] AWS H A HAAOIM ALS R EE 282 5|8 5h24H of T BHot BHLt2?)

* AWS re:Invent 2018: Become an IAM Policy Master in 60 Minutes or Less(AWS re:Invent 2018: 60
= O[LHo IAM & OtAE{S7])

» AWS Knowledge Center Live: IAM Best Practices and Design Decisions(AWS X|A| MIE{ 2} 0| E:
IAM 28 Atgd| 2 MAH BY)

« Well-Architected Lab - Lambda cross account IAM role assumption (Level 300)(Lambda 2 2A 7|
HIAM g =2 300))

 Configure cross-account access to Amazon DynamoDB(Amazon DynamoDBO{| CH8t 3 2 A IS
HMA T4
« AWS STS Network Query Tool(AWS STS HIE 2|3 2| =)
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https://aws.amazon.com/blogs/apn/collecting-information-from-aws-cloudformation-resources-created-in-external-accounts-with-custom-resources/
https://aws.amazon.com/blogs/apn/securely-using-external-id-for-accessing-aws-accounts-owned-by-others/
https://aws.amazon.com/blogs/security/extend-aws-iam-roles-to-workloads-outside-of-aws-with-iam-roles-anywhere/
https://www.youtube.com/watch?v=20tr9gUY4i0
https://www.youtube.com/watch?v=20tr9gUY4i0
https://www.youtube.com/watch?v=YQsK4MtsELU
https://www.youtube.com/watch?v=YQsK4MtsELU
https://www.youtube.com/watch?v=xzDFPIQy4Ks
https://www.youtube.com/watch?v=xzDFPIQy4Ks
https://www.wellarchitectedlabs.com/security/300_labs/300_lambda_cross_account_iam_role_assumption/
https://www.wellarchitectedlabs.com/security/300_labs/300_lambda_cross_account_iam_role_assumption/
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/configure-cross-account-access-to-amazon-dynamodb.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/configure-cross-account-access-to-amazon-dynamodb.html
https://github.com/aws-samples/aws-sts-network-query-tool
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« SEC04-BP02 Capture logs, findings, and metrics in standardized locations

« SEC04-BP03 Correlate and enrich security alerts
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-query-logs.html
https://docs.aws.amazon.com/security-lake/latest/userguide/what-is-security-lake.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/detection.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/logging-and-events.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/logging-and-events.html
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_exportfindings.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/quick-setup-config.html
https://docs.aws.amazon.com/waf/latest/developerguide/logging.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/firewall-logging.html
https://docs.aws.amazon.com/
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-query-logs.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_LogAccess.html
https://docs.aws.amazon.com/eks/latest/userguide/control-plane-logs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://aws.amazon.com/athena/
https://aws.amazon.com/opensearch-service/
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https://aws.amazon.com/config/
https://aws.amazon.com/guardduty/
https://aws.amazon.com/security-hub/
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/detection.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/detection.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/aws-security-incident-response-guide.html
https://aws.amazon.com/security-lake/getting-started/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_GettingStarted.html
https://aws.amazon.com/security/partner-solutions/#logging-monitoring
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* AWS re:lnvent 2022 - Introducing Amazon Security Lake(AWS re:Invent 2022 - Amazon Security
Lake & 7H)

« Assisted Log Enabler for AWS(AWS 2| X|&d 21 Qloflo|E2])

« AWS Security Hub Findings Historical Export(AWS Security Hub ZAF 21} 7|§ LHE LK 7])
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https://www.youtube.com/watch?v=V7XwbPPjXSY
https://www.youtube.com/watch?v=V7XwbPPjXSY
https://github.com/awslabs/assisted-log-enabler-for-aws/
https://github.com/aws-samples/aws-security-hub-findings-historical-export
https://www.snowflake.com/en/data-cloud/workloads/cybersecurity/
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https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/security-ou-and-accounts.html#log-archive-account
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/log-archive.html
https://aws.amazon.com/cloudtrail/
https://aws.amazon.com/waf/
https://aws.amazon.com/waf/
https://aws.amazon.com/elasticloadbalancing/
https://aws.amazon.com/route53/
https://docs.aws.amazon.com/security-lake/latest/userguide/what-is-security-lake.html
https://aws.amazon.com/eks/
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://aws.amazon.com/guardduty/
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https://aws.amazon.com/s3/
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/security-ou-and-accounts.html#security-tooling-accounts
https://aws.amazon.com/athena/
https://aws.amazon.com/athena/
https://aws.amazon.com/quicksight/
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_create.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_create.html
https://docs.aws.amazon.com/security-lake/latest/userguide/getting-started.html
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
https://docs.aws.amazon.com/security-lake/latest/userguide/source-management.html
https://docs.aws.amazon.com/security-lake/latest/userguide/source-management.html
https://docs.aws.amazon.com/security-lake/latest/userguide/subscriber-management.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_multi_accounts.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_data_classification_lifecycle_management.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_protect_data_rest_access_control.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/ops_workload_observability_analyze_workload_logs.html
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« AWS ™% 7I0|=: AWS Security Reference Architecture(AWS SRA)

+ AWS Prescriptive Guidance: Logging and monitoring guide for application owners

ZHEd of Al

Aggregating, searching, and visualizing log data from distributed sources with Amazon Athena and
Amazon QuickSight

* How to visualize Amazon Security Lake findings with Amazon QuickSight

* Generate Al powered insights for Amazon Security Lake using Amazon SageMaker Studio and
Amazon Bedrock

+ |dentify cybersecurity anomalies in your Amazon Security Lake data using Amazon SageMaker

* Ingest, transform, and deliver events published by Amazon Security Lake to Amazon OpenSearch
Service

How to use AWS Security Hub and Amazon OpenSearch Service for SIEM

e

bed =9

Amazon Security Lake

« Amazon Security Lake IIEL{ S}

* Open Cybersecurity Schema Framework(OCSF)

* Amazon Athena

* Amazon QuickSight

 Amazon Bedrock
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https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/logging-monitoring-for-application-owners/introduction.html
https://aws.amazon.com/blogs/security/aggregating-searching-and-visualizing-log-data-from-distributed-sources-with-amazon-athena-and-amazon-quicksight/
https://aws.amazon.com/blogs/security/aggregating-searching-and-visualizing-log-data-from-distributed-sources-with-amazon-athena-and-amazon-quicksight/
https://aws.amazon.com/blogs/security/how-to-visualize-amazon-security-lake-findings-with-amazon-quicksight/
https://aws.amazon.com/blogs/security/generate-ai-powered-insights-for-amazon-security-lake-using-amazon-sagemaker-studio-and-amazon-bedrock/
https://aws.amazon.com/blogs/security/generate-ai-powered-insights-for-amazon-security-lake-using-amazon-sagemaker-studio-and-amazon-bedrock/
https://aws.amazon.com/blogs/machine-learning/identify-cybersecurity-anomalies-in-your-amazon-security-lake-data-using-amazon-sagemaker/
https://aws.amazon.com/blogs/big-data/ingest-transform-and-deliver-events-published-by-amazon-security-lake-to-amazon-opensearch-service/
https://aws.amazon.com/blogs/big-data/ingest-transform-and-deliver-events-published-by-amazon-security-lake-to-amazon-opensearch-service/
https://aws.amazon.com/blogs/security/how-to-use-aws-security-hub-and-amazon-opensearch-service-for-siem/
https://docs.aws.amazon.com/security-lake/latest/userguide/what-is-security-lake.html
https://aws.amazon.com/security-lake/partners/
https://github.com/ocsf
https://aws.amazon.com/athena/
https://aws.amazon.com/quicksight/
https://aws.amazon.com/bedrock/
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https://aws.amazon.com/guardduty/
https://aws.amazon.com/security-hub/
https://aws.amazon.com/macie/
https://aws.amazon.com/inspector/
https://aws.amazon.com/config/
https://docs.aws.amazon.com/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/vpc/latest/network-access-analyzer/what-is-vaa.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/security-analytics.html
https://aws.amazon.com/pm/cloudwatch
https://aws.amazon.com/eventbridge/
https://aws.amazon.com/aws-cost-management/aws-budgets/
https://aws.amazon.com/security/partner-solutions/
https://repost.aws/knowledge-center/aws-abuse-report
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https://aws.amazon.com/detective
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_incident_response_prepare_forensic.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/ops_workload_observability_create_alerts.html
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» How to enrich AWS Security Hub findings with account metadata

* How to use AWS Security Hub and Amazon OpenSearch Service for SIEM
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 Amazon Detective

» Amazon EventBridge

« AWS Lambda

« Amazon Athena

SEC04-BP04 Initiate remediation for non-compliant resources
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https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_monitor_aws_resources_notification_monitor.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/aws-security-incident-response-guide.html
https://aws.amazon.com/blogs/security/how-to-enrich-aws-security-hub-findings-with-account-metadata/
https://aws.amazon.com/blogs/security/how-to-use-aws-security-hub-and-amazon-opensearch-service-for-siem/
https://aws.amazon.com/detective/
https://aws.amazon.com/eventbridge/
https://aws.amazon.com/lambda/
https://aws.amazon.com/athena/
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https://aws.amazon.com/config/
https://aws.amazon.com/security-hub/
https://aws.amazon.com/pm/lambda
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://docs.aws.amazon.com/config/latest/developerguide/remediation.html
https://docs.aws.amazon.com/config/latest/developerguide/remediation.html
https://aws.amazon.com/eventbridge/
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-cwe-custom-actions.html
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https://docs.aws.amazon.com/Amazon/latest/logs/WhatIsLogs.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings.html
https://aws.amazon.com/solutions/implementations/automated-security-response-on-aws/
https://aws.amazon.com/sns/
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_protect_compute_reduce_manual_management.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/detection.html
https://aws.amazon.com/solutions/implementations/automated-security-response-on-aws/
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* Monitor EC2 instance key pairs using AWS Config
» Create AWS Config custom rules by using AWS CloudFormation Guard policies

» Automatically remediate unencrypted Amazon RDS DB instances and clusters

+ AWS Systems Manager Automation
« AWS 7|8t Rt s3HEl 2o CHE
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https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/monitor-ec2-instance-key-pairs-using-aws-config.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/create-aws-config-custom-rules-by-using-aws-cloudformation-guard-policies.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/automatically-remediate-unencrypted-amazon-rds-db-instances-and-clusters.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://aws.amazon.com/solutions/implementations/automated-security-response-on-aws/
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https://aws.amazon.com/about-aws/global-infrastructure/localzones/
https://aws.amazon.com/outposts/
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https://aws.amazon.com/blogs/security/zero-trust-architectures-an-aws-perspective/
https://docs.aws.amazon.com/wellarchitected/latest/serverless-applications-lens/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/serverless-applications-lens/welcome.html
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https://aws.amazon.com/s3/
https://aws.amazon.com/cloudfront/
https://aws.amazon.com/elasticloadbalancing/application-load-balancer/
https://aws.amazon.com/elasticloadbalancing/application-load-balancer/
https://aws.amazon.com/vpc/
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https://aws.amazon.com/vpc/lattice/
https://aws.amazon.com/lambda/
https://aws.amazon.com/privatelink/
https://aws.amazon.com/api-gateway/
https://aws.amazon.com/amplify/
https://aws.amazon.com/fargate/
https://aws.amazon.com/dynamodb/
https://aws.amazon.com/kinesis/
https://aws.amazon.com/sqs/
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https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/plan-your-network-topology.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/perf_networking_understand_how_networking_impacts_performance.html
https://www.youtube.com/watch?v=8nNurTFy-h4
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-examples-intro.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/access-container-applications-privately-on-amazon-ecs-by-using-aws-fargate-aws-privatelink-and-a-network-load-balancer.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/access-container-applications-privately-on-amazon-ecs-by-using-aws-fargate-aws-privatelink-and-a-network-load-balancer.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/serve-static-content-in-an-amazon-s3-bucket-through-a-vpc-by-using-amazon-cloudfront.html
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https://aws.amazon.com/transit-gateway/
https://aws.amazon.com/privatelink/
https://aws.amazon.com/privatelink/
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-dns-firewall.html
https://aws.amazon.com/network-firewall/
https://aws.amazon.com/waf/
https://aws.amazon.com/privatelink/
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https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_network_protection_inspection.html
https://aws.amazon.com/firewall-manager/
https://aws.amazon.com/firewall-manager/
https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_service_architecture_monolith_soa_microservice.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_protect_data_transit_encrypt.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-security-best-practices.html
https://aws.amazon.com/blogs/networking-and-content-delivery/aws-network-optimization-tips/
https://aws.amazon.com/solutions/guidance/network-security-on-aws/
https://docs.aws.amazon.com/prescriptive-guidance/latest/secure-outbound-network-traffic/welcome.html
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https://aws.amazon.com/firewall-manager/
https://youtu.be/9Nikqn_02Oc
https://youtu.be/0xlwLEccRe0
https://www.youtube.com/watch?v=lTJxWAiQrHM
https://catalog.workshops.aws/well-architected-security/en-US/4-infrastructure-protection/cloudfront-for-web-application
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https://aws.amazon.com/marketplace/search/results?searchTerms=firewalls
https://aws.amazon.com/marketplace/search/results?searchTerms=Intrusion+Prevention+Systems
https://aws.amazon.com/marketplace/search/results?searchTerms=Intrusion+Prevention+Systems
https://docs.aws.amazon.com/network-firewall/latest/developerguide/stateful-rule-groups-ips.html
https://aws.github.io/aws-security-services-best-practices/guides/network-firewall/
https://docs.aws.amazon.com/vpc/latest/mirroring/what-is-traffic-mirroring.html
https://aws.amazon.com/marketplace/solutions/infrastructure-software/cloud-networking
https://aws.amazon.com/waf
https://docs.aws.amazon.com/waf/latest/developerguide/getting-started.html#getting-started-wizard-add-rule-group
https://aws.amazon.com/waf/partners/
https://aws.amazon.com/firewall-manager/

H
2
e
i

AWS Well-Architected Framework

a. AWS Network Firewall2 At&5t= 42 &, 2ahs] &3 ol 458 x| § ddeLIch 40|
2R |HAUSIE A ZQIEZ ECHE S Bt E5H0 ZAIE &435te = U&LICt.

b. Gateway Load Balancer(GWLB)2} & 7H EFAF O{ZZI0|IAE AFE
Qio40f 0{Z2}O|HAE HE ST RFAIELICH O3 CFS GWLB, @

E dHdstn Ecf=Eol Cist 2te*EE FAFLICH

q

1. QIHIRE 3! ol RHIRE Eci= S Oled2!8lof 3t QIE{m| 0| A0 A VPC Traffic MirroringS &M

. Amazon EventBrldge TEIE AFE5t0] M ElaAT MHE M QIE{H 0| A0 M Traffic
2 H™5t= AWS Lambda &f =& 7t 3£ + U&LICH Traffic Mirroring A|A0] E
e = E MElst= o1ZEH0|A o 4= Network Load Balancerg 7t2|7| =5 g LICI

4. QlHt2E ¥ EgfE &R Mol A2

a. AWS WAFE TFdstc{H HX & HMA KMo SF(& ACL)E FEELICH & ACL2 &R
2 X2lE 7|2 EHUYALLOW = DENY)O| Z & & 73 2322, WAFZt EBfEE XElstes
qfAlg HOolgtL(ct XA & X OES BHE7HLE B ACLOIM AWS ZEI-”E 72 OES M8E
o

r

b. ¥l ACLO| 8k |™ & ACLZ AWS 2|24 (0]: Application Load Balancer, APl Gateway REST
API, CloudFront Hi Z)2} edZsto] &l EEEH ESE A|ZELCH.

What is Traffic Mirroring?

Implementing inline traffic inspection using third-party security appliances

AWS Network Firewall example architectures with routing

Centralized inspection architecture with AWS Gateway Load Balancer and AWS Transit Gateway

» Best practices for deploying Gateway Load Balancer

* TLS inspection configuration for encrypted egress traffic and AWS Network Firewall
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https://aws.amazon.com/blogs/networking-and-content-delivery/deployment-models-for-aws-network-firewall/
https://docs.aws.amazon.com/vpc/latest/mirroring/what-is-traffic-mirroring.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/inline-traffic-inspection-third-party-appliances/welcome.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/architectures.html
https://aws.amazon.com/blogs/networking-and-content-delivery/centralized-inspection-architecture-with-aws-gateway-load-balancer-and-aws-transit-gateway/
https://aws.amazon.com/blogs/networking-and-content-delivery/best-practices-for-deploying-gateway-load-balancer/
https://aws.amazon.com/blogs/security/tls-inspection-configuration-for-encrypted-egress-traffic-and-aws-network-firewall/
https://aws.amazon.com/marketplace/search/results?prevFilters=%257B%2522id%2522%3A%25220ed48363-5064-4d47-b41b-a53f7c937314%2522%257D&searchTerms=ids%2Fips
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https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_network_protection_layered.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_network_protection_inspection.html
https://docs.aws.amazon.com/waf/latest/developerguide/aws-managed-rule-groups.html
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-automatic-app-layer-response.html
https://docs.aws.amazon.com/waf/latest/developerguide/ddos-automatic-app-layer-response.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/nwfw-managed-rule-groups.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/nwfw-managed-rule-groups.html
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https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/cfn-guard/latest/ug/what-is-guard.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_network_protection_create_layers.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://docs.aws.amazon.com/ram/latest/userguide/what-is.html
https://docs.aws.amazon.com/ram/latest/userguide/what-is.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_automate_security_controls
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* NetDevSecOps to modernize AWS networking deployments

+ Integrating AWS CloudFormation security tests with AWS Security Hub and AWS CodeBuild
reports

* AWS CloudFormation

* AWS CloudFormation Guard

+ cfn_nag
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https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://pipelines.devops.aws.dev/
https://aws.amazon.com/blogs/networking-and-content-delivery/netdevsecops-to-modernize-aws-networking-deployments/
https://aws.amazon.com/blogs/security/integrating-aws-cloudformation-security-tests-with-aws-security-hub-and-aws-codebuild-reports/
https://aws.amazon.com/blogs/security/integrating-aws-cloudformation-security-tests-with-aws-security-hub-and-aws-codebuild-reports/
https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/cfn-guard/latest/ug/what-is-guard.html
https://github.com/stelligent/cfn_nag
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https://docs.aws.amazon.com/inspector/latest/user/what-is-inspector.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-patch.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/welcome.html
https://docs.aws.amazon.com/inspector/v1/userguide/inspector_introduction.html
https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/welcome.html
https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/welcome.html
https://docs.aws.amazon.com/codeguru/detector-library/index.html
https://owasp.org/www-community/Source_Code_Analysis_Tools
https://aws.amazon.com/inspector/
https://owasp.org/www-project-dependency-check/
https://owasp.org/www-project-dependency-check/
https://snyk.io/product/open-source-security-management/
https://www.openvas.org/
https://docs.aws.amazon.com/systems-manager/latest/userguide/what-is-systems-manager.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-patch.html
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https://docs.aws.amazon.com/systems-manager/latest/userguide/prereqs-operating-systems.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-internal-providers.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-internal-providers.html
https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://aws.amazon.com/systems-manager/
https://pages.awscloud.com/rs/112-TZM-766/images/Overview-AWS--Security.pdf
https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/welcome.html
https://aws.amazon.com/blogs/aws/improved-automated-vulnerability-management-for-cloud-workloads-with-a-new-amazon-inspector/
https://aws.amazon.com/blogs/mt/automate-vulnerability-management-and-remediation-in-aws-using-amazon-inspector-and-aws-systems-manager-part-1/
https://aws.amazon.com/blogs/mt/automate-vulnerability-management-and-remediation-in-aws-using-amazon-inspector-and-aws-systems-manager-part-1/
https://youtu.be/kmSdyN9qiXY
https://youtu.be/2B5bhZzayjI
https://youtu.be/2B5bhZzayjI
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https://www.cisecurity.org/
https://public.cyber.mil/stigs/
https://public.cyber.mil/stigs/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
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https://aws.amazon.com/image-builder/
https://aws.amazon.com/ecr/
https://gallery.ecr.aws/docker
https://gallery.ecr.aws/docker
https://aws.amazon.com/codeartifact/
https://docs.aws.amazon.com/lambda/latest/dg/chapter-layers.html
https://aws.amazon.com/image-builder/
https://docs.aws.amazon.com/AmazonECR/latest/userguide/image-scanning.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/image-scanning.html
https://docs.aws.amazon.com/lambda/latest/dg/chapter-layers.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-codesigning.html
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https://docs.aws.amazon.com/wellarchitected/latest/framework/ops_dev_integ_patch_mgmt.html
https://www.youtube.com/watch?v=FTwsMYXWGB0
https://aws.amazon.com/blogs/security/quickly-build-stig-compliant-amazon-machine-images-using-amazon-ec2-image-builder/
https://aws.amazon.com/blogs/containers/building-better-container-images/
https://aws.amazon.com/blogs/compute/using-lambda-layers-to-simplify-your-development-process/
https://github.com/aws-samples/aws-serverless-lambda-layers
https://aws.amazon.com/blogs/devops/building-end-to-end-aws-devsecops-ci-cd-pipeline-with-open-source-sca-sast-and-dast-tools/
https://aws.amazon.com/blogs/devops/building-end-to-end-aws-devsecops-ci-cd-pipeline-with-open-source-sca-sast-and-dast-tools/
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https://aws.amazon.com/systems-manager/
https://docs.aws.amazon.com/systems-manager/latest/userguide/setup-create-vpc.html
https://aws.amazon.com/s3/
https://aws.amazon.com/cloudtrail/
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https://docs.aws.amazon.com/systems-manager/latest/userguide/manually-install-ssm-agent-linux.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonSSMManagedInstanceCore.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonSSMManagedInstanceCore.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://aws.amazon.com/s3/
https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_tracking_change_management_immutable_infrastructure.html
https://aws.amazon.com/blogs/mt/vr-beneficios-session-manager/
https://aws.amazon.com/systems-manager/
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https://www.youtube.com/watch?v=nzjTIjFLiow
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» Cryptographic Signing for Containers

» Best Practices to help secure your container image build pipeline by using AWS Signer

* Announcing Container Image Signing with AWS Signer and Amazon EKS

» Configuring code signing for AWS Lambda

» Best practices and advanced patterns for Lambda code signing

» Code signing using AWS Certificate Manager Private CA and AWS Key Management Service
asymmetric keys

* Automate Lambda code signing with Amazon CodeCatalyst and AWS Signer

» Signing and Validating OCI Artifacts with AWS Signer
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/awstoe-verify-sig.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/verify-agent-signature.html
https://docs.aws.amazon.com/Amazon/latest/monitoring/verify--Agent-Package-Signature.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_protect_compute_hardened_images.html
https://docs.aws.amazon.com/signer/latest/developerguide/Welcome.html
https://aws.amazon.com/lambda/
https://aws.amazon.com/ecr/
https://aws.amazon.com/blogs/containers/cryptographic-signing-for-containers/
https://aws.amazon.com/blogs/security/best-practices-to-help-secure-your-container-image-build-pipeline-by-using-aws-signer/
https://aws.amazon.com/blogs/containers/announcing-container-image-signing-with-aws-signer-and-amazon-eks/
https://docs.aws.amazon.com/lambda/latest/dg/configuration-codesigning.html
https://aws.amazon.com/blogs/security/best-practices-and-advanced-patterns-for-lambda-code-signing/
https://aws.amazon.com/blogs/security/code-signing-aws-certificate-manager-private-ca-aws-key-management-service-asymmetric-keys/
https://aws.amazon.com/blogs/security/code-signing-aws-certificate-manager-private-ca-aws-key-management-service-asymmetric-keys/
https://aws.amazon.com/blogs/devops/automate-lambda-code-signing-with-amazon-codecatalyst-and-aws-signer/
https://aws.amazon.com/blogs/containers/signing-and-validating-oci-artifacts-with-aws-signer/
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https://aws.amazon.com/lambda/
https://docs.aws.amazon.com/signer/latest/developerguide/Welcome.html
https://aws.amazon.com/certificate-manager/
https://aws.amazon.com/kms/
https://aws.amazon.com/codeartifact/
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_protect_compute_vulnerability_management.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_protect_compute_vulnerability_management.html
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https://aws.amazon.com/inspector/
https://aws.amazon.com/systems-manager/
https://aws.amazon.com/systems-manager/
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_protect_compute_reduce_manual_management.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_protect_compute_hardened_images.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_protect_compute_hardened_images.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_protect_compute_validate_software_integrity.html
https://aws.amazon.com/image-builder/
https://docs.aws.amazon.com/signer/latest/developerguide/Welcome.html
https://aws.amazon.com/codeartifact/
https://aws.amazon.com/ecr/
https://aws.amazon.com/lambda/
https://aws.amazon.com/eks/
https://aws.amazon.com/security-hub/
https://docs.aws.amazon.com/securityhub/latest/userguide/nist-standard.html
https://docs.aws.amazon.com/securityhub/latest/userguide/ec2-controls.html#ec2-8
https://docs.aws.amazon.com/securityhub/latest/userguide/ec2-controls.html#ec2-8
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_detect_investigate_events_noncompliant_resources.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/integ-compliance-products.html
https://aws.amazon.com/config/
https://aws.amazon.com/security-hub/
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https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-patch.html
https://aws.amazon.com/inspector/
https://docs.aws.amazon.com/AmazonECR/latest/userguide/image-scanning.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://aws.amazon.com/guardduty/
https://aws.amazon.com/security/partner-solutions/#infrastructure_security
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_automate_security_controls.html
https://aws.amazon.com/blogs/security/get-the-full-benefits-of-imdsv2-and-disable-imdsv1-across-your-aws-infrastructure/
https://youtu.be/2B5bhZzayjI
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https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/tagging-best-practices.html
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https://aws.amazon.com/config/
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_tag-policies.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sus_sus_data_a2.html
https://docs.aws.amazon.com/whitepapers/latest/data-classification/data-classification-overview.html
https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/tagging-best-practices.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_example-tag-policies.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tag-editor.html
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/protecting-data-at-rest.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/protecting-data-in-transit.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/perf_data_use_purpose_built_data_store.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/perf_data_use_purpose_built_data_store.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/cost_decomissioning_resources_data_retention.html
https://docs.aws.amazon.com/whitepapers/latest/data-classification/data-classification.html
https://aws.amazon.com/architecture/security-identity-compliance/?cards-all.sort-by=item.additionalFields.sortDate&cards-all.sort-order=desc&awsf.content-type=*all&awsf.methodology=*all
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https://docs.aws.amazon.com/kms/latest/developerguide/best-practices.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/encryption-best-practices/welcome.html
https://aws.amazon.com/blogs/compute/building-a-serverless-tokenization-solution-to-mask-sensitive-data/
https://aws.amazon.com/blogs/security/how-to-use-tokenization-to-improve-data-security-and-reduce-audit-scope/
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https://aws.amazon.com/macie/
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https://docs.aws.amazon.com/Amazon/latest/logs/mask-sensitive-log-data.html
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https://docs.aws.amazon.com/glue/latest/dg/detect-PII.html
https://docs.aws.amazon.com/sns/latest/dg/sns-message-data-protection-managed-data-identifiers.html
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https://aws.amazon.com/macie/
https://aws.amazon.com/comprehend/
https://aws.amazon.com/comprehend/medical/
https://aws.amazon.com/glue/
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lifecycle-mgmt.html
https://aws.amazon.com/ebs/data-lifecycle-manager/
https://aws.amazon.com/backup/
https://docs.aws.amazon.com/ebs/latest/userguide/ebs-snapshots.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-lock.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/vault-lock.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/vault-lock.html
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* AWS Blueprint for Ransomware Defense

* DevOps Guidance: Improve traceability with data provenance tracking
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* How to protect sensitive data for its entire lifecycle in AWS

» Build data lineage for data lakes using AWS Glue, Amazon Neptune, and Spline
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https://aws.amazon.com/dynamodb/
https://docs.aws.amazon.com/glue/latest/dg/catalog-and-crawler.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/cost_decomissioning_resources_data_retention.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sus_sus_data_a4.html
https://docs.aws.amazon.com/whitepapers/latest/data-classification/data-classification-overview.html
https://d1.awsstatic.com/whitepapers/compliance/AWS-Blueprint-for-Ransomware-Defense.pdf
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.dlm.8-improve-traceability-with-data-provenance-tracking.html
https://aws.amazon.com/blogs/security/how-to-protect-sensitive-data-for-its-entire-lifecycle-in-aws/
https://aws.amazon.com/blogs/big-data/build-data-lineage-for-data-lakes-using-aws-glue-amazon-neptune-and-spline/
https://aws.amazon.com/backup/
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« AWS Identity and Access Management Access Analyzer
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https://aws.amazon.com/ebs/data-lifecycle-manager/
https://aws.amazon.com/iam/access-analyzer/
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https://aws.amazon.com/kms/features/#integration
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/application.html#app-kms
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https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html
https://docs.aws.amazon.com/kms/latest/developerguide/iam-policies-best-practices.html
https://docs.aws.amazon.com/kms/latest/developerguide/deleting-keys.html#deleting-keys-how-it-works
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/introduction.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-mgmt
https://aws.amazon.com/cloudhsm/
https://docs.aws.amazon.com/kms/latest/developerguide/keystore-external.html
https://docs.aws.amazon.com/kms/latest/developerguide/keystore-external.html
https://docs.aws.amazon.com/kms/latest/developerguide/service-integration.html
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https://docs.aws.amazon.com/kms/latest/developerguide/getting-started.html
https://docs.aws.amazon.com/kms/latest/developerguide/iam-policies-best-practices.html
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/introduction.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/securityhub/latest/userguide/kms-controls.html
https://docs.aws.amazon.com/kms/latest/developerguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/crypto/latest/userguide/awscryp-overview.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingEncryption.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping
https://aws.amazon.com/blogs/security/aws-digital-sovereignty-pledge-control-without-compromise/
https://aws.amazon.com/blogs/security/demystifying-kms-keys-operations-bring-your-own-key-byok-custom-key-store-and-ciphertext-portability/
https://docs.aws.amazon.com/kms/latest/cryptographic-details/intro.html
https://youtu.be/plv7PQZICCM
https://youtu.be/Y1hE1Nkcxs8
https://www.youtube.com/watch?v=lD34wbc7KNA
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https://catalog.workshops.aws/advkmsaccess/en-US/introduction
https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucket-encryption.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucket-encryption.html
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html#encryption-by-default
https://docs.aws.amazon.com/AmazonS3/latest/userguide/default-bucket-encryption.html
https://docs.aws.amazon.com/config/latest/developerguide/managed-rules-by-aws-config.html
https://docs.aws.amazon.com/config/latest/developerguide/encrypted-volumes.html
https://docs.aws.amazon.com/config/latest/developerguide/encrypted-volumes.html
https://docs.aws.amazon.com/config/latest/developerguide/rds-storage-encrypted.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-default-encryption-kms.html
https://docs.aws.amazon.com/config/latest/developerguide/s3-default-encryption-kms.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping
https://docs.aws.amazon.com/AmazonS3/latest/userguide/default-bucket-encryption.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html
https://docs.aws.amazon.com/AmazonRDS/latest/AuroraUserGuide/Overview.Encryption.html
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https://docs.aws.amazon.com/security/
https://docs.aws.amazon.com/aws-crypto-tools
https://docs.aws.amazon.com/
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/introduction.html
https://docs.aws.amazon.com/kms/latest/cryptographic-details/intro.html
https://aws.amazon.com/kms
https://docs.aws.amazon.com/crypto/latest/userguide/awscryp-overview.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/EBSEncryption.html
https://aws.amazon.com/blogs/aws/new-opt-in-to-default-encryption-for-new-ebs-volumes/
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.Encryption.html
https://docs.aws.amazon.com/AmazonS3/latest/user-guide/default-bucket-encryption.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingEncryption.html
https://youtu.be/plv7PQZICCM
https://youtu.be/Y1hE1Nkcxs8
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https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_automate_security_controls.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_automate_security_controls.html
https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/cfn-guard/latest/ug/what-is-guard.html
https://aws.amazon.com/config/
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_detect_investigate_events_noncompliant_resources.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_detect_investigate_events_noncompliant_resources.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_permissions_least_privileges.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_permissions_continuous_reduction.html
https://aws.amazon.com/iam/access-analyzer/
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_finding-types-ec2.html
https://docs.aws.amazon.com/guardduty/latest/ug/s3-protection.html
https://docs.aws.amazon.com/guardduty/latest/ug/rds-protection.html
https://docs.aws.amazon.com/guardduty/latest/ug/rds-protection.html
https://aws.amazon.com/guardduty/

Hob /x| AWS Well-Architected Framework

ArSshs B e OlolE7t s IEIX| gh2 AR MP L= AME B XIstE A& #Lct SECO7-
BP03 A{H 8l 27 XtS5t0llAE Amazon MacieZt S3 HHZI0 M of| 7| x| 8 2IZf & HIO[E{E 2 LIE
TotL KA SEE SEHE AIMNY + Us dEIS dYsts Yol chaf dBELIC

RELO9 Ci|O|E =edo| gH&liol| et RS 3HE! CllOlE e 514 ST MES WY SR, ClolE e
STE 29 O|HES OtE7IX|Z EoF O|HIE S0l SLFLICH

T3 BA

1. laC HIZ2/0{| M CIO|E{ AEE|X| M8 E ZXELICE. CI/CD Ito|=Z2telo| AtS HAIE A& 5104
QFE ZX|ELICEH

a. <ulink type="marketing" url="cloudformation">&CFN;</ulink>& laC ®Z&!0i|, CloudFormation

Guard& HXRE 740l A=K HER &Helo| A8 + U&LICH

b. A HI7F ZEO|AM &g M™SH= Ol AWS Config& AFSELICH O] M E A85tH 2laa
£ ddst7| ™ol CI/CD mto|z 2t Rlo] Bt BHAHZ Elaao| #H E4& &E £ J&LICH

2. 2|IAAAM OIO|E] AEEC|IR| M @FE BL|E{RIgHL|C}.
A

Egx| 2lasol Kol +d HEE ELEHZ st A RE 7Y

-

a. AWS Config& A7 3toq H|0|E

S EFX|50 A {2 7+X

b. Ak w0l CHEF RFM|EH X| &2 SEC04-BP04 Initiate remediation for non-compliant
resourcesE HASHAM L.

3. A} SEE Sal Clo|E HMA MEHE XSMo 2 BLIEHE ST EQLICH
a. Met2 QXH O EY = U= 8 LEES A E37| ?I5H IAM Access Analyzerg X|&XHo =2
AlISHSH

4. HIHY MR |05 HMA SEE ZLEZ st 7S EHLICH

a. GuardDuty= EBS =&, S3 H{Z!, RDS H|O|E{H| O]

o1l 218 MBI 7|& AMA SEe| HALE ZF Z AR LICH
5. (x| Xet fIRloll MY El= BIZE ool E ZLIE@ st ¢ &S EHLICH

o
S3 HZI01 M LB ClOIEIE XSS R ATetE o

>

mazon MacieE Al gfL|C}.

6. otHstn & &5t E OOl g XHS&HgLIct.
a. AWS Backup2 AWSO]| /= Ct&et O[O|E &40 &5
& MH|AQILICE Elastic Disaster RecoveryE AF&5tH & X Ohoi| £ E|= Recovery Point
Objective(RPO)E S35l T H H °43§55 SAMStD X|&Mo 2 OO|EE E58 = A&
HH Al

|
Ch & MHIATHEH XSt 4504 CllO|Ef ] A & Toll = X[ fIx[oll SAtstE 2
2 XSEE & JA&Lich OIE*HI ‘P':“' 2 Es Ho O|HES| JFE e B0z HIOIHE
A& MHEE + J&LICH

SEC08-BP03 X{% Cl|l0|E{ E3 XI55} 142


https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_data_classification_auto_classification.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_data_classification_auto_classification.html
https://aws.amazon.com/macie/
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/back-up-data.html
https://docs.aws.amazon.com/cfn-guard/latest/ug/what-is-guard.html
https://docs.aws.amazon.com/cfn-guard/latest/ug/what-is-guard.html
https://aws.amazon.com/config/
https://aws.amazon.com/config/
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_detect_investigate_events_noncompliant_resources.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_detect_investigate_events_noncompliant_resources.html
https://aws.amazon.com/iam/access-analyzer/
https://aws.amazon.com/guardduty/
https://aws.amazon.com/macie/
https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html
https://aws.amazon.com/disaster-recovery/
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* AWS Prescriptive Guidance: Automatically encrypt existing and new Amazon EBS volumes

* Ransomware Risk Management on AWS Using the NIST Cyber Security Framework (CSF)

ZHE of Al

How to use AWS Config proactive rules and AWS CloudFormation Hooks to prevent creation of
noncompliant cloud resources

Automate and centrally manage data protection for Amazon S3 with AWS Backup

AWS re:Invent 2023 - Implement proactive data protection using Amazon EBS snapshots

AWS re:Invent 2022 - Build and automate for resilience with modern data protection

e B

* AWS CloudFormation Guard
* AWS CloudFormation Guard Rules Registry

* |AM Access Analyzer

« Amazon Macie

* AWS Backup

» Elastic Disaster Recovery
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https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_securely_operate_automate_security_controls.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_permissions_least_privileges.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_permissions_continuous_reduction.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_detect_investigate_events_noncompliant_resources.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_data_classification_auto_classification.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_backing_up_data_secured_backups_data.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_backing_up_data_automated_backups_data.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/automatically-encrypt-existing-and-new-amazon-ebs-volumes.html
https://docs.aws.amazon.com/whitepapers/latest/ransomware-risk-management-on-aws-using-nist-csf/ransomware-risk-management-on-aws-using-nist-csf.html
https://aws.amazon.com/blogs/mt/how-to-use-aws-config-proactive-rules-and-aws-cloudformation-hooks-to-prevent-creation-of-non-complaint-cloud-resources/
https://aws.amazon.com/blogs/mt/how-to-use-aws-config-proactive-rules-and-aws-cloudformation-hooks-to-prevent-creation-of-non-complaint-cloud-resources/
https://aws.amazon.com/blogs/storage/automate-and-centrally-manage-data-protection-for-amazon-s3-with-aws-backup/
https://www.youtube.com/watch?v=d7C6XsUnmHc
https://www.youtube.com/watch?v=OkaGvr3xYNk
https://docs.aws.amazon.com/cfn-guard/latest/ug/what-is-guard.html
https://github.com/aws-cloudformation/aws-guard-rules-registry
https://aws.amazon.com/iam/access-analyzer/
https://aws.amazon.com/macie/
https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html
https://aws.amazon.com/disaster-recovery/
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_introduction.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_introduction.html
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https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
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https://docs.aws.amazon.com/kms/latest/developerguide/control-access-overview.html
https://docs.aws.amazon.com/config/latest/developerguide/managed-rules-by-aws-config.html
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https://aws.amazon.com/privatelink/
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https://docs.aws.amazon.com/privateca/latest/userguide/UsingTemplates.html
https://docs.aws.amazon.com/privateca/latest/userguide/UsingTemplates.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/iot/latest/developerguide/what-is-aws-iot.html
https://docs.aws.amazon.com/whitepapers/latest/device-manufacturing-provisioning/device-manufacturing-provisioning.html
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https://docs.aws.amazon.com/privateca/latest/userguide/PcaPlanning.html
https://docs.aws.amazon.com/privateca/latest/userguide/PcaPlanning.html
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https://docs.aws.amazon.com/iot/latest/developerguide/x509-client-certs.html
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https://docs.aws.amazon.com/acm/latest/userguide/managed-renewal.html
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https://docs.aws.amazon.com/privateca/latest/userguide/PcaAuditReport.html
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https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/using-https-viewers-to-cloudfront.html
https://aws.amazon.com/directconnect/
https://aws.amazon.com/blogs/security/tls-1-2-required-for-aws-endpoints/
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https://aws.amazon.com/blogs/security/tls-1-2-required-for-aws-endpoints/
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/using-https.html
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https://docs.aws.amazon.com/elasticloadbalancing/latest/application/create-https-listener.html
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.SSL.html
https://docs.aws.amazon.com/redshift/latest/mgmt/connecting-ssl-support.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/access-management-overview.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/permissions.html
https://docs.aws.amazon.com/rolesanywhere/latest/userguide/introduction.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/rest-api-mutual-tls.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/mutual-tls.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/http-api-jwt-authorizer.html
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_threat_model.html
https://docs.aws.amazon.com/vpc/latest/userguide/security-groups.html
https://docs.aws.amazon.com/vpc/latest/privatelink/what-is-privatelink.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/what-is-vpc-lattice.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/auth-policies.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/auth-policies.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/rest-api-mutual-tls.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/mutual-tls.html
https://docs.aws.amazon.com/privateca/latest/userguide/PcaWelcome.html
https://docs.aws.amazon.com/privateca/latest/userguide/PcaWelcome.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/http-api-jwt-authorizer.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/http-api-jwt-authorizer.html
https://docs.aws.amazon.com/iot/latest/developerguide/client-authentication.html
https://docs.aws.amazon.com/vpc-lattice/latest/ug/monitoring-access-logs.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
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https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/aws-security-incident-response-guide.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/incident-response.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_analyze_cross_account.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_unique.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_threat_model.html
https://aws.amazon.com/blogs/compute/evaluating-access-control-methods-to-secure-amazon-api-gateway-apis/
https://docs.aws.amazon.com/apigateway/latest/developerguide/rest-api-mutual-tls.html
https://aws.amazon.com/blogs/security/how-to-secure-api-gateway-http-endpoints-with-jwt-authorizer/
https://docs.aws.amazon.com/iot/latest/developerguide/authorizing-direct-aws.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/aws-security-incident-response-guide.html
https://www.youtube.com/watch?v=fRjD1JI0H5w
https://www.youtube.com/watch?v=AW4kvUkUKZ0
https://catalog.us-east-1.prod.workshops.aws/workshops/9e543f60-e409-43d4-b37f-78ff3e1a07f5/en-US
https://catalog.us-east-1.prod.workshops.aws/workshops/dc413216-deab-4371-9e4a-879a4f14233d/en-US
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https://csrc.nist.gov/publications/detail/sp/800-61/rev-2/final
https://csrc.nist.gov/publications/detail/sp/800-61/rev-2/final
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https://docs.aws.amazon.com/incident-manager/latest/userguide/what-is-incident-manager.html
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https://docs.aws.amazon.com/wellarchitected/latest/framework/ops_ops_model_def_activity_owners.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/aws-security-incident-response-guide.html
https://github.com/aws-samples/aws-customer-playbook-framework
https://youtu.be/8uiO0Z5meCs
https://docs.aws.amazon.com/incident-manager/latest/userguide/what-is-incident-manager.html
https:/www.youtube.com/watch?v=NeR7FhHqDGQ
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https://nvlpubs.nist.gov/nistpubs/specialpublications/nist.sp.800-61r2.pdf
https://ec.europa.eu/info/law/law-topic/data-protection/reform/what-does-general-data-protection-regulation-gdpr-govern_en
https://ec.europa.eu/info/law/law-topic/data-protection/reform/what-does-general-data-protection-regulation-gdpr-govern_en
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/welcome.html
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https://aws.amazon.com/premiumsupport/
https://console.aws.amazon.com/support
https://docs.aws.amazon.com/awssupport/latest/user/getting-started.html#accessing-support
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/awssupport/latest/user/case-management.html
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https://aws.amazon.com/shield/features/
https://aws.amazon.com/managed-services/
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/detection.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/welcome.html
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https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-61r2.pdf
https://aws.amazon.com/blogs/security/forensic-investigation-environment-strategies-in-the-aws-cloud/
https://aws.amazon.com/organizations/
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https://docs.aws.amazon.com/prescriptive-guidance/latest/backup-recovery/services.html
https://aws.amazon.com/blogs/security/use-backups-to-recover-from-security-incidents/
https://aws.amazon.com/blogs/security/top-10-security-best-practices-for-securing-backups-in-aws/

Hob /x| AWS Well-Architected Framework

otl 2laA Mdof B7HE[0] U&EL
19| of| A|ILICH. AlEf&t7|of 7S¢t
Mo ek ol +HstHL Mz 2

Loj
L]
>
>
i
pal
OK
Q'I_l
=2
o
rr

AWSE ZH A |8t o4 7t X| Rt &
Ct. O|24EF &A= AWSTF 7HetSt0 T Z4o| #8458t &l A 1
I

K
o

u

PN

pl Ik

2

—

rk

M:

HO

« AWS 9ot QIA|HE CHS 7I0|= - ZEIA 7|5 7Y
« AWS E0ot QIA|EHE CHE 7}10|E - ZRIAl g|AA

« AWS ZEIRCo| A TAL 27 HEf

« AWSO{AQ] Al C|AT £X2 Rt =55t i
« AWS HE 710|= - QIAHE TS & ZEIA Xt S5t

2zl SAA:
« QIAEE CHS ! ZRIA X155}

ZHEd of Al

ASsHE QINEHE CfS 3 234 ZB|HHF

« Amazon EC20{ CH§t A& Z&H A @ HAERO|E

CIANEHE CHE =2 A
BE Ofg o= e

— E =
WSt xEQ EHHE XFHCOHE Z2A|

SEC10-BP04 2ot At CHE E&0|5 7 K EAE 167


https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/develop-forensics-capabilities.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/appendix-b-incident-response-resources.html#forensic-resources
https://aws.amazon.com/blogs/security/forensic-investigation-environment-strategies-in-the-aws-cloud/
https://aws.amazon.com/blogs/security/how-to-automate-forensic-disk-collection-in-aws/
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/automate-incident-response-and-forensics.html
https://www.youtube.com/watch?v=f_EcwmmXkXk
https://github.com/awslabs/aws-automated-incident-response-and-forensics
https://docs.aws.amazon.com/solutions/latest/automated-forensics-orchestrator-for-amazon-ec2/welcome.html
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https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_remediate.html
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/visibility-and-alerting.html
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https://docs.aws.amazon.com/wellarchitected/latest/framework/sec_incident_response_develop_management_plans.html
https://github.com/aws-samples/aws-customer-playbook-framework
https://github.com/aws-samples/aws-incident-response-playbooks-workshop
https://github.com/aws-samples/aws-incident-response-playbooks
https://catalog.workshops.aws/incident-response-jupyter/en-US
https://docs.aws.amazon.com/identity/federation/
https://aws.amazon.com/blogs/security/managing-temporary-elevated-access-to-your-aws-environment/
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-files.html

Hob /x| AWS Well-Architected Framework

HB014E IDE ASE £ gl AlLEle s O 2Lt

. ID MBLR(dP)o| 2lsHZ ol8t BE

. BRE T EE Q5 982 QI8 MR 0l AMA BE AlAHO| &y
H

=
S

2ol Zte Alallo] B2, ZI2 Eil0|3 2EtA HHAES 7510 QIAIHEO CHEF ZAF 2 X A| 7
o o
A

0| O|FO{X|= 5 sHfof LIk E8F MAE HEHo| U= IAM AFE XL & AHE 5104 2 2
E

=
g +¥stm
S

AWS Z[AA0| HAMASHE J0| EELICH FE EoF QE2 FE AISK MM AT EQFF 210 At
SerLict QIANEHE SEHRI7F AWS & 7|Ef 2HEd A|ARIof| CHEE 2HIE &2 HMA HEHo| UK
Eolgh = UL E, &8 ASK A™E A Z2H|X'Fst= W0l E&LICEH AFE X A™o= HEtHol
ol S

12

MA7L 2R, Bzt AH Aol & ZLIEZ
FHetpto 2 & 5H0F 5tH, HAM| A9
2 s{oF &rL|C}.

of FLICH AHE Lo Kele 286t 7| 3
| &

ol
TE2 AUAEHE ZE| Alglel dF 2 HHE E8

d
-—

>
>
4 o2 rr ro mo
o o
N b
M4 o
[0 lo

=]

R U ofgre AL s ZULICH IAM M %718 Sai AFSRILE gt
|

e AlsHe SOk ALS XS] UM A CHAYO| TR SH ot
HFAH S}

Z|CHE BE2 of Alml| ALIE|R0AM HMAE U2 = UK &HQE = JUTE 7tsT H2 454
2 M7Hste Dol SLELICt 0|2 X5t AEHE
Identity and Access Management AFS A2 MME|REX], 22|
On(SSO) £FME Safl 2ElxlD UX| 2K &l = U= & 18 2

S Rt= AR HHE HHEE 7HX|D QUo{ok FLICH AHY FH2 ZEjE &5 MM U s QE
(MFA)2 X 8dtiof & LICtH QIAIEHE CHE Zai0|S5 0l AWS Management Console0l| CHEF H Al A T
R @FE ER, M8t FHE HAMA FIE 7HK|D UKR| ehotof SHH HMA 7| 40| HAIXMS
2 3{8EIX| 2fotofk FLICt 0|12 IAM H& = AH|A Ao HA(SCP)2 S B F4d5Hof 5,
AWS HoF e AL2{|( AWS Organizations SCP)E [ Zd2 HESLICH AFZRHE CHE AR oM 2l
AMEHE CHE 9& g +l8 £ e 7|5 Qlof CHE Heto| glofof gLct.

CIAIHE MM AN 7HM =
M4 Hehg Rodsliol g = U&
ANEE 22 El & ZE FIH Y
0{OF fL|Ch.

e ST €S2 KIHst7| flall 7|6t LIF EE= 2F QI={of[H 4
Ct o] Z%, o|™ol AZEF Z20|5 HFHLIES ArSsHok otrH, 2
=

K| 2QI8t & Ql= TR MAT} HIEA| Y

SEC10-BP05 HM|A et AP Z2H|X{ 170


https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#lock-away-credentials
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_passwords_account-policy.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
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https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-generation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://aws.amazon.com/blogs/security/how-to-receive-notifications-when-your-aws-accounts-root-access-keys-are-used/
https://aws.amazon.com/blogs/security/how-to-receive-notifications-when-your-aws-accounts-root-access-keys-are-used/
https://aws.amazon.com/cloudwatch/
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https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/execute-remote-commands.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/permissions-management.html
https://aws.amazon.com/blogs/security/managing-temporary-elevated-access-to-your-aws-environment/
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/welcome.html
https://aws.amazon.com/disaster-recovery/
https://docs.aws.amazon.com/incident-manager/latest/userguide/what-is-incident-manager.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_passwords_account-policy.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://aws.amazon.com/blogs/security/how-do-i-protect-cross-account-access-using-mfa-2/
https://aws.amazon.com/blogs/security/use-iam-access-analyzer-to-generate-iam-policies-based-on-access-activity-found-in-your-organization-trail/
https://aws.amazon.com/blogs/industries/best-practices-for-aws-organizations-service-control-policies-in-a-multi-account-environment/
https://aws.amazon.com/blogs/security/how-to-receive-notifications-when-your-aws-accounts-root-access-keys-are-used/
https://aws.amazon.com/blogs/security/create-fine-grained-session-permissions-using-iam-managed-policies/
https://www.youtube.com/watch?v=f_EcwmmXkXk
https://youtu.be/E1NaYN_fJUo
https://www.youtube.com/watch?v=8uiO0Z5meCs
https://www.wellarchitectedlabs.com/security/300_labs/300_incident_response_playbook_with_jupyter-aws_iam/
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https://wellarchitectedlabs.com/security/300_labs/300_incident_response_with_aws_console_and_cli/
https://aws.amazon.com/detective/
https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/tagging-best-practices.html
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https://aws.amazon.com/blogs/security/logging-strategies-for-security-incident-response/
https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/appendix-a-cloud-capability-definitions.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html
https://aws.amazon.com/blogs/mt/implement-aws-resource-tagging-strategy-using-aws-tag-policies-and-service-control-policies-scps/
https://aws.amazon.com/blogs/mt/implement-aws-resource-tagging-strategy-using-aws-tag-policies-and-service-control-policies-scps/
https://aws.amazon.com/blogs/security/logging-strategies-for-security-incident-response/
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https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/appendix-a-cloud-capability-definitions.html
https://catalog.workshops.aws/guardduty/en-US
https://catalog.workshops.aws/security-hub/en-US
https://catalog.workshops.aws/inspector/en-US
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https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/welcome.html
https://www.youtube.com/watch?v=XnfDWID_OQs
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https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/operations.html
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https://docs.aws.amazon.com/whitepapers/latest/aws-security-incident-response-guide/establish-framework-for-learning.html
https://www.ncsc.gov.uk/collection/caf/caf-principles-and-guidance/d-2-lessons-learned

Hob /x| AWS Well-Architected Framework

AZEQ| o] JHe = F7|(SDLC) X 2E|A F Z2 N0 HI|HoZ oiE2|A0lME EQHHIAEE

Tt Z2EHM 250 RAUEE HEEF0|M 22F EXME A, =8 A UK + s FEEE
HAHLIEE #& = A&

OHZZ70lM e Yol HIREE dH, 75, HiZ H 2 mo| 22 Mof 7Is0] Z& =0

OF grLich. o2t SAl0] X|HEHMe = ZE S £0|1 7|& FAME 2436t E Z2MAE ZEHAMR.

ofE S0 47| EHAIM o RS AEstH HA ZE S ZV|of ¢HE & U2 2 J|OHEICH Tt

LISofl EME etetets ZED 80| o &1 HIE0| MH SLch,

SDLCOHH Z2g2 25 Y™ sifZstok HI% 1 S0l ZE0{SLICH EXME § é'%P
offZ=of E |7t AR IEF [HetA] @12 2= Al stH dA
Zntol & st= o

.
> rlr
©
©
%))
('D
||=|
HI -
|J
il
o
e
I
mjo
XM
on
g'l_l
a1
>.
AR
o m ¢
1ol
mlm
>.
0l0
[e]]}
A
>
()
m

Olzi3t ¥ XIS £5 U 28, Tho|ZatQlol Hok THolZatel Lf ot B4 4 BElets 47k

oo M SLICH 2 Y THY 4 ok Yol WS MTH0, YARCE M|, Y, 75,

HIZ U st wHg ol MAlMQl BEg KB eI

Awsoli= ofE 2ol 2 EEJEDH% CHE I AHSE % 2l ofEd WOl RlasLich olafE T2
, Mo Z2 a0l o2 U £ E Spof 5HE

2 AL

- SEC11-BP01 OHEE|7H|0|MH Eot W=

- SEC11-BP02 7Htl 2 2lZ|A = F7|E St HIAE XSSt
- SEC11-BP03 H7|MQl ZE HAE AIY

- SEC11-BP04 & IE HE

- SEC11-BP05 W{7|X| & & MH|A 2| S £S5

« SEC11-BP06 ZZ2Zcid YA 2 AT E QO] HI X

181



AWS Well-Architected Framework

Kl
or

.

H

4ar

- SEC11-BP07 H7[|XMo =

« SEC11-BP08 Eot AR THO| T EE &0 FH&HE

s

|.

2|7 0| E ol

=t
=

SEC11-BP01 O}

0l Al

|.

olH
= -

2 L 2ol A

e

ERL
4= EAOIAE B RISl

7
=

(@)

=0l Lot

Ok

F

—

|5t Ho

o
L =

ol
0
Hl

i

ol

|oq{of

=
=

a: AZEQo{E HorE T Fo{ dAET 7

74

=
=

P

)

ol

4

SH

o CH
2 Hot HE A 0]

SH
S

o g

of ZHE ol HedE Ho{F o AZEQoiLt 7|5 HE

(=3
.

I diAl
. o™

x4
B

LICt. O

N

O 2 AtEi[ol M 2ot THEL 2 & Bl AT EQ|0{Qt AXZ EQo{ 7 =&H F7|(SDLC)

Q1 QFE| miE:

&=

old
= =

1571 2o ik x| 7|CcHEl C}

7
=

I.

e HO
-

N

un
pal
!

[N

LICH.

__OH—

L|C.

|.

=
=

I-o;|

=
=

ZMA00 HF &=

Ex

Hor 4

w0

ol =& Atz &f&le] o]

LICH.

it

o 2 0

tod 7|52 & EH M3SE = A&LICH

cct

O =& Aba|

__I.L

7l0|E

2

a

I.

S
[l

L|C}. ol

F

S
=

040k

|
(=]

2

I.

182

Zl7lo|Md 2ot s

2L
=

SEC11-BP01 Of


https://catalog.workshops.aws/threatmodel/en-US
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« AWS 1€ and Certification

+ How to think about cloud security governance(22RE E ot HHHAAE CH5HE @4l)

+ How to approach threat modeling(¥/& 2 &3 &2 &4

+ Accelerating training — The AWS Skills Guild( S 7+<3} - AWS Skills Guild)
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+ Proactive security: Considerations and approaches(AF O gd X EH Ok T1Ed AFEH 3l T2 g
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https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/cdk/v2/guide/constructs.html
https://docs.aws.amazon.com/cdk/v2/guide/constructs.html
https://aws.amazon.com/servicecatalog/
https://catalog.workshops.aws/threatmodel/en-US
https://www.aws.training/LearningLibrary?query=&filters=Language%3A1%20Domain%3A27&from=0&size=15&sort=_score&trk=el_a134p000007C9OtAAK&trkCampaign=GLBL-FY21-TRAINCERT-800-Security&sc_channel=el&sc_campaign=GLBL-FY21-TRAINCERT-800-Security-Blog&sc_outcome=Training_and_Certification&sc_geo=mult
https://www.aws.training/LearningLibrary?query=&filters=Language%3A1%20Domain%3A27&from=0&size=15&sort=_score&trk=el_a134p000007C9OtAAK&trkCampaign=GLBL-FY21-TRAINCERT-800-Security&sc_channel=el&sc_campaign=GLBL-FY21-TRAINCERT-800-Security-Blog&sc_outcome=Training_and_Certification&sc_geo=mult
https://aws.amazon.com/blogs/security/how-to-think-about-cloud-security-governance/
https://aws.amazon.com/blogs/security/how-to-approach-threat-modeling/
https://docs.aws.amazon.com/whitepapers/latest/public-sector-cloud-transformation/accelerating-training-the-aws-skills-guild.html
https://www.youtube.com/watch?v=CBrUE6Qwfag
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IR

« Workshop on threat modeling(2/8 222 =2

)
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« Industry awareness for developers(7H& A& 2 A CIX|E)

re

P24 MH|A:

* AWS CloudFormation
« AWS Cloud Development Kit (AWS CDK)(AWS CDK) Constructs

» Service Catalog

« AWS BugBust
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https://catalog.workshops.aws/threatmodel
https://owasp.org/www-project-top-ten/
https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/cdk/v2/guide/constructs.html
https://aws.amazon.com/servicecatalog/
https://docs.aws.amazon.com/codeguru/latest/bugbust-ug/what-is-aws-bugbust.html
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https://www.nist.gov/itl/ssd/software-quality-group
https://samate.nist.gov/index.php/Byte_Code_Scanners.html
https://samate.nist.gov/index.php/Byte_Code_Scanners.html
https://samate.nist.gov/index.php/Binary_Code_Scanners.html
https://www.nist.gov/itl/ssd/software-quality-group/source-code-security-analyzers
https://aws.amazon.com/codewhisperer/
https://aws.amazon.com/codeguru/
https://catalog.workshops.aws/sec4devs
https://aws.amazon.com/codebuild/
https://aws.amazon.com/codecommit/
https://aws.amazon.com/codepipeline/
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« Choosing a Well-Architected CI/CD approach(Well-Architected CI/CD & & MEH)
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https://catalog.workshops.aws/sec4devs
https://aws.amazon.com/codewhisperer/
https://aws.amazon.com/codeguru/
https://aws.amazon.com/codeguru/
https://aws.amazon.com/about-aws/whats-new/2023/02/code-scans-lambda-functions-amazon-inspector-preview/
https://catalog.us-east-1.prod.workshops.aws/workshops/ef1c179d-8097-4f34-8dc3-0e9eb381b6eb/en-US/
https://aws.amazon.com/devops/continuous-delivery/
https://aws.amazon.com/devops/partner-solutions/?blog-posts-cards.sort-by=item.additionalFields.createdDate&blog-posts-cards.sort-order=desc&partner-solutions-cards.sort-by=item.additionalFields.partnerNameLower&partner-solutions-cards.sort-order=asc&awsf.partner-solutions-filter-partner-type=partner-type%23technology&awsf.Filter%20Name%3A%20partner-solutions-filter-partner-location=*all&awsf.partner-solutions-filter-partner-location=*all&partner-case-studies-cards.sort-by=item.additionalFields.sortDate&partner-case-studies-cards.sort-order=desc&awsm.page-partner-solutions-cards=1
https://aws.amazon.com/security/partner-solutions/?blog-posts-cards.sort-by=item.additionalFields.createdDate&blog-posts-cards.sort-order=desc&partner-solutions-cards.sort-by=item.additionalFields.partnerNameLower&partner-solutions-cards.sort-order=asc&awsf.partner-solutions-filter-partner-type=*all&awsf.Filter%20Name%3A%20partner-solutions-filter-partner-categories=use-case%23app-security&awsf.partner-solutions-filter-partner-location=*all&partner-case-studies-cards.sort-by=item.additionalFields.sortDate&partner-case-studies-cards.sort-order=desc&events-master-partner-webinars.sort-by=item.additionalFields.startDateTime&events-master-partner-webinars.sort-order=asc
https://aws.amazon.com/blogs/devops/choosing-well-architected-ci-cd-open-source-software-aws-services/
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* Monitoring CodeCommit events in Amazon EventBridge and Amazon CloudWatch Events(Amazon
EventBridge 2t Amazon CloudWatch Eventsofl A CodeCommit O|HIE = L|E{Z))

+ Secrets detection in Amazon CodeGuru Review(Amazon CodeGuru AE 2| H|Y & X|)

+ Accelerate deployments on AWS with effective governance(Z 20! HHHAAE S5t AWSO| HiE
7t&38t

» How AWS approaches automating safe, hands-off deployments(AWS &2 &Aoo 2 St A RIS
HiZ & Rt=3t5te 2HH)

ke

ted S G4

+ Hands-off: Automating continuous delivery pipelines at Amazon(XtS: AmazonOllAM X|&% ME b}
olZzlel xAtS &)
+ Automating cross-account CI/CD pipelines(Z 224 7’3 CI/CD Zt0|Z 2}l XIS &)

ZHEd of Al

+ Industry awareness for developers(7H&AHE 2|8t LA QUX|E)

« AWS CodePipeline 7HH{'=1A(GitHub)

+ Security for Developers workshop(Security for Developers 43 &)
+ AWS CI/CD Workshop(AWS CI/CD 3 &)
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https://docs.aws.amazon.com/codecommit/latest/userguide/monitoring-events.html
https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/recommendations.html#secrets-detection
https://aws.amazon.com/blogs/architecture/accelerate-deployments-on-aws-with-effective-governance/
https://aws.amazon.com/builders-library/automating-safe-hands-off-deployments/
https://www.youtube.com/watch?v=ngnMj1zbMPY
https://www.youtube.com/watch?v=AF-pSRSGNks
https://owasp.org/www-project-top-ten/
https://github.com/awslabs/aws-codepipeline-governance
https://catalog.us-east-1.prod.workshops.aws/workshops/66275888-6bab-4872-8c6e-ed2fe132a362/en-US
https://catalog.us-east-1.prod.workshops.aws/workshops/ef1c179d-8097-4f34-8dc3-0e9eb381b6eb/en-US/
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https://aws.amazon.com/blogs/security/how-to-approach-threat-modeling/
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+ Accelerate deployments on AWS with effective governance(Z 20! HHHAAE S5t AWSO| HiE
7538t
« AWS 2ot ZIu|HA| HE L

« Modernize your penetration testing architecture on AWS Fargate(AWS Fargate2| & & HAE 0}7|
Bl X $4CHsh

AWS Fault injection Simulator

ZHEd of Al

- AWS CodePipelineS S8t API EHIAE XHS 3H(GitHub)

« AS3tE 2ot P nf(GitHub)
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https://aws.amazon.com/security/penetration-testing/
https://aws.amazon.com/blogs/architecture/accelerate-deployments-on-aws-with-effective-governance/
https://aws.amazon.com/security/partner-solutions/?blog-posts-cards.sort-by=item.additionalFields.createdDate&blog-posts-cards.sort-order=desc&partner-solutions-cards.sort-by=item.additionalFields.partnerNameLower&partner-solutions-cards.sort-order=asc&awsf.partner-solutions-filter-partner-type=*all&awsf.Filter%20Name%3A%20partner-solutions-filter-partner-categories=*all&awsf.partner-solutions-filter-partner-location=*all&partner-case-studies-cards.sort-by=item.additionalFields.sortDate&partner-case-studies-cards.sort-order=desc&events-master-partner-webinars.sort-by=item.additionalFields.startDateTime&events-master-partner-webinars.sort-order=asc
https://aws.amazon.com/blogs/architecture/modernize-your-penetration-testing-architecture-on-aws-fargate/
https://aws.amazon.com/fis/
https://github.com/aws-samples/aws-codepipeline-codebuild-with-postman
https://github.com/aws-samples/automated-security-helper
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https://docs.aws.amazon.com/codeguru/latest/reviewer-ug/welcome.html
https://aws.amazon.com/codeguru/
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Working with pull requests in AWS CodeCommit repositories(AWS CodeCommit 2|%Z X|E 2[04| A

2 2% &)

+ Working with approval rule templates in AWS CodeCommit(AWS CodeCommitti| A £QI 3| BHE

=1 XI-O-I)
A H

+ GitHub2| £ 28 M+

+ Automate code reviews with Amazon CodeGuru Reviewer(Amazon CodeGuru ReviewerE AI& &t
IE HAE X&3}

» Automating detection of security vulnerabilities and bugs in CI/CD pipelines using Amazon
CodeGuru Reviewer CLI(Amazon CodeGuru Reviewer CLIE AF&3104 CI/CD mO|Z 2} Q10| E ot
zloby 2 T BRI RHES)
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Continuous improvement of code quality with Amazon CodeGuru(Amazon CodeGurugE &8t ZE
Ao X[EHQl 7HM)

ZHEd of Al

+ Security for Developers workshop(Security for Developers 43 &)
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https://docs.aws.amazon.com/codecommit/latest/userguide/pull-requests.html
https://docs.aws.amazon.com/codecommit/latest/userguide/approval-rule-templates.html
https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-pull-requests
https://aws.amazon.com/blogs/devops/automate-code-reviews-with-amazon-codeguru-reviewer/
https://aws.amazon.com/blogs/devops/automating-detection-of-security-vulnerabilities-and-bugs-in-ci-cd-pipelines-using-amazon-codeguru-reviewer-cli/
https://aws.amazon.com/blogs/devops/automating-detection-of-security-vulnerabilities-and-bugs-in-ci-cd-pipelines-using-amazon-codeguru-reviewer-cli/
https://www.youtube.com/watch?v=iX1i35H1OVw
https://catalog.workshops.aws/sec4devs
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https://aws.amazon.com/codeartifact/
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Accelerate deployments on AWS with effective governance(E 5@l HHHAAE E8F AWSQ| HiE
7t &3}

» Tighten your package security with CodeArtifact Package Origin Control toolkit(CodeArtifact
Package Origin Control =7 7|E2 TI{7|X| £¢t Z3})

» Detecting security issues in logging with Amazon CodeGuru Reviewer(Amazon CodeGuru
ReviewerE A8t 22 L 2ot 2X| & X))

Supply chain Levels for Software Artifacts (SLSA)(AZE Q0] OE[HE S| SZ X =& (SLSA))
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Proactive security: Considerations and approaches(AF™ of|'&f %] Eot: 112{ AEF Al 2 g

« The AWS Philosophy of Security (re:Invent 2017)(AWS = ot E3t(re:Invent 2017)

« When security, safety, and urgency all matter: Handling Log4Shell(£2¢t, ot™ 2 ZIZHOo| 25 &
Qe B2 Log4Shell X2)

r

ZHEd of Al

o CtE 21 7| X[ AA| THO|Z 2} 2I(GitHub)

+ AWS CodePipeline2 AF&35t0{ AWS CodeArtifactoll Node.js 2 & | Al(GitHub)
+ AWS CDK Java CodeArtifact I+ O| Z 2} 2| MZ(GitHub)

« AWS CodeArtifactE A&t Z2t0|8! .NET NuGet I 7| x| H{ZE (GitHub)
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https://aws.amazon.com/blogs/architecture/accelerate-deployments-on-aws-with-effective-governance/
https://aws.amazon.com/blogs/devops/tighten-your-package-security-with-codeartifact-package-origin-control-toolkit/
https://aws.amazon.com/blogs/devops/detecting-security-issues-in-logging-with-amazon-codeguru-reviewer/
https://slsa.dev/
https://www.youtube.com/watch?v=CBrUE6Qwfag
https://www.youtube.com/watch?v=KJiCfPXOW-U
https://www.youtube.com/watch?v=pkPkm7W6rGg
https://github.com/aws-samples/multi-region-python-package-publishing-pipeline
https://github.com/aws-samples/aws-codepipeline-publish-nodejs-modules
https://github.com/aws-samples/aws-cdk-codeartifact-pipeline-sample
https://github.com/aws-samples/aws-codeartifact-nuget-dotnet-pipelines
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https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-parameter-store.html
https://aws.amazon.com/cloudformation/
https://aws.amazon.com/cdk/
https://aws.amazon.com/codebuild/
https://aws.amazon.com/codepipeline/
https://aws.amazon.com/codebuild/
https://aws.amazon.com/codepipeline/
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html
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AWS CI/CD Workshop(AWS CI/CD 43 %&)

L

+ Accelerate deployments on AWS with effective governance(Z 29! HHHAAE S5t AWSO| HiXE

« OIS XIS HHE Xt SE

* Code signing using AWS Certificate Manager Private CA and AWS Key Management Service
asymmetric keys(AWS Certificate Manager Private CA & AWS Key Management Service H|CHZE
7|18 ME8%t 2 E M)

« Code Signing, a Trust and Integrity Control for AWS Lambda(ZE MY, AWS Lambda2| £1Z| & F
ZAd ®|0q)
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+ Hands-off: Automating continuous delivery pipelines at Amazon(XtS: AmazonOllAM X|&% ME b}
o|Z= 2l Xt S&t)

ZHEd of Al

+ Blue/Green deployments with AWS Fargate(AWS FargateE AIE8t 25/ 8 HiX)
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https://docs.aws.amazon.com/signer/latest/developerguide/Welcome.html
https://aws.amazon.com/kms/
https://catalog.us-east-1.prod.workshops.aws/workshops/ef1c179d-8097-4f34-8dc3-0e9eb381b6eb/en-US/
https://aws.amazon.com/blogs/architecture/accelerate-deployments-on-aws-with-effective-governance/
https://aws.amazon.com/builders-library/automating-safe-hands-off-deployments/
https://aws.amazon.com/blogs/security/code-signing-aws-certificate-manager-private-ca-aws-key-management-service-asymmetric-keys/
https://aws.amazon.com/blogs/security/code-signing-aws-certificate-manager-private-ca-aws-key-management-service-asymmetric-keys/
https://aws.amazon.com/blogs/aws/new-code-signing-a-trust-and-integrity-control-for-aws-lambda/
https://www.youtube.com/watch?v=ngnMj1zbMPY
https://catalog.us-east-1.prod.workshops.aws/workshops/954a35ee-c878-4c22-93ce-b30b25918d89/en-US
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https://aws.amazon.com/blogs/aws/new_deployment_pipelines_reference_architecture_and_-reference_implementations/
https://aws.amazon.com/blogs/aws/new_deployment_pipelines_reference_architecture_and_-reference_implementations/
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https://docs.aws.amazon.com/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/latest/UserGuide/what-is-access-analyzer.html
https://aws.amazon.com/eventbridge/
https://aws.amazon.com/lambda/
https://aws.amazon.com/sns/
https://aws.amazon.com/blogs/aws/new_deployment_pipelines_reference_architecture_and_-reference_implementations/
https://docs.aws.amazon.com/codepipeline/latest/userguide/monitoring.html
https://docs.aws.amazon.com/codepipeline/latest/userguide/security-best-practices.html
https://github.com/aws-solutions/aws-devops-monitoring-dashboard
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https://aws.amazon.com/blogs/security/how-to-approach-threat-modeling/
https://aws.amazon.com/blogs/security/how-to-think-about-cloud-security-governance/
https://www.youtube.com/watch?v=CBrUE6Qwfag
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« Sarita Dharankar, Amazon Web Services Well-Architected & EoF %] 24 x}

« Byron Pogson, Amazon Web Services M £FMA ol F[HIE

« Bill Shinn, CISO 2I|A Ml =M Amazon Web Services

« Brigid Johnson, Amazon Web Services AWS Identity £ & M2 AZ EQfo{ 7Hgt &2|A}
 Byron Pogson, =44 & MA O}l 7|=E, Amazon Web Services

« Charlie Hammell, Amazon Web Services =44 QIE{Z 2} 0|X o} 7| E

 Darran Boyd, 28 MH|A =44 Hot £F M 0} 7|HE Amazon Web Services

« Dave Walker, 20t 2 18 &+ 22 =M MEJI £F M o} 7|®E, Amazon Web Services
« John Formento, Amazon Web Services M& £F M ol 7|HIE

« Paul Hawkins, Amazon Web Services =41 CISO

« Sam Elmalak, M¥ 7|& Xl Amazon Web Services

« Pat Gaw, Amazon Web Services =4 20+ ZAMEHE

« Daniel Begimher, Amazon Web Services 41¢| 20+ ZAMEHE

« Danny Cortegaca, Amazon Web Services M| EoF £&F MA o} F[HIE

« Ana Malhotra, Amazon Web Services £t £FMA o} 7|HE

« Debashis Das, Amazon Web Services =43 CISO

* Reef Dsouza, Principal Solutions Architect, Amazon Web Services

» Brad Burnett, Security Solutions Architect, Identity, Amazon Web Services

« Anna McAbee, Senior Security Solutions Architect, Threat Detection and Incident Response,
Amazon Web Services

» Jason Garman, Principal Security Solutinos Architect, Amazon Web Services
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