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Advisor 25 = 25 £ AppRegistry&d &t & A|2. the section called “IAMO| A & 43} Trusted
Advisor "o| X|&lof [t2} oHEE[F|0|Me| E|AAE ARE BE HHS HgS /gLt

T2 E A3 AWS Trusted Advisor
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https://docs.aws.amazon.com/awssupport/latest/user/aws-support-plans.html
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4.

Account |Ds - optional

Type the IDs of the AWS accounts your workload spans across Trusted Advisor checks b4

111122223333
AWS Trusted Advisor provides
recommendations that help you
follow AWS best practices. Trusted

e Advisor evaluates your account by
Specify up to 100 unigue account 10s separated by commas using checks. These checks identify
ways to optimize your AWS
Application - optional infa infrastructure, improve security

An application s a custom collection of resources, metadata, and tags that performs a function to deliver business value. Your application's Amazon Resource

Wame [ARN] is 2 unique Identifier far an AWS resource, which ks maintained by AppRegistry. and performance, reduce costs, and

manitor service quotas. You can
then follow the recommendations
to optimize your services and

Architectural design - aptional resources. Activating Trusted
A link e your architectural design

arn:aws:servicecatalogius-west-2: 111122223333 fapplication/######H#E ¥ |

Advisor support aids worklead
| reviews by providing automated

The URL can be up ta 2048 characters and must begin with one of the follow protocals: [http, https, fopl. 2048 characters remaining context for supparted questions.

Industry type - optional Trusted Advisor documentation [

The industry that your workload Is associztad with

| Choose an industry type v |

Industry - optional
The category within your industry that your workload Is assoclated with

Choose a industry

AWS Trusted Advisor - new

AWS Trusted Advisar |nfo
Trusted Advisor uses infarmation from your AWS Reglons and account IDs entered above to ald workload reviews, providing you autemated context for supportad
guestions.

Activate Trusted Advisar

Resource definition
Choose how resources are selected for Trusted Advisor checks.

AppReglstry v |

Additional setup needed View AWS documentation [4 |
To pull Trusted Advisor data from other accounts, grant permissions to the AWS
Well-Architected Tool to access Trusted Advisor data.

T2 =0 CHsH X2 E A5 E|T™ IAM AH|A 238 0| Trusted Advisor MAIZEICH= 2 210| EAIE
LICt #Et E7|8 MEISIH IAM 38 :"._"?JOI EAIEL|Ct 48 0|E2 E2 IAMOI| A JSONO| At
ol Al BHH= 2OI8t & OlA||C) odErS A

=2 S S P F i Al E A == oggl_i' = Trusted Advisorg iEI-
MEtste £4 QI 2co tieiME $7+ MY Ze gaiet ZAELUCH
2lAA Ho| EECHRAM I ZE HECIOE £ 25 & MEE 5= I&LICH AppRegistry 2
AA Ho| MEH2 Well-Architected AWS WA Tool 2 Atf|of O ZElE Qa2 HE Al Al A
A2 M E357]| Trusted Advisor 93l CIIOIEIE 7t 2 CHA S HolgfLct

32 HEHOIE - ¥Ya2EE= AN IDE Mo|E| T2 =0 AWS 2|8 X|X=L|Ct

ZFA;
=

A3} Trusted Advisor 6
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AWS Identity and Access Management (IAM) oM &2 Mddst= Lol CHet RtMIEH LI 2 1AM

Trusted Advisor IAM2| KT ZE E M3}

(® Note
HIAZRE ARKE HIAZREE MH5HT| ™ol Ao CHEF Discovery X2 & d3statoF &L
Ct. Trusted Advisor Z44 x| Q5 0i5to| AALE

EMSIE MEISIH T2 AR KA
L|Ct HAZA=ICIE R E H™Mo| Cisi = CF 2

gEMlE 32| 2 AH ARAE IAMOIAM &S Trusted Advisor 244351 0F Trusted Advisor
HEE 2 &= /U&LICH AWS WA Tool

IAMO|M MEE 7IX{27]| /8 AWS WA Tool &2 IS 24{™ Trusted Advisor

1. olA AWS Management Console 21215l 11 IAM £ & QLIC}. https:/
console.aws.amazon.com/iam/

2. |IAM 2£090| EFM Fof| M et MEHSE D odeh MAMES MEHSHL |}

_I_

g M3} Trusted Advisor 7


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html#roles-creatingrole-service-console
https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/iam/
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4. CFZ o|0|X|of EAIE ZAXEH CHS AFEXAF X|H AlE| HAE S A5H04 IAM 2£ 2| JSON E'ECHI
2044 LICH WORKLOAD _OWNER_ACCOUNT_IDE QI ZRE ALAS| AN IDE HRt 1D CHS
MENSHL|CE.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "wellarchitected.amazonaws.com"
.
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "WORKLOAD_OWNER_ACCOUNT_ID"
},
"ArnEquals": {
"aws:SourceArn":
"arn:aws:wellarchitected: * : WORKLOAD_OWNER_ACCOUNT_ID:workload/*"

g M3} Trusted Advisor 8
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Custom trust policy

Create a custom trust policy to enable others to perform actions in this aceount

il o &8

2 "Version": "2012-1@-17",
3~ “Statement": [

4-
5

6

7

8

"Effect": "Allow",
"Principal”: {
"Service": "wellarchitected.amazonaws.com"
13
9 "Action": "sts:AssumeRole”,
1@ - "Condition": {
11~ "StringEquals”: {
“aws:SourceAccount”: "111122223333"
13 13
14 - "ArnEquals": {
15 “aws:SourceArn”: "arn:aws:wellarchitected:®:111122223333:workload/*"
16 }
17 }
18 1
LK 1
20 3

<+ Add new statement

JSON Ln12,Col 3

(® Note

?lol AAEXF X E AE Mol =

d g5ol=

Edit statement Remove

1. Add actions for STS

Q|

All actions (sts:*)

Access level - read or write

AssumeRale gy
AssumeRoleWithSAML €
AssumeRoleWithWebldentity €}

” DecodeAuthorizationMessage )

GetAccessKeyinfo ¢€)
GetCalleridentity €y
GetFederationToken €}
GetServiceBearerToken €)
GetSessionToken )
SetSourceldentity €

2. Add a principal

3. Add a condition (optional) Add

Preview external access

Cancel

"arn:aws:wellarchitected: * :WORKLOAD_OWNER_ACCOUNT_ID:workload/*"

ol dgol E YaBE ARKto| YIRS ol AR E 4 QICHs Ykt F7H0|
aws : sourceArn AWS WA Tool stX|gt EX
£ Q&LICt oie{ ARNS X|H

%
=

2 AN~ HOIE
StAlS.

"Version":
"Statement": [
{
"Effect":
"Principal": {
"Service":
.
"Action":
"Condition": {

"2012-10-17",

—

4

23 2= ARN EE
stedH ChS

"Allow",

"sts:AssumeRole",

"StringEquals": {

U&Lct.
2|3 2ZE ARN & gte
AMZ| XA oM E & ZE

"wellarchitected.amazonaws.com"

ZFA;
=

A3} Trusted Advisor
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"aws:SourceAccount":

"WORKLOAD_OWNER_ACCOUNT_ID"
iy
"ArnEquals": {

"aws:SourceArn": [

"arn:aws:wellarchitected:REGION:WORKLOAD_OWNER_ACCOUNT_ID:workload/
WORKLOAD_ID_1",

"arn:aws:wellarchitected:REGION:WORKLOAD_OWNER_ACCOUNT_ID:workload/
WORKLOAD_ID 2"

5. g F7} Hofx|ol A Het HAodl Cial Tl olE e47|

217] AWS WA Tool THEHE £0{& HA MMHE M
SHEFLICH Trusted Advisor& 2t M2 MEdstEd A 2ol F&[LICH
(® Note
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"Version": "2012-10-17",

"Statement": [
{

"Effect": "Allow"
"Action": [

"trustedadvisor:DescribeCheckRefreshStatuses",
"trustedadvisor:DescribeCheckSummaries",
&t M3} Trusted Advisor
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"trustedadvisor:DescribeRiskResources",
"trustedadvisor:DescribeAccount",
"trustedadvisor:DescribeRisk",
"trustedadvisor:DescribeAccountAccess",
"trustedadvisor:DescribeRisks",
"trustedadvisor:DescribeCheckItems"

]I

"Resource": [
"arn:aws:trustedadvisor:*:YOUR_ACCOUNT_ID:checks/*"

7. Trusted Advisor 7t I 20 CHal & &SHE|T 2lAA HO|7F B5F AppRegistry== 252 4
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= ST e

Trusted Advisor & o| HEh HAHof CIS HEtS F 748l oF &Lct.

[ ==y Sy N

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "DiscoveryPermissions",

"Effect": "Allow",

"Action": [
"servicecatalog:ListAssociatedResources",
"tag:GetResources",
"servicecatalog:GetApplication",
"resource-groups:ListGroupResources",
"cloudformation:DescribeStacks",
"cloudformation:ListStackResources"

1,

"Resource": "*"

}
]
}

=
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ALEX} 7O

c

Well-Architected Tool > Workloads » Workload » AWS Well-Architected Framework > Review workload

AWS Well-Architected Framework e

Add a link to your architectural design

¥ Prioritized

REL 1 - prioritized o
ol

workload to adapt to changes

Hew do you design y

in dermand?

‘ (@ The answer has been updated based on lens or profile changes.

How do you incorporate and

Question Trusted Advisor checks

wvalidate the security
properties of applications
throughout the design,

development, and PERF 1. How do you evolve your workload to take advantage of new releases? info

Ask an expert [2

When architecting workloads, there are finite oplions that you can choose from. However, over time, new technologies and approaches

deployment lifeeycle?

REL 2 - prioritized

How do you back up data?

become available that could improve the performance of your workload.

COST 1 - prioritized

(D Question does not apply to this workload Info

How do you implement cloud
financial management?

o Select from the following

Helpful resources

Ask an expert [2

New
B AWS Blog

o Ams
© AWS Online Tech Talks

B AWS Events YouTube Channel

n Web Services YouTube Channe

ouTube Channel

Stay up-te-date on new resources and
services

Evaluate ways to improve performance as new
services, design patterns, and product offerings
become available. Determine which of these could
imprave perfarmance or increase the efficiency of
the workload through evaluation, internal
discussion, or external analysis.

Evolve workload performance over time
As an organization, use the infarmation gathered

through the evaluation process to actively drive

o

£\ PERF 1 - prioritized nfe adoption of new services or resources when they
How do you evolve your become available.
workload to take advantage
of new releases? Evolve workload performance over time Info Define a process to improve workload
performance
SEC 2 - pricritized Infa Define a process to evaluate new services, design
How do you classify your patterns, resource types, and configurations as they
data? become available. For L‘)(drr.\pli:. rurf Exi:‘l?rlg
o
How do you decommission
resources? None of these
» Mark best practice(s) that don't apply to this workload Choose this if your workload does not follow these
) s best practices.
How o you deectan o ‘
FuSSEigRne seciny susned Motes - optional Lf::k‘:::;“ﬂ“ does not apply to this
Disable this question if you have a business
i oy e Juseaen:
L
workload?
1. 21% B Solls 7t R0l CiE L20| EAIELICH SHE U2 #as EAELC. 65 olF
olls 7t 2ol S WOl 471 EAIELC
& ol SHY EES AHUZE MESIH CIE HEQ HFESR 0|8 = /ULt
(M= AP TEEO| YT RC 9 HZEI0f Y H2 AWS WA Tool © T2 EO| HEE AR 303
A2 AEM =27t XIHE EED HI=L A0 MEtstx| o2 AES THEHE LI 2%
A FHM U&7 XIHE EES M85 I EE HE ZEMAE J7H535HE = J&LICH
2ME97t XINE U S50 M2 271 HE dols 22 ofol20| EAIELIC
2. 3¢+ idol= =X ZZ0| EAELICH 2D U= 2Y Al E MEELCH HWEE M=t &
E0|Lt 2 Atziof CHEr FI71 HEE g == JU&LICH TETHoHA E0{E7|E ME=ISt0{ Well-
Architected AWS & AWS re:Post 747 LIE|0f| M| ASHA| 2. AWS re:Post= Z2HE CHAMStE F
A 718F AR LIE|ILICH question-and-answer AWS re:PostE ALS5tH 2 310, HEH| E35
o, 30l 7tdstn, @171 FHE EZ2s5t, Eotste EE1 HHO| FEE = U&LICH

¢332 HE Ho|x|
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Trusted Advisor X7

QI3 Z=of CHal gMdstE 3

=

A

T
I

= Atlof AHEE

UCHE 2 El0| EAIE

2 Trusted Advisor 22 240 Trusted Advisor Z4AF Ef0| EA|E/LICE. 2
AE AAL E=0| U 2 EE M= CHZ0l Trusted Advisor HAL 7Hs 0{F 7t

LICH ZAF 27|18 MBS Trusted Advisor ZAF i 2 0|5 &hLCt.

usage?

COST 3. How do you moenitor
usage and cost?

COST 4. How do you
decommission resources?

COST 5. How do you
evaluate cost when you
select services?

COST 6. How do you meet
cost targets when you select
resource type, size and
number?

COST 7. How do you use
pricing models to reduce
cost?

COST 8. How do you plan for
data transfer charges?

COST 9. How do you manage
demand, and supply
resources?

COST 10. How do you
evaluate new services?

Question Trusted Advisor checks

COST 5. How do you evaluate cost when you select services? info

Ask an expert [J

Amazon EC2, Amazon EBS, and Amazon S3 are building-block AWS services. Managed services, such as Amazon RDS and Amazon
DynamoDB, are higher level, or application level, AWS services. By selecting the appropriate building blocks and managed services, you
can optimize this workload for cest. For example, using managed services, you can reduce or remove much of your administrative and
operational overhead, freeing you to work on applications and business-related activities.

(P Question does not apply to this workload |nfo

Select from the following

[ Identify organization requirements for cost |nfo

["] Analyze all components of this worklead Info

[] perform a thorough analysis of each component |nfo

[] select software with cost effective licensing Info

[C] select components of this workload to optimize cost in line with organization priorities Info
[[] perform cost analysis for different usage over time Info

[_] None of these |nfo

Trusted Advisor checks available
To help you answer the guestion, we have automated checks that will give you more context on
what you have in your account.

Helpful resources X

Ask an expert [1

@ Cloud products
[ Amazon 53 storage classes
25 AWS Total Cost of Ownership (TCO) Calculator

Identify organization requirements for cost
Work with team members to define the balance
between cost optimization and other pillars, such as
performance and reliability, for this workload.

Analyze all components of this workload

Ensure every workload component is analyzed,
regardless of current size or current costs. Review
effort should reflect potential benefit, such as
current and projected costs.

Perform a thorough analysis of each
component

Look at overall cost to the organization of each
component. Look at total cost of ownership by
factoring in cost of operations and management,
espedially when using managed services. Review
effort should reflect potential benefit: for example,
time spent analyzing is proportional to component
cost.

Select software with cost effective licensing

Open source software will eliminate software
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decommission resources? AWS Well-Architected Framework .
Amazon Redshift Reserved Node X
Add a link to your architectural design Optimization
COST 5. How do you
Al :c_ust uemyel Question Trusted Advisor checks R
select services? A Investigation recommended

Checks your usage of Redshift and provides

COST 6. How do you meet recommendations on purchase of Reserved Nodes to

Best Practice: Select components of this workload to optimize
cost targets when you select cost in line with organization priorities help reduce costs incurred from using Redshift On-
resource type, size and Last fatched: Oct 26, 2022 1:29 AM UTC-5 Demand. AWS generates these recommendations by
number? analyzing your On-Demand usage for the past 30

[ Download check details days. We then simulate every combination of
reservations in the generated category of usage in
order to identify the best number of each type of
Reserved Nodes to purchase to maximize your
Account statuses @ 2 savings. This check covers recommendations based
on partial upfront payment option with 1-year or 3-
year commitment. This check is not available to
accounts linked in Consolidated Billing.
Recommendations are only available for the Paying

COST 7. How do you use

pricing models to reduce @ savings Plan  Info
cost?

COST 8. How do you plan for @ Amazon ElastiCache Reserved Node Optimization  |nfo

7
data transfer charges? Account statuses @ 2

Account.
COST 9. How do you manage (© Amazon EC2 Reserved Instances Optimization  Info
T BRI Account statuses (&) 2
resources? Trusted Advisor checks reference [
@ Amazon OpenSearch Service Reserved Instance Optimization  |nfo Account statuses
COST 10. How do you Account statuses (@ 2 A 1 Investigation recommended

evaluate new services?
© 1 No problems detected
/A Amazon Redshift Reserved Node Optimization Info

» Sustainability @ Account statuses A 1 D1

@ Amazon Relational Database Service (RDS) Reserved Instance Optimization  |nfo

Account statuses () 2
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¥ Operational Excellence
OPS 1. How do you
determine what your
priorities are?

OPS 2. How do you structure
your arganization to support

your business outcomes?

OPS 3. How does your
organizational culture
support your business
outcomes?

OPS 4, How do you design
your workload so that you

can understand its state?

OPS 5. How do you reduce
defects, ease remediation,
and impreve flow inta
preduction?

OPS 6. How do you mitigate

diployment risks?

OPS 7. How do you know that
you are ready to suppert a
workload?

OPS B, How da you
understand tha health of

your workload?

OPS 9, How do you
understand the health of
your operations?

OPS 10, How da yeu manage
workload and operations

events?

OPS 11. How do you avolve

Well-Architected Tool
Review workload

AWS Well-Architected Framework

Add a link to your architectural design

Warkloads Retail Website AWS Well-Architected Framework

OPS 1. How do you determine what your priorities are? info Ask an expert [2

Everyone needs to understand their part in enabling business success. Have shared goals in order to set
priorities for resources. This will maximize the benefits of your efforts.

B Question does not apply to this worklesd Infa

Select fram the following

Evaluate external customer needs  |nfg
Evaluate internal customer needs  |nfo
Evaluate governance raguirements  |nfo
Evaluate compliance requirements Info
Evaluate threat landscape Info
Evaluate tradeoffs Info
Manage benefits and risks info

None of these Info

» Mark best practica(s) that don't apply to this workload

Motes - optional

2084 eharseters remaining

Helpful resources

Ask an expert [4

AWS Support
AWS Cloud Compliance

Evaluate external customer needs

Involve key stakeholders, including business,
development, and operations teams, to determine
where to focus efforts on external customer needs.
This will ensure that you have a tharough

understanding of the operations support that is

required to achieve your desired business outcomes.

Evaluate internal customer needs

Involve key stakeholders, including business,
development, and operations teams, whan

determining where ta focus efforts on intermal

customer needs, This will ensure that you have a
thorough wnderstanding of the operations support

that is required to a

higve business outcomes,

Evaluate governance requirements

Emsure that you are aware of guidelines or

abligations defined by your organization that may

mandate or emphasize ific focus. Evaluate
internal factors, such as organization policy,

standards, and requirements, Validate that you have

mechanisms to identify changes to governance. If no
governance requirements are identified, ansure that
you have applied due diligence to this

determination.

Evaluate compliance requirements

Evaluate external factars, such as regulatory

eompliance requirements and industry

tandards, ta
ansure that you are aware of guidelines or

abligations that may mandate or emphasize specific

foeus, If ne compliance Ements

dentified,
ansure that you apply due diligence to this

determination.

Evaluate threat landscape

Evaluate threats to the business (for axample,

operstions? Save and exit R
1. CI22 MEiSto{ O ZESZE do{ZLct 21% midoiMes 22 §l=lof £8 CtE ZEOo|Lt Ct
E 2=lof &8t R0 2 0|58 £ &Lch
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None of these Info

¥ Mark best practice(s) that don't apply to this workload
If one of the best practices within this question does not apply to your workload,

you can mark it as not applicable. You can also choose a reason and provide
additional notes for documentation.

Evaluate external customer needs Info

250 characters remaining

Evaluate internal customer needs Info

Out of Scope v

Internal customer needs to be addressed in following release

190 characters remaining

Evaluate governance requirements Info
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Well-Architected Tool Workloads Retail Website - North America AWS Well-Architected Framework Lens

AWS Well-Architected Framework Lens

Overview Improvement plan

Improvement plan overview

Risks

(®) High risk 3
/A Medium risk 1

Improvement items 1

S ZE0| 7 SEE YO|O|ESto] H A= E JH4d0| obH AR EIX| BI Rt S S LIEHLICH

M SEHE H

oy
ol

=

2

1. 7 A= M mo|X| & Ete| EBE3 0] /= K EE O|F(Retail Website - North
America)S Z2/&LICt

3. HAz=E e Moz o|SE Chg E&CH2 SH0M AFEIX| 2

Workload status

Improvement status
Choose the status of your workload improvements.

Not Started =

__1 None

Not Started @

In Progress Not Started

Complete

Risk Acknowledged
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Retail Website - North America Delete workload
Milestones Properties

Improvement plan

Review

Improvement plan overview

Risks
(¥) High risk 1
/A Medium risk 2
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with company policy ABC-2021 as revised on 2021/09/01.",
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O] MMoi| M= AL AF XY Hl=ef BEEl HEIS HolghL|ch 228 AWS Well-Architected Z 2| 212
39| 7|Sof ofEt7ALE, RH&IRto| 7|1 & Holst L, & CF & &= U&LICt
AERE X R StLtoll= ZICH 10702 HElg Holg &= /U&Lch.
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* security
 reliability

« performance

gE|= IDE Dw8Hok gLCh

operationalExcellence

* costOptimization

* sustainability

« name: =9

"pillars": [
{
Ilidll:
"name" :
1,
{
Ilidll:
"name" :
}
]
AR 4

Ol Mol i AT BT WSS Folc

AMEX R

O|& &LICt. O|&=2 =ICH 128X+ K| K|

"company_Privacy",

"Privacy Excellence",

"company_Security",

"Security",
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« title: Z Q| MSFLICH MS2 ZIcH 128Xt X| X[HE =+ U&LICH

M

 description: ZEZ& O AtAMIS| dHELICH dB2 =|CH 2048%t77HX| e 4 U&LICH

« helpfulResource displayText: ME4 ALFLICH EEO| CHEt R88 HEE M3 5t= HAE
LIt BIAE = Z[CH 2048KI77HK| & & = Q& LICH helpfulResource url2 X|Hste 8%
O| IAE T X|Z&HofF &Lct.

« helpfulResource url: MEd AL QILICH EEE O AtM[5| dFSt= URL 2|&ALICH URLE
http:// =& https://2 AlZ&H{oF grLiCt

(® Note
HAE HX T2 EE Jiradl| S7I5HE [ EF 0l EZ 2| “id"2t “title”0| 25 E A[ELIC}H
Jira E|ZI0]| AF2 El= A2 LICH [ QuestionID ] QuestionTitle

"questions": [

{
"id": "privacyol",
"title": "How do you ensure HR conversations are private?",
"description": "Career and benefits discussions should occur on secure channels

only and be audited regularly for compliance."
"helpfulResource": {
"displayText": "This is helpful text for the first question",
"url": "https://example.com/poptquest0l_help.html"
1,

},
{
"id": "privacyo2",
"title": "Is your team following the company privacy policy?",
"description": "Our company requires customers to opt-in to data use and does

not disclose customer data to third parties either individually or in aggregate."
"helpfulResource": {
"displayText": "This is helpful text for the second question",
"url": "https://example.com/poptquestd2_help.html"
b
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[

AR XH HERo Mz E20 2|CH 15712 MEH &= Holg = /JU&LCh

o id: MEH EFo| IDYLICE IDOM= 3~128R7H K| AHE 7tSotH SRt L HE(') EXE 28 e =
AUA&LICH A2l ZH MEi g5of Cis 8t IDE X|H35HoF &
ZF7+stH EEof Cis None of these ME =502 2tESELIC

« title: M= E=Oo| MFALICH MSF2 Z|CH 128K7HK| X|HE = AU&LICt

« helpfulResource displayText: MES At IL|CE MEH & Foi CHet RE& HEE MI3st=
SIAEQILCtH BIAE = Z|CH 2048KH77H K| 2Hd e = U&LICH helpfulResource urlO| X[H=

7=10 E-IIAE E Esl-g”ol: St |__||:|.

« helpfulResource url: MEH AbEFQIL|CH MEH =S O RHM|S| HHSt= URL 2lAALICH.

URL http:// EE= https://2 AlZslof & LCt

- improvementPlan displayText: MEi & F2 7MY = U= WHS dHst= HAEQJLICEH
B AE = Z(CH 2048Kt77H K| B HE = U&LICH None of these ME §F 2 gt 2F ME4 &5
o= improvementPlanO| EQtL|C}.

« improvementPlan url: M AFEFILICE JHM0l 20| E &= /}U= URL 2[&ALICH URL2
http:// £ https://2 AlZ&{oF gL|Ct

- additionalResources type: MEH AFZRILICEH F7t 2laA SELICH olm 22
HELPFUL_RESOURCE EE= IMPROVEMENT_PLANO| & £ J&L|Ct.

« additionalResources content: ME4 AL LICEH F7} 2|AA 9| displayText X url 22
RI-gLct Med & =of z|cH 5742 &8 F7F 2laAel 2|CH 5742 F7H M A= &= XY
g = JsLct

- displayText: M% M%“.;! LICH 88 B|AA = JiM HEe MEsts HAEQIL|CH HA

E = %|CH 2048%t77H K| &

'l'
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@ Note
HAH U= QI EEE Jiradll S7|5He [ MEH =0l 2E U MEd F=of ‘oot MEH &
Fo| “M=Z"0o] EAIELICEH
AMNSE &HAI2 QL [ QuestionID | ChoiceID ] ChoiceTitle

"choices": [
{
"id": "choice_1",
"title": "Option 1",
"helpfulResource": {
"displayText": "This is helpful text for the first choice",
"url": "https://example.com/popt0@l_help.html"

I
"improvementPlan": {
"displayText": "This is text that will be shown for improvement of
this choice.",
"url": "https://example.com/popt0@l_iplan.html"
}
I
{
"id": "choice_2",

"title": "Option 2",
"helpfulResource": {
"displayText": "This is helpful text for the second choice",
"url": "https://example.com/hr_manual_CORP_1.pdf"
},
"improvementPlan": {
"displayText": "This is text that will be shown for improvement of
this choice.",
"url": "https://example.com/popt02_iplan_@1.html"
.
"additionalResources": [
{
"type": "HELPFUL_RESOURCE",
"content": [
{
"displayText": "This is the second set of helpful text for this
choice.",
"url": "https://example.com/hr_manual_country.html"

}I
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"displayText": "This is the third set of helpful text for this
choice.",

"url": "https://example.com/hr_manual_city.html"

]
},
{
"type": "IMPROVEMENT_PLAN",
"content": [
{
"displayText": "This is additional text that will be shown for
improvement of this choice.",
"url": "https://example.com/popt02_iplan_@2.html"

},
{
"displayText": "This is the third piece of improvement plan
text.",
"url": "https://example.com/popt02_iplan_0@3.html"
}
{
"displayText": "This is the fourth piece of improvement plan
text.",
"url": "https://example.com/popt02_iplan_@4.html"
}
]
}
]
},
{
"id": "option_no",

"title": "None of these",
"helpfulResource": {

"displayText": "Choose this if your workload does not follow these best
practices.",

"url": "https://example.com/popt02_iplan_none.html"
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« condition: 9| /¥ &0 B M FFo| R 2 RHAMLZ, T AIF0| gl 82

default Zf0O| X|&ELICH

o risk: 2740} H2AE S LIEFHLICH &8 2F2 HIGH_RISK, MEDIUM_RISK, NO_RISK®IL]

& H2lol =ME & LICE & Bl condition® trueZ LIt 220l CHEt QI8 &2 M
MELICH /= #Al2 735tE Letdel IiEHE2 2=o| 7HE M2(UEtMo 2 7+ MIEsHE) &0
M AIEFSHOd 7hE SIBIBHIHE THMOIX| 82) 7Al £ M2 XS sts Tl
of:
"riskRules": [
{
"condition": "choice_1 && choice_2 && choice_3",
"risk": "NO_RISK"
iy
{

"condition": "((choice_1 || choice_2) && choice_3) [| (!choice_1 &&

choice_3)",
"risk": "MEDIUM_RISK"

},

{
"condition": "default",
"risk": "HIGH_RISK"

}

A E20i Ml 7k x| MEH &5 (choice_1,choice_2, choice_3)0| /= B O|z{8 I8 #=lo| A=

=1

CtHEo Z&Lch

« M 7R e 52 25 MEeiE fI-2S &L
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Resource
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"Version": "2012-10-17",
"Statement": [
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
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{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

S22 o cHet MA| HAHA HEF 504

O| il Al ME ASRIIAH I E=ofl CHEF AWS HIE FA HAMA HEHS Fodstadn &hich M=
HMAE S5 AHEXH= ol AWS WA Tool 2 E ﬂg% 28E £ QIALICH Ol HMAL Q3 E2E X
o] a=2C AX|, aRE E7| 2 3 2E AH0|E

{

"Version": "2012-10-17",

"Statement" : [
{
"Effect" : "Allow",
"Action" : [

"wellarchitected:*"
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"Resource": "*"

}

o

HIZEE0f 17| ME HM A HEF Hod
O| oAl E KT Z=0f CHEF AWS A 17| T MM A HEHE AFE X0 AH Foidted &huct.
Ol7| M HM AT} QlomH ALK} 7 AWS WA TooldlAH QI 2EEE £ 4 &LCh.

"Version": "2012-10-17",
"Statement" : [

{
"Effect" : "Allow",

"Action" : [
"wellarchitected:Get*",
"wellarchitected:List*"

1,

"Resource": "*"

}

Bt 23 2= SHH A

O| Al E EIXe| T ZE & 5Lt CHEE AWS A 27| T8 HMA HEHE AFE X0 AH| F 04
stod T §FL|Cl 99999999999955555555555566666666 us-west-2 7|& IDE 7777888899992
LIC}.

"Version": "2012-10-17",
"Statement" : [
{
"Effect" : "Allow",
"Action" : [
"wellarchitected:Get*",
"wellarchitected:List*"
1,
"Resource": "arn:aws:wellarchitected:us-
west-2:777788889999:workload/999999999999555555555555666666666"
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}

£

Jira2 FHUYE{Q| MH|AE =74 7| AF2 AWS Well-Architected Tool

r

oAM= MH|ARE =
ra

=L _AL [
g & e Jir

ZH 7|8 AEstod A™He 3 2E0]| wellarchitected:JiraProjectKey
EMEE Mo{st= WHE 2oiFLct.

2o

iul
1jo
rlo

ZU 710 g o CiE dFUL|CH

+ CreateWorkload:E wellarchitected:JiraProjectKey &I&35IH AFEXI7F MMHEH ZE ¢
JZCof A% £ Qe AFEX XM Jira ZEZMEE MHO|& 4 QU&LICH CreateWorkload 02
EO{AIEXI7 ZEME ABCE M KIZEE MMslE{1 st=0d HAo| M Z2HME PQREF X|H
5t 2hd0| HEFELICH.

- UpdateWorkload:ZE wellarchitected:JiraProjectKey &IE5tH 0| EH {AZE E= 2
EQgZcof 988 £+ UE AFEA X|H Jira TEZMEE Holg £ &LIC} UpdateWorkload
ofE S0{ MEX7I ZEME ABCE 7|&E I 2CEE YO|O|EStE{ T st=d oM Z2ENME
PQRE X|H5tH 40| HRELICH 8t ArEX7t ZEME PQRO| HIZE YIAEEE 74K QU
=0 Z2ME ABCO| AL S I 2= YO0|ESE{D 5+ & o] HEELIch

+ UpdateGlobalSettings:wellarchitected:JiraProjectKeydl&5tH HAZ4E &= Qs AL

A RI" Jira Z2EMEE Ho|g = QU&ELICH UpdateGlobalSettings AWS A™EAIE =& M™H
2 A™ =& 2| Jira dE 2 MHE2|stX| = AHe| FI2ZEE ESELICH & S0{ AAE X017

CHAM|A HEHo| e B H ™ol Q= UpdateGlobalSettings YA ZE=E Mol X|HL|X| f2

IZMEO| Qe £+ 9i&L|C

—_

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "VisualEditoro",

"Effect": "Allow",

"Action": [
"wellarchitected:UpdateGlobalSettings",
"wellarchitected:CreateWorkload"

1,

"Resource": "*",

"Condition": {
"StringEqualsIfExists": {
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"wellarchitected:JiraProjectKey": ["ABC, PQR"]
}
}
.
{
"Sid": "VisualEditorl",
"Effect": "Allow",
"Action": [
"wellarchitected:UpdateWorkload"
1,
"Resource": "WORKLOAD_ARN",
"Condition": {
"StringEqualsIfExists": {
"wellarchitected:JiraProjectKey": ["ABC, PQR"]

AWS 2™ HA2 Ot &L CH AWS Well-Architected Tool

AWS ZH 2 HAM2 oM ddstn o
AL Atedlol CHEr = j

= U&LICH

|5t S 213 MRl |t AWS AWS ZH2|S XAlie ofe oldt
= NES

o -
18 9 gl et B
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AWS Z 2|8 M2 D E AWS TZHO| AFBE £+ Qoo 2 EX ALS Abgd|of CHaH |4 HEH HEHS
ol

= 4738 4 Qi LITH AWS AWS BHEI% Eatol HolE Hetg olols
S 72 AWS SHT HEI0IEE HA0| 47T DE FH ID (ALK, 18, 22 of Y& 0/ELc
p =2 o
=

AWS M API 40| A|ZFE|HLE 7| & MHH|A0 Al AWS AH|A API 22
q F

=~

KEMEF LI 2 1AM AL DB M| AWS ZE|E A E A RSHAAIL.

AWS ZF2|3 &= WellArchitectedConsoleFullAccess
WellArchitectedConsoleFullAccess HAME IAM E0 0150 ¢14E 4= A &L|C}.

O| 22 of CHet A& HMA HEHES AWS Well-Architected Tool £ 04&HL|C}.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies

AWS Well-Architected Tool
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{
"Version": "2012-10-17",
"Statement" : [
{
"Effect" : "Allow",
"Action" : [
"wellarchitected:*"
1,
"Resource": "*"
}
]
}

AWS 2|3 3 WellArchitectedConsoleReadOnlyAccess

WellArchitectedConsoleReadOnlyAccess HAE IAM E0Q Q15 of HAZE
O] M&2 of Cist 27| T8 YMAE AWS Well-Architected Tool 2048} L|C}.
e ME HE

{

"Version": "2012-10-17",
"Statement" : [

{

"Effect" : "Allow",

"Action" : [
"wellarchitected:Get*",
"wellarchitected:List*"
"wellarchitected:ExportLens"

1,

"Resource": "*"

}

AWS 22| E&: AWSWellArchitectedOrganizationsServiceRolePolicy

AWSWellArchitectedOrganizationsServiceRolePolicy M2 |IAM E0t QI
ol&LCt.
AAEH
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0| &2 AWS Organizations AWS Well-Architected Tool Organizations2}t2| £& & X|ste o Z
Qe zte| HEtS FoigrLCt o|2{3t HEtE S =& el AHM Elad SRE EUsE =

AWS WA Tool & LICt.

Het M YE

0

oh

o| YAof= ChZ HEho| Z&Elof JU&LICH

i

- organizations:ListAWSServiceAccessForOrganization— FI X7} AWS A{H|A HAA
7t AL 7S EHK| B RlE = JU&LICH AWS WA Tool

- organizations:DescribeAccount - 29t FH|7t ZE|o| HHof Ciet HWEE AME = U&L
Ct.

- organizations:DescribeOrganization- 29 FX|7} ZE| A Mof Cist HEE AME £ Q)
2
&LCt.

- organizations:ListAccounts - 2ot A7} ZEof £ HYH SE 2 HME

« organizations:ListAccountsForParent - 20t F|7} ZZEo| X|HE RE =0 ZZof

a8t AN S22 AME 4+ AaLc

« organizations:ListChildren- 2¢t FX|7t ZZF|o| Fo{ZTI FE oM Z&of £ A H

X X ERlov)e S5 AME £ &Lt

« organizations:ListParents - 2ot F&|7| QUM X|Het &2A & &= E= Z& W AH
ZEo ZHMSH £ ol |Ch
| E B2 T AAHE .

- organizations:ListRoots - 2ot FX7} ZE L 2ZE RE L& S5 AME = JU&LcH

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"organizations:ListAWSServiceAccessForOrganization",
"organizations:DescribeAccount",
"organizations:DescribeOrganization",
"organizations:ListAccounts",
"organizations:ListAccountsForParent",
"organizations:ListChildren",
"organizations:ListParents",
"organizations:ListRoots"
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"Resource": "*"

AWS 22 2 AWSWellArchitectedDiscoveryServiceRolePolicy

AWSWellArchitectedDiscoveryServiceRolePolicy H&& |IAM E0F Q15 0f 1AE £+ U&
L|CF.

0| A= E8H AWS Well-Architected Tool 2|AAQF ZZAEI AWS AMH|A L Z|AA| HHAE £
A Tool Q&LICH

O] ¥2ol= Cts HEro| L lof U&LICH

« trustedadvisor:DescribeChecks— A2 7158t Trusted Advisor ZAF S & E A|&L|CE.

« trustedadvisor:DescribeCheckItems— ZcH27} X|I™HE &Ef & 2| AAE ZEE Trusted
Advisor At Cl|O|E{& 7tA{=ZLICt. Trusted Advisor

« servicecatalog:GetApplication— OHZE[FH|0|MO| MIE HEE 7HX{ZLICt. AppRegistry

- servicecatalog:ListAssociatedResources—OHZE[AH|0|MIt BAE E[AAE LIFFLICEH
AppRegistry

« cloudformation:DescribeStacks — AWS CloudFormation AEBHO| M| ME & 7t X{SL|C}.

« cloudformation:ListStackResources—AEHD}L ZRAEI B[ AAE L}QESHLICH AWS
CloudFormation

- resource-groups:ListGroupResources—al| 2|AAE LIPELICI ResourceGroup

« tag:GetResources— & CH4. ListGroupResources
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« servicecatalog:CreateAttributeGroup - €2
Ct.

- servicecatalog:AssociateAttributeGroup— AMH|A 2| 4 2 EE ofZ 2|7 0|41} o
ZAgrLICH AppRegistry

104

 servicecatalog:UpdateAttributeGroup - MH|A #E[E £4 25 UClo|EELICE

-« servicecatalog:DisassociateAttributeGroup—A{H|A EE| &4 2ES oiEE(AH 0|Mo]
M 22IgfLct. AppRegistry

- servicecatalog:DeleteAttributeGroup - 2R3t A AMH|A B8 &8 a5 AAEL
Ct.
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AR 7H0|E

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"trustedadvisor:DescribeChecks",
"trustedadvisor:DescribeCheckItems"

1,

"Resource": [

i
]
.
{
"Effect": "Allow",

"Action": [
"cloudformation:DescribeStacks",
"cloudformation:ListStackResources",

"resource-groups:ListGroupResources",

"tag:GetResources"
1,
"Resource": [
Hxn
]
.
{
"Effect": "Allow",

"Action": [

"servicecatalog:ListAssociatedResources",

"servicecatalog:GetApplication",

"servicecatalog:CreateAttributeGroup"

1,

"Resource": [
ngn

]

o

{
"Effect": "Allow",

"Action": [

"servicecatalog:AssociateAttributeGroup",
"servicecatalog:DisassociateAttributeGroup"

1,

"Resource": [

AWS ZElE8 ZH
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"arn:*:servicecatalog:*:*:/applications/*",
"arn:*:servicecatalog:*:*:/attribute-groups/AWS_WellArchitected-*"
]
.

{
"Effect": "Allow",

"Action": [
"servicecatalog:UpdateAttributeGroup",
"servicecatalog:DeleteAttributeGroup"
1,
"Resource": [
"arn:*:servicecatalog:*:*:/attribute-groups/AWS_WellArchitected-*"
]
}
]
}

AWS WA ToolAWS £ 2|3 23 AH|o|E

o0

O| MH|A7} O|g{8r 448 A& 2 F™5t7| Al=HEF AWS WA Tool 0|F 2| AWS £2|™ HA 40| E0f
CHet M8 MEE 2 & Ict. Of u1|o|x|0| H473 AbEof CHE AHS 2l 2o AWS WA Tool

Y
T ST = = T AAE

FM 7|5 H0o|X|oAH RSS &

HZA ALE A =L
AWS WA Tool BHHEE 22| WellArchitectedCon 20234 62 222

A soleReadOnlyAccess
0 "wellarchitected:E
xport*" 7t FILEIRI&LICH

AWS WA Tool MH|A Q& X Z|AAQF BR4EI AWS MH|A  2023H 58 3¢
M =7t L B|AA| HMAE = AWS
WA Tool AUZE AWS Well-
Architected Tool £7}E|U&
LICtAwSWellArchitected

DiscoveryServiceRo
lePolicy .
AWS WA Tool ™8t F7} AWS MH|A HM|ATEE 2022 7 22

MEHEIER| 2Oy £
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AWS WA Tool.
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AWS Well-Architected Tool ID Z! HHA 2 X sHZ

2 AME AL E Il YAE + Qe UEHX QI EX|E AWS WA Tool TIEHSET
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- MeECIS1 A2 &g s8lst HEto| gi&LIcH AWS WA Tool

MeECISy 22 2fdg g Hsto| giaL|ch AWS WA Tool

xolg EliE Heto| QiCHE AWS Management Console HIAIX|7F EAIZ|H ZE[X0IH =€ 28
stiof gLct #E|XtE 2321 2ot 18 HEE M3 FH AFR LC.

CtZo| x| LR = mateojackson A-ER7F Z2&£E ALE38H DeleteWorkload &g stz

otx|2F Heto| gle 32 Ll

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to
perform: wellarchitected:DeletelWorkload on resource: 11112222333344445555666677778888

0| of| AloflA-= wellarchitected:DeleteWorkload &H¢]
11112222333344445555666677778888 B|AAN| HAMA
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AWS Health Dashboard& Safl 7' HHol= 28 EX7F AIAELICH AHS E&dol| CHEF REAIEH LIS
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https://docs.aws.amazon.com/health/latest/ug/what-is-aws-health.html
https://aws.amazon.com/compliance/services-in-scope/
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https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
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https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
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https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcearn
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount
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{
"Version": "2012-10-17",
"Statement": {
"Sid": "ConfusedDeputyPreventionExamplePolicy",
"Effect": "Allow",
"Principal": {
"Service": "wellarchitected.amazonaws.com"
},
"Action": "wellarchitected:ActionName",
"Resource": [
"arn:aws:wellarchitected:::ResourceName/*"
1,
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:wellarchitected:*:123456789012:*"
},
"StringEquals": {
"aws:SourceAccount": "123456789012"
}
}
}
}
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"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:dev-dsk-xiulan-2a-1111111c.us-
west-2.amazon.com",
" "arn:aws:sts: :444455556666:assumed-role/well-architected-api-svc-integ-
test-read-write/dev-dsk-xiulan-2a-1111111c.us-west-2.amazon.com",
"accountId": "444455556666",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
" "arn:aws:iam: :444455556666:r0le/well-architected-api-svc-integ-

arn :

arn":
test-read-write",
"accountId": "444455556666",
"userName": "well-architected-api-svc-integ-test-read-write"
},
"webIdFederationData": {3},
"attributes": {
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"mfaAuthenticated": "false",
"creationDate": "2020-10-14T03:41:3972"

}
}
},
"eventTime": "2020-10-14TQ4:43:137Z",
"eventSource": "wellarchitected.amazonaws.com",
"eventName": "CreateWorkload",
"awsRegion": "us-west-2",

"sourceIPAddress": "198.51.100.178",
"userAgent": "aws-internal/3 aws-sdk-java/1.11.848

Linux/4.9.217-0.1.ac.205.84.332.metall.x86_64 Open]DK_64-Bit_Server_VM/25.262-b10

java/1.8.0_262 vendor/Oracle_Corporation",
"requestParameters": {

"ClientRequestToken": "08af866a-0238-4070-89c2-b689ca8339f7",

"Description": "***'",
"AwsRegions": [

"us-west-2"
1,
"ReviewQOwner": "***'",
"Environment": "PRODUCTION",
"Name": '"*x*'",

"Lenses": [
"wellarchitected",
"serverless"

I
"responseElements": {
"Arn": "arn:aws:wellarchitected:us-

west-2:444455556666:workload/8cdcdf7add10b181fdd3f686dacffdac",

"Id": "8cdcdf7add10b181fdd3f686dacffdac”
I
"requestID": "22bad4e3-aa5l1-4ff1-b480-712ee@7cedbd",
"eventID": "50849dfd-36ed-418e-a901-49f6ac7087e8",
"readOnly": false,
"eventType": "AwsApiCall",
"recipientAccountId": "444455556666"
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"version":"Q",
"id":"Q@0de336a-83cc-b80b-f0e6-f44c88a96050",
"detail-type":"AWS API Call via CloudTrail",
"source":"aws.wellarchitected",
"account":"123456789012",
"time":"2022-02-17T08:01:257",
"region":"us-west-2",
"resources":[],
"detail":{
"eventVersion":"1.08",
"userIdentity":{
"type":"AssumedRole",
"principalId":"AROA4JUSXMN5ZR6S7LZNP:sample-user",

"arn":"arn:aws:sts::123456789012:assumed-role/Admin/example-user"

"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"sessionContext":{
"sessionIssuer":{
"type":"Role",
"principalId":"AROA4JUSXMN5ZR6S7LZNP",
"arn":"arn:aws:iam::123456789012:role/Admin",
"accountId":"123456789012",
"userName":"Admin"
.
"webIdFederationData": {3},
"attributes":{
"creationDate":"2022-02-17T07:21:547",
"mfaAuthenticated":"false"

I,

"eventTime":"2022-02-17T08:01:257",
"eventSource":"wellarchitected.amazonaws.com",
"eventName":"UpdateAnswer",

"awsRegion":"us-west-2",
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"sourceIPAddress":"10.246.162.39",
"userAgent":"aws-internal/3 aws-sdk-java/1.12.127
Linux/5.4.156-94.273.amzn2int.x86_64 Open]DK_64-Bit_Server_VM/25.312-b07
java/1.8.0_312 vendor/Oracle_Corporation cfg/retry-mode/standard",
"requestParameters":{
"Status":"Acknowledged",
"SelectedChoices":"***"
"ChoiceUpdates":"***",
"QuestionId":"priorities",
"WorkloadId":"ee73fda518f9bd4aa804c6252e4e37b0",
"IsApplicable":true,
"LensAlias":"wellarchitected",
"Reason":"NONE",
"Notes'":"***"
},
"responseElements":{
"Answer" :'"x**"
"LensAlias":"wellarchitected",
"WorkloadId":"ee73fda518f9bd4aa804c6252e4e37b0"
I
"requestID":"7baell53-26a8-4dc0-9307-68b17b107619",
"eventID":"8339c258-4ddd-48aa-ab21-3f82ce9d79cd",
"readOnly":false,
"eventType":"AwsApiCall",
"managementEvent":true,
"recipientAccountId":"123456789012",
"eventCategory":"Management"
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"version":"Q",
"id":"4054a34b-60a9-53c1-3146-cla384dbaslb",
"detail-type":"AWS API Call via CloudTrail",
"source":"aws.wellarchitected",
"account":"123456789012",
"time":"2022-02-17T08:58:3472",
"region":"us-west-2",

"resources":[],

AWS WA Tool2| MEZ O[HIE

137



AWS Well-Architected Tool

"detail":{
"eventVersion":"1.08",
"userIdentity":{
"type":"AssumedRole",
"principallId":"AROA4JUSXMN5ZR6S7LZNP:example-user",

"arn":"arn:aws:sts::123456789012:assumed-role/Admin/example-user",

"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"sessionContext":{
"sessionIssuer":{
"type":"Role",
"principalId":"AROA4JUSXMN5ZR6S7LZNP",
"arn":"arn:aws:iam: :123456789012:role/Admin",
"accountId":"123456789012",
"userName":"Admin"
.
"webIdFederationData":{},
"attributes":{
"creationDate":"2022-02-17T07:21:547",
"mfaAuthenticated":"false"

},

"eventTime":"2022-02-17T08:58:347",
"eventSource":"wellarchitected.amazonaws.com",
"eventName":"CreatelLensVersion",
"awsRegion":"us-west-2",
"sourceIPAddress":"10.246.162.39",

"userAgent":"aws-internal/3 aws-sdk-java/1.12.127

Linux/5.4.156-94.273.amzn2int.x86_64 Open]DK_64-Bit_Server_VM/25.312-b07

java/1.8.0_312 vendor/Oracle_Corporation cfg/retry-mode/standard",

"requestParameters":{
"IsMajorVersion":true,
"LensVersion'":"***",
"ClientRequestToken":"03f46163-e95c-4455-8479-266373aa09c7",
"LensAlias":"***"

},

"responseElements":{
"LensArn":"arn:aws:wellarchitected:us-

west-2:123456789012:1ens/6261deecb9def44f9aecc938ca25d94e",

"LensVersion":"***"

.

"requestID":"167b7051-980d-42ee-9967-0b4b3163e948",

"eventID":"c7ef2b47-419d-45b7-8982-fbade9b558c7",
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"readOnly":false,
"eventType":"AwsApiCall",
"managementEvent":true,
"recipientAccountId":"123456789012",
"eventCategory":"Management"
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