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Examplelnc-CostAllocation.json
Che2 H|8 89 B2 8 2105k el HA ol of lLCt.
{
"tags": {
"example-inc:cost-allocation:ApplicationId": {
"tag_key": {
"@eassign": "example-inc:cost-allocation:ApplicationId"
1,
"tag_value": {
"@Eassign": [
"DatalakeX",
"RetailSiteX"
]
}
},
"example-inc:cost-allocation:BusinessUnitId": {
"tag_key": {
"@@assign": "example-inc:cost-allocation:BusinessUnitId"
},
"tag_value": {
"@@assign": [
"Architecture",

AWS Organizations — Ef 1 Z3%H
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"DevOps",
"FinanceDatalLakeX"

}
},
"example-inc:cost-allocation:CostCenter": {
"tag_key": {
"@@assign": "example-inc:cost-allocation:CostCenter"
},
"tag_value": {
"@Eassign": [
"123-*"

"tags": {
"example-inc:disaster-recovery:rpo": {
"tag_key": {
"@eassign": "example-inc:disaster-recovery:rpo"
1,
"tag_value": {
"@eassign": [
"eh",
"24h"

0| 0|0l M= ExampleInc-CostAllocation Ef1 & 0| Workloads OUO| HZ&E|2 2 Prod &
Test 5t¢l ouQS| 2 & 7ol M ELICH OHEH7FXK|2 ExampleInc-DisasterRecovery Ef1 &34
2 Prod OUO| AZE|= 2 0| OU ofeio| AHoEF HEELICH CHE A HEE2 AAE8 B4 74 WMo
Me #E oU +Z=E 2t XHAMI5| g Lct.
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aws:cloudformation:stack-name
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aws:cloudformation:logical-id
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https://aws.amazon.com/blogs/aws/new-ec2-auto-scaling-groups-with-multiple-instance-types-purchase-options/
https://aws.amazon.com/blogs/aws/new-ec2-auto-scaling-groups-with-multiple-instance-types-purchase-options/
https://aws.amazon.com/blogs/mt/proactively-keep-resources-secure-and-compliant-with-aws-cloudformation-hooks/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/resource-import-supported-resources.html
https://aws.amazon.com/devops/what-is-devops/
https://aws.amazon.com/blogs/mt/introducing-aws-cloudformation-guard-2-0/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-as-tags.html
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let all_asgs = Resources.*[ Type == 'AWS::AutoScaling::AutoScalingGroup' ]

rule tags_asg_automation_EnvironmentId when %all_asgs !empty {

let required_tags = %all_asgs.Properties.Tags.*[

Key == 'example-inc:automation:EnvironmentId' ]
Srequired_tags[*] {

PropagateAtLaunch == 'true'

Value IN ['Prod', 'Dev', 'Test',6 'Sandbox']

<<Tag must have a permitted value

Tag must have PropagateAtLaunch set to 'true'>>

rule tags_asg_costAllocation_CostCenter when %all_asgs !empty {
let required_tags = %all_asgs.Properties.Tags.*[

Key == 'example-inc:cost-allocation:CostCenter' ]
%required_tags[*] {
PropagateAtLaunch == 'true'

Value == /7123-/
<<Tag must have a permitted value
Tag must have PropagateAtLaunch set to 'true'>>

}
}
AE oMo M= AutoScalingGroup Rl ZE 2lAA0 CHal| RIERIS LE{RSHCHS F 7HX|
g MEFLIcH

tags asg_automation EnvironmentId - O| 7|& 7% EfO7t EXHStD HAEE 2 S5 LHof
Zt0| 111 PropagateAtLaunch7t trueZ MM E[0] JU=X| & lgLICt

- tags_asg_costAllocation_CostCenter - O| 7| 7}l Ef 7} EXHE

2 AE5tE 240l 1 PropagateAtLaunch7t trueE MHE|0] JUeEX| &#QIFLICH
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"tags": {
"example-inc:cost-allocation:ApplicationId": {
"tag_key": {
"@eassign": "example-inc:cost-allocation:ApplicationId"
},
"tag_value": {
"@eassign": [
"DatalLakeX",
"RetailSiteX"
]
},
"enforced_for": {
"@eassign": [
"ec2:instance",
"ec2:volume"

}
.
"example-inc:cost-allocation:BusinessUnitId": {
"tag_key": {
"@@assign": "example-inc:cost-allocation:BusinessUnitId"
.
"tag_value": {
"@@assign": [
"Architecture",
"DevOps",
"FinanceDatalakeX"
]
},
"enforced_for": {
"@Eassign": [
"ec2:instance",
"ec2:volume"
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_supported-resources-enforcement.html
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]
}
},
"example-inc:cost-allocation:CostCenter": {
"tag_key": {
"@@assign": "example-inc:cost-allocation:CostCenter"
},
"tag_value": {
"@Eassign": [
"123-*"
]
.
"enforced_for": {
"@@assign": [
"ec2:instance",
"ec2:volume"
]
}
}

AWS Config (required_tag)

AWS Config2(£) AWS 2|4

M XIHE= BlAA 8 #X). EfT %
a7t Qls ElAAE AlHEtE 88 + A& LICHrequired_tagsollM X[#H5t=

O|™ iAol 2= Amazon EC2 QIAEIAO| 7|71 AEXR| EHAEE £ l&LICE 7|71 EXHSHK| &
E 42 AHAE 7Y O0/&42 SSELICE 0] AWS CloudFormation B Z %! Amazon S3 HZ!
Amazon EC2 QIAEIA 2l Amazon EBS & 0AM Zoi AHE Z 7|7t QY=X| HAESHE AWS

Config &2 AHELICEH

AO| TS T TAF Y FEHE £ Ue MH|IALICHAWS Config
Mo| AR required_tags A2 AFE5t0 EH 79| Ej

Resources:
MandatoryTags:
Type: AWS::Config::ConfigRule
Properties:
ConfigRuleName: ExampleIncMandatoryTags
Description: These tags should be in place
InputParameters:
taglKey: example-inc:cost-allocation:ApplicationId
tag2Key: example-inc:cost-allocation:BusinessUnitId
tag3Key: example-inc:cost-allocation:CostCenter

Elas RE HX).
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https://docs.aws.amazon.com/config/latest/developerguide/resource-config-reference.html
https://docs.aws.amazon.com/config/latest/developerguide/resource-config-reference.html
https://docs.aws.amazon.com/config/latest/developerguide/required-tags.html
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tag4Key: example-inc:automation:EnvironmentId
Scope:

ComplianceResourceTypes:

- "AWS::S3::Bucket"

- "AWS::EC2::Instance"

- "AWS::EC2::Volume"
Source:

Owner: AWS

Sourceldentifier: REQUIRED_TAGS
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CHS Aol M= Z=40| example-inc:cost-allocation:CostCenter Ef27}
ec2:RunInstances @M HEELICH.

chge 7% scPeLit

"Version": "2012-10-17",
"Statement": [
{
"Sid": "DenyRunInstanceWithNoCostCenterTag",
"Effect": "Deny",
"Action": "ec2:RunInstances",
"Resource": [
"arn:aws:ec2:*:*:instance/"
1,
"Condition": {
"Null": {
"aws:RequestTag/example-inc:cost-allocation:CostCenter": "true"
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"Tags": [
{
"Key":
Window",
"Resourceld":
"i-012345678ab9abl
11",
"ResourceType":

"Maintenance

"instance",
"Value":
* TUE#1 *)"

Yo

{

"Key": "Name",
"Resourceld":
"i-012345678ab9ab2

22",
"ResourceType":
"instance",
"Value": "WEBAPP"

1,

{
"Key":
"ResourceId":
"i-012345678ab9ab3

33",
"ResourceType":
"instance",
"Value":

AL2"

}

]

}

"cron(30 23 ?

"Patch Group",

"WEBAPP-DEV-

of et CHE & AS

Staging

{
"Tags": [
{
"Key":
Window",
"Resourceld":
"i-012345678ab9ab4
44",
"ResourceType":

"Maintenance

"instance",

"Value": "cron(30 23 7
* TUE#2 *)"

Yo

{

"Key": "Name",
"Resourceld":
"i-012345678ab9ab5

55",

"ResourceType":
"instance",

"Value": "WEBAPP"

1,

{

"Key": "Patch Group",
"ResourceId":
"i-012345678ab9ab6

66",

"ResourceType":
"instance",

"Value": "WEBAPP-TEST-

AL2"

}

]

}
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{

{

7

}
{

8

}
{

9

Tags": [
Key": "Maintenance
Window",

Resourceld":
"i-012345678ab9ab7
7",

ResourceType":
"instance",

Value": "cron(30 23 ?
* TUE#3 *)"

’

Key": "Name",
Resourceld":
"i-012345678ab9ab8
8",

ResourceType":
"instance",
Value": "WEBAPP"

’

Key": "Patch Group",
ResourceId":
"i-012345678ab9ab9
o,

ResourceType":
"instance",

Value": "WEBAPP-PROD-

AL2"

}
]
}
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https://aws.amazon.com/blogs/mt/avoid-zero-day-vulnerabilities-same-day-security-patching-aws-systems-manager/
https://aws.amazon.com/blogs/mt/use-tags-to-create-and-maintain-amazon-cloudwatch-alarms-for-amazon-ec2-instances-part-1/
https://aws.amazon.com/blogs/mt/use-tags-to-create-and-maintain-amazon-cloudwatch-alarms-for-amazon-ec2-instances-part-1/
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/separated-aeo-ieo-with-cent-gov-and-partner.html
https://aws.amazon.com/blogs/mt/automating-amazon-cloudwatch-alarms-with-aws-systems-manager/
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https://www.youtube.com/watch?v=aFdpBqmDpzM
https://docs.aws.amazon.com/prescriptive-guidance/latest/patch-management-hybrid-cloud/patch-management-hybrid-cloud.pdf
https://docs.aws.amazon.com/prescriptive-guidance/latest/patch-management-hybrid-cloud/patch-management-hybrid-cloud.pdf
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