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Optional claims

Optional claims are used to configure additional information which is returnad in one or more tokens. Learn more of!

Add optional claim -~ Add groups claim

Claim T Description Token type T4 Optional settings
email The addressable email for this user, if the user has one D
upn An dentifier for the user that can be used with the username_hint parameter; not a durable identifier for the user and sho.. 1D Default
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1. B EHolM APITEHS MEHELICEH
2. API'HEF H|O|X|ofA HHEt FIHE MEAELICEH
5 Wickr-test-asb | APl permissions < X
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X Diagnose and solve problems - default value I:_' an grganization. Howewer, user ¢ 1 can
Manage
B EBranding & properties
S Configured permissions
3 Authentication Applications are autharized to call APis when they are granted permissions by users/admins as part of the consent
Cortificates B spcris process. The list of configured permissions should inchede all the permissions the application needs. Learn more about
i Token configuration
~ = Add a permission  ~" Grant admin consent for Default Directory
PETMISSICNG Fre
& Expose an AP AP S F‘mmissians_ Description Admin cons
BE Approles * Microsalt Graph (1
& Cwmers Read Delegated  Sugn i and read wser profile Ma
¥
ae Roles and administrators
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Add a scope X

You'll need to set an Application |D URI before you can add a permission. We've chosen one,
but you can change it

Application IDURI* (0

| api//00a720cd-cf03- A2ab7obay

3. [Save and continue]2 ME4EL|C}

4. HEIRF L ALSKE T E MENS CHE 2| O|& 2 offline_accessE I=AELICY.
5. MENE MEE OIS EdstE MEFLICt

6. HRIFIIE MEAFLICH

7. O| MMO| 1~6EHHE BH=35l04 O|HIY, openid, Z2E S9o| HRIE FIIELICH

ol A o Z 2|71l o]
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Application 1D LR apif00aT200d-cf03-4203 -ad G- Tl SR2a8 TS

Scopes defined by this API

Agd ¥ =t [T F King Fate -G A 1 ] F 1 ek 1 )
Scopes Whao can consent Admin consent display User consent display na...  State
Fles E Agmins and users offline_access Enabled
m Admins and users email nabled
E Adming and users e nabled
; E Admins and users ile ed
8. CI&E 2E0|HE HEC|70|MM S2t0[HUE ofEE|7H| 0| FIHE MEIFLICE
9. O BtA0IA BHE Ll 7HO| HYIE 25+ M=BFfLICH
10. OHZE[70|M (2E0|HE) IDE &UZ{5t7HLE HlE LTt
11. OHZ 2|70l F7HE MERLICH

7EHA: AWS 271 714 SSO
AWSWickr &0 CI 74 HRIE 25 AIL.

1. & YgLlct. AWS Management Console 2|74 (HE & 2|3H. https://console.aws.amazon.com/wickr/

HE 2|3 Ho|x[oMH 22| I E MEI5toq ST HE I o] Wickr 22| 2&£ 2 0|SELICH.
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47 0f| M $ =) URI @ Yx|st=X| EHolstL|ct,

https://messaging-pro-prod.wickr.com/deeplink/oidc.php.
5. SSOFHM AlZfE MEAELICH
6. CtS M= HEE L=
« SSOEZAt - o|Hol| =HE A= ZRIERILICH (). https://
login.mlcrosoftonllne.com/lce43®25—e4b1—462d—a39f—337f2®f1f4e1/v2.@/
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=20 MSELC

£ 412012 HAISH T HIEAIS ST C1] WAE SR oAl

1. & YLICt. AWS Management Console 2|71 ZH& I3l https://console.aws.amazon.com/wickr/

Wickr 22| 2& 2| M FoM HERHZ 48 MHE 05 UES 222 S ME{ELCH

HESIZ Z2T Ho|X|] 441 20l Mol M BES HeisLict

> WD

HE/3 Eja

Wickr HIEQ|3 0 E{O & M8 & + U&LICt I3 O3 siE EHIE AHE5H04 Wickr LIESIZE A
o ZIE 2§t HLE HIEQZE £XE £ laLIC AWS HIE. ol HELIT 712 Ho|X|oM HERZ
Ei2E FMHE £+ Q&LICH AWS Management Console Wickr2| ZB<.

Ef1 2la40f ChEt BIELDIOlEIE 2 et 7| SlaH Elaao] MR Els 712t #elLich 2 B2 s 7|9t
zto= FAE B0l ULICH Ef 0l CHE REAIEH LIR 2 BAIEH SUILITY BN AL Ab2IS &

Z5HAAIR.

HE9|3 Bl 2l
Wickr HHE3 2| HERT Ef1E ZE|6tEd{H CIS MR E 2 EFHAAL.

1. 0dM|2 AWS Management Console 217 ZH& 2|3l https://console.aws.amazon.com/wickr/

2. O BEHM HoM HEXIE MEIFLICH. AWS Management Console Wickr2| 2.
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https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/what-are-tags.html
https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/tagging-use-cases.html
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aws

™
aaa Services 3 s Select a Region v

AWS Wickr ¥ AWS Wickr % Networks

MNetworks Create a network

Documentation [

FAQs [5

Contact Us [ Q) Filter network by nome or togs 1

MNetwork name - Metwork ID + Plan w Wickr admin console [A

ExampleMetwork 59681534 Free Admin

Select a Regian v

= AWS Wickr % Metworks
Networks Create a network
| Q, Filter network by marme or togs 1
Network name - Network ID v Plan - Wickr admin console [
ExampleMetwork 55681534 Free Admin

4. UHELIZ 742 HO|X|ofA Ef 2E|E MEfELICH
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& @

Select a Region w

AWS Wickr % Networks % ExampleMetwork
ExampleNetwork
Network overview

Network name D

Wickr admin console [

ARM Plan
ExampleMetwork 59681534 [P arncawswickrus- Free
east-1:4 19995453 300:network /53
681534
Tags 3
Key Value
some-existing-key-5 value-3
some-existing-key-3 value 1
some-existing-key-4 value-2
5. EfZ 2| Ho|X[oiM CHE &4 & stLIE 2t + J&Lict
« MEZ F71-7(2 2t 4ol Hel2 M el E AT LICH Z7| 2f &S oded 7H F7hsked T M Ef
OFT7HE MEELICH Bl E CH/AERKE FERFLICH RIME E2 HERXF i F71 MM
2 AESHAAI2.
« 7IE B2 HE - 7IZ B30 7] i g HAES M 02 HAE MXtol £ LIS S 22
BLICH REAIBH LIS S LIESIT BT B MMS B EFAAIL.
« 7|1& B3 M7H — AfAIstEdE Bl ol LIEE M7AH HES MEIRLICH RIME 82 HES
3 B3 MH MMHE BERSHAAIL.
HE23 Ej F7}
Wickr HIEQ|3 0| E{OE F7}6t24H Ch3 HXE 2t2 &AL, EfT 2|0l CHEt REAIE Lig2 Ul
EQ3 BT e[ Mg HI5HMAR.
1. BN 2| HOo|X[o| M A Ef2 F7HE MEHFHLICE
2. LIEHHEIZ| 22 Heo M i 7|2t 2tS =3stLct.
3. HEANY MYFS ME{stol M EH2E MEELICH

HES3 Eja F7t
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aWs B3I cervices Q, \ ; Select a Region ¥ admin/degnanmwj-lsengard @ 4195-9545-3300 ¥

AWS Wickr » HNetworks » BxampleMetwork » Manage tags

Manage Tags

Key Value - Required

2 name-for-key | 1 value-for-key * | | Remowve |
O, some-existing-key-5 | O, value-3 * | | Remove |
0 some-existing-key-3 | 0 walue 1 x* | | Remowve |
0 some-existing-key-4 | 0 walue-2 * | | Remove |
Q1 Enter key | |Q Enter value | | Remowve |

some-existing-key-3

some-existing-key-4

some-existing-key-5

Cancel
HE9/3 ela HEY
Wickr HIE 3ot #tAE EfTE HESIE{H CHS MR E 22 A|2. Ef 2 E(od| CHE REAIEH LY

82 HERF EfT 2re| MME FHIstMAIR.

1. B3 22| Ho|X|olM ej 2k HEFLICH

(® Note
EiTol 7= HAE & gd&LIch thil 7|9k 2L &2 X7Hstn M 7I1E AE5stod M EiZE

FItstHAlI2.
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el dEA

Select a Region

Admin/degnamwj-lsengand & 4199-9545-3500 *

AWS Wickr » Networks % ExampleMetwork *» Manage tags

Manage Tags

Key Value - Required

0 name-for-key |Q value-for-key )(| | Remove |
O, some-existing-key-5 |Q value-3 )(| | Remove |
0 some-existing-key-3 | 0 walue 1 * | | Remove |
|Q some-existing-key-4 ){| | Q lzdi't this value b4 | | Remowe |

Use "edit this value”
Add new tag
You can add up to 46 mane tags.
-
Cancel Save changes

njo

MEfsto] RIS XY LICH

2. HE MY XY

HEZ B X

A 7-| steq ClES o
TslAAIL.

Wickr HIEZ 0| EHL
HE /3 Ej &2| MA

=
=

27':
EI:I

<. EN gt2|ol cHet RIMIEH LHEee

1. B3 &2 mo|X|o M M7HE ef2oil Cholf M7HE MEJEfLICE.
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-‘3' @ Select a Regian *

- AWS Wickr % Metworks % ExampleMetwork % Manage tags
Manage Tags

Key Value - Required

Q, some-existing-key-5 |Q value-3 ><| | Remove |

O some-existingkey-3 |Q value 1 >(| | Remave |

0y some-existing-key-4 |Q value-2 ><| | Remove |

|Q new-tag-name w | | 0 value 1 >(| | Remove |

Cancel | Save changes
HE ALY XMEE MEiStod HES MEELICH
E23 T 2

2| MM O] AWS Management Console Wickr@| A< H|ZL|A 7 AtE ME HEXHT 22
ZElg = AsLct

HEXZ @=HE 2Elsted™ ohs HAE 2restAe.

E &Lt AWS Management Console ?/7{ Z#& 2|3l https://console.aws.amazon.com/wickr/

Wickr 22| 2& 2| B Folx S3 2e[E MEfe OHS LY E3E MEfELICH
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« BE — | Mol E Rddo| EeE SA47(Y I 7| 'lof MErELCH
- Z2|0/Y E= Z2|0|Y F& BIHE — 2|1 9| 7|5 KB MEstE el Mo] 2 HojH E&
ol 223t HIZEL|A0f MefefLIC

22 ©7LE 7|7 S92 Premium EEE Standard L2 A2
U&LICE.
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® Note
HE{I M AE L HFE SXIsteiH HXIE AISRE X sto HERIHM ZE
AERE M 7H5HAIL.

za0jd RE WL #E

ZzZ|0ly F= GrHEol= cha 242 JEh Atgo| MEE LI

- O|Fol Z2|0|Y 7= BIHE| S5 XMo| = EAU2 CHE GIHEHE AI8E + glaLIch

« Z HEXZ Tt StLHMEF AWS Z 20| F = BIHEo| 7HEE S5 + /U&Lth

- Z20|Y F 2 BIHE 7|ZholleE HAE ALSX 7ISE AEE + gLt

« EFE HEXI S AAEX7F30E 0|4l 42 ZE|0|Y F= B7/HEHez Hadol=d & glaLIct

Glole 2=

AWSWickr ClIO[E| 2Z2 LIE93o| 2E CHEIE RXIZ £+ AU&LUICH 0170 WEAHZ Li(LIF)
T HESI 7 HC2|oIMEE CHE Bl 1ol I8 =& & LA CHatet CHo|ME O AIX| CHEL 7t
ZEELICE HIo|Ef EE2 dlo|E E& S MEISH AWS Wickr Premium Z2H AL X} & 7| T Z4BF A
8¢ & U&Lch ZI|0/Y S2ofl CHEF RRMIEH L

HE2 Wickr 2= MHE B RFHAAIL.

HEL3I 22Xt HE IO ChE Hlo|E EEE Td5tD 2-935stH HEXHIoM SR 2E
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Wickr HEXJ Q| CIO|E{ EE ME HE
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= 4 —
Ciole| EEE gd35tstHU HIEESHE = JU&Lch
1. 03&lA|2. AWS Management Console /71 Z#E 2|3l https://console.aws.amazon.com/wickr/
2. UHESR3 #elE MEiFhC

3. Wickr 22| 2&2| BM FHoM HESZ €S HEE CH 2 HIo|EH EES =L

- = — |

GlolEl B & Ho[Xlol HlolE 2 & 4 Bilet ClolEl B E 7|58 BastsirLl HiEAlstel
£ 20| EAIEILICH ClOJE| 2 ZE 7430l THEH AL LI 2 CIOJE] 2 & T4 CHolg Az st

AR,
® Note
Clo|E| EZ0| &d3t|H HERI S BE ASR0A E& X[ HESIE LiEl= dlolH

HE 748 HIAIXIZF 2 AIELICH

ClolEf 2 & 74

AWS Wickr HIEL|Z0f CHEF Cllo|e{ EE& FdstedH H|0|E| 2 & & Docker O|O|X|E 24 AF
E{ &= Amazon Elastic Compute Cloud(Amazon EC2)2| QIAEIA QL ZH2 5 AE o Z1E| 0|10 HiZ
afiof BLICt ROo| HiZEl &, O|0|E{ & EZoi| X% 5t 7Lt Amazon Simple Storage Service(S3) HZ!
ofl MESEE FMHE 4= UELICH Et (Secrets Manager), OFOFE AWS Secrets Manager (), of0f
ZE MEZ 22l MH|A CloudWatch (Amazon SNSCloudWatch), () AWS Key Management Service 2}
AWS KMS &2 CHE AWS MHIAE M3 8 H0|H EZE R 7 HE = J&Uct oE FH|ol A
= Wickr HE|ZZ CIO|E EZ& 2 #4510 Adste W2 dHELICH
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A
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« Secrets Manager Zf

« AWS MH|AQ &74 CIOIE|{ EZEE ALE3517| {8 IAM A

. ClOIE{ 2Z 2 AIE

- IO 2E& R SXIstEAIL.

ClolE B E TAe 98 He £

AlIEESH7| Hof Tllo|Ef E& &2 O|§(AH2 X} O|E2 £ 0|2 )T Wickr& AWS Management Console
oM =7| &EE 7tX{etok gLICH HIo|EH E&E R2 ME AIZE M= O] F g2t2 25 XI™sHof &L
Ct. EE °._P —="-—"‘-01IA-I Ol EES &dstaiof gfLCt RtMIEH dE2 C|o|EH EZE M HE 27| MM

o
0x

« WICKRIO_BOT_PASSWORD 4 H HI|O|E{ EZ 2 &4 e o| MHAMO| SIEE0| e
I:I:iJ\ A-IIA=|0.|| QoFz|o] Q)& LC}.

r

« Secrets ManagerQ| &% Zf2 AWS_SECRET_NAMEEHZ g4~0f |5 AlEELICH O|O|Ef E&E 2o
CH8t Secrets Manager 22 O] AHEAMO| SI2E0| U= Secrets Manager 2t MM0f @ 2FE[o] Q&
L|C}.

- Clo|H E& R0l M

ZELEEANEH LS E AHYLICH -tiS M2 AS5tod TS E TTY
HNAZ OOIE{ EZE 22 A of

ClOIE| EZ 22 #2 74 mwj M 257+ MMELIC)H Clo|E| EZE 2 CHA| dx|slioF 5l Z2 A
HE A4S E ASELICHLOHOIH EE 2 M3 IxIE Fole 27| 571 RE56HK| eb&LI

/A Important
ASE QP Fao| MEHLICH EE BT HO/E EE RE CHA| X[ + &L
Ch O] = & SRokX| OFMIR. Wickr HER{Z S| OB EEE AXE = A= 7ISE MS
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***% GENERATED PASSWORD
**%*% DO NOT LOSE THIS PASSWORD, YOU WILL NEED TO ENTER IT EVERY TIME

**** TO START THE BOT
"HuEXAMPLERAW41GgEXAMPLEN"
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Qlske 242 AHg Rl MelelLict

- HAE 2E HAIX[2F Y-S Amazon S3 H{Zl0d| 4% %*L—IEP CIOIE EE 22 5353t ZE HA
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- e 2E HAIX| It LS & 5351510 Amazon S3 HHZIo| HE & LICH CIO|E & £2 ALS %t
7t St 7|18 AMEsod AT ZE HAIXK|Q ThUE CHA| & Z 36t X[ EH Amazon S3 EHZof|
MEELICH X E HAXK|Q U2 dSHo 2 [ Z 3|0 HA HEE[H SAE A0 A

M7AELCH HAIX|2t U E s Sst2{H AZE o017t ERELICH

Amazon S3 HZ!2 M4d5t04 HIO|E EE & 7tX|1 AFE 35t Z30d| CHE RAEAMIEH LI 2 Amazon

S3 A8 MdBMo| HA! dE S HZSHAMIR.

CHE 817 W48 AS5H04 ClOJE 2Z 22 T4 4+ UsLIC HlolE
I -e A4S AL SH0F OIB{EH B2 WA B MBBLICH RAIEH AT

® Note
el X|’8st x| eh= B Ol2qEt

rio
(N
rII
1>
rr
rx
o
Pl
o2
°
-
n

clolef & 74 41


https://docs.aws.amazon.com/AmazonS3/latest/userguide/create-bucket-overview.html

AWS Wickr el MEAM

CHS 238 #H+ & MEsI0{ IO|E E& X A 58S XIYstAAI2.

« WICKRIO_BOT_NAME— HO|E{ E& 29| 0|&. 0| H4£ HI0|E| EZ & Docker O|0|X|E A& E
[ ZegLlct.

« WICKRIO_BOT_PASSWORD— L|O|E{ EZ&E 29|
=

LICH RbMIEF MHE2 HIO|E E&E +4
3ol =74 MME x X 5HA| E

2 2 BHE 28 AI&SHR| 2L 7L Secrets
Manager& AF&35t0{ O|O|E{ E& &£ IF7—='. SHE XMYE AHEoO| Qe B2 ol Hx7F HehLCt

I:o
o
Fol

CHS 238 #H+8 MEst0{ Z7|E LIO|H E& 2EE|Y JV|sE F+IFLICH

« WICKRIO_COMP_MESGDEST— MIA|X|7} 2EE|YUE C|HEE[e] A2 O|FLICH 7|2 a2 /
tmp/<botname>/compliance/messages&lL|Ct.

« WICKRIO_COMP_FILEDEST— mE AER|YE C|HE 2ol A2 O|FLICt 7|2 2t /
tmp/<botname>/compliance/attachments&/LIC}.

« WICKRIO_COMP_BASENAME— =AIEl HIA|X| ol 7| o|ELICt 7|8 g2
receivedMessages&IL|C}.

e WICKRIO_COMP_FILESIZE— gf2 MA|X|2| Z=|CH It 3 7|= Z|H|HIOIE(KiB) I LICt. Z|CH 37|
of ZE5tE A malo| AIZHEILICE 7|22t 2 10000000000| 1, 1024GiBO| A et Z&LLCt.

- WICKRIO_COMP_TIMEROTATE— H|O|E{ & 20| £ Al HIAIX|E 4 A1E HIA|XK| THof X{&H5t
S AlZhol BHH|(2). AlZA B0l S e A IHUIO| AIRHEILICH AFSRHE I 37| s AZHE A
Sstod we HAIX| IHo| 37|18 MEHe 4 aLich 7123t 00lT MEHe giaLich

CHS 3 8 MEstod AASE 7|24t AWS E[TE HolstAAl2.

« AWS_DEFAULT_REGION— 7|2XMo 2 AWS 2|T7} Secrets Manager?t 22 AWSAH|AE 2|5l
Ar& ELICH (Amazon S3 EE= AWS KMSHI= A E|X| 8S). o] 84 #H71 Ho|Z|x| gf2
7|2% o2 us-east-1 2|X0| AR E/L|LC}.

}0q Secrets ManagerE AF&73t04 H|O|E

oS &3 | 2Z 2 X7 5% U AWS MHlA
EE MESIEE MENE 1 AF2E Secrets Manager 22t &5 E X

At

o

|&4 &t LCt. Secrets Manageroi| X4

T

& = U 2ol CHEH REMIBH LI 2 Secrets Manager 2t 2 E XS AAIL.
« AWS_SECRET_NAME— O|O|E{ E& &£of Ee 8t X} @1 AWS MH|A HE T Z & El Secrets

Manager 29+ ¢t 3 9| o|§ &lLCt.
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« AWS_SECRET_REGION— AWS Z|XME AWS Eot &t 571 Qe 2%|LICH AWS EQF S E AIS
St QU1 O] Zfo| Molx|x| gt2 A ST AWS_DEFAULT_REGION ZfO| AFEElL|CT.

Ct= #3 B8 2 F Secrets Manager0i| 2t 2 K& & = QU&LICE Secrets ManagerE At

2357|2 MEfStT 0| 242 K& StH olo|E| EZ &£ Docker O|O|X|E A3 I 82 HLE
X|E 2ot giaLich o] MHEMO| FEE oA HHEH AWS_SECRET_NAME &7 B0t x|
O

P |
M5t ELct REMIEH A2 Secrets Manager 2f AME & X 35HAML.

HIAIR|QF Tt LS B{Zlof| K SIE & MEfE B OIS &4 H4E ALE5104 Amazon S3 HZ!IE X|™H
groict.

« WICKRIO_S3_BUCKET_NAME— MIA|X|Q} mtO| AH{ZE L= Amazon S3 B{Z!2] 0|&.

« WICKRIO_S3_REGION— MIA|X|2F I}UO| KE E[= Amazon S3 HHZ!Q| AWSE|H I LICE

« WICKRIO_S3_FOLDER_NAME— MIA|X| & m} 0| HE E[= Amazon S3 HHZ!o| ME4 715 £ 0
EelL|Ct. o] Z2H O|& ¢ 0oi= Amazon S3 HHZ!0ll HMEE HIAIX| & mto| 7|7} E AIEILICE.

=S

[e][]

Amazon S3 HZ0ll TS M 0 B2OIHES 2 3HE A oz}
5

o= 89, Che 28 He 8 A S50 AWS KMS MIF BE &

> 00
_o'l_l
b
El
ne
jo
o
>

« WICKRIO_KMS_MSTRKEY_ARN— Amazon S3 H{Z!of| A{Z5t7| Tof|, dIo|E| E& £20of Y= HAIX|
ot 9l Il g ChA| 25 3H6tE Ol AFR ElE AWS KMS OFAE 7|2| Amazon 2|44 0| (ARN)

« WICKRIO_KMS_REGION— AWS KMS OtAE{ 7|7} & %|8t AWS 2|A.

Amazon SNS FX|of CIO|E{ EZE O|HEE M&sIT 2 MENEH B OIS 873 W42 AL 3504
=l 0
—

Amazon SNS M| ME & X|™H&L|ct ME

« WICKRIO_SNS_TOPIC_ARN— H|O|E{ EZE O|HIEE ™&E Amazon SNS FX|2| ARNRILICEH

« WICKRIO_METRICS_TYPE— HEZE MEE o| 84 Hro| 442 2 M™ELICI CloudWatch.
cloudwatch
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Secrets Manager 2}

Secrets Managerg AF&35t0{ HIO|E{ £ e I-AWS A‘iHlﬁ MEE MY = A&
Secrets Manager £ 9ot & =

AWS Secrets Manager £0F &t 5 MM ’E.*E%Fé!*l_?.

Secrets Manager 2¢F &ts = ChE1t 22 24(2 7tE = JU&Lch

« password—O|O|E{ EE R &5,

A A
« s3_bucket_name— HIA|X|2} T} O| HE E|= Amazon S3 HHZ!2| 0|§. M™HSIX| oto™H 7|2 uf
U AEZ|YO| AFRE[LICEH

+ s3_region— HIA|X[2t T U O] HE E|= Amazon S3 H{Z! 2| AWSE|HLC

* s3_folder_name— HIA|X| ¥ mtUO| ME E[= Amazon S3 HZ! 2| MY 7t £ O|F LICt. O]
£ 0|& Y4ol= Amazon S3 HZ!O| ME & HIAIX| Xzt ol 7[7F & A[ELICH

 kms_master_key_arn— Amazon S3 HZ!0l| & 5t7| o Cl|o[H 2 & %ol = HAIX| ot
gl mlg ChA| & 336t O AFS ElE AWS KMS OFAE] 7|2| ARN.

« kms_region— AWS KMS OFAE] 7|7} &|%|8t AWS 2|H.

« sns_topic_arn— O|O|E{ E& O|HEE & E Amazon SNS FX|2| ARNRILICEH

AWS MH|A2} &7 Cio|E &

Iy

= ArE3t7| et IAM EA

Wickr CIO|E{ E& 21t &7 Ct2 AWS AHIAE AI8StEdiE B2 5
£ QlE X{Z$t AWS Identity and Access Management (IAM) 23&t 1} Z42H0| Q= K|

248 ?E' ._3H0|= °*|—|EP
Secrets Manager, Amazon S3 CloudWatch, Amazon SNS S AI835IEE CIO|E EE 28 7+ 4E
2= AWS KMS U&LICH CHE IAM HE2 o[zt MH|A0f CHEt S 2ol CHEt HMAE HEE L

Ct.

"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditor@",
"Effect": "Allow",
"Action": [
"s3:PutObject",
"secretsmanager:GetSecretValue",
"sns:Publish",

clolef & 74 44
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AWS Wickr 2| Mo

"cloudwatch:PutMetricData",
"kms:GenerateDataKey"

iF
"Resource": "*"
}
]
}
MR SAEO| ZAH|0O|L7F HM|ASIESE 5{5E{= ZF MH|A Q| EX ZHHE Algdstod E
Ch HZ45H IAM HHE BHE £ A LICH AL 5HR| 268 AWS AMH|A0] CHEH &red g &7 sHA
O

Al2. 0 & E04, Amazon S3 HZ! Bt AtE5tE{= @R, secretsmanager:GetSecretValue

sns:Publishkms:GenerateDataKey, 2 cloudwatch:PutMetricData & AM7H3l= CHS
HMZ AFSStAAIR.

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditorQ",
"Effect": "Allow",
"Action": "s3:PutObject",
"Resource": "*"
}
]
}

Amazon Elastic Compute Cloud(Amazon EC2) QIAEAE ALE35}04 H|O|E
<, Amazon EC22| et QI AL & ALE5tE IAM Q&2 MM5tT 2ol Y

CIOIH E& R A¥st7| Mol st 714 EHS AHaloF gLCE Ol 242 ZAE0M XS

M#steis B9

C}. 0| A2 7|2 HAIX| AER|Y SMHE A

o AWS MH|A0| HMAE £ IA E|H SMo| MEHEIL
7| EE= A7 ZHAo 2 K|EHE R| 0B E ZAXE

=
857 ELICH HHE HAIK| THYol 37|18 58 2
o

« AWS MH|A O] HMAE = QA £|TH, Secrets Manager 29F & & OtE0{ &2 E0oF 2151 AWS
MHIA 78 ME AFE 2 MESloF #LICH AWS MH|AE 78 &, Cllo|E{ 2 & &£ Docker 0|0 K|
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AZHE = Ql&LICH Secrets Manager 20t 250 MEE = U= MFE HEo CHEt REMEH LIS

Secrets Manager 2/ 2 HZE5HAAIL.

rlo miu

CHe Mol M TIOIE] HE % Docker O|0IX|E A3t ofFl WS ZoiFLICH 2+ o &l BHof
M, T2 ol 2t2 AHSRF AHAO| Zto 2 HhE LI,

« compliance_1234567890_bot1} H|O|E|{ E& 22| 0|8,

« password? C|O|E| E& 29| &35

- Olo|E{ E& 21} & AH8 & wickr/data/retention/bot1} Secrets Manager 9t & 5 9| 0]

=.

* bucket-nameZt MIA|X| & Tt 0| XE El= Amazon S3 HHZ!2| O E.

« folder-namezt HA|X| & Tt Y0| H{E El= Amazon S3 HZ!2| £ O|&.

« us-east-11} X|&8 Z|AA9 AWS 2T, of: AWS KMS OFAE| 72| 2| ==& Amazon S3 HZ!
o| Z|&.

 arn:aws:kms:us-east-1:111122223333:key/12345678-1234-abcde-a617-
abababababab®t HA|X| Tt & WU S AL F 5t 6t= O AHEE AWS KMS OFAE] 7|2 Amazon
2lAA O|F(ARN).

% BE HLZ 2 AIE(AWS MH|A Q18)

CHS Docker H2de H|0|E &
2350 X|HELCH 22 7|8 ot
£ Ar&3104 A|ZFEFLICE

8 A|ZtEfLICH &5 = WICKRIO_BOT_PASSWORD &3 BHHE A}
A

o|=l 7|EZk

[m
00 1
fjo
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olo
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ATH
x
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o
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s
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x
i
=)
A

docker run -v Jopt/compliance_1234567890 bot:/tmp/compliance_123456789@ bot \
-d --restart on-failure:5 --name="compliance_1234567890 bot" -ti \

-e WICKRIO_BOT_NAME='compliance_1234567890_bot' \

-e WICKRIO_BOT_PASSWORD="'password' \

wickr/bot-compliance-cloud:latest

CHS Docker B2 CIOJE| BE £2 ASELICH ClOlE| 2Z RolM %28 2& HAIXI7 EAlS
o o5 8 UALICH ol MBAL| 27 i Mol HolE 712zt ALgstod 78 T AU
A8 37| AlRHEHLIC

docker run -v Jopt/compliance_1234567890 bot:/tmp/compliance_123456789@ bot \
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-d --restart on-failure:5 --name="compliance_1234567890 bot" -ti \
-e WICKRIO_BOT_NAME='compliance_1234567890_bot' \
wickr/bot-compliance-cloud:latest

docker attach compliance_1234567890_bot

Enter the password:****x*xxkx%%*
Re-enter the password:*****x*&*xx%

-ti SME M350 R MYSIH ¢E TETEE WS £ &LICH £ docker O|OIXIE AlZHE
% Z Al docker attach <container ID or container name> BWYHE AYsoiYs T ET
EJ} EANEZIEE Slof ELICH o] & BHE2 2F AJREZ ME}ofF & LICH docker O|O]X|of 234
A=l HIAIRIZE ZAEX]| gt 22 23 7|18 -'T-E':H ZEIZEJ EAELLCH
158 HIAIX| THY ZEf|O[M(AWSAMH| )22 T2 AlFELICH

CHS Docker BE2 &3 H4-E AL85t0{ CIOIE E& £ & AIFELICH 8 A& HAIX| TS

1568 BRI B[Tst =& FdefLict

docker run -v Jopt/compliance_1234567890 bot:/tmp/compliance_1234567890@ bot \
-d --restart on-failure:5 --name="compliance_1234567890 bot" -ti \

-e WICKRIO_BOT_NAME='compliance_1234567890_bot' \

-e WICKRIO_BOT_PASSWORD="'password' \

-e WICKRIO_COMP_TIMEROTATE=15 \

wickr/bot-compliance-cloud:latest

28 AZE3D Secrets ManagerE AF&35tod X7| &3 & K| LICH
A&XHE Secrets ManagerE AF235104 OO|E{ EE 29| &3 E AlHE £+ U&LICL EHOHHEE 2
2 AMNEE e ol HEI7F ME El= Secrets Managerg X|’'d3t= 4 ¢H-E M5HoF FLICH

docker run -v Jopt/compliance_1234567890 bot:/tmp/compliance_123456789@ bot \
-d --restart on-failure:5 --name="compliance_1234567890 bot" -ti \

-e WICKRIO_BOT_NAME='compliance_1234567890_bot' \

-e AWS_SECRET_NAME='wickr/data/retention/bot' \
wickr/bot-compliance-cloud:latest

wickrpro/compliance/compliance_1234567890_bot 2ot &t 30l bl
ool ZAIEI CHE20t 22 Eot &5 gto| &Lt

HolE{ EZ 7 47



AWS Wickr e Mo

{
"password":"password"
}
22 AlE5t1D Secrets Managerg A8 3504 Amazon S3& FAELICH
A& RHE Secrets ManagerE AF835104 X4 31} Amazon S3 HZ! HEE S ARIE £ QlaLICH
HIOIE EE 22 AEE e ol HE7I ME E|= Secrets ManagerE X|H35tE 48 H4-E Mok

gfLCk.

docker run -v Jopt/compliance_1234567890 bot:/tmp/compliance_123456789@ bot \
-d --restart on-failure:5 --name="compliance_1234567890 bot" -ti \

-e WICKRIO_BOT_NAME='compliance_1234567890_bot' \

-e AWS_SECRET_NAME='wickr/data/retention/bot' \
wickr/bot-compliance-cloud:latest

wickrpro/compliance/compliance_1234567890_bot 20 t30i= LRt HIAERZ HO|E, O
otofl ZAIE CHESOH 22 EoF &5 Zfol /&Lt

AAEH

{
"password":"password",
"s3_bucket_name":"bucket-name",
"s3_region":"us-east-1",
"s3_folder_name":"folder-name"
}
20| =418 HAIX|2t I Y2 network12345678900|F0| X4 El £H2| bot-compliance HHZ!o]
MEELC

Secrets ManagerE AF&35l0{ 2 A|Z3tD Amazon S32F AWS KMSE 74 8fLCt.

Secrets ManagerS At23504 X4 33, Amazon S3 HZ! L AWS KMS OtAE] 7| ME S S AEIE
£ A&LICH HIo|E EE £2 AR Y = ol WE It XME El= Secrets Managerg X|dst= 24
&2 Mxisfof B}

docker run -v Jopt/compliance_1234567890 bot:/tmp/compliance_123456789@ bot \
-d --restart on-failure:5 --name="compliance_1234567890 bot" -ti \

-e WICKRIO_BOT_NAME='compliance_1234567890_bot"' \

-e AWS_SECRET_NAME='wickr/data/retention/bot' \
wickr/bot-compliance-cloud:latest
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wickrpro/compliance/compliance_1234567890_bot £29 fZ 0l UEIEHIAER HO|E, O
ool ZA|E CHSot 242 2ot &5 Ztol A&LCH.

"password":"password",

"s3_bucket_name":"bucket-name",

"s3_region":"us-east-1",

"s3_folder_name":"folder-name",

"kms_master_key_arn":"arn:aws:kms:us-east-1:111122223333:key/12345678-1234-abcde-
abl7-abababababab",

"kms_region":"us-east-1"

20| 448 HAIX|2 TS ARN ZtO 2 AlSEl= KMS 7|8 A8 stod &3 81 o}
‘network1234567890"Ol2Hs ECH0] QU= 2 T8 ZE47 HZofl MFEILICH S8 IAM H& 40|
U] ERIBHAAIL.

=
S

ot

I1 &4 8445 AI83104 Amazon S3E€ 74 EHLICE.

fjo
oh

AlEf

Secrets ManagerE At&35t04 Cl|O|Ef EZ& £ X4
504 oIO|E{ E& 2 Docker O|0|X|E& A|&tE 4= Q)
o OIO|E{ E & B£9o| 0|5 & Aldslof gL|Ct.

B S ASHK| LOHH S BT WA AR
w A

o —
LICI. WICKRIO_BOT_NAMEEZ A HdE

my> Ol

docker run -v Jopt/compliance_1234567890 bot:/tmp/compliance_123456789@ bot \
-d --restart on-failure:5 --name="compliance_1234567890 bot" -ti \

-e WICKRIO_BOT_NAME='compliance_1234567890_bot' \

-e WICKRIO_BOT_PASSWORD="'password' \

-e WICKRIO_S3_BUCKET_NAME='bucket-name' \

-e WICKRIO_S3_FOLDER_NAME='folder-name' \

-e WICKRIO_S3_REGION='us-east-1' \

wickr/bot-compliance-cloud:latest
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OB EE RoilM A= AZEQ0{= SIGTERM AE E Mt HAMoZ2 ZRELICL CHS
oflX|et Z+0| docker stop <container ID or container name> HEE AL&35t0{ CO|E &
Z 2 Docker 0|0|X|0 SIGTERM HE 2 LiEILICE.
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docker stop compliance_1234567890_bot

IO E& 21 7IXH27|

ClolE &
ol EHELICH o2 =(cH 571 ot

docker logs <botname>

ol Al

£ 2 £7 o|0|XK|oM M¥EE AZEQ0{E /tmp/<botname>/1logsCIHE{E|] 21 u}
= 12 3|EL

ICh Ch& BPE ddstod 20 & 7HE + &L

docker logs compliance_1234567890_bot

=

Ciole 2& X|& & o|HE

-

Ct=2 e 34X AWS Wickr CIOIE{ EE &£ 5
(CloudWatchSNS) X|E2l olOtE AME A
=

« CloudWatch HEZA

« OfO}E SNS O|HIE

CloudWatch HEZA

HEZ2 20|12 21722 M4stod HOlE] BZE

CloudWatch MH|AZ S EILICH

5.116 tHZ0l A K| 3t= Amazon CloudWatch
F2l MH|A (Amazon) O|HIEQIL|C}

CHS2 ololE 2 & X ol X|gete 7|1E XE LI

INE:
Messages_Rx
HIAIX|_Rx_&lmi &

HAIX_XMHE &

Docker O|0|X|7} A E|= HHEa A4 =
A4
= O
HIAIR| = &1E
= AME HAIRIE AMElsHK| ZR&LICEH

B2 MA|X| U HA|R|7F HEE|A&LICE.
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2l MM

S3 Post_Errors

Watchdog_ AlTj

Watchdog_4 11

AMNEE X|EI Y
A3 HiEol A&L

Ad404
=o

U2 HAIX| ool HAIXIE MHE

Amazon S3 H{Zlof HIA|X| =] 4l
StE & 2F7t

Watchdog % O

Watchdog 11

ZE|LICH CloudWatch 201l AF2 £l HIYA T 0|A

Ch Ct22 2 X|E2t & HAIE FEH7|E S5

FoF K| =

2 2t zh7obch 13lLch).

o= 7t 7hzAnteh 13514

HEAHSHA | |C}.

= OAAH

= WickrIoLlct Zt x| &

L|Ct.

2 o| A+EX} Ol & LCt.

= QlaBiA0f CiEt M. of
AHAE MHSE HL R

2 gt MEULICH WickrPro_ E&

WickrEnterprise_
Production 7t E&

= A&LIcH

éé
AR

=1
=

IFUS H Al

=

o Alpha, Beta, EE&

HiolE{ EZ X|E X O|HE
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EHM7|E ok

BotType ZRE AEETL R ERAEHEFTE E
FE L.

HEQ3 HAZE HER3Z 2| ID.

OfO}E SNS O|HIE

i

CtZ O|HIE= WICKRIO_SNS_TOPIC_ARN &3 ¥4 = Secrets Manager sns_topic_arn H|H
k2 A835tod Al El Amazon 2lAA O|& (ARN) 222 HO|El Amazon SNS FA|of A A& LIC}.
REMIEH LI 2 874 B4 4l Secrets Manager 2t EFHE & XML,

Clo|H E& RolM YHEl O|HEE JSON EXtEE MSELICH CIo|E 2E& X 5.116 HTEE] O
HEO Z&E 722 chsa Z&Lch.
Ol& ek
complianceBot Clo|EH E& R2o| AtEXt 0|F.
dataTime O|HIE T} ah M3t Mot AlZt.
CldtolA EY 2 ClHIO|A EEE QIAE A CHEH M
03] R QIAEAE A™sE 42 8 LICH
dockerlmage ot gt E =74 o|0]x|.
dockerTag =7 o|O|x[e]| E{T EE= H{TLCY.
message O[HE MIAIX| RtMIEH LIE2 52 O[HE & &
it O|HIE EFHE FHESHAAIR.
notificationType O| Zt2 Bot Event JLIC}H.
severity O|HIES| MZt . 7tS¢EF 22 normal &=

critical®lLCt.

GIolE 22 A& & o[l
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OIHIE S 4 415t24T4 Amazon SNS FHIE TS50k BLIC Ol FAE AB3H0 TSoHE TS
CHE ollgt RAEH 7+ &£l olH|o| L&ELIct

{
"complianceBot": "compliance_1234567890_bot",

"dateTime": "2022-10-12T13:05:39",

"device": "Desktop 1234567890ab",
"dockerImage": "wickr/bot-compliance-cloud",
"dockerTag": "5.116.13.01",

"message": "Logged in",

"notificationType": "Bot Event",

"severity": "normal"

=Q o|HE

jn

Olz{8t OIHIE R QIsH 20| FXISI7LE CHAl AISHEILICH CHE 2RI7H L A46HK| of 2 2 AHAIR 314
Agt LIt

230! Muj
RO0| 206K e M MMHE = U= O|HIEE Ctgat Z&LICh ZF HAIX|o= 2l Ml o|®
7t E AL
OHE RY O|HE HAIX|
failedlogin Hot oI5 0| HREIi&LICH HIEHE & &0l
gLlct
failedlogin AMNBAE &2 = g
failedlogin H™E E= 71717t DAl SX|E[R&LIC.
provisioning MNEXI7t BHEE SEELCH
provisioning config.wickr IOl H|LHS It FHZ LU
&Lct.
provisioning config.wickr IS I8 = i&LICH
failedlogin 23210| 25 AmF&LICt.

HiolE{ EZ X|E X O|HE
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O|HE R O|HIE MA|K|
failedlogin M AF2 RtO|X|2t H|O|E{H|O|A 7} 0|O| Q&L
Ct.
o 2% o|HE
O|HE R O|HIE M|A|K|
QUAl SX|E AH W ickrlOClient H|2!:: slotAdminUser Al S X|:
3L (% 1): 019:% 2
BotDevice €Al SX|E 71717t Al EX[EIA&LICH
WatchDog SwitchBoard A|AEIO| < O|& CI2EIRAEL
ChNAIARIO| 22 2 O|4 CHRE[RELICE.
S3 Auf mtelg Hx| R¥M&LICH <file-name > S3
HZlof| QI&LICH @F: <AWS-error >
Fallback Key SERVERSUBMIITEDFALLBACKKEY: Z2}0|2d
E g4 E9 7|2 QIAME|X| f&LCt Claz g
AXIL|oRf 2O E MEFFAAL.
Ut o[HIE
CtE2 H4 25 YHof s Znst= oHIEQJLICH 7% 7|7 LHof| O|2{8 &2l O|HIET} L4F
oio| &hdlist= A fidel Helol & = /&Lt

HZ&ol| F7H= 7|7|

ol oliE = A 71717} HlolE Lict. o ntet ol =2 7k7t col
Bl E 20| QIAHAE MMCHE 528 EAIY 4 JaLich chae of olHEo] HAIXIYLIC

HL
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i
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o
=3
+h
N
it
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0x
[t

A device has been added to this account!

z0lz1¢l
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O| O|HE= 0| H3xez2 2O0IME M MEELICH CtE2 o] O|HIE S| HIAIX|RILICE
Logged in
Nagl Bz
O| O|HE= R0| Z=E M HHELICE AFEXLTL O|8 BHA[MOE A|ZFSHX| EUCHH EX(7}F UTH=
MEU = UeLC g2 0| O|HE S| HIA|X[LICE
Shutting down
AUC|O|E A 7ts
O| O|HIE = O|O|E EE ZO| AZHE M MoElnd 8 =7 o|0fX|e] 2|A HHE AI8E = USS
AjggtLict. O] O/HIEE 20| AISHE o} (Y AAEILICH O OIHLEOIE AFS THS B A HTS Al
5l= versionsHi *‘é'_ﬂ ZeElLIC CHE2 o] O|HIES| 2 &0 CHEF of| Al LTt
{
complianceBot": "compliance_1234567890_bot"
"dateTime": "2022-10-12T13:05:55"
"device": "Desktop 1234567890ab",
"dockerImage": "wickr/bot-compliance-cloud"
"dockerTag": "5.116.13.01"
"message": "There are updates available
notificationType": "Bot Event"
"severity": "normal",
"versions": [
"5.116.10.01"
]
}
=0
ATAKE FAL[7?
Android & 214! 7|E (ATAK) £ 2& Android & 37 7|E(ATAK)= ADLEE X|2|S 7 Q1= g}
L AE ClA o EE[A0IMeE, X|2| TEto| AAM et 2 7hs5HAl & LICH ATAKE AMEZ0=
ME XG0 A= E HAHEIRK|BH X[, = L ot 7|2to| A Fof HH Z™HEI/R&LICEH
=X
e Wickr HIES3 CHA|E E0i| M ATAK EAd5}
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« ATAKOI CHEr 71 S
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HIAIX] 2 LHZ| (Push-to-talk)
THHI(Z] MM A)

°
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1=

Wickr U E 23 CHA|E E0{| A ATAK E4335}

AWS Wickr= Android Tactical Assault Kit(ATAK)E A& 5t
X| Wickrg At&3t= ATAK 23Xt= 0|E I3l o Z 2|71 0|M .
2 £0/|7| {dl Wickr= 29 84l 7|SS 2 ATAKE 4 3tst= E-I:LO.JE ek =R & LICt.
& Wickr £ 212 AtE7504 ATAK o Z2[7| 0|44 Lo A Wickrol M HIAIXIE E L
Us g &= UELICH O|E S5 ATAKS| AME! 7|s& S5l #40| SEHEIHL |ESXR

r> rlr
mo -
om r|o
:|°|='
o
gl:l

II

9
o =

Wickr HIE 3 CHA|E =0 A ATAK &3t
Wickr Network Dashboard0il A ATAKE & M35t5te{d CFS MRIE 22 5HAM2.

1. https://console.aws.amazon.com/wickr/0| A Wickr& AWS Management Console2 0{&lA|2.

2. HES3 Ho|xlo|M &te| 23 E Meisto] sHE WIE R T o] Wickr 22| 242 o|S8HL|C},

AWS Wickr

0 1 2

(=] Metwork name v Métwork 1D v Plan v Wickr admin console [} v

WCME production 69963353 Premium Adrmin

ACME beta 69963554 Standard
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https://console.aws.amazon.com/wickr/

AWS Wickr 2| Mo

o o b~ w

Wickr Network Dashboard

/7 wickr

Wickr Admin [ ]| Manage Plan
Netwark: o

Dashboard 8 ; .’ ;

Network Profile
User ACTIVE USERS GUEST USERS IN W ARCH a
2021 -
Team Directory
Warsge Plan BI”II'If:1

Wickr 22| 2&2| &M FoM HESZ dYS MEst Chg 2ot IS MEigLICt
ATAKE HM3E Eot O & ol M2 HE & MEigLct

General 0| M EditE M= LT

ATAK 7|s MMoj|A:

a. I{7[X]| E*'AE’C% Atoil 7| X| O|& & BT LICH AERI7F R[5t AFSE ATAK EHZTI0] o
=S

I
2t CHS 2t & otLHE e + /U&LIch

« com.atakmap.app.civ— Wickr Z|5 AFEX}7t Android & x[0fl ATAK o= 2(71|0[44 2]
7 HAME MxIstD AH8stEie 49 W7|X| HIAE & Xtof o] gt2 =dFLct.

Ik

« com.atakmap.app.mil— Wickr %5 AFEX}7t Android & x[0f] ATAK O Z E2[71|0[44 9]
=& HME ER[etn AE5ltie B¢ 7K HAE AXtof o 2t =IgLCt.

b. ATAKEZE QEZCR doi 7|52 7HNAIR.
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Security Groups > default

default

O|A|| MEHSH Wickr HIER{T 2t MEHSH HoF T &0i CHEH ATAKTL SH@PEI 1S LICH ATAK 7|5
£ &35t 2ot T2 9| Android AF2 RO | ATAKE Wickr Z2E8{1Q12 Mx|5tE = Q2&IsHoF &
L|C} REAMIEF LIS Wickr ATAK Z2{291 Mx| 2! Ho{2l5t7|18 & EAIAL.

ATAKO]| CHEF F£71 HE

ATAKE Wickr Z2c11 2104 CHEF REM|EH LIS 2 ChEa & M X=stHAIR

« Wickr ATAK Z2{1Q! 7

o Z7J} Wickr ATAK E2{1¢Q ME

ATAKE Wickr 22122l Ax| &! I o2

Android & 214! F|E(ATAK)E 2T A&, A™ A Al CHSE < Féiﬁ* RlAl 7|S0o| ERE 0lZ,
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https://docs.aws.amazon.com/wickr/latest/userguide/atak.html
https://wickr.com/wp-content/uploads/2022/12/Wickr-ATAK-Plugin-Overview.pdf
http://wickr.com/atak-plugin

AWS Wickr 2| Mo
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i
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Ot=E 2 0|E C|HIO|A 0| ATAKE Wickr Z41912 Mx%|stedH CF =2 XM&}

1. =2 Z90| AE0{Z2 0|550{ ATAKE Wickr E22{1Q/12 Mx|5tML.
2. OIEZO0|E C|HO|AO|A ATAK OHZ 2|7i|0|ME it

3. ATAK OHEZZ|AHO|MM &t @ EZ MLEHO| O+ OFO|E

£ Mestn E2{aels MEfgLIch

4. JtMR7|E MEHELICH
5. 7tM27| 9 ME HUolM 24 SDE MEst T ATAK IH A& Wickr 221218 MT & /X2
O|SgfLict

6. {12 mtUS MEstT F Aol ek ARIEFLICH.

O|M| ATAKE Wickr Z22{1Q10| Mx|E|&LICE Wickr2 ATAK H0{2 MM H& FIgstod T2 A
AE 2FFAAL.

ATAKSH WickrE mH0{2!5I M A|2.

ATAKE Wickr Z22{12lg Hd3Mo 2 MX[Et & CIS HXIE 225104 ATAK S T2 E Wickr
QF Ho{RISHA A2,
1. ATAK OHEZCZIFIO|MHOM, 3tlH @ B AEo| O+ olo|&

=)

£ MENSE T Wickr Z22{1218 MEiSL|C}.
2.  Wicker H0{2l& ME4EIL|CT.
ATAKE Wickr E2241Ql0| HetE AESElE &3 HIAIX|ZF LIERSLICH &2 HIA|X|7F LEEFLE

Xl ofom™™ Wickr ECI0|MEE Y1 MHOZ O|SE OIS HAE Ho 2 O|SELICE CHS oA
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AWS Wickr

&  Connected Apps

Connect Wickr Enterprise with tools

that you use every day. Spend less time
context switching by connecting apps to
send and see messages, share files and

launch Wickr Enterprise calls.

Pending

P o

fTax

// Wickr ATAK Plugin >

4. Wickr ATAK £E22{121 47| HE S MEI5I0{ ATAK OHECIFHIO|MS 2 E0t7FAA|L.

MX[ & Ho{E
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&  Connected Apps

Success

You've successfully connected Wickr
Enterprise to Wickr ATAK Plugin.

OPEN WICKR ATAK PLUGIN

O|XM ATAK E2H2213} Wickr7t 3% o2 Ho{RIE|Qle

MZ X Ao ATAK OHEE|FAH|0|ME BESHX| &
DT Z2{1912 A2350{ WickrS At23510 HIAIX|E ELHT 3E 4 QlaLict

ATAK 2! Wickr H 042! s

WickrQt ATAK Z2{1910| Hlo{2S siAl|52dH O Mt E 225 AIL2.

1. UIO|E|E HoilA MHES MEIS OIS HAZAE e MEdsLICt

2. A=l A 3| A Wickr ATAK Ec{a212 MEHSHL|CE.

AR & o
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&  Connected Apps

Connect Wickr Enterprise with tools

that you use every day. Spend less time
context switching by connecting apps to
send and see messages, share files and

launch Wickr Enterprise calls.

Connected

e
IR

]/ Wickr ATAK Plugin >

3. Wickr ATAK £2{1¢Q! St 3tH SHEHe| M7HE MEHEHLICE.

APIE O Ol A5t X| et=Che &l 31740 EAIELICE O|X ATAK E2{12l2| Ho{2lg sHA
sHA ||k
AN EH .

El
o =
OH Hol M S5t8 AF2KLO| olo|2 2 MEdEHLICE
(mE] z= | =
! —

QEZE flof Je ™3t oto|Z2 S MEfELICE.
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ATAKE Wickr Z22{22l0 M U E &= U&LICH

otUE 22 O MRt E 2testHe

1. MEHS Lot

2. HME70M otUS TS ASKE AMELICH

3. mWUS S MERE X sliE 0|FS MEE
4. U TS FHOM ot MEHS MEF CHEg 2

NORTH DAKOTA %

MENNESUTA

Minaeap 08 00
SOUTH DAKOTA

/ P . s NEBRASKA
: S g P
” v | ) ¥ A
NEv, ] al 3 WASATCH.RAN ¢
o 4 ADA, ¥ ”ﬁ JGEJ'A(S-MU

S RUTAH Bl C O1-DrAD O
y
4 Arkansas River

KANSAS

OKLAHOMA Al

~
L\l

Callsign: BACKY
14R PU_10708 79232
1,000 ftMSL, 171°M

5. HEtX oM et g MEdstLct
6. Tt Mz stpolA T Mag ML

rx
m

2ot S HIAIX| ELH7| (Push-to-talk)

Send File

file name.PDF
PDF

Choose File

Send File

e ol CH2ZEE|1 IS LIEHLHE CH2 2= 0t0|2 0| EA|E LICH

ATAKE Wickr E2{1210{A 22t &4 HIAIX| (Push-to-talk) & 2l = U&LICH.

Hot &8 HAIXIE EUE{™ CFS HAE 2= &fLCH

o i

M S Hulck

-
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ETESPS
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NORTH DAKOTA =

MINNESUTA

Leye MR SOUTH DAK OTA
JUNY/‘UN; 2 .
WYOMING.
Bt
) A NEBRASKA
Pt ;
) i,
ASAIER RANG e )Y
4 y '5'"V.
COLORAD O
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" NEW MEXICO

3 Dallas
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Michigan

Minnesp ey g ONSIN

Chicago
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-
TEXA V ¢ {0
HCallsign: BACKY

14R PU 10709 79230

1,020 ft MSL
0 MPH

182°M
+/-10m
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IDAHOSA Ftfpyy e
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k& WYOMING

e R

v

1
WASATCHIRANG )
fl' Denver
a5 -~ o
7N UTAH B 7 COLDIAD O
Ay . Arkansas River
Yl %
~ ASIERRA NEV: 4 8
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LM'“'URI\,]A‘,"' 1 Dfl

A TN,

MENNESOTA

Winnes 9 150 C

SOUTH DAKOTA

NEBRASKA
% .
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OKLAHOMA

. Callsign:

BACKY

14R PU 10708 79222

HIAIX| & (Push-to-talk)

1,001 ft MSL

85°'M
+/=12m

& €

WB

J

@

.org
I'm NW of Denver

02:16PM 07/12 364D

.org

02:16PM 07/12 364D

Hold Button
Down to
Record
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xzxE

« TCPEE 443 (HA|X| & HE Tt )
- UDPXE 16384-16584 (S 8)

2L CI2 CIDRs X|odd EH&Y

IS8t 2E $& THQID M IP TAE & 220 F7}slof 5t
MEEZ AXSMAR HAE £ Qo2 0| 2EEE M7|XMo=Z &I AAIR
(® Note

SE 2l &0l o|H Y2 donotreply@wickr.email Ml A gF&ElL|CH,

EHQL: * gw-pro-prod.wickr.com

* api.messaging. wickr.us-east-1.amazonaws.c
om

CIDRF 4 * 44.211.195.0/27
+ 44.213.83.32/28

IP &4 * 44.211.195.0
* 44.211.195.1
* 44.211.195.2
* 44.211.195.3
+ 44.211.195.4
* 44.211.195.5
* 44.211.195.6
* 44.211.195.7
* 44.211.195.8
* 44.211.195.9
* 44.211.195.10

X[ 512 S50l /18 Z00l 2 24 68
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44.211.195.11
44.211.195.12
44.211.195.13
44.211.195.14
44.211.195.15
44.211.195.16
44.211.195.17
44.211.195.18
44.211.195.19
44.211.195.20
44.211.195.21
44.211.195.22
44.211.195.23
44.211.195.24
44.211.195.25
44.211.195.26
44.211.195.27
44.211.195.28
44.211.195.29
44.211.195.30
44.211.195.31
44.213.83.32

44.213.83.33

44.213.83.34

44.213.83.35

44.213.83.36

44.213.83.37

44.213.83.38

44.213.83.39

44.213.83.40
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CIDR=24x:

44.213.83.41
44.213.83.42
44.213.83.43
44.213.83.44
44.213.83.45
44.213.83.46
44.213.83.47

API. H|A|Z). wickr.ap-southeast-1.amazon

aws.com

47.129.23.144/28

47.129.23.144
47.129.23.145
47.129.23.146
47.129.23.147
47.129.23.148
47.129.23.149
47.129.23.150
47.129.23.151
47.129.23.152
47.129.23.153
47.129.23.154
47.129.23.155
47.129.23.156
47.129.23.157
47.129.23.158
47.129.23.159
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OtAlo} EfBL(AIEL)

[ O|:

CIDR=24x:

OfAlot Ef B )

TmHel:

CIDR&24x:

API. H|A|Z). wickr.ap-southeast-2.amazon

aws.com

3.27.180.208/28

3.27.180.208
3.27.180.209
3.27.180.210
3.27.180.211
3.27.180.212
3.27.180.213
3.27.180.214
3.27.180.215
3.27.180.216
3.27.180.217
3.27.180.218
3.27.180.219
3.27.180.220
3.27.180.221
3.27.180.222
3.27.180.223

API. HIA|&. wickr.ap-northeast-1.amazon

aws.com

57.181.142.240/28

57.181.142.240
57.181.142.241
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FNLIEHEF)

TmHel:

CIDR&24x:

57.181.142.242
57.181.142.243
57.181.142.244
57.181.142.245
57.181.142.246
57.181.142.247
57.181.142.248
57.181.142.249
57.181.142.250
57.181.142.251
57.181.142.252
57.181.142.253
57.181.142.254
57.181.142.255

API. HIA|Z. wickr.ca-central-1.amazonaw
s.com

15.156.152.96/28

15.156.152.96
15.156.152.97
15.156.152.98
15.156.152.99
15.156.152.100
15.156.152.101
15.156.152.102
15.156.152.103
15.156.152.104
15.156.152.105
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+ 15.156.152.106
* 15.156.152.107
+ 15.156.152.108
+ 15.156.152.109
* 15.156.152.110
* 15.156.152.111

T H 2l « API. HA|&. wickr.eu-central-1.amazonaw
s.com

(@)
O
Py
M
k>

3.78.252.32/28

T
M
N

3.78.252.32
3.78.252.33
3.78.252.34
3.78.252.35
3.78.252.36
3.78.252.37
3.78.252.38
3.78.252.39
3.78.252.40
3.78.252.41
3.78.252.42
3.78.252.43
3.78.252.44
3.78.252.45
3.78.252.46
3.78.252.47
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CIDR=24x:

40
rt
>
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U
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TmHel:

CIDR&24x:

API. M| A&l wickr.eu-west-2.amazonaws.c

om

13.43.91.48/28

13.43.91.48
13.43.91.49
13.43.91.50
13.43.91.51
13.43.91.52
13.43.91.53
13.43.91.54
13.43.91.55
13.43.91.56
13.43.91.57
13.43.91.58
13.43.91.59
13.43.91.60
13.43.91.61
13.43.91.62
13.43.91.63

API. H|A|&. wickr.eu-north-1.amazonaws.

com

13.60.1.64/28

13.60.1.64
13.60.1.65
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FE(FI2I5])

TmHel:

CIDR&24x:

13.60.1.66
13.60.1.67
13.60.1.68
13.60.1.69
13.60.1.70
13.60.1.71
13.60.1.72
13.60.1.73
13.60.1.74
13.60.1.75
13.60.1.76
13.60.1.77
13.60.1.78
13.60.1.79

API. HIA| A, wickr.eu-central-2.amazonaw

S.com

16.63.106.224/28

16.63.106.224
16.63.106.225
16.63.106.226
16.63.106.227
16.63.106.228
16.63.106.229
16.63.106.230
16.63.106.231
16.63.106.232
16.63.106.233
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AWS GovCloud (O|= M

=2l

CIDR=24x:

=
T

)

16.63.106.234
16.63.106.235
16.63.106.236
16.63.106.237
16.63.106.238
16.63.106.239

api.messaging.wickr. us-gov-west-1.amaz
onaws.com

3.30.186.208/28

3.30.186.208
3.30.186.209
3.30.186.210
3.30.186.211
3.30.186.212
3.30.186.213
3.30.186.214
3.30.186.215
3.30.186.216
3.30.186.217
3.30.186.218
3.30.186.219
3.30.186.220
3.30.186.221
3.30.186.222
3.30.186.223
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GovCloud =74 7t & 4! H gl o|M

22l MEA

AWS Wickr= A& X+oi| 2H= WickrGov GovCloud 22t0|¢1EE A S & LICt GovCloud H|H2{|0|M

= S3ll GovCloud At Xtet A& ALE At ZHo| AR LIF|O|MO| ZtsELICH A 7+ B/ 7152 AFS
StH AFZ X} CHEtol| CHEF GovCloud AFEAF QIE{H|O|AE HAE £ U&LICH GovCloud AFEAE H
B Ho| 2Fof otgt A5t x|2E &3l 0F B LICH GovCloud AF8 A7t 4 & AFE At (YIE{ZEL0| =,
AWS Wickr, HAE Ar&X}H) o+ CHete [ CtEot 22 2R/ EX| &2 2107 EAIELUCH
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Edit Rooms 74
Q Search w
PINNED

Finance Room 9:32 AM
Amanda: We want to thank each of you
for the hard work and effort you put...

Sandra Gill, Randall Marsh ~ Yesterday
e Randall: Most of the notifications
were for soccer teams | follow.

ROOMS

Dev Team Weekly 9:09 AM
Joan: You may be aware that email

servers are experiencing issues ...

Product Room 7hajzz
Lorem ipsum dolor sit amet,
consectetur adipiscing elit, sed do.

aan

2=: Finance Room
2 External | 32 Members >

Unclassified

dauIpIsCing e, seu uu eiusriou terpor
incididunt ut labore et dolore magna aliqua
12:06 PM | 364D v/

Lorem ipsum dolor sit amet, consectetur

adipiscing elit, sed do eiusmod tempor

incididunt ut labore et dolore magna aliqua
12:06 PM | 364D v/

iﬁ Ellena ®

Lorem ipsum dolor sit amet, consectetur

adipiscing elit, sed do eiusmod tempor

incididunt ut labore et dolore magna aliqua
12:06 PM | 364D v/

Lorem ipsum dolor sit amet, consectetur

adipiscing elit, sed do eiusmod tempor

incididunt ut labore et dolore magna aliqua
12:06 PM | 364D v/

:&: Jason Lee changed room member

aan

2=s Finance Room
2 External | 32 Members >

Unclassified

duUIpISCINnyg €11, Seu uu eiusInou ermpor
incididunt ut labore et dolore magna aliqua
12:06 PM | 364D v/

Lorem ipsum dolor sit amet, consectetur

adipiscing elit, sed do eiusmod tempor

incididunt ut labore et dolore magna aliqua
12:06 PM | 364D v/

'ﬁ Ellena ®

Lorem ipsum dolor sit amet, consectetur

adipiscing elit, sed do eiusmod tempor

incididunt ut labore et dolore magna aliqua
12:06 PM | 364D v/

Lorem ipsum dolor sit amet, consectetur

adipiscing elit, sed do eiusmod tempor

incididunt ut labore et dolore magna aliqua
12:06 PM | 364D v/

3&‘ Jason Lee changed room member

Sales Approval 7h4j22
\\f:% Lorem ipsum dolor sit amet, This room has external members. Messages This room has external members. Messages
consectetur adipiscing elit, sed do. - . &5 in this room can be retained based on
Unclassified external organizations' policies.
HR Announcement 714/22 Members of this room may have a lower security level.
§4 Lorem ipsum dolor sit amet, Don't share any sensitive information in this room.
consectetur adipiscing elit, sed do. Don't share CUI
o 0 =) | understand
Lt 2 & @ .
Rooms Direct Messages Contacts Settings + Aa @ : >
—
GovCloud 77
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"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"wickr:CreateAdminSession",
"wickr:ListNetworks"

1,

"Resource": "*"

}
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"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [

"iam:GetGroupPolicy",
iam:GetPolicyVersion",
iam:GetPolicy",
iam:ListAttachedGroupPolicies",
iam:ListGroupPolicies",
iam:ListPolicyVersions",
iam:ListPolicies",
iam:ListUsers"

1,

"Resource": "*"
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",

"principalld": "<principal-id>",
"aInH: "<arn>ﬂ’

"accountId": "<account-id>",
"accessKeyId": "<access-key-id>",

"sessionContext": {
"sessionIssuer": {
thpeﬂ: HRoleH’
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"principalld": "<principal-id>",
"arn": "<arn>",
"accountId": "<account-id>",
"userName": '"<user-name>"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-03-10T07:53:17Z2",
"mfaAuthenticated": "false"
}
}
I
"eventTime": "2023-03-10T08:19:247",
"eventSource": "wickr.amazonaws.com",
"eventName": "CreateAdminSession",
"awsRegion": "us-east-1",
"sourceIPAddress": "<ip-address>",

"userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML,

like Gecko) Chrome/110.0.0.0 Safari/537.36",
"requestParameters": {
"networkId": 56019692

I

"responseElements": {
"sessionCookie'": "#***",
"sessionNonce": "#***"

I

"requestID": "39ed@e6f-36e9-460d-8abe-f24be@ecllch”,
"eventID": "98ccb633-0e6c-4325-8996-35c3043022ac",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": '"<account-id>",
"eventCategory": "Management"

C2 oMl 2 e E04F = CloudTrail 2 €= E04{&LICH CreateNetwork

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "<principal-id>",

arn": "<arn>",

Wickr 21 1t &5 0|5H5t7|
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"accountId": "<account-id>",
"accessKeyId": "<access-key-id>",
"sessionContext": {
"sessionIssuer": {
"type": "Role",

"principalId": "<principal-id>",
Ilarnll: Il<arn>ll’

"accountId": "<account-id>",
"userName": "<user-name>"

iy
"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-03-10T07:53:17Z",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2023-03-10T0Q7:54:09Z",
"eventSource": "wickr.amazonaws.com",
"eventName": "CreateNetwork",
"awsRegion": "us-east-1",
"sourceIPAddress": "<ip-address>",

"userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64)
like Gecko) Chrome/110.0.0.0 Safari/537.36",

"requestParameters": {

"networkName": "BOT_Network",

"accesslLevel": "3000"
I
"responseElements": null,
"requestID": "b83cOb6e-73ae-45b6-8c85-9910f64d33al",
"eventID": "551277bb-87e0-4e66-b2a®-3ccleff303f3",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "<account-id>",
"eventCategory": "Management"

AppleWebKit/537.36 (KHTML,

CIS oAM= 2US E04F = CloudTrail 21 &= 2045 LICH ListNetworks

"eventVersion": "1.08",
"userIdentity": {
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"type": "AssumedRole",

"principalId": "<principal-id>",
Harnﬂ: H<arn>ﬂ’

"accountId": "<account-id>",
"accessKeyId": "<access-key-id>",

"sessionContext": {
"sessionIssuer": {
"type": "Role"’

"principalld": "<principal-id>",
HaInH: H<arn>ﬂ’

"accountId": "<account-id>",
"userName": "<user-name>"

},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-03-10T12:19:39Z",
"mfaAuthenticated": "false"

}

}
I
"eventTime": "2023-03-10T12:29:327",
"eventSource": "wickr.amazonaws.com",
"eventName": "ListNetworks",
"awsRegion": "us-east-1",
"sourceIPAddress": "<ip-address>",

"userAgent": "Mozilla/5.0 (Windows NT 10.0; Win64; x64)
like Gecko) Chrome/110.0.0.0 Safari/537.36",

"requestParameters": null,

"responseElements": null,

"requestID": "b9800ba8-541a-43d1-9c8e-efd94d5f2115",

"eventID": "5fbc83d7-771b-457d-9329-f85163a6a428",

"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "<account-id>",

"eventCategory": "Management"

AppleWebKit/537

.36 (KHTML,

CHS oMl e E04F £ CloudTrail 221 & =2 E0o{&FLIC} UpdateNetworkdetails

"eventVersion": "1.08",
"userIdentity": {
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"type": "AssumedRole",
"principalId": "<principal-id>",
"arn": "<arn>",
"accountId": "<account-id>",
"accessKeyId": "<access-key-id>",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalld": "<principal-id>",
"arn": "<arn>",
"accountId": "<account-id>",
"userName": '"<user-name>"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-03-08T22:42:157",
"mfaAuthenticated": "false"

.
"eventTime": "2023-03-08T22:42:587",

"eventSource": "wickr.amazonaws.com",
"eventName": "UpdateNetworkDetails",
"awsRegion": "us-east-1",
"sourceIPAddress": "<ip-address>",
"userAgent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7)
(KHTML, 1like Gecko) Chrome/110.0.0.0 Safari/537.36",
"requestParameters": {
"networkName": "CloudTrailTestl",
"networkId": <network-id>
},
"responseElements": null,
"requestID": "abced980-23c7-4del-b3e3-56aaf@elfdbb",
"eventID": "a4dc3391-bdce-487d-b9b0-6f76cedbb198",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": '"<account-id>",
"eventCategory": "Management"

AppleWebKit/537.36

CtS A= e E0iF = CloudTrail 21 58 204&ELICH TagResource
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",

"principalId": "<principal-id>",
Ilarnll: Il<arn>ll’

"accountId": "<account-id>",
"accessKeyId": "<access-key-id>",

"sessionContext": {
"sessionIssuer": {
Iltypell: IIROlell’

"principalld": "<principal-id>",
"arn": "<arn>",

"accountId": "<account-id>",
"userName": "<user-name>"

},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-03-08T22:42:157",
"mfaAuthenticated": "false"

}

}
.
"eventTime": "2023-03-08T23:06:0472",
"eventSource": "wickr.amazonaws.com",
"eventName": "TagResource",
"awsRegion": "us-east-1",
"sourceIPAddress": "<ip-address>",

"userAgent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7)
(KHTML, 1like Gecko) Chrome/110.0.0.0 Safari/537.36",
"requestParameters": {
"resource-arn": "<arn>",
"tags": {
"some-existing-key-3": "value 1"

1,

"responseElements": null,

"requestID": "4ff210el-f69c-4058-8ac3-633fed546983",
"eventID": "26147035-8130-4841-b908-4537845facka",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "<account-id>",

AppleWebKit/537.36
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"eventCategory": '"Management"

ChS A= &S E0iF = CloudTrail 21 &5 204&ELICH ListTagsForResource

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "<principal-id>",

arn
"accountId": "<account-id>",

Il<arn>ll'

"accessKeyId": "<access-key-id>",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalld": "<access-key-id>",
"arn":
"accountId": "<account-id>",

"userName": "<user-name>"

"<arn>",

},

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-03-08T18:50:3772",
"mfaAuthenticated": "false"

.
"eventTime": "2023-03-08T18:50:37Z2",
"eventSource": "wickr.amazonaws.com",
"eventName": "ListTagsForResource",
"awsRegion": "us-east-1",
"sourceIPAddress": "<ip-address>",
"userAgent": "axios/0.27.2",
"errorCode": "AccessDenied",
"requestParameters": {
"resource-arn": '"<arn>"
.

"responseElements": {

"message": "User: <arn> is not authorized to perform: wickr:ListTagsForResource

on resource: <arn> with an explicit deny"

1,
"requestID": "c7488490-a987-4ca2-a686-b29d06db8%ed",

Wickr 21 1t &5 0|5H5t7|
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"eventID": "5699d5de-3c69-4fe8-b353-8ae62f249187",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "<account-id>",
"eventCategory": "Management"
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