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* kms:Encrypt
* kms:Decrypt

* kms:CreateGrant
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o H™HE Ll X|€o| AIEXIVE S5 Zr gyt HEF CMK 50{0]| E AFEE = U E 85I, AHEXIE
CHA15H04 WorkMail AmazonOlA &5t 208t {2 & L|CH kms:ViaService 274 7| O]
Mgte ZH Mg8E|ct.

« AWS AEM ALEXI7F CMK £ 8 & E1 5{7HE F4E & e IAM HHE &8 + ULSF 5

gLt

CFH2 2 CMK Amazon&2 2 AWS #2|Zl= oAe| £ WorkMail A lL|C}.

"Version" : "2012-10-17",
"Id" : "auto-workmail-1",
"Statement" : [ {
"Sid" : "Allow access through WorkMail for all principals in the account that are
authorized to use WorkMail",
"Effect" : "Allow",
"Principal" : {
"AWS'" o xM
.
"Action" : [ "kms:Decrypt", "kms:CreateGrant", "kms:ReEncrypt*", "kms:DescribeKey",
"kms:Encrypt" 1,
"Resource" : "*",
"Condition" : {
"StringEquals" : {
"kms:ViaService" : "workmail.us-east-1.amazonaws.com",
"kms:CallerAccount" : "111122223333"

}
| A

"Sid" : "Allow direct access to key metadata to the account”,
"Effect" : "Allow",
"Principal" : {
"AWS"™ : M"arn:aws:iam::111122223333:roo0t"
},

"Action" : [ "kms:Describe*", "kms:List*", "kms:Get*", "kms:RevokeGrant" ],
"Resource" : "*"
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AWS KMS Amazon2 ¢ =3t L 553 Q™| CHal 7|17F aws:workmail:arn Q! 20| =& 9|
Amazon 2|44 O[& (ARN) Q! & 535 ZHEIAE & WorkMail AFS & L|C}.

"aws:workmail:arn":"arn:aws:workmail:region:account ID:organization/organization-ID"

o€ 04, CtS Y53 HEHEAENE 7& (OFYBE) (eu-west-1) ARN X[42| oi|d| =%|0| Z&HEl
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https://docs.aws.amazon.com/kms/latest/APIReference/API_ListGrants.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateGrant.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#encrypt_context
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Encrypt.html
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"aws:workmail:arn":"arn:aws:workmail:eu-west-1:111122223333:0rganization/m-
al23b4c5de678fg9h0ijlk21m234no56"

WorkMail AmazonZ} 2| A5 =& 1L |E{Z AWS KMS

Amazon CloudWatch LogsE AF&3t04 AWS CloudTrail AmazonO| AL XFE CHA15104 WorkMail E LY

= 2EE FHY AWS KMS £ U&LCH
%53

MASHH AmazonOll M AFAMEF 7|2 WorkMail 2435t AFME 7182 AWS KMS & 5 3} 5t
SEFLICEH Amazon2 LRt HIAE ALME 7| & Amazon Z & 9| AlBdXIeF AWS KMS &7
Encrypt 282 CMK 0of WorkMail 2 LICt. WorkMail

Encrypt S 7|5st= O|HIE= CIS 0| A| O|HERQL FALEILICE AME A= Amazon WorkMail A
H|AIL[Ct Oi7HE#44=0d= Amazon WorkMail Z%{2| CMK ID (keyId) & f =3} ZARHAE T} Z & E
LICE Amazon2 AFME WorkMail 7| &5t X|EF CloudTrail 210 7S 2| X| et &LCh.

"eventVersion": "1.05",
"userIdentity": {

"type": "AWSService",

"invokedBy": "workmail.eu-west-1.amazonaws.com"
},
"eventTime": "2019-02-19T10:01:09Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "Encrypt",
"awsRegion": "eu-west-1",
"sourceIPAddress": "workmail.eu-west-1.amazonaws.com",
"userAgent": "workmail.eu-west-1.amazonaws.com",
"requestParameters": {

"encryptionContext": {

"aws:workmail:arn": "arn:aws:workmail:eu-west-1:111122223333:0rganization/
m-al23b4c5de678fg9h0ijlk21m234n056"
I
"keyId": "arn:aws:kms:eu-
west-1:111122223333:key/la2b3c4d-5e6f-1a2b-3c4d-5e6fla2b3csad”

},
"responseElements": null,
"requestID": "76e96b96-7e24-4faf-a2d6-08ded2eaf63c",
"eventID": "d5a59c18-128a-4082-aa5b-729f7734626a",
"readOnly": true,

otOFE O] WorkMail AF25H= 2he AWS KMS & 1.0 18


https://docs.aws.amazon.com/kms/latest/APIReference/API_Encrypt.html

TR} OFLU A
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"resources": [
{
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/la2b3c4d-5e6f-1a2b-3c4d-5e6fla2b3csad”
"accountId": "111122223333",
"type": "AWS: :KMS::Key"
}
1,
eventType": "AwsApiCall",
. "111122223333",
"d08e60f1-097e-4a00-b7e9-10bc3872d50c"

"recipientAccountId"
"sharedEventID"

rkMail AWS KMS &l

}
Decrypt
NSk EHI*W% Z7t, &l = ArA|5HH AmazonOll A AbAE 7]2] & 3 & Wo
S5 E QX™EILICH Amazon2 &5 3HE AL E 7] & Amazon CMK X Z19| AlEdxL9oF AWS KMS &
H s 3H5 X olAl WorkMail EHL|C}H WorkMail
Decrypt &2 7|5 5t= O|HE = CtF 0| A| O|HIEQL FALEFLICEH AFEAF= Amazon WorkMail A
HIAQILICH Dh7HwH0ls 2304 7IZ EIX| S @ 3HE ALME 7] (F2 2 23) o Amazon ZX[9)
3l HEIAE T} ZLEHELICEH WorkMail AWS KMS &3 20 o] IDE 7FXSLICt CMK
{
"eventVersion": "1.05",
"userIdentity": {
"type": "AWSService",
"invokedBy": "workmail.eu-west-1.amazonaws.com
I,
"eventTime": "2019-02-20T11:51:10Z"
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "eu-west-1",
"sourceIPAddress": "workmail.eu-west-1.amazonaws.com
"userAgent": "workmail.eu-west-1.amazonaws.com",
"requestParameters": {
encryptionContext": {
aws:workmail:arn": "arn:aws:workmail:eu-west-1:111122223333:0rganization/

m-al23b4c5de678fg9h0ijlk21m234n056"

}

},

"responseElements": null,
"4a32ddal-34d9-4100-9718-674b8e0@782c9"

"requestID":
te 2 AWS KMS
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"eventID": "ea9fd966-98e9-4b7b-b377-6e5a397a71de",
"readOnly": true,
"resources": [

{

"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1la2b3c4d-5e6f-1a2b-3c4d-5e6fla2b3cad”,

"accountId": "111122223333",

"type": "AWS: :KMS::Key"

1,
"eventType": "AwsApiCall",

"recipientAccountId": "111122223333",
"sharedEventID": "24lele5b-ff64-427a-a5b3-7949164d0214"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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Amazon WorkMail ListUsers APl 28 AtEX S 52 AAMd -T‘._-léF% 7}01|7-|| -,-04 }E4D=| i
= AF2XFo| Z=H0i| workmail:ListUsers & Z &3l of & =
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4 MEE WorkMail & 2|gfL|C}.

HIE otLtof ofd] A3 E X|Hstedm S 20| =z FEELICH

"Action": [
"workmail:ListUsers",
"workmail:DeleteUser"

FAUEIFIE(M)E A 50 0 A2 KIHE = U&LICH | £01, ListEl= HO{E2 A|&S=E 2
E EfA3E X|Ysle{H ChS A3 E Z&ELICH

"Action": "workmail:List*"
Amazon WorkMail 2] SE 2 Eo{™ IAMAFE MEMO| WorkMailAmazonOf A &Ho|8t 2fdE & X
SHAAIL.
glAA
B 2K AWS JSON MA2 AI23610 £ 71 Rodof| M AE £ Q=X X|-HEE £ Ql&LICH &, ofH
HOot FR|7F ofH Z|AALL o{H ZZHM XS =8 +~ U=XIE XHE &= UYU&LICh

ResourceJSONEHM @ A= &0| MBE|= Lt £= 02 7Ho| ZX|E X|HELIC 2&o=
Resource®™ = NotResource A7} BtE A| &£7}E|04{0F EFLICH Amazon ElAA O] (ARN) € AFR
5104 2|AAE X|HSE ZAo| 7I1E EELICE 2lAA =& HEHO|2tD 5t EHE 2lad K8 K|
£ ol Cisl o]l EHAZE e 4+ U&LICH.

e Lidnt 2ol 2las £ HEHS X|/sHK| ofs Hedol e, SASIE()E Ag st HE 20
2E 2laso] MBES LIEFHLICEH
"Resource": "*"

WorkMail Amazon2 Amazon X Zl0f| Cist 2|AA £=F HEt2 X|HELICH WorkMail

Amazon WorkMail Z&! 2| AA0|= ARN C}=20| £ & =|L|C}.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonworkmail.html#amazonworkmail-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference-arns.html
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arn:aws:workmail:${Region}:${Account}:organization/${0OrganizationId}

& 4lof CHEF REM[EF LI 2 Amazon |44 O|F (ARNs) 2 AWS AH[A AT O[AS FHESHAA
2. ARNs

o & S0{ HM MO0l m-n1pq2345678r901st2u3vx45x6789yza Xl X|HsttiH ClS2 ALE5t
HAI2. ARN

"Resource": "arn:aws:workmail:us-east-1:111122223333:0rganization/m-
Nn1pgq2345678r901st2u3vx45x6789yza”
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"Resource": "arn:aws:workmail:us-east-1:111122223333:0rganization/*"
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"Resource": "*"

Amazon WorkMail 2lAA & 2l s ARNs S0 222 Er{MH IAMAIE AEHA 9|
AL X|IHE £~ e BFde golEe{™

o
WorkMailAmazonOi| M 2 9|8t E|AAE FHZFAAIR. ZH E - .3 gea b= H
ARN Amazon8| 2d B|AA B Z74 7|8 & ZE A AL WorkMail.
=7

* aws:CurrentTime

* aws:EpochTime

* aws:MultiFactorAuthAge

* aws:MultiFactorAuthPresent
* aws:PrincipalOrgID

* aws:PrincipalAzrn

* aws:RequestedRegion

e aws:SecureTransport

ototE2 o= H WorkMail E245HLE 272 IAM 7 1.0 28


https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonworkmail.html#amazonworkmail-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonworkmail.html#amazonworkmail-resources-for-iam-policies
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e aws:UserAgent

CIS ol ME2 siY x|d2| MFA @15 El IAM EoF &0l H 2 Amazon WorkMail 201 CHEF U A|
A HEHE B o4& LICH eu-west-1 AWS
{

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ses:Describe*",
"ses:Get*",
"workmail:Describe*",
"workmail:Get*",
"workmail:List*",
"workmail:Search*",
"lambda:ListFunctions",
"iam:ListRoles",
"logs:DescribelogGroups",
"cloudwatch:GetMetricData"

1,

"Resource": "*",

"Condition": {
"StringEquals": {

"aws:RequestedRegion": [
"eu-west-1"

I
"Bool": {
"aws:MultiFactorAuthPresent": true

DEAWS 22H T 7|12 HedM™ AFE MBAM AWS 22 =7 ZHEHIAE F|1E B XFHAAIL.
IAM

workmail:ImpersonationRoleIdAmazonOiM X[#st= FYUsH MH|AE =7 7|LICtH
WorkMail
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olotZE WorkMail ZHE|RF OFLE A

CtZ ol Xl A2 £ WorkMail =& & AFZE! A48 2 AssumelImpersonationRole & HRIE &
AFLc
{

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"workmail:AssumeImpersonationRole"
1,

"Resource": "arn:aws:workmail:us-east-1:111122223333:0rganization/m-
Nnlpgq2345678r901st2u3vx45x6789yza",
"Condition": {
"StringEquals": {
"workmail:ImpersonationRoleId":"12345678-1234-1234-1234-123456789012"
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https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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OfOFE WorkMail 2& Al

Amazon WorkMail 2& 0 HAMASH2{T 2|4 HEH &EHo| Q/o{ok gFLct o|2{8t HEt= S5 AWS H|
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O AmazonWorkMailFullAccess®& 22 |IAM At & X+0i| | Amazon WorkMail 2|2 A0] CHEF %] <4
MA HEtE2 2o{gfLIct ol A EZ &3l A8 Xt= 2 E Amazon WorkMail AWS Key Management
Service, Amazon A/Z O|H Y MH|A 2! AWS Dlrectory Service 2H0]| HMAE = U&LICH 07|
0l= AmazonO| #3+& CH&15H0 WorkMail 2=&5H0F 3= 0424 Amazon EC2 2= = & ElL|C}.
logsZ cloudwatch HEH2 Amazon WorkMail 2£0{A{ O|HY O|HE 2Z L X|E E7|of| 2QF
LIt ZHAF 222 CloudWatch 21, Amazon S3 2! Amazon Cl|O|E{E FireHose AF& 504 K& &L
Ctlogs. RtMIEF LHE 2 ototE0IMel 24 & ZL|E{Z WorkMail BHHE R ZSHMAIL.

"Version": "2012-10-17",
"Statement": [
{

"Sid": "WorkMailAdministration",

"Effect": "Allow",

"Action": [
"ds:AuthorizeApplication",
"ds:CheckAlias",
"ds:CreateAlias",
"ds:CreateDirectory",
"ds:CreateIdentityPoolDirectory",
"ds:DeleteDirectory"”,
"ds:DescribeDirectories",
"ds:GetDirectoryLimits",
"ds:ListAuthorizedApplications",
"ds:UnauthorizeApplication",
"ec2:AuthorizeSecurityGroupEgress",

ec2:AuthorizeSecurityGroupIngress",
"ec2:CreateNetworkInterface",
ec2:CreateSecurityGroup",
"ec2:CreateSubnet"”,

ec2:CreateTags",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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ec2:CreateVpc",
"ec2:DeleteSecurityGroup",
ec2:DeleteSubnet",

"ec2:DeleteVpc",
ec2:DescribeAvailabilityZones",
"ec2:DescribeRouteTables",
ec2:DescribeSubnets",
"ec2:DescribeVpcs",
ec2:RevokeSecurityGroupEgress",
"ec2:RevokeSecurityGroupIngress",
"kms:DescribeKey",
"kms:ListAliases",
"lambda:ListFunctions",
"route53:ChangeResourceRecordSets",
"route53:ListHostedZones",
"route53:ListResourceRecordSets",
"route53:GetHostedZone",
"route53domains:CheckDomainAvailability",
"route53domains:ListDomains",
"ses:*",

"workmail:*",

"iam:ListRoles",
"logs:DescribelogGroups",
"logs:CreatelLogGroup",
"logs:PutRetentionPolicy",
"logs:DeleteDeliveryDestination",
"logs:DeleteDeliveryDestinationPolicy",
"logs:DescribeDeliveryDestinations",
"logs:GetDeliveryDestination",
"logs:GetDeliveryDestinationPolicy",
"logs:PutDeliveryDestination",
"logs:PutDeliveryDestinationPolicy",
"logs:CreateDelivery",
"logs:DeleteDelivery",
"logs:DescribeDeliveries",
"logs:GetDelivery",
"logs:DeleteDeliverySource",
"logs:DescribeDeliverySources",
"logs:GetDeliverySource",
"logs:PutDeliverySource",
"logs:DescribeResourcePolicies",
"cloudwatch:GetMetricData",
"firehose:DescribeDeliveryStream",
"firehose:ListDeliveryStreams",
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"s3:ListAl1MyBuckets"
1,
"Resource": "*"
1,
{

"Sid": "AuditlLogDeliveryThroughCWLogs",

"Effect": "Allow",

"Action": [
"firehose:TagDeliveryStream",
"logs:PutResourcePolicy",
"s3:GetBucketPolicy",
"s3:PutBucketPolicy"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"aws:CalledVialLast": "logs.amazonaws.com"

"Sid": "InboundOutboundEmailEventsLink",
"Effect": "Allow",
"Action": "iam:CreateServicelinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": "events.workmail.amazonaws.com"

"Sid": "AuditlLoggingLink",
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": "delivery.logs.amazonaws.com"

"Sid": "InboundOutboundEmailEventsUnlink",
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"Effect": "Allow",

"Action": [
"iam:DeleteServicelinkedRole",
"iam:GetServicelLinkedRoleDeletionStatus"

1,
"Resource": "arn:aws:iam::*:role/aws-service-role/
events.workmail.amazonaws.com/AWSServiceRoleForAmazonWorkMailEvents*"
.
{
"Sid": "InboundOutboundEmailEventsAuth",
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:aws:iam::*:role/*workmail*",
"Condition": {
"StringlLike": {
"iam:PassedToService": "events.workmail.amazonaws.com"
}
}
}

AWS CLI £ oflgt §3HE 7= AL Rioll7 214 24 MBS 518Y LWRE AWS API 8ig

8 a5t Ao Yzl API A olat AN AE SB5tMIR

ALERE7E RHAIS] TR S MBS B £ YT 518

ol GOl A= IAM AL Ri7F KhAlo] ASAFIDOY A Qlatel 3l Bals MMg B 4 AT

MM pto = WS HoiELITH o HAols 240 EE ORE AH8stod Z2 134T
EEEEES

etZ & 4= Q= AWS CL| #&o| Z&r=lL|Ct. AWS API

L{Ct. CH

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
R4 EH 7[8t 3 of A| 7% 1.0 36
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"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

]I

"Resource": "*"

A& XHod|H Amazon WorkMail 2| A A0 CHEE 217| & HMA &

M2 MH2 1AM AL XFol| 7l Amazon WorkMail 2|4 A0 CHE 87| & HM|A H
Ct. o] =42 AWS #Z|E AmazonWorkMailReadOnlyAccess 21} & 5t (]
gHLICH ot HEHO|E AL KIoi| 7| 2 & Amazon WorkMail Describe &f@dod| CHEF UM A H
gh2 F o4& LICt. AWS Directory Service C|EIE{2[0] CiEt HEE 2224 AWS Directory Service
DescribeDirectories & 40i HA|ASHoF B LICH 7 E ZHQlol CHEt HEE 224 Amazon
SES AH|A0f HAM|ASHOF BfLICH AFSEl 535} 7|of CHEt HEE o2d™ of CHEF AWS Key
Management Service M A7t HR#FLICH 1logsZ! cloudwatch #EH2 Amazon WorkMail 2&
oM ol o|HE 24 WU X|&E E7|0oi EerL|ct ZA 242 CloudWatch 21, Amazon S3 2!
Amazon H|O|E{& FireHose AF8 35104 & & LICtlogs. AtMIEH LIS otOtEAMol 22 & 2 L|E

=2 WorkMail EHE & Z3HAAL.
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "WorkMailReadOnly",
"Effect": "Allow",
"Action": [
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"ses:Describe*",

"ses:Get*",

"workmail :Describe*",
"workmail:Get*",

"workmail:List*",
"workmail:Search*",
"lambda:ListFunctions",
"iam:ListRoles",
"logs:DescribelogGroups",
"logs:DescribeDeliveryDestinations",
"logs:GetDeliveryDestination",
"logs:GetDeliveryDestinationPolicy",
"logs:DescribeDeliveries",
"logs:DescribeDeliverySources",
"logs:GetDelivery",
"logs:GetDeliverySource",
"cloudwatch:GetMetricData"

1,

"Resource": "*"
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CtZ oAl 27 = mateojackson IAM AFERI7F Z2&£ 2 AFE5H04 2 Eoi CHEt AT HEE 21 5t
X|2t workmail :DescribeGroup #80| Qi A ErAMetLICt

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
workmail:DescribeGroup on resource: group

| 22 Mateo= group & ALE5t04 workmail:DescribeGroup ElAA0 HHASES 518
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Aol O|HY FAE dtetghct.

subject O|HIY HIAIX| 2| M= L|Ct.
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ototE WorkMail 22Xt etLiA
2= =ES
messageld SMTP HIA|X| IDRILICE.

spamVerdict

dkimVerdict

dmarcVerdict

dmarcPolicy

spfVerdict

messageTimestamp

MAILBOX_EMAIL_DELIVERED

HIA|X|7} Amazon SESO]| Q|5 ATHO Z E A
EIRAE=XRI IR E LIEFHLICH RHAM[EF HE =
Amazon Simple Email Service 7Hgt A} LA Q]
Amazon SES O|HY =4loj| CHEH 2] Z &

=8 HEM 2.

DomainKeys 412 H Y (DKIM) HAtS| S 1t
O{£ & LtEHALICE REMIEH HE = Amazon
Simple Email Service 7H& X} 2HLHA 2| Amazon
SES O|H| =4lof CHE 22| FEIXE & =5

M.

THel Z7IEF HAIR 15, B0 W &
(DMARC) ZAAL2| &1t o{F & LtEFHLICH A
8t M E &= Amazon Simple Email Service 7Hgt
K StLHA{ Sl Amazon SES O|HI& = 4loi| CHEt

U2 ZEHERE FZsHMR.

dmarcVerdict Z=0{ "FAIL"O| Z & E 82
LIEFS LICH. DMARC Check7} Alufgr Z< 0]

y 1
Ei ). ol oY HE TH Rl AR

of ofsf MEELIC

gF ARF EE Z | Y l3 (SPF) HAe| St
0{f & LtEHHLICH AFMIEH HE = Amazon
Simple Email Service 702 Rt LA 2| Amazon
SES O|HI s=4lof CHEt Y B 2EIXE x5t

M.

HIAIXIZE =&l AlZHE LEEFHLICE
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otOhE WorkMail

TR} OFLU A

O| O|HIE= =2 AFME O HIAIX|Z7F HHEE! [ 7|SELICH O] HIAIX|= HIAIR|7F HIE = 2
AMAEo] CHEH 8t H 7|2 E|=2 2 B2 ORGANIZATION_EMAIL_RECEIVED O|HIEZ QI35H 042

MAILBOX_EMAIL_DELIVERED O|HIE 7} gheligh

1]
In

&%t

folder

- A&Lich

kS

HIAIXIZ} BHE 2 AFAEF LT

HAIXIZE A= AbME 2 QLICH

RULE_APPLIED

O| OIHIEE= 4l == 2 A HAIX|7 O|HIY 2§ #2IZ AIEE M Z7|SELCH.

Zic ME

ruleName T =lof o|§LCt,

ruleType MEE A3 78 (UH2E_3], OFRHI2E_
=] £= MAILBOX_RULE). QIHI2E 4l o} 2

HFR2E 722 Amazon WorkMail ZE|of M

EILICH AbME A2 XI™HE AMEE HE
EucH XME HEE OlHY 5§ HEIZ2 #X
StMIR.

ruleActions FElof whep 2=siEl oo L|ct. HA|X| 2= AIK}
Ot O|HIY Bt == oMY HHE MZ ot 2 e
ChFst 2Fdo| /JUE &= JU&Lct

targetFolder Move EE& Copy MAILBOX_RULO| | &l CHA

S Lch

Forward EE£ Redirect MAILBOX_RULEO]
O|E &l £ AleldL|Ct

targetRecipient

JOURNALING_INITIATED
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O| O|HIE = AmazonO| Z%| #t2|Xt7} X|Het ME™ FAE O|HYE WorkMail 2 [ 7|SE LICt.

=1

Z 2ol Md3o| FHE BB MEELICH RMEH HE = Amazon WorkMail2 S8l O|HY X2

FAMEE FRFAML.

1= =ES
journalingAddress ME2 HAIXIE B O|HY F=AQLICEH

INCOMING_EMAIL_BOUNCED

=4 HAIRIE CHe AR A HIE S = gl= B2 o O|HET}L 7|SELIct CHA At E ol & 3 4
S 0424 7t X| O| R Z o|HIYO| Bt&E = U&LICH AARE oM 0| BH&SE ZH = 4IXtod| CH3H Of
IHJIE% st HM F7|SBLICE ol & E01, 4 HIAIX|7F 3Fo| AR A HIZ ER =L 0] & F 4
Xte| AbME O] 7HS & AL 5 7H2l INCOMING_EMAIL_BOUNCED O[|HIE 7} 7|ZElL|C}.

Il AMOd

=— = O
bouncedRecipient Amazon0i| M HA|X|E WorkMail 2+& 8t CHA
= AMRFILC,

OUTGOING_EMAIL_SUBMITTED

O| OIHIEE Z= %o ALEAI7I 2 O|HY HAIXIE MEE
AmazonOilM & & E|7| ™o 7S E/22 o] o|HE= O|HY0| &
LHX| i & LICH.

IEP o|= MIA|X|7} WorkMail
2 MEEUER| {2 E LIE}

2o
w

|0

A= Mg

recipients 4 AIREZE XIRSBH BIAIR] 4 AIRFRILICH e A
AT U E2 T Yo SR 2F 28
Euct

sender

CHE AFSXHE CHAlISto] O|H| Y HIAIXIE &
gF AFERS| O|HY FALICH o] HEE=
AM-EXHE Cidlsto] O|HIYE TS E mer 8

Lk
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c Ae

from HIH AR F=A0|H, Yo 2 HAIXIE EIH
MEXIo| O|HY FTAE K|HELICH AFZ A}
CIE AFSXIE E= CHE AFSAHE CHAISHo{
AlX|IE &8t B2 o] HEE= AX gAIRLe| O]
MY F=ATF ofLIEI O|HYE CHAl & T AFE
Aol o|HIY F=AE HhetEhL|Ct.

subject O|H Y HIAIXIC| M= L|Ct.

OUTGOING_EMAIL_SENT

O| O|HE = g4l O|HIUO| CHA AR AH M2 Mo Z e E w 7S ELICH HiE ol A
28t £ AXtOiCH 8 BHM 7|12 2|22 B2 QUTGOING_EMAIL _SUBMITTEDZE QlaH 042
OUTGOING_EMAIL_SENT & 50| drMg 4= &L Ct.

1]
In
[l
0F

OH

&%t d&Moz i E olH YLl = &Kt LCH.

sender CIE AP ALE CHAISH0d O|HIY HIAIX|E &
Bt At Xto| O|HIY FAQILICH o] ZHEE= CHE
ALEXHE CHAIGH0] O|H|YE HMESE mEk A

=1=[=]

from 2 A FA0|H, dEtHe Z HIAIKIE 2
ArERte| o|HY FAE X[EELICH ALE Rt
CHE MEXIZ = OHE AFEXRHE CHAlstod |
AIXIE & e B2 ol E== A EAlxtel of

MY F47F otLl2t O|HIYUE CHAl &S ALS

Aol o|HIY FAE gretghict.

messageld SMTP M|A|X| IDRLICE,

OUTGOING_EMAIL_BOUNCED
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A HAIKIE CHY = MR A HEE & s E< 0| O|HETL 7|FELICH CHY ALME Ol & & 3
S 02 7tX| O|RZ O|HYO| BF&E o UELICH A[ARI2 O|HIYo| BH&E 2 4= Lxtod O

2 et HM 7S ELICH o & S04, Y& HIAIX|7F 3ol = XA HHE EIRI=C O

AMEO| 7HS & B2 F 7HO| OUTGOING_EMAIL_BOUNCED O[HIET} 7|SEL|Ct.

OF

Il AMOd

=— = O

bouncedRecipient CHa HY M7t HA|IX|E S CHA = AIRL
olL|ct
= .

DMARC_POLICY_APPLIED

DMARC 20| Z%|of M& &= olH Yol M8 &= E< ol o|HET} 7|SELICH

>
0=

Gl

= =

M

AEXte| O|HY FAE X
CHE AFSXtZ E= CHE AFSAHE Cidlstod O
AIXIE TS e B2 ol E== A Ealxtel of
M =47t otLl2t olHYE CHal MEEH AHE

xto| oMY FAE HHetEL

from HIH AR FA0|H, YPHHo 2 HAIXIE EIH
| Y

I}

recipients HA| XS] CHA = AIRFRILCE.

A & El DMARC &2 DMARC Check7} AlI{
g 42 o|H|Yoi cHsl F & =X[E LIEHH (]
=, 42l £E= HE). 0] 2=&= ORGANIZAT
ION_EMAIL_RECEIVED O|®HIE 9| dmarcPolicy

ZEot SYELICH

Amazon WorkMail ZtAF 23 ZLIE{E

ZAF 238 AF83104 Amazon WorkMail Organization2| AFAME O CHEF HHAE ZLIERIE = &
LICt. Amazon2 Ul 7+X| RE2| Z At O|HIEE WorkMail 7|55t 0|28t O|HIE = CloudWatch 2

71, Amazon S3 EE= Amazon FirehouseOll A& = U&LICE ZAF 208 AFE5t0] ZEIQ| AFME
Ol AHEXF &5 B E, CIE AL, HMA Moi 72 HIE ZLIEHESHT 2/F A|ARIM CHEF 784
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SN ZES T = UELID ZA EZ TG0l THEF ZHMIEH LIS 2 & HESHHARLTZM 2F
285t

ChE MMM E AmazondlM 715 8H= Z AL OIHIE WorkMail, OHIE 7} MEElE Al7| & O|HE H
Eof et 82 & dFELCH

H YA HMHA 2T

AFATEE 4NIZ OIHIE = 0f@ ALME JHAIOIAM OfE ZHedol 4
8 RIZHLICH MBSl 85 EE ECiolM A¥sizis BE
= 7t

=

GELICH o248 O|HIE = AtAE C|O|E{ofl CHEF AMAE

EIRHLE A= 2= K]0l CHEr HE
Fdoll CHoll AbAME HAMA OHIE T}

ot= ol fSELich

5 0%

d

A

-

]

= AMOd

SLS

event_timestamp O|HIE g Al (Unix Epoch) O|% & 2|= E
<.

request_id QY¥E 1fstH AHES=ID

ZZ&_arn QB El AL XIIF &8 & Amazon WorkMail =

o

7t R id 7t e AL ID. RO AE 7ISE A
ZHoont XA AIAID.

Z2EE NSEZZEZE ZZEZ2CisH
¢2 = U&LICH AutoDiscover
EWSIMAP,WindowsOutlook ,ActiveSyn
c ,SMTP,WebMail,IncomingEmail , Kt

=O0utgoingEmail .
AA ip QMO AAIP FA.
user_agent X & A2 X} O0|NME.
xHoq JhA|of cHal =&l 22 Ct5a Z &L

Ct.read, read_hierarchy ,read_summ
ary ,read_attachment ,read_perm
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]

=) =

issions ,create,update,update_pe
rmissions ,update_re

ad_state delete,submit_email_for_s
ending ,abort_sending_emai

1 ,move,move_to,copy, EE=copy_to.

owner _id 2 B0l x| E ARE AFE XA ID.
object_type WA 82 20, HAIX| Ee MR o edd

item_id O|HIE XM=l HAIXIE TR3tH A5t 7HLE
OHE MZ¢l M2 utde Zst= IDYILICE

EH 32 ] FQl EC{o| A2 E= & 2 =0l
Eof U= EC BE.

folder_id O|HIE CHAQI ZEC{E TRt AlEs7HLt o]
HIE CHa @l Z4A|E Z&hst= IDYILCH

MR F= JEe = MR ol C|laEEo| 0|§ E=2

HM FHE 0| HEEIRE=X| 7. & £ /U1 HA
A =L A&sLct

CHH|A Ao 21

M Kol 20| BIHE miotch AMA HMo{ O|HETL WEELICH olgdet 2O S XIE HMHAE
ZHAstHLE HMA KMo T EE ClHZ ot = ol RS LICH

Zic =k

event_timestamp O|HIE gr4 A|™ (Unix Epoch) O|%& ZU2|X E
_?_

request_id LHEE I1R5HH AlESE ID.
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TR} OFLU A

user_id

7F& AL id

rule_id

Ad
=

0%

CISEl AL X7t WorkMail &£8F ZZ10] ARNL
LIC}.

CIZ =l AFZ XL ID.

7t& et AHEF Ol ID. 2o AHE 7|5 E AtEE
Z420{at MA|BHAIAIS.

MNEE ZEEZ2 O350 Z&L
Ct.AutoDiscover ,,,EWS,IMAP,WindowsOu
tlook ,ActiveSync , SMTP
WebMailIncomingEmail , EE=. OutgoingE

mail
QLY LAIPFA,

TEol Hels ohEa 22 =+ U&L
AccessControl DeviceAccessContro
1 , E=ImpersonationAccessControl

MA Ao 7#=l9l |

OH & D
= =
Ol e B2 rule_id& AHEE =+ Sl&LICH

CIZE 21
0I5 o|HE|E 215 Al=oi CH LIC}.
(® Note
Amazon WorkMail WebMail O Z 2|70l & &8t 215 O|HE | CHaiME @15 O|HIE T MM

T|X| ef&LICH
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Zic ME
event_timestamp O|HIE &M A|& (Unix Epoch) O|% &2|x= E
<.

request_id QS 185tH A= ID.

ZX| _arn B El AL X7} WorkMail &8t & %/9| ARNY
LICt.

user_id RIBE ALZRL2| D,

AL SRt RIEE ATE M AFSEH AHE A} O] E.

IZES MEEZZREZ2C30 Z&L

Ct.AutoDiscover ,,EWS,IMAP WindowsOu
tlook , ActiveSyn
c SMTP,WebMail,IncomingEmail , Kt

=O0utgoingEmail .
AA ip QEO| AA P FA.
user_agent REE Bt AHEXF ofo[ME
method R1E W #Hxf= 7|28 X[ ELCH
RIE &3 RIE A7t dBFeXx| R &L =2 U1
HAY = A&t
& Almf At R1E AT Atf. 215 0| Alufet ZBLRoEF EAIE
L|Ct.
tEE M3 2O
7t 22X O|HIE & WorkMail AmazonO| A2 RS CHAISIO FAE 724 ZERA EE 2
£ 7188 ol s ddELICH o248t O|HIE= 7t8 M SR 42 C|HZst= ol K& LCH
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= ME

event_timestamp O|HIE 7} gF M5t A|H (Unix Epoch) 0|& &E|&
=

request_id QLEES I1R5HH AHE5E= ID.

Z%& _amn QIZ El AL X7} WorkMail &8t = %/0| ARNY
L|Ct.

user_id RIS E AAEXS| ID

78 SEEE 7HEE =R RY2 CHE EWS
2 & A&LICH E=. LAMBDA

el 7Mool #EE el

function_arn S & F ol ARN (RE0| LAMBDAR! B9)
J%X| eto™ o]l EE= EXSHR| &Lt

ews_endpoint EWS =X QIEQ| RE2 EWSRILIC O K|
ofom o] = EAIEIX| f&LC

error_message Almj piolg M= HAIXKIQLICH &0l o
3t 42 ol HE= EAEX| &Lt

7t8E OHIE &3 7188 ™0l d3Ho 2 ME|L//R=X] 045,

Amazon0i| A CloudWatch QIAIO|E ALE 67| WorkMail

Amazon WorkMail Z2&0M O|HIY O|HIE 2EZE E 36t HL ZA EOE LogsE MESHEE &
58t 42, Amazon CloudWatch Logs Insights& A& 3504 O|HHIE CloudWatch 218 #HZ|& = U
&LICH O|H|Y O|HIE 2Z 747|ofl CHEt REMIEH LHE 2 O|H[Y O|HIE E2Z 43I HHS F TSt A
2. CloudWatch Logs InsightsOil CH8F XFA[EF LI 2 Amazon Logs AFHE A A{Q| CloudWatch Logs
InsightsE Al& 8t CloudWatch 21 H|0|E| EM g At Z st AAIL.

CtZ 0= CloudWatch 20| A &etxQl o|HY O|HEE F2[st= LS EoiELICt CloudWatch
Z &0 olzde HEIE A™>ELICH olzfet #EIE Adste Yo cHet X[E2 Amazon
CloudWatch Logs AF& HBMO| RAt&M: HE FHe| &= 2 =382 HESMAIR.
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
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olotZE WorkMail ZHE|RF OFLE A

Example AtEX A7t 2 O|HYE ALEXE B7L 2 X| X8 0|RE LotE A AL,

Che = oAle AASXHAZF AEXE BoA 2t O|HIYS EtAaRZ HE M5t AElsHs WHS
HoiFLct.

fields @timestamp, traceld

| sort @timestamp asc

| filter (event.from like /(?i)userA@example.com/
and event.eventName = "OUTGOING_EMAIL_SUBMITTED"

and event.recipients.@ like /(?i)userB@example.com/)

H HAIX|2F =% IDE gtetefLICH CHE ZE ofd[e| 2] IDE ME35to{ ELH HIAIX[2| O|HIE 2
ILE FelgfL/ct

fields @timestamp, event.eventName
| sort @timestamp asc
| filter traceld = "$TRACEID"

24 ol HIAIX| ID2F O|HIY O|HIE 7| BHEHEILICH OUTGOING_EMAIL_SENT= O|H &S E &M
£ L}EHLH T, OUTGOING_EMAIL_BOUNCEDE O|H 0| EFSE|QIS S LIEFHLICE o|H Yol 44l 0
£ golslgd™ CHE Z = of| KMol M HIA|X| IDE AFEStod FE2[ELICH

fields @timestamp, event.eventName
| sort @timestamp asc
| filter event.messageIld like "$MESSAGEID"

SUst HIAIX| IDE 7Hx|D Q222 4418 HAIKIE gHetsfor BhLICH HIZ S #Elsteie ohg 2
oM 2| % IDE AHSELIC

fields @timestamp, event.eventName
| sort @timestamp asc
| filter traceld = "$TRACEID"

B HHE RHd B K4S JhsE 7A! Afedo] dhatElLC

CHE ZE oM XIEE AERAH &2 ZE HYUS #Helste Y-S EoiELICH
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fields @timestamp, event.eventName

| sort @timestamp asc

| filter (event.from like /(?i)user@example.com/ and event.eventName =
"ORGANIZATION_EMAIL_RECEIVED")

OS2 2= e XIEE THlM 22 2E HYS HElsts YHS EoiELICH

fields @timestamp, event.eventName

| sort @timestamp asc

| filter (event.from like "example.com" and event.eventName =
"ORGANIZATION_EMAIL_RECEIVED")

Example EtS O|HIYE 2L AFRF 27|
ChS ZE o= S E Ll o|HYE HMEIStsE YHE EoiF 1 ¥hS O|R T gHeteLch
fields @timestamp, event.destination, event.reason

| sort @timestamp desc
| filter event.eventName = "OUTGOING_EMAIL_BOUNCED"

Che 3= ofFlE M E 24 olHYUS HEIsts YHES BoiFLICH T8 BT 2Kt olHY F
A0 U AR T BHEFEILICH

fields @timestamp, event.bouncedRecipient.emailAddress, event.bouncedRecipient.reason,
event.bouncedRecipient.status

| sort @timestamp desc

| filter event.eventName = "INCOMING_EMAIL_BOUNCED"

Example 01 T H|Qlo] ABE ELHT QUEX] FH QoA 2.

CtE ZE A= ZEM ABE B2 AKX E AHE[6te SHE 2o{E5LICt
stats count(*) as c by event.recipients.0
| filter (event.eventName = "ORGANIZATION_EMAIL_RECEIVED" and event.spamVerdict =

"FAIL")
| sort c desc

COhE ZE ofde &M o|HYe| ¢ AKHE FE|ste Y-S EoiE LI

fields @timestamp, event.recipients.@, event.sender, event.from
| sort @timestamp asc
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| filter (event.spamVerdict = "FAIL")

=

—

O
o
=0

Ctg ZE oMl MSo 2 ZE 350 ABo R AMEE O|H Y S R Elste WS BEoiFL ot

Example O|HO| =AIRto| AT EHE T 27|

fields @timestamp, event.recipients.@, event.spamVerdict, event.spfVerdict,
event.dkimVerdict, event.dmarcVerdict

| sort @timestamp asc

| filter event.subject like /(?i)$SUBJECT/ and event.eventName =
"ORGANIZATION_EMAIL_RECEIVED"

II|

OlHIY F% IDZ #{2|sto] O|HLUL| 2 E O|HEE E =& /U&LICH

Example O|H Y =& w31 Yx|et= O|HY 27|

E Ao Ux|stE olHlYdE #eElste W g 2o{FLct

ot

CHE ZE oM ofRHI2E oMY

fields @timestamp, event.ruleName, event.ruleActions.@.action
| sort @timestamp desc
| filter event.ruleType = "OUTBOUND_RULE"

A

ChE 2 E o= QH2E oMY 1 Adx[et= O|HIYUE ZIElste Y-S EoiE L

Jor
ofu

'I_'IL

fields @timestamp, event.ruleName, event.ruleActions.@.action,
event.ruleActions.0.recipients.0

| sort @timestamp desc

| filter event.ruleType = "INBOUND_RULE"

Example ZX0|AM ZHLE EH O|H Yo 2 EQIFHMIL.

COhE ZE odlE =%l Zt 4K 7 &2 o|HY & ZElst= WHE 2oiELIct

stats count(*) as c by event.recipient
| filter event.eventName = "MAILBOX_EMAIL_DELIVERED"

| sort c desc
Ctg ZE oidle =2&of ZF Y AKXty EXHH o|HIY =& Helste W2 EoiE L ct

stats count(*) as c by event.from
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| filter event.eventName = "OUTGOING_EMAIL_SUBMITTED"
| sort c desc

£ WorkMail At2 73504 Amazon APl &2 24 & L|Ct. AWS CloudTrail

WorkMail Amazon2 A& Xt AWS CloudTrail, @38 == Amazon LHOI| M &5t ZFdo| 7|2 |
S5t AMH|A2H AWS AMH|A & EI0] WorkMail 4&LICH CloudTrail Amazon WorkMail 2 & 0 A
o| & 4! Amazon APIO|| CHSH 2 E 5
HIE 2 ZHX{ELICt WorkMail EBY S
CloudTrail O|HIEE X|&MoE TMEE
Z&£9| O|HE 7|50 M 7HE 2|2 O]

E
04 Amazon0l 38t LI WorkMail, £
FO|

Igh ~ &Lt

£ & Z 504 Amazonoi CHEF 2 & APl &2 WorkMail Of
M5t Amazon O|HIEE Z 8601 Amazon S3 HZI2 2
£ WorkMail A &LICH ECYS F5FX| 2ot = CloudTrail
A& 2 = &Lct oM =Z 8t CloudTrail 78'_‘?'_% A

18t 1P T4, QS AR, Q™ AI7| L FILAME HEE

T |

1) nw

= TE ok
0” mw

oll

le-

KEMIBt CloudTrail LI 2 AWS CloudTrail AF2 MEHME EX5HAAIL.
otO+E WorkMail HE CloudTrail
CloudTrail A|H& BHE AWS A M & A3HELICH WorkMailAmazonOi|AM &S 0| 235t siiE &

50| CloudTrail Ol 7|S 0| CHE 0| HIE 2} &7 AWS AH|A OHIE o] 7|SELICH L} Ato|Eof
=& 4 QALICHAWS HE. REMIEH LIS 2 O|HIE 7|SE 22

MZZOHEE B AMStD CIREEE oz
CloudTrail O|HE E7|E & XsHAAIL.

Amazon WorkMail O|HIEE Z 35l04 AWS Aol OHIEE X|&Xo 2 J|E5ie{T EQIUS MAEH
oF gfLiCt. EBYe AL25tH CloudTrail Amazon S3 HHZlof| 21 o2 XMEs £ Q&LIcH 2240
MEHZE H85H 7|BEMeZE 2 E AWS 21T FM0| M8 ELICH M2 AWS IHE|Mof| IE 2
E gldo| oHEE 225D X|HE Amazon S3 HZISZ 27 ntg MEELICH. E?_F CloudTrail
230M &= O|HE HIO|EE F7I2 EM5t1 olof et ZXIE F 5t S CHE AWS AMHIAE 7

g + UA&LICH RME HE = OhE S HZTstAAl2.

« CloudTrail X|¥Zl= MH|A & S&
« 0f CH8t Amazon SNS 22! 7244 CloudTrail
o 0424 X|230{| A CloudTrail 21 Tt =4l 2l 0474 A S E 2 E CloudTrail 21 T 4= Al

2 E Amazon WorkMail ¢4 Amazon WorkMail APl Z Z0i 2|8l CloudTrail 7|12 £ 2 M3HEL
Ct. o & £04, CreateUserCreateAlias, 2! GetRawMessageContent APl Zrdof Cist &2
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: "1.05",

"userIdentity": {

Iltypell :

"principalId":

arn :

"accountId":
"accessKeyId":

"userName":
},
"eventTime":
"eventSource"
"eventName":
"awsRegion":

"sourceIPAddress":

"userAgent":

"arn:

"TAMUser",

"AIDACKCEVSQ6C2EXAMPLE",

aws:iam::111111111111:user/WMSDK",
"1111111111121",

"AKIAIOSFODNN7EXAMPLE"

"WMSDK"

"2017-12-12T17:49:592",

: "workmail.amazonaws.com",

"CreateUser",

"us-west-2",

"203.0.113.12",

"aws-sdk-java/1.11.205 Mac_0S_X/10.11.6 Java_HotSpot(TM)_64-

ol © =4
= O0's

=2 204

HE 0|83t

L|C}. CloudTrail 2
2 LtEFLHT

I

Bit_Server_VM/25.151-b12 java/1.8.0_151",
"requestParameters": {
"name": "janedoe",
"displayName": "Jane Doe",
"organizationId": "m-5b1c98000QQEXAMPLE"
},
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"responseElements": {

"userId": "a3a9176d-EXAMPLE"
},
"requestID": "dec8le4a-EXAMPLE",
"eventID": "9f2f@9c5-EXAMPLE",
"eventType": "AwsApiCall",
"recipientAccountId": "111111111111"

I

CH2 ol dl= Amazon WorkMail API2| CreateAlias 22 E0{F = CloudTrail 21 =28 o4
LIC}.

{

"eventVersion": "1.05",

"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::111111111111:usexr/WMSDK",
"accountId": "111111111111",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "WMSDK"

.

"eventTime": "2017-12-12T18:13:447",

"eventSource": "workmail.amazonaws.com",

"eventName": "CreateAlias",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.12",
"userAgent": "aws-sdk-java/1.11.205 Mac_0S_X/10.11.6 Java_HotSpot(TM)_64-
Bit_Server_VM/25.151-b12 java/1.8.0_151",
"requestParameters": {
"alias": "aliasjamesdoe@testofconsole.awsapps.com",
"organizationId": "m-5b1c9800QQEXAMPLE"
"entityId": "a3a9176d-EXAMPLE"
I,
"responseElements": null,
"requestID": "dec8le4a-EXAMPLE",
"eventID": "9f2f@9c5-EXAMPLE",
"eventType": "AwsApiCall",
"recipientAccountId": "111111111111"

rr

Ct= o= Amazon WorkMail Message Flow APIO| A 2| GetRawMessageContent &2 E0o{F
CloudTrail 21 &=& 2EoiFL|Cl.
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"eventVersion": "1.05",
"userIdentity": {

"type": "IAMUser",

"principalId": "AIDACKCEVSQ6C2EXAMPLE",
arn": "arn:aws:iam::111111111111:usexr/WMSDK",
"accountId": "111111111111",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "WMSDK"

1,

"eventTime": "2017-12-12T18:13:44Z",

"eventSource": "workmailMessageFlow.amazonaws.com",
"eventName": "GetRawMessageContent",

"awsRegion": "us-west-2",

"sourceIPAddress": "203.0.113.12",
"userAgent": "aws-sdk-java/1.11.205 Mac_0S_X/10.11.6 Java_HotSpot(TM)_64-

Bit_Server_VM/25.151-b12 java/1.8.0_151",

"requestParameters": {
"messageld": "123A4A5A-67B8-90C1-D23E-45FG67H890]1"

+

"responseElements": null,
"requestID": "dec8le4a-EXAMPLE",
"eventID": "9f2f09c5-EXAMPLE",
"readOnly": true,

"eventType": "AwsApiCall",
"recipientAccountId": "111111111111"
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https://console.aws.amazon.com/workmail/
https://docs.aws.amazon.com/general/latest/gr/index.html?rande.html
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1. CHZ AWS CLI BEE Ar&5t04 Amazon WorkMail Z&1t SUE AWS X[ofl 21 258 Md
ghLiCh XEMI8H LI 2 AWS CLI H& create-log-groupE =& 2 X FHAA|L.

aws --region us-east-1 logs create-log-group --log-group-name workmail-monitoring
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ajo

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "events.workmail.amazonaws.com

}I

"Action": "sts:AssumeRole"
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https://docs.aws.amazon.com/cli/latest/reference/logs/create-log-group.html
https://docs.aws.amazon.com/cli/latest/reference/iam/create-role.html
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aws iam create-role --role-name workmail-monitoring-role --assume-role-policy-
document file://trustpolicyforworkmail.json

(® Note
WorkMailFullAccess F2|EE HA AL XRIC B &dE o|&of aliE €018 workmail
gtatiof gFL|Ct. o] #t2|d MAHaOt 2%t workmailDl & 74 O|20| AIRSIEE 528
I—lEP KEMIEH LHE 2 1AM ALE MEMO| AWS MH|A0]| AEE HMEE = e ASKHTH
Bt 20{E XA A2,

4. O ErAlof M Madsh IAM 4ol CHEH R0 ZEE TUS WASHAAIQ. 2|45 o] WML 2
O AERS AT 1EHIM MR 20 280 21 0HES UE £ 9l WIS oY
off S o43Hfok gf LICt.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"logs:CreatelLogStream",
"logs:PutLogEvents"
1,
"Resource": "arn:aws:logs:us-east-1:111122223333:1og-group:workmail -
monitoring*"
}
]
}

5. CtS AWS CLI HHEES AHS5to HA I U S 1AM dghof| 4 FFLICt REAIEH LI 2 AWS CLI H

= put-role-policy & =& EHZE5HA AL

aws iam put-role-policy --role-name workmail-monitoring-role --policy-
name workmail-permissions --policy-document file://rolepolicy.json
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_passrole.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_passrole.html
https://docs.aws.amazon.com/cli/latest/reference/iam/put-role-policy.html

olotZE WorkMail ZHE|RF OFLE A

O|H& o|HE 2Z 3HA|

Amazon WorkMail 2£0M O|HY O|HIE 2Z S ZLICH O|HY O|HE 2ZE O Ol AASE ER
7t 9= B 3 CloudWatch 21 28 4! MH|A 448 £
= Amazon WorkMail0i| CH8t MH|A 043 o4&t ATX|E & ZFHMIR.

OlHY olHE 2ZE ofA|stedH

LIQEt B2 AWS X|HE HAGHAAIR. 24 T HdHo| EAIZMHM 2 ME S 82 g1 2™
£ MEigtLICt REMIEH LI 2Amazon Web Services 8H # X 9| Regions and endpoints& & X
ML

2. EMEFM ZZES MEE OHE ZE0| 0|F 2 MEELIC

3. EMFMELEZE MEiELCE

4. 23 48 MMolM BHES Mgt

5. HY oHE &35t £2t0|HE THE /X2 o|SELICH

6. M&ES MEELICH

i MH|A ESE Ciz[2! &K

EZE5T 2R EXe 2US =8 HEto| e 7HA7F HEHo| B2 JHAol|H 2 S s-SH ==

ZRE = U= Eot EXMULICE oA AWSTEA MHIA AMZESE QY EHE|°| X7t g = A

&SLICH A MH|A 7HE 2 §t MHIA(ZESHE AMHIA)7HCHE MHIA(BEEE MHIA)E 558 )

dF e = A& LICH

S8 MH|lAE= OHE WHo 2= HAMA HEH0| gie CHE 2o 2|4 A0 CHAH SHE HEHE AFE 510

ZXIE FFES A E = UaLich

0|2 wrx|st7| Qs HA LY 2|AA0| CHEF HA|A HBHO| E0{El MH|A =R|E M5t RE MH|A

I =
O|H|Io|EHE E&5t= Ol E80| &l =78 AWS M Z&hLct.

Logs aws : SourceArnZ Amazon S37} CloudWatch 21 & H4d35t= MH|A0 2045t= HEHS A
BHotEd™H 2lAA MR L aws:SourceAccount=2 2 X7 HEIAE F|12 A6t Zd0| E4L
Ch 5 2REYU XU HHAE F|1E 25 A5l B2 SUS A Mol Zfo| AFSE i ST A

X IDE AF2sHofF gfLct.

rr

aws:SourceArn?| Z/2 238 Mdst= MY 2[4 A9 ARNO|O{oF & L|CT.

oY o|HE 27 245} & 1.0 70
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WorkMail Amazond} S X| 7to| 21 &S F#+d5ted™ Ct21F 20| 3+ FEL|CH

« B AI83t04 HiE LA E M L|CH PutDeliverySource.
Al

- E AF83104 Hi S XIE M & LICt PutDeliveryDestination.

ZA 2D S & 1.0 71


https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AWS-logs-and-resource-policy.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutDeliverySource.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutDeliveryDestination.html
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https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutDeliveryDestinationPolicy.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_CreateDelivery.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DeleteDelivery.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DeleteDeliverySource.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_DescribeDeliveryDestinations.html
https://console.aws.amazon.com/workmail/
https://docs.aws.amazon.com/general/latest/gr/index.html?rande.html
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"Version": "2012-10-17",
"Statement": [
{

"Sid": "ReadWriteAccessForlLogDeliveryActions",

"Effect": "Allow",

"Action": [

"logs:GetDelivery",
"logs:GetDeliverySource",
"logs:PutDeliveryDestination",
"logs:GetDeliveryDestinationPolicy",
"logs:DeleteDeliverySource",
"logs:PutDeliveryDestinationPolicy",
"logs:CreateDelivery",
"logs:GetDeliveryDestination",
"logs:PutDeliverySource",
"logs:DeleteDeliveryDestination",
"logs:DeleteDeliveryDestinationPolicy",
"logs:DeleteDelivery"

1,

"Resource": [
"arn:aws:logs:region:account-id:delivery:*",
"arn:aws:logs:region:account-id:delivery-source:*",
"arn:aws:logs:region:account-id:delivery-destination:*"

"Sid": "ListAccessForLogDeliveryActions",

"Effect": "Allow",

"Action": [
"logs:DescribeDeliveryDestinations",
"logs:DescribeDeliverySources",
"logs:DescribeDeliveries",
"logs:DescribelLogGroups"”

1,

"Resource": "*"

HZ1.073
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"Sid": "AllowUpdatesToResourcePolicyCWL",

"Effect": "Allow",

"Action": [
"logs:PutResourcePolicy",
"logs:DescribeResourcePolicies",
"logs:DescribelogGroups"”

1,

"Resource": [
"arn:aws:logs:region:account-id:*"

]
}
{
"Sid":"AllowLogDeliveryForWorkMail",
"Effect":"Allow",
"Action": [
"workmail:AllowVendedLogDeliveryForResource"
1,
"Resource": [
"arn:aws:workmail:region:account-id:organization/organization-id"
]
}

20 OE c2las HHY

BEOE
Ct. 23 J50| #xi 2laa HAo| gin 2LE
0f| CHElogs:PutResourcePolicy,logs
ol
AA

Bl 23 380l= § Teto| Z&E 2|44 Aol Qlo{of g L

MHSt= MEXH 2O I8
scribeResourcePolicies, &

= ER 23E LogsZ CloudWatch ELH7| A|& 52

logs:DescribelogGroups T™$HO0| ot CtS 1t
22 HHO| AWS At 2 MY ELICH
{
"Version":"2012-10-17",
"Statement": [
{
"Sid":"AWSLogDeliveryWrite20150319",
"Effect":"Allow",
"Principal":{
"Service":[
"delivery.logs.amazonaws.com"
]
1,
HA=2d gdst EHZT1 1.0 74
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"Action":[
"logs:CreatelLogStream",
"logs:PutLogEvents"

1,

"Resource": [
"arn:aws:logs:region:account-id:log-group:my-log-group:log-stream:*"

1,

"Condition":{
"StringEquals":{

"aws:SourceAccount": [
"account-id"

]
},
"ArnLike":{
"aws:SourceArn": [
"arn:aws:logs:region:account-id:*"
]
}
}
}
]
}
2138 2lAaa H™M 37| AE 1ed AFg
OltHEr MEIAE 2OE Bl Zr 210 &8 SlAA HAof Ltgsof &L|Ct. CloudWatch 21 2|
AL HMS 512042 MEHEILICH Ch0| 20 O 80 28 ™M&sE MH|AE O] Btzof TEE
T A& LY.
0| 2+&lst7| fI8ll LogsE CloudWatch 218 ELHE MH|AT} AIE6tE E2lAA XMHAo| 37|18 ZL
E{REfLIch Aol 37| MRl 5,120kt0f 2 st= Zd0] & x| =/ CloudWatch Logs= S AH|A
o| EB|AA MMZE XIS E /aws/vendedlogs/* gMdstgfLlct a2/ S /aws/vendedlogs/2
AlEtstE 0|22 7t 2 228 o|E{8t MH|A Q| 2 CHA O R AFR5HT| AlRHE £ & LCt

T

Amazon S3Z2 2118 ™&5te{HH ChS Hete 2 290lsloF g Lct.

"Version": "2012-10-17",
"Statement": [
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{

"Sid": "ReadWriteAccessForlLogDeliveryActions",
"Effect": "Allow",
"Action": [

"logs:GetDelivery",
"logs:GetDeliverySource",
"logs:PutDeliveryDestination",
"logs:GetDeliveryDestinationPolicy",
"logs:DeleteDeliverySource",
"logs:PutDeliveryDestinationPolicy",
"logs:CreateDelivery",
"logs:GetDeliveryDestination",
"logs:PutDeliverySource",
"logs:DeleteDeliveryDestination",
"logs:DeleteDeliveryDestinationPolicy",
"logs:DeleteDelivery"

1,

"Resource": [
"arn:aws:logs:region:account-id:delivery:*",
"arn:aws:logs:region:account-id:delivery-source:*",

"arn:aws:logs:region:account-id:delivery-destination:*"

"Sid": "ListAccessForLogDeliveryActions",

"Effect": "Allow",

"Action": [
"logs:DescribeDeliveryDestinations",
"logs:DescribeDeliverySources",
"logs:DescribeDeliveries",
"logs:DescribelLogGroups"”

1,

"Resource": "*"

"Sid": "AllowUpdatesToResourcePolicyS3",
"Effect": "Allow",
"Action": [
"s3:PutBucketPolicy",
"s3:GetBucketPolicy"
1,

"Resource": "arn:aws:s3:::bucket-name"
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"Sid":"AllowLogDeliveryForWorkMail",

"Effect":"Allow",

"Action": [
"workmail:AllowVendedLogDeliveryForResource"

1,

"Resource": [
"arn:aws:workmail:region:account-id:organization/organization-id"

i
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"Version":"2012-10-17",
"Id":"AWSLogDeliveryWrite20150319",
"Statement": [
{
"Sid":"AWSLogDeliveryAclCheck",
"Effect":"Allow",
"Principal":{
"Service":"delivery.logs.amazonaws.com"
},
"Action":"s3:GetBucketAcl",
"Resource":"arn:aws:s3:::my-bucket",
"Condition":({
"StringEquals":{
"aws:SourceAccount": [
"account-id"

1,
"ArnLike": {
"aws:SourceArn": [
"arn:aws:logs:region:account-id:delivery-source:*"
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"Sid":"AWSLogDeliveryWrite",
"Effect":"Allow",
"Principal":{
"Service":"delivery.logs.amazonaws.com"
},
"Action":"s3:PutObject",
"Resource":"arn:aws:s3:::my-bucket/AWSLogs/account-id/*",
"Condition":{

"StringEquals":{
"s3:x-amz-acl":"bucket-owner-full-control",
"aws:SourceAccount": [

"account-id"

]
1,
"ArnLike":{
"aws:SourceArn": [
"arn:aws:logs:region:account-id:delivery-source:*"
]
}

Ol HAMolMHeE ZEa7t ol HALZE MEEl= A™E ID
aws:SourceArnOf| CHal E3E MASH=E E|AAC|ARN 222
id:* L

region:source-account-i
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= 24 &H ™M SA4 i =0
St= AFSKHO| A HZ00d| CHE S3:GetBucketPolicy 2 S3:PutBucketPolicy ™8t
T WUE0| Mol 2laAs HMof FIHELICH
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o
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—
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@ Note

s3:ListBucket™8O| £04E|X| 2t2 AWS CloudTrail Z< AccessDenied 2/ 7t & &5t
= 427t /&LIct delivery.logs.amazonaws . com CloudTrail210{M O|2{E @R E
WX[StEd™ s3:ListBucket HEHE F043l0F & LICtdelivery.logs.amazonaws . com.
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HIo|EE & Q&LICH AWSLogDeliveryAclCheck “Action”: [“s3:GetBucketAcl”,
“s3:ListBucket”]

Amazon S3 HZ! M & & 53t

Amazon S3 22| 7| (SSE-S3) & At&%t M & 53l E= 7|7t MEE M & & =35t (SSE-KMS)
£ #4350 Amazon S3 HHZ!2| HIO|EE E5 & &LIC Key Management
Service AtM|EF LI 2 MH & &S 32 AL&35104 O|O|E] _‘?'_E

SSE-S3& MEistE F7t 71d0| EstX| e&LICH Amazon S3& & &8 7|8 MEIRLICH

/A Warning
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HE[X] 2L7| M2 LICE AWS ZE[E 7| AWS 2| 7|E AFE5t04 & 3HE Mot 8%
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D7 BHE AWS KMS 7|18 M835He B HA ¥53tE g45tg i o2 &2l 712 Amazon 2|4
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"Sid":"Allow Logs Delivery to use the key",
"Effect":"Allow",
"Principal":{
"Service":[
"delivery.logs.amazonaws.com"

I

"Action": [
"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
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"kms:DescribeKey"
1,
"Resource":"*",
"Condition":{
"StringEquals":{
"aws:SourceAccount": [
"account-id"

]
1,
"ArnLike":{
"aws:SourceArn": [
"arn:aws:logs:region:account-id:delivery-source:*"
]
}

O| ZBRaws:SourceAccount, 217} 0| HIIo 2 MEE|E A™E ID SEE XIHGAAIL.
aws:SourceArnOf CHal 235 MAMSE S|IAASARN S £ arn
X L

region:source-account-id:* AR

:aws:logs:source—

FirechoseZ M&=E 23
ALK} st
Firehose0ll ZE1E Ed &= QA 5te{™H CIS HEte =2 212l oF gL,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "ReadWriteAccessForlLogDeliveryActions",
"Effect": "Allow",
"Action": [

"logs:GetDelivery",
"logs:GetDeliverySource",
"logs:PutDeliveryDestination",
"logs:GetDeliveryDestinationPolicy",
"logs:DeleteDeliverySource",
"logs:PutDeliveryDestinationPolicy",
"logs:CreateDelivery",
"logs:GetDeliveryDestination",
"logs:PutDeliverySource",
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delivery.log

}
{

"logs:DeleteDeliveryDestination",
"logs:DeleteDeliveryDestinationPolicy",
"logs:DeleteDelivery"

1,

"Resource": [
"arn:aws:logs:region:account-id:delivery:*",
"arn:aws:logs:region:account-id:delivery-source:*",

"arn:aws:logs:region:account-id:delivery-destination:*"

"Sid": "ListAccessForlLogDeliveryActions",

"Effect": "Allow",

"Action": [
"logs:DescribeDeliveryDestinations",
"logs:DescribeDeliverySources",
"logs:DescribeDeliveries",
"logs:DescribelogGroups"”

1,

"Resource": "*"

"Sid": "AllowUpdatesToResourcePolicyFH",

"Effect": "Allow",

"Action": [
"firehose:TagDeliveryStream"

1,

"Resource": [
"arn:aws:firehose:region:account-id:deliverystream/*"

"Sid": "CreateServicelLinkedRole",

"Effect": "Allow",

"Action": [
"iam:CreateServicelLinkedRole"

]I

"Resource": "arn:aws:iam::account-id:role/aws-service-role/

s.amazonaws.com/AWSServiceRoleForLogDelivery"

"Sid":"AllowLogDeliveryForWorkMail",
"Effect":"Allow",
"Action":[
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"workmail:AllowVendedLogDeliveryForResource"

1,

"Resource": [
"arn:aws:workmail:region:account-id:organization/organization-id"

2lAa Mt AFZElE 1AM HE

FirehoseE ElAA MHES AIESIK| o2 2 0|28t 21 & FirehoseZ M&StEE MHA s Ml IAM

o T
g2 AWS AL ELICEH AWS 2t= MH|A @128 A" E MM ELICEH AWSServiceRoleForLogDelivery

5t
=
O MH|A 214 &0l = Ct& Heto| ZEHE L

{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"firehose:PutRecord",
"firehose:PutRecordBatch",
"firehose:ListTagsForDeliveryStream"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/LogDeliveryEnabled": "true"
}
b,
"Effect": "Allow"
}
]
}

O| MH|IA 9472 gt Efja 7t 2 MXEl 2 E Firehose MS
CtLogDeliveryEnabled. true AWS 222 A& Cf

rot
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "delivery.logs.amazonaws.com"
},
"Action": "sts:AssumeRole"
}

[a

APICHA 2&2 AF8stod 2 ME S dYstes B2 o™ Mol LIFE #HEF 2lolk oS #HEHO

z]

"Version":"2012-10-17",
"Statement": [

{

"Sid":"AllowLogDeliveryActions",

"Effect":"Allow",

"Action":[

"firehose:DescribeDeliveryStream",
"s3:ListBucket",
"s3:GetBucketLocation"

1,

"Resource": [
"arn:aws:logs:region:account-id:log-group:*",
"arn:aws:firehose:region:account-id:deliverystream/*",
"arn:aws:s3:::*"

]

.
{

"Sid":"ListAccessForDeliveryDestinations",

"Effect":"Allow",

"Action":[
"logs:DescribelLogGroups",
"firehose:ListDeliveryStreams",
"s3:ListAl1MyBuckets™"

1,

"Resource":"*"
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{
"requester": {
"email": "userl@internal.example.com",
"userName": "userl",
"organization": "m-0123456789abcdef0123456789abcdef",
"userId": "S-1-5-18",
"origin": "127.0.0.1"
},
"mailboxes": [
"user2@external.example.com",
"unknown@internal.example.com"
1,
"window": {
"startDate": "2021-05-04T00:00:00.000Z",
"endDate": "2021-05-06T00:00:00.000Z"
}
}
LE2 QLA AME, ol M Moz FEELICE oltfet WE = o] dBEM| @A ALME 2 F
Mol dEE[o] U&LICH
QYR

QAX MM WorkMail Amazonol &2 @S & AFXHof CiEt ME E A|Z2FLICt CAP= 0| ME
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Uet AERMYE A stHL SHOIM &Y MF SEE d=fg + AU&LCh
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Zc MNH s
Email RERO 7|2 o|HY T4 of|
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Username LEXRIS| AHE XL O|F &LCH. of
Organization QLA =& IDYILICE off
UserID LA IDYILICEH ol
Origin QRO HA FALICE. oL
Bearer =F M8 o< ofL|R
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"mailboxes": [{
"mailbox": "user2@external.example.com",
"events": [{
"startTime": "2021-05-03T23:00:00.000Z",
"endTime": "2021-05-04T03:00:00.000Z",
"busyType'": "BUSY"|"FREE"|"TENTATIVE",
"details": { // optional
"subject": "Late meeting",
"location": "Chime",
"instanceType": "SINGLE_INSTANCE"|"RECURRING_INSTANCE" |"EXCEPTION",
"isMeeting": true,
"isReminderSet": true,
"isPrivate": false

1,
"workingHours": {
"timezone": {
"name": "W. Europe Standard Time"
"bias": 60,
"standardTime": { // optional (not needed for fixed offsets)
"offset": 60,
"time": "02:00:00",
"month":
"JAN"|"FEB" | "MAR" |"APR" |"JUN"|"JUL" | "AUG" | "SEP"|"OCT"|"NOV" |"DEC",
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"week": "FIRST"|"SECOND"|"THIRD"|"FOURTH"|"LAST",
Ildayofweekll: IISUNII | IIMONII | IITUEII | IIWEDII | IITHUII | IIFRIII | IISATII

},

"daylightTime": { // optional (not needed for fixed offsets)
"offset": 0,
"time": "03:00:00",
"month":

"JAN"|"FEB"|"MAR"|"APR"|"JUN"|"JUL" | "AUG" | "SEP" |"OCT" | "NOV"| "DEC",
"week": "FIRST"|"SECOND"|"THIRD"|"FOURTH"|"LAST",
"dayOfWeek": "SUN"|"MON"|"TUE"|"WED"|"THU"|"FRI"|"SAT"
},
.
"workingPeriods":[{
"startMinutes": 480,
"endMinutes": 1040,
"days": ["SUN"|"MON"|"TUE"|"WED" |"THU" |["FRI"|"SAT"]

1]
}
3 {
"mailbox": "unknown@internal.example.com",
"error": "MailboxNotFound"
1]
}
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ok EWS 27/ IZE
ErrorTimeoutExpired ERROR_TIMEOUT_EXPI
RED
ErrorFreeBusyGener ERROR_FREE_BUSY_GE
ationFailed NERATION_FAILED
ErrorResponseSchem ERROR_RESPONSE_SCH
aValidation EMA_VALIDATION
WA FHE Ko
AWS Command Line Interface(AWS CLI)0{| A C}S Lambda @@ A&EL|Ct 0| P2 CAPE F

-E- B M5HE Lambda & 4201 2lAA HAMZ FIbetLICE o] g8 AH2 8t Amazon WorkMail 7+
4 MH|A7} Lambda &8 S &Y & JU&LICH

aws lambda add-permission \
--region LAMBDA_REGION \
--function-name CAP_FUNCTION_NAME \
--statement-id AllowWorkMail \
--action "lambda:InvokeFunction" \
--principal availability.workmail.WM_REGION.amazonaws.com \
--source-account WM_ACCOUNT_ID \
--source-arn arn:aws:workmail:WM_REGION:WM_ACCOUNT_ID:organization/ORGANIZATION_ID

FHoM x|HE fXIol CtE mtet0[E{E FIHELICH

« LAMBDA_REGION - CAP Lambda7} HiZ &l 2|A2| o|ElL|C}. of: us-east-1.

« CAP_FUNCTION_NAME - CAP Lambda &£2| 0|2 lL|C}
(@ Note
O|= CAP Lambda & 2| O|§, &HE == U8 £ = A ARNYY = A&LLCt.

« WM_REGION — O}OFE WorkMail Z%10| Lambda & +& & &35t= X|d9o| 0|5 lLC}.
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https://console.aws.amazon.com/workmail/
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https://console.aws.amazon.com/workmail/
https://docs.aws.amazon.com/general/latest/gr/index.html?rande.html

olotZE WorkMail ZHE|RF OFLE A

AWS Lambda O}OFEE /& 7+ WorkMail

ClHt2E 4l ol 2HIRE o|HY & H2!0dM Run Lambda 2 AtE35tod #&l0t YUx|s5te oMY
HIAIXIE XEIE {5H &0 MEELICE AWS Lambda

Amazon0flA Lambda A& g 352 CFS 7+ S0iM MEISH A A|2. WorkMail

58 FAT YRISHE OlHIY HAIXIE TS EI7| Toll X218 /3 Lambda B 42 HEELIT Of
M2 AB5H0{ OlHIY ZHUXE SHE 4 UALICH E3 CHYE ALS Abzlof 7 Qlute s =

= - -—

_I

T8
£ OFRHI2E O|HY 5&& Mole + UA&LICH 6|E S04, Lambda & of MEE 732 2
ef O|HY HIAIXIS] & E REEFsHHLE MF THUS M7HstHLE DX A E FIHE = U&LICH

HIS 714! Lambda A% 74

55 77 Yxlsts OlHIY HIAIXIE MEEIS S9F %28 9Ish Lambda 342 HEELIC 0f
T2 0lHY M0l WS FX| LM QHHRE EE bR HH2E OlHY HIAIXIol ChEt XIE
S Zre weof A8 LI
S7|A 742 MESHE HIS7|A PAS MESHE 4#810| Lambda 340l HZE O|HIE ol
ol s Fe ofHl2E olnY ol Ciet BiEttlolEl7H ZEELICH HEH|olElel HAIX| 1D
S AF85hod OlHIY HIAIR|Q| TA| ZEIZ0| AMAE 5 U&LICH AHME LIBS B A8 5104 BIA
x| 2EI% Z{A AWS Lambda EHEIE &E8HAIAIS. OIS OfHIEof CHEH KhAIEH LIS Lambda O]
HIE CloJE| 8 AESHAAIR

fjo
lﬂ
OII

E Txlol ChEt AHMIB LIS S Ol 3 5 7o) THedg BEsHAAl

ClHIR2E 2! o} RHI2E O|HY 58 1
2 AWS Lambda 7HEA}F OHLHMHE B ESHMIR.

|
2. Lambdaoi| CHEF RFAM|EH LY

o 12

(® Note
34Xl Lambda O|HIY £ & &2 74 52l Amazon Z&0F AWS A™ St AWS 2[FH0]|
e Lambda &40t 2 X &FL|Ct. WorkMail

AWS Lambda otOFE & A|E3H7| WorkMail

WorkMailAmazon0| M AF& & A|ZHatE{™ oA WorkMail AWS Serverless Application Repository
Hello World Lambda & +& AF& A} AWS Lambda HAE S 2 HiEZ35I= 20| E&LICE O] o E
Q8 DE BlAAY ALSRHE SI5H AT HEO| YALICH O B2 o8 22HW of BIZXIERIS A
Z 5t A|2. amazon-workmail-lambda-templates GitHub
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https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://console.aws.amazon.com/lambda/home#/create/app?applicationId=arn:aws:serverlessrepo:us-east-1:489970191081:applications/workmail-hello-world-python
https://console.aws.amazon.com/lambda/home#/create/app?applicationId=arn:aws:serverlessrepo:us-east-1:489970191081:applications/workmail-hello-world-python
https://github.com/aws-samples/amazon-workmail-lambda-templates

olotZE WorkMail ZHE|RF OFLE A

Lambda & +& 2 Md357|2 MEf B2 () E AFE5t0{ AWS Command Line Interface T8t2 +
Aatof BLICHAWS CLICHS oAl BEo|M ALS5ted™ CtE 2 =& LICh.

« MY_FUNCTION_NAMEE Lambda & 42| 0|22 Z HiEL|C}.

« Amazon WorkMail AWS X|212S 2 REGION CHA|StAA|2. AR 715 EF Amazon WorkMail X|30i=
us-east-1 (0|2 S8 (HXILIolI §8)), us-west-2 (0|2 ME (282)), eu-west-1 (7 (o}
UzHE)) 7¢ Z&HELIC.

« AWS_ACCOUNT_IDZ 12X}2| AWS ™ IDE HfEL|C}.

« Amazon WorkMail =% WORKMAIL_ORGANIZATION_ID IDZ HIFAIA|R. =& m|0|X|e| =& 7t
oM B E = UsLICH

aws --region REGION lambda add-permission --function-name MY_FUNCTION_NAME
--statement-id AllowWorkMail

--action "lambda:InvokeFunction"

--principal workmail.REGION.amazonaws.com

--souxce-arn

arn:aws:workmail :REGION:AWS_ACCOUNT_ID:oxrganization/WORKMAIL_ORGANIZATION_ID

A20o] CHEE REAIEH LI AF2 AWS Command Line Interface AHEAME &I ESHAA|2. AWS CLI

S7|A Lambda A& #EE F4Hte{H Lambda A& 2/J0| Z & & O|HY 5 & 22 ddstn &S
7|A A Eolgts MEELICE HY & & ool cHEr REAEH LHE2 0lHY 5 & & U B
HE FRSFMAR

57| & 44 g 2= 524™ Lambda Amazon 2|44 O|& ARN () 2 F7tstn o Mg F9& L
ct

= 1y xbOf

= "1 1 -4

Lambda &4 Alglof AluiE 222 AmazonO| WorkMail 2 5t= Z4QlL|Ct o] &2 Zeia7t
MHEE|X| et2 B2 Lambda SEH0|AM dEFE 2 E AR A M ELICE. allRecipients & &4
Xtei2 CHE Lambda 210 E = gi&Llct.

TR HE AlZHER)

WorkMail AmazonOilM &8 S E5X| 2 E< Lambda &2 RA|=5t= 7|ZHL|CH Z8
Xtei2 o] 7|zZto| B i MEELI|C}
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https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html

22|RE 2FLHA

otOhE WorkMail

(@ Note
S7|4 Lambda &l& #%I2 * CHe ZZAE X|HELICH

Lambda O|HIE | O|E
§to4 EZ2|7HELICE Cl|o|E| E A= Lambda & 401 AF2 &

Lambda & <= CI= O|HE H|O|EHE AL
= Z 2 AHofof et cHE LI

{
"summaryVersion": "2018-10-10",

"envelope": {
"mailFrom" : {

"address" "from@example.com"

}I

"recipients" : [
{ "address"
{ "address"

"recipientl@example.com" },
"recipient2@example.com" }

1,
"sender" : {

"address" "sender@example.com"

},
"subject" : "Hello From Amazon WorkMail!",
"00000000-0000-0000-0000-000000000000" ,

"messageId":
"invocationId": "00000000000000000000000000000000" ,
"INBOUND",

"flowDirection":
"truncated": false

JSONO|H Eof= CtZ HIO|E{7F Z&HElLICH

summaryVersion
LambdaEventDatal| HA 5 QlL|C}t LambdaEventDataOl A O|F HA Dt S8 E|X| of= B4
=2 st 7=Ioo.|||:||- O-IH|0|EEI|_||_-_|.
envelope
CtS Zie o 28tE oMY HAIX|e ied2 =l |C}
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mailFrom
HAFZ T4 - LErsio 2 ol HIAIXIE 2 AFSALS) Ol FAQILICH AL8XL7L ChE
N8R EE CHE AFEXHE ChAl5t0] O|HY HIAIXIE 2 B2 mailFromZEE AX| & AR}
O o|HIY FAT} otL2t O|HY HIAIXRIE CHAl EIH AR KOl O|HIY FAE BhetghLCt.
recipients
2E £AX olHY FA0 SEQlL|CH WorkMail Amazon2 To, CC EE= ToE R ESHK| &4
L|Ct BCC.
® Note

ClHIRE O|HY 5 & #H=lo| B 0| 580l &g M8 Amazon WorkMail =&

ol mE THQlof = a gt AMXFO| SMTP Zt CHE}

of CHal 7HEMo 2 o, =AIXF Zeof sHY chste| = AIRE7F LFELICEH SMTP
F

ol THQlo| 4 AR ZEE|R| otesLict

=L AL L—
e

sender

-I)I
L_
ful
o
1z}
I
rir
jul
iyl
Pl

CHE AMEXHE CHAlSHo{ O|HIY HIAIXKIE H&E AFE AL oMY
EXHE Cidletod O|HIY HIAIXIE M&E migr dEELCt

subject
O|HIY M=ZlLIct. 256K MEH2 =1teh 42 HELICEH

messageld

Amazon WorkMail Message FlowE AtE€ [ O|H| Y HIAIX|e] TA| 2EI=0f HAMASH= O AHE
Tl IR SDK IDYLCH

invocationld
D R38t Lambda EZ£ 2| IDYLICH Lambda &7 22 & ol Ois F ¥ 0|4 2 &&= ERM T
Ol IDE 55 #XIELICE LambdaEventData A= & Z XI5t 552 UX|stes ol AFSE L
Ct.

flowDirection

olHY =& 2| &k (== INBOUND) € LIEFHLICH. OUTBOUND
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truncated

M= & Zol7t otLl2t Ho|2= 3 7|0 MEELICH true@l 2 HO|2E 3 7|7l 128KB MEt2
ZutstHE AEtE 5F5H7| s AR S 50| &EILICH

Ol

7|4l Lambda A& SE A 7|0}

\J

|4l Run Lambda 20| Z& &l O|HIY £ & 7F=I0| QHIRE == Ol RH2E O|HIY HIA|IX|F
|5l Amazon2 A El Lambda &4+ 2 WorkMail £&6t1 2EH2 7ICHE £ oMY HIA|X|o =
|&FLIC} Lambda &£ 2, 5] 98, M8 7ts8 oietdlE L 20| ME L= £AIKIE

x|
£ O0l2| el& A7|otof et SE S EHetefLch

> o o
>

ne mn
Ok 9.'-' ila

Cl2 o= 7|4l Lambda A8 SE2 HodEL|Ct S5 Lambda &40]| AFRE|= =2 7212 040
of tih2t CHE L},

{
"actions": [
{
"action" : {
"type": "string",
"parameters": { various }
.
"recipients": [list of strings],
"allRecipients": boolean
}
]
}

SE o= JSON Ct & il o|E{7t Z & ElLCH

Y fEULICH HIST|A Lambda A& 2ol CHslf 27 &0l ghetElx| f&LCH.

olHle = 72! 2o 2340fl= BOUNCE,, BYPASS  SPAM _DROPDEFAULTCHECK,
MOVEJUNK_TO_7 =& ELICI RFM|SH LI 2 QIHI2E O|H| 3] 2] BHE & XSHAAIL.

KHRE 3 2] R80=,, S0/ BOUNCEU&LICH. DROPDEFAULT AHAISH LIS 2 of 2 H}
|y C
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ototE

WorkMail ZE[Rt et M

u}2}0|E

F7h 2 m2to|E ULt 7] bounceMessage X 2t EXH0| 1= JSON ZiA| 2 A BOUNCEA &
Foll x|HELICE o] BhE HIY HIAIX|E S OlHIY HAIXIE &dstE ol AH&ELICH

recipients
S s HoF ot= O|HIY Lo SELICEH el =AIK S50l Z&EEX| 42 FRHAT M
£ ARE SHof FIHE £+ A&LICH HMo] true@! ZBL allRecipientsO| ZEE E 47} oplL|Ct.
(® Note

CIHI2E O|H|Yo CHEH Lambda 2t 40| S & | EE|O| A = AIKFRF FIHE £ Ql&LICH
M £=AIR7F 8o 2 FIHEILICEH BCC

allRecipients

S7|4] Lambda &/& =4 X

true@l A< Lambda SEHOIMH CIE EH 20| MBE|X| 2

XA e MSEL

s
rr
H
rn

CH.

rot

AmazonO| S7|Al Lambda &g &40 CHSH Lambda WorkMail &4+ $&£& M= =20t 242 X8t
o| M&ELCt.

* Lambda &£ 15% Lol SE 7Lt Aufet &= *2|x|o{oF FLIcH.

(® Note

ALRIE2 MERIZE KIFE 72 M Alzh 24 Sot 2 3 &8 MAIZELICH

- Z|CH 256KB2| Lambda &+ & 0| 3{& ElL|Ct.
- SEo= =i 10702 TR Efo| HEELICH 1074 0|4 o] Ztdofle M E E9 ZHdo| MEEIL
Ct.

* OtRHI2E Lambda & 0i= Z|CH 500F 2| == ARt 7F S E LICH

- & A AlZHO] ZICHZER 2402 QILICH Z[AZECI 022 T El B AmazonOilA] E8 2Fef2
WorkMail 2&35t7| 1ol HA|= & HR 7t gi& Lot

oMY
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57|4Al Lambda &8 =4 Almj
Lambda A|Zt Z1t2 Q& Lambda &4+ & 5= & WorkMail £

HRZE ME5I01 3EE MAITELICH X[~ Mz = 75 X

—r —

AmazonO| 27, &2 E 8H &=

=
= 32 WorkMail Amazon2 X|%= &H
AlZHo| &2 E K| M2l EEE =L|ct. O3 CF2 o|HI HIAIR|e] 2E £ AIXIO||AH| &8l 40|
L

=
548 ELICH RHMIE LIS 2 S714] Lambda A8 T5| 74 CH2 BT SHAAIL.

=

—
A
T

Example : O|HIY HA|X|0| A X[EEl = &IXF K| 7H

CtS oo M= OlH Y HIAIX|oA = ARHE AM7H5L7| @I8F S7]4A Lambda A& SHL| X & E0iE
L|C}.
{
"actions": [
{
"action": {
"type": "DEFAULT"
},
"allRecipients": true
},
{
"action": {
"type": "DROP"
},
"recipients": [
"drop-recipient@example.com"
]
}
]
}
Example : AtEX} X|d O|HIY HIAIX|7t 2 &l gt HY
ChS oo = ALERE X o|HIY HIAIXIZ BtE 67| 28t S7|4 Lambda 4™ 8E 2| X & 0
ZLCh.
{
"actions" : [
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{
"action" : {
"type": 'BOUNCE',
"parameters": {
"bounceMessage" : "Email in breach of company policy."
}
1,
"allRecipients": true
}

Example : O|HI HIA[X]od| #=&IXF F7t

CHE oo M= OlHIY HIAIK|o| = &IRE F7tet7| @8t 7|4 Lambda A SEO| TEE EoiEL
Ct o|ZH sl olHIY HIAIX|S| &E AL 2= CC E=& UOOIEEIX| f&LICH

{
"actions": [
{
"action": {
"type": "DEFAULT"
I
"recipients": [
"new-recipient@example.com"
]
I
{
"action": {
"type": "DEFAULT"
I
"allRecipients": true
}
]
}

Lambda A& 242 2|8t Lambda &+ & MHE ] A& F7} FE of|Al= Amazon Lambda &l E

= =
2E X5 A A2, WorkMail

Amazon0| X Lambdag At&35t= &0l CHEt F7F HE WorkMail

Y HIAIX|S] ™A 2RI=| T HMAE + QU&LICH RHAMEF I8 2

olli
ZEIx M AWS Lambda BHHE EHXSHAAIL.
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https://github.com/aws-samples/amazon-workmail-lambda-templates
https://github.com/aws-samples/amazon-workmail-lambda-templates

olotZE WorkMail ZHE|RF OFLE A

£ ME75o HIAIX| 2EI=x A2 AWS Lambda

}

WorkMailAmazon2| O|H|& S E& &2|5t= AWS Lambda g +£ 748t £0|= LambdaEs A5t
04 ME2lZl= oMY HIAIX|S| M| EEI=0f %‘HIAQ 4= Q& LICH WorkMailAmazon® Lambdas Al
Aot 2hedol| CHB AbAIEH LIS 2 B ZESHMAI2. AWS Lambda OOFEE 2{8F 74 WorkMail

O|HIY HIAIX|e] A 2EI=0f HAM|ASHE{T Amazon WorkMall Message Flow0i| A
GetRawMessageContent X2 AFE35IAAIRAPI. Z& Al Lambda &4+ 2 MY Z/&= O|HIY HIAIX]|
IDE 2HEE of EELICH API 224 O|HIY HIAIX| | A MIME LHE2 2 API SE & LICH RRA[EH

L€ Amazon WorkMail APIZ| THZH A 2] Amazon WorkMail HIA|X| EEE HZTsHAAIL.

Hf =4

Z4A
o H

CtZ ol Ml= Python TELY 2132 AE5t= Lambda & =2 T HAIX| 2EIZE HAst
HoiE LIt

rr
mjo

® Tip
0{| A< AWS Serverless Application Repository Amazon WorkMail Hello World Lambda &
AR Ao R HESHE ZHo2 AlXtstE AL B8 BE 2laA0 HitS T35l
£ Lambda & & ALE A AEol| YEELICH 283 CHE AFS Ab|of 2t Lambda B 01| H

BT = ooH

ALA X g FIHE £ &L

import boto3
import email
import os

def email_handler(event, context):
workmail = boto3.client('workmailmessageflow',

region_name=os.environ["AWS_REGION"])
msg_id = event['messageld']
raw_msg = workmail.get_raw_message_content(messageld=msg_id)

parsed_msg = email.message_from_bytes(raw_msg['messageContent'].read())

print(parsed_msg)

S HAIX|[e 2EHIxE EMste Lol Cier RiMIEF olE 2 E|ZX|EE[E HEsHAAIR.

== =

P

7‘._*

amazon-workmail-lambda-templates GitHub

AN
o
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https://docs.aws.amazon.com/workmail/latest/APIReference/API_Operations_Amazon_WorkMail_Message_Flow.html
https://console.aws.amazon.com/lambda/home#/create/app?applicationId=arn:aws:serverlessrepo:us-east-1:489970191081:applications/workmail-hello-world-python
https://github.com/aws-samples/amazon-workmail-lambda-templates

olotZE WorkMail ZHE|RF OFLE A

® Note
Amazon WorkMail Message API FlowE At835t04 & SQ! O|HY HIAIX|0of HMAE 5= Q)

T AR
SLICH M& =5 & F 24A|1ZF O|LHof| 2k HIA|X|of| HMAE 5= QU&LICH AFRKF AFAME O
HIA|R|of] Z2 2 BAlo 2 MM ASHE{T WorkMail AmazonOilAM X|HStECIE Z2EZ

3 StLt (0d: IMAP EE= Exchange Web Services (EWS) & AFE A AL,

}

AWSLambdag& AF&35t0{ HIA|X| 2EI= LHI0|E

OlHY EE& ElstES 7| AWS Lambda ?:.* £ F 48t £ Amazon Message API Flow2|
PutRawMessageContent &2 At&3t0{ & S O|HY WorkMail HIAIX|S| 2RIXE
CIo|EE £ QU&LICE WorkMailAmazon& Lambda 2Ry

E AlZtets o CHEt REMIEH LHE =
g AZstMA|R. S7]4] Lambda &3 75 714 of CHEF RHMIEH LIE 2 API € & Z st AI2.
PutRawMessageContent
(® Note

2 F7te = JU&LIch SHHE boto3 HE S CHREE5HE{M 9| boto HIO|X|E ’E*ZF_%F*'AIO
GitHub A& F7tof CHEt RtMIEH LIS 2 HES MESIES i T8 ;TR

Ol M| H|B: "LayerArn":"arn:aws:lambda:

${AWS: :Region}:489970191081:1ayer:WorkMaillLambdalLayer:2". O| OjAloi M=
${AWS: :Region}2 us-east-11} Z2 MAHEt AWS Z|HS 2 CHA|SIHIL.

boto3 1.17.80| PutRawMessageContent AP| Z 2 &FL|Ct 23 X| &t 2™ Lambda
O

® Tip
EHJH Me{2|A AWS oHZ 2|7 0| 2| Z X|E 2|0d A Amazon WorkMail Hello World Lambda &
E &0l H{Z5H A|AEIO] ZO S Z|AA QI MBS E— 5t= Lambda & & AMS XL AH|
7g01| MAMSHLICH 2 CF2 AF2 AtE|of [} 2} Lambda & 40] HIZELIA 22X FIIE 4= UG
LIC}.

- E AL835tof HE HAIX| 2E!
£ =4

E AMEl GetRawMessageContentAPI U&LICH REA|EH HEE=
Ar83o4 HIA|X| 2 & A

=
A AWS Lambda MME 2 X5HMIL.
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https://docs.aws.amazon.com/workmail/latest/APIReference/API_messageflow_PutRawMessageContent.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_messageflow_PutRawMessageContent.html
https://github.com/boto/boto
https://github.com/boto/boto
https://docs.aws.amazon.com/lambda/latest/dg/configuration-layers.html#configuration-layers-using
https://console.aws.amazon.com/lambda/home#/create/app?applicationId=arn:aws:serverlessrepo:us-east-1:489970191081:applications/workmail-hello-world-python
https://docs.aws.amazon.com/workmail/latest/APIReference/API_messageflow_GetRawMessageContent.html

olotZE WorkMail ZHE|RF OFLE A

- BHE HAIXIE & Y2 MIME LIS HESHMAIR. 2 E O0Hx[H H"H 2| Amazon Simple
Storage Service(S3) HZ!0o| HIAIX|E L= =T LICt S3 HHZ! 0] Amazon WorkMail 240t AWS |
MU JA2 AEB5tI API £ ST AWS X|A82 ALESHEX| QIS AL,

« AmazonO|A 282 WorkMail A 2/5t24™H S3 HHZ!oll 2HIE 20| Q10{0F S3 ZHA|of| HMAE =
U&LICH REMIEH L2 Example S3 policy EHHE FHESHAAIL.

 PutRawMessageContentAPIE At&35101 Y| O|EE HIA|X| Z2EHEE Amazon2 2 CHA| E'EH ==
WorkMail )& L|Ct.

(@ Note
PutRawMessageContentAPIO|E &3l YO|0|EE HA|IX|S| MIME LHEO| E&1t
RawMessageContentCl|O|E| &0 M1ZE RFC 7|E2 &F5t=X| &g = &t
Amazon WorkMail ZZ|2 2 OIHIREE|E= o|HYo| &4 olst E&ES SFste W2 ofL
H}SE =

S £ PutRawMessageContent APl {8 & £ QI&LICt O|2{et B¢ ftetEl 27 HAIXKIE
&xstod X sHZ 2Eof CHE XEMIEH LIS Eelg = U&LICH

Example 0i|A| S3 =4

"Version": "2008-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {"Service": "workmail.REGION.amazonaws.com"
iy
"Action": [

"s3:GetObject",
"s3:GetObjectVersion"

1,

"Resource": "arn:aws:s3:::My-Test-S3-Bucket/*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "AWS_ACCOUNT_ID"
},
"Bool": {
"aws:SecureTransport": "true"

iy
"ArnLike": {
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https://docs.aws.amazon.com/workmail/latest/APIReference/API_messageflow_PutRawMessageContent.html
https://docs.aws.amazon.com/workmail/latest/APIReference/API_messageflow_RawMessageContent.html

olotZE WorkMail ZHE|RF OFLE A

"aws:SourceArn":
"arn:aws:workmailmessageflow:REGION:AWS_ACCOUNT_ID:message/WORKMAIL_ORGANIZATION_ID/*"
}

CHS 0Kl E Lambda & =7} Python ZHELYE AFE5t0 & 2! olH Y HIAIX|2| M= & HoolE

ot= WS EoiELICH

import boto3
import os
import uuid
import email

def email_handler(event, context):
workmail = boto3.client('workmailmessageflow',
region_name=os.environ["AWS_REGION"])
s3 = boto3.client('s3', region_name=os.environ["AWS_REGION"])

msg_id = event['messageld']
raw_msg = workmail.get_raw_message_content(messageld=msg_id)
parsed_msg = email.message_from_bytes(raw_msg['messageContent'].read())

# Updating subject. For more examples, see https://github.com/aws-samples/
amazon-workmail-lambda-templates.
parsed_msg.replace_header('Subject', "New Subject Updated From Lambda")

# Store updated email in S3

key = str(uuid.uuid4());

s3.put_object(Body=parsed_msg.as_bytes(), Bucket="amzn-s3-demo-bucket",
Key=key)

# Update the email in WorkMail
s3_reference = {
'bucket': "amzn-s3-demo-bucket",
'key': key
}
content = {
's3Reference': s3_reference

[a
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workmail.put_raw_message_content(messageld=msg_id, content=content)

& S HAIXIe 2HAE BEMste S0l CiE o B2 ol E24H o| 2|ZX[EE|E HEstAAl

2. amazon-workmail-lambda-templates GitHub

Amazon WorkMail HIA|X| &2 <0f CHEF ML EFE| API

AWS Identity and Access Management (IAM) E&Z A& 3101 Amazon WorkMail H|A|X| S &oi CHEt
CHM|AE ZH2IEFLICHAPI.

Amazon WorkMail Message Flow=

CH BlAA ROl ME £ oMY HIAIX|QF &7 APl S &
LICH ™M& 52! ZF o|HIY HA|X|oll= )8t Amazon 2lAA O

|& (ARN) O] ¢4Z4%[0] d&LLCt.

CHE ol & &2 olHY HIAIX|2t ARN ZHEE 2 S EoiFLICH

1jo

arn:aws:workmailmessageflow:region:account:message/organization/context/messageID

O™ oMM HE 7ts8t E=& ChEa 2 &Lt

« X|2 — Amazon WorkMail ZZ|2| AWS X|3]L|C}.
« 7’d — Amazon WorkMail Z%|2| AWS H’E IDILIC}.
« X% — otOrE WorkMail =2 ID.
HEHAE - HAIX|7F incoming AF& X 2RO 2 MEE[=X| EE= outgoing AFERF TR0 M ™
Sk|=X| 042 E LIEHHLICE
« HIAIX| ID - A8 Xt2| Lambda &0 &l2o 2 MYkl 1 RE O|HY HIA|IX| IDYILIC

Cl2 IDs oflofl= A& =01 2 Al o|H|Y HIA|X|QF ARN ZH24=l of 7} & E|o] & LCt.

arn:aws:workmailmessageflow:us-east-1:111122223333:message/m-
nlpq2345678r901st2u3vx45x6789yza/incoming/d1234567-8e90-1123-456g-hjk71mnop8q9

M& &2l Amazon WorkMail HIA|X|0f CHEF BMAE 2EI5HZ| {5 IAM AFZ AF 22 Resource Al
MO| ARNs B|AAZ AL2E £ Q&L LY.

Amazon WorkMail HIA|X| & M A0 CHEF of|A| IAM &3

CH oA % "‘—'1 EAXSEN
o

2 X & L] 2E Amazon WorkMail ZZ!oi Ciet ZE QIHI2E 2l o} RHIEE HA|X|o
CHEE A 17| HMA THEHS

IAM QIE|E|0of| £ 0{&fL|Ct. AWS HH

St
[y
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{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"workmailmessageflow:GetRawMessageContent"
1,
"Resource": "arn:aws:workmailmessageflow:region:account:message/*",
"Effect": "Allow"
}
]
}
042 ZE0| U= B StLt Ol4o| ZEof CHEt HMAE MBHE +F LICH AWS HFO| 752
Ed = %o £ Lambda & ALE8lioF & Fo| REELICL.
{

"Version": "2012-10-17",
"Statement": [
{
"Action": [
"workmailmessageflow:GetRawMessageContent"
1,
"Resource":

"arn:aws:workmailmessageflow:region:account:message/organization/*",
"Effect": "Allow"

incoming Z %2 2 M&E|7HLt outgoing ZE0IM & E|=X([of et HIAIXK|of CHEF HA|A HEt

2 Bofg =& Q&LICt ol A ste{H 0] incoming EE£ outgoing 2 ARN A AL,

CHS oM E32 ZEo 2 A= HAIK|of CHEF HAM|A HEFEF S04 LICEH

{
"Version": "2012-10-17",
"Statement": [
{
"Action": [
"workmailmessageflow:GetRawMessageContent"
1,
olHY =5 &2l
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"Resource":
"arn:aws:workmailmessageflow:region:account:message/organization/incoming/*",
"Effect": "Allow"

Ct= oA ""‘—*.'% ZZlo| @ E Amazon WorkMail ZZ&lof| CHEF ZE QIHI2E 2l o} RHI2E M A|X|of|
CHE A 247] ! 0| E HMA HEHS IAM IE|E|of| Eo4ErL|CH AWS HIH

"Version": "2012-10-17",
"Statement": [

{
"Action": [
"workmailmessageflow:GetRawMessageContent",
"workmailmessageflow:PutRawMessageContent"
1,
"Resource": "arn:aws:workmailmessageflow:region:account:message/*",
"Effect": "Allow"
}

M A FEE HAst7| s £ olHIY FA0l cHsH 40| 2t Sste HAS HAEE = /UEL

1. 0llA Amazon WorkMail 2& 2 LIC} hitps://console.aws.amazon.com/workmail/.
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(@]

fjo

[e][]

F

2. EHM M =EES MEfE OE 2 %2| 0|& S MEELICH

rganization settings(Z %! A7), Inbound/Outbound rules(/HI 2 =/0} RHIRE
C
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IAS O

1. 0llA Amazon WorkMail 2& 2 LIC} https://console.aws.amazon.com/workmail/.

[ ]
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TTLE £0|H MX HIZEE YUO|0|E s HLE AFAEHE oto|adolAst £ HIY MEH7F 2EH =L
HIZE MX BHZEE AF2EHR| &t LCH
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- MEX A HIZ OFE BED MM E XM= 00|28 oM Fol= MX EIZEE YHOIOIE
6104 AmazonOf O|H| HEE AlEaHoF & LICt. WorkMail DNS 2l Z = Cl|0|E= &ME|of| Z[CH 48

Nzhol 225 4 QlgLict

T

- U2 DNS Z2X=DNS BHlZEo| 2o ZHQ! O|ES RS2 2 FItErLICEH
_amazonses.example.comd} Z-0| =2l O|& O||:|| Zasta U 7t5t™ =@l O]
£ 0| 5|04 _amazonses.example.com.example.comO| & & ! O|FOIM = |H|°|
Ol 52 YX|siz{H DNS t|Z=EQ| =H Q! O|F Zoi ORI EE A A|2. O|= DNS S 2 &t

oA BlZE o|&0| ¥HEtEIieH I o|4 =Rl O|§0t= #0| gis S LIEFLICH 5t DNS

S=A7H FIH M Q! 0|§ & FItstK| RS &Lich

- SAE HIE O|§0os =M o|§0| ZEELICH AH23H= DNS AMH|A0f et =@l 0|§0| =
M2 DNS dlZ =0 o|0| F7IERE =& AU&LICH.

« DNS B|ZEE MM8t £ Amazon WorkMail 2£ 0| AHZ 1E| o} 0|28 MEHSI0{ &2l ArEf I 2
£ EolghLich = M2l &olof CHEt REMISH LHE2 =Ml 0l EHHE B ESIHAIL.
« THIQIE MAIL FROM EHIQIS 2 7 45t= ZJ0| E&LICE i0S & X|E AutoDiscover & 433} 5t24H
THRZ THQelez A&l oF EFLICH MAIL FROM 2& 9| MY 524 gFAF MlMoj| A MAIL FROM
ED1|°|°| MEHE EQIst = Ql&LICH RHM[EH MHE ALE X} X|& MAIL FROM =91 7244 MM

CHelE F7tstedH

1. 0d AWS Management Console 2121511 https://console.aws.amazon.com/workmail/ 04| A ofoF
Z WorkMail 2&2 L.

2. R R AWS 2|HE HEYLICH 2& 8 SHO ZASM M M S5 g1 2[dE
MEdFLICH REMIEH L& 2 Amazon Web Services &EH # Z 0| Regions and endpoints& & X5t
MNE.

3. EMFM =ES MHE OIS THRlIE FItsteds 222 0| S M= LI

4. EHMZoM ZHQl, ZHQ FIHE A2 MEIF LT

5. Ol F=7 3tHoM HQ! 0| &EfLICH o[el olFolE 7[& EtElo{(ASCll) EXtEH =

g2 &+ A&Lich

® Note

Amazon Route 53 T{E 2| S AR QoM &2lEls EHQlol /le < =H Q! Of
Ql2dst [} LIEI = ESCH HIFolAM MEIE £~ Ql&LCt.
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WorkMail
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ototE

THQN FIHE MEELICE

aEskskL|Ct.

CHO ASH

WorkMail 743

T El H ek

- JHME OlHY &

Zt MMof= StLt O|&re| DNS Bl ZE7F & &l
OME BlZES AL 7HsEH MEf ZI2 &2

TXT 2R H

S YR - ¢tol ol BllZ =3 Lx[SHK| e &LCh

AutoDiscover

® Note

AutoDiscover 28 X
EEA-”A: Zk |:|-7:||o| __rLA-| MZX % §_|
=

HAE Z 2 MAMME AutoDlscover MMHOo| SHIEX |

|=| |_||_-_|. gl-o|o| gl-EE||:|=| Al

_I

H|O|X|7t LIEtLL D A =HQIQ| DNS BilZ =7} LIFE LIt O] Ho|X|= BlZEE Chg MMe

Zt B2 E0i= SE 2f0l ZAIELICH O
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22|RE 2FLHA

olobE WorkMail
A7t A EIREKX| &ole = Q& L|Ct AutoDiscover EHAH|0f CHEE REA|EH LIS 2
HESIMAIQAEZQIE 74 E 35} AutoDiscover .
DKIM CNAME

YRIstK| Sk HLE A4 = 7HEFLICH

KEMIEH LHE
olHY 2SS R ESIML.
SPF TXT

EHOoIE - A7) iAo Eolz|t&sLct
FE-YIAEE &olE £ iaLct

EUX| - Zfo| oA BZ =1 Ux|5HK| f&L|Ct
SPF & Qlof| CHet REA|EH LIS 2SPFE A2 35104 O|H &

DMARC TXT

EHOoIE - A7) iAo Eolz|t&sLct
FE-YIAEE &olE £ st
EUX| - Zfo| oA BZ =1 Ux|5HK| f&L|Ct

Amazon2| DMARC B2 =0l CHEt REM|EH L2
gt Xt OFLHA{ 2| Amazon SESE

A E3t DMARC #H &=

=& HZstAA2.

TXT MAIL FROM Z=H[2!

S - ZE7t ot & FHIE|X| A &LICH

ELIct BFETt 2

2 X[t x| &F

f7LE 44 S THErLICH

2 Amazon Simple Email Service 72 Xt 7t 0| =04 A{ Amazon SES0{|A DKIMS 2

2 Amazon WorkMail Simple O|HI AH|A 7H

& 1.0 155



https://docs.aws.amazon.com/ses/latest/dg/send-email-authentication-dkim.html
https://docs.aws.amazon.com/ses/latest/dg/send-email-authentication-dmarc.html

olotZE WorkMail ZHE|RF OFLE A

MX MAIL FROM |2l

- H|O|X| | Route 5301 25 AC|0|ES ME4EHL|CI

ClE DNS SZAHE AtEst=E 8%

« HZEE EA5t04 DNS 22 X0] Eodd&LICH HZEE ciEo 2 EAFSHAHLF 8 HHof| 5Lt
M EALE = ELICH HIZEE CHECE FASHE{H 25 SALE MEIgLICH O2{™ DNS 3
ZAE 7HXE = U oY FFo| eHEo{ELICH B ZEE & Holl StLiA SAtSieiHE B2 =
Ol ol QI RIS ALZFEIE MEIE CHE 7t AFZFSE DNS 22Xl BoigaLic

0|l

8. MZ 1%l oo FL|C}. 0|2 &3l WorkMail Amazon

Zg Meisiol 2t A of MEIE HUClO|E
oM THQI ARHI THOIo SHE TS oI £ AsLICH

TR A7

CoelolH old Ee gle

T AKE o+ J&LICH sHX|EF HM EHIQIE o|HY A= A&stE T
I EE &S AA[sHok gL

Coele xM74ste{™

1. https://console.aws.amazon.com/workmail/ | A OtOFE WorkMail 2£ 2 JLICH.

Lot 32 AWS BT HEYLIH 2& ¥ dHol ZAIEMM Bl ME S5 1 2|de
MEABELICH REAIBH LHE 2 Amazon Web Services Yt #E0| 2|8 0| L AEZQIEE F=
stMle

2. EMFIM =ES MEE OE T2 0

x|
3. ZHel =5olM =Ml ol Aol A= el
A

= b
4. O M7H Chst Zxtol MAHE =HRlel o|&§2 = st M7HE =g LI

T el M7 7% 1.0 156


https://console.aws.amazon.com/workmail/
https://docs.aws.amazon.com/general/latest/gr/index.html?rande.html

olotZE WorkMail ZHE|RF OFLE A

7|8 ZHQl MEH

Aot ZrAE U2 siT =X o SR & O 50l Cet 7|8 Helez dHE + U&LICH &
Helg 7|2 tHelez dEstrEtT 7|& OlHY FA7F HEEIX[E ef&LCh

THelE 78 tHelez dYstedH

1. https://console.aws.amazon.com/workmail/ 0| A otOFE WorkMail 2& 2 3Lt

ERE B2 AWS E|TE HEBELICH 2& 8 dHo ZAS0M 2|H B =52 g1 E|ITs
MESEFLICH REMIEH LHE 2 Amazon Web Services Y & X 0| 2|71 0|§ Y AEXQIEE FXE
stHl

2. EHMFolM =% MEE OhE =20 o|§ 2 ML

3. M SHolMASstedE THQl 0|F Aol U= EHelEte MEstn 7|2ez dEe UH
sto|ct
=

Amazon WorkMail 2£0M EHQIE F7I8t & =HIQIS & QlsHoF & LICH EHelE & elstH =i
Rlg AR35l1 U2 Amazong THIQ!2| O|HIY MHIAZ WorkMail A2 3| EICH=E AFAlO| & QlE
|—|L_-|'.

DNS AMH|A0M TX

S MX HZEE F75t0{ M EHOIFLICH TXT HIZEE AF23H DNS
MHIAO| HI2E FIHE £ ¢

lgLICH MX EIZEE =4 HY MHE RIFg LI

Amazon SES 2£2 At835t0{ TXT & MX HIZEE M Ft CFS Amazon WorkMail 2£2 AHE 504
DNS MH|A0f HIZEE FIHELICh BAlE et Z&LUCt

d

TXT Y MX B[ZEE &2

==

1. https://console.aws.amazon.com/ses/0| A Amazon SES &2 LICt.

2. EHMEFOMZHE, M =Ml Eelg Xz MEEfLICH

M =M &l ChHst X7k LEEHELICEH
3. MR xtol =Rl F7F Mol et = el ol§& YL
4

4. (M= AtE) DomainKeys A8 HY (DKIM) € AtEstE{H DKIM A A &elgrg MElgrL|CE.
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https://console.aws.amazon.com/workmail/
https://docs.aws.amazon.com/general/latest/gr/index.html?rande.html
https://console.aws.amazon.com/ses/
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5. [Verify This Domain]& AEHErLICH,

Z&0| TXT & MX 2| ZE S 50| EA|IE LY.
6. TXT S5 ofehof U= SllZ= MEE CSVE CIREE ZIE MEHFLICH

CHS Ol§ 22 X% e &7 LIEHSLICH CH2 2= {RIE MEE Ohg ME S MEiELICH

7. CI2EEECSVIUE P B E 25 SAFELICH

TXT A MX BIZEE ¢ CtS DNS S= Aol F7hefLict oHE B A0ME Route 532 AFS L
Ct CHE DNS S2XE AI8stL Ul BIZE FI EHE 2= B2 NS dBME & EHA
o

1. AWS Management Console0ll 21218t & https://console.aws.amazon.com/route53/0{ A Route

53 2£2 gLt

2. EfAM Ao M S AE! QWo(Hosted zones)2 MEASILICH 17 CI2 &QlsizdE = HIQl ¥ ol 2iC|
HES MEfgLICE

3. EHQoIo/DNSHZE EENM Y

odod
4. Zone LU SAS B ZEE HAE X0l 2o{d&LCt HAE AR ofefof It S F0| Lt
EpEL[C.

5. BEETo2 AFESD 7K 7|E MENELICH

ol z2 NAE 22 5tE Ol =|CH 72A|Zt0| 22! £ Ql&LCt

DNS MH|AE Sl TXT BIZE L MX B|ZEE &Ql&LCt.
THQ ARE &0l5t= TXT HIZE7F DNS MH|A0| SHIZ A FIHEI(I=X I gtolgtL|Ct. o] M&l=
Windows & Linux0lAM At& 7tS8F nslookup =T & AFEEfLICH Linuxe| B2, dige M8 + A&

LICH.

nslookup =& ArE5tE{™H HA{ ALE XS] T HRlof| MH|ASHE DNS MHHE &rotof gict 2
CtZ, ol248t MHIAE HEI5tod TXT BIZEE =elgLct sie AMHoll= = H el CHt up-to-date
MEJF 7t Brol 2 E|o] U7 IHEol Y = H QIS DNS MHE HEIF &= U&Lct ol HEE .t
£ DNS AMHZ Mutst= o Alzto] 23 = A&

DNS MH|AZE S3 TXT HZE L MX dZ=E &lghct H7 1.0 158


https://console.aws.amazon.com/route53/
http://en.wikipedia.org/wiki/Nslookup
http://en.wikipedia.org/wiki/Dig_(command)
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nslookup= AFE3H0{ TXT B|Z =7 DNS MH|A M| FIHE[RF=K] = 2l
1. ZHIe| o|F MH &7

a. WY T E T E(Windows) B £ E{O0/d(Linux)S LIC}.
2

o
b. CIS HHS AAsto] AEX2| =Rl MH[ASHE 2ZE O|F MHE LEEELICH

example.com& THQISZ HtELICE

nslookup -type=NS example.com

CHS EHA0IA 0|24 Ol ME & stLtE R 2R LT

ok

2. Amazon WorkMail TXT B|ZE7} SHI27| FIIEIUR = K| &I AA|L.

d

a. CtS BHS A&5t0] example. comE2 AHEX THIQISE CHAM|EH T ns1.name-
server.net2 1&742| O|§ MHHZE CHAIELICt.

nslookup -type=TXT _amazonses.example.com nsl.name-server.net

b. nslookupl| £240i ZAIE "text =" EX |'E=|% 3M1|° O] EX+0| Amazon WorkMail
Z&o| EolE YAX S50l = ZH QIS TXT giat YxISH=X| &Rl AL,

Ol oflolME 2Ol fmxgxT/ic0Yx4aA/bEUrDPMeax9/s3frblS+niixmgk=2!
_amazonses.example.comOi| CHet TXT HIZEE 3t&LICH B2 EE SHI2 A Yoo/ E S+
Hado|| Cl20 e £2340| ZerEL|C}.

EL—- 2 1

_amazonses.example.com text = "fmxqxT/ic0Yx4aA/bEUrDPMeax9/s3frblS+niixmgk="

digE AF23t04 TXT BlZ =7t DNS AMH|A0f FIHE|=X| &0l

1. EOId MMdE Guch.

—_=
2. CF2 HHES M™Sto THQlol Cigt TXT BIZEE LHEFLICE example. comE THIQISZE HE
= LCh.

dig +short example.com txt

H2d =29 F{of TXT LE EA2¥ 0| Amazon WorkMail 2 2| Verified Senders S £ 0{|A £ H| Q!
S MEHS | EA|IZ|E TXT Z2f0 LxXISHEX| &It AMAIL.

DNS MH|AE Sall TXT BlZE L MX HZEE = QlgfLct. 7% 1.0 159
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nslookup2 AF23t0{ MX BIZ =7} DNS MH|A0| FILE|QA= K| & Ql5tE{H

1. CIS3 Zo| =H2le| 0| MHHE at&LLCt.
a. HWHIZETZEE L}
b. LC}IS HHE Alsio] ALEXRIS =HIQlo CHE ZE 0|8 HHHE LdghLct.

nslookup -type=NS example.com

CHS EF7Al0l M 0|24 OIF A & StLEE 2lELCh.

2. Ct23 Zo|MXHZET SHIEA FIHEIRI= ] & elgLIct

ClS BHES A&5I0{ example. com2 AEX EHIRISZ CHA|GH T ns1. name-

server.netg O|™ BtAHO|M AlEdst O|§ M & sHLEE CHAIIEFLICE.

nslookup -type=MX example.com nsl.name-server.net

b. B Z240{A mail exchange = O|&te| EXtMo| CHS 2t & tLIet YUx|SHEX| &l

Ic

C

_

0= S2(HX|LIol §8) 2|8 - 10 inbound-smtp.us-east-1.amazonaws.com

0= M (el2) 28 - 10 inbound-smtp.us-west-2.amazonaws.com

u

SEHOIYHE) - 10 inbound-smtp.eu-west-1.amazonaws.com

® Note

102 MX 7|2 Y #H3 = =28 LIEFLICH

digE A&35t0 MX BlZE7t DNS AMH|A0)| FIHEIR= K| &2l
1. EOIE MM Fuct
A

2. CtE BBS Adstod ool CiEt MX BIZEE LFELCh

dig +short example.com mx

3. MX Olste| 2Atdo| CtE 2t & stLtet LRIst=X| & lgfLch

DNS MH|AE Sall TXT BlZE L MX HZEE = QlgfLct. 7% 1.0 160
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0= S8(MHK[LIoF 55) 2| -10 inbound-smtp.us-east-1.amazonaws.com

Ol= M2(El2) 2/ -10 inbound-smtp.us-west-2.amazonaws.com

H(OIYUE)-10 inbound-smtp.eu-west-1.amazonaws.com

5 EE 2ME9IE LU

EX|E sidstedH Chs Mt AFY S B stAl

| &S 5{&stX| ef&LICH

DNS MH|AE TXT &l |1Eof &

TXT 8|2 E O|E0iM _amazonsesE MEFstL|C}.

SUS T QI o] H & QIst T A} 5HX[BH O|§ 0| SUEH o4 TXT | E Ot & giaLict

DNS MH|A 7} SUSH O|E 22 048] 7H| TXT BIZEE 585K A S AR 5 7HX| "™ 5 5l

LIE AIE35HMI2.

« (HZE)DNS MHIATI 2% AL TXT HlZEof o4 Zt2 &2sts ZdLICH 0| & Sof
Amazon Route 530 A AtEXt2| DNSE #E|st= B AF8XAtE ChE 20| SYE TXT 8=
=of o4 2t MYHE + U&LICt
1. Route 53 2£ 0| M 31 HmY 2™ EHQIS & QlE | =748 _amazonses TXT &l g

MEHSFL|CE,
2. ZHOlM & Bml 2k 2 =48t & EnterE +SLICH
3. CIE 2|™MoE 2 &7t BllZE MEE XM&EELCH
« THQIZ F HO EHOIslof 5t 3R 0|E0{ _amazonses7} Z&E TXT H|ZEE oHs04 8
EOIst IS B|Z= O|&0ll _amazonses7t ZEEX| 2 CIE YZAEE MEE = A&LICH

Amazon WorkMail 2& 0| THQl &elo| Aty 21 gt

TXT tlZEE &2 WorkMail &= i&LICH DNS MHIAE &
et 2edt TXT HlZE7F 2HFE DNS A

Amazon0ilA{ DNS AMH|A0 E et
S TXT B2 E 2! MX B|ZEE & QlghL|Ct o A&}
Ol FIHEIRA= K] = QIFFLICE.
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DNS ZZ2 X7 TXT &2 E 2ol =0Ql 0|2 Z7t3HaL|C),

_amazonses.example.com} Z 0| =H|2! O|F2 o|0| Z& st U= TXT 2=
2l 0|& 0| &5 &/0{ _amazonses.example.com.example.comZ} Z 0| & = &
oM EHIQ! 0|8 52 UX|stz{™H TXT BlZ =2 =M@l 0|8 Zoi OIEIEE FII5HAA|
DNS 3ZAtolH siE B2 = O|FO| 2T st/ en TXT 2|2 =0 o|0| =Ml o
lof USS LIEFRLICEH

AmazonO| M MX BlZ =7} L x[5HX| &t =Lt WorkMail 2 o3& LICH

7|& WY MuoAf oto|zlo|AMe m MX BIZE= 2 YU X| & EN
2 MHE 7}t2|7|& WorkMail CHA! Amazong 7IE2|7| =
O|HIY ZEAIE Amazont 7 AIE35tE AR MX HIZE7I Lt gigo = dretElL|C

4
e
ok
ok
>
30
1>
r
[ul
o
>
=}

A= EZQIE T/ 223} AutoDiscover

AutoDiscover A} M| FA 2 & 30k AF& 3104 Microsoft Outlook &! 2 HI Z2I0|MEE 7+ e
A&LICH O] MHIAE WorkMail AmazonZt Q| HZAE (K|t AEZQIE EE = g ok
Ct 24 M2 AYO|o|EELICH Edt 20| 2 Z 29l FAE | AutoDiscover X & =<0, A2
oM FF/HIE AlZHE & == = WorkMail 7|5 & Amazonl| £t 7|5& AH8E = U&LICH

Z2}0|ME = CHZ AutoDiscover EHAHE =250 M QIEZQIE URLE B K[ELICEH

« 1E-A| - 22I0|HE 7} 22 Active Directoryoll CHE SCP(Secure Copy Protocol) Z&|& £&&FL|C}
Z0[HE7 H QI 7tE|o] UK| f2 B2 O] BHHE LS. AutoDiscover

2CHA| - 2CI0|MEJICI2 URLE M B 2 E =QlgfLict ozt dlEXZRIENMME
HTTPSEF AHEE &+ A&LILCH.

* https://company . t 1d/autodiscover/autodiscover.xml
* https://autodiscover.company . t 1 d/autodiscover/autodiscover.xml

 3EHA| - E2I0|E 7} autodiscover.company.tidod|l CHaH DNS £3|& 8511 AFE XS] O|HIY F
20 FEEJEZQIERZ O|RIE GET RS EH-ILICH MEH7E 302 EIC|HME Btetets 32
ZC0[HE= HHEHEI HTTPS A= X QIEof CHall RS CHA| 2'HLICt AutoDiscover

Olz{3t ZE B0 ATjstd 2EIOIMEE RSO E T 4 o
= O

H
ol CHe RtMIE L2 =S 2= ClHHo|A 0] 244

A= ZQIE 74 & M3} AutoDiscover H{7 1.0 162


https://docs.aws.amazon.com/workmail/latest/userguide/manually_connect_device.html

olotZE WorkMail ZHE|RF OFLE A

Amazon0i EHQIE F
LIC} WorkMail. O|& &
L} stock Android O|H| 4
AutoDiscover 2EtHE =&

7+er ] 22 X0l AutoDiscover DNS HIZEE F7t5t2t= HAIXRI7F EAIE
£ AutoDiscover ZE2 M| A Q| 3CHHE L3l 4 QlaL|Ct a8
HIY C|HFO| A E O|d8t BEtAH|7F S8t K| & LICt. et A

2 dYolior g = A&LICH

mLu'“
m
)
Q
[m

o] on
e
4L
H

(® Note

CH2 EHAIE https://autodiscover.company . t 1 d/autodiscover/autodiscover.xml0i] CHEH Z S A
E Mt = W g MHEEFLICE hitps://company . t1d/autodiscover/autodiscover.xmloil CHEH
EANE MAMFE{H CFS EHAI2| EHRI0AM autodiscover. MSFAIE XM HEL|CE.

Route CloudFront 532 At&3tH @F0| 2utE = QU&LICH si” LZoll CHEE RtAIEH LI 2
Amazon CloudFront 2 2 2! Amazon Route 53 222 X35 AA|2.

Route 532 2 AutoDiscover 2EtHIE & 433} 51242 CloudFront

1. autodiscover.company . t1do| CHEF SSL QIS ME 7FX{2F AWS Identity and Access
Management(IAM) EE = AWS Certificate Manageroll 2 E 3 LICtH AtA|EH LIS 2 IAM AFS A

Mol Mb{ 215 M =] EE= AWS Certificate Manager AF& MM Q| A|ZH517| EHdE R XA
o

-l .

2. M CloudFront Hi Z &+ A Ad-

DAO

0{ M CloudFront &€ L|Cthttps://console.aws.amazon.com/cloudfront/v4/home.
EF M % 0f| M Distributions(HiZ)E ME4EFL|CH.

HH 3 A 4d(Create Distribution)2 ME{EFL|C}

ol A AlZfSE7|E MBS LICH

2 a7 AMXof| C}S ZtS QladstL|ct

o k~ w0 bh =

= N |
. 2% =09 0l & - i 2ol MAE THQl olE UL
. 0|2 ER(HEILIo} 25
east-1.awsapps.com

- autodiscover-service.mail.us-

- O M (222) - autodiscover-service.mail.us-west-2.awsapps.com

- SH(OIYUHE) - autodiscover-service.mail.eu-west-1.awsapps.com
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https://aws.amazon.com/cloudfront/pricing/
https://aws.amazon.com/route53/pricing/
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_server-certs.html
https://docs.aws.amazon.com/acm/latest/userguide/gs.html
https://console.aws.amazon.com/cloudfront/v4/home
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- QTN ZZEE MM . Y5l= HA: Match Viewer

(® Note

LE|T Bz = HIY FAHAL. 2E|T IDQ| AtS &3 4t HEsHK| Ot 2.

6. 7|2 FHAl S HHoIM LILE Dol cisl CHS 22 MEYEfLICH

« [Viewer Protocol Policy]: HTTPSEt

[Allowed HTTP Methods]: GET, HEAD, OPTIONS, PUT, POST, PATCH, DELETE

[Cache Based on Selected Request Headers]: 25

[Forward Cookies]: 25

[Query String Forwarding and Caching]: 812 (FH4 7HM)

[Smooth Streaming]: OtL|2

« [Restrict Viewer Access]: OFL|2

7. Distribution Settings(Hi £ 4d%d)oi| CH3H Ct= 2= MHEHFLICH.

« [Price Class]: O|=, 7HLICH & RHEH ALE

- OHA =02l O|&(CNAME)2| B autodiscover.company.tld L= company. tldE
=dEtLICh 047|M company. t1deE THQ! O|& LIct.

« SSL 215 AM: AFE X} X SSL QIB M(IAMO| HE Z|o US

« Custom SSL Client Support(At& At x| SSL 22t0|HE X|#d): All Clients(Z & £2}0[2A

E) EE£= Only Clients that Support Server Name Indication (SNI)(AME O|& EA|(SNDE X|
20| EDNS MEHFLICH O™ HE 2| AndroidIME & Ml S 40| &S 5tK|
(o]

=
[
= UA&Lch

(® Note

All Clients(2 & Z2t0|ME)E MEHSI= A< Default Root Object(7 |2 FE ZA)E
H|®| = LICt.

« Logging(2Z): On(& ) EE= Off(H|E M) E MENEILICH 74 2Z 0| M5t E LCt

- AHoi AutoDiscover type2 for autodiscover.company.tldES 2i%fL|C}
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5. Create Record Set(Z|ZE ME M4)E MEHFHLIC

Apache & MH AlE

Ct= EtAHl= Apache & AMHE AHE 5H04 hitps://autodiscover.company . t 1 d/autodiscover/
autodiscover.xml0i| CHEF ZEA|E CtEE= W E MHEELICH https://company . t1d/autodiscover/
autodiscover.xml ZEA|E BHEP{MH “AI 5 A S AX|SHM L. CFS BHAof et ZHRle| MFALSE
U=zqghct.

i
rﬂ‘i"

_L
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2

Apache 2 M0 AutoDiscover 27|

1. SSL X| Apache AHHod| CHsH CHE BHES A-ELICH
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SSLProxyEngine on ProxyPass /autodiscover/autodiscover.xml https://autodiscover-
service.mail.REGION.awsapps.com/autodiscover/autodiscover.xml

2. Eoi et ChZ Apache ZEE EEsteLICH HHE REE B2 Apache T2U S H XA
O
« proxy
* proxy_http
* socache_shmcb
 ssl
ElAE 2! 2| AutoDiscover SHZ01 CHEE REA|EH LIE 2 CHS MME R ESHAAIL.
AutoDiscover 2EHH| 2 A S22
DNS % A& AutoDiscover 4 ol & AutoDiscover RIEXZQIE TS E|AEE &= Ql&L|CH.

0.u. 0x

&%
A TOIET} SHEH THE B T 2 HAIKISH B SEBLICH

1. EO/2o|M A=z lEoi Cier QIS E|X| &f2 POST 2HE U/ JELICH AutoDiscover

$ curl -X POST -v https://autodiscover.''company.tld''/autodiscover/
autodiscover.xml

ANEZQIET} S2HIEH T HE B CFS HAI0M EAIE X2 20| 401 unauthorized MIA|
X|E gterstiok gLct.

$ curl -X POST -v https://autodiscover.''company.tld''/autodiscover/
autodiscover.xml

HTTP/1.1 401 Unauthorized

AlX| AutoDiscover LEE EHIAES EM L. CFS XML 2EI=7F L& E request.xml
Aot

N
n

2o
leg

=
AH
S

=

<?xml version="1.0" encoding="utf-8"?>
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<Autodiscover xmlns="http://schemas.microsoft.com/exchange/autodiscover/mobilesync/
requestschema/2006">
<Request>
<EMailAddress>testuser@company.tld</EMailAddress>
<AcceptableResponseSchema>
http://schemas.microsoft.com/exchange/autodiscover/mobilesync/
responseschema/2006
</AcceptableResponseSchema>
</Request>
</Autodiscover>

CX AutoDiscover & &L|Ct.
U FAZE At A LX| OHMIR2.

~
[\
0n
~
C
0n
[N
H
D
(9]
S
o
Q
S
=
~
~
Q
I
=l
Fol
ro
o
=

$ curl -d erequest.xml -u testuser@company.tld -v https://autodiscover.company.tld/
autodiscover/autodiscover.xml

ANEZQIEV} SHIEH FHE B2 SEH2 CFS Xt IR ELICH

$ curl -d @erequest.xml -u testuser@company.tld -v https://autodiscover.company.tld/
autodiscover/autodiscover.xml

Enter host password for user 'testuser@company.tld':
<?xml version="1.0" encoding="UTF-8"7?>
<Autodiscover xmlns="http://schemas.microsoft.com/exchange/autodiscover/
responseschema/2006" xmlns:xsd="http://www.w3.01rg/2001/XMLSchema"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
<Response xmlns="http://schemas.microsoft.com/exchange/autodiscover/mobilesync/
responseschema/2006">
<Culture>en:us</Culture>
<User>
<DisplayName>Userl</DisplayName>
<EMailAddress>testuser@company.tld</EMailAddress>
</User>
<Action>
<Settings>
<Server>
<Type>MobileSync</Type>
<Url>https://mobile.mail.us-east-1.awsapps.com/Microsoft-Server-
ActiveSync</Url>
<Name>https://mobile.mail.us-east-1.awsapps.com/Microsoft-Server-
ActiveSync</Name>
</Server>
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</Settings>
</Action>
</Response>

THQI R B A HE

o o™ i
OlHIY 2IC|&Mut 242 T QI A4 Y HA2 o|H Y Zhdof che HEHe XIHELICH o & &0
Amazon WorkMail Z%|9| 2 E O|HY FAZ O|HY S 2ICIHMHE &= U&LICE.

(® Note

2022'4 48 1245 E Amazon2 HEt 2048 2|5 AWS HH 2ot FA| CHal MHH|A 2ot TR
A235t7| WorkMail A|ZH3&LICH 2022 H 424 12 o|®of| EMIQIE F7t8t B HEt Eof
2l AWS HH 2ot T E AE5t= O HAo| /U2 = U&LICH THCHH & A &34
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1. https://console.aws.amazon.com/workmail/ 04| A otO+E WorkMail 2& 2 3LICt.

LIRSt B AWS E|IME BHAELICH o= A sled™ HAM AX QEZ| Us ST M EE S
o CtS ste 2|™dE MEdELICE 2|710d cHst REM|IEH LHE 2 Amazon Web Services & gH &
Zo|g|d A A=ZQIEE FHEFAMR

2. EM oM ZEg MEISHCIS T 20| 0| MEEHLICH
EFA 2o M EHIQIS MEHEHLICE
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A2 X}t X|Z Amazon SES AH

A-&Xt X|E Amazon SES HHE AtEste B2 Ol M E ZHQoM AAEE = ULF ZHsM L.

"Version": "2012-10-17",
"Statement": [

{
"Sid": "AuthorizeWorkMail",

"Effect": "Allow",
"Principal": {
"Service": "workmail.REGION.amazonaws.com"
},
"Action": [
"ses:*"

1,
"Resource": "arn:aws:ses:REGION:AWS_ACCOUNT_ID:identity/WORKMAIL-DOMAIN-NAME",

"Condition": {
"ArnEquals": {
"aws:SourceArn":
"arn:aws:workmail :REGION:AWS_ACCOUNT_ID:organization/WORKMAIL_ORGANIZATION_ID"

SPFE ARt OlHY Q15

Sender Policy Framework(SPF)= O|H Y AFZ W X|E 2[5l OtE O|HIY HE EEQLICH &AF
Z2 2 o|XMol AKX Bt o|HYe AN AFRA7F B O|HIYXE 2E0|A BtE = {IL|CH.
Amazon WorkMail X2 =H|212| SPF 740 CHEF XHM|EH LIE 2 Amazon SESO|AM SPFE Ar& 8t 0|

HY Q1B S BHEFHAAL.
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A2 A XA MAIL FROM EH|Q1 T Ad

7|22 2 Amazon2 amazonses.com2| 52| TH|QIE &4l O|H Y| MAIL FROM =HRIS =2
WorkMail AF& gtL|C}. O|2 Q18 =M Q12| DMARC Z=40| SPFO| CHEHAMEF MY El B M& 0| Almf
& 4 &Ll ol 2xME siZ2sledH A& THIQIS MAIL FROM THIQISZ T HFIMR. olHIY =
HIQI2 MAIL FROM EHIQICZ M= S 2 otE 2{ Amazon Simple Email Service 7Hg A}
OFHLHM LS| AFERF X MAIL FROM EH|QI AHE 2 ZSHAL2.

/A Important
iOS & X|0f| A AutoDiscover & 43} 5t2{H AFEAF X|'H MAIL FROM = H|@/0] E e L|Ct.

AKX} K| MAIL FROM T O|Qlof CHer AFAMIEH LH& 2 Amazon SES7} O|A| AFE X X|Z MAIL FROM
THOIS X|HE S HZFHML.
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ghL|Ch.

F L€ 2 Amazon Web Services &

S
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AWS 2|
0{ A Organizations&

o
® Note

https://console.aws.amazon.com/workmail/ ol A1 ofOFE WorkMail 2& & iLct.

ErAH X}
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2.
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AR F7}

MEXIE F7I5HH Amazon0l A WorkMail AEFS2 2 S AFSXIE I8t ALME S MMEFLICH AFS Kt
= Amazon WorkMail | o Z2|7|0|M, 2 HIY & X| EE= macOS &&= PC2| Microsoft OutlookS AlE
5t04 2121511 Mo HMAE £~ U&LICE.

AM-EXHE F7tstt{H

1. https://console.aws.amazon.com/workmail/ | A OFOFE WorkMail 2£ 2 JLICH.

LRt B2 AWS E|ME HEFLICH 2 ¥ dHo ZAZMM 2| M S5 H1 2[de
MEABFLICE REMIBH LI8 2 Amazon Web Services EF 2 & 9| Regions and endpoints& & &5t
Me.

AHERE %7} 30| LiEfefLct

4 A8 AR B0l HEX 01 BE| N8I OIS E URLIC OB E Ol F2 ¥l
= EAIELICH ABRIT} RHAO| AL R OB D CHE Ol F2E JIXIES s2iT oY &
o HEE & YLtk

5. (M= AR OIF I 4 ARfol AL RLO| 43} 0B S YerLic

6. EAlOIE 4xtol AIBXtS| EA| OlBS LELICt

7. OlHY Fa Axtol OlHY HAS £33 CHE HWHES YELIC

8. JIEHMOR ABRE TA F4 S20| EAIELICH TA T4 SRoIM ASKHE &7[248 M
F4& SR0| EA| HOlRto| MES FAE LI

9. MSXE ZEo| HZ ASKR FIbetHH HZ ASKHE MBI

10. &% dHEoIM &5 3 Bt= &5 ARl AR A ZE 2L

11. AL X F£7HAdd user)& ME{EHLICEH

Amazong 7 | Active WorkMail Directory@t & & 5t 7Lt Simple AD C|=E{2[0f 00| AM& 7tS 8t Al
EX7F U= B Amazondl M S AFEXHE & H35HE = WorkMail & L|Ct B8 CHg THA|of| et
AHO| HIEHSHE ASKIE CHA| #/85te &= /&L
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<?xml version="1.0" encoding="UTF-8"7?>
<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/" xmlns:t="http://
schemas.microsoft.com/exchange/services/2006/types">
<soap:Body>
<m:Subscribe xmlns:m="http://schemas.microsoft.com/exchange/services/2006/
messages'">
<m:PushSubscriptionRequest>
<t:FolderIds>
<t:DistinguishedFolderId Id="inbox" />
</t:FolderIds>
<t:EventTypes>
<t:EventType>NewMailEvent</t:EventType>
<t:EventType>CopiedEvent</t:EventType>
<t:EventType>CreatedEvent</t:EventType>
<t:EventType>DeletedEvent</t:EventType>
<t:EventType>ModifiedEvent</t:EventType>
<t:EventType>MovedEvent</t:EventType>
</t:EventTypes>
<t:StatusFrequency>1</t:StatusFrequency>
<t:URL>https://YOUR_PUSH_RESPONDER_URL</t:URL>
</m:PushSubscriptionRequest>
</m:Subscribe>
</soap:Body>
</soap:Envelope>
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<?xml version="1.0" encoding="UTF-8"7?>
<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema" xmlns:xsi="http://www.w3.0rg/2001/
XMLSchema-instance">
<Header xmlns="http://schemas.xmlsoap.org/soap/envelope/">
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<ServerVersionInfo xmlns="http://schemas.microsoft.com/exchange/
services/2006/types" MajorVersion="14" MinorVersion="2" MajorBuildNumber="390"
Version="Exchange201@_SP2" MinorBuildNumber="3" />
</Header>
<soap:Body>
<m:SubscribeResponse xmlns:m="http://schemas.microsoft.com/exchange/
services/2006/messages" xmlns:t="http://schemas.microsoft.com/exchange/services/2006/
types">
<m:ResponseMessages>
<m:SubscribeResponseMessage ResponseClass="Success">
<m:ResponseCode>NoError</m:ResponseCode>
<m:SubscriptionId>hKJETtoAdi9PPWOtZDQ4MThmMDoVYB</m:SubscriptionId>
<m:Watermark>AAAAAAA=</m:Watermark>
</m:SubscribeResponseMessage>
</m:ResponseMessages>
</m:SubscribeResponse>
</soap:Body>
</soap:Envelope>
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<soap:Envelope
xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Header>
<t:RequestServerVersion
xmlns:t="http://schemas.microsoft.com/exchange/services/2006/types"
xmlns:m="http://schemas.microsoft.com/exchange/services/2006/messages"
Version="Exchange2010_SP2">
</t:RequestServerVersion>
</soap:Header>
<soap:Body>
<m:SendNotification
xmlns:t="http://schemas.microsoft.com/exchange/services/2006/types"
xmlns:m="http://schemas.microsoft.com/exchange/services/2006/messages">
<m:ResponseMessages>
<m:SendNotificationResponseMessage ResponseClass="Success">
<m:ResponseCode>NoError</m:ResponseCode>
<m:Notification>
<t:SubscriptionId>hKJETtoAdi9PPW@tZDQ4MThmMDoVYB</
t:SubscriptionId>
<t:PreviousWatermark>ygwAAAAAAAA=</t:PreviousWatermark>
<t:MoreEvents>false</t:MoreEvents>
<t:ModifiedEvent>
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<t:Watermark>ywwAAAAAAAA=</t:Watermark>
<t:TimeStamp>2018-02-02T15:15:14Z</t:TimeStamp>
<t:FolderId Id="AAB2L@89bS1kNDgxOGYwOGE50TQ@="></

otOhE WorkMail

<t:ParentFolderId Id="AAB2L089bS1kNDgx0GYwOGE="></

t:FolderId>
</t:ModifiedEvent>

</m:Notification>

t:ParentFolderId>
</m:SendNotificationResponseMessage>

</m:ResponseMessages>
</m:SendNotification>

</soap:Body>
</soap:Envelope>
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<?xml version="1.0"7?>

<s:Envelope xmlns:s= "http://schemas.xmlsoap.org/soap/envelope/"
<SendNotificationResult xmlns="http://schemas.microsoft.com/exchange/

<s:Body>
services/2006/messages">
<SubscriptionStatus>0K</SubscriptionStatus>

</SendNotificationResult>

</s:Body>
</s:Envelope>
=42 75 Sfidlsted™ ChEat fAEH e =
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SubscriptionStatus EEH 75

<?xml version="1.0"7?>

<s:Envelope xmlns:s= "http://schemas.xmlsoap.org/soap/envelope/"
<SendNotificationResult xmlns="http://schemas.microsoft.com/exchange/

<s:Body>
services/2006/messages">
<SubscriptionStatus>Unsubscribe</SubscriptionStatus>

</SendNotificationResult>
|E" (a2t = &) & WorkMail & &

</s:Body>
EH
2%t StatusFrequency It2 H:IIE-|01I [z}

</s:Envelope>
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<?xml version="1.0 (http://www.w3.0rg/TR/REC-xml/)" encoding="utf-8"7?>
<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/">
<soap:Header>
<t:RequestServerVersion xmlns:t="http://schemas.microsoft.com/exchange/
services/2006/types" xmlns:m="http://schemas.microsoft.com/exchange/services/2006/
messages" Version="Exchange2010@_SP2"/>
</soap:Header>
<soap:Body>
<m:SendNotification xmlns:t="http://schemas.microsoft.com/exchange/services/2006/
types" xmlns:m="http://schemas.microsoft.com/exchange/services/2006/messages">
<m:ResponseMessages>
<m:SendNotificationResponseMessage ResponseClass="Success">
<m:ResponseCode>NoError</m:ResponseCode>
<m:Notification>
<t:SubscriptionId>hKJETtoAdi9PPWOtZDQ4MThmMDoVYB</t:SubscriptionId>
<t:PreviousWatermark>AAAAAAAAAAA=</t:PreviousWatermark>
<t:MoreEvents>false</t:MoreEvents>
<t:StatusEvent>
<t:Watermark>AAAAAAAAAAA=</t :Watermark>
</t:StatusEvent>
</m:Notification>
</m:SendNotificationResponseMessage>
</m:ResponseMessages>
</m:SendNotification>
</soap:Body>
</soap:Envelope>
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aws workmail list-mobile-device-access-rules --organization-id
m-al123b4c5de678fg9h0ijlk21m234no56
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aws workmail create-mobile-device-access-rule --organization-id

m-al23b4c5de678fg9h0ijlk21m234no56 --name BlockAllAndroid --effect DENY --device-types
"android"

CHS A0 E EY HT 2| iOSE 5185t &l MAMELICH 7|2 ALLOW-all #=I2 AN 743l ok
ghoct.

aws workmail create-mobile-device-access-rule --organization-id

m-al23b4c5de678fg9h0ijlk21m234no56 --name AllowlLatestiOS --effect ALLOW --device-
operating-systems "iOS 14.3"
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https://docs.aws.amazon.com/cli/latest/userguide/
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aws workmail update-mobile-device-access-rule --organization-id
m-a123b4c5de678fg9h0ijlk21m234no56 --mobile-device-access-rule-id 1a2b3c4d --
name AllowlLatestiOS --effect ALLOW --device-operating-systems "i0S 14.4"
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aws workmail delete-mobile-device-access-rule --organization-id
m-al123b4c5de678fg9h0ijlk21lm234no56 --mobile-device-access-rule-id 1a2b3c4d
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aws workmail get-mobile-device-access-effect --organization-id
m-al123b4c5de678fg9h0ijlk21lm234no56 --device-type "iPhone" --device-model "iPhoneloC1"
--device-operating-system "i0S 14.2.1 16F203" --device-user-agent "i0S/14.2 (18B92)
exchangesyncd/1.0"

U5 ZHHY ClHIO|A EE= 2EI0|ME = oLt o|¢ el EEoi cHet §E2 & E st x| &hot 2t S HI%
£ 7 UEUICH =AUl &= 2L $NONES ALSsto{ =S O[21Eh ClHtolAet URIAIA = A&LICH

0 € £01, DeviceTypes=["iphone", "ipad", "$NONE"]O| QY= =0 B "iphone" EE&=
"ipad" Q| C|HIO|A ¥ E EI5t= ClHIO|AE YR[IAIZ|HU C|HIO|A R EE M& ED5HK| &

LICE.

NotDeviceTypes =& NotDeviceUserAgents@ Z2 £HMOl =742 o248t Bl 2tk Ux|SHK|
of&LICH 02 £04, NotDeviceTypes=["android"]7} Q= 722 "android" 0|2|9| C|HIO|A

82 218t ClHOIAE YIAIZILICH 3HXISF ClEholA RS 5 21etx| S ClbholAof
= 7lo| M8E/X| ALl

Dt Clafol& HMA FEIALS BT 1.0 205


https://docs.aws.amazon.com/workmail/latest/APIReference/API_GetMobileDeviceAccessEffect.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
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https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-welcome.html
https://docs.aws.amazon.com/workmail/latest/adminguide/manage-devices.html#view_device_details
https://docs.aws.amazon.com/workmail/latest/adminguide/manage-devices.html#view_device_details
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aws workmail list-mobile-device-access-overrides --organization-id
m-al123b4c5de678fg9h0ijlk21m234no56
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Je24H X|™HE Amazon WorkMail Z&|, AR X & & x| IDO]| CHEE HMHAE HESHE ZHIY T X[ HA|
A M7t HEELICH

aws workmail put-mobile-device-access-override --organization-id
m-al123b4c5de678fg9h0ijlk21m234no56 --user-id userl@domain.com --device-
id 6APMEKPHCP2ND42VIJ4BR8ECDO --effect DENY
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aws workmail put-mobile-device-access-override --organization-id
m-al123b4c5de678fg9h0ijlk21m234no56 --user-id userl@domain.com --device-
id 6APMEKPHCP2ND42VIJ4BR8ECDO --effect ALLOW
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aws workmail delete-mobile-device-access-override --organization-id
m-al123b4c5de678fg9h0ijlk21m234no56 --user-id userl@domain.com --device-
id 6APMEKPHCP2ND42VIJ4BRS8ECDO
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https://docs.aws.amazon.com/workmail/latest/adminguide/access-rules.html
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aws workmail create-mobile-device-access-rule --organization-id
m-al23b4c5de678fg9h0ijlk21m234n056 --name DefaultDenyAll --effect DENY
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https://github.com/aws-samples/amazon-workmail-lambda-templates/tree/master/workmail-ws1-integration
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https://docs.aws.amazon.com/workmail/latest/userguide/share-folders.html
https://docs.aws.amazon.com/workmail/latest/userguide/share-folders.html
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Example Java - EWS Java API

import software.amazon.awssdk.services.workmail.WorkMailClient;

import software.amazon.awssdk.services.workmail.model.AssumeImpersonationRoleRequest;

import

import
import

software.amazon.awssdk.services.workmail.

microsoft.exchange.webservices.data.core
microsoft.exchange.webservices.data.core

model .AssumeImpersonationRoleResponse;

.ExchangeService;
.enumeration.misc.ExchangeVersion;
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import microsoft.exchange.webservices.data.misc.ImpersonatedUserId;
import microsoft.exchange.webservices.data.core.enumeration.misc.ConnectingIdType;

Y coo

AssumeImpersonationRoleResponse response = workMailClient.assumeImpersonationRole(
AssumeImpersonationRoleRequest.builder()
.organizationId(WORKMAIL_ORGANIZATION_ID)
.impersonationRoleId(IMPERSONATION_ROLE_ID)
.build());

ExchangeService exchangeService = new
ExchangeService(ExchangeVersion.Exchange201@_SP2);
exchangeService.setUrl(URI.create(WORKMAIL_EWS_URL));
exchangeService.getHttpHeaders().put("Authorization", "Bearer " + response.token());
exchangeService.setImpersonatedUserId(new
ImpersonatedUserId(ConnectingIdType.SmtpAddress, EMAIL_ADDRESS));

Example .Net - EWS 223 API

using Amazon.WorkMail;
using Amazon.WorkMail.Model;

using Microsoft.Exchange.WebServices.Data;

// ...

AssumeImpersonationRoleRequest request = new AssumeImpersonationRoleRequest();
request.OrganizationId = WORKMAIL_ORGANIZATION_ID;

request.ImpersonationRoleId = IMPERSONATION_ROLE_ID;
AssumeImpersonationRoleResponse response =
workMailClient.AssumeImpersonationRole(request);

ExchangeService service = new ExchangeService(ExchangeVersion.Exchange2010_SP2);
service.Url = new Uri(WORKMAIL_EWS_URL);
service.HttpHeaders.Add("Authorization", "Bearer " + response.Token);
service.ImpersonatedUserId = new
ImpersonatedUserId(ConnectingIdType.SmtpAddress, EMAIL_ADDRESS);

Example Python — Exchangelib

import boto3
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from requests.auth import AuthBase

from exchangelib.transport import AUTH_TYPE_MAP

from exchangelib import Configuration, Account, Version, IMPERSONATION
from exchangelib.version import EXCHANGE_2010_SP2

work_mail_client = boto3.client("workmail")

class ImpersonationRoleAuth(AuthBase):
def __init_ (self):
self.token = work_mail_client.assume_impersonation_role(
OrganizationId=WORKMAIL_ORGANIZATION_ID,
ImpersonationRoleId=IMPERSONATION_ROLE_ID
Y["Token"]

def _ _call__ (self, 1):
r.headers["Authorization"] = "Bearer " + self.token
return r

AUTH_TYPE_MAP["ImpersonationRoleAuth"] = ImpersonationRoleAuth

ews_config = Configuration(
service_endpoint=WORKMAIL_EWS_URL,
version=Version(build=EXCHANGE_2010_SP2),
auth_type="ImpersonationRoleAuth"

)

ews_account = Account(
config=ews_config,
primary_smtp_address=EMAIL_ADDRESS,
access_type=IMPERSONATION
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"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [

"s3:AbortMultipartUpload",
"s3:PutObject",
"s3:GetBucketPolicyStatus"

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-bucket",
"arn:aws:s3:::amzn-s3-demo-bucket/*"

]

.
{

"Effect": "Allow",
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": [
"arn:aws:kms:us-east-1:111122223333:key/KEY-ID"
1,
"Condition": {
"StringEquals": {

"kms:ViaService": "s3.us-east-1.amazonaws.com"
3,
"StringLike": {
"kms:EncryptionContext:aws:s3:arn": "arn:aws:s3:::amzn-s3-demo-
bucket/S3-PREFIX*"
}
}
}
]
}
IAMT R oK & o33 A4 T 1.0 225
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CHS 01|t MM IAM 2 %E of 9ZE 1AM AE HAg _'?'_04-’.£.-L—|EP CHS of: ALME 2B LHE LY
S z O|&0| & TUZ mailbox-export-

trust- policy.json X-I’éﬂ’é!/\l_?_.

aws:SourceArn 2! aws:SourceAccount 2712 SA|of Al2E

Bt AWS HXo 2 Ct2 Amazon WorkMail ZZI0| A HIAIX|E LHELHE O & 2
= A2 aws:SourceArn HEo|M MHE £ A&LICH =71 F|ofl Cist XEM[SH LIS 2 AWS IID & X

MNA 22| A2 MEMoIMH AWS 228 =74 HEIAE 7|12 & ZT5HM 2.

"Version": "2012-10-17",
"Statement": [
{
"Sid": "",
"Effect": "Allow",
"Principal": {
"Service": "export.workmail.amazonaws.com"
.
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "111122223333"
b
"ArnLike": {
"aws:SourceArn": "arn:aws:workmail:us-east-1:111122223333:0rganization/m-

al123b4c5de678fg9h0ijlk21m234no56"
X

—

CHS BY¥ S AWS CLI 4=5stod & ALE5tod AHol IAM HE S dEe + J&LICH

aws iam create-role --role-name WorkmailMailboxExportRole --assume-role-policy-
document file://mailbox-export-trust-policy.json --region us-east-1

aws iam put-role-policy --role-name WorkmailMailboxExportRole --policy-
name MailboxExport --policy-document file://mailbox-export-policy.json
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(7HA 1D) 7+ Qlo4oF 3+, O] IDE Amazon WorkMail £ 0|

M EEE= Amazon2 AFE35104 HM|AE 4= WorkMail APl Q& LICH.

of: AbMef 2EHXE LHELHE{H™

1.

AWS CLI & AI235104 AFME LHE L Z| 2FdS AIZFEFLICE.

aws workmail start-mailbox-export-job --organization-id m-
al23b4c5de678fg9h0ijlk21m234no56 --entity-

id S-1-1-11-1111111111-2222222222-3333333333-3333 --kms-key-

arn arn:aws:kms:us-east-1:111122223333:key/KEY-ID --role-arn
arn:aws:iam::111122223333:role/WorkmailMailboxExportRole --s3-bucket-name amzn-s3-

demo-bucket --s3-prefix S3-PREFIX

2. AWS CLI € AF273504 Amazon WorkMail Z&I0| AFAME LHELHZ| 2] AEHE ZLIERE £+~

CtE2 LHEEH ALAE 2

&LCt.

aws workmail list-mailbox-export-jobs --organization-id m-
al23b4c5de678fg9h0ijlk21m234no56

CF = start-mailbox-export-job B230f 9|5 M4
LH7| Zto| AEHEF ZLIEHEAE & U&LICH
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aws workmail describe-mailbox-export-job --organization-id m-
al23b4c5de678fg9h0ijlk21m234no56 --job-id JOB-ID

=

AbA{Er LR L | 5Hed 4FEH7H COMPLETEDS! 29 LA A2 852 XI%E Amazon S3 HZ!2]
.zip THUOA] AL & QlesLict,

=

M

24 2 7 of| | lLich.

{
"totalNonExportableItems" : "13",
"totalMessages" : "76",
"sha384Hash" : "4de93a***96aldd",
"totalBytes" : "161892",
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"totalFolders" : "15",
"startTime" : "168***38Q",
"endTime" : "168***384"
}
(@ Note
totalNonExportable& S HIZLt @12t &{et 20| X[HEIX| &t = &= LICt
1Ed AFE

0¥

Amazon& AFME e LEH = ChS 1ed AFE ol M ElLICH WorkMail.
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