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https://docs.aws.amazon.com/workspaces-web/latest/adminguide/setup-saml.html
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Amazon WorkSpaces Thin Client
Affordable, easy-to-manage thin client for secure access to

virtual desktops

How it works

Admin management flow

’
J(
5 =

Amazon WorkSpaces i g
Thin Client Administrator sets up Administrator copies End users enter activation  Administrator manages,
Cost-effective, sequre, Amazon WorkSpaces, activation codes from code to register the device monitors, and maintains
and easy-to-manage Amazon WorkSpaces Web, Console and emails and log into their virtual WarkSpaces Thin Client

access to virtual desktops or Amazon AppStream 2.0 them to end users desktop environment fleet and controls

. in desired AWS Region access through device

to associate with management service

‘WorkSpaces Thin Client
service

Amazon WorkSpaces Thin Client

Create WorkSpaces Thin Client environment,
enabling users to securely acoess virtual desktops.

Get started Order devices [A

Pricing

You pay up front fior the WarkSpaces Thin Client
device, plus 3 monthly service fee per device to
manage, menitor, and maintain your thin client
fleet in the WorkSpaces Thin Client management
console.

Amazon WorkSpaces Thin Client
devices
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https://docs.aws.amazon.com/workspaces/latest/adminguide/manage-workspaces-directory.html
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Virtual desktop services

Choose the virtual desktop service to provision your environment, then select the resource to use or create a new one. The time to provision depends on

your chosen Ll;;-ll{i-:_; uration

0 WorkSpaces AppStream 2.0 WorkSpaces Web
Amazon WorkSpaces is a fully Amazon AppStream 2.0 is a fully Amazon WorkSpaces Web s a
managed desktop virtualization managed, secure application lowe-cost, fully managed
service for Windows that enables streaming service that allows you WorkSpace built to deliver secure
you to access resources from any to stream desktop applications web=based workloads and 5

from AWS 1o a web browser, oftware-as-a-service (5aas)
application access to users
within existing web browsers

supported device,

Mote: When creating a new WorkSpace directory for your environment, you will be taken to the WorkSpaces console. Amazon Thin Client
requires certain WorkSpace configuration to be compatible. For more information and help with setup, please refer to the Create a
'i'-'l_‘lrk'Sp._‘lm}E for Amaron Thin Client tutarial,

WorkSpaces directories (5] jns, ] | | Create WorkSpace directory [
Amazon WorkSpaces is a fully managed desktop virtualization service for Windows and
Linux that enables you to access resources from any supported device,

Q, Filter by attribute or keyword

Directory ID v Directory name v Organization name v Directory type v
abc ¥YZ.Com Mame 1 Simple AD
abc XYZ.Com Mame 2 Simple AD
o abc XYZ.COMm MName 3 Simple AD
abc XYZ,C0M Mame 4 Simple AD
ahc HYZ.C0M Mame 5 Simple AD

s e M LISo| AT SEE BHEE = UGLICH KA LIE2 28 HES HEsHAMIR.

AppStream 2.0 At&

2 HEl2XE AE2|Ysts O ASE 4 Qs ot 8
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https://docs.aws.amazon.com/appstream2/latest/developerguide/set-up-stacks-fleets.html#set-up-stacks-fleets-install
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Virtual desktop services

Choose the virtual desktop service to provision wour ervironment, then select the resource to e or create 3 new one

WorkSpaces

Amazon WorkSpaces is a fully
managed deskiop virtualization
service for Windows that enables
Woul B0 RCORES resources from any
supparted device,

O AppStream 2.0
Amazon AppStream 2.0 s a fully
managed, secie application
streaming service that allows you
to stream desktop applications
Troem AWS 1o 8 weab brawser.

WaorkSpaces Web

Armazan WaorkSpaces Web is a
lowi-cost, fully managed
WarkSpace buslt to delwwer seoure
wet-based warkloeds and &

of bware-as-a-servios (Saas)
applicatian acoess [ wsers

within existing weh brossers,

Mote: When creating a new AppStream 20 Stack far your ervironment, you will be taken to the AppStream 2.0 Stacd consale. Amazan
Thin Client requires certain AppStream 2.0 Stack configuration to be compatible. Far mare infarmation and help with setug, please refer to
the Create a AppStream 2.0 Stack E for Amazon Thin Clisnt tutorial,

Stacks (1) wfe

¥ou can set up an AppStream 2.0 Stack to start streaming apps 0 youwr users’ browsers. An AppStream 2.0

Stk monsists of a fleet of streaming instances, wser access policies, and storage monfigurations.

Q  Filter by attribute or keyword

MName 1

Mame 2

Time created
January 317, 2000, 14:32 (UTC+3:30)

January 37, 2000, 14:32 (UTC+3:30)

| [ | Create Stack [4

[+ ] Marne 3

January 317, 2000, 14:32 (UTC+3:30)

MName 4

MName 5

AppStream 2.0 Stack details info

With your AppStream Stack selected, enter your ldentity provider (1P login and logout URL, This provides users the place to login and out of

the Amazon Thin Clicnt,

IdP login URL

Specify the details fram waur IdP.

BHEE e R0 M7 HEE LtE0l| HEE = UELICH XAEF LIS 23

January 31, 2000, 14:32 (UTC+3:30)

January 31, 2000, 14:32 (UTC+3:30)
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https://docs.aws.amazon.com/workspaces-web/latest/adminguide/setting-up.html
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Virtual desktop services

Choose the virtual desktop service to provision your environmeent, then select the resource to use OF Create a ew one.

WorkSpaces AppStream 2.0 O WorkSpaces Web

Amazon WaorkSpaces is a fully Amazon AppStream 2.0 s a fully Amazon WorkSpaces Web ks a

manar‘li.:l desktop virtualization managed, secure application |gr-ciost, fu.|:,l managed

sarvice for Windows that enables straarming dervice that allows you WorkSpace built to deliver Sedur

you to access rasources from any to stream desktop applications web-based workloads and s

supported device from AWS to a web browser. oftware-as-a-service (5aas)

application access to users

External link [A within existing web browsers

Mote: When creating a new WorkSpaces Web portal for your enviranment, you will be taken to the WorkSpaces Web console, Amazon Thin
Client requires certain WorkSpaces Web configuration to be compatible. For more infermation and help with setup, please refer to the
Create a WorkSpace [ for Amazon Thin Client tutorial.

WaorkSpaces Web (0) info | G || Create WorkSpace Web [2

Amazon Work5paces Web is a low-cost, fully managed WorkSpace bullt to deliver secure web-based workloads and software-as-
a-service (5aas) application access to usars within existing web browsers

QL Filter by attribute or keyword 1 3 &)
Display name * Status v Web portal endpoint ¥ vc @ w Created at v

Mame 1 &) Active AMazon.awsapp.com Vpo-name January 31, 2010, 14:32 (UTC+3:30)

MName 2 (v:'] Active AMazonawsapp.oom vpC-name January 31, 2010, 14:32 (UTC+3:30)

(=] Mame 3 &) Active AMAaZoNaWsappR.oom VRC-name January 31, 20010, 14:32 (UTC+3:30)

Mame 4 &) Active amazon,awsapp.cam vpC-name January 31, 2010, 14:32 (UTC+3:30)

Mame 5 &) Active AMazonawsapp.oem VpC-name January 317, 20010, 14:32 (UTC+3:30)
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"Statement": [
{
"Sid": "Allow access to principals authorized to use Amazon WorkSpaces Thin
Client",
"Effect": "Allow",
"Principal": {"AwS": "*"},
"Action": [
"kms:DescribeKey",
"kms:GenerateDataKey",
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https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
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"kms:Decrypt",
"kms:CreateGrant"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": "thinclient.region.amazonaws.com",
"kms:CallerAccount": "111122223333"

"Sid": "Allow access for key administrators",

"Effect": "Allow",

"Principal": {"AWS": "arn:aws:iam::111122223333:root"},
"Action": ["kms:*"],

"Resource": "arn:aws:kms:region:111122223333:key/key_ID"

"Sid": "Allow read-only access to key metadata to the account",
"Effect": "Allow",
"Principal”: {"AWS": "arn:aws:iam::111122223333:root"},
"Action": [

"kms:Describe*",

"kms:Get*",

"kms:List*",

"kms :RevokeGrant"

1,

"Resource": "*"
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https://docs.aws.amazon.com/kms/latest/developerguide/policy-evaluation.html#example-no-iam
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https://docs.aws.amazon.com/workspaces-thin-client/latest/api/API_Environment.html
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"encryptionContext": {

"aws:thinclient:arn": "arn:aws:thinclient:region:111122223333:environment/
environment_ID"
}
CISe &%l 453 HEAEQILICTH

"encryptionContext": {

"aws:thinclient:arn": "arn:aws:thinclient:region:111122223333:device/device_ID"
}
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https://docs.aws.amazon.com/workspaces-thin-client/latest/api/API_Environment.html
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"Sid": "Enable Decrypt to access Thin Client Environment",
"Effect": "Allow",

"Principal": {"AWS": "arn:aws:iam::111122223333:role/ExampleReadOnlyRole"},
"Action": "kms:Decrypt",
"Resource": "*",
"Condition": {
"StringEquals": {"kms:EncryptionContext:aws:thinclient:arn":
"arn:aws:thinclient:region:111122223333:environment/environment_ID"}

}
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CloudTrail < Amazon CloudWatch LogsE& A& 3t0{ Amazon WorkSpaces ¥ Z20[2E 7} AWS
KMSE EUiE 2EE FHE + &Lich

Ct2e 1 ztg| 7|2 ¢35 3HE olo|E{ofl HAM|A S| 180 Amazon WorkSpaces Thin Cliento| A &
£3l= DescribeKey CreateGrant GenerateDataKeyDecrypt,,, Decrypt (A& Grant) KMS
g TLIERSHZ| {8 AWS CloudTrail O|HIE IL|C}.

CtZ ol X0l A WorkSpaces #l 22t0|1E Bt AS & QIE encryptionContext &= U&LICEH
WorkSpaces I Z2t0|21E C|HO|A0)| CHEHM = R AFSH CloudTrail O|HIEZ} 7| ElLICH.

Mg & gss8 47



otOFE WorkSpaces % 220|HE ZE[Rt et M

DescribeKey

Amazon WorkSpaces Thin Client= O| DescribeKey & AI&35l09 AWS KMS 12 2| 7|&
= elgfLct.

Ct= oAl O|HIE = DescribeKey e 7|S&LICEH

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l”,
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@1",
"accountId": "111122223333",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-11-21T13:43:337",
"mfaAuthenticated": "false"

}

I

"invokedBy": "thinclient.amazonaws.com"
I
"eventTime": "2023-11-21T13:44:227",
"eventSource": "kms.amazonaws.com",
"eventName": "DescribeKey",
"awsRegion": "eu-west-1",
"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",
"requestParameters": {"keyId": "arn:aws:kms:eu-

west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ea®00fb0fba®@SAMPLE",
"readOnly": true,
"resources": [
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{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

CreateGrant

Amazon WorkSpaces Thin Client= 0| CreateGrant 22 AF2310{ KMS GrantE MM 35tH, O]

£ Sall ClHto|A0i M Ci|O|E{ofl HMAE M CIOIEHE 5

=
Z3te + &Lt

==

Cl2 oA O|HIEE CreateGrant 22 7|E2&L|Ct.

"eventVersion": "1.08",
"userIdentity": {

"type": "AssumedRole",

"principalld": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",

"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",

"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",

"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@1",
"accountId": "111122223333",

"userName": "Admin"
},
"webIdFederationData": {3},

"attributes": {

"creationDate": "2023-11-21T13:43:3372",
"mfaAuthenticated": "false"

}I

"invokedBy": "thinclient.amazonaws.com"

}I
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"eventTime": "2023-11-21T13:44:237",

"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",

"awsRegion": "eu-west-1",

"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",

"requestParameters": {
"granteePrincipal": "thinclient.eu-west-1.amazonaws.com",
"operations": ["Decrypt"],
"retiringPrincipal": "thinclient.eu-west-1.amazonaws.com",
"constraints": {
"encryptionContextSubset": {"aws:thinclient:arn":
"arn:aws:thinclient:eu-west-1:111122223333:environment/abcSAMPLE"}
.
"keyId": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
},
"responseElements": {
"grantId":
"Qab0ac0dob000f00eaddcc0adeddfc00bced0dc000f0000000cObc0a®@@@aaafSAMPLE",
"keyId": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
},
"requestID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ea®00fb0fba®@SAMPLE",
"readOnly": false,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

GenerateDataKey

Amazon WorkSpaces Thin Client= O| GenerateDataKey XS Al235104 ClO|E{E & 5318
Ct.
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CHS oflX| O|HIE = GenerateDataKey 24g 7|5 &tL|C}.

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@1",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2024-03-12T12:21:03Z2",
"mfaAuthenticated": "false"

}

},

"invokedBy": "thinclient.amazonaws.com"
},
"eventTime": "2024-03-12T13:03:56Z",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "eu-west-1",
"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",

"requestParameters": {
"keyId": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"encryptionContext": {
"aws-crypto-public-key": "ABC123def4567890abcl12345678/90dE/F123abcDEF
+4567890abcl123D+efl==",
"aws:thinclient:arn": "arn:aws:thinclient:eu-
west-1:111122223333:environment/abcSAMPLE"
.
"numberOfBytes": 32
.

"responseElements": null,
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"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea000fb@fba@SAMPLE",
"readOnly": true,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

Decrypt
Amazon WorkSpaces Thin Client= Decrypt X2 AL235104 O|O|E{E S35 3L}

Ct= oAl O|HIE = Decrypt HHS 7S ELICH

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l1",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser@l",
"accountId": "111122223333",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-11-21T13:43:337",
"mfaAuthenticated": "false"
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},
"invokedBy": "thinclient.amazonaws.com"
},
"eventTime": "2023-11-21T13:44:25Z",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "eu-west-1",
"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",

"requestParameters": {
"keyId": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"encryptionContext": {
"aws-crypto-public-key": "ABC123def4567890abcl12345678/90dE/F123abcDEF
+4567890@abc123D+efl==",
"aws:thinclient:arn": "arn:aws:thinclient:eu-
west-1:111122223333:environment/abcSAMPLE"

1,
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"

iy

"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE",

"eventID": "ffO00af-00eb-00ce-0e00-ea®00fb0fba®@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,
"eventType": "AwsApiCall",

"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

Decrypt (using Grant)

WorkSpaces Al £E0|HE | tO|A T} 83 E= ClHFO|A HEof HM|ASHH Decrypt 40|
AMBE|IH KMS 7| & Sall 20| 3{&ElLICH Grant
Ct2 oAl O|HIEE= aE S3ll 821 Decrypt 2HE 7|S & LICH Grant

53



otOFE WorkSpaces % 220|HE

TR} OFLU A

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",

"invokedBy": "thinclient.amazonaws.com"
1,
"eventTime": "2023-11-21T13:44:23Z",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "eu-west-1",
"sourceIPAddress": "thinclient.amazonaws.com",
"userAgent": "thinclient.amazonaws.com",

"requestParameters": {
"encryptionContext": {

"aws-crypto-public-key": "ABC123def4567890abcl12345678/90dE/F123abcDEF

+4567890@abcl123D+efl1==",

"aws:thinclient:arn": "arn:aws:thinclient:eu-
west-1:111122223333:environment/abcSAMPLE"
.
"encryptionAlgorithm": "SYMMETRIC_DEFAULT",
"keyId": "arn:aws:kms:eu-

west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
.
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ca@00fb0dfba®@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:eu-
west-1:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE"
"eventCategory": '"Management"

ot
OfM
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/best-practices.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/configure-monitoring-reporting.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/amazon-workspaces-monitoring.html
https://docs.aws.amazon.com/appstream2/latest/developerguide/configure-monitoring-reporting.html
https://docs.aws.amazon.com/workspaces-web/latest/adminguide/monitoring-logging.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/amazon-workspaces-monitoring.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
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WorkSpaces ¥ Z2}0[1E0] 87| & HAM|A HEHS F o5t A2,
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O30l o] S 22 E + e HeEto| ZE /o] Rl&LICH

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"thinclient:GetEnvironment",
"thinclient:ListEnvironments",
"thinclient:GetDevice",
"thinclient:ListDevices",
"thinclient:ListDeviceSessions",
"thinclient:GetSoftwareSet",
"thinclient:ListSoftwareSets",
"thinclient:ListTagsForResource"
1,
"Resource": "arn:aws:thinclient:*:*:*"
.
{
"Effect": "Allow",
"Action": ["workspaces:DescribeWorkspaceDirectories"],
"Resource": "arn:aws:workspaces:*:*:directory/*"
},
{
"Effect": "Allow",
EZEST= LTS T TN 70


https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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"Action": ["workspaces-web:GetPortal"],
"Resource": ["arn:aws:workspaces-web:*:*:portal/*"]

},
{
"Effect": "Allow",
"Action": ["workspaces-web:GetUserSettings"],
"Resource": ["arn:aws:workspaces-web:*:*:userSettings/*"]
.
{
"Effect": "Allow",
"Action": ["appstream:DescribeStacks"],
"Resource": ["arn:aws:appstream:*:*:stack/*"]
}
]
}
AMNEXRI7F Apalo| nRet HEtE 2 = ULSH &S
O| M= IAM AFEREZL REAIO| AFE A A ZHol| 1A= Q2R 2 ZE[E HAME 2 = ULSE &
st WMS *”“—PE B2 Ho{ELICH o] HMo= 2£0M E= APIE AFE5tod 220 Y

HAOZ O| HUS 2EE = U= AWS CLI HEto| ZEELICH AWS

-~

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [

"iam:GetUserPolicy",

iam:ListGroupsForUser",
iam:ListAttachedUserPolicies",
jam:ListUserPolicies",
iam:GetUser"

]I

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
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iam:GetPolicy",

iam:ListAttachedGroupPolicies",

iam:ListGroupPolicies",

iam:ListPolicyVersions",

jam:ListPolicies",
na

jiam:ListUsers"

]I

"Resource": "*"

WorkSpaces A 22+0|E 0] CHEF A HAM|A HEH Fod

O| of|M|= WorkSpaces ¥ ZZt0|1E |IAM AFE ALY A| A HM|A HELE Fofste DS s
= g Ho{EL|CE O] HAoll= AWS CLI EE= AWS APIE AI83510d 2£€ E= Z2ZJ-M 28
WorkSpaces 4l 22I0|ME &S 2tEE = = Teto| &t E|of /&Lt
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": ["thinclient:*"],
"Resource": "arn:aws:thinclient:*:*:*"
I
{
"Effect": "Allow",
"Action": ["workspaces:DescribeWorkspaceDirectories"],
"Resource": "arn:aws:workspaces:*:*:directory/*"
},
{
"Effect": "Allow",
"Action": ["workspaces-web:GetPortal"],
"Resource": ["arn:aws:workspaces-web:*:*:portal/*"]
I
{
"Effect": "Allow",
"Action": ["workspaces-web:GetUserSettings"],
"Resource": ["arn:aws:workspaces-web:*:*:userSettings/*"]
},
{
"Effect": "Allow",
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"Action": ["appstream:DescribeStacks"],
"Resource": ["arn:aws:appstream:*:*:stack/*"]
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User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
workspaces-thin-client:ListDevices on resource: my-thin-client-device
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https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-identifiers.html#FindCanonicalId
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html#Using_CreateAccessKey
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started_create-delegated-user.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/appstream2/latest/developerguide/update-management.html
https://docs.aws.amazon.com/workspaces/latest/adminguide/update-management.html
https://docs.aws.amazon.com/workspaces-web/latest/adminguide/vulnerability-analysis-and-management.html
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
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)

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "<principal-id>",

arn": '"<arn>",
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/workspaces-thin-client/latest/api/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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"accountId": "<account-id>",
"accessKeyId": "<access-key-id>",
"sessionContext": {
"sessionIssuer": {
"type": "Role",

"principalId": "<principal-id>",
"arn": "arn:aws:iam::<arn>",
"accountId": "<accpimt-id>",
"userName": "<user-name>"

I

"webIdFederationData": {3},

"attributes": {
"creationDate": "2023-11-18T23:07:01Z2",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2023-11-18T23:11:57Z",
"eventSource": "thinclient.amazonaws.com",
"eventName": "GetDevice",
"awsRegion": "us-east-1",
"sourceIPAddress": "<source-ip-address>",

"userAgent": "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.15; rv:109.0)

Gecko/20100101 Firefox/115.0",

"requestParameters": {
"id": "<ip>"

},
"responseElements": null,
"requestID": "<request-id>",
"eventID": "<event-id>",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "<recipient-account-id>",
"eventCategory": '"Management"
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/template-guide.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/template-guide.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/working-with-templates-cfn-designer.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/AWS_WorkSpacesThinClient.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/AWS_WorkSpacesThinClient.html
https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/cloudformation-cli/latest/userguide/what-is-cloudformation-cli.html
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https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-access-aws-services.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#considerations-interface-endpoints
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https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#create-interface-endpoint-aws
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"Statement": [
{

"Principal": "*",

"Effect": "Allow",

"Action": [
"thinclient:ListEnvironments",
"thinclient:ListDevices",
"thinclient:ListSoftwareSets"

]I

"Resource":"*"
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https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-access.html
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