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{
"chromePolicies":
{

""ManagedBookmarks":

{
"value":
[

{

"name": "Bookmark 1",
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"url": "bookmark-url-1"
I
{
"name": "Bookmark 2",
"url": "bookmark-url-2"
I
]
I
"RestoreOnStartup":
{
"value": 4
I
"RestoreOnStartupURLs":
{
"value":
[
"startup-url"
]
},
"ExtensionInstallBlocklist": {
"value": [
"insert-extensions-value-to-block",
]
I
"ExtensionInstallAllowlist": {
"value": [
"insert-extensions-value-to-allow",
]
},
"ExtensionSettings":
{
"value":
{
"insert-extension-value-to-force-install":
{
"installation_mode": "force_installed",
"update_url": "https://clients2.google.com/service/update2/crx",
"toolbar_pin": "force_pinned"
},
}
},
"AllowDeletingBrowserHistory":
{

"value": should-allow-history-deletion

M-SR XY Hetex HA dE(0lAl)

53



ofOFE WorkSpaces Alf04 E22 K]

1,
"IncognitoModeAvailability":
{

"value": incognito-mode-availability
}
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b. bookmark-url-1& https://www.amazon.comQZ A&EL|C}.

Ct.

c. bookmark-url-2E& https://docs.aws.amazon.com/workspaces-web/latest/

adminguide/2 MX&L|CH

"ManagedBookmarks":
{
"value":
[
{
"name": "Amazon",
"url": "https//www.amazon.com"
},
{
"name": "Bookmark 2",
"url": "https://docs.aws.amazon.com/workspaces-web/latest/
adminguide/"
1,
]
1,
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{

"value": 4

1,
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{

"value":

[

"https://www.aboutamazon.com/news"

}I
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"AllowDeletingBrowserHistory":

{

"value": false

}I

4. NEXO| A|lF ! 2E HMA MEHE 1124 IncognitoModeAvailabilityE 12 A&ELICH

"IncognitoModeAvailability":

{
"value": 1
}
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"ExtensionInstallBlocklist": {

"value": [
o
]
1,
"ExtensionInstallAllowlist": {
"value": [
"glnpjglilkicbckjpbgcfkogebgllemb",
]
3,
"ExtensionSettings": {
"value": {

"glnpjglilkicbckjpbgcfkogebgllemb": {
"installation_mode": "force_installed",
"update_url": "https://clients2.google.com/service/update2/crx",
"toolbar_pin": "force_pinned"

}
}
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{
"chromePolicies":
{
"DefaultDownloadDirectory": {
"value": "/home/as2-streaming-user/MyFiles/TemporaryFiles"
.
"DownloadDirectory": {
"value": "/home/as2-streaming-user/MyFiles/TemporaryFiles"
},
"DownloadRestrictions": {
"value": 1
.
"URLBlocklist": {
"value": [
"file://",
"http://169.254.169.254",
"http://[fd00:ec2::254]",
]
},
"URLAllowlist": {

"value": [
"file:///home/as2-streaming-user/MyFiles/TemporaryFiles",
"file:///opt/appstream/tmp/TemporaryFiles",

]

}
}
}
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
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"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
]
}
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"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [

"ec2:DescribeVpcs",
"ec2:DescribeSubnets",
"ec2:DescribeAvailabilityZones",
"ec2:DescribeNetworkInterfaces",
"ec2:AssociateAddress",
"ec2:DisassociateAddress",
"ec2:DescribeRouteTables",
"ec2:DescribeSecurityGroups",
"ec2:DescribeVpcEndpoints"

1,

"Resource": "*"

1,
{

"Effect": "Allow",

"Action": [
"ec2:CreateNetworkInterface"

1,

"Resource": [
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:security-group/*"

]

1,
{

"Effect": "Allow",

"Action": [
"ec2:CreateNetworkInterface"

1,

"Resource": "arn:aws:ec2:*:*:network-interface/*",

"Condition": {

"StringEquals": {
"aws:RequestTag/WorkSpacesWebManaged": "true"
}
}
1,
{

"Effect": "Allow",
"Action": [
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"ec2:CreateTags"
1,
"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateNetworkInterface"
},
"ForAllValues:StringEquals": {
"aws:TagKeys": [
"WorkSpacesWebManaged"

"Effect": "Allow",
"Action": [
"ec2:DeleteNetworkInterface"
1,
"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/WorkSpacesWebManaged": "true"

"Effect": "Allow",
"Action": [
"cloudwatch:PutMetricData"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"cloudwatch:namespace": [
"AWS/WorkSpacesWeb",
"AWS/Usage"

"Effect": "Allow",
"Action": [
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"kinesis:PutRecord",
"kinesis:PutRecords",
"kinesis:DescribeStreamSummary"

1,

"Resource": "arn:aws:kinesis:*:*:stream/amazon-workspaces-web-*"
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
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"Action": [

"workspaces-web:
"workspaces-web:
"workspaces-web:
"workspaces-web:
"workspaces-web:
"workspaces-web:
"workspaces-web:
"workspaces-web:
"workspaces-web:
"workspaces-web:
"workspaces-web:
"workspaces-web:
"workspaces-web:
"workspaces-web:
"workspaces-web:
"workspaces-web:
"workspaces-web:
"workspaces-web:

1,

GetBrowserSettings",
GetIdentityProvider",
GetNetworkSettings",
GetPortal",

GetPortalServiceProviderMetadata",

GetTrustStore",
GetTrustStoreCertificate",
GetUserSettings",
GetUserAccessloggingSettings",
ListBrowserSettings",
ListIdentityProviders",
ListNetworkSettings",
ListPortals",
ListTagsForResource",
ListTrustStoreCertificates",
ListTrustStores",
ListUserSettings",
ListUserAccessLoggingSettings"

"Resource": "arn:aws:workspaces-web:*:*:*"

"Effect": "Allow",
"Action": [

"ec2:DescribeVpcs",

ec2:DescribeSubnets",

"ec2:DescribeSecurityGroups",

"kinesis:ListStreams"
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"Resource": "*"
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"workspaces-web:GetBrowserSettings",
"workspaces-web:GetIdentityProvider",
"workspaces-web:GetNetworkSettings",
"workspaces-web:GetPortal",
"workspaces-web:GetPortalServiceProviderMetadata",
"workspaces-web:GetTrustStore",
"workspaces-web:GetTrustStoreCertificate",
"workspaces-web:GetUserSettings",
"workspaces-web:GetUserAccessLoggingSettings",
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"workspaces-web:ListBrowserSettings",
"workspaces-web:ListIdentityProviders",
"workspaces-web:ListNetworkSettings",
"workspaces-web:ListPortals",
"workspaces-web:ListTagsForResource",
"workspaces-web:ListTrustStoreCertificates",
"workspaces-web:ListTrustStores",
"workspaces-web:ListUserSettings",
"workspaces-web:ListUserAccessLoggingSettings"

1,

"Resource": "arn:aws:workspaces-web:*:*:*"

"Effect": "Allow",

"Action": [
"ec2:DescribeVpcs",
"ec2:DescribeSubnets",

"ec2:DescribeSecurityGroups",

"kinesis:ListStreams"

1,

"Resource": "*"
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web:GetWidget

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
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:all AWS resourcesOl| CHEl ec2:DescribeNetworkInterfaces
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/general/latest/gr/rande.html
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/quickstart/?awsf.filter-tech-category=tech-category%23security-identity-compliance
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/architecting-hipaa-security-and-compliance-on-aws.html
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
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https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
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"Records": [{

"eventVersion": "1.08",

"userIdentity": {
"type": "IAMUser",
"principalld": "111122223333",
"arn": "arn:aws:iam::111122223333:user/myUserName",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "myUserName"

I

"eventTime": "2021-11-17T23:44:517",
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html

ofOFE WorkSpaces Alf04 E22 K]

west-2:111122223333:userSettings/04a35a2d-f7f9-4b22-af08-8ec72da9c2e2",

"eventSource": "workspaces-web.amazonaws.com",
"eventName": "ListBrowserSettings",
"awsRegion": "us-west-2",

"sourceIPAddress": "127.0.0.1",

"userAgent": "[]",

"requestParameters": null,

"responseElements": null,

"requestID": "159d5c4f-c8c8-41f1-9aee-b5blb632e8b2",
"eventID": "d8237248-0090-4cle-b8f0-abe8b18d63ch",
"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",
"eventCategory": "Management"

"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principallId": "111122223333",

arn":
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "myUserName"
},
"eventTime": "2021-11-17T23:55:517",
"eventSource": "workspaces-web.amazonaws.com",
"eventName": "CreateUserSettings",
"awsRegion": "us-west-2",

"sourceIPAddress": "5127.0.0.1",

"userAgent": "[]",

"requestParameters": {
"clientToken": "some-token",
"copyAllowed": "Enabled",
"downloadAllowed": "Enabled",
"pasteAllowed": "Enabled",
"printAllowed": "Enabled",
"uploadAllowed": "Enabled"

},

"responseElements": "arn:aws:workspaces-web:us-

"requestID": "6a4aal62-7clb-4cf9-a7ac-e@c8c4622117",
"eventID": "56f1fbee-6ald-4fc6-bf35-a3a71f01l6fch",
"readOnly": false,

"arn:aws:iam::111122223333:user/myUserName",
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"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

]
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https://docs.aws.amazon.com/dcv/latest/userguide/client-web.html
https://docs.aws.amazon.com/dcv/latest/userguide/client-web.html
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lcon Title Description
3 Windows Move between windows or launch additional browser windows.
Launch g L . .
i additional Launch an additional monitor window with a separate browser window. Then drag to
monitor your secondary monitor.
window

Full screen  Launch a full screen experience view.

Microphone Activate mic input for the session.

RR

Access the General and Keyboard menus. From the General menu, toggle between
light and dark mode, activate the keyboard input selector (for changing the keyboard

Preferences language), and switch between streaming mode or display resolution. From the
Keyboard menu, change the option and command key settings {on Mac devices), or
activate Functions (see below).

&

End your session, view performance metrics, access Feedback and Help, and learn
about Amazon WorkSpaces Web. End Session ends the Amazon WorkSpaces Web
Session.

Performance metrics displays the frame rate, network latency, and bandwidth
usage graph. This information is useful for administrators when investigating issues
with the service.

Profile Feedback provides you with an email address to share feedback to the Amazon
WorkSpaces Web team.

Do

Help provides you with access to Frequently Asked Questions, such as how to use
the clipboard, microphone, and webcam during the session, or how to troubleshoot
launching an additional monitor window. From help, you can also launch the tutorial
ar user guide.

About provides more information about Amazon WorkSpaces Welb.

& Motifications Get one-click access to session notifications.

Access clipboard shortcut descriptions, links to set the command key preference,
-1 Clipboard and troubleshoot clipboard permissions from the local web browser. You can use
[ the content preview text box to test clipboard functionality. This icon only displays if
clipboard permission is granted by your administator.

From the files menn_you can uplaad content io the remote hrowser Onee uploaded
Eﬁ AE Fil you can rename, download, or delete, as well as create folders in the temporary file 117
les menu. All files and data in Files are deleted at the end of the session. This icon only
displays if Files permission is granted by your administator.
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https://docs.aws.amazon.com/workspaces-web/latest/adminguide/deep-links.html
https://docs.aws.amazon.com/workspaces-web/latest/adminguide/security-iam-awsmanpol.html
https://docs.aws.amazon.com/workspaces-web/latest/adminguide/use-toolbar.html
https://docs.aws.amazon.com/workspaces-web/latest/adminguide/use-toolbar.html
https://docs.aws.amazon.com/workspaces-web/latest/adminguide/portal-settings.html
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https://docs.aws.amazon.com/workspaces-web/latest/adminguide/user-guide.html
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https://docs.aws.amazon.com/workspaces-web/latest/adminguide/ip-access-controls.html
https://docs.aws.amazon.com/workspaces-web/latest/adminguide/security-iam-awsmanpol.html
https://docs.aws.amazon.com/workspaces-web/latest/adminguide/identity-settings.html
https://docs.aws.amazon.com/workspaces-web/latest/adminguide/browser-policies.html
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https://docs.aws.amazon.com/workspaces-web/latest/adminguide/getting-started-step1.html
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https://docs.aws.amazon.com/workspaces-web/latest/adminguide/security-iam-awsmanpol.html
https://docs.aws.amazon.com/workspaces-web/latest/adminguide/security-iam-awsmanpol.html
https://docs.aws.amazon.com/workspaces-web/latest/adminguide/user-logging.html
https://docs.aws.amazon.com/workspaces-web/latest/adminguide/setup-vpc.html
https://docs.aws.amazon.com/workspaces-web/latest/adminguide/security-iam-awsmanpol.html
https://docs.aws.amazon.com/workspaces-web/latest/adminguide/configure-session.html
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https://docs.aws.amazon.com/workspaces-web/latest/adminguide/using-service-linked-roles.html
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https://docs.aws.amazon.com/workspaces-web/latest/adminguide/security-iam-awsmanpol.html
https://docs.aws.amazon.com/workspaces-web/latest/adminguide/security-iam-awsmanpol.html
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