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v Edge details

Source: Scorekeep Destination: scorekeep-game

Response time distribution filter

To filter traces by response time, select the corresponding area of the chart.
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v Edge details

Source: MyLambdaFunction Destination: https://sqs.us-west-2.amazonaws.com/MySQSQueue

Response time distribution filter

To filter traces by response time, select the corresponding area of the chart.
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Trace Map

‘ Go to service map |

» Legend and options ﬂ-ﬂ
b

O customers

2 (&) /“\

Client i api prod ucts
ElasticBea...Environment ElasticBea...Environment /

No node selected

Select a node to see its details

Trace Summary

Method Response Code Duration

Age
GET 200 17ms a few seconds (2022-01-20 16:35:56)
Segments Timeline Info
Segment Response Duration
status wode 0.0lms 2.0lm5 4.0]ms S.Olms 8 Olms 10]ms 12:’\’15 14ms 16{7"\3 WB‘mS
¥ api AWS:ElasticBeanstalk::Environment
api @ ok 200 17ms I T
auth ® oK - Oms |
forward ®@ oK - 17ms |
products.eba-cvkws4f... () OK 200 17ms
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Aol HlO[EIE MEYSICIEtE 38 S8 TR IMoIME B2 £ HOlE7h MAE £ YL
oh. TE| BEAIS ASSHH Y o, S8 F2 = AL8Xtol Cfet E30lAE IR ST =20
~AE &2 4 st

CtZ ol0|X|= Holgt 2ES 7IZECE ZEZSI= Ol AISE = %
oFZLICh. DB Ol THEH APAIE LIS S CH MM DB S B ESHAA
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Find traces by typing a trace ID or query, build a query using the Query refiners section, or choose a sample query. You can also type a trace |D here.

Q, Filter by X-Ray group http.url CONTAINS “api/moves"

Run query (¥) 5 traces retrieved

¥ Query refiners

Traces (5)

This table shows the most recent traces with an average response time of 0,165 It shows as many as 1000 traces.

Q, Start typing to filter trace list

D v Trace status ¥ Timestamp v Response code ¥ Response Time ¥ Duration ¥ HTTP Method
.561513004630e58c75c992ed oK 3.4min (2023-08-16 17:39:20) 200 0.104s 0.104s POST
.2e83714b7daac593167d2e73 @ oK 3.4min (2023-08-16 17:39:19) 200 0.07s 0.07s POST
..54740787431329383155f154 oK 3.4min (2023-08-16 17:39:18) 200 0.1s 0.1s POST
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https://docs.aws.amazon.com/xray/latest/api/API_GetTraceSummaries.html#API_GetTraceSummaries_RequestSyntax
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https://github.com/aws-observability/application-signals-demo/tree/main/scripts
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How do you

Use a command line Use a low-code GUI
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functionality interact with
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My
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supported in upd.?ted N
an SDK experience?
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functionality
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interface or don't
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Service details ©

Name: Scorekeep

Type: AWS:.ECS::Container

Response distribution

Click and drag to select an area to zoom in on or use as a latency filter when

viewing traces.

30% —
20% —

10% —

0% /\/

| ] ] |
0 10ms 20ms 30ms 40ms
Duration

Response status

Choose response statuses to add to the filter when viewing traces.

B Fault: 0% Error: 0%
I Throttle: 0% B OK: 100%

Analyze traces [~ View traces >

it
>
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\ /__\ DynamoDB Table
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Client i api : products —
ElasticBea...Environment ElasticBea...Environment / \

No node selected

Select a node to see its details

Trace Summary

Method Response Code Duration Age
GET 200 17ms a few seconds (2022-01-20 16:35:56)

Segments Timeline info

Segment Response Duration

status code U.Utms 2.0Jm5 d.UJms E.qms B.OLms 1Cljms 12]m5 1drns IB[ns 1E‘ms
¥ api Aws:ElasticBeanstalk:Environment
api @ ok 200 17ms [ GET ..
auth @ oK - Oms |
forward @ ok - 17ms I ——
products.eba-cvkws4f... ) OK 200 17ms I, ..
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Timeline Raw data
Method v Response v Duration v Age v
GET 200 80.1 ms 9.4 min (2022-01-21 00:35:05 U...
¥ Trace Map
E.'g.50m5 I'
2 Fequests
api “f 15ms
aoms A5 ElasticBeanstalk:Environment 1 Reques-
& 1 Request
products
Client — AW Sz ElesticBeanstalk::Environment
AWS5:ElasticBeanstalk: :Environment
[ Y
2”‘9
1 Request
avg. Ame
auth
AWSE:BlasticBesnstalk: Environment 4 Requests
customers
Name Res. Duration Status IJ.OIms 1D||m za:ns aonl'ns
¥ WWW AWS: ElasticBeanstalk::Environment
www 200  80.1ms & |
auth - 3.9 ms v} 1
auth.eba-cvkwsdfz.us-east-1.elasticbeanstalk 200 3.9ms v I Remote: GET ... /auth/delay/
request - 0.0ms v}
response - 3.8ms
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Subsegment - # GameModel.saveGame

Overview Resources Annotations Metadata Exceptions

Subsegment ID  5075ca62460494d16
Parent ID 69e25bb5bfedc13f
Name ## GameModel saveGame

Time

Start time 2017-03-14 17:10:56 800 (UTC)
End time 2017-03-14 17:10:56.814 (UTC)
Duration 14.0 ms

In progress False

Errors & Faults

Error False
Fauit False
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S22 e EgAoZ Mo|gt FM B SQlLIct a5 AM85t0d F7F MH|A =& MMst T
Amazon CloudWatch X|E & XS & &= U&LICH

JE2 0|8 E=& Amazon El&A O|E(ARN)2Z Al TE E3HAS ZEELICH 0] MH|A
=4 EBO|AE EFEA| H|mstod 1o ek A& ELc

(® Note
MH|A7F 358 #86te ol LF7H ddstH slig 2852 O olg w4 Edo|lA ®E[ol| =
X oM 27 X|EI 7|FELICH
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JE0| Cher REMEr HE= 28 78 MHE A EotAR.

e BEHA 7R
LE EHAR 7I94E, RUiE] EE HHo|L{] QAR HILE I3t 32 E8E 4 aLich

keyword operator value

LIC}. o€ £0{ responsetime XA}
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) U&LICE.
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I ro

P RE2l 7|9/=0f Chish CHer ALXIE ALSE
O|H XAt BHEAE AMKE AP otoq H| &

A

T
<! =
Example - S& A|ZtO| 5% & =18t X

responsetime > 5

AND & OR QM XHE ALE 50 o4 EHAE StLte| 57 H3Aoz A8t + U&LIch

o
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P
ro
X0}
(A

Example - & 7|Z+0
duration >= 5 AND duration <= 8

E 3 HMIIE AL StH Efo|& sFEoMEt EXM7F S AELICH 277 CH2A2EFo]
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ol-

X-Ray 2& &#T{E 7| 41



AWS X-Ray THRE OHLEA

CH2AER EXM7E e Eﬂlolé% Mot SEE service() 7I¥ES edge() E AHEE + QU
AL.|E|- O|H3t 7|HNEE AR S DELCIRAER LE HULCIRAE
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E
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>
0

= 7|91 =0l CHEE REMIEH LIE 2 ChE S8 719 = MMdE
E-;%FE#FE' id() & +& AL83t0] AMH|A % AUX|E HEBE + ASLICH KHA

B2 7|HE U2 true £E falseLICt 277 Ylet EHO|AE F2E{H 0| 7[/EE ALSEfLICH

« ok - SE AEf FE7} 2XX Success.

« error - S& &E| =7} 4XX Client Error.

« throttle - 85 &E| I =7} 429 27 Bir}.

=F AFE Z =7} 5XX Server Error.

- partial - N 2AE2E|X| §I2 MOTHET} /US.
« inferred - 20| FEE MIHETI USZ

o
« first - QAT AHE S5 & Hm Y

0>

* none — 7| E7} trueO|d EFAI0| truedL|C}.

« | - 7|R|E7} false O[T E314{0] true ALICH.
« =,1=-F|9E9| 7S XY true & false®t HIIFFLICH 0|28t QI4tAt= CHE QiAtRtet 8
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Example — & & Ef7} 2XX OK7} ot &
lok

Example - & &E{7} 2XX OK7} Ot &
ok = false

Example — OFX|2Hol ¥7{E ZE EBo|A9] 2F 0|E0] “deserialize”
rootcause.fault.entity { last and name = "deserialize" }

Example - <7t 0.72C 31 MH|A 0| 0| “traces"?] A MIHEI Z&E 2F
rootcause.responsetime.entity { remote and coverage > 0.7 and name = "traces" }

Example — MH|A 2% 0| "AWS:DynamonDB"Ql £& MIMHEJI Z&E 2F

rootcause.fault.service { inferred and name = traces and type = "AWS::DynamoDB" }
Example — 0|8 0| “data-plane’?! MI2HEII REZ Z&E 2H

service("data-plane") {root = true and fault = true}

A 7I9E

=
« http.status - S& &E| 2=
« index - @H S5UM 49| ¥X|
- coverage - RE NOWHE 8H AlZt Zatol mHE 7HA 8 Alztel ATl HIg 85 Alzt 22 &2l

MY et A& 7S ELICH
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T AH ALK

A 719 EE BE SA X H|lw AMUXE AFSELICH

e =,1=-0| 7|¥EE At €8 E= ZX| 3ot
o <<=, >>=-0| 7|{/EE =AIZLELCH 2 S £= 2Lt

Example — & 4'Ei7} 200 OK7} OF =

http.status != 200

0t

Example - & 7|7}0| 5~8%¢Q! 2

Example - 2 CIRAEZ S £2 X §510{ 3X O|LHof| MBHoE HEE RF
ok !partial duration <3

Example - 52 Ct & QIEATL Z3E HHE =5 JHA|
rootcause.fault.service { index > 5 }

Example - 0.82Ct 2 'H {7} Z & Ohx|2 7HA| el 2F

rootcause.responsetime.entity { last and coverage > 0.8 }

SR 719 S AHSHH 28 50 Ei S ALK DO S HASI LHE EFOIAE FE 4

0

« http.url - 2% URL.

« http.method - 28 HME.

« http.useragent - 2% AIEX} 0|0|ME BRI,
« http.clientip- QTR IP F4.

* user - EB|O|A L MOHEQ| AFSR HE L.
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 name - AMH|A E&= 0fQ| O|F
« type- MH|A &
« message — 02| HA|X|

« availabilityzone — E&{|0|A L} MIHE 9| availabilityzone EE ¢
« instance.id - EHO|A L AOHEQ| QIARA D HE Zf

« resource.arn- EBHO|A L MOIHEO| Z2|AA ARN ZI= Zt
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e =,1=-0| 7|¥EE AT Z S = TR LS.

« CONTAINS - 0| 7| EE EXM EXIE S Z&ELIC

« BEGINSWITH, ENDSWITH-O| 7|/ E= EH EXAYZE A|&SHHLE BEL|CE
Example — http.url ZE

http.url CONTAINS "/api/game/"

EgjolaolM zkn Sreio] §H Tt EXNStEX| BHIAEsiEAH HEJt Bl EXEE X St=X|
QI

Example — AF& X} EE

AERHID7E e 2E EBO|AE &L
user CONTAINS ""

Example - “Auth”’2h= O|§ 2| MH[A7I & El A% 22 #elo| U= EBo|AE MEfFFLCH
rootcause.fault.service { name = "Auth" }

Example — OFX|2F AH|[A0]| DynamoDB &0| Z& & 8 Al7t 22 #Hlo| /U= EB0|AE M=
st|Ch
= .

rootcause.responsetime.service { last and type = "AWS::DynamoDB" }

X-Ray 2& &#T{E 7| 45



AWS X-Ray THRE OHLEA

Example — OFX|2} 04| 2|0l "access denied for account_id: 1234567890" MIA|X|7t Z&E ZE 2 & &
Rlo] A FHE MEdgLC

rootcause.fault.exception { last and message = "Access Denied for account_id:
1234567890"
S 7I8=
=g 7I1HEE PQ%M MHI|A O|F, AX| Ol EE= M S 7|22 QEE 32 = &Lt A
HIA 2 SIX|o] B MH|A & AX|of MEE= F7t ZE EHAZ X|HE = U&LICH 49| F
BE IAEE —E—XP:‘ MR E AIBSI0d Y 7|2 F4A gt TEZE = U&LC.
=3t 7l9ls

annotation.key —key HE7} QU= FAMO| gt FM 2 B2, A E= 2XEYU = 2=z
Ol{8 R&0| H|m QAKIE RF AFRE £ Q&LICH O] 7|EE service EEE edge 7|HEQ}
B A" = JUsLct

_—

- edge(source, destination) {filter} - source AMH|AZ

destination MH|A AlO|E
iZAELICH MEIMo 2 O| iAo MOHEN M= ZH & e

ro
>
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1=}
Fol
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40
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4>
30
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r
[ul

==
- group.name / group.arn-11& O|§ EE= I8 ARNCE X E|= 259 EE EFA! gL
Ct.

« json—JSON Z& ol x| =232 Y AloZ JSON 52 Mdst= BHAlE AWS X-Rayo|
MOIO|E 7t X2 7| &HESAAIL

« service(name) {filter} - O|&O| name®! MH|A. MEIMO 2 MH|AMM HEs5t= MOHE
ol MBElz EE RHAZ2 FHSE F2 = UsLITH

service 7| HYEE AI25l04 FX Ho| EXM L Cof ZE8 RO EFO|AE 32 £ Ql&LCt.

=3t 7|9I= AMRHE RIHE 717h AHEIUAL AHEIR| ot MOHES SaLTH
=3t 7|9s QIAR}

* none - 7|HE7F HEE T2 ETA0| trueRLICH 7IETH R 2 £ B2 72 ¢z BIHE

LICE.

. 1 - FI9IE Tt MEEIX| S A EHA0| truelLIT FIYIE T B2 930l B B Ztoz Ty}
==
. =1=-7|9|=0| Zte vl E LI
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« edge(source, destination) {filter} - source MH|AQ} destination MH|A AIO|E
gLt MEiMo 2 0| (29 MOME| M8k EE E3HAS SLSE F2 = UsLUCH

« annotation.key —key EEJ} U= FMO| gt FM 42 B2, A Ee X8 = UeE=E
Ol2{Et ol H|w HMAIE ZF AISE &= U&LICH 0] 7| EE e 7
B AL E = JU&Lch

« json-JSON Z2& ¥
M OI0IE 71 XM 7|E
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api.example.com ZE2 X &5t LF/(500 AlEIE LF)7 HMdE F
service("api.example.com") { fault }
MH|A O|& 2 M lstod HE EFAS MH|A Mo ZE =20 M8E &+ UA&LICH
Example — A{H|A ZIE]
Ego|A Hol 0{= RUAME HOE Yo7l 2F.
service() { fault }

Al

Mg & = 2t Ao MEELCH

o

x| 7|¥E= EEH &

fjo

Example — S x| ZE

ok
FO
o2

api.example.com AH|A7} backend.example.comE EEF oLl Muistn 2 F 7 g

edge("api.example.com", "backend.example.com") { error }

Bt MHIA R olX| Z|I=ot B | AMKIE ALEstod CHE EE 34| 9| Aol MH[A E= of
X|E Melg = A&

Example - A{H|A 2 @7 ZH

URLO| http://api.example.com/22 A|&st1 /v2/E E &SRB api.example.com AH|A
off AZE|X| pt= -
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THERE QLA

http.url BEGINSWITH "http://api.example.com/" AND http.url CONTAINS "/v2/" AND !

service("api.example.com")

Example - A{H|A 2 & AlZh EEH

http urlo| d&zlof Qo S AlZho| 2xECH 2 EBfo|AE

http.url AND responseTime > 2

FMo| g annotatlon key7t d€E 2 E EO|AE 2
AMRIE AL E + USLICH

Example - 2AtY 2/ 2 Z&5t= T4

J_..
o
Hel
ook
rn
FO
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E A 20| gameid®@! "817DL6VO"BtH= F4
annotation.gameid = "817DL6VO"

Example - &4 0| dHE|R&LICE.

age setO|2t= FA0| Z&E F.
annotation.age

Example - £20| M™E|X| et &LICt

age setO|2t= FA0| gl 2F.
lannotation.age

Example - <A} gt Z &= F4

Mol £=HO| At &L 292CH 2 2F

=
T

annotation.age > 29
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ro
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Example - AMH|A EE= SUX|QF =
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service { annotation.request_id = "917DL6V0O" }
edge { source.annotation.request_id = "916DL6VO" }

edge { destination.annotation.request_id = "918DL6V0" }

Example - AtEXH7t s &

Eg0|AT} high_response_time & ZE{(M:responseTime > 3)& &35t AL&X} 0|E 0|

Alice®l 274,

group.name = "high_response_time" AND user = "alice"

rootcause.json = #[{ "Services": [ { "Name'": "GetWeatherData'", "EntityPath": [{ "Name":
"GetWeatherData" }, { "Name': "get_temperature"” } ] }, { "Name": "GetTemperature",
"EntityPath": [ { "Name": "GetTemperature" } ] } 1 }]

mo

A
e

id

service £ = edge 7| E0| HH|A O|§E MBstH sHE 0 F L
2ot MYstH EEj2sted® id & 4+2 0|8 Qo MH|A RE L X|H5tod 0|§0| 42 LEE e

= U&LICH

DLIEZ A™HoM ofe] Aol EQIO|AE = [ O] account.id &4+E AF235l04 MH|AC| EX A
Mg K|I-EgrLc.

id(name: "service-name", type:'"service::type", account.id:"account-ID")
MH[|A 2 X[ ZE{of MH|A O|F CHal id &8 A8 E = U &LICH

service(id(name: "service-name", type:'"service::type")) { filter }

edge(id(name: "service-one", type:"service::type"), id(name: "service-two",
type:"service::type")) { filter }
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0 £ £04, AWS Lambda &= £% Mo
tLt= Lambda AMH|A QL
E RFO| EP0|AE F&LIC

Example — MH|A ZE
random-nameO|2t= MH|AO| CHEt LT E Z&ote 2F
service("function-name") { error }
MHIAZ QI @R E AelstD g AtHel @RE AM HRE Eolti™ id T+ E AFS gL
Example —id & & At 8 MH|A ZE
F80| random-name @l AWS: :Lambda: : Function AMH|AQS| QFE X &5t= 2F

service(id(name: "random-name", type: "AWS::Lambda::Function")) { error }

IR
rot

O|§ 2 &t5| Melstod tEE RELEE HME = JU&LCh.
Example -id 7|5 & MH|A R E Z &= MH[A EE

S 0| AWS: :Lambda: :Function®! MH|AQ| @R[ E X &5l 2F

service(id(type: "AWS::Lambda::Function")) { error }
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HAWS AELEE AMsizd™ AE IDE X|HtAAIL.
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Example —id 7|5 2! A&E ID
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E.

XM A& ID AWS: :Lambda: : Function LHO| MH|AE Z &5

rr

service(id(account.id: "account-id"))
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ofotE 9| X|E CloudWatch

Amazon CloudWatch 22| 21 I &
. E&o]& 2l AWS X-Ray
« Amazon?2| ofZ 2|71 0| CloudWatch OHZ 2|7 0|M CIAIO|E

A AE B AS BadshstadT st 01410l AWS BLIEIR AIE AEstT o2 A4 HHD} o4z
M. BLIEZ AR A& AN MHE S5 7HAIA CO|EIS 21 43 X8 £ AWS A
Q= B AHULICH A4 AHS ZEE B|4A0] ChE THAIM HIOIEIE A4sHE AWS A 74l
QILct

A4 AHS BEY HOEE LB AND SRYLICH ER0IAE 2 A4 A ZiCH 5742l
BUEY Ao Z SAFELICH A2 ARoIM & Hi ZLIEY Aoz ol EdjolA RS 22
Lich. %7t RLER Ao HaE EdljolA AFES EE @0l 02t 2 44 HE| HTELICH

ALAIEH LIS AWS X-Ray 22 & Amazon CloudWatch 7t 242 EESHAAL.

PLIEE AED AA HH 7hol 238 M6t CloudWatch & £= AWS CLI & APIS| MER

B
Observability Access Manager BEE A St A A2, REAIEH LHE 2 CloudWatch HIE 7F S XML E|
SERSEX-RSN[=}

(@ Note
X-Ray EBf|O|AE 5t AWS AY oz F0| HFELCH A
Hol|&9o| Mu|Ao EH™ U Z} 7
st EBO|A IDE SRELICH wAt A

Amazon AWS X-Ray CloudWatch 2=
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2 ZLIHE Aol ZAIELCH ZF &2 AHolE siE 5 Aol 24 Edfo|ant
Cl2 MM ME 2LE{R! Aol 22918t Amazon CloudWatch 24& 8 dictD 7t
Moo FM HO|X| ZF0M REZ B ZLIEE A X7 E AIE LICEH
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[l el I  Last updated now

Custom C v X Map view List view

AWS X-Ray

5m 15m 30m Th 3h 6h

CloudWatch 2& 0| 212 Ef M %t o] X-Ray E&{|0|A 0| A Trace Map2 ME4SIL|C} I%"—*.QE =™
Hollz= ZLER AEHSRE FXME ELHE BE AAAH™HO EQ BLER A

SILICh 575 Bo| 215 AT TEIE Hestod AY SECIR S A3l £

A TE7H S EIH SR TE YxISHK] o ABO| MulA LEE SMoR EAIELIC

(SIPN
x{ O
S|

—_

+ Q. Select a node

Y Filters o Q, Filter by X-Ray group

Y Filters X

Accounts

Select accounts

Monitoring account X
1234567890123

Clear all

Map layout
@ show nodes with no filters
applied.
O TestLambda
Lambda Function

MH[A L EE MEISIH L E MEHEE o Mylao| AH IDet ello|= o] =& ELct

‘ View logs [4 H View traces H Analyze traces [4 H View dashboard

v TestLambda
Lambda Function Account: Monitoring account (1234567890123)

Metrics Alerts Response time distribution
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2% Yo| Q% MEtolM B8 27|18 MYstof MHIA == S HOIFLICH MHlA == S0
= ZUEZE AE Y FHEZE A4 AHEHO| MH[ATE ZEFELICH == EE{o|M MBSt AH
Ol€ tE A IDE 7|Ee2 LE SEg TE{alghct

Nodes (2)

Q, Account id =| X

Use: "Accountid ="

Alarms Vv Latency (avg) ¥ Faults (5xx) ¥
Values
: A1 13ms 0.00/min
Account id = 461265027466

EfolAa

T LIEE HH0i| A CloudWatch 2&2 ¥ 2% B M 30| X-Ray EI|0|A0M EBOIAE
0 02] H'dof|l A%l Edilo|AL| EB|O[A MF HEE =QlgfLICt X-Ray Trace MapoiH ==&

=
SEOHE == MR HE ZolM £ E7|§ MEisto] O] HO|X|& & = U&LICH

jn

Traces(F*) W O|X|= 7"H IDZ #HEIE XIHELICH AlEfstEdE stLt ol& e A ID7H Z &l #E|
URILICEH 220l CHEF REAMEH LI 2 2

=]
HESHMAILEE EHA MS. O dAldME AE
ID X

L|C.

(A

=}
—_

= YE S48t ET0|AE FEIF
service(id(account.id:"X")) OR service(id(account.id:"Y"))

Traces Info 5m 15m 30m 1h  3h 6h Custom

Q Filter by X-Ray group service(idCaccount.id: "1234567890123"))

@® 5 traces retrieved

AREE 2BlE THSEHML. SHolM stk o4l AFE Mestn
EH

Add to query(FH 2l &ZIHE
ghct
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Query refiners

Refine query by | Account v 1 selected Add to query

Select rows to filter traces

Q 1
Account name and ID
Monitoring account (1234567890123)

Egola Mg BHE

E20l2 Ho|x| stEFe| E0|A SS0f ER0IAE Meisto] EB|0]AL| ME HEE 2 4 2la
Lich, EBl0|A7H STHE BE HRo| MEIA =7t TEHE EFH0lA NS HE WS TEE EF0jA
ME B2t EAELC S8 MulA =S8 Meishd siT AN =oIg £ et

MHE Etetel Adlidof= Etdetelel Zt MaHEo | CHE A HF EE7H ZAIELICH

V Testtambda AWS::Lambda::Function Monitoring account (1234567890123)

| TestLambda ®@ ok = 28ms
Invocation ®@ok - 1ms
Overhead ® oK - 8ms

O|HIE 7|8t ofZ2|#H| 0| FX{gtL|C}.

AWS X-Ray Amazon SQS %! € AtE3st= O|HIE 7|8t ol E 270 FXE X[ ELICH AWS
Lambda CloudWatch 2£& Al 6}':' Amazon SQSZ CH7 |5t 3tL} O|Ar Q| Lambda &4 2 % 2|
Ele 24 QYO HAE BEUIE 2 £ UELICH UAEZR HAIX| MoK ER|0o|A = CIRAER
Lambda AH|A} == 9| EEﬂOl/\Oﬂ s 2 dZdE|o{ ofEE|FHo|M R E MHELICH end-to-end

S HE = Z|CH 20742 FXof| HAZAE += U2, F™oi= =|cH 100742 37t =
28 = UELICH §™ AUEIRAM F7F FHE HAdstH 2|c FMH EM 37[8 Z1t5t04
HMHo R SRS FHE Zefe = JU&LICH o & S0{ FX0| &/-835tEl Lambda & 7t
gt #Ho| 7t S £ 2 H2 SQS HAIX|E CH7|Hol| &5t B2 ol Lo| HhE = A&
Ct. Ol 2M|7t & dlistE B X-Ray SDKE M85t 25t WS AL8E = U&LICH AHA|IE
LH& 2 XHHl, Node.js, Python, Go EE= .NET& X-Ray SDKE & Z 5t MAI2.
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25 Bol M AHZE £ )|

£ AME35t04 Lambda 4 H|Xt2| Ef|0|A0 AAE HIA|XK|
2 = 7 U&LICH 0|28 3= Amazon SQS = =29 CH2 A
o X<t B A & AlELICH

CloudWatch# & L{2| Trace Map H| O| x|
ALRLo| EBfO|A 7} ZEHEl EB|O|A T
E2| Lambda 2AH|A EE 94ZA5E=

o

O ProducerFunction O https://...MySQSQueue
SQS Queue

v

I
1
1
I
1
1
|
I
]
|
I
1
|
1

v

O ConsumerFunction
Lambda Context

MM SIX|E MEH5HEd £ AE O[HE 7|2t SIAEIHS EAIFLICH O] SIAETHE AHIRETL 24
B Ol 7|7hol BEE HEFLICH 7I7He O[T} 4 AlE miohch HAHEILICH

v Edge details

Source: https://sqs.us-east-1.amazonaws.com/1234567890123/MySQSQueue Destination: ConsumerFunction

Received event age distribution
The time taken for data to be retrieved from an asynchronous system.

8%
6%
4%

2%

0 20s 40s 1.0m 1.3m 1.7m 2.0m
Duration

of74=

x4
CE=ET

=
T

>

I

ME =27

HIAIXR] Y &ERE, Amazon SQS CHZ | EE= BT AHIRAIZRE TS E FH MF SEE HIgLIch

1. FX Mg ALE3504 HAIX| MAHRE, Amazon SQS = Lambda AH|XF ==& MEHEFL|C}

2. L ME HE F0M FH E7|E MBS0 FMH SEE EAELICH 2& LHo|M Traces H 0| K|
2 Y 0o|5E = YU&LICH CloudWatch

3. SE0AMEH FHZ MEHSIH X MEME HO|X|7F WRIL|CH MEfSt FXo| AAE FX E
gto| UEQl AR X MEXHE o o|X|ofl HAIX|7} & AIELICH



https://console.aws.amazon.com/cloudwatch/
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CloudWatch Traces Trace 1-4368449e-afb1eac1c8de3d4c027ec436

Trace 1-6368449e-afb1eac1c8de3d4c027ec436 Info

24 HE HE Hols YAER UCRAER 917 £XIL 8 HA E20127F EAIEH, 2 3
Olak 2t ER0|A0] HPIE LIEFLIE A X OHol S0 UALICH HA MEE E[0|AT} 0f3] PAE
2 £ e AER E80|A0] HHE0] Y HP, HAE UAEY = G2AER EF 0l L2l
T AERE|T EQO|A MEY HHEO| EAIELICH

3. Linked traces. Id: 1-63684¢

@ & A N e A

O HellowWorldFunction O https://...MySQSQueue
5QS Queue O ConsumerFunction O ConsumerFunction Ohttps://...MySQSQueue2 O ConsumerFunction2
Lambda Context

P Legend and options

Lambda Context Lambda Function SQS Queue

Select trace

Egfola MF &2 M ofeiolle HAER S CH2AER ¢4 Ef0|AE ZFE EBo|& M
of Etetelol ZAIELICH HAER E= CIR2AER 0| AZE Eo|A7F o2 7 U= sHE Al
OHE MF HEE EAIE = elaLIch HZE EQo|A ME L B Edjjojaol OIHE MF
HE HodH oS MMdof| dEE CHZ Edfo|A stLE MEHSHMAIR
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Segments Timeline info

0.0ms 20ms 40ms 60ms 80ms 100ms
Name Segment status Response code Duration : : : : : :
» 1. Linked trace. 2x batch
W 2. Current trace. Id: 1-4368449e-afb1eac1c8de3d4c027ec436
¥ ConsumerFunction AWS::Lambda
ConsumerFunction ® oK 200 167ms
¥ ConsumerFunction AWS::Lambda::Function
ConsumerFunction ® ok - 160ms
Invocation ® oK - 159ms
lambda_function.la... ® ok - 40ms
SQsS @ oK 200 40ms SendMessage: https://sgs.us-east-1.amaz
Overhead ® oK - Oms
¥ SQS AWS:SQS::Queue
SQSs @ OK 200 40ms SendMessage: https://sqgs.us-east-1.amaz
QueueTime ® oK - 40ms

» 3. Linked trace. Id: 1-4368449e-38dd979cba3833b657057436

N

A= ERo|A ME LHoM Bt E

- = -

EB|0o|A MEHELT|

AT Efola MEE B Efo|laof EE{ZISI0] EFYEIRI0IM MOHE ME HEE &g
A& LICE.
1. E3l0lA ME M Mol T EdolA ofofl Y= EOlA M MEABLICH £ =5
O EAlELICH
Traces (2)
Q, Start typing to filter trace list
ID v Trace status v Timestamp v Response code Vv

(o] ...3fd6e9600d58fea82597e9af @OK 11.7min (2022-11-06 15:34:54) 200

O ..223d41cc17bae4a5394423a0 ®oK 11.7min (2022-11-06 15:34:54) 200
2. EFjlolA Yol BtClQ HES MEistE E30lA MR HE Y LHolM El0|AE B 4 aLict
3. ZE E@olAo MA MEE HEH E70|A ME FAE MEF LT
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2. Current trace. Id: 1-4368449e-afb1eac1c8de3d4c027ec436

O https://...MySQSQueue O ConsumerFunction O ConsumerFunction

Ohttps://...MySQSQueue2
SQS Queue Lambda Context Lambda Function

SQS Queue

‘ X Cancel trace selection ‘

Zt

—

A
R
>

|IAETME AEsHML.

ofr

M WM LEL of|X|E MEISIH X-Ray 2£0] X[ Azt 22 S[AER0| R A|ELICH

O] S|AEIR 300ms O|Pt0 HO| CHEE R EE|l= MHIAE E0{ELICH &0 70| Z|CH 2
EHR| Aelrd, BHE £o0lgf2 olECh 22 Z&LICH

I
::u%—|||
|
15%—“
10% — |
|
g — ||
0% \f"* I . |
0 1.0s 2.0= 3.0=
Duration

REPYEREETE

|

MH|A SIAETZ o K| S|IAEO™E MH|A E= QX9
AEfLCH

rl:l

Mol X[ AlZtE Al Mo 2

FH
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-%%EﬂﬁMHHAiEEﬁﬂﬁuﬂXRWEHMAMHHE§R§WH40MEJ E
X194 AlZH2 MHIA0] 2lsh 71BEl Z40|H MulA9 QA 7t HEYD K AlZte Z

« S AfHIA 7 PHERREIQ) MOl S E BS S25tod RIS MIBLICH X-Rays
| MRl Mol Tt SIAEIHUS HoiBLICH K|t AlZHe 2Rt o3 7|2
 Z10|H £ AHlA 7 HEST 0178 K|od AlZHE ZBLICH

|>
=3
x
Rl
o
e s
I:o

[Service details] I'd S|AETIZH S SlAJstE{H SIAE IR0 CHEZ 9|
C. Ol2{3t S0I2t2 SIAEIRO|M I3 £ AW0|32 EY 4 QoM

ol EE GUe| ELfo|laE & = U&LICH

X Alztg 7|gez HEEE EB0|AE EidH S|AETR 0l HPE MEELICH MBS A%
stois X|HE 2=st Z0M 2LEZ 22 Z0{ Edfo|lA HEo| ZRFAIZ X[ Al HRIE T=

Service details

Name: Scorekeep
Type: AWS: ElasticBeanstalk::Environment
Response distribution

Click and drag to zoom or to add the selection to the filter when
viewing traces.

. Foom
20% —|||
i
15%—|| | @
10% — |
|
5% — l
|
0% L\_/‘/R : e _ﬂ"_‘-_.ﬂ-rli—'—\_ I_—._ )
a 1.0s 2.0s 3.0s
Duration
HYIE MEISH T [Zoom|E EHSI0{ SIAETIRO| ST 20 E1 MEE O|M =HE = U&LIC
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Service details £

Mame: Scorekeep
Type: AWS: ElasticBeanstalk::Environment

Response distribution

Click and drag to zoom or to add the selection to the filter when
viewing traces.

0.3% !l

0.2% —

Reset

0.10% —

0% T T T 1
2.0s 2.8 3.0s

Dwration

Response status

Choose one or more colors to add response status to the filter
when viewing traces.

Bl 0K 100% Error: 0%

Bl F=ult 0% Il Throttle: 0%

g0l FHES HHSM [View traces]E MEHFHLICE.

=i

rr

X-Ray QIALO|E ALS

AWS X-Ray HlH 2| £X O|0|E{E X|&SHoZ B
HefL|CH A E0| ol HRIE =HtstH EXME 7I§3P_T'_ —E— M7t H7E='5El [[H77|-7(| O odEe Axste
QAOIEE HEELICE InsightsE A8 5HH CHEE sdE &+ U&LICH

« OHEE[Fo|MoMH EXM7E LWt /IRl EXMel 22 e & 23 I
o

’ = o %
MASste & =42 Sall EXe MU} RU=/E TEY = M%L—ll:}.
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- Alzto| X|Eof et EX7F HEE oot g Br& L EventBridgeAmazon% AL& 3104
Insights 222 ZLIEHZ X F0 £5 40 ST = UA&GLICE 0| S 7|52 AEstH EX|2l A
Ztcof meh AtSEHE oMY E= 2 EE B = UA&LICH

FAO = sH = — = = o =
X-Ray 2&2 &M YoM Tl Sl A7t U= iEE AlHBHLICE QIAIOIE Q92 ER{H ST =
= = % = H=| = kva Sk A 2
CEE MEIGHAAIQ. 2% B FH ol M InsightsE 41E4510 InsightsE 210 ZEEE = U&LICt
products x @ @ Q ' @ Maplegend @  Service details
Mame: products
Type: AWS:DynamoDB::Table
(g
The incident lasted for 10 minutes. Overall, 47% of the client
- requests were impacted and 6% of the requests to products
@ (AWS::DynameDB::Table) had issues.
Jul 27th 2020, 19:11
Insight oo 4%
5.6K i . View full Insight
products
AWS::DynamoD8::Teble Response distribution
Click and drag to select an area to zoom in on or use as a latency filter when
viewing traces.
ag.5.63: BO% —
1.5K tmin
fl[ﬁn—‘
products
anats . 2%_|
< > |
02 e =T
0 108 208 30s

Duration

X-RayE AMH|A HolM stLt o|&fef lr=0iAM O] & HXIE [EH QIAIOIEE MBS LICH O] MH|A
SHM ZEZZ ALE5t04 OHEE|AH 0|0 M | £l = MH[A EFHofES HFELICH 2| oiX|oA 0|

o Y2 of A7 B7tlLIC AWS Elastic Beanstalk Elastic Beanstalk MEHolA o2 #1o| API &I
& Azt &3 FHA0| WAMSto] CHR2 AER| ol 0|4 RlE 7} gH Mgl LICH,

-I'

X-Ray 2&0{| A QIALO|E & M3

QIAIOIE 7|5 & At8dttd= 24 2 &0|M CIALOIEE &/ d3tstiof ELICH & mO|X|oA RIAIOIE

£ MEstAHL 3§ dde MEstod M 2 &S BHE O3 QIAIOIE & d3tE MEEL
Ch X-Ray 2£0M 2 &2 Tdsts Yol CHE RHMEH I8 2 2 & 7 EE A xstM .
3. 2IZo|EHM FHoiM 2lAO|EE MEHE CHS & elsteds QIAIOIEE ML
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https://console.aws.amazon.com/xray/home#
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From 2021-01-18 20:00 | [ To 2021-01-2011:00 | [ Group Default v State All v

Description Duration Root cause service Anomalous services Group Start time

-
%7

(7]

v

Overall, 30% of the client requests failed 2 minutes 58 api www Default Jan 19th 2021, 19:02

due to faults and 19% of the requests to seconds (AWS::ElasticBeanstalk::Envir... (AWS::ElasticBeanstalk::Envir...
api (AWS::ElasticBeanstalk::Environment) api
failed due to faults. (AWS::ElasticBeanstalk::Envir...

Note

X-Ray& GetlnsightSummaries Getinsight, GetlnsightEvents, 2! GetlnsightimpactGraph
API 512 AFZ3H04 QIALO|E 2 E| HIOIE{S AMBILICH SA21g 2aiH

AWSXrayReadOnlyAccess IAM Z2[& HAME AFE5H7LE IAM & of CHE AHE R X|H H&Y

o

2 FItAAIL.

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"xray:GetInsightSummaries",
"xray:GetInsight",
"xray:GetInsightEvents",
"xray:GetInsightImpactGraph"

1,

"Resource": [

nin

KEM|EH A E = AWS X-Ray IAMI} Q| &5 dHAlS At X5HA2.




T EHF FEE AE38H0{ SNS € B, Lambda £&, SQS CH7|Fol|l HIAIX| AAl EEE CHY X/ &2
ZXIE FIE 4 U&LICH EventBridge QIAIO|E L RI2 %Mol 242 L}l S E|X|DH BtEA| &E
Elcte EF2 &L cHeof Chet XRAMIEH L& 2 Amazon EventBridge CH& £ & ESHAAIL.

= 1 o|X|o M QIALO|E 7} EAY5HEl I E T 20f CHa QIALO|E LRl BHAdstet & YUALICH

X-Ray JE0f Cigt &S E3t5teiH

1. X-Ray Z&2 LIct

2. 7|& 288 MEStHU 08 MM e MEISIod Al 1§ S BHE CHS QIAIO|E #3817t MEfE|oq
UA=X| EolstClg, L& #4382 MEfEILICH X-Ray 2£€0AM 2&S 75t Yol chst &}
MHet 82 08 #HE #ZXstM2

Amazon EventBridge 2718 72l 7445t 2{H

1. Amazon EventBridge 2&& iL|C}.

== Hd
21% B4 EAIFO| FEOR OIS 5tod A MAIS MEBHLICH
2 Qs

A WO DN
4
2
lo
o
nlm
mi
02

O|H E m{El g MENE Ot ALE X} XY TR S M=4BILICH "source": [ "aws.xray" ] %
"detail-type": [ "AWS X-Ray Insight Update" ]2 Z&35t= HEHE MI35HAAIL
CtE2 7ts8t HEo| B 71 x| od &ILICt.

«  X-Ray 2lAIO|E0|M E0{2= 2 E O|HER UX[St= O|HE mEL:

{

"source": [ "aws.xray" ],
"detail-type": [ "AWS X-Ray Insight Update" ]
}

- X|HEl state & category?}t Lx|5t= O|HIE THE:

{
"source": [ "aws.xray" ],
"detail-type": [ "AWS X-Ray Insight Update" 1],
"detail": {
"State": [ "ACTIVE" 1],
"Category": [ "FAULT" ]
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https://console.aws.amazon.com/xray/home#
https://console.aws.amazon.com/events/home
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(@ Note
X-Ray Insights 222 $A o2 22| 7|& K|35 K| &£ = EventBridge Amazon2 £ O|HEE
M&EtLICH REME HE = AWS X-RayQ| HIO|IE| E5 € & XML,

OIAIOIE 7S

2IAIOIE 7HE HO|X|M= M 7HK| =2 EEof ChEr 2 MAIRLICH

SHE SI0FFE 2 Mol i E2izi0l0

e 48 U
{EA
Ao

E

= O
PIAHE -°.: 01| AI’*SPEI
b AEFE(H 2

EH-H“ *HH'=7+ 7='7<4X4 MAIE'I—IEP CIAO|E
LICt QIAHE PIE &= X-Rayt|M X[E 7t HIHA MO R WHel= WS #HE

7t #8&tElo] U= S XISELCH

m°l'

utol
Il
0

CHS o= QAEHEE LHAIZ] A7 el E7HE Eo{ELICE
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products (AWS::DynamoDB::Table) of Default group

Overview Inspect

The incident lasted for 5 minutes. Overall, 43% of the client requests were impacted and 5% of the requests to products (AWS::DynamoDB::Table) had Analyze insight |~
issues.

Root cause service products(AWS:DynamoDB::Table) State Starttime Jul 30th 2020, 21:37
Anomaly products(AWS::ElasticBeanstalk::Environment) Group Default End time Jul 30th 2020, 21:43
Impact 0.52% reguest to products(AWS::DynamoDB::Table)
i i 5 minutes 58 seconds
40.79% of total client request Categories (ZD) Duration :
Anomalous services
products (AWS::ElasticBeanstalk::Environment)
: Insight start time | Insight end time Incident window Prediction
500 1
I
400 e
300 /\'/i
200 = :
\_//\v : — —
0 ey ——
21:20:00 21:25:00 21:30:00 21:35:00 21:40:00 21:45:00 21:50:00 21:55:00 22:00:00

ZE ol MMols 28 §Q MHIA U HES wE 20 M2 ¥&E &M Yol ZAIEULCH 282
HQl Mol @ BZ &Ltol| U= = Ol0|2 2 MBSt FE¥S WX A2 =28 824 = ULt 22
HQl MH|AE X-Ray7t O|d A E Al 7t & HE| X8t CHRAER ==QlLICH Ol AME LG
HE8 MHIA £= MH|ATF ASE SC0|MER SE5 QIR MHIAE LIENE &= QJI&LICH ME &
0{ AWS HISE SDK E2}0|21EE A8 35104 Amazon DynamoDBE & £3l= 7 DynamoDB2| &

& MRS AAMIS| ZAtstE{H 22 e JeiZolM 22 He MF 2 27| MEstdAl2. 24
HO|X|E At8stod 22 el & 2 HAIXKIE ZAE &= A&LICH RHMEt SEE o de[SiA 2&1
43 HE5ML.8 XM
Root cause
View root cause details 7 @ © Q | @ Maplegend ©

Anomaly J— -—

2.9K vimn . S/ 4 products

AWS:DynamoDB: Table

Glient AWS::

“Anomaly
TN/

products

tlcBeanstalkc: Environment
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THERE QLA

ol A EBIONA A& oA LM E @R of2] =Col WEE O/%|T 0f2] O|4 HEE RUE 4+
QUELICH @87t RFS 3 ALSKOIHIIK| M EHSEI0IRIE QF7F LAstA LI ol &1
UO| FE Cof erst ZefLIct T aefz= ™A IS0l CiE 22t0|ME Fol Bt EtelE
MSELICH ol ZH2 S0, 27, 22 &, EY JEIQ| 2 ES V|2 =2 HH&HELICt

Impact

Client requests impact for Default group

: Insight start time | Insight end time Incident window

,_,

« X-Ray 2501 Ox[& & RAME B2 15 FHE FZTstMA=.

- 2 & el MHl|2ol OlxlE B

ol I&H2 xIHE 71zt LHol AmlistHL 27 E de7|= 2ol HIgo wel ZEELICH o] I
EME Sofl EE ALIEIRE V[Eez EXo| At M =28 &Y = J&LICH Ol JgH2
QUALO|E & 2ol 2& &Ee Y2 MBELI

= M7

otod EXlef 2 & #elo] ke MH[AE mhofetn, SYUE 28 ez sl CHE 22 AH|A0 A
ol¢ &SS ZEol=x| #Helstu, 7 A& stLtel 2

At
(]

CIAIOIE

A
0%
olok

FHE

X-RayE 2IALOIET7H A WHK| F7IMo2 MEB7tstn, 2t F=F BHet 37 HE AP S gEe
2 7|55t0{ Amazon O|HEZ T™&EE - QI&LICH EventBridge O|& Sall Z2AM|A I ZEZE
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Fotod AlZtol| XIEoll et E X7t o EH MM =X] T st O|H LS ELH7HLE & AHE5H0{ 1 Al
AED Sefote Sl HHES ZX|E FE =+ U&LICH EventBridge

AAL HO|X|o| B EtUEIRIM QIAHE o[HEE HEE o+ U&LICH CHE MHIAE MEfE miit
K| EtEtelole 7Bz 7HE S S Mol e MH[ATF R AIELICH

products (AWS::DynamoDB::Table) of Default group

Overview Inspect

You can use this section to investigate the progress of the insight by choosing an event on the timeline, and then viewing the impact and the corresponding incident graph.

Impact timeline (5 Events) Details for Jul 30th 2020, 21:42
9 .
O Jul 30th 2020, 21:43 6% of the requests to products are now having issues.
Client impact has decreased; 49% of the client requests are now impacted.
40.66% P q P
8.27% ¥ Since the start of the incident, 43% of the client requests were impacted and 5% of the requests to products

(AWS::DynamoDB::Table) had issues.
@ Insight is closed

Analyze event [+ Map time range : 2020-07-30T21:37:00~2020-07-30721:42:00
@ Jul 30th 2020, 21:42
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Impact analysis

Choose a node in the event map or choose a service from the list to view its statistical data over time.

products (AWS::ElasticBeanstalk::Envir...

: Insight start time | Insight end time | Event time reported Event window Prediction
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Response time distribution @
Cllck and drag to filter the traces by response time.
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Time series activity @
Click and drag to filter the traces by time.

05:07:00 PM 05:08:00 PM 05:09:00 FM 05:10:00 PM 05:11:00 PM - 06:12:00 FM

IAEZE R oA

>
=}
Q
=
o
w
i
g

> h
0z
ol
12
olo
Q'I_I
E
W El
:“_1
m
ﬂI

o oTﬁ

FM U2 7 2 FHo{ol CHEt M3 SE9| HIB2 7|ELE MM S X|H50{ 24 EO| MEIE
LIEPHLICH = E0ofAM wrztA H|22 Zet2 o0/ LIC Ollll= X-Ray 24 2&£2 ALE8H ZALSHA
Al2.

FM Mg ols Wol CHEE REMIEH LI 2 X-Ray T M AR S B XA,

X-Ray 2& &#T{E 7| 71



AWS X-Ray JHEFRE OFLHA]

avg. 34ms

0.06 t/min

<

scorekeep-user
AWS::DynamoDB::Table 0.3 vmin

avg. 22ms

scorekeep-session
AWS::DynamoDB::Table

@ avg. 412ms
. 06 t/min

Client Scorekeep scorekeep-game
AWS::ElasticBeanstalk::Environment AWS::DynamoDB::Table
4
avg. 988ms
0.03 t/min scorekeep-state
AWS::DynamoDB::Table
SNS
AWS::SNS
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I All traces in the group @ 5.2K traces in the group. Show in charts @

Retrieved traces @ Filtered trace set A ©@
5.2K traces 4590 traces (87.66% of retrieved traces.)

Filters: responsetime @ Refine

Response time distribution @
Click and drag to filter the traces by response time.

pa0 pos
1.5K

1K

HdEl ZETIEAE 2

rn

FH 27

F

2= ofef X|E E|O|E S AHS5H MEfE (3 Mo £5t= ECI|O[AE AHAMISHH A T{E = JUE
LICh. HTTP STATUS CODE Elo|Z0iM 22 2 2lsted 9.3 3 Glolel o] TE} S o AA
EILICH o E So{ 4B =7} 5009 EFO|AE 25 2 £ QY&LICH SAlof Egjlola g Ef o]
http.statusZl= OIS E EH Ef27} HMELICH

MERIAH HAEE st¢l 2& &5 25 27

AEXL URL, SH AlZt 28 HQ EE VB MY HYE SEE 7|52z 2F HE S RiAstA &
HELICH ol & S04 4B Z=71 5009 EBiO|A &g E F7i=2 HEBECt 7HEE 49, B
USERS E|O|= 0l &S MEigfLICH O2{™ Edfola &g BfUol M XIEE http.statuset

user7tX| HE 1 2747t S ELICH

Chabet AL R AHB IO POST 248 HImshod 2 x| 2 AlBHE
S MRBLICH O] FEHS ST AlZH R E JSHZolM TR Mo 2 &
=3HLIC) 22 &S0l Eaol4 Egh Aol TE| AL Ol MAELIC

A% steds 22014 FE Bol M8 TE HE S MR HOlFLICH £ i [Ee sM Moz B
AIEILICH of2H oflofl A= mHEra o = &iA|of mht CHE Mo 2 EAISlof U&LICH

X-Ray 2& &#T{E 7| 73



AWS X-Ray THRE OHLEA

I All traces in the group @ 7 5K traces in the group. Show in chars @ Complete 100% scanned {found 8K traces)
Retrieved traces @ Filtered trace set A @ Filtered trace setB @
BK trace: 7611 traces (94.88% of retrieved trace: 53 traces (11,88% of retrieved b )
Filters: responsetime Filters: timerange ©

Response time distribution @
Click and drag 1o fiter the traces by response time.

Time series activity @
Click and drag 1o fiter the traces by time.
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Default ~ | Q
Q Enter a group name

Default

faults

Create group

Learn more (&
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CloudWatch console
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2. |I1FZ EMEFHM dHEE MEELICE

3. X-Ray &AM MMo| D50 dH E7|& MEiELICH

4, OF 55 Qo /e a8 BHEVIE MEIFLCH

5. Create group(2 & ‘44) HO|X|o|M T &2 O|F2 g LICt. O& O|F2 =ICH 32Xto{of
StH WxAtet CHAIE Z&E + U&LICEH I8 O|F2 tHAEXE LEF LCH

6. EE EZHAS UM EE EFHAIS 2Hgste Yo CHEF XFMISH L2 ZE] 34
AMEE FXSHAAIR. TS oMM 2 &2 MH[A2| api.example.comdM 27/ F2{1}
ST AlZHO| 5 0|42l ME|A0f CHE @ &g TE(2gfLig

fault = true AND http.url CONTAINS "example/game" AND responsetime >= 5

7. Insights(2IALO|E)0i| M 1 F0i CHEt RQIALO|E HMAE &35t 7Lt HIE &3t ELC.
Insights(2/AFO|E)0d| CHEF REAIEH LIE 2 X-Ray QIAIO[E

Enable insights

Enable notifications
Deliver insight events using Amazon EventBridge.

8. EHZZ0IAM M EiZ F7IE ME4Sto{ Ef 7|18 RSt MEIMo = e 22 =FLIct.
HotE 2 B3 E Al Foteuct 2 efa 7= T |atoF gLt Ef2E A A|sted™
Remove(M7{)& MEHFILICH Ef20i| CHEF XEAMIEH LIS 2 M E

H5ty| EHelg A EStMIL.

Key Value - optional
Q Q
Remove

X-Ray console

1. https://console.aws.amazon.com/xray/home 04| A AWS Management Console 21213511 X-
Ray 2&2 ¥LICt

2. ._|—| BN o & Holx| £ FH M, £ A EM H0[X| & stLte| 2 & HIwolM 2&E
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StH DALt CHAIE Z& & = JA&LICH I8 OIF2 WAZKE FEELICH
E

Oj
fjo

4. EH ETAES UHstM 2. EH EFAS frdste Lol CHeh REM[EF LIS 2 ZE a4
M2 AR MUAL. CHS Ao 252 MH|AL] api.example.comOA 2F FX{m}
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fault = true AND http.url CONTAINS "example/game" AND responsetime >= 5

5. Insights(2/ALO|E)0{ A 1 E0f CHEF QIALOIE HMAE &35t st 7Lt HIZ g5t ghLict.
Insights(2IAFO|E)o| CHE REMIEH LI 2 X-Ray QIAIO|E AS B EEFHAAIL.

Enable Insights |«

Enable Notifications |v| Deliver insight events using Amazon EventBridge. Learn more about Data Protection in EventBridge. Learn more (4
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X-Ray console

1. https://console.aws.amazon.com/xray/home 0|A AWS Management Console 21215t X-
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fault = true AND http.url CONTAINS "example/game" AND responsetime >= 5

6. Insights(2IALOIE)0l A 2 50f CHEF QIALOIE HMAE & E5tet7HLE HIFE G2HELict
Insights(2/AtO|E)0i| CHEF REMIEE LHE 2 X-Ray 2IAIO|E AHE EFHE B ZsHMAI2.
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Enable insights

Enable notifications
Deliver insight events using Amazon EventBridge.

7. ENo|M A Ej2 712 MEdSiod B 7|18 eladstn MEiXMo 2 Ef1 ZtS eladstL|ct.
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got7| g HEstH L.

Key Value - optional
Q Q
Remove
8. & YUO|0|ES 0tx|H 18 Ylo|EE MeistLict

X-Ray console

1. https://console.aws.amazon.com/xray/home 0{ A AWS Management Console 2121511 X-
Ray 2£&& Lch
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Enable Notifications v Deliver insight events using Amazon EventBridge. Learn more about Data Protection in EventBridge. Learn more (4
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service("api.example.com") { fault = true OR responsetime >= 5 }
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Your application application with the agent or new users
X-Ray SDK collector

CloudWatch collects
trace data

Continue using the
X-Ray daemon

X-Ray daemon
collects trace data

AWS Backend

E A23%t= ZBRJava, X-Ray SDKE AI235t04 OHZZ|A0|ME RIS 22 HSE 4 Q&LICH X-Ray
SDK At2 2 AlEfstdd ot T2 a2 Qoo 2EE 2Ho|EEEIE ERSHMAIR.

« Go

» Java

* Node.js

 Python
« NET

* Ruby

X-Ray API AIg

X-Ray SDK7} Z2 32 H0o{E x|t K| &t= AR, X-Ray APIE E AF235l7{LI AWS Command
Line Interface (AWS CLI) & AF23t0 X-Ray API HHE &8 £ &LIC O X|&E AFHE 5o

1€
IS
API2t &5 2 Edte YHES MESHAAR.

J“‘O

. 0|2 EAI0| AWS CLI XM E HS A5 HL @ L SMTF &7 AF235t0{ O ZIHEHs T2 A

EotAlAIL.
« X-Ray APIE Z|T{ Al235l04 X-Rayoll ELHE Q&ol CHet R4S SCHEkst o AFS A X[ HE £ Q
&Lt
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CHAI X-Ray APIE &I A8 36t
|.

22 2412 HlojE| Aoz ojziH4stslol 5 21E
oF 2|8 T4t 8 c

s

Maximum
Choose how to flexibility and Use the X-Ray API

Your application use an API directly

customization

Simple syntax

and pre-
formatted
commands

Instrument your
application

Use the AWS CLI

Configure your
collector or agent *— Analyze trace data

\ J

X-Ray APIE At&3504 EBO|A O|O|E{E X-Rayoll 21 M&EE =~ Q&LICH X-Ray API= CHS1H 2

2 Aol 28 E 3510 X-Ray SDKOAM AL = e ZE 7|52 R[HE LUt

« PutTraceSegments— MI1HE EME X-Rayoll (2= gtL|Ct

 BatchGetTraces— FX ID SR0|M £ SE2 AMeLCt AME 24 EBo|lA= BHY @EHOE
O|RO{ZI MOHE EM 2 LICEH

 GetTraceSummaries— EB|0|A 9| ID & FMZ ZHMBILICH a& FilterExpression X|%5}04

kel
a = st S A 2
5% Qorol 59| FE S AME 4+ ASL

H= =™

+ GetTraceGraph— &8 £ DO Ciet MH|A 2T & ZHAELICH

+ GetServiceGraph— =0
JSON A4{0| X|HE BME ZHMeLICH

et oHEEIAH oM ZE CLl) & AtE5tod =224 &4
O X-Ray®l 43 588 £ Q&LICH = CHE AWS MHIAT|SE Z§50{ X-Ray SDKOAM A8 &
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https://docs.aws.amazon.com/xray/latest/devguide/xray-api.html
https://docs.aws.amazon.com/xray/latest/api/API_PutTraceSegments.html
https://docs.aws.amazon.com/xray/latest/api/API_BatchGetTraces.html
https://docs.aws.amazon.com/xray/latest/api/API_GetTraceSummaries.html
https://docs.aws.amazon.com/xray/latest/api/API_GetTraceGraph.html
https://docs.aws.amazon.com/xray/latest/api/API_GetServiceGraph.html

AWS X-Ray THEFRE OFLH A

4 QI BE 752 AWS CLI RIHELICH THE B4 9 A] L8 API SHedol ZHEHSH B4 BFIeIL

« put-trace-segments— MIHE EME X

X-Ra
* batch-get-traces— £ ID S50|M FH S5 HAMELICH AMEl 2 ELfolA= HY Fo=R
O|FO{ZI NOHE EM S LCH

« get-trace-summaries— E2Z{|0|A 9| ID & F=AZ ZHMeL|Ct a& FilterExpression X|&5+04

FM @ofo|ot¢l HEgeS AME + JU&LICH

« get-trace-graph— S8 FX Do Cist MHH|A 2= E AMEFLICH.

=
get-service-graph— SE0{2E 22 XISt T CIRAER 2HE SE5tE AMHIAE MYst=

JSON AAj0| X|HEl EME AMELICH

AlEtotedE 2Q Mol XA AWS CLIE Ax[stioF & LICH. AWS X[ Linux macOS & Windows 2
A AMA|. X- Ray '3 e S =o0f CHst REM|EH LHE 2 X-RayEAWS CLI & 2] X OHLHME B ZSHAAL.

X-Ray AP| At T{& 7|

X-Ray API'= AWS SDKE £l L= HTTPSE E38fl X% 2 E X-Ray 7|50 HMAE & QI = 8L
Ct. AWS Command Line InterfaceX-Ray AP| Reference0ll= API Z¢49Q| @124 ulZt0|E, 22|71 s
212 utat0|E{7t Btetsts ZE 2 dio|E Aol MHE[o] A&t

AWS SDKE AI875104 X-Ray APIE AIE35le T2 7Y E £+ U&LICH X-Ray 2£1F X-Ray
Cl22 25 AWS SDKE AF&35H04 X-Rayet S AIEFLICH ZF 210{2] AWS SDKOi= X-Ray API &f¢f &l
L350 HEE|E oA L HMEo| CHEt 2 2A7F & LCt.

AWS SDK ti|H{EHA

« Java - AWS SDK for Java

» JavaScript - AWS SDK for JavaScript

« .NET - AWS SDK for .NET

Ruby — AWS SDK for Ruby

Go - AWS Go& SDK

PHP — AWS SDK for PHP

Python — AWS SDK for Python (Boto)
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/xray/index.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/xray/batch-get-traces.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/xray/get-trace-summaries.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/xray/get-trace-graph.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/xray/get-service-graph.html
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/xray/index.html
https://docs.aws.amazon.com/xray/latest/api/Welcome.html
https://docs.aws.amazon.com/sdk-for-java/latest/reference/software/amazon/awssdk/services/xray/package-summary.html
https://docs.aws.amazon.com/AWSJavaScriptSDK/v3/latest/client/xray/
https://docs.aws.amazon.com/sdkfornet/v3/apidocs/items/XRay/NXRay.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/XRay.html
https://aws.github.io/aws-sdk-go-v2/docs/
https://docs.aws.amazon.com/aws-sdk-php/v3/api/namespace-Aws.XRay.html
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/xray.html
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AWS Command Line Interface = Python& SDKE Al&3t0{ AWS APIE S &5t BEE T 7L
Ct. AWS APIE XS & T e A8 7tsSE D7 S B A5t 10 JSON EE= HIAE HAOE M|

A EHE E 7 U +2 YHUS AWS CLI MSELCH

aws xraydh?| Bol| Ciet AtMIEH LI 2 AWS CLI B3 HZEE A ZXsHMAIR.

AWS CLIS} &7 X-Ray API AHS

™

AWS CLIE AF&3tH X-Ray AMH|A0| 27 HAMAS D X-Ray Z£0| AMHlA 22z U HA| FX O
O|E|E ZAMstE Of AL SHE 2Tt SYUSH APIE AFSE 4 aLICH ME o Z2/AHolMollE AWS
CLIOIA O[2{3t APIE AL85IE WHE EoiFE A3RIET} 2

1]
P
!

A
0

O] REE|Y0|ME Scorekeep MEZ OHZE|FH 0|44}t £
MH[A 2 et ME ofE2|7H 0| Xt& Mol X|

lﬂ o

AOZEE AFE35104 EBO|A Cl|o|E2t
of (2l OHZE|FH|0|MHE AIESHAAIR.

O X*t& MO M= AWS CLI & AH83104 X-Ray APIS| 7|2 At8H 2 Eo{ELICH =2, 2lSs4, 0S-
I O ()

XM AL E & U= AWS CLIE F7LE HEE] APIof CHEF BZE AMAE MSE IEP AWS AH|
A

@ Note

HE ofE 2|70l do| HEE X|Hnt SLet X[¥2 =2 AWS CLI HEEIR=X| = latoF gL
Ct.

MEZ oHECIAHOIM HAEROR ZEFEI ATJBEE cURLE AHE5104 API X jqE EciEE H LY
Mg 72 BEMFILICH jq A8 TFUR stedolan.github.ioOlMH CHRZEE £ 1, curl A ot
https://curl.haxx.se/download.html0i| M C}RZEE 4= QU&LICH CHEE 9| Linux 2 0S X dx|ol&
CURLO| Z&tx|o{ R&LCt.

2 H2 Ho| TIME|l= S¢F B Z=otct AlSAM APIZ 7t EEfEE MK M= @2
St 71X RE#EQLICH APIE E|AESHE SO test-api.sh 23 BEE AFE510{ BE ZFH AlLIZ|2
E Mt 2t Ch st ERo|A CI|O|E{E ALt
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https://docs.aws.amazon.com/cli/latest/reference/xray
https://docs.aws.amazon.com/cli/latest/userguide/installing.html
https://stedolan.github.io/jq/
https://curl.haxx.se/download.html
https://console.aws.amazon.com/elasticbeanstalk
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2. MESUHBoHEEER

4. bin/test-api.sh& Y11 API £t &4 URLE H}ELICH.

#!/bin/bash
API=scorekeep.9hbtbm23t2.us-west-2.elasticbheanstalk.com/api

5. APIZ 7t= ESiEHE ddste A3 BIEE A™ELICH

~/debugger-tutorial$ ./bin/test-api.sh

Creating users,

session,

game,

configuring game,

playing game,

ending game,

game complete.

{"id":"MTBP8BAS", "session":"HUF6IT64", "name":"tic-tac-toe-test", "users":

["QFF3HBGM", "KL6JR98D"], "rules":"102","startTime" :1476314241,"endTime" : 1476314245, "states":
["JQVLEOM2","D67QLPIC","VFOBMINC", "OEAA6GK9", "2A705073","1U2LFTLJI", "HUKIDD70Q", "BAN1C8FI",6 "C
["BS8F8LQ", "4MTTSPKP", "4630ETES", "SVEBCL3N", "N7CQ1GHP", "0840NEPD", "EG4BPROQ", "V4BLIDJ3", "9R

X-Ray AP| AHS

AWS CLIE & € 2835104 GetServiceGraphX-Ray7} ME&3tE 2 E APl Z¢]of CHEF HHE XS
LIC GetTraceSummaries X|3El= 2E &0 ZF 2o AFE£[= OOl &4lof CHEt REA
3 LIS AWS X-Ray API & EE HEHAAIL.

Example bin/service-graph.sh

EPOCH=$(date +%s)
aws xray get-service-graph --start-time $(($EPOCH-600)) --end-time $EPOCH

O| A3 2IEE= OMX|2F 108279 MH|A = E 7K SLC}.

~/eb-java-scorekeep$ ./bin/service-graph.sh | less
{

"StartTime": 1479068648.0,

"Services": [

{
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https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/environments-console.html
https://docs.aws.amazon.com/xray/latest/api/API_GetServiceGraph.html
https://docs.aws.amazon.com/xray/latest/api/API_GetTraceSummaries.html
https://docs.aws.amazon.com/xray/latest/api/Welcome.html
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"StartTime": 1479068648.0,
"Referenceld": O,
"State": "unknown",
"EndTime": 1479068651.0,
"Type": "client",
"Edges": [
{
"StartTime": 1479068648.0,
"ReferenceId": 1,
"SummaryStatistics": {
"ErrorStatistics": {
"ThrottleCount": 0O,
"TotalCount": 0O,
"OtherCount": 0
},
"FaultStatistics": {
"TotalCount": 0O,
"OtherCount": 0
},
"TotalCount": 2,
"OkCount": 2,
"TotalResponseTime": 0.054000139236450195
},
"EndTime": 1479068651.0,
"Aliases": []

"StartTime": 1479068648.0,
"Names": [
"scorekeep.elasticbeanstalk.com"

1,

"ReferenceId": 1,

"State": "active",

"EndTime": 1479068651.0,

"Root": true,

"Name": "scorekeep.elasticbeanstalk.com",

Example bin/trace-urls.sh

EPOCH=$(date +%s)

X-Ray API 99



AWS X-Ray THRE OHLEA

aws xray get-trace-summaries --start-time $(($EPOCH-120)) --end-time $(($EPOCH-60)) --
query 'TraceSummaries[*].Http.HttpURL'

Ol A3 RIEE= 18 ©ot 28 ™ Atofo| dEE Eeflo|e]l URLE 7HMSLICH

~/eb-java-scorekeep$ ./bin/trace-urls.sh

[
"http://scorekeep.elasticbeanstalk.com/api/game/6QOUE1DG/5FGLMOU3/

endtime/1479069438",
"http://scorekeep.elasticbeanstalk.com/api/session/KH4341QH",
"http://scorekeep.elasticbeanstalk.com/api/game/GLQBJI3K5/153AHDIA",
"http://scorekeep.elasticbeanstalk.com/api/game/VPDL672]/G2V41HME/

endtime/1479069466"

]

Example bin/full-traces.sh

EPOCH=$(date +%s)

TRACEIDS=$(aws xray get-trace-summaries --start-time $(($EPOCH-120)) --end-time
$(($EPOCH-60)) --query 'TraceSummaries[*].Id' --output text)

aws xray batch-get-traces --trace-ids $TRACEIDS --query 'Traces[*]'

O| A3 R E= 12 Mt 2& ™ AMtolof| MMHE 2E E0|E 7t ct

~/eb-java-scorekeep$ ./bin/full-traces.sh | less

L

"Segments": [
{

"Id": "3f212bc237bafd5d",

"Document": "{\"id\":\"3f212bc237bafd5d\",\"name\":\"DynamoDB\",
\"trace_id\":\"1-5828d9f2-a90669393f4343211bclcf75\",\"start_time\":1.479072242459E9,
\"end_time\":1.479072242477E9,\"parent_id\":\"72a08dcf87991cad9\",\"http\":
{\"response\":{\"content_length\":60,\"status\":200}},\"inferred\":true,\"aws\":
{\"consistent_read\":false,\"table_name\":\"scorekeep-session-xray\",\"operation\":
\"GetItem\",\"request_id\":\"QAKE@S8DDOLIM245KA0OPMA746BVV4KQNSO5AEMVIF66Q9ASUAAIG\",
\"resource_names\":[\"scorekeep-session-xray\"1},\"origin\":\"AWS: :DynamoDB: :Table\"}"

},

{
"Id": "309e355f1148347f",

"Document": "{\"id\":\"309e355f1148347f\",\"name\" :\"DynamoDB\",
\"trace_id\":\"1-5828d9f2-a90669393f4343211bclcf75\",\"start_time\":1.479072242477E9,
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\"end_time\":1.479072242494E9,\"parent_id\":\"37f14ef837f00022\",\"http\":
{\"response\":{\"content_length\":606,\"status\":200}},\"inferred\":true,\"aws\":
{\"table_name\":\"scorekeep-game-xray\",\"operation\":\"UpdateItem\",\"request_id
\":\"388GEROC4PCA6D59ED3CTISEEIVV4KQNSO5AEMVIF66Q9ASUAAIG\ ", \"resource_names\":
[\"scorekeep-game-xray\"]1},\"origin\":\"AWS: :DynamoDB: :Table\"}"
}

1,

"Id": "1-5828d9f2-a90669393f4343211bclcf75",

"Duration": 0.05099987983703613

el

Elastic Beanstalk &Z3& Z=235t04 Amazon EC2 QIAEA DynamoDB E|0|2 2! 7|E} E|AAE B =
st|Ch
= .

Elastic Beanstalk 232 S&35tc{™

A8 Bl Bzl el
stelg MetgtLict

[Terminate Environment] & ME48L|C}.

o & 0N

Sz & MEfEfLCH

Edo|A IO|E{E 30 01 X-RayolM RS2 2 AtA|IEILICH
E2|0|A O|O|E{& X-RayZ ELH7|

Ego|lA CIO|EE M

|m
MO
x
0%

Al
Al
olMol 2" MeElet7| s +=&st= Zrdol CHet WEE L3 st= JSON S4
2|70|M2 AL E s-SHE Aol CHEH C|O|EE MaHEO| 7|55t 7{LE CH2AE R MH[A 2 2]
AAE AEStE EYUS ot MIHE 7S = U&LICH

MIHE = ofE2|70|Mo| s=&st= 2ol CHEF WEE 7|ISELICH MaIHEE Mok 2ol &

HIE AlZH Ol & 5 702l IDE 7IE&fLICt EB0o|A IDE AMH|A ZHof 0|S sl 23S Edo|AaE
LICH MIHE IDE B MH|A 2| %of Cial &2 & 2dg Ef|o|AgLICt.
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Example Z[4 & MIOIHE

{
"name" : "Scorekeep",
"id" : "70de5b6f19ff9a0a",
"start_time" : 1.478293361271E9,
"trace_id" : "1-581cf771-a006649127e371903a2de979",
"end_time" : 1.478293361449E9
}

{
"name" : "Scorekeep",
"id" : "70de5b6f19ff9a0b",
"start_time" : 1.478293361271E9,
"trace_id" : "1-581cf771-a006649127e371903a2de979",
“in_progress”: true
}

M, PutTraceSegments, EE= X-Ray C&(daemon)2 &3l X-Ray2 B &= U&L

oox
MY
3
[m
NW

CHE 22| o £ 2|71 0] M2 AWS SDKE AtE35t04 CHE MH|AE EE5t7{Lt 2lAA0 HM A LICH
CIR2AEZ &0 Oigt HEE 5% MOHEH 7|S&LICH X-Raye 5H2 MOIHEE AHE5t0{ Al
OMEE MESHA| &t 0 MU|A Jeizof MOHE Cist @352 MdstX| et= Oh*AER MH[A
g Mot
5t MOHE = ™A HIHE EMoi HHEE|IHU JfHEMo 2 MEE £ JU&LICt st MOHE
E ™Mo = TMESo] A7t A™El= @™ol CiEt CHRAER 2 £8 H|IS7[AE Ef0|ASHA
Lt 2 MOHE EM 27((64 kB)E Z16HX| ot =5 & LICEH
Example 5t MIIHE
5t M2HE = subsegmentf| typelt 4 MOAHEE A|HS= parent_idE Z&LICH
{
"name" : "www2.example.com",
"id" : "70@de5b6f19ff9a0c",

"start_time" : 1.478293361271E9,
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"trace_id" : "1-581cf771-a006649127e371903a2de979"
“end_time” : 1.478293361449E9,

“type” : “subsegment”,

“parent_id” : “70de5b6f19ff9a0b”

MIHEN Zate + = He I 2holl CHEr RbMIEH L8 2 X-Ray MIOTHE EM E

HIOIEIE X-Ray2 L2 2t 230 chs T REH £ IDE 4ok ot
X-Ray E&[0|A ID &4

X-Ray trace_ide StO|ES 2 EE 37Ho| A2 T+ ELICH 0| & £0{ 1-58406520-
a006649127e371903a2de979lL|C}. o7 |of= C}S 0| Z&ELICH

Oo|& £04, 2016 128 12 27T 10A[ (PST) 7|& H|Z3 E}RJUE X E£= 16T+ 2 EA|IFELICH
1480615200 58406520
« 24%t2| 16Tl EHO|AE & ™ MAHXMSE TR 96HIE AHEXFILICE.

(@ Note

O|X| X-Rayi= W3C Trace Context At S E5t= 7|EF ZH AT E ME5

01 OpenTelemetry BtE =X IDE X[ ELICE W3C X ID= X-Ray2 HEE

[ X-Ray 25 ID $Al0 2 X|&5H0k BLIC} 0 & S04, W3C £ IDE X-Ray

2 MEE 1-4efaafsd-1e8720b39541901950019¢e5 MOt Z2 AR
4Lefaafsdle8720b39541901950019ee5 K|35l OF & LICE X-Ray Trace IDOM|= Unix O &
3 Etlo| ¢l @8 EfJABRMZ 7} Z 3 E|X[BF W3C £ IDE X-Ray G402 MEE M=
LRSHK| et&LICt

EHAEEZ AP o] EBo|& IDE ddst= 23 EEE &Y & J&LICH ChE2 F 7HX| of &ILCH.
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import time
import os
import binascii

START_TIME = time.time()
HEX=hex(int(START_TIME))[2:]
TRACE_ID="1-{}-{3}".format(HEX, binascii.hexlify(os.urandom(12)).decode('utf-8'))

Bash

START_TIME=$(date +%s)

HEX_TIME=$(printf 'Sx\n' $START_TIME)

GUID=$(dd if=/dev/random bs=12 count=1 2>/dev/null | od -An -tx1 | tr -d ' \t\n')
TRACE_ID="1-$HEX_TIME-$GUID"

EBo|A IDE M5t MOMHEE X-Ray CHiE(daemon)2 2 ELHe A3 ZE o CH5 Scorekeep
% OHZ2|70| M2 &elgfLCt.

* Python - xray_start.py

 Bash-xray_start.sh

AHE: PutTraceSegments

PutTraceSegments APIE AFE3510d MO1HE BEME UZ=8 £ Q&LICH O] APIOE JSON M2
HE EMO| S8 7ML= B Tt2t0|E TraceSegmentDocuments7t L& LICEH

AWS CLIOIM aws xray put-trace-segments BHEZ ALE5t0{ MIOMHE BEME X-RayZ2 2
M&ELCH

$ DOC="{"trace_id": "1-5960082b-ab52431b496add878434aa25", "id": "6226467e3f845502",
"start_time": 1498082657.37518, "end_time": 1498082695.4042, "name':
"test.elasticbeanstalk.com"}"'

$ aws xray put-trace-segments --trace-segment-documents "$DOC"

{

"UnprocessedTraceSegments": []

X-Ray API 104


https://github.com/awslabs/eb-java-scorekeep/blob/xray/bin/xray_start.py
https://github.com/awslabs/eb-java-scorekeep/blob/xray/bin/xray_start.sh
https://docs.aws.amazon.com/xray/latest/api/API_PutTraceSegments.html

THERE QLA

@® Note
Windows B2 I 2 M|AM 2t WindowsE JSON EALEM [ EE Q25 7HL O|AFH 0|=Z 8l
= O 228t 273 PowerShell AFgH0| CHELICH AFA[EH LI 2 AWS CLI AHE MEAM | Bt
W oleg EXSAAR

2oz *2|& Aug MaIHEI 25 LHAELICH o|E §0{ EB0|& IDo| €M7t L4F & oY

{
"UnprocessedTraceSegments": [
{
"ErrorCode": "InvalidTraceId",
"Message": "Invalid segment. ErrorCode: InvalidTraceId",
"Id": "6226467e3f845502"
}
]
}

02 MIHE EME S = FE 50 SAlo| MEE = JU&LCh
$ aws xray put-trace-segments --trace-segment-documents "$DOC1" "$DOC2"
MNIHE EME X CHE(daemon)2 & ™M&
MIHE EME APIZ M&stE Al M2 U MOIHEE X-Ray CHE (daemon)2 2 T& &
I5tC

HE
£ Ql&LICt O] CHE(daemon)2 MOHE L 5+ Al 74 Hi X[ 2|2 X-Ray API
2 Y2 tL|Cl X-Ray SDKE AWS 2 24 & MIIHE EME CHE(daemon)2

® Note
OEg ddstes UH2 =ZHolM X-Ray CiiE(daemon) A5 7| EFE RESFAMAIL
Ol dld {"format": "json", "version": 1}\n7} &0 22 JSON A MOIHEE UDP X

E 200022 ™M& Lt
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{"format": "json", "version": 1}\n{"trace_id": "1-5759e988-bd862e3felbes46a994272793",
"id": "defdfd9912dc5a56", "start_time": 1461096053.37518, "end_time": 1461096053.4042,
"name": "test.elasticbeanstalk.com"}

e & + e siciet MaBE 28

= X
ool gfL|Ct.

r-I[l

LinuxOl M= M2

ME 2ME Bash B0/ 0IM HlE2 2 TS
HAE THUZE RS 2

cat2 AF830{ /dev/udpE It

I-_I

$ cat segment.txt > /dev/udp/127.0.0.1/2000

Example segment.txt

{"format": "json", "version": 1}

{"trace_id": "1-594aed87-ad72e26896b3f9d3a27054bb", "id": "6226467e3f845502",
"start_time": 1498082657.37518, "end_time": 1498082695.4042, '"name":
"test.elasticbeanstalk.com"}

CHE(daemon) E08 S8l MIHEI} X-RayE HEE(R=X| = IFLICH.

2017-07-07T0Q1:57:24Z [Debug] processor: sending partial batch
2017-07-07T01:57:24Z [Debug] processor: segment batch size: 1. capacity: 50
2017-07-07T01:57:24Z [Info] Successfully sent batch of 1 segments (0.020 seconds)

X-RayOilAM Cl|lO|E{ 7tX{2 7|

X-Ray= & st= £X O|O|E{E %{2|5101 JSONSE ™A £X £ @oF Al AMH|A JEHZE MM
gLICH AWS CLIE M&350{ APIOIA 2 MM E HIO|EE HAME = U&LCH

MH[A JeiZ 71X 27|

GetServiceGraph APIE AI&3t01 JSON MH|A J2i= & AME = U&LICH API= A|Zf AlZHDt
B2 AZ2 ER 2 Ut o] AlZH2 Linux0ll M date BEE AF&3toqd Hl4te = /U &LCt.

$ date +%s
1499394617

I_

date +%s= EME = EPIZ EHELICE O] =XIE & AP = A8stL, 07[0]A AlZHE At
509 Al A|7+° Ftct.

Example O+X[2F 102 7H2| MH|A J2{ZE 7IX{27| fIgt A3 EE

EPOCH=%$(date +%s)
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aws xray get-service-graph --start-time $(($EPOCH-600)) --end-time $EPOCH

CH2 ox|l= E2H0|E &, EC2 2IAEA DynamoDB E|O|E€ ! Amazon SNS FX|E Z &5t 474
ol L7t = MH|A Jei= & Ho{E LIt

Example GetServiceGraph &2

{
"Services": [
{
"ReferenceId": 0O,
"Name": "xray-sample.elasticbeanstalk.com",
"Names": [
"xray-sample.elasticbeanstalk.com"
1,
"Type": "client",
"State": "unknown",

"StartTime": 1528317567.0,
"EndTime": 1528317589.0,
"Edges": [
{
"ReferenceId": 2,
"StartTime": 1528317567.0,
"EndTime": 1528317589.0,
"SummaryStatistics": {
"OkCount": 3,
"ErrorStatistics": {
"ThrottleCount": O,
"OtherCount": 1,
"TotalCount": 1
},
"FaultStatistics": {
"OtherCount": 0,
"TotalCount": 0
},
"TotalCount": 4,
"TotalResponseTime": 0.273

.
"ResponseTimeHistogram": [
{
"Value": 0.005,
"Count": 1
},
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{
"Value":
"Count":
I
{
"Value":
"Count":
I
{
"Value":
"Count":
}

]I

"Aliases": []

"ReferenceId": 1,

"Name": "awseb-e-dixzws4s9p-stack-StartupSignupsTable-4IMSMHAYX2BA",

"Names": [

"awseb-e-dixzws4s9p-stack-StartupSignupsTable-4IMSMHAYX2BA"

]I

0.015,

0.157,

0.096,

"Type": "AWS::DynamoDB: :Table",

"State": "unknown",

"StartTime": 1528317583.0,

"EndTime": 1528317589.0,
"Edges": [],
"SummaryStatistics": {
"OkCount": 2,
"ErrorStatistics": {
"ThrottleCount":
"OtherCount": 0,
"TotalCount": 0
},
"FaultStatistics": {
"OtherCount": 0,
"TotalCount": 0

},
"TotalCount": 2,
"TotalResponseTime":

iy

"DurationHistogram": [

{

0,

0.12

X-Ray API

108



AWS X-Ray

THERE QLA

"Value": 0.076,

"Count": 1
},
{
"Value": 0.044,
"Count": 1
}
1,
"ResponseTimeHistogram": [
{
"Value": 0.076,
"Count": 1
},
{
"Value": 0.044,
"Count": 1
}
]

"ReferenceId": 2,

"Name": "xray-sample.elasticbeanstalk.com",

"Names": [
"xray-sample.elasticbeanstalk.com"
1,
"Root": true,
"Type": "AWS::EC2::Instance",
"State": "active",
"StartTime": 1528317567.0,
"EndTime": 1528317589.0,
"Edges": [
{
"ReferenceId": 1,
"StartTime": 1528317567.0,
"EndTime": 1528317589.0,
"SummaryStatistics": {
"OkCount": 2,
"ErrorStatistics": {
"ThrottleCount": 0,
"OtherCount": 0,
"TotalCount": 0
.
"FaultStatistics": {
"OtherCount": 0,
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"TotalCount": @

I
"TotalCount": 2,
"TotalResponseTime":
1,
"ResponseTimeHistogram":
{
"Value": 0.076,
"Count": 1
I
{
"Value": 0.044,
"Count": 1
}

]I

"Aliases": []

"ReferenceId":

"StartTime":
"EndTime":

3,

"SummaryStatistics": {
"OkCount":
"ErrorStatistics":

"ThrottleCount": 0,

"OtherCount": 0,

"TotalCount": 0

2,

{

{

.
"FaultStatistics":
"OtherCount": 0,
"TotalCount": 0
.
"TotalCount": 2,
"TotalResponseTime":
},
"ResponseTimeHistogram":
{
"Value": 0.049,
"Count": 1
.
{
"Value": 0.076,
"Count": 1
}

0.12

L

1528317567.0,
1528317589.0,

0.125

L
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]I

"Aliases": []

}
1,
"SummaryStatistics": {
"OkCount": 3,
"ErrorStatistics": {
"ThrottleCount": O,
"OtherCount": 1,
"TotalCount": 1

},

"FaultStatistics": {
"OtherCount": 0,
"TotalCount": 0

},

"TotalCount": 4,

"TotalResponseTime": 0.273

I
"DurationHistogram": [

{
"Value": 0.005,
"Count": 1

},

{
"Value": 0.015,
"Count": 1

},

{
"Value": 0.157,
"Count": 1

},

{
"Value": 0.096,
"Count": 1

}
1,
"ResponseTimeHistogram": [
{
"Value": 0.005,
"Count": 1

},

{

"Value": 0.015,
"Count": 1
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},

{
"Value": 0.157,
"Count": 1

},

{
"Value": 0.096,
"Count": 1

}

"ReferenceId": 3,
"Name": "SNS",
"Names": [

]I

IISNSII

"Type": "AWS::SNS",
"State": "unknown",
"StartTime": 1528317583.0,
"EndTime": 1528317589.0,
"Edges": [],
"SummaryStatistics": {

iy

"OkCount": 2,

"ErrorStatistics": {
"ThrottleCount": 0O,
"OtherCount": 0,
"TotalCount": 0

},

"FaultStatistics": {
"OtherCount": 0,
"TotalCount": 0

},

"TotalCount": 2,

"TotalResponseTime": 0.125

"DurationHistogram": [

{
"Value": 0.049,
"Count": 1

},

{

"Value": 0.076,
"Count": 1
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}
1,
"ResponseTimeHistogram": [
{
"Value": 0.049,
"Count": 1
},
{
"Value": 0.076,
"Count": 1
}
]
}
]
}
2 MHlA 22HZ AN
Ogo| ZEIXof 7|88 MHIA J2HZE 5 55t24M groupName EEE groupARNS Z &rL|Ct C}
22| o= Example10|2t= &0 MH|A Q2|2 & Z &5t Y-S Eo{ELIC

Example Z1& Example12| O|§ 22 MH|A OfZE HAMS7| et A3 ERE
aws xray get-service-graph --group-name "Examplel"

AH
sy

X
S

1
N

GetTraceSummaries APIE AF235l0{ EQO|A QA9 S8 E 71X E + Y&LICH EflolA 2o
=M oF/SE ME U IDE Z&E MA EBO|AE CIRECESIE{= EC0|AE AlMESt= O A
28 4+ e HEJF TEELICH

aws xray get-trace-summariesE ZEE M AASE £ U= 5 7IX| TimeRangeType E2i1
7t A& LICH.

« Traceld— 7|2 GetTraceSummaries AMOH|MH= TracelD A|ZHE AFE S AHAHE! B2 LHOIA A
At El EBO|AE PretgtLICt [start_time, end_time) O| EFJAFEH Lio| Ef AR
CIAEE 7|8t 2 HAE|HLE =852 2 Holg = U&LICE Traceld

« O|HIE A[Zt — AlZh FA1tof et Ldsts o|HEE HAMST| 28 AWS X-Ray0il M= O[HIE EIY
ZE N850 EB0[AE AME = U&LICH Event AlZH2 EB||O|A 7L AJRFEl AlZhof| 2HA|8]

=

o

A EH
=5
O| [start_time, end_time) HP SO & EB|0|AE BrEtErLICE
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aws xray get-trace-summaries BHE ALE504 ECi0|A 2o S5 JIXMZLICH Ot B
P2 7|8 AlZtE AF85t0d It 1~282 Atole| £ of S/ JtX{ZLICt. Traceld

Example EB0|A 222 ESst= A3

I

E

EPOCH=$(date +%s)
aws xray get-trace-summaries --start-time $(($EPOCH-120)) --end-time $(($EPOCH-60))

Example GetTraceSummaries &=

"TraceSummaries": [
{

"HasError": false,

"Http": {
"HttpStatus": 200,
"ClientIp": "205.255.255.183",
"HttpURL": "http://scorekeep.elasticbeanstalk.com/api/session",
"UserAgent": "Mozilla/5.0 (Windows NT 6.1; Win64; x64)

AppleWebKit/537.36 (KHTML, like Gecko) Chrome/59.0.3071.115 Safari/537.36",

"HttpMethod": "POST"

I

"Users": [],

"HasFault": false,

"Annotations": {3},

"ResponseTime": 0.084,

"Duration": 0.084,

"Id": "1-59602606-a43alac52fc7ee@eeal2a82c",

"HasThrottle": false

"HasError": false,
"Http": {
"HttpStatus": 200,
"ClientIp": "205.255.255.183",
"HttpURL": "http://scorekeep.elasticbeanstalk.com/api/user",
"UserAgent": "Mozilla/5.0 (Windows NT 6.1; Win64; x64)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/59.0.3071.115 Safari/537.36",
"HttpMethod": "POST"
I
"Users": [
{
"UserName": "5M388M1E"
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"HasFault": false,

"Annotations": {
"UserID": [
{
"AnnotationValue": {
"StringValue": "5M388M1E"

"AnnotationValue": {
"StringValue": "0la"

},

"ResponseTime": 3.232,

"Duration": 3.232,

"Id": "1-59602603-23fc5b688855d396af79b496",
"HasThrottle": false

iF
"ApproximateTime": 1499473304.0,
"TracesProcessedCount": 2

BatchGetTraces APIE AI235t0{ £3 L) EQ|0|A IDE ™A EYO|AE A

Example BatchGetTraces @&

$ aws xray batch-get-traces --trace-ids 1-596025b4-7170afe49f7aa708b1ldd4a6b

Example BatchGetTraces & 23

"Traces": [

{
"Duration": 3.232,

"Segments": [

{
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"Document": "{\"id\":\"1fb07842d944e714\",\"name\":
\"random-name\",\"start_time\":1.499473411677E9,\"end_time\":1.499473414572E9,
\"parent_id\":\"0c544c1lblbbff948\",\"http\":{\"response\":{\"status\":200}},
\"aws\":{\"request_id\":\"ac086670-6373-11e7-al174-f31b3397f190\"},\"trace_id\":
\"1-59602603-23fc5b688855d396af79b496\",\"origin\":\"AWS: :Lambda\",\"resource_arn\":
\"arn:aws:lambda:us-west-2:123456789012:function:random-name\"}",

"Id": "1fb@7842d944e714"

.
{

"Document": "{\"id\":\"194fcc8747581230\",\"name\":\"Scorekeep
\",\"start_time\":1.499473411562E9,\"end_time\":1.499473414794E9,\"http\":{\"request
\":{\"url\":\"http://scorekeep.elasticbeanstalk.com/api/user\",\"method\" :\"POST\",
\"user_agent\":\"Mozilla/5.0 (Windows NT 6.1; Win64; x64) AppleWebKit/537.36 (KHTML,

like Gecko) Chrome/59.0.3071.115 Safari/537.36\",\"client_ip\":\"205.251.233.183\"},
\"response\":{\"status\":200}},\"aws\":{\"elastic_beanstalk\":{\"version_label\":\"app-
abb9-170708_002045\",\"deployment_id\":406,\"environment_name\":\"scorekeep-dev\"},
\"ec2\":{\"availability_ zone\":\"us-west-2c\",\"instance_id\":\"i-0cd9e448944061b4a
\"},\"xray\":{\"sdk_version\":\"1.1.2\",\"sdk\":\"X-Ray for Java\"}},\"service
\":{3},\"trace_id\":\"1-59602603-23fc5b688855d396af79b496\",\"user\":\"5M388M1E
\",\"origin\":\"AWS: :ElasticBeanstalk: :Environment\",\"subsegments\":[{\"id\":
\"@c544c1lblbbff948\",\"name\":\"Lambda\",\"start_time\":1.499473411629E9,\"end_time
\":1.499473414572E9,\"http\":{\"response\": {\"status\":200,\"content_length\":14}},
\"aws\":{\"log_type\":\"None\",\"status_code\":200,\"function_name\":\"random-name
\",\"invocation_type\":\"RequestResponse\",\"operation\":\"Invoke\",\"request_id
\":\"ac086670-6373-11e7-al74-f31b3397f190\",\"resource_names\":[\"random-name\"]},
\"namespace\" :\"aws\"}, {\"id\":\"071684f2e555e571\",\"name\" :\"## UserModel.saveUser
\",\"start_time\":1.499473414581E9,\"end_time\":1.499473414769E9,\"metadata\": {\"debug
\":{\"test\":\"Metadata string from UserModel.saveUser\"}},\"subsegments\":[{\"id\":
\"4cd3f10b76c624b4\",\"name\" :\"DynamoDB\", \"start_time\":1.49947341469E9,\"end_time
\":1.499473414769E9,\"http\":{\"response\": {\"status\":200,\"content_length\":57}},
\"aws\":{\"table_name\":\"scorekeep-user\",\"operation\":\"UpdateItem\",\"request_id
\":\"MFQ8CGJ3JTDDVVVASUAAJGQ6NI82F738B0OB4KQNSO5AEMVIF66Q9\", \"resource_names\":
[\"scorekeep-user\"]},\"namespace\":\"aws\"}1}1}",
"Id": "194fcc8747581230"
},
{

"Document": "{\"id\":\"00f91aa@1f4984fd\",\"name\":
\"random-name\",\"start_time\":1.49947341283E9,\"end_time\":1.49947341457E9,
\"parent_id\":\"1fb07842d944e714\",\"aws\": {\"function_arn\":\"arn:aws:lambda:us-
west-2:123456789012: function:random-name\",\"resource_names\":[\"random-name\"],
\"account_id\":\"123456789012\"},\"trace_id\":\"1-59602603-23fc5b688855d396af79b496\",
\"origin\":\"AWS: :Lambda: :Function\",\"subsegments\":[{\"id\":\"e6d2fe619f827804\",
\"name\":\"annotations\",\"start_time\":1.499473413012E9,\"end_time\":1.499473413069E9,
\"annotations\":{\"UserID\":\"5M388M1E\",\"Name\":\"01la\"}}, {\"id\":\"b29b548af4d54a0f
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\",\"name\" :\"SNS\",\"start_time\":1.499473413112E9,\"end_time\":1.499473414071E9,
\"http\":{\"response\":{\"status\":2003}},\"aws\":{\"operation\":\"Publish\",
\"region\":\"us-west-2\",\"request_id\":\"a2137970-f6fc-5029-83e8-28aadeb99198\",
\"retries\":0,\"topic_arn\":\"arn:aws:sns:us-west-2:123456789012:awseb-e-
ruag3jyweb-stack-NotificationTopic-6B829NT9V509\"},\"namespace\":\"aws\"}, {\"id\":
\"2279c0030c955e52\",\"name\":\"Initialization\",\"start_time\":1.499473412064E9,
\"end_time\":1.499473412819E9,\"aws\":{\"function_arn\":\"arn:aws:lambda:us-
west-2:123456789012: function:random-name\"}}]1}",

"Id": "@0f91aa@1f4984fd"

.
{

"Document": "{\"id\":\"17ba309b32c7fbaf\",\"name\":
\"DynamoDB\",\"start_time\":1.49947341469E9,\"end_time\":1.499473414769E9,
\"parent_id\":\"4cd3f10b76c624bs\",\"inferred\":true,\"http\":{\"response
\":{\"status\":200,\"content_length\":573}},\"aws\":{\"table_name
\":\"scorekeep-user\",\"operation\":\"UpdateItem\",\"request_id\":
\"MFQ8CGJ3JTDDVVVASUAAJGQ6NI82F738BOB4KQNSO5AEMVIF66Q9\",\"resource_names\":
[\"scorekeep-user\"1},\"trace_id\":\"1-59602603-23fc5b688855d396af79b496\",\"origin\":
\"AWS: :DynamoDB: : Table\"}",

"Id": "17ba309b32c7fbaf"

},
{

"Document”: "{\"id\":\"lee3c4a523f89ca5\",\"name\" :\"SNS
\",\"start_time\":1.499473413112E9,\"end_time\":1.499473414071E9,\"parent_id\":
\"b29b548af4d54a0f\",\"inferred\":true,\"http\":{\"response\": {\"status\":200}},\"aws
\":{\"operation\":\"Publish\",\"region\":\"us-west-2\",\"request_id\":\"a2137970-
f6fc-5029-83e8-28aadeb99198\",\"retries\":0,\"topic_arn\":\"arn:aws:sns:us-
west-2:123456789012:awseb-e-ruag3jyweb-stack-NotificationTopic-6B829NT9V509\"},
\"trace_id\":\"1-59602603-23fc5b688855d396af79b496\",\"origin\":\"AWS: :SNS\"}",

"Id": "lee3c4a523f89ca5"

1,
"Id": "1-59602603-23fc5b688855d396af79b496"

]I

"UnprocessedTracelds": []

A Egfojlao= SYUEH EBO|A IDE £AEl 2E MOIHE EMERE ZutUE ZF MIHE9
EM7t ZEELICH HIo|E = o ZE|7 0440 M X-RayZ ME L2 =2 0|2{8t 2= CIO|EE LIEHLH
x| gf&Lict 3 Tl X-Ray; MH[20 ol Y& *E|E EME LIEHHLICEH X-RayE OHE 2|7 0]
O| M&et HOHE BEXE Hutdstn MIHE EM A7|0E E4otX| 8f= CIOIEHE M 7Hstod ™
A Edfola EME HHEELICH RtM[EF HE = X-Ray MIHE EME HESAML.
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8t X-Raye MOIHEE EE FE5HK| ofE MH|A0| CHSHCIRAER &2 QI8 FHE M
HEE MMBtLICH ol E0f, AISElE 22t0[2EE AH83510{ DynamoDBE AT 3 &3t 382,
X-Ray SDK7} At&lo| 0| M 2 &0 CHet AT HEE 5t MaHE Z[SgL[Ct 5 X2
DynamoDBE T MIHEE M&SHX| E&LICH X-RayE &2 MOIHEQ| HEE AI85t0 £
2Ol DynamoDB E|A&AE LIEHHE FEE MOHEE ttE1 £ EMol| F7HELICH

APIO|AM 042 EBO|AE 7IXK{2E84T AWS CLI #EZ|E S5l get-trace-summaries EH0M F
£% £+ U= EBlo|lA& ID SF0| EeELIch & 7[ztof CHall A ECO|AE 7HME{H S5
batch-get-traces?| o2 2|C|2MELICE

Example 127t2| TA| EBO|AE 7HX27| *EF A3 RE
EPOCH=%$(date +%s)
TRACEIDS=$(aws xray get-trace-summaries --start-time $(($EPOCH-120)) --end-time

$(($EPOCH-60)) --query 'TraceSummaries[*].Id' --output text)
aws xray batch-get-traces --trace-ids $TRACEIDS --query 'Traces[*]'

ry
iz
o

N EM IIX27| Y T &

Qo2 JSON BAIo 2 RYAIE S0 2 &
Helg 7|tz YHE e E3AS dde + UA&LICH T3 EAol CiEF &2 o2l XE

HZsHAA2.

Example 0i | GetTraceSummaries 23
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"Services": [
{
"Name": "GetWeatherData",
"Names": ["GetWeatherData"],
"AccountId": 123456789012,
"Type": null,
"Inferred": false,
"EntityPath": [
{
"Name": "GetWeatherData",
"Coverage": 1.0,
'Remote": false
},
{

"Name": "get_temperature",
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"Coverage": 0.8,
"Remote": false

]
},
{
"Name": "GetTemperature",
"Names": ["GetTemperature"],
"AccountId": 123456789012,
"Type": null,
"Inferred": false,
"EntityPath": [
{
"Name": "GetTemperature",
"Coverage": 0.7,
"Remote": false

¢ E342 HWilsto] WErstH URst= 22 R 7HA|OICH O] JSONE EEZ A8 + /U&LICH
JSONC| EHE & ZE FE UX|7} M aljoF &LICt OF K| ofo™ Ero|ATt ghetE|X| &Lt X
A

AlelotelestE Zho| ELct.
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{
"Services": [
{
"Name": "GetWeatherData",
"EntityPath": [
{
"Name": "GetWeatherData"
.
{
"Name": "get_temperature"
}
]
},
{
"Name": "GetTemperature",
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"EntityPath": [
{

"Name": "GetTemperature"

Example JSON ZE{ of |

rootcause.json = #[{ "Services": [ { "Name":

"GetWeatherData" }, { "Name':

"GetWeatherData", "EntityPath": [{ "Name":
"EntityPath": [ { "Name":

"get_temperature" } ] }, { "Name":

"GetTemperature",
"GetTemperature" } ] } ] }]

&t7| 212t APIE NS gfLich

of & 3loi| AL & AWS Key Management Service (AWS KMS) 7|8 X|H3tE
PutEncryptionConfigCdl AHEEfLICEH

@ Note

X-Ray= HICHE KMS 7|& X|&5tX| f&LCh.

$ aws xray put-encryption-config --type KMS --key-id alias/aws/xray
{

"EncryptionConfig": {

"KeyId": "arn:aws:kms:us-east-2:123456789012:key/c234g4e8-39e9-4gb0-84e2-
bOea215cbba5",

"Status": "UPDATING",
"Type": "KMS™"
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7| IDEE oMol L2 ZAx{™ HAlolLt 7| ID, EE& Amazon 2lAA O|F(ARN)S AL E £ &LCH

GetEncryptionConfigE& Ar&36t0 R FHZ 7IX4ZLICE X-Ray7t A HE S Otx[H 4 EH
UPDATINGO{|A ACTIVEZ H}EILICH

rr

$ aws xray get-encryption-config

{
"EncryptionConfig": {
"KeyId": "arn:aws:kms:us-east-2:123456789012:key/c234g4e8-39e9-4gb0-84e2-
b@ea215cbba5",
"Status": "ACTIVE",
"Type'": "KMS"

KMS 7| At& 2 Sttt 7|2 4338 Ar&SHE4T
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$ aws xray put-encryption-config --type NONE

{
"EncryptionConfig": {
"Status": "UPDATING",
"Type'": "NONE"
}
}
MEY FH
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$ aws xray get-sampling-rules
{
"SamplingRuleRecords": [
{
"SamplingRule": {
"RuleName": "Default",
"RuleARN": "arn:aws:xray:us-east-2:123456789012:sampling-rule/Default",
"ResourceARN": "*'",
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"Priority": 10000,
"FixedRate": 0.05,
"ReservoirSize": 1,
"ServiceName": "*",
"ServiceType":
"Host": "*",

"HTTPMethod":
"URLPath":
"Version": 1,
"Attributes":

"
’

"
’

i n
’

{}
},
"CreatedAt":
"ModifiedAt":

0.0,
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Example UpdateSamplingRuleOi CHEH APl 2124 —

{

"SamplingRuleUpdate": {
"RuleName": "Default",
"FixedRate": 0.01,
"ReservoirSize": 0

}

}

CHS ofXol M= oM e ez
Eia= = AASLICH Bl E FTtst
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10000-default.json
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185t Al A2 UntagResource.
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pdateSamplingRuleZ H|E1} E|XMH 2 7|2

$ aws xray update-sampling-rule --cli-input-json file://1000-default.json --tags

"value"}, {"Key":

[{"Key": "key_name",'"Value":
{
"SamplingRuleRecords": [
{
"SamplingRule": {
"RuleName": "Default",
"RuleARN":

"key_name" ,"Value":

"value"}]

"arn:aws:xray:us-east-2:123456789012:sampling-rule/Default",
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"ResourceARN": "*'",
"Priority": 10000,
"FixedRate": 0.01,
"ReservoirSize": 0,

"ServiceName": "*",
"ServiceType": "*",
IIHOStII: II*II’

"HTTPMethod": "*",
"URLPath": "*",
"Version": 1,
"Attributes": {}

.

"CreatedAt": 0.0,

"ModifiedAt": 1529959993.0

},

CreateSamplingRule2 "7P EZ =2 ohELICH 732 BHE EH-?'—-‘*'-Q i Hes "

ULICE O ofMolAlE 72 5 748 BHELICH 0] X R 722 Scorekeep ME Of & 2|7 0|42
S\ HIE S MRS, 24 2907 O 52 A YRS S APIOIA HEISHE RE Q&3 YA
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Example UpdateSamplingRule0il CHEF API 224 — 9000-base-scorekeep.json

{
"SamplingRule": {
"RuleName": "base-scorekeep",
"ResourceARN": '"*'",
"Priority": 9000,
"FixedRate": 0.1,
"ReservoirSize": 5,
"ServiceName": "Scorekeep",
"ServiceType": "*",
"Host": "*",
"HTTPMethod": "*",
"URLPath": "*",
"Version": 1
}
}
iml %2 Scorekeep01IE M| x|t —‘.’—/\._ =27t H =1 FAHHYULICH o]l #E2 E- 230
CHaH O E2 MEZ HIgS d-eLch AY dElio HE ALE ol U=X| &5tV f/8 2EI0|HE
7t # =it =&st= GET L™ LI
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Example UpdateSamplingRule0i CHEF API 2123 — 5000-polling-scorekeep.json

{
"SamplingRule": {
"RuleName": "polling-scorekeep",
"ResourceARN": '"*'",
"Priority": 5000,
"FixedRate": 0.003,
"ReservoirSize": 0,
"ServiceName": "Scorekeep",
"ServiceType": "*",
"Host": "*",
"HTTPMethod": "GET",
"URLPath": "/api/state/*",
"Version": 1
}
}

EiaE ME A LICH i3 8 Fotste B2 B 717t E2stH i 2f2 M= ArZ Lt

$ aws xray create-sampling-rule --cli-input-json file://5000-polling-scorekeep.json --
tags [{"Key": "key_name","Value": "value"},{"Key": "key_name","Value": "value"}]
{
"SamplingRuleRecord": {
"SamplingRule": {

"RuleName": "polling-scorekeep",

"RuleARN": "arn:aws:xray:us-east-1:123456789012:sampling-rule/polling-
scorekeep",

"ResourceARN": "*'",

"Priority": 5000,

"FixedRate": 0.003,

"ReservoirSize": 0,

"ServiceName": "Scorekeep",
"ServiceType": "*",
IIHOStII: II*II’

"HTTPMethod": "GET",
"URLPath": "/api/state/*",
"Version": 1,
"Attributes": {}

.

"CreatedAt": 1530574399.0,

"ModifiedAt": 1530574399.0
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}

$ aws xray create-sampling-rule --cli-input-json file://9000-base-scorekeep.json

{

"SamplingRuleRecord": {
"SamplingRule": {
"RuleName": "base-scorekeep",
"RuleARN": "arn:aws:xray:us-east-1:123456789012:sampling-rule/base-
scorekeep",
"ResourceARN": "*'",
"Priority": 9000,
"FixedRate": 0.1,
"ReservoirSize": 5,

"ServiceName": "Scorekeep",
"ServiceType": "*",
IIHOStII: II*II’

"HTTPMethod": "*",
"URLPath": "*",
"Version": 1,
"Attributes": {}

.

"CreatedAt": 1530574410.0,

"ModifiedAt": 1530574410.0

}
}
MER 752 A H|5tE{™ DeleteSamplingRuleS AHSELICH

$ aws xray delete-sampling-rule --rule-name polling-scorekeep
{
"SamplingRuleRecord": {
"SamplingRule": {

"RuleName": "polling-scorekeep",

"RuleARN": "arn:aws:xray:us-east-1:123456789012:sampling-rule/polling-
scorekeep",

"ResourceARN": '"*'",

"Priority": 5000,

"FixedRate": 0.003,

"ReservoirSize": 0,

"ServiceName": "Scorekeep",
"ServiceType": "*",
IlHostll: II*II’

"HTTPMethod": "GET",
"URLPath": "/api/state/*",
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"Version": 1,
"Attributes": {}
},
"CreatedAt": 1530574399.0,
"ModifiedAt": 1530574399.0
}
}
ag
X-Ray APIE 0|28 A%o| 182 Balg 4 YaLICH 182 TE| EHACER Holst 58 589
LICt 2EE AI235l01 £7t MH|A = E MAIStT Amazon CloudWatch X|EE NZ2& £ &L
Ct. X-Ray APIE S5t MH|A 2= & X|E 2ol CHEF AEMIEH LI 2 X-RaydlM HIO|E 727
$2E AZAHAAIS. TR0 i NS BEE I2 74 MME HEANL. B2 571 2 Bl
CHEH RIS LI 2 X-Ray MES 75 2 08 Bl A|H5t7| MMS HTHML.
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H Ef 1 2f2 1= At LICt
$ aws xray create-group --group-name "TestGroup" --filter-expression
"service(\"example.com\") {fault}" --tags [{"Key": "key_name","Value": "value"},
{"Key": "key_name","Value": "value"}]
{
"GroupName": "TestGroup",
"GroupARN": "arn:aws:xray:us-east-2:123456789012:group/TestGroup/UniquelD",
"FilterExpression": "service(\"example.com\") {fault OR error}"
}

GetGroupsZ 7|& &2 25 7IXSLCt.

$ aws xray get-groups

{
"Groups": [
{
"GroupName": "TestGroup",
"GroupARN": "arn:aws:xray:us-east-2:123456789012:group/TestGroup/UniquelD",
"FilterExpression": "service(\"example.com\") {fault OR error}"
1,
{
"GroupName": "TestGroup2",
"GroupARN": "arn:aws:xray:us-east-2:123456789012:group/TestGroup2/
UniquelID",
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"FilterExpression": "responsetime > 2"
}
1,
"NextToken": "tokenstring"

}
UpdateGroupO|(7}) U= 3 & YUHIO|E Ef 2= MEH AFERILICH E{OE FItste B2 ENO
717t E2stH e g2 M= AAZLICH S0 7IE e & I1|7-I%FE4'.3_=| E A8t
UntagResource.

$ aws xray update-group --group-name "TestGroup" --group-arn "arn:aws:Xray:us-

east-2:123456789012:group/TestGroup/UniqueID" --filter-expression
"service(\"example.com\") {fault OR errox}" --tags [{"Key": "Stage","Value": "Prod"},
{"Key": "Department","Value": "QA"}]

{
"GroupName": "TestGroup",
"GroupARN": "arn:aws:xray:us-east-2:123456789012:group/TestGroup/UniquelID",
"FilterExpression": "service(\"example.com\") {fault OR error}"

}

DeleteGroupO|(7l) /= & 4K

$ aws xray delete-group --group-name "TestGroup" --group-arn "arn:aws:Xray:us-
east-2:123456789012:gxroup/TestGroup/UniquelID"

{

}
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$ aws xray get-sampling-rules
{
"SamplingRuleRecords": [
{
"SamplingRule": {
"RuleName": "Default",
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"RuleARN": "arn:aws:xray:us-east-1::sampling-rule/Default",
"ResourceARN": "*'",

"Priority": 10000,

"FixedRate": 0.01,

"ReservoirSize": 0,

"ServiceName": "*",
"ServiceType": "*",
IIHOStII: Il*ll’

"HTTPMethod": "*",
"URLPath": "*",
"Version": 1,
"Attributes": {3}

},

"CreatedAt": 0.0,

"ModifiedAt": 1530558121.0

"SamplingRule": {
"RuleName": "base-scorekeep",
"RuleARN": "arn:aws:xray:us-east-1::sampling-rule/base-scorekeep",
"ResourceARN": "*'",
"Priority": 9000,
"FixedRate": 0.1,
"ReservoirSize": 2,
"ServiceName": "Scorekeep",
"ServiceType": "*",
"Host": "*",
"HTTPMethod": "*",
"URLPath": "*",
"Version": 1,
"Attributes": {}
.
"CreatedAt": 1530573954.0,
"ModifiedAt": 1530920505.0

"SamplingRule": {
"RuleName": "polling-scorekeep",
"RuleARN": "arn:aws:xray:us-east-1::sampling-rule/polling-scorekeep",
"ResourceARN": "*'",
"Priority": 5000,
"FixedRate": 0.003,
"ReservoirSize": 0,
"ServiceName": "Scorekeep",

X-Ray API 128



AWS X-Ray THRE OHLEA

"ServiceType": "*",
"Host": "*",
"HTTPMethod": "GET",
"URLPath": "/api/state/*",
"Version": 1,
"Attributes": {3}

},

"CreatedAt": 1530918163.0,

"ModifiedAt": 1530918163.0
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2 XM= R 107 LHE ME R Aol CHE MIF HETH 27 E GetSamplingTargetso|

$ aws xray get-sampling-targets --sampling-statistics-documents '[

{
"RuleName": "base-scorekeep",
"ClientID": "ABCDEF1234567890ABCDEF10",
"Timestamp": "2018-07-07T00:20:06",
"RequestCount": 110,
"SampledCount": 20,
"BorrowCount": 10

},

{

"RuleName": "polling-scorekeep",
"ClientID": "ABCDEF1234567890ABCDEF10",
"Timestamp": "2018-07-07T00:20:06",
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"RequestCount": 10500,
"SampledCount": 31,
"BoxrrowCount": O
}
]l
{
"SamplingTargetDocuments": [
{
"RuleName": "base-scorekeep",
"FixedRate": 0.1,
"ReservoirQuota": 2,
"ReservoirQuotaTTL": 1530923107.0,
"Interval": 10
.
{
"RuleName": "polling-scorekeep",
"FixedRate": 0.003,
"ReservoirQuota": 0,
"ReservoirQuotaTTL": 1530923107.0,
"Interval": 10
}
1,
"LastRuleModification": 1530920505.0,
[]

"UnprocessedStatistics":

}
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Example Z[4 & MIOIHE

{
"name" : "example.com",
"id" : "70de5b6f19ff9a0a",
"start_time" : 1.478293361271E9,
"trace_id" : "1-581cf771-a006649127e371903a2de979",
"end_time" : 1.478293361449E9
}
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ES0l FAMS 45 QaLICh 59| MITEE OHE 59| MIBES ZEE
B HELCIOIEIE VIS8 AR XIK 8H9| MaTEE ©

EE fletst?I MOHEE Z&E + U&LICH

F|ﬁ
>
Olo

39 HIHES e AER &M 558 MAS AHlA0 BHEolM siTY 252 7|2 #LIch X-Ray

S 59 MOIHEE AL 5t0d MOHES MASHR| o1 AMHIA I Zof MIHE CHEt =2 A

MolR| = CIRAER MH|AE AlEELICE

3t MaHEE MA| MOIHE EMol| AHEEHL SEMoz MEE 4 QlaLich 39 MaHE
E Jjedxo 2 T4 5o AHA|ZH Aldtig|= @3 ol Cist q-g E2 352 HIEJ|ACZ EFO|ASHA
Lt 2l MORE 24 2718 Z0hstx| TS BLiCH

Example YHICIE 5t MIHET} Qe MIHE

52 52l MOHEE= typel| subsegmentt & MIHEE ABESt= parent_idE #&LICH
{
"trace_id" : "1-5759e988-bd862e3felbe46a994272793",
"id" : "defdfd9912dc5a56",
"start_time" : 1461096053.37518,
"end_time" : 1461096053.4042,
"name" : "www.example.com",
"http" : {
"request" : {
"url" : "https://www.example.com/health",
"method" . "GET",
"user_agent" : "Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_11_6)
AppleWebKit/601.7.7",
"client_ip" : "11.0.3.111"
I
"response" : {
"status" . 200,
"content_length" : 86
}
},
"subsegments" : [
{
"id" : "53995c3f42cd8ad8",
"name" : "api.example.com",
"start_time" : 1461096053.37769,
"end_time" : 1461096053.40379,
"namespace" : "remote",
"http" : {

X-Ray API 135



AWS X-Ray FHEFRE OFLHA

"request" {
"url" "https://api.example.com/health",
"method" "POST",
"traced" : true

},

"response" {
"status" . 200,
"content_length" : 861

}

}
}
]
}

{
"name" "example.com",
"id" "70de5b6f19ff9a0b",
"start_time" : 1.478293361271E9,
"trace_id" "1-581cf771-a006649127e371903a2de979",
"in_progress": true
}

Example =& 5t MIHE

S8 52 MOMHEE typel| subsegment, trace_id2 &4 MIOAHEE AlH35I= parent_idE
Z

Z&Lct
{
"name"
nid"
"start_time"
"end_time"
"type" :

"trace_id" :
"parent_id" :
"namespace"

"http" : {

"api.example.com",
""53995c3f42cd8ad8",
: 1.478293361271E9,
: 1.478293361449E9,
"subsegment",
"1-581cf771-a006649127e371903a2de979"
"defdfd9912dc5a56",

"remote",
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"request" : {
"url" : "https://api.example.com/health",
"method" : "POST",
"traced" : true

},

"response" : {
"status" . 200,
"content_length" : 861

}

}
LYEO| #EE|H, end_timedt E7H CHA| &S MOAHEE HoMA Q. AEE MOIHEE T B

lMaIMHEE Eﬂoiﬁl—lEL

HIS7| Q225 fUs 22 80| 2 MIHEE /EMez HMEE sk UELICH o|E S0
o
= L
=

2 API MBR7H 278 5 Y

NOBE o 79, 39| MaBlE x2t
So| gzl S TA| 59l Maw

=50

&5t7| 2Tof oK 200 8 S Btetst7| T ot

ZEA MAH MOHEE X-Raydll &5, LHE0| 2238 U8 5t MOHMEE ST Fuict

2 ot MaHET} AFE 7 ef ChS E
E=Z

oM ELich

Chee oh9l MIHEO| TSm0l R4 T4l WLt

[z}

©
Z
S
@

S&et ¢Z0| gl B 42 zIcH 250K 2! =Xt oloof g LICH.

id- S Yt ECio|A L MIHEM D7et 59 M2HEL| 64H|E AERILICH16KIE] 16T

name - 5t MIZHE S| =2|HlL|C} CHRAEZ] ZH
gt % 5t?| HOHEQS| O|E2

C O|E(of: &4 0|2)2 M3 A

start_time - 5t MOIHET7I MHE AlZtE o Z3 AT 2 UB|ZNK| B8 AFEHOE EA|
SF =RFL|CH. 0d: 1480615200.0105E= 1.480615200010E9.

end_time - 5t MOHEE &2 A7t EAIS RILICH of: 1480615200 .0905E
1.480615200090E9. end_time EE&= in_progressE X|&gfL|C}.

I_rl

X-Ray API 137



AWS X-Ray THRE OHLEA

« in_progress - 52| MOIHE 7} AIZE|RX|E IR E|X| A S E 7IF 5t DAL end_timeS K™
ot CHA true2 AU £ S ULICH CIRAER @ o 2 E 59l MOHE Lot ME5HH,
T 50l 59 HIHEE 174 5

« trace_id- 519 MOBE 0| 49 MIHE Edo|2 IDYLICH 59 MIHEE Jjgxioz

o me 2ot

OF

X-Ray EB|0|A ID 4]

X-Ray trace_id= 5t0|E2 2 F&EE 3742 =AtE FHELICH o|& §04 1-58406520-
a006649127e371903a2de979LICt. 07|0of|= CtZ 0| Z & ElLICt.

. HM®#HE =

——, —14i.

« el 7 AlZHE Unix AICH A2t 2 LHEHH 8XE2| 16T

0"‘

o & £04,2016'd 128 1Y 2% 10A| (PST) 7|E o232 EtU2 & E= 1682 EA|ELICH
1480615200 58406520

« 24%t2| 16%l EL0|AE et M MAMS = 1 ReF 96HIE AR LT

@ Note
O|A| X-Ray= W3C Trace Context At¥ 2 E5t= 7|Et ZB|UHIE ALE5H
01 OpenTelemetry BtE =X IDE K| FfLICE w3C = IDE X-RayZ ™M&&
[ X-Ray £ ID &Aoo Z X|HsHok gLICH 0|2 & M IDes
EHSE l-4efaaf4d-1e872®b395419®195®®19ee5 [[HQF 2 gaoz
4Lefaafsd1e8720b39541901950019ee5 K| 5H0F & L|Ct X-Ray Trace IDMIE Unix Of
23 Eto| Hel @ EtARME 7L L3 E|X|PF W3C £ IDE X-Ray 402 MEE M

£ EHestx| ef&L

« parent_id - St MIHES| & MaHEO ’% El MaHE IDYULICH st¢| MaHEE THE
Moz MEE met ERELICH SHE ot HI Eo| E2, stLte| otef MaAHEE= stLte| M
HEE ZESHL I MAHEZM st M2 % e+ A&l

* type —subsegment. 3t¥ MIHEE IfEMo = MEE Mgt EELICEH

inl
0jo
rlo

519 MIBE S| MY AbgHRl W= QlLict,

rx
m
o9t

519 MlamiE Ee

« namespace - AWS SDK £ &29| B awsO|H, CIE CIRAER S &9| B2 remoteLILCt.
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« http- YA HTTP E&0i CHEt MET} U= http A LICEH
« aws— OHZ2|70|M0|M &8t CIRAE R AWS Z2|A A0 Cist HE I ZEEl awsZHA| L|C}.

AlstH 27 E 3 oflQf Ab&oll CH

==

[o][]
-

fjo
FH

=
- error, throttle, fault, & cause - 2F 7| L3S
5t HEEZI 2F Eeluo,
« annotations - X-Ray7t ZMEo 2 QA 7|-Zf W0o{7} U= annotations Z4A LT

- metadata - MIHE| & & F7} HIO|E{7t Q= metadata ZHA|QLIC.

« subsegments — subsegment ZHX[2| HiZEIL|C}.
« precursor_ids - O] 3t¢| MIZA™HE O|™of 228t 4 MIOHEE AY5t= 52 MOHE ID Hi
FlLct.

HTTP 2% cllolE

HTTP 252 0|83l oiZE 2|7 0lM0| 2|8t HTTP
EZ

LEHEE (MaHEO) 7|5 37HLE o E 2|7 0|
HTTP APIO| M8 HTTP @ HEE (5

Mol CteAEd Il MaHEO) 7| & LCt of 2ol Q!
£ ZE CHEES HTTP QF 2 SEof Q= MEol ofZELct
http
DE e ME A LTt
« request - Q%0i CHsF HE QIL|CH
« method - 28 HIME=EQILIC} o & S0 GETLICH
curl-ZZ2EE SAE O|EN @ AR 0| HAup st 2o MA|| URLYILICH
 user_agent - Rl E2I0|HE0 QU= ALEA} 0| O|HE BRI L|CH

« client_ip- QEXO| IP FALICE IP TiZ!S| Source AddressOiiM, E= HMEE 2Fel 43
2 X-Forwarded-For SHM|M & & £ JU&LICH

=
« x_forwarded_for - (MIZHE ™8) client_ipE X-Forwarded-For SHOIM H ¢
Z Fod7t Uof AZ[E = QIS S EAlStE 22 LIt
- traced - (3t9/ MOHE M) Ct2AEZ XX 3&0| C}2 EHO|AE MHIAE LMo 2 §
EAStE BES2ULICEH Ol 2ET| true2 MHE|M, X-Rays CIHRAEZ MH|ATI Ol ESS

, |
gt ot MIHES| idet YRISHE parent_id7t = MIHEE U2 =& W K= Ed
O|A7F HEl Wz ZtEFLICH

L_I_
o

- response - SEO| Cigt HE
« status - 8HS| HTTP & Ef

=
=
- content_length- 8% E&29| ZO0|
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che s 9 APIO| CHEt 5 358 AISE o HTTP 28 U SEof Ciet HEE AF8stol 59 A

= = o = = - O |
OHEE 7|SELICH X-RayE ot MIIHEE A8 5104 37 APIof| Cislf FHE MIHEE Hdg

LICE.

Example Amazon EC20{| A A& &2l o ZE2|7[0|M0| XEISt= HTTP 2 E£& MOHE

{
"id": "6b55dcc497934f1a",
"start_time": 1484789387.126,
"end_time": 1484789387.535,
"trace_id": "1-5880168b-fd5158284b67678a3bb5a78c",
"name": "www.example.com",
"origin": "AWS::EC2::Instance",
"aws": {
"ec2": {
"availability_zone": "us-west-2c",
"instance_id": "i-0b5a4678fc325bg98"
b
"xray": {
"sdk_version": "2.11.0 for Java"
},
b
"http": {

"request": {
"method": "POST",
"client_ip": "78.255.233.48",
"url": "http://www.example.com/api/user",

"user_agent": "Mozilla/5.0 (Windows NT 6.1; WOW64; rv:45.0) Gecko/20100101
Firefox/45.0",

"x_forwarded_for": true

iy
"response": {
"status": 200

Example CH2AEZI HTTP S &0 CH$t 5t MOIHE

"id": "Q04f72bel9cddc2a",
"start_time": 1484786387.131,
"end_time": 1484786387.501,
"name": "names.example.com",

X-Ray API 140



THERE QLA
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"namespace": "remote",
"http": {

"request": {

"method": "GET",

"url": "https://names.example.com/"
.
"response": {

"content_length": -1,

"status": 200

Example CI2AEZ HTTP &0l et FHE MIHE

{
"id": "168416dc2ea97781",
"name": "names.example.com",
"trace_id": "1-62bel272-1b71c4274f39f122afab4eab",
"start_time": 1484786387.131,
"end_time": 1484786387.501,
"parent_id": "@04f72bel9cddc2a",
"http": {
"request": {
"method": "GET",
"url": "https://names.example.com/"
b
"response": {
"content_length": -1,
"status": 200
}
},
"inferred": true
}
=
MIHES} 519l HIIHEE X-Ray7t TE| EHAISO 2 QI AsHE TET} 5t Of4 i
annotations ZAME Z&E = JU&LICH EEE ALY, <A E= B2 42 7HE = A& kA
M E= AEEZ|X[= 271). X-RayZ7t Ei|0|AT =[CH 50712 F M7t K| = AJgFL|Ct
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Example £440| Q= HTTP 2 £8& MOHE

"id": "6b55dcc497932f1la",

"start_time": 1484789187.126,

"end_time": 1484789187.535,

"trace_id": "1-5880168b-fd515828bs@7678a3bb5a78c",

"name": "www.example.com",
"origin": "AWS::EC2::Instance",
"aws": {
"ec2": {
"availability_zone": "us-west-2c",
"instance_id": "i-@b5a4678fc325bg98"
1,
"xray": {
"sdk_version": "2.11.0 for Java"
.
1,

"annotations": {
"customer_category" : 124,
"zip_code" : 98101,
"country" : "United States",
"internal" : false
},
"http": {
"request": {
"method": "POST",
"client_ip": "78.255.233.48",
"url": "http://www.example.com/api/user",
"user_agent": "Mozilla/5.0 (Windows NT 6.1; WOW64; rv:45.0) Gecko/20100101
Firefox/45.0",
"x_forwarded_for": true
.
"response": {
"status": 200

}
}
ZE{0l|M AtEstEd™ 7|7k B xtofof gfLIct HES SIS ELICH CHE 7|22 32 {8 ZIX| ef&
LICH
142
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H|EFH|OlE]

MIHES &t MOHE = A e {20l =3t ZE S/ A2 7P‘._| Ze7t st o4

AUE metadata HAE & E & QY&LICH X-Ray= HEHH|O|E{E QI AMSK| toH, MOH

E M7t 2|t} 37((64kB)E Z1+5tX| et= Ol 2t 37(7t Mgt X| et &Lct HEHHO|E =
BatchGetTraces API7t Et&t5t= A MOHE E Mol &elg = U&LICH 2 A& stE EE 7
(CHS ol Al) = AWSHIZE SDK U debug S2+0IHEIM AL SHE S AwS. ofeFE|of U LICH

Example H|ELC|O|E{7} Z B El AL At X[H 812l MIHE

"id": "0@e58d2918e9038e8",
"start_time": 1484789387.502,
"end_time": 1484789387.534,
"name": "## UserModel.saveUser",
"metadata": {
"debug": {
"test": "Metadata string from UserModel.saveUsexr"
}
}I
"subsegments": [
{
"id": "0f910026178b71eb",
"start_time": 1484789387.502,
"end_time": 1484789387.534,
"name": "DynamoDB",
"namespace": "aws",
"http": {
"response": {
"content_length": 58,
"status": 200
}
},
"aws": {
"table_name": "scorekeep-user",
"operation": "UpdateItem",
"request_id": "3AIENM5J4ELQ3SPODHKBIRVIC3VV4KQNSO5AEMVIF66Q9ASUAAIG",
"resource_names": [
"scorekeep-user"
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AWS Z|AA O|0|E

aws |0l = ofZZ|7o|ME A&SI=E 2lAA0 CHEr HE 7 ZEELICH ofe &

AE 7‘—'.'%%* £ Q&LICH o & £01 Elastic BeanStalk2| HE|Z1E{|O|L] Docker &0
&t= O Z 2|710| M2 Amazon EC2 QIAEA QIAEIAE AMSHFIE Amazon ECS Z1E{ 0|12t
Elastic Beanstalk &4 XIA|of| CHEF HEE Z &

ne T
4>
3
o>
T
Iu}

aws (M1HE)

DE Zic = ME AEFQILICE
« account_id - OHEZZ|7[0|MO| NIZHEE CIE AWS HHof| M&StCHH, ofE 2|0l A5

= HAX IDE 7|E& L.

cloudwatch_logs— £ CloudWatch 21 &2 MAE35t= 7HA| i,
« log_group— CloudWatch 21 1§ 0|E.
« arn— CloudWatch 271 J1& ARN.
+ ec2-EC2 QIAE A0 CHEt HE
« instance_id - EC2 QIAEAQ| QIAEA D,
- instance_size -EC2 QIAEHA RF.
* ami_id - Amazon Machine Image ID.
« availability_zone - QIAEAT} A 01 718 BA.
« ecs — Amazon ECS Z1E|O|L4 &3 HE.,
 container — Z4E|0O[L{9| SAE 0O|E.
« container_id - Z4El0[|L42| | ZIE( 0| ID.
« container_arn-ECS Z1E|0|L{ QIAEIA S| ARN.
« eks — Amazon EKS {AE{of CHEF HE.
- pod—EKS ZEQ9| SAE 0O|E.
« cluster_name - EKS 28{AFE 0|E.

« container_id - Z1E[0|L{2Q| A Z4E|O|LA ID.

>|

oI

. elastlc beanstalk — Elastic Beanstalk Z30] Ci$F ME O] MEE |
Z9| /var/elasticbeanstalk/xray/environment.conf It 0{Aq

=

Elastic Beanstalk Z &4

Fole = &L

b

« environment_name - 79| 0|EQ]L|C}.
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» version_label - 2 & ME[Et AAH A0 FHXY HiZEEl O Z 2|7 04 T O]

=
* deployment_id - RS ®elet QIAE A Ol OrX|2 ez HS8 HiZ 2| ID
Xt

ol

« xray - MEE AEF7[e| R I T CHEt HIEH|O|E.
« auto_instrumentation - XIS A& ALE 012 & LtEIHLHE= £ 2 (0d: Java OO|THE).
« sdk_version - At& Q! SDK E= 0i|0|ME S| H,
« sdk - SDKO| R LICt.

Example AWS Z2{1QI2 2 &}

aws":{

"elastic_beanstalk":{
"version_label":"app-5a56-170119_190650-stage-170119_190650",
"deployment_id":32,

"environment_name":"scorekeep"

1,
"ec2":{
"availability_zone":"us-west-2c",
"instance_id":"i-075ad396f12bc325a",
"ami_id":
1,
"cloudwatch_logs": [
{
"log_group":"my-cw-log-group",
"arn":"arn:aws:logs:us-west-2:012345678912:1og-group:my-cw-log-group"

1,

"xray":{
"auto_instrumentation":false,
"sdk":"X-Ray for Java",
"sdk_version":"2.8.0"

MEMIHES AR o Z2|70|M0| BMATE AWS MH|A & Z|AA0 CHEF HEE 7|5
X-Raye O| HEE AI3510{ MH|A Hof U= CIRAER MH|AE LIEHLE FE MIOHE
st|C}

= .

FAl

AH
S

ol

i
0x FO
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aws (52| MIHE)

(@)

ME! O |

—_ =1

=2

L=

rin
1]
rir

=
Pl
ot
C
n

operation - AWS MH|A Lt B2|AAE HTHE
=

account_id— OHEZZ|70|M0]| CHE H ™9

E
&ots B ofEE|7olH0] HMATHAWS E|lAaA % 2fet AEO| IDE 7ISsHAAIR
* region- E[A&AT} OHZ 2|7 0|1t CHE 2|0l QICHH, E[HE 7ISELICH & &0 us-

west-2¢lL|C}.
e request_id - 0| CiEr 17 AEEXQILICE
« queue_url - CH7|¥ Lo M CiZ7[F el URLE o|O|gLCt.

* table_name — DynamoDB Ei|O|& 2| 2/ 240i| A E||0|E 2| O|F 2 2|O|&LCt.

M

Example & 52 X&5t7| I8t DynamoDB =& 3 &0 CHEt 51 MOHE

{
"id": "24756640c0d0978a",
"start_time": 1.480305974194E9,
"end_time": 1.4803059742E9,
"name": "DynamoDB",
"namespace": "aws",
"http": {
"response": {
"content_length": 60,
"status": 200
}
1Y
"aws": {
"table_name": "scorekeep-user",
"operation": "Updateltem",
"request_id": "UBQNSOSAEM8T4FDA4RQDEBS40VTDRVV4AK4HIRGVIF66Q9ASUAAIG",
}
}
27 4 ofQ

QEJI UM AR A= AT QB Q2 E Uo7l ool CiEt MEE ¥
OHZ 2|70 M0| AL RI0l|7H| 2R E HetetH MIHE|, CIR2AER 3580| 2F
HMaHEN 288 7|E3fLIC.
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= O 354

L TT TT ©

CIS ZE & 5tLt O|A 2 trueZ MYUS QF7I LSS E EAFLICH S8 272 A2 0 /8

2 M8 £ Q&LICH o€ So{CRAER &0 Y3t 429 Too Many Requests @FE Of

Z2|70|MH0| 500 Internal Server ErrorE HIEHSHAH BHEV|X §lH, 0| AR 37tX| 80| 2

T MEELCH

error - SCt0|YE QF7I YMFMZ S LIEILIE F2ULICHEH 4Ef Z=7H4XX 2EI0[YE 2
Eol)
T =).

 throttle - 2HO| MEZIUSE LIEtUE FE2ULICHEE &EI ZE714290 2 1

« fault - A 277 4SS LIEHLHE RS ULICHSH SE ZE7F5XX MH 27 &).
MIIHEL} 5t MOIHEO 2R QEMEE X35 27O QIS EAIELICH

cause

eI2 16Xt of Q| IDLH, Ot EEE ZE et A7t 2 = A&LcH

« working_directory - 0i|Q| & Alo] 2 C|ZEZ| A ZAZ2JL|Ct.
 paths - 0ile| & A| AH& Sl eto|EE{E|Lt 2E2| A=E i lLCt.

« exceptions - 02| Z4x]| HHE L |C}.

stLt o] ol o 2| Aol = 270l CHEr M7 HEE ZefeLch

exception
BE T M AL

« id- s EBlo|A L MOHEM D73t 0f2|e] 64H|E AlHEXILICH16KI 2] 16 Tl=).
« message — 02| HIA|X|ILICE.
type - 0 Q| RELICH

« remote - CF2AER AMH|AT} e 27 ME 0 ol @7t UM S S LIEIL = F2 LIt

« truncated - stackOllM M Q|E AEH =XIE LIEILIE He+elL|C,
« skipped - 0| 0f2|et 11 52| &F, & Y o 27t Retdr ol 7+l AL Fl ol <XHE EA|SHE
MalLct

- cause - 02|o| &2 &=, & T 0l RLE ool IDYLIC.
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« stack — stackFrame Z#&l| Hfd )L |C}.

75 3tCHH, stackFrame ZHA| 2] & ABHo]| Cist HEE 7|1 &L|Ct.

stackFrame

saL #He|

of Z2|7 0|0 sQL CIo|E{Ho|A0 BIEE= FE(of CHE 59 MAHEE BFE + JU&LICH

sql
TE ZEE= o= AL
« connection_string - URL Q12 EAtEE AL 5HX| &f= SQL AL CHE HIO|E{H[0|A A 9|

BRol= FEE Melet HE EXtEE 7ISELICH

url - URL &8 EXIEE ALEst= TIOIEH|0|A B FRolE H 35 E MLl URLE 7ISE L
Ct.

* sanitized_query - A&X}7}F 2L E FM7HSHHLE R 2| EAIRLE CHA|IEF CO|E{HIO|A R E[LICE.
- database_type - Cl|O|E{H|O| A A ZEIo| O|F &ILICEH.
- database_version - Cl|O|E{H|O|A ATIO| A ¥15 IL|C}.

F

* driver_version- OHZZ|70|440| At&stE CllO|E{H[0|& AT EEIO[HCO| O|F It HH HE

LICE.
* user - Cl|O|E{H| O] & AHE R} O & &ILICH.

- preparation - # 2|7l PreparedCall2 At LM callol, 2EI7}
PreparedStatementE AFEEHCHH statement &LICH

Example SQL # 2|7t /= 5t MIHE
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"id": "3fd8634e78ca9560",
"start_time": 1484872218.696,
"end_time": 1484872218.697,

"name": "ebdbeaawijb5u25wdoy.cpamxznpdoq8.us-west-2.rds.amazonaws.com",
"namespace": "remote",
Ilsqlll : {

"url": "jdbc:postgresql://aawijb5u25wdoy.cpamxznpdoq8.us-
west-2.rds.amazonaws.com:5432/ebdb",

"preparation": "statement",

"database_type": "PostgreSQL",

"database_version": "9.5.4",

"driver_version": "PostgreSQL 9.4.1211.jre7",

"user" : "dbuser",

"sanitized_query" : "SELECT * FROM customers WHERE customer_id=?;"
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AWS X-Ray C}O|&

(® Note

O|X|| CloudWatch O|O|MEE AF2735104 Amazon EC2 QIAEA Tl 2z fj0|A MB{o|AM X|E,
23 8 FME TE = UE&LICH CloudWatch 00| E H{™ 1.300025.0 O| &M= EE=
OpenTelemetryX-Ray 22t0|¢E SDKAHIM EB|0|AE =F5t01 X-RayE E'dl = Q&LICH
AWS Distro for OpenTelemetry (ADOT) Collector EE = X-Ray Cll£ CH4Al CloudWatch 01]0]7%
E AM835tof Ei0|AE +=TstH HEISt= HO|TE =8 Eo0l= O =30| E = U&L

Ct. XEM|EH LI 2 CloudWatch AHE MHE M 2| CloudWatch 00| E &= 8 EHX5HAAIL.

AWS X-Ray O[22 UDP ZE 200001 M ECfEE =415t HA| MOHE HIO|E{E +=E&5t0{ API
2 MYt AZEQo] oHEZE|FH 0|MULICE AWS X-Ray 22 SDKeF & 74 S 35H0 AWS X-
Ray SDKOIM EH O|O|E{7} X-Ray MH|A0| EEE = Q= E A& S0|0{0F LIt X-Ray CHE
(daemon)2 LE AA ZZMEQILIC} github.com/aws/ O Z2HMEE ZZ2 251 0|42 £ 2|7
AEE MEE = /&LICH GitHub aws-xray-daemon

AWS Lambda 12|11 AWS Elastic Beanstalkdlle AMH|A 2 X-Ray2| 5 E. £ AME835tod o=
St AIL. Lambdas MEZE 0| CHall & =7t £ motct RS2 2 Ci=(daemon) %
gHLICt. Elastic BeanstalkOll A= XRayEnabled 4 M2 AIE oF04 B8 L QIAEHAOAM CHE
(daemon)2 AAELICH AtAIEH LIS LotEE{H O MME R ZFAL.

L==K=J

=
2
=

ﬂli

X-Ray HI2S 2%, 2-Z3|0l4 E&= CHE AWS MHIA R0l A8sha™ Che 2 = stof A88 ohg
MaHE HEXRWW°*EEFF%Eﬁ§%$MﬂQM9

OE CIfREE

Amazon S3, Amazon ECR EE= Docker HubM| A CHE (daemon)2 CIHR 2 E§ CHE 20| AR S}
7{LE A|ZF Al Amazon EC2 QIAEIA O Mx|E £ Q&L

Amazon S3
X-Ray CHEZ(daemon) Ax| =2 324 2 AlSH m}Ql

* Linux (A& TtY) - aws-xray-daemon-1linux-3.x.zip (sig)

* Linux (RPM A x| #2|A}) - aws-xray-daemon-3.x.rpm
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://github.com/aws/aws-xray-daemon
https://github.com/aws/aws-xray-daemon
https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray-daemon-linux-3.x.zip
https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray-daemon-linux-3.x.zip.sig
https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray-daemon-3.x.rpm
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« Linux (DEB x| #2|&t) — aws-xray-daemon-3.x.deb

* Linux (ARM64, &3 mtQ) - aws-xray-daemon-linux-arm64-3.x.zip (sig)

* Linux (ARM64, RPM M X| Zt2|Xt) — aws-xray-daemon-arm64-3.x.rpm

* Linux (ARM64, DEB A x| #2|X}) - aws-xray-daemon-arm64-3.x.deb

« OS X (A& mtQl) - aws-xray-daemon-macos-3.x.zip (sig)

 Windows (&3 ItY) - aws-xray-daemon-windows-process-3.x.zip (sig)

 Windows (AH|A) — aws-xray-daemon-windows-service-3.x.zip (sig)

3= 4 CHE(daemon) | %[4 3.x EIE[AE 7tE2|1ZLICH & 222 E COIREEStEH

IS )
CHSI 20| stiA|=2.

« HE O|H EEAE 3.3.0 2252 HE 3. x HEZ HIPAHAIR. 6§ S0{2.1. 0L

Ch ™ 3.3.0 O|™olE AF8E & U= ot ZIFAMEF arm64 U&LICEH
- HYEZ 82|28 3.3.0 22 EottdH HT #1350 arch OFF|RIA RE 22 3. x HHFAA

2.04:2.1.0 2! arm64.

Ho

X-Ray AHAH2 X|RElE R E 2™ 2o S XM ELICH AFEXF EE= AWS ElAA|M 7HE 74
e HZlg Argstedt @ 213 0| x| Y X|¥oE HIRAIR.

https://s3.us-west-2.amazonaws.com/aws-xray-assets.us-west-2/xray-daemon/aws-xray-
daemon-3.x.rpm

Amazon ECR

7 3.2.05 B Amazon ECRM|A CHE(daemon)2 &2 = U&LIC
Amazon ECR HE & H|X|AE 2|0 docker E2t0[1EE QIS 3l 0k JLU-'-F.

>

bt

CHE B™¥E Adstod =&l 2I2|AE 3.x HM B2 E 7HKSLIC

Ml

docker pull public.ecr.aws/xray/aws-xray-daemon:3.x

Z=HM #ZolME Lot efa7t = CI2 o|0|X|E A8 stX| &= Zo| E&LICH
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https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray-daemon-3.x.deb
https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray-daemon-linux-arm64-3.x.zip
https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray-daemon-linux-arm64-3.x.zip.sig
https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray-daemon-arm64-3.x.rpm
https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray-daemon-arm64-3.x.deb
https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray-daemon-macos-3.x.zip
https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray-daemon-macos-3.x.zip.sig
https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray-daemon-windows-process-3.x.zip
https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray-daemon-windows-process-3.x.zip.sig
https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray-daemon-windows-service-3.x.zip
https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray-daemon-windows-service-3.x.zip.sig
https://gallery.ecr.aws/xray/aws-xray-daemon
https://docs.aws.amazon.com/AmazonECR/latest/public/public-registries.html#public-registry-auth

THERE QLA

AWS X-Ray
Docker Hub
CH=(daemon)2 Docker HubOll M &2 = JU&LICH %[4l 2IZ|A 3x HHE OIREESE{H CHE
PP AAstML.

docker pull amazon/aws-xray-daemon:3.x

O™ 2| CHE(daemon)2 3.xE #st= HE2Z wA|stod EE|AE + U&LICH

=

Cl= ot7to|E 2] ME &2

ZIP ot7to|E = L FE CIZ RH&tol CHel GPG MTE mhdo| Z&ELIc HER 7| IXl= Chat Z

LIC}. aws-xray.gpg.

HE8| 7|& A&sto{ CIE2| ZIP ot710|2 7} HE0|H ~ZEIX| efA=X| H g + U&LIcH HA
GnuPGE At&stod HER] 7|8 7IMESLICH

HEE 7| 71M27|

1. HEEZ 7|E 2= =8 LCh

$ BUCKETURL=https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2
$ wget $BUCKETURL/xray-daemon/aws-xray.gpg

2. HE3 7€ UE 7|2 7tMSLICH

$ gpg --import aws-xray.gpg

gpg: /Users/me/.gnupg/trustdb.gpg: trustdb created
gpg: key 7BFEQ36BFE6157D3: public key "AWS X-Ray <aws-xray@amazon.com>" imported

gpg: Total number processed: 1
gpg: imported: 1

X2 71§ ME3tod Tl Z ZIP ot7to|E o] MBS & lgfLCt.

otztolE M el

1. otztolE A MTB mtd g 2= 8L

$ BUCKETURL=https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2

o2 otztol=2o] ME =2l 152


https://hub.docker.com/r/amazon/aws-xray-daemon
https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray.gpg
https://gnupg.org/index.html
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$ wget $BUCKETURL/xray-daemon/aws-xray-daemon-linux-3.x.zip
$ wget $BUCKETURL/xray-daemon/aws-xray-daemon-linux-3.x.zip.sig

2. gpg --verifyE A#sto] MHEZ &gt

$ gpg --verify aws-xray-daemon-linux-3.x.zip.sig aws-xray-daemon-linux-3.x.zip
gpg: Signature made Wed 19 Apr 2017 05:06:31 AM UTC using RSA key ID FE6157D3
gpg: Good signature from "AWS X-Ray <aws-xray@amazon.com>"

gpg: WARNING: This key is not certified with a trusted signature!

gpg: There is no indication that the signature belongs to the owner.
Primary key fingerprint: EA6D 9271 FBF3 6990 277F 4B87 7BFE ©36B FE61 57D3

Aol CHet B0 E B EStMR. AAEXF EEE AERITE AlZ[st= AR O MBEF 7|BF AZ[ELIC ol=
MEo| AR EIIZE 2lOlstX| et&LICH EFX| sl ALS AL =] 7|1& & elstX| o2 R eLCh.

~/Downloads$ ./xray -o -n us-east-2

F
(= Jnd

FHAAIR

oII

EUEY MR XIS O

0o

=
=

fjo

Linux (2Z) - Linux0i| M X-Ray CH&E(daemon) A&

Windows (2 Z) — Windows0{| A X-Ray CH & (daemon) A3

Elastic Beanstalk - AWS Elastic Beanstalk0il A X-Ray CH & (daemon) A&l
« Amazon EC2 — Amazon EC20{ A X-Ray CI= A&i5}7|

Amazon ECS — Amazon ECSO0i| A X-Ray CHE(daemon) &5t 7|

HUE SM EE T4 HUS AS5H04 CIES S5 72 ASR KIHY £ YSLICH M HE
= AWS X-Ray O£ Y35 7|€ &=xstM
CH2(daemon)0i| X-Ray 2 C|O|EHE ™& & THEH £0d

X-Ray Cl2 2 AWS SDKE At&38to4 £% O|O|E{ & X-Rayol| Y2 =35I, O|& {ISiM= HEHo| U=
AWS x4 ZHo| e gfLct
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Amazon EC20{| A= CHE(daemon)O| At S 2 E QUAFIAO| QIARA T = Ul dehZ AFSELCE O
=2 2o dlist= ol 223 Xt Soi Chet REM[eF LIE2 24 o E 2|7
AA|Q
= —.

A B 0, QAHA TRt £ B WA S 5 0140l QUM A 5BS XIWE B
SDK T2 R+ Q10| AL K2 BHS ZHELICH SDKo K12 ZHS MB3Hs Wil T3 AHMIE
LH2 2 AWS SDK for Go Rt QHLHA Q| AHZ4 E x|& B2 A ZEsHAIAIR

22| Xt 5HO| £5t= IAM Q& £= AEXt= MH|A0| CIOIEHE 7|5 #etol {0{ok &FLCt,
« Amazon EC20{| A CH=(daemon)E AFE5tE{TH A QIARA Z 21l e S st HLE 7|1&E EHY
of 221" MM FIterLct

- Elastic Beanstalk0i| A Ci 2 (daemon)2 Al &3t24™ Elastic Beanstalk 7|& QIAEHA T2 utl o4&t
of 221" MM FIterLct

« CHE(daemon)E ZZof|AM Alstistzd™ ZZof| M ofZ2|FH| 0| AsHg XA A,

KtMet §2 = ID 2 HAMIA 22| CHe AWS X-RayE & ZshAll

o

X-Ray CH=(daemon) 211

0

CE2 sM 7

0%

Y Ci20l ELiE MIHE| ChEh WEE &34 LICH AWS X-Ray

2016-11-24T06:07:06Z [Info] Initializing AWS X-Ray daemon 2.1.0
2016-11-24T06:07:06Z [Info] Using memory limit of 49 MB

2016-11-24T06:07:06Z [Info] 313 segment buffers allocated

2016-11-24T06:07:08Z [Info] Successfully sent batch of 1 segments (0.123 seconds)
2016-11-24T06:07:09Z [Info] Successfully sent batch of 1 segments (0.006 seconds)

7|2Mo 2 o222 STDOUTH 218 £=dgfLIct HastesoM diE2e A&sts B2 --1og-
212 ALE5t0d 20 0t ZZE MMEtLICH ol &M 20 722 M
Holn 20 =82 HIZMEtE 4 QaLIch XFAMIEH LIS 2 AWS X-Ray OIE A&st7| MMeg &t

Elastic Beanstalk0 A
Elastic Beanstalk0i| A

= ZE et CHE(daemon) 22| %7t MHE/LICH ME HE= AWS
X-Ray CH &= (daemon) ASHE & Z5HM L.

X-Ray CHZ(daemon) 21 154


https://aws.github.io/aws-sdk-go-v2/docs/configuring-sdk/#specifying-credentials
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-Ray CiZ(daemon)2| S&F2 AFE X X[™E = &Lt F
UKD, T mUof|Bt AFEFtE S ML U

4>><

CH=(daemon)O| X-Ray0l| E2{|O|A CI|O|E{E MEE M AAEE 2[HE d™st= -n = --region
= MoF o A|RFSH £ olA | |Ch

— = T A=

~/xray-daemon$ ./xray -n us-east-2

CH=(daemon)E Amazon EC27} otL|Et EHE Al SQl B2, -0 SHE FII6l QlAHA T =0
A7 B =H0lg HUFZS 504 ChE(daemon)2 B W27 FHIE & gLt
~/xray-daemon$ ./xray -o -n us-east-2

LIHX| BHEE SM2 242 2 85t7HU, CHE ZE M £AI5HHLE, CI20| AL E == U= HZE2Q

¥2 MEtst L, ECO|IA CIOIEHE CHE AN ZE BEUls dE2 Y= A8SE 5+ UsLch

CHE(daemon)dl 74 It 2 MESH I3 78 SMof| HMASIT, X-Rayol| CiEt SA| & == H|Et,

20 = H|gdst U ZEAof ECfE ME S| AHE s™E &= UsLct

Sections

- XElE g He

- BHESMHAME

- FHIUAS

RUElE B He

X-Ray CH=(daemon)2 CtE1 242 &3 B8 X|FL

« AWS_REGION - X-Ray A{H|A = xZQIE | AWS Z|TE X|™ELICt

« HTTPS_PROXY - MIZHE HZ =0 0|8 E CHE(daemon)2| ZEA| FLE X|IHELICE oA
DNS O|Z O|§ Y =& JU1, ZE A MHO|M AFE5t= IP FA ZE HE U =5 J&LICH
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https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html#cli-quick-configuration-region
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BIE SHAS

2ZHoM E= ASA HO|EH AT BIEE AI8sto OIES Adie W olefer M E oIZ ol HEEL

e -b, --bind -C}2 UDP ZEMM MOIHE EME =4I CH7[|RFLICH
--bind "127.0.0.1:3000"

7|82k - 2000.
« -t, --bind-tcp - C}2 TCP Z E0i|A{ X-Ray A{H|A0]| CHEt &

M

g =& chZ (Lo
-bind-tcp "127.0.0.1:3000"

7|22k - 2000.
« -c,--config- X|HE Z20|M 7 s Z=3tLct

--config "/home/ec2-user/xray-daemon.yaml"
« -f, --log-file- X|ME I H2Z 235 E2FLIC}
--log-file "/var/log/xray-daemon.log"

e -1, --log-level - 21 il (ZICH A MM =& & AM77HK]) dev, debug, info, warn, error, prod.

--log-level warn

Z|&2k - prod

* -m, --buffer-memory - HIH7} AL = = HZE| SZ(E?: MB, %4 3)2 #HEELICH
--buffer-memory 50

7|12zt -7t HZ2lel 1%.
« -0, --local-mode — EC2 QIAEIA M|EIC|O|E{= MEHSIX| O A|2.

=H
* -1, --role-arn - X|ZE IAM HFE S Lot MOAHEE OHE HE22 YR EFLICH

TEESHAME 156
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--role-arn "arn:aws:iam::123456789012:r0le/xray-cross-account"

e -a, --resource-arn — O & A~ 2l&A 2] Amazon AWS 2|4 A O[F (ARN).

« -p, --proxy-address — ZEA|E AWS X-Ray Sl MOIHEE QUZEFLI|CI ZEA| HHO| =
EEES X|I™slof gLct.

--proxy-address "http://192.0.2.0:3000"

* -n, --region- MIHEE §Y 2|M9| X-Ray MH|AZ HM&ELICH

=
>
Tl
C
[ul

o
« -v, --version — AWS X-Ray OI& HX S

YAML B4 T2 AL 5t0{ HIES T4 45 aLCH -c M2 A8 sl 74 nUg Hgoz
Mersrct

~$ ./xray -c ~/xray-daemon.yaml

T4 T S

TotalBufferSizeMB — Z|CH HIH 2 7|(EH: MB, Z|A 3). ZAE HEZE|0[ 1%E AF&35tE{H 02
MEfEFL|CE.

Concurrency— MOIHE EM YE2EE 28t AWS X-Ray Z|CH S Al 2& =Lt
- Region— 5% X[|249| AWS X-Ray A{H|A0 MOIHEE H&FLICH
« Socket — CHE(daemon) Q| HIRIE S FA48tLICE

« UDPAddress - Clii 2(daemon)0| =41 [
« TCPAddress - CE TCP ZEO|AM X-Ray MH|A0| CHEt &8 £l CH7|&fLCt.

* LogRotation- 21 =& H[&H3}5l2{H false2 MY LICH

=
« LogLevel— 21 &2 7t KMEt EHM IHE L2 =F2 2 ¥4 dev,, info &£

Edebug, prodwarn,error. prod 7[&2t2 prod0O|H, info2t S LUFLICE.

* LogPath- X|HE ntd 222 278 S3FLICHL
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* LocalMode - EC2 QAT A HIEC|O|E] #QlE ZLAFIE{™ trueE AT LICH
« ResourceARN— CIE & A= 2lAA 9] Amazon AWS E|AA O|F (ARN).

* RoleARN - X|HEl IAM &g 2ot MIOIHEE CHE AEez Yz =FfLch
« ProxyAddress— Z S A|E AWS X-Ray 83l IOAHEE QZ=FrL|Ct.

« Endpoint - CHZ(daemon)O| M[IHE EME HESH= X-Ray MH|A QJIEZQRIEE AT LIC.

« NoVerifySSL - TLS QIS XM &Qlg H|g A5ttt
Q =)

Version — CHE(daemon) 7143 It &4

Example xray-daemon.yaml

T4 e HlEol 44l ZES 300022 WD, QAEA HEtEOlE Helg o, MaHE ¢
SCO| AFSE S MWD, BN U 22 S48 HAELIC
Socket:

UDPAddress: "127.0.0.1:3000"
TCPAddress: "127.0.0.1:3000"
Region: "us-west-2"
Logging:
LogLevel: "warn"
LogPath: "/var/log/xray-daemon.log"
LocalMode: true
RoleARN: "arn:aws:iam::123456789012:role/xray-cross-account"
Version: 2

2 Z0{| M X-Ray Ci =(daemon) &5} 7|

AWS X-Ray OI22 2|52, macOS, Windows 5= Docker Z1E|O|L{0IA 2ZHZ ASHe £ Ql&L|Ct
TEE oHEEAoIME Y L HAEE [ CHE(daemon)2 AEH X-RayE F=H
LICt 079 X|&ol et Cl2 & CtREE# Chg FE&LCH

=

2HAM M= R QIE2 ALEX CIREE|S] AWS SDK At4 58 e == &4 B M KL
A BHBE 212 &= UELIC .aws/credentials AFM|EF HE = CH = (daemon)M X-RayZ HIO|HE

O| Cl22 XZE 2000014 UDP CO|HHE &l CHY | LICH 78 It & HHE SHE AA85t0 LE
2 J|Et 28 HEE + JU&LICH RpME HE = AWS X-Ray HE HH5 7|8 FZsHM 2.
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Linux0f| A X-Ray CHE= (daemon) &/

HHFOIM 2 MY IUS HBE £ AALIDH -0 SMS AB3H0 2T Tl BT -ne

= E|X-I° AM XS I%=|I-|_||:_|._

fjo

~/xray-daemon$ ./xray -o -n us-east-2

EfS

fjo

HiZoil M &

02

ot

TN
[
M
>
0o
o
r
o

~/xray-daemon$ ./xray -o -n us-east-2 &
pkill2 HHZOM A™E= O Z2MAE SR ELICH
~$ pkill xray
(Docker Z1E{0|L404| A{ X-Ray CH=(daemon) &
TH A O|LoM OB 22 AlEEH 7| @Il OIS EMAEE DockerfileOlgt= T2 X{&HEHL

Ct. Amazon ECRO|IM Z&| O|0|X| 6| X|E CIRZESHAIAIL. AFMIEH LI 2 CHE(daemon) CIHRZE
51718 EEStMIR.

Example = 74Zt 2 — Amazon Linux

FROM amazonlinux

RUN yum install -y unzip

RUN curl -o daemon.zip https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/
xray-daemon/aws-xray-daemon-linux-3.x.zip

RUN unzip daemon.zip && cp xray /usr/bin/xray

ENTRYPOINT ["/usr/bin/xray", "-t", "0.0.0.0:2000", "-b", "0.0.0.0:2000"]

EXPOSE 2000/udp

EXPOSE 2000/tcp

docker build& AF&35to{ Z4El|O[L1 O|O|XIE YUEgfLICt
~/xray-daemon$ docker build -t xray-daemon .
docker rung Ar&3sto{ ZIE|O|L0i| A O|OIX|E Al=efLICH.

~/xray-daemon$ docker run \

Linux0ll A X-Ray CHE (daemon) &3 159


https://gallery.ecr.aws/xray/aws-xray-daemon

AWS X-Ray THEFRF OFLHA

--attach STDOUT \

-v ~/.aws/:/root/.aws/:xro \
--net=host \

-e AWS_REGION=us-east-2 \
--name xray-daemon \

-p 2000:2000/udp \
xray-daemon -o

0| s

Ct

Ojo

M

mjo
>
oo
o
r
o

rlo

« --attach STDOUT - E{0|'=d0i| M CHE (daemon) 21 FLIC}.

« -v ~/.aws/:/root/.aws/:ro— Z1E{|O|LH0| .aws C|HE{Z2|0i| CHEF 17| & A A|
045t0{ SDK Xt4 ZBHE ¢lg = UL T FLICH AWS

« AWS_REGION=us-east-2 - AWS_REGION &3 & M7% 3504 CHE (daemon)0i| O B[S At
K| LEILC.

« --net=host — ZAH|O|L4{E& host HIEQ|T o HZATLICI. TAE HELI | HOILE ZEE A
AIHR| 2t M2 SAIE = JU&LICt

. -p 2000:2000/udp - HFE{Q| UDP ZE 2
2 RIEH EH0IM ARE|X
o

&t

>
]

=
T

fjo

0002 ZiElolLie] SYUst =2 HEELICH SYs
| ot oZa

HE 2|3 9| AE|0|L47|2| SAlsteE e E ot= o ZE 2|70l Mo|Lt
HHEWNMOECE MOIHEE MEE = UA FHilct

« --name xray-daemon - &2|2| O|F& ddst= L4l Z4EO[L{0d| xray-daemonZt= O|&E K|
p=k-igim 3

-« -0 (0|0O/X| O|F %I) - Z4&ll0|Lq LHoll A CHE (daemon)
O] M2 CiE(daemon)O| Amazon EC2 RQIAEIA O
St & X|A|LICH.

lﬂ fjo

S X|5t24™H docker stopE AFRELICI DockerfileE B304 A O|O|X|E HESH B2
o =R OHE ZHIO|HE dM5te{H 7|E ZE|O[L{E AfA|SHOF & LICH ZH|O|Li= docker
rm2 ALE5t04 AA|ELICEH

$ docker stop xray-daemon
$ docker rm xray-daemon

Windows0i| A X-Ray CHE(daemon) A&l

HUFOIM OIE A TUS MY
=2 Bng MR

ot

T UAELICH -0 SHE AI8510{ 24 ZE0A A&st -n2

_
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> .\xray_windows.exe -0 -n us-east-2

PowerShell A3 ZEE AIE5l0{ C|IE& MH|AE TF

min
k=l
>
0%
o
-
n

Example PowerShell A ZE - I

if ( Get-Service "AWSXRayDaemon" -ErrorAction SilentlyContinue ){
sc.exe stop AWSXRayDaemon
sc.exe delete AWSXRayDaemon

}

if ( Get-Item -path aws-xray-daemon -ErrorAction SilentlyContinue ) {
Remove-Item -Recurse -Force aws-xray-daemon

$currentlLocation = Get-Location

$zipFileName = "aws-xray-daemon-windows-service-3.x.zip"

$zipPath = "$currentLocation\$zipFileName"

$destPath = "$currentLocation\aws-xray-daemon"

$daemonPath = "$destPath\xray.exe"

$daemonLogPath = "C:\inetpub\wwwroot\xray-daemon.log"

$url = "https://s3.dualstack.us-west-2.amazonaws.com/aws-xray-assets.us-west-2/xray-
daemon/aws-xray-daemon-windows-service-3.x.zip"

Invoke-WebRequest -Uri $url -OutFile $zipPath
Add-Type -Assembly "System.IO.Compression.Filesystem"
[io.compression.zipfile]::ExtractToDirectory($zipPath, $destPath)

sc.exe create AWSXRayDaemon binPath= "$daemonPath -f $daemonLogPath"
sc.exe start AWSXRayDaemon

0%

OS X0 M X-Ray CH=(daemon) 4!

HEoM O A otds AE = UELICH -0 SME AFE510d 22 ZE0M A& T -n2
1S |_—_|.

o

2 HE dEEL

~/xray-daemon$ ./xray_mac -o -n us-east-2
CIES HiZOIA ARsHaA™ &8 A LI

~/xray-daemon$ ./xray_mac -o -n us-east-2 &
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EOIdo| e M ol20| Sz &= AE EXIst2A® nohupS AFSELICH

~/xray-daemon$ nohup ./xray_mac &

AWS Elastic Beanstalk0lA{ X-Ray Ci=(daemon) &

E2||olA H|O|E{E ol Z2|70|Mol M AWS X-Ray2 S 7|5t7| I3l Elastic Beanstalk 22| Amazon
EC2 QIAEAO|M X-Ray C=(daemon)2 AT = U&LICH X|HEl= ESHE S5 2 AWS Elastic
Beanstalk 7Hgt A} OFLHA{ 2| AWS X-Ray C|HZ A2 FE5HAAIL.

® Note
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Elastic Beanstalk 231 &0 Z&E HAO| Al HHTH0| ofd &= U&LICH Y ZSHE FHoMH ALE
A

JHS B G20l HAS BOIsHHH XIS EHE ¥22 AEFHIAL,

III|I=I

Elastic Beanstalk= HE|Z1E| 0|4 £ 7{(Amazon ECS)
of&LCt.

SHE 01| A X-Ray CH=(daemon)2 M| S5t K|

Elastic Beanstalk X-Ray S & & Al&35t0{ X-Ray CH=(daemon) A5t 7|

&2 AB50{ X-Ray SBS H ML 74 1US AB3tod of B2 01 A4 TS0l PAEL
=3

[e][]

Elastic Beanstalk £ 0|A X-Ray CHE (daemon)E & 43l 5t24™

1. Elastic Beanstalk &2 iL|C}.

k=]
= =+
2. M8 BB e E£2 o|SELICH

3. Configuration(T4d)2 ME4FL|C}.
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4. [Software Settings]& MEHEIL|C}.

5. [X-Ray daemon]0{|A{ [Enabled]E MEHELIC}.
6. App|y(x-lg) MEHSHL|C},

74 nhel

ffo

As DEO| ZEAIFH A #Z AoJoIA OIS E 4 UaLch.
Example .ebextensions/xray-daemon.config

option_settings:
aws:elasticbeanstalk:xray:
XRayEnabled: true

Elastic Beanstalk2 7+ I} € CHE(daemon)dll MEstn 238 E& QIXIZ &=248LICH.
Windows Server Z22 &

« M 12l - C:\Program Files\Amazon\XRay\cfg.yaml
« 21 - c:\Program Files\Amazon\XRay\logs\xray-service.log

o T ot - Jetc/amazon/xray/cfg.yaml
« 21 - /var/log/xray/xray.log

Elastic Beanstalk AWS Management Console L2 HHEE0|M QIAHA 28 7KLV & &
TE MBI ELIcH 4 Y g TE st 2YES F71610q Elastic BeanstalkO| X-Ray CH=(daemon) £
JE TS XIYE = Jauct

Example .ebextensions/xray-logs.config - Linux

files:
"/opt/elasticbeanstalk/tasks/taillogs.d/xray-daemon.conf" :
mode: "Q00644"
owner: root
group: root
content: |
/var/log/xray/xray.log

Elastic Beanstalk X-Ray S & & At&3t04 X-Ray CHE(daemon) A& 5t 7| 163
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Example .ebextensions/xray-logs.config - Windows Server

files:
"c:/Program Files/Amazon/ElasticBeanstalk/config/taillogs.d/xray-daemon.conf"
mode: "0Q00644"
owner: root
group: root
content: |
c:\Progam Files\Amazon\XRay\logs\xray-service.log

KFAIEE LI 2 AWS Elastic Beanstalk 7HerXF ©FLHA{ 2| Elastic Beanstalk 8 Z20{| A1 Amazon EC2 24

EHAOl 21 EHY|E #XSHML.

+=8 S92 X-Ray L= (daemon) CHREE 2 A&S7| (2 2)

ZHE 740l X-Ray CHE(daemon)2 AFEE = e B Amazon S30|M CIREZE3510{ 4 ot
of B M™E ~ A&t

Elastic Beanstalk 7t Tt & A& 3+04 C 2(daemon)2 CIR 2 =5t A LI|CH
Example .ebextensions/xray.config — Linux

commands:
Ql-stop-tracing:
command: yum remove -y Xray
ignoreErrors: true
02-copy-tracing:
command: curl https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-
daemon/aws-xray-daemon-3.x.rpm -o /home/ec2-user/xray.rpm
@3-start-tracing:
command: yum install -y /home/ec2-user/xray.rpm

files:
"/opt/elasticbeanstalk/tasks/taillogs.d/xray-daemon.conf"
mode: "Q00644"
owner: root
group: root
content: |
/var/log/xray/xray.log
"/etc/amazon/xray/cfg.yaml"
mode: "Q00644"
owner: root
group: root
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content: |
Logging:
LogLevel: "debug"
Version: 2

Example .ebextensions/xray.config - Windows Server

container_commands:
01l-execute-config-script:
command: Powershell.exe -ExecutionPolicy Bypass -File c:\\temp\\installDaemon.psl
waitAfterCompletion: 0

files:
"c:/temp/installDaemon.psl":
content: |
if ( Get-Service "AWSXRayDaemon" -ErrorAction SilentlyContinue ) {
sc.exe stop AWSXRayDaemon
sc.exe delete AWSXRayDaemon

$targetLocation = "C:\Program Files\Amazon\XRay"
if ((Test-Path $targetLocation) -eq 0) {
mkdir $targetLocation

}

$zipFileName = "aws-xray-daemon-windows-service-3.x.zip"
$zipPath = "$targetLocation\$zipFileName"

$destPath = "$targetLocation\aws-xray-daemon"

if ((Test-Path $destPath) -eq 1) {
Remove-Item -Recurse -Force $destPath

$daemonPath = "$destPath\xray.exe"

$daemonLogPath = "$targetLocation\xray-daemon.log"

$url = "https://s3.dualstack.us-west-2.amazonaws.com/aws-xray-assets.us-west-2/
xray-daemon/aws-xray-daemon-windows-service-3.x.zip"

Invoke-WebRequest -Uri $url -OutFile $zipPath
Add-Type -Assembly "System.IO.Compression.Filesystem"
[io.compression.zipfile]::ExtractToDirectory($zipPath, $destPath)

New-Service -Name "AWSXRayDaemon" -StartupType Automatic -BinaryPathName
"*"$daemonPath'" -f “"$daemonLogPath™""
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sc.exe start AWSXRayDaemon
encoding: plain
"c:/Program Files/Amazon/ElasticBeanstalk/config/taillogs.d/xray-daemon.conf" :
mode: "0Q00644"
owner: root
group: root
content: |
C:\Program Files\Amazon\XRay\xray-daemon.log

e st o] of Mol MHE CHE (daemon)ll 21 I E Elastic Beanstalk EIY 21 %fdoi| F£7}5l01 2&
IF = Elastic Beanstalk 3HE CIE{HO|A(EBCLNZ 208 QM M ZEEITS &L

Amazon EC20{| A X-Ray CIE A&5l7|

Amazon EC29| Ct& 24 Mol X-Ray CHZ(daemon)E A& = JU&LICH

* Amazon Linux
« Ubuntu
« Windows Server(2012 R2 0| 4})

QARA Z 2 U2 AL 3104 CHE(daemon)O| FA H|0|E{E X-Rayd| Y2 E& HEt2 Fo4gLict.
KtMIE LI 2 CHE (daemon)oi| X-Ray 2 H[O|E{E MEE i £of MME XM L.

A-EXt HIOIEf AT RIEE ALE5t04 QIARIAE AR E [ XIS 2 2 CHE(daemon) 2 M™E = US
L|C}.

Example A& X} CI|O|E{ A3 BIE - Linux

#!/bin/bash

curl https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-xray-
daemon-3.x.rpm -o /home/ec2-user/xray.rpm

yum install -y /home/ec2-user/xray.rpm

Example Cl|O|E{ A3 & E A& - Windows Server

<powershell>

if ( Get-Service "AWSXRayDaemon" -ErrorAction SilentlyContinue ) {
sc.exe stop AWSXRayDaemon
sc.exe delete AWSXRayDaemon
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$targetLocation = "C:\Program Files\Amazon\XRay"
if ((Test-Path $targetLocation) -eq 0) {
mkdir $targetLocation

}

$zipFileName = "aws-xray-daemon-windows-service-3.x.zip"
$zipPath = "$targetLocation\$zipFileName"

$destPath = "$targetLocation\aws-xray-daemon"

if ((Test-Path $destPath) -eq 1) {
Remove-Item -Recurse -Force $destPath

$daemonPath = "$destPath\xray.exe"

$daemonLogPath = "$targetlLocation\xray-daemon.log"

$url = "https://s3.dualstack.us-west-2.amazonaws.com/aws-xray-assets.us-west-2/xray-
daemon/aws-xray-daemon-windows-service-3.x.zip"

Invoke-WebRequest -Uri $url -OutFile $zipPath
Add-Type -Assembly "System.IO.Compression.Filesystem"
[io.compression.zipfile]::ExtractToDirectory($zipPath, $destPath)

New-Service -Name "AWSXRayDaemon" -StartupType Automatic -BinaryPathName
"*"$daemonPath’" -f ""$daemonLogPath ""

sc.exe start AWSXRayDaemon

</powershell>

Amazon ECS0{| A X-Ray CH&(daemon) A& 5} 7|

Amazon ECSO0{ A X-Ray L= (daemon)2 Al&st= £ 71 O|0|X|E 445t0o4 =7{ o|0|X| E[ZX|EZ
of Y2 =3t CHS Amason ECS 22{AE{0of HHZ 8FL|C}. =hed *-Ql ool ZE ofE Y HESI 2E
MHE2 AF83tod o EE(AH 0| MH0| CIE ZiE|Oo|Let SAISHES & = U&LICH

Z 4 =7 0l0Ix| AR

X-Ray= OfZ 2| 0|1t &7 HY =
REMIEH LI 2 CHE (daemon) CHRZE S |E & EASHAIL.

T
molI
i
30

Example Ef& 3 9|
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{
"name": "xray-daemon",
"image": "amazon/aws-xray-daemon",
"cpu": 32,
"memoryReservation": 256,
"portMappings" : [
{
"hostPoxt": O,
"containerPort": 2000,
"protocol": "udp"
}
]
}

=7 o|0|x| M4 2 W

AER XIE T2l B2 AtA| =74 o|0[X|E HolsHol & + U&LICH

m>

7tsll CH=(daemon)oil EE{|0|A HIO|E{E X-Raydll Y2 EE HEtS

o 1= ZTS
o9& LICt RtAIEH LHE 2 CHE(daemon)of X-RayZ CI|O|E{E TS E Ml 2o MME & ESHM L.

CtS Dockerfile & stLIE AH835t0{ 22 A™&st= O|0|XIE M &ELct
Example &= 74T} — Amazon Linux

FROM amazonlinux

RUN yum install -y unzip

RUN curl -o daemon.zip https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/
xray-daemon/aws-xray-daemon-linux-3.x.zip

RUN unzip daemon.zip && cp xray /usr/bin/xray

ENTRYPOINT ["/usr/bin/xray", "-t", "0.0.0.0:2000", "-b", "0.0.0.0:2000"]

EXPOSE 2000/udp

EXPOSE 2000/tcp

(® Note

O3 2SOl U0l R TS £ IS E RIS FAE AITsR{R B2l -t 2 -b7)

E71 ol0[x 44 & 4=
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Example Dockerfile — Ubuntu

ClHIoh THY BiFio] Z, Mx| ZRIS CHe2EE 1) EXI7H YASHK| LS CAQIE 7 215
Mz Ax|3HoF BLICH

FROM ubuntu:16.04

RUN apt-get update && apt-get install -y --force-yes --no-install-recommends apt-

transport-https curl ca-certificates wget && apt-get clean && apt-get autoremove && rm
-rf /var/lib/apt/lists/*

RUN wget https://s3.us-east-2.amazonaws.com/aws-xray-assets.us-east-2/xray-daemon/aws-

xray-daemon-3.x.deb

RUN dpkg -i aws-xray-daemon-3.x.deb

ENTRYPOINT ["/usr/bin/xray", "--bind=0.0.0.0:2000", "--bind-tcp=0.0.0.0:2000"]

EXPOSE 2000/udp

EXPOSE 2000/tcp

ANEste HES3 2o et 2 Holo| FMo| FetElLIcH 7[22t2 EEIX| HESIZo|H, 7|2
VPCO{ A M-g%g T A&LICH EE[X]| HE =0 AWS_XRAY_ DAEMON _ADDRESS &4 H+E M™
5o SDKOi| & =& ZIHO|{ ZEE 22[1 SAE ZEE HYELICt 0 E S04, UDP X E 20002
H A5t ofZ 2|70 M ZE|O|LHof| M Cl|2 ZEIO|L{ £ o|o{X|= EIE M-dFLCt.

Example E{A 3 H9|

{
"name": "xray-daemon",
"image": "123456789012.dkr.ecr.us-east-2.amazonaws.com/xray-daemon",
"cpu": 32,
"memoryReservation": 256,
"portMappings" : [
{
"hostPoxt": O,
"containerPort": 2000,
"protocol": "udp"
}
]
},
{
"name": "scorekeep-api",
"image": "123456789012.dkr.ecr.us-east-2.amazonaws.com/scorekeep-api",
"cpu": 192,

"memoryReservation": 512,
"environment": [

T7{olojx] 44 2 e 169



AWS X-Ray

THERE QLA

{ "name" : "AWS_REGION", "value" : "us-east-2" 1},

{ "name" : "NOTIFICATION_TOPIC", "value" :

"arn:aws:sns:us-
east-2:123456789012:scorekeep-notifications" },

{ "name"™ : "AWS_XRAY_DAEMON_ADDRESS", "value" : "xray-daemon:2000" }
1,
"portMappings" : [
{
"hostPort": 5000,
"containerPort": 5000
}
1,
"links": [
"xray-daemon"
]
}
VPCe| ZE}0|H! MEHM BHAEE A™dsts B2, awsvpc HERT ZEE AHE35t0{ ZiE|O[L
of ENI(EFEX HE (3 QIEH0|A)E HAY = U&LICE O|2M B3 AI82 I|E = /U&LICH =
E oiZ, @3 2 AWS_XRAY_DAEMON_ADDRESS &4 B0 SAE T EE MaFghL|Ct
Example VPC %94 % 9|
{
"family": "scorekeep",
"networkMode":"awsvpc",
"containerDefinitions": [
{
"name": "xray-daemon",
"image": "123456789012.dkr.ecr.us-east-2.amazonaws.com/xray-daemon",
"cpu": 32,
"memoryReservation": 256,
"portMappings" : [
{
"containerPort": 2000,
"protocol": "udp"
}
]
.
{
"name": "scorekeep-api",
"image": "123456789012.dkr.ecr.us-east-2.amazonaws.com/scorekeep-api",
"cpu": 192,

"memoryReservation": 512,

E71 ol0[x 44 & 4=
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"environment": [

{ "name" : "AWS_REGION", "value" : "us-east-2" },
{ "name" : "NOTIFICATION_TOPIC", "value" : "arn:aws:sns:us-
east-2:123456789012:scorekeep-notifications" }
1,
"portMappings" : [
{
"containerPort": 5000
}
]
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Example

--role-arn, arn:aws:iam::123456789012:r0le/xray-cross-account

X-RayOl M AL & = e BHEE SMoi CHEt XM LHE 2 AWS X-Ray CHE(daemon) 748 & X
SHAAIL.

Amazon ECS 2&0lAM HHE 24 74 172



AWS X-Ray THRE OHLEA

o E2|7l0|M 7 CH4 AWS X-Ray

ofZ 270l AIFol= Zt 2o Chet HIEtC|O[E{2t &7 oS 2|71 0lM LHe| =4l Sl e dl 23 3l 7|
Et O|'HIEofl CHEF £ C|O|E{E TS ste Aol ZHFELICEH 5§ 27 ALEoill et oded 7HX| AF

SMg MEiStAHLE et e + U&LICH

. RS S - YHHoR T4 W, KIS AS of0IE £7h EE V5 HAHLES S8 e W
giol OHEEIFHOIMS HSE 4 laLict

P

=

- 2lo|EE{2| HIF — ofEZ2lAH ol T = HEE %[4A 35101 AWS SDK, Apache HTTP Z2tO[|1E =
= SQL 2CI0|¢ERt Z2 §H 2to|EB{E| &

CE ZHUYIE CHYOE sHe AN WEE ASS
F7be 4+ AsLich
4575 - 5 YR E MEsHE Z YIRIoIM HE AN AE =8 FIHELICH
OHEZI701449] X-Ray EZI0|AIS I8t HZ0l ABE 4 U= 0424 7HX| SDK, IOIHE W =77} 2
Lot
=5

- BHEEZZS AE35t0d ofZ 27| 0|2 HIE 57 AWS OpenTelemetry

- AWS X-Ray SDKZ ofEZ 2|7 0| HZ 57|

+ AWS Hi Z I8 OpenTelemetry SDK?} X-Ray SDK & MEH
AAIL Go
AAI2 Java

5
5
- CIS Zo| o EE|7IolME HIFSHAAIL. Node.js
5
5

« CtS2t Zo| oHEEIFH0IME HES

- T2 Z ol ofE2IA0IME HBS

« Ct31 Zo| oHEE|AH0[ME HF AL Python

« CIS3} Zo| ofE2|F0|ME HASSHAAI NET
« RubyZ OHEZE|A0|ME HASSML

HiZ &2 AFE 3504 O ZE2|AH 0| MHE A ZFSH7| AWS OpenTelemetry

AWS HHZZF OpenTelemetry (ADOT) 2 221 E HIO|E|E HFE! RHEF (CNCF) Z2MEE 7|HIo
2 3= AWS HHZ ZQIL|C} OpenTelemetry OpenTelemetry 24HE EQ0|A 2 HERIE 2 & £
UE BU QE AA AP|, 2HO|EEHE| L ofO|THE MEE MBELIC ol EZIR2 oM EIAE, X3}

HiZEHS AFE5to{ o Z 2|7 0| E2 H F 57| AWS OpenTelemetry 173



AWS X-Ray THRE OHLEA

LA ERZ| OpenTelemetry 74 QA E
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o
o
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HfZ BF ZdILICH AWS

ADOTE Ar&5tH AX[L|0{7t OHEEIFAO|ME & H HF5tod of 2 BA L U= XIE FHE
Amazon CloudWatch AWS X-Ray, Amazon OpenSearch ServiceE Z &8t 04t{ AWS ZLIE{Z £ F

Moz MaE £ olaLch.

ADOTS} &7 X-RayE AFE35tE2{H F 71X| 1 AT} EQELICH StL= X-RayQt &7 AL & £
A= OpenTelemetry SDKO| 1 CHE 3tLtE= X-Rayet &7 AL & = Q= OpenTelemetry Collector&
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3T CHR2AER QFHE NEC02 ASH £ léLch

Java & Go& ADOT SDKE= X-Ray S8 ME3 #=E X[HELICH CHE 21012 X-Ray HET =0
CH X|§do| =5t H AWS X-Ray SDK AFEE 12{5ll EMI2
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AWS X-Ray OHZ2|71|0|A40| EBIO|AE X-RayE MESITE HS6t7| Qe o SDK ME 7 =&

Zlof Q&LICH ZF X-Ray SDKE CH2 € M3 & LcH

- 0l QAE{HEE FII5t04 =4 HTTP S FHE £+ /U&LCH
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Q1018 SDK7} MSElLCh.

AWS X-Ray SDK for Go

« AWS X-Ray SDK for Java

« AWS X-Ray Node.js SDK& SDK
« AWS X-Ray Python& SDK

« AWS X-Ray SDK for .NET

« AWS X-Ray SDK for Ruby

247l X-Rayoll= Javaoil CHet AtS AF X|§0| & =|o{ [U&LICH
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X-Rayol| & &l SDK= AWSOH|M XS 5te ZILeHH SEE HE £F Mol AR AULICH AWS Distro
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(® Note

AWS HHEZE2 Lambda &+ AE S ?[et o ZHEHEt A2 23 E OpenTelemetry A3 &L
Ct. a2Lt 29 OpenTelemetry M3 2 2 QI5H Lambda &0l F£7} HZ2|7F 2231
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« X-Rayo| 5 ZEl&A| MZZ F=E|1t0| &8 (Node.js, Python, Ruby EE= .NET A& Al X-Ray 2&
O|& 043 EAEONM RSS2 AI&3t= 7|5 £7)

Ct=2t 2ol oiE 2|70l E HFSHAAL Go

EZ|0|AE X-RayZ &t S Go O EE|7|0|ME HFsts dHole F 7HX|7t U&LICH

« AWS HHEZ T CHA OpenTelemetry Go — Collector& AWS HIZ & & &3l Amazon CloudWatch
AWS X-Ray, Amazon OpenSearch ServiceE H|Z 8t 0421 AWS ZLIE{Z £F Mo 2 435 #
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HdE X|EQ} FHE TS
OpenTelemetry

« AWS X-Ray SDK for Go — X-Ray L= 2 &35 EB|O|AE M4t X-RayE ™
g2 MELUC

o

T A 2E &4 Bto|EEE| MEE MBS sh= AWS Hi Z EF L CH

OF

ot7| ¢/et 2ol

REMIBH LI 2 AWS HiZ EH8 OpenTelemetry SDKQF X-Ray SDK & MEHE(E) X FHAMIL.

AWS Distro for OpenTelemetry Go

OpenTelemetry Go& AWS HIZES ALE 5 ol EE[AH 0[S Bt | A F S50 45 e X[Ee
X2 Amazon CloudWatch, AWS X-Ray, Amazon OpenSearch ServiceE Z & 8t 042 AWS ZLI|E{ 3
E£FMOE MEE £ U&LICt OpenTelemetry& AWS HHEZEH 1} EH7A| X-RayE A8 35t2{™ 5 7HX|
TN QA EHFLICE X-Ray2t &7H AL E == U= OpenTelemetry SDK2 X-Ray 2t &7H AHS &
2= l& OpenTelemetry CollectorE 9|8 AWS Hi Z EHQIL|C},

AlZ3HE4™ OpenTelemetry Go® AWS HHZE T MHME =X

P A2

0|l

AWS X-Ray & CHE AWS MH|A D} B 7H OpenTelemetry® AWS HIZ IS AFS5HE ol CH
8t XEMIEH LHE 2 OpenTelemetry® AWS HiEZ EH EE = OpenTelemetry @ AWS HiZEF MHME E X
StAAI2.

do{ x| 2 ALE ol CHE REM[EH LHE 2 Githubl| AWS ZHEEHE & ZsHMIR.

Go& AWS X-Ray SDK

Go® X-Ray SDKE E&|0|A HIO|E{E MAdst 1 X-Ray CHE(daemon)oll ELHZ| @8t SeiA & HIM
CE ®MBste Go OHEE|IA 0lME 2tol=eia| ZgtlLich Ea|olA HlolE{E ofZ2l7 oMol &2
st= £AHTTP 93, :Lal oH§a|a1|o|A=|o| AWS SDK, HTTP Z2to|ME E& SQL Co|E{H|0|A
FHUEIE ALR5H04 LR A 4H|Ao+| = sEof ot & % ZatetLch £3t £502 AW

= MMET ClHT & % —’F— ol H|ElCO|E{oll FIHE == QU&LCH.

|m

go get2 AL23t0{ 3 GitHub 2| Z X|E2|0|A SDKE CI2ZE=8HLC}.

$ go get -u github.com/aws/aws-xray-sdk-go/...

2 o E2|7Ho| Mol B2 TIX{ xray.Handler B E AHE5t0 =4l EE EO||O|AFLICH HIAIX]
HEDHE 2 Ediloj& 2| Oigt HOHEE MHstn, SEHO| MEL|H MOHEE 22T LICH Al
OHETI He{ e Sotoll= SDK 22H0|HEQ| HMEE 0|85 HEE MOHEO =715t 5+¢
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@® Note
Lambda®| X-Ray SDKE MEH AFEQILICEH O|E &0l AHRSIX| &t E2 0=|7<*ol MH[A 2
ol Lambda MH|AE =9t Zt Lambda &4+ T E §tLt7f Z&ELICH. SDKE F7tstH &

O I

= AEE &350 Lambdaol o3l 7Bkl &+ MOIHE St MOIHEE FIIE =
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E HAMEol it 358 T4 £ U&LICH F3 SQL CloIEH|o|A0] CHEt 35S T4 £ &

o O|E901E #4510 SDK 852 FHstMAIR. EB{aQ8
E2/7olMde ddsts HFE Sla20l Cier HIO|HE 7ISstn, MEZ 73 |
T8st, 20 BleE dYa oiE2|70lMd 29| SDKHM EAlElE HE &2 =™
Ct

QEoO| chEt =7+ HE ot o Z (7 0|M0| =4 I HIEIC]O|E{olA] ot EdE 7ISELICH T2 E
Ef EHA0 M MSE &= UTF AHYE EEdt 7| 2L 40|17 Eol, £ HIo|HE =& e Ed
O|AE AME £ &LICH HECIOIH 52 XMEto| Mo JSONSE 2ZstE £ e ZE A
o ofTi|o|E 7IFE += UL
® =4 2 HEH OlE
ZM 4l HEIH|O|E{= X-Ray SDKE A&35t04 MOMHEN FII5tE olol BIAEQIL|CE F
M2 ZE ZEEAM ALESH7| fIa = & ELIcH HIEtHHOlE = =&l X| oEX|BF X-Ray
Z& E= APIE ALE510 RA| MOHENM & = QJ&LICH X-Rayoll CHE 47| KM AT £
o4&l AL Xt= +F Lt O| CIOIEHE Z + A&LICH

CHO|Q1E 7} Bho| QCt, F HEl 2CI0|¢MER OHE *9"894 5t MIHEE CHE
HMIHE SILIE oHE = USLICH AFEXF x| ™-
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2 BHWsl ot 9l MIHEE Zx5tD TESHE & USLICh A HHU ST 2 REO| fE ALS
At K% 59 MOIHEE BHED, 49 MIHEN 2E R e Tl 5+9l Ml o] HEtE ol 2t
Mg 7I8E + st
Q7 Abg

Go& X-Ray SDKE At&35t2{™ Go 1.9 O|& 0| & LCt.

SDK= Hutd & &l AlZh Al Chs 2rolE2E[of ol E &Lt
+ Go& AWS SDK H{Z 1.10.0 0|4
O|2{&t 52 SDKS| README .md Tt Lol A MAF LIC

SDKE CIREECM EME ZH0|M L=st1 ZAESH0 2 HEtR KoM SLCH

1. $GOPATH/src/github.com/aws/aws-xray-sdk-go(Linux E£& Mac) C|HEE| £&
%GOPATH%\src\github.com\aws\aws-xray-sdk-go(Windows) 2 &£ 0|S

2. godoc HHEES AAELICH
$ godoc -http=:6060

3. http://localhost:6060/pkg/github.com/aws/aws-xray-sdk-go/0AM EE2RX{ Q7|

Go& X-Ray SDK 44
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+ configure A&

MH|A E{3¢l

plugins2 At&3t04 ofE2|7H0|MS

ok

ARStE MH[20f CHEt HEE 7|58 = A&
2122

+ Amazon EC2 — QIAHA D, 7}8 ¥ 2! CloudWatch 21 I & EC2P1lugin F7+HELICH

+ Elastic Beanstalk — ElasticBeanstalkPluginO| 87 0|&, {7 gilol& X! Hi=Z IDE F7I&
Ct.

+ Amazon ECS — ECSP1uginO| ZIE|O|L{ IDE F7+&LICt.

Segment - Scorekeep

Overview | Resources . Annotations Metadata Exceptions

Elastic Beanstalk

Version label app-6f8c-170413_021009
Deployment ID 20
Environment name scorekeep-cmn

EC2

Availability zone us-east-2¢
Instance 1D i-035583d15d1471728

Xray

Runtime version 1.8.0 111

SDK version 1.1.0

Runtime OpenJDK &4-Rit Sarver VM
SDK X-Ray for Go

£c{aelE Ar8sted™ ok 71X & stLHE 7 SLich

"github.com/aws/aws-xray-sdk-go/awsplugins/ec2"
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"github.com/aws/aws-xray-sdk-go/awsplugins/ecs"
"github.com/aws/aws-xray-sdk-go/awsplugins/beanstalk"

Zt
4

MK
Ard
M

elol= £l

fjo

ECste BAIM Init() &+ 2£0| J&Lich
Example ec2.Init()

import (

(015

"github.com/aws/aws-xray-sdk-go/awsplugins/ec2"
"github.com/aws/aws-xray-sdk-go/xray"

)

func init() {
// conditionally load plugin
if os.Getenv("ENVIRONMENT") == "production" {
ec2.Init()

xray.Configure(xray.Config{
ServiceVersion: "1.2.3",

1)

[u}

SDKE Z£2{1Q MHE A835lod MIMHEO origin EEE M| &LICH ol= ofZ2|70|A
2 ’é‘%‘%kf AWS Z|AA SEE LIEFHLICH ot 21212 A8 35t B SDKE ElasticBeanstalk
> 42 sld =ME AE35tod EXE A ELICH

mjo

MEZ 7S MEsIod 7|FE 2He ZAYELIch

= 7
Z AW QES FA5tD, 2E A IA01|A-I =7t o"49_I 5%E X-Ray2 & MEFL
Elo] 2 A8
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SDKE ALEA X8 =2 HelEl =AMz MEFLICH 2%0| 048 Al
u]

o —
€ SDKE A Hmf &2 M LICH

(® Note
SDK7h X-Rayoll Z25t0f MEB R F2I2 7IxiE 4 g A 127h AIRE mf £ 415 X
meEol7|E 24 A3l SAEY FIH 2O 5% 2 L[S0t LICH ZAET MET AP
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E Y 258 £ = M8l ei7LE, X-Ray CHE (daemon)oll 348 = ¢ig AL o234
2 & £ {1 0| CHE(daemon)2 SDKOIM =& API 21T

IC}. SDKE X-Ray MZ&2IS A}

JSON = MOl A{ 24 2
MELR ALY & U&LICH

MEY T
gasole e =Y R

I
50
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Example sampling-rules.json

"version": 2,
"rules": [

{

"description": "Player moves."
"host": "*",

"http_method": "*",
"url_path": "/api/move/*",
"fixed_target": 0,

"rate": 0.05

}

1,

"default": {
"fixed_target": 1,
"rate": 0.1

O| ofofl M= stLtel AHERE X|IE #&|1 7|2 #&I2 "olghLch AH8RE x|
£ 910| 5% MEZZ H|E2 /api/move/ oteh Z2ol MEgrLICt 7|8 722 X %X 2 F7t
QLHEO10%E FMFLICH

TR EI=SEZXCIPN

= Fl=rC
= —
E Qo|iZE+S 0 £57t 371I EChst7|

OFLL2 AWS Lambda, MEE A& B & glaUlc THE Hulaot 228 sBoHE 22 o
B2 M8 250| Lambdaol oJal 7S ELICH B4 F5{0| F445tEID

ambdaoilM MEZ AHS LHEILICH
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dHod 2|2 XN|&35l2{™ NewCentralizedStrategyWithFilePathE AI835l01 22 MEZE
JSON 2 7t2|ZLct.

Example main.go - 24 MZ2l 73]

s, _ := sampling.NewCentralizedStrategyWithFilePath("sampling.json") // path to local
sampling json
xray.Configure(xray.Config{SamplingStrategy: s})

Example main.go - MZ 23 H|& M43}

s, _ := sampling.NewlLocalizedStrategyFromFilePath("sampling.json") // path to local
sampling json
xray.Configure(xray.Config{SamplingStrategy: s})

24

(® Note
xray.Config{} ZE9l LogLevel & LogFormat2 % 1.0.0-rc.1082E A& SX|ELICt

X-Ray= 222 /5 CtZ QIE{H0|AE AL ELICH 7|2 E7{= LogLevelInfo O|4H04 A
stdoutOd &LICt.

type Logger interface {
Log(level LoglLevel, msg fmt.Stringer)
}

const (

LogLevelDebug LoglLevel = jota + 1
LogLevelInfo

LogLevelWarn

LogLevelError

)
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Example io.WritexrOil A2 7|

xray.SetLogger(xraylog.NewDefaultLogger(os.Stdexrr, xraylog.LoglLevelError))

87 e
7] #4 2 AL 510 GoS X-Ray SDKE T A% 4 U&LICH SDKE CHS W4E X9 LI

AWS_XRAY_CONTEXT_MISSING — &84 U= MOIHETVI Qe B FHEI T HE I =71 HIOIEE
7|25te{0 & [ eMstE of QS WR|52{™ RUNTIME_ERRORE A&{EtL|Ct

T

5t 7

- HA

ol

_|C_>|_
« RUNTIME_ERROR— THE} oi 2|7} grMstL|Ct.
* LOG_ERROR - 2FE 7|Fst1 ASELICH (ZI&4)).
« IGNORE_ERROR— @ FE F A5t HlSErLICH.
UZ 2H-o|gle M A™ME|IE AR ZE = M ﬁEﬂE% MMStE FE0M HSE Scto|HEE
ME3ED ot AR FEE MOIHE E= 512 MOHEQ ZTE @ F 7} ghMle &~ Q&L ch

« AWS_XRAY_TRACING_NAME — SDK7} MIZHEO| AFE5tE AMHIA O|IEE M

L{o E

b=

« AWS_XRAY_DAEMON_ADDRESS - X-Ray CH&(daemon) 2|4
MO Z SDKE 127.0.0.1:200001 EBIO|A HIO|EE £

CHE(daemon)2 7488t B E=CIE SAENM A™ 52 A< 0| H-E AFSFELICH

| & A

£78 HaEs Icof MNE

O

o

=
o

22 A olgfLct.
configure AHE

Configure HMEE A

{ Go& X-Ray SDKE F#+4& =T &LICt Configure= Config X
HMet= stLtel el+=& ot EH

5to
MEHR] ZI= of &7 7HA{ZLLCt.

mo o

DaemonAddr

Ol EXtY2 X-Ray CHE(daemon) ElAL{e| ZAE 3l ZEE X|HeL|CH XIS K| o2 X-Ray
= AWS_XRAY_DAEMON_ADDRESS &4 td0| Zf2 AL LIt siE Zfo| A™E|o] UK| o™
"127.0.0.1:2000"2 At &FLICE.

ServiceVersion

O| EXtE2 MHIA HEE XIEELICH X|HtX| §f 2B X-Ray= Bl EXHE(™) S ASELICH
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SamplingStrategy

o|-

O SamplingStrategy Zix|= ECl|o|AL|= ofE /A 0| 2 &S XIHE Lt X|H
™ X-RayE= xray/resources/DefaultSamplingRules. json0l HOo|E M JIXE
LocalizedSamplingStrategyE AFEELICH.

StreamingStrategy

Ol StreamingStrategy ZHxl|= true7t RequiresStreamingtt&HE [ IOAHEE AEZ|YUE K]
01 & X|HFLICE XIHetR| fo™ X-Raye &t MOHE 7} 2020t 3H MEJE HMIHE
£ AEZ|StE DefaultStreamingStrategyE AFS & LICEH

ExceptionFormattingStrategy

O| ExceptionFormattingStrategy Z&l|l= 0] 0o 2|E AMElst= YRS XIMELICH X5t
x| ¢fo™ X-Ray= DefaultExceptionFormattingStrategyE error 89| XrayError,
QF MHAIX| & AE =T}t 374 AFSELICH

Go& X-Ray SDKE 4l HTTP & A Fst7|

Go& X-Ray SDKE At&35t04 o Z 2|7 0|440] Amazon EC2, AWS Elastic Beanstalk &= Amazon
ECS2| EC2 QIAEAONM MEISHE =4 HTTP 2™ E Edo|AE £ U&LICt.

xray.HandlerE AtE35t04 A HTTP REE FHELICH Go& X-Ray SDKE xray.Handler
SelA0M EZE Go 2H0|E2{2] http.Handler QIE{HO|AE 734501 ¥ 2XHE 72 HLICE
xray.Handler 22ilA = QEO| ZHHAEE A&%tD, A JHE 72 M5, 2Rt 42 8H
SIHE F715104 xray.CaptureZ M3E http.HandlerE BiE St HTTPY Edfo|A ZEE M
Aot

o| 2oHAE Ar 5t04 HTTP O"é, el %a% 25l Go& X-Ray SDKE MZ &
= Hol Alzt, HME 2 B x| 7t 2 & E Il:+ = ré —‘rw
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(@ Note
AWS Lambda & #2| Z%?, Lambdacs MEZTl= Zf QYOI MOHE stLIE SIELICH
RtAMEt 2 = AWS Lambda J2[11 AWS X-Ray d/ME X SHM|IL.
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Example main.go

func main() {
http.Handle("/", xray.Handler(xray.NewFixedSegmentNamer("MyApp"),
http.HandlerFunc(func(w http.ResponseWriter, r *http.Request) {
w.Write([Jbyte("Hello!"))

)
http.ListenAndServe(":8000", nil)
}
Zt MI2HEO|= MH[A Y Ptof|A o Z2(7H|0|M 2 AlEEst= 0|F 0| /JU&LICt ol MaHEQ| 0|F 0|
HHOZ KIHEITS 574U, 44l 20| SAE SIS JI¢S 2 SDK7F SXOZ 018 E KIMSHE
E Mg = A&LIt ™M 0|& XI™S AHEstH ¥ &t I ol O|Fol 2t 2§ S FXst OlF
O| of & miEH UX|5HK| f2 BR(0: ZAE SEH RIZE BR) 72 0|§2 MEF =+ /U&LIch

o
T

® HZE M
2. WHM EE= 7|EF IR o Z2IAHIO|Me R @ ’-é% MeEstE 49, X-Ray= IP I{Z! LK
AA IP7} OtLEF 2% 9| X-Forwarded-For SlHHZFE 2I0|ME IPE 7t X{FL|Ct MY

=z o

Hoi chsl 7|5 &l 2eto{ME IPE f/IZE + QAQEE Az[sted oF FELCH

=

QAHO| MEE|H SDKE MIIHEO FIF ZEE M50 0|2 LIEFHLICH MOMHE
x_forwarded forZ MMEE! true EEJ} X & FE 2B ZEI0|YHE IPE HTTP 2™ X-
Forwarded-For SIlHZ25 & 7} A4S LICt.

HEHeE OIS HEE ZESIs http EF2E Z =4 | CHet IHEE gLt
« HTTP HME - GET, POST, PUT, DELETE
- SEIOIUE FA - 2HE ™Ee 2Et0[UEIP

. Alzh- Al AIZHRE NZHSE TB).

« X olo|ME — MM 7HX{ user-agent JLIC}.

E

—

i
[

20| — 8E 9 content-length@lL|C}.
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MIHE OIF XI5 & 74

AWS X-Ray= MH|A O|§E AE5t0{ ALEXte| o EZ2[7H|0lMdE AlHst T, 0| CHE ofZ 2|70
M, Cl|O|E{H| O] &, 2|2 API, AtEXt2| OHE 2|7 0|MA M AtE 5t AWS E2lAALF FHELICH X-Ray
SDKE &l 0| CHEt MIHEE e M i MIHES| 0|F Z=of oHE2(7H 0S| MH|A
O|§& 7IS&Lct

X-Ray SDKE HTTP 28 3lr{e| 3AE 0|8
QXM MHH|A of| of 7| %] &
218l SDK7t HZE MIHE Of
atiof & LCt.

-n

ol MIZAHEE XIHE = U&LICH 2Lt o] STt
SAE FH ZE=E QAo Z

=
e S Lx|ste{H Sol2E 2%l 7|2 o|§2 XIHE

Ol
o Tlo

ofEZ2|7|o|M0] o4 =EMH|2le

ok kO
ot
mo
il
g'l_l
rr
o
40

O|§0| BIES =5 SDKE 7+ dE & U&LICH S 0|F XY =S AEsHH SDKIH o & miEnt
LRt LY ZAE O|F 2 A8st, 2FX| o2 ol 7|2 O|§€ HMEE + U&LIT

0| € =0, stLt2| ofZ2[AH o] Mol Ml 7Hel 5t =M@l (www.example.com, api.example.com,
static.example.com) 0 LEE &Y = U&LICE *.example.com EHSE 5% 0|F XY
MBS AI835to] Z SR H Q| MOIHEE MECIE O|E2E EAISHEH MH[A o MHIA £E
74 Ml 71 MZILICH o] IHEo ¥ X[ et EAE 0|§2 20| ofEE[AH o|Mo]| =AIE|H, AFE X} K]
3t CHA| ol o | | = =7} MH|A 2Hof| EA|ELICEH

DE Q™ MIHEN L2 0|ES AIE5tE{H O™ MMTL Zto| SHEHE MME il ofEZ2(70|M Of
Eg x|-Egct
(® Note
Ao Hol|st 7|2 AMH|A O|EE AWS_XRAY_TRACING_NAME 27 HH=Z2 Al235l0{ RiZ Q|
& £+ AasLct
SM 0| XY M2 ZAE O|F0| Yx|3H0F 5t= THEH L HTTP L& A E O|§0| mjfH
I UX|SHK| e B AEE 7|2 0|ES HOFLICH MOIHE 0|EE SMoZ X|H5te{H
NewDynamicSegmentNamerE& At&36t0{ Yx[st= ME & 7|2 0|FS FHELICH

QLYY SAE 0|&O| *.example.com WE I LX|5t= A EAE O|F2 AHEFLICH OZHX[ &
k=)
—_

func main() {
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http.Handle("/", xray.Handler(xray.NewDynamicSegmentNamex("MyApp", "*.example.com"),
http.HandlerFunc(func(w http.ResponseWriter, r *http.Request) {
w.Write([]Jbyte("Hello!"))
1))

http.ListenAndServe(":8000", nil)
}

Go& X-Ray AWS SDKE AI835t0{ SDK 2 & F™5t7|

oHZ2|70| 0| CIOIE{E XMEstHU, CH7 (ol 7|Est7AL, YEIZ EU7| 9l E 2 &35t B2,
X-Ray SDK for Go= S3IE 69 MOIHEZ CI2AEZoZ FXEL|CH AWS MH|A

(0fl: Amazon S3 HHZ! EE= Amazon SQS CH7|Y) LM HMASHE FE AWS MH|A 2 ElAAE
X-Ray 2£9| £ MHof| CIRAER = EZ EA|ELICH

I e B |

AWS SDK 2ZI0|HEE Ejo|AstE{H CHS ofQF ZH0| xray.AWS() &2 Z20|E ZAIE i

et
Example main.go

var dynamo *dynamodb.DynamoDB

func main() {
dynamo = dynamodb.New(session.Must(session.NewSession()))

xray.AWS(dynamo.Client)
}

JH CHS AWS SDK E2I0|HEE AFEE i &%
S0l MEE http.Request A0l A context

Example main.go — SDK £ & AWS

func listTablesWithContext(ctx context.Context) {
output := dynamo.ListTablesWithContext(ctx, &dynamodb.ListTablesInput{})

doSomething(output)
}

. MH|A 5k2f Zgholl CHal A
% 1S Lot

ZE MH|A0| CHal|, X-Ray 2 & 04 A

ZEE APIQ| O|§E £ # J&LIC
= X-Ray SDK7} MaHEO HEE F7} M =7 A

5104 AMH[A BHof

Hdst= 32 SDK7F EH E|olE22 Ohe

0 =2
b

i

0 A& E DynamoDB ZZI0|MEHM HH S ES M
HH &0 CHsll E|0|Z O|&E MHEN FIIEFLICE 2£0iM, ZH E|0[E0| THE LE2

|

ok fuin
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EME|o|2S A2 3K &2 S &0 cisH L DynamoDB = =7} EAIE

MH|A Hof| EAIED
L|ct.

Example & =2 XM&5t7| ?/8t DynamoDB 2% S £0f Cit 5t MOHE

{
"id": "24756640c0d0978a",
"start_time": 1.480305974194E9,
"end_time": 1.4803059742E9,
"name": "DynamoDB",
"namespace": "aws",
"http": {
"response": {
"content_length": 60,
"status": 200
}
1Y
"aws": {
"table_name": "scorekeep-user",
"operation": "Updateltem",
"request_id": "UBQNSOSAEM8T4FDA4RQDEBS40VTDRVV4AK4HIRGVIF66Q9ASUAAIG",
}
}
HHE 2|AhA0] HMAE M CHS MHIAE EEY E2 MUIA Yo F7H =71 HEELICH §
ElAAS AR K| oHe B MHIAE ST $E5HH ST MElA0| CHEH U =7k AAEL
CH.

« Amazon DynamoDB - Ei|0|& 0|&
« Amazon Simple Storage Service -tHHZ! 2! 7| 0|5

« Amazon Simple Queue Service — Cil 7| O|&

Go& X-Ray SDKE At835t0{ CIR2AEZRI HTTP & MH|A0 CHEt S & F™57|

OHZ2|7]0|M0| Ot O|Z 2 MH|A EE= H{E 2 HTTP APIE £ 35HH CHS of| Al Z 0]
xray.ClientE AF&3t0{ O|24&t ‘Zé—% Go OfZZ|70|Me| 5t MOAHER FMHE = U&LICH
O| oMol A http-clientE HTTP 20| HE QIL|C}.

o

Z2I0|MEE xray.RoundTripperZ eHZE 2IR2EE2|H e} &7 7[£70|
http.DefaultClient® MHE|= NS E http E22I0|ME Q| Ehe= SAHE S MM ELICH
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Example

<caption>main.go — HTTP £ 2} 0|1 E </caption>
myClient := xray.Client(http-client)

<caption>main.go — ctxhttp 2t 0|2 E|E AFE5t0{ TIRAEZ HTTP &Y &2 FHELICH</
caption>

CHS oIMl= xray.Client& AFE35109 cixhttp ZHO|EBHEIZ LA HTTP 2H S E£2 ASELICH
AER SEMHM ctxE MYE = UELICL Ol 7|& MOHE HEAETL A HE

0 & =01, X-Ray0| M= Lambda &= LHO| M MOIHEE H8e = Q1222 J|&E Lambda A|IHE
HEIAEE AFS 8t ofF &Lt

resp, err := ctxhttp.Get(ctx, xray.Client(nil), url)

Go& X-Ray SDKZ SQL #Hz| F%{57|

PostgreSQL &= MySQLO| CHEt SQL £ &2 EB||0|A352{™ CHS 042t 20| sql.0pend CHEE
xray.SQLContext E&2 WA LICH 7tsS3tH 78 EAHE CH4&l URLE AFSRELICEH

Example main.go
func main() {

db, err := xray.SQLContext("postgres", "postgres://user:password@host:port/db")
row, err := db.QueryRowContext(ctx, "SELECT 1") // Use as normal

©
o
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X
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Q
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%
O
x
Ml

AE35to ALE AL X|H 5t MIAHE dd5t7]

E #Yolod LEE *elst7| fls 2t = E Zrdol CHEr M SEE
1 2% motch, X-Ray SDKE st M2HE ool Y€

% — — o |
J|Z eI 271 59l HOIHEE MAsto CHE 59 MIHES 2887, T Mol
I M = F

= =

—

0X 03 FH o
or or > Ho

Capture HIMEE AI835t0d &4 FH

2
Q'I_l
do
x
LJ
e
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i
0=
0%
!
C
ful

Example main.go - At X} X|’H 5t MOMHE

0

func criticalSection(ctx context.Context) {
//this is an example of a subsegment
xray.Capture(ctx, "GameModel.saveGame", func(ctxl context.Context) error {

Go& X-Ray SDK 190



AWS X-Ray THRE OHLEA

var err error
section.Lock()
result := somelLockedResource.Go()

section.Unlock()

xray.AddMetadata(ctxl, "ResourceResult", result)

A 242 Scorekeep OHE2|A| 0|0 CHEF FX0] saveGame 5t MIAHET} LIEFLE= B

¥ Scorekeep awWsE

Scorekesp 200 390ms @ ]
DynamoDB 200 6.0 ms ] tt !
DynamoDB 200 50ms V]
DynamoDB 200 50ms ]
DynamoDB 200 6.0 ms ]
## GameModel saveGama - 14.0 ms
DynamoDB 200 50 ms ]
DynamoDB 200 8.0ms ]

Go& X-Ray SDKZE MIMHEON A4 2 HEIH|O|E F7}5H7]

FMut HEHCIOIEE AF835tod 2F, B d == of E2|7o| Mol CHEt 7t HEE 7|58 = /&Lt
X-Ray SDKO|M H4det= MIHE E= AFERI7F MM
EtCIO|EE F7tE &= U&LCt

Q'I_l
rr
>
00
pal
A

A
Q'I_l
4o
x
I
2
[m
=3
M
1
s}
=

FMR BRY, £A EE S8 AT BB 712 HofL
57| 9lsh QI AELICH Faig 2
= =
= =

GetTraceSummaries API

ZE| EHA0IM AL

HIEFCIOlEE Z4R] & &8 RE 980l Zte JHE 4 e 712t Hofx|g TE| EHA Al
E

o
clolaof K& st A X[e HMol= AH&EstX| &fE F7t O

fjo

MIHEO| = =43t HEHIO|E 2o ALS AL ID EAIYEE 788 = U&LICH AEXHIDE MOHE

ol YT Teof 7|SEH A8 o QIMARX| ShaLIC

Sections

+ Go& X-Ray SDKZ =4 7|53l 7|

« Go& X-Ray SDKZ M|E}H|O|E 7|E5}7]
+ Go& X-Ray SDKE AF&X} ID 7|5 3517|
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Go& X-Ray SDKZ T4 7|25}7|

><
IJ
)
<

« 2 —X-Ray FM9| zt2 =|C 1,000702] FLIZE EXE ZEE & UA&LIC
- M+ — Efo|lAT ZICH 50702 =M E ALY + JU&LICH

l]°|'
M
>
o
Q
>
5
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o
+
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+
|_I
o
:
fjo

FME BRYsitAHE MaAHES HAZE HEH|OIEE Z3etes EAtLEM

xray.AddAnnotation(key string, value interface{})

SDKE MOHE 2AM2| annotations ZiA|0f FAE 7|-Zt Ho{2 7| & L|CH SUsH 7|2
AddAnnotation2 5 H S &£5tH SUSH MIHE HZESHE Z2f2 Ho{esL|C}.

Go& X-Ray SDKZ M|EIH|O|E] 7|E 57|

HEICIOIEE At8stod AME oz QHYY E2Tt e MaHEN YEE el|l2E L

HIEICIO|EE B2 5te{™ M2 HES} @1ZE HIEICI|O|EHE X & st EAMLDt =7
AddMetadatag& E&&LICI.

O

xray.AddMetadata(key string, value interface{})
Go& X-Ray SDKZ AIZX}ID 7|E8t7]
AEXHIDE 8 MIHEN 7|55t0d LEE B AASKIE AlEgL(c
ArEXHID 7|5 2

1. AWSXRayOl|lAM &R MOHEO CHEt & ZE 7HX{SLICH

import (
"context"
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"github.com/aws/aws-xray-sdk-go/xray"
)

mySegment := xray.GetSegment(context)

2. QY2 BHAEXC| EXIY IDE setUserE S E&LICH

mySegment .User = "U12345"

ArEZXHIDS| EBO|AE HOB{H, user 7|HEE ZE EzAof HESHAAIR.

ED|0|AE X-RayZE &t S Java O EC|7|0|ME HFst= dHols F 7HX|7t UA&LICH

AWS HHZ & CHAF OpenTelemetry Java — Collector& AWS HiZ ZH2 &3H Amazon CloudWatch
AWS X-Ray, Amazon OpenSearch ServiceE H|R 8 0421 AWS ELIEE £F Mo 2 &35 &

HE X EQt FHE MEE = U LE 24 BHO|EHHE| MEE MBS 5t= AWS HHEZ T QIL|C
OpenTelemetry

« AWS X-Ray SDK for Java — X-Ray Cl=2 S35l EZ|0|AE MM35tD X-RayE H&35t7| I8t 2t0|
ez M EQLICE.

REMIBH LHE 2 AWS Hi Z EH8 OpenTelemetry SDKQF X-Ray SDK & MEHS(E) X FHAMIL.

AWS Distro for OpenTelemetry Java

Java& OpenTelemetry AWS HiZEH (ADOT)2 A& 35tH O ZE2|7H0|M S & 1 A F35t0q4 &5 g
El X|E2} X Amazon CloudWatch, AWS X-Ray, Amazon OpenSearch ServiceE E & 8t 042
AWS ZLIEZ &8 Mo 2 MEE £ U&LICH ADOTS 71 X-RayE AtE35tEdH F 7K #+d8 2
A7F ZHRELICH X-Ray2t &7 AFRE 4= Q= OpenTelemetry SDK2F X-Ray2t &7 AFRE £ Q&=
OpenTelemetry CollectorgE 28t AWS HiZ EQIL|CE ADOT Javaoll= AHS AlS X|§40| £ & =04 Of
ZE2|70|Mo|M 2= B3 gl0| EBl|0[AE MEE = /&L

FAAI2.

OII

AlIZtetEdT Java® OpenTelemetry AWS Hi Z EF MHME &R

AWS X-Ray & CHE AWS MH|A BHZ 1t & 71 OpenTelemetry AWS HHZ EHS A}

RtMIEH LI 2 OpenTelemetry® AWS HIZ EF 2= OpenTelemetry 2 AWS HHZE
AAI2.
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https://aws-otel.github.io/docs/getting-started/collector
https://aws-otel.github.io/docs/getting-started/java-sdk
https://aws-otel.github.io/
https://aws-otel.github.io/docs/introduction
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04 x| & AFS ol CHE REM[EF L& 2 Github2| AWS ZHEEHE & ZshM|2.

AWS X-Ray SDKE <|&t Java

Java& X-Ray SDK= FM O|0|E{E 45t 1 X-Ray RS2 M&57| /8t 2 HMEE A|
Zst= 2 ofZ 2|70 BtolER{E| Java MEQILICH FX HIOIE0le 28 T2 a0 M X235t
E FAMHTTP 23 2 88 T2 10| AWS SDK, HTTP 220|%1E =& SQL Hi|o|E{H| o] A FHE]

ﬂllll

HA0| ELiE 3 &0 o8t xowr EZFELC £t 502 MOIHEE
= ol HlEFH|O|E{ofl 78 25 QgL

2 Offr et

ol

Java& X-Ray SDK&

ol
ECIFL2EENMEE =

AL Z2MEQILICE github.com/aws/MHAM Z2HMEE HES
&LCt

Ct GitHub. aws-xray-sdk-java

AWSXRayServletFilterE MEZ ZEHE #7504 =41 2% EF0|AE AZFLICH HER %
E{7t MIOHEE YEeLIct MOHET Hed U= S2tol= SDK 20| E S| HAMEE 0|35
HE MOHEoO| F7t5t1 ot MOIHEE BHE0{ CIRA
SDKE MIHE7} deq Qe S+ of Z 27 0ol A 2245t

Eg 352 E3olAY 4 gL X3

=
£ 2E AtS2 2 7|SELCH

22|A 1.38E{& Springdl M & x| T2 2 2AOP)E AF&35t0o4 o EZ|F0|ME HSE £+ 2
LIct &, ofZ 2170l HEL| 2 EE FII6HX| A& o E 2|7 0| MH0| M- E[= AWSS e ofEZ|
Ao|ME HEE = A&LICH.

CHH22 2, Javad X-Ray SDKE Ar&35t0{ lE F40f SDK AWS SDK for Java QIAEFHE 52 2
2 T §stod 22t0|MEE HSELIC O_ﬁE HEE Z2I0|MEE AR50 CIRAE R AWS
MH|A EE EAAE 5 EE joict SDKE §HE &
MH|A LHOI M BMA S PE SIEAES

EME Adgste ol =&0| ELch

of Chet HEE 52| MOHEN 7|SF L ct.
Zx Mof| CIRAER =2 EA|IZ|of 7H
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| ot ©24™ Instrumentor 5t 2 ES M2Fst T AWS MH|AHS
|LIC}. SDK MH|A Z2t0|MEN aE F7t5104 71 ECI0|EE

CHE Java& X-Ray SDK 519 2 E2 HTTP web API & SQL Ci|O|E{H|O|A0f CHE CIRAE

2 E £ AFELICH Apache HTTP 52| 2 &2| Java& X-Ray SDK HHZ HTTPClient@}
HTTPClientBuilderE AFE3t0{ Apache HTTP ECI0|MEE HEE £+ U&LICH sQL #HEIE 7
MotedH SDKL| QIE{MEE O|o|E E0 F7HEFLICH

SDKE AL&3t7] AlRHet $0f, 2|29t serviet ZEIS T445104 SDK 558 74
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https://github.com/aws-observability
https://github.com/aws/aws-xray-sdk-java
https://github.com/aws/aws-xray-sdk-java
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2ol Chet %7} &2 of B 27 ol&d0] F41 U HIELEIO|Elol A st Aelg 7= ELch Fae T
B EHAD BH ALSE 4 UTS QAT Bt 7| 2k Woly| R0, § HlolEE T arE =3
OlAE Z{AE 4 & LICH HEHHOlE] #22 ABH0| HOM JSONSZ XHsty 4 ol BE 27
9 of20lE 7IZ 8 4 Lt
® FA U HiEtEolE
744 W HEHE|O|ENS X SDKE AL 304 MaHEO £7kste Yolo| AEQLICH FAl
ZE| EHA0IM A8 57| 9I5H I AEILICH HIEFEIO|E E QIS AIE|X| SFXIBH X-Ray 2&
S5tod HAl MIHEOIM & 4 2LITH X-Rayoll ChEt 947

= EA 7| HMATE Eo{E
MEXt= 7L Ol CIo|EHE 2 = U&LICH

Aco| ASE SetolHET} BT, AISE 2et0|9ER BHE 2 80| 59| MIUEES ez
HESHE 98 MIHE SLIE B'E £ USLICH ASK K| 82| MOHES| 2a0/E 52 B
Toh 69 MIUES X5t BT 4 USLICH MA B4Lt SH 2c 220l o3 A8 X
& 5t9l MOITES BHED, 49| MIHE BE 22 e Chal 82| MIHE! HEHE 0|9} F4
27158 4 AsLn

e 28

MavenOi| M Java& X-Ray SDKE CIRECE
i S

& £ QI&LICH Java® X-Ray SDKE AFHE AE|HZ &<
DEE LIFH, HH #2/8 BOME |

e aws-xray-recorder-sdk-core (E)-AHIHE MM U HIHE MES2 2Ft 7B 7Is. =+
Mo FAde st AWSXRayServletFilterE Z&HEfLICH
« aws-xray-recorder-sdk-aws-sdk— F* ZC}0|MEE Q% AWS MH|A IEBHZE F7}5+04

AWS SDK for Java 22I0|¢1E2te| E3IE HSELICI

e aws-xray-recorder-sdk-aws-sdk-v2— F& ZEI0|HEE @& AWS MH|A QIEHMEZE F
7}5t04 AWS SDK for Java 2.2 0|4 2 2I0|1EQIO| M3t 53512
A

« aws-xray-recorder-sdk-aws-sdk-instrumentor— & AI35lH 2 E aws-xray-
recorder-sdk-aws-sdk AWS SDK for Java 2ct0|HEE RS2 2 ASELICY.

« aws-xray-recorder-sdk-aws-sdk-v2-instrumentor— 2& AWS SDK for Java 2.2 O 4}
Zclo|MEE RS2 Z ASELICH aws-xray-recorder-sdk-aws-sdk-v2
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https://mvnrepository.com/artifact/com.amazonaws/aws-xray-recorder-sdk-core/
https://mvnrepository.com/artifact/com.amazonaws/aws-xray-recorder-sdk-aws-sdk/
https://mvnrepository.com/artifact/com.amazonaws/aws-xray-recorder-sdk-aws-sdk-v2/
https://mvnrepository.com/artifact/com.amazonaws/aws-xray-recorder-sdk-aws-sdk-instrumentor/
https://mvnrepository.com/artifact/com.amazonaws/aws-xray-recorder-sdk-aws-sdk-v2-instrumentor/
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« aws-xray-recorder-sdk-apache-http — Apache HTTP Z2t0|HE|A HEE & A HTTP
SES FHELULC

« aws-xray-recorder-sdk-spring — Spring AOP Zoi 3 ofZ 2|7 o|M] QIE{MEIE NS
ghlct.

« aws-xray-recorder-sdk-sql-postgres — JDBCO|A{ 2444 El PostgreSQL G| O|E{tH| O] A 01| CH
st urAl 352 2 AIEHLC)

+ aws-xray-recorder-sdk-sql-mysql — JDBCOIA M4 El MySQL G| O|E{H|O| A0 CHEF & Al
ZEE FHELICHL

+ aws-xray-recorder-sdk-bom- 2 E 59 ZE0| AR E HME X|Hste O AR E £ Ue
BOM=Z A|S&fLct,

« aws-xray-recorder-sdk-metrics— &% El X-Ray MIZHE M MERIL|X| o2
CloudWatch Amazon X|EE& HAIE & Ql&Lch

Maven EE= Gradleg At&3t01 OfE 2|70l E HES=E B2, 2= F40] Java& X-Ray SDKE F
74

SDKQ| Zei4a L HMEo] CHe X EME APl #E& AWS X-Ray SDKE R Z&HAAI2. Java
2F Abg

Java& X-Ray Java SDKOi|= 87l 0|4 2| HEZ! API 3, SDK X AWS £ 0| e gfLch
SDKE Zumed & A= AlZt Al T2 2tol=2qzlol| o Z&Lct.

« AWS H{7F 1.11.398 O|A& & Java SDK
» Servlet API 3.1.0

SDK2| pom. xml T} U0 MRIE|H Maven & Gradle2 AI&3t0{ RIESIE B9

Java& X-Ray SDKoOi| Z & El 2IO|EE{E[E M85t B Z& & HTS AtEsH{oF &LICH ol E &
o{ &= A|Zt Al 0|O| JacksonOi| 2| E5t e SEMHS Il HiZ ol JAR IS Z&AIZ] ARol=
SDK JARO| At&| BHHZ12] Jackson 2HO|EB{EIE Z & 522 0|5 JAR I 2 A 7sHoF g L|Ct.

Ad
o

ObM
g
re

=

Java® X-Ray SDKE MavenOll M AF& & = Ql&LICH
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https://mvnrepository.com/artifact/com.amazonaws/aws-xray-recorder-sdk-apache-http/
https://mvnrepository.com/artifact/com.amazonaws/aws-xray-recorder-sdk-spring/
https://mvnrepository.com/artifact/com.amazonaws/aws-xray-recorder-sdk-sql-postgres/
https://mvnrepository.com/artifact/com.amazonaws/aws-xray-recorder-sdk-sql-mysql/
https://mvnrepository.com/artifact/com.amazonaws/aws-xray-recorder-sdk-bom/
https://mvnrepository.com/artifact/com.amazonaws/aws-xray-recorder-sdk-metrics/
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc
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« J1& - com.amazonaws
- O}E|™E — aws-xray-recorder-sdk-bom

e HHXM-2.11.0

MavenZ2 At&35t0{ OfE2|7H|0[dE HEst= E< pom. xml It L0 A SDK
Ct.

M
oM
1
0x
|0
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=

Example pom.xml - &4

<dependencyManagement>
<dependencies>
<dependency>
<groupId>com.amazonaws</groupld>
<artifactId>aws-xray-recorder-sdk-bom</artifactId>
<version>2.11.0</version>
<type>pom</type>
<scope>import</scope>
</dependency>
</dependencies>
</dependencyManagement>
<dependencies>
<dependency>
<groupId>com.amazonaws</groupld>
<artifactId>aws-xray-recorder-sdk-core</artifactId>
</dependency>
<dependency>
<groupId>com.amazonaws</groupld>
<artifactId>aws-xray-recorder-sdk-apache-http</artifactId>
</dependency>
<dependency>
<groupId>com.amazonaws</groupld>
<artifactId>aws-xray-recorder-sdk-aws-sdk</artifactId>
</dependency>
<dependency>
<groupId>com.amazonaws</groupld>
<artifactId>aws-xray-recorder-sdk-aws-sdk-instrumentor</artifactId>
</dependency>
<dependency>
<groupId>com.amazonaws</groupld>
<artifactId>aws-xray-recorder-sdk-sql-postgres</artifactId>
</dependency>
<dependency>
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<groupId>com.amazonaws</groupIld>
<artifactId>aws-xray-recorder-sdk-sql-mysql</artifactId>
</dependency>
</dependencies>

GradleQ| Z<%, build.gradle T} 0{| A SDKE ALY AH BEHEHS R FIHELICH

Example build.gradle - 544

dependencies {
compile("org.springframework.boot:spring-boot-starter-web")
testCompile("org.springframework.boot:spring-boot-starter-test")
compile('"com.amazonaws:aws-java-sdk-dynamodb")
compile("com.amazonaws:aws-xray-recorder-sdk-core")
compile("com.amazonaws:aws-xray-recorder-sdk-aws-sdk")
compile("com.amazonaws:aws-xray-recorder-sdk-aws-sdk-instrumentor")
compile("com.amazonaws:aws-xray-recorder-sdk-apache-http")
compile('"com.amazonaws:aws-xray-recorder-sdk-sql-postgres")
compile("com.amazonaws:aws-xray-recorder-sdk-sql-mysql")
testCompile("junit:junit:4.11")

}
dependencyManagement {
imports {
mavenBom( ' com.amazonaws:aws-java-sdk-bom:1.11.39')
mavenBom( ' com.amazonaws :aws-xray-recorder-sdk-bom:2.11.0')
}
}

Elastic BeanstalkE Al235t04 O Z 2|7 0|MHME HHZ 5l AR, ZE SS AE X
O|EHE oty UZste= CHA HH & [motck Maven EE= Gradle2
8 4 UBLICH Gradie AHS O AIE i AE O E2|701MS HEFHAAIL.

JavaZAWS X-Ray At5 H/Z of0|ME

Java® AWS X-Ray AHS H5 OfOIMELE £l4A80| JHY =202 Java B hE OIS At
S 5 a2 ML 0] ofolES MES! 7I¥ ofEEIAH0IMD XIHEIE ZaU9IT L Btolu

2|2 0|2 0{Zl o|0|MEQS| BE CIRAEZ]
Apache HTTP 2%, AWS SDK 2% 2! JDBC
O|IMELE DE &M MOHES} 5 MOAHE

QE| chEt =X g K| LICH 07|0= CHRAEE
EZ}O|HE AE35to{ BHE sQL 2|7 =& ELIct of
E T § 6t X-Ray HEIAEE Ap||= MA|of Mot

Ch. X-Ray SDKe| 2 & Td1} CtYE 7|SE Java OO|HEM A& ALEE + U&LICH o0[TE
7t zlAadtel R0 2 XU o+ ULF MAE 7 | 2fo| MEHE[Qi&LICt
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X-Ray O|O|ME £2 M2 MEE!
Z2[70|M0] HI% | 2
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X-Ray 0O|HE= £ £ AlAE O[3 EZ(DiSCo)E A& 5t07 ?Z;SE.LI . DISCo= B4 A|AH0f A

A8E 4 UE Java OO|HEE 557 ILICH X-Ray Agent& At &3t

7| 2I5l DisCoE OlsHe 2= 9iX|2t EH|0|X|E GitHub %*—E—%M z2HMEoof Cisll XtAIS| ot=
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eb-java-scorekeepEZ 0{ZE|7|0| M2 X-Ray Agent?t &4 S-S T E ZHELIUSLICE o2&t

7|52 oo|HMETI =dst=E o] ERR[oe MER EEU dlZH F+80| Z&Elo] U}UX| &L

Ct. oHEE|AH0|ME 2HM A&FHHLE AWS 2|LAAE AL S0 A™StE{H ME of Z2|7H 0|2
S HtH{ S AHZE=

readme Lt AU0| = HHE MEML. ME HS AHESI0{ X-Ray EC|0|AE HYste U2 ME
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Al%fst7|
XA of Z 2|7 0|0 A X-Ray AtS |F Java O|0|HEE A|&StE{H ChE HAE EMAIR

1. A8 B¢l 2 E0l| M X-Ray CHE (daemon)2 A g LICt AtA|EH LHE2 X-Ray CHZ(daemon)E %

T

=
2. 0O|MEQ| %Al HIZ XS CIRELCSHAIA|Q. oF7}0|E 9

AEg ET TY AlAH HY 2IxIB
7|5l ELIch L8 2 Ct&1F Zrotof &rLCt,
disco
### disco-java-agent.jar
### disco-plugins
### aws-xray-agent-plugin.jar
### disco-java-agent-aws-plugin.jar
### disco-java-agent-sql-plugin.jar
### disco-java-agent-web-plugin.jar
3. OHE2|7o|Me| JVM Q7| Ct 2 & XSt T +Hst0od of0|HEE & d3tefLIct S st= 8
2 -jar 2l 2o - Javaagent Q=& Hix|5Hof & LICE JVM Q& £HetE Z2MAE Java
MHE AlEtste Ol ALt =7t Za|Y 3ol ek ChELICH ARl X|E2 A8 S A

ZRHI o HBME HZ 3M1I9L.
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https://github.com/awslabs/disco
https://github.com/aws/aws-xray-java-agent
https://github.com/aws-samples/eb-java-scorekeep/tree/xray-agent
https://docs.aws.amazon.com/xray/latest/devguide/xray-daemon.html
https://github.com/aws/aws-xray-java-agent/releases/latest/download/xray-agent.zip
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-javaagent:/<path-to-disco>/disco-java-agent.jar=pluginPath=/<path-to-disco>/disco-

plugins
4. 88 ZE2173 O|§ 0| X-Ray 2&0| EA L= L AIE X[H52{24 AWS_XRAY_TRACING_NAME &t
A ¥ E£E= com.amazonaws. xray.strategy.tracingName A|AE £482 HHFIAAIL. O]
E2 XI”HstXx| o™ 7|& o|§ 0| AAE & LLCH.
5. Mt == ZAE|O[LHE CtA| A|ZELICH oM =&l 23nt siY CIRAER S E0| FXELICEH of
A A7 EA|E|K| 8t A the section called “EX| "2 2 X SHAA|L.
-4

X-Ray O(O|ME &= AtEXI7t M3 & 2/F JSON T2 A MHELICH 7|[2XMo =2 o] It 0|F0|

X HE MEX A A= (0d: resources C|EEE|) xray-agent. jsonl| FE0f /U&LICH
com.amazonaws.xray.configFile A|AR £HE2 74 0} lo| M ot A|AE ZZ 2 M504
T ool AHE A XY fIXIE FHE = }sLcH

Ct 78 I of of ALt

0jo
rlo

"serviceName": "XRayInstrumentedService",
"contextMissingStrategy": "LOG_ERROR",
"daemonAddress": "127.0.0.1:2000",
"tracingEnabled": true,

"samplingStrategy": "CENTRAL",
"traceIdInjectionPrefix": "prefix",
"samplingRulesManifest": "/path/to/manifest",
"awsServiceHandlerManifest": "/path/to/manifest",
"awsSdkVersion": 2,

"maxStackTracelLength": 50,
"streamingThreshold": 100,
"traceIdInjection": true,

"pluginsEnabled": true,

"collectSqlQueries": false
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https://docs.aws.amazon.com/xray/latest/devguide/xray-sdk-java-configuration.html#xray-sdk-java-configuration-envvars
https://docs.aws.amazon.com/xray/latest/devguide/xray-sdk-java-configuration.html#xray-sdk-java-configuration-envvars
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https://docs.aws.amazon.com/xray/latest/devguide/xray-sdk-java-configuration.html#xray-sdk-java-configuration-sampling
https://docs.aws.amazon.com/xray/latest/devguide/xray-sdk-java-configuration.html#xray-sdk-java-configuration-sampling
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https://github.com/aws/aws-xray-sdk-java/blob/master/aws-xray-recorder-sdk-core/src/main/resources/com/amazonaws/xray/strategy/sampling/DefaultSamplingRules.json
https://github.com/aws/aws-xray-sdk-java/blob/master/aws-xray-recorder-sdk-core/src/main/resources/com/amazonaws/xray/strategy/sampling/DefaultSamplingRules.json
https://github.com/aws/aws-xray-sdk-java/blob/master/aws-xray-recorder-sdk-core/src/main/resources/com/amazonaws/xray/strategy/sampling/DefaultSamplingRules.json
https://github.com/aws/aws-xray-sdk-java/blob/master/aws-xray-recorder-sdk-aws-sdk-v2/src/main/resources/com/amazonaws/xray/interceptors/DefaultOperationParameterWhitelist.json
https://github.com/aws/aws-xray-sdk-java/blob/master/aws-xray-recorder-sdk-aws-sdk-v2/src/main/resources/com/amazonaws/xray/interceptors/DefaultOperationParameterWhitelist.json
https://github.com/aws/aws-xray-sdk-java/blob/master/aws-xray-recorder-sdk-aws-sdk-v2/src/main/resources/com/amazonaws/xray/interceptors/DefaultOperationParameterWhitelist.json
https://github.com/aws/aws-xray-sdk-java/blob/master/aws-xray-recorder-sdk-aws-sdk-v2/src/main/resources/com/amazonaws/xray/interceptors/DefaultOperationParameterWhitelist.json
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https://docs.aws.amazon.com/xray/latest/devguide/xray-sdk-java-configuration.html#xray-sdk-java-configuration-logging
https://docs.aws.amazon.com/xray/latest/devguide/xray-sdk-java-configuration.html#xray-sdk-java-configuration-logging
https://docs.aws.amazon.com/xray/latest/devguide/xray-sdk-java-configuration.html#xray-sdk-java-configuration-plugins
https://docs.aws.amazon.com/xray/latest/devguide/xray-sdk-java-configuration.html#xray-sdk-java-configuration-plugins
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Maven ZEMEO0|A 2t B2 pom.xml I+U0]| CHS & HE FIH5HAML.

<dependencies>
<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-xray-recorder-sdk-core</artifactId>
<version>2.11.0</version>
</dependency>
</dependencies>

Gradle ZEME 0| M 2 Jst= B2 build.gradle IO CIE &

I

HdE FISHMIL.

implementation 'com.amazonaws:aws-xray-recorder-sdk-core:2.11.0'
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https://docs.aws.amazon.com/xray/latest/devguide/xray-sdk-java-configuration.html#xray-sdk-java-configuration-logging
https://docs.aws.amazon.com/xray/latest/devguide/scorekeep-startup.html
https://docs.aws.amazon.com/xray/latest/devguide/scorekeep-startup.html
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Segment - Scorekeep

e

Overview Resources

Annotations Metadata Exceptions

Elastic Beanstalk

Version label app-618c-170413_021009
Deployment 1D 20
Environment name  scorekeep-cmh

EC2

Availability zone us-east-2c
Instance 1D iF035583d15d1471728

Xray

Runtime version 1.8.0 1M

SDK version 11.0

Runtime OpenJDK 64-Bit Server VM
SDK X-Ray for Java

Z{30I2 AF835t2d™ AWSXRayRecorderBuilder0lAM withPluging EE35HMAIL.

Example src/main/java/scorekeep/ .java WebConfig - il ZH

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.AWSXRayRecorderBuilder;

import com.amazonaws.xray.plugins.EC2Plugin;

import com.amazonaws.xray.plugins.ElasticBeanstalkPlugin;

import com.amazonaws.xray.strategy.sampling.lLocalizedSamplingStrategy;

@Configuration
public class WebConfig {

static {
AWSXRayRecorderBuilder builder = AWSXRayRecorderBuilder.standard().withPlugin(new
EC2Plugin()).withPlugin(new ElasticBeanstalkPlugin());
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https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/AWSXRay.html
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/AWSXRayRecorderBuilder.html
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/plugins/EC2Plugin.html
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/plugins/ElasticBeanstalkPlugin.html
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/strategy/sampling/LocalizedSamplingStrategy.html
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=

URL ruleFile = WebConfig.class.getResource("/sampling-rules.json");
builder.withSamplingStrategy(new LocalizedSamplingStrategy(ruleFile));

AWSXRay.setGlobalRecorder(builder.build());

}
}
SDKe E{1Q d™g Ar835to MOHEO origin EEE MHsH7|E &LICH Ol= ofEE|70|M
Aste ElAaA fES LIEHELICH AWS 048 E2{12l2 F%ﬁ = @< SDKE ElasticBeanstalk

EKS > ECS > EC2%2} Z2 a2 =ME At&stod EXE A™EELICH

SDKE X-Ray 2&0iM Holsts MED 752 AHRstod 7|28 238 ZHLICH & FAI2 of
& 3 N QS FM5D, ZE MHIA0AM %7t QM0 5%E X-RayR £5 MSFLICH X-Ray 2
£0f/ Z7t FES MAI5H04 2t ofE 2 0lM0f CHH 7| El= IOIE{S] &2 AL R KIBBLICH

Ol £ MCHZ MBS BHLICH 20| 043 AL R K| FAID YRlsHs B

(® Note
SDK7t X-Rayoll =& 5tl0od MER #EE 7tME = e B 1Z7HAIRE M sAEls A H
M Aol 7|2 24 A0 SAEG £ QAO|5% 2 E|SotZLIC SAET MEZZ API
E 2™ &8 £ e HEHo| gi7{L, X-Ray CHE(daemon)of @188 4+ g Z<R o|qsh &
go| LA 4 QT 0| CHE(daemon)2 SDKOIAM =28t API 2% S &0 CHEH TCP ZEA|
g ot

JSON BMoIM MER 72Ig EBI2E S SDKE TAHE £ UALICH SDKE X-Ray MEYES A
88 ol 42 24 732 #HHo R A8%tHLL EE 7ES Mo R MEE £+ JU&LUCH

Example sampling-rules.json

-~

"version": 2,
"rules": [
{
"description": "Player moves."
"host": "*",
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"http_method": "*",
"url_path": "/api/move/*",
"fixed_target": 0,

"rate": 0.05
}

1,

"default": {
"fixed_target": 1,
"rate": 0.1

}

O| ool = St AR A XIH #&|0 7|8 #2188 HolgLch AFZ A X -T-P'i!% AAFHMQRH
£ 910 5% MEZZ HIEE /api/move/ Ot2l ZZof M
LA 10%E FXELICH.

2HE 7o Molg mo| B2 1™ 4 0] X-Ray AMHIAE &5 £ O, BlZHel Zt ela
HAME S2MO 2 MEICHs ZWQLICH 3AEES QO| HHZE 42 1% ST 7 IH SChst7|
20l 7|5 &= ClolE{e] ¥E Mo{st7|7} of2d &Lt

OtLI2 AWS Lambda, Z3 &&= + 8T & H&LICH FHE MH|AT & Z&Ests B2
2 MElaoMd MEYE 23S MHEt £F0| Lambdadl 231 7S ELICH &4 Fxo| g4&stz|n
EfolA SH7t gle B2 LambdadiM MEZ AYE LHRILICH

Spring0il M e #2lg M SstedH + EeA0M CentralizedSamplingStrategyE AF& 3t
0 M | HE L ELICH

-

Example WebConfigsrc/main/java/myapp/.java - 2|2 +4

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.AWSXRayRecorderBuilder;

import com.amazonaws.xray.javax.servlet.AWSXRayServletFilter;

import com.amazonaws.xray.plugins.EC2Plugin;

import com.amazonaws.xray.strategy.sampling.LocalizedSamplingStrategy;

@Configuration
public class WebConfig {

static {
AWSXRayRecorderBuilder builder = AWSXRayRecorderBuilder.standard().withPlugin(new
EC2Plugin());

URL ruleFile = WebConfig.class.getResource("/sampling-rules.json");
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buildexr.withSamplingStrategy(new CentralizedSamplingStrategy(ruleFile));

AWSXRay.setGlobalRecorder(builder.build());
}

rr

Tomcatl| B2 ServletContextListenerE %5t
Xtoll SE&fLct.

Example src/com/myapp/web/Startup.java

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.AWSXRayRecorderBuilder;

import com.amazonaws.xray.plugins.EC2Plugin;
import com.amazonaws.xray.strategy.sampling.lLocalizedSamplingStrategy;

import java.net.URL;
import javax.servlet.ServletContextEvent;
import javax.servlet.ServletContextListener;

public class Startup implements ServletContextListener {
@Override
public void contextInitialized(ServletContextEvent event) {
AWSXRayRecorderBuilder builder =

AWSXRayRecorderBuilder.standard().withPlugin(new EC2Plugin());

URL ruleFile = Startup.class.getResource("/sampling-rules.json");
buildexr.withSamplingStrategy(new CentralizedSamplingStrategy(ruleFile));

AWSXRay.setGlobalRecorder(builder.build());

@Override
public void contextDestroyed(ServletContextEvent event) { }

Example WEB-INF/web.xml

<listener>
<listener-class>com.myapp.web.Startup</listener-class>
</listener>

2IAL{E F7t5tD O] 2lAL{E Hij=Z M
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2Z 7=t AF835l24H CentralizedSamplingStrategyE LocalizedSamplingStrategy 2
HFE LICH.

builder.withSamplingStrategy(new LocalizedSamplingStrategy(ruleFile));

2Z

7|B™M2Z 0| SDKE ERROR =& A =& HAIX|E oiEE(7H0|Hd 22 E=47f LIt SDKof CHEt C|
HI +Z 22 g-gststod 2Ot JAM[E E:LE OiEZ2|7olM 20 mtel= £ £ AUELICL RE
=213 *—’ESDEBUG INFO, WARN, ERROR, & FATALRILICL. FATAL 23 &2 SDK7} X[BH +&
oM 2EZSHX] 47| =20l 2 23 HAIX|IE F& MElgLct.

Example OHZ2|71[0|M &4

logging.level.com.amazonaws.xray 82 At835l0{ 22 &2 H™HgLICt

logging.level.com.amazonaws.xray = DEBUG

CIHO 238 AI83to =52 = ot/ MOHEE HEE i DItz ot MaHES 22 ZEXME 4
"+~ A&L

A MAEtE ERO|A IDE 2O 20| EAISE N ofZ =l RIg HEIA

& 4 U&LICH HIMEE SegmentListener QIE{H|O|AE AFE3104 A =3

ofl X-Ray BlZC{0IMH EEELICH MOHE &= 512 MOHET} AR MAsh= EE{IOIA ID7}

AWS-XRAY-TRACE-ID 7|& Ar stoi MDCO| FUEILICH SHE MOIHEIF ZLHE MDCAHIM 7|7t A|
HEILICE o|Z27H 5t H Al &2l 22 2to|E{2[oll Edl|o|A ID7F EAIEILICE 51l MaHET ZL
™ £2 D7t MDCOi| F¢ .=.I—II:+.

E(MDC)oi s IDE F=&
J1HE £ =7| o|HE =
£l

Example M+ 3tEl E&0|A ID

XMFsHE IDE TraceIDeEntityIDE EA|ELICH
1-5df42873-011e96598b447dfca81l4c156@541b3365be3dafc3

0| 7|82 Java® AWS X-Ray SDKZ A S El Java OHEE|F|0| Mol & S5tH CHSot 22 22
2 X|§ELct

-
0%

- Logback HA= 7} Q= SLF4) ZHE Q= API
. Log4J2 HI= 7} Q= SLF4) ZHE = AP
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. Log4J2 BHAIE 7} Q= | og4J2 ZHE QIS AP

o)
M

Zt ZHE o

2 o 7t WOl o] 27 AFE 2 CH TS HASHAAIR.

SLF4J Frontend

1. CtE Maven S&E2 Z=HMEoOf| FItgfLCH

<dependency>
<groupId>com.amazonaws</groupId>
<artifactId>aws-xray-recorder-sdk-sif4j</artifactId>
<version>2.11.0</version>

</dependency>

2. AWSXRayRecorderg& T#F#& [ withSegmentListener HMEE Z & AIZILICt O[FA|
5t M EBo|A IDE SLF4J MDCOl| RIS 2 2 FISHE SegmentListener A7 F7
ElLct.
=

SegmentListener= ME{X AP E WEtO|EE A& 610] log & MFALE FAELICH
FA= CHS0 22 Weo 2 28 = U&LCh

« 918 - 7|2 AWS-XRAY-TRACE-ID HFAIE AFSEFLICE

- H|0{ UZ - Bl EXFH(04: "2 AFSELICH

« MAEXEX|E - EXrLol HolE ArS A XE HFAE AFSELICH

Example AWSXRayRecorderBuilder HEE

AWSXRayRecorderBuilder builder = AWSXRayRecorderBuilder
.standard().withSegmentListener(new SLF4JSegmentlListener("CUSTOM-
PREFIX"));

Log4J2 front end

1. CH& Maven S54E Z=HMEof FI7HEfLICH

<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-xray-recorder-sdk-log4j</artifactId>
<version>2.11.0</version>
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</dependency>

2. AWSXRayRecorderE 7&# Il withSegmentListener HAEE Z & AIZILICE O|ZE A
5t M HstEl EBOo|A IDE SLF4J MDCO| AFS 2 2 F5t= SegmentListener 224
A7¢ FIHELICEH

SegmentListener= ME{X EAPEE TEtO|EE AFE3510] log & HFALE FEELICH
Payel

L—
=
FAE OS2 YHez 788 + J&LCh

Example AWSXRayRecorderBuilder BHE

AWSXRayRecorderBuilder builder = AWSXRayRecorderBuilder
.standard().withSegmentListener(new Log4JSegmentListener("CUSTOM-
PREFIX"));

Logback backend

EZo|A IDE 21 o|HEN & stedH 24t 24 Fo| HAlZ X[H™st= 2He

H -«
PatternLayout= 7835l 0F &LICH.

1. patternLayoutO| #HE {IX|E H&LICH O &2 Z2 a3 YAlo2 = XML 74
g Sl +&E = U&LIch RHMIEH LI 2 Logback 742 FHASHAAIL.

2. 0| 2Z 2ol EQO|A IDE 4 st2d™ patternLayoutl| OFF 0L} SX{AWS-XRAY -
TRACE-ID}E & UEFLICH %X{}= MDCHIM MBS E 7|& AtE35H 2t2 Mot JUSS LHE
HL|Ct. PatternLayouts LogbackOl CHEF AEAIEH LI 2 2 & Z5HAAIL. PatternLayout

L ara=

Log4J2 backend

1. patternLayoutO| 74
ErHEI FE OIYUE

T4 T B Logal28 TAISHE Wil CHE RAIE LIS S T8 ATt AAlR.
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2 Log4J2E& Fdst= Yol CHEr RhMlE LIS Z2aeiT BASE 7

| EQlO|A IDE & 5tE{™ PatternLayout | OFF ROiL} %X {AWS-XRAY -
TRACE-ID}E & UELICt %X{}= MDCHM MBE 7|E A8l 2tS HM5t T UZ S LIEL
HL|C} PatternLayouts Log4J20i| CHEF REAIEH LIS THE BY|0|ol R S & REHAAIL.

EdolA ID =& oA

IS2 EBO|A IDE Z&STE =HE PatternLayout EAIYE E0o4ELICH Ed0|A IDE A
C o|E(st) Flol L 2 2 tg'(% 5p) shoi| QI E Lt

n

Example ID &&/0| %= PatternLayout

%d{HH:mm:ss.SSS} [%t] SX{AWS-XRAY-TRACE-ID} %-5p %m%n

AWS X-Ray £ ot &g = QIZE 2 1F0] 7|9 ECO|A IDE RIS 2 QlafgtLct ClE2 +HE
PatternLayout2 At&3%t= 21 &8 E0{ELICtH

Example ID 0| = 2O &

2019-09-10 18:58:30.844 [nio-5000-exec-4] AWS-XRAY-TRACE-ID:
1-5d77f256-19f12e4eaa02e3f76c78f46a@lce7df03252d99el WARN 1 - Your logging message
here

Z2Z HIAIX| XtxAlE THE smol| EZE|H 2HE & | A™E L.
MIIHE g|AaL]

MIHE E|AL{E AWSXRayRecorder0i ofs M EHE MIHES| ARt & B3 L2 =

B 7| OHEE 712 &= = QEHo|AYLICH MOIHE BlAL] O|HE &40 73

2 onBeginSubsegmentZ HEE [ 2 E 5t MOIHEN SLSt FAE FII5FHLLE,
afterEndSegment& At&3t04 Zf MOHEE CIZ20| H&EE & HAIXIE 7|55t HLL,
beforeEndSubsegment& AF&3+04 SQL QIEME 7t T&E HElE 7|1535t04 ot MTHEIE SQL

{2|& LIEtLi=X] & Qlotn, 2ZCHH &7t QI HIEIH|OIEE FIHELICH

M| SegmentListener &4+ S&& Ei{MH AWS X-Ray X-Ray Recorder SDK for Java AP101| CHBt
MEME FZSHAAIR.
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CtZ oMol M= onBeginSubsegment & AI&5t0] MAHE M 2 & 5t MOHE URE FAHS
Z7}6t10 afterEndSegmentE AFE5104 Z MOHE | Toi 21 HAIX|IE QMeteE HHE EoiF

LICE.

Example MySegmentListener.java

import com.amazonaws.xray.entities.Segment;
import com.amazonaws.xray.entities.Subsegment;
import com.amazonaws.xray.listeners.SegmentListener;

public class MySegmentListener implements SegmentListener {

@Override

public void onBeginSubsegment(Subsegment subsegment) {
subsegment.putAnnotation("annotationKey", "annotationValue");

}

@Override

public void afterEndSegment(Segment segment) {
// Be mindful not to mutate the segment
logger.info("Segment with ID " + segment.getId());

Ol AH A X|H MOHE BIAL{E= AWSXRayRecorderE Y=g X ELICH
Example AWSXRayRecorderBuilder 4335 A

AWSXRayRecorderBuilder builder = AWSXRayRecorderBuilder
.standard().withSegmentListener(new MySegmentlListener());

g e
gy P8 A835104 Javad X-Ray SDKE T4 E + Ql&LICH SDKE CHS #H48 R LI

AWS_XRAY_CONTEXT_MISSING - €24 U= MOHEJ} Qe B FHE THE I =7 HOIEHE
7|55tedn & m Y5t o2l & X|5HE{H RUNTIME_ERRORZ A ELICE.

e ot

« RUNTIME_ERROR— THE}! 0| |7} & AStL|C}.

ol

o
T
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* LOG_ERROR - 2FE 7|Fst1 AlSELICH (Z[&4)).

« IGNORE_ERROR— 2 FE F A5t HlSErLICH.

A

_|_

= o|'E=1_|_ 3|-

« AWS_XRAY_DAEMON_ADDRESS - X-Ray CH&(daemon) ElAL{S| SAEQ X EE MMBFLICEH
Mo 2 SDKE F™ O|0|E(UDP)2t MEZNTCP) 2501 127.0.0.1 S
EoM =4I CHZ7 [t =5 CHE(daemon)2 748t B2 E= CHE SAENM A& 521 32 0| H=e

£ AFSELICH

1Al
[= N |

« SUBt LE — address:port

« O2 X E —tcp:address:port udp:address:port

« AWS_LOG_GROUP— 21 115 O|ES o{EZC|Fo|Mut HEI 20 002 MHEELICE 20 308
Ol OHE 2IOIT} SLUE AWS A 3 |otE M= B2, XRaye 0| A|BE 231 382 &
gstod ohEalA 0142l MIHE HIOEIE AS22 HABLICH 21 T80l ChEH REMIS LIS
2338 U ASE FYS HEHAAL.

« AWS_XRAY_TRACING_NAME — SDK7} M|IHEO| A& MH|A 0|5 MAMELICH HES! ZEe
MIHMHE 0| X|& TEFoi M&$H MH|A 0|2 R oLt

i
ox
rII
1
rr

o A 2E AMEelgfLo

Ao A

o

23S

A AE

on
o
B

>
>
il
g
0%

rio
o

L

>
>
e
1
0X
>

S £7 w440l THEH JVM RIS CHAIZ AFR R 4 Ql&LICH SDKE CHe &4

com.amazonaws.Xxray.strategy.tracingName — AWS_XRAY_TRACING_NAME2} S& & LICt.

« com.amazonaws.xray.emitters.daemonAddress — AWS_XRAY_DAEMON_ADDRESS2t SS&f
L|C}.

com.amazonaws.xray.strategy.contextMissingStrategy -
AWS_XRAY_CONTEXT_MISSINGSt SS & LICt.

AAHE £80 28 HeI BF 82 39 &3 M U0l ASELULCH o= EHE Z =0 dYE
2t 2 AMEe gLk
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Java& X-Ray SDKZ 4l @8 FHX35|7|

X-Ray SDKE A+&3}04 o Z2|710|4410] Amazon EC2 =& Amazon ECS2| EC2 QIAEIAO|M X2
St =M HTTP R E FXE £ U&LICH AWS Elastic Beanstalk

sg TASLICH ol B 2|7 0lMoll X-Ray MES! LEIE F7}ot
Java® X-Ray SDK7} MEZE 2t 2ol Chal MIHEE M43zt o] MIHEOE HTTP 2
of AlZH, HIME 2 B&I7F ZEHEILICH £7h2 TAI5HE 0 MAHE O] 59| MIHET ML

(® Note
AWS Lambda & 2| A< Lambdacs MEZ2E 24 ™| Cia] MIHEE MEHL|Ct XHA|
&t M5 = AWS Lambda 22|17 AWS X-Ray2 & Z35HA2.

Zt NIAHEO|= MH[A B otof| M O Z 2|F|0|ME AlHSE 0| 0| U&LICH ol MIZHES| 0| 0|

MAMOZ X|MEIEE 5L, £l Q%O SAE F|HE 7|HO 2 SDKIF SXMo 2 0|E8 X|MHsIE
Cl. 58 0|8 X|HE AME5IH ™o =Ml o|gof el 2§ FX35t1 0|8
3 El 4

otx| k2 d2(odl: | 3<2) 7|2 0|§2 M8¥ = U&LICH

ol

2L WHM EE= J|EF A7 ofZE Aol 2 2 HE MESHE B2, X-Raye IP I{Z! LY
AA IP7} ot gt 39| X-Forwarded-For SIHE25E| 22I0|ME IPE 7}XSLCt. M
El 2Fo] chal 7|SE Ecto{dE IPE /IZTE £+ U222 AlZ|SHH oF FL|C}.

RHO| ML E|H SDKE MIHEN F71 LEE MA5t0{ 0|5 LIEFLICH MIHEO|
x_forwarded_forZ MME true ZEJ} T E AL Z2I0|HE IP= HTTP 2&9| X-
Forwarded-For SICH{Z8E 7} SL|Ct.

HAIK| S 2{= CHe MEE T34t http 222 0185 2 £41 20| CiEt MIHES MA3

L|CH.

. 2EI0IME FA - QMS MEH Seto|HE| P T
- SH IS - ABE QHOIHTTP & 2=
o AlZh- AlEE AIZHRE £4) U B2 AIZH(SE T8)
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« X 0O|ME — @F0|M 7tX{2 user-agent & LIC}.
C

- ZHI= 20| — 82| content-length@lL|C}.

Sections
« OHEZZ|Z 0| M0

5 LEf

E 7
« OHE 2|7 olMof &% ZIE] & 7}(Spring)
« MO™ME o|F XY ™eF 74

O Z|A|o|Mof| =2 EE F7HTomcat)

Tomcate| AL, <filter>E Z2ZMEO| web.xml ItU0|| F7}&LICt fixedName It2}O|E{Z =4l
QHEE 2 MMEE MIOIHEN MEE MH|A O|EE XIHSIAAIL.

Example WEB-INF/web.xml — Tomcat

<filter>
<filter-name>AWSXRayServletFilter</filter-name>

<filter-class>com.amazonaws.xray.javax.servlet.AWSXRayServletFilter</filter-class>
<init-param>
<param-name>fixedName</param-name>
<param-value>MyApp</param-value>
</init-param>
</filter>
<filter-mapping>
<filter-name>AWSXRayServletFilter</filter-name>
<url-pattern>*</url-pattern>
</filter-mapping>

o Z 2|7i|o|Mof| == EE| F7H(Spring)

SpringQ| A<, FilterE WebConfig EcHA0| FI7IELICH MOMHE O|E2 5tLIC| BAIUEE
AWSXRayServletFilter AMXtofl ELICH,

Example src/main/java/myapp/.java - & X & WebConfig

package myapp;

import org.springframework.context.annotation.Configuration;
import org.springframework.context.annotation.Bean;

import javax.servlet.Filter;

import com.amazonaws.xray.javax.servlet.AWSXRayServletFilter;
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@Configuration
public class WebConfig {

@Bean
public Filter TracingFilter() {
return new AWSXRayServletFiltex("Scorekeep");
}
}

MIHE o|& XY = o

0

AWS X-Ray MH|A O|& & AFEsto] ol EE|70[MHE Aot ofEE|7|0[M0lAM AtEst= CHE O E
2|70, C|o|E{H| 0], 2F API & 2|AALF FEEFLICH AWS X-Ray SDKE 41 201 CHer Al
OHEE e m i MaHELS| 0|F EEol ofE2|70|Me| MHH|A 0|FE 7ISELICH

ol&LICt. ag{Lt o] A7t
AE 3||_-__|7|. Esl-5| ox-log

AN WRIGEH S0i2E 239| 7|E 0|82 XIH

X-Ray SDKE HTTP 23 slC{e| 3AE 0|8
IEEM MHH[A #of| of 7|X| 2E2

Ql5H SDK7t 2 & MOHE O|F
afiof &fLct,

—n
2
=
H
2
m
I
A
0
ok
ok 4>

OHZZ|70|M0| o4 EH|2le R@% MElsteE 4, ™M 0|8 X|H MEFE AFE35l0{ 0|8 MOTHE
0|50 EIQS == SDKE A&t F

m}
—_
Ux|stE QYN SAE O|EZ A 235 & olaLCt

=2 T AAHE

o & £0, 5tLt2| o E 2|70l 0| Ml 7H2| 3t MRl (www.example.com, api.example.com,

static.example.com) 0 LEE MEE = UELICE *.example.com EHS 2 5% 0|F XY
MErg AF835t0d Z ST HQIo| MOMEE MZ CHE 0|E2Z EAISHH MH|A Bol| MH|A LE
7b Ml 7H HZLICt o] THEdo| x| k= EQE O|&2| 2ol oHEE|ZH oMol = AlE[TH, AKX K
et chAl ol& 2l Wl MMl = =7} MH|A

lIE':
|:l=|
>
[t
-
[nl:

DE QY MHMIOHEN Z2 0|EE A8stEdH, O[T EHplof L2 RAMH MEX HEE Z7I3te
oHE2|70| M 0|§ 2 KIHstAAIR. Ol —’F’S‘XP% SegmentNamingStrategy.fixed() E&3st1
AWSXRayServletFilterM4dXx}tof SegmentNamingStrategy e 510 &= H{F S BtE = Zd0L 22
E7F A&t

Ol

(® Note
A0 | 10|8t 7|= AMH|A O|E € AWS_XRAY_TRACING_NAME &tZ HH=2 Al235l0d RiZE Q]
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AE O|§O0| x|aHof 5t= THE L HTTP 9o SAE O|F0| TiEHI x|
2 O|§ 2 ™olgfLICt Tomcato A MIHE 0|FE SHME X|HstE{H,
dynamicNamingRecognizedHosts@t dynamicNamingFallbackName2 O|&3H T{E T} 7|& 0]
E2 2 Holst AL,

=1
A

Example WEB-INF/web.xml - % 0|§ X|H& 0|83}

rr

A

1]
ME

E

<filter>
<filter-name>AWSXRayServletFilter</filter-name>
<filter-class>com.amazonaws.xray.javax.servlet.AWSXRayServletFilter</filter-class>
<init-param>
<param-name>dynamicNamingRecognizedHosts</param-name>
<param-value>*.example.com</param-value>
</init-param>
<init-param>
<param-name>dynamicNamingFallbackName</param-name>
<param-value>MyApp</param-value>
</init-param>
</filter>
<filter-mapping>
<filter-name>AWSXRayServletFilter</filter-name>
<url-pattern>*</url-pattern>
</filter-mapping>

Spring2| A<, € SegmentNamingStrategyE £35t0{ SegmentNamingStrategy.dynamic() &

-~
(=)

£ OHE C}S AWSXRayServletFilter A Xtof MY AAIL.

=1

Example WebConfigsrc/main/java/myapp/ .java - S W|O|YE AFE5tE MEE!

i
1z}

E

package myapp;

import org.springframework.context.annotation.Configuration;
import org.springframework.context.annotation.Bean;

import javax.servlet.Filter;

import com.amazonaws.xray.javax.servlet.AWSXRayServletFilter;
import com.amazonaws.xray.strategy.SegmentNamingStrategy;

@Configuration
public class WebConfig {

@Bean
public Filter TracingFilter() {

return new AWSXRayServletFilter(SegmentNamingStrategy.dynamic("MyApp",
"* example.com"));
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Java® X-Ray AWS SDKE Al235l04 SDK & FX517|

oiEZZ|70o|M0| E AWS MH[A S E3104 HIO|HE XME 5L, CHZ || 7|8 5HU, L EIE 2Ll
= B2, X-Ray SDK for JavaE S E2 5t MOIHEZ CIRAEZI O Z FHELICE T MH|A (o
Amazon S3 HZ! EE& Amazon SQS CH7|) LHOIM HMASHE FX AWS AH|IA & B|[AAE X-Ray
Z240| X Mof CIRAER =2 EAIFLUCH

20 M aws-sdk & aws-sdk-instrumentor 5t% ZES Z&35M Java® X-Ray SDK7| ZE
AWS SDK EEPOICR_*ES NS = HFELICH Instrumentor 5t ZES E&SIX| i AR OE 2

EtO|ME = HiXst L5 SEto|HERF MEsto e + U&LICH

i ZE2I0|HEE HE5tedH HEO|AM aws-sdk-instrumentor st EES M7t A
E 4l

HlA 9| 22t0|E YHE ALE35l0o{ AWS SDK 22I0|HE| XRayClient asE FII5HAAIL
TracingHandler
0 €& =01 AmazonDynamoDB Zz0|UEE F4JstE{H Ed|o|A SHED

EAmazonDynamoDBClientBuilder@ FEgFLIC}

Example MyModel.java - DynamoDB Z2}0[HE

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.handlers.TracingHandler;

public class MyModel {
private AmazonDynamoDB client = AmazonDynamoDBClientBuilder.standard()
.withRegion(Regions.fromName(System.getenv("AWS_REGION")))
.withRequestHandlers(new TracingHandlex(AWSXRay.getGlobalRecoxdex()))
.build();

MH|4 she| Elgfoil| CHai A

2 E MH|AQ| AR, X-Ray Z2&0M EEE APIQ| O|E S & & U&L
Z=7t E M3gLict

= B[=3
£ X-Ray SDK7H MIRE Ol HEE £7k8t04 AHIA Bl £7} M2 st
0| & S0f H5E DynamoDB SEH0IIE0IM XM 2 &S M4sts B SDK7F S5 B0l T4
o2 3 FM 2 &0l Chsh El0)E OIS MIHE0 F7HELICH Z&0lM, 2 Blolg0| HE ER
Mbl& 2ol EAIE|D, S B0 i 22 3x| o2 SH S &0l Chs Yt DynamoDB =7t
EAIELICH
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Example & =2 K& 35l7| @8t DynamoDB =& S &0i CH$t 5t MIHE

"id": "24756640c0d0978a",
"start_time": 1.480305974194E9,
"end_time": 1.4803059742E9,
"name": "DynamoDB",
"namespace": "aws",
"http": {
"response": {
"content_length": 60,
"status": 200
}
},
"aws": {
"table_name": "scorekeep-user",
"operation": "UpdateItem",
"request_id": "UBQNSOSAEM8T4FDA4RQDEB940VTDRVV4K4HIRGVIF66Q9ASUAAIG",

DO E| gl AA| HMAS M CFS AMH|A
BlAAE CHA o2 5tX| ofs R MH|A
Ct.

258 4 MHIA Mol F7t oI MMELCH S
M S S5 ST AHIA CHEF B = =7} AL

« Amazon DynamoDB - Ei|0|& 0|&

« Amazon Simple Storage Service -H{Z! 2! 7| 0|&

« Amazon Simple Queue Service - 7| 0|&

AWS SDK for Java 2.2 O| 0| M CI2AER] EEE HESIZ{H AWS AH|A HE FH0|M aws-
xray-recorder-sdk-aws-sdk-v2-instrumentor ZE& M=g 4+ U&LICH CHAl aws-xray-
recorder-sdk-aws-sdk-v2 module2 E &8t CtF, TracingInterceptorZ F+45t01 7HE 2
CIO|IEE HSEL|CH

Example AWS SDK for Java 2.2 0|4} - E&j|0| A QIE{ M E

import com.amazonaws.xray.interceptors.TracingInterceptor;
import software.amazon.awssdk.core.client.config.ClientOverrideConfiguration
import software.amazon.awssdk.services.dynamodb.DynamoDbClient;

// ...
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public class MyModel {

private DynamoDbClient client = DynamoDbClient.buildexr()
.region(Region.US_WEST_2)
.overrideConfiguration(ClientOverrideConfiguration.buildexr()
.addExecutionInterceptor(new TracingInterceptor())

Lbuild()
)
Lbuild();
/). ..
Java® X-Ray SDKE AI23510{ CIRAEZ HTTP & MH|A0f| Cist & FX57]

OHZZ|7l0|M0| OrO|Z 2 MH|A = SIHHTTP APIE £ £E [l Java& X-Ray SDK HH 9|
HttpClientE AI&35to{ Y &S HE5tT APIE CHRAEZ MH|AE MH[A J2i=ol| 7+

= A&Lch

Java& X-Ray SDKO= &4l HttpClientBuilder HTTP 2 &£ ASstE Ol AISE = /U=
HttpComponents Apache SDK CH&I AFE & 4= = Z2iA 7t DefaultHttpClient Z & E[O
Ct.

T

A& L

>

* Com.amazonaws.Xxray.proxies.apache.http.DefaultHttpClient -
org.apache.http.impl.client.DefaultHttpClient

* COm.amazonaws.xray.proxies.apache.http.HttpClientBuilder -
org.apache.http.impl.client.HttpClientBuilder

2E 220lRIEE HFHT| 25 7IE HHxi27| B2 X-Rayol 8
=

[
CtOIMEE HE5t7| /5 2EI0|UEE =731 I ErstE 0|2 AFSE
Example HttpClientBuilder

import com.fasterxml.jackson.databind.ObjectMapper;

import org.apache.http.HttpEntity;

import org.apache.http.client.methods.CloseableHttpResponse;
import org.apache.http.client.methods.HttpGet;

import org.apache.http.impl.client.CloseableHttpClient;

import org.apache.http.util.EntityUtils;

import com.amazonaws.xray.proxies.apache.http.HttpClientBuilder;

public String randomName() throws IOException {
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CloseableHttpClient httpclient = HttpClientBuilder.create().build();

HttpGet httpGet = new HttpGet("http://names.example.com/api/");
CloseableHttpResponse response = httpclient.execute(httpGet);

try {
HttpEntity entity = response.getEntity();

InputStream inputStream = entity.getContent();

ObjectMapper mapper = new ObjectMapper();

Map<String, String> jsonMap = mapper.readValue(inputStream, Map.class);

String name = jsonMap.get('"name");
EntityUtils.consume(entity);
return name;

} finally {
response.close();

Example CtR2AEZ| HTTP S &0i CiEr 5t MaHE

"id": "@04f72bel9cddc2a",
"start_time": 1484786387.131,
"end_time": 1484786387.501,

"name": "names.example.com",
"namespace": "remote",
"http": {

"request": {

"method": "GET",

"url": "https://names.example.com/"
3,
"response": {

"content_length": -1,

"status": 200

-RayE st¢l M2

Y A SHE OfE
T H

o
474 APIof| CH3H =Y E

oA fo| SDKE <8t Java
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"id": "168416dc2ea97781",
"name": "names.example.com",
"trace_id": "1-62bel272-1b71c4274f39f122afab4eab",
"start_time": 1484786387.131,
"end_time": 1484786387.501,
"parent_id": "@@4f72bel9cddc2a",
"http": {
"request": {
"method": "GET",
"url": "https://names.example.com/"
},
"response": {
"content_length": -1,
"status": 200
}
.

"inferred": true

Java& X-Ray SDKZ SQL #z| £X3}7|
SQL QIE{ 4 E]

Java& X-Ray SDK JDBC 2IE{HIE{E O|O|Ef A4 F40f| 7t SQL Cl|O|E{H|0|A #HEIE HIE5HA
Al2.

» PostgreSQL — com.amazonaws.xray.sql.postgres.TracingInterceptor

* MySQL - com.amazonaws.xray.sql.mysql.TracingInterceptor

olg{8t QUE{ME{= 22 aws-xray-recorder-sql-postgres &

aws-xray-recorder-sql-mysql 3t9 2E0 JU&LICH CIEHMEE
org.apache.tomcat.jdbc.pool.JdbcInterceptorE F%45tH Tomcat 912 E1t S EELICH.

(® Note
SQL QE{HE = Eotg 2al 5t9l MaHE oA sQL #El Rt E 7|55t K| eb&Lct.

Spring®! A<0ll= QEMEE & ool F7+6t1 Spring Boot2| DataSourceBuilder 2 H|O|E
AAE FHIYAR.
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Example sxrc/main/java/resources/application.properties - PostgreSQL JDBC 2IE{ 4
E

spring.datasource.continue-on-error=true

spring.jpa.show-sgl=false

spring.jpa.hibernate.ddl-auto=create-drop
spring.datasource.jdbc-interceptors=com.amazonaws.xray.sql.postgres.TracingInterceptor
spring.jpa.database-platform=org.hibernate.dialect.PostgreSQL94Dialect

Example sxrc/main/java/myapp/WebConfig.java - OIO|E{ AA

import org.springframework.boot.autoconfigure.EnableAutoConfiguration;
import org.springframework.boot.autoconfigure.jdbc.DataSourceBuilder;

import org.springframework.boot.context.properties.ConfigurationProperties;
import org.springframework.context.annotation.Bean;

import org.springframework.context.annotation.Configuration;

import org.springframework.data.jpa.repository.config.EnableJpaRepositories;

import javax.servlet.Filter;
import javax.sql.DataSource;
import java.net.URL;

@Configuration
@EnableAutoConfiguration
@EnableJpaRepositories("myapp")
public class RdsWebConfig {

@Bean
@ConfigurationProperties(prefix = "spring.datasource")
public DataSource dataSource() {
logger.info("Initializing PostgreSQL datasource");
return DataSourceBuilder.create()
.driverClassName("org.postgresql.Driver")
.url("jdbc:postgresql://" + System.getenv("RDS_HOSTNAME") + ":" +
System.getenv("RDS_PORT") + "/ebdb")
.username(System.getenv("RDS_USERNAME"))
.password(System.getenv("RDS_PASSWORD"))
.build();
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Tomcat2| @< 0= JDBC HIO|E oM Java& X-Ray SDK EeiAE & X 5}0]
setJdbcInterceptors& =%

Example sxc/main/myapp/model. java - ClO|E{ & A

import org.apache.tomcat.jdbc.pool.DataSourxce;

DataSource source = new DataSource();

source.setUrl(url);

source.setUsername(user);

source.setPassword(password);
source.setDriverClassName("com.mysql.jdbc.Driver");
source.setJdbcInterceptors('com.amazonaws.xray.sql.mysql.TracingInterceptor;");

Tomcat JDBC ClIO|E{ &4 BIO|EE{2|= Java& X-Ray SDKO| Z & || AL 35tE A0 MBS E
SEHoE o] Elo|EE{EIE MeiE & &L

Example pom.xml - JDBC G|O|E{ &AA

<dependency>
<groupId>org.apache.tomcat</groupld>
<artifactId>tomcat-jdbc</artifactId>
<version>8.0.36</version>
<scope>provided</scope>
</dependency>

H|Io|E|E SQL E&|o|Al o= 2|0|E]

« aws-xray-recorder-sdk-sql2 F& M0l FI}HELICH,

 OlO|E{HIO|A T|O|E| AA, ¢4 E= HBE S RHE MR

dataSource = TracingDataSource.decorate(dataSource)

connection = TracingConnection.decorate(connection)

statement = TracingStatement.decorateStatement(statement)

preparedStatement = TracingStatement.decoratePreparedStatement(preparedStatement,
sql)

callableStatement = TracingStatement.decorateCallableStatement(callableStatement,
sql)
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Java& X-Ray SDKE AE35t0{ AtEAt K| 51| MIIHE dH5t7|

519 MAHEE £50| MIHES 25510 282 25| s SR E srejof Chet ME B2 E
EAIBLICH ABElE 22t0IAE0M E £5F IOICH X-Ray SDKE 39] MIIHE otofl A4
B8 7RI £71 59 MRS E Msiof HE 89| MIWEE DBSHe7ILY, 2 Huol
M52 Bt FA U HECI0EIE 7ISE £ YLt

5t MOHEE #2l5t24M beginSubsegment 2! endSubsegment HAMEE AFSELICH

Example GameModel.java - At& At X|H 5t MOHE

import com.amazonaws.xray.AWSXRay;

public void saveGame(Game game) throws SessionNotFoundException {

// wrap in subsegment
Subsegment subsegment = AWSXRay.beginSubsegment('"Save Game");
try {

// check session

String sessionId = game.getSession();

if (sessionModel.loadSession(sessionId) == null ) {

throw new SessionNotFoundException(sessionId);

}

mapper.save(game);
} catch (Exception e) {

subsegment.addException(e);

throw e;
} finally {

AWSXRay.endSubsegment();

Ol oMol 62l MZHE Lol A =E MM ZE Q| HAEE AFH2 5104 DynamoDBOIAM HY MM
2Csln AWS SDK for Java2| DynamoDB OHTHE AtE5t0{ HYS MEELICH 5t MIHE|M
Ol ZEE gfZ sl &2 £X E7|0fA Save Game &< MlZHE 2| DynamoDB 5217} Z&E/L
C}.
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¥ Scorekeep

Scorekeep 200 390ms @ N
DynamoDB 200 6.0 ms tr "
DynamoDB 200 50ms ]
DynamoDB 200 50ms ]
DynamoDB 200 6.0 ms ]
#8# GameModel saveGame - 14.0 ms
DynamoDB 200 50ms ]
DynamoDB 200 8.0ms ]

el MIHE L] ZETL EHRIE o RIE LHEH B2 6t MOIHET & Eo|=8 IEE try 25
of BiEst finally E50|A AWSXRay.endSubsegment ()& SEFLICH ot MOHETI} &3]
Xl ote 82 & MOHEI 2EE £ IS X-RayE MSE|X| et&LCt

= olE of |§ LHELHX| f= ZEQ| B2 ZEE Lambda &2 AWSXRay.CreateSubsegmentOil
MEg = JsLct

Example 5t M|ZHE Lambda &4

import com.amazonaws.xray.AWSXRay;

AWSXRay.createSubsegment("getMovies", (subsegment) -> {
// function code

});

St MOIHEE MIHE E&= HE L{o| A 4444504 Java® X-Ray SDK7t s 52
MIMEo CHEl IDE MAStT AR A2t U E2 AlZtE 7|28t

Example HIEFHIO|E{7} Z &=l 612 MIHE

"subsegments": [{
"id": "6f1605cd8a@7cb70",
"start_time": 1.480305974194E9,
"end_time": 1.4803059742E9,

"name": "Custom subsegment for UserModel.saveUser function",
"metadata": {
"debug": {
"test": "Metadata string from UserModel.saveUser"
}
I

HIS7| X CtE A8 232U e| A< HIS7| 4™ 50| X-Ray ZHARHIAET £HE = /U282 &
@ M2AHEE endSubsegment() HAMEON =522 ME3t0{ Z2HZ A &35S sHof gLiCt 4
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¢ MIHET EEl = HIST| sl MaHET ES|H, ol HMEE MA MaHEE IHS2 2 X-Ray

| =y N

CHE(daemon)2 2 AE 2| EL|CH

Example HIS 7| MEMOIHE

@GetMapping("/api")
public ResponseEntity<?> api() {
CompletableFuture.runAsync(() -> {
Subsegment subsegment = AWSXRay.beginSubsegment("Async Work");
try {
Thread.sleep(3000);
} catch (InterruptedException e) {
subsegment.addException(e);
throw e;
} finally {
AWSXRay.endSubsegment (subsegment);

1);
return ResponseEntity.ok().build();

}

Java® X-Ray SDKZ M1HEO| FA] 2! HEIH|O|E] FI}6t7|

FAI2H HETIOENE A8 t0] 28, 83 & ofFEIA Ol4tol CiEt £7} B8 71R% + LTk
X-Ray SOKOA S48 MRS E& NBR7H S HBT XY 819l MBS0l 541 X of

EtCIOIE{E FIIE 4 &LICH

FMe BRY, =X EFE B 4t Agst 7|-3k Jl1|0-|°'L—| Ch M2 ZE EFEAM AFS
5t7| 5l IR AEIL|ICH FMH2 2£9| EBfo|A Este M ArEE HIo|IEHE 7|85 HLE
GetTraceSummaries APIE &¢I APQOP*'MO

7HE = e 71-2f Hoix[EH e E3 A0 AL
|

HECIOIBE AA X S52 28 ZE /S =
=X E Mot AX|2 HMoll= Ar8stX| i 2 =7t Ol

:l 2t
8 4+ Iz S olyslx of

MIHEO| = =40 HIEICIO|E 2ol AEXE ID EXIEE 7IFE = JU&LICH AKX IDE MOHE
ojHr Lo 7|SEH AMEc 2 QIEAL|X| o&LICH

Sections
« Java® X-Ray SDKZE F 7|E35}7|
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« Java® X-Ray SDKZ M|E}C|O|E| 715517

. Java® X-Ray SDKZ ALEX} ID 7|2 5}7|

Java& X-Ray SDKZ &AM 7|85}7

FME MEso AMEcz QH LY HEE MOHEL} st MaHEN 7[SstMA2.

. 7| — x-Ray F=440| 7|&= A|CH 500Kt 0] UXAIE EEE 4 UALICH LS 7|3 () 0lelo| ZHo|
Lt 713 A8E £ giaLc

. 2t — X-Ray =440 gt A|cH 1,0007H2] RLIZE EXE oY £ aLid

. FM & EPolAE 2|C) 50700 FAlg AFRE 4 UALICH

M 7|5 gy

1. AWSXRayOllAM BM MIHEL} 5t MAHEL| HEE 7K QA2

import com.amazonaws.xray.AWSXRay;
import com.amazonaws.xray.entities.Segment;

Segment document = AWSXRay.getCurrentSegment();

CC
i -

rr

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.entities.Subsegment;

Subsegment document = AWSXRay.getCurrentSubsegment();

2. BEAYEI|, B2, A EE BAYE 222 putAnnotationg SEFLICH

document.putAnnotation("mykey", "my value");

SDKE MOHE EM2| annotations ZX 0| FME 7[-Zf Ho{Z 7|SELICH Z2 7|2
.l

putAnnotation2 F 'H S &E5IH Z 2 MIOHEL} 5t MOIHEO| 7|SHEH 2tS Ho{&& LIt
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H g z&e Mol /s Ed0[AE #2E{H annotations.key 7|IEE ZE E A0 A

Example sxc/main/java/scorekeep/GameModel.java - 24 & M|E}H|O|E]

import com.amazonaws.xray.AWSXRay;
import com.amazonaws.xray.entities.Segment;
import com.amazonaws.xray.entities.Subsegment;

public void saveGame(Game game) throws SessionNotFoundException {
// wrap in subsegment
Subsegment subsegment = AWSXRay.beginSubsegment("## GameModel.saveGame");
try {
// check session
String sessionlId = game.getSession();
if (sessionModel.loadSession(sessionId) == null ) {
throw new SessionNotFoundException(sessionId);
}
Segment segment = AWSXRay.getCurrentSegment();
subsegment.putMetadata("resources", '"game", game);
segment.putAnnotation("gameid", game.getId());
mapper.save(game);
} catch (Exception e) {
subsegment.addException(e);
throw e;
} finally {
AWSXRay.endSubsegment();

Java& X-Ray SDKZ M|EIG|O|E{ 7|E 517

HEIHO|E{E 0|83 M2 QEAMSHX| giotr = HEE MOMHELL 5t MOHEO 7|55t
=)
=

A2, HEtH|OIE Zf2 EXMY, =X 2 = JSON ZA|LE ofef|ofof %3t
7F = & olaLc.

= T AAH
HIEIH O|E] 7|2 g
1. AWSXRayO|M SN MIOIHEL}L 6t MOHELS HZEE 7HHQAMAIR.

import com.amazonaws.xray.AWSXRay;
import com.amazonaws.xray.entities.Segment;
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Segment document = AWSXRay.getCurrentSegment();

CcC
4

rr

import com.amazonaws.xray.AWSXRay;
import com.amazonaws.xray.entities.Subsegment;

Subsegment document = AWSXRay.getCurrentSubsegment();

2. XL Hganola, EXE 7| Y R E, TR, EAHE £ A 222 putMetadataE ZEE
LICH
document.putMetadata("my namespace", "my key", "my value");
=
—_

7|9 Zk2t 0|83l putMetadata® EE&LICE.

document.putMetadata("my key", "my value");

HYAHO|AE XIHSHX| t2H, SDKe= defaul E ALt 22 7|2 putMetadatag F 'H
SESH L2 MOHEL 512 1|IL'.:'_‘|EO1| 7|1S3H gt2 FHoiLich

Example src/main/java/scorekeep/GameModel.java — 44 2! H|E}C|O|E]

import com.amazonaws.xray.AWSXRay;
import com.amazonaws.xray.entities.Segment;
import com.amazonaws.xray.entities.Subsegment;

public void saveGame(Game game) throws SessionNotFoundException {
// wrap in subsegment

Subsegment subsegment = AWSXRay.beginSubsegment("## GameModel
try {

// check session

String sessionIld = game.getSession();

if (sessionModel.loadSession(sessionId) == null ) {
throw new SessionNotFoundException(sessionId);

}

Segment segment = AWSXRay.getCurrentSegment();
subsegment.putMetadata("resources", '"game", game);

.saveGame");
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https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/AWSXRay.html
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/entities/Subsegment.html
https://github.com/awslabs/eb-java-scorekeep/tree/xray/src/main/java/scorekeep/GameModel.java
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/AWSXRay.html
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/entities/Segment.html
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/entities/Subsegment.html
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segment.putAnnotation("gameid", game.getId());
mapper.save(game);

} catch (Exception e) {
subsegment.addException(e);
throw e;

} finally {
AWSXRay.endSubsegment();

Java& X-Ray SDKZ A&} ID 7|§ 57|
AEXLIDE 2 MIHEO 7|55t 2HE B ALSKE AlggfLct
A8 XD 7158 Y

1. AWSXRayOll A TIXH MO HEO| CHEt FEE 7S LCt.

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.entities.Segment;

Segment document = AWSXRay.getCurrentSegment();

2. Qg B AZXO| EXY IDE setUserE & LICH

document.setUser("U12345");

HEEC{0|M setUserE ?.ZE"-%P‘:H OiZ2|7iolMo|l 2™ E XMElts =¢HFE AHSXLIDE 7ISE =
AELICH ALEAHID HEBL 2R MOHEE AISEIOH, 3ES 182 U4 & JaUt

Example src/main/java/scorekeep/ .java — AF& Xl ID MoveController

import com.amazonaws.xray.AWSXRay;

@RequestMapping(value="/{userId}", method=RequestMethod.POST)
public Move newMove(@PathVariable String sessionIld, @PathVariable String
gameld, @PathVariable String userId, @RequestBody String move) throws
SessionNotFoundException, GameNotFoundException, StateNotFoundException,
RulesException {

AWSXRay.getCurrentSegment().setUser(userId);

return moveFactory.newMove(sessionIld, gameld, userId, move);
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https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/AWSXRay.html
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/entities/Segment.html
https://github.com/awslabs/eb-java-scorekeep/tree/xray/src/main/java/scorekeep/MoveController.java
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/AWSXRay.html
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FAAI2.

[e]l]

AEX DL EBO|AE #2oPdM, user 7|9EE EE E34l0]| M8
AWS X-Ray Java& X-Ray SDKQ| HEEZ|A

O| &F0M= AWS X-Ray HHAHHO|A, X|E L XHoi| CHEH AHELICEH Java& X-Ray SDKE Al
85101 =& E X-Ray MOAMHEN M MEZEIX] %2 CloudWatch Amazon HEZIZ HAIE 5= U&L
Ch. Olzet X[ E= MOHELS| A & FE Alztht @7, &o U AZEE HEf Z{20d| A THlE L]
Ct. ol248t EB0|A X|EE ALE510 512 MOHE LHHM A & BEEE EXME EAE = UE
L|C}.

CloudWatch X|E 2|ZX|EZ2|QLICI. X[E= O|0|E 242| 7|2 CloudWatch 7H'E 0|0 A|Ztofl k2t
MEE OI0|E 24 &ee LIEFHLICH X|E O|Oo|E ZQIEE of CloudWatch HA|3H7HLE AWS A{H|
A5 OO|E ZRIEo| CHEt SHE HEE AlHY CIOIE MEZ ZAAELICE

RIEE OIF, HdATolA L st ol4to| AHdo 2 nRst HolELct. Z ololE ZoIEoE Etel
ABHE I QO MEA A O ZE Y BHR{7F UELICH SHE 5 W Tﬂlolé, X|E ol 4
Aoz dretE HIo|e AEZ o] AlEELICH
ol CH8t CloudWatch XFAM|8H LI 2 Amazon CloudWatch A2 MEME B XSHAAL.
X-Ray CloudWatch HE2|A
ServiceMetrics/SDK WA HO|AO & E X|E= OS2 Z&LICH
NE:3 A& 7ts &4 =z =
Latency ", 2|4, 2O, T AR AlZtDE BE A2t HElE
Zto| xto|Lct. H
=, Z|4A 2 x| &5
2 25 5] X[ A
ZtE LIEFLICE JH=
= 3& £ LIEL
C}.
ErrorRate oA 8A 4xx Client Error %

ME ZEZ Aulslod
SR WAME 23 H]
geluict
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/DeveloperGuide/
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INE:3 A& 7ts SH k= EF <
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o
=

5xx Server Error %
SEi ZEZ A1jfsto]
QR LMt EgO|

A Hlg Lo

FaultRate

ThrottleRate B, &2A 429 HEf IEE HIE %
ot AR E T EQO|
A HIguct ol=
ErrorRate X|EQ
5t At dLct.

OkRate g, gA OK &Ef I EE & %
AZI EBo|AE 2F
H|Z JL|C.

XM CloudWatch x|

Ctg Eo| 5Y7I|ES Ar&5t01 X-Ray A F Java O Z 2|70 Mof CH5H EHEtEl= HIERIE 7854
A2,
EX7|E ME
ServiceType MH|A % (0d: AWS: :EC2::Instance I
= & & 8l B2 NONE) LTt
ServiceName MH[A 9| 4] O|F &ILICEH

X-Ray CloudWatch X|E & A3}

CHS HRHE AFE5t04 A= Java O Z 270l M0A Efo|A HEES EHE s AMAIL.

il

Egflo|a X|£E FM5E2{H

1. aws-xray-recorder-sdk-metricsI§7|X|& Apache Maven & =S =2 FI7HELICE KHAl
Bt I8 2 Java MEZE8 X-Ray SDKE HZESHMIR.
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2. MAYIH U= URZ M M MetricsSegmentListener()E &45tEtL]Ct.

Example src/com/myapp/web/Startup.java

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.AWSXRayRecorderBuilder;

import com.amazonaws.xray.plugins.EC2Plugin;

import com.amazonaws.xray.plugins.ElasticBeanstalkPlugin;

import com.amazonaws.xray.strategy.sampling.LocalizedSamplingStrategy;

@Configuration
public class WebConfig {

static {
AWSXRayRecorderBuilder builder = AWSXRayRecorderBuilder
.standard()
.withPlugin(new EC2Plugin())
.withPlugin(new ElasticBeanstalkPlugin())
.withSegmentListener(new
MetricsSegmentListenex());

URL ruleFile = WebConfig.class.getResource("/sampling-rules.json");
builder.withSamplingStrategy(new LocalizedSamplingStrategy(ruleFile));

AWSXRay.setGlobalRecorder(builder.build());
}

3.  Amazon Elastic Compute Cloud (Amazon EC2), Ot0}E Elastic Container Service (Amazon
ECS) EE= O}OFE Elastic Kubernetes MH|A (Amazon EKS) & AF835t0{ X|EE £ RS ES
CloudWatch O|O|E & HHZ EL|CH

« Amazon EC2E #4324 o o|ME Mx|E & Z=35AA|2. CloudWatch

« Amazon ECSE F24d5t2{™ Z1E{|0|L] @IAFO|EE A2 5104 Amazon ECS Z1E|O|L] ZLIE{EIS
HZTSAAIL.

« Amazon EKSE F435t24™ Amazon CloudWatch Observability EKS F£7} 7|5 & AFE35}0q
CloudWatch (|O|ME MX|E & ZFHAAIL.

4. Ofo|MES SAISI=F SDKE T+ &LICt CloudWatch 7|22 2 SDKE F 42| CloudWatch
olo|HEQt S4IF IEP 127.0.0.1 &3 #H= E£&= Java £ 2 address:port2 A%5H04 CH

A FAE FEY = U&LICH
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/install-CloudWatch-Agent-on-EC2-Instance.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/cloudwatch-container-insights.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/install-CloudWatch-Observability-EKS-addon.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/install-CloudWatch-Observability-EKS-addon.html
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Example 4
AWS_XRAY_METRICS_DAEMON_ADDRESS=address : port

Example Java &

com.amazonaws.xray.metrics.daemonAddress=address:port

FO|

—

t24dH

-1
0x
fjo
ok
ol

1. https://console.aws.amazon.com/cloudwatch/ 0| A AWS Management Console £ 121511
CloudWatch & LICt.

HE doi X|E 9| 7 US BEFLICH

N
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EH
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=
3. (M= AtE) CloudWatch &9 21 B0 M ServiceMetricsSDK 21 I8 YLICH ZAE
XES Lxlote EO A2ERIE 31 2 HAIXIE =HQIFLICH

ME
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HE[ADE oHEEZ|FHO|MAHM ABE 7ZF MIOHE ZHEA

OHEZ|7H oMol M| ABEE Hdst= B AWSXRayRecorder7t &R M| H
2l MZHE JHAof Cigt HEE |XISHK| et&LICH M ABE0M QIAERHHE
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SegmentNotFoundException
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FE 7|835lT & ContextMissingStrategy X|A|&H=
S

0

LFRE XElste stLtel YH2 ABEE A
endSegment& 3 E5t01 M HIZHEE MEstE A ULICE Ol= o EE[7H0lM0| Al=HE M Adet=
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https://console.aws.amazon.com/cloudwatch/
https://console.aws.amazon.com/cloudwatch/
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/entities/Entity.html
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/exceptions/SegmentNotFoundException.html
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/strategy/ContextMissingStrategy.html
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/AWSXRayRecorder.html#setContextMissingStrategy(com.amazonaws.xray.strategy.ContextMissingStrategy)
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/AWSXRayRecorder.html#beginSegment(java.lang.String)
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/AWSXRayRecorder.html#endSegment--
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Al
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M= HUX AB|=0MH T EE SEIO[ME ME HEHE H

fjo
[o][]

HIS7| Z2 32421t 874 X-Ray AH&E3t7|

Java& X-Ray SDK= CtE3t 22 H|S7| Atdt T2 I AHSE = JU&LICH.
SegmentContextExecutors = Executor QIE{H 0| A& SegmentContextExecutor 73§ LICH &, a2
ZE H|IS7| &doi o] QAEH O|AE HMEE = U&LICH CompletableFuture O|E A 3t 2 E HIS

o
7| 5rdo| iz M AEOM SHE MIHEES AR stod AT + UBLICH

Example 0|l App.java: Y CHA SegmentContextExecutor CompletableFuture

DynamoDbAsyncClient client = DynamoDbAsyncClient.create();
AWSXRay.beginSegment();

T coo

client.getItem(request).thenComposeAsync(response -> {

// If we did not provide the segment context executor, this request would not be
traced correctly.

return client.getItem(request2);
}, SegmentContextExecutors.newSegmentContextExecutor());

Spring 2! Java& X-Ray SDKE A& 8t AOP

O] #X|0{ M= X-Ray SDKEF Spring ZHIUXIE AL&35tof 4l 222 A5 K| L1 o EE(7| oM
0 0]

Mote wylg MEsn 5, olx #Hoz 4% ol

r

o=

Springtl Al AOPE & d3stst= WY

1. Spring #+4

2. OfEZz|#Ho|Mof E&jlo|A EE F7}

3. FZLol M FIE= QE{HO[A 73
4

OfZ 2|7/ 0|10l M X-Ray & A5}

Spring T3t 7|

Maven EE= Gradle2 A& 3t AOPE ArE3l o EE2IF0|ME =735t =5 SpringE T+ 8& = U
&LCt.
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https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/contexts/SegmentContextExecutors.html
https://docs.oracle.com/javase/8/docs/api/java/util/concurrent/CompletableFuture.html
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Maven2 At&3+0 O Z2|7H0|ME LESI= A< pom. xml THUNM CtF BHHS FIHELICH

<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-xray-recorder-sdk-spring</artifactId>
<version>2.11.0</version>

</dependency>

Gradle®| B build.gradle mtoi CtS S

I
0%
jo
i
N
o
r
[ul

compile 'com.amazonaws:aws-xray-recorder-sdk-spring:2.11.0'

Spring Boot 4335t 7|

Mol M M8 Spring S4 4 2|0l = Spring BootE A28t A2 SelAa ZBZ20 of & Qi &
2 F7t5HML.

<dependency>
<groupId>org.springframework.boot</groupId>
<artifactId>spring-boot-starter-aop</artifactId>
<version>2.5.2</version>

</dependency>

Gradle:

compile 'org.springframework.boot:spring-boot-starter-aop:2.5.2'

ofZ2|7[o|Mol EBio]d EHE =7t

o
=
AWSXRayServletFllter *”**XPOH EHLCH £ DY I 4 2 AS Yol T AhAMEF LIS
N

package myapp;

import org.springframework.context.annotation.Configuration;
import org.springframework.context.annotation.Bean;

import javax.servlet.Filter;
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https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/javax/servlet/AWSXRayServletFilter.html
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import com.amazonaws.xray.javax.servlet.AWSXRayServletFilter;

@Configuration
public class WebConfig {

@Bean
public Filter TracingFilter() {
return new AWSXRayServletFiltex("Scorekeep");

}

A7t =E X[ H

Spring 6= AE{Z2t0|= of|C|4d0f| Javax CHAl X7 =ZELE AFSELICE Ol MZ22 YA H O[AE X|
Het7| fIsit X-Ray= AtAl| AtFHZE HHAH O|A0 s B Zefa HES BrE}aLct

ZIE| 22HA 9| B2 javax2 jakartaZ HHRAUAIL. MOME U|o|Y Matg T MHE M= ChS oAl
o Zto| Lo M2k ZeHA o|E ol jakartag F7HErLICH

package myapp;

import org.springframework.context.annotation.Configuration;
import org.springframework.context.annotation.Bean;

import jakarta.servlet.Filter;

import com.amazonaws.xray.jakarta.servlet.AWSXRayServletFilter;
import com.amazonaws.xray.strategy.jakarta.SegmentNamingStrategy;

@Configuration
public class WebConfig {
@Bean
public Filter TracingFilter() {
return new AWSXRayServletFilter(SegmentNamingStrategy.dynamic("Scorekeep"));

Ao =M F7F E= QlEH oA 3

oA = @XRayEnabled 01 Ef0|M

OS2 FMg YHL} XRayTraced QIE{H O|AE #3435t oF &L
Ct. Ol= AOP A|AEIO] X-Ray TAIS QI5H Ware ure

Zefa ol g & e85t =5 X[A[ELICH
OHZ 2|71 0| Moi| A X-Ray & 433}5t7|

OfZ 2|7 0|01 A X-Ray EB|0|&l2 & M3t5t2{H Z =0 M CFg HAMEE MEalstod T4 2aia
BaseAbstractXRayInterceptorE & &5l ok &HL|CH.
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https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/javax/servlet/AWSXRayServletFilter.html
https://spring.io/blog/2022/11/16/spring-framework-6-0-goes-ga
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oM ICHZE |K
2 &LICH @XRayEnabled FA40| F7t
olgtLIC}. C}S Pointcut 22 QIE{ME{0]
ISIEE K|A|EFL|CE.

- xrayEnabledClasses—O| & =& H|0]

HEg HMEE X|AISHE Pointcutol] CHE 3 AE 0| o4
E 2elAa 5 Eo|lAE EEiAE X|H5H04 PointcutE S
FMo| Fr7tEl HE HEED] B2 2fE

@XRayEnabled

@Pointcut(”@within(com.amazonaws.xray.spring.aop.XRayEnabled) && bean(*Controller)”)

seAbstractXRayInterceptor CH!

Bas
nedstMl L.

0>l 0t0
ol
rr
0
-Io

z 2 M E of| M Spring HIO|E{ JPAZ At
AbstractXRayInterceptorOiA =

Lo

=

Z2iA BaseAbstractXRayInterceptorE

Chs ZE=E 4 2

@Aspect
@Component
public class XRayInspector extends BaseAbstractXRayInterceptor {

@Override
protected Map<String, Map<String, Object>> generateMetadata(ProceedingJoinPoint

proceedingJoinPoint, Subsegment subsegment) throws Exception {
return super.generateMetadata(proceedingJoinPoint, subsegment);

@Override
@Pointcut("@within(com.amazonaws.xray.spring.aop.XRayEnabled) && bean(*Controller)")

public void xrayEnabledClasses() {3}

I &= X-Rayd o5l +&E AL Ct.

0jo

Ct

@Service

@XRayEnabled

public class MyServiceImpl implements MyService {
private final MyEntityRepository myEntityRepository;
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@Autowired
public MyServiceImpl(MyEntityRepository myEntityRepository) {
this.myEntityRepository = myEntityRepository;

@Transactional(readOnly = true)
public List<MyEntity> getMyEntities(){
try(Stream<MyEntity> entityStream = this.myEntityRepository.streamAll()){

return entityStream.sorted().collect(Collectors.tolList());

OHZE|F0|ME SHtZ FEJUCHH CHg 2£& AT BIX D Z 0| HEEE oM MH|A &0 O|Z27(7}

x| oiZElFH olde| TA =& AB0| EY LI
Traces > Details

Timeline Raw data

Mathod Response Duration Age D

GET 200 20.0 ms 1.0 day (2017-12-14 16:55:56 UTC) 1-5a32ad1c-56e2c75fffcf01a767b26ada

Name Res.  Duration Status  0.0ms 20ms A.0ms B.0ms B.0ms: 1oms Tams 14ms 16ms 18 e
1 i i i i i " '

* metering-server AWS: ElasticSeanstalk:: Ervironment

metering-server 20 200ms 1 " tog-dov.- s 1o
ImitFuReport - 1eoms @ e

limitRepeort - 13,0 ms -]
findOne - 2.0ms
metering@null - 0.0 ms ]
findAllByTenantid - 2.0ms ]
metering@null - 1.0ms ~]
findPeriodMeasureTotal - 2.0ms
metering@null - 0.0 ms ]
findOne - 6.0ms (]
metering@null - 1.0ms ~]

» metering@null DatabasecSOL (Client Response]
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Node.js OHZE|7]0|ME H&5t04 EFYO|AE X-RayZ &5 doleE F 7HK|7F d&LCH

AWS HHiEZ ZF CHAF OpenTelemetry JavaScript — Collector® AWS HIZ TS &3 Amazon
CloudWatch AWS X-Ray, Amazon OpenSearch ServiceZ H|Z 8 0421 AWS ZLIE{R £F Mo =2
A% BHE X ES FHE MEE £+ UE QE AA BIO|EEEI MEE MB35 AWS HiZEHQIL|

C}. OpenTelemetry

« AWS X-Ray Node.js & SDK — X-Ray CIE 2 S35 ECI0|AE 45T X-Ray2 M&35H7| {8t 2t
olExq2| ME]L|C},
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https://aws-otel.github.io/docs/getting-started/collector
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AWS Distro for OpenTelemetry JavaScript

OpenTelemetry JavaScript & AWS HIZ Z (ADOT)E AFE5tH O Z2|AH0|MHE & H A S5t 435
AE X|E 2 FXE Amazon CloudWatch, AWS X-Ray, Amazon OpenSearch ServiceE Z &8t 0
o AWS ZL|E{& ’E*E Mo 2 Ma8 £ l&LICt OpenTelemetry& AWS HHZE T} 74 X-RayE Al
235t2dH F 7HX| 1 AT EHREHLICH X-Rayet &7 AL & 4= /= OpenTelemetry SDK2} X-
Rayot 274 A& == ‘BJE OpenTelemetry CollectorE ¢/8t AWS H{Z ZHQIL|C},
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® Note
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https://aws-otel.github.io/docs/getting-started/javascript-sdk
https://aws-otel.github.io/
https://aws-otel.github.io/docs/introduction
https://github.com/aws-observability
https://github.com/aws/aws-xray-sdk-node
https://github.com/aws/aws-xray-sdk-node
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(® Note
Lambda®| X-Ray SDK= ME4 AL QILICEH O|& &0l AL8SHX| t= B2 047‘*0| MH|A 24
0l Lambda MH|AE =2} ZF Lambda &+ & - E stL7F ZEELICE SDKE F7tstH &
(@]

= I EE /F35t04 Lambdaol 2|5t 7|FEl= &+ MOHEN st MOIHEE FIHE = A
&LCH kM HE = AWS Lambda 2|1 AWS X-Ray2 & ZHAIL.

CH2 2 Z Node.js € X-Ray SDKE AF23504 Node.js 22I0|HE S AWS SDKE HSsMAI2.
JavaScript IAE R MHE ZEI0|HEE AL85t0{ CH2AET AWS AH|A EE 2laAo ZMEE 4
Otct SDKE sHE &0 st HEE 519 MaME 7ISELIct AWS AH|A £ MH|A LH0i A

AMAStE Blares FH U CH2AER 22 EA|Z0] 7HE ddo| 27 A A& EXE ALt
£ ol ==o| uct

LICH HTTP 22I0|HEE SDKL| ™ HAM =0l e EsH & &l HTTP 5 &

3 Node.js& X-Ray SDKE HTTP 2 APl 2! SQL #E|ol CHst CtRAER| 3 &0 HSE 28
of :
SQL Ezt0|HES| B2 HIO|HH0|A R = X HMEE AE5HAA

OEfois MER HEE +4 2ol HEdl EClolAd ¥ E ZHELICH Node.js & X-Ray SDK
Si2 2™st7HLE ofZIF|o|H0| A= AWS AFE ElaL0f CHEr HEE

Q™| et F7+ HEQL of Z2(7H0|M0| F4 2l HELH|O|E{0|M ot Erde 7|S&LcH 42 2
B EHA0 EHMSE &= UTF AHYE EEdt 7| 2L 40|17 HEol, £ HIo|EHE =& e Ex
O|AE HAME £ &LICH HIECIOIH 52 XMEto| Mo JSONSE 2ZstE £ e ZE A
ot ofTi|o|E 7IFE = UL
® =4 2 HEH 0lE
ZM ol HEIH|O|E{= X SDKE AI25104 MOHE| F7I6tE Qo|o| IAERQIL|CEH FAIL
ZE ZeEAoM ALE5E7| fIa = & ELIcH HIEHHO|E = =&l X| §EX|BF X-Ray 2&
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EEE APIE ALE5t04 HA| MaHENAM = & QU&LICH X-Rayoll CHEr 217] AM| AT o4 El
AEXtE FLE O| CIO|E{E & == UBLICH

Fcol TAE 2210I9IET Bo| It TAIE 220/RIER BHE 2t 80| o9l MIMES o
o= HpsHe QM MIUE SHLIE BHE £ USLICH ALSX XI5 519 MO HEo| 22t0|IE 25
S BiTsh 59 MIHES 2N D IESHE 4 USLICH MA H4L S5 I ol ohE AR
A RIS 59l MOTES BHED, 49| MIHEN BE X M thAl 519 MIHE0| HiEt olE et
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~
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| 224 L HME=o cit BlHHA EMHE Node.js& AWS X-Ray X-Ray SDK AP| Reference &
AMAIQ
= —r .
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A
ol
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4
>
oo

Node.js& X-Ray SDKE Node.js & CI= 2to|E 42|17t 2 gLt

« atomic-batcher -1.0.2
cls-hooked-4.2.2
* pkginfo-0.4.0

* semver —5.3.0

SDKE AI2XI7F NPMe 2 Mx|E f o] 2tolEr{2|E 77X SLCt.

AWS SDK ZZ2I0|¢1EE F™35t2{M Node.js & X-Ray SDKE A& 32{T Node.js EAl9| =4 AWS
SDK B{Z0| = & L|Ct. JavaScript

e aws-sdk -2.7.15

Ad
o

ORA
A
re

=
Node.js& X-Ray SDKE NPMOI|M AFE & &~ Ql&LCH

« I{F|X| - aws-xray-sdk

EZ ol ARol= NPM2E SDKE Z2HME C|3HEZ|of Mx|&L|ct.

~/nodejs-xray$ npm install aws-xray-sdk
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https://docs.aws.amazon.com/xray-sdk-for-nodejs/latest/reference
https://www.npmjs.com/package/aws-xray-sdk
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aws-xray-sdk@3.3.3
### aws-xray-sdk-core@3.3.3
### @aws-sdk/service-error-classification@3.15.0
### eEaws-sdk/types@3.15.0
### @types/cls-hooked@4.3.3
# ### @types/node@l5.3.0
### atomic-batchere@l.0.2
### cls-hooked@4.2.2
# ### async-hook-jl@l.7.6
# # ### stack-chain@l.3.7
# ### emitter-listener@l.l.2
# ### shimmer@l.2.1
### semver@5.7.1
### aws-xray-sdk-express@3.3.3
### aws-xray-sdk-mysql@3.3.3
### aws-xray-sdk-postgres@3.3.3

HOoH HF O OB O O OH OB OB H

--save SME AIE

(o][]

i SDKE ofZ2|7{|0|M Q] package.jsonol S&4H o2 MEEHLICH

~/nodejs-xray$ npm install aws-xray-sdk --save
aws-xray-sdk@3.3.3

OHZ 2|7 0|M0f| X-Ray SDKQO| &Mt S 6H= HTO
7| 5 = #HTo| 25 MX|EC RtME LI 2 TS5 8H7E='O+I
o

—r .

Node.js M Z

Node.js AWS X-Ray SDKE Al &35t04 Node.js OHE 2|7 0[S S8l MH El= end-to-end LE S T+

g & A&LICH

« Node.js MZ off Z2|7i|0]|440| 74X QU &LIC GitHub

Node.js& X-Ray SDK 74

5l HL 2 ™o
X-Ray SDKE #+4

of CHEt HEE Z&5HLE, 7|2 MER S&E
e.js&

Mol Al & J
MBEE MEY FES S Z2o £76E S E212212 AH85H0f Nod

Sections
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« MH|A E{19l

- MHET F3F

. 27

« X-Ray CH=(daemon) &4
- e e

MH|A Ee{3a¢l
plugins2 ALE35t0{ OfEZZ|AH|0|ME S ARIGHE MH|A0 CHEF HEE 7|88 =+ &LCt
Z{12l

« Amazon EC2 — QIAEA D, 78 ¥ &l CloudWatch 21 I &€ EC2P1lugin F7HELICE.

- Elastic Beanstalk — ElasticBeanstalkPluginO| 74 O|&, {7 2ilo|& % HiE IDE F7I&L
Ct.

« Amazon ECS — ECSPluginO| Z4E{0|L IDE F7}&fL|Ct.
3212 ME5tE{™ config HAMEE ALE35t0{ Node.js& X-Ray SDK Z20|HEE F & LICt.

Example app.js - Z21212!

var AWSXRay = require('aws-xray-sdk');
AWSXRay.config( [AWSXRay.plugins.EC2Plugin, AWSXRay.plugins.ElasticBeanstalkPlugin]);

SDKE X-Ray 201X Helsts MET #=IE A8st0d 7|58 2Fs AdeE L
X
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TR OFLIA
® Note
SDK7t X-Rayoll =& 5tod MER 722 72 = e @R 1271 AIEME M ATl X H
M edol sl 24 fEu SAEY F7 9| 5% £ ElSotZLICH ZAET MEZ AP
E 2Y S EE + U= HEO| 9i7{LE, X-Ray CHE (daemon)oll 12E £ gig A< ol2{8h &
20| gt 4= @l1 0] CHE(daemon)2 SDKOIM &5t API 21X & &0 |

o
ro
_|
@)
LY )
15
Jj
>

JSON EMOIM METY 72 E S22 L5 SDKE T8E =T AU&LICH SDKE X-Ray HEZE A
88 =+ Q2 B2 2 RIS YYUSR MS5t7LE 2H A8 TE2E A8E =+ A&t

Example sampling-rules.json

"version": 2,
"rules": [
{
"description": "Player moves."
"host": "*",
"http_method": "*",
"url_path": "/api/move/*",
"fixed_target": 0,
"rate": 0.05
}
1,
"default": {

"fixed_target": 1,
"rate": 0.1

Ol ool e stLte| AHER XIE & 7|2 HAE FalgLIcH AF8RE XIE &2 £a
- S*OI 5% HEZ2 H|82 /api/move/ otz 2o MLt 7|2 732 0 2= 280 F7t

H22lzl= cHdl, BlZEel 2 ela
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OlL|2 AWS Lambda, ME3 £ = =& = ¢gLIct #HE MU[ATL &8 £&5tes 8 o
S MH|A0M MERIS @XHE MASH 3Z0| Lambdad] Q& 7ISELICH &4 FXo| M3tz
2 LambdaoilA MEZ ZHES LHEILICH

dHod 7 =I2 F#445l24™ setSamplingRulesE AFE5t0] THUMM MER =2 EE3IES
Node.js& X-Ray SDKO{| X|&&tL|C}

3

M
i

Example app.js - Tt 9| M

var AWSXRay = require('aws-xray-sdk');
AWSXRay.middleware.setSamplingRules('sampling-rules.json');

C|

CEE A0 =S Hol5t0d A2 setSamplingRulesol MEE =T U&LICEH

Ol

4

Example app.js - Zi&[o] MEZ

var AWSXRay = require('aws-xray-sdk');

var rules {
"rules": [ { "description": "Player moves.", "service_name": "*", "http_method": "*",
"url_path": "/api/move/*", "fixed_target": 0, "rate": 0.05 } ],
"default": { "fixed_target": 1, "rate": 0.1 },
"version": 1

}

AWSXRay.middleware.setSamplingRules(rules);

2 A0t Ar835t2{ disableCentralizedSamplingE & &LICt
AWSXRay.middleware.disableCentralizedSampling()

27

SDK2o| £21Z 7|E35t2{H AWSXRay.setLogger(logger)E E&¢&LICI 097|M loggereE E&
24 HME(warn, info §)& M33st= Z4A LIt

7|IBM2o = SDKE 2& Aol Z& HAEE AI85tod 2£0| 27 HAIXIE 7|FELICH LIZ 27
O 211 &2 AWS_XRAY_DEBUG_MODE EE= AWS_XRAY_LOG_LEVEL 874 H+E A E3tod MHE

S oaLch RES 20 4F 3 252 H WAE HESHAAL.

270f CHE HAOILE CHA 2 MBsteds ZS ofalet 2ol 27 QIE{H0|A 2| KA T#HS SDKo| A
T8 4+ AL 0] QE{HOIAE o DE AHE ASE + ABLICH F, WinstonZt 22 CF
ot 22 2Hol= 22l 8 AFShod SDKOI SIF M e 4 laLich

Node.js& X-Ray SDK 253



HERF OHLHA

AWS X-Ray

Example app.js - 224
require('aws-xray-sdk');
or instantiate one using a library

var AWSXRay
// Create your own logger
= {
(message, meta) => { /* logging code */ },
(message, meta) => { /* logging code */ },

Ct

var logger
error:
warn: =
info: (message, meta) => { /* logging code */ },
debug: (message, meta) => { /* logging code */ }
}
AWSXRay.setLogger(logger);
AWSXRay.config([AWSXRay.plugins.EC2Plugin]);
CHE 8 HIMEE M™6t7| Mol setLoggerE 3 £35t0{ i 2ol E22 XSS &Lct
X-Ray CHE=(daemon) 24
X-Ray CH&(daemon)0| 127.0.0.1:2000 O|2|°| CtE ZE = SAEE A 7|5t 42 X
HIOIE{E CIE FAZ TS5 T = Node.js& X-Ray SDKE T8 £ Q&LICt
AWSXRay.setDaemonAddress('host:port');
ZBAEE O|§ & IPv4 TAR X|HE £ &Lct
Example app.js - Cll
var AWSXRay = require('aws-xray-sdk');
AWSXRay.setDaemonAddress('daemonhost:8082"');
CHE ZEOIM TCPY UDPE +4I CH7ISHE S L2 S T4I3t B2 CIE T4 MM S O X
T A&LICH
Example app.js - 7/ ZEQ|HE F4
var AWSXRay require('aws-xray-sdk');
AWSXRay.setDaemonAddress('tcp:daemonhost:8082 udp:daemonhost:8083');
28 HEE AIESto{ I TAE MUY = UL
254

AWS_XRAY_DAEMON_ADDRESS
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£t74 ¥4 2 AL25109 Node.js& X-Ray SDKE FAIE 4= YU&LICH SDKE= CHS 42 X|4FfLiCt,

ol
A

« AWS_XRAY_CONTEXT_MISSING - ¥4 U= MOIHET}I Qe A +HE #8E I EJLHOIEHE
7|1E5te{n & ] &M= 0 2|2 WX|5HE24{2d RUNTIME_ERROREZ A& &hL|Ct.

T

e &

ol

=
* RUNTIME_ERROR— TEY 0i|Q|7} 2halEhL|Ct.
* LOG_ERROR - 27 E 7|55t AKELICH (ZI22).
« IGNORE_ERROR— 2R/ E FAlst A& LICH

UT QH0| IS M MBEIE AR ZE T M ABSE M4sts I=olM ASE SetolHES
ASHEAT SHe ZS £ HE MIHE = 69| MIUES BHE Q77 LM £ aLin

« AWS_XRAY_DAEMON_ADDRESS — X-Ray CHE(daemon) ElAL{S| EAEQl ZTEE MYELICt 7|&
Mo 2 SDKE £ H|0|E{(UDP)QF MEZ(TCP) 2501 127.0.0.1 S8
E0|M =4l CH7 |55 CiE(daemon)2 #+88t B E= OIE SAENM A™ 521 Z<2 o] #H=x
E M8 gL

« 5SSt LE — address:port
E —tcp:address:port udp:address:port
« AWS_XRAY_DEBUG_MODE - debug =Z0|M 22 & Z&0| £2{5t= 5 SDKE F45l2{H TRUEE

HEE L

« AWS_XRAY_LOG_LEVEL -7|2 27|21 +=ZF& MH™etLICt &8 22 debug, info, warn,
error 2 silent&L|Ct. AWS_XRAY_DEBUG_MODE7} TRUEZ MM E AL 0| Zt2 FAIEL
Ct.

« AWS_XRAY_TRACING_NAME - SDK7} MIAMHEN| A& MH|A O|§2 AYELICt Express O/E
fllofol dHe MOHE o|§2 RHHQ|F Lt

H71

ol

Node.js& X-Ray SDKE 4l @3 4

Node.js & X-Ray SDKE AI& 304 Express ! Restify O & 2/710|M0| Amazon EC2 EE= Amazon
ECSO| EC2 QIAEHANM MBstE A HTTP RH S FHE = QI&LICt AWS Elastic Beanstalk
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Node.js& X-Ray SDK= Express L Restify ZH|IE A& 35t= ol EE2|7H[0|ME /et OIERI0E
MBELICE ofZE[7H0]4d0i X-Ray OIS H01E F7t6tE Node.js& X-Ray SDK7t HEZE 2 2F
of Chall MIOHEE HMHELICt ol HaHEN = HTTP 29| AlZh, HME 2 Hix|7+ =& & LcH
FIIE F45tH o| MIHE| 512 MOIHE T} MEELICE.
@ Note
AWS Lambda & 2| B Lambdas HEZE ZF L0l Cish MIHEE MGELICH XA
Bt M2 = AWS Lambda 22|11 AWS X-Ray= & Z35HML.

Zt MIOAHEO|= MH|A B 2tol M o Z 2|70l E AlHEHE 0|§0| U&LICH Ol MIAHE Q| 0|& 0|
MMo 2 XME|TE 5t7HLE, £4 QHO| SAE F|HE 7|HIO 2 SDK7I SXO 2 0|28 XIHIE

o
E e = U&LICH X 0|8 K|HS AF25IH ol T |°._ ool et &S FX35t1 0|&
O| ofl & mHEAT} U%|HK| S BAR(0: ZAE SIEH7E IEZE BR) 7|2 0|EE ME8F £+ U&LIch
@® HEEH
2L WHM E= J|EF SR ofZE Aol 2 S HE MESE AR, X-RayE IP THZ! LY
AA IP7} ot gt 39| X-Forwarded-For SIHE25E| 22I0|ME IPE 7XSL|Ct. M
El 2&o] chal Z7|SE Ecto{ME IPE /IZTE £+ U= =2 AlZ|SHH oF FL|C.

SAHO| MEE|HSDKE MIHEO F7I ZEE M504 0| LIEFHLICH MIHE|
x_forwarded_forZ AME true EEJ} X8 E A< 2Ct0|ME IPE HTTP 89| X-

Forwarded-For SIIHH2 5 E 7} A4S LICt.

HAIX| BE2HE CHE HEE ZESt= http =52 0|88 Z4 &l 2ol e MIHEE W&

U
m
—
m
—
ITI

« HTTP HME - GET, POST, PUT,

o E20I0|ME FTA -™HE ME8 ZCI0|IHES IP FA.
o
o

« X 0lo|ME — MM 7HX{ user-agent LIC}.

- 2HI= 20| — 8E 29| content-length@lL|C}.
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Sections

- RestifyE AL83t0 =4l QH &M
- MO™E 0|8 xI™ ©& 7

ExpressE AF&35t0] 4l & FH

Express O|S 9012 AL835124T SDK 22I0|HEE A|ZH5l 1 express.openSegment &4=7} Hhgt
st= DIER0{E At835tod AR E HolgfLct
Example app.js - Express

var app = express();

var AWSXRay = require('aws-xray-sdk');

app.use(AWSXRay.express.openSegment( 'MyApp'));

app.get('/', function (req, res) {

res.render('index');

1)

app.use(AWSXRay.express.closeSegment());
BEE Holst & express.closeSegmentl| €22 AF&3l04 Node.js& X-Ray SDK7} BHetdt @
FE8 25 x2lgruct

RestifyE At&dto] =4 2 &

Restify O|E?0{E& Ar&32{® SDK Z2I0|1EE A[Z5tD enableE A LICt Restify A 2
MIHE o|§& MY gLCh.

Example app.js - Restify

var AWSXRay = require('aws-xray-sdk');
var AWSXRayRestify = require('aws-xray-sdk-restify');

var restify = require('restify');
var server = restify.createServer();

AWSXRayRestify.enable(sexver, 'MyApp'));

server.get('/', function (req, res) {
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res.render('index"');

18
MIHE O|§ x| ™Mef £

AWS X-Ray MH|A O|E& Ar&5t0o{ O E2|7H|0|ME AlH5t T o E 2|71 0[4M0| Ar&5t= CHE OHEZ|
710|4M, CIO|E{H| O A, 2| API & AWS Z|AAQb FHEFLICH X-Ray SDKe= =41 2&of CHet M
HEE e [ siE MOHEQ| 0|5 ZEof oHEEZIF 0|2 MH|A O|§E 7ISELICH

X-Ray SDK= HTTP 28 slEe| ZAE 0O|F Flo| MaHEE X|HE = J&LICt 2Lt o] a7t
ZE|H MH|A Mol of 7|X| &2 = E7H YlE + AU&LICH -rIZF_E._l ZAEGEI 2R E QERE
QIsH SDK7t R E MIHE 0|&2 S YXlstcdH ¥ 7|2 ol§E XY

oHioF &FL|ct,

mln
To
r|r

oOfZz|7o|M0] ode] EMIRlIe| @HEE XMeElste B
0|50 Bt P == SDKE e = U&LICH 5H
Ux|5tE R0 SAE O|EES A

o & £01, 5tLt2| o E 2|7 0|0 Ml 7H2| 3t MRl (www.example.com, api.example.com,

static.example.com) 0 LEE MEE = U&LICE *.example.com EHS 2 S5 0O|F XY
HMEFE AF835to Z St H QIS MOHEE ME CHE O|F 22 EAISHH MH[A ol MHIA ==
74 Ml 71 MZILICH o] IHElof X[ ot ZAE 0|89 Q%0| ofEE|AH oMol = AIZ|H, AL X} K]

et ChA| ol ol Wl MM = =7+ MH|A WMol E A LICH

RE QY MIHE Z2 o|F= ME3ttiH, 0| B0 L2 WAH O|E901E =73t i o E
2|70l o|&§ 2 XIFst A2
@ Note

Ao Holst 7|2 AMH|A O|E S AWS_XRAY_TRACING_NAME &7 H=2 Al235lod RiE Q]

S 0| K|Y M2 SAE O|E0| Yx|3HoF 5t THE L HTTP QL& SAE 0|§0| THE
I Ux|GHK| tE AR A2 E 7|2 0|88 HogtLCH SXoZ MOHEQS| 0|8 X|H5ie{™

AWSXRay.middleware.enableDynamicNaming2 AFSELICH

Example app.js - % MI1HE O|&

o
lo
fok
>
Im
o

50| *.example.com I} LUX[Gt= B SAE O|F2 AHSELICH 2EX| &
B2 MyApp= AtEEFLICEH
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var app = express();

var AWSXRay = require('aws-xray-sdk');
app.use(AWSXRay.express.openSegment('MyApp'));
AWSXRay.middleware.enableDynamicNaming( ' *.example.com');

app.get('/', function (req, res) {
res.render('index"');

1)

app.use(AWSXRay.express.closeSegment());

—_

Node.js € X-Ray AWS SDKE Al&3t0{ SDK =& FX5}7|

OHEZ 2|70l 0| ClIO|E{E MEStHLE, CHZ[¥ol| Z7|S 5t AHLE, S22 ELY| @5 E S &5t= 8
Node.js X-Ray SDKE £ 5t MOHEZ CIRAE 0| FXELICE AWS MH|A FEEXE|D
AWS MHIABHE MH[A LHO|M HMASHE 2lAA (0: Amazon S3 EHHZ! EE= Amazon SQS CHZ ()
= X-Ray 2£9| 55 Mol CIRAER =2 EAIELICH

V2 EEE V3E E&H MMt QIAEZMHE AWS SDK 2210|@1E.AWS SDK for JavaScriptAWS SDK
for JavaScript ZF AWS SDK T2 SDK Z20|1EE AWS H|E3517| QI8 CHF st W2 XS e
Ct.

(® Note
#1xH Node.js AWS X-Ray SDKE AWS SDK for JavaScript V3 22I0|1EE HSE
V2 EEt0|UEE HFsts doll Hls o M2 MOHE HEE preteLct o|§ Eo
2 r EtLiE 9l MOHE= H|0|Z O|§ 2 HHEtst x| et &LCt
7t E

DynamoDBO{| CHEt 21 &
Ego|ao] o] HOHE H Qe B V2E A8l EMIL. AWS SDK for JavaScript

=
=
=7

-1

AWS SDK for JavaScript V2

ok

aws-sdkrequire BHEES S £0i| L& A[7{ ZE AWS SDK V2 22I0|MEE HH
AWSXRay.captureAWS 4 & L|CH.

Example app.js - AWS SDK T4

const AWS = AWSXRay.captureAWS(require('aws-sdk'));
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7Hed 22I0|1EE HE35t2{M AWS SDK 22I0|HEE S EZ BfE A AIL.
AWSXRay.captureAwWSClient 04& =04, AmazonDynamoDB Z2I0|HEE F45t2{H

K

Example app.js - DynamoDB £2I0|1E H

const AWSXRay = require('aws-xray-sdk');

const ddb = AWSXRay.captureAWSClient(new AWS.DynamoDB());

/A Warning

captureAwS 2! captureAwSClientE &7 AL&3HX| OtAA|2. O A 5tH 5t M
HEJ} SEELC.

ECMAScript 2 & (ESM) TypeScriptat & 7H A& 3104 JavaScript ZEE EE52iH CHS KX E
A8 3tod 2IO|EEEIE TIKM A2,

Example app.js - SDK 2IAE FHIE|0|MH AWS

import * as AWS from 'aws-sdk';
import * as AWSXRay from 'aws-xray-sdk';

T

ESM2Z ZE AWS 2ZI0|MEE HEste{H ChE ZEE MAEsHAAIR.

i

Example app.js - AWS SDK QIAE FHIE|0|M

import * as AWS from 'aws-sdk';

import * as AWSXRay from 'aws-xray-sdk';
const XRAY_AWS = AWSXRay.captureAWS(AWS);
const ddb = new XRAY_AWS.DynamoDB();

2 E MH|A0| CHEH, X-Ray 2£0M ZZE APIC| 0|E S 2 & U&LICH AMH|A 512 Rghodl Y
M= X-Ray SDK7F MIHEO| HEE F71504 MH|A Mol =71 MESHE AMS gL

0 £ E04 H5E DynamoDB Z2I0|HENAM XX S &2 MAsHE 22 SDKIF EX Ho|E2 CH
Ao 2§ XY SE0| CHall El|o|= OI§2 MOHE F7tELct 2£0lM, Z HO|Z0| 7HEH
EZ MH|A Yol EAIZT, EH EHO|=E2 CHY S 2 5HX| ot 2 &0 sl Yt DynamoDB ==
7} E A= L|C}.
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https://nodejs.org/api/esm.html
https://www.typescriptlang.org/docs/handbook/typescript-in-5-minutes.html

THERE QLA

AWS X-Ray
Example 852 XM&35t7| /8t DynamoDB & Z &0 Cit 5t MOHE
{
"id": "24756640c0d0978a",
"start_time": 1.480305974194E9,
"end_time": 1.4803059742E9,
"name": "DynamoDB",
"namespace": "aws",
"http": {
"response": {
"content_length": 60,
"status": 200
}
},
"aWS": {
"table_name": "scorekeep-user",
"operation": "UpdateItem",
"request_id": "UBQNSOS5AEM8T4FDA4RQDEB940VTDRVV4K4HIRGVIF66Q9ASUAAIG",
}
}
HHE 2|AA0] HMAE M CHS MH[IAE EEE E2 MUIA Yo F7H =71 HHELICH §
HElAAE YR K| §le B2 MH|IAE 2™ 2 &5 Y AMH|20] EH?_F AL =) -
Ao
« Amazon DynamoDB - Ei|0|& 0|&
« Amazon Simple Storage Service -tHHZ! 2! 7| 0|5
« Amazon Simple Queue Service — Cil 7| O|&
AWS SDK for JavaScript V3
AWS SDK for JavaScript V3= 240|222 ZE7t E3t 2B 2E=gfL|Ct O] IE0 V3
M= Ol HAMEE X|H5tX| to 22 2 E AWS SDK 22I0|01EE HEE &&= &Lt
captureAws
ECMAScript 2 & (ESM) TypeScript 2t &7 At&35t04 JavaScript =& EEdte{= 42 CHS of

ME AEstod 2o|EEEIE 7t E & &Lt

import * as AWS from

import * as AWSXRay from

'aws-sdk';

'aws-xray-sdk';

Node.js& X-Ray SDK
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HMEE AWS AFE5t0{ ZF SDK Z2H0|AEE A S ELICH AWSXRay.captureAwWSv3Client Of
£ =04, AmazonDynamoDB Z20|HEE F45t2{™

Example app.js - Javascript V3& SDKE A& %t DynamoDB £2t0|ME A S

const AWSXRay = require('aws-xray-sdk');
const { DynamoDBClient } = require("@aws-sdk/client-dynamodb");

const ddb = AWSXRay.captureAWSv3Client(new DynamoDBClient({ region:
"region" }));

AWS SDK for JavaScript V3& At&5t= A< H|O|E O, HA X 7| O|& == CH7|E ol &
2 HIEHC|O|E{7} TIAY BHELE|X| foa 2 V28 ALE5101 AWS SDK ZEI0|HEE ASE AH
Fx o 2t HHE 2|AA0f CHEt Y =71 ZEE|X| oE&LICH AWS SDK for JavaScript

0%

=2
=

X&5t7| st MEMIHE AWS SDK

mo

Example V3& At # M DynamoDBE & £ 5104
for JavaScript

"id": "24756640c0d0978a",
"start_time": 1.480305974194E9,
"end_time": 1.4803059742E9,
"name": "DynamoDB",
"namespace": "aws",

"http": {

"response": {
"content_length": 60,
"status": 200

}

1,
"aws": {
"operation": "Updateltem",
"request_id": "UBQNSOSAEM8T4FDA4RQDEBS40VTDRVV4AK4HIRGVIF66Q9ASUAAIG",
}
}

t71

(][]

Node.js& X-Ray SDKE At&30{ CtRAEZ HTTP # AMH|A0| CHEt 3 & FX

ZIH HTTP APIE 328 [} Nodejs& X-Ray SDK 220|91E
E AI85l0{ SiE 52 AT APIE CHR2AER AMHIAZ MH|A TJeizof F7te 5= &Lt
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E E Node.js& X-Ray SDK®| captureHTTPs HMEZ

AWS X-Ray
http EEE https E2t0[¢
Egfo|AagLct
Superagent Z 2 EFAI HTTP 2% 2HO|EHEIE At
S35l X|2ElH HIOIEIE http

=2
==

(@ Note

Axios EE&=
captureHTTPsGlobal() API

Ct.
Example app.js — HTTP £2}0]|¢d
13t5tE{™ httpE ZE=517| ™ol captureHTTPsGlobal g

require('aws-xray-sdk');
AWSXRay.captureHTTPs(require('http'));
—

var AWSXRay
var http =
T E HTTP 2EI0|HEM =X E Y
SEFLICE
Example app.js — HTTP 22 0|1 E (T12)
var AWSXRay = require('aws-xray-sdk');
AWSXRay.captureHTTPsGlobal(require('http'));
var http require('http');
CtR2AEZ 2 APIO| CHEt 21 &2 HEE [ Node.js& X-Ray SDK7t HTTP 2% I SEoi Cist
Mt ZEHE 59 MIHEES 7ISELICH X-Rays 5t9 MIHES ALstod 2474 APIO] CHaH 55
ZHMHNIHEE HdefLct
B HTTP 2 &0 CHEt ot ¢ MIHE

Example Ct2AE
"id": "@04f72bel9cddc2a"
"start_time": 1484786387.131
end_time": 1484786387.501,
"names.example.com"
"remote",
263

"name" :
namespace":

"http": {
request": {
"GET",
"https://names.example.com/"

"method"
Ilurlll g

X-Ray SDK

Node.js&


https://docs.aws.amazon.com/xray-sdk-for-nodejs/latest/reference/module-http_p.html

AWS X-Ray THRE OHLEA

},

"response": {
"content_length": -1,
"status": 200

Example CFHRAEZ HTTP 2 &0 Chst FHE MOTHE

"id": "168416dc2ea97781",
"name": "names.example.com",
"trace_id": "1-62bel272-1b71c4274f39f122afa64eab",
"start_time": 1484786387.131,
"end_time": 1484786387.501,
"parent_id": "@04f72bel9cddc2a",
"http": {
"request": {
"method": "GET",
"url": "https://names.example.com/"
1Y
"response": {
"content_length": -1,
"status": 200
}
1,

"inferred": true

Node.js& X-Ray SDKZ SQL #z| £X5l7|

SQL 22t0|MEE 2 5t= Node.js& X-Ray SDK 2210|91E HMEZ ZHM SQL TIO|E{H 0] A
2|& ASELct

» PostgreSQL — AWSXRay.capturePostgres()

var AWSXRay = require('aws-xray-sdk');
var pg = AWSXRay.capturePostgres(require('pg'));
var client = new pg.Client();

« MySQL — AWSXRay.captureMySQL()
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var AWSXRay = require('aws-xray-sdk');
var mysql = AWSXRay.captureMySQL(require('mysql'));

var connection = mysql.createConnection(config);
TEE ZE0[HEE 0|83l SQL HEIE EMFHCHH, Node.js& X-Ray SDK= @140t #2|of CHet ™
=
=

SQL 3¢ MaHEo| F7} olo|E{ £ &

51& S50 e sQL E=of oiEEICHH sQL #2lof Cial HHE ot MaHE HEE o FIHE
= A&LICH ol & S0 5t 2| MaAHE| AXE SQL HE| EXIEE 7|Fsttdis 2 ot MIHES
SQL Aol X Fote + U&LICH

Example 52| AIOIME| sQL x|

const queryString = 'SELECT * FROM MyTable';
connection.query(queryString, ...);

// Retrieve the most recently created subsegment
const subs = AWSXRay.getSegment().subsegments;

if (subs & & subs.length > @) {
var sqlSub = subs[subs.length - 1];
sqlSub.sql.sanitized_query = queryString;

}

18 S =0l Y SQL WE=o| ©A 252 o SQL HE| MMS HESUAIQ. X-Ray MIHE EM

o

Node.js& X-Ray SDKE At&35t0{ AFEAL X|’™H 519 MOIHE M

0x
[e][}

t71

o mlm I >

21 A

Al

ol

BEE FEol HIHES H 50
Lt AlS sl

Jl= 8t
LIk, T

He xelety| YIs) 22 E srodol Ciet MR HEE
& mOtCH X-Ray SDK'= 3H9| MIIBIE fof AxE

MAIshod CHE 519l MOTES 28857t 2E MMo
e TS

0x 03 HH
Ny
0 ok

o

=

I

E

m

M

H
-
=)
o

Node.js& X-Ray SDK 265



AWS X-Ray THRE OHLEA

A& Xt K| Express 62| MZHE

Eot= 7|0l chsll AHE X} XIH 52

ok

captureAsyncFunc &+ & AM830i CHRAEE MH[AE
P
=

Example app.js — Ar& XA} X1 512 M2HE Express

var AWSXRay = require('aws-xray-sdk');
app.use(AWSXRay.express.openSegment( 'MyApp'));

app.get('/', function (req, res) {
var host = 'api.example.com';

AWSXRay.captureAsyncFunc('send', function(subsegment) {
sendRequest(host, function() {
console.log('rendering!');
res.render('index"');
subsegment.close();
});
18
});

app.use(AWSXRay.express.closeSegment());

function sendRequest(host, cb) {
var options = {
host: host,
path: '/',
};

var callback = function(response) {

var str = '';
response.on('data', function (chunk) {
str += chunk;

1)

response.on('end', function () {
cb();
1);

http.request(options, callback).end();
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i

Ol of Ao A o Z2|AH 0|M2 sendRequest E+E =
HEE W LICH captureAsyncFunce S &7t 88st= HIS7| = 0| 2+EEl‘:h' 3H i -E—“—'.*
&= Lol M Erotof sti= 5t MOHEE MEFLICH

o
o

7144 7150f CHSH A= captureFunc BF48 ALSE 4 UALICH O] #4E &4 220 4¥E 0}

A
Al
= SAANS2Z ot ¢ MIHEE H&Lo

2o

—
=L

5t MOIHEE MO

E ot MOHE LHol|AM H4E A2 Node.js& X-Ray SDK7} i
&t MHE| CHaH IDE s 5

=
T AIEF Al 2 B2 AlZHE 7|15 &t
Example MH|EtE|O|E{7} 2 & El ot MOIHE

"subsegments": [{
"id": "6f1605cd8a@7cb70",
"start_time": 1.480305974194E9,
"end_time": 1.4803059742E9,

"name": "Custom subsegment for UserModel.saveUser function",
"metadata": {
"debug": {
"test": "Metadata string from UserModel.saveUser"
}
I

AE2ZF X|H Lambda 5t MOHE

SDKE Lambda0i| A Al =
EILICH X-Ray Trace BHoi| Bt AWS: :Lambda: :Function = E& %“S'a'i
DHEE{H MAME MIHEE 5&55tT7 8- & H S'OF*'M M D, &<l |

§— o D [ =]
S A IDE A5 M| AOIHEE £50 2 0= A A‘” HEE B = J&L|ch
Example app.js — =& AL X X|H 62 AOHE

const segment = AWSXRay.getSegment(); //returns the facade segment
const subsegment = segment.addNewSubsegment('subseg');

subsegment.close();
//the segment is closed by the SDK automatically
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Node.js& X-Ray SDKZ M1HEO| FA] & HIEIH|O|E] F7I5H7|

A1 HEHOIEE AL oP04 Y, B4 = ofE2|7 oMol CHEt Tt HEE
X-Ray SDKOM & dstE MOHE E= ASX7E SdstE AER X st MaHEN =4 2 Of
EtCIOIEE F7He & U&LICH

FME XY, 2R EE 22 AT B8 712t HolLIch FAS Le| EHAoIM A8
E BlolAE TBHE [ AL S ClOJEIE VIS8t 74Lt

5171 9l3f QI AEILICH AL 220l
CES

GetTraceSummaries APIE

B8 2E RFo| g2 JHE 4 e 713t HofxI TE| EHA A
E

0
clolaof K& st A X[e HMol= AHEstX| &k F71 O

MIHEO = FMu HEHO|E 2o ALEXLID 2APEE 7|88 = JU&LICH A8XEIDE MOHE
ol ¥ TWeof 7|25 AMRo 2 Ol AL|X| oA L|C)

Sections

 Node.js& X-Ray SDKZ = J|E 35} 7|

« Node.js& X-Ray SDKZ M|E}C|O|E] 7|55} 7|
« Node.js& X-Ray SDKZ AIEX} ID 7|§5}7|

FAME ALSoto AME L2 QY e HEE MOMHEL} 512l MaHE 7|FstAAI2.
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M MAHELL 5t MOHES| X E 71X LICH.

-

var AWSXRay = require('aws-xray-sdk');
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var document = AWSXRay.getSegment();

A

2 7|, B2, X £ EAY 222 addAnnotation2 E&¢tLICH

N
Ho
Pl

9

document.addAnnotation("mykey", "my value");

SDKE MOHE 2M2| annotations ZAof| FAME 7|-Zf Ho{Z 7|SELICH 2 7|2
addAnnotation2 5 H S £5tH Z2 MOHEL 519 MOHEA 7|83 EH /2 Ho{&4L|Ct

1 AAL—- H

EM S ZEE FM0| e EBO|AE A oP{M annotations.key 7|XEE EE EFH A AL
S MAIL.

Example app.js - &4

var AWS = require('aws-sdk');
var AWSXRay = require('aws-xray-sdk');
var ddb = AWSXRay.captureAWSClient(new AWS.DynamoDB());

app.post('/signup', function(req, res) {
var item = {
'email': {'S': req.body.email},
'name': {'S': req.body.name},
'preview': {'S': req.body.previewAccess},
"theme': {'S': req.body.theme}
};

var seg = AWSXRay.getSegment();
seg.addAnnotation('theme', req.body.theme);

ddb.putItem({
'TableName': ddbTable,
'Item': item,
'"Expected': { email: { Exists: false } }
}, function(err, data) {

Node.js& X-Ray SDKZ HIEIH|O|E] 7|Z 5l 7|

HEIHOIEE o|8aH AME2 = QIHYetx| gfotr £l= HEE MIHEL}L ot MIHEN 7|55t
A2, HIEtH|OlE 22 -E—XP" XA F2 = JSON ZAA|LE ofefolof ZEste +~ QJ=ECHE ZE
A7 E =+ Q&L
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HIEHIOIE 7|5 W

1. M MHIHEL st MIHES| HEE 7hMHSLICH

var AWSXRay = require('aws-xray-sdk');

var document = AWSXRay.getSegment();

2. =X 7|, B2, A, =AY £ AA g2f Y EAE WAAHO[AZ addMetadataE ZE &L
Ct.
document.addMetadata("my key", "my value", "my namespace");
s

7|2+ 7Bt 0|83 addMetadatas E&&LICH.

document.addMetadata("my key", "my value");

Node.js& X-Ray SDKZ AL X} ID 7|E3517|

N8X IDE 23 MIRE0 7S50 2HE 2l NBXE A LI Lambda #20] HITEE
HEe = Qoo 2 O] 22 AWS Lambda & 2ot S & &[] %ﬁl__l[:l. setUser 3= 519 Ma™
E7t ot MaMHEo| Dt 228 4 QlaLct

X MIHELL ot 2| MIAHE S| FEE 7HXSLICH

—

var AWSXRay = require('aws-xray-sdk');
var document = AWSXRay.getSegment();

2. QMg HHAEKIo EXY IDE setUser()E E&¢&LCH

var user = 'johnl23';
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AWSXRay.getSegment().setUser(user);

tHE o Z2|7|0|MH0] 2 MEIE AlEfetE FA| AEXHIDE 7I557| /ol setUserE EEE =+ U
&LICH AHEXHID dHE QIiMEF MIOHEE MEFICIH SES 1E2 HEE + A&LIT

Example app.js - AFE X} ID

var AWS = require('aws-sdk');

var AWSXRay = require('aws-xray-sdk');

var uuidv4 = require('uuid/v4');

var ddb = AWSXRay.captureAWSClient(new AWS.DynamoDB());

app.post('/signup’', function(req, res) {
var userId = uuidv4();
var item = {
'userId': {'S': userlId},
'email': {'S': req.body.email},
'name’': {'S': req.body.name}

};
var seg = AWSXRay.getSegment().setUser(userId);

ddb.putItem({
'TableName': ddbTable,
'Item': item,
'"Expected': { email: { Exists: false } }
}, function(err, data) {

ALEXE D] EBO|AE B oB{H, user 7|1/EE ZE EA 0 MEFIAAIL.

CHSIt 20| ol E 2|70l E AFSHEAIL Python
E80|AE X-RayZ H&3H TS Python OHEEIAHOIME AZ st Welol= F 77t LIt

« AWS HiEZE CHA OpenTelemetry Python — Collector® AWS HiZ S &3 Amazon CloudWatch
AWS X-Ray, Amazon OpenSearch ServiceE H|Z 8t 0{2{ AWS ZLIE{Z £ R Moz &35 &
HE X|Eet FHE MEEY = Ue LE 24 2o|EHHE| MEE M35t AWS HHEZ EIL|CH

OpenTelemetry

Ct2ot 22 77| Python 571


https://docs.aws.amazon.com/xray/latest/devguide/xray-console-filters.html
https://aws-otel.github.io/docs/getting-started/collector
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« AWS X-Ray SDK for Python — X-Ray Cll= 2 S38ll ECi|0|AE M5t X-RayZ M&5H7| @8t Ef
OlE 22| MEQILICE

REAIE LI 2 AWS HiZ EH8 OpenTelemetry SDK2+ X-Ray SDK & MEHE(E) HZEFHAMIR.

AWS HH 3 Et OpenTelemetry Python

AWS Distrofor OpenTelemetry (ADOT) & AFE5tH o E2(7|0|ME Bt 1 H| &35t Amazon Python
CloudWatch, Amazon ServiceE Z &5t 0421 AWS ZL|E{Z £F Mo &t A7l Q= AWS X-Ray
X|EQl FXME MEE 4 Q&LICH OpenSearch ADOTS} &7 X-RayE AI&35t2{H F 74| 24

A7 EHELICH stLbE X-Rayet B7H AHE " == 4= OpenTelemetry SDKO| 11 CHE 3tLt= X-Ray
o &7H AH8E 4 UE OpenTelemetryCollector&AWS Hi Z EHQIL|CH PythonADOTHIE A5 HIE

X|o| & E[of Rlof o E 2|70l Mo T E H4E gio| ETO|AE ©MEE += /U&LICH

AlEtSHEd™ B Z EHo| M AEME X 5HAIA2.AWS OpenTelemetry Python

OpenTelemetry & 71l AWSAWS X-Ray HHZ 2 AL 5t HLE CHE AWS MHIASEZE ALE5t=
2ol CHEr REMIEH LH8 2 MBEM 8 HIEE OpenTelemetry £ AWS MEME HiZ E
2 .AWS OpenTelemetry

r\=|
mjo
o
R
_O'I_l
>
>

Q104 X| ¢ & AL o] CHEE REAISH LIE 2 Observability on2 & Z 5 & A2 AWS . GitHub

AWS X-Ray SDKE <|&F Python

Python% X-Ray SDK= EB|0|A HIO|E{E M5t X-Ray HIES 2 H&5H7| {8t AL HAME
E M 335t= Python # OfZE(7|0|M8 tolE22|LCH £ Ho|ElE 88 T2 XS
StE £AIHTTP 23 2 22 T2 1Z0| AWS SDK, HTTP £2}0|E =& SQL H|o|E{Ho|A 7{
E{E AF85t0{ CIRAER MH|AM ELiE &0 Chet HE7F Z&ELICH E£8t 892 MOHE
E MMt ClHa HEE M 2 HEIH|OIE{o| FIHE =E Q&L

plpE SDK% EI"E‘EE%EI- ‘/I\‘ AA%L“:I--
$ pip install aws-xray-sdk

(® Note

Python& X-Ray SDK&= L& &
st O|Ke E Z|HAEE NS

w2 |

Z2MEQ|L|C}. github.com/aws/0IMH ZEMEE HZ
= A&

L|C} GitHub. aws-xray-sdk-python
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https://aws-otel.github.io/docs/getting-started/python-sdk
https://aws-otel.github.io/docs/introduction
https://aws-otel.github.io/
https://aws-otel.github.io/docs/introduction
https://aws-otel.github.io/docs/introduction
https://github.com/aws-observability
https://github.com/aws/aws-xray-sdk-python
https://github.com/aws/aws-xray-sdk-python
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Django EE= FlaskE At&st= 82 SDK O|=#H01E oiE (7[00 F7tst= AR E] AlEsto] 4
2YEE FHELICH OIS0l 4 EBoj& 20| Cigt OHEE ddstn, SEHO| MESEH M
HEE 22 efLICt MIHET Hed Q= Setol= SDK 22t0[HMEL| HIMEE o|8s8 HEE M
HEO| Flst st9l MOAHEE BFE0ICH2AER S &S Enf0[&Y & J&LICH 8 SDKE Al
OHETL Hed e S ofE2[7H 0|0l e let= HQIE AIS2 2 7[SEfLICt CHE ofZE(7 0]
Mo| Ef MOTHEE =822 Bt = U&LICH

(® Note
Lambda®| X-Ray SDK= ME AL QILICEH O|& &0l AL SHK| = B2 047‘*0| MH|A 24
0f Lambda MH|A & = E2t ZF Lambda &+ & L E stL7F ZEELICIH SDKE F7tstHE &

7 I EE /F35t04 Lambdaol 2|5t 7|REl= &+ MOHEN st MOIHEE FIHE = A
&LCH RkAMEH M2 = AWS Lambda 2|1 AWS X-Ray2 & ZHAIL.

o

LambdaOlA HIZE of|A| Python &£ £ AL HESHAAIL.

>
Im
u

LS S 2 Python® X-Ray SDKE A3t04 of Z 2|7 0| 0] 2lo| 2R EIS T x|Et o 2 M Ct2
&2 1MELICt SDKE CHS 2Ho|EB 2|8 K| EHLC.

X|#H=lE 2tolE e 2

 botocore, boto3 — QIAEZME Z2}0|21E. AWS SDK for Python (Boto)

« pynamodb — Amazon DynamoDB £zt 0|21 E 2| PynamoDB HX g F A& LC}.

- aiobotocore, aioboto3 — Python 2E2I0|ME S H|S7| & SDK HEIg A &Lct.

« requests, aiohttp — 4@/ HTTP 22}0|HEE F4ErLIC}.

« httplib, http.client - 3t HTTP 22+0|1E St 0|2{3 ZEI0IHEE A 85t= 49l 2to|EH
2|E Lo

- sqlite3 -SQLite 22t0|HEE T A& LICL.

« mysqgl-connector-python-MySQL 22I0|¢EE 7 AI&tLICH

* pg8000 - == Python2 FAgrLCH.

* psycopg? - PostgreSQL Ci|O|E{H|O| A O{H{E{E F A TLICH

- pymongo — MongoDB Z2I0|¢1EE T4 FLCt,
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https://pypi.python.org/pypi/botocore
https://pypi.python.org/pypi/boto3
https://pypi.python.org/pypi/pynamodb/
https://pypi.python.org/pypi/aiobotocore
https://pypi.python.org/pypi/aioboto3
https://docs.python.org/3/library/asyncio.html
https://pypi.python.org/pypi/requests
https://pypi.python.org/pypi/aiohttp
https://docs.python.org/2/library/httplib.html
https://docs.python.org/3/library/http.client.html
https://docs.python.org/3/library/sqlite3.html
https://pypi.python.org/pypi/mysql-connector-python
https://pypi.org/project/pg8000/
https://pypi.org/project/psycopg2/
https://pypi.org/project/pymongo/
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+ pymysql— PyMy MySQL Z! MariaDBE 2|8t QIAE sQL 7|gt Zetol

ofZ2|7lo|M0] SQL HIO|EH|O|A E&= 7|E HTTP MH|AE ZE£& AWSIHOICH SDK= S &0f CHEt
HMEE 5 MaHEN 7| &L|ch AWS MH|A EESH AMH|A LHOIA HMASHE ElAAE X Hof
CHRAEZ L2 LHEHILISE JiE o440 2 F 2 AIEt EXME AlYst= ol =20 gulct
SDKE AF83t7| AIEHEH Fof, Bl Z {2t O|E9I0{E T4J5t0{ SDK S& 2 FHstMAIR. E{aelg
Z7t5l ofZ2|F0|MHE A&stE HFE BlAAN CHEt CIOIEE 7|85t MER &2 Holsl M
Z3 S22 F-stn, 2O olES MY ol EE|F0|M 29| SDKUIM EAE= HE &8 =™
g = ALt

2ol Chet %7} &2 ot ofZ 27 olMo] 41 U HiELCI0|Elol M sHe Aelg JI=erLch Fae T
B EHAD S ASE £ TS QIMAE Tt 7| 3t oIyl o), S CloIEIS Zas £3
OlAE ZME 4+ &LICH HEHOlE] #22 XBHol oM JSONSZ Xgsy 4 ol BE 27
o ofElo|E 715 E % aLich

A 2 BIELEI O|E{= X SDKE A& 5tod M2l E ol Z7tshs o
| EHAOIM AL 57| I8 QIS AIEILICH HEHE|0lElE Q1%
S APIZ A8 304 $IA| MZHEOIAM & 4 U&LICH X-Rayol CHEH 27| AMATL S04
SR =Tt Ol ClOEIE & 4 YBLich

Fso FAE SeH0ldETH Bo| QICHH, FAE SEt0IHER BHE 2t @80 59| MIHES o
o 2ot QM MIUE SHLIE BHE 4 UALICH ALSAL X% 5t9l MOHES] 2a0IIE 25
S BiTE ot 9l MIHES TR T IBEHE 4+ USLICH M B4 £= 2= Mol Chat A8 X}
KI% 59 MIOIE S MAE £ USLIC T2 0HS 49 MIHE BE 28 e thAl 59 M
HEof HiEtEolE U FA BlZLE 4 s

SDKo| ZaHA 2 HM=of CHE 2 &= MM = API® AWS X-Ray SDK 2 =& 2 ZX3H4A|2. Python

27 Abg
Python& X-Ray SDK= Chg 2104 & 2to|E 22| HHE K[ ELICH

« Python-2.7,3.4, & =&l HH
« Django - 1.10 O| 4
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* Flask — 0.10 0|4}

« aiohttp — 2.3.0 O 4}

« AWS SDK for Python (Boto) — 1.4.0 O 4f

« botocore — 1.5.0 0|4}

o QHE —0.4.7 0|4, ™ 3.4.0 O|&F& Python
jsonpickle — 1.0.0 O 4

setuptools — 40.6.3 0|4

wrapt — 1.11.0 O|&f

Ad
(=)

OR¥
A
re

g=]
Python& X-Ray SDKE pipHA AF& & &= Ql&LCt.

« I§7|X| - aws-xray-sdk

SDKE requirements.txt Tt SHHS =2 FItgfLICt

Example requirements.txt

aws-xray-sdk==2.4.2
boto3==1.4.4
botocore==1.5.55
Django==1.11.3

Elastic Beanstalk& Al &304 OHE2|7|0|MHE BHE 5= d S Elastic Beanstalk2
requirements.txtl| 2E W7 |X|E RIS =2 MX[ELICE

OII

Python& X-Ray SDK T3

Python& X-Ray SDKO|= ™ M2 EHE AMB5t= xray_recordergte A7 U&LICH =4
HTTP Z&0i Ciall MOIHEE HMst= OISR01E MEX XIHGEE MY BIHE 7 HE = UE

LICH.

Sections
e MH|A Z0{1¢
. Mz R
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- ZEo AN FH

* Djangol| BlZH 74

. BT S

MH|A Z{3¢l
plugins& AL&38t04 OHEC|F0|ME EAEISHE AMH|A00 CHE HEE 7|5g & A&LICH
£c{ael

+ Amazon EC2 — QIAEA D, 7+& ¥ 2l CloudWatch 21 2 & & EC2Plugin F7+&FLICEH

+ Elastic Beanstalk — ElasticBeanstalkPluginO| 87 0|, {7 zilol& X! Hi=Z IDE F7}&L
Ct.

« Amazon ECS — ECSP1luginO| Z4E{0|L IDE F7}&fL|ct.

Segment - Scorekeep x
R —
Overview | Resources Annotations Metadata Exceptions

Elastic Beanstalk

Version label app-618¢-170413_021009
Deployment ID 20
Environment name SCDF&KEED—th

EC2

Availability zone us-east-2c
Instance 1D i-035583d15d1471728

Z2{0912 M83l24™ xray_recorder0®A configureE & & LICH.

from aws_xray_sdk.core import xray_recorder
from aws_xray_sdk.core import patch_all
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xray_recorder.configure(service="'My app')

plugins = ('ElasticBeanstalkPlugin', 'EC2Plugin')
xray_recorder.configure(plugins=plugins)
patch_all()

(@ Note
pluginse REE MYEL|IEE HH E22{1Ql
Ch. ofAl: plugins = ('EC2Plugin',)

1o
k]
02
e
rr
=
In
>
o
o2

235104 MaHEO] origi %":E MYz Lct o= o E 2|7 0]44
t= 222 SDKE ElasticBeanstalk
F

MEZ HE2 A85tod 7|15E R¥E A™ELICH
MH|A0IM F7H LEO| 5%E X-Ray2 FHM ™
£0|M F7F #3EI2 444504 ZF of Z2 2|7 0|40l CHal 7= kl= O 0[E{ Q| 2

XI5 722 HolEl £ M2 M ELIC 230 ofz] 8K XK T2 Yrlsts B
u]

(® Note

Bl @&o| 7|18 2& ﬂ.xljl_ SAECE Tl @%Fo|5% 2 TS0tz
E AHY 38 = JUe HEto| gi7LE, X-Ray CHE(daemon)ofl edZ2ef —’F— =
Zo| gt &= @11 of CHE(daemon)2 SDKOIM &5t API 2%

2Lt
JSON EMollM ME2 728 S22 T SDKE THE +X AUSLICH SDKE X-Ray E22 A
Y + UE B2 2ZE 2E HUSE A8stHLE 2ZH 722 UELE AEE = UGLICH
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Example sampling-rules.json

"version": 2,
"rules": [

{

"description": "Player moves."
"host": "*",

"http_method": "*",
"url_path": "/api/move/*",
"fixed_target": 0,

"rate": 0.05

}

1)

"default": {
"fixed_target": 1,
"rate": 0.1

O ofol M= stLtel AHEXE X|E #&l1 7|2 #EI2 HolghLch A8 X8 #E2 24 FH eH
T 210 5% MEZ £ /api/move/ Ot ZZ0| MEFLICE 7|8 a2 OiE %X I F71

S HIE
REO[10%E FHELICH

2ZZ 7o Mo|gh me| B 1 CHA 0| X-Ray MHIAE S&lf #2lzle chal, BllZEHe| ZF 2lA
EHAHZ S2MoZ MEEICHE HWQULICH SAEE Bo| HiZ& 8 1K £ 71 37 SCHsH7|

20 7|EE|= dlo|E 2| ¥E X|o1st7|7F o{ed X &iLCE.

OfL|2 AWS Lambda, MZ2 £ = & £+ Qi&LIct FHE MHH|AT E+E SESE 42 o
2 MH|AOM MEZIFH QXS MAISH SZ0| Lambdad] 28l 7|2 EL|Ct. &4 Fxo| &Adstz|n
1= 7
A L—

EfolA 7t Qe A< LambdaodiiM MER AHE LHRILICE

2 F445t24™ CH oM@t 20| xray_recorder.configureE & LICE O] of
Aol M rulesE TEo| EMUHEZ|0|HLE MEZ E|o| ZEE JSON I o| MoH 3

Hu
e
r
n

xray_recorder.configure(sampling_rules=rules)
EZ =0 AH835tE24H LocalSampler & AHE5t04 BIZHE T LICH.

from aws_xray_sdk.core.sampling.local.sampler import LocalSampler
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xray_recorder.configure(sampler=LocalSampler())

CC
4

rot
).

MEZ S HFEYststn ZE Al 2FE FHSIEE MY 2|ZHE 7Y = J&Lich

xray_recorder.configure(sampling=False)

2
SDKE 7|2 WARNING 22 Bl 0| &= Python2| LI logging ZEE AFSELICH
aws_xray_sdk 2220l CHet 27 HXE 71421 0|o] CH5H setLevel2 535104 2to|EEHE]

3l o Z 2|70l o] L Kol CHall MZ CHE 21 Biee gL

Example app.py - 22

logging.basicConfig(level="WARNING')
logging.getLogger('aws_xray_sdk').setLevel(logging.ERROR)

CIHO 238 AH85to =522 ot MOHEE HEE W 0|2z ot MaHES 22 EXME 4
ge + A&LICH

xray_recorder0 Cigt configure HIMEMM F71 MHEE AISE = JU&LICH

* context_missing - €& U MIHET Qs 32 FEE Z=7H CIOIEE 7|Sstedn &
HH 5= 0 2l E Y XISHE4T LOG_ERRORE A ELICH

+ daemon_address — X-Ray CHE(daemon) ElAL49| A

« service - SDK7} MIHEO| AAE5t= MH|A O|FE MEELICH

« plugins— OHZ2|70|MH AWS EZ|A A0 CHEt HEE 7|5 &Lt

- sampling - MEZ2 2 H|&E35}62{M FalseZ2 AHFLICH

« sampling_rules - Z2 7 =/0| Z&E JSON US| ZE2E M™ELICE.

=

Example main.py — ZiEIA E =2 04 2| H|& &35t

from aws_xray_sdk.core import xray_recorder
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xray_recoxder.configure(context_missing="'LOG_ERROR"')

Djangol| BllZH +4

Django ZHIYX I E AI&35t= B Django settings.py IS AF&3t04 M B2 SMHE T

g + A&LIch

>
o
n
I3
u
o
LNl
i
Ja}
(o]
- .
jo
4o
ro
9.'—'
o
=

« AUTO_INSTRUMENT (Django M&) - 7|& XS OlO|E{tH|O]
JMEE 7|SFLCH

« AWS_XRAY_CONTEXT_MISSING - ¥4 U= MOHEJ} Qe A TMHE A= 7L HO|EE 7|E 36t
4o & [ YMStE o2l YX|5tE{™H LOG_ERRORZ A ELICE.
A

* AWS_XRAY_DAEMON_ADDRESS — X-Ray Ci&(daemon) ZI
« AWS_XRAY_TRACING_NAME — SDK7} MZHE 0l At25tE AH|A OIS M et
« PLUGINS— OHEZZ|7i0|41 AWS ElA A0 CiEt HEE 7| ELC.

« SAMPLING - MEZE H|&d3}6t2d™ FalseZ A ELICH

e SAMPLING_RULES - MZ& #=|0| Z&E JSON mtdo| Z2E MMErLICt.
settings.pydM BlZH e &dslsted™ Hx|E ¥ S50l Django OIER0{E F7HEFLICt.
Example settings.py — Ax|E A4

INSTALLED_APPS = [

'django.contrib.sessions’,
'aws_xray_sdk.ext.django’',

O|& 0| XRAY_RECORDERQ! dicto| M AtE 7ts8 AHE 7 HEHLICH
Example settings.py — Ax|E A

XRAY_RECORDER = {
'"AUTO_INSTRUMENT': True,
"AWS_XRAY_CONTEXT_MISSING': 'LOG_ERROR',
'AWS_XRAY_DAEMON_ADDRESS': '127.0.0.1:5000',
'AWS_XRAY_TRACING_NAME': 'My application’,
"PLUGINS': ('ElasticBeanstalkPlugin', 'EC2Plugin', 'ECSPlugin'),
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'SAMPLING': False,

}
2E W
28 HsE AL&3510{ Python& X-Ray SDKE T+ 88 = U&LICH SDKE CH HeE X[RE L

« AWS_XRAY_TRACING_NAME - SDK7} M2 HEO| AF25tE MH|A O|E2 MAEELICH T2 a8 Y
Ao 2 MASH MH|A 0| & A& oltLCt.

« AWS_XRAY_SDK_ENABLED - false2 A%I6l™H SDK7} HIEZASHELICE O] 73 BT} false2 M
ME|X| of2 8 SDKE 7|2Mo 2 gMeEL|Ct

- HEMstE 32, 224 tlZ 7t CHE(daemon)2 2 M E|X| f= HO| MOHE L 5H¢ Ml
HEE XIS22 *”“ﬁ_T'_ S mX|7F HIEESHELLICH OIS0 22Y 2lZH flof eiHZE
7|SELch E3t O|E90{E S8 MOHE X &t MIHE dH2 25 HO| MIHER C{0O|

ot MaHETF ELICH

- B4 ¥ E= aws_xray_sdk 2H0|E24{2[0|AM global_sdk_config ZHA|Qt & &5 =
&S5 AWS_XRAY_SDK_ENABLED gt2 ™ gL|ct 238 H=of CHE ME2 O[3t &5 &8
MEolghLct.

« AWS_XRAY_DAEMON_ADDRESS — X-Ray CHZ(daemon) ElAL{S| SAEQl ZEE
Mo 2 SDK= FX H|O|E{(UDP)2t MEZ(TCP) 2501 127.0.0.1:20002 r 2
E0i|M =4l CH7 |t =5 CHE (daemon)E T8t A2 E= OHE ZAE0AM &A™ 52 75'-‘?— Of H==
E ArS gL ct

« SQUS LE — address:port
E —tcp:address:port udp:address:port
« AWS_XRAY_CONTEXT_MISSING — ¥4 U= MOIHET| Qe A< #+HE ZE7I CIO|EHE 7|85t
g4 g mf & M5t= of| 2|2 & X[5H2{T RUNTIME_ERRORE A TFLICEH

I.

fo
rot
II\I

_IC_DI_
» RUNTIME_ERROR— THE}! 0| |7} & MStL|C}.
« LOG_ERROR- &

E 7|55t AlSELIch (ZI&4)).
« IGNORE_ERROR— @ FE F A5t HSELICH
UZ 2O Qle M AYMEIE AR ZE = M ABEE MMSE ZEMM ASE ZCH0|MEE
= H

ME35tE{D ot B2 FEE MIOMHE &= ot MOIHESf HE Q7L &g = &Lt
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Python O|E 9018 X-Ray SDKZ £ 3 FX57|

O|S90{E o EE[FH o|Mof| F£Itetn MIHE O|FE 795 Python& X-Ray SDK= MEZE 2

Fol| el MAHEE Y LICH ol HIHEME HTTP 22| AlZh, HIME X HiRI7F ZEHEL

Ch F712 F46H ol MOHEL| 52| MaHETL HEE LT

Python& X-Ray SDKE =4I HTTP Q8 E T3t 7| 2/8t Ct3 O|IE90{E R[HFLICH

* Django

» Flask

» Bottle

(® Note

AWS Lambda & 2| B2, Lambdat MET L= Zf LHEOICH MIHE otLHE dEef LI
XtMIEH HE = AWS Lambda 12|17 AWS X-Ray MME X FHAML.

Lambda2Z A& E Python & 2| 0= & UX S FESAAIL.

CHE Zo3 9| AT RE = Python OHEZ|F|0|MO| AL, MOHEE 522 OtE = UEL

Zt H2HE|= MH|A Y otoll M ol ZEI7| 0] E AlEst= Ol ol Q&LICH Ol MI:LDJE_O_I O|&0]
HMoZ XIHE|ES 7L, 4 8o SAE FHE J|#t 22 SDK7t SHM2Z 0|82 XIHs:
£ 74 + A&LICH M 0|& XIEE AI8tH - i I°._ Ol§ol et A& FH 3+ Ol&
ol ofl 4 THEIT} YxI5HRI B2 ZHR(0f: ZAE BIC{7H YXE A9) 7|2 0B S M8 & et

E WHM £= 7|EF SIHRI7F oOHEE|F0|Me 2 M E MY Ste B2, X-Raye IP IZ! L{
A IP7} ofL|2t 2% 9| X-Forwarded-For SICH{Z 8 E ZE2I0|Q1E IPE J7IXSL|Ct ™Y
ol CHalH 7|SE SClo{HE IPE YEE £+ U= ZE AR5 oF ElL|Ct,
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SAHO| MEE|H SDKE MIHEO F7t ZE=E MZd5t0] 0| LIEFHLICH MIHE|
x_forwarded_forZ MHEE true EEJ} X & El 3 Z2I0|ME IPE HTTP 232 X-
Forwarded-For SICH{Z8E 7} S L|Ct.

O|E9ois OIS HEE XSt=E http E522 ZF =4 20| gt OHEE HdefLCh

« X oo|ME — 2H0|M 7FK{2 user-agent LICH.

| content-length®IL|Ct.

T
M
|
N
o
|
0l
n
|0

Z 2|7110|44(Django)0il OIS 0] F7}
2|7 0| M(Flask)oll O|E 90 F7}

- OfZZ|7|0|M(Bottle)oll OIE R0 F7I
« &59Z Python ZE 74

- MIHE 0| XIY M 74

e 0

M|k

OHZ 2|7i| 0| M(Django)oll O|E %o &7}

MIDDLEWARE It 20| settings.py S50l O/S/0{E F7gfLICt 7|Et O|S{0{o| M AMfEt 2
Ho| I ZYEITE X-Ray O|E0{7} settings.py TFUMIM A HmY Eoil QJo{of EfLICE

Example settings.py - Python O|E910{& X-Ray SDK

MIDDLEWARE = [
'aws_xray_sdk.ext.django.middleware.XRayMiddleware',
'django.middleware.security.SecurityMiddleware"',
'django.contrib.sessions.middleware.SessionMiddleware'’,
'django.middleware.common.CommonMiddleware"',
'django.middleware.csrf.CsrfViewMiddleware"',
'django.contrib.auth.middleware.AuthenticationMiddleware’,
'django.contrib.messages.middleware.MessageMiddleware',
'django.middleware.clickjacking.XFrameOptionsMiddleware'
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settings.py It S| INSTALLED_APPS S&0i| X-Ray SDK Django &2 F7t5tM. O|ZH| 5t
H2 AP&!' I'I: %P_I' X- Ray E'”ql-_-‘la éEI- =2 A& |—||-_-|'.

Example settings.py - Python Django & X-Ray SDK

INSTALLED_APPS = [
'aws_xray_sdk.ext.django',
'django.contrib.admin’,
'django.contrib.auth’,
'django.contrib.contenttypes’,
'django.contrib.sessions’,
'django.contrib.messages’,
'django.contrib.staticfiles’,

settings.py Tt AOHE O|F2 F+HFLICH

Example settings.py - MIZMHE 0|5

XRAY_RECORDER = {
'AWS_XRAY_TRACING_NAME': 'My application’',
'"PLUGINS': ('EC2Plugin',),

}
O|= X-Ray el 27t 7|2 MEZ £ 2 Django OHECIFHO|MO|M MBstE LEE FHES XA
gLICH AFSAE X E MET 7S HEStHLU 7B B8 E #HE st TS Django 28 IO BZHE
I.

T8 + UA&LCH

@ Note
pluginsE FE2 MELIEZ B E2{TQE X|IEE M= HEA =
Ct. od: plugins = ('EC2Plugin',)

OHZ 2|7i| 0| M(Flask)oll O|ES %o £7}

Flask OHZ 2|7|0|ME F 44524 HX] xray_recorderdM M2 HE 0| F M3l ofF gLiCt O™
Ct= XRayMiddleware & +& AtE5t0{ Flask OHEE|7H0|ME2 I EE TX(FLICH

Example app.py

from aws_xray_sdk.core import xray_recorder
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from aws_xray_sdk.ext.flask.middleware import XRayMiddleware
app = Flask(__name__)

xray_recorder.configure(sexrvice="'My application')
XRayMiddleware(app, xray_recorder)

Ol X-Ray BIZEH7} 7|2 MET £ 2 Flask O & 2|7 0| H0f| M HI-S-%PE EE
gFLICH AFSAE X E MET 7EE HEStHLU 7B BEE HEsIE S EZHE 2
&LCt.

O Z 2|7 0| M(Bottle)oll O|SHH0f F7}

Bottle OHZE2|AH|0|ME T4 5tE{H HX xray_recorderdiM MIHE O|EE F45H0F &LICH O

o
M ChZ XRayMiddleware B+ & Al835104 Bottle OHE 27|02 Z EZ T x|FFLICH

1101-

>
o

Example app.py

from aws_xray_sdk.core import xray_recorder
from aws_xray_sdk.ext.bottle.middleware import XRayMiddleware

app = Bottle()

xray_recorder.configure(service='fallback_name', dynamic_naming='My application')
app.install(XRayMiddleware(xray_recorder))

Ol X-Ray EIZC7}H 7|82 ME- £ 2 Bottle OHZ 2|7 0|&0d| A &
sfLich AR XY ME-Y #alg ME5H7L 7|Et MHE HEstE
gLich

Jju OH

S92 Python ZE 74

Django = FlaskE AIE5tX| 2= B MOIHEE =852 & BtE £ A&LICt ZF =41 7ol CHaf
MIHEEZE tE 7L} T X|El HTTP & Zeto|HE FHo| OHEE BHE0{AM t|Z o
z

E= AWS SDK
Mst?l MaAHEE FIHe = e HHEAEE XNSE + U&LICH

Example main.py - &8 T

0

from aws_xray_sdk.core import xray_recorder

# Start a segment
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segment = xray_recorder.begin_segment('segment_name')
# Start a subsegment
subsegment = xray_recorder.begin_subsegment('subsegment_name')

# Add metadata and annotations
segment.put_metadata('key', dict, 'namespace')
subsegment.put_annotation('key', 'value')

# Close the subsegment and segment
xray_recorder.end_subsegment()
xray_recorder.end_segment()

MIZHE o|& XY M= o

AWS X-RayE AMH|£ O|§E AFE5t0d AL AL O EE[7H|0|ME AH3t T, O|& CHE ofE 2|70l
M, Io|E{H|0| A, 2|F API, A+EXL2| O Z 2|7 0401 M ALESHE AWS B[4 FEFLICH X-Ray
SDKE 4l 2ol CiEt MOHEE Hde mf siE MHES| 0|5 Lol ofZE(7H[0lM L] MH|A
O|§E 7ISELIct

X-Ray SDKE HTTP 23 s8] ZAE 0|8 o MaAHEE X|HE = YU&LICH ae{Lt o] sllH7}
ZE[H MH[A Mol o 7|X| §f2 =7 Ylie = UELICH /IZE ZAE S ZEE QEeE
Ql5H SDK7t H#ZEl MOME O|§ 2 X|Ysts M2 YX|5tE{H S0 ¥ 7|2 o|§2 XY

sifok &fLICH.

S
UR|otE QLEN SAE OIS
0| 2 £0f, stLt2| ofZ2[FH ol Mol Ml 7Hel 3+ EHIQ! (www.example.com, api.example.com,
static.example.com) O LEE &Y = U&LICE *.example.com EHOZE 5% 0O|F XY
MEF2 AF25t0] ZF S HIQIS| HOHESE MEZ CHE 0|E2 2 EAISHH MH|A BHof| MH|A =
7H Ml 70 MZIL|CH o] THEol| X[ b= S AE 0|§2 20| o E 2|7 0| MHoi| AT, AL XL K|
XMt ChA| O|& 2| Wl Bl = =7 MH|A BHoi| I A|EL|C}.

A B |HoF 3t THEd L HTTP 39| SAE 0|§0| {EHI & X|
2 0|E2 ™olgfLICt. DjangodlH 88X 2 MOHEN O|§2 X|H35tedH
S
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Example settings.py - & 0|§ x|

XRAY_RECORDER = {
"AUTO_INSTRUMENT': True,
' AWS_XRAY_TRACING_NAME': 'My application’,
'DYNAMIC_NAMING': '#*.example.com',
"PLUGINS': ('ElasticBeanstalkPlugin', 'EC2Plugin')

IHEAO M ™' E AL 310 & XP° 2 UXIAIZ|HL '2'E AF2350 B BAFE URIAIZ &= U&LICH
Flaske| B2 dlZHE Z=Z F&EL|CH.

Example main.py - AIZHE 0O|§
from aws_xray_sdk.core import xray_recorder

xray_recorder.configure(service='My application')
xray_recorder.configure(dynamic_naming="'*.example.com')

{ K o|8t 7|2 MH|A O|E 2 AWS_XRAY_TRACING_NAME &7 Hi=E Al235104 A& 9|

CHeAER 25 TS 9lsf 2tolE] Hxl

ORAER- 3£ F45t24H PythonE X-Ray SDKE AM&5t0{ ol £2|7 0]40| A+&5t= 2ho|= 2
£ mx|gfLICt Python& X-Ray SDKE ChH& EHO|EEEIE THR|E = U&LICH

X|pElE gtolged 2

C

—_

« botocore, boto3 — AWS SDK for Python (Boto) 22+0|EE 7/ && L

« pynamodb — Amazon DynamoDB 2 2}0|21E 2| PynamoDB & T3 &fLICt.

« aiobotocore, aioboto3 — Python 220|AE& H|S7| & SDK HHE FHELIC.

« requests, aiohttp - & HTTP ZCI0|UEE FMELICT

« httplib, http.client - 8t HTTP 22t0|1EQ} 0|2{8t 2EI0|HEE AF8stE 49| 2lo|=EH
2l& FggLct

- sqlite3-SQLite 22t0|HEE TAELICE.

« mysgl-connector-python —MySQL 220|HEE 7/ E&LICH
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* pg8000 - == Python2 TAJ8rL|Ct.

* psycopg2 - PostgreSQL Ci|O|E{H|O|A O{HEE T & LICt.

« pymongo — MongoDB ZZI0|¢EE 74 &Lt

« pymysqgl — MySQL %! MariaDB Z_2Z0|2E0f 7[gst PyMySQLE T4 ELICY.

o x| El 2to|E {22 AFE3HH Python& X-Ray SDKE X% S &0 CH$t 512 MOHEE MM D
7| &L|ct. SDK7F SDK O|E 901 EE= AWS LambdaOllA 51| M1HEE M
S5tE{H MOHEE A8 E = Qlo{of &LCt.

rlH)|I

(® Note
SQLAIchemy ORME Al&3t= B2, SQLAIchemy MM Q| SDK H{F T}t 22| EEiAE 7HX{%t
MsQL #HE|E FEE += U&LICH X|E2 SQLAIchemy ORM A2 EEGHAAIL

M8 7ts8t 2 E Blo|EHE|E THX|5tEd™ aws_xray_sdk.cored|A patch_all &

4>
I
Pl
olo
on I%
-

)2 253

()

Ch httplib & urllleP 2 U 2lo|2B{2|E patch_all(double_patch=Tru
04 0|F Wx| M2 dstaliok & &= U&ELICEH.

Example main.py — X|HEl= 2 & 2t0|E2H2| THX|

import boto3

import botocore
import requests
import sqlite3

from aws_xray_sdk.core import xray_recorder
from aws_xray_sdk.core import patch_all

patch_all()

gdtedH 2to|EE{E| O|§ el FEE A&3dt0] patchE ZEFLICE O]

S

""E LA SES MBsHok gLct

Example main.py - §& 2to|=2 22| THX|
import boto3

import botocore
import requests

oA B|0] SDKE 2|8t Python 288


https://pypi.org/project/pg8000/
https://pypi.org/project/psycopg2/
https://pypi.org/project/pymongo/
https://pypi.org/project/PyMySQL/
https://github.com/aws/aws-xray-sdk-python/blob/master/README.md#use-sqlalchemy-orm

AWS X-Ray THRE OHLEA

import mysql-connector-python

from aws_xray_sdk.core import xray_recorder
from aws_xray_sdk.core import patch

libraries = (['botocore'])
patch(libraries)

(® Note
2to|=2 242§ mR|stE ol AA&E 7(71 Etol=E 242
7|= stLt ol&f el 2tol=E{2lof CHel EE S ghLict.

ztolE22| HE

« httplib-httplib % http.client

* mysql —-mysqgl-connector-python

HIS 7| & dofl et HRIAE X

asyncio S clo|E22{2|e| AR E& HIS7| &0 Ciet 512 MOHEE MAE{H H|S 7| A=
AEE AF25104 Python X-Ray SDKT TAd5H0k B LICH AsyncContext 2EHAS 7HX4QtA O] 2
EiA Q| QIAEIAE X-Ray B2 ol MEELICTH

(@ Note
AIOHTTPSI Z'2 ¢ =723 X[ El0|EB{2|= aws_xray_sdk.core.patcher Z&2
Sl M2l x| L &LICH O|E2 X|El= 2to|E 22| patcher FHEF 2 0] LIEILLX| &t &
L|CF.

Example main.py — aioboto3 I{ x|

import asyncio
import aioboto3
import requests

from aws_xray_sdk.core.async_context import AsyncContext
from aws_xray_sdk.core import xray_recorder
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xray_recorder.configure(service="my_service', context=AsyncContext())
from aws_xray_sdk.core import patch

libraries = (['aioboto3'])
patch(libraries)

Python& X-Ray AWS SDKE AI&350{ SDK £ & FH 3|7

O Z 2|7 0|4M0| IO E ME 7L, CHZ |0 7S5t HU, 2RI ELHZ| 51 E 3 &5t= B, X-
Ray SDK for Python2 S &2 5t¢ MOHEZR CHRAEZ|0| M FEXFLICH AWS MH|A S MH|
A (0f: Amazon S3 H{Z! EE= Amazon SQS CH7|Y) LHo A MM ASHE £ AWS MH[A & 2|aa

meaaququpAEaicguﬂﬂuq

Python& X-Ray SDK= 2t0|E2{2|& x| [If 2= AWS SDK Z2I0|HEE AIS2 2 HFELICH

I
botocore. 71 ZCI0|MEE 7 HE == i&LICH

Tk MH|A 5F2f ZEroll CHal A

2 E MH|AQ| AR, X-Ray 2&0|M EEE APIQ| 0| S L
+ 7t M2 =tE MS &Lt

£ X-Ray SDK7} M[ZHEO| HEE F715104 MH|A THofA

x it
4>|' 1>
30

o|& &04 #|=E DynamoDB ZZI0|MENM 2 &2 HHst= B2 SDK7I EH EHO|EE OY
o 3 XY s F0f Cisll E|O|E O|F 2 MHEO FItELICH 2£0iM, Z E|0|E0] 7HE EE
MH|A B0l AT, EH E|0IES Y22 x| o2 5 &0 cHsH YU DynamoDB = =7+ E AIE

LICH

Example &5 & K& 35t7| 28t DynamoDB 2% S &0 CHSt 512 MIOAHE

"id": "24756640c0d0978a",
"start_time": 1.480305974194E9,
"end_time": 1.4803059742E9,

"name": "DynamoDB",
"namespace": "aws",
Hhttpn: {

"response": {
"content_length": 60,
"status": 200

}

},

"aws": {
"table_name": "scorekeep-user",
"operation": "UpdateItem",

"request_id": "UBQNSO5AEM8T4FDA4RQDEB940VTDRVV4K4HIRGVIF66Q9ASUAAIG",
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}
}
HHE 2lhA0) BNAE 0 CHE MHIAS SEY B9 MulA Mo 7} =St MMELCH S5
Bl4aAE ISR 81X o B9 MHIAE EH 2550 ST Mul2of ChE Y8t =7 MAEL

« Amazon DynamoDB - E{|0|& 0|&
« Amazon Simple Storage Service -tHHZ! 2! 7| 0|&

« Amazon Simple Queue Service — CH7| 0|&

Python& X-Ray SDKE AI235104 CIRAER HTTP # MH|AO| CHEt & FX57]

OHZ2|7i0| 0| OFO|Z 2 MH|A EE= IH{E 2 HTTP APIE 3£ 5 Python& X-Ray SDKE A8 504
e &S FAS T APIE MH|A J2EHZ0l| CIRAEZ MH|AER F7HE £ QlaLCH.

=
requests EEE Python2| L& HTTP £2f0|A

HTTP 22I0|MEE FMHSZ{H YA S E2 HMHE M A835t= 2I0|EREIE TR
o
aiohttpe| B HIS7| ZEHIAEE AE35t0d B

aiohttp 32| 22I0|21E APIE AF235HH, SDKOUIM MBEHE FX FMHO| QIARHAZ
ClientSession®| E2I0|1E APIT &7 F448H0F & L|Ct.

Example aiohttp 3 ECt0|Q1E API

from aws_xray_sdk.ext.aiohttp.client import aws_xray_trace_config

async def foo():
trace_config = aws_xray_trace_config()
async with ClientSession(loop=loop, trace_configs=[trace_config]) as session:
async with session.get(url) as resp
await resp.read()

Ploi| CHEF 21 5

Ct& | A M 3E b I Python& X-Ray SDK7+ HTTP 28 %! S&roi CHst
MeEJ ZEE 3P-‘?—| A‘IIIL':"“E% 7|15
EHMHNOIHEE

II:P X-Ray= ot MOHEE AFE35H04 #Z4 APIOf CHEH FH

119,I_' IIIIO
M

Example CH2AEZI HTTP E&0 CH$t 5t MOIHE
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"id": "@@4f72bel9cddc2a",

"start_time": 1484786387.131,
"end_time": 1484786387.501,

"name": "names.example.com",
"namespace":

Hhttpn: {
"request": {
"method": "GET",

THERE QLA

"remote",

"url": "https://names.example.com/"

1,
"response": {

"content_length": -1,
"status": 200

Example CI2AEZ HTTP S &0i et FHE MIHE

"id": "168416dc2ea97781",

"name": "names.example.com",

"trace_id": "1-62bel272-1b71c4274f39f122afab4eab",
"start_time": 1484786387.131,

"end_time": 1484786387.501,

"parent_id": "@04f72bel9cddc2a",
"http": {

"request": {
"method": "GET",

"url": "https://names.example.com/"

3y
"response": {
"content_length":

"status": 200
}

-1,

+,

"inferred": true

Python& X-Ray SDKE AI&304 AL X X|’H 5t MIHE MM3517|

a2 XMElst7| f/6 2 E 2ol CHE MF HEE
HE O M 2 EE & motch X-Ray SDKE 5H2| MIOTHE Qtof Mo E
AP0 SDKE <&t Python
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HEE 7ISELICH £7t 5t MOIHEE Masto CHE 5t MOHEE I E5I6H7LE, ZE MM
MsS HitetAL, =M A HEHIOIHE 7|58 = U&LICH
3t MOHEE 22l5t24™ begin_subsegment %! end_subsegment HIMEE AFSEFLICH.

Example main.py — AL At X[ 52 MIHE

from aws_xray_sdk.core import xray_recorder
subsegment = xray_recorder.begin_subsegment('annotations')

subsegment.put_annotation('id', 12345)
xray_recorder.end_subsegment()

S7|A 4ol CHEr 12 MAHEE MM 52{™H exray_recorder.capture CIZ B O|E{E AIEE
LiCt 3t2 MaHE CiEt Ol 2 X & ol MESHHL OO2E £ & 0|2 AEE = UE
L|Ct.

Example main.py - & == 5t A2HE

from aws_xray_sdk.core import xray_recorder

@xray_recorder.capture('## create_user')
def create_user():

HIS 7| &40 B9 @xray_recorder.capture_async C|Z 8 0|E{E AI&35IH, HIS 7| ZHEHAE
E dlzol MLt

Example main.py — H|S7| &+ 3t MOIHE

from aws_xray_sdk.core.async_context import AsyncContext
from aws_xray_sdk.core import xray_recorder
xray_recorder.configure(service="my_service', context=AsyncContext())

@xray_recorder.capture_async('## create_user')

async def create_user():

async def main():
await myfunc()
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o

5t MIHEE MIMHE & CHE 619 MIHE Lol A 449518 Python® X-Ray SDK7I S &t
A

¢ MaHEol CHsll IDE Yot AlEF AlZt A = AlZhE 7ISELICH

P2l shel MaHE

n°l'

Example M|EtH|O|E{7} &

"subsegments": [{
"id": "6f1605cd8a@7cb70",
"start_time": 1.480305974194E9,
"end_time": 1.4803059742E9,

"name": "Custom subsegment for UserModel.saveUser function",
"metadata": {
"debug": {
"test": "Metadata string from UserModel.saveUser"
}
1,

Python® X-Ray SDKZ MIIHEON =X & HEIH|O|E] F7I35}7]

FA54 BIEFEIOIEE A ool 28, B S ofF2llolttol et 27} Y28 715 < Slauc,
X-Ray SDKOIAT M5HE HIRIE S ABR7H Wishs AT A1 o9 42
EHCIO|EE S 7He 4 QB

FM2 EAY, XA Es B2 Adn 2¥E 712k Holguoh =42
st7| @ls QI S ELICH FM2 —E%Q Efjo|laE O&EE m A8 E
8t A

GetTraceSummaries API 2 35HAAI2.

HEHOIEE A X S5 28 ZE /32l a2 712 = Ue 7I-2t Hoix[g ZEf A0 A
Y + JUCE AU YEX|= A&LICH Eilo|A0 ME st AX[E HMol= AE5HX| &t F7I O

MAIHEN = FM0 HEHO|E o ALEXL ID EXEE 7|58 = J&LICH AEXEIDE MaIHE

ol HE Zlcof 7|8k M0 = QIHAL|X| ot&LCE
Sections

« Python& X-Ray SDKZ FM 7|53} 7|
« Python& X-Ray SDKZ HIE}C|O|E{ 7|E 5t 7|
« Python& X-Ray SDKZ AIEX} ID 7|5 357|
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Python& X-Ray SDKZ FA 7|85} 7|

FME AMBsto] AMBo= QHEYY HEE MIOHEL} 51 MIHE 7S5 &AL

« 7| —X-Ray 49| 7|= Z=|Ci 500K2| B=AE Z&e + Q&LICH 2E 7|5 () ol2|e| 340
Lt 7|2 = A8 =+ gl&Lit

« 2 —X-Ray FM9| zk2 =|C 1,000702] RFLIZE EXE ZHE & UA&ELIC

- &M+ EfolaT £|Oi 50702 FME ALY = U&LICH

1. xray_recorderOA X MIOHEL} 52| MIOHEQS| FZE 71X AL,
from aws_xray_sdk.core import xray_recorder
document = xray_recorder.current_segment()

CC
o

rr

from aws_xray_sdk.core import xray_recorder
document = xray_recorder.current_subsegment()

2. EXYE 7|, 88, £A EE XY 22 put_annotation2 & gLCH.

document.put_annotation("mykey", "my value");

IE= put_annotationO®lM xray_recorder &2 A8 E = U&LICH O] Y2 F4XH Q| 5t Al
JHELL HEd/UE ot MOHET} QI8 B2 T MIOHENM BHZE FMg 7|S&LCH

xray_recorder.put_annotation("mykey", "my value");

SDKE MIIHE M2l annotations ZA|0l| FAE 7|-7f Ho{Z2 7|SELICH &2
put_annotation2 F H 3 &E5H Z2 MOHEL} 519 MOHEN 7|SHEH ZfS Ho{&&LICH

2 Z &8t FM0| U= EBO|AE H# 2P annotations.key 7IHEE ZIE| EFH A0 A
Al
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THERE QLA

Python® X-Ray SDKZ M|E}H|O|E{ 7|5

HEtC|O|E{ & o[8s A
AMAl2. HEtH|olE 2k

7t E & A&Lch

571

HEE MOHEL} 519 MaHE 7|26
MLt o{ololl El2istet £ Q)= mE ZHF

HEHIOIE 7|5 W

xray_recorderAM #HX MIOIHEL} ot MOHES| FHZE

from aws_xray_sdk.core import xray_recorder
document = xray_recorder.current_segment()

CC
4

rr

from aws_xray_sdk.core import xray_recorder

document =

xray_recorder.current_subsegment()
2. XY 7|, B2, A, 2AHE E= AA 4 Y EAE AT O|ALQL #H put_metadataE &
EgfLct.

document.put_metadata("my key", "my value", "my namespace");

cC
4

rr

7|9} 2tk 0|83l put_metadataZ® EEELICH

document.put_metadata("my key", "my value");

= put_metadata®ilM xray_recorder S AISE = U&LICH O] W2 X 9| 512 M
HELF He{QUeE ot MOHEI} i2 EF2 Y MOHE M HEHO|EHE 7S & LIC

xray_recorder.put_metadata("my key", "my value");

4 SDKE= default& AFSELICEH £ 2 7|2 put_metadatas 5§ H
D._"EO‘" 7|§oHE-| A =2 l:-|o.|ML||:|.

T1AAL—- HAE Iz

| )HI

fo
m
kel
2
m
rlo
>
N
rg
im
I
9:'—'
40
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Python® X-Ray SDKZ A2 X} ID 7183517
MEXIIDE 2H MaHE 7|55t 2FE 2 AASKHE AEELct
MEXHID 7|5 ¢y
1. xray_recordero|M #HX MIHE CHEF FEE 7HX{SLICH.
from aws_xray_sdk.core import xray_recorder

document = xray_recorder.current_segment()
2. QEE B AERIe| EXY IDE setUserE EE&LICH

document.set_user("U12345");
HAEEZHM|M set_user& E&E35IH ol Z2/710|M0| 2FHE ®Elst= =7tFE AIEXHIDE 7|88
= A&Lch
AEXLIDS| EBO|AE OB, user 7|HEE ZE EFH A0 M AAIL.
MHE|A g Eo] BtHEE 2 ZBYel3 74
Python& AWS X-Ray SDKE= MHE{Z|A ofZ Z|7{|0]AM0f HHE

=)

BElAE 2WAo| MAUS AWSE FEHst0d RIEAT 4l
& of7 AL

>

A OF7|HXE MHE 1248t K| ot 1 ofE2IA0lM X MHIAE FH5 1
fllof ol E 2|70l MULICH MH EE S2{AE Z2H|X'E, HR|
EHIXMEn 22 Ql=at 22| 2 e Ho{dLch Hol ZE /¥
qHI2E MHE|A £ M2 5 £+ /oM, OHEE|F0ME 1IHEY
[

ol 228t ZE A0l RAtS2 2 #E|F LI

2 o
1

El
X
on
B

02 oot
0 30
A
i

lo
2
[H [0
o
=
S
K
I
rr
1=
2

|0
hu 0
>
02
Q'I_l
Kl
1]
0z
Q'I_l

Ol K& MAUME MEHE|A 8730l B Z | = Flask &= Django2t 22 2 AWS X-Ray ZH {3

oM RS2 2 A Ests WS Ho{ELICt o E2|70|MH2| X-Ray HEF 2 AFE 5t Amazon API
GatewayOl| M A|ZF5l01 AWS Lambda &f =& S8l O|F 0|8l ZE CIR2AEZ &3 ol £2(70[440]
Bl YA SES & = JUaLich

Python& X-Ray SDKE CtS Python OHE2|7H0| M Z 2|2 E K[ ELICH
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* Flask 871 0.8 O] &
- Django H{%1 1.0 0|4t

o| EEEMOM_ Lambda0i Hi ZE|11 API GatewayOlA EEE|= MEHE|A OfZ 2|71 0| 0| AE T

m

71|0|E-?4|0| A=z QIEE F LT

e
1

S

!

E
Q
oY)

* Python - % 2.7 EE= 3.6.

« AWS CLI— HE2 AWS CLI Ar&35t04 72 E|o{ /10 AWS 2|7 OHEZ|AH O[S HHEE 7
C|IXK| QIS AAIL.

* Pip

* Virtualenv

BHAH1.83E XY

ma

Ol EFAMMHE virtualenvE ALE35t0{ O EE|7H0|ME SARY 7H4f B EE BHELICH

1. EAE835l0i 82 2 MO|C|HERIE M LICH AWS CLIZZ CHE M CIEEZI2

LICH.

mkdir serverless_application
cd serverless_application

2 LIC} O] REEIKH| M= ZappaE At& 3504 O Z 2|7 0|ME Lambdadll AHS S 2 HHZE St API

117 0] 0

b4 745}

2. O3oles MCIEEEZ0M 7He 32 SEELIcH OHE B> E AL83stod - dstefLc

# Create our virtual environment
virtualenv serverless_env

# Activate it
source serverless_env/bin/activate

3. &0l X-Ray, Flask, Zappa & Requests 2t0|EH2|E A x| LICTH

# Install X-Ray, Flask, Zappa, and Requests into your environment
pip install aws-xray-sdk flask zappa requests

AP0 SDKE <&t Python
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4.

serverless_application C|ZE{2|0f O E 2|7 0|M ZF7tetLct. of Aol M=

Flasks2| Hello World 6N & 2=gtL|Ct.

serverless_application CIEE{Z|0M my_app.pycts Tt BHSLICH OHCIS HAE
7

HZ7|8 AL 5t0d S B Z7HELICH 0f ofZ2/7 01442 Requests 2t0/=2{2I8 H 53}
1, Flask O Z2[#H|0|M 2| O|ES01E mx[et, AEZQRIE ' /' & ALCH

# Import the X-Ray modules

from aws_xray_sdk.ext.flask.middleware import XRayMiddleware

from aws_xray_sdk.core import patcher, xray_recorder

from flask import Flask

import requests

# Patch the requests module to enable automatic instrumentation

patcher.patch(('requests',))

app = Flask(__name__)

# Configure the X-Ray recorder to generate segments with our service name

xray_recorder.configure(service='My First Serverless App')

# Instrument the Flask application

XRayMiddleware(app, xray_recorder)

@app.route('/"')

def hello_world():

resp = requests.get("https://aws.amazon.com")
return 'Hello, World: %s' % resp.url

2CHA: Zappa B4 A 2 HiZ
Ol EtAH M= ZappaE AHE5t0 XIS E API HO|EQ|0| A=EEZQIEE 7%t F Lambdaoi| HiZ
grct,
1. serverless_application C|HE{E|0fA Zappa& Al LICL Of oM|oiM= 7|2 HEE A

XL 7|2 dHE M-SRt X EY B ZappaZt T X|EE EAIFLICH

zappa init

What do you want to call this environment (default 'dev'): dev

AP0 SDKE <&t Python
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https://flask.palletsprojects.com/en/3.0.x/quickstart/

THERE QLA

AWS X-Ray

'Zappa‘*******'): Zappa_*******

What do you want to call your bucket? (default

It looks like this is a Flask application.
What's the modular path to your app's function?
This will likely be something like 'your_module.app'.

We discovered: my_app.app
Where is your app's function? (default 'my_app.app'): my_app.app

Would you like to deploy this application globally? (default 'n') [y/n/

(p)rimary]: n
37 ofA|et HIxBHR| ZelghLct.

2. X-Ray &43}5t7| zappa_settings.json ItUS A

"dev": {
"app_function": "my_app.app",
"aws_region": "us-west-2",
"profile_name": "default",

"project_name": "serverless-exam",

"runtime": "python2.7",
"s3_bucket": "zappa-****xxkxkn

[

592 "xray_tracing": trueZ FJ}ELICH

w
-
0x
i<
1°
lo
rot
g

"dev": {
"app_function": "my_app.app",
"aws_region": "us-west-2",
"profile_name": "default",
"project_name": "serverless-exam",

"runtime": "python2.7",

"s3_bucket": "zappa-**xFFxEAAN

"xray_tracing": true

L|ct. 28{™ Rts 22 API HO|Eg 0] 2l

4. OfEZZ|Fo|MES HiZE
Lict.

2 H
LambdaZ Y2ZEFH
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zappa deploy

Deploying API Gateway..

Deployment complete!: https://********x* execute-api.us-west-2.amazonaws.com/dev
3CHA|: API Gateway0ll X-Ray £ & 3t 5t7|
Ol A0l M= API HO|EQO| 2&1F 45 282 &dll X-Ray £ 2 & M5tgfLCt

1. https://console.aws.amazon.com/apigateway/ 0l A AWS Management Console 21 2!5t 11 API
Gateway 2 &2 LICt.

MZ M85t APIE & &LICH Ol URL2 serverless-exam-devt S AMSHOF gFLICH.

A E HEdEhL|CE

HHZE EHH|o| O|§ & MEHEFLICH 7|22/ 2 devLICH

Logs/Tracing(£1/F %) Ei0{ A Enable X-Ray Tracing(X-Ray F* &4d3}) &Qlgtg MEiEFL|Ct.
B33 AFE X{ & (Save Changes)2 MEHEILICY.

HEIRXM A= E0of HMAELICH oA Hello World OHEZZ|AHO|MHE ALEEH B C}
1} ZHo| E A|Z|o{oF EFL|C}.

S L R R

"Hello, World: https://aws.amazon.com/"

4EHA Y EE =X BT

O| A0 ME X-Ray Z& 1t &5 HEE Soll oA o Z2|7olMd0] ddste F=HE HELICH =
M EAol CHer XEAEH LHE2 MHIA T ET[E HRstAAL.

1. https://console.aws.amazon.com/xray/home 0lA AWS Management Console 21215} 11 X-Ray

Z£S gL

2. APl HO|E®0], Lambda &% L! Lambda 71E|O|L{0i| o|alf MM E MIHEE FL|C}.

3. Lambda &% MOHE olfollM 5t MO™HE My First Serverless App2 &LICH I C}
ol & Ml 52 MIZHE https://aws.amazon.comO| LhSLIC}
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Traces » Details

Timeline Raw data

Method Response Duration Age [ [+]
GET 200 3.9 580 11.1 sec (2019-02-15 00:19:44 UTC) 150660530 e
Name Res.  Duration  Status  00ms S0me 1 15e e 15 A0e ]

 serverioss-exam-dev/dey AWS:ApGatewny:Stage

serveress-exam-devidey 200 33sec " ENBCL - S W 2 ATATONIWS.COm.

al

Lambda 200 3.3 sec InvokD: SOMVBriesS-exa-tev
~ serverloss-exam-dov AWS:Laros

serverdess-exam-dev 200 3.2 sec

* sorverlss-axam-dev AWS:Lambcs Function

sorvordoss-oxam-dev - 2.5 sec ] |
Initilization . 239 ms -} .
My First Sorvorloss App 200 177 ms -] I s wrn
hitgs:/faws.amazen.com 200  166ms -] Rarr
* hitps://awWs. AMAZON.COM (Clent Aosporss)
serverdess-exam-dev 200 188ms a ==
Service map

Enter a service name to find and select the node on map

&

Cliants

serverless-exam-dev/dey
AWS:ApiGateway::Stage

v, 265ma
1 tfmin

sarveress-axam-day
AWS:Lambda:Function

hitps:/faws.amazon.com
ramote

L

avg. 207ms
1 t/min

serverless-exam-dev
AWSzLambda

5EHA|: HE|

x| 2f= HI&0| +HEX| &t
= 0| Zappalt Z2 =+

Lambda, API 0| E%{|0| & Amazon
ME C|AEE2|o|MCHE HYe Q%'E*I—IEP.

zappa undeploy dev

S30il A OHZ 2|7 0|2 KI5t AWS CLIE AL

= 84 O] 04 AL LRI i Blaal BRHIAIR. 0f R Aol
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5tod =T 2
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CHS EHA|

AWS ZCI0|HEE FII5t1 2 HE5tod ofEZ|F|o|MA H 2 7|52 FIIHSHAMAIR. MH
2|A 2 AWSOH M ME{2|A +‘*r SMof| cHal REMT| YotE AL,

CtS1F Z 0| oZ2|AH0|ME HASSHAAIL2 NET

ED0|AE X-RayZ M& st NET ofZ (70| E A Fste LHol= F 7kKI7F U&LICH

AWS HH ZZ Et CHAF OpenTelemetry .NET — Collector® AWS HiZ T2 &3l Amazon CloudWatch
AWS X-Ray, Amazon OpenSearch ServiceE H|Z 8t 021 AWS ELIEHZ £FMo=E 45 #

HE KB} FHE HESE = Us 2LE A4 BHO|ERE| MEE M3B5t= AWS B Z E ]L|CH.
OpenTelemetry

- AWS X-Ray SDK for .NET — X-Ray I2S S35 EB0|AE MA5t T X-Ray2 M&5t7| 23t 2tol
gz MEU

REMIBH LHE 2 AWS HIEZ EH& OpenTelemetry SDKQ} X-Ray SDK & MEHZ(E) &=

ol
-

M.

AWS HHEZ I & OpenTelemetry .NET

AWS HHEZE 2 ALE5tH o E 27| 0|ME Bt ' H|E 35t Amazon OpenTelemetry .NET CloudWatch
AWS X-Ray, Amazon OpenSearch ServiceE H|Z 8t 042 AWS 2LIEHZ £F Mo =2 o5 fEEl X
Eot FMg HMEE = J&LICH AWS Distrot & 71 X-RayE OpenTelemetry AL t24H & 74X| 7

o AT EHRELICH dtLtE X-Rayet B 7 AL & = /= OpenTelemetry SDKO| 1 CHE StLt= X-
Ray®} &7 AH&& =+ = OpenTelemetry Collector&AWS Distro 2l L|C}.

AlEFSHE{™ B EZ oM B M E & E5HAA2.AWS OpenTelemetry .NET

OpenTelemetry 2 74 AWSAWS X-Ray HiZZ EZH2 AL 5t74LE CHE AWS MHIAS T2
eHofl CHE AEMIEH LIS 2 MHM-E HHEZE OpenTelemetry EE = AWS AEME Hi Z T
2 .AWS OpenTelemetry

104 X[ 2! ALSoll CHEF XEMIEH LHE 2 Observability on2 & &35 M AI2AWS . GitHub
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NET& X-Ray SDKE C# .NET & o{Z 2|7 0|, .NET Core & o{Z2|7{0|M 2! NET Core &4+E A
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NET& X-Ray SDK&= LE LA T EZMEQL|CE github.com/aws/HAM ZEMES T E L5
1 0|t E EIFAEE MEE = /U&LICH GitHub. aws-xray-sdk-dotnet
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0l Lambda MH|A& = E2 Zt Lambda &+ & - E 5LtV Z&ELICH SDKE F7I5tH &
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2 H|E}E|O|E{= X-Ray SDKE AF&3t0{ MOHE| F715tE Q|0 ”HIAEQILICE F
ZE EHAM AE5H7| 26 = AE Lt HIEH|O|E = 1= & E[X| 2f X|BF X-Ray
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- AWS X-Ray .NET& SDK 30{ AP| B|T{&A

S et 7| X|ol M NET X .NET CoreE & Ct X[t X[EH MAEEl= EellA = CHELICH 0 E 2 of X
= 22147t NET Core2 =eHEl ZA27t otL|T NET API & X2 HAZAELICH
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NETE& X-Ray SDKE AI35I24M NET Z 3 4.5 0|4 H{T 0| R 8L|CH AWS SDK for .NET

.NET Core O§EZZ|H 0| L &F40| B, SDKO|E= .NET Core 2.0 O|A0| Z&tL|Ct.

'NETZ X-Ray SDK 305


https://docs.aws.amazon.com/xray-sdk-for-dotnet/latest/reference
https://docs.aws.amazon.com/xray-sdk-for-dotnetcore/latest/reference
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O Z Z2|710|M0i NET& X-Ray SDK F7}+35t7|

NET& X-Ray SDKE OoHZE|710[401] NuGet F7tst= O AFSE LICH.

HIFYH ARC|Q0|AM THF|X| Z2IXFE NuGet AFE35104.NETE X-Ray SDKE A |54
1. [E7], [NuGet T{Z|X| Zt2|A}], [&EFME NuGet T 7| X| Z2[] & MEHTILICE.

2. AWSXRayRecorderE at&LICH

3. IH7|X|E MEHEI T Instal(ADR|)S MEHEFLICEH

4 pel

NET& X-Ray SDKE= NugetO| M At & = U &LICH TH7|X| B E|XIE AL&3t0{ SDKE MERIEL

Install-Package AWSXRayRecorder -Version 2.10.1

NET Framework 4.5

AWSXRayRecorder (2.10.1)

I

| -- AWSXRayRecorder.Core (>= 2.10.1)

|  |-- AWSSDK.Core (>= 3.3.25.1)

I

| -- AWSXRayRecorder.Handlers.AspNet (>= 2.7.3)
| | -- AWSXRayRecorder.Core (>= 2.10.1)

| -- AWSXRayRecorder.Handlers.AwsSdk (>= 2.8.3)
| | -- AWSXRayRecorder.Core (>= 2.10.1)

| -- AWSXRayRecorder.Handlers.EntityFramework (>= 1.1.1)
| | -- AWSXRayRecorder.Core (>= 2.10.1)
| | -- EntityFramework (>= 6.2.0)

| -- AWSXRayRecorder.Handlers.SqlServer (>= 2.7.3)
| | -- AWSXRayRecorder.Core (>= 2.10.1)

| -- AWSXRayRecorder.Handlers.System.Net (>= 2.7.3)
| -- AWSXRayRecorder.Core (>= 2.10.1)
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https://www.nuget.org/packages/AWSXRayRecorder/
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NET Framework 2.0

AWSXRayRecorder (2.10.1)

I
| -- AWSXRayRecorder.Core (>=

2.10.1)

|  |-- AWSSDK.Core (>= 3.3.25.1)

| -- Microsoft.AspNetCore.
| -- Microsoft.Extensions.

Http (>= 2.0.0)
Configuration (>= 2.0.0)

| -- System.Net.Http (>= 4.3.4)

-- AWSXRayRecorder.Handlers
| -- AWSXRayRecorder.Core

| -- Microsoft.AspNetCore.
| -- Microsoft.AspNetCore.

-- AWSXRayRecorder.Handlers.

-- AWSXRayRecorder.Handlers.

| -- AWSXRayRecorder.Core

.AspNetCore (>= 2.7.3)

(>=2.10.1)
Http.Extensions (>= 2.0.0)

Mvc.Abstractions (>= 2.0.0)

AwsSdk (>= 2.8.3)
(>= 2.10.1)

EntityFramework (>= 1.1.1)
(>=2.10.1)

| -- Microsoft.EntityFrameworkCore.Relational (>= 3.1.0)

-- AWSXRayRecorder.Handlers.

| -- AWSXRayRecorder.Core

SqlServer (>= 2.7.3)
(>= 2.10.1)

| -- System.Data.SqlClient (>= 4.4.0)

|
I
|
I
|
I
|
I
|
I
| | -- AWSXRayRecorder.Core
I
|
I
|
I
|
I
|
I
|

-- AWSXRayRecorder.Handlers.

| -- AWSXRayRecorder.Core

S44 #elof hEt RHMIEH LIS

EoIAA|L.

NET& X-Ray SDK 7+

OHZ 2|7 o|Mo| MA#E|= MH|AO CHEt HEE Z &3S LE, 7|2
MBE|E MEY FAI2 EM Z20 FII6IEE E{a012 A8

= A&LIcH

NET & ofE2|7i0o|Me| AL

System.Net (>= 2.7.3)
(>= 2.10.1)

2 Nuget 354 2 Nuget S5

2 Mg &

sl 2204 CHEt Microsoft 2]

7|& Web.config It 9| appSettings AMof|

MZzl SX2 2X5 4L @ 3o
504 NET2 X-Ray SDKE F#AJ¢&t

b
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Example Web.config

<configuration>
<appSettings>
<add key="AWSXRayPlugins" value="EC2Plugin"/>
<add key="SamplingRuleManifest" value="sampling-rules.json"/>
</appSettings>
</configuration>

NET Core2| 2%, XRayE %|4@| 7|2 X|%5t0{ appsettings.json TtUS H-ELICH.

Example .NET appsettings.json

{
"XRay": {
"AWSXRayPlugins": "EC2Plugin",
"SamplingRuleManifest": "sampling-rules.json"
}
}

3231 Chg ofBEIAHIOIM TEoIM TA HHE LS T 0] ZFE S0 X MRS X718
ot BIZCHE E[5ket7| Hof O] B +#stct

Example .NET Core Program.cs — &l 2 74

using Amazon.XRay.Recorder.Core;

AWSXRayRecorder.InitializeInstance(configuration);

NET Core & OHZZ|70|ME HE5t= B HAIX| HEBHE F4E I UseXRay HIME0] T4 74
NME HMEE £ U&LICH Lambda &2 A2 {2 20| InitializeInstance HIMEE A&
L|C}.

P

ol

.NET Core T+43 API0]| Ci$t RFM|EF LI 2 docs.microsoft.com0l| A ASP.NET Core ¢ A2 &=
M.

Sections
. E3{29)
. MZz gx|

« 2Z4 (NET
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E0{a2E AtEstod ofEE|FH 0l E

ol

Aot MH[A0f CHEF ClIO|EIE F7HEf LI

« Amazon EC2 — QIAEA D, 718 ¥ 2! CloudWatch 21 2 &2 EC2Plugin F7+gFLICH
- Elastic Beanstalk — ElasticBeanstalkPluginO| 4 O|&, 7T 2|0|& X Hix IDE F7I& L
Ct.

« Amazon ECS — ECSP1uginO| ZiE|0|L] IDE F7}&LICE

£ 21E Ar8stEi™ AWSXRayPlugins A& F715101 NETS X-Ray SDK 22t0|HEE FH&f
LICt 042 2243 2lE ol EE|7|0|Mol HEst= E2? EC{aQle 2F U &Y ool 222 FE st
01 X|"G&Lict.

Example Web.config - 22412l

<configuration>
<appSettings>
<add key="AWSXRayPlugins" value="EC2Plugin,ElasticBeanstalkPlugin"/>
</appSettings>
</configuration>

Example .NET Core appsettings.json — Z2412!

"XRay": {
"AWSXRayPlugins": "EC2Plugin,ElasticBeanstalkPlugin"

SDKE X-Ray 2£0/AM Holsts MEY FES A3t 7128 282 AHELIL. 7|2 752 of
2 3 W 23S F5511, BE MHIA0IM £t 280| 5% X-RayR £H H&LICH X-Ray 2
20l $7b FEIS M495t0d 2t OHE 2 Ol ChaH 7IS £l ClolElel 2 AL
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SDKE AME AL XIH #3l8 HolEl & MO 2 MEFLICH 2%0| o2 AFSA X|H &0t Ux|st= 4
2 SDKe & Hmf w120t M8t
® Note
SDK7t X-Rayoll =& 5to1 MER 728 7tME = e @R 127 AIEME M sAlElE W H
M Eo| 7|8 24 7A SAEY F7F O 5% £ Kot LIcH SAET MEZ API
E XM s &8 £ e HEto| gi7{L, X-Ray CHE(daemon)of @138 4+ g ZR o|qst &
Ol YdE & 1 o] CHE (daemon)2 SDKO|AM =&t API 21 Z &0 CHEH TCP KA

JSON EMOIM MER 7S E22 % SDKE T8Y T A&LICH SDKE X-Ray MEZE A
88 +olg de 2Z 2l ¥Ho R MAEFHLL 2E FEIZ X822 AT £ QlaLh

Example sampling-rules.json

"version": 2,
"rules": [
{
"description": "Player moves."
"host": "*",
"http_method": "*",
"url_path": "/api/move/*",
"fixed_target": 0,
"rate": 0.05
}
1,
"default": {
"fixed_target": 1,
"rate": 0.1

O ool M= stLte| ALSAF X =T 7|8 #=E HolgfLIch AFSXH X E #A2 24

1I=2 OoO—ld-
£ Q10| 5% MZZI HIES /api/move/ ote 2ol MEELICt 7|2 #22 oiE == ™0 F7}
QEO[10%E FHELICH
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EEZMoZ MEEICIE delL|ct SAEE Ofo| HEE
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4l AWS Lambda, 4B ST +HE + QALICH THE MEIATH H4E 3ESE B2 ST M
HIA0IM MBS 23S A A 30| F4481E|D E80]

Example .NET Web.config - MZ & 7%

<configuration>
<appSettings>
<add key="SamplingRuleManifest" value="sampling-rules.json"/>
</appSettings>
</configuration>

Example .NET Core appsettings.json - MZ 2 %]

"XRay": {
"SamplingRuleManifest": "sampling-rules.json"

}

5t24™ LocalizedSamplingStrategyE AIE5t0 B|ZHE HEELICH 8 7
g TS MAHELICH

2 Hu
mo m\

ﬂ.
__I.L

o ro
ol =

ox I
40 ol

Example .NET global.asax - 2Z MZ3 &

var recorder = new AWSXRayRecorderBuilder().WithSamplingStrategy(new
LocalizedSamplingStrategy("samplingrules.json'")).Build();
AWSXRayRecorder.InitializeInstance(recorder: recorder);

Y 75

M|k

Example .NET Core Program.cs - 272 4

var recorder = new AWSXRayRecorderBuilder().WithSamplingStrategy(new
LocalizedSamplingStrategy("sampling-rules. json")).Build();
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AWSXRayRecorder.InitializeInstance(configuration,recorder);

2Z (NET)

NET& X-Ray SDK= AWS SDK for NETQt S8t 2Z HFHLIE S AHEELICE AWS SDK for .NET
£ 7|85 S ol Z2|7io|M2 o|O| -8 B2, .NET& X-Ray SDKL| £ St 7440
MEE Lt

24 FH45ted™ awsEte +4 MME App.config IHO|L} Web. config ZFof| FIHEHLICEH

Example Web.config - 22

<configuration>
<configSections>
<section name="aws" type="Amazon.AWSSection, AWSSDK.Core'"/>
</configSections>
<aws>
<logging logTo="Log4Net"/>
</aws>
</configuration>

o
-

REMIEH LHE 2 AWS SDK for .NET 7H2 &t QHLHA 2] AWS SDK for .NET OZZ|7|0|MH F & FHX
AAIR
= —r

2 Z(.NET Core)

NETE& X-Ray SDKE AWS SDK for NETS} SUet 24 42 AFEFLICH .NET Core S& Z21
Ho| 24 g Fgsted{™ 24 S M2 AWSXRayRecorder.RegisterLogger HIAME0]| HE S &IA|
(@)

—r .

T ThUe MAELICH

P
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i
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o & E01logdnets AL83tE{T 274, £ YAl U ot 9{X|E Ho

Example .NET Core log4net.config

<?xml version="1.0" encoding="utf-8" ?>
<log4net>
<appender name="FileAppender" type="log4net.Appender.FileAppender,log4net">
<file value="c:\logs\sdk-1log.txt" />
<layout type="log4net.Layout.PatternLayout">
<conversionPattern value="%date [%thread] %level %logger - %message%newline" />

</layout>
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</appender>
<logger name="Amazon">
<level value="DEBUG" />
<appender-ref ref="FileAppendex" />
</logger>
</log4net>

aHCE 274

I
1]

Mystn 2O Ico g F42 MSELCt
Example .NET Core Program.cs — &

using log4net;
using Amazon.XRay.Recorder.Core;

class Program

{
private static ILog log;
static Program()

{

var logRepository = LogManager.GetRepository(Assembly.GetEntryAssembly());
XmlConfigurator.Configure(logRepository, new FileInfo("log4net.config"));
log = LogManager.GetLogger(typeof(Program));
AWSXRayRecorder.RegisterlLogger(LoggingOptions.Log4Net);

}
static void Main(string[] args)
{
}
}

logdnet L4301 CHet XEAM|SH LHE 2 logging.apache.orgl| A2 R XS AAI2.

87 s

4 H-E AL85104 NET& X-Ray SDKE 7+ dE + U &LICt. SDKe CHS ¢+ & X|FLICH

« AWS_XRAY_TRACING_NAME — SDK7} M|IHE || At2E MH|A 0|5 MAMELICH HES! ZEE{9]
MZ1HE O|§ x| T=fof M™HEH MH|A O] € M olELCt

« AWS_XRAY_DAEMON_ADDRESS - X-Ray CHE(daemon) E|AL{S| SAEQ T EE MMEILICE 7
Mo Z SDKE FX H|O|E{(UDP)2t MEZZI(TCP) 2501 127.0.0.1:20002 AFSELICH CHE =
Eo|M =4I CHZ7 |8t =5 CHE(daemon)2 788t B2 E= CIE ZEA2E0M 4™ 52l 4= 0|
E A8t
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54 Al

[= N |

« S8t LE _address:port

« O2 X E - tcp:address:port udp:address:port

- AWS_XRAY_CONTEXT_MISSING - €2{ /= MIHET} Qs B2 FHE Z=7H HIOHE 7|53t
B0 & e dlst= o lE W X|5H24{™ RUNTIME_ERRORE A FL|Ct.

ol
rot
;l:._\'l_

_|<_>|_
* RUNTIME_ERROR— TEI Y 0|7} & 2HEhL|C}.
* LOG_ERROR - 2R E 7|Fst ASKELICH(Z[22h).
« IGNORE_ERROR— 2R/ E FAlstT A& LICH

L2 20| s M dAElE Al ZE EE M ABEE dEstes Z=0lM 7HEE 2E0|HUEE
| —
-

At&3stedn st

NETE& X-Ray SDKE Al HTTP 2% A &357|

X-Ray SDKE A& 35104 ol Z2|710|440] Amazon EC2, AWS Elastic Beanstalk &= Amazon ECS2|
EC2 QIAEIAO|M XEI5HE £4I HTTP RS Efjo|AE £ &Lt

HAIX| BHEEHE AFE5I04 =& HTTP LEE FHELICH X-Ray HA|X| HEE{E o Z 2|71 0]Mof
ZF7+e i NETE& X-Ray SDK7 MERIE ZF Q0| chal| MOHEE HMELICEH o] AaHEH =
HTTP &9 AlZt, HIME L HfX|7F Z & ELICH F7I2 F446tH ol MOHES| 5t MIHET M
MELCH

(® Note
AWS Lambda & 42| A2, Lambdas ME2 L= 2t 2™0ICt MOHE LIS MM EFL|C.
AEMIEH HE = AWS Lambda 22|17 AWS X-Ray MME 2 Z5HAIQ.

Zt MaHEO = MH|A ¥ etoflA o Z2[F|0|Hd2 Al st= 0| 0| /JU&LICt O] MI:LDJEBI 0|§ 0|
MHMo =2 XI™EIE S 5t7HLE, =4 QEO SAE SHE 7|8Wo 2 SDK7I SMLE 0|§2 XIHsE
g 7 MHE = U&LICH S™ 0|& XIHS AH8sHH o i I | o|&ofl et agS $’%h"_ Ol&
O of & mHEH I UX|GHK| &t 2 BR(0: ZAE SEH7E RIZE B2) 7|2 0|§2 HME8F + JU&LICH
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@ MEE o

- 4L O

r

Hu

SHEHM L= 7|EF S7HRE7F OHEZ[F0|MoE @ -HEg ME
7F otL|2} 39| X-Forwarded-For SIHZ S

£
AP
| ™o Cial 7|ZE ECto{UE IPE

2
=
i

HAIX| HEHE OIS HEE ZHESt=E http EFS 08l Zd 4 2

L|ct.

. SELOIIE T4 - %S MEE SetoIMES P Fa
. 8E I= 2T QMO HTTP ST 3
o AZh- AlEE AIZHRE £4) U B2 AIZH(SE T8)

HolM 7kXK{2 user-agent L|C}.

- 2EIx Z10| — 8" 9| content-length®LICH.
Al
. £AIHTTP 28 T4(NET)

?.
- 2AHTTP 2% 7
. HI3PE oI5 XIH M 74

S AHTTP 28 F4(.NET)

ofZ 2|70l Mol o5 MEE @S 74
global.asax& EE&LICHL

0%

Example global.asax — HIA|X| 1 &

using System.Web.Http;
using Amazon.XRay.Recorder.Handlers.AspNet;

namespace SampleEBWebApplication
{

public class MvcApplication :

{

public override void Init()

System.Web.HttpApplication

E{ 2c0[HE IP
[m|

Iz =+ esz ME[sHH

5teE 3, X-RayE IP THZ! LY
IPE 7tX{Suct M

o Lo,

5247 RegisterXRay IOl Init HIME0IM
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base.Init();
AWSXRayASPNET.RegisterXRay(this, "MyApp");

}

T4 HTTP 23 FE(.NET Core)

4L O
o2t HX UseXRay HIMEE 2H 2 E6loF FLICH o4z = X-Ray OIE0{7 2EE *
2lstE X #Hml 0| 9ofol mho|ZEtRloM 5 Melst= Obx[2f O|SH047t =|o{oF &Lt

OfZ 2[7o|MoiM MBSt REE HFstcdH AEEY 24 9| Configure HME0AM CHE OIS

(® Note
.NET Core 2.09| Z<2 ofZ2|7|0|M0i UseExceptionHandler HIME7} Qs B2 027}
7|FE|=% UseExceptionHandler HME CtS0f UseXRayE &I Z &5l ok gFLICt

Example Startup.cs

<caption>.NET Core 2.1 and above</caption>

using Microsoft.AspNetCore.Builder;

public void Configure(IApplicationBuilder app, IHostingEnvironment env)
{
app.UseXRay("MyApp");
// additional middleware

<caption>.NET Core 2.0</caption>

using Microsoft.AspNetCore.Builder;

public void Configure(IApplicationBuilder app, IHostingEnvironment env)
{
app.UseExceptionHandlex("/Exrox");
app.UseXRay("MyApp");
// additional middleware
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ok

UseXRay HME= 74 ZA E 24t QleE AFE
app.UseXRay("MyApp", configuration);

MIPE 0I8 XK Hef 74

AWS X-Ray= MH|A O|F 2 AF&35tod At&Xt2| of E 2|70l S A5t 1, O|& CHE o E2(7| 0
M, CIO|EH|O| A, 2| API, AF&XFS| o Z 2|71 0| Mol AFE5t= AWS E|*/\9|' THEELIC X-Ray
SDKe ¢l Qo Chgt MOIHEE HME M siE MOHES| 0|F Z o o E 2|70l ef AMH|A
Ol 2 7IF&LICt.

X-Ray SDKE HTTP 23 3lc{o| A E 0| Flof MIHEE xIHE = &Lt 2Lt o] sllcd 7t
QAZE|TH MH|A Mol off 7|R| f 2 =T} gME 4 QELICH EE SAE SICVF ZEE QHoR
Ol SDK7H X RE MIHE 0|28 XIHstE BAg YX|5EIM S0i2 240 7|2 0|28 XIH

sHfok gfLICH.

ofZ2|70[M0] o =HQle] 2 HE *ElsteE 82

O|§0l BFES =5 SDKE T dE + U&LICH X 0|F XIE =S MEstH
8 x4
o

oUx|5tE 2| SAE 0|8 A

o & £0, 5tLto| o ZE 2|70l M0 Ml 7H2| 3t MRl (www.example.com, api.example.com,
static.example.com) O REE ™EE = U&LICL *.example.com WEH2 = S 0|& X[H
HEFZ AME5t0] Z S H QL MIHEE ME CHE 0|§22 EAISHH MH[A ol MHIA LE
7F Ml 70 AZILICH o] THEd ol 2 X| otE ZAE 0|52 2%0| ofZ2|Zio|Moll £ AIE|H, AFE X7} K|
3t CHAl o|E o Ll Hmi =7} MH|A ol E A|E/LICE.

PE QY MHMOIMHEN Z£2 0|F§2 AtEstEd™ o7 B¢t ZHo| HIAIX| HEZHE =7(5HE Y
OHZ2|7|0|M O|EE RIYErLICH Ol A 6t™ FixedSegmentNamingStrategyE BHE04
RegisterXRay HIME0| MY st= Aot 22 37t &Lt

AWSXRayASPNET.RegisterXRay(this, new FixedSegmentNamingStrategy("MyApp"));

(@ Note
_._Eoﬂ *OI%F 7|2 MH|A 0|28 AWS_XRAY_TRACING_NAME £t78 B2 Al235}0{ XX 9
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E0| dx|sHof 5= mjEd al HTTP 2H 9| _%_ag o|§o| T{Ed
FL

=X 0|2 X|X ML SAE 0|2
u UX|sX| e B AHSE 7
ra

DynamicSegmentNaming$S

=
—

AWSXRayASPNET.RegisterXRay(this, new DynamicSegmentNamingStrategy("MyApp",
"* example.com"));

NET& X-Ray AWS SDKE Al&3t0 SDK &2 FXMgfLICH

o Z Z|70|40| E AWS MHI|A 3 &304 OIO|E{E XMESHHLE, CH7|¥Hof| 71§35 HLE, SBIE 2
L§= 742, NETE X-Ray SDK= 59 MIHEOS| e AER| 352 ZA3HLICH T AHIA (o]
Amazon S3 HZ! EE= Amazon SQS CHZ|) LM YA ASHE =X AWS MH|A & 2[AA = X-Ray

£9| & Mof CIRAER L EE EA|ELC

Z20|¢1E E RegisterXRayForAllServices 24445t7| Mof| &S ZHo{ ZE AWS SDK
for NET 22I0|MEE HSE 4 Q&L

Example SampleController.cs - DynamoDB Z20|HE HF

using Amazon;

using Amazon.Util;

using Amazon.DynamoDBv2;

using Amazon.DynamoDBv2.DocumentModel;
using Amazon.XRay.Recorder.Core;

using Amazon.XRay.Recorder.Handlers.AwsSdk;

namespace SampleEBWebApplication.Controllers
{
public class SampleController : ApiController
{
AWSSDKHandler.RegisterXRayForAllServices();
private static readonly Lazy<AmazonDynamoDBClient> LazyDdbClient = new
Lazy<AmazonDynamoDBClient>(() =>

{

var client = new AmazonDynamoDBClient(EC2InstanceMetadata.Region ??
RegionEndpoint.USEastl);
return client;

1)
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A MH|ATF ofL|et L2 AH|A0f CHSHAEH 2EI0IMEE F45tE{H
RegisterXRayForAllServices CH£I0 RegisterXRayE& EEFLICH 24X
HlA S| ECI0|HE QE{H0|A O|E2Z HIELICH.

FH
>
rn
Jlu
>
[m
M
x

AWSSDKHandler.RegisterXRay<IAmazonDynamoDB>()

D E MH|A0] CH3H, X-Ray 2£0HMH ZEE APIS| O|FE =& = U&LICH MH[A 542 Elgfoll CHHA
£ X-Ray SDK7t MZHE o HEE FTII5t04 AHH|A Mol M FIH MESE MSELICH
o & £0{ AEE DynamoDB ZZI0|HEM X &£ ddst= B SDKII EH H|o|22 oY

o
OS2 § &Y s &oi chal Eo|2 O|§ 2 MOHE F7IELcH 2&0lM, ZH 0|2 0| 7THE LE2
MH|A ol EAE|D, EH EHO|ES CHE S 2 5tX| &2 Z &0 CisH e DynamoDB = E7t EAIE

LICF.

Example & =2 X% 57| /8t DynamoDB & Z &0 CHit 5t MOHE

"id": "24756640c0d0978a",
"start_time": 1.480305974194E9,
"end_time": 1.4803059742E9,
"name": "DynamoDB",
"namespace": "aws",
"http": {
"response": {
"content_length": 60,
"status": 200

}

1

"aws": {
"table_name": "scorekeep-user",
"operation": "Updateltem",

"request_id": "UBQNSOS5AEM8T4FDA4RQDEB940VTDRVV4K4HIRGVIF66Q9ASUAAIG",

$ MHlA ol %7} 7t MMELIC S
SHE4 S AJHIA 0 CHEF g = =7 A4l

|40 HMAS W CHE MHIAE =
A x

ST
ElaAE Yoz ot x| o B9 MHIAE A

bop MOk
WY oN

My

« Amazon DynamoDB - E{|0|& 0|&

« Amazon Simple Storage Service —-H{Z! &! 7| 0]

=
=
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« Amazon Simple Queue Service — Cil 7| O|&

NET& X-Ray SDKZ CI2AEZ|IHTTP ¢ MH|A0] CHEt & £X{817|

ol

OHEZZ|7lo|M0| OrO|Z 2 MH|A == SIH HTTP APIE £ £ & [ GetResponseTracedOil CH
&l .NET8 X-Ray SDK2| System.Net.HttpWebRequest &% HMEE ALE5t04 SHE SE2 HAS
St APIE CHR2AER MH|AZE MH|A J2iZof FIHE = AASI—lEP

Example HttpWebRequest

using System.Net;
using Amazon.XRay.Recorder.Core;
using Amazon.XRay.Recorder.Handlers.System.Net;

private void MakeHttpRequest()
{

HttpWebRequest request = (HttpWebRequest)WebRequest.Create("http://names.example.com/
api");

request.GetResponseTraced();

}

HIS 7| A

ok

£ 0| 42 GetAsyncResponseTracedE AFSEHLICH

request.GetAsyncResponseTraced();

['OII
muin

system.net.http.httpclient& AI&3t= A< HttpClientXRayTracingHandler 9/
HE At835lod 2 &S VIS ELICH

Example HitpClient

using System.Net.Http;
using Amazon.XRay.Recorder.Core;
using Amazon.XRay.Recorder.Handlers.System.Net;

private void MakeHttpRequest()
{
var httpClient = new HttpClient(new HttpClientXRayTracingHandler(new
HttpClientHandlex()));
httpClient.GetAsync(URL);
}
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Wt RF QLA
Ct2AEZ] #APIO| CHE 21 E£2 ASE [ NETE X-Ray SDK7} HTTP 2% X SHof cigt
HE A835to] ot MOHEE 7|SELICH X-Ray= 5t2 MIHEE A& 504 API0Y| CHall Sl Al
OHEE d-ghch

Example CH2AEZI HTTP E&0 CH$t 5t MOIHE

-~

"id": "Q@04f72bel9cddc2a",
"start_time": 1484786387.131,
"end_time": 1484786387.501,
"name": "names.example.com",
"namespace": "remote",
"http": {
"request": {
"method": "GET",
"url": "https://names.example.com/"
},
"response": {
"content_length": -1,
"status": 200

Example Ct2AEZ HTTP Z&0f CHEt FHE MIHE

—_ T

{
"id": "168416dc2ea97781",
"name": "names.example.com",
"trace_id": "1-62bel272-1b71c4274f39f122afab4eab",
"start_time": 1484786387.131,
"end_time": 1484786387.501,
"parent_id": "@04f72bel9cddc2a",
"http": {
"request": {
"method": "GET",
"url": "https://names.example.com/"
I
"response": {
"content_length": -1,
"status": 200
}
},
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"inferred": true

NETE& X-Ray SDKZ SQL #z| £X{57|

NET& X-Ray SDKE= SqlCommand CHAI AP & &= Q=
System.Data.SqlClient.SqlCommand& Hl_l'l Z2iA TraceableSqlCommandE M3 & LICEH
TraceableSqlCommand E2HAE AFE5t01 SQL BHEE = 7|5HE = JU&LICt

S7| X HIS7| HIMEE AL 38tod sQL #HE| &

CtZ Mo AM= TraceableSqlCommand& AFE5t01 &7(|4] & HIST|AI2 = SQL Server HEIE
Ase2 FHs= WHE o FL|CH

Example Controllex.cs - SQL E2I0|HE 4 (S7|)

using Amazon;

using Amazon.Util;

using Amazon.XRay.Recorder.Core;

using Amazon.XRay.Recorder.Handlers.SqglServer;

private void QuerySql(int id)
{
var connectionString = ConfigurationManager.AppSettings["RDS_CONNECTION_STRING"];
using (var sglConnection = new SqglConnection(connectionString))
using (var sqlCommand = new TraceableSqlCommand("SELECT " + id, sqlConnection))
{
sgqlCommand.Connection.Open();
sqlCommand.ExecuteNonQuery();

}

ExecuteReaderAsync HIMEE ALE35t0 HIS7[A2 R HE|E A™AE = U&LICH

Example Controllex.cs - SQL E2+0|HE FH(HISVI)

using Amazon;

using Amazon.Util;

using Amazon.XRay.Recorder.Core;

using Amazon.XRay.Recorder.Handlers.SqglServer;
private void QuerySql(int id)

{
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AWS X-Ray
ConfigurationManager.AppSettings["RDS_CONNECTION_STRING"];

var connectionString =
using (var sqlConnection = new SqlConnection(connectionString))

using (var sqlCommand = new TraceableSqlCommand("SELECT " + id, sqlConnection))

{

await sqlCommand.ExecuteReadexAsync();

}

SQL Serverol| =& E sQL #2| =&

AME SQL FHEloM HHEE ot MAHES| AR = MEE 5 AUSL

r >

SqlCommand.CommandText Z4
Ct. SqlCommand.CommandText= &9 MIHE JSONO|M sanitized_query EEZ LIEHH
|_<2|' 2|. AI-EHOIL_||:|.

Ch Hots flall o] 7IsS2 7IEXMe =

(@ Note
SQ8 HEE Bt HAEE SQL Mol ZHAIZIE B2 +7 752 g4t DAl
4 gLt

o

OIS 5 7tx| wWHo 2 sQL #H2| £ 28 &35 £

o=

- OfEZZ|AH o|Mof CHEF 22 F/ 0l AM CollectSqlQueries

e TraceableSqlCommand QIAEIAE collectSqlQueries

A Lol ZEE +EFLICH

EME trueE2 A™MELICT
it A%

2I0|EIE true® Ad%I5t0{ QIAHE

2 2 CollectSqlQueries &4 & 45t

Mok
L
on
Q'I_l
rr
oz
It
fjo
HL
i

CH2 oMol M= NET 2! .NET Core0ll CH3H CollectSqlQueries £48&
ZEL|Ct.

NET

NETC| o Z2|7i|0|Mof| CHEF 22 F40iM CollectSqlQuerie -’—."— ME trueZ MHSIZ{H
CH21 ZHo| App.config EEE= Web.config I} 9| appsettings

Example App.config B== Web.config - 222 SQL #Z| =% g€M3)

<configuration>

<appSettings>
<add key="CollectSqlQueries" value="true">

323

NETE X-Ray SDK



AWS X-Ray THRE OHLEA

</appSettings>
</configuration>

.NET Core

.NET Core2| o Z2|7|0|Mof CHEt 2 2H F40{AM CollectSqlQueries HEE trueE MM
5t24™ CHS 0t 20| X-Ray 7|01l [}2F appsettings.json Tt A ELICH.

Example appsettings.json-Z2Z2%HZ SQL #H2| =& 43

"XRay": {
"CollectSqlQueries":"true"

}

collectSqlQueries It2tO|E{ & 445t

TraceableSqlCommand @IAEA 9| collectSqlQueries II2tOIE{E trueZ A 5l0od ST
CIAEIA M =& El SQL Server #2[of CHEF SQL #HE| HIAEE 2 & £+ Q&LICH mietd/EeE
falseZ M™H35IM TraceableSqlCommand QIAEIAO| CHE CollectSqlQuery 7|S0| HIE A3}
Euct,

@ Note
TraceableSqlCommand @IAEIA 9| collectSqlQueries /2 CollectSqlQueries &

do| 224 FHoilM dHE 2f2 MMEelgfLch

Example O{|X| Controller.cs - QIAE A CiE SQL #HE| =& &8st

using Amazon;

using Amazon.Util;

using Amazon.XRay.Recorder.Core;

using Amazon.XRay.Recorder.Handlers.SqglServer;

private void QuerySql(int id)

{
var connectionString = ConfigurationManager.AppSettings["RDS_CONNECTION_STRING"];

using (var sglConnection = new SqglConnection(connectionString))
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using (var command = new TraceableSqlCommand("SELECT " + id, sqlConnection,
collectSqlQueries: true))
{

command.ExecuteNonQuery();

St MOHE = FHO| MOHEE &E 50 LEE *Elet7| flal 2 E 2ol CHEt ME HBEE
EAFLULC AEE= Scto|MENM 2 S £ m{otct, X-Ray SDKe= 6+ MI:LD*E okof| 4 El
MEE J7|EgLIcH F7t 5t MOHEE 44d5to{ CHE ot MOHEE O &35 ML, 2= MMo
M2 HItstHL, FA4 U HEHOEHE 715" &= JU&Lch

5t MOHEE 22l5t24™ BeginSubsegment & EndSubsegment HIMEE AFEELICH try
EE0|M 5t MaHE | =2 &5t 1 AddExceptionS AF&35104 0Q|E Erio|AELICT
finally 50| M EndSubsegment& ££3509 5t MIHE7 B3| 5 gLICH

Example Controller.cs — At& At X|H 519 MOHE

AWSXRayRecorder.Instance.BeginSubsegment('"custom method");
try
{
DoWork();
}

catch (Exception e)

{
AWSXRayRecorder.Instance.AddException(e);

}
finally

{
AWSXRayRecorder.Instance.EndSubsegment();

}

St MOAHEE MOIHE E= CHE 5t MOIHE LM T 32 NETE X-Ray SDK7t aliE &t
¢ M2HE| CHsH IDE MAM5tD AlZ Azt X = AlZtE 7|S&Lict

Example H|EtE|O|E{7} 2 & El ot MOIHE

"subsegments": [{
"id": "6f1605cd8a@7cb70",
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"start_time": 1.480305974194E9,
"end_time": 1.4803059742E9,

"name": "Custom subsegment for UserModel.saveUser function",
"metadata": {
"debug": {
"test": "Metadata string from UserModel.saveUser"
}
.

NET& X-Ray SDKZ MIHE| F44 I HIEC|OIE] F7}5t7]

M1 HEC|O[EHE AHE 0}04 Y, #E E= ofZCIFo|Mof| cHer FIH HEE VIS8 =+ U&LICH
X-Ray SDKOI|M & gst= MOHE EE AHSKIH Hdst= AFERE X ot
EtCIOIEE F7te & &LIch

$ 0
x
H
e
Im
2
-+
1z
]
E

FM2 BXY, A B2 Zka Agrst 71-2k lL1|0'|°'|—| Ch M2 ZE ZHAM ALE
ot 7| I5H QIHAELICH M2 2£9| EBO|AE O1E51E I AR E OIO|EE 7|55 7L
GetTraceSummaries APIE &¢I *POEPQ*L?_.

HEICIOIE = ZA & S5S
23 & olz 2 oAl X|=

7-3t Hlo{X|Et, TE| E#
T AAL/T -1 O L . A_I
OlEf HIEFCIOIEIE AFS5Hod 7IZ3HIAIR.

A_I
1= ME3sHR| 8 E F7t o

Sections
« NET& X-Ray SDKE =M 7|£35|7|
« NET& X-Ray SDKZ HIEIH|O|E| 7|E 5} 7|

NET& X-Ray SDKZ FM 7|E35}7|

FAMg AS5o] HMBOR QMY HEE MIUEL} 59| MIHE 7IS5HAAIL.

« 2 —X-Ray F#Mo| Zt2 =|Ci 1,000712] RLZE EXE ZHE & UA&LIC
- M 5+ — Effo|lAY ZICH 50702 =M E A Y + J&LITH
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gt 2|2 ol =ME 7|E 352484 AWS Lambda

1. AWSXRayRecorderQ| QIAEIAE MMILICH,

using Amazon.XRay.Recorder.Core;

AWSXRayRecorder recorder = AWSXRayRecorder.Instance;

AP 7|eF 2, Int32, Int64, Double EE= E2AIYE Zt2 2 addAnnotation2 E&&LICH

N
MO

recorder.AddAnnotation("mykey", "my value");

o

= 2o =M 7|E5t2{™ AWS Lambda

Lambda & LS| M| ZHEQ} 51| M1HE 25 Lambda THEFY &0 M 2t 2|ELICH Lambda &
= WO MOHE == 5t MOHEN FME F715te{™ CHE 2 =& sHoF &LCt.

1. Lambda &= Lol M1 HE &= 512 MIHEE MMEHLICH

2. MIHEL} 5t MAHEN TMHE F7+EHL|CH

3. MIHEL} 59| MIHEE S=8fLCH
CHE ZE oAM= Lambda & LS| 5t9| MIHE| FAME FItst= WS HoiELICH

#Create the subsegment
AWSXRayRecorder.Instance.BeginSubsegment("custom method");
#Add an annotation
AWSXRayRecorder.Instance.AddAnnotation("My", "Annotation");

try
{
YourProcess(); #Your function
}
catch (Exception e)
{
AWSXRayRecorder.Instance.AddException(e);
}
finally #End the subsegment
{
AWSXRayRecorder.Instance.EndSubsegment();
}
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X-Ray SDKE FAME MOIHE
addAnnotatlo g FH
Ho{&L|Ct.

EA 2| annotations iAol 7]-2f E2 2 7|SELICH SYUE 7|2
SESNHSUS MIHE E= 5t MIHE o[ 7|FE gt

%X'I 7't0|

EPS #4440l M annotations. key 7|HNEE M E5HA
AQ. REMIEH HE

NET& X-Ray SDKZ M|EIH|O|E{ 7|E 517

HIEHGIOE|E AL 'St Z44H0) M AFR 517 lsH QIel &g T} 9 Ew:ndgu 391 M22I=0f
Ciet MEE 7128 4 aLich HEH o8 e 2X1Y, £X

Hate = U= 7IEF A = U&LICEH
HEHOIE] 7|5 &Y

1. CFZ 3= oM AWSXRayRecorder Z0| o] QIAEHAE 7} K4S LICH

using Amazon.XRay.Recorder.Core;

AWSXRayRecorder recorder = AWSXRayRecorder.Instance;

2. CtE 3= AddMetadata OiX[2t 20| 2XtE HJLATO|A, XY 7|, 7HA| 2t2 AH835tod 3 &
grLct.
recorder.AddMetadata("my namespace", "my key", "my value");

CtE 2= oflx|et Zol 7|2k gf 4B AL&5l0{ AddMetadata 2fdE S &8 = U&LICH

recorder.AddMetadata("my key", "my value");
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o
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N
mjo
Ral
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9'|_|
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52
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X
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<
(0))]

A DK7} AF2EtL|C} default S8 7|2 AddMetadata
toig F H S ESH S HIZL':.HE EEE SRl MIIHEO|M O|Fof Z7IBE ZtE Ho{asLlCh

RubyZ OHECE|7|0|MdE HEtM
Ruby ORZ 7 0lM2 A& stod EBIOIAE X-RayZ M3t ol T 7hx|7} lasLich

« AWS OpenTelemetry Ruby& Hil ZZ I — Collector& AWS HiEZ IS &35 Amazon CloudWatch,
AWS X-Ray Amazon OpenSearch ServiceE HIZ & 0421 AWS ZLIE{R £F Mo 2 45 &
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HdE X|EQ} FHE TS
OpenTelemetry

« AWS X-Ray Ruby& SDK — X-Ray Cl22 &5l EC0|AE Md35t1 X-RayE T&E5t7| f[8F EtO]
22| MELCE

o

T AE LE 24 Bto|EEE| MEE NSt AWS HiEZ EFlL|CE.

REAIE LI 2 AWS HiZ EH8 OpenTelemetry SDK2+ X-Ray SDK & MEHE(E) HEFHAMIR.

AWS Distro for OpenTelemetry Ruby

Ruby& OpenTelemetry AWS Hi ZE (ADOT)2 AtE35tH O ZE 2|7 0|ME § ¥ A F35t0] &5 a2t
El X|E 2} £X& Amazon CloudWatch, AWS X-Ray, Amazon OpenSearch ServiceE E & &t
AWS ZLIEE &R Mo 2 MEE = U&LCt ADOTE &7H X-RayE AHE35IE{H F 7R 28 2
A7FEQELICH X-Ray2t 7 AL E & = OpenTelemetry SDK2} X-Ray et &7 A& = QU=
OpenTelemetry CollectorE ¢|&F AWS H{ 22 ZtIL|C}.

AlZH52{™ Ruby& OpenTelemetry AWS HHEZ I MHAME HZSHAAIL.

AWS X-Ray 2! CH& AWS AMH|A BT & 74 OpenTelemetry AWS HIZ EH2 AL 5h= 2hedod| CHE

AEMIEH LI 2 OpenTelemetry® AWS HiE T &£ = OpenTelemetry& AWS HHEZ T MHME & x5}
AAI2.

-

4o X[ A ArS ol CHEF REMIEF L& 2 Github2| AWS ZHEEE & ESMIL.

AWS X-Ray FH|Z SDK

X-Ray SDKE EB|0O|A H|O|E{E M43t X-Ray CHE(daemon)ol| ELH7| I8t EciA L HAMEE

M3 3t= Ruby 2 OHEE|701EE Bto|EE{2| &g LIt F% H|o|E{of= o Z2l7H 0| M0| MBS 5t
= =AM HTTP 2381 o Z2(70|A40| AWS SDK, HTTP Z2I0|HE E= gd 2|2 E Z2I0|HEE
AE3t0d CHR AE R MH|A 0 L= $50f CHet M7t ZRHELICH £3t £502 MOIHES A
detn ClHa HEE M L HEtdo|E{ol| F7te == U&LICH
gemfile0l £7}5t1 bundle installE A5t SDKE CHR2EEE = U&LICH
Example Gemfile

gem 'aws-sdk'
Rails& AIE35t= E? 012 R™E FX6t7| @Il HA{ X-Ray SDK O|E90{E F7IstM2. 23
ZEE MOHEE ddELIct MOHET deq e S20l= SDK 2E0|HEL| HMEE olé’-aH
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SdEE MOHE F7tstn &t ¢ MOIHEE BHE04 Tt
& SDKE MIHE 7 ¥Ed 9= S oHZ 2|7 oMol M LMt 0lQIE IS8 7|=
O Z2[7|0[e| B2 Al

CtSo =2, #td Bto|E2{E|E WXISHE S BlZHE 744510 X-Ray SDKE At&3to{ HTTP 2 SQL
22l0|¢MEE ASELICH AWS SDK for RubyQIAEZMEE EE}0|QIEE AIE3I0{ CIRAER]
AWS MHIA EEE= BIAAE S &8 mioict SDKE Y &0l CHe HEE 5t MaHEN 7|5 &L
CF AWS MH|A EESH AMH|A LY +IH HMATHE BlaAs T YO CHRAER L EE E A|E|0] 7Y

H 70| oF U ME EME Algsts ol TS0l ELinh
SDKE 0837 £lpd 8| LIS T 445tod SDK S5 A8XH XIMFLICH Ei10l8 S7tsl oiE2l
Aolde Asts TR 2lAA0l ChEt CIOIEIE 7IS35tn, MEY 7RIS Hols| MEY 5512 7
Motn, 2718 KZstod of 2ol =10| SDKOIM EAIEE Y 4E2 ZHE 4 sl
2ol T8t 271 o ofE 2 olMo] F4 3l e olEfol M sHe Aelg JISELIC Foe
B EHAD S ASE £ TS QIMAE Tt 7| 3t oIyl o), S CloIEIE Zas 3
OlAE ZHME 4 Q&LICH HEHOlE] 322 MBH0| MO0 JSONSZ FHste 4 s ZE %
o of8l0|8 7|58 £ AsLICH
© 4 Y tietclol &
744 9 HIEFE| O] Ef X-Ray SDKE AL8 3104 M0 £7tshe @lojo| SasQlLrt &
A2 TE EHA0IM AL 3t7] QIsh I AEILICH HEHH OlEfS QIS AIE|X| 8EX|BH X-Ray
Z& EE APIE AS30] RIAl MIIHE0IA B & UBLICH X-Rayoll ChE 947] HM AT} =
0fEl A8RHE 7Lt 0| ClO[EIE 8 4 laLich
F=of T4 SeHOIAET} BO| I, TAE SE0IMER THE 2t 80| 59| MIHEE Cf
oF BHsts QM MIUE SHLIE BHE 4 UALICH ALSRL XIS 519l MOHES| 2a0IIE 25
S BHTSH 519 MIPIEE XD ABSY 4 UaLICH TA B4L 58 3= £20f OfE A8
A XIS 5H9I MOUES BHE T, 49| MIPE 2E 22 Me thAl 59| M1HEol HEtE|olEfet
FMg 7|2 £ s

SDKQ| ZeiA & HIMEoi e X EAE AWS X-Ray SDK for Ruby AP| ReferenceE &t =8 &/ Al
o

—_—

QT A

X-Ray SDKE Ruby 2.3 0| 0| 225l CZ 2to|Ee{Z|et Z&HElLICH:
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« AWS SDK for Ruby & 3.0 0|4t
* Rails HH%1 5.1 0|4

Ruby& X-Ray SDK T4

Ruby& X-Ray SDK01IE 7‘._ HlZHE M335tE XRay.recordertte U
HTTP S &0 Cis MOIHEE Mgst= OESH{E ASA XIHSEE MAH B2
L|C}.

Sections

o MH|A

Al
M
o

0x
M
o
=]
il

Hu
oN

kU
In

olYAH 74
« RailsE AFEH A 74

.
03
'
i

MH|A E8{2¢!
pluginsZ Ar&3to] Ol ZE|FH[0|ME ZARISHE MH|A0 CHEt HEE 7ISE + AU&LICH
£2{a¢l

« Amazon EC2 — ec20| QIAEA DO} 72 ¥YA2 FIIEHLICH.
« Elastic Beanstalk — elastic_beanstalkO| &Z 0

« Amazon ECS — ecsO| Z4E{|0|L{ IDE F7+&fLICt.
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AWS X-Ray

Segment - Scorekeep b

Overview | Resources | Annotations Metadata Exceptions

Elastic Beanstalk

Version label app-618¢-170413_021009
Deployment ID 20
Environment name sc DFEKEED-C mh

EC2

Availability zone us-east-2c
Instance 1D i-035583d15d1471728

SO ME5te{H tZEHE ™ME st 7 AMo|M sHE E2{a 2l X[-HELct
Example main.rb - Z22{21Q! 7+
my_plugins = %I[ec2 elastic_beanstalk]

config = {
plugins: my_plugins,
name: 'my app',

XRay.recorder.configure(config)

TAgE 4 L,

et oo dHE YED *Mete B E H-E A8stod B2

SDKE Z1Q MHE A85tod MIHEO| origin ZHEE MMSt7|T &LICH ol ofZ2|7io|M
= AWS BlAA FEE LIEFHLICH ofg] 22212 AF8 3= B SDKE ElasticBeanstalk
EKS > ECS > EC22%t &2 &2 &ME ALE35t0{ EXE ZA™HELICEH

MEY 7E

SDKE X-Ray Z2&0|M Holste MEZ =2 M85t 7|15 ¥ A-eEu ot 7|2 732 of
Z A HM QS FHslT, ZE MH[A0M 7t 20| 5%E X-Ray2 £ M&ELICH X-Ray &
oM F7I 712 M4dstod ZF of Z2[F ol4ol| CHal 7|F &l= HIo|E{e| &g AFE Rt XI-E gLt
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SDKE AR XY 7212 HolE = MOE MEFLICH 20| of] ALEA X|H #&I RIS F
< SDKE X #Hmf &I MLt
@® Note

SDK7} X-Rayoll =& &tod MEZZ #2lIE 7IME & 9l B 1Z7H AIAME W s AMElE X
W Eel 7|2 2H AN SAEY T 2F0| 5% 2 ElFotULICH SAET MEZ AP
E XM s &8 £ e HEto| gi7{L, X-Ray CHE(daemon)of @138 4+ g ZR o|qst &
ol e =~ 7 O] CHE(daemon)2 SDKOIM =&t API 21 2 &0 CHEt TCP ZE A
g g gfuch

JSON EMOIM MER 7S E22 % SDKE T8Y T A&LICH SDKE X-Ray MEZE A
88 +olg de 2Z 2l ¥Ho R MAEFHLL 2E FEIZ X822 AT £ QlaLh

Example sampling-rules.json

"version": 2,
"rules": [
{
"description": "Player moves."
"host": "*",
"http_method": "*",
"url_path": "/api/move/*",
"fixed_target": 0,
"rate": 0.05
}
1,
"default": {
"fixed_target": 1,
"rate": 0.1

O ool M= stLte| ALSAF X =T 7|8 #=E HolgfLIch AFSXH X E #A2 24

1I=2 OoO—ld-
£ Q10| 5% MZZI HIES /api/move/ ote 2ol MEELICt 7|2 #22 oiE == ™0 F7}
QEO[10%E FHELICH
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£ = CHal, Bl Z2He| ZF 1A
Haz SEMoz MEECsE AeLCH ZAEE MO|tHxE+5 1™ S7H 3 A4 SCiist7|
5]

Wil 722 P MM HZEHE MY ste 7o A0l 2 Mol CHEr SHAIE & olgfLct.
Example main.rb — 214 =] 714

require 'aws-xray-sdk'
my_sampling_rules = {
version: 1,
default: {
fixed_target: 1,
rate: 0.1

}

config = {
sampling_rules: my_sampling_rules,
name: 'my app',

}

XRay.recorder.configure(config)

MZ2| 32le =2|xoz KA

_,_
ol

-
u

il

2 ool sHAIE Helstn mtelo| ofEE|F ol = HAIE

Example config/sampling-rules.rb

my_sampling_rules = {
version: 1,
default: {
fixed_target: 1,
rate: 0.1

Example main.rb — It 0| MZ 2l 7]

require 'aws-xray-sdk'
require 'config/sampling-rules.rb'

config = {
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sampling_rules: my_sampling_rules,
name: 'my app',
}

XRay.recorder.configure(config)

24 7= A8 5ie{H MER FEI2 ST LocalSamplerE #+ A ELICEH
Example main.rb - 22 MZ2l 7

require 'aws-xray-sdk'

require 'aws-xray-sdk/sampling/local/sampler’

config = {
sampler: LocalSampler.new,
name: 'my app',

}

XRay.recorder.configure(config)
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Example main.rb — 24

require 'aws-xray-sdk'
config = {
sampling: false,
name: 'my app',
}

XRay.recorder.configure(config)

$stdoutZ EHFLICH SlZEHZE HEste 7o AHA oM

Example main.rb - 22

require 'aws-xray-sdk'
config = {
logger: my_logger,
name: 'my app',
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XRay.recorder.configure(config)

ZOE N850 =522 ot MOHEE HEE W 0|2z ot MaHES 22 EXME A
o

XRay.recorderOi Cigt configure HMEO|M FI7F dHE MEE = U&LICH

« context_missing - ¥t U= MAHET} Qi 2 *8E ZE7t O|IO|IHE 7|55tein &
2 d5tE o Q& Y X|5H2{™ LOG_ERRORE A% EHLICY.

« daemon_address — X-Ray CH= (daemon) E|A&LHS| SAEQ} X EE MM ErLCE.

« name — SDK7} MZHEO| AFE 35t MH|A O|§2 AHEELICE

* naming_pattern- §%] 0| X[H &2 AIS5tedH TH Q! O|F IS MEerLICH
« plugins - E{I2IE AtE35t04 ofE 2|7 0|442] AWS 2 7
- sampling - HEZ3 2 HIEEs}5

I C
« sampling_rules - Z2 T =/0| Z&E SHAIE H™ELICH

Example main.rb - ZASIAE 525 0of Q| H|& M3

require 'aws-xray-sdk'
config = {

context_missing: 'LOG_ERROR'
}

XRay.recoxder.configure(config)

RailsE AF8&t dlZH #+d

Rails ZHUIE AIE35lE B app_root/initializers OF2H2| Ruby IS ALE3lo4 T g
Ao M FHE + UELICH X-Ray SDKE Railset B7H AL E = e F7H 71 7|18 XI2E
L|CF.

« active_record - Active Record O|O|E{H|O|A EZiZHMod| CHEt 512 MIOIHEE 7|5 5t2{H
trueZ2 MHEELICE.

O|§0| Rails.application.config.xray@! 74 Aol AHE 7tSE MHES FHFLICH
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Example config/initializers/aws_xray.rb

Rails.application.config.xray = {
name: 'my app',
patch: %I[net_http aws_sdk],
active_record: true

}
B e
&7 W4 E AL 50f Ruby® X-Ray SDKE TAIE £ A&LICH SDKE CHS W48 X|24atich

« AWS_XRAY_TRACING_NAME — SDK7} MIHEO| AF2E MH|A 0| MAELICH MEE! ZEE 9
MIHE O|§ X|H TEfof MHEH MH|A Ol S AHH oL L}

« AWS_XRAY_DAEMON_ADDRESS — X-Ray CHZ(daemon) ZlAL{9| SAEQl ZTEE MHMEL|Ct 7|&
MO 2 SDKE 127.0.0.1:200001 E2i|0|A C|O|EE EHLICH CHE ZEM =4I CHY[SHE S

CHE(daemon)2 A8t AR E=CHE SAENAM A% S AR ol H-E AL ELICH
« AWS_XRAY_CONTEXT_MISSING - ¥4 U= MOHEV} Qe A +HE I =71 CIOIEHE 7|85t
xS

241 & [ LAstE of QS e K|5tE{™ RUNTIME_ERRORE Ad&dgtL|Ct.
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At&dtein ot= B FEE MIHE = ot MOIHES} 2rHE @77 e - &L/t

Ruby O/E90{& X-Ray SDKZ =&l 28 FX5}7|

X-Ray SDKE A& 3504 o Z 2|70 0| Amazon EC2 EE= Amazon ECS2| EC2 QIAEA MM %2
St =4 HTTP 282 FME =+ &LICH AWS Elastic Beanstalk

RailsE& A3t A< Rails OIE0{E AR50 A HTTP & FEELICEH O/S/0{E of =2
Ao|Mol FItetn MOAHE O|F 2 F445HH Ruby& X-Ray SDKE MERZIE ZF @& CHal Ma™
ol SEoi CHEt HEE X33t

E8 MABLICH £7} T40] ofs) MHE ZE NIBEES HTTP 28 ©
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= 23 HlY MIMEO| 59 MIHETL ELICH o] HEolE @30| AlZH HME U wix|7t T & E

Zt H2HE|= MH|A B otollAM ol ZE|7| 0[S AEst= O|F 0| UA&LICH Ol IaHE S| 0|F 0|
Yoz XHEESE &L s 4 @O ZAE 6|HE 7822 SDK7F SH2 2 0|§E XI™st:
g 748 + A&LICH M 0|F X8 A8otH ¥ ¢l o|Fo et 2 &S FHot1 OlF
Ol ol & miEnt URIstX| &b E B(o: ZL2E &7t fIZE B2) 7IE 0|2 HEE =+ U&LICh

2CE WHM EE= 7B SIHA7E o EEIAIO|Me 2 @EE MY SHE 8%, X-Raye IP THZ! LY
AAIP7} ot @& 9| X-Forwarded-For SIHHZ25E| Z210|ME IPE 7}X{SL|C}. et
El 2Hof cial 7S E E2to{HE IPE YEXE £ Yoz 2 AMF|SHH oF FL|Ct

0| HEE/H SDKE MaHE F£7F E=& dEst0
(=3 79

EE M i
x_forwarded_forZ MME true EEJ} XHE E2 2C
Forwarded-For SIHZ % E 7t XS LILCt.

F

O|E LIEFHLICH MIOHEO|
FO|HE IPE HTTP %™ 9| X-
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ol
T

2oz 7t 2 A 9&of Cist MIHEES MAISHL| T},

rr

OEfloie oS HEE X ht

+

P

« HTTP HIME - GET, POST,

- ECIOIME FA-2HE

UT, DELETE S

P
& 2at0lelE9| P F

—

TP 8E 3L,

™
. SE AC - RE QMO HTTP S

o AZt-AEAIZHRE =4 & BE AlZHEH TS).
« X 0O|ME — @F0IM 7tX{2 user-agent & LIC}.

=2EIx 20| — 8% 9| content-length&lL|C

;

rails O|S 901 ALS
O/ S 0{E ArEstEd™ ER Pt railieE Z&5tES gemfileg YOIO|E g LICt
Example Gemfile - rails

gem 'aws-xray-sdk', require: ['aws-xray-sdk/facets/rails/railtie’]

L DISR01E AtEstE{™ =X RO ol ZE|70[M 2 LIEHHE O|E2 = BlZHE 7 &sH ok gL
Ct.

Ruby & X-Ray SDK 338


http://api.rubyonrails.org/classes/Rails/Railtie.html

AWS X-Ray THRE OHLEA

Example config/initializers/aws_xray.rb

Rails.application.config.xray = {
name: 'my app'

=502 3 7Y

RailsE AI35HK| ot A2 MOHEE 502 MMELICH ALl 2 2 ™o HoH MHNI1IHEE ot
EHLI X|7F M E HTTP == AWS SDK Z2CI0|HEE SAoZ MOIHEE MM5tod 8|27t
o] (@]

—
519l HIHES 718 4 9 HHAES MBY £ UsLI

# Start a segment

segment = XRay.recorder.begin_segment 'my_service'

# Start a subsegment

subsegment = XRay.recorder.begin_subsegment 'outbound_call', namespace: 'remote'

# Add metadata or annotation here if necessary
my_annotations = {

ki: 'vl',

k2: 1024
}

segment.annotations.update my_annotations

# Add metadata to default namespace
subsegment.metadatal[:k1] = 'v1'

# Set user for the segment (subsegment is not supported)
segment.user = 'my_name'

# End segment/subsegment
XRay.recorder.end_subsegment
XRay.recorder.end_segment

MIHE o|F XY M= 74

AWS X-Ray MHIA OIS AFS5H04 OfE EIA OIS AlstT OfEE|70IMO| AHBSHE CHE OfE R
014, GOIE{IOI, 91 API U AWS 2429 PEILICE X-Ray SDKE 41 230l et A3
HEES MBI T MIHEC| 0/F Teof ofEalAH0MLl MEIA OlE S 7ISELICH

X-Ray SDK& HTTP A FHe SAE 0|2 Fo| MOHEE X|™HE £ /U&sLct asdLt o] sl 7t
QIZE MHIA Yol ofl7| x| o} =7} BHAE 4 QlaLiTh YEE SAE sic{7t T8E @Xo=
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L

Qlsl SDK7} AR E MIHE 0[F S XIHste e YXlsiciH £0{2= 282 7|2 ol&2 XIE

oHioF &FL|ct,

OH%EHIOIHOI o] oQlel 2HE *ElsteE 42, 8™ 0|F XIE HEE AE5t0{ 0|8 MOTHE
O|F0| BtES =5 SDKE T+ dE & U&LICH ™ 0|F X8 =S AHEsHH SDKIH of & miEnt
LRlsteE E ZAE O|FE A8t 2EX| g2 20 7|2 O|§2 M8 + AU&LICH

o€ £0, 5tLt2| o Z 2|70l M0 Ml 7H2| &t = MRl (www.example.com, api.example.com,
static.example.com) 0 LEE MEE = U&LICE *.example.com EHSE S5 0O|F K™
MeEFg A835to] Z SHel=m Qo HI OHEE MZ CIE O|EQZ EAISH MH|A #of| MHIA LE
74 Al 74 MZILICH o] THEof 2| etE ZAE 0|§29 20| ofEE[AH oMol = AIE|H, AL XFT7L K]
et Al ol o Wl | = =7} A'H:llé Mol E AIELICE

DE QEMHMIHEN Z2 0|F2 A8stedH 0| Mol L2 AXMH dlZEHE 78 [ ofE 27
O|M O|§& XIE&LICH

S 0|& XIE ME2 ZAE 0|F§0| LR[sHof ot= IE L HTTP 22| 3AE O|F0| miEH} UX|
StX| ot= B A8E 7|E 0l&2 HolF LD MOHE 0|§2 S22 X|EstedH config s Alof|
M O|§ X9 WiES x|-ELict

Example main.rb - 5 0|8 x|

config = {
naming_pattern: '*mydomain*',
name: 'my app',

XRay.recorder.configure(config)

IHEO| M & AF25104 BAIE S URIAIZ|7HLE '2'E ALE5104 B BXIE UX|AIZ &= UYUELICH
(® Note
EO| jo|3t 7|2 A{H|A O|E& AWS_XRAY_TRACING_NAME £t7Z3 B8 A}235l04 A% o

Ruby& X-Ray SDK 340



AWS X-Ray THRE OHLEA

78S ¢lof 2tol=2 ez IR
__I.L

CIRAER

fok
T

|>
m

g2l s=z2
==
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LICt. Ruby& X-Ray SDKE= CtH& 2HO|E 2§ AIE 4 AU&LICH
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X|#H=lE 2tolEEd 2

 net/http-HTTP EZI0|HEE F/g& L.
+ aws-sdk — AWS SDK for Ruby 22}0|HEE FAdrLICEH

>

x|El 2to|ERHE|E A8 5HH Ruby& X-Ray SDKE EH S &0i CHEt 519 MOHEE M1
U SE ol MEE J|S&LICt SDK7}t SDK O|E904 2= XRay.recorder.begin_segment &
of ol

Mot MaIHEE dHSE{H MIHEE ALEE == Rlo{oF ELICt

mi)h o 2

cto|E22|E mR[etedH X-Ray ti| ZHoi| ME et= 74 Aol s 2tolEE{EIE XI-E'LICH.

Example main.rb — 2t0|E2{2| THX|

require 'aws-xray-sdk'
config = {

name: 'my app',

patch: %I[net_http aws_sdk]
}

XRay.recorder.configure(config)

Ruby& X-Ray AWS SDKE Al835t0{ SDK & F£X5}7|

llli)iI
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2
X
c
(en
<<

OHEZE|AO[MO| CIOIEHE XE St AHLE, CHZ ol Z[S5tHLE YRS ELH7| /S E &
E X-Rubye= S ES St HNIHEZE CIRAEROE FMEL|CH AWS AH[A SHE AH|
Amazon S3 HZ! EE = Amazon SQS CH7|Q) LHOIAM M ASHE FX AWS MH[A 2 2|4
FL0| FX Mo CIRAER L E2 EAIEL|CH

Ruby& X-Ruby= 2tO|E2HE|E IHx|E [} 2 E SDK 22I0|HEE RS2 AWS HSFLICH aws-
sdk 7 ECtO|HEE FHE == oigLCH

2 E MHlA9| B2, X-Ray 2£0M 2EE APIS| O|§E & & UELICH AH|A 519 ol CHai A
= X-Ray SDK7} MZHE| HEE F7t6t09 AHH|A B FIt MEStE MLt
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https://ruby-doc.org/stdlib-2.4.2/libdoc/net/http/rdoc/Net/HTTP.html
https://aws.amazon.com/sdk-for-ruby

THERE QLA

o & £04 A& El DynamoDB 20| EAM XY S &2 Hdst= 82 SDK7I SEH EHI0|ES OHY
OS2 gt 2 Z&0i s E|0|Z O|&§2 MOHEN FIHELICH Z2£0|A, Z HOIEO| WEH LEZ
MH[|A Mol ZAIE|T, S E|o|ES CHY 22 ot x| §f2 =0l CHsll U DynamoDB = =71 E A|E

Example & =2 XM&5t7| €8t DynamoDB 2% S &0 Cit 5t MOHE

{
"id": "24756640c0d0978a",
"start_time": 1.480305974194E9,
"end_time": 1.4803059742E9,
"name": "DynamoDB",
"namespace": "aws",
"http": {
"response": {
"content_length": 60,
"status": 200
}
},
"aws": {
"table_name": "scorekeep-user",
"operation": "UpdateItem",
"request_id": "UBQNSOS5AEM8T4FDA4RQDEB940VTDRVV4K4HIRGVIF66Q9ASUAAIG",
}
}
BHE 2laA0 HMAE I COHE ME[AE S8 B2 MH[A ™ol F7F =7 MEELCH §3
ElAAE CHHOR 51X ofe WP MHIAE ST S 553 51T A|A0) Ch3t Ut =7t HAEL
ct

« Amazon DynamoDB - E{|0|& 0|&
« Amazon Simple Storage Service -tHHZ! 2! 7| 0|5

« Amazon Simple Queue Service — Cil 7| 0|8

X-Ray SDKE At&3to] AAEX X|H 5t MOAHE 4

ot MAHE=E FHO| MOIHEE T stod 2 E #ElstY| /s 2t & 2ol CHEr MEF HEE
FEAELICH AEEls 2Et0[AENAM XY 3 EE WotCh X-Ray SDKE sH¢l MHE 2o d-E
HEE 7ISEULCE £t ot 9l MOAHEE HHst0{ CHE st HIOIHEE 5t ZE M9
g5 GtetHL, =M A HEHO|HE 7|58 + U&LICH
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52l M2HEE #2|5t24™H begin_subsegment ! end_subsegment HIMEE AFSELICH

subsegment = XRay.recoxrder.begin_subsegment name: 'annotations', namespace: 'remote'
my_annotations = { id: 12345 }

subsegment.annotations.update my_annotations

XRay.recordex.end_subsegment

gh~0f CHEH MY MIOHEE M4d35l2d™ XRay.recorder.capture &0 & +E & & LICH

XRay.recorder.capture( 'name_for_subsegment') do |subsegment|
resp = myfunc() # myfunc is your function
subsegment.annotations.update k1l: 'v1'
resp

end

&t M1HEE MIME & CHE 69 MIHE LHoil A 4518 X-Ray SDK7t S 6t Al
Eoi CHsH IDE ddst AlE Az & B & AlzhE 7ISE L

Example HIELC|O[E{ 7t Z&HEl 612 AOHE

"subsegments": [{
"id": "6f1605cd8a@7cb70",
"start_time": 1.480305974194E9,
"end_time": 1.4803059742E9,

"name": "Custom subsegment for UserModel.saveUser function",
"metadata": {
"debug": {
"test": "Metadata string from UserModel.saveUser"
}
b

Ruby& X-Ray SDKZ MIHEO FM 2 HEIHO|E] F7t5+7|

FM1 HEHIOIEE AF83tod @, 4 == ol Z2IF oMol CHEE F7F HEE 7|88 & l&aLch
X-Ray SDKOIM MstE MOMHE E= AF8RIIE S5t AASAL XH 5t MOHE M 2 o

EtCIOIEE F7te & U&LICH

2 ZE EHMOIM AS
28 COlEIE 7S5k AL
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https://docs.aws.amazon.com/xray/latest/api/API_GetTraceSummaries.html

AWS X-Ray

THERE QLA

HIEFH OlE s A

=
88 4 TS QI AEx|

O|E{= MIEIHIO|EIE AtEstod 7|F5HAA|2.

MIHEO = A1 HEC|OIE /ol AAEAL D EXEE 7|58 & U&LICH

o|lHE Elcof 7S H AMgo = QIEIAE|X| ot&LCt.
Sections

« Ruby& X-Ray SDKZ F44 7|£35}7|
« Ruby& X-Ray SDKZ HIE}C|O|E{ 7|E 5t 7|
« Ruby& X-Ray SDKE AF& X} ID 7|53517|

+ 7] — X-Ray F449| 7|= 2/CH 500Kt BLAHE ZE £ UALICH UE 715 ()
Lt 7lzE ABE 4 giaLnt

. 2t — X-Ray FA0| gt 2/Ch 1,0007H2l RUTE SAE Z3E £ s

. M 4 EF0lAT ZTH 50702 M AL E 4 UaLITH

=PI

1. xray_recorderOM #HXH MOIHEL} 5t MOHES| FHZE 71X 4

require 'aws-xray-sdk'

document = XRay.recorder.current_segment

CC
—4

rr

require 'aws-xray-sdk'
document = XRay.recorder.current_subsegment

2. SHA| Zt2 A8 3l updateE EEFLIC.

SSg TE DE | S A 4 Qe 73k Hofx|gt, Z
= | 0
—

1= Ak

S

OII

544104 At

Stx| fE F7t o

AZXHIDE MOHE
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THERE QLA

my_annotations = { id: 12345 }

document.annotations.update my_annotations

SDKE MIHE EA29|a

3 |01 2=
2
=

MAHELL &t MIHE 7|SHE

otatlons

F’

add_annotations

©pP4H annotations.key 7|¥EE

Ruby& X-Ray SDKZ HIE}H|O|E] 7|E 5} 7]

HEIHO|EHE ol8sl AME8 2z QI &stx| oot e HEE MOIHEL} 542 4
A2, HIEtH|OIE Zt2 EAMY, A 2 L= JSON ZA|LE ofef|oof =|ZEste +

A OlA
HE = UE

L|C.

HEHOIE 7|5 &Y

1. xray_recorderOA #HXH MOIHEL} 519 MOIHES| HZEE 7KL

require 'aws-xray-sdk'
doéument = XRay.recorder.current_segment
Ee
require 'aws-xray-sdk'
document = XRay.recorder.current_subsegment
2. BRI 2, £ BAY EE AH 3 U EXL WY

my_metadata = {
my_namespace: {
key:
}
}

subsegment.metadata my_metadata

'value'

AR

£ 7|-¢t Hoiz 7|SELch Z2 7|2

d21HEO| 7|25
OA |: 7|'|x-||

AHO|AQL &7l metadataE EEH
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2 7|2 metadataS F H EESIH Z2 MIOIHEL}F 61 MOHEN 7|SFE 2fS FHo{esLICH
Ruby& X-Ray SDKZ AF& Xt ID 7|5 3517|
ANEXIDE L MOMHED| 7|55t LS B AASXHE AlEFLICH

AEXHID 715 Y

1. xray_recorderOAM X} MIHEO CHEt

ok
ﬂi
mlm
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>
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]

require 'aws-xray-sdk'
document = XRay.recorder.current_segment

2. NIHESASKA EHEE QHEE EH AISKte| XY IDE MHEELICH
segment.user = 'U12345'

HEEHM ALSXIE dEstH ofE2|7|0| M0l REE Melste =2t
A& LICH.
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|
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E{ AAEXtIDE 715

-III

ALE %t D] EBO|AE B oBdH, user 7|/EE ZE EA0 MEFIAMAIL.
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CHE AWS X-Ray AFZ o S8 AWS AH|A

U2 YoM MEE U 4l ol §|H F7t, X-Ray Ol &=, £ O|0|E{E X-RayE At& ™S
St S CtYet =& 2| X-Ray & 7|52 AWS MH|A NS ELICH X-Ray2te| S&foll= ChZ0o| &
2+ ALt
- EEAHAES -l FHS HEZ St FHELIC
« & AE - CHE MH[&o0f o HEZE 238 FIFLICH
« QE FH-_BE MY FHEHE FUSt D CIRAERCE TMUtELICH
« 7 — X-Ray CliiE(daemon)2 A& 3504 X-Ray SDKERE| MIAHEE +AIELICH
(@ Note

X-Ray SDKM|l= F7t S& S «I8t E22{al0| Z& k|0 U&LICH AWS MH|A. o & S04
Java Elastic Beanstalk& X-Ray SDK Z2{12l2 At&35to{ 3 0|2 ID S ofZ 2|7 0|4 0]
A#T|= Elastic Beanstalk 2301 CHet MEE FI7IHE = U&LCH

CHS 2 X-Ray2t S&E H AWS MH|A 74| of ILICEH

- AWS HHZ & OpenTelemetry (ADOT) — @I X|L|0{= ADOTE AtE5to{ o EE|F|0[ME Bt
A S50 & 35 HEdE X|EQF EXE Amazon CloudWatch, AWS X-Ray Amazon MH|A &
Prometheus& Amazon Managed ServiceE Z& 38t 042 ZLIE{R AWS &R Mo 2 Hil = &L
Ct. OpenSearch

« AWS Lambda— 2 & ZHEIYHM E0{2E= RFE s8H U +8HoR 7 |§%F|,||:} AWS
Lambda F% Mof F 7ol ==& FI7IELICH stLtE AWS Lambd MH|A 80|z CHE stLtE 7|
S8QLICH AS S 4455l Java L Node.js HEF{0I A X-Ray G2 4 505“’4 X-Ray SDK2t
&7 At2E AWS Lambda =& U&LICt

« Amazon AP| Gateway — HE|E L THA|E HE. APl HIO|EQOl= MEZ FEIE AI&Stod 7|5 &
LYEE A™sta MH|A Mol Ho|ES o] EHAlol| CHEt ==& FItefLict.

- AWS Elastic Beanstalk — =7. Elastic Beanstalke= C}HE £3H& 0] Ci$t X-Ray CHE (daemon)2 =
ststuct.

« Java SE-2.3.0 0|4 14
« Tomcat—2.4.0 O|&F 44
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» Node.js—3.2.0 O|& 74
« Windows Server - 20163 128 92l 0|F Z!Z|AEl Windows Server Core 0|2|2| ZE T 4.

Elastic Beanstalk 2& 2 AF&75t0{ 0|28t EH & 0| M T = (daemon)E A~ St = Elastic

Beanstalko| X|A|5t74Lt aws:elasticbeanstalk:xray HIZIAHO|A0| A XRayEnabled &M

= A8E + &Lt

Elastic Load Balancing — Application Load Balancerol M £%{2 @ &%t LICt. Application Load
Balancer= Ei[0|A IDE R slC{of ME S OIS RE SIHE CHY IESE MEFLICH
_I

OfOHE EventBridge — IHA|E QIAE R HIE| 0|4, O|HIEE HAlSt= MH|AT X-Ray SDKE €l
AERHEEL|H O|HE CHY 2 £ Sl|HE s4AlstT ¢el FXIDE HS ToE = J&LICH

EventBridge
Amazon Simple Notification Service — ==& 7|%&. Amazon SNS A A|X}7} X-Ray SDKE £2}0|1E
E FM5le 4%, #5Xe FH EEE JAstod S FXH IDE 7HT HAKIERE HE FXHE

Al Mukg  U&LICH

Amazon Simple Queue Service — =& 7|%. X-Ray SDKE At&36t0{1 2F
= 4%, Amazon SQSt £ |HHE M&stn & AIREIL AH|Ato| A ELH 2

IDE A& M ™otHErLCE

= &M oM MEfstod A SE ME

ATHE M. AWS AMH|A

ok

|

AWS Distro for OpenTelemetry 2! AWS X-Ray

Amazon AP| Gateway HE|= E g0 A x| CHA AWS X-Ray
ololZE EC2 & AWS App Mesh

AWS App Runner 2! X-Ray

AWS AppSync & AWS X-Ray

E AM&35tod X-Ray APl & 2Z AWS CloudTrail
CloudWatch X-Ray®} 9| S¢&f

AWS Config& AF&35t0{ X-Ray &f &3} 74 #4173 X5 7|
Amazon Elastic Compute Cloud2F AWS X-Ray

AWS Elastic Beanstalk &! AWS X-Ray

Elastic Load Balancing & AWS X-Ray

otOtE EventBridge &' AWS X-Ray
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« AWS Lambda 2|11 AWS X-Ray

- OfOFE SNS & AWS X-Ray

« AWS Step Functions & AWS X-Ray
- OfOHE SQS % AWS X-Ray

- OfOFE S32F AWS X-Ray

AWS Distro for OpenTelemetry & AWS X-Ray

OpenTelemetry& AWS B ZE (ADOT) 2 AFE 35101 X|E 2t FXE = E 510 AWS X-Ray2t Amazon

CloudWatch, Amazon OpenSearch Service, Prometheus& Amazon Managed Service S2| 7|E} 2L
B2l a2Mo2 Mas & 9laLo.

AWS Distro for OpenTelemetry

QE HHHEZIS AWS HfZ E (ADOT) 2 22t E H|O[E|E HFE AME (CNCF) o 2 & =

IHIEEI ZZ2MEE J|HO 2 5t= AWS HHEZ EQILICEH OpenTelemetry= E4HE EB[0]A & O

E2g $HE £ A TYU E A4 AP, 2H0/HE{E| X of0|ME MEE MSFLICH ol EX2
al x

AW801IA-I HAE, 2[M3t, Hot U X|¢H5tE SDK, AHS A S o0|ME U +T7|IE 88 HAER
OpenTelemetry 748 Q 4O HYEZ T IL|C}.
ADOTE AlE5tH ofE2|AH0|ME 8t HH H|S5104 A5 2248l X|E 2t FXE Amazon CloudWatch,

AWS X-Ray, Amazon OpenSearch Service, Prometheus% Amazon Managed ServiceE Z &5t 04
AWS ZLIER £ 8 Mo B MEE £ USLICH

= T O B2 AWS MHIASH S350 £5 U HES X-Rayot 22 ZLIEY 7402
Mo ste 2US ZHASHELICH ADOTSH SEE Mul2 ol & 71| o= Cha Dt Z &Lk

« AWS Lambda— ADOT& AWS & 2|& Lambda A& 2 Lambda &+ & AIS2ZE H&51,
OpenTelemetryE HIZ2 AIEE £ U= 74 & 0| 7t A& ol AWS Lambda 2! X-Ray2t
2H 7| E2EM E2{T H Ed0| ArS Xt B EE NMISELICH MAEXte ZEE HAESHK| &
T T Lambda &=0{ CH3H OpenTelemetryE &35t 2 H|EH5tE = U&LICH RHM[EF LI 2
OpenTelemetry Lambda& AWS HHEZ EZH2 E T 5HM| 2.

« Amazon Elastic Container Service (ECS) — OpenTelemetry Collector& AWS Hi Z E 2 A& 5104
Amazon ECS ofZ 2|7 0|0l A HIEZ|n EB0|AE +=E5t0{ X-Ray & 7Bl ELIEHE £F M2
2 MEELCH REMIEH L& 2 Amazon ECS 7HE R} QLM O oHZEE2[A|0|M =X C|O[H =EE

HESAM L.
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https://aws-otel.github.io/docs/getting-started/lambda
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/trace-data.html
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« AWS & 2414 — App Runner= OpenTelemetry& AWS Hi ZEZHADOT)E A& 3104 X-Raydll &g
&g %J_'.:_ K| ELIct ADOT SDKE At&35tod ZiE| 0|43t El o E2|# 0|0l CHEH =X o
Elet, X-RayE Ar&3tod AEE oHEE|70|ME Bt QIMOIEE U + UEL
C}. XPHIE LI AWS App Runner 2! X-RayE & Z&HA2.

Z=7F AWS MH|AQLo| £8t2 Z &350 OpenTelemetry& AWS HiZ EHoi| CHEH XEM|ISH LIS 2
OpenTelemetry& AWS HIZ T MHME HEFAML.

OpenTelemetry& AWS Distro 2! X-RayE& At&35t0{ O E2|7|0|ME HFst= Yol CHEt RHAISH LY
£ 2 OpenTelemetry& AWS DistroE AI&3t04 O Z 2|70l HIESH7IE

Amazon AP| Gateway YE|E EB|0|A X[ CHA AWS X-Ray

A& X 2% 0| Amazon APl Gateway APIE S35l 7|2 MH|AZ 0|S35lE St X-RayE AF& 35104 A
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g+ AWS EIE 9): E 1oﬂ/H X-Ray& AP%%* = %'QLIEP KEMIEH LIS EFOPEEP:' Amazon
AP| Gateway e &t QFLHAM 2| AWS X-RayE ALEEH API HO|ER 0| API &3 £ E XML,

® Note
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https://aws-otel.github.io/docs/introduction
https://docs.aws.amazon.com/apigateway/latest/developerguide/apigateway-xray.html
https://console.aws.amazon.com/apigateway/
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AP| HIO|ESO|= X-Ray 2&0M Holste HET HEE M8t 7|FE TS ZAEELICH AP
01|PJ MELlE HAOIL §E slE7t 2 ?:.*5._ LY HEEE 722 48 + U&LICH API (O]
Effolz A X 2o et MF ZE &H MaHE S| £d0f sIEHE 7ISELICH RtA[E dE2

en*%eo' TEIS TALICH MM FESAHIL.

@ Note
API| Gateway HTTP S& 2 &3l REST APIE FXM& [} Zf MO2HEQS| MH|A 0|2 API
GatewayOl M HTTP S& QIEXQIER &dt= RQE URL 22 MHE|Z2 24t 1R URL &8
Eoﬂ CHEt X-Ray % Mol MH|A =7} MAELICH URL BE27} oM £5 #o| =
2110,0007HE Z1}5t04 QF 7} QMg = &Lt

API GatewayOﬂA‘I Mste MH|IA EOo| £5 (|43 6l2{H POSTE S5l URL 32| 24+
e QY E2F0 IetiHE MY ste Je Tedd E/.;.'AIE. o= WHE ALSStE Theto|E
7t URL B20| ZRE|X| ofH E[22 TRE URL B2 AMH|A £E £71 E0{E + A&
Ct.

2E =4 2Fo| ths API HIO|ESOl= F=A 57t ot & gle =&l HTTP R0 £ SHE F7t

grlct

X-Amzn-Trace-Id: Root=1-5759e988-bd862e3felbe46a994272793

X-Ray E{[0|A ID &4

X-Ray trace_id= 5t0|E2 2 FEE 3742 =AtE T ELICH o|& 504 1-58406520-
a006649127e371903a2de979LICt 0{7|of= CHS 0| Z&ELICTH
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https://docs.aws.amazon.com/apigateway/latest/developerguide/setup-http-integrations.html
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Edte Rt SUst HAloZ Zel0o|ME LM & HE2{E F715+01 SDK 22I0|MEE HASE
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ototE EC2 & AWS App Mesh

gt5tod OFO|Z 2 MH|AE AWS App MeshEnvoy ZE A|E #EIELICH App MeshE
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« Amazon Elastic Container Service(Amazon ECS)
* Amazon Elastic Kubernetes Service(Amazon EKS)

* Amazon Elastic Compute Cloud(Amazon EC2)
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https://docs.aws.amazon.com/apigateway/latest/developerguide/how-to-generate-sdk.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/what-is-app-mesh.html
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Service map

default-ateway

Clients

appmesh/colorgateway-vn
AWS: AppMash:Proxy

avg. 0.08ms

B8 tmin

Clients avg. 2ms
default-colorteller-white

B8 t'min

appmesh/colorteller-white-vn
AWEAppheash:: Proxy

Envoy 5 A|7} X-RayZ Cl|O|E{& &5t
H

TdstEdH e[ ol H oo M
ENABLE_ENVOY_XRAY_TRACING 2t H+E 4

(® Note
Envoy2| App Mesh HHT2 Xl M E MEE FEI2 7|Eo 2 EBO|AE MEFHX| b
LICt. CH&l Envoy HH7 1.16.3 O| 4 0IME 5% ol 178 ME-J KT E AF835t1, 1.16.3 0|9
| &k,

Envoy HH70|= 50% 2| 178 MEZ KT E A
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https://docs.aws.amazon.com/app-mesh/latest/userguide/envoy.html#envoy-config
https://docs.aws.amazon.com/xray/latest/devguide/xray-console-sampling.html
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Example Amazon ECS& Envoy Z1E[0|L{ & 9]

"name": "envoy",
"image": "public.ecr.aws/appmesh/aws-appmesh-envoy:envoy-version",
"essential": true,
"environment": [
{
"name": "APPMESH_VIRTUAL_NODE_NAME",
"value": "mesh/myMesh/virtualNode/myNode"
},

{
"name": "ENABLE_ENVOY_XRAY_TRACING",

"value": "1"
}
1,
"healthCheck": {
"command": [
"CMD-SHELL",
"curl -s http://localhost:9901/server_info | cut -d' ' -f3 | grep -q live"

1,

"startPeriod": 10,
"interval": 5,
"timeout": 2,
"retries": 3

A& 7ts 8t Envoy X[ FA0f CHE REAIEH LIS 2 AWS App Mesh A& AE A 2| Envoy O
O/X|E XA

ZAE| 0|40 X-Ray CHE (daemon)2 A& st= &Edol CHEt AFM[EH LHE 2 Amazon ECS04| A X-Ray
CHE=(daemon) &35 7| RS R ZSHAAR2. AMH|A HIAl, OFO|Z EAH|A, Envoy ZEA| 3 X-Ray
Cl2o| ZEE MZ offZ2|7io|Me] B App Mesh Examples M A0 ¥EZ 2 colorapp HiZ 54
Al2. GitHub

XM G| otE 7|

« AWS App MeshA|Zt5} 7
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https://docs.aws.amazon.com/app-mesh/latest/userguide/envoy.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/envoy.html
https://github.com/aws/aws-app-mesh-examples/tree/master/examples
https://github.com/aws/aws-app-mesh-examples/tree/master/examples
https://github.com/aws/aws-app-mesh-examples/tree/master/examples
https://docs.aws.amazon.com/app-mesh/latest/userguide/getting_started.html
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https://docs.aws.amazon.com/app-mesh/latest/userguide/mesh-getting-started-ecs.html
https://docs.aws.amazon.com/apprunner/latest/dg/what-is-apprunner.html
https://docs.aws.amazon.com/apprunner/latest/dg/monitor-xray.html
https://docs.aws.amazon.com/apprunner/latest/dg/monitor-xray.html
https://docs.aws.amazon.com/appsync/latest/devguide/x-ray-tracing.html
https://docs.aws.amazon.com/appsync/latest/devguide/x-ray-tracing.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://aws.amazon.com/cloudtrail/pricing/
https://aws.amazon.com/s3/pricing/
https://orc.apache.org/
https://orc.apache.org/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake-concepts.html#adv-event-selectors
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake-manage-costs.html#cloudtrail-lake-manage-costs-pricing-option
https://aws.amazon.com/cloudtrail/pricing/
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https://docs.aws.amazon.com/xray/latest/api/API_PutEncryptionConfig.html
https://docs.aws.amazon.com/xray/latest/api/API_GetEncryptionConfig.html
https://docs.aws.amazon.com/xray/latest/api/API_CreateGroup.html
https://docs.aws.amazon.com/xray/latest/api/API_UpdateGroup.html
https://docs.aws.amazon.com/xray/latest/api/API_DeleteGroup.html
https://docs.aws.amazon.com/xray/latest/api/API_GetGroup.html
https://docs.aws.amazon.com/xray/latest/api/API_GetGroups.html
https://docs.aws.amazon.com/xray/latest/api/API_GetInsight.html
https://docs.aws.amazon.com/xray/latest/api/API_GetInsightEvents.html
https://docs.aws.amazon.com/xray/latest/api/API_GetInsightImpactGraph.html
https://docs.aws.amazon.com/xray/latest/api/API_GetInsightSummaries.html
https://docs.aws.amazon.com/xray/latest/api/API_GetSamplingStatisticSummaries.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#logging-data-events
https://docs.aws.amazon.com/xray/latest/api/API_PutTraceSegments.html
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https://aws.amazon.com/cloudtrail/pricing/
https://aws.amazon.com/cloudtrail/pricing/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#logging-data-events-console
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#creating-data-event-selectors-with-the-AWS-CLI
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-data-events-with-cloudtrail.html#creating-data-event-selectors-with-the-AWS-CLI
https://docs.aws.amazon.com/xray/latest/api/API_PutTraceSegments.html
https://docs.aws.amazon.com/xray/latest/api/API_GetTraceSummaries.html
https://docs.aws.amazon.com/xray/latest/api/API_GetTraceGraph.html
https://docs.aws.amazon.com/xray/latest/api/API_GetServiceGraphs.html
https://docs.aws.amazon.com/xray/latest/api/API_BatchGetTraces.html
https://docs.aws.amazon.com/xray/latest/api/API_GetTimeSeriesServiceStatistics.html
https://docs.aws.amazon.com/xray/latest/api/API_GetTimeSeriesServiceStatistics.html
https://docs.aws.amazon.com/xray/latest/api/API_PutTelemetryRecords.html
https://docs.aws.amazon.com/xray/latest/api/API_GetSamplingTargets.html
https://docs.aws.amazon.com/awscloudtrail/latest/APIReference/API_AdvancedFieldSelector.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/cloudtrail/put-event-selectors.html
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"AdvancedEventSelectors": [

{
"FieldSelectors": [
{ "Field": "eventCategory", "Equals": ["Data"] },
{ "Field": "resources.type", "Equals": ["AWS::XRay::Trace"] },
{ "Field": "eventName", "Equals":
["PutTraceSegments", "GetSamplingTargets"] }
1,
"Name": "Log X-Ray PutTraceSegments and GetSamplingTargets data events"
}

}l
X-Ray O[HIE o/ x|

2| O|HIE oA, GetEncryptionConfig
CH2 & X-Ray GetEncryptionConfig 21 &5 2| 0§ &/L|C} CloudTrail.

Example

"eventVersion"=>"1.05",
"userIdentity"=>{
"type"=>"AssumedRole",
"principalId"=>"AROAJVHBZWD3DN6CI2MHM:MyName",
"arn"=>"arn:aws:sts::123456789012:assumed-role/MyRole/MyName",
"accountId"=>"123456789012",
"accessKeyId"=>"AKIAIOSFODNN7EXAMPLE",
"sessionContext"=>{
"attributes"=>{
"mfaAuthenticated"=>"false",
"creationDate"=>"2023-7-01T00:24:36Z"
I
"sessionIssuer"=>{
"type"=>"Role",
"principalId"=>"AROAJVHBZWD3DN6CI2MHM",
"arn"=>"arn:aws:iam::123456789012:role/MyRole",
"accountId"=>"123456789012",
"userName'"=>"MyRole"

}I
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"eventTime"=>"2023-7-01T00:24:367",
"eventSource"=>"xray.amazonaws.com",
"eventName"=>"GetEncryptionConfig",
"awsRegion"=>"us-east-2",
"sourceIPAddress"=>"33.,255.33.255",
"userAgent"=>"aws-sdk-ruby2/2.11.19 ruby/2.3.1 x86_64-1linux",
"requestParameters"=>nil,

"responseElements'"=>nil,
"requestID"=>"3fda699a-32e7-4c20-37af-edc2be5achdb",
"eventID"=>"039c3d45-6baa-11e3-2f3e-e5a036343c9f",
"eventType"=>"AwsApiCall",
"recipientAccountId"=>"123456789012"

ClO|E{ O|HIE OfA|, PutTraceSegments
CtZ & X-Ray PutTraceSegments Cl|O|E O|HIE 2 &= 9| of |LIC} CloudTrail.

Example

"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAWYXPW54Y4NEXAMPLE:i-0dzz2acl111c83zz0z",
"arn": "arn:aws:sts::012345678910:assumed-role/my-service-role/
i-0dzz2ac111c83zz0z",
"accountId": "@12345678910",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAWYXPW54Y4NEXAMPLE",

"arn": "arn:aws:iam::012345678910:r0le/service-role/my-service-role",
"accountId": "012345678910",
"userName": "my-service-role"

I,

"attributes": {
"creationDate": "2024-01-22T17:34:117",
"mfaAuthenticated": "false"

3,
"ec2RoleDelivery": "2.0"
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},

"eventTime": "2024-01-22T18:22:05Z2",
"eventSource": "xray.amazonaws.com",
"eventName": "PutTraceSegments",
"awsRegion": "us-west-2",

"sourceIPAddress": "198.51.100.0",
"userAgent": "aws-sdk-ruby3/3.190.0 md/internal ua/2.0 api/xray#1.0.0 os/linux md/
x86_64 lang/ruby#2.7.8 md/2.7.8 cfg/retry-mode#legacy",
"requestParameters": {
"traceSegmentDocuments": [
"trace_id:1-00zzz24z-EXAMPLE4T4e41754c77d0000",
"trace_id:1-00zzz24z-EXAMPLE4T4e41754c77d0000",
"trace_id:1-00zzz24z-EXAMPLE4f4e41754c77d0001",
"trace_id:1-00zzz24z-EXAMPLE4T4e41754c77d0002"
]
.
"responseElements": {

"unprocessedTraceSegments": []
},
"requestID": "5zzzzz64-acbd-46ff-z544-451a3ebcb2f8",
"eventID": "4zz51z7z-77f9-44zz-9bd7-6c8327740f2e",
"readOnly": false,
"resources": [

{

"type'": "AWS::XRay::Trace"

}
1,
"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "012345678910",
"eventCategory": "Data",
"tlsDetails": {

"tlsVersion": "TLSv1l.2",

"cipherSuite": "ZZZZZ-RSA-AAA128-GCM-SHA256",

"clientProvidedHostHeader": "example.us-west-2.xray.cloudwatch.aws.dev"
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Application-Monitoring-Sections.html
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https://docs.aws.amazon.com/apigateway/latest/developerguide/how-to-cors.html
https://github.com/aws-observability/aws-rum-web/blob/main/docs/cdn_installation.md#http
https://github.com/aws-observability/aws-rum-web/blob/main/docs/cdn_installation.md#http
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-RUM.html
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Canary ® @ @ Q l @, Maplegend ¢  Service detalls
Name: Canary
Type: client:Synthetics
View in Synthetics [
Response distribution
Click and drag to select an area to zoom in on or use as a latency filter when
viewing traces.
Canary oo
client:Synthetics .
Y ate - !
0.3 vimin 3 e P
Duration
www Response status
AifS:ElastioBeanstalc:Environment Choose response statuses to add to the filter when viewing traces.
b3 I Fault: 0% v Error: 25%
I Throttle: 0% I OK: 75%
Analyze traces [~ View traces >
auth
Services Icons (I
m Health = Traffic
(W) No node resizing Close
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Q, 1-5dcc3953-835d19c7d843bf8ed45fdebd
Traces » Details
Timeline Raw data
Method Response Duration Age D
GET 500 1.8 sec 5.4 day (2019-11-13 17:11:47 UTC) 1-5dcc3953-835d19c7d843biGed4574ebg
¥ Trace Map
TN 25-,\
AY
o 29 339 jl 1a _/
( g, 304ms
Client: syninetice w \\2\’_'
S

HAEZ L COI2A2EE MH|20|M X|&HHQl Moo 22 21 oot

Ho

Synthetics canary0i| A Z ool CHEF CloudWatch ZEE o™ X-Ray2| E2i|0|A Cl|O|E{of| CHEt S 7|
D2 S AI8 304 X-Ray Analytics 2£0M EX|2| 758 28 Q8 st A AL, Analytics 2

o| 8E Alzk 2 & el Ho|E0= 7IFE A B27F EAIELICH X-RayE EGo|A0AM SE Al
7._F HRICE 71E 750l 2 42 & AMFLICt ZBi2 ¢ HE X E LIEILHH, 8
B AlZE 28 Qe BefLic.

CtZ 0d| Ao A= Amazon DynamoDB Ei|0|& 2| X{EZ|Z EF 0= QI5H API H|O|E L] 0[0of| A At
= APl “XXX"0{l CH#t Synthetics ElAE 7} Al S HoiSLict,
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Canary

x @ @ Q l @, Maplegend @ Service detalls ©
Name: Canary
Type: client::Synthetics
View in Synthetics (£
Response distribution
Click and drag to select an area to zoom in on or use as a latency filter when
viewing traces.
100%
8%
Select the node o
4%
avg. 900ms
20%
2 t/min
0%+ T T T T T 1
Fault 67% 0 200ms 400ms  BOOMS  BODmS 108 128
3 ehiin Duration
WWW
AWS::FlasticBeanstalk::Environment Response status
‘Choose response statuses to add to the filter when viewing traces.
) Fault: 67% Error: 0%
I Throttle: 0% I OK: 33%
Ganary
client::Synthetics
Analyze traces View traces >
Services Icons ()
Health Traffic
No node resizing Close
Service map o
Traces FAULTROOT CAUSE COUNT %
| Analytics www (AWS: ElasticBeanstalic:Environment) — eror = api (AWS: ElasticBeanstalk. Environment) — eror = products (AWS: ElasticBeanstalkc Environment) — eror = progducts (AWS:DynamoDB: Table) 4 100.00%
B configuratior
Sampling
Encryplion FAULT ROOT CAUSE MESSAGE COUNT %
ProvisionedT! The level of for the table was exceeded. Consider increasing your provisioning level with the UpdateTable AP1. status code: 4 4 100.00%

Root cause analysis indicating throughput capacity exceeded for DynamoDB table
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Fault Root Cause
arn:aws:synthetics:us-east-1:779168132807 canary: www-test 11§
Annotation_acl_cached
Annotation.authenticated
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Complete 100% scanned (found 205 traces;
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Default »
win charts @

I All traces in the group @ 433K traces in the group.

Retrieved traces @
205 traces (0.05% of traces in the group.)
( ercent

Response time distribution @
Click and drag 1o filter the traces by response time.

@ P-

Q edge(idname: “www", type: “client Synthetics*), ki{name: “www", type: “AWS: ElasticBeanstalk. Environment))

Filtered trace setA @
0 add a filter, click and drag ane of the charts below or click one of the table rows.

40000 PR

Tlmesertesaclwny derstand occurrence of traces
7 ME0| X|od AlZtDH 978 EE Foig HIm
HHZ0| 2t AlZHE PinpointZ X|H8to] e #HE ALEnt 7H-PE|0P01|H d4HE EXel BIHE At
5t04 O[T & O|F Azt HRIE CHE Edlo|A MERZ Holst
£z = orgLn

AlZIAAI2. X-Ray Analytics 2£2 A8
ZtMo g 18t

0 SE AlZt EE0{A Al

= 11—

CloudWatch Synthetics



AWS X-Ray THRE OHLEA

Default * | Q service(id(name: "www", lype: "AWS: ElasticBeanstalic Environment™)) © Lastznours v | &
I All traces in the group € B65.9K traces in the group. Show in charts @ Complete 100% scanned (found 10 7K traces)
Retrieved traces ® Filtered trace set A © Filtered trace set B @
10.7K traces (16.26% of traces in the group.) 10480 traces (37.83% of retrieved traces.) 233 traces (2.17% of retrieved traces.)
Fillers: Annotation aws canary_am Filters. Annotation aws-canary_am ©

Response time distribution @ ﬁ ﬁ

Click and drag to fifter the traces by response time

Time series activity &
Click and arag to filer the traces by time.

@ @
USER COUNT % a HTTP STATUS CODE COUNT % a
Emma 76 3262% -0.15% - 200 213 91.42% -1.97%
Clivia 40 17.17% -3.15% 500 13 5.58% +1.00% <::|
‘William 34 14 59% +141% 401 7 3.00% .97

Soonia 3 g o 310

ZE AP| 2l URLO|| ZIR 8t FiLtE|oF M He| ZH
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Response time distribution @
Click and drag to filter the traces by response time.
# ol traces pSRED o5
200 T

50

Time series activity @
Click and drag to filter the traces by time.

S00ms 1.08 158 208 258

- Faie o

070000 AM 0705:00 AW 70200 AM

Select rows from the following tables to filter traces. Choose the cog icon to explore table configuration options. ﬂ

o @
USER GCOUNT % A HTTP STATUS CODE COUNT Ya A
William 134 30.66% oo 500 428 97.94% -2.06%
Emma 17 26.77% oo 502 9 2.06% o
Olivia Il 16.25% =
Ava a0 6.86% e
Sophia 28 6.41% oo
Liam 20 4.58% e
test 14 3.20% -86.80%
[T — a4 o A

o
URL COUNT % A
http://storefront.us-east- 1.elasticbeanstalk.com’ 422 96.57% -3.43%
http://store-api.us-east-1.elasticbeanstalk com/orders/status =] 2.06% oo
hittp:/fstore-api.us-east-1.elasticbeanstalk. com/products/ B 1.37% wa <:
Synthetics EIAEN SHE & 18 AIS

TE B34S AFE5104 X-Ray IE2 BHE0{ § {3 EE TE(0dl: AWS Elastic Beanstalkof| A{ &
del= OH%EWHOM_" 'www'01| CHEt E.é;' ElAE)M| EEE = U&LICH SEE 7|HE service()
Yedge(), E AME35I0{ MH|ALL UXIE EHEZEY &= JUELICEH XM LIS 2 of S8 7| E AME

= =
zrzamega EHA A,

"edge(id(name: "www", type: "client::Synthetics"), id(name: "www", type:
"AWS::ElasticBeanstalk::Environment"))"
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Lambda &4 E2|7{ MM

AMEXH X[ AWS Config 22 M4dst2i™ AFE X X[ AWS Lambda & 2] ARNO|
Ct& X|&2 2t Node.js& At&310 XrayEncryptionConfig 2|4&A9 7
= O|&= 2t2 AWS ConfigZ BHetsteE 718 &8 Mg

AWS::XrayEncryptionConfig #43 EE2|7HE Al&35t04 Lambda & & M+d5tci™

1. Lambda 2& 2 L|C}. &4 M4d(Create function)S ME4SFL|LCE.

2. =RIZIZEE MEistn EF T EIE 2t0|E2{2|E config-rule-change-triggered 2T ZZEE &
E{2ELCt ERZEIEQ| 0|F0AM B3 E EEISHHU FS MEHS0 A& TI—-ELICH

3. C}8 EEE ™Molstod ERZZEE FHELICH

* [Name]ollM O|§ S =iEL|Ct,
« [Role]0ll A [Create new role from template(s)| & MEHEFLICEH

« [Role name]oi| O|§ & I=IgfLICt.

- HM HZ30{ M AWS Config & TEHS MEHEHLIC,
4. g ddgg MEi5to] @8 MME £ AWS Lambda 2& 0 E A[FLICH
5. g+ 3 E MES0{ AWS: :EC2: :InstanceE AWS: :XrayEncryptionConfigZ® Hb&E LICH.
MY ZEE UO0|ESA Ol HE LSS BtFe =& &Lt
72 3E
if (configurationItem.resourceType !== 'AWS::EC2::Instance') {

return 'NOT_APPLICABLE';
} else if (ruleParameters.desiredInstanceType ===
configurationItem.configuration.instanceType) {
return 'COMPLIANT';

return 'NON_COMPLIANT';
A-o|EE I E

if (configurationItem.resourceType !== 'AWS::XRay::EncryptionConfig') {
return 'NOT_APPLICABLE';
} else if (ruleParameters.desiredInstanceType ===
configurationItem.configuration.instanceType) {
return 'COMPLIANT';
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return 'NON_COMPLIANT';

6. X-Rayoll HAHAE = UZF IAM L ™ A&hol|l CtF2 F7tgfLCt CHE HEH2 X-Ray 2l&
of CHEt &17| & HMAE S ELICH HHE 2|laA0] CHEt HMA HEHE XS 5K Egeﬂd T
2|0t HAZAE Lambda &4+ 2 LI 1 AWS Configdll M HIE edo{tcte HIAIX|ZF EAIEL
Ct.

"Sid": "Stmt1529350291539",
"Action": [
"xray:GetEncryptionConfig"

1,
"Effect": "Allow",
"Resource'": "*"

X-Ray& AL X X|H AWS Config 72| 44
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otOtE EventBridge 2! AWS X-Ray

AWS X-Ray Amazoni} EventBridge & & 504 EventBridge & &l O|HIE
2 QIAERHEE MH|AT} O|HIEE 2 L= EventBridge 89 £ 74
AEZ| O|HE CHao 2 MutELICH X-Ray SDKE AHS22 FX SHE
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sfn-target
Client event-source-lambda AWS::StepFunctions::StateMachine
..... StLambda event-source-lambda
AWS::L ambda::Function

lambda-target

Events AWS::Lambda::Function
AWS::Events @

lambda-target
AWS:Lambda
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Java
X-Ray0l| 28t FEHHEE FII6HAML.

« AWS X-Ray SDK for Java

« AWS X-Ray Java& Bl { SDK

package example;

import
import
import
import
import
import
import
import
import
import
import

import
import

import
import
import
import
import

/*

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

org.
0rg.

java

java.
java.
java.
java.

amazonaws.
.services.lambda.runtime.RequestHandler;

amazonaws

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws

slf4j
slf4j.

.lang.
util.
util.
util.
util

services.lambda.runtime.Context;

services.lambda.runtime.events.SQSEvent;
xray.AWSXRay;

services.
services.
services.
.eventbridge.

services

services.
services.

.Logger;
LoggerFactory;

eventbridge.
eventbridge.
eventbridge.

eventbridge.
eventbridge.

StringBuilder;
Map;

List;

Date;
.Collections;

AmazonEventBridge;
AmazonEventBridgeClientBuilder;
model.PutEventsRequest;
model.PutEventsRequestEntry;
model.PutEventsResult;
model.PutEventsResultEntry;

.xray.handlers.TracingHandler;

Add the necessary dependencies for XRay:
https://mvnrepository.com/artifact/com.amazonaws/aws-java-sdk-xray
https://mvnrepository.com/artifact/com.amazonaws/aws-xray-recorder-sdk-aws-sdk

*/

public class Handler implements RequestHandler<SQSEvent, String>{

private static final Logger logger =

/*

build EventBridge client

*/

LoggerFactory.getlLogger(Handler.class);
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private static final AmazonEventBridge eventsClient =
AmazonEventBridgeClientBuilder

.standard()

// instrument the EventBridge client with the XRay Tracing Handler.
// the AWSXRay globalRecorder will retrieve the tracing-context

// from the lambda function and inject it into the HTTP header.

// be sure to enable 'active tracing' on the lambda function.
.withRequestHandlers(new TracingHandler (AWSXRay.getGlobalRecorder()))
.build();

@Override
public String handleRequest(SQSEvent event, Context context)

{

Python

PutEventsRequestEntry putEventsRequestEntry® = new PutEventsRequestEntry();
putEventsRequestEntry@.setTime(new Date());
putEventsRequestEntry@.setSource("my-lambda-function");
putEventsRequestEntry@.setDetailType("my-lambda-event");
putEventsRequestEntry@.setDetail (" {\"lambda-source\":\"sqs\"}");
PutEventsRequest putEventsRequest = new PutEventsRequest();
putEventsRequest.setEntries(Collections.singletonList(putEventsRequestEntryQ));
// send the event(s) to EventBridge
PutEventsResult putEventsResult = eventsClient.putEvents(putEventsRequest);
try {

logger.info("Put Events Result: {3}", putEventsResult);
} catch(Exception e) {

e.getStackTrace();
}

return '"success";

requirements.txt It Lol CtE S5 E2 FIHSHMIR.

aws -

xray-sdk==2.4.3

import boto3
from aws_xray_sdk.core import xray_recorder
from aws_xray_sdk.core import patch_all

# apply the XRay handler to all clients.
patch_all()
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client = boto3.client('events')

def lambda_handler(event, context):
response = client.put_events(
Entries=[

{
'Source': 'foo',
'DetailType': 'foo',
'Detail': '{\"foo\": \"foo\"}'

},

)

return response

Go

package main

import (
"context"
"github.com/aws/aws-lambda-go/lambda"
"github.com/aws/aws-lambda-go/events"
"github.com/aws/aws-sdk-go/aws/session"
"github.com/aws/aws-xray-sdk-go/xray"
"github.com/aws/aws-sdk-go/service/eventbridge"
"fmt"

var client = eventbridge.New(session.New())

func main() {

//Wrap the eventbridge client in the AWS XRay tracer
xray.AWS(client.Client)
lambda.Start(handleRequest)

}

func handleRequest(ctx context.Context, event events.SQSEvent) (string, error) {
_, err := callEventBridge(ctx)
if err !'= nil {
return "ERROR", err
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return "success", nil

func callEventBridge(ctx context.Context) (string, error) {

entries := make([]*eventbridge.PutEventsRequestEntry, 1)
detail := "{ \"foo\": \"foo\"}"

detailType := "foo"

source := "foo"

entries[@] = &eventbridge.PutEventsRequestEntry{
Detail: &detail,
DetailType: &detailType,
Source: &source,

input := &eventbridge.PutEventsInput{
Entries: entries,

// Example sending a request using the PutEventsRequest method.

resp, err := client.PutEventsWithContext(ctx, input)

success := "yes"

if err == nil { // resp is now filled
success = "no"
fmt.Println(resp)

}

return success, err

Node.js

const AWSXRay = require('aws-xray-sdk')

//Wrap the aws-sdk client in the AWS XRay tracer
const AWS = AWSXRay.captureAWS(require('aws-sdk'))
const eventBridge = new AWS.EventBridge()

exports.handler = async (event) => {
let myDetail = { "name": "Alice" }

const myEvent = {
Entries: [{
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Detail: JSON.stringify({ myDetail 1}),
DetailType: 'myDetailType',
Source: 'myApplication',
Time: new Date
1]
}

C#

// Send to EventBridge

const result = await eventBridge.putEvents(myEvent).promise()

// Log the result

console.log('Result:

C# 540l CtE X-Ray 7| X|E FI}IHMI2.

<PackageReference Include="AWSXRayRecorder.Core" Version="2.6.2" />

', JSON.stringify(result, null, 2))

<PackageReference Include="AWSXRayRecorder.Handlers.AwsSdk" Version="2.7.2" />

using
using
using
using
using
using
using
using
using
using
using
using
using
using
using
using

System;
System.Collections.Generic;
System.Lingq;
System.Threading.Tasks;
Amazon;

Amazon.Util;

Amazon.Lambda;
Amazon.Lambda.Model;
Amazon.Lambda.Core;
Amazon.EventBridge;
Amazon.EventBridge.Model;
Amazon.Lambda.SQSEvents;
Amazon.XRay.Recorder.Core;
Amazon.XRay.Recorder.Handlers.AwsSdk;
Newtonsoft.Json;
Newtonsoft.Json.Serialization;

[assembly:

LambdaSerializer(typeof(Amazon.Lambda.Serialization

namespace blankCsharp

.Json.JsonSerializer))]
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{

public class Function

{

private static AmazonEventBridgeClient eventClient;

static Function() {
initialize();

static async void initialize() {
//Wrap the AWS SDK clients in the AWS XRay tracer
AWSSDKHandler.RegisterXRayForAllServices();
eventClient = new AmazonEventBridgeClient();

public async Task<PutEventsResponse> FunctionHandler(SQSEvent invocationEvent,
ILambdaContext context)
{
PutEventsResponse response;
try
{
response = await callEventBridge();
}

catch (AmazonLambdaException ex)

{

throw ex;

return response;

public static async Task<PutEventsResponse> callEventBridge()
{
var request = new PutEventsRequest();
var entry = new PutEventsRequestEntry();
entry.DetailType = "foo";
entry.Source = "foo";
entry.Detail = "{\"instance_id\":\"A\"}";
List<PutEventsRequestEntry> entries = new List<PutEventsRequestEntry>();
entries.Add(entzry);
request.Entries = entries;
var response = await eventClient.PutEventsAsync(request);
return response;
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AWS Lambda 12|
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x
py
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<

AWS Lambda & & AWS X-Ray £X5t= Ol A& £ U &LICt Lambda= X-Ray CHE
(daemon)2 AT &= =& L Aol CHet ME HEJ 28 E MIHEE 7|SELIcH FtF
ME sl ALS A &2t &M X-Ray SDKE HEZSI0 Al E £ 7[F5t1 =4 U HEIH|OHE
F7te = J&Lct

E T4E Mul20|M Lambda E 48 355t 42 £ olo| MB-E 2

LIicH HAER MH[AE FEE 8 ofZEI7 0| == CHE Lambda &
FHEE AWS SDK £2t0[2

E = AP| Gateway APIE

M2 =7} A Qo] =
A&LICH MH|A
EFHEEHTTP 2

AWS X-Ray Amazon AWS Lambda SQSE At&st= O|HIE 7|E ol ZE2[7H0|MH =S X|HFLICH

CloudWatch 2£& & AF83H Amazon SQSZE CH7|5t 1 CHRAEZ Lambda &2 XME|Ze 24 23
O| AT HI|E 2 &+ USLICH UAEZ HAIX| MAXICO| EB||O|AE CHRAEZ| Lambda AH|A}

L Eol ERjo|a0] AtS2 = AL(o] oHEE|FH0|ME R E H'IELICH end-to-end AHA|EH LIE2 OH
E S+ oiEE[70|M ELio[dE HZstML.

(@ Note

CHR2 AE 2 Lambda & 4=0f CHal ECIO|AE 43
Lambda &0 CHSH M= EBi|0|AE &/d3tsHof C
&LCh

Lambda & 47} o M2 AL A E|X| of2 MH|ANM &
S MZ25T 7|25 T = Lambdas FAIE £ QlaLC

HH)|'
rl_r
hy

AWS Lambda & +0{ X-Ray S&& F445l24H

1. AWS Lambda 2£&

2. 2ZF Mol =& MENELICY.

3. =B MEELCH

4. T EHM FI 2UEZ =T FIEX| Ofei2 AFEFLICH 1% EAM FoM ZLEHZ 2 &
2 T E ME4Sto] O| FIEE &2 £ T U&LCH

(o}
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5. [HE(Edit)]S MEELICH

6. AWS X-RayolAM 4 =M gdsterLict.

e X-Ray SDKE Ar8&3st= HEF0IM Lambda= X-Ray CH 2 (daemon) T A& L|C
Lambda2| X-Ray SDK

« Go& X-Ray SDK — Go 1.7 & #[Al HE}
Java® X-Ray SDK — At} 8 HE} Q]

Node.js X-Ray SDK — Node.js 4.3 ! Z|
Python& X-Ray SDK — Python 2.7, Python 3.6 %! Z|Al #HE}Q]
NET& X-Ray SDK — .NET Core 2.0 & |4l HE

.
o

=
e

Et

i

@)

0

LambdaOil A X-Ray SDKE AHS 5t M| T2 M43 mOtCH BH4 ZE 9t 370 WS YBLICH Cf
B 201N NHSIE ofEEIAI0NIE U et SUE HHZE AB510f Lambda 248
g+ aLch 22 sfolge 44 e8le 746 T MBS 2HS L2l M1HEE Maste o

SDKE At&stX| gt=Che ALich

0|2 Lambda7t “8445t04 X-RayE T& 5t
LICt ot MOIHEE st 5t MOHE

= 2 IEE Sofl 8 + Qicts X
off CHsll =44 & HIEIHIOIHE 7ISE = UXIZ =M L HEICO|HE &2 MaHE FIHE - o
&Lt

RtA[EH LHE 2 AWS Lambda 72 AF OFHLHA{S| AWS X-Ray AtE & & T AR,

ofOFE SNS 2! AWS X-Ray

Amazon Simple Notification Service (Amazon SNS) 2} AWS X-Ray &7H AF&3tH 20| SNS FA
E S35 SNS X[ 715 MHIAR 0|83t RS FH5t1 -F-_'-’E.'%EF A& LICtH Amazon SNS2+ &7
X-Ray FHE A83t0{ EZoIM 20| 2E|= Alzh ZF EZo| 50| HIA|IX|E MY st= ol ZE
= AlZt S HIAIX|QE ST Wl MH|AQ| X[ AlZtE BME = U&LICH Amazon SNSE E& 4
FIFO Z=A|ofl CHE X-Ray FXE K[ HEL|CH.

0|0| X-RayZ AISE MH|AMM Amazon SNS E=loi| HAlst= 4 mazon SNS&= H ARt M
-_r'-EX|-O-I|7-|| 7<7€-I 9-|E-IIJ\E E 7(-||:l-ol-[__||:|._ cC oI- oHE||=| EE-H | §|.°|.o;| 7:||a£| SNS 5-E|-O|°4
E oM HAIE HIAIX|of CHEH Amazon SNS LS04 CHEH Ml |O|IE{& X-Rayz T&EE + U&
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LICt. Amazon SNS 2£ 2 A2 357{LF Amazon SNS AP| EE= CLIE AF2 35104 Amazon SNS FA|of
CHSH HE|E ET|O|AE &3t ErL|CE SNS 22H0|1E H|IEof CHst XEM[EH LI 2 o Z 2|71 0] A

Amazon SNS &M F& L M457|

Amazon SNS & EE= AWS CLI == SDKE AF873104 Amazon SNS &4 Mg & = &L
C}.

Amazon SNS 2&2 AIE & [ Amazon SNS= SNS7} X-RayE 2 5 &£5t= O 28 HEtS A
Aote{n A|ZELICH X-Ray 2laa HHME £HE = JUe SE8 HEto| '
2 Ql&LICt o|g{8t Mol CHet REMIEH L& 2 Amazon Simple Notification Service 7Hgt A} 7}0| =.0f
M Amazon SNS &I 2 A 22| L Amazon SNS A|04 O A|E & XM 2. Amazon SNS 2&£8
Ar&35tod HE|EH =X = Lol Cist REM[EH LHE 2 Amazon EE 22! MH[A T A} 7H0|=2]
Amazon SNSO|A HE|H T AME MY F=2 FZSHM L.

AWS CLI EE= SDKE ALE5t0 e £ g gdslsie 42 2laa (g HHg AFQOFO
SO =2 FM5Hok ELICt PutResourcePolicyE AF&35t0{ Amazon SNS7t X-RayZ F
= UCE LRE 2|laA Tt WMo 2 X-RayE FAELICH

rji
2o

Example Amazon SNS &4 F%{oi| CHEt X-Ray 2|24 7[HF Z2H of Al

O| oAl WA B M= £ O|0|E{E X-RayR ™& st ol 228 Amazon SNSQ| HEt2 X|'EELICt.

Version: "2012-10-17",
Statement: [
{
Sid: "SNSAccess",
Effect: Allow,
Principal: {
Service: '"sns.amazonaws.com",

3,

Action: [
"xray:PutTraceSegments",
"xray:GetSamplingRules",
"xray:GetSamplingTargets"

1,

Resource: "*",
Condition: {
StringEquals: {
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"aws:SourceAccount": "account-id"
I
StringLike: {
"aws:SourceArn": "arn:partition:sns:region:account-id:topic-name"
}
}
}

[a

Q'I_l
rir
o
>
>
\J
E
o

01 X O|0|E{E€ X-RayZ ™M&E + U= Amazon SNS HEHE F 04

aws xray put-resource-policy --policy-name MyResourcePolicy --policy-document
'{ "Version": "2012-10-17", "Statement": [ { "Sid": "SNSAccess", "Effect": "Allow",
"Principal": { "Service": "sns.amazonaws.com" }, "Action": [ "xray:PutTraceSegments",
"xray:GetSamplingRules", "xray:GetSamplingTargets" ], "Resource": "*",
"Condition": { "StringEquals": { "aws:SourceAccount": "account-id" }, "StringlLike":
{ "aws:SourceArn": "arn:partition:sns:region:account-id:topic-name" } } } 1 }'

Ol IME Ar83t2d™, partitionregionaccount-id, & £ AWS IIE|M, X[, AH ID,
Amazon SNS FXl| O|E2Z HIFMA|. topic-name B E Amazon SNS FA| 7} £X O|0|E{E X-
RayE MESt= & HEtE FoisteiH Fxl| 0|F2 *E HIF HAIR.

X-Ray 2& 0| Amazon SNS AA[XI & 25X}t FH H7|
y 22 AF235104 Amazon SNS HA|R} & = X}o| HAZAE
x

a
MEEZE 8 £ 9laLct =HF|oi CHH Amazon SNS &M =
E 240l Amazon SNS AHIA|XtL| 244 ==, Amazon SNS FXA||

_|
J¢
(@)

(€3 ()
2o w

Client O Publisher O myTopic
SNS Topic

O https://s...mySqsQueue
SQS Queue

Amazon SNS HA|Atet FEALE ofRE = EO0|AE MEHSIE X-Ray trace details T 0| X|of| E&|O|
A NS HE Wk MOHE EFJEFRI0] ZA|ELICE

HL
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Example Amazon SNS HA[X} & R EX}E7F 2 & E of| & EFietel

0| o= Amazon SQS Al A|RF7F Amazon SNS FA|0i HIA|X|E ELH= EFQEICIS E0{F 0, O| H|A|
X|= Amazon SQS FEXt7t A 2|gfLct.

Segments Timeline info o)
0.0ms 50ms 100ms 150ms 200ms 250ms 300ms 350ms
Name Segment status Response code Duration ! ‘ ‘ ! ! ‘ ‘ !
¥ Publisher
Publisher ®oK - 295ms
SNS @ OK 200 263ms Publish: arn:aws:sns:us-east-1:....myTopic

¥ myTopic AWS::SNS::Topic

myTopic ®oK 200 37ms

SQs @ OK 200 36ms SendMessage: https://sgs.us-east-1.amazonaws.com/.../mySqgsQueue
¥ SQS AWS:SQS::Queue

SQs @ OK 200 36ms SendMessage: https://sgs.us-east-1.amazonaws.com/.../mySqgsQueue
QueueTime ®oK - 36ms

/2| of| M| Et 222 Amazon SNS HIA|X| S &oi CHEr MF HEE M LICH

« SNS M[ZHEE= ZCI0|HE Q| Publish API 21X 3 & &2 AlzZtS LIEFLICEH
« myTopic MIAHE & HA| 2&0f Cigt Amazon SNS S& 2| x| AlZtS LIEFHLICE

« SQS 5t M2MHE = Amazon SNS7 Amazon SQS CH7 o]l HIA|X|E HA|HE O AE2l= &2
AlZHE LIEFLICE

« myTopic MZHER} SQS 6t MIHHE AtO|2] A|ZH2 Amazon SNS A|AEI|AM HIAIX|7I HFE =
AlZHE LEEFRLICE

Example €& %{2|E Amazon SNS MIA|X|7} Z & El EFIEHR! o Al

0424 7H2| Amazon SNS HIA|X|7t StLEO| =X Lo L& &ME|Zl= B2, Ma™E Ereletelod= &E
El Zt HAIXIE LEHLE MaHET EAIELICH
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Segments Timeline info [}
0.0ms 50ms 100ms 150ms 200ms 250ms 300ms 350ms 400ms
Name Segment status Response code Duration ! ! ! ! ! ! ! ' !
¥ Publisher
Publisher ®@oK - 356ms
SNS ®@oK 200 323ms PublishBatch

¥ myTopic AWS::SNS::Topic

myTopic ®@oK 200 63ms
Message-3 ®@ ok - 58ms
SQS @ oK 200 62ms SendMessage: https://sqgs.us-east-1.amazonaws.com/.../mySqsQueue
Message-2 ®@oK - 57ms
SQS @ OK 200 51ms SendMessage: https://sqgs.us-east-1.amazonaws.com/.../mySqsQueue
Message-1 ® oK - 57ms
SQsS @ oK 200 55ms SendMessage: https://sgs.us-east-1.amazonaws.com/.../mySqsQueue

¥ SQS AWS:SQS::Queue

SQS @ oK 200 55ms SendMessage: https://sgs.us-east-1.amazonaws.com/.../mySqsQueue
QueueTime ®@oK - 55ms

SQs @ oK 200 51ms SendMessage: https://sgs.us-east-1.amazonaws.com/.../mySqsQueue
QueueTime ® oK - 51ms

SQS @ oK 200 62ms SendMessage: https://sgs.us-east-1.amazonaws.com/.../mySqsQueue
QueueTime ®@oK - 62ms

AWS Step Functions & AWS X-Ray

AWS X-Ray2 AWS Step Functions@ & & |01 Step Function0i| Ciet RS F™Mstm EA4FLC
AFE| A|AE] 1A QA A|ZH3l5t T Als B2 $4AMS AludsiH @ 27} whAl =

U&LICH REAMIEH LIS AWS Step Functions 7HE X 2HLHA{ S| AWS X-Ray
StAlR.

ME2 e AlAElS HHE [ X-Ray EB0|&E &85l 7|

1. https://console.aws.amazon.com/states/0| A Step Functions 2&& L|C}.

2. SEf HY ddS MEHELICH
X

HOIRIOIM I ZHOR NMAT| £ BENOE AEIIE L Hérucr x
Ngsty|2 MR B Ay =
o

o
E % X-Ray Tracing2 gM3}5tMI2.

Step Functions 389


https://docs.aws.amazon.com/step-functions/latest/dg/concepts-xray-tracing.html
https://console.aws.amazon.com/states/

AWS X-Ray THRE OHLEA

7|1E AEN A|AEI0| A X-Ray EAd3}517|

Step Functions 2&0M EB0|&E Edstsitdie JEi AlIARIS MEHELICEH

HE(Edit)2 MEfgfLICH

A W N -
2
Py
Q
<
- .
i
ok
0
o
M

Permissions

Execution role
T the IAM console [/}

© Create new role

Choose an existing role
Enter a role ARN

5. SaveE MEHEfLICL.

® Note
M AEf AAEIS MME M 20| MZ2IE|T Amazon APl Gateway == AWS Lambdallt
d2 UAER MH|AMM FHo| #43lE|H A5 2 FHELLCH 242 88l 78X o
2 7|& &Ei Hal0d: AWS CloudFormation Bl Z 32| AR, X-Ray FH2 &85te = UE
SE HE2 RoidtE IAM HA0| UEK| EQIFHML.

ofOtE SQS & AWS X-Ray
AWS X-Ray Amazon & 7 MH|A (Amazon SQS) 2 S & |01 Amazon SQS CH7|¥ S S HE K
£ HIAIXIE FXELICH X-Ray SDKE AI83104 2™ E FX5tE MHIATL e B2, Am

£ FH SHE ™ME st YARIE AHIRMOA B HE FMoi| UHE =X IDE A& Mot gl
Ct. AA8Xt= O|2{8t FHMo| LM HEO| CHRAER MH|A Ao 2M £, B2M 2 C|HTE +

—=
AA|=|L—|E-|'

<KX
T = =—HQ

AWS X-Ray Amazon SQS % £ AtE3t= OHIE 7|8t ol E2[A| 0| FXE X[ ELICH AWS
Lambda CloudWatch 2& & A& 35t Amazon SQSE CH7|5t11 CHRAER! Lambda &+ 2 Xl
Ile 24 QHEO HAE EI|E 2 = U&LIch YAER HAIX| MotRtel EBO|AE CHRAER
Lambda £&H|At L E 9| EB|0|A0 AFSSE A K0 OfEZ(AH0|MH RE

MEt 82 o|HIE S4 ol E2[AH 0| Eio|4E &ETAML.

La
|0
A

AMtL|C} end-to-end At
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o

O ProducerFunction O https://...MySQSQueue
SQS Queue

v
I
1
1
I
|
1
|
I
]
|
I
1
|
1
v

O ConsumerFunction
Lambda Context

Amazon SQSE CtE1t Z2 FM 3] HAIE2 X|ELICH
« 7|82 HTTP 3ll] — SDKE &3ll Amazon SQSE Z£3t™H X-Ray SDK7} KIS 2 FXM FHE
HTTP SIHZ S LICH AWS 7|2 £X FE{= X-Amzn-Trace-Id2 U3E|H, SendMessage &
= SendMessageBatch 80| Z& & 2 & HA|X[of SHEELICH 7|2 HTTP &l|lc{ofl CHst XEA| et

g 55 slx EHeig BEFAAIL.
A

« AWSTraceHeader A|AE! &4 — AWSTraceHeader= CH7|¥E 2| HIA|X|2 &7H X-Ray &= 3|
HE ™Y 57| 231 Amazon SQSOHH A5t HIAIK| AIAER] HHLICH o|E E0{ 22 &
o{oi| CHet £ SDKE LU= & ot ZH0| X-Ray SDKE £8t AH5 HE0| MBEX| ot AR
AWSTraceHeader& MEE # JU&LICH F 7tX| &l AIE S HEstT LM O HAIX| A|lAH &
MO|HTTP £ s|HE Fo{&LICh.

OII

Amazon EC20{| M A& 3= B Amazon SQSE & B0
I 0|A SAENAM ASE 2 Amazon ECS EE= Z
MEELICH AWS App Mesh

1l stLtkel HIAIR| MEIE 7(|°4°*|—|EP Ol 2
2 AWS FargateZ1E|O|L] MH|AE ALSE i

F™ 3= Amazon SQS HIA|X| 27| & L HAIX| 8 Lo MeIELCH &, X-Ray &
2 M35l Amazon SQS €& 2 s X| et&LICH Y=ol ciall REMIS| otE 248 Amazon
S

Amazon SQS2| & AK A @A E SendMessageBatch & SendMessage 2 3 &8 Sl F
MEHE K& MEE = U&LICH AWS SDK Z2I0|HEE /H|E5tH X-Ray SDKE &3l X[HEl=
2E Mo{E Sall AAs22 FAE = A&LICH SliY MH|A (0d: Amazon S3 HZ! EE= Amazon SQS
CHZ 1) Lol M HMASHE =5 AWS MH|A B B|[AAE X-Ray 2£90| FH M| CIR2AER LEZ
F AIELCY.
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https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SendMessage.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SendMessageBatch.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_MessageSystemAttributeValue.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-limits.html
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Hots 21012 AWS SDK ZEE FXsot= YHS LotE ™ X[ E|= SDKe| CtE =M E H=st4

+ Go - Go8 X-Ray AWS SDKE Al83510{ SDK & FX{5}7]

Java - Javag X-Ray AWS SDKE At&35t0{ SDK 2 & FX5}7|
Node.js — Node.js & X-Ray AWS SDKE Al83510{ SDK & FX{5}7|
Python — Python& X-Ray AWS SDKE Al&735104 SDK & F™M 357
Ruby — Ruby& X-Ray AWS SDKE AI83l04 SDK 3 & FX{5}7|
NET - .NET& X-Ray AWS SDKE Al85l0{ SDK 3 &2

|>

X 5|C] 4 ol =& FHE

FX 2 HEIAE 27
Lambda CtRAEZ! AH|AIE A5t ER 5 A
Amazon SQS AH|XQt ZARIAE Tt E H| <& 624
Hl=35HoF gLCt.

FM AMAEE SH6= HAE 37 M BAZ LHELUC

+ ReceiveMessage APIZ £Z&35}04 AWSTraceHeader &40 CH8t CH7|Foi M HIAIXKIE =218
Ct.

. &40IM £ slc{E AMErLICH

« SlolA £ IDE ST ELICH HetCtHE sifE MIHE| X|£E O FIHELICH

CHe 2 Javag X-Ray SDKE EHAEl 7134 of &l LICh.

Example : £ 5l AM 3 M HHAE 57

// Receive the message from the queue, specifying the "AWSTraceHeader"
ReceiveMessageRequest receiveMessageRequest = new ReceiveMessageRequest()
.withQueueUrl(QUEUE_URL)
.withAttributeNames("AWSTraceHeader");
List<Message> messages = sqs.receiveMessage(receiveMessageRequest).getMessages();

if (!messages.isEmpty()) {
Message message = messages.get(0);

// Retrieve the trace header from the AWSTraceHeader message system attribute

FH 80 24 2 54 TAE =7 392
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String traceHeaderStr = message.getAttributes().get("AWSTraceHeader");
if (traceHeaderStr != null) {
TraceHeader traceHeader = TraceHeader.fromString(traceHeaderStr);

// Recover the trace context from the trace header
Segment segment = AWSXRay.getCurrentSegment();
segment.setTraceld(traceHeader.getRootTraceld());
segment.setParentId(traceHeader.getParentId());

segment.setSampled(traceHeader.getSampled().equals(TraceHeader.SampleDecision.SAMPLED));
}

ofOFE S32F AWS X-Ray

AWS X-Ray Amazon S32} S&5t0{ o Z 27| 0[M2| S3 HZ!Z2 UUI|0|ESHT| {et HAER QEE
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
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M X-Ray 2& = MEZ 722 2rs M ME™ BT & FItsted™ O BB & stLIE ALS A

- MOS0 El2E FII5t2{™ CtE BHES A&5t0 group_name2 11§ O|E2E,
mydomain.com& A‘IHlA AEXZQIEZ key nameS EH 7|2, #(ME AFEH S Eff 2t 2 CHA
BrLICH O & M Yol cHS REMIEH L2 X-Ray APIE ALE5tod MEZ2 O F 2 55 MH

;1;& MME 2 XSHAAIL.

aws xray create-group \
--group-name "group_name" \
--filter-expression "service(\"mydomain.com\") {fault OR error}" \
--tags [{"Key": "key_name",b"Value": "value"}, {"Key": "key _name","Value": "value"}]

CHS2 ol &Lch.

aws xray create-group \
--group-name "AdminGroup" \
--filter-expression "service(\"mydomain.com\") {fault OR error}" \
--tags [{"Key": "Stage","Value": "Prod"},{"Key": "Department","Value": "QA"}]

- M MEZ Ao B{2E FotetcdH Chg BB S H™SH0 key_nameE B 7|2 HHF 11, MEY A

o2 valueE B ZtS 2 HHELICH O] BHEL --sampling-rule Of7HEH9| 22 JSON T
2 R-ELic ME- 73 MM Wedof Che XMISH LI 2 X-Ray APIE AIE5to MZ3 0§ &
ASst A T MME HESAAIL.

aws xray create-sampling-rule \
--cli-input-json file://file_name. json

CZ 2 --cli-input-json Oi7HE 2 X E JSON T+ file_name. jsonQ| L& LICt

{

"SamplingRule": {
"RuleName": "rule_name",
"RuleARN": "string",
"ResourceARN": "string",

"Priority": integer,
"FixedRate": double,
"ReservoirSize": integer,
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"ServiceName": "string",
"ServiceType": "string",
"Host": "string",

"HTTPMethod": "string",
"URLPath": "string",
"Version": integer,

"Attributes": {"attribute_name": "value",6 "attribute_name": "value"...}
}
"Tags": [
{
"Key":"key_name",
"Value":"value"

},
{
"Key":"key_name",
"Value":"value"
}
]

CHE ™2 o™ Lch.

aws xray create-sampling-rule \
--cli-input-json file://9000-base-scorekeep.json

C22 --cli-input-json OH7HHF2 X|HE M| 9000-base-scorekeep.json IOl LIS

dLct
{
"SamplingRule": {
"RuleName": "base-scorekeep",
"ResourceARN": "*'",

"Priority": 9000,
"FixedRate": 0.1,
"ReservoirSize": 5,

"ServiceName": "Scorekeep",
"ServiceType": "*",
IIHOStII: II*II’

"HTTPMethod": "*",
"URLPath": "=*",
"Version": 1

LH Ef2 2| AWS CLI 402
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"Tags": [
{
"Key":"Stage",
"Value":"Prod"
},
{
"Key":"Department",
"Value":"QA"
}
]
}

7|1& ElAaA0 EfT F7(CLI)

tag-resource WHE A¥S0{ 7|&E X-Ray O & = MEZ FE|of Ef2E FIHE = QU 0
4812 update-group & update-sampling-ruleE A&5t0{ E{OE FItet= HECH ZHEE

18 T MEY Tl BB £71512{0 O+ BBS A¥stod ARNS 2l449 ARNSZ D
F7hstei ej0l 7l MeYA ghe KIBELIC

aws xray tag-resource \
--resource-arn "ARN" \
--tag-keys [{"Key":"key_name","Value":"value"}, {"Key":"key_name",6 "Value":"value"}]

CHE2 o LIch

aws xray tag-resource \
--resource-arn "arn:aws:xray:us-east-2:01234567890:group/AdminGroup" \
--tag-keys [{"Key": "Stage", "Value": "Prod"}, {"Key": "Department","Value": "QA"}]

2lAA o Ef T LEES T (CLI)

list-tags-for-resource BHE A&5I0{ X-Ray I8 L= MEZ =IO/ EOE LIEE = A
&Lch

08 = MEY A& AT O E LHhs2{H O S BHEE A™5I0{ ARNE EIAALARNSE
bt LI

aws xray list-tags-for-resource \
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--resource-arn "ARN"
ChS2 o Llct.

aws xray list-tags-for-resource \
--resource-arn "arn:aws:xray:us-east-2:01234567890:group/AdminGroup"

2lA A0 M EfT AFKISHZ| (CLI)

0x
MK
o

ﬂ.

J

untag-resource BHBS Al-M5t0{ X-Ray I & EE&= Ol EfO & AtME = U&LICH.

I8 = AdET 720 BIOE FI162E s BY S al¥5t0d ARNS E|2£A0| ARNSE HHE D
AxstEds Bl J

mo

untag-resource BHEE T™A| e 2Bt MAHY == U&LICH B 2L 2 M7H{5tE{H X-Ray 2£2 Al
o

ot B2 & Mxetn SYet 7|0|x|2F gkol Ct=2 7L} Hlo{ = M EfE FIHELICH

aws xray untag-resource \
--resource-arn "ARN" \
--tag-keys ["key_name","key_name"]

CHE2 o LIch

aws xray untag-resource \
--resource-arn "arn:aws:xray:us-east-2:01234567890:group/group_name" \
--tag-keys ["Stage", "Department"]

Ei1E 7|82 2 X-Ray E2lAA0] Cis A A Ko

X-Ray 2E0|Lt MEZ #2o| E{OE MF5tHL @& Z&E BT E X-Rayol| ME
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arn:aws:sns:us-west-2:97930027 ...

4 AWS::SNS
scorekeep-session

AWS::DynamoDB:: Table

avg. 1 1 ms

avg. 10me 0.6 vmin
|
1 t/min
>
scorekeep-move
AWS::DynamoDB::Table
scorekeep-state
AWS::DynamoDB::Table
Client Scorekeep

AWS::ECS::Container

710ms

0.07 vmin

SNS
AWS::SNS

scorekeep-game
AWS::DynamoDB::Table

60ms

0.07 vmin

scorekeep-user
AWS::DynamoDB::Table

HE oE2/7old2 Chg T M 7|8 T+ EE Eod FLICH

« HTTP 2% EE| -WebConfig. java

+ AWS SDK Z2}0|E HS —build.gradle

ofEZ 2|7 0|Me
Lambda &<+ &

9| x 7|= HTTPClient, £, SQL # 2|, AEX XY 52| MOHE, FEE AWS
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Z73t 2 JAFEE AES ZEELLCHL

HlI
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https://github.com/awslabs/eb-java-scorekeep/tree/xray/src/main/java/scorekeep/WebConfig.java
https://github.com/awslabs/eb-java-scorekeep/tree/xray/build.gradle
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=t x{ol M| AF& At 221 2! AWS SDK for JavaScript AFE 2 X|§57| I3 xray-cognito &
2 X|0l| A= Amazon CognitoE F7}5t01 ALE At @15 I Het 2048 X[ ELICH. Amazon Cognito|
MK 2 Eot Q1E HE E AH835t04 2 EB0|A H|O|E{E X-Rayol| ELH 22I0|AE &0l A
Ol Y HWEE BZEELICH EEtRX 2E0IHUEE FX Woi| RHAM| EZ LIEILIH AFSX7F 2D
U= HO|X|C| URL, AFEXHID § F7I HEE 7IS&LICH

OFR|ZH 22 xray-worker27[&= Amazon SQS CH7 YoM X2l £ &S 2 SEXoz AdsiE

77|18t El Python Lambda & & F7+&LICt. Scorekeep= HII0| 2 miOtCt CH7 [P0l €52 =7t

grLict o'l Eoi Cloudwatch 2|3l E2|7{E|= Lambda A= & 20t CH7|[FolMH € =2 71K

ot M ®2lstod EME 2|8l Amazon S30 AIY 7|22 MEELICH

=M

+ Scorekeep M E OfE 2| 0| A3

+ SDK 2cI0|E £=3 HF AWS

- F7I 5t MOHE MY
A

o
22Xt ID 7|12

. FA, tElClolE &

. YAHTTP 35 74
« PostgreSQL Ci[O|E{H|O|A 0| CHEt &

« CIAERME §4+ AWS Lambda

=4

M

Scorekeep #EZ O = 2|7 0|4 A[Z}S17|

Ol At& Mo ME= Amazon ECSOIM ME off Z 2|71 0|1 X-Ray AWS CloudFormation Ci| &

=2 dRlistE 2lAAE MEst T F45t= Ol AFE5t= Scorekeep ME OHE2|AH 0| M 2| xray-

gettingstarted EZX|E AFSELICE OHEE[A 0|42 Spring ZHYHIE AtE 501 JSON

APIE T %5t Amazon DynamoDBO] HIO|E{& & X|&fLICt. AWS SDK for Java OHZ 2|7 0|42 M

£33 ZE{E ol ZEE[AH 0|Mo| XEldteE ZE =4l QHE A S350 AWS SDK 22I0|EL| @ $HE
st

2= DynamoDBO| CHiEt CHRAER S &S AS

EE B ASEH04 O] AHEME [HE £ 3

o>

LICt. AWS Management Console AWS CLI
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Sections

o Il

« C 07 Scorekeep OHE 2|A|0[ME A X|fLICt. CloudFormation

(=)
- oM EBfo|A M2 =QI5tMIL. AWS Management Console

O| RAt&MHHE MZ ofZ2|7|0|Mut X-Ray G2 A&s= 2
CloudFormation Ol AFE & LICI REZ|ES MHX[5t1 A& 524

1. HEO| KIEHE IAM ALSAHE AFSSHE S 1AM Z20IM ThS AFSR HME 75t AAIL.

« AWSCloudFormationFullAccess— HA|A 2! AI2 CloudFormation

I A
« AmazonS3FullAccess— & CloudFormation Al€35l0o{ HIZ2! mfalg =2 =35848 AWS
Management Console

+ TAMFullAccess— Amazon ECS 2! Amazon EC2 QIAEIA o4&t AN

« AmazonEC2FullAccess— Amazon EC2 2|AA MM

0z

« AmazonDynamoDBFullAccess— DynamoDB E|O|=
« AmazonECS_FullAccess— Amazon ECS Z|AA MM
« AmazonSNSFullAccess— Amazon SNS F&| 444

« AWSXrayReadOnlyAccess— X-Ray 2£0iA EQ0|A ¥ 2 EFO|AE &£ $ U HE

2. E A85lod Ri&ME MEste{™ CLI T 2.7.9 0|4 2 A x[5t 1 o|F EtAHle] AFS ALl &7 CLI
E TS AAIR. AWS CLIAFE Xt} &7H & #MHE [ X|[d0| LM E|0] U=X] 2RIt AAIL.
AWS CLI x|2{0] A E|x| gte HS ZE CLI Wof --region AWS-REGIONZ F7}&toF &L
Ch.

w

HE ofE2l7Ho|Md E|ZX|EE|E =X|stE{™ Gito| Mx|=|o{ R{o{ok ErLICt.
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https://console.aws.amazon.com/iam
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-quickstart.html#cli-configure-quickstart-config
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-quickstart.html#cli-configure-quickstart-config
https://github.com/git-guides/install-git
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4.

CHE 2= oA E AFHE35104 Scorekeep EIZX|EE|Q| xray-gettingstarted E2 %]
M.

i
[e][]

=2 x5t

git clone https://github.com/aws-samples/eb-java-scorekeep.git xray-scorekeep -b
xray-gettingstarted

Ct=2 2 AFE 3104 Scorekeep OHE 2|70 M2 A X|ELICH CloudFormation

AWS Management Console

E Ar&3sto] ME ofE 2|7 0lME x| LICH. AWS Management Console

1. CloudFormation 2& & jL|c}

2. 2H ddg MEE S EECHR HRM M 2l4aA AL S MEELICH

3. HEZX|IE MMM HEHER Tt HETE=E MEIRFLICEH

4. WU MEHZ MEHSIT gitrepoE SME [H M-&El xray-scorekeep/cloudformation &
2 0|S 8t C}S cf-resources.yaml TS MEHEHL|CH.

5. LSS MEist04 Al TI—ELICH

6. AEi 0| B0l scorekeep= 5t H|O|X| tEHOI|M CHS 2 MEHSIO] A& TI” T L
Ch. #1012 ol REZ|Ye LHHX| E20M= AE4Q| 0|F0| scorekeepL 2 X|HE[JCHD 7}
Hefulct

7. AEH=2M 1M I 0|X|Q| stEto 2 AT 25104 LSS AMEHSI0] Hl& FIssHL|C}.

8. Z4E I|0|X| StEtO 2 A E50{ ALK} X|X 0|22 2 |IAM BIAAE MME
CloudFormation &~ R/5& & lst= & lgtES =45t 1 Create stack & ME4FILICEH

9. O|Al CloudFormation AEH0| MM E|T Q&LICE AEH MEjE= oF 58 S0t
CREATE_IN_PROGRESSZ ¥ X|Z|C}7t CREATE_COMPLETER HZAELICE HElE F7|HMo 2
MZ 1 XMX|H, HO|XIE ME2 & £ QU&L|CH.

AWS CLI
E AE835tod ME ol EEIFo|MdE ERIFLICH AWS CLI

|9 AE LM ZX|B xray-scorekeep EIZX|EE|2| cloudformation £ZCZ Of
|

mE=3

At &35t04 Scorekeep OHE2|710|M4E AX|EfLICE CloudFormation 409


https://console.aws.amazon.com/cloudformation/

AWS X-Ray THE R} OFLHA]

cd xray-scorekeep/cloudformation/

2. LCI= AWS CLI B S 2/245104 CloudFormation AEHS MAISHL|C}.

aws cloudformation create-stack --stack-name scorekeep --capabilities
"CAPABILITY_NAMED_IAM" --template-body file://cf-resources.yaml

3. CloudFormation AEH4 AEN7} CREATE_COMPLETE & 7} X| ZICI 2| MA|L. 2 52 0|

AQEIL
Cl. CHS AWS CLI HHEE AL235t0o{ &EHE & QlgiL|Ct.

aws cloudformation describe-stacks --stack-name scorekeep --query
"Stacks[@].StackStatus"

o|O|E] &1 A Ad

-1 O O
OHEE|7|o|Moll= ZHE Q= & 40| ZFEE[o] UELICH 2 HE ArS5t0{ API EEEHE Mdstn
Ego|A OIO|E{E X-Ray2 M&ELICt. HHX{ AWS Management Console E2= AWS CLIE A& 5}04
2 H URLS AMELICt

AWS Management Console

E Ar&3stod ol E2|71|0| M URLE & &LICE. AWS Management Console

1. CloudFormation 22 L}

2. Stacks S50{M scorekee

p F
3. scorekeep 2B H|O|X|0|AM £3 RS MEH
2 o E2|7ilo|Me dLct.

AWS CLI

E AE35tod ol EEI70l44 URLE H 2 & A|2. AWS CLI

1. E|- 04240

BH01E A8 5o B of Z2[FH 0|42 URLE EAIRLICH:

0jo

L

aws cloudformation describe-stacks --stack-name scorekeep --query
"Stacks[@].Outputs[@].OutputValue"

2. O|URLEZ SAtstod HEtR X0l YT Scorekeep # OHE2|7H|0|440| E A[FLICH

CilolE =

4»-
i
0z
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https://console.aws.amazon.com/cloudformation/

AWS X-Ray

TR SHLIA
2 ofZ2|AH 0|2 AH8 350 EB0|A TIO|E{E M5t MAIL.
1. [Create]E MEHSI0{ AR & MMEE MATLICH
2. [game name]2 2215t 1, [Rules]E [Tic Tac Toe]2 A&t CIZS [Create] 2 ME4GI0] H S M
AErLct
3. [Play]E& MEHSt0{ HYUS AIZRFEfLICH
4, EtUS E4sto SE S 5t HY SEHE HEELICH
Ol Z EtHIo| M ALERE, MM, A, S=F & AEf CIOIEHE e A7| 2|5 APIof CHE HTTP & 1t
DynamoDBO{| Ciet CIRAER| S E0| 4dELICH
oM Ei|o|A e &2I5HM 2. AWS Management Console
ME ofZZ|AH 0| Mof| M MM E EBo|A Wit EBO|AE X-Ray & CloudWatch Z2&£0M & = U&

LICH
X-Ray console
X-Ray 2& At&35t7|

1. X-Ray 29| Ez||o|A ¥ HO|X|E L|C}.

Y T
2. Z&of ofEe|AolMo| M& e EB0lA HIO|E{ZRE] X-Ray7t M5t Ml a4z 7t
EANELCH 2est B2 Efo|A Yol 7|7hg ZH5tod & ol Z2(FH0lME MS AlEEH o]
Efo|A7I BEF EALZS SHAAIL,

0 Last 15 minutes ¥

Custom (UTC) Relative

minutes () (5 (350 (30

Hous (1] (2 (3 (&)

oA EBfl0]A B = QIStMI 2. AWS Management Console 411


https://console.aws.amazon.com/xray/home#/service-map
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AWS X-Ray
2% Pofi= 2 ¥ B2+0|X1E, Amazon ECSOIM AIBE|E API, OfZE 2|7 0|M0| AbE 5t 2t
DynamoDB E1IOI%0I FEAIEILICE ofZ (7 o]Mof CiEr ZE 2o Cial, 20| APIO| =& 6P
IRAEZ MH[AE 23t 222 M o= 74 7t58 2ICH 777k K| 0| EB0|AE I
Ct.
MHEIA TRHZolM o =8 M5t H ST =2 TS AME 280 ER0IAE B 4 UL
Ct. 24X Amazon SNS L E= L EHAMQIL|CH E2ICH2610{ O|RE EQlst A2,
100ms
0.07 ymin
arn:aws:sns:us-west-2:97930027
AWS::SNS
scorekeep-session
AWS::DynamoDB::Table
avg. 1 Oms
1 t/min
scorekeep-move
AWS::DynamoDB::Table
scorekeep-state
AWS::DynamoDB::Table
Client Scorekeep
AWS::ECS::Container
710ms
avg. 8ms 0.07 vmin
5 tmin
SNS
AWS::SNS
scorekeep-game
AWS::DynamcDB::Table
60ms
0.07 vmin
scorekeep-user
AWS::DynamoDB::Table
oA EBfl0]A B = QIStMI 2. AWS Management Console 412
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1. [SNS|ElE =EE MEdErLct = A8 HE mi'do| ZAIELICH

m

>.
d
==
on
2
2
12
=
|>
e
T
n

2. View traces(E2|0|A E7|)E B304 Trace overview(
A

[Trace listjol A EQ|O|AE
Al 7182E Zdo|22 HAME

o

1E8SHL|CEH O] EB|o|AE 4l 2%of Ciet E 0| ofL|2t AlZ
L= URLO| Qi LCt.

Q, semice("SNS") Last5 Minutes ~ z
Trace overview
Group by: URL -

URL Avg Latency % of Traces ~ Response

1.3 sec 100.00% 1 OK, 0 Throttled, 0 Errors, 0 Faults

Trace list (1)

ID Age - Method Response Latency URL Client IP Annotations

48b5a191 § 1.1 min 1.3 sec 0

4. | O|X| StEte] Amazon SNS M| 1HEO|A 27 AEf OlO|2& MEHSI04 SNS 5t MIHE
o| of Q| W|o|X|7} KZIL|Ct.

oA EBfl0]A B = QIStMI 2. AWS Management Console 413
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Traces > Details

Q, 1-62f40175-86b347fc50bc57a992e9b835 (2] 5]
Timeline Raw data

Method Response Duration Age ID

-- - 2.1 sec 8.3 min (2022-08-10 19:05:25 UTC) 1-62f40175-86b347fc50bc57a992e9b835

¥ Trace Map

|E Q ' Q Map legend €@

2.11s 728ms
»>
1 Request 1 Request
Client Scorekeep SNS
AWS::EC2:Instance AWS::SNS Services Icons ()
m Health = Traffic
No node resizing
Name Res. Duration Status D.Dlms zm::ms ADDIms snnlms Boulms 1,?5 1 ‘z,s 1 .Ils 1.:is l.fs Z.Ps z.lzs
¥ Scorekeep AWS::EC2:Instance
Scorekeep - 2.1sec
SNS 400 728 ms Subscribe

» SNS AWS::SNS (Client Response)

ol

5. X-Ray SDKE FAE AWS SDK Z2I0|HE M e MstE oQIE At 2 TR
ME 7|S g

P AR

oM EBO|A WS &QI5IM 2. AWS Management Console 414
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Subsegment - SNS x

Overview Resources Annotations Metadata Exceptions i

Working directory  /varfapp/current
Paths -

m

Cause

com.amazonaws.senvices.sns.model.InvalidParameterException: Invalid parameter: Email address (Senvice:
Amazon3M3; Status Code: 400; Error Code: InvalidParameter; Request ID: 8d29cd97-003a-5e7 d-9dfb-
9cffe0b7b9ab)

at handleErrorResponse (AmazonHitpClient java: 1545) =

at executeOneRequest (AmazonHitpClient java: 1183)
at executeHelper (AmazonHtipClient java:964)

at doExecute (AmazonHttpClient java:676)

at executeWithTimer (AmazonHttpClient java:650)
at execute (AmazonHttpClient java:633)

at access$300 (AmazonHitpClient java:601)

at execute (AmazonHttpClient java:583)

at execute (AmazonHttpClient java:447)

at dolnvoke (Amazon2MSClient java2003)
atinvoke (Amazon3M3Clientjava: 1979)

at subscribe (AmazonSMSClient java:1881)

at createSubscription (Utils java:34)

at =clinit= (WebConfig. java:52)

at forhame0 (Class java-2)

at farflame (Class.iava 348}

CloudWatch console
CloudWatch & Al

1. CloudWatch 2& 2| X-Ray E&|0|A M HO|X|E IL]C}.
2. E&o| oiEZ|7o|Mo| ME5HE EQIO|A HIOIE{Z R E{ X-Ray7t MA35t= MH|A =7}
EAELCH 28 B2 EQo|A ol 7|ZtE2 =30 & ol ZE|AH0|ME XMZ Al&FEF O] F

EBO|ATI BEE EALTE HAAIL.

oA EBflo|]A B & QISHMI L. AWS Management Console 415


https://console.aws.amazon.com/cloudwatch/home#xray:service-map/map
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Add to dashboard 5m 15m 30m 1h 3h 6h Custom

ZHM Mol o H 22H0|HE, Amazon EC20iM A™E|= API, OHZ 2|7 0|M0| AFE5HE 2

DynamoDB Ef|0|& 0| EA|ELICt. oHZ |7 0|0 CHEt 2E 230 Cis, 20| APIo| =
CIRAERI MHIAE Q&S T, GFWMML?HH—#ﬂmN¢MM8§MEwm_ﬁ|

Ch.

WJ
9-'—'

MH|A JejZoM mEE MEHEIH
Ct. 39K Amazon SNS L E = F&HAHQ]

416

oA EBfl0]A B = QIStMI 2. AWS Management Console
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DynlamoDB Table

O storekeep-game
ynamoDB Table

scorekeep-move
DynamoDB Table

. O SNS
Client O Scorek SNS
ECS Container
O scorekeep-session
DynamoDB Table

oA EBO|lA HE =HQISHMHIR. AWS Management Console a7




7HEERE OFLHA
Rl #olg FroyH

1. [SNSEt= =E& MEHErL|CE SNS = E M[F HE m'd2 K| otefofl EA[E LICH

2. FX™M H7Y|E ME45t0o] FZ mf| o[ X|of| HAM[AFLICH
3. HOo|X| 5tEHE FIIetD T STE0MH FXHE MENFLICE o] EQolAE= =4 &0 CHE
SEro| ofL|Et AIEf Al 7|8 El WOo|E 2 MIME &= URLO| & LCt.
Traces Info

5m 15m 30m 1h 3h 6h Custom

Q, Filter by X-Ray group service(id(name: "SNS", type: "AWS::SNS"))

Vi
m ® 1 traces retrieved
BQuery refiners

Traces (1)

This table shows the most recent traces with an average response time of 2.11s. It shows as many as 1000 traces.

Add to dashboard

Q, Start typing to filter trace list

1 &
ID v Trace status v Timestamp v Response code ¥ Response Time ¥ Duratior
..86b347fc50bc57a992e9b835 ® ok 19.17min (2022-08-10 12:05:25) - 2.11s 2.11s
4. MHE E2tRl stEHoA Amazon SNS 52| MIHEE MES T, SNS 5+2| M1HE 9
o = [=| S =
of Q| B ME5to] of @ M| HEE &QlgfLch
Segments Timeline info
0.0ms 200ms 400ms 600ms 800ms 1.0s 1.2s 14s 1.6s 1.8s 2.0s 22s
Segment status Response code Duration L L L ! L 1 L 1 L 1 L J

¥ Scorekeep AWS::EC2:Instance

Scorekeep @ oK -

2.11s I —
SNS @ Fault (5xx) 400 728ms I sbscribe
¥ SNS AWS:SNS
SNS A Error (4xx) 400 728ms ] suuscriu|e

Segment details: SNS

Overview Resources Exceptions

Exceptions

Working Directory Paths message

Invalid parameter: Email address (Service:
‘AmazonSNS; Status Code: 400; Error Code:
InvalidParameter; Request ID: 8b80c997-
630d-5c94-a67f-92f960ba0d3e)

oA EBflo|]A B & QISHMI L. AWS Management Console

418
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24912 webConfig 22fA 0| A O|F 04Tl createSubscription 2 &M MZE OHY FA
74 &2 = ZdelL|ct cf2 MMolMHeE o] EXMIE sHZAstzl&Lct.

Amazon SNS 2] 34

FQXM NS er=otH L3S MEd | Ct. OHEEH{IOI/&|
ol Eol&l olt|Y =20 ChEH 5
A

r_u.>-

rC
[ul
ok
1
el
Fol
M
rlo
rOI
]
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:tT—:I
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kI
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> ]
L
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HIQ
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mjo
1
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Q'I_l
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i

AWS Management Console

£ A&3t0{ Amazon SNS & &2 T +33t24™ AWS Management Console

2. 550X scorekeep &5 0|F ol = EIC|Q HES MEHE CHS YUOIOIEE ME=EL
Ch.
3. #M HEZ ALE0| MEiE|0] J=X| &elstT HHI0|E AR H|O|X|o| M Ct& S S =ILICH.
4. S0iA oMY of7H Bd~E Zol 7|24t2 RES O|HY FAE HiELICH
EcsinstanceTypeT3
Specifies the EC2 instance type for your container instances. Defaults to t3.micro.
t3.micro
Email
UPDATE_ME|

FrontendimageUri

public.ecr.aws/xray/scorekeep-frontend:latest

5. HO|X|e| slEte 2 AT EStD (Next)= MEAEILICEH

Ct=
OIEtE ME4SI T Update stackS 4

6. 2l5 Wo|x| SHEHOE AT B5t0f AR K| O|BO2 IAM 2|AAE AJAIE
CloudFormation &= &= =@l &olg MEHSHL|C}

7. O|A| CloudFormation AEH0| ACIO|EX|T QU&LICH AE MEHE & 58 S0
UPDATE_IN_PROGRESSZ & X|Z|C}7} UPDATE_COMPLETEZ HZAE/LIC}. MEHE F7|MHo =2
MZ IXMX|H, HO|XIE MZ2 13 = U&LICH

Amazon SNS 22 74 419


https://console.aws.amazon.com/cloudformation/
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AWS CLI

£ ME735l04 Amazon SNS &2 F445t2{™H AWS CLI

1. O|Fof| BHE xray-scorekeep/cloudformation/ Z2CZ 0|535t0{ HIAE TE!|7|0f M
cf-resources.yaml I+ L|C}

2. O|HIY oi7i B4~0d| A Default gt & Ol UPDATE_MEOIM R &8 O|HY FAZ B8
Ct.

Parameters:
Email:
Type: String
Default: UPDATE_ME # <- change to a valid abcedef.xyz email address

3. cloudformationZCHO0|AM CIS AWS CLI B E AL 35104 CloudFormation AEE 40| O]
EgfLct.

aws cloudformation update-stack --stack-name scorekeep --capabilities
"CAPABILITY_NAMED_IAM" --template-body file://cf-resources.yaml

4. CloudFormation A& AEN7} UPDATE_COMPLETE & W71 X| ZICIE2|AMA|R. 34 2 M AL
Ct. CH= AWS CLI BE 2 Ar835t0 4 EE = elghL|Ct.

mw

aws cloudformation describe-stacks --stack-name scorekeep --query
"Stacks[@].StackStatus"

U0l E 7} 2t 2 2| ScorekeepO| CHA| A|ZF5tT SNS F=A|of CHEt #52 e LICt OlHIYE &
Qlstod HE 2= E M HOO|EE E7| e #52 HAFLICH £ HWE Ho{SNS £E0(/H O]
o dufetx| ef=x| & QlgrLct.

ME OfZEI7H 0l B

ME o ZE|7H0|M2 Javad X-Ray SDKE AIESEE FHE Java& HTTP & APIILICEH
CloudFormation &|Z /JE 85t0{ o Z 2|7 0|42 Hi £ 5+ DynamoDB E|O|&, Amazon ECS 224
AE & ECSOHIA Scorekeep= A&st= Ol 2 F 7IEF MH|ATF MMELICH & &3l ECSS &Y
Mol mtelo| MELICH CloudFormation O] T2 ECS E{AE{0A ZUEZ A El= ZE| 0|

O|0|X|& ™olgfL|ct. o] o|0|X|= A X-Ray 37 ECROI|A] 7kX{= ZdILICH Scorekeep API Z4E]|
O|L{ o|0|X|ol= GradleZ HutUE API7 U&LICH Scorekeep ZEEQIE Z1E| 0|4 2| ZHE{| 0|1 O]

HMEZ ofZ 2|70l B M 420
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O/X|E nginx ZEA| HHE ALE810 ZEEAN= 0l MH|AE MBELICE 0| MHE /api2 AlEHsHE
Z2o| gt 2EE APIE Bt ELIC

AHTTP & F45t7| 2I5H o Z (70|42 SDK7t MB st TracingFilter& F7HELICE.
Example WebConfigsrc/main/java/scorekeep/ .java - ME2! ZE]

import javax.servlet.Filter;
import com.amazonaws.xray.javax.servlet.AWSXRayServletFilter;

@Configuration
public class WebConfig {

@Bean
public Filter TracingFilter() {
return new AWSXRayServletFiltex("Scorekeep");

L

Zc|7olido| MElste RE 4 2ol s 23 URL, HAE
Sz Azt Zefet Efo|A H|O|HE & ELICH

—

CESt O E 2|71 0|M 2 AWS SDK for JavaZE AF&3+04 DynamoDBO| CHE CIRAER S &2 MME L
Ct Olzfet 32 AS57| s oHEESIA0|MS B35 AWS SDK #HE 519 RES SHECE A
831, X-Ray SDK for Javac= 2 & SDK 22I0|MEE AHS2 2 HSELICH AWS

2|70 2 Docker2 AF83t04 Gradle Docker Image®t &7 AA FAEE QIAEIA LHO|M
2lC 61 Scorekeep API Dockerfile IS AtE3t0{ GradleO| ENTRYPOINTO|A 5t= A
st 758 JARS AldtighLch.

Example Gradle =74 O|0|X|E& Eal Y=35l7] Qs =H AFE

docker run --rm -v /PATH/TO/SCOREKEEP_REPO/home/gradle/project -w /home/gradle/project
gradle:4.3 gradle build

Example Dockerfile ENTRYPOINT

ENTRYPOINT [ "sh", "-c", "java -Dserver.port=5000 -jar scorekeep-api-1.0.0.jar" ]
build. gradle Ito| AutY =5 SDK ot EE2 SEE2E H21510f Maven 28 E{ O|E 5

¢ 2ES 2 =8 CH

HMEZ ofZ 2|70l B M 421


https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/javax/servlet/AWSXRayServletFilter.html
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Example build.gradle -- &4

dependencies {
compile("org.springframework.boot:spring-boot-starter-web")
testCompile('org.springframework.boot:spring-boot-starter-test')
compile('com.amazonaws:aws-java-sdk-dynamodb')
compile("com.amazonaws:aws-xray-recorder-sdk-coxre")
compile("com.amazonaws:aws-xray-recorder-sdk-aws-sdk")
compile("com.amazonaws:aws-xray-recorder-sdk-aws-sdk-instrumentor")

}
dependencyManagement {
imports {
mavenBom('"com.amazonaws:aws-java-sdk-bom:1.11.67")
mavenBom("com.amazonaws: aws-xray-recorder-sdk-bom:2.11.0")
}
}
301, AWS SDK, SDK QIAEFHE MEZ =T oM AWS SDKE O|F{ZI LH2AER &8 &

S22 ASE =+ U&LICH AWS

Al M2HE O|0|E{E X-Ray APIZ Y 35l24™ X-Ray CHE(daemon)O| UDP Z E 20000 A EcH=
£ ISl of gLiCH o|2 2|3l o Z 2|7 0|2 ZHE0|L{0f| A X-Ray CHE (daemon)2 A& 3t 1, O] 7
EfO|L4= AFO|=7} ZIE{|O|L{ZE ECSO1| Scorekeep OHEZ 2|7 0|41} &7 HHE ELICH REMIEH LHE 2 X-
Ray CHE(daemon) &5 & EX5HAMIL.

Example ECS 24 & 2|9| X-Ray CHE(daemon) Z1E{|0|L] 9|

Resources:
ScorekeepTaskDefinition:
Type: AWS::ECS::TaskDefinition
Properties:
ContainerDefinitions:

- Cpu: '256'
Essential: true
Image: amazon/aws-xray-daemon
MemoryReservation: '128'
Name: xray-daemon
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PortMappings:
- ContainerPort: '2000'
HostPort: '2000'
Protocol: udp

Java& X-Ray SDK= ZEE H&E5t= O A" = U= TracingHandler?! ¥ BHIZHE MB35t
= AWSXRayEte oA E MBS EUcH MY HIEHE A5t =4I HTTP S Z£0i CHal MOIHEE
&'dst= AWSXRayServletFilter& ALEXL X|EE += Q&LICH O] ME2 WebConfig 22201
E{02 U MEY AEE AE5I0{ TP BAHE F Y5t EX 858 Z&EELIC

Example WebConfigsrc/main/java/scorekeep/.java - 2| ZH

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.AWSXRayRecorderBuilder;

import com.amazonaws.xray.javax.servlet.AWSXRayServletFilter;

import com.amazonaws.xray.plugins.ECSPlugin;

import com.amazonaws.xray.plugins.EC2Plugin;

import com.amazonaws.xray.strategy.sampling.LocalizedSamplingStrategy;

@Configuration
public class WebConfig {

static {

AWSXRayRecorderBuilder builder = AWSXRayRecorderBuilder.standard().withPlugin(new
ECSPlugin()).withPlugin(new EC2Plugin());

URL ruleFile = WebConfig.class.getResource("/sampling-rules.json");
builder.withSamplingStrategy(new LocalizedSamplingStrategy(ruleFile));

AWSXRay.setGlobalRecorder(builder.build());

O| M= YUHE AI8304 sampling-rules.json IIUZRE MEZ F=8 2= LICH HER
TEI2 SDK7t E012 &= Q9 MOHEE 7|F5t= d|2o] et ChELICH.

HE o E 2701 BF A 423



AWS X-Ray THRE OHLEA

Example src/main/java/resources/sampling-rules.json

{
"version": 1,
"rules": [
{
"description": "Resource creation.",
"service_name": "*",
"http_method": "POST",
"url_path": "/api/*",
"fixed_target": 1,
"rate": 1.0
.
{
"description": "Session polling.",
"service_name": "*",
"http_method": "GET",
"url_path": "/api/session/*",
"fixed_target": 0,
"rate": 0.05
.
{
"description": "Game polling.",
"service_name": "*",
"http_method": "GET",
"url_path": "/api/game/*/*",
"fixed_target": 0,
"rate": 0.05
.
{
"description": "State polling.",
"service_name": "*",
"http_method": "GET",
"url_path": "/api/state/*/*/*",
"fixed_target": 0,
"rate": 0.05
}
1,
"default": {
"fixed_target": 1,
"rate": 0.1
}
}
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Scorekeep ECS Z4E{|O|L{= AmazonSNSFullAccess & AmazonDynamoDBFullAccess%t €2
M| HMA HHME ALE 50 2|00 HMATLICH X HAMA HHME AEds W2 ZEH

M ol E2[7A ol ol 2 Ared|7t ot ELICt Tt oMol M= o EE[AH ol EotE THMEH 7| 2|8l
DynamoDB IAM H2 & AUO|O|E & LICH IAM HAHo| H ot B Abad|of CHSH RHAllS| 2ot EedT AWS
X-Ray2| ID & HAMA BHE|E FZHAAIR.

Example cf-resources.yaml Bl & %! ECS 42| TaskRole

ECSTaskRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
Effect: "Allow"
Principal:
Service:
- "ecs-tasks.amazonaws.com"
Action:
- "sts:AssumeRole"
ManagedPolicyArns:
- "arn:aws:iam::aws:policy/AmazonDynamoDBFullAccess"
- "arn:aws:iam::aws:policy/AmazonSNSFullAccess"
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"arn:aws:iam: :aws:policy/AWSXrayFullAccess"
RoleName: "scorekeepRole"

Y U0l Est2{H HX{ DynamoDB 2|42 9] ARNE AEELICE 38 ohg ASAH X|H IAM
ARNZ AFEEfLICH OhX|8fo = o|2{E HAg QA=A Z2utelo] Mg

DynamoDB Z|A~A 9| ARNZS A/HH35l2{H:

r

1. DynamoDB & & YL|C}.

=
21% HiwolA ElolE 2 MEfELICH

2.

3. scorekeep-* & otLIE MEHSI04 EH|O|E AT HE HO|XIE EAIELICH

4. IR Bo|M FIt HEE MEHG0] MM E TR Amazon 2|44 O|F(ARN)S =QIgLICE Of
WS SAELICH

5. ARNZ L2 IAM H=40f &3t AWS_REGION 2! AWS_ACCOUNT_ID /2 S X[ LA™ ID
2 HFEgLC ol M B2 2 E &2 §{& 5= AmazonDynamoDBFullAccess & CH Al X|
HE 2Bt S gLC.
Example

{

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ScorekeepDynamoDB",
"Effect": "Allow",
"Action": [
"dynamodb:PutItem",
"dynamodb:UpdateItem",
"dynamodb:DeleteItem",
"dynamodb:GetItem",
"dynamodb:Scan",
"dynamodb:Query"
1,
"Resource": "arn:aws:dynamodb:<AWS_REGION>:<AWS_ACCOUNT_ID>:table/
scorekeep-*"

}
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AWS X-Ray THE R} OFLHA]

el

Scorekeep OHEZE2|71[0|M E|AAE ATK|StE{H O HALE [EAM L.

@ Note
Ol Rt& A 2| O] MM E A8 3to] ALERL X|E BAE BFE1 AEE B CloudFormation &

[ R —

EHZ scorekeepRole & A|5t7| Hof ol M HEE x| 7{5HoF &L

AWS Management Console

E AL&35to] ME ofE2|70|M2 AAIFLICH AWS Management Console

1. CloudFormation 2& & L|Ct

2. S0l scorekeep 2% 0|F Hofl lE BIC|Q HES M=AF CHg AKIE MEABLICH
3. ¥XH CloudFormation AEH0| AKX |1 Q& LICH ABH MEjE R E Z|AATF AXNIE 7R 2
2 SQOFDELETE_IN_PROGRESSZ S X|ElLIC AEje F7|1Moz2 MZ TR X|H, I 0|X|E

M2 D& +E &L

AWS CLI

E A83sto] ME ofZ 2|70l Mg A XgLICH AWS CLI

21245104 CloudFormation AEHE AFX|| & L|LC}.

rlIIo

1. CI= AWS CLI B

aws cloudformation delete-stack --stack-name scorekeep

2. CloudFormation 2E40| { O|& EMSHX| &2 K| Z|CIE2|MAI2. &F 520| AL EILICH C}

2 AWS CLI HZIS AF2510{ AEE =olshL|Ct.

aws cloudformation describe-stacks --stack-name scorekeep --query
"Stacks[@].StackStatus"

CHS & 70 0llA X-Rayod| CHaH AHAllS| & ot LIC
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K& HE HEsted™ Javad X-Ray SDK £= CHE X-Ray SDK & stLtof| CHsH AtA|S| 2ot A A2

« Java& X-Ray SDK - AWS X-Ray SDKE ?[8l Java

+ Node.js& X-Ray SDK — AWS Node.js 71& X-Ray SDK

« NET& X-Ray SDK - AWS X-Ray .NET& SDK

X-Ray HI2 & ZH0oM A™Alst7{LE Alstedt 2 AWSEH ZetAA|2. AWS X-Ray CHO|&=

O ME o E 2|7 0|0 GitHub 7|045tE4H & & XA A|2. eb-java-scorekeep

SDK Z2t0|ME =8 HAF AWS

Java& X-Ray SDKE BlE 5£ 40| SDK QIAEZHE 519 ZES AWS E&35H AWS 2 E SDK
22l0|HEE XI52 2 HSEhL|Ct.

H AWS SDK ZEI0|UE AE XS dIst7| 2I6H oHE2|7H 0|2 T HEHE ASKE HY
M 2| 2% AmazonDynamoDBClientBuilder SHEHZE MEFLICI 0| 2= HZE2 SDK
7t e EctO|MEE A& 5104 DynamoDBO| LSt S £2 25 HASSIT S K|AIELICH

=

Example src/main/java/scorekeep/SessionModel.java - &8 AWS SDK Z2I0|E 74

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.handlers.TracingHandler;

public class SessionModel {
private AmazonDynamoDB client = AmazonDynamoDBClientBuilder.standard()
.withRegion(Constants.REGION)
.withRequestHandlers(new TracingHandler(AWSXRay.getGlobalRecorder()))
.build();
private DynamoDBMapper mapper = new DynamoDBMapper(client);

ZZME -’S—-’%—’S A AWS SDK Instrumentor 5t 2E2 NM7HsIH £50 2 QIAEZRMHE§ SDK
ZCI0o|ER EBfO|A BHof LFEFLFLICEH AWS

AWS SDK Zz2I0|E 429


https://github.com/awslabs/eb-java-scorekeep/tree/xray-gettingstarted
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Z7} ot 9l MaHE A

AMEX R SEHAM OHECIFOIM2 522 5t MOIHEE M504 saveUser &0l A
MEIRE CIRAER &g O536t D HEHO|EIE F7+ELICt

Example sxc/main/java/scorekeep/UserModel. java - A& X} X|H 519 MOIHE

import com.amazonaws.xray.AWSXRay;
import com.amazonaws.xray.entities.Subsegment;

public void saveUser(User user) {
// Wrap in subsegment
Subsegment subsegment = AWSXRay.beginSubsegment("## UserModel.saveUser");
try {
mapper.save(user);
} catch (Exception e) {
subsegment.addException(e);
throw e;
} finally {
AWSXRay.endSubsegment();

=AM, HEHolE & AFEXHID 7|5

A 2 A0 ofZ 2|7 0|2 HE DynamoDBOY| MZH & motCt Game Z4%|E MHIEFH| O|E
ESo| 7|SFLICH 0|2t HEZ, OHEE|AOIM2 ZE| ZFHA0 AISE = UZSE HY IDE T4 of
7|S&Lct.

Example src/main/java/scorekeep/GameModel.java — =24 2! H|E}C|O|E]

import com.amazonaws.xray.AWSXRay;
import com.amazonaws.xray.entities.Segment;
import com.amazonaws.xray.entities.Subsegment;

public void saveGame(Game game) throws SessionNotFoundException {
// wrap in subsegment
Subsegment subsegment = AWSXRay.beginSubsegment("## GameModel.saveGame");
try {
// check session
String sessionld = game.getSession();
if (sessionModel.loadSession(sessionId) == null ) {
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https://github.com/awslabs/eb-java-scorekeep/tree/xray/src/main/java/scorekeep/UserModel.java
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/AWSXRay.html
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/entities/Subsegment.html
https://github.com/awslabs/eb-java-scorekeep/tree/xray/src/main/java/scorekeep/GameModel.java
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/AWSXRay.html
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throw new SessionNotFoundException(sessionId);

}
Segment segment = AWSXRay.getCurrentSegment();
subsegment.putMetadata("resources", '"game", game);
segment.putAnnotation("gameid", game.getId());
mapper.save(game);

} catch (Exception e) {
subsegment.addException(e);

throw e;
} finally {
AWSXRay.endSubsegment();
}
}
O|ls ZHEER{o| B2, oHEZ|70|M2 ALKt IDE setUsert &/ ZIS&LICH AHE X IDE M ™
Eo|HE Zico 7|EE|H AM80 2 QIHEAL|X| et&LCt.

Example src/main/java/scorekeep/ .java — A& X} ID MoveController

import com.amazonaws.xray.AWSXRay;

@RequestMapping(value="/{userId}", method=RequestMethod.POST)
public Move newMove(@PathVariable String sessionId, @PathVariable String
gameld, @PathVariable String userId, @RequestBody String move) throws
SessionNotFoundException, GameNotFoundException, StateNotFoundException,
RulesException {
AWSXRay.getCurrentSegment().setUsex(userId);
return moveFactory.newMove(sessionId, gameld, userId, move);

[

£ ojZzl7|o| 0| Javad X-Ray SDKL| HTTPClientBuilderE AtE35t09 gt

A
AHTTP SH 288 Haste WHg 2oiEuc

Example sxc/main/java/scorekeep/UserFactory.java — HTTPClient 7+43

import com.amazonaws.xray.proxies.apache.http.HttpClientBuilder;

public String randomName() throws IOException {
CloseableHttpClient httpclient = HttpClientBuildexr.create().build();
HttpGet httpGet = new HttpGet("http://uinames.com/api/");

HTTP 22}0[¢iE 431
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CloseableHttpResponse response = httpclient.execute(httpGet);
try {
HttpEntity entity = response.getEntity();
InputStream inputStream = entity.getContent();
ObjectMapper mapper = new ObjectMapper();
Map<String, String> jsonMap = mapper.readValue(inputStream, Map.class);
String name = jsonMap.get('"name");
EntityUtils.consume(entity);
return name;
} finally {
response.close();

#xl org.apache.http.impl.client.HttpClientBuilderE AL S AL dlig 220 CH
8t import 22 com.amazonaws.xray.proxies.apache.http.HttpClientBuilderOi CHEl &
OS2 HtE =+ U&LICh

PostgreSQL Cl|O|E{H[O| A0 CHEL 2 & T/

application-pgsql.properties I+ RdsWebConfig. javaollA M44E CI|O|Ef AA0] X-
Ray PostgreSQL £ QIE{ME{E F7IELICt

T

Example application-pgsql.properties — PostgreSQL Ci|O|E{H|O|A T4

spring.datasource.continue-on-error=true

spring.jpa.show-sgl=false

spring.jpa.hibernate.ddl-auto=create-drop
spring.datasouxrce.jdbc-interceptors=com.amazonaws.xray.sql.postgres.TracingInterceptor
spring.jpa.database-platform=org.hibernate.dialect.PostgreSQL94Dialect

® Note

PostgreSQL G| O|E{H|O|AE O ZE2|AH|0|4M B E0| F7I5t= EEdo | E?_
Elastic Beanstalk 7HgF X} ©FLHA{ 2| Elastic Beanstalk 2 H| O|E{H

xray 221%|2| X-Ray HIE HO|X|ol& HSE HIO|E| AAE AF5l04 A48 sQL R 2|0l cHEt
E EZAMSte Ed0|AE MYste o227t Z&E|of U&LICH O|2 HO|X|E Ee{H A~ 52l of
Ao|Mo| /#/xray B2 ZE 0|S35t7LE B M 220l M Powered by AWS X-RayE A1EH

y m
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Scorekeep Instructions Powered by AWS X-Ray

AWS X-Ray integration

This branch is integrated with the AWS X-Ray SDK for Java to record information about
requests from this web app to the Scorekeep APL and calls that the API makes to Amazon
DynamoDB and other downstream services

Trace game sessions

Create users and a session, and then create and play a game of tic-tac-toe with those users.
Each call to Scorekeep is traced with AWS X-Ray, which generates a service map from the
data.

| Trace game sessions |

View service map AWS X-Ray

Trace SQL queries

Simulate game sessions, and store the results in a PostgreSQL Amazon RDS database
attached to the AWS Elastic Beanstalk environment running Scorekeep. This demo uses an
instrumented JDBC data source to send details about the SQL queries to X-Ray.

For more information about Scorekeep’s SQL integration, see the sql branch of this project.

Trace SQL queries

View traces in AWS X-Ray
ID Winner Loser
1 Mugur Gheorghita
2 Paula Adorjan
3 Apylog Stela
4 {1 Parvana
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Random name
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avg. 62%ms

1 t'min

random-name
AWS: Lambda::Function

SMNS
AWEIENS

avg. 688ms
avg. 443ms

1 timin
9 t'min

random-name

Scorekee
AWs: Lambds P

AWS: ElasticBeanstalk:: Environment

SNSZ 222 ELHT Node.js & X-Ray SDKE AFE27310{ SDK £210]
g mMm7| 25l 0] &4E AWSXRay.captureFuncE AIE3504 AL X}
A

random-name & &= Node.js0o| Al LT ELICt. Node.js JavaScript &4|2| SDKE ALE
HE
INES ™
ME &LCH LambdadiMeE & MIHEN FAS 2H £ =l M

o = jx__l
HEOf| 2 & + AU&LICH

Example function/index. js -- Random name Lambda & ==

var AWSXRay = require('aws-xray-sdk-core');
var AWS = AWSXRay.captureAWS(require('aws-sdk'));

AWS.config.update({region: process.env.AWS_REGION});
var Chance = require('chance');

var myFunction = function(event, context, callback) {
var sns = new AWS.SNS();
var chance = new Chance();
var userid = event.userid;
var name = chance.first();

AWSXRay.captureFunc('annotations', function(subsegment){
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subsegment.addAnnotation('Name', name);
subsegment.addAnnotation('UserID’', event.userid);

};
// Notify
var params = {
Message: 'Created randon name "' + name + '"" for user "' + userid + '".',
Subject: 'New user: ' + name,
TopicArn: process.env.TOPIC_ARN
i
sns.publish(params, function(err, data) {
if (err) {
console.log(err, err.stack);
callback(err);
}
else {
console.log(data);
callback(null, {"name": name});
}
1)

i

exports.handler = myFunction;

O &= ME ofEZ2I7H 0|M2 Elastic Beanstalkol| HIZ & [ A} S22 M ELICH xray E2X[0]

£ El Lambda &+ & &d5t7| fIet 23 BEJ} ZEELICH .ebextensionsEHC| T4 mted2 HY

X npm install S0i g+ I{7|X[& LUES CtS CLIE AF& 3104 Lambda & & O|O|E & LICEH

AWS

LSRN,

THE &YX = xray-worker2te IR 27(0 MSELICH 2 ARt ot 2 2| AAE T
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Example _lambda/scorekeep-worker/scorekeep-worker.py -- 22X} Lambda &+

import os
import boto3
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import json

import requests

import time

from aws_xray_sdk.core import xray_recorder
from aws_xray_sdk.core import patch_all

patch_all()
queue_url = os.environ[ 'WORKER_QUEUE']

def lambda_handler(event, context):
# Create SQS client
sqs = boto3.client('sqgs')
s3client = boto3.client('s3')

# Receive message from SQS queue
response = sqs.receive_message(
QueueUrl=queue_url,
AttributeNames=[
'SentTimestamp'
1,
MaxNumberOfMessages=1,
MessageAttributeNames=[
'All!’
1,
VisibilityTimeout=0,
WaitTimeSeconds=0

Az ZFE 78

Java& X-Ray DSK7} =4l

Y EE XSz MMELICH 20| He Lol 42 mof
= =X gio| 2 HE 20[HEE AIE5tD ot9 MOHEE BllZEE = A&Lch ASE 220
EE AME I ENM AL StEdE B SegmentNotFoundExceptionO| & M3t L|C}

AZF IEE F oHECFI0|Me EF QYE/ISH 58 QR AME|ZZE AR IEE FMH5H2{H Al
OMHEE =822 HMaHoF B LICH ScorekeepO| sHE WebConfig IHUMA A2 I EO| FMHE &
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avg. 12ms
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ebdb@aaw25wdopdogly...
Database: 50L

- avg. 341ms
0.1 timimn

Clients

Scorekeep-init

AWS ElasticBeanstalk: Enviranment

avg. 514ms

0.07 t/min

SNS
AWSIENS

7|2 WebConfig EciA7F L 2IE 28t Amazon SNS +5& MAEL|CH Amazon SNS 2210
HEII AHSE [ X-Ray SDK7t 7|E& MIHEE NMS35t7| 2 ScorekeepO| 7423 B ZH0i| A
beginSegment % endSegment& & LICH.

Example src/main/java/scorekeep/WebConfig.java — A|Z =0 H&E AWS SDK 2}
OloiE

AWSXRay.beginSegment("Scorekeep-init");
if ( System.getenv("NOTIFICATION_EMAIL") != null ){
try { Sns.createSubscription(); }
catch (Exception e ) {
logger.warn("Failed to create subscription for email "+
System.getenv("NOTIFICATION_EMAIL"));
}

}
AWSXRay.endSegment();
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Amazon RDS CI|O|E{H| 0| A7} 2473 |0q /2 [ ScorekeepO| AFR3HE= RdsWebConfigoilHE 74
O| AlZ Sof| Cllo|E{H|0|A AF|OFE X & [ Hibernate7} AFE3SHE SQL 22H0|HE O CHEH M2
ET Mgt

Example src/main/java/scorekeep/RdsWebConfig.java — A|Z FZ=oi #HZE SQL H|o|E
HiolA E2t0|HE

@PostConstruct
public void schemaExport() {

EntityManagerFactoryImpl entityManagerFactoryImpl = (EntityManagerFactoryImpl)
localContainerEntityManagerFactoryBean.getNativeEntityManagerFactory();

SessionFactoryImplementor sessionFactoryImplementor =
entityManagerFactoryImpl.getSessionFactory();

StandardServiceRegistry standardServiceRegistry =
sessionFactoryImplementor.getSessionFactoryOptions().getServiceRegistry();

MetadataSources metadataSources = new MetadataSources(new
BootstrapServiceRegistryBuildexr().build());

metadataSources.addAnnotatedClass(GameHistory.class);

MetadataImplementor metadatalImplementor = (MetadataImplementor)
metadataSources.buildMetadata(standardServiceRegistry);

SchemaExport schemaExport = new SchemaExport(standardServiceRegistry,
metadataImplementor);

AWSXRay.beginSegment("Scorekeep-init");
schemaExport.create(true, true);
AWSXRay.endSegment();

}

SQL 22H0IIE 7 ALS EILICH BatelETt RaElicnz

SchemaExport7t XIS 2 AL
X Z2o0|MEJ ZEE [l SDKOIAM A8 E MOIHEE N33t ok

ScorekeepO| 7|2 732 AHal5t
grLct.
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a

AFERIE 7Y

OHZ 2|70l Mol ULt ot I EE FHE =& U&LICt X-Ray CiE(daemon)0| A& S0[|H X-
Ray SDKO{| A 244 | | g2 BT £4l5te 2E MOHEE X=RayZ 2|0 L|C}. Scorekeep
2 G ATBEE AF850{ HIZ5tE SO ofZ2|7H0|ME Hut st HEE FHFLICH
Example bin/build.sh— AISE YE AJEE
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gradle build --quiet --stacktrace &> /var/log/gradle.log; GRADLE_RETURN=$7?
if (( GRADLE_RETURN != @ )); then
echo "Gradle failed with exit status $GRADLE_RETURN" >&2
python bin/xray_error.py "$SEGMENT" "$(cat /var/log/gradle.log)"
exit 1
fi
python bin/xray_success.py "$SEGMENT"

xray_start.py, xray_error.py 2 xray _success.pyc MI1MHE XS *”*o*?.* % JSON -E—
E7t 4

MZ #Hetst 1 UDPE Sall dlEol Ei= ZHEFS Python A3 R EQILICEH Gradle & Aulste 3
2 X-Ray & E0|A YoM scorekeep-build =EE 22l5l01 2LF MHAIXIE &2 -’F— A& LICEH
- . avg 14.1.:3
0.07 timin
Clients
Scorekeep-build
Traces » Details
Timeline Raw data
Method Respcnse Duration ,&ge ID
- - 14.6 sec 4.5 min (2017-09-14 01:25:01 UTC) 1-59bYdabd-abBca?666217b31a02ef86d
Name Res. Duration Status U-ﬂlms 2.:35 4.Ps B.Fs B.Ps HIJs 1?5 hlts ﬁlss
¥ Scorekeep-build
Scorekeep-build - 14Bsec |
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Segment - Scorekeep-build x
Overview Resources Annotations Metadata Exceptions
Working directory Marfapp/current
Paths Mvarfapp/current/src/main/javarscorekeep/
Cause

Ivarfapp/staging/src/main/javalscorekeep/RdsWebConfig.java:89; error. cannof find symbol
AWSXRayRecorderBuilder builder = AWSXRayRecorderBuilder standard (). withPlugin{new EC2Plugin()).withPlugin{new ElasticBeanstalkPlugin());
symbol: class ElasticBeanstalkPlugin
location: class Rds\WebConfig

1 error

FAILURE: Euild failed with an exception.

o ¥ Zero|ME 7Y

xray-cognito E2Hx|0{HE ScorekeepO| Amazon CognitoE AFE52Z AFS X7} AHE MME

| o
1Y A™HeZ 2391504 Amazon Cognito AF& A Z204| A AHAIO| AFAF HEE AME £ &L
Ch. AFEXI7F 229181 Scorekeep & Amazon Cognito X234 S Z2& AFE35104 ol M AFSE AWS

UAl Rt Z3HE 7HXK{SLICH. AWS SDK for JavaScript

A2E 5H E2 23018 AFXH7F £ O|0|E{E AWS X-Rayof £ £ QT E T4 (o] U&LICH &
H2 olE{et At BHE AFE3stod 2Ea¢l8t Ar&XQ| ID, E2t X BE L Scorekeep API &0 CH
st 22l0|IES| E7|E HZYELICH
Ol2{8t =rdo| CHE B2 O|F 0| xrayQ! MH|A SE{AAM > ELICH O] MH|A A= EHe A
XL MM FIE FO MOHE MM MOIMHE SF, X-Ray AP0 AI2HE EM ME 52| Hg 9
gt HHMEE MSELct

Example public/xray.js— AMIHE 7|8 L P2

service.beginSegment = function() {
var segment = {};
var traceld = 'l-' + service.getHexTime() + '-' + service.getHexId(24);
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var id = service.getHexId(16);
var startTime = service.getEpochTime();

segment.trace_id = traceld;
segment.id = id;
segment.start_time = startTime;

segment.name = 'Scorekeep-client';
segment.in_progress = true;
segment.user = sessionStoragel['userid'];

segment.http = {
request: {
url: window.location.href
}
};

var documents = [];

documents[@] = JSON.stringify(segment);
service.putDocuments(documents);

return segment;

service.endSegment = function(segment) {
var endTime = service.getEpochTime();
segment.end_time = endTime;
segment.in_progress = false;
var documents = [];
documents[@] = JSON.stringify(segment);
service.putDocuments(documents);

service.putDocuments = function(documents) {
var xray = new AWS.XRay();
var params = {
TraceSegmentDocuments: documents
I
xray.putTraceSegments(params, function(err, data) {
if (err) {
console.log(err, err.stack);
} else {
console.log(data);
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Olz{8t HIMEE & 0| Scorekeep APIE S &3t O| AFE5HE 2laA MH|AQ FH &
transformResponse &0 SEELICH API7} MMH5HE MOHESQ S8t FXof 2CI0|HE
HNIHEE Z&sie{™ ¢ ol & 5|H(X-Amzn-Trace-Id)ol X Dt MIZHE IDE Z & A7
of &tH, O| 5llC{= X-Ray SDK7} @12 £ Qlofof LIt Al Java O Z 2|7 0|40] o] &2t &7
R¥E #4I5tH Javad X-Ray SDKE SUEH % IDE A85t1 ¥ ¢ E20I¢UEL| MAHEE &l
F MHMIOIHEQ| 422 BtELCt

ol

Example public/app/services.js — Angular 2lAA S E0] CHE MO2HE B2 E X FX 5

AT |

var module = angular.module('scorekeep');
module.factory('SessionService', function($resource, api, XRay) {
return $resource(api + 'session/:id', { id: 'e@_id' }, {
segment: {3},
get: {
method: 'GET',
headers: {
'X-Amzn-Trace-Id': function(config) {
segment = XRay.beginSegment();
return XRay.getTraceHeader(segment);
}
I
transformResponse: function(data) {
XRay.endSegment(segment);
return angular.fromJson(data);

iy
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A avg. 88ms

& t'min

Scorekeep-client

avyg. 46ms
> 22 timin

Scorekeep
AWS: ElasticBeanstalr::Environment

avg. 717ms
12 t'min
avg. §.43s
11 timin
SNS

AWSE:ENE
random-name
AwWSs:Lambada

F
E |
random-name ‘

oJi = AEX7 HEFR XHolH E= URLS EAIELICH/#/2 AR
Ste AR). A8 A= 22I0|ME 74 Qo] & ol EE5t= API 2[AA 9| URLE 7t 7|8 gFL|Ct

Trace overview

Group by: | URL -
URL - Avg response time -
hitp://scorekeep.elasticheanstalk. comi# 86.2 ms
http:/iscorekeep.elastichbeanstalk. com/#/session/40RFTOBXATHASETD 8.5 ms
hitp://scorekeep.elasticheanstalk. comi#/game/4ORPTOBS/AI4SAFFD/ATHASETD 255 ms
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AHUX AP =0M FEE EEH0|UE AS

Scorekeep2 QA ABEE ALE5H04 AFE X7 H RIol M O[Z [ Amazon SNSO| 2 &E H AL
Ch &2 71|A|3FE 2 A E 2F Yol LIHX|E +="E 20 o B2 A|7F0| Zdel et
f&LICH [MEkM O] S HISZ(AMo 2 s™5t= W2 8F Al

4Lt Java& X-Ray SDKE AB|E7F HHE M ofH MOHE T EESHE UR=X] SR 2
stL|Ct. 2k A A=l AWS SDK for Java 2210|¢1EE ABE Lol M At 5tE{D St H

SegmentNotFoundExceptionO| &45t0 AR =7t SE&LICH

Example web-1.error.log

Exception in thread "Thread-2" com.amazonaws.xray.exceptions.SegmentNotFoundException:
Failed to begin subsegment named 'AmazonSNS': segment cannot be found.
at sun.reflect.NativeConstructorAccessorImpl.newInstance@(Native Method)
at
sun.reflect.NativeConstructorAccessorImpl.newInstance(NativeConstructorAccessorImpl.java:62)
at
sun.reflect.DelegatingConstructorAccessorImpl.newInstance(DelegatingConstructorAccessorImpl.ja

Ol 2XIE 52237 {5l oOHZEIFH 0| M0l M GetTraceEntityE AFE35101 7|8 ABEWM MOAHE
of CHet 2 ZE 7hM2 1 Entity.run()E AF85t0d MOHME S| HEAEO CHSt HMA HEto 2
AR ADE IEE HSHH A—ELICEH

Example sxc/main/java/scorekeep/MoveFactory.java— XXt AP =0 & HEAE H
5t 7|
=0

import com.amazonaws.xray.AWSXRay;

import com.amazonaws.xray.AWSXRayRecorder;

import com.amazonaws.xray.entities.Entity;
import com.amazonaws.xray.entities.Segment;
import com.amazonaws.xray.entities.Subsegment;

Entity segment = recorder.getTraceEntity();
Thread comm = new Thread() {
public void run() {
segment.run(() -> {
Subsegment subsegment = AWSXRay.beginSubsegment("## Send notification");
Sns.sendNotification("Scorekeep game completed", "Winner: " + userId);
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AWSXRay.endSubsegment();

O|X| Amazon SNSE %% 3 &517| Tofl 20| sHA%7| Z o oHZ (70|22 A8 =0i CHEF &
Ol & MOHEE MMHErLICH O|Z A 5T X-Ray SDK7F Amazon SNS2| %E.% 7|185t7| ™
ol HIOHEE ©X| 2L &LIC}H ScorekeepO| L2 HAE M Y| U= MIAHETL 12T Amazon
SNSe| 8Fo| £4E = A&LICH

Name Res. Duration Status EI.I]Ims Zﬂ:ns 40|l'n5 6EI||115 sﬂ:ns 1l]0lrns IZ{JIms 14|3m5 160l|115 ﬂwlms

¥ Scorekeep AWS::ElasticBeanstalk:-Environment

Scorekeep 200 I o= scorckeep elastichea...
DynamoDB 200 I Getitem: scorekeep-game
DynamoDB 200 Il Getitem: scorekeep-state
DynamoDB 200 . Getltem: scorekeep-game
# Send notfication )
SNS 200 Publish
S—
## GameModel saveGame 1
DynamoDB 200 Getltem: scorekeep-session
DynamoDB 200 Updateltem: scorekeep-game
DynamoDB 200 . Updateltem: scorekeep-game
DynamoDB 200 B Getitem: scorekeep-game
## GameModel saveGame ]
DynamoDB 200 Gelltem: scorekeep-session
DynamoDB 200 Updateltemn: scorekeep-game
DynamoDB 200 Bl Updateltem: scorekeep-game
DynamoDB 200 B Getitem: scorekeep-session
DynamoDB 200 . Getitem: scorekeep-game
DynamoDB 200 Bl Updateltem: scorekeep-move
DynamoDB 200 [l Getitem: scorekeep-session
DynamoDB 200 B Getitem: scorekeep-game
DynamoDB 200 I Undateltem: scorekeep-state
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« LET7HAWS MHIAE LHEHHE B2 sl MHIA 2L AAE HYAHOAE JITI 2E BEI L=
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* AWS::DynamoDB: :Table
* AWS::Lambda: :Function

Lambda &+£ F 74| =2 EHHELIC} StLIE Lambda ZIEO|L{& 0|1 CIE iLiE 8¢
LICt O|&=EH &t Lambda & 2| 2= AEE EAME AlHsIE O ==20| ELICH Lambda Z4E| 0]
L = E&= Lambda & =9 S&t &AIloZ ZAE L CHA|IE=of AAE LI

* AWS::ApiGateway::Stage
* AWS::SQS: :Queue
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* AWS::SNS::Topic
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Java& X-Ray SDK
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Node.js& X-Ray SDK
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cls HIMEE AF235104 Node.js& X-Ray SDK LA H O|AE Sequelizedl| HE & LICE

var AWSXRay = require('aws-xray-sdk');
const Sequelize = require('sequelize');
Sequelize.cls = AWSXRay.getNamespace();
const sequelize = new Sequelize(...);
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https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/AWSXRayRecorder.html#getTraceEntity--
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/AWSXRayRecorder.html#setTraceEntity--
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/com/amazonaws/xray/entities/Entity.html
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Ls =

cls-bluebirdE At&5t0{ EFHET CLSSH &7 XSSt S & LiCH

var AWSXRay = require('aws-xray-sdk');

var Promise = require('bluebird');

var clsBluebird = require('cls-bluebird');
clsBluebird(AWSXRay.getNamespace());
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
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https://docs.aws.amazon.com/kms/latest/developerguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/kms/latest/developerguide/logging-using-cloudtrail.html
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html
https://aws.amazon.com/kms/pricing/
https://docs.aws.amazon.com/eventbridge/latest/userguide/data-protection.html
https://console.aws.amazon.com/cloudwatch/
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https://console.aws.amazon.com/xray/home#
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-tasks.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-tasks.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_compare-resource-policies.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html#using-temp-creds-sdk-cli
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
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"Action": [
"xray:actionl",
"xray:action2"
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"Action": "xray:Get*"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsx-ray.html
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
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"Resource'": "*"

A TS ALB5H04 BlAA00 CHEF UNAE MOJE 4 UALICH BlAA £F0| MEHS KIS 5
(=} = O|3s
— =

o
Amazon 2|44 O|F(ARN)2 AFE5104 HAMO| M &= 2lAA

A BSOIK 2E X-Ray HHUE ABHOI BT NS ABEY| HEl NS HEHE Roisioilt 2
obglLct

(= |
Fe o A&LICH ot X|BF 2 E X-Ray 2 40| E|l&~A =& HEHE K|HssE A2 04704 A
Blas & HEO|E Yol 7tsE ElAAE XEE + Ues WerS YL

* CreateGroup

* GetGroup

* UpdateGroup

* DeleteGroup

* CreateSamplingRule
* UpdateSamplingRule

DeleteSamplingRule

M

|22 CreateGroup 2o CHEt Xt SH Z[et HEH HA o M ULICH O]l A= QLEF;
EZ TR IDE 7HXl= 38 Ol& local-users2 ##E ARNS| AIEE Eo{ELICH IR ID:
E2 0= W MYE[7| 2o R0l Ol2| o|&& = gi&LICH GetGroup, UpdateGroup B
DeleteGroup2 AIEE [, O|= IDE EZ&5t0{ AUEFIE E= HEF ARNCE HO|E °'$L—|
Ct.

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",
"Action": [
"xray:CreateGroup

]I
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https://docs.aws.amazon.com/xray/latest/api/API_Operations.html
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"Resource": [
"arn:aws:xray:eu-west-1:123456789012:group/local-users/*"

CHZ2 CreateSamplingRule o CHEF AtH ZE (g Mk S& of x| IL|Ct.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"xray:CreateSamplingRule"
1)
"Resource": [
"arn:aws:xray:eu-west-1:123456789012:sampling-rule/base-scorekeep"
]
}
]
}
® Note
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https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsx-ray.html#awsx-ray-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsx-ray.html#awsx-ray-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsx-ray.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsx-ray.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
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M&sto| fIgh 2las 7|8 M AHSo 2 FHste{n A|=ELICH CHE E2 E Mo MHE X-Ray 2
oA TH HME 2502 F5tE oM E MBS ELICH

Example Amazon SNS & %0 CHEF X-Ray 2l4&2A 7|8F 224 of A

O| ol Al B2 E M= £ O|0|E{E X-RayR ™&st= Ol 22 F Amazon SNSQ| HEH2 X|'EF LY.

Version: "2012-10-17",
Statement: [
{

Sid: "SNSAccess",

Effect: Allow,

Principal: {
Service: "sns.amazonaws.com",

1,

Action: [
"xray:PutTraceSegments",
"xray:GetSamplingRules",
"xray:GetSamplingTargets"

1,

Resource: "*",

Condition: {
StringEquals: {

"aws:SourceAccount": "account-id"
1,
StringLike: {
"aws:SourceArn": "arn:partition:sns:region:account-id:topic-name"

[
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https://docs.aws.amazon.com/sns/latest/dg/sns-active-tracing.html
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aws xray put-resource-policy --policy-name MyResourcePolicy --policy-document
'{ "Version": "2012-10-17", "Statement": [ { "Sid": "SNSAccess", "Effect": "Allow",
"Principal”: { "Service": "sns.amazonaws.com" }, "Action": [ "xray:PutTraceSegments",
"xray:GetSamplingRules", "xray:GetSamplingTargets" ], "Resource": "*",
"Condition": { "StringEquals": { "aws:SourceAccount": "account-id" }, "StringlLike":
{ "aws:SourceArn": "arn:partition:sns:region:account-id:topic-name" } } } 1 }'

O| OlX|E At83tEd™, partitionregionaccount-id, & §8 AWS ItE|M, x|, H™H ID,
Amazon SNS FX|| O|E2Z HIF A A, topic-name 2 E Amazon SNS FA|7} &% O|O|E{E X-
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Example ~/.aws/credentials

[default]

aws_access_key_id={access key ID}
aws_secret_access_key={access key}
aws_session_token={AWS session token}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html#using-temp-creds-sdk-cli

AWS X-Ray THRE OHLEA

oM o Z 2|7 0| d A= AWS

oM AWSOHEZZ|F|0o|MHE AE e L2 ArE35I0 HIE22 A™5t= Amazon EC2 QIARA EE=

2
Lambda &0 HEHE Fo4giL|C

_

« Amazon Elastic Compute Cloud(Amazon EC2) — IAM &2 MM85tn QIAEA T2 0lQUZ EC2
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« Amazon Elastic Container Service(Amazon ECS) — IAM (& & M5t ZE| 0Ol QIAE A 7
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/instance_IAM_role.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/instance_IAM_role.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/concepts-roles.html#concepts-roles-instance
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/concepts-roles.html#concepts-roles-instance
https://console.aws.amazon.com/iam/home
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https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html
https://docs.aws.amazon.com/xray/latest/api/API_PutEncryptionConfig.html
https://docs.aws.amazon.com/xray/latest/api/API_PutEncryptionConfig.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
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0|24t 74| 7t 04715 X-Ray = 2{™ AWSXRayReadOnlyAccess AWS 22|
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AWS CLI EE= AWS AP
steieE API 24t

g e MRXWIHI Z4 2& HEE 58 Hes 9laLith O o,

X|5tE AFolgh HMAE = AUAES gL

© i
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)

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
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"iam:ListAttachedGroupPolicies",

"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,
"Resource": "*"
}
]
}

Ef20l 7|8tet X-Ray 2 & & METZ 7E0of CHEF AAMA e
ID 7|8t Ao Z7HE2 ALE S0 EfOE 7|8t e 2 X-Ray & & MEZ w+2lof CHEE HMAE K04
g o QaLict oS ol EH2 M-S AF ol Cis i stage:prod 2= stage:preprodE At
E5l0i IS M, AKX EE= UOO|EE £ U= AEXR HEo| HEtS HESI= Ol MEE = /UE
LIC}. X-Ray &R 74 U 28 EHZol CHEt REMISH LIS X-Ray MBS 75 2 I8 642 XI55
7|2 FESHMAIR
Ei1 & stage:prod EE= stage:preprodE AIE3501 IES d4, UOIO|E E= AKX = U
A UNIAE HR 52T CHS T KA WS AR 5H0d ASXIOIH B S B AAIR.

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowAllXRay",
"Effect": "Allow",
"Action": "xray:*",
"Resource": "*"
.
{
"Sid": "DenyCreateGroupWithStage",
"Effect": "Deny",
"Action": [
"xray:CreateGroup"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:RequestTag/stage": [
"preprod",
A BH 7|8 HA oAl
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Ilprodll

"Sid": "DenyUpdateGroupWithStage",
"Effect": "Deny",
"Action": [
"xray:UpdateGroup",
"xray:DeleteGroup"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/stage": [
"preprod",
"prod"

H5124M aws :RequestTagS AR50 MM @& o] U2 MEHE 4= Qi Ef
: 2 O| AUCHO|E E= ANE 7R 524 aws:ResourceTa
Ef20d 7|8HEt 2t d S HESHAAIR.
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i
>
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(@]
-l

S ooz
on T Mk
ke O

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AllowAllXRay",
"Effect": "Allow",
"Action": "xray:*",
"Resource": "*"
.
{
"Sid": "DenyCreateSamplingRuleWithStage",
"Effect": "Deny",
"Action": "xray:CreateSamplingRule",
"Resource": "*",
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"Condition": {
"StringEquals": {
"aws:RequestTag/stage": [

"preprod",
"prod"
]
}
}
1,
{
"Sid": "DenyUpdateSamplingRuleWithStage",
"Effect": "Deny",
"Action": [
"xray:UpdateSamplingRule",
"xray:DeleteSamplingRule"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/stage": [
"preprod",
"prod"
]
}
}
}
]
}
AHE L ALERtof7A olzet MM MF(Es T EMo=z Zgst o2 g ¥R )e = Jal
Ch AFEX7F 38 E= MER 32 HE5e{H I8 E= MET 730f stage=prepod E£&
stage=prod i1 & XI" M eF ELict =21 7| O|§2 CHAEXE FESHK| 27| E o =7 Ef
1 7| Stage= Stage & stage 2ot LXIFLICH =74 250 CHEt XHAM[EH LIE2 1AM AFE HT

!

= HZstM2.

M2l IAM JSON H=4 ..?._/t. =

CHS H2o| HZAE A& g 71T A8 A= ElaA0 role:admin Ef2E F7HE 4 gl
role:admin7 Q1AE B|AANME T E MHE 5 i&LICEH

{
"Version": "2012-10-17",
"Statement": [
{
A74 B 7|8 Z2 of Al 474


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html

AWS X-Ray THRE OHLEA

"Sid": "AllowAllXRay",
"Effect": "Allow",

"Action": "xray:*",
"Resource": "*"
},
{
"Sid": "DenyRequestTagAdmin",
"Effect": "Deny",
"Action": "xray:TagResource",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:RequestTag/role": "admin"
}
}
I
{
"Sid": "DenyResourceTagAdmin",
"Effect": "Deny",
"Action": "xray:UntagResource",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/role": "admin"
}
}
}

-Rayo0i| CHSH IAM & 2| =K

I3t 048 74 515H7] QIsH IAMS 2t MH|A0l CHaH BHEIS S XIMBLICH MuIAS M APIE
AE A HEro 2 ol2{Et BEIE HAMS UHOIEY 4 ASLICH AWS X-Ray 817| T8, 47| &
ZEIRE AL Aol ChE BElE BAMS T ELICH

0l0 Mk r-U

k

+ AWSXrayReadOnlyAccess— X-Ray & E£& AWS SDKE At83t04 X-Ray API0I A =2 | O
E, & M &3 U X-Ray 7+ 2 71X 7| {8 ¢47| HE. AWS CLIOAM (Observability Access
Manager) oam:ListSinks & A 7t SMHHUZ[E|S| UEOE LA HHoMH SRE EdO|
AE BLE0ME 5= UAES 5t oam: ListAttachedSinks 80| Z & ElLIC} CloudWatch
BatchGetTraceSummaryByIdX! GetDistinctTraceGraphs APl 22 I EE &3l S EXX|
%o, A SDKof| Z & =|X| ok &LICH AWS CLI AWS
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"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"xray:GetSamplingRules",
"xray:GetSamplingTargets",
"xray:GetSamplingStatisticSummaries",
"xray:BatchGetTraces",
"xray:BatchGetTraceSummaryById",
"xray:GetDistinctTraceGraphs",
"xray:GetServiceGraph",
"xray:GetTraceGraph",
"xray:GetTraceSummaries",
"xray:GetGroups",
"xray:GetGroup",
"xray:ListTagsForResource",
"xray:ListResourcePolicies",
"xray:GetTimeSeriesServiceStatistics",
"xray:GetInsightSummaries",
"xray:GetInsight",
"xray:GetInsightEvents",
"xray:GetInsightImpactGraph",
"oam:ListSinks"

1,

"Resource": [

"y n

"Effect": "Allow",
"Action": [

"oam:ListAttachedLinks"
1,

"Resource": "arn:aws:oam:*:*:sink/*"
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« AWSXRayDaemonWriteAccess— X-Ray OI2 &= AWS SDKE A& 35104 HlZL':H
=42 X-Ray API0| J=2E3517| @&F 47| HEH AWS CLIMER #EIE 7HXD
21E el7| MEto| ZEELICH XME HEE MEE #EE FHELCHE FESAMR.

n> Im

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"xray:PutTraceSegments",
"xray:PutTelemetryRecords",
"xray:GetSamplingRules",
"xray:GetSamplingTargets",
"xray:GetSamplingStatisticSummaries"”

1,

"Resource": [
nakn

]

}
]
}

. AWSXrayCrossAccountSharingConfiguration — H’E 7tofl X-Ray 2|AAE SR/5H7| {IFt
Observability Access Manager 232 BtE 1, Z2[6t1, € + U= HEE 2o{ELct AA HH
o 2LIE{R CloudWatch AI™ 7to| AHlH 7t 7H\|"'|C> X|&st= ol AL EL

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"xray:Link",
"oam:ListLinks"
1,
"Resource": "*"
.
{
"Effect": "Allow",
"Action": [
"oam:DeletelLink",
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"oam:GetLink",
"oam:TagResource"
1,

"Resource": "arn:aws:oam:*:*:link/*"

"Effect": "Allow",

"Action": [
"oam:CreatelLink",
"oam:UpdatelLink"

1,

"Resource": [
"arn:aws:oam:*:*:1link/*",
"arn:aws:oam:*:*:sink/*"

* AwSXrayFullAccess — 47| HE, M7| HEH A 55t 7| AYD MER A28 78 H
3t2 X 35t01 2 E X-Ray APIE AFSE HEFQILICH. OAM (Observability Access Manager)
oam:ListSinks It AEA H'H SXMHEZIE|O| URIOE AA HHMH SRE ECOAE 2&
oM 8 & U= oam:ListAttachedSinks H&HS Z & &LIC} CloudWatch

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"xray:*",
"oam:ListSinks"
1,
"Resource": [
"
]
1,
{

"Effect": "Allow",
"Action": [

"oam:ListAttachedLinks"
1,
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"Resource": "arn:aws:oam:*:*:sink/*"
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* CreateGroup

e GetGroup

* UpdateGroup

* DeleteGroup
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* UpdateSamplingRule
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"xray:CreateGroup"
1,
"Resource": [
"arn:aws:xray:eu-west-1:123456789012:group/local-users/*"
]
}

CtZ2 CreateSamplingRule Zf ol CHet AHH 5 7|gh Hek 22 of M| L[Ct.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"xray:CreateSamplingRule"
1)
"Resource": [
"arn:aws:xray:eu-west-1:123456789012:sampling-rule/base-scorekeep"
]
}
]
}
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User: arn:aws:iam::123456789012:user/mateojackson is not authorized to
perform: xray:GetSamplingRules on resource: arn:${Partition}:xray:${Region}:
${Account}:sampling-rule/${SamplingRuleName}
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https://docs.aws.amazon.com/xray/latest/devguide/xray-instrumenting-your-app.html
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https://docs.aws.amazon.com/xray/latest/devguide/xray-security-vpc-endpoint.html
https://docs.aws.amazon.com/xray/latest/devguide/creating-resources-with-cloudformation.html
https://docs.aws.amazon.com/xray/latest/devguide/creating-resources-with-cloudformation.html
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https://docs.aws.amazon.com/xray/latest/devguide/xray-services-cloudwatch-synthetics.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-services-stepfunctions.html
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