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There are more AWS SDK examples available in the AWS Doc SDK Examples GitHub repo.

xiii
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AWS SDK Code Examples Code Library

What is the code example library?

The code example library is a collection of code examples that show you how to use AWS software
development kits (SDKs) with AWS.

The examples are organized by AWS service and by AWS SDK. The same examples can be found in
each section.

« Code examples by service — A list of AWS services that contain examples of how to use each

service with AWS SDKs. Use this section if you know which service you want to use.

« Code examples by SDK - A list of AWS SDKs that contain examples of how to use AWS services

with each SDK. Use this section if you know which SDK you want to use.

Within each section, the examples are divided into the following categories:

 Actions are code excerpts that show you how to call individual service functions.

» Scenarios are code examples that show you how to accomplish a specific task by calling multiple
functions within the same service.

» Cross-service examples are sample applications that work across multiple AWS services.

All of the examples in this library can also be found in the AWS Code Examples GitHub repository.

The GitHub repository also contains instructions on how to set up, run, and test the examples.

Using AWS services with an AWS SDK

AWS software development kits (SDKs) are available for many popular programming languages.
Each SDK provides an API, code examples, and documentation that make it easier for developers to
build applications in their preferred language.

SDK documentation Code examples

AWS SDK for C++ AWS SDK for C++ code examples
AWS CLI AWS CLI code examples

AWS SDK for Go AWS SDK for Go code examples
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SDK documentation

AWS SDK for Java

AWS SDK for JavaScript

AWS SDK for Kotlin

AWS SDK for .NET

AWS SDK for PHP

AWS Tools for PowerShell

AWS SDK for Python (Boto3)

AWS SDK for Ruby

AWS SDK for Rust

AWS SDK for SAP ABAP

AWS SDK for Swift

@ Example availability

Code examples

AWS SDK for Java code examples

AWS SDK for JavaScript code examples

AWS SDK for Kotlin code examples

AWS SDK for .NET code examples

AWS SDK for PHP code examples

Tools for PowerShell code examples

AWS SDK for Python (Boto3) code examples

AWS SDK for Ruby code examples

AWS SDK for Rust code examples

AWS SDK for SAP ABAP code examples

AWS SDK for Swift code examples

Can't find what you need? Request a code example by using the Provide feedback link at

the bottom of this page.
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Code examples by service using AWS SDKs

The following code examples show you how to use AWS services with an AWS software
development kit (SDK). This section is organized by AWS service.

Actions are code excerpts from larger programs and must be run in context. While actions show you
how to call individual service functions, you can see actions in context in their related scenarios and
cross-service examples.

Scenarios are code examples that show you how to accomplish a specific task by calling multiple
functions within the same service.

Cross-service examples are sample applications that work across multiple AWS services.
More resources

« AWS Developer Center — Code examples that you can filter by category or full-text search.

o AWS SDK Examples — GitHub repo with complete code in preferred languages. Includes

instructions for setting up and running the code.

Code examples

» Code examples for ACM using AWS SDKs

o Code examples for APl Gateway using AWS SDKs

» Code examples for APl Gateway Management API using AWS SDKs

o Code examples for Application Auto Scaling using AWS SDKs

» Code examples for Application Recovery Controller using AWS SDKs

» Code examples for Audit Manager using AWS SDKs

o Code examples for Aurora using AWS SDKs

» Code examples for Auto Scaling using AWS SDKs
» Code examples for AWS Batch using AWS SDKs

» Code examples for Amazon Bedrock using AWS SDKs

» Code examples for Amazon Bedrock Runtime using AWS SDKs

o Code examples for Agents for Amazon Bedrock using AWS SDKs

o Code examples for Agents for Amazon Bedrock Runtime using AWS SDKs
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o Code examples for AWS Budgets using AWS SDKs
o Code examples for AWS Cloud9 using AWS SDKs
o Code examples for AWS CloudFormation using AWS SDKs

o Code examples for CloudFront using AWS SDKs

» Code examples for CloudTrail using AWS SDKs

» Code examples for CloudWatch using AWS SDKs

» Code examples for CloudWatch Events using AWS SDKs
» Code examples for CloudWatch Logs using AWS SDKs

» Code examples for CodeBuild using AWS SDKs

» Code examples for CodeCommit using AWS SDKs

» Code examples for CodeDeploy using AWS SDKs

» Code examples for CodePipeline using AWS SDKs

» Code examples for Amazon Cognito Identity using AWS SDKs

» Code examples for Amazon Cognito Identity Provider using AWS SDKs

» Code examples for Amazon Cognito Sync using AWS SDKs

» Code examples for Amazon Comprehend using AWS SDKs

o Code examples for AWS Config using AWS SDKs

» Code examples for Firehose using AWS SDKs

» Code examples for Device Farm using AWS SDKs

» Code examples for AWS Directory Service using AWS SDKs
» Code examples for AWS DMS using AWS SDKs

» Code examples for Amazon DocumentDB using AWS SDKs

o Code examples for DynamoDB using AWS SDKs

» Code examples for Amazon EBS using AWS SDKs

» Code examples for Amazon EC2 using AWS SDKs

o Code examples for Amazon ECR using AWS SDKs

o Code examples for Amazon ECS using AWS SDKs

o Code examples for Amazon EFS using AWS SDKs

» Code examples for Amazon EKS using AWS SDKs

» Code examples for Elastic Beanstalk using AWS SDKs
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» Code examples for Elastic Load Balancing - Version 1 using AWS SDKs

» Code examples for Elastic Load Balancing - Version 2 using AWS SDKs

o Code examples for MediaStore using AWS SDKs

o Code examples for Amazon EMR using AWS SDKs

» Code examples for OpenSearch Service using AWS SDKs

» Code examples for EventBridge using AWS SDKs

» Code examples for Forecast using AWS SDKs
» Code examples for AWS Glue using AWS SDKs
» Code examples for AWS Health using AWS SDKs

» Code examples for Healthimaging using AWS SDKs
» Code examples for IAM using AWS SDKs

» Code examples for AWS loT using AWS SDKs

» Code examples for AWS loT data using AWS SDKs

» Code examples for Amazon Keyspaces using AWS SDKs

» Code examples for Kinesis using AWS SDKs
» Code examples for AWS KMS using AWS SDKs

» Code examples for Lambda using AWS SDKs

» Code examples for Amazon Lex using AWS SDKs

» Code examples for Lookout for Vision using AWS SDKs

» Code examples for Managed Service for Apache Flink using AWS SDKs

» Code examples for MediaConvert using AWS SDKs

o Code examples for MediaLive using AWS SDKs

» Code examples for MediaPackage using AWS SDKs

o Code examples for Migration Hub using AWS SDKs
o Code examples for AWS OpsWorks using AWS SDKs

o Code examples for Organizations using AWS SDKs

» Code examples for Amazon Personalize using AWS SDKs

o Code examples for Amazon Personalize Events using AWS SDKs

» Code examples for Amazon Personalize Runtime using AWS SDKs

» Code examples for Amazon Pinpoint using AWS SDKs
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o Code examples for Amazon Pinpoint SMS and Voice APl using AWS SDKs

o Code examples for Amazon Polly using AWS SDKs
o Code examples for AWS Price List using AWS SDKs
o Code examples for QLDB using AWS SDKs

» Code examples for Amazon RDS using AWS SDKs

» Code examples for Amazon RDS Data Service using AWS SDKs

» Code examples for Amazon Redshift using AWS SDKs

» Code examples for Amazon Rekognition using AWS SDKs

» Code examples for Resource Groups using AWS SDKs

» Code examples for Resource Groups Tagging APl using AWS SDKs

» Code examples for Route 53 using AWS SDKs

» Code examples for Route 53 domain registration using AWS SDKs

» Code examples for Amazon S3 using AWS SDKs

» Code examples for S3 Glacier using AWS SDKs

» Code examples for SageMaker using AWS SDKs

o Code examples for Secrets Manager using AWS SDKs

» Code examples for Amazon SES using AWS SDKs
» Code examples for Amazon SES API v2 using AWS SDKs

» Code examples for Amazon SNS using AWS SDKs

» Code examples for Amazon SQS using AWS SDKs

o Code examples for Step Functions using AWS SDKs
» Code examples for AWS STS using AWS SDKs
» Code examples for AWS Support using AWS SDKs

» Code examples for Systems Manager using AWS SDKs

» Code examples for Amazon Textract using AWS SDKs

» Code examples for Amazon Transcribe using AWS SDKs

o Code examples for Amazon Translate using AWS SDKs

o Code examples for AWS WAFV?2 using AWS SDKs

» Code examples for Amazon WorkDocs using AWS SDKs

» Code examples for WorkSpaces using AWS SDKs
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Code examples for ACM using AWS SDKs

The following code examples show you how to use AWS Certificate Manager (ACM) with an AWS
software development kit (SDK).

Actions are code excerpts from larger programs and must be run in context. While actions show you
how to call individual service functions, you can see actions in context in their related scenarios and
cross-service examples.

Scenarios are code examples that show you how to accomplish a specific task by calling multiple
functions within the same service.

More resources

« ACM User Guide — More information about ACM.

+« ACM API Reference - Details about all available ACM actions.

« AWS Developer Center - Code examples that you can filter by category or full-text search.

o AWS SDK Examples - GitHub repo with complete code in preferred languages. Includes

instructions for setting up and running the code.

Code examples
« Actions for ACM using AWS SDKs
o Use AddTagsToCertificate with an AWS SDK or CLI
« Use DeleteCertificate with an AWS SDK or CLI
« Use DescribeCertificate with an AWS SDK or CLI
» Use ExportCertificate with an AWS SDK or CLI

+ Use GetCertificate with an AWS SDK or CLI

» Use ImportCertificate with an AWS SDK or CLI

o Use ListCertificates with an AWS SDK or CLI
» Use ListTagsForCertificate with an AWS SDK or CLI

» Use RemoveTagsFromCertificate with an AWS SDK or CLI

» Use RenewCertificate with an AWS SDK or CLI
o Use RequestCertificate with an AWS SDK or CLI

¢ Use ResendValidationEmail with an AWS SDK or CLI
ACM 7
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» Use UpdateCertificateOptions with an AWS SDK or CLI
» Scenarios for ACM using AWS SDKs
« Manage ACM certificates using an AWS SDK

Actions for ACM using AWS SDKs

The following code examples show how to use AWS Certificate Manager (ACM) with AWS SDKs.
Each example calls an individual service function.

Action examples are code excerpts from larger programs and must be run in context. You can see
actions in context in Scenarios for ACM using AWS SDKs.

Examples

» Use AddTagsToCertificate with an AWS SDK or CLI

o Use DeleteCertificate with an AWS SDK or CLI

e Use DescribeCertificate with an AWS SDK or CLI
» Use ExportCertificate with an AWS SDK or CLI
o Use GetCertificate with an AWS SDK or CLI

» Use ImportCertificate with an AWS SDK or CLI

« Use ListCertificates with an AWS SDK or CLI

» Use ListTagsForCertificate with an AWS SDK or CLI

» Use RemoveTagsFromCertificate with an AWS SDK or CLI
« Use RenewCertificate with an AWS SDK or CLI

o Use RequestCertificate with an AWS SDK or CLI

« Use ResendValidationEmail with an AWS SDK or CLI

» Use UpdateCertificateOptions with an AWS SDK or CLI

Use AddTagsToCertificate with an AWS SDK or CLI

The following code examples show how to use AddTagsToCertificate.

Action examples are code excerpts from larger programs and must be run in context. You can see
this action in context in the following code example:

Actions 8
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» Manage certificates

C++

SDK for C++

® Note

There's more on GitHub. Find the complete example and learn how to set up and run

in the AWS Code Examples Repository.

//! Add tags to an AWS Certificate Manager (ACM) certificate.

/*!

\param certificateArn: The Amazon Resource Name (ARN) of a certificate.

\param tagKey: The key for the tag.
\param tagValue: The value for the tag.

\param clientConfiguration: AWS client configuration.

\return bool: Function succeeded.

*/

bool AwsDoc::ACM::addTagsToCertificate(const Aws:
const Aws:
const Aws:
const Aws:

&clientConfiguration) {

:String &certificateArn,
:String &tagKey,

:String &tagValue,
:Client::ClientConfiguration

Aws: :ACM::ACMClient acmClient(clientConfiguration);

Aws: :ACM: :Model: :AddTagsToCertificateRequest request;

Aws: :Vector<Aws: :ACM: :Model: :Tag> tags;
Aws::ACM: :Model::Tag tag;

tag.WithKey(tagKey).WithValue(tagValue);
tags.push_back(tag);

request.WithCertificateArn(certificateArn).WithTags(tags);

Aws: :ACM: :Model: :AddTagsToCertificateOutcome outcome =
acmClient.AddTagsToCertificate(request);

if (!outcome.IsSuccess()) {

std::cerr << "Error: addTagsToCertificate: " <<
outcome.GetError().GetMessage() << std::endl;

Actions
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}
else {
std::cout << "Success: Tag with key '" << tagKey <<
"' and value '" << tagValue <<
"' added to certificate with ARN '" <<
certificateArn << "'." << std::endl;
}

return outcome.IsSuccess();

« For API details, see AddTagsToCertificate in AWS SDK for C++ API Reference.

CLl
AWS CLI
To add tags to an existing ACM Certificate

The following add-tags-to-certificate command adds two tags to the specified
certificate. Use a space to separate multiple tags:

aws acm add-tags-to-certificate --certificate-arn
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012 --
tags Key=Admin,Value=Alice Key=Purpose,Value=Website

« For API details, see AddTagsToCertificate in AWS CLI Command Reference.

Python

SDK for Python (Boto3)

® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

class AcmCertificate:

Actions 10
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Encapsulates ACM functions.

def

def

__init__(self, acm_client):

:param acm_client: A Boto3 ACM client.

self.acm_client = acm_client

add_tags(self, certificate_arn, tags):
Adds tags to a certificate. Tags are key-value pairs that contain custom
metadata.

:param certificate_arn: The ARN of the certificate.
:param tags: A dictionary of key-value tags to add to the certificate.
try:
self.acm_client.add_tags_to_certificate(
CertificateArn=certificate_azrn,
Tags=[{"Key": key, "Value": value} for key, value in

tags.items()],

)

logger.info("Added %s tags to certificate %s.", len(tags),

certificate_arn)

except ClientError:
logger.exception("Couldn't add tags to certificate %s.",

certificate_arn)

raise

» For API details, see AddTagsToCertificate in AWS SDK for Python (Boto3) API Reference.

Use DeleteCextificate with an AWS SDK or CLI

The following code examples show how to use DeleteCertificate.

Action examples are code excerpts from larger programs and must be run in context. You can see
this action in context in the following code example:

Actions
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» Manage certificates

C++

SDK for C++

® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

//! Delete an AWS Certificate Manager (ACM) certificate.
/e
\param certificateArn: The Amazon Resource Name (ARN) of a certificate.
\param clientConfiguration: AWS client configuration.
\return bool: Function succeeded.
*/
bool AwsDoc::ACM::deleteCertificate(const Aws::String &certificateArn,
const Aws::Client::ClientConfiguration
&clientConfiguration) {
Aws: :ACM: :ACMClient acmClient(clientConfiguration);

Aws: :ACM: :Model: :DeleteCertificateRequest request;
request.WithCertificateArn(certificateArn);

Aws: :ACM: :Model: :DeleteCertificateOutcome outcome =
acmClient.DeleteCertificate(request);

if (!outcome.IsSuccess()) {
std::cerr << "Error: DeleteCertificate: " <<
outcome.GetError().GetMessage() << std::endl;

}
else {
std::cout << "Success: The certificate with the ARN '" <<
certificateArn << "' is deleted." << std::endl;
}

return outcome.IsSuccess();

Actions 12
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» For API details, see DeleteCertificate in AWS SDK for C++ API Reference.

CLI

AWS CLI
To delete an ACM certificate from your account

The following delete-certificate command deletes the certificate with the specified
ARN:

aws acm delete-certificate --certificate-arn
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012

« For API details, see DeleteCertificate in AWS CLI Command Reference.

PowerShell

Tools for PowerShell

Example 1: Deletes the certificate identified by the supplied ARN and the associated
private key. The cmdlet will prompt for confirmation before proceeding; add the -Force
switch to suppress confirmation.

Remove-ACMCertificate -CertificateArn "arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"

« For API details, see DeleteCertificate in AWS Tools for PowerShell Cmdlet Reference.

Python

SDK for Python (Boto3)

(® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.
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class AcmCertificate:

Encapsulates ACM functions.

def __init___(self, acm_client):

:param acm_client: A Boto3 ACM client.

self.acm_client = acm_client

def remove(self, certificate_arn):

Removes a certificate.

:param certificate_arn: The ARN of the certificate to remove.

try:
self.acm_client.delete_certificate(CertificateArn=certificate_arn)
logger.info("Removed certificate %s.", certificate_azrn)

except ClientError:
logger.exception("Couldn't remove certificate %s.", certificate_arn)
raise

» For API details, see DeleteCertificate in AWS SDK for Python (Boto3) API Reference.

Use DescribeCertificate with an AWS SDK or CLI

The following code examples show how to use DescribeCertificate.

Action examples are code excerpts from larger programs and must be run in context. You can see
this action in context in the following code example:

» Manage certificates
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.NET

AWS SDK for .NET

® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

using System;

using System.Threading.Tasks;

using Amazon;

using Amazon.CertificateManager;

using Amazon.CertificateManager.Model;

namespace DescribeCertificate
{
class DescribeCertificate
{
// The following example retrieves and displays the metadata for a
// certificate using the AWS Certificate Manager (ACM) service.

// Specify your AWS Region (an example Region is shown).
private static readonly RegionEndpoint ACMRegion =
RegionEndpoint.USEastl;

private static AmazonCertificateManagerClient _client;

static void Main(string[] args)
{
_client = new
Amazon.CertificateManager.AmazonCertificateManagerClient(ACMRegion);

var describeCertificateReq = new DescribeCertificateRequest();
// The ARN used here is just an example. Replace it with the ARN of
// a certificate that exists on your account.
describeCertificateReq.CertificateArn =
"arn:aws:acm:us-
east-1:123456789012:certificate/8cfd7dae-9b6a-2d07-92bc-1c309EXAMPLE";

var certificateDetailResp =
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DescribeCertificateResponseAsync(client: _client, request:

describeCertificateReq);

var certificateDetail = certificateDetailResp.Result.Certificate;

if (certificateDetail is not null)

{
DisplayCertificateDetails(certificateDetail);

}
}
/// <summary>
/// Displays detailed metadata about a certificate retrieved
/// using the ACM service.
/// </summary>
/// <param name="certificateDetail">The object that contains details
/// returned from the call to DescribeCertificateAsync.</param>
static void DisplayCertificateDetails(CertificateDetail

certificateDetail)

{

Console.WriteLine("\nCertificate Details: ");
Console.WriteLine($"Certificate Domain:

{certificateDetail.DomainNamel}");

Console.WritelLine($"Certificate Arn:

{certificateDetail.CertificateArn}");

Console.WriteLine($"Certificate Subject:

{certificateDetail.Subject}");

/17
/17
/17
/17
/17
/17
/17
/17

Console.WriteLine($"Certificate Status: {certificateDetail.Status}");
foreach (var san in certificateDetail.SubjectAlternativeNames)

{

Console.WriteLine($"Certificate SubjectAlternativeName: {san}");

<summary>

Retrieves the metadata associated with the ACM service certificate.
</summary>

<param name="client">An AmazonCertificateManagerClient object

used to call DescribeCertificateResponse.</param>

<param name="request">The DescribeCertificateRequest object that
will be passed to the method call.</param>

<returns></returns>

static async Task<DescribeCertificateResponse>
DescribeCertificateResponseAsync(

Actions
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AmazonCertificateManagerClient client, DescribeCertificateRequest

request)
{
var response = new DescribeCertificateResponse();
try
{
response = await client.DescribeCertificateAsync(request);
}
catch (InvalidArnException)
{
Console.WriteLine($"Error: The ARN specified is invalid.");
}
catch (ResourceNotFoundException)
{
Console.WriteLine($"Error: The specified certificate could not be
found.");
}
return response;
}
}

» For API details, see DescribeCertificate in AWS SDK for .NET API Reference.

C++

SDK for C++

(® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

//! Describe an AWS Certificate Manager (ACM) certificate.
/*)

\param certificateArn: The Amazon Resource Name (ARN) of a certificate.
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\param clientConfiguration: AWS client configuration.
\return bool: Function succeeded.
*/
bool AwsDoc::ACM::describeCertificate(const Aws::String &certificateArn,
const Aws::Client::ClientConfiguration
&clientConfiguration) {
Aws: :ACM::ACMClient acm_client(clientConfiguration);

Aws: :ACM: :Model: :DescribeCertificateRequest request;
request.WithCertificateArn(certificateArn);

Aws: :ACM: :Model: :DescribeCertificateOutcome outcome =
acm_client.DescribeCertificate(request);

if (!outcome.IsSuccess()) {
std::cerr << "Error: DescribeCertificate: " <<
outcome.GetError().GetMessage() << std::endl;

}
else {
Aws: :ACM: :Model: :CertificateDetail certificate =
outcome.GetResult().GetCertificate();
std::cout << "Success: Information about certificate "
"with ARN '" << certificateArn << "':" << std::endl <<
std::endl;
std::cout << "ARN: " << certificate.GetCertificateArn()
<< std::endl;
std::cout << "Authority ARN: "o<<
certificate.GetCertificateAuthorityArn() << std::endl;
std::cout << "Created at (GMT): "o<<

certificate.GetCreatedAt().ToGmtString(
Aws::Utils: :DateFormat::IS0_8601)
<< std::endl;
std::cout << "Domain name: " << certificate.GetDomainName()
<< std::endl;

Aws: :Vector<Aws: :ACM: :Model: :DomainValidation> options =
certificate.GetDomainValidationOptions();

if (loptions.empty()) {
std::cout << std::endl << "Domain validation information: "
<< std::endl << std::endl;
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for (auto &validation: options) {

std::cout << " Domain name: "o<<
validation.GetDomainName() << std::endl;

const Aws::ACM: :Model: :ResourceRecord &record =
validation.GetResourceRecord();

std::cout << " Resource record name: "o<<
record.GetName() << std::endl;

Aws: :ACM: :Model: :RecordType recordType = record.GetType();
Aws: :String type;

switch (recordType) {
case Aws::ACM::Model: :RecordType: :CNAME:
type = "CNAME";
break;
case Aws::ACM::Model::RecordType: :NOT_SET:
type = "Not set";

break;
default:
type = "Cannot determine.";
break;
}
std::cout << " Resource record type: " << type <<
std::endl;
std::cout << " Resource record value: "<
record.GetValue() << std::endl;
std::cout << " Validation domain: "o<<

validation.GetValidationDomain() << std::endl;

Aws: :Vector<Aws::String> emails =
validation.GetValidationEmails();

if (lemails.empty()) {
std::cout << " Validation emails:" << std::endl <<
std::endl;

for (auto &email: emails) {
std::cout << " " << email << std::endl;

Actions
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std::cout << std::endl;

Aws: :ACM: :Model: :ValidationMethod validationMethod =
validation.GetValidationMethod();
Aws: :String method;

switch (validationMethod) {

case Aws::ACM::Model::ValidationMethod: :DNS:
method = "DNS";
break;

case Aws::ACM::Model::ValidationMethod: :EMAIL:
method = "Email";
break;

case Aws::ACM::Model::ValidationMethod: :NOT_SET:
method = "Not set";

break;
default:
method = "Cannot determine";
}
std::cout << " Validation method: "<

method << std::endl;

Aws: :ACM: :Model: :DomainStatus domainStatus =
validation.GetValidationStatus();
Aws: :String status;

switch (domainStatus) {
case Aws::ACM: :Model::DomainStatus: :FAILED:

status = "Failed";
break;

case Aws::ACM::Model: :DomainStatus::NOT_SET:
status = "Not set";
break;

case Aws::ACM: :Model::DomainStatus: :PENDING_VALIDATION:
status = "Pending validation";
break;

case Aws::ACM::Model: :DomainStatus: :SUCCESS:
status = "Success";
break;

default:
status = "Cannot determine";

Actions 20



AWS SDK Code Examples

Code Library

std::cout << " Domain validation status: " << status <<

std::endl << std::endl;

Aws: :Vector<Aws::ACM: :Model: :ExtendedKeyUsage> usages =
certificate.GetExtendedKeyUsages();

if (lusages.empty()) {
std::cout << std::endl << "Extended key usages:" <<
std::endl << std::endl;

for (auto &usage: usages) {
Aws: :ACM: :Model: :ExtendedKeyUsageName usageName =
usage.GetName();
Aws::String name;

switch (usageName) {

case Aws::ACM::Model::ExtendedKeyUsageName: : ANY:

name = "Any";
break;
case Aws::ACM::Model: :ExtendedKeyUsageName: :CODE_SIGNING:
name = "Code signing";
break;
case Aws::ACM::Model: :ExtendedKeyUsageName: : CUSTOM:
name = "Custom";
break;
case Aws::ACM::Model: :ExtendedKeyUsageName: :EMAIL_PROTECTION:
name = "Email protection";
break;

case Aws::ACM::Model: :ExtendedKeyUsageName: : IPSEC_END_SYSTEM:

name = "IPSEC end system";
break;

case Aws::ACM::Model: :ExtendedKeyUsageName: : IPSEC_TUNNEL:

name = "IPSEC tunnel";

break;

case Aws::ACM::Model: :ExtendedKeyUsageName: : IPSEC_USER:
name = "IPSEC user";
break;

case Aws::ACM::Model: :ExtendedKeyUsageName: :NONE:

name = "None";
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break;
case Aws::ACM::Model: :ExtendedKeyUsageName: :NOT_SET:
name = "Not set";
break;
case Aws::ACM::Model: :ExtendedKeyUsageName: :0CSP_SIGNING:
name = "OCSP signing";
break;
case Aws::ACM::Model: :ExtendedKeyUsageName: : TIME_STAMPING:
name = "Time stamping";
break;
case
Aws: :ACM: :Model: :ExtendedKeyUsageName: : TLS_WEB_CLIENT_AUTHENTICATION:
name = "TLS web client authentication";
break;
case
Aws: :ACM: :Model: :ExtendedKeyUsageName: : TLS_WEB_SERVER_AUTHENTICATION:
name = "TLS web server authentication";
break;
default:
name = "Cannot determine";
}
std::cout << " Name: " << name << std::endl;
std::cout << " O0ID: " << usage.GetOID() <<

std::endl << std::endl;

std::cout << std::endl;

Aws: :ACM: :Model: :CertificateStatus certificateStatus =
certificate.GetStatus();
Aws::String status;

switch (certificateStatus) {
case Aws::ACM::Model::CertificateStatus::EXPIRED:

status = "Expired";
break;

case Aws::ACM::Model::CertificateStatus::FAILED:
status = "Failed";
break;

case Aws::ACM::Model::CertificateStatus::INACTIVE:
status = "Inactive";
break;
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case Aws::ACM::Model::CertificateStatus: :ISSUED:

status = "Issued";
break;
case Aws::ACM::Model::CertificateStatus: :NOT_SET:
status = "Not set";
break;
case Aws::ACM::Model::CertificateStatus: :PENDING_VALIDATION:
status = "Pending validation";
break;
case Aws::ACM::Model::CertificateStatus::REVOKED:
status = "Revoked";
break;
case Aws::ACM::Model::CertificateStatus: :VALIDATION_TIMED_OUT:
status = "Validation timed out";
break;
default:
status = "Cannot determine";
}
std::cout << "Status: " << status << std::endl;

if (certificate.GetStatus() ==
Aws: :ACM: :Model: :CertificateStatus::FAILED) {
Aws: :ACM: :Model: :FailureReason failureReason =
certificate.GetFailureReason();
Aws: :String reason;

switch (failureReason) {

case
Aws: :ACM: :Model: :FailureReason: :ADDITIONAL_VERIFICATION_REQUIRED:
reason = "Additional verification required";
break;
case Aws::ACM: :Model::FailureReason: :CAA_ERROR:
reason = "CAA error";
break;
case Aws::ACM::Model::FailureReason: :DOMAIN_NOT_ALLOWED:
reason = "Domain not allowed";
break;
case Aws::ACM: :Model::FailureReason: :DOMAIN_VALIDATION_DENIED:
reason = "Domain validation denied";
break;
case Aws::ACM::Model::FailureReason: :INVALID_PUBLIC_DOMAIN:
reason = "Invalid public domain";
break;
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case Aws::ACM: :Model::FailureReason: :NOT_SET:

reason = "Not set";
break;
case Aws::ACM::Model::FailureReason: :NO_AVAILABLE_CONTACTS:
reason = "No available contacts";
break;
case Aws::ACM::Model::FailureReason: :0THER:
reason = "Other";
break;
case Aws::ACM::Model::FailureReason: :PCA_ACCESS_DENIED:
reason = "PCA access denied";
break;
case Aws::ACM: :Model::FailureReason: :PCA_INVALID_ARGS:
reason = "PCA invalid args";
break;

case Aws::ACM: :Model::FailureReason: :PCA_INVALID_ARN:
reason = "PCA invalid ARN";

break;

case Aws::ACM: :Model::FailureReason: :PCA_INVALID_DURATION:
reason = "PCA invalid duration";
break;

case Aws::ACM::Model::FailureReason: :PCA_INVALID_STATE:
reason = "PCA invalid state";
break;

case Aws::ACM: :Model::FailureReason: :PCA_LIMIT_EXCEEDED:
reason = "PCA limit exceeded";
break;

case

Aws: :ACM: :Model: :FailureReason: : PCA_NAME_CONSTRAINTS_VALIDATION:

reason = "PCA name constraints validation";
break;

case Aws::ACM: :Model: :FailureReason: :PCA_REQUEST_FAILED:
reason = "PCA request failed";
break;

case Aws::ACM: :Model::FailureReason: :PCA_RESOURCE_NOT_FOUND:
reason = "PCA resource not found";
break;

default:
reason = "Cannot determine";

}
std::cout << "Failure reason: " << reason << std::endl;
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if (certificate.GetStatus() ==
Aws: :ACM: :Model: :CertificateStatus: :REVOKED) {
std::cout << "Revoked at (GMT):

n <<

certificate.GetRevokedAt().ToGmtString(
Aws::Utils::DateFormat::IS0_8601)

<< std::endl;

Aws: :ACM: :Model: :RevocationReason revocationReason =

certificate.GetRevocationReason();
Aws: :String reason;

switch (revocationReason) {

case Aws::ACM: :Model: :RevocationReason:

reason = "Affiliation changed";
break;

case Aws::ACM::Model: :RevocationReason:
reason = "AA compromise";
break;

case Aws::ACM: :Model: :RevocationReason:
reason = "CA compromise";
break;

case Aws::ACM::Model: :RevocationReason:
reason = "Certificate hold";
break;

case Aws::ACM: :Model: :RevocationReason:
reason = "Cessation of operation";
break;

case Aws::ACM::Model: :RevocationReason:
reason = "Key compromise";
break;

case Aws::ACM: :Model: :RevocationReason:
reason = "Not set";
break;

case Aws::ACM::Model: :RevocationReason:
reason = "Privilege withdrawn";
break;

case Aws::ACM: :Model: :RevocationReason:
reason = "Revoke from CRL";
break;

case Aws::ACM::Model: :RevocationReason:
reason = "Superceded";
break;

case Aws::ACM: :Model: :RevocationReason:

reason = "Unspecified";

:AFFILIATION_CHANGED:

:A_A_COMPROMISE:

:CA_COMPROMISE:

:CERTIFICATE_HOLD:

:CESSATION_OF_OPERATION:

:KEY_COMPROMISE:

:NOT_SET:

:PRIVILEGE_WITHDRAWN:

:REMOVE_FROM_CRL:

:SUPERCEDED:

:UNSPECIFIED:
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break;
default:
reason = "Cannot determine";
}
std::cout << "Revocation reason: " << reason << std::endl;

if (certificate.GetType() == Aws::ACM::Model::CertificateType::IMPORTED)

std::cout << "Imported at (GMT): "o<<
certificate.GetImportedAt().ToGmtString(
Aws::Utils::DateFormat::IS0_8601)
<< std::endl;

Aws: :Vector<Aws::String> inUseBys = certificate.GetInUseBy();

if (!inUseBys.empty()) {
std::cout << std::endl << "In use by:" << std::endl << std::endl;

for (auto &in_use_by: inUseBys) {
std::cout << " " << in_use_by << std::endl;

std::cout << std::endl;

if (certificate.GetType() ==
Aws: :ACM: :Model: :CertificateType: :AMAZON_ISSUED &&
certificate.GetStatus() ==
Aws: :ACM: :Model: :CertificateStatus: :ISSUED) {
std::cout << "Issued at (GMT): "o<<
certificate.GetIssuedAt().ToGmtString(
Aws::Utils::DateFormat::IS0_8601)
<< std::endl;

std::cout << "Issuer: " << certificate.GetIssuer() <<
std::endl;

Aws: :ACM: :Model: :KeyAlgorithm keyAlgorithm =
certificate.GetKeyAlgorithm();
Aws: :String algorithm;
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switch (keyAlgorithm) {

case Aws::ACM::Model: :KeyAlgorithm::EC_prime256vl:
algorithm = "P-256 (secp256rl, prime256v1)";
break;

case Aws::ACM::Model: :KeyAlgorithm::EC_secp384rl:
algorithm = "P-384 (secp384rl)";
break;

case Aws::ACM::Model: :KeyAlgorithm::EC_secp521rl:
algorithm = "P-521 (secp521rl)";
break;

case Aws::ACM::Model::KeyAlgorithm: :NOT_SET:
algorithm = "Not set";
break;

case Aws::ACM::Model: :KeyAlgorithm::RSA_1024:
algorithm = "RSA 1024";
break;

case Aws::ACM::Model: :KeyAlgorithm::RSA_2048:
algorithm = "RSA 2048";
break;

case Aws::ACM::Model: :KeyAlgorithm: :RSA_4096:
algorithm = "RSA 4096";

break;
default:
algorithm = "Cannot determine";
}
std::cout << "Key algorithm: " << algorithm << std::endl;

if (certificate.GetStatus() ==
Aws: :ACM: :Model: :CertificateStatus::ISSUED) {
std::cout << "Not valid after (GMT): " <<
certificate.GetNotAfter().ToGmtString(
Aws::Utils::DateFormat::IS0_8601)
<< std::endl;
std::cout << "Not valid before (GMT): " <<
certificate.GetNotBefore().ToGmtString(
Aws::Utils::DateFormat::IS0_8601)
<< std::endl;

Aws: :ACM: :Model: :CertificateTransparencylLoggingPreference
loggingPreference =

Actions 27



AWS SDK Code Examples

Code Library

certificate.GetOptions().GetCertificateTransparencylLogging
Aws::String preference;

switch (loggingPreference) {

case
Aws: :ACM: :Model: :CertificateTransparencylLoggingPreference:
preference = "Disabled";
break;
case
Aws: :ACM: :Model: :CertificateTransparencylLoggingPreference:
preference = "Enabled";
break;
case
Aws: :ACM: :Model: :CertificateTransparencylLoggingPreference:
preference = "Not set";
break;
default:
preference = "Cannot determine";
}
std::cout << "Logging preference: " << preference
std::cout << "Serial: " << certificate

std::endl;
std::cout << "Signature algorithm: "
<< certificate.GetSignatureAlgorithm() <<
std::cout << "Subject: " << certificate
std::endl;

Aws: :ACM: :Model: :CertificateType certificateType =
Aws: :String type;

switch (certificateType) {

case Aws::ACM::Model::CertificateType::AMAZON_I
type = "Amazon issued";
break;

case Aws::ACM::Model::CertificateType::IMPORTED
type = "Imported";
break;

case Aws::ACM::Model::CertificateType::NOT_SET:
type = "Not set";
break;

Preference();

:DISABLED:

:ENABLED:

:NOT_SET:

<< std::endl;

.GetSerial() <<

std::endl;
.GetSubject() <<

certificate.GetType();

SSUED:

case Aws::ACM::Model::CertificateType: :PRIVATE_:
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type = "Private";

break;
default:
type = "Cannot determine";
}
std::cout << "Type: " << type << std::endl;

Aws: :Vector<Aws::String> altNames =
certificate.GetSubjectAlternativeNames();

if (!altNames.empty()) {
std::cout << std::endl << "Alternative names:" <<
std::endl << std::endl;
for (auto &alt_name: altNames) {

std::cout << " " << alt_name << std::endl;

std::cout << std::endl;

return outcome.IsSuccess();

« For API details, see DescribeCertificate in AWS SDK for C++ API Reference.

CLI
AWS CLI
To retrieve the fields contained in an ACM certificate

The following describe-certificate command retrieves all of the fields for the
certificate with the specified ARN:

aws acm describe-certificate --certificate-arn
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012

Output similar to the following is displayed:
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"Certificate": {

"CertificateArn":

"CreatedAt": 1446835267.0,
"DomainName": "www.example.com",
"DomainValidationOptions": [
{
"DomainName": "www.example.com",
"ValidationDomain": "www.example.com",
"ValidationEmails": [
"hostmaster@example.com",
"admin@example.com",
"owner@example.com.whoisprivacyservice.org",
"tech@example.com.whoisprivacyservice.org",
"admin@example.com.whoisprivacyservice.org",
"postmaster@example.com",
"webmaster@example.com",
"administrator@example.com"
]
3,
{
"DomainName": "www.example.net",
"ValidationDomain": "www.example.net",
"ValidationEmails": [
"postmaster@example.net",
"admin@example.net",
"owner@example.net.whoisprivacyservice.org",
"tech@example.net.whoisprivacyservice.org",
"admin@example.net.whoisprivacyservice.org",
"hostmaster@example.net",
"administrator@example.net",
"webmaster@example.net"

}
1,
"InUseBy": [],
"IssuedAt": 1446835815.0,
"Issuer": "Amazon",
"KeyAlgorithm": "RSA-2048",
"NotAfter": 1478433600.0,
"NotBefore": 1446768000.0,
"Serial": "Of:ac:b@:a3:8d:ea:65:52:2d:7d:01:3a:39:36:db:d6",

"arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012",
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"SignatureAlgorithm": "SHA256WITHRSA",
"Status": "ISSUED",
"Subject": "CN=www.example.com",
"SubjectAlternativeNames": [
"www.example.com",
"www.example.net"

» For API details, see DescribeCertificate in AWS CLI Command Reference.

PowerShell

Tools for PowerShell

Example 1: Returns details of the specified certificate.

Get-ACMCertificateDetail -CertificateArn "arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"

Output:
CertificateArn : arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012
CreatedAt : 1/21/2016 5:55:59 PM
DomainName : www.example.com
DomainValidationOptions : {www.example.com}
InUseBy : {3
IssuedAt : 1/1/0001 12:00:00 AM
Issuer :
KeyAlgorithm : RSA-2048
NotAfter : 1/1/0001 12:00:00 AM
NotBefore : 1/1/0001 12:00:00 AM
RevocationReason :
RevokedAt : 1/1/0001 12:00:00 AM
Serial :
SignatureAlgorithm : SHA256WITHRSA
Status : PENDING_VALIDATION
Subject : CN=www.example.com

SubjectAlternativeNames : {www.example.net}
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« For API details, see DescribeCertificate in AWS Tools for PowerShell Cmdlet Reference.

Python

SDK for Python (Boto3)

® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

class AcmCertificate:

Encapsulates ACM functions.

def __init___(self, acm_client):

:param acm_client: A Boto3 ACM client.

self.acm_client = acm_client

def describe(self, certificate_arn):

Gets certificate metadata.

:param certificate_arn: The Amazon Resource Name (ARN) of the
certificate.
:return: Metadata about the certificate.
try:
response = self.acm_client.describe_certificate(
CertificateArn=certificate_azrn
)
certificate = response["Certificate"]
logger.info(
"Got metadata for certificate for domain %s.",
certificate["DomainName"]

)

except ClientError:
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logger.exception("Couldn't get data for certificate %s.",
certificate_arn)
raise
else:
return certificate

» For API details, see DescribeCertificate in AWS SDK for Python (Boto3) API Reference.

Use ExportCexrtificate with an AWS SDK or CLI

The following code examples show how to use ExportCertificate.

C++

SDK for C++

(® Note

There's more on GitHub. Find the complete example and learn how to set up and run

in the AWS Code Examples Repository.

//' Export an AWS Certificate Manager (ACM) certificate.
7
\param certificateArn: The Amazon Resource Name (ARN) of a certificate.
\param passphrase: A passphrase to decrypt the exported certificate.
\param clientConfiguration: AWS client configuration.
\return bool: Function succeeded.
*/
bool AwsDoc::ACM::exportCertificate(const Aws::String &certificateArn,
const Aws::String &passphrase,
const Aws::Client::ClientConfiguration
&clientConfiguration) {
Aws: :ACM: :ACMClient acm_client(clientConfiguration);

Aws: :ACM: :Model: :ExportCertificateRequest request;

Aws::Utils: :CryptoBuffer cryptoBuffer(
reinterpret_cast<const unsigned char *>(passphrase.c_str()),
passphrase.length());
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request.WithCertificateArn(certificateArn).WithPassphrase(cryptoBuffer);

Aws: :ACM: :Model: :ExportCertificateOutcome outcome =
acm_client.ExportCertificate(request);

if (loutcome.IsSuccess()) {
std::cerr << "Error: ExportCertificate: " <<
outcome.GetError().GetMessage() << std::endl;

}
else {
std::cout << "Success: Information about certificate with ARN '"
<< certificateArn << "':" << std::endl << std::endl;
auto result = outcome.GetResult();
std::cout << "Certificate: " << std::endl << std::endl <<
result.GetCertificate() << std::endl << std::endl;
std::cout << "Certificate chain: " << std::endl << std::endl <<
result.GetCertificateChain() << std::endl << std::endl;
std::cout << "Private key: " << std::endl << std::endl <<
result.GetPrivateKey() << std::endl;
}

return outcome.IsSuccess();

« For API details, see ExportCertificate in AWS SDK for C++ API Reference.

CLI
AWS CLI
To export a private certificate issued by a private CA.

The following export-certificate command exports a private certificate, certificate
chain, and private key to your display:

aws acm export-certificate --certificate-arn
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012 --
passphrase file://path-to-passphrase-file
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To export the certificate, chain, and private key to a local file, use the following command:

aws acm export-certificate --certificate-arn
arn:aws:acm:region:sccount:certificate/12345678-1234-1234-1234-123456789012 --

passphrase file://path-to-passphrase-file > c:\temp\export.txt

« For API details, see ExportCertificate in AWS CLI Command Reference.

Use GetCexrtificate with an AWS SDK or CLI

The following code examples show how to use GetCertificate.

Action examples are code excerpts from larger programs and must be run in context. You can see
this action in context in the following code example:

« Manage certificates

C++

SDK for C++

(® Note
There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

//! Get an AWS Certificate Manager (ACM) certificate.
Ad
\param certificateArn: The Amazon Resource Name (ARN) of a certificate.
\param clientConfiguration: AWS client configuration.
\return bool: Function succeeded.
*/
bool AwsDoc::ACM::getCertificate(const Aws::String &certificateArn,
const Aws::Client::ClientConfiguration
&clientConfiguration) {
Aws: :ACM: :ACMClient acmClient(clientConfiguration);

Aws: :ACM: :Model: :GetCertificateRequest request;
request.WithCertificateArn(certificateArn);
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Aws: :ACM: :Model: :GetCertificateOutcome outcome =
acmClient.GetCertificate(request);

if (!outcome.IsSuccess()) {
std::cerr << "Error: GetCertificate: " <<
outcome.GetError().GetMessage() << std::endl;

}
else {
std::cout << "Success: Information about certificate with ARN '"
<< certificateArn << "':" << std::endl << std::endl;
auto result = outcome.GetResult();
std::cout << "Certificate: " << std::endl << std::endl <<
result.GetCertificate() << std::endl;
std::cout << "Certificate chain: " << std::endl << std::endl <<
result.GetCertificateChain() << std::endl;
}

return outcome.IsSuccess();

» For API details, see GetCertificate in AWS SDK for C++ API Reference.

CLI

AWS CLI

To retrieve an ACM certificate

The following get-certificate command retrieves the certificate for the specified ARN

and the certificate chain:

aws acm get-certificate --certificate-arn

arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012

Output similar to the following is displayed:

"Certificate": "----- BEGIN CERTIFICATE-----
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MIICiTCCAfICCQD6M70RwOuUX0jANBgkghkiGOw@BAQUFADCBiDELMAKGALUEBhMC
VVMxCzAJBgNVBAgTA1dBMRAWDgYDVQQHEwWdTZWF@dGx1MQ8wDQYDVQQKEwWZBbWF6
b24xFDASBgNVBASTC@1BTSBDb25zb2x1MRIWEAYDVQQDEwW1UZXN@Q21sYWMxHzAd
BgkghkiG9w@BCQEWEG5vb251QGFtYXpvbi5jb2@wHhcNMTEWNDI1IMFA@ONTIXxWhcN
MTIWNDI@OMjAONTIXxWjCBiDELMAKGAIUEBhMCVVMxCzAJBgNVBAgTA1dBMRAwWDgYD
VQQHEwdTZWF@dGx1MQ8wDQYDVQQKEwZBbWF6b24xFDASBgNVBASTCO1BTSBDb252Z
b2x1MRIWEAYDVQQDEw1UZXN@Q21sYWMxHzAdBgkqhkiGOw@BCQEWEG5vb251QGFt
YXpvbi5jb20wgZ8wDQYJIKoZIhvcNAQEBBQADgYQAMIGIA0GBAMaK@dn+a4GmWIW]
21uUSTfwfEvySWtC2XADZ4nB+BLYgVIk6@CpiwsZ3G93vUEIO3IyNoH/fOwWYK8mOT
rDHudUZg3qX4wal.G5M43q7Wgc/MbQITx0USQv7c7ugFFDZzQGBzZswY6786m86gpE
Ibb30hjZnzcvQAaRHhd1QWIMm2nrAgMBAAEWDQYJKoZIhvcNAQEFBQADgYEAtCu4
nUhVVxYUntneD9+h8Mg9q6q+auNKyExzylwax1Aoo7TIHidbtS4J5iNmZgXL@OFkb
FFBjvSfplIll@0@zbhNYS5f6GUOEDMFI10ZXxBHjInyp3780D8uTs7fLvjx79LjSTh
NYiytVbzZPQUQ5Yaxu2jXnimvw3rrszlaEXAMPLE=

"CertificateChain": "----- BEGIN CERTIFICATE-----
MIICiTCCAfICCQD6M70RwWOUX0jANBgkghkiGOw@BAQUFADCBiDELMAKGALIUEBhMC
VVMxCzAJBgNVBAgTA1dBMRAwWDgYDVQQHEwWdTZWF@dGx1MQ8wDQYDVQQKEwZBbWF6
b24xFDASBgNVBAsSTC@1BTSBDb25zb2x1MRIWEAYDVQQDEW1UZXN@Q21sYWMxHzAd
BgkghkiGO9w@BCQEWEG5vb251QGFtYXpvbi5jb2@wHhcNMTEWNDI1IMFA@ONTIXWhcN
MTIWNDIOMjAONTIxWjCBiDELMAKGAIUEBhMCVVMxCzAJBgNVBAgTA1dBMRAwWDgYD
VQQHEwdTZWF@dGx1MQ8wDQYDVQQKEwZBbWF6b24xFDASBgNVBASTCO1BTSBDb252Z
b2x1MRIWEAYDVQQDEw1UZXN@Q21sYWMxHzAdBgkqhkiGOw@BCQEWEG5vb251QGFt
YXpvbi5jb20wgzZ8wDQYJIKoZIhvcNAQEBBQADgYQAMIGIA0GBAMaK@dn+a4GmWIW]
21uUSfwfEvySWtC2XADZ4nB+BLYgVIk6@CpiwsZ3G93vUEIO3IyNoH/fOwYK8mOT
rDHudUZg3gX4walG5M43q7Wgc/MbQITx0USQv7c7ugFFDzQGBzZswY6786m86gpE
Ibb30hjZnzcvQAaRHhd1QWIMm2nrAgMBAAEWDQYJKoZIhvcNAQEFBQADgYEAtCu4
nUhVVxYUntneD9+h8Mg9q6q+auNKyExzylLwax1lAoo7TIHidbtS4J5iNmZgXL@Fkb
FFBjvSfpJI1ll00zbhNYS5f6GUOEDMFI10ZxBHjInyp3780D8uTs7fLvjx79LjSTh
NYiytVbzZPQUQ5Yaxu2jXnimvw3rrszlaEXAMPLE=

MIICiTCCAfICCQD6M70RwWOUX0jANBgkghkiGOw@BAQUFADCBiDELMAKGALIUEBhMC
VVMxCzAJBgNVBAgTA1dBMRAwWDgYDVQQHEwdTZWF@dGx1MQ8wDQYDVQQKEwZBbWF6
b24xFDASBgNVBAsSTC@Q1BTSBDb25zb2x1MRIWEAYDVQQDEW1UZXN@Q21sYWMxHzAd
BgkghkiGO9w@BCQEWEG5vb251QGFtYXpvbi5jb2@wHhcNMTEWNDI1IMFA@ONTIXWhcN
MTIWNDIOMjAONTIxWjCBiDELMAKGAIUEBhMCVVMxCzAJBgNVBAgTA1dBMRAwWDgYD
VQQHEwdTZWF@dGx1MQ8wDQYDVQQKEwZBbWF6b24xFDASBgNVBASTCO1BTSBDb252Z
b2x1MRIWEAYDVQQDEw1UZXN@Q21sYWMxHzAdBgkqhkiGOw@BCQEWEG5vb251QGFt
YXpvbi5jb20wgzZ8wDQYJIKoZIhvcNAQEBBQADgYQAMIGIA0GBAMaK@dn+a4GmWIW]
21uUSfwfEvySWtC2XADZ4nB+BLYgVIk6@CpiwsZ3G93vUEIO3IyNoH/fOwYK8mIT
rDHudUZg3gX4walG5M43q7Wgc/MbQITx0USQv7c7ugFFDzQGBzZswY6786m86gpE
Ibb30hjZnzcvQAaRHhd1QWIMm2nrAgMBAAEWDQYJKoZIhvcNAQEFBQADgYEAtCu4
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nUhVVxYUntneD9+h8Mg9q6q+auNKyExzylwax1lAoo7TIHidbtS4J5iNmZgXL@Fkb
FFBjvSfpJlIll0@zbhNYS5f6GuoEDMFI10ZxBHjInyp3780D8uTs7fLvjx79LjSTh
NYiytVbzZPQUQ5Yaxu2jXnimvw3rrszlaEXAMPLE=

MIICiTCCAfICCQD6M70RwWOUX0jANBgkghkiGOw@BAQUFADCBiDELMAKGALIUEBhMC
VVMxCzAJBgNVBAgTA1dBMRAwWDgYDVQQHEwdTZWF@dGx1MQ8wDQYDVQQKEwZBbWF6
b24xFDASBgNVBASTCQ1BTSBDb25zb2x1MRIWEAYDVQQDEW1UZXN@Q21sYWMxHzAd
BgkghkiGO9w@BCQEWEG5vb251QGFtYXpvbi5jb2@wHhcNMTEWNDI1IMFA@ONTIXxWhcN
MTIWNDIOMjAONTIxWjCBiDELMAKGAIUEBhMCVVMxCzAJBgNVBAgTA1dBMRAwWDgYD
VQQHEwdTZWF@dGx1MQ8wDQYDVQQKEwZBbWF6b24xFDASBgNVBASTCO1BTSBDb252Z
b2x1MRIWEAYDVQQDEw1UZXN@Q21sYWMxHzAdBgkqhkiGOw@BCQEWEG5vb251QGFt
YXpvbi5jb20wgzZ8wDQYJIKoZIhvcNAQEBBQADgYQAMIGIA0GBAMaK@dn+a4GmWIW]
21uUSfwfEvySWtC2XADZ4nB+BLYgVIk6@CpiwsZ3G93vUEIO3IyNoH/fOwYK8mIT
rDHudUZg3gX4walG5M43q7Wgc/MbQITx0USQv7c7ugFFDzQGBzZswY6786m86gpE
Ibb30hjZnzcvQAaRHhd1QWIMm2nrAgMBAAEWDQYJKoZIhvcNAQEFBQADgYEAtCu4
nUhVVxYUntneD9+h8Mg9q6q+auNKyExzylwax1lAoo7TIHidbtS4J5iNmZgXL@Fkb
FFBjvSfpJI1ll00zbhNYS5f6GUoEDMFI10ZxBHjInyp3780D8uTs7fLvjx79LjSTh
NYiytVbzZPQUQ5Yaxu2jXnimvw3rrszlaEXAMPLE=

« For API details, see GetCertificate in AWS CLI Command Reference.

PowerShell

Tools for PowerShell

the certificate.

Get-ACMCertificate -CertificateArn "arn:aws:acm:us-

east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"

» For API details, see GetCertificate in AWS Tools for PowerShell Cmdlet Reference.

Example 1: This example shows how to return a certificate and its chain using the ARN of
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Python

SDK for Python (Boto3)

(® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

class AcmCertificate:

Encapsulates ACM functions.

def __init__ (self, acm_client):

:param acm_client: A Boto3 ACM client.

self.acm_client = acm_client

def get(self, certificate_arn):

Gets the body and certificate chain of a certificate.

:param certificate_arn: The ARN of the certificate.
:return: The body and chain of a certificate.
try:
response =
self.acm_client.get_certificate(CertificateArn=certificate_azrn)
logger.info("Got certificate %s and its chain.", certificate_arn)
except ClientError:
logger.exception("Couldn't get certificate %s.", certificate_arn)
raise
else:
return response

» For API details, see GetCertificate in AWS SDK for Python (Boto3) API Reference.
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Use ImportCexrtificate with an AWS SDK or CLI

The following code examples show how to use ImportCertificate.

Action examples are code excerpts from larger programs and must be run in context. You can see

this action in context in the following code example:

« Manage certificates

C++

SDK for C++

(® Note

There's more on GitHub. Find the complete example and learn how to set up and run

in the AWS Code Examples Repository.

//' Import an AWS Certificate Manager (ACM) certificate.
e
\param certificateFile: Path to certificate to import.
\param privateKeyFile: Path to file containing a private key.

\param certificateChainFile: Path to file containing a PEM encoded certificate

chain.
\param clientConfiguration: AWS client configuration.
\return bool: Function succeeded.

*/

bool AwsDoc::ACM::importCertificate(const Aws::String &certificateFile,
const Aws::String &privateKeyFile,

const Aws::String &certificateChainFile,

const Aws::Client::ClientConfiguration

&clientConfiguration) {
std::ifstream certificateInStream(certificateFile.c_str());
if (!certificateInStream) {

std::cerr << "Error: The certificate file '" << certificateFile <<

"' does not exist." << std::endl;

return false;

std::ifstream privateKeyInstream(privateKeyFile.c_str());
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if (!privateKeyInstream) {
std::cerr << "Error: The private key file '" << privateKeyFile <<

does not exist." << std::endl;

return false;

std::ifstream certificateChainInStream(certificateChainFile.c_str());
if (!certificateChainInStream) {
std::cerr << "Error: The certificate chain file '"
<< certificateChainFile << "' does not exist." << std::endl;

return false;

Aws::String certificate;
certificate.assign(std::istreambuf_iterator<char>(certificateInStream),
std::istreambuf_iterator<char>());

Aws: :String privateKey;
privateKey.assign(std::istreambuf_iterator<char>(privateKeyInstream),
std: :istreambuf_iterator<char>());

Aws::String certificateChain;

certificateChain.assign(std::istreambuf_iterator<char>(certificateChainInStream),
std: :istreambuf_iterator<char>());

Aws: :ACM::ACMClient acmClient(clientConfiguration);

Aws: :ACM: :Model: :ImportCertificateRequest request;

request.WithCertificate(Aws: :Utils::ByteBuffer((unsigned char *)
certificate.c_str(),
certificate.size()))
WithPrivateKey(Aws::Utils::ByteBuffer((unsigned char *)
privateKey.c_str(),
privateKey.size()))
WithCertificateChain(Aws: :Utils::ByteBuffer((unsigned char *)

certificateChain.c_str(),

certificateChain.size()));
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Aws: :ACM: :Model: :ImportCertificateOutcome outcome =
acmClient.ImportCertificate(request);

if ('outcome.IsSuccess()) {
std::cerr << "Error: ImportCertificate: " <<

outcome.GetError().GetMessage() << std::endl;

return false;

}
else {
std::cout << "Success: Certificate associated with ARN '" <<
outcome.GetResult().GetCertificateArn() << "' imported."
<< std::endl;
return true;
}

» For API details, see ImportCertificate in AWS SDK for C++ API Reference.

CLI

AWS CLI
To import a certificate into ACM.

The following import-certificate command imports a certificate into ACM. Replace the
file names with your own:

aws acm import-certificate --certificate file://Certificate.pem --certificate-
chain file://CertificateChain.pem --private-key file://PrivateKey.pem

» For API details, see ImportCertificate in AWS CLI Command Reference.
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Python

SDK for Python (Boto3)

® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

class AcmCertificate:

Encapsulates ACM functions.

def __init___(self, acm_client):

:param acm_client: A Boto3 ACM client.

self.acm_client = acm_client

def import_certificate(self, certificate_body, private_key):

Imports a self-signed certificate to ACM.

:param certificate_body: The body of the certificate, in PEM format.
:param private_key: The unencrypted private key of the certificate, in
PEM
format.
:return: The ARN of the imported certificate.
try:
response = self.acm_client.import_certificate(
Certificate=certificate_body, PrivateKey=private_key
)
certificate_arn = response["CertificateArn"]
logger.info("Imported certificate.")
except ClientError:
logger.exception("Couldn't import certificate.")
raise
else:
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return certificate_arn

» For API details, see ImportCertificate in AWS SDK for Python (Boto3) API Reference.

Use ListCerxtificates with an AWS SDK or CLI

The following code examples show how to use ListCertificates.

Action examples are code excerpts from larger programs and must be run in context. You can see
this action in context in the following code example:

» Manage certificates

.NET

AWS SDK for .NET

(@ Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

using System;

using System.Threading.Tasks;

using Amazon;

using Amazon.CertificateManager;

using Amazon.CertificateManager.Model;

namespace ListCertificates

{
// The following example retrieves and displays a list of the
// certificates defined for the default account using the AWS
// Certificate Manager (ACM) service.
class ListCertificates

{
// Specify your AWS Region (an example Region is shown).
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private static readonly RegionEndpoint ACMRegion =
RegionEndpoint.USEastl;
private static AmazonCertificateManagerClient _client;

static void Main(string[] args)

{

_client = new AmazonCertificateManagerClient(ACMRegion);
var certificatelist = ListCertificatesResponseAsync(client:

Console.WriteLine("Certificate Summary List\n");

foreach (var certificate in
certificatelList.Result.CertificateSummarylList)
{
Console.WriteLine($"Certificate Domain:
{certificate.DomainNamel}");
Console.WriteLine($"Certificate ARN:
{certificate.CertificateArn}\n");

}

/// <summary>

/// Retrieves a list of the certificates defined in this Region.

/// </summary>
/// <param name="client">The ACM client object passed to the

/// ListCertificateResAsync method call.</param>
/// <param name="request'"></param>
/// <returns>The ListCertificatesResponse.</returns>
static async Task<ListCertificatesResponse>
ListCertificatesResponseAsync(
AmazonCertificateManagerClient client)

var request = new ListCertificatesRequest();

var response = await client.ListCertificatesAsync(request);
return response;

» For API details, see ListCertificates in AWS SDK for .NET API Reference.

_client);
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C++

SDK for C++

® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

//! List the AWS Certificate Manager (ACM) certificates in an account.
/ol
\param clientConfiguration: AWS client configuration.
\return bool: Function succeeded.
*/
bool AwsDoc::ACM::listCertificates(
const Aws::Client::ClientConfiguration &clientConfiguration) {
Aws: :ACM::ACMClient acmClient(clientConfiguration);

Aws: :ACM: :Model::ListCertificatesRequest request;
Aws: :Vector<Aws::ACM: :Model::CertificateSummary> allCertificates;
Aws: :String nextToken;
do {
if (!nextToken.empty()) {
request.SetNextToken(nextToken);

Aws: :ACM: :Model::ListCertificatesOutcome outcome =
acmClient.ListCertificates(request);

if (!outcome.IsSuccess()) {
std::cerr << "Error: ListCertificates: " <<
outcome.GetError().GetMessage() << std::endl;

return false;

}
else {
const Aws::ACM::Model::ListCertificatesResult &result =
outcome.GetResult();

const Aws::Vector<Aws::ACM::Model::CertificateSummary> &certificates
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result.GetCertificateSummaryList();
allCertificates.insert(allCertificates.end(), certificates.begin(),
certificates.end());

nextToken = result.GetNextToken();

}
} while (!nextToken.empty());

if (lallCertificates.empty()) {
for (const Aws::ACM::Model::CertificateSummary &certificate:
allCertificates) {

std::cout << "Certificate ARN: " <<
certificate.GetCertificateArn() << std::endl;
std::cout << "Domain name: "o<<
certificate.GetDomainName() << std::endl << std::endl;
}
}
else {
std::cout << "No available certificates found in account."
<< std::endl;
}

return true;

« For API details, see ListCertificates in AWS SDK for C++ API Reference.

CLI
AWS CLI
To list the ACM certificates for an AWS account

The following 1list-certificates command lists the ARNs of the certificates in your
account:

aws acm list-certificates

The preceding command produces output similar to the following:
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"CertificateSummarylList": [

{
"CertificateArn":
"arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012",
"DomainName": "www.example.com"
.
{
"CertificateArn": "arn:aws:acm:region:account:certificate/aaaaaaaa-
bbbb-cccc-dddd-eeeeeeeceeecee",
"DomainName": "www.example.net"
}

You can decide how many certificates you want to display each time you call 1ist-
certificates. For example, if you have four certificates and you want to display no more
than two at a time, set the max-items argument to 2 as in the following example:

aws acm list-certificates --max-items 2

Two certificate ARNs and a NextToken value will be displayed:

"CertificateSummaryList": [

{
"CertificateArn": "arn:aws:acm:region:account: \
certificate/12345678-1234-1234-1234-123456789012",
"DomainName": "www.example.com"
by
{
"CertificateArn": "arn:aws:acm:region:account: \
certificate/aaaaaaaa-bbbb-cccc-dddd-eeeceeceeceeeee"”,
"DomainName": "www.example.net"
}
1)

"NextToken": "9f4d9f69-275a-41fe-b58e-2b837bd9bas8"

To display the next two certificates in your account, set this NextToken value in your next
call:

aws acm list-certificates --max-items 2 --next-token 9f4d9f69-275a-41fe-
b58e-2b837bd9ba48
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You can filter your output by using the certificate-statuses argument. The following
command displays certificates that have a PENDING_VALIDATION status:

aws acm list-certificates --certificate-statuses PENDING_VALIDATION

You can also filter your output by using the includes argument. The following command
displays certificates filtered on the following properties. The certificates to be displayed:

- Specify that the RSA algorithm and a 2048 bit key are used to generate key
pairs.

- Contain a Key Usage extension that specifies that the certificates can be used
to create digital signatures.

- Contain an Extended Key Usage extension that specifies that the certificates
can be used for code signing.

aws acm list-certificates --max-items 10 --includes
extendedKeyUsage=CODE_SIGNING, keyUsage=DIGITAL_SIGNATURE, keyTypes=RSA_2048

« For API details, see ListCertificates in AWS CLI Command Reference.

PowerShell

Tools for PowerShell

Example 1: Retrieves a list of all your certificate ARNs and the domain name for each.
The cmdlet will automatically paginate to retrieve all the ARNs. To manually control
pagination, use the -MaxItem parameter to control how many certificate ARNs are
returned for each service call and the -NextToken parameter to indicate the starting
point for each call.

Get-ACMCertificatelist

Output:

CertificateArn
DomainName
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arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012
www.example.com

Example 2: Retrieves a list of all your certificate ARNs where the certificate status
matches on the supplied states.

Get-ACMCertificatelist -CertificateStatus "VALIDATION_TIMED_OUT","FAILED"

Example 3: This example returns a list of all certificates in the us-east-1 region that have
a key type of RSA_2048, and an extended key usage, or purpose, of CODE_SIGNING.

You can find the values for these filtering parameters in the ListCertificates Filters

API reference topic: https://docs.aws.amazon.com/acm/latest/APIReference/
APIL_Filters.html.

Get-ACMCertificatelList -Region us-east-1 -Includes_KeyType RSA_2048 -
Includes_ExtendedKeyUsage CODE_SIGNING

Output:

CertificateArn
DomainName

arn:aws:acm:us-east-1:8xxxXXXXXxxx:certificate/xxxxxxxx-d7c@-48cl-
af8d-2133d8f30zzz *.route53docs.com
arn:aws:acm:us-east-1:8xxxXXXXXxxx:certificate/xxxxxxxx-98a5-443d-
a734-800430c80zzz nerdzizm.net
arn:aws:acm:us-east-1:8xxxxxxxxxxx:certificate/xxxxxxxx-2be6-4376-8fa7-
bad559525zzz

arn:aws:acm:us-east-1:8xXXXXXXXxXxx:certificate/XxXXXXxXXx-
e7ca-44c5-803e-24d9f2f36zzz
arn:aws:acm:us-east-1:8xXXXXXXXxxx:certificate/
XXXXXXXX-1241-4b71-80b1-090305a62zzz
arn:aws:acm:us-east-1:8xxxXxxxxxxx:certificate/xxxxxxxx-8709-4568-8c64-
£94617c99zzz
arn:aws:acm:us-east-1:8xxxxxxxxxxx:certificate/xxxxxxxx-a8fa-4a61-98cf-
e@8cccleezzz
arn:aws:acm:us-east-1:8xxxxxxxxxxx:certificate/xxxxxxxx-fa4s7-40fe-
a714-2d277d3eezzz *.route53docs.com
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« For API details, see ListCertificates in AWS Tools for PowerShell Cmdlet Reference.

Python

SDK for Python (Boto3)

® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

class AcmCertificate:

Encapsulates ACM functions.

def __init___(self, acm_client):

:param acm_client: A Boto3 ACM client.

self.acm_client = acm_client

def list(
self,
max_items,
statuses=None,
key_usage=None,
extended_key_usage=None,
key_types=None,

):

Lists the certificates for the current account.

:param max_items: The maximum number of certificates to list.

:param statuses: Filters the results to the specified statuses. If None,
all

certificates are included.

:param key_usage: Filters the results to the specified key usages. If

None,

all key usages are included.
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:param extended_key_usage: Filters the results to the specified extended

key
usages. If None, all extended key usages are
included.
:param key_types: Filters the results to the specified key types. If
None, all

key types are included.
:return: The list of certificates.
try:
kwargs = {"MaxItems": max_items}
if statuses is not None:
kwargs["CertificateStatuses"] = statuses
includes = {3}
if key_usage is not None:
includes["keyUsage"] = key_usage
if extended_key_usage is not None:
includes["extendedKeyUsage"] = extended_key_usage
if key_types is not None:
includes["keyTypes"] = key_types
if includes:
kwargs["Includes"] = includes
response = self.acm_client.list_certificates(**kwargs)
certificates = response["CertificateSummarylList"]
logger.info("Got %s certificates.", len(certificates))
except ClientError:
logger.exception("Couldn't get certificates.")
raise
else:
return certificates

» For API details, see ListCertificates in AWS SDK for Python (Boto3) API Reference.

Use ListTagsForCextificate with an AWS SDK or CLI

The following code examples show how to use ListTagsForCertificate.

Action examples are code excerpts from larger programs and must be run in context. You can see
this action in context in the following code example:

« Manage certificates
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C++

SDK for C++

® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

//! List the tags for an AWS Certificate Manager (ACM) certificate.
Al
\param certificateArn: The Amazon Resource Name (ARN) of a certificate.
\param clientConfiguration: AWS client configuration.
\return bool: Function succeeded.
*/
bool AwsDoc::ACM::listTagsForCertificate(const Aws::String &certificateArn,
const Aws::Client::ClientConfiguration
&clientConfiguration) {
Aws: :ACM: :ACMClient acm_client(clientConfiguration);

Aws: :ACM: :Model::ListTagsForCertificateRequest request;
request.WithCertificateArn(certificateArn);

Aws: :ACM: :Model::ListTagsForCertificateOutcome outcome =
acm_client.ListTagsForCertificate(request);

if (!outcome.IsSuccess()) {
std::cout << "Error: ListTagsForCertificate: " <<
outcome.GetError().GetMessage() << std::endl;

return false;

}
else {
std::cout << "Success: Information about tags for "
"certificate with ARN '"
<< certificateArn << "':" << std::endl << std::endl;

auto result = outcome.GetResult();

Aws::Vector<Aws::ACM: :Model::Tag> tags =
result.GetTags();
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if (tags.size() > 0) {
for (const Aws::ACM::Model::Tag &tag: tags) {
std::cout << "Key: " << tag.GetKey() << std::endl;
std::cout << "Value: " << tag.GetValue()
<< std::endl << std::endl;

}
}
else {

std::cout << "No tags found." << std::endl;
}

return true;

» For API details, see ListTagsForCertificate in AWS SDK for C++ APl Reference.

CLI
AWS CLI
To list the tags applied to an ACM Certificate

The following 1list-tags-for-certificate command lists the tags applied to a
certificate in your account:

aws acm list-tags-for-certificate --certificate-arn
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012

The preceding command produces output similar to the following:

{
"Tags": [

{
"Value": "Website",
"Key": "Purpose"

I

{
"Value": "Alice",

"Key": "Admin"
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}

» For API details, see ListTagsForCertificate in AWS CLI Command Reference.

Python

SDK for Python (Boto3)

® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

class AcmCertificate:

Enca

psulates ACM functions.

def __init___(self, acm_client):

def

certifi

:param acm_client: A Boto3 ACM client.

self.acm_client = acm_client

list_tags(self, certificate_arn):

Lists the tags attached to a certificate.

:param certificate_arn: The ARN of the certificate.
:return: The dictionary of certificate tags.
try:
response = self.acm_client.list_tags_for_certificate(
CertificateArn=certificate_arn

)

tags = {tag["Key"]: tag["Value"] for tag in response["Tags"]1}

logger.info("Got %s tags for certificates %s.", len(tags),
cate_arn)
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except ClientError:
logger.exception("Couldn't get tags for certificate %s.",
certificate_arn)
raise
else:
return tags

» For API details, see ListTagsForCertificate in AWS SDK for Python (Boto3) APl Reference.

Use RemoveTagsFromCertificate with an AWS SDK or CLI

The following code examples show how to use RemoveTagsFromCertificate.

Action examples are code excerpts from larger programs and must be run in context. You can see
this action in context in the following code example:

« Manage certificates

C++

SDK for C++

(® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

//! Remove a tag from an ACM certificate.
/2
\param certificateArn: The Amazon Resource Name (ARN) of a certificate.
\param tagKey: The key for the tag.
\param tagValue: The value for the tag.
\param clientConfiguration: AWS client configuration.
\return bool: Function succeeded.
*/
bool AwsDoc::ACM::removeTagsFromCertificate(const Aws::String &certificateArn,
const Aws::String &tagKey,

Actions 26


https://docs.aws.amazon.com/goto/boto3/acm-2015-12-08/ListTagsForCertificate
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/cpp/example_code/acm#code-examples

AWS SDK Code Examples Code Library

const Aws::String &tagValue,
const
Aws::Client::ClientConfiguration &clientConfiguration) {
Aws: :ACM: :ACMClient acmClient(clientConfiguration);

Aws: :Vector<Aws: :ACM: :Model::Tag> tags;

Aws: :ACM: :Model::Tag tag;
tag.SetKey(tagKey);

tags.push_back(tag);
Aws: :ACM: :Model: :RemoveTagsFromCertificateRequest request;
request.WithCertificateArn(certificateArn)

.WithTags(tags);

Aws: :ACM: :Model: :RemoveTagsFromCertificateOutcome outcome =
acmClient.RemoveTagsFromCertificate(request);

if (!outcome.IsSuccess()) {
std::cerr << "Error: RemoveTagFromCertificate: " <<

outcome.GetError().GetMessage() << std::endl;

return false;

}
else {
std::cout << "Success: Tag with key '" << tagKey << "' removed from "
<< "certificate with ARN '" << certificateArn << "'." <<
std::endl;
return true;
}

» For API details, see RemoveTagsFromCertificate in AWS SDK for C++ APl Reference.

CLI

AWS CLI

To remove a tag from an ACM Certificate
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The following remove-tags-from-certificate command removes two tags from the
specified certificate. Use a space to separate multiple tags:

aws acm remove-tags-from-certificate --certificate-arn
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012 --
tags Key=Admin,Value=Alice Key=Purpose,Value=Website

» For API details, see RemoveTagsFromCertificate in AWS CLI Command Reference.

Python

SDK for Python (Boto3)

(® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

class AcmCertificate:

Encapsulates ACM functions.

def __init___(self, acm_client):

:param acm_client: A Boto3 ACM client.

self.acm_client = acm_client

def remove_tags(self, certificate_arn, tags):
Removes tags from a certificate. If the value of a tag is specified, the
tag is
removed only when the value matches the value of the certificate's tag.
Otherwise, the tag is removed regardless of its value.

:param certificate_arn: The ARN of the certificate.
:param tags: The dictionary of tags to remove.
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try:
cert_tags = []
for key, value in tags.items():
tag = {"Key": key}
if value is not None:
tag["Value"] = value
cert_tags.append(tag)
self.acm_client.remove_tags_from_certificate(
CertificateArn=certificate_arn, Tags=cert_tags
)
logger.info(
"Removed %s tags from certificate %s.", len(tags),
certificate_arn
)
except ClientError:
logger.exception(
"Couldn't remove tags from certificate %s.", certificate_arn

)

raise

» For API details, see RemoveTagsFromCertificate in AWS SDK for Python (Boto3) API
Reference.

Use RenewCertificate with an AWS SDK or CLI
The following code example shows how to use RenewCertificate.
C++

SDK for C++

(® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

//! Renew an AWS Certificate Manager (ACM) certificate.
/*!
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\param certificateArn: The Amazon Resource Name (ARN) of a certificate.
\param clientConfiguration: AWS client configuration.
\return bool: Function succeeded.
*/
bool AwsDoc::ACM::renewCertificate(const Aws::String &certificateArn,
const Aws::Client::ClientConfiguration
&clientConfiguration) {
Aws: :ACM: :ACMClient acmClient(clientConfiguration);

Aws: :ACM: :Model: :RenewCertificateRequest request;
request.SetCertificateArn(certificateArn);

Aws: :ACM: :Model: :RenewCertificateOutcome outcome =
acmClient.RenewCertificate(request);

if ('outcome.IsSuccess()) {
std::cerr << "Error: RenewCertificate: " <<

outcome.GetError().GetMessage() << std::endl;

return false;

}
else {
std::cout << "Success: Renewed certificate with ARN '"
<< certificateArn << "'." << std::endl;
return true;
}

» For API details, see RenewCertificate in AWS SDK for C++ API Reference.

Use RequestCertificate with an AWS SDK or CLI

The following code examples show how to use RequestCertificate.

Action examples are code excerpts from larger programs and must be run in context. You can see
this action in context in the following code example:

» Manage certificates
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C++

SDK for C++

® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

//! Request an AWS Certificate Manager (ACM) certificate.
/5
\param domainName: A fully qualified domain name.
\param idempotencyToken: Customer chosen string for idempotency.
\param clientConfiguration: AWS client configuration.
\return bool: Function succeeded.
*/
bool AwsDoc::ACM::requestCertificate(const Aws::String &domainName,
const Aws::String &idempotencyToken,
const Aws::Client::ClientConfiguration
&clientConfiguration) {
Aws: :ACM::ACMClient acmClient(clientConfiguration);

Aws: :ACM: :Model: :RequestCertificateRequest request;
request.WithDomainName(domainName)
.WithIdempotencyToken(idempotencyToken);

Aws: :ACM: :Model: :RequestCertificateOutcome outcome =
acmClient.RequestCertificate(request);

if (loutcome.IsSuccess()) {
std::cerr << "RequestCertificate error: " <<
outcome.GetError().GetMessage() << std::endl;

return false;
}
else {
std::cout << "Success: The newly requested certificate's "
"ARN is '" <<
outcome.GetResult().GetCertificateArn() <<
"M << std::endl;
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return true;

» For API details, see RequestCertificate in AWS SDK for C++ API Reference.

CLI

AWS CLI
To request a new ACM certificate

The following request-certificate command requests a new certificate for the
www.example.com domain using DNS validation:

aws acm request-certificate --domain-name www.example.com --validation-method DNS

You can enter an idempotency token to distinguish between calls to request-
certificate:

aws acm request-certificate --domain-name www.example.com --validation-method DNS
--idempotency-token 9ladc4b5q

You can enter one or more subject alternative names to request a certificate that will protect
more than one apex domain:

aws acm request-certificate --domain-name example.com --validation-method DNS --
idempotency-token 9ladc45q --subject-alternative-names www.example.net

You can enter an alternative name that can also be used to reach your website:

aws acm request-certificate --domain-name example.com --validation-method DNS --
idempotency-token 9ladc45q --subject-alternative-names www.example.com

You can use an asterisk (*) as a wildcard to create a certificate for several subdomains in the
same domain:

aws acm request-certificate --domain-name example.com --validation-method DNS --
idempotency-token 9ladc45q --subject-alternative-names *.example.com
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You can also enter multiple alternative names:

aws acm request-certificate --domain-name example.com --validation-method DNS --
subject-alternative-names b.example.com c.example.com d.example.com

If you are using email for validation, you can enter domain validation options to specify the
domain to which the validation email will be sent:

aws acm request-certificate --domain-name example.com --validation-method
EMAIL --subject-alternative-names www.example.com --domain-validation-options
DomainName=example.com,ValidationDomain=example.com

The following command opts out of certificate transparency logging when you request a
new certificate:

aws acm request-certificate --domain-name www.example.com --validation-method DNS
--options CertificateTransparencylLoggingPreference=DISABLED --idempotency-token
184627

« For API details, see RequestCertificate in AWS CLI Command Reference.

PowerShell

Tools for PowerShell

Example 1: Creates a new certificate. The service returns the ARN of the new certificate.
New-ACMCertificate -DomainName "www.example.com"

Output:

arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012

Example 2: Creates a new certificate. The service returns the ARN of the new certificate.

New-ACMCertificate -DomainName "www.example.com" -SubjectAlternativeName
"example.com", "www.example.net"

Output:
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arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012

» For API details, see RequestCertificate in AWS Tools for PowerShell Cmdlet Reference.

Python

SDK for Python (Boto3)

® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

class AcmCertificate:

Encapsulates ACM functions.

def __init___(self, acm_client):

:param acm_client: A Boto3 ACM client.

self.acm_client = acm_client

def request_validation(
self, domain, alternate_domains, method, validation_domains=None

Starts a validation request that results in a new certificate being
issued

by ACM. DNS validation requires that you add CNAME records to your DNS

provider. Email validation sends email to a list of email addresses that

are associated with the domain.

For more information, see _Issuing and managing certificates_ in the ACM
user guide.
https://docs.aws.amazon.com/acm/latest/userguide/gs.html
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:param domain: The primary domain to associate with the certificate.
:param alternate_domains: Subject Alternate Names (SANs) for the
certificate.
:param method: The validation method, either DNS or EMAIL.
:param validation_domains: Alternate domains to use for email validation,
when
the email domain differs from the primary
domain of
the certificate.
:return: The ARN of the requested certificate.
try:
kwargs = {
"DomainName": domain,
"ValidationMethod": method,
"SubjectAlternativeNames": alternate_domains,
}
if validation_domains is not None:
kwargs["DomainValidationOptions"] = [
{"DomainName": key, "ValidationDomain": value}
for key, value in validation_domains.items()
]
response = self.acm_client.request_certificate(**kwargs)
certificate_arn = response["CertificateArn"]
logger.info(
"Requested %s validation for domain %s. Certificate ARN is %s.",
method,
domain,
certificate_arn,
)
except ClientError:
logger.exception(
"Request for %s validation of domain %s failed.", method, domain
)
raise
else:
return certificate_arn

» For API details, see RequestCertificate in AWS SDK for Python (Boto3) APl Reference.
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Use ResendValidationEmail with an AWS SDK or CLI

The following code examples show how to use ResendValidationEmail.

Action examples are code excerpts from larger programs and must be run in context. You can see
this action in context in the following code example:

« Manage certificates

C++

SDK for C++

(® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

//! Resend the email that requests domain ownership validation.
Ad
\param certificateArn: The Amazon Resource Name (ARN) of a certificate.
\param domainName: A fully qualified domain name.
\param validationDomain: The base validation domain that will act as the suffix
of the email addresses.
\param clientConfiguration: AWS client configuration.
\return bool: Function succeeded.
*/
bool AwsDoc::ACM::resendValidationEmail(const Aws::String &certificateArn,
const Aws::String &domainName,
const Aws::String &validationDomain,
const Aws::Client::ClientConfiguration
&clientConfiguration) {
Aws: :ACM::ACMClient acmClient(clientConfiguration);

Aws: :ACM: :Model: :ResendValidationEmailRequest request;

request.WithCertificateArn(certificateArn)
.WithDomain(domainName)
.WithValidationDomain(validationDomain);

Aws: :ACM: :Model: :ResendValidationEmailOutcome outcome =
acmClient.ResendValidationEmail(request);
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if ('outcome.IsSuccess()) {
std::cerr << "ResendValidationEmail error: " <<
outcome.GetError().GetMessage() << std::endl;

return false;

}
else {
std::cout << "Success: The validation email has been resent."
<< std::endl;
return true;
}

« For API details, see ResendValidationEmail in AWS SDK for C++ API Reference.

Cul
AWS CLI
To resend validation email for your ACM certificate request

The following resend-validation-email command tells the Amazon certificate
authority to send validation email to the appropriate addresses:

aws acm resend-validation-email --certificate-arn
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012 --
domain www.example.com --validation-domain example.com

« For API details, see ResendValidationEmail in AWS CLI Command Reference.

PowerShell
Tools for PowerShell

Example 1: Requests that the email to validate domain ownership for
'www.example.com' be sent. If your shell's $ConfirmPreference is set to 'Medium' or
lower, the cmdlet will prompt for confirmation before proceeeding. Add the -Force
switch to suppress confirmation prompts.
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$params = @{
CertificateArn="arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"
Domain="www.example.com"
ValidationDomain="example.com"

}
Send-ACMValidationEmail @params

» For API details, see ResendValidationEmail in AWS Tools for PowerShell Cmdlet Reference.

Python

SDK for Python (Boto3)

(® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

class AcmCertificate:

Encapsulates ACM functions.

def __init_ (self, acm_client):

:param acm_client: A Boto3 ACM client.

self.acm_client = acm_client

def resend_validation_email(self, certificate_arn, domain,
validation_domain):
Request that validation email is sent again, for a certificate that was
previously requested with email validation.

:param certificate_arn: The ARN of the certificate.
:param domain: The primary domain of the certificate.
:param validation_domain: Alternate domain to use for determining email
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addresses to use for validation.

try:
self.acm_client.resend_validation_email(
CertificateArn=certificate_arn,
Domain=domain,
ValidationDomain=validation_domain,

)
logger.info(
"Validation email resent to validation domain %s.",
validation_domain
)
except ClientError:
logger.exception(
"Couldn't resend validation email to %s.", validation_domain

)

raise

» For API details, see ResendValidationEmail in AWS SDK for Python (Boto3) APl Reference.

Use UpdateCertificateOptions with an AWS SDK or CLI
The following code examples show how to use UpdateCertificateOptions.
C++

SDK for C++

(® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

//! Update an AWS Certificate Manager (ACM) certificate option.

/4
\param certificateArn: The Amazon Resource Name (ARN) of a certificate.
\param loggingEnabled: Boolean specifying logging enabled.
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\param clientConfiguration: AWS client configuration.
\return bool: Function succeeded.
*/
bool AwsDoc::ACM: :updateCertificateOption(const Aws::String &certificateArn,
bool loggingEnabled,
const Aws::Client::ClientConfiguration
&clientConfiguration) {
Aws: :ACM: :ACMClient acmClient(clientConfiguration);

Aws: :ACM: :Model: :UpdateCertificateOptionsRequest request;
request.SetCertificateArn(certificateArn);

Aws: :ACM: :Model: :CertificateOptions options;

if (loggingEnabled) {
options.SetCertificateTransparencylLoggingPreference(

Aws: :ACM: :Model: :CertificateTransparencylLoggingPreference: :ENABLED);
}
else {
options.SetCertificateTransparencylLoggingPreference(

Aws: :ACM: :Model: :CertificateTransparencylLoggingPreference: :DISABLED);
}

request.SetOptions(options);

Aws: :ACM: :Model: :UpdateCertificateOptionsOutcome outcome =
acmClient.UpdateCertificateOptions(request);

if (!outcome.IsSuccess()) {
std::cerr << "UpdateCertificateOption error: " <<
outcome.GetError().GetMessage() << std::endl;

return false;
}
else {
std::cout << "Success: The option '"
<< (loggingEnabled ? "enabled" : "disabled") << "' has been set
for "
"the
certificate with the ARN '"
<< certificateArn << "'."
<< std::endl;
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return true;

» For API details, see UpdateCertificateOptions in AWS SDK for C++ API Reference.

CLl
AWS CLI
To update the certificate options

The following update-certificate-options command opts out of certificate
transparency logging:

aws acm update-certificate-options --certificate-arn
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012 --
options CertificateTransparencylLoggingPreference=DISABLED

« For API details, see UpdateCertificateOptions in AWS CLI Command Reference.

Scenarios for ACM using AWS SDKs

The following code examples show how to use AWS Certificate Manager (ACM) with AWS SDKSs.
Each example shows you how to accomplish a specific task by calling multiple functions within the
same service.

Scenarios target an intermediate level of experience to help you understand service actions in
context.

Examples

« Manage ACM certificates using an AWS SDK

Manage ACM certificates using an AWS SDK
The following code example shows how to:

» Request a certificate from ACM.
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« Import a self-signed certificate.
« List and describe certificates.

« Remove certificates.

Python

SDK for Python (Boto3)

(® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

Create a class that wraps ACM operations.

import logging
from pprint import pprint

import boto3
from botocore.exceptions import ClientError

logger = logging.getlLogger(__name__)

class AcmCertificate:

Encapsulates ACM functions.

def __init___(self, acm_client):

:param acm_client: A Boto3 ACM client.

self.acm_client = acm_client

def request_validation(
self, domain, alternate_domains, method, validation_domains=None
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Starts a validation request that results in a new certificate being
issued

by ACM. DNS validation requires that you add CNAME records to your DNS

provider. Email validation sends email to a list of email addresses that

are associated with the domain.

For more information, see _Issuing and managing certificates_ in the ACM
user guide.
https://docs.aws.amazon.com/acm/latest/userguide/gs.html

:param domain: The primary domain to associate with the certificate.
:param alternate_domains: Subject Alternate Names (SANs) for the
certificate.
:param method: The validation method, either DNS or EMAIL.
:param validation_domains: Alternate domains to use for email validation,
when
the email domain differs from the primary
domain of
the certificate.
:return: The ARN of the requested certificate.
try:
kwargs = {
"DomainName": domain,
"ValidationMethod": method,
"SubjectAlternativeNames": alternate_domains,
}
if validation_domains is not None:
kwargs["DomainValidationOptions"] = [
{"DomainName": key, "ValidationDomain": value}
for key, value in validation_domains.items()
]
response = self.acm_client.request_certificate(**kwargs)
certificate_arn = response["CertificateArn"]
logger.info(
"Requested %s validation for domain %s. Certificate ARN is %s.",
method,
domain,
certificate_arn,
)
except ClientError:
logger.exception(
"Request for %s validation of domain %s failed.", method, domain
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raise
else:
return certificate_arn

def import_certificate(self, certificate_body, private_key):

Imports a self-signed certificate to ACM.

:param certificate_body: The body of the certificate, in PEM format.
:param private_key: The unencrypted private key of the certificate, in

PEM
format.
:return: The ARN of the imported certificate.
try:
response = self.acm_client.import_certificate(
Certificate=certificate_body, PrivateKey=private_key
)
certificate_arn = response["CertificateArn"]
logger.info("Imported certificate.")
except ClientError:
logger.exception("Couldn't import certificate.")
raise
else:
return certificate_azrn
def list(
self,
max_items,
statuses=None,
key_usage=None,
extended_key_usage=None,
key_types=None,
):
Lists the certificates for the current account.
:param max_items: The maximum number of certificates to list.
:param statuses: Filters the results to the specified statuses. If None,
all

certificates are included.
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:param key_usage: Filters the results to the specified key usages. If

None,
all key usages are included.
:param extended_key_usage: Filters the results to the specified extended
key
usages. If None, all extended key usages are
included.
:param key_types: Filters the results to the specified key types. If
None, all

key types are included.
:return: The list of certificates.
try:
kwargs = {"MaxItems": max_items}
if statuses is not None:
kwargs["CertificateStatuses"] = statuses
includes = {}
if key_usage is not None:
includes["keyUsage"] = key_usage
if extended_key_usage is not None:
includes["extendedKeyUsage"] = extended_key_usage
if key_types is not None:
includes["keyTypes"] = key_types
if includes:
kwargs["Includes"] = includes
response = self.acm_client.list_certificates(**kwargs)
certificates = response["CertificateSummarylList"]
logger.info("Got %s certificates.", len(certificates))
except ClientError:
logger.exception("Couldn't get certificates.")
raise
else:
return certificates

def describe(self, certificate_arn):

Gets certificate metadata.

:param certificate_arn: The Amazon Resource Name (ARN) of the
certificate.
:return: Metadata about the certificate.

try:
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response = self.acm_client.describe_certificate(
CertificateArn=certificate_azrn
)
certificate = response["Certificate"]
logger.info(
"Got metadata for certificate for domain %s.",
certificate["DomainName"]
)
except ClientError:
logger.exception("Couldn't get data for certificate %s.",
certificate_arn)
raise
else:
return certificate

def get(self, certificate_arn):

Gets the body and certificate chain of a certificate.

:param certificate_arn: The ARN of the certificate.
:return: The body and chain of a certificate.
try:
response =
self.acm_client.get_certificate(CertificateArn=certificate_azrn)
logger.info("Got certificate %s and its chain.", certificate_arn)
except ClientError:
logger.exception("Couldn't get certificate %s.", certificate_arn)
raise
else:
return response

def add_tags(self, certificate_arn, tags):
Adds tags to a certificate. Tags are key-value pairs that contain custom
metadata.

:param certificate_arn: The ARN of the certificate.
:param tags: A dictionary of key-value tags to add to the certificate.
try:

self.acm_client.add_tags_to_certificate(
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CertificateArn=certificate_arn,
Tags=[{"Key": key, "Value": value} for key, value in
tags.items()],
)
logger.info("Added %s tags to certificate %s.", len(tags),
certificate_arn)
except ClientError:
logger.exception("Couldn't add tags to certificate %s.",
certificate_arn)
raise

def list_tags(self, certificate_arn):

Lists the tags attached to a certificate.

:param certificate_arn: The ARN of the certificate.
:return: The dictionary of certificate tags.
try:
response = self.acm_client.list_tags_for_certificate(
CertificateArn=certificate_azrn
)
tags = {tag["Key"]: tag["Value"] for tag in response["Tags"]1}
logger.info("Got %s tags for certificates %s.", len(tags),
certificate_arn)
except ClientError:
logger.exception("Couldn't get tags for certificate %s.",
certificate_arn)
raise
else:
return tags

def remove_tags(self, certificate_arn, tags):
Removes tags from a certificate. If the value of a tag is specified, the
tag is
removed only when the value matches the value of the certificate's tag.
Otherwise, the tag is removed regardless of its value.

:param certificate_arn: The ARN of the certificate.
:param tags: The dictionary of tags to remove.
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try:
cert_tags = []
for key, value in tags.items():
tag = {"Key": key}
if value is not None:
tag["Value"] = value
cert_tags.append(tag)
self.acm_client.remove_tags_from_certificate(
CertificateArn=certificate_arn, Tags=cert_tags
)
logger.info(
"Removed %s tags from certificate %s.", len(tags),
certificate_arn
)
except ClientError:
logger.exception(
"Couldn't remove tags from certificate %s.", certificate_arn

)

raise

def remove(self, certificate_arn):

Removes a certificate.

:param certificate_arn: The ARN of the certificate to remove.

try:
self.acm_client.delete_certificate(CertificateArn=certificate_arn)
logger.info("Removed certificate %s.", certificate_azrn)

except ClientError:
logger.exception("Couldn't remove certificate %s.", certificate_arn)
raise

Use the wrapper class to manage certificates for your account.

def usage_demo():
print("-" * 88)
print("Welcome to the AWS Certificate Manager (ACM) demo!")
print("-" * 88)
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logging.basicConfig(level=1logging.INFO, format="%(levelname)s: %(message)s")

acm_certificate = AcmCertificate(boto3.client("acm"))

domain = "example.com"

sub_domains = [f"{sub}.{domain}" for sub in ["test", "dev"]]

print(f"Request a certificate for {domain}.")

certificate_arn = acm_certificate.request_validation(domain, sub_domains,
"DNS")

print(f"Started validation, got certificate ARN: {certificate_arn}.")

import_cert_arn = None
cert_file_name = input(
"Enter the file name for a self-signed certificate in PEM format. "
"This certificate will be imported to ACM. Press Enter to skip: "
)
if cert_file_name:
pk_file_name = input(
"Enter the file name for the unencrypted private key of the
certificate. "
"This file must also be in PEM format: "
)
if pk_file_name:
with open(cert_file_name, "rb") as cert_file:
import_cert = cert_file.read()
with open(pk_file_name, "rb") as pk_file:
import_pk = pk_file.read()
import_cert_arn = acm_certificate.import_certificate(import_cert,
import_pk)
print(f"Certificate imported, got ARN: {import_cert_arn}")
else:
print("No private key file entered. Skipping certificate import.")
else:
print("Skipping self-signed certificate import.")

print("Getting the first 10 issued certificates.")
certificates = acm_certificate.list(10, statuses=["ISSUED"])
print(f"Found {len(certificates)} issued certificates.")

print(f"Getting metadata for certificate {certificate_arn}")
cert_metadata = acm_certificate.describe(certificate_arn)
pprint(cert_metadata)

if import_cert_arn is not None:
print(f"Getting certificate for imported certificate {import_cert_arn}")
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import_cert_data = acm_certificate.get(import_cert_arn)
pprint(import_cert_data)

print(f"Adding tags to certificate {certificate_arn}.")

acm_certificate.add_tags(certificate_arn, {"purpose": "acm demo", "color":

"green"})
tags = acm_certificate.list_tags(certificate_arn)
print(f"Found tags: {tags}")
acm_certificate.remove_tags(certificate_arn, {key: None for key in tags})
print("Removed tags.")

print("Removing certificates added during the demo.")

acm_certificate.remove(certificate_arn)

if import_cert_arn is not None:
acm_certificate.remove(import_cert_arn)

print("Thanks for watching!")
print("-" * 88)

For API details, see the following topics in AWS SDK for Python (Boto3) API Reference.

» AddTagsToCertificate

e DeleteCertificate

o DescribeCertificate

o GetCertificate

» ImportCertificate

o ListCertificates

 ListTagsForCertificate

» RemoveTagsFromCertificate

» RequestCertificate

+ ResendValidationEmail

Code examples for APl Gateway using AWS SDKs

The following code examples show you how to use Amazon APl Gateway with an AWS software

development kit (SDK).

AP| Gateway
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Actions are code excerpts from larger programs and must be run in context. While actions show you
how to call individual service functions, you can see actions in context in their related scenarios and
cross-service examples.

Scenarios are code examples that show you how to accomplish a specific task by calling multiple
functions within the same service.

Cross-service examples are sample applications that work across multiple AWS services.
More resources

» API Gateway Developer Guide — More information about APl Gateway.

« API Gateway API Reference — Details about all available API Gateway actions.

o AWS Developer Center — Code examples that you can filter by category or full-text search.

o AWS SDK Examples — GitHub repo with complete code in preferred languages. Includes

instructions for setting up and running the code.

Code examples

» Actions for APl Gateway using AWS SDKs

o Use CreateDeployment with an AWS SDK or CLI

» Use CreateResource with an AWS SDK or CLI

o Use CreateRestApi with an AWS SDK or CLI

o Use DeleteDeployment with an AWS SDK or CLI

o Use DeleteRestApi with an AWS SDK or CLI

o Use GetBasePathMapping with an AWS SDK or CLI
« Use GetResources with an AWS SDK or CLI

o Use GetRestApis with an AWS SDK or CLI

» Use ListBasePathMappings with an AWS SDK or CLI
» Use Putintegration with an AWS SDK or CLI

» Use PutintegrationResponse with an AWS SDK or CLI
« Use PutMethod with an AWS SDK or CLI

o Use PutMethodResponse with an AWS SDK or CLI

« Use UpdateBasePathMapping with an AWS SDK or CLI

» Scenarios for APl Gateway using AWS SDKs
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o Create and deploy a REST API using an AWS SDK

» Cross-service examples for APl Gateway using AWS SDKs

» Create an API Gateway REST API to track COVID-19 data

» Create a lending library REST API

» Create a photo asset management application that lets users manage photos using labels

» Create a websocket chat application with API Gateway

« Use API Gateway to invoke a Lambda function

Actions for APl Gateway using AWS SDKs

The following code examples show how to use Amazon APl Gateway with AWS SDKs. Each example

calls an individual service function.

Action examples are code excerpts from larger programs and must be run in context. You can see

actions in context in Scenarios for APl Gateway using AWS SDKs.

Examples

o Use CreateDeployment with an AWS SDK or CLI

+ Use CreateResource with an AWS SDK or CLI

o Use CreateRestApi with an AWS SDK or CLI

» Use DeleteDeployment with an AWS SDK or CLI

o Use DeleteRestApi with an AWS SDK or CLI

» Use GetBasePathMapping with an AWS SDK or CLI

« Use GetResources with an AWS SDK or CLI

o Use GetRestApis with an AWS SDK or CLI

» Use ListBasePathMappings with an AWS SDK or CLI

» Use Putintegration with an AWS SDK or CLI

» Use PutintegrationResponse with an AWS SDK or CLI

¢ Use PutMethod with an AWS SDK or CLI

» Use PutMethodResponse with an AWS SDK or CLI

« Use UpdateBasePathMapping with an AWS SDK or CLI

Actions
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Use CreateDeployment with an AWS SDK or CLI

The following code examples show how to use CreateDeployment.

Action examples are code excerpts from larger programs and must be run in context. You can see
this action in context in the following code example:

» Create and deploy a REST API

CLI

AWS CLI
To deploy the configured resources for an API to a new Stage

Command:

aws apigateway create-deployment --rest-api-id 1234123412 --stage-name dev --
stage-description 'Development Stage' --description 'First deployment to the dev
stage'

To deploy the configured resources for an API to an existing stage

Command:

aws apigateway create-deployment --rest-api-id 1234123412 --stage-name dev --
description 'Second deployment to the dev stage'

To deploy the configured resources for an API to an existing stage with Stage Variables

aws apigateway create-deployment --rest-api-id 1234123412 --stage-name dev --
description 'Third deployment to the dev stage' --variables key='value',otherKey="'otherValue'

» For API details, see CreateDeployment in AWS CLI Command Reference.
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Java

SDK for Java 2.x

® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

public static String createNewDeployment(ApiGatewayClient apiGateway, String
restApild, String stageName) {

try {
CreateDeploymentRequest request = CreateDeploymentRequest.builder()
.restApild(restApild)
.description("Created using the AWS API Gateway Java API")
.stageName(stageName)
.build();

CreateDeploymentResponse response =
apiGateway.createDeployment(request);

System.out.println("The id of the deployment is " + response.id());

return response.id();

} catch (ApiGatewayException e) {
System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1);

}

return

nn,
’

» For API details, see CreateDeployment in AWS SDK for Java 2.x API Reference.
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Python

SDK for Python (Boto3)

® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

class ApiGatewayToService:

Encapsulates Amazon API Gateway functions that are used to create a REST API
that

integrates with another AWS service.

def __init__ (self, apig_client):

:param apig_client: A Boto3 API Gateway client.
self.apig_client = apig_client

self.api_id = None

self.root_id = None

self.stage = None

def deploy_api(self, stage_name):
Deploys a REST API. After a REST API is deployed, it can be called from
any
REST client, such as the Python Requests package or Postman.

:param stage_name: The stage of the API to deploy, such as 'test'.
:return: The base URL of the deployed REST API.
try:

self.apig_client.create_deployment(

restApild=self.api_id, stageName=stage_name

)

self.stage = stage_name

logger.info("Deployed stage %s.", stage_name)
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except ClientError:
logger.exception("Couldn't deploy stage %s.", stage_name)
raise

else:
return self.api_url()

def api_url(self, resource=None):

Builds the REST API URL from its parts.

:param resource: The resource path to append to the base URL.
:return: The REST URL to the specified resource.
url = (
f'"https://{self.api_id}.execute-api.
{self.apig_client.meta.region_namel}"
f".amazonaws.com/{self.stage}"
)
if resource is not None:
url = f"{url}/{resource}"
return url

» For API details, see CreateDeployment in AWS SDK for Python (Boto3) API Reference.

Use CreateResouxrce with an AWS SDK or CLI

The following code examples show how to use CreateResource.

Action examples are code excerpts from larger programs and must be run in context. You can see
this action in context in the following code example:

o Create and deploy a REST API

CLI

AWS CLI

To create a resource in an API
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Command:

aws apigateway create-resource --rest-api-id 1234123412 --parent-id alb2c3 --
path-part 'new-resource'

« For API details, see CreateResource in AWS CLI Command Reference.

Python

SDK for Python (Boto3)

® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

class ApiGatewayToService:

Encapsulates Amazon API Gateway functions that are used to create a REST API
that

integrates with another AWS service.

def __init__ (self, apig_client):

:param apig_client: A Boto3 API Gateway client.
self.apig_client = apig_client

self.api_id = None

self.root_id = None

self.stage = None

def add_rest_resource(self, parent_id, resource_path):

Adds a resource to a REST API.

:param parent_id: The ID of the parent resource.
:param resource_path: The path of the new resource, relative to the
parent.
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:return: The ID of the new resource.
try:
result = self.apig_client.create_resource(
restApild=self.api_id, parentId=parent_id, pathPart=resource_path

)
resource_id = result["id"]
logger.info("Created resource %s.", resource_path)

except ClientError:
logger.exception("Couldn't create resource %s.", resource_path)
raise

else:
return resource_id

» For API details, see CreateResource in AWS SDK for Python (Boto3) APl Reference.

Use CreateRestApi with an AWS SDK or CLI

The following code examples show how to use CreateRestApi.

Action examples are code excerpts from larger programs and must be run in context. You can see
this action in context in the following code example:

o Create and deploy a REST API

CLI
AWS CLI
To create an API

Command:

aws apigateway create-rest-api --name 'My First API' --description 'This is my
first API'

To create a duplicate API from an existing API

Command:
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aws apigateway create-rest-api --name 'Copy of My First API' --description 'This
is a copy of my first API' --clone-from 1234123412

» For API details, see CreateRestApi in AWS CLI Command Reference.

Java

SDK for Java 2.x

(® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

public static String createAPI(ApiGatewayClient apiGateway, String restApild,
String restApiName) {

try {
CreateRestApiRequest request = CreateRestApiRequest.builder()
.cloneFrom(restApild)
.description("Created using the Gateway Java API")
.name(restApiName)
.build();

CreateRestApiResponse response = apiGateway.createRestApi(request);
System.out.println("The id of the new api is " + response.id());
return response.id();

} catch (ApiGatewayException e) {
System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1);

}

return ;

» For API details, see CreateRestApi in AWS SDK for Java 2.x API Reference.
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Python

SDK for Python (Boto3)

® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

class ApiGatewayToService:

Encapsulates Amazon API Gateway functions that are used to create a REST API
that

integrates with another AWS service.

def __init__ (self, apig_client):

:param apig_client: A Boto3 API Gateway client.
self.apig_client = apig_client

self.api_id = None

self.root_id = None

self.stage = None

def create_rest_api(self, api_name):
Creates a REST API on API Gateway. The default API has only a root
resource
and no HTTP methods.

:param api_name: The name of the API. This descriptive name is not used
in
the API path.

:return: The ID of the newly created API.
try:

result = self.apig_client.create_rest_api(name=api_name)

self.api_id = result["id"]

logger.info("Created REST API %s with ID %s.", api_name, self.api_id)
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except ClientError:
logger.exception("Couldn't create REST API %s.", api_name)
raise

try:
result = self.apig_client.get_resources(restApild=self.api_id)
self.root_id = next(

item for item in result["items"] if item["path"] == "/"

)["id"]

except ClientError:
logger.exception("Couldn't get resources for API %s.", self.api_id)
raise

except StopIlteration as err:
logger.exception("No root resource found in API %s.", self.api_id)
raise ValueError from err

return self.api_id

» For API details, see CreateRestApi in AWS SDK for Python (Boto3) APl Reference.

Use DeleteDeployment with an AWS SDK or CLI

The following code examples show how to use DeleteDeployment.
CLI

AWS CLI
To delete a deployment in an API

Command:
aws apigateway delete-deployment --rest-api-id 1234123412 --deployment-id alb2c3

« For API details, see DeleteDeployment in AWS CLI Command Reference.
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Java

SDK for Java 2.x

® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

public static void deleteSpecificDeployment(ApiGatewayClient apiGateway,
String restApild, String deploymentId) {

try {
DeleteDeploymentRequest request = DeleteDeploymentRequest.builder()
.restApild(restApild)
.deploymentId(deploymentId)
.build();

apiGateway.deleteDeployment(request);
System.out.println("Deployment was deleted");

} catch (ApiGatewayException e) {

System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1l);

» For API details, see DeleteDeployment in AWS SDK for Java 2.x API Reference.

Use DeleteRestApi with an AWS SDK or CLI

The following code examples show how to use DeleteRestApi.

Action examples are code excerpts from larger programs and must be run in context. You can see
this action in context in the following code example:

» Create and deploy a REST API
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CLI
AWS CLI
To delete an API
Command:
aws apigateway delete-rest-api --rest-api-id 1234123412
« For API details, see DeleteRestApi in AWS CLI Command Reference.
Java

SDK for Java 2.x

(® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

public static void deleteAPI(ApiGatewayClient apiGateway, String restApild) {

try {
DeleteRestApiRequest request = DeleteRestApiRequest.builder()
.restApiId(restApiId)
.build();

apiGateway.deleteRestApi(request);
System.out.println("The API was successfully deleted");

} catch (ApiGatewayException e) {

System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1);

» For API details, see DeleteRestApi in AWS SDK for Java 2.x API Reference.
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Python

SDK for Python (Boto3)

® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

class ApiGatewayToService:

Encapsulates Amazon API Gateway functions that are used to create a REST API
that

integrates with another AWS service.

def __init__ (self, apig_client):

:param apig_client: A Boto3 API Gateway client.
self.apig_client = apig_client

self.api_id = None

self.root_id = None

self.stage = None

def delete_rest_api(self):

Deletes a REST API, including all of its resources and configuration.
try:
self.apig_client.delete_rest_api(restApild=self.api_id)
logger.info("Deleted REST API %s.", self.api_id)
self.api_id = None
except ClientError:
logger.exception("Couldn't delete REST API %s.", self.api_id)
raise
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» For API details, see DeleteRestApi in AWS SDK for Python (Boto3) API Reference.

Use GetBasePathMapping with an AWS SDK or CLI
The following code examples show how to use GetBasePathMapping.
Cul

AWS CLI

To get the base path mapping for a custom domain name

Command:

aws apigateway get-base-path-mapping --domain-name subdomain.domain.tld --base-
path vl

Output:

"basePath": "v1",
"restApild": "1234w4321e",
Ilstagell: Ilapill

« For API details, see GetBasePathMapping in AWS CLI Command Reference.

PHP

SDK for PHP

(® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

require 'vendor/autoload.php';

use Aws\ApiGateway\ApiGatewayClient;
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use Aws\Exception\AwsException;

/> S111177777777777777777777777777777777777777777777777777777777777777/777777777
* Purpose: Gets the base path mapping for a custom domain name in
* Amazon API Gateway.

* Prerequisites: A custom domain name in API Gateway. For more information,
* see "Custom Domain Names" in the Amazon API Gateway Developer Guide.

* Inputs:

* - $apiGatewayClient: An initialized AWS SDK for PHP API client for

* API Gateway.

* - $basePath: The base path name that callers must provide as part of the
& URL after the domain name.

* - $domainName: The custom domain name for the base path mapping.

* Returns: The base path mapping, if available; otherwise, the error message.

LIRS

function getBasePathMapping($apiGatewayClient, $basePath, $domainName)
{
try {
$result = $apiGatewayClient->getBasePathMapping([
'basePath' => $basePath,
"domainName' => $domainName,
1);
return 'The base path mapping\'s effective URI is: '
$result['emetadata']['effectiveUri'];
} catch (AwsException $e) {

return 'Error: ' . $e['message'];

function getsTheBasePathMapping()
{
$apiGatewayClient = new ApiGatewayClient([
'profile' => 'default'’,
'region' => 'us-east-1',
'version' => '2015-07-09'
1);

echo getBasePathMapping($apiGatewayClient, '(none)', 'example.com');
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// Uncomment the following line to run this code in an AWS account.
// getsTheBasePathMapping();

» For API details, see GetBasePathMapping in AWS SDK for PHP API Reference.

Use GetResources with an AWS SDK or CLI

The following code examples show how to use GetResources.

Action examples are code excerpts from larger programs and must be run in context. You can see
this action in context in the following code example:

» Create and deploy a REST API

CLI

AWS CLI
To get a list of resources for a REST API

Command:

aws apigateway get-resources --rest-api-id 1234123412

Output:
{
"items": [
{
"path": "/resource/subresource",
"resourceMethods": {
"POST": {3}
.
"id": "@24ace",
"pathPart": "subresource",
"parentId": "ai5b@2"
}
]
}
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» For API details, see GetResources in AWS CLI Command Reference.

Python

SDK for Python (Boto3)

® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

class ApiGatewayToService:

Encapsulates Amazon API Gateway functions that are used to create a REST API
that

integrates with another AWS service.

def __init__ (self, apig_client):

:param apig_client: A Boto3 API Gateway client.
self.apig_client = apig_client

self.api_id = None

self.root_id = None

self.stage = None

def create_rest_api(self, api_name):
Creates a REST API on API Gateway. The default API has only a root
resource
and no HTTP methods.

:param api_name: The name of the API. This descriptive name is not used
in
the API path.
:return: The ID of the newly created API.
try:
result = self.apig_client.create_rest_api(name=api_name)
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self.api_id = result["id"]

logger.info("Created REST API %s with ID %s.", api_name, self.api_id)
except ClientError:

logger.exception("Couldn't create REST API %s.", api_name)

raise

try:
result = self.apig_client.get_resources(restApild=self.api_id)
self.root_id = next(

item for item in result["items"] if item["path"] == "/"

)["id"]

except ClientError:
logger.exception("Couldn't get resources for API %s.", self.api_id)
raise

except StopIlteration as err:
logger.exception("No root resource found in API %s.", self.api_id)
raise ValueError from err

return self.api_id

» For API details, see GetResources in AWS SDK for Python (Boto3) API Reference.

Use GetRestApis with an AWS SDK or CLI

The following code examples show how to use GetRestApis.

Action examples are code excerpts from larger programs and must be run in context. You can see
this action in context in the following code example:

o Create and deploy a REST API

CLI

AWS CLI
To get a list of REST APIs

Command:

aws apigateway get-rest-apis
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Output:
{
"items": [
{
"createdDate": 1438884790,
"id": "12s44z21rb",
"name": "My First API"
}
]
}

« For API details, see GetRestApis in AWS CLI Command Reference.

Python

SDK for Python (Boto3)

(@ Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

class ApiGatewayToService:

Encapsulates Amazon API Gateway functions that are used to create a REST API
that

integrates with another AWS service.

def __init_ (self, apig_client):

:param apig_client: A Boto3 API Gateway client.
self.apig_client = apig_client

self.api_id = None

self.root_id = None

self.stage = None
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def get_rest_api_id(self, api_name):
Gets the ID of a REST API from its name by searching the list of REST
APIs
for the current account. Because names need not be unique, this returns
only
the first API with the specified name.

:param api_name: The name of the API to look up.
:return: The ID of the specified API.
try:
rest_api = None
paginator = self.apig_client.get_paginator('"get_rest_apis")
for page in paginator.paginate():
rest_api = next(
(item for item in page["items"] if item["name"] == api_name),
None
)
if rest_api is not None:
break
self.api_id = rest_api["id"]
logger.info("Found ID %s for API %s.", rest_api["id"], api_name)
except ClientError:
logger.exception("Couldn't find ID for API %s.", api_name)
raise
else:
return rest_api["id"]

« For API details, see GetRestApis in AWS SDK for Python (Boto3) API Reference.

Rust

SDK for Rust

(® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.
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Displays the Amazon API Gateway REST APIs in the Region.

async fn show_apis(client: &Client) -> Result<(), Error> {
let resp = client.get_rest_apis().send().await?;

for api in resp.items() {

println!("ID: {3", api.id().unwrap_or_default());
println!("Name: {}", api.name().unwrap_or_default());
println!("Description: {}", api.description().unwrap_or_default());
println!("Version: {}", api.version().unwrap_or_default());
println!(
"Created: {1,
api.created_date().unwrap().to_chrono_utc()?
);
println!();
}
0k(())

« For API details, see GetRestApis in AWS SDK for Rust API reference.

Use ListBasePathMappings with an AWS SDK or CLI
The following code example shows how to use ListBasePathMappings.
PHP

SDK for PHP

(@ Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

require 'vendor/autoload.php';

use Aws\ApiGateway\ApiGatewayClient;
use Aws\Exception\AwsException;
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/X JI11117777777777777777777777777777777777777777777777777777777777777777777777

* Purpose: Lists the base path mapping for a custom domain name in
* Amazon API Gateway.

* Prerequisites: A custom domain name in API Gateway. For more information,
* see "Custom Domain Names" in the Amazon API Gateway Developer Guide.

* Inputs:

* - $apiGatewayClient: An initialized AWS SDK for PHP API client for
* API Gateway.

* - $domainName: The custom domain name for the base path mappings.

* Returns: Information about the base path mappings, if available;
* otherwise, the error message.

LIRS

function listBasePathMappings($apiGatewayClient, $domainName)
{
try {
$result = $apiGatewayClient->getBasePathMappings([
"domainName' => $domainName
1);
return 'The base path mapping(s) effective URI is: '
$result['e@metadata’']['effectiveUri'];
} catch (AwsException $e) {

return 'Error: ' . $e['message'];

function listTheBasePathMappings()
{
$apiGatewayClient = new ApiGatewayClient([
'profile' => 'default'’,
'region' => 'us-east-1',
'version' => '2015-07-09'
D;

echo listBasePathMappings($apiGatewayClient, 'example.com');

// Uncomment the following line to run this code in an AWS account.
// listTheBasePathMappings();
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» For API details, see ListBasePathMappings in AWS SDK for PHP API Reference.

Use PutIntegration with an AWS SDK or CLI

The following code examples show how to use PutIntegration.

Action examples are code excerpts from larger programs and must be run in context. You can see
this action in context in the following code example:

» Create and deploy a REST API

CLI

AWS CLI
To create a MOCK integration request

Command:

aws apigateway put-integration --rest-api-id 1234123412 --resource-id alb2c3
--http-method GET --type MOCK --request-templates '{ "application/json":
"{\"statusCode\": 200}" }'

To create a HTTP integration request

Command:

aws apigateway put-integration --rest-api-id 1234123412 --resource-id alb2c3
--http-method GET --type HTTP --integration-http-method GET --uri 'https://
domain.tld/path'

To create an AWS integration request with a Lambda Function endpoint

Command:

aws apigateway put-integration --rest-api-id 1234123412 --resource-id
alb2c3 --http-method GET --type AWS --integration-http-method POST
--uri 'arn:aws:apigateway:us-west-2:lambda:path/2015-03-31/functions/

arn:aws:lambda:us-west-2:123412341234:function:function_name/invocations'
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« For API details, see Putintegration in AWS CLI Command Reference.

Python

SDK for Python (Boto3)

® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

class ApiGatewayToService:

Encapsulates Amazon API Gateway functions that are used to create a REST API
that

integrates with another AWS service.

def __init__ (self, apig_client):

:param apig_client: A Boto3 API Gateway client.
self.apig_client = apig_client

self.api_id = None

self.root_id = None

self.stage = None

def add_integration_method(
self,
resource_id,
rest_method,
service_endpoint_prefix,
service_action,
service_method,
role_arn,
mapping_template,

Adds an integration method to a REST API. An integration method is a REST
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resource, such as '/users', and an HTTP verb, such as GET. The

integration
method
:param
:param
:param
with
:param
:param
POST.
:param
:param
REST
request

is backed by an AWS service, such as Amazon DynamoDB.

resource_id: The ID of the REST resource.
rest_method: The HTTP verb used with the REST resource.
service_endpoint_prefix: The service endpoint that is integrated

this method, such as 'dynamodb'.
service_action: The action that is called on the service, such as
'GetItem'.
service_method: The HTTP method of the service request, such as

role_arn: The Amazon Resource Name (ARN) of a role that grants API
Gateway permission to use the specified action with the
service.

mapping_template: A mapping template that is used to translate

elements, such as query parameters, to the

body format required by the service.

service_uri = (
f"arn:aws:apigateway:{self.apig_client.meta.region_namel}"

fr:

try:

{service_endpoint_prefix}:action/{service_action}"

self.apig_client.put_method(

)

restApild=self.api_id,
resourceld=resource_id,
httpMethod=rest_method,
authorizationType="NONE",

self.apig_client.put_method_response(

)

restApild=self.api_id,
resourceld=resource_id,
httpMethod=rest_method,

statusCode="200",
responseModels={"application/json": "Empty"},

logger.info("Created %s method for resource %s.", rest_method,

resource_id)
except

ClientError:

logger.exception(
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"Couldn't create %s method for resource %s.", rest_method,
resource_id

)

raise

try:

self.apig_client.put_integration(
restApild=self.api_id,
resourceld=resource_id,
httpMethod=rest_method,
type="AWS",
integrationHttpMethod=service_method,
credentials=role_arn,
requestTemplates={"application/json":

json.dumps(mapping_template)},

uri=service_uri,
passthroughBehavior="WHEN_NO_TEMPLATES",

)

self.apig_client.put_integration_response(
restApild=self.api_id,
resourceld=resource_id,
httpMethod=rest_method,
statusCode="200",
responseTemplates={"application/json": ""},

)

logger.info(
"Created integration for resource %s to service URI %s.",
resource_id,
service_uri,

)

except ClientError:

logger.exception(
"Couldn't create integration for resource %s to service URI %s.",
resource_id,
service_uri,

)

raise

» For API details, see Putintegration in AWS SDK for Python (Boto3) API Reference.
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Use PutIntegrationResponse with an AWS SDK or CLI

The following code examples show how to use PutIntegrationResponse.

Action examples are code excerpts from larger programs and must be run in context. You can see
this action in context in the following code example:

o Create and deploy a REST API

CLI

AWS CLI

To create an integration response as the default response with a mapping template
defined

Command:

aws apigateway put-integration-response --rest-api-id 1234123412 --resource-id
alb2c3 --http-method GET --status-code 200 --selection-pattern "" --response-
templates '{"application/json": "{\"json\": \"template\"}"}'

To create an integration response with a regex of 400 and a statically defined header
value

Command:

aws apigateway put-integration-response --rest-api-id 1234123412 --resource-id
alb2c3 --http-method GET --status-code 400 --selection-pattern 400 --response-

parameters '{"method.response.header.custom-header": "'"'"'custom-value'"'"'"}"'

» For API details, see PutintegrationResponse in AWS CLI Command Reference.
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Python

SDK for Python (Boto3)

® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

class ApiGatewayToService:

Encapsulates Amazon API Gateway functions that are used to create a REST API
that

integrates with another AWS service.

def __init__ (self, apig_client):

:param apig_client: A Boto3 API Gateway client.
self.apig_client = apig_client

self.api_id = None

self.root_id = None

self.stage = None

def add_integration_method(
self,
resource_id,
rest_method,
service_endpoint_prefix,
service_action,
service_method,
role_arn,
mapping_template,

):
Adds an integration method to a REST API. An integration method is a REST
resource, such as '/users', and an HTTP verb, such as GET. The
integration

method is backed by an AWS service, such as Amazon DynamoDB.
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with

POST.

REST

request

resourc

resourc

:param

:param

:param

:param

:param

:param

:param

resource_id: The ID of the REST resource.
rest_method: The HTTP verb used with the REST resource.
service_endpoint_prefix: The service endpoint that is integrated

this method, such as 'dynamodb'.
service_action: The action that is called on the service, such as
'GetItem'.
service_method: The HTTP method of the service request, such as

role_arn: The Amazon Resource Name (ARN) of a role that grants API
Gateway permission to use the specified action with the
service.

mapping_template: A mapping template that is used to translate

elements, such as query parameters, to the

body format required by the service.

service_uri = (

f"arn:aws:apigateway:{self.apig_client.meta.region_name}"
f":{service_endpoint_prefix}:action/{service_action}"

)
try:

self.apig_client.put_method(

)

restApild=self.api_id,
resourceld=resource_id,
httpMethod=rest_method,
authorizationType="NONE",

self.apig_client.put_method_response(

)

restApild=self.api_id,
resourceld=resource_id,
httpMethod=rest_method,

statusCode="200",
responseModels={"application/json": "Empty"},

logger.info("Created %s method for resource %s.", rest_method,

e_id)

except ClientError:
logger.exception(

e_id

)

"Couldn't create %s method for resource %s.", rest_method,
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raise

try:

self.apig_client.put_integration(
restApild=self.api_id,
resourceld=resource_id,
httpMethod=rest_method,
type="AWS",
integrationHttpMethod=service_method,
credentials=role_azrn,
requestTemplates={"application/json":

json.dumps(mapping_template)},

uri=service_uri,
passthroughBehavior="WHEN_NO_TEMPLATES",

)

self.apig_client.put_integration_response(
restApild=self.api_id,
resourceld=resource_id,
httpMethod=rest_method,
statusCode="200",
responseTemplates={"application/json": ""},

)

logger.info(
"Created integration for resource %s to service URI %s.",
resource_id,
service_uri,

)

except ClientError:

logger.exception(
"Couldn't create integration for resource %s to service URI %s.",
resource_id,
service_uri,

)

raise

» For API details, see PutintegrationResponse in AWS SDK for Python (Boto3) API Reference.

Use PutMethod with an AWS SDK or CLI

The following code examples show how to use PutMethod.

Actions 111


https://docs.aws.amazon.com/goto/boto3/apigateway-2015-07-09/PutIntegrationResponse

AWS SDK Code Examples Code Library

Action examples are code excerpts from larger programs and must be run in context. You can see
this action in context in the following code example:

o Create and deploy a REST API

CLI
AWS CLI
To create a method for a resource in an APl with no authorization, no API key, and a
custom method request header
Command:
aws apigateway put-method --rest-api-id 1234123412 --resource-id alb2c3 --http-
method PUT --authorization-type "NONE" --no-api-key-required --request-parameters
"method.request.header.custom-header=false"
» For API details, see PutMethod in AWS CLI Command Reference.
Python

SDK for Python (Boto3)

(® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

class ApiGatewayToService:

Encapsulates Amazon API Gateway functions that are used to create a REST API
that

integrates with another AWS service.

def __init_ (self, apig_client):

:param apig_client: A Boto3 API Gateway client.
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self.apig_client = apig_client
self.api_id = None
self.root_id = None

self.stage = None

def add_integration_method(

self,

resource_id,
rest_method,
service_endpoint_prefix,
service_action,
service_method,
role_arn,
mapping_template,

Adds an integration method to a REST API. An integration method is a REST
resource, such as '/users', and an HTTP verb, such as GET. The

)8
integration
method
:param
:param
:param
with
:param
:param
POST.
:param
:param
REST
request

is backed by an AWS service, such as Amazon DynamoDB.

resource_id: The ID of the REST resource.
rest_method: The HTTP verb used with the REST resource.
service_endpoint_prefix: The service endpoint that is integrated

this method, such as 'dynamodb'.
service_action: The action that is called on the service, such as
'GetItem'.
service_method: The HTTP method of the service request, such as

role_arn: The Amazon Resource Name (ARN) of a role that grants API
Gateway permission to use the specified action with the
service.

mapping_template: A mapping template that is used to translate

elements, such as query parameters, to the

body format required by the service.

service_uri = (

f"arn:aws:apigateway:{self.apig_client.meta.region_name}"

f':

{service_endpoint_prefix}:action/{service_action}"
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)
try:
self.apig_client.put_method(
restApild=self.api_id,
resourceld=resource_id,
httpMethod=rest_method,
authorizationType="NONE",

)
self.apig_client.put_method_response(
restApild=self.api_id,
resourceld=resource_id,
httpMethod=rest_method,
statusCode="200",
responseModels={"application/json": "Empty"},
)
logger.info("Created %s method for resource %s.", rest_method,
resource_id)
except ClientError:
logger.exception(
"Couldn't create %s method for resource %s.", rest_method,
resource_id

)

raise

try:

self.apig_client.put_integration(
restApild=self.api_id,
resourceld=resource_id,
httpMethod=rest_method,
type="AWS",
integrationHttpMethod=service_method,
credentials=role_azrn,
requestTemplates={"application/json":

json.dumps(mapping_template)},

uri=service_uri,
passthroughBehavior="WHEN_NO_TEMPLATES",

)

self.apig_client.put_integration_response(
restApild=self.api_id,
resourceld=resource_id,
httpMethod=rest_method,
statusCode="200",
responseTemplates={"application/json": ""},
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logger.info(
"Created integration for resource %s to service URI %s.",
resource_id,
service_uri,

)
except ClientError:
logger.exception(
"Couldn't create integration for resource %s to service URI %s.",
resource_id,
service_uri,

)

raise

» For API details, see PutMethod in AWS SDK for Python (Boto3) API Reference.

Use PutMethodResponse with an AWS SDK or CLI

The following code examples show how to use PutMethodResponse.

Action examples are code excerpts from larger programs and must be run in context. You can see
this action in context in the following code example:

» Create and deploy a REST API

CLI

AWS CLI

To create a method response under the specified status code with a custom method
response header

Command:

aws apigateway put-method-response --rest-api-id 1234123412 --resource-
id alb2c3 --http-method GET --status-code 400 --response-parameters
"method.response.header.custom-header=false"

» For API details, see PutMethodResponse in AWS CLI Command Reference.
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Python

SDK for Python (Boto3)

® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

class ApiGatewayToService:

Encapsulates Amazon API Gateway functions that are used to create a REST API
that

integrates with another AWS service.

def __init__ (self, apig_client):

:param apig_client: A Boto3 API Gateway client.
self.apig_client = apig_client

self.api_id = None

self.root_id = None

self.stage = None

def add_integration_method(
self,
resource_id,
rest_method,
service_endpoint_prefix,
service_action,
service_method,
role_arn,
mapping_template,

):
Adds an integration method to a REST API. An integration method is a REST
resource, such as '/users', and an HTTP verb, such as GET. The
integration

method is backed by an AWS service, such as Amazon DynamoDB.
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with

POST.

REST

request

resourc

resourc

:param

:param

:param

:param

:param

:param

:param

resource_id: The ID of the REST resource.
rest_method: The HTTP verb used with the REST resource.
service_endpoint_prefix: The service endpoint that is integrated

this method, such as 'dynamodb'.
service_action: The action that is called on the service, such as
'GetItem'.
service_method: The HTTP method of the service request, such as

role_arn: The Amazon Resource Name (ARN) of a role that grants API
Gateway permission to use the specified action with the
service.

mapping_template: A mapping template that is used to translate

elements, such as query parameters, to the

body format required by the service.

service_uri = (

f"arn:aws:apigateway:{self.apig_client.meta.region_name}"
f":{service_endpoint_prefix}:action/{service_action}"

)
try:

self.apig_client.put_method(

)

restApild=self.api_id,
resourceld=resource_id,
httpMethod=rest_method,
authorizationType="NONE",

self.apig_client.put_method_response(

)

restApild=self.api_id,
resourceld=resource_id,
httpMethod=rest_method,

statusCode="200",
responseModels={"application/json": "Empty"},

logger.info("Created %s method for resource %s.", rest_method,

e_id)

except ClientError:
logger.exception(

e_id

)

"Couldn't create %s method for resource %s.", rest_method,
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raise

try:

self.apig_client.put_integration(
restApild=self.api_id,
resourceld=resource_id,
httpMethod=rest_method,
type="AWS",
integrationHttpMethod=service_method,
credentials=role_azrn,
requestTemplates={"application/json":

json.dumps(mapping_template)},

uri=service_uri,
passthroughBehavior="WHEN_NO_TEMPLATES",

)

self.apig_client.put_integration_response(
restApild=self.api_id,
resourceld=resource_id,
httpMethod=rest_method,
statusCode="200",
responseTemplates={"application/json": ""},

)

logger.info(
"Created integration for resource %s to service URI %s.",
resource_id,
service_uri,

)

except ClientError:

logger.exception(
"Couldn't create integration for resource %s to service URI %s.",
resource_id,
service_uri,

)

raise

» For API details, see PutMethodResponse in AWS SDK for Python (Boto3) API Reference.

Use UpdateBasePathMapping with an AWS SDK or CLI

The following code examples show how to use UpdateBasePathMapping.
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CLI
AWS CLI
To change the base path for a custom domain name
Command:
aws apigateway update-base-path-mapping --domain-name api.domain.tld --base-path
prod --patch-operations op='replace',path="'/basePath',value="'v1l"'
Output:
{
"basePath": "v1",
"restApiId": "1234123412",
Ilstagell: Ilapill
}
« For API details, see UpdateBasePathMapping in AWS CLI Command Reference.
PHP
SDK for PHP

® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

require 'vendor/autoload.php';

use Aws\ApiGateway\ApiGatewayClient;
use Aws\Exception\AwsException;

/* 111117777777 7777777777777777777777777777777777777777777777777777777777/77777

*

* Purpose: Updates the base path mapping for a custom domain name
* in Amazon API Gateway.
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*

* Inputs:

* - $apiGatewayClient: An initialized AWS SDK for PHP API client for

* API Gateway.

* - $basePath: The base path name that callers must provide as part of the

& URL after the domain name.

*

* Returns: Information about the updated base path mapping, if available;

* otherwise, the error message.

*

function updateBasePathMapping(
$apiGatewayClient,
$basePath,
$domainName,
$patchOperations

) {
try {

$result = $apiGatewayClient->updateBasePathMapping([

'basePath' => $basePath,
'domainName' => $domainName,

'patchOperations' => $patchOperations

1)

return 'The updated base path\'s URI is:
$result['emetadata']['effectiveUri'];

} catch (AwsException $e) {

return 'Error: ' . $e['message'];

function updateTheBasePathMapping()
{
$patchOperations = array([
'op' => 'replace'’,
'path' => '/stage’,
'value' => 'stage2'

1)

$apiGatewayClient = new ApiGatewayClient([
'profile' => 'default'’,
'region' => 'us-east-1',
'version' => '2015-07-09'

- $domainName: The custom domain name for the base path mapping.
* - $patchOperations: The base path update operations to apply.

L111777777777777777777777777777777777777777777777777777777777/777777777777 */
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1);

echo updateBasePathMapping(
$apiGatewayClient,
'(none) ',
'example.com',
$patchOperations

);
}

// Uncomment the following line to run this code in an AWS account.
// updateTheBasePathMapping();

» For API details, see UpdateBasePathMapping in AWS SDK for PHP API Reference.

Scenarios for APl Gateway using AWS SDKs

The following code examples show how to use Amazon APl Gateway with AWS SDKs. Each example
shows you how to accomplish a specific task by calling multiple functions within the same service.

Scenarios target an intermediate level of experience to help you understand service actions in
context.

Examples

» Create and deploy a REST API using an AWS SDK

Create and deploy a REST API using an AWS SDK

The following code example shows how to:

Create a REST API served by APl Gateway.

Add resources to the REST API to represent a user profile.

Add integration methods so that the REST API uses a DynamoDB table to store user profile data.
Send HTTP requests to the REST API to add and retrieve user profiles.
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Python

SDK for Python (Boto3)

® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

Create a class that wraps APl Gateway operations.

import argparse

import json

import logging

from pprint import pprint

import boto3

from botocore.exceptions import ClientError
import requests

logger = logging.getlLogger(__name__)

class ApiGatewayToService:

Encapsulates Amazon API Gateway functions that are used to create a REST API
that

integrates with another AWS service.

def __init_ (self, apig_client):

:param apig_client: A Boto3 API Gateway client.
self.apig_client = apig_client

self.api_id = None

self.root_id = None

self.stage = None

def create_rest_api(self, api_name):
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resourc

in

def

parent.

Creates a REST API on API Gateway. The default API has only a root
e
and no HTTP methods.

:param api_name: The name of the API. This descriptive name is not used

the API path.

:return: The ID of the newly created API.
try:

result = self.apig_client.create_rest_api(name=api_name)

self.api_id = result["id"]

logger.info("Created REST API %s with ID %s.", api_name, self.api_id)
except ClientError:

logger.exception("Couldn't create REST API %s.", api_name)

raise

try:
result = self.apig_client.get_resources(restApild=self.api_id)
self.root_id = next(

item for item in result["items"] if item["path"] == "/"

)["id"]

except ClientError:
logger.exception("Couldn't get resources for API %s.", self.api_id)
raise

except StopIlteration as err:
logger.exception("No root resource found in API %s.", self.api_id)
raise ValueError from err

return self.api_id

add_rest_resource(self, parent_id, resource_path):

Adds a resource to a REST API.

:param parent_id: The ID of the parent resource.
:param resource_path: The path of the new resource, relative to the

:return: The ID of the new resource.
try:
result = self.apig_client.create_resource(
restApild=self.api_id, parentId=parent_id, pathPart=resource_path
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)

resource_id = result["id"]
logger.info("Created resource %s.", resource_path)

except

ClientError:

logger.exception("Couldn't create resource %s.", resource_path)

raise

else:

return resource_id

def add_integration_method(

self,

resource_id,
rest_method,
service_endpoint_prefix,
service_action,
service_method,
role_arn,
mapping_template,

Adds an integration method to a REST API. An integration method is a REST
resource, such as '/users', and an HTTP verb, such as GET. The

):
integration
method
:param
:param
:param
with
:param
:param
POST.
:param
:param
REST
request

is backed by an AWS service, such as Amazon DynamoDB.

resource_id: The ID of the REST resource.
rest_method: The HTTP verb used with the REST resource.
service_endpoint_prefix: The service endpoint that is integrated

this method, such as 'dynamodb'.
service_action: The action that is called on the service, such as
'GetItem'.
service_method: The HTTP method of the service request, such as

role_arn: The Amazon Resource Name (ARN) of a role that grants API
Gateway permission to use the specified action with the
service.

mapping_template: A mapping template that is used to translate

elements, such as query parameters, to the

body format required by the service.
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service_uri = (
f"arn:aws:apigateway:{self.apig_client.meta.region_namel}"
f'":{service_endpoint_prefix}:action/{service_action}"
)
try:
self.apig_client.put_method(
restApild=self.api_id,
resourceld=resource_id,
httpMethod=rest_method,
authorizationType="NONE",
)
self.apig_client.put_method_response(
restApild=self.api_id,
resourceld=resource_id,
httpMethod=rest_method,
statusCode="200",
responseModels={"application/json": "Empty"},
)
logger.info("Created %s method for resource %s.", rest_method,
resource_id)
except ClientError:
logger.exception(
"Couldn't create %s method for resource %s.", rest_method,
resource_id
)

raise

try:

self.apig_client.put_integration(
restApild=self.api_id,
resourceld=resource_id,
httpMethod=rest_method,
type="AWS",
integrationHttpMethod=service_method,
credentials=role_arn,
requestTemplates={"application/json":

json.dumps(mapping_template)},

uri=service_uri,
passthroughBehavior="WHEN_NO_TEMPLATES",

)

self.apig_client.put_integration_response(
restApild=self.api_id,
resourceld=resource_id,
httpMethod=rest_method,
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statusCode="200",
responseTemplates={"application/json": ""3},

)

logger.info(
"Created integration for resource %s to service URI %s.",
resource_id,
service_uri,

)

except ClientError:

logger.exception(
"Couldn't create integration for resource %s to service URI %s.",
resource_id,
service_uri,

)

raise

def deploy_api(self, stage_name):
Deploys a REST API. After a REST API is deployed, it can be called from
any
REST client, such as the Python Requests package or Postman.

:param stage_name: The stage of the API to deploy, such as 'test'.
:return: The base URL of the deployed REST API.
try:
self.apig_client.create_deployment(
restApild=self.api_id, stageName=stage_name
)
self.stage = stage_name
logger.info("Deployed stage %s.", stage_name)
except ClientError:
logger.exception("Couldn't deploy stage %s.", stage_name)
raise
else:
return self.api_url()

def api_url(self, resource=None):

Builds the REST API URL from its parts.
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:param resource: The resource path to append to the base URL.
:return: The REST URL to the specified resource.
url = (
f"https://{self.api_id}.execute-api.
{self.apig_client.meta.region_namel}"
f".amazonaws.com/{self.stage}"
)
if resource is not None:
url = f"{url}/{resource}"
return url

Deploy a REST API and call it with the Requests package.

def usage_demo(table_name, role_name, rest_api_name):

Demonstrates how to used API Gateway to create and deploy a REST API, and how
to use the Requests package to call it.

:param table_name: The name of the demo DynamoDB table.
:param role_name: The name of the demo role that grants API Gateway
permission to
call DynamoDB.
:param rest_api_name: The name of the demo REST API created by the demo.
gateway = ApiGatewayToService(boto3.client("apigateway"))
role = boto3.resource("iam").Role(role_name)

print("Creating REST API in API Gateway.")
gateway.create_rest_api(rest_api_name)

print("Adding resources to the REST API.")
profiles_id = gateway.add_rest_resource(gateway.root_id, "profiles")
gateway.add_rest_resource(profiles_id, "{username}")

username_id

# The DynamoDB service requires that all integration requests use POST.
print("Adding integration methods to read and write profiles in Amazon
DynamoDB. ")
gateway.add_integration_method(
profiles_id,
"GET",
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"dynamodb",
"Scan",
"POST",
role.arn,
{"TableName": table_name},
)
gateway.add_integration_method(
profiles_id,
"POST",
"dynamodb",
"PutItem",
"POST",
role.arn,
{
"TableName": table_name,
"Item": {
"username": {"S": "$input.path('$.username')"},
"name": {"S": "$input.path('$.name’')"},
"title": {"S": "$input.path('$.title')"},
.
},
)

gateway.add_integration_method(
username_id,
"GET",
"dynamodb",
"GetItem",
"POST",
role.arn,
{
"TableName": table_name,
"Key": {"username": {"S": "$method.request.path.username"}},

}I

stage = "test"
print(f"Deploying the {stage} stage.")
gateway.deploy_api(stage)

profiles_url = gateway.api_url("profiles")
print(
f"Using the Requests package to post some people to the profiles REST API
at "
f"{profiles_url}."
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)
requests.post(
profiles_url,
json={"username": "will", "name": "William Shakespeare", "title":

"playwright"},

)
requests.post(
profiles_url,

json={
"username": "ludwig",
"name": "Ludwig van Beethoven",
"title": "composer",

},

)
requests.post(
profiles_url,
json={"username": "jane", "name": "Jane Austen", "title": "author"},
)
print("Getting the list of profiles from the REST API.")
profiles = requests.get(profiles_url).json()
pprint(profiles)
print(f"Getting just the profile for username 'jane' (URL: {profiles_url}/

jane).")

jane = requests.get(f"{profiles_url}/jane").json()
pprint(jane)

For API details, see the following topics in AWS SDK for Python (Boto3) API Reference.

CreateDeployment

CreateResource

CreateRestApi

DeleteRestApi

GetResources

GetRestApis

Putintegration

PutintegrationResponse

PutMethod
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o PutMethodResponse

Cross-service examples for APl Gateway using AWS SDKs

The following code examples show how to use Amazon APl Gateway with AWS SDKs. Each example
contains a sample application that works across multiple AWS services.

Cross-service examples target an advanced level of experience to help you start building
applications.

Examples
» Create an APl Gateway REST API to track COVID-19 data
Create a lending library REST API

Create a photo asset management application that lets users manage photos using labels

Create a websocket chat application with APl Gateway

Use APl Gateway to invoke a Lambda function

Create an API Gateway REST API to track COVID-19 data

The following code example shows how to create a REST API that simulates a system to track daily
cases of COVID-19 in the United States, using fictional data.

Python
SDK for Python (Boto3)

Shows how to use AWS Chalice with the AWS SDK for Python (Boto3) to create a serverless
REST API that uses Amazon API Gateway, AWS Lambda, and Amazon DynamoDB. The REST
APl simulates a system that tracks daily cases of COVID-19 in the United States, using
fictional data. Learn how to:

o Use AWS Chalice to define routes in Lambda functions that are called to handle REST
requests that come through API Gateway.

« Use Lambda functions to retrieve and store data in a DynamoDB table to serve REST
requests.

» Define table structure and security role resources in an AWS CloudFormation template.

« Use AWS Chalice and CloudFormation to package and deploy all necessary resources.
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Use CloudFormation to clean up all created resources.

For complete source code and instructions on how to set up and run, see the full example on
GitHub.

Services used in this example

API| Gateway

AWS CloudFormation
DynamoDB

Lambda

Create a lending library REST API

The following code example shows how to create a lending library where patrons can borrow and

return books by using a REST API backed by an Amazon Aurora database.

Python

SDK for Python (Boto3)

Shows how to use the AWS SDK for Python (Boto3) with the Amazon Relational Database
Service (Amazon RDS) APl and AWS Chalice to create a REST API backed by an Amazon
Aurora database. The web service is fully serverless and represents a simple lending library
where patrons can borrow and return books. Learn how to:

Create and manage a serverless Aurora database cluster.
Use AWS Secrets Manager to manage database credentials.

Implement a data storage layer that uses Amazon RDS to move data into and out of the
database.

Use AWS Chalice to deploy a serverless REST API to Amazon APl Gateway and AWS
Lambda.

Use the Requests package to send requests to the web service.

For complete source code and instructions on how to set up and run, see the full example on
GitHub.

Services used in this example

API| Gateway
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e Aurora
« Lambda

» Secrets Manager

Create a photo asset management application that lets users manage photos
using labels

The following code examples show how to create a serverless application that lets users manage
photos using labels.

.NET

AWS SDK for .NET

Shows how to develop a photo asset management application that detects labels in images
using Amazon Rekognition and stores them for later retrieval.

For complete source code and instructions on how to set up and run, see the full example on
GitHub.

For a deep dive into the origin of this example see the post on AWS Community.

Services used in this example

« API Gateway

« DynamoDB

« Lambda

« Amazon Rekognition
« Amazon S3

« Amazon SNS

C++
SDK for C++

Shows how to develop a photo asset management application that detects labels in images
using Amazon Rekognition and stores them for later retrieval.
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For complete source code and instructions on how to set up and run, see the full example on
GitHub.

For a deep dive into the origin of this example see the post on AWS Community.

Services used in this example

« API Gateway
 DynamoDB

« Lambda

« Amazon Rekognition
« Amazon S3

« Amazon SNS

Java

SDK for Java 2.x

Shows how to develop a photo asset management application that detects labels in images
using Amazon Rekognition and stores them for later retrieval.

For complete source code and instructions on how to set up and run, see the full example on
GitHub.

For a deep dive into the origin of this example see the post on AWS Community.

Services used in this example

« API Gateway

DynamoDB
Lambda

Amazon Rekognition

Amazon S3

Amazon SNS
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JavaScript
SDK for JavaScript (v3)

Shows how to develop a photo asset management application that detects labels in images
using Amazon Rekognition and stores them for later retrieval.

For complete source code and instructions on how to set up and run, see the full example on
GitHub.

For a deep dive into the origin of this example see the post on AWS Community.

Services used in this example

» API Gateway

DynamoDB
Lambda

Amazon Rekognition
Amazon S3

Amazon SNS

Kotlin
SDK for Kotlin

Shows how to develop a photo asset management application that detects labels in images
using Amazon Rekognition and stores them for later retrieval.

For complete source code and instructions on how to set up and run, see the full example on
GitHub.

For a deep dive into the origin of this example see the post on AWS Community.

Services used in this example

» API Gateway
 DynamoDB
« Lambda

« Amazon Rekognition
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« Amazon S3

« Amazon SNS

PHP
SDK for PHP

Shows how to develop a photo asset management application that detects labels in images
using Amazon Rekognition and stores them for later retrieval.

For complete source code and instructions on how to set up and run, see the full example on
GitHub.

For a deep dive into the origin of this example see the post on AWS Community.

Services used in this example

» API Gateway

DynamoDB
Lambda

Amazon Rekognition

Amazon S3

Amazon SNS

Rust
SDK for Rust

Shows how to develop a photo asset management application that detects labels in images
using Amazon Rekognition and stores them for later retrieval.

For complete source code and instructions on how to set up and run, see the full example on
GitHub.

For a deep dive into the origin of this example see the post on AWS Community.

Services used in this example

» API Gateway
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 DynamoDB
Lambda

Amazon Rekognition

Amazon S3

Amazon SNS

Create a websocket chat application with APl Gateway

The following code example shows how to create a chat application that is served by a websocket
API built on Amazon API Gateway.

Python
SDK for Python (Boto3)

Shows how to use the AWS SDK for Python (Boto3) with Amazon API Gateway V2 to create a
websocket API that integrates with AWS Lambda and Amazon DynamoDB.

« Create a websocket API served by APl Gateway.

» Define a Lambda handler that stores connections in DynamoDB and posts messages to
other chat participants.

« Connect to the websocket chat application and send messages with the Websockets
package.

For complete source code and instructions on how to set up and run, see the full example on
GitHub.

Services used in this example

» API Gateway
 DynamoDB
« Lambda

Use API Gateway to invoke a Lambda function

The following code examples show how to create an AWS Lambda function invoked by Amazon API
Gateway.
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Java
SDK for Java 2.x

Shows how to create an AWS Lambda function by using the Lambda Java runtime API.

This example invokes different AWS services to perform a specific use case. This example
demonstrates how to create a Lambda function invoked by Amazon API Gateway that scans
an Amazon DynamoDB table for work anniversaries and uses Amazon Simple Notification
Service (Amazon SNS) to send a text message to your employees that congratulates them at
their one year anniversary date.

For complete source code and instructions on how to set up and run, see the full example on
GitHub.

Services used in this example

» API Gateway
« DynamoDB
« Lambda

« Amazon SNS

JavaScript
SDK for JavaScript (v3)

Shows how to create an AWS Lambda function by using the Lambda JavaScript runtime API.
This example invokes different AWS services to perform a specific use case. This example
demonstrates how to create a Lambda function invoked by Amazon API Gateway that scans
an Amazon DynamoDB table for work anniversaries and uses Amazon Simple Notification
Service (Amazon SNS) to send a text message to your employees that congratulates them at
their one year anniversary date.

For complete source code and instructions on how to set up and run, see the full example on
GitHub.

This example is also available in the AWS SDK for JavaScript v3 developer guide.

Services used in this example

» API Gateway
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DynamoDB
Lambda

« Amazon SNS

Python

SDK for Python (Boto3)

This example shows how to create and use an Amazon API Gateway REST API that targets

an AWS Lambda function. The Lambda handler demonstrates how to route based on HTTP
methods; how to get data from the query string, header, and body; and how to return a
JSON response.

Deploy a Lambda function.

Create an APl Gateway REST API.

Create a REST resource that targets the Lambda function.

Grant permission to let APl Gateway invoke the Lambda function.
Use the Requests package to send requests to the REST API.

Clean up all resources created during the demo.

This example is best viewed on GitHub. For complete source code and instructions on how to

set up and run, see the full example on GitHub.

Services used in this example

« API Gateway

Lambda

Code examples for APl Gateway Management API using AWS

SDKs

The following code examples show you how to use Amazon APl Gateway Management APl with an
AWS software development kit (SDK).

Actions are code excerpts from larger programs and must be run in context. While actions show you

how to call individual service functions, you can see actions in context in their related scenarios and

cross-service examples.
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More resources

« API Gateway Management APl Developer Guide — More information about APl Gateway
Management API.

« API Gateway Management API API Reference — Details about all available APl Gateway
Management API actions.

« AWS Developer Center — Code examples that you can filter by category or full-text search.

o AWS SDK Examples — GitHub repo with complete code in preferred languages. Includes
instructions for setting up and running the code.

Code examples
» Actions for APl Gateway Management API using AWS SDKs
» Use PostToConnection with an AWS SDK or CLI

Actions for APl Gateway Management APl using AWS SDKs

The following code examples show how to use Amazon APl Gateway Management APl with AWS
SDKs. Each example calls an individual service function.

Examples

¢ Use PostToConnection with an AWS SDK or CLI

Use PostToConnection with an AWS SDK or CLI
The following code examples show how to use PostToConnection.
CLI
AWS CLI
To send data to a WebSocket connection

The following post-to-connection example sends a message to a client that's connected
to the specified WebSocket API.

aws apigatewaymanagementapi post-to-connection \
--connection-id L@OSM9cOFvHcCIhw= \
--data "Hello from API Gateway!" \
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--endpoint-url https://aabbccddee.execute-api.us-west-2.amazonaws.com/prod

This command produces no output.

For more information, see Use @connections commands in your backend service in the
Amazon API Gateway Developer Guide.

» For API details, see PostToConnection in AWS CLI Command Reference.

Rust

SDK for Rust

(@ Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

async fn send_data(
client: &aws_sdk_apigatewaymanagement::Client,
con_id: &str,
data: &str,
) -> Result<(), aws_sdk_apigatewaymanagement::Error> {
client
.post_to_connection()
.connection_id(con_id)
.data(Blob::new(data))
.send()
.await?;

ok(())

let endpoint_url = format!(
"https://{api_id}.execute-api.{region}.amazonaws.com/{stage}",
api_id = api_id,
region = region,
stage = stage

);
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let shared_config =
aws_config::from_env().region(region_provider).load().await;
let api_management_config = config::Builder::from(&shared_config)
.endpoint_url(endpoint_url)
.build();
let client = Client::from_conf(api_management_config);

« For API details, see PostToConnection in AWS SDK for Rust APl reference.

Code examples for Application Auto Scaling using AWS SDKs

The following code examples show you how to use Application Auto Scaling with an AWS software
development kit (SDK).

Actions are code excerpts from larger programs and must be run in context. While actions show you
how to call individual service functions, you can see actions in context in their related scenarios and
cross-service examples.

More resources

» Application Auto Scaling User Guide — More information about Application Auto Scaling.

» Application Auto Scaling API Reference — Details about all available Application Auto Scaling
actions.

« AWS Developer Center — Code examples that you can filter by category or full-text search.

o AWS SDK Examples — GitHub repo with complete code in preferred languages. Includes
instructions for setting up and running the code.

Code examples

» Actions for Application Auto Scaling using AWS SDKs

» Use DeleteScalingPolicy with an AWS SDK or CLI

» Use DescribeScalingPolicies with an AWS SDK or CLI

» Use RegisterScalableTarget with an AWS SDK or CLI
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Actions for Application Auto Scaling using AWS SDKs

The following code examples show how to use Application Auto Scaling with AWS SDKs. Each
example calls an individual service function.

Examples

» Use DeleteScalingPolicy with an AWS SDK or CLI

» Use DescribeScalingPolicies with an AWS SDK or CLI
» Use RegisterScalableTarget with an AWS SDK or CLI

Use DeleteScalingPolicy with an AWS SDK or CLI

The following code examples show how to use DeleteScalingPolicy.

CLl
AWS CLI
To delete a scaling policy
This example deletes a scaling policy for the Amazon ECS service web-app running in the
default cluster.
Command:
aws application-autoscaling delete-scaling-policy --policy-name web-app-cpu-1t-25
--scalable-dimension ecs:service:DesiredCount --resource-id service/default/web-
app --service-namespace ecs
» For API details, see DeleteScalingPolicy in AWS CLI Command Reference.
Java

SDK for Java 2.x

(® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.
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import software.amazon.awssdk.regions.Region;

import
software.amazon.awssdk.services.applicationautoscaling.ApplicationAutoScalingClient;
import
software.amazon.awssdk.services.applicationautoscaling.model.ApplicationAutoScalingExcer
import
software.amazon.awssdk.services.applicationautoscaling.model.DeleteScalingPolicyRequest;
import
software.amazon.awssdk.services.applicationautoscaling.model.DeregisterScalableTargetRec
import
software.amazon.awssdk.services.applicationautoscaling.model.DescribeScalableTargetsReqt
import
software.amazon.awssdk.services.applicationautoscaling.model.DescribeScalableTargetsResf
import
software.amazon.awssdk.services.applicationautoscaling.model.DescribeScalingPoliciesReqt
import
software.amazon.awssdk.services.applicationautoscaling.model.DescribeScalingPoliciesResf
import

software.amazon.awssdk.services.applicationautoscaling.model.ScalableDimension;

import

software.amazon.awssdk.services.applicationautoscaling.model.ServiceNamespace;

/**
* Before running this Java V2 code example, set up your development environment,
including your credentials.

*

* For more information, see the following documentation topic:

*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/get-
started.html

*/

public class DisableDynamoDBAutoscaling {
public static void main(String[] args) {
final String usage = """

Usage:
<tableId> <policyName>\s

Where:
tableId - The table Id value (for example, table/Music).\s
policyName - The name of the policy (for example, $Music5-scaling-
policy).
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man,
’

if (args.length != 2) {
System.out.println(usage);
System.exit(1l);

ApplicationAutoScalingClient appAutoScalingClient =
ApplicationAutoScalingClient.builder()
.region(Region.US_EAST_1)
.build();

ServiceNamespace ns = ServiceNamespace.DYNAMODB;

ScalableDimension tableWCUs =
ScalableDimension.DYNAMODB_TABLE_WRITE_CAPACITY_UNITS;

String tableld = args[0];

String policyName = args[1];

deletePolicy(appAutoScalingClient, policyName, tableWCUs, ns, tableld);
verifyScalingPolicies(appAutoScalingClient, tableId, ns, tableWCUs);
deregisterScalableTarget(appAutoScalingClient, tableId, ns, tableWCUs);
verifyTarget(appAutoScalingClient, tableId, ns, tableWCUs);

public static void deletePolicy(ApplicationAutoScalingClient
appAutoScalingClient, String policyName, ScalableDimension tableWCUs,
ServiceNamespace ns, String tableld) {
try {
DeleteScalingPolicyRequest delSPRequest =
DeleteScalingPolicyRequest.builder()
.policyName(policyName)
.scalableDimension(tableWCUs)
.serviceNamespace(ns)
.resourceld(tableld)
.build();

appAutoScalingClient.deleteScalingPolicy(delSPRequest);
System.out.println(policyName +" was deleted successfully.");

} catch (ApplicationAutoScalingException e) {
System.err.println(e.awsErrorDetails().errorMessage());
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// Verify that the scaling policy was deleted
public static void verifyScalingPolicies(ApplicationAutoScalingClient
appAutoScalingClient, String tableId, ServiceNamespace ns, ScalableDimension
tableWCUs) {
DescribeScalingPoliciesRequest dscRequest =
DescribeScalingPoliciesRequest.builder()
.scalableDimension(tableWCUs)
.serviceNamespace(ns)
.resourceld(tableId)
.build();

DescribeScalingPoliciesResponse response =
appAutoScalingClient.describeScalingPolicies(dscRequest);

System.out.println("DescribeScalableTargets result: ");

System.out.println(response);

public static void deregisterScalableTarget(ApplicationAutoScalingClient
appAutoScalingClient, String tableId, ServiceNamespace ns, ScalableDimension
tableWCUs) {
try {
DeregisterScalableTargetRequest targetRequest =

DeregisterScalableTargetRequest.builder()

.scalableDimension(tableWCUs)

.serviceNamespace(ns)

.resourceld(tableld)

.build();

appAutoScalingClient.deregisterScalableTarget(targetRequest);
System.out.println("The scalable target was deregistered.");

} catch (ApplicationAutoScalingException e) {
System.err.println(e.awsErrorDetails().errorMessage());

public static void verifyTarget(ApplicationAutoScalingClient
appAutoScalingClient, String tableld, ServiceNamespace ns, ScalableDimension
tableWCUs) {
DescribeScalableTargetsRequest dscRequest =

DescribeScalableTargetsRequest.builder()

.scalableDimension(tableWCUs)

.serviceNamespace(ns)

.resourcelds(tableld)

Actions 145



AWS SDK Code Examples Code Library

.build();

DescribeScalableTargetsResponse response =
appAutoScalingClient.describeScalableTargets(dscRequest);

System.out.println("DescribeScalableTargets result: ");

System.out.println(response);

» For API details, see DeleteScalingPolicy in AWS SDK for Java 2.x APl Reference.

Use DescribeScalingPolicies with an AWS SDK or CLI
The following code examples show how to use DescribeScalingPolicies.
Cul

AWS CLI
To describe scaling policies
This example command describes the scaling policies for the ecs service namespace.

Command:

aws application-autoscaling describe-scaling-policies --service-namespace ecs

Output:
{
"ScalingPolicies": [
{
"PolicyName": "web-app-cpu-gt-75",
"ScalableDimension": "ecs:service:DesiredCount",
"ResourceId": "service/default/web-app",

"CreationTime": 1462561899.23,
"StepScalingPolicyConfiguration": {
"Cooldown": 60,
"StepAdjustments": [
{
"ScalingAdjustment": 200,
"MetricIntervallLowerBound": 0.0
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1,
"AdjustmentType": "PercentChangeInCapacity"
I
"PolicyARN": "arn:aws:autoscaling:us-
west-2:012345678910:scalingPolicy:6d8972f3-efc8-437c-92d1-6270f29a66e7
ecs/service/default/web-app:policyName/web-app-cpu-gt-75",
"PolicyType": "StepScaling",
"Alarms": [
{
"AlarmName": "web-app-cpu-gt-75",
"AlarmARN": "arn:aws:cloudwatch:us-
west-2:012345678910:alarm:web-app-cpu-gt-75"
}
1,

"ServiceNamespace": "ecs

"PolicyName": "web-app-cpu-1t-25",
"ScalableDimension": "ecs:service:DesiredCount",
"ResourceId": "service/default/web-app",
"CreationTime": 1462562575.099,
"StepScalingPolicyConfiguration": {
"Cooldown": 1,
"StepAdjustments": [
{
"ScalingAdjustment": -50,
"MetricIntervalUpperBound": 0.0

1,
"AdjustmentType": "PercentChangeInCapacity"
I
"PolicyARN": "arn:aws:autoscaling:us-
west-2:012345678910:scalingPolicy:6d8972f3-efc8-437c-92d1-6270f29a66e7
ecs/service/default/web-app:policyName/web-app-cpu-1t-25",
"PolicyType": "StepScaling",
"Alarms": [
{
"AlarmName": "web-app-cpu-1t-25",
"AlarmARN": "arn:aws:cloudwatch:us-
west-2:012345678910:alarm:web-app-cpu-1t-25"
}
1,

"ServiceNamespace": "ecs

:resource/

:resource/
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}

» For API details, see DescribeScalingPolicies in AWS CLI Command Reference.

Rust

SDK for Rust

(@ Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

async fn show_policies(client: &Client) -> Result<(), Error> {

let response = client
.describe_scaling_policies()
.service_namespace(ServiceNamespace::Ec2)
.send()
.await?;

println!("Auto Scaling Policies:");

for policy in response.scaling_policies() {
println!("{:?}\n", policy);

}

println!("Next token: {:?}", response.next_token());

ok(())

» For API details, see DescribeScalingPolicies in AWS SDK for Rust API reference.

Use RegisterScalableTarget with an AWS SDK or CLI

The following code examples show how to use RegisterScalableTarget.

Actions 148


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/application-autoscaling/describe-scaling-policies.html
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/applicationautoscaling#code-examples
https://docs.rs/releases/search?query=aws-sdk

AWS SDK Code Examples Code Library

CLI

AWS CLI
Example 1: To register an ECS service as a scalable target

The following register-scalable-target example registers an Amazon ECS service
with Application Auto Scaling. It also adds a tag with the key name environment and the
value production to the scalable target.

aws application-autoscaling register-scalable-target \
--service-namespace ecs \
--scalable-dimension ecs:service:DesiredCount \
--resource-id service/default/web-app \
--min-capacity 1 --max-capacity 10 \
--tags environment=production

Output:
{
"ScalableTargetARN": "arn:aws:application-autoscaling:us-
west-2:123456789012:scalable-target/1234abcd56ab78cd901ef1234567890ab123"
}

For examples for other AWS services and custom resources, see the topics in AWS services
that you can use with Application Auto Scaling in the Application Auto Scaling User Guide.

Example 2: To suspend scaling activities for a scalable target

The following register-scalable-target example suspends scaling activities for an
existing scalable target.

aws application-autoscaling register-scalable-target \
--service-namespace dynamodb \
--scalable-dimension dynamodb:table:ReadCapacityUnits \
--resource-id table/my-table \
--suspended-state
DynamicScalingInSuspended=true,DynamicScalingOutSuspended=true, ScheduledScalingSuspendec

Output:
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{

"ScalableTargetARN": "arn:aws:application-autoscaling:us-
west-2:123456789012:scalable-target/1234abcd56ab78cd901ef1234567890ab123"
}

For more information, see Suspending and resuming scaling for Application Auto Scaling in
the Application Auto Scaling User Guide.

Example 3: To resume scaling activities for a scalable target

The following register-scalable-target example resumes scaling activities for an
existing scalable target.

aws application-autoscaling register-scalable-target \
--service-namespace dynamodb \
--scalable-dimension dynamodb:table:ReadCapacityUnits \
--resource-id table/my-table \
--suspended-state
DynamicScalingInSuspended=false,DynamicScalingOutSuspended=false, ScheduledScalingSuspenc

Output:
{
"ScalableTargetARN": "arn:aws:application-autoscaling:us-
west-2:123456789012:scalable-target/1234abcd56ab78cd901ef1234567890ab123"
}

For more information, see Suspending and resuming scaling for Application Auto Scaling in
the Application Auto Scaling User Guide.

» For API details, see RegisterScalableTarget in AWS CLI Command Reference.

Java

SDK for Java 2.x

(® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.
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import software.amazon.awssdk.regions.Region;

import

software.amazon.awssdk.services.applicationautoscaling.

import
software.
import
software.
import
software.
import
software.
import
software.

import
software.
import
software.
import
software.
import
software.
import
software.
import
software.

import software.amazon.awssdk.services.applicationautoscaling.

import

software.amazon.awssdk.services.applicationautoscaling.model.

amazon.

amazon.

amazon.

amazon.

amazon.

amazon.

amazon.

amazon.

amazon.

amazon.

amazon.

awssdk.

awssdk.

awssdk.

awssdk.

awssdk.

awssdk.

awssdk.

awssdk.

awssdk.

awssdk.

awssdk.

import java.util.List;

/**

services.

services.

services.

services.

services

services.

services.

services

services.

services.

services

.applicationautoscaling.

applicationautoscaling.

applicationautoscaling.

applicationautoscaling.

applicationautoscaling.model.

applicationautoscaling.model.
import software.amazon.awssdk.services.applicationautoscaling.

applicationautoscaling.

applicationautoscaling.

model

applicationautoscaling.

applicationautoscaling.

applicationautoscaling.

model.

model.

model.

model.

model.

model.

model.

model.

ApplicationAutoScalingClient;

ApplicationAutoScalingExcer

DescribeScalableTargetsReqt

DescribeScalableTargetsResf

DescribeScalingPoliciesReqt

DescribeScalingPoliciesResf
model.PolicyType;

PredefinedMetricSpecificati

PutScalingPolicyRequest;

.RegisterScalableTargetReque

ScalingPolicy;

ServiceNamespace;

ScalableDimension;
model.MetricType;

TargetTrackingScalingPolicy

* Before running this Java V2 code example, set up your development environment,
including your credentials.

*

* For more information, see the following documentation topic:

*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-gqguide/get-
started.html

*/

public class EnableDynamoDBAutoscaling {
public static void main(String[] args) {
final String usage = """
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Usage:
<tableId> <roleARN> <policyName>\s

Where:
tableId - The table Id value (for example, table/Music).
roleARN - The ARN of the role that has ApplicationAutoScaling
permissions.
policyName - The name of the policy to create.

[TRTRIEN
’

if (args.length != 3) {
System.out.println(usage);
System.exit(1l);

System.out.println("This example registers an Amazon DynamoDB table,
which is the resource to scale.");
String tableId = args[0];
String roleARN args[1];
String policyName = args[2];
ServiceNamespace ns = ServiceNamespace.DYNAMODB;
ScalableDimension tableWCUs =
ScalableDimension.DYNAMODB_TABLE_WRITE_CAPACITY_UNITS;
ApplicationAutoScalingClient appAutoScalingClient =
ApplicationAutoScalingClient.builder()
.region(Region.US_EAST_1)
.build();

registerScalableTarget(appAutoScalingClient, tableId, roleARN, ns,
tableWCUs);
verifyTarget(appAutoScalingClient, tableld, ns, tableWCUs);
configureScalingPolicy(appAutoScalingClient, tableId, ns, tableWCUs,
policyName);
}

public static void registerScalableTarget(ApplicationAutoScalingClient
appAutoScalingClient, String tableId, String roleARN, ServiceNamespace ns,
ScalableDimension tableWCUs) {
try {
RegisterScalableTargetRequest targetRequest =
RegisterScalableTargetRequest.builder()
.serviceNamespace(ns)

Actions 152



AWS SDK Code Examples Code Library

.scalableDimension(tableWCUs)
.resourceld(tableld)
.roleARN(roleARN)
.minCapacity(5)
.maxCapacity(10)

.build();

appAutoScalingClient.registerScalableTarget(targetRequest);
System.out.println("You have registered " + tableld);

} catch (ApplicationAutoScalingException e) {
System.err.println(e.awsErrorDetails().errorMessage());

// Verify that the target was created.
public static void verifyTarget(ApplicationAutoScalingClient
appAutoScalingClient, String tableId, ServiceNamespace ns, ScalableDimension
tableWCUs) {
DescribeScalableTargetsRequest dscRequest =
DescribeScalableTargetsRequest.builder()
.scalableDimension(tableWCUs)
.serviceNamespace(ns)
.resourcelds(tableld)
.build();

DescribeScalableTargetsResponse response =
appAutoScalingClient.describeScalableTargets(dscRequest);

System.out.println("DescribeScalableTargets result: ");

System.out.println(response);

// Configure a scaling policy.
public static void configureScalingPolicy(ApplicationAutoScalingClient
appAutoScalingClient, String tableld, ServiceNamespace ns, ScalableDimension
tableWCUs, String policyName) {
// Check if the policy exists before creating a new one.
DescribeScalingPoliciesResponse describeScalingPoliciesResponse =
appAutoScalingClient.describeScalingPolicies(DescribeScalingPoliciesRequest.builder()
.serviceNamespace(ns)
.resourceld(tableId)
.scalableDimension(tableWCUs)
.build());
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if (!describeScalingPoliciesResponse.scalingPolicies().isEmpty()) {
// If policies exist, consider updating an existing policy instead of
creating a new one.
System.out.println("Policy already exists. Consider updating it
instead.");
List<ScalingPolicy> pollList =
describeScalingPoliciesResponse.scalingPolicies();
for (ScalingPolicy pol : pollList) {
System.out.println("Policy name:" +pol.policyName());
}
} else {
// If no policies exist, proceed with creating a new policy.
PredefinedMetricSpecification specification =
PredefinedMetricSpecification.buildexr()

.predefinedMetricType(MetricType.DYNAMO_DB_WRITE_CAPACITY_UTILIZATION)
.build();

TargetTrackingScalingPolicyConfiguration policyConfiguration =
TargetTrackingScalingPolicyConfiguration.buildex()
.predefinedMetricSpecification(specification)
.targetValue(50.0)
.scaleInCooldown(60)
.scaleOutCooldown(60)
.build();

PutScalingPolicyRequest putScalingPolicyRequest =

PutScalingPolicyRequest.builder()

.targetTrackingScalingPolicyConfiguration(policyConfiguration)

.serviceNamespace(ns)

.scalableDimension(tableWCUs)

.resourceld(tableId)

.policyName(policyName)

.policyType(PolicyType.TARGET_TRACKING_SCALING)

.build();

try {
appAutoScalingClient.putScalingPolicy(putScalingPolicyRequest);
System.out.println("You have successfully created a scaling
policy for an Application Auto Scaling scalable target");
} catch (ApplicationAutoScalingException e) {
System.err.println("Error: " +
e.awsErrorDetails().errorMessage());

}
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}

» For API details, see RegisterScalableTarget in AWS SDK for Java 2.x APl Reference.

Code examples for Application Recovery Controller using AWS
SDKs

The following code examples show you how to use Amazon Route 53 Application Recovery
Controller with an AWS software development kit (SDK).

Actions are code excerpts from larger programs and must be run in context. While actions show you
how to call individual service functions, you can see actions in context in their related scenarios and
cross-service examples.

More resources

» Application Recovery Controller Developer Guide — More information about Application

Recovery Controller.

« Application Recovery Controller APl Reference — Details about all available Application

Recovery Controller actions.

« AWS Developer Center — Code examples that you can filter by category or full-text search.

o AWS SDK Examples — GitHub repo with complete code in preferred languages. Includes

instructions for setting up and running the code.

Code examples

» Actions for Application Recovery Controller using AWS SDKs
» Use GetRoutingControlState with an AWS SDK or CLI
» Use UpdateRoutingControlState with an AWS SDK or CLI

Actions for Application Recovery Controller using AWS SDKs

The following code examples show how to use Amazon Route 53 Application Recovery Controller
with AWS SDKs. Each example calls an individual service function.
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Examples

» Use GetRoutingControlState with an AWS SDK or CLI

» Use UpdateRoutingControlState with an AWS SDK or CLI

Use GetRoutingControlState with an AWS SDK or CLI

The following code examples show how to use GetRoutingControlState.
Java

SDK for Java 2.x

(® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

public static GetRoutingControlStateResponse
getRoutingControlState(List<ClusterEndpoint> clusterEndpoints,
String routingControlArn) {
// As a best practice, we recommend choosing a random cluster endpoint to
get or
// set routing control states.
// For more information, see
// https://docs.aws.amazon.com/r53recovery/latest/dg/route53-arc-best-
practices.html#route53-arc-best-practices.regional
Collections.shuffle(clusterEndpoints);
for (ClusterEndpoint clusterEndpoint : clusterEndpoints) {
try {
System.out.println(clusterEndpoint);
Route53RecoveryClusterClient client =
Route53RecoveryClusterClient.buildex()
.endpointOverride(URI.create(clusterEndpoint.endpoint()))
.region(Region.of(clusterEndpoint.region())).build();
return client.getRoutingControlState(
GetRoutingControlStateRequest.builder()
.routingControlArn(routingControlArn).build());
} catch (Exception exception) {
System.out.println(exception);
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}

return null;

« For API details, see GetRoutingControlState in AWS SDK for Java 2.x API Reference.

Python

SDK for Python (Boto3)

® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

import boto3

def create_recovery_client(cluster_endpoint):
Creates a Boto3 Route 53 Application Recovery Controller client for the
specified
cluster endpoint URL and AWS Region.

:param cluster_endpoint: The cluster endpoint URL and Region.

:return: The Boto3 client.

return boto3.client(
"route53-recovery-cluster",
endpoint_url=cluster_endpoint["Endpoint"],
region_name=cluster_endpoint["Region"],

def get_routing_control_state(routing_control_arn, cluster_endpoints):

Gets the state of a routing control. Cluster endpoints are tried in
sequence until the first successful response is received.
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:param routing_control_arn: The ARN of the routing control to look up.
:param cluster_endpoints: The list of cluster endpoints to query.
:return: The routing control state response.

# As a best practice, we recommend choosing a random cluster endpoint to get
or set routing control states.
# For more information, see https://docs.aws.amazon.com/r53recovery/latest/
dg/route53-arc-best-practices.html#route53-arc-best-practices.regional
random.shuffle(cluster_endpoints)
for cluster_endpoint in cluster_endpoints:
try:
recovery_client = create_recovery_client(cluster_endpoint)
response = recovery_client.get_routing_control_state(
RoutingControlArn=routing_control_arn
)
return response
except Exception as error:
print(error)
raise error

» For API details, see GetRoutingControlState in AWS SDK for Python (Boto3) API Reference.

Use UpdateRoutingControlState with an AWS SDK or CLI

The following code examples show how to use UpdateRoutingControlState.
Java

SDK for Java 2.x

(@ Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.
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public static UpdateRoutingControlStateResponse
updateRoutingControlState(List<ClusterEndpoint> clusterEndpoints,
String routingControlAzrn,
String routingControlState) {

// As a best practice, we recommend choosing a random cluster endpoint to
get or

// set routing control states.
// For more information, see
// https://docs.aws.amazon.com/r53recovery/latest/dg/route53-arc-best-
practices.html#route53-arc-best-practices.regional
Collections.shuffle(clusterEndpoints);
for (ClusterEndpoint clusterEndpoint : clusterEndpoints) {
try {
System.out.println(clusterEndpoint);
Route53RecoveryClusterClient client =
Route53RecoveryClusterClient.builder()
.endpointOverride(URI.create(clusterEndpoint.endpoint()))

.region(Region.of(clusterEndpoint.region()))
.build();

return client.updateRoutingControlState(
UpdateRoutingControlStateRequest.builder()

.routingControlArn(routingControlArn).routingControlState(routingControlState).build());
} catch (Exception exception) {

System.out.println(exception);

}

return null;

» For API details, see UpdateRoutingControlState in AWS SDK for Java 2.x API Reference.

Python

SDK for Python (Boto3)

(® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.
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import boto3

def create_recovery_client(cluster_endpoint):
Creates a Boto3 Route 53 Application Recovery Controller client for the
specified
cluster endpoint URL and AWS Region.

:param cluster_endpoint: The cluster endpoint URL and Region.

:return: The Boto3 client.

return boto3.client(
"route53-recovery-cluster",
endpoint_url=cluster_endpoint["Endpoint"],
region_name=cluster_endpoint["Region"],

def update_routing_control_state(
routing_control_arn, cluster_endpoints, routing_control_state

Updates the state of a routing control. Cluster endpoints are tried in
sequence until the first successful response is received.

:param routing_control_arn: The ARN of the routing control to update the
state for.

:param cluster_endpoints: The list of cluster endpoints to try.

:param routing_control_state: The new routing control state.

:return: The routing control update response.

# As a best practice, we recommend choosing a random cluster endpoint to get
or set routing control states.
# For more information, see https://docs.aws.amazon.com/r53recovery/latest/
dg/route53-arc-best-practices.html#route53-arc-best-practices.regional
random.shuffle(cluster_endpoints)
for cluster_endpoint in cluster_endpoints:
try:
recovery_client = create_recovery_client(cluster_endpoint)
response = recovery_client.update_routing_control_state(
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RoutingControlArn=routing_control_arn,
RoutingControlState=routing_control_state,

)

return response
except Exception as error:
print(error)

» For API details, see UpdateRoutingControlState in AWS SDK for Python (Boto3) API
Reference.

Code examples for Audit Manager using AWS SDKs

The following code examples show you how to use AWS Audit Manager with an AWS software
development kit (SDK).

Scenarios are code examples that show you how to accomplish a specific task by calling multiple
functions within the same service.

More resources

Audit Manager User Guide — More information about Audit Manager.

Audit Manager API Reference - Details about all available Audit Manager actions.

AWS Developer Center - Code examples that you can filter by category or full-text search.

AWS SDK Examples — GitHub repo with complete code in preferred languages. Includes

instructions for setting up and running the code.

Code examples

» Scenarios for Audit Manager using AWS SDKs

« Create an Audit Manager custom framework from an AWS Config conformance pack using an
AWS SDK

« Create an Audit Manager custom framework that contains Security Hub controls using an AWS
SDK

» Create an Audit Manager assessment report that contains one day of evidence using an AWS
SDK
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Scenarios for Audit Manager using AWS SDKs

The following code examples show how to use AWS Audit Manager with AWS SDKs. Each example
shows you how to accomplish a specific task by calling multiple functions within the same service.

Scenarios target an intermediate level of experience to help you understand service actions in
context.

Examples

» Create an Audit Manager custom framework from an AWS Config conformance pack using an
AWS SDK

» Create an Audit Manager custom framework that contains Security Hub controls using an AWS
SDK

» Create an Audit Manager assessment report that contains one day of evidence using an AWS SDK

Create an Audit Manager custom framework from an AWS Config conformance
pack using an AWS SDK

The following code example shows how to:

« Get a list of AWS Config conformance packs.
« Create an Audit Manager custom control for each managed rule in a conformance pack.

» Create an Audit Manager custom framework that contains the controls.

Python

SDK for Python (Boto3)

(@ Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

import logging
import boto3
from botocore.exceptions import ClientError
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logger = logging.getlLogger(__name_ )

class ConformancePack:
def __init_ (self, config_client, auditmanager_client):
self.config_client = config_client
self.auditmanager_client = auditmanager_client

def get_conformance_pack(self):

Return a selected conformance pack from the list of conformance packs.

:return: selected conformance pack
try:
conformance_packs = self.config_client.describe_conformance_packs()
print(
"Number of conformance packs fetched: ",
len(conformance_packs.get("ConformancePackDetails")),
)
print("Fetched the following conformance packs: ")
all_cpack_names = {
cp["ConformancePackName"]
for cp in conformance_packs.get("ConformancePackDetails")
}
for pack in all_cpack_names:
print(f"\t{pack}")
cpack_name = input(
"Provide ConformancePackName that you want to create a custom "
"framework for: "
)
if cpack_name not in all_cpack_names:
print(f"{cpack_name} is not in the list of conformance packs!")
print(
"Provide a conformance pack name from the available list of "
"conformance packs."
)
raise Exception("Invalid conformance pack")
print("-" * 88)
except ClientError:
logger.exception("Couldn't select conformance pack.")
raise
else:
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return cpack_name

def create_custom_controls(self, cpack_name):
Create custom controls for all managed AWS Config rules in a conformance
pack.

:param cpack_name: The name of the conformance pack to create controls
for.
:return: The list of custom control IDs.
try:
rules_in_pack =
self.config_client.describe_conformance_pack_compliance(
ConformancePackName=cpack_name

)
print(
"Number of rules in the conformance pack: ",
len(rules_in_pack.get("ConformancePackRuleCompliancelList")),
)

for rule in rules_in_pack.get("ConformancePackRuleCompliancelList"):
print(f"\t{rule.get('ConfigRuleName')}")
print("-" * 88)
print(
"Creating a custom control for each rule and a custom framework "
"consisting of these rules in Audit Manager."
)
am_controls = []
for rule in rules_in_pack.get("ConformancePackRuleCompliancelList"):
config_rule = self.config_client.describe_config_rules(
ConfigRuleNames=[rule.get("ConfigRuleName" )]
)
source_id = (
config_rule.get("ConfigRules")[0]
.get("Source", {1})
.get("Sourceldentifier")
)
custom_control = self.auditmanager_client.create_control(
name="Config-" + rule.get("ConfigRuleName"),
controlMappingSources=[
{
"sourceName": "ConfigRule",
"sourceSetUpOption": "System_Controls_Mapping",
"sourceType": "AWS_Config",
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"sourceKeyword": {
"keywordInputType": "SELECT_FROM_LIST",
"keywordValue": source_id,

iy

1,
).get("control", {3})
am_controls.append({"id": custom_control.get("id")})
print("Successfully created a control for each config rule.")
print("-" * 88)
except ClientError:
logger.exception("Failed to create custom controls.")
raise
else:
return am_controls

def create_custom_framework(self, cpack_name, am_control_ids):
Create a custom Audit Manager framework from a selected AWS Config
conformance
pack.

:param cpack_name: The name of the conformance pack to create a framework
from.
:param am_control_ids: The IDs of the custom controls created from the
conformance pack.
try:
print("Creating custom framework...")
custom_framework =
self.auditmanager_client.create_assessment_framework(
name="Config-Conformance-pack-" + cpack_name,
controlSets=[{"name": cpack_name, "controls": am_control_ids}],

)

print(
f"Successfully created the custom framework: ",
f"{custom_framework.get('framework').get('name')}: ",
f"{custom_framework.get('framework').get('id')}",

)

print("-" * 88)

except ClientError:
logger.exception("Failed to create custom framework.")
raise
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def run_demo():

print("-" * 88)

print("Welcome to the AWS Audit Manager custom framework demo!")
print("-" * 88)

print(

"You can use this sample to select a conformance pack from AWS Config and

"use AWS Audit Manager to create a custom control for all the managed "
"rules under the conformance pack. A custom framework is also created "
"with these controls."

)

print("-" * 88)

conf_pack = ConformancePack(boto3.client("config"),

boto3.client("auditmanager"))

if __name__ == "__main__":

cpack_name = conf_pack.get_conformance_pack()
am_controls = conf_pack.create_custom_controls(cpack_name)
conf_pack.create_custom_framework(cpack_name, am_controls)

run_demo()

» For API details, see the following topics in AWS SDK for Python (Boto3) API Reference.

e CreateAssessmentFramework

e CreateControl

Create an Audit Manager custom framework that contains Security Hub controls
using an AWS SDK

The following code example shows how to:

» Get a list of all standard controls that have Security Hub as their data source.

» Create an Audit Manager custom framework that contains the controls.
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Python

SDK for Python (Boto3)

® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

import logging
import boto3
from botocore.exceptions import ClientError

logger = logging.getlLogger(__name__)

class SecurityHub:
def __init_ (self, auditmanager_client):
self.auditmanager_client = auditmanager_client

def get_sechub_controls(self):

Gets the list of controls that use Security Hub as their data source.

:return: The list of Security Hub controls.
print("-" * 88)
next_token = None
page = 1
sechub_control_list = []
while True:
print("Page [" + str(page) + "]1")
if next_token is None:
control_list = self.auditmanager_client.list_controls(
controlType="Standard", maxResults=100
)
else:
control_list = self.auditmanager_client.list_controls(
controlType="Standard", nextToken=next_token, maxResults=100
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print("Total controls found:",
len(control_list.get("controlMetadatalList")))
for control in control_list.get("controlMetadatalList"):
control_details = self.auditmanager_client.get_control(
controlId=control.get("id")
).get("control", {3})
if "AWS Security Hub" in control_details.get("controlSources"):
sechub_control_list.append({"id": control_details.get("id")})
next_token = control_list.get("nextToken")
if not next_token:
break
page += 1
print("Number of Security Hub controls found: ",
len(sechub_control_list))
return sechub_control_list

def create_custom_framework(self, am_controls):

Create a custom framework with a list of controls.

:param am_controls: The list of controls to include in the framework.
try:
print("Creating custom framework...")
custom_framework =
self.auditmanager_client.create_assessment_framework(
name="All Security Hub Controls Framework",

controlSets=[{"name": "Security-Hub", "controls": am_controls}],
)
print(
f"Successfully created the custom framework: "
f"{custom_framework.get('framework').get('name')}: "
f"{custom_framework.get('framework').get('id')}"
)

print("-" * 88)

except ClientError:
logger.exception("Failed to create custom framework.")
raise

def run_demo():
print("-" * 88)
print("Welcome to the AWS Audit Manager Security Hub demo!")
print("-" * 88)

Scenarios 168



AWS SDK Code Examples

Code Library

print(" This script creates a custom framework with all Security Hub

controls.™)
print("-" * 88)

sechub = SecurityHub(boto3.client("auditmanager"))
am_controls = sechub.get_sechub_controls()
sechub.create_custom_framework(am_controls)

if _name__ == "__main__":

run_demo()

» For API details, see the following topics in AWS SDK for Python (Boto3) APl Reference.

¢ CreateAssessmentFramework

+ GetControl

« ListControls

Create an Audit Manager assessment report that contains one day of evidence
using an AWS SDK

The following code example shows how to create an Audit Manager assessment report that

contains one day of evidence.

Python

SDK for Python (Boto3)

(® Note

There's more on GitHub. Find the complete example and learn how to set up and run

in the AWS Code Examples Repository.

import
import
import
import
import
import

from botocore.exceptions import ClientError

dateutil.parser
logging

time
urllib.request
uuid

boto3
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logger = logging.getlLogger(__name__)

class AuditReport:
def __init_ (self, auditmanager_client):
self.auditmanager_client = auditmanager_client

def get_input(self):
print("-" * 40)
try:
assessment_id = input("Provide assessment id [uuid]: ").lower()
try:
assessment_uuid = uuid.UUID(assessment_id)
except ValueError:
logger.error("Assessment Id is not a valid UUID: %s",
assessment_id)
raise
evidence_folder = input("Provide evidence date [yyyy-mm-dd]: ")
try:
evidence_date = dateutil.parser.parse(evidence_folder).date()
except ValueError:
logger.error("Invalid date : %s", evidence_folder)
raise
try:
self.auditmanager_client.get_assessment(
assessmentId=str(assessment_uuid)
)
except ClientError:
logger.exception("Couldn't get assessment %s.", assessment_uuid)
raise
except (ValueError, ClientError):
return None, None
else:
return assessment_uuid, evidence_date

def clear_staging(self, assessment_uuid, evidence_date):

Find all the evidence in the report and clear it.
next_token = None

page = 1

interested_folder_id_list = []
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while True:
print(f"Page [{page}]")
if next_token is None:
folder_list = (
self.auditmanager_client.get_evidence_folders_by_assessment(
assessmentId=str(assessment_uuid), maxResults=1000

)

else:
folder_list = (
self.auditmanager_client.get_evidence_folders_by_assessment(
assessmentId=str(assessment_uuid),
nextToken=next_token,
maxResults=1000,

)
folders = folder_list.get("evidenceFolders")
print(f"Got {len(folders)} folders.")
for folder in folders:
folder_id = folder.get("id")
if folder.get("name") == str(evidence_date):
interested_folder_id_list.append(folder_id)
if folder.get("assessmentReportSelectionCount") == folder.get(
"totalEvidence"

print(
f"Removing folder from report selection :
{folder.get('name')} "
f"{folder_id} {folder.get('controlId')}"

self.auditmanager_client.disassociate_assessment_report_evidence_foldexr(
assessmentId=str(assessment_uuid),
evidenceFolderId=folder_id
)
elif folder.get("assessmentReportSelectionCount") > 0:
# Get all evidence in the folder and
# add selected evidence in the selected_evidence_list.
evidence_list = (
self.auditmanager_client.get_evidence_by_evidence_foldex(
assessmentId=str(assessment_uuid),
controlSetId=folder_id,
evidenceFolderId=folder_id,
maxResults=1000,
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)
selected_evidence_list = []
for evidence in evidence_list.get("evidence"):
if evidence.get("assessmentReportSelection") == "Yes":
selected_evidence_list.append(evidence.get("id"))
print(
f"Removing evidence report selection :
{folder.get('name')} "
f"{len(selected_evidence_list)}"

self.auditmanager_client.batch_disassociate_assessment_report_evidence(
assessmentId=str(assessment_uuid),
evidenceFolderId=folder_id,
evidencelds=selected_evidence_list,
)
next_token = folder_list.get("nextToken")
if not next_token:
break
page += 1
return interested_folder_id_list

def add_folder_to_staging(self, assessment_uuid, folder_id_list):
print(f"Adding folders to report : {folder_id_list}")
for folder in folder_id_list:
self.auditmanager_client.associate_assessment_report_evidence_folder(
assessmentId=str(assessment_uuid), evidenceFolderId=folder

def get_report(self, assessment_uuid):
report = self.auditmanager_client.create_assessment_report(
name="ReportViaScript",
description="testing",
assessmentId=str(assessment_uuid),
)
if self._is_report_generated(report.get("assessmentReport").get("id")):
report_url = self.auditmanager_client.get_assessment_report_url(
assessmentReportId=report.get("assessmentReport").get("id"),
assessmentId=str(assessment_uuid),
)
print(report_url.get("preSignedUrl"))
urllib.request.urlretrieve(
report_url.get("preSignedUrl").get("link"),
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report_url.get("preSignedUrl").get("hyperlinkName"),
)
print(
f"Report saved as
{report_url.get('preSignedUrl').get('hyperlinkName"')3}."
)
else:
print("Report generation did not finish in 15 minutes.")
print(
"Failed to download report. Go to the console and manually
download "
"the report."

def _is_report_generated(self, assessment_report_id):
max_wait_time = 0
while max_wait_time < 900:
print(f"Checking status of the report {assessment_report_id}")
report_list =
self.auditmanager_client.list_assessment_reports(maxResults=1)
if (
report_list.get("assessmentReports")[0].get("id")
== assessment_report_id
and report_list.get("assessmentReports")[0].get("status") ==
"COMPLETE"

return True
print("Sleeping for 5 seconds...")
time.sleep(5)
max_wait_time += 5

def run_demo():
print("-" * 88)
print("Welcome to the AWS Audit Manager samples demo!")
print("-" * 88)
print(
"This script creates an assessment report for an assessment with all the

"evidence collected on the provided date."
)
print("-" * 88)

report = AuditReport(boto3.client("auditmanager"))
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assessment_uuid, evidence_date = report.get_input()

if assessment_uuid is not None and evidence_date is not None:
folder_id_list = report.clear_staging(assessment_uuid, evidence_date)
report.add_folder_to_staging(assessment_uuid, folder_id_list)
report.get_report(assessment_uuid)

if __name__ == "__main__":
run_demo()

» For API details, see the following topics in AWS SDK for Python (Boto3) API Reference.

» AssociateAssessmentReportEvidenceFolder

» BatchDisassociateAssessmentReportEvidence

o CreateAssessmentReport

» DisassociateAssessmentReportEvidenceFolder

¢ GetAssessment

o GetAssessmentReportUrl

» GetEvidenceByEvidenceFolder

o GetEvidenceFoldersByAssessment

o ListAssessmentReports

Code examples for Aurora using AWS SDKs

The following code examples show you how to use Amazon Aurora with an AWS software
development kit (SDK).

Actions are code excerpts from larger programs and must be run in context. While actions show you
how to call individual service functions, you can see actions in context in their related scenarios and
cross-service examples.

Scenarios are code examples that show you how to accomplish a specific task by calling multiple
functions within the same service.

Cross-service examples are sample applications that work across multiple AWS services.
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More resources

Aurora User Guide — More information about Aurora.

Aurora APl Reference — Details about all available Aurora actions.

AWS Developer Center — Code examples that you can filter by category or full-text search.

AWS SDK Examples — GitHub repo with complete code in preferred languages. Includes

instructions for setting up and running the code.

Get started

Hello Aurora

The following code examples show how to get started using Aurora.
.NET

AWS SDK for .NET

® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

using Amazon.RDS;

using Amazon.RDS.Model;

using Microsoft.Extensions.DependencyInjection;
using Microsoft.Extensions.Hosting;

namespace AuroraActions;

public static class HelloAurora

{

static async Task Main(string[] args)

{
// Use the AWS .NET Core Setup package to set up dependency injection for

the
// Amazon Relational Database Service (Amazon RDS).
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// Use your AWS profile name, or leave it blank to use the default
profile.
using var host = Host.CreateDefaultBuilder(args)
.ConfigureServices((_, services) =>
services.AddAWSService<IAmazonRDS>()
) .Build();

// Now the client is available for injection. Fetching it directly here
for example purposes only.
var rdsClient = host.Services.GetRequiredService<IAmazonRDS>();

// You can use await and any of the async methods to get a response.

var response = await rdsClient.DescribeDBClustersAsync(new
DescribeDBClustersRequest { IncludeShared = true });

Console.WriteLine($"Hello Amazon RDS Aurora! Let's list some clusters in
this account:");

foreach (var cluster in response.DBClusters)

{

Console.WritelLine($"\tCluster: database: {cluster.DatabaseName}

identifier: {cluster.DBClusterIdentifier}.");

}

« For API details, see DescribeDBClusters in AWS SDK for .NET API Reference.

C++

SDK for C++

(® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

Code for the CMakelLists.txt CMake file.

# Set the minimum required version of CMake for this project.
cmake_minimum_required(VERSION 3.13)
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# Set the AWS service components used by this project.
set(SERVICE_COMPONENTS rds)

# Set this project's name.
project("hello_aurora")

# Set the C++ standard to use to build this target.
# At least C++ 11 is required for the AWS SDK for C++.
set (CMAKE_CXX_STANDARD 11)

# Use the MSVC variable to determine if this is a Windows build.
set (WINDOWS_BUILD ${MSVC})

if (WINDOWS_BUILD) # Set the location where CMake can find the installed
libraries for the AWS SDK.
string(REPLACE ";" "/aws-cpp-sdk-all;" SYSTEM_MODULE_PATH
"${CMAKE_SYSTEM_PREFIX_PATH}/aws-cpp-sdk-all")
list (APPEND CMAKE_PREFIX_PATH ${SYSTEM_MODULE_PATH})
endif ()

# Find the AWS SDK for C++ package.
find_package (AWSSDK REQUIRED COMPONENTS ${SERVICE_COMPONENTS})

if (WINDOWS_BUILD AND AWSSDK_INSTALL_AS_SHARED_LIBS)
# Copy relevant AWS SDK for C++ libraries into the current binary directory
for running and debugging.

# set(BIN_SUB_DIR "/Debug") # If you are building from the command line, you
may need to uncomment this
# and set the proper subdirectory to the
executables' location.

AWSSDK_CPY_DYN_LIBS(SERVICE_COMPONENTS ""
${CMAKE_CURRENT_BINARY_DIR}${BIN_SUB_DIR})
endif ()

add_executable(${PROJECT_NAME}
hello_aurora.cpp)

target_link_libraries(${PROJECT_NAME}
${AWSSDK_LINK_LIBRARIES})
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Code for the hello_aurora.cpp source file.

#include <aws/core/Aws.h>

#include <aws/rds/RDSClient.h>

#include <aws/rds/model/DescribeDBClustersRequest.h>
#include <iostream>

/*
* A "Hello Aurora" starter application which initializes an Amazon Relational
Database Service (Amazon RDS) client
* and describes the Amazon Aurora (Aurora) clusters.

*

* main function
*

* Usage: 'hello_aurora'
*
*/
int main(int argc, char **argv) {
Aws: :SDKOptions options;
// Optionally change the log level for debugging.
// options.loggingOptions.loglLevel = Utils::Logging::LoglLevel: :Debug;
Aws::InitAPI(options); // Should only be called once.
int result = 0;
{
Aws: :Client::ClientConfiguration clientConfig;
// Optional: Set to the AWS Region (overrides config file).
// clientConfig.region = "us-east-1";

Aws: :RDS::RDSClient rdsClient(clientConfig);

Aws::String marker; // Used for pagination.
std::vector<Aws::String> clusterlIds;
do {

Aws: :RDS: :Model: :DescribeDBClustersRequest request;

Aws: :RDS: :Model: :DescribeDBClustersOutcome outcome =
rdsClient.DescribeDBClusters(request);

if (outcome.IsSuccess()) {
for (auto &cluster: outcome.GetResult().GetDBClusters()) {
clusterIds.push_back(cluster.GetDBClusterIdentifiexr());
}
marker = outcome.GetResult().GetMarker();
} else {
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result = 1;

std::cerr << "Error with Aurora::GDescribeDBClusters. "
<< outcome.GetError().GetMessage()
<< std::endl;

break;

}
} while (!marker.empty());

std::cout << clusterIds.size() << " Aurora clusters found." << std::endl;

for (auto &clusterId: clusterIds) {
std::cout << " clusterId " << clusterId << std::endl;

Aws: :ShutdownAPI(options); // Should only be called once.
return 0;

» For API details, see DescribeDBClusters in AWS SDK for C++ APl Reference.

Go

SDK for Go V2

(@ Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

package main

import (
"context"
Ilfmt n

"github.com/aws/aws-sdk-go-v2/aws"
"github.com/aws/aws-sdk-go-v2/config"
"github.com/aws/aws-sdk-go-v2/service/rds"
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// main uses the AWS SDK for Go V2 to create an Amazon Aurora client and list up
to 20
// DB clusters in your account.
// This example uses the default settings specified in your shared credentials
// and config files.
func main() {
sdkConfig, err := config.LoadDefaultConfig(context.TODO())
if err !'= nil {
fmt.Println("Couldn't load default configuration. Have you set up your AWS
account?")
fmt.Println(err)
return
}
auroraClient := rds.NewFromConfig(sdkConfig)
const maxClusters = 20
fmt.Printf("Let's list up to %v DB clusters.\n", maxClusters)
output, err := auroraClient.DescribeDBClusters(context.TODO(),
&rds.DescribeDBClustersInput{MaxRecords: aws.Int32(maxClusters)})
if err != nil {
fmt.Printf("Couldn't list DB clusters: %v\n", err)
return
}
if len(output.DBClusters) == 0 {
fmt.Println("No DB clusters found.")
} else {
for _, cluster := range output.DBClusters {
fmt.Printf("DB cluster %v has database %v.\n", *cluster.DBClusterIdentifier,
*cluster.DatabaseName)

« For API details, see DescribeDBClusters in AWS SDK for Go API Reference.
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Java

SDK for Java 2.x

® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

import software.amazon.awssdk.regions.Region;
import software.amazon.awssdk.services.rds.RdsClient;
import software.amazon.awssdk.services.rds.paginators.DescribeDBClustersIterable;

public class DescribeDbClusters {
public static void main(String[] args) {
Region region = Region.US_EAST_1;
RdsClient rdsClient = RdsClient.builder()
.region(region)
.build();

describeClusters(rdsClient);
rdsClient.close();

public static void describeClusters(RdsClient rdsClient) {
DescribeDBClustersIterable clustersIterable =
rdsClient.describeDBClustersPaginator();
clustersIterable.stream()
.flatMap(r -> r.dbClusters().stream())
.forEach(cluster -> System.out
.println("Database name: " + cluster.databaseName() + "
Arn = " + cluster.dbClusterArn()));

}

» For API details, see DescribeDBClusters in AWS SDK for Java 2.x APl Reference.
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Rust

SDK for Rust

® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

// Copyright Amazon.com, Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0
use aws_sdk_rds::Client;

#[derive(Debug)]
struct Error(String);
impl std::fmt::Display for Error {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
write!(f, "{}", self.0)

}

impl std::error::Error for Error {}

#[tokio: :main]

async fn main() -> Result<(), Error> {
tracing_subscriber::fmt::init();
let sdk_config = aws_config::from_env().load().await;
let client = Client::new(&sdk_config);

let describe_db_clusters_output = client
.describe_db_clusters()
.send()
.await
.map_err(|e| Error(e.to_string()))?;

println!(
"Found {} clusters:",
describe_db_clusters_output.db_clusters().len()

);

for cluster in describe_db_clusters_output.db_clusters() {
let name = cluster.database_name().unwrap_or("Unknown");
let engine = cluster.engine().unwrap_oxr("Unknown");
let id = cluster.db_cluster_identifier().unwrap_or("Unknown");
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let class = cluster.db_cluster_instance_class().unwrap_or("Unknown");
println!("\tDatabase: {name}",);
println!("\t Engine: {enginel}",);
println!("\t ID: {id}",);
println!("\tInstance: {class}",);
}

0k(())

» For API details, see DescribeDBClusters in AWS SDK for Rust API reference.

Code examples

» Actions for Aurora using AWS SDKs

Use CreateDBCluster with an AWS SDK or CLI

Use CreateDBClusterParameterGroup with an AWS SDK or CLI

Use CreateDBClusterSnapshot with an AWS SDK or CLI

Use CreateDBInstance with an AWS SDK or CLI

Use DeleteDBCluster with an AWS SDK or CLI

Use DeleteDBClusterParameterGroup with an AWS SDK or CLI

Use DeleteDBInstance with an AWS SDK or CLI

Use DescribeDBClusterParameterGroups with an AWS SDK or CLI

Use DescribeDBClusterParameters with an AWS SDK or CLI

Use DescribeDBClusterSnapshots with an AWS SDK or CLI

Use DescribeDBClusters with an AWS SDK or CLI

Use DescribeDBEngineVersions with an AWS SDK or CLI

Use DescribeDBInstances with an AWS SDK or CLI

Use DescribeOrderableDBInstanceOptions with an AWS SDK or CLI

Use ModifyDBClusterParameterGroup with an AWS SDK or CLI

» Scenarios for Aurora using AWS SDKs

Get started with Aurora DB clusters using an AWS SDK

» Cross-service examples for Aurora using AWS SDKs

Create a lending library REST API
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« Create an Aurora Serverless work item tracker

Actions for Aurora using AWS SDKs

The following code examples show how to use Amazon Aurora with AWS SDKs. Each example calls
an individual service function.

Action examples are code excerpts from larger programs and must be run in context. You can see
actions in context in Scenarios for Aurora using AWS SDKs.

Examples

¢ Use CreateDBCluster with an AWS SDK or CLI

o Use CreateDBClusterParameterGroup with an AWS SDK or CLI
o Use CreateDBClusterSnapshot with an AWS SDK or CLI

» Use CreateDBInstance with an AWS SDK or CLI

» Use DeleteDBCluster with an AWS SDK or CLI

» Use DeleteDBClusterParameterGroup with an AWS SDK or CLI

« Use DeleteDBInstance with an AWS SDK or CLI

o Use DescribeDBClusterParameterGroups with an AWS SDK or CLI

« Use DescribeDBClusterParameters with an AWS SDK or CLI

o Use DescribeDBClusterSnapshots with an AWS SDK or CLI

+ Use DescribeDBClusters with an AWS SDK or CLI

« Use DescribeDBEngineVersions with an AWS SDK or CLI

» Use DescribeDBInstances with an AWS SDK or CLI

» Use DescribeOrderableDBInstanceOptions with an AWS SDK or CLI
» Use ModifyDBClusterParameterGroup with an AWS SDK or CLI

Use CreateDBClustexr with an AWS SDK or CLI

The following code examples show how to use CreateDBCluster.

Action examples are code excerpts from larger programs and must be run in context. You can see
this action in context in the following code example:
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« Get started with DB clusters

.NET

AWS SDK for .NET

® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

/// <summary>
/// Create a new cluster and database.
/// </summary>
/// <param name="dbName">The name of the new database.</param>
/// <param name="clusterIdentifier">The identifier of the cluster.</param>
/// <param name="parameterGroupName">The name of the parameter group.</param>
/// <param name="dbEngine">The engine to use for the new cluster.</param>
/// <param name="dbEngineVersion'">The version of the engine to use.</param>
/// <param name="adminName">The admin username.</param>
/// <param name="adminPassword">The primary admin password.</param>
/// <returns>The cluster object.</returns>
public async Task<DBCluster> CreateDBClusterWithAdminAsync(

string dbName,

string clusterIdentifier,

string parameterGroupName,

string dbEngine,

string dbEngineVersion,

string adminName,

string adminPassword)

var request = new CreateDBClusterRequest
{
DatabaseName = dbName,
DBClusterIdentifier = clusterIdentifier,
DBClusterParameterGroupName = parameterGroupName,
Engine = dbEngine,
EngineVersion = dbEngineVersion,
MasterUsername = adminName,
MasterUserPassword = adminPassword,

i
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C++

SDK for C++

« For API details, see CreateDBCluster in AWS SDK for .NET API Reference.

var response = await _amazonRDS.CreateDBClusterAsync(request);

return response.DBCluster;

® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

Aws:

Aws::Client::ClientConfiguration clientConfig;

// Optional: Set to the AWS Region (overrides config file).

// clientConfig.region = "us-east-1";

:RDS::RDSClient client(clientConfig);

Aws: :RDS: :Model: :CreateDBClusterRequest request;

request.SetDBClusterIdentifier (DB_CLUSTER_IDENTIFIER);

request.SetDBClusterParameterGroupName (CLUSTER_PARAMETER_GROUP_NAME);
request.SetEngine(engineName);

request.SetEngineVersion(engineVersionName);
request.SetMasterUsername(administratorName);

request.SetMasterUserPassword(administratorPassword);

Aws: :RDS: :Model: :CreateDBClusterOutcome outcome =
client.CreateDBCluster(request);

if (outcome.IsSuccess()) {
"The DB cluster creation has started."

std: :cout

}
else {

std: :cerr

<<

<<

<<

<<

std: :endl;

"Error with Aurora::CreateDBCluster.
outcome.GetError().GetMessage()
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Go

<< std::endl;
cleanUpResources(CLUSTER_PARAMETER_GROUP_NAME, "", "", client);
return false;

« For API details, see CreateDBCluster in AWS SDK for C++ APl Reference.

SDK for Go V2

® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

type DbClusters struct {
AuroraClient *rds.Client

}

// CreateDbCluster creates a DB cluster that is configured to use the specified
parameter group.

// The newly created DB cluster contains a database that uses the specified
engine and

// engine version.

func (clusters *DbClusters) CreateDbCluster(clusterName string,
parameterGroupName string,
dbName string, dbEngine string, dbEngineVersion string, adminName string,
adminPassword string) (
*types.DBCluster, error) {

output, err := clusters.AuroraClient.CreateDBCluster(context.TODO(),
&rds.CreateDBClusterInput{

DBClusterIdentifier: aws.String(clusterName),
Engine: aws.String(dbEngine),
DBClusterParameterGroupName: aws.String(parameterGroupName),
DatabaseName: aws.String(dbName),
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EngineVersion: aws.String(dbEngineVersion),
MasterUserPassword: aws.String(adminPassword),
MasterUsername: aws.String(adminName),

)

if err !'= nil {

log.Printf("Couldn't create DB cluster %v: %v\n", clusterName, err)
return nil, err

} else {
return output.DBCluster, err

}

}

o For API details, see CreateDBCluster in AWS SDK for Go APl Reference.

Java

SDK for Java 2.x

® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

public static String createDBCluster(RdsClient rdsClient, String
dbParameterGroupFamily, String dbName,
String dbClusterIdentifier, String userName, String password) {
try {
CreateDbClusterRequest clusterRequest =
CreateDbClusterRequest.builder()
.databaseName(dbName)
.dbClusterIdentifier(dbClusterIdentifier)
.dbClusterParameterGroupName(dbParameterGroupFamily)
.engine("aurora-mysql")
.masterUsername(userName)
.masterUserPassword(password)
.build();

CreateDbClusterResponse response =
rdsClient.createDBCluster(clusterRequest);
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return response.dbCluster().dbClusterArn();

} catch (RdsException e) {
System.out.println(e.getLocalizedMessage());
System.exit(1);

}

return ;

o For API details, see CreateDBCluster in AWS SDK for Java 2.x API Reference.

Kotlin

SDK for Kotlin

® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

suspend fun createDBCluster(
dbParameterGroupFamilyVal: String?,
dbName: String?,
dbClusterIdentifierVal: String?,
userName: String?,
password: String?,
): String? {
val clusterRequest =
CreateDbClusterRequest {
databaseName = dbName
dbClusterIdentifier = dbClusterIdentifierVal
dbClusterParameterGroupName = dbParameterGroupFamilyVal
engine = "aurora-mysql"
masterUsername = userName
masterUserPassword = password

RdsClient { region = "us-west-2" }.use { rdsClient ->
val response = rdsClient.createDbCluster(clusterRequest)
return response.dbCluster?.dbClusterArn
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}

« For API details, see CreateDBCluster in AWS SDK for Kotlin API reference.

Python

SDK for Python (Boto3)

® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

class AuroraWrapper:
"""Encapsulates Aurora DB cluster actions.

def __init___(self, rds_client):
:param rds_client: A Boto3 Amazon Relational Database Service (Amazon
RDS) client.

self.rds_client = rds_client

@classmethod
def from_client(cls):

Instantiates this class from a Boto3 client.
rds_client = boto3.client("xrds")
return cls(rds_client)

def create_db_cluster(
self,
cluster_name,
parameter_group_name,
db_name,
db_engine,
db_engine_version,
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admin_name,
admin_passwozrd,

Creates a DB cluster that is configured to use the specified parameter

group.

The newly created DB cluster contains a database that uses the specified

engine and
engine

:param
:param
with

:param
:param

such as MySql.

:param
:param
:param

version.

cluster_name: The name of the DB cluster to create.
parameter_group_name: The name of the parameter group to associate

the DB cluster.
db_name: The name of the database to create.
db_engine: The database engine of the database that is created,

db_engine_version: The version of the database engine.
admin_name: The user name of the database administrator.
admin_password: The password of the database administrator.

:return: The newly created DB cluster.

try:
response = self.rds_client.create_db_cluster(
DatabaseName=db_name,
DBClusterIdentifier=cluster_name,
DBClusterParameterGroupName=parameter_group_name,
Engine=db_engine,
EngineVersion=db_engine_version,
MasterUsername=admin_name,
MasterUserPassword=admin_passwozrd,
)
cluster = response["DBCluster"]
except ClientError as err:
logger.error(
"Couldn't create database %s. Here's why: %s: %s",
db_name,
err.response["Error"]["Code"],
err.response["Error"]["Message"],
)
raise
else:

return cluster

Actions

191



AWS SDK Code Examples Code Library

» For API details, see CreateDBCluster in AWS SDK for Python (Boto3) APl Reference.

Rust

SDK for Rust

® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

// Get a list of allowed engine versions.
rds.DescribeDbEngineVersions(Engine="aurora-mysql', DBParameterGroupFamily=<the
family used to create your parameter group in step 2>)

// Create an Aurora DB cluster database cluster that contains a MySql
database and uses the parameter group you created.

// Wait for DB cluster to be ready. Call rds.DescribeDBClusters and check for
Status == 'available'.

// Get a list of instance classes available for the selected engine
and engine version. rds.DescribeOrderableDbInstanceOptions(Engine="mysql’,
EngineVersion=).

// Create a database instance in the cluster.

// Wait for DB instance to be ready. Call rds.DescribeDbInstances and check
for DBInstanceStatus == 'available'.

pub async fn start_cluster_and_instance(&mut self) -> Result<(),
ScenarioError> {

if self.password.is_none() {
return Err(ScenarioError: :with(
"Must set Secret Password before starting a cluster",

));

}

let create_db_cluster = self
.xds

.create_db_cluster(
DB_CLUSTER_IDENTIFIER,
DB_CLUSTER_PARAMETER_GROUP_NAME,
DB_ENGINE,
self.engine_version.as_deref().expect("engine version"),
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self.username.as_deref().expect("username"),
self.password
.replace(SecretString: :new("".to_string()))
.expect("password"),
)
.await;
if let Err(err) = create_db_cluster {
return Err(ScenarioError: :new(
"Failed to create DB Cluster with cluster group",

&err,
));
}
self.db_cluster_identifier = create_db_cluster
.unwrap()
.db_cluster

.and_then(|c| c.db_cluster_identifier);

if self.db_cluster_identifier.is_none() {
return Err(ScenarioError::with("Created DB Cluster missing
Identifier"));

}
info!(
"Started a db cluster: {}",
self.db_cluster_identifier
.as_deref()
.unwrap_or("Missing ARN")
);

let create_db_instance = self
.xds
.create_db_instance(
self.db_cluster_identifier.as_deref().expect("cluster name"),
DB_INSTANCE_IDENTIFIER,
self.instance_class.as_deref().expect("instance class"),
DB_ENGINE,
)
.await;
if let Err(err) = create_db_instance {
return Err(ScenarioError: :new(
"Failed to create Instance in DB Cluster",
&err,

));
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}

self.db_instance_identifier = create_db_instance
.unwrap()
.db_instance
.and_then(|i]| i.db_instance_identifier);

// Cluster creation can take up to 20 minutes to become available
let cluster_max_wait = Duration::from_secs(20 * 60);
let waiter = Waiter::builder().max(cluster_max_wait).build();
while waiter.sleep().await.is_ok() {
let cluster = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)

.await;

if let Err(err) = cluster {
warn!(?err, "Failed to describe cluster while waiting for
ready");
continue;

let instance = self
.xds
.describe_db_instance(
self.db_instance_identifier
.as_deref()
.expect("instance identifier"),
)
.await;
if let Err(err) = instance {
return Err(ScenarioError: :new(
"Failed to find instance for cluster",
&err,

));

let instances_available = instance
.unwrap()
.db_instances()
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Jitex()
.all(|instance| instance.db_instance_status() ==
Some("Available"));

let endpoints = self
.xds
.describe_db_cluster_endpoints(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)

.await;

if let Err(err) = endpoints {
return Err(ScenarioError: :new(
"Failed to find endpoint for cluster",

&err,
));
}
let endpoints_available = endpoints
.unwrap()
.db_cluster_endpoints()
Litex()

.all(|endpoint| endpoint.status() == Some("available"));

if instances_available && endpoints_available {
return 0k(());

Err(ScenarioError::with("timed out waiting for cluster"))

pub async fn create_db_cluster(
&self,
name: &str,
parameter_group: &str,
engine: &str,
version: &str,
username: &str,
password: SecretString,
) -> Result<CreateDbClusterOutput, SdkError<CreateDBClusterError>> {
self.inner
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.create_db_cluster()

.db_cluster_identifier(name)
.db_cluster_parameter_group_name(parameter_group)
.engine(engine)

.engine_version(version)
.master_username(username)
.master_user_password(password.expose_secret())
.send()

.await

#[tokio::test]
async fn test_start_cluster_and_instance() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq!(params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");
true

D)

.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput::builder()

.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())

1)

mock_rds

.expect_create_db_instance()

.withf(]|cluster, name, class, engine| {
assert_eq!(cluster, "RustSDKCodeExamplesDBCluster");
assert_eq!(name, "RustSDKCodeExamplesDBInstance");
assert_eq!(class, "m5.large");
assert_eq!(engine, "aurora-mysql");
true

)

.return_once(|cluster, name, class, _| {
Ok(CreateDbInstanceOutput::buildex()
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.db_instance(

DbInstance: :buildex()
.db_cluster_identifier(cluster)
.db_instance_identifier(name)
.db_instance_class(class)
.build(),

)
.build())

1)

mock_xrds
.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|id]| {
Ok(DescribeDbClustersOutput: :builder()

.db_clusters(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1)

mock_xrds
.expect_describe_db_instance()
.with(eq("RustSDKCodeExamplesDBInstance"))
.return_once( |name| {
Ok(DescribeDbInstancesOutput: :builder()
.db_instances(

DbInstance: :builder()
.db_instance_identifier(name)
.db_instance_status("Available")
.build(),

)
.build())

1)

mock_xrds
.expect_describe_db_cluster_endpoints()

.with(eq("RustSDKCodeExamplesDBCluster"))

.return_once(|_]| {
Ok(DescribeDbClusterEndpointsOutput: :builder()

.db_cluster_endpoints(DbClusterEndpoint: :builder().status("available").build())

.build())
1)
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let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

tokio::time: :pause();
let assertions = tokio::spawn(async move {
let create = scenario.start_cluster_and_instance().await;
assert!(create.is_ok());
assert!(scenario
.password
.replace(SecretString: :new("BAD SECRET".into()))
.unwrap()
.expose_secret()
.is_empty());
assert_eq!(
scenario.db_cluster_identifier,
Some("RustSDKCodeExamplesDBCluster".into())
I
1);
tokio: :time::advance(Duration::from_secs(1l)).await;
tokio: :time: :resume();
let _ = assertions.await;

#[tokio: :test]
async fn test_start_cluster_and_instance_cluster_create_error() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster()
.return_once(|_, _, _, —, —_, _| {

Err(SdkError: :service_error(
CreateDBClusterError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"create db cluster error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(),
SdkBody: :empty()),
))
1)

let mut scenario = AuroraScenario::new(mock_rds);
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scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context: _}) if message
== "Failed to create DB Cluster with cluster group")

}

#[tokio: :test]
async fn test_start_cluster_and_instance_cluster_create_missing_id() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster()
.return_once(|_, _, _, —, —_, _| {

Ok(CreateDbClusterQutput::builder()
.db_cluster(DbCluster: :buildexr().build())
.build())

1);

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context:_ }) if message
== "Created DB Cluster missing Identifier");

}

#[tokio::test]
async fn test_start_cluster_and_instance_instance_create_error() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq!(params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
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assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");
true

b

.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput::builder()

.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1)

mock_rds
.expect_create_db_instance()
.return_once(|_, _, _, _| {
Err(SdkError: :service_error(
CreateDBInstanceError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"create db instance error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(),
SdkBody: :empty()),
))
1);

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context: _ }) if message
== "Failed to create Instance in DB Cluster")

}

#[tokio::test]
async fn test_start_cluster_and_instance_wait_hiccup() {
let mut mock_rds = MockRdsImpl::default();

mock_rds
.expect_create_db_cluster()
.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq!(params, "RustSDKCodeExamplesDBParameterGroup");
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assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");
true

)

.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput::builder()

.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
1)

mock_rds

.expect_create_db_instance()

.withf(]|cluster, name, class, engine| {
assert_eq!(cluster, "RustSDKCodeExamplesDBCluster");
assert_eq!(name, "RustSDKCodeExamplesDBInstance");
assert_eq!(class, "m5.large");
assert_eq!(engine, "aurora-mysql");

true
D)
.return_once(|cluster, name, class, _| {
Ok(CreateDbInstanceOutput::buildex()
.db_instance(

DbInstance: :buildex()
.db_cluster_identifier(cluster)
.db_instance_identifier(name)
.db_instance_class(class)
.build(),

)
.build())
1);
mock_rds

.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.times(1)
.returning(|_| {
Err(SdkError: :service_erroxr(
DescribeDBClustersError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"describe cluster error",

),
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Response: :new(StatusCode: :try_from(400).unwrap(),
SdkBody: :empty()),

))
1)
.with(eq("RustSDKCodeExamplesDBCluster"))
.times(1)
.returning(|id| {

Ok(DescribeDbClustersOutput: :buildexr()

.db_clusters(DbCluster::builder().db_cluster_identifier(id).build())
.build())
1)

mock_xrds.expect_describe_db_instance().return_once(|name| {
Ok(DescribeDbInstancesOutput: :builder()
.db_instances(

DbInstance: :buildex()
.db_instance_identifier(name)
.db_instance_status("Available")

.build(),
)
.build())
1);

mock_xrds
.expect_describe_db_cluster_endpoints()
.return_once(|_]| {
Ok(DescribeDbClusterEndpointsOutput: :buildexr()

.db_cluster_endpoints(DbClusterEndpoint: :builder().status("available").build())
.build())
18

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

tokio::time: :pause();

let assertions = tokio::spawn(async move {
let create = scenario.start_cluster_and_instance().await;
assert!(create.is_ok());

1)
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tokio: :time::advance(Duration::from_secs(1l)).await;
tokio: :time: :advance(Duration: :from_secs(1l)).await;
tokio::time: :resume();

let _ = assertions.await;

» For API details, see CreateDBCluster in AWS SDK for Rust API reference.

Use CreateDBClustexrParametexGroup with an AWS SDK or CLI

The following code examples show how to use CreateDBClusterParameterGroup.

Action examples are code excerpts from larger programs and must be run in context. You can see
this action in context in the following code example:

o Get started with DB clusters

.NET

AWS SDK for .NET

(® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

/// <summary>

/// Create a custom cluster parameter group.

/// </summary>

/// <param name="parameterGroupFamily">The family of the parameter group.</
param>

/// <param name="groupName">The name for the new parameter group.</param>

/// <param name="description">A description for the new parameter group.</
param>

/// <returns>The new parameter group object.</returns>

public async Task<DBClusterParameterGroup>
CreateCustomClusterParameterGroupAsync(

string parameterGroupFamily,
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string groupName,
string description)

{
var request = new CreateDBClusterParameterGroupRequest
{
DBParameterGroupFamily = parameterGroupFamily,
DBClusterParameterGroupName = groupName,
Description = description,
};

var response = await
_amazonRDS.CreateDBClusterParameterGroupAsync(request);
return response.DBClusterParameterGroup;

« For API details, see CreateDBClusterParameterGroup in AWS SDK for .NET API Reference.

C++

SDK for C++

® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

Aws::Client::ClientConfiguration clientConfig;
// Optional: Set to the AWS Region (overrides config file).
// clientConfig.region = "us-east-1";

Aws: :RDS::RDSClient client(clientConfig);

Aws: :RDS: :Model::CreateDBClusterParameterGroupRequest request;
request.SetDBClusterParameterGroupName(CLUSTER_PARAMETER_GROUP_NAME);
request.SetDBParameterGroupFamily(dbParameterGroupFamily);
request.SetDescription("Example cluster parameter group.");

Aws: :RDS: :Model: :CreateDBClusterParameterGroupOutcome outcome =
client.CreateDBClusterParameterGroup(request);
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if (outcome.IsSuccess()) {
std::cout << "The DB cluster parameter group was successfully

created."
<< std::endl;
}
else {
std::cerr << "Error with Aurora::CreateDBClusterParameterGroup. "
<< outcome.GetError().GetMessage()
<< std::endl;
return false;
}

« For API details, see CreateDBClusterParameterGroup in AWS SDK for C++ API Reference.

Go

SDK for Go V2

(@ Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

type DbClusters struct {
AuroraClient *rds.Client

}

// CreateParameterGroup creates a DB cluster parameter group that is based on the
specified

// parameter group family.

func (clusters *DbClusters) CreateParameterGroup(
parameterGroupName string, parameterGroupFamily string, description string) (
*types.DBClusterParameterGroup, error) {

output, err :=
clusters.AuroraClient.CreateDBClusterParameterGroup(context.TODO(),
&rds.CreateDBClusterParameterGroupInput{
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DBClusterParameterGroupName: aws.String(parameterGroupName),

DBParameterGroupFamily: aws.String(parameterGroupFamily),
Description: aws.String(description),
)

if err !'= nil {

log.Printf("Couldn't create parameter group %v: %v\n", parameterGroupName, err)
return nil, err

} else {
return output.DBClusterParameterGroup, err

}

}

» For API details, see CreateDBClusterParameterGroup in AWS SDK for Go API Reference.

Java

SDK for Java 2.x

® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

public static void createDBClusterParameterGroup(RdsClient rdsClient, String
dbClusterGroupName,
String dbParameterGroupFamily) {
try {
CreateDbClusterParameterGroupRequest groupRequest =
CreateDbClusterParameterGroupRequest.builder()
.dbClusterParameterGroupName(dbClusterGroupName)
.dbParameterGroupFamily(dbParameterGroupFamily)
.description("Created by using the AWS SDK for Java")
.build();

CreateDbClusterParameterGroupResponse response =
rdsClient.createDBClusterParameterGroup(groupRequest);

System.out.println("The group name is " +
response.dbClusterParameterGroup().dbClusterParameterGroupName());
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} catch (RdsException e) {
System.out.println(e.getLocalizedMessage());
System.exit(1);

» For API details, see CreateDBClusterParameterGroup in AWS SDK for Java 2.x API
Reference.

Kotlin

SDK for Kotlin

(® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

suspend fun createDBClusterParameterGroup(
dbClusterGroupNameVal: String?,
dbParameterGroupFamilyVal: String?,
) {
val groupRequest =
CreateDbClusterParameterGroupRequest {
dbClusterParameterGroupName = dbClusterGroupNameVal
dbParameterGroupFamily = dbParameterGroupFamilyVal
description = "Created by using the AWS SDK for Kotlin"

RdsClient { region = "us-west-2" }.use { rdsClient ->
val response = rdsClient.createDbClusterParameterGroup(groupRequest)
println("The group name is
${response.dbClusterParameterGroup?.dbClusterParameterGroupNamel}")

}

» For API details, see CreateDBClusterParameterGroup in AWS SDK for Kotlin API reference.
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Python

SDK for Python (Boto3)

® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

class AuroraWrapper:
"""Encapsulates Aurora DB cluster actions.

def __init___(self, rds_client):
:param rds_client: A Boto3 Amazon Relational Database Service (Amazon
RDS) client.

self.rds_client = rds_client

@classmethod
def from_client(cls):

Instantiates this class from a Boto3 client.
rds_client = boto3.client("xrds")
return cls(rds_client)

def create_parameter_group(
self, parameter_group_name, parameter_group_family, description

Creates a DB cluster parameter group that is based on the specified
parameter group
family.

:param parameter_group_name: The name of the newly created parameter
group.
:param parameter_group_family: The family that is used as the basis of
the new
parameter group.
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:param description: A description given to the parameter group.
:return: Data about the newly created parameter group.
try:
response = self.rds_client.create_db_cluster_parameter_group(
DBClusterParameterGroupName=parameter_group_name,
DBParameterGroupFamily=parameter_group_family,
Description=description,
)
except ClientError as err:
logger.error(
"Couldn't create parameter group %s. Here's why: %s: %s",
parameter_group_name,
err.response["Error"]["Code"],
err.response["Error"]["Message"],
)
raise
else:
return response

» For API details, see CreateDBClusterParameterGroup in AWS SDK for Python (Boto3) API
Reference.

Rust

SDK for Rust

(® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

// Select an engine family and create a custom DB cluster parameter group.
rds.CreateDbClusterParameterGroup(DBParameterGroupFamily="aurora-mysql8.0"')
pub async fn set_engine(&mut self, engine: &str, version: &str) -> Result<(),
ScenarioError> {
self.engine_family = Some(engine.to_string());
self.engine_version = Some(version.to_string());
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let create_db_cluster_parameter_group = self
.xds
.create_db_cluster_parameter_group(
DB_CLUSTER_PARAMETER_GROUP_NAME,
DB_CLUSTER_PARAMETER_GROUP_DESCRIPTION,
engine,
)

.await;

match create_db_cluster_parameter_group {
Ok(CreateDbClusterParameterGroupOutput {
db_cluster_parameter_group: None,

b =>{
return Err(ScenarioError: :with(
"CreateDBClusterParameterGroup had empty response",

));
}
Err(error) => {
if error.code() == Some("DBParameterGroupAlreadyExists") {
info!("Cluster Parameter Group already exists, nothing to
do");
} else {
return Err(ScenarioError: :new(
"Could not create Cluster Parameter Group",
&error,
));
}
}
_=>{
info!("Created Cluster Parameter Group");
}
}
0k(())
}

pub async fn create_db_cluster_parameter_group(
&self,
name: &str,
description: &str,
family: &str,
) -> Result<CreateDbClusterParameterGroupOutput,
SdkError<CreateDBClusterParameterGroupError>>
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{
self.inner

.create_db_cluster_parameter_group()
.db_cluster_parameter_group_name(name)
.description(description)
.db_parameter_group_family(family)
.send()
.await

}

#[tokio: :test]
async fn test_scenario_set_engine() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster_parameter_group()

.with(
eq("RustSDKCodeExamplesDBParameterGroup"),
eq("Parameter Group created by Rust SDK Code Example"),
eq("aurora-mysql"),

)

.return_once(|_, _, _| {
Ok(CreateDbClusterParameterGroupOutput: :builder()

.db_cluster_parameter_group(DbClusterParameterGroup: :builder().build())
.build())
1)

let mut scenario = AuroraScenario::new(mock_rds);

let set_engine = scenario.set_engine("aurora-mysql", "aurora-
mysql8.0").await;

assert_eq!(set_engine, 0k(()));
assert_eq!(Some("aurora-mysql"), scenario.engine_family.as_deref());
assert_eq! (Some("aurora-mysql8.0"), scenario.engine_version.as_deref());

#[tokio: :test]
async fn test_scenario_set_engine_not_create() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster_parameter_group()
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.with(
eq("RustSDKCodeExamplesDBParameterGroup"),
eq("Parameter Group created by Rust SDK Code Example"),
eq("aurora-mysql"),
)
.return_once(|_, _, _|
Ok(CreateDbClusterParameterGroupOutput: :builder().build()));

let mut scenario = AuroraScenario::new(mock_rds);

let set_engine = scenario.set_engine("aurora-mysql", "aurora-
mysql8.0").await;

assert!(set_engine.is_err());
#[tokio: :test]

async fn test_scenario_set_engine_param_group_exists() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster_parameter_group()
withf(|_, _, _]| true)
.return_once(|_, _, _| {

Err(SdkError: :service_error(

CreateDBClusterParameterGroupError: :DbParameterGroupAlreadyExistsFault(
DbParameterGroupAlreadyExistsFault: :buildexr().build(),
),
Response: :new(StatusCode: :try_from(400).unwrap(),
SdkBody: :empty()),

))
1)

let mut scenario = AuroraScenario::new(mock_rds);

let set_engine = scenario.set_engine("aurora-mysql", "aurora-
mysql8.0").await;

assert!(set_engine.is_err());

« For API details, see CreateDBClusterParameterGroup in AWS SDK for Rust API reference.
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Use CreateDBClusterSnapshot with an AWS SDK or CLI
The following code examples show how to use CreateDBClusterSnapshot.

Action examples are code excerpts from larger programs and must be run in context. You can see
this action in context in the following code example:

o Get started with DB clusters

NET

AWS SDK for .NET

® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

/// <summary>

/// Create a snapshot of a cluster.

/// </summary>

/// <param name="dbClusterIdentifier">DB cluster identifier.</param>

/// <param name="snapshotIdentifier">Identifier for the snapshot.</param>

/// <returns>DB snapshot object.</returns>

public async Task<DBClusterSnapshot>
CreateClusterSnapshotByIdentifierAsync(string dbClusterIdentifier, string
snapshotIdentifier)

{
var response = await _amazonRDS.CreateDBClusterSnapshotAsync(
new CreateDBClusterSnapshotRequest()
{
DBClusterIdentifier = dbClusterIdentifier,
DBClusterSnapshotIdentifier = snapshotIdentifier,
1)
return response.DBClusterSnapshot;
}

» For API details, see CreateDBClusterSnapshot in AWS SDK for .NET API Reference.
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C++

SDK for C++

® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

Aws::Client::ClientConfiguration clientConfig;
// Optional: Set to the AWS Region (overrides config file).
// clientConfig.region = "us-east-1";

Aws: :RDS::RDSClient client(clientConfig);

Aws: :RDS: :Model: :CreateDBClusterSnapshotRequest request;
request.SetDBClusterIdentifier (DB_CLUSTER_IDENTIFIER);
request.SetDBClusterSnapshotIdentifier(snapshotID);

Aws: :RDS: :Model: :CreateDBClusterSnapshotOutcome outcome =
client.CreateDBClusterSnapshot(request);

if (outcome.IsSuccess()) {
std::cout << "Snapshot creation has started."
<< std::endl;

}
else {
std::cerr << "Error with Aurora::CreateDBClusterSnapshot. "
<< outcome.GetError().GetMessage()
<< std::endl;
cleanUpResources(CLUSTER_PARAMETER_GROUP_NAME,
DB_CLUSTER_IDENTIFIER, DB_INSTANCE_IDENTIFIER,
client);
return false;
}

» For API details, see CreateDBClusterSnapshot in AWS SDK for C++ API Reference.
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Go

SDK for Go V2

® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

type DbClusters struct {
AuroraClient *rds.Client

}

// CreateClusterSnapshot creates a snapshot of a DB cluster.

func (clusters *DbClusters) CreateClusterSnapshot(clusterName string,
snapshotName string) (
*types.DBClusterSnapshot, error) {
output, err := clusters.AuroraClient.CreateDBClusterSnapshot(context.TODO(),
&rds.CreateDBClusterSnapshotInput{

DBClusterIdentifier: aws.String(clusterName),
DBClusterSnapshotIdentifier: aws.String(snapshotName),
)

if err !'= nil {

log.Printf("Couldn't create snapshot %v: %v\n", snapshotName, err)
return nil, err

} else {
return output.DBClusterSnapshot, nil

}

}

» For API details, see CreateDBClusterSnapshot in AWS SDK for Go API Reference.
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Java

SDK for Java 2.x

® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

public static void createDBClusterSnapshot(RdsClient rdsClient, String
dbInstanceClusterIdentifier,
String dbSnapshotIdentifier) {
try {
CreateDbClusterSnapshotRequest snapshotRequest =
CreateDbClusterSnapshotRequest.builder()
.dbClusterIdentifier(dbInstanceClusterIdentifier)
.dbClusterSnapshotIdentifier(dbSnapshotIdentifier)
.build();

CreateDbClusterSnapshotResponse response =
rdsClient.createDBClusterSnapshot(snapshotRequest);

System.out.println("The Snapshot ARN is " +
response.dbClusterSnapshot().dbClusterSnapshotArn());

} catch (RdsException e) {

System.out.println(e.getlLocalizedMessage());
System.exit(1);

» For API details, see CreateDBClusterSnapshot in AWS SDK for Java 2.x API Reference.
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Kotlin

SDK for Kotlin

® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

suspend fun createDBClusterSnapshot(
dbInstanceClusterIdentifier: String?,
dbSnapshotIdentifier: String?,
) {
val snapshotRequest =
CreateDbClusterSnapshotRequest {
dbClusterIdentifier = dbInstanceClusterIdentifier
dbClusterSnapshotIdentifier = dbSnapshotIdentifier

RdsClient { region = "us-west-2" }.use { rdsClient ->
val response = rdsClient.createDbClusterSnapshot(snapshotRequest)
println("The Snapshot ARN is
${response.dbClusterSnapshot?.dbClusterSnapshotArn}")
}

» For API details, see CreateDBClusterSnapshot in AWS SDK for Kotlin API reference.

Python

SDK for Python (Boto3)

(® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.
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class AuroraWrapper:
"""Encapsulates Aurora DB cluster actions."""

def __init___(self, rds_client):
:param rds_client: A Boto3 Amazon Relational Database Service (Amazon
RDS) client.

self.rds_client = rds_client

@classmethod
def from_client(cls):

Instantiates this class from a Boto3 client.
rds_client = boto3.client("xrds")
return cls(rds_client)

def create_cluster_snapshot(self, snapshot_id, cluster_id):

Creates a snapshot of a DB cluster.

:param snapshot_id: The ID to give the created snapshot.
:param cluster_id: The DB cluster to snapshot.
:return: Data about the newly created snapshot.
try:
response = self.rds_client.create_db_cluster_snapshot(
DBClusterSnapshotIdentifier=snapshot_id,
DBClusterIdentifier=cluster_id
)
snapshot = response["DBClusterSnapshot"]
except ClientError as err:
logger.error(
"Couldn't create snapshot of %s. Here's why: %s: %s",
cluster_id,
err.response["Error"]["Code"],
err.response["Error"]["Message"],
)
raise
else:
return snapshot
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» For API details, see CreateDBClusterSnapshot in AWS SDK for Python (Boto3) API
Reference.

Rust

SDK for Rust

(@ Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

// Get a list of allowed engine versions.
rds.DescribeDbEngineVersions(Engine="'aurora-mysql', DBParameterGroupFamily=<the
family used to create your parameter group in step 2>)

// Create an Aurora DB cluster database cluster that contains a MySql
database and uses the parameter group you created.

// Wait for DB cluster to be ready. Call rds.DescribeDBClusters and check for
Status == 'available'.

// Get a list of instance classes available for the selected engine
and engine version. rds.DescribeOrderableDbInstanceOptions(Engine="mysql’,
EngineVersion=).

// Create a database instance in the cluster.

// Wait for DB instance to be ready. Call rds.DescribeDbInstances and check
for DBInstanceStatus == 'available'.

pub async fn start_cluster_and_instance(&mut self) -> Result<(),
ScenarioError> {

if self.password.is_none() {
return Err(ScenarioError::with(
"Must set Secret Password before starting a cluster",

));

}

let create_db_cluster = self
.xds

.create_db_cluster(
DB_CLUSTER_IDENTIFIER,
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DB_CLUSTER_PARAMETER_GROUP_NAME,
DB_ENGINE,
self.engine_version.as_deref().expect("engine version"),
self.username.as_deref().expect("username"),
self.password
.replace(SecretString: :new("".to_string()))
.expect("password"),
)
.await;
if let Err(err) = create_db_cluster {
return Err(ScenarioError: :new(
"Failed to create DB Cluster with cluster group",

&err,
));
}
self.db_cluster_identifier = create_db_cluster
.unwrap()
.db_cluster

.and_then(|c| c.db_cluster_identifier);

if self.db_cluster_identifier.is_none() {
return Err(ScenarioError::with("Created DB Cluster missing
Identifier"));

}
info!(
"Started a db cluster: {}",
self.db_cluster_identifier
.as_deref()
.unwrap_or("Missing ARN")
I

let create_db_instance = self
.xds
.create_db_instance(
self.db_cluster_identifier.as_deref().expect("cluster name"),
DB_INSTANCE_IDENTIFIER,
self.instance_class.as_deref().expect("instance class"),
DB_ENGINE,
)
.await;
if let Err(err) = create_db_instance {
return Err(ScenarioError: :new(
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"Failed to create Instance in DB Cluster",
&err,

));

self.db_instance_identifier = create_db_instance
.unwrap()
.db_instance
.and_then(|i] i.db_instance_identifier);

// Cluster creation can take up to 20 minutes to become available
let cluster_max_wait = Duration::from_secs(20 * 60);
let waiter = Waiter::builder().max(cluster_max_wait).build();
while waiter.sleep().await.is_ok() {
let cluster = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)

.await;

if let Err(err) = cluster {
warn!(?err, "Failed to describe cluster while waiting for
ready");
continue;

let instance = self
.xds
.describe_db_instance(
self.db_instance_identifier
.as_deref()
.expect("instance identifier"),
)
.await;
if let Err(err) = instance {
return Err(ScenarioError: :new(
"Failed to find instance for cluster",
&err,

));
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let instances_available = instance
.unwrap()
.db_instances()
.iter()
.all(|instance| instance.db_instance_status() ==
Some("Available"));

let endpoints = self
.xds
.describe_db_cluster_endpoints(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),
)

.await;

if let Err(err) = endpoints {
return Err(ScenarioError: :new(
"Failed to find endpoint for cluster",

&err,
));
}
let endpoints_available = endpoints
.unwrap()
.db_cluster_endpoints()
.iter()

.all(|endpoint| endpoint.status() == Some("available"));

if instances_available && endpoints_available {
return 0k(());

Err(ScenarioError::with("timed out waiting for cluster"))

pub async fn snapshot_clustexr(
&self,
db_cluster_identifier: &str,
snapshot_name: &str,
) -> Result<CreateDbClusterSnapshotOutput,
SdkError<CreateDBClusterSnapshotError>> {
self.inner
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.create_db_cluster_snapshot()
.db_cluster_identifier(db_cluster_identifier)
.db_cluster_snapshot_identifier(snapshot_name)
.send()

.await

#[tokio::test]
async fn test_start_cluster_and_instance() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq!(params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");
true

D)

.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput::builder()

.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())

1)

mock_rds

.expect_create_db_instance()

.withf(]|cluster, name, class, engine| {
assert_eq!(cluster, "RustSDKCodeExamplesDBCluster");
assert_eq!(name, "RustSDKCodeExamplesDBInstance");
assert_eq!(class, "m5.large");
assert_eq!(engine, "aurora-mysql");
true

)

.return_once(|cluster, name, class, _| {
Ok(CreateDbInstanceOutput::buildex()

.db_instance(
DbInstance: :buildex()
.db_cluster_identifier(cluster)
.db_instance_identifier(name)
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.db_instance_class(class)
.build(),

)

.build())

1)

mock_xrds
.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|id]| {
Ok(DescribeDbClustersOutput: :builder()

.db_clusters(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
});

mock_xrds
.expect_describe_db_instance()
.with(eq("RustSDKCodeExamplesDBInstance"))
.return_once( |name| {
Ok(DescribeDbInstancesOutput: :builder()
.db_instances(

DbInstance: :builder()
.db_instance_identifier(name)
.db_instance_status("Available")
.build(),

)
.build())

1)

mock_xrds
.expect_describe_db_cluster_endpoints()

.with(eq("RustSDKCodeExamplesDBCluster"))

.return_once(|_]| {
Ok(DescribeDbClusterEndpointsOutput: :builder()

.db_cluster_endpoints(DbClusterEndpoint: :builder().status("available").build())
.build())
});

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());
scenario.username = Some("test username".into());
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scenario.password = Some(SecretString::new("test password".into()));

tokio::time: :pause();
let assertions = tokio::spawn(async move {
let create = scenario.start_cluster_and_instance().await;
assert!(create.is_ok());
assert!(scenario
.password
.replace(SecretString: :new("BAD SECRET".into()))
.unwrap()
.expose_secret()
.is_empty());
assert_eq!(
scenario.db_cluster_identifier,
Some("RustSDKCodeExamplesDBCluster".into())
I
1);
tokio: :time::advance(Duration::from_secs(1l)).await;
tokio: :time: :resume();
let _ = assertions.await;

#[tokio: :test]
async fn test_start_cluster_and_instance_cluster_create_error() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster()
.return_once(|_, _, _, _, _, _| €

Err(SdkError: :service_error(
CreateDBClusterError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"create db cluster error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(),
SdkBody: :empty()),
))
18

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));
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let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context: _}) if message
== "Failed to create DB Cluster with cluster group")

}

#[tokio: :test]
async fn test_start_cluster_and_instance_cluster_create_missing_id() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster()
.return_once(|_, _, _, _, _, _| €

Ok(CreateDbClusterQutput::builder()
.db_cluster(DbCluster: :buildexr().build())
.build())

1);

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context:_ }) if message
== "Created DB Cluster missing Identifier");

}

#[tokio::test]
async fn test_start_cluster_and_instance_instance_create_error() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq!(params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");
true

D
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.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput::builder()

.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())

.build())
1)
mock_rds
.expect_create_db_instance()
.return_once(|_, _, _, _| {

Err(SdkError: :service_error(
CreateDBInstanceError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"create db instance error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(),
SdkBody: :empty()),
))
1);

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context: _ }) if message
== "Failed to create Instance in DB Cluster")

}

#[tokio::test]
async fn test_start_cluster_and_instance_wait_hiccup() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq!(params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");
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true

)

.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput::builder()

.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())

.build())
1)

mock_rds

.expect_create_db_instance()

.withf(]|cluster, name, class, engine| {
assert_eq!(cluster, "RustSDKCodeExamplesDBCluster");
assert_eq!(name, "RustSDKCodeExamplesDBInstance");
assert_eq!(class, "m5.large");
assert_eq!(engine, "aurora-mysql");
true

)

.return_once(|cluster, name, class, _| {
Ok(CreateDbInstanceOutput::buildex()

.db_instance(

DbInstance: :buildex()
.db_cluster_identifier(cluster)
.db_instance_identifier(name)
.db_instance_class(class)

.build(),
)
.build())
1);

mock_xrds
.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.times(1)
.returning(|_| {
Err(SdkError: :service_erroxr(
DescribeDBClustersError: :unhandled(Box: :new(Error
ErrorKind: :0ther,
"describe cluster error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(),
SdkBody: :empty()),
))
)

s :new(
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.with(eq("RustSDKCodeExamplesDBCluster"))

.times(1)

.returning(|id| {
Ok(DescribeDbClustersOutput: :buildexr()

.db_clusters(DbCluster::builder().db_cluster_identifier(id).build())
.build())
1)

mock_xrds.expect_describe_db_instance().return_once(|name| {
Ok(DescribeDbInstancesOutput: :builder()
.db_instances(
DbInstance: :builder()
.db_instance_identifier(name)
.db_instance_status("Available")

.build(),
)
.build())
1}
mock_xrds
.expect_describe_db_cluster_endpoints()
.return_once(|_]| {

Ok(DescribeDbClusterEndpointsOutput: :buildexr()

.db_cluster_endpoints(DbClusterEndpoint: :builder().status("available").build())
.build())
18

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

tokio::time: :pause();

let assertions = tokio::spawn(async move {
let create = scenario.start_cluster_and_instance().await;
assert!(create.is_ok());

1)

tokio: :time: :advance(Duration::from_secs(1l)).await;
tokio: :time::advance(Duration: :from_secs(1l)).await;
tokio::time: :resume();
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let _ = assertions.await;

« For API details, see CreateDBClusterSnapshot in AWS SDK for Rust API reference.

Use CreateDBInstance with an AWS SDK or CLI

The following code examples show how to use CreateDBInstance.

Action examples are code excerpts from larger programs and must be run in context. You can see

this action in context in the following code example:

o Get started with DB clusters

.NET

AWS SDK for .NET

(@ Note

There's more on GitHub. Find the complete example and learn how to set up and run

in the AWS Code Examples Repository.

/// <summary>

/// Create
/// with a

an Amazon Relational Database Service (Amazon RDS) DB instance
particular set of properties. Use the action

DescribeDBInstancesAsync
/// to determine when the DB instance is ready to use.

/// </summary>

/// <param
/// <param
/// <param
/// <param
/// <param

name="dbInstanceldentifier">DB instance identifier.</param>
name="dbClusterIdentifier">DB cluster identifier.</param>
name="dbEngine">The engine for the DB instance.</param>
name="dbEngineVersion">Version for the DB instance.</param>
name="instanceClass">Class for the DB instance.</param>

/// <returns>DB instance object.</returns>
public async Task<DBInstance> CreateDBInstanceInClusterAsync(

string
string

dbClusterIdentifier,
dbInstanceldentifier,
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string dbEngine,
string dbEngineVersion,
string instanceClass)

// When creating the instance within a cluster, do not specify the name
or size.
var response = await _amazonRDS.CreateDBInstanceAsync(
new CreateDBInstanceRequest()

{
DBClusterIdentifier = dbClusterIdentifier,
DBInstanceldentifier = dbInstanceldentifier,
Engine = dbEngine,
EngineVersion = dbEngineVersion,
DBInstanceClass = instanceClass

1);

return response.DBInstance;

« For API details, see CreateDBInstance in AWS SDK for .NET API Reference.

C++

SDK for C++

® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

Aws::Client::ClientConfiguration clientConfig;
// Optional: Set to the AWS Region (overrides config file).
// clientConfig.region = "us-east-1";

Aws: :RDS::RDSClient client(clientConfig);

Aws: :RDS: :Model::CreateDBInstanceRequest request;
request.SetDBInstanceldentifier (DB_INSTANCE_IDENTIFIER);
request.SetDBClusterIdentifier (DB_CLUSTER_IDENTIFIER);
request.SetEngine(engineName);
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request.SetDBInstanceClass(dbInstanceClass);

Aws: :RDS: :Model: :CreateDBInstanceOutcome outcome =
client.CreateDBInstance(request);

if (outcome.IsSuccess()) {
std::cout << "The DB instance creation has started."
<< std::endl;

}
else {
std::cerr << "Error with RDS::CreateDBInstance. "
<< outcome.GetError().GetMessage()
<< std::endl;
cleanUpResources(CLUSTER_PARAMETER_GROUP_NAME, DB_CLUSTER_IDENTIFIER,
client);
return false;
}

« For API details, see CreateDBInstance in AWS SDK for C++ API Reference.

Go

SDK for Go V2

® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

type DbClusters struct {
AuroraClient *rds.Client

}

// CreatelnstanceInCluster creates a database instance in an existing DB cluster.
The first database that is
// created defaults to a read-write DB instance.
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func (clusters *DbClusters) CreateInstanceInCluster(clusterName string,
instanceName string,

dbEngine string, dbInstanceClass string) (*types.DBInstance, error) {
output, err := clusters.AuroraClient.CreateDBInstance(context.TODO(),
&rds.CreateDBInstanceInput{

DBInstanceldentifier: aws.String(instanceName),

DBClusterIdentifier: aws.String(clusterName),

Engine: aws.String(dbEngine),
DBInstanceClass: aws.String(dbInstanceClass),
)
if err !'= nil {

log.Printf("Couldn't create instance %v: %v\n", instanceName, err)
return nil, err

} else {
return output.DBInstance, nil

}

}

o For API details, see CreateDBInstance in AWS SDK for Go APl Reference.

Java

SDK for Java 2.x

® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

public static String createDBInstanceCluster(RdsClient rdsClient,

String dbInstanceldentifier,

String dbInstanceClusterIdentifier,

String instanceClass) {

try {
CreateDbInstanceRequest instanceRequest =
CreateDbInstanceRequest.builder()

.dbInstanceldentifier(dbInstanceldentifier)
.dbClusterIdentifier(dbInstanceClusterIdentifier)
.engine("aurora-mysql")
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.dbInstanceClass(instanceClass)
.build();

CreateDbInstanceResponse response =
rdsClient.createDBInstance(instanceRequest);

System.out.print("The status is " +
response.dbInstance().dbInstanceStatus());

return response.dbInstance().dbInstanceArn();

} catch (RdsException e) {
System.err.println(e.getMessage());
System.exit(1l);

}

return ;

» For API details, see CreateDBInstance in AWS SDK for Java 2.x APl Reference.

Kotlin

SDK for Kotlin

(@ Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

suspend fun createDBInstanceCluster(
dbInstanceldentifierVal: String?,
dbInstanceClusterIdentifierVal: String?,
instanceClassVal: String?,
): String? {
val instanceRequest =
CreateDbInstanceRequest {
dbInstanceldentifier = dbInstanceldentifierVal
dbClusterIdentifier = dbInstanceClusterIdentifierVal
engine = "aurora-mysql"
dbInstanceClass = instanceClassVal
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RdsClient { region = "us-west-2" }.use { rdsClient ->
val response = rdsClient.createDbInstance(instanceRequest)
print("The status is ${response.dbInstance?.dbInstanceStatus}")
return response.dbInstance?.dbInstanceArn

o For API details, see CreateDBInstance in AWS SDK for Kotlin API reference.

Python

SDK for Python (Boto3)

® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

class AuroraWrapper:
"""Encapsulates Aurora DB cluster actions.

def __init___(self, rds_client):
:param rds_client: A Boto3 Amazon Relational Database Service (Amazon
RDS) client.

self.rds_client = rds_client

@classmethod
def from_client(cls):

Instantiates this class from a Boto3 client.

rds_client = boto3.client("xrds")
return cls(rds_client)

def create_instance_in_cluster(
self, instance_id, cluster_id, db_engine, instance_class
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Creates a database instance in an existing DB cluster. The first database
that is
created defaults to a read-write DB instance.

:param instance_id: The ID to give the newly created DB instance.
:param cluster_id: The ID of the DB cluster where the DB instance is
created.
:param db_engine: The database engine of a database to create in the DB
instance.
This must be compatible with the configured parameter
group
of the DB cluster.
:param instance_class: The DB instance class for the newly created DB
instance.
:return: Data about the newly created DB instance.
try:
response = self.rds_client.create_db_instance(
DBInstanceldentifier=instance_id,
DBClusterIdentifier=cluster_id,
Engine=db_engine,
DBInstanceClass=instance_class,
)
db_inst = response["DBInstance"]
except ClientError as err:
logger.error(
"Couldn't create DB instance %s. Here's why: %s: %s",
instance_id,
err.response["Error"]["Code"],
err.response["Error"]["Message"],
)
raise
else:
return db_inst

» For API details, see CreateDBInstance in AWS SDK for Python (Boto3) API Reference.
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Rust

SDK for Rust

® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

// Get a list of allowed engine versions.
rds.DescribeDbEngineVersions(Engine="aurora-mysql', DBParameterGroupFamily=<the
family used to create your parameter group in step 2>)

// Create an Aurora DB cluster database cluster that contains a MySql
database and uses the parameter group you created.

// Wait for DB cluster to be ready. Call rds.DescribeDBClusters and check for
Status == 'available'.

// Get a list of instance classes available for the selected engine
and engine version. rds.DescribeOrderableDbInstanceOptions(Engine="mysql',
EngineVersion=).

// Create a database instance in the cluster.
// Wait for DB instance to be ready. Call rds.DescribeDbInstances and check
for DBInstanceStatus == 'available'.
pub async fn start_cluster_and_instance(&mut self) -> Result<(),
ScenarioError> {
if self.password.is_none() {
return Err(ScenarioError: :with(
"Must set Secret Password before starting a cluster",

));

}

let create_db_cluster = self
.xds

.create_db_cluster(

DB_CLUSTER_IDENTIFIER,

DB_CLUSTER_PARAMETER_GROUP_NAME,

DB_ENGINE,

self.engine_version.as_deref().expect("engine version"),

self.username.as_deref().expect("username"),

self.password
.replace(SecretString: :new("".to_string()))
.expect("password"),
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)
.await;
if let Err(err) = create_db_cluster {
return Err(ScenarioError: :new(
"Failed to create DB Cluster with cluster group",

&err,
));
}
self.db_cluster_identifier = create_db_cluster
.unwrap()
.db_cluster

.and_then(|c| c.db_cluster_identifier);

if self.db_cluster_identifier.is_none() {
return Err(ScenarioError::with("Created DB Cluster missing
Identifier"));

}
info!(
"Started a db cluster: {}",
self.db_cluster_identifier
.as_deref()
.unwrap_or("Missing ARN")
);

let create_db_instance = self
.xds
.create_db_instance(
self.db_cluster_identifier.as_deref().expect("cluster name"),
DB_INSTANCE_IDENTIFIER,
self.instance_class.as_deref().expect("instance class"),
DB_ENGINE,
)
.await;
if let Err(err) = create_db_instance {
return Err(ScenarioError: :new(
"Failed to create Instance in DB Cluster",
&err,

));

self.db_instance_identifier = create_db_instance
.unwrap()
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.db_instance
.and_then(|i]| i.db_instance_identifier);

// Cluster creation can take up to 20 minutes to become available
let cluster_max_wait = Duration::from_secs(20 * 60);
let waiter = Waiter::builder().max(cluster_max_wait).build();
while waiter.sleep().await.is_ok() {
let cluster = self
.xds
.describe_db_clusters(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),

)

.await;

if let Err(err) = cluster {

warn!(?err, "Failed to describe cluster while waiting for
ready");

continue;

let instance = self
.xds
.describe_db_instance(
self.db_instance_identifier
.as_deref()
.expect("instance identifier"),
)
.await;
if let Err(err) = instance {
return Err(ScenarioError: :new(
"Failed to find instance for cluster",

&err,
));
}
let instances_available = instance
.unwrap()
.db_instances()
.iter()

.all(|instance| instance.db_instance_status() ==
Some("Available"));
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let endpoints = self
.xds
.describe_db_cluster_endpoints(
self.db_cluster_identifier
.as_deref()
.expect("cluster identifier"),

)

.await;

if let Err(err) = endpoints {
return Err(ScenarioError: :new(
"Failed to find endpoint for cluster",

&err,
));
}
let endpoints_available = endpoints
.unwrap()
.db_cluster_endpoints()
Litex()

.all(|endpoint| endpoint.status() == Some("available"));

if instances_available && endpoints_available {
return 0k(());

Err(ScenarioError::with("timed out waiting for cluster"))

pub async fn create_db_instance(
&self,
cluster_name: &str,
instance_name: &str,
instance_class: &str,
engine: &str,
) -> Result<CreateDbInstanceOutput, SdkError<CreateDBInstanceError>> {
self.inner
.create_db_instance()
.db_cluster_identifier(cluster_name)
.db_instance_identifier(instance_name)
.db_instance_class(instance_class)
.engine(engine)
.send()
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.await

#[tokio::test]
async fn test_start_cluster_and_instance() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(|id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq! (params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");
true

)

.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput::builder()

.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
.build())

1)

mock_rds

.expect_create_db_instance()

.withf(]|cluster, name, class, engine| {
assert_eq!(cluster, "RustSDKCodeExamplesDBCluster");
assert_eq!(name, "RustSDKCodeExamplesDBInstance");
assert_eq!(class, "m5.large");
assert_eq!(engine, "aurora-mysql");
true

D)

.return_once(|cluster, name, class, _| {
Ok(CreateDbInstanceOutput::buildex()

.db_instance(

DbInstance: :buildex()
.db_cluster_identifier(cluster)
.db_instance_identifier(name)
.db_instance_class(class)

.build(),
)
.build())
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1)

mock_xrds
.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|id]| {
Ok(DescribeDbClustersOutput: :builder()

.db_clusters(DbCluster: :builder().db_cluster_identifier(id).build())
.build())
});

mock_xrds
.expect_describe_db_instance()
.with(eq("RustSDKCodeExamplesDBInstance"))
.return_once( |name| {
Ok(DescribeDbInstancesOutput: :builder()
.db_instances(

DbInstance: :builder()
.db_instance_identifier(name)
.db_instance_status("Available")
.build(),

)
.build())

1)

mock_xrds
.expect_describe_db_cluster_endpoints()
.with(eq("RustSDKCodeExamplesDBCluster"))
.return_once(|_]| {
Ok(DescribeDbClusterEndpointsOutput: :builder()

.db_cluster_endpoints(DbClusterEndpoint: :builder().status("available").build())
.build())
});

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

tokio::time: :pause();
let assertions = tokio::spawn(async move {
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let create = scenario.start_cluster_and_instance().await;
assert!(create.is_ok());
assert!(scenario
.password
.replace(SecretString: :new("BAD SECRET".into()))
.unwrap()
.expose_secret()
.is_empty());
assert_eq!(
scenario.db_cluster_identifier,
Some("RustSDKCodeExamplesDBCluster".into())
I
1);
tokio: :time::advance(Duration::from_secs(1l)).await;
tokio: :time: :resume();
let _ = assertions.await;

#[tokio: :test]
async fn test_start_cluster_and_instance_cluster_create_error() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster()
.return_once(|_, _, _, —_, —_, _| {

Err(SdkError: :service_erroxr(
CreateDBClusterError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"create db cluster error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(),
SdkBody: :empty()),
))
1)

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context: _}) if message
== "Failed to create DB Cluster with cluster group")
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}

#[tokio: :test]
async fn test_start_cluster_and_instance_cluster_create_missing_id() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds
.expect_create_db_cluster()
.return_once(|_, _, _, —_, _, _| {

Ok(CreateDbClusterQutput::builder()
.db_cluster(DbCluster: :buildexr().build())
.build())

1);

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context:_ }) if message
== "Created DB Cluster missing Identifier");

}

#[tokio::test]
async fn test_start_cluster_and_instance_instance_create_error() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq!(params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");
true

)

.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput::builder()

.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())
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.build())
1);
mock_rds
.expect_create_db_instance()
.return_once(|_, _, _, _| {

Err(SdkError: :service_error(
CreateDBInstanceError: :unhandled(Box: :new(Error: :new(
ErrorKind: :0ther,
"create db instance error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(),
SdkBody: :empty()),
))
1);

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username = Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

let create = scenario.start_cluster_and_instance().await;
assert_matches!(create, Err(ScenarioError { message, context: _ }) if message
== "Failed to create Instance in DB Cluster")

}

#[tokio::test]
async fn test_start_cluster_and_instance_wait_hiccup() {
let mut mock_rds = MockRdsImpl::default();

mock_xrds

.expect_create_db_cluster()

.withf(]id, params, engine, version, username, password| {
assert_eq!(id, "RustSDKCodeExamplesDBCluster");
assert_eq!(params, "RustSDKCodeExamplesDBParameterGroup");
assert_eq!(engine, "aurora-mysql");
assert_eq!(version, "aurora-mysql8.0");
assert_eq! (username, "test username");
assert_eq! (password.expose_secret(), "test password");
true

)

.return_once(|id, _, _, _, _, _| {
Ok(CreateDbClusterQutput::builder()
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.db_cluster(DbCluster: :builder().db_cluster_identifier(id).build())

.build())
1)

mock_rds

.expect_create_db_instance()

.withf(]|cluster, name, class, engine| {
assert_eq!(cluster, "RustSDKCodeExamplesDBCluster");
assert_eq!(name, "RustSDKCodeExamplesDBInstance");
assert_eq!(class, "m5.large");
assert_eq!(engine, "aurora-mysql");
true

)

.return_once(|cluster, name, class, _| {
Ok(CreateDbInstanceOutput::buildex()

.db_instance(

DbInstance: :buildex()
.db_cluster_identifier(cluster)
.db_instance_identifier(name)
.db_instance_class(class)

.build(),
)
.build())
1);

mock_xrds
.expect_describe_db_clusters()
.with(eq("RustSDKCodeExamplesDBCluster"))
.times(1)
.returning(|_| {
Err(SdkError: :service_error(
DescribeDBClustersError: :unhandled(Box: :new(Error
ErrorKind: :0ther,
"describe cluster error",
))),
Response: :new(StatusCode: :try_from(400).unwrap(),
SdkBody: :empty()),
))
)
.with(eq("RustSDKCodeExamplesDBCluster"))
.times(1)
.returning(|id| {
Ok(DescribeDbClustersOutput: :buildexr()

s :new(
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.db_clusters(DbCluster::builder().db_cluster_identifier(id).build())
.build())
1)

mock_xrds.expect_describe_db_instance().return_once(|name| {
Ok(DescribeDbInstancesOutput: :builder()
.db_instances(
DbInstance: :builder()
.db_instance_identifier(name)
.db_instance_status("Available")

.build(),
)
.build())
1}
mock_xrds
.expect_describe_db_cluster_endpoints()
.return_once(|_| {

Ok(DescribeDbClusterEndpointsOutput: :buildexr()

.db_cluster_endpoints(DbClusterEndpoint: :builder().status("available").build())
.build())
18

let mut scenario = AuroraScenario::new(mock_rds);
scenario.engine_version = Some("aurora-mysql8.0".into());
scenario.instance_class = Some("m5.large".into());

scenario.username Some("test username".into());

scenario.password = Some(SecretString::new("test password".into()));

tokio::time: :pause();

let assertions = tokio::spawn(async move {
let create = scenario.start_cluster_and_instance().await;
assert!(create.is_ok());

1)

tokio: :time::advance(Duration::from_secs(1l)).await;
tokio: :time::advance(Duration::from_secs(1l)).await;
tokio::time: :resume();

let _ = assertions.await;
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» For API details, see CreateDBInstance in AWS SDK for Rust API reference.

Use DeleteDBCluster with an AWS SDK or CLI

The following code examples show how to use DeleteDBCluster.

Action examples are code excerpts from larger programs and must be run in context. You can see
this action in context in the following code example:

¢ Get started with DB clusters

NET

AWS SDK for .NET

(® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

/// <summary>
/// Delete a particular DB cluster.
/// </summary>
/// <param name="dbClusterIdentifier">DB cluster identifier.</param>
/// <returns>DB cluster object.</returns>
public async Task<DBCluster> DeleteDBClusterByIdentifierAsync(string
dbClusterIdentifier)
{
var response = await _amazonRDS.DeleteDBClusterAsync(
new DeleteDBClusterRequest()
{
DBClusterIdentifier = dbClusterIdentifier,
SkipFinalSnapshot = true
1))8

return response.DBCluster;
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» For API details, see DeleteDBCluster in AWS SDK for .NET API Reference.

C++

SDK for C++

® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

Aws::Client::ClientConfiguration clientConfig;
// Optional: Set to the AWS Region (overrides config file).
// clientConfig.region = "us-east-1";

Aws: :RDS::RDSClient client(clientConfig);

Aws: :RDS: :Model: :DeleteDBClusterRequest request;
request.SetDBClusterIdentifier(dbClusterIdentifier);
request.SetSkipFinalSnapshot(true);

Aws: :RDS: :Model: :DeleteDBClusterOutcome outcome =
client.DeleteDBCluster(request);

if (outcome.IsSuccess()) {
std::cout << "DB cluster deletion has started."
<< std::endl;
clusterDeleting = true;
std::cout
<< "Waiting for DB cluster to delete before deleting the
parameter group."
<< std::endl;
std::cout << "This may take a while." << std::endl;

}
else {
std::cerr << "Error with Aurora::DeleteDBCluster. "
<< outcome.GetError().GetMessage()
<< std::endl;
result = false;
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« For API details, see DeleteDBCluster in AWS SDK for C++ APl Reference.

Go

SDK for Go V2

(@ Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

type DbClusters struct {
AuroraClient *rds.Client

}

// DeleteDbCluster deletes a DB cluster without keeping a final snapshot.
func (clusters *DbClusters) DeleteDbCluster(clusterName string) error {
_, err := clusters.AuroraClient.DeleteDBCluster(context.TODO(),
&rds.DeleteDBClusterInput{
DBClusterIdentifier: aws.String(clusterName),
SkipFinalSnapshot: true,
)
if err !'= nil {
log.Printf("Couldn't delete DB cluster %v: %v\n", clusterName, err)
return err
} else {
return nil
}
}

o For API details, see DeleteDBCluster in AWS SDK for Go APl Reference.
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Java

SDK for Java 2.x

® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

public static void deleteCluster(RdsClient rdsClient, String
dbInstanceClusterIdentifier) {
try {
DeleteDbClusterRequest deleteDbClusterRequest =

DeleteDbClusterRequest.builder()
.dbClusterIdentifier(dbInstanceClusterIdentifier)
.skipFinalSnapshot(true)
.build();

rdsClient.deleteDBCluster(deleteDbClusterRequest);
System.out.println(dbInstanceClusterIdentifier + " was deleted!");

} catch (RdsException e) {

System.out.println(e.getlLocalizedMessage());
System.exit(1l);

» For API details, see DeleteDBCluster in AWS SDK for Java 2.x API Reference.

Kotlin

SDK for Kotlin

(@ Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.
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suspend fun deleteCluster(dbInstanceClusterIdentifier: String) {
val deleteDbClusterRequest =
DeleteDbClusterRequest {
dbClusterIdentifier = dbInstanceClusterIdentifier
skipFinalSnapshot = true

RdsClient { region = "us-west-2" }.use { rdsClient ->
rdsClient.deleteDbCluster(deleteDbClusterRequest)
println("$dbInstanceClusterIdentifier was deleted!")

» For API details, see DeleteDBCluster in AWS SDK for Kotlin API reference.

Python

SDK for Python (Boto3)

(® Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

class AuroraWrapper:
"""Encapsulates Aurora DB cluster actions."""

def __init__ (self, rds_client):

:param rds_client: A Boto3 Amazon Relational Database Service (Amazon
RDS) client.

self.rds_client = rds_client

@classmethod
def from_client(cls):

Instantiates this class from a Boto3 client.

Actions 252


https://sdk.amazonaws.com/kotlin/api/latest/index.html
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/python/example_code/aurora#code-examples

AWS SDK Code Examples Code Library

rds_client = boto3.client("xrds")
return cls(rds_client)

def delete_db_cluster(self, cluster_name):

Deletes a DB cluster.

:param cluster_name: The name of the DB cluster to delete.
try:
self.rds_client.delete_db_cluster(
DBClusterIdentifier=cluster_name, SkipFinalSnapshot=True

)

logger.info("Deleted DB cluster %s.", cluster_name)
except ClientError:
logger.exception("Couldn't delete DB cluster %s.", cluster_name)

raise

» For API details, see DeleteDBCluster in AWS SDK for Python (Boto3) API Reference.

Rust

SDK for Rust

(@ Note

There's more on GitHub. Find the complete example and learn how to set up and run
in the AWS Code Examples Repository.

pub async fn clean_up(self) -> Result<(), Vec<ScenarioError>> {
let mut clean_up_errors: Vec<ScenarioError> = vec![];

// Delete the instance