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What is Amazon GamelLift?

You can use Amazon Gamelift to deploy, operate, and scale dedicated, low-cost servers in the
cloud for session-based multiplayer games. Built on AWS global computing infrastructure, Amazon
Gamelift helps deliver high-performance, high-reliability game servers while dynamically scaling
your resource usage to meet worldwide player demand.

Uses of Amazon GamelLift

Amazon GamelLift supports these use cases and more:

» Deploy your own custom multiplayer game servers for hosting in the cloud.

» Run low cost hosting resources using Amazon Elastic Compute Cloud (Amazon EC2) Spot

Instances.
» Automatically scale the amount of hosting resources that your game needs based on usage.
« Manage your Amazon EC2 compute resources all in one place using Amazon GamelLift FleetlQ.
« Match players in multiplayer games with Amazon GamelLift FlexMatch.
« lteratively test your game server and client builds with Amazon GamelLift Anywhere.

» Use your own hardware while managing it all in one place with Amazon GameLift Anywhere.

® Tip
To try out Amazon GamelLift game server hosting, see Getting started with Amazon
Gamelift.

Get started with Amazon Gamelift solutions

Amazon Gamelift solutions for game developers

« Amazon Gamelift hosting for custom servers

o Amazon Gamelift hosting with Realtime Servers

« Amazon Gamelift FleetlQ for hosting on Amazon EC2

« Amazon Gamelift FlexMatch for matchmaking

Uses of Amazon GamelLift 1
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« Amazon Gamelift Anywhere hardware hosting

Amazon Gamelift hosting for custom servers

Amazon Gamelift replaces the work required to host your own custom game servers. Auto scaling
capabilities help you avoid paying for more resources than you need. Auto scaling also helps make
sure that you always have games available for new players to join with minimal waiting.

For more information about Amazon GamelLift hosting, see How Amazon GamelLift works.

Key features

« Use Amazon GamelLift management features, including auto scaling, multi-location queues, and
game session placement.

» Deploy game servers to run on Amazon Linux or Windows Server operating systems.
« Manage game sessions and player sessions.

» Set up customized health tracking for server processes to detect problems and to resolve poor-
performing processes.

« Manage your game resources using AWS CloudFormation templates for Amazon GamelLift.

Amazon Gamelift hosting with Realtime Servers

Use Realtime Servers to stand up games that don't need custom-built game servers. This
lightweight server solution provides game servers that you can configure to fit your game.

For more information about Amazon GamelLift hosting with Realtime Servers, see Integrating
games with Amazon GamelLift Realtime Servers.

Key features

« Use Amazon GamelLift management features, including auto scaling, multi-location queues, and
game session placement.

» Use Amazon GamelLift hosting resources and choose the type of AWS computing hardware for
your fleets.

« Take advantage of a full network stack for game client and server interaction.
» Get core game server functionality with customizable server logic.

» Make live updates to Realtime configurations and server logic.

Amazon GamelLift hosting for custom servers 2
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Amazon Gamelift FleetlQ for hosting on Amazon EC2

Use Amazon Gamelift FleetlQ to work directly with your hosting resources in Amazon EC2 and
Amazon EC2 Auto Scaling. This provides the benefit of Amazon GamelLift optimizations for
inexpensive, resilient game hosting. This solution is for game developers who need more flexibility
than what fully managed Amazon GamelLift solutions provide.

For information about how Amazon GamelLift FleetlQ works with Amazon EC2 and EC2 Auto
Scaling for game hosting, see the Amazon GamelLift FleetlQ Developer Guide.

Key features

« Get optimized Spot Instance balancing using the FleetlQ algorithm.

« Use player routing features to manage your game server resources efficiently, and provide a
better player experience for joining games.

« Automatically scale hosting capacity based on player usage.
 Directly manage Amazon EC2 instances in your own AWS account.

» Use any of the supported game server executable formats, including Windows, Linux, containers,
and Kubernetes.

Amazon GamelLift FlexMatch for matchmaking

Use FlexMatch to build custom rule sets to define multiplayer matches for your game. FlexMatch
uses rule sets to compare compatible players for each match and provide players with the ideal
multiplayer experience.

For more information about FlexMatch, see What is Amazon GamelLift FlexMatch?

Key features

« Balance match creation speed and match quality.
» Match players or teams based on defined characteristics.

» Define rules to place players into matches based on latency.

Amazon GamelLift Anywhere hardware hosting

Use Amazon GamelLift Anywhere fleets with Amazon GamelLift game session management,
including matchmaking, to host your custom game servers anywhere you want to. Anywhere

Amazon Gamelift FleetlQ for hosting on Amazon EC2 3
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fleets are particularly useful as test environments for rapid, iterative game development. Set
up an Anywhere fleet for your own local workstation or a set of cloud-based hosting resources.
For production hosting, you might use a hybrid approach with Anywhere fleets for on-premises
hardware supplemented by Amazon GamelLift managed fleets.

For more information about testing with Anywhere, see Set up local testing with Amazon GamelLift

Anywhere. For more information about setting up an Anywhere fleet, see Setting up Amazon
Gamelift fleets.

Key features

» Perform fast, iterative testing as you develop your multiplayer games.
« Use Amazon GamelLift tools to manage game servers that are hosted on your own hardware.

» Take advantage of available hardware that is closest to your players, anywhere.

Accessing Amazon GamelLift

Use these tools to work with Amazon GamelLift.

Amazon Gamelift SDKs

The Amazon GamelLift SDKs contain the libraries needed to communicate with Amazon
Gamelift from your game clients, game servers, and game services. For more information, see
Development support with Amazon GamelLift.

Amazon Gamelift Realtime Client SDK

The Realtime Client SDK enables a game client to connect to the Realtime server, join game
sessions, and stay in sync with other players. Download the SDK and learn more about making
API calls with the Realtime Servers client API (C#).

Amazon Gamelift console

Use the AWS Management Console for Amazon Gamelift to manage your game deployments,

configure resources, and track player usage and performance metrics. The Amazon GamelLift
console provides a GUI alternative to managing resources programmatically with the AWS
Command Line Interface (AWS CLI).

Accessing Amazon GamelLift 4
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AWS CLI

Use this command line tool to make calls to the AWS SDK, including the Amazon GamelLift API.
For information about using the AWS CLI, see Getting started with the AWS CLI in the AWS
Command Line Interface User Guide.

Pricing for Amazon GamelLift

Amazon Gamelift charges for instances by duration of use, and for bandwidth by quantity of data
transferred. For a complete list of charges and prices for Amazon GamelLift, see Amazon GamelLift

Pricing.

For information about calculating the cost of hosting your games or matchmaking with Amazon
Gamelift, see Generating Amazon GamelLift pricing estimates, which describes how to use the AWS

Pricing Calculator.

How Amazon Gamelift works

This topic covers the core components for game hosting and describes how Amazon GamelLift
makes your multiplayer game servers available to players.

Ready to prepare your game for hosting on Amazon GameLift? Check out Amazon GamelLift

managed hosting roadmap.

Key components

Setting up Amazon GamelLift to host your game involves working with the following components.
The diagram in Game architecture with managed Amazon GamelLift visualizes the relationships

between these components.

« A game server is your game's server software running on a fleet. You upload your game server
build or script to Amazon GamelLift and tell Amazon GamelLift. When you use Amazon GamelLift
Anywhere or Amazon GamelLift FleetlQ, you upload your game server build directly to the
compute resource.

« A game session is an in progress game with players. You define the basic characteristics of a
game session, such as its life span and number of players. Players then connect to the game
server to join a game session.

Pricing for Amazon GamelLift 5
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« A game client is your game's software running on a player's device. A game client connects to a
game server through backend services to join a game session, based on connection information
that it receives from Amazon GamelLift.

» Backend services are additional, custom services that handle tasks related to Amazon GamelLift.
As a best practice, your backend services should handle all game client communication with
Amazon GamelLift.

Hosting game servers

With Amazon GamelLift, you can host your game servers in three different ways: Managed Amazon
Gamelift, Amazon GamelLift FleetlQ, and Amazon GamelLift Anywhere. For more information about
Amazon GamelLift FleetlQ, see What is Amazon GamelLift FleetlQ?

You can design a fleet to fit your game's needs. For more information about designing a fleet, see
Amazon Gamelift fleet design guide.

Managed Amazon GamelLift

With managed Amazon Gamelift, you can host your game servers on Amazon GamelLift virtual
computing resources, called instances. Set up your hosting resources by creating a fleet of
instances and deploying them to run your game servers.

Amazon Gamelift Anywhere

With Amazon GamelLift Anywhere, you can host your game servers on compute that you manage.
Set up your hosting resources by creating an Anywhere fleet that references your compute.

Fleet aliases

An alias is a designation that you can transfer between fleets, making it a convenient way to have
a generic fleet location. You can use an alias to switch game clients from using one fleet to another
without changing your game client. You can also create a terminal alias that you point to content.

Running game sessions

After you deploy your game server build to a fleet and Amazon GamelLift launches game server
processes on each instance, the fleet can host game sessions. Amazon GamelLift starts new game
sessions when your game client service sends a placement request to the backend service or to
Amazon Gamelift.

Hosting game servers 6
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Game session placement and the FleetlQ algorithm

Queues use the FleetlQ algorithm to select an available game server to host a new game session.
The key component for game session placement is the Amazon GamelLift game session queue. You
assign a game session queue a list of fleets, which determines where the queue can place game
sessions. For more information about game session queues and how to design them for your game,
see Design a game session queue.

Player connections to games

As part of the game session placement process, the queue or game session prompts the selected
game server to start a new game session. The game server responds to the prompt and reports
back to Amazon GamelLift when it's ready to accept player connections. Amazon GamelLift then
delivers connection information to the backend service or game client service. Your game clients
use this information to connect directly to the game session and begin gameplay.

Scaling fleet capacity

When a fleet is active and ready to host game sessions, you can adjust your fleet capacity to meet
player demand. We recommend that you find a balance between all incoming players finding a
game quickly and overspending on resources that sit idle.

Amazon Gamelift provides a highly effective auto scaling tool, or you can manually set fleet
capacity. For more information, see Scaling Amazon GamelLift hosting capacity.

Auto scaling

Amazon Gamelift provides two methods of auto scaling:

» Target-based auto scaling

» Auto scale with rule-based policies

Additional scaling features

« Game session protection - Prevent Amazon GamelLift from ending game sessions that are
hosting active players during a scale-down event.

« Scaling limits — Control overall instance usage by setting minimum and maximum limits on the
number of instances in a fleet.

» Suspending auto scaling — Suspend auto scaling at the fleet location level without changing or
deleting your auto scaling policies.

Scaling fleet capacity 7
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» Scaling metrics — Track a fleet's history of capacity and scaling events.

Monitoring Amazon GamelLift

When you have fleets up and running, Amazon GamelLift collects a variety of information to help
you monitor the performance of your deployed game servers. You can use this information to
optimize your use of resources, troubleshoot issues, and gain insight into how players are active in
your games. Amazon GamelLift collects the following:

Fleet, location, game session, and player session details

Usage metrics

Server process health

Game session logs

For more information about monitoring in Amazon GamelLift, see Monitoring Amazon GamelLift.

Using other AWS resources

Your game servers and applications can communicate with other AWS resources. For example,

you might use a set of web services for player authentication or social networking. For your game
servers to access AWS resources that your AWS account manages, explicitly allow Amazon GamelLift
to access your AWS resources.

Amazon Gamelift provides a couple of options for managing this type of access. For more
information, see Communicate with other AWS resources from your fleets.

How players connect to games

A game session is an instance of your game running on Amazon GamelLift. To play your game, a
player can either find and join an existing game session or create a new game session and join it.

A player joins by creating a player session for the game session. If the game session is open for
players, then Amazon GamelLift reserves a slot for the player and provides connection information.
The player can then connect to the game session and claim the reserved slot.

For detailed information about creating and managing game sessions and player sessions with
custom game servers, see Add Amazon GamelLift to your game client. For information about

connecting players to Realtime Servers, see Integrating a game client for Realtime Servers.

Monitoring Amazon GamelLift 8
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Amazon GamelLift provides several features related to game and player sessions.

Host game sessions on best available resources across multiple locations

Choose from multiple options when configuring how Amazon GamelLift selects resources to
host new game sessions. If you're running fleets in multiple locations, then you can design
game session queues that place new game sessions on any fleet regardless of location.

Control player access to game sessions

Configure game sessions to allow or deny join requests from new players, regardless of the
number of players connected.

Use custom game and player data

Add custom data to game session objects and player session objects. Amazon GamelLift passes
game session data to a game server when starting a new game session. Amazon GamelLift
passes player session data to the game server when a player connects to the game session.

Filter and sort available game sessions

Use session search and sort to find the best possible match for a prospective player, or let
player choose from a list of available game sessions. Use session search and sort to find game
sessions based on session characteristics . You can also search and sort based on your own
custom game data.

Track game and player usage data

Automatically have logs stored for completed game sessions. You can set up log storage when
integrating Amazon GamelLift into your game servers. For more information, see Logging server

messages in Amazon Gamelift.

Use the Amazon Gamelift console to view detailed information about game sessions, including
session metadata, settings, and player session data. For more information, see View data on
game and player sessions and Metrics.

Game architecture with managed Amazon GamelLift

The following diagram illustrates the key components of a game architecture that's hosted using
the managed Amazon GamelLift solution.

Game architecture with managed Amazon GamelLift 9
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The key components of this architecture include the following:

Game clients

To join a game hosted on Amazon Gamelift, your game client must first find an available
game session. The game client searches for existing game sessions, requests matchmaking,

or starts a new game session by communicating with Amazon GamelLift through a backend
service. The backend service makes requests to Amazon GamelLift, and in response, the service
receives game session information, which it relays back to the game client. The game client
then connects to the game server. For more information, see Preparing games for Amazon
GamelLift.

Game architecture with managed Amazon GamelLift 10
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Backend services

A backend service handles communication between game clients and Amazon GamelLift

by calling the Amazon GamelLift service APl operations in the AWS SDK. You can also use
backend services for other game-specific tasks such as player authentication and authorization,
inventory, or currency control. For more information, see Design your game client service.

External services

Your game can rely on an external service, such as for validating a subscription membership.
An external service can pass information to your game servers through a backend service and
Amazon Gamelift.

Game servers

You upload your game server software to Amazon GamelLift, and Amazon GamelLift then
deploys it onto hosting machines to host game sessions and accept player connections. Game
servers communicate with Amazon GamelLift to start game sessions, validate newly connected
players, and report the status of game sessions, player connections, and available resources.

Custom game servers communicate with Amazon GamelLift by using the Amazon GameLift
Server SDK. Game clients connect directly to a game server after receiving connection details
from Amazon GamelLift through a backend service. For more information, see Integrate games
with custom game servers.

Realtime servers are game servers that run your custom script. When joining a game, a
game client connects directly to a Realtime server using the Realtime Client SDK. For more
information, see Integrating games with Amazon GamelLift Realtime Servers.

Host management tools

When setting up and managing hosting resources, game owners use hosting management
tools to manage game server builds or scripts, fleets, matchmaking, and queues. The Amazon
GamelLift tool set in the AWS SDK and the console provides multiple ways for you to manage
your hosting resources. You can remotely access any individual game server for troubleshooting.

Game architecture with managed Amazon GamelLift 11
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Setting up

Get help with setting up your AWS account to use Amazon GamelLift to host your multiplayer
games.

® Tip
To try out Amazon GameLift game server hosting, see Getting started with Amazon
GamelLift.

Topics

Set up an AWS account

Development support with Amazon GamelLift

Manage your game hosting costs

Amazon GamelLift hosting locations

Set up an AWS account

To start using Amazon GamelLift, create and set up your AWS account. There's no charge to create
an AWS account. This section walks you through creating your account, setting up your users, and
configuring permissions.

Topics

« Sign up for an AWS account

+ Create a user with administrative access

« Manage user permissions for Amazon GamelLift

+ Set up programmatic access for users

+ Set up programmatic access for your game

» |IAM permission examples for Amazon GamelLift

« Set up an IAM service role for Amazon GamelLift

Set up an account 12
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Sign up for an AWS account

If you do not have an AWS account, complete the following steps to create one.
To sign up for an AWS account

1. Open https://portal.aws.amazon.com/billing/signup.

2. Follow the online instructions.

Part of the sign-up procedure involves receiving a phone call and entering a verification code
on the phone keypad.

When you sign up for an AWS account, an AWS account root user is created. The root user
has access to all AWS services and resources in the account. As a security best practice, assign
administrative access to a user, and use only the root user to perform tasks that require root

user access.

AWS sends you a confirmation email after the sign-up process is complete. At any time, you can
view your current account activity and manage your account by going to https://aws.amazon.com/
and choosing My Account.

Create a user with administrative access

After you sign up for an AWS account, secure your AWS account root user, enable AWS IAM Ildentity
Center, and create an administrative user so that you don't use the root user for everyday tasks.

Secure your AWS account root user

1. Signin to the AWS Management Console as the account owner by choosing Root user and

entering your AWS account email address. On the next page, enter your password.

For help signing in by using root user, see Signing in as the root user in the AWS Sign-In User
Guide.

2. Turn on multi-factor authentication (MFA) for your root user.

For instructions, see Enable a virtual MFA device for your AWS account root user (console) in
the IAM User Guide.

Sign up for an AWS account 13
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Create a user with administrative access

1. Enable IAM Identity Center.

For instructions, see Enabling AWS IAM Identity Center in the AWS IAM Identity Center User
Guide.

2. InIAM lIdentity Center, grant administrative access to a user.

For a tutorial about using the IAM Identity Center directory as your identity source, see
Configure user access with the default IAM Identity Center directory in the AWS IAM Identity
Center User Guide.

Sign in as the user with administrative access

« Tosign in with your IAM Identity Center user, use the sign-in URL that was sent to your email
address when you created the IAM Identity Center user.

For help signing in using an IAM Identity Center user, see Signing in to the AWS access portal in
the AWS Sign-In User Guide.

Assign access to additional users

1. In 1AM Identity Center, create a permission set that follows the best practice of applying least-
privilege permissions.

For instructions, see Create a permission set in the AWS IAM Identity Center User Guide.

2. Assign users to a group, and then assign single sign-on access to the group.

For instructions, see Add groups in the AWS IAM Identity Center User Guide.

Manage user permissions for Amazon GamelLift

Create additional users or extend access permissions to existing users as needed for your Amazon
Gamelift resources. As a best practice ( Security best practices in IAM), apply least-privilege

permissions for all users. For guidance on permissions syntax, see IAM permission examples for
Amazon GamelLift.

Manage user permissions for Amazon GamelLift 14
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Use following instructions to set user permissions based on how you manage the users in your AWS
account.

To provide access, add permissions to your users, groups, or roles:

» Users and groups in AWS IAM Identity Center:

Create a permission set. Follow the instructions in Create a permission set in the AWS IAM

Identity Center User Guide.

« Users managed in IAM through an identity provider:

Create a role for identity federation. Follow the instructions in Creating a role for a third-party
identity provider (federation) in the IAM User Guide.

¢ |AM users:

» Create a role that your user can assume. Follow the instructions in Creating a role for an IAM
user in the IAM User Guide.

» (Not recommended) Attach a policy directly to a user or add a user to a user group. Follow the
instructions in Adding permissions to a user (console) in the IAM User Guide.

When working with IAM users, as a best practice always attach permissions to roles or user groups,
not individual users.

Set up programmatic access for users

Users need programmatic access if they want to interact with AWS outside of the AWS
Management Console. The way to grant programmatic access depends on the type of user that's
accessing AWS.

To grant users programmatic access, choose one of the following options.

Which user needs To By
programmatic access?

Workforce identity Use temporary credentials to Following the instructions for
sign programmatic requests the interface that you want to

(U=l e [ Fa to the AWS CLI, AWS SDKs, or  use.

Identity Center) AWS APIs.

Set up programmatic access for users 15
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Which user needs
programmatic access?

IAM

To

Use temporary credentials to
sign programmatic requests
to the AWS CLI, AWS SDKs, or
AWS APIs.

By

e For the AWS CLI, see
Configuring the AWS
CLI to use AWS IAM
Identity Center in the AWS
Command Line Interface
User Guide.

« For AWS SDKs, tools, and
AWS APIs, see |IAM Identity
Center authentication in
the AWS SDKs and Tools
Reference Guide.

Following the instructions in
Using temporary credentia

s with AWS resources in the
IAM User Guide.

Set up programmatic access for users
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Which user needs To By
programmatic access?

IAM (Not recommended) Following the instructions for
Use long-term credentials to the interface that you want to
sign programmatic requests use.
to the AWS CLI, AWS SDKs, or
AWS APIs. e For the AWS CLI, see

Authenticating using IAM

user credentials in the AWS

Command Line Interface
User Guide.

e For AWS SDKs and tools,
see Authenticate using

long-term credentials in
the AWS SDKs and Tools
Reference Guide.

e For AWS APIs, see
Managing access keys for
IAM users in the IAM User
Guide.

If you use access keys, see Best practices for managing AWS access keys.

Set up programmatic access for your game

Most games use backend services to communicate with Amazon GamelLift using the AWS SDKs. For
example, you use a backend service (acting on behalf of game clients) to request game sessions,
place players into games, and other tasks. These services need programmatic access and security
credentials to authenticate calls to Amazon Gamelift service APlIs.

For Amazon GamelLift, you manage this access by creating a player user in AWS Identity and Access
Management (IAM). Manage player user permissions through one of the following options:

» Create an IAM role with player user permissions and allow the player user to assume the role
when needed. The backend service must include code to assume this role before making requests
to Amazon Gamelift. In accordance with security best practices, roles provide limited, temporary
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access. You can use roles for workloads running on AWS resources (IAM roles) or outside of AWS
(IAM Roles Anywhere).

» Create an IAM user group with player user permissions and add your player user to the group.
This option gives your player user long-term credentials, which the backend service must store
and use when communicating with Amazon GamelLift.

For permissions policy syntax, see Player user permission examples.

For more information on managing permissions for use by a workload, see IAM |ldentities:

Temporary credentials in IAM.

IAM permission examples for Amazon GamelLift

Use the syntax in these examples to set AWS Identity and Access Management (IAM) permissions
for users that need access to Amazon Gamelift resources. For more information on managing user
permissions, see Manage user permissions for Amazon GameLift. When managing permissions for
users outside of the IAM Identity Center, as a best practice always attach permissions to IAM roles
or user groups, not individual users.

If you're using Amazon GamelLift FleetlQ as a standalone solution, see Set up your AWS account for
Amazon GamelLift FleetlQ.

Administrator permission examples
These examples give a user full access to manage Amazon GamelLift game hosting resources.
Example Syntax for Amazon GamelLift resource permissions

The following example extends access to all Amazon GamelLift resources.

{
"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "gamelift:*",
"Resource": "*"
}
}
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Example Syntax for Amazon GamelLift resource permissions with support for Regions that
aren't enabled by default

The following example extends access to all Amazon GamelLift resources and AWS Regions that
aren't enabled by default. For more information about Regions that aren't enabled by default and
how to enable them, see Managing AWS Regions in the AWS General Reference.

{
"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": [
"ec2:DescribeRegions",
"gamelift:*"
1,
"Resource": "*"
}
}

Example Syntax for Amazon GamelLift resource and PassRole permissions

The following example extends access to all Amazon GamelLift resources and allows a user to pass
an IAM service role to Amazon GamelLift. A service role gives Amazon GamelLift limited ability
to access other resources and services on your behalf, as is described in Set up an IAM service

role for Amazon GamelLift. For example, when responding to a CreateBuild request, Amazon

GamelLift needs access to your build files in an Amazon S3 bucket. For more information about the
PassRole action, see IAM: Pass an IAM role to a specific AWS service in the IAM User Guide.

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "gamelift:*",
"Resource": "*"

},

{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "*",

"Condition": {
"StringEquals": {
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"iam:PassedToService": "gamelift.amazonaws.com"

Player user permission examples

These examples allow a backend service or other entity to make API calls to the Amazon GamelLift
API. They cover the common scenarios for managing game sessions, player sessions, and
matchmaking. For more details, see Set up programmatic access for your game.

Example Syntax for game session placement permissions

The following example extends access to the Amazon GamelLift APIs that use game session
placement queues to create game sessions and manage player sessions.

"Version": "2012-10-17",
"Statement": {

"Sid": "PlayerPermissionsForGameSessionPlacements",

"Effect": "Allow",

"Action": [
"gamelift:StartGameSessionPlacement",
"gamelift:DescribeGameSessionPlacement",
"gamelift:StopGameSessionPlacement",
"gamelift:CreatePlayerSession",
"gamelift:CreatePlayerSessions",
"gamelift:DescribeGameSessions"

1,

"Resource": "*"

Example Syntax for matchmaking permissions

The following example extends access to the Amazon GamelLift APIs that manage FlexMatch

matchmaking activities. FlexMatch matches players for new or existing game sessions and initiates

game session placement for games hosted on Amazon GamelLift. For more information about
FlexMatch, see What is Amazon GamelLift FlexMatch?

IAM permission examples
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"Version": "20
"Statement": {

"Sid": "PlayerPermissionsForGameSessionMatchmaking",

12-10-17",

"Effect": "Allow",

"Action": [
"gamelift
"gamelift
"gamelift
"gamelift
"gamelift
"gamelift

1,

"Resource":

Example Syntax for manual game session placement permissions

:StartMatchmaking",
:DescribeMatchmaking",
:StopMatchmaking",
:AcceptMatch",
:StartMatchBackfill",
:DescribeGameSessions"

"y n

The following example extends access to the Amazon GamelLift APIs that manually create game

sessions and player sessions on specified fleets. This scenario supports games that don't use

placement queues, such as games that let players join by choosing from a list of available game

sessions (the "list-a

"Version": "20
"Statement": {
"Sid": "Play

nd-pick" method).

12-10-17",

erPermissionsForManualGameSessions",

"Effect": "Allow",

"Action": [
"gamelift:
"gamelift
"gamelift
"gamelift
"gamelift
"gamelift

1,

"Resource":

CreateGameSession",

:DescribeGameSessions",
:SearchGameSessions",
:CreatePlayerSession",
:CreatePlayerSessions",
:DescribePlayerSessions

i

IAM permission examples
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Set up an IAM service role for Amazon GamelLift

Some Amazon GamelLift features require you to extend limited access to AWS resources that you
own. You can do this by creating an AWS Identity and Access Management (IAM) role. An IAM role
is an IAM identity that you can create in your account that has specific permissions. An IAM role is
similar to an IAM user in that it is an AWS identity with permissions policies that determine what
the identity can and cannot do in AWS. However, instead of being uniquely associated with one
person, a role is intended to be assumable by anyone who needs it. Also, a role does not have
standard long-term credentials such as a password or access keys associated with it. Instead, when
you assume a role, it provides you with temporary security credentials for your role session.

This topic covers how to create a role that you can use with your Amazon GamelLift managed fleets.
If you use Amazon GamelLift FleetlQ to optimize game hosting on your Amazon Elastic Compute
Cloud (Amazon EC2) instances, see Set up your AWS account for Amazon Gamelift FleetlQ.

In the following procedure, create a role with a custom permissions policy and a trust policy that
allows Amazon GamelLift to assume the role.

Create a custom IAM role

Step 1: Create a permissions policy.
To use the JSON policy editor to create a policy

1. Sign in to the AWS Management Console and open the IAM console at https://
console.aws.amazon.com/iam/.

2. Inthe navigation pane on the left, choose Policies.

If this is your first time choosing Policies, the Welcome to Managed Policies page appears.
Choose Get Started.

3. At the top of the page, choose Create policy.
4. In the Policy editor section, choose the JSON option.

5. Enter or paste a JSON policy document. For details about the IAM policy language, see IAM
JSON policy reference.

6. Resolve any security warnings, errors, or general warnings generated during policy validation,

and then choose Next.
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10.

11.

® Note

You can switch between the Visual and JSON editor options anytime. However, if you
make changes or choose Next in the Visual editor, IAM might restructure your policy to
optimize it for the visual editor. For more information, see Policy restructuring in the
IAM User Guide.

(Optional) When you create or edit a policy in the AWS Management Console, you can
generate a JSON or YAML policy template that you can use in AWS CloudFormation templates.

To do this, in the Policy editor choose Actions, and then choose Generate CloudFormation
template. To learn more about AWS CloudFormation, see AWS Identity and Access

Management resource type reference in the AWS CloudFormation User Guide.

When you are finished adding permissions to the policy, choose Next.

On the Review and create page, enter a Policy name and a Description (optional) for the
policy that you are creating. Review Permissions defined in this policy to see the permissions
that are granted by your policy.

(Optional) Add metadata to the policy by attaching tags as key-value pairs. For more
information about using tags in 1AM, see Tagging IAM resources in the IAM User Guide.

Choose Create policy to save your new policy.

Step 2: Create a role that Amazon GamelLift can assume.

1.
2.

In the navigation pane of the IAM console, choose Roles, and then choose Create role.

On the Select trusted entity page, choose the Custom trust policy option. This selection
opens the Custom trust policy editor.

Replace the default JSON syntax with the following, and then choose Next to continue.

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "gamelift.amazonaws.com"

iy

"Action": "sts:AssumeRole"
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}

4. On the Add permissions page, locate and select the permissions policy that you created in
Step 1. Choose Next to continue.

5. Onthe Name, review and create page, enter a Role name and a Description (optional) for the
role that you are creating. Review the Trust entities and Added permissions.

6. Choose Create role to save your new role.

Permission policy syntax

« Permissions for Amazon GamelLift to assume the service role

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "gamelift.amazonaws.com"
.
"Action": "sts:AssumeRole"
}

« Permissions to access AWS Regions that aren't enabled by default

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"gamelift.amazonaws.com",
"gamelift.ap-east-1.amazonaws.com",
"gamelift.me-south-1.amazonaws.com",
"gamelift.af-south-1.amazonaws.com",
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"gamelift.eu-south-1.amazonaws.com"
]
3,

"Action": "sts:AssumeRole"

Development support with Amazon GamelLift

Amazon GamelLift provides a set of SDKs that you can use with your game hosting solutions. Use
Amazon GamelLift SDKs to add functionality to game servers, game clients, and backend services
that interact with the Amazon GamelLift service.

For the latest information about Amazon GamelLift SDK versions and SDK compatibility, see
Amazon GamelLift release notes.

For game servers

Integrate and build your 64-bit game servers with the Amazon GamelLift server SDK. Game servers
use the server SDK to communicate with the Amazon GamelLift service to start and manage game
sessions. For information on integrating the server SDK, see the topics in Preparing games for

Amazon Gamelift.

Development operating systems
The Amazon Gamelift server SDK supports the following development environments:

« Windows

e Linux

Programming languages

The Amazon GamelLift server SDK is available in the following languages. Download Server SDKs.
For version-specific information and install instructions, see the included readme files in each
package.

e C++ server SDK

o SDK reference
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» SDK integration

o C# server SDK (versions may support .NET 4 and .NET 6)

+ SDK reference

» SDK integration
« Go

« SDK reference

» SDK integration

Game engines

Use language-specific SDKs with any engine that supports C++, C#, or Go libraries. In addition,
Amazon Gamelift offers plugins for the following game engines. Download Amazon GamelLift

plugins

« Unity

« C# server SDK plugin for Unity is a lightweight plugin with pre-built libraries that you can
install using the Unity package manager. Use this plugin with the following Unity versions:
2020.3 LTS, 2021.3 LTS and 2022.3 LTS for Windows and Mac OS. It supports Unity's .NET
Framework and .NET Standard profiles, with .NET Standard 2.1 and .NET 4.x.
» Integrate Amazon Gamelift into a Unity project

« Standalone plugin for Unity 2021.3 LTS and 2022.3 LTS is a full-featured plugin with the C#
SDK libraries built for Unity and GUI elements for configuring and deploying Amazon GamelLift
resources for hosting.

« Amazon Gamelift plugin for Unity guide for server SDK 5.x

« Amazon GamelLift server SDK reference for C#

« Unreal Engine

o C++ server SDK plugin for Unreal is a lightweight plugin consisting of C++ Unreal source code
that you can build into libraries for use with Unreal Engine versions 4, 5, and 5.1.

 Integrate Amazon Gamelift into an Unreal Engine project

o Amazon Gamelift Unreal Engine server SDK 5.x reference

« Standalone plugin for Unreal Engine 5.0, 5.1, and 5.2 is a full-featured plugin with the C++ for
Unreal server SDK libraries and AWS SDK. The plugin is installed in the Unreal editor, with Ul
elements and supporting materials for configuring and deploying Amazon GamelLift resources
for hosting.
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 Integrating games with the Amazon GamelLift plugin for Unreal Engine

« Amazon GamelLift Unreal Engine server SDK 5.x reference

Game server operating systems

The Amazon GamelLift server SDK supports game servers that are built run on the following
platforms:

+ Windows Server 2016

« Amazon Linux 2023

« Amazon Linux 2

(® Note

Amazon Linux 2 (AL2) will reach end of support on June 30, 2025. See more details in
the Amazon Linux 2 FAQs. For game servers that are hosted on AL2 and use Amazon
Gamelift server SDK 4.x., first update the game server build to server SDK 5.x, and then
deploy to AL2023 instances. See Migrate to Amazon GamelLift server SDK 5.x.

For game client services

Create a 64-bit backend service for your game clients using the AWS SDK with the Amazon
GamelLift API. Your backend service handles client-side interactions with the Amazon GamelLift to
start new game sessions, join players to games, and other tasks. Download the AWS SDK.

For more information about using the AWS SDK with Amazon GamelLift, see the following
resources:

 Amazon GamelLift APl Reference

« Client service integration

For Realtime Servers

Configure and deploy Realtime servers to host your multiplayer games. To allow your game clients
to connect to Realtime servers, use the Amazon GamelLift Realtime Client SDK. Game clients use
this SDK to exchange messages with a Realtime server and with other game clients that connect to
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the server. To get started, download the Amazon GamelLift Realtime Client SDK. For configuration

information, see Integrating a game client for Realtime Servers.

SDK support

The Realtime Client SDK contains source for the following languages:

o C# (.NET)

Development environments

Build the SDK from source as needed for the following supported development operating systems

and game engines:

« Operating systems — Windows, Linux, Android, iOS

« Game engines - Unity, engines that support C# libraries

Game server operating systems

You can deploy Realtime servers onto hosting resources that run on the following platforms:

« Amazon Linux

« Amazon Linux 2

® Note

AL2 is nearing end of support. See more details in the Amazon Linux 2 FAQs.

Manage your game hosting costs

Your AWS bill reflects your game hosting costs. You can view estimated charges for the
current month, and final charges for previous months on the Billing console at https://
console.aws.amazon.com/billing/. For more information about tools and resources to help you
manage your AWS costs, see the AWS Billing User Guide. This guide can help you review your

resource consumption, establish future usage, and determine your scaling needs.

In particular, consider these tips to help you manage the cost of Amazon Gamelift services.

Manage your game hosting costs
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Create billing alerts to monitor usage

Set up an AWS Free Tier usage alert to notify you when your usage is nearing or exceeding the
Free Tier limits for Amazon GamelLift and other AWS services. You can configure the alerts to take
action based on your usage levels. For example, you can automatically set your budget to zero
when your reach a Free Tier limit.

You can also set Amazon CloudWatch billing alerts to get notifications when usage hits custom
thresholds.

For more information, see these topics in the AWS Billing User Guide:

« Tracking your AWS Free Tier usage

« Billing alert preferences

Track costs per Amazon Gamelift fleet

Use AWS cost allocation tags to organize and track your game hosting costs based on Amazon
GamelLift Amazon EC2 fleets and other EC2 resources. By tagging your fleets, either individually or
by groups, you can create cost allocation reports that categorize costs based on the assigned tag.
You can use this type of report to identify how fleets are contributing to your hosting costs. You
can also use tags to filter views in AWS Cost Explorer.

For more information, see these topics:

« Using AWS cost allocation tags, AWS Billing User Guide

« Analyzing your costs with AWS Cost Explorer, AWS Cost Management User Guide

Set unused fleet capacity to zero

Fleets can continue to incur costs even when they're not in use hosting game sessions. To avoid
incurring unnecessary charges, scale your fleet down to zero when not in use. If you use auto

scaling, suspend this activity and manually set the fleet capacity.

Amazon GamelLift hosting locations

Amazon GamelLift is available in multiple AWS Regions and Local Zones. For a complete list of
locations, see Amazon GamelLift endpoints and quotas in the AWS General Reference.
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Amazon GamelLift hosting

When you create a Amazon Gamelift fleet, Amazon GamelLift creates the fleet's resources in your
current AWS Region. Amazon Gamelift calls this Region the fleet's home Region. To manage a fleet,
access it from its home Region.

Multi-location fleets deploy instances to other locations in addition to the fleet's home Region.
With multi-location fleets, you can manage capacity for each location individually, and you can
place game sessions by location. Multi-location fleets can have remote locations in any Region or
Local Zone that Amazon GamelLift supports. The following diagram depicts a multi-location fleet
with resources in two Regions. In the diagram, the us-west -2 Region includes two game servers,
and the us-east-2 Region has one game server.

Gamelift Fleet

Game server Game server Game server

If you choose to use a multi-location fleet with instances in Regions that aren't enabled by default,
you must enable those Regions in your AWS account. Also, your Amazon GameLift administrator
policy must allow the ec2:DescribeRegions action. For more information about Regions that

aren't enabled by default and how to enable them, see Managing AWS Regions in the AWS General

Reference. For a policy example with Regions that aren't enabled by default, see Administrator

permission examples.
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/A Important

To use Regions that aren't enabled by default, enable them in your AWS account.

» Fleets with Regions that aren't enabled that you created before February 28, 2022 are
unaffected.

» To create new multi-location fleets or to update existing multi-location fleets, first
enable any Regions that you choose to use.

For game session placement, you can create game session queues in any location that Amazon
GamelLift supports. Amazon GamelLift places game sessions from the location where you created
the queue.

Local Zones

A Local Zone is an extension of an AWS Region in geographic proximity to your users. Local Zones
have their own connections to the internet. Local Zones also support AWS Direct Connect so that
resources created in a Local Zone can serve local users with low-latency communications. For more
information, see AWS Local Zones.

The code for a Local Zone is its Region code, followed by an identifier that indicates its physical
location. For example, the us-west-2-1ax-1 Local Zone is in Los Angeles. For a list of available
Local Zones, see Available Local Zones.

Amazon GamelLift hosts your games in each of the locations that you choose for your fleet. The
following diagram depicts a fleet with two game servers in the us-west-2 Region, one game
server in the us-east-2 Region, and one game server in the us-west-2-1ax-1 Local Zone.
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Available Local Zones

The following table lists the available Local Zones and their physical locations.

Local Zone Location (metro area)
us-east-1l-atl-1 Atlanta
us-east-1-chi-1 Chicago
us-east-1-dfw-1 Dallas
us-east-1-iah-1 Houston
us-east-1-mci-1 Kansas City
us-west-2-den-1 Denver
us-west-2-lax-1 Los Angeles
us-west-2-phx-1 Phoenix

Amazon GamelLift Anywhere

You can use Amazon GamelLift Anywhere to create fleets with your own hardware, and manage
your game builds, scripts, game servers, and clients using Amazon GameLift. Amazon GamelLift
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Anywhere is available in all Regions that Amazon GamelLift supports. For more information about
creating an Anywhere fleet and testing your game server integration, see Create an Amazon

Gamelift Anywhere fleet and Set up local testing with Amazon GamelLift Anywhere.

With Amazon GamelLift Anywhere you create custom locations that represent the physical location
of the hardware you are using to host your Amazon GamelLift integrated game servers.

Amazon GamelLift FlexMatch

For FlexMatch, you can host match-generated game sessions in any location that Amazon GamelLift
supports. Actual matchmaking activity takes place in the AWS Region where you chose to create
your matchmaker resources. Amazon GamelLift routes match requests to the matchmaker and
processes them in that location. For more information about Amazon GamelLift FlexMatch, see
What is Amazon GamelLift FlexMatch?

AWS Regions that support FlexMatch resources

Amazon GamelLift in China

When using Amazon GamelLift for resources in the China (Beijing) Region, operated by Sinnet, or
the China (Ningxia) Region, operated by NWCD, you must have a separate AWS (China) account.
Note that some features are unavailable in the China Regions. For more information about using
Amazon Gamelift in these Regions, see the following resources:

« Amazon Web Services in China

o Amazon GamelLift (Getting Started with Amazon Web Services in China)
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Getting started with Amazon GamelLift

We recommend that you try the following examples before you use Amazon GamelLift for your own
game. The custom game server example gives you experience with game hosting in the Amazon
Gamelift console. The Realtime Servers example shows you how to prepare a game for hosting
using Realtime Servers.

To get started with Amazon GamelLift for your own game, see Amazon GamelLift managed hosting
roadmap.

Custom game server example

This example demonstrates a live custom game on Amazon GamelLift. The example walks you
through the following steps:

Creating an example game build.

Creating a fleet to run the game server.

Connecting to the game server from the example game client.

Reviewing fleet and game session metrics.

After these steps, you can start up multiple game clients and play the game to generate hosting
data. Then, you can explore the Amazon GamelLift console to view your hosting resources, track
metrics, and experiment with ways to scale hosting capacity.

To get started, sign in to the Amazon GamelLift console.

Realtime Servers example game

This example is a complete multiplayer game named Mega Frog Race, with source code included.
The example shows how to integrate your game client with Realtime Servers. You can also use this
example game as a starting point to experiment with other Amazon GamelLift features such as
FlexMatch.

For a hands-on tutorial, see Creating Servers for Multiplayer Mobile Games with Just a Few Lines of

JavaScript on the AWS for Games Blog.

For the source code of Mega Frog Race, see the GitHub repository.
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The source code includes the following parts:

o Game client — A source code for the C++ game client, created in Unity. The game client gets
game session connection information, connects to the server, and exchanges updates with other
players.

» Backend service — A source code for an AWS Lambda function that manages direct API calls to
Amazon Gamelift.

» Realtime script — A source script file that configures a fleet of Realtime Servers for the game. This
script includes the minimum configuration required for Realtime Servers to communicate with
Amazon GamelLift and to host games.
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Amazon GamelLift managed hosting roadmap

This topic helps you choose from the different Amazon GamelLift hosting options for your session-
based multiplayer game. The rest of the topics in this section walk you through how to use Amazon
Gamelift for your managed hosting.

Before you start preparing to launch your game to production, fill out the launch questionnaire to
begin working with the Amazon GameLift team.

Topics

« Choose a hosting option

« Prepare your game for Amazon GamelLift

» Test your integration with Amazon GamelLift

« Plan and deploy your Amazon Gamelift resources

» Design your game client service

» Set up metrics and logging for Amazon GamelLift

e Game launch checklists

Choose a hosting option

The following flowchart asks questions to lead you to the correct Amazon Gamelift solution for
your use case.

1. Do you want a managed solution for game server management?

» Yes — Continue to step two.
« No - Consider self-managed game servers on Amazon EC2 instances.

2. Do you need full control of the instances hosting your game servers?

e Yes — Consider Amazon Gamelift FleetlQ.
« No - Continue to step 3.

3. Do you have existing infrastructure you want to use with Amazon GamelLift?

o Yes — Consider Amazon GameLift Anywhere.

» No - Continue to step four.
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4. Is your game lightweight without existing game server logic?

« Yes — Consider Realtime servers.

+ No - Consider custom servers.

Do you want a managed solution for
game server management?

No Yes

Do you need full management of instances
used to host your game servers?

No Yes

Do you have existing infrastructure and
don't want to migrate fully to GameLift?

Yes No

Is your game a lightweight game without
existing game server logic?

Self-Managed
on EC2

instances @:@

Gamelift FleetlQ

No Yes

79

Do you want a customizable GamelLift Anywhere
matchmaking solution?

A 9

Yes

GamelLift GamelLift
hosting with hosting with
Custom Realtime
@:@ servers servers
GamelLift
Flexmatch

Here's some more information about some of the Amazon GamelLift hosting options mentioned in

the flowchart:
Amazon Gamelift Anywhere

Use Amazon GamelLift Anywhere to host your games on your own hardware with the benefit
of Amazon GamelLift management tools. You can also use Anywhere fleets to test your game
servers iteratively. For more information, see Create an Amazon GamelLift Anywhere fleet.
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Managed Amazon GamelLift
There are two options for managed Amazon GamelLift hosting:

Custom servers — Amazon GamelLift hosts your custom server that runs your game server
binary.

Realtime Servers — Amazon GamelLift hosts your lightweight game server.

Amazon Gamelift FleetlQ

In the flowchart, a lift and shift migration refers to a migration when you can't make changes to
the game architecture. Using Amazon GamelLift FleetlQ requires fewer changes to your existing

deployment and provides Amazon Gamelift tools for fleet management. For more information,
see the Amazon GamelLift FleetlQ Developer Guide.

If you decide to use Amazon GamelLift Anywhere or managed Amazon Gamelift, continue to
Prepare your game for Amazon GamelLift.

Prepare your game for Amazon GamelLift

This topic describes the steps for preparing your multiplayer game for integration with managed
Amazon GamelLift hosting. To prepare your game, you must activate communication between it
and Amazon Gamelift.

Prepare your custom game server

To start and stop game sessions, and to perform other tasks, a game server must be able to notify
Amazon GamelLift about its status. To activate communication with Amazon Gamelift, add code to
your game server project. For more information, see Integrate games with custom game servers.

1. Prepare your custom game server for hosting on Amazon GamelLift.

» Get the Amazon Gamelift Server SDK and build it for your preferred programming language
and game engine.

» Add code to your game server project to activate communication with Amazon GameLift.

2. Prepare your game client to connect to Amazon GamelLift hosted game sessions.

« Add the AWS SDK to your backend service and game client project. For more information,
see Download Amazon GamelLift SDKs for client services.
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« Add functionality to retrieve information on game sessions, place new game sessions, and
reserve space for players on a game session.

» (Optional) Use FlexMatch for player matchmaking. For more information, see FlexMatch
integration with Amazon GamelLift hosting.

Prepare your Realtime server

Amazon Gamelift Realtime Servers provides a lightweight server solution that you can configure
to fit your game. A Realtime server provides the same benefits that Amazon GamelLift offers to
game servers, but with reduced game server customizability.

Create a Realtime script for hosting on Amazon GamelLift.

Realtime scripts contain your server configuration and optional custom game logic. Realtime
servers are built to start and stop game sessions, accept player connections, and manage
communication with Amazon GamelLift and between players in a game. There are also hooks for
you to add custom server logic for your game. Realtime servers use Node.js and JavaScript. For
more information, see Creating a Realtime script and Test your integration with Amazon GamelLift.

Test your integration with Amazon GamelLift

Amazon GamelLift supports fast iteration when testing your game servers. This topic guides you
through the types of testing available.

Custom game servers

Use Amazon Gamelift to integrate hardware anywhere in your environment into your Amazon
GamelLift game hosting architecture. Amazon GameLift Anywhere registers your hardware with
Amazon GamelLift in an Anywhere fleet, so that you can test using your own local development
computer. For more information about testing with Amazon GamelLift Anywhere, see Set up local
testing with Amazon GamelLift Anywhere. For more information about using Amazon GamelLift
Anywhere for hosting your games with on-premises solutions, see Choosing Amazon GamelLift
compute resources.

Realtime Servers

With Realtime Servers, you can update your scripts at any time. When you update a Realtime script,
Amazon Gamelift distributes the new version to your hosting resources within minutes. After
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Amazon GamelLift deploys the new script, all new game sessions use the new script version. After
Amazon GamelLift deploys the new script, you can begin testing immediately. For more information
about Realtime Servers see, Integrating games with Amazon GamelLift Realtime Servers

Plan and deploy your Amazon GamelLift resources

Use the following tips to help plan your global Amazon GamelLift resources deployment. For
information about where you can host your games with Amazon GamelLift, see Amazon GamelLift

hosting locations.

To deploy your Amazon GamelLift resources, complete the following tasks:

» Package and upload your game server to Amazon GamelLift or to your hardware. When
uploading your server to Amazon GamelLift, you upload it only to the home AWS Region of your
fleet. Amazon GamelLift automatically distributes the server to other locations in the fleet. For
more information, see Uploading builds and scripts to Amazon GamelLift.

» Design and deploy a Amazon Gamelift fleet for your game. Determine the type of computing
resources to use, which locations to deploy to, whether to use queues, and other options. For
more information, see Amazon GamelLift fleet design guide.

« Create queues to manage new game session placements and Spot Instance strategies. For
more information, see Design a game session queue.

» Use automatic scaling to manage your fleet's hosting capacity for expected player demand.
For more information, see Scaling Amazon GamelLift hosting capacity.

» Use FlexMatch matchmaking rules for your game. For more information, see FlexMatch
integration with Amazon GamelLift hosting.

Automatically deploy your Amazon GamelLift resources

To streamline the global deployment of your Amazon GamelLift resources, we recommend that you
use infrastructure as code (IaC) to define the resources. Because Amazon GamelLift supports AWS

CloudFormation templates, you can set parameters in the templates for any deployment-specific
configurations.

To manage the deployment of your AWS CloudFormation stacks, we also recommend using
continuous integration and continuous delivery (Cl/CD) tools and services such as AWS
CodePipeline. These help you deploy automatically or with approval whenever you build game
server binary.
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The following are some common steps of Amazon GamelLift resources deployment for a new game
server version that you can automate using a Cl/CD tool or service:

 Building and testing your game server binary.
» Uploading the binary to Amazon GameLift or your hardware.
« Deploying new fleets in the new build.

« After you deploy the new fleets, removing the previous version fleets from your Amazon
Gamelift queue and replacing them with the new fleets.

« After the previous version fleets successfully end all game sessions, deleting the AWS
CloudFormation stacks of those fleets.

You can also use the AWS Cloud Development Kit (AWS CDK) to define your Amazon GamelLift
resources. For more information about the AWS CDK, see the AWS Cloud Development Kit (AWS
CDK) Developer Guide.

Design your game client service

We recommend that you implement a game client service that authenticates your players and
communicates with the Amazon GamelLift API. By implementing a custom game client service, you
can:

» Customize authentication for your players.
« Control how Amazon GamelLift matches and starts game sessions.

« Use your player database for player attributes such as skill rating for matchmaking instead of
trusting the client.

Using a game client service also reduces security risks introduced by game clients interacting
directly with your Amazon GamelLift API.

Authenticating your players

You can use Amazon Cognito and player session IDs to authenticate your game clients. To manage
the lifecycle and properties of your player identities, use Amazon Cognito user pools.

If you prefer, build a custom identity solution and host it on AWS. You can also use Lambda
authorizers for custom authorization logic with API Gateway.
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Additional resources:

» Using identity pools (federated identities) (Amazon Cognito Developer Guide)

» Getting started with user pools (Amazon Cognito Developer Guide)

« How to Set Up Player Authentication with Amazon Cognito (AWS for Games Blog)

Standalone game session servers with a serverless backend

Using a serverless client service architecture, the backend can view the status of matchmaking
tickets from a highly scalable database instead of by directly accessing the Amazon GamelLift API.

The following diagram shows a serverless backend built with AWS services that matches players

into games running on Amazon GamelLift fleets. The following list provides a description for each

numbered callout in the diagram. To try out this example, see Multiplayer Session-based Game
Sarverless backend

Hosting on AWS on GitHub.
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1. The game client requests an Amazon Cognito user identity from an Amazon Cognito identity
pool.
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2. The game client receives temporary access credentials and requests a game session through an
Amazon API Gateway API.

3. API Gateway invokes an AWS Lambda function.

4. The Lambda function requests player data from an Amazon DynamoDB NoSQL table. The
function provides the Amazon Cognito identity in the request context data.

5. The Lambda function requests a match through Amazon GamelLift FlexMatch matchmaking.

6. FlexMatch matches a group of players with suitable latency, and then requests a game session
placement through a Amazon Gamelift queue. The queue has fleets with one or more AWS
Region locations in it.

7. After Amazon GamelLift places the session on one of the fleet's locations, Amazon GamelLift
sends an event notification to an Amazon Simple Notification Service (Amazon SNS) topic.

8. A Lambda function receives the Amazon SNS event and processes it.

9. If the matchmaking ticket is a MatchmakingSucceeded event, then the Lambda function
writes the result, along with the port and IP address of the game server, to a DynamoDB table.

10The game client makes a signed request to APl Gateway to view the status of the matchmaking
ticket on a specific interval.

T11API Gateway uses a Lambda function that checks the matchmaking ticket status.

12The Lambda function checks the DynamoDB table to see if the ticket is successful. If it has
succeeded, the function sends the game server's port and IP address, along with the player
session ID, back to the client. If the ticket hasn't succeeded, the function sends a response
verifying that the match isn't ready yet.

13The game client connects to the game server using TCP or UDP by using the port and IP address
that the backend service provides. The game client then sends the player session ID to the game
server, which then validates the ID using the Amazon GamelLift Server SDK.

Standalone game session servers with a WebSocket-based backend

Using an Amazon APl Gateway WebSocket-based architecture, you can make matchmaking
requests with WebSockets and send push notifications for matchmaking completion using server-
initiated messages. This architecture improves performance by having two-way communication
between the client and the server.

For more information about using APl Gateway WebSock APIs, see Working with WebSocket APIs.
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The following diagram shows a WebSocket-based backend architecture that uses APl Gateway and
other AWS services to match players into games running on Amazon GamelLift fleets. The following
list provides a description for each humbered callout in the diagram.

WeSockets Backend
[I] E]
Cognito Lambda DynamoDB
User identities On connect/disconnect Player connections

2 8]
BE% a : o E @

Game Client Lambda SNS

Process tickets Topic

Lambda
Request session E]

o
L R >
GameLift s3 Developer
Matchmaking, gueues, and Game builds

fleet management A
1 Downloads a build
W

1Y —
E s 118 — | _
@ ] T PR Pushes logs and mairics | __ . -
(11} — ]
O
GameLift fleet CloudWatch

Metrics and logging

1. The game client requests an Amazon Cognito user identity from an Amazon Cognito identity
pool.

2. The game client signs a WebSocket connection to an API Gateway API with the Amazon Cognito
credentials.
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3. API Gateway calls an AWS Lambda function on the connection. The function stores the
connection information in an Amazon DynamoDB table.

4. The game client sends a message to a Lambda function, through the API Gateway API over the
WebSocket connection, to request a session.

5. A Lambda function receives the message and then requests a match through Amazon GameLift
FlexMatch matchmaking.

6. After FlexMatch matches a group of players, FlexMatch requests a game session placement
through a Amazon GamelLift queue.

7. After Amazon GamelLift places the session on one of the fleet's locations, Amazon GamelLift
sends an event notification to an Amazon Simple Notification Service (Amazon SNS) topic.

8. A Lambda function receives the Amazon SNS event and processes it.

9. If the matchmaking ticket is a MatchmakingSucceeded event, then the Lambda function
requests the correct player connection from DynamoDB. The function then sends a message
to the game client through the API Gateway API over the WebSocket connection. In this
architecture, the game client doesn't actively poll the status of matchmaking.

10The game client receives the port and IP address of the game server, along with the player
session ID, through the WebSocket connection.

11The game client connects to the game server using TCP or UDP using the port and IP address
that the backend service provides. The game client also sends the player session ID to the game
server, which then validates the ID using the Amazon GamelLift Server SDK.

Set up metrics and logging for Amazon GamelLift

You can use data collected from your Amazon GameLift game servers and resources to help
identify anomalies. You can also use metrics to help improve performance.

Key areas to observe for Amazon GamelLift include:

« Amazon Gamelift service metrics - Amazon GamelLift provides Amazon CloudWatch metrics
on your resources including game servers, fleets, queues, and FlexMatch. You can find these
metrics in the Amazon GamelLift console and the CloudWatch console. For more information
about Amazon GamelLift metrics in CloudWatch, see Monitor Amazon GamelLift with Amazon
CloudWatch.

« Game server metrics - Amazon Gamelift can't access your game server metrics. However, you
can send custom metrics to CloudWatch directly from your game server by using the CloudWatch
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agent. You can also use the fleet AWS Identity and Access Management (IAM) role and the AWS
SDK to send metrics directly to CloudWatch. For an example of how to configure metrics, see
Multiplayer Session-based Game Hosting on AWS on GitHub. This repository includes an example
CloudWatch agent configuration and code for a C# StatsD client.

« Game server logs — To configure your game server log files on the game server, use the Amazon
GamelLift Server SDK configuration. You can also use Amazon CloudWatch Logs as a real-time
log management solution, and you can configure logs with the CloudWatch agent. For more
information, see Logging server messages in Amazon GamelLift.

Game launch checklists

You can use these checklists to validate the phases of deployment of your game. In the checklists,
items marked [Critical] are critical for your production launch.

Topics

Onboarding

Testing
Launch

Post-launch

Onboarding

Use the following checklist to track items for onboarding your game for Amazon Gamelift hosting.
Items marked [Critical] are critical for your production launch.

o [Critical] Fill out the Amazon GamelLift onboarding questionnaire in the Amazon GamelLift
console.

« [Critical] Design and implement a backend service for game clients to interact with your game
servers.

o [Critical] Create AWS Identity and Access Management (IAM) roles that you provide to Amazon
GamelLift server instances for access to other AWS resources.

o [Critical] Design and implement failover to other AWS Regions for FlexMatch and queues.

« Plan the rollout of fleets to your target locations, considering your game's queue and fleet
structure.
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« Automate your deployment using infrastructure as code (laC) with AWS CloudFormation and the
AWS Cloud Development Kit (AWS CDK).

» Collect logs and analytics using Amazon CloudWatch and Amazon Simple Storage Service
(Amazon S3).

Testing

Use the following checklist to track testing items while developing your game with Amazon
GamelLift hosting. Items marked [Critical] are critical for your production launch.

o [Critical] Complete the launch questionnaire, and submit the completed questionnaire to the
Amazon GamelLift launch team. You can find the launch questionnaire in the Amazon GamelLift

console.

o [Critical] Request increases for Amazon Gamelift service quotas and other AWS service quotas

so that your live environment can scale up to production needs.

o [Critical] Verify that the open ports on live fleets match the range of ports that your servers
could use.

o [Critical] Close RDP port 3389 and SSH port 22.

» Develop a plan for the DevOps management of your game. If you're using Amazon CloudWatch
Logs or Amazon CloudWatch custom metrics, define alarms for severe or critical problems on the
server fleet. Simulate failures and test the runbooks.

« Verify that the number of servers running on an instance at full usage are within the capabilities
of the server instance type.

« Tune your scaling policy to be more conservative at first and provide more idle capacity than you

think you need. You can optimize for cost later. Consider the use of target-based scaling policy
with 20 percent idle capacity.

« Use FlexMatch latency rules to match players who are geographically near the same AWS Region.
Test how this behaves under load with synthetic latency data from your load test client.

» Load test your player authentication and game session infrastructure to see if it scales effectively
to meet demand.

« Verify that a server left running for several days can still accept connections.

» Raise your AWS Support plan level to Business or Enterprise so that AWS can respond to you
during problems or outages.
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Launch

Use the following checklist to track launch items for your game hosted on Amazon GamelLift. Items

marked [Critical] are critical for your production launch.

« [Critical] Set the fleet protection policy to full protection on all live fleets so that scaling down
doesn't stop active game sessions.

« [Critical] Set fleet maximum sizes high enough to accommodate peak anticipated demand, at
minimum. We recommend that you double your maximum size for unanticipated demand.

« Encourage your whole dev team to participate in the launch event and monitor your game
launch in a launch room.

« Monitor player latency and player experience.

Post-launch

Use the following checklist to track post-launch items for your game hosted on Amazon GamelLift

o Tune scaling rules to minimize idle capacity.

» Modify FlexMatch rules or add additional locations based on your latency requirements.

« Optimize the server executable, as its performance efficiency directly affects the fleet costs. To
run more game sessions with the same infrastructure, increase the number of server processes
per instance.

» Use your analytics data to drive continued development, improve player experience and game
longevity, and optimize monetization.

Launch
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Preparing games for Amazon GamelLift

Get your multiplayer games ready for hosting on Amazon GamelLift. Integrate Amazon GamelLift
hosting features into your game projects and build your game server and client servers. Set up a
hosted test environment to support rapid iterative game development and testing.

Topics

Integrate games with custom game servers

Integrating games with the Amazon GamelLift plugin for Unity

Integrating games with the Amazon GamelLift plugin for Unreal Engine

Set up for iterative development with Amazon GamelLift Anywhere

Adding FlexMatch matchmaking

Get fleet data for a Amazon GamelLift instance

Integrating games with Amazon GamelLift Realtime Servers

Integrate games with custom game servers

Amazon Gamelift provides a full tool set for preparing your multiplayer games and custom game
servers to run on Amazon GamelLift. The Amazon GamelLift SDKs contain libraries needed for game
clients and servers to communicate with Amazon GameLift. For more information about the SDKs
and where to get them, see Development support with Amazon GamelLift.

The topics in this section contain detailed instructions about how to add Amazon GamelLift
functionality to your game client and game server before deploying on Amazon GamelLift. For
a complete roadmap to getting your game up and running on Amazon GamelLift, see Amazon
Gamelift managed hosting roadmap.

Topics

Amazon GamelLift and game client server interactions

Integrate your game server with Amazon GamelLift

Integrate your game client with Amazon GamelLift

Game engines and Amazon GamelLift
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Amazon GamelLift and game client server interactions

This topic describes the interactions between the game client, a backend service, a game server,
and Amazon Gamelift.

The following diagram illustrates interactions between the game client, backend service, Amazon
GamelLift SDK, managed EC2 game server, Amazon GamelLift server SDK, and Amazon GamelLift.
For a detailed description of the interactions shown, see the following sections on this page.
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The following steps describe the interactions that occur when you prepare your game server to
host game sessions.
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1. Amazon Gamelift launches the server executable on an Amazon Elastic Compute Cloud
(Amazon EC2) instance.

2. The game server calls:

a. InitSDK() to initialize the server SDK.

b. ProcessReady() to communicate game session readiness, connection information, and
location of game session log files.

The server process then waits for a callback from Amazon GamelLift.

3. Amazon GamelLift updates the status of the server process to ACTIVE to enable game session
placement.

4. Amazon GamelLift begins calling the onHealthCheck callback and continues to call it
periodically while the server process is active. The server process can report healthy or not
healthy within one minute.

Create a game session

After you've initialized your game server, the following interactions occur when you create game
sessions to host your players.

1. The backend service calls the SDK operation StartGameSessionPlacement().

2. Amazon Gamelift creates a new GameSessionPlacement ticket with status PENDING and
returns it to the backend service.

3. The backend service obtains a placement ticket status from a queue. For more information, see
Set up event notification for game session placement.

4. Amazon GamelLift starts game session placement by selecting an appropriate fleet and
searching for an active server process in a fleet with @ game sessions. When Amazon GamelLift
locates a server process, Amazon GamelLift does the following:

a. Creates a GameSession object with the game session settings and player data from the
placement request with an ACTIVATING status.

b. Invokes the onStartGameSession callback on the server process. Amazon GameLift
passes information to the GameSession object indicating that the server process may set
up the game session.

c. Changes the server process's number of game sessions to 1.
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5.

The server process runs the onStartGameSession callback function. When the server process
is ready to accept player c