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BERNRE , BEXTET 2 REBEZRRHONR (BSHATEERA")

ResourceGroupsandTagEditorFullAccess

It SR B [ M AN IAM B B S A 7 R F AR L 4 88 25 1 18 A 1£ /7 Resource Groups #B{ELA KR I E
ARERENNR, BERMREATRNRE | LELTEL LN RBAEZERANR (ES
FIATEEUA) .
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/Using_Tags.html#Using_Tags_CLI
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-policies-ec2-console.html
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/ResourceGroupsandTagEditorReadOnlyAccess
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/ResourceGroupsandTagEditorFullAccess

AWS Resource Groups

/A Important

BIFULRBE R T 18 A Resource Groups MIirSmESIREURFERAXERH AR, T
Resource Groups ##1E , XERBKEE® , HEARFERRABRFHAPEATMERAEN
TR,

BR , ¥ THRICRENGSHEESREHE , NREMBA. BFRNLAAE R ZRENK
R, AR ENEE R R ERSNFERROERNNR, ERFHRENIHRNR , BiE%
MHINA T RBE 2 — -

« XERXEAE : AWS-managed EK#HReadOnlyAccessi® F &M RS R IRH RIEREMNR,
AWS B ERBREMBRRIFRL AWS 7] AR RN RS

- FZHRFBREBFET RS REERX AWS-EEREE , 7T A FREMXIGEZRSRENE
o flan |, L EFEC24R ML 5 #EC2ReadOnlyAccess.

- BEULBIEB KR , N NEFEAFHRNDBRSNERER FIEEE4HH RTRE
RN PR. LLREEMER AR IFHIR RIS RIEL T R KR,

AWHRRBEANAXFE-—ANEX , BERBPABATFERZE , RABERTRELIE A,
&R LAGE R AT R RY SRR

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [ "resource-groups:*" ],
"Resource": "arn:aws:resource-groups:*:123456789012:group/*"
}
]
}

gE& , AR EL TR KR | B 7oV U5 R BRIGEA T8 BE LE B9 B IR S SN PR B/ R

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Deny",
"Action": [ "resource-groups:*" ],
"Resource": "arn:aws:resource-groups:*:123456789012:group/*"
}

TR

RAriEmE


https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/ReadOnlyAccess
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AmazonEC2ReadOnlyAccess
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]

F 7% 11 Resource Groups MR 41N R

« resource-groups:* ( WWAXPR R FMITFIE Resource Groups BE, MREAEPRFIHF ] HRYIE
£, MA LA ES BN IEER Resource Groups 84 , EBRNLLES 2 RHBRESIR)

* cloudformation:DescribeStacks

* cloudformation:ListStackResources
* tag:GetResources
 tag:TagResources

* tag:UntagResources

e tag:getTagKeys

* tag:getTagValues

« resource-explorer:*

@ Note

Zresource-groups:SearchResourcesfXRAFIREHEERELEARSEBIETRTEE
AT R R
Zresource-explorer:ListResourcestXRAF IS HEHRELRERBRRFIHER ,
MEEENERFE,

ExE#H &P A Resource Groups MirLymiEss , MFEEI=IT resource-
groups:ListGroupResources REMNNR. KXREFE LT XFHPTHRRERPMSLENSK
#H, YA ERAT resource-groups:ListGroupResources KRR,

£ T {F AR AWS Resource Groups MR 4525
A IR RS LA AWS Resource Groups AGEX AP FEARLRERS , BITUTRE,

1. ITFEBFHIAME
2. HESMBERD , EREBEAF,

TR 8


https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsresourcegroups.html
https://console.aws.amazon.com/iam
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3. RIGEGEZFNRNAF AWS Resource Groups MR EmEETINIR, R AFNBHRUITH
AFPEMER,

i%3¥ Add permissions ( FRINER ) o

% Attach existing policies directly ( E1ZM EI AR ) .
ER BB R,

FEJSONET+ £, #MEA T BERE R,

N o o &

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"resource-groups:*",
"cloudformation:DescribeStacks",
"cloudformation:ListStackResources",
"tag:GetResources",
"tag:TagResources",
"tag:UntagResources",
"tag:getTagKeys",
"tag:getTagValues",
"resource-explorer:*"

1,

"Resource": "*"

(® Note

1 TR 451 3R 1 75 B A% T LA T B A ALBR AWS Resource Groups MirZmEeSIRE. ©

T AVFiHE AWS Systems Manager FHI4E5 AWS Resource Groups console. #l#0
R R T EER Systems Manager Bl {b i THINR. EXTRIRAHNIT Systems
Manager 55 , &2 Systems Manager fX PRI INEI BB KRB ( Bl ssm:* ) o BX
& F3J Systems Manager G RINRWEZER , HSH (BEEX Systems Manager BJ15
B PR) AWS Systems Manager FFF 5/,

8. LEBREFXM,
9. NFEEIEEBMMIER ( Hl70 AWSResourceGroupsQueryAPIAccess ) o

TR 9


https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-access.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-access.html
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10. EFRBIE KRR,

1. PE , KEESREFERIAM , EUSCFEMMBEMRS . BXOFAEAFRIRBHNESESR |
BESHR (AFER) RIED R EEM N2 A5 RAMNNER. IAM

T AKX AWS Resource Groups B FFHEZEHNEZER

Resource Groups XEFUATHA,

- ETRENER, flin, B —KREE , AT AT ListGroups 21 , BFEEHITHAM
BE,

- BRREMNPR, Resource G ARNsroups Z#HEARIEERBEPHNENER,

. BREHRZHITRIN. Resource Groups XHERBIZH T EARERES, Hlu , BB —1NK
B , LLAAiF Resource Groups AP X EfRic A BB T2 1HRINER,

o ISRHEIE, A A LUEE 2 F AWS Resource Groups BREHI R SRINEA G,

Resource Groups X FE TR EH K,

B X Resource Groups MirZimiEaF {5 AWS Identity and Access Management (IAM) £ E %
8 , S EAWS Identity and Access Management FA PSRRI LA T E£&,

- AWS 52 B & EAERS IAM

- WIRE, BFEMEZH4E AWS Resource Groups

- EARRRIESHIER

AWS EZ Bt & AR RS AWS Resource Groups

BRI AR BAT AWS BRES 5 —i#2 A AWS Resource Groups.

AWS BR% 5 Resource Groups &4 £/
AWS CloudFormation— {5 F & #&k AWS ERHEMEFEALR AWS BiR, BIRZSEER
CloudFormation £ 8|22 & IJR4A R BEHEMMEKFPHNRIR. EH Amazon

£ AWS BIRA P IREB R B R IRN LR |
CloudWatch 2% £ /i RBUZ E &1 AWS
Systems Manager,

Resource Groups #ZAX M A12 &l 10


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#by-direct-attach-policy
https://docs.aws.amazon.com/ARG/latest/APIReference/API_ListGroups.html
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html#management_svcs
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsresourcegroups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_controlling.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/
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AWS BRE

CloudTrail— fE #IRFI B BIRAEIE AWS
CloudTrailo

Amazon CloudWatch — 5 X #&# AWS &R
FMIBZITHN AT RIS AWS,

Amazon CloudWatch N EREF N #& — N E
F.NET # SQL Server M9 HEFHE N A
2,

Amazon DynamoDB R4 - &/ DynamoDB
REEHZES A , AEERNME R TIR,

Amazon EC2 TE £l - FRARGEE. &N
B REMNENNAB R4 I |, 258
Windows Server, Microsoft SQL Server, SU
SE # Linux Enterprise Server,

5 Resource Groups &4 £/

BEXEZEER |, B55H (AWS CloudFormation
BF{ER) FMResourceGroups@REF S
Z,

BRAEXNEN R RARTHRENES , 28
RATRIENAR (IAM ZFEA | fltngE, AF
5 AWS RS ) . AIRHRITIRGE, BEREREM
g (TR IP ik ) FRAES. R, XEER
AT 2 AR E SR F,

BEXEZEE  BoRERASEHILIERES
CloudTrail =&,

BALLHRNE R ETERENRFREARNIERM

H K
[=] o

BEXEZEE , 2% Amazon CloudWatch f
FHRESHXERFRATISFRAER,

BiEE T ARRAEAKN NET M SQL Server B ATE
FER.

EXEZEE , 52 % Amazon CloudWatch
FEEHANENNBRERAH.

7£ DynamoDB BR{EX 2 R A&, 4mBHBIR—
4 DynamoDB %

BXEZER |, 52 Amazon DynamoDB FF
REARIEME,

R Amazon EC2 KBIE s B ENFRAF , B
EPBRAREMRSETEENNFAR,

BXREZEE |, B25H Amazon EC2 AF#EmE
R R E A E.
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/AWS_ResourceGroups.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/AWS_ResourceGroups.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Automatic_Dashboards_Resource_Group.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/appinsights-what-is.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/appinsights-what-is.html#appinsights-components
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Introduction.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Introduction.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Introduction.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/dedicated-hosts-overview.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/how-dedicated-hosts-work.html
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RAriEmE

AWS BRE

Amazon EC2 BE & - &K Amazon EC2
XAIMERE , NEEFTENERA, BAURE
EMREEEY  FHNXEATEACRELS
1 H Amazon EC2 =4,

AWS License Manager — Bt IF ER 4 {4 Bi i i
BRI =HTRE,

AWS R L — EZRARFENNABRFRE
R

AWS Resource Access Manager— 5 H ik /-~
HEEZWEWEE AWS &R

AWS Service Catalog AppRegistry — E X &
BENNAREFRETHE,

5 Resource Groups &4 £/

FH2H Amazon EC2 EHIEz B BE — 1R Z
NREMBENRRAF, WRZASEERLTRE
BHEMMBEREGITRABENTENE , MiZ%
BIFERREXHIZT. WRBETCENEE
MBAMEBSRAF , MKPIFEIEEMER
ELBRHABHEZBEF,

EXEZELR , 1§20 Amazon EC2 AAFIER
FHERBSEMES,

fil B E VL5 RA LL A2 1F License Manager &
BHEREEN.

BEXEZEE , ESH License Manager A F
R M License Manager FRYEHLFIRA

KIE A Resource Groups EX M N ARERF

BXEZER , FSH AWS FTEEEPHEA
AWS Resilience Hub # £ 12 & &HW N HAREF
it

FERAXEZEHNEIRELE AWS RAM,

BEXEZEE , B30 AWS RAM AFfEm 9
M HENR IR,

L IRTE B2 N ATEFET AppRegistry |, ZRS
LB N ZNARFURRREA, NARFRR
HERNMARFYAMAERENES., ZRSESN
5 AWS CloudFormation B T2 Fx BRI B4
HROIE - NETHERNTIRAE,

BXEZER , B2 (AWS Service Catalog
EERIEM) AppRegistryd# “FEA"

AWS 5 E&EFA RS AWS Resource Groups


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-capacity-reservations.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/capacity-reservations-using.html#create-cr-group
https://docs.aws.amazon.com/license-manager/latest/userguide/license-manager.html
https://docs.aws.amazon.com/license-manager/latest/userguide/host-resource-groups.html
https://docs.aws.amazon.com/resilience-hub/latest/userguide/
https://aws.amazon.com/blogs/aws/monitor-and-improve-your-application-resiliency-with-resilience-hub/
https://aws.amazon.com/blogs/aws/monitor-and-improve-your-application-resiliency-with-resilience-hub/
https://aws.amazon.com/blogs/aws/monitor-and-improve-your-application-resiliency-with-resilience-hub/
https://docs.aws.amazon.com/ram/latest/userguide/
https://docs.aws.amazon.com/ram/latest/userguide/shareable.html#shareable-arg
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/appregistry.html
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/appregistry.html
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RAriEmE

AWS BRE

AWS Systems Manager— J& i AWS &R 1]
PR :F kAT P

Amazon VPC R 4& 1518 9 4785 — AIiRBIXY AWS
T RBEHASRENZIGRA,

R R AR S5 B iE

5 Resource Groups &4 £/

WKEZENRE , HBRFEFFRAX NARFFRE
2R, 7£ AWS Systems Manager #2#|&
& | Application Manager ¥y “BEX N AREF
NHSBSAHERETRRANNAERN
BERE, BLUEEA Application Manager £
MEERBHEBHEAPNBLREREFESERHt
BEEIHE  URBLERREZRE,

BXEZEER , 55 H AWS Systems Manager
B PR AE Application Manager /{8 F 51
RAERF.

BRI LAE RSk E M B 1A R ERAYSRIRA B i it
AWS Resource Groups, X &I AEEEA
AWS IRFERHRH LG RINPR , A HEE RN
i & P 48

BEXEZER , HZH Amazon ER\FAE =R
FiE™EF K Resource Groups 5 M RE
BEEEEA

BRAEEATLRF AWS BRESEN — M ETHTEE, FLE AWS REEIXANFRE R AT
ERBERZIFX — Ko WRIRSS W LUK R T HF4A B R BV IRE 171 9 B i E) B JSONRY BB 45 K 7Y

AWEE,

REBN A AWS RSN THEERE.
ES]

« G0{R 7 iR BY A0 Y FR A Y BRSS B B

+ JSONBRSF ELERYIE A

- XENEERENSHK

BREEE


https://docs.aws.amazon.com/systems-manager/latest/userguide/what-is-systems-manager.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/application-manager-working-applications.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/application-manager-working-applications.html
https://docs.aws.amazon.com/vpc/latest/network-access-analyzer/
https://docs.aws.amazon.com/vpc/latest/network-access-analyzer/working-with-network-access-scopes.html
https://docs.aws.amazon.com/vpc/latest/network-access-analyzer/working-with-network-access-scopes.html
https://www.json.org/

AWS Resource Groups AriEE
A0 4eT 73 (=) B A0 2 3 R 4E B AR SS IS

TERSIBANBSBEESELFERAZRSEENIE (HINZRSHEREFAERE AWS CLI
AWS SDKIZfE ) AR ERE, RERSSTEEEHRSHEXA |, BRIFEEHE A GFRFIE AWS

RERENGS , BUETEUEMAXNNEH#TER. B2, EREEBERT , BUUERUTAPIER
{E AWS SDKsZH AWS CLI EXBREERSEEHTRE :

« fEfCreateGroupiRERIEE AR , B LG ECHEEM MBIEA,
« $&TALAAE A PutGroupConfigurationi@ fE4E S B I B4R B9 L BT ELiE
« &ATLLE IS I A GetGroupConfigurationi2EREE R RAN LRIE &,

JSONARSS BB RV IE L
RFETHEE—HRE  REEBECEATHEIZERRNARNRSBERE.

BELJSONNRHWEREZT. ERIIE  BERLARENENHYE, SNMEENBEHTERI T

E:ATEEN Type , URHBZERENKH—A Parameters, EPSHEBELE — Name M —1 =
ZA Values MI¥RA., THEIRIGIFR placeholders ERT BN RAIBRRERFEENELREE, 1R
PISTRTEERINSENER  HASISEHBER M. T THESRERNEE, SHEAE.

[
{
"Type": "configuration-type",
"Parameters": [
{
"Name": "parameterl-name",
"Values": [
"valuel",
"value2"
]
.
{
"Name": "parameter2-name",
"Values": [
"value3",
"value4"
]
}
]
}

7] 14


https://docs.aws.amazon.com/ARG/latest/APIReference/API_CreateGroup.html
https://docs.aws.amazon.com/ARG/latest/APIReference/API_PutGroupConfiguration.html
https://docs.aws.amazon.com/ARG/latest/APIReference/API_GetGroupConfiguration.html
https://www.json.org/
https://docs.aws.amazon.com/ARG/latest/APIReference/API_GroupConfigurationItem.html
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]

X FVEERENSHK
RRAXFEANTRERE, SHEBLNSE —EX ZRBERNSL.
)

« AWS::ResourceGroups::Generic

« AWS::AppRegistry::Application

 AWS::CloudFormation::Stack

« AWS::EC2::CapacityReservationPool
« AWS::EC2::HostManagement
» AWS::NetworkFirewall::RuleGroup

AWS: :ResourceGroups: :Generic

ERERBEENRRABHIRABRKERNRE , MTEN AWS BFEERERREENITH.
WEBXAEHREEZCHWRSXBABZRM , Hl AWS: :EC2: :CapacityReservationPool #
AWS::EC2: :HostManagment Z&,

LA Parameters XfAWS: :ResourceGroups: :GenericfRFXREKAType B,
* allowed-resource-types

S HIEERIRAREH - MRS MEEREN FIRE MK

ENHERE  F/HH

RFHE :

e AWS::EC2::Host- HRFEmMBELTEXE AWS: :EC2: :HostManagement fY
Configuration Bt , EEFATELSHEAEN Configuration, XA AR
ZHostManagement& 4 R 88 E Amazon EC2 T A EMN.

« AWS::EC2::CapacityReservation- ¥RESEBEEISHKA

AWS: :EC2::CapacityReservationPool # Configuration B R , EEFEATEILSHK
FM{EH Configuration, X#HFAJLAH{R — N CapacityReservationl REEE2E Amazon EC2

L —8

REMEBRE,

BEEXRBENSH



AWS Resource Groups

RAriEmE

MEBRYE , ETHWMBIERANEAM Configuration TE, BXATHNE , BSHANENS

Bo

AT RG9S EEA R R BR#18 R 8 Amazon EC2 E#HL3R41,

[
{
"Type": "AWS::ResourceGroups::Generic",
"Parameters": [
{
"Name": "allowed-resource-types",
"Values": ["AWS::EC2::Host"]
}
]
}
]

* deletion-protection

WSBEERIFRFATIEEMRA , BT EFERBR. BXEZELR , HSH License

Manager F = 1578 B9 BR =5 RE

ENBIERE  FREHR4E

AVHE  WE—RFHIER [ "UNLESS_EMPTY" ] (IXEXAANKE ).

HE AR ETHMBIRRANEM Configuration T&E, NYRBRAEE R —NEE
Type B9 AWS: :EC2: :HostManagement B Configuration TEK , TEEWSHE,

LU ROINZA S AMBRERY | BRIFZEIRE R A T se s EMIBR.

[
{
"Type": "AWS::ResourceGroups::Generic",
"Parameters": [
{
"Name": "deletion-protection",
"Values": [ "UNLESS_EMPTY" ]
}
]
}
EBRAENSHK 16


https://docs.aws.amazon.com/license-manager/latest/userguide/host-resource-groups.html#host-resource-group-delete
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]

AWS: : AppRegistry: :Application
HConfigurationKBEERFRANRKHLNENRAREF AWS Service Catalog AppRegistry,
LR FRATEH AppRegistry RFERE , AEFEAREN T ESEHAFLIE, EHIMBIBR

AppRegistry,

(® Note

HTWREFREAR AWS AF B IBRNEY K MARHAFEE , RXEHRATITAL
£ R AB 2 Y R KR R A B E R ECE PR B AWS K/

BEXEZELR , 5K (S ervice Catalog FAF1ER) AppRegistry i “fEF",

£ AppRegistry I L ERSHERXERAR , ©E2 B3I HAWS CloudFormation 55 T2 F X B H =
AN AWS CloudFormation ek 6 2 — /N Ih AV MY N ARSS A< o

AppRegistry i F BT ZZAWS_AppRegistry_Application-FMNARFEMEF R LI BRI FER
EHx4H : AWS_AppRegistry_Application-MyAppName

AWS : :AppRegistry: :Application REXBRAXRITHUTSH,
* Name
EBEEETUNENARFNBEAF S EHRIFER AppRegistry.
EHBIERE . FHH
ARVFWME : AppRegistry RS AT R ARFEHNEANEFRESR,

* Arn

WSHBIEER DB N ARFN Amazon #RE M (ARN) 8% AppRegistry.

ENHIERE . FRFS

BEEXRBENSH 17


https://console.aws.amazon.com/servicequotas/home/services/resource-groups/quotas
https://console.aws.amazon.com/servicequotas/home/services/resource-groups/quotas
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/appregistry.html
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
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SAVFHYE : BARN,

® Note

EFRXEREFNEA—4 , BIEER AppRegistry #2153 1% AWS SDKARS A AWS CLI
BRERIELNARERF

LR AR EREA BN E AppRegistry M ATEFXEXBIAWS CloudFormation #4% 6l # #IR4A 5
RER G B LAE M ZListGroupResourcesiREREFIX L T4,

LT RAIETRT AWS: : AppRegistry: :Application BRESX}EBRAMNEEI 2

"Type": "AWS::AppRegistry::Application",
"Parameters":[

{
"Name": "Name",
"Values": [

"MyApplication"

]

.

{
"Name": "Arn",
"Values": [

"arn:aws:servicecatalog:us-east-1:123456789012:/
applications/<application-id>"
]
}

AWS: :CloudFormation: :Stack

tConfigurationX &g EH KK AWS CloudFormation % | H K G 2iZ#EHR I AWS BIR,



https://docs.aws.amazon.com/ARG/latest/APIReference/API_ListGroupResources.html
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L AWS CloudFormation 34k 5 AppRegistry lRGxBkET , REL BN BB EFTRA. B
FERARMNTE  BNET LR, EHDMERIXLEA AppRegistry,

AppRegistry f# F B Z2AWS_CloudFormation_Stack-F#&k B# Bz B H O BA I KRS MK
48 : AWS_CloudFormation_Stack-MyStackName

(® Note

BT HRFAREAH AWS AP EaI0I@N4Er K MARHAFEE , Rk XERFEARITAL
T A A 2 AV SR AR RA R E R ECER PR B AWS K/

BXEZER , 555 (S ervice Catalog FiF#ER) AppRegistry iy “E A",

AppRegistry Bz R &5 AppRegistry R A FXEKH S AWS CloudFormation 4% 612 1tk 2 fR S5 48
REBRE, XEFFANRKAN AppRegistry S TEF R BREHN FRA -

% AWS CloudFormation #iJR4E B B R 24N HEAR Y — #0262 /Y AWS BIR,
AWS: :CloudFormation: :Stack RFXBKAXREXFUTSH,
* Name
b S BIEE 012 AWS CloudFormation 4% B 7= 23 Bt B9 HEAR O R 37 & e
ERBIERE . FRH
SLVFHIME : AWS CloudFormation BRS5 7t R RY AR B RV AR XA Z /T &,

* Arn

S s EM B S AEFR AWS CloudFormation ##%#9 Amazon #RAFr (ARN) B4R
AppRegistry,

ENHRERE  F/H
AFHE : BRARN,



https://console.aws.amazon.com/servicequotas/home/services/resource-groups/quotas
https://console.aws.amazon.com/servicequotas/home/services/resource-groups/quotas
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/AppRegistry.html
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
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® Note

BEERXETEFNEM— , BHER AppRegistry #Z4&lAHER T E AWS SDKH AWS
CLI B{ERIEUNAER

LLTFRBIERT AWS: :CloudFormation: :Stack BREXEAAMBEEZ S .

"Type": "AWS::CloudFormation::Stack",
"Parameters":[

{
"Name": "Name",
"Values": [

"MyStack"

]

},

{
"Name": "Arn",
"Values": [

"arn:aws:cloudformation:us-
east-1:123456789012:stack/MyStack/<stack-id>"
]
}

AWS::EC2::CapacityReservationPool

It Configuration REEERREARTZARARMNARETEN, ZRREANKAXLAZ
Amazon EC2 REMBE AR, RRAVUSELAEKFPHENAEMBEURBIFANEMIK, 5
IBHEWNBTETE AWS Resource Access Manager, X AR FERALKERAENTETMEZESHNER
B3 Amazon EC2 £6l, HEMITIIREN , SKERERALATRHNATAMBRE. WRARAZEATA
BRE , MZEFFENMABAIMIEEZRFE3. BXEZEE , S H Amazon EC2 AF IR
NEARETMESE,

MREFERAREE Configuration M B EERSFRERIRA , NEAMER LT EIEELEIMA
Configuration WK :

WEXHASH 20


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-cr-group.html
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- BEE—/SHH AWS: :ResourceGroups: :Generic A :

- 28 allowed-resource-types F#/NME AWS: :EC2: :CapacityReservation, X# AL
¥R AHE Amazon EC2 REMBE ALK A BEIRAMK R -

HAEEFH AWS: :EC2: :CapacityReservationPool I B A XFEMSE,

AU RBIRRIEEAR Configuration E% .

[
{
"Type": "AWS::EC2::CapacityReservationPool"
3,
{
"Type": "AWS::ResourceGroups::Generic",
"Parameters": [
{
"Name": "allowed-resource-types",
"Values": [ "AWS::EC2::CapacityReservation" ]
}
]
}
]

AWS: :EC2: :HostManagement

WARIRFFIEE T Amazon EC2 EHEEMIRIE AWS License Manager , iXEi&E R BEK A58
HIITH. BXREZER , BZRPHEVEIREA AWS License Manager,

MREFEAUEEE Configuration BB BERF KRB RIRA , WA XAMERA LT EIEELIRA
Configuration IiH :

« —Hh AWS: :ResourceGroups: :Generic & A HZ#H allowed-resource-types , £/ME
79 AWS: :EC2: :Hosto X#H# A LABERRE Amazon EC2 TAEN AR A ZEAMNK A

- —fh AWS: :ResourceGroups: :Generic & , HZ¥H deletion-protection , E/MENR
UNLESS_EMPTY, X4 AJLASMRERIFANZE , BN FEMBRZA

AWS::EC2: :HostManagement FRFREBRAXBE T IFUTSH,

 auto-allocate-host
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WSBIEEXFIRERENERENLEY  CREEELEEEENTMATHAEN LES. BXES
E8 , B2/ (Amazon EC2 AF#ER) HM “T BN RMFFEFR 1",

ENHRERE  wRE

ARUFHIE : “true”=H “false” ( XMRANE ) ,

[
{
"Type": "AWS::EC2::HostManagement",
"Parameters": [
{
"Name": "auto-allocate-host",
"Values": [ "true" ]
1,
{
"Name": "any-host-based-license-configuration",
"Values": ["true"]
}
]
1,
{
"Type": "AWS::ResourceGroups::Generic",
"Parameters": [
{
"Name": "allowed-resource-types",
"Values": [ "AWS::EC2::Host" ]
I
{
"Name": "deletion-protection",
"Values": [ "UNLESS_EMPTY" ]
}
]
}
]

 auto-release-host

ZSHEEATFNERENELRVETHRFRLEREAIRM. BXEZER , 55 Amazon
EC2 AFEmPRBERETAEN,
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ENHRERE  /wRE

ARUFHIE : “true”=H “false” ( XMRNE ) ,

[
{
"Type": "AWS::EC2::HostManagement",
"Parameters": [
{
"Name": "auto-release-host",
"Values": [ "false" ]
1,
{
"Name": "any-host-based-license-configuration",
"Values": ["true"]
}
]
1,
{
"Type": "AWS::ResourceGroups::Generic",
"Parameters": [
{
"Name": "allowed-resource-types",
"Values": [ "AWS::EC2::Host" ]
I
{
"Name": "deletion-protection",
"Values": [ "UNLESS_EMPTY" ]
}
]
}
]

 allowed-host-families
WS BIEER T1Z A B 551 v LA A ERLE S HISE R K 5,

ERBIERE  FRHER4E.
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RFNE  SMEHBLAREMB Amazon EC2 SEHIZE R R FIFRIZEC4 , HlAOM5P3dn, .
HR5d,

LT ROIEED B EER KGR C5 F M5 KFIRBERIINAR

[
{
"Type": "AWS::EC2::HostManagement",
"Parameters": [
{
"Name": "allowed-host-families",
"Values": ["c5", "m5"]
3,
{
"Name": "any-host-based-license-configuration",
"Values": ["true"]
}
]
},
{
"Type": "AWS::ResourceGroups::Generic",
"Parameters": [
{
"Name": "allowed-resource-types",
"Values": ["AWS::EC2::Host"]
1,
{
"Name": "deletion-protection",
"Values": ["UNLESS_EMPTY"]
}
]
}
]

* allowed-host-based-license-configurations

HSBEEENATHARAN —IMRSIETAR/EZFHIFAEEN Amazon FIRE 5 (ARN)
BB,

ERHIERR  ZHHEARNSs,
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/instance-types.html#AvailableInstanceTypes
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ATHE  SMEHBLARERR L icense Manager Bl EARN,

AIE M, BULIEERSEE any-host-based-1license-configuration , B gEEIAY
EERE, XESHREERMN,

R RBlEETHE EH KR A EAPMMNMEER License Manager Bt &,

"Type": "AWS::EC2::HostManagement",
"Parameters": [
{
"Name": "allowed-host-based-license-configurations",
"Values": [
"arn:aws:license-manager:us-west-2:123456789012:1icense-
configuration:lic-6eb6586f508a786a2baslEXAMPLE1111",
"arn:aws:license-manager:us-west-2:123456789012:1icense-
configuration:1lic-8a786a26f50ba4l6eb658EXAMPLE2222"

]
}
]
},
{
"Type": "AWS::ResourceGroups::Generic",
"Parameters": [
{
"Name": "allowed-resource-types",
"Values": [ "AWS::EC2::Host" ]
I
{
"Name": "deletion-protection",
"Values": [ "UNLESS_EMPTY" ]
}
]
}

* any-host-based-license-configuration

S HEELET B ENTFAIIEREXRKIENE. EXMERT , MEETARERFNTR
REMATHENRRATNRAEA, WRENFANEREFR , A LBEHNENFARHEITH
1t , BERALRE,
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ENHRERE  /wRE

ARUFHIE : “true”=H “false” ( XMRNE ) ,

A KM, BABUEERSHEE allowed-host-based-license-configurations , ER
HERNIEERE, XESHIEERFN,

AT ROIEETUEEAR R AT AEREMETAR/EZEFHIFAEEE,

[
{
"Type": "AWS::EC2::HostManagement",
"Parameters": [
{
"Name": "any-host-based-license-configuration",
"Values": ["true"]
}
]
.
{
"Type": "AWS::ResourceGroups::Generic",
"Parameters": [
{
"Name": "allowed-resource-types",
"Values": ["AWS::EC2::Host"]
},
{
"Name": "deletion-protection",
"Values": ["UNLESS_EMPTY"]
}
]
}
]

LT ROIGAIAFAAEENNERRE-BESEENMRED,

"Type": "AWS::EC2::HostManagement",
"Parameters": [
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"Name": "auto-allocate-host",
"Values": ["true"]

},

{
"Name": "auto-release-host",
"Values": ["false"]

},

{
"Name": "allowed-host-families",
"Values": ["c5", "m5"]

},

{
"Name": "allowed-host-based-license-configurations",
"Values": [

"arn:aws:license-manager:us-west-2:123456789012:1icense-
configuration:lic-6eb6586f508a786a2basl1EXAMPLE1111",

"arn:aws:license-manager:us-west-2:123456789012:1icense-
configuration:1ic-8a786a26f50bas16eb658EXAMPLE2222"

]
}
]
.
{
"Type": "AWS::ResourceGroups::Generic",
"Parameters": [
{
"Name": "allowed-resource-types",
"Values": ["AWS::EC2::Host"]
},
{
"Name": "deletion-protection",
"Values": ["UNLESS_EMPTY"]
}
]
}

AWS: :NetworkFirewall: :RuleGroup

BEARIR RS TE A B¥4E B B 58 IR 1T B9 AWS Network Firewall URUARIRE. By XEEE R TUEE L
FRFAR | SURTERS XN B3 AT AR AL 1P it | MASFHFEESMbit, ARNGXE
ZER , iH3 W1 AWS Network Firewall A E TR RIR4A
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Al LA{E B Network Firewall 3#24] & %i=1T AWS CLI 85 AWS SDKIRERZ At BR A EIR
4,

hEERBENFTRAERUTRS :

Z4E B X R X B Network Firewall X388 RIEBILA Ko

ZAVMBEETHRENERNTREERANRARE ; EAFRENAR , MRERSEESEHRAT
B , BB RN ZANKR

WEEXRB AL Parameters,
EMBRI A BR BN EIRA |, £17 Network Firewall #NI4H E#BTE 5| % ERA,

AT RGIEEE T L3R BUA MY Configuration l ResourceQuery %

{
"Configuration": [
{
"Type": "AWS::NetworkFirewall: :RuleGroup",
"Parameters": []
}

1,
"ResourceQuery": {
"Query": "{\"ResourceTypeFilters\":[\"AWS::EC2::Instance\"],\"TagFilters\":
[{\"Key\":\"environment\",\"Values\":[\"production\"1}13}",
"Type": "TAG_FILTERS_1_0"
}

LU RGI AWS CLI sr B ERA SR EBEMNE R IR R RA.

$ aws resource-groups create-group \
--name test-group \
--resource-query '{"Type": "TAG_FILTERS_1_0", "Query": "{\"ResourceTypeFilters\":
[\"AWS::EC2::Instance\"], \"TagFilters\": [{\"Key\": \"environment\", \"Values\":
[\"production\"]3}13}"}"' \

--configuration '[{"Type": "AWS::NetworkFirewall::RuleGroup", "Parameters": []}]’

"Group":{
"GroupArn":"arn:aws:resource-groups:us-west-2:123456789012:group/test-group",
"Name":"test-group",

"OwnerId":"123456789012"
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},
"Configuration": [
{
"Type": "AWS::NetworkFirewall::RuleGroup",
"Parameters": []
}
1,

"ResourceQuery": {
"Query": "{\"ResourceTypeFilters\":[\"AWS::EC2::Instance\"],\"TagFilters\":
[{\"Key\":\"environment\",\"Values\":[\"production\"1}13}",
"Type": "TAG_FILTERS_1_0"
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EHeZETEHNEA AWS Resource Groups

wIRA EHRYRE

£/ AWS Resource Groups , EHEETEWNHFHANEM, BUUNRREAETARNEENE R

o

ETHRE

ETFHRENERNSTEFEAUTIER AWS: :service: :resource MMFZIEENRRIERIIR, &
L REBRAALPNERFEUARNERTHFNE, (k) mEXTESRNE.

FNFETHRENER , BETUEEEENARANERAZHNRE, i, mRE
ENE-IMNEREA , HP IR TETHARREMN R M PATE Amazon EC2 41

M Amazon S3 g , H EEWZFMEEBUXM A FIE , BN TRIIRPIE

FEAWS: :EC2::InstancefAWS: :S3: :Bucket ®REHE , REIEERZIHStage , ItXE
Ho Test

ETFHRENRRAMN ResourceQuery SHIEXEEUTTE ;

* Type

BARRTHHIENESRRERL. BURETHRENTRE  FROTHREEER
TAG_FILTERS_1_0:

"Type": "TAG_FILTERS_1_0"
* Query

rRELATEEDRNEGRERN. EB2EBATTENISONGHN FRAERTER

* ResourceTypeFilters

bt R A RR BN CE R R AR R RRE, ATEENTE :

« "AWS::AllSupported" - EELR AN ITESERICHE B L 61H Resource Groups BRS
TRHNEERBERR,

« "AWS::service-id::resource-type - \ES DRI EFRREITFFRYIEK , HE
XA, HlE "AWS: :EC2: :Instance",

 TagFilters
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W EREESHMESFTENFRIHITHENB/EFTTEN, RERNESHERFMETEN
NENIEEADT. BNMNEERHFEHBUT TRAN :

« "Key"-HHEBEMNFTRHE, NERAGLEFCRBEVNRRSHERGELTE K HAR
ZAMK R

« "Values" - —INFfE , EhEES I RVEERESR, XERERFTRRERNE
( GHIIRPH—PTREREE ) RIZENKR.

FIAIXLJSONTREMUMA S RIJSONE MW RTFRHBERREN. HlM , RiRQueryEBUT R
BlJSONEFIH a, MERRXICEIRE N “Stage” BEN “Test” B Amazon EC2 3£,

{
"ResourceTypeFilters": [ "AWS::EC2::Instance" ],
"TagFilters": [
{
"Key": "Stage",
"Values": [ "Test" ]
}
]
}

TIJSONA LR TRAUTEITERSE , HAEQuery TENE, HTISONEGHHWEKAENSIBF
mE D ATSHEABRANNEI EZ/FREMMIZHFRITEN , FERESNEZFEM ERF
M, TR :

"Query":"{\"ResourceTypeFilters\":[\"AWS::AllSupported\"],\"TagFilters\": [{\"Key\":
\"Stage\",\"Values\":[\"Test\"1}1}"

REFTEMResourceQuery FRFRKRRACLIGHSE , TR :

--resource-query '{"Type":"TAG_FILTERS_1_0","Query":"{\"ResourceTypeFilters\":
[\"AWS: :AllSupported\"],\"TagFilters\":[{\"Key\":\"Stage\",\"Values\":[\"Test
\"1}13"}"

EFAWS CloudFormation %

£ AWS CloudFormation EF3# AWS CloudFormation # & |, &7 2 5] XS K/~ p kiR —
N REEHERPEREMAZANEERRE, BREET —/ AWS CloudFormation i3
TEH,

VT 5
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® Note

— /N AWS CloudFormation % aJ A 2 & EH A AWS CloudFormation “F” ik, B2 , &
FRHERN T RAHTEEN FHERNAAERREEN AKX RIRE. RRAST FHRERE
MNMARRARMBRERNERAS , ABFLTNHHATIT R,

Resource Groups X#HE T EB LTRSS Z—K AWS CloudFormation ##k I &Eif,
* CREATE_COMPLETE

« CREATE_IN_PROGRESS

« DELETE_FAILED

« DELETE_IN_PROGRESS

« REVIEW_IN_PROGRESS

/A Important

REEEATRERHER —BIEZVNBN ARSI 2TEERREAP, USH AWS
CloudFormation ## R A SIZW R R TR R ZEANKRA. Bl , MRBECIENBIHEK
{4 AWS CloudFormation ¥ER #ik 0 —22 , WiZBZIRRARRZENK A, BE- , B
ZEBT RBAENHBE—Z20EMN Amazon EC2 EHIF2ETF AWS CloudFormation
MR B ERAR KR

MR HEET AWS CloudFormation Htk I E A |, H BIXHERNRAEFERINTEXRENBEATH
ERA9EFAH (30 ) DELETE_COMPLETE , MZ & RAMAREE , B EERXRARER.

EORRRAR , EUUEZATHRRLNITES.
CloudFormation E F# A RAMResourceQuerySHIBZETEUT TE :
* Type

L TERTHBRERE L ERE,

E 8|2 AWS CloudFormation E TR EIRLE , BROTHAIEE
ECLOUDFORMATION_STACK_l_@ :
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"Type": "CLOUDFORMATION_STACK_1_0"

* Query

rRERELATEEARNKGRERN, E28EF AT TENISONGHN FHERTER

* ResourceTypeFilters

BT RAFEE RRHI NN E e RN RRERE, JUEENTE :

« "AWS::AllSupported" - EEER U TEEERN TR NEAREN TR,

« "AWS::service-id::resource-type - BGES D RIWNEREEICFARIIR , HEX
B :, #lan "AWS: :EC2: :Instance",

e« StackIdentifier

WREEEEFERRIEELHPH AWS CloudFormation % # Amazon &IRZ# (ARN).

FTEIXLJSONTTEEAMA S KJSONLE M BITERFBRRRFER. 0, RiZQueryEBU T RHI
JSONL M a. thZEiH EENTERE TiEE AWS CloudFormation #4%# Amazon S3 248,

"ResourceTypeFilters": [ "AWS::S3::Bucket" ],
"StackIdentifier": "arn:aws:cloudformation:us-
west-2:123456789012:stack/MyCloudFormationStackName/fb@d5000-aba8-00e8-

aa9e-50d5cEXAMPLE"
}

TISONA LR RAUNTEITEZRHSE , HAEQuery TEMNE, HTISONEGHHELMENSISZH
B, H AT HEMEIRANNE| S FZRARERMIFRFRTEY , FERES /N FAIEMERRHT |, 0
TF7R -

"Query":"{\"ResourceTypeFilters\":[\"AWS::S3::Bucket\"],\"StackIdentifier\":
\"arn:aws:cloudformation:us-west-2:123456789012:stack\/MyCloudFormationStackName\/
fb0d5000-aba8-00e8-aa9e-50d5cEXAMPLE\"

REHTENResourceQueryZHERTACLIGHSE , MMTFAIR :

--resource-query '{"Type":"CLOUDFORMATION_STACK_1_0","Query":"{\"ResourceTypeFilters
\":[\"AWS: :S3::Bucket\"],\"StackIdentifier\":\"arn:aws:cloudformation:us-

FIRAEHHRE 33



AWS Resource Groups AriEE

west-2:123456789012:stack\/MyCloudFormationStackName\/fb0d5000-aba8-00e8-
aa9e-50d5cEXAMPLEN"}"

HMEETHENE AN ZA

UTEREUWA T MUHEETHRENERNMERLERIRZTRE.

Console

1.

2
3.
4

8.

&5 AWS Resource Groups ##14.
ESMBERP , BRIBFERA,
EOZETEANATE EMARAT  EREFTHRIALRR,

EDEZHET  EBREGEERRATNERERE, BESAUEETATIE 20 FHRIRE
B, EARESGSD | EEAWS:EC2:Instance AWS::S3::Bucket.

MESEFHT , INEEEFSBIAIRNEY , FEENFFRRHNRETESAEEER
ICH AR, EEREMNIRER |, HiEE Add (R 10) IR Enter. EZRHIF |, fHiEEHF Stage
RERNAR. MEERTEN , E&RE—FHNERNER, EULNETERSEZERM
OR BE/ARNHERFNZME, BEFMESHIRE | HERERI. AR AND ZEFDELS
L LESEENRFRRENMEEERELENEARRBFHERERE,

ME “DARLE T , EF “MRARR , REEKS P EEERSHACEEC2EA|H S3
TFREBRSIR.

REMBNGRRE , RELERGE A,

a. HAFRHAEET, XTEHEBHR , hNENTRABA—NBW,

RFAEHZZAUTE 128 N FH , BRFE. BF. EFF. A N TIL. EHF
BELL AWS T aws FFk, XEEZHREMER, FIRESFEEKF 89 = 51 X8 L0002 1
_EI‘JO

b. (Wk) EARRD , MALKANER,

c. (k) EARLH, RIPEARATRREA (MAEATEPHRARR ) HRLRANE
X o

/

MRITHFUAFENBRARENKR , WARLFEER. ATEEREEED —MrZREU
tI24A , Qit , FSLFEANREPINED —PMRERRMBTEREZNERANAF,

ERmiE , EEGEA,
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AWS CLI & AWS SDKs
EFmZEMAET TAG_FILTERS_1_0 EEMEA,

1. EAWSCLI &iFH , BAUTRE , ARG Enter , NEABH, HR, BRERE, LR
MRESENESRNECHE. ERRZUUEE SNAFH , BFFE, BF. EF/HF. T
&, MRAFSHNZEE, ERZUUEEAPEE 20 MERXE, FRABHEZINEE
128 NZRF , BEFE., BF. EFF. AT TRE. BFTELL AWS 2 aws FFk, XL
EMEMBN., BRABHRELHKS P LT ZHE—,

FEFHAEL— ResourceTypeFilters B, BEREMERRERE | BF
AWS: :Al1Supported #E5 ResourceTypeFilters B,

$ aws resource-groups create-group \

--name resource-group-name \

--resource-query '{"Type":"TAG_FILTERS_1_0","Query":"{\"ResourceTypeFilters
\":[\"resource_typel\",\"resource_type2\"],\"TagFiltexrs\": [{\"Key\":\"Key1\",
\"Values\":[\"Valuei\",\"Value2\"]1}, {\"Key\":\"Key2\" ,\"Values\":[\"Valuel\",
\"Value2\"]}]}"}'

UTasR—1NREl.

$ aws resource-groups create-group \

--name my-resource-group \

--resource-query '{"Type":"TAG_FILTERS_1_0","Query":"{\"ResourceTypeFilters
\":[\"AWS::EC2::Instance\"],\"TagFilters\": [{\"Key\":\"Stage\",\"Values\":
[\"Test\"1}1}"}'

UTHHR—RE , R BEFE XA RAL,

$ aws resource-groups create-group \

--name my-resource-group \

--resource-query '{"Type":"TAG_FILTERS_1_0","Query":"{\"ResourceTypeFilters
\":[\"AWS: :Al1lSupported\"],\"TagFilters\": [{\"Key\":\"Stage\",\"Values\":[\"Test
\"1}1}"}"

2. ENWTHBAEFERELTAR.

- BOIENAENTERMRR,
- BRATOEZEANTRER,

HEETHRENERMEIZA 35
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. SEXBIRE,

B2 EF AWS CloudFormation #Etk B9 BE4A

MUTERHA T NAMNEE T RN ERNER L ER G ZTRA,

Console

1.

2
3.
4

8.

&5 AWS Resource Groups 2 #14.
ESMERY , ERUERIRA,
EOBETERNREAD , EFAXET , &FEE T CloudFormation HEik RV EFLH LR,

EREENEEMAER, REERARAET — Mk, EMEMERIIR | BT HRB AR
Bho MEFIRPERERIIFHVRSHYHA

HEHERFERELSHEATNRFRE, WTHREEL , BREMRNEFEZIFNRIFR
B, BXUNEEATNZIXIEFRRRENESEERE , BRI UERERES —#E AWS

Resource Groups £ #Y &IRKEE,
‘EEFEHEFRLGRE AWS CloudFormation i STt AR AR TR M R RHIR.
REFMENERE , BRELERCIE -4,

a. HAFRMAEET, XTHEHN , hENTRABRA—NER,

/

BRAEMHERZULUITE 128 NFH , EFE, BF. EFHF. AATIL. EHF
BELL AWS T aws FFk, XEEHRIRMER, FIRERFEEMKF B =S 8 Xig 4502
_EI\JO

b, (Tih ) AT , ALHANEE.

c. (W) EARES  FONERTARA (MAEATATHRA AR ) WFERAE
%t
MBIHRAENRAANRR  WARSEHER. BFREREED —MRERY
tRA | Rl , BSAFAREFHED —MrERF NI HHENERANAT,

EXAE  EBURA,

AWS CLI & AWS SDKs

AWS CloudFormation EF AR TR A EIH, CLOUDFORMATION_STACK_1_0
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1. BTUTHT , FEARRK, #R, ERFRAFNTRRENEBRANECEHCHE, HR52T
LEE 512N, 27, BF. BEFN. THL. SRFsSHZER.

MBRIEERFELA | N Resource Groups BE KPP EXIFNRRER, BHZ AL
EEADPITE 20 MRREE, RRAEHEZAUITE 128 N7/ , 3FFE. BF. EF
T, ARMTRL. BFTEELL AWS 5 aws FFk, XEZHETMEN . BRAZFHELHK
P AT — 0,

XERXIHE : stack_identifier 2##HARN , URHIG ST Ro

$ aws resource-groups create-group \
--name group_name \
--description "description" \
--resource-query
'{"Type" :"CLOUDFORMATION_STACK_1_0","Quexry":"{\"StackIdentifier\":
\"stack_identifier\",\"ResourceTypeFilters\":[\"resource_typel\",
\"resource_type2\"1}"}'

UTamR—1REl.

$ aws resource-groups create-group \

--name My-CFN-stack-group \

--description "My first CloudFormation stack-based group" \

--resource-query

'{"Type":"CLOUDFORMATION_STACK_1_0","Quexry":"{\"StackIdentifier\":

\"arn:aws:cloudformation:us-west-2:123456789012:stack\/AlWStestuseraccount\/
fb0d5000-aba8-00e8-aa9e-50d5cEXAMPLE\", \"ResourceTypeFilters\":
[\"AWS::EC2::Instance\",\"AWS::5S3: :Bucket\"]1}"}’'

2. EXGTHEEFEELATAR.

- BOIENAERNTERR,
- BRTORANRFREN,
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B REEE AWS Resource Groups

E 7 Resource Groups PEFHETHRENREAE , B URBENAEMNERANIFE, REBEIR
BERNHIRZN A ESCREAFRMAM R R R, TREEREEA PRI RAISERR. EAHFRM
RBRBERRNRESEZRFEBZRENGE, AF , RIEEHNRREAGESEARTELERE B ZIR
X, BEfBRTEREHFERBMALZNA,

EFEH AWS CloudFormation E F#igEIFEA , ATLLUARHMHR, SETAEHR P RNEE
BREMAZANRRXRE, EFICERPATANETR , BEFMATOIE#RHN AWS CloudFormation
Bk , REEPEHHL AWS CloudFormation. BXMEE#H AWS CloudFormation #kHEZ{E
B, B2 (AWS CloudFormation FAF 1) FHIAWS CloudFormation i E#.

£ AWS CLI, B L AR S EMEA,
« update-group , ATEMANER,
« update-group-query , ATEHATHEANK R BRN T RERNFIFL,

EEEAH | BTEFET AWS CloudFormation R WAE RN ETHRINERA , R2HAR, B
2, Bu L EREIR4A ( Resource Groups ) R EIX — =RAPI , ‘2$EF7E AWS CLl,

EHETHRENERA
UTEERQEZERNAEHRETHRENERA,
Console

AU EEAPERAAMETHRRRESINEUAETHMETIRENE, BEFJLUMNRERANHE

o

1. &3 AWS Resource Groups 2#|& .
2. ESMBERPHRENEFRATH , ERZEANEN , AREEREE.

(® Note
FARENECHENERRA, FIEENERENERANKFIENR. WRFEET
RIBBBFIKFHEAMAERRTE AWS License Managerf8lEH, BEXEZELR | &
2% License Manager Al 18R F K AWS License Manager B 41L& R4 o
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3.

EREBATHENPASZHET , ANBBREREXE, EEZALUEESHTEE 20 FFRFER
B, ERRBRERIE BFEZEREBENFE LER X, EREFHRFRUEEE NS0
EAMRRRR. ERELGT , RIFERFZEAWS::RDS: DBInstance R MEIEHF,

MESEFHT , REFERBHE. BZRAIG , HWIEES Stage FRER A Test
REENER, MEERIEN  E2R-—SHPIERNER. ERRRE | FEERE Lk
£ X

RHMESS , U RBAER, EelBARE K B ERBANEN.

( Ak ) HARZF , BRI BBRFL., ANRIREXBTRANTBE, BTN
BMARR,. BEEIARFANEREENTR , BEDAFRS TREIRE.

MR RFHAENBRRANRKR , WAREFERTR, Z6EA  LAZLEERSR,
b, FELEARTPHIUTHREINRAAFHERNED —MrLHE,

IEEMRATRURRENKS P EEERSERACENEC2XKA|, S3 FM##EM Amazon
RDS BIEEXFINEMFIR, MREFIRPEFIFTFENAR , FHREAEDAFMPEE
HYPREFRIE T R

Exma , BRREFEER.

AWS CLI & AWS SDKs

EH AWSCLI , BAIEARNTRING S ETHANETOHAEHFRRANER, TREEEIE
HMNEH. T AWSCLI , BRI LUNETIRZEMNAEHRNET CloudFormation HiRHIE | K2 TR

;\!\;O

1.

MRETEERANER , FRCSHRIRAEIT —F, £ AWSCLI 2FEF , BAUTH
&, REE Enter , HHABMNERNERR N B SHE.

$ aws resource-groups update-group \
--group-name resource-group-name \
--description "description_text"

UTam_—1NREl.

$ aws resource-groups update-group \

--group-name my-resource-group \

--description "EC2 instances, S3 buckets, and RDS DBs that we are using for
the test stage."
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ZmToRE—/NTE, EMNEAHKR,

2. EEHMANERANRE  FRAUTH T, FEARH, BRXE, FEIRENRSEBRRNER
CH{E, REHE Enter, BRZSATUEERAPIE 20 HHEIFRRE,

$ aws resource-groups update-group-query \

--group-name resource-group-name \

--resource-query '{"Type":"TAG_FILTERS_1_0","Query":"{\"ResourceTypeFilters
\":[\"resource_typel\" ,\"resource_type2\"],\"TagFilters\": [{\"Key\":\"Key1\",
\"Values\":[\"Valuel\",\"Value2\"1}, {\"Key\":\"Key2\",\"Values\":[\"Valuel\",
\"Value2\"]}]}"}'

LT asR—1NR6l.

$ aws resource-groups update-group-query \

--group-name my-resource-group \

--resource-query '{"Type":"TAG_FILTERS_1_0","Query":"{\"ResourceTypeFilters
\":[\"AWS::EC2::Instance\",\"AWS: :S3: :Bucket\",\"AWS: :RDS: :DBInstance\"],
\"TagFiltexrs\": [{\"Key\":\"Stage\",\"Values\":[\"Test\"]1}1}"}"'

ZHTAREEEMNERENLR.,

FHETF AWS CloudFormation #t#k I EE4H

TR mER R ER CloudFormation EFHERAILH,

Console

BTTEE PN AWS CloudFormation E T HRWAERXNETFTHEMNA, AWS Management
ConsolefBER , B UERZAFMETHMHEK b UERESTEEADAHERBTRER, £1ET
LU sl B8 S 4H Y #E R

1. &3 AWS Resource Groups &l A

2. HESMERFHNERENFERATE  ERZEANER , AEEREE,

FE#HHET AWS CloudFormation 4% Y Bf4A 40


https://console.aws.amazon.com/resource-groups
https://console.aws.amazon.com/resource-groups/groups
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3.
® Note
BREEHFECHANERA, FFIEEYERSNERANKFFIEN, KFPFAEET
RIEBEZIKFHEMAERRTE AWS License ManagerF8l2ZH ., BEXEZER | &
2 A License Manager Fi P8R #9 AWS License Manager/ B9 = #1748 R 4H o

4, HEHREEBHTEHEN2ERET  EERAFMETH#K |, A TRIIRFIEF ZHER, R6E
FRRAET— Nk, EMEHEKRIIK  BARBAMKNEN,. REJIRPEREEX
BFRRSHHER, BXAZFNRSYER , BSRAEETNETCRZETERNEH AWS
Resource Groups.

5 NMEBIBRERER, NETHIRPETRHERTFVATARERE, RMAENFEZIIENR
FEE, BRZUAUEEAPEE 20 MRREH, ERBRETRER  FEZRREENFE
FiEE X, BXAULBEREEATPNZIIHFRRELENESER , FRAUUSKHEERESE &
AWS Resource Groups 1 & RFER,

6. BT ARRUKZE AWS CloudFormation Ht% A1 5 AT ik 4 R3S BUAR ITEL Y B IR 5 Ko

7. EEHMEES , BULREBAER, ERIBEAR , BLEREAN A,

8. HEAREF , FMIMBRHFE, AFERAXRRANTEE. ENT2¥BRARER. EE
XRFEANEREREN TR , FEDARFFREIRE.

MRTXFBHAFENRRANKR , NWARLEERR, BOIRE , #AEDEERLR. &
I, FESEARIEPHIUTREINRAAFHNERNNED —MrER,

9. HEEHE 6 EERERFER.

AWS CLI & AWS SDKs

AR AWSCLI, B AEARN RN G EFFHEANETOAEFTTRANER, TrEmBEINE
HAMEH. T AWSCLI, BALUNETRZEMNAEHRNET CloudFormation HiRHIE | K2 IR
Ao

1. WREFVEXRANHER , BRIUSRARKIT —F, STUTHT , FEABHNELENE
BN EHCHE,

$ aws resource-groups update-group \
--group-name "resource-group-name'" \
--description "description_text"

UTamR—NREl.

FE#HHET AWS CloudFormation 4% Y Bf4A 41


https://docs.aws.amazon.com/license-manager/latest/userguide/host-resource-groups.html
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$ aws resource-groups update-group \

--group-name "My-CFN-stack-group" \

--description "EC2 instances, S3 buckets, and RDS DBs that we are using for
the test stage."

ZTRIRE -, EHMAVAREIR.

2. EEHMANERNRE  BETUTHT. FEARH, HERMAFNTRRENERRNER
CHE. ERMEREE  FEGTPRETENRFRRESIR , MARMURERFINAY R IFSE
B, ERZUNEEAPITE 20 HEFRRE,

XEXIEE : stack_identifier B#KRARN |, MRBIG TR

$ aws resource-groups update-group-query \
--group-name resource-group-name \
--description "description" \
--resource-query
'{"Type":"CLOUDFORMATION_STACK_1_0","Query":"{\"StackIdentifier\":
\"stack_identifier\",\"ResourceTypeFilters\":[\"resource_typel\",
\"resource_type2\"1}"}'

UTamR—NREl.

$ aws resource-groups update-group-query \

--group-name "my-resource-group" \

--description "Updated CloudFormation stack-based group" \

--resource-query

'{"Type":"CLOUDFORMATION_STACK_1_0","Query":"{\"StackIdentifier\":

\"arn:aws:cloudformation:us-west-2:810000000000:stack\/AWStestuseraccount
\/fb0d5000-aba8-00e8-aa9e-50d5cEXAMPLE\",\"ResourceTypeFilters\":
[\"AWS::EC2::Instance\",\"AWS::S3: :Bucket\"]1}"}"'

Zi T RBREEEHMNERENER,

FE#HHET AWS CloudFormation 4% Y Bf4A 42



AWS Resource Groups AriEE

HEREARSEN BEREARENER

A AWS Resource Groups FRBHALKAS , BANKMXLEADREEENSHEENTHNE
Ho FBAIAKBIEREZHIWEAN , LEREXBERMRENES. Hli0 , BaAERBEEAR R BIE
REFRMNREN B, S LUERRNTAR RN R ENEHRKAL Lambda WK , ZERBEARE
FREEFEHR , LARFTNARRAFTFEALRENEAMEER, K Lambda BB AT AT K 88
BXEERMNEFTARRRMITESINKIERE, RBRAKAMSBNEHFTEESAE Lambda B |, %
HBITERAHLENSTE | 50 RN TR,

BEANRBAFESHAEWARSEG , BRI LAY Amazon BIREXBFHTENSEH , EventBridge
HHHRMLFIEE EventBridge X BRERS. AT, BALUNXLERBFRRFEEN B RITHR
PR EMERE, XEBRSERT AWS RS, FI0L S E R BARS (LS#SNS), T o##EE
BAFIBRSS (TS #SQS) M AWS Lambda, f&BI Lambda 2R HRSS |, B B4 LAt & B RBIRIT
FIERENRREMR, BXETWIUEMMN AWS R FI&K EventBridge , HZH (L5 # EventBridge
AFPiEmE) PRI S EventBridge B #%.

FEBALmEAREHR |, AWS Resource Groups £8I|ZLLTIE :

« —> AWS Identity and Access Management (IAM) fRESHEXAE , ENEERZNE RIS ERE
ek , #ENKE AWS CloudFormation % 5 %8R B E A BB 2

- Resource Groups ¥£%& EventBridge M , A FHIRE RN EUIRE S H% B R FHE R
EventBridge SERA MM XL ERBHEIRA. AT , Resource Groups 4K ERIEN KA BHK
= , EventBridge &1 B E X H ML,

RS} Bx A€ R BEH Resource Groups BRF1#EE, BX Resource Groups J1 L IhEEE A BV BRS R Bx A
BHEZEE , H2 5 7 Resource Groups A RSHEXAE,

FRLIhEEE , HEMNTRAHITUTEMEXRE , Resource Groups £4EK—NEH -

- BIEFRIRE,

- BENENETEANEREARZRERNEN,

- EFBRSXABRARANEE,

- EHRFEANHER,

o MBRBIREA,

- BEEBFRAPRMBBREFREXTRANK R R, SFRZE R AWS CloudFormation H
KRERETR , BARERERARIREE,

43


https://docs.aws.amazon.com/eventbridge/latest/userguide/eventbridge-targets.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eventbridge-targets.html
https://docs.aws.amazon.com/ARG/latest/APIReference/about-slg.html
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/A Important

s ERINZWAMMNEASH , BRI Resource Groups Hl EventBridge, & A
REZEINFHITENR , ERELENAMNRSHITERZH , FTFEMAHFAS4LRHE
EventBridge B #Ro

s RERANERTSENMMEFREAXSNEARENESR, EREFANTEERERS
#, BAERBEAaws . tagiRM A2 XKIREM EventBridge aws . resource-groupsHl,
BXREZER , S Amazon EventBridge A IEEFHAWS BREIF ST FE4,

£}

« 7£ Resource Groups B F BHEmBEPEH

- SIEATHREFALE M AHSHN KA BAR EventBridge FN
- XAEWEREH

 Resource Groups 4 n F =4IV S FEE

£ Resource Groups A BAEmAHEH

ERREXRARAEHANEUNNEL , W EAEGAPEH LIZWEH., RS , Resource Groups
SRMEEREHNEAN T S EventBridgeV EVEE ., £ EventBridge , A LAERRTE
EventBridge BRZS H & X BRIP4 E H XEIT3,.

® BR/NMIR
BEEFFEHAEGEARES AWS K/ |, BATAEBFLLTXPRE AWS Identity and Access
Management (IAM) ZEA B HE :

* resource-groups:UpdateAccountSettings
* iam:CreateServicelinkedRole

* events:PutRule

* events:PutTargets

* events:DescribeRule

* events:ListTargetsByRule
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https://docs.aws.amazon.com/eventbridge/latest/userguide/event-types.html#tag-event-types
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* cloudformation:DescribeStacks
* cloudformation:ListStackResources

* tag:GetResources

UBRNEPITFHALE R ABHEHrT AWS K , Resource Groups £BIE—1%
JIAWSServiceRoleForResourceGroupsfRESHEX AR, LIEEBBENRFEA Resource Groups
& EventBridge M|, ZH N <4512 M N2 B BRI FRZ AR &K - 8 AWS CloudFormation 3
KREABEMENR, RS , Resource Groups X L& & e & 4 EIL 5 #h A BRI E 4 .4 EventBridge,
ZHRSE LB E NI EventBridge FEE#MMIManaged.ResourceGroups.TagChangeEvents,
LEH RS R FIR L E R IFEME R, X# |, Resource Groups MiAIAER B R IEZWR R AIEE
# , EventBridge &M B EXHANALLE, RfE , B8 EventBridge MM & LUE @ # N K & & B A5 %

Y38 N SR e L B4

BZXESRE , ERXESHNANNZLE/LTHETTREREN].

di

PRA] LAE A SR AE AR B AWS Management Console SiE#F —/ SDK APl v SR B BAE T A
E%, AWSCL

(® Note
MREHRBFARTAIS , WREFBEAEDAREL. AXESEFEE  FEEEERSE

AWS Management Console
£ Resource Groups 2 #| &R BHEmEAREN

1. % Resource Groups #Z#| AT RENH.
2. HEAEGRAPSEHNI P, ERBHAEXAZILHITX.
3. EWIAXEAES , ERFEBH.

PEEFXETRBHMETE.

Bt , ZEENE—BI TR, FEBHELG , BELUE Amazon F8IZE#H N EventBridge , #
REMHFHREEHENE AWS RS #ITLAE,

FRAEREABEEMS 45


https://console.aws.amazon.com/events/home#/eventbus/default/rules/Managed.ResourceGroups.TagChangeEvents
https://docs.aws.amazon.com/servicequotas/latest/userguide/gs-request-quota
https://docs.aws.amazon.com/servicequotas/latest/userguide/gs-request-quota
https://console.aws.amazon.com/resource-groups/groups/settings
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AWS CLI
£/ AWS CLI 5% AWS SDK FFR B £ mARSH

LA 7R BIE R 04 B £ Resourc AWS CLI e Groups R BBA L EAHEHN, MATERSE
HESHEPTS , AR, #HERZINEEN S FRSFMATERS.

$ aws resource-groups update-account-settings \
--group-lifecycle-events-desired-status ACTIVE

{

"AccountSettings": {
"GroupLifecycleEventsDesiredStatus": "ACTIVE",
"GroupLifecycleEventsStatus": "IN_PROGRESS"

}

}

BRLBEEITU T OGS REBNZDEETE. SR MEFRETSERNERN , REMNET
FXo

$ aws resource-groups get-account-settings

{

"AccountSettings": {
"GroupLifecycleEventsDesiredStatus": "ACTIVE",
"GroupLifecycleEventsStatus": "ACTIVE"

}

}

BXREZEE , FSAUTHAR

« AWS CLI — aw s & R4 update-account-settingsHl aws & R4 get-account-settings

« APl — UpdateAccountSettings A K GetAccountSettings

IR THREEEGEARSHNRMBERR EventBridge AN

BRI ER N ERATEHAETRABEN |, FEH L MAWS Resource GroupsZ| Amazon
EventBridge, A5 , BRI X B4 ZIX A H i A T3 — D40 3 R A 20 RX L EHAWS R
% EventBridge#M N,

tIEAEmERE4FMN 46


https://docs.aws.amazon.com/cli/latest/reference/resource-groups/update-account-settings.html
https://docs.aws.amazon.com/cli/latest/reference/resource-groups/get-account-settings.html
https://docs.aws.amazon.com/ARG/latest/APIReference/API_UpdateAccountSettings.html
https://docs.aws.amazon.com/ARG/latest/APIReference/API_GetAccountSettings.html
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AWS CLI

HEH 2R T EventBridge IREMFH IR ELEFAE B HRRSHANMIEFTER L3449 CLI

LA
mT -

1. 812 EventBridge MM AR EMNEH
2. G a] AR BB E A B #5B inE) EventBridge NI

S 1 IEHIREHH EventBridge AN

LARAWS ClLiput-rule RIS 812 T — EventBridge MM , AT HIRFTE Resource
Groups £ AHEHFE R,

$ aws events put-rule \
--name "CatchAllResourceGroupEvents" \
--event-pattern '{"source":["aws.resource-groups"]}'

{
"RuleArn": "arn:aws:events:us-east-1:123456789012:rule/

CatchAllResourceGroupEvents"

}

wHEEFMNE Amazon FHREZF (ARN) .

(® Note
RFEEFEANRERSEHN Shell , BESIAFRENSHBEEEFTANEIAAN, XNTF
ZAIEEH MR , 4B R T Linux BASH Shell EiZ21THIM S . BX N EMIRER
4 (Bl Windows iR RRTH ) BRILHFEBRAXNSI SN FHENEA , 55 AWS
Command Line Interface AR ERMPWEFHFEREASI S,
BESHFRAREHHEREESR  EZINAXHFTNSHEMFTREEERSITHFEA
SRELERS , HEFTRZHE,

UTEHENREARFINNEREEAMKRE. HHE ARNFRANSEN, EEFEAR -8
Y JSON & | HEMKRIT. EFFE LAY JSON ZRF &R , HAEMERES, LUK
NFFEFHEEXHT.

HEHFEN JSON ZREFEEXHF. ETENRBRES , XHFH

eventpattern.txt,

tIEAEmERE4FMN 47


https://docs.aws.amazon.com/cli/latest/reference/events/put-rule.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-parameters-quoting-strings.html#cli-usage-parameters-quoting-strings-containing
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-parameters-file.html
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{
"source": [ "aws.resource-groups" ],
"detail": {
"group": {
"arn": [ "my-resource-group-arn" ]
}
}
}

RE , REUToSROEAN , HEMNXHPRREELEHEN,

$ aws events put-rule \
--name "CatchResourceGroupEventsForMyGroup" \
--event-pattern file://eventpattern.txt

{
"RuleArn": "arn:aws:events:us-east-1:123456789012:rule/
CatchResourceGroupEventsForMyGroup"

}

ERHREMER W Resource Groups B |, 5 --event-pattern FHFREFRN T EHH
9 EventBridge HE X EHEXTH o5 ERATFIEFRMG

SR 2 [ LA EEHH B FRMnE EventBridge FMI

Ui  LELEERRBMNBEAHMAN , TSN — RSN BERRTE4RTEMRE L
H,

LLR AWS CLI put-targets a8 s &N my-sns-topic B9 Amazon Simple Notification
Service ( Amazon SNS ) £k iNEIFHRREIFRIZAMN, HMAFIEENHREFE XA,
ZEBHNRBITHEHSWEIEA,

$ aws events put-targets \
--rule CatchResourceGroupEventsForMyGroup \
--targets Id=1,Arn=arn:aws:sns:us-east-1:123456789012:my-sns-topic

"FailedEntryCount": 0,
"FailedEntries": []

bEt  EASHAN PN EHAERECENAERRETEIRETEREN — IS NERF, L
IR , MR BEFRR Amazon SNS £/ , MZEBWFAEITRAEHLKE —RBEZEHHHE
B, il Resource Groups iunﬂﬂﬂgﬁ:ﬁﬁ EHAIEE PATIR

tIEAEmERE4FMN 48
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BXREZER , FSAUTHAR

« AWS CLI - aws events put-rule # aws events put-targets

« APl — PutRule A% PutTargets

IRMUEREEAL RSB

BUERABENEHERGEAN  ZEXNEREBNBNES, BXNMNEABENEHERTHT
‘EABHNZRIFE |, 558 (ILE# EventBridge AF1ER) 1 # Amazon EventBridge ZE4,

Flan | BRIZEBERN A B REIEFHEIRLAM Resource Groups BAl, BRI LAERAKLUTFUT R
Bl B ENSBHER,

{
"source": [ "aws.resource-groups" ],
"detail-type": [ "ResourceGroups Group State Change" ],
"detail": {
"state-change": "create"
}
}

ZREFGRBREEEFRTEERHRENSH. EXAHELENFERNTEIXK , B5H
Resource Groups 4w EAHIEHNEWEZE

XAHELEmEREHN

AT LAS< PR 4R 4 an A HASE 4 BARH I AWS Resource Groups 6] Amazon EventBridge & HE 4, AEN
AR A R TR ILIRYE : FH AWS Management Console & @3 #H AWS CLI siE A —4 SDK
API,

(® Note

RIFAE R AEHLMBER Resource Groups ¥£& EventBridge I |, Z#N A FH#EE R
¥rZEH AWS CloudFormation & 2B H E k. Resource Groups ToiEBfIX LT HEEL
EventBridge. &7 EventBridge & X E{TE IR Resource Groups EH4HMN & 215 1E 1
WELNENEHR, IREITERRBRATBHEEGRABRES , NTUZHEHAN, MRETR
HEBRERXLERN , WUBREN. BXEZER , 55 Amazon EventBridge A
BRI SMBR EventBridge N

ENHERFEAE R AREMEENAN 49
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https://docs.aws.amazon.com/eventbridge/latest/APIReference/API_PutRule.html
https://docs.aws.amazon.com/eventbridge/latest/APIReference/API_PutTargets.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eventbridge-and-event-patterns.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/delete-or-disable-rule.html
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KA EFAPEHT2BRESXBKAR, MREFELA IAM , AT LAF 3l Br AR 55 < Bk
A, MREHEFEFBXFARAEWEAREYS, , MIRSKEKABTEFE , Resource Groups
LBEFEFMURZAE,

® BR/NMIER
EE Y AWS IKF AXAAETRAPEY , BHLTELEFUTRA AWS Identity and
Access Management ( IAM ) £S5 & :

* resource-groups:UpdateAccountSettings
* events:DeleteRule

* events:RemoveTargets

* events:DescribeRule

* events:ListTargetsByRule

AWS Management Console
XK@ EventBridge &KIEM A 4w B IS HE A

1. 7£ Resource Groups 2 #| &P ITFF X E R H,
2. EHEGEARE4EHsR , ERBHNEFBEZLNFTX,
3. EWAXEES , EFEXRABH,

MEREEF X BHBHMEXRA,
BtEt , Resource Groups T HI[a EventBridge W ERIASEH L& ZXEH |, H BEFHE K EMHN AR

THEREWELENEBASEMH, S0 BURERRIBRX LA N L5 BRE =,
AWS CL

X[ EventBridge ZxH A4 AHAEHEA
AR R B an{a 5 Ff AWS CLI k5%l Resource Groups BV £ an B B E 4,

$ aws resource-groups update-account-settings \
----group-lifecycle-events-desired-status INACTIVE
{

*MAEmEREMSF 50


https://console.aws.amazon.com/resource-groups/groups/settings
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"AccountSettings": {
"GroupLifecycleEventsDesiredStatus": "INACTIVE",
"GroupLifecycleEventsStatus": "INACTIVE"

BXEZEERE , BSAUTHRIR

« AWS CLI - aws resource-groups update-account-settings # aws resource-groups get-account-

settings
+ API - UpdateAccountSettings # GetAccountSettings

Resource Groups 4 i A Hi =BV &SI FE %

FH
« detail FERHEH
+ REIRAHIE EventBridge B E X E#4#E X R4

4w AR EMH AWS Resource Groups KAJSONNRFHAEMER , —BERAT,

"version": "Q",

"id": "08f00e24-2e30-ec44-b824-8acddflac868",

"detail-type": "ResourceGroups Group ... Change",

"source": "aws.resource-groups",

"account": "123456789012",

"time": "2020-09-29T09:59:017",

"region": "us-east-1",

"resources": [
"arn:aws:resource-groups:us-east-1:123456789012:group/MyGroupName"

1,

"detail": {

BXFIEL % EventBridge EHHNBRFERNWIFAEE , HSR (L% EventBridge FAAFIERE) &
HYIL 5% EventBridge =, T&R1%H T4 ET Resource Groups HIIF41E B

EHHERARE =


https://docs.aws.amazon.com/cli/latest/reference/resource-groups/update-account-settings.html
https://docs.aws.amazon.com/cli/latest/reference/resource-groups/get-account-settings.html
https://docs.aws.amazon.com/cli/latest/reference/resource-groups/get-account-settings.html
https://docs.aws.amazon.com/ARG/latest/APIReference/API_UpdateAccountSettings.html
https://docs.aws.amazon.com/ARG/latest/APIReference/API_GetAccountSettings.html
https://json.org
https://docs.aws.amazon.com/eventbridge/latest/userguide/aws-events.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/aws-events.html
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FEREWR - %it R
detail-type String 51 F Resource Groups , detail-type FERIL
=UTEZ—:
* ResourceGroups Group State Change -
RIABEARSREBMENER,
* ResourceGroups Group Membership
Change - RREFA K B BIEHNE R,
source String ¥ F Resource Groups , LL{EIEL A "aws.reso
urce-groups" o
resources —4 Amazon BREHN HFRALKSSMEANEAHNEFAHEN Amazon &R
(ARNS) £ (ARN).
WRER , WFBET A SIERINEZARNSEH M
ZHEPBBRIFIBERIR.
detail JSONX R F R XREHNEMNE ., detail FENABRE
detail-type MEMZE. EXEZELRE , BES
Jll_l.:—F_:.ﬁo

detail FEHEH
detail FEAEHEXEETUMFHE Resource Groups FRSHSERAES. RIEL—T RN
detail FEE , % detail-type FRTURAAMHRZ — , MERTEULRRAREL,

/A Important

XEEHPHRRABAARNMEZZH "unique-id" FRAHAEFRHRIRUUID, B FUUID
FERRBEARRN -2 , TAUAX S EMBRAEANUAEERAEEEMRIENS —NE, BIE
WEHARNMME— ID WRBANEFPEXEEARENBFANER,

PARSE R

"detail-type": "ResourceGroups Group State Change"

detail FERHEW 52


https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://wikipedia.org/wiki/Universally_unique_identifier
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It detail-type ERTAXRFHNRS (SEERHBE ) EEXR. WERREELNE. EHMIMBIRA
Bt , @ detail A HY "change" FEFIRo

IEEL detail-type BY , details PP BENEEBRETRIPHRNFER,

FEREWR EKH HiR
event-seq Double —NRFBRENRT , ATEEREHNSHIN
uence FFo HEMBRZAHGES - MREENAR , ZB
FoEE,
group GroupJSONZI & EEMHARN, BHAME— ID EEHXBRABFFAX
Ko
state-cha String RENRSERRE, AJURUATEE :
nge
* create
* update
* delete
old-state GroupState JSONX  EHETHWARS. ZNRNITESEEXNELEN
R =
new-state GroupState JSONX  EHEMNERS. ZNRNETEECEXNEMN
i =B

ZgroupJSONNRIE TR HEIRHI T,

FEREWN il R

arn String ZARNAR

name String HWEF BT

unique-id GUID —/NE—GUIDE , ATX 2 EMBREFA N FRE

AMEEABHRMARNGZN S —MEH, ERBFE
AiXEeEHR , EEAARNMILERN SBRERZA
E’QIIE—’{EO

detail FERINEN 53
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3]

XLGroupStateJSONNRBE TRHP IR THE,

FEREWN EFil iR

description String RBRANEFREHER,

resource- ResourceQ EMEARRAMNERANISONRRIER. FERIR

query uery JSONX R EATETERANA, FBEMNEEHResourceQ
uery APIBIEREE L, SIEMENEHROITS
BT XFEBRG,

group-con Configura ERFIKAXKNEESHBNISONRRER. &

figuration tion JSONXY XEZEER |, 85 (AWS Resource Groups API

ZERKA) PNRFRARSEE.

LTEMNMBREIEET S state-change REH detail AR,
e e

"state-change": "create"

ZEARTITACOE, ZEHESAERRRENFIEATHERYE. RIFANZE , BNEHZ

REERE—ITHZMAARREN. ERZENEBETRERESHFIEXH,

AT RAIEHRTEN my-service-group WHFTERFAH., EHREF , ZAEAETHRENE
W, ZERANEE BB ZIFE "project"="my-service"W I L 58 %t E = (AmazonEC2) 3£
il

"version": "Q",
"id": "08f00e24-2e30-ec4t4-b824-8acddflac868",
"detail-type": "ResourceGroups Group State Change",
"source": "aws.resource-groups",
"account": "123456789012",
"time": "2020-09-29T09:59:01z",
"region": "us-east-1",
"resources": [
"arn:aws:resource-groups:us-east-1:123456789012:group/my-service-group"
1,
"detail": {
"event-sequence": 1.0,

detail FERHEW
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"state-change": "create",
"group": {
"arn": "arn:aws:resource-groups:us-east-1:123456789012:group/my-service-
group",
"name": "my-service-group",
"unique-id": "3dd07ab7-3228-4410-8cdc-6c4aldfcceea"
1,
"new-state": {
"resource-query": {
"type": "TAG_FILTERS_1_0",
"query": "{
\"ResourceTypeFilters\": [\"AWS::EC2::Instance\"],
\"TagFilters\": [{\"Key\":\"project\", \"Values\":[\"my-service\"}]
}Il
}
}
}
}
B

"state-change": "update"

ZEARTAFACEREM AN BHR. ZBEHNTENLEIRSESNELE. REXNBEEFSERE
EHIEXH,

LT RBIBHRE , E—NREVTRAPETIHRENERERE RN EZEAP EEE Amazon EC2
BHEIR-

"version": "Q",

"id": "08f00e24-2e30-ec44-b824-8acddflac868",

"detail-type": "ResourceGroups Group State Change",

"source": "aws.resource-groups",

"account": "123456789012",

"time": "2020-09-29T09:59:017",

"region": "us-east-1",

"resources": [
"arn:aws:resource-groups:us-east-1:123456789012:group/my-service-group"

15

"detail": {
"event-sequence": 3.0,
"state-change": "update",

detail FERHEW 55
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"group": {
"arn": "arn:aws:resource-groups:us-east-1:123456789012:group/my-service-
group",
"name": "my-service",

"unique-id": "3dd07ab7-3228-4410-8cdc-6c4al@fcceea"
.
"new-state": {
"resource-query": {
"type": "TAG_FILTERS_1_0",
"query": "{
\"ResourceTypeFilters\": [\"AWS::EC2::Instance\",
\"AWS::EC2::Volume\"],
\"TagFilters\": [{\"Key\":\"project\", \"Values\":[\"my-service\"}]
}Il

1,
"old-state": {

"resource-query": {
"type": "TAG_FILTERS_1_0",
"query": "{
\"ResourceTypeFilters\": [\"AWS::EC2::Instance\"],
\"TagFilters\": [{\"Key\":\"Project\", \"Values\":[\"my-service\"}]
3"

bl B
"state-change": "delete"

ZEHARTNEACHEBIBR. BRTARRI , FAGRFRTEIEXTEHNTEIE, Z event-
sequence FRFELBEHZEFEE , RAREEN , R arn M unique-id WE&FE—1MEH.

"version": "Q",

"id": "08f00e24-2e30-ec44-b824-8acddflac868",
"detail-type": "ResourceGroups Group State Change",
"source": "aws.resource-groups",

"account": "123456789012",

"time": "2020-09-29T09:59:01Z7",

"region": "us-east-1",

detail FERHEW
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"resources": [
"arn:aws:resource-groups:us-east-1:123456789012:group/my-service"

1,
"detail": {
"event-sequence": 4.0,
"state-change": "delete",
"group": {
"arn": "arn:aws:resource-groups:us-east-1:123456789012:group/my-service",
"name": "my-service",
"unique-id": "3dd07ab7-3228-4410-8cdc-6c4al@fcceea"
}
}
}
N R TIRER
"detail-type": "ResourceGroups Group Membership Change"

It detail-type BERRFZAMNK A BEREBIZARNNERINATBREFERMENR, EEdetail -
typelt FEJE , firesourcesFEFARNBIERN A & 1% 2 B HARNSHIFFLA AR @) 1% 4H iR insk
BRI B R IRo

IEEL detail-type B , details PP BENEEBRETRIPHRNFE,

FERAM E¥ii] iR

event-seq Double —NERBEENRT  KRIEEEANSEHINF. 5

uence AR EEM — ID Edkpt , ZBFELEE,

group GroupJSONXY & B EANFAXNRARN, BFFE— ID RIMRE
EHRBIBEAT R,

resources ResourceC ARG REEE R RIREA,

hange JSONX{HREA -
It ResourceChange XNREBE/BNERBRHNUTF

B :

« membership-change - iZEXN "add" =&
"remove',

« arn— BRI ERARNI BRI,

detail FERHEW 57
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FEREWN i) iR
« resource-type - RMBPBERABIRFEE,

TR ROIHEA T HBERAREEXRENEHRNR, RGEREEDARRN—NRER , LEM
ZAPBER—NRIR.

"version": "Q",

"id": "08f00e24-2e30-ec4t4-b824-8acddflac868",

"detail-type": "ResourceGroups Group Membership Change",

"source": "aws.resource-groups",

"account": "123456789012",

"time": "2020-09-29T09:59:01z",

"region": "us-east-1",

"resources": [
"arn:aws:resource-groups:us-east-1:123456789012:group/my-service",
"arn:aws:ec2:us-east-1:123456789012:instance/i-abcd1111",
"arn:aws:ec2:us-east-1:123456789012:instance/i-efef2222"

1,

"detail": {

"event-sequence": 2.0,
"group": {
"arn": "arn:aws:resource-groups:us-east-1:123456789012:group/my-service",
"name": "my-service",
"unique-id": "3dd07ab7-3228-4410-8cdc-6c4al@fcceea"
b,
"resources": [
{
"membership-change": "add",
arn": "arn:aws:ec2:us-east-1:123456789012:instance/i-abcd1111",
"resource-type": "AWS::EC2::Instance"

"membership-change": "remove",
"arn": "arn:aws:ec2:us-east-1:123456789012:instance/i-efef2222",
"resource-type": "AWS::EC2::Instance"

detail FEM4E 58
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T EABHIE EventBridge B E X BHE R

AR =4l EventBridge B E X E4#E X &% H Resource Groups £ EH , NERENEFEEH
M B FRRBHEH,

EUTRERGHR , IRFERENHSLRTR , BE RSN user input placeholder RAYRBCH

1% =]
[= R Ye)

T8 Resource Groups =4

"source": [ "aws.resource-groups" ]

PRB AR RAEEREHF

UTRBROERTARAERSER.

"source": [ "aws.resource-groups" ],
"detail-type": [ "ResourceGroups Group State Change " ]

UTRBREERTAREARRRBENR,

{
"source": [ "aws.resource-groups" ],
"detail-type": [ "ResourceGroups Group Membership Change" ]
}
BEANSEH
{
"source": [ "aws.resource-groups" ],
"detail": {
"group": {
"arn": [ "my-group-arn" ]
}
}
}
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FIEA AR T N EEANER. UTROBITHEBENRE , HEESHRZARS —MEANK
AR H E R

{
"source": [ "aws.resource-groups" ],
"resources": [ "my-group-arn" ]
}
BERRNSEH

B RETF IR B E AR R BRI AR R R E RSB,

{
"source": [ "aws.resource-groups" ],
"detail-type": [ "ResourceGroups Group Membership Change " 1],
"resources": [ "arn:aws:ec2:us-east-1:123456789012:instance/i-b188560f" ]
}

BERBRENSEH
&R LAfE A BT R IEECARNS R CEL 435 E FIR R B S 4

{
"source": [ "aws.resource-groups" ],
"resources": [
{ "prefix": "arn:aws:ec2:us-east-1:123456789012:1instance" }
]
}

HE , BRI LUBEEA resource-type FRIRAFREABHITE , MM aJ AE S CE 2N KE,
SENRETE , AT RANEREARAREEXEH , RIARDEXEHN detail FEH

AEEFE resources,

{

"source": [ "aws.resource-groups" ],

"detail": {

"resources": {
"resource-type": [ "AWS::EC2::Instance", "AWS::EC2::Volume" ]
}

}

}

BEXEAHEX R 60
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FBERRBREMH

{
"source": [ "aws.resource-groups" ],
"detail-type": [ "ResourceGroups Group Membership Change" ],
"detail": {
"resources": {
"membership-change": [ "remove" ]
}
}
}

BERRNTERFRBREN

{

"source": [ "aws.resource-groups" ],

"detail-type": [ "ResourceGroups Group Membership Change" 1],

"detail": {

"resources": {
"membership-change": [ "remove" ],
"arn": [ "arn:aws:ec2:us-east-1:123456789012:instance/i-b188560f" ]
}
}
}

BRREFEAERTE - N REPFEHANTIH resources BAEHRTHREHR IR, XERNTAR
resources TEANHRRAERAMMBLAPNER , HEAZEHNMALSEE, BaFR , LTRK
BRETESIREEZNESH, B , FEAL—NROIFERNIEZE,

{

"source": [ "aws.resource-groups" ],

"detail-type": [ "ResourceGroups Group Membership Change" ],

"resources": [ "arn:aws:ec2:us-east-1:123456789012:instance/i-b188560f" ],

"detail": {

"resources": {
"membership-change": [ "remove" ]
}
}

}

B X BHER 7] &
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M A R B %R SR 4E AWS Resource Groups

IEA LAE R AWS Resource Groups #2241 A8 M AWS CLI il Br &R 4E AWS Resource Groups. il B&
BRATLMBRERAR AN ERIERARELORE, SMIBRASHFEMARBIRE,

Console
EMIRREIRA

&5 AWS Resource Groups 2 #15.

ESMERT , ERREFNHERE,
BERERBRHNTRANEN  AREREFFHAEGE.
FANFAEEREL , BFEEA L AKRBR,
FERREEIAMIBRET | EEMER,

o K~ w0 Dh =

AWS CLI & AWS SDKs
E BRI IRA

1. BITUT&S , B resource_group_name BRWEAN B F.

$ aws resource-groups delete-group \
--group-name resource_group_name

2. ERTEWIAERE , A yes , RAFI Enter,

62


https://console.aws.amazon.com/resource-groups
https://console.aws.amazon.com/resource-groups
https://console.aws.amazon.com/resource-groups/groups

AWS Resource Groups AriEE

A A EFRERE R —#E AWS Resource Groups f§ F B R R
7l

A LAE A AWS Management Console S 8|2 % JR4H AWS CLI , RAEBHX LA SR BRETR
B, BALLAEZ AWS BRFNRE , RAEFEAXERSKEBFARRBTR. XETNBERUE
R AWS BIREBIEERFEAS AWS Resource Groups , AR I LA AR K R EEEIFRICHR
RER,

/A Important
ETHESIFNAREBEERAN T RATELHEENEBNEZEINFMKA , BA
Resource Groups X&F#H A R. ENETAEZXFNRREENINERFEHZTENLHH
it EEFE , FEE , STXERENRRAURLLEXCIEZANIENRRSES, Xt
AREEKREZNEMTRUEN B CRES2NA T AIREERT RN RIRS T ERK T TRE
SRR, EXMBERT , BULURNRRERF LB RIEERBEEREN TR REN N Z
HE—E 5

Create query-based group

Grouping criteria

A resource group is a collection of resources that share tags. You can define the grouping criteria based on resou

|...T Lirce Lty v

(All supported resource types D

TRIE T XBFEFRZRESFFTRGE, ETFHREEHNEENR R AEURET AWS
CloudFormation ## Y BE4H F Y B B BRI HYRIRIEH,

63



AWS Resource Groups AriEE

BIE X

o MEREEAIC -B UERARSRESZEGH A NERTRANGRE, BN |, EAREHIZRRFT
HWHERS R4 XIFH AWS Resource Groups Tagging APl AR12 RS«

« ETHRENAE - ELUFRERREBEERRAT  ERAREHMMNEERAORERE, ZAEE
BREENBHANE , EARXERENTREEFE IR N IZAN —BD

« AWS CloudFormation £ F#NA- B LU ERFEEEERFRAS | HR G R EHERN MR
—H oI ENERAN. CloudFormation ZAIEEHILI ARN , HFfE R REH B3I N ZANWK
B, [ AWS CloudFormation #R R INFFZE S S BUEKRE .

B X Resource Groups EFABTEXEHENRRERIR  BSRAATTREN EFANTREE F

JAN
Ao

® Note
Resource Groups M EmBREXZF TRPNRIRELE  EAERRXBEAJREELNPTTA
AWS Xig,

Amazon API| Gateway

TR mEmEsR ETHREHN  AWS
Frid | CloudForm

ation £F

R EEA
AWS: : ApiGateway: :Account X & X & v =
AWS: :ApiGateway: :ApiKey X & v = v =
AWS: :ApiGateway::ClientCertificate X & v = X &
AWS : : ApiGateway: :DomainName X & X & v 2
AWS: :ApiGateway: :RestApi X & v = v =
AWS: :ApiGateway: :Stage X & v = X &

Amazon AP| Gateway 64
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RAriEmE

R

AWS: : ApiGateway: :UsagePlan

Amazon API Gateway V2

=R

AWS: :ApiGatewayV2: :Api

|IAM Access Analyzer

RIR

AWS: :AccessAnalyzer::Analyzer

AWS Amplify

RIR

AWS: :Amplify: :App

LR E BR
FRic

PR Ym B 2T
FRic

YR E ER
FRic

LR AR
FRic

ETHREN
i

ETHREN
i

ETHREM
i

ETHREM
i

AWS

CloudForm
ation EF
HEAR AV BFAH

v =

AWS

CloudForm
ation &£F
HERR Y BF

X &

AWS

CloudForm
ation &£F
R EEA

X &

AWS

CloudForm
ation EF
HEMR Y EEA

7|

X

Amazon API Gateway V2
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RAriEmE

AWS App Mesh

IR

AWS: : AppMesh: :Mesh

Amazon AppStream

IR

AWS: : AppStream: : AppBlock
AWS: : AppStream: :Application
AWS: : AppStream: :Fleet

AWS: :AppStream: : ImageBuilder

AWS: :AppStream: :Stack

AWS AppSync

IR

AWS: : AppSync: :DataSource

L YR E ER
FRic

SR B
FRic

SR B
PRic

ETHREM
i

ETHREM
i

\
fm

ETHREM
i

AWS

CloudForm
ation &£F
R EEA

X &

AWS

CloudForm
ation EF
HEAR Y EFA

AWS

CloudForm
ation EF
HEAR Y EEA

v 2

AWS App Mesh
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P15
IR mEmiEsE ETHREN  AWS
Frid A CloudForm
ation EF
HEREFA
AWS : : AppSync: :GraphQLApi X & X B v =
Amazon Athena
RIR hEiRESR ETHREMN AWS
Frid 4H CloudForm
ation EF
R EEA
AWS: :Athena: :DataCatalog X & v = X &
AWS: :Athena: :WorkGroup X & v 2 X &
AWS Backup
IR mEmiEsE ETHREHN AWS
Frid H CloudForm
ation EF
HREFA
AWS : :Backup: :BackupPlan X & v = X &
AWS : :Backup: :BackupVault X & v = X B
AWS : :Backup: :ReportPlan ) v = X &

Amazon Athena
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AWS Batch
TR mERESR ETHREMN  AWS
Frid 4 CloudForm
ation EF
R EEA
AWS: :Batch: :ComputeEnvironment X & v = X &
AWS: :Batch: : JobQueue X & v = X B
AWS: :Batch: :SchedulingPolicy X & Ve X &
AWS Billing Conductor
TR mEmiEsE ETHREN AWS
Frid 4 CloudForm
ation EF
RN EFA
AWS: :BillingConductor: :BillingGroup X & v = Ve
AWS: :BillingConductor: :CustomLinelte
illing uctor::Cu i < & /& /8
m
AWS: :BillingConductor::PricingPlan X & v = v =
AWS: :BillingConductor: :PricingRule X & v 2 v =

AWS Batch 68
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Amazon Braket

TR mEwEsR ETHRIHN  AWS
Fric iz | CloudForm
ation EF
HEAR VB AH
AWS: :Braket: :Job X &/ v = X B
AWS: :Braket: :QuantumTask v = v = X &

AWS Certificate Manager

R mEmiEsR ETHREHN  AWS
Frid | CloudForm
ation EF
HERR Y EFA
AWS: :CertificateManager::Certificate v = v = v =

AWS Certificate Manager FAB i 51 & 113

BIR mEmiEss ETHREN  AWS
FRid 4H CloudForm
ation EF
R BEA
AWS : : ACMPCA: :CertificateAuthority X & v = X &

Amazon Braket 69



AWS Resource Groups

RAriEmE

AWS Cloud9

=R

AWS: :Cloud9: :Environment

AWS CloudFormation

IR

AWS: :CloudFormation: :Stack

Amazon CloudFront

=R

AWS: :CloudFront: :Distribution

AWS: :CloudFront: :StreamingDistributi
on

PR Y B 2R
FRic

PR Ym 8 25
FRic

PR Ym B AR
FRic

ETHREN
il

ETHREN
il

ETHREN
i

AWS
CloudForm
ation &£F
HEAR Y EFH

X &

AWS
CloudForm
ation &£F
HERR Y BF

v 2

AWS
CloudForm
ation &£F
HEAR AV EFAH

v 2*

v 22

'RREXERE (FFELILE ) KEXENERRSHNRR, BEARIREBEINZARRKE
HERFEHIRE |, BUAEREREFEFHEPEREFICH TR T ANEREXEIRPEE us-

east-1,

AWS Cloud9
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2 XREXERD (FFTELILE ) KERENLKRFHRIR. BT Resource Groups =& XNENX
HB M4 R AWS X8 |, E B4 AWS Management Console & RAIR BT EETERAF
WERN, ZCETELRBRNARE , XAERAE L ANKXIEIEFESE AWS Management Console
FENRRARENEZEBRE ( HFEFRILILEP ) us-east-1, AWS Management Console

AWS Cloud Map

RIR & miEss ETHREN AWS
FRid izl CloudForm
ation EF
R EEA
AWS: :ServiceDiscovery: :Service X & v = X &

AWS CloudTrall

TR nEgRESR ETHRZH  AWS
¥R12 48 CloudForm
ation EF
RN EA
AWS: :CloudTrail: :Channel X & v = X &
AWS: :CloudTrail: :EventDataStore X & v = X B
AWS: :CloudTrail::Trail v = v R e -

Amazon CloudWatch

BIR nEgRESE ETHRZIH  AWS
#rid il CloudForm
ation EF
MR EA
AWS : :CloudWatch: :Alarm v = v B v =

AWS Cloud Map 71
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BIR nEiREE ETHRLEH AWS
¥R18 48 CloudForm
ation EF
R EA
AWS: :CloudWatch: :Dashboard X & X B v =
AWS: :CloudWatch: :InsightRule X & v = X &
AWS: :CloudWatch: :MetricStream X & v = X &
AWS: :CloudWatch::S icelL 10bjecti
oudwWatc ervicelevelObjecti « & /8 « %
ve
Amazon CloudWatch BH&E
BIR nEiREsE ETHRLEH AWS
¥R12 48 CloudForm
ation EF
MR EA
AWS: :Logs: :Destination X & Ve X &
AWS: :Logs: :LogGroup X & v 2 v 2
Amazon S CloudWatch ynthetics
BIR mEiREsE ETHRELEH AWS
#R18 il CloudForm
ation EF
MR EA
AWS: :Synthetics: :Canary X & Ve v 2

Amazon CloudWatch BH&
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ArisE
AWS CodeArtifact
TR nREimEsE ETHRSH  AWS
Frid iz | CloudForm
ation &£F
MBI EEA
AWS: :CodeArtifact: :Domain v 2 v 2 v B
AWS: :CodeArtifact: :Repository v = v = v =
AWS CodeBuild
BT mEimEsE ETHRSIH  AWS
Frid iz | CloudForm
ation &£F
HRBEEA
AWS: :CodeBuild: :Project v = v = X &
AWS CodeCommit
BT mEmiEss ETHRZIH AWS
Frid Lz | CloudForm
ation &£F
MARAEEA
AWS : : CodeCommit: :Repository v = v = X &

AWS CodeArtifact
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AWS CodeDeploy
R mEmEsR ETHREHN  AWS
Frid 4 CloudForm
ation EF
HER Y EFA
AWS : : CodeDeploy: :Application X & v = v
AWS : : CodeDeploy: :DeploymentConfig ) X & v =
Amazon CodeGuru Reviewer
R mEmiEsR ETHREHN  AWS
FRid 4 CloudForm
ation EF
HERR Y EFA
AWS: :CodeGuruReviewer: :RepositoryAss = o o
.. v = v = v =
oclation
Amazon P CodeGuru rofiler
R nEmiEsR ETHREHN  AWS
Frid | CloudForm
ation £F
HER Y EFA
AWS: : CodeGuruProfiler: :ProfilingGrou Y« & /2 « &

P

AWS CodeDeploy
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AWS CodePipeline
RIR mERESR ETHREMN  AWS
Frid A CloudForm
ation EF
R EEA
AWS: :CodePipeline: :CustomActionType X & v = X &
AWS: :CodePipeline: :Pipeline v = v = v =
AWS: : CodePipeline: :Webhook Ve v 2 v =
AWS CodeConnections
IR mEmiEsE ETHREN AWS
Frid 4H CloudForm
ation EF
RN EFA
AWS: : CodeStarConnections: :Connection X & v = X &
Amazon Cognito
RIR mEREESR ETHREMN AWS
Frid izl CloudForm
ation EF
R EEA
AWS: :Cognito: :IdentityPool v = v 2 v 2
AWS: :Cognito: :UserPool v = v = v =

AWS CodePipeline

75



AWS Resource Groups AriEE
Amazon Comprehend
IR hEiRESR ETHREMN AWS
Frid izl CloudForm
ation £F
R EEA
AWS : : Comprehend: :DocumentClassifier v = v = X &
AWS: : Comprehend: :EntityRecognizer v = v 2 X &
AWS Config
RIR mEmiEsE ETHREHN  AWS
Frid A CloudForm
ation EF
HERETA
AWS: :Config::A tionAuthorizati
onfig: :AggregationAuthorizatio <« % /8 « %
n
AWS: :Config::ConfigRule v = v = X &
AWS: :Config::ConfigurationAggregator X & v = X &
AWS: :Config: :StoredQuery X & v = X &
Amazon Connect
BIR mEmiEss ETHREN  AWS
FRid 4H CloudForm
ation EF
R EEA
AWS: :Connect: :Instance X & v = X &

Amazon Comprehend
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BIR nEiREE ETHRLEH AWS
¥R18 48 CloudForm
ation EF
R EA
AWS : : Connect: : PhoneNumber X & Va3 X &
Amazon Connect Wisdom
BIR nEiREE ETHZLZH AWS
¥R18 iz CloudForm
ation EF
RN EA
AWS: :Wisdom: :Assistant X & v = v B
AWS: :Wisdom: :AssistantAssociation X & v = v =
AWS: :Wisdom: :Content X & v = X &
AWS: :Wisdom: :KnowledgeBase X & v = v =
AWS : :Wisdom: :Session X & v B X &
AWS Data Exchange
BIR nEiREE ETHZLZH AWS
¥R18 iz CloudForm
ation EF
R EA
AWS: :DataExchange: :DataSet Ve v = X &
AWS : :DataExchange: :Revision X & v 2 X &

Amazon Connect Wisdom
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AWS Data Pipeline

RIR mERESR ETHREMN  AWS
Frid 4 CloudForm
ation EF
R EEA
AWS: :DataPipeline::Pipeline v = v = v =

AWS DataSync

RIR mEmiEsE ETHREN  AWS
FRid 4H CloudForm
ation EF
HRHEEA
AWS: :DataSync: :Task X & v = X &

AWS Database Migration Service

"R mEmiEsE ETHREN AWS
Frid A CloudForm

ation EF

HEREFA
AWS: :DMS: :Certificate v = Ve X &
AWS: :DMS: :Endpoint v = v B e
AWS: :DMS: :EventSubscription v = v = X &
AWS: :DMS: :ReplicationInstance v = v = v =
AWS: :DMS: :ReplicationSubnetGroup v = v = X &

AWS Data Pipeline 78
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s
BIR nEiREE ETHRLEH AWS
¥R18 48 CloudForm
ation EF
R EA
AWS: :DMS: :ReplicationTask v = Ve X &
AWS Device Farm
BIR nEiREE ETHZLZH AWS
¥R18 iz CloudForm
ation EF
I EEA
AWS: :DeviceFarm: :InstanceProfile X & v = X &
AWS: :DeviceFarm: :Project X & Ve X &
AWS: :DeviceFarm: :TestGridProject X & Ve X &
Amazon DynamoDB
BIR mEiREE ETHRLEH AWS
¥R1C il CloudForm
ation EF
MR EA
AWS : :DynamoDB: : Table v = v 2 v =

AWS Device Farm
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s
Amazon EMR
BIR mEiREE ETHRZH  AWS
#ric 48 CloudForm
ation EF
MR EA
AWS: :EMR: :Cluster v = v e -
Amazon EMR & 2§
BIR nEiREsE ETHRLEH AWS
#R18 il CloudForm
ation EF
MR EA
AWS: :EMRContainers: :JobRun X & v = X B
AWS: :EMRContainers::VirtualCluster v B v = Ve
Amazon EMR Serverless
BIR nEgREE ETHRZIH  AWS
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AWS: :EMRServerless: :Application X & v 2 v =
AWS: :EMRServerless: :JobRun X & v = X B
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Amazon ElastiCache
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AWS: :ElastiCache: :CacheCluster
AWS: :ElastiCache: :ParameterGroup
AWS: :ElastiCache: :SecurityGroup
AWS: :ElastiCache: :Snapshot

AWS: :ElastiCache: :SubnetGroup
AWS: :ElastiCache: :User

AWS: :ElastiCache: :UsexrGroup

AWS Elastic Beanstalk

IR

AWS: :ElasticBeanstalk: :Application

AWS: :ElasticBeanstalk: :ApplicationVe
rsion

AWS: :ElasticBeanstalk::Configuration
Template

AWS: :ElasticBeanstalk: :Environment
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Amazon Elastic Compute Cloud (Amazon EC2)
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AWS: :EC2::CapacityReservation X & v = X &
AWS: :EC2::CapacityReservationFleet X & v = X &
AWS::EC2::CarrierGateway X & Ve X B
AWS: :EC2::ClientVpnEndpoint X & v = )
AWS: :EC2::CoipPool X & v = X &
AWS: :EC2::CustomerGateway v = v = v =
AWS: :EC2: :DHCPOptions v = v = v
AWS: :EC2::EC2Fleet X & v = X &
AWS::EC2::EgressOnlyInternetGateway X & v = X B
AWS: :EC2::EIP v = v = X &
AWS: :EC2: :ExportImageTask X & v = X &
AWS::EC2::ExportInstanceTask ) v = X B
AWS::EC2::FlowlLog X B v = )
AWS: :EC2: :Fpgalmage X & v = X B
AWS: :EC2: :Host X & v 2 X &
AWS: :EC2: :HostReservation X & v =2 X &
AWS: :EC2::Image v = v = X &
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AWS: :EC2::ImportImageTask X & Ve X &
AWS: :EC2: :ImportSnapshotTask X & v = X &
AWS::EC2::Instance v 2 v = v 2
AWS: :EC2::InstanceEventWindow X & v 2 X &
AWS: :EC2::InternetGateway v = v B v =
AWS: :EC2::IPv4Pool X & v = X &
AWS: :EC2: :IPv6Pool X & v 2 X &
AWS::EC2::KeyPair X & v = X &
AWS: :EC2::LaunchTemplate X & v = v
AWS::EC2::LocalGateway X & v 2 X &
AWS: :EC2::LocalGatewayRouteTable X & Ve X &B

AWS: :EC2::LocalGatewayRouteTableVirt

X & v X &
ualInterfaceGroupAssociation 2 = 2
AWS::EC2::LocalGatewayRouteTableVPCA
P wey X & ! X &
ssoclation
AWS::EC2::LocalGatewayVirtualInterfa
y X & VB X B
ce
AWS::EC2::LocalGatewayVirtualInterfa
y X & JE X &
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AWS: :EC2::NatGateway v = Ve e
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AWS: :EC2:
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:NetworkInsightsPath
:NetworkInterface
:PlacementGroup
:PrefixList
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:ReservedInstance
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:Snapshot
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:Subnet
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AWS::EC2::TrafficMirrorSession X & Ve X &
AWS: :EC2::TrafficMirrorTarget X & Ve X &
AWS: :EC2::TransitGateway X & v = X &
AWS: :EC2::TransitGatewayAttachment X & Ve X &
AWS: :EC2::TransitGatewayConnectPeer X & v = X &

AWS::EC2::TransitGatewayMulticastDom

: X & v 2 X &
ain
AWS::EC2::TransitGatewayPolicyTable X & v = X &
AWS: :EC2::TransitGatewayRouteTable X & v = X &
:\;Vi;;i;i;;TransitGatewayRouteTableAn < & /e X« &
AWS: :EC2::VerifiedAccessEndpoint X & v = X &
AWS: :EC2::VerifiedAccessGroup X & Ve X &
AWS: :EC2::VerifiedAccessInstance X & v 2 X &
,:WS: :EC2::VerifiedAccessTrustProvide « & /B2 < &
AWS: :EC2: :Volume v = v 2 v =
AWS: :EC2: :VPC v = v 2 v 2
AWS: :EC2::VPCEndpoint X & Ve X &
AWS: :EC2: :VPCEndpointConnection X & v = X &
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AWS: :EC2::VPCEndpointService X & v 2 X &
AWS: :EC2: :VPCEndpointServicePermissi Y = /B2 < &
ons
AWS: :EC2::VPCPeeringConnection X & v = Ve
AWS: :EC2::VPNConnection v = R e
AWS: :EC2::VPNGateway v = v = v =
Amazon Elastic Container Registry
RIR mEREESRE ETHREMN  AWS
FRid 4H CloudForm
ation EF
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AWS: :ECR: :Repository X & v = X &
Amazon Elastic Container Service
BIR mEmiEsE ETHREN  AWS
FRid 4 CloudForm
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AWS: :ECS: :CapacityProvider X & Ve X &
AWS: :ECS::Cluster v = v = X &
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AWS: :ECS::TaskDefinition
AWS: :ECS: :TaskSet
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Amazon Elastic Kubernetes Service(Amazon EKS)
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AWS: :EKS: :Addon X & v = X B
AWS: :EKS: :Cluster v = v = v =

Elastic Load Balancing
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BIR nEiREE ETHRLEH AWS
¥R18 48 CloudForm
ation EF
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AWS: :EventSchemas: :Registry X & Ve X &
AWS: :EventSchemas: :Schema X & v = X &
Amazon FSx
BIR nEiREsE ETHRLEH AWS
¥R18 48 CloudForm
ation EF
R EA
AWS: :FSx::FileSystem v = v 2 X &
AWS: :FSx::StorageVirtualMachine X & v = X &
AWS: :FSx: :Volume X & v = X &
Amazon Forecast
BIR nEiREsE ETHRLEH AWS
#Rig ¢ CloudForm
ation EF
MR EA
AWS: :Forecast: :Dataset v = v = X &
AWS: :Forecast: :DatasetGroup v = v = )
AWS: :Forecast: :DatasetImportJob v = v = X B
AWS: :Forecast: :Forecast v = v = X &
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BIR nEiREE ETHRLEH AWS
¥R18 48 CloudForm
ation EF
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AWS: :Forecast: :ForecastExportJob v = v 2 X &
AWS: :Forecast: :Predictor v = v = X &

AWS: :Forecast: :PredictorBacktestExpo

s v = v 2 X &
Amazon Fraud Detector
R hEiRESR ETHREMN AWS
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AWS: :FraudDetector: :Detector v = v = X &
AWS: :FraudDetector: :DetectorVersion X & v = X &
AWS: :FraudDetector: :EntityType v = v = X &
AWS: : FraudDetector: :EventType v = v = X &
AWS: :FraudDetector: :ExternalModel v 2 v 2 X &
AWS: :FraudDetector: :Label vE - v = X &
AWS: : FraudDetector: :Model v = v = X &
AWS: :FraudDetector: :ModelVersion X & v = X &
AWS: :FraudDetector: :Outcome e v 2 X &
AWS: : FraudDetector: :Rule X & v = X &
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RIR
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Amazon GamelLift
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AWS: :GameLift::Alias
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ion
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LR E BR
FRic

PR Y B AR
FRic

X &

RE YR B
FRic

ETHREN
i

ETHREN
i

ETHREM
i

AWS

CloudForm
ation EF
HEAR AV BFAH

X &

AWS

CloudForm
ation &£F
HEAR Y BF

X &

X &

AWS

CloudForm
ation EF
HEAR Y EEA

X &

Amazon GamelLift



AWS Resource Groups AriEE

AWS Glue
BIR nmEEESR ETHRZIH  AWS
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AWS: :Glue: :Crawler v = v = X &
AWS: :Glue: :Database X & v = v =
AWS: :Glue: :Job v = v = X &
AWS: :Glue: :MLTransform X & v = X &
AWS: :Glue: :Registry X & v = X &
AWS: :Glue: :Trigger v = Ve X &
AWS: :Glue: :Workflow X & v = X &
AWS Glue DataBrew
BIR mEiREsE ETHRLEH AWS
#R18 il CloudForm
ation EF
RN EA
AWS: :DataBrew: :Dataset v = v = v =
AWS: :DataBrew: :Job v 2 v B S =
AWS: :DataBrew: :Project v = v = v =
AWS: :DataBrew: :Recipe v = v = v =
AWS: :DataBrew: :Schedule v 2 v B e -
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AWS Ground Station
RIR mERESR ETHREMN  AWS
Frid 4 CloudForm
ation EF
R EEA
AWS: : GroundStation: :Config X & v = X &
AWS: :G dStation::DataflowEndpoint
roundStation: :DataflowEndpoin « & /8 < %
Group
AWS: :GroundStation: :MissionProfile X & v = X &
Amazon GuardDuty
BIR mEmiEss ETHREN  AWS
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ation EF
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AWS: : GuardDuty: :Detector X & B v
AWS: :GuardDuty::Filter X & v = X &
AWS: :GuardDuty: : IPSet X & v = X B
AWS: :GuardDuty: :ThreatIntelSet X & v = X &
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Amazon Interactive Video Service
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AWS: : IVS: :Channel X & v = X &
AWS: : IVS: :RecordingConfiguration X & v = X &
AWS: :IVS: :StreamKey X & Ve X &

AWS ldentity and Access Management
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AWS: : TAM: :InstanceProfile v 2! v 22 X B
AWS: : IAM: :ManagedPolicy v = v =2 X &
AWS: : IAM: :OpenIDConnectProvider v = v 22 X B
AWS: :IAM: :Role X & X & v &2
AWS: :IAM: : SAMLProvider v 2 v =2 X B
AWS: :IAM: :ServerCertificate v = v B2 X &
AWS: : TAM: :VirtualMFADevice v 2! v 22 X B
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EC2 Image Builder
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AWS: : ImageBuilder: :Component X & v = X &
AWS: : ImageBuilder: :ContainerRecipe X & v = X &
AWS: :ImageBuilder: :DistributionConfi
| geBuilder: :Distributi i « & /2 « &
guration
AWS: :ImageBuilder: :Image X & v = X &
AWS: : ImageBuilder: :ImagePipeline X & Ve X &
AWS: : ImageBuilder: : ImageRecipe X & v = X &
AWS: :ImageBuilder: :InfrastructureCon
: .g X & v 2 X &
figuration
Amazon Inspector
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AWS: :Inspector: :AssessmentTemplate X & v = v =
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RIR mERESR ETHREMN  AWS
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R EEA
AWS: :ToTAnalytics: :Channel X & v = X &
AWS: :IoTAnalytics: :Dataset v = v = X &
AWS: :IoTAnalytics: :Datastore X & v = X B
AWS: :IoTAnalytics::Pipeline X & v = X &
AWS loT Events
HIR EmiEss ETHEN  AWS
FRid 4H CloudForm
ation EF
HREBEA
AWS: :IoTEvents: :AlarmModel X & v = X B
AWS: :IoTEvents: :DetectorModel v = v = v =
AWS: :IoTEvents: :Input v = v = v =

AWS IoT Analytics

98



AWS Resource Groups AriEE

AWS loT FleetWise

BIR nmEEESR ETHRZIH  AWS
#Rig 48 CloudForm
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AWS: :IoTFleetWise: :Campaign X & v = Ve
AWS: :IoTFleetWise: :DecoderManifest X & v = v =
AWS: :IoTFleetWise: :Fleet X & v = v =
AWS: :IoTFleetWise: :ModelManifest X & v B S =
AWS: :IoTFleetWise: :SignalCatalog X & v = Ve
AWS: :ToTFleetWise: :Vehicle X & v = v =

AWS loT Greengrass

TR hEiRESR ETHREMN  AWS
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AWS: :Greengrass: :ConnectorDefinition v = v = X &
AWS: :Greengrass: :CoreDefinition v = v = X &
AWS: :Greengrass: :DeviceDefinition v = v = X &
AWS: :Greengrass: :FunctionDefinition Ve v = X &
AWS: :Greengrass: :Group v = v = X &
AWS: :Greengrass: :LoggerDefinition v = v = X &
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AWS: :Greengrass: :ResourceDefinition v = v = X &

AWS: :Greengrass: :SubscriptionDefinit

) v R Ve - X &
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AWS loT Greengrass Version 2
BIR nmEERESR ETHRZIH  AWS
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ation EF
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AWS: :GreengrassV2: :ComponentVersion X & v = X &
AWS IoT SiteWise 2%l &
BIR nEiREE ETHRLEH AWS
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MR EA
AWS: :ToTSiteWise: :Asset X & v B X &
AWS: :IoTSiteWise: :AssetModel X & v = X &
AWS: :IoTSiteWise: :Dashboard X & v = X &
AWS: :ToTSiteWise: :Gateway X & v = X &
AWS: :IoTSiteWise: :Portal X & v = X &
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AWS: :IoTWireless:
figuration
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AWS Key Management Service
RIR mERESR ETHREMN  AWS
Frid A CloudForm
ation EF
R EEA
AWS: :KMS::Alias X & X & v =
AWS: :KMS: :Key Ve v = v =
Amazon Keyspaces ( Apache Cassandra &% )
RIR mEREESR ETHREMN AWS
FRid 4H CloudForm
ation EF
R EEA
AWS: :Cassandra: :Keyspace X & v = v =
AWS: :Cassandra: :Table X & Ve X &
Amazon Kinesis
RIR mEREESR ETHREMN AWS
Frid izl CloudForm
ation EF
R EEA
AWS: :Kinesis: :Stream v = v = v =
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TR mERESR ETHREMN  AWS
Frid 4 CloudForm
ation EF
R EEA
AWS: :KinesisAnalytics: :Application v = v = v =
AWS: :KinesisAnalyticsV2::Application X & X B v =

Amazon Data Firehose

TR mEREESR ETHREMN AWS
FRid 4 CloudForm
ation EF
R EEA
AWS: :KinesisFirehose: :DeliveryStream X & v = v =
AWS Lambda
TR mEmiEss ETHREN  AWS
FRid 4H CloudForm
ation EF
R BEA
AWS: :Lambda: :Alias X & X & v
AWS: :Lambda: :EventSourceMapping X & X & v =
AWS: :Lambda: : Function e v = v =
AWS: :Lambda: :LayerVersion X & X & v =
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BIR nERER ETHRZH  AWS
¥R18 48 CloudForm
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AWS: :Lambda: :Version X B X B v =

Amazon Lightsalil

IR mhEiRESR ETHREMN AWS
Frid | CloudForm
ation £F
R EEA
AWS: :Lightsail: :Bucket X & v = X &
AWS: :Lightsail::Certificate X & Ve X &
AWS: :Lightsail::Container ) v = )
AWS: :Lightsail::Disk X & v = X B
AWS: :Lightsail::Distribution X & v = X B
AWS: :Lightsail::Instance X & v = X B
AWS: :Lightsail::StaticIp X & v = X &
Amazon MQ
TR EmiEss ETHREN  AWS
Frid 4H CloudForm
ation EF
R BEA
AWS: : AmazonMQ: :Broker v = v = X &
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AWS : : AmazonMQ: :Configuration v B v B X &
Amazon Macie
BIR nEiREE ETHZLZH AWS
Frid iz CloudForm
ation EF
I EEA
AWS: :Macie::ClassificationJob v = v = X &
AWS: :Macie: :CustomDataldentifier v = v = v B
AWS: :Macie::FindingsFilter v = v = e
AWS: :Macie: :Member v = v = X &
Amazon Managed Blockchain
BIR nmEEESR ETHRZIH AWS
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AWS : :ManagedBlockchain: :Accessor X & v = X &

Amazon Macie
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TR mEimEsE ETHRIH  AWS
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AWS: :Kafka: :Cluster v R v = X &
AWS Elemental MediaConnect
TR mEimEsE ETHRIH  AWS
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ation EF
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AWS: :MediaConnect: :Flow X & v = X &
AWS: :MediaConnect: :FlowEntitlement X & v B X &
AWS : :MediaConnect: :FlowOutput X & v = X &
AWS: :MediaConnect: :FlowSource X & v X &
AWS Elemental MediaPackage
TR mEimEsE ETHRIH  AWS
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ation &£F
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AWS : :MediaPackage: :Channel X & v = X &
AWS: :MediaPackage: :PackagingConfigur & /B2 &
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AWS : :MediaPackage: :PackagingGroup X & v = X &

AWS Network Manager

TR hEiRESR ETHREMN AWS
Frid 4 CloudForm
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AWS: :NetworkManager: :CoreNetwork X & v = X &
AWS: :NetworkManager: :Device X & v = X B
AWS : :NetworkManager: :GlobalNetwork X & v = X &
AWS: :NetworkManager: :Link X & v = X &
AWS : :NetworkManager: :Site X & v = X B
AWS : :NetworkManager: :VpcAttachment X & v = X &

I &% OpenSearch fR% OpenSearch
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Frid | CloudForm
ation EF
HEAR Y EEA
AWS : :OpenSearchService: :Domain Ve v = v =
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AWS OpsWorks
TR mERESR ETHREMN  AWS
Frid 4 CloudForm
ation EF
R EEA
AWS: :OpsWorks: :Instance X B v = v =
AWS: :OpsWorks: :Layer X & v = v =
AWS: :OpsWorks: :Stack X & Ve v 2
AWS Organizations
TR mEmiEsE ETHREN AWS
Frid 4H CloudForm
ation EF
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AWS: :0rganizations: :Account v = v = X &
AWS: :0 izati ::0 izati 1u
' rganizations::0rganizationalUn « & /2 « &
it
AWS: :0rganizations::Policy X & v = X B
AWS: :0rganizations: :Root v = v = X &
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Amazon Pinpoint
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ation EF

R EEA
AWS: :Pinpoint: :App X & v = v
AWS: :Pinpoint: :EmailTemplate ) v = v =
AWS: :Pinpoint::PushTemplate X & v 2 v =
AWS: :Pinpoint: :SmsTemplate X & v = v =
AWS: :Pinpoint: :VoiceTemplate ) v = X &
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TR mEgREsR ETHREHN AWS
FRid A CloudForm
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MR B
AWS : : PinpointSMSVoiceV2: :Pool ) v = X &

Amazon Quantum Ledger Database (Amazon QLDB)

BIR nEiREsE ETHRLEH AWS
#R18 il CloudForm
ation EF
MR EA
AWS: :QLDB: :Ledger v 2 v 2 v B
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:Cluster
:ClusterParameterGroup
:ClusterSecurityGroup
:ClusterSubnetGroup
:DBGroup

:DBName

:DBUser
:EventSubscription
:HSMClientCertificate
:HSMConfiguration
:Namespace

:Snapshot

:SnapshotCopyGrant

mERER ETHREN
FRic 4

mERER ETHEN

FRid 4
v = v =
v = v =
X & v 2
v = v =
X & v 2
X & v =
X & Ve
X & v 2
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RIR mEmiEsE ETHREN  AWS
Frid A CloudForm
ation EF
HEREFA
AWS: :Redshift: :SnapshotSchedule X & Ve X &
AWS: :Redshift::UsagelLimit X & v = X &

Amazon Relational Database Service (Amazon RDS)

R hEiREsR ETHREMN AWS
Frid | CloudForm

ation EF

HERR AV BFH
AWS: :RDS: : CustomDBEngineVersion X & v = X &
AWS: :RDS: :DBCluster v 2 v = v =
AWS: :RDS: :DBClusterEndpoint X & v = X &
AWS: :RDS: :DBClusterParameterGroup v = v = v =
AWS: :RDS: :DBClusterSnapshot v = v = X &
AWS: :RDS: :DBInstance v 2 v 2 v 2
AWS: :RDS: :DBParameterGroup v = v = v
AWS: :RDS: : DBProxy X B v = X B
AWS : :RDS: :DBProxyEndpoint X & v = X B
AWS: :RDS: :DBProxyTargetGroup X & v = X &
AWS: :RDS: :DBSecurityGroup v = v = v 2
AWS : : RDS: :DBSnapshot v = v = X &
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AWS : : RDS: : DBSubnetGroup v = v = v =
AWS: :RDS: :Deployment X & v = X B
AWS: :RDS: :EventSubscription v = v = X &
AWS: :RDS: :OptionGroup v = v 2 X &
AWS: :RDS: :ReservedDBInstance v = v = X &
AWS Resource Access Manager
R mEmiEsE ETHREN AWS
Frid A CloudForm
ation EF
HEREFA
AWS: :RAM: :ResourceShare v = v 2 X &
AWS Resource Groups
TR hEiRESR ETHREMN AWS
Frid 4H CloudForm
ation EF
HRHEFA
AWS : :ResourceGroups: :Group v = v = v =
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AWS Robomaker

BIR nmEEESR ETHRZIH  AWS
#Rig 48 CloudForm
ation EF
MR EA
AWS : : RoboMaker: :DeploymentJob X & v = X &
AWS: :RoboMaker: :Fleet X & v = X B
AWS : : RoboMaker: :Robot X & v = X &
AWS : :RoboMaker: :RobotApplication v = v = )
AWS: :RoboMaker: :SimulationApplicatio o o
0 v = v = X B
AWS: :RoboMaker: :SimulationJob v = v = X &
Amazon Route 53
BIR nEiREsE ETHRELEH AWS
#R18 il CloudForm
ation EF
MR EA
AWS: :Route53: :Domain v 2! v 22 X &
AWS: :Route53: :HealthCheck v R v 2?2 v 22
AWS: :Route53: :HostedZone v B v B2 J =2
"XREXERD (FFELILT ) KERENELIKBRSHNER. EFANRSHESNIZERER

BIRSEEIRE , BMAERERERZEFEPERERCHRAR T HRERXEINRPEE us-

east-1,
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Amazon Route 53 Resolver

BT mEwiEss ETHRZH AWS
#R1C il CloudForm
ation EF
MR EA
AWS: :Route53Resolver: :FirewallDomain « & T < 5
List
AWS: :Route53Resolver: :FirewallRuleGr
X & v 22 X &
oup
AWS: :Route53Resolver: :FirewallRuleGr
.. X & v 22 X &
oupAssociation
AWS: :Route53Resolver: :ResolverEndpoi /B /2 < 5
nt
AWS: :Route53Resolver: :ResolverQueryL
, , e X & & X &
oggingConfig
AWS: :Route53Resolver: :ResolverRule v = v =2 X &

'XREXERE (FFELILE ) REXENERKRSHNRR, BEATRSRESFINZARRKE
PIRSEEIRE , BLAERERERZEFEPERENRCHRR T HRERKEINRPEE us-

east-1,

2XREXERT (FFRLILE ) KBFEENLIKRFHIAIR. BT Resource Groups 2 X ENX
HE M4 AWS X8 |, FIbE %9 AWS Management Console 9 & RARB I EETERAT
WERN, ZRETE2 KRBT RN ERE , XAFERE LA XIHIERESE AWS Management Console
FENERARBENEZERL ( FEFELILE ) us-east-1, AWS Management Console
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:AppImageConfig
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:Endpoint
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AWS: :SageMaker: :Project X & v = v =
AWS : :SageMaker: :TrainingJob X & v = X &
AWS: :SageMaker: :TransformJob X & v = X &
AWS: :SageMaker: :Workteam X & Ve X &
AWS Secrets Manager
TR hEiRESR ETHREMN AWS
Frid | CloudForm
ation £F
R BEA
AWS: :SecretsManager: :Secret v = v = v =
AWS Service Catalog
TR mEREESR ETHREMN  AWS
FRid 4 CloudForm
ation EF
R BEA
AWS: :ServiceCatalog: :CloudFormationP < & /B /B
roduct
AWS: :ServiceCatalog: :Portfolio X & v = v 2
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AWS Service Catalog AppRegistry
RIR mEREERE ETHREHW  AWS
Fric 4a CloudForm
ation &£F
b5 40k 2%
AWS: : i logAppRegi 1 :Appl
. S .Serv1ceCata ogAppRegistry pp & /B2 &
ication
AWS: :S iceCatalogAppRegistry: :Att
‘ erviceCatalogAppRegistry T « & /8 « &
ibuteGroup
Ay
AR 55 BREM
BIR mERERE ETHREHN  AWS
FRid izl CloudForm
ation EF
b5 40k 2%
AWS: :ServiceQuotas: :Quota X & v B X &
Amazon Simple Email Service
TR mEgmEsE ETHREHN AWS
Frid 4 CloudForm
ation EF
MR EFA
AWS: :SES: :ConfigurationSet v = v = v
AWS: :SES::ContactlList v = v = v =
AWS: :SES: :DedicatedIpPool v = v = X &
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TR P& e AR
Frid
AWS: :SES::Identity v =

Amazon Simple Notification Service

TR PR YR AR
Frid
AWS: :SNS: : Topic v =

Amazon Simple Queue Service

B hEimiEes
Frid
AWS: :SQS: :Queue v 2

Amazon Simple Storage Service (Amazon S3)

BR NEYREERS
#rid
AWS: :S3: :Bucket v =

ETHREN
i

ETHREN
i

ETHREM
i

ETHREM
i

AWS
CloudForm
ation EF
HEAR AV BFAH
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CloudForm
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IR mEmiEsE ETHREN  AWS
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ation EF
HEREFA
AWS: :S3::Job X & v = X &
AWS: :S3::Storagelens X & v = X &
AWS Step Functions
BIR mEmiEsE ETHREN  AWS
Frid A CloudForm
ation EF
HRHBEA
AWS: :StepFunctions: :Activity v = v = v =
AWS: :StepFunctions: :StateMachine v = v = v =
Storage Gateway
TR hEmiEsE ETHREN  AWS
FRid ‘A CloudForm
ation EF
R BEA
AWS: :StorageGateway: : Gateway v = Ve X &
AWS: :StorageGateway: :Volume X & v = X &
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AWS Systems Manager
TR mEgREsR ETHREMN AWS
FRid A CloudForm
ation &£F
MR BFA
AWS: :SSM: :Association ) v = X &
AWS: :SSM: : AutomationExecution X & v = X &
AWS: : SSM: :Document X & v = v =
AWS: :SSM: :MaintenanceWindow X & v = )
AWS: :SSM: :ManagedInstance X & v = X &
AWS: :SSM: :OpsItem X & Ve X &
AWS: :SSM: :OpsMetadata X & v = X &
AWS: :SSM: :Parameter v B v = v =
AWS: :SSM: : PatchBaseline X B v = v =
AWS Systems Manager & f F SAP
TR mEwERE ETHRSH  AWS
Frid iz | CloudForm
ation &£F
MR EEA
AWS : : SystemsManagerSAP: :Application X & v = v =
AWS: :SystemsManagerSAP: :Database X & v = X &B
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Amazon Timestream

TR mEwEsR ETHRIHN  AWS
Frid iz | CloudForm
ation &£F
HEAR VB AH
AWS: :Timestream: :ScheduledQuery X & v = v =

AWS Transfer Family

BIR nEiREsE ETHRLEH AWS
#R18 il CloudForm
ation EF
MR EA
AWS: :Transfer::Certificate X & v = X B
AWS: :Transfer: :Connector X & v = X B
AWS: :Transfer: :Profile X & v = X &
AWS: : Transfer: :Workflow X B v = X &
AWS WAF
BIR nEgRER ETHRZH  AWS
¥R12 iz | CloudForm
ation EF
RN EA
AWS : :WAF: :Rule X & v = X &
AWS : :WAF : :WebACL X B v = X B
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AWS AWS: :RoboMaker::F1  #EREHRFBEXE.
RoboMaker eet
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E&EF Resource Groups #1EFIFK |, 5ZHIAMAF 188 AWS Resource Groups P HVIEME, RIRFME
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Flan | BEEFEGHRIEENY-test-groupBIRA , FEAUTHTARN :
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Resource Groups X AWS & R EFH

&EE B < Resource Groups B AWS EERBEMWIFARFE (MNZRSTHRERXLEERFE ) -
AT EEXRNBZIRT , FiTH Resource Groups X A4 id &R E LR RSS R

B L =p:
R B&EHT — ResourceG Resource Groups E 35k B 2023 £ 8 A 10 H
roupsandTagEditorFullAccess  BAE & H ftt AWS CloudForm

ation X BR.
RBEEFH — ResourceG Resource Groups 3 #7 5 & 2023 £8 A 10 H
roupsandTagEditorR L agH M AWS CloudForm
eadOnlyAccess ation X PR,

AWS EE XK 136


https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/ResourceGroupsandTagEditorFullAccess
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/ResourceGroupsandTagEditorFullAccess.html
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/ResourceGroupsandTagEditorReadOnlyAccess
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/ResourceGroupsandTagEditorReadOnlyAccess.html

AWS Resource Groups AriEE

EK i BH B

R BE — ResourceGroupsServ  Resource Groups II—I#T 2022 £ 11 A 17 H
iceRolePolicy REKRZEEHERSKIHKAR,

Resource Groups FFZRIRERE  Resource Groups 1 H AWS 2022 £11 A 17 B
X RERBITEREER,

A Resource Groups FRRSHEXAR

AWS Resource Groups 8 AWS Identity and Access Management ( IAM ) RS H< A, RS
RABE -GN IAM A€ |, ©5 Resource Groups E##X, REMHEXAEBH Resource
Groups TIENX , HEBEZRFAKREAAETE AWS RS BRSFTEMN —TIRR,

BRSSHox A & m] ik I8 B iR B Resource Groups , AR ERAFERMSENNR, Resource
Groups EX THRZMHEXABHNE , HASNARKREEERBLLIEMR{NAE Resource Groups AR
SHHETHAR, EXHNNRISEESERBEINNREE , URTEEM MBEMEM IAM SRR E
B o
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ABNHE. BXEZER , HSH IAM AFERETNEERSHEXAS,

M Bk Resource Groups MRS KA
REEXMAETRAPERZE , BT TURKRKRSHEXAR,

/A Important

« AWS [HIEEBRERESHEXAE , BEREERXARZAGHN AL ABREHIIEE,

s BRNBVUESTERRKRBSHEXAR , AIREEN AWS K dESEMERE, WRER R
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://console.aws.amazon.com/iam/home#/roles
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2. ¥ E|H AN AWSServiceRoleForResourceGroups & & | RREF EELNEEE,
3. %$F Delete (HBR).
4. EEDPHAACHES , ABEEMBR , LEBIAEITERRZAR,

AN IAM 2H 8PN ABIIRFHER.
AWS CLI

ffl B% Resource Groups IREHEXAE
EfRAR  BRANUTHS , ESBUEMR. TEEREMAE,

$ aws iam delete-service-linked-role \
--role-name AWSServiceRoleForResourceGroups

{

"DeletionTaskId": "task/aws-service-role/resource-groups.amazonaws.com/
AWSServiceRoleForResourceGroups/34e58943-e9a5-4220-9856-fc565EXAMPLE"

}

ZaTIRE—/MES ID. KEENAERIREFSHITHN. S UESFRUNESIRRFEZIELS
T AWS CLI R R E S B REVRES.

$ aws iam get-service-linked-role-deletion-status \
--deletion-task-id "task/aws-service-role/resource-groups.amazonaws.com/
AWSServiceRoleFoxrResourceGroups/34e58943-e9a5-4220-9856-fc565EXAMPLE"

{
"Status": "SUCCEEDED"

}

Resource Groups RS HEx A & X #HFH X 15

Resource Groups XIFEZIRZTANAE AWS XiF FERAKRSHEX<AR, BXEZER , BSH
AWS XigFL T Ko

AWS Resource Groups &TF & 1 #9 5K B 7~ 45

KIANBRT , IAM =4 (FlBeFAF ) REREIIE N Resource Groups BIRHINR. BI11ET
SEfEF AWS Management Console, AWS CLI 5 AWS APl $i1TE%. IAM B2 R 4 MEIE IAM R
B, UEFNEERFRERUANAENEERBRITIHEN AP 1, RE , BE R XIUFX LR
INEEEXLEN R EM,

ET 5 R R 139


https://docs.aws.amazon.com/general/latest/gr/rande.html
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BT RMAERX LR JSON KEE 62 IAM ET S HONEK , 5K (AM BFERE) 9/ &
JSON JET+ L 632 KK

£

- RMBREXEK

- £/ Resource Groups & A # API
- ATAREEMHIIB SR

- BEEETHRENA

REERIEREK

ETEMNRBEBEENARTULGIE, HE M BREK S HH Resource Groups iR, X&IRE
ARELE AWS IKF F=HERAE, SIEREEET SO RER |, FHEFBUT AN

« AWS RERBREOKENRFAAN - EFBEAFNTERER TR , HEA AWS £EX
BEANTZELEAGERTFNR. BAIUE AWS K/ FREIXLEREE, BNBIOBEEXEE
TENERZREN AWS EFEERRBKE-TRINR. AXESZEE , BZH (AM BAFE
) HH AWS EEX KR 3 T/HEIREERN AWS HEE R,

« NASEMNR - £ IAM policy REMRRES , FREFHRITESENNR. At , EAIBEX
EREFRG T AUNBERRRTHRE , B NRENRFA. BXEM IAM NARRNESZE
B, SR (AM AFiEE) B8y IAM B KB FER.

« 8 1AM policy H#I S A3 — 5 PR 17 B AR — 44 ] A [ 5% B& 75 AN 5% 44 SR BR X 1R AE R 6 R B9 17
|, i, BALURERBEEARIEEXAMEM SSL XEFFEER, MRESHEE AWS RS ( 4l
#n AWS CloudFormation ) EARFSRIE , BT AERAZGRE FHRSBRENHENE, BXE
ZEE , B2 (IAM AF#E®™E) 1 IAM JSON ErTE « &4,

- £/ IAM Access Analyzer BUE&H) IAM policy , ABRNRA Z = MR IHEEM — IAM Access
Analyzer 2BIFF K FIMNBRE , LBRKERS IAM policyiB S ( JSON ) # IAM H{ESE
. |IAM Access Analyzer 12 100 ZURIEK BN IIRMENEN , UHBBHEFHELZ S BIgEEN
R, BXEZER , HZH (IAM AFERE) # M |IAM Acess Analyzer REEKIE,

- Require multi-factor authentication ( MFA ) [EEZE M RKIE (MFA ) | - MREPLHNIZRER
W AWS Ik A IAM AP SRAF , BB A MFA RS R 2, EEEEA AP BENE
ZE MFA |, i/ MFA ZE4RMBIEHNREF, BXEZER , 528 (AM AFER) PN BRER
MFA R 8 APl i8],

BX IAM FNREXIENESELR , H2H (AM AFERE) #1 IAM AR S HEXEK,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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& Resource Groups 2 %|& 1 API

E 5\ AWS Resource Groups IS mERIEHA , BXTWE —AKENNR, XLRPRAUM AT
BB HMEFEXEH AWS K F 1 #Y Resource Groups RREMIFAELE. WREHENETHON
RELAMENRENREE , WTENEFZRBNER (IAM ABHAF ) EMBETZEHE
N APl 855,

ERFXESSAENMAEA Resource Groups , AIEISEARM LA T KBS ( B E LA T REE H 51 H AV R
WIREE ) . BXEZELR , B2H IAM BFREETH RN AFP AR

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"resource-groups:*",
"cloudformation:DescribeStacks",
"cloudformation:ListStackResources",
"tag:GetResources",
"tag:TagResources",
"tag:UntagResources",
"tag:getTagKeys",
"tag:getTagValues",
"resource-explorer:List*"
1,
"Resource": "*"
}
]
}

BXENGME Resource Groups WEZER , BSRAEREPH R FEHNE AWS Resource
Groups M X mEEER.

ARFAFEEMITE SRR

ZORBIGLER T B G R |, SV IAM AP EER MBI EAS B ONNERANIEE R, R
BREEERS A EERIREREUREET ANER AWS CLI 5 AWS API FRER R,

"Version": "2012-10-17",

ET B DN R T


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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RAriEmE

"Statement": [

{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",

iam:ListGroupsForUser",

iam:ListAttachedUserPolicies",

jam:ListUserPolicies",

iam:GetUser"

]I

"Resource": ["arn:aws:iam::*:user/${aws

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",

iam:GetPolicyVersion",
"iam:GetPolicy",

iam:ListAttachedGroupPolicies",

iam:ListGroupPolicies",

iam:ListPolicyVersions",

iam:ListPolicies",

jam:ListUsers"

1,

"Resource": "*"

EREETHENA

:usernamel}"]

B UEETEONEREBDFERASY , LEETIRZEHX Resource Groups BIREVGE . 1ZREIH
BT IMABIRREUARTFERTRR , FUROPRERA, B2 , NYHAHRLZ project EEEFAE
KK I PR EAEER project ER , T LB TR,

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",
"Action": "resource-groups:ListGroups",

ET 508 RA
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"Resource": "arn:aws:resource-groups::region:account_ID:group/group_name"
1,
{

"Effect": "Allow",

"Action": "resource-groups:ListGroups",

"Resource": "arn:aws:resource-groups::region:account_ID:group/group_name",

"Condition": {

"StringEquals": {"aws:ResourceTag/project": "${aws:PrincipalTag/
project}"}

}

}

O] LA B SR BE M AN B SR R R Y 4R, MR EBHRZR project MFRZE alpha WEBKEHEF
BWIRA , MEARTITZAFRIE project=alpha, &N , ZAFPFEIEL TR, FERSHE project
LB Project M project , RARURBE(RFX D KNE, BEXEZEER , B2H (IAM AP
) FH9 IAM JSON SREETE : &t

%t AWS Resource Groups & 14 #1/ 8] 3 1T FE HEBR

£ F LA E B AT B8 12 M 148 & £ 4% Resource Groups 1 IAM — 2 fif f B AT AEIB SN AV 5 0 8] &,
FH

« B FELMIE Resource Groups FIfITIRME

« BEBINIT iam : PassRole
o BRI AWS IKF 2 A NGB A Resource Groups

R FIE Resource Groups FHITIR/E

R AWS Management Console HiFEETRNHITRIURME , NI ATBRREE R T REBY,
B R B FEIEM A

IR
i
p=if
fim

% mateojackson AFZAFEARFHAEFANIFAEFE , EFEE resource-
groups:ListGroups R , 2 REUT RHIEH IR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to
perform: resource-groups:ListGroups on resource: arn:aws:IeSOUICE-groups::us-
west-2:123456789012:group/my-test-group

REFR e


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
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FEXFIERT , Mateo ERMHIEE R ERMERKE , LAMAER resource-groups:ListGroups
BEWE my-test-group AR

KL AT iam : PassRole

MRBUWE|—MEIR | RPBEHINIT iam:PassRole BE , MAMEFMRBEUA A F RN ACEIES
Resource Groups,

BE AWS S A ERIAEABKEL1ZRS , MTARAIRMNBSAGIRSHEXEE, it ,
BB MEBF A LSS RSHNR.

LN marymajor B IAM A P iR A2 %) & £ Resource Groups FIITIRER , 2K E LT RAI
HiR, B , BFELTMEERFACIHETHNRES AIMITIIEE. Mary TEENACKZEEIRSH
PR o

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMBERT , XIER Mary B KBS L A F#EINAT iam: PassRole 1k,
MREBFERY , BHRRAEHAWS EEA, FNEEAREREREIEIN A
KAV AWS K 2 A A BRI FEB Resource Groups

BANR - AE | SEEMIKE i8R REAAAN AR TUEAEAERSAENER, BT
SUSEREBER  TNBEAS, WTSRETRRNERRFEZHFIE (ACL) BEBS , BT
{55 7R 330 LE B MK 16D AL R 3T S50 R 5 1R o

ETHREZER , BZRAUATHREA :

- E T #% Resource Groups & XFXLINEE , BHZ W Resource Groups = A A K IAM,

- ETHNARENSHENEFENIHENERAWS K, BH2E IAM AP ERTHEEHE AWS
K 55— IAM B PR35 R AR

- ETHRINAEE=FREXNEHERAOGRNE AWS KF , BESH IAM AR ERTHREE=5E
HiFER. AWS Ik

- ETHRIMABEERE SFORIEREFRNR , H55H (AM AFERE) PN AEE I E KU
AP (KEEH/HRIE ) RHEHRNE,

- ETHRERACNETRRNREHITER,FRINXE , ESH IAM AFEEFHNEKS EIRE
7]
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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Resource Groups A HY H & 12 F Mk 12

FfE AWS Resource Groups #&E97E AWS CloudTrail Fig%,

£ AWS Resource Groups ig3& AWS CloudTrail APl A

AWS Resource Groups FM#rL w5 AWS CloudTrail £/ , %R 1R # Resource Groups E#r
SREIFPWAF., A AWS RS EEIRMEIER, CloudTrail X Resource Groups BB
APl BRAYERNEHHEIR , BFEKE Resource Groups SR 4458514 4] A B8 A M3 Resource
Groups API I8 A, WREAIERERIZR , WA LAE CloudTrail S4#F£%1%E] Amazon S3 77
48 ( 23E Resource Groups WEH ) , WREFEERER , MHA T CloudTrail & & FH Event
history ( BEHfARiER ) PEFEEHEMH. FH CloudTrail REMNER , B LAFE M Resource
Groups X THAER, EHERK IP ik, ERA, BREFEAREMFHER,

ETHAEX CloudTral WEZEER |, 52 (AWS CloudTrail BF#EFE) -

CloudTrail FHYRFEHEE

EEBE AWS KPR, MEIZKF LB CloudTrailo 2 Resource Groups SRS R IEHI A
RERESEZNY |, ZESRIERIE CloudTrail E4F , A5HM AWS REEH4—RREESHHEIE
FH, BALE AWS KFPAFEE, BRENTHEHEH. BXEZER , HSHEMEA CloudTrail S4
P IEEREEEH

EREICK AWS Ik R EH (B Resource Groups BIEH ) |, BEIERIRIZR. BER

ER , CloudTrail A HEX4H421AZE Amazon S3 . BRIAMBERT , EERH & PRI ZRERICRAT |, IR
RIERBATAAE Xif, HWRERIZRE AWS 2 XHiERAMEXEFHNEYS , HFBEX4EZIEZER
EEHR Simple Storage Service ( Amazon S3 ) Fi##. ik , BUUEREHMAWSES , #—5 %
#1E CloudTrail BEFRENEHFHBEHXEITH. BEXEZER , FS5H

- BIRREFEBLRK

» CloudTrail XFHRFMER

« 9 CloudTrail Bti& Amazon SNS & A

o MNZEANXig#EW CloudTrail B EXHFMZANK - #WK CloudTrail B & X

CloudTrail i2%Fi& Resource Groups #&4E , AWS Resource Groups APl & 44
TiXL424E, CloudTrail ##9 Resource Groups #4EE T L APl 55 resource-
groups.amazonaws.com AXRNEH., B0 , X CreateGroup. GetGroup
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/ARG/latest/APIReference/
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UpdateGroupQuery BENIBRLE CIoudTra|I BEXHFRERFKE. BHAEPHIRERESRRIES
CloudTrail id5% , HE RN LAANEL APl i = resource-explorer AXRRWEH,

BIMNEHHATREBESEXRERBFRNAREGR. SHEETHEBEHEUTRER

- BREFEHAEAFPEILIERZ IAM AFREIEAHN.
- BREFEAACERKEEMAFNIENZEEIERXHMN,
- HRELEHET AWS BRE A H.

BREZELR , 2 M CloudTrail userIdentity T,

T f# Resource Groups BEX#H%E

RiRE—MEE , A TNSE4EN BEXHEEFIZRIEEN Amazon S3 #. CloudTrail BEX 4 S
B NMNEENEERE. —NEHRREKEEMAEN—MER , BEEXERNEE. BREN BB
B, BERSBZFLEFEE. CloudTrail BEXHT R LA API ARANE FH#KRERER , AtEiTaR
FMEEINFE R

TEHHRBERT — CloudTrail HE%E , Z%B 1% T CreateGroup &1,

{"eventVersion":"1.05",
"userIdentity":{
"type":"AssumedRole",
"principalId":"ID number:AWSResourceGroupsUser",
"arn":"arn:aws:sts::831000000000:assumed-role/Admin/AWSResourceGroupsUser"
"accountId":"831000000000", "accessKeyId":"ID number",
"sessionContext":{
"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2018-06-05T22:03:47Z2"
},
"sessionIssuer":{
"type":"Role",
"principalId":"ID number",
"arn":"arn:aws:iam: :831000000000:role/Admin",
"accountId":"831000000000",
"userName":"Admin"
}
}
.
"eventTime":"2018-06-05T22:18:237",
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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"eventSource":"resource-groups.amazonaws.com",

"eventName":"CreateGroup",

"awsRegion":"us-west-2",

"sourceIPAddress":"100.25.190.51",

"userAgent":"console.amazonaws.com",

"requestParameters":{
"Description": "EC2 instances that we are using for application staging.",
"Name": "Staging",
"ResourceQuery": {

"Query": "string",
"Type": "TAG_FILTERS_1_0"
},

"Tags": {

"Key":"Phase",
"Value":"Stage"

}
1,
"responseElements":{
"Group": {

"Description":"EC2 instances that we are using for application staging.",
"groupArn'":"arn:aws:resource-groups:us-west-2:831000000000:group/Staging",
"Name":"Staging"

1,

"resourceQuery": {
"Query":"string",
"Type":"TAG_FILTERS_1_0"

}

iy
"requestID":"de7z64z9-d394-12ug-8081-7zz0386fbch6",

"eventID":"827z18dz-6z90-47bz-87cf-e83464282zz3",

"eventType":"AwsApiCall",
"recipientAccountId":"831000000000"

}

Resource Group B& M I IE

ETHRREETRESAUXINER , FSHAWS RS “ZEA XIS HEE" ", RERFEERN
BHEMITH. AWS kS AXx—KREE , BSHAWS SMITHAWS,

BRLMERTHE=ZFFITRE AWS Artifact, BEXEZEE , TSR T “THIRE FH “AWS

0N

Artifact,
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
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MR AWS RS TN EATEBR T SN BRENHBME, RATANENBIRARERNERNE
M. AWS RET U TR RERRFENIASHE

« ZEEEHMPIEANTIERE — XERBIEFEIHETRTIESN , ARETHEULLHENER G
RNEHL AWS HEEINEN SR,

« 1£ Amazon Web Services E#H1THIPAAZ £ 55NN — AQARBHIA T F LT WNAIFEA AWS
REIZHIPAARTFE RGN AR,

(® Note
FHIFFRE AWS RS ABBEHIPAAG . BXEZEE , F5H (HIPAASKRERSZSZE)

« AWS EMHEIRAWS — tk TEZNIEMEE R REE A TR ENTLMAEBX,

- AWS EFEHER —NENAETHIEREENX, XEEEELE TRFVRESE | AWS RS
HIFEERHIBESMER ( B REEERIMESEARMER (NIST), XHFTLEZLFEEZERS
(PCI) FEFRFOALALR (1SO) ) MR IZ4,

- EFAWS Config 7T & A R IEE PRI 4R — % AWS Config RF M ZN R REEES K
BELRAESNIRER, TULgNFEM,

« AWS Security Hub— X AWS BRSs AIEA2H T RN T 2R AWS, Security Hub B 2224
HAEERH AWS BRAREHREHFELZETUMRENRESRR, BXIXERSEKEHNYIE , B
2 Security Hub 24 5#,

« Amazon GuardDuty — BB K EEHN AWS IKFIREFREFETENEBEES , 5k AWS iR
S RMNEN IS, FRNBERDIRNEEREM. GuardDuty ATARBIZHE R EMMEER
PCIDSS , fliliA 2 R LEMHERENENARRNER,

« AWS Audit Manager— iX AWS fg$s T AR BB IF L H it AWS FERER , NTEI{E XS EE UK
JEMMITAUIREN S,

Resource Group FEV RS &L

AWS Resource Groups X AZRESHERMITED R T . XEZHTTHAFRERE, B85NEFRPHE
BEZLINE. Resource Groups & ¥ #EF#E Amazon DynamoDB H,

AWSEHREMIZERESAWS KB AXERE, AWS KEREMZSANEYE LI BRENTAK |
XETHXKEIERK, FHESENRMESNNEZEZEE—E, MATAKX , BALLURITHREE
AAXZELH i EISABEEBNNAEFNBEE, SESNENRSMNEEHOERIZHEE
kb, TRHXEEESHNTRAML, REMNTT B,
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https://aws.amazon.com/quickstart/?awsf.filter-tech-category=tech-category%23security-identity-compliance
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/architecting-hipaa-security-and-compliance-on-aws.html
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
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FEAFRRATLEXRETLSHEFRREEL  RAARSHREFHEREE AWS AKX (AZ)
S48, MBEEINMBRA , FBEER AWS Support Fi,

BXAWS XM AXHNEZER , HSRAWSEIKEMIZ .

Resource Groups R EAIZE L £ M

R BHAM G EXRRE Resource Groups RMMARFZHINERE. WRER , BEA AWSHERE. &
AT LA R R IR4E ( Resource Groups ) APIFIEH| AVPCRE R AREHIZSRAMFMEMENZ
=M,

ER —TIEE RS AWS Resource Groups , 2 AWS £EMELZLWRF. HX AWS T2 RSN
Rfl AWS RF EMIZENER , BSHAWS %2, EFAEMERZSNRESIERRIZITEN
AWS ®38 | {550 S AWS ecurity Pillar Well-Architected Fram ework ##Y E R R o

BATLAER AWS B A APV B M 415 | Resource Groups, BFImMAMTIFTUATAR :

- ERMEZE (TLS), RATFE TLS 1.2, BIWUER TLS 1.3,

- EEREFRRBENZBEH (), HIW0 ( Ephemeral Diffie-HellmanPFS ) 5 ( Elliptic C DHE urve
Ephemeral Diffie-Hellman ) . ECDHEAXZ IR RS ( W0 Java 7 REFHRAE ) HZFXLEEN,

o, HRAERFRIZES ID MEIAMEZERAXBKNAEFRIZANBERH#ITEE. HE , EOUUEA
AWS Security Token Service ( AWS STS ) £ R IFff R £ FE IR ERHITZAE,

Resource Groups T X #FE T # RV KEE,

Resource Groups N &Z & &{EX

UTREXKRE-BRESEY , ATRKTBREBRIR, FEREXKRTRTESENRERTH
BRENHRER , BHEANERANERARZHARIES,

- FASENRETFAIFERENEREN,. Resource Groups XFHRRENR. REHEAFZFENT
BRFREANHRNR. BREQMEAFIMEAIENRNEBFARERES, AXRENR
MEZEE , E5H IAM AFEEPHETHRENR,

c BRE/NHFRIDPESALERFE. ANBHANRSTHE. AENKRNE. EDEABHPEAR
RERE. AHRRALBEE.

EAENRERIRSEPRALERBRER

Hitgzen 149


https://console.aws.amazon.com/support/home#/
https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
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- EEYFNEAETFTIRCHEN, Resource Groups XIEFETFHREMETN ., BRI LURAFMFEL |, A
EEHMMEEN IAM 4 (FlIMAFNAR ) PR , UBENATHNRSRIZEHBRIK
Bl BXUNMAEARETHRINRNNEZFER , HSH IAM AP ERmP M ER T RRSESIX AWS
R 15 7] PR o

W% AWS RFEXFETHRFENIRENEN. BEE T NEaPNEARREERE THREN
B, MEXNATRNGRZEFEARE , NARELBZRE AP SA AT RET AN X LR RITERE
HEZNL, Bl , MBENAHE Amazon EC2 EHIMIIRER AN Confidentiality , #REERN
High , # BSBENXI BARIE Confidentiality :High WRREITH T , LA ERAFHNEHAM
TR HHRITIRME | 87 EC2 KO LHITHRES AL B R K. BREPLRS X HRIRB
TETHRENENNESEE , BZ2H IAM AFERPHNES IAM BLE&EAN AWS RS,

BRA AWS RRFIEMRICRENESER , FSRAWS FRICKE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_tags.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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