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https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SetQueueAttributes.html
https://aws.amazon.com/sns/
https://aws.amazon.com/amazon-mq/
https://aws.amazon.com/getting-started/hands-on/send-fanout-event-notifications/
https://docs.aws.amazon.com/firehose/latest/dev/what-is-this-service.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://www.rabbitmq.com/
http://activemq.apache.org/
https://www.rabbitmq.com/
http://activemq.apache.org/
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https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://aws.amazon.com/
https://aws.amazon.com/
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https://console.aws.amazon.com/
https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
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https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html
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D RERROMCIB ST ER

AIEEIEERERT Java 9 AWS SDK HR6l. BT RHAIKE ,

SDK 2.0 A A1 Y% & 1 B 3 (TR 1E
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(® Note
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IR 1AM A 7 48R P Y Rl B
EH5 AWS BRESEAH
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HITERE,

ﬁ*"n % AWS CL| 1ﬁ/
FEAFEERNEA IAM A
FPUEBHITHHRIUE, AWS
Command Line Interface

« BEXAWSSDKMITE &
2R SAWSDK fI TEZS
ZEEPNEAKHAZIERH
TE MR,

« BX AWS API , iEZ# IAM
AFERMTPHNEE IAM A/
HY 15 R 23 4H

BHRBEERT Java B9 AWS

Python 1 Ruby, BXEZE

£ AWS Command Line Interface (AWS CLI) 2 Windows 23X T E | {REEHRERIGEN

a] 3% ¥ Amazon SQS.

PowerShell#& [ LA7E {AWS CLI 5%

2#) B Amazon SQS B4

2 AWS CLI ;=”l, YRAETLATE AWS Tools for PowerShell Cmdlet £ 1 “II I b & 2 BA 51 R
% #49 #H E Windows PowerShell =4,
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Amazon SQS A7

EARTIH |, L2 AR Amazon SQS 2% & €2 FR AR5 FIFO BAI,

£

. RREH

7 #& Amazon SQS ##l&

Amazon SQS BAFIZEHE

8122 Amazon SQS #RAEBA 51 H K% EH B
812 Amazon SQS FIFO BAFIH RIEEE

FERFZ M

EFBzE , TR 1%E Amazon SQS FH S,

T f# Amazon SQS 41 &

fTFF Amazon SQS #2#H| A8 , NGB PIEFEAT. I TEREHBRED XBEHAAIINE
B

BIAFIZ B HREERAIINESREE , SERFIRBENMXBEM, HERIIHNZATHENR N
MAHBEEFRIT T , BEESLH (FIFO) BRIIXKDTFR , EEREZERFTETHELHFHNA
T2 Fr B9 SH S5 P 0 ME — 1

Queues (2) | C || Edit || Delete || Send and receive messages || Actions ¥ |m

Q 1 @
Messages Messages in . Content-based
N A T v Created v E t v
ame ype reate available v flight v nerypiion deduplication v
MyTestQueue Standard 6/27/2022,13:03:08 a 0 Disabled
EDT
6/27/2022, 13:03:41
testFifo1.fifo FIFO 1271 0 0 Disabled Disabled

EDT

REXTEMZE

£ BRI WEF , B LUBE 2 M BURE S
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2. ¥R ENEE- 2 LSRRI AERAGERE , BFUEEPERA MBI SIREME
B, AXE  SULRAREESREHN,. IRAMENNEXBEEXNNESH , URENAREFNER
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MyTestQueue ‘ Edit ‘ | Delete | | Purge ‘ | Send and receive messages
Details info
Name Type ARN
[FMyTestQueue Standard [Parn:aws:sqs:us-east-1:269704527654:MyTestQueue
Encryption URL Dead-letter queue
Disabled https://sgs.us-east-1.amazonaws.com
/269704527654/MyTestQueue
> More

Lambda triggers Dead-letter queue Monitoring Tagging Access policy Encryption Dead-letter queue redrive tasks
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/A Important

2022 £ 8 A 17 B , BRIABRS SR (SSE) M A TFrE Amazon SQS BA%l,
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#12Z Amazon SQS #5/HERA S

1. BEUTMUITH Amazon SQS ##l A& : hitps://console.aws.amazon.com/sgs/o
2. EFRBIERAS,
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® Note
BIERASIfE T EE A FISRE,

4. FABAFIRBFR,
5. (Hit ) #Z#HERNRIEESHIREMIAME. EEET , BAUNUTSHIRENRE :
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REHBRE , BHELQET—FEWER, EREFRARFRE  EFAXREREERNER.
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X2 Amazon SQS 12 FIFO RAFIK 5%,
BIZERA 5
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(® Note
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o EMEFEHRFRERENA,

f. XF FIFORS , ZRETABTNESHERER  LEHETRENESEREMR. RIAER
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g (Hi&)Ei FIFORSIEHERNELEUEENRIIFLAENBZYER , FiEREAREL
& FIFO,

EF LR 2R EOET ( EERERIBRTEM FIFO R EMRE| ) Bkl FIFO BAFIE A
SEHEMENRE, IRENMEASELE FIFO FTEMNEMIRE , NS EEFLEL
W, EERERREAEHRT. BXREZEE , 2 Amazon SQS FE# EHAIINEH
& M L S# SQS JHEE .

6. (HNE) ENHEFRE, HREKEEXLT ALGREGINIKS, AFRMAG, HRKREEELTH
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® Note

JBH SSE Ja , X nZBAFIMER SendMessage Fl ReceiveMessage & R[M#HIE
“#5, Amazon SQS RLHREXKRBUFTEFAERER, MREE M@ Amazon SQS RAS
RIEERER , FEHAREA SSE,

9. (FE) ENEEAIBEENBERTERENES , BRIFEEI,
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1. E&HEIEB S|, Amazon SQS SIEBASIH EREAFIHYFAE B TEH.

Amazon SQS LEEBNMNREHFEBEXTAIINIES. BT Amazon SQS B—MoHARE , Fit#&E
EHEEERSITE LR RS ZE , BARSIBIBRHMNVER,
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EHAESERRENZYCEETNE,

3. MWFHEEX, MAHEEXA,

4. NFHRHEL (FIFO) RS , MAHRA ID, BXESEFEEL , B2 LD# SQS H#Y FIFO BAFI
RIXB B,

5. (®E ) XTF FIFO BAFI , e blm AEEEEHIEMBR ID., WRERNRIIEATETHRENE
SREMER , WFEEZEEESEREMR ID. BXELZEL , H5H LS# SQS F# FIFO BA
PR EBE,

6. FIFO BAFIFAXFHEAERMITEIZER. BXEZEE , BS54 Amazon SQS JHE 1T 25,

7. i%&# Send message ( £EEE ) o
RIEERE , BHALET—RAWHEE, EREFFMES , STREXEBEREEENEE,
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&2 Amazon SQS A%l

AN B MAEER Amazon SQS #ZHABEEAIIFEE |, M#E B EH — 5 #HE Amazon SQS,

TR

EFHB2aE , B RE Amazon SQS FHF R,

T f# Amazon SQS 41 &

fIEEant , NSMERFIRENS , LERRFITE, RIITEREEXES XEHABASINGE

=

/BN 0

Queues (2) | @] || Edit || Delete || Send and receive messages || Actions ¥ |m

Q 1 @
Messages Messages in Content-based
N A T Created E ti
ame ype reate available flight neryprion deduplication
MyTestQueue Standard EfD?r?HZOEL 13:03:08 0 1] Disabled

testFifol.fifo FIFO EfDZTN 2022,15:05:41 0 0 Disabled Disabled

BAIINRE ERRAFIZRER B RSN EMER, KB ARHBE—B 7 A X5 FR £ SIH i
% (FIFO) BA%1,

HERAFITE S , BRM A AN FIRITERE, ERILBLEREAFIAMRZLNEI , RiFEFEENZ
MATHYERF,

BT LUEERIIE M, XFITFHRIINFAEENE, FAESNEITE S REARRAE, Lt
A, BEBLUARFAER D THANETF2— , WEFHME BT 455 NRE,
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MyTestQueue ‘ Edit ‘ | Delete | | Purge ‘ | Send and receive messa ges |

Details info
Name Type ARN
[FMyTestQueue Standard [Parn:aws:sqs:us-east-1:269704527654:MyTestQueue
Encryption URL Dead-letter queue
Disabled https://sgs.us-east-1.amazonaws.com

/269704527654/MyTestQueue
> More

Lambda triggers Dead-letter queue Monitoring Tagging Access policy Encryption Dead-letter queue redrive tasks
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Queues (4) @ ( Delete ) ( Send and receive messages ) ( Actions ¥ ) Create queue
[ Q. Search queues by prefix J 1 &
Name a | Type v | Created Messag lable v | Messages in flight v | Encryption v | Content-based deduplication
(@] MyTestQueue Standard 2022-06-27T13:03-04:00 0 [ Disabled
O SIMtest Standard 2023-02-17T08:01-05:00 0 [ Amazon SQS key (SSE-SQS)
O testFifo1.fifo FIFO 2022-06-27T13:03-04:00 0 0 Disabled Disabled
[ ©  TestFIFOQueue fifo FIFO 2023-05-15T12:03-04:00 0 0 Amazon SQS key (SSE-5QS) Disabled ]
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https://console.aws.amazon.com/sqs/
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EFRERIETR,
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HEeNEBER/LDHE 0 ErY |, BAFINZE,

BiARABIRE R ZE (AWS CLI, AWS API)

BRIEFRE B E RIXER.
ESGTUTH®Z—
* AWS CLI: get-queue-attributes

« AWS API: GetQueueAttributes
MEAT BN

» ApproximateNumberOfMessagesDelayed
* ApproximateNumberOfMessagesNotVisible

« ApproximateNumberOfMessagesVisible
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HEMNEERLDHH 0 8, BRFIHRZ=,

R E MK Amazon CloudWatch 1845 , FEREEEIZANBHIES , AEBEERZBAIINZE, HxX
CloudWatch IEMFHEZEE |, HSRT D% SQS WA A CloudWatch $E#r,

i BRIE D2 SQS BA 3

MRIEFBMER Amazon SQS BAFI , H BEFRITEH th RS EAZEAS , BUCREMIER.

® Tip
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ESMERT , &F Queues (BAFI).

FERNSITIE L |, EFEEMEREIBAS,

R BR

FEMIBRBA SIS EAE S |, WA delete LAFIAMIBR,

M BR

2

fRIBRBA%I ( AWS CLI #1 API )
ERIERAN T2 —BERRAS

* AWS CLI: aws sqgs delete-queue

* AWS API: DeleteQueue
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E 7 Amazon SQS &4 , 2 Amazon Simple Queue Service AP| 5%,
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o THRWAMLEEZEST NS Amazon SQS R E : FiEFERA API HIREFXH L : AWS
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Python

Ruby
Windows # .NET

« 7 Xt Amazon SQS HHY[RIE# 1T EEBEBRED 0 P T R a0 s R B AR A BER o
s BERZEMEH P T R IARE R R EE.
- ETHAXILSH SQS ITERENESER , B2 RIS % SQS R G REIERESD.
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FF#aEFH Amazon SQS #r/ERA S

Amazon SQS K ERIABAFIKRE 94kt ARAERNSIRYEA AP R4E

( SendMessage, ReceiveMessage @ DeleteMessage ) R XFHIA LR API @A, PrAHER
H% %5 at-least-once JHEZE, BER , ATHEEAWEFLTRELENSESHREN , BREE—
FEHENZNEIRTRINFEIE, FFERIISREREH#HTHR |, RIE T H B RBURHE RIXH 7
1T1&1%,

£#IA SendMessage Z 81 , Amazon SQS @ —FEERARFHESNINTAKX (AZ) b, HTEEE
TEHEESNMNTAXS , i E A — M EN,. NESHAAXBERTEERTEFR,

BRUAFER Amazon SQS #2#I & tIZMEEIINEER , S HEEA Amazon SQS 2] & 6 EA
5l BX Java BRI , FZHAmazon SQS Java SDK R4,

B L ERZBRTEARAEEY (RENARFESLEZRBENTRINFRIRNES ) |, Al
m -

« FRNAFBERNEBERRRE TERDE - AP EEREREE KRNI R RIS ET L& 5,
- FEFITBEESNITHELETR - LEXEBEAFRIEER,
« FHEZ#HUER —SLE - (T RHERMBIBREENZSNRE,

BXRERESIMEXHNER , FS M.

BEXREAFRHEIINRESKE , 245X Amazon SQS #rAEF FIFO BABIHI E L,

SHEHERF

ARSI ARERIFTHEHEINF , BEAfEE —FHENZNEIEATRIFFEE, NRREERFEFZIR

P, BWHEM FIFO (SE#k ) BASl , B EBFEERMFFES , WEERZTEREXNHEERMR
BEFo

j%t-least-once %

Amazon SQS £ S ARS B LEHEENEA  USANLNBTAM, ERIBERT | Yok
MRS B, RO R RN R ARG S TR TA.

WMREERXMER , MASRBRRS 27 LA AERAHEIA |, F EEREEER ST RLBIRIREZE
BEREIA. RNARFRITAES NARF (ZRAEBER—EEN , ENTRZBTFEM ) .
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Amazon SQS A5 H B FRIARF

LEEB RN BARER FIFO BASIRARIRRT, X AR IRARF A 85 BY AR 3R H R4S EBA SIFIH B
Amazon SQS /RS FRIRAT

BXRUTHIRFNEZEER , 55 H Amazon Simple Queue Service APl %,

BAZI & 5 A URL

EOIZARIBAFIET |, BN AWS K M XS EME— B BASI & 5. Amazon SQS A EEIENE
MNAFI DB — B HBASI URL B9FRIRAF , R EERSBHRMEM Amazon SQS A, BHEEX
BAZIIATIRAERY |, SRR ER A ERA S URL.

LUR & A MyQueue FIRASIRIRASI URL , ZRASIE AWS K5/ 123456789012 WA F A,

https://sqs.us-east-2.amazonaws.com/123456789012/MyQueue

ERVER S LA A BT K S G FRSE |, URESAKRRFIN URL. BXEZEER , BESH

ListQueues,
SHE ID

BEXHEEMEWE —NREPEAEE ID, % ID B Amazon SQS 7 SendMessage MR FiR B4
£, WHRFFATIRES, HE ID WRAKENR 100 M2EH.

B AW

FHWEIRBAIIEVERR , EMIWEZEENERTH, LORERZEVCEENREMRXEK , BEHR
REFER, EMBREEREIUEETAY | BLARHBERAN (MFARERID) . Hitt , B
KEBPCHER , RARTEMRE (ETEREERARIIF , REEHAAE ) . BRIVWEAKE
7 1024 NFFF,

/A Important

WRZBRBWERES , NIEXBERZEEN , ZHXRESTENBERIR. EERMRZE
Br, B4 MRESEIERBNERAN (BN, TR ERBRZER ) .

UTRERAIRH RS (B=R%D# ).
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MbZj6wDW1li+JvwwlaBV+3dcjk2YW2vA3+STFF1jTM8tJJg6HRGEPYSasuWXPIB+Cw
Lj1FjgXUv1luSjlgUPAWVE6FU/WeR4mq20KpEGYWbnLmpRCIVAyeMjeU5ZBdtcQ+QE
auMZc8ZRv37sIW2iJIKg3MOMFx1YvV11A2x/KSbkJ10=

[0

TRIE T SHRAEB SRR E R

PR iR

HEREA S BABIRYERIA ( &/ ) EERH 0 B, BRKREN 15 T H#,

51| i EYBA 5 8/ ListQueues &R 1000 1NBAI,

KR FFETHE BEKRAFFREN 20 B,

TP E RS (RRE) Amazon SQS BASI T LA fF ik H9 H BB E T Z R4,
FAFIRE RS (£8P ) X F A ZBARHEBT ( BURTRASIREFEERNE ) |, &

ZH LA KL 120000 FAEABFER (EAEEMAIIFH
ZW, BREARMASIFRIER ) . MREEEREL AR
B EE , N Amazon SQS £3IREl OverLimit 4HiRH
B, MREEFER KL , U Amazon SQS FiREE{A4E IR
HE, NBRIATIERS , SRIZELENESFREMEA
HIh i BR. ZE T BB AR EE SRR BE, B
HERSEH , FEIIEFER,

BAZI & F5 BAFIB M AT EERS 80 NF . HIUTZEN : FHHY
FEA, EFH (o) AT O

® Note

RAFIIZE X2 K/NE ( fla0 Test-queue H
test-queue EAFRMIBAG) o

RAFIPRZ BIUAEDmBRASIFRMET 50 ML, Fricx#E UTF-8
#% 3K Unicode 2%,

ik
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PR &M iR
R Key A FEH , MHRZ Value BAER,
¥ Key MHrZ Value KRB KNDE,

¥ Key M#rZ Value AIEE Unicode FRHFFH
(RAUTF-8 &= ) M=K, AFERAUATRHETHR
_ ./ =+ -a

¥ Key =% Value THIEME R aws : ( BT HEMIRR
WA RS REE ) -

B AWRZ Key KEH 128 4 Unicode =& ( XA UTF-8
B ) o ¥ Key FEBRAZEHRA null,

B APRZE Value KEH 256 4 Unicode FHF ( H
UTF-8 1= ) o #8 Value ATEARZEER nullo

FRICERERSINEIX 30 TPS., AWS Ik F N R I&H B T2
FEEFSHNEHRE | BFRERXIER.
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FF5EFH Amazon SQS #H#Y FIFO RA %I

FIFO ( St#t5Eh ) BASIRR T BRI ENSINA AR 2 , BRRERFENSHNIIFREZRLTRER
REETHER T 858 RAREF 2 RRES KRR

&R LAGER FIFO BABIREIR ROIIIT

TEEXREENEFHFITREERS
ERERINFLESHNE=FREEK

B ARFLERFHANRAE

BIEMER - ZERMIRFREMZERBESER
HTEHRE - BRAFAANSTREBNIRFET
HEFk - B L2 REIMIKF 2 BS MiRE
ELERRS - REAILEEBHERMND K

N o o bk~ w0 Dbd =

(® Note

FIFO BASIE R AN 38 — )R ThEE , (EBRESE (TPS) BR. &AL Amazon SQS &
FHEEXS FIFORRIIEESHER , MREESRH. EXREASTHEEXNFAGE , &
2 Amazon SQS A HAIINESFHE, BEXFHEERFNER , B35S Mthe section
called “BRFECEN"

Amazon SQS FIFO RAFITEFT B 1R Amazon SQS B Xig#tE H,

BXREAEEEZEEFYEEN FIFO RAIINEZ(ER , BSHEMA Amazon SQS FIFO BASIf#RE ZLHY
BEFF MR,

BXRUWAERA Amazon SQS 24| & 0 EMEERFIMNEE |, FSHEA Amazon SQS #2515 BIZEA
5, Bx Java BRI, iESH Amazon SQS Java SDK T4,

BXREH FIFO BASIM HESER |, FS 43 Amazon SQS FIFO BABIRY E b 21 R4t XS Amazon
SQS #RAER FIFO BASIRYZRL .

W 5h#h SQS HHY FIFO BASI4E%Z 4
B2 BT AT 16 T B A %A FIFO KB,
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RIEHB

MRFZHFESAERIEET FIFO RS , A ESFEREETRANEEESEREMER D, N
Amazon SQS FF@XLHEEHEiAMER. RAE , TRERESFHEENBEIIRFERNLEEE

£ FIFO BRI | SHRETHEA ID #1THF. MRS EEHN (RE—ENLWFELE ) FE
BEMHEPEEA ID BEEKIEE FIFO BAFI , M Amazon SQS & 5H B 23k LA A4 32 1Y I Fr 7745 55
B A THR Amazon SQS REREMNBYCEENIRF , BUCIEEFINERAK —HESAE ID K
REEFRBHER.

FIFO BASIZ SR A FEAMNERYA ID. 81EEYA ID &R~ Amazon SQS BAFIFRRINEFEE
B, WTFE—HELE D, IEEENRENEPG=RERE-—ENIRF, ER , EEFTRENER
41D EREREIRTRERINFAIENER, SXTEEL ID 5EEEXEK, MRERREMHEEA
ID, WIREFAK. MRAFE-AEFNEE , BAERERRIERN FIFO AFIRHARKIER
44 1D,

BEYOHR

LMEZWRKBEEZNEEYE ID B FIFO BABIAEERT , Amazon SQS B SRR A REZ #IRE
BEEE—HEAIDHWERE, XEHMFERAEELEBESREEEYL IDHWEE, HEBKBTEHE
B4 IDREHER |, BRIFEHIBRIZEERZEETHAL , BNTFLBROEERE—HEEA ID #IH
JSR

(@ Note

AJ £/ MaxNumberOfMessages R ReceiveMessage ERSEAE R X FAFEKRS
K10 FEE. XEHEFREH FIFO IRFETMERFHRBRESA ID. Ait , WREFH
EESE ID FEEADTF 10 &, NEFREER —H#HRMN 10 FEEH |, SFRERFHMESEA
ID KBS , {BRIR FIFO IRF4- 2,

ZRER

FIFO AFIAFRIZERERAEZ RS RER :

« MRVEERNE SendMessage RIEAW , WA UARBEFEEEAMEEHEEESHERFER 1D
ERREZR, RRUBEEESEHEMRARBIH 2ZEDRE —RBIN , WSRERET S
FEEENINF , BRI AEEHR.
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- MRERAERNE ReceiveMessage RFRM , MAILRBEFEFEAMBNEBFERZR ID
ERldZR. RAEAEETIAMENIPZAEDORE —RHEIA , NZREHAFLFMEHEEAIR
Fo

. MBNTHAEEA 1D WEEN , RIEEHBRZEERZEETNTR , ENFLEEEEHE
E _5ﬁ/§séﬂ ID E’g;“ﬁ&%‘o

53 SQS F18Y FIFO BASISEEHEF

FIFO BABIEAREBA 5 9 LAY E St A TR TR, LEERASIHREEMAFER FIFO (Lt L ) 12
EFRAE IR

. PREDHENEENZWNT  HEREE—R , EHRELENNBHEE 2 —EFTA,
. FEAFEETEIABRIIF,

BESh , FIFO ABIREZFFHEA , ZART—MRIIRFESNMEFIHEEHE. — FIFO BASIRHHE
BAHERBEH.

£ Amazon SQS A BN IE — X

TETFHRAEBRT , FIFO ABITABIAEEHE, FIFO RFIATHBIEBRE — M AFEAXEEHE,
WMEBIRIE 5 2509 E S BB BRed 8 B FE R E i SendMessage #4E , Il Amazon SQS F&HEME
-3 -1=CIPNISTH

ERESSHEMER , BAMTUATREZ— -

- BRETAANEEREME. X~ Amazon SQS A SHA-256 BHE B HEEMNIEX (MR
SHENEY ) EREEESHERE ID. BXEZEE , S Amazon Simple Queue Service
AP| £ CreateQueue, GetQueueAttributes M SetQueueAttributes BEMNIERZ
=P

- WEREXRBEEESHERR ID (HEFEFIFT ). BEXEZEL , BZH Amazon Simple
Queue Service API & SendMessage, SendMessageBatch ] ReceiveMessage B/EHIAE
R,
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£ Amazon SQS R MFrERFIFE B E| FIFO RA %

MREEERFHERININENARFARERNA FIFO BASIAEEF A E — RIS , NEEEHEM
B ERSIMNAREF.

(® Note

BTEFUMAIRERR SRR FIFO BAFI, EXIMER | L4 NARRFCIEHN FIFO A
5, SEMIBRINAIRERA S H EFREGIE S FIFO RS,

R TR FEBRENNARFES S FIFO RS —E EMMb T4

- ERAHEEN FIFO SEHEEXRRESEUHE, EFHATHEREREEH , BRI T#H SQS HE
B,

* FIFO IR XIHBERLER |, (XREFHEFIER, MRENNARFESFER LIREME
9 DelaySeconds S¥{E , BXATFNAREFEE M EREHEBIERH N EENNS LiRE
DelaySeconds.

- SHEAR—TUHHEH FIFO 1L , EFEFEFEBHITAEEE  ANRESENINEFE., BEFBETE
EHEL IDFPEEEEIERAS, HEHABRETAEIHRABNULZLEE., N TEHHT R
FIFOBAFI , iEREE ID ERAEBANLILEE, ZOHESAESENESAE ID 8% , FIFO AT#tfE
RAYHEHERBZS,

- EFPEERARIZE FIFO NS ZHT , EHEIAULTHE :

- MRBHNARFARXZESHBENEEENNER , BN ARFERNENEBREREHE
EREMAM —FEEESHIEMER ID.

- MRENNARFRAEERMEBNERENKER , £WUERETATNEEBIERER.

« BRUWNFERAEH#HITEARBER. ER , WRLEHEZFERKNEBEZN AT BN D IREN—
MRSE , BEREE ReceiveMessage BERMBUIEREZE ID. XAFEREMSE K ERE
RERERESE , ARSI TFERZHAMMSBNEE.
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Amazon SQS R E#H K HAIINEETHE

Amazon SQS FHE &ML E FIFO BRI AMMEESHEETHE , RRESHIEEIF , A
M@RLEABESNNARFNIEEN T BE. ZBRARIEESERSFEHENEFHEE
EWITR,

EFEENERERHTEE, RAHEEMENRERIZENERT , FEE Amazon SQS E§FHE
FIFO BA%I, #lgn , tnREF—MECEBEFMERFEIRFEENNENARER , BASEFHLE FIFO RA
FIRMERENEARTEREE, A, MRENNARFFIEESEHLE FIFO RAFIEMMNIEEE
MEEN |, BBALEZEFRE Amazon SQS BASITIBEE ER AN , EB TEE,

RNTEBEESHELE FIFO BAIIHRHEREE , BIUEINEEANHE, EXEFUHERERINEZE
B , 52 (Amazon Web Services —fi85ZE) H I Amazon SQS RS FRET,

EASMRANRANRES REMNES  #H2HLDH SQS HERAN. SQS FIFO MAIBHM
B 5 KABIES T

£

« Amazon SQS FIFO RIS EHEK A A

- SQSFIFO RIS EHEN S XNHEEDH

« 1£ Amazon SQS # FIFORASIEASEHE

Amazon SQS FIFO A%l &M £/ A 6l

UTRAERNAETSELE FIFO RFINFRINEA , BR T EMNESTULNZIPNEMRMY

1. SRR E | A ERNHER ( FAINEALESENHERN ) WNERABFIAZRTESEHE
FIFO BA%l , AL EBIFEBARVER |, EaS R E0E B F AT EB D 4.

2. BFESFITELE  BEFPBFFRZIMFEXREENEFESFEP , SEHLEFIFORASI ATHARE
JG AL BT B, BIGETE R MIEE St R ANitt

3. TRRS  AEBSMRZ IR Z BFEN SR AKTES FHEFIFOR I SAHK/DAYIER AL 2 7 BiE
MR5 , AEHETFEENIREEFSEEER,

4. BARGR - RFEEFENEED KBRS ASELE FIFO BASIRE R FE4A X4 MREFRBHR
ft, BRAFRESRGHBERER , BeREEBRNRNBRXSIF.
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SQS FIFO R\ S HFEHEN 2 XFEIED

Amazon SQS LAz XX 7 FIFO RASIEIRE, 2 XRARFIDEHFMZE , ZAFIE—D AWS X
BRANSNMTAXZABHES, ELFEES X, R , Amazon SQS 2R FTHXEE,

XF FIFO BRI , TR T , Amazon SQS 2EHBAFIFHF XEE :

« MRHFERERFENEINE D XFAEIFNER  NersBEEMs X , BEFEASIER XEE
. BREFNEE , BSRIL S SQS HEEH.

« MREZHFDXOFARRE , Wy XOBEBAEIRD,

SXEEEFEAEHHRT , NRFREHN. FOSIFESHBRLTA,
BOEB4E ID DA EIE

7T RHEBARE FIFO BABI , Amazon SQS R &5 H S RIEE A ID BEHFN NERE HERMA @
Ao WFIBREA i HERE T BN 0 X &7 @EE.

TERERTEBZSND XS, RIIKEEA IDETH%S. Amazon SQS A ER FERBURER
T EFEVE ; EAFF , EETZHE item0 MR HE, FEE  XETINEFEINFSCIIAMNE
BASIBYIR AR, I VEBHEESA ID NRFERE,
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Message Message Message
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Messages
! - Internal Hash Function M Message
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- l
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® Note

Amazon SQS £33 {1t , ATLATE FIFO BASIMN n XRS5 BB |, Tits XEE M,
AWS B FEATEEERETRENEESA ID,

LAt X R =R

EXEXE , /M9 XXESVES 3000 FHEHTHAE  FEXFEVRE L 300 FEEATX
%, BRABERRE, EXEFUHEHERTNEZER |, B55 (Amazon Web Services —fif3
Y K Amazon SQS RE R,

ERHLALE APl B, BRHEEHRBIEZESYE ID 5 A BEFAENESEHITHRA, BAIE-FKX
HOHRERENESHHTo HAMLE,

771 SendMessageBatch API I XFAER , AWS BIUR AJREFEAMRENEEL ID Xt HE#
TR,

E{t{tDeleteMessageBatch# ChangeMessageVisibilityBatch API 92 XRIAZHR , AWS &
WEAMaxNumberOfMessagesS iR E N 10 BYReceiveMessageidR , H X EMNERIREIAYEIK
BRI THLALE, ReceiveMessage

EUTROIF , RET7T-#HEBTEEREA IDWER, ZHRXDHN=Z4E , SAMIT AT XHER.
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Message Message Message

Message Batch

Partition
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nessageGroupId: "item3", Messages. Messen
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® Note

Amazon SQS RFRIBFEEMESEEA ID WAER FERBAHE DA B ML EBERF, RE
AR HERBNEHEMNY XHE  TREaXNESEFREHEHEA ID A EEHTIHE, HTHRHE
RO XHETLERER , Bt , X -2 2ANEELLETRETED A,

£ Amazon SQS 5 FIFO A3 E A HEHE

WA LUREAFORIMEN FIFORIIGASERE, BIEM%EE FIFO RABIR | ZB I SIE=/Fik
In -

- BHASAME FIFO-EBMYE FIFO RFEENEFHE,
- EEFIEMRSEE - #8E R FIR BT 2758 B AR 53 1T EE HUEMIER.
« FIFO ZHEPR%| - 187 FIFO AP HEENEHLERF 2 ER TR AL REEHEARINZEN.

RN FIFORRFIIGRAEEHE (125 4A&)
1. FERBIERLE FIFO BRI,
2. RARFIEELIAN  ERERASELE FIFO,
A FIFORIIGEAGEHESIREBMERIET , MTFIR :

- FEEHERREEIRENEEAE , XN FIFORIIFERASEHENSERE,
« ¥ FIFO EHERBREBANEMNEHEL ID, XEN FIFOAIEASEHENMKEIRE,

WMRERN FIFO RIIERASFEULEMENEMARE , MRS EEFHEER , EEHERREMR
EHRETo

3. HENFIEERFIET. THE , EECENRFIHRET,

BIEH 4w FIFO BABIG , BAIAMEZBASI A A EE AR BERAMERES , MEXLEHUAESH TPS
T, BXRBERUHERM BRI TE SQS BRI HEFLE,
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UTXREREGBTEEHFM TH FIFO AN IIEE. BXEZEE , 152 Amazon Simple Queue
Service APl &%,

HEEEREMER ID

ATXEREHEH#HTEEHRENBRNTE. MREIRET HFEREESESHIENER ID 898
B, WrrBERAMREREERIENER ID AR EEHMRERDES , EFR2E S 7HNEER
B2 M0 B (5] B A % i

(® Note
Amazon SQS #& REH B EEHIEMER ID , BMEEE BBERAM R ZE ML,

iﬁ I%\ éﬂ I D

EEHEBETHREERANIE, BTR—EEANEEREN T EHEAN™KINFZENE (B
=, BTAREEANEETRATRINFLLE ),
EWERZR ID

AT ReceiveMessage HA#TEERTER RN S E.
55

Amazon SQS N EFBEEP BN AR IEEEKF.

5% SQS Y FIFO B4
EP g

Amazon SQS & 54 & i B Bl 7 X5 FIFO BA%,
i

MRIEHNARFERAZN AWS RS, HEBRSEMANIRS , AT HEMPLRS RN
FIFO BABISEEEE, AWS

REAFHIE FIFO BAFZE N B4R , {2@ Amazon SQS KX BHINE L AWS HABRS T eeS
FIFO BABIF & &,
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AWS BRSHEL T Zh8EB BT 5 FIFO BABIARFHREA :
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« Auto Scaling 4 @5 B B 44
« AWS loT MR
« AWS Lambda ZE{SRA %I

BXREMERS S FIFO AIINRBMUNEE |, BSHRS X,

I 5% SQS HHY FIFO BASIFE 2FRRRF

AT NE FIFO BABIIARIRAT, X EEARIRAF A #BH BB, HIREIS ERFIFH R,
FB

« W5# SQS A 5eit 5 A S I BRIRAF

« Amazon SQS FIFO BASI#Y E b FRiR7F

W Dhigh SQS A Sttt 5t Hi BA SR PR IR AT

BXUTHIAFHNEZEE |, B2 Amazon Simple Queue Service APl &,

BABI& FRA URL

OB TR | BTN AWS K/ M X s EME—BIRA 5 & 7. Amazon SQS 2N EBIZN &
MNABI DB — B HBASI URL B9FRIRRF , R ESBH B M E M Amazon SQS A, BHEEX
BB AT IRERT |, EREERMEER S URL,

FIFO ABIB#AMA . fifo BBLR. FAITA 80 MFHWRIIEHESM. EREMILTR
FIFO , AR ENRFIEHREURERLER.

LR R2E 7 AIFO BAFIRIBASI URL , ZBAFIEIMyQueuei B AWS k5123456789012 A F #H4E.

https://sqs.us-east-2.amazonaws.com/123456789012/MyQueue.fifo

BB S HASI H BTIK S EN TS, URESAKRRAIIN URL, BXESFEE , BSH

ListQueues,
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JHE ID

BRHEEBIWE - MNRESEAEL ID, Z ID B Amazon SQS 7 SendMessage MR iR El 4
7, WHRAFATIRES, HE ID WRAKENR 100 MEH.

B A

BHWRIRBRIIFDERR , MW ZEENERTR, LORERVCEENRERXEK , BER
RETR, EMBREEREIVCEE TS | BLARHBERAWN (MARERID) . Hitt , B&M%E
KEBUVHR , REFTEMERE (ETREERARIIF , REEHAAT ) . BRIMWEAKE
71024 NFEFF,

/A Important

WMRZRBWEREE , NEXBERZEER , ZHXIRESTENZERIR. F£FRMERZE
Br, B4R ARIIKENEZRIN (BN, TR ERBRZER ) o

LT RERAIWRBRE (B=ZR&D8E ).

MbZj6wDW1li+JvwwlaBV+3dcjk2YW2vA3+STFF1jTM8tJJg6HRGEPYSasuWXPIB+Cw
Lj1FjgXUv1luSjlgUPAWVE6FU/WeR4mq20KpEGYWbnLmpRCIVAyeMjeU5ZBdtcQ+QE
auMZc8ZRv37sIW2iJKg3MOMFx1YvV11A2x/KSbkJ0=

Amazon SQS FIFO BABIHY E b pR1R5&F

AXUTHRRAFNESZER |, FHSE Amazon SQS F#EH4LLIE — )X M Amazon Simple Queue
Service APl %,

HEESHAEME ID

ATHNEREHEEHTEEBRENBRNSE, MRKDRETHEREELEEREMERR ID AER
WrrAEEREEE S EEBIEMER ID &M EEMHERNES | BF2E 5 7N ESHERERE
FBR&HE.

SHEHYH ID

EENEETHENBANRE, BTR—HSANMN AN THEANFRILFEMIE (B2
BFTRMSANES TRATRIAFLE ),

FIFO BAFIfY E A ¥R iR AF 40


https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SendMessage.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/
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FHs

Amazon SQS W EFREHE BN KB IEELEK T,
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Amazon SQS B¢ &t

AFE B 5| H Amazon Simple Queue Service (Amazon SQS) A EYELEI,
E&

« 5% SQS FIFO RA BB AR

« 5% SQS JEEBH

- 5% SQS BUREE

I 3% SQS FIFO BAGIEL &R

Amazon SQS E&n

TRIIHE T 5 FIFO RASIEXAYECE

BREH DU

HEIRBA S BABIRYRRIA ( &/ ) HEER 0 ¥ &JAEN 15 TH,

51| B9 RA 3 B8/ ListQueues 3R 1000 NBAFY,

KE I F 150 A REKENSEREN 20 B,

HEA — FIFO AR RVE R ABEBIR B E M,
BRASIREER (RE) Amazon SQS BAFI A LA Y H BB E T Z R H.
BABASIRHEE (ERT ) X4 F FIFO BA3I , Z A LA 20000 &fZRFIHER (£

EEMBAFIRZEW | B ARMBRTIFRRIBER ) . INREIAEF
WHELER , Amazon SQS FF 2R E{E4E 1R B

BAZI & F5 FIFO BABIBRRAIA . fifo BRER. BRIt A 80 N
FRNBAFIAMEH. EWESIRERN FIFO , BRI LS
EFIBMEBUZERE R

RAFI PR BWAERMBASIFRINET 50 MrZ, FridxiF UTF-8
#% 3K Unicode 2%,

FIFO BA %I Ei&m 42


https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ListQueues.html
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BRER iR

Pd

R
R Key RAFER , MR Value BAER,
FrZ Key f#rZ Value RO KNE,

¥ Key F#5% Value AI'E@E Unicode FEBFFHF
(RA UTF-8 88X ) MZHK. RTFFERAUATRHEFR
_ ./ =+-0@

¥ Key =% Value THIEME R aws: ( BT HEMIER
WL RIS R EE ) -

BRAPRZE Key KE R 128 4 Unicode F%F ( XA UTF-8
B ). 5% Key RERZEHH null,

B APRZE Value KE R 256 4 Unicode FHF ( H
UTF-8 #&= ) o #8F Value ATEARZEERA nullo

FRICERERSI TR 30 TPS., AWS Ik F an R I&H B 2
FEEFSNEHRE , BHRERXIER,.

L 5#h SQS HE B

TRIET 5HEAXNE,

BREH DU

RALEHEE ID HAEHE ID ZREZAERE 80 MNEN. BIUTFH . F
BRFFR. EZH (-) MTRL O

HEEM —RHEALUEERS 10 M uiERE M,

SH B4t —NMEERHBERIBEZAEE 10 REE. BXEZE

B , {2 Amazon SQS #AEIRE oK BB
AmazonSQS & % BufferedAsync,

HR A BCER 43


https://console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase&limitType=service-code-sqs
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BRER
HERR

JHEL ID

DU

SHETABMREE XML, JSON FIEHRIALH XA, AT
LR Unicode £F : #x9 | #xA | #xD | #x20 & #xD7FF |
#xEQQQ = #xFFFD | #x10000 = #x10FFFF

I RPREENWEMZHIBIEL. BXESER | B
SRFRH W3C HST,

WHERENER  LBEREXEEEMEEIEE4A ID KH
£

/BN O

MessageGroupId = FIFO BAFIFTAEN. BFeFHE
FF PR AERA B

BATAFIEZ MessageGroupld EHEBEMXEK, MRE
KiB# MessageGroupId , BEFEM,

MessageGroupId HKEN 128 MNFR. BRE: F
BEFZHNRRET (1 "#$%&" () *+,-./:;<=>7?
el\I*_"{[}) -

RANBERT , HERRE 4R, R/MERNGOW (15
), JAMERN 1209600 (14 X ) »

FRIEBR TR B API #24E ( SendMessa
ge . ReceiveMessage =% DeleteMessage ) &#¥

XEFET TR AP B
FIFO BAl

« FIFO BA%IX 8 API #4E ( SendMessa
ge . ReceiveMessage #l DeleteMessage )&

# 300 NESWEH
o MREFEHMLE |, N FIFO BASIZIFEEA API

¥ 1E ( SendMessage . ReceiveMessage #
DeleteMessage ) 8#¥&Z% 3000 £HEHE. 8% 3000
MNESFAKR 300 X APIHEA , BXEAHFEEE 10 %
HE R —MtabE,

HR ¢ ECE

44


https://www.w3.org/TR/REC-xml/#charsets
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PRE DU

FIFO BAIN S FH &

. MEFFEAHLE ( SendMessage . ReceiveMe
ssage #lDeleteMessage ) , EXBERI (HERE
WNAEEB ) . EEFEED (HEBXMN ) MM X ( ZR
=) XEH , FIFO \IINEFHLESIX API SR
WIBZIK 7 FNES,

o WFERER (FEZBEM ) MRMBX (EZ=ZRE ) X
3, RAFHERNEN API BIEEW 1.8 ANES,

s WFLA#MRX (FX )., WAMKX (#FHE ). LA
X (&E ) MIA#X (XR)XE , RAFHERNEN
AP| #4875 9000 NESE,

o WNWFMMX (£ ) MEEM (FRRT ) XiF, BiA
FEHERNEN AP RESH 4500 MNEFH,

s ATBRAREMHRESHE K FEFMEALLENER
T, 8mATFEXRXEENEEL ID HEE,

« BUNBYEXERD (FFELMILE ). XEA
BB (RENM ) MEONX ( ZFRZ ) XEFERAHR
432 API ( SendMessageBatch # DeleteMes
sageBatch ) , HHEHERSEEY 70 AFXEE.
BR 70 AXREERRBY 7 AINSES , BINEFHHE
TE 10 FHEMN — Mt =,

NFRMBX (Z=RE ) MEERD (BXZEMN ) X
19, BALUEN FERARALE AP BRRZAE 18 A%
HE. B 18 AR EERKBW 18 ANES , 815
SHEDE 10 FHEMW — ML=,

FFEAMX (FX ), EAMKX (FHng )., TAM
X (&) MLA#KX (FRR ) Xig , SablU@Ed sk
EIPLAE LA 90000 FEE. EEMEA SendMessa
geBatch #l DeleteMessageBatch HBIEM{FAKEF
HE , #tBEEFERPFHOMEEEBLAFEAMEBHEE
4 1D,

HR A BCER 45
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FRARER

BRER

HEER %

HERND

SHE 1] L4 At

REEER

iR

« NTROMEX (£ ) MEEM (ERF ) XiF , &9
DB itA B SR &SR 45000 FEHE. EEMER
SendMessageBatch # DeleteMessageBatch
RIEIRAFHE |, #HOBBERPNTEHEEBLAFE
AHEEREE4SA D,

- EFTEHM AWS XiF , 840 API RENEAKEHEN
8% 2,400 % ( TEHALIE ) 5 24,000 %k ( EAHA
H)HEB.

- EERNERARESIELXERE , FRRXZEFER,

- BXEZELR , 2 SQS FIFO RIS FEHEN 7 X
MBIFTED o

HEBRIA (&) EERN OV, JZKEN 15 TH.

RPNHBERPANZT (1 IMFER) o RXBEEKRDR
262144 777 (256 KiB).

ERIEKRT 256 KiB HHE |, BRI LAMEAEA T Java
WIS SQS ¥ BE A inEMNEA T Python FI 5 #h
SQS ¥ BEFIwmE., WEAFERIZBEN Amazon S3

FOHE DL ERY 5| FRY Amazon SQS JHE. RAAFHKNA
2 GB,

(@ Note
i BEMERTRSEF IR,

HENERIAT 4B 30 ¥, KRENARN M, HK
BHE Y 12 /e,

RAEE N 8192 NFHi, 20 MEM. 50 MEHFH 10 N
&tt. AXESRER , F5H 3% SQS BEREH,

HR ¢ ECE
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https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html
https://github.com/awslabs/amazon-sqs-java-extended-client-lib
https://github.com/awslabs/amazon-sqs-python-extended-client-lib
https://github.com/awslabs/amazon-sqs-java-extended-client-lib
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W5 #h SQS BUEREL R

TRIE T SREAXEHR.

BNMEAUNRE
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o}

8192

50
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REEECE
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Amazon SQS 41 F Th e

Amazon SNS EE LA T4 ER Th&E,

FH

 7E£ Amazon SQS H £ A SEERA T

- WG SQS WEE THIE

43 Amazon SQS B EFTEMNEIR

« BIRASIS T

+ Amazon SQS A BFRZ

« Amazon SQS BER AN KR

« Amazon SQS A L4 e

« Amazon SQS ZEIRRA %

« Amazon SQS It BA B

« Amazon SQS JEE 1A

« @I S# SQS EventBridge 2% & 518 Amazon Pipes
s FRYRELIRENT DA ELFHERSEEAE Amazon SQS JHE

£ Amazon SQS A fEE A ISR

Amazon SQS X FEREMF (DLQ) , N FRMIABHME. , FEFITFFEBFIEN B DLQ
NTFRARARFEREA , DA CTUREREAOHEURELEAMHER. H T HREREY
B, BEMCERIRASIA DLQ RIEEARRE AWS Ik KSR, HEMEATEERIE , BAN

. BEAS  UTRTESHEBEDDRENINRE,

« SIS ETEEOFIN KB PV L M AR

- RERTHEAERMTRRONARLENL.,

- EATERFIERBH TN BB HIEERA,

ENEBENFEAIIZE , BAMEBIE—NFHRASI, BXEH Amazon SQS ##l4 BB IESRAFIHY
E8 , BSR 7HEWMAER Amazon SQS #HlAELBIEERAY|. BXIEEBFIAEED , Hlininmn B
EZRENINMEHEEREER , 5. FH Amazon A FEERAFIGIEER CloudWatch
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X FEAE BA 51| 52 F SR B

FERAEFIEFNKIEIEE. maxReceiveCount maxReceiveCount RIEHEHEBEIEMIIZH |, HRE
Z AT BAMRRATZWOE B RO E, Flin |, iR i&EmaxReceiveCount REBERIE (Hlan 1) , M —XK
KREWFHERLSBOHERBRERENS, ERFREHNRSAEBIKMEIR | H1F maxReceiveCount
RESBE®S , MATFEBHER,

BRIz AT RIS E WL RS AT SLOA R ZEEBA S, BALLUERRATAEIRRAG, AFHFEN
TRRAFIE —IEL T B RBAFIEASEERAS. BRINZRE AR GFFIEIRSIERIEES, MREEZRE
AbyQueuei T A F4FERAS , WA LASE FRRA 5 Amazon BIRA R (ARN) EE&Z 10 NRBAF,
MREIEE denyAll , MIBAFITEEAESEESRASI,

T ERIEEBA SR E B R E

NFHOERRT , SEENEHN BIRARETHRERBARNEE. FEEBEFRETIN , AR EBREF
A3, ZApproximateAgeOfOldestMessagelBiriE REES MBI B AIEES , MAREERIK
EREtE. fla , RIR—FEEERBAIIPERT 1 X, ARSI BEREG. WRIEFBATIHR
BN 4 X, MERRE 3 KEMFEEBASIHMIER , B ApproximateAgeOfOldestMessage 7 3
Ko Hit , REKERRBLFIEEAINREHREN LLRBAIINRERK,

T FIFO BA%I , ZEBBEISEEBAFIET , ABARIRIBRE
B, ApproximateAgeOfOldestMessage fE#rIERE BN B EIFEAS, £ LERE—RA
h,SEHETE 4 REMIEERATIHMIER , B ApproximateAgeOfOldestMessage 7 4 X,

TR A{EH Amazon SQS 2 #I & EEIESRA S

SEASBASI RIRBA B AT BAET XS R AR ZhAL R H B HIBA S, BXREZEE , 155 £ Amazon SQS HfEH
SEIERAS o

Amazon SQS T2 B3 tIREEI|. HFELIRESI , RIEFEEFHEREIES. BXIZAE
SEISRASIRIBABIAY UL BA | FSFAfEA Amazon SQS #£H & 6251,

FIFO FABIISESBAI th AR FIFO FABl. A% , 7 AEEA BB SEAS RA S tB AR AT RN S,
Bl R BTN | BT R BFEER T,
HIENSIREIEEAS (2514 )

1. BEUTMUITH Amazon SQS ##l & : hitps://console.aws.amazon.com/sgs/o
2. ESMBEHET , %EF Queues (BAF),

X FEA5 BA 1458 A R 49


https://console.aws.amazon.com/sqs/
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3. EERAFIFIEE 4RI,

4. RHEFFEEIIERD , REEER M.

5. EBRESZIRAIIXEKEIIAIEEBAFIR Amazon FIREBF (ARN).

6

B EESERERFEER S 2 5 AT AR S, B & AREBORBIREN —MT 1 M 1000 2
[2): R

7. BREZRERIE , EERF

RERFIE |, BH A2 S RASINEMESAE. EHAELNE , FRERFLTAE L8 RIEEN
B8 B KB IOR B RIS BA B ARN.

7 RN 7E Amazon SQS HELE LS RASIEFT IR BN

&R LAMERSESRASI EF B R AR EAIHEBEIMBHEENG. MIABERT , HERFIEHED S
FHHEMEEAF B ERAS, ER , LR TCHEMEMSIEE N EHR3 B , TRER D
BABIR TR —3RE, fiin, MRILEASRZ FIFO BAFI , MEHIXS) B Y EEA S| b 4R FIFO BAF,
A, A BB BRI BNRE LLRE Amazon SQS B31E BRER,

(® Note

HHEM FIFO BAZIZZ) | FIFO DLQ Bt , [R¥EH S ES HAEHMIER ID FER N R HE S8
IDo XBN T HR DLQ EEHERBRT LML FERFHAZES BIEMER ID MM FIMILE
Bo

SEERASIREBEWIRFEFEIHEE , NRIBRUERTTH. ER , BARASISRIFEPCH RN I FRIE
HEFHHHEURKBEMAIEZENITER. Sl , MREFEEZEFNMNEERIIIZRERRSHEE
B AR FIFO BABIARIETER , MEFRRIAEEFEREBEFENFHERAE -,

® Note

ENREFSR2EEREH. MEEHMRINEEHEARNTENEENIE
B | messagelD¥enqueueTime D EiR EFIBIAIEE

ES}
« £/ Amazon SQS APl NI E#RHERA S B EFEIERA T EHT IS
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« {£/ Amazon SQS 2%l & NI B FRHERASIE B SIS\ 5 EFH K
 RNIEISRASIE RT3 E i A 5 X R

£/ Amazon SQS API I BHR/HER SIBLESEIS A S ERTIKS)

A LAfEFASendMessageBatch, # DeleteMessageBatch API #REEESESEAS!
EReceiveMessagel3 :

AP| #1E B

StartMessageMoveTask BaRFES , EEMNEENRA I B EE
EM B FRRAFI,

ListMessageMoveTasks REGSFERMITHRIEEBRHES (&S
101 ) o

CancelMessageMoveTask BUEEEERNEE RIS, REEHIRS

NEFEETR , FRBUEEER.

£/ Amazon SQS #£#| & NI BIREFIELEFLISA S ERTIKS)

BN AT UL 3TF Amazon SQS # | A& : https://console.aws.amazon.com/sqgs/e

ESMEERT , EF Queues (BAFI).

1% E B E N SE1E BA SR BA B & 75,

EFEFF R DLQ BTSN,

EEFRIEET , W TFHEHEER , ITUTE—BRE :
ERHEEHEI B EIRASI | B FE BT ENRAS,

EHEEREIEHMRAS , BERERAHFEEBIR. RiF , WAIE B IRBASIH
Amazon BIREF (ARN).

6. HEEREZFNRET , EHELT R :

o & 0 bh =

« REM - UBREXEERETRIFEEAIIEE.,

- BEMZARE - FRAEEXBYRAEEEREHNNNIEERIER . TAHNRRERHEY
500 &HEE.
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https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_StartMessageMoveTask.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ListMessageMoveTasks.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_CancelMessageMoveTask.html
https://console.aws.amazon.com/sqs/
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- BUMNBENBRREENR/MEFH , HRIERAIFTSBERE SR, EXE , FHEME
ENBZRREEE , B#EEIZERAYERS,
7. BETEEAIEFHERIGE , EREFHEIES.

/A Important
Amazon SQS A X FERFH B MIEAEBA 5 o B 37 IR 3 B4 0 12 F S BUE 2o
SEASBA I RSN E S B S W BUEAT 36 /MAf. Amazon SQS XEENKS &S 100 ME
EREVEH N ES .

8. MREBEUHHEEEMEINMES , TEMRINEFAFERRNEL , E&HEEIUE DLQ EFER, BUEEHRE
BITRHEEFRIE , EAIEERNBEEHEBS) B RS E B &R R E E B ARSI,

7 FE A5 BA B E #T 3K 3 B & BA 5 £ BR

&) LUE T [0] 5K BE R I BR SRR F A 15 R 45 TE FEAS BA TR VERV PR . SE1S RA B E T IK 3 FT 35 Y BR 1K AR
FRIOTF -

R/NMUR HFER APl 3%

FHREHREHES - B
AINFEERAFIMY sqs:StartMessageMoveTask . sqgs:Recei

veMessage . sqgs:DeleteMessage #l sqs:GetQueueAttrib
utes o MRITIEMAFIEAFASIZT NE ( BFKN SSE BREI) |, WE
FEFACATNEEENEM KMS 2498 kms :Decrypt o

AN B FRBAFIEY sqs:SendMessage . MR BFRAIIEMNE , NMEFE
kms:GenerateDataKey #l kms:Decrypt o

BUHEATHRER B

B NINFEISBABIM sqs:CancelMessageMoveTask ., sqs:Recei
veMessage . sqgs:DeleteMessage # sqs:GetQueueAttrib
utes . MRIFEENIIEMNE ( BFHHN SSE RS ) , MEFEE
kms:Decrypt o

ERHEHEBHRES - B
AINFEEBAFIM sqs:ListMessageMoveTasks  #l sqs:GetQu

eueAttributes
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NINEBAFIRS ( HAIEEATIERRAS] ) B ERFR

ERAUAT S REESLE A EH W3 RIENR :

1. &% AWS Management Console 3T FF IAM #£%l& , F4EH https://console.aws.amazon.com/
iam/,

2. ESMEHT  BEEK.
3. QREEUTRBHOEE  FEERMAEHER IAM AL RAS

sqs:StartMessageMoveTask
sgs:CancelMessageMoveTask
sqs:ListMessageMoveTasks
sqs:ListDeadlLetterSourceQueues
sqs:ReceiveMessage
sqs:DeleteMessage
sqgs:GetQueueAttributes

SE{SBABIHY Resource ARN ( 4l
0, “arn:aws:sqgs:<DLQ_region>:<DLQ_accountId>:<DL@Q_name>"") .

sgs:SendMessage

B#¥rBAI#Y Resource ARN ( 20 | “arn: aws: sgs: < _region>: < _accountid>: < DestQueue

_name>"") , DestQueue DestQueue

kms :Decrypt - RFHBZHRE,

kms:GenerateDataKey

EA T ERERASEER KMS 401 Resource ARN ( 4l

i, “arn:aws:kms:<region>:<accountId>:key/<keyId_used to encrypt the
message body>") .

AT E#HIE3) B FRATIH KMS 2 Z4A 8 &R ARN ( 4l

0, “arn:aws:kms:<region>:<accountId>:key/<keyId_used for the destination
queue>") o

EEE R IVES DR

{

"Version": "2012-10-17",
"Statement": [
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https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/iam/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
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{

"arn:

}I

"Effect": "Allow",

"Action": [
"sqs:StartMessageMoveTask",
"sqgs:CancelMessageMoveTask",
"sqs:ListMessageMoveTasks",
"sqs:ReceiveMessage",
"sqs:DeleteMessage",
"sqgs:GetQueueAttributes",
"sqs:ListDeadlLetterSourceQueues"”

]I

"Resource": "arn:aws:sqs:<DLQ_region>:<DLQ_accountId>:<DLQ_name>"

"Effect": "Allow",

"Action": "sqgs:SendMessage",

"Resource":

aws :sqgs:<DestQueue_region>:<DestQueue_accountId>:<DestQueue_name>"

"Effect": "Allow",

"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"

]I

"Resource": "arn:aws:kms:<region>:<accountId>:key/<keyId>"

EAIEMZEZBR TN ( HHRIEEAFIRIREAS] ) BB R

ERELT ZEARMEBRNARETEERFIBEERENR : FrENRENRIE : NFEERRFIFEU, Bl
BRAFREUE M | SAK 160 IR BA B R IA R 1

1.

% AWS Management Console 3377 IAM &4 , Mty https://console.aws.amazon.com/
iam/,

ESHMERT | HEEH,
MREANTIRNER , FTEMMILHES AM AL SAS

* sgs:StartMessageMoveTask
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
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sgs:CancelMessageMoveTask
sqs:ListMessageMoveTasks
sqs:ListDeadlLetterSourceQueues
sqs:ReceiveMessage
sqs:DeleteMessage
sqgs:GetQueueAttributes

SEISBA%IHY Resource ARN ( 4l
i, “arn:aws:sqs:<DLQ_region>:<DLQ_accountId>:<DLQ_name>")

sgs:SendMessage

##### Resource ARN####”arn: aws: sqs: < _region>: < _accountid>: <
DestQueue _name>"##DestQueue DestQueue

IEEE R IVES PR

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",

"Action": [
"sqs:StartMessageMoveTask",
"sqs:CancelMessageMoveTask",
"sqs:ListMessageMoveTasks",
"sgs:ReceiveMessage",
"sqs:DeleteMessage",
"sqs:GetQueueAttributes"”,
"sgs:ListDeadlLetterSourceQueues"”

1,

"Resource": "arn:aws:sqs:<DLQ_region>:<DLQ_accountId>:<DLQ_name>"

.
{
"Effect": "Allow",

"Action": "sqgs:SendMessage",
"Resource":
"arn:aws:sqs:<DestQueue_region>:<DestQueue_accountId>:<DestQueue_name>"

}

BL B SERRA S E R

55



Amazon Simple Queue Service FRARIER

CloudTrail Amazon SQS FE{5BA S E K30 Y F#T MR E K

2023 56 A 8 H , 5% SQS #H T5&EATF SDK AWS # (CLI) BI3EEBASI (DLQ) EF. AWS
Command Line Interface LIhBER I B XM £ DLQ EFH R THEEN M. AWS MMREBZHIEF
A AWS #2458 EFHMIXFNIEERATIEE , NS UTERNEMm

« CloudTrail Efn & JEERAFIE B EH

o BT HREBSIEFIES AR

CloudTrail E4E1s

2023 F£10 A 15 B , L5 SQS #4|& LFREFIER CloudTrail WEHZHRFRETL, MRE
B NIXL CloudTrail EHRE T &R , MMAMIEIF EH#ITEH . AT 2 DLQ redrive B3 CloudTrail
EHEH

E—NEHEBR WELHER

CreateMoveTask StartMessageMoveTask

CancelMoveTask CancelMessageMoveTask
EFTR

1£ SDK # CLI MxZ& , Amazon SQS A E#7 7 DLQ EF WS HIRAFIMRIR , LUEFZ L HIERE, F
FALLTRASINPRFEB EFHIES DLQ FHIHE,

1. ETRENNIR ( E# DLQ API #1E)

2. % Amazon SQS F X R

3. A sqs:* BERFHY X PR R BE

/A Important

EFAEAT SDK = CLI B9 DLQ EFfiRz) , FEEEFS LRz —HIEE N DLQ =
IX 3 X PR SR B
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MRER DLQ EFEZBASINRE LR %D 2 —FE , MEABMIE 2023 F£ 8 A 31 HZBIEH
BHRR. NIERZE 2023 F8 A 31 H , BNKF REELR2HFEAT DLQ EFR A X
REE AWS B8 LRENNREHMEZNELE . BN, BRIZREIE us-east-1 Fl eu-west-1 FEFIK
F A, £2023F 6 A8 Bz, “IKF A” AT us-east-1 H7E AWS N LEHBCER |, 7 eu-
west-1 FEZE, £2023 6 A8 HE 20238 A 31 H2H , R ‘K, A" WRENRE LiRE
— IR TR |, NZ PR RBEA T £ us-east-1 F1E AWS =W LEFHRIEHEE , MAHETE eu-west-1
REHRES,

/A Important

MR 2023 £ 8 A 31 HZ/EEH DLQ EF W NREE P —MNETIARTHE |, N IEH K
T EBER AWS #HI A B/ DLQ B R,

B2 , RETE 2023 &£ 8 AHAIE AWS EH LEH T DLQ EFIARIIAEE , MRTBEHH — Nk
1, OB EFPRIEK Z 2023 £ 10 A 15 H.

BXEZER , 525 the section called “$riR 2 A KL,

T RE DLQ EXWNETAIBA SR PR RBI. fEMIRSS SRR IN%: (SSE) BASIRY , FEEMMA AWS
KMS Z AR,

EF Rk

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"sgs:ReceiveMessage",
"sqs:DeleteMessage",
"sqs:GetQueueAttributes"”,
"sqs:StartMessageMoveTask",
"sqs:ListMessageMoveTasks",
"sqgs:CancelMessageMoveTask"

1,

"Resource": "arn:aws:sqs:<DLQ_region>:<DLQ_accountId>:<DLQ_name>"

.
{

"Effect": "Allow",
"Action": "sqgs:SendMessage",
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"Resource":

"arn:aws:sqs:<DestQueue_region>:<DestQueue_accountId>:<DestQueue_name>"

}

RE R
UTRERBESHENERNR

* AmazonSQS FullAccess — BIFELATRERFIEFHRZNES - Fra. BUEMSIH,
+ AmazonSQS ReadOnly 7RI PRE — B LIFHRERE , HESEHIHIEERIIEFHEIIES,

Step 1

Add permissions Add permissions

Add user to an existing group or create a new one. Using groups is a best-practice way to manage user's permissions by job
Step 2 functions. Learn more [
Review

Permissions options

() Add user to group () Copy permissions © Attach policies directly
Add user to an existing group, or Copy all group memberships, Attach a managed policy directly
create a new group. We attached managed policies, inline to a user. As a best practice, we
recommend using groups to policies, and any existing recommend attaching policies to a
manage user permissions by job permissions boundaries from an group instead. Then, add the user
function. existing user. to the appropriate group.
Permissions policies (1/1051) ‘ Cc ‘ ‘ Create policy [3
Q. AmazonsQs X ‘ 2 matches 1 ©
[—| Policy name [2 A | Type v | Attached entities v
0] AmazonSQSFullAccess AWS managed 0
[l 3] AmazonSQSReadOnly... AWS managed 0

5 sqs* B Fl RFAY A PR 3R BE

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
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"Action": "sqgs:*",
"Resource": "*"

}
]
}

PRIASZ S0 Y SRR

MREFEANREFIEERE (CMP) , MATBAEA AWS CloudTrail 1 1AM k1R 51 3 BA 51 #X BR & #7 52
el 9 SR B o

(@ Note
MR EFEHI R AmazonSQSFullAccess # AmazonSQSReadOnlyAccess , MIFc & R EU#H
_Z’Fﬁyﬁo

1. &% AWS CloudTrail #4154,
2. HEHFLIEERTENEREMT , FATHNRRERERHEM. RBEZE CreateMoveTasks

3. EESEH4  {IFFAGEENH. EEHIEKED , M userIdentity ARN F# 3 UserName 5
RoleName,

4. BRI IAM £HE,

s JMFRAPF , EBAF, B LE—FHFRE/ UserName R A F,
- WFAE , ERAR, B E—FHIREM RoleName BEAF,

5. EHHAFEEREMNNRES , &F Action FHIZN sqs: WATEXREE , WEF Resource HE
X7 Amazon SQS BAFIHI R RE

£/ Amazon HFEERAFIBIZEFR CloudWatch

B LAE A Amazon CloudWatch Mg R A B EREAINEMEEREE
. ApproximateNumberOfMessagesVisibleBXxEZEE |, iHSH 71 Amazon SQS EirdliE
CloudWatch BiR., WEIEE B REZIFEEMIINERE , EAUFEARARESHEUIEBCER.

/A Amazon S FEEBASIBIEE R CloudWatch 59



Amazon Simple Queue Service FRARIER
I Sk SQS BYE B T EiE

B ERAEHERMH B EN THIEH MBIN AR Amazon SQS JHE., BuLMERAEERERMH
RFMEEM AWS BRSS (90 AWS X-Ray ) BTz,

FI
« Amazon SQS HEE &
« Amazon SQS HERLZEM

Amazon SQS JHEE &

Amazon SQS XIFEEAEERMY , HEEPEREWL TR (MEE, HwEZERE, L2
AR ) . BREERZSTUES 10 MNEM, HEBMETEN , FRY THEREN (FAE4z—
BRE). EAEAUERAEHERMEUABESRLERE , MAFELEEREN, BXEA Amazon
SQS #HAREHFERMNHEENES , FFRAEHERMENIEER.

(@ Note
TEFEERMEHRREEMEE | REGUUERAERBIEN B E L T HEM MBS AR
FFEY Amazon SQS JHE , BIEFI A AHE RER ERFM AWS EARSH TR | FlW,
AWS X-Ray

£}

- HEEMAH

- HEEMHIERE

- HEHEEMHR MD5 HERE

HEE A

/A Important

HEEMNATE A M 3IERE 256 KB HEHE R/RFIF,
Name, Type. Value R IEXARENZED null,
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BNVHRBMES A TAM

« BN - HEBMBRTUUEEUTZEN | A-Z, a-z., 0-9, THLK (). EFF (-) MIK () AT
PR&IEA

- RETH 256 MNFERF

« TBELL AWS. T Amazon. ( REEKRPEZNLERN ) FXL
- R RPNE

- WITEEENMERMS P E—

« TRRUARTFLHER

- FHFTEREAR

o KA _HEBEMBIEXRE, ZEFHNEBFIE String, Number Ml Binary., B LURINAEXE
EHRERANEENER. BEXEASHEEEXEFHENRERSG (EXEZER , HSH Amazon
Simple Queue Service APl ZZ /iy SendMessage ) . b7, LTEREIER -

- KR 256 NFERF
- Ko KRNE
- E-HEEMME. XF String BiEXE  EHEEASHEEEXERRS.

HER M RIERE

SHEBMHIEXRA SR Amazon SQS M EBX N HEEBMHE. Flal , tIRFEHE K
Number , Amazon SQS £RiIFHFE,

Amazon SQS X FA LB ENBIBERERE (KR . custom-data-type ) NIBBEHIFEXRR
String. Number H Binary.
« String — String BRI AFREERAEEEN XML FRFH Unicode X7,

« Number — Number B T AZE# EBRAKKE, BFZHZUEHET 38 1 , AN TF 107128 H
10M+126 28],

(® Note
Amazon SQS 2RI LFMERNE,

« Binary - Binary Bt AJ AFE#ER —#H GI%E , AINERTIE. NEHEIER.

« Custom - ERIEAE L HIEEE , iEHF custom-type FREM MMBMERBIERE, Bl :
EERE o1
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« Number.byte, Number.short, Number.int # Number.float AJ#HEBIX 5 &M FRE,
« Binary.gif fl Binary.png AIRIBNX 2 SUHF3R HL,

® Note

Amazon SQS TR, Wik =i {E A M Nz,
custom-type & 5HEIEX E G HER/IRHE,

ITEHEE MM MD5 HERE

MREFER AWS SDK for Java , W ATABKE AT, EATF Java B SDK
MessageMD5ChecksumHandler %% Amazon SQS JEEE4H MD5 EERE,

MREEAER APl FEHF —NFXFEF Amazon AWS SQS HERE MM MD5 HEREMNHRMA4TAIER
a2, WABERTEERNT MD5 SHEREITE.

@ Note
FHAHE MDS HERRITEPES AENBERERR.

BEiR
LLT#RTY MDS EHEREITEE L -
1. BREBMHAFIFAEEEBRMEHRITHERF.

2. NBIEHENENESD (Name, Type M Value ) HITHEBHEFEAZHX,
3. MHEENEPXIWEEMHE,

TERERENEEEMERN MD5 EEHENRED
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MessageAttributeValue

MessageAttributeValue

MessageAttributeValue

Encoded Name Encoded Datatype

Encoded value

Length | AttributeName Length Datatype Encoded MessageAttributeValue
| 4 bytes UTF8 bytes 4 b&| UTFS bytes

B A Amazon SQS JHEB MR

stringValue != null

binaryValue !=null

1. XNBHRE : KE (4 F7 ) B UTF-8 F17,
2. FHFEREED : KE (4 FT ) FMBUEXREM UTF-8 F77,
3. XME (1/1MNFT ) WEREKERE (String = Binary ) H&wiBo

a.

b.

® Note

—— _M DEUﬂs.ciges_t(}_ => MD50fMessageAttributes

i
=

Length

String value

|‘4b\rtcsr -

UTFE bytes

!

L
=]

Length

Binary value

! b'.rtes. .

BEBIEER String M Number FH String EH#EH,
BEBIERA Binary /A Binary £HRE,

XNF String EHEE |, wEH 1.
XF Binary FHERE | HwIERH 2,
4. NEMERSE.

# bytes

(

a. XF String FHRE , XEMERD : KE (4 FT ) MEMN UTF-8 £,
b. XF Binary EHEE K XNEMERD ENKE (4 F1 ) MRBEFT,
HEREE 63
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Amazon SQS HEREEM

B EREEEENEE LT BIEMH EINARFH Amazon SQS JEE. |, AISAERAE
BEREBMHREMEEM AWS BRS ( HlI0 AWS X-Ray ) W T#hiE. BXEZELR , HSH

Amazon Simple Queue Service APl £/ SendMessage # SendMessageBatch APl #{EH
MessageSystemAttribute RS ¥, ReceiveMessage API {EMY AWSTraceHeader B X
MessageSystemAttributeValue B#ERH,

HERGEMENEHNEHEBMTE—# , RTATHIIN

- UEIHE—SFIERHAHERRBEMR AWSTraceHeader, HERMUMAString , EEMXARERIE
HH AWS X-Ray BRERIRKZR/F &,

« SHERZBUEHN R NF2T AHBHNE RN,

RbEE Amazon SQS HEFTEMNEIR

FEBEREITAIEECHERGE BT ENEIR , Amazon SQS AT EMIIFHW EEER, JTRUERAN
HEWAHE, BXxUMMNESZESR | HSH“Amazon SQS 7 ML EAT",

(® Note

X FHRAERSI , BT Amazon SQS RAZHNEN , FRENIALUE, EAZHBERT , Zit
BRI 53 BA Il P B9 SEBRSH B B
XF FIFO BA%I , S R2HEHE,

TRHIETHT GetQueueAttributes BIEMNBMEH

£% BB
FREN A MBA Il 3R B9 K BUE B30 ApproximateNumberOfMessages
Visible

FRENBASI A ZER B TR E L BN ABUEE 8.  ApproximateNumberOfMessages
WMRBAFIMKELE N IR , HEFEA THEIRS Delayed
BRRFER , WeHRXMER.
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() J& R R

REVAF XITRA O ARBUEER. MRBEEE  ApproximateNumberOfMessages
KIEFEFG , BRABBRIEAREEETRME  NotVisible
BOKRE , WESHEARL T TR,

IR 73 7T

listQueues # listDeadLetterQueues APl FiEXIFUEN D TEH, RIAVERT , XL AP &
SEAENE RE B P& ZIRE 1000 MNBAF, EBAT LU MaxResults SEIRB R ESMNINFREEDH
“©£R,

ff listQueues | listDeadlLetterQueues BERHPIEESH MaxResults , LA EEE
FIREI MR AL R, MRERIZE MaxResults , MPNHZETE 1000 NMER |, H BRI HHY
NextToken &7 null,

WMBEBIZET MaxResults , WEBESLEREEDL R , WA EE NextToken H{E, EX
listQueues BT —MNERFF NextToken ERASH , MR T—RER, IREEEZEREE
SR, MimRH R NextToken B null,

Amazon SQS A7 EIrE

EALOMFRIN Amazon SQS BAFI LU TR DB , B ] LURI T BIRFRERAMARA I AR, FriEH
HRE, XELHEEFZAINALEER. EFH Amazon SQS Z#HIA B EHFZ , 5 fthe section
called “H A I fiL BFRZ”

R AMEA A RS REIE AWS K2 | URREBCHRALEN, Akt , BEMURMIEIRE
BANEN AWS K/ K#E, BXESZER , F2H (AWS Biling HFEmRM) FHIREAERAE D E K
H

Ho

B EHEEERENN —NME-EXN. S, MREIRMTHREND , WA ERFRIRIX LS : &
7= F0 35t BA 5

BA S B =]

MyQueueA QueueType Production

BRI 5 T 65


https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ListQueues.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ListDeadLetterSourceQueues.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/configurecostallocreport.html#allocation-report
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/configurecostallocreport.html#allocation-report

Amazon Simple Queue Service FRARIER

A3 o (=]
MyQueueB QueueType Testing
(® Note

ERBASIPRERT | IFICER TN -

. BWCRERAGIRRMEE 50 MR%. HRIE%HE UTF-8 349 Unicode 2,

. FREREEMEL S Y. Amazon SQS FHERT RS MRE,

. BERSANE,

. MBHFHEWREAEHENE , FHRSLEENEHREL,

. WRITIRERAINER 30 TPS, AWS KFNRANNARFEEESWELE | FRXE
Re

EXRERENTEEIE | BSHEH.

Amazon SQS ER A KE 18

Amazon SQS 4t T BT M FIEPUE SN ER M KEWIET, EXANMEHET 2 BHITERE
B, EE RBIEHY BT 7 X MR R AE 0 MR A ER

- 585 ( BAIA ) -ReceiveMessageBEREHRFZH/F&E (ETMNEND T ) AERATAEEH
BN &iEmRL , BIERZREMEMDE S

- KEH-EFTERSEE LReceiveMessageBHEE , EELE—FEETAN KA MR , TEIE
ENRAXE. AEERASSHNEEHN T2 RIEZMN, SEMATUBD>ZMNAKE  HETEE
B B A<

LT Eb 7 SRR MK R HAE R,
£}

- BERRAXRERHES

- BEKRAXRERHES

- KEWMERIH 2B X5
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BEERAXRFEHAEER

HinFERARLAFEAREBAS ( FIFO iR AR ) BB SRS , Amazon SQS @XM HREZSHENF&E (E
TMNFEN DA ) HITRHE , FURERBXERFH[AES. ALt , $E ReceiveMessage &R
AT 2REENFMEER. B2 , MRENIFHERDTF 1000 & , —NeLiFREREEHE
B, MBHENEHATIFFEREE , Il Amazon SQS X HFFERSS|[HITERE | RARERNKEIE
WFTEE R

TEERTREA Mz — R EEWIFEREMIRHER SR E R E SRR IMITH. Amazon SQS X H&E
THRSH (ERNRE ) #ITREANXLERSF/EEER A, C. DM B, REFT2NILFEREREHE
BE, BRANGEBEREEZER.

Your Distributed Your Queue

System's Distributed on
Components 5Q5 Servers)
Component E
1 Messages A E o

Received from °
Sampled Servers e E

Component A (& ]
7 = 1000 094 -

f

Com gumnt e e e

BYKEAKRERER

¥ ReceiveMessage API BEMNERZRBA AT 0 i , KEAEN, REKRBAZFEHEN 208, K
REBENLERZEMNAEE ( ReceiveMessage iBRIMEEHEETAN ) HERBHOZEMA (SEET
BERIEEWRSF ) , BEIREFER Amazon SQS WA, BxEH Amazon SQS #2414 HHBA
SIHIMERTIE AL HANEER , S & H Amazon SQS 24| AT E IS H, AXRESE | &
SREEKRN,

KRAERUTEL !

- ERZEWERZE , fo¥F Amazon SQS ERIBAFIR M EERT AN L , MNTEBRZEMRL, BRIEE
EiEnt , BNX ReceiveMessage B RWIMAFEDIE—XTANER , HERZEE
ReceiveMessage BREFIBENRAKENHEE. ERIEBERT , BIERRIIFMEEHRE |, £
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AEEAW BT , RERKELEN ReceiveMessageWaitTimeSeconds S ENEREMNER
To

- BEEHAAE (MAREFE ) Amazon SQS RS 28R D E1R 2R,
- FEEE AR EBREEE,

BRIMAEINAIINZNEE , BTESRBEIAL S SQS AFINZE,

KEWNER I 2 E /Y X 5]

MRLTHFEMF X2 —F WaitTimeSeconds iH3RH ReceiveMessage ZEIZEN 0 , M HI
B

« ReceiveMessage fF WaitTimeSeconds RiEN 0,

« ReceiveMessage WHATLIRE WaitTimeSeconds , {ERASIE
ReceiveMessageWaitTimeSeconds MiREN 0.

Amazon SQS A L {48

HERFZPGILER BRASIREER |, HEFREEZASIFR, Amazon SQS T2 BFIMIRESR.
HT Amazon SQS BZARARE , Bt , TERIEEAEXGRWESES (flmn , BT EERERHT
ERAENRAEFER ) . At , EAEEZERNLERSESZMBAS P HERZHE S

ReceiveMessage ReceiveMessage

Request ReceivelMessage ReceiveMessage Request
Regueast Regueast

Visibility Timeout (in seconds)

Time

Message not Message not
retumed returned '

Message returned Message returned

WKEEERE , EENIEMREBESID, ApEEMAFEAERRAEER , Amazon SQS RE T AL
MR |, X2 Amazon SQS BhLEFRE £ & R B E RV R B, H SR ERIA AT L& R 30
Y. RERERN 0¥, RKEEEIRN 12/ 6t. BXEARFSERENSITTAEENNES , BSRAER
Amazon SQS #Z#l A HER IS,

KRR 2 7 49 X 3 68
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® Note
NFIRERRS , AT B EERIEFSBURCEER R, BXESZEER |, i5SH iXt-least-once

FIFO AP T RIZEHFEAEZ RS RER !

- MRBEERME SendMessage BRIELXW , M ATUREFEMEAMEBEIE S ES HIER R
ID ERHRIEZR. BRZVEEEEEHERREFBIH 2 ZEDWE —REIA , NZRER
BrRA2EMESNIRF , tFA25IAEEHEE,

- MRFEMAERNE ReceiveMessage REXRM , M T LURHEFE B A B R ZWERZ R
ID ERXZR, RREAEETAMERNIBZHELRE —REIA , WERERT2H0EH
BERIRF o

- HBRRBFHHESAE IDAHERN , BRIFEHBRZEERIZERENTR , ENF2BFIRE
Eﬁlﬂ_;ﬁl§\éﬂ |D E’}]iﬁ,%\o

ES ]

- ERPHEE

« REARHEER
- EQUHEM AR
« ZILHEMNAR

A
A

i
i

FRFPHE
Amazon SQS JHEE=ZFEAIRA

1. BIEERIERIRAG,
2. EAE MBS HEEI,
3. MBS BR

HEHBHREERESIAIEERE R ARMAIPER (IERS 1M 228 ) 2F , 2FEEN
NEE, FEIERHRERAEWH. 52 HEAE MBS AP EEWE i RMEASIFHIBR ( BIEIRE 2
M3 zHE) 2k, 2FHEANERT, fRaTERRERRERH.
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/A Important
EATHERTHENEASTRBENFRERTX.

XN FRSBIRERD ( BURTAIIREBNEERE ) , RETLAE KLY 120000 FERMPER (£AE
EMBAFIF W, B ARMAIIRRER ) . MREEFEAELAFHEELED , N Amazon SQS 2R
[ OverLimit #iREE. MREFEAKLH , I Amazon SQS FIREMEMEEIRER. NEHRIAF L
B, BRZELEE B S EMBASI IR, ZE A MARGEESHAIINBE. ERERS
Bl , FIRRXZEFIER,

XF FIFO BA%I , &Z AT LAE 20000 &M FHEE ( FHE ST FEZY |, 1818 R MBS A il
BR) o MBREERMELS , Amazon SQS FARLIREEMEEIRHE R,

/A Important

fEH FIFO BABIRY , tNRER MBI E O 2 /ANREIER , Il DeleteMessage BEF X
Mo MMEFAMENR OR , MMATIEEERENRE —ZWPRFEMBR , TNZEEFHMN
NHBF. X2 MaxNumberOfMessages Z¥AT 1 BIER T , §3 Amazon SQS £
ReceiveMessage BEHRE— MNP IEEEHE . BXREZLIFE , 152 H Amazon SQS
FIFO API fy T{EJRE,

% & A 14 6 B

AR M Amazon SQS IRENEE MR, EXEMEIER , FAETULENRRES. B

2 NMREAEENREEZHAK , H EENWRESEEUNHERE R a3 ZE A
DeleteMessage BE , M EMEAEFUUEFIZEEHEBRBKRZER, MREXEE RER
BW—R , NER 6 & R 7E T 0 M4 4 B A (8] U BRZOE 2.

&4 Amazon SQS FAFIEER 30 BHIRA AT A EEIIRE, BN BMAIIERRLIRE, BF ,
18RI A AR B R B Dy SR Y B AR AR PR AL BB0H B T M BA B R i BR OB S PR BV B KT o ESN | TERROH
BEt, ZRAURNEEMERREFHRN AT RN MEREXENAIINEN, BXEZER  F
SRR ETE B0 R REKXEK,

NRETHELEEEFESKNE , FAENEAZRECIERLNES  BEDNB TR (Fl0
20%)  RE ( REEHNERAENELEIZER ) , RANES TR EERERK 2 5484,
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/A Important
B AT LA M Amazon SQS Y E| ReceiveMessage &REFH#E 12 /at, ZEK T O
RALEE 12 MW RKE,
WA, BERETT R R ANE R R EAT AT AR E N ReceiveMessage HRE a1t AT 25
JEHVEER 12 /et (BN 43200 # ) . fila0 , NREKEI—REE |, HUEBETLE
ChangeMessageVisibility ¥ , & VisibilityTimeout i& &3} 43200 # , LLU&E
12 /PR AE , WiZEERATELAM, B2 , BRIFET ReceiveMessage BREBEEFME
MO BN EEFEERIEMNER , BNMER 43195 BXNMELEZER. IRENERAEE
=B 12 /het , IBE R Step Functions,

B oUH B /Y o] It A

LR EIR BRASIRYE B AT R B IZE RN, BASIN T BN T RERE ( flin , BAseEELEM
BIEEE ) . A@IEA ChangeMessageVisibility BEREFHWBRERAERELEENT
W,

Bign | anREASIRIRRIAEEHESR 60 ¥, EEEYBUERE 15 ¥et , BRET
ChangeMessageVisibility WA HF VisibilityTimeout &7 10 ¥ , NiX 10 BMNE#H 1T
ChangeMessageVisibility @AMFHItE, At , BERVERTAEENGF 108 (£ 25
¥R, EaES A B SR IEE RS R B A e S B IR,

(® Note

VR HIRR B2 A ChangeMessageVisibility REREM. I , FHE AT HABRI A
BT HEMNESEER., ChangeMessageVisibility T& K S M EEZWNEELERATIH
BT,

& 1 5 B 1O T JL M AR

WEIKBENRIINESZERR | BAIEL R |, BKER LB EFRIBRIZER. Amazon SQS 7
WELIERNEHEN AT AMEN, XFEZEENRETNEMAHZEIRTAF BEAATAE,

ZE% A ReceiveMessage FAILHEMN AT AT , 1A ChangeMessageVisibility ¥
VisibilityTimeout iZER 0 #,
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Amazon SQS iEiR RA 5l

HERRAFI AR AER & REFUERHER /LS |, Sl , HENERENAEFEEE SN EIRLE
HER . MREGIEIERAT] , MAESZBEASIWAEE S EER BRI ERE BT, BAZIRIERIA
(&) BN O®. RAEN 15 28, BXREAZEFEEELEIINGEE , HSHAEA Amazon
SQsS #ZH AR E SIS HKo

(® Note
X THRERRS , BASIERIRER T BN — Bt iREF SRS EBRE SRV
B,

XF FIFO BRI , ERAFIZERIREFIEY , ERIRELFEASIHEBHHEEBNER,

HERRAFISRELT AL R , BAXAHSFEHESERAEERENRRRRATEREER. —&EZH
MXBET : X TFHRS , SHEEBERRINEIRASIET AT ; mxt T REEs , HRIABEMN
BASIGERfE = RHRA . TEUEA T RS A IAEEAR 2 R X R,

SendMessage ReceiveMessage ReceiveMessage

Request ReceiveMessage Request ReceiveMessage Request
Request Request

isibility Timeout
(in seconds)

Delay Seconds

Time

Message not Message not
returnead returned '.

Message added to

I turned i ad
queue essage ratum essage returmne

ERNEFEHEMAREMNAINRELR ( AW N ) |, EEAEEITIIEEU A Amazon SQS £ A
JHETATE8H) DelaySeconds {H , A2 EAIEIEBASIH DelaySeconds fH.

Amazon SQS I BsfRA 51l

£ H request-response EEIEEEXET | I@atBASI A HS B AT B FF AR FEBBHR A, BALAE
RGN EF iRt REEHE, 2FXE, ANAEFEENIRREAS,

ERRS RS MENAG (EZFNRERELRNEARFEES ) BREE £ Amazon SQS
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FE#IBAS] URL KA TH .

https://sqs.us-east-2.amazonaws.com/123456789012/MyQueue#MyVirtualQueueName

BIEEEE RS URL LA SendMessage = SendMessageBatch API ERT |, IS BSRA 5% F i
RATUATIRE -

1. REUEHIRAFI B R
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' '
SendMessage ( ] i
"MyQueue#MyVirtualQueued", i : - s”ﬁ’ ( :
"Hello world!") R ’ yQueue* , !
: Lot | I "Hello world!", 1
Hello world! : "VirtualQueueName" = !
LU 1 " |
Virtual Queue Client : MyVirtualQueueh") 1
' alls —
: SendMessage ( / :
I "MyQueue" , Host Queue 1
SendMessage ( i ,....--Ir"""" "What's up?", MyQueue 1
—"MyQueue#MyVirtualQueueB"  w- —_— I "VirtualQueueName" = Hello world! ~ What's up? :
"What's up?") I ,  "MyVirtualQueueB") !
'
What's up? : |
'
Virtual Queue Client L~ .17, ~ [, I
Amazon SQS
[]LJLJ
Hello world! Dl | |4
ReceiveMessage (
"MyQueue#MyVirtualQueueA") Virtual Queue
ou MyQueuegMyVirtualQueueA 2
ReceiveMessage ( Dispatch
"MyQueue#MyVirtualQueueB") > bl | |d Thread
’ | Virtual Queue
( MyQueue#MyVirtualQueueB

Virtual Queue Client

REIGE  REBRER

LT REIZERERT WM A AmazonSQSRequester # AmazonSQSResponder #EORLEAFH
BEFEKR,

EX-IRN

public class LoginClient {

// Specify the Amazon SQS queue to which to send requests.
private final String requestQueueUrl;

// Use the AmazonSQSRequester interface to create

// a temporary queue for each response.

private final AmazonSQSRequester sqsRequester =
AmazonSQSRequesterClientBuilder.defaultClient();

LoginClient(String requestQueueUrl) {
this.requestQueuelUrl = requestQueueUrl;

AR AEBEBEFER 75



Amazon Simple Queue Service FRARIER

}

// Send a login request.
public String login(String body) throws TimeoutException {
SendMessageRequest request = new SendMessageRequest()
.withMessageBody(body)
.withQueueUrl(requestQueueUrl);

// If no response is received, in 20 seconds,

// trigger the TimeoutException.

Message reply = sqsRequester.sendMessageAndGetResponse(request,
20, TimeUnit.SECONDS);

return reply.getBody();

[a

FIEFFERFMTUATERE

B —MMEEtAS

FEETEAZIRY URL 4E R B INZE R
RIEHER.

A I Bt A 51452 s D 2

) B e B BA 5

IR =08 2

o a0 A~ wh =

¥ AR 55 2R v

DT RABRIEEMERAET —MNERE , ENBNEHERAIZASHEA handleLoginRequest()
FiE. WA, BRIREA T doLogin() Fik.

public class LoginServer {

// Specify the Amazon SQS queue to poll for login requests.
private final String requestQueueUrl;

// Use the AmazonSQSResponder interface to take care

// of sending responses to the correct response destination.

private final AmazonSQSResponder sqsResponder =
AmazonSQSResponderClientBuilder.defaultClient();
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LoginServer(String requestQueueUrl) {
this.requestQueuelUrl = requestQueueUrl;

}

// Process login requests from the client.
public void handlelLoginRequest(Message message) {

// Process the login and return a serialized result.
String response = doLogin(message.getBody());

// Extract the URL of the temporary queue from the message attribute

// and send the response to the temporary queue.

sgsResponder.sendResponseMessage(MessageContent.fromMessage(message),
new MessageContent(response));

75 BREA B

AR Amazon SQS EIWELIRASIERAMERNEFER , NARFTATEZERNNIITF RN , ©
RAMA shutdown() A&, LEALAER AmazonSQSRequester # MO/ shutdown() Fi%.

GBS BA B P im ik Rt T — M 5 ESNOH RISV EARAS . W TFE—RFEIR (RIABERTH 5 2
) #IAPLERAREANBAS , FFiwEER TagQueue APIHRMERFRIZMHAEERRIBA S,

® Note

FERAFI EATIES APHHRERARICHIEZER , SRETIREEMES M ReceiveMessage ##
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EB&EMER ListQueues M ListTags APII&4E , UIREEBFEHRENRNVFTERS , HHBRESD
EHHRAEEREIRCHAEAST, XH K MR- NEFHATE2XA , IEMESIREFIREZERXHT
Bk, NTRALEETIE , EEHENENFIERF meBYXEN NI THERTIERE |, ZRAYILARTR
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Amazon SQS jHE 1885
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AWS SERF Java B9 SDK 2.x 7RIl : fERE S S3 BEE AR G% SQS HE

BARAWS &R F Java B9 SDK 2.x RIAIE T —NEFRBEYLE Amazon S3 7 , HARMT —&4&E
WEEMAN , ATE 14 XREXKARBRIR, ©E2IE—NER MyQueue BIBAF FH[a1ZRA 5 &k —
KFHE S FEEEPAKXRNEL 256 KB WHEHLER . &G , ABARRZHEE , REZHEEMMEX
EE8 , HMRiZEE, BAIIME#ERE,

* Copyright 2010-2024 Amazon.com, Inc. or its affiliates. All Rights Reserved.

* Licensed under the Apache License, Version 2.0 (the "License").
* You may not use this file except in compliance with the License.
* A copy of the License is located at

* https://aws.amazon.com/apache2.0

* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
* express or implied. See the License for the specific language governing

* permissions and limitations under the License.

*

*/

import com.amazon.sqs.javamessaging.AmazonSQSExtendedClient;
import com.amazon.sqs.javamessaging.ExtendedClientConfiguration;
import com.amazonaws.services.s3.AmazonS3;

import com.amazonaws.services.s3.AmazonS3ClientBuilder;

import com.amazonaws.services.s3.model.*;

import com.amazonaws.services.sqs.AmazonSQS;

import com.amazonaws.services.sqs.AmazonSQSClientBuilder;

import com.amazonaws.services.sqs.model.*;

import org.joda.time.DateTime;

import org.joda.time.format.DateTimeFormat;

import java.util.Arrays;
import java.util.list;
import java.util.UUID;

public class SQSExtendedClientExample {
// Create an Amazon S3 bucket with a random name.

private final static String S3_BUCKET_NAME = UUID.randomUUID() + "-"
+ DateTimeFormat.forPattern("yyMMdd-hhmmss").print(new DateTime());
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public static void main(String[] args) {

/*
* Create a new instance of the builder with all defaults (credentials
* and region) set automatically. For more information, see
* Creating Service Clients in the AWS SDK for Java Developer Guide.
*/

final AmazonS3 s3 = AmazonS3ClientBuilder.defaultClient();

/*
* Set the Amazon S3 bucket name, and then set a lifecycle rule on the
* bucket to permanently delete objects 14 days after each object's
* creation date.
*/
final BucketLifecycleConfiguration.Rule expirationRule =
new BucketLifecycleConfiguration.Rule();
expirationRule.withExpirationInDays(14).withStatus("Enabled");
final BucketLifecycleConfiguration lifecycleConfig =
new BucketlLifecycleConfiguration().withRules(expirationRule);

// Create the bucket and allow message objects to be stored in the bucket.

s3.createBucket(S3_BUCKET_NAME);
s3.setBucketLifecycleConfiguration(S3_BUCKET_NAME, lifecycleConfig);
System.out.println("Bucket created and configured.");

/*
* Set the Amazon SQS extended client configuration with large payload
* support enabled.
*/
final ExtendedClientConfiguration extendedClientConfig =
new ExtendedClientConfiguration()
.withLargePayloadSupportEnabled(s3, S3_BUCKET_NAME);

final AmazonSQS sqgsExtended =
new AmazonSQSExtendedClient(AmazonSQSClientBuilder
.defaultClient(), extendedClientConfig);

/*
* Create a long string of characters for the message object which will
* be stored in the bucket.
*/

int stringlLength = 300000;

char[] chars = new char[stringlLength];
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Arrays.fill(chars, 'x');
final String mylLongString = new String(chars);

// Create a message queue for this example.
final String QueueName = "MyQueue" + UUID.randomUUID().toString();
final CreateQueueRequest createQueueRequest =
new CreateQueueRequest(QueueName);
final String myQueueUrl = sqsExtended
.createQueue(createQueueRequest).getQueuelrl();
System.out.println("Queue created.");

// Send the message.
final SendMessageRequest myMessageRequest =

new SendMessageRequest(myQueueUrl, mylLongString);
sqsExtended.sendMessage(myMessageRequest);
System.out.println("Sent the message.");

// Receive the message.

final ReceiveMessageRequest receiveMessageRequest =
new ReceiveMessageRequest(myQueueUrl);

List<Message> messages = sqsExtended
.receiveMessage(receiveMessageRequest).getMessages();

// Print information about the message.
for (Message message : messages) {
System.out.println("\nMessage received.");
System.out.println(" ID: " + message.getMessageld());
System.out.println(" Receipt handle: " + message.getReceiptHandle());
System.out.println(" Message body (first 5 characters): "
+ message.getBody().substring(@, 5));

// Delete the message, the queue, and the bucket.

final String messageReceiptHandle = messages.get(Q).getReceiptHandle();

sqsExtended.deleteMessage(new DeleteMessageRequest(myQueueUrl,
messageReceiptHandle));

System.out.println("Deleted the message.");

sqsExtended.deleteQueue(new DeleteQueueRequest(myQueuelrl));
System.out.println("Deleted the queue.");

deleteBucketAndAllContents(s3);
System.out.println("Deleted the bucket.");
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private static void deleteBucketAndAllContents(AmazonS3 client) {
ObjectListing objectlListing = client.listObjects(S3_BUCKET_NAME);

while (true) {
for (S30bjectSummary objectSummary : objectlListing
.getObjectSummaries()) {
client.deleteObject(S3_BUCKET_NAME, objectSummary.getKey());

if (objectListing.isTruncated()) {

objectListing = client.listNextBatchOfObjects(objectListing);
} else {

break;

final VersionlListing list = client.listVersions(
new ListVersionsRequest().withBucketName(S3_BUCKET_NAME));

for (S3VersionSummary s : list.getVersionSummaries()) {
client.deleteVersion(S3_BUCKET_NAME, s.getKey(), s.getVersionId());

client.deleteBucket(S3_BUCKET_NAME);

AWS AT Java B9 SDK 2.x _Rfl : AT S# S3 BB AET S SQS HE

LATAWS E AT Java #9 SDK 2.x RIGIE T —MNEFBENH Amazon S3 MM , HA/mMT —&4&
WAL , ATE 14 REKABBRN R, ©ERXEE—NEN MyQueue BIBAFIH E1ZRA S K% —
ST S3 MR A KR/INET 256 KB WREHLEER. &G , KBSRRZEE |, REIZEENHEX
E8 , HMERiZEE. BAIIREM#E,

/*
* Copyright 2010-2024 Amazon.com, Inc. or its affiliates. All Rights Reserved.

* Licensed under the Apache License, Version 2.0 (the "License").
* You may not use this file except in compliance with the License.
* A copy of the License is located at
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*

https://aws.amazon.com/apache2.0

* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
* express or implied. See the License for the specific language governing

* permissions and limitations under the License.

*/

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

import

import
import

/**

import com.amazon.sqs.javamessaging.AmazonSQSExtendedClient;
com.amazon.sqs.javamessaging.ExtendedClientConfiguration;

org.joda
org.joda

software.
software.
software.
.amazon.awssdk.services.s3.model.DeleteBucketRequest;
software.
software.
software.
software.
software.
.amazon.awssdk.services.s3.model.ListObjectVersionsRequest;
software.
software.
software.
software.
software.

software

software

software

software

.time.DateTime;
.time.format.DateTimeFormat;

amazon.awssdk.services.s3.S3Client;
amazon.awssdk.services.s3.model.BucketLifecycleConfiguration;
amazon.awssdk.services.s3.model.CreateBucketRequest;

amazon.awssdk.services.s3.model.DeleteObjectRequest;
amazon.awssdk.services.s3.model.ExpirationStatus;
amazon.awssdk.services.s3.model.LifecycleExpiration;
amazon.awssdk.services.s3.model.LifecycleRule;
amazon.awssdk.services.s3.model.LifecycleRuleFilter;

amazon.awssdk.services.s3.model.ListObjectVersionsResponse;
amazon.awssdk.services.s3.model.ListObjectsV2Request;
amazon.awssdk.services.s3.model.ListObjectsV2Response;
amazon.awssdk.services.s3.model.PutBucketLifecycleConfigurationRequest;
amazon.awssdk.services.sqs.SqsClient;

.amazon.awssdk.services.sqgs.model.CreateQueueRequest;
software.
software.
software.
software.
software.
.amazon.awssdk.services.sqs.model.ReceiveMessageResponse;
software.

amazon.awssdk.services.sqs.model.CreateQueueResponse;
amazon.awssdk.services.sqs.model.DeleteMessageRequest;
amazon.awssdk.services.sqs.model.DeleteQueueRequest;
amazon.awssdk.services.sqs.model.Message;
amazon.awssdk.services.sqs.model.ReceiveMessageRequest;

amazon.awssdk.services.sqs.model.SendMessageRequest;

java.util.Arrays;
java.util.List;
java.util.UUID;

* Examples of using Amazon SQS Extended Client Library for Java 2.x
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*
*/
public class SqsExtendedClientExamples {
// Create an Amazon S3 bucket with a random name.
private final static String S3_BUCKET_NAME = UUID.randomUUID() + "-"
+ DateTimeFormat.forPattern("yyMMdd-hhmmss").print(new DateTime());

public static void main(String[] args) {

/*
* Create a new instance of the builder with all defaults (credentials
* and region) set automatically. For more information, see
* Creating Service Clients in the AWS SDK for Java Developer Guide.
*/

final S3Client s3 = S3Client.create();

/*
* Set the Amazon S3 bucket name, and then set a lifecycle rule on the
* bucket to permanently delete objects 14 days after each object's
* creation date.
*/
final LifecycleRule lifeCycleRule = LifecycleRule.buildex()
.expiration(LifecycleExpiration.builder().days(14).build())
.filter(LifecycleRuleFilter.builder().prefix("").build())
.status(ExpirationStatus.ENABLED)
.build();
final BucketLifecycleConfiguration lifecycleConfig =
BucketLifecycleConfiguration.buildex()
.rules(lifeCycleRule)
.build();

// Create the bucket and configure it
s3.createBucket(CreateBucketRequest.builder().bucket(S3_BUCKET_NAME).build());

s3.putBucketLifecycleConfiguration(PutBucketLifecycleConfigurationRequest.builder()
.bucket(S3_BUCKET_NAME)
.lifecycleConfiguration(lifecycleConfig)
.build());
System.out.println("Bucket created and configured.");

// Set the Amazon SQS extended client configuration with large payload support
enabled

final ExtendedClientConfiguration extendedClientConfig = new
ExtendedClientConfiguration().withPayloadSupportEnabled(s3, S3_BUCKET_NAME);
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final SqgsClient sqsExtended = new
AmazonSQSExtendedClient(SgsClient.builder().build(), extendedClientConfig);

// Create a long string of characters for the message object
int stringlLength = 300000;

char[] chars = new char[stringlLength];

Arrays.fill(chars, 'x');

final String mylLongString = new String(chars);

// Create a message queue for this example

final String queueName = "MyQueue-" + UUID.randomUUID();

final CreateQueueResponse createQueueResponse =
sqsExtended.createQueue(CreateQueueRequest.builder().queueName(queueName).build());

final String myQueueUrl = createQueueResponse.queuelUrl();

System.out.println("Queue created.");

// Send the message

final SendMessageRequest sendMessageRequest = SendMessageRequest.builder()
.queueUrl(myQueueUrl)
.messageBody(myLongString)
.build();

sqsExtended.sendMessage(sendMessageRequest);

System.out.println("Sent the message.");

// Receive the message

final ReceiveMessageResponse receiveMessageResponse =
sqsExtended.receiveMessage(ReceiveMessageRequest.builder().queueUrl(myQueueUrl).build());

List<Message> messages = receiveMessageResponse.messages();

// Print information about the message
for (Message message : messages) {
System.out.println("\nMessage received.");

System.out.println(" ID: " + message.messageld());

System.out.println(" Receipt handle: " + message.receiptHandle());

System.out.println(" Message body (first 5 characters): " +
message.body().substring(@, 5));

}

// Delete the message, the queue, and the bucket
final String messageReceiptHandle = messages.get(Q).receiptHandle();

sqsExtended.deleteMessage(DeleteMessageRequest.builder().queuelUrl(myQueuelUrl).receiptHandle(me
System.out.println("Deleted the message.");
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sqsExtended.deleteQueue(DeleteQueueRequest.builder().queueUrl(myQueueUrl).build());
System.out.println("Deleted the queue.");

deleteBucketAndAllContents(s3);
System.out.println("Deleted the bucket.");

private static void deleteBucketAndAllContents(S3Client client) {
ListObjectsV2Response listObjectsResponse =
client.listObjectsV2(ListObjectsV2Request.builder().bucket(S3_BUCKET_NAME).build());
listObjectsResponse.contents().forEach(object -> {

client.deleteObject(DeleteObjectRequest.builder().bucket(S3_BUCKET_NAME).key(object.key()).bui
1);

ListObjectVersionsResponse listVersionsResponse =
client.listObjectVersions(ListObjectVersionsRequest.builder().bucket(S3_BUCKET_NAME).build());

listVersionsResponse.versions().forEach(version -> {
client.deleteObject(DeleteObjectRequest.builder().bucket(S3_BUCKET_NAME).key(version.key()).ve

1)

client.deleteBucket(DeleteBucketRequest.builder().bucket(S3_BUCKET_NAME).build());

BRI LA A Apache Maven JI&#Y Java T B B EFMIE Amazon SQS ¥ EBEFFim , LAl LA CHE
SDK. M SDK FiEEZRENAREFPEANSMER,

<properties>
<aws-java-sdk.version>2.20.153</aws-java-sdk.version>
</properties>

<dependencies>
<dependency>
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<groupId>software.amazon.awssdk</groupId>
<artifactId>sqgs</artifactId>
<version>${aws-java-sdk.version}</version>

</dependency>

<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>s3</artifactId>
<version>${aws-java-sdk.version}</version>

</dependency>

<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>amazon-sqs-java-extended-client-lib</artifactId>
<version>2.0.4</version>

</dependency>

<dependency>
<groupId>joda-time</groupIld>
<artifactId>joda-time</artifactId>
<version>2.12.6</version>
</dependency>
</dependencies>

{8 Python 1 Amazon S3 BB A& L# SQS JHE

B LAE A E A T Python B S & E A SRS Y B & P im EE ML B 2h B SR Z A IR S SR B 18 K B
Amazon SQS HE., XX TFHEM 256 KB T 2 GB W AEEEAEEIER. ZENHEEASFEEFE
Amazon S3 ZE#@ , HEFEEFMEM Amazon S3 R AMEE RIEZITL Z# SQS BASI,

BRI LAERERAT Python MY BB IRERMITATERE

BEEAMARRBAFMHE Amazon S3 H1 | ERREBFRAHANET 256 KB B F £ S3 H
RiE—%5| M Amazon S3 FEFEHFHEN L NNEHENRIVER

* M Amazon S3 f7f# #f 12 AR R AY AT R

* M Amazon S3 7 1 = il BR A8 Bz Y AT R

FRFZMHF

LT R2EBERT Python B Amazon SQS ¥ E & ik FEM ST REH -
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- BEALEZIEN AWS IKF ., Z02 AWS tkF | §SMBIAWS 71 , REERIE AWS 1K,
RBUGHARTERE, AXIEPNER , FESHEIL

- AWS H#HF XTI ES : AW LM RHIFEA AWS Python SDK Boto3, BEZEFMEERHFATE
S, BZHEERT Python A ZAWS TESF X EREREPHIERT Python W AAWS TEEX
E

« Python 3.x ( RESRA ) M. pip

« BT Python Wl G SQS ¥ EBE ik , Al M PyPl 3k18

(® Note
REMFEH AWS EER T Python WRHEF AT EE , BFeeEAL S # SQS Python ¥ RBEF
InFEENT S# S3 BB S SQSJHE. AWS £/ CLI, T5# SQS #4145, TS
SQS HTTP API R E MM X TES ML EHRITHIRME, AWS

B & H B 174
Amazon SQS ¥ BEFIwFERALU T EEBEMXRE E Amazon S3 jHEFiEIEIN

« large_payload_support: AT F# X EHE M Amazon S3 1F& & & .

 always_through_s3: f1RTrue , NFFEE S & EM#ETE Amazon S3 1, IR EFalse , M/MF
256 KB KB BT &5 Rl s3 FfikiE. BRIAEN False,

« use_legacy_attribute : MR RTrue , NMMBEXHAHHEEER BRRZEEEH
(SQSLargePayloadSize) , M2 H MR EEEBE M (ExtendedPayloadSize).

FEHRERT Python WY BEFIREEE KE Amazon SQS JEHE

LR RBIERBEN B I8 — 1 Amazon S3 FiE. AfE , ELQEIEZ— 1ML NM Amazon SQS A
5| , MyQueuetEZBASIRIE — &R FME S3 FEEH EES 256 KB HEE. &fE , KBAKRRZHE
B REZHEMAXREER , ARBRZEE. BAIIMFERE,

import boto3
import sqs_extended_client

#Set the Amazon SQS extended client configuration with large payload.
sqs_extended_client = boto3.client("sqgs", region_name="us-east-1")
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sqs_extended_client.large_payload_support = "S3_BUCKET_NAME"
sqs_extended_client.use_legacy_attribute = False

# Create an SQS message queue for this example. Then, extract the queue URL.
queue = sqgs_extended_client.create_queue(

QueueName = "MyQueue"

)

queue_url = sqs_extended_client.get_queue_url(
QueueName = "MyQueue"

)['QueueUrl']

# Create the S3 bucket and allow message objects to be stored in the bucket.
sqs_extended_client.s3_client.create_bucket(Bucket=sqs_extended_client.large_payload_support)

# Sending a large message
small_message = "s"
large_message = small_message * 300000 # Shall cross the limit of 256 KB

send_message_response = sqs_extended_client.send_message(
QueueUrl=queue_url,
MessageBody=large_message

)

assert send_message_response['ResponseMetadata’]J['HTTPStatusCode'] == 200

# Receiving the large message
receive_message_response = sqs_extended_client.receive_message(
QueueUrl=queue_url,
MessageAttributeNames=["'All"']
)
assert receive_message_response[ 'Messages'][@]['Body'] == large_message
receipt_handle = receive_message_response[ 'Messages'][0@]['ReceiptHandle']

# Deleting the large message
# Set to True for deleting the payload from S3
sqs_extended_client.delete_payload_from_s3 = True
delete_message_response = sqs_extended_client.delete_message(
QueueUrl=queue_url,
ReceiptHandle=receipt_handle

assert delete_message_response[ 'ResponseMetadata']['HTTPStatusCode'] == 200
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# Deleting the queue
delete_queue_response = sqs_extended_client.delete_queue(
QueueUrl=queue_url

assert delete_queue_response['ResponseMetadata’]['HTTPStatusCode'] == 200
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AL S SQS ZF 2Bl BT 5 SQS BA S

£ Amazon SQS #Z#I|A B BEFMEIE Amazon Simple Queue Service (Amazon SQS) BA FI FI4HE .
BRI AERAESSEEENRSSRIRMNE ZENIIEE |, FIEEIISENBATIRERER , NEREA
REFKIFAERE. AWS Lambda

&

« AT Amazon SQS WE TEMA G R

« f5H Amazon SQS ##l & Bl ERFIS B

- BEHFIXRE

- £/ SQS FEE WML N BASIE B RS 2k &
« {5 Amazon SQS #Z#l & I A SIEL B RS 27 ik N 25
£/ Amazon SQS #Z#I & A SIE E R A S BirE

- EALSE SQS 2 & FRASITFL SE SNS E&
+ BLE Amazon SQS BAFI LAfi4 & B4 AWS Lambda

- AT S B3 AWS RS &IEFIT Si# SQS KJEA EventBridge
s RIEHERMNER

EATF Amazon SQS WWE T & ME#Y i [F] 32 i
T4 R ABAC?

ETEMMIFEES (ABAC) B —HEMERE , ©RTFHINEA - MEROIRERE LR, AWS
ABAC RiEEMMERMBAMREN L HEG K BRESEFEENETAGHNRBEAXNREXK
AERFEUMBFRBEEE, AX ABACHWEZFMEE , F5H (IAM BFIERE) BT LR AWS
ABAC,

Amazon SQS % # ABAC , AFZEEIES Amazon SQS BAFIXEXRIFRE M Bl & Sk &I3%F Amazon
SQS BABIRYiF R BR. Amazon SQS F /5 A ABAC HIFRE MBI & K4 BB IAM E4K#EH Amazon
SQS A%l , MAERERBEREE RN,

f&B) ABAC , S&RILAERAFRZE N Amazon SQS RASIELE IAM 7RI RM K , XBBT &Y BRXRE
B, SUERRMNEENLSACBHIREE IAM Rl 22 MUREKR | MALES RN FIRE
HEH KM, LET LM IAM E4HNPRE LI ABAC K. &AL ABAC REGIRIT N ERITHE
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A IAM AF A6 LWHiREE Amazon SQS RASIFRE ILELRT /o iF Amazon SQS 1, ETHREXR
INREREZEE AWS |, BSHAWS FRICEEEH, Amazon SQS A7 Bl R

® Note
ABAC for Amazon SQS B RIEE AWS FrEIRMHAT S SQS Al Xig#H | B TERER
5

- WAMK (BERE)
- WAHK (BRAE)
. WM ( BEHES )

. EOM (Rt )

RN+ ARIZTE Amazon SQS #{EH ABAC ?
LA 27 Amazon SQS F i/ ABAC By —LE#r4b -

« ABAC for Amazon SQS BEEEVHINREKIE, BLENTE T/ERECETERIE, B LIERE
BT 2RI ERFERFE | XU BRIETF .

 f£/ ABAC tREY KERME, HFRECEIBHHEL iricH , FREFLE AR FHAR
YRR o

o £/ IAM R RKBRHFIRBE . EALNA IAM THEIERE | AEATINRRFENE IAM £
RS TR ERENTLRINR, XAUFEBEEDIRTRFERNENIE,

- RIREREHRIZNEIR. LA UEZEE AWS CloudTrailfF AP BHRBESFEN S 4.

FH

- Amazon SQS ¥y ABAC &#48

* 1£ Amazon SQS H 7 1A B EFIR IFRE
- B2 IAM A7 Amazon SQS FA %

o WIAETE AT E] 4% 5l

Amazon SQS #J ABAC &4

SET] LA R BT S R SR A2 U B BUR A

R ARIZTE Amazon SQS HfEFH ABAC ? 94
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ABAC %45 iR REERR Amazon SQS #&4E

aws : ResourceTag Amazon SQS A% £ {XBR IAM policy Amazon SQS A% &
WirE (BNE) 5 RERE
KEEPRE (A

8 ) AR TE

aws : RequestTag Amazon SQS BAFI#E  BABISKEEF IAM KBE§  TagQueue,

TRIRERNRE (8 UntagQueue,
FME ) SRR CreateQueue
L (BNE ) SFEE
EX i
aws : TagKeys BRI ERER RASIREE R IAM KBE  TagQueue,
B% R AP X R T B UntagQueue,
CreateQueue

£ Amazon SQS H 7 15 B ZE &R AR &

AT 2 aalE AR &t T 4R sl R R, 1% IAM REERR & IAM A P REEH N BREEBERRFE
( 8 : environment , 1§ : production ) BIFTEBAFIRITAIE Amazon SQS #1E. EXEZER , 5
FEARSHITETEMEMN LR ESIF Organizations.  AWS

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "DenyAccessForProd",
"Effect": "Deny",
"Action": "sqs:*",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/environment": "prod"
}
}
}
]
}
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B2 IAM B FF Amazon SQS BA %l

AR R ER T a0fal 5 AWS Management Console F1€3 ABAC KB RiZHI3T Amazon SQS #14

B, AWS CloudFormation
£ AWS Management Console

Bz 1AM B/

1. &% AWS Management Console 73 FF IAM #2%1& , B#ER https://console.aws.amazon.com/
iam/,

MNEMSHBEEFEZERF,

ERRMAR , REERP & XA EPH AL T,
ERIGREA - wIEHEE , AREET -2 KR,
EET—F: RE,

HFRERRIMA environment , FHRZEFIA betao
EERET—%: 5%, RRERUERF,

EFIFEES D MRBHRBAHTEHEHEELLNE,

© N o o b~ w0 N

w0 IAM A PR

1. EFRECIEN IAM RS,
2. EBRANIMABREE,
3. f& JSON &I+ L , #0E LT KR,

{
"Version": "2012-10-17",

"Statement": [
{

"Sid": "AllowAccessForSameResTag",

"Effect": "Allow",

"Action": [
"sqgs:SendMessage",
"sgs:ReceiveMessage",
"sqs:DeleteMessage"

1,

"Resource": "*",

"Condition": {

#2 |IAM B # Amazon SQS BA %l
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"StringEquals": {
"aws:ResourceTag/environment": "${aws:PrincipalTag/environment}"

"Sid": "AllowAccessForSameReqTag",

"Effect": "Allow",

"Action": [
"sqgs:CreateQueue",
"sgs:DeleteQueue",
"sqs:SetQueueAttributes"”,
"sqgs:tagqueue"

1,

"Resource": "*",

"Condition": {
"StringEquals": {

"aws:RequestTag/environment": "${aws:PrincipalTag/environment}"

"Sid": "DenyAccessForProd",
"Effect": "Deny",
"Action": "sqgs:*",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/stage": "prod"

4. EBREREERMK.
5. &R BIERR

£/ AWS CloudFormation
fEF LA Rl AWS CloudFormation 4R €1 2 K B N B K EE F1 Amazon SQS BAFIEY IAM AP -

AWSTemplateFormatVersion: "2010-09-09"
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Description: "CloudFormation template to create IAM user with custom inline policy"

"2012-10-17",

"Statement": [

"Sid": "AllowAccessForSameResTag",
"Effect": "Allow",
"Action": [
"sqgs:SendMessage",
"sqs:ReceiveMessage",
"sqs:DeleteMessage"
1,
"Resource":
"Condition": {
"StringEquals": {
"aws:ResourceTag/environment": "${aws:PrincipalTag/

g n
’

"Sid": "AllowAccessForSameReqTag",
"Effect": "Allow",
"Action": [
"sqgs:CreateQueue",
"sqgs:DeleteQueue",
"sqs:SetQueueAttributes"”,
"sqgs:tagqueue"
1,
"Resource":
"Condition": {
"StringEquals": {
"aws:RequestTag/environment": "${aws:PrincipalTag/

"
’

Resources:
IAMPolicy:
Type: "AWS::IAM::Policy"
Properties:
PolicyDocument:
{
"Version":
{
environment}"
iy
{
environment}"
.
{

"Sid": "DenyAccessForProd",

#2 |IAM B # Amazon SQS BA %l
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"Effect": "Deny",
"Action": "sqgs:*",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/stage": "prod"

Users:
- "testUser"
PolicyName: tagQueuePolicy

IAMUser:
Type: "AWS::IAM::User"
Properties:
Path: "/"
UserName: "testUser"
Tags:

Key: "environment"
Value: "beta"

A it B T I 1 Y T (] 22
SATRBIR R T WA Amazon SQS Sl it £ T 8 t#0 15 24,
S-S, MRERIRENKER , FREERENES

1T AWS CLI &4 RUH ARG | $RERIZEN environment , FFEEEEN prod. MBELIRE
AWS CLI , MRS\ 5401+ B ML F 5L A0 E CLI.

aws sqgs create-queue --queue-name prodQueue —region us-east-1 —tags "environment=prod"

SR ESRB Amazon SQS iR M AccessDenied fRiR

An error occurred (AccessDenied) when calling the CreateQueue operation: Access to the
resource <queueUrl> is denied.
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XEEN IAM BFHNFEEES CreateQueue APl AR £ WIREFRTE, EidE , B[ IAM A
FRAT—MRE , HERE RN environment , EIRE RN beta.

BIE—NBASI | FHRLRIREANIFE |, FRLEREN N
Z1TIE CLI tn kM 0IZRAS , FHRERIREN environment , FREEIREN beta

aws sqs create-queue --queue-name betaQueue —region us-east-1 —tags "environment=beta"
BB -RHE , BIASIERNEIE , TR,

{

"QueueUrl": "<queueUrl>"

}

1] BA 51 % 35555 B

21Tt CLI fnm LA mBA B & 255 B o

aws sqgs send-message --queue-url <queueUrl> --message-body testMessage

I Rz & & R H B B R Ih&E X E Amazon SQS BA%l, 1AM AR A FEEH A beta FREHRATI A IX
SEE, R S3E MD50fMessageBody FEEEE K Messageld,

{
"MD50fMessageBody": "<MD50fMessageBody>",
"MessageId": "<MessageId>"

}

£/ Amazon SQS 2% & Bl BB\ 5| S

tlERHERTIN  TURBATSHK

. TL&EHT MBAF (A—NEAE ) WEKEEXNEMEEARERTRNEKE, HXHFSE ,
SR A R,
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® Note

EREHEEER BN IRESFRAERNENE, ERELAZRSRESNER
BHiE , AAERER— AWS SDK,

« JHEREH - Amazon SQS REBERFIFHEENBEKE, BRIABRT , I EEREM

Ko BALBEIINREERERS 14 Ro MXFR , BZHESREH,

« {BIXHEIR - Amazon SQS EEEERMBIBASIKEE Z IS EERAETE,. MXFRE , HSHEIE

HEIR.

« RACHBRD - WBASIWZRATHER KD, RERE , TSHEIEE XD,
« EWOHEBFFrIE - Amazon SQS HR I INEIZKERESHFEHEZNTHNREKINE. BXES

52 , 5 Amazon SQS BRI K,

- BRETHRENESEBIEMER - Amazon SQS ATUREHEEX B IRZESEHEMER ID. BXE

ZER | BESH FHRER Amazon SQS FH FIFO BA %,

- BASERE FIFO- BT HASIFAEEEASELE, BEREMETMSFERER ( EELUENR R

SEEM FIFO EHEFRT ) ERARN FIFORIIGHASETUHEMENRE, BEXEZEE , SR
Amazon SQS FEHEHAYINEEFTEE M T 5# SQS JHEE .

- BT AVFRRE - EPPLIRBA S AT U LA SR ESESRAS. BXRESER , E5H &

Amazon SQS H{EAIFEER

NAEFIBEERRSISE (258 )

2

~

BN LA T ML 3TH Amazon SQS ##& : https://console.aws.amazon.com/sgs/e
ESMERKT , EZF Queues (RAF). EFSIHERRE.

RAFEE D

XTI AR | AR R B, SBEAN 0 WE 12 /Mat. BINMER 30 ¥,
NFHERER , MAFENBANEL. BEN 1 7HE 14 R, BRINMERN 4 Ko

X FARAERRSI , AEPCERSFEFRRARMA —NME, SEEN 0-20 . MAEN 0¥ , XSREER
o EMAFEFERIREREHA.

NFARIEER  WMAFENEMEN, SEEH 0 WE 15 28, BIAMERN OV,
NFJRAHEKRND , WA—ME. SEEN 1 KB £ 256 KB, BRIAEN 256 KB,

REBIISH o


https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SetQueueAttributes.html
https://console.aws.amazon.com/sqs/
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9. XT FIFORS , EEERAETATNESHRENRAGAETATNESHERER. RINER
T, ZREL THEARS.

10. (A& ) EiL FIFORIIGAESNELEUEERIIPRENEPCER , FEAREASELE
FIFO,

TR RS FERIET (( EELHEMBRSEE M FIFO EHERS ) EX AN FIFORRIIEAER
HEFENIEE. WRFHFEASELE FIFO FTENEMEE , WA EEFHELER , EEW
FERIBRIENEHRIT. BXESZEL , H55 Amazon SQS FE&# L HAFIN S EHE N T i
SQS JHEE .

M. NTFEFHFRAGFRE , FEFEBEA. NATEIFIER : 2IAGF (BRIA) . RBAFIH2EEPIE
“4, EFRZERFIET , & Amazon BIRB M (ARN) EEE&RZ 10 NRBAFIK 5k,

12. BBEZNIISHE , ZRRE

Bt & 17 7] 3R B
SIEBABIRY | LR L A R

WRREEN T LG EAFINKS, AFRNAE, HRKEEENT AP o iGReRE (Flm
SendMessage, ReceiveMessage B DeleteMessage ) o BAIAZREGX AR UFBAFIFRE & X MUK
EE,

NIEFIBEE TR REE (12468 )

1. BILATMuLFTFF Amazon SQS # &l A : hitps://console.aws.amazon.com/sgs/o

2. ESMERP , &EE Queues (BAFI),

3. EEIIHERRE,

4. RIPBNFERBEED

5. HERAEPREHERBEG, BXHERBEFANESEE , BHZH Amazon SQS #1543
HREE,

6. BEZTHEXREE , ERREF.

£/ SQS FEERYINE Z 1A 1 RA S B & AR 55 25 i AN 25

BR T #IA Amazon SQS EERRSS ERIH N (SSE) &1k , Amazon SQS & SSE (SSE-SQS) & /&
FEGEAENRERSRRMNE , UEA SQS HEMBERARRY B HER S R XN BBEIE.

Bt i 17 [ 3R g 102
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£/ SSE-SQS , £LXF RN EENEEZ , B LF B RN BEN AT INZEEHIE, SSE-SQS Atk E
M MBE  AEPEREERONBEAMNEEER , MEAFHANTZA.

SSE-SQS f#H 256 I &R INFIRAH (AES-256) MMZ R EAHIE. —B Amazon SQS IEH
B | SSE AN HE#HITINE, Amazon SQS UMBRFEREMEE , REESHEHERAZABNERE
NF&FEBR,

(® Note

« RN SSE RTURE T HEE M Z B MY ER T &1 RSBt F B

 Amazon SQS AWEXMAFMABSIMNE, Hit , <MH KMS-SSE ~4« B35 A SQS-SSE,
WMREFHLEERN KMS-SSE [5/2 A SQS-SSE , M ATEE RPN MEHER.

5 BAFIELE SSE-SQS M (#2414 )

(@ Note

HKIANBERT , A HTTP ( 3E TLS ) i S BIZEME#BASIE R < /5 A SSE-SQS Mm%, A
HTTPS = Signature Version 4 % R 812 Amazon SQS A% B —fh L2 £ HEXKK,

1. BEUTMUITHF Amazon SQS ##l A& : hitps://console.aws.amazon.com/sgs/o
ESMERKT |, % Queues (RAF).

LRSI, REERRE

RIFINE,

NF RS |HME , EFEBA (BRIN) .

o & 0N

(® Note

JBH SSE jg , X in#ZBAFIKE R SendMessage Fl ReceiveMessage & RF#HIE
#8, Amazon SQS L2 HEXKREBVUAFAEFAERBER, WMREE @ Amazon SQS RAS
KIZEZBER , FHREH SSE,

6. & Amazon SQS 4R (SSE-SQS). ERALLETM TS 4EFHNTA,
7. ERRRE.
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£ Amazon SQS #2414 J A BIE B RS 88 6% 102

AT RFBAFDEEHRHBAE , Amazon SQS BRIANFIE#TEIZRIBA SIS A BR S5 8% i hn 25

(SSE). Amazon SQS & Amazon Web Services Key Management Service (Amazon Web Services
KMS) &£5% , R TEERS | IRINE (SSE) ¥ KMS Z4[. BXEMA SSE MEE , B2 ML ¥ SQS
PV ERAS N

')

B ELERATIN KMS BHAXMEREZRAEEK , AP 2EMBEREAZKIINEEHNR, BXE
B, BEAEHEE.

MREBRR KMS ZHANHEE , RFELETZMNIK/IZE kms:ListAliases M kms:DescribeKey
PR , BT EFE Amazon SQS #HA EEFEHEX KMS ZHMEE. ER KMS ZANRAEERT
BIXLENR, BXESEER , BSHAZHEE,

BIERFmEBNTIES , BAT LA E SSE-KMS,
NIBRAFIEE SSE-KMS ( ###H& )

BN LA T ML 3TH Amazon SQS 2] & : https://console.aws.amazon.com/sgs/e
ESMBE®KT |, % Queues (BAF).

RS, R ERRE.

BRI,

NTFRFERWHME |, ERER (BIN) o

o k~ 0 bh =

(® Note

JBH SSE ja , MBS E R SendMessage Fl ReceiveMessage &R [M4IE
45, Amazon SQS ZE2REZTKEWFTEFAERER, MREE @ Amazon SQS A
KIZEEZER , BBHREZEH SSE,

6. & AWS Key Management Service Z4H (SSE-KMS),

BHARET KMS BAANER, KA KVMS 249 ARN,
7. HBBIEE KMS %48 ID. BXESEL | B2 %XERE.

a. EREERE KMS B4 51K %I,
b. ZRiIAZR4AE Amazon SQS B Amazon Web Services & KMS %48, EF A4 | BM
KMS Z4A5IERFIEEE,

ARAFIBLE SSE-KMS 104
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Amazon Simple Queue Service FRARIER

c. EFEAHE Amazon Web Services Ik~ Y BE X KMS 248 , M KMS ZH 5| RPEFZ
%4, BXROEBEN KMS B4R , 52 (Amazon Web Services Key Management
Service FF R AR EE) RPHBIEZ,
d EFEAFTEIRPHBEEN KMS ZAH¥K B Hi Amazon Web Services Ik # B E XL KMS
24, FEBRm A KMS Z4A518 |, HA KMS 248 Amazon BIREBF (ARN),
8. (Wit)XWNTFHEZHAERARAY , BE—IMNT 1 287 24 Ptz BENE. BRIAMERN S5 78, B
REZER , BSH THEESAEREH,
9. BEES SSE-KMS 5 , &BRRF.

£/ Amazon SQS 2% & 79 BA HI & & A4S 77 BL AR

&1 LA[E Amazon SQS BAFIRINARAS 2 BL AR SR &S Bh A LR FIARIRIX LERA Y], BXEZER |, 55
Amazon SQS KA D BERZ,

ERFINEMELTEL , FiSET £ 8 RAFINFE,
BlE R EAFIN | BT NAIIEERE,
HOERFIRERS (2454 )

1. BILATMuEFTFF Amazon SQS # &l A& : hitps://console.aws.amazon.com/sgs/o
2. TESMBEETP , % Queues (BAF),

3. IEEBAIIFEREE

4, RFPERZE D

5. . B ERRASIFRE ¢

a. EARMARE , FRBEMIFFE , WARNE , REEERMHIRE,
b. EEHMHIRE , FEXHBNE.
c. EMRHEL , HRFREXZDHMER.

6. BEZXIER , BERT.

ERI S SQS #H & ARSI RIS E SNS £&

BRI EAR — 1 FHZ 4 Amazon SQS BAFIT ¥ Amazon Simple Notification Service (Amazon SNS) E
B, HEEERMEEBA , Amazon SNS FaENEITHESIAELES . Amazon SQS BT
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FMAAESENNR. B Amazon SNS WEZEER , 2 (Amazon Simple Notification Service
FERARERE) PRI L =E Amazon SNS ?

3 Amazon SQS BAFIiT ¥ SNS &t , Amazon SNS & H HTTPS 58 2 # & 2 Amazon SQS,
BX ™ Amazon SNS B F & #) Amazon SQS BAFIKEER , BSHE N AWS REEE KMS R,

/A Important

Amazon SQS XEFEFNMNFRIKEEHZ 20 MED. 1TH Amazon SNS LR INIXEE—ME
a9, BYNBENSBHETIT T ERM,

HBAFIITE SNS T8 (#2414 )

1. BELATMuEFTFF Amazon SQS # &l A : hitps://console.aws.amazon.com/sgs/o
ESMBEET , %EZF Queues (BAF),

MBAFISI TR | R EITHE SNS EBAIRASI,

M Actions ( #4E ) /1 , #%#® Subscribe to Amazon SNS topic ( iT ¥l Amazon SNS =& ) .
MIEETTA T LBAFIH Amazon SNS EBE £ | EFEAFIH SNS &,

o & DN

MRZFHEDRYH SNS =B |, FidFEH A Amazon SNS =& ARN , REHMAETEH Amazon
BIRBF (ARN),

6. EERF.

7. ERIHTHER , BANEEE , AREEETHRIAZNIINES. BXEZER , HSH
{Amazon Simple Notification Service FF X A A 1EF) FH Amazon SNS JEE & i,

MEREH Amazon SQS BAFIF SNS EZARE AWS Ik~ |, MEBREELAAHINTE. EXES
€8 , 21 (Amazon Simple Notification Service FTF & A RIEF) FHHIAIT I,

BXITHERXE SNS TEMEER |, BRI LA EBHRSH X &R EAREXEH Amazon
SQS BAFIE AWS Lambda BiEk &% Amazon SN S jEHE

Bt i& Amazon SQS BA %I LAfil & B4 EL AWS Lambda

A LA AWS Lambda BSR4 FE Amazon SQS BABIHRYEE . Lambda 3181BA 5 3 B 2518 B &
B Lambda EHE , EFEEENIEENEHN. NEEHEBERALEBESHIZS , BRI T

ELiE Lambda il & 2% 106
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B EDRENCERB LR ERNENNAFE. X—FANEBRT Lambda FEEH B E
Z BT Ry tAL EHARE B R A TR

BRI A E B — MNRASIE N I8 Lambda BIETT AL 2 /9 5H B SE1SBA I

— Lambda BRI LALLEESR B 2/ NRABIEY IR ( A ENBASIER —4 Lambda B4R ) . B LAER
BB %A Lambda HEHE —RA %,

MR INZBAFI S Lambda BB AEXEX |, {B Lambda AR EE |, BfF kms :Decrypt RERFMNE
&H Lambda TR EH,

ERAT BRI :

o BHIBAFIF] Lambda BREUAM T R — AWS X3,

- {EFAERIAZE4A ( Amazon SQS HIAWS & KMS 24A ) B iNZ3BA 51 To 3% £ H 2 RA B F 8 B Lambda
B, AWS K/

EXRXY Lambda BB EER , AT LXEBEEEHPHAWS LambdaAWS Lambda 5 Amazon SQS
—iEe A,

FRZM

ERE Lambda B AR R , BHATURRUTER !

- MREFERAF , MIER Amazon SQS AL TR :
* lambda:CreateEventSourceMapping
* lambda:ListEventSourceMappings
* lambda:ListFunctions
« Lambda U ITHBXMIFFEA TR :
* sqgs:DeleteMessage
* sgs:GetQueueAttributes
* sqgs:ReceiveMessage

o MREFFMZEFIS Lambda EEAERE , EF kms : Decrypt XBRFE Lambda HITAER,

BEXEZEER |, ES & Amazon SQS F Y5 A A PRELR
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BLEBA SIS AR Lambda BEHE ( #2F1& )

1. B AT MuEiTFF Amazon SQS # & A : https://console.aws.amazon.com/sgs/e
2. ESMBEET , %EF Queues (BAF),

3. HEMIITTEL , ERERBHIS,
4
5

EBAFITIE L |, i3 Lambda it & & T+,
1£ Lambda fii X283 W E Lt , i%£# Lambda % 25,

WMRIEXHKEBREERN Lambda il &85 |, HEFEEE Lambda B A ES. A Lambda E¥X
B Amazon BREEZ# (ARN) , EBRME TR, REERRE,

6. EREREF. BHAXREFEEE , FESMKINEREERE,

EIFHAESETNEL , Lambda & 28iEI & /R Lambda B KR EIRZ, Lambda B ARLNFEE 1
759 Bt 18] S BA 51 < Bk

7. ERITIREMER  HOEMNIILIEHE |, R/EE Lambda B AT EEFMARN Lambda &
o

£ AL 5#h B 3 FfF AWS BRSS &= R S# SQS RYIE A
EventBridge

Amazon EventBridge A F#&SKH AWS RSB Bzt , AN RESEH ( flNAREF AR RE L EIR
Bk ) MEER, KB AWS RS HEH EventBridge JLFREMMERE TN, B LURE R 2NNk
TRIEFENEH  AETEESHEREANNHITH ELRE,

EventBridge RFFRE R B #r , B0 Amazon SQS #rAERAFIF FIFO BAFI |, iX L B FriEUR JSON
BANEHR, BEXEZER , B2H (L S# EventBridge AFIER) F ML L% EventBridge B #5,

REHFHEMERHE

X FARERBIF FIFO BA%I |, B LMEHE R SIELERL TR ( Mt E R, mEBZEEHE, LB
B[/ ). BXEZEE , i85 Amazon SQS EEE .

£/ Amazon SQS #2#| & MBS R EH AR ERIEE

1. B AT MuLITFF Amazon SQS # & A : https://console.aws.amazon.com/sgs/o
2. ESMBEET , %E#EF Queues (BAF),
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3. HEBAFITTE , @EFEEF,
4. EBREMEBYOER.
5. MAHEBMSH,

a. HEBMXAES , BARS 256 N FRIAYMHE— B R,

b. WTEMRE 6 ERFHHR. BHFH=HH,

c. (HiE)WABENHIERE, flm, LTSRN byte, int 5 float FAKFHAENL
BiERE,

d. EEMNAEF , AAEREME.

Message attributes - Optional Infa

String v

| Add new attribute

6. EARNMEMBESEN , BEERFNHEM.

Message attributes - Optional Info

String v

| Add new attribute ‘

7. BEUEREHEZAERENEMLE.

8. EMEREM , HFEEMER. EMERE-—TEM , BXRAEEREM.

9. EHREMAMEEEZE , BRREERE. RFHERE , BHE2E T —&HWER., BEEEA
REREHEWHERMNEE , BEREEFMAFE, ERTH , UXHERFAEENFEE,
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Amazon SQS WH{EEE

XL RESSRAUFEER 9 FA Amazon SQS,

£}

£33 Amazon SQS ¥r/EF FIFO BAFIHI I
TH R{ESSR T E B EE A Amazon SQS BIEKAH & Mk aIEHE B,

F

X Amazon SQS #rAEFN FIFO BABIAY 2RI
3t Amazon SQS FIFO BA I E b 2%

2

# A Amazon SQS H &

B&{K Amazon SQS R A

M Amazon SQS #rA&ERASIE E FIFO RASI

£ Amazon SQS JHE

T 5N ATES By & 2 Amazon SQS &t EE R

F

il

REtALEE R

B EREE R
REKEH
BRBERZES
REFEEAFIRE
RT— B EEAE
SKEHEiE K- By R 5

KEtabEEE A

AREERRERRTENNARFRES KIERLGENMBERES. Sl , MRENERARFLE—
FHEFRERR10® , ABLRTAMERREN 156 2% , MEL-RGEBEZHABHBERT , &

EHXIFRAER FIFO BASIHYEWL
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BREF—MENBEKNN AT EERXZRLEEE, HE , IRENNARFLE-FEEFTERR
108, BRIl EB8REN 28 , WEREERAENELEESN  Z—MAESRRIES

5 B
/HEe~o

ERRAETVHNRALEESE  BEATIIRKEz—
- MREHE (HEAUSEMMGLT ) LEEEFAFNNE , WFPESN TR S8R ERKELEHER
FENRKEBEHARBRES. BXESEE , FSHAEE I HEN,

« MREFHELFHEFTES KA , BAENERERZQERNES  BHENSB T REER (5
m2a%) , R ( REENERAENELEZEER ) , RAUUSS TR EENIER 2 28,

/A Important

B AT LA M Amazon SQS Yt E) ReceiveMessage ERAETH#E 12 /e, ZEKTI 4
BRTLEE 12 MR AE,

B EBATRETT AR AN E B ERT AT [E R B 7 ReceiveMessage ERE 3N 1TATER

R R 12 /et (BN 43200 % ) . Bl RSB —FEE |, HFUEBET LR
ChangeMessageVisibility M , ¥ VisibilityTimeout &ENR 43200 # , LLigE
12 PR AE , WiZHERTESAN, ER , BRIEET ReceiveMessage BERHEEM
EMAA RN ZRAFERAENER  SNER 43195 WX MESEFER. MRENFER
EFEES 12 /et , 5FEREA Step Functions,

A iE R EE 1R

EABERGBIR  BEEATIREZ—

- MREMFEH AWS SDK , NIELXE B ERMNBEZENEEFERH, BXEZEL , H5H
{Amazon Web Services — &S Z BRSZE) HH AWS FWERE IR FIEHEE

o MRBEFFEHR AWS A X TESIEHTELNER |, FHERKEIRE Amazon SQS HEE.
HA R IRE B G EidReceiveMessageREZ BI AT E = ( il 200 ZEW ) » W TFR~EMHELER
B ReceiveMessage W/ELMERA , NAWEKNEErTE (4l 400 R ) .

REKH

¥ ReceiveMessage APl REMZEFBE AT 0 i, KEWER. HEKEASERERN 208, K
RABIHRZEMNAIE (ReceiveMessage ERMEBEHEETAR ) FHERBHNZMA (HET

EABE —


https://docs.aws.amazon.com/general/latest/gr/api-retries.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ReceiveMessage.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ReceiveMessage.html
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BERSEEWNT ) , BEEREFES Amazon SQS B4, BXEZELR , 55 H Amazon SQS
ERAMNKRLIA,

ERRFKEEDLE | BEEANATERE

s EAZHIBRT , B LU ReceiveMessage EFATEIIRERN 20 ¥, MR 20 WX EHNNARERF
FRiEAK , WAREREN ReceiveMessage EF#FMA (&P 18 ) . WRERER AWS B4FF
K IE@%KiGM Amazon SQS , HERF AWS REF X T ETBENBEZFFNE , WAEFEERS
BB Amazon SQS &R , AATEKMNERIEAERENESNEH TN ERIHA,

o MREXNZSMRAFIEREKFH , WNEBNIBAIER —INERE , MARNAAENRSIERAEN&LE, MR
FENAGIFER—IMNERE , BHNNAEFNEBESAI PR ERETAMNGEXLEE  NRERE
MNEREKREWSBAG , WARESHNARFESHE (HZK 20 % ) REEM A AEENB SR T *
A0 38 H At BA 51 HR B9 AT FOE B

/A Important

REH HTTP 45i% , IR ReceiveMessage E3REY HTTP M SR
WaitTimeSeconds ZHE K. BEXEZEE , HZFReceiveMessage.

FIRARLERHR
ERRAATC R BHH S KSR CloudWatchfEtT , BEBILES.

- ERBASITTEEEABEERMG , ENEHRBLFESEE@MEIFEFAS,

« EAEGEINFTRAEEZH B/ NAELATFEAEE ( TEBELELENER ) LE,

- ERRSIRIMASZAHEARLAGHERNEAHENFR , AW
BiApproximateAgeOfO0ldestMessage CloudWatch $E#5. BELEIEERFIBEEBI TRAEEFAILIE
FREY R IR EIR.

REFEEAIIRE

NFHRERRT , SEENEH RIRARTHERBAMEE., FEEBERETIR , AR EER
BFAE, ApproximateAgeOfOldestMessage EFRERERMNBAEES , MAREERAK
EREtE. fla, RIR—FEBEERBAIIFEZT 1 X, ARSI BERES. WRIEEBATINE
BHER 4 X, MERYSE 3 XREMIEERFIHRMER , B ApproximateAgeOfOldestMessage 79 3
Ko Hitt , ZREKRRRBRELNIEEINRERRERN LLRBBAFINRE K,

ERES 112


https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ReceiveMessage.html

Amazon Simple Queue Service FRARIER

X F FIFO RA%I , HHEBEIFEESIET , ABRREELXE
B, ApproximateAgeOfOldestMessage fE#RIERE BB EIZEAS, £ LERE—RHA
o HETE 4 RIEMIEERASIRMIBR , B ApproximateAgeOfOldestMessage 7 4 X,

BRF — A E B E

BT Amazon SQS R— 1Mo WX R4 , Hik , BIEEM ReceiveMessage APl 153% 8 A A ZhiR [El B
Amazon SQS FEEMRIENERE , FAEHRAREFTQKREIER. EXTERT , Amazon SQS 8
BRFRNELERE—X , MEFEAEMNRKES 2N, ATEXEBERTAF2BEZHRAEHEE ,
H BN BRI RENTIN R AKIZRBERERN 1.

SRHE R R0 R R4
KHEE R-MRFERRFAA (RPC) RAN | HiENTHRESRR

- BEONENEE CIZEERSY. BIMAZHR , ERFINREFECIRDES] , HEMAXE ID B
EREFEEMREFER,

« FEILBEHZEENS, XTRSSHEIEERIHN S —MIEERBAEE

BXREABNIFEFHSEER-MEEANESEE |, FS5H BR-BADEEKWERER (ELIBA
).

F&{K Amazon SQS X7~

LA B 3 SR B T A5 BY AR B AK AR AN 5 I FA BfY B9 7 B AR BR AR SR L1 B et Y B R
REALIEH SR 1E
ERERA , TR R SR H SR E

« BXA, BRABEBEE  HESE —BREEHRZSFHENEE TR EEN |, B6H Amazon SQS
AL TR AP 2 1E,

- ENEPREMSERMOERES , THEKRLHE AWS SDK for JavabEMtl & h 7L 2 ik — i
N

@ Note
Amazon SQS &FFH & iw B Bl T < #F FIFO BA%l,
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FRESINHER

- KRWEEEBEHETARILEM Amazon SQS BAFIHERER.

- ERRKMER Amazon SQS B A2 H R 4> 22 BA T Y ZR U B ( N IR BEMETHE B8
ReceiveMessage R{EMIMRBIXE ) , BRAKRA, BXEZHELR , iS5 H Amazon SQS
K8,

- ZRGERAEESREBERNSIMELENRE |, BRI LER.
- ERSBERT , KRARTERA.
- BERWSVELREEE , BIER K Amazon SQS BAFIH ZE,
- EFENYENEA ReceiveMessage B RN NARFHNESR | EFEAERIA,
- BRAMNITHREKERER.

M Amazon SQS #r/ERFIFE ZE FIFO BA %I

MRERNBREZIRE DelaySeconds ¥ , WA BERHESREREHEKHERA ID KB
FIFO RA%1,

BEXEZER |, F5H £ Amazon SQS FMIRERFIFEEE| FIFO BAFI,

% Amazon SQS FIFO BAFIR H b2

TIRERRIABDEREMEAEEESHERR ID AEE4L ID. BXEZER , 53 H Amazon
Simple Queue Service APl ZZ ) SendMessage f SendMessageBatch &1k,

£}

- f£/ Amazon SQS JBEEEEHIEMER ID
- £/ Amazon SQSJEE4 ID

- f£/ Amazon SQS EWERZ ID

£/ Amazon SQS JHEEES HIEMBR ID

HEEEREMR ID RATHERFERRITESREN RO T, MREAIEETHEREEEE
EBIEMER ID AER |, WA EABRERESHEMER ID RIAM BRI EKIES , BFR2HES
N ESBIERERERR &L A,

MIREBFIEZE FIFO BA%I 114
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® Note
Amazon SQS 442 R ERE EEE IEMIBR ID , BIEEH SHIEWABIRR 2 5t 2 ik,

RUEHEESHSEMER ID
BRENETIRRA TARENSZEERESESEBIEMER ID E :

« Amazon SQS MM A ME—HN B EHEHEEXHNEREHEE,
« Amazon SQS XM A KE—IMEANBHEE, BEHEBHETRNERKIEHE,

» Amazon SQS XM N EEMANAETRE (HlM , BEEHEEXHHNERITHTE ) HEREHE
Bo

NE—eIBE/MEREREE AESHEMER

MEEEE-HNOZENE —NEAEHEEEHEHE—N (AN EREXHFEIERETNAERAE
B ID) , BEEZKERE :

- ARFIGHAETHARNEEREMR (EXHEMEAH—NIEX ) . SIRE A EEESHIER
B ID.

- WR7 Amazon SQS FIFO ASIEAETHRBRNESHERR , HEXETHEESKIEMER ID 49
HE  WESEHENER ID NBEEZERNETRENSendMessageEE HIEMIBR ID,

- REGAETLTENEMNEREMBRBERERE ID, BEHFEMSE  RAXHETUEREHITEAR-Ei
5,

« BRFSTHHEE FIFO RRIIFMIRF , Rt o Ei ZIATERFER.

£ o IR 4 AT R

FIFO BB B EREMBR TR AN M. ERITRARFN  SHRIBENEAEYTERP
S 4 P 5 o T TR T3 4T IR

- DIEEXDT MRATIN E B BIEMIBREIFR. Amazon SQS WEEHIEMREIRENR 5 28, EESEHK
M RS R B FR T /S B SendMessage HRARELSFEERERSIARSIH. Sl , EZHHH
BHRENRZHEINFREZNES . NREFWEZRE NG —REBREZFINEERE  WEEH
REFHNNEEZE N ERFRIEFTEEET,
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- FRAELNERTNMERN  UENEAAEENSBHa T ELEERNRREZRE. SAES
WM ChangeMessageVisibility B{FERKAEE SN AT NMER, B2 , MEATRN M4BT
B, HithERAE LT ROEES , NSRS EEE, EREXMER , BERERESAG,

A1 38 1] D0 14 368 At

NTHREBHREMEE , B UTREBEERN XTF AWS SDK E=EEBN, XERATESR AR KL AT
£ ReceiveMessage API i1k,

5/ Amazon SQS JEE4 ID

MessageGroupld REEHERTHEEEANIFE, BETR—EEREANEREMEN T EEAN™E
IRFZEANCE (BER , BT AREEANEETRATRIAFLE )

RESNMEFHEEA

EXHE—NFIFORRIITHZNMNEFERA , BERAEEAIDE (fWM, ZAMRAFNSERE ). &
ERT , ZANMERETLELRES , BEEMAFNSERER FIFO FLE,

(® Note
MRBTEMEBHEEA IDAERTTR , WEMERETLEEFHARESA ID KBS,

BREZCEE/EAEREFLEEEN

EEHENERLIFEEENERT , FEEERZMIRENEREN RGP RELEESEHE ,
BIRENANEBREEER —ME—RIEE4A ID,

® Note

EWBERT , HHEREET, BR , BARIDESNIRF,
FESZMIBENERAENEMRERBLENTEFEEEEHENNK (MR ITELEER
RBENRRLEREE , HEEERBNEMTELETAR ).

BREAMEIEEA ID HERERE

X T FIFO BA%I , &Z A LAE 20000 & FIHE ( E£AESMBAFIHREEI | {8 1 R MBA 51 A i
BR ) o MRBZXFEH , Amazon SQS HALREEMEHIRFELR. FIFO BRFISHEH 2 77 55E 52
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WEAMAMNEEA, XEWE , IREEENMNEREAPRETHE , WERYDEARENERZH , &
TR EME S AR RERETZATIRER

® Note

ERMERDER4A DR EENRETRERRATEAELERILE -FRERERN. HELE
IR AT RE R TR B AR RIB LR E KA FEER.

EBEHRUARREAEZHEE , HEUEHELEN EAHEEESA ID WEMEENLE | FE
RIRESEIE RS R B

BREELSIFEEERHERNESA D

EREREFEFHARENRIINARELAZ BEERHEEERA D AEREMBEE |, HRREEN
AFIFEEERAARAEERA ID,

£ Amazon SQS EWiEXR=IR ID

EWERZR ID RA T ReceiveMessage A3 TE S BIEM BRI SR,

ESBIT R TEEM Amazon SQS Z A7 4 & £ 0] FURY AT B P 45 R T i) |, S{ESRER R IR HRERGE
RZH D, FEFRTESRFEAUEABRBNZERERER ID #ITER,
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Amazon SQS Java SDK R4l

B LAE A AWS SDK for Java R#E S S E £ RA SRS (Amazon SQS) MEARFZ R EH Java
BARF. AWS EREMIRE SDK , iS5 (AWS SDK for Java 2.x FFR AR IEE) PHFLKEE
i S

BXEKR Amazon SQS RAFIIRER RG] |, FlannaelZRAFIS A EHEE |, i55H (AWS SDK for
Java 2. x FF A AR HWFEH Amazon SQS JHER G,

AEBHHRGUET T Hftt Amazon SQS 41E , BlAIARS BRimINE (SSE). HA D EFEFNEER
;3

£

« X Amazon SQS BA %l F AR 55 &5 i AN 25

1 Amazon SQS RASIFE EFRE

- @ Amazon SQS RA\IIRZEEB M

X Amazon SQS BA %&£ F AR 55 25 uim 0 2

& ] LA B R S5 853 AN % (SSE) 70 AWS SDK for Java Z| Amazon SQS A%, &NBAFIfE

F AWS Key Management Service (AWS KMS) KMS B4R+ BT IR R4H, L RAERERT
Amazon SQS K AWS £& KMS %41, BXfEMA SSE M KMS ZARACNESZER , BSHLI#H
SQS HFHESME,

a1 B0 BA 578 i SSE

EHIMEFIBEARSSEIHNE |, H#FE A SetQueueAttributes FIEIRE KmsMasterKeyId &
.,

LT RBREIFIRE AWS KMS key 71 Amazon SQS ) AWS & KMS F4. ZREIESF AWS
KMS key EREHIRERN 140 B,

EETRHIRBzE , FHRADSRE AWS £, BXxEZELR | HSH (AWS SDK for Java 2.x F
EARER) PHIREFF A AWS EiEF X,

// Create an SqgsClient for the specified Region.
SgsClient sqsClient = SqsClient.builder().region(Region.US_WEST_1).build();

15 A PR 55 25 ¥ 0 22 118
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// Get the URL of your queue.
String myQueueName = "my queue";
GetQueueUrlResponse getQueueUrlResponse =

sgsClient.getQueueUrl(GetQueueUrlRequest.builder().queueName(myQueueName).build());
String queueUrl = getQueueUrlResponse.queueUrl();

// Create a hashmap for the attributes. Add the key alias and reuse period to the
hashmap.

HashMap<QueueAttributeName, String> attributes = new HashMap<QueueAttributeName,
String>();

final String kmsMasterKeyAlias = "alias/aws/sqs"; // the alias of the AWS managed KMS
key for Amazon SQS.

attributes.put(QueueAttributeName.KMS_MASTER_KEY_ID, kmsMasterKeyAlias);
attributes.put(QueueAttributeName.KMS_DATA_KEY_REUSE_PERIOD_SECONDS, "140");

// Create the SetQueueAttributesRequest.

SetQueueAttributesRequest set_attrs_request = SetQueueAttributesRequest.builder()
.queueUrl(queuelrl)
.attributes(attributes)
.build();

sgsClient.setQueueAttributes(set_attrs_request);

HNEAFIZEA SSE

ERNUENINZRARSH/IHMNE , BEH SetQueueAttributes A fF KmsMasterKeyId BHi&
BRNZEFREH,

/A Important
null XF KmsMasterkKeyId R EM{E,

£ SSE #IZRA5

EEGIERASINE A SSE , B KmsMasterKeyId BHRME CreateQueue APl 5%/,

LT RBIFERB AT SSE V15 T RIZHEASI. BASIRF AWS #£& KMS B A T Amazon SQS. %
TR SR AWS KMS key EARAEIRER 160 ¥,
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EETRARBzE , BTHRRBIRE AWS £, BXEZEER |, 52/ (AWS SDK for Java 2.x Ff
EARIEE) PRREF & AWS FUEF X,

// Create an SgsClient for the specified Region.
SgsClient sqsClient = SqsClient.builder().region(Region.US_WEST_1).build();

// Create a hashmap for the attributes. Add the key alias and reuse period to the
hashmap.

HashMap<QueueAttributeName, String> attributes = new HashMap<QueueAttributeName,
String>();

final String kmsMasterKeyAlias = "alias/aws/sqs"; // the alias of the AWS managed KMS
key for Amazon SQS.

attributes.put(QueueAttributeName.KMS_MASTER_KEY_ID, kmsMasterKeyAlias);
attributes.put(QueueAttributeName.KMS_DATA_KEY_REUSE_PERIOD_SECONDS, "140");

// Add the attributes to the CreateQueueRequest.
CreateQueueRequest createQueueRequest =
CreateQueueRequest.builder()
.queueName(queueName)
.attributes(attributes)
.build();
sgsClient.createQueue(createQueueRequest);

K% SSE B
BXHRERIIBEHENEE , i55H Amazon Simple Queue Service APl & fiY =4,

ERFRIBEIIN KMS %40 ID BIBEZAERER , 1517 GetQueueAttributes HEHKE
KmsMasterKeyId fl KmsDataKeyReusePeriodSeconds {Eo

A Amazon SQS BASIEL BFrZ

£ cost-allocation ¥r& 3 # Bh4H LA FHR1R Amazon SQS BA%l, WU T RHIERMMIEEA AWS SDK for
JavaREBFE, BEREZEER , 5H Amazon SQS A D FIRrZ,

EETRARBzE , BFHRABIRE AWS £, BXEZEER , 55/ (AWS SDK for Java 2.x 7
KARIER) FHRETF A& AWS ZIEA [XiF,

5l HFRE
EDHRAYIMFRE |, BEA ListQueueTags FiZo
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// Create an SgsClient for the specified region.
SgsClient sqgsClient = SqsClient.builder().region(Region.US_WEST_1).build();

// Get the queue URL.
String queueName = "MyStandardQl";
GetQueueUrlResponse getQueueUrlResponse =

sqsClient.getQueueUrl(GetQueueUrlRequest.builder().queueName(queueName).build());
String queueUrl = getQueueUrlResponse.queueUrl();

// Create the ListQueueTagsRequest.
final ListQueueTagsRequest listQueueTagsRequest =

ListQueueTagsRequest.builder().queuelUrl(queuelrl).build();

// Retrieve the list of queue tags and print them.
final ListQueueTagsResponse listQueueTagsResponse =
sqsClient.listQueueTags(listQueueTagsRequest);
System.out.println(String.format("ListQueueTags: \tTags for queue %s are %s.\n",
queueName, listQueueTagsResponse.tags() ));

IS B TR
ENBSIRNINHEFIRZE , BEA TagQueue ik,

// Create an SgsClient for the specified Region.
SgsClient sqsClient = SqsClient.builder().region(Region.US_WEST_1).build();

// Get the queue URL.
String queueName = "MyStandardQl";
GetQueueUrlResponse getQueueUrlResponse =

sgsClient.getQueueUrl(GetQueueUrlRequest.builder().queueName(queueName).build());
String queueUrl = getQueueUrlResponse.queueUrl();

// Build a hashmap of the tags.

final HashMap<String, String> addedTags = new HashMap<>();
addedTags.put("Team", "Development");
addedTags.put("Priority", "Beta");
addedTags.put("Accounting ID", "456def");

//Create the TagQueueRequest and add them to the queue.

IR E T oY
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final TagQueueRequest tagQueueRequest = TagQueueRequest.builder()
.queueUrl(queuelrl)
.tags(addedTags)
.build();

sqsClient.tagQueue(tagQueueRequest);

il BRAR 2

EMBAFIFBIBR—NRZMRZ |, B UntagQueue k. AT REIFMIER Accounting ID 4R
%

SYadleY

// Create the UntagQueueRequest.

final UntagQueueRequest untagQueueRequest = UntagQueueRequest.builder()
.queueUrl(queueUlrl)
.tagKeys("Accounting ID")
.build();

// Remove the tag from this queue.
sgsClient.untagQueue(untagQueueRequest);

[m Amazon SQS RAFI XX HEE 4

BULAEREEEY  EEHERERERTEE (RS, wEBEZERKE. SEFRAF ). BX
EZER |, 1§50 Amazon SQS EEE 4,

EETRAIREzE , FRRERE AWS &£iF. AXESEE , 52 W (AWS SDK for Java 2.x FF
RARIEE) RFWIREF R AWS FIEH X,

EXEH

ENHEENEM , BRMER MessageAttributeValue BIBPXEWLUTRB. BEXESZELR
BZH EEBMAY M EEBMEIERE,

£ AWS SDK for Java BalITEHE EXFHER MR , eSS Amazon SQS iRE M ETE
HITHR, BXxFEZEL | i55H AWS SDK for Java 2 x F A A RIERE : BxHMERES , B3
it EEE BN MD5 EERE,
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String

WRBIEN String B , EEBFH Name , EH Jane,

final Map<String, MessageAttributeValue> messageAttributes = new HashMap<>();
messageAttributes.put('"Name", new MessageAttributeValue()
.withDataType("String")

.withStringValue("Jane"));

Number

BERBIE X Number B , EE# AccurateWeight , % 230.000000000000000001

final Map<String, MessageAttributeValue> messageAttributes = new HashMap<>();
messageAttributes.put("AccurateWeight", new MessageAttributeValue()
.withDataType("Number")

.withStringValue("230.000000000000000001"));

Binary

WRBIE Y Binary B , E&#H ByteArray , EARDBAILH 10 A,

final Map<String, MessageAttributeValue> messageAttributes = new HashMap<>();
messageAttributes.put("ByteArray", new MessageAttributeValue()
.withDataType("Binary")

.withBinaryValue(ByteBuffer.wrap(new byte[10])));

String (custom)

WROIENBEXNEM String.Employeeld , EEZ 7 Employeeld, 8 ABC123456,

final Map<String, MessageAttributeValue> messageAttributes = new HashMap<>();
messageAttributes.put("Employeeld", new MessageAttributeValue()
.withDataType("String.EmployeelId")

.withStringValue("ABC123456"));

Number (custom)

LREBIENBEMNEM Number . AccountId , EZ# A AccountId, {EHN 000123456,

final Map<String, MessageAttributeValue> messageAttributes = new HashMap<>();

EXEM
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messageAttributes.put("AccountId", new MessageAttributeValue()
.withDataType("Number.AccountId")
.withStringValue("000123456"));

(@ Note
BATFEAKIERE N Number , ReceiveMessage FiELIRE 123456,

Binary (custom)

WREIEN BENEM Binary.JPEG , HE#HR Applicationlcon , BRARHBILH 10 FH
B,

final Map<String, MessageAttributeValue> messageAttributes = new HashMap<>();

messageAttributes.put("ApplicationIcon", new MessageAttributeValue()
.withDataType("Binary.JPEG")

.withBinaryValue(ByteBuffer.wrap(new byte[10])));

RIEHBRBRMENES
WRBITEREHE B BB R ME SendMessageRequest A,

// Send a message with an attribute.

final SendMessageRequest sendMessageRequest = new SendMessageRequest();
sendMessageRequest.withMessageBody("This is my message text.");
sendMessageRequest.withQueueUrl(myQueueUrl);
sendMessageRequest.withMessageAttributes(messageAttributes);
sgs.sendMessage(sendMessageRequest);

/A Important
MBREERIAF &t £ (FIFO) BAFI , R sendMessage HEERMEEA ID 2G5
1T
MR EFEH SendMessageBatch A3EMIE SendMessage , MAFIEER AL B ELEEN
SHEEM,
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&£ Amazon SQS API

ATTRMEXEE Amazon SQS R, B GET # POST &4 HE Il AP B RUAR A #t4b 2
APl #EN{ER. BX Amazon SQS ##1F ( @FESH. BHix. ROIMBUERE ) WFEHER , B
Amazon Simple Queue Service APl &%,

EHEARMRIZIES 5 Amazon SQS , BEATUEAEZE LT B3I WEER AWS SDK :
« XIRSFERETNEZER

- ERiER

o Qb FBERIE R

BEXMTITIEEER | E5H AWS CLI i S ZMAWS Tools for PowerShell Cmdlet & R
Amazon SQS 4.

XA JSON XML 5# SQS API AWS

TS5 SQS A AWS JSON hiIENEEERHT R TEIMRA LB S SQS API FIAWS £ %
HlHl. AWS JSON MR TESHELE. EEMNIERME R application-to-application &E{E.
AWS E&EGMUAELE , JSSON thFEE R MR N F I/ R FFHE FEREES. AWS MREDRA
Bi[E F 7 SQS API Hf£EA AWS ERIY , BEZH T #EAmazon SQS API A{EAE AWS JSON 1L
SEFPFLES ? X#F Amazon S AWS QS EfHILH AWS BT & T EERRAS,

I 5 SQS #H AWS JSON thHi#E S AWS DK & ( i Java, Python, Golang &

JavaScript ) ML S ¥ SQS ARFEF 2 AFH 1TEE. Amazon SQS AP| #EM HTTP i53Kk$#ES2 JSON 1%
NE Ao FFH1T Amazon SQS BE , HFHITMRILL JSON R KEE SDK FF k. 5 AWS &
WAL , AWS JSON Efijif, FEiRE, EEMiERF mMARS s < A& HEBEE.

« AWS JSON i 5 5i# SQS & im MRS/ ZEHF T,
« RS EBRATEMEAE Amazon SQS RIFFTANRIEIES | (BT AEERE AWS JSON i,

« AWS JSON 1% Amazon SQS % Fin MRS 87 Z [BIE A FFHIME (XS RFE#H]H JSON 18X ) M
RFBIME (7 JSON BRERANR ) .

BX{EM Amazon SQS B AWS JSON UK EZER , HE M. L5# SQS AWS JSON il E R
R B AR
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https://aws.amazon.com/tools/#sdk
https://docs.aws.amazon.com/cli/latest/reference/sqs/index.html
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AWS JSON HiGER THEEMN AWS SDK A, EEFTEIESZMAH SDK RAMEAH B ,
5] (AWS SDK M1 TEZEiEm) FH AWS SDK M T ErA =5 &k,

£

* 1£ Amazon SQS F £/ AWS JSON i & H&Ei#) APl ER
+ 1£ Amazon SQS F £ AWS EHIMUK HER API IER

« ¥ Amazon SQS &R 1T H BRI

« Amazon SQS #tahE#EE

£ Amazon SQS # A AWS JSON i & H&Eif APl EF3R

AT, £ 7 #EA{AH93E Amazon SQS iw R , K POST &R UK R IE R,

(® Note

AWS RZHIE S ZMAHZHF JSON . ARZXFESTEERNTESIR , S HAmazon

SQS API R £ K AWS JSON MY ZHWLES 2.

FH

- WERS

« B POST iEK

+ #EF Amazon SQS JSON API a5

« IS ¥ SQS AWS JSON s & M. 6] B A &

AR =)
AT EH Amazon SQS BA% , EATME—NKR. BX Amazon SQS IwmRNEER |, H5H

Amazon Web Services —fi§& & E@L/{—FAE :

< KRR

« Amazon Simple Queue Service ¥ < F Ei i

£ AWS JSON #HUR HiE# API ER
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https://docs.aws.amazon.com/sdkref/latest/guide/version-support-matrix.html
https://docs.aws.amazon.com/general/latest/gr/rande.html#regional-endpoints
https://docs.aws.amazon.com/general/latest/gr/sqs-service
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FRARER

1 Amazon SQS iR S #HEMI K, Hlin , MEFEMyQueue T HNBAFI , — BT

P =

BLIET A |, sqs.us-east-2.amazonaws.comim B —PMAFIE LT Ssqs.eu-
west-2.amazonaws.com , MXFEANRA Yz B HE AR,

BAF 2 — MR i 62 B 515 R 89 i L8 Rl

POST / HTTP/1.1

Host: sqgs.us-west-2.amazonaws.com
X-Amz-Target: AmazonSQS.CreateQueue
X-Amz-Date: <Date>

Content-Type: application/x-amz-json-1.0
Authorization: <AuthParams>
Content-Length: <PayloadSizeBytes>
Connection: Keep-Alive

{

"QueueName" : "MyQueue",
"Attributes": {
"VisibilityTimeout": "40@"

1,
"'tagS": {
"QueueType": "Production"
}
Note

BABI B #HMBAS] URL X KNE,

AUTHPARAMS NERIEURT APl B RMNEE, BXEZEEL

—BBE) B KB AWS AP ER",

IEH POST &R

Amazon SQS POST i&RE HTTP B RHEXHUREW KX K EERNSE,

H2H (L% Web Services

AT 2Y X-Amz-Target &N AmazonSQS. <operationName> Y HTTP #r3k LA ¥F Content-
Type ®REF application/x-amz-json-1.0 8 HTTP #r3k#9 R4,

POST / HTTP/1.1
Host: sqgs.<region>.<domain>

R POST B3R
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https://docs.aws.amazon.com/general/latest/gr/signing_aws_api_requests.html
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X-Amz-Target: AmazonSQS.SendMessage
X-Amz-Date: <Date>

Content-Type: application/x-amz-json-1.0
Authorization: <AuthParams>
Content-Length: <PayloadSizeBytes>
Connection: Keep-Alive

{
"QueueUrl": "https://sqs.<region>.<domain>/<awsAccountId>/<queueName>/",
"MessageBody": "This is a test message",

Ltk HTTP POST ¥ R H 2 &K% E] Amazon SQS BAl,

® Note

HTTP #53k X-Amz-Target #l Content-Type 3RS EL,
RI|EE IR HTTP BRAS , 889 HTTP F iR AIBER @ HTTP B RFME LA .

f#¥& Amazon SQS JSON API a5

T e R IR VETE RET , Amazon SQS 2IREIZEFERE RN JSON BIELEH, EXEZEE , TSN
Amazon Simple Queue Service AP| ZZ RN EREM L 5# SQS AWS JSON i E N B EFE

FI;
« FINEY JSON M R4+
« JSON 451 Mm B 45

FXZh Y JSON I R 45

WMRFERRI , MEMBTERN x-amzn-RequestId , EFEEE RN EAME —FREF (UUID) UK
HAaupi ey a2k, Bl , LA CreateQueue WWRIAE Queuelrl FE , FE X I ESFTIZERAS
# URL,

HTTP/1.1 200 OK

x-amzn-RequestId: <requestId>
Content-Length: <PayloadSizeBytes>

Date: <Date>

Content-Type: application/x-amz-json-1.0

A% Amazon SQS JSON API g 5z 128
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{

"QueueUrl":"https://sqs.us-east-1.amazonaws.com/111122223333/MyQueue"
}

JSON 4BiR N B 45+
MBFREWK , M Amazon SQS IHREIE MR |, 23E HTTP Rk E o

£ HTTP #53kH , x-amzn-RequestId @&1E KM UUID, x-amzn-query-error @8ME&EER :
HIRRE  URBREVUEEERERERFEAESIR,

FERRIEXH , " type" RAEMEBRIFAEES , Message UAEMNERIBABIRE R

LATF 2 JSON #& =AY 48R WE R R

HTTP/1.1 400 Bad Request

x-amzn-RequestId: 66916324-67ca-54bb-a410-3f567a7a0571
Xx-amzn-query-error: AWS.SimpleQueueService.NonExistentQueue;Sender
Content-Length: <PayloadSizeBytes>

Date: <Date>

Content-Type: application/x-amz-json-1.0

{

"__type": "com.amazonaws.sqs#QueueDoesNotExist",
"message": "The specified queue does not exist."

5% SQS AWS JSON i & . 6] B fR &
B AWS ¥ JSON thit 5 Amazon SQS Bt & E AR & W[\ &,
42 AWS JSON i , E5IM BB Amazon SQS API FRMW /B [ATRE ?

JSON RERMREZE#TEENR NEANEZINEESRE2—, L5# SQS #A JSON X
W1 S AWS DK ZF i ( fl#n Java, Python, Golang & JavaScript ) #iIE &% SQS ARS8 2 (8
#ITHEfE. Amazon SQS API B4ER HTTP #3R#% JSON XXM A . RELMIT Amazon SQS
B, REEHITHERLL JSON WER I REZ4 SDK B K. 5 AWS EifffELt , JSSON £%
FPinMRSSE BN BEAE I EREES,

- I5# SQS AWS JSON X FEHIL S SQS B im MRS 2R Z BN F T,
« RSB TERECE Amazon SQS BIFFTAMNRIZEIES , B EREEME AWS JSON il

T 5# SQS AWS JSON s & IL (3] 23 iR 2% 129
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« L5 SQS AWS JSON L SiEh SQS & Fim MRS 28 Z RIMERA F ML (X RS JSON
B3 ) MRFFIME (RF JSSON BRERANR ) o

WAFHRERERATILDH SQS B AWS JSON i ?

Bt E A RIMRARY AWS SDK , LMEER#th[@ Amazon SQS RIEHE |, HREHN AWS B4R
TEAARIIEERAISEMELERE, BRHATHE SDK B R , FSHATRFNERE -5,

DTREATILISE SQS API #J JS AWS ON thil BIEE EHEMNH4T X T EIRAIIX

Language SDK B infZ it & FrM SDK & imhx  18F
P

C++ aws/aws-sdk-cpp 1.11.98 AWS EATF C++ HY
SDK

Golang 1.x aws/aws-sdk-go v1.47.7 AWS SERT Go #y
SDK

Golang 2.x aws/aws-sdk-go-v2 v1.28.0 AWS SEFHT Go V2 iy
SDK

Java 1.x aws/aws-sdk-java 1.12.585 AWS & T Java By
SDK

Java 2.x aws/aws-sdk-java-v2  2.21.19 AWS EA T Java By
SDK

JavaScript v2.x aws/aws-sdk-js v2.1492.0 JavaScript on AWS

JavaScript v3.x aws/aws-sdk-js-v3 v3.447.0 JavaScript on AWS

NET aws/aws-sdk-net 3.7.681.0 AWS AT NET Y
SDK

T 55 SQS AWS JSON i E L a3 g2 130
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https://github.com/aws/aws-sdk-go
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https://github.com/aws/aws-sdk-go-v2/blob/release-2023-11-09/service/sqs/CHANGELOG.md#v1270-2023-11-09
https://aws.github.io/aws-sdk-go-v2/docs/
https://aws.github.io/aws-sdk-go-v2/docs/
https://github.com/aws/aws-sdk-java
https://github.com/aws/aws-sdk-java/releases/tag/1.12.585
https://aws.amazon.com/sdk-for-java/
https://aws.amazon.com/sdk-for-java/
https://github.com/aws/aws-sdk-java-v2
https://github.com/aws/aws-sdk-java-v2/releases/tag/2.21.19
https://aws.amazon.com/sdk-for-java/
https://aws.amazon.com/sdk-for-java/
https://github.com/aws/aws-sdk-js
https://github.com/aws/aws-sdk-java-v2/releases/tag/2.1492.0
https://aws.amazon.com/developer/language/javascript/
https://github.com/aws/aws-sdk-js-v3
https://github.com/aws/aws-sdk-js-v3/releases/tag/v3.447.0
https://aws.amazon.com/developer/language/javascript/
https://github.com/aws/aws-sdk-net
https://github.com/aws/aws-sdk-net/releases/tag/3.7.681.0
https://aws.amazon.com/sdk-for-net/
https://aws.amazon.com/sdk-for-net/
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Language SDK & Fim {2 i Fr® SDK B imh  $8F
PN
PHP aws/aws-sdk-php 3.285.2 AWS SEFA T PHP By
SDK
Python-boto3 boto/boto3 1.28.82 AWS & F Python

(Boto3) By SDK

Python-botocore boto/botocore 1.31.82 AWS & H F Python
(Boto3) #J SDK

awscli AWS CLI 1.29.82 AWST HITHRE
Ruby aws/aws-sdk-ruby 1.67.0 AWS E AT Ruby K
SDK

NEK Amazon SQS TEME/F A JSON AT AXKE ?

MREGHERABRHEFARIESHWEENKIAREENLETFHM AWS AWS HUGEF AT EGNEAEREE
RETF AWS £if) ( XZBETF XML ) WK Amazon SQS #1T3RXE , N A AES JSON il T HA,
AWS R EBEEEARIRE , iHBER Supp AWS ort,

MRBECLERZFHY AWS SDK IRA , BEATTIRAERST RAZE JSON |, ZEAL
77

BRATNF SDK MRAE N HBIFTARAZ BT RA . BR AT HEEREHA TS SQS i AWS
JSON il ? EZER , 5 H. AWS RIHHRHEF AT ESRA DT B EHAER TS5
SQS ) AWS JSON thHi ? f#F Amazon SQS API #J JSON &, MRERF AWS REF AT E
BERREBIRA , NIEH Amazon SQS API FHERZER, AWS

Amazon SQS API F{E K AWS JSON tHil ZHFHLES ?

Amazon SQS X #FFIEEA AWS RHEF R TETWES T (GA). BEI , 1T XF Kotlin, Rust
= Swifte ZFM THEMESTH , BSRAATE AWSEH#HITHWENITE,
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https://github.com/boto/boto3
https://github.com/boto/boto3/releases/tag/1.28.82
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Amazon SQS API F{E K AWS JSON il Sz 15 HRLE X 45 2

T 5% SQS EFFEIRMIT Tk SQS WAWS # X # X #F AWS JSON i,

A JS AWS ON X A4 ZI5E A F Amazon SQS BiEE AWS BiEF A4 T EARRAK
B, O] AR RLE HEIR a3 2

AWS 5&E\HLHELE , JSON A EBERMMEMFEIEMRFICFEREES, AWS BFEX 5
KB SHEMER AWS HaENIE , AT Amazon SQS #Y JSON i Al ¥ end-to-end H B AL IR HER R
DBIE23% , HRAPBARFEF W CPU MINEFEAE,

AWS BRI ESHEFAE ?

AWS FHZEZHERNINL. REIRE AWS SDK BRAFIRE T BRAMIFT 44 HA Amazon SQS K JS
AWS ON i 5l 1 B R AS 2 A EE AT ST BT ARAS , R0 AT AR fE A AWS B

EWE AT LK EIB < AWS JSON MM EZER ?

&1 LATE Smithy XA4H9 AWS JSON 1.0 MY E| B x JSON IV EZES ., BXxEH AWS
JSON X HY Amazon SQS API 5 RMEZE R |, S H7E Amazon SQS FH AWS JSON il &
H:IIE-‘LEJ API '\LEHE>’0

£ Amazon SQS HfEA AWS EEIHILAK H&Eif API FFR

EXRT G | 857 B N{AEE Amazon SQS A , K GET # POST &353R LA K 2 0a 57,

&

- MRS

- B GETH#EXR

- i POST &R

- ¥ Amazon SQS XML API M 5

¥ i R

AT EA Amazon SQS A% , BATIIE— PR R. X Amazon SQS IHREE |, ESH
Amazon Web Services —fi S ZHMWUATRH :

- KRR
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https://docs.aws.amazon.com/general/latest/gr/sqs-service.html
https://smithy.io/2.0/aws/protocols/aws-json-1_0-protocol.html
https://docs.aws.amazon.com/general/latest/gr/rande.html#sqs_region
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« Amazon Simple Queue Service U = F ELET

/> Amazon SQS KR AR, Bl , MRdFEMyQueue T HNBAF] , —ANBAFI
BLIET R , sqs.us-east-2.amazonaws.comm % —MRAFIELIFT Rsqs.eu-
west-2.amazonaws.com , MXFH ARSI Z B F H ZEAEIE

AR B —/MEH 62 B FIE RV in RV R Bl

https://sqs.eu-west-2.amazonaws.com/
?Action=CreateQueue
&DefaultVisibilityTimeout=40
&QueueName=MyQueue
&Version=2012-11-05

&AUTHPARAMS

® Note
RABI B #ABASI] URL Ko K/NE,
AUTHPARAMS HNERIEURT API iBRNE R, BXEZEER |, 55H (I Z# Web Services
—&kSE) hp “XE AWS API 53R,

£ GET &R
Amazon SQS GET #ERMWEHWR —NURL , EFREEUTED :

c WA - ERNBERBENKROER (BAFIZFF URL ) , Hlg0 : https://sqgs.us-
east—2.amazonaws.com/123456789012/MyQueue

- BE-ENRSIMITHRE, wREREZRARS (?) 2k, flm:?
Action=SendMessage&MessageBody—Your02®Message02®Text

« S - HERSE. FESHUNS &) 2 , #1100 : &Version=2012-11-05&AUTHPARAMS

LT R—1 GET BRI RH , ZERE Amazon SQS BAFIKIE—5HE B,

https://sqs.us-east-2.amazonaws.com/123456789012/MyQueue
?Action=SendMessage&MessageBody=Your%20message%20text
&Version=2012-11-05
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@® Note
RABI B #ABASI] URL Ko K/NE,
HH GET #K2 URL , Rt B AMNFIESHER 1T URL %8B, BT URL AR AGFFERZ
%, AL ENERFE URL HRIEB R %207, ROIMERID&EHIT URL &G , L ESR
35

{2 POST &R
Amazon SQS POST #3R#E HTTP #RI EXFURENFRRAENS M,

THER -/ Content-Type ®RIEAN application/x-www-form-urlencoded B HTTP #r3k#Y
il

POST /123456789012/MyQueue HTTP/1.1
Host: sqgs.us-east-2.amazonaws.com
Content-Type: application/x-www-form-urlencoded

ZFRKEER — form-urlencoded GET #3R |, &R @ Amazon SQS A XiE—KHE., &S
LS (&) 2R,

Action=SendMessage
&MessageBody=Your+Message+Text
&Expires=2020-10-15T12%3A00%3A00Z
&Version=2012-11-05

&AUTHPARAMS

(® Note

{X Content-Type HTTP $RLk B4 FEM . AUTHPARAMS Xt F GET ER=2HEH.
BIEF I HTTP W2 , 88 HTTP B in AT @ HTTP BRI MEMTIE

% Amazon SQS XML API I Bz

TElE R IR VETE RET , Amazon SQS 2IREIZEFERE RN XML BIELEH, BXELELR , F5H
Amazon Simple Queue Service APl & F i &Rk,
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F&
o FXIHEY XML M 74549
o XML £51% M0 B 45

BRIhEY XML e 57 45 43

RERELTD , N3N R T 3R RF SAR AR e & H M i £ Response ( 4

i , ActionNameResponse),
HWRTESEUTFRE:

« ActionNameResult - @& —MEETBRIENTE, Bl , CreateQueueResult TEEE
QueuelUrl &% , FEXIEFMBIZENSIM URL,

- ResponseMetadata - ‘@& RequestId , F& X E@E1ERIVE A —+R2AF (UUID),

BAT 2 XML A& CH9 5 2h Wi B2 89 =431

<CreateQueueResponse
xmlns=https://sqs.us-east-2.amazonaws.com/doc/2012-11-05/
xmlns:xsi=http://www.w3.0rg/2001/XMLSchema-instance
xsi:type=CreateQueueResponse>
<CreateQueueResult>
<QueueUrl>https://sqs.us-east-2.amazonaws.com/770098461991/queue2</Queuelrl>
</CreateQueueResult>
<ResponseMetadata>
<RequestId>cb919c0@a-9bce-4afe-9b48-9bdf2412bb67</RequestId>
</ResponseMetadata>
</CreateQueueResponse>

XML 485 Mo B 45 73

WMRFERFTRI , U Amazon SQS FHLIRE FENGR TH ErrorResponse, ktRIE—HN
Error TEM— Requestld TE,

Error TEEEUTFTE

- Type - EEHRREIEBERREREAEHR.
7|_

« Code - EERIRFEH,

f#% Amazon SQS XML API M Rz 135
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* Message - L AR NIEEHEIRE R
« Detail - ( Ali& ) HEAXRBRNWHEMIEHAEFE.

RequestId tEBEERM UUID,

THEHR XML B89 #E1R0E 5 H R 5

<ErrorResponse>
<Error>
<Type>Sender</Type>
<Code>InvalidParameterValue</Code>
<Message>

Value (quename_nonalpha) for parameter QueueName is invalid.
Must be an alphanumeric String of 1 to 80 in length.

</Message>
</Error>

<RequestId>42d59b56-7407-4cka-bedf-4c88daeea257</RequestId>

</ErrorResponse>

* Amazon SQS FXR#H1TE HRIE

SORIERATRAINBIEREERVIAZLSNIRE, EFORIENE MK, AWS FRIF6IE

ENSOURBERBEIMER AWS (ARESER

). BER, ¥ AWS BFUTER :

1. BIEE (RHAN) RBLENKIE.

2. PIBREMMERE (EWH ) REFRMEIL.

3. HAEFEAILEPRRIIMNEERTRETIZER.
4. FHIAUTHERZ— :

- MREHGRIEKD , EAERLEZIER.

- MRSFHRIERY , ERAEFELFRAREHEIR.

&
« {5 HMAC-SHA Y E & 5 418 IF T2
- £1 352 REBAFPWIER

BESRLE 1 12 AWS IKF # IAM B

FER# AT H BRI
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- 285  KERIEN AWS

£ A HMAC-SHA NEZX BRI U IFE

EAZEH APl 1518 Amazon SQS BY , AR LA TIRXY B R# 1T B DKL

o BT RBIEHAWS 5RIZR4E ID AWS IKF |, AWS B TFEHRENILEIH R 240,

- FRLSHHZFRZAITESHN HVMAC-SHA BRE R ( BB ZHER—NREEN AWSHIE
WHEHZEWD ; HXEE , BSH RFC2104 ) . AWS FATEQMAEBZETRE ; BR , MREE
& HTTP = HTTPS R &ERER , NIMHMESNEREFERFEE—I1ZLE,

1. MELERT 4 LERH, BXREZEE , FSHAER Java MELEEH,

® Note

Amazon SQS X% Signature Version 4 , ZhRZAH L AR AR AR AT RIS S B E T
SHA256 &£ MMMAE, BIZEMEH Amazon SQS WA ATEFA , B Signature

Version 4,
2. MiERELR LKA Basebd wi5, THEBRH] Java KBFHITIRE -

package amazon.webservices.common;

// Define common routines for encoding data in AWS requests.
public class Encoding {

/* Perform base64 encoding of input bytes.
* rawData is the array of bytes to be encoded.
* return is the baseb4-encoded string representation of rawData.
*/
public static String EncodeBase64(byte[] rawData) {
return Baseb64.encodeBytes(rawData);

}

o ERHP tEB ( RBIHETE ) . EIERPEAWRBBSARE dateTime WR , HIEZEHHH
LR /BT, o5 FF, Flil 2007-01-31T23:59:59Z, RERARFIER | EXE2EWEER D
At et (RRESAPRERTE ) I XEBEIZXN R,

] HMAC-SHA WE KR FH RIS 137
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® Note

BREWRSSEMNEREER, MREEENEE (MAREH ) , WERSEEENEE
15 8 Bz H ( AWS ARS8 EAWS Tt RIZE L HaiatE R F 15 28HHER ) o

WMREM NET , WAERES T EAME RS ( E 5 A ARSI (B 46 B AV iR R A~
B). BEXHERT , NFHHEBETET 1 ZEWH dateTime W R,

%185 REAPHER

LT 2H HMAC-SHA ERZE X AWS ER#H1T 5 90 it AITUEE RN HRE,

Request

Create a request:
o AccessKeyld = .

Action = ...
Timastamp = ..
Parameters =

Create an e
String based on
HEIAL-CHA request contents

signature: + *

Your Secret Access Key

wlalr<tn FEMIKTMDENG!
bPxRACYzEXAMPLEKEY

HMAC
Calculation
and
Encoding

Your Signature

Send the request e ————

and signature to 9

AWS: Accessieyld = ...
Action = ..

Timestamp =
Paramatard = #

Your Signature

1. HENHER AWS,
2. FRAZNBERHRZATERARSEERIER (HMAC-SHA) £8,
3. EFERPIEZIBZNLENHREA ID, AEFERKEE AWS,

8189 REAFKHER
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£ 285  REMNENE AWS

AWS fERMMR |, FFER AT 318,

Retrieve your Request Get Access Get Secret Your Secret Access Key
Key ID A K
2ecl_m Access o Accesskeyld = L‘- M woalrXUtnFEMIIKTMDENG/
h Action = bPxRACYZEXAMPLEKEY
Timesiamp = .
ParameterA = ...
Your Signature
Create an
wicsia @) Srngpesedon
signature: w HMAC Signature
—|— Calculation * Calculated by AWS
and -
Your Secret Access Key Encoding
wlalrXUmnmFEMIKTMDEMNGY
bBPxRACYzEXAMPLEKEY
Compare the two Signature Your Signature
signatures: Colculsted by AWS g - Yes: Request is authenticated

Mo: Request fails authentication

1. AWS ARG RIFEA ID RERENFBHRIZEHA
2. AWS ERASITEBRRPRENSREEANEE  BEBERBENLBLRNZRAERLER,
3. FHIAUTERZ—:

. MR AWS ERMNEESAEBERTLENESALE , I AWS AN ZEREEL,
s MRHEELM , MiZERFMEESF , H AWS IRE4EIR,
Amazon SQS #ta-EEEE

BERORATET EMRERLESZIE 10 ZHR | AIUERANUTRE

* SendMessageBatch

* DeleteMessageBatch
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 ChangeMessageVisibilityBatch

R LAE A Ef APl 33X Amazon SQS #tALERERN AWS BT R TE KA AH#AE 8L,

@ Note

&1 —RSendMessageBatchil AR RIAM AT E H BN E K/NTEERIT 262,144 F77 (256
KiB)o

BITEERNIZEEH X SendMessageBatch, DeleteMessageBatch

B ChangeMessageVisibilityBatch B PR, TEIREH XY

SendMessage, DeleteMessage B, ChangeMessageVisibility B RAY , FHLIREEH
XX L6 35 VR X B2 RY Ak 28 iR A< B9 AR

Amazon SQS 2§ & T Xt BIR1E,

FH
« {5 Amazon SQS g A& P imE P i R L4 12
« B3 Amazon SQS FEHAKEY BFREMUERESEHLE

£/ Amazon SQS BAFFImE P FIERittA 2

AWS SDK for Java ‘@¥E A5 Amazon SQS B AmazonSQSBufferedAsyncClient, WWEFimf
FESFEAEFBEARATEHENBERMLE - SNEFEFPHAENBARLEHTESR , AREANHLE
&R Zi£F] Amazon SQS.

BEFHERRZATEN 10 MERHFXLEFERER — MO EBERKIE , AR A Amazon
SQS W AFH B KIEWERE. AmazonSQSBufferedAsyncClient @EHES MRS EM, #t
EERINEKEANZHLEEY TREELE, BXEZER , 5 B Amazon SQS FEAKFEY
BRBRERHLERESELE,

BT AmazonSQSBufferedAsyncClient 3E# 5 AmazonSQSAsyncClient HHE/ED , IZIIH:M
AmazonSQSAsyncClient E® %] AmazonSQSBufferedAsyncClient BEREENI G REH
DPENEN,

(® Note
Amazon SQS EHR P EF s H eI A% FIFO BA %I,

/A Amazon SQS /g A% F i 8 M & R #tab 32 140
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F&
- £/ AmazonSQS & Fiw BufferedAsync
- B AmazonSQS E Fim BufferedAsync

£/ AmazonSQS & F i BufferedAsync

EFHZE , BT ZE Amazon SQS FHT K,

/A Important
B &I 5. AWS SDK for Java 2.x F3%&AmazonSQSBufferedAsyncClient,

AT AR F AmazonSQSAsyncClient BIZHTH AmazonSQSBufferedAsyncClient , f5l40 :

// Create the basic Amazon SQS async client
final AmazonSQSAsync sqsAsync = new AmazonSQSAsyncClient();

// Create the buffered client
final AmazonSQSAsync bufferedSqs = new AmazonSQSBufferedAsyncClient(sqsAsync);

EBIZEFM AmazonSQSBufferedAsyncClient Z2Jg , BRI MERAERZMNEREZEEF Amazon
SQS ( FiREA AmazonSQSAsyncClient FRHRAIEREE ) |, Fil40 -

final CreateQueueRequest createRequest = new
CreateQueueRequest().withQueueName("MyQueue");

final CreateQueueResult res = bufferedSqgs.createQueue(createRequest);

final SendMessageRequest request = new SendMessageRequest();

final String body = "Your message text" + System.currentTimeMillis();
request.setMessageBody( body );
request.setQueuelUrl(res.getQueuelrl());

final Future<SendMessageResult> sendResult = bufferedSqs.sendMessageAsync(request);
final ReceiveMessageRequest receiveRq = new ReceiveMessageRequest()

.withMaxNumberOfMessages(1)
.withQueueUrl(queueUrl);
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final ReceiveMessageResult rx = bufferedSqs.receiveMessage(receiveRq);

B iE AmazonSQS % Fim BufferedAsync

AmazonSQSBufferedAsyncClient MEE TEATAZHFEARINRE, BUU#—SHE
AmazonSQSBufferedAsyncClient , %0 :

1. FEAYENEESHKEIE QueueBufferConfig EHIEHI,
2. JHZEBIRMEL AmazonSQSBufferedAsyncClient ¥iE B,

// Create the basic Amazon SQS async client
final AmazonSQSAsync sqsAsync = new AmazonSQSAsyncClient();

final QueueBufferConfig config = new QueueBufferConfig()
.withMaxInflightReceiveBatches(5)

.withMaxDoneReceiveBatches(15);

// Create the buffered client
final AmazonSQSAsync bufferedSqs = new AmazonSQSBufferedAsyncClient(sqsAsync, config);

QueueBufferConfig Bt B2

¥ AMINE iR
longPoll true

R longPoll ®iE
A true , AmazonSQS

BufferedAsyncClient

SEFAEENZHERAKE

o
longPollWaitTimeou 20 ® e
tSeconds EIR[E Z2 Uk gE R Al

, ReceiveMessage HRAE
RSES EREUEFHEEER
FERANFIR IR ATE (AR A
B,
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S

maxBatchOpenMs

maxBatchSize

AIAE

200 E®

B4t 10 MER

DU

(® Note

MRZERKEH , Wik
RETEEM.

RHBRASHEME—EXE
REFHESRITHAEN
ARBKEE (LERAE

i),

RENNESK , WHTSE
TEFR BRI HEAL BRI D
(R, #tEFNEXER
MMEFERAEHE ) o

MEFUSHRER 0, W
LM ERTLEHFRBER |
N2 AL,

FE—MERP— R T E
HERNRARE, ZREM
K, MPITEEE RFAATFEH
LAEFRBED,

(@ Note
Amazon SQS RFH
RANERAEH 10 ME
Ko

/A Amazon SQS /g A% F i 8 M & R #tab 32
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¥ AMINE iR
maxBatchSizeBytes 256 KiB

Z P imeid [ Amazon SQS
RIZREH BRI BB KK/
(UAETREN)

(® Note
256 KiB I & SQS
RFHNERKRE,
maxDoneReceiveBatc 10 Mitab
hes AmazonSQSBufferedA

syncClient EEFimIE
MFE R EWBHA R & A

=
Eo

RENEMS , IIEE8
S EWER A28 A
Amazon SQS ( 182 , FEAY
HEHMZ  WEEEZHPXH
EFEHNEREK , ANTISHK
CAIN AT B EH ) .

(@ Note
ORTEEAMBER
E , HFENIREMFER
SHE
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S8 ERINE R
maxInflightOutboun 5 MtaE o . )
dBatches A LA [F] B 4 B 1Y B A ST BK H vk

HALEHE,

REMNEBS , RixHubitat
BHERERBER (ZRTHM
FLER , f5la0 CPU 3 ) |, ¥
H AmazonSQSBufferedA
syncClient f{FAMNLER
%,

maxInflightReceive 10 PHEaL =

Batches EHXEE#%EE’\J%?{%EH%H&

HALEHE,

RENEBS , TEKRAHES
Ml (ZRTHMEHR ,
flan CPU i3 ) , # B

AmazonSQSBufferedA
syncClient f{EFAMNLKER
Bz,

(® Note

ORTREEAMBHEE
FE , FENERFER
HE
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2 IAE iR
visibilityTimeoutS -1 e S -
econds MERSHIEENIEE (FES

B) , Nk ERY A LA
B 78 5 2 R Y H B AR FERY
BAZI EiRE Ry A AT,

(® Note

-1 RRHBAFEFERR
NRIE,

TR AR B IRE
A 0.

JBi¥ Amazon SQS FRAKET RMNREMLERRESHERLE

Amazon SQS BAFIFTLAKRBIEE SN ELE. AXRXEHEEFMNER , FSRILTH SQS EEEH,

EXYSEUHE , E4JUKFY RERQBZENERE (PMESCIEZENERE ) -
F&
- EET R

- BEHAE
« B -BRENMLEFERBBEN Java ~HF

HET R

B FEES HTTP & 3R-g B iR 5 [E Amazon SQS , EIlt |, EREER ( /3305 R AU Im 57 2 18] 89
FHEIEFE ) REGESTUESE - EZFAL - KERINELE, flwn , MRMETF Amazon EC2
HWEFwEIE—XBAE Amazon SQS KIERAE TR 20 EW , MBS R —EEIA R —LEX
FNHEAREHEFEN 50 TPS,

KEY B S REEIEEAEE ( XH SendMessage iR ) MEHAE ( £H ReceiveMessage M
DeleteMessage iR ) WHE , MESENAIINELE, AAUBI=fAFXH#TKET R :

- BN EFIRNARERE
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« AINEZEF iR
- BMBNEFPHRNEAERBEHRNESE iR

ERAMEZEFiRE , B8 LW SKUASIEH BN S ERK, S0, IRFFFEBEDE K FHE
S EE,

® Note
BITKEY EBE , XK Amazon SQS BEFIEEEBNIEESLERE , UXFRIXE
RABWIRRBHHLEERNRENMERENKRE, Hl0, RIABERT , iZ AWS SDK for Java
AmazonSQSClientEHEKHIFZRZHREF 50 N5 Amazon SQS Wik, ECIBEFZMH L GIE
ENMFEHAE , MARIAE AmazonSQSClientBuilder R EAFHGIEZEMERELEN
BRAHE , Hlw

final AmazonSQS sqgsClient = AmazonSQSClientBuilder.standard()
.withClientConfiguration(new ClientConfiguration()
.withMaxConnections(producerCount + consumerCount))
.build();

X F AmazonSQSAsyncClient , & A MBREBBNEETH,
WRBINGER T Java v.1.x0

BREHAL T

#4332 A EERSHSXERREPRITESHIHE (U , SEEIEAN

SendMessageBatch B R A EZRHEER ) o Amazon SQS #tAEBIRIEEHE

SendMessageBatch, DeleteMessageBatch ] ChangeMessageVisibilityBatch, BEEFRE
REBREREAEFNER TFARLIE | BRI LER Amazon SQS EA RIS EF in.

@ Note

BT ReceiveMessage —RATLALLEE 10 RIBEE |, Htb’&F ReceiveMessageBatch #&
(=

B Amazon SQS ERAKFEY BFIREMLERRESELE 147
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A BLE ML EBEBERPHSZEE A DB BRENERRNE A mMFAR2ESE—HE (4
i, SendMessage B3R ) WEAMNERRE, BTEXERERERMSMIMITESIE , At , #tAEHEK
ALESMEALENEE  NMESEHE,

AR E SR RESEAKREHELE  FIEHNERE, EEMNERNHE L BINAEEERAR
FNHEED, B LA Amazon SQS #IALEHBRE—IRMRE, BRBMERZE 10 FEE. AT
Amazon SQS FERUTE , Bt , #tAbIE AT A KIE RS R A

HUABLNEWNARFHER—EESRYE (fiN, FNRARFLNERBRESAGTREAE , HES
FHMR SRR KN REFEN ) . B2, #ILBEUATERTHRALBRER

- BHNARFEENBERNERRZES , Bt , ERHEAMRFTLRK,

- HEEAZEMAIFBTRIVER , EEFERXHERMUET LRGN E4NARIESIRER
&,

/A Important

BIEEHEAL BRI BER RN T |, LB ERBARSKN, REMLEBERRE , REARESR
FHERBAM , AELENERXEE.

B —BRENLLEFREBEN Java KA
FRFM

fF aws-java-sdk-sqs.jar., aws-java-sdk-ec2.jar fl commons-logging.jar ZF 2N
3| Java EHREEEF, LT RHAIEE T Maven TTEB B9 pom. xml X HHYIX LRI R R

<dependencies>

<dependency>
<groupId>com.amazonaws</groupld>
<artifactId>aws-java-sdk-sqs</artifactId>
<version>LATEST</version>

</dependency>

<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-java-sdk-ec2</artifactId>
<version>LATEST</version>

</dependency>

<dependency>
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<groupId>commons-logging</groupId>
<artifactId>commons-logging</artifactId>
<version>LATEST</version>
</dependency>
</dependencies>

SimpleProducerConsumer.java

BUF Java KB RAIRRE—MRIENEIRE-EREER. TLKESERAECIRENERELE , X
ELBESERENBERLE KB HE, WRHAISFERHE-—REFRNUIZENCERE , IRRHH
REFRNGIBENERE,

* Copyright 2010-2024 Amazon.com, Inc.

* Licensed under the Apache License, Version 2.0 (the "License").

* You may not use this file except in compliance with the License.
* A copy of the License is located at

* https://aws.amazon.com/apache2.0

* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
* express or implied. See the License for the specific language governing

* permissions and limitations under the License.

*

*/

import
import
import
import
import
import
import

import
import
import
import
import
import
import

com.
com.
com.
com.
com.
org.
org.

java

java.
java.
java.
java.
java.
java.

amazonaws.
amazonaws.

amazonaws

amazonaws.
amazonaws.
apache.commons.logging.
apache.commons.logging.

AmazonClientException;
ClientConfiguration;

.services.sqgs.
services.sqs.
services.sqgs.

.math.BigInteger;

util.Arraylist;
util.List;
util.Random;
util.Scanner;
util.concurrent.TimeUnit;
util.concurrent.atomic

AmazonSQS;
AmazonSQSClientBuilder;
model. *;

Log;

LogFactory;

.AtomicBoolean;

or its affiliates. All Rights Reserved.
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import java.util.concurrent.atomic.AtomicInteger;

/**
* Start a specified number of producer and consumer threads, and produce-consume
* for the least of the specified duration and 1 hour. Some messages can be left
* in the queue because producers and consumers might not be in exact balance.
*/

public class SimpleProducerConsumer {

// The maximum runtime of the program.
private final static int MAX_RUNTIME_MINUTES = 60;
private final static Log log = LogFactory.getLog(SimpleProducerConsumer.class);

public static void main(String[] args) throws InterruptedException {
final Scanner input = new Scanner(System.in);

System.out.print("Enter the queue name: ");
final String queueName = input.nextLine();

System.out.print("Enter the number of producers: ");
final int producerCount = input.nextInt();

System.out.print("Enter the number of consumers: ");
final int consumerCount = input.nextInt();

System.out.print("Enter the number of messages per batch: ");
final int batchSize = input.nextInt();

System.out.print("Enter the message size in bytes: ");
final int messageSizeByte = input.nextInt();

System.out.print("Enter the run time in minutes: ");
final int runTimeMinutes = input.nextInt();

/*
* Create a new instance of the builder with all defaults (credentials
* and region) set automatically. For more information, see Creating
* Service Clients in the AWS SDK for Java Developer Guide.
*/
final ClientConfiguration clientConfiguration = new ClientConfiguration()
.withMaxConnections(producerCount + consumerCount);

final AmazonSQS sqgsClient = AmazonSQSClientBuilder.standard()
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.withClientConfiguration(clientConfiguration)
.build();

final String queueUrl = sgsClient
.getQueuelUrl(new GetQueueUrlRequest(queueName)).getQueuelUrl();

// The flag used to stop producer, consumer, and monitor threads.
final AtomicBoolean stop = new AtomicBoolean(false);

// Start the producers.
final AtomicInteger producedCount = new AtomicInteger();
final Thread[] producers = new Thread[producerCount];
for (int i = @; i < producerCount; i++) {
if (batchSize == 1) {
producers[i] = new Producer(sgsClient, queueUrl, messageSizeByte,
producedCount, stop);
} else {
producers[i] = new BatchProducer(sqsClient, queueUrl, batchSize,
messageSizeByte, producedCount,
stop);
}

producers[i].start();

// Start the consumers.
final AtomicInteger consumedCount = new AtomicInteger();
final Thread[] consumers = new Thread[consumerCount];
for (int i = @; i < consumerCount; i++) {
if (batchSize == 1) {
consumers[i] = new Consumer(sqgsClient, queueUrl, consumedCount,
stop);
} else {
consumers[i] = new BatchConsumer(sqsClient, queueUrl, batchSize,
consumedCount, stop);

}

consumers[i].start();

// Start the monitor thread.
final Thread monitor = new Monitor(producedCount, consumedCount, stop);
monitor.start();

// Wait for the specified amount of time then stop.
Thread.sleep(TimeUnit.MINUTES.toMillis(Math.min(runTimeMinutes,
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MAX_RUNTIME_MINUTES)));
stop.set(true);

// Join all threads.
for (int i = @; i < producerCount; i++) {
producers[i].join();

for (int 1 = 0; i < consumerCount; i++) {
consumers[i].join();

monitor.interrupt();
monitor.join();

private static String makeRandomString(int sizeByte) {
final byte[] bs = new byte[(int) Math.ceil(sizeByte * 5 / 8)];
new Random().nextBytes(bs);
bs[0] = (byte) ((bs[0] | 64) & 127);
return new BigInteger(bs).toString(32);

/**
* The producer thread uses {@code SendMessage}
* to send messages until it is stopped.
*/
private static class Producer extends Thread {
final AmazonSQS sqsClient;
final String queueUrl;
final AtomicInteger producedCount;
final AtomicBoolean stop;
final String theMessage;

Producer(AmazonSQS sqgsQueueBuffer, String queueUrl, int messageSizeByte,
AtomicInteger producedCount, AtomicBoolean stop) {
this.sqsClient = sqsQueueBuffer;
this.queueUrl = queueUrl;
this.producedCount = producedCount;
this.stop = stop;
this.theMessage = makeRandomString(messageSizeByte);

/*
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* The producedCount object tracks the number of messages produced by
* all producer threads. If there is an error, the program exits the
* run() method.
*/
public void run() {
try {
while (!stop.get()) {
sgsClient.sendMessage(new SendMessageRequest(queuelrl,
theMessage));
producedCount.incrementAndGet();
}
} catch (AmazonClientException e) {
/*
* By default, AmazonSQSClient retries calls 3 times before
* failing. If this unlikely condition occurs, stop.
*/
log.error("Producer: " + e.getMessage());
System.exit(1l);

/**
* The producer thread uses {@code SendMessageBatch}
* to send messages until it is stopped.
*/
private static class BatchProducer extends Thread {
final AmazonSQS sqsClient;
final String queueUrl;
final int batchSize;
final AtomicInteger producedCount;
final AtomicBoolean stop;
final String theMessage;

BatchProducer(AmazonSQS sqsQueueBuffer, String queueUrl, int batchSize,

int messageSizeByte, AtomicInteger producedCount,
AtomicBoolean stop) {

this.sqsClient = sqsQueueBuffer;

this.queueUrl = queueUrl;

this.batchSize = batchSize;

this.producedCount = producedCount;

this.stop = stop;

this.theMessage = makeRandomString(messageSizeByte);
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public void run() {
try {
while (!stop.get()) {
final SendMessageBatchRequest batchRequest =
new SendMessageBatchRequest().withQueueUrl(queueUrl);

final List<SendMessageBatchRequestEntry> entries =
new ArraylList<SendMessageBatchRequestEntry>();
for (int i = 0; i < batchSize; i++)
entries.add(new SendMessageBatchRequestEntry()
.withId(Integer.toString(i))
.withMessageBody(theMessage));
batchRequest.setEntries(entries);

final SendMessageBatchResult batchResult =
sqsClient.sendMessageBatch(batchRequest);
producedCount.addAndGet (batchResult.getSuccessful().size());

/*
* Because SendMessageBatch can return successfully, but
* individual batch items fail, retry the failed batch items.
*/
if (!batchResult.getFailed().isEmpty()) {
log.warn("Producer: retrying sending
+ batchResult.getFailed().size() + " messages");
for (int i = @, n = batchResult.getFailed().size();
i<n; i) {
sqsClient.sendMessage(new
SendMessageRequest(queueUrl, theMessage));
producedCount.incrementAndGet();

}
}
}
} catch (AmazonClientException e) {
/*

* By default, AmazonSQSClient retries calls 3 times before
* failing. If this unlikely condition occurs, stop.
*/
log.error("BatchProducer: " + e.getMessage());
System.exit(1);
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/**
* The consumer thread uses {@code ReceiveMessage} and {e@code DeleteMessage}
* to consume messages until it is stopped.
*/
private static class Consumer extends Thread {
final AmazonSQS sqsClient;
final String queueUrl;
final AtomicInteger consumedCount;
final AtomicBoolean stop;

Consumer(AmazonSQS sqgsClient, String queueUrl, AtomicInteger consumedCount,
AtomicBoolean stop) {
this.sqsClient = sqsClient;
this.queueUrl = queueUrl;
this.consumedCount = consumedCount;
this.stop = stop;

* Each consumer thread receives and deletes messages until the main

* thread stops the consumer thread. The consumedCount object tracks the
* number of messages that are consumed by all consumer threads, and the
* count is logged periodically.

*/
public void run() {
try {
while (!stop.get()) {
try {
final ReceiveMessageResult result = sqsClient
.receiveMessage(new

ReceiveMessageRequest(queuelrl));

if (!result.getMessages().isEmpty()) {
final Message m = result.getMessages().get(0);
sgqsClient.deleteMessage(new
DeleteMessageRequest(queueUrl,
m.getReceiptHandle()));
consumedCount.incrementAndGet();
}
} catch (AmazonClientException e) {
log.error(e.getMessage());
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} catch (AmazonClientException e) {
/*
* By default, AmazonSQSClient retries calls 3 times before
* failing. If this unlikely condition occurs, stop.

*/
log.error("Consumer: " + e.getMessage());
System.exit(1);
}
}
}
/**

* The consumer thread uses {@code ReceiveMessage} and {@code
* DeleteMessageBatch} to consume messages until it is stopped.
*/
private static class BatchConsumer extends Thread {
final AmazonSQS sqsClient;
final String queueUrl;
final int batchSize;
final AtomicInteger consumedCount;
final AtomicBoolean stop;

BatchConsumer(AmazonSQS sqgsClient, String queueUrl, int batchSize,
AtomicInteger consumedCount, AtomicBoolean stop) {
this.sqsClient = sgsClient;
this.queueUrl = queueUrl;
this.batchSize = batchSize;
this.consumedCount = consumedCount;
this.stop = stop;

public void run() {
try {
while (!stop.get()) {
final ReceiveMessageResult result = sqgsClient
.receiveMessage(new ReceiveMessageRequest(queueUrl)
.withMaxNumberOfMessages(batchSize));

if (!result.getMessages().isEmpty()) {
final List<Message> messages = result.getMessages();
final DeleteMessageBatchRequest batchRequest =
new DeleteMessageBatchRequest()
.withQueueUrl(queueUrl);
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final List<DeleteMessageBatchRequestEntry> entries =
new ArraylList<DeleteMessageBatchRequestEntry>();
for (int i = @, n = messages.size(); i < n; i++)
entries.add(new DeleteMessageBatchRequestEntry()
.withId(Integer.toString(i))
.withReceiptHandle(messages.get(i)
.getReceiptHandle()));
batchRequest.setEntries(entries);

final DeleteMessageBatchResult batchResult = sqsClient
.deleteMessageBatch(batchRequest);
consumedCount.addAndGet (batchResult.getSuccessful().size());

/*
* Because DeleteMessageBatch can return successfully,
* but individual batch items fail, retry the failed
* batch items.
*/
if (!batchResult.getFailed().isEmpty()) {
final int n = batchResult.getFailed().size();
log.warn("Producer: retrying deleting " + n
+ " messages");
for (BatchResultErrorEntry e : batchResult
.getFailed()) {

sgqsClient.deleteMessage(
new DeleteMessageRequest(queueUlrl,
messages.get(Integer
.parselnt(e.getId()))
.getReceiptHandle()));

consumedCount.incrementAndGet();

}
}
}
}
} catch (AmazonClientException e) {
/*

* By default, AmazonSQSClient retries calls 3 times before
* failing. If this unlikely condition occurs, stop.
*/
log.error("BatchConsumer: " + e.getMessage());
System.exit(1);
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}

/**
* This thread prints every second the number of messages produced and
* consumed so far.
*/
private static class Monitor extends Thread {
private final AtomicInteger producedCount;
private final AtomicInteger consumedCount;
private final AtomicBoolean stop;

Monitor(AtomicInteger producedCount, AtomicInteger consumedCount,
AtomicBoolean stop) {
this.producedCount = producedCount;
this.consumedCount = consumedCount;
this.stop = stop;

public void run() {
try {
while (!stop.get()) {
Thread.sleep(1000);
log.info("produced messages = " + producedCount.get()
+ ", consumed messages = " + consumedCount.get());
}
} catch (InterruptedException e) {
// Allow the thread to exit.

BIRRBIEIT R AV IER

Amazon SQS £ X &KX, FWMBBRKEE B ERBEIEIR, BLUETRAFIR “W £+
ECloudWatch %] A& L 17 E)X L 15FRF EH A i54R,

(@ Note
IEZE , XEERRZSATRERLR 15 78T M.
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8 JMS H Amazon SQS

Amazon SQS Java Messaging Library &3& A F Amazon SQS B Java Message Service (JMS) #
O, ATEREELER JMS WA ARFF R A Amazon SQS. FAKED , MABHEEEXREN AN
Amazon SQS FfE JMS RHtEEF. &4 FH AWS SDK for Javas Amazon SQS Java Messaging
Library , A LABIE JMS EZEF2FEURE Amazon SQS Iz BIWAEEWNEIZENMERE.

ZEIFRIE JMS 1.1 HBEPBAFI ( IMS point-to-point #H ) ZEFBYCER . ZEXFFEXR, F
PTHIKHEE R L KIZF Amazon SQS BAF, EXIFESHFHEWRITR,

AHXRX#E JMS 1.1 MBH Amazon SQS Java Messaging Library 43ERIE S , HS R T L% SQS &
% JMS 1.1 BRI A Amazon SQS F N ial&,

F&

- /A8 JMS # Amazon SQS B & RFH

« Amazon SQS Java Messaging Library A|7]

- TEH M Amazon SQS &/ im EE A Java SHE RS

- B D E SQS RS ER JMS #Y Java THERS)
- WH% SQS X#F JMS 1.1 LI

A JMS 1 Amazon SQS R F R4

EFFBZH , BATHREATREREHY
« ERAT Java By SDK

AEIAMRTARNARNEERT Java ¥ SDK S E2EWMAF
s TEHREERT Java B9 SDK,
- £/ Maven 3REX Amazon SQS Java Messaging Library.

® Note

ERAT Java B9 SDK fER — MERBIINE S HE A,
EAT Java B9 SDK FM5ERA T Java B9 Amazon SQS ¥ REZEFIREZEEFE A J2SE
Development Kit 8.0 & &R,
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BXTEEAT Java ) SDKWER , BSRER T Java B SDK,
« Amazon SQS Java Messaging Library

MR AREH Maven , M AJURF amazon-sqs-java-messaging-1lib.jar BFE%RMNE Java £
BEHR, BXTHRZENEER , 25 Amazon SQS Java Messaging Library,

(® Note

Amazon SQS Java Messaging Library ‘@3&EX Maven F Spring Framework %%,
B < Maven, Spring Framework 1 Amazon SQS Java Messaging Library B R
Bl , BSREL S SQS FrEBASI R A JIMS B Java THERHA,

<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>amazon-sqs-java-messaging-lib</artifactId>
<version>1.0.4</version>
<type>jar</type>

</dependency>

« Amazon SQS BA %l

FRAT D% SQS, CreateQueue API I Ti# SQS Java HEEF TSN HET T2 SQS B iR
8I2ZRA%], AWS Management Console

- BXEH AWS Management Console 2 CreateQueue API &2 F Amazon SQS KIRAFIKIE
B BESR6IERG,

« BxfEH Amazon SQS Java Messaging Library B9 & , &5 fAmazon SQS Java Messaging
Library Aie

Amazon SQS Java Messaging Library A|’]

EFRESEA Java Message Service (JMS) & Amazon SQS , EEAATHHRBRE, UTEHD
NAWMABIE IMS EZEMSFUAR M EIEFZBCE R,

Amazon SQS Java Messaging Library F8& 7 #%&# Amazon SQS BEF RN R , ZNRSRERR
#1£ Amazon SQS A%, MRRAFIFEFE , BEFRIHFUEE,
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& JMS E#

1. QIEBEETI] HXZI] WA createConnection Hi%.

// Create a new connection factory with all defaults (credentials and region) set
automatically
SQSConnectionFactory connectionFactory = new SQSConnectionFactory(
new ProviderConfiguration(),
AmazonSQSClientBuilder.defaultClient()
)i

// Create the connection.
SQSConnection connection = connectionFactory.createConnection();

SQSConnection X javax.jms.Connection #ITTH Bo. BRT JMS FRifEiE

BFH %, SQSConnection BRMEM—LT5E | HliN getAmazonSQSClient
getWrappedAmazonSQSClient, XFHM A EL ALEBHITREIEE JMS HSEHHWERIRE ,
BNl #FHBAF, FF , getWrappedAmazonSQSClient J53AF R4 M Bl E##E A/ Amazon
SQS EFmMHERE, ZBERFREFRPNEBINRERTHN IMSException , ML A
B IMSException RENIMNERBELEFERAZFE.

2. BAILAMEAM getAmazonSQSClient # getWrappedAmazonSQSClient IREIH & P im i R K
RATREBEE IMS FEH N EERME (e , ATLAAIE Amazon SQS A5l ) o

MREDENRBEE IMS E , MINFEA getWrappedAmazonSQSClient :

o MRIEFEH getWrappedAmazonSQSClient , MREINEFIHN RAFIEREHEER JMS
7%

- WMREMEA getAmazonSQSClient , MXERERF2ERH Amazon SQS &,

#12Z Amazon SQS BA %l

BENE RN RFREREFE Amazon SQS A5,

WRAIIFREFE , BRWHECIEE. MEIEFE , Wix )J ERRBREEfE. BXESZEE , 550
TextMessageSender.java "I “IRIBEE QBT — T,

BIEFRIERA S

// Get the wrapped client
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AmazonSQSMessagingClientWrapper client = connection.getWrappedAmazonSQSClient();

// Create an SQS queue named MyQueue, if it doesn't already exist
if (!client.queueExists("MyQueue")) {
client.createQueue("MyQueue");

Bl FIFO BA%I

// Get the wrapped client
AmazonSQSMessagingClientWrapper client = connection.getWrappedAmazonSQSClient();

// Create an Amazon SQS FIFO queue named MyQueue.fifo, if it doesn't already exist
if (!client.queueExists("MyQueue.fifo")) {
Map<String, String> attributes = new HashMap<String, String>();
attributes.put("FifoQueue", "true");
attributes.put("ContentBasedDeduplication", "true");
client.createQueue(new
CreateQueueRequest().withQueueName("MyQueue.fifo").withAttributes(attributes));

}

(® Note

FIFO BAFIB AL . fifo BRER.
BX ContentBasedDeduplication BMMEZER , i5S T Amazon SQS FEHELNE

—h
Ao

[B25 RiEH B

1. EHEMEM Amazon SQS RAFIER AR | NelE—NEH AUTO_ACKNOWLEDGE # 3 IEE
&M JMS &1F,

// Create the nontransacted session with AUTO_ACKNOWLEDGE mode
Session session = connection.createSession(false, Session.AUTO_ACKNOWLEDGE);

2. ATEBRFIREXAEE , FelE—4 JIMS RIIFRATER SIZE,

// Create a queue identity and specify the queue name to the session
Queue queue = session.createQueue('"MyQueue");
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// Create a producer for the 'MyQueue'
MessageProducer producer = session.createProducer(queue);

3. RIEXAHEHFERIEFIRAG,
- EEFERSIRIEEER , BLERETAEMS .

// Create the text message
TextMessage message = session.createTextMessage("Hello World!");

// Send the message
producer.send(message);
System.out.println("JIMS Message " + message.getIMSMessagelID());

- E@ FIFO BRIIRIXHE , XTREFHSA ID, BHAILLREHSESRENER ID., EXES
F8 , BZRILTH SQS xERIE,

// Create the text message
TextMessage message = session.createTextMessage("Hello World!");

// Set the message group ID
message.setStringProperty("JIMSXGroupID", "Default");

// You can also set a custom message deduplication ID

// message.setStringProperty("JIMS_SQS_DeduplicationId", "hello");

// Here, it's not needed because content-based deduplication is enabled for the
queue

// Send the message
producer.send(message);
System.out.println("JIMS Message " + message.getIMSMessagelID());

System.out.println("JIMS Message Sequence Number " +
message.getStringProperty("IMS_SQS_SequenceNumber"));

RIZEBER
1. BEUHE , THE-RFIGR-MERE  REEA start Hik.
BB EREA start Bk, T, GAETAFRBIES  EEAAL %

// Create a consumer for the 'MyQueue'
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MessageConsumer consumer = session.createConsumer(queue);
// Start receiving incoming messages
connection.start();

2. HEERHRN 1 DHNER TR ZERAERA receive 7% , RRREKRIREERNS,
- WEIRBEFHARIINERRE , TAARDEEN AR,

// Receive a message from 'MyQueue' and wait up to 1 second
Message receivedMessage = consumer.receive(1000);

// Cast the received message as TextMessage and display the text
if (receivedMessage != null) {

System.out.println("Received: " + ((TextMessage) receivedMessage).getText());

« EWZIREA FIFORFIKEES , BRI REEN AR NEMSET FIFOREERM |, Hlan
SHEA ID, HEESHBERKR ID MFYE, BXEZEL , B2 L3#% SQS x<EBARE,

// Receive a message from 'MyQueue' and wait up to 1 second
Message receivedMessage = consumer.receive(1000);

// Cast the received message as TextMessage and display the text

if (receivedMessage != null) {
System.out.println("Received: " + ((TextMessage) receivedMessage).getText());
System.out.println("Group id: " +

receivedMessage.getStringProperty("IMSXGroupID"));
System.out.println("Message deduplication id: " +

receivedMessage.getStringProperty("JIMS_SQS_DeduplicationId"));
System.out.println("Message sequence number: " +

receivedMessage.getStringProperty("IMS_SQS_SequenceNumber"));
}

3. RMEENZE,

// Close the connection (and the session).
connection.close();

AHE EERUTUTAR

JMS Message ID:8example-588b-44e5-bbcf-d8l6example2
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Received: Hello World!

® Note
I&TLAE A Spring Framework #11{LIX £33 R,
BxHMER , BSH SpringExampleConfiguration.xml, SpringExample.java,
AR ExampleConfiguration. javagBsa H#Y ExampleCommon. java F £ S SQS #5
EBASIREA IMS 1Y Java THERS PR EABARBIRE R,

BxREMNBUBN RN TE RS , 57 TextMessageSender.java #l SyncMessageReceiver.javas
FEEWER

£ Amazon SQS Java Messaging Library A TR RAIHR | SHEKIEE MyQueue H RIS E I,

LU R B9 48 anal @ e s T 2 S 5 1 UR B

1. SEHE Messagelistener #0,

class MylListener implements Messagelistener {

@Override
public void onMessage(Message message) {
try {
// Cast the received message as TextMessage and print the text to
screen.
System.out.println("Received: " + ((TextMessage) message).getText());
} catch (JMSException e) {
e.printStackTrace();

}

W EEERS , M onMessage #OK Messagelistener &, U KEWESSIAF |, WHR
FHEHEEHHIR,

2. X receive KMEHEEFEAEERKIE K MARXNEAELNEA MyListener AiE, E
LESERF P,

// Create a consumer for the 'MyQueue'.
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MessageConsumer consumer = session.createConsumer(queue);

// Instantiate and set the message listener for the consumer.
consumer.setMessagelListener(new MylListener());

// Start receiving incoming messages.
connection.start();

// Wait for 1 second. The listener onMessage() method is invoked when a message is
received.
Thread.sleep(1000);

HRPB®E Amazon SQS Java Messaging Library Al T RBIFHSERER. BEXxFSEAENTER
5l , 2 HAsyncMessageReceiver. javaF i EIL S# SQS #R/HEFIFEA JMS B Java THE
=Bl

LERBIAY Rl B S LT RARAL

JMS Message ID:8example-588b-44e5-bbcf-d8l6example2
Received: Hello World!

EREFREIAER

Amazon SQS Java Messaging Library Al THHRHIEH AUTO_ACKNOWLEDGE X , ZEX< B3
BIAKFINEREE ( RS MNER Amazon SQS RABIHHIBREER ) -

1. EEHENBTEFERBIEE , NAJEIEES CLIENT_ACKNOWLEDGE X £iE.

// Create the non-transacted session with CLIENT_ACKNOWLEDGE mode.
Session session = connection.createSession(false, Session.CLIENT_ACKNOWLEDGE);

2. WEPHER , ERHEE , REEABIAES.

// Cast the received message as TextMessage and print the text to screen. Also
acknowledge the message.
if (receivedMessage != null) {
System.out.println("Received: " + ((TextMessage) receivedMessage).getText());
receivedMessage.acknowledge();
System.out.println("Acknowledged: " + message.getJMSMessageID());
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® Note
EHERXT , SWIAEREEN , teRABAEZEEZHWIINAEEE, i,
RKF 10 F£EE , M{REEIASE 10 FEHE (REBCEENINEF ) , RAEEXWINLRRAT
BIFHEER

HRPB®E Amazon SQS Java Messaging Library A T REIFHSERER., BXEEEFIREIAMER
WEILSFEAENTERY , 3 HSyncMessageReceiverClientAcknowledge. javad iy £ 5
# SQS FREBASIREA JMS B Java TERSI,

B RGIE B R S LT RA R

JMS Message ID:4example-aa@e-403f-b6df-5e@2example5s
Received: Hello World!
Acknowledged: ID:4example-aaQe-403f-b6df-5e@2example5s

EREFREINER

EEM CLIENT_ACKNOWLEDGE # 8 , FMBEZIRIAES R BIANEEZBREINFEEE.,. BXE
ZER  BFSR FRAEFRBIAMER,

Amazon SQS Java Messaging Library {2t 5 —##8IAE X, Z£H UNORDERED_ACKNOWLEDGE
B, ERHEAAEREXBARIINFIEER , TEHENBERRFNM, At , EFEH
UNORDERED_ACKNOWLEDGE # =X 6l 41E,

// Create the non-transacted session with UNORDERED_ACKNOWLEDGE mode.
Session session = connection.createSession(false, SQSSession.UNORDERED_ACKNOWLEDGE);

HRPRE AT RENMEXROPHNDSRER. HXEH UNORDERED_ACKNOWLEDGE X #YE
SHERAENTE RS , H5H SyncMessageReceiverUnorderedAcknowledge. javao

LE R B R S LT ARRAEL

JMS Message ID:dexample-73ad-4adb-bc6c-4357example?
Received: Hello World!
Acknowledged: ID:dexample-73ad-4adb-bc6c-4357example?
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EHM Amazon SQS EFiw EEM Java JHE RS

FERATREFRXITEBNLSE SQS Java JHE RS (JMS) &FFimHI S AWS SQS JEEX/NRH
7 256 KB, X , &7 LAE T Amazon SQS BF iRl JMS EHEF. a0, AR JMS
EPIKEERT Java B Amazon SQS ¥ RE R FIRERLXEEEX Amazon S3 FHEERASE ( &/
7 2 GB ) W5 AW Amazon SQS BEE.. BXEZER , S £/ Java #l Amazon S3 EIE AXFIT
S SQS HE.

BUF Java KRB REFAT BREFFRECE IMS RHUERF

AmazonS3 s3 = new AmazonS3Client(credentials);
Region s3Region = Region.getRegion(Regions.US_WEST_2);
s3.setRegion(s3Region);

// Set the Amazon S3 bucket name, and set a lifecycle rule on the bucket to

// permanently delete objects a certain number of days after each object's creation
date.

// Next, create the bucket, and enable message objects to be stored in the bucket.
BucketLifecycleConfiguration.Rule expirationRule = new
BucketLifecycleConfiguration.Rule();
expirationRule.withExpirationInDays(14).withStatus("Enabled");
BucketLifecycleConfiguration lifecycleConfig = new
BucketLifecycleConfiguration().withRules(expirationRule);

s3.createBucket(s3BucketName);
s3.setBucketLifecycleConfiguration(s3BucketName, lifecycleConfig);
System.out.println("Bucket created and configured.");

// Set the SQS extended client configuration with large payload support enabled.
ExtendedClientConfiguration extendedClientConfig = new ExtendedClientConfiguration()
.withLargePayloadSupportEnabled(s3, s3BucketName);

AmazonSQS sqsExtended = new AmazonSQSExtendedClient(new AmazonSQSClient(credentials),
extendedClientConfig);

Region sqsRegion = Region.getRegion(Regions.US_WEST_2);
sqsExtended.setRegion(sqsRegion);

BUF Java KB REIFQIBERZET

// Create the connection factory using the environment variable credential provider.
// Pass the configured Amazon SQS Extended Client to the JMS connection factory.
SQSConnectionFactory connectionFactory = new SQSConnectionFactory(
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new ProviderConfiguration(),
sqsExtended

);

// Create the connection.
SQSConnection connection = connectionFactory.createConnection();

LS SQS FrAERASIFEM JMS /Y Java THERHI

LA 88 R 5135 BA In{al 45 & £ F Java Message Service (JMS) 5 Amazon SQS #r/#B\5, BxEMH
FIFO BASINEZELR , B2 HAIE FIFO \F, BFXRFEEMEZEYEE. (FEBAFIF FIFO
ABIM R ZZBCEE 2B, B2 , FIFORRIIFHEEEEEZE M, )

ExampleConfiguration.java

AR Java SDK v 1.x REBRAIRIE T AT Eft Java RAIWRKINAFIBFR, XEMEIL,

* Copyright 2010-2024 Amazon.com, Inc. or its affiliates. All Rights Reserved.

* Licensed under the Apache License, Version 2.0 (the "License").
* You may not use this file except in compliance with the License.
* A copy of the License is located at

* https://aws.amazon.com/apache2.0

* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
* express or implied. See the License for the specific language governing

* permissions and limitations under the License.

*/

public class ExampleConfiguration {
public static final String DEFAULT_QUEUE_NAME = "SQSJMSClientExampleQueue";

public static final Region DEFAULT_REGION = Region.getRegion(Regions.US_EAST_2);
private static String getParameter( String args[], int i ) {

if( i + 1 >= args.length ) {
throw new IllegalArgumentException( "Missing parameter for " + args[i] );
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return args[i+1];

/**
* Parse the command line and return the resulting config. If the config parsing
fails
* print the error and the usage message and then call System.exit
*
* @param app the app to use when printing the usage string
* @param args the command line arguments
* @return the parsed config
*/
public static ExampleConfiguration parseConfig(String app, String args[]) {
try {
return new ExampleConfiguration(args);
} catch (IllegalArgumentException e) {
System.err.println( "ERROR: " + e.getMessage() );
System.err.println();

System.err.println( "Usage: " + app + " [--queue <queue>] [--region
<region>] [--credentials <credentials>] ");

System.err.println( " or" );

System.err.println( " "+ app + " <spring.xml>" );

System.exit(-1);
return null;

private ExampleConfiguration(String args[]) {
for( int i = @; i < args.length; ++i ) {
String arg = args[i];
if( arg.equals( "--queue" ) ) {
setQueueName(getParameter(args, i));
i++;
} else if( arg.equals( "--region" ) ) {
String regionName = getParameter(args, i);
try {
setRegion(Region.getRegion(Regions.fromName(regionName)));
} catch( IllegalArgumentException e ) {
throw new IllegalArgumentException( "Unrecognized region " +
regionName );

}
i++;

} else if( arg.equals( "--credentials" ) ) {
String credsFile = getParameter(args, i);
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try {
setCredentialsProvider( new
PropertiesFileCredentialsProvider(credsFile) );
} catch (AmazonClientException e) {
throw new IllegalArgumentException("Error reading credentials from
" + credsFile, e );
}
1++;

} else {
throw new IllegalArgumentException("Unrecognized option " + arg);

private String queueName = DEFAULT_QUEUE_NAME;

private Region region = DEFAULT_REGION;

private AWSCredentialsProvider credentialsProvider = new
DefaultAWSCredentialsProviderChain();

public String getQueueName() {
return queueName;

public void setQueueName(String queueName) {
this.queueName = queueName;

public Region getRegion() {
return region;

public void setRegion(Region region) {
this.region = region;

public AWSCredentialsProvider getCredentialsProvider() {
return credentialsProvider;

public void setCredentialsProvider(AWSCredentialsProvider credentialsProvider) {
// Make sure they're usable first
credentialsProvider.getCredentials();
this.credentialsProvider = credentialsProvider;
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}

TextMessageSender.java

LR Java R RAIGIEXATHECIEE,

* Copyright 2010-2024 Amazon.com, Inc. or its affiliates. All Rights Reserved.

* Licensed under the Apache License, Version 2.0 (the "License").
* You may not use this file except in compliance with the License.
* A copy of the License is located at

* https://aws.amazon.com/apache2.0

* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
* express or implied. See the License for the specific language governing

* permissions and limitations under the License.

*

*/

public class TextMessageSender {
public static void main(String args[]) throws IMSException {
ExampleConfiguration config =
ExampleConfiguration.parseConfig("TextMessageSender", args);

ExampleCommon.setupLogging();

// Create the connection factory based on the config
SQSConnectionFactory connectionFactory = new SQSConnectionFactory(
new ProviderConfiguration(),
AmazonSQSClientBuilder.standard()
.withRegion(config.getRegion().getName())
.withCredentials(config.getCredentialsProvider())

);

// Create the connection
SQSConnection connection = connectionFactory.createConnection();

// Create the queue if needed
ExampleCommon.ensureQueueExists(connection, config.getQueueName());
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// Create the session
Session session = connection.createSession(false, Session.AUTO_ACKNOWLEDGE);
MessageProducer producer =

session.createProducer( session.createQueue( config.getQueueName() ) );

sendMessages(session, producer);

// Close the connection. This closes the session automatically
connection.close();
System.out.println( "Connection closed" );

private static void sendMessages( Session session, MessageProducer producer ) {
BufferedReader inputReader = new BufferedReader(
new InputStreamReader( System.in, Charset.defaultCharset() ) );

try {
String input;
while( true ) {
System.out.print( "Enter message to send (leave empty to exit): " );
input = inputReader.readlLine();
if( input == null || input.equals("" ) ) break;

TextMessage message = session.createTextMessage(input);
producer.send(message);
System.out.println( "Send message " + message.getIMSMessageID() );
}
} catch (EOFException e) {
// Just return on EOF
} catch (IOException e) {

System.err.println( "Failed reading input: " + e.getMessage() );
} catch (JMSException e) {
System.err.println( "Failed sending message: " + e.getMessage() );

e.printStackTrace();

SyncMessageReceiver.java
LT Java RBBREIGIRRLS HRERE,

/*
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*

*/

Copyright 2010-2024 Amazon.com, Inc. or its affiliates. All Rights Reserved.

Licensed under the Apache License, Version 2.0 (the "License").
You may not use this file except in compliance with the License.
A copy of the License is located at

https://aws.amazon.com/apache2.0

or in the "license" file accompanying this file. This file is distributed
on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
express or implied. See the License for the specific language governing
permissions and limitations under the License.

public class SyncMessageReceiver {
public static void main(String args[]) throws IMSException {

ExampleConfiguration config =

ExampleConfiguration.parseConfig("SyncMessageReceiver", args);

ExampleCommon.setuplLogging();

// Create the connection factory based on the config
SQSConnectionFactory connectionFactory = new SQSConnectionFactory(
new ProviderConfiguration(),
AmazonSQSClientBuilder.standard()
.withRegion(config.getRegion().getName())
.withCredentials(config.getCredentialsProvider())

);

// Create the connection
SQSConnection connection = connectionFactory.createConnection();

// Create the queue if needed
ExampleCommon.ensureQueueExists(connection, config.getQueueName());

// Create the session
Session session = connection.createSession(false, Session.CLIENT_ACKNOWLEDGE);
MessageConsumer consumer =

session.createConsumer( session.createQueue( config.getQueueName() ) );

connection.start();

receiveMessages(session, consumer);
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// Close the connection. This closes the session automatically
connection.close();
System.out.println( "Connection closed" );

private static void receiveMessages( Session session, MessageConsumer consumer ) {
try {
while( true ) {

System.out.println( "Waiting for messages");

// Wait 1 minute for a message

Message message = consumer.receive(TimeUnit.MINUTES.toMillis(1));

if( message == null ) {
System.out.println( "Shutting down after 1 minute of silence" );
break;

}

ExampleCommon.handleMessage(message);

message.acknowledge();

System.out.println( "Acknowledged message " + message.getIMSMessageID() );

}
} catch (JMSException e) {
System.err.println( "Error receiving from SQS: " + e.getMessage() );
e.printStackTrace();
}
}
}

AsyncMessageReceiver.java

LT Java KRB RAIGIERLSHEERE.

* Copyright 2010-2024 Amazon.com, Inc. or its affiliates. All Rights Reserved.

* Licensed under the Apache License, Version 2.0 (the "License").
* You may not use this file except in compliance with the License.
* A copy of the License is located at

* https://aws.amazon.com/apache2.0
* or in the "license" file accompanying this file. This file is distributed

* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
* express or implied. See the License for the specific language governing
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* permissions and limitations under the License.
*

*/

public class AsyncMessageReceiver {
public static void main(String args[]) throws IMSException, InterruptedException {
ExampleConfiguration config =
ExampleConfiguration.parseConfig("AsyncMessageReceiver", args);

ExampleCommon.setupLogging();

// Create the connection factory based on the config
SQSConnectionFactory connectionFactory = new SQSConnectionFactory(
new ProviderConfiguration(),
AmazonSQSClientBuilder.standard()
.withRegion(config.getRegion().getName())
.withCredentials(config.getCredentialsProvider())

);

// Create the connection
SQSConnection connection = connectionFactory.createConnection();

// Create the queue if needed
ExampleCommon.ensureQueueExists(connection, config.getQueueName());

// Create the session
Session session = connection.createSession(false, Session.CLIENT_ACKNOWLEDGE);
MessageConsumer consumer =

session.createConsumer( session.createQueue( config.getQueueName() ) );

// No messages are processed until this is called
connection.start();

ReceiverCallback callback = new ReceiverCallback();
consumer.setMessagelistener( callback );

callback.waitForOneMinuteOfSilence();
System.out.println( "Returning after one minute of silence" );

// Close the connection. This closes the session automatically
connection.close();
System.out.println( "Connection closed" );
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private static class ReceiverCallback implements MessagelListener {
// Used to listen for message silence
private volatile long timeOflLastMessage = System.nanoTime();

public void waitForOneMinuteOfSilence() throws InterruptedException {
for(;;) {
long timeSincelLastMessage = System.nanoTime() - timeOflLastMessage;
long remainingTillOneMinuteOfSilence =
TimeUnit.MINUTES.toNanos(1l) - timeSincelastMessage;
if( remainingTillOneMinuteOfSilence < 0 ) {

break;
}
TimeUnit.NANOSECONDS.sleep(remainingTillOneMinuteOfSilence);
}
}
@Override
public void onMessage(Message message) {
try {

ExampleCommon.handleMessage(message);
message.acknowledge();
System.out.println( "Acknowledged message " +
message.getIMSMessageID() );
timeOfLastMessage = System.nanoTime();
} catch (JMSException e) {
System.err.println( "Error processing message: " + e.getMessage() );
e.printStackTrace();

SyncMessageReceiverClientAcknowledge.java
BT Java KB RAIGIZEEEFiRBNEXNESERE.

/*
* Copyright 2010-2024 Amazon.com, Inc. or its affiliates. All Rights Reserved.
*
* Licensed under the Apache License, Version 2.0 (the "License").
* You may not use this file except in compliance with the License.
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* A copy of the License is located at
* https://aws.amazon.com/apache2.0

* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
* express or implied. See the License for the specific language governing

* permissions and limitations under the License.

*/

/**

* An example class to demonstrate the behavior of CLIENT_ACKNOWLEDGE mode for received
messages. This example

* complements the example given in {@link SyncMessageReceiverUnorderedAcknowledge} for
UNORDERED_ACKNOWLEDGE mode.

*

* First, a session, a message producer, and a message consumer are created. Then, two
messages are sent. Next, two messages

* are received but only the second one is acknowledged. After waiting for the
visibility time out period, an attempt to

* receive another message is made. It's shown that no message is returned for this
attempt since in CLIENT_ACKNOWLEDGE mode,

* as expected, all the messages prior to the acknowledged messages are also
acknowledged.

*

* This ISN'T the behavior for UNORDERED_ACKNOWLEDGE mode. Please see {@link
SyncMessageReceiverUnorderedAcknowledge}

* for an example.

*/

public class SyncMessageReceiverClientAcknowledge {

// Visibility time-out for the queue. It must match to the one set for the queue
for this example to work.
private static final long TIME_OUT_SECONDS = 1;

public static void main(String args[]) throws IMSException, InterruptedException {
// Create the configuration for the example
ExampleConfiguration config =
ExampleConfiguration.parseConfig("SyncMessageReceiverClientAcknowledge", args);

// Setup logging for the example
ExampleCommon.setuplLogging();
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// Create the connection factory based on the config
SQSConnectionFactory connectionFactory = new SQSConnectionFactory(
new ProviderConfiguration(),
AmazonSQSClientBuilder.standard()
.withRegion(config.getRegion().getName())
.withCredentials(config.getCredentialsProvider())

);

// Create the connection
SQSConnection connection = connectionFactory.createConnection();

// Create the queue if needed
ExampleCommon.ensureQueueExists(connection, config.getQueueName());

// Create the session with client acknowledge mode
Session session = connection.createSession(false, Session.CLIENT_ACKNOWLEDGE);

// Create the producer and consume
MessageProducer producer =

session.createProducer(session.createQueue(config.getQueueName()));

MessageConsumer consumer =

session.createConsumer(session.createQueue(config.getQueueName()));

in the

// Open the connection
connection.start();

// Send two text messages
sendMessage(producer, session, "Message 1");
sendMessage(producer, session, "Message 2");

// Receive a message and don't acknowledge it
receiveMessage(consumer, false);

// Receive another message and acknowledge it
receiveMessage(consumer, true);

// Wait for the visibility time out, so that unacknowledged messages reappear
queue

System.out.println("Waiting for visibility timeout...");
Thread.sleep(TimeUnit.SECONDS.toMillis(TIME_OUT_SECONDS));

// Attempt to receive another message and acknowledge it. This results in

receiving no messages since
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// we have acknowledged the second message. Although we didn't explicitly
acknowledge the first message,

// in the CLIENT_ACKNOWLEDGE mode, all the messages received prior to the
explicitly acknowledged message

// are also acknowledged. Therefore, we have implicitly acknowledged the first
message.

receiveMessage(consumer, true);

// Close the connection. This closes the session automatically
connection.close();
System.out.println("Connection closed.");

* Sends a message through the producer.

* @param producer Message producer

* @param session Session

* @param messageText Text for the message to be sent

* @throws JIMSException

*/

private static void sendMessage(MessageProducer producer, Session session, String
messageText) throws JIMSException {

// Create a text message and send it
producer.send(session.createTextMessage(messageText));

/**
* Receives a message through the consumer synchronously with the default timeout
(TIME_OUT_SECONDS).
* If a message is received, the message is printed. If no message is received,
"Queue 1is empty!" is
* printed.
*
* @param consumer Message consumer
* @param acknowledge If true and a message is received, the received message is
acknowledged.
* @throws JIMSException
*/
private static void receiveMessage(MessageConsumer consumer, boolean acknowledge)
throws JMSException {
// Receive a message
Message message =
consumer.receive(TimeUnit.SECONDS.toMillis(TIME_OUT_SECONDS));
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if (message == null) {
System.out.println("Queue is empty!");
} else {
// Since this queue has only text messages, cast the message object and

print the text

System.out.println("Received: " + ((TextMessage) message).getText());

// Acknowledge the message if asked
if (acknowledge) message.acknowledge();

SyncMessageReceiverUnorderedAcknowledge.java

BT Java KB REIBIZEREFBINMEXNESERE.

Copyright 2010-2024 Amazon.com, Inc. or its affiliates. All Rights Reserved.

Licensed under the Apache License, Version 2.0 (the "License").
You may not use this file except in compliance with the License.
A copy of the License is located at

https://aws.amazon.com/apache2.0

or in the "license" file accompanying this file. This file is distributed
on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
express or implied. See the License for the specific language governing
permissions and limitations under the License.

*/

/**

*

An example class to demonstrate the behavior of UNORDERED_ACKNOWLEDGE mode for

received messages. This example

*

complements the example given in {@link SyncMessageReceiverClientAcknowledge} for

CLIENT_ACKNOWLEDGE mode.

*

*

First, a session, a message producer, and a message consumer are created. Then, two

messages are sent. Next, two messages
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* are received but only the second one is acknowledged. After waiting for the
visibility time out period, an attempt to

* receive another message is made. It's shown that the first message received in the
prior attempt is returned again

* for the second attempt. In UNORDERED_ACKNOWLEDGE mode, all the messages must be
explicitly acknowledged no matter what

* the order they're received.

*

* This ISN'T the behavior for CLIENT_ACKNOWLEDGE mode. Please see {@link
SyncMessageReceiverClientAcknowledge}

* for an example.

*/

public class SyncMessageReceiverUnorderedAcknowledge {

// Visibility time-out for the queue. It must match to the one set for the queue
for this example to work.
private static final long TIME_OUT_SECONDS = 1;

public static void main(String args[]) throws IMSException, InterruptedException {
// Create the configuration for the example
ExampleConfiguration config =
ExampleConfiguration.parseConfig("SyncMessageReceiverUnorderedAcknowledge", args);

// Setup logging for the example
ExampleCommon.setuplLogging();

// Create the connection factory based on the config
SQSConnectionFactory connectionFactory = new SQSConnectionFactory(
new ProviderConfiguration(),
AmazonSQSClientBuilder.standard()
.withRegion(config.getRegion().getName())
.withCredentials(config.getCredentialsProvider())

);

// Create the connection
SQSConnection connection = connectionFactory.createConnection();

// Create the queue if needed
ExampleCommon.ensureQueueExists(connection, config.getQueueName());

// Create the session with unordered acknowledge mode
Session session = connection.createSession(false,
SQSSession.UNORDERED_ACKNOWLEDGE);
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// Create the producer and consume

MessageProducer producer =
session.createProducer(session.createQueue(config.getQueueName()));

MessageConsumer consumer =
session.createConsumer(session.createQueue(config.getQueueName()));

// Open the connection
connection.start();

// Send two text messages
sendMessage(producer, session, "Message 1");
sendMessage(producer, session, "Message 2");

// Receive a message and don't acknowledge it
receiveMessage(consumer, false);

// Receive another message and acknowledge it
receiveMessage(consumer, true);

// Wait for the visibility time out, so that unacknowledged messages reappear
in the queue

System.out.println("Waiting for visibility timeout...");

Thread.sleep(TimeUnit.SECONDS.toMillis(TIME_OUT_SECONDS));

// Attempt to receive another message and acknowledge it. This results in
receiving the first message since

// we have acknowledged only the second message. In the UNORDERED_ACKNOWLEDGE
mode, all the messages must

// be explicitly acknowledged.

receiveMessage(consumer, true);

// Close the connection. This closes the session automatically

connection.close();
System.out.println("Connection closed.");

/**

*

Sends a message through the producer.

* @param producer Message producer

* @param session Session

* @param messageText Text for the message to be sent
* @throws JMSException

*/

SyncMessageReceiverUnorderedAcknowledge.java 183



Amazon Simple Queue Service FRARIER

private static void sendMessage(MessageProducer producer, Session session, String
messageText) throws JMSException {
// Create a text message and send it
producer.send(session.createTextMessage(messageText));

/**
* Receives a message through the consumer synchronously with the default timeout
(TIME_OUT_SECONDS).
* If a message is received, the message is printed. If no message is received,
"Queue is empty!" is
* printed.
*
* @param consumer Message consumer
* @param acknowledge If true and a message is received, the received message is
acknowledged.
* @throws JMSException
*/
private static void receiveMessage(MessageConsumer consumer, boolean acknowledge)
throws JIMSException {
// Receive a message
Message message =
consumer.receive(TimeUnit.SECONDS.toMillis(TIME_OUT_SECONDS));

if (message == null) {
System.out.println("Queue is empty!");
} else {
// Since this queue has only text messages, cast the message object and
print the text
System.out.println("Received: " + ((TextMessage) message).getText());

// Acknowledge the message if asked
if (acknowledge) message.acknowledge();

SpringExampleConfiguration.xml

BLR XML 88 =l 2 SpringExample.java B9 Bean B & 3 4,

<l--

Copyright 2010-2024 Amazon.com, Inc. or its affiliates. All Rights Reserved.
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Licensed under the Apache License, Version 2.0 (the "License").
You may not use this file except in compliance with the License.
A copy of the License is located at

https://aws.amazon.com/apache2.0

or in the "license" file accompanying this file. This file is distributed
on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
express or implied. See the License for the specific language governing
permissions and limitations under the License.

<?xml version="1.0" encoding="UTF-8"7?>
<beans
xmlns="http://www.springframework.org/schema/beans"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:util="http://www.springframework.org/schema/util"
xmlns:p="http://www.springframework.org/schema/p"
xsi:schemalLocation="
http://www.springframework.org/schema/beans http://www.springframework.org/
schema/beans/spring-beans-3.0.xsd
http://www.springframework.org/schema/util http://www.springframework.org/
schema/util/spring-util-3.0.xsd

Il>

<bean id="CredentialsProviderBean"
class="com.amazonaws.auth.DefaultAWSCredentialsProviderChain"/>

<bean id="ClientBuilder" class="com.amazonaws.services.sqs.AmazonSQSClientBuilder"
factory-method="standard">
<property name="region" value="us-east-2"/>
<property name="credentials" ref="CredentialsProviderBean"/>
</bean>

<bean id="ProviderConfiguration"
class="com.amazon.sqs.javamessaging.ProviderConfiguration">
<property name="numberOfMessagesToPrefetch" value="5"/>
</bean>

<bean id="ConnectionFactory"
class="com.amazon.sqs.javamessaging.SQSConnectionFactory">
<constructor-arg ref="ProviderConfiguration" />
<constructor-arg ref="ClientBuilder" />
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</bean>

<bean id="Connection" class="javax.jms.Connection"
factory-bean="ConnectionFactory"
factory-method="createConnection"
init-method="start"
destroy-method="close" />

<bean id="QueueName" class="java.lang.String">
<constructor-arg value="SQSIMSClientExampleQueue"/>
</bean>
</beans>

SpringExample.java

BT Java 55 R fIfEA Bean B E X4 KRN BILIERIXT R,

* Copyright 2010-2024 Amazon.com, Inc. or its affiliates. All Rights Reserved.

* Licensed under the Apache License, Version 2.0 (the "License").
* You may not use this file except in compliance with the License.
* A copy of the License is located at

* https://aws.amazon.com/apache2.0

* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
* express or implied. See the License for the specific language governing

* permissions and limitations under the License.

*

*/

public class SpringExample {
public static void main(String args[]) throws IMSException {
if( args.length != 1 || !args[@].endsWith(".xml")) {
System.err.println( "Usage: " + SpringExample.class.getName() + " <spring
config.xml>" );
System.exit(1);

File springFile = new File( args[Q] );
if( !springFile.exists() || !springFile.canRead() ) {
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System.err.println( "File " + args[@] + " doesn't exist or isn't
readable.");
System.exit(2);

ExampleCommon.setupLogging();

FileSystemXmlApplicationContext context =
new FileSystemXmlApplicationContext( "file://" +
springFile.getAbsolutePath() );

Connection connection;
try {
connection = context.getBean(Connection.class);
} catch( NoSuchBeanDefinitionException e ) {
System.err.println( "Can't find the JIMS connection to use: " +
e.getMessage() );
System.exit(3);
retuzrn;

String queueName;
try {
queueName = context.getBean("QueueName", String.class);
} catch( NoSuchBeanDefinitionException e ) {
System.err.println( "Can't find the name of the queue to use: " +
e.getMessage() );
System.exit(3);
retuzrn;

if( connection instanceof SQSConnection ) {
ExampleCommon.ensureQueueExists( (SQSConnection) connection, queueName );

// Create the session
Session session = connection.createSession(false, Session.CLIENT_ACKNOWLEDGE);

MessageConsumer consumer =
session.createConsumer( session.createQueue( queueName) );

receiveMessages(session, consumer);

// The context can be setup to close the connection for us
context.close();
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System.out.println( "Context closed" );

private static void receiveMessages( Session session, MessageConsumer consumer ) {
try {
while( true ) {

System.out.println( "Waiting for messages");

// Wait 1 minute for a message

Message message = consumer.receive(TimeUnit.MINUTES.toMillis(1));

if( message == null ) {
System.out.println( "Shutting down after 1 minute of silence" );
break;

}

ExampleCommon.handleMessage(message);

message.acknowledge();

System.out.println( "Acknowledged message" );

}
} catch (JMSException e) {
System.err.println( "Error receiving from SQS: " + e.getMessage() );

e.printStackTrace();

ExampleCommon.java

AT Java REERHIE EEE Amazon SQS RAIIRBREE , IRFERE , NUt|E—, EXEET
B B A id A8,

* Copyright 2010-2024 Amazon.com, Inc. or its affiliates. All Rights Reserved.

* Licensed under the Apache License, Version 2.0 (the "License").
* You may not use this file except in compliance with the License.
* A copy of the License is located at

* https://aws.amazon.com/apache2.0

* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
* express or implied. See the License for the specific language governing

* permissions and limitations under the License.
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*/

public class ExampleCommon {
/**
* A utility function to check the queue exists and create it if needed. For most
* use cases this is usually done by an administrator before the application is
run.
*/
public static void ensureQueueExists(SQSConnection connection, String queueName)
throws JIMSException {
AmazonSQSMessagingClientWrapper client =
connection.getWrappedAmazonSQSClient();

/**
* In most cases, you can do this with just a createQueue call, but
GetQueueUrl
* (called by queueExists) is a faster operation for the common case where the
queue
* already exists. Also many users and roles have permission to call
GetQueueUrl
* but don't have permission to call CreateQueue.
*/
if( !client.queueExists(queueName) ) {
client.createQueue( queueName );

public static void setuplLogging() {
// Setup logging
BasicConfigurator.configure();
Logger.getRootLogger().setlLevel(Level .WARN);

public static void handleMessage(Message message) throws JIMSException {
System.out.println( "Got message " + message.getIMSMessagelID() );
System.out.println( "Content: ");
if( message instanceof TextMessage ) {
TextMessage txtMessage = ( TextMessage ) message;
System.out.println( "\t" + txtMessage.getText() );
} else if( message instanceof BytesMessage ){
BytesMessage byteMessage = ( BytesMessage ) message;
// Assume the length fits in an int - SQS only supports sizes up to 256k so
that
// should be true
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byte[] bytes = new byte[(int)byteMessage.getBodyLength()];

byteMessage.readBytes(bytes);

System.out.println( "\t" + Baseb4.encodeAsString( bytes ) );
} else if( message instanceof ObjectMessage ) {

ObjectMessage objMessage = (ObjectMessage) message;

System.out.println( "\t" + objMessage.getObject() );
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« JMSDestination

* JMSMessagelD

* JMSRedelivered

+ JMSXDeliveryCount

« JMSXGroupID ( {Xi&F T FIFO BA%I )

» JMS_SQS_DeduplicationId ( {&EMAF FIFO BA%I )
« JIMS_SQS_SequenceNumber ( GEMAF FIFO BA%I )

JMS E X HPRLFITIEE M 191



Amazon Simple Queue Service FRARIER

Amazon SQS #iE

& 0] LAGE A AT IR R HFEIRE Amazon SQS HI4FAEF T BE,

FB

- EAAIZE Amazon SQS BA%I AWS CloudFormation

« ##E : M Amazon Virtual Private Cloud ¥538 B & 3% %] Amazon SQS FA %I

A2 Amazon SQS BA %I AWS CloudFormation

I&AILAE A AWS CloudFormation #2#14 #1 JSON ( 2 YAML ) ##RK 812 Amazon SQS A%,
HXiF1E , 558 (AWS CloudFormation AF#ER) H IR AWS CloudFormation &4 Fl
AWS: :SQS: :Queue AR,

AT 612 AWS CloudFormation Amazon SQS BA %I,

1. FFLLT JSON REBEHIZE|EZ A MyQueue. json I HH, ERIEFRARTS , FEERE FifoQueue
M ContentBasedDeduplication Bf. EXETHERNEEBENBRNESEES , BSHE
Amazon SQS B E— X,

(@ Note
FIFO RASIBFHBIE . fifo FRER.

"AWSTemplateFormatVersion": "2010-09-09",
"Resources": {
"MyQueue": {
"Properties": {
"QueueName": "MyQueue.fifo",
"FifoQueue": true,
"ContentBasedDeduplication": true
1,
"Type": "AWS::SQS: :Queue"
}
1Y
"Outputs": {
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/template-guide.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-sqs-queue.html
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"QueueName": {

"Description": "The name of the queue",
"Value": {
"Fn::GetAtt": [
"MyQueue",
"QueueName"
]
}
},
"QueueURL": {
"Description": "The URL of the queue",
"Value": {
"Ref": "MyQueue"
}
},

"QueueARN": {
"Description": "The ARN of the queue",
"Value": {
"Fn::GetAtt": [
"MyQueue",
"Arn"

}

B3 AWS CloudFormation 2% & , REEFGIEH#K,

EEEERERL , &R EABERXH |, EBEHN MyQueue. json XH , REEERE T —%,
EEEHFMAFEETAE L , NHERBFHREA MyQueue , RARRET—F,

M E L , B T—F,

£ Review WHE L , %# Create

2 T

AWS CloudFormation FF 15 812MyQueuelttk 3£ R CREATE_IN_ PROGRESS R#&, EtIRE
SRS , AWS CloudFormation $$.:£ R CREATE_COMPLETE IR%,

Filter: Active Showing 1 stack
Stack Name Created Time Status Description
v MyQueue 2017-02-20 11:39:47 UTC-0800 CREATE_COMPLETE

7. (Mk ) ZEERAFIEIEF, URL M ARN , BBV EBR , RBHET - LR Outputs B

VAN
o
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https://console.aws.amazon.com/cloudformation

Amazon Simple Queue Service FRARIER

#FZE : M Amazon Virtual Private Cloud 58 B &% Z| Amazon SQS
Nl

EAHES , BFTHRONAESZLHTAMEEELIEE Amazon SQS A%, LtREITE -1
€ Amazon EC2 =418 VPC, iZ=f@3# 0 VPC i SEREE| Amazon SQS |, EMEREE M H
BERMMIESE |, &4 LUEEE Amazon EC2 SR8 B KX E] Amazon SQS A%, BREZ(E
B , 2 Amazon SQS #J Amazon Virtual Private Cloud %% 5.0

/A Important

o A BERF Amazon Virtual Private Cloud & HTTPS Amazon SQS s —iEFEH.

« LF Amazon SQS ELE M Amazon VPC KiEEER | %03 AFAE DNS Hig
sqs.us-east-2.amazonaws.com #3315 E i o

+ #,5 DNS TX &S A |, #li0 queue.amazonaws.com B us-
east-2.queue.amazonaws . Como

©
S

B 1. B2 Amazon EC2 ZHXS

B2 A AWS HIR

- ST 3 WIAEK EC2 EHIF AT LN FF iR

- ST 4 . 7 Amazon SQS ]2 Amazon VPC ¥ &
« S 5 : [ Amazon SQS BAFI &% HE

Nil

B 1 : 8l Amazon EC2 Z4AXY

MABBAX , LA LUEREES Amazon EC2 32fl, BB —1MATHNEENEZEFEENLAETEHAN—
RATHRZZERNLERR,

1. B35 Amazon EC2 #1548,

2. ESMEELAMNENREHET , ERBHN,

3. ERMIBREHAX,

4., HERQIBFEANXEED , W FEANER , WA SQS-VPCE-Tutorial-Key-Pair Hik#ZF Al
®,

M VPC £ixHE 194


https://console.aws.amazon.com/ec2/
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5. BHRKERLBH THRIAEHHA M SQS-VPCE-Tutorial-Key-Pair. pem,

/A Important
FUXHRFELZEMVE. EC2 F2BRNE—BANEMK . pem X,

6. EAY SSH ZEFWMEZEIEMN EC2 L6l , B REMEBANHNNR , MEREENAFREN
BREUZ XA, Hlan -

chmod 400 SQS-VPCE-Tutorial-Key-Pair.pem

SR 2 Bl AWS BIR

ERBXEMEMIZRE , B4 ER AWS CloudFormation #1x |, iZ1&E#k 2 6|2 H Amazon EC2 324
F1 Amazon SQS BAFIZ AWS FRA KK HERNIER.

RYRAVHERBEUTHIR -

« VPC MXEXBWMERE , BIEFN, 24, Internet Mk FEEH K,
« £ VPC FMH Z31# Amazon EC2 £ 4
« Amazon SQS A%l

1. T#EHBHRNSQS-VPCE-Tutorial-CloudFormation.yaml#y AWS CloudFormation ##x
GitHub,

2. &3 AWS CloudFormation 12&l &,
3. EERGIEMK,

4, TEERBEMRTEL , fOXIEFFERL£4£E Amazon S3, SQS-VPCE-SQS-Tutorial-
CloudFormation.yaml X#FT—%,

5. HEEEWAGSERES , AT TRE

a. XWFHKRBH , WA SQS-VPCE-Tutorial-Stacke
b. XF KeyName , iFi%£#F SQS-vpce-Tutorial-Key-p air,
c. EET—-F,

6. EEMIEL , EBT—%,
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https://github.com/aws-samples/amazon-sqs-samples/blob/master/templates/SQS-VPCE-Tutorial-CloudFormation.yaml
https://console.aws.amazon.com/cloudformation/
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7. HEEE REM LN o, FRBEIAIX AWS CloudFormation ATRELBIETH A BEHENL BN
IAM &R, , REIEE “BIR",

AWS CloudFormation FF 5 8| 2 #4k H £ R CREATE_IN_ PROGRESS A7, EHERETKG |
AWS CloudFormation f#& 7~ CREATE_COMPLETE IR7S.

S 3 WINEH EC2 SAIRT AT B

#&H9 AWS CloudFormation ARG EER VPC F/53) — 8B SQS-VPCE-Tutorial-EC2-
Instancejj EC2 3£4l, It EC2 i’-ﬁJTJL,'LLFHjMEuu,E HEBETTEREE XX E Amazon SQS, EX
X — R, BATUEERNZRS , 2IREEIAERS , AEZIAFHE XX E Amazon SQS,

1. 3% Amazon EC2 &l &

2. HESMERELNZMT , EERH,

3. 1#%&# SQS-VPCE-, Tutorial-EC2Instance

4. E#120%8 DNS (IPv4) THIEHNLE , 60 ec2-203-0-113-0.us-west-2.compute.amazonaws.como
5. N@EZcatIZNZHANMNEZRFP , FRU T SIEZESIKRS , Hlin :

ssh -i SQS-VPCE-Tutorial-Key-Pair.pem ec2-user@ec2-203-0-113-0.us-
east-2.compute.amazonaws.com

6. ZEHEZEINFML/ES], Hlw:

ping amazon.com

IEONFRERAY BRAE | IEREER KM,
7. %3 Amazon SQS ##|&

8. MBAFIFIRA | %EFBHEA AWS CloudFormation AR EIZEKIRAFI , 60 vpc e-sqgs-tutorial-
stack-cfqueue-1abcdefgh2ijk,

9. TEIEFMEERTD , E4/ URL, fln , https://sgs.us-east-2.amazonaws.com/123456789012/,
10. MIBH EC2 =41 , Z2HFEAUT S EZAIIEZAER , Hlin .

aws sgs send-message --region us-east-2 --endpoint-url https://sqs.us-
east-2.amazonaws.com/ --queue-url https://sqs.us-east-2.amazonaws.com/123456789012/
--message-body "Hello from Amazon SQS."
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https://console.aws.amazon.com/ec2/
https://console.aws.amazon.com/sqs/
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IEMFRHIR BRAF |, REZ KMo

/A Important
MfE , &7 Amazon SQS B2 VPC in /B , BRI REZ R R,

S 4 . 7 Amazon SQS £1# Amazon VPC % R

ERER VPC E4E] Amazon SQS , BH4MENL—MED VPC In Ko MRS , AR VPC

i EC2 LfI#9 Amazon SQS APl, XEREEET N Internet BN [@ AWS M £& & 1Y BA 5l & 3% H
5

@ Note
EC2 SEHIMPAARTTE R BB LR H A AWS BRS ML IHT <o

1. &3% Amazon VPC #1848,

ESMFEL L | ERHR

1%£$% Create Endpoint ( 812 R ) o

EolBim_ELE , X TRSEH , &% Amazon SQS MRS B o

LN

(® Note
RS BMEZE AWS XMz, o, MRENMTRERS (BHEZEMN ) , MRSEH

3 com.amazonaws.us-east-2.sgs.

5. XF VPC , 1%£# SQS-VPCE-Tutorial-VPC,
6. XNFFM , EBRBEFM ID @8 SQS-VPCE-Tutorial-Subnet B+,

7. NTZE24d , aBEFELZE2E  ARERBFEHEABZFTE SQS VPCE Tutorial Security Group FI &
24,

8. EEUBWR.

flE8#EO VPC mRHERE ID, #li0 vpce-0ab1cdef2ghi3j456k.
9. EFEXH,

S 4 . Amazon SQS €2 Amazon VPC ¥ & 197


https://console.aws.amazon.com/vpc/
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Amazon VPC &l & &£3TFim S 1 Ho

Amazon VPC FaBIBIR R , HE RFUERS, EHIETKE , Amazon VPC FE R BRE.

18 5 : [@ Amazon SQS FAFI KX E R

IMEZK VPC 8 Amazon SQS Wik , WA LUEEEEH EC2 54| H[H B KX EEHIRA S,

1. E¥EEIER EC2 R4, il -

ssh -i SQS-VPCE-Tutorial-Key-Pair.pem ec2-user@ec2-203-0-113-0.us-
east-2.compute.amazonaws.com

2. EFZEHMERAUTRTEZAIERRER , i

aws sqgs send-message --region us-east-2 --endpoint-url https://sqgs.us-
east-2.amazonaws.com/ --queue-url https://sqs.us-east-2.amazonaws.com/123456789012/
--message-body "Hello from Amazon SQS."

REZHAY , FENEREEIENH MD5 MENELS D, fian :

{
"MD50fMessageBody": "albcd2ef3g45hi678j90k1lmnl2p34qr5",
"MessageId": "12345a67-8901-2345-bc67-d890123e45fg"

}

BXRMNER AWS CloudFormation & 4R & 22 #9RA 51| A 2 Y R BRSE S BE 2 ( fl20 |, vpce-sqgs-tutorial-
stack-cfqueue- 1abcdefgh2ijk ) , &%, £ Amazon SQS A #Z YA BRIE S

BXRBRBARNES , BSAUATHE .

« {Amazon VPC AiF1E@) T MM VPC s
il BRI 3% SQS RAF
- 7£ Amazon EC2 AAFEMY@@ L LLEHLHF
{Amazon VPC A F#Em) HHIMIER VPC
AWS CloudFormation Fi P8R N@@ £ AWS CloudFormation #2 &l & £l BrfEdk
- £ Amazon EC2 AFiEEY @@ MIBREH ZHAX
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https://docs.aws.amazon.com/vpc/latest/userguide/delete-vpc-endpoint.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/terminating-instances.html
https://docs.aws.amazon.com/vpc/latest/userguide/delete-vpc.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/cfn-console-delete-stack.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-key-pairs.html#delete-key-pair
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X Amazon SQS AR &Y [B] @ 17 8 FE HEBR

DUTEFEHWEEFERAT S SQS ##24lA. T5# SQS APl S EM T EF Amazon SQS At ] 8Ei&
NN ERERNBSIREETHERLSEN, MELRIENBBRELLLSIE , JLAERLLET LM
Feedback ZHIKiR &

BXREZHEHFREUNELZZFRBHNESR , HIHEAWS FRH D,

£

« X Amazon SQS FFHYIELE 17 8] 45 iR 3 1T R HERR

- WWS# SQS API iR 1T HEEHERR

« X Amazon SQS FE/EBAFIFI DLQ F#79K 3 o] B 17 BUE HEBR

+ iR Amazon SQS F# FIFO PR #l[a &

+ X} Amazon SQS ReceiveMessage AP| & F &R B #9 58 B 17 i BE HE
« X Amazon SQS W& IR 1T HFEHERR

« A AWS X-Ray#EZ Amazon Simple Queue Service BA %l 8] &

¥ Amazon SQS R HYIE 4t 177 7] 48 i3t 1T S BE HEBR

LT EBEET Amazon SQS APl BANRENLER
IAccessDenledES?,AccessDenledExceptlon%ianeo ﬁ?&ﬂﬂﬁﬁimﬁﬁé ia”eE’JE%EE , BSEm
] R Amazon SQS API BB H# “AccessDenied” = “AccessDenied &~ $5i% ? EAWS &R AL
EEH.

iR B RA

An error occurred (AccessDenied) when calling the SendMessage operation: Access to
the resource https://sqs.us-east-1.amazonaws.com/ is denied.

5§~

An error occurred (KMS.AccessDeniedException) when calling the SendMessage
operation: User: arn:aws:iam::xxxxx:user/xxxx is not authorized to perform:
kms:GenerateDataKey on resource: arn:aws:kms:us-east-1:xxxx:key/xxxx with an

explicit
deny.

T R4 E L IR 199


https://aws.amazon.com/premiumsupport/knowledge-center/
https://repost.aws/knowledge-center/sqs-accessdenied-errors
https://repost.aws/knowledge-center/sqs-accessdenied-errors
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F&

« W5 % SQS BASIKEE A IAM BUR

- AWS Key Management Service R
-« VPC i 2R B

o HLARRSIEHIBUR

53 SQS BABISKEEFD IAM BEER
ERITEREESBLERNIT Amazon SQS BIEHE YR | BHTUTERME :

- BEIEEEAA Amazon SQS API B IAM £ A, WR IAM ZEARBR—MKF , B84 Amazon
SQS BAFIKREZ AWS S FTARIEE (IAM) KEGER AT S BT A7 77 8] % 2R AE RV IR
- MRRFEAR IAM K4E
- BALBEEIRENA LASRFEAGSRIREN IAM AFRHAE®., AWS Management
Consoleaws sts get-caller-identity
- REE IAM AR ABHEXH IAM policy, BRAIUERAUTAEEZ— !
« ER 1AM REEEDEENL IAM R,
-« BEETREM IAM policy FEH,
- MRERE , RELH IAM AP KRR,
- REIIKBHAREFTEZHRTHRE.
- MREEAR—T AWS RS , B4 Amazon SQS A SIS 240 BA 8 72 1 5 8]
- MRZRARBKFZEIEA , BBA Amazon SQS BASIZKEEH IAM KBS EBL AT 2 F I,
- MRRMERARMGTE , BREZFZMGRERS T HENR,

/A Important
RPN AREL LA ETHBN R, AT R Amazon SQS R —EEARE,

AWS Key Management Service X R

WMRIEE Amazon SQS BAFIFF B T RS E5im 0% (SSE) HHEEFEE AWS KMS key , M 2470
EMEFENEAERTFNE. ERIARIIZEEME , AIL#EA GetQueueAttributesAPI
KmsMasterKeyId Bt , B ATLAMBATIIRHIAH “iNZE” T EMA.
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/sts/get-caller-identity.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_testing-policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policy-types
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-edit.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_GetQueueAttributes.html
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- FMEAFTERRR :

{
"Effect": "Allow",

"Action": [
"kms:GenerateDataKey",
"kms:Decrypt"

iF

"Resource": "<Key ARN>"

}

- HEREMBHNR :

{

"Effect": "Allow",

"Action": [
"kms:Decrypt"

1,

"Resource": '"<Key ARN>"

}

« BIKF U EARARANR

{
"Effect": "Allow",

"Action": [
"kms:DescribeKey",
"kms:Decrypt",
"kms:ReEncrypt",
"kms:GenerateDataKey"

1,

"Resource": '"<Key ARN>"

}

B LAMERA LA T E— 77557 Amazon SQS BASIE AN :

« SSE-Amazon SQS ( B B# SQS RSBIEMEEMNMZEZRH, )
« AWS FEERIAZE A (alias/aws/sqs)

- BERFRERH

AWS Key Management Service (AWS KMS) X R

201


https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#aws-managed-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#customer-cmk
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BR , MREEANE AWSHEER KMS 24 , T EERMIAZARE. Bt , BRAENEMRS
MEBKFNEENER , BERAFEFEERH, XHEMAILIREEZH R

VPC % = R B

MBHBEITIHEULES (L EE VPC ) KisT KiF R SE SQS |, MITD# SQS VPC KisT
BEBRAMATFIHR, SRR TDE SQS B Amazon VPC Kkt St FmK S UEEPIEE
LTARA

1. AHATIRER 14K,
2. AIHATHRAE,
3. AN ERITREN TR

LT RAIF | VPC KinT SURBEIEE AW IAM P MyUser @ Amazon SQS BA % % 3% 58
B, MyQueueH thig4E, IAM A Amazon SQS &BR#HIELE T VPC KixT St 1715 A,

{
"Statement": [{
"Action": ["sqgs:SendMessage"],
"Effect": "Allow",
"Resource": "arn:aws:sqs:us-east-2:123456789012:MyQueue",
"Principal": {
"AWS": "arn:aws:iam:123456789012:user/MyUser"
}
1]
}

40 40 B S5 12 I BRUSR

MREAWS K B FEAMNHL , W AWS Organizations B 7] 88 2 FE IE &5 A 289 Amazon SQS
A%, BRIAEIR T , AWS Organizations KB R P IE4E{T[E Amazon SQS K HEViER. BER , &
HRIEH AWS Organizations 5B & R Bt & 79 PR LE 15 18] Amazon SQS BA %, BXMAEEEH AWS
Organizations BURHI AR , 55 R (AWS Organizations FiF$88) KI5 H T BUER,

FE I # SQS API & iR 3 1T EHERR
AT EBEESAA Amazon SQS API BHREIH & F W48 1% LA K a0 faxt E 1T e BEHERR .

£}
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https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_info-operations.html#list-all-pols-in-org
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« QueueDoesNotExist & ix

« InvalidAttributeValue £51%

« ReceiptHandle &%

QueueDoesNotExist £51%
M G5 SQS BRFZFAT LR Szh SQS BIERAFIRT | FHRE LR IR

ARER R R M E T

« XHTIEH : EF Amazon SQS B HEE  BWIANEERFF K LEENXEREER, JRREHE
Frm EEEXER , SDK SMELE XA HIEEZE AWS CLI FiEEXE, MR SDK #EEEX#F
REAEXE , MEINER T SDK 2FFZXEHIRE N us-east-1o

o BABIERIE O] BEARMMBR - AN RBASIIE API R Z ai#MIER |, BBL API BAFRE IR, EHEIRKE
ZBIKRERZA CloudTrailE{E A DeleteQueuci k.

- PRED : R LK HIERM AWS Identity and Access Management (IAM) B PSR A &% EFFER
R, MZA g2 W B A TR

The specified queue does not exist or you do not have access to it.

KENRR , RAEEREBNNRET AP AR

BXHEBRQueueDoesNotExistiiENEZFHAEFEE , TSHEERMN Amazon SQS BAFI A H API 8 A
B Zn4a] fi# R QueueDoesNotExist £5ix ? FEAWS HiRF O ERF .

InvalidAttributeValue £5i%
E ¥ Amazon SQS AR REHEBFEHABIRKEIZT AN E MR |, FRE IR,

REVRRME BB

s RERBEN REBREBREEIEMEMVIEZR, BXEZELR |, H2H IAM JSON K TE
SEZFWIE 1AM KB, BETLAER IAM FREAE 528 K2 AN Amazon SQS RIRFEE., R
KX A JSON B,

s ERALH  BRZPrincipal tRFETRERRBEPIHBZEEN. MWREN Amazon SQS &
BERMPrincipal tREE IAM £k, NIEFEAZREE 28 , BERIZEMAEEFET. Amazon SQS
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https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-files.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_DeleteQueue.html
https://repost.aws/knowledge-center/sqs-queuedoesnotexist-errors
https://repost.aws/knowledge-center/sqs-queuedoesnotexist-errors
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_policy-validator.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-generation.html
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LAWIFRFREHRLE IAM £, MR IAM EARFTEE | BFRE—FEIREE. EHEIAIAMSE
k| EFEAGetRolef GetUserAPl,

BRI RInvalidAttributeValuef iR EZEER | BSHERL Amazon SQS BAFI A H
API 8 A Bt an{a 2 R QueueDoesNotExist 45i% ? FEAWS &R0 ERH,

ReceiptHandle &%

A DeleteMessageAP! AR , IRBIE AW T E¥EReceiptHandleIsInvalids 238 ,
MInvalidParameterValue iR E4H IR

- ReceiptHandlelsInvalid £5i% : MIRWEHR S FEHF , CRFRBI ST RAIELEIR

An error occurred (ReceiptHandleIsInvalid) when calling the DeleteMessage operation:
The input receipt handle <YOUR RECEIPT HANDLE> is not a valid receipt handle.

+ InvalidParameterValue f5i% : IRWEKSELH , HBFWESUT REAXCHEIR -

An error occurred (InvalidParameterValue) when calling the DeleteMessage operation:
Value <YOUR RECEIPT HANDLE> for parameter ReceiptHandle is invalid. Reason: The
receipt handle has expired.

AREM R RN EFEETE

BERaWRANERNRIIRERCEN , FENETIA BN ERNAR, = W EEeS et E ZIHe |,
BERERSIFXEREARL, SRBRKREERERRESN , (RS —NHHKREKS, HB5LE
HIE IR MR IR IR IR | B A E WA IR DWTE Amazon SQS BAS AT IR 14 8 A B 8] P9 BR

ZOHE

BRUNfERReceiptHandlefB iR EZELR |, 5SS HEMEA Amazon SQS DeleteMessage API 1
FA Bt I g R “ReceiptHandlelsinvalid” # “InvalidParameterf8” §5ix ? £AWS AR OEREH,

5 Amazon SQS FEER\FIF DLQ EF IR 3h (8] Bd 1T iR FEHEER

LTREEEE T Amazon SQS DLQ # DLQ E#IXz) 8] B AY & % ML R & LA R anfarxs Bt 4T R SRR,
BEXEZER , FSRENMAHAR Amazon SQS DLQ EFWzhEE ? FEAWS AR OEREH,

ES]
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https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetRole.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetUser.html
https://repost.aws/knowledge-center/sqs-invalid-parameter-policy
https://repost.aws/knowledge-center/sqs-invalid-parameter-policy
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_DeleteMessage.html
https://repost.aws/knowledge-center/sqs-receipt-handle-error
https://repost.aws/knowledge-center/sqs-receipt-handle-error
https://repost.aws/knowledge-center/sqs-dead-letter-queue-redrive
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« DLQ []&

« DLQ-redrive [a]&5

DLQ [A] &R

THEE LR DLQ [R)E LA R a0 4a] il RX L B) &

£

- FRARHNASEEEREURESSEHEBERENS

- JEfEBAFIEY NumberOfMessagesSent Al NumberOfMessagesReceived A Ptfig
- BIEMEESREAIEFH ISR

¥R FIFO BASIDE B i fE4k 8

EREFEEE B ARG BUHEBERIET!

FERFI B PARTEHENRASIN ERFRR N REEFEEN , Amazon SQS FH#Tit#H. Hit , MREEE
# & P EF NS EX S REE P IEERNRKRACER |, MZ0H B4R Z 48 BB S FE1SBA 51,

ZREBWTH , EARITTIIREZ— :

o« EF334H RIBA B #Y BB IK 3) K BE 8 K Maximum Receives R &,
- BEEEEHASDEFEHENAYIAES,

SL1EBA5/AY NumberOfMessagesSent #1 NumberOfMessagesReceived FPLEL
MRIEFHEIEENTILEEE , ©FFH Number0OfMessagesSent EirEK,. T , MRRLLEE

=R M & IEE B EIZEERAS , MR T 2 IRIZEE. ELt , NumberOfMessagesSent W {ET
g4 NumberOfMessagesReceived IR E,

SIENBELE LS AP ERTIK S 2R

SEERASIEF TS FELEN Amazon SQS REMNR , LAWK BIEERAIIKEE , AFEEXR
EE BRG], MREXBEBANR , NIEEAFIEMBHES TRSKM, EAIUERHREERK
HESHRSUBERA , REER.
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PRERM FIFO BASITH B i fEAL 12

ERSI—ELALEHEE  EFREHEY, XPRFELERARE®RBDAFIRAERENESEE

MHls, HREREMBRAEERSWEMEAE , HABATRFANNE, B TEREKRE , BRAUH
HEBEIES,

PRERASIE R RERBIH[EE . MREN KB EETEER , WRBARERIZEES , NEKH
BAERETWRESBE. EREFAIINEE  FHAREHNARF EBLEES

FIFO BASIBE ZIRFERESEARHNHES , BRALE-RX. Bt , REERETUSENS —1NE

BARRCHFIER  BEKDIALERZENFIERSFERERETzE , F—NERANTH
o

bS5, FIFO BABI R B DR AP IE RN HE, ER5LE FIFO RIIBCERMEL , THAEHNARFE
UEPUSEDIEESW

BEXEZER , ®2H L% SQS EEEE M A Amazon SQS HE.

DLQ-redrive [a) &

TR E LA DLQ-reDrive [8]# LA K a04n] f## R X L8] &,

&

« AccessDenied PR E] B

« NonExistentQueue %&i%

« CouldNotDetermineMessage/f &5 i%

AccessDenied X PR [a] &5

% DLQ EF I3 E R AWS Identity and Access Management (IAM) 35443& 5 Fr ERBR 1 < AT | Ht
S X% AccessDeniedfEiRo

iR HERA
Failed to create redrive task. Error code: AccessDenied - Queue Permissions to Redrive.

AR DLQ EFMEBFERFELT API R :
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EFRENEIEE , BITUTERE

« FEEBABIRNER :

* sqgs:StartMessageMoveTask

* sqgs:ReceiveMessage

* sqs:DeleteMessage

* sqgs:GetQueueAttributes

 kms:Decrypt— HIEEBASITR R R TRRA S 4K IR 6
« BFRBABIER :

* sgs:SendMessage

 kms:GenerateDataKey— 2§ B ¥rBA B4 iR,

« kms:Decrypt — = B¥rBASIHEMNEZERT,

EECHEERITHESENFY , BIITUTERE
« FEAERAFIR :

* sqgs:CancelMessageMoveTask
* sqgs:ReceiveMessage
* sqs:DeleteMessage

* sqgs:GetQueueAttributes
* kms:Decrypt— ZFE{EBA ST R 1A IRBA Sl 4% b0 2 B o

EEREMEBIRES , FRITUTRAE
« FEIEBAFIRR

* sgs:ListMessageMoveTasks

* sgs:GetQueueAttributes

NonExistentQueue %8 ix

% Amazon SQS JRBA I R EE R EHMIERET , A X ENonExistentQueuetliz. REH EFH RS
2|1Z7EH9 Amazon SQS BA%I,

BIRHETRA
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Failed: AWS.SimpleQueueService.NonExistentQueue

CouldNotDetermineMessageiF &5 i%
HEZHEUTHERT B2 DLQ EF R K 4ECouldNotDetermineMessageSourcefsix :

- B API B XX F DLQ #9 Amazon SQS jEE, SendMessage

- REEET DLQ WL S#h a2 B A RS (Amazon SNS) Simple Notification & AWS Lambda =}
EEGopizi=W

ERIER , FEFREFREINER EFEITNEELENM". RE , #A Amazon SQS EA%!
ARN , fFFrEHEM DLQ BEB#RBA 5,

iR B RA

Failed: CouldNotDetermineMessageSource

f# R Amazon SQS HH FIFO PR &l [a) &

ZRINER T |, FIFO BA%|%#F, FDeleteMessageBIEA APl RESH 300
MNSendMessageZ®E5, ReceiveMessageBIERAGIFETAER , #id 300 TPS WiER
£ThrottlingExceptionHI4EiR, ERFXMER , BUUFERNUTHEE

« 1£ Amazon SQS F 5 FIFO RIS ASEHE.

« f£/ Amazon SQS API #t 2R/
SendMessageBatchDeleteMessageBatch , ChangeMessageVisibilityBatchH¥&
N APl BEBYW &S 3,000 FEEW TPS REIRSEIEH 3,000 & , MMEEEKRE, XtTF
ReceiveMessage APl , ffMaxNumberofMessagesSHIRBNBERZIHRZERTRHEE, BX
EZEER | B55R Amazon SQS #taLE iR E,
- XTEFSHELEMN FIFO RS , BRBERWMLICS XFIAE, #IBRXEFHEEHEEA ID #H
B, £AXRB#E ReceiveMessage API &R UHE @A #L 2 M BRE 2 = 5 SUE 2 o WA B,
o« BiNME—MessageGroupIdEMEE., XA FIFO BAIlD X2 B I9E. BEXEZER
21 £/ Amazon SQS JHEA ID,

EXEZER , BN AR Amazon SQS FIFO A& B REIEMEEATRN B EESHit
5ﬁ,%\éﬂ¢lﬂg7“ﬁ,%\ ’7 T:T:AWS iulz\q:’b\?ﬁﬁq:o
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https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SendMessage.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_DeleteMessage.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SendMessage.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ReceiveMessage.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SendMessage.html#SQS-SendMessage-request-MessageGroupId
https://repost.aws/knowledge-center/sqs-fifo-messages-not-returned
https://repost.aws/knowledge-center/sqs-fifo-messages-not-returned

Amazon Simple Queue Service FRARIER
¥ Amazon SQS ReceiveMessage AP 8 i iR [B] #Y 5E S 17 8 fE
BERR

UTEBNAT Amazon SQS H B ATRETTEIR M 45 0K 52 & B &R DL IR (R SA e an AT v Eo st 1T U R HEBR o
BEXEZER , RERNMTLARTEEPCKBE M Amazon SQS BASIEVEE ? FEAWS HHRA/LE
mHo

=

F

He
=

Bl
A E kTRl
BHEIR

(d
rI]]}M-

i 3
Fn

—\I.

FAEIEH

= 1E
LIPEp:

*@ i
S |em
jaee

ZEEA B

EWEENIRENZE , BEAKELARAA ReceiveMessageAPl, & A LAfE
AApproximateNumberOfMessagesVisibleApproximateNumberOfMessagesNotVisible,
MApproximateNumberOfMessagesDelayed CloudWatch 165, MR L7 5 PG FTE IEFREED
REN O, MBASIFFHEM A ZE,

IR E| k1T BR &l
i REE AL H BRABIE XITR &I ( FIFO 7320000 , #7873 BIAE 120000 ) , Amazon SQS
T IR ER IS F & PR HlHY £ 1RE B
JHEEER

R Amazon SQS BAFIELE NIRRT , SEEEREAEE TN AEN , MEIER I E 4R ZH
HET AW, ERIESIREEENLERBRAS , EFEMA GetQueueAttributesAPI DelaySeconds
B, EMBAFIEZEH AH “EETER” ThH, R&EApproximateNumberOfMessagesDelayed
CloudWatch $EF- A 7 SR BB EERIER,

HEEEEESF

WMRHEAMERFEINEEHRIT TRA , WIZCERFEAT L EEN RN TEERSIFTATR, FANER
ERETREAREZENERE R, BE V ApproximateNumberOfMessagesisible CloudWatch FE#REL
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https://repost.aws/knowledge-center/sqs-queue-message
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ReceiveMessage.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_GetQueueAttributes.html
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THRUEBAHEERE. XT FIFO RS , MRFAERA D KEREEERT , WERIFEM R ZH
ERZHEEZEANTN , BNFLBEREEER. X2ENEESFRHE FIFO BAFIFYHE S AR 4
E7al: 08

BIRTTE

MREERNRERIE , W (WaitTime# 9 0 ) Amazon SQS &X HARSF 81 FE#AITRE |, HX
RERBX LRSS RAES. Bt , BMEERAIEEK , AT ERE, BENRRAEERFERE
H B

MREFEANR KR , Amazon SQS 2R HMERSSE , HEWEEL - KXARERETEIERE
WBRAKREBRELZEMM, MR S ReceiveMessage WaitTimeec onds BIE XK , N ATRE T EZ N BIFRE
ATRER.

¥ Amazon SQS M= 1T PEHERR

IR EBERET Amazon SQS A& 8] B A & % WL JR B LA K anfarxd Ei 4T B PR HEBR o
£

« ETIMEOUT error

» UnknownHostException error

ETIMEOUT error

HEPIRAEEY S Amazon SQS KixTi /Y TCP &Y , MK EETIMEOUTH iR,
HEHERR
- REMBERE

BRETERLUNGSRMUEEE Amazon SQS HWMEERE. telnet

Example: telnet sgs.us-east-1.amazonaws.com 443
- REMBZRE
o BRENZA M AEAN, BEMBEEZESISIR (ACL) AT EERNKO LARE.
- REHAMY (HO ) ANAMAVFRBE GO 80 5 443 R E.
« P ACL Hi¥h (O ) MNAMAVFRME TCP w0 80 5 443 MR E.
« M4 ACL A¥L (AO ) FAB AV TCP #w O 1024-65535 LWIRE.
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https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ReceiveMessage.html#API_ReceiveMessage_RequestSyntax
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ReceiveMessage.html#API_ReceiveMessage_RequestSyntax

Amazon Simple Queue Service FRARIER
o EEINHEERNPYIL S M ITE R (Amazon EC2) 244 M EE BB MiEE,
« TEBHELMIER (TZE# VPC ) KiFTH R

WMREES Amazon VPC KixT7 =151E Amazon SQS , MA T R Z A M MAFBES RO 443
HABZFRRLANAERE. 5 VPC LinT KM FMREKHME ACL XMEFUTEE :

. M4 ACL 5 (0O ) MUNAFRAL TCP #0 1024-65535 ( IGAT O ) LHTHE.

« M4 ACL A¥h (ADO ) FMAMAFIRA 443 EHRE.

=S

A, LE# SQS VPC L1 = AWS Identity and Access Management (IAM) 3R B& 2470 S8 R 17 18] o
LAR R VPC KT SEREEIEE AT IAM B FMyUserd Amazon SQS BABILEEE . MyQueueH
fIRVE, IAM A 7 # Amazon SQS #RIR#IEL BT VPC LinTr K 1TiHE,

{
"Statement": [{
"Action": ["sqgs:SendMessage"],
"Effect": "Allow",
"Resource": "arn:aws:sqs:us-east-2:123456789012:MyQueue",
"Principal": {
"AWS": "arn:aws:iam:123456789012:user/MyUser"
}
1]
}

UnknownHostException error

HILEBEEEN IP shibst | B4 &4 UnknownHostExceptionf& iR
B HERR

{5 Fl Znslookup3k AR FIRE 5 E A& XEXM IP bl

* Windows and Linux OS

nslookup sqgs.<region>.amazonaws.com

« AWS CLI S&EH F Python & 5ii% < # SDK :

nslookup <region>.queue.amazonaws.com
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https://docs.aws.amazon.com/vpc/latest/userguide/VPC_Internet_Gateway.html#vpc-igw-internet-access
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MRER BT RIAVH | FRR DNS BY T 4F 5 3E LUK an4r i R &R 59 5 E) @R PERY DNS i FE A AY 15 BF
HEATRIE HEAWS HHRAROIEREF.

MRBRBTERWEE , WRAEENAEFRINNRE, EMRNARFRIOEE  FEZHAUT
BE
- EFRENNARER.

« IAEW Java RARRFR AR DNS E1F, NMRAEE , HNENNAEFEENFTS DNS
TTL. BEXEZELR , S  DNS BMEHZE JVM TTL,

BXRNABRMEERNEZELR |, TS WA R Amazon SQS B “ETIMEOUT” # “UnknownHost
FEEEEIR ? EAWS AR 0IERTF,

#H AWS X-Ray#EZE Amazon Simple Queue Service BA 5l [a] &

AWS X-Ray WEBX LN NARFATGENERNVEE , AATEEENHERE , SBAEBEHE
BRECN S, X TFNENNARFNEMRERER , BUUEEEXER. WAARENNAERFRX
T AWS BIR, MRS, BIBEF HTTP Web API BB A FAE L.

EBY Amazon SQS &i%X AWS X-Ray BER#RL |, BAILRITUA T E—IRE -
« A X-Amzn-Trace-Id IREFRk,

« ffH AWSTraceHeader JEERZE M,

BEREEXBIRNERNEIE | B4MER AWS X-Ray SDK X AmazonSQS & w78

B LAMER AWS X-Ray #2#|A&EE Amazon SQS SEHNAREFEANEMRS 2 HNEER, &
R UEREFAEEFER , AINEHERNRER, BXESRFER , H5H (AWS X-Ray FFRXAR
5r) FH Amazon SQS # AWS X-Rayo

2/ X-Ray HEERAFI AR 212


https://repost.aws/knowledge-center/sqs-connection-error
https://repost.aws/knowledge-center/sqs-connection-error
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/jvm-ttl-dns.html
https://repost.aws/knowledge-center/sqs-connection-error
https://repost.aws/knowledge-center/sqs-connection-error
https://docs.aws.amazon.com/xray/latest/devguide/xray-concepts.html#xray-concepts-tracingheader
https://docs.aws.amazon.com/xray-sdk-for-java/latest/javadoc/index.html
https://docs.aws.amazon.com/sdk-for-java/latest/reference/index.html?com/amazonaws/services/sqs/AmazonSQSClient.html
https://docs.aws.amazon.com/xray/latest/devguide/xray-services-sqs.html
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Amazon SQS HI LM

AITRMAER Amazon SQS B2, BHMHRIEMTFEIZHI LR Amazon SQS 5 FIKEEE S HER.
£

- 5% SQS FHHERY

« Amazon SQS #H F A ML RIEE

« Amazon SQS F /Y BRI KM

« Amazon SQS H & RIF

« Amazon SQS KRB ThEE

« Amazon SQS HHEMRER LM

« Amazon SQS R &EXE

I SiEh SQS Ry RS

7 AWS ERFERER TLD#HE LIRS PHEERT . MAERPNR AWS |, ARRFIET
FIEN BN IKERZEN AWS Cloud, BARLEFNEETHEMEN LHNABTNEG, BEAR
ZRERR AWS RS NELLBEBNEETS. AXBERMNESER , FSRAKERLELR

B, AXRBNBERFHNESR , H2H AWS Security Blog £#) AWS Shared Responsibility Model

and GDPR BEXE,

HFHEFERPEH , BNBUUERF AWS Ik EUEHEH AWS IAM Identity Center 2, AWS Identity
and Access Management (IAM) REMNAAF ., X# , SNMNAFRREETHIERITAMENNE,
BNEBWEBIUT AR RPHIE -

- NENKPERZES BRI (MFA)

- £/ SSL/TLS BERREE. AWS BAIERFER TLS 1.2, IR TLS 1.3,

- FARE API A FE3I A& AWS CloudTrails

- £/ AWS MEBBRAFRURHEFHAERINZSEZH AWS RS,

- FRAERIEELZERS ( HI Amazon Macie ) , EEBI T AT MR Z47E Amazon S3 FEVBUR
iz,

- MREE AWS BIHSTRER AP #HTHENEEZS FIPS 140-2 RIFMMEFER | EFEH
FIPS i R BXTHAMN FIPS MR EZEE , B5H (EEKIBEELERAL (FIPS) 2 140-2
R o
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/compliance/fips/
https://aws.amazon.com/compliance/fips/
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BATRZIB SN ENZREERBRBER ( WEEFHN B FIRHFibit ) RARSHBHERNXEFE
(WEMTFER ) . XTELEARFE, API ZRHFEAITES AWS RS A Amazon SQS = HAth
EM*HTZ%IE’FE AWS CLIFER . AWS EATEMHNFREDR B HE RN XAFERP# AN TAHRIELR

AT RICHBEE. IREQABRSS[RERL |, BBV EFEEMNUFPISEIEFEER
?ﬂﬂﬁWK%MW?o

AT E 424 E % Amazon SQS FHIERIFNE S,
FB
- W5 SQS R BIEINER

« Amazon SQS AR M Br i £ f2FA

T 33 SQS IR I

BREARPIBEREESR ( ATEMEFF Amazon SQS B ) ML FES ( FMETE Amazon SQS HIEH L
WELE Lt ) HIRIRPBIE. BUERALLEETE (SSL) IFFmMBRFEHPHEE. BRiA
BN T , Amazon SQS FERAE &K EFM#E SN, BILLER Amazon SQS T EERERH
BREPOHNMEXHREZANEHITNE , NMERFPESHE, L5# SQS BIUER SSE ki1t
BEME,

ES ]
- TS SQS FRVEAINER
- W5 SQS ZAEE

5 SQS FRYFEA IR

EBIRRSS 2R IR N2 (SSE) , B LA AMER SN AR A RBUREIE. SSE A SQS BN MER
A (SSE-SQS) 1t (SSE-KMS) R EEN ZARRFBATIFHENMANSE. AWS Key Management
Service HXxEHAERE SSE M58 AWS Management Console , HFSRUTHEA :

- FBAFIEE SSE-SQS ( #EA )

« RNEABIELE SSE-KMS ( #24l4 )

BxfEH AWS SDK for Java ( B
K CreateQueue, SetQueueAttributesMGetQueueAttributesiE{E ) B SSE WEE , B
E AT R~ -
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https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_CreateQueue.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SetQueueAttributes.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_GetQueueAttributes.html
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X4 Amazon SQS BA 5! A AR 55 2R ik IN 25
« BLE KMS PR AWS RS

—H Amazon SQS WEEE , SSE MAaXHEH TN, XEHEUNZERNER , NS EHEKESA
BREAER , Amazon SQS F&XHEHR TR,

/A Important

HX BT SSE M FIN A IERELIER HTTPS # Signature Version 4.
FERABRIAZ4E ( Amazon SQS FIAWS & KMS %48 ) §9 1172 A 5 7o 3k 1 H AL RA 51l &b i B
Lambda Bi¥. AWS K/

AT LAE A AWS Security Token Service AssumeRol e 4E[E Amazon SQS &IEBEHK AWS
RS FRELINEES SSE #A , BUEA TARANS

» Auto Scaling 4 an B Bi$EH
« AWS Lambda JE{SBA

BXREMERESSMENINFEENEE , S0 71 AWS RSEE KMS R MRS X4,

AWS KMS &<, SETHNEHANZRGHEES  RETTEBIZHENZATERS, 8T
Amazon SQS 5—iRFE AR AWS KMS , IIZEEHENHEZAELBEMBZASECIIRFPIEE—
I,

£ AWS KMSEBLLTIFAL -

o WAL BITRIEMEE AWS KMS keyso

« BETLERERT Amazon SQS Y AWS & KMS B4R , IZBAX T8N K - M it X &R 2 M —
B9,

« AWS KMS Z2FrAE T AR B IEH E S IMBZHRAMEMEER,

BXEZEER , 55 H AWS Key Management Service FF & A RIEE I A2 AWS Key
Management Service ?

£}
- INETE
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https://docs.aws.amazon.com/general/latest/gr/signature-version-4.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/lifecycle-hooks.html
https://docs.aws.amazon.com/lambda/latest/dg/dlq.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
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. KBAIE

EEE

SSE ##3¥ Amazon SQS BAFI A EYIE B IE ST IR
SSE A"X AT B HRATINE

« BABITHAE ( BABIBRAMEME )

- SHETEIE (JHE ID. HRABENEMY)
- ZEASIHEIR

HEHEHRTMBENEENENRERNNREZTNAFTAA, BA SSE &, WMERIINESR
SendMessage #l ReceiveMessage ERFHIEL, Amazon SQS T2 REXRKREBVUTEXAESR
BER, WMREAE Amazon SQS AFIZIEERER , FHEMARZEA SSE. XF4&MH Amazon SQS #
IEEIhEE -

- RSB ABNFIINE & K% E B X H#ITINE, Amazon SQS T MBEREREE..

o EAMEBREERRFMBRES , IEESZRAHESINME,

FEEBERENIFHMEMNE

* 3R Amazon SQS F—FEEMNMEZRRA I B ERMBFAITEET] , WiZH B RFREFMEBRES.
* 3R Amazon SQS F—FEEMNARMBNIRASIBEMZATEESG] , WiZHBRAREFRMNEZIR

N

72Bho

KERE

UTFRBREBEEBTEEL M T # SSE HITheE, BX1FMILEA , 55 Amazon Simple Queue
Service APl &#,

BIEZA
T INZ Amazon SQS JEE RN BHZ4A (DEK).

BEXEZER , 5210 (AWS Encryption SDK FF & AR )Y F (AWS Key Management
Service F R AR IEmM) WHIEEH.
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https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#data-keys
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HEZAEREY

FEBXRBEMAZE , Amazon SQS THUESEFABBEZHARNERMBZEENNEEE , MWL
fZo AWS KMS —MNRRMEBWIES , AT 605 (1 5% ) M 86400 # (24 /et ) 2E. BRIAE
N 300(50% ), BXEZER | B8 THEBEZBERAFH,

@® Note
F— T EFRER AWS KMS , Amazon SQS F#&FEAEFMNHREDR  ETE
B ER,

KMS %48 ID

BRI EMIKS P AWS £E KMS B4 HE X KMS 245145, 5158 ARN, 45 ID =
4 ARN, ER Amazon SQS ¥ AWS & KMS A Bl E e Nalias/aws/sqs , {BHIIN |
BEYX KMS M BIB AT LR, alias/MyAliasi&AILARIAX L KMS B4R Amazon SQS
RASI R SE 2.

® Note
BEUATHE :
. MRLBKRIBEBEN KMS 248 , Amazon SQS [FEAT S# SQS B9 AWS 1£E KMS

- BRERANBIEELD#H SQS B AWS £E KMS 4Rt , AWS KMS £ 7 5 i#
SQS I AWS £E KMS %4, AWS Management Console

- HE , BXNBAT SSE #IRAFIEASendMessagesiSendMessageBatchig{ERT |
AWS KMS £ Amazon SQS I AWS £& KMS &4,

BT LABIE KMS B4 |, EXREIMAIER KMS BRAMN KR | H RS AWS KMS A1 &/
REZ Mo WCreateKey AWS KMS #RERTFIT KMS BEANERER. BREZSER , F5
% {AWS Key Management Service FF R AR 1EF) FH KMS ZEAMEIERE . BX KMS E4A
RN EZ R, HS 5 AWS Key Management Service APl 2ZKeyldF i, BXEK KMS
FEAFMRTNEER | 528 (AWS Key Management Service FF A A RIERE) HHIE R4 ID A
ARN,
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https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateKey.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_DescribeKey.html#API_DescribeKey_RequestParameters
https://docs.aws.amazon.com/kms/latest/developerguide/viewing-keys.html#find-cmk-id-arn
https://docs.aws.amazon.com/kms/latest/developerguide/viewing-keys.html#find-cmk-id-arn
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/A Important
EAZEXINFNTA AWSKMS, BXEZER , B2H (GERE AWS KMS #l AWS

Key Management Service EHto

EHmE

o

MEZENBIEN Z 2SR BURT AR IR 2 ZBEIBIEZH. Amazon SQS EA KMS #H
MNHBFZARITNE , RAENZNBREZHENBENEE —BEFEME. XHER KMS B INE %R
aki): 0N 0n WS REE DI

BXxHEMBNEZELR , S AWS Encryption SDK Fr & A RIS FHEINE,

L5 SQS AT E

Amazon SQS 5 AWS Key Management Service (KMS) £/ , Fi T EEIRS 2% % (SSE) B KMS
%4, BX SSE EENMEHAEEEN , HZHILT# SQS FHESMNZE. Amazon SQS /A KMS
REARRIENFRF AT MENBRZEENBEZHR. UTHBIREFXRE Amazon SQS REHEHA
KMS Z4AMBEZRNE S

£}

« EiE AWS KMS R

- THRBERHAEARAH
- EERAE AWS KMS

« AWS KMS f5ix

ELiE AWS KMS X [R

B4 KMS BAIBAME —MEAEE, #EE | BFEEU Amazon SQS B AWS FE& KMS 343t
FREM. It KMS BANBESF LS (RERTEM Amazon SQS ) R FE AR M5
B R

NFEFREENW KMS 2 , BXTEBZHBE , LERNSIRICIEENERERMNNE. Ak,
BReEENFERAEEEN KMS ZHERFHAF. BHX AWS KMS RN EZER , i5SHAWS
Key Management Service 7 & A R IERHFHAWS KMS FRFIZIES AWS KMS API RS ZE,
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https://aws.amazon.com/kms/pricing
https://aws.amazon.com/kms/pricing
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/how-it-works.html#envelope-encryption
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/control-access-overview.html#kms-resources-operations
https://docs.aws.amazon.com/kms/latest/developerguide/kms-api-permissions-reference.html
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HE , BUUESBREEZEN IAM REEPIEEPMHNRIR , XL Aa eI ZMERMEES.
BAXEZER , 5519 (AWS Key Management Service FF X A R#m) FHEF IAM F8BEHATF AWS
KMS,

(@ Note

RAREALIEES BNRE [ Amazon SQS &% FEW |, 1B AWS KMS EEE IAM &
B&ResourceZpo F B B FEXEH KMS H4ATE ARN,

7 AWS RS EE KMS R

BJLH AWS BRS 78 H B4R , ATLAME Amazon SQS RAIIREEH, EAFXEEHRER MR
5|, a2 EFIEEN KMS B4, AEZARE P MINRRAERRE AWS KMS B9 API 75
Eo PATU TS RKREENR,

/A Warning

B WA T INZEEH Amazon SQS B EH KMS 2Rt , H3EE , FAIH KMS ZHANEZENIE
HEMEERZZERITNR, EMFZXEEE | S4TREIEN KMS B4 |, HRERER
REEIEF Amazon SQS A MEIBR, kms:Decrypt kms:GenerateDataKeyE#HH B AT
INEFESRE KMS 485 |, BRARLEMEFEA IR KMS Z4MENIEE I E MRS
RifikR , AEERIBRKZAIBK KMS 240,

1. RIBEFHEEN KMS 2. BXEZEE , 28 (AWS Key Management Service 7F & A & 15
) RHEIEZRA,

2. ERYF AWS BREEHREMKns: GenerateDataKey#l kms:Decrypt APl J53% , I KMS %
ARBFRIMATED,

"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Principal": {
"Service": "service.amazonaws.com"

I
"Action": [
"kms:GenerateDataKey",
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https://docs.aws.amazon.com/kms/latest/developerguide/iam-policies.html
https://docs.aws.amazon.com/kms/latest/developerguide/iam-policies.html
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html
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"kms:Decrypt"
1,

"Resource": "*"

3]

FERROIPH RS BN EHFRNRS B, SHRTEATRS.

EH/IR BRS5 &

I 5# CloudWatch S&zf events.amazonaws.com
Amazon S3 B4 EA s3.amazonaws.com
Amazon SNS &1 7] SNs.amazonaws.com

3. €A KMS Z4A#Y ARN BB A SSE RAS,
4. BEHFFRENZAIIG ARN,

NEMEERE AWS KMS R

LHREZHERAFRS R | 8/2& T/XAA SendMessage = SendMessageBatch Bt th & fl & X

kms:GenerateDataKey fl kms:Decrypt WM. Xt kms:Decrypt WRAREFEAFBERAZ
ARIEENTEEY, Rt , EEXTER KMS Z4M kms : GenerateDataKey Hl kms:Decrypt
PR o

RUTEARMECZEN IAM KEEF, BISE , WEARTRMEAGIZRER EBEIY ARN {E,

"Version": "2012-10-17",
"Statement": [{

"Effect": "Allow",

"Action": [
"kms:GenerateDataKey",
"kms:Decrypt"

1,

"Resource": "arn:aws:kms:us-

east-2:123456789012:key/1234abcd-12ab-34cd-56ef-1234567890ab"

[P

"Effect": "Allow",

"Action": [
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/events/Create-CloudWatch-Events-Rule.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/NotificationHowTo.html
https://docs.aws.amazon.com/sns/latest/dg/sns-tutorial-create-subscribe-endpoint-to-topic.html
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"sgs:SendMessage"

1,
"Resource": "arn:aws:sqs:*:123456789012:MyQueue"

]

NHEFREBE AWS KMS X R

LURERPEABRBEHN , FHET — XA ReceiveMessage Ffth &4 3} kms :Decrypt B9
WA, UMEEFEAFBEZACRIETHTEME, Rt , £AFXIN AT MEEERSFESNE
il KMS Z4A#E kms:Decrypt IR, MRBAFIFEHIEENSGI , NERELESLMERRFINZEIRAS
FOE BT KMS 2488 kms :Decrypt IR, FUTEARMEIEREN IAM KrEH, FidE
NEEABIRABA SR A EFH ARN E.

"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"kms:Decrypt"
1,
"Resource": "arn:aws:kms:us-
east-2:123456789012:key/1234abcd-12ab-34cd-56ef-1234567890ab"

IRt
"Effect": "Allow",

"Action": [
"sgs:ReceiveMessage"

1,
"Resource": "arn:aws:sqs:*:123456789012:MyQueue"

]

IRFRI FRI VBN TEE AWS KMS R

MBAABRIBAFHEMENAWS BSE4EET |, EBaLMER aws : SourceArn 5
aws:SourceAccount £RFRHREIUBIEHIVEERERNT, EFAXLERHE  BRHERENEM
R R IREY Amazon BIRB R (ARN), MRERAERIFRH ARN , iHXA aws:SourceAccount,

Lt KMS ZHBERS , AR, 111122223333 HENRSHHEFERREA KMS #1T Decrypt
M GenerateDataKey #&4F , XL 4E7E Amazon SQS £/ SSE HiEI &K £,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html#principal-services
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcearn
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount
https://docs.aws.amazon.com/IAM/latest/UserGuide/confused-deputy.html
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"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Principal": {
"Service": '<replaceable>service</replaceable>.amazonaws.com"

}I

"Action": [
"kms:GenerateDataKey",
"kms:Decrypt"

1,

"Resource": "*",
"Condition": {
"ArnEquals": {
"aws:SourceArn": [
"arn:aws:service::111122223333:resource"

B A SSE B9 Amazon SQS BAFIEY , LA T EBRS X #F aws : SourceArn :

* Amazon SNS

* Amazon S3

« CloudWatch XZEigd

+ AWS Lambda

« CodeBuild

« Amazon Connect Customer Profiles
* AWS Auto Scaling

* Amazon Chime

THRBEZHERBEH

BIEZAE A ERE Y Amazon SQS EAHRBRERANRKIFENR R, YHBEZAERAARLER
Bf , Amazon SQS 24 K — NN EEZH. BEEUTEXRMLER BN AN,

- RENESHERMTURESZS2YE  BE2SHESHRITEIE AWSKMS , XA EBHRARE
ENTEA,
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- REATHNENREZNRFEZARLMEREN , EARAMMNENATHIEZANHEANBIZ,

- UBRIBERPERAPLE RS , T—XAHSendMessagesSendMessageBatchiBE &t & X AWS
KMS GenerateDataKey B AR AR SREGTHBIER A, I, ETERXYSendMessage MK
F#ReceiveMessagefF il X X HIIH A AWS KMS Decrypt , SARIEHIERPANTEY , RAGBE
ﬁ'-eo

- ZFEA (AWSIKF AR ) THEREZA (HE—ZERARZENEERELSREBE —NWRER
). Hitb , ¥NEAE AWS KMS RBEZAESEABREANE —TABENEH.

EERA AWS KMS

RN T TN KA H E L7 7 BRIER AWS K8 | BOJBEEE 7 ## Amazon SQS fEH & KMS 2548 By 57
£,

(® Note
REUTAXNTWLERET T BT KA , EEAT Amazon SQS K75 4G , SKERARANH
BEES,

EiITESI I AP ERE (R) , BEANTARK :

R=(B/D)*(2*P+0C)

BREWKEERM (UWNEMA),
DRUFEZAEABDY (UWNEMN) .

P 2 &IAF| Amazon SQS RAFIKI R =AM EE,
C @M Amazon SQS BAFIEIRKY £ EHIE.

/A Important
BE  ERFHTENRARCERAZANMMGE. AXESEER , F2H T HRBEZHERE
3,

MRGBENEREERSTRNAST , WERAE M,

DTFR—ERFITE, BXHEBNEMES , S AWS Key Management Service T
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html#Principal
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html#Principal
https://aws.amazon.com/kms/pricing/

Amazon Simple Queue Service FRARIER

R ITE 2 NEFEAN 1 ANBAFIEY AWS KMS API i R EK

L RGIBRE :

- lkEFEHN1A1H-31H(2678400% ),
- BEEHERBHIREN 5 78 (3008 ).
- B 1183,

- B1ANIBRERN 1 ADMERA MR

(2,678,400 / 300) * (2 * 1 + 1) = 26,784

R 2 HESANEFENERE LR 2 MASIR AWS KMS API 18 IR #K
L RBIBRTE :

- BEEHA2H18-288 (2419200 %) .
BEZAERAARIREN 24 /)t (86400 % ) o
B 2 BRI,

FE—NRASIE 3 NMIEEAEF 1 NMERAEM,
FEZMRASIE 5 NEIEEMAEF 2 MEAEM,

(2,419,200 / 86,400 * (2 * 3 + 1)) + (2,419,200 / 86,400 * (2 * 5 + 2)) = 532

AWS KMS £5i%

HI&MEM Amazon SQS MEt AWS KMS |, AIgERIBEIEIR. U TSE IR E R 7] serY B HEBR AR R
oE

« B AWS KMS $Hix

« AWS KMS Decrypt £5i%

« AWS KMS GenerateDataKey %&i%
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https://docs.aws.amazon.com/kms/latest/APIReference/CommonErrors.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html#API_Decrypt_Errors
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html#API_GenerateDataKey_Errors
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Amazon SQS F YW ERFRERFA

Amazon SQS K Amazon Virtual Private Cloud (Amazon VPC) iz R 2 VPC RRIZ K | N AVFE
%) Amazon SQS. VPC FiEREHZE| Amazon SQS HFHAEAHE VPC, UTHoRMEXEH
VPC i S F 82 VPC % S RKIEHE B

£

« Amazon SQS #Y Amazon Virtual Private Cloud i &

« ¥ Amazon SQS #|%Z Amazon VPC i 2 2RI

Amazon SQS B Amazon Virtual Private Cloud i &

WREFE R Amazon VPC RITEZH AWS HR |, AT LAFEZH VPC ML S SQS 2 BN iEHE,
&0 LAGE R I E R B R IE B Amazon SQS BABI , MEEE N Internet,

Amazon VPC A EEBHEMNELMEFRZE) AWS &R, aJLMER VPC B &IE8HNMEIRE |, Flw IP
HSEE. FM. MERIMEMX, X VPC WEZEE |, 1§55 Amazon VPC FIFIEE,

EfF VPC E#EF Amazon SQS , BHMEEN —MEO VPC v K |, Zim [ ALY VPC EZEFH

flz AWS BRS5. ZinRIiRME T 2 Amazon SQS WAISE., AIH RIVERE , TR EBRMMK, Mt
iR (NAT) S2fI=k VPN £, BXEZEER , BSRANIERPHHEE - M Amazon Virtual Private
Cloud B B &% % Amazon SQS BAFIFIRHI 5 : MMREFRRKE VPC i , M3IELGR |, UKk
{Amazon VPC FIF1ER) #I#EE0 VPC i (AWS PrivatelLink).

/A Important

« A BER Amazon Virtual Private Cloud & HTTPS Amazon SQS R —iEFEH.

« LIBYF Amazon SQS BB M Amazon VPC KiEHEER , %0 /3 AFAE DNS Hi#
sqs.us-east-2.amazonaws.com &= I8 E ik Ko

« #,5 DNS X #HES R = , B30 queue. amazonaws . com 5 us-
east-2.queue.amazonaws.com,

7 Amazon SQS 1% Amazon VPC i = SR B

A LA Amazon SQS 612 Amazon VPC i 55K K , B XEHBPIEELUTHES
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https://docs.aws.amazon.com/vpc/latest/userguide/
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html
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« AIITIRER ES,

« AHITHERMAE.

« X ERTIRENRIR.

BXREZEE , 550 (Amazon VPC RAFiERE) FPREA VPC un K2 53 AR S5 #Y 15 A

LA VPC i R R BE R BITE E AL P MyUser 558 B &% F| Amazon SQS BA%I MyQueue,

{
"Statement": [{
"Action": ["sqgs:SendMessage"],
"Effect": "Allow",
"Resource": "arn:aws:sqs:us-east-2:123456789012:MyQueue",
"Principal": {
"AWS": "arn:aws:iam:123456789012:user/MyUser"
}
]
}
TR BB HIEL

« Hfth Amazon SQS API ##4E , i sqs:CreateQueue M sqs:DeleteQueue,
- Hitt==EAZ VPC im B P FA N,
« MyUser FEERIEZZTRREH Amazon SQS BA I,

(® Note

ZRAFPMAT M VPC %"‘Bﬁﬁﬁ Hth Amazon SQS APl #1. BXEZEER , B5H =6l
5: MEFREXRE VPC i , MIELEIR,

Amazon SQS F I B3R5 RE

AWS Identity and Access Management (IAM) AWS RS T #EIEE R T2 iR HIX AWS BRI
PR, IAM B RS A SUES F AR (2% ) RGN ( EENR ) KEA Amazon SQS #
Ro WA LAMER IAM AWS RS , TEXEANER.
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints-access.html
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Z AR
BHEA S AWS Identity and Access Management (IAM) @ BFFE , E4EBUR T &4 Amazon
SQS HFTiH Tk,

RS AF - NREFEA Amazon SQS BRERERES , MENEE RN ERUMENEIEFNNR,
BEE & EFAE % Amazon SQS BIERFTRES , BUAEZEFNNR, THENAEEGRNBRET
BEEERBEREENNE, MRETE1HE Amazon SQS FHEE , HZHAmazon Simple Queue
Service &4 M iA BN REHEIEE.

BREEER - MREELTAREE Amazon SQS &BIF , BAEEX Amazon SQS EB T £ 1|
R, BAERAHRELSNRS B E B Amazon SQS ¥ EMER. RE , BL4AE IAM BER
RRXBERUEFESABRSAFHNR, BEFZNELNERUTHE IAM WEXRES S, EFHATHENHL
TR IAM 5 Amazon SQS #E#E A , E2 5 Amazon Simple Queue Service A5 IAM & & &
Ao

AM EER - MELE AV BER , WSS TREXNAKEENLEEN Amazon SQS H H
RBWIEAES, ESEETE IAM FEAH Amazon SQS ETSAMER T, BSHAERELS
B.

£ & 21T B IR AIE

ENRIIEE AWS FRAEHEILEEZN AR, BH4T IAM BF BASETIE AWS IkFRAFE
IAM £ @347 B B ( BFE AWS ) .

B EABEY & HRRENEREIL AWS BRE 508K, AWS IAM Identity Center ( IAM Identity
Center) AF, RLOFAIMNESEREREIELIREN Google = Facebook EIRMEKE & 108 =~Hl,
UIELIBRA BMEREN , ZFNEEALUGER IAM ARIEE T SHKARKIE. HIREABKESTR AWS
i, IRRRERERE 1AL,

BFBEHNAPER | EALIEF AWS Management Console 2 AWS 5[RITF, BEXBEZFNEZER
AWS |, S (AWS &35 AFEmR) PR AEZEE AWS KF W,

MRE AWS BURBEFNTGE |, M4 AWS ZEHEAF ZEH (SDK) Marw1T#E0 (CLI) , SMEFRE
HERITERFTNBLEE, WREFRFERAAWS TE  NNAECLEBER, BXFERAKENSEH
TEEBERNESELS , B2 IAM AFERTHEE AWS AP iE3K,

TieERAREHRIESE , CUREFERHEMZLEE, fll1, AWS BUEERAZESHRIE
(MFA) SkRiREKFHNREM, ETHRESER , 550 (AWS IAM Identity Center AFIERE) il 2
ESHRIEN (IAM AFERE) P E AWSHERZESHRIE (MFA)
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
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AWS K F root FiF°

BIZEf AWS IKF , BEXBR—NEREN , ZEOUTUATLERKS FHMERR AWS RS ME
Ro L H DI AWS IKF root B, R GIE MK/ Bt 62 P Y B8 F BB 44 3t ik R 22 8 B S BN AT 15 )
ZH M, BARWESECRRAFNITERRES . RPEFBRAFEIE | FAERAXERIERRKITRIE
AP EBRITIHES . BXEREUBRAFSHERNESHERIIE , H2H (AM AFERE) F
MEERASEIENES.

oS- 4v)

EARESRER , ERXRAXAF (SREEEEAHRANENAR ) FASEHREENEKS B HRIE
AWS RS B IErHEBHITIHA,

REFMRELANSLAFBR, Web 517124, Identity C enter BERHMAF , REFAFEH
AWS R% BN 5 HREHMNEREH#TIHENAF. AWS Directory Service H Bk & & 415 8] 8 AWS
K, T EAR | AGREHIGRER,

EEHMERFRIMNER , BUUEFER AWS IAM Identity Center, #&T]LATE IAM Identity Center F1 612
FRMEL , SO UERARSIEECHEMRTIN—HAFPNESE , LEEENAE AWS K-
BIARRFEFMEA. X IAM Identity Center K2 , ES 5 (AWS IAM Identity Center A #§R8)
B9 1+ 42 |IAM Identity Center ?

IAM A P &F4A

| AM I RIE AWS Ik AN NMAREARFERRENRN S0, ETERNBERT , RMNBEWE
AR EILE  MARGEESKHFIE (WEBMEHESR ) W IAMAF, B, IREE-LRE
MERAZSESERBEIEUR IAM AP, BUERRITAZHR. BXESELR , B3H (AM AF#E
M) PR XN TREERPEIUENERAZSERRRT R ZHR.

IAM AR —NMEE—4A IAM AP &M, ETREAANSHER, BAUERAR-RMENZD
RAFEENRR. IREAERF , FAATUERNBERAFNR, flu, BUEEF 12N
IAMAdmins B4 , R ZAR FRRUEE IAM # R

AFEAGTE. AFE—#EENMARSNAREF K K MACEELEFECHEANARA. AFE
BAANKHAFIE , MALRHAGNEILE, ETHESESR , H20 (AM AFEmR) PHARGIE
IAM B/ (MARAE ).

IAM B

| AM AERENIBEFTRENR AWS KPP W& M., ERLET IAM AR , EEREARTXEK, &7
LA AWS Management Console @I Y A EFIRetEE IAM B, ERUEITFHA AWS CLI 5
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https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-tasks.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
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AWS API ESERBEN URL RRXAAE, EXERACGNAFEINESELR | HSHE (AM AF
/)Y RER IAM B,

BRI FEIER IAM SeEU0TERTRER !

- BERAPER - ERRESHIENR , FRAGHNARENNR, YRKEFHHTHORIE
i, Z5OREASHEXRARRTHALBECELHNR. AXREFHRINBENES , F5
5 <IAM BF$ER) PRNE=S SO REFCELS S, WREMEA IAM Identity Center , N FEER
BRE, NEHENSHEHRTHORIEFTHRBRNAZR , IAM Identity Center fFXRES IAM
FHABHEXEK. BXNRENEE , S5 (AWS IAM Identity Center B 1EF) FH RE,

o IGEY IAM AR - IAM AP AR IAM BFEAE |, LERREHNBEESHTENR,

- BIKFEE - SR LMER IAM e AT FRKSHHEDA (TEESE ) HRENIKS RHR
o AERRTERKSHRNRHEESR. BR , X TELERK AWS RS |, 80 LUK RIS B 5H
MBRER (MARERAACENIRE ), ETHACHNETHRNBEKSLRRKZBANXE , 55
B9 IAM B SR PRV ES K P R IR ]

- BRFZGR — B AWS RS FREA AWS RERSPIIEE, i , HEEENRS F#H T
ARt , ZRFBEEXTE Amazon EC2 Fiz1TMAEF 7 Simple Storage Service (Amazon S3) #
FREFNR,. RESARKXFEAREARANEZANNRERE, FAKRSACHERARSHEXACEKINITIR
(=

- RRIGFILE (FAS) — HEER IAM AR A SEPHITRER AWS |, BEANEREA, £EA
RERSE , BAESWMIT—MEE  RABLBREEEMRSH B35 —MRIE, FAS EREA
ZRANRUK AWS RS @ TSR HIERNER, AWS RS RBIRFSKEFTESH i
AWS RS REREF RETARRIERE , T 2R FAS #HR, EXMBERT , BLEHERRIT
XA MRENNR, BXAKH FAS ERITPREFE , BSRERL A 21E

- BSAE - RSALERSAREELNIKS PRITREM D RN IAM £E, 1AM EE R ATLE
IAM FEI2, BRARBRESAC,. BXESER , 28 (AM BAFERE) #H6IER AWS AR
SERNENEE,

* BESHEXAL-RSHEXAGRE—MERSHEXBENRSZ AR, AWS RFREATURARKRER
TRENAE, RSEXAGHAEENT AWS K- |, AHRKRSHAE. IAMEEBERAANUES
B Re4miE RS 1K A BRRR,

« £ A@@ mazon EC2 LIZ1THNARERF — SR LAEA IAM AREEE EC2 Kfl LE1TH A H
AWS CLI 2 AWS API HRH R ARFHIGRHESR, XL TE EC2 RhlhFHILRAIZEH. EM
EC2 iflo Bt AWS BEHAFEHAHEAMENAREER , BFEE QM MBI ZEHIR K HIE B X
#, PIBEXHIESAE , HE EC2 KHl LETHRFEBRBIRNEIL. AXEZER , BS
5 <IAM AP PHER IAM A8 Amazon EC2 £4l Eiz1TH N BREFZ TR,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
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BETREER AV ABER IAM AP, E3HIAM AP SRR 62 1AM A6 (ITER
P

e F SR E i ]

&R B AWS B el 2 RS E M I AWS SR FRZEF P HRNR, RE2EFH—
XRAWS |, SEFHHBFEXREKE , EQEXLHENR, AWS EZREA ( AP, root AFHABS
E ) RHFERMITAXLERE, REFONRBERATERELIFER, KSBEREERL JSON X1
By AWS FEXfFEEH. BX JSON RENHENEMNABTNESEE , SR IAM AFErEFR
JSON FKHE#LIK

EE R WLAER AWS JSON REERIEEHERRIBEMF L, BRER , BN EETUANT AR FRITER
1, AREMAAZKHETHIT,

BRIAMBRT , ARFNACREENR. ERFAFPNMERRNTRENNR , IAM EE G ATUIE
IAM KB, EERAMETLAEA®S IAM policy , AR AURASE,

IAM ZRBEE IREMINPR , B FAFERAMA S ZHITRE, Bl , RIREFE—NAYF iam:GetRole
BENKRE, WA ZERHN AP M AWS Management Console AWS CLI, = AWS APl SRER& &

B .
ET 508K

ETHMNREIAMMEISH (WIAM AR, ARASAER ) 1 JSON NRRAE I, XL R
BHAFNACEARERY TR HLERRHITHERE, ETHROFAUBRETSONEKR , 525
7 <IAM A8 FRILIE IAM policy.

ETHHNRBALE -SARNARKERIEERE, ARREEZRARZNAS, ARAGH, &
EREERIRWRE  BULUREM MBI TN SIS, FANAE® AWS P, HERBKEIE AWS
RERBNESRERK, BET7THRNMEREXNRBNARRE CEETERE , B30 IAM AFE
AP EEE AR S ABRE 2 BHTIER,

BT 7R R Mg

ETRIFHREE M N BRAY JSON KM, ETRFMNRENRESE IAM ABEEREM
Amazon S3 FHEMERE., EXFETHRNRBHRS T , RSEER JMER EINREHII 4 ER
BRI E. N THEERMMRBEHER , REEE IS EEE AN 2R RNTHREREAREF LSRN
THIT, BXTEETRFENRBRIEEER, ZRATNSEKS, AP, A6, REAFH AWS

e
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
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ETRFHNRERNM T ZRSFHRNKERKE, ETREETRARNKBEHER IAM P AWS £EX
B

ARSI 5] &R (ACL)

mEEFISIR (ACL ) EHBLEME (KFARA, AFRAS ) ARGARKR. ACL EETHIRAEK
BEREL , REEATEEA JSON KM K,

Amazon S3 M Amazon VPC B2 #F ACL MBRSS R"Hl. AWS WAFET#EX ACL NEZER |
S (Amazon Simple Storage Service FF R AR 1EFE) FHIERIZHE 5K (ACL ) B,

HREgRE

AWS ZIFHMAAE R REERE, XERBERBTOREERE ANKBEREQER FHRANR.

- RRLA  RRLAAR-IERBE, AT REETHSOREBALN IAM K& (1AM BF A
&) BFHNRANR, BANXTHRENRILR. SEEZRNREXGET H ORI NRENRD
RHIRE, & Principal PEEAFHALHNETRRNRBEFZINRLRRH . F—-TUREHH
EXELFEEAT. BRNRLANEZFEE , H2H (IAM AFERE) /Y IAM EE R ERIL
o

. PRS- I24I%HE (SCP)-SCP £ JSON %8 | F FisEAMARAM B (OU) HEANE, AWS
Organizations AWS Organizations 2 —HH FXEH S WIHENS AWS K- T ToANMEFE
BHRS. MREALABATHRAEDRE , MAXNEERR LIPS KA RS 25X (SCP), SCP
BR i 5X 52 K PP AP RIS (SR8 AWS KPR A P SE4E ) BIRBR. B < Organizations 1 SCP By
BZEE , B3 (AWS Organizations FIF /) K SCP W TERE,

« DERE - 2ERBELAEUREAANBCIBRSAF BRGNS EMMENSBEENSRE
B, FRLFNNREAFNAGHETHONRBENIERBHRE, NREAUKREETHFRN
Hig, F-URBPHNENELFBEEAN. BXREZER , H5H (IAM AFERE) PHSER
& o

S RBERE

HAZNRBEMNRBENA T —MERE , ERNNREMERNEIER, BETHRELSRSHREREN
WA AWS BER B AWER , HSH IAM AP EEHRHERITEEE,
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EIE Amazon SQS A #Y 17 Al X BR#BER

B4 AWS RIREIFAFIE AWS K/, 0215 R R RARRZNRREENLI R, K EE R 0 LA
IAM &4 ( P, AMAR ) MINNRRER , FLRS (2 Amazon SQS ) th 336 5 R My fNAX R 2R
B

® Note

KREER (REERAF ) REAEENRNAF. BXESZEE , 55H (IAM AP
) P 1AM REXR,

ERTFNRN , BREEWLEAFREBNR , RENMLRRONIER , UREARVFR X LT RERHITHL
BB 4E,

£

« Amazon Simple Queue Service &R M ERE

- TRREBEMER

- EEXRIRHTIE

- BEERBITE  BF. XR, REMNEHE

Amazon Simple Queue Service &R MR

£ Amazon SQS F , E—HRIFEZBS, ERED , AIEA Amazon BIRE R (ARN) FRiR KB S A
FNERR. A THRBREEEZXKAME— ARN :

RiIRER ARN ¥ =

A5 arn:aws:sqs: region:account_i
d :queue_name

LT 2% ARN & B R A1 -
o EEERZ (HZEBM ) my_queuett Xap B HIBAFIEY ARN , B F AWS K/ 123456789012 :

arn:aws:sqs:us-east-2:123456789012 :my_queue
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« Amazon SQS XFNENTRXFHE N my_queue KIRASIEY ARN :

arn:aws:sqs:*:123456789012:my_queue

o A ? H * ERBAYIBFRBERIAY ARN, ZELL T RAIH , ARN EEHIZRA my_prefix_ BIFTEBRA
5 -

arn:aws:sqs:*:123456789012:my_prefix_*

WA GetQueueAttributes BETLIREVIBRASIH ARN fH. QueueArn EHERIEEI R RASIRY
ARN, X ARNWEZEER |, i5ZR (IAM BFE®E) H8 IAM IAM ARN,

Amazon SQS M T ERAFIE RN —HIRE, BXEZEE , iHSH Amazon SQS API IR : %
MR RSE,

TR IREPRAER

AWS Ik IEEKFHAEBNRR , TIRHABR TXERR, BE4AME , RRMEEZERENRREESE
R#ITEMRIEH EAESE ( BIRIKS, B IAM &8 ) B9 AWS 1K . AT ROIEEE T B I
R

- WMREFERAEN AWS IKF B IEBCIZEL S# SQS RS , ME AWS K- MR R BRNAMEE
( £ Amazon SQS #F , WIRRIL S# SQS A5 ) .

- MREERCIZAF AWS IKF HEZA PR TIZAFIRRER , NiZAF el ER
ZRP BN AWS 1K 2B SIERAFAEE.

- MREEF IR AWS IKF EFBIE Amazon SQS BAFIRE IAM B , NEMEBIEEZAE
HYNER AT LABIZBA 5, 48R AWS K™ ( BEATERY ) BAIIFIR.

EEXN AR T

PREMEIR TR FLWTNR, T — 9714 6 R KM AT A 7] AR,

(® Note

AL E{AI £ Amazon SQS SEENEA IAM, XEFREMHEX IAM RS HFEHER. BX
EEE’J IAM X4 , HZ5H IAM AP EEEHITLE IAM? ., BX IAM REEIEEN ARG
, HZ0 (IAM AAF1EE) F8 AWS IAM KBS ZE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_identifiers.html#identifiers-arns
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B ANEl IAM SR RBEIAMERE T 54 HREK (1AM KB ) |, MINEIFRNKBITEE T RIR 79K,

ET 5 HaRE

AENAMAERNEAFPRTIHE Amazon SQS BAFIEIPER : £/A Amazon SQS KERSEFEA IAM
KRG, BULUERAT—REAIXIFRNRERNRENBBAHAR, EASEERT , FHAE—
REGEREIRBHERBNE R, Hlan |, BT RITUATIRE -

o FPRREEFHIORINK - B9 A P RA - BEAF R T 22 Amazon SQS AFIEIINER , SRR K #E
By nE A PSR P AR AV

o TIPRFRBEFTINEIE M AWS KPR AF - E@AF R FEIZ Amazon SQS BAFIKINR , B4
Amazon SQS W PRKRREHT MBI E Mt AWS Ik FH AP,

SR AR T BER A T BA TR 1E -

» AddPermission

 CancelMessageMoveTask

* CreateQueue

 DeleteQueue

* ListMessageMoveTask

* ListQueues

 ListQueueTags

* RemovePermission

* SetQueueAttributes

 StartMessageMoveTask

* TagQueue
* UntagQueue

- FRRRBEHINBAE (RTFEKRSNR ) - ERFEKSRR , BRET 508 R R NE
IAM B, Bl , AWS IKF A EER TSR —MA®BKE AWS IKF B (=X AWS k% ) &RFE
TKPRPR , TP

- K AEERGE-NIAM AR RERZAGHINRTFHEBRKS A F7RNRRRE,
- K/ AEEREFKS B IRRNEBRAZACHEAN A CHINEERK,
- K/ BEER@KS B FHEAAFZERAAZAEHNER. /AWK, B PEAFIZHN

RN A FEIBA S,
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https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_AddPermission.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_CancelMessageMoveTask.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_CreateQueue.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_DeleteQueue.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ListMessageMoveTasks.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ListQueues.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ListQueueTags.html
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https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_StartMessageMoveTask.html
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® Note

MREM AWS BESRTFEEZAGHNR , NEERBPHNEREA LR AWS RS
ZEAo

BXRER IAMZERNRNESFER , 20 IAM BFRERERRNIERIRREE,

R& Amazon SQS £/ IAM K , ECHEECHERBEEMEN, B LERATAEBFIE Amazon
SQS FEERIBEEWL AWS kP ERIG AT, BELIEEHRRBEFEZHE (Fl0 , FHERUMREER
BF 2010 F 12 A 31 B, ENEFFEH SendMessage H ReceiveMessage KPR ) o EATELR
HEFRERNVIEFERIEREN Amazon SQS BREFIRNFE. WRHE Amazon SQS REHIEE *
P\ fo R Amazon SQS B4 , M ERERA P TR ER FEPIRITAERE,

THEHA TIXLEERAR Amazon SQS KEHRERETFEN — N RBEHEIS. ZXEER
Tqueue_xyz , F&ETF AWS K/~ 1 F AWS K 2 FE45 E B 5 o £ AR So RV IR AR AR

(® Note
RSP EIRIEE N 123456789012 /queue_xyz , 123456789012 2 HH A FIHI K 89
W~ ID. AWS

5Q8S Policy on queue_xyz

Allow who:

AWS account 1
AWS account 2

Actions: *

Resource:
123456789012/queue_xyz

BEE IAM SR B 7 Ml Amazon BIRAB R (ARN) BU2R#EH | SQS KRR E T — £, AT REH
MR AGHR T XLEEA,
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505 Policy on gqueue_xyz

Allow who:

AWS account 1
AWS account 2

o User Bob )
-T—1 t
User Susan {in your own account)
9 — Actions: *
Resource:
e —— arn:aws:sqs:"1 2345678901 2iquene_xyz

*ETRKAE R A ETARROES , HSH IAM A S SRR 0RE - £ AV £ BERE AWS
B £ 5 AR B

(2]
s ASWIBETEDT R, BXAFNBENIIE  HSMAmazon SQS API R : BENZES
=,

©
B LAE A Amazon BIRE T (ARN) EERIR , X227 |IAM RSP IEERRNIRAES . BX
Amazon SQS BAFIEY ARN #&XHEE. , S5 Amazon Simple Queue Service &R AR E,

flan | #RIELEFH Amazon SQS BUER |, EAHE AWS IKF 1 3 AWS 1K 2 REUEFHRIAZ AL
WE. queue_xyztsh , LB 2K AWS 0K/ (ID 9 123456789012 ) FEYF 7 Bob H Susan 1]
LAiA 8] iZBA 5l

FEH#EH IAM 281 , Amazon SQS 2 B MEMNASIN IR E R FX RSN TSR ( BN E

ZBASIHR B A RERY Amazon SQS #1E ) . IE , BRIFGIEEER AWS Z£EiE , BN LR1ER

FrBEHI. WREAERLIZERSINAFSEXNPTRIZNATIITEMRE  EXTIREFERAEMD
Amazon SQS EEMER.

TEHE-—NRAIEKE | ZRBAYRAPERE Amazon SQS 2 , BEREXNEZBMNEIR AL EF
#F8 bob_queue_ HIBAFIEF,

{
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https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_cross-account-with-roles.html
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"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": "sqgs:*",
"Resource": "arn:aws:sqs:*:123456789012:bob_queue_*"

]

BXREZER SR (AM AFEE) FRFEKS Amazon SQS BEa AR EH (A/, A
A8 ).

BEEREITER  BF. ®R. BRNESK

X T &M Amazon Simple Queue Service HIR , ZBRFEHEL —ARE, NETFXEREMNN
BR , Amazon SQS E X —H T SE R FIEEMRE,

(@ Note

PAT—N REFTRFESNMEENNR, ERTEERENNRE |, SRR R FSIEL
Xt HHATIREN R IR

UTREEARARIETE

« Resource ( &R ) - FERIEH |, LA LUEA Amazon BIREB R (ARN) FRiR 5B 51 A B89 %R
o BRE-BULUERBRERBFZIMAEAFRIEL N RIFRIRME, W, sqs:CreateQueue MR AW
H F #1417 Amazon Simple Queue Service CreateQueue #1E,

« MR BAULEELSAFEREERE (TARATHIEL ) RIAIMR. MRERBEARTFHER
RYTFRIANER |, MBS NIEL TG, St AJAIIELXY RIFM LR , XHET@REAR ST EBRZER , B
EREHEMRERT 7 BRI RAER T 2L,

« ER-HEETHOAREE (IAMKE ) B, N7 REHAFREREME. X TETHRVKRE ,
B R ERERRAS,, k. BRSIEMKE (RERATETARVKE ) o

EFM T ## Amazon SQS KEIEEMER | BSH (IAM AFER) BE AWS IAM RS ZE,

B XFrE Amazon Simple Queue Service BER HBF AR RNKE , S H Amazon SQS API R :
RENRERESE,
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Amazon Simple Queue Service A5 IAM && M

EFERA IAM EEX Amazon SQS WA RIR Z 81 , BRZ T AL IAM 434/ F Amazon SQS.,

Al 5 Amazon Simple Queue Service £&& A/ IAM 4H1E

IAM Zh&E Amazon SQS X #
EF 5 BH R =
E T RIRA R =
RERE =
REEHR =
KRR (BETHRS ) =
ACL &
ABAC ( BRI ) i)
HEIGE£IE (FAS) =
REAE =
REHEXAE B

E2M 7 ## Amazon SQS MEM AWS RS A SARZE IAM HEEESER |, F5H IAM BF /8
5 IAM BLEERANAWS RS,

a4 &l

EEFIFIR (ACL ) ZHMLEHE (KFARA, AFRAE ) ARLARK. ACL SETHIRAE
BERAL , REEMAER JSON KB HEER,

Amazon S3 M Amazon VPC B X #F ACL BIIRS ~"¥l. AWS WAFETHBEX ACL NEZEER ,
#ZH (Amazon Simple Storage Service FF R A R1Em) FHHEZHIFIFR (ACL) #i%,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/acl-overview.html
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® Note

EENRENRL , AIEA AWS kP HALUFENREREEK S THAF . BK/FHE ALY
BHEX AWS BREHIGRINER  MmEFTEREMAF. BXEABKFHARNESR , BSH
IAM AP H S ABEIK G,

X Amazon SQS BEEMNEKBABEHNANRMNEHENEZSFHAEFE , BRI T#H SQS B
ENBUERH BBR M

Amazon SQS ETF BRI KR

XFET 50K =

ETHMNKEIAMMEISH (WIAM AR, ARAHAER ) 1Y JSON NRRRE I, XK
EHAPNACAEAMEE T BMLRRRITHERE, ETRUOMCIEETSONER , B
7 <IAM AFiEm) HRIBIZE IAM policy.

BEERA IAM ETSHOMNKE |, SIS EATFRIEL N IREFNTRUAR A FRIELIRENZH4
%EEET%@%%%¢EE$%,@ﬁaﬁﬁ?ﬁwmmﬁFjﬂéoET%TE&mN%%¢E
ANFBERE , BESHE (IAM AFErR) R IAM JSON KEE TR 5| A,

Amazon EMR E T & 7Y K B R~ 451

E&EE Amazon SQS ET B LR REE RS , BRI K RIESEE,

Amazon SQS N E T & IRHY KB

X FE T RIRAYREE =

ETRIFHREE M N BRAY JSON KM, ETRIFHNRENRESHE IAM ABEEREM
Amazon S3 FEMBERE, EXHFETARNKBHNERES T , RSEEA AUERCIREFHNBFER
REVTAR. XS FTHEEPHMNRBEE TR , RIEE B EEET X 2R FRRATWLEREUAR A LZMH
THIT, BAFEETRENREFEEEE, ZRATUEEKS, AF, A2, KBRS H AWS
ARSS o
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https://docs.aws.amazon.com/IAM/latest/UserGuide/Delegation.html
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EABKFER , BULUEENKFREMKS R IAM ZEEEANETRRNREFHES, F
EKF EARMBETERNRBERAREIGEERRIEN —F¥ME, HERANERLTFFARMVER
AWS Ik, AIEIKF HFH IAM BEEREXLAEEZERASZE (AFRRAR ) BFHEERONR. 4]
BYNET SR MBSAURFNR, B2, IRETRRORE[R —NKS PO EERTF
RN , WREETANET EHNEKE, BEXEZER , ESH IAM AFERPWEKSE IAM
HR i 1A 8 R o

Amazon SQS KK REIR/E

XEFRERE =3
EERWLER AWS JSON REERIEEHEARIBEMF L, BRR2YR , BNEETUNF LR FERITER
1, UREMFARHETRIT,

JSON REEHY Action TEMR T A THERKP AVIIEL B RINRE, REBREEESXEKN AWS
APl BRERE. B—EHINER , HlIRBTE API BRENNBRNR B1E, EHE-LREFTEETRK
RIITSNMEE. XEMIRER N ERERE.

R L ERFEUR FHATRERERR,

E&EF Amazon SQS BREMFIEK , HSRBRFZENSZEPH Amazon Simple Queue Service E XY
B

Amazon SQS FHRIEIREEREMEER LT AR
sqs
EEEMEAPEESTIRKE , BEMAEZSFHENRIT,
"Action": [
"sqs:actionl",

"sqs:action2"

]

EEFE Amazon SQS ET BRI RA | BSHRERESEE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonsqs.html#amazonsqs-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonsqs.html#amazonsqs-resources-for-iam-policies

Amazon Simple Queue Service FRARIER

Amazon SQS KKK AR

X FF R G TR =

EER W LAER AWS JSON REEREEHRRIL R L, thE2d , BANEME AT LHIRR
1THRE , UREMALAFZHTHIT,

Resource JSON REE T RIEEEQHNAREN —IRZ N R, BAXNEE Resource
NotResource tHE., EANRZEXE |, BHFERAHE Amazon BEE# (ARN) BEERR. W TFXEFEBER
REE (M RBRRNR ) BWIRE | BRI SITIHRE,

NTFAXZFERBRRENRORE (WIHRE ) | FEABERY () EREIRATARERR.

"Resource": "*"

E&EE Amazon SQS BRFEKH ARN HW5l%k , EZHARSFENSEFH Amazon Simple Queue
Service EXWEE, BETHRENUEPLEREPEESINRERN ARN , ESH Amazon Simple
Queue Service & Y& R,

E&EE Amazon SQS ET B LRI RS , BSR K RIESEE,

Amazon SQS KRB SR

XBFRETRSHRIERMAE =

EERWLER AWS JSON REERIEEHEARIBEMF L, BR2ER , BNEETUNT LR FERITER
&, URIEMH ARG THIT,

f£ Condition Jt¥& ( = Condition 3t ) # , TS EBAERMNEH. Condition TEETE
N, BUCIEFERAZRGZER (i, FFHNT ) BEHRER , UERBRPHNFEESERPHE
MTE,

MRBE—MBEAPRIBEZA Condition THE , RELE Condition TEFIBEZMNE , W AWS
F/AZ%E AND ZEIFEEl]l. MRERAENRHBEEZNMNME , NFERAZBOREER AWS &%
., ERTFIEUNNR 2B LTHE B FTE NS,

Amazon Simple Queue Service ZM{A5 IAM &4 A 241


https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonsqs.html#amazonsqs-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonsqs.html#amazonsqs-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonsqs.html#amazonsqs-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonsqs.html#amazonsqs-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
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EREESMN , BHOAUERSMNHTEE, 60, AEEFEA IAM AFRBHRIE IAM BFE , 88
NERFHEARFHNR. BXEZEE , SR (AM AFiEE) F8 1AM policy 7t | EE IR

V.
X,

AWS X F2RFHEHNBETRSHFGZH, BEEEME AWS £2R5F4E , SR IAM AFE
MTHNAWS 2 /&AL TXESR,

EEF Amazon SQS FHEMIIR , BZHRSENSE R Amazon Simple Queue Service I 5
B, BETHRETUNBLRENTRERASZHER , i3/ Amazon Simple Queue Service E X #
o

EEE Amazon SQS ET B LRI RS , BSR K RIESEE,

Amazon SQS iy ACL
F# ACL &=
HEEFIFFR (ACL) BHBLEFHE (KRR, AFSAR ) ENHRIER. ACL SETHRAKE

KM, REENTER JSON KB,

ABAC 5 Amazon SQS

32 ABAC (BN ) 5

ETEMEOHRMNRES (ABAC ) R—HEDRE , ZERBETEMEREUNR, £+ AWS |, X
LRMEMNIRE, B LURRZMMNE IAM R4 ( ARSAR ) MFS AWS HiR. $RESEEMEIR
= ABAC WE—H, ARRFIRIT ABAC Kl , LEEZHRMRESMA1Z 15 R FIRRE TE A R
=

ABAC EREE KW EFEERR , HERBERTSEUNITR T AT UHRHEFB.

EETHRIEHER , BFEEMFEA aws:ResourceTag/key-name, aws:RequestTag/key-name
= aws:TagKeys U BERMBAZTHTEPRERZER

MRENRSH TENRARREBIGAEX = FMER  WNTZRS , ZEAR. IRENESX
NTEHIRRREXISAMEX =GR, WZERNBD
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonsqs.html#amazonsqs-policy-keys
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BX ABAC HESEE FESH (IAM AFERE) AL R ABAC? , EEFIRE ABAC SR
2, BESH IAM BFER) FNERETEMEMNIHENRES ( ABAC) o

Fim et EUE A F Amazon SQS

XA p ]

HIRER R RIER R, L AWS RS TEER. AXESFEE , WML AWS RS ERTIE
FHES , 55 IAM BFEEHRHNAWS RS 5 IAM EBE&ER E’Jﬁ:.@o

MREFEARAF B NEB 2 ANEMRAEERER , Il AWS Management Console {8 F B =2 I B iEB.
flgn | H&EAWS FRALTINE QBEF (SSO) iE#THEN , ZEELBFIRIAER. HE
AFRSHREREHE , ARURAGH , XA CIRRNELE, AXRACGHESEE , B2
5 IAM AiFPigm) Pl RIAE (EHE ).

BRI LAEA AWS CLI 2 AWS API FEI|ZIGEHES, RfE , &0 LUE X IR ETHE R #TIHE
AWS, AWS BWEZHARERIGEHES , MAREAKBHERA. BEXEZEELE , B5H IAM FH
IS Bt &2 2 EAE

Amazon SQS ¥ & ih R &iE

XEFRRIBFILE (FAS) =

HIEER IAM AP RBeEFITREN AWS , BEANEREA. EHAXLERSEH , EWSHIT—
MRIE , ARHBREERMBRSHEHSE —MEE. FAS ERRAAZRANNRUK AWS RS @ T
RS R HERBER. AWS RERBFHRZFBRIFESHM AWS BSS HARRKES BESTTHIIER
B , 2K FAS B3R, EXMERT , BLMEBERITIHMRENNER, BXRKH FAS iHRETHY
REEFRE  FEAEREHE2E,

Amazon SQS HWIRZ A&

XERSAE =

RS AERHR-—TURSEE, KRRENTREN IAM A€, IAM EERATTE IAM PO, SR
BREESAE. AXESER , 2R (IAM AFER) FHVEIER AWS RSZERIENE S,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
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/A Warning

B WRS AR AT 8E2 IR Amazon SQS MIThEE, X2 Amazon SQS EHEHERXIES T F
RERS AR,

Amazon SQS HWIRFZMHKxAE

XEFRSHEXBE -

BSHAXABR—TMERSAXKN AWS BSBRSAR, RS AUKARKRERTRENSE, RS
HXASHIELN D AWS K/ |, FEARSHAE. IAM EERTUESEBTEEERSHEAXAR
YR BR o

BXROUZEFEERSAXBENFAEE , FSHREYLE IAM BEEANAWS RS, ERTPERRS
MXABIHEE Yes iR, BERHENEETZRSHRSHEXRE BN,

ISk SQS E#H 7 HEEBER AWS

E@AF., ANAERNNR , EECKRERMAL , £/ AWS HERKERE, RN NEARREH
FIRARH IAM FEFEEARBFENRAMETWAR, BREAN] , EAUERAEIIA AWS BEX
B, XLERBEEENERARS , AIEEN AWS IKFHER. BXx AWS RERBNESZER , 5
B IAM B F SRR AWS FEE R,

AWS BRSS 4R MEH AWS HERE, BT EZEQR AWS HERBHFNNR, RSB R2@ AWS £
ERBNINE AR AL IhEE, HREFHSHRMINKBNAESG (AF, AFNAe )., i
HFTRESEFIRET AN , REZ B ATREEH AWS RER., RFTFLM AWS BRI F BRI
R, Rt REEH T LBRAENABTNR,

eS| & AWS XIEFBEZ RSN THFRENIEERE, fl , ReadOnlyiiEl AWS EERBER AN
PR AWS RS MR ARG RIMNR, RSB —THBEER , AWS L FIREMFHRF A%
RPR. BXxTHERERKNIIRMEA , BESH IAM AFERPHER T TEREMAWS EEAE
B&o
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
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AWS IEEF B : AmazonSQS FullAccess

BT LU AmazonSQSFullAccess REEHIMNZE] Amazon SQS B, EBEEFATFTEIHA
Amazon SQS KR,

ETFHRBHNR , 525 (AWS EEEXESE) FullAccessH H AmazonSQS.
AWS EEFH : AmazonSQS i/ [E R ReadOnly

BA LU AmazonSQSReadOnlyAccess KEEHI INEI Amazon SQS B4, EEEEZF A UFX Amazon
SQS #1TRIEHRIHYI R

EEEFNRRBEHNE , E5H CAWS BREXKSZE) B8 AmazonSQS ReadOnly 177 A1 #XBR.

W 5% SQS EF 7 HEBEEK AWS

BERHZRSTHRRERXLEERARN Amazon SQS AWS REBRNEMMIFARFEE. BXELNE
EUMERTR , HITE Amazon SQS X/ £idFRE LA RSS IR,

B iR H HA

20236 A9 H
AmazonSQS 7 8] R Amazon SQS FiNT —NEiE
ReadOnly 1, AFZRI BB ERAST

BHPEERYHES (&Z 10
M) o WEEE ListMessa
geMoveTasks APl X%
BX,

Amazon Simple Queue Service & 317 [ X R fEHEE

BAILERLITER , BEZHMAEEEMER Amazon SQS M 1AM B ATEIEEIRYE I F&

£}

« BRI Amazon SQS FIRITIRIE

« RFEMINIT iam : PassRole

« BEATFRUNABAFGRIFK AWS KK B Amazon SQS &R
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonSQSFullAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AmazonSQSReadOnlyAccess.html
https://console.aws.amazon.com/iam/home#policies/arn:aws:iam::aws:policy/AmazonSQSReadOnlyAccess
https://console.aws.amazon.com/iam/home#policies/arn:aws:iam::aws:policy/AmazonSQSReadOnlyAccess
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ListMessageMoveTasks.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ListMessageMoveTasks.html
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KT IE Amazon SQS FHITIER/E

MRIEWE —NMEIR |, BRETIIMITEMRE | WS E R KAV ERITRERE.

% mateojackson AFZHAFERARHAEEFTEXREM my-example-widget BFRMWIFMES , BF
HEEM sqs: GetWidget RRE , R REUT REIEH IR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
sqs:GetWidget on resource: my-example-widget

FRERT , Mateo FIRBELMEFTUAYFEHMER sqs: GetWidget RIER my-example-widget
BIRo

MRSEEHY  BHRALNAWS EER, ZNEEAREMIFEITIN A,
RIELNIIT iam : PassRole

MRBUE| —NMEIR |, IBBHBTLINIT iam:PassRole B4 , MIAMEFHRELUAFEGABEIRS
Amazon SQS.,

BE AWS S A ERIIAEAGKEL1ZRS , MARAIERMNBSACIRSHERAR, it
BB MERFALEERSHNR.

L H marymajor B9 IAM B P 2R E A1 A7 Amazon SQS RIITIRER , 2K E LT REIEE
%o BR , RELNEERSACHEFHWNRT AIMITILERE, Mary TEBFA KBRS HIN
PR o

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMERT , HAEFH Mary FIERBELL A F 1T iam: PassRole #1E,
MBARETHE  EHRALEWAWS BER, FHNETERSEMEREITN A,
R A FERLAAATGRIE AWS IKF B Amazon SQS &R

AR —-1MAe , UMEAMKFPHNAFREALNANARTUERZAGKILRIEN TR, &0
UEEEESER , TMEEAR. X TXHETRFEMNRBEHTREHZIR (ACL ) KRS , &7
£ FIX LR BE O] A R RT3 88 F RV U5 R
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ETHRESER , FZEAUATREA :

« ET#% Amazon SQS 2B XIFIX L4 , SR Amazon Simple Queue Service {5 IAM &4
£EH,

- ETHRIMRENSRENERNTENERE AWS kP | H358 1AM A EER B EEE AWS
K %S —N IAM AP R E T ERER.

- ET7HRNMEE=FRHENEHNERAFRMNE AWS IKF |, BESHE IAM AFEETHNRE=SE
HIFER, AWS 0K

- ETHIMEIRKRE SHORIEREHENR , H2H (IAM BFER) PNALEHNES BRI
AP (BRAEHREIE ) BHEHRXER,

- ETHRERACNETRRENREHTERSIHRINXE , F2H IAM AFRERTPHEKS ZRTE
.

%5 Amazon SQS Bt & A

AETBTRUEETHONRB RS, EXLERHF |, KEEERR TG IAM 54 (AR, ANA6 ) #
DAY PR R BE

/A Important
BIMNBWEEEFBEUATNEEEE |, XLETHHHE T EE Amazon Simple Queue Service
FBRIGRRBRHEAB AL, BXEZEL , SR B Amazon SQS FH i A1 BREE
R,

Bk ListQueues 4\ , FIE Amazon SQS BEE X RHERENR, BXEZER , H5H
Amazon SQS API X IR : #EMBRSZE,

£}

« £ Amazon SQS # IAM B

£/ Amazon SQS ##l & PTE R

Amazon EMR E T S 41 K8 =51

Amazon SQS R H E 7SR F

HEEXKEES Amazon SQS R EBESEREHEH
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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£ Amazon SQS f IAM KB

@ R AR B AP &R FGE Amazon SQS BIREIAR : f£H Amazon SQS KEERSEMER IAM
RKBRE, BULUEREGFEE—ESHERS, EERXKBOBERT , TieKA L RHFE |, HATLL
BIREENER,

Flan , TERERTSE®H IAM KBEM Amazon SQS XK, IAM RT3 Amazon SQS KX
PRReceiveMessage X & AWS K queue_xyzH AR FISendMessage{TIRE | iZ RSN
FfhnZ|% 79 Bob 1 Susan BYFF ( Bob 1 Susan B KA ENNER ) o It Amazon SQS FKEEE
] Bob A Susan £ FXJ[E —RA %3 1T ReceiveMessage # SendMessage BIEHIIR,

(® Note
DUTRBIERTEBEFRMENWEERE, BUNELRT-RBEPIEERERYE , HIRBEAEN
ZR.
1AM Policy 5QS Policy
Allow Allow who:
Actions: User Bob
ReceiveMessage, SendMessage is equivalent to User Susan
Resource: Actions:

arn:aws:sqs:" 123456780012 queue_xyz ReceiveMessage, SendMessage

Resource:

User User arn:aws:sgs T 123456789012 :quene_xyz
Bob Susan |

queue_xyz

IAM 1 Amazon SQS BIFE 2z BB — PN EEX3 : Amazon SQS FHRLE AT ERE AWS Hittlk 5
™R , ™ IAM AR,

BAILEHTREWNAGEERA LARMREKRERENNR, UTROIBRXAIPRERERWAHLE
BITH.
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o EE—ARHIF , Bob A IAM RKEEMER THKFH Amazon SQS K. |AM ZKEE @ H K
F&EFI queue_xyz $1T ReceiveMessage BENNIR , M Amazon SQS K@ H K &% Fx¢
B —BA%I#1T SendMessage REMNNR, TEER TX—# =,

IAM Policy 5QS Policy
Allow Allow who:
Actions: User Bob
ReceiveMessage P
SendMessage

Resource:

arn:aws:sgs: " 123456 789012 .quense_xyz
Resource:

arn:awssqs:": 123456788012 quene_xyz

User |
Bob
queue_xyz

R Bob 6] queue_xyz &% ReceiveMessage &K , M| IAM B R FITIZIR/E, IR Bob
[ queue_xyz K% SendMessage R , | Amazon SQS FEF A FHITIZIRE

s EEZ/NRHIF , Bob MAMI queue_xyz BITFEINR , H kA L EM BR 3T ZBA S B P A 15 1]
PR, RETEMNFEZRAM—NRE , ELMIHENZATINFIERE. LEBRLBZZHAFINEE ,
HHRER deny HHAEE allow. BXRERIMEZBNESER , BSHAFEENLERS Amazon
SQS HRIEKESHEEHA. TEHERTX—BE,

I1AM Policy SQ5 Policy
Allow Allow who:
Actions: S
ReceiveMessage Actions:
SendMessage

Resource:
arnaws:sqs;” 123456789012 quele_xyz
Resource:

User am:aws:sgs 1 23456780012 quene_xyz
Bob IAM Policy

Deny

queue_xyz
Actions: * Overrides

the other
Resource: policies

armaws:sgs 123456789012 quene_xyz
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IR T LAE Amazon SQS FREEHIRIN—ZEINMED , 4 Bob AMEMA XL RIZATI. Hin—%
IAM K BEIE4E Bob 15 R1ZRASIth EB RN MR, BXF R Amazon SQS BIEFE IR K RFI
ES R Amazon SQS FEEHER TR, BXEE Amazon SQS FHNWEZER , BSAFEENL
KEES Amazon SQS R REIESESHEH.

£ Amazon SQS 4| & FrEM R

ZFEMFEA Amazon SQS EHIEMWAFLMEBERFH AWS KPR {EA Amazon SQS A FIH &
NINBREE, Hln , AP SMEEEA ListQueues BENNBRFAESIHESY , RESNEERHA
CreateQueue BREMNPRFRECIE T, EfF Amazon SQS RAFIIT R E| Amazon SNS £ , MR
T Amazon SQS Rz , #2515 EFEEE X Amazon SNS BRIEFER,

MRGB AT RENREN =K IAM KEE , I TN T % IAM RENRAF |, 268 T iR
A RIETT.

XNFEA AWS CLI 2 Amazon SQS #EMAF , BLENEREREEZEH AR,
Amazon EMR EF 5 I KBS R4l

RINERT , AR MAEXECIERIEH Amazon SQS FHRINR, i1t T EER AWS
Management Console, AWS Command Line Interface (AWS CLI) 5 AWS API #1{T1E%. ERTH
FPXEDRPTRENIR , IAM B3 3 7T LA 1AM policy, EEABEAA@MAEFM IAM R
B, AFRAURABE,

ETHRUNMAERAXL RG] JSON REXHEGIEET IAM HHNEKE , 56 (IAM AFiERE) £/ 0
2 1AM KB,

X Amazon SQS EXMBREMBRELENFMERS , BRESHRRXEN ARN BX |, BZHARSF
B SZHH Amazon Simple Queue Service BigE, FRMZ4ERE,

® Note
£3 Amazon EC2 Auto Scaling Bt B4 dr B HEHN | BXEREREEHELZIEZE Amazon
SQS A%, BEXEZEE |, 2% Amazon EC2 AR HH Amazon EC2 A uto Scaling 4
o A HE,

£}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonsqs.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/lifecycle-hooks.html
https://docs.aws.amazon.com/autoscaling/ec2/userguide/lifecycle-hooks.html

Amazon Simple Queue Service R A RIEE
- RMREXE

- {8 Amazon SQS #£#l&

- AAFEFEMIB SRR

- RFAFBIERAT

- ATFREOHZIIEES

o AVETE R IRERASIAY KB/

- ATEEREERERIIRIEES

KRB ESREK

ETHONRBBEERNARSALGIE, HRZMEREKS HH Amazon SQS #iR. XLRETTEE
SfE AWS IKFFERAE. tIZRREET S HONREE | FEEUL T ERME

« FFIRER AWS RE R H RO RENRNR — BEFMEAASMITERERR TR , EEANTS
ERLAPIRTFNRHAWS FHEREE, SIEMRNREARTH AWS IKF, RMNBUEEYELHN
BRI RPIEY AWS BEFIEERBKE—SRINR, BXESEE , B2 (AM BFERE) HH
AWS FEEXM 5 TFIRAEANAWS FEEXM,

« NASENR - E£R IAM policy REMRES , FREFHRATESENNR. At , EAIBEX
ERERGT AUNBERRRTHRE , BN RERRTAT. BXER IAM NANRBRNESE
B, BEZHR (AM AFiEE) R8y IAM FH KRB FER.

£/ 1AM policy HEY S A3t — 25 BR i 17 R £ PR — 42 0] LA [ 3% BE 78 N 5% 44 SR BR 1 X 188 4 R 55 TR Y
HE. Bl , BRI UEBEREFERIEESIMER SSL LIEFIEER. NRBRSRERBS
BENAXNEAN , WA SAEAFRARE T RSRENTFRINE AWS RS |, i AWS
CloudFormation, BXEZEE |, i55HE (IAM AF#EE) FH IAM JSON RBETE : &4,

« £/ 1AM Access Analyzer BiE#&#Y IAM policy , LAFRRINPRAY 2 £ FIHAEM — IAM Access
Analyzer 2RIFF KEFIMNBRE , LBRKERS IAM policyiB S (JSON) M IAM &{E3E
. IAM Access Analyzer 12 100 ZURBEK BN ITIRMENEN , UHBBEFELZ S BIgEHEMN
R, BXEZER , HZH (IAM AFERE) # M |IAM Acess Analyzer REEKE,

- FEZEHHRIU (MFA)-TIR AWS IKF AN REE IAM AFSRAF , BEA MFA RS X
&M, ZEEEEA AP BERNEE MFA |, B MFA R4RMEIENERES, BXEZELR , B
7 IAM FFiEm) FH BES MFA RIFH API 15 1H,

BX IAMHHREIRNESER , 20 (IAM AFER) #1 IAM F R HEXE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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£ Amazon SQS =4l &

E1{j A Amazon Simple Queue Service 2#l& |, BARMERF —AREHONR, XL RS S EFET
HAMEEBHXREH Amazon SQS BRHNIFMAEE. AWS IKF IR BIBZ X EHNRIENRE R =B
ETHSHOMNKRE  NTHMTZEBHRE (AFRSAE )  BHAEEERMBEREZET.

X FRFA AWS CLI 5t AWS API SR, BEFNEREFEZHFHENR, R , IRFHREH
ZEHHITH API RVEME IEEC YR

NERAFPNACMARTLER Amazon SQS 24|14 , EEF Amazon
AmazonSQSReadOnlyAccess AWS SQS EEXRMEM MEISEh, BEXEZELR , H5H IAM AP
B TR AP RIS,

RTFAFERMITE SR

ZORBIGER T IS R EE |, BLAR Y IAM AP ERM MBI EAS SO RNERNEE R, LR
FEEESS LR AWS CLI 5t AWS API BT = 5T R IR R IR .

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [

"iam:GetGroupPolicy",
iam:GetPolicyVersion",
iam:GetPolicy",
iam:ListAttachedGroupPolicies",
iam:ListGroupPolicies",
iam:ListPolicyVersions",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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"iam:ListPolicies",
"iam:ListUsers"

1,
"Resource": "*"
}
]
}
ARVFAFRIERA5

FELLTRBIF , Bl Bob BT —FKKEE , AFAIFRIATA Amazon SQS B , BERXETE#E
BANAKZRE alice_queue_ HIBAFI,

Amazon SQS T2« B3I [BAYICIZE R FHERZBATINNIR, Hit , BRT IAM KEEFHY
CreateQueue #E , RN1E X[ Bob ERXZFEHME Amazon SQS RIEMINER,

{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": "sqgs:*",
"Resource": "arn:aws:sqs:*:123456789012:alice_queue_*"
}]
}

ARUFREORENFIEHE

FEUTROIR , BOIAFRECNET —NEEAH |, HHMT —NKReE , AP ZBAFEA Amazon SQS
SendMessage &1E , BEReEFEABE FTIEE AWS Ik BE BB HIBAFI, MyCompanyQueue

{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": "sqgs:SendMessage",
"Resource": "arn:aws:sqs:*:123456789012:MyCompanyQueue"
1]
}

BRI LAMER * ( TMAR SendMessage ) B EARFITHZRAFIMITUL T RENN
PR : ChangeMessageVisibility, DeleteMessage, GetQueueAttributes, GetQueueUrl, Recei
F SendMessage,
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® Note

B8R * TEHMAPRERBHEATFEINR , B Amazon SQS & E RIX LR, Hlm , 7
DA R T * M SendMessage PR , BIfE * @& SendMessage B IGEINIR ,
2k,

LB ST B BRAX PR B th & . MR EMARRE * PR, MIFRMER SendMessage

BERAE AEEETERREAAN—Y) IR, HR , ZBERTEER , ENEETE

BEX SendMessage R, ERAFEHE T ReceiveMessage IR , EERM
ReceiveMessage TR , AEHIBR * R,

SRVFEE R IREBASIB KB

EUTROIF  BRINVALBRNET —NEA , HHEMT —NERE , AT ZEANETEE AWS IKFHY
AR ERAFIEA Amazon SQS GetQueueAttributes #4E,

{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": "sqgs:GetQueueAttributes",
"Resource": "*"
1]
}

AW EENFEREENIIREHES

O] LAE A Amazon SQS KEEEE IAM REE TR IS . MRENSENESER AWS Ik, NI
Amazon SQS BRAIBEERF. B2 , SENHEARAPFEMAE AWS R EIEM A 7 & 7T L@ BA
FIRFEEE, MREFENQAFEAFINARFRTIHBNER , MAREIFLTRNIE AP BBEXNF
SN, FH IAM FEETT 2 Amazon SQS KB,

RRBIFFHATATERE

1. BIE—1% WidgetCo KRGS EMRHEL TR DA,

2. NEENHFARHPEERFENRNBEAFINARFCIEAS,

3. W APAME 4,

4. HEH-ZEE , MAFZAXE R SendMessage KBTI IT WidgetPartnerQueue 1,
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{
"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": "sqgs:SendMessage",
"Resource": "arn:aws:sqs:*:123456789012:WidgetPartnerQueue"
1]
}

Amazon SQS K &Y E A R4
KEHERTEN Amazon SQS A ZHIH RHIEKRE,

ERFNREMNEASE , IEAZEFERIEZRBONR. &9 , AFXERRI BT EERH S
RRATEMRAE, ERERBHMNBIAFE , TURIEAF RBEEESE PRITERERE,

(® Note

BINBUEEARNRRRED : —MATERFNR , 53— 1A TEAAFEFREREN AWS
Management Console f£ i A 7 WIE & F KU R,

R =N ARTF MR AWS K

AT RABISERE [ AWS IKF 4w5111122223333RFEXEREP (BXHBM ) 444455556666/
queuelithXap & HIRASIRISendMessage X BR,

"Version": "2012-10-17",
"Id": "Queuel_Policy_UUID",
"Statement": [{
"Sid":"Queuel_SendMessage",
"Effect": "Allow",
"Principal": {
"AWS": [
"111122223333"
]
.
"Action": "sqgs:SendMessage",
"Resource": "arn:aws:sqs:us-east-2:444455556666:queuel"

]
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}

w2 AER-DMRFHNER AWS K~

T RBIREE R B NBBAFIET AWS K 4w
5111122223333SendMessageMReceiveMessagetXPR444455556666/queuel,

"Version": "2012-10-17",
"Id": "Queuel_Policy_UUID",
"Statement": [{
"Sid":"Queuel_Send_Receive",
"Effect": "Allow",
"Principal": {
"AWS": [
"111122223333"
]
.
"Action": [
"sgs:SendMessage",
"sqs:ReceiveMessage"

1,
"Resource": "arn:aws:sqs:*:444455556666:queuel”

]

w3 FARAERRR T AWS K-

LT ROIKBERFHENTEHN AWS IKF BF (111122223333F444455556666 ) R , AFEME
A Amazon SQS AFHEIFRIEZEERE ( BZHBM ) Xi#123456789012/queuel R an& HIBASIHY
FrBERE,

"Version": "2012-10-17",
"Id": "Queuel_Policy_UUID",
"Statement": [{
"Sid":"Queuel_AllActions",
"Effect": "Allow",
"Principal": {
"AWS": [
"111122223333",
"444455556666"
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]
1,
"Action": "sqgs:*",
"Resource": "arn:aws:sqs:us-east-2:123456789012:queuel"

]

w4 AARNRAFERTEKS R

AT REIZREER T rolel Amazon SQS A HRZEFEMNTFRERE (BZEBEBMN ) XK
RA123456789012/queuel FIMFTERERN111122223333F MK X PR, usernamel AWS Ik

SN RN BE N A T AT RAE

* AddPermission

* CancelMessageMoveTask

* CreateQueue

* DeleteQueue

* ListMessageMoveTask

* ListQueues

* ListQueueTags

e RemovePermission

* SetQueueAttributes

* StartMessageMoveTask

¢ TagQueue
* UntagQueue

"Version": "2012-10-17",
"Id": "Queuel_Policy_UUID",
"Statement": [{
"Sid":"Queuel_AllActions",
"Effect": "Allow",
"Principal": {
"AWS": [
"arn:aws:iam::111122223333:role/rolel",
"arn:aws:iam::111122223333:user/usernamel"
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https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_AddPermission.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_CancelMessageMoveTask.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_CreateQueue.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_DeleteQueue.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ListMessageMoveTasks.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ListQueues.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ListQueueTags.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_RemovePermission.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SetQueueAttributes.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_StartMessageMoveTask.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_TagQueue.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_UntagQueue.html
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]
I
"Action": "sqgs:*",
"Resource": "arn:aws:sqs:us-east-2:123456789012:queuel"

]

APl 5 : mArERAFRT DR
LT ROIKBERERF (BER|AF ) FXNHEN 111122223333 /queuel KIRAFIAY

ReceiveMessage PR,

{

"Version": "2012-10-17",

"Id": "Queuel_Policy_UUID",

"Statement": [{
"Sid":"Queuel_AnonymousAccess_ReceiveMessage",
"Effect": "Allow",

"Principal": "*",
"Action": "sqgs:ReceiveMessage",
"Resource": "arn:aws:sqs:*:111122223333:queuel”

1]

}

I 6 : R AP R TR iE R B AR BR

UTRAIRBEEAMERAS (ERAF ) 8BFXNAN 111122223333 /queuel KIRASIHY
ReceiveMessage f R , EEMAHEXRETF 2009 £ 1 A 31 BFF 12:00 ZF 4 3:00 Hiid,

"Version": "2012-10-17",

"Id": "Queuel_Policy_UUID",

"Statement": [{
"Sid":"Queuel_AnonymousAccess_ReceiveMessage_TimelLimit",
"Effect": "Allow",

"Principal": "*",

"Action": "sqgs:ReceiveMessage",

"Resource": "arn:aws:sqs:*:111122223333:queuel"”,
"Condition" : {

"DateGreaterThan" : {
"aws:CurrentTime":"2009-01-31T12:00Z2"

iy
"DateLessThan" : {
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"aws:CurrentTime":"2009-01-31T15:00Z"

]

=l 7 : @ CIDRSEE R ATE AP R FATE IR

LR RAIKRBEEFMERF (EZRAF ) 8FXAN 111122223333 /queuel IR FIER AT AR Z MR
B TREMY Amazon SQS BREMNER , EXRHFRIBERMARXRETF 192.0.2.0/24 CIDR SEH

"Version": "2012-10-17",

"Id": "Queuel_Policy_UUID",

"Statement": [{
"Sid":"Queuel_AnonymousAccess_AllActions_AllowlistIP",
"Effect": "Allow",

"Principal": "*",
"Action": "sqgs:*",
"Resource": "arn:aws:sqs:*:111122223333:queuel",
"Condition" : {
"IpAddress" : {
"aws:Sourcelp":"192.0.2.0/24"
}

]

I 8 : A°[E CIDR B M A7~ 89 72 VF 5 SR M FE 1R 5 RAXR
LT R R BB M BERL

- E—/NMEAM 192.0.2.0/24 CIDRSEHE (192.0.2.188 BR4h ) AMNFFERF (EBBAF ) BT
WN#E 7 111122223333/queve! HBAFIERA SendMessage BRIERIN PR,

« FE-/NEAPEL 12.148.72.0/23 CIDRSEEANFMERAF (BEZAF ) £HZBAS,

"Version": "2012-10-17",

"Id": "Queuel_Policy_UUID",

"Statement": [{
"Sid":"Queuel_AnonymousAccess_SendMessage_IPLimit",
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"Effect": "Allow",

"Principal": "*",

"Action": "sqgs:SendMessage",

"Resource": "arn:aws:sqs:*:111122223333:queuel"”,
"Condition" : {

"IpAddress" : {
"aws:Sourcelp":"192.0.2.0/24"
I
"NotIpAddress" : {
"aws:Sourcelp":"192.0.2.188/32"
}
}
Yo &
"Sid":"Queuel_AnonymousAccess_AllActions_IPLimit_Deny",
"Effect": "Deny",

"Principal": "*",

"Action": "sgs:*",

"Resource": "arn:aws:sqs:*:111122223333:queuel"”,
"Condition" : {

"IpAddress" : {
"aws:Sourcelp":"12.148.72.0/23"
}

3]

FEEMNEKS Amazon SQS FEIEKKESRHEER

MRE BB AWS K ID FIEARBR ( FlI for SendMessages] ReceiveMessage ) foifF
Amazon SQS HEINER , N LEREB K, BLLRERA Amazon SQS AddPermission #
(=

MREAEREEEMMNZMSF ( HINERKBOSEHIEREN IP it ) BBEIEL SR FH
|, MEEREESH Amazon SQS BK , AEFEA Amazon SQS BENHE L& F AWS R
%, SetQueueAttributes

FH

« Amazon SQS i A E FIZE

« Amazon SQS i[RI Hl4b B TERE
« Amazon SQS i RIRKIE S X ERE
« Amazon SQS i FIRE S TG EHE
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« Amazon SQS H R KIEES P ENIELRMERIAIEL 2RI KX R
« IS SQS BEMNBERKN BREM
« BEM Amazon SQS 50K EIE S R~AI

Amazon SQS 7 A= &IZE#)

TERNET Amazon SQS &RV IH AR,

AWS Service
You o
Resource A Resource B Resource C
Your policy for Your policy for Your policy for
Resource A Resource B Resource C
Requester
Requester
Incoming ™ e Evaluation Cod
requests valuation e
q _'_'_'__,_,_:—'—"r'

Requester ——

Requester

&, RIRFAE,

(2]
R RSEE AWS BRFEH ( #lan , Amazon SQS BAFI )

IBHVREE, EREFNBOER N BN AREHR - REE. % AWS BRSRMBT — API, ISR /&

MEREHNBX,

A R
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o
#RE AT AWS BREHE ARER,

o
FEREES TERBE. X2 AWS RSHH—ARE , BTREZANRBITAEANBER , HAE
REBARFEREHREIR.

Amazon SQS 1 [R42HISL B THERE
TENATEA Amazon SQS 7 B KB E S #1715 RIEHIH — ik THERE.

You write a policy You add the policy Someone requests
— to the system L touse your resource

(1) 2] ©

The AWS service The AWS service
L determines the evaluates the The AWS service
applicable policies —% policies returns the result

4] (5] o

[ 1]
BRIEHPASIRE — Amazon SQS K,

(2 7
FHRE AR AWS, % AWS BREIRMET —/N API, 8 EEENBER, Hla0 |, &#EH Amazon SQS
SetQueueAttributes B/EFRNISE Amazon SQS BA Y L& K EE,

©
HABE L HER Amazon SQS BAFIHER,

L 4]
Amazon SQS KR EFA A AR Amazon SQS F RS H R E ML FRESE A,

5]
Amazon SQS XX L MHTITME , BERB A ERE LALLM,
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(6
BIERBITEER , Amazon SQS BiEFREFIRE Access denied FEiRHE |, HEHELNEIZFR,

Amazon SQS 1 R R B 1E 5 < BB
ERTRERME , ELHAE JSON M—LXBHE,
R

FStatementi® ) MR BtallowkI &R,
BRI

ik HERRALURITHES , BEREX AWSHER,
B4

B A B R4 1R ER Statement BN R,

Condition

BXRUTTNEMRFSLFACTE. RENZHESEE,. &SRR IP #hat k.

FES
8% — 1 Policy® StatementE i EIEIREINE R, BRERIEE T AISUEE deny = allow
B, EXRRITHHEAE=ZNEENER : IAEL., ATFMENIEL,

EXEL

FfStatementiz 1 BR BtdenyLE R,
ARE]

Amazon SQS AXIRHE Policy MERBHELR L IFE ABEBRNIE.
&

HEPolicy AN B RTEFNRNAF, MERENL |, KITEREARRERMEE. AWS FAF Amazon
SQS AP AT REN T REIEREE,

R B A RN
Y]

3£ F Condition#l 2240 o 1F SRIE 48 Xt & IRAY 15 7] BV 8L =20
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Policy
K- KRS RIEAREMHIR,
Policy A Policy A

Statement 1 Statement 1
is equivalent to

Staterment 2 Policy B

Statement 2

Amazon SQS FRXBHERAB R FHAF BRI EIRHNIR,

4k
U B 7 s Policy 8 F 7= o
%R

FHBERBAOHR.

Statement

EMUBRWERHEE , B ARMESHE , EHEXK Policy K — 5.
WRE

FIEVIR R ERB A

Amazon SQS 1 R K BE1E S 11412 58

A | Amazon SQS BER A A RIS HBAEE UANEALENER, TEZHURES
ANEAAD :

C ERINBRT |, BIBG A A SOLMN A 6 AR RER,

. Rl BEEEERIAES,

. BRIES FEEEEAL.

. ERIHEHIF A REE,

THEERT Amazon SQS IMAIiFLE K 1A B X PRAT R K.
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@

12

©

Decision
starts at
“Deny"
(default deny)

:

Evaluate all
applicable
policies

l

|5 there an
Yes

explicit deny?

Is there an allow? Yes

No

Y

Final decision =
“‘Deny”
{default deny)

ZORFIT IR — M RINEL

-

Final decision = "Deny"
{explicit deny)

Final decision = “Allow”

PATRBITEER THERNAERR (BREFER, 4. BENZMS ) . BITABITEREIREHF

BE,

PAITRBIREATERNENELES, BIERTRBRKIT -1, b2REELREK , BNALRE

SERko

A R
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0
MERBHRIENELES , BARTRBFITHREATERNEAAFES. BERTRBRKIT
—, HRBRERFREK , BIMIRTK ( RESFERELEZIER ) .

o
MRARIEMAWES , BAKLREFRIEL (RNRBEENELIAY , TR EA N -
A4 ) .

Amazon SQS 15 R KA E T FENIEL I IAEL Z AR KRR

MR Amazon SQS FHAEZNATIER , WZERLSH RINEL, Hln , MRAFBERER
Amazon SQS FXPR , BN A TZA P —KEE £ A DynamoDB , NiZiER4SH default-
deny,

MRREHBZEAPNENRY , MZBERNERAMINEL, WRBETETPHABRE , AR
BREPTENE , ZERNERTERNATHENEL, FRNMRREIEEENMLERBZEN
KHHER , BATEXMER TRIAERABRINEL, flan , R EEIEREERNNER, BEET
KA1, REBERTFERE TN , BIEZHER, TEHAT Amazon SQS XK,

Policy A1

Effect = Allow

Condition:
if request is NOT from Antarctica

WRAFNEERHER , BAFKHAEBELRE (ZFERTRKEBEMN ) , WZBFERHERE R, B
=, MRAPMNERNRHER , MARGERBE , ZERNRINGRNBINEL, BT REERE
A2, EXNELRBEEINNER  IHERRENEREL, THIREEUEA T IZKE,

Policy A2
Effect = Deny

Condition:
if request is from Antarctica

MRAFMEHRMNEHER , BAFKHELHE , WZFRNWERNERIEL,
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RINELFNERNELCHENXFIREE , RIATFAUUBSNEETHEEBEREE. Hl0, K& B AF
£2010F 6 A1 BEEMER, TEERTHILERRKERE A1 MK A2 #THASHNER.

Scenario 1

Scenario 2

Reguest arrives from Antarctica on Reqguest armives from Antarctica on

June 1, 2010 June 1, 2010
I Policy Evaluation I Policy Evaluation
Policy A1 Policy A2
‘ Effect = Allow ‘ Effact = Deny

if request is NOT from Antarctica

Condition;
if request is from Antarctica

‘ Condition;

OR OR
Policy B Policy B
‘ Effect = Allow Effect = Allow
Condition: Condition:

if request comes in on June 1, 2010

I Result

Policy A2 Result:  Explicit Deny
OR Policy B Result:  Allow

if request comes in on Junea 1, 2010

I Result

Policy A1 Result:  Default Deny
OR  Policy B Result:  Allow

Final Result: Allow

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
: Final Result: Deny
|

HEZR1P, KA NERNMNEL KB BHNERAMAT , RAZKREAF 201066 A1 8
FEANER, KB REMNAFERFERRK A WRIAELER , Bt , FRREAW.

EZm2H , K B2NERNENEL , KM BWERN AW, WK A2 RHENEXELI[FESM
KB RHEB AW, AIZFERSBIEL,
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5 SQS BE X HENFRE

B IK P 7 EY
SN AR BERN A T AT 8 4E -

* AddPermission

* CancelMessageMoveTask

* CreateQueue

* DeleteQueue

* ListMessageMoveTask

* ListQueues

* ListQueueTags

¢ RemovePermission

* SetQueueAttributes

* StartMessageMoveTask

¢ TagQueue
* UntagQueue

e

Amazon SQS Bl R X #F IAM F o] AR HENER FE, EXEZEE |, iS5 Amazon SQS API
BIR : BEMTRSE,

B E X Amazon SQS i 7 K B&iE S Rl
LT REIZEEH Amazon SQS i [E Kk,
R A=K TR

LA R4 Amazon SQS FrEH AWS K~ 111122223333 2-F PR |, A FM AWS K
444455556666 HEM queue2 HEIEFBWIER,

"Version": "2012-10-17",
"Id": "UseCasel",
"Statement" : [{
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https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_AddPermission.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_CancelMessageMoveTask.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_CreateQueue.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_DeleteQueue.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ListMessageMoveTasks.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ListQueues.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ListQueueTags.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_RemovePermission.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SetQueueAttributes.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_StartMessageMoveTask.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_TagQueue.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_UntagQueue.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html#AvailableKeys
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]

w2 =B MK R TFNR

"Sid": 1",
"Effect": "Allow",
"Principal": {
"AWS": [
"111122223333"

},

"Action": [
"sgs:SendMessage",
"sgs:ReceiveMessage"

]I

"Resource": "arn:aws:sqs:us-east-2:444455556666:queue2"

AT 7RI Amazon SQS SR 7o VF1E 45 TE B A ER U SRRV IK PP R B Y BA B 4T — DRS4S AWS K

BERE,. BELERBEHFEKIFFERH SetQueueAttributes BENHE F4£F] Amazon SQS , B

AddPermission B4EF T ER FBA ST 8] X BR B 58 %E A+ 6] BR il o

"Version": "2012-10-17",
"Id": "UseCase2",
"Statement" : [{

"Sid": "1",
"Effect": "Allow",
"Principal": {
"AWS": [
"111122223333",
"444455556666"

},

"Action": [
"sgs:SendMessage",
"sgs:ReceiveMessage"

]I

"Resource": "arn:aws:sqgs

"Condition": {
"DateLessThan": {

"AWS:CurrentTime":

tus-east-2:444455556666:queue2”,

"2009-06-30T12:00Z"
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https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SetQueueAttributes.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_AddPermission.html
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]

TPl 3 : J¥KB Amazon EC2 LMY ERIZF R

LUR 7R Amazon SQS FKEEXY K B Amazon EC2 A ER R FIHRINR, L REIBRERE 2 @ 5
—NHEZENEKFRTFNEROIRE : ©RFAEERSIE 2009 £6 A 30 BH4HF 12 /& (UTC) Z&T ,
FimE 1P WSEERFIE 203.0.113.0/24, AL EREBENERIFFEH SetQueueAttributes B
fFH £ %] Amazon SQS , BN AddPermission BER A FER FRASIHRNRETIEE IP ik R
il o

"Version": "2012-10-17",
"Id": "UseCase3",
"Statement" : [{
"Sid":. "1",
"Effect": "Allow",
"Principal": {
"AWS": [
"111122223333"
]
I
"Action": [
"sqgs:SendMessage",
"sqs:ReceiveMessage"
1,
"Resource": "arn:aws:sqs:us-east-2:444455556666:queue2",
"Condition": {
"DateLessThan": {
"AWS:CurrentTime": "2009-06-30T12:00Z"
},
"IpAddress": {
"AWS:Sourcelp": "203.0.113.0/24"
}

]

Rl 4 EELFEIKS TG

BATR 7”5l Amazon SQS RESIELE X RHIBA I AV 45 E AWS K TFRIAXPR . bR “/R4 1
=N RFNR REAERM . SELIHRBEN AWS K. EXLEREILKIEHGEH
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https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SetQueueAttributes.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_AddPermission.html
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SetQueueAttributes B¥EFH E{£Z] Amazon SQS , BF AddPermission BETR R IFIELSTRA
SR EENPR ( ERAFRF NS FH R ) o

"Version": "2012-10-17",
"Id": "UseCase4",
"Statement" : [{
"Sid": "1",
"Effect": "Deny",
"Principal": {
"AWS": [
"111122223333"
]
},
"Action": [
"sqgs:SendMessage",
"sqs:ReceiveMessage"

1,

"Resource": "arn:aws:sqs:us-east-2:444455556666:queue"

]

~Bl5: MRAENRE VPC e |, MIE4 1R

AT "5l Amazon SQS FKEEPRHIXT queuel KIGREIMR : 111122223333 Reg@EE VPC iw s ID
vpce-la2b3cad ( £/ aws:sourceVpce £HIEE ) 1T SendMessage M ReceiveMessage #
B, BXEZER , ESH Amazon SQS B9 Amazon Virtual Private Cloud i &0

(@ Note

« aws:sourceVpce ZHFFE VPC in LA R ARN , MRAFE VPC im K 1D

o BB ES ZMEAFIELFTE Amazon SQS B (sqs:*) , IBREATRE , LUFFR
BRERFIZIEE VPC wR. B2 , EXRBFHRNAEERE ( BIEERBATIRAR
FHNERRE ) XNBEERBPENNRIE VPC mRiT , XU IEAFUEEBR
RA 54X BR

"Version": "2012-10-17",
"Id": "UseCase5",
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https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ReceiveMessage.html
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"Statement": [{

"Sid":. "1,

"Effect": "Allow",

"Principal": {
"AWS": [

"111122223333"

]

I

"Action": [
"sqgs:SendMessage",
"sqs:ReceiveMessage"

1,

"Resource": "arn:aws:sqs:us-east-2:111122223333:queuel"”

"Sid": "2",

"Effect": "Deny",

"Principal": "*",

"Action": [
"sqgs:SendMessage",
"sqs:ReceiveMessage"

1,
"Resource": "arn:aws:sqs:us-east-2:111122223333:queuel”,
"Condition": {
"StringNotEquals": {
"aws:sourceVpce": "vpce-la2b3c4d"

}

FimetZ 2 EUEA T Amazon SQS

BRTYFEABCHEZSIEBREZAFN , IAMZEAFEREMAFAETIENZSIER , ANTTATFZHA
PiARIER AWS BRESNER, SaUEERE AWS KFHAF, SR EEBERSEFEENAR
AWS Ik (BX&RFF ). AL, EBR1HE AWS BRMIZM N ARF BT BN AP,

BO AR LR gt Z £ EUEX Amazon SQS X HiEK. APl E&FAXEEITIITESAENSHEE ,
LUMEX IR ERFITE ORI, MBREFERASHNEIELEER , N Amazon S3 £IELLER,
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® Note
EFBEE T ISR BEK,

TR
1. A IAM eI IF R £ &I

. m2DE
. HREH D
. BEHAEH
2. BAKNBAES D AZLHMEESETHR,
3. EARNREHAES (MTRLASHREHHES ) MAHEN AP HREE.

@ Note
ERXEXRNEW APl EFXRE , FEAIGIEFZSA ID (MAREECSHWHRZHHID ) |
HREBERETHE. BX IAMMIERZLIEFRHIFNESFE , F5H | AM AR+
BV RT3 AWS 28 R Y 5 B 15 (] X R o

FEAIG L2 EZULAA Amazon SQS &if] AP| i

1. FEAHRBERZS S AWS Identity and Access Management, BxEZER |, H5H (IAM A
Figm) FRAERFZSEIESER IAM AF B BB RN,

IAM £1RE —MNZ£ T, —NMFRIZLA ID M— MR IHEER.

2. FEAKEEZESA ID((MAREECHILRZES ID) EREN , ARTERTETH, ERAKNE
ZHRIFRA (MAREACHRBRERER ) HERES,

3. RREFEARNIARZER ID MELTHEENERFRE,
LA 5115 BA a0l 8 AR I B 2 2 SR IEXY Amazon SQS B R# 4T H B RIUE, AUTHPARAMS BISEHY

BURTF APl ERHZER, BXREZER |, SR (L 5# Web Services —fix5E) ) “XF
AWS API &R,

https://sqs.us-east-2.amazonaws.com/
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https://docs.aws.amazon.com/general/latest/gr/signing_aws_api_requests.html
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?Action=CreateQueue

&DefaultVisibilityTimeout=40

&QueueName=MyQueue

QAttribute.l.Name=VisibilityTimeout
&Attribute.l.Value=40
QExpires=2020-12-18T22%3A52%3A43PST
&SecurityToken=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
&AWSAccessKeyId=AKIAIOSFODNN7EXAMPLE
&Version=2012-11-05

&AUTHPARAMS

AR RGIGER T I R &IERE T SendMessageBatch #ELXEFHFREE,

https://sqs.us-east-2.amazonaws.com/

?Action=SendMessageBatch
&SendMessageBatchRequestEntry.1l.Id=test_msg_001
&SendMessageBatchRequestEntry.1l.MessageBody=test%20message%20body%201
&SendMessageBatchRequestEntry.2.Id=test_msg_002
&SendMessageBatchRequestEntry.2.MessageBody=test%20message%20body%202
&SendMessageBatchRequestEntry.2.DelaySeconds=60
&Expires=2020-12-18T22%3A52%3A43PST
&SecurityToken=je7MtGbClwBF/2Zp9Utk/h3yCo8nvbEXAMPLEKEY
&AWSAccessKeyId=AKIAI44QH8DHBEXAMPLE

&Version=2012-11-05

&AUTHPARAMS

FERAFENREREEIEMNZE Amazon SQS BAFIAY i B 1 BR

EAILAE A Amazon SQS BE & AWS Key Management Service (KMS) SR B RS- 85 4% 1% (SSE)
ENARF 2 AXRBEBHE, B35 Amazon SQS KER AWS KMS |, Bl U EFEE R
Amazon SQS HWZEAURRIF ENHME RN EH. AWS

/N AWS RS AT AT 4[| Amazon SQS KIEEHNEHRTR. EFEEHREEBHEMNERN Amazon
SQS A%l , BEEFAEF AWS KMS EENHARES, A, EABARBATRSERAME
9 AWS KMS API 5%, ZIRFSIEFEX 1 E# 1T S0 R IERN R T BEERASI KX EH, B UUER
Amazon SQS KEEREIMX— B , ZRKBEE—METRENRE , I TEFIX Amazon SQS A%
REBENHE,

LTEFREAXRIMMIBE T S# SQS KM AWS KMS Z4A R IIEFIX 12/ Amazon SQS FA
MG ERRNVER . AIEE PR REFR BRI RER R,
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https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#customer-cmk
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
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AIEEENETETERNENOMAMER aws : SourceArn, aws:SourceAccount H
aws:PrincipalOrgID £/F IAM &4 £ T SXEER#EREE R E R &,

£

« BIKR Amazon SQS BHHABE

« ZEERSIH Amazon SQS KHiEA

- BEERSEERERZ

« {8 IAM Access Analyzer Z & FEIK /7 i 7] X fR

R

HEAETER , BRITFNENB - NEREARG , LEA MM ERHABEN Amazon SQS BAFIE
W&o LbER AT BN

Amazon KMS Amazon Lambda

Consumer

@E Producer

Amazon SNS

Amazon EC2

>

Amazon Fargate
Dead-letter Queue

FERGIH | SHERIEER Amazon Simple Notification Service (SNS) £ |, ZEBEE N EHER
H B EH N2 Amazon SQS A%, SHEEAER —BUITERS , fl0 AWS Lambda BE#, Amazon
Elastic Compute Cloud (EC2) 345} AWS Fargate B85, RE , &M Amazon SQS A FIE B R
KMEVEEREZIFEERS (DLQ). XN FRIXNARFIEEAZRAIEEH , BH DLQ AFE
REREANES , MATHLBABMNER, EXRTFHPENNHERERESD , £/ Lambda HE#HE
TTE RS RAEEFZHE Amazon SQS AFIFHESE, MBEEEHERAENTEMAES= (VPC) &,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcearn
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N AP P ER DenyReceivingIfNotThroughVPCE KRB A YRR E BB R E1ZEE
VPC L,

(® Note

AEEMNURKEAINEXSTEMEN IAM R, EFIEBER , BFEENFHBMMEELH
Amazon SQS BR = AWS KMS Z4ARIEH ., KIEETREFXRMNMAAIZE Amazon SQS BA
HIRZ AN AWS KMS %EH, XAl ZX LR FENHEE , §2HE 812 Amazon SQS RA
SR 2 A,

AIERHPEYH Amazon SQS KEAXIFFEEEZEHN A EFIHEH TR Amazon SQS
RA %1,

B{EMPE Amazon SQS 4R BE

BT | RIGNE AWS KMS AT 1123 Amazon SQS A\ B EERAMENRENRNR,
ERX LR |, AT LU R A PR PR # N PR B AR5k | R SRERENR. BRPEBRMSMEENTER
BEEA , BRATRES AT RREFMAE R XL E :

« [ AWS KMS R TFEE R NR

o BFXH4A TTHBIEN R RR

« 3 Amazon SNS KMS X¥ Amazon SNS [a1BA 5l & 71 E BRI R

« REFERAERZEREIIER

[ AWS KMS ZR T EE AR

E4|ZE AWS KMS %4 , BEERNATHER AWS KMS A8 IAM B2 AWS KMS BB R
R, XLEEERAMNRELT AllowKeyAdminPermissions REEBEAHRHEIT T ENL. £ AWS KMS
REARBE PRI A | % <admin-role ARN>E A FEHER4, BEZ AWS KMS A5H
ERMAEZH IAM BEBH Amazon BREEZ# (ARN) H#t, AWS KMS XAILAREHEEEN IAM &
& , A LL2 AWS Organizations FIEALANERE R HE,

{
"Sid": "AllowKeyAdminPermissions",
"Effect": "Allow",
"Principal": {
"AWS": [
"<admin-role ARN>"
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]

.

"Action": [
"kms:Create*",
"kms:Describe*",
"kms:Enable*",
"kms:List*",
"kms:Put*",
"kms:Update*",
"kms:Revoke*",
"kms:Disable*",
"kms:Get*",
"kms:Delete*",
"kms:TagResource",
"kms:UntagResource",
"kms:ScheduleKeyDeletion",
"kms:CancelKeyDeletion"

1,

"Resource": "*"

@ Note

£ AWS KMS Z4AKBEH | Resource TEMNEMME* | XEWKRAE X AWS KMS Z477,
E5 (*) FmR AWS KMS %348 5K s AT < BR Y B3 4R

BT BA T HIER R E AR

EmHAM IAM AR FXNEZATHIEN RRFRENE , 5% AllowReadAccessToKeyMetaData
BARMBEHNZRABED, fla , LTEIRFEIHKF PIFTE AWS KMS Z4A T I,
HIEAERT AWS BRAFPXNZBHATHEN RRGRNR, Bt , KAPHER IAM EHEIEHET
SN RBREGUTEIPIEHONER , AT LLERZBEATTEHIE : kms:Describe*, kms:Get* H
kms:List*, H{RIF <account-ID> B HEHCHER,

{
"Sid": "AllowReadAcesssToKeyMetaData",
"Effect": "Allow",
"Principal": {
"AWS": [
"arn:aws:iam: :<accountID>:root"
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]

.

"Action": [
"kms:Describe*",
"kms:Get*",
"kms:List*"

]I

"Resource": "*"

£ F Amazon SNS KMS Xt Amazon SNS [al BA 5l & 77 & BRI R

ERIFEH Amazon SNS EEEIMNZFH Amazon SQS AFIAHEE |

&4 A11lowSNSToSendToSQS

REIEARMEENBAREP, WFBHRTFILDE SNS /1% AWS KMS B K 16 28891 5

SQS BAFIHIN PR, #RI <account-ID> B#R

® Note
FBConditionF MR &I RBEER — AWS Ik~ fEFH Amazon SNS RS

}

"Sid": "AllowSNSToSendToSQS",

"Effect": "Allow",

"Principal": {
"Service": [

"'sns.amazonaws.com"

]

I

"Action": [
"kms:GenerateDataKey",
"kms:Decrypt"

1,

"Resource": "*",

"Condition": {
"StringEquals": {

"aws:SourceAccount": "<account-id>"

}
}

R

EANS

a EE@{EII}\O
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AW EREREREAIINEES

LA AllowConsumersToReceiveFromTheQueue &A@ Amazon SQS EEFE A& T TR M
# Amazon SQS BAF| W EIAYE BFTERINPR. MiINREEE QAT |, & <consumer's runtime role
ARN> B EEFEREN IAM E1TRA® ARN,

{

"Sid": "AllowConsumersToReceiveFromTheQueue",
"Effect": "Allow",
"Principal": {
"AWS": [
"<consumer's execution role ARN>"

]
}I
"Action": [
"kms:Decrypt"
1,

"Resource": "*"

}

BRIK R Amazon SQS KB

AL SET MAIER PRI A R 61 RENR Amazon SQS BAFIZEE ( 170 , A Amazon
SNS Z| Amazon SQS ) » EXKFKEE EEEIESHEM Deny M Allow BARFEIEEAH

B, Allow BEALEBREEREZARFIHRINER. Deny & T By L E /ALK 15 8 Amazon
SQS BAF , FEIBTHF B FRSEABERRTE R SR M4 Z I

Amazon SQS KEEBELUTE , BAVETEXN EBT T HAHEL

 BR#l Amazon SQS EIENXIR

- BREIIEEHLM Amazon SQS BAFIERME

- EfFEAERF Amazon SQS IR

 SEHEAR P INE

- FHEAHRSINEEN Amazon SNS £/
(A% ) FOEEERRFINEE VPC iR

FE4) Amazon SQS EIEX R

LA RestrictAdminQueueActions KRB AIF Amazon SQS BEENRREHINXE TEA TR
A%, BERAFIEAmERMEZH IAM A€, BRI <placeholder values> BMAEBCHWE
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B. IBERATEE Amazon SQS BAFIK IAM £ ARN , AKX N EH Amazon SQS &I X R K 4E4A]

EERAEMN ARN,

"Sid": "RestrictAdminQueueActions",
"Effect": "Deny",
"Principal": {
"AWS'": A
.
"Action": [
"sqs:AddPermission",
"sqgs:DeleteQueue",
"sgs:RemovePermission",
"sqgs:SetQueueAttributes"”
1,
"Resource": "<SQS Queue ARN>",
"Condition": {
"StringNotLike": {
"aws:PrincipalARN": [
"arn:aws:iam::<account-id>:role/<deployment-role-name>",
"<admin-role ARN>"

FR&IE ELH LK Amazon SQS BAFIIR 4

E#HBRF EH Amazon SQS BRI ZBIAE ( B AWS HEAIBREFR ) |, FEAUTES,
Wi ALRHIEE Condition HIBEEMHLRHIE Amazon SQS BAFI. RN <SQS queue ARN>
B h AT E 2 Amazon SQS RAFIH IAM B ARN ; fF <org-id> B AEHEALR D,

"Sid": "DenyQueueActionsOutsideOrg",
"Effect": "Deny",
"Principal": {
"AWS'" A
},
"Action": [
"sqgs:AddPermission",
"sqs:ChangeMessageVisibility",
"sqgs:DeleteQueue",
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"sgs:RemovePermission",
"sqs:SetQueueAttributes"”,
"sqs:ReceiveMessage"
1,
"Resource": "<S@QS queue ARN>",
"Condition": {
"StringNotEquals": {
"aws:PrincipalOrgID": [
"<org-id>"
]
}
}
}

6] F & % F Amazon SQS X R

EREWSRE Amazon SQS AFIHEE. , BREEMEEFEABZRHELENNR. UTRBEAL2EEE
ERNFERERFEARKEB Amazon SQS BAFIEE EFTENR. F1ZiE R MEIEH Amazon SQS
REER |, HSMN <consumer's IAM runtime role ARN> Bt ANERAEEAN IAMEZTHRAR
B9 ARN ; R <SQS queue ARN> E#) A T&FE Amazon SQS BAFIRY IAM B &K ARN.

"Sid": "AllowConsumersToReceiveFromTheQueue",
"Effect": "Allow",
"Principal": {
"AWS": "<consumer's IAM execution role ARN>"
3,
"Action": [
"sqs:ChangeMessageVisibility",
"sqs:DeleteMessage",
"sqgs:GetQueueAttributes",
"sgs:ReceiveMessage"

]I

"Resource": "<S@S queue ARN>"

Epy it SRR B Amazon SQS BASIRIEE. , 154 DenyOtherConsumersFromReceiving
BAAME Amazon SQS BAFIEKEH ., WiIEAXRFEENRELEENEAERER , TATFHA
EAERR , AEMENN S HRRLBTFHIFENR , bRk, BWR[F <SQS queue ARN> F

<consumer’s runtime role ARN> BB EBAZWELR.,
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"Sid": "DenyOtherConsumersFromReceiving",

"Effect": "Deny",

"Principal": {
"AWS": A

1,

"Action": [
"sqgs:ChangeMessageVisibility",
"sqs:DeleteMessage",
"sqs:ReceiveMessage"

1,

"Resource": "<S@S queue ARN>",

"Condition": {
"StringNotLike": {

"aws:PrincipalARN": "<consumer's execution role ARN>"

3K e A% H P hn &

BAR DenyUnsecureTransport RESEQARFIFEAENNEEFEHALLEE (TLS EE ) REME
W3k B Amazon SQS BAFIKIEE . TRFT <SQS queue ARN> By AT EBE Amazon SQS BAFIHY

IAM B8 ARN,

"Sid": "DenyUnsecureTransport",
"Effect": "Deny",
"Principal": {
"AWS™ . MM
I
"Action": [
"sgs:ReceiveMessage",
"sgs:SendMessage"
1,
"Resource": "<S@QS queue ARN>",
"Condition": {
"Bool": {
"aws:SecureTransport": "false"
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E B MR E RS EMN Amazon SNS £

LA AllowSNSToSendToTheQueue KB A R IFIEER Amazon SNS B[ Amazon SQS BAFI
RIFHEE . WRE <SQS queue ARN> B AT EE Amazon SQS BAFIK IAM A &K ARN ; fF
<SNS topic ARN> Ei#:J} Amazon SNS & ARN,

"Sid": "AllowSNSToSendToTheQueue",
"Effect": "Allow",
"Principal": {

"Service": "sns.amazonaws.com"
.
"Action": "sqgs:SendMessage",
"Resource": "<S@S queue ARN>",
"Condition": {

"ArnLike": {

"aws:SourceArn": "<SNS topic ARN>"

LR DenyAllProducersExceptSNSFromSending JRESEARIEHEMAIZEE LI AEER, F
<SQS queue ARN> ] <SNS topic ARN> Bt HNEZBECWEER.

{
"Sid": "DenyAllProducersExceptSNSFromSending",
"Effect": "Deny",
"Principal": {
TAWS': MM
},
"Action": "sqgs:SendMessage",
"Resource": "<S@S queue ARN>",
"Condition": {
"ArnNotLike": {
"aws:SourceArn": "<SNS topic ARN>"
}
}
}
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( ik ) ROEREWRFINBE VPC IwR

ERHMRE4FER VPC | Jﬁﬁ,\\\ivtl_/ﬁ,m , BT
SEEBKRBEFTEM VPC i

R

P{AN

R, BN LE AR IEEEER FEEURBRASIH

# Amazon SQS BAFIREE PR ML FREGE R, BR
SR ¥ <SQS queue

ARN> &7 Fi T &% Amazon SQS BAFIHY IAM B &H ARN ; ¥ <vpce_id> ¥ VPC k& 1D

"Sid":
"Effect": "Deny",
"Principal": "*",

[
"sgs:ReceiveMessage"

]I

"Resource":

"Action":

"<SQS queue ARN>",
{
"StringNotEquals":
"aws:sourceVpce"
}
}
}

"Condition":
{

: "<vpce id>"

FEERASIEY Amazon SQS KRE&IE Q)

FMUTEREED (BEET ID F71R ) AmE

RestrictAdminQueueActions

DenyQueueActionsOutsideOrg

DenyOtherConsumersFromReceiving

DenyUnsecureTransport

BR TR ERRMEE QA ME DLQ TR KBRS

HHE |, MT AR,

(BN

AN

RIA

2| I_l\

"DenyReceivingIfNotThroughVPCE",

Ry DLQ F R SREg AR

AllowConsumersToReceiveFromTheQueue

BRI —2%1E4A , SABR&IE Amazon SQS RASI1E

/A RAE

284


https://aws.amazon.com/about-aws/whats-new/2018/12/amazon-sqs-vpc-endpoints-aws-privatelink/

Amazon Simple Queue Service FRARIER

BR#I[E Amazon SQS BA & HiH &

ERFIE — K~ REETH B Amazon SQS BAF |, FE7E DLQ BAFISREE R MLL T
DenyAnyProducersExceptSQS REEIEA, WIBAFRHEABMRFTBENY K BAEEE
EOIZEEFIZHZE DLQ , Ft#E 812 DLQ Bt L A8 Amazon SQS ARN, MIREBEERF
(5] A% BR PR 1 9 X — 4 Amazon SQS BA%I , B FE R 52 A &8 Amazon SQS JRBASIHY ARN &2k
Condition #HY aws:SourceArn,

{
"Sid": "DenyAnyProducersExceptSQS",
"Effect": "Deny",
"Principal": {
TAWS': MM
},
"Action": "sgs:SendMessage",
"Resource": "<SQS DLQ ARN>",
"Condition": {
"ArnNotLike": {
"aws:SourceArn": "arn:aws:sqs:<region>:<account-id>:*"
}
}
}

/A Important

AP E XK Amazon SQS BAFIZKEE TR 2% sqs: PurgeQueue RERHIEEN IAM A6
RZNBE, sqs:PurgeQueue BRIEAFEMBER Amazon SQS BAFIFHFTEHEE, &t
LMERA IR ETSCEERR | MEAEER Amazon SQS A, B NARFER , £ LUSKR
Amazon SQS BAFIAMIBRAT8EERIRAVE R . NN AR , B LUEN Amazon SQS RAF
REREHEE , RAREHRAEFREZaDERSILERTITIR. ZFTAR R IR ER &I E A
Ae , RENEZE Amazon SQS BRI ATRERAEL A G, BFENFUNRFINISEE
TFEOHHRED , TEEFBREAS,

Br3e s R S5 IR B F &

BERERIER-NMREFEE , XRERITRENRNXETRLIEEEENRIKERITZRE, K
TEHEXMER , AWS MMRE[ME=T (MABEKS, ) EM AWS RS ( RABERS ) RENEK
FPAHRERAHRERER , WRETEBERFKFNTE, R PAREE QW ARG LB RSB

REE =,
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— MRS (RS ) BAS —TRS ( FIBNERS)E , e K EBRSEL., TURNMNBARS
DERAENRN S —NEF R ERETRE , SNZBRSFTREHRNR. 7 THBBBIRE , &KX
FENWE TR RAEKEEAMER aws : SourceArn, aws:SourceAccount M aws:PrincipalOrgID
25 IAM &4 LT3, X2FRSAENRRRSIE Organizations PIVFERIER. HFEKF R4S
E AWS A4,

# /8 I1AM Access Analyzer & & Bk /= 15 8] f R

AT LAE A AWS IAM Access Analy zer EE &) Amazon SQS BAFIZKEE M AWS KMS Z4A K RE |
HELS# SQS AFIHRFZHRF AL AWS KMS SE4R G RIXBRATIRERER, IAM Access Analyzer #5
BRIREEAPN T RMEEEXEZANEELZNKS ., HETXKFTUREEEA IAM Access
Analyzer BHEEHR AWS IKFRALH, AWS

IAM Access Analyzer A E TEENHERSMIMERETRRENRE , NMRAISEATERARE
HERER. AWS X FEZNETXBALZNRRENENES , Access Analyzer ISR —MNAEL
R, AELERSEEXRHANBRARZGRNBRRFINASEANEL . ZAUEFRELR , UH
EiZFRNRRZITNNEFERSE , ERITVANFRNEHFELZEXK . N TFEAENHGE , BE
ESEARKAHRITIEE, HX AWS IAM Access Analyzer H{AIRBIXS B AWS FIRH E SR

MEZEE , BERLBEXE.

BX AWS IAM BRI EBNESZEL , BFSE AWS IAM 58 9 HT 28 328,

Amazon SQS API R [R : BEMRFESE

FiIgE HAREF MEEZEAMHME IAM SANNRERREN , AUERATRIENSE, BFEEDN
Amazon Simple Queue Service {E. BAUNEBRFHRITZRENNRAOMBEMIEE , URETTLHN
HIRFNRHN AWS &R,

EXRHN Action ZERBPIEERME | HERMEH Resource ZFRIPIEBERRE, BEiETRIE, BE B
EZ2BIfEA sqs: BIZR ( B0, sqs:CreateQueue ) .

BH , Amazon SQS X IAM FIREN £ BEE T8,

Amazon Simple Queue Service AP| Fig#EFTE /IR

AddPermission

1 . sqs:AddPermission

WK . arn:aws:sqs:region:account_id:queue_name
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ChangeMessagefE L&

1€ . sqs:ChangeMessageVisibility

WIR : arn:aws:sqs:region:account_id:queue_name

ChangeMessageVisibilityBatch

1 . sqs:ChangeMessageVisibilityBatch

DN . . .
R : arn:aws:sqs:region:account_id:queue_name

CreateQueue

#1E . sqs:CreateQueue

®IR . arn:aws:sqs:region:account_id:

DeleteMessage

¥ 1E . sqs:DeleteMessage

®IR - arn:aws:sqs:region:account_id:

DeleteMessageBatch

1€ . sqs:DeleteMessageBatch

®iR - arn:aws:sqs:region:account_id:

DeleteQueue

#1E : sqs:DeleteQueue

WK : arn:aws:sqs:region:account_id:

GetQueueld 1

#¥1E . sqs:GetQueueAttributes

®IR - arn:aws:sqs:region:account_id:

GetQueueM it

#B’{E : sqs:GetQueueUrl

®IR - arn:aws:sqs:region:account_id:

queue_name

queue_name

queue_name

queue_name

queue_name

queue_name
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ListDeadLetterSourceBA %l

#B{E : sqs:ListDeadlLetterSourceQueues

WIR : arn:aws:sqs:region:account_id:queue_name

ListQueues

#B1E . sqs:ListQueues

WK : arn:aws:sqs:region:account_id:

ListQueuefr &

1 : sqs:ListQueueTags

®IR . arn:aws:sqs:region:account_id:

PurgeQueue

¥ 1E . sqs:PurgeQueue

®IR - arn:aws:sqs:region:account_id:

ReceiveMessage

#1E . sqs:ReceiveMessage

®iR - arn:aws:sqs:region:account_id:

RemovePermission

¥ 1E : sqs:RemovePermission

WK : arn:aws:sqs:region:account_id:

SendMessage# B SendMessageatch

¥ 1E . sqs:SendMessage

®IR - arn:aws:sqs:region:account_id:

SetQueueld 1%

#B®{E . sqs:SetQueueAttributes

®IR - arn:aws:sqs:region:account_id:

queue_name

queue_name

queue_name

queue_name

queue_name

queue_name

queue_name
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TagQueue

1€ . sqs:TagQueue

%R : arn:aws:sqs:region:account_id:queue_name
UntagQueue

1€ . sqgs:UntagQueue

WK : arn:aws:sqs:region:account_id:queue_name

Amazon SQS i H &R 1S F MG 13

AT RMEAERX Amazon SQS WY B EMLTIETHE LR , BFE CloudTrail 2{AIEA IR API AR , UK
BT RAT#@ASES FERER CloudWatch 3845,

Ey-J]
« fEM AWS CloudTrailid & Amazon SQS API i# A
. FHKIET I SQS A5 CloudWatch

£ AWS CloudTrailid &% Amazon SQS API A

5 Amazon SQS &£/ AWS CloudTrail , ATiER¥kBAF. A2RBRFHLE#H SQS A, AWS
CloudTrail #3R 5L 5% SQS #RHERFIM FIFO AFIMEXH API BRENEH , SFRBERL T SE SQS
RHERENXEUARBEIRAATSE SQS APl UREF RN KENRE,

£

« 5# SQS EEL T CloudTrail

- PHEEEZ CloudTrail

s FHHBIEZEH CloudTrail

« 74l . WS# SQS B CloudTrail EXEEH

 =fil : WEi# SQS CloudTrail H RS 4

T 5% SQS E B2 F CloudTrail

CloudTrail 812 AWS Ik BT BRINGE FHBIRS. XM Amazon SQS EHEF R ERN , 2aFHEES
Hit AWS BR%S CloudTraill B —R2IEREESHHRIEKT, BUUEER, BEREMNTHE AWS KFH
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EEES ., BEXEZER |, 555 (AWS CloudTrail AP #EE) FHE A CloudTrail E4F i FE
BEH,

B AR GIEERIRME (H20 ) B9 Amazon SQS APl AddPermission #IAK RN EBEH | H
B CloudTrail ERiA&:F B FIRS. Amazon SQS API 271 Amazon SQS BA %I LITHI KE#R
€ , SendMessagefflINE XN BIESH , TEERFEAFIERTHK, CloudTrail

£/ CloudTrail WEZIWE LS. , BRI LRSI [E Amazon SQS APl 2 HRVSEIFER. BFREW IP it
B LA ERN B AT E, MREEE CloudTrail BRER , WAL CloudTrail B4 F&ELwE
Amazon S3 1F& 48 |, H AliEF LX) Amazon CloudWatch Logs 1 AWS EventBridge, MR KE &
BRER , M REETE CloudTrail BHENEHFEEEESHNEHTEIERK. BEXEZER , BE5H

{AWS CloudTrail AP #§8) https://docs.aws.amazon.com/awscloudtrail/latest/userguide/ ™ #9812
IR ER BRI

B EED CloudTrail

Amazon SQS SFLAT APl BEIRRZANBIBEMH

 AddPermission

* CreateQueue

» CancelMessageMoveTask

* DeleteQueue

* ListMessageMoveTasks

* PurgeQueue
* RemovePermission

* SetQueueAttributes

* StartMessageMoveTask

¢ TagQueue
* UntagQueue

A X#FLLT Amazon SQS API #4T CloudTrailB EHig & :

* GetQueueAttributes
* GetQueueUrl

e ListDeadlLetterSourceQueues

* ListQueueTags
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_AddPermission.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_CreateQueue.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_CancelMessageMoveTask.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_DeleteQueue.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ListMessageMoveTasks.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_PurgeQueue.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_RemovePermission.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_SetQueueAttributes.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_StartlMessageMoveTask.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_TagQueue.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_UntagQueue.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_GetQueueAttributes.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_GetQueueUrl.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ListDeadLetterSourceQueues.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/APIReference/API_ListQueueTags.html

Amazon Simple Queue Service FRARIER

* ListQueues

Y EBIREH CloudTrail

BESHREHEXERFRLITFRPRTHRRRENEER |, Hl20@ Amazon SQS BAFI KX M E#E
I Amazon SQS JHE ., BIREHREBEIAERT CloudTrail FicFKWAKBREED), BaAER APl R
SQS BAFIE ABIEEH CloudTrail API #ERAFIER. BXEZEE , 5H (AWS CloudTrail AF
B PIIEERBES 4.

& CloudTrailBh , B LA A SRBHERIRREILFMIZTKEHL Amazon SQS API 5EZH
Eig% Amazon SQS BIEEH , B4 BIERIRIEE AWS: :SQS: :Queue, RETRHE , &
ALBTERZICRNESERTESH (HlIaEEA eventName TIREERIBER SendMessage =
%) Rt—SFEBAFRCRKEETN. BXEZELR , S5 (AWS CloudTrail APl &) HHy

AdvancedEventSelector,

Amazon SQS BIEE#4 :

* SendMessage

* SendMessageBatch

* ReceiveMessage

* DeleteMessage

* DeleteMessageBatch

* ChangeMessageVisibility

 ChangeMessageVisibilityBatch

ERBESEHNWEENER, BXEZER , HSHAWS CloudTrail Efl,

A~ 5% SQS B CloudTrail EEE#
LUTFREERT XM API 8 CloudTraill BE%B
AddPermission

LLTRBIERT AddPermission APl i@/ CloudTrail BZE% B,

"Records": [

{
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"eventVersion": "1.06",
"userIdentity": {
"type": "IAMUser",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "Alice"
},
"eventTime": "2018-06-28T22:23:46Z",
"eventSource": "sqs.amazonaws.com'",
"eventName": "AddPermission",
"awsRegion": "us-east-2",

"sourceIPAddress": "203.0.113.0",
"userAgent": "Mozilla/5.0 (X11; Linux x86_64; rv:24.0) Gecko/20100101
Firefox/24.0",
"requestParameters": {
"actions": [
"SendMessage"
1,
"AWSAccountIds": [
"123456789012"
1,
"label": "MylLabel",
"queueUrl": "https://sqs.us-east-2.amazon.com/123456789012/MyQueue"
I
"responseElements": null,
"requestID": "123abcde-f4gh-50ij-klmn-600789012p30",
"eventID": "09879g654-32f1-09e8-d765-c4f3fb2109fa"

CreateQueue

UTRBIERT CreateQueue APl @AY CloudTraill B&E%E,

"Records": [
{
"eventVersion": "1.06",
"userIdentity": {
"type": "IAMUser",
"principalld": "AKIAI44QHS8DHBEXAMPLE",
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arn": "arn:aws:iam::123456789012:user/Alejandro",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "Alejandro"
},
"eventTime": "2018-06-28T22:23:46Z",
"eventSource": "sqs.amazonaws.com'",
"eventName": "CreateQueue",
"awsRegion": "us-east-2",

"sourceIPAddress": "203.0.113.1",
"userAgent": "Mozilla/5.0 (X11; Linux x86_64; rv:24.0) Gecko/20100101
Firefox/24.0",
"requestParameters": {
"queueName": "MyQueue"
},
"responseElements": {
"queueUrl": "https://sqs.us-east-2.amazon.com/123456789012/MyQueue"
.
"requestID": "123abcde-f4gh-50ij-klmn-600789012p30",
"eventID": "0987g654-32f1-09e8-d765-c4f3fb2109fa"

DeleteQueue

LT RBIERT DeleteQueue APl AR CloudTrail B&% 8,

{
"Records": [
{

"eventVersion": "1.06",

"userIdentity": {
"type": "IAMUser",
"principalId": "AKIAI44QHS8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:user/Carlos",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Carlos"

},

"eventTime": "2018-06-28T22:23:467Z",

"eventSource": "sqs.amazonaws.com'",

"eventName": "DeleteQueue",

"awsRegion": "us-east-2",
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"sourceIPAddress": "203.0.113.2",
"userAgent": "Mozilla/5.0 (X11; Linux x86_64; r1v:24.0) Gecko/20100101
Firefox/24.0",
"requestParameters": {
"queueUrl": "https://sqs.us-east-2.amazon.com/123456789012/MyQueue"
.
"responseElements": null,
"requestID": "123abcde-f4gh-50ij-klmn-600789012p30",
"eventID": "09879g654-32f1-09e8-d765-c4f3fb2109fa"

RemovePermission

LT RHIETRT RemovePermission API i@/ CloudTrail BE% B,

"Records": [
{
"eventVersion": "1.06",
"userIdentity": {
"type": "IAMUser",
"principalld": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:user/Jane",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Jane"
I
"eventTime": "2018-06-28T22:23:467",
"eventSource": "sqs.amazonaws.com",
"eventName": "RemovePermission",
"awsRegion": "us-east-2",
"sourceIPAddress": "203.0.113.3",
"userAgent": "Mozilla/5.0 (X11; Linux x86_64; rv:24.0) Gecko/20100101
Firefox/24.0",
"requestParameters": {
"label": "label",
"queueUrl": "https://sqs.us-east-2.amazon.com/123456789012/MyQueue"
},
"responseElements": null,
"requestID": "123abcde-f4gh-50ij-klmn-600789012p30",
"eventID": "@9879g654-32f1-09e8-d765-c4f3fb2109fa"
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]

SetQueueAttributes

LUTFREERTUTRER CloudTrail B&E% B SetQueueAttributes :

{
"Records": [
{

"eventVersion": "1.06",

"userIdentity": {
"type": "IAMUser",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:iam::123456789012:user/Maria",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Maria"

},

"eventTime": "2018-06-28T22:23:46Z",

"eventSource": '"sqs.amazonaws.com",

"eventName": "SetQueueAttributes",

"awsRegion": "us-east-2",

"sourceIPAddress": "203.0.113.4",
"userAgent": "Mozilla/5.0 (X11; Linux x86_64; rv:24.0) Gecko/20100101
Firefox/24.0",

"requestParameters": {

"attributes": {

"VisibilityTimeout": "100"

b

"queueUrl": "https://sqs.us-east-2.amazon.com/123456789012/MyQueue"
b
"responseElements": null,
"requestID": "123abcde-f4gh-50ij-klmn-600789012p30",
"eventID": "09879g654-32f1-09e8-d765-c4f3fb2109fa"

7~ L% SQS CloudTrail BIEIEEH

LT R4 ETF Amazon SQS & CloudTrail B4 API =4 R :
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SendMessage

TR RBIETRT CloudTrail BI¥#EE4SendMessage,

{
"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:sts::123456789012:assumed-role/RoleToBeAssumed/SessionName",
"accountId": "123456789012",
"accessKeyId": "ACCESS_KEY_ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QHS8DHBEXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/RoleToBeAssumed",
"accountId": "123456789012",
"userName": "RoleToBeAssumed"
I
"attributes": {
"creationDate": "2023-11-07T22:13:06Z2",
"mfaAuthenticated": "false"

}

.
"eventTime": "2023-11-07T23:59:117",

"eventSource": "sqs.amazonaws.com",

"eventName": "SendMessage",

"awsRegion": "ap-southeast-4",

"sourceIPAddress": "10.0.118.80",

"userAgent": "aws-cli/1.29.16 md/Botocore#1.31.16 ua/2.0 os/
linux#5.4.250-173.369.amzn2int.x86_64 md/arch#x86_64 lang/python#3.8.17 md/
pyimpl#CPython cfg/retry-mode#legacy botocore/1.31.16",

"requestParameters": {

"queueUrl": "https://sqs.ap-southeast-4.amazonaws.com/123456789012/MyQueue",
"messageBody": "HIDDEN_DUE_TO_SECURITY_REASONS",

"messageDeduplicationId": "MsgDedupIdSdklael958f2-bbe8-4442-83e7-4916e3b035aa",
"messageGroupId": "MsgGroupIdSdk1l6"

I

"responseElements": {

"mD50fMessageBody": "9a4e3f7a614d9dd9f8722092dbdal7a2",
"mD50fMessageSystemAttributes": "f88f0587f951b7f5551f18ae699¢c3a9d",
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"messageld": "93bb6e2d-1090-416c-81b0-31eblfaa8cd8",
"sequenceNumber": "18881790870905840128"
},
"requestID": "c4584600-fe8a-5aa3-a5ba-1bc42f@55fae",
"eventID": "98c735d8-70e0-4644-9432-b6ced4d791b1 ",
"readOnly": false,
"resources": [

{
"accountId": "123456789012",
"type": "AWS::SQS::Queue",
"ARN": "arn:aws:sqs:ap-southeast-4:123456789012:MyQueue"
}
1,

"eventType": "AwsApiCall",

"managementEvent": false,

"recipientAccountId": "123456789012",

"eventCategory": "Data",

"tlsDetails": {
"tlsVersion": "TLSv1l.2",
"cipherSuite": "ECDHE-RSA-AES128-GCM-SHA256",
"clientProvidedHostHeader": "sqgs.ap-southeast-4.amazonaws.com"

ReceiveMessage

TR RBIERT CloudTrail BIEIEEHReceiveMessage,

{
"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:sts::123456789012:assumed-role/RoleToBeAssumed/SessionName",
"accountId": "123456789012",
"accessKeyId": "ACCESS_KEY_ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QHS8DHBEXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/RoleToBeAssumed",
"accountId": "123456789012",
"userName": "RoleToBeAssumed"
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iy
"attributes": {

"creationDate": "2023-11-07T22:13:06Z",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2023-11-07T23:59:247",
"eventSource": "sqs.amazonaws.com'",
"eventName": "ReceiveMessage",
"awsRegion": "ap-southeast-4",

"sourceIPAddress": "10.0.118.80",

"userAgent": "aws-cli/1.29.16 md/Botocore#1.31.16 ua/2.0 os/
linux#5.4.250-173.369.amzn2int.x86_64 md/arch#x86_64 lang/python#3.8.17 md/
pyimpl#CPython cfg/retry-mode#legacy botocore/1.31.16",

"requestParameters": {

"queueUrl": "https://sqs.ap-southeast-4.amazonaws.com/123456789012/MyQueue",
"maxNumberOfMessages": 10

},

"responseElements": null,

"requestID": "8b4d4643-8f49-52cd-a6e8-1b875ed54b99",

"eventID": "f3f23ab7-b0as4-4b71-afc0-141209c49206",

"readOnly": true,

"resources": [

{

"accountId": "123456789012",

"type": "AWS::SQS::Queue",

"ARN": "arn:aws:sqs:ap-southeast-4:123456789012:MyQueue"
}

1,

"eventType": "AwsApiCall",

"managementEvent": false,

"recipientAccountId": "123456789012",

"eventCategory": "Data",

"tlsDetails": {

"tlsVersion": "TLSv1l.2",
"cipherSuite": "ECDHE-RSA-AES128-GCM-SHA256",
"clientProvidedHostHeader": '"sqs.ap-southeast-4.amazonaws.com"

12 API @A CloudTrail 298



Amazon Simple Queue Service FRARIER

DeleteMessageBatch

LTRBIERT CloudTrail WE#ESE#DeleteMessageBatch,

{
"eventVersion": "1.09",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:sts::123456789012:assumed-role/RoleToBeAssumed/SessionName",
"accountId": "123456789012",
"accessKeyId": "ACCESS_KEY_ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QHS8DHBEXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/RoleToBeAssumed",
"accountId": "123456789012",
"userName": "RoleToBeAssumed"
I
"attributes": {
"creationDate": "2023-11-07T22:13:06Z2",
"mfaAuthenticated": "false"

}
}
I
"eventTime": "2023-11-07T23:59:247",
"eventSource": "sqs.amazonaws.com",
"eventName": "DeleteMessageBatch",
"awsRegion": "ap-southeast-4",

"sourceIPAddress": "10.0.118.80",

"userAgent": "aws-cli/1.29.16 md/Botocore#1.31.16 ua/2.0 os/
linux#5.4.250-173.369.amzn2int.x86_64 md/arch#x86_64 lang/python#3.8.17 md/
pyimpl#CPython cfg/retry-mode#legacy botocore/1.31.16",

"requestParameters": {

"queueUrl": "https://sqs.ap-southeast-4.amazonaws.com/123456789012/MyQueue",
"entries": [
{

"id": "Q",

"receiptHandle": "AQEBefxM104zyZGF87DehbRbmri9lw2W7mMdD@GrBjQa8e/
hpb4RbXHPZ9tLBV1eEChChQIE5NtaDuoZhZPOkTy@eN46EYRR4jXDZzE3ALkbP1X1ImASf2fUuTrXx8aeCoCA3I3woNg3 T
h1LS94tjAZqV2krc4BaC2pYgjyHWcW@19HWIVET/bjNMIeZoQwOM5Y
+09vHPfewz5QGr5SKpDo7uE7Umyk5n5CIZvenlefp/
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mrwtaCIb9M7cCQUYcZm2ZmZDnI09XpGTAi3m2dQ@M83pnNh@nvDfpkHpoa+hX1TrUmxCupCWHIwWASHF]110/
CCJsodMNFthLBA9S57dkBZCsw41G8jAmgQOMkvZOUL5mg@0FQQd1lYrwdzvthjCgiwdzn@yXoMzxIZMBxkY14E4nVVZ7N
h80Rk2C7gByzg2kYJQOLNUVLIFT8DQE28IZppEC9k1lvrdR/BWiPT7asc="
}
]
I
"responseElements": {
"successful": [

{
"id": "@"
}
1,
"failed": []
.

"requestID": "fe423091-5642-5ba5-9256-6d5587de52f1",
"eventID": "88c8020d-d769-4985-8ecb-ee®b59acc418",
"readOnly": false,

"resources": [

{
"accountId": "123456789012",
"type": "AWS::SQS::Queue",
"ARN": "arn:aws:sqs:ap-southeast-4:123456789012:MyQueue"
}
1,

"eventType": "AwsApiCall",

"managementEvent": false,

"recipientAccountId": "123456789012",

"eventCategory": "Data",

"tlsDetails": {
"tlsVersion": "TLSv1.2",
"cipherSuite": "ECDHE-RSA-AES128-GCM-SHA256",
"clientProvidedHostHeader": '"sqs.ap-southeast-4.amazonaws.com"

ChangeMessageVisibilityBatch

TR RBIESRT CloudTrail BIE#ESE#HChangeMessageVisibilityBatch,

{
"eventVersion": "1.09",
"userIdentity": {
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"type": "AssumedRole",
"principalId": "EXAMPLE_PRINCIPAL_ID",
"arn": "arn:aws:sts::123456789012:assumed-role/RoleToBeAssumed/SessionName",
"accountId": "123456789012",
"accessKeyId": "ACCESS_KEY_ID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAI44QH8DHBEXAMPLE",
"arn": "arn:aws:sts::123456789012:assumed-role/RoleToBeAssumed",
"accountId": "123456789012",
"userName": "RoleToBeAssumed"
},
"attributes": {
"creationDate": "2023-11-07T22:13:06Z",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2023-11-07T723:59:017",
"eventSource": "sqgs.amazonaws.com'",
"eventName": "ChangeMessageVisibilityBatch",
"awsRegion": "ap-southeast-4",

"sourceIPAddress": "10.0.118.80",

"userAgent": "aws-cli/1.29.16 md/Botocore#1.31.16 ua/2.0 os/
linux#5.4.250-173.369.amzn2int.x86_64 md/arch#x86_64 lang/python#3.8.17 md/
pyimpl#CPython cfg/retry-mode#legacy botocore/1.31.16",

"requestParameters": {

"visibilityTimeout": 0,
"entries": [
{
"id": "@",
"receiptHandle":
"AQEB2M5cVYg5gs1hWME6537hdjcaPnOYPASMOW460TTbODzPle631yPWm8qxd401hDj/
B4ntTMnsgBTa95t14tNx7Vn96jKI5rI0Z7iI8 TRmkT1caKodKIPs8wOyndZq50c2FPQxtyH+2L3UHf/
abV3szqVWXOLZR4PwX8zZkWVQGNCNNY2q21GCG586F8QwvrOFYoXNwB8ymd1lt77el1PDPknqlIo3JFuzkEsndkkETy4f\
15PHX17nXxaC+DURVIMPXOuSFACGmWgAoyk50HKwGOjLQgpySL/
TcnQXClvFgq8kNXGwyVzJIsbwHpOHxI70ce69vaD6DaWFP75d3hx+PJeG9pauQCKzVP3skt3Hw/
zDC7YfKcALD3aCwMmeNDwT3w@BUG6XZdG51YhtFtTQYV7YuS3i/
Jh3HShGbtm@7IKOEFiPkxv2+XNaAX3gFEpbng6zamTanfyMXCIIiglAEqiyWHQ="",
"visibilityTimeout": 2271
}
1,
"queueUrl": "https://sqs.ap-southeast-4.amazonaws.com/123456789012/MyQueue"
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1,
"responseElements": {
"successful": [
{
"id": "o"
}
]

I
"requestID": "d49ab65f-9dc7-54b8-875c-eb9b4c42988b",
"eventID": "calbc8c2-c4ba-4eb5-a54c-e650a10266d4",
"readOnly": false,
"resources": [
{
"accountId": "123456789012",
"type'": "AWS::SQS::Queue",
"ARN": "arn:aws:sqs:ap-southeast-4:123456789012:MyQueue"
}
1,
"eventType": "AwsApiCall",
"managementEvent": false,
"recipientAccountId": "123456789012",
"eventCategory": "Data",
"tlsDetails": {
"tlsVersion": "TLSv1.2",
"cipherSuite": "ECDHE-RSA-AES128-GCM-SHA256",
"clientProvidedHostHeader": '"sqs.ap-southeast-4.amazonaws.com"
}
}

ERA IS 5% SQS RA %I CloudWatch
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