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f+ 4 =& AWS Certificate Manager ?

AWS Certificate Manager (ACM) AT 8. FHMEITRFEHMEFNNAREFN A HMFE SSL/
TLS X.509 ME B MEANE M, AWS BRI LIEEZENT ACM TR , RIEEIFE=FEHSA
ACM BERZH | RER AWS RERHFIEP, ACMIEBALURFE—1HE, SMEEERR. BES
HEXLEHWAE. ACM BEERIURFTRHBEN FiF. EHANSHAZEN ACMIES ,
AWS F2F CA LUMEZERNEB PKI Rt 5 A

(@ Note

ACM HAE&EII webserver fEA ., MREAETE Amazon EC2 26| LiRBEM YN Z 2 RS
82, LLT#IRES < : £ Amazon Linux 2023 £ & SSL/TLS,

F&

* ACM RFEREEERK?

« ACM IEB4E

- XENXE

- 5EZ2&RIRS AWS Certificate Manager
- MUELENEERIR

-« BiER

- BEHN AWS Certificate Manager

ACM RE_REBEERK ?
AWS HEPBIEE X509 IEPMEFIRHETHMED, EBHZEFELEERNWES.

1. AWS Certificate Manager (ACM)-LlLBRSER THEEMEA TLS KWL MEN L EF, ACM iE
$ 38313 Elastic Load Balancing, Amazon CloudFront, Amazon AP| Gateway FE & & AWS R
SHE, WEBEINNAR—NEEAERENZTLANHEMIL, ACM EBET B34 1T i3 HiE B &
ILT7TRLEE, KRS EFEATE,

2. AWS FAE CA—tIRSSEA T AWS miRENAREMEEN (PK) HEHALAHIAAERAH I
Z/P, £/ AWS FAFE CA , BAIUGIZECHIEBMENK (CA) BREN , HERATCMRIES |

ACM REREBEER ? FRAs 1.0 1


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/SSL-on-amazon-linux-2023.html
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RATXARF, 8. NARRF. RS, BRSB[MEMRZHITHHRIE. TEHE Internet LEH
B CAFMANIEH, BXEZER , BSH AWS 48 CA (AFEME) .

ACM iEF4HE
ACM RAEHI A EE S BAIX — % FAEMN —EA1E .

(® Note
REREMGERT ACM REMIEH, SNARTERTESAZ ACM RHIEF,

IEB RN NE RGN

#£983d ACM BRiEM A HHEB R M Amazon Trust Services 3R1GH , X2 Amazon BEH N HIEH
M EH# (CA)e Amazon Root CA 1 El 4 FH& 7 Starfield G2 Root Certificate Authority - G2 By &
HIRRX XL E, Starfield R Android R & EZREE , NRERAH Gingerbread 735 , i
iOS EMIM 4.1 lRAF R ZREE. i0S MRA 11 FFIBEE Amazon B, EAE2E Amazon 5
Starfield RHXI K2R, NARFIIRERSEIEEMN ACM REBHAHIEH,

ACM [E & 5 & B M 2 & i SEARIE B AV 2K B Amazon Trust Services 1R CA |, B Z /N H]
CA Ry EA— M EM, ACM RIERBEMIEHRE ( RSA 5 ECDSA ) BN 2B E CA, BT
B CA BRELERBERGRENIERY , Hitk ACM TRt A CA EE,

AR ANNARFEE
‘@& Google Chrome, Microsoft Internet Explorer 1 Microsoft Edge. Mozilla Firefox 1 Apple

Safari £ AP A E N K ERIFEE ACM iEF, BT SSL/TLS EHEFIMEA ACM IEFHAI U K[ET
S1E ACM IEBHN KR EERSES it = B R—MEBIEIR, Java {EE ACM ik,

RiE CA MR CA i
AT REFEMERN R RAVUER ERIRHE , Amazon A LABERTIE L IEFE CA , BRFTEH, thE

TEXREFEEE N, BXEZFELR , BSHRIEEXE "Amazon introduces dynamic intermediate
certificate authorities" ( Amazon 5| Azh 2 EIEPMAY ) -

77— Amazon & 1E1R CA , N EBREENRARMITHETE, ATHETENEZ IR
X, AmazonfSE A A o BB &I3RE N AWS FF AWS Health Dashboard , @3EBKAFREE
RIEBTHHUARKREREFLE,

ACM iEF45E WA 1.0 2


https://docs.aws.amazon.com/privateca/latest/userguide/PcaWelcome.html
https://www.amazontrust.com/repository/
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-ca
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-ca
https://aws.amazon.com/blogs/security/amazon-introduces-dynamic-intermediate-certificate-authorities/
https://aws.amazon.com/blogs/security/amazon-introduces-dynamic-intermediate-certificate-authorities/
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AT BRI B K515 R 4X

MBRLIFLAKIEBFBARE , WZEFHRFHEBH, OCSP M CRL RATRILIEREEEHBER
PRENLH. OCSP M CRL AT A mEESNIRENGH . FEEFH AIEARFEZEFHINAAN
I REEX LA B RIEHER,

LTRA URL BEFAEXTAT R GHAE. ES () BEFAR—INIASNFEBHFZFH , @
5 () RRENFEEFZN , BHIRIE #) WRREF,
+ OCSP

http://ocsp.*.amazontrust.com

+ CRL

http://crl.*.amazontrust.com/*.crl

HRE (DV)

ACM iEPEEZXR I HEIF, RN , ACM IEPHEBFZRMNIRIRIT R, BER ACM EPE |, &
DA ECHESR UG ERPIEENFIEE., BULUETFEH S FoR44 DNS RK®BiFFE
N, BEXREZER , 55H BFEpHRIE A DNS i,

B

B#l , ACMEHHARBHR 13418 (395K ),

RELITHNEE
ACM EEZI] ACM IEPUREIT 2 MBI PHWERE, BLIT AN ERERIEPEES
R, BEISHMSBNEN. BXEZER , B5H ACM IEBHNEELIT,

LN E

FNACM IR SAELEBRE—NTELREHS (FQDN) , H AEUEEZERFNECEHE, 5
o, HIEAN www.example.com 812 ACM iEBET |, BHATLURIIE T www.example.net , R
EEFAUEAXANEMZ RSN R BIR, EZEAE (BHRATREESERE) , BHREHE
mt, FER , B LR www.example.com 1E3K ACM iEHH RN E example.com, BEXE
ZEE , BEHA BRLFIES,

ACM iEF45E M7 1.0 3
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TR SR

ACM ATZEESERERAES (") ROUETEBHEFABHH ACM IED |, ZIEH AR
FE—NMIAFHNZ NS, B0, *.example.com AT LR www.example.com
images.example.com,

(® Note

BREEFIERE , ES (*) XU TEHENREMNVE , mMBERBERF —NFERH. Bl
i, *.example.com A/ LR login.example.com #1 test.example.com , B &L
R# test.login.example.com, BiFEE , *.example.com {X{R#" example.com
WFE  MARPEERTNSE (example.com), B2 , BAUBIEiERDPIEEZ /M
BRERARFPZEZHIMK[USRE FEWOIUER, Fla0, BaLLERA TR example.com
F *.example.com HIIE$,

ZHREL

B HIIEEEENBEHARN. BE , ACM X#EFHELT RSA MM E 4B FLEEE (ECDSA) &
BEAEE. ACM AILERAREES () WEERBRMAFILES. SANEBNZEFEREE,

® Note

HIZERE CA LHEMWFLE PKI IEHET AWS Private CA | IEENEHEERS (RSA =
ECDSA ) 45 CA ZHME AR I TE,

- RSA 1024 {I (RSA_1024)

- RSA 2048 {i (RSA_2048)*

- RSA 3072 {I (RSA_3072)

« RSA 4096 i (RSA_4096)

« ECDSA 256 i (EC_prime256v1)*

« ECDSA 384 {i (EC_secp384rl)*

- ECDSA 521 {1 (EC_secp521rl)

ECDSA ZiE /) , RENZT LM E RSA BAMES , BIHERXRES, BR , AFEMEMNEZE ik

#hZ 5 ECDSA, Tikth4mHE NIST, &7°7 RSA fl ECDSA EERKRMUNETLBEUREM K/
R, PRBEESMUMN S,

ACM iEF45E WA 1.0 4


https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-57pt1r5.pdf
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HREENRHAN LM

LZEBE RSA Z K/ ECDSA & K/
128 3072 256
192 7680 384
256 15360 512

RLBEWERN 2 NE , SHEMSFRENBEURBAEX, Hl, 3072 2 RSA Z4AF 256 {i
ECDSA B4A# A LUBE Rt 2128 ok &,

BREPEEREENEE , BSHTHN AWS BEXE (WAiTEMER ECOSAEH) o AWS

Certificate Manager

/A Important
BEE , EHBESMATRESZFNEENZAXNNEEHRRREK, kA, XMZRFEIES
=S AE IAMER ACM MEFMZER. BXEZER , BZREBMRFH X,
+ XF Elastic Load Balancing , 55 Application Load Balancer £ HTTPS {425,
« BX{ER CloudFront , FZ 2 #F#) SSL/TLS il MEM,

Punycode

MR BE T 5 E R E B XM Punycode ER :
1. Bl“<character><character>--"#8 3\ FF L By 15 B LM 5 “xn--"— B,
2. Blxn--"FFSk i B th X MR B R EBRLiE B

Punycode R4l

A wmE AR BR &E
M1 &M
2
example.com & & v 72 Bl“<character><character>--"FF 3k
H H

ACM iEF45E M7 1.05


https://aws.amazon.com/blogs/security/how-to-evaluate-and-use-ecdsa-certificates-in-aws-certificate-manager/
https://docs.aws.amazon.com/acm/latest/userguide/acm-services.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/create-https-listener.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/secure-connections-supported-viewer-protocols-ciphers.html#secure-connections-supported-ciphers
https://www.icann.org/resources/pages/idn-2012-02-25-en
https://datatracker.ietf.org/doc/html/rfc3492
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HA . P . P B #&F
M1 FH  F

2
a--exampl & rE F & LL“<character><character>--"FF sk
e.com H H
abc--exam & rE v F & LL“<character><character>--"FF sk
ple.com H H
XN--Xyz.com = = v BRHERRLEE (BT  fE.com )
Xn--examp = - ¢ FREMNERERE
le.com ¥
ab--examp B B X AU “xn--"FF 3k
le.com

RE

BEEUATIR :

« ACM FESY BRIE (EV) iE B IUF (OV) iEH,

« ACM T3 SSL/TLS UAA R EA H b SR HHE

- BTEEMER ACM iEH 3 1T FHBH N,

« T ACMiE$ , ACM BRIFTAFEREREEIERET. A, RELITFERATES AT
ACM HFHIEH,

« BFEN Amazon HAERIER (HE1LL amazonaws.com, cloudfront.net = elasticbeanstalk.com
ZENER) BFRIEB,

« BEEN ACM IEB THAEEH.

« & EETE Amazon Elastic Compute Cloud (Amazon EC2) MUt s N AR F LEEZR % ACM i
F. B , BULUNECWILEEATEAERRS. EXEZEER , B30 S2ERNES
AWS Certificate Manager.

X EFR X

iR AWS —i&5Z R AWS X #lis S8 AWS XigRIAEER ACM X0l A,

XEHNXE IR# 1.0 6


https://docs.aws.amazon.com/general/latest/gr/rande.html#acm_region
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
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ACM P E FXEMRER. ERIEPH S Elastic Load Balancing — A FZ2AMNXFHWHE TS
BREHE (FQDN) S —4H FQDN , B4R EN AWS KIGHRFRFALER. XF ACM EAEES |
XEREELNEFRIEISMNXEWIERFHEMNIE, EFEESXEZREHIES,

=7 Amazon L{EH ACM iE$ CloudFront , M4 MAEEERE ( BERLILE ) MXBAFRF A%
E$, WXigHESE B ACM iE#F CloudFront 2 £ BN Z o EBEEENFIEHIEMNE.,

52 &£/ RS AWS Certificate Manager

AWS Certificate Manager Z#F#RBZH AWS RS . BFEEFERN ACM IERBHFAE AWS FAF CA
EPEETEEENMIE AWS SRAERRF L.

(® Note
NE ACM IEP AT AL ZEFEE# S Nitro Enclave B9 Amazon EC2 32| £ | (B RAERE D H b
Amazon EC2 3£l £, BXxEREEZR Nitro Enclave B Amazon EC2 324 Li&E T Web
IREEMER , BSHHEE . /£ Amazon Linux 2 E 2% LAMP Web [REESBHEHKE : £H
Amazon Linux AMI Z% LAMP Web fR5 28

ACM UEHZ ELT IRSS X §5F
Elastic Load Balancing

Elastic Load Balancing & AWM AR FRE Bz 7B E 2 Amazon EC2 £6l, ©aNE1T
FEERNES , AEREEHRBHBESTEENSG , EEETFAEENZHIRERN L, Elastic
Load Balancing Bzl BHBERLEBREUNNEARE. BEXAHBENEZER |, HSH
Elastic Load Balancing FiFF 1§/,

BE , A TEE SSLTLS RHtRL£ANE , ABBHRLERENTHEE LR /Fi Amazon EC2
5l £ %% SSL/TLS if#, ACM 5 Elastic Load Balancing £ 5% A TE A $ 19 #1285 £ Z58 ACM i
F. BXEZEER , HSHAAIE Application Load Balancer

Amazon CloudFront

Amazon CloudFront 2 —HIM 4RSS , EBENERUE B /AMERFENAE , MREHL A
FaRASHNBESMTABTNEE, YREAFBEREREHUNVAEE CloudFront , %P RHEE

HEERRENLEER, XFEFTUBRRTEAKEMEEANET, WRABRIFN T 12L&
B , WIZED CloudFront Xf¥, MRABIABAEZLENE  WEHENEECHENRLRAER

SRS fR4< 1.0 7


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-lamp-amazon-linux-2.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/install-LAMP.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/install-LAMP.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/create-application-load-balancer.html
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JREY Amazon S3 TFiE#@ = Web IR 284 CloudFront &, Bx¥E %{EE CloudFront , E5 4
{Amazon CloudFront FF X &™) .

EEiT SSL/TLS L4 ANA , CloudFront ZE7E CloudFront 0 X RE XMW ABTR L L%
SSL/TLS if+, ACM EE5%H, , CloudFront LAMBEAX{ThR L%2& ACM iE$H, CloudFront X%
EZEER | BSRIREL SSL/TLS if$,

(® Note
2R ACM IEBE—#2 A CloudFront , BAMEXERT ( AEELILE ) HEXBFERS
AZIUEB,

Amazon Cognito

Amazon Cognito &K Web MBI R ARFREE S ORI, BXANAFEE., AP UUEREZN
AWS ik EREEER , WA UBEE =7 ( fliiFacebook, L E#, ARHFER ) BHFK, BX
Amazon Cognito WEZEE. , i5Z# (Amazon Cognito FF R A RIEFE) o

L I&JF Cognito A Bt B £ Amazon CloudFront {X¥28Y , CloudFront ATLLi% & ACM iEH
RRFEENE. EXMERT , FEE , DOERBRIERSHXE , CloudFront S seXF H
BRo

AWS Elastic Beanstalk

Elastic Beanstalk IS A ERHmHEMNEENARESF AWS , MAXBLETXENAREFNE
itiZR¥9, AWS Elastic Beanstalk f#{E T EEE M, BREFELEKNARF | Elastic Beanstalk ¥
BN EEXBREME, AFEE., TENETRRKENIBIFMES . Elastic Beanstalk £
Elastic Load Balancing ARS5 &2 71 &i39%1285. B Elastic Beanstalk WEZER , HZH AWS
Elastic Beanstalk FF & A R 1§/,

EEERBRIUEPS | B Elastic Beanstalk BHlIAR N EHWNARFEEAFIGER, EXESE
B , 5B & Elastic Beanstalk MER f1 515 # 23 ALK IE HTTPS,

AWS App Runner

App Runner 2 —I1 AWS RS , iR 7 —fHUE, MEALZXFRENAN , HRARBHAEE
MGEZIER AWS ZH AT BAREH Web MARERF. BEFFIHEAR, RECEABHITE
RS, B ARFEXNENMTAEMEE AWS &R, BX App Runner WEZER , 5[ AWS App
Runner FF & A R 1EF.

SRS hR4< 1.0 8


https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/cnames-and-https-procedures.html#cnames-and-https-getting-certificates
https://docs.aws.amazon.com/cognito/latest/developerguide/
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/configuring-https-elb.html
https://docs.aws.amazon.com/apprunner/latest/dg/
https://docs.aws.amazon.com/apprunner/latest/dg/
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LI EENEE S App Runner lRE-<EXAET , App Runner &7 NI 612 A T IR BRiA 4 H9E
. ei#HFEHE ACM 1, EEEERNRFSBUERKIRSHEMBIERE XA , App Runner T
BRIXLIEH, BANIRBZINIT , EEFBITANIEETMIER, BXREZER , 5SH AWS
App Runner F & A RIERHPHEE App Runner fRF W BELEE .

Amazon API Gateway

BEEBRZNERMYEM (IoT) WARE , IZ2TATHREEHS AWSELHERREREN
APl B A ERE. BRI LEA API Gateway K., 4. BEMNRFEN APl & API ZfE

Z| API Gateway f5 , B LLEE B E BB EWNIGR, BEREFENER , BA4TRM
SSL/TLS iE ., ZAILAER ACM £K S AIEH. BHX Amazon APl Gateway WEZEE. |, 85
¥ {Amazon AP| Gateway FF X A RIEFE) o

AWS Nitro kit

AWS Nitro Enclaves ;& Amazon EC2 ¥ —IIZhEE , A FEM Amazon EC2 K482 RE VI ITR
B, AZEX, Enclave B, BILANSEZRNELN. SIINEHESERRFINZEAR
WEEFEE, SIISERAMEE. XEXHRRAIBERN, AFFTZEET SSH # A Enclave ,
HERXLHIWHRE, NARFIAF (SRERAFPSEER ) TE1HEZ Enclave PIEBAYERIE R R
BERF.

ZE# % Nitro Enclaves B EC2 3RflZ# ACM iE$H. BXEZEL , B3 M A T Nitro Enclaves
AWS Certificate Manager.

(® Note
BB ACM iE$ 5 &K iE#EZF Nitro Enclave B9 EC2 SEfI#E<BX,

AWS CloudFormation

AWS CloudFormation #5 By &2 Mi& B Bi# Web Services RiR. &0 LRI —/MER
EFEFAN AWS BRIVENR , HII0 Elastic Load Balancing =} APl Gateway, &fE , AWS
CloudFormation AR N ETMENEEX LR R, BLEFRMAUENEE AWS &R , 8- FE
FER WL E R T4 ; AWS CloudFormation AI AL EBFTEIX L, ACM iEBERERE
RIRM | XEKET AWS CloudFormation AT LAIER ACM iE$ |, B LURX LE 4 5 AWS BR
S—ERERAUEARESERE, kA, BALIRENTS AWS BRHPHITE T ACMIEH, AWS
CloudFormation

B XM —#%{S B CloudFormation , 55 (AWS CloudFormation FIF#E/) . BXRFIXIFMN
ACM #JRHI{E B CloudFormation , i§ZRBAWS::CertificateManager::Certificates
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https://docs.aws.amazon.com/apprunner/latest/dg/manage-custom-domains.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/how-to-custom-domains.html
https://docs.aws.amazon.com/apigateway/latest/developerguide/
https://docs.aws.amazon.com/enclaves/latest/user/nitro-enclave-refapp.html
https://docs.aws.amazon.com/enclaves/latest/user/nitro-enclave-refapp.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-certificatemanager-certificate.html
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& BHIR A58 K B 3h1LThAE AWS CloudFormation , (R BB I EMIE BEE , X TF#H AWS K/
LEM, RMNBWEEF/UTHFEN ACM HEXE, AWS CloudFormation

® Note

R EE A ACM IE$ |, ] AWS CloudFormation #4345 4%3F AWS CloudFormation C
REATE_IN_ PROGRESS K%, Efli# — S AR IREFHIER | BEREZEBIERRIFS
FERH PR ERIRERNLE, BXEZER | BSHRRECNE, =M BRERIEERE T
EREIE,

AWS Amplify

Amplify —AE " THEN TEFMINEE , falinw Web MBI A A REBRERMBERL ERES
BB AREF. AWS Amplify IREFTIRS : Amplify Hosting 1 Amplify Studio. Amplify Hosting 12
HTET gt WIT/ER , ATREFETEBN KR TIRSES Web RAREF. Amplify Studio 2 —1
BEMHFRIME , E{LAT B2k Web MBI NAREFNGE, £/ Studio £A—4AREA
H Y BINR ready-to-use AAFRE , SIZNARFER , ASERAEEEE —E. BX Amplify B
BREE | B30 (AWS Amplify AFER) .

ML B ENHEZEINARRF , Amplify 24 8 FM % — ACM iE KR ZiF.
I ¥ OpenSearch BR%

Amazon S OpenSearch ervice R —MEZXRMI M52 , ATEEDH. XNNARFEENSS
RoOMERGl, BXREZER , 525 (IL5# OpenSearch REF X EIERE) »

BB B E B E LT 2B OpenSearch BRF &R , ATLAERA ACM J<BkH Application
Load Balancer Bt EiE$,

AWS Network Firewall

AWS Network Firewall 2 —BIEE RS , AiLERBWAEHFIE Amazon ElFAE = (VPC) ZpE
BEAMERT, BXREZEER , iS5 AWS Network Firewall FF & A R 355,

Network Firewall 5 A& 5 ACM 55 , AT#1T TLS RE, WMRIETE Network Firewall AR {E
B TLS &% , NAMEE ACM iEP FREME R M EH INFES &P X ER SSL/TLS RE. B*
Network Firewall Z0{a{#fF ACM 31T TLS B ZE , 55 (AWS Network Firewall FF X A A 8
) FMEER SSUTLS iEHH TLS REFREER,

SRS W< 1.0 10


https://docs.aws.amazon.com/acm/latest/userguide/acm-limits.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-bestpractices.html#best-practices-cloudformation
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/troubleshooting.html#troubleshooting-resource-did-not-stabilize
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/troubleshooting.html#troubleshooting-resource-did-not-stabilize
https://docs.aws.amazon.com/amplify/latest/userguide/welcome.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/customendpoint.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/
https://docs.aws.amazon.com/network-firewall/latest/developerguide/tls-inspection-certificate-requirements.html
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Amazon MEHMUELEE K WFAAEEIRAEATREZ — !

- AWS Certificate Manager (ACM) R IJEEHWMIE EEANREMIEHNE, MREFEFHAML
ZE | UHUME=SHMAEARE. RATERIEEER — AR5 R IT 8 E LA M iRl 55K
Zet,

« Amazon FAFHEBRIBIIAFELIPHE, MELEREEER. XTHERBHMESENYET]
BESWERZTER ACM RFHML , HEAWFESwATEIEREORLEE. N TRFR
N EFF Amazon BE | BIMNFTAFLX T A X E BRI ERF IR

Pic &
LA AWS Certificate Manager (ACM) BRFELEEA T8 AWS IKF SN AWS XiF,

ETHULREMLERS , HS5H AWS —BRSEEREPHN ACM Eifik, EEREMEDH , FE
AWS Support A/ 2 RH,

= A ECE
| AINEL R
ACM IEH 8 2500

T HAA B A IE PR ER T A BB

B CAZEZWIEH AWS FAE CA Fit ALE
8

BFH ACM IEBHIHE ( &I 365 X ) YK P ECER Y 7 45

BIEF, RXEMRKS TUARENIEPRER
%= ACM IEBEHFHN R MG, flw , WRENE
A 2500 , MRS F 7] LUE LA E X F10K
5% 5000 1 ACM iE$H, TEE{A4A ERTA
REeH 2500 fiEH. FE—FMNiER 5000 17
E$ , U ATE 25 S B 2500 /3 = REil &
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https://docs.aws.amazon.com/general/latest/gr/acm.html#limits_acm
https://console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase&limitType=service-code-acm
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A AR IABCH

A, MREEMTSENNEFAENIERE
i 2500 14 , BATERFR AWS Support 0

B CAZEZWIEH AWS FAE CA Fit ALE

o

ESALEBHNHKE 2,500
SESAWIEBHKE (RIE 365 X) SR K P BB A 7 45
B4 ACM L BHEH A HE 10

84 ACM IEPHBRINEE R 10 MER. BH
Fo & Al LR -

BRIXNE—NFBENIPNER RS
(CN) B2EMN. FMEENHISETEERS
M B,

BE&RZALLER 100 MR, ERFEE NG

&l , I TE Service Quotas ##HE A HH ACM AR
SOIBER, BENERFZE , BHFL THE
FEAHEFHERIENERT , RNEZSEHERXE
EBHREZHNEEIE, BXEZER , HSH

1 ACM IEBHEEMEHMGER T ACM
HAIEH, WEFAATERTESAE ACM F
MAEH. TE/LTERT ACM IEH,
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https://console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase&limitType=service-code-acm
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I H AR IABCH
B CANBE 200

ACM 2 5 AWS Private Certificate Authority
(AWS FAF CA) &£, BALAER ACM #24|
A% ACM APl EENIABRBIERMA
¥ (CA) RiEFABIEH. AWS CLI AWS FAF
CAIXLIFH7E ACM MREHRHITER , BFE
ACM &M EIEH AR B R . E%E%E
B | BZR BERILE PKIIEH, BB LEA
M3 AWS FhE CA RFMAMBIUEH, BXE
ZER , BZRAMNAMERLIAKIUIES,
EMERHFIE CAFITtAERTA , EXERAE
HERNE, BXELZER , BSHABIKRLE

CA.
S CAWABIHHE (£HEH) 1000000
AP| R R B &

UTESFERATENXEFMKFH ACM APl, ACM LR REIMEERE APl &K , E4HURTF API
BE, TREKREHTEREBE TEVERBWRERT , ACM 2ELREARARERMNER, WMRFEXR
ZEPRH , ACM fFiR[E ThrottlingException iR, FT&XRIIH TEAN APl BEK ACM BR#iZiE
EE RV ELE

(® Note

BT TRBPHHE APIRES , ACM E T LAFARE AWS FAHF CARIFAER
IssueCertificate #4E, BX up-to-date EEEFMAE B IssueCertificate , HS
) L um T R AELE AWS FAB CA.

1 ACM API 21EH R equests-per-second Bt &l

AP| EZEE & MRA< 1.0 13


https://docs.aws.amazon.com/privateca/latest/userguide/PcaIssueCert.html
https://docs.aws.amazon.com/acm-pca/latest/userguide/PCADeleteCA.html
https://docs.aws.amazon.com/acm-pca/latest/userguide/PCADeleteCA.html
https://docs.aws.amazon.com/general/latest/gr/acm-pca.html#limits_acm-pca
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APl A H BYBERH
AddTagsToCertificate 5
DeleteCertificate 10
DescribeCertificate 10
ExportCertificate 5
GetAccountConfiguration 1
GetCertificate 10
ImportCertificate 1
ListCertificates 8
ListTagsForCertificate 10
PutAccountConfiguration 1
RemoveTagsFromCertificate 5
RenewCertificate 5
RequestCertificate 5
ResendValidationEmail 1
UpdateCertificateOptions 5

BXEZEER , B55H AWS Certificate Manager APl #,

9 EH AWS Certificate Manager

3 F A AWS Certificate ManagerZ2# SSL/TLS it , BAEEXNFNTEH, BRERRNIET
RYAER R AR MBI R AWS BRI, BXREHHN ACM ENMESR , BSH AWS Mih ERIAWS
Certificate Manager RS EN R Ho
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https://docs.aws.amazon.com/acm/latest/APIReference/
https://aws.amazon.com/certificate-manager/pricing/
https://aws.amazon.com/certificate-manager/pricing/
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Z 2% AWS Certificate Manager

TEEAWS REFZE, FAAWS FF , BAUZRT LT ANREARSHLZEHBREALNERTHY
BEOBEHROMMERN,

ZERMFHEEE AWS W5 E, TEREEXFEHRNENRZEMNEZIN LM

- ERE — AWS ARRFE AWS ZHIEIT AWS BRESHERMLEH, AWS B HEERMH TR S
RAWRS. ERAWS EMITRIEATRIER TR EN—EB2 , FE=AFiHHEHN MR IERNZ
2N EMM. BETHERANAMITR AWS Certificate Manager , S RZEEMITRIXI 2 8938 E R HY
AWSAWS BREIREM T X,

- TIRRE-BNREHEFERN AWS RERE, BFEFTENHMREAT , SEEHBIENBR
M., BRTNERURERWEEEN,

AR TR BY IR T MR AE A AWS Certificate Manager (ACM) B a{a 7 f D B REE R, LA T £ i% 88
WMAELE ACM ASKIEN L MRMENME B IR, BEfFZES A A HE M AWS BRS R A By R M 12
RIPIEE ACM FIR

£l

- PREBIERI AWS Certificate Manager

« &R F Identity and Access Managem AWS Certificate Manager
FME1E AWS Certificate Manager

AWS Certificate Manager  #y B it i% i 2 £ 1%

RIEEE

H B IER I AWS Certificate Manager

2 AWS E=EERER T HHBIERT AWS Certificate Manager. MAEEFTIR AWS | fAZRP
BITFIEANBRNEIREMZEN AWS Cloud, BAREFPNEEELEMEH LHABHIES, BER
REFERN AWS RS NEL2BENEETS. BXBERVMNEZER , BSHBERLENLR
. BXBMNBERIFHEES , HSH AWS Security Blog £#) AWS Shared Responsibility Model
and GDPR & X E,

HFHERERPEHN , RIONEBUERT AWS Ik ZIEFHEH AWS IAM Identity Center 38 AWS Identity
and Access Management (IAM) ZEENARAF, X , SMNAFPRRBETHIERRIRAMENNER.
BADEB BT AT AR HIE -
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/compliance/data-privacy-faq
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
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- RNENKFERAZESHRIE (MFA),

- £ SSL/TLS 5ERRBEE. AWS BIMNERFEH TLS 1.2, BIWEA TLS 1.3,

- EAIRE API FMIAFESI A& AWS CloudTrail,

- A AWS MBHBRERUAREFHRAERINZLE4 AWS RS,

- FRASREEZLIRS (HlI0 Amazon Macie ) , BEEBIF A MR F4ETE Amazon S3 FEYBUR
BiE

- MREE AWS BIHSTRER AP #HTHENEEZS FIPS 140-2 RIFMMZER | EFEH
FIPS i R BXx<THAMN FIPS MR EZEER , B5H (EEKIBEELERAL (FIPS) 5 140-2
R o

BARZIBUET SN ZREERBRBESR (WEEFNBEFIREFiE ) RARIREBBRBERA AR F
B (WMEBEBHRFHR) . XBELAWS RF E£AESE. API 5 AWS SDK 5 ACM HE A &8,
AWS CLIZEA T EMNRERBEHERANAFTEP M ANEARERTELATIIRRZHAE., W
REMNATRFRREAMU , BB VUEFTEEMUEP I ERILEERBIUEX ZRFRNE R,

E PR RANZ M

WIRER N HIUFFET , AWS Certificate Manager (ACM) &4 K 2N4B/F 48X . XN TF S AP | &
AERZBAXN . NERATRNIEPHN -9, ACM FHIEBREMMMFAL , HEH AWS Key
Management Service (AWS KMS) k& BRI FatF. ZEENITHEARM TR :

1. BREEN AWS X HEHS AIERBE , ACM 28I — 51BN aw s/acm AWS KMS key #93E
B, Ltk KMS ZHEEN AWS K SN AWS XigihE 21—,

2. ACM £t KMS MBEBMIEZEH, ACM REFFEMEMNLERN , MALUAXEIKATF
ERARH, ACM ERAMEEA KMS BRHARMEZRZFE AWS K/~ HHEE AWS XEFFrEIEHRIFA
o

3. FEHXEE 5 AWS Certificate ManagerfE B I IRSBY , ACM FFEB MBI IBE BB RIZS
RS, RIERIET — MR AWS KMS |, AFRSFER KMS ZAMEZIEPHFAA. BXENNE
258 , S H AWS Key Management Service Fr & A RIS R A EN. BHX ACM XFH R
SWESER , BHER 525 MRS AWS Certificate Manager,

® Note

IR LARE B 3 02K AWS KMS #821%, MRBA TEARER BRI RN , MKk EEKERS
) ACM ZhgE,
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https://aws.amazon.com/compliance/fips/
https://aws.amazon.com/compliance/fips/
https://docs.aws.amazon.com/kms/latest/developerguide/grants.html
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4. ERRFEA KMS ZARBEAERH. AF , ZRSFSEALEHNEEZN (BXFX) REFHAEY
EHEFKZANRTLBEEE (SSL/TLS 2if).

5. SIEREERRFBUEXRKEN , EF R 3 POIENBIORRER. XEWKRE , ZRSTEALUER
KMS Z 4k 2 B FAE 24,

i& A F Identity and Access Managem AWS Certificate Manager

AWS Identity and Access Management (IAM) AWS fR$S T #EIEE R T2 iR HIX AWS BRI
R, IAM EEREZFIATAES F /KU (% ) RN ( EENR ) £/8 ACM BIRHMAR. &R
£/A IAM AWS [R5 , TEXFIINER.

=

F

KH

ZAX

- ERASBHITHHRIUE

- FAXKEREHA

* I{a] AWS Certificate Manager 5 |IAM & & £

« EF 50K KM RH AWS Certificate Manager

« ACM API iR : BIEFIBRRSZE

« AWSSE T AWS Certificate Manager HY £ & 5% B
- £ ACM F{E &M

- FIREHEXAE (SLR) AT ACM

« X} AWS Certificate Manager 5 15 #1j 8] 3 17 ¥ BE HE B

Z AR
BHIER 7538 AWS Identity and Access Management (IAM) 28 FF AR E , E4EBURTFEE ACM HFF
B T,

RESAF - MRFEA ACM RERTERES , MENEER SN EEMMENEIENNIR, HEERAE
% ACM ThRERER TIERT , BAISEFEF/NNR, THRNMAERHRNBEEHTERRAEERABERES
IR, MRETTETHE ACM HEIIhEE | S X AWS Certificate Manager & 3 11/ 8] 3 17t FE 5F
BRo

REEER - MREBELTATEE ACM BRIR , WETEESR ACM NELFENR, EEREBHE
IV BRS R P BRI RLE ACM ThREMI R IR, ARJE , L0 1AM B R RRERUERRS A
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MR, BEFZNEALNERUTH IAM BHELXES, ETHEXENLQTWNMFAE IAM 5 ACM #BE
FERNEZELR , S W AWS Certificate Manager 5 1AM EL &1 o

IAM BEEER - MRER IAMEEBR , SR E THREXRNIREREAEER ACM B 5 R PRAY
BHEE, EEFHETUE IAM FERN ACM ET SN REE RS , SR ETB5HNEEKE RG] AWS

Certificate Manager,

£ & 21T & 0 IR AIE

ENRIIRE AWS FRAEHEIEEZN AR, 4T IAM BF 5ASETIE AWS IkFRAFE
IAM £ @317 5 BT ( BFE AWS ) o

B ERABEY S MRRENEREL AWS BRE 510 E K. AWS IAM Identity Center ( IAM Identity
Center ) A, RLARAMNEREFSHRIEUAKREN Google = Facebook ERHMEEE F 108 R,
LELBREBMERN , ZNEERUGER IAM ABIEE T SHKERIE, HREABKSETHE AWS
i, IRRRERERE -1 A,

BFEEHNAFER | EALIEF AWS Management Console 2 AWS 5[ETTF, BEXBEZNEZER
AWS | EZ [ (AWS &F AFEmR) PR NAEZEE AWS KF W,

WMRE AWS BUREHZRIGRE , e AWS REBM4TT R EH (SDK) Manw178A (CLI) , UEFERE
MERNERBTNELE, WRETER AWS TE , NXABACZBER, EXERARENSZE
TEEERNESELR , B30 IAM AP EREHPHZEE AWS APl iIEXR,

TRERAMEMRIESE , BURSFSERREMZEER. i1, AWS BNEFERAZEFHRIE
(MFA) kRSN REM, ETHRESER , 50 (AWS IAM Identity Center AP IERE) Fl 2
B5MHRIEMN (IAM AF#Er) F/ £ AWSHERZES BRI (MFA)

AWS K P root FIF°

Bl AWS K, BEER—NEBRXEH , B0 UNAZEHRKS RRMRAE TR AWS RS M7
Ro L H DI AWS IKF root BF7 , R GIERIK P B 62 F A9 B8 BB 44 3t ik RN 22 40 B S BN AT 15 )
ZH5 M, BARWESECRRAFNITERERES. RPEFBRAFEIE , AERXERIERRKITRIE
AP EBRITIHES . BXEREUBRAFSHERNESHNERIIE , B2H (IAM AFERE) +
MEERASEIENES.

RE &40

FEARESXEK  ERARAR (2RFEEERALRANRNAF ) tRESHREBNERS S ORIE
AWS PR S5 B3 I B UE 31T U5 R o
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https://docs.aws.amazon.com/signin/latest/userguide/how-to-sign-in.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-signing.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-tasks.html

AWS iE+ Manager ArfEm

REGHREZNLULAFBER. Web B1R4A, Identity C enter BRAMWAF , REFAEH
AWS RS BN BRI ENEEFTIHEANAF, AWS Directory Service B4 & 1415 18] B AWS
K, i EAe | ACEMIGRHES,

EEFEBIHRINR , BWWEFER AWS IAM Identity Center, &7 ELFE IAM Identity Center A 812 F
FRMEL , SO UEBRARSIEECHEMRIN—HAFNEDL , LEEENAE AWS K-
MARFHER, X IAM Identity Center SR , 151 (AWS IAM Identity Center A $8/) &
B9 1+ £ 2 |IAM Identity Center ?

IAM AP F84A

| AM FI P R4 AWS TKF MR AR ARF R AR ERRN S5, ETENERT , RITRNE
AT , MTRUREEKMET (NBBAHAZH ) 0 IAMAF, B2  NREHE— LT
NERRREERMETNE AMAF  BUARRIAZN, BXTSEL , W5H (AM AR
) i N FEERMETNERTEERRRTHE,

IAM AR —NMEE—4A IAM AFNE R, BTEFERENSHEFRK, B AFERAAR—XERZN
BAFRIEENR. MEEXERAF , FRATTUERMEERRFNR, flin , BuEEE—1NER
IAMAdmins B4R , AR ZA R FRUEE IAM &R,

AREAGTE. AFE—#SENMNAAINAREXK K MAGSELEECHNEMNARA, AFE
BXRAMKHEL, mACRHIGREIE. ETHRESER , B2 (AM AFERE) PRV 2
IAM AP (MARAE ),

IAM A&

| AM AERENBEERENR AWS K/ W& M, ERET IAM AF | EEREARTXE, &
LA AWS Management Console @I Y] A2 EFIRETEE IAM B, SR UEI A AWS CLI 5
AWS API RERFEAEEN URL RRAAR, BEXEAAEBNAFENESEERE , H5H (IAM AP
EmE) FHEA IAM A,

BB IEEIERN IAM BEEUTERTRER !

- BERAFR - ERRESHIRNR , FURABHNACGEUNR, HREFHHTH ORI
i, ZFOFESAGAXBEAERTFHALABEXHWNR, BXESSHRINACHESR 5
B (IAM BFER) YHAE=SSHRUEMIERE, MREFEA IAM Identity Center , NI FEEE
BRNRE, NEHENSHERTHORIEFAUIBRNAZR , IAM Identity Center FXRES 1AM
R AEEXEK. BXNRENES , EZH (AWS IAM Identity Center FIF#8R) I RRE.

o ImEt IAM B RER - IAM AP AT IAM BFEAE , LERREHNEFEESHATRNER.
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https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
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« BIKFEE - SR LER IAM e AT FRKSHHEDA (TEESL ) HRENIKS RHR
o AERRTERKSHRNBRHEESR. BR , X TELERK AWS RS |, 807 LUK RIS B 5H
MEFEER (MAREAAEEANRE )., ETHEATEKFTRNACNETRRNRE 2B ZE
Bl , EZHE (AM RFER) Y IAM RV ESIK 3R T3 o

- BRFZGR — B AWS RS FREA AWS RESRSPIIEE, Al , HEEENRS FH T
ARt , ZRFEEXTE Amazon EC2 FIiz{TMAEF 7 Simple Storage Service (Amazon S3) #
FRENR,. RESARXFEAREARANEZANNRER,. FAKRSACHERRSHEXAERINITIER
(=

- RRGFLE (FAS) — HEER IAM AR A SEPHITRER AWS |, BEANEREA, £EA
RERSE , BAgSMIT—NMEE  RABLBREEEMRSH B35 —MRE, FAS EREA
ZRANRUK AWS RS @ TSR HIERNER, AWS BFSRBIRFSKEFTESH i
AWS BRSS RRER BT RETARRIERAE , T 2K FAS #HR, EXMEBERT , BLHERRIT
XA MRENNR, BXAKH FAS ERITPREFE , BSRERL A 21E

- BSAE - RSALERSAREELNIKS PRITEREM D RN IAM BE, 1AM EE R AT
IAM FEI2, BRABBRESAC, BXESER , 28 (AM AFERE) 9 6IER AWS AR
FSERRENEE,

c BEHEXAL-RSEXAGRE—MERINESHE, AWS BRSRSTURARRENITERE
HAe, RSEXAGHIAEENT AWS K/ |, FEERSAAE. IAM EEAJUESETRE
YmiB RS MR A BRIRR,

« £ A@@ mazon EC2 LZ1THNARERF — BRI LAEA IAM AREEE EC2 fl LE1TH A H
AWS CLI 2 AWS API HRE R ARFHIGRHER, XL TE EC2 RflhFHILRAIZEH. EM
EC2 iflo Bt AWS BEHAFEHAHEAMEBNAREER , BFEEQERM MBI ZE BRI EHIE B X
#, PIBEXHIESAE , HE EC2 Kl LETHRFEBRBIRNEILE. EXEZER , BS
5 <IAM AP PHER IAM A3 Amazon EC2 £4l Eiz1TH N BREFZ TR,

BETREER AV ABER IAM AP, E3HIAM AP SRR 62 1AM A6 (ITER
F)e

£ F SR E IR 17 )

BT LA AWS B o2 R EM IS AWS SO A RKZHFAH RN, KEREPH -
XNRAWS | SEFHHARXEKN , ERELENR, AWS EEHEA (AP, root AFHAGS
H ) RHERTPARXLERE, KEFHRNRBERATERELER, KSBERMELL JSON X4
By AWS FERFEEH. BX JSON KB XENEMIANBTNESEE , HSH IAM AFEEHH
JSON ZREEHEN o
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BRIEAWS IKF ) ACM BIRIFAEFES. MRVBEMSENRENREANTRNET SHHREE
NFHMTZEBHEE (AFRSAE )  BHAEEERMBEREZET,
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EERH A LSEEA AWS CLI X AWS API U4wiE 75 = 5e B LR AR IUBR

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
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iam:ListGroupPolicies",
iam:ListPolicyVersions",
jam:ListPolicies",
iam:ListUsers"

]I

"Resource": "*"

B HE P
AT SR S0 VF A P2 B A PRl P2 SRR ACM 5.

{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":"acm:ListCertificates",
"Resource":"*"
}
]
}

@® Note

ACM iE B FEE IR F 8EE ‘R1E Elastic Load Balancing 1 CloudFront 2% & &,

KERIEH

LAUT SR B R VF A PR R4S TE ACM IEH,

"Version":"2012-10-17",

"Statement": {

"Effect":"Allow",

"Action":"acm:GetCertificate",
"Resource":"arn:aws:acm:region:account:certificate/certificate_ID"

}
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S AL
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{

"Version":"2012-10-17",
"Statement": {
"Effect":"Allow",
"Action":"acm:ImportCertificate",
"Resource":"arn:aws:acm:region:account:certificate/certificate_ID"
}
}

il BRAIE 45

LAF SR B 2 VF A P L BR A4S E ACM IEH

"Version":"2012-10-17",

"Statement": {

"Effect":"Allow",

"Action":"acm:DeleteCertificate",
"Resource'":"arn:aws:acm:region:account:certificate/certificate_ID"
}

}
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A BMESERY ACM SREEFRGEER IAM policy TERKREFRMF, AXTRIIK , BSH IAM A EREH
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(® Note
EIETEIRE | BEAPIBERBHZBER acm: 8148 (Bl , acm:RequestCertificate)s
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ACM API #24EF X PR

ACM API &1k

AddTagsToCertificate

DeleteCertificate

DescribeCertificate

ExportCertificate

GetAccountConfiguration

GetCertificate

ImportCertificate

ListCertificates

ListTagsForCertificate

HFENR (APl #1E )

acm:AddTagsToCerti
ficate

acm:DeleteCertific
ate

acm:DescribeCertif
icate

acm:ExportCertific
ate

acm:GetAccountConf
iguration

acm:GetCertificate

acm: ImportCertific
ate

acm:ListCertificates

acm:ListTagsForCer
tificate

IR

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

*

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/*

or

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

ACM API R RS%E
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https://docs.aws.amazon.com/acm/latest/APIReference/API_AddTagsToCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_DeleteCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_DescribeCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ExportCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_GetAccountConfiguration.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_GetCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ImportCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ListCertificates.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ListTagsForCertificate.html
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RAriEmE

ACM API #&1E AEHIR (AP #4E )
PutAccountConfiguration acm:PutAccountConf
iguration
RemoveTagsFromCertificate acm:RemoveTagsFrom
Certificate
RequestCertificate acm:RequestCertifi
cate
ResendValidationEmail acm:ResendValidati
onEmail
UpdateCertificateOptions acm:UpdateCertific
ateOptions

AWSSE B F AWS Certificate Manager FI3E & K1

RIR

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

arn:aws:a
cm: region:account:certific
ate/*

or

*

arn:aws:a
cm: region:account:certific
ate/ certificate_1ID

arn:aws:a
cm: region:account:certific
ate/ certificate_ID

AWS FEEX R ZH AWS SIZMEENMI R, AWS REXKBEEN TS ERAFRKENR ,

LUEEAI BTN AR, ANMADERR,

FicE , AWS REXKBURTINEHNBEEAZRRTRENR , RACMAHRAE AWS &
R, RMNBUELEBRETENERAZRNES EEERBERE -SRI NR,

BT EER AWS HERBPELHNR, MR AWS EFHE AWS HREXNKIPE LR , MEH
FZRBAMMENAEEREH (AP, ANBE ). HHHN AWS RSB API BT

ATHRBRSE , AWS REAREERH AWS £EX KK,

BREZER , F5H (AM AFER) B AWS EE A KK,

AWS REFKH
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https://docs.aws.amazon.com/acm/latest/APIReference/API_PutAccountConfiguration.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RemoveTagsFromCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ResendValidationEmail.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_UpdateCertificateOptions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
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AWSCertificateManagerReadOnly

L RBERMEAT ACM LB RiEHFRA ; ERFAFHER, JHAKE ACMIES,

{
"Version":"2012-10-17",

"Statement": {

"Effect":"Allow",

"Action":[
"acm:DescribeCertificate",
"acm:ListCertificates",
"acm:GetCertificate",
"acm:ListTagsForCertificate",
"acm:GetAccountConfiguration"

1,
"Resource":"*"

EERFAEFEFSHAWSKEERR , B E https://console.aws.amazon.com/iam/home#policies/
arn:aws:iam::aws:policy/AWSCertificateManagerReadOnly.,

AWSCertificateManagerFullAccess

IR RE T XA ACM BEMB R T2 M.

{
"Version":"2012-10-17",

"Statement": [

{
"Effect":"Allow",
"Action": [

"acm:*"

1,
"Resource":"*"

},

{

"Effect":"Allow",
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https://console.aws.amazon.com/iam/home#policies/arn:aws:iam::aws:policy/AWSCertificateManagerReadOnly
https://console.aws.amazon.com/iam/home#policies/arn:aws:iam::aws:policy/AWSCertificateManagerReadOnly
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"Action":"iam:CreateServicelLinkedRole",
"Resource":"arn:aws:iam::*:role/aws-service-role/acm.amazonaws.com/
AwWSServiceRoleForCertificateManager*",
"Condition":{
"StringEquals":{
"iam:AWSServiceName":"acm.amazonaws.com"

}

"Effect":"Allow",
"Action":[
"iam:DeleteServicelinkedRole",
"iam:GetServicelLinkedRoleDeletionStatus",
"iam:GetRole"
1,
"Resource":"arn:aws:iam::*:role/aws-service-role/acm.amazonaws.com/
AWSServiceRoleForCertificateManager*"
}
]

EERFAEFEEHAWSKEERR , B E hitps://console.aws.amazon.com/iam/home#policies/
arn:aws:iam::aws:policy/AWSCertificateManagerFullAccess.

ACM XSAWSHEE R EEHY B3

EEAX ACM WAWSHERBEMMNEAEE (MZBRSTRBEILEERTH ) . BRFEXRL
NEEXRNESRR , BHiTE ACM X141 £12% NE LK RSS iR,

B 15 BA =p:
®hnT X AWSCertificateMana AWSCertificateMana 2021 £3 A3 H
gerReadOnly KE&HY gerReadOnly REEHL
GetAccountConfigur E3EHA GetAccoun
ation %%, tConfiguration API#
ERIRLBR o
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https://console.aws.amazon.com/iam/home#policies/arn:aws:iam::aws:policy/AWSCertificateManagerFullAccess
https://console.aws.amazon.com/iam/home#policies/arn:aws:iam::aws:policy/AWSCertificateManagerFullAccess
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B %88 H HA
ACM FFIRIRERE X ACM FF A IR ERAWSHE B SR BE 2021 £3 A3 H
K E X,

£ ACM R F Sk 4 23 4R

AWS Certificate Manager £/ AWS Identity and Access Management ( IAM ) & 442248 SR BR I X3 iE B
BRETFRINR, £ IAM policy SRS EFIKEE ( SCP ) VKA , BRI BRFSH LA AN
IEBER,

® Note

£ ACM 4245 AWS £ BEA4Z4E (Bl aws :PrincipalArn ) &4 , Nt — S 52
ERFABEAFRAE,

T FH ACM &t
ACM AP| 2 EMZIFHRMH4

P i S ACM API R EKH iR

acm:Valid RequestCertificate FRE fHE ACM Wil 5 3% 7%

ationMethod ( EMAIL , DNS) EER

acm:DomainNames RequestCertificate FRRHA &4#E ACM R Ay
A ik

acm:KeyAl RequestCertificate FRER fik#g ACM B4R E EF

gorithm KNIEIETE R

acm:Certi RequestCertificate FrFE fiK#E ACM UEF53EERE

ficateTra ( ENABLED , DISABLEI H 123 B LI ik

nsparency B3R

Logging
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/userguide/domain-ownership-validation.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-dn
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-dn
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-certificate.html#algorithms
https://docs.aws.amazon.com/acm/latest/userguide/acm-certificate.html#algorithms
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-transparency
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-transparency
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ES LR XIEM ACM APl 4 %R
acm:Certi RequestCertificate ARN
ficateAut

hority

A1 BREBIIRUETT A

AT SRBEE A BB F BR P IR UE T 5ERIBALRTAVE R FER , B

iR

fRIE ACM TR0l

AR AL T 1 SR

A arn:aws:iam::123456789012:role/AllowedEmailValidation &% HHERERA,

"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition":{
"StringlLike" : {
"acm:ValidationMethod":"EMAIL"

1,
"ArnNotLike": {

"aws:PrincipalArn": [ "arn:aws:iam::123456789012:role/

AllowedEmailValidation"]

X
}

APl 2 BE L EL AR

LAUT SR BE R4 6 A B B AL AV (RT3 ACM IEFHE R,

{
"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
ERSM MR 1.0 38


https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-ca
https://docs.aws.amazon.com/acm/latest/userguide/acm-concepts.html#concept-ca
https://docs.aws.amazon.com/acm/latest/userguide/domain-ownership-validation.html

AWS iE+ Manager ArfEm

"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition": {
"ForAnyValue:StringlLike": {
"acm:DomainNames": [

"§{x} .+

G 3 BRFIE PS5
AT RBEIELEIE * . amazonaws . com &5 BB EME ACM iEFHiER

{
"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition": {
"ForAnyValue:StringNotLike": {
"acm:DomainNames": ["*.amazonaws.com"]
}
}
}
}

ZERBALHE - SREARBEN FH. LBRRXATEFENAHBEED — P REEHECEHFER

"Version":"2012-10-17",

"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",

"Condition": {
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"ForAllValues:StringNotLike": {
"acm:DomainNames": ["support.amazonaws.com", "developer.amazonaws.com"]

w4 REIFHEE

AT R ERASKHR4 StringNotLike RN A A ECDSA 384 i (EC_secp384rl) HAE LS
REEH,

"Version":"2012-10-17",

"Statement": {

"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",

"Condition":{

"StringNotLike" : {
"acm:KeyAlgorithm":"EC_secp384rl"

UTREEER R M BN Stringlike MEEAF * PLERELEE ACM FREREM RSA B4R B RAVFTIE
Po

"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition":{
"StringLike" : {
"acm:KeyAlgorithm":"RSA*"
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R 5 BREEB MR

LR REX R VFE R R AR FIEBMAAM ( PCA ) ARN WEBIEHFR,

{
"Version":"2012-10-17",
"Statement":{
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition":{
"StringNotLike": {
"acm:CertificateAuthority":" arn:aws:acm-
pca:region:account:certificate-authority/CA_ID"
}
}
}
}

HRBEBFERA acm:CertificateAuthority &# RN ¥ Amazon Trust Services M & By AFFEEIE
PEER, FEPMEYH ARN ZE R false #EPHIESR B PCA HFABIEBER,

{
"Version":"2012-10-17",
"Statement": {
"Effect":"Deny",
"Action":"acm:RequestCertificate",
"Resource":"*",
"Condition":{
"Null" : {
"acm:CertificateAuthority":"false"
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}

FHRFHEXREE (SLR) AT ACM

AWS Certificate Manager £/ AWS Identity and Access Management (IAM) RS < A B AEE
ACM iE B BT, RSHEXABRE—fE ACM BRSEREHEXN IAM B&., SLR B ACM FIE
X, HEEZRFAKRERBAEM AWS BRESFIFRN — IR,

SLR AL EE B IRE ACM , RN BT EFHIRMLBENNRETHITEASENILERER, ACM
ENH SLR W , BRIFESAENL , BURE ACM AIEBEZAG. EXHNRSEESEREFN
PREREE , T AR REM MEMEMEE 1AM K4k,

EXXESIRVEMEBSHNESR , B5ET5 IAM B FEAWAWS RS , 3} &K Service-Linked
Role ( RESHMXAE ) 5IHA Yes ( ) WRS . EETHEEEEN Yes TULEFZRSH SLR X4,

ACM HJ SLR X R
ACM fEF & Amazon Certificate Manager fRSS B KB SLR.

S AWSServiceRoleForCertificateManager LR SEA T REREBEZEE :

¢ adcCm.amazonaws.com

A ENRER LT ACM XHEEFIRTA TRHE

o BE : X 1T acm-pca:IssueCertificate, acm-pca:GetCertificate

B EN RISV IAM SSEK (Bln , AP, AxAE ) tlE. mEIMER SLR. BXEZEFEER
FZH (IAM AFER) PRERSHEXA SRR,

/A Important

ACM AIRERR T , EXERELENKSPREFE SLR. MRFTFER iam:GetRole IR
EHETEKFH ACMSLR |, NIERIE SLR EF2BAHRET. IRETREBRRE , BAR
REWKFEE R MREEER T iam: GetRole 7R ACM B PR , REFFEMIKF E ACM
KE X AWSCertificateManagerFullAccess KBk,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
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A ACM 82 SLR

TEFHEIE ACM FEHAM SLR, H&EFEH AWS Management Console, E AWS API #i% ACM it
F 8t AWS CLI , ACM £ BB RIEFIE CA RZFIUEBI NELE SLR,

MRIEWEE B ACM TEBELNKS, FREFHE SLR , N AIRE SR E SR IKF KRR T FEHY =
MR, AWS #F CA XFRLMEIERE SR, BMARAILMFAILES , 8 ACM HEEEHEITIES |, B
FEERZAB, BRESEEL , BSHACM BSKREAE (SLR) B,

/A Important

MRECEERALACTRNENEMRSPEMEMRE | tk SLR T HIREENIKS P,
5, MRETE 2017 F£1 A 1 AFHEZEF SLR ZHIfEA ACM RS , BBA ACM STEEHIK
612 i% AWSServiceRoleForCertificateManager A2, ETHEZEE | HSRELN IAV
KEPHHFAE,

MREMERLE SLR , RAEFEBRCET , WAUERAUTE—BE
- EIAM EZHEF  EFEAE, QIEAE. Certificate
Manager , CertificateManagerServiceRolePolicyf# F izl IZE#FH A,

« fEH IAM API CreateServiceLinkedRoleZX AR Y AWS CLI 55 create-service-linked-role , {&
Hacm.amazonaws.comfREB#HalE —/ SLR,

BXREZEE , 750 (IAM AFER) PREERSHEXAS.

4wm%E ACM B SLR

ACM A R iF 1844 AWSServiceRoleForCertificateManager [RE X AR, ESIE SLR UG , %
ZERZASNER , AN TREFTENREASIAZAG, T , BAUEAR IAM FEAEHNEA,
BEXEZER , B2 (AM AFER) FREERSHEXAE,

fER ACM B SLR

8B E T~ EEM B AWSServiceRoleForCertificateManager # & #8#l, B2 , BRI LUER IAM 324
A. AWSCLI 2 AWS API FaiffiBrAR., BXEZEE , H5W (AM AFIER) FEVMIERRSHE
KAG,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_roles.html#troubleshoot_roles_new-role-appeared
https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_roles.html#troubleshoot_roles_new-role-appeared
https://docs.aws.amazon.com/IAM/latest/APIReference/API_CreateServiceLinkedRole.html
https://docs.aws.amazon.com/cli/latest/reference/iam/create-service-linked-role.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
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ACM SLR WX 15X 15

ACM X#FHEERHRHE ACM M AWS FAE CAWNFTAXEREREN. BXESER , HZH AWS

X 45 M R o
X145 & #5 XEHRiR ACM %%
EERI ( HFFRLMILE ) us-east-1 =
US East ( Ohio ) us-east-2 =
XEFEE (LmFERIL ) us-west-1 =
ZEEI (HEBRM ) us-west-2 =
TA#X (&3R) ap-south-1 =
TARMX (KR ) ap-northeast-3 =
TA#X (BER) ap-northeast-2 =
0 A X (03 ) ap-southeast-1 =
TWA#X (ZEE ) ap-southeast-2 =
TWA#X (FRR) ap-northeast-1 =
IEXR (I ) ca-central-1 =
BRMME X (E=54E ) eu-central-1 =
RO ( 7RER ) eu-central-2 =
Europe ( Ireland ) eu-west-1 =
MM X (22K ) eu-west-2 I
BRMib X ( B2 ) eu-west-3 S
EEM ( E2RF) sa-east-1 e
AWS GovCloud ( E£ETEI) us-gov-west-1 =
ERBSRXAEG W& 1044



https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
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X i3 & #5 X HRiR ACM H X
AWS GovCloud ( XEXRE ) &F us-gov-east-1 =

¥t AWS Certificate Manager & 3 #1177 7] 3t 17 & P HE KR
FERAUTEEUHBBELHMANIEEREMEM ACM H IAM B ATEEIBEIRYE I B &,

£

« RENIE ACM FIITIERIE

« RENFE ACM FEHFIES

- EFEBIHT iam : PassRole

o BEAFRIUNANA AWS IKF FRIFKE ACM BFIR

HENIE ACM RHITERIE
MREBREHRRETR , RPETPIITENMRE | WELEH RS VFIITIZRE,

% mateojackson IAM AP ZRFEREEHAEEEEREM my-example-widget BRFAEE ,
BFRFAEN acm: GetWidget RE , 2K 45T RAIEIR,

f

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
acm:GetWidget on resource: my-example-widget

FEHBRT , BIEFH mateojackson AFHIERE , LATER acm: GetWidget BRI my -

example-widget &R,

MREFERY , FHRRLNH AWS EER., ENEERARREBREILENA

EERIE ACM HERIFIES

MR BTN 4EIR | MIRERER ACM B PKI BE R TIREMN , BFLLEE MRS THERIES,

3 IAM AFZRBETERS S  EAAARAEEREKEN DENY NIETHERIERR , 2 HIUA T REIE

'Lfo

User: arn:aws:sts::account::ID: is not authorized to perform: acm:RequestCertificate
on resource: arn:aws:acm:region:account:certificate/*
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with an explicit deny in a service control policy

EXHERLT , NUARFEEBERRENKBNARXBRAEBHER, & , EEEHMBERUALTFERILE
Fo
KL IT iam : PassRole

WMRBRE|—NEIR | RIETHINIT iam:PassRole B , MSMEHERBUAFEGHBIMEIRLS
ACM,

BE AWS 7S AR ABRKEAL1ZKRS , MTAREIRMNBSALIRSHEXAR, it ,
LM MER T A BLEIRSHINR.

HE N marymajor B IAM AP ZiAER RS AE ACM RRITIRIER , S RELUT RAIHR, B
=, BRSLHMEARSAEMR THNRS TMITIHEE, Mary TEBRABEKZEIRSZHNR,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMBERT , XIEH Mary B KB L A F#EINAT iam: PassRole #1E,

MREFEHY , BHRRAEN AWS EE R, ENEERARRHEREILEN A,
BIEARFRUINBA AWS K- 5 REIFEK ACM BIR
BRI GE-IMEE  WEREMEKFFNAFREALANAN AR TUERZASKGREN TR, &7

DEEHESER , TUEEAG, N TXEHEETHRAVRMRUIFFEH SR (ACL ) RS |, BAILL
158 PR 3 L5 SRS 1) A B 3R T X AR B R Y 1 R A

ETHREZER , BZRAUATREA :

- ETH ACM BEXFIXLEINEE , BSH 1017 AWS Certificate Manager 5 IAM B &£ .

- ET7THNARENSHENEFRNIHENRAWS K, B2E IAM AP ERTHEEHE AWS
KFE 55— 1AM B P R 47 R ABR .

- BETHNOMMEE=SREANEHERNIGRINE AWS kP , ESHE IAM AFERTHREE=51E
HIFER. AWS Ik

- ETHRIMABEERE SORIEREFRNR , H55 (AM AFERE) PN AL I E K IR
AP (BKEEH/HRIE ) RHEHRNE,

- ETHEAACNETRRNRBHTERSFIFRNXE , ESH IAM AFREEPHNEKS RIRA
7]
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
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FME1E AWS Certificate Manager

AWS £IRERIRERE S AWS XEMATRAXEEN, AWS XERHESMERENRBERN A

X XETAXKBEIELEE, SELENSETRNMNEEE, MATRAX , SRt MREETH
Xz BT B RO RBEBHNARFNRERE. SEANENHSMREFOEMIREHEL |
TAXKERESHNATAME, REENTT BE.

Bx AWS XEMAAXNEZEE , FSHAWS £ IRER X,

AWS Certificate ManagerfP W E MR EZ £

YER —IEE RS AWS Certificate Manager , ¥ AWS £ERMELZ 2RI, BXx AWS 2 RS LU
Rfl AWS RIF EMIRENER , BZHAWS %2, EfFAEMERZ SN REZERRIZITEN
AWS %% | {550 S AWS ecurity Pillar Well-Architected Fram ework F#9 E R R -

ERILAER AWS EXRFH AP A BEMEER ACM. BEFRMAMIIEUATAR

- BRREREMEDIL (TLS) BINERER TLS 1.2, BIUEA TLS 1.3,

. BEEE2MEMRE (PFS) WHBEL | HIin DHE ( AT Diffie-Hellman ) 5 ECDHE ( A i B 4
Diffie-Hellman ) o KZHIMKRE (W0 Java 7 RESHRA ) BLZHFXLER,

o, AAERFRIZES ID M5 IAM EEXBRAOREZ TR BARNBERFTEL, HE , EUUER
AWS Security Token Service ( AWS STS ) £ If it Z £ FUERIT BRI ITZR,

RT3 ACM HY4mIE 17 (R R

MRAFEE AWS ASBHITRE , MFEERRZH RN AWS Management Console., &R F4miETH(R
MR AXBURTFEE BRI AFEE AWS,

EMAFRTREAGRNR , EEEATEIZ —.

B REREN RN BHY PR
BR ?
AND 5B R G IEPEFE @ AWS BRI L A RV SR E AY Ui B

. o CLI, AWS BH¥F AT EEs  #iTiElE,
( ¥ IAM Identity Center F%&  \\vs AP & ETRE R,
BHRAF) « BXM AWSCLI, &5
% {AWS Command Line
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https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
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RAriEmE

B BERER TR
BR ?

IAM

IAM

=JEN 5

BAY

£ A i A UE T 5 B | AWS
CLl, AWS B#FAITEIH
AWS API & B9 w2 1E Ko

( THEFER )
FERAKPEIELEE AWS
CLl, AWS B#FRITEIH
AWS API & B 4R 1E Ko

AR

Interface AF#E®M) AWS
IAM Identity Center= §9 & &
AWS CLI LAfER,
- BXAWS i FATE

@, TEFM AWS API , i5Z
5 (HREFARIESMAWS
TESEERE) ¥ IAM &
BHROFHRIE,

R 1AM AP i8R R Im e
EHE5 AWS BREEFERAH
EIJIRHHJ&‘C[* ﬂEo

BRRIEH LA R AR
HITRE,

- BXEE AWSCLI, &5
FEAFEERNEA IAM A
FPUEBHITHHEIE. AWS
Command Line Interface

« X AWS SDK M1 & | i%
2R SAWSDK f1TE
ZEEPNEAKHRE ﬁﬁi
TH BRI,

- BX AWS API , iEZ# IAM
FHF'?E@EPE’Q"":IE IAM A
BY 175 R 23 4H

BEXBRE T BEEERMER AWS Certificate Manager (AWS Certificate Manager) B2,
UTHREXSKRETRBEZE ACM EFHNERELK,
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R 1.0 48


https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-sso.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-authentication-user.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-authentication-user.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-iam-users.html
https://docs.aws.amazon.com/sdkref/latest/guide/access-iam-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_access-keys.html
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- KPERDE

« AWS CloudFormation

« EREE

o AP0 ERIE A

- EREBHIERERAEAFTIER

- JFi8 AWS CloudTrail

KRB

T SR BE 5 FA K P R A1 9 20 PR SRR 1 T BAE K P R Bl 5 RNE B . AW A 7= IE P SIS FFF KRB 2
FAERETRNKSF, MRETEFEAKFRDE , MBS EL K P Hkns: CreateGranti®
ERRBHEINISERBHHENR, XBRETKFAPHBLAESITUNER#HITERER. BXENNE
B, BEENRIE , H25 (AWS Key Management Service FF X &) AWS KMSH HIFZX,

MREEEE AN RN ARBEHkms : CreateGrantiZKF A , MASAER k ms:
EncryptionContext £ Z4ABR#lkms : CreateGrant ¥ EIEB, EEarn:aws:acmIFH , HEE
ERHIH ARN BB, T ROIKEZIEFERSEIES , BAFFERAHEAMIES,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditor@",
"Effect": "Deny",
"Action": "kms:CreateGrant",
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:EncryptionContext:aws:acm:arn": "arn:aws:acm:us-
east-1:111122223333:certificate/b26def74-1234-4321-9876-951d4c07b197"
}
}
}
]
}
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https://docs.aws.amazon.com/kms/latest/developerguide/grants.html
https://docs.aws.amazon.com/kms/latest/developerguide/conditions-kms.html#conditions-kms-encryption-context
https://docs.aws.amazon.com/kms/latest/developerguide/conditions-kms.html#conditions-kms-encryption-context
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AWS CloudFormation

AWS CloudFormation 2RI S E A S 2R B EFEAR AWS BIRNER. AWS CloudFormation 2
BRERENEREIXLERR, AWS CloudFormation AIEAELE ACM XIZFRIER , #li0 Elastic Load
Balancing CloudFront, Amazon #1 Amazon AP| Gateway, EXE%ELR , B2 H S ERNRE
AWS Certificate Manager.

MR EFEH AWS CloudFormation tRIE G Z R BR Z MNNHIME |, BINBWETERNSNMRQRR
MK ACM iEH, XEMSREERENIEDESA. EXEZEE , H5H Bkfl. MR , 0IE—NE

HTERATMNENMMESENBERAFESR, i, MRENRBRASRET(CWEHBZESEQE ACM
iEH (W <version>.service.example.com) , MKAEI <*>.service.example.com €l

BRENERMIEPR, £ AWS CloudFormation A F I BENERF T EBE LS,

UE$ B E

IEBEE (FE#ME SSL BIE) R—1EE , AENARFFEALIERRIEEEEN , AN
ZENNEESH X509 EBHABERAMFIEBRREHREK, Bt , NAEFERBEERSS SSL/
TLS IiE BRI, AR SSL RIUFEERFREIEFHEE (MRIEFHMKAY (CA) IEHEIMNE CA ILEH
(WRA)) PFHZEER. WA, CERERREHEBZEEZNMIES. EHNARF XN EESZRE
EARES BUE R ZIES (MIFRIEPHEFNEMHEMILED) ZEE. ENABFFRAIEF , &
ARZEENMNIEPRABEZARNEINRAERF. NE , NARRF A BUE 8 REZ S E LA INIE
BHEHR

/A Warning

BUEHNRARFTEE ACM iEH, ACM 21T ACM IEBEVFEE LT BAFE Amazon K
Y SSL/TLS iEFH B MBI ITEIT X LB, 7 TEITIES , ACM 2ERKFH L B-LEEH
No MRENNARFEE ACMIEH , HEEEAFTNLABEEZAKRDEITIES , WNAERF
A RETT RIE R B,

MBEREB LS , WA T RIS 25 1E 660 5 TR R 1 5 159 5

- BEECHIEBSAT ACM , ARNENNARFETISALNIES. ACM FLSIABEHEITSA
HAES

- WMBELEANEAEIES VSN RRFEEIFE TR Amazon BifH, MEEEHNE
FAES | NG N ARFEEE CA KARES.
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https://docs.aws.amazon.com/acm/latest/userguide/import-certificate.html
https://www.amazontrust.com/repository/
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1336 UF

£ Amazon IEHM AN (CA) NENME M AU 28 , AWS Certificate Manager (ACM) 2475 iE
IBEBRERRFGEBERFIEENFTEE., SR AERE T4 DNS HUITRIE, BXxEZELR
B2 R DNS ¥iF M 8B FERF5E,

YIRS =

BTEEINA ACM iEH F RN RS . MAAERSEMEITIREE FIROFIES, S, MR
ERERENMER , ARFERNENEE |, WAAFRSEANMEBOFILER, SEMAHFILERE—F , &
M ERPWFIESBARIEMAR , 2E N FAEFRIESHEE.

MREABFERAHERIE , N T8N, E&ZFKE 8 HRILE T4 , FEELAE 72 M2 A
EDRFEHEP 1 HERITERE. S, MRBRSSEMNEEMILES , BHRZFRE 40 BRIEEF
BB, FEEHBIE 72 PTcAEDRIFEHF 5 BHITERF, BELERBERPHBIHBENEN , £
B FER A REIEE PR A X AT R 8 TEE th 238 A0,

MR K AL DNS BiE , MARANFERIERN FQDN @#HFEES A — %% DNS idk. ACM 2@ &
REBUENIER , HEHEERAREEUBERBEMNIZIERK. MNZICKEFRERER AT
Hizg, EAEARAP  MRERESANEAEWIES , WLAERR DNS iBF, BIWERERE
F4 DNS ¥iE,

R HIEFHZERE B EIER

/A Important

TR REA TR AEIR HE BIEAE B R85 , SRV IEHER Al 8 MR B 15 R B AFHE H 48
EINLAHFABELET ANEFHEINMAFER. T2 , EBHF22 LR IR AR
(SCT)e REXRMIUEHR CA FEENF SCT BRAZRERH,

M 2018 &£ 4 A 30 BFF# , Google Chrome FBEEREIEREHRHE AERICRHLE SSL/TLS iE
H, Eit , M\ 2018 £ 4 A 24 H#2 , Amazon CA EFREZELPHENLE BEF KA EFIEB ML
T, EP—HiEF , BLEZEMER. EXEZELE , TSR EHEHRERE,

HEFERLEPIEITERN , 2AFHTETILR , BETNUEREH, IFEMNELRRIEN R
EMBANERER, HlM, BRABENHEB2AZFENREERFERABNENES , BUFF2L
Fro MHN , BRERICFIE AT 884t 38 5T A SR K A6 B 7= am F M U5 B9 B 7R
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EERFIURNEFREERAEILR , BEAERIED AWS CLI t5H 3 RequestCertificateAPI #
HWoptionsS#, MREHWIIBRE 2018 F 4 A 24 B2 BMAN , H AEEBREITHERIZRZ
iE$ , W] LA A update-certificate-options @i 2% UpdateCertificateOptionsAP| ##4Ei%£RIE H o

BR 1

d jﬁ%/ﬁﬁﬁﬁjﬁ!ﬁgu‘l_\)ﬂﬁﬁjﬁﬁﬁéﬂﬁﬁH/u\laio

- HIERFHAZITH (BERLERIHA60 X ) 7, ELEERXATEFRS. ERSEREXMEF
SEREIRHER.

TP —HBig% , ELEMNBETMBR, EiZAtEIERBREEREER, NREEERIIPHERRSY
HERIER , AREREHEREXR , NEWIERFF2HIcR , BEELITERNIE, NREFEEBHFIL
BN , BNBWER A —NHHEP,

AT REIQERER T EERFWIUEP S EA request-certificate i 2 AIEREHRE,

aws acm request-certificate \

--domain-name www.example.com \

--validation-method DNS \

--options CertificateTransparencylLoggingPreference=DISABLED \

EiRE S HIEBH ARN,

"CertificateArn": "arn:aws:acm:region:account:certificate/certificate_ID"

MREBEFLED , HEFTHFEREEITIUERFIHEIZERE TR |, 56 Hupdate-certificate-optionstito It
ﬁﬂxl@@ﬁo

aws acm update-certificate-options \

--certificate-arn arn:aws:acm:region:account:\
certificate/certificate_ID \

--options CertificateTransparencylLoggingPreference=DISABLED

F B AWS CloudTrail

EFWHBER ACM 28l |, EFF/F CloudTrail HEIh8EE, CloudTrail RFEBEEK ZEKF R AWS API
AR RIEEREEEHN AWS 2 | i@ AWS EER4E. MEFATESNESRN
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https://docs.aws.amazon.com/cli/latest/reference/acm/request-certificate.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/cli/latest/reference/acm/update-certificate-options.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_UpdateCertificateOptions.html
https://docs.aws.amazon.com/cli/latest/reference/acm/request-certificate.html
https://docs.aws.amazon.com/cli/latest/reference/acm/update-certificate-options.html
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Amazon Web AWS Services #1TH APl . AWS Command Line Interfacef&3i%E 7] AT & B LL A 7
FMkFEAT ACMAPI, XHERAKIR IP it AR XK EFRANEE. &I LAEA API CloudTrail £
FNAREFF , AIRNALBCIRRE , RERFNIRS |, HEFIEE A WAFFEFXH CloudTrail
BRI, BXREZEE , BZHCIEREER. ¥%F| CloudTrail 5—#E A AWS Certificate Manager
N&EE ACM BIEH RAIRERIEF,
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html

AWS iE+ Manager ArfEm

@8

/8 AWS Certificate Manager (ACM) , &AL H AWS BEFEHN RGN ARFEEMEE SSL/TLS
E$H, EBALUER ACM BIBSHS AU , AEMUER, B4 FAERAEM AWS RS HEHHER
FHNUERNARF. BX5 ACM EFNBRFSNESER , B3 525 RS AWS Certificate
Managere A TETNABEFEA ACM ZHFEERTHIS R,

T
-« JEMIREXAWS JK
- DIEEEEEFRNXERNAF
o EMERE
(/& ) imElE B FER
(A& ) BE CAAIE%

SEMIRER AWS T F
MREEE AWS IKF |, BERATSERREIE -
B S M AWS K F

1. $TFF https://portal.aws.amazon.com/billing/signup.
2. RBR®ELHNHBAHITERE.

FOEMET , FHER —BEE  EREARERENA - NS,

HIEEMET AWS IKF , R GZAWS IKFRAF —1 RAFBERGRIZKS FHRE AWS
RS MAR. ENREHREREK , FARFIEERBRMNER , A BREARAFKNITEER
AP HRRRNES

AWS FMEREERELBERE—HEIAL T, EEMER , EFATLUBIHZE https:/
aws.amazon.com/ HiEBRBHN KA REFELHINWK A EIHEBEZNIKS,

SIZEAEELENRYAEF

FME  BRIPENZS AWS Ik AWS Ik R AP AWS IAM Identity Center , /B H IR EE A
P, XEERT2EA root AFHITEEES.
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https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://aws.amazon.com/
https://aws.amazon.com/
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R IREY AWS Tk 7= 48 A 7

1. %3 Root A Hi AZK AWS IkF B FapfFihit , UIKFFRIEENSHEF, AWS
Management Consoleft F— £ , i ABH L,

EREERABAFEZAHENER , F58 (AWS 2% AFER) dWLUERAF B0 EF,
2. AEMBAFBRZESHRIE (MFA),

BXRUEA , FSEIAM BFREETHN AWS K- RAFSEAEL MFA RE (BHE ),

CIREAERIERNRNAF

1. J3 A 1AM Identity Center,

BXEE , BSE (AWS IAM Identity Center A 1§8) HEE A AWS IAM Identity Center,
2. £ IAM Identity Center 7 , JAFP R FEEIHRINR,

BXEA IAM Identity Center B & N SRR , 25 (AFIERE) 1AM Identity Center
B A B9 A BRIAREELEAWS IAM Identity Center FA P 17 R4 R

UERERBRNRNAFSHER

EEAEH 1AM Identity Center A B0 %% , BEERSBELIZE IAM Identity Center i PR &%
B SR B B T R 44 b 1k Y B Fe P Ak

BXMEH IAM Identity Center AP 2 ZH#HE , BZHAWS 2% AP EEFHER AWS iHE)|T]
o

75 4R BR 40 Bt 4 EL At A P
1. f£ IAM Identity Center 1 , B —PMXRE , ZANREFERE R A RIKAXRAY R AEME,

BXRUHA , ESH (AWS IAM Identity Center AP 1ER) PRI OIENRE,
2. BAFPSEI M K RARNZEIBEEREFTHRENR,

BXUH , BHSHE (AWS IAM Identity Center A $5R) A EIRINE
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https://console.aws.amazon.com/
https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html
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SEME B
ZT2MREFHE (FQDN) =2 Internet LWALAFI N AN —EMHEFEHRE NI TBE |, 5
m .com = .org, MREEZEEMEE , WATLIEE Amazon Route 53 i % H At il E A E

M—NEE, BE , SLEIEMEHIMYE , ER—-IER. EMEFHER WHOIS BIEEFRE
FQDN RE A, MRTA , EMEEERIHET BRETENMEXEN , FRGREREUEFTH
BHHH S, FMEERFE-—MRENNER , SIW—FHF , EX /LN ERITEIT,

BXfEH Amazon Route 53 FMHH BN EZFE L , S Amazon Route 53 FF R A RIERMHP A
Amazon Route 53 ¥ S o

(3 ) HEERE B TR

® Note

R B ER B FERHIRIERF A ERA R A LR HIEBERPIEEN FQDN ( T2REHSE )
B, FEERTUT IR, ACM EFRIUEH 2 sl EREWIEATIARFIRHN BT UEREF
BRFIGIESE DNS Bif. AXBFHARIENESER |, TSR EF AR,
MRETLAYw%E DNS B & , BIWAEA DNS BRI A 2 8B FERHRIE, MREM DNS &
iE, MWEFBNEEREBRFERH. BX DNS RIENESZFEE , iFSFDNS Kil,

WHOIS #3E &

WHOIS B ESEENENBRRAAGE. N TRIEZEN S M , ACM 2K iE —H B FH#4E WHOIS
FER LT =Mk, BSAEREMERRAGERLIT SR IE B M 1t uk 1Y 8 F BRI R BB E
SSHY B FER Rt ko

- HUEME
« BRERRA
- BEERRAA

( Al% ) B CAA id3x
A LUE R B EUEBM AR (CAA) DNS 2% , BUEE L1 AWS Certificate Manager (ACM)

NENFHFHBMKILEF. RiIEFzFE , ACM 2R EREBFE CAA 1IBFUHERE A LUN B IE
P MREFFLEBA CAARE , N LLUERTHENHEE CAA iB%K,
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/registrar.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/registrar.html

AWS iE+ Manager ArfEm

CAA BREEUTHEFR

flags

EE ACM RE X tag FERIVE, FLEREN 0,

R

tag FERAILAUTEZ—. BEE , iodef FE B 8l S 2B,

issue

8 RIETE value ZERFIEEH ACM CA BTN RN EE S FIEHM AL,
issuewild

BRI value FERFIEER ACM CA EREN N ENEH FEM A BEFIES. BEFILES
ERATIZERFEREMRE FHE.

HFERABEIURT tag FERNVE. BXAASS (") FLEFEEX,
¥ tag 79 issue Bt
value ZBEBE CA HEM. LLFERAEEZE Amazon CA DA CAWER. ER , RE%
BHEEUATHEAN Amazon CA 2—H CAA 123k , ACM [ AR ENEE FEM AU S :
« amazon.com
¢ amazontrust.com
+ awstrust.com
* amazonaws.com
value FERBAIBE DS () , HRFTNAVFEMA CA N EMER FEMKILEF. MREEEN
FHERRELTBEENENMENTMRANILES , FEALFER.

¥ tag & issuewild B
value FE5 tag 77 issue MR , AR CEA TEEAFES.

MIFETEE ACM CA EHY issuewild CAA iB A , ACM TEEM K BEFFIEH,. MRERE
issuewild , 18X F ACM B —~ issue CAA i23% , Il ACM T A X BB FIEH .
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Example CAA i2 &Rl

EUTREIF  BERENER , RAERICEKEH (CAA), flags ZTERIAL N 0, tags FERTLLR issue
o issuewild, SR FERN issue BIRTE value FERHE A CA RFE B , Nl CAA IERIBETREE
EWRSZFBEWMAYFMEBERWIER, MREE value ZERFBA DT, Il CAA iBRIETRT AW

£17 CA MAKIE+H, CAA IBZMEER DNS 2EHE M Fo

Domain Record type Flags Tag Value

example.com. CAA 0 issue "SomeCA.com"
Domain Record type Flags Tag Value

example.com. CAA 0 issue "amazon.com"
Domain Record type Flags Tag Value

example.com. CAA 0 issue "amazontrust.com"
Domain Recoxrd type Flags Tag Value

example.com. CAA 0 issue "awstrust.com"
Domain Record type Flags Tag Value

example.com. CAA 0 issue ""amazonaws.com"
Domain Record type Flags Tag Value

example.com CAA 0 issue UOLL

BXWARMBIE L DNS BRNELEL | 554 H DNS 123852, Route 53 X iF CAA it H.
IR Route 53 =K DNS 121458 |, 55 CAA B U THEXBIBIZEZNESZEE,
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/ResourceRecordTypes.html#CAAFormat
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A A& IR UE

ACM IEB A A F 85 Internet RIEN IR EFEILLZLBERE, BAILIEEN ACM ERLAFEEIES
(‘ACMiEH”) , EAAS ABE=AMERNLAFEELIH, EZHELXRIEH, EMED AR
PKI , & A LA % B Private Certificate Authority (CA) £& 8 ACM iE$ |, HH AWS FoH CA #1TE
B, CAURNTENKFF , boEHEMAKFSERE,

(@ Note
NE ACM IEP AT AR EFEE# S Nitro Enclave B Amazon EC2 32| £ | (B RRERE D H b
Amazon EC2 £ £, BxTEREEZT Nitro Enclave # Amazon EC2 =4l LigEIH I Web
BESBNER , HSHEHEE | &£ Amazon Linux 2 E&% LAMP Web RS EHIE £ H
Amazon Linux AMI &% LAMP Web RS 25

® Note

RANBAALE CAZENIERMRBERTAZEE , EEAMSTETF RETFE T RRXLIE
PBo

EFHBMAILES , FEF AWS EEEH & HITIF ACM #2HE , MR hitps://
console.aws.amazon.com/acm/home, MRERNBANE , FiEF Get Started ( FHRER ) » BN,
BEEN S M E P EF Certificate Manager = Private CAs,

F

« BRLAFIUED

« EXRFE PKIIEPH

- B AER

- JHE ACM EEMIEF
« HIR ACM iE$

. HiBk ACM EEHIEH

. &% ACMIE$H
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https://docs.aws.amazon.com/privateca/latest/userguide/PcaWelcome.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-lamp-amazon-linux-2.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/install-LAMP.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/install-LAMP.html
https://console.aws.amazon.com/acm/home
https://console.aws.amazon.com/acm/home
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iR A AES

BT&T IR mAER ACM 2%/ 83 AWS CLI HiELQE ACM kB, BRABIERRF , LAZTK KB
AT AR FRTRE R — MR

NE ACM iEPEE X500 #r8 , HEBHUTREH :

- B XIFERAFTE DNSHWEBEN, AXELZER , BSH @1,

o B WNTMER  EBAERPEENLITE 2048 1L RSA. 256 {i ECDSA = 384 {1 ECDSA,
- BN SMEPNERBERN 13DA (395K ),

« &i] : ACM 27 1M1 MNABRZRBIEITRAEIES,

MREFRIEBEREE , TSREEEIEHFREH,

EFEAHRFEAE PKI BIEH AWS FAF CA |, 55 ERILE PKIIEH,

(® Note

EIERA A LMER ACM RUEFHBERER KL R P MAGFATIER. XEFAZHARBENE,
WIS E AR SIEBIERAXWE B MRS,

(® Note
BRIEBERIBY  BEUNAFZEEN ACMIEPRHBEFEREZLHMEPERAERIBEES,
BEl , BTeEERAEHAREREY, BXTEHR AWS CLI i ACMAPI, BXEZER | 5
S RFEHIEPHERAERLRILR. BXEUEREN—RER , BSHRIEIREREEZE,

£}
- ERARHEERLBIED
« £/ CLIERAFIUED
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https://docs.aws.amazon.com/acm/latest/userguide/acm-conditions.html
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FERAEBBERABIES

R ACM AFIES (H51E )

1. BEFAWS EEEHIEHITIF ACM #2415 |, Muk)y https://console.aws.amazon.com/acm/
home,

EFE RIS,
2. 71E£ Domain names ( 3% ) #49 , BALHEHS,

IO LMER T2 REE®R (FQDN) ( Hlil www.example.com ) , REBREH B RSB ( Hln
example.com) , BRAUEREMVEFERES (*) FABRFREFR —FHHHZ NN
B flan , * . example.com AJLA{RY corp.example.com #] images.example.com, &
LA B S /RTE ACM IEF /Y Subject ( £& ) FE M Subject Alternative Name ( =B E R B
wm) VB9,

BERBEFILERER , ES (*) DU TEHENREMNVE , mMERBERP —NFBRH. Bl

m , *.example.com AJLA{RH login.example.com Fl test.example.com , EFEER I
test.login.example.com., BiEFE , *.example.com R} example.com By FiF , M
FRPBEFHEBTN I (example.com) EFINRIF=F , TSR T —IMTR,

® Note
HFHR RFC 5280 BR |, B SIBRPMANEE (BARREBEA VAR ) NKETRERT
64 N\NFET (FRF) , BFAR. BR , B (ET—%+ ) EHNE/NELEETTERS
# (SAN) WKE &S Ak 253 N\ FT,

ERMEAMZR |, 5% Add another name to this certificate (B ELIEBRME —NEFR) |, R
BEXAEFEAZH. XX TFRMERPFEFERINSIE (5l example.com ) REFiF ( Hla0
* example.com) EEEH,

3. % Validation method ( %k /% ) 884 , IRIFERITE E1EF DNS validation —
recommended ( DNS RiiF — #% ) = Email validation ( B FHBHFRIIE )
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https://console.aws.amazon.com/acm/home
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® Note

WMEBRATLA4REE DNS BB | BiX{EA DNS S8 T 2B FHp4WIE, 83 F B Fhp4E
iFE , DNS RiFEZM{EE, ESR DNS Kif,

ACM EFRIEBZE , 2RIEEREREIEFIEBFERPNIEE, B UEREFERARIUES
DNS %1,

WRIEF B FHERIE , NN TE—MAE , ACM #HANFWIF B FHi 4 &% 2 WHOIS $iEE
FEMHU=EAKIAMUNBZENERARAEE i, BHBANARRSLAEEEH AR — 8 FHf
%, BXEZER , HSH = FEERIT,

MR DNS B , MR EF ACM BEMNBBIEZEAEH DNS BB, < DNS RIITHNES
E8 , IBZFEDNS Wi,
4. 7f Key algorithm ( Z4A&E% ) 3o+ , ER=RARAEZEZZz—

- RSA 2048 ( BtiA )
- ECDSA P 256
- ECDSA P 384

BXRHEBHEEREENGES , BSAEHEEZPHN AWS BRENE (AT LA A ECDSA i
) « AWS Certificate Manager

5. & Tags (/%) NHEL , BALUERNIEBRMFE, HREZEEX , AERBIFMALR AWS &
RO TTEHAE. BX ACM FRES I IR AR B X MAI1E 0| B2 IEBFEERFNFERN A | B
1% #xi2 AWS Certificate Manager iE 3.

SERGRINPRER |, 1 Request (BX ) o
6. LEEXRE , BHAFRELERSIEK , HP2ERBEXMEBNES.

FEEIE RS | IEBHRATER Pending validation ( FEFWIE ) , BRIFERBEBEBRETIEHE
REMAPFEAEMRERRSHFERIM. ACM EEZRIERIE 72 /Mot , REEIT, WRIEF

HRASETRHA Failed ( B4 ) = Validation timed out ( JiEABAT ) , MMIBRFER , E1E DNS ¥
UESE FHRHRIERB , REER. MRBIUERD , MIEBAPRSFHEER Issued ( EMK ) »

EREFAERABIES R 1.0 62


https://aws.amazon.com/blogs/security/how-to-evaluate-and-use-ecdsa-certificates-in-aws-certificate-manager/
https://aws.amazon.com/blogs/security/how-to-evaluate-and-use-ecdsa-certificates-in-aws-certificate-manager/
https://docs.aws.amazon.com/acm/latest/userguide/troubleshooting-failed.html
https://docs.aws.amazon.com/acm/latest/userguide/troubleshooting-failed.html
https://docs.aws.amazon.com/acm/latest/userguide/dns-validation.html
https://docs.aws.amazon.com/acm/latest/userguide/dns-validation.html
https://docs.aws.amazon.com/acm/latest/userguide/email-validation.html
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® Note

REFEENFIRFFHER  BEERNIEBAEAIRVETL, EAURKTEUHNRE=
AFRERIAF, EEFTAERA EAR TR S TEH,

R CLI &ERABIUEP

FEw 1T LEA request-certificate W HERFHNAE ACM IEH, BRIEHFERTTEER DNS
M EMAIL ( BBFHRHF ) » BEAEER TIEER RSA 2048 ( MR KRABWEHSE , N RBIA
& ). EC_prime256v1 #l EC_secp384r1,

aws acm request-certificate \

--domain-name www.example.com \

--key-algorithm EC_Prime256v1 \

--validation-method DNS \

--idempotency-token 1234 \

--options CertificateTransparencylLoggingPreference=DISABLED

an s EH A E IR M Amazon Resource Name (ARN)

"CertificateArn": "arn:aws:acm:Region:444455556666:certificate/certificate_ID"

B3RFAE PKIEP

MREERIH R HIENMAFE CAAWS FAF CA , ACM AILLRFEEESEENFILE PKI FEHARIE
., CAABENTENK,® | ageEMKFEERAE, BXCEBELEITEPAEVNENES |, FS
eI FAEIE M AN,

RUNBERT , B CAZENUEBTZEME , ACM AXFENXEUEBHTEMANEXANRIE, Hit , &
B RMMREER , REPREIEEALANT P IREEFETR.

FAE ACM iEHIEE X.509 trfE , HEBLUTRH :
- B XIFERAFES DNSHWEBEN. AXEZER , BSH #@E.

fEA CLI B RAFIESH W7 1.0 63


https://docs.aws.amazon.com/cli/latest/reference/acm/request-certificate.html
https://docs.aws.amazon.com/privateca/latest/userguide/create-CA.html
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o EE NFTNE | PR EBAEELINR 2048 L RSA, 256 £ ECDSA =% 384 {z ECDSA,

(@ Note
EENEEEERY (RSA 3 ECDSA ) #15 CA BHANEERSITE.

- BYHE  BMNEBNBERPN 134NA (395 X ) o LENABIEPMRAGIESNLE R B AT
THERNWIEBERBE , ENAERFRFEK
« 1] : ACM 2% 11 MABEHBHEITREILES,

ATEZXRXFEPNABIERMRINEZEB FRE :

o IEPBFAENEEVREDTARN TR,
o EPMENEFE ZEAEELIE RSA 2048 5 RSA 4096,

(® Note
ERFZEANERTE , HFAAE CA LENIEBFFEERILE.

&
- BEXNFE CA KGR

- £/ ACM ZHI8ERFE PKIIEH
- £/ CLI ERFHE PKIEH

BLEXRHE CA HYiA
EUTAMERT AWS 28 CA |, BAILEAN ACM IEHHITES !
« Bk : ¥4 CA MK ACM iEH TR — AWS K,

ERRHRKPMAMEET , AWS FAF CA BIER MM E ACM REEZHFFOIE, REMIIHIEH
MR, X2FEH AWS FA%F CA API #&4ECreatePermissionz AWS CLI i SR EN R RN . MK
FREZEEXENRISBEAATMAILERN IAM AF, Ax5A€,

- BKF  £EH CA ML ACMIEBNTFEN AWS kP& | HFHIEBFMENKF EHRTX
CA By | BR o

BEXNFE CA KR R 1.0 64


https://docs.aws.amazon.com/privateca/latest/APIReference/API_CreatePermission.html
https://docs.aws.amazon.com/cli/latest/reference/acm-pca/create-permission.html
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ERABKS,ERMET , AWS FAH CA EXE AMMFEA AWS FAF CA API R¥EPutPolicysi in
put-policy FE T FIRH R MNE CA. AWS CLIZRIEIEE HALMK /2 X CA #ITHR 5 H
HNEHR, BXEZER , FERARETRRAEREA T ACM Private CA.

BRFHREER ACM REBRFRHKAE (SLR) , UEERNEHE PCA KBE#HITRRE. ACM EM
RE—MEFR BB SLR,

ACM AR & , EXLEWELNIKS R EFE SLR., WRFTER iam:GetRole XRE
WRFIEKFH ACM SLR , MZEME SLR EFR2BRHER T, REBRBRRE , BLALBRE
Ik EE R AREEER T iam: GetRole 17E ACM IR , & FEMIKF 5 ACM FEE R
AwSCertificateManagerFullAccess KBk,

BREZER , FERAMRSHEXARHT ACM,

/A Important

BH ACM IEBAME L FHHN AWS BRFZEHXE , REFTEBHELIT. HXx ACM XEFNRIR
NER , B8R S2EHRH RS AWS Certificate Manager,

5 ACM 84| & ERFE PKIiEH

1.

R AWS EEEG|A HITH ACM #&HIE& |, MikR https://console.aws.amazon.com/acm/
home,

EFRIERIUEF
£ Request certificate ( ERIE$ ) WH L , i£$F Request a private certificate ( ERFABFIES )
1 Next ( F—25 ) Sake,

£ Certificate authority details ( EBM RV FMEES ) TH , £ F Certificate authority ( IEP M
V) ¥ REEBRHEF—NATHNIE CA, MR CAERMNE—NKFHEH , Il ARN #Y
HEIEMERER.

B E REX CA WHFMEER , URBERRIEER T EFMN CA :
- hEE

« 22H#& (CN)

£/ ACM 2 & FERIE PKIIEH fR7 1.0 65


https://docs.aws.amazon.com/privateca/latest/APIReference/API_PutPolicy.html
https://docs.aws.amazon.com/cli/latest/reference/acm-pca/put-policy.html
https://docs.aws.amazon.com/cli/latest/reference/acm-pca/put-policy.html
https://docs.aws.amazon.com/privateca/latest/userguide/pca-rbp.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-slr.html
https://console.aws.amazon.com/acm/home
https://console.aws.amazon.com/acm/home
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« 4443 (0)
« HLEAF] (OU)
- Ex/XE# (C)
- MHE
- FIEHER

4. 7 Domain names (& ) #% , RABHHE, BANEATLREHRS (FQDN) (Him
www.example.com) , REREFBZRIMIIEF A ( HlI0 example.com ) . FEAIAEREM
NEBFEAES (*) ERNBERARRFE—HPHZS N ESIER. i, *.example.com AL
R4 corp.example.com #l images.example.com, BEFEMHTFERE ACM IEHH
Subject ( £ ) FERHM Subject Alternative Name ( TBEREH ) FEH.

(® Note

BREBERFERER , 25 (*) 2T THENKEMCLE , mBRERF —NFEHE 5.
f5lzn |, *.example.com AILA{R#H login.example.com #1 test.example.com ,
{EFBERY test.login.example.com, FEEE , *.example.com {X{RI
example.com 71 , MAFRFPBEEBTN ST (example.com), EFIHRIF=F , ES
T — NS

=;HE , i%#F Add another name to this certificate ( BIIERRMBE —NEFH ) |, REEX
AEFEABZR. XX TR IEFEHRNRIE (5120 example.com ) X EFi5 ( 4l
* example.com) EEEH,

5. 1f Key algorithm ( Z4REZE ) o+ , ER=RAHEZZ—

- RSA 2048 ( BRiA )
- ECDSA P 256
- ECDSA P 384

BREBBIRBEEZENGEES , FSH BHEL,

6. 1E Tags (/X ) &SP |, LAILLUERNIEBFINIRE, RERREN , AERIMEAR AWS &
R TTHIE. BX ACM #RZES I FIR UK B R MAE QI ZBIEBFEUERRMFEN A |, §F
% #5812 AWS Certificate Manager iE$,

A ACM #ZFBERFE PKIEH MR 1.0 66
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7. 7 Certificate renewal permissions ( IEBLEITIR ) b5 , WIABXRIEPLITNRNEH, XL
PR A BT EFAFTIE CA XBWFE PKIIER. BXEZEE , BSRNRSHEXACH
+ ACM,

8. RMAMBALFREEE , &E Request (EXR ) o EHEFREIERIER , ERUEEPEFRNIE
PBo

® Note

RFENFIRFFHER , BEERNIEBAEAIRMETL, EAURKRTENHERE=
AEKRERIATF, EEFTAER A EAR DR S TES,

f£/A CLI iERFE PKIiEH

£ H request-certificate a8 57 ACM FRiFERFABIUEF,

® Note

SHIZERE CA LEMWFE PKIEHET AWS Private CA |, EEMNEEEERS (RSA
ECDSA ) 445 CA ZHMNE AR TE,

aws acm request-certificate \

--domain-name www.example.com \

--idempotency-token 12563 \

--certificate-authority-arn arn:aws:acm-pca:Region:444455556666:\
certificate-authority/CA_ID

a5 HETFAEIE B Y Amazon Resource Name (ARN),

"CertificateArn": "arn:aws:acm:Region:444455556666:certificate/certificate_ID"

ERZBERT , ACM RELEXEAHRE CANAFRSXKAE (SLR) MMEIEHNKS. SLR
AT BHEITEMEWLRERILER, ERE SLR Z2EFE , IFEAULTHSER IAM

aws iam get-role --role-name AWSServiceRoleForCertificateManager

A CLI ERFAE PKIEH MR 1.0 67
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WMRFHE SLR , s T H AR BN TR ¢

"Role":{
"Path":"/aws-service-role/acm.amazonaws.com/",
"RoleName":"AWSServiceRoleForCertificateManager",
"RoleId":"AAAAAAAQQQQ00OQ0OBBBBBBB",
"Arn":"arn:aws:iam: :{account_no}:role/aws-service-role/acm.amazonaws.com/
AWSServiceRoleForCertificateManager",
"CreateDate":"2020-08-01T23:10:41Z2",
"AssumeRolePolicyDocument": {
"Version":"2012-10-17",
"Statement": [

{
"Effect":"Allow",
"Principal":{
"Service":"acm.amazonaws.com"
},
"Action":"sts:AssumeRole"
}

1,
"Description":"SLR for ACM Service for accessing cross-account Private CA",
"MaxSessionDuration":3600,
"RolelLastUsed":{
"LastUsedDate":"2020-08-01T23:11:042",
"Region":"ap-southeast-1"

WRRD SLR , TEHFBSKEHERA T ACM,

WA

£ Amazon IEBM AN (CA) BEH BRI IL M AU LB , AWS Certificate Manager (ACM) 244
ERINECHERTURFBERPIEENMEEE, ERFIERN , BULUEEETIEE RS (DNS) K
1IE 2% B, F B 44 362 SIF SKAIE BR B M PR B 1o

EoATSENIE ST R4 1.0 68
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® Note

RIEMUER T ACM SAMN AFEFEILER. ACM ALRIES ANIERHHEAE CA LHWIEH
RYBFT AN, ACM FTTERIE Amazon VPC B EXHEMEMMEHATNER. AXES
R , F2H SEIEHRIERE,

—fRSRL , AT DNS BiFM AR B FHMERIEE , REWMT :

- WREFEH Amazon Route 53 BIEEH/AH DNS icF , MR EEET ACM EFEMIZHE,
s RENPEEFERAP , HEFBIEFKREFEFEE , ACM A& EH3HEE1T DNS BRiFAVIEH,

« BT BYEFEHE4RIINIEPEEHAEENITRE. ACM £ERHIR 45 R B AIALITE
H, XEBMNLXEDEN WHOIS B NEZ AN NEREE A b, BHNHhEE—/NEE
HREE AL T ZEEEUBNET, RIUFFIESIHANERE , ACM 29 % EEHE ARN BIEETIE
$,

MRERBYRBIER DNS BUIREERNRN , MAFEER B 1 B0 IE,

® Note
FERIEXA B FEREGIIENIER G , BT EVIREIER DNS N HHAITRIE,

ES ]
- DNS K
o B FHRHFIOUE

DNS % iE
WA RE (DNS) BRIEEBIM LA R IRA B FARSS. DNS R4 — NI ELENIZRKOBIERE.

WMRIEE DNS BiE , ACM 2RE—FHZHFNBIEHK , RELERLTRNBWHEEF, LIRS
B E-NREEX , ATIEASNZEEFEHN.

(® Note
HOIZRR B FERARIERIERE |, BT EREFEA DNS X EBTRIE.

DNS 31iF MR 1.0 69


https://docs.aws.amazon.com/vpc/latest/userguide/vpc-dns.html#vpc-private-hosted-zones
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Bl , MEF example. com FiFRIEH HIEE www.example.com HEAEZF , I ACM HiEb|E
MEHNBIER, BRIEFBRTHNEHHENKSFIEN S EBHNE. ZER—3IHE , 5@ ACM
FR B EITEWIERE AWS . BIBIEFRFHRME DNS HEEHP—X. RAEEPEEEAT
HERBIBRREBEFE , ACM e BIEITIES,

/A Important

WRIEFEH Amazon Route 53 BIREHI/AH DNS 12% , BERREM DNS 1R4L5 7 B iR
g%k, MREEEREEN DNS BIEEARPR |, N A5 B 7 B4R AE,

EREERIE , REFNBIEEMAEFE , ERAUNENZT2REES (FQDN) HiFHIEY ACM iE
B, RN , EULUGEZEFHRSBNBRIES  ERBSZTEAFHEMNIEFS. BT CNAME &
T AEE AT AWS X, RS RES AN X EMQBARMUES. &7 L% EMERE
o

& T] LUE T MIE P BRI AWS BRSS M BRIUE 5 @S Ml BR B B 1B X KE L BEEIT, MRER DNS 12
HET R Route 53 , BEARIZEMEE 7 A MMM RIS, MR Route 53 2EMIRMHRE | 55 Route
53 FRAREETHMGEFRICEE, BXEBITIREITNEZER , FSEACM iEBHIEELIT,

(® Note

WISR7E DNS BB T ANMA LM B IEHK , WA B IERBITFRAY. IREFEEKMN
g, RABWER B BRI,

ACM 5l Z18kH TERE

(® Note
&5 EA T LA Route 53 fEN H DNS RHEHE .

WMRIETEM Route 53 4 DNS 1247 , WEE (BEEIM Y ) F3FF ACM REMN BB ICFKH
AR RHEENBEES, ARIEXRATZHEN , 2RENEHNSANFHINENERE THIENESR.
X¥TF ACM , XEB R AR EAARBIENFRE B 3hIEB LT,

TRERTAMEHEBENRAIFIBIERK. BRIEFNEFEH-CRENATRIESEFAER.
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XD, FEE, IR MERBEN-EREXNZRMEEN. XEBTXTF *.example. com EBEAF
13, ACM SIEZNEZRFBRSNHE example.com SIZMNZHFEMEE. BN , BNWIERZRBEHMIER
EF4cElSN MEE MR,

A& 18 R Rl
/A& BB 1B3R{E pp 4
*.example.com _x1.example.com, _x2.acm-validations.a  #8[@
WSo
example.com _x1.example.com, _x2.acm-validations.a
WS,
www.example.com _X3.www.exam _x4.acm-validations.a M—
ple.com, WSo
host.example.com _x5.host.exa _x6.acm-validations.a M—
mple.com, WS,
subdomain.example. _x7.subdomai _x8.acm-validations.a ME—
com n.example.com, WS,
host.subdomain.exa _x9.host.sub _x10.acm-vali ME—
mple.com domain.example.com dations.aws,

o

TXI% (_) 2FH xN ERH ACM £ KENFRFE, fla,
_3639ac514e785e898d2646601fa951d5.example. com.

RRERWIZFKE . KERWICRKETRER

_98d2646601fa951d53639ac514e785e8.acm-validation.aws.

T E— DNS g%,

DNS 31iF MRS 1.0 71
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® Note
MRER DNS REFAXIFTENS TN B ICRE , BESHHEE DNS Bif R,

HIEFRIUEB HIEE DNS BiERT , ACM 2EHUTHRANBIBIEFREER !

& BB iEFEK  iExfE

il

example. _a79865eb4cd1a6ab990a45779b & i

o 460b96.example.com. 5 _424c7224e9b0146f9a8808af95

5727d0.acm-validations.aws,

HE 2 5iEHEBE FQDN, BREMME —RRIER , BAEREX R, BRERERER HE,
MRTE DNS 124758 F /00 DNS iZRM Web RENMNZHRIHAFTEX=AME (8. 25%
HRIDRE ) . BEFENTIERER (R[RLBEH) TENLESRHFHEE, EEEBRT , 55
TiRf AR RN TS, SARMESBTEE M MBS AT ARG S | XERE (A
FBIh ) 2R RIHA

_a79865eb4cd1a6ab990a45779b4e@b96

HEHFERP, IREHETX—8 , HAASZESHBNICEZEWH (HIW .example.com) , M &
KRERTBEM TR :

_a79865eb4cd1a6ab990a45779b4e@b96 . example . com.example. com.
EXMERLT , RIPRAK. Bt , ENZRHENAESHREBFPEN R ARE,
®E DNS KiF

LB D T BMARFABUEBEE N A DNS Kit.

DNS 31iF MRAS 1.0 72
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FE12H & FiRiE DNS KikE

® Note

HEBRRRECKZUNETEL—MEH , A BB EEQEZUEBH AWS X TH, MREE
HIFENHABIEREARE , REXRDIT A ENEREIIRFEINENIES , BEHINEE
E T EWKXE,

1. B ELATMuLITFHF ACM #H| A& : hitps://console.aws.amazon.com/acm/.

2. HFIEBHRF , FEBREEENIRD N Pending validation ( E&FRIE ) HIEPHY Certificate
ID (IEH ID) o LLBPRFFTFUERRYFHE R TE.

3. 1£ Domains (& ) 7 , TE FIFEINIEZ— :

a. ("% ) f£EA Route 53 TR,

MEHZUTEYE , WAERESH Create records in Route 53 ( £ Route 53 8|22 )
%4 -

- &M Route 53 5 DNS 21,

- BENEAH Route 53 F£EM X1,

« &9 FQDN 8 R Z KL,

® Note
MR IEEFEH Route 53 1B Create record in Route 53 ( £ Route 53 F8|Ei2% ) &
HRAHEEZER , ESH ACM 2|5 F 8 R“Create record in Route 53” ( £ Route
53 FRAIEEIZE ) &R,

%32 Create records in Route 53 ( 7£ Route 53 R8I 1Z% ) &M , A/F%R Create
records ( BB ) . WAEISITFF Certificate status (IEBRA ) WE , RSEBHIRE
Successfully created DNS records ( 2K 612 DNS i2% )

IRHIFE P A BE & 2K 4R B 'R Pending validation ( SFRIE ) &% 30 24,

DNS 31iF MRA< 1.073
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® Tip
BT ELRE A RiER ACM 7£ Route 53 R E BB B EMNIZTE., B2 , B X
Route 53 31T AWS CLI = API i , £ Route 53 ¥ DNS ZiiEEF RIEidFK., Bx
Route 53 i ZREMNEZEL , TS EFEARRICEE,

b. (Wi ) MRLEEE A Route 53 /9 DNS #2415 , MIA%FK K CNAME 58 , HFHF
INEEE DNS BiEED, EFIPHNFAEETEL , fUUBESIFAER 2 — R THHiER
=

« &%) Domains ( 18 ) #2 FE R CNAME A4, EEFTEFHHRMEIEHN DNS BiE
BEo

« & , 1&#F Exportto CSV ( SHEICSV ) . ERNXHFNEEFTEFHINE DNS HiE
FE,

/A Important

ERBWIEFE , FEE ACM A E 10T TEFRE RSRESAIME DNS 24t
HBIEE, MRESFE , HSH P& DNS Kif A&,

R ACM EEEERB B IEFRERN 72 PITARIEES , ACM KRFUEFHIRSE LA Validation
timed out ( WIEHEA ) . SHMERNKTRERREREM ACM £ EKIIER DNS BB, E
FRRWRID |, BLAEEE DB ICKHAFERFTWIES,

B3, F B 4 62 UE

£ Amazon IEHM A HF (CA) REM ML M AU 281 , AWS Certificate Manager (ACM) 2475 iE
BREPESRERFAECEBRPIEENFEE. BRI AEHABFRHH DNS HITRIE, RETITICEHEF
BRAFIEIE, X DNS BiEMER , ESHDNS Kilf,

FIEBRUTEXBFEHRARIENIEEI,

« BRE-NMEEN I TAER F R4tk ik o GE6E A BB FRRAFIRIE. RE R FERMF b u IR
EAEENTISEE R,

B8 F R IR E MRA< 1.0 74
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« RIUFGERT ACM MR R FEFEIEFH. ACM F2RIES ARNIERREFLE CA EENIEFHAIE
FRBEN. ACM TTERIE Amazon VPC EREXHEMEMBBEHFINER. BEXESER | i
SR BFEUEBRIUERIH,

- BOIZRABEFERGRIENIERE , BT EDREIER DNS XN E#TRIE,

ACMIEBHERIER 1318 (395 K ) . BELIT , BEEFH4RITINIEIRETEGREERTE
fE, ACM TE3Hi AT 45 RIF A EIZAY WHOIS ERFEt M ENE A EE QA it £ X L1TEH, BHS
BE—NEEE  BRAEA TR EZERURNMET, RIFFEIHNERS , ACM 2MAEEHE
ARN BYLEITIEH,

MREEREFERAHRIENES R , FSREEE R TR UERY R,

ACM s FHf M ZIXFIBERNBREE. THEYZR/DMILibi WE A FEHEEHE2ERE ,
HERESFHFutNEEERN ‘@ 2ENER (Hl , MREFF example.com IEE R
subdomain.example.com B EE , M AT LA E —H KX E admin@example.com Y EB-FHERH ) ,

B FHR R & IE ] WHOIS B L T =ANESEMBR R Attt

o EUEME
« BRERRA
- BEERRAA

® Note

BMNEAZWERENEREPHNANEARS I, M\ WHOIS BREXREFEEHAA
5. WHOIS ERNERRIE ( £F 5% ) , B2 REARN T EBEKBIMARFEZENER,

/A Important

M 2024 £ 6 B2 , ACM TBXEFEY WHOIS B Rt it # TH B FHRHRIE, XTI
AIEPH , M 2024 &£ 10 B2 , ACM FFRLMEFEAN WHOIS Bk Ritb it K ELITEH, ACM
HH4LEAERENENEA RS U XK IERIEE Tk, BXEZHAEE , BSHAWS
Certificate Manager /=1t WHOIS 2 1f]) 88 F #f 4 38 IF iE P

B8 F R IR E WMRA< 1.0 75
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LEBRFIEPRT , ACM £EIZEEDomainNameZ ¥ E AlitValidationDomainS B HFIEEWEH B X
KBTI, BXESER , BSH 777

* administrator@your_domain_name
* hostmaster@your_domain_name
* postmaster@your_domain_name
+ webmaster@your_domain_name

* admin@your_domain_name

BX ACM M E S E B FIR it NESER |, B2 (Wit ) HEEES TR

LI 2R HISMER

MREF U waw HESBERF (*) FFLAFHBRER ACMAEF , Tl ACM fFHl BRFF L BT www =,

EE  HEETHHRXADEE I, XN ERESHENERBIMEETERQ@. BEEA

@. hostmaster@. postmaster@ # webmaster@ R H, a0 , LR EHRN www.example.com iFR
ACM iE$ | NI &8 F o4 4% & 3% B admin@example.com MR 2 admin@www.example.com, E# |
WMRERA * test.example.com ER ACM iEF |, N B F B4 &K £ F) admin@test.example.com, HR
(Y & 0 BB itk 9 4R RR 0 T3

® Note

BRI EF IR KA BT SE (0 example. com) WEEMH , MARKXER FiF (0
test.example.com) HEE#Ht, FLk , BTE RequestCertificateAPl = i5 R iE+ AWS CLI
R HiEEValidationDomainik M, MRFEAEFEFERIES , BRIETEEALLINEE,
BNMEFTE MR E A E R — N FE st | Bt AN N MR F IR — B4, SUERIE
Z8E H A RIEF

UEHI A ST

ACMIEBHBERMN 13 MR (395 K ) . BELI] , ESBEFHARIINIEPFEESRBEERTE
5. ACM TEXZHART 45 RIFsa M)A WHOIS Rt st MM ENEREE R ut KX ZITEA., BAF
BE— R SRAE TN ZERIBNET, RIEMASIHAERE , ACM 25k EHHEE
ARN HYZRITES,

BXEZEERE , F5H LEMNE AR,
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(A& ) B RIEW U4

BHRIFEFFHIE - T EAUUERATHHELERER, B  BTHEIESENRIIE T
BB 4 AT B S AR SRR TR BRFE AL SRAE R P E R, AL TERE 72 MR BT M. HRERKE
FiRsEF RS TR E R |, ATAERERM KIA R FERF,

BREFHARIENFAMEE , FSRBERTREEE S FEf AR IER FEED .

(® Note

LTERMGERT ACM REMIES , UREAE FERHRIENIESH, 8 PKIEBHESA
Z ACM HHIE B A FEERIUFE FHi . BX DNS HRIENFES , iIFSHDNS Kif,

fEREH & EM ARSI R FHR4F

1. BF AWS EEEHIAHITIF ACM #2HlE , MikH https://console.aws.amazon.com/acm/
home,

2. HIEPIHRAD , FERBFERIENIEBH Certificate ID (IEPH ID ) o MIRERITFFEMESTE,

(® Note

REEXFIRFFHAN , EEERNIERAEFRMUEATR, EAURTAMNNRE=
AFRERIATF, & FAER A EAR DR HE 2 TER,

3. £ Domains ( 13 ) #% , i%&# Resend validation email ( EFf A ERIEE FoR4 ) |, EREFAN
FERIENE , AE1%EEF Resend ( EFKRIE ) o LEBTRIZ2E R Successfully resent validation
emails ( 2RI E R IEK UL B FEpH ) H#1E,

EEA AWS CLIE#H RIER UL B F 4

& 8] LA Fresend-validation-email 5 5 B 37 & 3% &, F #E 4

$ aws acm resend-validation-email --certificate-arn
arn:aws:acm:Region:444455556666:certificate/certificate_ID --domain www.example.com --
validation-domain example.com

B8 F R IR E MRA< 1.0 77


https://console.aws.amazon.com/acm/home
https://console.aws.amazon.com/acm/home
https://docs.aws.amazon.com/cli/latest/reference/acm/resend-validation-email.html

AWS iE+ Manager ArfEm

® Note

Zresend-validation-email @ S {E A T &6 B FER 4 RIEM ACM iEH. XTFESAE
ACM HEBHEHR ACM EEBNIAEILER , TEERILE,

HIH e ACM EIERYEH

B LAER ACM #2HI A= AWS CLI 5 ACM EEMIEH, BHIAE—NMNTEHPZZSALSIE 500
AMEP |, CLI &Z AT LASIH 1000 MEH,

{52 F 2 51 & 5 i

1. BELATRHUITH ACM Z#& : https://console.aws.amazon.com/acm/o

2. BFIUEBRIRPHES. EAUMERGLANTBINRSTES, SMEBSE—1T , RMABRT
NENMEFERATE

« Domain Name ( 5% ) - i BT ELBREEE (FQDN).

« Type (EH ) - EHHERE, TTEEMNEZFE : Amazon issued ( Amazon B4 ) | Private ( FA%H ) |
Imported ( ES A )

« Status (IR ) - IEFIRE. ATRERIESFE : Pending validation ( SFRIE ) | Issued ( EMEK ) |
Inactive ( 3E5E3 ) | Expired ( B335 ) | Revoked ( B %4¥ ) | Failed ( M ) | Validation timed
out ( IIEHERT )

« EEMFRA? —ACMIEPRESE N Elastic Load Balancing 23 # AWS RS 31 <EBIE =
CloudFrontf& AT BA:2 No = Yes.

 Renewal eligibility ( £iT## ) - JIEBIRIEEHE , ACM REAIAEHEITIESR. ATRENE
7 : Eligible ( B&# ) | Ineligible (RERE ) » BXEEMAN , S ACM IEPHFEELIT,

BEEFEEHAELANRERS , EUNBENTHLERHIERHE, BEELETBRABTHIRITITN
URERHMESEFR. UTAEFERAM :

« Additional domain names ( Eftigi& ) - EBFRITEN —IRZNEE ( FBEHER) -
 Requested at ( iERAY[E ) - ACM EFRIEBHIBETE

« Issued at ( MARTE ) - MEAIEBHEE, HESMERTF Amazon MEAWIES , TERATFS AN
iEH,
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* Not before ( FRF ) — IEBEHRZBIHIRTE,

* Not after ( 78T ) - BZNAIZBIEDEXRK,

« Revoked at ( mEEATE ) - XN TERBWIES , XRIEMEE,

- Name tag ( BFHRZ ) — BLIEP LB Name HIRZWE ( MREEXHENRE ) .

« Renewal status ( £iTIRA ) - IEBERELITHRS. REEERETR , EFBEFT2ERHE
BB, THEEME R : Pending automatic renewal ( 1 B31421T ) | Pending validation ( 1$3iE ) |
Success ( &1 ) | Failure ( M )

(@ Note

MIEPRSNERARFEZL NS BEEN . MRERRF , WIEBFEREE 72 P EE
B, FESTMAFBEE N R REITIE,

Page size ( WA A/D ) BEIEADUEE T BN EFI SN H LIREIWIEBRHE,

BEXTRHIEBFMAEENEZER |, BHSH #HiX ACMiEH,

EY|HEMNIESH |, FEA AWS CLI

{EH list-certificates S5 H ACM EEMIEH , WA T RAIFTR :

$ aws acm list-certificates --max-items 10

WRIRERLT TXHES

{
"CertificateSummaryList": [
{
"CertificateArn":
"arn:aws:acm:Region:444455556666:certificate/certificate_ID",
"DomainName": "example.com"

"SubjectAlternativeNameSummaries": [
"example.com",
"other.example.com"
1,
"HasAdditionalSubjectAlternativeNames": false,
"Status": "ISSUED",
"Type": "IMPORTED",
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"KeyAlgorithm": "RSA-2048",

"KeyUsages": [
"DIGITAL_SIGNATURE",
"KEY_ENCIPHERMENT"

1,
"ExtendedKeyUsages": [
"NONE"

1,

"InUse": false,

"RenewalEligibility": "INELIGIBLE",

"NotBefore": "2022-06-14T23:42:49+00:00",

"NotAfter": "2032-06-11T23:42:49+00:00",

"CreatedAt": "2022-08-25T19:28:05.531000+00:00",

"ImportedAt": "2022-08-25T19:28:05.544000+00:00"
}, ...

FigERT , RIREEH keyTypes RSA_1024 % RSA_2048 HEELH—NMEEFMIEH, EEEF
BEEWEMED , SIOEEHIERRERATRE LR MARDWIED , FRM --includes S5, 11
TROIFTR. FIALSE , B LU ER LR LMK R,

$ aws acm list-certificates --max-items 10 --includes keyTypes=RSA_4096

iR ACM if+
RO LAMEA ACM 24| &35 AWS CLI HEXERIEBR T THIE.
R4l APEFITIPIEFEAEERE

1. @i https://console.aws.amazon.com/acm/ TFF ACM #2#15& , UE REWIEH. BAIUERA
EARNTIBEN S THER,

2. EETFIEBNFATHE , HRFUEPS ID, EPRITARE , ARPERUTER !

o EPBRE
« Identifier ( #RIRFF ) — IEBHY 32 FI T AH HIME— PR IRFF

« ARN - arn:aws:acm:Region:444455556666:certificate/certificate_ID &=
# Amazon Resource Name (ARN)
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« Type (EKE ) - #rR ACMIEBHEERS|, AEERESR : Amazon Issued ( Amazon Bl

&K ) |Private ( #A%F ) [Imported ( S A ) » BEXEZEL , BZH ERLAFIED. BRIE
PKI iE$ = FiEHS A AWS Certificate Managers

. Status (IRF ) — IEBIRD. ATREHEREFE : Pending validation ( EFRIE ) | Issued ( B

WM& ) | Inactive ( 3E5ESN ) | Expired ( 2338 ) | Revoked ( 2 /45 ) | Failed ( KW ) |
Validation timed out ( 3iEFERT )

« Detailed status ( H4IRA ) - MAHS AUEBHY B A6 8]

« Domain ( i ) - iE PR E£REFE (FQDN),

Status ( RA ) - BEIPIRTS. AIEERV{ESIE : Pending validation ( KL ) |
Revoked ( E/m4H ) | Failed ( &% ) | Validation timed out ( 3 iE#8AT ) | Success ( B )

- HAER

« FEMEA? - IEBREEAWS EaRFXER , AIRENER : Yes (=2 )INo (&)
- Domain name ( B%& ) - iIEPWZT2REZE (FQDN),

« Number of additional names ( EttZHHKE ) - I PN EHBERWEFHE I

» Serial number ( F5I5 ) - iEBM 16 FH T+ EFHFYS

« Public key info ( ABZHER ) - ENBHNWINBRE L

« Signature algorithm ( £ &% ) - BTN IR #HITEBNMBEE,

« Can be used with ( AIAT ) - XFEFXESHIUEHH ACM ERARS FI&K
 Requested at ( E3RATE ) - MAERN B BT 6T [HE]

* Issued at ( HREIE ) — AR BHEAMESE (WREA )

« Imported at ( S ARA ) - S AR BHAME ( MREA )

« Not before ( A8 F ) — iE BB REW T 158 6]

« Not after ( T¥F ) - UWEP#Y 2/ HA B HA R AT (8],

- Renewal eligibility ( £Z2iT%#& ) — AIBER{E R : Eligible ( B%#% ) | Ineligible ( ZRBEH ) -

BXRABAN , wSH ACM IEFH R FEELIT,

« Renewal status ( &iTIRA ) - IERBEREITHRS. RERBERLITRN , WFRFI2ETRHF

BEHE, AAEM{ER : Pending automatic renewal ( B 314E1T ) | Pending validation ( 3
iE ) | Success ( BN ) | Failure ( X )

IR
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® Note

NIEFRSNERAERFER PR FREN. MRBIFRZ , MIEPHFERSKE 72 )
BN, ARSAMNKTFREEMRFEITIE,

- CA-%¥% CAW ARN
- IR
- B
« Validation state ( BIEIRA ) - MREA , ATREMNER -
- Pending ( i ) - 2ERRKIE , BREKRTEK.
« Validation timed out ( BiE#EAT ) - BFRNVWIESEAT , BEERALEEZIER,
« None (%) - iEBATHE PKIRBEZE , FHEERIL,

EEETIREMEERE , BEEHA AWS CLI
FAPNEREPERERFAGE , M THSFR : AWS CLI

$ aws acm describe-certificate --certificate-arn
arn:aws:acm:Region:444455556666:cextificate/certificate_ID

WEIRERLTTXHEES :

"Certificate": {
"CertificateArn": "arn:aws:acm:Region:444455556666:certificate/certificate_ID",
"Status": "EXPIRED",
"Options": {
"CertificateTransparencylLoggingPreference": "ENABLED"
},
"SubjectAlternativeNames": [
"example.com",
"www.example.com"
1,
"DomainName": '"gregpe.com",
"NotBefore": 1450137600.0,
"RenewalEligibility": "INELIGIBLE",
"NotAfter": 1484481600.0,
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"KeyAlgorithm": "RSA-2048",

"InUseBy": [
"arn:aws:cloudfront::account:distribution/E12KXPQHVLSYVC"

1,

"SignatureAlgorithm": "SHA256WITHRSA",

"CreatedAt": 1450212224.0,

"IssuedAt": 1450212292.0,

"KeyUsages": [

{
"Name": "DIGITAL_SIGNATURE"
},
{
"Name": "KEY_ENCIPHERMENT"
}
1,
"Serial": "07:71:71:f4:6b:e7:bf:63:87:e6:ad:3c:b2:0f:d0o:5b",
"Issuer": "Amazon",

"Type": "AMAZON_ISSUED",
"ExtendedKeyUsages": [

{
"oID": "1.3.6.1.5.5.7.3.1",
"Name": "TLS_WEB_SERVER_AUTHENTICATION"
},
{
"OID": "1.3.6.1.5.5.7.3.2",
"Name": "TLS_WEB_CLIENT_AUTHENTICATION"
}
1,
"DomainValidationOptions": [
{

"ValidationEmails": [
"hostmaster@example.com",
"admin@example.com",
"postmaster@example.com",
"webmaster@example.com",
"administrator@example.com"

1,

"ValidationDomain": "example.com",

"DomainName": "example.com"

1,
{

"ValidationEmails": [
"hostmaster@example.com",
"admin@example.com",
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"postmaster@example.com",
"webmaster@example.com",
"administrator@example.com"

1,
"ValidationDomain": "www.example.com",
"DomainName": "www.example.com"
}
1,
"Subject": "CN=example.com"

i ER ACM E YL F

BRI LAE A ACM 2 HI B AWS CLI i BRIE$

/A Important

o BTEMBRIEERAEM AWS REFEHAM ACMIIEH. EMEREEFANIES , EA5 LM
BRIEBXER. XRFEAEXRZHIES AR CLI TR,

- BIBREFABIEBMEN (CA) MAKIIERI CARETM, BFHRERH CAXFRA , B
MIBRZ CA Rk, BXEZEE , E5H (AWS Private Certificate Authority FiF#§R3)
A9 BRFA B IE B o

158 F 422 11 &5 I BRALE 5

1. BILUTMuLITFH ACM #2H| A : https://console.aws.amazon.com/acm/.
2. HFIERFIERAP , &P ACM IEBX N EIERE , RE1%EEF Delete ( MIBR ) o

(® Note

BEFEENFIRFFHNER  BEERNIEBAEAIKVETR, EAURTAEUNERE=
AFRERIAF, EEFAER A EAR DR K 2 TER,

E 5 FA M BRI AWS CLI

1 delete-certificate ap S MIERIEP , WA THHAIR :
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$ aws acm delete-certificate --certificate-arn
arn:aws:acm:Region:444455556666:certificate/certificate_ID

=% ACM iF$

BB ACM A RIEBEZEREZNEHMIE AWS SNARRF £, B4R S ACM £ R
FZ2—. BXESER , BZH 525 RIARS AWS Certificate Manager,

B CA L& AWS A CA A TENFLE PKI B ACM IE B A AF 3 S H A RELE LR EEENRY
ARG L, XEERELE Internet ERZEFE,

!
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ACM iE PIIEE LT

EXTERYE Amazon SR K SSL/TLS iEH , ACM Rt THELIT, XEKE ACM FBEFEITEN
U ( WREFEA DNS BiE ) , REFEEFET B mERE B FERFELH, N TFLEMIE ACM ik
B, BRHEXERS.

EBAEHET , BEEFRUTILR

- MREHM AWS RS ( HI40 Elastic Load Balancing = ) #8%<Ex , W& & CloudFront,

- MREREMRFILRETESEHN , WFEERML.

- MRERESEA ACM RequestCertificateAP| M A RES HE S H M AWS RS XBEMNIAETIES |
ESE=g S

- MRERBIEEZFIAMAARSE , IERSHM AWS IRFXBENABIES , WHFEFHE
- MRERBEIHA AWS FAE CA IssueCertificate AP M AR REIES , WFHFEEE.

- MERSAMIES , WFRRFEEH

- MREEH , WAFERH

eS| EAGGHE BT EEERLEE BRI Punycode EX :

1. Ll“<character><character>--"#& 3\, FF L 1V 17 & S M5 “xn--"— B,
2. Blxn-"FF kM E B th XM BB RN EERLIE S,

Punycode R4l

A . P . P S

M1 F

2

example.com & FE v F & LL“<character><character>--"FF sk

A A
a--exampl FE FE v F & LL“<character><character>--"FF k
e.com A A
abc--exam FE TiE v & LL“<character><character>--"Ff sk
ple.com A A
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& R R gn  #&iEF

&1 4 i

2

XN--Xyz.com = = v ERWEPFRMLE A ( FBHT R E.com )
Xn--examp = - ¢ FREMNERLIEE
le.com =
ab--examp B B X RATTUEL“xn--"FF 3k
le.com

% ACM £ITIERAT , IEBH Amazon Resource Name (ARN) RIFFZE, Ik , ACM iEH 2 Xigt
BiR. MRBESN AWS XFHER —MIBHIER , MEMEPELTLEIREEIT,

e

s ST RNFEENIES

« EFRE PKI BEITIER

- REUPHEITTRE

L] NIHEENIES

EMEZEBN AT EMEESRE , AWS Certificate Manager EERIIAECREEMEE, XA LB
I DNS K uF sk 8B FERHFRIEN A R# 1T, HBUPFELITR , ACM AR ZEFENHEE A ER
EHBRIEENAEN. A TFEBRB TERITIRESHER THIENS,

ES ]
« Z1T81d DNS KiERYE
« STIEN B FERAFIR UE RV 35

LT DNS ¥ uFpY 18
S FBAEHE DNS BiFM &M ACM iE+H | HEKITEE4 B,

L HAET 60 K , ACM 2R ELTE&IT&RM .
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. FIE$ BB ER AWS FRSEA.

« ACM I FrE &% DNS CNAME 123k ( B MNE—EBRABH— ) BEEATUBEL A H
DNS 51A]

MRBRXERHE , ACM FiANEEZ EBELRIEHZITIES,

MRELITHRTEENRIUEEE (HW , BTFFE CAAIRE ) , ACM &K% AWS Health
EventBridge =4 # Amazon B, XEEMHRFESHE 45 X, 30 X, 15K, 77X, 3 X1 XX
. BXEZER , HSH LS#X ACM B EventBridge £ #,

£ R B BRI UE Y35

ACM iIEBHBERH N 13 MA (395 X ) . ELI] , BYBFHARIENIEPEEHRREERITE
5. ACM TEZHIBT 45 RFT A @AY WHOIS ERFE Bt M AN E AEE R it AIASTEA, BAF
aBe—MEE  HRAETUERZERUENE], RIEMESIHAEE , ACM 2K EEHE
ARN BYEIATiEH,

BXRWIES FHMHNESER , BSME FHABIE,
ETHROAUGEAREERIES T, FSEAEH LB FHAERIE .
18 SRR IE B F BR 4

FEREWFEBRRA B FER4uE (FSE (%) NEEESFER4 ) , BRAFER AWS
Certificate Manager ##|& 5 ACM API K&k ACM @& & X IE B LT IR B Fof 4, BRTFELL
TR TIITICERE

« BEAER ACM IEBEE AN 2 8B FERH4R .
« BRNEPNEITTRENEEFRIE. AXBELEPNEITRENEE , BERRBIERHNEITRES,
« BRIBBIHFEEKRE ACM FIEPHLEIT RIEM R IR EI0IE B F BB

FR ACM Eft RS HIUE B F o4 (12H &)

1. $TFF AWS Certificate Manager ##l#& , M1k https://console.aws.amazon.com/acm/home,
2. EBRFERIEMIEBHIUES ID.
3. i%#¥ Resend validation email ( E & IXRIEE FHBH ) -

B3R ACM EF K H WU B R4 (ACM API)
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£ ACM API A f# fiZResendValidationEmailig e, EXMIBERT , ZBIEPH ARN, EEZEFHRIUF
A RSB B H AR IBUT IS U B FER AV I, BA TR /RBIEBR a0{a 5 A AWS CLIBITIZIR1E. b RfI
SEWITRHFLE TR,

$ aws acm resend-validation-email \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_ID \
--domain subdomain.example.com \
--validation-domain example.com

EFAE PKI RE&ITIEH

HXBHNFE CA ZXEM ACM IiE$H AWS FoH CA BRBHITIEELIT,. EAFZEE ACMIERF
B, A8 PKI WiIEBFEERIE, YEBEAEEF REAE#HXPZEEBNMNIE CAILESRN , A
MEFE.

(® Note

RAE@ET ACM #4445 ACM API RequestCertificate R ¥EFRBHIIE B F B R EHITIEE L
iT. AWS FAFE CA f£H AWS B CA API IssueCertificate i@ EE M A NIEHTH ACM &
H,

LHREENIEBER 60 KT HEET , ACM 2B A&, XBEFHISHMELENIES (Hlw , ER
WEEFROF ) . BEFETALAFEREH ACM API B9RenewCertificate R EFRHILE1T . BxBFILLITHY
Java RHL R , S H LiTiEH.

Zilfe | EFHEIRSNAXNBOTILM

- MRIEBE ACM EFRESFE , WFEHFERIBIES L MESIANEFIRE,

- MRIEPFE ACM EFRFKREK , WEEEFRESTESHALREEITWIER, EUNFHHE
Amazon BIEE B FAWS Health# {TiX L3824 EventBridge , AWS Lambdafll R R, BXEZ{E
B L BERExSHELITHIES

B3 S HELITHIESH

UTERREHT —NMREIBRER , BTHE ACM £iTHE PKIIEBR B $ HXEIEH, HREMM
ACM R GHIEBREMEER ; ShE , EPM4RALRREHBIRRE L.
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EREFE B3 S HIEH

1. R AWS Lambda F R EEEFNLR , CIZNEE—NEA ACM 4 API B Lambda E#.

a. Bl —1 Lambda E#.

b. NEMNEHBOIZE— Lambda FITAEHRMUATEERE. ZRBEATEHHPHRBED
A ACM API BYExportCertificatei® R RLEITHIE B FFAEH

{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Action":"acm:ExportCertificate",
"Resource":"*"
}
]
}

£ Amazon FIZE#H NI EventBridge , AT ACM BTHRREH , HERNE Lambda BEAT
BWAHZEH. ACM BXRZREZLITUERNBLEA AWS Health Ef, BXRXLEBHNEZEFE ,
%S # £/ Personal Health Dashboard (PHD) # &R 7S

WA T EHFEXREEAN,

"source":[
"aws.health"
1,
"detail-type":[
"AWS Health Event"
1,
"detail":{
"service":[
"ACM"
1,
"eventTypeCategory":[
"scheduledChange"
1,
"eventTypeCode": [
"AWS_ACM_RENEWAL_STATE_CHANGE"
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]
iy

"resources":[

"arn:aws:acm:region:account:certificate/certificate_ID"
]
}

3. BUEBMARELFHLREUERRTEUEITLE.

MIRAFE PKIEBRFEENSET

&R LAER ACM API 5 AWS CLI F3hillil ACM RELIT TERENEE, BIXHEM , BT A
INERIEHHES R E ACM B314R1T,

(® Note
& R BEN i B PR M-S HAVIE B RYEIT AWS FAF CA.

LIRERATEERKN APHRER CLI i HAt , ACM & REITIEH. MRLITHKII , ACM AEHE
BEREAR AP| i P EREER TR, MRIERS ACM ERRSHEXE , NAEBFIEP |, H
£ Amazon Events 4K £E 1T CloudWatch Bk, MREITRK , ACM iR B4 1R H B I KB
B, (&AL describe-certificate T T EFRFER. ) MRIEPFREIERBRFZIELR , &
MAZENESEAFHIFHLZRIRERL,

/A Important

EEM ACM £1] AWS A8 CAIEF , 4% [E ACM RS EHER TFHATLIRENNR, Bx
BESZEE , FEAFIEBEIT RS ELS ACM,

FZHMIRIE BT (AWS CLI)

1. fEA renew-certificate IEPEIT S HHIIBIED.

aws acm renew-certificate \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_ID

2. RfE , £ describe-certificate S HIAEEFZIEPELITIEHAEE,
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aws acm describe-certificate \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_1ID

FENHUEF LT (ACM API)

KiERenewCertificatei®R , HEEBLITWIEIEPH ARN, ARG A ZDescribeCertificatei/E
BWINERWEIT FAEECERN.

QEUEPRIELITIRE

HEZHEITIEPER , ACM SEIERIFME S PIRM Renewal status ( £ITIRE ) EREFER. B
£ AWS Certificate Manager ##|&. ACM APl AWS CLI, 2 AWS Health Dashboard k#& & ACM
EPREITRES, MREFEHIEE A AWS CLI, 5 ACMAPI, LTRSS TR THES HA P/l EE
HRSEZ—. WRFEA AWS Health Dashboard , i & E RELCHE,

FEEHEIT

ACM EEZ=HBHRILERFHNEER. BXREZEELE , 55H £1TET DNS BirgyE, THEE—
HERF,

FERWIE

ACM EBHHRIFERPH —NHSNMEAE . BAARITHRBERIEXEHE | SUTELEIT
I, MREFVNEBFEANRE FHARIE , FER ACM KX B FER4 | RBIZE FHR4
RAVEEEEIMATIRIE. MR ZAIEAMNZE DNS Bif , iFRELHR DNS BFFEA BIEBNEEA
o

FX2h

ERHPWAEEAHEERIE , B ACM &i] TiEH, THEH —FRE,
R

EPIHZE - MRS MEERRIE , Btk ACM RETUEH, BRI LI RMAVIES,

WMRIEB S5 HAM AWS RS ( 4l20 Elastic Load Balancing = ) ><Bkx CloudFront , & ZIIPEZ AR
ERETRESH , MZIEBBEEBEIT,

BEZIDRES WR7< 1.0 92


https://docs.aws.amazon.com/acm/latest/APIReference/API_RenewCertificate.html
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® Note

NETTRSNERAEFTEHR IR geEN, WREBFE , WEITHERSKE 72 MEE
B, FEMSFAMNKTHREERIT IR, AXEBHERE , FSREEILEBIERAZ,

£

- RERES (258
. RERE (AP))

. BERE (CLI)

+ {# Personal Health Dashboard (PHD) % &IRZS

RERS (BFHE)

THNEENENAER ACM EHEKRE ACM IEBHEITIRE.

1. $TFF AWS Certificate Manager ##|& , MitJ https://console.aws.amazon.com/acm/home,
2. BFEH , EFHFHARFE.

3. & Details #87 & Renewal status ( LiTIRE ) » WRZEFERE , %8 ACM RFF A LLiE
PHRELITIRE,

KREIRS (API)
B X} E R IR A DescribeCertificate R ER EIRASH Java Rl , S FEERIES,

KEIRZ (CLI)

THEHRANBWMMAEER AWS Command Line Interface (AWS CLI) 82 ACM iEBEITHIRES.

$ aws acm describe-certificate \
--certificate-arn arn:aws:acm:region:account:certificate/certificate_ID

ERNF | EEZ RenewalStatus FERAWE, MRXEEE RenewalStatus FE , A ACM
RFBRIEPIEEEITIRE,

RERA (2H5) FRA 1.0 93
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£ ] Personal Health Dashboard (PHD) # &3S

ACM S Hi81 60 X% AEITEH ACM IEFH, MR ACM BEBFHZITEMNIES , EQHEIE

PEHEEM 45 X, 30 XK. 15X, 7 X, 3 XM 1 XRALRFIUEBERITEHEH , EANEEEXN
1738, AWS Health Dashboard AWS Health Dashboard & AWS Health lREH —8f5. EFREIR
B, ENKFPESSHRIEINTAAFHAINESE, BEXESER , B5H (AWS Health A 15

) o

® Note

ACM FHEZLEITEHBAEA PHD HELHPNENSEH, EMBHABLBRZI—MNEA , E
BT RN A L,

ZE# A AWS Health Dashboard , IEHITU TR :

BEFEMiut )} AWS Health Dashboard https://phd.aws.amazon.com/phd/home#/,
1% Event log,

33 F Filter by tags or attributes , #%&$% Service.

1%£3% Certificate Manager.

% NA.

¥t F Event category , %&# Scheduled Change,

% NA.

N o o~ w0 Ddhd =

{§ A Personal Health Dashboard (PHD) # &R % M7 1.0 94
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AWS iE+ Manager ArfEm

B3t B F BRI it

BB FEMFRIER ACM LB EE EREMAE FHRF, LEARELH FHARIEESVDI T
EESME-NALBFHITAERMMNENR, N THBEFEAEFHBERIE , ATHRNERNAR
7 R T L B F iR R R AR AR S R IES 2 P4 & B9 TR

%6 1F BB, 7 BB 4 18 Ak

RiIFsE FEMFERUTAMENc— , EAERTRAEFMIPERKZITARILES, REERNWFHSH
HABRNERNBET EERIENENE,

S8 UE T UEF5
GRS e

Greetings from Amazon Web Services,
We received a request to issue an SSL/TLS certificate for requested _domain.

Verify that the following domain, AWS account ID, and certificate identifier
correspond
to a request from you or someone in your organization.

Domain: fgdn

AWS account ID: account_id

AWS Region name: region_name

Certificate Identifier: certificate_identifier

To approve this request, go to Amazon Certificate Approvals
(https://region_name.acm-certificates.amazon.com/approvals?
code=validation_code&context=validation_context)

and follow the instructions on the page.

This email is intended solely for authorized individuals for fgdn. To express any
concerns

about this email or if this email has reached you in error, forward it along with a
brief

explanation of your concern to validation-questions@amazon.com.

Sincerely,

30 UF BB F R 4E AR R4 1.0 95



AWS iE+ Manager ArfEm

Amazon Web Services
IO UFUE B LA 1T 421T
B8 7 HR AR AR AR S

Greetings from Amazon Web Services,

We received a request to issue an SSL/TLS certificate for requested _domain.
This email is a request to validate ownership of the domain in order to renew
the existing, currently in use, certificate. Certificates have defined
validity periods and email validated certificates, like this one, require you
to re-validate for the certificate to renew.

Verify that the following domain, AWS account ID, and certificate identifier
correspond to a request from you or someone in your organization.

Domain: fqgdn

AWS account ID: account_id

AWS Region name: region_name

Certificate Identifier: certificate_identifier

To approve this request, go to Amazon Certificate Approvals at
https://region_name.acm-certificates.amazon.com/approvals?code=
$validation_code&context=$validation_context

and follow the instructions on the page.

This email is intended solely for authorized individuals for fgdn. You can see
more about how AWS Certificate Manager validation works here -
https://docs.aws.amazon.com/acm/latest/userguide/email-validation.html.

To express any concerns about this email or if this email has reached you in
error, forward it along with a brief explanation of your concern to
validation-questions@amazon.com.

Sincerely,
Amazon Web Services

Amazon Web Services, Inc. is a subsidiary of Amazon.com, Inc. Amazon.com is a
registered trademark of Amazon.com, Inc.

This message produced and distributed by Amazon Web Services, Inc.,
410 Terry Ave. North, Seattle, WA 98109-5210.

BOAIEUE 45 AR AT ERAT R4 1.0 96



AWS iE+ Manager ArfEm

(c)2015-2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
Our privacy policy is posted at https://aws.amazon.com/privacy

W RISk BRYHRUEE B AWS |, RAITE W E AEMTERAI SR up-to-date IREAVEHR. A 2020
F 11 AZEIRITAEEBTBNESAES , ARRENERETONTER

« BYEHETITHUEE SN Certificate request for domain name’MF
"Certificate approval for domain name”,
« TIIE , AWS account ID £ & R IRITEIHIEFZA o

« Certificate Identifier MAELETTEEMNIEH ARN MAREERN , flw , FER
arn:aws:acm:us-
east-1:000000000000:certificate/3b4d78el1-0882-4f51-954a-298ee44ff369 mA
7= 3b4d78e1-0882-4151-954a-298ee441f369,

« IEBHLHE URL IEESEE acm-certificates.amazon.com MAE
certificates.amazon.com,

- BESRHIERHE URLITANSFtRENETEHAERE, HERA div WEHIER approve-
button M4 =& approval_button,

s FERMIEBNELTIESNRIEDEEEEHEENE FERHFEN,

W THERE

ATRHEXZ B FERHRIEAIEBHET TEREAXER.
- 3 ACM ZHI BB SIFIEFHERE , ©4M@ TODO KIAKIEB FEi#. HAEEFTERIUIE/E
RYEE FERMF | SRJE ACM FREIIRIEH, BXREZEE , BSRER B FHERIFEmE N,

 f£/ ACM API 5 CLI X ZIFHUEHERBITEFHHRIE , 2FHTRER T 7 8 F #p4F & 15 B IR b
BNENTFEH, AFREEFERIESMENEFHAER |, AR ACM FBEHUAIUEH,

(® Note

£ 2020 £ 11 A28l , R RAFRIETRE , ACM FiKR — 42 F oHE & A FHAViE+H,
{5 FA ML B (B] iz B iR 1T AYE BT 2R M & P ROE B 8 TR IE TR RIBRI E k.

« £ ACM API B CLI , &7 LARE $I% 2 JUE 15 R Fr A Wik &8 7 B4 R X B TiRE, £ API
ff FiRequestCertificate@¥EfIDomainValidationOptionsS ¥ N EEMEValidationDomain ,

iF THERAE MR 1.0 97
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ZfE=R1ZDomainValidationOptionX B WK . £ CLI F , £/ request-certificate a5 #Y --domain-
validation-options Z#EE ValidationDomain BY{E,

Wi TERE W7 1.0 98


https://docs.aws.amazon.com/acm/latest/APIReference/API_DomainValidationOption.html
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FHER S A AWS Certificate Manager

BR T BiE AWS Certificate Manager (ACM) 124ty SSL/TLS MEH 5 |, BIE R LS AESNEBIRBAVIE
PFo AWSETREERTHBRENRRIIE : ZENE=AIEBMEIM (CA) FREUES , HEH ACM
MEMNLEBTREFEENNARFEEER,

&AL S ARVES A T[S ACM ERHIAWS RS, ES ARESES ACM REMIEBIITHES
XMEE , RE-NMEEHII : ACM T2 RS ANIEFRRBIEELT.

EEZITSANIES , BUUMNEBRAELKREFLES , REFIF/EEHSAZ ACM, LIREF
REBIEBHREBERE Amazon Resource name (ARN), B4 , B USGALFHWIEH, THUSAS
NEEHEEEWIER , BXIFEENS A,

/A Important
BEEARUERS ANIEPNIREBHEER IR ALITIESR, BRI LR Amazon
CloudWatch Events £ § AR BENF R X BH , ANmELEES. BXEZER , &
&7 AL S# EventBridge.

ACM FFIEIEPRRXEMHER , BRESANIES, EFE—EEATFRE AWS XEH Elastic
Load Balancing f1 #9188 , BXITRFZIEBSAZEEANENXE. E1E Amazon EFERIEH
CloudFront , BATURESGAZERI (FHRLII ) X, BXELELR , HSH I HHXIE,

BEXRMAREHSAZ ACM FHES , BESAUTEM, NRGBASAESAM , H2H IS
AR,

301

© BAEHMEREH

: EBMEANG AR

. EHGALH
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S AUEFRY CIRFAF

ENBZLA SSLTLSIERES AT ACM #F |, BATIRBIEPEREMERH, ES AHIEAWS iEBMEK
V¥ (CA) LRI | BESNBBIEBHVAEZHANLOERH. BIERXAIUHEZEREBHHEIRH
FECE S

NTARESANILES , YTUEEMBZEEEZMBHA KRN, ACM XFUTEE (FESFH API B )

RSA 1024 {i (RSA_1024)

- RSA 2048 i (RSA_2048)

RSA 3072 i (RSA_3072)

- RSA 4096 fi (RSA_4096)

ECDSA 256 {1 (EC_prime256v1)

« ECDSA 384 {i (EC_secp384rl)

ECDSA 521 i (EC_secp521rl)

SEEBUTHFAER :

« ACM EARF X ATFREXIFNEEZNBRHRNNEETRKREK, fl# , CloudFront X% 1024

I RSA, 2048 fi RSA, 3072 {i RSA # Elliptic Prime Curve 256 {40 , ™ Application Load
Balancer X# ACM RN BEE X, AXFHAREE , BSHAEFERANRSI X,

o IEPBMAAR SSL/TLS X.509 fxA 3 ifH, E4MITELEFRH. MHLHWELREHE (FQDN) = IP

et AR BRRBENES

« EBALHSHANLERAEER WA HMER CANLARALR, ELIRELEEN , %

AEZATERT 5KB (5,120 £ ) |, FEMSFFRME,

- MRIEFH CAZR , FRLEFRREMIEDE , NiZESHRA PEM &l

EBESANSTRER . HFIEBNERATHRAHERZE , BEFAULEFH. NotBefore iE
PFRESBERHNITH A |, NotAfter FERISHEHHNLERBH,

FENAALERME (EH. REFHMILEPEE ) XA PEM B, £t DER FBHMBLSH
HiR, AXESZERURTA , EEH LB NEHBN S AKN,

ZiT (EFSA ) EBH , REFMSAWERFEET R , WFEZERM KeyUsage =
ExtendedKeyUsage ¥ E.

AWS CloudFormation X #FiEfHS A ACM,

FORFM FR7 1.0 100
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IEBMZHAN S AR

ACM EREHIMG NIEH, IERENLEESR (W0F ) , FUPEM BXXNBNMNAH4#THRG. PEM
L&k Privacy Enhanced Mail, PEM #XZ&%E A TRRIUEH, IEBEXR, EHENEHR. PEM BXX
HHHEBTRER .pem, BiXHERHEER,

(® Note

AWS FRMATIRE PEM XA REMIEBRXNZAERF. ST ROMKETI8A XA RmESR
HTERRAE, NMREFENITEERNES ( HlANERXAHENHIRMENA ) |, B A LE
FA%RFTHFIRITE (0 OpenSSL )

THNRANETESANNHEER, IREENXHPEAERAEXEANG  FEAXSNRERFE]
TR (FSHFAR) . EE  MREIRBERE PEM XHEPNEAZR , RECQESTHRE
A —ANRSANER , MIED, IEHEIRBBRALR.

Example 1. PEM 4mi3AYiE

Example 2. PEM 4w#3 Y 5 4%

—MEPEITE NS MEH. BUIUFERAXAREESS. Windows B copy f R Linux B cat @8
TREB XA EEDED., EPSARINFERE  FESMEIBHFERALEN—MEE. NESARE

I BREEFRIER, ATREAIE=ZMES , BEENIERETEIEESRELNIES,
/A Important

TEFIERBERTEHEEF,

Base64-encoded certificate

AN WA 1.0 101
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Example 3. PEM 4B K FAE %48

X.509 fRA 3 ERBEANERAEE, EOE X509 EBHIUEHIERN , EERECNELG-LEEH
X B BIERNEEMBRUKRD, XERHRETRILPHERT . BLAZERERBKNLBBTER,
ESALEBHEELREZR. THHBHAMNE. TENRANE - RSARBEEH.

THEHHNREINE - PEM BENHEHEZLEER. BRESUBRBANAGRX , TRTEZESHR. W
RIABSHIR , ACM 2ES AT R A L 240 55 =M R,

S AU

ZABAER. 3 ACM APIFAEPIREBHIIES ( BIE=AFEERSEHEREENIES ) A ACM,
AWS Management Console AWS CLIA T X [EE R T WA AWS Management Console #
AWS CLl, MIEMRZBELREUEBHNEFFEREREEEZHN. AWS

/A Important
BERNEREELTRR SAUEBH TRFEM

A (BEHE)
- & A (AWS CLI)

S AIE#H WA 1.0 102
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SA (#ZFE)

LU 74505 BB gn{a] 5 F§ AWS Management Console® AiE$,

1. MBLIT{IEITFF ACM &l A : https://console.aws.amazon.com/acm/home, IMRBZEXRER
ACM , E&EK AWS Certificate Manager ¥r@ , HiEFH T H I Get started ( FIREA ) R4,

2. EESAILEB,
3. HITUATRE

a. XtF Certificate body , #UWEES AH PEM HwIBIEFH, BRI ----- BEGIN
CERTIFICATE----- FrLHBL ----- END CERTIFICATE----- 2=

b. XF Certificate private key ( IEBFAEE ) , RIFIEFHH PEM R RINBLEEH.
BRI ----- BEGIN PRIVATE KEY----- FFSKHEL ----- END PRIVATE KEY----- &
==

c. (™) X F Certificate chain (GE$H4E) , ¥ PEM 413 #YE 4%,

4. (Wi ) BEESARNIERRNFREL | FEERE, RERESES AWS HRIIFL, S MR
BEELN—NEAN—NAEE, £ —Il«/{ﬁ}ﬂhx%iﬂéﬂﬁﬁﬁﬁﬂﬂ;ﬁ AWS B,

5. %&$# Import (S A ),

S A (AWS CLI)

LA 7R 4505 BA 2] A AWS Command Line Interface (AWS CLI) S AEH, REBERTZI :

« PEM RIEBHIERFMEER N Certificate. pem WX,
« PEM {RIBHIIEBEEFMER N CertificateChain. pem B4,
« PEM RIEBHNARINBIERAFEERB N PrivateKey . pem B X HH,

EFEANATRA , BRXGEERNECECHNHE , AE - DMEETHRAMNG T, NEFETH
%, LT RAIEE THRITHNS RN,

$ aws acm import-certificate --certificate fileb://Certificate.pem \
--certificate-chain fileb://CertificateChain.pem \
--private-key fileb://PrivateKey.pem

MR import-certificate A HAMIITER , MFFRE S AKIEHH Amazon Resource Name
(ARN)o

A (EHE) 7 1.0 103


https://console.aws.amazon.com/acm/home
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EERSNTET

MRESATIEBHREEEM AWS BRSKREK , WA LEIEBI M ERSFAZILES , FBRERER
RUEBHY AWS RS XER. BXE ACM £/ AWS RENEZER , BZHRS 2SR RS AWS

Certificate Manager,

EHSAUERR , ERAUT&RSE

o BT LA INEMIBRIBIE
o BREMRIEBHPREES.

« MREFBSAWNIEFRFFHE Key Usage ( BHRAE ) ¥R , B LU RE , BT 8EM BRI
BNy RE.

- MBFIAS ARIESHEFE Extended Key Usage (T BEAM% ) IR , ETURMANT RE |
BT MBI BT R,

- BRHRBENRNFEER,
o BRREEMS ALHETNATRITE,

FB;
- EFSA (BHE)
. EFSA (AWS CLI)

EHSA (EBEFHE)
LU 535 BA 0] 5 Ff AWS Management Console E#i S AiEH,

1. MIULTLEBITFF ACM ##l5A : https://console.aws.amazon.com/acm/home,
2. ERIEFEEHSAWILES,

3. ITFEPBIFEME BB H %R Reimport certificate %4, MBI BTk IEP B EZLHWIEFR
IEIFIUER |, BT Actions & £/ Reimport certificate.

4. XIF Certificate body , #i PEM w18 HY & SRAFIEF,
5. XITF Certificate private key , ¥ S HAH ZHAKRKHN PEM wBHRINBILE HLR,

6. (Hi) X TF Certificate chain (iIE$4%) , %5 PEM 4mASEVIE B4, EPETEFMEPRIKITIES
AN —ANRZSMEBUARRBIES, MRESANLERRBITIEN , WARFEEIEHE.

7. EEREEHAF A

BHSAULES hRZ 1.0 104
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8. EBFERAXLEMIEBMEER. MRXEHEIR , HikE Reimport,

EFHS A (AWS CLI)

LA 7R 450358 BA N4l B AWS Command Line Interface (AWS CLI) EFF S AEB. REIBEUATE
m

- PEM RIBHIEPFMHEER N Certificate. pem B,

« PEM REBHIEPEFMEER N CertificateChain. pem X HH,

« (XFREBILH ) PEM #EBHNRMZEMEZAFHEESE N PrivateKey . pem B934,
- BEFESHS AWIERLHN ARN,

EEAUTRA , HRXHER ARN BN EACHXHEN ARN | HE—MELTHRAMEMNS
To NEETHER, AT REEE THRITHNSZS RN,

(® Note
EEHS AL , BLAIEEIULEH ARN,

$ aws acm import-certificate --certificate fileb://Certificate.pem \
--certificate-chain fileb://CertificateChain.pem \
--private-key fileb://PrivateKey.pem \
--certificate-

arn arn:aws:acm:region:123456789012:certificate/12345678-1234-1234-1234-12345678901

R import-certificate M HAIIFER , NIFIREEHH Amazon Resource Name (ARN),

EHS A (AWS CLI) kR4 1.0 105
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AWS iE+ Manager ArfEm

S B UH

BE LS HEMARIER , AWS FAF CA LMEEFE PKI REFNE A SER. SHAXHSEIIE
B, EPHENNBNRERR. LXHSLNRLERE, BXNESZEFEE AWS FAF CA |, E5H (AWS
Private Certificate Authority F FP18F) o

® Note
TRATFEENERREFLARE ACM MAERS AN , BELES HZIES,

hY

F&H

HAAVEIES (254 )
HFAEIES (CLI)

=
<7
=
<7

SHARIES (#ZHE )

1. BF AWS EE#EHIAHITIF ACM #2HlE , MikH https://console.aws.amazon.com/acm/
home,

1£$% Certificate Manager.
ERES HNIEBEEE,
EESH,
WAFEIALBEZANED,

o & w0 DN

(® Note
BIEEMIEERN , BASMEAR A $ H % ZHWEM ASCIl FH.

6. 1% Generate PEM Encoding,
7. BULURAES, EREMMZEZAEFBRNFS |, HERSNERE Export to a file o
8. EETM.

SHRBIES (2F8 ) 7 1.0 106
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https://console.aws.amazon.com/acm/home
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SHIFIUEH (CLI)

£ H export-certificate i S HMBIEBMIIAE R, STHSH , EXTIEERB, N TESEE
#, EEAXMRESNEBEEFHEXSY  ARBIRMARIEMZBEIE, XEAUBLER
BEEEGDSALIERESD , HPHIEEEREAZENH A S RHD,

@ Note
BEGRBBHN XA EIUTERILFER, BTN TARERL M

$ file -k passphrase.txt
passphrase.txt: ASCII text, with no line terminators

LR RO S ERER jq AENA PEM .

[Linux]

$ aws acm export-certificate \
--certificate-arn arn:aws:acm:Region:444455556666:cextificate/certificate_ID \
--passphrase fileb://path-to-passphrase-file \
| 39 -r '"\(.Certificate)\(.CertificateChain)\(.PxrivateKey)"'

[Windows]

$ aws acm export-certificate \
--certificate-arn arn:aws:acm:Region:444455556666:cextificate/certificate_ID \
--passphrase fileb://path-to-passphrase-file \
| 39 -r '\"(.Certificate)(.CertificateChain)(.PrivateKey)\"'

XL base64 HwIBH PEM BXIEH , R REPHENMBENFAEE , W T EMOEEREIFT R

MIIDTDCCAjSgAwIBAgIRANWUFpgA16g3IwStE3vVpTwwDQYIKoZIhvcNAQELBQAwW
EzERMA8GA1UECgwIdHIvbGIsb2wwHhcNMTkwNzESMTYXNTU1WhcNMjAwODESMT cx
NTU1WjAXMRUwWEwWYDVQQDDAx3d3cuc3B1ZHMuaW8wggEiMA@GCSqGSIb3DQEBAQUA

8UNFQvNool1lV+tICL4cwWOdLOkxpwkkKWtcEKQUHE1v5Vn6HpbfFmxkdPEasoDhthH
FFWIf4/+V01bDLgjU4HgtmV4IIDtqM9rGOZ42eFYmmc3eQ00GmigBBwwXp3j6hoi
74YM+igvtILnbYkPYhY9qz8h71HUmannS8j6YxmtpPY=

SHFAFIES (CLI) k%7 1.0 107
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MIIC8zCCAdugAwIBAgIRAM/jQ/6h2/MI1NYWX3dDaZswDQYIKoZIhvcNAQELBQAw
EzZERMASGALUECgwIdHIvbGOsb2wwHhcNMTkwNjESMTKONTE2WhcNMjkwNjESMjAQ
NTE2WjATMREwDwYDVQQKDAh@cm9sb2xvbDCCASIwDQYJKoZIhvcNAQEBBQADggEP

j2PAOviqIXjwr08Zo/rTy/8m6LAsmm3LVVYKLyPd1+KB6M/+H93Z1/Bs8ERqqga/
61fM6iw2JHtkW+q4WexvQSoqRXFhCZWbWPZTUpBS@d4/Y5q92S3iJLRa/1Q0d4Ul
tWZyqJ2rj2RL+h7CE71XIAM//0oHGcDDPaQBFD2DTisB/+ppGeDuB

MIIFKzBVBgkghkiG9w@BBQOwSDANBgkqhkiGO9w@BBQwwGgQUMrZb7kZ18nTZg7aB
1zmaQh4vwloCAggAMBOGCWCGSAF1AwQBKgQQDViroIHStQgNOjR6NTUNUuwSCBNAN
IM4SG202YPUiddWeWmX/RKGg31IdE+AOWLTPskNCdCAHqdhOSqBwt65qUTZe3gBt

ZGipF/DobHDMkpwiaRR5sz6nG4wcki@ryYjAQrdGsR6EVVUUXADkrnrrxuHTW]F1
wEuqyd8X/ApkQsYFX/nhepOEIGWf8Xu@nrjQo77/evhGOsHXborGzgCIwKuimPVy
Fs5kw5mvEoe5DAe3rSKsSUJ1tM4Rag]j2WH+BCO4SZWNHB8kxfOC1E/GSLBCixv3v
+Lwq38CEJRQILdpta8NcLKnFBwmmVs90V/VXzNuHYg==

BENEARTRLEXHA , BN > EERRMMNE LEARAF , NITERDTER,

$ aws acm export-certificate \
--certificate-arn arn:aws:acm:Region:444455556666:certificate/certificate_ID \
--passphrase fileb://path-to-passphrase-file \
| jg -r '"\(.Certificate)\(.CertificateChain)\(.PrivateKey)"' \
> /tmp/export. txt
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¥ric AWS Certificate Manager i+

FRERERE ACM IER 2 BENRE, 8MZEETE—MNE N—/ME. BILUER AWS Certificate
Manager #%/&. AWS Command Line Interface (AWS CLI) i ACM API X501, Z& =Mk ACM
IERMIREL, BALUERERE ACM BH AP ERNEE,

BASIEIEA R ENERNBEIRE, Hlm, BAIBEA Environment = Prod =
Environment = Beta #s&ZXRAZAN ACM IEFFMIRLUBEFS N ACM IEHEEHNHE, AT
RASFBHALANEAM B ELFRER RH

* Admin = Alice

* Purpose = Website

* Protocol = TLS

* Registrar = Route53

Hith AWS RIRtEXFRMITE, EHit , BANERE LS EETRNBRAERXLERREENH
Ko BN | BETLURFFRZ ( HlE0 Website = example.com) ZEL4A ACME$H, HFHHEHRURA
F example.com Pk Y E A% R

&
« RERHF
- BEEHRZ

R PR
HFEEAT ACM EHIRENERRS

- 51 ACM IE BB RIFEHZ 50,

- MEBHBRAKER 127 NFH

- REENRAKER 255 MNFH.

- REBNERXS KXNE,

« R aws: BIRAH AWS A ; BFTERM, FEIMBRERL aws: FFRMIRZL, M aws: FFk
HRERIT AN RN EHRH,

« MREUNES MRS RFEREARMIFELR |, FIEBEMERS T R FEAN TR MR
#o FHSFIZRS I RIAY 4o
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« ACM iIEB#RZ R A AWS Management Console #J Resource Groups MlinZL migss FE A,

BXRAWSHRIBYEN —MRIEE , FSARICAWSH IR,

EERE

IEATLAER AWS BBl A. AWS Command Line Interface 5 AWS Certificate Manager API 35
o, mEFBBRIRE

FEIRE (124G )

B LAE A AWS Management Console % i, MIBREmEIRS, BEAUESHETRFE,
YL

£ ACM 125158 U T IR MmIRE,

EHE IR (4A)

1. &% AWS Management Console #3TFF AWS Certificate Manager & & (https:/
console.aws.amazon.com/acm/home),

2. ERERNHEHBNFEWIERZHEL
3. HEWHAEEERD , @ TR E Tags.
4. %&#F Edit #1 Add Tag.

5 RBARZHENE,

6. ﬁ#:% Save ( 1%{7‘ ) o

il B 2

{EFH ACM j:r‘nﬁ'-iul_\ *Iﬂﬂlj %*T.u.o

I BRPRE (2% A)

1. &% AWS Management Console F#3TFF AWS Certificate Manager ##I& (https:/
console.aws.amazon.com/acm/home).

2. ERERFREARERIESZRIFXL.
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RAriEmE

3. EHFMEEBERKRD , @ TRE Tags.

4. BEBRIRE.

5. EEREMERIIRZEZH Xo
6. ﬁj:% Save ( 1%# ) °
RIBIRE

£/ ACM £ 8 BE U TEBEERZ,

WERE (2% A)

1. E3FK AWS Management Console #3TFF AWS Certificate Manager & & (https:/

console.aws.amazon.com/acm/home).

2. EBRERBOIERZENEL,

3. HEHHAEEERD , @ TR E Tags.
4. EERE.

5. BREEANHREHNRIE,

6. %3 Save (RTF) .
EHHERIFE

£ ACM 2| & P E A UL T I REE S FERRE,

1515 8RR (I24A)

1. &% AWS Management Console 73T AWS Certificate Manager &l & (https:/

console.aws.amazon.com/acm/home),

2. BEEEEFEA LANKEER

&
Rk FIEEE R AFIKFRZE,

3. EFREREIFERNIREZHEIRE,

BEIEIRE (CLI)

FSRUTEBL T @I EER AWS CLI 70

v B A BRIRZE

BFEIRZ (CLI)
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» add-tags-to-certificate

* list-tags-for-certificate

* remove-tags-from-certificate

EIEFRZ (ACM API)

BSREUTEBELT S E Atk APLAIN, 5 H R BRIRE

+ AddTagsToCertificate

 ListTagsForCertificate

* RemoveTagsFromCertificate
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Y% AWS Certificate Manager

GER4ER AWS fERARENTHEME., ATAMNMEENEZHEMEES. AWS Certificate Manager #& N
ZM AWS BRARNWAIEH 2 WEKZEHE , UEELHIZ QBEN T UEEN t#H 1TR
LTEBNATAT ACM B AWS =5 TE,

FB;

 {FAT 3 EventBridge

« CloudTrail 5—#2H AWS Certificate Manager
« XM CloudWatch 3545

£ I &% EventBridge

#& A LAE A Amazon EventBridge ( B8 CloudWatch Events ) SE81 AWS BRSS B3It |, H BN
REEH Pl ARFTAERBERTRER. KRB IIEACM ERH AWS BRFHEHTLFEmt it
f£3% %) Amazon EventBridge . &AILAEAEHfR A B¥r , 23F AWS Lambda BEE¥. AWS Batch /£
A, Amazon SNS £FZE, BXEZEE |, BHSHAT LRI E# EventBridge ?

£
- WL5#3 ACM B EventBridge X1
« EventBridge £ ACM & FA I & iph fih % R 1

I 5% ACM B EventBridge X5
AREBFIH H R T Amazon EventBridge X358 ACM HAXEH,
“ACM i ENFF B B = 44

ACM FMIEHIHAET 45 RKIFMR , AFABEBERWIEDR (8. RENSAWIED ) BAXKEIHE
. ATBAER ACM API ByPutAccountConfiguration$ 45k B 2t L A /A

ACM 2B BRI HMANFERMFWIERNET , ERATHEPH  SANEPREERIH 2O E
HEEAEFS A, BXREZELE  FSREFSAILED, BUUEASHEHRIZEBZLLUFIES
EHS A ACM, BXERABZLRRE AWS Lambda , i§Z 8 EventBridge £ ACM = I & #h fid
KB,
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ACM iIEH BB S ERUTE M.

"version": "Q",
"id": "id",
"detail-type": "ACM Certificate Approaching Expiration",
"source": "aws.acm",
"account": "account",
"time": "2020-09-30T06:51:08Z2",
"region": "region",
"resources": [
"arn:aws:acm:region:account:certificate/certificate_ID"
1,
"detail": {
"DaysToExpiry": 31,
"CommonName": "example.com"

“ACM il + B3 H" =4

® Note
EBREHEFFEARATSANIESR,

BEFABMYT LSS, UEEHEKS S ACM AN ABHAEIES I KR ERE,

ACM iEHESHIEHEBUTEM,

{
"version": "Q",
"id": "id",
"detail-type": "ACM Certificate Expired",
"source": "aws.acm",
"account": "account",
"time": "2019-12-22T18:43:487",
"region": "region",

"resources": [
"arn:aws:acm:region:account:certificate/certificate_ID"

15
"detail": {
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"CertificateType" : "AMAZON_ISSUED" | "PRIVATE",
"CommonName": "example.com",

"DomainValidationMethod" : "EMAIL" | "DNS",
"CertificateCreatedDate" : "2018-12-22T18:43:4872",
"CertificateExpirationDate" : "2019-12-22T18:43:48Z",
"InUse" : TRUE | FALSE,

"Exported" : TRUE | FALSE

“ACM iEH 7] F"&3h

ERALMTLES  LEERENLAAILFIEHEZRERNBIBEN, ZEHFERLR. £ITNS
ABRtEf, XTRBIER , —BEAR , NAFTEFFRESEFHBEIEMN.

ACM iEH AT HEHERUTEN,

"version": "Q",

"id": "id",

"detail-type": "ACM Certificate Available",

"source": "aws.acm",

"account": "account",

"time": "2019-12-22T18:43:4872",

"region": "region",

"resources": [

"arn:aws:acm:region:account:certificate/certificate_ID"

1,

"detail": {
“Action” : "ISSUANCE" | "RENEWAL" | "IMPORT" | "REIMPORT",
"CertificateType" : "AMAZON_ISSUED" | "PRIVATE" | "IMPORTED",
"CommonName": "example.com",
"DomainValidationMethod" : "EMAIL" | "DNS",
"CertificateCreatedDate" : "2019-12-22T18:43:4872",
"CertificateExpirationDate" : "2019-12-22T18:43:48Z",
"DaysToExpiry" : 395,
"InUse" : TRUE | FALSE,
"Exported" : TRUE | FALSE
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“ACM It B EEL&ITRIFEEH

® Note
RESINIBRFNEATEATSANIES,

ERTLMITLES , MEELTARDEFRESTREITIEBNKREIRE. flo, WREFFMTHE
Ik ACM £ATIEHHY CAA 1235 , N ACM R 45 REHZITT KM R A UENH, MREFRE
EEM@#R4E , W ACM £ 30 X, 15 X, 3 XM 1 RABARZ LT , IFEFF - REURE. iEH
BHREBFBREABE], BRETZRBLERE 1S

ACM IEBEFEBRITRESHERUTEM,

{
"version": "Q",
"id": "id",
"detail-type": "ACM Certificate Renewal Action Required",
"source": "aws.acm",
"account": "account",
"time": "2019-12-22T18:43:487",
"region": "region",
"resources": [
"arn:aws:acm:region:account:certificate/certificate_ID"
1,
"detail": {

"CertificateType" : "AMAZON_ISSUED" | "PRIVATE",

"CommonName": "example.com",

"DomainValidationMethod" : "EMAIL"™ | "DNS",

"RenewalStatusReason" : "CAA_ERROR" | "PENDING_DOMAIN_VALIDATION" |
"NO_AVAILABLE_CONTACTS" | "ADDITIONAL_VERIFICATION_REQUIRED" | "DOMAIN_NOT_ALLOWED"
| "INVALID_PUBLIC_DOMAIN" | "DOMAIN_VALIDATION_DENIED" | "PCA_LIMIT_EXCEEDED"
| "PCA_INVALID_ARN" | "PCA_INVALID_STATE" | "PCA_REQUEST_FAILED" |
"PCA_NAME_CONSTRAINTS_VALIDATION" | "PCA_RESOURCE_NOT_FOUND" | "PCA_INVALID_ARGS" |
"PCA_INVALID_DURATION" | "PCA_ACCESS_DENIED" | "SLR_NOT_FOUND" | "OTHER",

"DaysToExpiry": 30,

"CertificateExpirationDate" : "2019-12-22T18:43:48Z",

"InUse" : TRUE | FALSE,

"Exported" : TRUE | FALSE

}
}
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AWS BEEH

AWS RELNFEEITFMH ACM IEBERBITIRRENH. BXETABNES | FSHACM IEH
M EELT.

REQEMMHIER TEBSTRRES

« RHEIT LA BHAFIERR,

« WNFEFAATERBERTERNET, XUREKREFTEILLEFIRAPNEE (A TEIEFHR
HHRATRIENIES ) , REBRENMER. SIEHABLSUTEARERBRH -, XERB
TENFALT , HER Tk,

« AWS_ACM_RENEWAL_STATE_CHANGE (iEBBLiT. S HsENIHE )
« CAA_CHECK_FAILURE (CAAKELRM )
« AWS_ACM_RENEWAL_FAILURE ( H¥A5 CA £EZWIEH )

BETRREHEENTEM, EILREIF , AWS_ACM_RENEWAL_STATE_CHANGE B4 24 K.

{
"source":[
"aws.health"
1,
"detail-type":[
"AWS Health Event"
1)
"detail":{
"service":[
"ACM"
1)
"eventTypeCategory":[
"scheduledChange"
1,
"eventTypeCode": [
"AWS_ACM_RENEWAL_STATE_CHANGE"
]
}
}
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EventBridge £ ACM H £ L 5 #h it & R 1E

BRI AR X LB 402 Amazon EventBridge M0 , #£/H Amazon EventBridge 1l & Et &40 E
EHTRENRE, RNTIRMEEE Amazon EventBridge #MF [ Itk 7= &£ IR ER ROIERF .

FB
« 33 Amazon SNS M E4
« {# Lambda BN =4

X Amazon SNS MR E#

AF A UMEELE Amazon SNS |, BIEE X ACM EREITIRR B4R E XA BA,
SERSA T IS R Sk B e AL,

#12 Amazon EventBridge N 3 fil & ¢ 4E

1. BIE Amazon EventBridge MM, BEXEZEE , BSHECIEXN S ML R N Amazon
EventBridge M,

a. IS EventBridge ##|#& https://console.aws.amazon.com/events/ A , SIEEH > M
MTTHE , RREFLIERN,

b. EBIZEHMNIAMEL , %$F Event Pattern ( EE4ER ) .
c. XNTFRFEM , NFEEAFIERE Health (E1THRIR ) »
d. FFEHERE | %# Specific Health events ( HEZITIRAEH ) -
e. 1%&# Specific service(s) ( HERS ) , REMNFEEFIEE ACM,
f. &% Specific event type category(s) ( S EBHEREKH] ) , RFEF accountNotification.
g. 1&# Any event type code ( FEHRERB ),
h. i%&# Any resource ( {EAI&RIR ) -
i. HEEHEAMAHRESRT  EWSHREHMN JSON EX, LWRHIER AWS BESH Ho
MR,
{
"source": [
"aws.health"
1,
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2.

"detail-type":[
"AWS Health Event"

1,
"detail":{
"service":[
"ACM"
1,
"eventTypeCategory":[
"scheduledChange"
1,
"eventTypeCode": [
"AWS_ACM_RENEWAL_STATE_CHANGE"
]
}
}
B E®RE,

FEBHRED , BN FZ AT EERASNSHNRS P#HTESE , Hla0 Amazon Simple
Notification Service (SNS) , th AT LLi%E$E Lambda BRI EHE BB B EX W ATHITRB, H*
AWS Lambda SEEHY R B , iS5 £A Lambda BB E 4,

/8 Lambda B ¥R 5 B4

1401

25H R AWS Lambda f04al f6F I 4£ I B 52b Y597 EventBridge, {1 S# a2 @ HARS (SNS)

Simple Notification Service S|2BH AR AR E R B IFELE R AWS Security Hub , M EE 57
ZE AR,

1’ E Lambda A IAM B

1.

B £EE AWS Identity and Access Management (IAM) &€& 3 E Y Lambda BREFTEMRR., &
ShZEMHESEK , BN EHEETEENARAZELR , HRHERTFZAFHNR, FTENE
BERAPKFP TETAZSHAWS #E , LEHTXEEEEAKS TIE1T,

BT https://console.aws.amazon.com/iam/ 3TFF IAM $2& &

[ JSON H MBS IR U FEARHE LN HK, RHROESHBXA AWS kS, 4
XEBEL , HSAEISONEIE FoIRER,

"Version":"2012-10-17",
"Statement": [
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{
"Sid":"LambdaCertificateExpiryPolicyl",
"Effect":"Allow",
"Action":"logs:CreatelLogGroup",
"Resource":"arn:aws:logs:<region>:<AWS-ACCT-NUMBER>:*"
},
{

"Sid":"LambdaCertificateExpiryPolicy2",

"Effect":"Allow",

"Action":[
"logs:CreatelLogStream",
"logs:PutLogEvents"

1,

"Resource": [
"arn:aws:logs:<region>:<AWS-ACCT-NUMBER>:1log-group:/aws/lambda/handle-

expiring-certificates:*"

]
I
{
"Sid":"LambdaCertificateExpiryPolicy3",
"Effect":"Allow",
"Action":[
"acm:DescribeCertificate",
"acm:GetCertificate",
"acm:ListCertificates",
"acm:ListTagsForCertificate"
1,
"Resource":"*"
},
{
"Sid":"LambdaCertificateExpiryPolicy4",
"Effect":"Allow",
"Action":"SNS:Publish",
"Resource":"*"
},
{

"Sid":"LambdaCertificateExpiryPolicy5",

"Effect":"Allow",

"Action": [
"SecurityHub:BatchImportFindings",
"SecurityHub:BatchUpdateFindings",
"SecurityHub:DescribeHub"

]I

"Resource":"*"
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},

{
"Sid":"LambdaCertificateExpiryPolicy6",
"Effect":"Allow",
"Action":"cloudwatch:ListMetrics",
"Resource":"*"

}

}
3. B IAM BeFEEMNFER, BX02 AV SENMMERGES , HSHH AWS BS0l
BAG (BHA).
4. 3TF AWS Lambda #H|& , LA https://console.aws.amazon.com/lambdal/,
5. Al Lambda . BXEZELE , B HEAES A 02 Lambda B, ERUATHER .

a. ESIREHBIEL , %&# Author from scratch ( MK FFEARIE ) LI BB E.
b. EEBEBMFERAEE—NEM , FlI0 handle-expiring-certificates “"s
# Runtime (12178 ) ZIRF |, 1EFE“Python 3.8%

d. B Change default execution role ( EBRIAITAER ) , R/FEF Use an existing
role (FEAMBAE ),

e. M Existingrole (MEAE ) JIRPEREBETVUNENAL,
f. EERELBREH.
g. % Function code ( BREXE ) T, AL TR,

o

# Copyright 2021 Amazon.com, Inc. or its affiliates. All Rights Reserved.

# SPDX-License-Identifier: MIT-0

#

# Permission is hereby granted, free of charge, to any person obtaining a copy
of this

# software and associated documentation files (the "Software"), to deal in the
Software

# without restriction, including without limitation the rights to use, copy,
modify,

# merge, publish, distribute, sublicense, and/or sell copies of the Software,
and to

# permit persons to whom the Software is furnished to do so.

#

# THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED,

# INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
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# PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR

COPYRIGHT
# HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN
ACTION
# OF CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH
THE

# SOFTWARE OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

import json
import boto3

import os

from datetime import datetime, timedelta, timezone
B oo m oo o e

# setup global data

B oo m oo o e

utc = timezone.utc
# make today timezone aware
today = datetime.now().replace(tzinfo=utc)
# set up time window for alert - default to 45 if its missing
if os.environ.get('EXPIRY_DAYS') is None:
expiry_days = 45
else:
expiry_days = int(os.environ['EXPIRY_DAYS'])
expiry_window = today + timedelta(days = expiry_days)
def lambda_handler(event, context):
# if this is coming from the ACM event, its for a single certificate

if (event['detail-type'] == "ACM Certificate Approaching Expiration"):
response = handle_single_cert(event, context.invoked_function_azn)
return {

'statusCode': 200,
'body': response
}
def handle_single_cert(event, context_arn):
cert_client = boto3.client('acm')
cert_details =
cert_client.describe_certificate(CertificateArn=event['resources'][0])
result = 'The following certificate is expiring within '
+ ' days: ' + cert_details['Certificate']['DomainName’]
# check the expiry window before logging to Security Hub and sending an SNS
if cert_details['Certificate']['NotAfter'] < expiry_window:
# This call is the text going into the SNS notification
result = result + ' (' + cert_details['Certificate']['CertificateArn']
+ ') !

# this call is publishing to SH

+ str(expiry_days)
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result = result + ' - ' + log_finding_to_sh(event, cert_details,
context_arn)
# if there's an SNS topic, publish a notification to it
if os.environ.get('SNS_TOPIC_ARN') is None:
response = result
else:
sns_client = boto3.client('sns')
response = sns_client.publish(TopicArn=os.environ['SNS_TOPIC_ARN'],
Message=result, Subject='Certificate Expiration Notification')
return result
def log_finding_to_sh(event, cert_details, context_arn):
# setup for security hub
sh_region = get_sh_region(event['region'])
sh_hub_arn = "arn:aws:securityhub:{0}:{1}:hub/default".format(sh_region,
event['account'])
sh_product_arn = "arn:aws:securityhub:{0}:{1}:product/{1}/
default".format(sh_region, event['account'])
# check if security hub is enabled, and if the hub arn exists
sh_client = boto3.client('securityhub', region_name = sh_region)
try:
sh_enabled = sh_client.describe_hub(HubArn = sh_hub_arn)
# the previous command throws an error indicating the hub doesn't exist or
lambda doesn't have rights to it so we'll stop attempting to use it
except Exception as error:
sh_enabled = None
print ('Default Security Hub product doesn\'t exist')
response = 'Security Hub disabled'
# This is used to generate the URL to the cert in the Security Hub Findings
to link directly to it
cert_id = right(cert_details['Certificate']['CertificateArn'], 36)
if sh_enabled:
# set up a new findings list
new_findings = []
# add expiring certificate to the new findings list
new_findings.append({
"SchemaVersion": "2018-10-08",
"Id": cert_id,
"ProductArn": sh_product_azrn,
"GeneratorId": context_arn,
"AwsAccountId": event['account'],
"Types": [
"Software and Configuration Checks/AWS Config Analysis"
1,

"CreatedAt": event['time'],
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"UpdatedAt": event['time'],
"Severity": {
"Original": '89.0',
"Label": 'HIGH'

1,
"Title": 'Certificate expiration’,
"Description": 'cert expiry',

'Remediation': {
'Recommendation’': {
'Text': 'A new certificate for ' +
cert_details['Certificate']['DomainName'] + ' should be imported to replace
the existing imported certificate before expiration',

'Url': "https://console.aws.amazon.com/acm/home?region=" +
event['region'] + "#/?id=" + cert_id
}
I
'Resources': [
{
'Id': event['id'],
'Type': 'ACM Certificate’,
'Partition': 'aws',
'Region': event['region']
}
1,

'Compliance': {'Status': 'WARNING'}
b
# push any new findings to security hub
if new_findings:
try:
response =
sh_client.batch_import_findings(Findings=new_findings)
if response['FailedCount'] > 0:
print("Failed to import {3}
findings".format(response['FailedCount']))
except Exception as error:
print("Error: ", error)
raise
return json.dumps(response)
# function to setup the sh region
def get_sh_region(event_region):
# security hub findings may need to go to a different region so set that
here
if os.environ.get('SECURITY_HUB_REGION') is None:
sh_region_local = event_region
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else:
sh_region_local = os.environ['SECURITY_HUB_REGION']

return sh_region_local
# quick function to trim off right side of a string

def right(value, count):
# To get right part of string, use negative first index in slice.

return value[-count:]
h. 7 Environment variables ( ?MEZEE ) T , & Edit ( /8 ) HAEBRFMUATEE,
. ( I ) EXPIRY_DAYS

BERAMEPS BN 2 IR EREE (R ) » WERKERIAFR 45 X , BEALUEERE
XA
. (% ) SNS_TOPIC_ARN

FETE Amazon SNS B9 ARN. LA arn:aws:sns:<##>:<####> <##t#> R IEBEHTEHY
ARN,

« ( Hi& ) SECURITY_HUB_REGION

ETREKXE AWS Security Hub Fi§E. tIRAKRIEELLIEDT , NFEAEEZITH Lambda
HHBHXE, MRZEBESNXFEPET , WAREENAMEILEHEERERI 2 NXEF
#9 Security Hub,

i. 7£ Basic settings ( EA&ZE ) T , F Timeout (AT ) REHN 30 ¥,

j. TERERER , %% Deploy ( ZBE ) .

SEREAT SRR VIS ATT SR E AR UL AR IR 75 2R
0

B 3 & %53 HA B8 F BB 4438 AN

ELE R , HiET Amazon EventBridge KEJEZIEY , FA1H S4B R HRIE PR — B FHp
., FRERT , ACM BXHALNEELHA 45 RAFERBAMWIERS|I % —NBH, (LERERA
LAEF ACM API BPutAccountConfigurationBE#HITEE N . ) XEEHINE N EUA TR

EREY B3R E -

ACM raises Amazon EventBridge event #

>>>>>>> events

Event matches Amazon EventBridge rule #
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Rule calls Lambda function #

Function sends SNS email and logs a Finding in Security
Hub

1. #lZ Lambda HBHBEENRE. ( EXHK - BEZH ZE Lambda A IAM A€ ),

2. H Lambda RHIZBA T RIXBHMFRA SNS £, EXEZEER |, 52 01E Amazon SNS
e

3. NERNMBIAITRE SNS £8, BEXEZEER , i5ZRITE Amazon SNS Fi#,

4. SIEATAA Lambda BRI S #: EventBridge |, BEXEZER , BSRAENS4MHEH
& RI#) Amazon EventBridge #L1,

£ % EventBridge ###|#& https://console.aws.amazon.com/events/ A , SR EEH > AN T
|, AREFRQBAN, EERSEH. SHEBM Lambda BHE. EEHEXNTLEERT ,
MU TR -

{
"source": [
"aws.acm"
1)
"detail-type": [
"ACM Certificate Approaching Expiration"
]
}

ERRBIEHT2E RN Lambda #BUXHERNEH -

"version": "Q",

"id": "9c95e8e4-96a4-ef3f-b739-b6aa5bl93afb",

"detail-type": "ACM Certificate Approaching Expiration",

"source": "aws.acm",

"account": "123456789012",

"time": "2020-09-30T06:51:08Z",

"region": "us-east-1",

"resources": [

"arn:aws:acm:us-east-1:123456789012:certificate/61f50cd4-45b9-4259-b049-

d0a53682fasb"

iF
"detail": {
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"DaysToExpiry": 31,
"CommonName": "My Awesome Service"

}
}

g

—BETBRERIIRENEARE , RESKENRZEENFERT , MERZT2RBEMUGHE
SR

- IAM REERBE

« Lambda B

« CloudWatch ZREM N

« CloudWatch 5 Lambda ><Bx#) B &

« SNS =&

CloudTrail 5E— & f£H AWS Certificate Manager

AWS Certificate Manager 5 AWS CloudTraill—I RS ERK , ZRFEERAF. ABH AWS RSE
ACM FHITHIRERIE R, CloudTrail BRINERT , &8 AWS IKF E/S . CloudTrail ¥ ACM B9
APl ARBRANEH , TIERB ACM ZH AN ERATX ACM API BENRBIAR, MREREBR
B, WA A CloudTrail B4 #E4:£ 5 2] Amazon S3 74548 |, 23 ACM WS4, MREKREE
RER , BNA T BATE CloudTrail BH AN EHHLIERPETRHINEHS,

R WERNE R CloudTrail , BRI LIAER ACM X HHER, ZHERK IP that, #EH TiER,
At EHERAREMBIFEMAER, BXRELZELR  BSREAEHTHELIZFEES CloudTrail 24, 34
ACM FHIMZENEMHETN |, ZEHLE5EHM AWS BRE CloudTrail E4—RBiCRESHFTFIZH
F, BALE AWS IKFHEE, BRATRRTEH.

WAL, BA LA E B E M AWS RS, Uit —FS oML E CloudTrail B EH NENEHEIE,
EXNEZEE CloudTrail , IHSE AT T4 -

« AWS CloudTrail B,
o B RIEELA
« CloudTrail Z##BRSS FEERK
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o Bt Amazon SNS &4 CloudTrail
o M\ZANXE#EW CloudTrail BEX4FMMZANK P U CloudTrail B &34

FT
« BEIEFE CloudTrail X% ACM API &4k
s IBFRERMRSH APl A

HE 2 H CloudTrail X3 ACM API &4k

ACM U T REERNEHICRE CloudTrail BEX 4 -

BONEHRALCKRBBEEERERBERNAREE. SOEEEBTEHEUTRE

« BRI AWS KR AP = AWS Identity and Access Management (IAM) A FiEH & HEY,

- EREEAAGTEEHAASNBNESEIER N,
. ERETHEM AWS RS & H

BEXEZEELR , B5ZHCloudTrail HF B t%,

LUTEa RS T XN AP BRERRE B E.

« EHEBRIFRZ (AddTagsToCertificate)
 MIBRIE$ (DeleteCertificate)

(
« JIRIUEP (DescribeCertificate)
o SHIUEP (
« 5§ AE$ (ImportCertificate)
« HIHIEP (ListCertificates)
« BIHIEBHPRZ (ListTagsForCertificate)
« MIEP P MIBRIEZE (RemoveTagsFromCertificate)

ExportCertificate)

« IERIEP (RequestCertificate)
o EFAIERIULE FHB4F (ResendValidationEmail)
« RFRIEP (GetCertificate)
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[E]iE B R IPRE (AddTagsToCertificate)

AR CloudTrail ~5lE 7~ T A AddTagsToCertificateAPl 945 R,

"Records": [
{
"eventVersion":"1.04",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
1,
"eventTime":"2016-04-06T13:53:53Z2",
"eventSource":"acm.amazonaws.com",
"eventName":"AddTagsToCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.10.16",
"requestParameters":{
"tags":[
{
"value":"Alice",
"key":"Admin"

1,
"certificateArn":"arn:aws:acm:us-east-1:123456789012
fedcbha98-7654-3210-fedc-ba9876543210"
1,
"responseElements'":null,
"requestID":"fedcba98-7654-3210-fedc-ba9876543210",
"eventID":"fedcbha98-7654-3210-fedc-ba9876543210",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

:certificate/

X AP B4
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IBRIE# (DeleteCertificate)

BAT CloudTrail =~ &~ 7B DeleteCertificate APl Y45 R,

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

1,

"eventTime":"2016-03-18T00:00:26Z2",

"eventSource":"acm.amazonaws.com",

"eventName":"DeleteCertificate",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.9.15",

"requestParameters":{

"certificateArn":"arn:aws:acm:us-east-1:123456789012

fedcha98-7654-3210-fedc-ba9876543210"

1,

"responseElements":null,

"requestID":"01234567-89ab-cdef-0123-456789abcdef",

"eventID":"01234567-89ab-cdef-0123-456789abcdef",

"eventType":"AwsApiCall",

"recipientAccountId":"123456789012"

HIRIEH (DescribeCertificate)

LA CloudTrail R6IE 7= 7 @A DescribeCertificate APl N4 R,

:certificate/
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® Note

DescribeCertificatei®4E CloudTrail BEFREREXEIETEN ACMIEBHEER, EBATLL
fE A4 A AWS Command Line Interface. =% DescribeCertificate APl & B XIEBHEE.,

{
"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

I

"eventTime":"2016-03-18T00:00:427",
"eventSource":"acm.amazonaws.com",
"eventName":"DescribeCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"certificateArn":"arn:aws:acm:us-east-1:123456789012:certificate/
fedcba98-7654-3210-fedc-ba9876543210"
I
"responseElements":null,
"requestID":"fedcba98-7654-3210-fedc-ba9876543210",
"eventID":"fedcba98-7654-3210-fedc-ba9876543210",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

S HiE$ (ExportCertificate)

AR CloudTrail 75l R T A ExportCertificateAPI FI45 R,
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"Records": [
{

"version":"Q",
"id":"Q1234567-89ab-cdef-0123-456789abcdef",
"detail-type":"AWS API Call via CloudTrail",
"source":"aws.acm",
"account":"123456789012",
"time":"2018-05-24T15:28:11Z2",
"region":"us-east-1",
"resources":[

1,
"detail":{
"eventVersion":"1.04",
"userIdentity":{
"type":"Root",
"principalld":"123456789012",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

I
"eventTime":"2018-05-24T15:28:117",
"eventSource":"acm.amazonaws.com",
"eventName":"ExportCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.15.4 Python/2.7.9 Windows/8
"requestParameters":{
"passphrase": {
"hb": [
42,
42,
42,
42,
42,
42,
42,
42,
42,
42
1,
"offset":0,
"isReadOnly":false,

botocore/1.10.

4"’

X AP B4
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"bigEndian":true,
"nativeByteOrder":false,
"mark":-1,
"position":0,
"limit":10,
"capacity":10,
"address":0
.
"certificateArn":"arn:aws:acm:us-east-1:123456789012:certificate/
fedcba98-7654-3210-fedc-ba9876543210"
},
"responseElements": {
"certificateChain":

"privateKey":"**********"’

"certificate":

+
"requestID":"01234567-89ab-cdef-0123-456789abcdef",

"eventID":"fedcba98-7654-3210-fedc-ba9876543210",
"eventType":"AwsApiCall"

5 AEH (ImportCertificate)

AR RBIE R T id5 ACM ImportCertificate AP| #4618 K CloudTrail B &% B,

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/Alice",
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"accountId":"111122223333",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
I
"eventTime":"2016-10-04T16:01:30Z7",
"eventSource":"acm.amazonaws.com",
"eventName":"ImportCertificate",
"awsRegion":"ap-southeast-2",
"sourceIPAddress":"54.240.193.129",
"userAgent":"Coral/Netty",
"requestParameters":{
"privateKey":{
"hb": [
"byte",
"byte",
"byte",
1,
"offset":0,
"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,
"mark":-1,
"position":0,
"limit":1674,
"capacity":1674,
"address":0
I
"certificateChain":{
"hb": [
"byte",
"byte",
"byte",
1,
"offset":0,
"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,
"mark":-1,
"position":0,
"limit":2105,
"capacity":2105,
"address":0

X AP B4
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},
"certificate":{
"hb": [
"byte",
"byte",
"byte",

1,

"offset":0,
"isReadOnly":false,
"bigEndian":true,
"nativeByteOrder":false,
"mark":-1,

"position":0,
"limit":2503,
"capacity":2503,
"address":0

},
"responseElements":{
"certificateArn":"arn:aws:acm:ap-

southeast-2:111122223333:certificate/01234567-89ab-cdef-0123-456789abcdef"

},

"requestID":"01234567-89ab-cdef-0123-456789abcdef",

"eventID":"01234567-89ab-cdef-0123-456789abcdef",

"eventType":"AwsApiCall",

"recipientAccountId":"111122223333"

HHHiE$ (ListCertificates)

LA CloudTrail R¥IE R 7 ListCertificatesAP| FI45 R,

@ Note

ListCertificatesi®4E CloudTrail HEFTE REH ACM iEH, ErILAERAEGE &S AWS
Command Line Interface. =X ListCertificatesAP| Z2FIFH5I&K,

"Records": [

{
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"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

+
"eventTime":"2016-03-18T00:00:437",

"eventSource":"acm.amazonaws.com",
"eventName":"ListCertificates",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"maxItems":1000,
"certificateStatuses":[

"ISSUED"

},

"responseElements":null,
"requestID":"74c99844-ec9c-11e5-ac34-dle4sdfelallb”,
"eventID":"cdfel@51-88aa-4aa3-8c33-a325270bff21",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

HIHUE P IIARE (ListTagsForCertificate)

AR CloudTrail 75l 7~ T A ListTagsForCertificate APl BY45 &R

(® Note

#listTagsForCertificatei®{EH CloudTrail HER S E RENRE, BAILIERESAE
AWS Command Line Interface, = ListTagsForCertificateAPl ZE&#R& 513K,

"Records": [
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{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"

I

"eventTime":"2016-04-06T13:30:117",

"eventSource":"acm.amazonaws.com",

"eventName":"ListTagsForCertificate",

"awsRegion":"us-east-1",

"sourceIPAddress":"192.0.2.0",

"userAgent":"aws-cli/1.10.16",

"requestParameters":{
"certificateArn":"arn:aws:acm:us-

east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"

I

"responsekElements":null,

"requestID":"b010767f-fbfb-11e5-b596-79e9a97a2544",

"eventID":"32181be6-a4a0-48d3-8014-c0d972b5163b",

"eventType":"AwsApiCall",

"recipientAccountId":"123456789012"

MIE$ il BR#RE (RemoveTagsFromCertificate)

AR CloudTrail ;=& 7~ T A RemoveTagsFromCertificateAP| B4 8,

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice"
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
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"userName":"Alice"
I
"eventTime":"2016-04-06T14:10:0172",
"eventSource":"acm.amazonaws.com",
"eventName":"RemoveTagsFromCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.10.16",
"requestParameters":{
"certificateArn":"arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012",
"tags":[
{
"value":"Bob",
"key":"Admin"

I

"responsekElements":null,
"requestID":"40ded461-fc@l-11e5-a747-85804766d6¢9",
"eventID":"QOcfal42e-ef74-4b21-9515-47197780c424",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

ERIE$H (RequestCertificate)

AR CloudTrail ~5lE& 7~ T A RequestCertificateAPI BY45 R,

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
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"eventTime":"2016-03-18T00:00:497",
"eventSource":"acm.amazonaws.com",
"eventName":"RequestCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{

"subjectAlternativeNames": [

"example.net"

1,

"domainName":"example.com",

"domainValidationOptions":[

{
"domainName":"example.com",
"validationDomain":"example.com"
1,
{
"domainName" :"example.net",
"validationDomain":"example.net"
}

1,

"idempotencyToken":"8186023d89681c3ad5"
},
"responseElements":{

"certificateArn":"arn:aws:acm:us-

east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"

},
"requestID":"77dacef3-ec9c-1le5-ac34-dle4sdfelallb”,
"eventID":"a4954cdb-8f38-44c7-8927-a38ad4be3ac8",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

B RIERIE B FEB4F (ResendValidationEmail)

LA CloudTrail R¥IE 7 7 B A ResendValidationEmailAPl B4R,

"Records": [

{

"eventVersion":"1.04",
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"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice",
"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
I
"eventTime":"2016-03-17T23:58:257",
"eventSource":"acm.amazonaws.com",
"eventName":"ResendValidationEmail",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"domain":"example.com",
"certificateArn":"arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012",
"validationDomain":"example.com"
I
"responsekElements":null,
"requestID":"23760b88-ec9c-11e5-b6f4-cb861a6f0a28",
"eventID":"41c11b06-ca91-4clc-8cbl-af349ea8bab8",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

¥ FIEP (GetCertificate)

BAF CloudTrail RBIER T A GetCertificateAPI V&R,

"Records": [
{

"eventVersion":"1.04",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::123456789012:user/Alice"
"accountId":"123456789012",
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"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
},
"eventTime":"2016-03-18T00:00:417",
"eventSource":"acm.amazonaws.com",
"eventName":"GetCertificate",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"certificateArn":"arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"
},

"responseElements":{
"certificateChain":

},
"requestID":"744dd891-ec9c-11le5-ac34-dle4sdfelallb”,
"eventID":"7aa4f909-00dd-478a-9a00-b2709bcad2bb",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

ICFRERARSSHY API 8 A

O] LAE B # CloudTrail 5 ACM £ RFZ A HE API B, BXxERANEZEER CloudTrail

©®Z R (AWS CloudTrail AF#ER) « UATRHIERTAEKNWBEENER B
ACM iEHH AWS &BiR,
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"eventVersion":"1.03",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/Alice",
"accountId":"111122223333",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice"
I
"eventTime":"2016-01-01T21:10:36Z2",
"eventSource":"elasticloadbalancing.amazonaws.com",
"eventName":"CreateLoadBalancer",
"awsRegion":"us-east-1",
"sourceIPAddress":"192.0.2.0/24",
"userAgent":"aws-cli/1.9.15",
"requestParameters":{
"availabilityZones":[
"us-east-1b"
1,
"loadBalancerName":"LinuxTest",
"listeners":[

{
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"sSLCertificateId":"arn:aws:acm:us-

east-1:111122223333:certificate/12345678-1234-1234-1234-123456789012",

"protocol":"HTTPS",
"loadBalancerPort":443,
"instanceProtocol":"HTTP",
"instancePort":80

}I

"responseElements":{

"dNSName" :"LinuxTest-1234567890.us-east-1.elb.amazonaws.com"

iy

"requestID":"19669c3b-b@cc-11e5-85b2-57397210a2e5",
"eventID":"5d6c00c9-a9b8-46ef-9f3b-4589f5be63f7",

"eventType":"AwsApiCall",
"recipientAccountId":"111122223333"

£ F A9 #35 )E£ it Amazon EC2 =4

L IBIEE A Amazon Elastic Compute Cloud (Amazon EC2) 3245 L7 & I vt 55 S Fi 72

FFEt , 9@ M T #RIZE I, X T LUEI Elastic Load Balancing #1483 AWS
Command Line Interface RFERK. AT RHEIETRTX AWS K~ 123456789012 LinuxTest £
#RegisterInstancesWithLoadBalancer W A& RNEH,

"eventVersion":"1.03",

"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",

"arn":"arn:aws:iam: :123456789012:user/ALice",

"accountId":"123456789012",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"Alice",
"sessionContext":{
"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2016-01-01T19:35:522"

iy

"invokedBy":"signin.amazonaws.com"

.
"eventTime":"2016-01-01T21:11:45Z2",
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"eventSource":"elasticloadbalancing.amazonaws.com",
"eventName":"RegisterInstancesWithLoadBalancer",
"awsRegion":"us-east-1",
"sourceIPAddress'":"192.0.2.0/24",
"userAgent":"signin.amazonaws.com",
"requestParameters":{

"loadBalancerName":"LinuxTest",

"instances":[

{
"instanceId":"i-c67f4e78"

},
"responseElements":{
"instances":[
{
"instanceId":"i-c67f4e78"

.
"requestID":"438b07dc-b@cc-11e5-8afb-cda7ba®20551",
"eventID":"9f284cab-cbe5-42al1-8251-4f0e6b5739d6",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"

NENE BN

UTRAIEBAATINES ACM IEBXERNFIABEHMN Encrypt . MBERE AWSH#HIT,

"Records": [
{
"eventVersion":"1.03",
"userIdentity":{
"type":"IAMUser",
"principalId":"AIDACKCEVSQ6C2EXAMPLE",
"arn":"arn:aws:iam::111122223333:user/acm",
"accountId":"111122223333",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"userName":"acm"
},
"eventTime":"2016-01-05T18:36:297",
"eventSource":"kms.amazonaws.com",
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"eventName":"Encrypt",

"awsRegion":"us-east-1",

"sourceIPAddress":"AWS Internal",

"userAgent":"aws-internal",

"requestParameters":{
"keyId":"arn:aws:kms:us-east-1:123456789012:alias/aws/acm",
"encryptionContext":{

"aws:acm:arn":"arn:aws:acm:us-
east-1:123456789012:certificate/12345678-1234-1234-1234-123456789012"
}

},

"responseElements":null,

"requestID":"3c417351-b3db-11e5-9a24-7d9457362fcc",

"eventID":"1794fe70-796a-45f5-811b-6584948f24ac",

"readOnly":true,

"resources":[

{
"ARN":"arn:aws:kms:us-
east-1:123456789012:key/87654321-4321-4321-4321-210987654321",
"accountId":"123456789012"

1,
"eventType":"AwsServiceEvent",
"recipientAccountId":"123456789012"

fRE A BN

UTREIERTATHE ACM IEBXENAERARITHEZN Decrypt HA. BREEATNITH
AWS , BRENEZEAKZTET. AWS

"eventVersion":"1.03",

"userIdentity":{
"type":"AssumedRole",
"principalId":"AIDACKCEVSQ6C2EXAMPLE :1aba@dc8b3a728d6998c234a99178eff",
"arn":"arn:aws:sts::111122223333:assumed-role/

DecryptACMCertificate/1aba@dc8b3a728d6998c234a99178eff",

"accountId":"111122223333",
"accessKeyId":"AKIAIOSFODNN7EXAMPLE",
"sessionContext":{
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"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2016-01-01T7T21:13:28Z"

I

"sessionIssuer":{
"type":"Role",
"principallId":"APKAEIBAERJR2EXAMPLE",
"arn":"arn:aws:iam::111122223333:ro0le/DecryptACMCertificate",
"accountId":"111122223333",
"userName":"DecryptACMCertificate"

},
"eventTime":"2016-01-01T721:13:282",
"eventSource":"kms.amazonaws.com",
"eventName":"Decrypt",
"awsRegion":"us-east-1",
"sourceIPAddress":"AWS Internal",
"userAgent":"aws-internal/3",
"requestParameters":{
"encryptionContext":{
"aws:elasticloadbalancing:arn":"arn:aws:elasticloadbalancing:us-
east-1:123456789012:1oadbalancer/LinuxTest",
"aws:acm:arn":"arn:aws:acm:us-
east-1:123456789012:certificate/87654321-4321-4321-4321-210987654321"
}
},
"responseElements":null,
"requestID":"809a70ff-b@cc-11e5-8f42-c7fdflcb6eba",
"eventID":"7f89f7a7-baff-4802-8a88-851488607fb9",
"readOnly":true,
"resources":[
{
"ARN":"arn:aws:kms:us-
east-1:123456789012:key/12345678-1234-1234-1234-123456789012",
"accountId":"123456789012"

1,
"eventType":"AwsServiceEvent",
"recipientAccountId":"123456789012"
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package com.amazonaws.samples;

import java.io.IOException;
import java.nio.ByteBuffer;
import java.nio.charset.StandardCharsets;
import java.nio.file.Files;
import java.nio.file.Paths;
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import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.BasicAWSCredentials;
import com.amazonaws.regions.Regions;

import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;

import com.amazonaws.services.certificatemanager.model.ImportCertificateRequest;
import com.amazonaws.services.certificatemanager.model.ImportCertificateResult;
/**

* This sample demonstrates how to use the ImportCertificate function in the AWS

Certificate Manager

*

*

*

*

*

*

*

*

*

service.

Input parameters:

Accesskey - AWS access key
SecretKey - AWS secret key

CertificateArn - Use to reimport a certificate (not included in this example).

region - AWS region

Certificate - PEM file that contains the certificate to import. Ex: /data/certs/
servercert.pem

CertificateChain - The certificate chain, not including the end-entity

certificate.

*

*

*

*

*

*/

PrivateKey - The private key that matches the public key in the certificate.

OQutput parameter:

CertificcateArn - The ARN of the imported certificate.

public class AWSCertificateManagerSample {

public static void main(String[] args) throws IOException {

String accessKey = "";

String secretKey = "";

String certificateArn = null;

Regions region = Regions.DEFAULT_REGION;

String serverCertFilePath = "";
String privateKeyFilePath = "";
String caCertFilePath = "";

ImportCertificateRequest req = new ImportCertificateRequest()
.withCertificate(getCertContent(serverCertFilePath))
.withPrivateKey(getCertContent(privateKeyFilePath))

.withCertificateChain(getCertContent(caCertFilePath)).withCertificateArn(certificateArn);

AddTagsToCertificate
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AwWSCertificateManager client =
AwWSCertificateManagerClientBuilder.standard().withRegion(region)
.withCredentials(new AWSStaticCredentialsProvider(new
BasicAWSCredentials(accessKey, secretKey)))
.build();
ImportCertificateResult result = client.importCertificate(req);

System.out.println(result.getCertificateArn());

List<Tag> expectedTags =
ImmutablelList.of(Tag.builder().withKey("key").withValue("value").build());

AddTagsToCertificateRequest addTagsToCertificateRequest =
AddTagsToCertificateRequest.builder()
.withCertificateArn(result.getCertificateArn())
.withTags(tags)
.build();

client.addTagsToCertificate(addTagsToCertificateRequest);
}

private static ByteBuffer getCertContent(String filePath) throws IOException {
String fileContent = new String(Files.readAllBytes(Paths.get(filePath)));

return StandardCharsets.UTF_8.encode(fileContent);
}

A BRAE

AT RBIEBE anfa 8 A DeleteCertificate BIE. MRK I , MZEEBFIRE —1PMZEE {3,

package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.services.certificatemanager.model.DeleteCertificateRequest;
import com.amazonaws.services.certificatemanager.model.DeleteCertificateResult;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.regions.Regions;
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import com.amazonaws.services.certificatemanager.model.InvalidArnException;

import com.amazonaws.services.certificatemanager.model.ResourceInUseException;
import com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;
import com.amazonaws.AmazonClientException;

/**

* This sample demonstrates how to use the DeleteCertificate function in the AWS
Certificate

* Manager service.

*

* Input parameter:

*

*

*/

CertificateArn - The ARN of the certificate to delete.

public class AWSCertificateManagerExample {

public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

req.

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from file.",

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and specify the ARN of the certificate to delete.
DeleteCertificateRequest req = new DeleteCertificateRequest();

setCertificateArn("arn:aws:acm:region:account:certificate/

12345678-1234-1234-1234-123456789012");
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// Delete the specified certificate.

DeleteCertificateResult result = null;

try {

result = client.deleteCertificate(req);

}

catch (InvalidArnException ex)

{

throw ex;

}

catch (ResourceInUseException ex)

{

throw ex;

}

catch (ResourceNotFoundException ex)

{

throw ex;

// Display the result.
System.out.println(result);

R UEF

LA R 4135 88 f04a] 5 A DescribeCertificate BIZK,

packag

import
import
import
import

import
import
import
import

import
import
import

€ Ccom.amazonaws. samples;

com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;

com.amazonaws.services.certificatemanager.AWSCertificateManager;

com.amazonaws.services.certificatemanager.model.DescribeCertificateRequest;

com.amazonaws.services.certificatemanager.model.DescribeCertificateResult;

com.amazonaws.auth.profile.ProfileCredentialsProvider;
com.amazonaws.auth.AWSStaticCredentialsProvider;

com.amazonaws.auth.AWSCredentials;
com.amazonaws.regions.Regions;

com.amazonaws.services.certificatemanager.model.InvalidArnException;
com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;

com.amazonaws .AmazonClientException;

DescribeCertificate
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/**

* This sample demonstrates how to use the DescribeCertificate function in the AWS
Certificate
* Manager service.

*

* Input parameter:

*

CertificateArn - The ARN of the certificate to be described.

* Qutput parameter:

*

*/

Certificate information

public class AWSCertificateManagerExample {

public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

req.

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from file.",

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the ARN of the certificate to be described.

DescribeCertificateRequest req = new DescribeCertificateRequest();

setCertificateArn("arn:aws:acm:region:account:certificate/

12345678-1234-1234-1234-123456789012");

DescribeCertificateResult result = null;
try{

DescribeCertificate
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result = client.describeCertificate(req);

}
catch (InvalidArnException ex)
{
throw ex;
}
catch (ResourceNotFoundException ex)
{
throw ex;
}

// Display the certificate information.
System.out.println(result);

WERKRY , ERREFERRELTUATARENER.

Certificate: {
CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.example.com,
SubjectAlternativeNames: [www.example.com],
DomainValidationOptions: [{
DomainName: www.example.com,
1,
Serial: 10: 0a,
Subject: C=US,
ST=WA,
L=Seattle,
O=ExampleCompany,
OU=sales,
CN=www.example.com,
Issuer: ExampleCompany,
ImportedAt: FriOct@608: 17: 39PDT2017,
Status: ISSUED,
NotBefore: ThuOct@51@: 14: 32PDT2017,
NotAfter: SunOct@310: 14: 32PDT2027,
KeyAlgorithm: RSA-2048,
SignatureAlgorithm: SHA256WITHRSA,
InUseBy: [],
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Type:

S HUEF
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package com.amazonaws.samples;

IMPORTED,

import com.amazonaws

import
import
import
import

import
import

import
import

import
import
import

import
import
import
import
import

public

public static void main(String[] args) throws Exception {

com.
com.
com.
com.

com.
com.

com.
com.

com.
com.
com.

java
java
java

java.
java.

amazonaws.
amazonaws.
amazonaws.

amazonaws

amazonaws.
amazonaws.

amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.

.AmazonClientException;

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;
auth.AWSCredentials;

.regions.Regions;

services

services.
services.

services.
services.
services.

certificatemanager.
certificatemanager.

.certificatemanager.
services.certificatemanager.
certificatemanager.
certificatemanager.
certificatemanager.

.io.FileNotFoundException;
.i0.I0Exception;
.io0.RandomAccessFile;

nio.ByteBuffer;
nio.channels.FileChannel;

class ExportCertificate {

Windows

model.ExportCertificateRequest;
model.ExportCertificateResult;

model.InvalidArnException;
model.InvalidTagException;
model .ResourceNotFoundException;

AWSCertificateManagerClientBuilder;
AWSCertificateManager;

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

ExportCertificate

R4 1.0 155


https://docs.aws.amazon.com/acm/latest/APIReference/API_ExportCertificate.html

AWS iE+ Manager ArfEm

// or the ~/.aws/credentials in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",
ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.your_region)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Initialize a file descriptor for the passphrase file.
RandomAccessFile file_passphrase = null;

// Initialize a buffer for the passphrase.
ByteBuffer buf_passphrase = null;

// Create a file stream for reading the private key passphrase.

try {
file_passphrase = new RandomAccessFile("C:\\Temp\\password.txt", "1");

}

catch (IllegalArgumentException ex) {
throw ex;

}

catch (SecurityException ex) {
throw ex;

}

catch (FileNotFoundException ex) {
throw ex;

}

// Create a channel to map the file.
FileChannel channel_passphrase = file_passphrase.getChannel();

// Map the file to the buffer.
try {
buf_passphrase = channel_passphrase.map(FileChannel.MapMode.READ_ONLY, 0,
channel_passphrase.size());
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// Clean up after the file is mapped.
channel_passphrase.close();
file_passphrase.close();

}
catch (IOException ex)
{
throw ex;
}

// Create a request object.
ExportCertificateRequest req = new ExportCertificateRequest();

// Set the certificate ARN.
req.withCertificateArn("arn:aws:acm:region:account:"
+"certificate/M12345678-1234-1234-1234-123456789012");

// Set the passphrase.
req.withPassphrase(buf_passphrase);

// Export the certificate.
ExportCertificateResult result = null;

try {
result = client.exportCertificate(req);
}
catch(InvalidArnException ex)
{
throw ex;
}
catch (InvalidTagException ex)
{
throw ex;
}
catch (ResourceNotFoundException ex)
{
throw ex;
}

// Clear the buffer.
buf_passphrase.clear();

// Display the certificate and certificate chain.
String certificate = result.getCertificate();
System.out.println(certificate);
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String certificate_chain = result.getCertificateChain();
System.out.println(certificate_chain);

// This example retrieves but does not display the private key.
String private_key = result.getPrivateKey();

1 FRUEH MUEF 8%

AT RBERINMAIEEA GetCertificate BIEK,

package com.amazonaws.samples;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.services.certificatemanager.model.GetCertificateRequest;

import com.amazonaws.services.certificatemanager.model.GetCertificateResult;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.services.certificatemanager.model.InvalidArnException;

import com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;
import com.amazonaws.services.certificatemanager.model.RequestInProgressException;
import com.amazonaws.AmazonClientException;

/**
* This sample demonstrates how to use the GetCertificate function in the AWS
Certificate
* Manager service.
*
* Input parameter:
& CertificateArn - The ARN of the certificate to retrieve.

* Qutput parameters:

& Certificate - A base64-encoded certificate in PEM format.
& CertificateChain - The base64-encoded certificate chain in PEM format.

*/
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public class AWSCertificateManagerExample {
public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}

catch (Exception ex) {

throw new AmazonClientException("Cannot load the credentials from the
credential profiles file.", ex);

}

// Create a client.

AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the ARN of the certificate to be described.
GetCertificateRequest req = new GetCertificateRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

// Retrieve the certificate and certificate chain.
// If you recently requested the certificate, loop until it has been created.
GetCertificateResult result = null;
long totalTimeout = 1200001;
long timeSlept = 01;
long sleepInterval = 100001;
while (result == null && timeSlept < totalTimeout) {
try {
result = client.getCertificate(req);
}
catch (RequestInProgressException ex) {
Thread.sleep(sleepInterval);
}
catch (ResourceNotFoundException ex)

{
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throw ex;
}
catch (InvalidArnException ex)
{
throw ex;
}

timeSlept += sleepInterval;

// Display the certificate information.
System.out.println(result);

HIE Y REF IR UT U T AR A,

{Certificate: ----- BEGIN CERTIFICATE-----
base64-encoded certificate

S AU

AR RALERIMAEA ImportCertificate BI%Ko

package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;

import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;

import com.amazonaws.auth.AWSCredentials;
import com.amazonaws.regions.Regions;

import com.amazonaws.services.certificatemanager.model.ImportCertificateRequest;
import com.amazonaws.services.certificatemanager.model.ImportCertificateResult;
import com.amazonaws.services.certificatemanager.model.LimitExceededException;
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import com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;
import com.amazonaws.AmazonClientException;

import java.io.FileNotFoundException;

import java.io.IOException;

import java.io.RandomAccessFile;
import java.nio.ByteBuffer;
import java.nio.channels.FileChannel;

/**
* This sample demonstrates how to use the ImportCertificate function in the AWS
Certificate Manager
* service.
*
* Input parameters:
ik Certificate - PEM file that contains the certificate to import.
& CertificateArn - Use to reimport a certificate (not included in this example).
& CertificateChain - The certificate chain, not including the end-entity
certificate.
ik PrivateKey - The private key that matches the public key in the certificate.
*
* Qutput parameter:
& CertificcateArn - The ARN of the imported certificate.
*
7
public class AWSCertificateManagerSample {

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {

credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {

throw new AmazonClientException(

"Cannot load the credentials from file.", ex);

// Create a client.
AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
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.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Initialize the file descriptors.
RandomAccessFile file_certificate
RandomAccessFile file_chain = null;
RandomAccessFile file_key = null;

null;

// Initialize the buffers.
ByteBuffer buf_certificate = null;
ByteBuffer buf_chain = null;
ByteBuffer buf_key = null;

// Create the file streams for reading.

try {
file_certificate = new RandomAccessFile("C:\\Temp\\certificate.pem”", "r");
file_chain = new RandomAccessFile("C:\\Temp\\chain.pem", "x");
file_key = new RandomAccessFile("C:\\Temp\\private_key.pem", "x");

}

catch (IllegalArgumentException ex) {
throw ex;

}

catch (SecurityException ex) {
throw ex;

}

catch (FileNotFoundException ex) {
throw ex;

}

// Create channels for mapping the files.

FileChannel channel_certificate = file_certificate.getChannel();
FileChannel channel_chain = file_chain.getChannel();

FileChannel channel_key = file_key.getChannel();

// Map the files to buffers.
try {
buf_certificate = channel_certificate.map(FileChannel.MapMode.READ_ONLY, O,
channel_certificate.size());
buf_chain = channel_chain.map(FileChannel.MapMode.READ_ONLY, O,
channel_chain.size());
buf_key = channel_key.map(FileChannel.MapMode.READ_ONLY, 0,
channel_key.size());

// The files have been mapped, so clean up.
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channel_certificate.close();
channel_chain.close();
channel_key.close();
file_certificate.close();
file_chain.close();
file_key.close();

}
catch (IOException ex)
{
throw ex;
}

// Create a request object and set the parameters.
ImportCertificateRequest req = new ImportCertificateRequest();

req.setCertificate(buf_certificate);
req.setCertificateChain(buf_chain);
req.setPrivateKey(buf_key);

// Import the certificate.
ImportCertificateResult result = null;
try {
result = client.importCertificate(req);
}
catch(LimitExceededException ex)
{
throw ex;
}

catch (ResourceNotFoundException ex)

{

throw ex;

// Clear the buffers.
buf_certificate.clear();
buf_chain.clear();
buf_key.clear();

// Retrieve and display the certificate ARN.

String arn = result.getCertificateArn();
System.out.println(azn);
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AT RBIERIAE A ListCertificates B,

package com.amazonaws.samples;

import
import
import
import

import
import
import
import

import

import
import

/**

* This sample demonstrates how to use the ListCertificates function in the AWS

com.
com.
com.
com.

com.
com.
com.
com.

com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.

services

services.
services.
services.

.certificatemanager

certificatemanager
certificatemanager
certificatemanager

.AWSCertificateManagerClientBuilder;

.AWSCertificateManager;
.model.ListCertificatesRequest;
.model.ListCertificatesResult;

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;
auth.AWSCredentials;
regions.Regions;

AmazonClientException;

java.util.Arrays;
java.util.List;

Certificate
* Manager service.

*

* Input parameters:
ik CertificateStatuses - An array of strings that contains the statuses to use for

filtering.

ks MaxItems - The maximum number of certificates to return in the response.
k NextToken - Use when paginating results.

*

* Qutput parameters:
* CertificateSummarylList - A list of certificates.

k NextToken - Use to show additional results when paginating a truncated list.

*

*/

public class AWSCertificateManagerExample {

public static void main(String[] args) throws Exception{

ListCertificates
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// Retrieve your credentials from the C:\Users\name\.aws\credentials file in
Windows
// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load the credentials from file.",
ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the parameters.

ListCertificatesRequest req = new ListCertificatesRequest();

List<String> Statuses = Arrays.asList("ISSUED", "EXPIRED", "PENDING_VALIDATION",
"FAILED");

req.setCertificateStatuses(Statuses);

req.setMaxItems(10);

// Retrieve the list of certificates.
ListCertificatesResult result = null;

try {
result = client.listCertificates(req);

}
catch (Exception ex)
{
throw ex;
}

// Display the certificate list.
System.out.println(result);

B EN RO EIZRUTUTREN A H.
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CertificateSummaryList: [{
CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.examplel.com
},
{

CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.example2.com

iy
{

CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012,
DomainName: www.example3.com

]

ZATUEH

LA =455 BA an{a] 5E ) RenewCertificate BIER. ZEEEEIT MFAABIEPMAN (CA) WA H B
ExportCertificate B{E S HEVFATIEH, tbad , EALKEBNALZITSHNAFILES, E£H ACM £
TEE AWS FAE CAEH , BAGEE ACM BRFEABRFITHRENNR, BXELZELR , F5
BERHEB LT RS B ACM,

package com.amazonaws.samples;

import com.amazonaws.AmazonClientException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.regions.Regions;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;
import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import com.amazonaws.services.certificatemanager.model.RenewCertificateRequest;

import com.amazonaws.services.certificatemanager.model.RenewCertificateResult;

import com.amazonaws.services.certificatemanager.model.InvalidArnException;
import com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;
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import com.amazonaws.services.certificatemanager.model.ValidationException;

import java.io.FileNotFoundException;
import java.io.IOException;

import java.io.RandomAccessFile;
import java.nio.ByteBuffer;

import

java.nio.channels.FileChannel;

public class RenewCertificate {

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

// or the ~/.aws/credentials in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}

catch (Exception ex) {

throw new AmazonClientException("Cannot load your credentials from file."

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.your_region)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and specify the ARN of the certificate to renew.

RenewCertificateRequest req = new RenewCertificateRequest();

req.withCertificateArn("arn:aws:acm:region:account:"
+"certificate/M12345678-1234-1234-1234-123456789012");

// Renew the certificate.
RenewCertificateResult result = null;
try {

result = client.renewCertificate(req);

}

catch(InvalidArnException ex)

{

’

RenewCertificate
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throw ex;

}

catch (ResourceNotFoundException ex)

{

throw ex;

}

catch (ValidationException ex)

{

throw ex;

// Display the result.
System.out.println(result);

B HIEBIRE

AT =455 B8 an{a] 55 A ListTagsForCertificate BI¥,

package com.amazonaws.samples;

import
import
import
import

import
import
import

import
import
import
import

/**

* This sample demonstrates how to use the ListTagsForCertificate

com.
com.
com.
com.

com.
com.
com.

com.
com.
com.
com.

amazonaws
amazonaws

amazonaws.
amazonaws.

amazonaws.

amazonaws
amazonaws

amazonaws.
amazonaws.
amazonaws.

amazonaws

Certificate
* Manager service.

*

* Input parameter:

.services.
.services.
.certificatemanager.
services.

services

services.
.services.

certificatemanager.
certificatemanager.

certificatemanager.
certificatemanager.

certificatemanager.
.AmazonClientException;

auth.AWSCredentials;
auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;

.regions.Regions;

AWSCertificateManagerClientBuilder;
AWSCertificateManager;
model.ListTagsForCertificateRequest;
model.ListTagsForCertificateResult;

model.InvalidArnException;
model.ResourceNotFoundException;

function in the AWS

ListTagsForCertificate
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*

*

*/

CertificateArn - The ARN of the certificate whose tags you want to list.

public class AWSCertificateManagerExample {

public static void main(String[] args) throws Exception{

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();

}

catch (Exception ex) {

throw new AmazonClientException("Cannot load your credentials from file."

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and specify the ARN of the certificate.
ListTagsForCertificateRequest req = new ListTagsForCertificateRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");

// Create a result object.
ListTagsForCertificateResult result = null;
try {
result = client.listTagsForCertificate(req);
}
catch(InvalidArnException ex) {
throw ex;
}
catch(ResourceNotFoundException ex) {
throw ex;

’

ListTagsForCertificate
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// Display the result.
System.out.println(result);

B EN RO EIZRUTUTREN A H.

{Tags: [{Key: Purpose,Value: Test}, {Key: Short_Name,Value: My_Cert}]}

MIE T 1 BRER 25

LA 7= 4515 B gn ]85 F§ RemoveTagsFromCertificate BRI,

package com.amazonaws.samples;

import com.amazonaws.services.certificatemanager.AWSCertificateManagerClientBuilder;

import com.amazonaws.services.certificatemanager.AWSCertificateManager;

import
com.amazonaws.services.certificatemanager.model.RemoveTagsFromCertificateRequest;

import com.amazonaws.services.certificatemanager.model.RemoveTagsFromCertificateResult;

import com.amazonaws.services.certificatemanager.model.Tag;

import com.amazonaws.services.certificatemanager.model.InvalidArnException;
import com.amazonaws.services.certificatemanager.model.InvalidTagException;
import com.amazonaws.services.certificatemanager.model.ResourceNotFoundException;
import com.amazonaws.AmazonClientException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.regions.Regions;

import java.util.Arraylist;

/**
* This sample demonstrates how to use the RemoveTagsFromCertificate function in the
AWS Certificate

* Manager service.
*

* Input parameters:
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*

more tags.

*

*

*/

Tags - A collection of key-value pairs that specify which tags to remove.

public class AWSCertificateManagerExample {

public static void main(String[] args) throws Exception {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();

}

catch (Exception ex) {

throw new AmazonClientException("Cannot load your credentials from file."

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Specify the tags to remove.
Tag tagl = new Tag();
tagl.setKey("Short_Name");
tagl.setValue("My_Cert");

Tag tag2 = new Tag()
.withKey("Purpose")
.withValue("Test");

// Add the tags to a collection.
ArraylList<Tag> tags = new ArraylList<Tag>();
tags.add(tagl);

tags.add(tag2);

// Create a request object.

CertificateArn - The ARN of the certificate from which you want to remove one or

’

RemoveTagsFromCertificateRequest req = new RemoveTagsFromCertificateRequest();

RemoveTagsFromCertificate
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req.setCertificateArn("arn:aws:acm:region:account:certificate/

12345678-1234-1234-1234-123456789012");
req.setTags(tags);

// Create a result object.

RemoveTagsFromCertificateResult result = null;
try {
result = client.removeTagsFromCertificate(req);
}
catch(InvalidArnException ex)
{
throw ex;
}
catch(InvalidTagException ex)
{
throw ex;
}
catch(ResourceNotFoundException ex)
{
throw ex;
}

// Display the result.
System.out.println(result);

BRIED

AT =455 B an{a] 55 . RequestCertificate BIE

package com.amazonaws.samples;
import services.
import
import
import

com.amazonaws.

COm.amazonaws.services.

com.amazonaws.services

COm.amazonaws.services.

import

com.amazonaws.services.certificatemanager.model.
import com.amazonaws.services.certificatemanager.

import com.amazonaws.AmazonClientException;

certificatemanager.
certificatemanager.
.certificatemanager.
certificatemanager.

AWSCertificateManagerClientBuilder;
AWSCertificateManager;
model.RequestCertificateRequest;
model.RequestCertificateResult;

InvalidDomainValidationOptionsException;
model.LimitExceededException;

RequestCertificate
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import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.auth.AWSStaticCredentialsProvider;
import com.amazonaws.auth.AWSCredentials;

import com.amazonaws.regions.Regions;

import java.util.Arraylist;

/**

* This sample demonstrates how to use the RequestCertificate function in the AWS
Certificate

* Manager service.

*

* Input parameters:

*

*

*

*

DomainName - FQDN of your site.

DomainValidationOptions - Domain name for email validation.

IdempotencyToken - Distinguishes between calls to RequestCertificate.
SubjectAlternativeNames - Additional FQDNs for the subject alternative names

extension.

*

* Qutput parameter:

*

*

*/

Certificate ARN - The Amazon Resource Name (ARN) of the certificate you requested.

public class AWSCertificateManagerExample {

public static void main(String[] args) {

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

Windows

ex);

// or the ~/.aws/credentials file in Linux.
AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider().getCredentials();
}
catch (Exception ex) {
throw new AmazonClientException("Cannot load your credentials from file.",

// Create a client.
AwWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
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.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Specify a SAN.
ArraylList<String> san = new ArraylList<String>();
san.add("www.example.com");

// Create a request object and set the input parameters.
RequestCertificateRequest req = new RequestCertificateRequest();
req.setDomainName("example.com");
req.setIdempotencyToken("1Ag25pTy");
req.setSubjectAlternativeNames(san);

// Create a result object and display the certificate ARN.
RequestCertificateResult result = null;

try {
result = client.requestCertificate(req);

}
catch(InvalidDomainValidationOptionsException ex)
{
throw ex;
}
catch(LimitExceededException ex)
{
throw ex;
}

// Display the ARN.
System.out.println(result);

B E R RO OZRUT U T AT A .

{CertificateArn:
arn:aws:acm:region:account:certificate/12345678-1234-1234-1234-123456789012}

B 3 R0 56 UF B8 F B4

LA Rl @ 485 BA an{a] £ | ResendValidationEmail B %,
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package com.amazonaws.samples;

import
import
import
import

import

com.amazonaws.services.certificatemanager.model.

import
import
import
import

import
import
import
import

/**

com.
com.
com.
com.

com.
com.
com.
com.

com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

amazonaws.
amazonaws.
amazonaws.
amazonaws.

services.certificatemanager.
certificatemanager.
certificatemanager.

certificatemanager.

AWSCertificateManagerClientBuilder;
AwSCertificateManager;
model.ResendValidationEmailRequest;
model.ResendValidationEmailResult;

services.
services.
services.

InvalidDomainValidationOptionsException;
model.ResourceNotFoundException;
model.InvalidStateException;
model.InvalidArnException;

services.certificatemanager.
services.certificatemanager.
services.certificatemanager.
AmazonClientException;

auth.profile.ProfileCredentialsProvider;
auth.AwWSStaticCredentialsProvider;
auth.AWSCredentials;

regions.Regions;

* This sample demonstrates how to use the ResendValidationEmail function in the AWS
Certificate

* Manager service.

*

* Input parameters:
& CertificateArn - Amazon Resource Name (ARN) of the certificate request.

ks Domain - FQDN in the certificate request.

& ValidationDomain - The base validation domain that is used to send email.

*

*/

public class AWSCertificateManagerExample {

public static void main(String[] args) {

Windo

// Retrieve your credentials from the C:\Users\name\.aws\credentials file in

WS

// or the ~/.aws/credentials file in Linux.

AWSCredentials credentials =

try {
credentials

}

null;

= new ProfileCredentialsProvider().getCredentials();

catch (Exception ex) {

ResendValidationEmail
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throw new AmazonClientException("Cannot load your credentials from file.",
ex);

// Create a client.

AWSCertificateManager client = AWSCertificateManagerClientBuilder.standard()
.withRegion(Regions.US_EAST_1)
.withCredentials(new AWSStaticCredentialsProvider(credentials))
.build();

// Create a request object and set the input parameters.
ResendValidationEmailRequest req = new ResendValidationEmailRequest();

req.setCertificateArn("arn:aws:acm:region:account:certificate/
12345678-1234-1234-1234-123456789012");
req.setDomain("gregpe.io");
req.setValidationDomain("gregpe.io");

// Create a result object.
ResendValidationEmailResult result = null;
try {

result = client.resendValidationEmail(req);

}
catch(ResourceNotFoundException ex)
{
throw ex;
}
catch (InvalidStateException ex)
{
throw ex;
}
catch (InvalidArnException ex)
{
throw ex;
}
catch (InvalidDomainValidationOptionsException ex)
{
throw ex;
}

// Display the result.
System.out.println(result.toString());
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}

B E AR ERAIER IS FHGHE R —NEE,
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https://console.aws.amazon.com/support/home
https://forums.aws.amazon.com/forum.jspa?forumID=206
https://forums.aws.amazon.com/forum.jspa?forumID=206
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m , &I 3EH example.invalidpublicdomain &3k ACM iE$ , & “invalidpublicdomain”7~ 2 8 3 #Y i

i, MREHEWIWAMER , THRRAZIFH L. MRLKBEXEFITY , §E ACM A RIBRIZHRER
mEEE,

HIRHE - Hit

BE  BAMERSEEBBERPH - RS NMER BAHEH RN BT, BRZHBERIES |, FaY
BEAMBERPHEMAHEERIEDF. MREBZWIBABOER , BEAZFHOLEKRR AWS
Support, MREZRBEXFITK , FHE ACM T RILIEH K #iE

HEE UL 30 UE [7) 2

MR ACM IEBERRENFFHRIE , WAL BEREFSERIURE, WREER H B RETIERE B 7B
HIUE , NEHBERNARATAEE R IR FERH . XL ERXBEMA WHOIS BRR Atk AR Fir
BEROBHEMEABFERFibit, BXEZEER |, BSH EFHHRIUE, MREFE DNS BiF |, N4
A ACM HEIEH 3] B 12 FE ALR DNS BiEE. BXEZEE |, FZH DNS Kif,

/A Important
BB B BRI UARFERERPIENAEEHE ., WREFBFERHFRIE , BFK
BN KU B FEf 4. MR B FERH , FSHEARWEG U B FER£F. INR1%ERE DNS
IOUE , W AGH B M IE — % CNAME 2%,

(® Note
NE ACM IEP AT AR ZEFEE# S Nitro Enclave B9 Amazon EC2 32| £ | (B RAERE DN H b
Amazon EC2 3£ £, BxTEREEZT Nitro Enclave 8 Amazon EC2 =4l L& B I Web
BESBWER , HSHEEEE | &£ Amazon Linux 2 E&% LAMP Web RSB EHIE £ H
Amazon Linux AMI &% LAMP Web RS 5.

B E A DNS BiE i A = B FHB AR,
MREBREIERE  FEEUTEE,
£

« HEZE DNS KilF [a] &

o PEEE FHBHFIUERY A
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https://console.aws.amazon.com/support/home
https://forums.aws.amazon.com/forum.jspa?forumID=206
https://console.aws.amazon.com/support/home
https://forums.aws.amazon.com/forum.jspa?forumID=206
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-lamp-amazon-linux-2.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/install-LAMP.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/install-LAMP.html
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RAriEmE

HEZ DNS K [a) &3

WNREMFEH DNS BiFiE B8R EE | ESRUTIER.,

DNS HEHENE—SREAUTHRATITERLEFHNHEPRE !

dig — Linux, Windows

nslookup — Linux, Windows

whois - Linux, Windows

ES ]

DNS REEmEZER T R%
DNS R RN RIAE S
FFI5#) DNS BiF GoDaddy %k

ACM 24| & 7+ & R“Create record in Route 53” ( £ Route 53 8|12 ) &

A ( AZEHF) 5 LR Route 53 il kK

WU Zh |, (B RREIT KW
VPN LE# DNS fRZ-88 5 1F 2k W

DNS RHERZEM TR

MREH DNS BB L EANBRIEREREANS TIEL , B SMER ACM RENERNT
Rk , HEREZTYELNER TRIES, Fla0, B T7THITRIE , a5 RIERKE _x2.acm-
validations.aws AJE A x2.acm-validations.aws, B2 , BB ICFKBHSHSMIEL LUE]
STRIEKTFA,

ERLMER TRAMAMEFES - REIEH.

B8 Type

_<random value>.ex AR

ample.com.

_<random value>.ex 7218 %

ample.com.

(=}

_<random value>.acm-validat
ions.aws.

<random value>.acm-validat
ions.aws.

DNS i
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https://linux.die.net/man/1/dig
https://help.dyn.com/how-to-use-binds-dig-tool/
https://linux.die.net/man/1/nslookup
https://learn.microsoft.com/en-us/windows-server/administration/windows-commands/nslookup
https://linux.die.net/man/1/whois
https://docs.microsoft.com/en-us/sysinternals/downloads/whois
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DNS 2EEm RN EIARE A =

FRERT , L DNS EtmocmBIEHAABIEREFNEDBOS. Rt , BESHM
AR LS SR, B0, “<random_value>.acm-validations.aws.”F#KIE4E |
M“<random_value>.acm-validations.aws H#EZ,

FF /5 H9 DNS i GoDaddy %k

BRIEBIE R ACM REM BB IERKE , BNEMER Godaddy ME M MEE IR E R Y DNS BRiE
ARES KM, LA .com HABARH| , KHH CNAME IBFZAEXWTF -

NAME: _ho9hv39800vb3examplew3vnewoib3u.example.com. VALUE:
_cjhwou2@vhu2exampleuw2@vuyb2ovb9.j9s73ucn9vy.acm-validations.aws.

BT LA GoDaddy BN &l NAME ZER AR A1 ( 2FAR ) REEE#HREH CNAME i2% , M
TP :

NAME: _ho9hv39800vb3examplew3vnewoib3u VALUE:
_cjhwou2@vhu2exampleuw2@vuyb2ovb9.j9s73ucn9vy.acm-validations.aws.

ACM #2#| & 7T & R“Create record in Route 53” ( £ Route 53 FA|2#12% ) %4

R E%EE Amazon Route 53 #E & #) DNS 1247 , ) AWS Certificate Manager A A BE#EZEEH R
BRSNS EMAEN,. EREERT |, #4514 Create record in Route 53 ( £ Route 53 H 8
B ) REeEREMBTA, IRXEXTER , BREUTT8EERER,

- 2B Route 53 R EM DNS 1247,

- BEATRKF &% ACM M Route 53,

« BRDTE Route 53 HER X H I IZRKA IAM R,
- B HAM A BRIEZE,

o ZEAFAALFF i,

A ( AZEME) 3K Route 53 BiF &I

7£ DNS RiFEREH , ACM EABEREXFEHABRF BT, MBXERE , WE 72 PIed/EER |, R
A7 Validation timed out (R iE#AY). BFBEEAERITEFEIA DNS Bk , @3F Amazon VPC
AEREXHNER, FF PKI FNFZEFERBTEBWIESR,
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https://docs.aws.amazon.com/vpc/latest/userguide/vpc-dns.html#vpc-private-hosted-zones
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AWS #SHBE IZAWS FA8 CARSH AT A ZEENERHAXE,
WA , BERHET AN

WMRIEFBPE KXY , BERGFRIUE", MENEE DNS EF 1 EREIEHMAEERN (CAA) iEFK&EMLE
MRS, BREZER , FSM (7% ) BE CAAIEF,

VPN E£H DNS BRS2851UE KW

W7 VPN £, E| DNS RSKE5 , T ACM T EH XN ZRSF[RILED , BREZBRSF/EEAUL
FimE, £ ACM DNS BiFM AN AT IEPERGIEZALUBEE LS Internet H1TEEN

HEE B WA B Y ] R
ARG B TR IEE S B EIE | WS TSR,

&

o R EI I UE B F B 4

- BRETFEN B T4

- BENKRIAGE

« IEPLIT

« WHOIS PR &l

o FTF B FHBAIR R Y IS A W HR Y A1 B
- HFE 10 TRRIHAY (R

- BEEYHRE DNS ®iF

AU 2 56 U BB, F R 4

S ACM T SRAED SR 8 TURAEIRIERY | S0E BT BB A& K525 WHOIS HISTER = NBER A
R EANEAER ., BXESEL  WEH DTHERIE, MBETEEKIT DT NS
5, HEEU TR

BB FHRFAVLIE

OIF B FER I & A E WHOIS FFI B R At AR BN E A EE i, BRIE AWS KA
FEWHE WHOIS F#FIAFEBRRA , BUF2@AKFFMEE KELFHH. REE ACM ZEHE
FER (HEM CLI S API FiRE ) Y FaRHFbit 5K | UEEL M E R B F R4 E,
BEEF YK , HEEIHFRAE Validation not complete FIHE 138 Z /Y B,
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https://aws.amazon.com/certificate-manager/private-certificate-authority/
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It 68 F BR 4 EARIC Jy SR BB 4F

FER SR ARER XK P RE BRI SR Fof .
GMail & B3 X} {R/Y 88 F B3 1T 50 3%

MREERAKZE GMail , N5 IE B F iR 4 7] 88 E 4 B 35 23K F Updates =% Promotions &I+~ A,
HAMERERBRRAGERESABRLRE

ERLEFERT , WHOIS FigEEMA. BERFMNEERRATETRTATF , AWS HtFTERREIX
EEHRRA. BALBTRELEFFENEMEEERNE WHOIS 5| 1B B FEp4rithut |, REH

FMBEEMEDBIFRED, BUEEFEEFSMNEIMRPEZHTER. EHMBERT , HEHKR

ANEETREE AR UL | 62083 WhoisGuard SR AR FA#1E PrivacyGuard,

4 F M Route 53 MIREV I , FIRBER T EE ARIARY , M BERY B F R4 it it 2 RS Z
whoisprivacyservice.org, contact.gandi.net = identity-protect.org B FHR#
bk, FERERVESEM F M ERCEME B FERA R EFHY | SUE R IE 21X LE RRAAY 88 F R 4 b 31k
H BB, F R 44 ] #% & B 8 45 5 40 BB F R A st ik

® Note

BB AFF BB R A S S | BT Route 53 BT — LIy B FLR I o342 o
Bt | Route 53 TAMBEEREM ca MBHWRAERYR ., ELABER AWS L
DHEREARILRS

MR T EET WHOIS SREBER B FHABRRAEE , IFEHMEERBRNARARRERIEER
BRAGRNBEFIHHY , BUHENERFEEEN ERRET - IR EAEEHI BT
BERWEBAFEM L admin@. administrator@. hostmaster@. webmaster@ # postmaster@ 3k
FIRR) B FibfE. BRNENBRERFHUHNEZEER , BSREN B FERHRSREREN X
BAERE (k) NEEE S FE AR, MREEANRILSEH WorkMail , 5 (L5
# WorkMail EE R 1ERE) T8 EASEF

FER M AWS JFI0IE B8 F R4 A OE BB N\ B, TR 4 ttb ik AP B9 2 2> — A it ik H 85 AR AT UKD Z 4
W B FEEE  BEALEY ACM ERIEH, ERIRIUEBERE , BETHAN B FHlH4ibiut S
~E AWS Management Consoled #) 88 F#f b ik 5 =k, FEUEHLE T Pending validation JRZS
Bt , AT LA B ¥R A Validation not complete WEFIEE EMNERIR KBTI RUHITES,
IBE ] LA EE ACM Request a Certificate ( FRiFIE ) BSH Step 3: Validate ( F% 3 : B ) &
MFIR, B H AR FEB4 it it 2o B a4 & IX B9 b it
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https://console.aws.amazon.com/support/home#/
https://console.aws.amazon.com/support/home#/
https://docs.aws.amazon.com/workmail/latest/adminguide/users_overview.html
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MX 12 R R S EC B R iR

MX 1I2R R A RS (DNS) BMFEFFHNHARICEK , EHNENEEE - MRS MEZ B FHRFRER4F
RS5ER. MR MX IEFRRAREEHIR , WA EFEFHAREE EFEARIEPEENENEA
REEE IR EF -1, FEERAFEEHERN MX 2% , RAESHENR LR FHRAHIE
RIUEH

(® Note
Bl , BUEDLEH /e, RAEBRIMENZIE L FHRFRFREIES,

(® Note
ESENER MX IBRHWER | BRI BUEH RequestCertificate AP A
#yValidationDomaini&M s} request-certification AWS CLI &35 3R3EE ACM [EH K%
IS F B F BV B . MREMER API T AWS CLI, Tl AWS FHIT MX B,

BR AR IFH O

MREERLRESF , BNHTEREEIEUE B FER4 , F15R AWS Support /0 FH 2 =61,
MRBRBEXEFD , BTRERRHE ACM T Ritiz,

B R IE B 7Y B F R4

MREFERBEHEH RN FIHBF (W sub.test.example.com ) FERIEH , Il ACM &

BHITRE , BEE sub.test.example.com BEHFE MX iEF, NRFEE , IKRERIE
test.example.com , fKItEH  BEEZEMIH example.com, MEHKEIT MX 1% , NIERTGE
IE, FERIFBR PR REE FENEAEEmat, Hltn, IRKET test.example.com B MX
i23% , B FHR4RF R % B admin@test.example.com, administrator@test.example.com LA & B8 FHf
HRIUFEENEMERE I, MREEMFEPIREE MX 2%, VB FH4F LT LSRN
HBERERH FE, BXWNAEEB TR ACM t{LE DNS 1 WHOIS BiREN £ E TS ,
BSHE (AL ) RIEEE B F R,

BRI ERES A , MEFEA RequestCertificateAPl 1 #YValidationDomaini& s request-
certificat AWS CLI e fs 5 3RIETE ACM [0 E &KX UL 8B FRBH IR . MREFER APl 5 AWS CLI
M AWS F#4T MX EK.
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https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/cli/latest/reference/acm/request-certificate.html
https://docs.aws.amazon.com/cli/latest/reference/acm/request-certificate.html
https://console.aws.amazon.com/support/home
https://forums.aws.amazon.com/forum.jspa?forumID=206
https://docs.aws.amazon.com/acm/latest/APIReference/API_RequestCertificate.html
https://docs.aws.amazon.com/cli/latest/reference/acm/request-certificate.html
https://docs.aws.amazon.com/cli/latest/reference/acm/request-certificate.html
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[REMNERRAGE

HEZREBFLERN , 2SRE-INERRZE, EEEMELFEE WHOIS JIRPEEBKERAG R
HAE M A PSR ERE FE At BN IR (RAE) bt ZOFPE LE OB T BR R A 3t 1k 2
WA UE B8 F R4

EEZWERY | FEHARENWEKRAAGETE WHOIS REAFH , & , MREH WHOIS %R E RFA
WEFHR bt | MIESRAIEENZFAR ot B BB K B ESC W B F iR fF bk, WHOIS REBETERK
B, RESKIERBEREREN , ERUTLLUERER XX IEBR FHB4. ACM FHRITHE WHOIS/MX
B I E B F PR R X BT E AU AN T BY B8 F R fE st ik

UEPHERIT

MREEFRINEB P WHOIS EELT , AERXZERENEREM , MAELZHEITIES
B, ACM R ER RERVEMB R At ACM 2FFI0IE B FHRAF R IEFIXLEERR Athst , UREASR
B MX B RN ENE L EE i, FEFRILFEE , FHERLTTERN WHOIS EEHAEHRRERIE
B FERfF. ACM FHAITHTHY WHOIS/MX &3 FF 3 E 88 F BB 4 R X B BB FE B 2 TT AV BR R A BB TR
ik,

WHOIS R4l

aat, BMEREIET ZANARIUEE FHPAIER , ACM T EBKR WHOIS BRF8R. X/MNEE AN
AWS, B2l , AWS F&iEH WHOIS BRS 3R , iR A IE WHOIS BRF 2RI, 1R ZE i
B, E1E AWS Support FOBI B —PNREIAF REBRS ZE,

R T B F B4R 30 UE AY 455 A #) 4R B B) B

EPHE-—PNEFEHFRIEERNNBABESFERIELITERP-ERE, XTR ACM BRIEFIFELHE
RAVIESE,

HEE 10 TNAZRY [E) &

10 RRMES BARBOEFF . BH , HERRTLER WHOIS BEEHEHAARER. Tt
FREATREAMNBALRS  SRMI. NREARLRSF | SEHE TELEHDH WHOIS i
PERILES  BXRMERTEAKEHETR. MR WHOIS REERETRE , W ACM @M
T EAEMEBR Atttk K B0 F 68 Tl 4F,

o HUEME
« BRERZEA
- EEERRA
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https://console.aws.amazon.com/support/home#/case/create?issueType=service-limit-increase&limitType=service-code-acm
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B2 , ACM W3R UF 8 FHR M ZX B L T ENER RSt , HA your_domain RIEFAERIE
Pt ANES , ™ . io RIAKE,

* administrator@your_domain.io
* hostmaster@your_domain.io
« postmaster@your_domain.io
« webmaster@your_domain.io

* admin@your_domain.io

EEW .10 BNRIEERY , TEREREAT LRANEFHEKF 22— MRZRERA , EF2RBIRIE
BYE4 , FEFSEENAKR ACM IEH,

(@ Note
BIEA DNS RitM AR B FHHRIE. BXEZEER , EZH DNS Kil,

EF AR E| DNS iE

HEOIERAEFERHRIERNIERE , B EREIER DNS N H#TRIE,

FEREUBZITHEZR

ACM ZEEHrI 2= BFEIT ACM iE$ | UELETFEMITEMEREE, MRNACM IEBHEELITH
EAEEE , FESEUT EZ,

HEZ T BB IE

Ei ACM BHEITEMIES | IR AT &M

o BB HIES ACM EEH AWS RFMEXREL, BX ACM XEHNRRNEER , B5H 525K
#YBRS: AWS Certificate Manager.

o XNFEMABFERAIRIERIER , ACM AEER BT IEF AT HEMAW EE 57 &8 F i 4 i it 5 8Bk
FRo FZEiA A B FmB 4t uk B 7E B F HB IR IE A,

« XFHEA DNS RUFKIEP |, BHHRERN DNS BLBEZ S 1EHA CNAME i23% , 20 DNS Rif #Ff

LT k7 1.0 187
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WEBFEEURET RN

HIEHENFRIEAEY (DNS 5 60 X , BFHR4FN 45 X, ABIUEHH 60 X ) , MRIEFHRFEEREIT
£, ACM REHEITIER, BURFEENTHXRESIERIEIT., BXESZES , BHZH ACM it
PREELT,

3T BB FHR I UE BV EIE B LT

ACMiIEBH BRI N 13 MR (395 X)) . ELI] , BYBEFHARIENIEPEEZRREERITE
fE. ACM L HART 45 RFF R MAIHA WHOIS ERFE b it M ANE AEE R bt RIAZITEH, BHAF
BE— R SRAE TN ZERIBNET, RIEMASIHNERE , ACM 25k EHHEE
ARN RYEEITIES,

BSRER S FEARIUE |, THEAXIESIELHAF PENDING_VALIDATION MAHEE X LG R
NBOK = 0R A

£tX4 DNS B IEUEBAYFEEUE B LT

ACM T &A%t DNS BIERIEFHHST TLS BiE. MR ACM T ELITHEE DNS KU R UEAYIE
+ , WRTEERHA T DNS BEF R B B IE KA B IEFTER, MRRZEXFER , ACM £BH
BTEEHEITIEH,

/A Important

&R IETRY CNAME 123%3E A E) DNS BiEER ., BEMENHBIMEN T B uaT
LEiRAE,

BOLUBEEE ACM #HlEP R IEPRHEEEZE |, HREIEMN CNAME i2%, BXEHAER , HSE
THHNE. ZEaLAEEHR ACM APl f¥DescribeCertificatel2¥EE, ACM CLI ##Y desc ribe- certificate
m KRR CNAME 125k, BXEZEL , HSH DNS Rif,
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https://docs.aws.amazon.com/acm/latest/APIReference/API_DescribeCertificate.html
https://docs.aws.amazon.com/cli/latest/reference/acm/describe-certificate.html
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RAriEmE

« < Viewing1to3of 3certificates > »

Name ~ Domain name ~ Additional names Status ~ Type ~ Inuse? = Renewal eligibility ~
» amzn1.example.biz Issued Amazon |ssued No Ineligible
» amzn2.example.biz Validation timed out Amazon Issued No Ineligible
I - amzn3.example.biz Issued Amazon |ssued Ne Ineligible I
Status
Status Issued
Detailed status The certificate was issued at 2018-03-22T22:42:12UTC
Domain Validation status

amzn3.example.biz
&, Export DNS configuration to afile  You can export all of the GNAME records to a file

Details

Type Amazon Issued
Inuse? No
Domain name amzn3.example.biz
Number of additional names 0
Identifier 1faedec-6db6-4d3d-967a-eec5e53ecdds
Serial number 0e:10:30:f3:1c:b4:1e:b7:54:bb:13:99:62:5b: 7f:fb

Tags

Edit

Name

MIEF] B ik B FREF,

Success

Requested at
Issued at

Not before

Not after

Public key info
Signature algorithm
ARN

Validation state

2018-03-22T722:38:52UTC

2018-03-22T22:42:12UTC

2018-03-22T00:00:00UTC

2019-04-22T12:00:00UTC

RSA 2048-bit

SHA256WITHRSA

arn:aws:acm:us-
west-2:140948901414:certificate/1faedec1-6db6-4d3d-967a-
eec5e53ecdds

None

& < Viewing1to3of 3certificates »

A IBIEBEUERLET KK
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Amazon

v amzn3.example.biz Issued No Ineligible
Issued

Status
Status Issued
Detailed status The certificate was issued at
2018-03-22T22:42:12UTC
Domain Validation status

Eamzn:’a.example.biz Success

Add the following CNAME record to the DNS configuration for your domain. The procedure for adding CNAME records depends on
your DNS service Provider. Learn more.

Name Type Value
_dc8d107e33e2a83816bb6a2a395a5¢cf5d.amzn.ex CNAME _dadbc0aaa5530cf8b0964967cf1d4edB.acm-
ample.biz. validations.aws.

Note: Changing the DNS configuration allows ACM to issue certificates for this domain name for as long as the DNS record exists.
You can revoke permission at any time by removing the record. Learn more.

Amazon Route 53 DNS Customers ACM can update your DNS configuration for you. Learn

more.

. Export DNS configuration to a file You can export all of the CNAME records to a file

RITIEFHE M UERIEHH CNAME 8.
MRFEBEKIBFE , FRRAIEH Do
T RRLRIT T Ay

ACMIEPHHRELZITR—IMRILE, TEREXESRIASUEESZRE, ERIE ACM EFHHH
FIEEAEE , £ ACM REGFIEH 2B ATRE 2B IR, ACM FRERLR T HYIE Y BY [A] SR+ 2R B B 6
MAE/ AWS HRIVEE 2 B AT MBS ER . Hit , MERRESNERTRFZB N T RERE
2HE

HrEE A A&

R RM T EMRFRIUE ACM IERT X EBHIES.

EF&
« PR HFIER (CAA) [RIFR

H fth 7] 3R RRZ 1.0 190


https://console.aws.amazon.com/support
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« IEBHFARR

o UEPEE BIE

« API Gateway [a] &

o THRUEBENARMAZELL

« ACM IREZX}ExAE (SLR) B

UEP MR AR (CAA) [FZ

A LAE A CAA DNS i23Rk3IEE Amazon iE P WA HLH (CA) AR EHEEH FEMA ACM iEH,
RIGEIE P M AW R4 IREE , 7R One or more domain names have failed validation due to a
Certification Authority Authentication (CAA) error [l FiE B M A HHIAE (CAA) iR , — N ZNE
ZAREEBELRIE] , BRELEH CAADNS 2%, MREERINBIE ACM IEBFRFWTNLEIR | N

HIREFIRH CAA IBRHBRIBERIER. CAA IBEKHH value (B ) FERUMETELLTHBEFH —

/I\ .

* amazon.com
e amazontrust.com
* awstrust.com

* admazonaws.com

BXOZE CAABKNESEE , F3M ((Alik ) BE CAA iIB5k,

@ Note
MREFFLRBA CAARE |, WA SUEERNERHEE CAA iIEF,

UE 5§ AR &

BRLFEE=FIEHSA ACM FAFEEERBEFKEK, NREFEE , FEELERFAMEBBEAE
B BRI EIEUTILR

- BRBES A X.509 RA< 3 SSL/TLS iE+,
c ERANREEEN , LA MHIEBMANY (CA) TE,
« MREHIERH CAZE , MAFIEFEIEPEE | ZIEH8E A RASRIEPS TR YR B FA9E

4
%o

CAA i WA 1.0 191


https://docs.aws.amazon.com/acm/latest/userguide/acm-services.html
https://docs.aws.amazon.com/acm/latest/userguide/import-certificate-prerequisites.html
https://docs.aws.amazon.com/acm/latest/userguide/import-certificate-format.html
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- MRBIEBFELRIUEDR , WXAAXFEXNTEREEH,

o« EERNEMNEREFARAEZ AR —MEB,

- BOEPRIEBEFTERLEMHIES,

« AP, EPHEMAERE (WA ) XX A PEM RKE, BF , PEM % H Base64 wiBHY ASCII

MARAR , REXARUANTEMNTMITHALXNER, EEHFIHLE PEM X£Hat , REHRMIT
HERHN ZXHHITEMEMER, ETUEEA OpenSSL Wil LA EFRIUFIEH 4,

- TENBENREES (MF) .. (BT ARTABDEE  WamE. )

- 5 ACM SRR RS BAER ACM XEFNEEMBEHK D, HZ6  AWS Certificate Manager
FiEmE) N8RS , BRENIEPES EEER.

s EFRBRSNIEPHZFAERIERS A IAM &2 ACM MEFRFE.

o S ARERBIE M,

- IBIEPHNFAGEEBETRERFHEF. BR , MIAMERT , WRELERIEEKeyTypesiFitsk
Hr91ER T A ListCertificatesAPI 8 list-cer tificates AWS CLI 55> , M| R4&RSA_10248 7R~
Z{RSA_2048iEH,

Uk & 7€ 8] 73

NTEITIES , ACM 2ERFNLAB-LEBRAN ., MRENVNARFERILFEEE ( BIHN SSL
EE ) REE ACMEH , ME AWS SRiTIEH/E , NAREF TREEEETENE, it , RINEW
BAEREE ACM iEH, MRENNARFYSAETEIES , BRI LUMITUTERE

- BEECHWIEBSAZ ACM , RARFHENNARFEESSANIES, ACM FRAHX S ARIESH
RYFEELIT,

- MREEANRLFIES , WRENNARERFEESFRFE AN Amazon RIEH, MREEANZ
MBS , NFEHNNARFEEES CA NBRIES,

API| Gateway [A] &

HIRTEBDLEMLH APl i 28T , APl Gateway 27 &% & CloudFront 7'Bt. % CloudFront 2 Et/H
API Gateway FiE , MARALHNIKFFIE. ZoESEEEBE API RATEAN ACM iEH. EMBR
HBEH AT ACM BIEREHIUIES | B4 BR S ZUEF<BkH APl Gateway B E X,

SRR X APl LinT /BT , APl Gateway X RZELIE — 1 Application Load Balancer (ALB). %
AR EET A API Gateway FTE , R AN, % ALB SAEZITE API BPTEAR ACM iE+H, ZE
BRYPTE H 1T ACM MIBRERIIES | BAMM R S5 ZUEHX<BRRY API Gateway B E iH.
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https://www.openssl.org/docs/manmaster/man1/openssl-verify.html
https://docs.aws.amazon.com/acm/latest/userguide/acm-services.html
https://docs.aws.amazon.com/acm/latest/APIReference/API_ListCertificates.html
https://docs.aws.amazon.com/cli/latest/reference/acm/list-certificates.html
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TRERBINRBESZEAT

MREEKIFF ACM IEFREERRSKE , BUEBEFLTHE , ARERBRSTRIRESER , WERET
RERARSSEA ACM IEBAFBRNNRRE T Bk

570 | Elastic Load Balancing (ELB) EE#Z R AWS KMS key , RETREMRZUL BHIFAEH. X
BREHETARNRERT , YERIEHS ELB KRB ACM fFR AiZEKr, MR ELB kL3 ZNBREH
BF , WFE T RS FZUPZAN KK,

EREWRE , BEEA AWS KMS 258 EFEHNERPURE , Mt A https://console.aws.amazon.com/
kms, #HTTE'JT ez —:

s MRBINNERBERTFENRSHNR , BHRIERBRSHEFE , BUBIERERSHXEK , ARE
FXERE, XEEFNAETHERNERE  HiEEHRNRN.
o MBEINFTET ACM IR ERBE | & AWS Support https://console.aws.amazon.com/
support/home#/ Bx %R,

ACM BR% % Bt/ & (SLR) 658

LIBMAE BTG CAEEHBEMKFA EEAZTWIEREN , ACM 2E B X FEARNEIXIRERSHXA
% (SLR) , UERABMREET AWS 748 CA BRNGFRIRBHITRE, WRENLE CAMAFE
iE$H , MAEE SLR , ACM FEERE BT ZIEB,

ACM WEELIRTRIE | ERAWEEHN K HREFE SLR. MRFEH iam:GetRole MIRE
WIRTFEKFH ACM SLR , M8 SLR EFaBREHRET. MRRTBAKRE , BALGHE
MK EE R ABEREERT iam:GetRole HE ACM X IR , S EFEMNIKSF 5 ACM 1£&E KBk
AwSCertificateManagerFullAccess kB,

BREZER  BH5H (AM AFER) FRRSHEXABNR,

WERE
AWS Certificate Manager s S AJREH T ZMRERMAMK. EXBNINRENELRE , BZH T &Ko
ABIUEBFELE

BRAELITH AWS 708 CAMKRIIFE PKIERR , AJRESHILTRE,
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https://console.aws.amazon.com/kms
https://console.aws.amazon.com/kms
https://docs.aws.amazon.com/privateca/latest/userguide/pca-resource-sharing.html#pca-rbp
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
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RAriEmE

® Note

AWS FAB CA FXHFHE (ItR ) KENMPE (TE ) X,

ACM HER

PCA_ACCESS_DENIED

PCA_INVALID_DURATION

PCA_INVALID_STATE

R

FAH CARET ACM R, Xaftk AWS FA
A CA AccessDeniedException XK
B

EffRIEEE |, EEAZ AWS FAF CA
CreatePermissioni#{E[M ACM RS 4% F 24
ERNBR,

BROIEFBHVERHEL TMANWFAE CAW
AW, X4tk AWS FAF CA Validatio
nException KKK,

ERRIFE , FREH CAILED (BAESW
BRI ) o

HAANFAE CA R TFHITIERKN ACM &
EFTEN EFIRS, X2tk AWS FAF CA
InvalidStateException %MK,

BRINT G ERR IR R

o MR CA KRB N CREATING , BEFCIEER
TR , RIFR%E CAIES,

o R CA HIRA S PENDING_CERTIFICAT
E ,BXECAISE,

- W18 CAHIRZA N DISABLED , HFHEHEH N
ACTIVE RZo

o R CA KIRAN DELETED , iR HZEE,

o IR CA KRN EXPIRED , BZEHIEH

MFIEPRELE
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https://docs.aws.amazon.com/privateca/latest/APIReference/API_CreatePermission.html
https://docs.aws.amazon.com/privateca/latest/userguide/PCACertInstall.html
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ACM HER

PCA_LIMIT_EXCEEDED

PCA_REQUEST_FAILED

PCA_RESOURCE_NOT_FOUND

SLR_NOT_FOUND

AR
« MR CA BVIRA RN FAILED , MIBT LR RA]
B, EEBX AWS Support,

B CABREMAERS, Xtk AWS FAF
CA LimitExceededException kMK,
EREFERLREBZE , BEREEEHNER,

MEEIRPAZETE , KR AWS Support LAk
KRiIBSE

MEHRGEHE. XKk AWS FAF CA
RequestFailedException %MK ®B, &
SEFRLEBZE , BEHRESENER,

MRERMAERE , FBKR AWS Supporte

B CA EBUK AR, X4tk AWS FAH
CA ResourceNotFoundException %Mt
B, WIFTREFEATEBHN ARN, IRRKIFK
W, BR/TEFERAL CA,

BRI EE | ERIER CA.

ATEITHNTS —NKFPHFE CA KR
WIEH , ACM ERIEBRENKS, EEFRS
KERAG (SLR), MRFEEHZE KR
SLR , &2 ;3 ACM 8l SLR,

MFIEPRELE
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https://console.aws.amazon.com/support/home#/
https://console.aws.amazon.com/support/home#/
https://console.aws.amazon.com/support/home#/
https://docs.aws.amazon.com/privateca/latest/userguide/PcaCreateCa.html
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A
AN

AT T AWS Certificate Manager FT LS8 E Lo
£}

« ACM iE$H

« ACM 48 CA

o EXNHEHAME

o EPR WA

s EBEHREBRE

- HERSE

- HE

- B FEZ

- Z2REHE (FQDN)

- NEEAEMIRE

- R2EEFE (SSL)

« & HTTPS

« SSL IRFBE|ILED

o NHEHME

- BRETEMMIL (TLS)
- B

ACM i+

ACM 4B X.509 fRZA 3 iEH, BMEBBERMAN 131NA (395X ) , HEBEUTT R,

« EXROR - BEETENIESRERIERMEAM (CA)
« BRBRARRA - XFRIEATEFIERNLERAXNNNLBTEH,
< FEEARAR - R ESRELRTERANILES,

ACM i+ k7 1.0 196
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RAriEmE

- BAFEA - EXEILERFRANLERHNA
- TREAGER - EERZACERATBEENRARATNEERALEZAN - IS AR,

i 38

* CRLAER - EEAEEFIRE CRL FEENNE,

ACM 7R Y UEH5 BY 45 STA KL T AT R

Certificate:
Data:
Version: 3 (0x2)

Serial Number:

f2:16:ad:85:d8:42:d1:8a:3f:33:fa:cc:c8:50:a8:9e

Signature Algorithm: sha256WithRSAEncryption
Issuer: O=Example CA

Validity

Not Before:
Not After :

Subject Public Key Info:
Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)

Jan 30 18:46:53 2018 GMT
Jan 31 19:46:53 2018 GMT
Subject: C=US, ST=VA, L=Herndon, 0O=Amazon, OU=AWS,

Modulus:

00:
69:
e3:
a2:
43:
08:
03:
b5:
ak:
05:
bc:
68:
02:
5a:
59:
40:
e2:
08:

ba:
4e:
94:
:0a
ef:
73:
6d:
36:
96:
56:
f7:
75:
3e:
68:
e0:

Ca

20:
26:
96:
b6:
77:
ch:
32:
09:
f3:
15:
25:
6d:
bf:

73

Exponent:

X509v3 extensions:

a6:
e9:
of:

3a

c9:

8a:
:26:
85:
dd:
Q7:
a6:
3f:
7c:
co:
44

ea

ab6:
:b2:
2c:
f8:
d5:
86:
3f:
a2:
50:
19:
01:
75:
37:
:55:
b7:

65537

aa

6a

:91:
04:
41:
7f:

5a

d7:
ff:
36:
96:
72:
:e9:
4b:
83:
42:
8e:
36:
fe:

ac:
8d:
3e:
af:
8e:
22:

0b:
d5:
6b:
cO:
reb:
22:
18:
65:
e2:
6f:
42:
c6:
16:
f0:

6a

60:
Ye:

8a

2a

(0x10001)

X509v3 Basic Constraints:

63:
31:
8e:
57:
1f:
c2:
ab6:
6f:
02:

f5:
33:
f6:
od:
:6d:
5b:

e8:
54
as:

53

dl:
4f:
0b:
2e:
94:
:8a:
fa:
90:
40:
54:
99:
dé6:
:f6:

08:
f5:
cl:
:0b:
25:
4f:
36:
82:
64:
al:
1c:
97:
39:
16:

Qa

od:
f3:

de:
ec:
c8:
of:
24:
86:
c5:
73:
fo:
3.
:7a
od:
be:
:8f:
78:
as:
94:

9a

8c:
21:
ed:
:8d:
bs4:
42:

Ca

cb:
cO:
b4:

4a

72:
4f:
1f:

3a
ee

9a

7d:
06:
bb:

:e7:
bLe:
3f:
70:
:81:
Qe:
78:
c7:
:df:
134
174
di:

1la

CN=example.com

59:
af:
1c:

78

ab:
11:
bc:
95:
e0:
47:
1d:
eb:
172
94
of:
ac:
3e:

ak:
27:
ac:
:d5:
d5:
95:
51:
85:
76:
14:
e5:
8a:
ds:
ec:
ea:
ab:
b7:

ACM iE$
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Signature Algorithm:
69:
69:
8d:
76:
cb:
di:
e9:
17:
94:

ACM 1R CA

H ACM MK AN B L ERFIEBMNELT Amazon 18 CARRBEEE :

8a

03:
44
a3:
8e:
12:

A7 B

CA:FALSE

X509v3 Authority Key Identifier:

keyid:84:8C:AC:03:A2:38:D9:B6:81:7C:DF:F1:95:C3:28:31:D5:F7:88:42
X509v3 Subject Key Identifier:
97:06:15:F1:EA:EC:07:83:4C:19:A9:2F:AF:BA:BB:FC:B2:3B:55:D8

X509v3 Key Usage:
Digital Signature,
X509v3 Extended Key Usage:
TLS Web Server Authentication,
X509v3 CRL Distribution Points:
Full Name:
URI:http://example.com/crl

03:
60:
f0o:
3c:
6d:
b0:
3c:
da:
27:
:6e:
e5:
8a:
04
3.
b9:

15:
a7:
8f:
9d:
cd:
7e:
41:
80:
62:

6a
3a

cl:
al:
a7:
35:

Qc:
33:
b5:
da:
do:

ba

2f:
41:
84:
:9d:
:90:
fb:
dl:
as:

d5

fb:

4a

df:
35:
e2:
:80:
15:
15:
ds:
ad:
8c:
9c:
1c:
77:

critical

Key Encipherment

TLS Web Client Authentication

sha256WithRSAEncryption

a9:
fh4:
78:
a2:
2f:
99:
a7’:
75:
98:
b8:
bc:
33:
46:
26:

39:
74

al

e2:
16:

9a

53:
ed:
6f:
76:
76:
75:
57:
71:

a3:
88:
:5b:
1f:
26:
:5f:
78:
c3:
90:
7b:
c9:
fe:
41:
74

30:
c6:
02:
29:
19:
dd:
4d:
da:
le:

9a

96:
ab6:
08:
c2:

Qa

CN=Amazon Root CA 1,0=Amazon,C=US

CN=Amazon Root CA 2,0=Amazon,C=US

63:
b6:
18:
11:
cd:
92:
33:
b5:
9c:
:5f:
f0o:
08:
40:

b2:
b6:
72:
67:
f7:
b0:
45:
e3:
e0:
di:

43

d3:
bl:
:5b:

d4:
b8:
65:
80:
26:
bb:
17:
48:
0b:
a5:
:31:
89:
38:
9e:

fb:
ab:
bb:
29:
c5:
Qc:
3e:
8d:

fa

4f:
65:
81:
f9:
cc:

cc:
32:
53:
b9:
dc:
32:
f2:
b5:
:94:
do:
60:
b0:
57:
d5:

8f:
c2:
af:
fe:
81:
dd:
f1:
od:

ccC

b7:
ds:
6f:
62:
2c:

mEEE

2048 {1 RSA (RSA_2048)

4096 {2 RSA (RSA_4096)

48:
ao:
2f:
c9:
40:
68:
45:
86:
:9c:
07:
10:
c3:
97:
c5:

as:
98:

3a

42:
3b:
69:
6b:
da:

ee

f8:
fc:
04 :
10:
27:

46:
c6:
143
52:
e3:
08:
e7:
7d:
:3a:
1lc:
36:
ob:
42:
c3:

ACM #& CA
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A5 B nEE A
CN=Amazon Root CA 3,0=Amazon,C=US Elliptic Prime Curve 256 {i (EC_prime2
56vl )
CN=Amazon Root CA 4,0=Amazon,C=US Elliptic Prime Curve 384 i (EC_secp384rl )

ACM FRM K LB K ERINSIER N CN=Amazon Root CA 1,0=Amazon,C=US , iX1EMH# T 2048 {u Ky
RSA 22, HiRREUMNRER. FrERERHE Starfield Services Root Certificate Authority i
PRIZER,

EXEZEER , 2 Amazon Trust Services,

T 4% 33

BFSAEE

SEXIFRER AR I

SERNMMBARAETHURANE , EEATRNEERZE LAXNEZANBZNBEEZNES. BHZ—R2A
BEH , BEU X509 V3 IERBFXREH, Z—IMEARLAER , LxemAFM. X509 iEHFA
P ENSEMRR (EBHEE) NEOHRESLEENA.

ACM iE$ 2 X.509 SSL/TLS if$ , B FEMUEN SRS LNFAEEREREPHETENLER
. ACM £ AWS KMS key NZFEHH, BEXEZER , BSR LA ERANZ M,
UuE P i & AL

IEBMARM (CA) B— IR BFIEBAIKE, Bl L, FEANBFIERLRBEET I1SO X.509 #7
#o CAMREEENHFIES , ATHINERERAEN SO ZFOHEINIRHEESNLEE
. CAEBRZESERILESBH.

UEHERAE R E

AT B LEERIR AR SR RERH CA SARY SSL/TLS WEH , REFKRRERNENIMEAN AFILEH
ERELEPEAEREFR, HEFRIERK, WEBHT2WICFRK. RCERNIEPEESENRRPEK

HiRo
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https://www.amazontrust.com/repository/
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FBAEERE , MARIANEHNEMZEERBNNILESR, BUUERAERERERSRKREBE,

#£ Amazon CA NIEMEMAR AFEEMN SSLUTLS iEH 28l , ESRERRREED =/NMEHIEHR
EHSRSHE. SERSFFERMMIELXBHREES , AHCERNIERAER (SCT) EEE
Amazon CA, RJa , CA £FF SCT BRARERH , WEBHTER , FAREMRELE, XEMEEZ
FEHM X509 ¥ EBH,

X509v3 extensions:

CT Precertificate SCTs:
Signed Certificate Timestamp:
Version : v1(0)
Log ID : BB:D9:DF:...8E:1E:D1:85
Timestamp : Apr 24 23:43:15.598 2018 GMT
Extensions: none
Signature : ecdsa-with-SHA256
30:45:02:...18:CB:79:2F
Signed Certificate Timestamp:
Version : v1(0)
Log ID : 87:75:BF:...A0:83:0F
Timestamp : Apr 24 23:43:15.565 2018 GMT
Extensions: none
Signature : ecdsa-with-SHA256
30:45:02:...29:8F:6C

EHEARE ARCFRELFERIEITIEB B#RITH , BRIFLEREBE. BRERBRENESE
B, HZRAGEEERHITPERE BEIER,

BB RE

A RS (DNS) BiEEET Internet RABERENITENREME RN ESHFRTER

£, DNS FER TR XAE R (M aws.amazon.com) #iAEE IP (Internet tHI) it (FE4N
111.122.133.144)s A3 , K DNS BIEFESSREHMARNIERK, a0 , BE ACM , EATLL
FANBREREBERIPNRIIECHERTUREHEN Y., BXELEL , HSH DNS Kiff,

i

HER—NXEZHFE (I www.example.com) , ALESIH B RS (DNS) & IP bk, TEA
M (BIEEBKMN) A IP it AR X AL, HEAUIS BN TRERSHK !

HE RS 7% 1.0 200


https://crt.sh/
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TLD

BADHREMETRIE (TLD). FRRHIE .com, .net. .edu, ERLEER M XEMAISZMAER
TLD NERFMXEHNEE , XHEER/MBX B, "O1EE uk (EE)., .ru (BE). .fr
E), FAER/MXAER , BESIA TLD N _REREFIRFIREMEMAESR, Flt0, .co.uk
TLD #RiREE R Al 2l .

TR

MEHESREMEEAEE LB, ¥ TESER/HXABENEE , MAFISKBIRL (WR
B), AFRREMERANEE, MBS FE (FSRUTEE). £ www.example.com F , T
RIFH BN example.com, £ www.example.co.uk # , TRRFHBAFN example.co.uk, &
FRARKRETE (apex) WE B FEIE base, bare, root, root apex, zone apex &,

T8

FEHANVTAEE 2 , FAURENAEEREMEE 2R, REANFEHER www , BRAFE
AEEEM. FTHALTUESZINRE. B0, £ jake.dog.animals.example.com A , FiFfK
XA jake, dog F animals,

BRI A
TR A,
FQDN

SE2REEE (FQDN) REA T EERESINE S Internet BiTEH, Wik H &R TE DNS &
o I |, aws.amazon.com 23i&AF Amazon Web Services By FQDN, FQDN 23F—E 2T
HHFrEE, Hli , [subdomaini].[subdomain,]...[subdomain,].[apex domain].[top-
level domain] X% T FQDN B —f&#&=.

PQDN

AELRENTAFESDREFHSE (PQDN) , &L THE, B [subdomain,.subdomain,.] X#
HWEFFE PQDN , X2E N T EHRERE,

p=ii)

{52 AR BV A R BB E AL IS TRo SEMAVE S B BBk W & AR M B F b ik 55 B A4 (ICANN) 1A
iE, W, R —EMEEMERNMNARARTEY TLD HiEFE., SEHFHABN |, THRIFE
B ERRIESL MM TLD EMEZENY, EMEBNE S EEE. EH TLD BEEARENEER®
F WHOIS, #1#& 8% UM R 75 IR
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H%E 0 fif 22

EZERREHBFENEZENTRE, BRFRELSEARERBHE. RNBNBEEEMN A, T
RERBANR, MENBEEBEMNE . FEFnERSHFEEEEN HTTPS & EHEEM
ZHH. BAREN T HANARBERRAZ (NF ) MFEXEREFRIBAIR (#F ) B9 step-by-
stepIiE, EMEHBEEIREF , EERERAER. BHUUARLRBEZARLBEZR,

TEREFHE (FQDN)

BZHEEE,
NEZREM IR

NEFAEMIRE (PK) BEE, Mk, B2, 2K, €8, FENBERFIIPAENES. KHE.
AR, REE, MHENMEREAK. PKI AIESEREITENMNERNE2EE.

RUEF

ERHMANNE (CA) BENLT—NEESNHAM CA (XL CA ZHBBEN T RFXR) WRIREN
Fo FEHME CABHER CANE , XFHOIRIEHEE. LTRREWINER CA #HN R CA”, MEIE
FBHARIER LIEBBERBLEEN,

ZE2EEFR (SSL)

REERETRE (SSL) MEREREM (TLS) RES U ENMERHBERZESMNMEDR. TLS &
SSL Wa#t#E, ENEHER X.509 IEHXRSJ|/IITHDRIE, XFNMDPERXZF P ik SRS 27 2 [F
AT BX PR BE R BRI HZARITHE,

Z% HTTPS

HTTPS %&/R HTTP over SSL/TLS , — M A EXEN KBRS [H I FENZEHERAM HTTP, FI
B HTTP ERME BB ML KEZ B EFHTINE, HTTPS £48 7 HTTP IS E TN, IEX
MRFl X.509 ME B MBEH AR, HTTPS WIEFRZ , FMBELZLEBAFRREEIE (OSI) EEH
W HTTP RARFETHFMTCP ERELA, Z2EFAZLEEFTRE (SSL) MBS EHEREM
(TLS) %

Nz M fE = WA 1.0 202
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SSL AR5 #r k15
HTTPS ESFERSJ/IELRN RS F/ATHHRIL. RF|MEBE X509 v3 BELEW , ATHE

PHUNEZANETEBHFEAE. SSUTLS IEBHIEFMEANM (CA) EEHETERFSHENSE
. BRHIR. 2BF%H,. EREES,

T ERER4R I

XNMEZAMBERAE —BARNENBEZRFHIE, B FSH ENMRBHAMNE,

REMERZEMM (TLS)

FSAREEEFE (SSL).

(==

ZEit Web X RBREEMUENFH , SR RH[LATEBRIEMLRIES. TF , JEF[RNEEHNCA
RIEF WO BIUEH, MAIEBTRIAM (CA) NAEE =T HRIEZMIEE &0 H @M ZERMAE
BNHFILER, BE , IERTURERFEEURIEMEN S M, WRBIEKD , JRHFLEIE
B E R — M BEER.

SSL FRS5BRIEH 7 1.0 203
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A 18 %

TRERT 2018 &£ AWS Certificate Manager FFIRHI IR L BA L.

TE

Fr R BRI ER (MX) BB F R4

W iur

AINB R R D B RE

Kk

BN FE A WHOIS B FER4HK
iE

NI T R BT

wINT ECDSA X

oL

ACM B XS4 R Es
(MX)o T2 DNS KiEs
16 7E BB 4 35 2 SR 4 Wt e F R 44
I,

R geERE R ERAK S R 3!
MoE. MRFTEE , &7
BATERK P 4% 51 2508 S 5 B o Y
BNEE £ T 3SRA B A SRR HIR
PR

WINTXTFM 2024 £ 6 A
2B WHOIS 8 Fhp4I8 iR
1%BH .

FEER ACM UEHB a0 7 3
IAM ZH4ZHANF. BX
BXFENERLIE  FSH

https://docs.aws.amazon.co

m/acm/latest/userguide/acm-

conditions.html#acm-con

ditions-supported.

EiERAE ACM iEB a0
THMERERFIREL
(ECDSA) i X#5, AXxX#E
MWERAEENIIR , FSH

https://docs.aws.amazon.com/

acm/latest/userguide/acm-certi

ficate.html#algorithms.,

B #

2024 £ 6 A 27 H

2024 £6 A 11 H

2024%2H5H

2023 £ 8 A 24 H

202211 A8H
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https://docs.aws.amazon.com/acm/latest/userguide/acm-conditions.html#acm-conditions-supported
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https://docs.aws.amazon.com/acm/latest/userguide/acm-certificate.html#algorithms
https://docs.aws.amazon.com/acm/latest/userguide/acm-certificate.html#algorithms
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¥ CloudWatch 3&3h

EHATSANRAEERE

HEENESRERANE—F

N7 CloudWatch 3E¥rF1EE

2

W TACM IEH 2", “A
CM iEF AT A" LA K “ACM ik
FEEZRITRESH. BX
% # CloudWatch B E# 5
& , B2 Hhttps://docs.aws.
amazon.com/acm/latest/us
erguide/cloudwatch-events.
html,

S A ACM BIEBIEREN
ZATEE B H M RSA M
BEH&EE, BXxIUXEF
WEAEENIIR |, BSH
https://docs.aws.amazon.com/
acm/latest/userguide/import-ce
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