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7. 1£ Editinbound rules (4R AEHLN) XHFEDR , IFELFHFRIPEN URL L IHT UMMM
W ( AT REERMEIRKE Web 126 B HATLLERE,
a. &AM,
b. XF Type () , #%# Custom TCP (BENX TCP),
c. XIF Port Range (i Q3BE) , A Web 2 AiwH0 (8162) ,

d. XF Source () , & Custom (BEN) , REBABHLEREL LR Web BHIANREM IP
st (Bt 192.0.2.1),

e. ﬁ#:%ﬁﬁo

ENAREIE RS AWER,

S 2 Java NARFEZIEHNRE 9


https://docs.aws.amazon.com/vpc/latest/userguide/vpc-dns.html#vpc-dns-support
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-dns.html#vpc-dns-support
https://console.aws.amazon.com/amazon-mq/
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N Java R #iIn

fF activemg-client.jar M activemg-pool.jar BFEHRME| Java EEEF, LT RHIHE
T Maven 3 B #9 pom. xml X4 #YiX 4R H % R o

<dependencies>
<dependency>
<groupld>org.apache.activemq</groupId>
<artifactId>activemq-client</artifactId>
<version>5.15.16</version>
</dependency>
<dependency>
<groupId>org.apache.activemg</groupId>
<artifactId>activemqg-pool</artifactId>
<version>5.15.16</version>
</dependency>
</dependencies>

X activemg-client.jar WEZEE , B3 Apache ActiveMQ X T RIFIHEELE

/A Important

HUTREACEF , EFENEREEENMLEPET. N TEFRSE ( AU HCEXFEE
®%)  FRARENCIBRENEAEERMAENRLRE LIET.

IEEE B EHREHER
1. EARKENKARETINEEIRECE IMS HEET] , REHXN LI/ B

createConnection /A%,

(® Note

N FE3N/ZRANRE , Amazon MQ BEHFE ActiveMQ Web ##1& URL , BEBXRE—
N URL & FiEZIRES. B , Amazon MQ ABNMNERMRER N ET R , E8XE
NHPRE—NMEIFET 2L TFEFHRS. -1 -2 BRRTIARN. BXREZER | E5H
Broker Architecture,

NFEBEHUALRT R, EAURTNARFEAREEBEZEREIT—LET Ko

S 2 Java NARFEZIEHNRE 10


http://activemq.apache.org/initial-configuration.html
http://activemq.apache.org/failover-transport-reference.html
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// Create a connection factory.
final ActiveMQConnectionFactory connectionFactory = new
ActiveMQConnectionFactory(wirelLevelEndpoint);

// Pass the sign-in credentials.
connectionFactory.setUserName(activeMgUsername);
connectionFactory.setPassword(activeMgPassword);

// Create a pooled connection factory.

final PooledConnectionFactory pooledConnectionFactory = new
PooledConnectionFactory();

pooledConnectionFactory.setConnectionFactory(connectionFactory);

pooledConnectionFactory.setMaxConnections(10);

// Establish a connection for the producer.
final Connection producerConnection = pooledConnectionFactory.createConnection();
producerConnection.start();

// Close all connections in the pool.
pooledConnectionFactory.clear();

(® Note
SHEBIRENKRAMFEH PooledConnectionFactory £, BXEZEE |, 5SH BE
£ AEE,

2. BIB—/1&iE , — N8B MyQueue HIRASIFE RIS,

// Create a session.
final Session producerSession = producerConnection.createSession(false,
Session.AUTO_ACKNOWLEDGE);

// Create a queue named "MyQueue".
final Destination producerDestination = producerSession.createQueue('"MyQueue");

// Create a producer from the session to the queue.
final MessageProducer producer =
producerSession.createProducer(producerDestination);
producer.setDeliveryMode(DeliveryMode .NON_PERSISTENT);

HPR 2 fF Java AR FERIGHRE 11
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3. BIEHEEFEHE "Hello from Amazon MQ!" , RERIXEHE,

// Create a message.
final String text = "Hello from Amazon MQ!";
TextMessage producerMessage = producerSession.createTextMessage(text);

// Send the message.
producer.send(producerMessage);
System.out.println("Message sent.");

4. FEHOIRE,

producer.close();
producerSession.close();
producerConnection.close();

BIRE B & A EBUHEE

1. EARENKART/INERGIEER IMS EET |, ARHNZI A

createConnection A%,

// Create a connection factory.
final ActiveMQConnectionFactory connectionFactory = new
ActiveMQConnectionFactory(wirelLevelEndpoint);

// Pass the sign-in credentials.
connectionFactory.setUserName(activeMgUsername);
connectionFactory.setPassword(activeMgPassword);

// Establish a connection for the consumer.
final Connection consumerConnection = connectionFactory.createConnection();
consumerConnection.start();

(® Note
SHEMERAE%S T R PooledConnectionFactory £, BXEZEE , BSH KL
£ REEM,

2. BIE—IEE, —NEB N MyQueue BIRAFIFEEFERE,

HPR 2 fF Java AR FERIGHRE 12
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// Create a session.

final Session consumerSession = consumerConnection.createSession(false,
Session.AUTO_ACKNOWLEDGE);

// Create a queue named "MyQueue".
final Destination consumerDestination = consumerSession.createQueue('"MyQueue");

// Create a message consumer from the session to the queue.

final MessageConsumer consumer =
consumerSession.createConsumer(consumerDestination);

3. FHEFFEE FEHEIRMNKIETEER,

// Begin to wait for messages.
final Message consumerMessage = consumer.receive(1000);

// Receive the message when it arrives.

final TextMessage consumerTextMessage = (TextMessage) consumerMessage;
System.out.println("Message received: " + consumerTextMessage.getText());

(® Note
5 AWS SEERS ( i Amazon SQS ) FE , HBRBLXESZXLABIKER,

4. RAERE. 2EMEE,

consumer.close();
consumerSession.close();
consumerConnection.close();

S 3. ((HWiE ) EEER AWS Lambda BIEX

AWS Lambda AT LUEREHE AR B EH Amazon MQ RERGEER ., HEFARIEIERS Lambda B , 7

LX@'JE?#FEHR%T MBAFIREEUE B H E L AR, SEZNSHRRE 75 HMNENREFREUE
B, 7L JSON WRHFIVRENERA Lambda fF.

BN IBIERET Lambda BEEK
1. ®EUT IAM A€ RFNE Lambda BEEIMITAE,

ST 3 Wk ) EEE AWS Lambda B 13


https://docs.aws.amazon.com/lambda/latest/dg/invocation-eventsourcemapping.html
https://docs.aws.amazon.com/lambda/latest/dg/invocation-sync.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
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* mq: DescribeBroker

» ec2: CreateNetwork 0

+ ec2: DeleteNetwork # O

» ec2: DescribeNetwork O

+ ec2 : DescribeSecurityBfH

* ec2: DescribeSubnets

» ec2: DescribeVpcs

« B : CreateLog4l
+ B : CreateLogiE 1%
+ B : PutLogS=#

 secretsmanager : {8 GetSecret

® Note
WMRZELEN IAM R |, BHEBFTEM Amazon MQ R H K 2 REIE R,

2. (W) MRECET —NKELFUHRAMHKRE | NATRTTEER —TURELA T
Lambda ZEZ R ERRE -

s ABNMNEFHEE—N NAT WX, BXEZER , 525 (AWS Lambda F XA RIERE) F
HIVPC EZER Y BB M MRS A

« £/ VPC &% RIEEH Amazon Virtual Private Cloud ( Amazon VPC ) #l Lambda 2 [8]
BIEERE., B/ Amazon VPC & A0UE#EE| AWS Security Token Service (AWS STS)
Secrets Manager AT R, BXEZFEE , HZH (AWS Lambda FF R AR IERE) WA
Lambda Bt &E#Z 0O VPC LT Ko

3. f#£H AWS Management Consolei Lambda E¥ELEREERNEHR. BEALAERZcreate-
event-source-mapping AWS Command Line Interface @55,

4. A Lambda HEURE —LRERLEBEMNEHREFEANERE ., SHFEMREK RN Lambda fEE
RFRIBMWS|ZER, UTEFATF Amazon MQ for ActiveMQ BAFIH Lambda &R,

® Note
FEiZTflH |, testQueue 2BRAFTIHIE Fr,
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https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#brokers-broker-id-http-methods
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_CreateNetworkInterface.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DeleteNetworkInterface.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeNetworkInterfaces.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeSecurityGroups.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeSubnets.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeVpcs.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_CreateLogGroup.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_CreateLogStream.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutLogEvents.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_GetSecretValue.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc.html#vpc-internet
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc-endpoints.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc-endpoints.html
https://docs.aws.amazon.com/lambda/latest/dg/with-mq.html#services-mq-eventsourcemapping
https://docs.aws.amazon.com/cli/latest/reference/lambda/create-event-source-mapping.html
https://docs.aws.amazon.com/cli/latest/reference/lambda/create-event-source-mapping.html
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"eventSource": "aws:amq",

"eventSourceArn": "arn:aws:mq:us-
west-2:112556298976:broker:test:b-9bcfa592-423a-4942-879d-eb284b418fc8",

"messages": {

L

"messageID": "ID:b-9bcfa592-423a-4942-879d-eb284b418fc8-1.mq.us-
west-2.amazonaws.com-37557-1234520418293-4:1:1:1:1",
"messageType": "jms/text-message",
"data": "QUIDOkFBQUE=",
"connectionId": "myJMSCoID",
"redelivered": false,
"destination": {
"physicalname": "testQueue"
1,
"timestamp": 1598827811958,
"brokerInTime": 1598827811958,
"brokerQutTime": 1598827811959
1,
{
"messageID": "ID:b-9bcfa592-423a-4942-879d-eb284b418fc8-1.mq.us-
west-2.amazonaws.com-37557-1234520418293-4:1:1:1:1",
"messageType":"jms/bytes-message",
"data": "3DTOOW7crj51lprgVLQaGQ82S48k=",
"connectionId": "myJMSCoID1",
"persistent": false,
"destination": {
"physicalname": "testQueue"
1,
"timestamp": 1598827811958,
"brokerInTime": 1598827811958,
"brokerQutTime": 1598827811959

B2 Amazon MQ iE#ZF) Lambda. Lambda i Amazon MQ E4RE Mt X 15a0E T M = 4R 5T 48
RNEZER , 55 (AWS Lambda FAARERE) HHE Lambda 5 Amazon MQ £& .
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https://docs.aws.amazon.com/lambda/latest/dg/with-mq.html
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S 4 RRKRE

MBERFEAT DS MQ RLHE (T EMITEFARNRRAEAE ) , WHREMERFEMN
Amazon MQ I BRUARBRIER AR, AWS

AR RBIE R A AWS Management Consoleffl BRXE

1. %% Amazon MQ #Z#l1&,
2. NRIDEIEKRF , EBENAZLRE (5120 MyBroker ) , AREEZHIBR,
3. TEMIER MyBroker ? XiEHER , B A , deleteRFIEFE “MBR".

BERRIEBAAFE 5 74

RS LR

N, CEEURT —IME , B AURARFEENTZRE  FRENERT —FKL |, TS
B S TR A -

+ Creating and configuring a broker ( 4% & )
o RENRIESIZBIRA, EFIKRE, CloudWatch HEM4EH HIE

» Creating and applying broker configurations

« Listing brokers and viewing broker details
. BIEMERE ActiveMQ RIEF
» Rebooting a Broker

518 Amazon MQ BJ CloudWatch 3g%x

BB AT LAFF R A T Amazon MQ BYE{ESSEE R Amazon MQ REST API , RE1TXIE#EZE| Amazon
MQ,

Bl 2 HiE 12| RabbitMQ LI

RIE RiE1TE Amazon MQ LHHEREHRE, ©R Amazon MQ HERYER, REE
52 (m5, t3) MK/ (large, micro ) HEGREHIRE —MUEEHIZERE ( Hl20 mg.m5.1arge).

ES ]
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https://console.aws.amazon.com/amazon-mq/
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/amazon-mq-documentation-history.html#enginetutorialbestpracticesredirect
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/
https://docs.aws.amazon.com/amazon-mq/latest/migration-guide/
https://docs.aws.amazon.com/amazon-mq/latest/migration-guide/
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- FZE 1. 8lE RabbitMQ LI

- |2 F{ET VM WNAEFEEIEHRE
« HE3 . (AL ) EEE AWS Lambda BEHE

- S 4 BIBRNKE

- BRESR

\|

HIR 1 : 2 RabbitMQ X IE

F—MERFEERLHN Amazon MQ 5 R EIERE. UTRAIGANAEANRERZLE, AWS
Management Console

1.
2.
3.

&% Amazon MQ #24l& .
£ Select broker engine ((EFENRIESIZ) WHA L , %#F RabbitMQ , RFIERE Next (T —2)

£ Select deployment mode ((EFEBBER) TTH L , 1%£3#F Deployment mode (EPBHE ) , B0
Cluster deployment (SR8 #8E) , A/FIEE Next (T —F),

« BLHIRERNMT Network Load Balancer (NLB) EEMN — N AXFH—PMIBARK, KRBT
SN AREFM Amazon EBS F#EHTERE. BXEZEERE | BRI ELHIKE,

- 5a MK RabbitMQ £ & ZE 2 H Network Load Balancer FEH =4 RabbitMQ X E T &
HRENZEIE  BINTRESAITARX (AZ) 2RAHREAF., BRI HRRS. BXES
ER  FERATENSTAMNERTSE,

£ Configure settings (Bt &% &) R HE M Details (FHEL) o , FITUTERE :

a. %A Broker name (fREBFF)o

/A Important

BOERBZHPTRNNMNASHER (P ) REATBREBBES ., REZHAH
Hh AWS BRS5 ( @3B CloudWatch & ) 7R, REZHTES A TAERBBRE
EO

b. i%&#® Broker instance type (fREEEHIZER) ( 20 mg.m5.large ) « BXEZEER , S
¥ Broker instance types.

S 1 : 8l RabbitMQ XIE 17


https://console.aws.amazon.com/amazon-mq/
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® Note

Hitig B o224 T HREZ A CloudWatch B &AL E MK iHENRAN®ET, MRE
BIET —AEENTFFAA RN FAE RabbitMQ I8 | M| A4001%3E — 4N Virtual Private
Cloud ( VPC ) HELE — ML EHAXRFREHNRIE,

5. 1£ Configure settings (BLE X&) JTHHA RabbitMQ access (RabbitMQ 7 8]) % , =4t
Username (A &) # Password (%), A TREERTFTREEFEXEIL :

- AFBREAEZRERFTEH. BU&, ASMTHE (-._) . WHEFSEEEMBEL
(~) FfF. Amazon MQ Z It # /A guest fERRAF &,

- BBYUMEDN 1240NFEH  BEED4NME—FH , HEFBERES, E5HES (=),

/A Important

BENERBAFEPRIMNMAZHES (PI) AEMBHBIHBES . Hit AWS RS
( 2%& CloudWatch B& ) AIARIZLANAFE. KEAFETEEATAESER
i,

6. J\.i?%—l:_ﬁo
7. 7£ Review and create (B M) RE L , B LUEEENERHABEEENERITHRE.
8. %% Create broker (BI2RIE),

% Amazon MQ B2 ERIER , 28 7R Creation in progress (IE1E8IE) RS,
BIBRERAFZTE 15 248,

RIS ENRIET , Amazon MQ £ &~ Running (IEFEi21T) RS,

MyBroker Running Single-instance broker mg.mb5.large
9. i%#MyBroker,

fEMyBrokerTUE LH Connect T4 , i2 T MK LA RabbitMQ M IS & M4t |, Hlan

S8R 1 8l RabbitMQ I 18


https://www.rabbitmq.com/management.html
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https://b-c8349341-ec91-4a78-ad9c-a57f23f235bb.mq.us-west-2.amazonaws.com

F5 , BIE TEREMN secure-AMQP KLinT Ko U FR— amgps L inT [ E RMiATEF iR O
5671 Ky RBl,

amgps://b-c8349341-ec91-4a78-ad9c-a57f23f235bb.mq.us-west-2.amazonaws.com:5671

|2 RET VM HNNAEFEEIEHARE

£/2 RabbitMQ REfE , BRI LU ARFIEZEDZRE, UTREEROMER RabbitMQ Java &
PinERBEENKRENIERE  SIBAIHLEEE, B ERAEIES IFM RabbitMQ & iR
EEEZE| RabbitMQ KB, BXxXHEM RabbitMQ BEFIREMNEZEE |, 2SR RabbitMQ & i E
MFKXIE,

FRFMH

(@ Note

UTRERFUESRIGER TRIEARE LT AR M RabbitMQ X2, MRERIEECEER
NFFAG RS | M BBk ©4.

BH VPC Bt

ERRENARE R LUESLN VPC FiFH |, 824913 A enableDnsHostnames
enableDnsSupport VPC B, BXEZEE , 2 (Amazon VPC AF#ER) F K VPC FH
DNS Support,

BRAhIER

1. B35 Amazon MQ Z#lA.

2. MRLEBAFIRS | EREHNIRLENEF (510 MyBroker ) -

3. TEiZMyBroker WHEE “E3%" 34 , B TRIEM Web #2414 URL ML IHILE that M O,
4

£ Details (¥ AEE) 2P B Security and network (Z£E5ME) T , MBEHNLLABZHHR
2

SR 2 [ET VM W ARFEEDGHRE 19


https://www.rabbitmq.com/connections.html
https://www.rabbitmq.com/java-client.html
https://www.rabbitmq.com/java-client.html
https://www.rabbitmq.com/devtools.html
https://www.rabbitmq.com/devtools.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-dns.html#vpc-dns-support
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-dns.html#vpc-dns-support
https://console.aws.amazon.com/amazon-mq/
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LAt 7R EC2 Dashboard B9 Security Groups (Z£4) T H -,
5 MNZ2AFKRD , ERENTL4H,
6. TERMEESD , #%&4® Inbound (A¥h) , RFIEEFE Edit (REB).

7. 7 Editinbound rules (4R AMWEMN) JFFES , NHFELFHBBEN URL LT LURIM
N ( AT REIE RN RRIE Web 1251 ST HRE,

a. EBHRMBN,
b. XF Type (EH) , #%# Custom TCP (BENX TCP),

c. XF Source (R) , %#F Custom (BEN) , RAERBABHLEREL LR Web BHEIENREM IP
et (4170 192.0.2.1),

d. EEERRF.
NV RIBIE A AR AVEEE,

NN Java fKEHIN

MREEA Apache Maven 31T BIHE |, BFRUTHRBIBURIMEEE pom. xml X#HH, Bx
Apache Maven AT E N RIEBERXHHNEZEER , S5 POM &,

<dependency>
<groupId>com.rabbitmg</groupId>
<artifactId>amqp-client</artifactId>
<version>5.9.0</version>
</dependency>

MREBEEMFEH Gradle HITEIHE | i5F AT R,

dependencies {
compile 'com.rabbitmg:amqp-client:5.9.0'

}

& A Connection # Channel 2£

RabbitMQ Java & F iwff com.rabbitmq.client fEREMBEHHE , Connection F Channel
API £ 4 53R~ AMQP 0-9-1 E#MEE, FHES A Connection M Channel 3 |, WA RHGIFT
o

import com.rabbitmq.client.Connection;
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https://maven.apache.org/guides/introduction/introduction-to-the-pom.html
https://docs.gradle.org/current/userguide/userguide.html
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import com.rabbitmqg.client.Channel;

£/ ConnectionFactory HiEEZEHWARE

FRAUTREIGBERAESHMN ConnectionFactory K354, M setHost FiEEERZAIC
THREBLKRT R, NTF AMQPS &4k , BFEMAKO 5671,

ConnectionFactory factory = new ConnectionFactory();

factory.setUsername(username);
factory.setPassword(password);

//Replace the URL with your information
factory.setHost("b-c8352341-ec91-4a78-ad9c-a43f23d325bb.mq.us-west-2.amazonaws.com");
factory.setPort(5671);

// Allows client to establish a connection over TLS
factory.useSslProtocol();

// Create a connection
Connection conn = factory.newConnection();

// Create a channel
Channel channel = conn.createChannel();

[6] SR 25 R A0 H B

O LAE A Channel.basicPublish R HEE XM EIR#ET. AT RHEIEA AMQP Builder 3k
BEEARNAREA plain/text HWEHEBHENR,

byte[] messageBodyBytes = "Hello, world!".getBytes();
channel.basicPublish(exchangeName, routingKey,
new AMQP.BasicProperties.Builder()
.contentType("text/plain™)
.userId("userId")
.build(),
messageBodyBytes);

(® Note
BEE , BasicProperties R HEI KM FEEXRNANEZE AMQP,

SR 2 [ET VM W ARFEEDGHRE 21
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T BIRA S H 2 WCH B

BOLUBE A Consumer #O1TRAFIRZUOER, 1TTHRE , SHEENEIENB3EiE,

SCH Consumer WE MR 5 EZREH F2 DefaultConsumer, DefaultConsumer SR A LMER
basicConsume ERAMN —ZBo1EELAREITR , AT REIFFR.

boolean autoAck = false;
channel.basicConsume(queueName, autoAck, "myConsumerTag",
new DefaultConsumer(channel) {
@Override
public void handleDelivery(String consumerTag,
Envelope envelope,
AMQP.BasicProperties properties,
byte[] body)
throws IOException

{
String routingKey = envelope.getRoutingKey();
String contentType = properties.getContentType();
long deliveryTag = envelope.getDeliveryTag();
// (process the message components here ...)
channel.basicAck(deliveryTag, false);
}
1)
(® Note

RARNBAVEE T autoAck = false , FTALIAIAZE R Consumer BER | XTE
handleDelivery HFEPRSTERTZNFE , WRHIFTR.

XA T SR ENIERE
BT 5EM RabbitMQ RERES |, BXABEMERE , TR,

channel.close();
conn.close();

(® Note
BXfEH RabbitMQ Java BEF IRENEZEE |, HSH RabbitMQ Java &% AP| 18R,
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https://www.rabbitmq.com/api-guide.html

Amazon MQ FRARIER

HBR 3 (A ) EEZEE AWS Lambda BI#K

AWS Lambda AT LUGEREH FEHARK B ERN Amazon MQ REREE, HEFREERT Lambda B , A
Dl EHRRE , MBASIRZECEREH EZ ARAERK. SoIENSH4RRSA D HNENKEDRIZEUE
B, L JSON MR F e N Lambda k.

FHENREEEE Lambda B
1. ®UT IAM AR RAFME Lambda EHITHE,

* mq: DescribeBroker

* ec2: CreateNetworklInterface

* ec2: DeleteNetworklInterface

* ec2: DescribeNetworklnterfaces

» ec2: DescribeSecurityGroups

* ec2: DescribeSubnets

» ec2: DescribeVpcs

« B : CreateLogGroup

« B : CreateLogStream

« B : PutLogEvents
. BREEES : GetSecretValue

® Note
WMRZELEN IAM R |, BHEBFTEM Amazon MQ iR H K 2 REE R,

2. (W) MRECET —NKELFUHRAMHNRE | NATRTTEHEAR —TURELA T
Lambda ZEZ R ERRE -

* ABPMRBTREE - NAT WX, BXESFEELE , H5H (AWS Lambda FF R ARIER) F
MVPC % 13 B R A B BX A BR 55175 170 o

« £/ VPC LT RIEEH Amazon Virtual Private Cloud ( Amazon VPC ) #l Lambda 2 [8]
BIEERE., B/ Amazon VPC &A% E| AWS Security Token Service (AWS STS)
Secrets Manager AT R, BXEZFEE , HZH (AWS Lambda FF R AR IERE) WA
Lambda Bt E3#Z 0 VPC LT Ko
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https://docs.aws.amazon.com/lambda/latest/dg/invocation-eventsourcemapping.html
https://docs.aws.amazon.com/lambda/latest/dg/invocation-sync.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#brokers-broker-id-http-methods
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_CreateNetworkInterface.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DeleteNetworkInterface.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeNetworkInterfaces.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeSecurityGroups.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeSubnets.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeVpcs.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_CreateLogGroup.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_CreateLogStream.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutLogEvents.html
https://docs.aws.amazon.com/secretsmanager/latest/apireference/API_GetSecretValue.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc.html#vpc-internet
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc-endpoints.html
https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc-endpoints.html
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3.

£/ AWS Management Console i Lambda B EL EREENSHIR. BEAILAERZcreate-
event-source-mapping AWS Command Line Interface @55,

A Lambda HE¥EE —LRERLEBNEHREBFERANER, E4RMREKLERN Lambda 7AEE
RTFRERS|ZEERAE, LLTE Amazon MQ for RabbitMQ BASI#Y Lambda 515 =6l

® Note

EiZRBIH | test BAAIINER , / RRRIAERIENNEFH. BUOEEN  EHEAN
SHESIE test::/ To

{
"eventSource": "aws:rmq",
"eventSourceArn": "arn:aws:mq:us-
west-2:112556298976:broker:test:b-9bcfa592-423a-4942-879d-eb284b418fc8",
"rmgqMessagesByQueue": {
"test::/": [
{

"basicProperties": {
"contentType": "text/plain",
"contentEncoding": null,
"headers": {

"headerl": {
"bytes": [
118,
97,
108,
117,
101,
49
]
},
"header2": {
"bytes": [
118,
97,
108,
117,
101,
50
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https://docs.aws.amazon.com/cli/latest/reference/lambda/create-event-source-mapping.html
https://docs.aws.amazon.com/cli/latest/reference/lambda/create-event-source-mapping.html
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}I

"numberInHeader": 10

}
"deliveryMode": 1,
"priority": 34,
"correlationId": null,
"replyTo": null,
"expiration": "60000",
"messageId": null,
"timestamp": "Jan 1, 1970, 12:33:41 AM",
"type": null,
"userId": "AIDACKCEVSQ6C2EXAMPLE",
"appId": null,
"clusterId": null,
"bodySize": 80

.

"redelivered": false,

"data": "eyJ0aWllb3VOIjowLCIkYXRhIjoiQlpybWYwR3c4T3YQYnFMUXhENEUifQ=="

}
]
}
}

B2 Amazon MQ iE#Z) Lambda., Lambda i Amazon MQ E4RIE Mt X 15a0 & T = 4R 5T 48
RNEZEER |, B5H (AWS Lambda FRXARIERE) FHRF Lambda 5 Amazon MQ & Ao

S}, 4 MBRARE

MREFAFEAT L MQ XLHE ( BFLTMITEFANNERAEAT ) , WKREBERTEEM
Amazon MQ I BRUARBRER AR, AWS

AT R BIE R IA 6 AWS Management Consolefftl BRACE,

1. &3 Amazon MQ ##lA,
2. NELmoRp | EFEENKLLHE (Hla0 MyBroker ) , AREIEFEMIER.
3. TEMIBRH MyBroker ? FJHEAER , BA , deleteRFERF “MBR",

BERREAXAFTE 5 5484
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https://docs.aws.amazon.com/lambda/latest/dg/with-mq.html
https://console.aws.amazon.com/amazon-mq/
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RELR

N, LEEHRT MU F-ARARFESTERE  FRENERT —RHE , LA
LU TR

« REBARIES|IZERA, KHIRE, CloudWatch B EM 4 B EIN
Listing brokers and viewing broker details

SIBRMEE ActiveMQ REAF

Rebooting a Broker

1A Amazon MQ # CloudWatch 354%

BT LAFHEIRA T 8 Amazon MQ FY&{ERERM Amazon MQ REST API , ARBRITXIERE| Amazon
MQ,



https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/amazon-mq-documentation-history.html#enginetutorialbestpracticesredirect
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/
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EIE Amazon MQ L&

FEUTHH , BRI BEXEEMNEDT Amazon MQ KERH A,
£l

« 43 Amazon MQ RIE

« F+4% Amazon MQ RIE 5| EiRA

o RIERE

« 3H Amazon MQ REHEEREBEFAEE
« BRAALRFHRNAE Web 25 &

- EJB Amazon MQ R

 HIBR Amazon MQ K

- B Amazon MQ KEEE

- EfiRA

« N BRANIFRE

43 Amazon MQ X IE

Amazon MQ EHIFERRENEMS. RERSHSIBRERTEY . EFNFENRATHRTE , B&
ZAFEMNE |, EERBURT I EEREZHNRE, Sl , MREEBEEIRESIEMAARRE
T RERBIRE | Amazon MQ FFHE T —MTRIB 4 B BRI N A IRV E o

AT BEARE B DEF B ERANEFEIEE , BUERESNTAKX (AZ) BEESTRAMNAES
EERX, REEHRESIZERE | Amazon MQ REUTZ AKX EHBRR,

« Amazon MQ for ActiveMQ — Amazon MQ for ActiveMQ Bt = z1/Z A8 , UM TAM, £
FE/ZAERXT , Amazon MQ —XIT— NSRBIV 4EFiRE  BREDE—INRGFRZTH, It
S, BIE T LU E N K E IR D BEEANE,

« Amazon MQ for RabbitMQ — Amazon MQ for RabbitMQ B EE 2T , LSS S AM., EEHI
% , Amazon MQ — XTI T ENEFBRE , ARLEREBEEDHNEEZTHT =,

BX Amazon MQ BWH REXRABRENAEBELNTRPBNZEERRTRENESER ,
FSFAUTAEXRERNAESI ERER X,

g RE 27
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« the section called “Amazon MQ for ActiveMQ F{E3EER”

« the section called “Amazon MQ for RabbitMQ F{EStE”

BRI L H B AT R |, BERSFBEM /N, XRFBE Amazon MQ RE 4P IRERTER , I
ERHEME3.

FAUEERBRENSES EMREEETORZ LN R, UTEENFNAER AWS
Management Console AWS CLI, 1 Amazon MQ AP| AZAEEFE O,

F&
o FER LR R

AR IE L BT ER

FEERERWEF A , Amazon MQ FHRITEMSLHENER , SINEHRERETALR. ERELL
P ITER , BT LAER AWS Management Console AWS CLI, = Amazon MQ AP,

/A Important

ET—MIYNEFRT Rz , BREZIAEABRKNER LT TERMIR, Amazon MQ R
B R4 T ERIER |, RARXBURANZ ST AR EZNEH AR BT RIFLER ML
.

REBLFITRTEMAG , Amazon MQ 2EERS , AWEET —MEF R EREI 2 BEZ T
%o

FRLCEEF R , RAETRAMETSZ IR,

AWS Management Console
ERBEZLLDHETFINE , BEEA AWS Management Console

1. 3% Amazon MQ ##l &,

2. EEMSMBERED , %2 Brokers ((RE) , REMIIRFPIEFRLEHRNRE,
3. EREFMAFER L, EE Edit (%RE).

4. 7 Maintenance (4#) T , 1T T84,

a. XF Startday (FF#AB ) , NTHRFIFRFPIEFEH/L , B0 Sunday ( EHIH )

BRAEBEF R 28


https://console.aws.amazon.com/amazon-mq/
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b. YT Starttime ( FrigatiE ) , EFREEN T —MREBEF TREZHN —XP/ et M2 |
f5izn 12:00,

® Note
Start time (FFEREI[E) EBIE A UTC+0 BY XHATEE,

5. RHPAEEZHIERE Save (R1F). MENFAREIRTER,
6. TEREBIFMEENE LM Maintenance widnow ( EH TR ) T, RIEREE R T HOEIERIT

AWS CLI
BRELLOHETIE , A AWS CLI

1. {8 update-broker CLI ts S HIEBENUTSE , LIRHBIFT R,

« --broker-id-Amazon MQ FREBERWHE— ID, BELE
WK ARN 4T ID, Hlg0 , 4L ARN arn:aws:mq:us-
east-2:123456789012:broker:MyBroker:b-1234a5b6-78cd-901e-2fgh-3145j6k17819 ,
R 1D ¥ b-1234a5b6-78cd-901e-2fgh-3i45j6k17819,

« --maintenance-window-start-time - WENLTEWHIRENESEAEF R BINRNS
o
- DayOfWeek — £2HJ1. , AL TiE% : MONDAY| TUESDAY | WEDNESDAY | THURSDAY
| FRIDAY | SATURDAY | SUNDAY
« TimeOfDay - BY[E , XA 24 /et

« TimeZone - ( A% ) X , IURAER/MX/ETHH UTC RBELRN. RINREN
UTC,

aws mq update-broker --broker-id broker-id \
--maintenance-window-start-time DayOfWeek=SUNDAY,TimeOfDay=13:00,TimeZone=America/
Los_Angeles

2. (®% ) A describe-broker CLI i 5 REIF4EF TR 2 S ERIDEHo

aws mq describe-broker --broker-id broker-id

BRAEBEF R 29


https://docs.aws.amazon.com/cli/latest/reference/mq/update-broker.html
https://docs.aws.amazon.com/cli/latest/reference/mq/reboot-broker.html

Amazon MQ FEANGIER

Amazon MQ API

£ Amazon MQ AP| {2/ IE 4 3 i B

1.

£/ UpdateBroker API #&4E, ¥EE broker-id fEARESH., UTRABENREE us-
west-2 X#EH, BXRATAN Amazon MQ s RHNEZEER |, BSHE (AWS —iSZE) Fiy
Amazon MQ % = F PR,

PUT /vl1/brokers/broker-id HTTP/1.1

Host: mqg.us-west-2.amazonaws.com

Date: Wed, 7 July 2021 12:00:00 GMT
x-amz-date: Wed, 7 July 2021 12:00:00 GMT
Authorization: authorization-string

EERAHEFFEAFEA maintenanceWindowStartTime S8H WeeklyStartTime BIRE
B,

{

"maintenanceWindowStartTime": {
"dayOfWeek": "SUNDAY",
"timeZone": "America/Los_Angeles",
"timeOfDay": "13:00"
}
}

( AIi& ) £/ DescribeBrokerAPI RERIELEF TR R B EHNIIER . broker-id#igsENER
S8,

GET /v1/brokers/broker-id HTTP/1.1

Host: mq.us-west-2.amazonaws.com

Date: Wed, 7 July 2021 12:00:00 GMT
x-amz-date: Wed, 7 July 2021 12:00:00 GMT
Authorization: authorization-string

H4% Amazon MQ R 5| R4

Amazon MQ B NI A X FWRE S| BERBRUFHRES|I ERAR, FNSIBREASTELZLHT., &
REEMHE AR5 B,

T 51 ZERRA 30


https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#UpdateBroker
https://docs.aws.amazon.com/general/latest/gr/amazon-mq.html#amazon-mq_region
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#brokers-broker-id-model-weeklystarttime
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#brokers-broker-id-http-methods
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Amazon MQ RIFE M IRAZBHIFSBALRAS | #1. X.Y.Z £ Amazon MQ I F | XFRREM
K, YRBRERAK | ZRRFAINTREAS, ARERFMPRA .

« FEMAAR - SEBESIBRASERIRE, FlA0, MRAE 1. 0 ARBIMRA 2. 0 AN EBRAE
o

« REMAAR-PRBHRASHATSIBMASREERNRE, HlI, MRE 1 AL 5 B
1o 6 WHNREBRAFAR,
BXRENMNEERESIERENETERAEENAEZRAIEENESREE , TSHUTEE,

« the section called “fRAEE"
« the section called “MR A< EIE”

BN F R ENREARI T MO EERE, RERESHTRE. HEFEEHRER
AFEEY , Amazon MQ FFELEYT BT ERAFENRBA R B ZISHZITRE. MREFFEEK
ERAALR , Amazon MQ L& HBIRBRAH ZFL L RPRFENAEARE T —NRERA

FHMBAFREARSE TN EF T RRARELENEIREZFTRE.
BT EBENBUAFHARRESIBRAE , URNAHEB S REREFAR,

£}

« FEHALREIBMRAE

- BRARRESIZERA
« BIERALIXERA

FRIFREIZRRA

EFHRENSIZBRAARIFHOEEZRAIGRERAE , LA LUERA AWS Management Console
AWS CLI, = Amazon MQ API,

AWS Management Console
EARRREASIZBIRA , EEMA AWS Management Console

1. &% Amazon MQ #4154,
2. TEEMSIEKS |, %82 Brokers ((RIEE) , ABMNIIRFIEREEAHRWNAE,

FHAREIZERE 31


https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#brokers-broker-id-prop-updatebrokerinput-autominorversionupgrade
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#brokers-broker-id-prop-updatebrokerinput-autominorversionupgrade
https://console.aws.amazon.com/amazon-mq/
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3. EAREFARFEER L , &#F Edit (k).

4. 1£ Specifications ($1#&) T , X F Broker engine version ({R 2SI ZIRA) , M THIFIR ik B H AR
$%O

5. RHFTEEZHERE Schedule modifications (1T X&)

o

6. 1E Schedule broker modifications (itXI{XEER) WE L , X¥F When to apply modifications (A
RRAENR) T, ERUATEIZ—,

o WMREBHLE Amazon MQ £ F — PNt RI4EF BTERTERMAFL , 1H1ER After the next reboot
(FREFBE).

- MREBIUNEHBHRBEHARSIZRE , HikE Immediately (IZED),

/A Important
LRI/ EEZ R
7. 1&#F Apply (RA) AR M AE R,

AWS CLI
BEARRIEAYSIZEMA , BER AWS CLI

1. f£H update-broker CLI TR S HIEEU TS , MRHBIFF R

« --broker-id - Amazon MQ FIREBERWHE— ID, BELE
WK ARN 4T ID, Hlg0 , 4L ARN arn:aws:mq:us-
east-2:123456789012:broker:MyBroker:b-1234a5b6-78cd-901e-2fgh-3145j6k17819 ,
RE 1D ¥4 b-1234a5b6-78cd-901e-2fgh-3i45j6k17819,

« --engine-version - RES|IZBEEAHLKINRES,

aws mq update-broker --broker-id broker-id --engine-version version-number

2. (W% ) WREEILEARSIZMAE , EEM reboot-broker CLI an & E#T B s B K E,

aws mqg reboot-broker --broker-id broker-id

MREFBEFEINEBENYENAER , Amazon MQ FHET — M XILEF T BRAARKE,

FHAREIZERE 32


https://docs.aws.amazon.com/cli/latest/reference/mq/update-broker.html
https://docs.aws.amazon.com/cli/latest/reference/mq/reboot-broker.html
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/A Important
ERREFEER L.

Amazon MQ API
£/ Amazon MQ APl AHARER 5| Z iR

1. fEH UpdateBroker AP| #4E, $§7E broker-id ENBES . U T REBERETE us-
west-2 XEH, BXRATAN Amazon MQ s RNEZEER |, BSHE (AWS —SZE) Fiy
Amazon MQ % = F PR,

PUT /vl1/brokers/broker-id HTTP/1.1

Host: mqg.us-west-2.amazonaws.com

Date: Mon, 7 June 2021 12:00:00 GMT
x-amz-date: Mon, 7 June 2021 12:00:00 GMT
Authorization: authorization-string

EERAEPER engineVersion HEEEARINKEBHRAES,

{

"engineVersion": "engine-version-number"

}

2. (W& ) WREEABEARSIZBRAE , EEMA RebootBrokerAPI REE S BN E, broker-
idBEENBESH

POST /vl1/brokers/broker-id/reboot-broker HTTP/1.1
Host: mqg.us-west-2.amazonaws.com

Date: Mon, 7 June 2021 12:00:00 GMT

x-amz-date: Mon, 7 June 2021 12:00:00 GMT
Authorization: authorization-string

MREFBEHBHNEMUENNAER , Amazon MQ FE T —MRIEHF R BRAARKE,

FHAREIZERE
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https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id-reboot.html#RebootBroker
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/A Important
ERREFEER L.

B3 A FORE 5| F R A

BRI U RHREAEE RS EREMNBIEEIREMAALE , E2BIERREBERIURIZES, EBCE
MAERENEIIREMAFALE , B LUERH AWS Management Console AWS CLI, B Amazon MQ
API,

AWS Management Console
EREEHREREHALE , FFEA AWS Management Console

1. B3 Amazon MQ ##| 5.

2. EEMSEKRSP , £ Brokers (RE) , AEMNIRHPERELEARHRE,
3. EREBEFHMAFEET L , &# Edit (5RE).
4

£ Maintenance (43#") & , i£#* Enable automatic minor version upgrades (/& B B 31X BRA F+
K)o

® Note
WMRER T 2oL, NFTXEHITEME R,

5. HERHEIKZEE Save (7).

AWS CLI

EBEIREBNRERAAL AWS CLI , EEA update-broker CLI is B HIBEEU TS,

« --broker-id - Amazon MQ FIREBEKWE— ID, BELE
WK ARN 4T ID, Hlg0 , 44T ARN arn:aws:mq:us-
east-2:123456789012:broker:MyBroker:b-1234a5b6-78cd-901e-2fgh-3145j6k17819 ,
R ID ¥ b-1234a5b6-78cd-901e-2fgh-3i45j6k17819,

« --auto-minor-version-upgrade — BUE BERBRARFLEI,

B3 AR ESI R 34
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aws mq update-broker --broker-id broker-id --auto-minor-version-upgrade

MREERAENRBEREHREREAL , EFEA --no-auto-minor-version-upgrade £
o

Amazon MQ API

EBEY Amazon MQ APl BUE B SIRERAHLY , iHFEH AP UpdateBrokerl #4E, $E7E broker-
id ENBESH. UTTROIBERETE us-west-2 X, HXAIAM Amazon MQ i SN E Z{E
B, #ZH (AWS —#x5E) H 8 Amazon MQ i S A R,

PUT /v1/brokers/broker-id HTTP/1.1

Host: mqg.us-west-2.amazonaws.com

Date: Mon, 7 June 2021 12:00:00 GMT
x-amz-date: Mon, 7 June 2021 12:00:00 GMT
Authorization: authorization-string

FEAERAE DI autoMinorVersionUpgrade & 4 3RE8E B3R BEMAF R,

{
"autoMinorVersionUpgrade": "true"
}
MREBNENREFEAEDNRBREIAR , FEBFRERAE PR
& "autoMinorVersionUpgrade": "false'",

SIZMALILXFF AT
Amazon MQ fRAL L35 B T 2B AERE S| BIRAMN LI T, Y5 BREL X

Bf , Amazon MQ £ B3 IZRA EWAMEREBEFHE T — NI AMRAK, E5IZBMALILETRFZ
Bl , Amazon MQ £ZF 47 90 KA X HBA,

TEERAZSAT , HSH ActiveMQ 2?22 1 D MQ F12?25EA T RabbitMQ fIIE D # MQ.

RERS

REHHIRORERES R, TRIIHT Amazon MQ RIEEEVIRES.
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https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#UpdateBroker
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Amazon MQ FRARER
#HAE AP iR
Bl X W CREATION_FAILED oL E A,
EEBIE CREATION_IN_PROGRESS Bl EEQIBRE,
IE 7 M B DELETION_IN_PROGRESS B Bl 72 M BRACE,
EEER REBOOT_IN_PROGRESS BRIEEERNRE,
EFIETT RUNNING KEALETT,
FREKRIRE CRITICAL_ACTION_RE REIEEET , BRATEER

QUIRED

5l Amazon MQ REBHEERBIEMAER

FEI&FER Amazon MQ BZERT , SIETEAIERFEKRLY 15 58,

A, BEVARITERE, B
Mthe section called “tFEHF
Bk : Amazon MQ IREFFER
BN SIRAERREMENR
1, &0 LA B R R R BT 15
B,

LARRBIER T i £/ AWS Management Consolel@3d 5l i 24 &1 X 15 B R B R IA G R IER

R

FIHREAERTREFAES

1. &% Amazon MQ EZ4l&,

B &S B X R,

JHREBEHEEREFAES
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Amazon MQ

FRARER

Brokers (3) info

Q

Name A
MyBroker
MyBroker2

MyBroker3

Creation time (Local)

Oct 27, 2020 9:39 AM

Oct 27, 2020 9:40 AM

Oct 27, 2020 9:38 AM

Status ¢ Broker engine

v

Deployment mode

Running ActiveMQ Active/standby broker
Running RabbitMQ Single-instance broker
Running RabbitMQ Cluster deployment

RE2EREMENUTESR !

< B

« RKE

Creation date (8% B )

+ Deployment mode (EBEHE )

e

RSN REN BN

v

1 @

Instance type v
mg.mb5.large
mg.mb5.large

mg.mb5.large

X F ActiveMQ K3E , MyBroker MH L 2N ENREE REEER Details ((FHEFER) :

Details

ARN Info

arn:aws:mq:us-west-2:123878009876:broker:MyBroker:b-2f91ed40-de60-40b2-9141-ddce16cb0a0f

Specifications
Broker status
Running

Broker name
MyBroker

Broker instance type Info

mg.m5.large

Deployment mode Info

Active/standby broker

Storage type Info

Amazon Elastic File System

Broker engine Info
ActiveMQ

Broker engine version
5.15.12

Configuration

Configuration name

MyBroker-configuration

Configuration revision

Revision 1 - Auto-generated default for
MyBroker-configuration on ActiveMQ 5.15.12

CloudWatch Logs

General
Disabled - Logs [4

Audit
Disabled - Logs [4

Security and network

VPC Info
vpc-286¢basb [4

Subnet(s) Info
subnet-4388bbo8 [
subnet-7942b82g [4

Security group(s) Info
sg-1abc5867 [4

Public accessibility Infe

Yes

IP Addresses

53.208.204.167
46.290.203.267

Maintenance

Automatic minor version upgrade

Yes

Maintenance window
Saturday 19:00 - 21:00 UTC

*F Amazon MQ for RabbitMQ I , &R LATE MyBroker2 T H £/ Details (¥ 4HEE) EB0

EFREMNRE , WTFAAR.

JHREBEHEEREFAES
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Details
ARN Info Broker instance type Info Security and network
arn:aws:mq:us-west-2:123413139898:broker:MyBroker2:b- mg.mb5.large
VPC Info
751396a6-e097-4e7f-85e4-de98a5598869 Broker engine version vpc-111ccaSh [A
Brok 386
roker name Subnet(s) Info
MyBroker2 Cloudwatch Logs subnet-8vr11jn8 [4
Broker status Disabled - Logs [4 i ibili
Public accessibility Info
Running .
Maintenance Yes

Creation time

Oct 27, 2020 9:40 AM Automatic minor version upgrade

Yes
Broker engine Info

RabbitMQ Maintenance window

Tuesday 18:00 - 20:00 UTC
Deployment mode Info

Single-instance broker

£ Details (F4ER) 882 T , MERUTEE :
+ £ Connections (i) Z4 #H , 3 F Amazon MQ for ActiveMQ R32 |, FFE R Web & A
URL FIZk R LT Ko

Connections

Access your queues and topics and connect your application to the broker. If you disable public accessibility for your broker, your endpoints are reachable enly within a VPC.

Enable connections to your broker b4
To be able to access your broker's ActiveMQ Web Console URL or wire-level protecol endpoints, you must configure one of your security groups to allow inbound traffic. Detailed instructions

ActiveMQ Web Console

In an active/standby deployment, only one of the ActiveMQ Web Console URLS is active at a time.
https://b-2f91ed40-de60-40b2-9141-ddce16cb0a0f-1.mg.us-west-2.amazonaws.com:8162
https://b-2f91ed40-de60-40b2-9141-ddce16cb0a0f-2.mq.us-west-2.amazonaws.com:8162

Endpoints

In an active/standby deployment, only one of the endpoints in each pair is active at a time. You can allow your application to establish connection to either endpoint by using the ActiveMQ Failover Transport.

OpenWire ssl://b-2f91ed40-de60-40b2-9141-ddce 16¢b0a0f-1.mq.us-west-2.amazonaws.com:61617 Copy failover string (Java)
ssl://b-2f91ed40-de60-40b2-9141-ddce 16cb0a0f-2.mq.us-west-2.amazonaws.com:61617

AMQP amgqp#ssl://b-2f91ed40-de60-40b2-9141-ddce16cb0alf-1.mq.us-west-2.amazonaws.com:5671 Copy failover string (Java)
amqp+ssl://b-2f91ed40-de60-40b2-9141-ddce16cb0a0f-2.mq.us-west-2.amazonaws.com:5671

STOMP stomp+ssl://b-2f91ed40-de60-40b2-9141-ddce16cb0a0f-1.mg.us-west-2.amazonaws.com:61614 Copy failover string (Java)
stomp+ssl://b-2f91ed40-de60-40b2-9141-ddce16cb0alf-2.mq.us-west-2.amazonaws.com:61614

MQTT matt+ssl://b-2f91ed40-de60-40b2-9141-ddce16cb0alf-1.mq.us-west-2.amazonaws.com:8883 Copy failover string (Java)
mgtt+ssl://b-2f91ed40-de60-40b2-9141-ddce16cb0a0f-2.mq.us-west-2.amazonaws.com:8883

WSS wss://b-2f91ed40-de60-40b2-9141-ddce16cb0a0f-1.mq.us-west-2.amazonaws.com:61619 Copy failover string (Java)
wss://b-2f91ed40-de60-40b2-9141-ddce 16cb0a0f-2.mq.us-west-2.amazonaws.com:61619

f£ Connections (&) B2 H , X¥F Amazon MQ for RabbitMQ X3 , &~ Web #H &
URL MZ£ AMQP LimT Ko
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Connections
Access your queues and exchanges and connect your application to the broker. If you disable public accessibility for your broker, your endpoints are reachable only within a VPC.

RabbitMQ web console

https://b-c8349341-ec91-4a78-ad9c-a57f23f235bb.mqg.us-west-2.amazonaws.com

Endpoints
Name URL
AMQP amgqps://b-c8349341-ec91-4a78-ad9¢-a57f23f235bb.mq.us-west-2.amazonaws.com:5671

« XF Amazon MQ for ActiveMQ X3 , £ Users (A7) 885 # , Users (FAAF7) ESRIEXE

/A Important

Amazon MQ for RabbitMQ REBF X 583 AWS Management Console 1 Amazon
MQ APl EE R,

R RF U ERE Web 26 &

MREZERTRENRQTAGRMYE , WATHIT T ISR 8215 EARER Web #2515

(® Note
VPC MZ2AMNBHEFET LT RE

FRZM

ENT TSR, BXNEREATAR :

« VPC
« Amazon MQ REEFFHIINEIRY VPC , SR BEBKMMX , &1 private-vpco
« BZ-/NVPC, EF Internet WX , F7 public-vpc,

o WA VPC #AFUHITIER (HIBE VPC NEERE ) , XH¥LQE VPC AHY Amazon EC2 =4l
MU LLEFRE VPC FH EC2 £HIE(E,

- MRFEANE VPC WFEE , XH VPC HEBEBHRLME BN FEE,

R ATFIEEBRE Web 1268 39
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Amazon MQ R A RIEE
- BN

- AT A2 Amazon MQ REHNRLH , BH private-sgo

« BT public-vpc VPC HH EC2 ZfIMZ£4H , FH public-sg.

« private-sg 4 AFXRHE public-sg FWATLEE, RMNBICFLEZE2ARENIHO 8162 ( X
F ActiveMQ ) SR 0 443 ( X F RabbitMQ )

 public-sg A AFIKA 22 LR BEHITEN N AMER,

TR A RFFERREN Web #H &

1. 1£ public-vpc H#IZ Linux EC2 k4l ( MALXLE |, FEELEIP),

2. ERIFVPCHEBEEAER , FEYE EC2 24I#Y ssh iERE , H§ curl S E5EKREHN URI
“£E5FR,

3. MEMITENG , FRAREEAXMNRENLE EC2 A/ IP a0 2| EC2 KHIHY ssh B&
iEo @Uﬂﬂ .

ssh -i ~/.ssh/id_rsa -N -C -q -f -D 8080 ec2-user@203.0.113.0

EENITEN LB HRRRERS R
4, FEENITENLZRAREBEFE , W0 FoxyProxy.
5. FAUTRERELNKER iR
« XNFREEH | FIEE SOCKS5,
« X¥T IP bk, DNS B#MMBRSF AW , iIHEE localhost,
- NFwA , BEE 8080,
« BIBREAIRBER URL B,
« XF URL #=X , #F#E *.mq. *.amazonaws . com*

o WFEHEER  FEE HTTP(S),
EHRERAREBEREPEE , EaUESNITEN LR Web 24 E T,

EZ Amazon MQ {38

ENRENAFLKE BTN ESNE,

HRF AT AR B RER Web 2648 40
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® Note
MREH ActiveMQ RETZEMAB , BANERSREBUMBERSIIRE.

LU R I5E R an{a] 8 FHAWS Management ConsoleE /8 Amazon MQ X,

EE S Amazon MQ R | BHITULTRE

1. 3% Amazon MQ ##l &,
2. MREIRFEREHKERBFR (HIZ0 MyBroker).
3. 1 MyBroker TH Lt , fK)Xi%&E# Actions. Reboot broker,

/A Important
BRGIRERFEERNTRLTRIVRES, SREAERTA , E-XREER— MR,

Actions ¥ H Edit ‘

View CloudWatch metrics

Roll back to the last configuration

Reboot broker

Delete broker

4. 7£ Reboot broker XiFH#EH , 1% Reboot,
BER—/IMMEAXAZES 98, MREFETREEFIRNERREMNIIRERSHRE LRT , N
ERSERREEEEKNRIE,

i B& Amazon MQ 3

MBERER Amazon MQ REE ( HAMITARKIAHEFRLERARE ) | HEXZERENFEM Amazon
MQ A il BR LU A AWS B S

AR R BI5E 7R anal 6 FAAWS Management Consoleffll BRCER

ZEE/F Amazon MQ RE |, FRITUTRE : 41


https://console.aws.amazon.com/amazon-mq/
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i B& Amazon MQ I

1. &% Amazon MQ ##lA,
2. MREFIFRAD , EBRENAIE (HIE0 MyBroker ) , AFIEE Delete (HIER)o

3. £ Delete MyBroker? (R&MIE MyBroker ? ) XiFHEH |, # A delete , AF%k$F Delete (i
BR)o

MERRIERAFTE 5 548

EIE Amazon MQ RIEE &

REQSENRENMERE. BUNECREE K AGCERRE, 25 SUNRRENAT -1
ZMUE

Amazon MQ RIEBE & £ v A HA

NEEEITIRE ActiveMQ AF#HTERTUENAER. ENAER , BAEFT —HFP TR
EERENRE, AXESER , 5 HAmazon MQ REBREL e FH.

TE®ETRELHEALS.

/A Important

T—MIREFHREMEER, NRET - MYUEFPRRZHERSHNE  WSEEH
B ERRAER,

1 B% Amazon MQ X3 20
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Make changes

Pending changes

Wait No wait

(Default)

Changes will be
applied
immediately

Changes will be
applied after next
reboot

Broker Broker
rebooted rebooted

e & Changes applied [ o

XF ActiveMQ , BEEZEENWRENFIERE (XA XML X |, ELTF ActiveMQ #9
activemq.xml X )., BXEIE, MAMEE ActiveMQ RERENEZFER , 155 Creating
and applying broker configurations,

F RabbitMQ , BEEZ BN RIEHNIEIRE ( XA Cuttlefish 183X ) . BXx0IE. NAMNERE
RabbitMQ REBEEBMWEZEE , i5S®Creating and applying broker configurations

S

RELHIZE (m5, t3) MAD (large, micro ) WERAHRR —MRIELFIZERE (Hin
mg.m5.large). FRIIETEBM XG5 ZRAWAA Amazon MQ REESEFIZEE,

=i
« Amazon MQ for ActiveMQ SEfIZEF

ETEE] 43
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« Amazon MQ for RabbitMQ S=4535 &

Amazon MQ for ActiveMQ 32413 &

/A Important
& X BEF Amazon EBS 5 mq.m5 RERFIKBRIIBEEHR. BXEZER , FSH
Storage.
Ot vCPU M7 (GiB) P 45 P BE HERR
mq.t2.micro 1 1 1§ Al
mq.t3.micro 2 1 & W4
mq.m4.large 2 8 s i
mq.m5.large 2 8 = i
mq.m5.x1a 4 16 = 45
rge
mq.m5.2x1 8 32 =
arge
mg.m5.4x1 16 64 =)
arge

ARELEIRFINESEE  BERLEEEBRNAERFIRBEUXNSGEFLE,

Amazon MQ for RabbitMQ =4I| £

/A Important
BREFAREM mg.m5. EHIKEERR A mq.t3.micro EHIKE,

Amazon MQ for ActiveMQ SE4I35 & 44
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oAyl vCPU M7F (GiB) P& RE N A% =
mq.t3.micro 2 1 = W4

/A Important
mqg.t3.mic
ro 3Efl
RKEFX
R
Z,

mq.m5.large 2 8 = K=
mq.m5.x1a 4 16 = i
rge
mq.m5.2x1 8 32 =
arge
mq.m5.4x1 16 64 =
arge
N FIRRIRE
Amazon MQ X R RIRICUABBRRENREADE, BN EERRNFCRR , CAUBIESE

R FAE B SRR IZ R R IR

ES ]
« A BRI

« £ Amazon MQ 2§ AP EEIRE

« {#F Amazon MQ AP| 1 {E#t 1T &I

N BB IRE
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XA 73 e B9 AR 18

EHAHRIRER Amazon MQ BIRAFEITHRADE , B LURINATHRIRREREEZ B W Tk
ERE, XELZRGTSRENLHER., EUUFEARERDBERZHR AWS ke | SURBREFS
AL, ERITIHIRE , BEEMEIREAWS K KBRS ENRSBNE. BXEZER , F5H
(AWS BilingAl F1EM) PHREAERE S BEIRS.

Bl , &R BUR IR R Amazon MQ BRAY A /O F AR VPR

TR 4 =]

Cost Center 34567
Brokerl

Stack Production

Cost Center 34567
Broker?2

Stack Production

Cost Center 12345
Broker3

Stack Development

EEARIE T REB LR MATHERESH R ME S ARE — KRR |, B ERTE KA D BRSPS
THEXBRE,

£ Amazon MQ 124l & 1 EEHRE
[a] 37 RN PR &

Amazon MQ st V{87 B 2 B eY @ E R, &7 LATE Amazon MQ #26 & Fr iR @) £ [E 7 01 2 HY
BRI INPREE o

B GEFAENRMMIRE | EHATUATERE

1. M Create a broker (8|22 IE) WHA , %£# Additional settings (H i &),
2. 1 Tags (f7%) TH , #%# Add tag (R INIRZ).
3. HA Key (8) M Value ({8) X,

A5 B RIARIC 46


https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/configurecostallocreport.html#allocation-report
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Tags - optional

You can add tags to describe your broker. A tag consists of a case-sensitive key-value pair. Learn more E

Key Value - optional

4. ( H ) E$F Add tag (R IR LEAREBARINZ MR,
5. %% Create broker (/2R IE),

EREQERERFINRL , FHITUTERE

1. M Create configuration (82 H &) TWE , %£#F Advanced (B4H).

2. 1£ Create configuration (BI2E &) TWHE LM Tags (FrZ) T , & Add tag (R INIEX),
3. A Key (8) # Value ({8) X,

4. (A% ) &EF Add tag (R IIFRE) LA A B E RIS MRE,

5. i%4% Create configuration (B2 ELE).

EENERNABRFRVIRE

Amazon MQ TFJit#BTE Amazon MQ BHIAFEFNEBRRENTE, BAlBZERMNERMIEAE
ENHELREREREEBZETRENIFZE, B Amazon MQ BR HRERE , BHRITUTEE

1. 7£ Amazon MQ # %l & Fi%£$F Brokers (X¥) = Configurations (BLi&)

£ Tags (FF%) B9 , EFZEBRHNEHRZ,

2. EBFMFAERERNARE  BLE Edit (RE) (NE |, WRRETNEIRE , NIk Create tag
(BIRAFSE) ) .

3. EHMARNIRE

- EHIERE | B85 Key (8) M Value ({H).

- EMBRIBERL |, 1§1%F Remove (M BR)o

o ERIFIRE |, HIEF Add tag (R INRE) , AEHE A Key (8) M Value (fH).
4. %$F Save.

1£ Amazon MQ ##| & P EERE 47
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£/ Amazon MQ API &4 TEE

FRARER

Amazon MQ it & A REST API 2 1B B & RINIFZ,

EXEZEER , 2 Amazon MQ REST API &%,

fEF Amazon MQ AP| ®{E# TERE 48


https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-tag.html
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£ Amazon MQ for ActiveMQ

KA Amazon MQ , AIEMERESENERNITENFERRLIEEERE, BAUFERAWS
Management Console. Amazon MQ REST API 5, AWS Command Line Interface €%, &2l Bk
R,

X E D HF ST ActiveMQ F RabbitMQ 5IZRAFEEREBNEAREE | JHATAKN Amazon MQ £
ERFIRB R ERS , HAEARE R FE E LT,

ZE 7 ##4B X Amazon MQ REST API B9 & , 2 Amazon MQ REST APl &,

£ |

« ActiveMQ 5|%

« ActiveMQ ##2

« Amazon MQ for ActiveMQ F{E 3Kk

+ Amazon MQ for ActiveMQ K ¥ X B3k iE £ 5l
+ Amazon MQ for ActiveMQ " #9 PR &

ActiveMQ 5|2

LEER D AN AB ActiveMQ RIEBMEARTTE |, 81K ActiveMQ RIBEMED |, HAREBEBSHIHRMHE
F Java Message Service ( JMS ) BB R,

£}

« EXE

- REZEHY

+ Amazon MQ for ActiveMQ R Efl &

« EE Amazon MQ for ActiveMQ 5| Z iR 7

FF Java Message Service ( JMS ) 5 ActiveMQ Fi & £ BB =Bl

EAXE

RED N EFTEEE Amazon MQ L# ActiveMQ AR D EEB S,

ActiveMQ 3|2 49
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F3

. 3z

o REELHIZFEA
- BE

- AP

. Storage

RE

RIE BIZ1TE Amazon MQ LHEERIEIRE, ©=~ Amazon MQ HERYER, KEE
52 (m5, t3) MK/ (large, micro ) HEREHIARE —MUESEHIZERE ( Hl20 mg.m5.1arge).
BXREZELR , iS5 H Broker instance types.

- BEXHIREH—NMNTAXRHFHN—MEBARK,. REBESEZHNNARERLK Amazon EBS 3 Amazon
EFS FE&#HITEBE,

s FH/EARBAFNTEATHAXFHNFENMMEBAR , BBEA TR, SERBSENNARFUR
Amazon EFS #{TEIZBE.

EXEZELR , 51 Broker Architecture,

A LA A BENRBERAE AR E Apache KA RIS ZBHFTXERAN BRI AREFHAXERE. B3
ARELEFRBEARE , ZEFHRERAER/L. JLR (24 PafER ) MEFX ( BIAR UTC ) E X

BAREUZNEERENEER , BSRAUATARE :

» Creating and configuring a broker
- K3

* Broker statuses

SRR
BRBAGRENRE | FERMEA ActiveMQ XFHNEMHEES ABI N ATHIEABER TLS :

« AMQP
 MQTT
« MQTT £3X T WebSocket
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http://activemq.apache.org/cross-language-clients.html
http://activemq.apache.org/amqp.html
http://activemq.apache.org/mqtt.html
http://activemq.apache.org/websockets.html
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* OpenWire
« STOMP
« KIZ—1% WebSocket

Attributes

ActiveMQ REEFJLNEM |, Hlu0 -

« B ¥ (MyBroker)
+ ID (b-1234a5b6-78cd-901e-2fgh-3145j6k17819)

* Amazon Resource Name ( ARN ) (arn:aws:mq:us-
east-2:123456789012:broker:MyBroker:b-1234a5b6-78cd-901e-2fgh-3145j6k17819)

« ActiveMQ Web ##l& URL (https://
b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mqg.us-east-2.amazonaws.com:8162)

BXREZEERE , 152 H Apache ActiveMQ X4 H) Web 255,

/A Important

MREIEENRNME TEETE activemg-webconsole A | BTEMEA ActiveMQ
Web #2418 , BRiZARKEBENE Amazon MQ KB XK ZEHERBZURBZRERNHEE,

« HRPWLIRTR:

« amgp+ssl://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
east-2.amazonaws.com:5671

* mqtt+ssl://b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-
east-2.amazonaws.com: 8883

* ssl://b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-
east-2.amazonaws.com:61617

(® Note

X2 —1 OpenWire i 2

* stomp+ssl://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
east-2.amazonaws.com:61614
BEAXnHR 51
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* wss://b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-
east-2.amazonaws.com:61619

BEXEZEE |, HS 5 Apache ActiveMQ STHS A #Y B B 4% %l o

(® Note

MNFEz/EZBARE , Amazon MQ EEHF /N ActiveMQ Web ##|& URL , BEEXRE—
URL & F5EFNIRAS. BE# , Amazon MQ AENMNERIDIREFNLETR , EBXEXNFR
E—MNRIBETRATFEIRS. -1 M -2 BRRTIARM,

EXREEMMNTEIRK , 55 (Amazon MQ REST APl &) U TRHE :

- REST #14E ID : Broker
« REST #4E ID : Brokers
« REST #24E ID : Broker Reboot

RERHIKE

/A Important
& X BEF Amazon EBS 5 mq.m5 RERFIKBRIBEER. BXEZER , F5H
Storage.

S e vCPU KN 1E (GiB) P £& M RE EE

mq.t2.micro 1 1 & A mg.t2.mic

ro SEfISEEH
1T Amazon MQ
M EARITE, 1
SRS A (XBR
BHIRE ) &F
B AWS RBRE
B4,

BEEXTHR 52


http://activemq.apache.org/configuring-transports.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-brokers.html
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SKHIRE vCPU N#F (GiB) ) 45 1 e )=5

(® Note

x4
mq.t2.mic
ro %
ey
ERZ
CPU R

o MEHE
M EERY R

) B
BIRIEE
EHEMeE
KFELLE
(BXE
ZEE,
BEZ
Balance
BR) o
mREH
NARRF
FEEBEE
Hee , F
ZEREA
mg.m5.lax
ge 3£

i
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S5l 3¢

mqg.t3.micro

mq.m4. large

mqg.m5.large

vCPU

M7 (GiB)

1

) 45 P RE
(/i8

i}

)=5

A mg.t3.mic
ro SEHIZEEH
1T Amazon MQ
MEARTfG, L
RIS ({XBR
BRPIRIE ) #F
EAWS GREE
R

A mg.m4. lar
ge SEHIEEILL
XMERERE
HENFREM,
BATBWRAFHR
B mg.m5. *
24l

¥ mq.m5.1lar
ge XHIATE
AMFF R, MR
£ THRRE,
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KSR vCPU KN 1Z (GiB) P £& 4 RE EE

i}

mqg.m5.x1a 4 16 ¥ mg.m5.x1a
rge rge , mg.m5.2x1
arge
mq.m5.2x1 8 32 mq.m5. 4x1
arge arge SEfIEH
ATEESHEL
ENEAT L.
M &= T4
E

it

'}

mqg.m5.4x1 16 64
arge

(® Note

LI R
SERE
AMEE
i, HE
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TEHEHN
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MEHEE
R&IED
/A, N
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BEFA
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BEfraR
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SKHIRE vCPU N#F (GiB) ) 45 1 e )=5

tStoreAnd
DispatchQ
ueues

=R AR

BN

BXREMEIRFINESEE  FEREEEBNREXFIRBEULNSGEFLE,

BB

BEFITEEM ActiveMQ REMFTEIRE ( XA XML 43X , KLLF ActiveMQ B activemq. xml
X)) . BAUECERE K RAEUEBRE, 2F , EUNNEENAT 15 ME,

/A Important
NEERTERFTSVEAFEINAINE, ENAER , YAEFT - 4PHRFBFESN
B, BXEZER , H20 Amazon MQ RERBELE AR,
Bal, BT EMBREE.

BXREIE, FENEERENEE  FSRANTRE

» Creating and applying broker configurations
- BB

* Amazon MQ Broker Configuration Parameters

EXrs 56
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ERGBENIEMBNER , JUCIZEERAET, BXEZEER , iHZH Creating and applying

broker configurations.

Attributes
REGEEER/LNEM , Bl -

+ B (MyConfiguration)
- ID (c-1234a5b6-78cd-901e-2fgh-3i4556k17819)

* Amazon Resource Name ( ARN ) (arn:aws:mq:us-
east-2:123456789012:configuration:c-1234a5b6-78cd-901e-2fgh-3145j6k17819)

EXHEBRMMNTEIR , 5 (Amazon MQ REST APl &) P UTAHEA :

- REST #4E ID : Configuration
- REST #4E ID : Configurations

BXBESITRMENTEIR , BSHANUATRE .

« REST #4E ID : Configuration Revision
« REST #4E ID : Configuration Revisions

AP

ActiveMQ FAF 2EEB 5 1R ActiveMQ REHRFIIMEBHWASRNARERF, B LUHAFEENERS
EMNPR, Hlan | B LA R R ERFiGE ActiveMQ Web #2#| &,

AR—MEURE, BAUNAFRIEA , ANEABERE, BRNERRBERIIMEZNNR,

/A Important

NAFHTERFCUEFERNATRAF. ENRAEYR , XMEFT - 4PHRIFESN
B, BXEZELR , ES0 Amazon MQ RERBEEH AR,

BXAPFMANEEL , 2319 Apache ActiveMQ XRFHI LT 22

- BR
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- BRI

BREE, RENPER ActiveMQ AFWER , BZHUTHRE

. BIEMNERE ActiveMQ REA
- AF

Attributes
EXAFBHEMNTEIE , 58 (Amazon MQ REST API &) I THRE :

« REST #4E ID : User
« REST #4E ID : Users

Storage

Amazon MQ for ActiveMQ ¥ Amazon Elastic File System ( EFS ) 1 Amazon Elastic Block
Store (EBS ) » BRIAERT , ActiveMQ KB A Amazon EFS #{TREBE#, EFNABESAMTAK
NEFAMENEHTIEE , EEA Amazon EFS, EFARKERMSELE |, A Amazon EBS,

/A Important

« RHAERF Amazon EBS 5 mq.m5 RIESEFIEBRIIESFER,
« REGUUERNRERFIRE K BEVUERBZEEEERNNRBEMER,
« Amazon EBS EEANAAXAEFIHKE , BEF X ActiveMQ E£3/& AHEEN,

GHEAZEANER
TREEHR T ActiveMQ RER A TE. Amazon EFS fl Amazon EBS FEE R Z AN ER,
eX il BAH w45 A R B BNRIESEY &4
BEBAE 2 YT 5L

BABE (1KB
HE)

EEA FEF A - BRERMN 5000 7
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(Ear-E i A B4 I Z= 451 BO0IESREY S
BERAH B AL
RAHE (1KB
HE )

- VEREEHN
- MBEEANHK

=
Amazon EBS BFEW s REXXK 500 BANTAK (AZ)
. iTEANE RH S EIA
Amazon EFS BEm TR Z 80 BEZANTAXH

ZEIR

RETHEF#RERRENERNZSNELE. BR , EXFIERIRBEFREHHE , HRELE
Ko

Amazon EFS Rit HiRMEIFAM , ABSANATRARXH#TES , UL REMENA4HESR IR
AMNAXTAENERNSBBITEEX, Amazon EBS T¢I HMHE#ITHL , HAEEANTRAXAF
BZMRSBHITES,

RIELRF
Amazon MQ for ActiveMQ RE A EN ELFINRBR E3/ZAREBERH TR, W FXHPIBE
3 , Amazon MQ B TR F#EBERERSEAE,

(® Note

Amazon MQ £/ Apache KahaDB {E N EEIEFM. T XHFHMHIEFM , 20 JDBC M
LevelDB,

ERBAGRENARE | FERMEA ActiveMQ XN EMRIEES AES N ATHBEABER TLS :

« AMQP
. MQTT
« MQTT £3X T WebSocket
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» OpenWire
« STOMP

« KBz —1% WebSocket

£

« Amazon MQ # LB E

- AT SATAMN Amazon MQ E3/& ARKE
« Amazon MQ fRE M

Amazon MQ 28 325048 FE

BXLFREH - NTHARAN—PMREBAK. RBEEEWMARERF L% Amazon EBS 5 Amazon EFS
FiEEH TR E. Amazon EFS FBEEBEBEZNTAK (AZ ) TREMBIEXREHRES RN
BAMMTT A, Amazon EBS R4 IMEEEM S FHEHT T MLHREEMH, BXEFEERTN

B%ER , iS5 Storage.

THEBEER Amazon EFS FEMWE LR EBE SN TARXH#ITES,

! Amazon Web Services Cloud

Availability Zon c

Client 5 Amazon MQ ! EFS Volume
! Broker
us-west-2a !

TEUBAER Amazon EBS M £ LHIRBEENATAXPE SRS |/HITES,
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! Amazon Web Services Cloud
A ability Zo
.&
Client Amazon MQ EBS Volume
Broker !
us-west-2a

AT S AN Amazon MQ £3h/% ARE

EFHRZAREBEHANTEATARFHRANMEBAR , BEA RN, SERESENNARFUK
Amazon EFS #1TEZ &S, Amazon EFS F#EEEBEESNATAKX (AZ ) TREF&EHBREREMH
RERANNFAENTAE, BXESZEE , 55K Storage,

BE , EAHRBRIE - MEXFIL T EIRS , RAREIFNLTREARS, IREHF-ME
KA M ERIEEFRITLES |, M Amazon MQ FETE R —ERATE S BEEIFEFIKAIF LIRS, X
FETRR RFNEAXGIL T EDRESHTHRESEABRE, HLEBREN , HEEBNE/LY
o

FFE3H/EBRE , Amazon MQ EEFHE/ ActiveMQ Web #25|& URL , EEXRE—N URL AT
SEHRS. B, Amazon MQ ABNERMIUREMEANLET R , EERENRRE—NMEiET K4
FEHRS. -1 M -2 FBERTIARN . W TFEEDPUAKAHETR , BUUATNARFFERANEERR
EREEIE—LHET Ko

TEUAER Amazon EFS RN E3/ZAREESNTRAXHITES,
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E Amazon Web Services Cloud

Client 1 EF5 Volume

Amazon MQ |
Broker us-west-2b

Amazon MQ X3 [ £&
Amazon MQ % #; ActiveMQ XIE M & Ih B,

REMNEHS N EEIREXFRERE/ZAREAR, EAUBRENARFHER (HUS
AN BYE )  RASHEI (FlW, £HE, PORFE, RPIMNE ) BEREMNSE, 5
o, AOEFEREMEZTURSE Y , AETETREMENREEE. EAETRHHIINAERN
FUDMEZEANHENARERELRERS , FOEEEFIERONNRE , IEFLEFZEA
HE R

BREBNFARBERER , FSHANTRE !

* Creating and Configuring a Network of Brokers
- ERREENKEML

* networkConnector

e ##fConnectionStart##
+ ActiveMQ T4 #1828 [ 2%
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BT RERAREMENFAL

- BIEAENEEILEESRMREXFRENREFLENZAUNEESEAEEEITH.

- BUNLBEAFMEENCERE THSNEINEIFRBERREFOTAME, XLt = plEsE
B AR BB A AR EREEBIF R,

RNt ZENERETAMEEMERIRENEHINE MK, HERNFTRESFRZARES
PIRFA | FTAREMEHFNEFREMERLE/ZAREER , ERZXASTAML,

F&

- REMENIERERMHAL?

- REMEMALEERE ?

y

- RERLHI

- BXig

- BEMERIEERHITNITHEER

REMENTERERGAL?

Amazon MQ AU Z# 75X ActiveMQ REMEZINEE. B , BAURESMNMERERNSEUA
BREMSE , BBFERAARY ActiveMQ —#, HIX , Amazon MQ E&#H AWS CloudFormation B3)
tIEREMENREAER, BATLEZEM Amazon MQ 241 A HBEiX L REAIER |, t o] LAREAEXEH
AWS CloudFormation iR A 61 B 2 WHIMIELE .

BIFEAMNKEZEST - MEBEZIS —MERXEUREMNSE, BUEEE , XEREBERMEER
Ko f5lzn |, wR Broker1 B3 % Broker2 MK EEES , W Broker1 LHYE B4 & £l Broker2 ( 0
RZREBELEFEHAETATRAIISHER ) . MEMZEZIFEEN duplex , MIEE LS M Broker2
¥ K F Brokerl, M EZEBREREREFTHREN. ESHAEE, HlWn, UTEREBEEFHRH

networkConnector %8 :

<networkConnectors>
<networkConnector name="connector_1_to_2" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-1234a5b6-78cd-901le-2fgh-3i45j6k17819-1.mq.us-
east-2.amazonaws.com:61617)"/>

</networkConnectors>
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REMEHFREEMN—NMREXFRE S —MNMESSS , AT EERRAEAHENERENRES
B, J9BhEE ML PR AR LBV IESEAI | ActiveMQ BB EBAIEE X 08 & M A EIEEEDIM LA
MPEHTRUER . SRERFEBERINBEBRFEANCERALTNERN , REXHISITHRERHE
B. BXEZEER , 55K ActiveMQ XRFHEWEH,

RIEM KA ESRE ?

EFEREAEEIMNEINREB , RE AXNFAERNER  REGEAHGEERERE—
¥, BAMBENRE AR <networkConnector> BLEFRMEN K MLNELXEZRE A LOIE—
EREB LHNS— NAFEEMHREENAFS (XEAFPRAZHERAFEMEZEBENIR B —HHA
F ). HEIE <networkConnector> BLEHIEE userName BHR , Amazon MQ FEEZ/TRR B3
RINZEL,

/A Important

EZA <networkConnector> ¥ password B, RINTEWNEREBLE X4+ EHE
BN , AAXKFEEBE Amazon MQ ZHEHR AR, BXESZELR , iS5 Configure
Network Connectors for Your Broker,

REXRNTFHEH VPC HXER VPC H, BXEZEE. , 25 HCreating and Configuring a
Network of Brokers#(#2 Y 7t R &1

T~IEE

EFBREAREMLE , Amazon MQ BEHRAIER, xﬁb/ﬁ@ﬂﬂ*ﬁﬁﬁﬁ AWS CloudFormation #lZ4%
BREIE  UEMEHREXER. TTHNHEAN RGIEE

1. B SRS ER B PR R 4%
2. E3)/% RAER PR 4
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Sample blueprints for a network of brokers

Metworks of brokers provide high availability and scalability, and are suitable for production workloads. These sample blueprints use AWS CloudFormation to
automatically deploy a network of brokers in the specific topology. Info

Mesh network of single-instance brokers Mesh network of active/standby brokers

Set of 3 single-instance brokers connected in a mesh network. Set of 3 active/standby brokers connected in a mesh network.
Each broker has automatic failover capability to a standby in
another AZ.

M Create Broker (BI2RE) REAF , EFHP—NRHIER , REEE Next ((T—F). SIBRERE ,
£ Amazon MQ BHIEHEFERNREREERE,

EdEREREFLEAEABEELRREMN networkConnector & , B U EFZAFAENHI 0]
BREME, BEXBEEMEZRKENEZER |, 55 ActiveMQ X AL E R 4%,

R R EHF

BEHERE  REEHBEETHEE networkConnector &8 |, B LR FERATEMEFRIIIR
BWE, MEEEZERTEENRECRRBBEEEER®E, TUTEREEBANT , XN EEEREZ
EREFELE , BTUEEATENRT , XEHEENN—MEEER S —ME, fl, mRRME
Broker1 1 Broker2 2 Bl AN TiEE , IEENASE AR HItELR (MREEAE ).

— e
.ro L) IO L
O O« >0 O
1Y r 1 i
o"-—--" e
Broker1 Broker2

BETRNIMEKERESS , HEESMNESEMEBEERI S —ME, XEERRFELRN : 1R Broker2 £&
AP EIRE Broker! EHEE |, IR IZEE, B , R Brokert LA P2 EIRE Broker2 £
FOEE Al A ZEE,

NFIENTIERE , HEMMN—IMEBELIS —MNMIEB, EATRHIF | R Broker2 LA EEIR
HY Broker1 EHHE |, AI#KIZEE, BR , HET S M Broker2 ¥ % F| Broker1,
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09 29
o) po > DO
Broker1 Broker2

EANRTMIERN TMEERERS , TAEESHENMNEHINFERRENSE,

(® Note
EBINMEIRINREIF |, networkConnector TEHASIACITHEZETNREBHLIRT =
Furi BHEPHREBARART LFB BRNRENALET K. 1BZHListing brokers and viewing
broker details.

PR AR F FD
PRRFIME M T 2N EZENRE, XMIRNREEZET = NEG6RE |, ERTUNESRER
EWSLEES
o~ 0
I %
L0
o__0O
Broker1
o0 o0
DLL O« > PO
o__0 o__0
Broker2 Broker3

LR INAR — MBS E3/EAREX BRI, AEER Amazon MQ 24| & FRVURHIERE 812,
BRI BXERFERSEUEREETENRENS , AEFCIINEER X,
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o] LAEIE [ Broker! MM EZSRREEXHFN = MMEBMIRNE | ZiEEST S Broker2 #
Broker3 #ZE M W Ti%E# , £ Broker2 1 Broker3 Z B2 BN TiERE,

Broker1 By 4&IELESS

<networkConnectors>
<networkConnector name="connector_1_to_2" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-987615k4-32ji-109h-8gfe-7d65c4bl32al-2.mq.us-
east-2.amazonaws.com:61617)"/>
<networkConnector name="connector_1_to_3" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-743c885d-2244-4c95-af67-a85017ff234e-3.mq.us-
east-2.amazonaws.com:61617)"/>
</networkConnectors>

Broker2 B W & iE$#ERT -

<networkConnectors>
<networkConnector name="connector_2_to_3" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-743c885d-2244-4c95-af67-a85017ff234e-3.mq.us-
east-2.amazonaws.com:61617)"/>
</networkConnectors>

B LR EEEES AN INE] Broker1 1 Broker2 WELEH , BAIUEX=/MREZHGIE—1W
B, N\MEMEBREZEARFELER. BXESZEER , iZHAmazon MQ Broker Configuration
Parameters,

R ST B AR D

EhOESEAIG  NMRREFWTMAREHRE  NSREZEE, HEXNEEELX K MAREHRLH
Brokert ¥MENZITEXREE,
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EARED , ERERENTFOBBFAME , L AILE Broker! WE B H EEK LB NMER

MnetworkConnector,

<networkConnectors>
<networkConnector name="connector_hub_and_spoke_2" userName="myCommonUser"
duplex="true"
uri="static:(ssl://b-1234a5b6-78cd-901le-2fgh-3i45j6k17819-1.mq.us-
east-2.amazonaws.com:61617)"/>
<networkConnector name="connector_hub_and_spoke_3" userName="myCommonUser"
duplex="true"
uri="static:(ssl://b-987615k4-32ji-109h-8gfe-7d65c4b1l32al-2.mqg.us-
east-2.amazonaws.com:61617)"/>
<networkConnector name="connector_hub_and_spoke_4" userName="myCommonUser"
duplex="true"
uri="static:(ssl://b-743c885d-2244-4c95-af67-a85017ff234e-3.mq.us-
east-2.amazonaws.com:61617)"/>
<networkConnector name="connector_hub_and_spoke_5" userName="myCommonUser"
duplex="true"
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uri="static:(ssl://b-62a7fb31-d51c-466a-a873-905cd660b553-4.mq.us-
east-2.amazonaws.com:61617)"/>
</networkConnectors>

SErERmh

EREIFAIND | KW =AMEBALNE XKEIERE | XEHEEH T Broker1 M Broker2, 81N Hb
REBMEEFFOHNRBETIIENTIERE, BEY BILHAIMNIBSE | SO LUMINEEYBCE S A0 B o4 H X
b5 8 £ dh 7 Broker1 1 Broker2 4,

ERELH , KENEMNMMEBNITE —INNEEES K ATEZETEEEFINESMME,
Broker3 By W & IiE$#ERT -

<networkConnectors>
<networkConnector name="3_to_1" userName="myCommonUser" duplex="false"

uri="static:(ssl://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
east-2.amazonaws.com:61617)"/>
<networkConnector name="3_to_2" userName="myCommonUser" duplex="false"
uri="static:(ssl://b-987615k4-32ji-109h-8gfe-7d65c4b132al-2.mq.us-
east-2.amazonaws.com:61617)"/>
</networkConnectors>

Broker4 By LKIEIESS

<networkConnectors>
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<networkConnector name="4_to_1" userName="myCommonUser" duplex="false"
uri="static:(ssl://b-1234a5b6-78cd-901le-2fgh-3i45j6k17819-1.mq.us-
east-2.amazonaws.com:61617)"/>
<networkConnector name="4_to_2" userName="myCommonUser" duplex="false"
uri="static:(ssl://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
east-2.amazonaws.com:61617)"/>
</networkConnectors>

Broker5 By W & iE 2T -

<networkConnectors>
<networkConnector name="5_to_1" userName="myCommonUser" duplex="false"
uri="static:(ssl://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
east-2.amazonaws.com:61617)"/>
<networkConnector name="5_to_2" userName="myCommonUser" duplex="false"
uri="static:(ssl://b-987615k4-32ji-109h-8gfe-7d65c4b132al-2.mq.us-
east-2.amazonaws.com:61617)"/>
</networkConnectors>

¥ X 13

S
X

—_—

ERER AWS XEHNREMSE , FEXEXFEHPHMENE  HENGERFRES

/AN O
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Brokerd

EREGE R —FHNREMSE , EA LU networkConnectors 5k B NZI Broker1 1 Broker4 Ry
BEMR , US| AXEREBENERLIHT 2o

Broker1 By M 4KIEIESS

<networkConnectors>
<networkConnector name="1_to_2" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-987615k4-32ji-109h-8gfe-7d65c4bl32al-2.mq.us-
east-2.amazonaws.com:61617)"/>
<networkConnector name="1_to_3" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-743c885d-2244-4c95-af67-a85017ff234e-3.mq.us-
east-2.amazonaws.com:61617)"/>
<networkConnector name="1_to_4" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-62a7fb31-d51c-466a-a873-905cd66@0b553-4.mq.us-
east-2.amazonaws.com:61617)"/>
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</networkConnectors>

Broker2 By W & iE 8T -

<networkConnectors>
<networkConnector name="2_to_3" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-743c885d-2244-4c95-af67-a85017ff234e-3.mq.us-
east-2.amazonaws.com:61617)"/>
</networkConnectors>

Broker4 By 4EIEIESS

<networkConnectors>
<networkConnector name="4_to_3" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-743c885d-2244-4c95-af67-a85017ff234e-3.mq.us-
east-2.amazonaws.com:61617)"/>
<networkConnector name="4_to_2" userName="myCommonUser" duplex="true"
uri="static:(ssl://b-987615k4-32ji-109h-8gfe-7d65c4b132al-2.mq.us-
east-2.amazonaws.com:61617)"/>
</networkConnectors>

EBI L R R E TS HERE

BR T ELi& networkConnector stk , BE AT LB BEARH IR transportConnector EWUEAE A3)
DHEERD , URENREF RN BRAEEEHFEHIERE,

<transportConnectors>

<transportConnector name="openwire" updateClusterClients="true"
rebalanceClusterClients="true" updateClusterClientsOnRemove="true"/>
</transportConnectors>

FEARRHIF , updateClusterClients F rebalanceClusterClients ¥FiZREN true, EXF
BRT , REcREFIHREMZPHRENIIR , MAFFREEEFRAEMAMBERXEREBEER
T,

A kT

« updateClusterClients: MEFFimfZiE2EXREHRHIFNEFHNERNER.
« rebalanceClusterClients: ¥ & Fine B F RN 2 IR P 45 Y 351X Lo 38 BB 37 T 1,
« updateClusterClientsOnRemove: EEREETREMNEN , ENEFHBHAIMER,

RIBLY 72



Amazon MQ FRARIER

%% & updateClusterClients A true i , EF IR A UERE RN EZIINEREPNENE,

failover:(ssl://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
east-2.amazonaws.com:61617)

HEFREERZN , SRR EMNZPHAERERN URI 5k, MRERIRERY , ©AIUFIEY
mEEHEEMATRENKEZ—

BXHERBNEZFER , B5H Active MQ XY A THEEBH KKK,

Amazon MQ for ActiveMQ X T &

BEEFTEEM ActiveMQ REMFMEIRE ( XA XML %3 , KLLF ActiveMQ B activemq. xml
X)) . BUNUENEERE K ARUERE, 25 , BUAFRENATF -1 MRS ME,

FH

« f£F Spring XML &t &304

- B, REMNA ActiveMQ RERE

« Amazon MQ BEEF R TE

« Amazon MQ BEERF RPN TERER M

« Amazon MQ BEEF AN TE, FEERERHEFRE

{#H Spring XML &t & X

£/ Spring XML X#KEE ActiveMQ X3, EAILUEESH ActiveMQ REMEZHE , WFEX
BFr, BARsEM, ROCGKBMEMS. Amazon MQ BHIHF -—EERETE , MNFERNER. BAIF
REFHMEERDT , el EAENMNE,

£ Amazon MQ XML ZRH¥FIEE T £ EZ ZIFMNE BRI : B AEA T e T 82 IFR MM zip
X o

* amazon-mg-active-mq-5.17.6.xsd.zip

* amazon-mg-active-mg-5.16.7.xsd.zip

* amazon-mg-active-mg-5.15.16.xsd.zip

A AE A X R SRR UE B R BB E X 4. Amazon MQ & AR FEBEE L& XML XX #HRIZHE
B, HE&LEME XML X, Amazon MQ £ BEI RIFBRMNFEMBIBREXMIMELNEESHK.
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samples/amazon-mq-active-mq-5.15.16.xsd.zip
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® Note

BREFERAEMENEDSE,. Amazon MQ 2NEHWEEHFEEE Spring XXX, TEMTE
S| TENEM.

BIE. RENMA ActiveMQ RIEBEE

BEHTEEM ActiveMQ REWFTERE ( XA XML 3 , ELTF ActiveMQ B activemq.xml
X)) . BALECREE K RSUEBERE, 2F , EUUNEENAT -1 2 MIE, S E
RS ELT BN NALRE,

BXEZEE , FZATIRNE :

- BEE
» Amazon MQ I & 4 an B HA

* Amazon MQ Broker Configuration Parameters

AR RGIE R[5 AWS Management ConsoleIZ2 5 A Amazon MQ REBE &,
FH

- BIEFHNERE

- BB EEEIT

- FEEMSITNASKE

- RBEEEIT

BIRRTRYEE

1. B% Amazon MQ Z#l&.
2. &EAEM , BFAShER , AEEFE Configurations (ELE).

Amazon MQ

Brokers

Configurations

3. 1 Configurations (ECiE) HE L , 1%£#F Create configuration (822 H &),
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4. 7£ Create configuration ( SIZ2EE ) WHE LK Details ( FHES ) o5 H , A Configuration
name ( BBERAF: ) ( Bl MyConfiguration ) i Broker engine ( RE 5|2 ) R,

(® Note

T AKX Amazon MQ for ActiveMQ X ## ActiveMQ SIZMRANESER , HSHthe
section called “hRAEE",

5. EFRUREE.

BIE B BT

1. MBEEIRPEEMyConfiguration,

® Note
%L 2T Amazon MQ B3R BEr N AR E —MEEZT,

FE#ZMyConfigurationWE L , FEREHNFEESITIREARKRIE S| ZBRBMARA (540
Apache ActiveMQ 5.15.16 ) .

2. 1£ Configuration details %I+ L , @& REEEIT S, #HRM XML EXWREEE,

(® Note
REINEEXNE - HNEERT.

Revision 1 Auto-generated default for MyBroker-configuration on ActiveMQ 5.15.C

Info

<?xml version="1.8" encoding="UTF-8" standalone="yes"7=>
<broker xmlns="http://activemq.apache.org/schema/core"=

<l--

A configuration contains all of the settings for your ActiveMO broker, in XML format
(similar to ActiveMQ's activemg.xml file).

You can create a configuration before creating any brokers. You can then apply the
configuration to one or more brokers.
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3. 1&#% Edit configuration (4mEBEE) H X XML EE#H 1TE R,
4. EERRE.

Save revision (fRTFEIT) X EE LT,
5. (®i% ) 2B A description of the changes in this revision.

6. ‘&R

HerFRENHET.

/A Important
Amazon MQ ZHI A 2B RELEMRFELINBILNEESH. EXEZEEMANT
B XML 8K TR YIEK , ESHAmazon MQ Broker Configuration Parameters,
NEEHITERFTR2UNFEXNAZRE, ENAEYR , XAEFT —4EPHNBZEE
BRE, BXEZEE , 28 Amazon MQ REERBE AT,
Bal , BT EMBREE.,

NEEMSITRASRE
1. BEM , RFASMEMNR , AEERF Brokers (L),

Amazon MQ

Brokers
Configurations
2. MELAIKRT | EFRENZLR (Hl20 MyBroker ) , AREFRRE.
3. % “4s%E MyBroker” MER ‘BE" #7 , GHREENEITMR , RFIEE TTRER

4. 1& Schedule broker modifications (1t XI{X3E & ck) &80 , %&HF R During the next scheduled
maintenance window (T~ —/MtXI4E 3 B ERHA[R]) 3£ 2 Immediately (3ZB0) RS K.

/A Important
BHREFEERHR.

5. &HE NA.
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IEHVEC BETT R FE TE RV B i) B A B IRV R

REBEIEST

1. &% Amazon MQ 4|4,

2. MELZBAIKRP | EFENELLHE (HIW MyBroker ) , REEFERE.
3. 1EMyBrokerWMH Lt , &% “YmiE",
4. 7E “Y%%E MyBroker” IHEHR ‘BE” My , BE—NEEM—METR , REERE.
(® Note
MRIECERBREMEREE , BNSTE Amazon MQ BIZERER N BAIEE —NEEE
7o

f£iZMyBrokerWH L , FEREEFEANNRESIEBRBEFARA (20 Apache ActiveMQ
5.15.8),

5. & Configuration details &I+ £ , @& REEEITS. #ERM XML FXHWREBERE,

(® Note
REINREXNE—HNEEZT.

Revision 1 Auto-generated default for MyBroker-configuration on ActiveMQ 5.15.C

Info

<7xml version="1.8" encoding="UTF-8" standalone="yes"7>
<broker xmlns="http://activemq.apache.org/schema/core"=

<l--

A configuration contains all of the settings for your ActiveMO broker, in XML format
(similar to ActiveMQ's activemg.xml file).

You can create a configuration before creating any brokers. You can then apply the
configuration to one or more brokers.

6. 1%&#F Edit configuration (4% EELE) H X XML B E#1TE X
7. EERE.

REERE =


https://console.aws.amazon.com/amazon-mq/
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FRARER

Save revision (fRTFET) X EE LT,

8. |

Ak ) KB A description of the changes in this revision.

9. EE&RRF
HEREFEENHIET

/A Important
Amazon MQ ZHI AL B RBEREBREELINZLNEESH, BEXEZEENMAY
B XML SEBH TR IR , 2 5Amazon MQ Broker Configuration Parameters,
NEEBHTERFLIFNEXNATNE, ENAER , XASHFT 4LEFHNBRRESE
BRE, BXEZEE , 28 Amazon MQ REEREE AL,
Bal, BIERBREE,

Amazon MQ BLEHF A FHTHE

THER Amazon MQ BEEH AT TRNIFHA IR, BXEZER , S Apache ActiveMQ XA
B XML BLiE,

TE

abortSlowAckConsumerStrategy  (B1)

abortSlowConsumerStrategy (EBf)

authorizationEntry (BM%)

authorizationMap (FE&TTH)

authorizationPlugin (¥&£&7%)

broker (Bt | FE&TH)

cachedMessageGroupMapFactory (B1E)

compositeQueue (B | FEETH)

compositeTopic (B | FEETHE)

REERE
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TE

constantPendingMessagelLimitStrategy (BH)
discarding (EBM)

discardingDLQBrokerPlugin (E)

fileCursor

fileDurableSubscriberCursor

fileQueueCursor

filteredDestination (EM)
fixedCountSubscriptionRecoveryPolicy (BH)
fixedSizedSubscriptionRecoveryPolicy (B1E)
forcePersistencyModeBrokerPlugin (BM)
individualDeadLetterStrategy (BH)
lastImageSubscriptionRecoveryPolicy
messageGroupHashBucketFactory (BM)
mirroredQueue (B1)
noSubscriptionRecoveryPolicy
oldestMessageEvictionStrategy (BM)
oldestMessageWithLowestPriorityEvictionStrategy (BH)

policyEntry (B | FEETH)

policyMap (FEETHR)

prefetchRatePendingMessagelLimitStrategy (BH)
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TE

priorityDispatchPolicy
priorityNetworkDispatchPolicy
queryBasedSubscriptionRecoveryPolicy (B1E)

queue (B)

redeliveryPlugin (B | FE&TH)

redeliveryPolicy (E1%)

redeliveryPolicyMap (FE&HR)
retainedMessageSubscriptionRecoveryPolicy FEERE
roundRobinDispatchPolicy

sharedDeadlLetterStrategy (Bt | FEATH)

simpleDispatchPolicy
simpleMessageGroupMapFactory
statisticsBrokerPlugin

storeCursor

storeDurableSubscriberCursor (B1E)
strictOrderDispatchPolicy
tempDestinationAuthorizationEntry ()
tempQueue (E1%)

tempTopic (EB1M)

timedSubscriptionRecoveryPolicy  (EBf)
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TE

timeStampingBrokerPlugin (E1M%)

topic (BM)

transportConnector (E)
uniquePropertyMessageEvictionStrategy (BH)
virtualDestinationInterceptor (F5&HR)
virtualTopic (E)

vmCursor

vmDurableCursor

vmQueueCursor

Amazon MQEBEEF A TFWTEREEM

THR Amazon MQ BEEF AT TEREBEMHNIFAIIR, BXEZEE , i5SH Apache
ActiveMQ XHHH XML FLiE,

& B
abortSlowAckConsumerStrategy abortConnection
checkPeriod

ignoreIldleConsumers
ignoreNetworkConsumers
maxSlowCount
maxSlowDuration

maxTimeSincelLastAck
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Amazon MQ FFEARIEE
& &
name
abortSlowConsumerStrategy abortConnection
checkPeriod

authorizationEntry

broker

ignoreNetworkConsumers
maxSlowCount
maxSlowDuration

name

admin

queue

read

tempQueue

tempTopic

topic

write

advisorySupport
allowTempAutoCreationOnSend
cacheTempDestinations
consumerSystemUsagePortion
dedicatedTaskRunner

deleteAllMessagesOnStartup

REERE
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FRARER

TE

&
keepDurableSubsActive

enableMessageExpirationOnAc
tiveDurableSubs

maxPurgedDestinationsPerSweep
maxSchedulerRepeatAllowed
monitorConnectionSplits

networkConnectorStartAsync

offlineDurableSubscriberTas
kSchedule

offlineDurableSubscriberTimeout
persistenceThreadPriority
persistent

populateIMSXUserID
producerSystemUsagePortion
rejectDurableConsumers
rollbackOnlyOnAsyncException

schedulePeriodForDestinatio
nPurge

schedulerSupport

splitSystemUsageForProducer
sConsumers

taskRunnerPriority

REERE
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FRARER

TE

cachedMessageGroupMapFactory

compositeQueue

compositeTopic

B %41 NetworkBridge FilterFactory

&
timeBeforePurgeTempDestinations

useAuthenticatedPrincipalFo
rJMSXUserID

useMirroredQueues
useTempMirroredQueues
useVirtualDestSubs
useVirtualDestSubsOnCreation
useVirtualTopics
cacheSize
concurrentSend
copyMessage
forwardOnly

name
sendWhenNotMatched
concurrentSend
copyMessage
forwardOnly

name
sendWhenNotMatched
rateDuration

rateLimit

REERE
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FRARER

TE

constantPendingMessagelLimit
Strategy

discarding

discardingDLQBrokerPlugin

filteredDestination

B
replayDelay
replayWhenNoConsumers

selectorAware

© EUTHRARE X
Apache ActiveMQ 5.16.x

limit

deadLetterQueue
enableAudit
expiration
maxAuditDepth
maxProducersToAudit
processExpired
processNonPersistent
dropAll

dropOnly
dropTemporaryQueues
dropTemporaryTopics
reportInterval

queue

REERE
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& &
selector
topic
fixedCountSubscriptionRecov maximumSize
eryPolicy
fixedSizedSubscriptionRecov maximumSize
eryPolicy
useSharedBuffer
forcePersistencyModeBrokerPlugin persistenceFlag

individualDeadLetterStrategy

messageGroupHashBucketFactory

destinationPerDurableSubscriber
enableAudit

expiration

maxAuditDepth
maxProducersToAudit
processExpired
processNonPersistent
queuePrefix

queueSuffix

topicPrefix

topicSuffix
useQueueForQueueMessages
useQueueForTopicMessages

bucketCount
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& &
cacheSize
mirroredQueue copyMessage
postfix
prefix

oldestMessageEvictionStrategy

oldestMessageWithLowestPrio
rityEvictionStrategy

policyEntry

evictExpiredMessagesHighWat
ermark

evictExpiredMessagesHighWat
ermark

advisoryForConsumed
advisoryForDelivery
advisoryForDiscardingMessages
advisoryForFastProducers
advisoryForSlowConsumers
advisoryWhenFull
allConsumersExclusiveByDefault
alwaysRetroactive
blockedProducerWarningInterval
consumersBeforeDispatchStarts
cursorMemoryHighWaterMark
doOptimzeMessageStorage

durableTopicPrefetch
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FRARER

TE

&

enableAudit
expireMessagesPeriod
gcInactiveDestinations
gcWithNetworkConsumers
inactiveTimeoutBeforeGC
inactiveTimoutBeforeGC
includeBodyForAdvisory
lazyDispatch
maxAuditDepth
maxBrowsePageSize
maxDestinations
maxExpirePageSize
maxPageSize
maxProducersToAudit
maxQueueAuditDepth
memoryLimit
messageGroupMapFactoryType
minimumMessageSize
optimizedDispatch

optimizeMessageStoreInFligh
tLimit
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FRARER

TE

B
persistJMSRedelivered
prioritizedMessages
producerFlowControl

queue
queueBrowserPrefetch
queuePrefetch
reduceMemoryFootprint
sendAdvisoryIfNoConsumers
sendFailIfNoSpace

sendFailIfNoSpaceAfterTimeout

® EUATHMAEPZEHE
Apache ActiveMQ 5.16.4 R E SR

sendDuplicateFromStoreToDLQ
storeUsageHighWaterMark
strictOrderDispatch
tempQueue

tempTopic
timeBeforeDispatchStarts
topic

topicPrefetch
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FRARER

TE

usePrefetchExtension

prefetchRatePendingMessagelL
imitStrategy

queryBasedSubscriptionRecov
eryPolicy

queue

redeliveryPlugin

redeliveryPolicy

B
useCache

useConsumerPriority

multiplier

query

DLQ

physicalName
fallbackToDeadlLetter
sendToDlgIfMaxRetriesExceeded
backOffMultiplier
collisionAvoidancePercent
initialRedeliveryDelay
maximumRedeliveries
maximumRedeliveryDelay
preDispatchCheck

queue

redeliveryDelay

tempQueue

tempTopic
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FRARER

TE

sharedDeadlLetterStrategy

storeDurableSubscriberCursor

tempDestinationAuthorizatio
nEntry

tempQueue

B

topic
useCollisionAvoidance
useExponentialBackOff
enableAudit
expiration
maxAuditDepth
maxProducersToAudit
processExpired
processNonPersistent
immediatePriorityDispatch
useCache

admin

queue

read

tempQueue

tempTopic

topic

write

DLQ

physicalName
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TE B
tempTopic DLQ
physicalName

timedSubscriptionRecoveryPolicy

timeStampingBrokerPlugin

topic

transportConnector

uniquePropertyMessageEvicti
onStrategy

virtualTopic

zeroExpirationOverride
recoverDuration
futureOnly
processNetworkMessages
ttlCeiling

DLQ

physicalName

name

updateClusterClients

rebalanceClusterClients
updateClusterClientsOnRemove

evictExpiredMessagesHighWat

ermark
propertyName
concurrentSend
local

dropOnResourcelLimit

REERE
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& &
name
postfix
prefix
selectorAware
setOriginalDestination

transactedSend

Amazon MQ R TtEE M
THRXTEEMHWIEMEE, EXEZEE , BHSH Apache ActiveMQ X H XML B &,
3]

- KE

R

broker R— 1M R&EETE,
Attributes

M £& ConnectionStart& 25

EEMNERIERAAFHEMMERR B3 , A <networkConnectionStartAsync> ¥, %R
ZEMEBFERARITEFRATEINEERE (GREBHIRS ).

ZRIAE : false

B E

<broker networkConnectorStartAsync="false"/>

REEE 93


http://activemq.apache.org/xml-configuration.html

Amazon MQ

FRARER

Amazon MQ BEER AT TE, FTEETEREFTE

THERZ Amazon MQ BEEF AFHI TR, FEERNEREFAENFMAIIR, BXEZERE , FSH

Apache ActiveMQ X#&HH XML B &,

TE

authorizationMap

authorizationPlugin

broker

FEERE

authorizationEntries

defaultEntry

tempDestinationAut
horizationEntry

map

destinationInterce
ptors

destinationPolicy

destinations

networkConnectors

persistenceAdapter

FrE

authorizationEntry

tempDestinationAut
horizationEntry

authorizationEntry

tempDestinationAut
horizationEntry

tempDestinationAut
horizationEntry

authorizationMap
mirroredQueue

virtualDestination
Interceptor

policyMap
queue
tempQueue
tempTopic
topic

networkConnector

kahaDB

REERE
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FRARER

TE

compositeQueue

compositeTopic

plugins

systemUsage

transportConnector

forwardTo

forwardTo

FRE

authorizationPlugin

discardingDLQBroke
rPlugin

forcePersistencyMo
deBrokerPlugin

redeliveryPlugin

statisticsBrokerPl
ugin

timeStampingBroker
Plugin

systemUsage

name

updateClusterClients

rebalanceClusterCl
ients

updateClusterClien
tsOnRemove

queue
tempQueue
tempTopic

topic

filteredDestination

queue

REERE
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TE FEETE FE
tempQueue
tempTopic
topic
filteredDestination
policyEntry deadLetterStrategy discarding

individualDeadLett
erStrategy

sharedDeadlLetterSt
rategy

destination queue
tempQueue
tempTopic
topic

dispatchPolicy priorityDispatchPo
licy

priorityNetworkDis
patchPolicy

roundRobinDispatch
Policy

simpleDispatchPolicy

strictOrderDispatc
hPolicy

REEE 96
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FRARER

TE

messageEvictionStr
ategy

messageGroupMapFac
tory

pendingDurableSubs
criberPolicy

pendingMessagelimi
tStrategy

pendingQueuePolicy

FRE

clientIdFilterDisp
atchPolicy

oldestMessageEvict
ionStrategy

oldestMessageWithL
owestPriorityEvict
ionStrategy

uniquePropertyMess
ageEvictionStrategy

cachedMessageGroup
MapFactory

messageGroupHashBu
cketFactory

simpleMessageGroup
MapFactory

fileDurableSubscri
berCursor

storeDurableSubscr
iberCursor

vmDurableCursor

constantPendingMes
sageLimitStrategy

prefetchRatePendin
gMessagelLimitStrat

egy

fileQueueCursor

REERE
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TE FEETE FE
storeCursor
vmQueueCursor

pendingSubscriberP fileCursor
olicy

vmCursor

slowConsumerStrategy abortSlowAckConsum
erStrategy

abortSlowConsumerS
trategy

subscriptionRecove fixedCountSubscrip
ryPolicy tionRecoveryPolicy

fixedSizedSubscrip
tionRecoveryPolicy

lastImageSubscript
ionRecoveryPolicy

noSubscriptionReco
veryPolicy

queryBasedSubscrip
tionRecoveryPolicy

retainedMessageSub
scriptionRecoveryP
olicy

timedSubscriptionR
ecoveryPolicy

policyMap defaultEntry policyEntry
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FRARER

TE

redeliveryPlugin

redeliveryPolicyMap

retainedMessageSub
scriptionRecoveryP
olicy

sharedDeadlLetterSt
rategy

policyEntries
redeliveryPolicyMap
defaultEntry

redeliveryPolicyEn
tries

wrapped

deadLetterQueue

FrE

policyEntry
redeliveryPolicyMap
redeliveryPolicy

redeliveryPolicy

fixedCountSubscrip
tionRecoveryPolicy

fixedSizedSubscrip
tionRecoveryPolicy

lastImageSubscript
ionRecoveryPolicy

noSubscriptionReco
veryPolicy

queryBasedSubscrip
tionRecoveryPolicy

retainedMessageSub
scriptionRecoveryP
olicy

timedSubscriptionR
ecoveryPolicy

queue
tempQueue
tempTopic

topic

REERE
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TE FEETE FrE
virtualDestination virtualDestinations compositeQueue
Interceptor
compositeTopic
virtualTopic

Amazon MQ ¥ tEZE M
THEFTEEUMNIEMRE, BXEZEL |, H51 Apache ActiveMQ X4FH XML B E,
E3-

 authorizationEntry

» networkConnector

» kahaDB

« systemUsage

authorizationEntry

authorizationEntry £ authorizationEntries F&&TEMN T,
B

admin|read|write

BYF-—ARFINRR. BXESZER  FERALERERNMRE,

MREIEENRNME T B ETE activemg-webconsole A | BT E[MEH ActiveMQ Web 12|
A, BRZERREEND Amazon MQ RIBRIXEBESHEWRBZRERER.,

ZRIAE : null

B E

<authorizationPlugin>
<map>
<authorizationMap>
<authorizationEntries>

REERE
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<authorizationEntry admin="admins,activemg-webconsole"

read="admins,users,activemg-webconsole" write="admins,activemg-webconsole" queue=">"/>
<authorizationEntry admin="admins,activemg-webconsole"

read="admins,users,activemg-webconsole" write="admins,activemqg-webconsole" topic=">"/>

</authorizationEntries>
</authorizationMap>
</map>
</authorizationPlugin>

networkConnector

networkConnector & networkConnectors ¥E&TEN FI,

hY

x
- Bt
- RPIRE

=

B

conduitSubscriptions

EEREMEPNMNBEEREFITER - BN NMEAERI—NMEAE, i, MR
conduitSubscriptions iREN true , H AR MEAEEEIRE B HMNEBHRPER , WKEB
L2BEIERE A WNEEERTALAGIENEEITHAS , MERE—NEERITNKE A BRIR
¥ B,

® Note

¥F conduitSubscriptions ®EN true AILED TRMERE, BER , FRHILBEMTRE
LENBEFERAENEEARSE , HUAEEREBSR TSR REBNTA (Hlw , IFF IMS
HEERBRRFAEH )

BRIAE : true
duplex

? EREMEFNEZRAATERNERER, flun , MRRE AEENIEXTCESKEBH
EE WEEREMNMEAZRIREB, EZ2 , MRRE A QEENRE B HNIERE , WREB T
LU EE R R BIRIE A MEFEE <networkConnector>,

RERE o
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2RiA{E : false

name
FRIE M 45 Hh B I AR /Y B 5o
ZRIAE : bridge

uri

REMZPHNME (HSZME ) 2 —HNELEHULIHRT Ko

ZRiAE : null
username

RENEHFHWREXENEAFE,
ZRIAE : null
It E

(® Note
L £ networkConnector REXREMER , FALERERENAFNED,

BERNENREMS

EHEED , AMMEBEZERENSR, MEEEIFINEMRE connector_1_to_2 , REHLBHA
FF& R myCommonUser , #E# R duplex , OpenWire LixT &= URI ML static: AEIE , KRB
Z R — 3t — &,

<networkConnectors>
<networkConnector name="connector_1_to_2" userName="myCommonUser" duplex="tzrue"
uri="static:(ssl://b-1234a5b6-78cd-901le-2fgh-3i45j6k17819-1.mq.us-
east-2.amazonaws.com:61617)"/>
</networkConnectors>

BEXEZEE , HZHConfigure Network Connectors for Your Brokero
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BEZNMEHREMS

EHEEF , 2MMEBEREREMEZF ., MEEZIFHEMR connector_1_to_2 , KEH
BHAF AR myCommonUser , E#ER duplex , 25 %R OpenWire &% R URI B &L
masterslave: AAIR , RAREZEANHREEZERE, MEBIRENBEERBTRENN , 5
EEZ N TR 4R ER

<networkConnectors>
<networkConnector name="connector_1_to_2" userName="myCommonUser" duplex="true"
uri="masterslave:(ssl://b-1234a5b6-78cd-901le-2fgh-3i145j6k17819-1.mq.us-
east-2.amazonaws.com:61617,
ssl://b-987615k4-32ji-109h-8gfe-7d65c4b132al-2.mq.us-east-2.amazonaws.com:61617)"/>
</networkConnectors>

(® Note

RATEBIIETT M EZNRIEBFEH masterslave: B, ZHIRSERABH static:failover:
()?randomize=false&maxReconnectAttempts=0 i&xt[E,

(® Note
bt XML BoiE S R VFE A Z2 45

kahaDB
kahaDB 2 persistenceAdapter F&E&TEMN T,
J& %

concurrentStoreAndDispatchQueues

EERBNIEAHRFENDR. BRESELR , FSRAXEREIEFEHE R SIZE A R 76

2 ko

ZRIAE : true

RERE e
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cleanupOnStop

@ EATHRAPZRE
Apache ActiveMQ 15.16.x & E SR A

WMRER , WF2EREFLERTHRERINBE , NIINRXALEE, EEAREHREERBESR
BEENBRT , REREFREFH.

BIAE : true
journalDiskSynclinterval

£ journalDiskSyncStrategy=periodic WERT , BITRE R I E EIRE (B®). BXRiF4H
£8 , B2 Apache ActiveMQ kahaDB X 14,

ERIAE : 1000

journalDiskSyncStrategy

® EUATHREPZRE
Apache ActiveMQ 15.14.x & & & A

BREWERS R, BXFMES , S Apache ActiveMQ kahaDB X 1%,

ZRIAE : always

(® Note

ActiveMQ SZH4HL E BRI K NBR FFLERTE journalDiskSyncInterval , HERIAER 1
¥, BERATUNEL ZER , BREFHTEE. HEEFEA,

preallocationStrategy

BEEFEMBEIXA4N , ABZHMSBEBEXHNER. BXFHEFEE , HSH Apache
ActiveMQ kahaDB 3714,

RERE o
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ZRIAE : sparse_file

RIELE

Example

<broker xmlns="http://activemq.apache.org/schema/core">
<persistenceAdapter>
<kahaDB preallocationStrategy="zeros" concurrentStoreAndDispatchQueues="false"
journalDiskSyncInterval="10000" journalDiskSyncStrategy="periodic"/>
</persistenceAdapter>
</broker>

systemUsage

systemUsage & systemUsage FEEXTEN FI, ZRnRBHREBERERLERZREZREHAN
BARZERE, EXEZEER , HSI Apache ActiveMQ X4 B 612 25 72 5l o

FrE
memoryUsage

memoryUsage =& systemUsage F &M FUl, ZAREBRNEFERAER. FH memoryUsage A
DBRIREEFEANAEFER , IEETUSH R TEENERER. BXREZELR , 52 H Apache
ActiveMQ X H5H RIS,

FrE

memoryUsage = memoryUsage FtEMN FIl,
B

percentOfdJvmHeap

NTFO(E)ET0(E) ZENER,

HiAE : 70

B

sendFaillfNoSpace

REEXETRAZEMNERT send() FERBNEAK. BMINMENR false , ZERPEL send() FiE
BEERZEATH. BXEZEE , HZH Apache ActiveMQ X R,

RERE 05
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2RIAE : false

sendFaillfNoSpaceAfterTimeout
ZRIAE : null
TOIEE

Example

<broker xmlns="http://activemq.apache.org/schema/core">
<systemUsage>
<systemUsage sendFailIfNoSpace="true" sendFailIfNoSpaceAfterTimeout="2000">
<memoryUsage>
<memoryUsage percentOfJvmHeap="60" />
</memoryUsage>>
</systemUsage>
</systemUsage>
</broker>
</persistenceAdapter>

EIE Amazon MQ for ActiveMQ 5| Z R

Apache ActiveMQ 1RIFE R B FIFCIRASEERN X.Y.Z, EEAT ActiveMQ EIH
Amazon MQ # , XRTREMRAE , RRREMAE , YRR TRAS, ZNREBRESEEST

{t. , Amazon MQ &£FBRAERM N EEMAE N, B0, MARA 5. 17 ALK E 6. 0 WM A EERAF
K, MERBRERASHATRAEASEEER , WRAFRFEANREER. Flan , MNRAE 5 FH
$o 17 5, 18 WA REMAHR,

ERAT ActiveMQ WL S# MQ B FTELXLHEFERAIFNRITIAERS, BXxAHRENKES]
BRANIEEE | FSEAS Amazon MQ KIES|ZRRA,

TG MQ £ X358 ActiveMQ 5| 2R A

Amazon MQ fRAXEAHLE RRES| ZBIRAMN LI, HEMRERPZFLIER | Amazon
MQ 2 B3I ZRAEWNFIEREBEARE T —NXIFNRA, EREALIEZEFZE , Amazon MQ &2 F
DI 90 KN & HEH,

Apache ActiveMQ KR 4x L5 MQ ZRFE4LE

ActiveMQ 5.17 ( #% )
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Apache ActiveMQ hr4s 5% MQ XFELLE
ActiveMQ 5.16 2024%11H15H
ActiveMQ 5.15 2024%9H16H

LIBA ActiveMQ REBBIZZFH Amazon MQ B, B LU EFMZ XIFM ActiveMQ 5I1ZRRA, MR
EERAENRE , Amazon MQ £ B BIANHZFH 5| ZRRAES, AWS Management Console 1R %
£/ AWS CLI 5 Amazon MQ API 812K E , NFEESIZBIREA S, MRTRERES , NiRE2S
FE. ETHREZER , B2H (AWS CLI i 55¥E) FHcreate-brokerf (Amazon MQ REST
APl 2Z&) HfiCreateBroker,

BIZRRA TR

BB F SN REARE T —MENEERE, RERAHITRE. HEFEBHRER
ARFEES , Amazon MQ FFE LS BT BRI EN R E A R B IFAV SR H T AR

BEXFHARLLENEZER |, 5SHWthe section called “F 51 B A",
5 H X HFH 51 Z R

B L MEAdescribe-broker-instance-options AWS CLI SR 5 A E X R EMEES|E
WA

aws mq describe-broker-instance-options

ERE|BNEFIRBFHFRER  EFEH--engine-typefl--host-instance-typeit M , MELTFR
o

aws mq describe-broker-instance-options --engine-type engine-type --host-instance-
type instance-type

flan , EfFiE ActiveMQ Fl mq.m5.1large SRHIRBEHNLER |, BN engine-type B A
ACTIVEMQ , #¥% instance-type E#tH mq.m5.large,

¥F Java Message Service ( JMS ) & ActiveMQ B & 5 A 89 B 3R 6l

LR RBERIMA A RE S X EA ActiveMQ
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Amazon MQ FEANGIER

- 7~ OpenWire fil Java REBEEEINRIE, AIERIIARREFIZVCER. BXFADMBMNEE , 55

%] Connecting a Java application to your broker,
« MQTT Rl Java R ALGEERRE, BFEH ZIEMBEBOEE,
« STOMP+WSS R4l Java RIS A ERERCIE, 1B SIH K xMEWBUEE.

FRFM
BB VPC B

EHRENREBAILESN VPC FigF |, BA4MFH enableDnsHostnames #
enableDnsSupport VPC B, BEXEZEE |, 52 (Amazon VPC AF#EE) H#Y VPC F#Y
DNS Supports

B R AhIER

1. 3% Amazon MQ 4|5,

2. MNELAFERAP |, EFEENILXLENABM (HIE0 MyBroker )

3. TEiZMyBrokerWHEE “E1" 34 , B TREM Web #2414 URL ML IHILE thut Fik O,
4

£ Details (FAE L) 9 K Security and network (Z£5ME) T , BENZ£ABZHT
s

AR E R EC2 Dashboard B Security Groups (Z£4) RH,
5. NZ24AJKRP , ERENRE4H,
6. METEEE , %12 Inbound (ATE) , RIEIEIZ Edit ().
7. 7 Edit inbound rules (4R ASEAN) XHFEF , RFLELFHEH SN URL LT ORI
W ( AT REIE R RIE Web 25 B HITHERE,
a. EFRRMAN,
b. XF Type EH) , i%£$#F Custom TCP (BE X TCP),
c. XtTF Port Range (¥ H3EE) , #A Web ###|&8iw0 (8162 ) ,

d. XTF Source () , i&# Custom (BEN) , RAERALHLEEBIHE Web BFENRER IP
ik (B4 192.0.2.1).

e. ﬁ?%ﬁﬁo

N RIBIE R U AVEER,
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N Java R #iIn

OpenWire

fF activemg-client.jar M activemqg-pool.jar BFEHFME| Java KEEF, LUTRHEIE
B T Maven T B B9 pom. xml 34 #YX L4k i 5x &K,

<dependencies>
<dependency>
<groupIld>org.apache.activemq</groupId>
<artifactId>activemq-client</artifactId>
<version>5.15.16</version>
</dependency>
<dependency>
<groupId>org.apache.activemg</groupId>
<artifactId>activemq-pool</artifactId>
<version>5.15.16</version>
</dependency>
</dependencies>

X activemg-client.jar WEZEE , S Apache ActiveMQ XRF I BE B o
MQTT

¥f org.eclipse.paho.client.mqttv3.jar BFEFME Java EBEEP, UTRAIEAT
Maven I B B9 pom. xml X HHIX — K EIRX R,

<dependencies>
<dependency>
<groupld>org.eclipse.paho</groupId>
<artifactId>org.eclipse.paho.client.mgttv3</artifactId>
<version>1.2.0</version>
</dependency>
</dependencies>

BX org.eclipse.paho.client.mqttv3.jar WEZEE , 23K Eclipse Paho Java &
o
STOMP+WSS

FUTEFEARMET Java REE

* spring-messaging.jar
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FRARER

* spring-websocket.jar

* javax.websocket-api.jar

* jetty-all.jar

* slf4j-simple.jar

* jackson-databind. jar

LA RGBT Maven BB B9 pom. xml T4 A AYIX LR o< R

<dependencies>

<dependency>
<groupId>org.springframework</groupId>
<artifactId>spring-messaging</artifactId>
<version>5.0.5.RELEASE</version>

</dependency>

<dependency>
<groupId>org.springframework</groupId>
<artifactId>spring-websocket</artifactId>
<version>5.0.5.RELEASE</version>

</dependency>

<dependency>
<groupId>javax.websocket</groupId>
<artifactId>javax.websocket-api</artifactId>
<version>1l.1l</version>

</dependency>

<dependency>
<groupld>org.eclipse.jetty.aggregate</groupIld>
<artifactId>jetty-all</artifactId>
<type>pom</type>
<version>9.3.3.v20150827</version>

</dependency>

<dependency>
<groupld>org.slf4j</groupld>
<artifactId>slf4j-simple</artifactId>
<version>1.6.6</version>

</dependency>

<dependency>
<groupId>com.fasterxml.jackson.core</groupId>
<artifactId>jackson-databind</artifactId>
<version>2.5.0</version>

</dependency>
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</dependencies>

BXEZ[EE , 551 Spring Framework X&) STOMP #F,

AmazonMQExample.java

/A Important

HUTREACEF , EFENEREEENMLBEPET. N TEFRSE ( I HCEXFEE
®%)  FRARENLIBRENEAEERIMAENRERE LIET.

OpenWire

* Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.

* Licensed under the Apache License, Version 2.0 (the "License").
* You may not use this file except in compliance with the License.
* A copy of the License is located at

* https://aws.amazon.com/apache2.0

* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
* express or implied. See the License for the specific language governing

* permissions and limitations under the License.

*/

import org.apache.activemqg.ActiveMQConnectionFactory;
import org.apache.activemq.jms.pool.PooledConnectionFactory;

import javax.jms.*;
public class AmazonMQExample {

// Specify the connection parameters.
private final static String WIRE_LEVEL_ENDPOINT
= "ssl://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
east-2.amazonaws.com:61617";
private final static String ACTIVE_MQ_USERNAME = "MyUsernamel23";
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private final static String ACTIVE_MQ_PASSWORD = "MyPassword456";

public static void main(String[] args) throws IJIMSException {
final ActiveMQConnectionFactory connectionFactory =
createActiveMQConnectionFactory();
final PooledConnectionFactory pooledConnectionFactory =
createPooledConnectionFactory(connectionFactory);

sendMessage(pooledConnectionFactory);
receiveMessage(connectionFactory);

pooledConnectionFactory.stop();

private static void
sendMessage(PooledConnectionFactory pooledConnectionFactory) throws JIMSException

// Establish a connection for the producer.

final Connection producerConnection = pooledConnectionFactory
.createConnection();

producerConnection.start();

// Create a session.
final Session producerSession = producerConnection
.createSession(false, Session.AUTO_ACKNOWLEDGE);

// Create a queue named "MyQueue".
final Destination producerDestination = producerSession
.createQueue("MyQueue");

// Create a producer from the session to the queue.

final MessageProducer producer = producerSession
.createProducer(producerDestination);

producer.setDeliveryMode(DeliveryMode .NON_PERSISTENT);

// Create a message.

final String text = "Hello from Amazon MQ!";

final TextMessage producerMessage = producerSession
.createTextMessage(text);

// Send the message.
producer.send(producerMessage);
System.out.println("Message sent.");
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// Clean up the producer.
producer.close();
producerSession.close();
producerConnection.close();

private static void
receiveMessage(ActiveMQConnectionFactory connectionFactory) throws JMSException

// Establish a connection for the consumer.

// Note: Consumers should not use PooledConnectionFactory.

final Connection consumerConnection = connectionFactory.createConnection();
consumerConnection.start();

// Create a session.
final Session consumerSession = consumerConnection
.createSession(false, Session.AUTO_ACKNOWLEDGE);

// Create a queue named "MyQueue".
final Destination consumerDestination = consumerSession
.createQueue("MyQueue");

// Create a message consumer from the session to the queue.
final MessageConsumer consumer = consumerSession
.createConsumer(consumerDestination);

// Begin to wait for messages.
final Message consumerMessage = consumer.receive(1000);

// Receive the message when it arrives.
final TextMessage consumerTextMessage = (TextMessage) consumerMessage;
System.out.println("Message received: " + consumerTextMessage.getText());

// Clean up the consumer.
consumer.close();
consumerSession.close();
consumerConnection.close();

private static PooledConnectionFactory
createPooledConnectionFactory(ActiveMQConnectionFactory connectionFactory) {
// Create a pooled connection factory.
final PooledConnectionFactory pooledConnectionFactory =
new PooledConnectionFactory();
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pooledConnectionFactory.setConnectionFactory(connectionFactory);
pooledConnectionFactory.setMaxConnections(10);
return pooledConnectionFactory;

private static ActiveMQConnectionFactory createActiveMQConnectionFactory() {
// Create a connection factory.
final ActiveMQConnectionFactory connectionFactory =
new ActiveMQConnectionFactory(WIRE_LEVEL_ENDPOINT);

// Pass the sign-in credentials.
connectionFactory.setUserName(ACTIVE_MQ_USERNAME);
connectionFactory.setPassword(ACTIVE_MQ_PASSWORD);
return connectionFactory;

MQTT

* Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.

* Licensed under the Apache License, Version 2.0 (the "License").
* You may not use this file except in compliance with the License.
* A copy of the License is located at

* https://aws.amazon.com/apache2.0

* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
* express or implied. See the License for the specific language governing

* permissions and limitations under the License.

*/
import org.eclipse.paho.client.mqttv3.*;
public class AmazonMQExampleMqtt implements MqttCallback {
// Specify the connection parameters.
private final static String WIRE_LEVEL_ENDPOINT =

"ssl://b-1234a5b6-78cd-901e-2fgh-3i145j6k17819-1.mq. us-
east-2.amazonaws.com:8883";
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private final static String ACTIVE_MQ_USERNAME = "MyUsernamel23";
private final static String ACTIVE_MQ_PASSWORD

"MyPassword456";

public static void main(String[] args) throws Exception {

new AmazonMQExampleMqgtt().run();

private void run() throws MgttException, InterruptedException {

// Specify the topic name and the message text.
final String topic = "myTopic";
final String text = "Hello from Amazon MQ!";

// Create the MQTT client and specify the connection options.
final String clientId = "abcl23";

final MqgttClient client = new MqttClient(WIRE_LEVEL_ENDPOINT,
final MgttConnectOptions connOpts = new MgttConnectOptions();

// Pass the sign-in credentials.
connOpts.setUserName(ACTIVE_MQ_USERNAME);
connOpts.setPassword(ACTIVE_MQ_PASSWORD.toCharArray());

// Create a session and subscribe to a topic filter.
client.connect(connOpts);

client.setCallback(this);

client.subscribe("+");

// Create a message.
final MqgttMessage message = new MqttMessage(text.getBytes());

// Publish the message to a topic.
client.publish(topic, message);
System.out.println("Published message.");

// Wait for the message to be received.
Thread.sleep(3000L);

// Clean up the connection.
client.disconnect();

@Override
public void connectionLost(Throwable cause) {

System.out.println("Lost connection.");

clientId);
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@Override
public void messageArrived(String topic, MgttMessage message) throws
ttException {

System.out.println("Received message from topic " + topic + ": " + message);

@Override
public void deliveryComplete(IMqttDeliveryToken token) {
System.out.println("Delivered message.");

}
}
STOMP+WSS
/*
* Copyright 2010-2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.
*
* Licensed under the Apache License, Version 2.0 (the "License").
* You may not use this file except in compliance with the License.
* A copy of the License is located at
*
* https://aws.amazon.com/apache2.0
*
* or in the "license" file accompanying this file. This file is distributed
* on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either
* express or implied. See the License for the specific language governing
* permissions and limitations under the License.
*
%

import org.springframework.messaging.converter.StringMessageConverter;

import org.springframework.messaging.simp.stomp.*;

import org.springframework.web.socket.WebSocketHttpHeaders;

import org.springframework.web.socket.client.WebSocketClient;

import org.springframework.web.socket.client.standard.StandardwWebSocketClient;
import org.springframework.web.socket.messaging.WebSocketStompClient;

import java.lang.reflect.Type;

public class AmazonMQExampleStompWss {
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// Specify the connection parameters.
private final static String DESTINATION = "/queue";
private final static String WIRE_LEVEL_ENDPOINT =
"wss://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq. us-
east-2.amazonaws.com:61619";
private final static String ACTIVE_MQ_USERNAME = "MyUsernamel23";
private final static String ACTIVE_MQ_PASSWORD = "MyPassword456";

public static void main(String[] args) throws Exception {
final AmazonMQExampleStompWss example = new AmazonMQExampleStompWss();

final StompSession stompSession = example.connect();
System.out.println("Subscribed to a destination using session.");
example.subscribeToDestination(stompSession);

System.out.println("Sent message to session.");
example.sendMessage(stompSession);
Thread.sleep(60000);

private StompSession connect() throws Exception {
// Create a client.
final WebSocketClient client = new StandardWebSocketClient();
final WebSocketStompClient stompClient = new WebSocketStompClient(client);
stompClient.setMessageConverter(new StringMessageConverter());

final WebSocketHttpHeaders headers = new WebSocketHttpHeaders();

// Create headers with authentication parameters.
final StompHeaders head = new StompHeaders();
head.add(StompHeaders.LOGIN, ACTIVE_MQ_USERNAME);
head.add(StompHeaders.PASSCODE, ACTIVE_MQ_PASSWORD);

final StompSessionHandler sessionHandler = new MySessionHandler();
// Create a connection.

return stompClient.connect(WIRE_LEVEL_ENDPOINT, headers, head,
sessionHandler).get();

private void subscribeToDestination(final StompSession stompSession) {
stompSession.subscribe(DESTINATION, new MyFrameHandler());
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private void sendMessage(final StompSession stompSession) {
stompSession.send(DESTINATION, "Hello from Amazon MQ!".getBytes());

private static class MySessionHandler extends StompSessionHandlerAdapter {
public void afterConnected(final StompSession stompSession,
final StompHeaders stompHeaders) {
System.out.println("Connected to broker.");

private static class MyFrameHandler implements StompFrameHandler {
public Type getPayloadType(final StompHeaders headers) {
return String.class;

public void handleFrame(final StompHeaders stompHeaders,
final Object message) {
System.out.print("Received message from topic: " + message);
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<networkConnectors>
<networkConnector name="connector_1_to_2" userName="myCommonUser"
duplex="true"
uri="static:(ssl://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
east-2.amazonaws.com:61617)" />
</networkConnectors>

- MRLEFGRIP[EZIEDN/ZARE , EEAFEUATERSHN
ANMEBurif¥static+failoverf&##l OpenWire & imH Ko ?
randomize=false&maxReconnectAttempts=0%40 :

<networkConnectors>
<networkConnector name="connector_1_to_2" userName="myCommonUser"
duplex="true"

uri="static:(failover:(ssl://
b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-east-2.amazonaws.com:61617,

ssl://b-987615k4-32ji-109h-8gfe-7d65c4b132al-2.mq. us-
east-2.amazonaws.com:61617)?randomize=false&amp;maxReconnectAttempts=0)"/>
</networkConnectors>
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for MyBroker2,

h. i&# Save (fkf7) ARFEERFIET,
2. Ym%E MyBrokerl LU ESFTHE BB RENMEINA.

a. 1£ MyBroker1 TT Lt , &R %wE,
b. & “4w%E MyBroker 1" WEMW “B&" 885 , 1&#F “ItXKME3,

c. £ Schedule broker modifications (it X/{CEEEH) o A |, 1% Immediately (3LED) M A&
%o

d. 1&E N

MyBrokerl RE#HE3 , MEASNAZNEEEIT.
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A%k

BB

ot BRENE,

5

REMER , TUBIERMERERRNAE,

/A Important

H{REiR O 8162 ( AT ActiveMQ Web #2F1& ) Min M 61617 ( A TR ) MyBrokerl bR
REFAXE AR ITTENN AER, OpenWire
B EERHEZSAIRE  UATCIEENEREEZIREME,

£ Amazon MQ # & & £ , §ME Connections (E#E) &84 , id R E MyBrokerl 9 ActiveMQ
Web 12§l & L iHT Ko

S BRE MyBrokerl B9 ActiveMQ Web ##IA& .

ERTRFEACERE , HIEE Network (R4),

£ Network Bridges ( M#% ) 284 & , MyBroker2 B & # M 1it 5 #E Remote Broker ( T2
) # Remote Address ( i &iﬂziﬂ: ) Bld,

M AT LA RICE MyBroker2 MITEHE , SIZ—NMERE, Hla0 :

activemq consumer --brokerUrl "ssl://
b-1234a5b6-78cd-901e-2fgh-3145j6k17819-1.mq.us-east-2.amazonaws.com:61617" \
--user commonUser \
--password myPassword456 \
--destination queue://MyQueue

£ A EEEIM OpenWire LiwT1 KMyBroker2 3 FF 24 5 F BA I B9 3H EMyQueue,
MR LLG AR IR MyBrokerl WitEHE |, SIB— N RIBEHAE—LHE, HilW

activemq producer --brokerUrl "ssl://
b-987615k4-32ji-109h-8gfe-7d65c4b132al-1.mq.us-east-2.amazonaws.com:61617" \
--user commonUser \
--password myPassword456 \
--destination queue://MyQueue \
--persistent true \
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--messageSize 1000 \
--messageCount 10000

£ FIEREEIMN OpenWire LiwT7 = , MyBroker 1 HFF 184 R EHERAKY 35 X 5H EMyQueue,

5 Java N REFEREEEH Amazon MQ 32

£l Amazon MQ ActiveMQ REf5 , BAUFNARFEZESIZNE, UTROVERINAER Java
Message Service ( JMS ) RIEREER. QIERIIURKEEL . BXTENAA Java =™l , S
EWorking Java Example.

AT LAfE & Fh ActiveMQ B i iE R ActiveMQ R, BRATEWEA ActiveMQ & F i,

ES}
- BEREH

- BDIEEEBMREAREEE
- BIEEEEREAEURES

FRFM
BH VPC B

EHERENARETLIERN VPC fifE) | 2455 A enableDnsHostnames
enableDnsSupport VPC B, BXEZEE |, i55H (Amazon VPC AF#EE) H# VPC FHY

DNS Support,
JB R A E

1. &3% Amazon MQ #2# &

2. MNELAFERAP |, EFENILXLENABM (HlE0 MyBroker )

3. TEiZMyBrokerMHH “HEFE” #4o |, id TR Web #2H| & URL FML R IEY it ut Fiw O o
4

£ Details (FAE L) 9 B Security and network (Z£5ME) T , B ENZ A/
s

LBt E 7R EC2 Dashboard B Security Groups (Z£4) TWH-
5. MNZ2A%xRHP  ERENTLA,
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6. TERMEESD , %R Inbound (A¥h) , RFIEEFE Edit (REB).

7. 7 Editinbound rules (4R AMWEMN) JFFES , NHFELFHBBNEN URL LT LR INM
N ( AT REIE RN RRIE Web 1251 81T HERE,

a. EFRMBL
b. XF Type (EH) , #%# Custom TCP (BENX TCP),
c. XITF PortRange (iwRASEE) , A Web #£H&wA (8162) .

d. XF Source (JF) , i&# Custom (BEN) , RAERAZBHLEREBIHE Web B EHNRER IP
Motk (180 192.0.2. 1)

e. ji;%ﬁﬁo

ERARERIE AT AR AMIER,

NN Java fKEHIN

¥ activemqg-client.jar M activemqg-pool.jar BHFEHRME| Java EEEF, LT RHIHA
T Maven 3 B #9 pom. xml 34 HYIX 4k 8% Ko

<dependencies>
<dependency>
<groupId>org.apache.activemg</groupId>
<artifactId>activemqg-client</artifactId>
<version>5.15.16</version>
</dependency>
<dependency>
<groupld>org.apache.activemq</groupId>
<artifactId>activemq-pool</artifactId>
<version>5.15.16</version>
</dependency>
</dependencies>

X activemg-client.jar WEZEE , S H Apache ActiveMQ XA ¥R ELE

/A Important

HUUTROAMCEF , EFENERAEEEMEPEIT. ¥ TEFRE ( I HCEXGEE
®%)  FRKRENCIZENERAEELMNENRLE LE1T,
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EEEAREHREHER
1. EARENKXERTRIESCIRECE IMS HERT] |, REHXNZI A

createConnection .

® Note

X FE3/EANRE , Amazon MQ BB ActiveMQ Web # 4|5 URL , BEBRXRE—
N URL & FEZIRDS. B , Amazon MQ ABNMNERPIRERNMNLRT R , EERS
FHPERE—NMLRTRETFEFIRS. -1 M -2 GERTIARN. BXEZER , HSH
Broker Architecture.

HNTFERPUARTR , BAUARTFNARFEAREEBEREREIE - KR ET R

// Create a connection factory.
final ActiveMQConnectionFactory connectionFactory = new
ActiveMQConnectionFactory(wirelLevelEndpoint);

// Pass the sign-in credentials.
connectionFactory.setUserName(activeMgUsername);
connectionFactory.setPassword(activeMgPassword);

// Create a pooled connection factory.

final PooledConnectionFactory pooledConnectionFactory = new
PooledConnectionFactory();
pooledConnectionFactory.setConnectionFactory(connectionFactory);
pooledConnectionFactory.setMaxConnections(10);

// Establish a connection for the producer.
final Connection producerConnection = pooledConnectionFactory.createConnection();
producerConnection.start();

// Close all connections in the pool.
pooledConnectionFactory.clear();

(® Note
SHEBIEENKRAMER PooledConnectionFactory £, BXEZER |, S L
55 FE#E M,
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2. BIB—/12iE , — 1B MyQueue HIRASIFE S RIEE,

// Create a session.

final Session producerSession = producerConnection.createSession(false,

Session.AUTO_ACKNOWLEDGE);

// Create a queue named "MyQueue".

final Destination producerDestination = producerSession.createQueue("MyQueue");

// Create a producer from the session to the queue.
final MessageProducer producer =
producerSession.createProducer(producerDestination);
producer.setDeliveryMode(DeliveryMode .NON_PERSISTENT);

3. BEBEEFHSE "Hello from Amazon MQ!" , REREHE,

// Create a message.
final String text = "Hello from Amazon MQ!";
TextMessage producerMessage = producerSession.createTextMessage(text);

// Send the message.
producer.send(producerMessage);
System.out.println("Message sent.");

4. FBEQEE,

producer.close();
producerSession.close();
producerConnection.close();

BIBHEEREFEBCHR

1. EARENKXRT/INERCIRER IMS EET |, ARHNZI AR

createConnection .

// Create a connection factory.
final ActiveMQConnectionFactory connectionFactory = new
ActiveMQConnectionFactory(wirelLevelEndpoint);

// Pass the sign-in credentials.
connectionFactory.setUserName(activeMgUsername);

F Java N AEFEZIGHRE
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connectionFactory.setPassword(activeMgPassword);

// Establish a connection for the consumer.

final Connection consumerConnection = connectionFactory.createConnection();
consumerConnection.start();

(@ Note
HEFERAEST NEMA PooledConnectionFactory £, BXEZER , BSH HA
FEHEE,

2. BIB—2E, — 1B MyQueue MAAFIFEEERE,

// Create a session.

final Session consumerSession = consumerConnection.createSession(false,
Session.AUTO_ACKNOWLEDGE);

// Create a queue named "MyQueue".
final Destination consumerDestination = consumerSession.createQueue("MyQueue");

// Create a message consumer from the session to the queue.
final MessageConsumer consumer =
consumerSession.createConsumer(consumerDestination);

3- 3:Ftﬁ%?%iﬁa%‘,#&)“,/%\Euﬁﬁquiguiﬁ/%\o

// Begin to wait for messages.
final Message consumerMessage = consumer.receive(1000);

// Receive the message when it arrives.

final TextMessage consumerTextMessage = (TextMessage) consumerMessage;
System.out.println("Message received: " + consumerTextMessage.getText());

® Note
5 AWS HEMRS ( #I20 Amazon SQS ) T , HRELEELKLANEYEKR.

4. XMAERE. FTEMEE,

consumer.close();
consumerSession.close();
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consumerConnection.close();

I ActiveMQ R¥E 5 LDAP &5

/A Important
RabbitMQ X2 X ¥ LDAP £/,

WA LAERA LT B A TLS BB iSRiF A ActiveMQ RE :

. AMQP

. MQTT

« ETF WebSocket 5 MQTT
* OpenWire

« STOMP

« ETF WebSocket #§ STOMP

Amazon MQ U THAPNREEIZI : &4 ActiveMQ S HKIER LDAP SRR IEURIENR, Bx
5 ActiveMQ AF B NEBHEXHRFINELS , FSHAF.

ERN ActiveMQ AP FMAFERAIIFMER , HIREENRENEE, Amazon MQ A ActiveMQ
B E 2 BRI AGRBHEIENRMEAZ Bz, BXFAESENTY | BFSRALERE RN

authorizationEntry.

® Note
B8l , Amazon MQ F X ZF&EFimit$ 5B K1,

FB
« ¥ LDAP 5 ActiveMQ &1
o FREFH

« LDAP Al]
« LDAP B THEH R

F ActiveMQ RE 5 LDAP £ 135


http://activemq.apache.org/amqp.html
http://activemq.apache.org/mqtt.html
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http://activemq.apache.org/openwire.html
http://activemq.apache.org/stomp.html
http://activemq.apache.org/security.html#Security-SimpleAuthenticationPlugin
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¥ LDAP & ActiveMQ £/

BRI BN FHERE B FiHRIMIL ( LDAP ) RFE|HIEIEX Amazon MQ AP #1THHBRIE, &
ERILURD, MERFE K Amazon MQ AP, HELHNEBRBAS 2 EARR. €12, FEXAMRACE
EEERENATE IAMEIE , HEKRS LDAP £,

FEMEA LDAP RS 2BRELMEF 1L Amazon MQ REF A RIE MBI EF - W AL L hEE. [
ERAPEIEREE LDAP R , A FHNEBRXLEEIRE T — N OMUE , NTTE TR
B,

Amazon MQ £ Apache ActiveMQ JAAS E#kiZMHt LDAP X, ZEHZFWE(T LDAP RS
2% , 10 Microsoft Active Directory = OpenLDAP , 358 %] T Amazon MQ WX, BXBEHNESE
B, B2 Active MQ X Security (£%) &89

BRAFS , BEAT LB LDAP BRSRREEX S EAS A F A EBMBASIM 5 RIRPR, A LB £
LDAP BRS5 e eI Z R REBMAFINEE , REANEE LDAP AF AL BERRRKIL BN, R
&, SR BURARIEEE I M LDAP RSS2 PR RRNBME

FRFMH

FERF LDAP XHERMEIF A HI B Amazon MQ REZ A , BHATRE—MRFK,. BaE
LDAP BRS5ERMVERFTEMBRSIKS , A ALAEFEBNNRS R ILER, RS IKF RN SR
RIPIRE LDAP M KIE. HAERNEF REEDFELRE —EERITHHRIE,

RS 2 LDAP RSP ENBINEZENTK, . X2 —/MrERN LDAP EXR | SR eERM—IXRS
WK FPEIE, IREEERE , MERRKNEFIHEZERNES LDAP RSB/ HTHHRKIE, BHVRS K,
FEAMB RN Z L FMHE , RE Amazon MQ F&EHHE.

E5 ActiveMQ £ , LDAP RF LEE—NMIENEREEM (DIT) . BXAFREE RIEEHN
1dif X# B, ESHE ActiveMQ X4 Security (Z4) Z80 FERFELT LDIF X5 A LDAP R
2

LDAP AI]

EFRRE , TOIEFH Amazon MQ EBIERERFIET , iHSFME Amazon MQ #H & |, Hik
## LDAP authentication and authorization (LDAP & 3 3iF f11% 1Y)

REBRBSKFHATEER
- TEREFE  EAMHRESHORIEFMBENERN LDAP RFFJHLE.
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® Note
BIRME LDAP REBN LR EFHBATEIEWMNHIHTOFT, Amazon MQ 2EZZERE
WA F LY 1daps , HIFHMNRKOS 636,
Flin | REIRMTLPREE example. com , Amazon MQ FEHA LT URL 5 E &K
LDAP fRZ528 : 1daps://example.com:636,
NTEREENEEB S LDAP lRFJ|AHITNER , T2 REFHE LA AULT . ERE
LDAP lRFEB|MNFAE MR LM , FERSF|AEANPREAULRE , UENRXATFRERE
VPC AR E,

- BREKFRAFA : ATHITE LDAP RS =RMBEN A A 2 %A M.
« RS FTHNBEAENHAFNEB,

TEREREERTREXEFAEENLE.

ol

FF ActiveMQ RE2 5 LDAP &/ 137



Amazon MQ FRARIER

Authentication and Authorization

Simple Authentication and Authorization O LDAP Authentication and Authorization
Authenticate and authorize users using the credentials stored in a broker. Authenticate and authorize users using the credentials stored in an LDAP
Server.

Provide details for your organization's Active Directory or other LDAP server. Info
Fully qualified domain name

example.com

Service account username
Fully gualified name of the user that opens the connection to the directory server.

mysarviceacccount

Service account password
The password for the service account provided above.

Maximum of 128 characters

Show

LDAP login configuration

Your server configuration to search and authenticate users.

User Base
Fully gualified name of the directory where you want to search for users.

ou=user, dc=example,dc=com

User Search Matching

The search criteria for the user object applied to the directory provided above.
(uid=0)

Role Base

Fully gualified name of the directory to search for a user's groups.
ou=user, dc=example,dc=com

Role Search Matching

The search criteria for the group object applied to the directory provided above.

{uid=0)

P Optional settings

£ LDAP login configuration (LDAP & XEE) o7 , BREUTHEEE :

- AFRER  FHAFEBZENBEREEHN (DIT) AT W2 8B .
- AF#EECH : LDAP EEF k%Y , FATE userBase PEHRAF ., BEFHNAF BN ERE
RFEZHFPH {0} 50UFF,. EXEZEE , BSHR 5 @RI Authorization,

- AEEH  HANACERMN DIT FNTRNAIZHEN. SETUIUEEN B ZFHPNEN LDAP
ARE. AEABRKEARHAGENN—NEYE (HIMLASB (CN) ) ME—NEX (Hlm
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member ) A , HHNERRETACENAFNTIHEMIAF B, Hlun , LEFAHRAI]
group , AT LURBLIT A 22K : ou=group, dc=example, dc=com,

- ABEERLTE : ATE roleBase FERABH LDAP BRIFESEZ M. userSearchMatching [T
ENAFNAT S HEEERNBRTERGETH {0} 5L, BERHREAFZRERN {1} &
. Bl MREFHFHNACEZEETEE N nember WEM (BEZACYHFFERAFNAFSE) |
N AT AR ML T RIFERM © (member:=uid={1}),

TERHERTEEXEFHAEERNMLE.

il
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Authentication and Authorization

Simple Authentication and Authorization O LDAP Authentication and Authorization
Authenticate and authorize users using the credentials stored in a broker. Authenticate and authorize users using the credentials stored in an LDAP
SErver.

Provide details for your organization's Active Directory or other LDAP server. Info
Fully qualified domain name

example.com

Service account username
Fully gualified name of the user that opens the connection to the directory server.

mysarviceacccount

Service account password
The password for the service account provided above.

Maximum of 128 characters

Show

LDAP login configuration

Your server configuration to search and authenticate users.

User Base
Fully gualified name of the directory where you want to search for users.

ou=user, dc=example,dc=com

User Search Matching

The search criteria for the user object applied to the directory provided above.
(uid=0)

Role Base

Fully gualified name of the directory to search for a user's groups.
ou=user, dc=example,dc=com

Role Search Matching

The search criteria for the group object applied to the directory provided above.

{uid=0)

P Optional settings

# Optional settings (AI&IRE) F7H , BRIURHUTAIEEER :

- AFAGEH  APEARRARBHNAFER%ET LDAP BHENEH. EEEBRT , AFA€T
BERMAFERXBPEMMNENRFIR, userRoleName T A FEIEMH L BN B, 0, bR
MNZEULATHF%E :

dn: uid=jdoe,ou=user,dc=example,dc=com
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objectClass: user

uid: jdoe

sn: jane

cn: Jane Doe

mail: j.doe@somecompany.com
memberOf: rolel
userPassword: password

ERN LR RAIBEIETEN userRoleName , BEEIETE member0f B, MRBHRIUEKTY , M4
HAFSEA® rolel,

- AEEY  AEXETNAEREY  ENZACHNER, fl, BAUNEAZENEAENEE
cno MREMHWIEKY , MENAFSTEEFENKANENACGKERN cn BHE,

- AFEERFH : EX LDAP AFEREFANEE. WRA true , NERBERENH userBase &
YT R THEANTH,

- AERRTH  EXLDAP AR REWMNTEE. MRN true , MERTEIRENH roleBase E
X R THEANFH,

TEREERTHEEXEMERENVLE.

Role Search Matching
The search criteria for the group object applied to the directory provided above.

¥ Optional settings

User Role Name
Specifies the name of the LDAP attribute for the user group membership.

Role Name
Specifies the LDAP attribute that identifies the group name attribute in the object returned from the group membership query.

User Search Subtree
This defines the directory search scope for the user. If set to true, scope is to search the entire sub-tree.

Role Search Subtree
This defines the directory search scope for the role/group. If set to true, scope is to search the entire sub-tree.
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LDAP £EH TEH
A LUSERDATAE | ERRITEHNBNEN,
BRI

NTEHRIE , FRRFIEXTER, XEFIUEH I LDAP ARSTRAY A /- 248 P iy A F = TRIE.

RS ActiveMQ REM A - ER A48 M DIT P77 A K LDAP lRESSJ|HPHT R, fla0 , rRE
£ AR = AWS Managed Microsoft AD , # B&HEHAH corp. example M com , MEX LA K
o, BRBEHAER] corp M Users , BAZRERAUTILREREH A A

OU=Users,0OU=corp,DC=corp,DC=example, DC=com

ActiveMQ fCENFE DIT FHILUERRAF , MENRAREBENTFIRERERIITEH ORI,
_| Active Directory Users and Computers

File Action View Help
& (Fl o= HE PRET

| Active Directory Users and Computers [WIN-IL
| Saved Queries

v 3 corp.example.com

o AWS Delegated Groups

o AWS Reserved

| Builtin

| Computers

v 3] corp

3 Computers
2 Destination
3. Group
3| GroupTwo
2 Users

BT ActiveMQ BERXBNAFNBEMBMEREN uid , EXTBESNMNAFAHRETHES, HfEE
BA, BANERAFNEERFE, BXESELR , B2 M activemq JRREBFTE Windows Server
2016 ( 54 ) lRAHK Active Directory Fi P FiTEHLHEE ID M,
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https://www.ibm.com/support/knowledgecenter/en/STXKQY_5.0.3/com.ibm.spectrum.scale.v5r03.doc/bl1adm_confidmapaduc.htm
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ERNREAFBA ActiveMQ #HI&THE , E#RMAE T amazonmg-console-admins 4,

Authorization

NFENX , NREREMEREBREFEE, RBEINREN activemqg. xml BEXHHH
cachedLdapAuthorizationMap TEESNER ( NEER , BFHFRE ) LTR. BXEZER | &
S HE17 LDAP ERUEHR,

(® Note

NEeBFERNRE cachedLDAPAuthorizationMap ELE XK activemqg.xml JT

% |, BXMEEE AWS Management Console BIZELERTiE#E LDAP Authentication and
Authorization ( LDAP H R UERMEER ) &I , KFEEA Amazon MQ API 0 22 i E 84~
authenticationStrategy BHiRE RN LDAP,

IEBMIEREUT=ANEMIERN cachedLDAPAuthorizationMap TEMN —3F% :

* gqueueSearchBase
» topicSearchBase

* tempSearchBase

/A Important
NTHLEBBESEEREERNENEEXXHY , Amazon MQ BIEATEMSE
cachedLdapAuthorizationMap H A :
* connectionURL
* connectionUsername

e« connectionPassword

BIEAER , Amazon MQ £ &R &EEIIAWS Management ConsoleiZ2EHIE , HETE APl iF
R# 1dapServerMetadata BHEH , B LRE .

LARERT cachedLdapAuthorizationMap B9 T4ERAI,
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<authorizationPlugin>
<map>
<cachedLDAPAuthorizationMap
queueSearchBase="ou=Queue, ou=Destination, ou=corp,dc=corp,dc=example,dc=com"
topicSearchBase="ou=Topic,ou=Destination, ou=corp,dc=corp,dc=example,dc=com"
tempSearchBase="ou=Temp, ou=Destination, ou=corp,dc=corp,dc=example,dc=com"
refreshInterval="300000"
legacyGroupMapping="false"
/>
</map>
</authorizationPlugin>

XLEEFRIR DIT P AN BRREEENRNVE. FHit , XF LER AWS Managed Microsoft AD
T~ EAS corp. example M com HHEIMEA G , BAILIEE—NE R destination BHLLES
17, RBEMBEBIRER, EZALIIHP , BFA queues, topics M temp BHRD FIBIE -1,

XERE SR ASEREM ( NREFIWERRERRNES ) FE DIT FERLTAE :

OU=Queue,QU=Destination,OU=corp,DC=corp,DC=example, DC=com
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. Active Directory Users and Computers

File Action View Help
e 2nFE 8| XEG=H

1 Active Directory Users and Computers [WIM A

| Saved Queries

v &

corp.example.com
3| AWS Delegated Groups
2 AWS Reserved
| Builtin
| Computers
v (3| corp
3| Computers
v 2 Destination

2 Queue

3| Temp

3| Topic
3| Group

3| GroupTwo

= | Users

—

E# , EEMIGE B AREVRIMNRF T DIT ey E—R3! :

OU=Topic,0U=Destination,OU=corp,DC=corp,DC=example,DC=com
OU=Temp, OU=Destination, OU=corp,DC=corp,DC=example, DC=com

ESNBERER (RS, £, Imet ) WARI T , TUREABESIEFERRER. Hl, BEER
LABT4% DEMO.EVENTS.$. FFkW AT B RA SRR BRRAN |, BTGB THLIRT
OU=DEMO.EVENTS.$,0U=Queue,OU=Destination,OU=corp,DC=corp,DC=example,DC=com

(® Note
DEMO.EVENTS.$ AL 1T Queue HLEETA,
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B ActiveMQ RBERFNEZE LR |, i55H Wildcards (&L £F)

ERNEEFIREBZRFN (20 DEMO.MYQUEUE ) |, BEEXELLUTHE :
OU=DEMO.MYQUEUE, OU=Queue, OU=Destination,OU=corp,DC=corp,DC=example, DC=com

_ Active Directory Users and Computers

File Action View Help
¢ nm B Ec= HM T

1 Active Directory Users and Computers [WIN-IL A

| Saved Queries
v 3 corp.example.com
3| AWS Delegated Groups

= | AWS Reserved

. Builtin

Computers

v 3| corp
3| Computers
v 2 Destination
v 2 Queue
| DEMO.MYQUEUE
3| DEMO.MYSECONDQUEUE

o | DEMO.EVENTS.S

3 Temp
a2 Topic
3| Group

3| GroupTwo

a | Users

gogeat’:|

EENRRNERBEEMFNARLFR , BLACB=ILLA. 5 ActiveMQ FRIFTENR—# , X
ERWEEENR. AXREMBEATFRAFIITHERFNESESR |, B ActiveMQ XHEFH X
21,
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BRI RIXELR A read, write Ml admin, EXLELZSLEAF |, BAILURMAFSHA | 1A
BITHKRBRE, XTENEEFERESENEN , EHEEXELSL4A,

. Active Directory Users and Computers

File Action View Help
e 2H /8 XEBez HE PeaETa%

| Active Directory Users and Computers [WIN-IL A || Name Type Description
. aved Querlles ﬁE admin Security Group...
vV c.t.:rp.examp =com % read Security Group...
2| AWS Delegated Groups E‘Ewrite Secanity Gron
o | AWS Reserved P
| Builtin
| Computers

v (3] corp

3| Computers
v o Destination

v 2/ Queue
= | DEMO.MYQUEUE
2| DEMO.MYSECONDQUEUE
2| DEMO.EVENTS.S

3. Temp

3| Topic

5. Group

5. GroupTwo

= Users

Domain Controllers

l“'

ForeignSecurityPrincipals
LostAndFound v

(® Note

BIREEAR , NEEBAMEAERR, FEWPRIFER , Windows 2000 Z BTHI 1B
AATEASZHENEH , BMEXLEAMN T DIT WFABEME. Windows 2000 2 Bi MRS X AAE
PRENEESEEE , EXTRLRE—W,. ATEBRX—HR , TUAE adnin 7K
i uuid B,
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File Action View Hel .. Object - Group %
ol AR 1N =RRE
_ Active Directory Users a 32 Createin:  =.com/corp/Destination/Queue/DEMO.MYSECONDQUEUE
~ Saved Queries =
v 33 corp.example.com e are no items to show in thisy
o] AWS Delegated ¢ Group name:
5] AWS Reserved | admin |
_ Builtin
| Computers Group name (pre-Windows 2000):
v [Z] corp |adminﬁ|ia5ﬂuid—3f3b6ae7c| |
5| Computers
v 2 Destination Group scope Group type
v (3] Queue (O) Domain local (®) Security
:% DEMC (®) Global () Distribution
2| DEMC i
<1 DEMG (O Universal
o] Temp
3| Topic
3] Group Cancel
2| GroupTwo
2 Users
2| Domain Controllers
_| ForeignSecurityPrincipals
| LostAndFound v
< >

HAFAMEEEBHFN adnin ZEAFATFAFIEZMRERIZEE, FHEMAMNE read REHF
fEABA]BE M B AR IREL , MRHEAIARINE write ANPREMIIEBE A B 7o

BRTHEANAFPANBZE2EANBRZI , BETURMENE, B2 , BT ActiveMQ BIXXNANE
MEMHTERD , S TERERNNEEBENRE groupOfNames , 0 activemq JFRES AT
o

ERTHRE , FEBERAF vid HENRE. BZSH7E Windows Server 2016 ( BG4 ) lRZASEY
Active Directory AP FITEHPEE ID 5,

BIEFEE ActiveMQ RIEAF

ActiveMQ R P~ R BEB 15 1] ActiveMQ RIEMIRASIMEBHIA RN ARRF. EALRAFBEENERS
ERR. i, BB AFELERF1ER ActiveMQ Web 25 &

AR —MEXIRE, BAUNAFSEA , HAEBRERE, BRNERBERIIMEENNR,
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Amazon MQ FEANGIER

® Note

BERMMTRPREES, ERERSEFRMED—PNAPE , RORARE ; EMNEARE
R ERPRE A, R BRA IR

AR RBIERIMAEA AWS Management Console |2, 4w M ER Amazon MQ KB F,
FH

- BIEFTAS

- RBIEAR

- BIBRMEAF

BIEH AP

1. &% Amazon MQ £#l &,
2. MEZAFIRSP , RERENZLEEWN (Sl MyBroker ) , RERFEEEFFE,

¥ ZMyBroker RHERY ‘A" #o s , SIH T ZELLENRBRAS.

paolo.santos Mo Devs
jane.doe Yes Admins
mE EAF

£ Create user (BIZ2A /) XEES , A Username (AAF &) M Password (1),
(i) BARFAIBENANEN , A5 2 (HlM0 : Devs, Admins),

(W& ) EFEAFREBIEFR ActiveMQ Web 251 & |, i5i%&#F ActiveMQ Web Console (ActiveMQ
Web ?.‘l‘gﬁ%“ll:_l\)o

7. &E GIEAS.

o a0 &~

/A Important

NAPHITERFTRUNFEXNATAF. ENAEYR , X9EFRFT —4PHNBREE
BRE, BXEZELR , 5% Amazon MQ RIEBE B4 A H,
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1. &3 Amazon MQ #H 5.
2. MERZAFIRSP , RERENZLEEWN (S MyBroker ) , RERFEEEFFE,

#iZMyBroker WHEK “AF” &% , FIH T ZELENFRERAF,

paolo.santos Mo Devs

jane.doe Yes Admins
3. ERLEMNBREIL , RARERRE.

F4ER Edituser (REAF) MiEE,
4. (A% ) 8 AFT Password (Z8),
5. (&) AnSmMBRAFFIENANER , A25 2 (HIW0 : Managers, Admins).

6. ( Ak ) BEFEAFBEBIER ActiveMQ Web #5|& |, iHi&# ActiveMQ Web Console (ActiveMQ
Web #£#1&).

7. BRENAFEEAER , #i&#F Done (5TK).

/A Important

NAPHITERFTRUNFEXNATAF. ENAEYR , X9ERFT —4PNBREE
BRE, BXEZER , 2% Amazon MQ RIEBE B4 /A H,

BRI A A P

1. %3% Amazon MQ %A,
2. MNELAFERFP , EEBEENILXLEEN (B0 MyBroker ) , RRERBREFIFE.

iZMyBroker WERY ‘A" #o s , FIH T ZELLENBRAF.

paolo.santos No Devs

jane.doe Yes Admins
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3. EERENERERE (HW MyUser ) , REEE “BIKR
4. EWIAMBRAF , B ‘WBR MyUser 27 XJiEHEH | £ “HIBR"

/A Important

MNAPBRTERFRUNERNATHF, BENRAER , #AFFT —EFRRIEE
BRE, BXEZEER , 5 Amazon MQ REEE£mEH,

Amazon MQ for ActiveMQ S{ESEEE

BAAE R S & RIEK EITE Amazon MQ LERA ActiveMQ REFR R AERERSHENBRETHERAKKN
B,

F&

 E#EZ| Amazon MQ

- BREMRH Amazon MQ 8

- BEMECEHER XASFZHAEREE

EREZE Amazon MQ

DTRITER TR S BN AREFEREE Amazon MQ REH B XM,

T3

o KA EEHBMER Amazon MQ 3814 W &30

o TR HIER

s RABHAMEEBEMEEIZMEBLRET R

s WREREERRSS

- HiEEXIBEMIERFAITH

. MREA Amazon VPC W ZiERE | B % CIDR 5EE 10.0.0.0/16 AHES# 1P

KT AR EE RS MBER Amazon MQ 4R &N

EEEREE Amazon MQ LR , Amazon MQ &K~ TR Virtual Private Cloud ( VPC )
MEHMEMEED , HEFEEKRE EC2 R, ZMEEOATENESF R (RHRESIERE ) 5
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Amazon MQ REBEE. ZMEEOHIANE Amazon MQ WERSSEER , RERERIK/FH VPC BY

_%Bﬁj\o

/A Warning
BABERIMERLMEED , BRHMBRNEZEOATRELSSHKAZREN VPC MIRXEZ
2] SpEE-3

Client Elastic Amazon MQ
{(Producer or Network Broker
Consumer) Interface

SERVICE SCOPE

IR ERER

EFERAENCIEENENMERAENS R (HIIN Getting Started with Amazon MQ #7128 ) |, BATLUGE
N ActiveMQConnectionFactory XA TFTENCIBENMERE, Hl

// Create a connection factory.
final ActiveMQConnectionFactory connectionFactory = new
ActiveMQConnectionFactory(wirelLevelEndpoint);

// Pass the sign-in credentials.
connectionFactory.setUserName(activeMgUsername);
connectionFactory.setPassword(activeMgPassword);

// Establish a connection for the consumer.
final Connection consumerConnection = connectionFactory.createConnection();
consumerConnection.start();
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http://activemq.apache.org/maven/apidocs/org/apache/activemq/ActiveMQConnectionFactory.html
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BR K ZEEZMMIBENEAENEEINARY , IZMIBEURAEEETENLSS , H
BRMEE/T, £XEHEF |, ERFEA PooledConnectionFactory KFZSNMEEFE RS A, i
m

(® Note
SEHEFRAELT MNER PooledConnectionFactory 3,

// Create a connection factory.
final ActiveMQConnectionFactory connectionFactory = new
ActiveMQConnectionFactory(wirelLevelEndpoint);

// Pass the sign-in credentials.
connectionFactory.setUserName(activeMgUsername);
connectionFactory.setPassword(activeMgPassword);

// Create a pooled connection factory.

final PooledConnectionFactory pooledConnectionFactory = new PooledConnectionFactory();
pooledConnectionFactory.setConnectionFactory(connectionFactory);
pooledConnectionFactory.setMaxConnections(10);

// Establish a connection for the producer.

final Connection producerConnection = pooledConnectionFactory.createConnection();
producerConnection.start();

MAERAREEBEREZEIZMMEBELETR

NRNARFREEZISMMEBLRTR , fll0 , SEEAE/ZAREEXARNENLHEESRET
B % Amazon MQ B , EABEEBERUAVENER FEEILEED —1. .

failover:(ssl://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
east-2.amazonaws.com:61617,ssl://b-987615k4-32ji-109h-8gfe-7d65c4b132al-2.mq.us-
east-2.amazonaws.com:61617)?randomize=true

i e i FE B B ER

AJEAEA JMS £ F 2R F IR MBI EBITEE ( FERETENABHEERE ). B2, IMS ik
BBV ERAFRER Amazon MQ RERFFESREPX , MMPELEEEES.
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https://docs.aws.amazon.com/amazon-mq/latest/migration-guide/
http://activemq.apache.org/failover-transport-reference.html
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BT R AIRBBBEEREAESVIRMIETNMAEES , N, EMEEZRNEZER, B2 , FAFA
THEEILE RS EEREERF TREAARNEMRRE, ERIAEL BT,

WMEFEA Amazon VPC X &FiE# , Fi#4% CIDR CE 10.0.0.0/16 AN Eix IP

MREBEEAMIFBEMIZRHEFM Amazon MQ R Z [E1&E Amazon VPC N EERE |, NFREEH
CIDRSEZE 10.0.0.0/16 AW IP BLE & FimiERE,

BIRE B Amazon MQ TH&E
DLTFigitER T LU E Amazon MQ RIERY SR FMERE
T3

o XN EFIERMERERIIERH & 768D IR

s PR IEFHNAEXLHRBE UL FERTHE

- EREFENRKEFRBEUINSGERFLE
- FEHEEENREME

Xt BB IR A & B BA B 22 A H & 78 F 29K
FIABERT , Amazon MQ 5t E B RIEEH &R S TR

- HEAERDRECIEBERIEEERS | FEUNRE,
« MRAIIERT REIWERRE , AURSHOUER[EFLETRE  WHEAENNEE.

E1ER Amazon MQ Xt EEEREAFRIRAII# TN | BF
concurrentStoreAndDispatchQueues BMIREN false., BEXTRHIEE , BFZH
concurrentStoreAndDispatchQueues,

R ERNAEXFIREURIRERLE

REXFIRBEFEEFHEBIRTNARFNEARGIMATRESE
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http://activemq.apache.org/virtual-destinations.html
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- SHEX/N

- DIEBRNERENHE

- BRFNHBE

TEHEERD, ERMELEZBEHNXR

BEENEARS , RANRKEXFRBEFT-ERRESREEFTLE. 5 ActiveMQ FEEBAFAFMH
B HEHRNRET REHRFIEE :

- MREHEEKRNTE 100 KB, NFAEFHIERRRERE,
- MREFHEEKRNET 100 KB, MFARFHELERRFIEE,

HEEFAEXATER ActiveMQ B , BECEEAERDIEAERENBER TREEAFHE, £
FHARAT , IRAEXPINHEAFEH , Wt EEAERENRER TREEARE.

ENENNRAEFBEREREIFRE  RMNEBUENATENREXGIRE, BXFHAER , B2
% Broker instance typesEA & Measuring the Throughput for Amazon MQ using the JMS Benchmark.,

BRARELPIRE ARG
HBRAREXPIRBERESETHER , FEUT=ZAERLERREM

« EFARK - HEWNABRFEREXSHERS (flM , BRETRSL o ) HENEEEX
FAARBRE , BEE AL ActiveMQ BIFERFAER, FHEXT , REREXFNHERFEH
B , ActiveMQ F 2P HRBAFAMEF#E P, EHFFAREANRETUMNRARESFIRE R
HHREHNF. BIR CPU URBRRMEHZ 5,

- REFEHE - YEFEEFFFEAER concurrentStoreAndDispatchQueues ¥r&EE
B, ActiveMQ AP ESEZMNAIZBREIEHE L MEEPEERELD TS (IEERFAERT
MY ), MREVNABRFAUREFERAER (RELTUEEAZSRITXAM ) , UNAE
FREMNRARERfIXEPZH, ZEHENNABRFERBEAEE , BTANARFEOIRMERE
g1, ELORERYT BRARFEM,

- HUABES - HEFEABFAERNAEBNESHRESFHER |, BUUFERARAKREERFIZEHE K
IMEAESHERHE, BXEZER |, HSH ActiveMQ XRHPHBEREENFERES 2,
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http://activemq.apache.org/should-i-use-transactions.html
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R EFANAEF#EREUXRIRERLE

EFNABESATAXNSEFAMMNESITIEE | FEA Amazon EFS, ZERFAEKIERMSHELE | &6
A Amazon EBS., BXEZEER , iS5 Storage,

FHEE SN RIERM S
HERRENEN , FAENNARFERARETY !

- BRAREEN -ER (ENTENER ) SMEXFIZTLBRERERE , FFARERET R
HENDARES, BE-—IMRAEAENABRVEEHREREZIFE P, WABEEEEREH
A, AFEERRET —ME, HEMEBBIHENFEAMLSE , F—NMEEHRZES.

MRBAFAER  WE-MELETHERREIFRNBRTHINCRE, BXESER  F
25 Apache ActiveMQ X5 E FE EF#MBFAREFARAFEHAXKE 7,
« BONREXHZRARICHE - BXEZEE , 555 Apache ActiveMQ XREFHETEE.

- BOAEASHERELRIN - Amazon MQ T HEFEAZSENRERIN, EXEZER , EZH Apache
ActiveMQ XY EI, Z#EF zeroconf X HBIZTA 2,

BUMECHER XASSHEZEE

ActiveMQ 2R (XA) TS, T# ActiveMQ {4 XA ESHBIT# % Amazon MQ
ERMYERBNRIEREE

BRERNHLERNRBENNE HER XA EF, MRAXLERBMREEN , EREFEENENERT
B, NMEXEMEHREBEAENRE, XL¥RESMNRELBRE., BLHER commit() =
rollback() BITXLEES , LUEMETIEEN BNERMEER.

BERRARBITNEER XA SE5 , B LUERA Amazon CloudWatch Logs ##Y
JournalFilesForFastRecovery 1Efr. MRZHFAUTEM , FEFEHLEST 1, WNERAERLTF
T RANRKBIRERBNES., BEXEZEE , BSMAmazon MQ FHIELE,

LT REIRIBEA EERE XA ES , #6A rollback() xMAEAT,

import org.apache.activemq.ActiveMQXAConnectionFactory;

import javax.jms.XAConnection;
import javax.jms.XASession;
import javax.transaction.xa.XAResource;
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http://activemq.apache.org/replicated-message-store.html
http://activemq.apache.org/what-is-the-difference-between-persistent-and-non-persistent-delivery.html
http://activemq.apache.org/advisory-message.html
http://activemq.apache.org/multicast-transport-reference.html
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import javax.transaction.xa.Xid;

public class RecoverXaTransactions {
private static final ActiveMQXAConnectionFactory ACTIVE_MQ_CONNECTION_FACTORY;
final static String WIRE_LEVEL_ENDPOINT =
"tcp://localhost:61616";;
static {
final String activeMgUsername = "MyUsernamel23";
final String activeMgPassword = "MyPassword456";
ACTIVE_MQ_CONNECTION_FACTORY = new
ActiveMQXAConnectionFactory(activeMgUsername, activeMqPassword, WIRE_LEVEL_ENDPOINT);
ACTIVE_MQ_CONNECTION_FACTORY.setUserName(activeMqUsername);
ACTIVE_MQ_CONNECTION_FACTORY.setPassword(activeMgPassword);

public static void main(String[] args) {
try {
final XAConnection connection =
ACTIVE_MQ_CONNECTION_FACTORY.createXAConnection();
XASession xaSession = connection.createXASession();
XAResource xaRes = xaSession.getXAResource();

for (Xid id : xaRes.recover(XAResource.TMENDRSCAN)) {
xaRes.rollback(id);
}

connection.close();

} catch (Exception e) {
}

ELFRriZED | B LN XA BSEESBRECHEE XA ES, ARG, B UUEAH rollback() =&
commit() RRERBULEENEHERES,

Amazon MQ for ActiveMQ B & X 15 i 3E & &

Amazon MQ for ActiveMQ =EEBEXFHIEE S ( CRDR ) IhEE , LLIIEEAFEEMNE AWS XigiAH
NWEREFSEHEEAXFANEIARKIE, BI @ Amazon MQ APl X A REBIER , HalalR|
BRANERELE , MANETRERENBEARELE,
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‘ © Traffic | RTeO y
. } : : O..__...O
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1

EC2 Broker Client Lo EC2 Broker Client
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® Note
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MBIAKRE, RS, B UER Amazon MQ Promote APl I ERRIAREBREANEREAR®, BX
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2. 1£ Amazon MQ #ZHI AW “RIE"TTHE L |, EFIERE,
3. 1f Select broker engine ((EF X E 5|2Z) WE L , %#F Apache ActiveMQ,

4. £ Select deployment and storage (i£FEfE M 1Z4%) TWE K Deployment mode and storage type
(FRBEXNMFMERE) 88 , AT TRAE -

FNFEHBIES  EEETH/ZANRE, TH/RARBEAFANTETARHPEE N TRNHHED
RIBAR, XLERIBELENWNARFLLE Amazon EFS #{TRILSEE, EXEZER , 55
¥ Broker Architecture,

5. ii?%jt_io
6. 1£ Configure settings (ELE X&) JHEHH Details ((FHEER) o , FITUTRE :

a. %A Broker name (fREB#F)o

/A Important

BONEREZHPRIMDIABBER (PI) EMBNZRBRBES . HMEAWSES
( ‘23& CloudWatch Logs ) AT RIRNEE . REEHTESHA TRAESIBERK
EO
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IE]Broker instance types.
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H Password (88). A TREEATREAFBNEE

- AREREASTERTTA. BUR. A8 THURMREL (-._~).
. BBAFELH 2 0FH , BEED 4 M E—FH |, HETBELIES, TERES (=),
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2 . Replication
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Primary Broker Replica Broker .
Demotion in Progress EE Promotion in Progress :
1 3 3 i
EC2 Broker Client EC2 Broker Client

THEHEATIRIEZRENRERS, RAERFTRKEBEAERANEIRESECH EEEZ T REE,
P LERAMERARBRENERIE.

--------------------------------------------------------------------------------------------------------------------------

Replication_: i
i Traffic :
x Replica Broker Primary Broker i

3

EC2 Broker Client P P EC2 Broker Client

.....................................................
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Amazon MQ FERARER
ARG RARIRNRE
EFRABRIRREBSREABARE , BE Amazon MQ & & RPHITUTH R,

(® Note
BEEEENE LEHIRIARER,

1. IRIFEIAREMERE. £ RE'RHT , ERERANETRENA[TRERE,
2. EREFAGEEREL , AT TERE

1. EHREAR

2. HEEHEAF , ERMBRBER.
3. HEXAEFE AN UAHEIAEHIERE,
4. EFEHIA,

BaR#BEBE , RAERSEYRNEERTARER, AREBTHE , ‘RE' TEHNHNECHESR
TREE,

(® Note
REERARENEHEE. ToEH 2 FNEMER.

Amazon CloudWatch 5 X ig #iE & Hlig54R

Amazon MQ for ActiveMQ BEXIBHIEEFIhgERMHE T A THF TREMNBRRENATEME, ATAMEM
MEENIENR. EEHERED  HPXGHINEIARARENEXFGHINERBERZLSEHNHE, MRE
X ERBHAKE , WALBLEHNRBEARER |, SHBXEPNEIARREBERA N ERE,
B X1E Amazon CloudWatch F&EFIEFRKIEIA , FZH 1R Amazon MQ B CloudWatch 645,

CRDR Hf[E &
LU et B BR824l it EAE Amazon CloudWatch X EIRfER. BEEFISEPERINHRE !

« HBIINESE ( TCO) : ZBIHRE,
- BIERSE (TC) : EREHEEHIAS LOIZEAMNBRE, EEREMBANELTTH,
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« XAIETE (TD) : EHRIRNABRARENBER. REBRRELTA,

« RIEEFE (TP) : BIANEAIALEEHAEE. XERSRELTA,

« WIARTE ( TA) : ERERDEIANSHNBE, REEZRELTH.

£/ CRDR CloudWatch 1E#rfa E IR/ KRB 18

ZIABER T , Amazon MQ &R ENRER AR, BB 5| Amazon CloudWatch &&=
FHE I A CloudWatch APl EF R EBIEIR. U TERXNTF 7 ## CRDR RIBMW E SR L0 #/ K 5%
BHBERER -

Amazon MQ CloudWatch #§¥r {#F CRDR WRE

TotalReplicationLag FRELEFE—INREIAE
HE TA # TC Z A9 fh 1A
8]

ReplicationlLag BARE LRE— N KRAINS
89 TP M TC Z B A f& it
8]

PrimaryWaitTime FRELEE-—MENSH
#9 TCO M TC Z I {& it et
&)

ReplicaWaitTime BlARELRE-MENS
8 TCO M TP Z [AI#Y {1t A
8]

QueueSize FRE LEEHIBATIR KRB
EHEH,

TotalReplicationLag M ReplicationLag HREREMEIRKIE 2 RWIERE . XFHNEFR
B AT TR EE# TR KB EBREMENETE,

PrimaryWaitTime Rl ReplicaWaitTime AIATHES FILBEF EERENFEMEE, MRIEIER
WERSER  NTERASFIZEERRIEF, BTRESX, REGFNRENBEKFRE , 7]
2SS HIEE,

R 165



Amazon MQ FEANGIER

Amazon MQ for ActiveMQ H By BRE

AEBHIHT Amazon MQ HHEH . TTELAEE AWS IKFEHRUTFZEH. EERESRE , &
#F {(Amazon Web Services —f#x5£) thih AWS REES, BEMERSREGE , EF/EHR St
AR, BXEFTLHYEHEZR SN EZEE CloudWatch , HSEERT DA L% MQ 4
¥, CloudWatch

(® Note
AX Amazon MQ for RabbitMQ BIPRER , 2% Amazon MQ for RabbitMQ A HY PR,

F&

. RE

- BEE

- AR

- BiEEMH
« API [R#l

RE

T &% H T 5 Amazon MQ for ActiveMQ RIBF2F A<M FEH,

PR 51 PO
KEEW .
ELLEXEMERN AWS K A5 ME—
Yo
KELANT 1 3 50 MNFRFZHE,

REeZE ASCIl AT N R EFIEEN FH/Fo

Rt g 7B8FZFH. B%,. 9, T
BMBORE (- . _ ~)o
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https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/security-logging-monitoring-cloudwatch.html
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/security-logging-monitoring-cloudwatch.html
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/amazon-mq-rabbitmq-limits.html%20.html
https://en.wikipedia.org/wiki/ASCII#Printable_characters

Amazon MQ FEANGIER

BR 5 DU
BN XENRER 50
PEREZSMPE L REEHR mg.*.micro SRBIRERIEN 300,
RERES MU EIIEEY mqg.*.*large SEHIKERIEN 2000,
M EERRRN B E 20
BMNMENZSA 5
RS ActiveMQ B#R ( BAFIFIE® ) CloudWatch {X #4251 1000 B Ktk
CloudWatch
£ RabbitMQ F M B #ytth ( BAZI ) CloudWatch {X ¥ #2517 500 NE Kt |, HEHBEE
CloudWatch HEHF,
BNMMENRER 50

[

TRIIE TE Amazon MQ for ActiveMQ Bt E+E<HIFRE .

R 1 DU

BERW . ‘
KELANT 1 3 150 NFRFZE,

Reea@ s ASCIl AT B F R IEER Z o

REQEeFRRFFH. BVL, 9. TX
25%*”5&5&25% (— . N)o

BAEENIET 300

AP
T&%|H T 5 Amazon MQ for ActiveMQ RIBFZF AP HEXHEH,

& 167


https://en.wikipedia.org/wiki/ASCII#Printable_characters

Amazon MQ

FRARER

PR 1
AP &

R

BMENAF (HRES ORI )
BMAFNEAS (HRS ORI )

BiEF

DU

KEXTNTF 1 2 100 NEFZH .

REEEE ASCI AT N FREHEENFH.

REQs78HFFH. BX%, 9. TX
BMBORE (- . _ ~)o

TEEBEIES (,)o
KEMXANTF 12 2| 250 NEHF 2 E,

Reea= ASCI AT N F A EHIEERN F&Fo

MBREDDE 4 NE—FFF,

T&R%H T 5 Amazon MQ for ActiveMQ ExIE1Z & FB < HIBRE,

BR 51

BNMERENFREE

BONKRERENTFREE

DU

mq.*.micro SRBIZEBNRIENRN 20GB. B
& Amazon MQ SRIXBMNELEER | BS
¥ Broker instance types.

mq.*.*large SEHIRBAHE ) 200GB, &
X Amazon MQ EHIXBENEZES | S
¥ Broker instance types.

BiEFE
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https://en.wikipedia.org/wiki/ASCII#Printable_characters
https://en.wikipedia.org/wiki/ASCII#Printable_characters
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PR 1 DU

Amazon EBS XEFHNEMENESITXIERF 50GB, BXEFITNEBFEANESZEFER ,
155 A BR %1 B2 (Apache ActiveMQ AP| XX #4)
#JobSchedulerUsage

BNPEREN R FEEE mq.*.micro SEHIZEEKIENRN 5GB,
BNMNKRERENIGHNFEEE mq.*.*large EHIEXBEREN 50GB,
API BRI

AT FR&IE & 2 7P A Amazon MQ API 38 AWS IKFSCEH |, UMRERSHh. ETHRAE>x
Amazon MQ APl WEZER |, S H Amazon MQ REST APl $Z&,

/A Important

X LEHE A EATF Amazon MQ for ActiveMQ B Amazon MQ for RabbitMQ X EH S APl, 4l
# , Amazon MQ T BR&IH B8 &iX S,

API| ZRiG R &l AP &= R &l

100 15
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https://activemq.apache.org/maven/apidocs/org/apache/activemq/usage/JobSchedulerUsage.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/
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£ Amazon MQ for RabbitMQ

FA Amazon MQ , AIEMFERAESENERNITENFZE T RUZEENRE, BUUFEAAWS
Management Console., Amazon MQ REST API 2 AWS Command Line Interface 82, & Ml Bx
R,

XEDHFITB ActiveMQ F RabbitMQ 5I1ZRBFEERBNEARER | JHATAN Amazon MQ £
EEHIER R HIRA |, HEUA R IE LR E B LI,

ZE 7 ##%B X Amazon MQ REST API 318 , 2 Amazon MQ REST APl &,

FH

- RabbitMQ 5|

+ RabbitMQ 2

« Amazon MQ for RabbitMQ &£k
« Amazon MQ for RabbitMQ = K BR &

RabbitMQ 5| Z&

AT 4R RabbitMQ R EAR TERE X FNIEH , H 48R Amazon MQ LAY RabbitMQ XIE2R 4
il

&

« EXE

- RELEY

« Amazon MQ for RabbitMQ X2 &
&IE Amazon MQ for RabbitMQ 5| Z kR A<

BEXRxE

RE DT BT ERE RabbitMQ on Amazon MQ ARG DM EEH S,
E3-

- RE
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https://docs.aws.amazon.com/amazon-mq/latest/api-reference/

Amazon MQ A& AR
- REBRIMRE

- REEfHIZEHR

« 5% MQ for RabbitMQ R#BIEE

- BE

- AF

2
& |

(A

KIE RIZ1T1E Amazon MQ ERYEERIEIRIE, ©R- Amazon MQ HERYER, KHEK
fIZE (m5, t3 ) MAK/N (large. micro ) HEEHERR —MCESLFIZEE ( 20 mg.m5.1arge).
BXREZEE |, S Broker instance types,

« BXHIRERMNTREAF S (NLB) EHN— NTARFH —MEBLARK, REBEUSKNARRF
1 Amazon EBS FE&HTEE,

 ERNEBEEMEZAEFYERTEN = RabbitMQ REFT RN BESE , SN TREZAHAF,. 5
MBEZANTARK (AZ) B HERNIRS.

BREZER , F5H RELEN,

B LU A B3R ERA TR LATE RabbitMQ 512 FTHR A & 46 i B 3 AR BN IB 5| B FTR E R
K, B ARELEPNBRARE , ZEFRBRFERE8/L. JLR (24 /DEEX ) FetX ( BRiIAR
UTC ) & X

IRV

&R UG R AR RY RabbitMQ K32 |, 7% 2 A RabbitMQ X HFHHEMRIEE S HBI N A THIUE A
TLS :

- AMQP (0-9-1)

10T 25 ¥ O

Amazon MQ &3 RabbitMQ KEXFUTMWERREO , URIMB I amqpsH TR AREFEHENE
# , AR fEA RabbitMQ Web 25| & FMIEE API #H1TE P iRiER,

EARR T


https://www.rabbitmq.com/devtools.html
https://www.rabbitmq.com/specification.html
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- MrEsiw M 5671 - ATEIZ S AMQP URL B HER. filin , #2E—NREIDH b-
c8352341-ec91-4a78-ad9c-a43f23d325bb YRR |, H HEBBTE us-west-2 Xigidh | 2L
TRIZREHNTE amgp URL : b-c8352341-ec91-4a78-ad9c-a43f23d325bb.mq.us-
west-2.amazonaws.com: 5671,

o IrERIRA 443 F 15671 - MR EFwm O AT A ERER |, BXI RabbitMQ Web 24| A HEE API
HERE,

Attributes

RabbitMQ KIEEBJLNNEM :

- B flm , MyBroker,
+ 1D, $I10 , b-1234a5b6-78cd-901e-2fgh-3i45j6k17819,

« Amazon Resource Name ( ARN ) . #l#ll , arn:aws:mq:us-
east-2:123456789012:broker:MyBroker:b-1234a5b6-78cd-901e-2fgh-3145j6k17819,

* RabbitMQ Web #£#|& URL, flf0 , https://
b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-east-2.amazonaws.com,

BEXEZEER | 55 RabbitMQ XA H RabbitMQ Web #%|&,

- B£H AMQP ix R, Bl , amgps://
b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mqg.us-east-2.amazonaws.com,

EXAREEMEMNZEIR , 5 (Amazon MQ REST APl &) U TRHE :

- REST #24E ID : Broker

« REST #4E ID : Brokers

« REST #&4E ID : Broker Reboot

RERINRE

LN RabbitMQ KX E 8|2 Amazon MQ Bt , Amazon MQ £ R F — 4 BRIA K X B SRR A R L EHLRR &1
LR IEREEE, Amazon MQ RN EVRHINA TERIAN (/) E¥lEH. Amazon MQ T2
FRIARBEANATHUENELEN. BUAAMEHRNNIENRERBXLIRINME. B2, B LR
&R, BEIMIRXLERINRE,
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https://www.rabbitmq.com/management.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-brokers.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker-reboot.html

Amazon MQ FEANGIER

Amazon MQ RIFEE G ZRETIERRNEPIRBENKEREEX QZREMIRE . MINKBERIFENE
BXE , TR :

o B3| - AWS-DEFAULT-POLICY-SINGLE-INSTANCE
o EEFYIIZE _ AWS-DEFAULT-POLICY-CLUSTER-MULTI-AZ

X FEEHIRE |, Amazon MQ SFRBLEREREN 0, EBEZMANALRE , TUUREERS
HERENBENER, N TEFIHBE , Amazon MQ FRERBERENNRERINE 1. EAEHUE
LEHCHWBEENEKRE  FoE—MAT 1 REERE.

® Note

EERTBF  RBAEGMSTAM (HA) FE ha-mode H ha-sync-mode RE KR,

o0 SR BRER A AWS-DEFAULT-POLICY-CLUSTER-MULTI-AZ KB , Amazon MQ R
ha-all-AWS-OWNED-DO-NOT-DELETE RE§ , IEEREN 0, XATLAFRFTER ha-mode
M ha-sync-mode REEMHAEM. MRECIEE S EENLKE , Amazon MQ B354 ha-
mode 1 ha-sync-mode FINE| &K KEEE Lo

ES]
« SREEHIPRHI 5 EA
- BUHRIAE

SR e A1 PR 1 152 B

LLTRHIRERT Amazon MQ R A FHEIZHREBHERIAKBEMPES, max-length, max-queues
M max-connections WERNRENZFRBEMBEERNMTF, XLEEHNTFENNRAES D

- queue-mode: lazy ( KB ) - BHAIERRY. BRIAMBRT , RIIKRERAFERREEEER , A
FEREEBRITERARAFEAE. XTRSSBERENETREHSIXAENFER. HEERAIZR
EATHER TREFEEBHIHE, XEREEEERERGFTREENEFEHRHERED., £H
HEIRBAFI , Amazon MQ for RabbitMQ AT A HFE AWHR AR EKARAG, HFEE , ¥ TRLE
Al , EBERAIINRETELBE L, IRRAEENUEBHINRE K MARMNNEFHE
BFEBHEE,
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@ HPEERERN
LNV St

- max-length: number-of-messages ( K# ) - IREYIFHEEHRENRT, FEFHDEF
ZRF T L ERBESREF R ZEEFERIIESD,

@ HPEERN
S

- overflow: reject-publish ( KB ) - £/ max-length ZKE&5& IR 572 BA FI B JE B BUX F|
max-length EEELIFTES . I THRAILFREERSHEEFTRER , AREBRXHHEHENE
FimNARFSAIREA T ERHIN. BXXERRXHEBANGE , 525 RabbitMQ Mis LM & H
EHIAo

@ HPEERN
S

« max-queues: number-of-queues-per-vhost ( ERLEYIRH ) - RENREHAFNEBAIRS,
Emax-lengthFEEE XKL , RESKHEFBFHAIBERH LERBEHRSHSILEFNREEE
RAFIE, BREIBAFIERIBL LT 265/ CPU k43 BA %I,

® FPEERERN
BXHI, £E

« max-connections: number-of-connections-per-vhost ( E#|EHRE ) - iRBEZERE
NEFHBERG . BIERZNNERGEERTBLEEAIZHRERNT  URSHABFESHNE
BiIRMEERE,

@ HPEERN
BB, &

BEAXnHR 174


https://www.rabbitmq.com/confirms.html#publisher-confirms
https://www.rabbitmq.com/confirms.html#publisher-confirms
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BUHRINME

® Note

max-length M max-queue ERIABRFIFRIEF TR K/ 5KB BTN HF E . WREH
SHEKTF 5KB , MEEREMFA max-length Fl max-queue PRI,

TRIETHAUENRENIRINRHIE. Amazon MQ RIBRERSIHIK B MIPBE NN A X LME,

oAl il Deployment max-length max-queues max-conne
mode (EPEBHE ) ctions
t3.micro L RN TERA 500 500
m5.large L Ron ]| FEHA 20000 4,000
£ 80000,000 4,000 15000
m5.xlarge L Eon ]| TiERA 30000 8000
£ 90000,000 5000 20000
m5.2xlarge L Eon ]| TiERA 60000 15000
£ 10,000,000 6000 40000
m5.4xlarge LEon ]| TiEA 1577 30000
58 12,000,000 10000 100000
REER IR A
/A Important

BB EM mg.m5. SEHIEBREL RN mq.t3.micro SEHIKE,
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oAyl vCPU M7F (GiB) P& RE N A7 =
mq.t3.micro 2 1 = W4
/A Important

mqg.t3.mic
ro k¥l
RKEFX
BFERS
.

mq.m5.large 2 8 = K=

mq.m5.x1a 4 16 = i

rge

mq.m5.2x1 8 32 =

arge

mq.m5.4x1 16 64 =

arge

5% MQ for RabbitMQ RiBIER

A LB RRESEENNARFNARESGIRA, FARSAXER K EENREZRLERKAEM
BEMREE -

. BEFRYLARASINEE

- RIEREHEE

- SHEREERNEF

- TRHER

B RESRFGIRBE T AT RANAREF R, BRANRIESZFIRE T LA EE P im MBS £ 7= R
A, SEHE, AFEHRREEMITREELE,
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BSLNRENRE  WAEESEN TEABEEEEERNIFIRBEMA D, EAUTAEREE
RIS E KT S BH N AREFRISEHIRE

SRR Deployment mode (% | AREEHK R RBEH
EEXN)

t3.micro B0l 500 1500

m5.large B —324l 5000 15000
& 15000 45000

mb5.xlarge B —324l 10000 30000
=¥ 30000 90000

m5.2xlarge B —324l 20000 60000
5 60000 180,000

m5.4xlarge & — 3245 40000 120,000
S 120,000 360,000

I EEGIER IR |, FREUTHIRER.
Channel

ConnectionClosedByBroker 1500 "NOT_ALLOWED - number of channels opened on
node 'rabbitEip-10-0-23-173.us-west-2.compute.internal' has reached the
maximum allowed limit of (1500)"

Connection

ConnectionClosedByBroker 500 "NOT_ALLOWED - connection refused: node
connection limit (500) is reached"

BB

BEHIEEM RabbitMQ REMFIAEIRE ( KA Cuttlefish X ) . BANECGEERE A6 RAGEIER
B, 2B, BULREENAT -IMRSMME
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/A Important
NEEHTEXFTRVEFNEANAZTNRE, ENAER , MAEFT —HEFRNBEIEESK
B, §XESEL , H5H Amazon MQ REEBEHEAH.
Bal , BT EMBREE

BXREE, RENEEEENES K FSHAUTRE

» Creating and applying broker configurations

» RabbitMQ Broker Configurations

ERGEENGERMBNER , JUUCIBEERDE, BXEZEER , 155 Creating and applying

broker configurations.

Attributes

REREER/LNEX , Sl

+ &# (MyConfiguration)
* ID (c-1234a5b6-78cd-901e-2fgh-3i45j6k17819)

* Amazon Resource Name ( ARN ) (arn:aws:mq:us-
east-2:123456789012:configuration:c-1234a5b6-78cd-901e-2fgh-3i45j6k17819)

ExfiBEEMHNTREIE , i55H (Amazon MQ REST APl &) LU THRE :

« REST #4E ID : Configuration

+ REST #14E ID : Configurations

BREEBITEMENTRIIER , FSRANUTAE !

+ REST #4E ID : Configuration Revision

« REST #4E ID : Configuration Revisions

EXnR 178


https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configurations.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration-revision.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration-revisions.html
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AP

F AMQP 0-9-1 FF iR EHA — N SRR TEORIEN RS, 8055 iWwiEEEE LA N EE L
EAM (vhost) NEHR , AFSFHAE-—ANR, AFARENEE. EANMBERELENHHEAZ
MRz, EERMEZRIEERFRIENBREL EN,

LMIRE X BIE Amazon MQ for RabbitMQ REBFEF B , Amazon MQ ARG ERENEZREIIVNETE
administrator #rZH) RabbitMQ . AF , & LUBEE RabbitMQ EE API 5 RabbitMQ Web

BHAEMNERERAF. SE R RabbitMQ Web #2#| 2 EE API KR E S KA /- X RMIR
at

(@ Note
T Amazon MQ A7 APl #FiE= £ /R RabbitMQ A,

/A Important

iEA T RabbitMQ #J Amazon MQ AXEFRFE “I5E" , H ERELCIEREL ARHBRIRIA
BEKS . Amazon MQ & EHMBREMBEEFEFIZNE RN “BE WK,

EF A RabbitMQ B2 API RIB¥AF , BFEALUT APl KT KFERME, F username M
password BN FNEFEIL,

PUT /api/users/username HTTP/1.1

{"password":"password","tags":"administrator"}

/A Important

- BOERBAFPEHDFIMMASHER (Pl ) RHMGIBHBBES ., Hit AWS RS (2
& CloudWatch A& ) IRIFRIZLANAFRE. REAFETEE A TRAERBERIE.

- MRLSETEMEREBEMEBENEERAZE  WELEERIE. WRECNETSANERE
B, NALFEAEMERERAFESR , AREEREMNRENEIL, WRERE—INEE
BAF , MAARBRAREHEAFTEIEANE - IMFHRE, RNBWERHBRREZFFEARE
1758 B
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https://pulse.mozilla.org/api/
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id-users.html

Amazon MQ FEANGIER

tags BRALEW , HEARAESIRHWAFIRZS|R. Amazon MQ X¥#
administrator., management, monitoring # policymaker AF#r&,

O LAERALT APl KT S MBERERNENAFPRENR. & vhost M username B RNIENE
B IFBIAERIEN / , FH %2F,

PUT /api/permissions/vhost/username HTTP/1.1

{Ilconfigurell:ll.*ll’ "WIite":".*", "Iead":".*"}

@ Note
configure, read M write @ER2LEM,

BYEABEEAS .« &, WHEESAAFRTFEEELENFABASINRE, EANMBEENR. &
KB RabbitMQ B API EEAFNESZER , 55 RabbitMQ EIE HTTP API,

i

Amazon MQ for RabbitMQ %z # RabbitMQ BEiE4 | ZidEH N EE APl # RabbitMQ Web 2 #1512
B, BULER Web B AFERE AP SlEMNEBRER MK,

BT EEFHEZI , Amazon MQ for RabbitMQ & X # LA T4,
E 3

« Shovel #H#H

- BRERHt

o —HMRHERIREEEY

Shovel 4

Amazon MQ #£E XX #F RabbitMQ shovel , A EFHEMN—MCESH LRRASI MR ZZE D)
55— EALER shovel EEMBENNRE  HIPERMNEEABRENT RIS R EE,

Amazon MQ & X RabbitMQ RE X137 shovel, ZI7S shovel FAIETRSHHETERE , BT
LIBERT B B IREZEUREA RN BEMELE, Flin , FH RabbitMQ &2 API , &0 LABIE PUT &

EXxHE 180


https://rawcdn.githack.com/rabbitmq/rabbitmq-server/main/deps/rabbitmq_management/priv/www/api/index.html
https://www.rabbitmq.com/management.html
https://www.rabbitmq.com/shovel.html

Amazon MQ FEANGIER

RHKRIEFILLT APl KigT RUKRELE A shovel, EiZRHIA , {vhost} ATLERANREBNENEN
HEF , {name} BN FHHZHZS shovel BIE K,

/api/parameters/shovel/{vhost}/{name}

EEREF | BATIEERFIE RS , EFERNIEERE. TENXANRHIE src-queue g
ER A A FIFTE dest-queue PENHIZEZEA T Z BB E SIS shovel, EFE , BAILAER src-
exchange M dest-exchange Z¥KEE MR ZEH shovel,

{
"value": {
"src-protocol": "amqgp@91",
"src-uri": ‘"amqgp://localhost",
"src-queue": '"source-queue-name",

"dest-protocol": "amqp@91",

"dest-uri": "amqgps://b-c8352341-ec91-4a78-ad9c-a43f23d325bb.mq. us-
west-2.amazonaws.com:5671",

"dest-queue": "destination-queue-name"

X
}

/A Important

2R shovel BFRRAMLBNRE , MFTEZERASI R EF ZAIE E shovel, REELNBRESH
BABIS R #Bg 2 A , REMRBREFNRELBREFHEFRZAEE shovels

BREMADZ shovel WEZEE |, S RabbitMQ 317 shovel Fft.

@ Note
Amazon MQ R FEAEZA shovel,

BREHEHt

Amazon MQ XIFEREXHREFMEAY], BEEES , B LESNMMEB LG, SHRBEBAEBREZEE
HEE R, BRERFIFRZFrER point-to-point S5 E B HMALXALEP MR ER, RIMVBERT |, Bk
EXRBBRBB—IEE , MEKAIITUREFERAENETEZRBHHEE,

EARR 5


https://www.rabbitmq.com/shovel-dynamic.html
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B LAERBRS RV T REERANRA LN XREBFHEAFIER . B AEA RabbitMQ Web #£]
AREE AP E T HRE LERKSE.

/A Important

MR EFRFIERGB N TRERES , WEEEERS ORI, RegELBREHRHAS
FRMERZE , HELBREFH LSRR RESHERE DI TSI SRk FE
BERE & HRIE,

plan , BYEE APl , BALBITATREREERS,

c ME—NMEZSNELFEMT SHBREEZEN L. BLUER RabbitMQ Web ## A HEE
API EXBREEE, FAEE AP, B L8 POST B RHALEEEBUTEREH /api/
parameters/federation-upstream/%2f/my-upstream,

{"value":{"uri":"amqgp://server-name","expires" :3600000}}

- BLERBIAFEENIIHRREFETE, L LFER RabbitMQ Web 2H A EE API Bt &R
B, EAEE API, LA LRI POST B RHRIEENEBUTERMEH /api/policies/%2f/
federate-me,

{"pattern":"~amg\.", "definition":{"federation-upstream-set":"all"}, "apply-
to":"exchanges"}

@ Note

FREBERS 2/ LA, amq Tk, EAEMNRER ramg\. HERFEEH
Blamq'FF kW RR[EE B AKE, 8 RabbitMQ RS 28 LK Xk ER AT AT B K & #rds
Bo

EXRBHRKABEEHENESESR |, 5 RabbitMQ Bt &1 4.

— e IR BRI A

RIANER T , Amazon MQ for RabbitMQ X iF—H MR HER MR BE Y, —BHRER[BIEE
THENBBEBITENRFESEERABZEIRAY, MBRREESEEAONKBAR , —HHEBRFIHRATLL
ERNFIzEEBE D X EE,
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X THES —HRHIRAETG , BEZARTHESNIBAIINHBENE. number-as-a-string EBR
EHERENAIINEZHEN —BERFIRP RV ELHIESHHER . £ BB HRAH
o, REETUEEMEE R MR | BEXTHERERBEE N FEAREBERIIER.

BEX—BRHEXMNELZER , BSHAM LMW RabbitMQ —HE HMREE, GitHub

KRB

SETLAER Amazon MQ #ERRINMER N A BE LRBEMRE . WREM EREWAIRIAKBE MR
#, AFEEMOBXLERBEMIRS | &R T H A E S E N HH F LB AR &I 52 T #7 EE 4
EH, WARERA TSR,

/A Important

ERITRINSER  BX4BEEEEE ANREN Amazon MQ RabbitMQ REBAF ., &aJ LA
AE—-REERENCIENEESAF, , Ut UERAZETRSIENEMAF, TRIBMETHE
RENRER ( ENRER ) EXFAENEE R AP RS AR,

R BRELIE N RAE K BLE IEN KA BEAEMNFRER

administrator o % o & X

A58l RabbitMQ A MIEBRAFFICANENESEE  #2HAR,

£ RabbitMQ Web #2| & Bz F RR 1A 5% BE H E ££1 = 4L BR 1

1. &% Amazon MQ E4l&,

2. EEMSMBERKT , &8 Brokers (fVE),

3. MREFIXRYP  EREMENAFRBEHRENER,

4. FEREHFHAEETRMEAB Connections (E#E) 2% , 1%£#F RabbitMQ web console (RabbitMQ Web
#2#E) URL. RabbitMQ Web #2&I|& AT TR X BT 2R E < RE O P,

5. HEAZNKREEERNAFBNBIEER RabbitMQ Web ## &,

6. 7 RabbitMQ Web &l & TWEITNEFIEE Admin (BER).
7. TE Admin (EERA) TEANANSMEKRSD , %&#F Policies (REE).
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8. £ Policies ((RB§) WHE L , B LLFRREBIER User policies (FAF KEE) 5k, 7E User
policies (AP Z#E) T , BFF Add/ update a policy (N I1/EH K)o

9. EIEFAWKRIEEE , iE7E Add/ update a policy (RI/EFKEE) T , AT TERME !

a. X F Virtual host (BAEH) , TN THFIRPIEFZR R MBI HEMNENA BRI, Bk
BB EN , Hk#EF /[

® Note

MREARGEAEMELEN , M RabbitMQ 2 & & HRE R Virtual host (EELEH)
I, F EREEXNATARIAELEN.

b. XF Name (BB%) , BAENRBBMABT , flW0 policy-defaults,
c. & Pattern (X)) # , WA ENFREXER .+, LERBLCHERE LWMEBS,
d. XF Apply to (RATF) , NTFHIFIFRFESE Exchanges and queues (3R EFFIBASI),

e. XIF Priority (h %R , WA—MATRATFEAENNFFE L EROER, B UEEA
442 B B9 — 4 B2 Y RIFI T RabbitMQ BABIFI 28, RabbitMQ 2B A B &4 R E
WITEER, B%ERELAURNAASERNESES | B2 RabbitMQ B2 58 3R
g E

f.  XIF Definition (EX) , WM TE/1{ERT :

« queue-mode=lazy, M TFHF|FRF%ERE String (FRFH).
« overflow=reject-publish, MTH%I&KHiERE String (ZRFE).

(@ Note
FTERTEXHIRE,

« max-length= number-of-messages. WBRIFENXEnumber-of-messagestISEHI K/
HEERN (HIWNEE ) , HN Amazon MQ HHF{E. 8000000 mq.m5.large N THL
H R HiEE Number (4B5 ) -

(® Note
TEATEX[RE,

g. 1%4% Add / update policy (Fs N/ H K ),
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10. #1IA User policies (I F 5K BE) 5 R & RFT KK,

® Note

N FEBFRE , Amazon MQ €83 A ha-mode: all # ha-sync-mode:
automatic REEE Lo

1. NG SIMEKF , EF Limits (BRH).

12. £ Limits (BR#&) TWE L , BAILBERREIAEH Virtual host limits (EELEHRH) FlFk, £
Virtual host limits (R£\ENLBRHI) T , BFF Set/ update a virtual host limit (1% &/ #EE A EHLER
#l)o

13. ERIEHWELEVRE , {5 Set/ update a virtual host limit (RE/EFHELLEHRE]) & ,
TUT®RE -
a. XTF Virtual host (R EM) , EM TR RFPIEREFNRBEEMBNELNENNEZHR, BE&E
BRIAELEN , E%E /,
b. XF Limit (BR#I) , M THIEDH %R max-connections.

c. XTF Value (fB) , BRERBHEFHRNMIFEENMA Amazon MQ BIUE , flan , XF
mq.m5.large &£& A 15000,

d. %% Set/ update limit (i%E/EHBRH)o
e. BEELRDSE , XTF Limit (FRF) , M THIED A %EEFE max-queue (TR KBAFIZK).
14. WIAFBRAIZE Virtual host limits (R ELEALRA]) 5IER+H E Ro

£/ RabbitMQ EIE API R7 3 BRIA SR #E M RE #l E AR %I

1. &3 Amazon MQ 4|5 .

2. EAEMSMBERD , % Brokers (RE),

3. MREFIXRSF  EREQHNAHFRBEHNRENB N,
4

FEREREM Connections (E3E) % , 12T RabbitMQ web console (RabbitMQ Web 2§ &)
URL, XR&E HTTP BRFFEANREL R Ko

I BERN L RIBTITE .

6. EOEMHOAEERE , FRALUT curl &%, W SHRERIN / EUEN LB - , ZEA
SI4RIBN %2F, BERRENAE S —NMEMEN , BF S2F ERANEUENH B

o
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® Note

$F username M password B ANEB R EREIE, RIFEAEnumber-of-
messagesWIEFIR/NFIFEBEN , BIRH Amazon MQ #EE. F policy-name Bk
NI ERIE B . N broker-endpoint Bt NIE 2 H1& EH URL,

curl -i -u username:password -H "content-type:application/json" -XPUT \
-d '"{"pattern":".*", "priority":1, "definition":{"queue-mode":lazy,
:"reject-publish", "max-length":"number-of-messages"}}' \
broker- endp01nt/ap1/p011c1es/ x2F/policy-name

"overflow

7. EWUAHRHEDHANIEHRENASRBES , FRALT curl 55 HAEREREK,

curl -i -u username:password broker-endpoint/api/policies

8. PBIEFH max-connections ELENRE , FWALUT curl 5.
MEBE—NBAG |, iZBAGIRIE RN %2F, ENFKBMARE —NELLEN , %Ff
IR T

TREMRIA / B E
2F B AEE

o\°

® Note

& username Ml password BAER R B FEU, REREHEFRNNBBER ,
¥ max-connections BN Amazon MQ BB, FRELKLEHET [RBRNEZEET
# URL,

curl -i -u username:password -H "content-type:application/json" -XPUT \
-d '{"value":"number-of-connections"}' \
broker-endpoint/api/vhost-limits/%2F/max-connections

9. EBIEFM max-queues EE\ENPRSE , FEEL—% , BfHK curl H , MR

curl -i -u username:password -H "content-type:application/json" -XPUT \
-d '{"value":"number-of-queues"}' \
broker-endpoint/api/vhost-limits/%2F/max-queues
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10. EWUAFRESHFMBEHABEAEENRE , FEANT curl S USIHPAAEREEUEN
PR,

curl -i -u username:password broker-endpoint/api/vhost-limits

KB

A LA SEHRIBHRERIPE S X /22 RabbitMQ KE, N FXFHHHITBED , Amazon MQ BE TRE
EEBERERSEAM,

& A LU A1 4889 RabbitMQ I | A2 RF A RabbitMQ XEMF(AREZEIES HBI N A THNEH
TLS :

- AMQP (0-9-1)

ES]
- BXHIRE
- ATXUSTAMENERTE

BRAIRE

BRHMRERMTMEREIGERR (NLB ) FEN—NMTAXHPH—MEAKR, KETEENNA
=M Amazon EBS F B #TBE. Amazon EBS REHNMEERENSHELEHIT TILILHREF
fito

52 A W 4% A 339 1 28R I 4R S8 B9 Amazon MQ for RabbitMQ KB L in T RELTF N ERBRKHTER
Amazon EC2 B EE MR IEL IR RIF AL, WA E R VT EN R RRERF M AP S5
FAE] YL i T RUE BRI E,

THE%BE T Amazon MQ for RabbitMQ #3483,

RIBLY 187


https://www.rabbitmq.com/devtools.html
https://www.rabbitmq.com/specification.html

Amazon MQ FRARIER

E Amazon Web Services Cloud

A0

— = D—}n

—= >0
Client Metwork Load Amazon MQ EBS Volume

Balancer ! Broker !
i us-west-2a 1

ATRUESTHENERGNE

ERNEEMEXAHIIEREGHEA = RabbitMQ RET RNEZEDAE , BT REAZA,, BASIM
BZAMNTAKX (AZ) B mURE.

FEERIEFR | Amazon MQ 2BEFEEREER  UWEAMEATALERLHEESR  NMBERSTAM
(HA) . BMNREEBAIIA—PNETRM— ARSI MNEGRAK. BIBRIIBEBSHET K. LEBS
WATEREEANATAINET R , RAEERHEEKR. Amazon MQ TRIEBRIARSE KR | %K
ha-mode 1iREXN all, f¥ ha-sync-mode iREHN automatic, XAHRBEEFETHXEHEZ
ERPHMETR , LREEFNEFAM,

(® Note

HEHEPRER , NEBNABLFH -—IRIT IR , NBEAREZEDPAMEITTR. BIX
FATRE , BEFRSZT/RNEESLMT  SESHEY., SXNBRENTFiIRABIR
TN EFETEEINENER . BXREEMENESZER , HSHthe section called “BzI MM
FBHERRE",

H# Amazon MQi&E T ha-sync-mode: automatic , fFE4EH A EHAE , BUHEANTRE
FMAERR |, RASIEERES . AIIEL SR LEFTEEMASIRE, BERIFRENRAS , 7
LATE 459 B ER Hf R R 2 RA 1 B 5 B 2

BRINRBE TR BR, 2N RIGHSSHMIBR T HLBGER |, Amazon MQ R B EFHAIEIZEE. Amazon

MQ BN BR HA BN A TEREEHAE LI BNFTE MR, NRERMPVEKEEE HAB

£ , Amazon MQ ¥ REFMIXLEME, MREFMEETRASTHAEEENKE , Amazon MQ F&
BRell. BXERERENEZSEFEE , BSRHKLHEEHRI,
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/A Important
Amazon MQ FXEFHEBAS. 5 A RERA I ZhEEPR S H B B PRSI S HBTEE K.

THEIEA T RabbitMQ £HREILE  E=AMTAKX (AZ) FEZATR , /N TRHEECH
Amazon EBS BEMHEZIRZA, Amazon EBS R H{IHEEREMSHEHEFR 1T TRILWRRFME,

! Amazon Web Services Cloud

Availability Zone:

EBS Volume
Broker !
us-west-2c |

................................................

Availability Zone:

23

(o3a )-
—_ @ Y

Cliant Metwork Load Amazon MQ EBS Volume
Balancer Broker
us-west-2b
—

Amazon MQ EBS Volume
Broker

us-west-2a |

Amazon MQ for RabbitMQ L EEfi &

BEHIEEM RabbitMQ REMFIAEIRE ( KA Cuttlefish X ) . BANECGEERE A6 RAGEIER
B, 2/, BULREENAT - IMRSME,

REERE 189
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E3-
- B2, HBEARA RabbitMQ RIEH B
« RabbitMQ Fi & K’

B2, &HEBFNA RabbitMQ REBEE

BLEHIEEM RabbitMQ KEMNFIAEIRE ( RA Cuttlefish X ) . BANECGEERE , REEIER
B, 2B, BULREENAT -IMRSMME

BXEZEE , BZATINE :

- BE
+ Amazon MQ XEEFE & 4 an B HA

AT RBIERIMEIEE A AWS Management Console|Z 5 F RabbitMQ REBHE &,
£

- BIEFHEE

- BIEFHNEEEIT

- HEEGITHARNKE

- WEREMRIT

BIRRTHE &

1. &% Amazon MQ 4l 4&,
2. EEM , BIASMER , AFiER Configurations (ELE).

Amazon MQ <

Brokers

Configurations

3. £ Configurations (Et&) I L , i%£3#%F Create configuration (8|2 E &),

4. 7 Create configuration ( 8|2 #E ) TWEH LK Details ( FHELE ) o , # A Configuration
name ( BBEB&# ) ( B30 MyConfiguration ) ##i%# Broker engine ( RE 5% ) fRA,

RERE 75
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ZE 7 #AX Amazon MQ for RabbitMQ X ##Y RabbitMQ 5IZREANEZEL , i5ZHthe
section called “fRAEE”",

5. ZERUREE.

BIERTRVE EE1T

1. MEEF|FxRHP%EEMyConfiguration,

(® Note
AR FE Amazon MQ B2 EEr N IE6IE S —MEEZIT.

fiZMyConfigurationH £ , FEREMNFE EEITMREANAES|IZRBMMRA ( Hliz0
RabbitMQ 3.xx.XX ) o

2. EREFMAFEEETMFLE , 2SEREEEITS. WA Cuttlefish NP REBEE,

® Note
mEHEERCIE - MHEEET.

3. ERREHEHX Cuttlefish BB 1TE X,
4. EBRE

Save revision (fRTFIE1T) XiFEEHI,
5. (®%)ZKE A description of the changes in this revision.

6. EERRF

MarmBEEENFET.

/A Important
NEEHITERFQ2VNFEXNAZNRE, ENAENR , YANFHFT —EPHBRIEE
BRE, BEXEZELR , $5H Amazon MQ REEE £ AR,
Bl , BT ERBREE.

RERE o
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MEESITNAERE

1. &EM , BFSMER , ARE1%ERE Brokers ((KIE),

Amazon MQ

Configurations

2. MERLAFRF | EBRIENALLHE (a0 MyBroker ) , RFIEFRE,
3. £ “Ys%E MyBroker” NHHK “‘BLE” Th5 , ERFEEFNESITHR , ABIEZFE “THRME3,

4. 7£ Schedule broker modifications (it XISIEE{& k) Fo H , 1%E$F 27 During the next scheduled
maintenance window (T —/N it X435 B ER HA[R]) & = Immediately (3ZBP) M {1& 2K,

/A Important
BHREFEERIR.
5. &E¥ NA.

IEHVEC EAETT R FE TE RV B i) B A B SRy R

REEIEST

1. &F Amazon MQ Z#l &,

MELAFIRP |, RBENZRELE (Hla0 MyBroker ) , AEERRE.
fEMyBrokerTUH L |, &F “wiE"

£ “4m%E MyBroker’ MEM ‘BE" #% , BFE-—MHEN —MEITHR , REEREFRE.

LN

(® Note
BRIFGCEEREMNEREE , TUEE Amazon MQ IEZRER N ERIEE —NEER
ilo

£ZMyBrokexrTNH L , HEREEFANARESIZRB AR ( #120 RabbitMQ 3.xx.xX ) »
5. EREBEFMAGRLETMFL , @S REEMZITS. #HRF Cuttlefish XN REEE,

RERE T
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® Note
FEISNRESNE - NFNEEZIT,

6. ERREHEEHAX Cuttlefish BB 1TE X,
7. EBRE

Save revision (fRZEIT) X iEE H I,
8. (™ )ZEHE A description of the changes in this revision,

9. EERIF

HEREFEENHELT

/A Important
NWEHEHITEXFTXVINFERNATNE, ENAENR , MTNZFFT—4FNBEREE
BRE, BXEZER , 28 Amazon MQ REE B4+ G EH.
Bal, BT EMBREE.,

RabbitMQ B&L & 5K B

Amazon MQ for RabbitMQ 1 #7788 RabbitMQ RECIEZNNARE. SMNEREHNLNEE
BREREAREGUTHEN HABM :

name: default_operator_policy_ AWS_managed
pattern: .*

apply-to: all

priority: 0

definition: {

ha-mode: all

ha-sync-mode: automatic

}

RiIMBERT , TTEET AWS Management Console & API EREERRE, BaBEIERE
BERRMUATITREAENR :

RERE 5
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management.restrictions.operator_policy_changes.disabled=false

MREHTHER , BAUBUEEACHREARKPIIE HARY. AXEARERNEENESE

B , i35 #Creating and applying broker configurations.

&I Amazon MQ for RabbitMQ 5|2 R4

RabbitMQ BIE1E UARAIZHI AT A SEE R X.Y.Z, EEMAT RabbitMQ 2HE Amazon MQ
B XRREERAE , YREXEMAE , RRINTHRAS, ZOREERASEKEZEWL , Amazon MQ &
FRAERANETBRAER, a0, MR 3. 13 ART 4. 0 HAAN T BREAA R, WRIAERE
IRAESHAITRAELEETHR , URAERFEANREER, Ha0, MRA 3 AR, 11 .28 F 3, 12
A3 WA R BRAEF R

IS # MQ for RabbitMQ BRI FIEZLEFERRFT X EFNREMRA, BXxiMIAREHKES|IZIRA
MiRER |, BESE AL Amazon MQ K£IE 5| Z RN,

/A Important

Amazon MQ FXIFMHHEA IR T, BRAXEIhEERENIBR PRI FESBBEE K.
Amazon MQ A # RabbitMQ 3.9 i # HH1E JSON FE AL B ERidF

W5 MQ a5 24 RabbitMQ

Amazon MQ IRAXEFHEHHSE RRESIZRAAN L IETE, HEMRERHIZEFLIER , Amazon
MQ £ B ZRALWAMIEREARE T — N ZENRE, ERALIETEFEZE , Amazon MQ &£ F
DI 90 K& HE A,

RabbitMQ AR T D% MQ X FELLE
3.12 (#E)

3.11

3.10 2024F108158

3.9 202449816 H

3.8 2024 £ 8 A 15 H
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BIEFTH Amazon MQ for RabbitMQ KR , B A LIS EEAZ M RabbitMQ 51274, MREFE
AAIERE , Amazon MQ £ B BRIAN &FTHISIZBIRAS, AWS Management Console 1R & &
FA AWS CLI =t Amazon MQ AP| 8|23 , MIFES|BRAS, NRTRUERES  NRELX2SEF
B, ETMEZEER , 520 (AWS CLI 8 52%E) Ffcreate-brokerM {Amazon MQ REST
APl 2Z&) HfiCreateBroker,

BIZRRA TR

BRI LABER FERRFENARBARE T —NIENEERE, REREZFTRAR, HEFEBIIRER
I RES , Amazon MQ FHELES B RGN REA R B FHHZFHN T Ao

EXFPARZLENEZEE , 5 fthe section called “F+ 4 5| 2y 247,

/A Important

RabbitMQ X A B ERAEFH ( Hla0 : 3.9.x F 3.10.x ) o EFETTEEBT IR ERRA ( Hi40 :
3.8xE 3.11.x),

BXHRERFEESELTRIRS. N TERRE , EEAIIXAEESHEEDS. AIBE ,
RAFIRI S SR ZTEFKMATE. ERFIRLSIREF , FREMESELEERANY, RIIBSIRE
ERE , REFBERTA, ATERARE#RELD &N , RINBWERERENNEHTHR. BXREE
FHRBEEMENESZEE |, S M Amazon MQ for RabbitMQ & {ESEE.

Bl i 32 3589 5| BB AR AR

Al LA describe-broker-instance-options AWS CLI S5 A XN AEMEES|E
RRZR,

aws mq describe-broker-instance-options

ERE|BHNEFIRBFHERER  EFEH--engine-type#l--host-instance-typeit M , MELTFR
o

aws mq describe-broker-instance-options --engine-type engine-type --host-instance-
type instance-type

fflan , EiFi%k RabbitMQ # mq.m5.1arge EBIXBMER | BN engine-type BN
RABBITMQ , #f¥ instance-type Ei#t} mq.m5.large,
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RabbitMQ # 2

D T#RER TAAE Amazon MQ LEEHMEA RabbitMQ., ETHEXFEAZMERIES (W0
Node.js. Python, .NET & ) XIFEMEFHENESELR , H2H (RabbitMQ AITERE) 1
RabbitMQ #12.

£}

- REREEER

« }¥ Python Pika & Amazon MQ for RabbitMQ 44 1§ F
« f#R RabbitMQ & 1ZRA 5l [E] 25§ 6] &

mEREEED
B LAUREB IR AR E BRI |, Hla06EFAWS Management ConsoleZ A ={ /5 A CloudWatch Logs.
Y58 RabbitMQ IR EIN

1. 3 Amazon MQ 4|5,
2. MREFIRSP | EFREWVARIEE (HlE0 MyBroker ) , ABEEFE Edit (REE)-

3. 1 Edit MyBroker (4% MyBroker) TUEH Specifications (H358) 2 A , i%£3F Broker engine
version (X2 5|2 kR A) = Broker Instance type ({XIESEHIZEH),

4. £ CloudWatch Logs % , R Ht{IRZEAUSARZAEN AL, JKELATRHEMSER,

® Note

« X F RabbitMQ XX , Amazon MQ BaIEARSHEX<AE (SLR ) NEMBELXFE
CloudWatch, HEXEZEE , i5ZHthe section called “EHARSHAX AR

« Amazon MQ 7% RabbitMQ KB F# B Fid .

5. 1 Maintenance (4£¥#) 5+ , BELNKENEF 1TX

EREAWSK A FMRAFREAREFRA , 151%#F Enable automatic minor version upgrades
(BABREMEAR), BHARELFNBRNERE , ZEFNBRERAEHL. JLK (24 /et
%) Mt ( BRIAR UTC ) E X

6. i%# Schedule modifications (it X{&X).
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® Note

IR EN%#R Enable automatic minor version upgrades (B B R BRAFAR) , %%
HNZE N Save (RE) , EATHESRE,

&R BIRTUR E §8 E RV B[R] B2 A B SE REE

£ Python Pika & Amazon MQ for RabbitMQ 454 {# F

TR HBA AR TLS RE Python Pika , 7#4¥ TLS B & }iE#ZE| Amazon MQ for RabbitMQ 1%
E, Pika =& T RabbitMQ B9 AMQP 0-9-1 iy Python KU, AHEMIESEBLE Pika, =8
RABI, REAMEAONREBHBRIARBREBLIEHEE | URIZEFEHAELIERRAY R EER

£

o $B— . BIBEARMW Python Pika & F i
B—  bIERFEHREHEE

- SBR=  AEFERAEFEBERES

o F]RM . (k) RESHEFRHERAER

- BTRH@AL?

TORFAM
ERRAHETNSR , CREHEUT RREH

+ Amazon MQ for RabbitMQ X, BXEZELR , HSEEIE Amazon MQ for RabbitMQ %,

s BEREATERERSEH Python 3.
« £/ Python pip &% Pika, E%ZR ¥ Pika , B AFHNLIRE QO HZITU TR,

$ python3 -m pip install pika
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R

EXR#HED | BEEZE D — Amazon MQ for RabbitMQ REAF , ZAF EEEAFEEE L EN
HIPR, TRERTHERNEMNRIER (regexp) EXFTENR/NR,

PR BB ENRER BEAEMNFREN BREENREAR

none 0% o &

SIHWAFPNRRXOAFREEENR , MARFEREBELRITEERENEERAEHRNERE, BALA
B R MR EE P 5 RIEER TN regexp R K —SREINBR, Hlin |, 20 RFiEE regexp ERE
%R A[hello world].* , AF RBEME hello world FFLHIRA GBI AR o

BX B2 RabbitMQ AP MEEAFIRICNNRNEZER , H5HE A5,
SH— : SIEZEKRH Python Pika & F %

BT TIRIERBIZE Python Pika BEFImEE | ZEEXTE UWEERE , #E S Amazon MQ for
RabbitMQ RIB3RX B TR M TLS BLEFTER SSL LT3,

1. IFAFNAKRERN , ATEEHER , RAESMIZE F.

$ mkdir pika-tutorial
$ cd pika-tutorial

2. BIE—NHEA basicClient.py WX , HFEELT Python K8,

import ssl
import pika

class BasicPikaClient:

def __init_ (self, rabbitmq_broker_id, rabbitmq_user, rabbitmqg_password,
region):

# SSL Context for TLS configuration of Amazon MQ for RabbitMQ
ssl_context = ssl.SSLContext(ssl.PROTOCOL_TLSv1_2)
ssl_context.set_ciphers('ECDHE+AESGCM: !ECDSA")

url = f"amgps://{rabbitmq_user}:
{rabbitmq_password}@{rabbitmqg_broker_id}.mq.{region}.amazonaws.com:5671"
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parameters = pika.URLParameters(url)
parameters.ssl_options = pika.SSLOptions(context=ssl_context)

self.connection = pika.BlockingConnection(parameters)
self.channel = self.connection.channel()

WME , BA U SHAE BasicPikaClient WAAENEREE N HAZE,
TR . BEAMEHRLER
ECEFERARINATERRERLZHEHE |, BRITUTERE,

1. EFUTREREABAZR , FFEAER publisher.py REFEERM E—NMTROBENMERB X
Fo

from basicClient import BasicPikaClient
class BasicMessageSender(BasicPikaClient):

def declare_queue(self, queue_name):
print(f"Trying to declare queue({queue_name})...")
self.channel.queue_declare(queue=queue_name)

def send_message(self, exchange, routing_key, body):
channel = self.connection.channel()
channel.basic_publish(exchange=exchange,
routing_key=routing_key,
body=body)
print(f"Sent message. Exchange: {exchange}, Routing Key: {routing_key},
Body: {body}")

def close(self):
self.channel.close()
self.connection.close()

if __name__ == "__main__":

# Initialize Basic Message Sender which creates a connection
# and channel for sending messages.
basic_message_sender = BasicMessageSender(

"<broker-id>",

"<username>",
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"<password>",
"<region>"

)

# Declare a queue
basic_message_sender.declare_queue("hello world queue")

# Send a message to the queue.
basic_message_sender.send_message(exchange="", routing_key="hello world queue",
body=b'Hello World!')

# Close connections.
basic_message_sender.close()

BasicMessageSender K##&H BasicPikaClient #3£E T AFHF NG, @BASIEIEHEE
MREENEMS X, RBREAEASTAIBMNERERS , FEHERBIERIARES.

2. Tif __name__ == "__main__": T, f&Ri%EL BasicMessageSender HEERKIEANS
BWEHRAIUTER.

* <broker-id> - Amazon MQ N REBEAEFKHWKE— ID, EALE
T ARN 47 ID. i, LELLT ARN arn:aws:mq:us-
east-2:123456789012:broker :MyBroker:b-1234a5b6-78cd-901e-2fgh-3145j6k17819 ,
RE ID 7 b-1234a5b6-78cd-901e-2fgh-3i45j6k17819,

« <username> - EFEBNRANRNEEAHENKERAFNAF A,

« <password>- EEEBNEORKEBENEENRERFNEB,

 <region> - &8/ Amazon MQ for RabbitMQ RI2H AWS Xig, flal , us-west-2,
3. #8|Z publisher.py WRA—BXFEITUTHER

$ python3 publisher.py
MRKBIZITRY , BFELIREOFEFIATHE,

Trying to declare queue(hello world queue)...
Sent message. Exchange: , Routing Key: hello world queue, Body: b'Hello World!'

SR=  IEEAEARPCER
ZERRMADIRKREZEBNERE , BRTUTRE,
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1. EHUTRBRANAR , HFEENR consumer. py REEARME—HFF,

from basicClient import BasicPikaClient
class BasicMessageReceiver(BasicPikaClient):

def get_message(self, queue):
method_frame, header_frame, body = self.channel.basic_get(queue)
if method_frame:
print(method_frame, header_frame, body)
self.channel.basic_ack(method_frame.delivery_tag)
return method_frame, header_frame, body
else:
print('No message returned')

def close(self):
self.channel.close()
self.connection.close()

if __name__ == "__main__":
# Create Basic Message Receiver which creates a connection
# and channel for consuming messages.
basic_message_receiver = BasicMessageReceiver(
"<broker-id>",
"<username>",
"<password>",
"<region>"

# Consume the message that was sent.
basic_message_receiver.get_message("hello world queue")

# Close connections.
basic_message_receiver.close()

SE#ELE— NS RDEIBHAMELRL , BasicMessageReciever #&H BasicPikaClient
HEMER FEWELHEEMRAEZNEMAEZE,

2. TEif __name__ == "__main__": BAT , f§4%i%4 BasicMessageReciever &K

3. HELMUEBFHETUATHT.
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$ python3 consumer.py
MRRBIZITRY , BRELIRE AP EIEEEX AR SIERAZANRL,

<Basic.GetOk(['delivery_tag=1', 'exchange=', 'message_count=0',
'redelivered=False', 'routing_key=hello world queue'])> <BasicProperties> b'Hello
World!'

S} (A ) RESHEIRAERAER

EFEAIITHNZEBEE | EEH Pika B9 basic_consume FEMENAEE , WTAAR

1. % consumer.py # , HUATHEEEFHME BasicMessageReceiver 3,

def consume_messages(self, queue):
def callback(ch, method, properties, body):
print(" [x] Received %r" % body)

self.channel.basic_consume(queue=queue, on_message_callback=callback,
auto_ack=True)

print(' [*] Waiting for messages. To exit press CTRL+C')
self.channel.start_consuming()

2. f£ consumer.py F#y if __name__ == "__main_ ": T, HRABEL—NTRIFELHN
consume_messages J53%o.

if __name__ == "__main__":

# Create Basic Message Receiver which creates a connection and channel for
consuming messages.
basic_message_receiver = BasicMessageReceiver(
"<broker-id>",
"<username>",
"<password>",
"<region>"

# Consume the message that was sent.
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# basic_message_receiver.get_message("hello world queue")

# Consume multiple messages in an event loop.
basic_message_receiver.consume_messages("hello world queue")

# Close connections.
basic_message_receiver.close()

3. BXIE1T consumer.py , BIRE1THIH , BAIEERE RELIREOH,

[*] Waiting for messages. To exit press CTRL+C
[x] Received b'Hello World!'
[x] Received b'Hello World!'

BTRMATA?

« BxHEMETERN RabbitMQ BEFBENEZEER |, 55 RabbitMQ M5 E# RabbitMQ & i3

fi# R RabbitMQ & {FBA 5[ 2 /Y &) &

£ Amazon MQ for RabbitMQ £ HEFR , KA EENAIEEE=ARETIHTES. XE
HIMNES , H RabbitMQ REBIREUSTHM (HA ) . EFTBHHRIIH— N TR ELNERIARMN—
NRZNEGRARK. NATEGIINESMNMRE (BREABER ) BXNBATEY , AREHERZ
B HITE

Flin | BRR—PE=EATREFHNESRNAY : TH SR (main ) MFEMESR (mirror-1 M

mirror-2 ). MREGRASIFHAAEEEERINMEERFAERS , WAAIIFES, MRENTR
(mirror-1) E—BREBIANZEESATA , MZAFIMBALEITH A SREFESHEAS, B2, TE
BZWBAS , 7 mirror-1 FATAM A M E main FEESMEHIEl mirror-1,

EXBEBNEZEER |, {52 RabbitMQ M b E#Y2 B85 A S,
43 FRABIE 5

TR , Amazon MQ 8 RMIT— M RAELYF I, MBERABREERET. Eit , 7
BN RREEEZTH , RIITEZEERS, EASHEEF , FEEFINEGIERFIMNENH
Amazon Elastic Block Store ( Amazon EBS ) EMEEINFH , SFHTHIGE, #AEE R TR
D ERME S,
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MABFREFREEEERY |, M SRMAKIRLSHREEREZIT. B2 , MRMAEPNHIE
ERAETRNATFRS , TRL5IXENEFER , EEIIRLS ., EAILEE R CloudWatch HH)
RabbitMemUsed # RabbitMgMemLimit BT SERKBINNFFERAER. EEESMEREREDR
HABRHEEBER D ZH , BSTET K.

(® Note
BORFIES R BN ARRSFRESHNEHES

EMREENAIEY , FREAHETNIRIZE , HFERTRA ha-sync-batch-size R
MEFHEHBAIIE LI E,

£

- EREH

« S8 1 : B ha-sync-batch-size K HE

2 . EFRRAIIES

TSI
- a5l

BXZ

\‘:Fr
8

L]
2

/]>1
i

SoRF M
EARHED LU TIBEEEEE RNEMN Amazon MQ for RabbitMQ XIBAH A, Bl LAEHE—
HERENCIZNEERRAF  tFERZETREMNENEMBF, TRE®TENENRER (E
NFRER ) BAFFENEE R AP RS AR,

PR BEEUIE N RIE R, il & IE NI RIE = EAENRER

administrator o & o o &

BX I RabbitMQ AP MEEAFIRICNNRNEZER , BSHAT.
4 1: MA ha-sync-batch-size X

DUTERERTIMOFNERTFRELFTEIZNFTERAYIA KRS, BT LLEEA RabbitMQ Web ##&
= RabbitMQ &IE APl, BEXxEZEE , 55 RabbitMQ Muh F S EFH 4,
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£/ RabbitMQ Web ###|& R A ha-sync-batch-size KB

1.

2
3.
4

© N o o

&% Amazon MQ Z&IA .
EEMSMERS |, £ Brokers (RE),
MREIIRH , EREMHENAFRENRKENE T,

ERIBIEHA Connections (E3E) #84 , 1% RabbitMQ web console (RabbitMQ Web & &)
URL. RabbitMQ Web 2| & AIEFTHIM MM BEMFHNE QO F T FF,

FRENREEFEERNEZEZIEES RabbitMQ Web #2414,
£ RabbitMQ Web 3 &l & TTE TN EIER Admin (BER).
£ Admin (BB R) THNEGNSREKRP , EF Policies (KE).

£ Policies (3RRB&) TE L , B EFREIEM User policies (A7 K#E) Fl&«k, £ User
policies (AP & &) T , BFF Add / update a policy (R IN/EFHFKEE),

(® Note

ZRIAE R T , Amazon MQ for RabbitMQ &2 A& N ha-all-AWS-OWNED-DO-
NOT-DELETE HW#Ia R E R 0IZEMN ., Amazon MQ BE KR , UHAFENARE LHESIBA
JIFRMEFBRE=/AT R , HAKIBFES,

EHEHAAREER |, 51 Add / update a policy (FRIN/EFEKM) T , MITATIR®E :

a. XfF Name (B%) , BAEHEBEMAEB , Hl0 batch-size-policy,
b. 7 Pattern ({E=X) F , A ENRIAENERN . * | UEREECEAIE LWFTEBAS,
c. XITF Applyto (RIAATF) , N TFhr¥|FA%EE Exchanges and queues (R¥REsFIBA ),

d. XF Priority (EER) , MA—MNKTFRATFTELENNFIE HMRIEHOES, S0 EEMA
HLEREE — AR E LN AT RabbitMQ BAFIFI R #85, RabbitMQ R EE RS ERE
HICE R, BRXRBELRURMAAESERENEZEE |, FS 1 RabbitMQ RS 85 XY
SEVER

e. XITF Definition (EX) , I TRMEXS :

« ha-sync-batch-size=100, M\ THF|FTKH%EE Number (%S ) -
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® Note
B REEERFEIIPRELS EENHREM K/ NRAREFKA ha-sync-batch-
size MY{E.

« ha-mode=all, M\ THIF|FH %R String (FRFH).

/A Important
ha-mode EXRFIEES HA XKML ERN . ZRESXSHERIERK,

« ha-sync-mode=automatic, MTHI%|EKFIEFE String (FRFHR).

® Note
ha-sync-mode EXRAIEEENRKBEAAFEN, MREFBKIZEN , Amazon MQ
2 BFEMNE L.

f.  1%&# Add/ update policy (R IN/EH KEE),
10. ¥81A User policies (I K B&) 5 R+ & R KK,

£/ RabbitMQ & API S ha-sync-batch-size KB

1. &% Amazon MQ E4l&,

2. EEMSEKSF , £ Brokers (RE),

3. MREIRH  REEQHNAHRBEHRENE R,
4

ERETEM Connections (i£3£) 4 , i2 T RabbitMQ web console (RabbitMQ Web &l &)
URL, XREE HTTP BERPFEANRELET o

T B ENFRBRGSTED,

6. EREFHNRERR  BHAUT curl §%. HSEBRERIA / ERLENLEE BT |, ZBA
HRIER %2F,

o
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® Note

F username M password BE|AREERFEEABZRREILE., BAURZEERESIF KR
BESEENBEMA/NARIMKE ha-sync-batch-size WE (100) . FREBLIFT
KREBRAEBZAETH URL,

curl -i -u username:password -H "content-type:application/json" -XPUT \

-d '{"pattern":".*", "priority":1, "definition":{"ha-sync-batch-size":100, "ha-
mode":"all", "ha-sync-mode":"automatic"}}' \
https://b-589c045f-f81n-4ab®-a89c-co62elc32ef8.mq.us-west-2.amazonaws.com/api/
policies/%2F/batch-size-policy

7. BEWAHREDANIEHRENASRES , FRALT curl 55 HAERERE,

curl -i -u username:password https://b-589c045f-1f81ln-4ab0-a89c-co62elc32ef8.mq.us-
west-2.amazonaws.com/api/policies

]2 EFEIAIIRES
W ha-sync-batch-size FBNATENRER , EFE3BAIIED
£/ RabbitMQ Web % & EF B FIRZ

(@ Note
E4TH RabbitMQ Web %15 , HSRAHES 1 THH LA,

1. 7E RabbitMQ Web ##| & T E N ZPiE#E Queues (BAF),

2. 1£ Queues (RA%) TTE LK All queues (FTBRASI) T , REIZEEHIRAS], 1E Features (ZhaE) 3l
o, BHVBA I R F) IR BRI FTREERY B A5 ( Bl batch-size-policy ) o

3. EENMRBRIEARNMUEBKRINWRERLTRE , Fi%ZE Restart sync (EFB3IED).
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® Note
MREFLSEEHARRIITR , BEIRXEA ha-sync-batch-size BEHEFHBIINIIEL,

IEEEA

- BABIRIIES G , B LAUBEEE Amazon CloudWatch 3E#5 RabbitMQMemUsed Y4512
RabbitMQ ¥ R EFANANZE, BERLAEF RabbitMQMemLimit FEFRLAMATET SN 1ZER
H, BEXEZEER , S8 Amazon MQ H CloudWatch 312 F ML 2 Amazon MQ for
RabbitMQ ¥,

o RBFLERASIESEE , BWREAIREHLEHEE, T HERANIEME , RINEEWEFAK
EXFRBAARINEFEZHNENEAZFAKR D, BXREXFRBNREREBEETNESEER ,
2 Amazon MQ for RabbitMQ =2 B FREIE HIE W,

o UEBEEFH Amazon MQ for RabbitMQ B , Amazon MQ 4 R7 Fl — 43 BR 1A 55 B 0 30l 3= 411 PR %15k

HAEREMEE, MRENREBEZEEVWNWRIARIEAES , BUWEECAE, AXAIERIAKEIE
PLENREINEZER |, 53 Fthe section called “RIEERINRE",

MXREIR
« UpdateBrokerlnput — 2 F tb AR B 43833 Amazon MQ AP| ERTAIESKfIR AL,

« SHAF R ( RabbitMQ FRE83304Y ) — #£ RabbitMQ M5 L T ## 5 % RabbitMQ SR MKW ES
EE,

+ RabbitMQ E¥ HTTP API - 7 28 >x RabbitMQ B API WEZE L,

Amazon MQ for RabbitMQ SR{E3LE

Bt E RN S E RFE KX FIE Amazon MQ LEA RabbitMQ REHAEER S HEMBEEFLE AN
B

/A Important
Amazon MQ R HERA S, B R AEATIIREAR S H 1B RIS BBEEX.
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/A Important

B Al , Amazon MQ FX#iEE JSON HEAL ML BEFIZRK ( 7 RabbitMQ 3.9.x F#
) o

/A Important

iEA T RabbitMQ #J Amazon MQ X FRF £ “5E" , F ERELCIEREL ARHBRIRIA
BEKS . Amazon MQ & EHMBREMBEEFFQIZNE N “BE WK

£

- BRI

- FERABAMBGLENS

- REFRASIMEI S

- BEBIA

- EEMRE

« BLE Celery

- BIMNMEHEFIRE

- JIEH RabbitMQ {3 /8 A Classic Queue v2

J& RHER A
MR EIELL BB ARH BRI | NS ARSI TSR E REMAE,

RabbitMQ WERRIATT A REAFHERHEE , HEREREFEESWARNFR AR BIHE, FE
ENAFBHEHEZTENR , HEXFLEBLE, #MARIET R IR HEEFMEEEREE MR
NEFHENHERE  NMRDAFFEERNHEE.

B LUBE FEFAIRE queue.declare S EET RabbitMQ B2 Hl & B & 5K B K /3 A ZER BA
B, LU RHIER T 20E4E A RabbitMQ Java & - ik B 7 B EER BA 51

Map<String, Object> args = new HashMap<String, Object>();
args.put("x-queue-mode", "lazy");
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channel.queueDeclare("myqueue", false, false, false, args);

BIAMBRT , 3.12.13 RESRA LMW FTAE Amazon MQ for RabbitMQ PABIERR I N HERRA S, EF R
B & FTRRAH Amazon MQ for RabbitMQ , &S], 7?77

® Note
JB FI3ESR BAFI 2 18 hnFid 2 e A/ R 4E

{58 45 A M T 22 5

BRAHBRBTHEEREFRIERNBER TERABE, FABE —IERLVAEA#E, BR
BIBRSITENR , RAHERNENEFNHETET , RIERBFEESZNTF, EEEEZAEN
BRT , BYEERESFHIHERN RabbitMQ REAHMNAFHRERES , BEMATALE.

ESRAEEEAM , JLUNBASIF R durable I EEEZREERIREN persistent, AT RHI
SER 7 WA {E A RabbitMQ Java & = i = A B 1R 42 BA B,

boolean durable = true;
channel.queueDeclare("my_queue", durable, false, false, null);

FIRADIEL B N IFERASIE |, B LUEE T MessageProperties &N PERSISTENT_TEXT_PLAIN
RFFFACH B X EBHIRAS |, BT REIFT R

import com.rabbitmq.client.MessageProperties;
channel.basicPublish("", "my_queue",

MessageProperties.PERSISTENT_TEXT_PLAIN,
message.getBytes());

RIFRA SR

EEHTESD  FEREHENNITESSHEARIEFNA, SREBRIEFAR , ER
Amazon MQ for RabbitMQ REA[REL S B MEH —FTREK. WRER , IEMNANRKEAESE
REBOOT_IN_PROGRESS AT Z Bk MiR4,

4T BB, Amazon MQ BT — I T RENAB4ES T , UBRABRRISEEET. Bt , &
BN RIREEREZTH , I TREERS, ERIEEF , EEEHIREIHESFMENH
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Amazon Elastic Block Store ( Amazon EBS ) BEMEEINFS , A THAE, #HEAEE S8 BILERA
ERIME S,

MRRAIIREREEEERS , MASISEMAKIES HIREEREZT. B , RAtAE
PHHEEEET RNAFRE , TRA5IXRENEFER , TERIIEDS, B lEE RS
MIRabbitMemUsed#RabbitMgMemLimit XE T KB KEHIANFERAER CloudWatch, 1E5EFE
HIBREE R BERHEERERR L 28, BFTETK.

MRERHFBLENIIES , RNBUCERAIMERES , SUBRDAIIPREERHRE, —BRIRERD
HEASIRIZ TR , RERA R E RN RUNNING, EfEREFENFIELD | && 7] LA A SR B SREL 2D BA
5IE S HEAL IR KD

/A Warning
FTEERRBREARSHNRE,
MRENIIESEEHRERNRE , IRENEGRSEUE , XSEHENEEEHETRAE
Bt — S HIFREBER , S EE REBOOT_IN_PROGRESS RATZEB R ME4,

BLETEIA

HEPRNARFOREBELZEEEARENERATEIAN B AERERIA. B K OXEERXERIA
MR EHEBHIN, £#EH RabbitMQ RKER , BIAN THABEZEEXEE,

FEHEAZRINBEEEFRNARFLERE, FH AMQP 0-9-1 &t , LB EE
basic.consume S basic.code FEIRECHEREABEIA,

BE  EREPERAEGERIA, fli, £8 RabbitMQ Java B FinER , AT EAEA
Channel#basicAck Ki&RE—/E#EM basic.ack EEHIA , MU T RHIFTF R

// this example assumes an existing channel instance

boolean autoAck = false;
channel.basicConsume(queueName, autoAck, "a-consumer-tag",
new DefaultConsumer(channel) {
@Override
public void handleDelivery(String consumerTag,
Envelope envelope,
AMQP.BasicProperties properties,
byte[] body)
throws IOException
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{
long deliveryTag = envelope.getDeliveryTag();
// positively acknowledge a single delivery, the message will
// be discarded
channel.basicAck(deliveryTag, false);
}
1}
® Note

AN EELRENFFRERF, BALEBINEFRNAEFEETREIRE , REERE
TR HN Y B &

o E i EY

&R LAE A RabbitMQ FHREMESRMALER EFEAE SN AR, RabbitMQ BT RFFRREUT BN A T
AEMAREE , KU AMQP 0-9-1 REMBEETRILH . FUREUER T8 EEE{I4 E 8T A [ 6
RERENHEERE. BUAMBRT , RabbitMQ 2N EF RN ARFRETREIBE X KN,

N RabbitVQ ERAERBTEMIHN , BELREHEE, §% , ZREAENTENR
B, AT EREREELAEEENEFARERFENET it , RENTERETESTERAEN
MR A RERE  EREERT , THASHERAERANER. B RabbitMQ REASLFHE
EMFENREFENEY  EEREERERA. NERENEREEEEIHA  HEFREEE
MR KN R ENE | WREOTMIRHE TS S5 RabbitMQ IR BHFTE.

ZRIERRE , RNBUALRETRIVE , U LA TABREEIRBINEEMSH
RabbitMQ KEHEFEAEHIANEFTZHER. NREFELCRERLEREES | BRI LUER—
RIIFRRETBRMN RGN KREBENERE |, UBESERAELEESAENREAL | MEFTHEBN
REZBBHTRE,

(® Note

- MRENEFEFENARFEREN BBIMFERERAERE , NREMERESTEHE
o

- PRAETUREUH S &2 MEASI I BR.

BURRBIER T A{Al £ A RabbitMQ Java FFinEN B —EAERE 10 WIRIE,
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ConnectionFactory factory = new ConnectionFactory();

Connection connection = factory.newConnection();
Channel channel = connection.createChannel();

channel.basicQos(10, false);

QueueingConsumer consumer = new QueueingConsumer(channel);
channel.basicConsume("my_queue", false, consumer);

® Note

£ RabbitMQ Java EFIHES , global FREMNERIAEIRE N false , FTA LA BIF AL
HE M ER channel.basicQos(10),

BLiE Celery

Python Celery R R X Z AL ENHE , XEHERXFERNGEEANEEEBEMRE. 7 T
BRREEHELEERS  BRAUTHS

celery -A app_name worker --without-heartbeat --without-gossip --without-mingle

B MM EHEPIRE

BINENBRABHABIMERE , U IEERF®EEZE RabbitMQ T RAMMER T HIAEE
Wl BARZAS 4.0.0 # , RabbitMQ Java B imERINZZFBHHIMERE.

MREEZENWAAHBERRSIRARLENRE, RNIEEFZRIRFEEN , REWRRSHFX
ERNES , Wastr BaEERE.

MREFF IR RabbitMQ R ZEMHBRIERERY , TR EIRE, RINBUERENRAERF
(L= J«}{{Eiﬁﬁiiﬁi&}%%ﬁﬁ&?‘ﬂtﬁ‘ EEABMBEB, LT ROERT MR RabbitMQ Java &~
i B SR E 1 ) 4 P 45 LR

ConnectionFactory factory = new ConnectionFactory();

// enable automatic recovery if using RabbitMQ Java client library prior to version
4.0.0.

factory.setAutomaticRecoveryEnabled(true);
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// configure various connection settings

try {
Connection conn = factory.newConnection();
} catch (java.net.ConnectException e) {
Thread.sleep(5000);

// apply retry logic
}

(® Note
MRMNARFERH Connection.Close HiEXMiEE , NIF&E At B NEZIRE,

HNIER RabbitMQ X 5 A Classic Queue v2

RNBWERESIZMRA 3.10 M 3.11 L/F A Classic Queue v2 (CQv2) , AIREHEE , BIF :

« RDMIE AR
. UEBEAELD
C BETERANELE , LEAEREEFEHSHK

RINBERT , 3.12.13 RESRAMFTE LS % MQ for RabbitMQ BAFIEER CQv2, EAREIRIHTR
AH# Amazon MQ for RabbitMQ , EZF], 7?77
M cav1 EEZ cQv2

EMFA CcQv2 , #MEEAclassic_mirrored_queue_versionIAEtrE. BXRINBEENESNESE
B, SR w{IE A IhgErric.

EM CQv1 EBE CQv2 , BB EFHAIREREENTREFHAESRENNIERYqueue-
version®lg, 2EXNARBNELER , FSHEXK. BXEANMRIIERERA CQ2NESER
HZ5 % RabbitMQ X & H Classic Queues,

BNEBWET IR a8 EtREERERE.

WMREERARYREATIKREE | NI ERBA ZI KB 2R/ CQv2 BABIRRR @ CQvl, FEATFEBUF CQv2 BASI
RN CQvl, EA RabbitMQ K%M FIMME R TN, N TBRRWATIRY , XA SRAAE
WF , MAFE#EN,
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Amazon MQ for RabbitMQ # §y PR &R

AREBH|HT Amazon MQ FRIELE. X TF4EAWS IKF , TENFSHEFTELREER. EiF
KRiIZERE , 55 (Amazon Web Services — 2 E) iy AWS fR5RE, EIEREREE , &
HMEHRE LRI, HXTE Amazon CloudWatch FEE HFEZRFINESEE , ESHER
Amazon CloudWatch ¥ Amazon MQ KX E,

&

- fRE

- BiEFHE
- AP| [R#]

R

T&RYETE Amazon MQ for RabbitMQ X2 F < HIBRET,
PR & iR
REZM

TR XA EH AWS 0K 7= Hp A5 2 ME— 1

KEABMITT 1 3 50 MERFZE,

Ree™g s ASCIl AT N FZREFIEEN F/F.

REQeFBRFFHN. BU%. 9. TX
é’f*ﬂfﬁi)ﬁ?ﬁ (— . N)o

BOXERNRER 50
BNMMENZS2A 5

£ CloudWatch 151 ActiveMQ B#5 ( BA%I  CloudWatch R ¥5# 51 1000 4 B %,
MEB )

CloudWatch R i¥#2#) RabbitMQ E#x ( A%l )  CloudWatch R¥532 57 500 NE R , IBEAEH
257,
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FRAGIER
R i
FIREIIREM 50
BE S

TRIIHE TE Amazon MQ for RabbitMQ 2 IE1ZE < HIFREA

BR

iR

BNNERENEERE mqg.*.micro SEHIXEKENRN 20GB. B
& Amazon MQ RIXBNESLEER | BS
i#Broker instance types.

BINKREREBENEFERE mq.*.*large SEPIEXBNREN 200GB. B
X Amazon MQ EHIZKBHNEZEE | ES
¥ Broker instance types.

API PR &l

TR REFIZAWSIK F BEFTE Amazon MQ API RE | 4RSS HR. E 7 #%8%x Amazon MQ
APl WEZEER | 55 Amazon MQ REST AP $#,

/A Important

X EEE A E AT Amazon MQ for ActiveMQ 5 Amazon MQ for RabbitMQ XIEH S APIl, 4l
i, Amazon MQ T PR$E B H &IESHEW,

AP| ZR18 Rl AP| iR [R %

100 15

BiEFE
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Amazon MQ Ry Z £

AWS NRZEMNRAERZS. AT HENRZEMSEBBNALANTER , RNTETEFESREMN
R BIRE R ONMER, R AWS FF | BN XERFE R OMMEREZR,

ZEMR AWS NEWHERE, REHEREFEHERNZNZEMNZFNESM

« TNEEM - AWS ATRRIFE AWS ZHIETT AWS RSHVEMIRIE. AWS EEEREATZEER
BIBRSS . ENAWS EMMITRIN -3 , FE=FFITARAREPRN ANBIERZEMENER . BT
BAXERT Amazon MQ WEMMITR , FSREA M T HEE AEIAWSERSS

- THNE2M - ENREREERN AWS BSRE, EEFENEMBRAZENT , SREVBITEREH
Rk, BRBWERANGERREREN,

ZIXAEFEBIE T R AIE A Amazon MQ BT AT EHRBERER, LT EB A {AEE Amazon MQ
DUENENRZEHEFNENEBIR. BE2THUMEREMAWSHRS KA B EEE TR Amazon
MQ iR

F&

« Amazon MQ HFH BIERY

« S&AT Amazon MQ B Identity and Access Management

« Amazon MQ K &M MR IE

« Amazon MQ H IR E &8

« Amazon MQ FHVEALIREL &M%

- Amazon MQ WL £ HEXE

Amazon MQ A IR FEDF

AWSFEAEHBEXERT Amazon MQ FHBFERYF . MZEXFAR , AWS ARRIPEITE
AWS Cloud £ ER iR, EAREFNREEEREMIRE LNRBNES, EERREFRERRD
AWS RS NEZ2BEMERES., AXBERBALNESER  FEAKERLELRZ, BXRENHK
BRFNEE , BSH AWS T2 EE £ AWS REHBEXHM GDPR #EXE,

HTFHERFEH , BUUERT AWS K- ZIEHER AWS IAM Identity Center 2 AWS Identity and
Access Management (IAM) REZENMNAF, X¥ , SMNAFRREGETHIERTAMENNER, &
REWEBE ST AR EIEE
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« NEBNMNKFERAZESHRIE (MFA).

- £/ SSL/TLS & AWS BIR#TERF. BAMNERFEA TLS 1.2, BWUEA TLS 1.3,

- £/ AWS CloudTrail iRi& API R A FE3) Bidlkid &

- £ AWS MEMRRFRUK AWS RS PR MERINZ 28 H,

- FAESRIEEZERS ( HI Amazon Macie ) , EEBIF AT MR Z47E Amazon S3 FEVBUR
B,

- MBHEBEBSHHITHRESR API 5] AWS FEEZRE FIPS 140-2 BiIERINZER | EEH FIPS i
Ho BXTAM FIPS MRNWEZEER , B5H (EEKDEELERE (FIPS) % 140-2 IR »

BARZBWE 7SN ZEERBRER ( NEEFNE Fabibit ) RANZEHBEHERAXAFTE

(0 Name ( 8% ) FB ) . XBEYLEIIR4A. API, AWS CLI 5 AWS SDK £/ Amazon MQ
W EAM AWS [REE. BEATEMNREHEREBEAXNAFE R ANTARERTEATITRS
PRIk, WMREEATRSEFRM URL , BIMAEZIEBNETEE URL REEREIEE BRRBRIEER
ZARSF|HIER,

*F Amazon MQ for ActiveMQ #1 Amazon MQ for RabbitMQ X |, 7EEN X E Web Z#H| A
Amazon MQ API 8|2 %7 ReY , BAFERAEANMNAFHER (P) IHMIBRBREEENREER
HAFE. HMAWSHERS ( 23 CloudWatch Logs ) AIAARIREBZMAMAFE. RBAFETES
RATHESBBEIE,

hnz

Amazon MQ HFE M A P BIE#HTERSNE, Amazon MQ BSMEBN £ A FM#7E AWS Key
Management Service ( KMS ) FEIINZRZ AR BIE NG |, RUETEBN LM, RS T AR BIRE
DPERFPHRBBENFIROBREAENERYE, BIBRSNE , B UMEFESNZSAERENER
NEZLBRBENARERF.

Amazon MQ REZ RINFAREZEEEAECHEREME (TLS ) ERATREPREHAMNE,

Amazon MQ FAHEEEBENZ2FEHENNBZANBSAERAPAESHTNE, BXELELE , FS
¥ AWS Encryption SDK FF X A R 5.

AN

Amazon MQ £ T AWS Key Management Service ( KMS ) LAIR#iERF A AR SS 85 0% I0%E . Amazon
MQ 2848 IR IR Y B8 S B
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L BB E Amazon MQ for ActiveMQ K28 Amazon MQ for RabbitMQ R |, BRI LIS ERHE
Amazon MQ B FINZEHNEBESEIEN AWS KMS key, HIRETIEE KMS %48 , Amazon MQ &
NIEBE - AWS HEN KMS ZAHRKREFEHAE. Amazon MQ B BIXEFNT KMS 4. BX
KMS B4AMESE R | 1555 AWS KMS keys.

BIEZRER , WA SUBE %R TR 2 —KE & Amazon MQ A TINZZHNAR.
« Amazon MQ owned KMS key (default) [Amazon MQ #iE# KMS Z4A(RERE)] - Z4AA
Amazon MQ HIEMERE , BEAREEWIKF, H,

« AWS managed KMS key ( AWS & KMS #4H ) - AWS EE X KMS Z4 (aws/mq) =&k F~
FH—N KMS 248 , B Amazon MQ RRE0IE, EEMEH,

- ERIENEFREER KMS #4 - EFREEX CMK HIEfE AWS Key Management Service (KMS)
hEIENEE,

/A Important

s BUEBNMIRETZERE. R , WREEEFHCH T RN , RITBWIEMRBRAE,

« X F A Amazon Elastic File System ( EFS ) 7 E S8 #EH Amazon MQ for ActiveMQ
RE | MREHEIR T Amazon EFS FEEHIKF R ER KMS ZAMNERE , ARSI E4E
Mo

- XFEH EBS 7% HEBIER Amazon MQ for RabbitMQ 1 Amazon MQ for ActiveMQ
RIE K MREEZRH, iTRIMERSIFOEIE F Amazon EBS &M K R EH KMS Z4ARIR
BR , Amazon MQ 24 EHNRE | ATEEE R NBRIRE,

- MRFZREEAFARITERERAZA |, WA LAEFBCEZ AR EUE Z M BR H 457 8K
i,

- ZERBRANBHERNEFIRMARE.

EAEAT RabbitMQ B KMS Z4A0I2 2 LR EBRE T |, &5 FE| AWS CloudTrail FidF 7T HA
CreateGrant B4, F—NEHR Amazon MQ A KMS Z4ARIERN. F-NEH 2 EBS 8lER
™t EBS /A,
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CreateGrant AWS CloudTrail BE&% B : 23R ERF

mq_grant

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/AmazonMqConsole",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QH8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/AmazonMgConsole",
"accountId": "111122223333",
"userName": "AmazonMgConsole"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-02-23T18:59:10Z2",
"mfaAuthenticated": "false"

}

.

"invokedBy": "mqg.amazonaws.com"
.
"eventTime": "2018-06-28T22:23:467",
"eventSource": "amazonmq.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "PostmanRuntime/7.1.5",

"requestParameters": {
"granteePrincipal": "mq.amazonaws.com",
"keyId": "arn:aws:kms:us-east-1:316438333700:key/bdbe42ae-f825-4e78-
a8al-828d41lc4abe2",
"retiringPrincipal": "mqg.amazonaws.com",
"operations": [
"CreateGrant",
"Decrypt",
"GenerateDataKeyWithoutPlaintext",
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"ReEncryptFrom",
"ReEncryptTo",
"DescribeKey"

3,
"responseElements": {
"grantId":
"0ab0ac0d0b000f00eaddccaleddfcOdbcedddcO00fO000000cObc@a®@@@aaatSAMPLE",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",

"requestID": "ff000af-00eb-00ce-0e00-ca®00fb@fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ea®00fb0fba®@SAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management",
"sessionCredentialFromConsole": "true"

EBS grant creation

EREE -1 02 EBS RN EH.

{

"eventVersion": "1.08",
"userIdentity": {

"type": "AWSService",

"invokedBy": "mqg.amazonaws.com"
I
"eventTime": "2023-02-23T19:09:40Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
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"awsRegion": "us-east-1",
"sourceIPAddress": "mq.amazonaws.com",
"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {

"granteePrincipal": "mq.amazonaws.com",

"keyId": "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"constraints": {
"encryptionContextSubset": {
"aws:ebs:id": "vol-0b670f00f7d5417c0"

I
"operations": [
"Decrypt"

1,

"retiringPrincipal": "ec2.us-east-1.amazonaws.com"
},
"responseElements": {

"grantId":

"Qab0ac0d0b000f00eaddccaleddfcOdbcedddcO00fO000000cObc@a®@@@aaatSAMPLE",

"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
},
"requestID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ea®00fb0fba®@SAMPLE",
"readOnly": false,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "ff000af-00eb-00ce-0e00-ead00fbOfba@SAMPLE"
"eventCategory": "Management"
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A& T RabbitMQ B KMS Z4ARIBREE I Ent |, B FZE AWS CloudTrail RFigE 7 EAN
CreateGrant E#., FIFHNEHEN Amazon MQ BIERBN, ETRNW=/E42 EBS BlZH#
EBS AR ZEN,

CreateGrant AWS CloudTrail B#E% B  £HEE

mq_grant

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/AmazonMgConsole",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/AmazonMqConsole",
"accountId": "111122223333",
"userName": "AmazonMgConsole"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-02-23T18:59:10Z",
"mfaAuthenticated": "false"

}

},

"invokedBy": "mqg.amazonaws.com"
},
"eventTime": "2018-06-28T22:23:46Z",
"eventSource": "amazonmq.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "PostmanRuntime/7.1.5",

"requestParameters": {
"granteePrincipal": "mq.amazonaws.com",

"keyId": "arn:aws:kms:us-east-1:316438333700:key/bdbe42ae-f825-4e78-
a8al-828d411c4be2",
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"retiringPrincipal": "mqg.amazonaws.com",
"operations": [
"CreateGrant",
"Encrypt",
"Decrypt",
"ReEncryptFrom",
"ReEncryptTo",
"GenerateDataKey",
"GenerateDataKeyWithoutPlaintext",
"DescribeKey"

iy
"responseElements": {
"grantId":

"Qab0ac0dOb000f00eaddcc0adeddfcOdbce@ddc000f0000000cObcPa®@d@@aaatSAMPLE",

"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management",
"sessionCredentialFromConsole": "true"

mq_rabbit_grant

"eventVersion": "1.08",
"userIdentity": {
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"type": "AssumedRole",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/AmazonMgConsole",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/AmazonMqConsole",
"accountId": "111122223333",
"userName": "AmazonMqConsole"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-02-23T718:59:10Z",
"mfaAuthenticated": "false"

},
"invokedBy": '"mqg.amazonaws.com"
},
"eventTime": "2018-06-28T22:23:46Z",
"eventSource": "amazonmq.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "PostmanRuntime/7.1.5",
"requestParameters": {
"granteePrincipal": "mq.amazonaws.com",
"retiringPrincipal": "mqg.amazonaws.com",
"operations": [
"DescribeKey"
1,
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
.
"responseElements": {
"grantId":
"Qab0ac0dOb000f00eaddcc0adeddfcddbce@d0c000f0000000cObcPa®@d@@aaatSAMPLE",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ead@0fb@fba@SAMPLE",

A 225



Amazon MQ

FRARER

"readOnly": false,
"resources": [
{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"

}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management",
"sessionCredentialFromConsole": "true"

EBS grant creation

FREIHEXLE EBS BN =154,

{

"eventVersion": "1.08",
"userIdentity": {

"type": "AWSService",

"invokedBy": '"mqg.amazonaws.com"
},
"eventTime": "2023-02-23T19:09:40Z",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-east-1",
"sourceIPAddress": "mq.amazonaws.com",

"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {
"granteePrincipal": "mq.amazonaws.com",
"keyId": "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",

"constraints": {
"encryptionContextSubset": {

"aws:ebs:id": "vol-0b670f00f7d5417c0"

iy

"operations": [
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"Decrypt"
1,
"retiringPrincipal": "ec2.us-east-1.amazonaws.com"
.
"responseElements": {
"grantId":
"Qab0ac0dOb000f00eaddcc0adeddfcddbce@ddc000f0000000cObcPa®@d@@aaatSAMPLE",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
.

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventCategory": "Management"

X KMS ZNEZEE |, 528 (AWS Key Management Service FF &£ A R ER) S AWS KMS
ke! o

& %8 R 0 &

Amazon MQ for ActiveMQ : Amazon MQ for ActiveMQ EER ANEZREZ MM (TLS ) , HX
Amazon MQ EBEB IR 2 R H1E 5 R EIEF TR, £ Amazon MQ RIB 2z B FT B BB A
BAWEREZES MBI (TLS ) #HITNER, XEATFE RN

Amazon MQ for RabbitMQ : Amazon MQ for RabbitMQ EXR N EFiRiEEFERABANERELS
I ( TLS ) o RabbitMQ EHEFIRENARAIEN VPC , AWS BIEAFR O BB FIE M REER
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EYERZEPMZE, Amazon MQ for RabbitMQ EFH R BB FAXFEHEFN T LBMNER, BT #E

BRERTHENESER | BSRMNERDSBIENE N P HIE.

Amazon MQ for ActiveMQ 1%

A LAER LT B A TLS B iRF 1A ActiveMQ R :

« AMQP
« MQTT
« EF WebSocket 8§ MQTT

» OpenWire
« STOMP
« EF WebSocket B STOMP

ActiveMQ X TLS B EH

Amazon MQ £ ActiveMQ XEUATREBEH :

« TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
« TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA384
+ TLS_ECDHE_RSA_WITH_AES_256_CBC_SHA

* TLS_DHE_RSA_WITH_AES_256_GCM_SHA384

« TLS_DHE_RSA WITH_AES_256_CBC_SHA256

« TLS_DHE_RSA_WITH_AES_256_CBC_SHA

« TLS_RSA_WITH_AES_256_GCM_SHA384

« TLS_RSA_WITH_AES_256_CBC_SHA256

« TLS_RSA_WITH_AES_256_CBC_SHA

+ TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
+ TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA256
+ TLS_ECDHE_RSA_WITH_AES_128_CBC_SHA

+ TLS_DHE_RSA WITH_AES_128 _GCM_SHA256

+ TLS_DHE_RSA WITH_AES_128 CBC_SHA256

o N
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* TLS_DHE_RSA_WITH_AES_128_CBC_SHA

*+ TLS_RSA_WITH_AES_128_GCM_SHA256

+ TLS_RSA_WITH_AES_128_CBC_SHA256

+ TLS_RSA_WITH_AES_128_CBC_SHA

Amazon MQ for RabbitMQ 1%

A LERA LT B A TLS B ihRER RabbitMQ 12

. AMQP (0-9-1)

RabbitMQ X ##y TLS BEBEH

Amazon MQ L #J RabbitMQ X#EFLU T RBEH :

+ TLS_ECDHE_RSA WITH_AES_256_GCM_SHA384
+ TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256

i& T Amazon MQ B9 Identity and Access Management

AWS Identity and Access Management (IAM) 2 —I1 AWS RS , TJUARSBI B2 R 22 iR X AWS
FREFE, 1AM BB RIBHE LB S BRI (2R ) MR ( EENR ) €4 Amazon MQ &
Ro |AM B2 —ILFHINFZABAEAN AWS RS-

£

- B

- FASOHITEHEIE

- EARKEEHH

+ Amazon MQ AT 5 IAM #hE T4

« Amazon MQ E T & 17 19 SR #g =l

« Amazon MQ #J AP| & RIEREN

« AWS I B MQ HFEEBEE

« X Amazon MQ EARSHXAE
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« Amazon MQ B Flij 8] o) B &

Z A

Al E A AWS Identity and Access Management ( IAM ) E#&7E Amazon MQ F U ITHIRET Fo

RERAF - IREFEHA Amazon MQ RERERIE , EHNEERANECREEMENELNNER, EE
BERAEZ Amazon MQ JIBERER T |, B REFEEFANIR, T #7201 E 12 175 2] 4% PR 7] 5 Bh 488 o]
EHRAERESHNR, HRETEIH R Amazon MQ FHITHEE | S Amazon MQ 54 i 6] &) &
&,

REEER - MREBELTHTEE Amazon MQ &R , BAEEX Amazon MQ EBZ £ 1HBR.
BERIHELWRS AP MGRBL Amazon MQ HEEREIR. AR , 2450 IAM EERIERIE
RUESRRS AR, BEEFZIELNESEUTE IAM WEEAEIS, BETHEAXEN L TNM
1AM 5 Amazon MQ #£EFEANEZEER , HSHAmazon MQ {15 IAM thE T1E,

IAM BB R - MRER IAM BEER , BugeFLE 7 HBIMITEEREUAEEX Amazon MQ B 17 B#Y1F
WMEE, EEELTE IAM FFEAB Amazon MQ ETF 5B EKERE , iFZEAmazon MQ ETF &
2 B R RE R A1

£ & 01T S WU

SRR EER B M EIEESR AWS Wi5%E, BATHER AWS IKFERF. IAM AP sETEE
IAM B &3 1T HHiE ( ZED AWS ) .

B AERBEY A REMNEIEURE 55 EFE AWS, AWS IAM Identity Center(IAM Identity
Center) AAF7, BNTINE QBEFZFHRIIUAREN Google 5 Facebook Eif & 2Bk & & 7 # =B,
LB BKEBRERN , SNEERALGER IAM BERE T BRKERIE. HEFEAKESFHRIE
A AWS B, R EREREETAE,

RIBEWAFER | EALAE S AWS Management Console 2 AWS iFRITF, BXxEFKE AWS 8
BZEE , B5H (AWS BF AFER) P8 AEZEEH AWS IKF,

MREEBLUREFARNIGE AWS |, ) AWS FREFHEFATESD (SDK ) MasSITHRME (CLI) , BUESRE
BAIENETELNBRFREBENER, NRETERA AWS TE | MMXMBITHNIEREE., BXxFEHAH
ENFZEBTEBERNESER , 5S5H (IAM AFER) BRHZE AWS API B3R,

TRERAAMNSMRIESE , BRUREEERMEMEZLER, §ll0, AWS BUEFERZESHRIE
(MFA) SkRiREKFNREM, ETHRESER , 550 (AWS IAM Identity Center AFIERE) FH 2
E5HRIE A (IAM AFIERE) 1 £ AWS FEAZSESMHEIUE ( MFA)
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AWS Ik~ 1R B

L0 AWS K/, ZEEANE—INKSHAAE AWS BSMNBEFRRETL B RNRNE RS
3. LN AWS IKFRAF |, ERGEIZKS AT AR E FER bt MR E K |, ARG ZS
1. BABRWETEERABRAFRITEERS. RFFRAFEIE | FEAXEEIERNTIBRA ST
BRATHES . BXEREURAFEBERNESHTRIIR , F5H (AM AFER) FHEE
BASEIENES.

AFHMA

IAM A7~ RAWS IKF AN ENARREABRFERRENRY -0, EARNBELT , RINEI
ERIEEIE , MARCIBEEKHFEIE (MBBNHFRESR ) W IAM AF. B2 , MREF L5
ENFEAZRFERHKIIEUR IAM AR , RINBEUESERBEZHR, BXEZELR , H3H (IAM
AFfEE) P N TEERPFTUNEAZ S ERERT B ZH.

IAM AR —NMEE—4A IAM AFNE R, BTEERAENSHEFRK, B AFERAAR—XERZN
BAFRIEENR. MEEXERAF , FREATUERMERR N, flin , BuEEE—1NER
IAMAdmins B4R , R IZA B FRELLEE IAM &R,

RPREAeTE. AFE—#5EMARINARFXE K MAGEHEILFTECNEMALELE. AFA
BRANKHEILE L MACRHGNEILE. ETHRESER , 558 IAM BB 612 1AM
AP (MARA8 ).

IAM A&

IAM BERAWS IKFHPEBERENRN IR, SERUT IAM AR , BEERFEARTXEK, BB
SY#%AE , £ AWS Management Console FERTEE IAM B, EALLEA AWS CLI 5 AWS
APl BERFEAEEN URL UBEAR., EXFERAAEGNEENESER , E3H (AM AFER)
FH A IAM B,

BRI EIER IAM SEeE0THERTRER !

- Federated user access ( Bk /AR ) - EMBKE S0 ENE , FREAGHNACTE LR,
HRESOHTENRIEN , ZEAEEACHEXRARR FHILAGE LHNNR, BXRKE5H
BIINACKER , 2 (AM AFER) PWHNE= S5 hRHEFCEAE, MREFEH
IAM Identity Center , NI EEER ENRE, NEFHENERERTEARIEETAHRINAR |, IAM
dentity Center SRS IAM R B @IEXEE, BXTURENEL , B35 (AWS IAM Identity
Center A #EmM) 8 RS,

- ImEt IAM BPRR - IAM AP AJHEE IAM AP SAS , LEHREHNBEESNTENR,
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« BIKFUR - BALER IAM ASUAWTEKSFHENA (AEESE ) HREHKS PR E
o AERRTERSFHRNBRHEESR. BR , X TELE AWS RS , B LU R IE N N
BRR(MAREABCENRE ). ETHERTEKFLANASNETRFNREZENES | 1§
Z5 (IAM BiFiEm) F1 IAM BB 5ETRENEBEFATE,

« BIRFZ G - HL AWS REFEREM AWS REFHHBAE, Flin , YEEEMNRSHHTEAR
ZIREEE S TE Amazon EC2 iz TR AR FHTE Amazon S3 RE#EXN R, REAIEELFER A H
RN ETENNE, FARSARSKERARSHE<ASERMNITIERE,

« BRPEALE  YEER IAM AR RAGBE AWS hITIRER | S804k, FERAELER
S, BABESWNIT—MNRE , ARLBREEHMRS B S —MNEE. FAS FRAEAEA
AWS BESS MR , £81ERM AWS RS , B T RS AEHER. REERSKEEESH
AWS BES RBRREFRETRNIERN , T2%H FAS iR, EXAERT , BYUMEFRT
X MRENNR. BXAH FAS ERNWBRERE , BSREXTRSE,

- RFAE - REZACGRRSAREELWIK, PRTREMEBEN IAM A€, IAM EE G AUE
IAM FAIE, ERFMPERRES AR, BXEZER , H5H (AM AFER) $/ 8lEEm AWS
RS ZERNBEHAR,

« BEHEXAE - REHEXACRE AWS RESXBN—MRSAE, RS TUIBERARENITERE
MAEE, REEXABEREEN AWS K/ &, AHZBRSHE. IAM EERATUERETRE
YmiB RS MR A BRIRR,

« £ Amazon EC2 L E{TH N ARER - BAILMEA IAM AREEE EC2 24| Liz1TH# & AWS CLI
= AWS API BRI B ARF G EIE. XL THE EC2 SRflhFMITRIZEH. BN AWS A&
DELE EC2 EPIHFEEINZEFWFIERARFE TR |, &0 602 — /N 2SS 618 KB ELE X
., ROEEXHITEAR , HFE EC2 R LETHWEFEBRE RN ZIE. BEXEZER , H5
i <IAM BF¥sEY By 8 IAM AR Amazon EC2 324l EiE4THI R AR F TR,

ETHEFERIAMEARZTE IAM AR |, F2 IAM AFPEBRNARCIE IAM A6 (MARA
P

£ F SR E IR 1 ]

SISOl RS ST R INE] AWS BB SAIR | RS AWS BET5HE. HKE AWS RHNSR ; 5
SRRAFMEEN | FRELTNORR, EE (AP, BAFRBELTE ) KHBERN , AWS
FIEX L ER, FRFORRBERATERESER. ASKEKE AWS REEN JSON X
RY, B3 JSON M TMHEMANNBNESED | H2H IAM AR hi JSON K,

EE R WLAER AWS JSON REEREERRRILEFTARAT. RIEWR , BNEE AN ARIR
WATERAE | BAREAT AKMS THIT.
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HIABRT , ARFNACSENRR. ERTFAPXNMERRRITRENNIR , IAM EE A 612
IAM policy, A5 , EEATUAEAGAR IAM policy , #BEAFAIURAAE,

IAM ZRBEE SURMERIINPR , TooX FAFERA MRS ZHITRE, fln , RIREFE—NAYF iam:GetRole
BENKRE, EEZEKHNEF UM AWS Management Console, AWS CLI 5 AWS API SRER& &

1E /N O

ET 508K

ETESHNRBETMMESZH (0 IAM A7, AFASAER ) B9 JSON RRREE A, LR
ZHAFNASAEMAMES T BLERFNITHLRE, BETHRNTUEZETSHNRE , 5K
(AM HF#sE) ey 812 1AM KR,

ET 5O R AL — S FRN AR RIEERE, ARRBEZRAENAFT, AHAGH,
RERBI ALK MNE AWS IKF S AMNAF. ANACMNINTRE, HERKIE AWS HE X
MNELEERK, ETHINMERERBNABRRE ZARTER , 58 (AM AFER) FWE
RE RS AR < B#TIER.

BT HRM R

ETRIFHREE M N ERAY JSON KM, ETRIFHRENRESHE IAM AGEEREM
Amazon S3 FREMEKE, EXHETRARNKBEHNERES T , RSEEATUERCIREFHNBFER
REYTAR. XS THEEDMMNRBEHER , REEEEEET U 2R FRHRTHEREUAREFLE
HTHIT,. EAFEETHROREPEEEEH, THRALUSEKRS. AP, At KSSHAFEH
AWS fRS5

ETHRVREEN T ZRSFHAKEKE, ETREETHRANREHERARE IAM B AWS £E
R

HEEFIF|R (ACL)

mEEHE IR (ACL) 2HMEEME (KFKA. AFRAR ) AREARKF, ACL EETHRNEKE
KL, REENFER JSON KB,

Amazon S3, AWS WAF #l Amazon VPC 2% # ACL BWIRF ~fl. ETHEX ACLHNESZER | 18
%% Amazon Simple Storage Service FF X A G368 Y iHRIEFIFI5E (ACL)

HREgRE

AWS ZHEFNE, TAERARRKERE, XERKRBEALIREE R MY RERE 68T THRAN
PR,
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- RRLA -NRLAR-NBERBE, AT REETHOMNRBEALRN IAM K4 (1AM AP R A
) BFHNRANR, BANXTHRENRILR. SEEZRNREXGCET HHHRBEREENRIL R
MIRE&E, £ Principal FEEAFRAGHETHRNVRBEAZINRLA RS, F-—TREFNE
RNELFEZ AT, BRANRLANESZER , F2H IAM AP EREHH IAM SEAERRPRD 5.

- PRFZIEHIZKRE (SCP) - SCP 2 JSON KB |, I8 T ALRHALH I (OU) &£ AWS Organizations #
B ARIPR. AWS Organizations RS AT A EFMEFEBEN W FEHZN AWS IKF K,
MREEALABATAHRERL , NN EERE IR, MRS EHIZEEE (SCP), SCP PRHIK 5 Mk
FPAHREE (BEEN AWS IkKFRAF ) PR, &% Organizations f1 SCP WEZEE |, 55K
AWS Organizations AP MK SCP W TIEFE,

« DERE - SERBRIEUREFANACTREFOAF RGN QFEMEANSBEENERE
B, FRLFNNREAFNAGHETHONRBENIERBHRE, NREATUKREETHFRN
Hig, F-URBPNENELFEZAT. AXESZELR  F5H IAM AP EETH S ERE.

S RBERE

HSANMRBEWRBEEA T —MERE , ERHRREMERNELERE, ETH AWS MABEES K
ZHRERENREARTER , HSH IAM AP EREP R RETNZE,

Amazon MQ A5 IAM th[E T4E
EEH IAM BEEX Amazon MQ WG RIBR 2 B , E&R1Z T #EHELE |IAM ZhEERT FiF Amazon MQ., E

AT Amazon MQ MEMAWSERS AL IAM —EFEH |, 525 (IAM BFRIER) 905 IAM
_Eﬁﬁﬁ E"JAWSﬂ&%o

Amazon MQ 2/ IAM RENESIE ., ERHMMIERRME , EXCERTAH ActiveMQ FHRIE, Bx
FLEL | BT ActiveMQ RE S LDAP £/,

£

« Amazon MQ E T S5 HI KK
« Amazon MQ E T &R KK
« EF Amazon MQ #RE R
- Amazon MQ IAM &£
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Amazon MQ & T B 7 #Y K BE

BEEA IAM ETBGHXRE , SUUEEATRELNRENRRUR ATFRIELBENR
fFo Amazon MQ XIFRERRE, RRERMFMHR, BT HE JSON KEPEANABERLER , HSH
IAM 18 ## IAM JSON KB TESE,

BR1E

EERWLAER AWS JSON REEREEHA NG R LARAT. MW , BNEE ANt ARIR
WATIRME | UREMA L &4 THIT,

JSON KEEHY Action STEIBRT A FERE B AT RIEL G RINVIRE, REREEESXEKMHN AWS
APl 2#ER&., E—EHIHNER , HlIaXETE AP BENNERENER 8E, T —EREZEEERKE
RIITSMRE, XM INIREFR N HERIRIE,

HREEFELEREUR FHITHERBRENRR,

Amazon MQ R RBEIRETRETEFERAUTHER : mq:. Al , ERFEAER Amazon MQ
CreateBroker API ##4E1=1T Amazon MQ SEHIRYRER , B R0F mq: CreateBroker BEHAHE
B, REEFAMLIMEBE Action 3 NotAction ;t&, Amazon MQ EX T —HBEHERE , UHERE
A ERAZBRFSHITHES.

EESENEOPEESUIRE  BEAZSHENRT , TR :
"Action": [

"mq:actionl",
"mg:action2"

BB ERBES (*) EEZMRE, HlH , BEIEELLEE Describe FFAWFIERE , BIEUTE
=

"Action": "mqg:Describe*"

EEF Amazon MQ BENFIE , BSH (IAM AAFiERE) F8 Amazon MQ E XY E,

IR

EERWLAER AWS JSON REEREERARLRFTLARAR. MW , BNEE ANt ATIR
WATRME | UREALEMHS THIT.
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Resource JSON KB TREEEQHNAREN —IPHZ IR, BAXHEBE Resource H|
NotResource T, EANBREXE , EFERH Amazon BEE# (ARN ) ERR. N TXFHE
BRER (A BRRNR ) WIRE , B ARITIERE,

XN FAZFRRENRAORE (NP HRE ) |, BEABES (¥ ) ENEANATHRRERF.

"Resource": "*"

£ Amazon MQ # | FEAWSHE R =2 Amazon MQ EEREREEE, 8/ Amazon MQ REFMELE
#A 52 REXHIME— Amazon Resource Name ( ARN ) , #1 R &RFfRo

HIRRE ARN Rpriz
brokers arn:aws:mqg:us-east-1:123456789012:br aws:ResourceTag/${
oker:${brokerName}:${brokerId} TagKey}
configura arn:${Partition}:mq:${Region}:${Acco aws:ResourceTag/${
tions unt}:configuration:${configuration-i TagKey}
d}

AHX ARN BRWEZE LR |, HS Y Amazon Resource Name ( ARN ) 1 AWS IRE % 28],

Bl , EEEFEIHRIEER R MyBroker B brokerld 7
b-1234a5b6-78cd-901e-2fgh-3i45j6k17819 WRIE , FAEAELT ARN :

"Resource": "arn:aws:mq:us-
east-1:123456789012:broker:MyBroker:b-1234a5b6-78cd-901e-2fgh-3i45j6k17819"

EEERTREKFIMERENEE , SERABERS (*)
"Resource": "arn:aws:mq:us-east-1:123456789012:*"

ToENFERRHITHRLE Amazon MQ #1E , i , AT RIERFRARME, BEXEBRT , BXRE
FBEARF (*)o

"Resource": "*"

AP| #4E CreateTags AN FEREBENEE, EEE/MEATEESIER , BEHAES 2R ARN,
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"Resource": [
"resourcel",
"resource2"

EEFE Amazon MQ BIREEKH ARN 895k |, ESH KIAM AFER) FH Amazon MQ E XY %
Re BT METUERMBLREEESNRRN ARN , 52 Amazon MQ E XK EE.

e

EIE R A LAER AWS JSON REERIEEW ARG AT ARNR, WU , B EET X LT IFRR
1THRE  UREFLAFHTNIT.

f£ Condition Jt¥& ( = Condition R ) A , AL EBAERMNEZH. Condition TERTIE
N, BUNUEFERAZGZER (W, FFHNT ) BEHRER , UERBPRNFESERPHE
HTE,

MREE—MEIHIEEZN Condition T#E , FEE Condition TEHRIEBEZNE , Il AWS
2% AND ZE T EEl]l. MRERNENRHBIEESZ/ME , I AWS #H12% OR EERKIFMHR
H, ERFIEIHNRZ B ATUH BEFIERSH,

EIEELREN , #ETUERASNETE, 0, REEFER IAM BFEHFIE IAM BFPE | 8588
NEBRFHEARRONE. BEXEZER , H5H (IAM AFE®E) B IAM policy t& : ZE R

V.
X,

AWSX B RFHBMNBETRSNFM4E. BEEEME AWS £2/RFM4R , BZH (AM BFE
M) P AWS 2/HEM4 LT XHE,

Amazon MQ FENEHEFETRENZHE  EXFERAEELRE&HE., EEFE Amazon MQ &4
BMYIR  BESHETER, 55 (IAM AF1ER) F8 Amazon MQ BIZM4HE, BT BET AR HLL
BREMNERFEAZHR , 55 H Amazon MQ E XLV ERE,

S eR DU codic]

aws:Reque BIEEERPEENIRS IR RE, AR
stTag/${T
agKey}}

aws:Resou BESRRXBROREFIERE, FRER
rceTag/${
TagKey}
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St iR FKH
aws:TagKeys BEEERPEENIRSEIFIRIRE, FRB
5l

EEFE Amazon MQ E T BRI R , S Amazon MQ EF B 4 H) KBE R B,

Amazon MQ EF &R FKE
B8l , Amazon MQ A X &FFEHAE TR RN ESRE T RIRENKEEHNIT IAM BHRIE,

ETF Amazon MQ HRZERI N

B LU R B AN E] Amazon MQ &R , EEBERPHIRZZEL Amazon MQ., EETHRZEFIE
| , BWEBEEMEH mq:ResourceTag/key-name, aws:RequestTag/key-name 3 aws:TagKeys
FHRERBHNIXAETEZPREFZEER.

Amazon MQ XEFETHRIMNKEE, Hli , EELELEN TS EE# environment F{E
production WFrZEH Amazon MQ &RHI 7R :

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": [
"mq:DeleteBroker",
"mq:RebootBroker",
"mq:DeleteTags"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/environment": "production"
}
}
}
]
}
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WEREIFIEL (Deny ) MIBRREZ BEHRL environment/production B Amazon MQ K ERIAE
B

BXRIENESER , F5H -

o A RIBERMEE
- £/ IAM FREIRHI

Amazon MQ IAM & &
IAM B2 AWS TKF BG4 ENRI L,
Fim et EiE A F Amazon MQ

U ER RN EIERITHRE S HER , 5 IAM AaRBEEKF AR, BAENEH AWS
STS API #4E ( 20 AssumeRole 2 GetFederationToken ) 3R B I it Z £ &Fiif o

Amazon MQ Z#fE F Im i FEiiE o
REAE

LR ARSAREEERS AL, EABATRSHTRECRSPHRRARKRETHIRE, K
SHABERTRELN IAMIKSF |, ARZKFRE. XEKE , IAM EER UERZABHNER, B
=, XM ITARSS RN EE.

Amazon MQ X#EFRS A,

Amazon MQ & T B 17 #Y SR BE 7~ 4

RERBERLT , ARFNAGEEEERIEHR Amazon MQ BRHNR, ©IETEER AWS
Management Console, AWS CLI 2 AWS API #11TE%. |IAM EE R LM L2 IAM policy , AERA
FRAGRFINRUNAMENEERFRRITHEN AP B1E, RE , BEASTUFX LRI INEIFE
EXLEIBREY IAM B 4.

ETHNMAERXL RS JSON K62 IAM ET S 0K , 238 (AM AFER) 91 &
JSON &+ L 6 KM,

£
o REERIEZE
« £ Amazon MQ ##l&
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- ATAFEREMITESHRR

REERIEREK

ETENNRBBEEENART AR, 1RSI EREK S FE Amazon MQ FiR. XLRETTRE
SfF AWS IKF F=AEMA, SIBREEE T H ORI |, HEMRENUT AL FEW

« AWS HERBRERRENBRFAANT - EFEEASMITERBER TR , 5EH AWS £EXR
BEANTFSELEAZRBETFNR. B UE AWS K/ FHREIXERE, BNBIGBEEXEE
TRNERZ RN AWS BEFEERERMRE - LRI RR. BXEZELR , F2H (IAM BFE
) PH AWS FEERME TEIREER AWS HEEXRK,

- BARIKIPR - EEA IAM policy i BRRET , BNRFRITESFAENNR. At , BAUEX
EREFRG T UUNBERBRINTHRE , SN RENRTFT. BXFEA IAM NANBRHNESE
B, #FZ2H (IAM AFERE) T8 IAM F 8 KBTI R,

« {£/ IAM policy FEY 543 — 25 FR %115 R A BR — 48 AT LA [6] 5% BE 75 00 5 44 SR PR 41X 482 4B R & TR B9 1
B, B0, BAILURBEREER M RIEEMLIMER SSL KEFTEER. MRBIHBE AWS RS (4l
# AWS CloudFormation ) fEA RS ERME , BETUEARGERRE TN RSBRENTHRINE. BXE
ZER , 72H (AM AAF1E®M) P/ IAM JSON EBTE | &4,

£/ 1AM Access Analyzer BIEf&HY IAM policy , LUBBRINPRAY 2 £ M FTHEEM — IAM Access
Analyzer 2 IFF RS M A KR , LHRKHEAS IAM policyiB S (JSON) M IAM F{ESE
B, 1AM Access Analyzer 12 100 ZTURBKRENM AIRENREI , SUHBBEFIELS HINEMEN
Kb, BXREZELE , BSH (AM AP ER) FH IAM Acess Analyzer FRBERIE,

« Require multi-factor authentication ( MFA ) [EEZEHHRKIE ( MFA ) | - IREMANZEER
8H AWS Ik A IAM AP SRAF , 5B A MFA kKR %2, REEBA AP BENE
ZE MFA |, B MFA ZERMBEN KB, BXEZER , 520 (AM AFER) PHEES
MFA R 8 APl i8],

EXIAMHFHREIENESZEE , 5S5HR (IAM AFERE) BH IAM A2+ &ESKE,

£ Amazon MQ 4| &

Ei5a Amazon MQ #2#l& |, BAMEFE —HHFEMNNE, XENBRBALAAFEIHMEFTERXE
AWSIK F ) Amazon MQ BEHEAFEE. NREZGENETERN KRB LEFIENRIENRBRE™
¥, WEENEEZRBNZME (IAM AFRAR® ) EXETES S,

ERRXEAEDAER Amazon MQ 248 , B AE KA MU TAWSHER KK, BXESE
B, EZH (AM BFiEr) PN A R IRER
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console

Amazon MQ FEANGIER

AmazonMQReadOnlyAccess

NFREZRHH AWS CLI = AWS API BWAF , TENEHRHARKEEZEH AR, Hxk , RAFHRE
BN ITHY AP R /EAB B AV IR 16,

AFAFEEHITE SR

ZRBIRER T BRI RS LAY IAM AFRFEEMMBIEAF SN ABRMITERRIE, LR
SREREERHE LR REREURESXFERH AWS CLI 2 AWS API FrEERV IR,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

},
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}
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Amazon MQ B API & 1558 iF F1 2%

Amazon MQ Xt APl BRI E AR EAWSERE R, BXEZER |, H5H AWS X E AWS —
’sE APl B3R,

® Note
B#l , Amazon MQ X EMAE T HRINRNE T RIRAKEERIT IAM § 81T,

ERNAWS AFERANRE, BENAF , YARBEN IAM KRR,

&

- EBIE Amazon MQ REFTER IAM R
« Amazon MQ REST API X [R5 %

« Amazon MQ API /R &R R ER

E 6|2 Amazon MQ REFTER IAM X R
EHBARE , BHAEH AmazonMQFullAccess IAM REEHRE IAM FHEFEEUT EC2 R,

LTHEXEBIEMMEA (AR —MHREZMHET ) , WRFATHEAE Amazon MQ #12 ActiveMQ
REFRFENRRINR,

/A Important

- ZAYW Amazon MQ RREEEH K AP oI 2584 M EE D
(ENI) , ec2:CreateNetworkInterface BRERMLEMN,

+ ec2:CreateNetworkInterfacePermission B4 Amazon MQ & ENI FtinZ|
ActiveMQ R,

« ec2:AuthorizedService £H4E¥R ENI PR REERE T4 Amazon MQ FREK .

"Version": "2012-10-17",
"Statement": [{
"Action": [
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https://docs.aws.amazon.com/general/latest/gr/signing_aws_api_requests.html
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mq:*",
"ec2:CreateNetworkInterface",
ec2:DeleteNetworkInterface",
"ec2:DetachNetworkInterface",
ec2:DescribelnternetGateways",
"ec2:DescribeNetworkInterfaces",
ec2:DescribeRouteTables",

"ec2:DescribeSecurityGroups",

ec2:DescribeSubnets",
"ec2:DescribeVpcs"

1,

"Effect": "Allow",

"Resource": "*"

il

"Action": [
"ec2:CreateNetworkInterfacePermission",
"ec2:DeleteNetworkInterfacePermission",
"ec2:DescribeNetworkInterfacePermissions"

1,

"Effect": "Allow",

"Resource": "*",

"Condition": {
"StringEquals": {
"ec2:AuthorizedService": "mq.amazonaws.com"

]

BXEZEERE , BSAE 2 5 | pIEAF HIRIUER AWS iE F M Kiz T ZE =M R Amazon MQ
HEMEMEED,

Amazon MQ REST API [R5 #
TRIE T Amazon MQ REST API LA AR IAM X BE,

Amazon MQ REST AP| M4 FE PR

Amazon MQ REST API PR
CreateBroker mq:CreateBroker
CreateConfiguration mq:CreateConfiguration
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https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_CreateNetworkInterface.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DeleteNetworkInterface.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DetachNetworkInterface.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeInternetGateways.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeNetworkInterfaces.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeRouteTables.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeSecurityGroups.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeSubnets.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeVpcs.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_CreateNetworkInterfacePermission.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DeleteNetworkInterfacePermission.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/API_DescribeNetworkInterfacePermissions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonec2.html#amazonec2-ec2_AuthorizedService
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-brokers.html#CreateBroker
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configurations.html#CreateConfiguration
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Amazon MQ REST API

CreateTags

CreateUser

DeleteBroker

DeleteUser

DescribeBroker

DescribeConfiguration

DescribeConfigurationRevision

DescribeUser

ListBrokers

ListConfigurationRevisions

ListConfigurations

ListTags

ListUsers

RebootBroker

UpdateBroker

UpdateConfiguration

UpdateUser

Amazon MQ AP 2 /ER) &R R INFE

PREBR

mq :

mq :

mq:

mq

mq

mq

mq:

mq:

mq :

mq :

mq:

mq :

mq :

mq:

mq

mq

mq:

CreateTags
CreateUser

DeleteBroker

:DeleteUser
:DescribeBroker

:DescribeConfiguration

DescribeConfigurationRevision
DescribeUser

ListBrokers
ListConfigurationRevisions
ListConfigurations

ListTags

ListUsers

RebootBroker

:UpdateBroker

:UpdateConfiguration

UpdateUser

RERFRNRIEHREBIEEARVTAFX BLFRNITRENEED . Amazon MQ &2 IFHRRRN
BRo X3 FHL Amazon MQ 1R{F , EBESURFIMA AR RMITERE (ETLIAENERYE ) ER

R ERANBEERR.
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https://docs.aws.amazon.com/amazon-mq/latest/api-reference/tags-resource-arn.html#CreateTags
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-user.html#CreateUser
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker.html#DeleteBroker
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-user.html#DeleteUser
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker.html#DescribeBroker
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration.html#DescribeConfiguration
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration-revision.html#DescribeConfigurationRevision
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id-users-username.html#DescribeUser
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-brokers.html#ListBrokers
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration-revisions.html#rest-api-configuration-revisions-methods-get
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configurations.html#ListConfigurations
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/tags-resource-arn.html#ListTags
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-users.html#ListUsers
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker-reboot.html#RebootBroker
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker.html#UpdateBroker
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration.html#UpdateConfiguration
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-user.html#UpdateUser
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TRNMABHUZFHRENRE Amazon MQ API R4 , IREBMREIFNRIFE, FR ARN M4
.

/A Important
MRE— Amazon MQ APl #ERER KRB I , MIRREFZFERRNE. MR Amazon
MQ APl BEFRZFRBEENR , WERALUQAFRTFERZRIENNIR , B2 BN KEE
ANRRTREE * BER.

API &4E TIRRE (* ABFE)
CreateConfiguration BE*
CreateTags RE, BKE
CreateUser RE*
DeleteBroker KE
DeleteUser R
DescribeBroker RE*
DescribeConfiguration BE*
DescribeConfigurat BE*
ionRevision

DescribeUser g
ListConfigurationR FE*
evisions

ListConfigurationR [
evisions

ListTags RE, BKE
ListUsers heEN
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https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configurations.html#CreateConfiguration
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/tags-resource-arn.html#CreateTags
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-user.html#CreateUser
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker.html#DeleteBroker
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-user.html#DeleteUser
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker.html#DescribeBroker
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration.html#DescribeConfiguration
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration-revision.html#DescribeConfigurationRevision
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration-revision.html#DescribeConfigurationRevision
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id-users-username.html#DescribeUser
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration-revisions.html#ListConfigurationRevisions
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration-revisions.html#ListConfigurationRevisions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration-revisions.html#ListConfigurationRevisions
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration-revisions.html#ListConfigurationRevisions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/tags-resource-arn.html#ListTags
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-users.html#ListUsers
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
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AP $24E RRRE (" NBE)
RebootBroker RE*
UpdateBroker R
UpdateConfiguration BLE*
UpdateUser RE*

AWS T 5 MQ BIIEEBUER

AWS REXREEHAEZMEEAINIL R AWS, AWS RERMEEN TS ELABIRHANR , LUE
BRI N AR, AFNAGSERR,

FicE , AWS RERBURTSNENRBERGIR TFTHRENRNE , BACMNAHME AWS FF £
M. BMNBUBEEXBRETENERAZSNE S EEERBERE -SRI NR,

BIEEERAWS HEFRPENHONE, 1R AWS B3 AWS HEFRPENHNE , IEHLE
MiZKBAIRBNMEZERASHD (AP, ANAR ), AWS RETRELEZSZIHN APl RIERSE T
LAE R AWS RS B9 API RERTE#HT AWS FEE KK,

BREZER , F5H (AM BFER) B AWS EEA R,

AWS EE KR : 5% MQ ServiceRole BUR

BT BERF AmazonMQServiceRolePolicy KINZEIRAY IAM SR, 5 5L SR BE BT I E S2 i Amazon MQ
KREREWTRENRSHEXAG, BXRENBREERE AT Amazon MQ ITHRIENEZER | B
2 Hthe section called “Amazon MQ B RS FH X A ENR”,

W 5E MQ B3 7T HEBER AWS

BEHIZRSHBBEREXEEHRUR , Amazon MQ AWS FEERFREFNFAES.,. AXETEEXR
KW B3R , 1T Amazon MQ X#4f 12 F R E LR RSS &,
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https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker-reboot.html#RebootBroker
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker.html#UpdateBroker
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration.html#UpdateConfiguration
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-user.html#UpdateUser
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_amazonmq.html#amazonmq-resources-for-iam-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
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B DU B

Amazon MQ EF R IRERE X Amazon MQ FFHRIREE AWS 20215 A5 H
REBRNEE,

¥ Amazon MQ EAREZHE<AE

Amazon MQ f#F AWS Identity and Access Management ( IAM ) [ HEx B, RZFHEXARE—
MR IAM A€ , ©5 Amazon MQ B#MEXx. RFHEXAERH Amazon MQ TiE XK |, H#
BERSREXERAAEMAWSRSFTENFIE R,

REMEXxBEILBERWMIZRE Amazon MQ , RA BT LFHRMAENNE, Amazon MQ EX
HERESHEXACHNE , BRIEZHAEN , B RE Amazon MQ IR A ZA®., EXHRESIEE
EERBEAMNBEERRE , ARTEMMEEMEE IAM EERARRKRE,

RAETEEENREXERE , FTENRERSHEXAR, XFRPEN Amazon MQ B , BRET2
Fo B I BR XS B R A9 15 R A BR o

BXXERSHEXAGHEMRSNES , FSHA5 IAM BEEEAN AWS RS , HERSHEXA
BIHRERERN Yes ( B ) WIS, 1&F Yes (B) Mk , EFZRSHWRSHEXABH,

Amazon MQ B RS HEK< B BN IR

Amazon MQ B & 7 AWSServiceRoleForAmazonMQ B RS # < &€ — Amazon MQ E A RS
XAEBRKREBAHAWSES,

AWSServiceRoleForAmazonMQ BREHEXABEFEUTRSZUAEBEZAR :

* mg.amazonaws.com

Amazon MQ At inZ AWSServiceRoleForAmazonMQ RS #H5% & & R A PR 5K B
AmazonMQServiceRolePolicy R5ERKI1EE R IRH A TIRE

« B X vpc BRIRHITHY ec2:CreateVpcEndpoint,
« B{E X subnet BIRNITHY ec2:CreateVpcEndpoint,

« B4E: X security-group BIRNITH ec2:CreateVpcEndpoint,

ERARSHEXAR a7


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://console.aws.amazon.com/iam/home#policies/arn:aws:iam::aws:policy/aws-service-role/AmazonMQServiceRolePolicy
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« ¥4 . X vpc-endpoint BIFEHITH ec2:CreateVpcEndpoint,
o B4E . X vpc BIRMITHY ec2:DescribeVpcEndpoints,

o 181E : X subnet BIRHNITH ec2:DescribeVpcEndpoints,

« B4 : X vpc-endpoint BIRHNITH ec2:CreateTags.

« #4E : 3 log-group ®EFEHITH logs:PutLogEvents.,

« B4 : X log-group BEHITH logs:DescribelLogStreams,
« B4 : X log-group REHITH logs:DescribelLogGroups,

« B1F : Xf log-group HIRHMITH CreateLogStreams

- #4E : ¥ log-group BEHITH CreateLogGroup,

L& B)72 Amazon MQ for RabbitMQ X ¥E8} , AmazonMQServiceRolePolicy X PRZEEE /o iF
Amazon MQ REBZLRITUTES

o ERERMEN Amazon VPC, FRMZEANKRERIZE Amazon VPC KixTT R, BALEARKRE
BIEMNLIET SBT RabbitMQ BEEFH A&, BE API S UAEELHNEESIRE,

- SIZAEA , HFHREBAEXELEMHE Amazon CloudWatch Logs.

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"ec2:DescribeVpcEndpoints"
1,
"Resource": "*"
},
{

"Effect": "Allow",
"Action": [
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"ec2:CreateVpcEndpoint"
1,
"Resource": [
"arn:aws:ec2:*:*:vpc/*",

arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:security-group/*"

"Effect": "Allow",

"Action": [
"ec2:CreateVpcEndpoint"

1,

"Resource": [
"arn:aws:ec2:*:*:vpc-endpoint/*"

1,

"Condition": {
"StringEquals": {

"aws:RequestTag/AMQManaged": "true"

"Effect": "Allow",
"Action": [
"ec2:CreateTags"

]I

"Resource": "arn:aws:ec2:*:*:vpc-endpoint/*",

"Condition": {
"StringEquals": {

"ec2:CreateAction": "CreateVpcEndpoint"

"Effect": "Allow",

"Action": [
"ec2:DeleteVpcEndpoints"

1,

"Resource": "arn:aws:ec2:*:*:vpc-endpoint/*",

"Condition": {
"StringEquals": {

"ec2:ResourceTag/AMQManaged": "true"

ERARSHEXAR
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"Effect": "Allow",

"Action": [
"logs:PutLogEvents",
"logs:DescribelLogStreams",
"logs:DescribelogGroups",
"logs:CreatelLogStream",
"logs:CreatelLogGroup"

1,

"Resource": [
"arn:aws:logs:*:*:log-group:/aws/amazonmqg/*"

]

}

HAMEENR , £ IAM R4 (AR, ABE ) 2, FESIBRESHXAG. BXESE
B, EZH (AM BFERE) PRRSHEXA SRR,

A Amazon MQ ¢ RFZHEXAE

EEFICRBSHEXRACR, SEEREREN , Amazon MQ FEIZIRSTH X B & LU AAWSHR
5. BOBNAREEAERFEAMEENAR , AET2EIRH AR,

/A Important

MREEHMERLACTIFNINERNRS PEAENMRE | RS HAXBETLHIEZR
KPE, BETHRESER , FEARMN IAM K/ R HIHAG.

MRMEBRLBRSFHEXBE  RAEFTEBRCE , TUEAMERREERKSFEFRURLAE,

BB LAER IAM 2% &7 Amazon MQ EARFICIZERSHERXA®, £ AWS CLI 5 AWS API /|
£ mq.amazonaws.com REBMBERSHXAC, AXEZER , BZH (IAM AFERE)
WEAIERFZHEXAS, MRERERTHRSHEXRBE , NAUEALERIEBRRUERE,

7 Amazon MQ fwERSFSHX AR

Amazon MQ T R iF 1248 AWSServiceRoleForAmazonMQ BREHXB®., BEEFALER IAM FiE
ARG, BEXEZER , H2H IAM APEETRNRERSHEXAE®,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_roles.html#troubleshoot_roles_new-role-appeared
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role

Amazon MQ FEANGIER

i B&E A F Amazon MQ BIERESHEX B E

MRTBEERCAENZTERSAXACNIIERTRS , RINEBUER R ZAR. XIHEERIEAEE
HEEREFWAREASKE, BR , BLTEBRBRFSEXRALHNRR , RAEFTEFINRE.

(® Note

MRELAEMBRFIRE , Amazon MQ RS EEFEAZAE , MPIERRETRES KK, MR
REXMER , BEF/LoHRER,

Bk AWSServiceRoleForAmazonMQ f£ A/ Amazon MQ &R
£ AAWS Management Console, Amazon MQ CLI 2 Amazon MQ API il BR#2#) Amazon MQ
RE, BEXHBRRKENESER , 758?277

£/ IAM FHBRRFHEXAE

£ IAM = 4l&. AWS CLI 55 AWS API il AWSServiceRoleForAmazonMQ RS HXA®. X
EZEE ,BSN IAM AFEEHPHRERRSEIAR,

Amazon MQ FRFMHKRACXEFNXIE

Amazon MQ XFEZBFTRANMEXBEHERARSHEXBE, BXESZEE , HSH AWS XFHH

LR T Ko

XA XFARIA Amazon MQ X
EERS (FFRILILED) us-east-1 =
ZERI (HEXE) us-east-2 =
ZEEI ( MFERLILEE ) us-west-1 =
ZEED (HEX ) us-west-2 =
Asia Pacific (Mumbai) ap-south-1 =
AR X (KR ) ap-northeast-3 =
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RabbitMQ T RUISIREY 4 E

HE BN
Node TRNE.
(® Note
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RabbitMQ BA SIS PR 4

® Note
Amazon MQ for RabbitMQ TR BB E =K. FIRFREAMMIE ASCI FRFEYE L EHLFRA
5l & g hro

BEX4EBMNESER , 51 (Amazon CloudWatch API &) HRM4E,

HE iR

Queue BA 51l B9 2 75
VirtualHost B ENN AR,
Broker REH B,

58 AWS CloudTrail id & Amazon MQ API & F

Amazon MQ 5 AWS CloudTrail £/ , ZBRFRMEAF,. ABHAWSHRSFZEA Amazon MQ Hid
Fo CloudTrail 5 Amazon MQ REFELEME XK APl BRAERNEHHER , KB Amazon MQ
ZHENEARRE Amazon MQ APl IXEBIAMA. B>k CloudTrail WEZER , E5H (AWS
CloudTrail AF1EE)

(® Note
CloudTrail F&I1BFE 5 ActiveMQ 1R1E ( HlI0 , XEMBUCHE ) S ActiveMQ Web #2514 48
XK APl AR, EidRkS ActiveMQ BIEMEXHNEER , BALEE Amazon MQ SLREMBE
ME it HE X% E Amazon CloudWatch Logss

£/ CloudTrail FRFNEREE. , ATLAEE B Amazon MQ APl X HEV4SEER, ERER IP bk,
BRENG M. BHROBHBANNEZE, MREEE TRE , WA LE CloudTrail S4HFEEIEET]
Amazon S3 FfiE. MPREEERE , M A LLFE CloudTrail EHIAFHNEHFTLIERFEERNE
H, BXEZEER , SR (AWS CloudTrail HF#ER) https://docs.aws.amazon.com/awscloudtrail/
latest/userguide/ B9 0l 22 IR ERABEA
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/APIReference/API_Dimension.html#API_Dimension_Contents
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
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CloudTrail ## Amazon MQ {E &

BIZEAWSK R , £8 A CloudTrail, HA4EZXEMN Amazon MQ B4 |, ZEHLIERTE
CloudTrail E#+ , A 5HMAWSRZEH —BREESHHLIEFRH, BANEE, BRNTH
AWS Ik &EHFEH. BXEZER , 58 (AWS CloudTrail BF#ERE) H#EA CloudTrail =
HHFIEEREESH,

B RER , CloudTrail A B & #44&3% E Amazon S3 2. BRI U2 RERUIFEIZSE AWS
KPR ELS, BRIABRT , £ 8 AWS Management ConsoleIZ2 R ERET | LRGN B FAE
AWS X1, WRERICKAMBEAWSKEHRNES  HEEEXXHEIEZEREEN Amazon S3 FEl. &
T A AT B HMAWSHERS |, #t— 359471 CloudTrail BEPIWENSHHIEHXEIERE, EXEZE
B , 52 AWS CloudTrail BFRERE AU TES :

« CloudTrail MRS MERK

« 73 CloudTrail Bti& Amazon SNS &4

o« MZAMNXiE$EW CloudTrail B &34

« MZ/NIKF 12U CloudTrail B &34

Amazon MQ X#ER LT APl BiE RSB S 4/E R B4 IE2FKE CloudTraill BREX A -

 CreateConfiguration

* DeleteBroker

* DeleteUser

* RebootBroker

 UpdateBroker

@ Note

MIZEHFHNRIER , £1i23% RebootBroker HEX 4, 4P EOHR , RESLABHEFRE
3 , BT 418 rebootBroker B &4,

/A Important
XTFET API B GET 753% , HRIERERSH , ELERKMEA :
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configurations.html#rest-api-configurations-methods-post
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker.html#rest-api-broker-methods-delete
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-user.html#rest-api-user-methods-delete
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker-reboot.html#rest-api-broker-reboot-methods-post
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker.html#rest-api-broker-methods-put
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* DescribeBroker

* DescribeConfiguration

* DescribeConfigurationRevision

* DescribeUser

» ListBrokers

* ListConfigurationRevisions

* ListConfigurations

e ListUsers

FFLLT API , B 25 (data) BRI T password F *** FRSH

* CreateBroker (POST)

* CreateUser (POST)

UpdateConfiguration (PUT)

* UpdateUser (PUT)

BIMNEHHATREBESEXRERENER. LEETHBEHEUTRR

- BRECARAFZIER AFEIER M ?
- FRECEAACERKRESNAFNIBNREZIER KA ?
- FREBTHEM AWS REEH ?

BEXEZER , 52 (AWS CloudTrail A1) F# CloudTrail userldentity T3,

T~ Amazon MQ BEXH%E

RIFR—MEE , THTEEHERNBEXHFEZIEREEN Amazon S3 Fi&#@, CloudTrail B EX#
FE—INHESZNMNEEXEB,

EA4RTREBEMENENER , EPSIEEXX Amazon MQ APl FIiESR, iERER IP tthit, &R
EW S, ERHN BB RZEHNES,

AT RPIEBE CreateBroker API VA CloudTrail B&E% B,
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https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker.html#rest-api-broker-methods-get
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration.html#rest-api-configuration-methods-get
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration-revision.html#rest-api-configuration-revision-methods-get
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-user.html#rest-api-user-methods-get
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-brokers.html#rest-api-brokers-methods-get
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration-revisions.html#rest-api-configuration-revisions-methods-get
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configurations.html#rest-api-configurations-methods-get
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-users.html#rest-api-users-methods-get
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-brokers.html#rest-api-brokers-methods-post
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-user.html#rest-api-user-methods-post
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-configuration.html#rest-api-configuration-methods-put
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-user.html#rest-api-user-methods-put
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-brokers.html#rest-api-brokers-methods-post
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® Note
E# CloudTrail BEX#HF 22 H APl HEFRHKRRE , IAENT2REMAFENFSIEHE
ISW

{
"eventVersion": "1.06",

"userIdentity": {
"type": "IAMUser",
"principalId": "AKIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:user/AmazonMgConsole",
"accountId": "111122223333",
"accessKeyId": "AKIAI44QHS8DHBEXAMPLE",

"userName": "AmazonMgConsole"
1,
"eventTime": "2018-06-28T22:23:467Z",
"eventSource": "amazonmq.amazonaws.com",
"eventName": "CreateBroker",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.0",
"userAgent": "PostmanRuntime/7.1.5",
"requestParameters": {

"engineVersion": "5.15.9",

"deploymentMode": "ACTIVE_STANDBY_MULTI_AZ",
"maintenanceWindowStartTime": {

"dayOfWeek": "THURSDAY",

"timeOfDay": "22:45",

"timeZone": "America/Los_Angeles"
},
"engineType": "ActiveMQ",
"hostInstanceType": "mg.m5.large",

"users": [
{
"username": "MyUsernamel23",
"password": "*x*'",
"consoleAccess": true,
"groups": [
"admins",
"support"
]
1,
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{
"username": "MyUsername456",
"password": "*x*!",
"groups": [
"admins"
]
}
1,
"creatorRequestId": "1",

"publiclyAccessible": true,
"securityGroups": [
"sg-alb234cd"
1,
"brokerName": "MyBroker",
"autoMinorVersionUpgrade": false,
"subnetIds": [
"subnet-12a3b45c",
"subnet-67d8e90f"

iy

"responseElements": {
"brokerId": "b-1234a5b6-78cd-901le-2fgh-3i45j6k17819",
"brokerArn": "arn:aws:mq:us-
east-2:123456789012:broker:MyBroker:b-1234a5b6-78cd-901e-2fgh-3i45j6k17819"
1,
"requestID": "alb2c345-6d78-90el-f2g3-4hi56jk71890",
"eventID": "al2bcd3e-fg45-67h8-1j90-12k34d5116mn",
"readOnly": false,
"eventType": "AwsApiCall",
"recipientAccountId": "111122223333"
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Amazon MQ 5 Amazon CloudWatch Logs &£/ , FER—WKEE. FHMIGMEKEZFEFEN BEX
TV RS, Bl , BATLEE CloudWatch B RFBWAEESHBH , EMR ActiveMQ LR
BffiR. BX CloudWatch Logs WEZ{ER , iZH Amazon CloudWatch Logs /7 5/,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/DeveloperGuide/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker-reboot.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
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BLE&E Amazon MQ for ActiveMQ BE

= /¥ Amazon MQ ¥ BE &4 2l CloudWatch Logs , 45 Amazon MQ A F iR INAR AR R
Amazon MQ BLEE T HRH KR , ARBEUERRERRE,

THEHNET REH ActiveMQ REELE CloudWatch Logs FIE .
£}

« T f# CloudWatch Logs F# H &SR &

+ [ Amazon MQ A PN CreateLogGroup X PR

« 7 Amazon MQ Bt E & T #IRK KM
BiRSIRERERET

CloudWatch Logs Ei & b @ HE &

T fi# CloudWatch Logs 1 #Y HEIE XML
FREREREEREN , ZAUEZEESRRNERENBEAEANFTRZALRIER.

EHBFICRKEAERIAN INFO BERIEFRA S ( F%3#F DEBUG AEKiER ) H4F activemq.log &%
2| CloudWatch s BEEL, BEAMBRNO TR :

/aws/amazonmq/broker/b-1234a5b6-78cd-901e-2fgh-3i45j6k17819/general

B 13'_ H /u\lﬂ%ﬁﬁ?iﬂiﬁﬁﬁ JMX ER'{EFH ActiveMQ Web }Wﬁ'—i“"-\?h‘?i-mﬁiiﬁé'f’ﬁﬂlg H /u\;:r"{".l"
audit.log &% %l CloudWatch lIKF R BEHL, BEHEANERWM TR :

/aws/amazonmq/broker/b-1234a5b6-78cd-901e-2fgh-3i45j6k17819/audit

BIELREFLXHIREERE/ZANE , Amazon MQ FESNMETAFBE—IPHHENEE
o BERBENUM TR

activemq-b-1234a5b6-78cd-901le-2fgh-3145j6k17819-1.10og
activemq-b-1234a5b6-78cd-901e-2fgh-3145j6k17819-2.10g

-1 *l] 2 RERTENMMEXS, BXEZELR , 15 Amazon CloudWatch Logs AP iR HRIE
/L/\ H%u E /L:\l)ll..o
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http://activemq.apache.org/audit-logging.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html
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[ Amazon MQ AP A1l CxeateLogGroup X R

E A1 Amazon MQ 2 CloudWatch Logs BE4A , B4 BRI ERESREEFNAFES
logs:CreatelLogGroup PR,

/A Important

MRERE Amazon MQ AFBIERESRE 2B CreateLogGroup X RF ML Amazon
MQ A F , Il Amazon MQ F&tlZ B E4H,

RTRREINBET IAM B REE N M ML R AR T logs:CreateLogGroup R,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "logs:CreatelLogGroup",
"Resource": "arn:aws:logs:*:*:log-group:/aws/amazonmq/*"
}
]
}
(® Note

test , RERAFRERFTMAR Amazon MQ BF |, BEREEREHNRERF G/,
BXRREAFMEE IAM policy WEZEE , B2 (IAM AP iERE) 1S5 EEEEER

PAN
o

EXE%ZEER , 2% (Amazon CloudWatch Logs APl %) &y CreatelLogGroups

A Amazon MQ BLEE TR RV KK,

/A Important
MREZEN Amazon MQ BEEER T RIRAKRE , WREBIT LN B XXM ZE CloudWatch
Logs.
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/iam-access-control-overview-cwl.html#identity-based-policies-cwl
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_identity-management.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_CreateLogGroup.html
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E R Amazon MQ fF B E %% E CloudWatch Logs HEA |, FlE —MNE T ERNFEN
Amazon MQ 15 B X BRZ FELT CloudWatch Logs API 3&4E :

- CreateLogStream- HIEER AEHBIE CloudWatch Logs A &R
« PutLogEvents — HEHZIEEIEEM CloudWatch Logs HER.

LTETFARBRNERIT logs:CreateLogStream  logs:PutLogEvents B REF AWS,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal”: { "Service": '"mq.amazonaws.com" 3},
"Action": [ "logs:CreatelLogStream", "logs:PutLogEvents" ],
"Resource": "arn:aws:logs:*:*:log-group:/aws/amazonmg/*"
}
]
}

MIER AWS CLI BB E T HRNEKE , MU TSR TR, RGP , & us-east-1 BN EH
cSHEE.

aws --region us-east-1 logs put-resource-policy --policy-name AmazonMQ-logs \
--policy-document "{\"Version\": \"2012-10-17\", \"Statement\":[{ \"Effect\": \"Allow
\", \"Principal\": { \"Service\": \'"mqg.amazonaws.com\" },

\"Action\": [\"logs:CreateLogStream\", \'"logs:PutLogEvents\"], \"Resource\":
\"arn:aws:logs:*:*:log-group:\/aws\/amazonmg\/*\" }]1}"

® Note

BT REIER /aws/amazonmqg/ BIZR , BARAFAENXEHEN AWS KFEBEE—XET
TR REE

B ARS BENRE R BT

BERERER-IMREMEE , DFTEFRENITRRNSAAESBEERESNBENXERITZ
B’¥E. EAWS H | BRSEMARLSIEERERBE, — MRS ( RUERS) BAS —HRS (FR
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https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_CreateLogStream.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutLogEvents.html

Amazon MQ FRARIER
BWARS)EY , TR X EBRFEL,. ATURNFARRS , FAENEUAEEMER TZRFTNE
HRNRA RN S —NEFNRRHITRE, I THLEXMER , AWS REATHBIERF FIE RS
NWIRFSZEREABEANTE | XERFSEEABTNRIHEKS PHRIR,

ERMNBWEET Amazon MQ BIRHIEREHEH aws : SourceArn M aws:SourceAccount £/ L
TXRREHZE—PRZMEERER CloudWatch Logs 1A,

® Note

MREAFNERFMELTXE £ K BEIHRFEANR |, aws:SourceAccount EH
aws:SourceArn EF WK A0 AMEBERKF 1D,

BTRRGER T ETRRRRE | ZRBE AR ZE LD Amazon MQ fKE# CloudWatch Logs 7 #],

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "mqg.amazonaws.com"
I
"Action": [
"logs:CreatelLogStream",
"logs:PutLogEvents"
1,
"Resource": "arn:aws:logs:*:*:log-group:/aws/amazonmq/*",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "123456789012",
"aws:SourceArn": "arn:aws:mq:us-
east-2:123456789012:broker:MyBroker:b-1234a5b6-78cd-901e-2fgh-3i45j6k17819"
}
}
}
]
}

B, BB EE T RRNEE , BRHZEKS AHMENRERN CloudWatch Logs 78 , Z1LATF
Fi7Ro
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcearn
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": [
"mq.amazonaws.com"
]
1,
"Action": [
"logs:CreatelLogStream",
"logs:PutLogEvents"
1,
"Resource": "arn:aws:logs:*:*:log-group:/aws/amazonmq/*",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:mq:*:123456789012:broker:*"
.
"StringEquals": {
"aws:SourceAccount": "123456789012"

BREEREAZ2RENESZER  F5H (AFER) RlEEREARZ,

CloudWatch Logs Bt & [ @&

FERELEERT |, CloudWatch Logs TR IJREH A ERFETH, LI B8R 7 & I 8] 3 H 15 88 a0 a]
iR FRIX LE[a] 7,

H &4 %8 & R CloudWatch &

¥ CreateLogGroup IERFME Amazon MQ AR HEBRE, X Amazon MQ F AT L6l B &
HT,

AER% B E RTE CloudWatch BE4A

A Amazon MQ BEEE T RFRHRE, XEREBRIUUEAEBEET,
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BLE Amazon MQ for RabbitMQ B &

LR F RabbitMQ XI2F B CloudWatch B&IEZHAT , Amazon MQ 2FEARSHEXARSEN AEL
2| CloudWatch, MMREE XSIEZRERAFEES Amazon MQ BREHEKXH AT , Amazon MQ FH
BEIE—NBE, FTEFL RabbitMQ REBFFEAHERKN RS <A BHE . HE CloudWatch,

BEXBFSHEXACHNEZER , 5K (AWS Identity and Access Management FIF$8R) MR

fRE5HExFE, BX Amazon MQ MMEARSHEXBEHUESZFEE |, S Rthe section called “f A
REERAE,
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Amazon MQ FEANGIER

Amazon MQ Y ECER

AEFHIHT Amazon MQ FHEH ., N F4HHE AWS IKF , TEMNFZEFTELLAETR. BEiF
KRIBSRE , FZH (Amazon Web Services —fix5E) ) AWS RS REE, BIFERSREE , &
FEHBRE RN, HXTE Amazon CloudWatch F&EE HFIEZRFINESELR , ESHER
Amazon CloudWatch %32 Amazon MQ K,

F&:

- RE

- BE

- AF

- BIEGEMH
 API BR#]

RE

T&RIETE Amazon MQ RIEHE XK B,

R 1 DU

REERW .
&R AWS JIK - A2 ME— Y o

KEXAMITT 1 3 50 MERFZE,

Ree®E ASCIl AT N F R EFIEEN FH/F.

RELEFIRFFR. EL. ALK T
BHBRE (- . _ ~)o

FMXEHRER 50

NEURIR M I S R B
/A Important

FEAT RabbitMQ K&,
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https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/security-logging-monitoring-cloudwatch.html
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CloudWatch Hi4#2# RabbitMQ B #r ( BA%! )

FMNMENREHR
[
T&RIETE Amazon MQ Bt B <,

/A Important
FEHTF RabbitMQ K,

PR 1
B & & FR

DU

mq.*.micro SEBIZEERIEFR 300

/A Important
FEA T RabbitMQ R,

mq.*.*large SEHIZEERE N 2000,
5

CloudWatch R ¥ #25] 1000 /™ B ¥R,

CloudWatch R¥%3287 500 NE#R , BRERAEK
EHEF,
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BR 51 DU
A7 RFFH. Bk, 9, T
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AP

T&£%HE T 5 Amazon MQ ActiveMQ X3 F 7 48 < B L 8.

/A Important
FEATF RabbitMQ RE,

PR 1 DU
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KEXINT 12 100 NEFFZIE,

Reeg s ASCIl AT N R EFIEEN FH/F.

ARAETERTEN. BN, A8 TU
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PR 1 1

=

BMNAFES (HRES ORI ) 20

BEF

TRIE TS Amazon MQ HIEF#EHEXNEH,

BR il HiR
BNMNNERENEEAE mqg.*.micro SEHIZEENRENRN 20GB. B

X Amazon MQ EfHIXBENEZELR | S
¥ Broker instance types.

BNMNARBERENERAE mq.*.*large SKBIZEENREN 200GB. B
&k Amazon MQ RIZXBMNELEFEER |, BS
#lBroker instance typeso

Amazon EBS ZEHNEMNMENESITIER
5 FABR &l

/A Important
FEA T RabbitMQ K,

50GB., BXEFITNEFEANESZER ,
&S (Apache ActiveMQ APl X &%) &
B JobSchedulerUsage »

BNMEREN N EREE
/A Important
FEA T RabbitMQ R,

mq.*.micro SEBIZKEIER 5GB,

BOMREREN N FREE
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https://activemq.apache.org/maven/apidocs/org/apache/activemq/usage/JobSchedulerUsage.html
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PR 1 DU
/A Important

FEHAT RabbitMQ RIE,

mq.*.*large SKEHIERBEAIEN 50GB,

API PR #l

LT RBTFRAWSK P EFTHE Amazon MQ API RE |, U4 RS HR. BT HHAEX Amazon MQ
APl IEZ{EE |, 5% Amazon MQ REST API &#,

/A Important

XLEHEHAERATF Amazon MQ for ActiveMQ B Amazon MQ for RabbitMQ X EE S API, 4l
# , Amazon MQ T BREIH B K KIX W,

API ZEig BRI API JEZR R
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Amazon MQ [RIZEHEE

RITFEER Amazon MQ RIERS ATARBRIRH LRI | BAK SR (B B3R

=
- ABHE . —fiRFEIH
« BEREEEINE Web ZFIEHL KT Ko

- BRREERESIT , BALEA telnet BIFEZEER , BERBENEFS IR AEEF BIEFEIRMD
SSL #E1ER.

s ROIET - 1MRE , BREQBIK.
- RNREER , BTHERRARM L,
 [BEEHEE . Amazon MQ for ActiveMQ
- REREKLBET BEIER , BERBFEE CloudWatch AEF BRI BNALALANENAERFTIT
i

o

‘%I‘u

m

- RESEHLEFRE , MEIRSHN RUNNING , BT EEZIRNKE, AH4?
- BEIRN - EEFFIRAAGERIINE  MEMES RN EESE,

o BREWITIRIEN , £ ActiveMQ 2% & &% org.apache.jasper.JasperException: An exception
occurred processing JSP page & &,

. [A@HEE . Amazon MQ for RabbitMQ
s REFETIENAINSELEHLRIIEHR CloudWatch,
* 1£ Amazon MQ for RabbitMQ % 201/5 A i@ ?
s BRAEERIERN Amazon VPC BLiE&,
o EEHEBR : Amazon MQ BREFTENRE
« Amazon MQ for RabbitMQ : B AFEIR
- £/ RabbitMQ Web Z#l &M &N FEIR
« £/ Amazon MQ EfRZTE N FER
- BREATER
- BOEENBENKE
o BREBIE AR SIE L LR
« BRBSHIRIE P SRS ) AR
- BUEBRFER
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« &M T RabbitMQ ML S# MQ : 24 T53 AWS Key Management Service
o UHTAEER INVALID KMS_KEY
Amazon MQ for ActiveMQ : E il BR3#% 14 M 4% 3 O Bk
Amazon MQ for ActiveMQ : RERFTEZER
+ Amazon MQ for RabbitMQ : % FRFI 1R
o MR ERIREE REIBIR

B BHEE . — %\

ERAARTHREESHBELMERER Amazon MQ RIER ATEEERIAIE R |, I anEESEN

BNREER.,

B %

s REEEETINE Web BHIARL KT Ko

- BOREBIEEETT , A SER telnet WIFEEER , BREMNEFS KT REZHF BIEHFIRE SSL
FEBER.

s REET—AKE  BREGIERK,

- BWAREER  BTRERRRM AL,

BRI EEEICE Web ZHIEHL /T Ko

WMRIGHEER Web 2H A LKL IR T QEZFRERERFE , RITEBVURU T IRERE,

Y/

1. REZRBEZRMNB NIEEEEZIEHNRIE, BAEEEE B ANEUATFHEREHRE,

2. RELERRERESRMER FIPS i A, Amazon MQ REFEH AP| B4ER X35 FIPS i 5 |
MAXFESRELHIREHNEREE,

3. REREH Public Accessibility (AFF AT G RIME) ETRBIREN Yes (B)o MRIZEN No (8) ,
BRELWN FRMEH A ZEHESIFR (ACL) B, MREECIEEELNE ACL , NAEEEEFENR
M 4& ACL # AR RIB B 5 R PE. B Amazon VPC BXMMIEZER |, 1§35 (Amazon
VPC AFEr) VG A BB A

4 RELHRENRSAAN, BREAVVEEDNUTHO
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® Note

LT ORESIZBRAEHITHA , AN Amazon MQ for ActiveMQ Fl Amazon MQ for
RabbitMQ A 7 B #Yim 0 # 17 1E 2,

Amazon MQ for ActiveMQ

« Web #2%|& - w0 8162
« OpenWire — %0 61617
« AMQP -i%H 5671

STOMP — #® A 61614

MQTT - #x 0 8883
WSS - i [ 61619

Amazon MQ for RabbitMQ

« Web B4lAMEE API- %O 443 F 15671
« AMQP - #0 5671
5. RIEHRES|ZBREZITUTMEEZENIR,

(® Note

SNFFAAFiFRINAE | FHEE Amazon MQ RIEAEEH Amazon VPC 1 M Amazon
EC2 SEHIiz 173, H 144 1 Bz o

Amazon MQ for ActiveMQ
i & # Amazon MQ for ActiveMQ X IE R W 48 E 32

1. IFHARKWTITEL,

2. BfTHT nslookup @5 , EREMNRIE DNS i2Rk. NTFE/ZABE , AN EREH
KiFT R F/ZALETLLURMEIE—RE IDWER. -1 -2 /i3, HELETHTSLEH
NIEWER,
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$ nslookup b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-west-2.amazonaws.com

WMREWT , WFERRCUTUTARN B

Non-authoritative answer:
Server: dns-resolver-corp-sfo-1.sfo.corp.amazon.com
Address: 172.10.123.456

Name: ec2-12-345-123-45,us-west-2.compute.amazonaws.com
Address: 12.345.123.45
Aliases: b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-west-2.amazonaws.com

SN IP #ik S5 Amazon MQ 2§ & IR 1P it HHICE, XFRR1EE7E DNS Bk
S8 FIFHEMRAT |, A UBERITT—F,

3. BITUT telnet &%, MEHREBNNERER, HAETRBRNENER, N 8
¥R Web #2451 5Miw MO8 8162 , SMERBEEE R N HM 4 Rim O LMK E Z 1,

(® Note
WNFE/ZRAHE , MREBELZALEHT RETT telnet , NPFWEI Connect
failed BiREE. XEMH 2N , RAZAXPIARFERZIT , B ActiveMQ #7E
SREET , FERBEEHRRERN Amazon EFS F# SR, X -1 M -2 KiF
TRETZWS , KRR ER A6,

$ telnet b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
west-2.amazonaws.com port

XNTFEHEKH , RERRUTUTATNA L,

Connected to b-1234a5b6-78cd-901le-2fgh-3145j6k17819-1.mq.us-
west-2.amazonaws.com.
Escape character is '~]'.

4. FHITUTEEZ—.
« R telnet ST , FRE EstablishedConnectionsCount %5 , HHEIAKIE
KIEFLFEE LR, BIETMUBEEENRE General BEKRBIARETIARE LR, MR

BRI EEETCE Web 24| 5 AT =, 292
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LIERATE , WENEDPE—NMNEFREEEZAE, MRERERTESE , NER#
17 telnet BEBNE , HEFED — DM TEMFTIEE , RIREBEREIHEM — K.
« WR telnet HHEAM , FRERBHFEMENEZED , HEINRENA in-use. IEANE
Bl EEO A2 Amazon VPC i BE , REEFERNMRAE. EWRIEIT telnet W
SEHAE IP it , A BINEEBIES R ACCEPTED , 2R EEEES. ETHESE
BEMEERBERA , 258 (Amazon VPC FRARIERE) FHHEBEER FRH,

5. B1TET curl a5 , BE ActiveMQ BIE Web 124§ & HERE,

$ curl https://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq. us-
west-2.amazonaws.com:8162/index.html

MRBTHRI , WaHNRRCUTUTARH HTML 324,

<IDOCTYPE html PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN" "http://
www.w3.0rg/TR/html4/loose.dtd">
<html>

<head>

<meta http-equiv="Content-Type" content="text/html;
charset=iso0-8859-1" />
<title>Apache ActiveMQ</title>

Amazon MQ for RabbitMQ
iR Amazon MQ for RabbitMQ 138 /Y M 48 & 332
1. IAHFLXRRGITED,

2. JB1TEAT nslookup @5 , EEMNNIE DNS Bk, FLRHETRERNENEE

JBNO

$ nslookup b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-west-2.amazonaws.com
MRERKT , WPHFERRLUTUATAENR

Non-authoritative answer:

Server: dns-resolver-corp-sfo-1.sfo.corp.amazon.com
Address: 172.10.123.456
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-flow-logs.html#create-flow-log
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Name: rabbit-broker-1c23e456ca78-b9000123b4ebbab5.elb.us-
west-2.amazonaws.com
Addresses: 52.12.345.678
52.23.234.56
41.234.567.890
54.123.45.678
Aliases: b-1234a5b6-78cd-901le-2fgh-3i45j6k17819-1.mq.us-west-2.amazonaws.com

3. BT telnet &% , MALHABEHMEZRE. FRAGETRERNENER. BITLF
port BN Web 2H /MR 443 , FEEHN 5671 BUNRL LK AMQP E#,

$ telnet b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
west-2.amazonaws.com port

MRBTHRI , WFERRUTUTARNAH,

Connected to b-1234a5b6-78cd-901le-2fgh-3145j6k17819-1.mq.us-
west-2.amazonaws.com.
Escape character is 'A]'.

® Note
Telnet EZFEJLVHE BRI,

4. BRATUATREZ—

- IR telnet MHHAY , BRE ConnectionCount E#r , HWIAKERIEER max-
connections BRIAREEFRENE. BETUELEENRE Connection.log HE4A
KREFARBRE LR, MREERATE , WEBHELE—NEFIHEEIZRE, R
EREREERE , WER#HIT telnet BEN R, WREEHNREQERMAIEZER
ZEIERERA , NAREEEES IR CloudWatch, B9 8 & 1 — X8R,

s NFARARXFHFRNKE , IR telnet HEAM , BREREMEMENEZED , HAEIA
MRABRA in-use. AENMMEEOCIE Amazon VPC i A& , REEFERWRAE,
EHREA telnet AR IP it , HHEINEEBIEI R ACCEPTED , BFREHK
Ee. ETHEZEENEFERAERG , 28 (Amazon VPC FRARIERE) FHR
HEB Z =8,
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https://docs.aws.amazon.com/UserGuide/using-eni.html?icmpid=docs_ec2_console
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-flow-logs.html#create-flow-log
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs-records-examples.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs-records-examples.html
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® Note
WS BRAERTF AT iHEH Amazon MQ for RabbitMQ X,

5. B1TELT curl 8 , RE RabbitMQ EE Web 12§l & HiE#E,

$ curl https://b-1234a5b6-78cd-901e-2fgh-3i45j6k17819-1.mq.us-
west-2.amazonaws.com:443/index.html

MRBTRI , W HNRRCUTUATREN HTML X4,

<IDOCTYPE html>
<html>
<head>
<meta http-equiv="X-UA-Compatible" content="IE=edge" />
<meta http-equiv="Content-Type" content="text/html; charset=utf-8" />
<title>RabbitMQ Management</title>

BUNREEREEZT, BALUEA telnet RIEEEBER , BRENEF R
EEEABIERIRRE SSL #ERR.

R ER QIS TR ERRBLET BRI ERH . Amazon MQ REIEBSERRKR , SIEERAER
FETHENZ S,

EATEBIIE Amazon Trust Services F{EH Amazon BIEPME N (CA) , ELFFENETEHE D
HITHHRIE, FIE Amazon MQ RIEBIEREIAFEAILE CA LE, BEFEA Amazon 18 CA , BFBE
EERERE LEFHIEHR TEHIE Amazon MQ KEIEH,

BElET —ME  BREGZRK,

MREHRIEL T CREATION_FAILED RS , BT T84,

. BRELN IAM R, ECIZNRE  XFEHA AWS & IAM FEBAmazonMQFullAccessHEBE
XIAM KBEFRIEE EHA Amazon EC2 RE, BEXREEEMN Amazon EC2 iXIRWEZER | &
Z #8122 Amazon MQ RERFTER IAM R,
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https://www.amazontrust.com/repository/
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- RELHNREBEERN TREBNLTFTHZM Amazon Virtual Private Cloud ( VPC ) 2, EEHEM
Amazon VPC H 812 Amazon MQ RI2 , X4 J A Amazon VPC HIKF HFRIEE,

BWREER , BTHERRRMT L,

MRREEEFER , WRRANRTENRRARH.

- BPREBZUER , TR NE TEAITTEF R, Amazon MQ ERXEEREBNEYS, B
ERGE S S ZRGHITEY . EFNBFENBERTRE , ERZSAFLEFR/DE , EEBRTRHEENR
BLENRE, RETRSER/INEFNBANEIANERES. AXREBLEFNBNESER ,
&2 the section called “43# K IE”,

- BHRENFIRBETRTESENNARSF THERE. Fl, £ mg.t2.micro LETE THER
BURSSBAEERRFR. RSN CPUMRAEFRENRENFEARITREXSBRAESRIE
B. EERENREFERTZL CPUNRE , BRIFBEMNSIZRBEFEALT CloudWatch $E#x.

« Amazon MQ for ActiveMQ - 8% CpuUtilization , THREB s AN E S B Amazon EC2
HEENWED L, ®E HeapUsage , THRREB RIFERAMN ActiveMQ JVM RERHIF B 2 Lk,

« Amazon MQ for RabbitMQ — #£#& SystemCpuUtilization, TEREBSFEHANE D E
Amazon EC2 it BB B D . ®E RabbitMQMemUsed , T FTH HE N RAM EH
£ , AAJSBREL RabbitMQMemLimit , 1§ RabbitMQ T RERAKNAER 7 L.

BEXRREXFIEB LR AN TEAFERSENEFXBENEZELR |, 55 Broker instance
typeso

B @HEZE : Amazon MQ for ActiveMQ

FRAART RN E SR Z Y MANBREEHE Amazon MQ for ActiveMQ XIE et AJ B EI MY F R &,

B3
- RERELBET BERiER , BEMWFEEHE CloudWatch BEF BRI ENELANENBESHFTITH

=+

/N o

- RESEHLEFRE , RSN RUNNING , Bt A EZIRNRE, AHAL?
- BRIV - EELIRAALERIINE  mMEMES RN EEEE,

o BREWITIRIEN , £ ActiveMQ 2 %1& &%l org.apache.jasper.JasperException: An exception
occurred processing JSP page & &,

BRWREER , BTAERRZMT XL, 296
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REREZBITTHEILR , BRI ETE CloudWatch BEFREFIRWEZ
LANERBESRFITEE.

MR IBTSETE Logs PEFLRL AW CloudWatch BE |, BIRITU TR,
1. REVERESREERFNAFREEA logs:CreateLogGroup MR, MBEKRERF CIER
ERNREZHf CreateLogGroup XRFMEAZAF , I Amazon MQ T2 A KA,

2. RELEREHETERNEREE N A1 Amazon MQ I BE A% ZE|BHE CloudWatch . EARF
Amazon MQ & BE XA RER BE CloudWatch BEA |, TERHEE T RFEMNRELIEF Amazon
MQ R EAT BE API 2 EMER : CloudWatch

« CreateLogStream— RNIEEH CloudWatch AEHIE HE B &R
« PutLogEvents— HEHZIZZEIEER CloudWatch BHE B &R,

BXEE Amazon MQ for ActiveMQ LU B EEA GBI BENEZEER |, FSHEAEEHE., CloudWatch

REEFHLEPTERRE , BMEIRAN RUNNING , Rt EEEIRNHKE,
N4

B ELBINREBERRE. HHNEFPRBEXNERERESHPBEREZRB |, HatE AL
LEE. TeRBHER , REEZSENEZRBRITERHTEERERN Amazon EFS 5 Amazon
EBS Z#EBHIRETREXRENHEESIEN, EESHE , Amazon MQ £ EFHEENEZM B
FREBRNE, ERIALIZE , BB CloudWatch B F ActiveMQ B9 Amazon MQ (REEEHI LT
B¥R

- StoragePercentUsage - A E|ZHIEIR 100% W AB 7SR BIELEE,

« JournalFilesForFullRecovery - R R ERNEEXANES SREBNAE XK., EEMNZ
BEST 1 REFERBRNES , THQEERESBEEME,

- OpenTransactionCount - EEEMNHFATERTIRENZZEEUARNSEANER , NS BUE
ER&E,

ERIEED , RINBWEMEH rollback() = commit() RBRXAES, EXEZERE , URE
EEMEA rollback() R XA BESHWRIERA , HSHEME XA EFH,
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https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_CreateLogStream.html
https://docs.aws.amazon.com/AmazonCloudWatchLogs/latest/APIReference/API_PutLogEvents.html
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/configure-logging-monitoring-activemq.html

Amazon MQ FRARER
BREIBRN —LEEFRASLUEEINE  mMEMAT RN T EERE,

R RIELA T RUNNING R H B —E P MBS RERIRE  MEMESRIAEE &7
S BRI T RENRIEERRS, ERTAREDANRIEERRS | FRTUTRE

- EAEPFEFEH Amazon MQ for ActiveMQ RERNBEALLE HE, CloudWatch 1R 2iXEIfR
# , BEEREBEHDEE Reached Maximum Connections., BXEA T ActiveMQ KIEH
Amazon MQ CloudWatch BERNEZEER , S, the section called “ 7 ## CloudWatch Logs #
W EHEEFRNEW

BRBEFOEEBRS , RN EHIELTMANENEE, EFREEE | RMNBUAREHRESE
BIRE, BXRATEMNBERRESFHIXBNEZEL , S HBroker instance types,

MREEINEREEBRTRENEZRRSG , WEBAESEREHIEFimEX. REEGHNREH
E,BERAKEBEEHIM ... Inactive for longer than 600000 ms - removing ...
%B, HEZRBERRAEFFHERIERERB, HEFWmET Network Load Balancer (NLB) iE#F|
RE , AZEMITEEMENEEIREN , INERHRIEMAE, IEETESENEFRPERNE
Mo

FREFFRAES , TRESHMARFE. AERNE 600000 ERWRFEFENN TCP & , HRHE
EEET

REMITIRIER |, £ ActiveMQ #HI& LEEF
org.apache.jasper.JasperException: An exception occurred
processing JSP page ®&,

MREERAF M EBSFEH LN S HRIEFEE AuthorizationPlugin , HHEMAER XML
BB M H AuthorizationEntries ;¥ , # R activemg-webconsole BHMBFTERAS!
METHNR. X ITLABR ActiveMQ Web 2 #I B 8EHB 5 ActiveMQ RE#TEE.

BUR Rl AuthorizationEntry FMETERSIFMEBHEEMEAKRE T activemq-
webconsole #4,

<authorizationEntries>
<authorizationEntry admin="activemqg-webconsole,admins,users" topic=">"
read="activemg-webconsole, admins, users" write="activemqg-webconsole,admins,users" />
<authorizationEntry admin="activemqg-webconsole,admins,users" queue=">"
read="activemg-webconsole, admins, users" write="activemqg-webconsole,admins,users" />
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</authorizationEntries>

B, HENKES LDAP £ , FRRMSNRIZR T amazonmg-console-admins B4, Bx
LDAP £ EZELR |, 1S the section called “LDAP R TEH ",

| BEEZE - Amazon MQ for RabbitMQ
{55 P A5 35 R 915 2 B8 B 45 W DR TE A5 A8 Amazon MQ for RabbitMQ 82 i AT 8558 F1 9 2 L .

B

« REFEFRIROIIHEL ENHIEFR CloudWatch,
« 1£ Amazon MQ for RabbitMQ  204al /5 A iE4 ?

« BREEESIERN Amazon VPC BLiE,

BEFEAIERNBAIIHELEHNHEPR CloudWatcho

WMRETEEFIIHEL EHAIIER CloudWatch , EREZHAIIHEMNENEREISEME
1%, HIRFREMIE ASCI ZH/F.

Amazon MQ TER BH BB =R, FIRFHEAMIE ASCI FRFHE B N HMEATIR FIEIR.
BEXEEEZMNESZELR , S H Amazon CloudWatch APl & R4 E,
#£ Amazon MQ for RabbitMQ = 20l /3 B4 ?

Amazon MQ for RabbitMQ H #i{X %35 RabbitMQ &, shovel. & FHWIF. —HHUBFiRiE
# XEFEHAETRBELITHRERAN,. EXERAZIIFHAENEZESR | S5 the section called
“SELE,

RIEEEHRIERN Amazon VPC &,

Amazon MQ A X EE0ENREFEHR Amazon VPC BLiE, HI= , BEEMFEHHH Amazon VPC E
BUEFNRE K REEAFNAREERE URL EFEFBIERE URL,

WEEHERR : Amazon MQ BEFRFERE

MBERBUTFEITAERS , HEEE—HREFEMEIEEZTIRES , I Amazon MQ X F R L&
API #EIREIR%E , it RebootBroker, R EZFEHFEREFAENRDE , XLERB A BEHER
B, EREBMLREIREEE,
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AT EBFIRIMABR BV REFRFRD , FEATHEBNNEREN B BEMEFEN SR,

BREMENRD

« Amazon MQ for RabbitMQ : & R &R

- @A T RabbitMQ KW T MQ : TR AWS Key Management Service
« Amazon MQ for ActiveMQ : 2 MiBR5E MM EEOER

« Amazon MQ for ActiveMQ : REAETEER

« Amazon MQ for RabbitMQ : %% PR & B3R

Amazon MQ for RabbitMQ : ENEFER

UREWAEZEHAE ( B CloudWatch #E#rRabbitMQMemUsedtriR ) BT AFRINHI KN Z PR 4
it , RabbitMQ 4 E &N FER, RabbitMQMemLimit RabbitMQMemLimitH Amazon MQ &
B, HeBESHENRFRENTARNERTT TITHE,

R EEANFERN Amazon MQ for RabbitMQ REF XM IEMMERFiRAMERE. ATHEERAR
=, BFNREF LB HMFEER S MANFRERCNME,

ANFERAREMEETREINEXFRETEQBINEFRSIER , EHLEF , ERENRER
SRIRE, EEFHFEF , A TRIKBITEATRKENE RN ZBEERRSEFRBE. RIIBLSE
FRFFEEEBOBFER S | 3 BATUE SR A 17 B 4R (R B B R 3 R b ) L

Amazon MQ ZE B SN EFEERNTLEFEINRE , HEFSEZRBHRE X HERIRE
RebootBroker API ERE,

£ ZA<ED 0 P Y5 S 38 B B M M R AU R tH Y RabbitMQ &R FE R

® Note
EEXIAENRERS , RABBITMQ_MEMORY_ALARM RS T BEEE JLANNET F REB R

(® Note
BREEFREREFM mg.m5. KHIRBER AN mq.t3.micro KHIKR, MBEEER , N4
TR ERFHAUEFNRERR,
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F&

- {£/ RabbitMQ Web Z2#| &2 & N7 Bk
» £/ Amazon MQ E#RZ S RN FER

« BREAEFER

- BOEENBENHE

« BRERHEPHEAIIED EEFRBR

« BREIPIREBERNEFH B ERFE

- BUESAEER

f£ A RabbitMQ Web ##| &2 aE N FEHR

RabbitMQ Web 2 H| & A AERMERBNT RN FANEFEEABRES. EUBELUTRESRIL
E8

1. E3F AWS Management Console 3T FF B Z L2 EH RabbitMQ M2 HI& .

2. 7= RabbitMQ %A L& Overview ( 85 ) TTHE , M Nodes ( TR ) SIRFEE PN T IREN,

3. EWREAFEERME, &#F Memory details ( AFFMAREE ) RS2 UEET RINAEEMR
BRER.

RabbitMQ £ Web ###l1& PIREN N FEFERBEREE WU ZBEEMLE R R IEREIT S RREH
ERERNFER, BX RabbitMQ Web BHI AR ATANNEFRABRFAEENEZER | 55H
RabbitMQ BR%S88 X RMI vE _E Ry < T R 17E R HETE,

£/ Amazon MQ EfRZETE N EFER

ZIANBER T , Amazon MQ FaREHNRER BEiR. BB 5E CloudWatch & & =6 A
CloudWatch API REF BN AL EIEIR. A TIBIRTEIZHT RabbitMQ 2 N EEIRINIEEFT A,

I 53 MQ $8#5 CloudWatch NEEASSHERER

MessageCount HEEHFERARERFZE —E
EREANFED, SHEHRITHA
REERRRIEMSA , AT
RESBENEFER.
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https://www.rabbitmq.com/memory-use.html
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FRARER

5 MQ $E#7 CloudWatch

QueueCount

ConnectionCount

ChannelCount

ConsumerCount

PublishRate

BRERNTFER

MTEBENEBINRE , RNBWEXRBRUATRERZENHERAENSAFER,

NFERE SRR
BASI R E BB &

N ERT SRR

BAZIFfEERFS , FEKE
BAZITTRES S BE RN FE o

ERiREZERARNE , FET
ZRNEEATERSHEAE

Bk

BEERL, SRS N EER
VHBEHSFHETRARF
B, AEREBEARESH
BRFER.

N FEEEAENTNMER
&, HHEEERWEERE
ZEFMFEINEEINF. K
BERAEEEARERSENT
R , ASBEAEER,
R HERERRENRN
7o MRHEERRMIMRENZE
Y& HFAREESREFHE
BEfEmEERAENER UK
BEURKBISNEER,

Amazon MQ ZEi¥
AT TE—B1E -

- ERARMEIAFIAER.
« ABRBAFIFREYHEE
« MIBRAERBIEATI,

RABBITMQ_MEMORY_ALARM
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FRARER

N ERT SRR
ERE LEENAIIBE S
ERELBYNEEHES,

ERE LRV BEEHRI

EEIRENERAERES.

HERMERIS,

EhimEERTHEY

m

BOEZENBENHE

i}

Amazon MQ ZEiX
A BA B B
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o A% Amazon MQ X2 5| Z A
« f£/ Spring XML B & X4
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https://github.com/rabbitmq/rabbitmq-server/releases/tag/v3.9.24
https://www.rabbitmq.com/changelog.html
https://docs.aws.amazon.com/general/latest/gr/amazon-mq.html
https://blog.rabbitmq.com/posts/2022/05/rabbitmq-3.10-release-overview/
https://www.rabbitmq.com/changelog.html
https://activemq.apache.org/activemq-5017002-release

Amazon MQ FRARIER

Date A EH

2022 £8 A 17  Amazon MQ MEX#F ActiveMQ 5.17.1 , TR — MW EES| BIRE, BXE
H ZEE , BSATINE .

* ActiveMQ 5.17.1 K i}t 85

- B Amazon MQ for ActiveMQ 5| Z iR

« F4%% Amazon MQ RIES|EIRA

« £ Spring XML i & X

2022 £ 7 A 14  Amazon MQ BEX#F ActiveMQ 5.16.5 , X2 — MR ES|BIRAK, BXE
H ZEE , BZATIRNE :

« ActiveMQ 5.16.5 &5 i85

- B Amazon MQ for ActiveMQ 5| Z iR

« £ Spring XML & X4

« F4 Amazon MQ {32 5| Z R

2022 5 A 4 Amazon MQ EREE BRI T networkConnector TEMEBARMIEES.

H
o BIZEFNEE Amazon MQ 1XIE M 4

2022 F4 A 25 Amazon MQ X —hRAZIN T CRITICAL_ACTION_REQUIRED fRERE

H M ActionRequired APIEM, HRXEREHA , CRITICAL_ACTION_RE
QUIRED £BHIE, ActionRequired RNBEM—MREL | BAILIERZ
KB (FRAREE) PERB MR R EEHA,

« the section called “THEEHEER : Amazon MQ R{EFFERE”
{Amazon MQ APl %) H i ActionRequired X#¥,

2022 4 A 20 Amazon MQ MEX$F ActiveMQ 5.16.4 , XB—MNHIXRES| ZBiRE, BXxE
=} ZEE , BSRATIHNA :

« ActiveMQ 5.16.4 &% 85

- EIE Amazon MQ for ActiveMQ 5|Z iR
« f/ Spring XML i & X #

« F4%% Amazon MQ RIE 5| ZiRA
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https://activemq.apache.org/activemq-5017001-release
https://activemq.apache.org/activemq-5016005-release
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/amazon-mq-creating-configuring-network-of-brokers.html#creating-configuring-network-of-brokers-configure-network-connectors
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#brokers-broker-id-prop-actionrequired
https://activemq.apache.org/activemq-5016004-release

Amazon MQ FRARIER

Date A EH

2022 F£3 A1 Amazon MQ B EAETLAMX ( HE ) KL, AXATRAXENESR | 1§
H 25 (AWS —i&ZE) i AWS [XiFHlif =

2022 2 A 25 Amazon MQ for RabbitMQ I £ X #F RabbitMQ version 3.8.27,

H
BRUERAFHEENBINESER , FSRAUATAR :

+ RabbitMQ 3.8.27 x T RabbitMQ AR5 25171 FERY K 1T 1 BA GitHub
 RabbitMQ Bk BE

BREZHFH Amazon MQ for RabbitMQ IRAFMREBHRNESEE , ESH B
¥ Amazon MQ for RabbitMQ 5| Z R,

2022 2 A16  Amazon MQ IIEEIEM ( FER ) XEF#HEH, BXATAXEBHNER , B
H F AWS —f&SZH i AWS X g L& i 17

2022 £2 A 14  Amazon MQ for RabbitMQ I 7£ X RabbitMQ x4 3.9.13, BzR ERAF
=| K FoER T M Rabbit 3.8 ARE 3.9, Ak , BFHARENRE,

A X RabbitMQ 3.9 FEIAMHBWRENESRFEL. , FSEMIE L 3.9.0 AKX
TRBATUE. GitHub

(@ Note

BHl , Amazon MQ A Xt , =k RabbitMQ 3.9 F# H#I7E JSON #
EALEM BERIZ S,

BRLBRATHNEENFIEINESEFE , BSRUATAR :

« RabbitMQ 3.9.13 x4~ % B RabbitMQ AR5 8847 & GitHub
« RabbitMQ EX A&

BXRXZHFHH Amazon MQ for RabbitMQ IRAMREBARNELER , FSH &
# Amazon MQ for RabbitMQ 5| Zkx 78,
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https://docs.aws.amazon.com/general/latest/gr/amazon-mq.html
https://github.com/rabbitmq/rabbitmq-server/releases/tag/v3.8.27
https://www.rabbitmq.com/changelog.html
https://docs.aws.amazon.com/general/latest/gr/amazon-mq.html
https://github.com/rabbitmq/rabbitmq-server/releases/tag/v3.9.0
https://github.com/rabbitmq/rabbitmq-server/releases/tag/v3.9.0
https://www.rabbitmq.com/streams.html
https://github.com/rabbitmq/rabbitmq-server/releases/tag/v3.9.13
https://www.rabbitmq.com/changelog.html

Amazon MQ FEARIERE
Date XA EEH
2022 F 2R 7 Amazon MQ for RabbitMQ #f TRV IBIENR | X LEIEPRE R REp I R SR BE
H EPHNME =AM RPN EERREFERAE,
BEXEZEER , BSHETINEA :
« the section called “iI2 FM¥$%E Amazon MQ for RabbitMQ 1% ZE”
2022 £1 A 18  Amazon MQ for RabbitMQ I £ X RabbitMQ k7~ 3.8.26,
H
BXRUEBAFWEENRBINEZEE , BSRUATHA :
« RabbitMQ 3.8.26 >xF RabbitMQ RS 2517 E M & 171488 GitHub
« RabbitMQ EXHE
BAXRXFH Amazon MQ for RabbitMQ lRAFREBALNEZER , BSH B
¥ Amazon MQ for RabbitMQ 5| Z R,
2022 £1 A 13  Amazon MQ 5| A RABBITMQ_MEMORY_ALARM RERBUEREBEZHEN
H FERHBLTFEITFARRANBEHNE, Amazon MQ REFMAEEFMELK
BEHIRIZWT, BRAPBLESHNEER. BEXEZEE , BSATIAR,
» the section called “ RABBITMQ_MEMORY_ALARM
2022 %1 A 6 LMIRN ActiveMQ KIEHELE Amazon MQ CloudWatch B &EE} , Amazon MQ X
H BEEET IAM BRI EMPaws : SourceArn fEHaws:SourceAccount

2021 £ 12 A 20
H

2 RAA L FXEARMLLEIEEOREAE, EXESEL  BSHTH

« the section called “B RS EE T 8] BFHSE”

Amazon MQ for ActiveMQ 5| A —¢HFTHVIESR , FREBEIREFERAZIIENT
EME IR I Y B KOEREE |, H B B F PR IR A5 Ma 12 E 12 5 X 18
ZHANKREBENTRE. EXEZEE , BZHETIANE.

« the section called “i2 M4 Amazon MQ for ActiveMQ 38"
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https://github.com/rabbitmq/rabbitmq-server/releases/tag/v3.8.26
https://www.rabbitmq.com/changelog.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcearn
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourceaccount

Amazon MQ FRARIER

Date A EH

2021 £ 11 A 16 Amazon MQ for RabbitMQ I 1 % % RabbitMQ k7 3.8.23,

H
BRUERAFHEENFHINESER , FSRAUATAR :

+ RabbitMQ 3.8.23 x T RabbitMQ AR5 25171 FERY K 1T 1 BA GitHub
« RabbitMQ B B &

BXXFH Amazon MQ for RabbitMQ RAFMRKXEBAENEZER , BESH E
I Amazon MQ for RabbitMQ 5|2 iR 24,

2021 £ 10 B 12 Amazon MQ B7E X #F ActiveMQ 5.16.3 , X2 — MR ES|ZBIRAK, BXE
H ZEE , BZATIRNEA :

« ActiveMQ 5.16.3 &5 i85

- B Amazon MQ for ActiveMQ 5| Z iR

« H4 Amazon MQ {32 5| Z R

« £ Spring XML & X4

2021 £ 9 A 8 Amazon MQ for RabbitMQ I £ &% #F RabbitMQ kx4~ 3.8.22,

H
BERRA & — AN £ SART SXIFAY AR S RabbitMQ 3.8.17 # iR Bl #Y BA 31 5] BR Y

EE , XERFIEREES TTL (f2ErE ) o BNIBWERIABEREALRE
W< 3.8.22,

BRUERATNEENBINESER , FSRAUATARE :

« RabbitMQ 3.8.22 X F RabbitMQ IRF 25 F i FER K 1T1% 8 GitHub
 RabbitMQ Bk B &

BXXFEFH Amazon MQ for RabbitMQ IR AMAEBALNESEE , FSHE
¥ Amazon MQ for RabbitMQ 5|2 kx4

2021 £ 8 A 25 HTERIFEHASEREE (TTL) WBRAFIFERE , EH T RabbitMQ B9 Amazon
H MQ ErZH T RabbitMQ 5|2k 3.8.17, time-to-live FATE I fE kA
3.8.11,
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https://github.com/rabbitmq/rabbitmq-server/releases/tag/v3.8.23
https://www.rabbitmq.com/changelog.html
https://activemq.apache.org/activemq-5016003-release
https://github.com/rabbitmq/rabbitmq-server/discussions/3272
https://github.com/rabbitmq/rabbitmq-server/releases/tag/v3.8.22
https://www.rabbitmq.com/changelog.html
https://github.com/rabbitmq/rabbitmq-server/discussions/3272
https://github.com/rabbitmq/rabbitmq-server/discussions/3272

Amazon MQ

FRARER

Date

2021 7 A 29
H

2021 7 A 16
H

2021 7H6
H

20216 A7
H

2021 £ 5 A 26
H

XA EEH
Amazon MQ for RabbitMQ I £ X & RabbitMQ kx4~ 3.8.17, BEXLEHR+H I
ENBEHNEFNBFIINESER , BSRUTRE :

« RabbitMQ 3.8.17 hx4~1% 88 RabbitMQ RS 2517 E GitHub
« RabbitMQ EX HE
« BIE Amazon MQ for RabbitMQ 5|2 hx4<

WMIE , B LAEA AWS Management Console, AWS CLISIL & MQ API
RWEIDH MQ £LENEFNE, ETHRERAREBLEFPNBNESER | &
SRUTAR,

o #3 Amazon MQ RIE

Amazon MQ for RabbitMQ #H TX — R ERREERBENTE, —HHR
%ﬁiﬁ%ﬁ*ﬂﬁi_i_iﬁ SENRARITENREZENEERABBIAG, BXESZE

- —HMRERIREEE N
* RabbitMQ 7Z7f#E £ # RabbitMQ — 5 & XK E GitHub

Amazon MQ BI{E % #F ActiveMQ 5.16.2 , X2 — NN FES|ZBiRE, BXxE
ZER  FSATIREA :

- ActiveMQ 5.16.2 K it BA

- EIE Amazon MQ for ActiveMQ 5|2 iR
« H4%% Amazon MQ RIE5| iR

« f£/ Spring XML B & X4

Amazon MQ for RabbitMQ I EZHFE (bR ) M E ( T8 ) Xig#HEH. &
XAAXENER , FZHAWS XEMLRHT K.
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https://github.com/rabbitmq/rabbitmq-server/releases/tag/v3.8.17
https://www.rabbitmq.com/changelog.html
https://github.com/rabbitmq/rabbitmq-server/tree/master/deps/rabbitmq_consistent_hash_exchange
https://activemq.apache.org/activemq-5016002-release
https://docs.aws.amazon.com/general/latest/gr/rande.html#amazon-mq_region

Amazon MQ

FRARER

Date

2021 5 A 18
H

2021 585
H

2021585
H

2021 4 A 14
H

20214 A7
H

2021 £ 4 B 1
H

XA EEH
Amazon MQ for RabbitMQ K 7 REERIAE,

BXGZRER , Amazon MQ 2R FPEIZEENZFIRENTFEENIZ A
RIERBENENENRS , MR ENMER, BXESEE , BZHA TR

o

= .

« Amazon MQ for RabbitMQ XEEIAE

Amazon MQ BI{E % #F ActiveMQ 5.15.15. BXEZEE , FSETIRE :

« ActiveMQ 5.15.15 X i B8
« BIE Amazon MQ for ActiveMQ 5| Z x4~
« £ Spring XML i & X

Amazon MQ FIRIREE AWS HEEBERMWEE, BXEZER

o

= .

EFSRTIA

« the section called “AWS 3£ & KB

Amazon MQ FEEHE (4tR ) MHE ( TE ) X, AXTAXEHN
B8 , HSHAWS XKEMLET K.

Amazon MQ B #E X RabbitMQ 3.8.11, BxItEFH T I EMIEIMEF ST
NEZER  BSRUATRE :

« RabbitMQ RE 2817 E L #Y RabbitMQ 3.8.11 & 171488 GitHub
« RabbitMQ EX HE
« &I Amazon MQ for RabbitMQ 5|2 kx4~

Amazon MQ BIEET A#X ( ABR ) XiEi#H, BxTAXENEER |, &5
¥ Amazon MQ Xigi L& imT =,
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https://activemq.apache.org/activemq-5015015-release
https://docs.aws.amazon.com/general/latest/gr/rande.html#amazon-mq_region
https://github.com/rabbitmq/rabbitmq-server/releases/tag/v3.8.11
https://www.rabbitmq.com/changelog.html
https://docs.aws.amazon.com/general/latest/gr/amazon-mq.html

Amazon MQ

FRARER

Date

2020 £ 12 A 21
H

2020 11 A 4
H

XA EEH
Amazon MQ BIE X #F ActiveMQ 5.15.14, BXEZEE | FSETIRE :

« ActiveMQ 5.15.14 % % 1% B8
« BIE Amazon MQ for ActiveMQ 5| Z x4~
« £/ Spring XML i & X 4

/A Important

B F bR A 12 1E B &89 Apache ActiveMQ [B# |, ActiveMQ Web
25 & P RIFT Pause Queue (B 15RA%) R FEEA T Amazon MQ
for ActiveMQ R, BxFRBHEER , BZH AMQ-8104,

Amazon MQ B E X #F RabbitMQ , XE—MNEANFREERE, XFEH
AWS TEEEREBATHIMER RabbitMQ BEEREBEIRBE,

Amazon MQ for RabbitMQ A EEBEANEERBNEFH EENRE , HABWME
Hugie, REREBNEFRHFSEES.

« Amazon MQ X #F RabbitMQ 3.8.6, BEXZIFEMWSIBREANEZER , TS
Mthe section called “MRAEE",

« AWS & BEZEGFEKIR 750 P EEHI mg.t3.micro REMNSEE
B 20GB W ZzE , iR A —F, EXIFNXRFIXRBENEZER | #FS
¥ Broker instance types.

« {&Bh) Amazon MQ for RabbitMQ , A LL#E RabbitMQ & F i FE 23 E A
BEH , £ AMQP 0-9-1 HRIEHRE, EXZZENHDNZBEHN
EZELR |, i3 [the section called “Amazon MQ for RabbitMQ 17"

« Amazon MQ for RabbitMQ E1E ZH a1 # Amazon MQ WATEXF#H, E
THREXMETAXENEZER , HSHAWS Xig sk,

EFAMER Amazon MQ |, HRIERE | HFET JVM N AREFEZIIEHN
RabbitMQ R , i§Z[Fthe section called “Bl 2 H#iE#Z| RabbitMQ XE”,
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https://activemq.apache.org/activemq-51514-release
https://issues.apache.org/jira/browse/AMQ-8104
https://www.rabbitmq.com/
https://aws.amazon.com/free/
https://www.rabbitmq.com/devtools.html
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/

Amazon MQ

FRARER

Date

2020 £ 10 A 22
H

2020 9 A 30
H

2020 £7 A 27
H

20207 A 17
H

2020 £ 6 A 30
H

2020 4 A 30
H

XA EEH
Amazon MQ % # ActiveMQ 5.15.13, EXEZEE , HESHEATIRANES :

« ActiveMQ 5.15.13 & % 1% BB
« BIE Amazon MQ for ActiveMQ 5| Z x4~
« £/ Spring XML i & X 4

Amazon MQ ILEERM (K= ) XiFi# . BXxTAXENEER , H5H

Amazon MQ XL w1 2.

EAILAE A Active Directory i E fh LDAP RS 85 R 17 I EIEX Amazon MQ
AP#TEORIE, ZEATLURM, BERFIER Amazon MQ AAF , A EE
FMRAFI P ELABR. BXEZER , S F LDAP 5 ActiveMQ E K.

Amazon MQ BI7EX#F mq.t3.micro EHIER, BEXEZEL | ESH

Broker instance types.

Amazon MQ %3 ActiveMQ 5.15.12, BEXEZER , BRI TIRE :

« ActiveMQ 5.15.12 & % 1% BB
« & Amazon MQ for ActiveMQ 5| ZE R
« M Spring XML i & X #

Amazon MQ ¥%#F broker TR LWHFH FESTE systemUsage . BXREZ
f§8 , B2 systemUsage.

Amazon MQ &% 3#F kahaDB ¥t & LN =NHE 4,

* journalDiskSyncStrategy=periodic - £ journalDi
BERT , JITHER SR EBER (EW).

- Bo B E B 25 R B&
-BEEEFEHRBEXHR , KBRS E

skSyncInterval
* journalDiskSyncStrategy

* preallocationStrategy
BEXHR AR,

EXESEL , B5H Bk,
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https://activemq.apache.org/activemq-51513-release
https://docs.aws.amazon.com/general/latest/gr/amazon-mq.html
https://activemq.apache.org/activemq-51512-release

Amazon MQ FRARIER
Date XA
2020 F 3 A 3 5% MQ XN #TIERR CloudWatch
H
« TempPercentUsage -3FFAMEEFEANTAHBNFENE D,
« JobSchedulerStorePercentUsage  — 1Rl i+ XITRR1=4% Fr{E A AV Rl
HZEEBD L,
BXEZEER , 55 H Monitoring Amazon MQ using CloudWatch,
2020 2 A 4 Amazon MQ BEETL A#X (EFE ) #MHER ( B ) XL, BXTAXE
H WEER , B HAWS XEMA R &,
2020 £1 A 22  Amazon MQ X# ActiveMQ 5.15.10, BEXEZELR , HFSRATIRE :
H

2019 F 12 A 19
H

« ActiveMQ 5.15.10 & %7 i B8
- &I Amazon MQ for ActiveMQ 5| Z R
« f£/ Spring XML &t & 304

Amazon MQ EERKM ( IEFRE ) MEEM (Z2RF ) XE#EH, BXA
AXEBHEE , FSHAWS XKML R Ko
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https://docs.aws.amazon.com/general/latest/gr/rande.html#amazon-mq_region
https://activemq.apache.org/activemq-51510-release
https://docs.aws.amazon.com/general/latest/gr/rande.html#amazon-mq_region

Amazon MQ FEANGIER

Date X EH

2019 £ 12 A 16 Amazon MQ X ¥ Amazon Elastic Block Store ( EBS ) N X B 124% 02

H FHEMCHRE , MA2EARIAR Amazon Elastic File System ( Amazon
EFS) . EFABZ/NTAXNSHAMMEFTIEE , HEH Amazon EFS,
EXNAREENMSEHLE , iHFH Amazon EBS,

/A Important

« BABEF Amazon EBS 5 mq.m5 REXLHIERB RIS FEH.

- REZULUERREXRFIRE  BECNERBCETLEERNRBEMHF
%io

« Amazon EBS EEANAAXHNEHEIE , BEF X¥F ActiveMQ F3)/
ZRHEER,

=

BXEZER  FZRTIRE :

 Storage

s ERERNREFERAUSINSERHE
{Amazon MQ REST API £#) H broker-instance-options &R
#) storageType B

« Amazon MQ for ActiveMQ E%5 #% FRY BurstBalance . VolumeRea
dOps # VolumeWriteOps 38%%,

2019 £ 10 A 18  A® Amazon CloudWatch ¥ ¥sA F : TotalEnqu
H eueCount FTotalDequeueCount . BXEZER , FZH ActiveMQ E
¥& ( AR ER ) 57

2019 £ 10 A 11 Amazon MQ BIEEXEE I XiGHAZEFSXERFEELEINE
=| 140-2 ( FIPS ) Y& iRT &,

BXEZEE , BZATIANA :

« EEBFPEBLEIRA (FIPS) 140-2
« Amazon MQ X # L& imT =
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https://docs.aws.amazon.com/amazon-mq/latest/api-reference/broker-instance-options.html
https://aws.amazon.com/compliance/fips/
https://docs.aws.amazon.com/general/latest/gr/rande.html#amazon-mq_region

Amazon MQ FEANGIER

Date X EH

2019 9 A30 Amazon MQ MERME TEIERENKLHIRERT BRENIIE, BXES
| f§8 , 2@ UpdateBrokerInput H hostInstanceType B , UK
DescribeBrokerOutput B pendingHostInstanceType B,

2019 £ 8 30 I, B EERHADMER UpdateBrokerInput BEHEREBEREMNZE
H £,

2019 £ 7 A 22  Amazon MQ & AWS Key Management Service (KMS) £ B LA 12 {4 AR 525 i N

=| =, O, BLLUERBECHNEFIEE CMK ;HEE AWS KMS Ik = (s
AWS & KMS Z41., EXEZER |sﬂ BAMNE,

Amazon MQ XEFBEI A T HRERH AWS KMS 47,

- AWS HEHK KMS %48 — Z4AHT 5% MQ FrE , THELZHNIKF S,

- AWS & KMS H40 — AWS £ KMS 3348 (aws/ma) 2480 i) KMS
Z4 , AL @ MQ RERECIE., EEMER,

- ERNENEFRER CMK - ZEFEER CMK BHI&1E AWS Key
Management Service ( KMS ) HeIZMEE,

2019 £ 6 A 19  Amazon MQ EERMN (BR) M AKX (&HX ) XE#HEH, ExTAXE
=| WEE , IFHAWS XE M &R s,

2019 6 A12 Amazon MQ EEMEKR ( % ) XiE#EH, BEXTAXEHNER , ESH
= AWS X FIL R T Ko

2019 6 A 3 BRNTHIL S CloudWatch $8¥5AIH : EstablishedConnect

H ionsCount HInactiveDurableSubscribers . BXEZEE , 35
HTINAR :

* Monitoring Amazon MQ using CloudWatch
« Amazon MQ for ActiveMQ $E¥x
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https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#brokers-broker-id-model-updatebrokerinput
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#brokers-broker-id-model-describebrokeroutput
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#brokers-broker-id-model-updatebrokerinput
https://docs.aws.amazon.com/general/latest/gr/rande.html#amazon-mq_region
https://docs.aws.amazon.com/general/latest/gr/rande.html#amazon-mq_region

Amazon MQ FEANGIER

Date XA EH
2019 5 10 #Hmg.t2.micro KHIEBNHBIEEFEFERFIN 20GB, EXEZER , FSH
H THRAE :

« the section called “BiE 174"

» Broker instance types
2019 4 529 WNiE, BUUFERETHRINREENRREENR. BXEZEL , BSHETY
H AA :

« Amazon MQ A5 IAM thE T {E

« Amazon MQ API &/ER) &R R PR
2019 £ 4 B 16 WE , WA LAERA REST APl K RAXRRESIZMREBXRFRIMNER. Bx
H EZER ,BHSHETIAR :

o REESLHIIEIRN

- RES|EEHER
2019 4 A 8 Amazon MQ X3 ActiveMQ 5.15.9, BEXEZEE , BSHTIANE :
H

» ActiveMQ 5.15.9 kX fni% A

« &M Amazon MQ for ActiveMQ 5| ZE R4

« M Spring XML & X4
2019 3 A 4 W TERARENEEEIDSHEERBNENTITHEL mO XN, BYEE
H transportConnectors BAK networkConnectors BEEEEIS AN

HERE, BXEZER  FSATIARE

o [EENEEIERESRHITHNIRHEER
« Amazon MQ RE M &

» Amazon MQ Broker Configuration Parameters
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https://docs.aws.amazon.com/amazon-mq/latest/api-reference/broker-instance-options.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/broker-engine-types.html
https://issues.apache.org/jira/secure/ReleaseNote.jspa?version=12344450&styleName=Text&projectId=12311210&Create=Create&atl_token=A5KQ-2QAV-T4JA-FDED%7C35bdc422838889098b8e9b64d138bf97db8f7f82%7Clout

Amazon MQ

FRARER

Date

2019 2 A 27
H

20191 A 24
H

2019 F1 A 17
H

2018 12 A 19
H

2018 £ 12 A 11
H

MAHERT

BRT AT XESN , EERM (23 ) XEi#E T Amazon MQ :

A X (#Fh04 )
ZERD (BZEB)
ZERD (HERTMILE )
ZEHE ( MAIERLILE )
LEAED (RYN )

I A#K (ZR5 )

AKX (&R )

TA#K (ER )
MM ( E2LEIE )
MM ( BR2L )

MIANEENEE S A TRBRTES) B ARaY RIS,

Amazon MQmqg.t2.micro SEHIKE B HNZFENERIPI 100 NEE,
EXEZELR , 2 HQuotas in Amazon MQ,

A NERBEMEDEE — RS Amazon MQ KB, BXiFHAEE | ESHEMN
TEY :

« Amazon MQ 1R 28 & £%
» Creating and Configuring a Network of Brokers
- FARBERNKENSE

* networkConnector

 ##ConnectionStart##

Amazon MQ % # ActiveMQ 5.15.8, 5.15.6 1 5.15.0,

ActiveMQ = B #F)RAY 5817 1 oot
 ActiveMQ 5.15.8 & #1488
+ ActiveMQ 5.15.7 X i B8
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https://issues.apache.org/jira/secure/ReleaseNote.jspa?version=12344359&styleName=&projectId=12311210&Create=Create&atl_token=A5KQ-2QAV-T4JA-FDED%7Ce767efb47d2196ab945146ed285c1496e25eb830%7Clout
https://issues.apache.org/jira/secure/ReleaseNote.jspa?version=12344049&styleName=&projectId=12311210&Create=Create&atl_token=A5KQ-2QAV-T4JA-FDED%7Ce767efb47d2196ab945146ed285c1496e25eb830%7Clout

Amazon MQ FRARIER

Date A EH

2018 £ 12 A5  AWS XFEFRFIIC , UHBREEHRADE. B0 EIRRRIFIRICHE

H R, BB ERE R RN FAESRINCZAR. BREZER , FSHAK
LR IR o

2018 £11 A 19 AWS B¥ KH SOC &#Mitkl , FIL D MQ FI R EFE SOC #RER RS-
=}

2018 £ 10 A 15 + SNAFWBAARN 20, BXESEL , B2H A,
H - BAMESMRPUNRREERS 1000, EXESEL | 58 K
B,

2018 F 10 A2  AWS E¥ AH HIPAA EMitX , L D@ MQ FIRFFE HIPA A B AR

H %o

2018 £ 9 B 27 BXT 5.15.0 2%k , Amazon MQ & X ¥ ActiveMQ 5.15.6, BXEZEE , 1§
=} SRTIRNEA :

- WENRIES|ZERAE, ZFIKAE, CloudWatch B AR HIEI
« ActiveMQ 3 A 2 R B 88 iR A o

« ActiveMQ 5.15.6 & %85

« ActiveMQ 5.15.5 & %85

« ActiveMQ 5.15.4 &% 85

« ActiveMQ 5.15.3 &% 85

« ActiveMQ 5.15.2 & %85

« ActiveMQ 5.15.1 &% 85
* ActiveMQ & 5.15.6
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https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/amazon-mq-tagging.html
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/amazon-mq-tagging.html
https://aws.amazon.com/compliance/soc-faqs/
https://aws.amazon.com/compliance/hipaa-compliance/
https://issues.apache.org/jira/secure/ReleaseNote.jspa?version=12343805&styleName=Html&projectId=12311210&Create=Create&atl_token=A5KQ-2QAV-T4JA-FDED%7Ce12d82c21a72df503099c516372b854b9690c811%7Clout
https://issues.apache.org/jira/secure/ReleaseNote.jspa?version=12343307&styleName=Html&projectId=12311210&Create=Create&atl_token=A5KQ-2QAV-T4JA-FDED%7Ce12d82c21a72df503099c516372b854b9690c811%7Clout
https://issues.apache.org/jira/secure/ReleaseNote.jspa?version=12342685&styleName=Html&projectId=12311210&Create=Create&atl_token=A5KQ-2QAV-T4JA-FDED%7Ce12d82c21a72df503099c516372b854b9690c811%7Clout
https://issues.apache.org/jira/secure/ReleaseNote.jspa?version=12341947&styleName=Html&projectId=12311210&Create=Create&atl_token=A5KQ-2QAV-T4JA-FDED%7Ce12d82c21a72df503099c516372b854b9690c811%7Clout
https://issues.apache.org/jira/secure/ReleaseNote.jspa?version=12341669&styleName=Html&projectId=12311210&Create=Create&atl_token=A5KQ-2QAV-T4JA-FDED%7Ce12d82c21a72df503099c516372b854b9690c811%7Clout
https://issues.apache.org/jira/secure/ReleaseNote.jspa?version=12341031&styleName=Html&projectId=12311210&Create=Create&atl_token=A5KQ-2QAV-T4JA-FDED%7Ce12d82c21a72df503099c516372b854b9690c811%7Clout
https://mvnrepository.com/artifact/org.apache.activemq/activemq-client

Amazon MQ FEANGIER

Date XA EEH
2018 £ 8 A 31 o THERNIEROT :

H e CurrentConnectionsCount
* TotalConsumerCount

e TotalProducexCount

HMETHREZELR , 2 HAmazon MQ for ActiveMQ EFRZB 4 -
. KIBHY IP #iit &R Details (EMER) RE,

(@ Note
X TEANTTARAENRE , FERRE P ik,

2018 £ 8 A 30 FBRUTXEIN , EELA#X ( #IK ) XBHEH T Amazon MQ :

H
« XEREP (HXE)

- XERE (FERLMILE )
- ZEAS ( MABRLILED )
- XEAEL (HBBR)
- WAMK (FRE)
- WA#X (ER)
- WAMK (EfE )
- BUNX (EZXRE )
o BM (BRZ)
2018 £7 A 30 &AL Amazon MQ BLE N ML S BERH — R BEMEFZAE.

H CloudWatch BEXEZER , 2@ Configuring Amazon MQ to publish logs
to Amazon CloudWatch Logs.
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Amazon MQ FEANGIER

Date X EH

2018 £ 7 B 25 BRATXEN , EETA##X (FE ) MIEAMX (HR ) XiE#HEHT
H Amazon MQ :

- ZERD (BRZEB)

- ZERL (FERITMILEE )
. ZEFED (MAERLILE )
- ZEED (RYN )

- TAHK (ER )

.« RMHR (E2EE)

. BN (BRX)

2018 £ 7 A 19  SZA[LAEA AWS CloudTrail BRI S# MQ APl . BEXEZEER , ES
H ] Logging Amazon MQ API calls using CloudTrail,

2018 F6 H29 PBRT mqg.t2.micro M mqg.mé&.large 24, UTFTREXGIXBETHFEE
= SEHENENT R, NiAMER TR :

* mg.m5.1large

* mg.m5.xlarge

* mg.m5.2xlarge

* mg.m5.4xlarge

BXEZEE , ES 1 Broker instance types,

2018 £ 6 A 27  BRUATXESN , BEXEALE ( MAEEILILE ) XEHE T Amazon MQ :

H
« XEREP (H@BXHE)

« XERE (FERIMILE )
- XERLE (BRBRM )

- TAR#EX (&E)

« BMiX (EZRE)

- M (ZER=)
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Amazon MQ FEANGIER

Date X EH

2018 £ 6 A 14 o A LAMEAIZAWS: : Amazon MQ::Broker AWS CloudFormation %R
H TUUTRRE -

- BIBRE,

- MIEEESSBREERENAF.

- BEAXEERENEER.

- MIBRIEERE,

(® Note

L IBE W Amazon MQ B roker Configurationld 5 Amazon MQ Brok
er APEMRANEMEMN , ZREBELVNER,

o BETLAERAIZAWS: : Amazon MQ::Configuration AWS CloudForm
ation BIRMITUTHR4E -
- BIEEE.,
- EFEERE.,
- BEEXEERENFEE.

(@ Note
BRI LAE A AWS CloudFormation 128 ( {E REEMIER ) Amazon MQ
FLiE,

2018 F6 A 7 Amazon MQ Z#l & X FEE, ERFEHTIE. BAMFE. EXFENEEF
H X,

2018 5 817 B4 REMESKESHN 250, EXESEEL , #28 B,
H

2018 £ 3 A 13  GIEREARATFTE 15 0%, AXESER , FEATHAEEES.
H
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-amazonmq-broker.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-amazonmq-broker-configurationid.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-amazonmq-broker-user.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-amazonmq-configuration.html

Amazon MQ FRARIER

Date XA
2018 £ 3 A 1 « IBAILAER 2?? BN Apache KahaDB Bit & concurrentStoreAnd
H DispatchQueues H&F# M2 Ko
« ZCpuCreditBalance CloudWatch #E4sEMAFmq.t2.micro KB
xKH

2018 £1 A 10 THIE X Amazon MQ 2&| &
=|

« ERIEF|ERS | Creation (BIE) FIBRIAER T
=REN. MEFEEENTEKXNNG , BiEF

& 5
« EZMyBrokerWHHK “E# 5 , ERENRLABN
Ci K

FF EC2 #£#l& ( MA 2 VPC #2%|8 ) . EC2 2|4 AT LA A S5 Hi vh#
MHATENENNERE. BETHESEE , FSRAENNE A A GEEL

VAN
JJo

2018 F1 A 9 - 7£ IAM 245 £ REST #4E ID UpdateBroker HIXBRIEHFIR
H mq:UpdateBroker .

« M IAM 25| & i BR T £51%HY mq:DescribeEngine #XPR,
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https://console.aws.amazon.com/amazon-mq/
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker.html#rest-api-broker-methods-put

Amazon MQ

FRARER

Date

2017 11 A 28

H

X EH
X2 Amazon MQ 1 {Amazon MQ FF &4 A R1E’E) HHIHRRA,

+ Amazon MQ EELATXEHH -

- ZERD (BZEB)

. ZERL (FERILMILEE )
. ZEFED (RYRM )

- TAHK (ER )

- BOMHIR (E2EE )

. BN (BRXL)

X¥mq.t2.micro SRHIREMMEAR CPU Ry MEEMRE HRS -

REpIRIE FEUEMBEKEN L (AXEZEER , B5H CpuCredit
Balance f6#5). MREBHNARFZEBEMEE , BERFEH

mq.m5.large SEHIZKE,

o BALABIZE mq.ms.large M mqg.t2.micro RE,

X¥mq.t2.micro SRHIREMMEAR CPU Ry MEFEMRE RRS -

REp IR FEEMBEKEN L (AXEZEER , 5 CpuCredit
Balance f6#5). MREBHNARFZEBEMEE , BERFEH

mq.m5.large SEHIZKE,

o RALUFE A ActiveMQ 5.15.0 X 5| &,
o BIETLAMER Amazon MQ RES T API AWS MI#EF AT ES | LUERH

XNEEMEEZL A

T EAEE A TLS

. AMQP

. MQTT

« MQTT 43R 7 WebSocket
» OpenWire

. STOMP

« Kiz—1R WebSocket

« BAILAHREBHRE , FIERMEA ActiveMQ XN AREES HABI A
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https://docs.aws.amazon.com/AWSEC2/latest/DeveloperGuide/t2-credits-baseline-concepts.html
https://docs.aws.amazon.com/AWSEC2/latest/DeveloperGuide/t2-credits-baseline-concepts.html
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/
http://activemq.apache.org/cross-language-clients.html
http://activemq.apache.org/amqp.html
http://activemq.apache.org/mqtt.html
http://activemq.apache.org/websockets.html
http://activemq.apache.org/openwire.html
http://activemq.apache.org/stomp.html

Amazon MQ FRARIER

Date XA EH
o BAILAEAZM ActiveMQ & P imiEEE] ActiveMQ K, BATEWER
ActiveMQ B P i, BXEZELE , B2 Connecting a Java application to

your broker,
o BIVRE AL EFZREMR/PDESEE,

Amazon MQ X #4778 1i8x

TRIE TN (Amazon MQ F X ARIEME) WER, X Amazon MQ $FiE XMt |, 55 H
Amazon MQ & %% BH,

Date X EH

2022 £ 8 B 22 £ 8 Amazon MQ for ActiveMQ # Amazon MQ for RabbitMQ 5|2 612 7 %34
H HRET, XERXETHNEEESSIBEFEMAEE, HENRKIESE :

« Working with Amazon MQ for ActiveMQ
« Working with Amazon MQ for RabbitMQ

2022 1 13  FWT—PHEEEHFERS , EFHET Amazon MQ EREBLTEITTAR
= RAMNBRERRERE , AREZLHANRERCERAXNFRER.

« the section called “BFEHEER : Amazon MQ B#{EFFENRTE”

2021 11 B8  AmMTHFHHE , HPNE T HEA Amazon MQ for RabbitMQ X2 1Z & Python
= Pika & F i,

- the section called “f§ Python Pika 5 Amazon MQ for RabbitMQ £ &£ A"

2021 £ 10 A 8 273 Amazon MQ for ActiveMQ 1 Amazon MQ for RabbitMQ X3 5| 2 78 hn LA
=| TRBEHFEEHE :

o —WE PRI EER

« the section called “£ Amazon MQ for RabbitMQ H Al /5 RiEH 2~

« the section called “B 7o E U EH Amazon VPC BLE, ~
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http://activemq.apache.org/cross-language-clients.html
https://mvnrepository.com/artifact/org.apache.activemq/activemq-client

Amazon MQ FEANGIER

Date XA EH
2021 £ 9 A 22 277 Amazon MQ for ActiveMQ X Y & DL E 32 F 24N 7] @Bt 1T R B HEE
H LT ER :

- EREEEIINRE

« Web #2%|& L& ISP &
2021 £ 8 A 12 WINT AT |, REA a3t A Amazon MQ R IEETRY E W (8] B3 17 18] B HE
H &5,

o AL
2021 7 A 29 WY LT84 3R i5% 88 Amazon MQ for RabbitMQ MAAEE | LUKk XI5
H Amazon MQ REARBFHEREMEE 5| ZBRRA,

« the section called “fx 2~ & 32~
2021 7 A 21 WITATEY | NBWEYEF Amazon MQ KIE AWS Lambda 1E R E 4R
H TEE,

» Connect your Amazon MQ for ActiveMQ broker to Lambda

» Connect your Amazon MQ for RabbitMQ broker to Lambda
2021 716 HFMTUTEY , NELDH MQ REBEPRER , LR INMAER AWS
H Management Console AWS CLI, % Amazon MQ API FZE 4 1R,

« the section called “4 3 L IE”
20216 A7 ™I T LA &89 K 1% B8 Amazon MQ for ActiveMQ IRASE I | LA TE X100
H Amazon MQ RE AR BN FERXEMEE 5| ZBRRA,

« the section called “fx A~ &2~

« the section called “F 4% 5| ZRx A"
2021 £ 5 A 18 NI T LA &84 K% B8 Amazon MQ for RabbitMQ X IEBRIAIR B
H

« the section called “RIEZRIAIRE”

DL EVIEARES
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Amazon MQ R A RIEE
Date MY EH
2021 £5 A5 WINT AT ES , ATHER Amazon MQ B AWS EEREUARXEHENE
S| e
- the section called “AWS I & K #E”
2021 £2 B 16 AT LR XTF Amazon MQ for RabbitMQ H#EZP D :
H « the section called “fif )R E 15 BA 5 [E 25 4y (A1 &
2020 F 11 A4« AT HTED¥KiEFE Amazon MQ for RabbitMQ X% :
H « the section called “8% & #Z| RabbitMQ {K3E”

2019 £ 12 A 16
H

the section called “RabbitMQ #(#2”

the section called “Amazon MQ for RabbitMQ F{E3REk”
the section called “RabbitMQ 5| %”

the section called “Fid @ Amazon MQ for RabbitMQ H&”
the section called “BEARSZHEXHE”

s NIEENWIEET Mo HIT T HMIEIT |, LUEFIER Amazon MQ for
RabbitMQ %%,

« EMTUTET :

Storage
EREHNKREBEFHEBENURIZESHE

c BRTUTETHHER

RE

Broker instance types

Amazon MQ # EHIKE

AT S AN Amazon MQ E3h/& ARE

Create an ActiveMQ broker

Creating and configuring a broker

B8 TR RGES
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Amazon MQ FRARIER

Date A EH

20197 A 19 HEUTHIHERNBNTAXMBERSTEANAR :

H
« Amazon MQ # I B IE R

- BEANE
- ERPME

 EncryptionOptions

2019 F 4 A 22 AT UL TEXETHRICHRBEINERRAINNBHNET :

H
« Amazon MQ A5 IAM thE T {E

« Amazon MQ API & /ER) &R R PR

20195 3 A 4 W TEXRAREMNBZEEFSHEXBNEMFEEA RN XS, BIRE
H transportConnectors BAK networkConnectors BEE®EINEANS
WEHER,

- BEEEIEESHITNIAREEER
« Amazon MQ RE M &

* Amazon MQ Broker Configuration Parameters

20191 A5 W TEX— LI HERNXY, BXEZER , BSRAUTH
=| & . ActiveMQ B#5 ( BABIFIER ) $E#R.

2018 12 A 19 « EMTUTET :
H « Amazon MQ {ZE M &
» Creating and Configuring a Network of Brokers
- FHRERNKEMS
* networkConnector
« ##ConnectionStart##

« B¥ networkConnectors FE&ITERNME| Amazon MQ B &+ 2 1FHY
tE, FTEERERETTE 9.

2018 F 12 A 11 E#FH TXHY , BURMR ActiveMQ kx4 5.15.8 By AT A1,
H
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https://docs.aws.amazon.com/amazon-mq/latest/api-reference/brokers-broker-id.html#brokers-broker-id-model-encryptionoptions

Amazon MQ FRARIER
Date N EH
2018 £ 12 A 5 BTN BERNIEEZ Do
H

2018 &£ 10 A 26
H

2018 £ 10 A 15
H

2018 £ 10 A 1
H

2018 £ 9 A 27
H

2018 £ 9 A 18
H

2018 ¥ 8 A 31
H

2018 £ 8 A 15
H

2018 8 A 13
H

EmTEIRECHERZ XASESSHEZEEND.

2 ¥ #Quotas in Amazon MQZ 4%

EETEESTEBTPHEE.

o WINT HENRIES|ZMA, SEFIEE, CloudWatch B AT B kT2
Do
s B TUTES :

* Create an ActiveMQ broker

» Configure Basic Broker Settings

B RIRREE ActiveMQ RIS B2 HRNT TR : AFegmy FRe
REE. EEARERRNEDS —MARK | SRARE ; EMNERERH
BAAERAE | THBREIRE,

- AT EHBRAREBNARE, BXESER , B8 ATUS A AMN
Amazon MQ Ezi/& ARE,

o FLTHEFREBIARE, BXREZER , EZH Amazon MQ REEE 4 5
S

- BE#E T Configure Additional Broker Settings# 4o

« B T Amazon MQ for ActiveMQ #g¥5 FListing brokers and viewing broker
details&B 4 o

¥ IF T Create an ActiveMQ brokerZ o E &,

W7 HEA T AFHRBAE Web 2E] 5829

DL EVIEARES
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Amazon MQ FERARER
Date XA
2018 £ 8 A 2 - i#@1507T CloudWatch Logs Bii& R B HEE 22 -
H s EREEEXFEMTUTES .
/A Important
EUTROAIRBF , £EF-ENERAEEENELERET. HTFEFR
g (INARERFIHERDE ) , FERENEENERAETEM
M ENRLE LIZ1T,
2018 £ 8 A 1 BEETHUTHHHER
H
« T f# CloudWatch Logs F#) H &SR &
» Connect a Java application to your broker
2018 £ 7 A 31 « ¥ 3 D4ERMIAF BN B T Getting Started with Amazon MQ¥ /1,
H o 35 3 D AITMIARIZE] T What is Amazon MQ?¥5 AR,
2018 £ 7 A 30 - 0T Configuring Amazon MQ to publish logs to Amazon CloudWatch
H LOgS%BﬁJ\o
« BEFConfigure Additional Broker SettingsZ8 4o
2018 £7 A 19 « #8507 Logging Amazon MQ API calls using CloudTrail#B % -
H
2018 £ 7 A 5 « ffauthorizationEntry B EMT BAMERNRF FRLERXXEI
H A,
 HEF TR ActiveMQ RIE5 LDAP £/ EBS PHES.
 [E8 TAPI [RFEIEBDHHER.
2018 £6 A 29 « EH T Broker instance typesEZBa HHIE B
H - WINTHRBEBHNRESFILRBUSASERLT B,
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https://www.youtube.com/watch?v=ibvCmegX0Io
https://www.youtube.com/watch?v=ibvCmegX0Io

Amazon MQ FERARER
Date XA EH
2018 4 A 6 BX 7 HTML GitHub, PDF # Kindle 24\ , L 5# MQ FF & BIEE AT A&
H LA RSS REMFEREM,
O BB
2018 £5 B 29  fEWorking Java Example— T AR#{T T AT EX :
H
o A™MT— STOMP+WSS Java R~ |, STOMP+WSS R4l Java 13 o] E#
BIMEE, AIZBASIH R EMBEYBUE S
o BU# T MQTT Java =¥,
« T OpenWire Java =41,
2018 £5 24  FEIE T Working Java Example T B MQTT Java =45l 7 B9 & R S i = i
H Ho
2018 £ 5 A 22 B IETFrE Java IBIZB 5 P HE B
H
2018 5 A 17 BETHAPBIPHEER.
H
2018 £ 5 A 15 EETHRBEMH Amazon MQ HEEE 2 FHIEER.
H
2018 £ 5 A 8 - 24 Amazon MQ REST API [RSZEZRAHEB KIS H,
H - fEARBIEEX IAM FHEAIE T E81E Amazon MQ REFTEH IAM 4%
BR&R 7 o
20185 5 A7 - RIEFEFEETREBEPRERN 2 /Mit, BXEZEL , HSH Amazon
H MQ REFRE4EFEH,

« WMINTHX ec2:CreateNetworkInterface Hl ec2:Creat
eNetworkInterfacePermission NEXNTREREBERSLENERER
e, BXEZELR , 25 Amazon MQ B APl & 10 IF FIZH,

DL EVIEARES
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FRARER

Amazon MQ
Date MHEEH
2018 £ 5 A 1 EUTHI»HEATEXREH/ZAREBNEFNENER !
H
« ATRIMETRHMR Amazon MQ E3h/& ARE
» Creating and configuring a broker
» Creating and applying broker configurations
2018 F 4 A 27 E#HERETIUTHDHALT =B Java KR53 EA I €12 & m IEE A & £ H
H HEEOBRYEIL
- RAFEAEED
- PIEHERBEHKIZER
- PIBHEFERAEHEWVEHRE
« AmazonMQExample.java
2018 £4 A 26 7 Working Java Example £ #%7T MQTT Java =#l. MQTT R4l Java
H KRB EEINRE, IBEBHAENEBCER.
2018 F 4 A 4 5 Amazon MQ BE &2 Ewn & N EEE| Amazon MQ.
H
2018 4 A 3 EAAEET XEAEEFERAENAIIZAARFEND KIS PHER.
H
2018 4 A 2 F‘Amazon MQ HBASIKYH K FEM DR &R0 B B 7 X EEEEFE A ERIRA
H NERAHRFEND KEBS o
2018 F3 H27 - ETH , F reinvent RAMIAEIR N 3 2 #ERIIMWhat is Amazon
H MQ?,

- EFALATUTHSHNEN
» Broker Architecture
- Amazon MQ B THERE,
* FffAmazon MQ K32 & 4 v E HA B F T Broker Architecture#$ % T,
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https://www.youtube.com/watch?v=dCucC1SKkvI
https://www.youtube.com/watch?v=ibvCmegX0Io
https://docs.aws.amazon.com/amazon-mq/latest/developer-guide/amazon-mq-documentation-history.html#enginetutorialbestpracticesredirect

Amazon MQ FEANGIER
Date XA EH
2018 F3 A 22 AIEEEBFTUTHER : Amazon MQ FRHEEENZSFZ#NMBRRAXNE
H SHEHBNEHPREHERITNE, BXEZER , iHZNAWS Encryption SDK
FEAGRIEE
2018 F3 A 19 ZAEEEBTUTHAR : x/Z2AREBEHFANTETARFHNHENMMEARK ,
H BEN TR, XERBSEHNNARERIKE Amazon EFS #1TRILEE,
2018 £ 3 A 15 - B2 EfAmazon MQ Basic elements 2849
H
2018 £ 3 A 12 i BF H EIF T Amazon MQ M Z 2 HEXEFEREZE Amazon MQED FE
H B,
EWiTXNEEERFERENAYZRH X FMEN DRI D
$F admonitions AEFEESRAEREIROWE S B,
2018 £3 A 9 EAHEIET BARERNRGTEBD PHE S
H 1 hn T authorizationEntryZB %5 H E# T kahaDBE 4.
2018 £3 A 8 o WINT RAEE RN EBS -
H « [BMonitoring Amazon MQ using CloudWatchZB4 75 i 7 B < R B
AR,
2018 £3 A 6 EREREXHRMT AT :
H

(® Note
X mg.t2.micro SRBIRENFEAZ CPU RO FMEEMEE RS -
REp IR FEUEMBEKFEU L (AXEZEER , BSH CpuCredit
Balance #8#5). MREHNNABRFZEEBEEMEE , BEZRER
mq.m5.large SEHISEH,
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https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/
https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/
https://docs.aws.amazon.com/AWSEC2/latest/DeveloperGuide/t2-credits-baseline-concepts.html

Amazon MQ FRARIER

Date A EH

2018 £ 3 A 1 « 3§ CpuCreditBalance 3E#AINZE]T Amazon MQ for ActiveMQ JEFRT
H B,

« #INTAmazon MQ FtEEMED .

 fEthe section called “ARFH TE " BrRFM T NTEEREEMENTFES T
FERVEESE,

« XtHHY AWS FC&R#IT T EIE GitHub,

2018 £ 2 A 28 FIETHHEKETR GitHub,
H

2018 £ 2 A 27 BR 7 HTML, PDF # Kindle 24 , W5 MQ FF & & 157/ th 7] 72 LA T R a1k 3k
H . GitHUbEB TR , Hi1EFEA LA GitHub B#R.

Ol= B\

2018 F2 A 26 -+ FAAEATROIFNBRRPHXEREF B,
H « Bt T Mm@ AWS 2= & 7= 5 R TR EE

2018 £ 2 A 22 BEEAHEEFETUTHIHHNER

=
« BETALFHRNAE

. MRAFERABEEBENERIZNMMER R
« Amazon MQ By AP| & {338 IE F$F
« ¥ ActiveMQ X325 LDAP £

2018 £ 2 A 21 BIETUT#2F Y Java K55 :

H
+ Working Java Example

» Connect a Java application to your broker

- IMAFEREEM

2018 £ 2 A 20 EBEHEIE T Amazon MQ FHZ £ M F“RESSER EB 5 RHE .
=|
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Amazon MQ FEANGIER
Date N EH
2018 £ 2 A 19 « BIF THRAFEHIEE DI HM Java K1,
H - EFRITHT R T BREIE 2 MAmazon MQ HH RS M IS .
2018 £ 2 A 16 o ®H1T Amazon MQ W Z € JIEREZ D,
H o BEIEREZ Amazon MQEBS .
s BIETUUTEH D HE Java K15 :
» Getting Started with Amazon MQ
« AmazonMQExample.java
2018 £ 2 A 15 - EFRITHT B 7T RESZRZD
H - EHTUTES
o WAIFIEEEA Amazon MQ ?
 BRESE (Al
* Related resources
2018 £ 2 A 14 EHTUTEHS :
H
¢ Quotas in Amazon MQ
« API [R#
« Amazon MQ R Z 24
2018 £ 2 A 13 - BE#HRelated resourcesZF % o
H « BE#HQuotas in Amazon MQEE% .
 WINTRNFBLERRNENEZNFBWIS .
2018 F1 B 25  « {8E TN Java KB ZB % B Working Java Example ¥4 B 5 iR
H . 7£ IAM 414 49 REST 124 ID RebootBroker HIIRIEHSIH
mq:RebootBroker .
2018 FF 1 B 24 - ®INT KEFEE XM ER Amazon MQ MR EZEO S -
A . B T ARERHAARR,

« EAIEFEPRITIEDB Amazon MQ REST APl 22 Ry4%3E | #7E Amazon
MQ H) AP| BRI IERZ 200 RN T HEE4EE REST API BY8E#EE,
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https://docs.aws.amazon.com/amazon-mq/latest/api-reference/rest-api-broker-reboot.html#rest-api-broker-reboot-methods-post
https://docs.aws.amazon.com/amazon-mq/latest/api-reference/

Amazon MQ

FRARER

Date

2018 F1 A 19
H

2018 1 A 18
H

2018 1 A 17
H

2018 1 A 11
H

2018 1 A3
H

2017 12 A 15

H

2017 %12 A 8
H

2017 12 R 7

H

2017 12 A5
H

MAHERT

B T Amazon MQ for ActiveMQ &R0 FHE R,

EBAHEIE T Quotas in Amazon MQEZ 5 HRHEE.,

TRE T EIEE B AR IEF AT BRI , F ol T A,

« BRT HTML 1 PDF &34 , B8R H Kindle X H (Amazon MQ FF R A &
$5RI) https://docs.aws.amazon.com/amazon-ma/latest/developer-guide/

amazon-mqg-dg.pdf.
- EBAHFEIETAmazon MQ B API 530 IE MR FE 2 25

: BRI AP IR

HIGHY AWS IEF &2 FRIER.

£ Amazon MQ #) API SR UE AR &80 18T DescribeC
onfigurationRevision o

M BRESREEB 2 R BR T £ IHHE AT R E

- 1£ 5B AU5EREE M Connecting a Java application to your broker 34 A 18

BT Working Java Example %&R%& 4,
o EAREREBPAMT AT HEA  H51 , BT ERREE

« T AmazonMQExample.java YRS,
« 18107 Amazon MQ # AP & KIE M TR E 2 -

- EBHEIET Monitoring Amazon MQ using CloudWatch E4 FHIEL :
o OH T EARER
- #iNT Amazon MQ for ActiveMQ 3545 M ActiveMQ RIBIEFRVLEE /)
T,
« EWhat is Amazon MQ?E8 5 &0 7 “Amazon MQ & " #1857
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https://www.amazon.com/dp/B078XC2YCK
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