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import java.io.IOException;
import java.security.MessageDigest;
import java.security.NoSuchAlgorithmException;

/**
* Before running this Java V2 code example, set up your development
* environment, including your credentials.

*

* For more information, see the following documentation topic:
*
* https://docs.aws.amazon.com/sdk-for-java/latest/developer-quide/get-started.html
*/
public class UploadArchive {

static final int ONE_MB = 1024 * 1024;

public static void main(String[] args) {
final String usage = non

Usage: <strPath> <vaultName>\s

Where:
strPath - The path to the archive to upload (for example, C:\\AWS
\\test.pdf).
vaultName - The name of the vault.

man,
’

if (args.length != 2) {
System.out.println(usage);
System.exit(1l);

String strPath = args[0];

String vaultName = args[1];

File myFile = new File(strPath);

Path path = Paths.get(strPath);

GlacierClient glacier = GlacierClient.builder()
.region(Region.US_EAST_1)
.build();

String archiveld = uploadContent(glacier, path, vaultName, myFile);
System.out.println("The ID of the archived item is " + archiveld);
glacier.close();
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public static String uploadContent(GlacierClient glacier, Path path, String
vaultName, File myFile) {
// Get an SHA-256 tree hash value.
String checkVal = computeSHA256(myFile);
try {
UploadArchiveRequest uploadRequest = UploadArchiveRequest.builder()
.vaultName(vaultName)
.checksum(checkVal)
.build();

UploadArchiveResponse res = glacier.uploadArchive(uploadRequest, path);
return res.archivelId();

} catch (GlacierException e) {
System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1);

}

return ;

private static String computeSHA256(File inputFile) {
try {
byte[] treeHash = computeSHA256TreeHash(inputFile);
System.out.printf("SHA-256 tree hash = %s\n", toHex(treeHash));
return toHex(treeHash);

} catch (IOException ioe) {
System.err.format("Exception when reading from file %s: %s", inputFile,
ioe.getMessage());
System.exit(-1);

} catch (NoSuchAlgorithmException nsae) {
System.err.format("Cannot locate MessageDigest algorithm for SHA-256:
%s", nsae.getMessage());
System.exit(-1);
}

return ;

public static byte[] computeSHA256TreeHash(File inputFile) throws IOException,
NoSuchAlgorithmException {

byte[][] chunkSHA256Hashes = getChunkSHA256Hashes(inputFile);
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return computeSHA256TreeHash(chunkSHA256Hashes);

/**
* Computes an SHA256 checksum for each 1 MB chunk of the input file. This
* includes the checksum for the last chunk, even if it's smaller than 1 MB.
*/
public static byte[][] getChunkSHA256Hashes(File file) throws IOException,
NoSuchAlgorithmException {

MessageDigest md = MessageDigest.getInstance("SHA-256");
long numChunks = file.length() / ONE_MB;
if (file.length() % ONE_MB > Q) {

numChunks++;

if (numChunks == 0) {
return new byte[][] { md.digest() };

byte[J[] chunkSHA256Hashes = new byte[(int) numChunks][];
FileInputStream fileStream null;

try {
fileStream = new FileInputStream(file);
byte[] buff = new byte[ONE_MB];

int bytesRead;
int idx = 0;

while ((bytesRead = fileStream.read(buff, @, ONE_MB)) > 0) {
md.reset();
md.update(buff, @, bytesRead);
chunkSHA256Hashes[idx++] = md.digest();

return chunkSHA256Hashes;

} finally {
if (fileStream != null) {
try {
fileStream.close();
} catch (IOException ioe) {
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System.err.printf("Exception while closing %s.\n %s",
file.getName(),
ioe.getMessage());

/**
* Computes the SHA-256 tree hash for the passed array of 1 MB chunk
* checksums.
*/
public static byte[] computeSHA256TreeHash(byte[][] chunkSHA256Hashes)
throws NoSuchAlgorithmException {

MessageDigest md = MessageDigest.getInstance('"SHA-256");
byte[][] prevLvlHashes = chunkSHA256Hashes;
while (prevLvlHashes.length > 1) {
int len = prevLvlHashes.length / 2;
if (prevLvlHashes.length % 2 != 0) {
len++;

byte[][] currLvlHashes = new byte[len][];
int j = 0;
for (int 1 = @; i < prevLvlHashes.length; i =i + 2, j++) {

// If there are at least two elements remaining.
if (prevLvlHashes.length - i > 1) {

// Calculate a digest of the concatenated nodes.
md.reset();

md.update(prevLvlHashes[i]);
md.update(prevLvlHashes[i + 1]);
currLvlHashes[j] = md.digest();

} else { // Take care of the remaining odd chunk
currLvlHashes[j] = prevLvlHashes[i];

prevLvlHashes = currlLvlHashes;
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return prevLvlHashes[0];

}

/**
* Returns the hexadecimal representation of the input byte array
*/
public static String toHex(byte[] data) {
StringBuilder sb = new StringBuilder(data.length * 2);
for (byte datum : data) {
String hex = Integer.toHexString(datum & OxFF);

if (hex.length() == 1) {
// Append leading zero.
sb.append("0");

}
sb.append(hex);

}

return sb.toString().toLowerCase();

« BX APIEAEER , H5H (AWS SDK for Java 2.x APl $#) #1# UploadArchive
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® Note
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Example —fFAWS SDK for NET &4 AP L&RE

u
u
u
u

n

{

sing System;

sing Amazon.Glacier;

sing Amazon.Glacier.Transfer;
sing Amazon.Runtime;

amespace glacier.amazon.com.docsamples

class ArchiveUploadHighLevel_GettingStarted
{
static string vaultName = "examplevault";
static string archiveToUpload = "*** Provide file name (with full path) to
upload ***";

public static void Main(string[] args)
{
try
{
var manager = new
ArchiveTransferManager(Amazon.RegionEndpoint.USWest2);
// Upload an archive.
string archiveIld = manager.Upload(vaultName, "getting started archive
test", archiveToUpload).Archiveld;
Console.WriteLine("Copy and save the following Archive ID for the next
step.");
Console.WriteLine("Archive ID: {0@}", archiveld);
Console.WriteLine("To continue, press Enter");
Console.ReadKey();
}
catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WriteLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");
Console.ReadKey();
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import java.io.File;
import java.io.IOException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;

import com.amazonaws.services.glacier.AmazonGlacierClient;

import com.amazonaws.services.glacier.transfer.ArchiveTransferManager;
import com.amazonaws.services.sns.AmazonSNSClient;

import com.amazonaws.services.sqs.AmazonSQSClient;

public class AmazonGlacierDownloadArchive_GettingStarted {

public static String vaultName = "examplevault";
public static String archiveld = "*** provide archive ID #***";
public static String downloadFilePath = "*** provide location to download archive

kkkl.
’

public static AmazonGlacierClient glacierClient;
public static AmazonSQSClient sqgsClient;
public static AmazonSNSClient snsClient;

public static void main(String[] args) throws IOException {
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ProfileCredentialsProvider credentials = new ProfileCredentialsProvider();

glacierClient = new AmazonGlacierClient(credentials);
sgsClient = new AmazonSQSClient(credentials);
snsClient = new AmazonSNSClient(credentials);

glacierClient.setEndpoint("glacier.us-west-2.amazonaws.com");
sgsClient.setEndpoint('"sqgs.us-west-2.amazonaws.com");
snsClient.setEndpoint('"sns.us-west-2.amazonaws.com");

try {
ArchiveTransferManager atm = new ArchiveTransferManager(glacierClient,
sgsClient, snsClient);

atm.download(vaultName, archiveld, new File(downloadFilePath));
} catch (Exception e)

{

System.err.println(e);

}

5 FHAWS SDK for NETM S3 Glacier By #EER T 4R

BATF Cc# RIBRHIERAAWS SDK for NET 54 API SR TEEEZ B EHAWS SDK for NETIFRYZE
F1£%) S3 Glacier PV ELSRP LERMR, ERERGF  FEEUATER :

« ZTBIRIEER Amazon S3 Glacier Xigjim R 812 ArchiveTransferManager 3KHI3EH,

- ZRBROIEREETES (HBBRM ) X3 (us-west-2) BB ZBIELS T 2 : £ S3 Glacier 6
BEXHERUNEXHENNVE,

« ZRHIEA Download M ArchiveTransferManager APl BETHE, ZREG6IE
Amazon Simple Notification Service (Amazon SNS) £& |, AR iZEBITEH Amazon Simple
Queue Service (Amazon SQS) BA%l, MREIRBIER 1 : FF A S3 Glacier ZHI R HARIET
AWS Identity and Access Management (IAM) EXEAF , MEWAF EEXERN IAM PRI GIEM
£ Amazon SNS & Amazon SQS A,

. Etmﬁ]?ﬂ?ﬁ’fé#%&x FNBAFIRATR I AER B T AFE. WRERTRH , WFETH. B
ARORINENFEMRES  FEH HELRET,
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BRWMASTUTREAND SR |, TSRS TRE RO, SFEER P 3 : 7 S3 Glacier AR
REERIXHE FE LEXHFNERE ID ZERHRE,

Example —fFAWS SDK for NET &4 APl TER=E

using System;

using Amazon.Glacier;

using Amazon.Glacier.Transfer;
using Amazon.Runtime;

namespace glacier.amazon.com.docsamples

{
class ArchiveDownloadHighLevel_GettingStarted
{
static string vaultName = "examplevault";
static string archiveld = "*** Provide archive ID ***";
static string downloadFilePath = "*** Provide the file name and path to where

to store the download ***";

public static void Main(string[] args)
{
try
{
var manager = new
ArchiveTransferManager(Amazon.RegionEndpoint.USWest2);

var options = new DownloadOptions();
options.StreamTransferProgress +=
ArchiveDownloadHighLevel_GettingStarted.progress;
// Download an archive.
Console.WriteLine("Intiating the archive retrieval job and then polling
SQS queue for the archive to be available.");
Console.WriteLine("Once the archive is available, downloading will
begin.");
manager.Download(vaultName, archiveld, downloadFilePath, options);
Console.WriteLine("To continue, press Enter");
Console.ReadKey();
}
catch (AmazonGlacierException e) { Console.WriteLine(e.Message); }
catch (AmazonServiceException e) { Console.WriteLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");
Console.ReadKey();
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static int currentPercentage = -1;
static void progress(object sender, StreamTransferProgressArgs args)

{

if (args.PercentDone != currentPercentage)

{

currentPercentage = args.PercentDone;
Console.WriteLine("Downloaded {0}%", args.PercentDone);

FHI 5 : M S3 Glacier P HFEMIBREY 2
M ST | TS 3 ¢ 75 S3 Glacier FISRYEE F T f A5 1 R BIRYEE,

/A Important

To3EfE A Amazon S3 Glacier 2 A IBRIER, TAFHIRE ( Sl L&, TEHSMIER ) HBFE
E&FEH AWS Command Line Interface (CLI) i ER1E, EL&EEBIE (HlMBE. H5HHM
Hxery ) |, BUMER AWS CLI mBERBERAHER , A EREEMER REST API S f#E
B AWS B AT ES,

ER% AWS CLI , iHZAWS Command Line Interface, BHX¥F S3 Glacier 5ER&FEANE
%{EE AWS CLI , i5Z[® S3 Glacier AWS CLI %, BxERN4ER L% AWS CLI B S3
Glacier ®7R%l , FSH S3 Glacier & AWS Command Line Interface.

BEHITUATFRTEGZ—5 AWS CLIRMIERREIFH

« fEFAWS SDK for JavaM S3 Glacier BY 3244 A il BR#4 2=
« {FEHAAWS SDK for NET M S3 Glacier B3 45 5 il Br k4 2=
« {#H AWS CLIFE S3 Glacier Flpr#4ZE

RS-

« S8 3 : 7 S3 Glacier P IFRYE LERXHE
 fIB& Amazon S3 Glacier P RIFYE

S5 . MBI BR1F RS API iR 2012-06-01 24
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A AWS SDK for JavaM\ S3 Glacier B9 3244 FE F il BriY 2=

LT REBREIEAAWS SDK for JavaskBiBRE R, ERBH , EEEUATER

« DeleteArchiveRequest BIETHRMIERIER , SIEHRAENXEEZHAEE ID,
« deleteArchive API #4E[E] Amazon S3 Glacier & E M BRI REE R,
s ZRBIEAZERED (BBXM ) X (us-west-2),

BRUMETUT RN D S8 | S5 E A Eclipse 1217 Amazon S3 Glacier B Java =4l, 188
EFH ST} 3 : 7 S3 Glacier PR EARSHE FE LEXHHNHR ID SERHAB,

Example —f# FIAWS SDK for Javafl Bk#43

import java.io.IOException;
import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.services.glacier.AmazonGlacierClient;

import com.amazonaws.services.glacier.model.DeleteArchiveRequest;

public class AmazonGlacierDeleteArchive_GettingStarted {

public static String vaultName "examplevault";
public static String archiveld = "*** provide archive ID***";
public static AmazonGlacierClient client;

public static void main(String[] args) throws IOException {

ProfileCredentialsProvider credentials = new ProfileCredentialsProvider();

client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier.us-west-2.amazonaws.com/");

try {

// Delete the archive.

client.deleteArchive(new DeleteArchiveRequest()
.withVaultName(vaultName)
.withArchiveld(archiveld));
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System.out.println("Deleted archive successfully.");

} catch (Exception e) {
System.err.println("Archive not deleted.");
System.err.println(e);

{5 FHAWS SDK for .NET M S3 Glacier B934 Pl riy 2=

LT C# R RHIEFAWS SDK for NET S48 APl RBBREEZ BN S TP EEANMR, ERBRA
B, EEEUTER

« ZRBINEEER Amazon S3 Glacier XiFim /8l ArchiveTransferManager KM EHl,

- ZRBROIERAXERAT (BEBXM ) X (us-west-2),

« ZRBIER ArchiveTransferManager /) Delete APl #4E | iZ3EE FAWS SDK for NETHI
=9 APl

BXRWAZETUT RN D LA |, BSEETRBRA, EEEEH $&, 3 : £ S3 Glacier FF#Y
REERXHE AE EEXHHIME ID ZE RNARBE,

Example — A AWS SDK for .NET &4 API HipRr#43

using System;

using Amazon.Glacier;

using Amazon.Glacier.Transfer;
using Amazon.Runtime;

namespace glacier.amazon.com.docsamples

{
class ArchiveDeleteHighlLevel_GettingStarted
{
static string vaultName = "examplevault";
static string archiveld = "*** Provide archive ID ***";

public static void Main(string[] args)

{
try

{

var manager = new ArchiveTransferManager(Amazon.RegionEndpoint.USWest2);
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manager.DeleteArchive(vaultName, archiveld);

}

catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WriteLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");

Console.ReadKey();

A AWS CLIFE S3 Glacier il iy

EALAE A AWS Command Line Interface (AWS CLI) #ilBk Amazon S3 Glacier HEIR4Z,

FHT
o ( FREMH ) RE AWS CLI
« R ;55 FA A BRAY SR AWS CLI

( 5oRSZM ) RE AWS CLI

1. TEHBEE AWS CLlI, XU , 555 (AWS Command Line Interface AF1ERE)Y FHUT
3

IEfE£ %% AWS Command Line Interface

Bt i@ AWS Command Line Interface
2. EPERIFTHANTHSRBIEEN AWS CLIiRE, XEGRREERNIRMEIL |, HER4E
A BRIASEE XX EILE

- R help 8,
aws help

- EIRMEEEKF £ S3 Glacier XHFEMFIR , A list-vaults T, &
123456789012 B NIRN B HIE, AWS IKF

aws glacier list-vaults --account-id 123456789012

- EEENHBIBERE AWS CLI, #EfEHaws configure list@®S,
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aws configure list

B fE A BR A= AWS CLI

1. M initiate-job i HEFBEEKRFEMEL, BHX initiate-job WTHEZFER , FSHE
HES

aws glacier initiate-job --vault-name awsexamplevault --account-id 111122223333 --
job-parameters "{\"Type\": \"inventory-retrieval\"}"

A%

"location": "/111122223333/vaults/awsexamplevault/jobs/*** jobid ***",
"jobId": "*** jobid ***"

2. f£H describe-job EREL—IREFEFHIRS. HX describe-job W HTHESZEFEE ,
BESRABERES,

aws glacier describe-job --vault-name awsexamplevault --account-id 111122223333 --
job-id *** jobid ***

AR

"InventoryRetrievalParameters": {
"Format": "JSON"

}I

"VaultARN": "#**#* vault arn ***",

"Completed": false,

"JobId": "*** jobid ***",

"Action": "InventoryRetrieval",
"CreationDate": "*** job creation date ***",
"StatusCode": "InProgress"
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BAMERNESHECEFRETENESR, UREEXHEFRETBARE , AEEBHES
Bt#§E T Amazon Simple Notification Service (Amazon SNS) & , | S3 Glacier 2 EREE
EEZEBRIEER.

B LS EXHENRESHNBARE. BXEZEELR , BEZRE Amazon S3 Glacier FEl &
YHEEA, RERXESBESMH , S3 Glacier &M IEER Amazon SNS EFEL*EHE,

4. FHTERE , £ get-job-output I HHREFES TFTHEIXH output. json, Bk get-
job-output M THESZER , BSHRKRIESH E,

aws glacier get-job-output --vault-name awsexamplevault --account-id 111122223333
--job-id *#** jobid *** output.json

TR —NMEE AT FRIIX .

{
"VaultARN":"arn:aws:glacier:region:111122223333:vaults/awsexamplevault",
"InventoryDate":""*** job completion date ***"",

"ArchivelList":[{

{"ArchiveId":""*** archiveid ***"",

"ArchiveDescription":"*** archive description (if set) ***",
"CreationDate":""*#** archive creation date ***"",

"Size":""*** grchive size (in bytes) ***"",

"SHA256TreeHash":"*#*#* archive hash *#**"

1,

"ArchiveId": 123456789

5. f£M delete-archive T M\XHEFRIBRENFHY , ERTRETMEFH,

aws glacier delete-archive --vault-name awsexamplevault --account-id 111122223333
--archive-id="*#** archiveid ***"

BX delete-archive MTHEZEER |, FS MRS,
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B 6 : 1€ S3 Glacier F BRI

NHERATHERENNARR. EMBER Amazon S3 Glacier X#FE |, XM E KRR EHBE S3
Glacier TENREBEENAMBIAHER,

B L B RES N BEH S3 Glacier B HI A MIBR X4 E, BXUEEFAMBRIHGENEE , F5
7 Amazon S3 Glacier B ST 4 o

/A Important

MREERIE 24 PITPRRER LRI NEEINXHEEDRRER |, NARER&E—IRE
X ERRURREFES . S3 Glacier & 24 NI 2EMN BN X4 EERE —MDFE,

I BR 22 32 ¢

1.  %&3F AWS Management Console 3} #TFF S3 Glacier ###l& , M) https://
console.aws.amazon.com/glacier/home,

2. MUERRXE EHEd , AWS X v M BRI XA EIERE,

EWAGIF |, SN REIXHEFEMLTRERES (HBRMN ) X,

3. EBRERBRMNZEXHEZDRGIRM, NREXHERRZE | NARERRFTERE | REF6EH
MXHE, BXEZEER , BSH BB Amazon S3 Glacier FRIR4 3,

/A Important
) BR S 4 EE R RAE T SE OB

4. EEBER.
5. WAt ERMIBR AR EEXTIEHE . S EEMIER,

I BR 3 22 344

1. MREMERFEZEXHE  WLAERBRAAEAEHR , RARBEMRXAE. At , EAUEER
# , £M REST API, . AWS SDK for NET = , & HfllBR#42#%R AWS CLI, AWS SDK for
JavaB X MIBRFHNES , FSHALZE 5 - M S3 Glacier H Y A EEMIBRIS SR,

2. XHENZR , BERERSTRMBRZ XHE,
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Eit , BETR T ALY , BAILUIRFELAT 2 LA T #B x Amazon S3 Glacier WEZE R,

» 1 Amazon S3 Glacier F 40 X4 FE
» 1£ Amazon S3 Glacier FAbERYZE
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£ Amazon S3 Glacier 438 T4 FE

XUEEATEENMENSSE, EOEXHEEN  SUEEXHEEMURGETHEhoZ X HE
B AWS X13, Bk S3 Glacier X AWS Xig5|&k | 555 (AWS — 2% ) H 8 Amazon S3
Glacier Ui R BLEN

BRI EXHERERERZSMEE.

/A Important

S3 Glacier SRRt T —/MNEHIA . BEMERIERE (Sl L&, TEHRIMBR ) HEREFEH
AWS Command Line Interface (AWS CLI) S4mENRE, AMRESERFIEXE. film , =
PR, MAMEASAERE , BXTFER AWS CLI REERBAEER ( TEEFA
REST API =f£f AWS SDK ) ,

EZ%E AWS CLI , &5 H AWS Command Line Interface, Bx¥F S3 Glacier 5 AWS CLI &
AEANESZEL , 1551 S3 Glacier ¥ AWS CLI %, BX#EM AWS CLI 4R 43
S3 Glacier B9~ , FSRLESER S3 Glacier 5 AWS Command Line Interface,

£l

+ S3 Glacier R HERE

+ 7£ Amazon S3 Glacier 8| X #FE

* 7£ Amazon S3 Glacier ¥ H# & X4 FE T8
 7£ Amazon S3 Glacier F FEXHEEE

« 7£ Amazon S3 Glacier H it i& X 4 FEiE &l

* 1£ Amazon S3 Glacier F il BRSC4EFE

« ¥ri2 S3 Glacier X E

+ S3 Glacier X EBIE

S3 Glacier F Y XX 44 FE iRk

S3 Glacier XFBEMMXHERE, XHFRFEURTRE AWS Xifl, iS22 , BIBXMER | 8%
HE AWS KigHe122, F&85IH X HER , S3 Glacier 2MNEEERPIEEN AWS XERE X #EF
LIE
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B2 M BR S+

AWS Tk &ZAIBLREN AWS X8l 1000 MNXHE, BX S3 Glacier T#H#) AWS Xig & |
BES 1 (AWS —fxZ#£) FH Amazon S3 Glacier i &= F El #l .

X = B S3 Glacier T LR BXHFERRBEMER , FRA LRERE RUKRREX XHE
PATEEMBEANRER |, BT 8EM BRI,

(® Note
S3 Glacier & 24 MISEMNBINHELEE—NFE. ATFEARKBRREHMNEES. ,
Rt , S3 Glacier 2 BIKRER EXAXHEFRFEERJIURRERTIEMAEARERBEMHF
ﬁﬁ%%?ﬁu Yo

BXEZEER |, iB52H £ Amazon S3 Glacier HEIZE X4 F £ Amazon S3 Glacier =l Br ST 4
FE :

¥ 3R A TR

BAURREXHEER , fINXHENCIZBH,. XHEPHEER , URXGEPMEMENEX
/o Amazon S3 Glacier (S3 Glacier) 21t API @A , HEEKFPREXHEREE AWS XiF Xi5
NNFTEXHETIRRELER, BXEZEER , BSHTE Amazon S3 Glacier XFEF R R ET
BUE,

TEXHFER
XHEESENRAETHREIR, MTHRTHEMIR  BLMERTHEES  FIOHE

ID, SIZBHMAN, NEFE—IMERLEAZIXHEN BT , S3 Glacier KEIFREIERHT—IX
NHERRE, MHEFRELAFE , BTRTHE.

TERXHEFER—MFRSRE, BLAEBH THRFEENES. WEESERRE , S3 Glacier 2 AT
BHERBE, EFTME , BAUTHFERHE,

KFEESEARSH , BT LUER Amazon Simple Notification Service (Amazon SNS) BHAEE S 5
REHEAE, BAURNEMESERIEE Amazon SNS =8 , SE LN XHERB N EREXHE
EHRERNEEBEA,
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S3 Glacier # 24 MY EHN BN NHEERE —0FE. NRELNBRERBREXNXHFERNITIE
AN BRERAVRAE , MR SEHEFB B,

LA EFRBHESE |, S3 Glacier REAEKE—RXERKNFE , WEERMNAK/RE , MAR
KEBE. BARKERIANBMMERLERERRNHEBTRERMTAFL. BR , RREERTFRE
PHEE  BZBEEPISELE LR S3 Glacier WRERXEKRHW TEHIE, et , BAE2KT , X
HEBEEXN TRERBEEFNERSXRGRXHEFEHTHARER,

EXRENHESENEZELR | S HE Amazon S3 Glacier | FEXHES £,
B & XA EE A

M S3 Glacier RREMAR (I HEFNRRINMH4EEE ) R — IO NRSNER. 8%, B
H—MEF. FFERE , THELH, ETHRENESANTER , BAILEH S3 Glacier B4, S3
Glacier 2@ &1 B &£ X B2 H A Amazon Simple Notification Service (Amazon SNS) F &,

B UBRENHEEAN , HBEXHESHURBEEH XL BN Amazon SNS £8, 48
MHEEHRLER , S3 Glacier B MEIEEM Amazon SNS TR XK EEH, EXEZER , BSHE
Amazon S3 Glacier F &L & S 4 FE i@ Ao

1£ Amazon S3 Glacier H 6l 2 X4 FE

BN GENRELAEKS PN XGERSRMXEE, — N AWS IKF &S AU TN AWS XiF
BIE 1000 MXHEE, B Amazon S3 Glacier (S3 Glacier) X#FH AWS XBIHIFIR , EF5E (AWS
—RSE) FHXFRGE S,

BB MR, BBTRE X FERN. U TEXHFENRRER :

« BMKEE 1M 255 MNFERZME,
- AFNFRHEIE a-z. A-Z, 09, W (TRILK) ., ' (EFHF)M (FAFIR ).

XHEEZBRE DMK AR ESXHEFEN AWS KIBAXAEHE -, B, — MK/ AT E R ER
AWS X2 Z MR SUHE , (ETREEER — AWS X562 & M8 B A ST E,

3]

« f#/H AWS SDK for Java £ Amazon S3 Glacier 78| 2 34

« f£/A AWS SDK for .NET #£ Amazon S3 Glacier 7 8| 2 X £
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« {E£ REST API £ Amazon S3 Glacier F 8l Z S 4 FE
« {# Amazon S3 Glacier 124l & Bl X4 &E
« £ AWS Command Line Interface 7 Amazon S3 Glacier #1824 FE

£/ AWS SDK for Java & Amazon S3 Glacier # 8l 2 ST 4R

ZARR API AATEXHERERM T A ZE  SENBIBERXXMHE. RESHERR | URREUSE
AWS X2 XHERNIR, LT R2EHAAWS SDK for Javat|E X HEM ST,
1. 82 AmazonGlacierClient 3 ( FF % ) BIEHl,

BEEETEQNEXXHEN AWS XiF, BEALEFHRITHFIERESSNAZTZ AWS XiF,
2. BBl — CreateVaultRequest EHEHIREFBFERELR,

Amazon S3 Glacier (S3 Glacier) ERERMH X HELAMMENKS ID, WREFRMKS D, W
RESFEASERERNBEREZWIEREXKNIK, ID. EXEZER , HSHN AWS SDK for

Java 5 Amazon S3 Glacier £ &M,
3. USHHRNIEHBERTR , 21T createVault Fi%,

S3 Glacier IR EIRY M7 CreateVaultResult X & P24,

BATF Java REZERIAEE T RIEIN L TR, ZMABERTE us-west-2 X T XHE, ©ITHH
Location 2 EMEX URI , iZ URI SIEEMIKF ID, AWS XIiZ T4 EL F.

AmazonGlacierClient client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier.us-west-2.amazonaws.com");

CreateVaultRequest request = new CreateVaultRequest()
.withVaultName("*** provide vault name ***");

CreateVaultResult result = client.createVault(request);

System.out.println("Created vault successfully: " + result.getlLocation());

® Note
BXEE RESTAPIWEE , BSRCIEXHE (BEXHE ) .
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FRARER

Al 8 AWS SDK for Java B2 T4

BT Java REBRBITE us-west-2 XKEBIE T XHE (BX AWS KEBNEZER , S 1H
Amazon S3 Glacier ) » Mo\, ZRBREERERT XHEFE , JIHTE— AWS XKW E X H#

B, RIGMIBR T BRI X4

BRUMAEITUAT RO D S5 |, S E“EH Eclipse 11T Amazon S3 Glacier By Java =41,

Example

import java.io.IOException;

import

import
import
import
import
import
import
import
import
import
import

public

java.util.List;

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

auth.profile.ProfileCredentialsProvider;

services.
services.
services.
services.
services
services.
services.
services.
services.

glacier.
glacier.
glacier.
glacier.
.glacier.
glacier.
glacier.
glacier.
glacier.

AmazonGlacierClient;

model.
model.
model.
.DescribeVaultOutput;
model.
model.
model.
model.

model

class AmazonGlacierVaultOperations {

CreateVaultRequest;
CreateVaultResult;
DeleteVaultRequest;

DescribeVaultRequest;
DescribeVaultResult;
ListVaultsRequest;
ListVaultsResult;

public static AmazonGlacierClient client;

public static void main(String[] args) throws IOException {

ProfileCredentialsProvider credentials

= new ProfileCredentialsProvider();

client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier.us-east-1.amazonaws.com/");

String vaultName = "examplevaultfordelete";

try {
createVault(client, vaultName);
describeVault(client, vaultName);
listVaults(client);
deleteVault(client, vaultName);
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} catch (Exception e) {
System.err.println("Vault operation failed." + e.getMessage());

private static void createVault(AmazonGlacierClient client, String vaultName) {
CreateVaultRequest createVaultRequest = new CreateVaultRequest()
.withVaultName(vaultName);
CreateVaultResult createVaultResult = client.createVault(createVaultRequest);

System.out.println("Created vault successfully: " +
createVaultResult.getlLocation());
}

private static void describeVault(AmazonGlacierClient client, String vaultName) {
DescribeVaultRequest describeVaultRequest = new DescribeVaultRequest()
.withVaultName(vaultName);
DescribeVaultResult describeVaultResult =
client.describeVault(describeVaultRequest);

System.out.println("Describing the vault: " + vaultName);
System.out.print(
"CreationDate: " + describeVaultResult.getCreationDate() +

"\nLastInventoryDate: " + describeVaultResult.getlLastInventoryDate() +
"\nNumberOfArchives: " + describeVaultResult.getNumberOfArchives() +
"\nSizeInBytes: " + describeVaultResult.getSizeInBytes() +
"\nVaultARN: " + describeVaultResult.getVaultARN() +

"\nVaultName: " + describeVaultResult.getVaultName());

private static void listVaults(AmazonGlacierClient client) {
ListVaultsRequest listVaultsRequest = new ListVaultsRequest();
ListVaultsResult listVaultsResult = client.listVaults(listVaultsRequest);

List<DescribeVaultOutput> vaultList = listVaultsResult.getVaultList();

System.out.println("\nDescribing all vaults (vault list):");

for (DescribeVaultOutput vault : vaultlList) {

System.out.println(

"\nCreationDate: " + vault.getCreationDate() +
"\nLastInventoryDate: " + vault.getLastInventoryDate() +
"\nNumberOfArchives: " + vault.getNumberOfArchives() +
"\nSizeInBytes: " + vault.getSizeInBytes() +
"\nVaultARN: " + vault.getVaultARN() +
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"\nVaultName: " + vault.getVaultName());

}

private static void deleteVault(AmazonGlacierClient client, String vaultName) {
DeleteVaultRequest request = new DeleteVaultRequest()
.withVaultName(vaultName);
client.deleteVault(request);
System.out.println("Deleted vault: " + vaultName);

5/ AWS SDK for .NET 7 Amazon S3 Glacier 8| ST
ERATF NET 89 Amazon SDK 2 5 R FER AP| #IRE T I XHFEMN 5,

&
« EFHAWS SDK for NETE % API B2 ST
« EFHAWS SDK for NET{EZ API B2 ST HERE

5 FHAWS SDK for NETEH AP 02 34

= API By ArchiveTransferManager KM TEALIARE AWS X2 X H4EH
CreateVault 5%,

TPl EAAWS SDK for NETE S APl H1T X4 ERE

LUF C# RIEBROGIEXETES (HBEBRMN ) KBS T XHE , REHRT ZXHE, BXEALUER
RIS ER AWS XiEE SR |, 55 H 1517 Amazon S3 Glacier,

BRIMABITUAT REIN DS |, BSEEZTREB R, EFEEERXMERRZERNRBE,

Example

using System;

using Amazon.Glacier;

using Amazon.Glacier.Transfer;
using Amazon.Runtime;

namespace glacier.amazon.com.docsamples

{
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class VaultCreateDescribelistVaultsDeleteHighLevel
{

static string vaultName = "*** Provide vault name ***";

public static void Main(string[] args)

{

try

{
var manager = new ArchiveTransferManager(Amazon.RegionEndpoint.USWest2);
manager.CreateVault(vaultName);
Console.WritelLine("Vault created. To delete the vault, press Enter");
Console.ReadKey();
manager.DeleteVault(vaultName);
Console.WriteLine("\nVault deleted. To continue, press Enter");
Console.ReadKey();

}

catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WriteLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");

Console.ReadKey();

fEFHAWS SDK for NET{EZ API 62 T4

ZARR API AFREXHERERM T %, BREOIEMMERAE, RESAERR | URIREUEE
AWS X632 8 XA ER SR, LT REMAWS SDK for NETSIZ X HER TR,

1. 82 AmazonGlacierClient 3£ ( FF % ) BIEHl,

LEEREEEVUNEXHEN AWS XiF, BFEALKEFHRITHAERES2NAEIZ AWS X,
2. B3I —1 CreateVaultRequest EMEHIREERELR,

Amazon S3 Glacier (S3 Glacier) ER AR X 4EZHMNENKS ID, REFRMEKS D, I
RESFREEREARNBERZIBWIERBEXRBKNIK, ID, BEXEZEER , B AWS SDK
for NET 5 Amazon S3 Glacier & A,

3. USHHRIEHBERIR , 21T CreateVault Fi%,

S3 Glacier IREIfY G R £ CreateVaultResponse X &R 1R#E,
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Pl EHAAWS SDK for NETIKZ API #1T X4 ERE

LT C# ROIGE T BIEM SR, WROIRTEXERS (HEBNMN ) KE6IEXHRE, W, ZR5
RIERRT XHERER  SIHTE— AWS KEINAMEX4E , REMERT G2 HE, TN
Location @ XA EMMEX URI, % URI BFFEEMNIKS ID. AWS XM X4 EH .

(® Note
BXRIKR RESTAPI NEE , BSHABEBXMAE (IREXHE ) .

BRUMAZETATROIN D SHR |, FSR TR R, BEBEHRXHERREE RN,

Example

using System;

using Amazon.Glacier;

using Amazon.Glacier.Model;
using Amazon.Runtime;

namespace glacier.amazon.com.docsamples
{
class VaultCreateDescribelistVaultsDelete
{
static string vaultName = "*** Provide vault name ***";
static AmazonGlacierClient client;

public static void Main(string[] args)
{
try
{
using (client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2))
{
Console.WriteLine("Creating a vault.");
CreateAVault();
DescribeVault();
GetVaultsList();
Console.WriteLine("\nVault created. Now press Enter to delete the vault...");
Console.ReadKey();
DeleteVault();
}
}

catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
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catch (AmazonServiceException e) { Console.WriteLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");

Console.ReadKey();

static void CreateAVault()
{

CreateVaultRequest request = new CreateVaultRequest()

{

VaultName = vaultName
13
CreateVaultResponse response = client.CreateVault(request);
Console.WriteLine("Vault created: {@}\n", response.Location);

static void DescribeVault()

{

DescribeVaultRequest describeVaultRequest = new DescribeVaultRequest()

{

VaultName = vaultName

};

DescribeVaultResponse describeVaultResponse =
client.DescribeVault(describeVaultRequest);

Console.WriteLine("\nVault description...");

Console.WriteLine(
"\nVaultName: " + describeVaultResponse.VaultName +
"\nVaultARN: " + describeVaultResponse.VaultARN +
"\nVaultCreationDate: " + describeVaultResponse.CreationDate +
"\nNumberOfArchives: " + describeVaultResponse.NumberOfArchives +
"\nSizeInBytes: " + describeVaultResponse.SizeInBytes +
"\nLastInventoryDate: " + describeVaultResponse.LastInventoryDate
);

static void GetVaultsList()
{
string lastMarker = null;
Console.WriteLine("\n List of vaults in your account in the specific
region ...");
do
{

ListVaultsRequest request = new ListVaultsRequest()
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{

Marker = lastMarker
i

ListVaultsResponse response = client.ListVaults(request);

foreach (DescribeVaultOutput output in response.VaultlList)
{
Console.WriteLine("Vault Name: {@} \tCreation Date: {1} \t #of archives:
{23,
output.VaultName, output.CreationDate,
output.NumberOfArchives);

}

lastMarker = response.Marker;
} while (lastMarker != null);

}
static void DeleteVault()
{

DeleteVaultRequest request = new DeleteVaultRequest()

{

VaultName = vaultName

I

DeleteVaultResponse response = client.DeleteVault(request);
}

}
}

£ REST API £ Amazon S3 Glacier R8I T4
EFF REST API 12X HE |, ESRBIEXXHE (IREXHE )
£ Amazon S3 Glacier 4l & 82 X4 FE

E A Amazon S3 Glacier (S3 Glacier) #Hl BRI XHE , TSR KA BEFPHLIE 2 . 7£ S3
Glacier #8234,

£ AWS Command Line Interface £ Amazon S3 Glacier F 6|2 X {4 F

RBLLT S BER AWS Command Line Interface (AWS CLI) ¥ Amazon S3 Glacier (S3 Glacier) F 8
BMHE,

£}
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o (ER%EM)RE AWS CLI
« R~ fEF AWS CLI IS4 E

( FoR%Z4H ) RE AWS CLI

1. TEHBEE AWS CLlI, BX#BA , i5ZHE (AWS Command Line Interface AF1ERE)Y FHUT
3

%% AWS Command Line Interface

Bt AWS Command Line Interface

2. EMTEREGUHMALTHSRKIE AWS CLIEE, XEHGSFESRNIEMET , R EHE
ABL B XX B,

o ZRBEMA help 55,

aws help

- EFRPEREKF L S3 Glacier XHEMNFIER , i5MEA 1ist-vaults 5. &
123456789012 B NIEEZH AWS K/ 1D,

aws glacier list-vaults --account-id 123456789012

- EEF AWSCLI WYBIBERIE , A aws configure list i f,

aws configure list

B - £ AWS CLI B2

1. fEM create-vault MREMKF 111122223333 THIE—1NEB R awsexamplevault BIX#
FEo

aws glacier create-vault --vault-name awsexamplevault --account-id 111122223333

FRs

{
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"location": "/111122223333/vaults/awsexamplevault"

2. {#H describe-vault @S KIFBlZE,

aws glacier describe-vault --vault-name awsexamplevault --account-id 111122223333

£ Amazon S3 Glacier X FEAR K X4 E T HiE

FBAURRXHEER , fINXHENCIZBH,. XHEPHEER , URXHEPMEMRENEXR
/o Amazon S3 Glacier (S3 Glacier) #2fit API AR , HEEKS PREXHESIFE AWS XIFRHH
FIEXHEFRRILER.

MRIER B ETIR , S3 Glacier FHRE R X HEE K ASCI EHFHSIR, ZIIREZEE
1000 MR, BNBLAKREBN , AEBFREBARRZIIRNIFIE ; MRRAEESZM|MAE , WHREF
BRR nulle S&TAILAIESER M tth PR B WE B AP OR B B9 SCAF BE 3, 0 SR SRR B ST 4 B 380K T W 2 A R [0 Y S 4
FE#, WERLD T, EFBRIEMIERKKET — A X4

e
« EAAWS SDK for Java £ Amazon S3 Glacier % 3 X 44 FE st iz
« £AAWS SDK for .NET 7 Amazon S3 Glacier 6 % XX FE T 514

« A REST APl K EXHE iR
« EFAAWS Command Line Interface ¥ Amazon S3 Glacier 4 & X4 FE T iz

£ FHAWS SDK for Java £ Amazon S3 Glacier % & X4 FE Tz

£}

o RRXMENXHETEE

o BRER—ANXIEPE S EN X E TR

« =6 FEAERT Java B Amazon SDK # R X4 E TR

K 3R Y A PR TR

BA LR REEXHERSE AWS RIBFMEXHENTHE, UTR2ERERT Java B9 Amazon
SDK K4k API 1 R4 E X HER XA E T HIEN SR,

KR ETHE AP fiR7x 2012-06-01 44
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1. 82 AmazonGlacierClient 3£ ( FF % ) BIEHl,

BEEBEXHEMEN AWS XiF, ZFEALEZEFIHNITHMEREFSMAEIZ AWS X1,
2. B3 8 —1 DescribeVaultRequest KM ZHIRHEIFEREL,

Amazon S3 Glacier (S3 Glacier) ERERMHE X 4EZHMENKS ID. MREFRMKS D, I
RE2FEASERMERNBEREBNWIEBEXRKNKS ID. BEXEZEE , HZ5HS AWS SDK for
Java 5 Amazon S3 Glacier £&# .

3. USHBEXRMBERNR , BT describeVault %,

S3 Glacier R EIHY 3244 FE T HIEE B £ DescribeVaultResult SR AR,

BUR Java REBERULEA T RIEIRY H 3R

DescribeVaultRequest request = new DescribeVaultRequest()
.withVaultName("*** provide vault name***");

DescribeVaultResult result = client.describeVault(request);

System.out.print(

"\nCreationDate: " + result.getCreationDate() +
"\nLastInventoryDate: " + result.getlLastInventoryDate() +
"\nNumberOfArchives: " + result.getNumberOfArchives() +

"\nSizeInBytes: " + result.getSizeInBytes() +
"\nVaultARN: " + result.getVaultARN() +
"\nVaultName: " + result.getVaultName());

® Note
BXIKE REST API M5 8. | B SR HEIRHHE (REUSUHFE ) o

1 3R — DN XA SR Y XA T 3
BeSh  BETBMERA listVaults FERBREE AWS KA X4 EN THIE.

BT Java KRB E us-west-2 KB XHERNFIR, %IERRE B A IR B K S BELERE X
50, A, ZRBERA#IT—RS listvaults A , M AWS XiFiK REN XHESIx.
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AmazonGlacierClient client;
client.setEndpoint("https://glacier.us-west-2.amazonaws.com/");

String marker = null;
do {
ListVaultsRequest request = new ListVaultsRequest()
.withLimit("5")
.withMarker(marker);
ListVaultsResult listVaultsResult = client.listVaults(request);

List<DescribeVaultOutput> vaultlList = listVaultsResult.getVaultList();

marker = listVaultsResult.getMarker();

for (DescribeVaultOutput vault : vaultlList) {

System.out.println(

"\nCreationDate: " + vault.getCreationDate() +
"\nLastInventoryDate: " + vault.getlLastInventoryDate() +
"\nNumberOfArchives: " + vault.getNumberOfArchives() +
"\nSizeInBytes: " + vault.getSizeInBytes() +
"\nVaultARN: " + vault.getVaultARN() +
"\nVaultName: " + vault.getVaultName());

}

} while (marker != null);

ENENRBED  MBLEEBERPARIEE Limit & , M S3 Glacier %R [E S3 Glacier APl & &
B 10 MNXHE, MREEZSNHEESIE , NP marker FRESEEXHEMNAmMazon ®RIEB WK
(ARN) , FTER SN ZB ML BLESIEK ; BN , marker FERRZE,

FER  JIRPEENENNHENEEEEEBET BRASEXHEN describeVault BEIRERIE
BEHE,

(® Note
listVaults F AR EMIKE REST API (BSF“DIH XHE (RESUEE )7 ) »

TPl ERERT Java B9 Amazon SDK # & 4B o 3dE

BXIERBRA , ESE“RH : 8 AWS SDK for Java BIEZ ST #HE", % Java KB REISBIET
1 FE H A R FE TR
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FEFAAWS SDK for .NET £ Amazon S3 Glacier 1 & 3 4 FE st iz

F&

« RBRIXMFEHE T

« BE—AXEFRE XA S TR

« 1P : EEAAWS SDK for .NETIER API K R X E T #iE

K 3R Y XA R TR

B URBEBEXHESSEE AWS KEMEXHEN THE. LT 2FEHAAWS SDK for NETIKH
AP| 1 R4 E S EH S FE T BIEN SR,

1. 82 AmazonGlacierClient 3 ( &% ) BIEH,

BEEIEEXHEFEN AWS Xif, BEALLEFIRRITHMEREHSMATIZ AWS XiF,
2. BBl —1 DescribeVaultRequest K EHIRHIFRES,

Amazon S3 Glacier (S3 Glacier) ER &R H X 4EAMMENKS ID. WREFTREKS ID, W
RE2FASERRMERNBEREBWIEBEXBKNKS ID. EXEZER , H5HS AWS SDK
for .NET 5 Amazon S3 Glacier £ &£ M.

3. LS BHRNIBBIBERIR , 1317 DescribeVault Fi%,

S3 Glacier IR EIH X4 FE T B IEE B 7 DescribeVaultResult F &R F R,

BUF C# RIBERHEA T RIEM SR, WABBRRRZEES (HPXMN ) XEFRMEXHEN THBIEE

/CN O

AmazonGlacierClient client;
client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2);

DescribeVaultRequest describeVaultRequest = new DescribeVaultRequest()
{
VaultName = "*** Provide vault name ***"
lig
DescribeVaultResponse describeVaultResponse =
client.DescribeVault(describeVaultRequest);
Console.WriteLine("\nVault description...");
Console.WritelLine(
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"\nVaultName: " + describeVaultResponse.VaultName +
"\nVaultARN: " + describeVaultResponse.VaultARN +
"\nVaultCreationDate: " + describeVaultResponse.CreationDate +
"\nNumberOfArchives: " + describeVaultResponse.NumberOfArchives +
"\nSizeInBytes: " + describeVaultResponse.SizeInBytes +
"\nLastInventoryDate: " + describeVaultResponse.LastInventoryDate
);

(® Note

BXRIERE REST API NER , BRI E RESHRE ) o

1R — M XIBFTA SRR Y XA T
Beoh  BEFBMER ListVaults BERBRIEE AWS KA A EN THIE.

LT C# RIBBRREXEAD (BBNMN ) KEFHXHFENTIR, ZERFENFIRE K4 E
BERHIN 51N ARE , ZRBERHT RS ListVaults @A , UM AWS Xige REBAN X HET
&Ko

AmazonGlacierClient client;
client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2);
string lastMarker = null;

Console.WriteLine("\n List of vaults in your account in the specific AWS Region ...");
do
{
ListVaultsRequest request = new ListVaultsRequest()
{
Limit = 5,
Marker = lastMarker
};

ListVaultsResponse response = client.ListVaults(request);

foreach (DescribeVaultOutput output in response.VaultlList)
{
Console.WriteLine("Vault Name: {0} \tCreation Date: {1} \t #of archives: {21}",
output.VaultName, output.CreationDate, output.NumberOfArchives);

}

lastMarker = response.Marker;
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} while (lastMarker != null);

EREMABEYS , MREEERPARIEE Limit & , W S3 Glacier & %R [E S3 Glacier AP| iR EHRY
10 N,

FER  JIRPEENENNHENEEEEBET BRAYSEXHERN DescribeVault BEIREEIE
BEME,

@ Note
ListVaults FEREAKE REST API ( EZ5 5 H X (FREUCHE ) ) o

Rl EEFAWS SDK for NET{EZ API 1 2= XX+ Tz

BAIHERBRE , FSERE : FHAWS SDK for NETES APl #4724 ER/E", 1% C# REBR
il & B3 ST FE HAS R E TR

£ REST API B R4 FE T E

T{B A REST API SIS , WS I SAEE (RBULAEE ) " BRE—A SR , SR
B GRS )

£ FAWS Command Line Interface 7 Amazon S3 Glacier P& EX 4 E T
WIE

RIS R N4l B AWS Command Line Interface (AWS CLI) £ Amazon S3 Glacier (S3 Glacier) &
KR EEEMTHIE,

EH

o (FER%EH)IRE AWS CLI
« Rl A AWS CLI REXHE iz

( SoRSEZM ) RE AWS CLI

1. T#HHEE AWS CLlI, BxiiA , 52 (AWS Command Line Interface AF#EfE) FHT
=3

fEF REST R R T #dE API fiR7x 2012-06-01 49



Amazon S3 Glacier FEANGIER

£ % AWS Command Line Interface

BtE& AWS Command Line Interface

2. EHSERFLHAUTHSFREIE AWS CLIZRE, XGRS EEERNBHET , Rt SEHAER
TABL B XX B AL,

« R help 8,
aws help

- EIRMEEEKF £ S3 Glacier XHFEMFIR , A list-vaults 5. &
123456789012 B PIEBEZH AWS K/ 1D,

aws glacier list-vaults --account-id 123456789012

- EEE AWSCLI WH BBl ERIE , HFEA aws configure list H,

aws configure list

ROl EF AWS CLI 8 R X T #dE

- f#H describe-vault ®HERIKF 111122223333 F& A awsexamplevault BISTHE,

aws glacier describe-vault --vault-name awsexamplevault --account-id 111122223333

1£ Amazon S3 Glacier F T & X FEF

RO B X EE £ 55—/ NMEZERTG |, Amazon S3 Glacier (S3 Glacier) 2 BEISIEXHERFRE , REKX
AFRKEIHT— IR, S3Glacier BIBE—MFRE , BEFELXT¥X (&Z—X ) WE , ZEEFT
MR, BB UTRE (ZRESNANLTE ) M S3 Glacier RERXHEEE

1. £ BEaifEll (POST 1Eill ) BERIFERRES
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/A Important

BERRRBEAIESBEBSHIREMEUNBERAMK , K% PolicyEnforcedException
RE, BRUEREFBNESZEL , 1SHS3 Glacier BUERRFER, BX
PolicyEnforcedException REMNEZER , B HE R

2. ®EFERRE , A REUESIEH CGREGL ) BETRFT,

Fltn  KEMRIXVHEBTENREERZEABIREES. FFEREGRIET. HEBBIRREKRE
ZBt , S3 Glacier £ I ES HEM M HIREES ID., S3 Glacier ERAES BT , BRI LAFREVES i
(MRFVTRXHGEBTERE)

ESLBIETTR , RE , BFERIRDERE, BEREESHRES , BRI TER

- EHESFERBH—EALIEE S3 Glacier RIS B AL ME X HEHH Amazon Simple
Notification Service (Amazon SNS) &, A LAFER LT 5EIEE Amazon SNS F 5 :

« REMESTEE Amazon SNS £,

BEESE |, BRI LU IEE Amazon SNS £,
- REXHENBEALGE.

WA LU B H EN B ESHNEBEAEE ( SR Amazon S3 Glacier FEE X FEEH ) . R
ERERFESH , S3 Glacier i BIIEER SNS FBRIEHE R,

MREEETXHENBAERE , HEEBHESHBEIEET Amazon SNS =& |, N S3 Glacier &
EXFHNEBREESTHRHEE,

BATLUE SNS BB E N BN B FHHEHERE T EEEMEENARR LR IHM Amazon
Simple Queue Service (Amazon SQS) H, HZRAFIFHIVEER , BALUKREFFEEENIT
K, RETHESFH L.

- EXBERTEZELR—S3 Glacier iRt 7T HRESFRME ERES (FREBUES ID) ) , ZIBERLLE
RAFESER. BUUEHRALRBER , RREESELS. B2 , 4 Amazon SNS BAS 2H#EE
HYIERR,
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® Note
&Eid SNS BHIREMNE RSB AR EREFIREAE BEE.

&

- XTEE

- {#f AWS SDK for Java £ Amazon S3 Glacier P FE X EFH

- {#f AWS SDK for .NET 7£ Amazon S3 Glacier #F FTE X4 EE L

« £/ REST APl THNH4ESE

- {#F AWS Command Line Interface ¥ Amazon S3 Glacier F F 8 X4 FEF 2

XTER

MIEE— R R ARSI EN BT | S3 Glacier RABRELEFHT —AXHEEE, NRHE
FRBEBERERENXHERTIRMBMBRERNIEE , WF2EHEFBH, BN XHEE
iF‘Z‘JJﬁE’*ET S3 Glacier REIHHIE—XEKNFEE , ZFEENERARE , MAREMNKE. HE
= , S3Glacier AXHEFERRE—MELE , BEFELT¥X (KRZ—X ) NE , ZELFTTATR

Rk,

BARRAERINBMMERLERERRNGEBTRERMTAFL. BR , RREEFFIRET BIEREF |
BZEPimXE T & L& 3 S3 Glacier WM TEHIE, JtI:EITI , BARRSRY , XHEFEENTRE
FEFESEFTNEESXGEXAEEFRITHERBA. EAETRHEFHCIEAHHNREER

#;M, RRHERWFEIEH. BXRRHBFERRNESEE  BFEHBESERRTE,

BEETLERBMER (E52ME (CSV) = JSON) REl, BEEREEE , B LUERMMISEE
%o BRIAKX N JSON, BXRBEASHHPRENBIEFENEZELR |, TSR REITES M
API”#9 g 7 1F 326

£ AWS SDK for Java £ Amazon S3 Glacier R TE X EEFH

BT RERAWS SDK for Javaffft API R ZRXHEFENLR. ZER API AXIFRRXMHEER.

1. 82 AmazonGlacierClient 3 ( FF % ) BIEHl,

BEBEREXMHEFEREN AWS X, SEALEFIRNITHRERESSNMASNZ AWS X,
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2. BIIHAT initiateJob FEBHBFER RIS,

BEIEE initiateJob XA RMESFFEEKIZIT InitiateJobRequest,

® Note

BEE , MRXHGENFTREREERTE , M2RE4EIR. Amazon S3 Glacier (S3 Glacier)
g 24 PI2ERNENIXHEFEESZ —BER

YERNERL , S3 Glacier JREI{ES ID, ZMWRIZF—/ InitiateJobResult FERSEHIF,

InitiateJobRequest initJobRequest = new InitiateJobRequest()
.withVaultName("*** provide vault name ***")
.withJobParameters(

new JobParameters()
.withType("inventory-retrieval")
.withSNSTopic("*** provide SNS topic ARN #*#**x!')

);

InitiateJobResult initJobResult = client.initiateJob(initJobRequest);
String jobId = initJobResult.getJobId();

3. EFESF T,

BUNERNESHHCEFHRETHNESR, NREBEXHEPRETEARE , REETZIES
B#EE T Amazon Simple Notification Service (Amazon SNS) & , | S3 Glacier 2E RIS G
BZEBEEER,

WA BER LB A describeJob F£% 1) S3 Glacier REEMES TAIRES. B2 , FEH
Amazon SNS BB TEANF BRHEN ST E. UT 0L HBNREBREIERERTF S3 Glacier 19
Amazon SNS kX #EE,

4. BIHAT getJobOutput FETHESRHE ( XHEFRHE ) .

BRI LUBE 8122 — 4 GetJobOutputRequest EMSEHISKIBHZMK, ID, F55 ID MXHER
Mo MBEBTERMEK, ID, MRELEASERERTIBERSZWIEBHEXEKWIKS, ID. BXES
E8 , 2l AWS SDK for Java 5 Amazon S3 Glacier £&#E M.,

S3 Glacier IR EIf % B2 F GetJobOutputResult K H,
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GetJobOutputRequest jobOutputRequest = new GetJobOutputRequest()
.withVaultName("*** provide vault name ***")
.withJobId("*** provide job ID ***");
GetJobOutputResult jobOutputResult = client.getJobOutput(jobOutputRequest);
// jobOutputResult.getBody(); provides the output stream.

(® Note
BXESHEXNKE RESTAPI NEE , BSRESEE,

w4l EAERT Java B9 Amazon SDK # &4 E5E
LR Java KB RAISKRRIEEXHENXHEFTE,
ZROIITUATES -

- 2 Amazon Simple Notification Service (Amazon SNS) X &,

SERES S , S3 Glacier 2@ EBAIE B,
- B2 Amazon Simple Queue Service (Amazon SQS) fA %1,

Z Bl EIZRA S K EE |, LAE Amazon SNS &AL [ SR E B
« BHESUATHIEENEE

EAESERS |, $8E 7 812K Amazon SNS 8 , LUE S3 Glacier AILLEERESBRZET LS

B4,
- K% Amazon SQS RAIIREEEEIZES ID BHE,

ﬂD%ﬁ/Em , M4 JSON , AREFSFREBEMDI TN, MREHKINTEK , W FEESR

. BEMIRESIZER Amazon SNS EBHM Amazon SQS BAFIE R X BE.

import java.io.BufferedReader;
import java.io.BufferedwWriter;
import java.io.FileWriter;
import java.io.IOException;
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util.HashMap;
util.List;
util.Map;
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core.JsonFactory;
core.JsonParseException;
core.JsonParser;
databind. JsonNode;
databind.ObjectMapper;

ientException;

icy.Policy;

icy.Principal;

icy.Resource;

icy.Statement;

icy.Statement.Effect;
icy.actions.SQSActions;
file.ProfileCredentialsProvider;
glacier.AmazonGlacierClient;
glacier. GetJobOutputRequest;
glacier. GetJobOutputResult;
InitiateJobRequest;
glacier.model.InitiateJobResult;
glacier.model.JobParameters;
sns.AmazonSNSClient;
sns.model.CreateTopicRequest;
sns.model.CreateTopicResult;

sns. .DeleteTopicRequest;
sns.model.SubscribeRequest;
sns.model.SubscribeResult;
sns.model.UnsubscribeRequest;
sqgs.AmazonSQSClient;
sgs.model.CreateQueueRequest;
.sqs.model.CreateQueueResult;
sgs.model.DeleteQueueRequest;
sqgs.model.GetQueueAttributesRequest;
sqgs.model.GetQueueAttributesResult;
sgs.model.Message;

sgs.model .ReceiveMessageRequest;
.sqs.model.SetQueueAttributesRequest;

model.
model.

.glacier.model.

model

public class AmazonGlacierDownloadInventoryWithSQSPolling {
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public static
public static
public static
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public static
public static
public static

public static

String vaultName = "*** provide vault name ***";
String snsTopicName = "*** provide topic name ***";
String sqsQueueName = "*** provide queue name ***";

String sqsQueueARN;

String sqsQueueURL;

String snsTopicARN;

String snsSubscriptionARN;

String fileName = "*** provide file name ***";
String region = "*** region ***";

long sleepTime = 600;

AmazonGlacierClient client;

AmazonSQSClient sgsClient;

AmazonSNSClient snsClient;

void main(String[] args) throws IOException {

ProfileCredentialsProvider credentials = new ProfileCredentialsProvider();

client =

new AmazonGlacierClient(credentials);

client.setEndpoint("https://glacier." + region + ".amazonaws.com");

sgsClient

sqsClient.setEndpoint("https://sqs." + region + ".amazonaws.com");

snsClient

snsClient.setEndpoint("https://sns." + region + ".amazonaws.com");

try {

= new AmazonSQSClient(credentials);

= new AmazonSNSClient(credentials);

setupSQS();

setupSNS();

String jobId = initiateJobRequest();
System.out.println("Jobid = " + jobId);

Boolean success = waitForJobToComplete(jobId, sqsQueueURL);
if (!success) { throw new Exception("Job did not complete

successfully.");

}

downloadJobOutput(jobId);

cleanUp();

} catch (Exception e) {
System.err.println("Inventory retrieval failed.");
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System.err.println(e);

private static void setupSQS() {
CreateQueueRequest request = new CreateQueueRequest()
.withQueueName(sqsQueueName);
CreateQueueResult result = sgsClient.createQueue(request);
sqsQueueURL = result.getQueueUrl();

GetQueueAttributesRequest qRequest = new GetQueueAttributesRequest()
.withQueueUrl(sqgsQueueURL)
.withAttributeNames("QueueArn");

GetQueueAttributesResult gResult = sqgsClient.getQueueAttributes(qRequest);
sqsQueueARN = gResult.getAttributes().get("QueueArn");

Policy sqsPolicy =
new Policy().withStatements(
new Statement(Effect.Allow)
.withPrincipals(Principal.AllUsers)
.withActions(SQSActions.SendMessage)
.withResources(new Resource(sqsQueueARN)));
Map<String, String> queueAttributes = new HashMap<String, String>();
queueAttributes.put("Policy", sqsPolicy.toJson());
sgsClient.setQueueAttributes(new SetQueueAttributesRequest(sqsQueueURL,
queueAttributes));

}
private static void setupSNS() {

CreateTopicRequest request = new CreateTopicRequest()
.withName(snsTopicName);

CreateTopicResult result = snsClient.createTopic(request);

snsTopicARN = result.getTopicArn();

SubscribeRequest request2 = new SubscribeRequest()
.withTopicArn(snsTopicARN)
.withEndpoint(sqsQueueARN)

.withProtocol("sqs");
SubscribeResult result2 = snsClient.subscribe(request2);

snsSubscriptionARN = result2.getSubscriptionArn();

}

private static String initiateJobRequest() {
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JobParameters jobParameters = new JobParameters()
.withType("inventory-retrieval")
.withSNSTopic(snsTopicARN);

InitiateJobRequest request = new InitiateJobRequest()
.withVaultName(vaultName)
.withJobParameters(jobParameters);

InitiateJobResult response = client.initiateJob(request);
return response.getJobId();
private static Boolean waitForJobToComplete(String jobId, String sqsQueueUrl)
throws InterruptedException, JsonParseException, IOException {
Boolean messageFound = false;
Boolean jobSuccessful = false;

ObjectMapper mapper = new ObjectMapper();
JsonFactory factory = mapper.getFactory();

while (!messageFound) {
List<Message> msgs = sqsClient.receiveMessage(
new
ReceiveMessageRequest(sqsQueuelrl).withMaxNumberOfMessages(10)).getMessages();

if (msgs.size() > 0) {
for (Message m : msgs) {
JsonParser jpMessage = factory.createlsonParser(m.getBody());
JsonNode jobMessageNode = mapper.readTree(jpMessage);
String jobMessage = jobMessageNode.get('"Message").textValue();

JsonParser jpDesc = factory.createJsonParser(jobMessage);
JsonNode jobDescNode = mapper.readTree(jpDesc);
String retrievedJobId = jobDescNode.get("JobId").textValue();
String statusCode = jobDescNode.get("StatusCode").textValue();
if (retrievedlobId.equals(jobId)) {

messageFound = true;

if (statusCode.equals("Succeeded")) {

jobSuccessful = true;
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} else {
Thread.sleep(sleepTime * 1000);

}

return (messageFound && jobSuccessful);

private static void downloadJobOutput(String jobId) throws IOException {

GetJobOutputRequest getJobOutputRequest = new GetJobOutputRequest()
.withVaultName(vaultName)
.withJobId(jobId);
GetJobOutputResult getJobOutputResult =
client.getJobOutput(getJobOutputRequest);

FileWriter fstream new FileWriter(fileName);

BufferedWriter out new BufferedWriter(fstream);

BufferedReader in = new BufferedReader(new
InputStreamReader(getJobOutputResult.getBody()));

String inputlLine;

try {

while ((inputLine = in.readLine()) != null) {
out.write(inputlLine);

}
}catch(IOException e) {

throw new AmazonClientException("Unable to save archive", e);
}finally{

try {in.close();} catch (Exception e) {}

try {out.close();} catch (Exception e) {3}
}

System.out.println("Retrieved inventory to " + fileName);

private static void cleanUp() {
snsClient.unsubscribe(new UnsubscribeRequest(snsSubscriptionARN));
snsClient.deleteTopic(new DeleteTopicRequest(snsTopicARN));
sgsClient.deleteQueue(new DeleteQueueRequest(sqsQueueURL));
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£ AWS SDK for .NET 7 Amazon S3 Glacier P T & X #H-EE

LT RERAAWS SDK for NETER API RN HEFENLS R, ZER API TXEFERRXHEER.

1. 82 AmazonGlacierClient 3£ ( FFim ) BIEH,

BEEETENHEFEN AWS Xig, BEALEFIRRITHFAIERERSMNARIZ AWS Xi,
2. BT InitiateJob AEBEHBEER FES,

&1 InitiateJobRequest FRHABREESELE ., ENMB , Amazon S3 Glacier (S3 Glacier)
REES ID, ZMMBF—4 InitiateJobResponse KIS,

AmazonGlacierClient client;
client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2);

InitiateJobRequest initJobRequest = new InitiateJobRequest()

{

VaultName = vaultName,
JobParameters = new JobParameters()

{
Type = "inventory-retrieval",
SNSTopic = "*** Provide Amazon SNS topic arn ***",
}
;
InitiateJobResponse initJobResponse = client.InitiateJob(initJobRequest);
string jobId = initJobResponse.JobId;

3. EFEF T,

BAMERNFSRECEFRETENESR ., NREBEXHESIRE THRIR Amazon Simple
Notification Service (Amazon SNS) B EHEE , REERBHETSHTIEE T Amazon SNS =
B, M| S3 Glacier 2 EERESZSFRAZEBREHEE. UTHoAHNREBREERAERT S3
Glacier ¥ Amazon SNS k& i HE,

A | BIE T LB B A DescribeJob AR 18 S3 Glacier RBEES RN, REMM |, £
F Amazon SNS FE#TEH T =HEN X,

4. BIHAT GetJobOutput FETHESHE ( XHEBEHE )
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BT LB 81— GetJobOutputRequest ZEHISEHISKIBHIE

KK ID. X#FERMAES ID

8. MRETREKS, ID, WRELEASEREARNBERELVIELEXBKNIKS ID. AXE

%EE , E2E¥ AWS SDK for .NET 5 Amazon S3 Glacier &4

S3 Glacier IR B9 % H{Z F GetJobOutputResponse R H,

GetJobOutputRequest getJobOutputRequest = new GetJobOutputRequest()

{
JobId = joblId,
VaultName = vaultName

};

GetJobOutputResponse getJobOutputResponse =
client.GetJobOutput(getJobOutputRequest);
using (Stream webStream = getJobOutputResponse.Body)

{

using (Stream fileToSave = File.OpenWrite(fileName))

{
CopyStream(webStream, fileToSave);

}

(® Note
BXESHEXNKE RESTAPI NEE , BSRAESEE,

A~ ERAAWS SDK for NET{EH APl 8 EXHEF
LT C# RBRAIARRISEXHENTHESS,

ZRGIMATATES -

« 1%i& Amazon SNS &,

SERAES R , S3 Glacier 2@tk EBAIEEH.,
« i&E Amazon SQS BAFI,
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ZpBlmiZBA S N EE , LAE Amazon SNS EBEEB &K MEH B
- BHESUTHEENEE,

EESERS |, ZRHl&£EE Amazon SNS £ |, LUE S3 Glacier AIAEFZERES B RIEHEE,
- EHIRZE Amazon SQS BAFIREBEHE,

MRBHE , W4 JSON , AREEFREBERITK. MREKIITA , M TFHEHRE, ZABR
BIfERA JSON.NET & ( %5 JSON.NET ) k541 JSON,

- BEMBRERIZERN Amazon SNS EE M Amazon SQS RA 5IIiE K48 < B3,

Example

using System;

using System.Collections.Generic;

using System.IO;

using System.Threading;

using Amazon.Glacier;

using Amazon.Glacier.Model;

using Amazon.Glacier.Transfer;

using Amazon.Runtime;

using Amazon.SimpleNotificationService;
using Amazon.SimpleNotificationService.Model;
using Amazon.SQS;

using Amazon.SQS.Model;

using Newtonsoft.Json;

namespace glacier.amazon.com.docsamples
{
class VaultInventoryJobLowlLevelUsingSNSSQS
{
static string topicAzrn;
static string queueUrl;
static string queueArn;
static string vaultName
static string fileName

Kk k.
’

"*¥** Provide vault name ***";

"*** Provide file name and path where to store inventory

static AmazonSimpleNotificationServiceClient snsClient;
static AmazonSQSClient sgsClient;
const string SQS_POLICY =

II{II +
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" \"Version\" : \"2012-10-17\"," +

" \"Statement\" : [" +

n {Il +

" \"Sid\" : \"sns-rule\"," +
" \"Effect\" : \"Allow\"," +

" \"Principal\" : {\"AWS\" : \"arn:aws:iam::123456789012:root\" 3},"

" \"Action\" : \"sgs:SendMessage\"," +

" \"Resource\" : \"{QuernArn}\"," +

" \"Condition\" : {" +

" \"ArnLike\" : {" +

" \"aws:SourceArn\" : \"{TopicArn}\"" +
" I+

n }Il +

" I+

" 1"+

"3

public static void Main(string[] args)

{

AmazonGlacierClient client;
try
{
using (client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2))
{
Console.WritelLine("Setup SNS topic and SQS queue.");
SetupTopicAndQueue();
Console.WriteLine("To continue, press Enter"); Console.ReadKey();

Console.WriteLine("Retrieve Inventory List");
GetVaultInventory(client);
}
Console.WritelLine("Operations successful.");
Console.WriteLine("To continue, press Enter"); Console.ReadKey();
}
catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WritelLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
finally
{
// Delete SNS topic and SQS queue.
snsClient.DeleteTopic(new DeleteTopicRequest() { TopicArn = topicArn });
sgsClient.DeleteQueue(new DeleteQueueRequest() { QueueUrl = queueUrl });

}
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}

static void SetupTopicAndQueue()
{

long ticks = DateTime.Now.Ticks;

// Setup SNS topic.

snsClient = new
AmazonSimpleNotificationServiceClient(Amazon.RegionEndpoint.USWest2);

sgsClient = new AmazonSQSClient(Amazon.RegionEndpoint.USWest2);

topicArn = snsClient.CreateTopic(new CreateTopicRequest { Name =
"GlacierDownload-" + ticks }).TopicArn;
Console.Write("topicArn: "); Console.WritelLine(topicAzrn);

CreateQueueRequest createQueueRequest = new CreateQueueRequest();

createQueueRequest.QueueName = "GlacierDownload-" + ticks;

CreateQueueResponse createQueueResponse =
sgsClient.CreateQueue(createQueueRequest);

queuelUrl = createQueueResponse.Queuelrl;

Console.Write("QueueURL: "); Console.WritelLine(queueUrl);

GetQueueAttributesRequest getQueueAttributesRequest = new
GetQueueAttributesRequest();

getQueueAttributesRequest.AttributeNames = new List<string> { "QueueArn" };

getQueueAttributesRequest.QueueUrl = queuelrl;

GetQueueAttributesResponse response =
sgsClient.GetQueueAttributes(getQueueAttributesRequest);

queueArn = response.QueueARN;

Console.Write("QueueArn: ");Console.WritelLine(queueAzrn);

// Setup the Amazon SNS topic to publish to the SQS queue.

snsClient.Subscribe(new SubscribeRequest()

{
Protocol
Endpoint = queueArn,
TopicArn = topicAzrn

1)

sqgs",

// Add the policy to the queue so SNS can send messages to the queue.
var policy = SQS_POLICY.Replace("{TopicArn}", topicArn).Replace("{QuernArn}",
queueArn);

sgsClient.SetQueueAttributes(new SetQueueAttributesRequest()
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{
QueueUrl = queuelrl,
Attributes = new Dictionary<string, string>
{
{ QueueAttributeName.Policy, policy }
}
1}

static void GetVaultInventory(AmazonGlacierClient client)
{
// Initiate job.
InitiateJobRequest initJobRequest = new InitiateJobRequest()

{
VaultName = vaultName,
JobParameters = new JobParameters()

{
Type = "inventory-retrieval",
Description = "This job is to download a vault inventory.",
SNSTopic = topicArn,
}
};

InitiateJobResponse initJobResponse = client.InitiateJob(initJobRequest);
string jobId = initJobResponse.JobId;

// Check queue for a message and if job completed successfully, download
inventory.
ProcessQueue(jobId, client);

private static void ProcessQueue(string jobId, AmazonGlacierClient client)
{
ReceiveMessageRequest receiveMessageRequest = new ReceiveMessageRequest()
{ QueueUrl = queueUrl, MaxNumberOfMessages = 1 };
bool jobDone = false;
while (!jobDone)
{
Console.WritelLine("Poll SQS queue");
ReceiveMessageResponse receiveMessageResponse =
sgsClient.ReceiveMessage(receiveMessageRequest);
if (receiveMessageResponse.Messages.Count == 0)

{
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Thread.Sleep(10000 * 60);
continue;
}
Console.WritelLine("Got message");
Message message = receiveMessageResponse.Messages[0];
Dictionary<string, string> outerlLayer =
JsonConvert.DeserializeObject<Dictionary<string, string>>(message.Body);
Dictionary<string, object> fields =
JsonConvert.DeserializeObject<Dictionary<string, object>>(outerLayer["Message"]);
string statusCode = fields["StatusCode"] as string;

if (string.Equals(statusCode, GlacierUtils.JOB_STATUS_SUCCEEDED,
StringComparison.InvariantCultureIgnoreCase))
{
Console.WriteLine("Downloading job output");
DownloadOutput(jobId, client); // Save job output to the specified file
location.
}
else if (string.Equals(statusCode, GlacierUtils.JOB_STATUS_FAILED,
StringComparison.InvariantCultureIgnoreCase))
Console.WriteLine("Job failed... cannot download the inventory.");

jobDone = true;
sqsClient.DeleteMessage(new DeleteMessageRequest() { QueueUrl = queueUrl,
ReceiptHandle = message.ReceiptHandle });

}

private static void DownloadOutput(string jobId, AmazonGlacierClient client)

{
GetJobOutputRequest getJobOutputRequest = new GetJobOutputRequest()

{
JobId = joblId,
VaultName = vaultName

i

GetJobOutputResponse getJobOutputResponse =
client.GetJobOutput(getJobOutputRequest);
using (Stream webStream = getJobOutputResponse.Body)

{
using (Stream fileToSave = File.OpenWrite(fileName))
{
CopyStream(webStream, fileToSave);
}
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}
}

public static void CopyStream(Stream input, Stream output)

{

byte[] buffer = new byte[65536];

int length;

while ((length = input.Read(buffer, @, buffer.Length)) > 0)

{

output.Write(buffer, @, length);

}
}
}
}

A REST API T&EXHEF

£/ REST APl TH#HEE%

TERXHEBTER— NI NANTRORE.

1. Bz inventory-retrieval XBEMWES, BEXEZEE , ESHB/EL ( POST 4Rl )
2. EFERE, THERBIE, BXxEZER , BZRRIESHE (REE L ) .

£ AWS Command Line Interface £ Amazon S3 Glacier F N E X4 FEF

L

REBLUT S BIEHE , #£H8 AWS Command Line Interface (AWS CLI) £ Amazon S3 Glacier (S3

Glacier) P T ERFZFE.

F&H
. (SR%EM)IRE AWS CLI
- Rl A AWS CLI FEXEEE S

( FoR%EMH ) RE AWS CLI

1. TEHEE AWS CLI, BxiHH
=H

2% (AWS Command Line Interface AF¥E/E)Y T T

£ REST TRX#HEFE
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£ % AWS Command Line Interface

BtE& AWS Command Line Interface

2. EwTRTAFLAAUTHSREIE AWS CLI RE, XEGHREERNRMEL , b ERR
AEC & XAV AL

« R help 8,
aws help

- EIRMEEEKF £ S3 Glacier XHFEMFIR , A list-vaults 5. &
123456789012 B PIEBEZH AWS K/ 1D,

aws glacier list-vaults --account-id 123456789012

- EEE AWSCLI WH BBl ERIE , HFEA aws configure list H,

aws configure list

Bl A AWS CLI TEXHEFE

1. fEM initiate-job BB FERREL,

aws glacier initiate-job --vault-name awsexamplevault --account-id 111122223333 --
job-parameters='{"Type": "inventory-retrieval"}'

FHRs H -

"location": "/111122223333/vaults/awsexamplevault/jobs/*** jobid ***",
"jobId": "*** jobid ***"

2. f#£M describe-job HEREL—PMREELIIRE.
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aws glacier describe-job --vault-name awsexamplevault --account-id 111122223333 --
job-id *** jobid ***

FERs

"InventoryRetrievalParameters": {
"Format": "JSON"

1,

"VaultARN": "#**#* vault arn ***",

"Completed": false,

"JobId": "*** jobid ***",

"Action": "InventoryRetrieval",
"CreationDate": "*** job creation date ***",
"StatusCode": "InProgress"

3. FFHEFZER.

IEMREFMES W BT RIS THMER ., S3 Glacier RRIERE , 5% ID 21 24 /et
AEFBFRETH, MREBEXHEPRETEAEE , AEEBHTSHIBET Amazon Simple
Notification Service (Amazon SNS) & , | S3 Glacier 2 EEREF B EZETRIEE R

BOLRENXHENRSEESHNBEANREE, EXEZEER |, 5 HE Amazon S3 Glacier RELE
XHEEBES, RERXESESH |, S3 Glacier A MIBERN SNS TFRIEHBE,

4. TG , £ get-job-output R RMEL FTHBIXH output. json.

aws glacier get-job-output --vault-name awsexamplevault --account-id 111122223333
--job-id *** jobid *** output.json

HHTEER—NEEUT 2RI

{
"VaultARN":"arn:aws:glacier:region:111122223333:vaults/awsexamplevault",
"InventoryDate":"*** job completion date ***",

"ArchivelList":[

{"ArchiveId":"*** archiveid ***",
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"ArchiveDescription":"*** archive description (if set) ***",
"CreationDate":"*** archive creation date ***",

"Size":"*** archive size (in bytes) ***",
"SHA256TreeHash":"*#*#* archive hash *#**"

}
{"ArchiveId":

13

£ Amazon S3 Glacier R BLE X FFEEH

M Amazon S3 Glacier K REMANA ( FIIXHEFHIRRIXHGEEFE ) E— N2 ARSHERE.

1. BRIRRES.
2. B ERE , TRAES R,

BRI LEXHE LREBAEE , MEEFESTHREE Amazon Simple Notification Service (Amazon
SNS) ETH & X HE,

£

« 1£ S3 Glacier FEEXHEEH | — M=

* 1£ Amazon S3 Glacier Ff5H AWS SDK for Java F Bt & 34 B 41

f£ Amazon S3 Glacier /A AWS SDK for .NET F & 4B Al

- f£F REST API 1£ S3 Glacier P ELE X FEEA

£/ S3 Glacier 2%l &l & X4 FEE A

£ AWS Command Line Interface & {4 FE B Al

1£ S3 Glacier FELE N HEBEH : —B =

S3 Glacier K REFEREFLSINITH, BUIEET S3 Glacier TRES , ARFTEERIEBE,
BRI LAE RIS S3 Glacier MHEESFRS , BXFRJRESE. S3 Glacier B FEH., FF TN
&, ES A LUSE B & % B Amazon Simple Notification Service (Amazon SNS) =8, EFAtbIh
B, BUMEXHELEBEAERE. EEBEYF , BALFSRR—PHZIANEH |, LLREHE S3 Glacier
EEHREREELZEEEN Amazon SNS £,
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S3 Glacier EX 7T EEF RSB XRNE4
( ArchiveRetrievalCompleted, InventoryRetrievalCompleted ) , A LUX LEEHR
MBI HENBANERES, HIFEFSTRAE , S3 Glacier &8 SNS FE X MBAHEE.

BHEER JSON X# , AT RAEIFT R,

"SNSTopic": "arn:aws:sns:us-west-2:012345678901:mytopic",
"Events": ["ArchiveRetrievalCompleted", "InventoryRetrievalCompleted"]

[

FER, T —MXHE , BREEEE -1 Amazon SNS &,

(@ Note

6 3 BE R B A EL B 1 S3 Glacier EBAEBEPIEENEHBRRENEBLIEZEAN, It

A\, BE A LA R M E S MES B ERPIEE Amazon SNS =B, MRBEXHEHR
mM7BHAEE , FEELNBHESERPHEIEET Amazon SNS £ , M| S3 Glacier 2%
33X 75 e 40

S3 Glacier X EMES TR EEBIEESERE ( InventoryRetrieval, ArchiveRetrieval ).,
EEFTBIRE. SNS TEEM., EFRSKRBAMXHE ARN EELE. LT =2 S3 Glacier 1
InventoryRetrieval EF MG KIAE SNS TEH RHIBEH.

"Action": "InventoryRetrieval",

"ArchiveId": null,

"ArchiveSizeInBytes": null,

"Completed": true,

"CompletionDate": "2012-06-12T22:20:40.790Z",

"CreationDate": "2012-06-12T22:20:36.8147Z",

"InventorySizeInBytes":11693,

"JobDescription": "my retrieval job",

"JobId":"HkF9p6o7yjhFx-
K3CGl6fuSmeVzW9T7esGQfco8nUXVYwS@jlb5gqllZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLEjobID",

"SHA256TreeHash" :null,

"SNSTopic": "arn:aws:sns:us-west-2:012345678901:mytopic",

"StatusCode":"Succeeded",

"StatusMessage": "Succeeded",

"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"
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}

Btk , IR Completed FEA true , MBE XA E StatusCode AEBEFERITER TIER K
M7,

(® Note

BEE , Amazon SNS FBAMATFXHERFEH. BRIAERT , 2B Amazon SNS &
WEETEERETIRMHEE, B2 , 1R Amazon SNS BN A ERTREH AWS K F 1
B, NEXMEE Amazon SNS £ , UESIXHEXMBEH, &AL Amazon SNS 12
%4 FEE Amazon SNS E B KR,

£ % Amazon SNS WEZEE |, i3 Amazon SNS A7,
£ Amazon S3 Glacier B H AWS SDK for Java i & 344 & 4

BT R ERAWS SDK for JavalE g API £ X4+ B EL BB A SR

1. 812 AmazonGlacierClient 3£ ( FF % ) BIEH,

BEEIREXHEFEN AWS Xif, BEALEFIRRITHMERIEHLSMATZ AWS X1,
2. BBl — SetVaultNotificationsRequest EHEHIREEEANEEEL.

LEERBEXHERN, BAREFEENKS ID. EREEBEMNEER , BUTURE—INEH
Amazon SNS £ Amazon BREEZH (ARN) |, UREBHFERSEBHNN—IHZINEH, X
ZXENEHNIIR , FZRRENAEBRARE (REBARE ) "

3. LS BN IRHEIBFERTR |, B1T setVaultNotifications FiE.

TR Java RKBBRIEATRENS R, ZRBREXHEPRETEARE, =
ArchiveRetrievalCompleted EH = InventoryRetrievalCompleted EH KX ER |, ZEE
2153 Amazon S3 Glacier (S3 Glacier) [E#EE K Amazon SNS FBEIXBEH,

SetVaultNotificationsRequest request = new SetVaultNotificationsRequest()
.withAccountId("-")
.withVaultName("*** provide vault name ***")
.withVaultNotificationConfig(
new VaultNotificationConfig()
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.withSNSTopic("*** provide SNS topic ARN ***'")
.withEvents("ArchiveRetrievalCompleted", "InventoryRetrievalCompleted")

);

client.setVaultNotifications(request);

@ Note
BXRIER REST API NER |, SR XHERE,

A~ ERAAWS SDK for JavaE X EDIRE B AEE

AR Java REBRHNIRE T XHENEHNEEHBRTEE  AERETHE., AXUMMAEITAT R
Mo HiREA | FSE“SF AWS SDK for Java 5 Amazon S3 Glacier &,

Example

import java.io.IOException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;

import com.amazonaws.services.glacier.AmazonGlacierClient;

import com.amazonaws.services.glacier.model.DeleteVaultNotificationsRequest;
import com.amazonaws.services.glacier.model.GetVaultNotificationsRequest;
import com.amazonaws.services.glacier.model.GetVaultNotificationsResult;
import com.amazonaws.services.glacier.model.SetVaultNotificationsRequest;
import com.amazonaws.services.glacier.model.VaultNotificationConfig;

public class AmazonGlacierVaultNotifications {
public static AmazonGlacierClient client;
public static String vaultName = "*** provide vault name ****";
public static String snsTopicARN = "#*** provide sns topic ARN ***";
public static void main(String[] args) throws IOException {

ProfileCredentialsProvider credentials = new ProfileCredentialsProvider();

client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier.us-east-1.amazonaws.com/");

try {

£/ Java BLE XM EEA API R4 2012-06-01 73



Amazon S3 Glacier FEANGIER

System.out.println("Adding notification configuration to the vault.");
setVaultNotifications();

getVaultNotifications();

deleteVaultNotifications();

} catch (Exception e) {
System.err.println("Vault operations failed." + e.getMessage());

private static void setVaultNotifications() {
VaultNotificationConfig config = new VaultNotificationConfig()
.withSNSTopic(snsTopicARN)
.withEvents("ArchiveRetrievalCompleted", "InventoryRetrievalCompleted");

SetVaultNotificationsRequest request = new SetVaultNotificationsRequest()
.withVaultName(vaultName)
.withVaultNotificationConfig(config);

client.setVaultNotifications(request);
System.out.println("Notification configured for vault: " + vaultName);

private static void getVaultNotifications() {
VaultNotificationConfig notificationConfig = null;
GetVaultNotificationsRequest request = new GetVaultNotificationsRequest()
.withVaultName(vaultName);
GetVaultNotificationsResult result = client.getVaultNotifications(request);
notificationConfig = result.getVaultNotificationConfig();

System.out.println("Notifications configuration for vault: "

+ vaultName);
System.out.println("Topic: " + notificationConfig.getSNSTopic());
System.out.println("Events: " + notificationConfig.getEvents());

private static void deleteVaultNotifications() {
DeleteVaultNotificationsRequest request = new
DeleteVaultNotificationsRequest()

.withVaultName(vaultName);
client.deleteVaultNotifications(request);
System.out.println("Notifications configuration deleted for vault: " +

vaultName);

fEH Java BB XX HEEEA API k7 2012-06-01 74



Amazon S3 Glacier FEANGIER

}

£ Amazon S3 Glacier F{#EH AWS SDK for .NET H & X4 FE & A

BT R ERAWS SDK for NETIES API 1 X E P B BB AR R,

1. 82 AmazonGlacierClient 3£ ( &% ) BIEH,

BEERENXHEMEN AWS X, BEALEFIHRITHRMERERSMAZZ AWS X,
2. B3I —1 SetVaultNotificationsRequest EHEHIREBEMNEBE L,
BEERMXHERN. BAEEEENKS, ID. REFTRMEKS, ID, IRGELFEASERBMHX

STERZEZMILBEXBKNIKS ID. BEXEZEER , BS5& AWS SDK for NET 5 Amazon S3
Glacier &&# M,

EREEEAEER , BRI EH Amazon SNS =B Amazon BREF (ARN) , I
REBFLEREHBAN —INHZNEN, BEXZIEFNEHNIR  BSHAREXHEBAEE
(REBBHEE ),

3. LSHERXBEBERNR , B1T SetVaultNotifications F%,

4. EXHEHZEBARESE , BLUETAMA GetVaultNotifications FEREEREELR ,
ALBESARAEFIRRMEN DeleteVaultNotifications HEMBRE.

A~ ERAAWS SDK for NETEXH4EH&EEANRE

DR C# KB RPIRATRENSR, ZRAEZEE (HBXMN ) KEHNXH

FE (“examplevault” ) P RETEAREHRRTHRE , AEHRTRE, =
ArchiveRetrievalCompleted E# = InventoryRetrievalCompleted EH KX ERT |, ZEE
2153k Amazon S3 Glacier (S3 Glacier) [E1EEH Amazon SNS FRLIXBEH,

@ Note
BXRIER REST API WER |, BS R ERE,

BREBITUTREAN DTS HE | BSH E7RER, SEEERZABHEHNENXEEZFHA
Amazon SNS £&,
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Example

using System;

using System.Collections.Generic;
using Amazon.Glacier;

using Amazon.Glacier.Model;

using Amazon.Runtime;

namespace glacier.amazon.com.docsamples

{
class VaultNotificationSetGetDelete

{

static string vaultName "examplevault";
static string snsTopicARN = "*** Provide Amazon SNS topic ARN ***";

static IAmazonGlacier client;

public static void Main(string[] args)
{
try
{
using (client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2))
{
Console.WriteLine("Adding notification configuration to the vault.");
SetVaultNotificationConfig();
GetVaultNotificationConfig();
Console.WriteLine("To delete vault notification configuration, press Enter");
Console.ReadKey();
DeleteVaultNotificationConfig();

}

catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WriteLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");

Console.ReadKey();

static void SetVaultNotificationConfig()
{

SetVaultNotificationsRequest request = new SetVaultNotificationsRequest()

{

VaultName = vaultName,
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VaultNotificationConfig = new VaultNotificationConfig()
{
Events = new List<string>() { "ArchiveRetrievalCompleted",
"InventoryRetrievalCompleted" },
SNSTopic = snsTopicARN

}
};
SetVaultNotificationsResponse response = client.SetVaultNotifications(request);
}
static void GetVaultNotificationConfig()
{
GetVaultNotificationsRequest request = new GetVaultNotificationsRequest()
{
VaultName = vaultName,
AccountId = "-"
};

GetVaultNotificationsResponse response = client.GetVaultNotifications(request);
Console.WriteLine("SNS Topic ARN: {@}",
response.VaultNotificationConfig.SNSTopic);
foreach (string s in response.VaultNotificationConfig.Events)
Console.WriteLine("Event : {0}", s);

static void DeleteVaultNotificationConfig()
{

DeleteVaultNotificationsRequest request = new DeleteVaultNotificationsRequest()

{

VaultName = vaultName
};
DeleteVaultNotificationsResponse response =
client.DeleteVaultNotifications(request);

}

A REST API £ S3 Glacier 1t & 34 FE @A

EEM RESTAPI BEENHEEA , BRI REXHFRALE (REBHLE ) " ik, EERT
RN EBA R ERA (FREUBAEE ) ) LARMIBRS A EE A (1 BR S EE A (i BRiE &
BE))o
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£/ S3 Glacier & 8 BlE X FEEH

L EB o #R T a0l £ Al Amazon S3 Glacier | ABBEXHEBEH ., EEREBBHE , BUUIEEQD
Amazon Simple Notification Service (Amazon SNS) B K EBHNESTERENH. BRT I XHERL
EBAUN , BEUEECERHESHENHRABANES, RSN XHECRENHNFE
NEHRXEH , HBEEEEEFEHERPEE TEA , UREKXKERABEH,

BLE X R B A

1. B%XEF| AWS Management Console , RGBS LA T MutFTF S3 Glacier ##|A& : https://
console.aws.amazon.com/glacier/home.

EEMSMERS , EEXMHE,
EXHESIRS , EE—NXHE,
HEEHER D, ERRE.
EEMBHAREL , £EEHABEH,

EEHE S , B LLT Amazon Simple Notification Service (Amazon SNS) Tz — , REKRER
R IRIEITIRE

I T

Amazon SNS &I B’

BIZEF SNS £
ERFBIEF SNS £H,
NFEBEH , MATFEENER.

FTEEMZZUUADE 256 NF/H. AT ERAFH
BFFH. EFF () MTHE (). TBRBMELN
TP A AWS XA AAUZHE— Y.

3.
(A& ) MREEH SMS HEITHREE , FRAE
ZE=EN: DR N

ETREMKRZALUEE 100 MNFHR

EFRIAR SNS £&
IEFRIERIAMN SNS £&,
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Amazon SNS IR BRIE
FEIEE SNS EET , BEATEIZ — :
| A SNS EEFLE
tbARt & I SNS B T 5%,
MTHRFRPEE-DIAENEE,
#i A SNS £/ ARN
FFHI Amazon SNS & ARN X AAE,

A SNS E£EH Amazon BRBZ# (ARN)
o SNS £ ARN R :

arn:aws:sns: region:account-i
d :topic-name

A LATE Amazon SNS 24| & &EH SNS =B/
ARN :
7. HEEHT , EE—ANEFENEBELXENNEHY -

- EREMERZEFSERNTRIEBH , FEEMER RIS TH.
- EREXHAEREESTHRNT REEA , FEENHEFTERRES TR

£ AWS Command Line Interface Bt & 34 & & 4l

WER D IR T A0 AWS Command Line Interface BLB X EEH, B EEHE , B LUISER
SEREBH , XEEH A% Amazon Simple Notification Service (Amazon SNS) A& IX @A,
BRTYANHERBEAUN , B UEELAERIESHNEQEAMBANER., NRENXHEDS
BEANBENSHAZEHN , HELAEESEHERPEETEA , WRELKEHBBEL,

BRBUTLSRER AWS CLI BEXHEBH,
£

o (ER&KMH ) RE AWS CLI
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« ~fl : A AWS CLI Bi & X4 B A

1.

]

£/ set-vault-notifications P EEENHELERESHINAENBERH, RIAER
T , 8BRS KEBHEME L,

1.

2.

( R ) _RE AWS CLI

T#HEE AWS CLI, XA , i§5E (AWS Command Line Interface AF1E™m) FHUT
=3

£ % AWS Command Line Interface

BtE AWS Command Line Interface

ESREREFLHAUTHSREIE AWS CLIRE, XEGSEEIRNIBEHREIT , RbEERER
TABL & Ry EAE

« ZiRAEMA help S,

aws help

- EFRMEHEEK, £ S3 Glacier XHEMNSIR | EEA list-vaults v, &

123456789012 B REBE 2K AWS IKF ID.

aws glacier list-vaults --account-id 123456789012

« EEE AWSCLI WHRIBERIE , EFA aws configure list H,

aws configure list

£ A AWS CLI B & 344 & AN

aws glacier set-vault-notifications --vault-name examplevault --account-
id 111122223333 --vault-notification-config file://notificationconfig.json

BHBER JSON X# , AT RAEIFT R,

"SNSTopic": "arn:aws:sns:us-west-2:012345678901:mytopic",
"Events": ["ArchiveRetrievalCompleted", "InventoryRetrievalCompleted"]
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}

BXX S3 Glacier £ Amazon SNS FHHNEZELR | BESHE S3 Glacier FEE X HEEH -

— iR

FX Amazon SNS WEZEE |, i5Z @ Amazon SNS Al 7,

£ Amazon S3 Glacier F il BR324 FE

REZALXRTENFREREXHERXEAANE , FEA LXNFEE RURRAN XHERITIE
AIBEA#ER , Amazon S3 Glacier (S3 Glacier) + MR 4 E. BXRBIBREENELR , BHSHEMIER
Amazon S3 Glacier FHItEE, BXTHXHEEE , £ Amazon S3 Glacier P TEXHEEE

® Note

S3 Glacier 8§ 24 MHAEWH BN XM ERE —(HEE, BT ALTHIERREBFES
Bk , S3 Glacier B HE & LR AEE % & SRR THATEMEABRIERBR T4
EBEREN,

£

« fEF AWS SDK for Java £ Amazon S3 Glacier A il Bk 3T # B

« f£/ AWS SDK for .NET #£ Amazon S3 Glacier F il BRSC 4 FE

- {5/ REST API 7£ S3 Glacier # il BR 32 ¥ Be

- £/ S3 Glacier 2 #l & MRz X4 E

- /A AWS Command Line Interface 7 Amazon S3 Glacier F il BRSC#HEE

58 AWS SDK for Java £ Amazon S3 Glacier il B X4

LT 2#EHAWS SDK for Javal&4k API MIBR L HFEM S E,

1. 82 AmazonGlacierClient 3£ ( FFiw ) BIEH,

BEEREENPRIBRAERN AWS X, SEALEFIRHITHMEREBSNARZ AWS X
o
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2. B 8lE — DeleteVaultRequest EHEFIRHEIFEREL,

BEERMEXHEBHAMKS, ID, MREFTEMKS, ID, WRELERAEREHKTBERZEZN
W PBEXENIK, ID. BXEZEER |, HS I AWS SDK for Java 5 Amazon S3 Glacier &4
i

3. USBHHERXBRMEBERNR , B1T deleteVault %,

Amazon S3 Glacier (S3 Glacier) REMIBRZEXHE, BXEZER , BSRM BRI E,

B Java REBE AER T RIHIRY 3R,

try {
DeleteVaultRequest request = new DeleteVaultRequest()
.withVaultName("*** provide vault name ***");

client.deleteVault(request);

System.out.println("Deleted vault: " + vaultName);
} catch (Exception e) {

System.err.println(e.getMessage());

}

(® Note
BXRIER REST API W R , BSRMIBR X E,

T~ EHAAWS SDK for Javafl BR324

BXIERBERG , F2H =6 - A AWS SDK for Java BlEXHE", % Java KB REAERTE
RXHERE SO EMMI R E,

£/ AWS SDK for .NET #£ Amazon S3 Glacier = | B& 3244

EAT .NET 89 Amazon SDK 21 5 R FEHK AP| ERIREE T IR STHERN 5%,

=30}
« EFAAWS SDK for NETE % API MIBR 4
« fEFHAWS SDK for .NET{EZ API M & ST 4R
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5 FHAWS SDK for NETS % AP M BR ST

ZER APl 9 ArchiveTransferManager KZ 4t 747 SLA KM BR S 4-ZEH) DeleteVault 15
o

Tl EAAWS SDK for NETE % API il B& ST 4

BXRIERBRG , HZH A - FEAAWS SDK for NETER APl # 1T HERE". 1% C# RBR
PIERT BEAHERE , SEOIEZMMIBR S EF,

EFHAWS SDK for .NET{EZ: API Ml B ST 4ERE

LT 2EHAAWS SDK for NETHIBRXHENLT R,

1. 812 AmazonGlacierClient £ ( HF % ) B£H,
BEEIREEMNPRBRHFEN AWS XiE, ZEALEFIRHIITHRIEREBSMAZIZ AWS X
o

2. BB — DeleteVaultRequest EHEFIRHIFEREL,
LBEERBEXHEEMNKS ID, MREFRMKS, ID, WREGEXEASERERITERSEE I

EHEXBHWWKS ID, BXESZELR |, HSHEF AWS SDK for NET 5 Amazon S3 Glacier £4&
A.

3. LS BN BEHRIBFERIK , 1217 DeleteVault Fi%,

Amazon S3 Glacier (S3 Glacier) REMIBRZEXHE, BXRELER , TS RM BRI E,

LT C# RIBERHEA T RIEMN SR, ZABRESRREFETRIAAWS KB XHENTHEER.

AmazonGlacier client;
client = new AmazonGlacierClient(Amazon.RegionEndpoint.USEastl);

DeleteVaultRequest request = new DeleteVaultRequest()
{

VaultName = "*** provide vault name ***"

I

DeleteVaultResponse response = client.DeleteVault(request);
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@® Note
BXIEKRE REST API BWE R |, BSFEMIBRHFE,

Bl . EFAWS SDK for NETIEZ API Ml BR 3 #4-Be

BEXIHERBRE , FSE R FHAWS SDK for NET{ES APl T XXHERE". &% C# KRBT
BIERTBEARHERE , STECIZFMIBRSTHE,

£/ REST API £ S3 Glacier # il B 3244

EFH REST API BIBRX 4 |, iS5 “MIBR T4 E"
5/ S3 Glacier 12 &l & Ml BRZ=2 344 FE

(® Note
ERBRXHFEZ T, BAEMBRIZGEFORMENERER, XILUBE AT AEREN
£/ REST APl, AWS SDK for Java, AWS SDK for .NET = f#£fH AWS Command Line
Interface (AWS CLI) fERERA LBIREEER. BXBBREENER , BSRTES N
S3 Glacier FH XX EMIBRIEZ,

MHERNZEE , WTAMER T S EREEMIBR.

£/ Amazon S3 Glacier 124 & il BRZE 4

1.

2
3
4.
5

B FAWS Management Console , 3B S3 Glacier %] & 7 S3 Glacier ## &
EERXE T, R XHEMEN AWS X,

EEMSMERS , EEXHE,

EXHESIRSD | EREMERE XHFEEHRZONETURMA |, 5% 5 T E IS0 MR,
TEM BR ST BESTEAR P | £ 42 M RR AT A EE M BR ST

/A Important
T BR324 EE R RAE T SE OB
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6. ERWIFERBCMERME , BT XA EHIR A B AER BRI XHEN B, DREERIIX
|, MRRIERAR .

£ AWS Command Line Interface £ Amazon S3 Glacier % il B S0 44

AT LAfE A AWS Command Line Interface (AWS CLI) i Bk Amazon S3 Glacier (S3 Glacier) & %2 X4
BEMIEZE X,
£}
( SEREAE ) BB AWS CLI
« 5l : 5 AWS CLI Ml BRZE ST FE
« R : 5 AWS CLI fiBRIEZE X EE

( FoREMH ) RE AWS CLI

1. TEHBEE AWS CLlI, BXUBA , i55H (AWS Command Line Interface AFIERE)Y FHUT
=3

%% AWS Command Line Interface

BtE AWS Command Line Interface

2. EwTRAFLEMAUTHSREIUE AWS CLIRE, XEGFTEBEEXNRMEIL , RHEAR
AEC B XAV EAE

« ZRAMEH help .
aws help

- ERREEEENKF L S3 Glacier SMHEMBIER |, i5fEA list-vaults 8. &
123456789012 B RNE B2 H AWS K 1D,

aws glacier list-vaults --account-id 123456789012

- EEFH AWSCLI WY aIBEHRIE , A aws configure list i,

aws configure list
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Bl 5 AWS CLI il BRZe ST

« A delete-vault S THIBRTEEF I XHE,

aws glacier delete-vault --vault-name awsexamplevault --account-id 111122223333

R EF AWS CLI i BRIEZE T4
REEEERUTENBRERXAERRAEMAMR , FEA LFRERUREEN XHFERITIEM

BEARER |, S3 Glacier + BRI EE. BIBRFZXHER—IDM=ZSRIRE | NXHERNBEREF
KRFHE ID, BBRENEFH , REM R E,

1. fEf initiate-job BB R RMENL,

aws glacier initiate-job --vault-name awsexamplevault --account-id 111122223333 --
job-parameters='{"Type": "inventory-retrieval"}'

AR

"location": "/111122223333/vaults/awsexamplevault/jobs/*** jobid ***",
"jobId": "#*#** jobid ***"

2. f£H describe-job TR E L — M REL RS,

aws glacier describe-job --vault-name awsexamplevault --account-id 111122223333 --
job-id *** jobid ***

FRER% H -

"InventoryRetrievalParameters": {
"Format": "JSON"
},

"VaultARN": "#*** yault arn ***",
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"Completed": false,
"JobId": "*** jobid ***",

"Action": "InventoryRetrieval",
"CreationDate": "*** job creation date ***",
"StatusCode": "InProgress"

BUMERTSHECEFRETENESR, UREEXHESRETBARE , AEEBZHES
BH#EE T Amazon Simple Notification Service (Amazon SNS) £ , | S3 Glacier 2 EREE
EEZEBRIEHER.

BH LS ENHENRSEEHNBEANLRE, BXEZEELR | BESRE Amazon S3 Glacier FELE
NHEBEN, RELXESEEMN | S3 Glacier MAMIEER SNS TFRIEHEE,

4. ERE , £ get-job-output WHFKREL TEHEIXH output. json,

aws glacier get-job-output --vault-name awsexamplevault --account-id 111122223333
--job-id *** jobid *** output.json

HTRER—NEEUT 2RI

{
"VaultARN":"arn:aws:glacier:region:111122223333:vaults/awsexamplevault",

"InventoryDate":"*** job completion date ***",
"ArchivelList":[

{"Archiveld":"*** archiveid ***",

"ArchiveDescription":*** archive description (if set) ***,
"CreationDate":"*** archive creation date ***",
"Size":"*** grchive size (in bytes) ***",
"SHA256TreeHash":"*** grchive hash ***"

}
{"ArchiveId":

1}

5. f£M delete-archive i T M\XHEFRIBRENFH , ERTREFTMEH,
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aws glacier delete-archive --vault-name awsexamplevault --account-id 111122223333
--archive-id="#*** agrchiveid ***"

(® Note
MREHHERE ID UEFHREMBKRZHTL  WEERERESISPIRESTIS
PN
T o

6. A initiate-job i TEIHHNEFKRRMEL,

aws glacier initiate-job --vault-name awsexamplevault --account-id 111122223333 --
job-parameters='{"Type": "inventory-retrieval"}'

7. SERUE , £ delete-vault wnSHBRFHIFREH XA

aws glacier delete-vault --vault-name awsexamplevault --account-id 111122223333

¥rid S3 Glacier X4

B LFRE RS B O T idE 2 B4 Amazon S3 Glacier X E., & BEANHEE LB
o BRIFIENEREER ( BIEXNFZMRES ) , ESHFR1c Amazon S3 Glacier %R

UTEBNR T WAIASHEERM, 5 R BRIRZ,
FA

« {8 Amazon S3 Glacier 2% & ¥ri2 X4EFE

« £/ AWS CLI AHRieXHE

« f#/A Amazon S3 Glacier API #8182 XX#FEE

A Amazon S3 Glacier | B ¥R X HE

A LAEF S3 Glacier #2&| &N, 5 H MBI BRIRZE |, 20T FISERAPATIE,
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BEENHENIRE

1. B %EF AWS Management Console , A/FE L T Mit3TFF S3 Glacier ##& : https:/
console.aws.amazon.com/glacier/home,

2. HGEERXST , NXErEESRPiEE AWS X,

3. HEEMSMERSD , BEXHE,

4. HEMHEFIRS , EE-IDXHE,

5. EERXAERMETF<. RIERZHD , EEESNHEXRBKRIIRE,
[6] 344 B A IR 2

— MRS AT AKER 50 MirE, BEXHERBRNFELNETHE —WRER,

BXRZXREINEZELR |, iESHEFRIC Amazon S3 Glacier &iRo

1. B %EF AWS Management Console , A/F8E L T Mt FF S3 Glacier ##& : https:/
console.aws.amazon.com/glacier/home,

2. EEEXET , NXErEEsmPiEE AWS X,

3. EEMSMERT  EEXHE,

4. EXHEIIRF , ERERFFEFMENE HERE .

5. BEENHERMEIF

6. £ Tags (frX) #oH , &EF Add (FiN). LEPRER Add tags (R IIFRE) W H,
7. EANMGERNENRFREVEERSE AU lEREEFRPEEREE,
8. i&# Save changes (REEX )

REIRE

1. E3FE| AWS Management Console , AFEI LA T ML FF S3 Glacier ##A& : https:/
console.aws.amazon.com/glacier/home,

FEFRXET , N XEmaFm i AWS X,
EEMSMERS , BEXHE,

EXHEIRSF |, R ER
BEREXMERMRTF , REE TR EFEHD

o bk~ 0N
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6. ENRET , EFEFUNHEZTINELRE R EERE, FHEIEEFRENH,

7. EFRFBRPANSE  SUMEREFREFTERIHRE,

8. i%#¥ Save changes (REEX )

M P o i BR AR 25

1. EFE| AWS Management Console , AFEI LA TMuLITFF S3 Glacier ##A& : https:/
console.aws.amazon.com/glacier/home,

FEFRXET , N XErieFashitE AWS X,

EEMSMERS , BEXHE,

EXHEIIRS | EFEEMD B BRI 4R B #Ro

R ERMRTIR. B TRIEIREIRT .

EHRET , P ERBROFEZHNEIRE , RAEEEDER,

BEE AT TR BRAR S ST IEHE . R AR BR 2R R IARE | B IR R MIER,

N o g &~ W N

£/ AWS CLI R#ricXHE
RBUUTSR , EH AWS Command Line Interface (AWS CLI) 70, 5l Sl BRAR %,
BIMIEHRH—MEN—MELR. BMNHETRSE 50 MR,

1. EFFRZRMEISHE |, BEA add-tags-to-vault %,

aws glacier add-tags-to-vault --vault-name examplevault --account-id 111122223333
--tags id=1234,date=2020

BXRENHERENESER , BSFE O XHERNITE,
2. EIHEHMMBINHENFRAERE , BEMA list-tags-for-vault #%,

aws glacier list-tags-for-vault --vault-name examplevault --account-id 111122223333

EXLMXHERENESER | BTSN HHENTZ,
3. ENCHMEIXHENRSEFRRER—NEZMRE |, EFEH remove-tags-from-vault a3

PN
T o
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aws glacier remove-tags-from-vault --vault-name examplevault --account-
id 111122223333 --tag-keys date

BRUEXHERENESEE , B MR EFNIRE,

£ Amazon S3 Glacier API ¥r12 34

IETILAER S3 Glacier AP R0, FIH MBI BRIRE . BXRRHI , BSFAT A ¢

6 XA NARE (POST #7500 )

NIEE XM ERINRE AL
B XA EERIFRE (GET #7% )

B IS T S A RO
WS EBIBRIFE ( POST FREME )

MIETE ST R P BRAR S

S

» ¥ri2 Amazon S3 Glacier &R

S3 Glacier X E8iE

AR EBAB T I{A1E Amazon S3 Glacier H 81 E ST B S K a04AI 5 F SU4 P B 8 SR B o
FA

o XHESERR

« £/ S3 Glacier AP| BixE X4 FE

/A AWS Command Line Interface i X # &

« £/ S3 Glacier ###l & BiEXHE
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4 P P TE Bk

B3 S3 Glacier XHEBE , EF SUBF A BB E RIS £ IHAY S3 Glacier X EE#E1TERE H
KEEMEREFIERE. BURE - M NEEHERBPEERL —REA , ZRIEE(WORM) XK
EHlER |, 7 B R BUE Z R B BAR LR TR

/A Important
NHEHMERBEBIER , HTEBE M BRIZERK,

S3 Glacier SREX HESIERM P IEHIE , USSR IR, fl , EAUAERAXHESER
BESRARHI S BIER F. B BER AWS Identity and Access Management (IAM) SREZIES |, EXXH4
FEHERBPHERTHENMEFEE. EXNHEHNERBNESESR , BSHANHESEERR,

NHEHEREE X4 EHGRRERE, BMEHEENXHFENTREZEGR, B2, XH4FHERE
A B AT E AR IE R E S, MMERE Db SKHERAY S MR RIIEHE . 8 R BAGE A 3244 B E SR e S4B
FEANESAMZHER , XBEFENBEHRZTHZE,

/A Important

BUELCIEXMHE , TR EBERE , AEFENER EERIXXHE | DUEMZREEN
AT el

Mk, EAERAXHETRRERIESSMETR, BHAREBRLEERO L ARG, XHEHE
REEM SRR R REE A — e, HIAN | S8R 7E A B SR B R SR HE & T e R Ay BURRE MM (4B
GRS )  HEEXHEHEREPRIEENE=ARENLSEERFER T IEERG RN ( AR
).

PEXHEZFERNTRNSR

1. BN XHEHEREHMEENXEERBHUE , XSFYUEREN EEH#TRSHRE -
BT ID, HEMLTEERTIRSH , EHE ID BHET |, B8 24 NDE R XA FEBIE R,
NS IS X EIR H EERITIRS |, B 24 MIATERXEEDERE. BN, O STHEES
TE R B I AR BR o

2. FAYE ID ERHELR. MRNHEMERBREMBIE , IS LXHEMEHANLFRE
FiEah. BxuAfEA S3 Glacier APl RBIENXHENFE LR , BZFEA S3 Glacier API 8iE 344
FEo

X EBIERR API R4 2012-06-01 92
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54 S3 Glacier API 8iE X4 &E

ZE#E A Amazon S3 Glacier API $IEXHE , BAEREE T SHERHFN XA ESERBER B3
XHESE (POST #IEXRRE ) o Initiate Vault Lock BRESNREEHM NEIEH STHE | FXXH
FEYERRABTHPRES , HFRE—NME—WNBE ID. EXHEYHEH ARTHREE , BF 24 e
BT ESRFAM Initiate Vault Lock WAIREIMSIE ID BA ZTRX4ESE (POST lockld) ,
DEFERBIE.

/A Important

« BUUETRIBNHE  ERXHENERE , R ENER EEIXHE | UEMZRE
AT e

o MHFEEBRE SR MR B 5 BN A e B S BR o

MRIEHE# AN EERITRSEN 24 MR ARTRXEENEISE , WENX4HES BB E EER
TIRA , ABBRXHEBERR, SUUEXAA Initiate Vault Lock RZEHHNNHEHER
B R B EERITRES

FAEEH#HTRES , CEINSEYNERN XM EMHERRE 2o HF TR, B4 EDE R
EEEHTRSHEFAZLEN , RURBXHEEYE—# , RFLETUENBEA IS4 E
B ( DELETE $1EXE ) RBBRZKK, BEMCENRE , JREFEZIXEE Abort Vault
Lock/Initiate Vault Lock A& , WiE &M X ESE R E o

ERIINHESERE 2R , BuEARFNSE ID BB TRXHESE (POST lockld) , AMETRK
XHEHEIR, ENXHELERANPIERS (b , XHESHERKFATER ) , mMALTEEES
VM Abort Vault Lock 31T,

PSS

- NHEHERR

« FIFXHESE ( DELETE SIERE )
o ERXEEBIE (POST lockld)

- REHFESIE (GET SRR )

- BIXHEYE (POST YEXREE )
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5/ AWS Command Line Interface $iE X &

&R LAER AWS Command Line Interface B{%E XX #FEE, XX 48 TE BY T4 B 3K e S B B XE SR B 5
BEME ID, BAMIE 24 PRTR XA FEMETE | B N2 FEBUE 5 HEARFM ST I ER

( FoREMH ) RE AWS CLI

1. T#HHEE AWS CLlI, Bxii8A , 52 (AWS Command Line Interface A #EfE) FHT
=3

%% AWS Command Line Interface

BtE AWS Command Line Interface

2. HEMESERFLHBAUTHSFREIE AWS CLIERE, XEHFESFEEXNBMET I GEHR
TABL & XX,

« ZRAMEH help .
aws help

- ERREEEENKF L S3 Glacier SMHEMBIER |, i5fEA list-vaults 8. &
123456789012 BB B2 H AWS K 1D,

aws glacier list-vaults --account-id 123456789012

- EEF AWSCLI WWHBIELEHIE , B aws configure list .

aws configure list

1. f#M initiate-vault-lock EREMXHEERE , HEXGEHENHERBDRER

InProgress,

aws glacier initiate-vault-lock --vault-name examplevault --account-id 111122223333
--policy file://lockconfig. json

2. BEBER JSON X , M T RHIFAR. EFEALGSZE , BHNEHNERARGE
VAULT_ARN M Principal Bt AEESHE,

EEREDEMNSIHEN ARN , aTBAEH list-vaults 85,
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{"Policy":"{\"Version\":\"2012-10-17\",\"Statement\": [{\"Sid\":\"Define-vault-lock
\",\"Effect\":\"Deny\",\"Principal\": {\"AWS\":\"arn:aws:iam::111122223333:root\"},
\"Action\":\"glacier:DeleteArchive\",\"Resource\" :\"VAULT_ARN\",\"Condition\":
{\"NumericLessThanEquals\":{\"glacier:ArchiveAgeinDays\":\"365\"}}}1}"}

3. BIXHEMESR , BREZ2LEFE lockId BEEHAR,

"lockId": "LOCK_ID"

EXRXHEE , BYATE 24 DEREIT complete-vault-lock , BFNNZ X4 ESIE RN
34 B R BR o

aws glacier complete-vault-lock --vault-name examplevault --account-id 111122223333 --
lock-id LOCK_ID

X E D
+ (AWS CLI G5 552&) HH initiate-vault-lock
« (AWS CLI s 55 %) I list-vaults

(AWS CLI 3%
o XHEYERE
o FIEXHESE
s TRXHAESE
o REUXHESE
- BEIXHAESE

£ HH complete-vault-lock

\\

DELETE 8{EX# )
POST lockld)

GET #iE XM )
POST BiERR )

L~  ~ = |}~

A S3 Glacier 12 &I & BiE X4 E

BEi¥ Amazon S3 Glacier XA ESIE |, & ABRMFI B XA EPEREX BILAY S3 Glacier Iﬁ:ﬁﬁ
TERBHIBEAMES], BX S3 Glacier XU EMENEZEER |, 155 HFE R U ESIE R’
Amazon S3 Glacier 7 [8]# 41,
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/A Important

- BUERGIBNHE  TRXHENERE , RERENER EEXHE | UEMZRE
RATFE.

o PR BE SRR BE 5 BD A B2 B S BR

£/ S3 Glacier £ & X Y 4 BE /5 3 344 B 1E SR

B A E B E R IR XA EREFHBE , XSFYEREN EE#TRSHEE —NE
ID. HRREAL T EERITRASHN , EHE ID BHIA , BH 24 NNAPREUE XA EHE KK,

1.

o & b

© © N o

B FE| AWS Management Console , A fFIEE LA TMuE3THF S3 Glacier ##& : https:/
console.aws.amazon.com/glacier/home.

FEFRXET , N XEmieFem i AWS X,
EEMSMERS , BEXHE,

EXHEREL , EFOIEXHE,

I RTAY SRR

/A Important

BUGKGEXHE , TRXHEFEHERKE , A HENEREEIINXHE | UERMZE
BN AT e,

M A B B 5= R ik SR AR RO T SR
IR M R BRI
EXEBERMER D | RIS o) X B E KK

ERI XA EFEHERKEREL , AJAERREXFAEE XA EFHERE P EEILRRE
BHERE.

@ Note

BRI UEXAR AN XA EHERBPIEEICKARFERIER , HBEIFA Initiate
Vault Lock API#BR4EZET S3 Glacier #2#| & FHIRER A SRERE 3 XA EBE.
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BRIRENHFENERMHBANELS , HZ M Amazon S3 Glacier 3B i E R B R
B,

10. i%#%¥ Save changes (REZEH ) »
1. BFIERXHEE DNEES , EFENSE DHESERFEZENHS,

/A Important
NHERHERKSHE , BF 24 PN ERBIEZRBEAF TRUESE. ETEE
TiE , YAREYE ID. MRKRE 24 MIREHBUE ID , WBIE ID FEH , FELT
IETERE TR A9 SRBE R4 BR o

12. HIEWBE ID REERENMEIGE | EFEXA,

13. EEETRE 24 Pt AN EN XHEFEBERK, NRRBETBIEZIT , AR FEMUESR
B

14, EEMMXHEBEXNEESD , EPIZEIRE , BN HEHERBIRERT AIER,

15. EXAEH R ARBEHBUE D,

16. EFETA X EDE.
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£ Amazon S3 Glacier AL ERYZE

MERAEHEEXHERNEABET (Hlwn , BE. 9H=HXE ) . B= Amazon S3 Glacier (S3
Glacier) WEAREFE#H LN, BMYREEH—M ID MELENER, BE AR, S3 Glacier IR [E]
SEMEID N, AR ID EEMEREERN AWS X2 —1, TR RFIEE D,

TJgHcr0SfAkV6hdPqOATYfp_0ZaxL1pIBOc02iZ@gDPMr2ig-
nhwd_PafstsdIf6HSrjHNP-3p6LCIC1YytFT_CBhT9CwNxbRaM5MetS31I-
GgwxI3Y8QtgbJbhEQPs@mI3KExample

R IDWKERN 138 F, ELAMRR , SBUREHTIENHER, STUERSE ID (MR
SRR ) RERER,

/A Important

S3 Glacier #fit 7 —MNEERFI A, BAUFERZZEFECIERMBRXHE, ER , 5S3
Glacier WATE Ett R BEES EREMFEH AWS Command Line Interface (CLI) & B85, 4l
W, BELERE., WAMEtGXRERE  S4FEH AWS CLI EERBARER (TE
EF A REST API £ H Amazon SDK ) » HXfF S3 Glacier 5 AWS CLI BB & EANES
B8 , B ZIS3 Glacier B AWS CLI &, E%&R% AWS CLI , 5% %l AWS Command Line
Interface.

£

- Amazon S3 Glacier F A RIRE
- PR IREETEE

- £ Amazon S3 Glacier 1 L1£ 4R
- 7£ S3 Glacier # FE4R

- HiBR Amazon S3 Glacier FEIR4R

Amazon S3 Glacier PRy IA 4R 1/E

S3 Glacier XFATERBHERAE - ££, THRANMER, TRHERRE—MRIEF,
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£ Amazon S3 Glacier - -5 #4 2

BULATER —RER LMK Ao EETE. BToBREEMRN AP AR IR LEE, B
XEZELR | iFS M Amazon S3 Glacier F & RS2,

/A Important
S3 Glacier £t 7T —MNEEEFI A, BAUFERAZEHAURIBIBRXHEFE, B2, 5S3
Glacier AT A it X ESEF EREEH AWS Command Line Interface (CLI) &EXE., i
m, BEEARE., WMMEMAXRERE  S4TER AWS CLI SEBERBRRER (TE
¥ FIA REST API £/ Amazon SDK ) . BX¥f S3 Glacier 5 AWS CLI L& AN EZ
88 , B FIS3 Glacier ¥ AWS CLI 2%, ER% AWS CLI , i5# % AWS Command Line
Interface.

£ Amazon S3 Glacier P &K= ID

BU B THEE THMRN U ENXHEFERIRIEE ID, BXTHEXHEBSENESE
B , {527 Amazon S3 Glacier F T X4 EFE,

£ Amazon S3 Glacier A R4 =

THEHEER—HRIBRE, EUNEBHI THIEMENES. WEESFERE , S3 Glacier 2 ERE
MTEHER, EFEHE , EUUTRENHRERIE, ATESEERDSMH , Bt , BAULER S3
Glacier FEf£55 52 BBt @] Amazon Simple Notification Service (Amazon SNS) A IXEH, BRI LR
BMEFBERIEE SNS =8 , BN EN N4 EREN ERESHRENKIEBHN, BXTHHEEN
F2EER , BSH“E S3 Glacier #F FEHMER",

Rl B&k Amazon S3 Glacier PRI Z

S3 Glacier £t T & A LLAR —XMBR — MY API BH. BXEZELR | FSFAMBER Amazon S3
Glacier FHIRSE,

B3 S3 Glacier FHIRZER

LEEERR , ELEEHREABTIHER, TUEHHERNTREBERNE—SER  BIRER , XL
BB MR, FER , BESR AR |, S3 Glacier #a @ FIRE —ME—HRZE 1D,
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HIrEFiRERTHE

BRT Al AR REIR LA | S3 Glacier P X IFHRMNEAM Mz, EE LER=RST |, S3 Glacier &
PB—NID ( ZRNTERRFS ) , BLENEHEMEXHMRNETMESE, B EZEF REPE
RAERNTHE. SETHBETUSREMRENUREAERNEM—EFEEUNEE,

(@ Note

WMREE Amazon Simple Storage Service (Amazon S3) & , M« 41E , HEE T LEFEF
fEEREt , AR BTEADE —NRIELEDR , HlW0 MyDocument . txt I SomePhoto. jpg.
£ S3 Glacier 7 , BTEN B LENHES BN RE,

MREBBEPEPIREELRIE , 535, S3 Glacier REP NHEFE | ZELIIEME ID URE
ERRLAIRPRENTMAHER, AR , B TEXHERERER , UMD RENIHRABEELEFHN
EFHRBREEPEENTMEE, ER , S3 Glacier RAFKEABLEMIHGEEFLE, ERERIHES
B A}, S3 Glacier 2IREIE/HEZN E—MFE (HEKIRE )

£ Amazon S3 Glacier 1 /& #4%

Amazon S3 Glacier (S3 Glacier) 2t 7 — NEBEH A , B UERTCRAUBMBIBRXHE. ER
BELEBIFEAEEREAM S3 Glacier LEMR, ELERBR, TMMEMXEERIE , SX40F
A AWS CLI St BERBAREIEFER ( TEZERA REST API g A Amazon SDK ) ,

BXFF S3 Glacier 5 AWS CLI BB & EAMEE. , B FIS3 Glacier B AWS CLI &, EX%E AWS
CLI , %% AWS Command Line Interface, AT L&A T EIERERTF Java B Amazon
SDK. S&FAF .NET 89 Amazon SDK #1 REST API 43 L1 2| S3 Glacier,

FH

« @ Amazon S3 Glacier & #4 2 E T
- BEEBREPLEENMR

- PRERAXBEE (DBRLRE)

B Amazon S3 Glacier & F4 2= §1% IR0

BIE EENBIE A/ |, S3 Glacier 2L T &N :
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« HE-REPLENE -EE-BED  BTULERPIN 1 FTERAK 4GB R, BR , B
& S3 Glacier ®EF AT R AR EAKRT 100 MB IR, BEXESFER , BEHRELE —BRE
P EEER,

« TEREAER-FRASRLEE AP, B EEREHE , &ALH 40,000 GB (10,000 * 4 GB).

DB LEME AP B EERHBRAERERN LEAKR, SN DTR EERSR, SRR, SUEAIR
AR FiTH EEXLER, IRERELAXY , NEAFTEF LEZR , MEFEH LEBEMER,
SERBA RPN 1 FZTTEIKREL 40 000 GB MEREA DR 2. BXREZER , BERIRLEKX
BER (oBREE).

/A Important

S3 Glacier XHFEFRE —RNEH —X. ELEHRN , EFRMEAERFAHETRHNMGF
FERRIIRPEIIMBXFENFER , EEXHFEBRTHRERN.

£/ AWS Snowball RS

AWS SnowballfEf Amazon HiIERZ MR REHFEBBAMNEBEH AWS HERE |, %1 7 Internet,
BEXEZELR , FZ5 AWS Snowball FAEETHE,

EFI AR HIE L% 2T Amazon S3 Glacier (S3 Glacier) , 8T RE&Z B H AWS Snowball & &3 H
2 —FHES AE Amazon S3 , AEFEAEWEBMAN G HEBE S3 Glacier FHLEHTF. H
#&4F Amazon S3 X R ¥ S3 Glacier g3 At , Amazon S3 2TER IR S3 Glacier LERHY K
AR BFAFEMRE. RENRFMEE S3 Glacier 7 , 1= Amazon S3 R , FTE Amazon S3 HE
B, HESFKEEEBET S3 Glacier iHRIE11.

BX Amazon S3 £ AR B AR EXN RELIR A S3 Glacier FHEMNEZFELR |, HSH (Amazon
Simple Storage Service AAF#ER) PN REGEAHEEMERIT R,

i — iR EAERYR

t7E Amazon S3 Glacier 1 &= TR | WAL FESE —18Eh EEAR/DHNE, B2, RIS
Amazon S3 Glacier (S3 Glacier) B A7 & L&k £4& KF 100MB B,

EFB
« {EAAWS Command Line InterfacefE &M gER F AR ER
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« {FFAAWS SDK for Javaft B Mgferp EE RS
« £ Amazon S3 Glacier R {#EFHAWS SDK for NET £ MRIEH EERE
« {#f REST AP| £ 8 —1#1Eh L& R=E

fEAWS Command Line InterfacefE 8 MNEED L{ER4Z

BT LAE A AWS Command Line Interface (AWS CLI) £ Amazon S3 Glacier (S3 Glacier) A il Br 4

=

e
. (SR%M ) iBE AWS CLI
. R - A AWS CLI &7

( TR%EH ) iRE AWS CLI

1. T#HHEE AWS CLlI, Bxii8A , 52 (AWS Command Line Interface A #EfE) FHT
=3

%% AWS Command Line Interface

BtE AWS Command Line Interface

2. EwTRAFLEMAUTHSREIUE AWS CLIRE, XEGFTEBEEXNRMEIL , RHEAR
AEC B XAV EAE

« ZREH help 5,
aws help

- ERREEEENKF L S3 Glacier SMHEMBIER |, i5fEA list-vaults 8. &
123456789012 B FEEZH AWS K 1D,

aws glacier list-vaults --account-id 123456789012

- EEF AWSCLI WYBIBERIE , A aws configure list i f,

aws configure list
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Al A AWS CLI EE&EFH

BEFEER  STOEXHE, BRNAIEXHENESZER , FSHE Amazon S3 Glacier H6)
BXHE,

1. M upload-archive SRR FIMEMBEXHE. ETENREF , B vault name
account ID, 7 body Z#¥HIEEE L EZHXHHIEEE,

aws glacier upload-archive --vault-name awsexamplevault --account-id 123456789012
--body archive.zip

2. TnHAmd -

{

"archiveId": "kKB7ymWIVpPSwhGP6ycSOAekp9ZYe_--zM_mwbk76ZFGEIWQX-
ybtRDvc2VkPSDtfKmQrjOIRQLSGSNuDp-
AJV1u2ccmDSyDUmZwKbwbpAdGATGDiB3hHOObjbGehXTcApVud_wyDw",

"checksum": "969fb39823836d81f0cc028195fcdbcbbe76cdde932d4646fa7de5f21e18aab7",

"location": "/123456789012/vaults/awsexamplevault/archives/
kKB7ymwWJIVpPSwhGP6ycSO0Aekp9ZYe_--zM_mw6k76ZFGEIWQX-ybtRDvc2VkPSDtfKmQrj@IRQLSGSNuDp-
AJV1u2ccmDSyDUmZwKbwbpAdGATGDiB3hHOObjbGehXTcApVud_wyDw"

}

ERE , Zom SRR ERR ID, REMEKTE S3 Glacier FHIIE, BAX upload-archive T #Y
BFZEER , H5H (AWS CLI s 55%E) H# upload-archive,

EFAWS SDK for Javaft 8 MREPR LAERER

E AT Java B9 Amazon SDK M S RFER AP #RME T EEERNTTE,

FT
« EHAAWS SDK for Javali &% APl L{&#4%
o FERHAWS SDK for Javaikd APl FE 8 MEED EERE

fEFAAWS SDK for Javaty &4 APl E/E#Z

ZE% API 9 ArchiveTransferManager KR4t 7 & AT LUAK M IER L& B XHER upload 5
o
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® Note
B LAEA upload BEEANEFABHER, RELELAN/RERNN , KFELBERE
B-REPLENMR  EREATRLE APl 7B ELEMR,

T~ EAAWS SDK for Javati B4 APl EERSZE

BAR Java RIEBROIGHERELEBEZERED (BN ) X (us-west-2) FHIHE
(examplevault), BXEZ X AWS XEMin KM FIFK , ES 15 Amazon S3 Glacier,

BXRUMAETUT RO D S8 | iS58 A Eclipse 1217 Amazon S3 Glacier # Java R=4l, 1&E
EFHENLEXHERHRNF LEXHBEMRSERHRE,

Example

import java.io.File;
import java.io.IOException;
import java.util.Date;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;

import com.amazonaws.services.glacier.AmazonGlacierClient;

import com.amazonaws.services.glacier.transfer.ArchiveTransferManager;
import com.amazonaws.services.glacier.transfer.UploadResult;

public class ArchiveUploadHighLevel {
public static String vaultName = "*** provide vault name ***";
public static String archiveToUpload = "*** provide name of file to upload ***";

public static AmazonGlacierClient client;

public static void main(String[] args) throws IOException {

ProfileCredentialsProvider credentials = new ProfileCredentialsProvider();

client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier.us-west-2.amazonaws.com/");

try {
ArchiveTransferManager atm = new ArchiveTransferManager(client,
credentials);
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UploadResult result = atm.upload(vaultName, "my archive " + (new Date()),
new File(archiveToUpload));
System.out.println("Archive ID: " + result.getArchiveId());

} catch (Exception e)
{

System.err.println(e);

}

fEFAAWS SDK for Javaikdk API FE 2 MRIEH B R
ZIER APl AFAEIARSRERM T HX, TERMER AWS SDK for Java EEERF R,

1. 812 AmazonGlacierClient £ ( HFiw ) BEH,
BEEETE LEAMRN AWS XiF, ZFEALEFPIHNITHMERERFSMAEIZ AWS X1,
2. i3 8lE — UploadArchiveRequest EHSEHIEREFREL,

BRTIRE LENBEEUN  BEFERRERARIREN ( SHA-256 MR E ) . XHERW.
HEHABRENEHIKS ID,

MBEFREMEK, ID, IRELFERASEREARNERZZVIEBEXBKNIK, ID, BEXEZE
B, 52l AWS SDK for Java 5 Amazon S3 Glacier £&# M.,

3. US B ARHEIBERNR , 1517 uploadArchive FiE,

YERMRL , Amazon S3 Glacier (S3 Glacier) IR E# E £ HI R RARZE ID,

BAF Java REBERAEA T BIEIA IR,
AmazonGlacierClient client;

UploadArchiveRequest request = new UploadArchiveRequest()
.withVaultName("*** provide vault name ***")
.withChecksum(checksum)

.withBody(new ByteArrayInputStream(body))
.withContentLength((long)body.length);

UploadArchiveResult uploadArchiveResult = client.uploadArchive(request);
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FRARER

System.out.
uploadArch

println("Location (includes ArchiveID): " +
iveResult.getlLocation());

T~ EFAWS SDK for Javal&t AP| fE 2 MREH EEE

LA Java {78 R~ FHAWS SDK for Javalfiti R EE B XHE (examplevault). BXRIMAZEITEA
TRty D E A |, ESFMEA Eclipse 1217 Amazon S3 Glacier # Java R~ fl, BEEEH BIR L&
XA EE B R L2 B RS BRI,

import java
import java
import java
import java
import java

import com.
import com.
import com.
import com.
import com.
public clas

public
public
public
public

Profil

cli

.io.ByteArrayInputStream;
.io0.File;
.io.FileInputStream;
.i0.I0Exception;
.io0.InputStream;

amazonaws.auth.profile.ProfileCredentialsProvider;
amazonaws.services.glacier.AmazonGlacierClient;
amazonaws.services.glacier.TreeHashGenerator;
amazonaws.services.glacier.model.UploadArchiveRequest;
amazonaws.services.glacier.model.UploadArchiveResult;
s ArchiveUploadLowLevel {

static String vaultName = "*** provide vault name ****";

static String archiveFilePath = "*** provide to file upload ****";
static AmazonGlacierClient client;

static void main(String[] args) throws IOException {

eCredentialsProvider credentials = new ProfileCredentialsProvider();

ent = new AmazonGlacierClient(credentials);

client.setEndpoint("https://glacier.us-east-1.amazonaws.com/");

try

{

// First open file and read.

File file = new File(archiveFilePath);
InputStream is = new FileInputStream(file);
byte[] body = new byte[(int) file.length()];
is.read(body);

// Send request.
UploadArchiveRequest request = new UploadArchiveRequest()
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.withVaultName(vaultName)

.withChecksum(TreeHashGenerator.calculateTreeHash(new
File(archiveFilePath)))

.withBody(new ByteArrayInputStream(body))

.withContentLength((long)body.length);

UploadArchiveResult uploadArchiveResult = client.uploadArchive(request);
System.out.println("ArchiveID: " + uploadArchiveResult.getArchiveId());
} catch (Exception e)

{

System.err.println("Archive not uploaded.");
System.err.println(e);

7£ Amazon S3 Glacier FfEHAWS SDK for NET fE & NMNREH EERE

EATF .NET B9 Amazon SDK RHH SR FER API #RM4 T E 2 NMREP LEHEN T E,

ES ]
- £AAWS SDK for NETHE % APl EERE
- EAAWS SDK for NETKH APl EENMEEP AR

fEAAWS SDK for NETHY S APl E&R=R
ZE4% API B9 ArchiveTransferManager KREH TE AL ARNGHEE LEEXHER Upload A
o

(® Note

SETLAER Upload BiE EENEF AR, RELELEANXHRD , KT ELBERE
B-REPELEXH  BRERD R LML APl DR L& XX,

R~ FEAHAWS SDK for NETHI S 4% APl LiERSSE

BT C# KRB RPEREEETXERAE (RBRMN ) XEPHXHE (examplevault)o
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BRWMAEITUTREAND SR |, TSRS TRB RO, EREEMTLEXHBHRSZME RN
L

Example

using System;

using Amazon.Glacier;

using Amazon.Glacier.Transfer;
using Amazon.Runtime;

namespace glacier.amazon.com.docsamples

{
class ArchiveUploadHighLevel
{
static string vaultName = "examplevault";
static string archiveToUpload = "*** Provide file name (with full path) to upload
kK.

public static void Main(string[] args)
{
try
{
var manager = new ArchiveTransferManager(Amazon.RegionEndpoint.USWest2);
// Upload an archive.
string archivelId = manager.Upload(vaultName, "upload archive test",
archiveToUpload).Archiveld;
Console.WritelLine("Archive ID: (Copy and save this ID for use in other
examples.) : {0}", archiveld);
Console.WriteLine("To continue, press Enter");
Console.ReadKey();
}
catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WriteLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");
Console.ReadKey();

EFAAWS SDK for NET{EZ APl EENMREP AR

ZIER APl AFrEIARRERM T F%X, TERMER AWS SDK for NET LEFHINSER,
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1. 82 AmazonGlacierClient 3£ ( FF % ) BIEHl,

LEEREEE LEMERN AWS XiF, BERALEFHRIITHMERESSMATIZ AWS XiF,
2. BBl —1 UploadArchiveRequest K EHIRHIFERES,

BRTEELENBIEMN , EEFTEREBRONBHIREM ( SHA-256 R HE ) . XHERHM
&I 1D,

MBEFRMEKS ID, IRELFEASHIRERITEREZWIEPHEXEKWIKS ID, BXESZE
B . i#Z S AWS SDK for .NET 5 Amazon S3 Glacier &4,

3. LS B X RHIBFRNR |, 1217 UploadArchive Fik.

YERMRL , S3 Glacier IREIF EEANRENRZE ID,

R~ EFAWS SDK for NETIEH APl EENRES AR
LU C# RIS RGBT BIEMN S B, ZRHEIER AWS SDK for NET [#43 _E4£ B SUH-FE

(examplevault),

@ Note
BEXATEEMNERPD LEMRNER RESTAPI NES , BRI LEME (KANBE) .

BXRUMMAZEITUTREANS S HA |, TSRS TRE RO, EREEMTFTLEXHENRIME RN
LT

Example

using System;

using System.IO;

using Amazon.Glacier;

using Amazon.Glacier.Model;
using Amazon.Runtime;

namespace glacier.amazon.com.docsamples

{
class ArchiveUploadSingleOpLowLevel

{

static string vaultName = "examplevault";
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static string archiveToUpload = "*** Provide file name (with full path) to upload
k%1,

public static void Main(string[] args)
{
AmazonGlacierClient client;
try
{
using (client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2))
{
Console.WriteLine("Uploading an archive.");
string archiveId = UploadAnArchive(client);
Console.WriteLine("Archive ID: {@}", archiveld);

}

catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WritelLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");

Console.ReadKey();

static string UploadAnArchive(AmazonGlacierClient client)
{
using (FileStream fileStream = new FileStream(archiveToUpload, FileMode.Open,
FileAccess.Read))
{
string treeHash = TreeHashGenerator.CalculateTreeHash(fileStream);
UploadArchiveRequest request = new UploadArchiveRequest()
{
VaultName = vaultName,
Body = fileStream,
Checksum = treeHash
I
UploadArchiveResponse response = client.UploadArchive(request);
string archiveID = response.Archiveld;
return archivelD;
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5/ REST AP| 128 —12/EHh EER=R

IERLAMER EEER AP HRAEENMRFER LENR, AXESFER  FEALEERE (A

W

o

TEREARBEHERE (7BREE)

E3

B

- DEREERRE

- iR

« i AWS CLI FEREIME

« FEAERT Java B Amazon SDK 7 Bt L& KBRS Z
- {FHAAWS SDK for NET E{& KBIRYER

- £/ REST APl D E& b2 REIRSR

ﬁJ\

R EERE

#N7E Amazon S3 Glacier  EAEEEFRANR , FA1EHE Amazon S3 Glacier (S3 Glacier) &P A 25 &
FA&R EEKRTF 100 JKFT (MiB) B,

1.

2.

Friaa B L&

MBREERUBH DB &R |, S3 Glacier BREI DR L% ID |, ©RIED B L& —FRRE,
BENEADRLEREHDEZEEN ID, S3 Glacier TERAMELST |, It ID 4% 24 M AEBFRET
5,

EEBHIDREEHNERF , BREERKD (AFTHENEM ). RTBRE-BRUIN , BLENS
— BRERAIN R

® Note

R R AR, EFFEANEBMERAD, XEWE , £ B LEERN , BT
THEMERNPBATERASR EE. BREERT DR EERRERK/NEIT,

AN, R DR EEERF , BB MRE RN RRER,
LR
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MNTFEMREEER , ELRNESREESR 1 PRIV DR LZ ID, BbAL , BIERF |, EEHLH
BEERRBRERAERTNNVENANBTTE (AFTTAEN ) . S3 Glacier HEXEARREBEE
ERLGESINFHARRE, BTERHT LENE-—RNNREE , At , ESBRERERLER
CRAPMME , Bt , BAIEMAIRF EER. WA, BETUHIT EER, MREFERS 2L
FHNRERNARCE LEHR , Mol LENRSRES.

3. FEH (HFL ) 7BRLEE

LEMBEMERRE , B UERTRIRE, A, BELMEFRPIEE L ID, S3 Glacier HF
BRIERHENARCREUAAFIRFHES N 2B , NRIEERE. S3 Glacier X“5EK 7 B L&£"1F K
HY R R IR ROV RYRAVAER ID, WREE B REAERPRYE T AENRRER |, 1
S3 Glacier 2 ESHHAMNERMXEK, RNTKD B LERE , BT EI AT R LEE ID. XE
K& , BT EAGREZ D R LR ID X ER.

MRELZELEE  NETEERAZDRLEE ID EEHMEANR, 5ELEND R EABXEKRNE
AR S AN R FREBIERER. MRBEMTR EEEERT , WEAEEZEFELE , eBR
ARER I AR MK

By IR 53 BR £ A2 4 4E

Amazon S3 Glacier (S3 Glacier) 12t 7 A TN 2 B L% API A,

- JIHEBE—FIALRE, BAUIIEBESBR LENE, ERREEXEADTER L& LENBHNER,
FHFEMFHERER , S3 Glacier &%IRE 1,000 RNER. NREESRENDERLESIE | N
SZRENT , HEMMPRIRE—MEREMNEFTEMBHRESIRWIRIE, BFEERIEMMEREKRL
REENE, BIE , RENRIRTESERTR LEHEER,

« JHS R EE—FIALRE , BULIREEERITHS R EEANIIR, EE#THIREERETE
BREARTRIFLEN LE. XTHNMIEDERLEER , S3 Glacier ®Z%IRE 1,000 M7 B L&,
MREESHREAEIN  WER2ST , ARWNPLER —MERENEFEMERESIRN
rid. BRBEREMMBEBRRERZR RN R 4L,

BRiR

TREHRT 2B ELANROIE,
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ltem M3B

RAERAND 10,000 x 4 HFFT (GiB)

BREENDBRORABE 10000

DR 1MiB 2l 4 GiB , &E— N2 BRAL/NT 1 MiB, BRI LS

EXRME (RFTREN ),

DERPUIIAKFT (1024 KiB ) R 2 T , 4l
1, 1048576 (1 MiB). 2097152 (2 MiB). 4194304 (4
MiB). 8388608 (8 MiB),

FIHD BRIEREEN T BRNRAKE 1000

EIHD B EAZAERPRENDERE 1000
RAHE

fEA AWS CLI Ef& KRERYZ

EAILAE A AWS Command Line Interface (AWS CLI) £ Amazon S3 Glacier (S3 Glacier) # il Bx#4
R, ATHREARBEHRN LEKLK |, S3 Glacier R T 2 API BERZFS B LR, BidiXL API
BE, B R EABR, SR, DUEAIRE AR T EEXLER, IRENBRLEEAX
W, WERFEEHLERZDER  MEAFTERNLEEMIR, BN KNI 1 FTE KL 40,000 GiB
MIERER DR &,

BX S3 Glacier 7B EENEZER |, HSHP B LERBEME (2R EE ),

N

£

o (ER%EM)RE AWS CLI

o (RREH ) BE Python

o (ER%EM) BIE S3 Glacier X FE

« R 5H AWS CLI DR EE KBRS
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( ER%EM ) iRE AWS CLI

1. T#HHEE AWS CLlI, BxiiEH , 52/ (AWS Command Line Interface AF#E®E) FHET
&

£ % AWS Command Line Interface

Bt AWS Command Line Interface

2. EwTRTAFLAAUTHSREIE AWS CLI RE, XEGHREEARMEL , b ERR
AEC & XX HF Y EALE

« R help 55,
aws help

- EFRMEHEEMK, L S3 Glacier XHEMWFIR | EEH list-vaults v, &
123456789012 B RNE B2 H AWS K 1D,

aws glacier list-vaults --account-id 123456789012

- EEE AWSCLI WHRIBERIE , B5F A aws configure list H,

aws configure list

( BREH ) REE Python

ERRORLEE | BXTITEE EEWER SHA256 MEKR %S, HIgESITEE FENHER
SHA256 WM ETE. EitEF AR SHA256 MR % |, ATLAER Java, C# ( EH .NET)
=% Python, TELLRBIF , E&FEA Python, BXREMA Java &% C# Hi%EA , TSR ITERK A,

BRZE Python WEZER |, 55 (Boto3 FXARIERM) HH LI FH Python,

( ERFMH ) 2l S3 Glacier XH-F

EFATEN R , XAED0E - S3 Glacier X4 E., BXxNANEXHENESZER , H5
7 Amazon S3 Glacier &I X4,

A EFA AWS CLI 5 B L2 KB E

ERGIH | B - N HER DR & AP R/ER I U 9 B E4£E] Amazon S3 Glacier,
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/A Important

EFREERZE , FRREEHRITHEERFGNTR, ELAHE , XTCIEXHE | &
B AWS CLI , ##EZFFEMR Java, C# = Python K1t & SHA256 HEB %

TSR MEA initiate-multipart-upload. upload-multipart-part fl complete-
multipart-upload AWS CLI &%,

BEXEXERTHESFARGE , 52H (AWS CLI s s5%E) H# initiate-multipart-
upload, upload-multipart-part Fl complete-multipart-upload.

1. fEH initiate-multipart-upload S BIE S R LERR. EENERP , BEEIEKRD (URFTEH
NBHM ) BRTERE—NDTBUN , ELENBINDBBSLANE KD, Bo) LEESE , BFXFE
EAEEMMIERNAD, B2 ERE—STERLEN , BNEEMNESN IR E KRN (LEF
NEBAL)

ETEMNHSE , & --vault-name M --account-ID SHMWEER N ECECHEE., HD
BESMNGFEEDBRANR 1 KFET (MB) (1024 x 1024 £ ) R, MREE  FEHR
It --part-size SHIE,

aws glacier initiate-multipart-upload --vault-name awsexamplevault --part-
size 1048576 --account-id 123456789012

FRs

{
"location": "/123456789012/vaults/awsexamplevault/multipart-uploads/uploadId",
"uploadId": "uploadId"

}

TEE , Ha TR D R LA RIR £ ID M4 S3 Glacier ML E, EEEFRE , LRE
Rtk £4% 1D,

2. BERRHIF , BALUEAUTHTRE— 4.4 MB XK , FEHFDSHN 1 MB IR |, RF L&
MR, ELERBCHXY  BUURBRRUNTSREBBEHFI NS I RHA LEBIN TR

Linux 2 macOS
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https://docs.aws.amazon.com/cli/latest/reference/glacier/initiate-multipart-upload.html

Amazon S3 Glacier FEANGIER

AR 85 44E Linux 2 macOS L& —4& N file_to_upload B9 4.4 MiB B934,

mkfile -n 9000b file_to_upload

Windows

AT 85 1E Windows E8|Z—18 7 file_to_upload B 4.4 MiB #9304,

fsutil file createnew file_to_upload 4608000

3. ETR, LRIEHIXHFHFD A 1 MiB B3R,

split -b 1048576 file_to_upload chunk

FZOEBUTEMNR, BTENKNR 1 MB, &ZE—PR 400 TFTF (KiB).

chunkaa
chunkab
chunkac
chunkad
chunkae

4. fEH upload-multipart-part S A LA RN — N B, ERILUREAIREF LEHERS B, A,
BRI AHIT EED B, BRZTUN -9 B L5 L4 10 000 B,

ETENGSH , FE# --vault-name, --account-ID ] --upload-id SHHE, L&
ID %45 initiate-multipart-upload fof i PIRMEA ID HIEE, --range SHIEER
FLEEKNA1MB (1024 x 1024 F1 ) WD R AP BRNEHRE initiate-multipart-
upload HHEEN KN —F, MBEXE , FHEBLLEKX/NME, --body SHIEELE LENDER
9 & #Fo

aws glacier upload-multipart-part --body chunkaa --range='bytes 0-1048575/*' --
vault-name awsexamplevault --account-id 123456789012 --upload-id upload_ID

MREY , ZSTHERLTEE LEDBRREMB A H,

5. BRE{T upload-multipart-part WP L&D EENERSS. EFE NGTH --
range M --body Z28{E , FHELE &N 25 RHELTE,
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aws glacier upload-multipart-part --body chunkab --range='bytes 1048576-2097151/*'
--vault-name awsexamplevault --account-id 123456789012 --upload-id upload_ID

aws glacier upload-multipart-part --body chunkac --range='bytes 2097152-3145727/*"'
--vault-name awsexamplevault --account-id 123456789012 --upload-id upload_ID

aws glacier upload-multipart-part --body chunkad --range='bytes 3145728-4194303/*'
--vault-name awsexamplevault --account-id 123456789012 --upload-id upload_ID

aws glacier upload-multipart-part --body chunkae --range='bytes 4194304-4607999/*'
--vault-name awsexamplevault --account-id 123456789012 --upload-id upload_ID

® Note

BRAGTH --range SEERD , AN LENRE—N2ERNTF 1 MiB, NIRRT , &
M TEHNERBESIELESBREMBE T,

6. TR, LREANRHTRLE, BANTFEERNEKNF SHA256 HEBRFH.

EiTELRM SHA256 #EwR % | AILAEA Java, C# = Python, FEULRAIF |, BIFE R
Python. BXfEA Java = C# WiiEA , BSRITERK A,

B2 Python X checksum.py AU TRE, RFE , HEHREBXHHE .

from botocore.utils import calculate_tree_hash

checksum = calculate_tree_hash(open('file_to_upload', 'rb'))
print(checksum)

7. 1217 checksum.py LAt & SHA256 e %, A TR HEASESENE HATE,

$ python3 checksum.py
$ 3d760edb291bfc9d90d35809243de@92aecastc4t7b308290ad12d084T69988ae0c

8. f#H complete-multipart-upload 8 S TR L&, Bk --vault-name, --account-ID, --
upload-ID Hl --checksum S8 HE. --archive SREUFTHEMBEEMRNE KD, It
BEXTNRNELENEBNFIER M2, IREE , FERLE,
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aws glacier complete-multipart-upload --archive-size 4608000 --vault-
name awsexamplevault --account-id 123456789012 --upload-id upload_ID --
checksum checksum

RE , Zo SR EEERN ID, REMEKTE S3 Glacier FLE,

di

EAEAT Java B Amazon SDK 0 Bt £ & KB4

BT Java B9 Amazon SDK &M S RAER AP #RRMH T EEXBREN S % ( SHE Amazon
S3 Glacier A E&ZREE ),

- ZER AP BRETETUARLEAFAXPERENSZ. BESELEOXH , ZHiakEs—
BED EERMEREFEH Amazon S3 Glacier (S3 Glacier) M 2 B EE X iFR 0 ER LR,

« ZER API ERMEG T KR REST £fE. FHitt , ERHT —MER-BREP LERPIEENTE
R —AXFRAERN DR EENTGE, IR T ERER APl 2 B & REHRBNIRE,

BXEHRINER APl NESZER |, BHSHE“S AWS SDK for Java 5 Amazon S3 Glacier &&{E ",

FT
« fFHAWS SDK for Javati &4k APl 0Bk E&E KREIRR
« EFAWS SDK for Javaif4k AP| 7 B¢ L& KREIF4=R

ffEAAWS SDK for Javaty &% APl 7 Ex L4& REIRS=R

U LAERASR API FWHERE S E AN RFABEMER, REMRKXD , SR API FESRERTEEAN
BEPLAEE  E2 MM S3 Glacier RN DR 12 API L&ER, BXEZER , BZHAFEA
AWS SDK for Javati &R APl H{E#¥4 %,

fEFHAWS SDK for Javaif 4k AP| 9 B¢ b5 KEIR4 R

FNF EENNERS  BUAERRR APl (B LEEPEEERARLEDS ) . UT2HEH
AWS SDK for Javaz Bt L& KERRAPE,

1. 82 AmazonGlacierClient 3 ( FF % ) BIEHl,
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REERELEEHPREFHREN AWS Xig, SEALEFIRPITNAERER2RATZ AWS
l:ijo

2. BXAA initiateMultipartUpload 52B3I D& L4,

LEERME MR XEERN, ELANMREN AN, Ui RFEAMXER, BB
H6lE InitiateMultipartUploadRequest KHSEHIIRMLELER. ERMA , S3 Glacier iR
| E4& 1D,

3. B3 A uploadMultipartPart ik Ef£ER,
NFELZENB—BR , CEEREM4EES. NELBRPLENSKEEHENTTEE. BE
FEHREA , Uk E£ 1D,

4. BI A completeMultipartUpload HEFRER DR L,

BERERM EE D, BMEENREN, HEND (BLENRBRNASKD ) MXHES
#ro S3 Glacier M A2y 7 ER#F SRR IR E #5458 1D

R~ FEAHAWS SDK for Java?y Ex E & KREIRSE

AT Java REBRBIEAAWS SDK for JavalF i E& B X HEE (examplevault), BXIMAEITIH
TREIN D B3R |, ESBIER Eclipse 1217 Amazon S3 Glacier B Java R~fl, BEBEEHF LEX
HEAMESMERNAB,

(® Note
L RBIXS 1MB X 1GB WERK/NERM, B2 , S3 Glacier XIFHR AN 4GB M5 R

Example

import java.io.ByteArrayInputStream;

import java.io.File;

import java.io.FileInputStream;

import java.io.IOException;

import java.security.NoSuchAlgorithmException;
import java.util.Arrays;

import java.util.Date;

import java.util.lLinkedList;

import java.util.lList;
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FRARER

import
import
import
import
import
import
import
import
import
import
import
import

public

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
com.

amazonaws.

amazonaws

amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.

AmazonClientException;

.AmazonServiceException;

auth.profile.ProfileCredentialsProvider;

services.
services.
services.
services.
services.
services.
services.
services.

glacier.
glacier.
glacier.
glacier.
glacier.
glacier.
glacier.
glacier.

util.BinaryUtils;

class ArchiveMPU {

AmazonGlacierClient;
TreeHashGenerator;

model.
model.
model.
model.
.UploadMultipartPartRequest;
model.

model

CompleteMultipartUploadRequest;
CompleteMultipartUploadResult;
InitiateMultipartUploadRequest;
InitiateMultipartUploadResult;

UploadMultipartPartResult;

public static String vaultName = "examplevault";

// This example works for part sizes up to 1 GB.

public static String partSize = "1048576"; // 1 MB.

public static String archiveFilePath = "*** provide archive file path ***";
public static AmazonGlacierClient client;

public static void main(String[] args) throws IOException {

ProfileCredentialsProvider credentials

client =

= new ProfileCredentialsProvider();

new AmazonGlacierClient(credentials);

client.setEndpoint("https://glacier.us-west-2.amazonaws.com/");

try {

System.
String
String
String
System.

checksum =

out.println("Uploading an archive.");
uploadId = initiateMultipartUpload();

uploadParts(uploadId);

} catch (Exception e) {
System.err.println(e);

archiveIld = CompleteMultiPartUpload(uploadId, checksum);
out.println("Completed an archive. Archiveld: " + archiveld);

private static String initiateMultipartUpload() {

//

Initiate

DR EARBEME
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InitiateMultipartUploadRequest request = new InitiateMultipartUploadRequest()
.withVaultName(vaultName)
.withArchiveDescription("my archive " + (new Date()))
.withPartSize(partSize);

InitiateMultipartUploadResult result = client.initiateMultipartUpload(request);

System.out.println("ArchiveID: " + result.getUploadId());
return result.getUploadId();

private static String uploadParts(String uploadId) throws AmazonServiceException,
NoSuchAlgorithmException, AmazonClientException, IOException {

int filePosition = 0;

long currentPosition = 0;

byte[] buffer = new byte[Integer.valueOf(partSize)];
List<byte[]> binaryChecksums = new LinkedList<byte[]>();

File file = new File(archiveFilePath);

FileInputStream fileToUpload = new FileInputStream(file);

String contentRange;

int read = 0;

while (currentPosition < file.length())

{
read = fileToUpload.read(buffer, filePosition, buffer.length);
if (read == -1) { break; }
byte[] bytesRead = Arrays.copyOf(buffer, read);

contentRange = String.format("bytes %s-%s/*", currentPosition,
currentPosition + read - 1);

String checksum = TreeHashGenerator.calculateTreeHash(new
ByteArrayInputStream(bytesRead));

byte[] binaryChecksum = BinaryUtils.fromHex(checksum);

binaryChecksums.add(binaryChecksum);

System.out.println(contentRange);

//Upload part.

UploadMultipartPartRequest partRequest = new UploadMultipartPartRequest()
.withVaultName(vaultName)

.withBody(new ByteArrayInputStream(bytesRead))

.withChecksum(checksum)

.withRange(contentRange)

.withUploadId(uploadId);
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UploadMultipartPartResult partResult =
client.uploadMultipartPart(partRequest);
System.out.println("Part uploaded, checksum: " + partResult.getChecksum());

currentPosition = currentPosition + read;
}
fileToUpload.close();
String checksum = TreeHashGenerator.calculateTreeHash(binaryChecksums);
return checksum;

private static String CompleteMultiPartUpload(String uploadId, String checksum)
throws NoSuchAlgorithmException, IOException {

File file = new File(archiveFilePath);

CompleteMultipartUploadRequest compRequest = new
CompleteMultipartUploadRequest()
.withVaultName(vaultName)
.withUploadId(uploadId)
.withChecksum(checksum)
.withArchiveSize(String.valueOf(file.length()));

CompleteMultipartUploadResult compResult =

client.completeMultipartUpload(compRequest);
return compResult.getlLocation();

£ FHAWS SDK for NET L& KBIf42

EAT NET B Amazon SDK RIS RFER AP MRE T B LAXBEBRENSGE (SHE
Amazon S3 Glacier F FERIZE ) ,

- ZER AP EHTEAUARLEEMRIERNEZ. BEEELENOXY , ZHEiekEE—
TS LERRRFEA Amazon S3 Glacier (S3 Glacier) FHI 2 R L& XK 0 B EEME,

- ZERK API EFMESEIKE REST £, Rt , TIRHET — M2 —BREPLERDIERNEE
DR —HTFRAMRND B AN S L, IR T ERER APl 5 B 15 KRERORE,

BEXEHRINER APl NEZER |, HSHE“SF AWS SDK for .NET 5 Amazon S3 Glacier &&# A",
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E3-
« EFAWS SDK for NETHIEHR APl 9 E& & KBEIRYR
« {FEFAAWS SDK for NETHIESR AP| 0 E& B4 KEIRYZR

EAAWS SDK for NETEY SR APl 2B b& REHR

ERLMER SR API WAER B Z LA NEFABEER, BEERXD , SR API TELREREED
BRED MR, BRER S3 Glacier REMN DB L& API LEARR, BXESZER , BSRER
AWS SDK for NETHS%& APl EEREE,

EAAWS SDK for NETHESR APl 2 Ex E4& KEIRYE

X T AN ERS  ERUERER APl (BT AEREPEREBERARLEFN ) , ATRER
AWS SDK for NETZ ER L& KBRS R,

1. 82 AmazonGlacierClient 3 ( &% ) BIEH,
BREERELEEEPREMRN AWS X, SEALEFRRITHFIERETF2NAZZ AWS
X,

2. @AM InitiateMultipartUpload FEBE D& L%,
LEZRHEEMROHGESER, ELANMRBHAD , BRFREMEXIER, BUE

H6lE InitiateMultipartUploadRequest KHSEHIIRMLEER. ERNMA , S3 Glacier &£iR
| E4& 1D,

3. B @A UploadMultipartPart A& &R,

NTELENE—BR , CRERANAEFEED. FELERPLENSLEASHERNFTTEE. BY
ERREM , UKk EE D,

4. BIEA CompleteMultipartUpload FHEFRER D R L,
BEERM L ID, BNMEROREM, HRXD (BLENFEBRNAG KD ) MIXHESR
Mo S3 Glacier \ LMY 0 R #IERHIREIRSE ID,

R~ ERERT NET 9 Amazon SDK 7B EfE KERSE

LA C# RE3RBIEFHAWS SDK for NETHF R L& ZIXHE (examplevault), BXUMIEITUT
REIN DL HE | FSETRERD, CEEFHFLEXHEHZERNMRE,
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Example

using System;

using System.Collections.Generic;
using System.IO;

using Amazon.Glacier;

using Amazon.Glacier.Model;

using Amazon.Runtime;

namespace glacier.amazon.com.docsamples

{
class ArchiveUploadMPU
{
static string vaultName = "examplevault";
static string archiveToUpload = "*** Provide file name (with full path) to upload
kK1,

static long partSize 4194304; // 4 MB.
public static void Main(string[] args)
{
AmazonGlacierClient client;
List<string> partChecksumList = new List<string>();
try
{
using (client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2))
{
Console.WritelLine("Uploading an archive.");
string uploadId = InitiateMultipartUpload(client);
partChecksumList = UploadParts(uploadId, client);
string archiveld CompleteMPU(uploadId, client, partChecksumList);
Console.WriteLine("Archive ID: {@3}", archiveld);
}
Console.WritelLine("Operations successful. To continue, press Enter");
Console.ReadKey();
}
catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WriteLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");
Console.ReadKey();

static string InitiateMultipartUpload(AmazonGlacierClient client)

{
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InitiateMultipartUploadRequest initiateMPUrequest = new
InitiateMultipartUploadRequest()
{

VaultName = vaultName,
PartSize = partSize,
ArchiveDescription = "Test doc uploaded using MPU."

};

InitiateMultipartUploadResponse initiateMPUresponse =
client.InitiateMultipartUpload(initiateMPUrequest);

return initiateMPUresponse.UploadId;

static List<string> UploadParts(string uploadID, AmazonGlacierClient client)
{

List<string> partChecksumList = new List<string>();

long currentPosition = 0;

var buffer = new byte[Convert.ToInt32(partSize)];

long filelLength = new FileInfo(archiveToUpload).Length;
using (FileStream fileToUpload = new FileStream(archiveToUpload, FileMode.Open,
FileAccess.Read))

{
while (fileToUpload.Position < filelength)
{
Stream uploadPartStream = GlacierUtils.CreatePartStream(fileToUpload,
partSize);

string checksum = TreeHashGenerator.CalculateTreeHash(uploadPartStream);

partChecksumList.Add(checksum);

// Upload part.

UploadMultipartPartRequest uploadMPUrequest = new
UploadMultipartPartRequest()

{
VaultName = vaultName,
Body = uploadPartStream,
Checksum = checksum,
UploadId = uploadID

i

uploadMPUrequest.SetRange(currentPosition, currentPosition +
uploadPartStream.Length - 1);
client.UploadMultipartPart(uploadMPUrequest);
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currentPosition = currentPosition + uploadPartStream.Length;

}

return partChecksumList;

}

static string CompleteMPU(string uploadID, AmazonGlacierClient client, List<string>
partChecksumList)
{
long filelLength = new FileInfo(archiveToUpload).Length;
CompleteMultipartUploadRequest completeMPUrequest = new
CompleteMultipartUploadRequest()
{
UploadId = uploadID,
ArchiveSize = filelLength.ToString(),
Checksum = TreeHashGenerator.CalculateTreeHash(partChecksumList),
VaultName = vaultName

i

CompleteMultipartUploadResponse completeMPUresponse =
client.CompleteMultipartUpload(completeMPUrequest);
return completeMPUresponse.Archiveld;

}

£ REST API 9Bk E4& KRBIRE

MP R EERBEE (SEREE ) AR, 7R EERE-ARE , XERETLEED R EARRFN
ITHRXRE, ARXERENESER , BESHUT APISETE :

- BB LEE (KHDBLE)
- FREB (RELZID)

s ERTBREE (KWMEEID)
s FIESEBE4E (MIBRE/ID)
- BIHE (FREBLEEID)

c IS B EE (RSP EREE)
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1£ S3 Glacier F TR =

Amazon S3 Glacier 2t T —MNEEERGF A , BUUERAERIENBBRXEE, BER , BXEE
SERAEEEGIAM S3 Glacier THEMER, ETHRA ., WMMHEMIUSERE , BXFERA AWS
Command Line Interface (AWS CLI) wmERXBREEER ( JEEFA REST APl HEA AWS
SDK ) .

BX¥F S3 Glacier 5 AWS CLI BB EAMEER |, 155 5S3 Glacier B AWS CLI &, BEZR% AWS
CLI , 555 AWS Command Line Interface, BA T~ EBI 4B 04aE FHAWS SDK for Java, AWS SDK
for NET #1 Amazon S3 Glacier REST API 142 T Z| S3 Glacier,

F&:

- £ AWS #ZH 5% EK S3 Glacier i4%

{#F AWS SDK for Java £ Amazon S3 Glacier F FE 4%
£ AWS SDK for .NET #£ Amazon S3 Glacier F FTEH &R
£ REST APl TER4%R

£/ AWS CLI £ Amazon S3 Glacier # FEHRR

A AWS 4B ZE S3 Glacier #4%

M Amazon S3 Glacier REMER—IMRIIBIE , LEEEERIRS , AGEESTRETHE
H, EEFMBRRES , BALUMERBEEL ( POST 461 ) REST API #4E , =% AWS CLI 5
AWS SDK FIER TR,

£}
« BERRIET
c ATREBENEERR

M S3 Glacier REMER— N NBENTROIE,
KREMR
1. BIRRERRES.

a. FRELERZEMNMEMN ID. B UMNXHEESEIRERYE ID, EALUET REST API, AWS
CLI 2 AWS SDK 3REU#4=E ID, BXEZELR , 55 1E Amazon S3 Glacier 2 T & X4

U B
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b. ERAE3NEI (POST fRill ) BERBFNES , B3R S3 Glacier NELE T HER BN

RN —ED

LB HESE |, S3 Glacier 2HEMBHIREES ID AR IEITES. (WSR2 Ak, EES
SERZE , BRETRESAH, )

/A Important

BIER ZRBOAES BEM Initiate Job EREM , A4
PolicyEnforcedException & , BEXNR TR K. BXBFEREZRBHNES(E
B | 2 S3 Glacier iEK R%E M, BHX PolicyEnforcedException REMNEZE
B, FZHEIRMA

MREFE , B LUEREAME S3 Glacier PR BEEIEE . BHXM S3 Glacier FHEMELIEN
EZEER , B3 (Amazon Simple Storage Service A E) T A T RN RN EF#EE,

2. EEFERE, FRARRESHE (KIEL ) BETHFT.

BEUNLTHAAEZY  AEEEFTEE , ATHESHEN -2, ¥ TRANEH , AXKRT
BRENARETHRK (FW, BTREREREMAN ) BNEEFRHER, MREELE—ER
PREUESEE  FERNZRERE , NEFFETINLEHRTETHAE, B2, MREUXRT
L, T —RESAHE , WERAFTEHRFT R TREPOES , MAREN @,

S3 Glacier #ETMIES , AlE , BF EMERLH, FFEXKENED 24 PIRBALIH |
XEWE , BUNEESTREN 24 MEBRATERALH, EWELHNESREEETK , BEANT
T2 —REHRS :

- EFESERBEH -ERLIEE S3 Glacier EEKEF B AU BE X MBEEH Amazon Simple
Notification Service (Amazon SNS) &, S3 Glacier REEEREFET 2 KIEBH,

BEESE |, BRI ZESIEE Amazon SNS 8, BT EENESERFBIEE Amazon SNS
FELUN , MREBHNHEENINEREEHIRE TBHEE , S3 Glacier &M% SNS T .,/
BH, BXxEZEL | HSE1E Amazon S3 Glacier HFE & STHFEE A,

« EXNEREZEE Bt LAER S3 Glacier Describe Job API operation (3R E% ( SREUES
D)), AEHRAESZELE. B2, BiUFEA Amazon SNS B4,
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® Note
£/ Amazon SNS BHIKEVWEE 5@ Describe Job API B{EFTIRELMIE B4 E,

BERLRIET

ERIRBMENTESE , BUBRBHRNBMEEAEREEUATRERT . — BEXRRENNE
B, #&%% Amazon S3 Glacier E{ts

o INIE - NERBRAFELEBREEZSEREFERRINRZE R FME S3 Glacier Flexible Retrieval
FfE3K D S3 Intelligent-Tiering A4 G RIE P EBIE. XN FERTHAEME (250 MB LA L ) 248
FRrEEMNR  FAMERRGENBIEEEL 125 78N TH, MEEREBRRELETEN,
ALUERAHNNERRAIRRBE, BEXELER  BoRATLERE.

o PR FRERBAFBEBNNRBREZHEENR., FMERRBEEE 3T 5 MRATRK. “RE2
KRIEERRETINR RIERNEEIREILET,

- HtE - HER KR S3 Glacier RIEEA AR RIET , FETUE—RKNURBHIREAREZERE (B
ERPBR) MBIE., HERRBEE S5 F 12 MTHERK.

TREETHERRET, BXENMWER , 55 Amazon S3 Glacier EEfT.

E# 1T Expedited, Standard = Bulk #% , i54¥ RestoreObject REST APl {EiERHP M Tier
BRTRIEERNEEENILEI , L AWS Command Line Interface ( AWS CLI ) 2% AWS SDK H#
Bk, MREWKETHRESE , WAMEMERRBLBELENMEESE BNREBLE,

MEERE

MEEREFPARELFEN , TUEAHNMELRNEREE, B/ RELVBRES 7HE
DABIAT 3 MNERE |, FRHUSIE 150MB/R ( MBps ) IR REFEHE.

MRENTENBFERSHREENNBIEFEATNMNLRMEE (ADHNEM ) | BIUEBX
MARKRAE, RENEKERENNELZBE B ANES  ERERIBERAT2HATIENSTE
Ro T , MREFEREMALLBRIMERTE , BEXTUWRTNEERLZTE.

WRMEESE

WA LAE R S3 Glacier ##|& . WEFME EAE (POST provisioned-capacity) REST API, AWS SDK
o AWS CLI XTI ERE LI, BXTEERENENER , S H Amazon S3 Glacier Efft»
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MEERERREE—NA , NEX B MR HITE,

MRFBBBHN—TANE 3N X, SHEHNITNANSZE—K. flan , MRFHBHN 8 A 31
B, USHARNIOA30H, RABEHA1 A3 B, WSHAMAN 2 A 28 H.

£/ Amazon S3 Glacier #2245 MR ER S

1. &%&EF| AWS Management Console , AF&EIS LT ML FF S3 Glacier ##|& : https:/
console.aws.amazon.com/glacier/home,

EEMNSMERT , ERBERRIRE,

ERRBAREM (PCU) T, &EME PCU, HAHEERME PCU SHEE.,
MREMENEERE , BERIANWEEFHA confirm,

EFEME PCU,

o b~ 0N

RXTREENERER

HIEM S3 Glacier R ERE , LA LIEFRMEBIEEERRNERTE (B2 ) . MUANRREMY
R, MREENTUTERE  BEEFTEERXREM :

- EEEHBIETH - S3 Glacier AP EBERRIBERTREHN 24 NMATHRRNVEIE. Fit , &7
RRABERRERNELLSD , DMERLEN TEAEERNER TR E K,

« RRABEEENERER -HI0, BRECARETHS XA UE RN L TXEXH
BOEBRRIEXHRN— L, EXHERT , EUBEIERA - MREREE-RE
B, ZEEESBRMBHNXS. HE  BAUUBHIZIMEER , BNMNERGEF MW -1
SN XHHER

LERABERREIRRESH , BLFRALEZTXFHEE, ERERY , ZTEETUNE (&
RMVFTK ) TR, HEMEEHES 1-MB [HIFE ( IMB, 2MB. 3MB , #XIL3HE ) LT LA

ZEENERAUREHENGRRATBEITANEM 1IMB ERELL. Wi REEE (RRES
TG ) TRERNREBRENE , NEEESEHFHERNEEELAARTR BT, AUERAR
S MKERBEEERIBRTRBHRA, BRBATHFHAHEREXNFTNESEE , TSR THE

fERT BB,

£ AWS SDK for Java £ Amazon S3 Glacier F T 4%

BT Java B9 Amazon SDK M ERFER AP #RME T THRRMNTT *.
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F&
« EAAWS SDK for Javam % APl TEi#4=
o {FAHAWS SDK for Javalk4di APl TR

fE FHAWS SDK for Javam & APl T&Ei#4=

ZEP API Y ArchiveTransferManager KMt T B AT LU AR TEHAZEMN download %o

/A Important

ArchiveTransferManager X8| Amazon Simple Notification Service (Amazon SNS)
FBE |, ULRIZEBITEH Amazon Simple Queue Service (Amazon SQS) A3, RfE , ©E3
THRERRES , AXNKIFTRAAEKRITA/R. MRESTA , WTFHETHR. BXK
RNENFEHAEER , BSE HERTIET,

T~ EAAWS SDK for Javafi &4 APl TEif4E

AT Java REERBIMNEEFEL (BEIXM ) X (us-west-2) FEIXHFE (examplevault) # T
SR

BRIEBITHROIN D HHE |, ESH €A Eclipse 517 Amazon S3 Glacier # Java 14", BEREE
HUAE ID ME THHURNA i XHREFREZETHRB

Example

import java.io.File;
import java.io.IOException;

import com.amazonaws.auth.profile.ProfileCredentialsProvider;

import com.amazonaws.services.glacier.AmazonGlacierClient;

import com.amazonaws.services.glacier.transfer.ArchiveTransferManager;
import com.amazonaws.services.sns.AmazonSNSClient;

import com.amazonaws.services.sqs.AmazonSQSClient;

public class ArchiveDownloadHighLevel {
public static String vaultName = "examplevault";
public static String archiveld = "*** provide archive ID ***";
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public static String downloadFilePath = "*** provide location to download archive

kkkl.
’

public static AmazonGlacierClient glacierClient;

public static AmazonSQSClient sqgsClient;

public static AmazonSNSClient snsClient;

public static void main(String[] args) throws IOException {

ProfileCredentialsProvider credentials = new ProfileCredentialsProvider();

glacierClient = new AmazonGlacierClient(credentials);

sgsClient = new AmazonSQSClient(credentials);

snsClient = new AmazonSNSClient(credentials);
glacierClient.setEndpoint("glacier.us-west-2.amazonaws.com");
sgsClient.setEndpoint('"sqgs.us-west-2.amazonaws.com");
snsClient.setEndpoint("sns.us-west-2.amazonaws.com");

try {
ArchiveTransferManager atm = new ArchiveTransferManager(glacierClient,
sgsClient, snsClient);

atm.download(vaultName, archiveld, new File(downloadFilePath));
System.out.println("Downloaded file to " + downloadFilePath);

} catch (Exception e)

{

System.err.println(e);

fEHAWS SDK for Javaik4: APl TE#43E

LT REHAWS SDK for Javafi4k AP K EXHEBTENT R,

1. 82 AmazonGlacierClient 3£ ( FF % ) BIEHl,

BEEREENDTEHEEN AWS Xig, ZFEALEFIRRITHMERESSNAZIZ AWS X
=,
2. BiIHIT archive-retrieval AEE3) initiateJob 5.
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BE LB B — InitiateJobRequest EKMRHIRBESEL , HlHn , BETHWRRNRY
R ID, UAREFLE Amazon S3 Glacier (S3 Glacier) @ & /A EFS TR E S K W% Amazon SNS *
B, ERMEERL , S3 Glacier IREIES ID. ZMBILF— InitiateJobResult FEHEHFIH,

JobParameters jobParameters = new JobParameters()
.withArchiveId("*** provide an archive id #***")
.withDescription("archive retrieval")
.withRetrievalByteRange("*** provide a retrieval range***") // optional
.withType("archive-retrieval");

InitiateJobResult initiateJobResult = client.initiateJob(new InitiateJobRequest()
.withJobParameters(jobParameters)
.withVaultName(vaultName));

String jobId = initiateJobResult.getJobId();

BRI LLERIEEFZTEE , LAER S3 Glacier AR RN —2p5, Hla0 , EBA LUET RN T8
AEFHENER , LiEKR S3 Glacier RAEZEZER 1MB E| 2MB %4,

int ONE_MEG = 1048576;
String retrievalByteRange = String.format("%s-%s", ONE_MEG, 2*ONE_MEG -1);

JobParameters jobParameters = new JobParameters()
.withType("archive-retrieval")
.withArchivelId(archiveld)
.withRetrievalByteRange(retrievalByteRange)
.withSNSTopic(snsTopicARN);

InitiateJobResult initiateJobResult = client.initiateJob(new InitiateJobRequest()
.withJobParameters(jobParameters)

.withVaultName(vaultName));

String jobId = initiateJobResult.getJobId();

3. FEFEF T,
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BAMERESHECEFRETHENES, NREBEXHEHSIZE T R Amazon Simple
Notification Service (Amazon SNS) =B BEHEE , HEEBSNEFEIEE 7T Amazon SNS E
& , W S3 Glacier R EFTEHEFEMZEBRIEHER .

LA, BE A LUET B A describelob A% S3 Glacier REEESEHRIRS. REMM |, £
F Amazon SNS FE#TEH T —2HEN X,

4. BIEIT getJobOutput FETHESHE (HREIE )

WA LUE B2 — 1 GetJobOutputRequest KAEFIRIBEIERER |, w0 , F55 1D MXHE
B ™o S3 Glacier IREIRY#i H {2 F GetJobOutputResult &,

GetJobOutputRequest jobOutputRequest = new GetJobOutputRequest()
.withJobId("*** provide a job ID ***")
.withVaultName("*** provide a vault name ****");

GetJobOutputResult jobOutputResult = client.getJobOutput(jobOutputRequest);

// jobOutputResult.getBody() // Provides the input stream.

BENRBERSTHEMSHE., SULUERMHAREREN -2 , IEBIELEN
GetJobOutputRequest FIEEEFTBEURIMXR THEN G,

GetJobOutputRequest jobOutputRequest = new GetJobOutputRequest()
.withJobId("*** provide a job ID ***")
.withRange("bytes=0-1048575") // Download only the first 1 MB of the
output.
.withVaultName("*** provide a vault name ****");

£ R IEHY GetJobOutput AR , S3 Glacier REIE THNHFE B2 HREM (MRFBERESR
). BXEZEE , ESATREERERRE,

ERNTRPRERER , CREAUERFHRITERRMN , HFFHEE S3 Glacier MR H R IEH R
5 M #H LE R

NTHEET MIESEENERRRES , CERDESHRN , e B LERRIVEENRE
M (SHA256TreeHash), & AER WWER —SHIANEHRE THN BN FTEERNERME, £l
o, MRERFHESFSURRUAMERFNFTOEETE , ARUAKRTHEAL , £EE0NE1
GetJobOutput FRIFERE—MREM , WETUEEFRITEETHHNSNE2HREMN , RE
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TERERE., BALFES S3 Glacier RIS IHIRES ERMRE N KRB ML |, LA
BTHNEBENETBES S3 Glacier F N FETHeEMEE,

ETHRUITENRE , ES5 =~ 2 : £H AWS SDK for Javaffd: APl # ZREE— X R T &5
=1

B 1: EHAAWS SDK for JavafEg API 1 R4 %

AR Java REBROISMNIEBENXIHETHME, EFTXE , ZRHIELESL— getJobOutput @A
RFTIEENE, BXRUXRTEBHARA , HSR RO 2 : £ AWS SDK for Javalkg AP|
RER—BXRTHESL

ZRBIMATUATES ¢

« /% Amazon Simple Notification Service (Amazon SNS) &,

SERAESEE , S3 Glacier 2@ Itk EBKIXEH,
812 Amazon Simple Queue Service (Amazon SQS) BA 5l

Z Bl IZRA S R EE |, LAE Amazon SNS EEAER [iZBAFI K E S
« BHESUATHIEENHE.

EESERSD | I8 7 0IER Amazon SNS =& |, LU{E S3 Glacier I ERZRESERZETLF
BA,
- EHKE Amazon SQS BAFIRBEEE1ZES ID BEE,

MEEHEE , Mo JSON , HREBESEEERIITK. REKIITR , N TEHHE,
- BEMBREGIZE Amazon SNS EEH Amazon SQS RA5II5E BRHE < BiE,

import java.io.BufferedInputStream;
import java.io.BufferedOutputStream;
import java.io.BufferedReader;
import java.io.BufferedWriter;
import java.io.FileOutputStream;
import java.io.FileWriter;

import java.io.IOException;

import java.io.InputStream;

import java.io.InputStreamReader;
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.i0.0utputStream;

codehaus.jackson.
codehaus. jackson.
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codehaus. jackson.
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amazonaws.
amazonaws.
amazonaws.
amazonaws.
amazonaws.
.auth.policy.
amazonaws.
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util.HashMap;
util.List;
util.Map;

JsonFactory;
JsonNode;

JsonParseException;
JsonParser;
map.ObjectMapper;

AmazonClientException;
auth.policy.
auth.policy.
auth.policy.
auth.policy.

auth.policy.

Policy;
Principal;
Resource;
Statement;

Statement.Effect;
actions.SQSActions;

auth.profile.ProfileCredentialsProvider;
glacier.AmazonGlacierClient;
glacier.model.GetJobOutputRequest;
glacier.model.GetJobOutputResult;

services.
services.
services.
.glacier.model.InitiateJobRequest;

services

services.
services.
services.
services.
services.
services.
services.
services.
services.
services.
services.

services

services.
services.
services.
services.
services.

services

glacier.model.InitiateJobResult;
glacier.model.JobParameters;
sns.AmazonSNSClient;

sns.model.
sns.model.

sns.model

CreateTopicRequest;
CreateTopicResult;

.DeleteTopicRequest;
sns.model.
sns.model.
sns.model.

SubscribeRequest;
SubscribeResult;
UnsubscribeRequest;

sqgs.AmazonSQSClient;

sgs.model.
.sqs.model.
sgs.model.
sqs.model.
sgs.model.
sqs.model.
sgs.model.
.sqs.model.

CreateQueueRequest;
CreateQueueResult;
DeleteQueueRequest;
GetQueueAttributesRequest;
GetQueueAttributesResult;
Message;
ReceiveMessageRequest;
SetQueueAttributesRequest;

public class AmazonGlacierDownloadArchiveWithSQSPolling {
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public static String archiveld = "*** provide archive ID ****";
public static String vaultName = "*** provide vault name ***";
public static String snsTopicName = "*** provide topic name ***";
public static String sqsQueueName = "*** provide queue name ***'";
public static String sqsQueueARN;

public static String sqsQueueURL;

public static String snsTopicARN;

public static String snsSubscriptionARN;

public static String fileName = "*** provide file name ***";
public static String region = "*** region ***";

public static long sleepTime = 600;

public static AmazonGlacierClient client;

public static AmazonSQSClient sqgsClient;

public static AmazonSNSClient snsClient;

public static void main(String[] args) throws IOException {

ProfileCredentialsProvider credentials = new ProfileCredentialsProvider();
client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier." + region + ".amazonaws.com");
sgsClient = new AmazonSQSClient(credentials);
sgqsClient.setEndpoint("https://sqs." + region + ".amazonaws.com");

snsClient = new AmazonSNSClient(credentials);
snsClient.setEndpoint("https://sns." + region + ".amazonaws.com");

try {
setupSQS();

setupSNS();

String jobId = initiateJobRequest();
System.out.println("Jobid = " + jobId);

Boolean success = waitForJobToComplete(jobId, sqsQueueURL);

if (!success) { throw new Exception("Job did not complete
successfully."); }

downloadJobOutput(jobId);

cleanUp();

} catch (Exception e) {
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System.err.println("Archive retrieval failed.");
System.err.println(e);

private static void setupSQS() {
CreateQueueRequest request = new CreateQueueRequest()
.withQueueName(sqsQueueName);
CreateQueueResult result = sgsClient.createQueue(request);
sqsQueueURL = result.getQueueUrl();

GetQueueAttributesRequest gRequest = new GetQueueAttributesRequest()
.withQueueUrl(sqsQueueURL)
.withAttributeNames("QueueArn");

GetQueueAttributesResult gResult = sgsClient.getQueueAttributes(gRequest);
sqsQueueARN = gResult.getAttributes().get("QueueArn");

Policy sqsPolicy =
new Policy().withStatements(
new Statement(Effect.Allow)
.withPrincipals(Principal.AllUsers)
.withActions(SQSActions.SendMessage)
.withResources(new Resource(sqsQueueARN)));
Map<String, String> queueAttributes = new HashMap<String, String>();
queueAttributes.put("Policy", sqsPolicy.toJson());
sgsClient.setQueueAttributes(new SetQueueAttributesRequest(sqsQueueURL,
queueAttributes));

}
private static void setupSNS() {

CreateTopicRequest request = new CreateTopicRequest()
.withName(snsTopicName);

CreateTopicResult result = snsClient.createTopic(request);

snsTopicARN = result.getTopicArn();

SubscribeRequest request2 = new SubscribeRequest()
.withTopicArn(snsTopicARN)
.withEndpoint(sqsQueueARN)

.withProtocol("sqgs");
SubscribeResult result2 = snsClient.subscribe(request2);

snsSubscriptionARN = result2.getSubscriptionArn();
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private static String initiateJobRequest() {

JobParameters jobParameters = new JobParameters()
.withType("archive-retrieval")
.withArchiveId(archiveld)
.withSNSTopic(snsTopicARN);

InitiateJobRequest request = new InitiateJobRequest()
.withVaultName(vaultName)
.withJobParameters(jobParameters);

InitiateJobResult response = client.initiateJob(request);
return response.getJobId();
private static Boolean waitForJobToComplete(String jobId, String sqsQueueUrl)
throws InterruptedException, JsonParseException, IOException {
Boolean messageFound = false;
Boolean jobSuccessful = false;

ObjectMapper mapper = new ObjectMapper();
JsonFactory factory = mapper.getJsonFactory();

while (!messageFound) {
List<Message> msgs = sqsClient.receiveMessage(
new
ReceiveMessageRequest(sqsQueuelrl).withMaxNumberOfMessages(10)).getMessages();

if (msgs.size() > 0) {
for (Message m : msgs) {
JsonParser jpMessage = factory.createlsonParser(m.getBody());
JsonNode jobMessageNode = mapper.readTree(jpMessage);
String jobMessage = jobMessageNode.get('"Message").getTextValue();

JsonParser jpDesc = factory.createJsonParser(jobMessage);
JsonNode jobDescNode = mapper.readTree(jpDesc);
String retrievedJobId = jobDescNode.get("JobId").getTextValue();
String statusCode = jobDescNode.get("StatusCode").getTextValue();
if (retrievedlobId.equals(jobId)) {

messageFound = true;

if (statusCode.equals("Succeeded")) {

jobSuccessful = true;
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} else {
Thread.sleep(sleepTime * 1000);
}
}

return (messageFound && jobSuccessful);

private static void downloadJobOutput(String jobId) throws IOException {

GetJobOutputRequest getJobOutputRequest = new GetJobOutputRequest()
.withVaultName(vaultName)
.withJobId(jobId);
GetJobOutputResult getJobOutputResult =
client.getJobOutput(getJobOutputRequest);

InputStream input = new BufferedInputStream(getJobOutputResult.getBody());
OutputStream output = null;

try {
output = new BufferedOutputStream(new FileOutputStream(fileName));

byte[] buffer

new byte[1024 * 1024];

int bytesRead
do {
bytesRead input.read(buffer);
if (bytesRead <= @) break;
output.write(buffer, @, bytesRead);
} while (bytesRead > 0);
} catch (IOException e) {
throw new AmazonClientException("Unable to save archive", e);
} finally {
try {input.close();} catch (Exception e) {3}
try {output.close();} catch (Exception e) {3}

Q;

}

System.out.println("Retrieved archive to " + fileName);

private static void cleanUp() {
snsClient.unsubscribe(new UnsubscribeRequest(snsSubscriptionARN));
snsClient.deleteTopic(new DeleteTopicRequest(snsTopicARN));
sgsClient.deleteQueue(new DeleteQueueRequest(sqsQueueURL));
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import com.amazonaws.services.sqs.AmazonSQSClient;

import com.amazonaws.services.sqs.model.CreateQueueRequest;

import com.amazonaws.services.sqgs.model.CreateQueueResult;

import com.amazonaws.services.sqs.model.DeleteQueueRequest;

import com.amazonaws.services.sqs.model.GetQueueAttributesRequest;
import com.amazonaws.services.sqs.model.GetQueueAttributesResult;
import com.amazonaws.services.sqs.model.Message;

import com.amazonaws.services.sqs.model.ReceiveMessageRequest;
import com.amazonaws.services.sqs.model.SetQueueAttributesRequest;

public class ArchiveDownloadlLowlLevelWithRange {

public static String vaultName = "*** provide vault name ***";
public static String archiveld = "*** provide archive id ***";
public static String snsTopicName = '"glacier-temp-sns-topic";
public static String sqsQueueName = '"glacier-temp-sqs-queue";
public static long downloadChunkSize = 4194304; // 4 MB
public static String sqsQueueARN;

public static String sqsQueueURL;

public static String snsTopicARN;

public static String snsSubscriptionARN;

public static String fileName = "*** provide file name to save archive to ***";
public static String region = "x*% yegion ***";

public static long sleepTime 600;

public static AmazonGlacierClient client;
public static AmazonSQSClient sqgsClient;
public static AmazonSNSClient snsClient;

public static void main(String[] args) throws IOException {

ProfileCredentialsProvider credentials = new ProfileCredentialsProvider();

client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier." + region + ".amazonaws.com");
sgsClient = new AmazonSQSClient(credentials);
sgqsClient.setEndpoint("https://sqs." + region + ".amazonaws.com");
snsClient = new AmazonSNSClient(credentials);
snsClient.setEndpoint("https://sns." + region + ".amazonaws.com");

try {
setupSQS();
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setupSNS();

String jobId = initiateJobRequest();
System.out.println("Jobid = " + jobId);

long archiveSizeInBytes = waitForJobToComplete(jobId, sqsQueueURL);
if (archiveSizeInBytes==-1) { throw new Exception("Job did not complete
successfully."); }

downloadJobOutput(jobId, archiveSizeInBytes);
cleanUp();

} catch (Exception e) {
System.err.println("Archive retrieval failed.");
System.err.println(e);

private static void setupSQS() {
CreateQueueRequest request = new CreateQueueRequest()
.withQueueName(sqsQueueName);
CreateQueueResult result = sgsClient.createQueue(request);
sqsQueueURL = result.getQueueUrl();

GetQueueAttributesRequest gRequest = new GetQueueAttributesRequest()
.withQueueUrl(sqsQueueURL)
.withAttributeNames("QueueArn");

GetQueueAttributesResult gResult = sgsClient.getQueueAttributes(gRequest);
sqsQueueARN = gResult.getAttributes().get("QueueArn");

Policy sqsPolicy =
new Policy().withStatements(
new Statement(Effect.Allow)
.withPrincipals(Principal.AllUsers)
.withActions(SQSActions.SendMessage)
.withResources(new Resource(sqsQueueARN)));
Map<String, String> queueAttributes = new HashMap<String, String>();
queueAttributes.put("Policy", sqsPolicy.toJson());
sgsClient.setQueueAttributes(new SetQueueAttributesRequest(sqsQueueURL,
queueAttributes));
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private static void setupSNS() {
CreateTopicRequest request = new CreateTopicRequest()
.withName(snsTopicName);
CreateTopicResult result = snsClient.createTopic(request);
snsTopicARN = result.getTopicArn();

SubscribeRequest request2 = new SubscribeRequest()
.withTopicArn(snsTopicARN)
.withEndpoint(sqsQueueARN)

.withProtocol("sqgs");
SubscribeResult result2 = snsClient.subscribe(request2);

snsSubscriptionARN = result2.getSubscriptionArn();

}

private static String initiateJobRequest() {

JobParameters jobParameters = new JobParameters()
.withType("archive-retrieval")
.withArchiveId(archiveld)
.withSNSTopic(snsTopicARN);

InitiateJobRequest request = new InitiateJobRequest()
.withVaultName(vaultName)
.withJobParameters(jobParameters);

InitiateJobResult response = client.initiateJob(request);

return response.getJobId();

private static long waitForJobToComplete(String jobId, String sqsQueueUrl) throws
InterruptedException, JsonParseException, IOException {

Boolean messageFound = false;
Boolean jobSuccessful = false;
long archiveSizeInBytes = -1;
ObjectMapper mapper = new ObjectMapper();
JsonFactory factory = mapper.getFactory();

while (!messageFound) {
List<Message> msgs = sqsClient.receiveMessage(
new
ReceiveMessageRequest(sqsQueueUrl).withMaxNumberOfMessages(10@)).getMessages();
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if (msgs.size() > 0) {
for (Message m : msgs) {
JsonParser jpMessage = factory.createlsonParser(m.getBody());
JsonNode jobMessageNode = mapper.readTree(jpMessage);
String jobMessage = jobMessageNode.get('"Message").textValue();

JsonParser jpDesc = factory.createlsonParser(jobMessage);
JsonNode jobDescNode = mapper.readTree(jpDesc);
String retrievedJobId = jobDescNode.get("JobId").textValue();
String statusCode = jobDescNode.get("StatusCode").textValue();
archiveSizeInBytes =
jobDescNode.get("ArchiveSizeInBytes").longValue();

if (retrievedJobId.equals(jobId)) {

messageFound = true;

if (statusCode.equals("Succeeded")) {

jobSuccessful = true;

} else {
Thread.sleep(sleepTime * 1000);
}
}

return (messageFound && jobSuccessful) ? archiveSizeInBytes : -1;

private static void downloadJobOutput(String jobId, long archiveSizeInBytes) throws
IOException {

if (archiveSizeInBytes < @) {
System.err.println("Nothing to download.");
retuzrn;

System.out.println("archiveSizeInBytes: " + archiveSizeInBytes);

FileOutputStream fstream = new FileOutputStream(fileName);

long startRange = 0;

long endRange = (downloadChunkSize > archiveSizeInBytes) ? archiveSizeInBytes
-1 : downloadChunkSize - 1;

do {

GetJobOutputRequest getJobOutputRequest = new GetJobOutputRequest()
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.withVaultName(vaultName)
.withRange("bytes=" + startRange + "-" + endRange)
.withJobId(jobId);
GetJobOutputResult getJobOutputResult =
client.getJobOutput(getJobOutputRequest);

BufferedInputStream is = new
BufferedInputStream(getJobOutputResult.getBody());
byte[] buffer = new byte[(int)(endRange - startRange + 1)];

System.out.println("Checksum received: " +
getJobOutputResult.getChecksum());

System.out.println("Content range " +
getJobOutputResult.getContentRange());

int totalRead = 0;
while (totalRead < buffer.length) {
int bytesRemaining = buffer.length - totalRead;
int read = is.read(buffer, totalRead, bytesRemaining);
if (read > 0) {
totalRead = totalRead + read;
} else {
break;

}

System.out.println("Calculated checksum: " +

TreeHashGenerator.calculateTreeHash(new ByteArrayInputStream(buffer)));
System.out.println("read = " + totalRead);
fstream.write(buffer);

startRange = startRange + (long)totalRead;
endRange = ((endRange + downloadChunkSize) > archiveSizeInBytes) ?
archiveSizeInBytes : (endRange + downloadChunkSize);
is.close();
} while (endRange <= archiveSizeInBytes && startRange < archiveSizelInBytes);

fstream.close();
System.out.println("Retrieved file to " + fileName);

private static void cleanUp() {
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snsClient.unsubscribe(new UnsubscribeRequest(snsSubscriptionARN));
snsClient.deleteTopic(new DeleteTopicRequest(snsTopicARN));
sgsClient.deleteQueue(new DeleteQueueRequest(sqsQueueURL));

5/ AWS SDK for .NET £ Amazon S3 Glacier P T R4=E

ERAT NET #9 Amazon SDK RS RAER AP| #RHE T THERNFE.

- fEFAAWS SDK for NETE % APl TR
« EAAWS SDK for .NET{E4 APl TRy

fEFHAWS SDK for NETE& % APl T#R4=x

ZE4% API B9 ArchiveTransferManager K% T &AL AR T 8RN Download FHi.

/A Important

ArchiveTransferManager 812 Amazon Simple Notification Service (Amazon SNS)
FB , ULRIZEBITEH Amazon Simple Queue Service (Amazon SQS) A3, RE , BE3
THRERZEES , HWAIIFHTRAAEREITHANE, MRESEATA , UFABTEH. §xKk
RIENEAER , ESH HRRFEM

R EFAWS SDK for NETHIE R APl TE#R
T C REBREMNEZEFEI (BEXMN ) KEHPHXHE (examplevault) P TFEHER,

BXRUWAZTUT RN S HE |, H2RAETRE TS, ZEEEHMAELE ID ME THH-RAR
iy A RIFERESE ERHRE

using System;

using Amazon.Glacier;

using Amazon.Glacier.Transfer;
using Amazon.Runtime;

namespace glacier.amazon.com.docsamples

{
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class ArchiveDownloadHighlLevel
{
static string vaultName = "examplevault";
static string archiveld "***x Provide archive ID ***";
static string downloadFilePath "**%x Provide the file name and path to where to
store the download ***";

public static void Main(string[] args)
{

try

{

var manager = new ArchiveTransferManager(Amazon.RegionEndpoint.USWest2);

var options = new DownloadOptions();
options.StreamTransferProgress += ArchiveDownloadHighLevel.progress;
// Download an archive.
Console.WriteLine("Intiating the archive retrieval job and then polling SQS
queue for the archive to be available.");
Console.WriteLine("Once the archive is available, downloading will begin.");
manager.Download(vaultName, archiveld, downloadFilePath, options);
Console.WriteLine("To continue, press Enter");
Console.ReadKey();
}
catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WritelLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");
Console.ReadKey();

static int currentPercentage = -1;
static void progress(object sender, StreamTransferProgressArgs args)
{
if (args.PercentDone != currentPercentage)
{
currentPercentage = args.PercentDone;
Console.WriteLine("Downloaded {0}%", args.PercentDone);
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5 FAWS SDK for NET{EZ APl THEi#4

LA 2 AEAAWS SDK for NETHYIEKZ APl T# Amazon S3 Glacier (S3 Glacier) 4R E K,

1. 82 AmazonGlacierClient 3 ( FFiw ) BISEHI,

REEBEEBENPTEHERN AWS X, BERALEFHHRITHAAEREBSNATZ AWS X
o

2. it 4T archive-retrieval FZE3) InitiateJob £5.

BRI LABEE B2 — InitiateJobRequest KW KRFIRHAESFSEFER , il , BETHHIHERN
R ID, UREBHFE S3 Glacier B E X HEFTHIE S M AL Amazon SNS £, EANEAL , S3
Glacier RE{E5 ID, ZWR L F—/ InitiateJobResponse FHEHIH,

AmazonGlacierClient client;
client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2);

InitiateJobRequest initJobRequest = new InitiateJobRequest()
{

VaultName = vaultName,
JobParameters = new JobParameters()

{
Type = "archive-retrieval",
ArchiveId = "*** Provide archive id ***",
SNSTopic = "*** Provide Amazon SNS topic ARN ***'",
}
};

InitiateJobResponse initJobResponse = client.InitiateJob(initJobRequest);
string jobId = initJobResponse.JoblId;

B LLUERIBEFZTBE , LAER S3 Glacier RAEZHEN—Z2 , WA TEFERMR. ZiFRIEE
S3 Glacier RER RN 1 MB £ 2 MB #49,

AmazonGlacierClient client;
client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2);

InitiateJobRequest initJobRequest = new InitiateJobRequest()

{

VaultName = vaultName,
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JobParameters = new JobParameters()

{
Type = "archive-retrieval",
Archiveld = "*** Provide archive id ***",
SNSTopic = "*** Provide Amazon SNS topic ARN ***",
}
};

// Specify byte range.

int ONE_MEG = 1048576;

initJobRequest.JobParameters.RetrievalByteRange = string.Format("{@}-{1}", ONE_MEG, 2
* ONE_MEG -1);

InitiateJobResponse initJobResponse = client.InitiateJob(initJobRequest);
string jobId = initJobResponse.JobId;

3. EFEF T,

BAMERNFSREECEFRETHNER ., NREBEXHESIRE THRIR Amazon Simple
Notification Service (Amazon SNS) B BHEE , =& 7B NEFATIEE T Amazon SNS *
&, N S3 Glacier R EEREFEMZEBRIEELS . ATMWALEEHNRBREFEREAT S3
Glacier #9 Amazon SNS R&fEE.

A | BIE T LAES A A DescribeJob FER 1 S3 Glacier KBEESTERIRS. REMM |, &
F Amazon SNS FE# T EH T =HEN X,

4. BT GetJobOutput FETEHAES ML (RHRHIE ) -

BT LB 6122 — 1 GetJobOutputRequest KHEFISKIBEIERER |, W0 , F55 1D MXHFE
Z#. S3 Glacier REIM I H{Z F GetJobOutputResponse XK,

GetJobOutputRequest getJobOutputRequest = new GetJobOutputRequest()

{
JobId = joblId,
VaultName = vaultName

Iy

GetJobOutputResponse getJobOutputResponse = client.GetJobOutput(getJobOutputRequest);
using (Stream webStream = getJobOutputResponse.Body)

{
using (Stream fileToSave = File.OpenWrite(fileName))
{
CopyStream(webStream, fileToSave);
}
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}

HENRBERASTHEMNMSHE. SUUERE AIRRHHN —B2 , AEBIEEH
GetJobOutputRequest FIEEEFTBEUARIMMXR THEN G,

GetJobOutputRequest getJobOutputRequest = new GetJobOutputRequest()

{
JobId = joblId,
VaultName = vaultName
};
getJobOutputRequest.SetRange(0@, 1048575); // Download only the first 1 MB chunk of
the output.

R RH GetJobOutput AR , S3 Glacier REIE THNWHFEIL2HREF (MBFHRBER
). BXEZEE , TSR T8 BENERRERA,

ERNTRPREER , CHEEAUERFHRITERRMN , FHEE S3 Glacier MR RIEHN R
6 M AR EEE

NTHEET TATENERERES , BERRESHRN , E28FEERRNEENRE

# (SHA256TreeHash), & AR WWER —SHINERE THN BN FTEERNER L, Bl

W, MREEFESURRUARER BN TONETE , ARUAKRTHE L | £8ENE
GetJobOutput HRIFPERE—MREM , WETUEEFFITEETHHNSNME2HREM , K5
TEMERH, BALFES S3 Glacier 1 IE SR HERESFERMIRE R FMBLR , SAHEIA
BTHNEANFTHEEE S3 Glacier HF#EHN F T SEEMEE,

ETRATIENTRA , F35 =62 : £ AWS SDK for NET{EH API 1 ZERFR— HXHR T EHH
Ho

1 EHAWS SDK for NET{K4: APl & &4

LT CHREBRELNEENXHETHMER, FS5EKE , ZRHISEE— GetJobOutput AAH
THEANHE, BXRURXRTEBMEHRE , HS8ER~6 2 : #H AWS SDK for NETIEH AP| ¥ 3
BE—RXRTHBEE

ZRBIMITUTES ¢

- 1%E Amazon Simple Notification Service (Amazon SNS) &
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SERRIESE R , S3 Glacier 2@t EBMAIEEH.,

- i%E& Amazon Simple Queue Service (Amazon SQS) A%

2R B2 @ ZBA B ISR EE | BAE Amazon SNS =B REB R H R
- BHESUATHIEENER.

EESERST |, ZRHBFISIEE Amazon SNS £ , LAME S3 Glacier JAESERES B RKIEHEE,
- EHIKZE Amazon SQS RAFIEBEHEE,

WREHEE , M54 JSON , HREEXFRBERINTR. WREKITER , W THER, ZRETR
fIfER JSON.NET FE ( i5Z 5 JSON.NET ) k% 41 JSON,

- BIMIERE 822 H Amazon SNS A Amazon SQS RAFIE BRI X< B,

using System;

using System.Collections.Generic;

using System.IO;

using System.Threading;

using Amazon.Glacier;

using Amazon.Glacier.Model;

using Amazon.Runtime;

using Amazon.SimpleNotificationService;
using Amazon.SimpleNotificationService.Model;
using Amazon.SQS;

using Amazon.SQS.Model;

using Newtonsoft.Json;

namespace glacier.amazon.com.docsamples

{
class ArchiveDownloadlLowLevelUsingSNSSQS

{
static string topicAzrn;
static string queueUrl;
static string queueArn;
static string vaultName = "*** Provide vault name ***";
static string archiveID = "*** Provide archive ID ***";

static string fileName "*** Provide the file name and path to where to store
downloaded archive ***'";

static AmazonSimpleNotificationServiceClient snsClient;

static AmazonSQSClient sgsClient;

const string SQS_POLICY =
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nen o4
" \"Version\" : \"2012-10-17\"," +

" \"Statement\" : [" +

" {Il +

" \"Sid\" : \"sns-rule\"," +
" \"Effect\" : \"Allow\"," +

" \"Principal\" : {\"Service\" : \'"sns.amazonaws.com\" }," +
" \"Action\" : \"sgs:SendMessage\"," +
" \"Resource\" : \"{QueueArn}\"," +

" \"Condition\" : {" +
" \"ArnLike\" : {" +
" \"aws:SourceArn\" : \"{TopicArnJ\"" +

" I+
n }Il +
" I+
" 1"+
M
public static void Main(string[] args)
{
AmazonGlacierClient client;
try
{
using (client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2))
{
Console.WritelLine("Setup SNS topic and SQS queue.");
SetupTopicAndQueue();
Console.WriteLine("To continue, press Enter"); Console.ReadKey();
Console.WriteLine("Retrieving...");
RetrieveArchive(client);
}
Console.WritelLine("Operations successful. To continue, press Enter");
Console.ReadKey();
}
catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WriteLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
finally
{
// Delete SNS topic and SQS queue.
snsClient.DeleteTopic(new DeleteTopicRequest() { TopicArn = topicArn });
sqsClient.DeleteQueue(new DeleteQueueRequest() { QueueUrl = queueUrl });
}
}
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static void SetupTopicAndQueue()
{
snsClient = new
AmazonSimpleNotificationServiceClient(Amazon.RegionEndpoint.USWest2);
sgsClient = new AmazonSQSClient(Amazon.RegionEndpoint.USWest2);

long ticks = DateTime.Now.Ticks;

topicArn = snsClient.CreateTopic(new CreateTopicRequest { Name =
"GlacierDownload-" + ticks }).TopicArn;

Console.Write("topicArn: "); Console.WritelLine(topicArn);

CreateQueueRequest createQueueRequest = new CreateQueueRequest();

createQueueRequest.QueueName = "GlacierDownload-" + ticks;

CreateQueueResponse createQueueResponse =
sgsClient.CreateQueue(createQueueRequest);

queueUrl = createQueueResponse.Queuelrl;

Console.Write("QueueURL: "); Console.WritelLine(queueUrl);

GetQueueAttributesRequest getQueueAttributesRequest = new
GetQueueAttributesRequest();

getQueueAttributesRequest.AttributeNames = new List<string> { "QueueArn" };

getQueueAttributesRequest.QueueUrl = queueUrl;

GetQueueAttributesResponse response =
sqsClient.GetQueueAttributes(getQueueAttributesRequest);

queueArn = response.QueueARN;

Console.Write("QueueArn: "); Console.WritelLine(queueArn);

// Setup the Amazon SNS topic to publish to the SQS queue.
snsClient.Subscribe(new SubscribeRequest()

{
Protocol = "sqgs",
Endpoint = queueArn,
TopicArn = topicAzIn
1}

// Add policy to the queue so SNS can send messages to the queue.
var policy = SQS_POLICY.Replace("{TopicArn}", topicArn).Replace("{QueueArn}",
queueArn);

sgsClient.SetQueueAttributes(new SetQueueAttributesRequest()
{

QueueUrl = queueUrl,
Attributes = new Dictionary<string, string>
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{

{ QueueAttributeName.Policy, policy }

1)

static void RetrieveArchive(AmazonGlacierClient client)
{
// Initiate job.
InitiateJobRequest initJobRequest = new InitiateJobRequest()
{
VaultName = vaultName,
JobParameters = new JobParameters()
{
Type = "archive-retrieval",
Archiveld = archivelD,
Description = "This job is to download archive.",
SNSTopic = topicArn,
}
I
InitiateJobResponse initJobResponse = client.InitiateJob(initJobRequest);
string jobId = initJobResponse.JobIld;

// Check queue for a message and if job completed successfully, download archive.
ProcessQueue(jobId, client);

private static void ProcessQueue(string jobId, AmazonGlacierClient client)
{
ReceiveMessageRequest receiveMessageRequest = new ReceiveMessageRequest()
{ QueueUrl = queueUrl, MaxNumberOfMessages = 1 };
bool jobDone = false;
while (!jobDone)
{
Console.WritelLine("Poll SQS queue");
ReceiveMessageResponse receiveMessageResponse =
sqsClient.ReceiveMessage(receiveMessageRequest);
if (receiveMessageResponse.Messages.Count == Q)
{
Thread.Sleep(10000 * 60);
continue;
}
Console.WriteLine("Got message");
Message message = receiveMessageResponse.Messages[0];
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Dictionary<string, string> outerlLayer =
JsonConvert.DeserializeObject<Dictionary<string, string>>(message.Body);
Dictionary<string, object> fields =
JsonConvert.DeserializeObject<Dictionary<string, object>>(outerLayer["Message"]);
string statusCode = fields["StatusCode"] as string;

if (string.Equals(statusCode, GlacierUtils.JOB_STATUS_SUCCEEDED,
StringComparison.InvariantCultureIgnoreCase))
{
Console.WritelLine("Downloading job output");
DownloadOutput(jobId, client); // Save job output to the specified file
location.
}
else if (string.Equals(statusCode, GlacierUtils.JOB_STATUS_FAILED,
StringComparison.InvariantCultureIgnoreCase))
Console.WritelLine("Job failed... cannot download the archive.");

jobDone = true;
sqsClient.DeleteMessage(new DeleteMessageRequest() { QueueUrl = queueUrl,
ReceiptHandle = message.ReceiptHandle });

}

private static void DownloadOutput(string jobId, AmazonGlacierClient client)

{
GetJobOutputRequest getJobOutputRequest = new GetJobOutputRequest()

{
JobId = joblId,
VaultName = vaultName

};

GetJobOutputResponse getJobOutputResponse =
client.GetJobOutput(getJobOutputRequest);
using (Stream webStream = getJobOutputResponse.Body)

{
using (Stream fileToSave = File.OpenWrite(fileName))
{
CopyStream(webStream, fileToSave);
}
}

public static void CopyStream(Stream input, Stream output)

{
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byte[] buffer = new byte[65536];
int length;

while ((length = input.Read(buffer, @, buffer.Length)) > 0)

{

output.Write(buffer, @, length);

}

Rl 2 : £ AWS SDK for NETIE APl R R— BHXR T8 H

AT C# REBRBIM S3 Glacier KRR, ZRBRHISBEIE GetJobOutputRequest HIETH
EEFZTOERURRTHESH .

using System;
using System.Collections.Generic;
using System.IO;

using System.
using Amazon.
using Amazon.
using Amazon.
using Amazon.
using Amazon.
using Amazon.

using Amazon.SQS;

using Amazon.

Threading;

Glacier;

Glacier.Model;

Glacier.Transfer;

Runtime;
SimpleNotificationService;
SimpleNotificationService.Model;

SQS.Model;

using Newtonsoft.Json;
using System.Collections.Specialized;

namespace glacier.amazon.com.docsamples

{

class ArchiveDownloadlLowLevelUsingSQLSNSOutputUsingRange

{

static
static
static
static
static
static

string
string
string
string
string
string

topicArn;
queuelrl;
queueArn;
vaultName
archiveld
fileName

"*** Provide vault name ***";
"*** Provide archive ID ***";

downloaded archive ***";
static AmazonSimpleNotificationServiceClient snsClient;
static AmazonSQSClient sgsClient;

"*** pProvide the file name and path to where to store
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const string SQS_POLICY =
Il{ll +
" \"Version\" : \"2012-10-17\"," +
" \"Statement\" : [" +
" [+
" \"Sid\" : \"sns-rule\"," +
" \"Effect\" : \"Allow\"," +
" \"Principal\" : {\"AWS\" : \"arn:aws:iam::123456789012:root\" 3},"

" \"Action\" : \"sgs:SendMessage\"," +

" \"Resource\" : \"{QuernArn}\"," +

" \"Condition\" : {" +

" \"ArnLike\" : {" +

" \"aws:SourceArn\" : \"{TopicArn}\"" +
" I+

n }Il +

" I+

" 1"+

"3

public static void Main(string[] args)

{

AmazonGlacierClient client;

try
{
using (client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2))
{
Console.WritelLine("Setup SNS topic and SQS queue.");
SetupTopicAndQueue();
Console.WriteLine("To continue, press Enter"); Console.ReadKey();

Console.WriteLine("Download archive");
DownloadAnArchive(archiveld, client);
}
Console.WritelLine("Operations successful. To continue, press Enter");
Console.ReadKey();
}
catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
catch (AmazonServiceException e) { Console.WriteLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
finally
{
// Delete SNS topic and SQS queue.
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snsClient.DeleteTopic(new DeleteTopicRequest() { TopicArn = topicArn });
sqsClient.DeleteQueue(new DeleteQueueRequest() { QueueUrl = queueUrl });

static void SetupTopicAndQueue()
long ticks = DateTime.Now.Ticks;

// Setup SNS topic.

snsClient = new
AmazonSimpleNotificationServiceClient(Amazon.RegionEndpoint.USWest2);

sqsClient = new AmazonSQSClient(Amazon.RegionEndpoint.USWest2);

topicArn = snsClient.CreateTopic(new CreateTopicRequest { Name =
"GlacierDownload-" + ticks }).TopicArn;
Console.Write("topicArn: "); Console.WritelLine(topicArn);

CreateQueueRequest createQueueRequest = new CreateQueueRequest();

createQueueRequest.QueueName = "GlacierDownload-" + ticks;

CreateQueueResponse createQueueResponse =
sgsClient.CreateQueue(createQueueRequest);

queueUrl = createQueueResponse.Queuelrl;

Console.Write("QueueURL: "); Console.WritelLine(queueUrl);

GetQueueAttributesRequest getQueueAttributesRequest = new
GetQueueAttributesRequest();

getQueueAttributesRequest.AttributeNames = new List<string> { "QueueArn" };

getQueueAttributesRequest.QueueUrl = queueUrl;

GetQueueAttributesResponse response =
sqsClient.GetQueueAttributes(getQueueAttributesRequest);

queueArn = response.QueueARN;

Console.Write("QueueArn: "); Console.WritelLine(queueArn);

// Setup the Amazon SNS topic to publish to the SQS queue.
snsClient.Subscribe(new SubscribeRequest()

{
Protocol = "sqgs",
Endpoint = queueArn,
TopicArn = topicAzIn
1}

// Add the policy to the queue so SNS can send messages to the queue.
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var policy = SQS_POLICY.Replace("{TopicArn}", topicArn).Replace("{QuernArn}",
queueArn);

sqsClient.SetQueueAttributes(new SetQueueAttributesRequest()
{

QueueUrl = queuelrl,

Attributes = new Dictionary<string, string>

{
{ QueueAttributeName.Policy, policy }

1)

static void DownloadAnArchive(string archiveld, AmazonGlacierClient client)
{

// Initiate job.

InitiateJobRequest initJobRequest = new InitiateJobRequest()

{

VaultName = vaultName,
JobParameters = new JobParameters()
{
Type = "archive-retrieval",
Archiveld = archiveld,
Description = "This job is to download the archive.",
SNSTopic = topicArn,
}
I
InitiateJobResponse initJobResponse = client.InitiateJob(initJobRequest);
string jobId = initJobResponse.JobIld;

// Check queue for a message and if job completed successfully, download archive.
ProcessQueue(jobId, client);

private static void ProcessQueue(string jobId, AmazonGlacierClient client)
{
var receiveMessageRequest = new ReceiveMessageRequest() { QueueUrl = queueUrl,
MaxNumberOfMessages = 1 };
bool jobDone = false;
while (!jobDone)
{
Console.WritelLine("Poll SQS queue");
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ReceiveMessageResponse receiveMessageResponse =
sgsClient.ReceiveMessage(receiveMessageRequest);
if (receiveMessageResponse.Messages.Count == 0)
{
Thread.Sleep(10000 * 60);
continue;
}
Console.WritelLine("Got message");
Message message = receiveMessageResponse.Messages[0];
Dictionary<string, string> outerlLayer =
JsonConvert.DeserializeObject<Dictionary<string, string>>(message.Body);
Dictionary<string, object> fields =
JsonConvert.DeserializeObject<Dictionary<string, object>>(outerLayer["Message"]);
string statusCode = fields["StatusCode"] as string;
if (string.Equals(statusCode, GlacierUtils.JOB_STATUS_SUCCEEDED,
StringComparison.InvariantCultureIgnoreCase))
{
long archiveSize = Convert.ToInt64(fields["ArchiveSizeInBytes"]);
Console.WriteLine("Downloading job output");
DownloadOutput(jobId, archiveSize, client); // This where we save job
output to the specified file location.
}
else if (string.Equals(statusCode, GlacierUtils.JOB_STATUS_FAILED,
StringComparison.InvariantCultureIgnoreCase))
Console.WritelLine("Job failed... cannot download the archive.");
jobDone = true;
sqsClient.DeleteMessage(new DeleteMessageRequest() { QueueUrl = queueUrl,
ReceiptHandle = message.ReceiptHandle });

}

private static void DownloadOutput(string jobId, long archiveSize,
AmazonGlacierClient client)
{
long partSize = 4 * (long)Math.Pow(2, 20); // 4 MB.
using (Stream fileToSave = new FileStream(fileName, FileMode.Create,
FileAccess.Write))

{
long currentPosition = 0;
do
{
GetJobOutputRequest getJobOutputRequest = new GetJobOutputRequest()
{
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JobId = joblId,
VaultName = vaultName

i

long endPosition = currentPosition + partSize - 1;
if (endPosition > archiveSize)
endPosition = archiveSize;

getJobOutputRequest.SetRange(currentPosition, endPosition);
GetJobOutputResponse getJobOutputResponse =
client.GetJobOutput(getJobOutputRequest);

using (Stream webStream = getJobOutputResponse.Body)

{
CopyStream(webStream, fileToSave);

}

currentPosition += partSize;
} while (currentPosition < archiveSize);

public static void CopyStream(Stream input, Stream output)

{
byte[] buffer = new byte[65536];
int length;
while ((length = input.Read(buffer, @, buffer.Length)) > 0)

{
output.Write(buffer, @, length);

}

5/ REST APl T4
5/ REST APl T###4=
THMEE— NS RIANS RO TR,

1. J83) archive-retrieval XBMWES, EXEZER , BFSHEEEI (POST i),
2. EFERGE, TEEERBE. EXEZEE , BSHRIESHE (FREEE ) .
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£ AWS CLI £ Amazon S3 Glacier P T #4 =

BAILAE A AWS Command Line Interface (AWS CLI) £ Amazon S3 Glacier (S3 Glacier) 7 T £+

e

ES]
o (FR%FH ) RE AWS CLI
« Rl : £/ AWS CLI FTHER

( R ) _RE AWS CLI

1. T#HHEE AWS CLlI, Bxii8A , 52 (AWS Command Line Interface A EfE) FHT
=3

%% AWS Command Line Interface

BtE AWS Command Line Interface

2. HEMESERFLHAUTHSFREIE AWS CLIRE, XEHFESFEENBMET R SGEHER
TABL & XX,

- ZRAMEH help .
aws help

- ERREEEENKF L S3 Glacier MHEMBIER |, iEMEA list-vaults 8. &
123456789012 BB B2 H AWS K 1D,

aws glacier list-vaults --account-id 123456789012

- EEFH AWSCLI WEaIBEHRIE , EMA aws configure list i,

aws configure list
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T 5 AWS CLI Tz

(® Note

ETHNR , BLTAEHE ID, PR, 1-4 FREMNE ID, WRECLMEE FHMHEE
ID, BEEEE 5 %,

1. A initiate-job BB FERRREES. FREMEFIHENEE D,

aws glacier initiate-job --vault-name awsexamplevault --account-id 111122223333 --
job-parameters="{\"Type\":\"inventory-retrieval\"}"

FERs

"location": "/111122223333/vaults/awsexamplevault/jobs/*** jobid ***",
"jobId": "*** jobid ***"

2. f#H describe-job EREL—N EFHRE

aws glacier describe-job --vault-name awsexamplevault --account-id 111122223333 --
job-id *** jobid ***

FAs

"InventoryRetrievalParameters": {
"Format": "JSON"

},

"VaultARN": "#*** yault arn ***",

"Completed": false,

"JobId": "*** jobid ***",

"Action": "InventoryRetrieval",
"CreationDate": "*** job creation date ***",
"StatusCode": "InProgress"

}
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BAMERNTSHECEFRETENESR, UREEXHESERETBARE , AEEBZHES
HTHEET Amazon Simple Notification Service (Amazon SNS) £& , Nl S3 Glacier 2E K IESH
EEZEBRIEER.

BOLRENHENREESHNEBNREE, EXEZELR , BSHE Amazon S3 Glacier B E
XHEBEH, RELXEREEH , S3 Glacier iR BIEEMN SNS EHAEH L.

4. TG, £/ get-job-output SRR FRAEL FTHEIXH output. json, XHFIEEHN
B=R ID,

aws glacier get-job-output --vault-name awsexamplevault --account-id 111122223333
--job-id *** jobid *** output.json

HTEER—NEEUT 2RI

{
"VaultARN":"arn:aws:glacier:region:111122223333:vaults/awsexamplevault",

"InventoryDate":"*** job completion date ***",
"ArchivelList":[

{"Archiveld":"*** archiveid ***",

"ArchiveDescription":*** archive description (if set) ***,
"CreationDate":"*** archive creation date ***",
"Size":"#*** grchive size (in bytes) ***",
"SHA256TreeHash":"*** grchive hash ***"

}
{"ArchiveId":

1}
5. fEM initiate-job MTEIREXMHEFENMMRNIE. LFEEEASFSH , WTEHAR

M archive-retrieval,

aws glacier initiate-job --vault-name awsexamplevault --account-id 111122223333
--job-parameters="{\"Type\":\"archive-retrieval\",\"ArchiveId\":\"*#** archivelId

***\n}n

6. ¥ archive-retrieval F&=EMK. £ describe-job TR E L — PSR,
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aws glacier describe-job --vault-name awsexamplevault --account-id 111122223333 --
job-id *** jobid ***

7. ERERESE , #FH get-job-output R FTHEWRE,

aws glacier get-job-output --vault-name awsexamplevault --account-id 111122223333
--job-id *** jobid *** output_file_name

I ER Amazon S3 Glacier H Ry Y3

FoiEMEH Amazon S3 Glacier (S3 Glacier) B2 HI A MIBRAR, EMIBRYR | BABER AWS
Command Line Interface (CLI) S4mENRIB LA EEFEA REST API A AWS SDK for Java fl .NET
BERFELXEMBRBER. UTEBENBWNMAEEHA AWS SDK for Java # .NET BEEFE, REST
APl LA X AWS CLlI,

E 3

« {#M AWS SDK for Java £ Amazon S3 Glacier & il B4 22

« {#F AWS SDK for .NET 7 Amazon S3 Glacier F1 il Br#4 3

- {£/ REST API #ilBx Amazon S3 Glacier #43=

« f#A AWS Command Line Interface 7= Amazon S3 Glacier # il B 422

B AN E — IR — R, ERRRREE , B4R EMBRIBERPEMERE ID, BB T
BOETEEENGENXHEBTLERKIREER ID. BEXTERXAEBFLENESER , BSHAE
Amazon S3 Glacier ¥ FEi X HEFE,

EMERAERE , BN BEREINERBRERNRRES , EHRRREFT LI,

FEEMIERAS SRR |, WAL ID EERTHRARORTRRY , LA RK , EABURT FTEMNG

52 .
5.

* R S3 Glacier WEIMBRIERFERE , HERZAFSEETRIE N THARRIE  WHERLRRE
ARER KM,

« 2N S3 Glacier WEIMBRIERE R , HRRREFERDHEN THERFHEE , WEREB TR
o
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BARERRRENESZESR , S M1 S3 Glacier # NHEZE",

HRERTEN. BEREHBRNERRSSHHEIR,

MERtRE , MREUBTHXHEEFE , NEARKESIRPIFECHBERAESE , BH S3 Glacier
BRRAYAEZ —IRXHEFE,

£ AWS SDK for Java £ Amazon S3 Glacier i B4

LT 2 HAAWS SDK for JavalE4 AP| Ml R4S R,

1. 82 AmazonGlacierClient 3 ( FF % ) BIEHl,
LEEREERMEZERROAERN AWS X, BEAREFIHRITHERETFSNAZZ AWS
X i,

2. B3I —1 DeleteArchiveRequest KM ZHIRHIBFEREL,
BEERMEE ID. XHEZEHNENKS ID. IREFRMKS ID, MRGLFEASERMK

FiERZSBEMWIEBHERBKMWIKS ID. BEXEZEER |, 5N AWS SDK for Java 5 Amazon S3
Glacier && M,

3. US BN EBRIBERIR |, 1217 deleteArchive Fi%,

BUF Java KEBERULEA T BIEIRY S IR

AmazonGlacierClient client;
DeleteArchiveRequest request = new DeleteArchiveRequest()
.withVaultName("*** provide a vault name ***")

.withArchiveId("*** provide an archive ID ***");

client.deleteArchive(request);

® Note
BXRIEE REST API W{EE. , BESRMIBRIEZE,
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A~ A AWS SDK for Java I BR1E4RY

LA Java KB RAIEAAWS SDK for JavaffiBriE R, BXWMAETUT REIN D HHEE |, HSHEE
F Eclipse 1217 Amazon S3 Glacier # Java i, &FEZEH X F A MFFMBRER ID ZERH
R,

Example

import java.io.IOException;
import com.amazonaws.auth.profile.ProfileCredentialsProvider;
import com.amazonaws.services.glacier.AmazonGlacierClient;
import com.amazonaws.services.glacier.model.DeleteArchiveRequest;
public class ArchiveDelete {
public static String vaultName = "*** provide vault name ****";
public static String archiveld = "*** provide archive ID***";
public static AmazonGlacierClient client;
public static void main(String[] args) throws IOException {

ProfileCredentialsProvider credentials = new ProfileCredentialsProvider();

client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier.us-east-1.amazonaws.com/");

try {

// Delete the archive.

client.deleteArchive(new DeleteArchiveRequest()
.withVaultName(vaultName)
.withArchiveId(archiveld));

System.out.println("Deleted archive successfully.");
} catch (Exception e) {

System.err.println("Archive not deleted.");
System.err.println(e);
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£ AWS SDK for .NET £ Amazon S3 Glacier - BRf4 2

FEAT NET 8 Amazon SDK 2N S HFER API ER2ME THIBRARNFE,

E3-
« EHAWS SDK for NETE% API MilkR#ss
« EHAWS SDK for NET{EZ API MilBR+s s

fE FHAWS SDK for .NETE % API fflBrAy s

ZE% APl B9 ArchiveTransferManager K2 7 &7 LUA KM BRI4ZRM DeleteArchive 75
o

T~ EFHAWS SDK for NETE 4 API R4

AT C# KB RAEIEAAWS SDK for NETEHR AP KMIRRYR, EXMMETUT RIS SRR |
BSRZTRBEBR, REEEFHSHBEREE ID EERHRB,

Example

using System;

using Amazon.Glacier;

using Amazon.Glacier.Transfer;
using Amazon.Runtime;

namespace glacier.amazon.com.docsamples

{
class ArchiveDeleteHighLevel
{
static string vaultName = "examplevault";
static string archiveld = "*** Provide archive ID ***";

public static void Main(string[] args)
{
try
{
var manager = new ArchiveTransferManager(Amazon.RegionEndpoint.USWest2);
manager.DeleteArchive(vaultName, archiveld);
Console.ReadKey();
}

catch (AmazonGlacierException e) { Console.WritelLine(e.Message); }
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catch (AmazonServiceException e) { Console.WriteLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");

Console.ReadKey();

5 FHAWS SDK for NET{EKZ AP M BR#Y S

LT 2 HAAWS SDK for NETHIBREEN SR,

1. 82 AmazonGlacierClient 3£ ( &% ) BIEH,
BEEEEFMHEZEMBRAKRN AWS XiF, BEALEFPIHERITHAMERERSSMNAZIZ AWS
X i

2. Bid8lE — DeleteArchiveRequest EHSEHIEEFEREL,
BEERMME ID, XHEBZBHMENEKF, ID, MREFTRHEKS ID, WRELFERASERMHEXK

FiERZBMWIEBHERIBKMWIK, ID. BEXEZEER |, SR E Amazon AWS S3 Glacier £ f#k
HHRrExIEA,

3. USBHERNIBHBERIIR , 51T DeleteArchive FiE,

R~ {EFHAWS SDK for NETIKZ: API I BR#Y S

LI C# R T BIEMN SR, ZRBI6EHR AWS SDK for NET BIIKSR API il ER#43E,

® Note
BXIKR REST API M58 , B RMIBRE R,

BXRWMAZEITUTRANS S HA |, TSRS TRE RO, SFEEEMSMEREE ID ZERHAE,

Example

using System;

using Amazon.Glacier;

using Amazon.Glacier.Model;
using Amazon.Runtime;
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namespace glacier.amazon.com.docsamples

{
class ArchiveDeletelowlLevel
{
static string vaultName = "examplevault";
static string archiveld = "*** Provide archive ID ***";
public static void Main(string[] args)
{
AmazonGlacierClient client;
try
{
using (client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2))
{
Console.WritelLine("Deleting the archive");
DeleteAnArchive(client);
}
Console.WritelLine("Operations successful. To continue, press Enter");
Console.ReadKey();
}
catch (AmazonGlacierException e) { Console.WriteLine(e.Message); }
catch (AmazonServiceException e) { Console.WritelLine(e.Message); }
catch (Exception e) { Console.WritelLine(e.Message); }
Console.WriteLine("To continue, press Enter");
Console.ReadKey();
}
static void DeleteAnArchive(AmazonGlacierClient client)
{
DeleteArchiveRequest request = new DeleteArchiveRequest()
{
VaultName = vaultName,
Archiveld = archiveld
};
DeleteArchiveResponse response = client.DeleteArchive(request);
}
}
}

£ REST API iR Amazon S3 Glacier 4%

&R LABE PR BRAS 3R AP SR BRAS 2R
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- BXMBIBRAEEAPINESZEER | BESHE MBREE,
- BXfEMA REST API H{fEE. , & @ Amazon S3 Glacier B APl %,

£ AWS Command Line Interface £ Amazon S3 Glacier il R4 =

& BAE A AWS Command Line Interface (AWS CLI) £ Amazon S3 Glacier (S3 Glacier) Al Br4%

e

£
o (FZR%FMH ) ®E AWS CLI
« =B : £ AWS CLI il BRFF 1S

( 5oREZM ) RE AWS CLI

1. T#HHEE AWS CLlI, Bxii8A , 52 (AWS Command Line Interface A #EfE) FHT
=3

%% AWS Command Line Interface

BtE AWS Command Line Interface

2. EWPRERHFLMAUTHSREKIE AWS CLIEE, XEHSEEERNEHET NS EHAER
NELE X R EILE,

« ZRAMEH help .
aws help

- ERREEEENKF L S3 Glacier SMHEMBIER |, iHfEA list-vaults 8. &
123456789012 B NEBE2H AWS K 1D,

aws glacier list-vaults --account-id 123456789012

- EEFH AWSCLI WY aIBEHRIE , A aws configure list i,

aws configure list
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https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-getting-started.html
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I ER AWS CLI il BR1E#Y

1. fEA initiate-job R EEERREL,

aws glacier initiate-job --vault-name awsexamplevault --account-id 111122223333 --
job-parameters="{\"Type\":\"inventory-retrieval\"}"

FERs

"location": "/111122223333/vaults/awsexamplevault/jobs/*** jobid ***",
"jobId": "##** jobid ***"

2. f{#H describe-job HRE L —MREELIRES.

aws glacier describe-job --vault-name awsexamplevault --account-id 111122223333 --
job-id *** jobid ***

FAs

"InventoryRetrievalParameters": {
"Format": "JSON"

I

"VaultARN": "*** yault arn ***",

"Completed": false,

"JobId": "#*#** jobid ***",

"Action": "InventoryRetrieval",
"CreationDate": "*** job creation date ***",
"StatusCode": "InProgress"

3. FR/HESTER.
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BAMERNESHECEFRETENESR, UREEXHEFRETBARE , AEEBHES
HTH:E;ET Amazon Simple Notification Service (Amazon SNS) £& , Nl S3 Glacier 2E K IESH
EEZEBRIEER.

BOLRENXHENRSEESHNBEANREE, EXEZEER |, 5 HE Amazon S3 Glacier RELE
XHEBH, REXERBESH , S3 Glacier RAMIBEMN SNS THKIEHEE.,

4. ERE , £/ get-job-output K REI TEHEIXH output. json,

aws glacier get-job-output --vault-name awsexamplevault --account-id 111122223333
--job-id *#** jobid *** output.json

TR —NMEE AT FRIIX .

{
"VaultARN":"arn:aws:glacier:region:111122223333:vaults/awsexamplevault",

"InventoryDate":"*** job completion date ***",
"ArchivelList":[

{"Archiveld":"*** archiveid ***",

"ArchiveDescription":*** archive description (if set) ***,
"CreationDate":"*** archive creation date ***",
"Size":"*** archive size (in bytes) ***",
"SHA256TreeHash":"*** archive hash ***"

}
{"ArchiveId":

1)
5. 2 delete-archive S M HETHRENMER | BETFRELAE,

aws glacier delete-archive --vault-name awsexamplevault --account-id 111122223333
--archive-id *** archiveid ***
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£ Amazon AWS S3 Glacier A AFA AT E

AWS 2t 4FF & T EaM B R Amazon S3 Glacier F X R ARF. SDK EAEKE S3 Glacier
APl , AT AL IR RIBES . BTN , T &3%EZF S3 Glacier WEMNER , KA AIFZEE FRERILEN
B3R, 5/ SDK ERt , BREEEREPEM AWS Z2iFP , EATEXENSEHATHESEREXR
EE| S3 Glacier FiERH, XE AWS BHHEF AT ETRE TR FKE REST API HE |, HiEHT
Al i F R 3E 15 SR A4 2 0 BRI XY &R

E3-

« AWS Java f1.NET B SDK

« }} S3 Glacier 5 S AWS DK &t

« ¥ AWS SDK for Java & Amazon S3 Glacier & & £/

« ¥ AWS SDK for .NET & Amazon S3 Glacier £ &1 H

AWS Command Line Interface (AWS CLI) @ —RKATEELR AWS BRSFH ( ‘23E S3 Glacier ) 4t

—TE8, BXTHMWEER AWS CLI, iHSFAWS Command Line Interface, B> S3 Glacier CLI &
SHHIEK , ESHE (AWS CLI 5535 E) https://docs.aws.amazon.com/cli/latest/reference/glacier/

index.html,

AWS Java F.NET 89 SDK &

EAT Java FINET B9 AWS #H-F A T EQRESRNERTERE,

B LMERAAF XERBETM AWS SDK for Java FIRZE#H £ H Amazon S3 Glacier B AWS SDK
for NET =4,

ftAREE API ?
BRRSEREFEEZZMRE S3 Glacier XFHIEKE REST API ( Amazon S3 Glacier B9 API & ) , Xt

T8 S3 Glacier REST &4 , B4 API FRE THNMN A ZE., ATRHBEREENERIR , UK
AT 4 S3 Glacier MR MEN N R, BRTEBRFERIKE S3 Glacier IEHN R TEE,

EXRXEREFATEGEMNEESR , 553 AWS SDK for Java 5 Amazon S3 Glacier &&
FAFF AWS SDK for .NET 5 Amazon S3 Glacier £ &,
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https://docs.aws.amazon.com/cli/latest/reference/glacier/index.html
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Amazon S3 Glacier FRARIER
fTAREER API?
RNTH-—SECNARFETR , SEFENRERERARTESRNHMR, Bl

- FRER—ECRERR AP LERR | NRT XHEUREEEEDREEENGERMRUN
FRZEERMERARNBREMN ( SHA-256 WK H ) . ER , B8R APl 2R EITERK N,

- TERRINHEEFLE—ERAERR AP THHE , SEXERIES , FHESFTHA , RAFRE
&l BEEREMMAERIEE Amazon Simple Notification Service (Amazon SNS) & ,
LA{E S3 Glacier EE L ERABAE, 1 , EEFEFEHAENCHIFRRETSEREERD
EXMEEZET, ZERAPIRETATTHHEENSGE , ZHE2LEMENXESR, BRE
EEME ID UREERE TEROBTER HREE,

EXAXEHEFATIEGENEESR , 5SS AWS SDK for Java 5 Amazon S3 Glacier &4
FAFFF AWS SDK for .NET 5 Amazon S3 Glacier £ & A,

At fE A S RAER API?

BE , MRER API RHTERTREMENGE , WENERSR AP, RAXHFLEREE, B
=, MRER APURBRMEIZINEE , NETUERER AP, 5, ER AP E R FXRERITHRE
2Hl(plm, EREIAMBHTERNZE ). filn, EAMERN , S8 AP 2FAXHRIKRAER
HHE-—BREPFLEEHE  EREASRLEME AP, I, ZAPIZEERENEREE , WHUE L&
AMEHIT, BR , ENNAEFIRFENXLERE#TANELRS , EXMBERT , EAIUERER
APl,

$F S3 Glacier 5 S AWS DK &g

AWS BRHEFFREH (SDK) TATHZRITNERES. BNHRHTRTESMERY AP, KB REIH
MH, EFRAREBERMUEBRESHENARERF.

SDK X #% KRB

AWS SDK for C++ AWS SDK for C++ X8 =4l
AWS CLI AWS CLI 158 R4l

AWS SDK for Go AWS SDK for Go f#5 =4
AWS SDK for Java AWS SDK for Java {5 Rl

=
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https://docs.aws.amazon.com/sdk-for-cpp
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/cpp
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https://docs.aws.amazon.com/code-library/latest/ug/cli_2_code_examples.html
https://docs.aws.amazon.com/sdk-for-go
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/gov2
https://docs.aws.amazon.com/sdk-for-java
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javav2
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SDK X4 KRB

AWS SDK for JavaScript AWS SDK for JavaScript %53 =4l
AWS SDK for Kotlin AWS SDK for Kotlin 18 R4l

AWS SDK for .NET AWS SDK for .NET X8 R4l

AWS SDK for PHP AWS SDK for PHP {8 ;=41

AWS Tools for PowerShell PowerShell KB RFITE

AWS SDK for Python (Boto3) AWS SDK for Python (Boto3) %43 =4l
AWS SDK for Ruby AWS SDK for Ruby 13 =4

AWS SDK for Rust AWS SDK for Rust 15 R4l

& T SAP ABAP ) AWS SDK & T SAP ABAP #J AWS SDK {15 R4l
AWS SDK for Swift AWS SDK for Swift %8 =4l

BXR¥EET S3 Glacier B RAI |, S FEFER AWS 24T & T ESH S3 Glacier KR4,

® RBIRAM
BAZFMENAR ? B R It T HE RS89 12 4 R R 8 58 RS R A,

£ AWS SDK for Java &5 Amazon S3 Glacier &5 H

W7E Amazon AWS S3 Glacier AT ETEIHFTR , AWS SDK for Java 124t 7 EE
Amazon S3 Glacier (S3 Glacier) BN E & MEHK APl. BHX TEHAWS SDK for Java WEE , B HE
AT Java B Amazon SDK,

(® Note

AWS SDK for Java £t T T 48 S3 Glacier W& L2 E ik, NARFNYE—-INEF
WHELECHESFRLE R , BAFIHEN —THRESXREK,
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https://docs.aws.amazon.com/sdk-for-javascript
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javascriptv3
https://docs.aws.amazon.com/sdk-for-kotlin
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/kotlin
https://docs.aws.amazon.com/sdk-for-net
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/dotnetv3
https://docs.aws.amazon.com/sdk-for-php
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/php
https://docs.aws.amazon.com/powershell
https://docs.aws.amazon.com/code-library/latest/ug/powershell_4_code_examples.html
https://docs.aws.amazon.com/pythonsdk
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/python
https://docs.aws.amazon.com/sdk-for-ruby
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby
https://docs.aws.amazon.com/sdk-for-rust
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1
https://docs.aws.amazon.com/sdk-for-sapabap
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/sap-abap
https://docs.aws.amazon.com/sdk-for-swift
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/swift
https://aws.amazon.com/sdkforjava/
https://aws.amazon.com/sdkforjava/
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£

- ERIER API

- FASR API

- £/ Eclipse 217 Amazon S3 Glacier #J Java =4l

« REWR

£ RIESR API

K4 AmazonGlacierClient 324t T BREI | S3 Glacier (Amazon S3 Glacier #J APl &) NIKE
REST 2EMFTEH %, AREPEM—FGEN |, SEHAAIERNNERNR , HEEBRENR ;
FEZEREXN R |, HEAEIRERE S3 Glacier 1R

5180 , AmazonGlacierClient KiEH T createVault FERGIESHE, kA EZLEMHEREEH
BB X HE REST#E (B HBIEXHE (REXHE )" ), BEFEASGZE , B4MEI2EIR S3
Glacier IR HY CreateVaultResult M RAYEH| , LT Java RIBERFIR :

AmazonGlacierClient client = new AmazonGlacierClient(credentials);
client.setEndpoint("https://glacier.us-west-2.amazonaws.com/");

CreateVaultRequest request = new CreateVaultRequest()
.withAccountId("-")
.withVaultName(vaultName);

CreateVaultResult result = client.createVault(createVaultRequest);

ErRPNAA RS REIERER T &R,

® Note

FEOIZEER , SIENRIBERLIEE AccountID, B , EHEHAAWS SDK for Javaht |, &R
FH AccountId BHER , it , NS EERE ROIERZELE, AccountId i
2 AWS IKF ID, BLEXAE AR ERFETERNZIEMHEREKE AWS IKF ID BEE, &
AILAEE AWS Ik ID , SEERBEE" , BEE—®BERT , S3 Glacier £ /A 5 XX 18 Kt
TEBNEIUERRN AWS IKF ID, MMREBEEEZNIKS, ID, B2EEPIREEFH. A
AWS SDK for Javaff , TR RERBHEKS ID , MEXFKS ID RER "
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FERASE% API

RT#H—FECRARFIFE , AWS SDK for Javaigft 7 ArchiveTransferManager 3% |, %3
RIER APl A RE S EXIMN TESRNOMR. CHAMRERETERANSZE |, 60 upload #
download 5%,

Flgn , AT Java RBBEREEA T upload SR IFEFR EEME,

String vaultName = "examplevault";
String archiveToUpload = "c:/folder/exampleArchive.zip";

ArchiveTransferManager atm = new ArchiveTransferManager(client, credentials);
String archiveIld = atm.upload(vaultName, "Tax 2012 documents", new
File(archiveToUpload)).getArchiveId();

BFAEE , FRITHEMREHLNAREELR ArchiveTransferManager X REEEHN AWS X
13, MRERIEEFEM AWS XiF , AWS SDK for Java &¥F us-east-1 BN EIA AWS X,

LEmANAAESRRAIEER T LHERK,

® Note

&% ArchiveTransferManager R A LUE AmazonGlacierClient EHI
AWSCredentials SRR,

& Eclipse 1T Amazon S3 Glacier #J Java =4l

Al Java REGRAIN S E 2 FRXELESHAAWS Toolkit for Eclipse. EXREREHREIECH
HFARARMEE |, B P http://aws.amazon.com/eclipse, A FES 5| SE I E RN i A1 1M
Java BB RH1,

B2 Java R REIMNEAILE

1 # AWS SDK for Java EZEEA T Java B9 Amazon SDK 12 AWS EiFF DR |
A AWS FEAUF 61 2 BRIA UL B & 304

2 £ Eclipse FRIE—/NFTH AWS Java Bl H,. I HEEHAWS SDK for Javai#t 1T 7l 5
EiE,
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3 HRBMNEREER BN EHFEHOIE,

4 BESRHEEMEREERAE, N, MREEENHE , NEHXHBRENFER
E Mo

5 BITZRE, RIEREMFEA AWS Management Console|Z2 7T XK, HX AWS

Management Console WE Z{E R , E¥ | http://aws.amazon.com/console/,

R B U

ZRINER T , AWS SDK for Java2 %R https://glacier.us-east-1.amazonaws.coms
B ERRERR , BT Java RIBEFIRo

BUT B ER U B Al E R R AP i IREBE N XE B S ( RERM ) XE (us-west-2)o

Example

client = new AmazonGlacierClient(credentials);
client.setEndpoint("glacier.us-west-2.amazonaws.com");

LT RBEREANAEASR AP Fin QIRENXE S (HBRMN ) X,

glacierClient = new AmazonGlacierClient(credentials);
sgsClient = new AmazonSQSClient(credentials);
snsClient = new AmazonSNSClient(credentials);

glacierClient.setEndpoint("glacier.us-west-2.amazonaws.com");
sgsClient.setEndpoint('"sqgs.us-west-2.amazonaws.com");

snsClient.setEndpoint("sns.us-west-2.amazonaws.com");

ArchiveTransferManager atm = new ArchiveTransferManager(glacierClient, sqsClient,
snsClient);

BXRZXEF AWS XMk Flx , 55 @151 Amazon S3 Glacier,
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¥ AWS SDK for .NET & Amazon S3 Glacier & &

AWSSDK.d11 #i2ftAWS SDK for .NET APl, X THAWS SDK for NETHEZER , BHEITH
KEBEE, WI7E Amazon AWS S3 Glacier EERARATF AT EIHANR , AWS SDK for NETREF 4
FER AP,

® Note

K% APl MIER APl RIELIER ST ImKIG R S3 Glacier. NARFNEIE—N&EFiRHAE
YREZABEEERALEF R , BRFILAERN —TRESKEK,

- ERKE API
- EASR API
o BT RA

c RiBEWR

FHRESR API

K4 AmazonGlacierClient 312t T ESE Amazon S3 Glacier (S3 Glacier) (Amazon S3 Glacier
) APl &) WIKR REST #ENAE L E. BAEPEA -5 AR | SERLT 001 MY E R
R, HREEMAXNR , FIERRNAETENRERX R ERAEIRE S3 Glacier MR,

570 | AmazonGlacierClient FEEM T CreateVault FERBIBXHEFE, A ELMERK
EHBIE M E REST #1F (B RQIEXHE (BBXHE )" ) . EFRALEZE , BX476E
CreateVaultRequest # CreateVaultResponse KMEH | LURHERE B MU S3 Glacier
MR, AT C# RBERFIR :

AmazonGlacierClient client;
client = new AmazonGlacierClient(Amazon.RegionEndpoint.USEastl);

CreateVaultRequest request = new CreateVaultRequest()

{
AccountId = "-",

VaultName = "*** Provide vault name ***"

i
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CreateVaultResponse response = client.CreateVault(request);

EETNRERRSOIEMERT HEK,

(® Note

ERIBERR |, sIEMNRBERAIEE AccountId, B2 , FEHEHAWS SDK for NETHT , &R
FE AccountId BAER , At , KIEEEHPWAIEERE ROIFARIZRELE, AccountId F
= AWS IKFP ID. BLEXAME AR ERIITEREIEEERR AWS IKF ID HEE, &
AILA3EE AWS 1K ID , i FEERIEE" , B —MBERT , S3 Glacier £ A5 A RX &Rt
TEBMNFEIUERBRKN AWS IKF ID, MMREEEENIKS, ID, B2EHPSREEFH. A
AWS SDK for .NETHE} , N REREBEMHIKF, ID , MESFIKS ID REN,

FEAE% AP

RNTH—FSECNARFIF L , AWS SDK for NET#RM# T ArchiveTransferManager % | i%
KRNER AP FHEL S EXHNESHNHR. SHEABRERMSTERANSE , HI0 Upload M

Download,

Bign , AT C# RIBERMEMA T Upload BRFER AR,

string vaultName = "examplevault";
string archiveToUpload = "c:\folder\exampleArchive.zip";

var manager = new ArchiveTransferManager(Amazon.RegionEndpoint.USEastl);
string archiveId = manager.Upload(vaultName, "archive description",
archiveToUpload).Archiveld;

BFEE , FRITHEMREHLNAREELR ArchiveTransferManager X REEEN AWS X
B, IEEPNAMESRTOIEER T HHER,

@ Note

&4 ArchiveTransferManager EMAFERK AmazonGlacierClient HF W , A
DERNZRZFFIRHELL ArchiveTransferManager 1B iZEF i,
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ZE1TREBERA

AT NET KRB RAAVZEEESRELE AWS SDK for NET, BEXEZEE , FEINERAT NETH
Amazon SDK.,

LTEENEER TN R iEmh RANKBERAINS R,

B2 NET REBRHI —#RFRE (M Visual Studio )

1 7 AWS FiFoIBF R EN S , EAT NET 89 Amazon SDK EEEE AWS &
AR

2 £/ AWS Z2 11 B AR 02 #Y Visual Studio B1H .

3 FWE X Program.cs HHRBER N EEEFDRO 2 PHRBE,

4 BETZRB. BIEREFEA AWS Management Consoletl2 7&K, Hx AWS

Management Console WEZE R , 153 %! hitp://aws.amazon.com/console/,

R B Ui

FIABR T , AWS SDK for .NET g RIEENEXE S ( BRERM ) XiF (https://glacier.us-
west-2.amazonaws.com), R LUK QIRE RN HM AWS XiF , 21T C# REBERFT R

BUF I R B A E AR R APl Fim IRE N EEFE S (BEBNM ) XE (us-west-2).

Example

AmazonGlacierClient client = new AmazonGlacierClient(Amazon.RegionEndpoint.USWest2);

UTRBREANAERA SR AP FiR QIRENKE B (HBRMN ) X,

var manager = new ArchiveTransferManager(Amazon.RegionEndpoint.USWest2);

BREEIHE AWS Xigiflig R B&FHIEK , S H 1518 Amazon S3 Glacier,
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A AWS B £ TEEM S3 Glacier X583 =41

LT RERFIERT WMAF S3 Glacier 5 AWS ##F A EH (SDK) —2E A,

RERKEEFNRBER , YTELTXHET. BALNBIRET BOMERAENMRSEYE , &7
LUEE B8R R B RS AN £ T XEFRE.

= RERUMBETER -RSHEAS N EBERTREBEESHRB R,

BX SAWS DK F R EEEMABRAIMTEIIK , HSHFF S3 Glacier 5 S AWS DK ft, AE&E
EBEARAWERARB R LR SDK RAHYFHAE S

FrReER

Hello Amazon S3 Glacier

UTRBROIERT WAFEEER Amazon S3 Glacier.
NET

AWS SDK for .NET

(® Note
EBEZMEREE GitHub, £ AWS KB RHIF i EFEFRERTER , THMMIEITIR
EMIZTT.

using Amazon.Glacier;
using Amazon.Glacier.Model;

namespace GlacierActions;

public static class HelloGlacier

{

static async Task Main()

{

var glacierService = new AmazonGlacierClient();
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FRARER

Console.WriteLine("Hello Amazon Glacier!");
Console.WritelLine("Let's list your Glacier vaults:");

// You can use await and any of the async methods to get a response.

// Let's get the vaults using a paginator.

var glacierVaultPaginator = glacierService.Paginators.ListVaults(

new ListVaultsRequest { AccountId = "-" });

await foreach (var vault in glacierVaultPaginator.VaultlList)

{

Console.WriteLine($"{vault.CreationDate}:{vault.VaultName}, ARN:

{vault.VaultARN}");
}
}

« Bx API WFHEES , F5 5 AWS SDK for .NET APl &#ListVaultsHH,

KB R
5 AWS B HF & T B3 S3 Glacier VIR E

AddTagsToVault5 AWS SDK = CLI Bt &1
CreateVault5 AWS SDK = CLI Bt& A
DeleteArchive5 AWS SDK = CLI BB &/
DeleteVaultsS AWS SDK = CLI Bt &£
DeleteVaultNotifications 5 AWS SDK = CLI Bt &£/

DescribeJob5 AWS SDK 5 CLI B2 & fiE A
DescribeVault5 AWS SDK = CLI fii & #
GetJobOutputs AWS SDK = CLI B &
GetVaultNotifications 5 AWS SDK = CLI Bt &
InitiateJob5 AWS SDK = CLI &
ListJobs 5 AWS SDK & CLI Be& A
ListTagsForVault5 AWS SDK = CLI BE&fEH
ListVaults 5 AWS SDK = CLI &
SetVaultNotifications 5 AWS SDK 5 CLI #ii & £ F
UploadArchive 5 AWS SDK = CLI &t & £ F
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+ UploadMultipartPart5 AWS SDK =, CLI Bi&

« £/ AWS BHF R T EEH S3 Glacier 7%
- A AWS BHF X T B/ H4F14E] Amazon S3 Glacier , SREUBZIH B a11ES
* 3REX Amazon S3 Glacier #iER RN B HEA AWS BT X T E SRS

A AWS BH4F X T EEX S3 Glacier WiRE

LTRBREERT AR AWS REFTF X TEIMITEA S3 Glacier #1F, XERBIEEA
T S3 Glacier APl , R4HE E TXHETHAERFHAD TR, SNROABIE —NMEEAGEE
GitHub , BT AEHE P HRBFXRENSTHBAI B A,

UT RN BERERNEE. BXTEYEK , 555 Amazon S3 Glacier APl &,

=i

« AddTagsToVault5 AWS SDK = CLI B.& 1

« CreateVaults AWS SDK = CLI Bt & &

+ DeleteArchive 5 AWS SDK = CLI B4

+ DeleteVault5s AWS SDK & CLI &

+ DeleteVaultNotifications 5 AWS SDK 5 CLI B2 & 1E
+ DescribeJob5 AWS SDK B CLI B2 & & F

+ DescribeVault5 AWS SDK = CLI B4

+ GetJobOutput5 AWS SDK = CLI #i&

+ GetVaultNotifications & AWS SDK 5 CLI B2 & 1E
+ InitiateJob5 AWS SDK 5 CLI B2 & & F

+ ListJobs5 AWS SDK & CLI Bi & fF A

« ListTagsForVault5& AWS SDK 5 CLI B & 1EH

« ListVaults5 AWS SDK = CLI B2 & &£

« SetVaultNotifications & AWS SDK = CLI B. &1 A
« UploadArchive 5 AWS SDK = CLI B2 & H

+ UploadMultipartPart5 AWS SDK = CLI E &1 A
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AddTagsToVault5 AWS SDK = CLI Bt &1

DT RBRAERINAERA AddTagsToVault,
.NET

AWS SDK for .NET

(@ Note
EHEZMARIEL GitHub, £ AWS KB ROIFEEFEKRTERA , THRNFHITIR
BEMIZTT.

/// <summary>

/// Add tags to the items in an Amazon S3 Glacier vault.

/// </summary>

/// <param name="vaultName">The name of the vault to add tags to.</param>

/// <param name="key">The name of the object to tag.</param>

/// <param name="value">The tag value to add.</param>

/// <returns>A Boolean value indicating the success of the action.</returns>

public async Task<bool> AddTagsToVaultAsync(string vaultName, string key,
string value)

{
var request = new AddTagsToVaultRequest
{
Tags = new Dictionary<string, string>
{
{ key, value },
3,
AccountId = "-"
VaultName = vaultName,
};
var response = await _glacierService.AddTagsToVaultAsync(request);
return response.HttpStatusCode == HttpStatusCode.NoContent;
}

- B3 API WFEE | 1555 AWS SDK for NET APl $£AddTagsToVaulth i,
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CLI

AWS CLI

LTHSEEBR my-vault BXHEFRMEMNRE :

aws glacier add-tags-to-vault --account-id - --vault-name my-vault --tags
id=1234,date=july2015

Amazon Glacier EHATIRERFE—NKF ID S , {B& W LUERIEF /RIS E EEFERANIK
o

- BXx APl iFMER , IHSAWS CLI (s 2&AddTagsToVaulth i,

AKX S AWS DK FF R EEmEMAB ROIBTESIXR , ESHN S3 Glacier 5 S AWS DK fit, AER
EBFEARANNERUARBEX LN SDK AW FHEE

CreateVault5 AWS SDK = CLI Bt & EH
LT RBREVERINAFER CreateVault,

BERIRAKEEFNREER , XA L TXHFIET. EUTRERFG | BUUEFLRENLET
X :

- AEXH  REUBAFEHES

NET

AWS SDK for .NET

® Note
EBEEZSHERER GitHub, £ AWS KB RHIFEEFERTEERE , T HMMARITIR
BHMIZETT.

/// <summary>
/// Create an Amazon S3 Glacier vault.

/// </summary>

CreateVault API fRZ< 2012-06-01 188


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/glacier/add-tags-to-vault.html
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/dotnetv3/Glacier#code-examples

Amazon S3 Glacier FEANGIER

/// <param name="vaultName">The name of the vault to create.</param>
/// <returns>A Boolean value indicating the success of the action.</returns>
public async Task<bool> CreateVaultAsync(string vaultName)

{
var request = new CreateVaultRequest
{
// Setting the AccountId to "-" means that
// the account associated with the current
// account will be used.
AccountId = "-",
VaultName = vaultName,
i
var response = await _glacierService.CreateVaultAsync(request);
Console.WriteLine($"Created {vaultName} at: {response.Location}");
return response.HttpStatusCode == HttpStatusCode.Created;
}

- BX API HFHEE , 2 AWS SDK for NET APl 2% CreateVaultF .

CLI

AWS CLI

DLTaaeIEERN my-vault BFISHEE -

aws glacier create-vault --vault-name my-vault --account-id -

Amazon Glacier EHATIRFR FE—NKF ID S% , (BE LAEREFRFREEE EE £ K
Fo

- BXAPIHEHAFEE , HZHAWS CLI s 55 & CreateVaultH H,
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Java

FEHAT Java 2.x By SDK

® Note
REEZHXEE GitHub, 7 AWS KRB ROIF#ERERTERG , THMABITIR
EMIE1T,

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.glacier.GlacierClient;

import software.amazon.awssdk.services.glacier.model.CreateVaultRequest;
import software.amazon.awssdk.services.glacier.model.CreateVaultResponse;
import software.amazon.awssdk.services.glacier.model.GlacierException;

/**
* Before running this Java V2 code example, set up your development
* environment, including your credentials.

*

* For more information, see the following documentation topic:
*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/get-
started.html
*/
public class CreateVault {
public static void main(String[] args) {
final String usage = """

Usage: <vaultName>

Where:
vaultName - The name of the vault to create.

mwon .,
4

if (args.length != 1) {
System.out.println(usage);
System.exit(1l);

String vaultName = args[0];
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GlacierClient glacier = GlacierClient.builder()
.region(Region.US_EAST_1)
.build();

createGlacierVault(glacier, vaultName);
glacier.close();

public static void createGlacierVault(GlacierClient glacier, String
vaultName) {
try {
CreateVaultRequest vaultRequest = CreateVaultRequest.builder()
.vaultName(vaultName)
.build();

CreateVaultResponse createVaultResult =
glacier.createVault(vaultRequest);

System.out.println("The URI of the new vault is " +
createVaultResult.location());

} catch (GlacierException e) {

System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1);

« Bx API NFMELR |, H3 W AWS SDK for Java 2.x APl Z# CreateVaultf#,

JavaScript

& A F JavaScript (v3) WEHF XTI ES

(® Note
EREZHEREER GitHub, BERFTERH , THRMME AWS KB RO F M EFER#TIR
BMIZIT.
BEEF iw,
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const { GlacierClient } = require("e@aws-sdk/client-glacier");
// Set the AWS Region.

const REGION = "REGION";

//Set the Redshift Service Object

const glacierClient = new GlacierClient({ region: REGION });
export { glacierClient };

BB HE,

// Load the SDK for JavaScript
import { CreateVaultCommand } from "eaws-sdk/client-glacier";
import { glacierClient } from "./libs/glacierClient.js";

// Set the parameters
const vaultname = "VAULT_NAME"; // VAULT_NAME
const params = { vaultName: vaultname };

const run = async () => {
try {
const data = await glacierClient.send(new CreateVaultCommand(params));
console.log("Success, vault created!");
return data; // For unit tests.
} catch (err) {
console.log("Error");
}
%

run();

- BXEZELR , B3/ AWS SDK for JavaScript FF & A R 1§,
- BX API Ni#AE L |, ES @ AWS SDK for JavaScript APl £# CreateVaultH #Y,
EA T JavaScript (v2) WEEF X TES

(® Note
EREEZHKRIEL GitHub, £ AWS KB ROIFEEFEKRTERA , THRNAHTIR
BEMIZTT.
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// Load the SDK for JavaScript

var AWS = require("aws-sdk");

// Set the region

AWS.config.update({ region: "REGION" });

// Create a new service object

var glacier = new AWS.Glacier({ apiVersion: "2012-06-01" });

// Call Glacier to create the vault

glacier.createVault({ vaultName: "YOUR_VAULT_NAME" }, function (err) {

if (lerr) {
console.log("Created vault!");
}
1)

- BXEZELR , H3® AWS SDK for JavaScript F & A R 1§,
- BX API HiF4EE |, 1259 AWS SDK for JavaScript APl 2 # CreateVault #,

PowerShell

AT PowerShell

R NAFHNKSRIEFNRERE. BT RE-Accountld ZEBEMEME , Bt cmdlet £
FRINE “ KRR HEIIK

New-GLCVault -VaultName myvault
i
/01234567812 /vaults/myvault

« BXx API iEEER , 3 AWS Tools for PowerShell Cmdlet £# CreateVault /Y,
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Python

SDK for Python (Boto3)

® Note
REEZHXEE GitHub, 7 AWS KRB ROIF#ERERTERG , THMABITIR
EMIE1T,

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations.

def __init__ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

def create_vault(self, vault_name):

Creates a vault.

:param vault_name: The name to give the vault.
:return: The newly created vault.
try:
vault = self.glacier_resource.create_vault(vaultName=vault_name)
logger.info("Created vault %s.", vault_name)
except ClientError:
logger.exception("Couldn't create vault %s.", vault_name)
raise
else:
return vault

- BX API HiF4ELR |, S U&EHCreateVaultT Python BIAWS SDK (Boto3) APl &,
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AKX S AWS DK FF R EEmMAB ROIBTRESIXK , ES RN S3 Glacier 5 S AWS DK fit, AER
EBFEARANNERUARBEX LN SDK AW FHEE

DeleteArchive5 AWS SDK = CLI Bt &1E H

LR REERANMIER DeleteArchive,

BERFIRAEEFNREBRER , ME L TXHFIET. EUTRERFG  BUUEFLRENLET
X :

- FREVERA B FHIBRE R

CLI
AWS CLI
ST e Hh i R A7 A
LT delete-archive RBIM example_vault FlflBREEFR,
aws glacier delete-archive \
--account-id 111122223333 \
--vault-name example_vault \
--archive-id Sc@u9ZP8yaWkmh-XGlIvAVprtLhalLCGnNwN15I5x9HqPIkX5mjc@DrId3Ln-
Gi_k2Hzm1IDZUz117KSdVMdMXLuFWi9PJUitxW073edQ43eT1IMWkHOpd9zVSAUV_XXZBVhKhyGhJ7w
[iA RN A RS T
« BX API NiFHAEER , BESHEAWS CLI in 2 ZDeleteArchive Y,
Java

FEAT Java 2.x B SDK

(@ Note
EHEZHREER GitHub,  AWS KB REIFEEFERTERE , THROFZHTIR
BMIZ{T.

import software.amazon.awssdk.regions.Region;

DeleteArchive API fRZ 2012-06-01 195


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/glacier/delete-archive.html
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javav2/example_code/glacier#readme

Amazon S3 Glacier FEANGIER

import software.amazon.awssdk.services.glacier.GlacierClient;
import software.amazon.awssdk.services.glacier.model.DeleteArchiveRequest;
import software.amazon.awssdk.services.glacier.model.GlacierException;

/**
* Before running this Java V2 code example, set up your development
* environment, including your credentials.

*

* For more information, see the following documentation topic:

*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-gqguide/get-
started.html

*/
public class DeleteArchive {

public static void main(String[] args) {
final String usage = """

Usage: <vaultName> <accountId> <archiveId>
Where:
vaultName - The name of the vault that contains the archive to
delete.
accountId - The account ID value.
archiveld - The archive ID value.
if (args.length != 3) {
System.out.println(usage);
System.exit(1);
}
String vaultName = args[Q];
String accountId = args[1];
String archiveld = args[2];
GlacierClient glacier = GlacierClient.builder()
.region(Region.US_EAST_1)
.build();
deleteGlacierArchive(glacier, vaultName, accountId, archiveld);
glacier.close();
}

public static void deleteGlacierArchive(GlacierClient glacier, String
vaultName, String accountId,
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String archiveld) {
try {
DeleteArchiveRequest delArcRequest = DeleteArchiveRequest.builder()
.vaultName(vaultName)
.accountId(accountId)
.archiveId(archiveld)
.build();

glacier.deleteArchive(delArcRequest);
System.out.println("The archive was deleted.");

} catch (GlacierException e) {

System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1l);

« Bx API NFELR |, F3 5 AWS SDK for Java 2.x APl &# DeleteArchive P #Y,

Python

SDK for Python (Boto3)

(® Note
EHEZHKRIEL GitHub,  AWS KB ROIFEEFEKRTERS , THRNFZHTIR
BEMIZTT.

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations."""

def __init_ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

@staticmethod
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def delete_archive(archive):

Deletes an archive from a vault.

:param archive: The archive to delete.
try:
archive.delete()
logger.info(
"Deleted archive %s from vault %s.", archive.id,
archive.vault_name
)
except ClientError:
logger.exception("Couldn't delete archive %s.", archive.id)
raise

« BX API BHFER |, BS1UEADeleteArchiveF Python BIAWS SDK (Boto3) APl &%,

BX SAWS DK F R EBIERMMRBRFINTEI R | BESHF S3 Glacier 5 S AWS DK Bit, AREH
REFEERAINEELRERLEH SDK RAHIFHAE L.

DeleteVaults AWS SDK = CLI Bt & A
LT RBREVERIN{AFER DeleteVault,

BERFIRAEEFNRBRER , XAELTXHZET, EUTRBREG | BUUEFHRENLET
X

- FREVEER B MIBRIEE

CLI

AWS CLI

TSRS R my-vault BIXXHE :

aws glacier delete-vault --vault-name my-vault --account-id -
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Lt a B REREMH . Amazon Glacier EHITRFNFE—NKF ID S8, BETUERE
FRREEEEFERNIKS

« X API NiFHEER , BFSHEAWS CLI is S5 EDeleteVaulth iy,

Java

EATF Java 2.x B9 SDK

® Note
EBEZMXFER GitHubo  AWS KIS ROIFMHEEREXRTERRH , THNARITR
BHIE{T.

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.glacier.GlacierClient;

import software.amazon.awssdk.services.glacier.model.DeleteVaultRequest;
import software.amazon.awssdk.services.glacier.model.GlacierException;

/**
* Before running this Java V2 code example, set up your development
* environment, including your credentials.

*

* For more information, see the following documentation topic:
*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/get-
started.html
*/
public class DeleteVault {
public static void main(String[] args) {

final String usage = """
Usage: <vaultName>

Where:
vaultName - The name of the vault to delete.\s

man,
’

if (args.length != 1) {
System.out.println(usage);
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System.exit(1);

String vaultName = args[0];

GlacierClient glacier = GlacierClient.builder()
.region(Region.US_EAST_1)
.build();

deleteGlacierVault(glacier, vaultName);
glacier.close();

public static void deleteGlacierVault(GlacierClient glacier, String
vaultName) {
try {
DeleteVaultRequest delVaultRequest = DeleteVaultRequest.builder()
.vaultName(vaultName)
.build();

glacier.deleteVault(delVaultRequest);
System.out.println("The vault was deleted!");

} catch (GlacierException e) {

System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1);

. Bx APIWFHELR |, 53 AWS SDK for Java 2.x APl &#DeleteVaultd .

Python

SDK for Python (Boto3)

(® Note
EHEZHEREER GitHub, # AWS KB REIEEEFERTERA , THROFHITIR
BMIZIT.
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class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations.

def __init__ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

@staticmethod
def delete_vault(vault):

Deletes a vault.

:param vault: The vault to delete.

try:
vault.delete()
logger.info("Deleted vault %s.", vault.name)
except ClientError:
logger.exception("Couldn't delete vault %s.", vault.name)
raise

. B3 AP fi¥41S 8 , %S HE M DeleteVaultF Python BIAWS SDK (Boto3) APl £,

A S AWS DK FFx EiEMMABRHINERIIK , SN S3 Glacier 5 S AWS DK Fi, ANEH
REFEBXRANEEARBEXTHH SDK A FHAE 2.

DeleteVaultNotifications& AWS SDK = CLI Bt &M

UTRBREERIAER DeleteVaultNotifications,
CLI

AWS CLI

TR SR EERY SNS @A
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LAF delete-vault-notifications RBIER T LI ER Amazon Simple Notification
Service (Amazon SNS) £+ 318 E R IAR B,

aws glacier delete-vault-notifications \
--account-id 111122223333 \
--vault-name example_vault

WS T E R TH
« Ax API NFHEER , FSFEAWS CLI i85S £ DeleteVaultNotifications P H o

Python

SDK for Python (Boto3)

® Note
RBEZMXFER GitHub, # AWS KIBRHIFMHEEFREXRTERRH , THMARITER
BHIE1T.

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations.

def __init__ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

@staticmethod
def stop_notifications(notification):

Stops notifications to the configured Amazon SNS topic.

:param notification: The notification configuration to remove.

try:
notification.delete()
logger.info("Notifications stopped.")
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except ClientError:
logger.exception("Couldn't stop notifications.")
raise

- Bx API WiFME R , iHSU&EMADeleteVaultNotificationsF Python #JAWS SDK (Boto3)
APlI &,

BX SAWS DK F R EEMMABREIRTEIIK , HSHFF S3 Glacier 5 S AWS DK ft, AE&E
EBEARAWERARB XL SDK RAHY i HA1E S

DescribeJob5 AWS SDK = CLI Bi &5
TR RBRGVERIN{ASER Describelob,
cL

AWS CLI

AT HERAEH ny-vault WXAEREXEFRRESHES

aws glacier describe-job --account-id - --vault-name my-
vault --job-id zbxcm3Z_3z5UkoroF7SuZKrxgGoDc3R1oGduS7Eg-
RO47Yc6FxsdGBgf_Q2DK5Ejh18CnTS5XW4_XglNHS61ds04CnMwW

i

"InventoryRetrievalParameters": {
"Format": "JSON"

b,

"VaultARN": "arn:aws:glacier:us-west-2:0123456789012:vaults/my-vault",

"Completed": false,

"JobId": "zbxcm3Z_3z5UkoroF7SuzKrxgGoDc3R1oGduS7Eg-
RO47Yc6FxsdGBgf_Q2DK5Ejh18CnTS5XW4_XqlNHS61ds04CnMw",

"Action": "InventoryRetrieval",

"CreationDate": "2015-07-17T20:23:41.616Z",

"StatusCode": "InProgress"
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f£%5 ID AT LAfE aws glacier initiate-job # aws glacier list-jobs B9
Fl, Amazon Glacier EINITIRENFZE—NKF, ID S8 , EEUUFEREFRARIEEEREFEA
HY K P o

. X API NiFHEER |, FSHEAWS CLI 555 £ DescribeJob® Y,

PowerShell

AT PowerShell

M1 REEEESHFEAFEE. EFHINTERE , ATEAEA read-GC JobOutput cmdlet ¥
EESHAR (BRIELIIR ) KRB KRR,

Get-GLCJob -VaultName myvault -JobId "oplx...JSbthM"

i
Action : ArchiveRetrieval
Archiveld : 0909j...X-TpIhQJw
ArchiveSHA256TreeHash : 79f3ea754c02f58...dc57bf4395b
ArchiveSizeInBytes : 38034480
Completed : False
CompletionDate : 1/1/0001 12:00:00 AM
CreationDate : 12/13/2018 11:00:14 AM
InventoryRetrievalParameters :
InventorySizelInBytes : 0
JobDescription :
JobId : oplx...JSbthM
JobOutputPath
OutputLocation :
RetrievalByteRange 1 0-38034479
SelectParameters :
SHA256TreeHash : 79f3ea754c02f58...dc57bf4395b
SNSTopic
StatusCode : InProgress
StatusMessage
Tier : Standard
VaultARN : arn:aws:glacier:us-west-2:012345678912:vaults/test

« BXx APl NiFHEER |, F3E AWS Tools for PowerShell Cmdlet % DescribeJob® Y,
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Python

SDK for Python (Boto3)

® Note
REEZHXEE GitHub, 7 AWS KRB ROIF#ERERTERG , THMABITIR
EMIE1T,

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations."""

def __init__ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

@staticmethod
def get_job_status(job):

Gets the status of a job.

:param job: The job to query.
:return: The current status of the job.

try:
job.load()
logger.info(
"Job %s is performing action %s and has status %s.",
job.id,
job.action,
job.status_code,
)
except ClientError:
logger.exception("Couldn't get status for job %s.", job.id)
raise
else:
return job.status_code
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- B API HWiFMER , S &EMDescribeJobF Python BJAWS SDK (Boto3) APl &,

BX SAWS DK F R EIERAMRB RO TEIIR , HSRH S3 Glacier 5 S AWS DK B, ARFEH
REFEERAINEELRERLEH SDK IRAHIFMAE L,

DescribeVault5 AWS SDK = CLI Bt &1E

LT RBERANMIER DescribeVault,

NET

AWS SDK for .NET

®

of

Note

EREZHKEE GitHub, £ AWS RIBREIFREFERTERG , THMMAHEITR
BEMZ1T.

/// <summary>

/// Describe an Amazon S3 Glacier vault.

/// </summary>

/// <param name="vaultName">The name of the vault to describe.</param>
/// <returns>The Amazon Resource Name (ARN) of the vault.</returns>
public async Task<string> DescribeVaultAsync(string vaultName)

{

var request = new DescribeVaultRequest

{

AccountId = "-",
VaultName = vaultName,

i
var response = await _glacierService.DescribeVaultAsync(request);

// Display the information about the vault.

Console.WriteLine($"{response.VaultName}\tARN: {response.VaultARN}");

Console.WritelLine($"Created on: {response.CreationDate}\tNumber
Archives: {response.NumberOfArchives}\tSize (in bytes):

{response.SizeInBytes}");
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if (response.LastInventoryDate != DateTime.MinValue)

{

Console.WriteLine($"Last inventory: {response.LastInventoryDatel}");

}

return response.VaultARN;

« Bx API NFMELR |, 53 AWS SDK for .NET APl &#£DescribeVaultd #,

CLI

AWS CLI

LTFHEKRERZAN my-vault B XHERIFEREIE

aws glacier describe-vault --vault-name my-vault --account-id -

Amazon Glacier EITREFNZBE—/NIKF ID S , B &7 LU BIiE F /KIS E 1IE £ £ AR K
Fo

« Bx APINFHEER , HSFAWS CLI iS5 DescribeVaulth Y,

BX SAWS DK F R BIERMMRB RN TEIER | ESRF S3 Glacier 5 S AWS DK Bit, A&AEH
REFEERAINEELIRAEXRLHH SDK RAHIFHAE S,

GetJobOutputs5 AWS SDK = CLI B2& A
AT RERFERMMAEA GetJobOutput,

BERFIRAEEFNRBRER , XTAELTXHZET, EUTRBREG | BUUEFHRENLET
X

« REVEEAE FHMIBREE
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CLI

AWS CLI

T RSS2 S NHILRIZEE N output . json M43 B R gy A TS -

aws glacier get-job-output --account-id - --vault-name my-
vault --job-id zbxcm3Z_3z5UkoroF7SuZKrxgGoDc3R1oGduS7Eg-
RO47Yc6FxsdGBgf_Q2DK5Ejh18CnTS5XW4_XqlNHS61ds04CnMW output.json

A[1E aws glacier list-jobs HiHH#KE| job-id., BEE , BHXGER—MIES
B, TR A MER IS, Amazon Glacier ERITRENFZE—NIKF, ID S8 , BETLUE
REFAREEEREFEANIKS,

i

"status": 200,
"acceptRanges": "bytes",
"contentType": "application/json"

output.json:

{"VaultARN":"arn:aws:glacier:us-west-2:0123456789012:vaults/
my-vault","InventoryDate":"2015-04-07T00:26:18Z","Archivelist":
[{"ArchiveId":"kKB7ymWIVpPSwhGP6ycSOAekp9ZYe_--zM_mw6k76ZFGEIWQX-
ybtRDvc2VkPSDtfKmQrj@IRQLSGSNuDp-

AJV1u2ccmDSyDUmZwKbwbpAdGATGDiB3hHO@bjbGehXTcApVud_wyDw", "ArchiveDescription":"multipart

upload

test", "CreationDate":"2015-04-06T22:24:34Z2","Size" :3145728, "SHA256TreeHash" :"9628195fcdk

- B API WFMAER | 55 AWS CLI 4 3#EGetJobOutputF i,

PowerShell
FF PowerShell

R THUMEEEFLFRRNFEAR , ARXERNRFRIUE LGP, NRAE
REM , WTHENERIEREN, MRFE , AT HEMRSEAR EFIREREM (KRR
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XA cmdlet R&E—IXIETT) : o $AWSHistory.LastServiceResponsellR cmdlet T2
RIFIEITH , EHE$AWSHistory . Commands A LAFREUAE 5% Y AR 55 W8 7 o

Read-GLCJobOutput -VaultName myvault -JobId "HSWjArc...Zg2XLiW" -FilePath "c:
\temp\blue.bin"

« BX API HiF4ELR |, i3 19 AWS Tools for PowerShell Cmdlet 2 GetJobOutputf Y,

Python

SDK for Python (Boto3)

(@ Note
EBEZHKREL GitHub, £ AWS KB ROIFMEEFEKRTERA , THRNFRHITIR
BEMIZ{T.

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations."""

def __init_ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

@staticmethod

def get_job_output(job):
Gets the output of a job, such as a vault inventory or the contents of an
archive.

:param job: The job to get output from.
:return: The job output, in bytes.
try:
response = job.get_output()
out_bytes = response["body"].read()
logger.info("Read %s bytes from job %s.", len(out_bytes), job.id)
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if "archiveDescription" in response:
logger.info(
"These bytes are described as

10 ™

%s'",
response["archiveDescription"]
)
except ClientError:
logger.exception("Couldn't get output for job %s.", job.id)
raise
else:
return out_bytes

« BXx APl BHEAER |, HSUEAGetJobOutputF Python BIAWS SDK (Boto3) APl &%,

BX SAWS DK F R BIERMMRB RFINTES X | ESEF S3 Glacier 5 S AWS DK Bit, AEH
REFEERAINEELRAEXRELHH SDK RAHIFHAE L,

GetVaultNotifications5 AWS SDK = CLI &4
LTRBREERNAMER GetVaultNotifications,
cLI

AWS CLI

LR S3REEB A my-vault B SCHERE B B/ R -

aws glacier get-vault-notifications --account-id - --vault-name my-vault

M

"vaultNotificationConfig": {
"Events": [
"InventoryRetrievalCompleted",
"ArchiveRetrievalCompleted"

1,
"SNSTopic": "arn:aws:sns:us-west-2:0123456789012:my-vault"
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MERBNENHEEEEMEA , M 2KRE4EIR. Amazon Glacier EHRATRER FE — K
F D% , BETUERAEFNTREEEEEANIKS

« BX APl WiFHEER , BFSHEAWS CLI 555 #E GetVaultNotificationsF Y o

Python

SDK for Python (Boto3)

® Note
EBEZMXFER GitHubo  AWS KIS ROIFMHEEREXRTERRH , THNARITR
BHIE{T.

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations."""

def __init_ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

@staticmethod
def get_notification(vault):

Gets the currently notification configuration for a vault.

:param vault: The vault to query.
:return: The notification configuration for the specified vault.
try:
notification = vault.Notification()
logger.info(
"Vault %s notifies %s on %s events.",
vault.name,
notification.sns_topic,
notification.events,
)

except ClientError:
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logger.exception("Couldn't get notification data for %s.",
vault.name)
raise
else:
return notification

- B API iF4ER , iHS &M GetVaultNotificationsF Python #JAWS SDK (Boto3) API
2%,

BX SAWS DK AR EIERAMRB RHINTEIIR , 5SRH S3 Glacier 5 S AWS DK Fil, ARFEH
REFEERAINEELRERLEH SDK IRAIFMAE L,

InitiateJob5s AWS SDK = CLI Bt & A
DTRBREERMMAIER InitiateJob,

BERFIRAEEFNRBRER , XAELTXHZET, EUTREBREG | B UEFHRENLET
X

- BEXH  REUBRABIHES

NET

AWS SDK for .NET

(® Note
EBEZMEREER GitHub, £ AWS KB RHIF#EFRERTER , THMMIEITIR
BEMIZTT.

MXHFERRRRE, ROIGER ArchiveTransferManager 2, B API NiFAER , 5

i# ArchiveTransferManager,

/// <summary>
/// Download an archive from an Amazon S3 Glacier vault using the Archive
/// Transfer Manager.

/// </summary>
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/17

param>

/17
/17
/17
/17

<param name="vaultName">The name of the vault containing the object.</

<param name="archiveId">The Id of the archive to download.</param>
<param name="localFilePath">The local directory where the file will
be stored after download.</param>

<returns>Async Task.</returns>

public async Task<bool> DownloadArchiveWithArchiveManagerAsync(string
vaultName, string archiveld, string localFilePath)

{

try
{

var manager = new ArchiveTransferManager(_glacierService);

var options = new DownloadOptions

{

StreamTransferProgress = Progress!,

i

// Download an archive.
Console.WriteLine("Initiating the archive retrieval job and then

polling SQS queue for the archive to be available.");

Console.WriteLine("When the archive is available, downloading will

begin.");

await manager.DownloadAsync(vaultName, archiveld, localFilePath,

options);

/17
/17
/17
/17
/17
/17

return true;
}
catch (AmazonGlacierException ex)
{
Console.WriteLine(ex.Message);
return false;

<summary>

Event handler to track the progress of the Archive Transfer Manager.
</summary>

<param name="sender">The object that raised the event.</param>

<param name="args">The argument values from the object that raised the
event.</param>

static void Progress(object sender, StreamTransferProgressArgs args)

{

if (args.PercentDone != _currentPercentage)
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_currentPercentage = args.PercentDone;
Console.WriteLine($"Downloaded {_currentPercentagel}%");

« BX APl WiFHEER |, F3H AWS SDK for .NET APl & |nitiateJobH H,

CLI
AWS CLI

AT a5 B B 4RSS BABRBU #rmy - vaul t R &

aws glacier initiate-job --account-id - --vault-name my-vault --job-parameters
"{"Type": "inventory-retrieval"}'
i
{

"location": "/0123456789012/vaults/my-vault/jobs/
zbxcm3Z_3z5UkoroF7SuZKrxgGoDc3R1oGduS7Eg-
RO47Yc6FxsdGBgf_Q2DK5Ejh18CnTS5XW4_XqlNHS61ds04CnMW",

"jobId": "zbxcm3Z_3z5UkoroF7SuZKrxgGoDc3R1oGduS7Eg-
RO47Yc6FxsdGBgf_Q2DK5Ejh18CnTS5XW4_XqlNHS61ds04CnMW"

}

Amazon Glacier EHATRFR FE—NKF ID S, (BE 7 LAER E 7 RFRIEE E1E £ A K
o

UT SR MXHENy-vault PEXEIERNES ¢

aws glacier initiate-job --account-id - --vault-name my-vault --job-parameters
file://job-archive-retrieval.json

job-archive-retrieval.json@ZF X H4RFPH— JSON X , ATEEEFEE, &
R ID M—LETESH
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"Type": "archive-retrieval",

"ArchiveId": "kKB7ymWJIVpPSwhGP6ycSOAekp9ZYe_--zM_mwbk76ZFGEIWQX-
ybtRDvc2VkPSDtfKmQrjOIRQLSGSNuDp-
AJV1u2ccmDSyDUmZwKbwbpAdGATGDiB3hHOObjbGehXTcApVud_wyDw",

"Description": "Retrieve archive on 2015-07-17",

"SNSTopic": "arn:aws:sns:us-west-2:0123456789012:my-topic"

R4 ID AJf£aws glacier upload-archiveMiy#HiHF K Faws glacier get-job-
output,

i

"location": "/011685312445/vaults/mwunderl/jobs/17IL5-
EkXYEYOWs95fC1zIbk205uLYaFdAYOi-
azsX_Z8V6NH4yERHzars8wTKYQMX6NnBDI9cMNHzyZJ059-8N9aHWav",

"jobId": "17IL5-EkXy205uLYaFdAYOiEY9Ws95fClzIbk-
azsX_Z8V6NH4yERHzars8wTKYQMX6nBDI9cMNHzyZJ059-8N9aHWav"

}

EXESSHERANEMEE |, 53 % Amazon Glacier API SZHFHBEHES.
« BXx API NiFHEER |, FSHEAWS CLI 555 nitiateJobH Y,

Java

EATF Java 2.x B9 SDK

@ Note
BEEZMHEXEEL GitHub, £ AWS RIEETHIFHEEPERTERG , THROMHITIR
BMZ=1T,
BERXHEETF

import software.amazon.awssdk.core.ResponseBytes;

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.glacier.GlacierClient;

import software.amazon.awssdk.services.glacier.model.JobParameters;
import software.amazon.awssdk.services.glacier.model.InitiateJobResponse;

InitiateJob API fRZ 2012-06-01 215


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/glacier/initiate-job.html
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javav2/example_code/glacier#readme

Amazon S3 Glacier

FRARER

import
import
import
import
import
import
import
import
import
import

/**

software.
software.
software.
software.
software.
software.

amazon.
amazon.
amazon.
amazon.
.awssdk.services.glacier.
awssdk.services.glacier.

amazon

amazon.

java.io.File;
java.io.FileOutputStream;

java.io.IOException;

awssdk.services.glacier.
awssdk.services.glacier.
awssdk.services.glacier.
awssdk.services.glacier.

java.io.OutputStream;

model.
model.
model.
model.
.GetJobOutputRequest;
model.

model

GlacierException;
InitiateJobRequest;
DescribeJobRequest;
DescribeJobResponse;

GetJobOutputResponse;

* Before running this Java V2 code example, set up your development
* environment, including your credentials.

*

* For more information, see the following documentation topic:

*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/get-
started.html

*/

public class ArchiveDownload {
public static void main(String[] args) {

final String usage = non

Usage:

Where:

vaultName - The name of the vault.

accountId - The account ID value.
path - The path where the file is written to.

man,
’

if (args.length != 3) {
System.out.println(usage);

System.exit(1l);

String vaultName =
String accountId

args[0];
args[1];

String path = args[2];
GlacierClient glacier = GlacierClient.buildex()
.region(Region.US_EAST_1)
.build();

<vaultName> <accountId> <path>

InitiateJob
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String jobNum = createJob(glacier, vaultName, accountId);
checkJob(glacier, jobNum, vaultName, accountId, path);
glacier.close();

public static String createJob(GlacierClient glacier, String vaultName,
String accountId) {

try {
JobParameters job = JobParameters.builder()
.type("inventory-retrieval")

.build();

InitiateJobRequest initJob = InitiateJobRequest.buildexr()
.jobParameters(job)
.accountId(accountId)
.vaultName(vaultName)
.build();

InitiateJobResponse response = glacier.initiateJob(initJob);

System.out.println("The job ID is: " + response.jobId());

System.out.println("The relative URI path of the job is: " +
response.location());

return response.jobId();

} catch (GlacierException e) {
System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1l);

}

return ;

// Poll S3 Glacier = Polling a Job may take 4-6 hours according to the
// Documentation.
public static void checkJob(GlacierClient glacier, String jobId, String name,
String account, String path) {
try {

boolean finished = false;

String jobStatus;

int yy = 0;

while (!finished) {
DescribeJobRequest jobRequest = DescribeJobRequest.builder()
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.jobId(jobId)
.accountId(account)

.vaultName(name)
.build();

DescribeJobResponse response = glacier.describeJob(jobRequest);

jobStatus = response.statusCodeAsString();

if (jobStatus.compareTo("Succeeded") == 0)
finished = true;

else {
System.out.println(yy + " status is: " + jobStatus);
Thread.sleep(1000);

}

yy++;

System.out.println("Job has Succeeded");

GetJobOutputRequest jobOutputRequest = GetJobOutputRequest.builder()

.jobId(jobId)
.vaultName(name)

.accountId(account)
.build();

ResponseBytes<GetJobOutputResponse> objectBytes =

glacier.getJobOutputAsBytes(jobOutputRequest);

// Write the data to a local file.

byte[] data = objectBytes.asByteArray();

File myFile = new File(path);

OutputStream os = new FileOutputStream(myFile);
os.write(data);

System.out.println("Successfully obtained bytes from a Glacier

vault");

os.close();

} catch (GlacierException | InterruptedException | IOException e) {
System.out.println(e.getMessage());
System.exit(1l);

InitiateJob
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« Bx API NFHEER |, H3 5 AWS SDK for Java 2.x APl &#|nitiateJobH Y,

PowerShell
AT PowerShell

w1 BE—TUES  NAFHBANEEXHEPRRESE. TER get-glcJob cmdlet 1
EELERES. EFHITERE , TR read-GC JobOutput cmdlet FF 4R A B R E 4

# M REGE

Start-GLCJob -VaultName myvault -JobType "archive-retrieval" -JobDescription
"archive retrieval" -ArchiveId "0909j...TX-TpIhQJw"

M
JobId JobOutputPath Location
oplx...JSbthM /012345678912 /vaults/test/jobs/

oplxe...I4HqCHkSJISbthM

« X API N FHEE. |, i3S AWS Tools for PowerShell Cmdlet £ Z InitiateJobH Yo

Python

SDK for Python (Boto3)

(® Note
EREZHKRIEL GitHub,  AWS KB REIFEEFERTERA , THRNFZHTIR
BEMIZTT.
BRRXHFEER.

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations."""

def __init_ (self, glacier_resource):
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:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

@staticmethod
def initiate_inventory_retrieval(vault):
Initiates an inventory retrieval job. The inventory describes the
contents
of the vault. Standard retrievals typically complete within 3-5 hours.
When the job completes, you can get the inventory by calling
get_output().

:param vault: The vault to inventory.
:return: The inventory retrieval job.
try:
job = vault.initiate_inventory_retrieval()
logger.info("Started %s job with ID %s.", job.action, job.id)
except ClientError:
logger.exception("Couldn't start job on vault %s.", vault.name)
raise
else:
return job

MR RER,

class GlacierWrapper:

"""Encapsulates Amazon S3 Glacier API operations.

def __init__ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

@staticmethod
def initiate_archive_retrieval(archive):
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Initiates an archive retrieval job. Standard retrievals typically
complete

within 3-5 hours. When the job completes, you can get the archive
contents

by calling get_output().

:param archive: The archive to retrieve.
:return: The archive retrieval job.
try:
job = archive.initiate_archive_retrieval()
logger.info("Started %s job with ID %s.", job.action, job.id)
except ClientError:
logger.exception("Couldn't start job on archive %s.", archive.id)
raise
else:
return job

« BXx API HFAER |, HS195EA nitiateJobF Python BIAWS SDK (Boto3) APl %,

BX SAWS DK F R EBIERMMRB RFINTEI R | ESHEF S3 Glacier 5 S AWS DK Bit, AREH
REFEERAINEELRERLEH SDK RAHIFHAE L.

ListJobs5 AWS SDK = CLI it & H
UTRBRESERIMER ListIobs,

BERFRAEEFNRBER , YAELTXHET, BUUEUATRBREFEFRIEENLET
X

- ARXH | REUBAHAEHES
- FREUVEER B FMIBRIESE
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NET

AWS SDK for .NET

@ Note
EHEEZMKRIEL GitHub, £ AWS KB ROIFMEEFEKRTERA , THRNFRHITIR
BEMIZ{T.

/// <summary>

/// List Amazon S3 Glacier jobs.

/// </summary>

/// <param name="vaultName">The name of the vault to list jobs for.</param>
/// <returns>A list of Amazon S3 Glacier jobs.</returns>

public async Task<List<GlacierJobDescription>> ListJobsAsync(string

vaultName)
{

var request = new ListJobsRequest

{
// Using a hyphen "-" for the Account Id will
// cause the SDK to use the Account Id associated
// with the current account.
AccountId = "-",
VaultName = vaultName,

I

var response = await _glacierService.ListJobsAsync(request);

return response.Joblist;

. BX API WiFHEER , B3 AWS SDK for .NET APl &#ListJobsHH,

CLI

AWS CLI

LUTFan w5 T &R my-vault IXHERNEERITNRIETRNES
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aws glacier list-jobs --account-id - --vault-name my-vault
B
{
"JobList": [
{

"VaultARN": "arn:aws:glacier:us-west-2:0123456789012:vaults/my-
vault",

"RetrievalByteRange": "0-3145727",

"SNSTopic": "arn:aws:sns:us-west-2:0123456789012:my-vault",

"Completed": false,

"SHA256TreeHash":

"9628195fcdbcbbe76cdde932d4646fTa7de5f219fb39823836d81f@cc@elB8aab7",

"JobId": "17IL5-EkXyEY9Ws95fClzIbk205uLYaFdAYO0i-
azsX_Z8V6NH4yERHzars8wTKYQMX6NBDIOCcMNHzyZJ059-8N9aHWav",

"ArchiveId": "kKB7ymWJVpPSwhGP6ycSOAekp9ZYe_--
zM_mw6k76ZFGEIWQX-ybtRDvc2VkPSDtfKmQrjOIRQLSGSNuDp-
AJV1u2ccmDSyDUmZwKbwbpAdGATGDiB3hHO@bjbGehXTcApVud_wyDw",

"JobDescription": "Retrieve archive on 2015-07-17",

"ArchiveSizeInBytes": 3145728,

"Action": "ArchiveRetrieval",

"ArchiveSHA256TreeHash":

"9628195fcdbcbbe76cdde932d4646fa7de5f219fb39823836d81f@cc@elB8aab7",

"CreationDate": "2015-07-17T21:16:13.840Z7",

"StatusCode": "InProgress"

"InventoryRetrievalParameters": {
"Format": "JSON"

3,

"VaultARN": "arn:aws:glacier:us-west-2:0123456789012:vaults/my-
vault",

"Completed": false,

"JobId": "zbxcm3Z_3z5UkoroF7SuzZKrxgGoDc3R1oGduS7Eg-
RO47Yc6FxsdGBgf_Q2DK5Ejh18CnTS5XW4_XglNHS61ds04CnMw",

"Action": "InventoryRetrieval",
"CreationDate": "2015-07-17T20:23:41.616Z",
"StatusCode": ""InProgress""
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Amazon Glacier EHITIRERZEE—/NIKF ID S , B A LUE FIiE F /KIS E IE £ £ ARk
Fo

« X API WiFHEER |, FSHEAWS CLI fn S5 EListJobsH Y,

Python

SDK for Python (Boto3)

® Note
EBEZMXFER GitHubo  AWS KIS ROIFMHEEREXRTERRH , THNARITR
BHIE{T.

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations."""

def __init_ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

@staticmethod
def list_jobs(vault, job_type):

Lists jobs by type for the specified vault.

:param vault: The vault to query.
:param job_type: The type of job to list.
:return: The list of jobs of the requested type.
job_list = []
try:
if job_type == "all":
jobs = vault.jobs.all()
elif job_type == "in_progress":
jobs = vault.jobs_in_progress.all()
elif job_type == "completed":
jobs = vault.completed_jobs.all()

ListJobs API fRZ 2012-06-01 224


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/glacier/list-jobs.html
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/python/example_code/glacier#code-examples

Amazon S3 Glacier FEANGIER

elif job_type == "succeeded":
jobs = vault.succeeded_jobs.all()
elif job_type == "failed":
jobs = vault.failed_jobs.all()
else:
jobs = []
logger.warning("%s isn't a type of job I can get.", job_type)
for job in jobs:
job_list.append(job)
logger.info("Got %s %s job %s.", job_type, job.action, job.id)
except ClientError:
logger.exception("Couldn't get %s jobs from %s.", job_type,
vault.name)
raise
else:
return job_list

- BXx API HiFMER , S FEMListJobsF Python BIAWS SDK (Boto3) APl &,

BX SAWS DK FREBIERMMRBRHINTEIEX |, ESHF S3 Glacier 5 S AWS DK Bit, AREH
BEFEERAINEELIRAEXRLHH SDK RAHIFHAE S,

ListTagsForVault5 AWS SDK = CLI Bt &1 F
DT RBRAERMMAMER ListTagsForVault,
NET

AWS SDK for .NET

® Note
RBEEZHXEE GitHub, 7 AWS KRB ROIFRERERTERG , THMABITIR
EMIE1T,

/// <summary>
/// List tags for an Amazon S3 Glacier vault.

/// </summary>
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/// <param name="vaultName">The name of the vault to list tags for.</param>
/// <returns>A dictionary listing the tags attached to each object in the
/// vault and its tags.</returns>

public async Task<Dictionary<string, string>> ListTagsForVaultAsync(string

vaultName)
{

var request = new ListTagsForVaultRequest

{
// Using a hyphen "-" for the Account Id will
// cause the SDK to use the Account Id associated
// with the default user.
AccountId = "-",
VaultName = vaultName,

I

var response = await _glacierService.ListTagsForVaultAsync(request);

return response.Tags;

- BXx APl HiFM{E R , 5519 AWS SDK for NET APl &£ ListTagsForVaultF &Y,

CLI

AWS CLI

UTmeSENATEN my-vault XHENIRE

aws glacier list-tags-for-vault --account-id - --vault-name my-vault
Wi
{
"Tags": {
"date": "july2015",
IlidII: I|1234I|
}
}
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Amazon Glacier EHITIRERZEE—/NIKF ID S , B A LUE FIiE F /KIS E IE £ £ ARk
Fo

AX API BiFAEE |, S RAWS CLI S #ListTagsForVaultF Y,

BX SAWS DK F R BIERMMRB RN TEIER | ESHRF S3 Glacier 5 S AWS DK Bit, A&AEH
EEREEXAINHNEREURERLHH SDK AR EME L,

ListVaults5 AWS SDK = CLI B & H

LT RIBREVERIMMER ListVaults,

RERFIRAERFHABHER , BAELTXHEIT. EUATRBRES , EAUERLRRFEN LT

X :

- BAEXH | REUBAHAEHES

.NET
AWS SDK for .NET
(® Note
EEELSHXER GitHub, £ AWS KRBT FREEPERTERG , THRINAHFHITIR
BEMZE1T.
/// <summary>
/// List the Amazon S3 Glacier vaults associated with the current account.
/// </summary>
/// <returns>A list containing information about each vault.</returns>
public async Task<List<DescribeVaultOutput>> ListVaultsAsync()
{
var glacierVaultPaginator = _glacierService.Paginators.ListVaults(
new ListVaultsRequest { AccountId = "-" });
var vaultlList = new List<DescribeVaultOutput>();
await foreach (var vault in glacierVaultPaginator.VaultlList)
{
vaultList.Add(vault);
ListVaults
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return vaultlList;

- BX API HiFHEELE , 2 AWS SDK for NET APl ZZListVaultsHH,

CLI

AWS CLI

LA am5 51 e BRIA K 7= 70 X Y SO

aws glacier list-vaults --account-id -

M
{
"VaultList": [
{
"SizeInBytes": 3178496,
"VaultARN": "arn:aws:glacier:us-west-2:0123456789012:vaults/my-
vault",
"LastInventoryDate": "2015-04-07T00:26:19.028Z2",
"VaultName": "my-vault",
"NumberOfArchives": 1,
"CreationDate": "2015-04-06T21:23:45.708Z2"
}
]
}

Amazon Glacier EHITIREFNZEE—/NIKF ID S, B A LUE FIiE F /RIS E IE £ £ AR K
Fo

- X API N FHEER , HSHEAWS CLI s S S ZListVaultsH K,
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FRARER

Java

FEHAT Java 2.x By SDK

@® Note
REEZHXEE GitHub, 7 AWS KRB ROIF#ERERTERG , THMABITIR
BMZE1T,

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.glacier.model.ListVaultsRequest;

import software.amazon.awssdk.services.glacier.model.ListVaultsResponse;

import software.amazon.awssdk.services.glacier.GlacierClient;

import software.amazon.awssdk.services.glacier.model.DescribeVaultOutput;

import software.amazon.awssdk.services.glacier.model.GlacierException;

import

/**

java.util.List;

* Before running this Java V2 code example, set up your development
* environment, including your credentials.

*

* For more information, see the following documentation topic:

*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/get-
started.html

*/

public class ListVaults {

public static void main(String[] args) {
GlacierClient glacier
.region(Region.US_EAST_1)
.build();

listAllVault(glacier);
glacier.close();

= GlacierClient.builder()

public static void listAllVault(GlacierClient glacier) {

boolean listComplete

false;

String newMarker = null;

int totalVaults

:0;

System.out.println("Your Amazon Glacier vaults:");

ListVaults
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try {
while (!listComplete) {
ListVaultsResponse response = null;
if (newMarker != null) {
ListVaultsRequest request = ListVaultsRequest.builder()
.marker(newMarker)
.build();

response = glacier.listVaults(request);
} else {
ListVaultsRequest request = ListVaultsRequest.builder()
.build();
response = glacier.listVaults(request);

List<DescribeVaultOutput> vaultList = response.vaultlList();
for (DescribeVaultOutput v : vaultlList) {

totalVaults += 1;

System.out.println("* " + v.vaultName());

// Check for further results.

newMarker = response.marker();

if (newMarker == null) {
listComplete = true;

if (totalVaults == 0) {
System.out.println("No vaults found.");

} catch (GlacierException e) {
System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1);

. BAx API NFMEELR |, 3 AWS SDK for Java 2.x APl &#ListVaultsh 8,
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Python

SDK for Python (Boto3)

® Note
EBEZMXER GitHubo  AWS KIS RHIFMHEEREXRFERRH , THNARTR
BHIZE1T.

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations.

def __init_ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

def list_vaults(self):

Lists vaults for the current account.
try:
for vault in self.glacier_resource.vaults.all():
logger.info("Got vault %s.", vault.name)
except ClientError:
logger.exception("Couldn't list vaults.")
raise

« BX APl HFAER |, HSIEAListVaultsT Python BIAWS SDK (Boto3) APl %,

AR S AWS DK FF R EREREMAB ROIBTRSIXK , S HN S3 Glacier 5 S AWS DK fit, AER
EBFEAERANNERUARBEX LN SDK AW FHEE

SetVaultNotifications5 AWS SDK = CLI Bt &M

AT REERNMAIER SetVaultNotifications,
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X :

- AEXH | REUBAFAEHES

CLI

AWS CLI

LT&HSRERN my-vault BXHEEE SNS B4 :

aws glacier set-vault-notifications --account-id - --vault-name my-vault --vault-
notification-config file://notificationconfig.json

notificationconfig.json RHAIXHXKHE— JSON X ¥4 , ATFIEE SNS TEHNEX
mHEH -

{

"SNSTopic": "arn:aws:sns:us-west-2:0123456789012:my-vault",

"Events": ["ArchiveRetrievalCompleted", "InventoryRetrievalCompleted"]

Amazon Glacier ERITIREREZEE—NKF ID 28 , BEAUERAEFZFRIECEEFERANK
Fo

« X API WiFHEER |, BFSHEAWS CLI 555 #E SetVaultNotifications P HY o

Python

SDK for Python (Boto3)

® Note
EBEZHXER GitHub,  AWS KIS RHIFMHEERERTERRH , THNARTR
BHIZETT.

class GlacierWrapper:

"""Encapsulates Amazon S3 Glacier API operations."""
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def __init_ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

def set_notifications(self, vault, sns_topic_azrn):
Sets an Amazon Simple Notification Service (Amazon SNS) topic as a target
for notifications. Amazon S3 Glacier publishes messages to this topic for
the configured list of events.

:param vault: The vault to set up to publish notifications.
:param sns_topic_arn: The Amazon Resource Name (ARN) of the topic that
receives notifications.
:return: Data about the new notification configuration.
try:
notification = self.glacier_resource.Notification("-", vault.name)
notification.set(
vaultNotificationConfig={
"SNSTopic": sns_topic_arn,
"Events": [
"ArchiveRetrievalCompleted",
"InventoryRetrievalCompleted",

]I

)
logger.info(
"Notifications will be sent to %s for events %s from %s.",
notification.sns_topic,
notification.events,
notification.vault_name,
)
except ClientError:
logger.exception(
"Couldn't set notifications to %s on %s.", sns_topic_azrn,
vault.name
)
raise
else:
return notification
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- BX API HiFHE R | 1S 195&E A SetVaultNotificationsF Python BJAWS SDK (Boto3) API
B,

BX SAWS DK F R EEEMABREIMTEIIXK , HSHFF S3 Glacier 5 S AWS DK fto AE&E
EBEARAWERARB XL SDK RAAYFHAE S

UploadArchive5 AWS SDK = CLI i & fF
AT RBRAVERIAEFERA UploadArchive,

BERIRAEEFNREBRER , XA L TXHFIET. EUTRERFG  BUUEFLRENLET
X :

- B REBRABIES

NET

AWS SDK for .NET

(@ Note
EREZHRIEER GitHub, # AWS KB REIEEEFERTERE , THROFZHTIR
BMIZIT.

/// <summary>

/// Upload an object to an Amazon S3 Glacier vault.

/// </summary>

/// <param name="vaultName">The name of the Amazon S3 Glacier vault to upload

/// the archive to.</param>

/// <param name="archiveFilePath">The file path of the archive to upload to
the vault.</param>

/// <returns>A Boolean value indicating the success of the action.</returns>

public async Task<string> UploadArchiveWithArchiveManager(string vaultName,
string archiveFilePath)

{

try
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var manager = new ArchiveTransferManager(_glacierService);

// Upload an archive.

var response = await manager.UploadAsync(vaultName, "upload archive
test", archiveFilePath);

return response.Archiveld;

}
catch (AmazonGlacierException ex)
{
Console.WriteLine(ex.Message);
return string.Empty;
}

- BXx API HiF4{E R , 55U AWS SDK for .NET APl $#&UploadArchive Y,

CLI

AWS CLI

LT s®EN archive. zip WA HRFPNFE LA FE R my-vault BXHE

aws glacier upload-archive --account-id - --vault-name my-vault --body
archive.zip

i

"archiveId": "kKB7ymWJIVpPSwhGP6ycSOAekp9ZYe_--
zM_mw6k76ZFGEIWQX-ybtRDvc2VkPSDtfKmQrj@IRQLSGsNuDp-
AJV1u2ccmDSyDUmZwKbwbpAdGATGDiB3hHOObjbGehXTcApVud_wyDw",

"checksum":

"969fb39823836d81f0@cc028195fcdbcbbe76cdde932d4646fa7de5f21el18aab7",

"location": "/0123456789012/vaults/my-vault/archives/
kKB7ymWJIVpPSwhGP6ycSOAekp9ZYe_--zM_mwbk76ZFGEIWQX-
ybtRDvc2VkPSDtfKmQrj@IRQLSGsNuDp-
AJV1u2ccmDSyDUmZwKbwbpAdGATGDiB3hHOObjbGehXTcApVud_wyDw"

}
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FRARER

Amazon Glacier TR /ERE

o

— NP ID S8, BIET SMERAEF R REE EEERNIK

ERREANEFEN , AR aws glacier initiate-job R B K RES.
Z[HAWS CLI a5 5ZZ& UploadArchive 1Y,

- BXAPIHNEFHARES , 17

Java

EATF Java 2.x B9 SDK

® Note
RBEEZHXEE GitHub, 7 AWS KRB ROIF#ERERTERG , THMARHITIR

~—

EMIz1T.

import
import
import
import
import
import
import
import
import
import
import
import

/**

software.amazon.
software.amazon.
software.amazon.
software.amazon.
software.amazon.
.io0.File;

java

java.
.nio.file.Paths;
.io.FileInputStream;
.i0.I0Exception;
java.
java.

java
java
java

awssdk.
awssdk.
awssdk.
awssdk.
awssdk.

nio.file.Path;

regions.Region;
services.glacier.GlacierClient;
services.glacier.model.UploadArchiveRequest;
services.glacier.model.UploadArchiveResponse;
services.glacier.model.GlacierException;

security.MessageDigest;
security.NoSuchAlgorithmException;

* Before running this Java V2 code example, set up your development
* environment, including your credentials.

*

* For more information, see the following documentation topic:

*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/get-

started.html

*/

public class UploadArchive {

static final int ONE_MB =

1024 * 1024;

UploadArchive
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public static void main(String[] args) {
final String usage = """

Usage: <strPath> <vaultName>\s

Where:
strPath - The path to the archive to upload (for example, C:\
\AWS\\test.pdf).
vaultName - The name of the vault.

min,
’

if (args.length != 2) {
System.out.println(usage);
System.exit(1l);

String strPath = args[0];

String vaultName = args[1];

File myFile = new File(strPath);

Path path = Paths.get(strPath);

GlacierClient glacier = GlacierClient.buildex()
.region(Region.US_EAST_1)
.build();

String archiveld = uploadContent(glacier, path, vaultName, myFile);
System.out.println("The ID of the archived item is " + archiveld);
glacier.close();

public static String uploadContent(GlacierClient glacier, Path path, String
vaultName, File myFile) {
// Get an SHA-256 tree hash value.
String checkVal = computeSHA256(myFile);
try {
UploadArchiveRequest uploadRequest = UploadArchiveRequest.buildexr()
.vaultName(vaultName)
.checksum(checkVal)
.build();

UploadArchiveResponse res = glacier.uploadArchive(uploadRequest,
path);
return res.archivelId();
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} catch (GlacierException e) {
System.err.println(e.awsErrorDetails().errorMessage());
System.exit(1);

}

return ;

private static String computeSHA256(File inputFile) {
try {
byte[] treeHash = computeSHA256TreeHash(inputFile);
System.out.printf("SHA-256 tree hash = %s\n", toHex(treeHash));
return toHex(treeHash);

} catch (IOException ioe) {
System.err.format("Exception when reading from file %s: %s",
inputFile, ioe.getMessage());
System.exit(-1);

} catch (NoSuchAlgorithmException nsae) {
System.err.format("Cannot locate MessageDigest algorithm for SHA-256:
%s", nsae.getMessage());
System.exit(-1);
}

return

mim,
’

public static byte[] computeSHA256TreeHash(File inputFile) throws
IOException,
NoSuchAlgorithmException {

byte[J[] chunkSHA256Hashes = getChunkSHA256Hashes(inputFile);
return computeSHA256TreeHash(chunkSHA256Hashes);

/**
* Computes an SHA256 checksum for each 1 MB chunk of the input file. This
* includes the checksum for the last chunk, even if it's smaller than 1 MB.
*/
public static byte[][] getChunkSHA256Hashes(File file) throws IOException,
NoSuchAlgorithmException {

MessageDigest md = MessageDigest.getInstance('"SHA-256");
long numChunks = file.length() / ONE_MB;
if (file.length() % ONE_MB > 0) {
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numChunks++;

if (numChunks == @) {
return new byte[][] { md.digest() };

byte[][] chunkSHA256Hashes = new byte[(int) numChunks][];
FileInputStream fileStream null;

try {
fileStream = new FileInputStream(file);
byte[] buff = new byte[ONE_MB];

int bytesRead;
int idx = 0;

while ((bytesRead = fileStream.read(buff, @, ONE_MB)) > 0) {
md.reset();
md.update(buff, @, bytesRead);
chunkSHA256Hashes[idx++] = md.digest();

return chunkSHA256Hashes;

} finally {
if (fileStream != null) {

try {
fileStream.close();

} catch (IOException ioe) {
System.err.printf("Exception while closing %s.\n %s",

file.getName(),
ioe.getMessage());

/**
* Computes the SHA-256 tree hash for the passed array of 1 MB chunk
* checksums.
*/
public static byte[] computeSHA256TreeHash(byte[][] chunkSHA256Hashes)
throws NoSuchAlgorithmException {
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MessageDigest md = MessageDigest.getInstance('"SHA-256");
byte[][] prevLvlHashes = chunkSHA256Hashes;
while (prevLvlHashes.length > 1) {
int len = prevLvlHashes.length / 2;
if (prevLvlHashes.length % 2 != @) {
len++;

byte[][] currLvlHashes = new byte[len][];
int j = 0;
for (int 1 = @; i < prevLvlHashes.length; i =i + 2, j++) {

// If there are at least two elements remaining.
if (prevLvlHashes.length - i > 1) {

// Calculate a digest of the concatenated nodes.
md.reset();

md.update(prevLvlHashes[i]);
md.update(prevLvlHashes[i + 1]);
currLvlHashes[j] = md.digest();

} else { // Take care of the remaining odd chunk
currLvlHashes[j] = prevLvlHashes[i];

prevLvlHashes = currlLvlHashes;

return prevLvlHashes[0];

/**
* Returns the hexadecimal representation of the input byte array
*/
public static String toHex(byte[] data) {
StringBuilder sb = new StringBuilder(data.length * 2);
for (byte datum : data) {
String hex = Integer.toHexString(datum & OxFF);

if (hex.length() == 1) {
// Append leading zero.
sb.append("0");
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}
sb.append(hex);

}

return sb.toString().toLowerCase();

- BX API BViFAEE |, ES @ AWS SDK for Java 2.x APl 2 UploadArchive i,

JavaScript

EATF JavaScript (v3) WHHGHF AT ES

(® Note
BEEZHEXEE GitHub, ERZTE A , 7HRIMMIE AWS 18 R OI7F 46 FE #1718
BMZE1T,
BEBEF iR,

const { GlacierClient } = require("@aws-sdk/client-glacier");
// Set the AWS Region.

const REGION = "REGION";

//Set the Redshift Service Object

const glacierClient = new GlacierClient({ region: REGION });
export { glacierClient };

LR,

// Load the SDK for JavaScript
import { UploadArchiveCommand } from "@aws-sdk/client-glacier";
import { glacierClient } from "./libs/glacierClient.js";

// Set the parameters
const vaultname = "VAULT_NAME"; // VAULT_NAME

// Create a new service object and buffer
const buffer = new Buffer.alloc(2.5 * 1024 * 1024); // 2.5MB buffer
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const params = { vaultName: vaultname, body: buffer };

const run = async () => {
try {
const data = await glacierClient.send(new UploadArchiveCommand(params));
console.log("Archive ID", data.archiveld);
return data; // For unit tests.
} catch (err) {
console.log("Error uploading archive!", err);
}
};

run();

- BXEZELR , H5H AWS SDK for JavaScript F & A A IEF,
- BXx API BNiEAEELR |, ES @ AWS SDK for JavaScript APl 2#ZUploadArchive® #Y,
EAF JavaScript (v2) WHHF AT ES

® Note
RBEEZHXEE GitHub, 7 AWS KRB ROl F#ERERTERG , THMABHITIR
EMIE1T,

// Load the SDK for JavaScript

var AWS = require("aws-sdk");

// Set the region

AWS.config.update({ region: "REGION" });

// Create a new service object and buffer
var glacier = new AWS.Glacier({ apiVersion: "2012-06-01" });
buffer = Buffer.alloc(2.5 * 1024 * 1024); // 2.5MB buffer

var params = { vaultName: "YOUR_VAULT_NAME", body: buffer };
// Call Glacier to upload the archive.
glacier.uploadArchive(params, function (err, data) {
if (err) {
console.log("Error uploading archive!", err);
} else {
console.log("Archive ID", data.archiveld);

}
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1)

- BXEZELR , B3/ AWS SDK for JavaScript FF & A R 1§,
- BX API HNiFMEER , B2 AWS SDK for JavaScript APl £2 UploadArchive Y,

PowerShell

AT PowerShell

R FRANH EEAREENXARE | BEESE ID MiTEHNREN,

Write-GLCArchive -VaultName myvault -FilePath c:\temp\blue.bin

i
FilePath Archiveld Checksum
C:\temp\blue.bin 0909jUUs...TTX-TpIhQJw 79f3e...f4395b

™2 FXHREREMNAR LEZAP KA PNEEXHE. X T ELEANEINX
# , cmdlet LR HXHFER. HNHER ID MITEENFEREHN,

Write-GLCArchive -VaultName myvault -FolderPath . -Recurse

i

FilePath Archiveld Checksum

C:\temp\blue.bin 0909jUUs...TTX-TpIhQJw 79f3e...f4395b
C:\temp\green.bin gXAf0dSG. ..czo729UHXrw d50al...9184b9
C:\temp\lum.bin 39aNifP3...q9nb8nZkFIg 28886...5c3e27
C:\temp\red.bin vp7E6xU_. ..Ejk_HhjAxKA e@5f7...4e34f5
C:\temp\Folderl\filel.txt _eRINlip...5Sxy7dD2BaA d@d2a...c8a3ba
C:\temp\Folder2\file2.iso -Ix3jlmu...iXiDh-XfOPA 7469e...3e86f1

« X API HiF4EL |, i3 AWS Tools for PowerShell Cmdlet 2 UploadArchive 1 #,
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Python

SDK for Python (Boto3)

® Note
REEZHXEE GitHub, 7 AWS KRB ROIF#ERERTERG , THMABITIR
EMIE1T,

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations."""

def __init__ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

@staticmethod
def upload_archive(vault, archive_description, archive_file):

Uploads an archive to a vault.

:param vault: The vault where the archive is put.
:param archive_description: A description of the archive.
:param archive_file: The archive file to put in the vault.
:return: The uploaded archive.
try:
archive = vault.upload_archive(
archiveDescription=archive_description, body=archive_file
)
logger.info(
"Uploaded %s with ID %s to vault %s.",
archive_description,
archive.id,
vault.name,
)
except ClientError:
logger.exception(
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"Couldn't upload %s to %s.", archive_description, vault.name

)

raise
else:
return archive

« BX API HFER |, HSUEMAUploadArchive T Python BIAWS SDK (Boto3) APl &,

BX SAWS DK F R EBIERMMRB RFINTES R | ESEF S3 Glacier 5 S AWS DK Bit, AREH
REFEERAINEELRAERLHH SDK RAHIFHAE L.

UploadMultipartPart5 AWS SDK = CLI Bt &£

LR RBRAVERINMER UploadMultipartPart,
CLI

AWS CLI

LT EAEREET 1 MiB (1024 x 1024 =1 ) #% -

aws glacier upload-multipart-part --body partl --range 'bytes
0-1048575/*' --account-id - --vault-name my-vault --upload-
id 19gaRezEXAMPLES6Ry5YYdqthHOC_kGRCTO3L9yetr22@UmPtBYKk-

0ssZtLqyFu7sY1_1R7vgFulV6NtcV5zps]

Amazon Glacier EHITIREFNZEE—/NIKF ID S , B A LUE FIiE F /KIS E IE £ £ ARk
Fo

EXSHRARMNHERE L BXHNEE. BESHXA HTTP AESE , ERZoRE
EXERNFERPEANFT, £ ID H aws glacier initiate-multipart-upload @
SiRE |, A BAEA aws glacier list-multipart-uploads JRERE.

BXxEA CLI 7B L& % Amazon Glacier WEZ{EE |, 55 AWS CLAWS | HFEESH
EAT % Glacier,

- BX API HiF4ELR |, HSAWS CLI it 5Z UploadMultipartPartF #9
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JavaScript

EA T JavaScript (v2) WEHEF AT ES

@ Note
EHEEZHKRIEL GitHub, £ AWS KB ROIFMEEFEKRTERS , THRNFHITIR
BEMIZTT.

B2 Buffer HREY 1 KEZTFTXRN SR E4&.

// Create a new service object and some supporting variables
var glacier = new AWS.Glacier({ apiVersion: "2012-06-01" 1}),
vaultName = "YOUR_VAULT_NAME",
buffer = new Buffer(2.5 * 1024 * 1024), // 2.5MB buffer
partSize = 1024 * 1024, // 1MB chunks,
numPartsLeft = Math.ceil(buffer.length / partSize),
startTime = new Date(),
params = { vaultName: vaultName, partSize: partSize.toString() };

// Compute the complete SHA-256 tree hash so we can pass it
// to completeMultipartUpload request at the end
var treeHash = glacier.computeChecksums(buffer).treeHash;

// Initiate the multipart upload
console.log("Initiating upload to", vaultName);
// Call Glacier to initiate the upload.
glacier.initiateMultipartUpload(params, function (mpErr, multipart) {
if (mpErr) {
console.log("Erroxr!", mpErr.stack);
return;
}
console.log("Got upload ID", multipart.uploadIld);

// Grab each partSize chunk and upload it as a part
for (var i = 0; i < buffer.length; i += partSize) {
var end = Math.min(i + partSize, buffer.length),

partParams = {
vaultName: vaultName,
uploadId: multipart.uploadId,
range: "bytes " + i + "-" + (end - 1) + "/*",
body: buffer.slice(i, end),
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i

// Send a single part
console.log("Uploading part", i, "=", partParams.range);
glacier.uploadMultipartPart(partParams, function (multiErr, mData) {

if (multiErr) return;

console.log("Completed part", this.request.params.range);

if (--numPartsLeft > @) return; // complete only when all parts uploaded

var doneParams = {
vaultName: vaultName,
uploadId: multipart.uploadId,
archiveSize: buffer.length.toString(),
checksum: treeHash, // the computed tree hash

i

console.log("Completing upload...");
glacier.completeMultipartUpload(doneParams, function (err, data) {
if (err) {
console.log("An error occurred while uploading the archive");
console.log(err);
} else {
var delta = (new Date() - startTime) / 1000;
console.log("Completed upload in", delta, '"seconds");
console.log("Archive ID:", data.archiveld);
console.log("Checksum: ", data.checksum);

1)
1)

1)

- BXEZELR , B3/ AWS SDK for JavaScript FF & A R 1§,
- Bx API 45 R , iS5 AWS SDK for JavaScript APl 2 UploadMultipartPart? #,

AKX S AWS DK FF R EEEMAB RHOINTRSIK , i§SHE S3 Glacier 5 S AWS DK i, AFE&
EBEARAWERUARBR LR SDK RAHY 1 HAE S
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A AWS B#F X T EEH S3 Glacier 15

UTREBREMERRT HMAER AWS B4F X TESE S3 Glacier FRME LGS, XEiGS
ERT MBI S3 Glacier FAAZMNERBERERBEES. BN ZEHETES—NEOAEEE
GitHub , BRI EH P KRB ERNAZEFESITRBA A,

i
o £ AWS 8T &k T ESF S F#4Z] Amazon S3 Glacier , SREUEH H B 31ESS
« 3REX Amazon S3 Glacier iRARHFERH AWS HHF & T ETMBRIEE

EH AWS B4 & T E N4 72 Amazon S3 Glacier , ZREUBHIH 5
ES

UTFRBREERT WM :

« B2 Amazon S3 Glacier X4,

- BEXHE , HEHAAME Amazon SNS £/,

o R EERIXHE,
- BHHERRES.

Python

SDK for Python (Boto3)

@ Note

EREZHKEER GitHub, £ AWS KB REIFHEFERTERG , THMMAHEITR
BEFMZ1T.

BIE —/NE% S3 Glacier B2,

import argparse

import logging

import os

import boto3

from botocore.exceptions import ClientError
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logger = logging.getlLogger(__name_ )

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations."""

def __init_ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

def create_vault(self, vault_name):

Creates a vault.

:param vault_name: The name to give the vault.
:return: The newly created vault.
try:
vault = self.glacier_resource.create_vault(vaultName=vault_name)
logger.info("Created vault %s.", vault_name)
except ClientError:
logger.exception("Couldn't create vault %s.", vault_name)
raise
else:
return vault

def list_vaults(self):

Lists vaults for the current account.
try:
for vault in self.glacier_resource.vaults.all():
logger.info("Got vault %s.", vault.name)
except ClientError:
logger.exception("Couldn't list vaults.")
raise

@staticmethod

AR SREVBAH B ES API fRZ 2012-06-01 249



Amazon S3 Glacier FEANGIER

def upload_archive(vault, archive_description, archive_file):

Uploads an archive to a vault.

:param vault: The vault where the archive is put.
:param archive_description: A description of the archive.
:param archive_file: The archive file to put in the vault.
:return: The uploaded archive.
try:
archive = vault.upload_archive(
archiveDescription=archive_description, body=archive_file
)
logger.info(
"Uploaded %s with ID %s to vault %s.",
archive_description,
archive.id,
vault.name,
)
except ClientError:
logger.exception(
"Couldn't upload %s to %s.", archive_description, vault.name
)
raise
else:
return archive

@staticmethod
def initiate_archive_retrieval(archive):
Initiates an archive retrieval job. Standard retrievals typically
complete
within 3-5 hours. When the job completes, you can get the archive
contents
by calling get_output().

:param archive: The archive to retrieve.
:return: The archive retrieval job.
try:
job = archive.initiate_archive_retrieval()
logger.info("Started %s job with ID %s.", job.action, job.id)
except ClientError:
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logger.exception("Couldn't start job on archive %s.", archive.id)
raise

else:
return job

@staticmethod
def list_jobs(vault, job_type):

Lists jobs by type for the specified vault.

:param vault: The vault to query.
:param job_type: The type of job to list.
:return: The list of jobs of the requested type.
job_list = []
try:
if job_type == "all":
jobs = vault.jobs.all()
elif job_type == "in_progress":
jobs = vault.jobs_in_progress.all()
elif job_type == "completed":
jobs = vault.completed_jobs.all()
elif job_type == "succeeded":
jobs = vault.succeeded_jobs.all()
elif job_type == "failed":
jobs vault.failed_jobs.all()
else:
jobs = []
logger.warning("%s isn't a type of job I can get.", job_type)
for job in jobs:
job_list.append(job)
logger.info("Got %s %s job %s.", job_type, job.action, job.id)
except ClientError:

logger.exception("Couldn't get %s jobs from %s.", job_type,
vault.name)
raise
else:
return job_list

def set_notifications(self, vault, sns_topic_azrn):

Sets an Amazon Simple Notification Service (Amazon SNS) topic as a target
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for notifications. Amazon S3 Glacier publishes messages to this topic for
the configured list of events.

:param vault: The vault to set up to publish notifications.
:param sns_topic_arn: The Amazon Resource Name (ARN) of the topic that
receives notifications.
:return: Data about the new notification configuration.
try:
notification = self.glacier_resource.Notification("-", vault.name)
notification.set(
vaultNotificationConfig={
"SNSTopic": sns_topic_arn,
"Events": [
"ArchiveRetrievalCompleted",
"InventoryRetrievalCompleted",

]I

)
logger.info(
"Notifications will be sent to %s for events %s from %s.",
notification.sns_topic,
notification.events,
notification.vault_name,
)
except ClientError:
logger.exception(
"Couldn't set notifications to %s on %s.", sns_topic_azrn,
vault.name
)
raise
else:
return notification

A ERARX LRI, UEIBXHEF LS  RAERXHEFEREN RTBAHFBHRRY
RWES

def upload_demo(glacier, vault_name, topic_arn):

Shows how to:
* Create a vault.
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of

topic

* Configure the vault to publish notifications to an Amazon SNS topic.
* Upload an archive.
* Start a job to retrieve the archive.

:param glacier: A Boto3 Amazon S3 Glacier resource.
:param vault_name: The name of the vault to create.
:param topic_arn: The ARN of an Amazon SNS topic that receives notification

Amazon S3 Glacier events.
print(f"\nCreating vault {vault_name}.")
vault = glacier.create_vault(vault_name)
print("\nList of vaults in your account:")
glacier.list_vaults()
print(f"\nUploading glacier_basics.py to {vault.name}.")
with open("glacier_basics.py", "rb") as upload_file:
archive = glacier.upload_archive(vault, "glacier_basics.py", upload_file)
print(
"\nStarting an archive retrieval request to get the file back from the
"vault."

)
glacier.initiate_archive_retrieval(archive)
print("\nListing in progress jobs:")
glacier.list_jobs(vault, "in_progress")
print(
"\nBecause Amazon S3 Glacier is intended for infrequent retrieval, an "
"archive request with Standard retrieval typically completes within 3-5 "
"hours."
)
if topic_arn:
notification = glacier.set_notifications(vault, topic_arn)
print(
f"\nVault {vault.name} is configured to notify the
f"{notification.sns_topic} topic when {notification.events} "

f'"events occur. You can subscribe to this topic to receive
f"a message when the archive retrieval completes.\n"

)
else:
print(
f"\nVault {vault.name} is not configured to notify an Amazon SNS
f"when the archive retrieval completes so wait a few hours."
)
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print("\nRetrieve your job output by running this script with the --retrieve
flag.")

- BX API#4ER , ESH (AWS SDK for Python (Boto3) APl $&) HJLLT £/,
« CreateVault
* InitiateJob
* ListJobs
* ListVaults

» SetVaultNotifications

» UploadArchive

AKX S AWS DK FF R EERAMAB ROITRSIK , 55 RN S3 Glacier 5 S AWS DK i, AFE&
EBEARANWERARB XL SDK RAHYFHAE S

JREY Amazon S3 Glacier BiRABHEH AWS 4 & T E SHIBR# R
LR RGIBRT 4

« %|H Amazon S3 Glacier X#FERNES HIRBUES RS,
KRBT ERRRESHR I,

i BR S 2R

il B ST 4

Python

SDK for Python (Boto3)

(® Note
EHEZHKRIEER GitHub, £ AWS KB REIFEEFERTERA , THROFZHETIR
BMIZ{T.

Bl — 3% S3 Glacier B1ERYSE,
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import argparse

import logging

import os

import boto3

from botocore.exceptions import ClientError

logger = logging.getlLogger(__name__)

class GlacierWrapper:
"""Encapsulates Amazon S3 Glacier API operations."""

def __init_ (self, glacier_resource):

:param glacier_resource: A Boto3 Amazon S3 Glacier resource.

self.glacier_resource = glacier_resource

@staticmethod
def list_jobs(vault, job_type):

Lists jobs by type for the specified vault.

:param vault: The vault to query.
:param job_type: The type of job to list.
:return: The list of jobs of the requested type.
job_list = []
try:
if job_type == "all":
jobs = vault.jobs.all()
elif job_type == "in_progress":
jobs = vault.jobs_in_progress.all()
elif job_type == "completed":
jobs = vault.completed_jobs.all()
elif job_type == "succeeded":
jobs = vault.succeeded_jobs.all()
elif job_type == "failed":
jobs = vault.failed_jobs.all()
else:
jobs = []
logger.warning("%s isn't a type of job I can get.", job_type)
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for job in jobs:
job_list.append(job)
logger.info("Got %s %s job %s.", job_type, job.action, job.id)
except ClientError:
logger.exception("Couldn't get %s jobs from %s.", job_type,
vault.name)
raise
else:
return job_list

@staticmethod

def get_job_output(job):
Gets the output of a job, such as a vault inventory or the contents of an
archive.

:param job: The job to get output from.
:return: The job output, in bytes.
try:
response = job.get_output()
out_bytes = response["body"].read()
logger.info("Read %s bytes from job %s.", len(out_bytes), job.id)
if "archiveDescription" in response:
logger.info(
"These bytes are described as '%s'",
response["archiveDescription"]
)
except ClientError:
logger.exception("Couldn't get output for job %s.", job.id)
raise
else:
return out_bytes

@staticmethod
def delete_archive(archive):

Deletes an archive from a vault.

:param archive: The archive to delete.

try:
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archive.delete()
logger.info(
"Deleted archive %s from vault %s.", archive.id,
archive.vault_name
)
except ClientError:
logger.exception("Couldn't delete archive %s.", archive.id)
raise

@staticmethod
def delete_vault(vault):

Deletes a vault.

:param vault: The vault to delete.
try:
vault.delete()
logger.info("Deleted vault %s.", vault.name)
except ClientError:
logger.exception("Couldn't delete vault %s.", vault.name)
raise

HASFERRLENEE , SNETHWESFRIERAR , RAEMERESR,

def retrieve_demo(glacier, vault_name):
Shows how to:
* List jobs for a vault and get job status.
* Get the output of a completed archive retrieval job.
* Delete an archive.
* Delete a vault.

:param glacier: A Boto3 Amazon S3 Glacier resource.
:param vault_name: The name of the vault to query for jobs.
vault = glacier.glacier_resource.Vault("-", vault_name)
try:

vault.load()
except ClientError as err:
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if err.response["Error"]["Code"] == "ResourceNotFoundException":
print(
f"\nVault {vault_name} doesn't exist. You must first run this
script "
f"with the --upload flag to create the vault."
)
return
else:
raise

print(f"\nGetting completed jobs for {vault.name}.")
jobs = glacier.list_jobs(vault, "completed")

if not jobs:
print("\nNo completed jobs found. Give it some time and try again
later.")
return

retrieval_job = None
for job in jobs:
if job.action == "ArchiveRetrieval" and job.status_code == "Succeeded":
retrieval_job = job
break
if retrieval_job is None:
print(
"\nNo ArchiveRetrieval jobs found. Give it some time and try again
"later."

)

return

print(f"\nGetting output from job {retrieval_job.id}.")
archive_bytes = glacier.get_job_output(retrieval_job)
archive_str = archive_bytes.decode("utf-8")

print("\nGot archive data. Printing the first 10 lines.")
print(os.linesep.join(archive_str.split(os.linesep)[:10]))

print(f"\nDeleting the archive from {vault.name}.")
archive = glacier.glacier_resource.Archive(
"-"  vault.name, retrieval_job.archive_id

)

glacier.delete_archive(archive)

print(f"\nDeleting {vault.name}.")
glacier.delete_vault(vault)
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« BX APIi#4ELE , E5 1 (AWS SDK for Python (Boto3) APl $&) LT E /-,
* DeleteArchive
* DeleteVault
* GetJobOutput
 ListJobs

AKX S AWS DK FFx EEREMAB ROITRIIK , SR S3 Glacier 5 S AWS DK i, AFE&
EBFEARANNERUARBEX LN SDK AW FHEE
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AWS NERZEMEARLELTRS. FH AWS BF |, BRNENBERASHZEBRBREALNERM
TENHFEHONMEREPZ L,

ZEMR AWS NEWHERE, TEREBREFEERNTN Z2ENEH RS H

- THZEM - AWSHRRFE AWS Cloud HiZ1T AWS RS EREE, AWS EEZRHTES
FEANERS. ER AWS ERMITRIN -2 , RINZ2ERNEREEHHE=ZFFIiTAHT
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EEFE S3 Glacier #EMNIIRK |, HFSR (REFTENSE) K Amazon S3 Glacier & LR E,

S3 Glacier FRVREEIREERERER LT AR

glacier
EEEMEAPIEESIERE , BEAESHENRT.

"Action": [
"glacier:CreateVault",
"glacier:DescribeVault",
"glacier:ListVaults"

]

A AFERBES (*) EEZ/MRE, Il , ERETELLEE Describe kWA ERE , SFELUTR
=

"Action": "glacier:GetVault*"

E&EF S3 Glacier ET B MR =B , S HEH T Amazon S3 Glacier BV E T 5 4 ) KBS 7R
i,
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S3 Glacier &R

X RBERR CIA

EIER A LAER AWS JSON REEREEWANBRFTARNE, tBE2H , B EME AT LARIR
WATERE | UREMAASFMH THIT.

Resource JSON KB TEZREEQMHENAREN —IPHZ IR, BIHXHEBE Resource H
NotResource T#E., ENZEXE |, HFEHAHE Amazon BEEH (ARN) BEERFR. W FXEFEBER
FREE (R BRBRRNR ) BVIRE | B LUIRIT R E,

XN T AXEFRBRRNROVERE (WIHRE ) | FEABES () BEREUNATRERR,

"Resource": "*"

EEE S3 Glacier WERERKEH ARN H5|X |, F5H (REFFENSZE) BE Amazon S3 Glacier
EMHRR. BETHREVUERLEREPIEESNRIREN ARN |, S5 Amazon S3 Glacier & L #V 2
1E,

1£ S3 Glacier F , FERBRNXHE, S3 Glacier XX EFEXHERFINKE, thF21W , £ IAM KBE
R, BIEER Resource BN URBEXHESFE AWS XIGAMW —HAXHE, S3 Glacier TX i
FRRPNR,

X FFrE S3 Glacier ##1E , Resource EEERFEHNBEW X HE, XLEFREFXEKHKE—
Amazon BREBAF (ARN) ( N FERFIR ) , AT BAfE ARN R EERBE R () RICHE AR — #&FF L 19
XHEE M.

S3 Glacier 12t —4A 1R EMRRLAE S3 Glacier B, BXxaARENELR , 3 Amazon S3
Glacier B§ APl &%,

H L 33 Glacier AP BBEXEZNER, Bl , glacier:AddTagsToVault 348 examplevault1
examplevault2 , Atk EEMAFNEFHRZXANERHONR. EELEMEAPEESIER , BEAE
549 B& ARN,

"Resource": [
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""arn:aws:glacier:us-west-2:123456789012:vaults/examplevaultl”,",
""arn:aws:glacier:us-west-2:123456789012:vaults/examplevault2","

]

S3 Glacier HIZR B &4

XEFBET RS R RA R AT A

EERWLER AWS JSON REERIEEHERRIBEMFLARNRT. HHEY , WA EAET LI LHIRRR
1THRE | UREFLAFHFTNIT.

f£ Condition jt¥& ( = Condition 3k ) # , BAIUEEBETE MBI ZM,. Condition TER AL
W, BUNUEFERAZGZER (fl, FFHNT ) BEHRER , UERBPHNFEESERPHE
M ITEL

MRE-—MEAPEESZ A Condition THE , HEE/ Condition TEFEESMHH , I AWS
EAEHE AND EHEIFHEN]. NREBNENFUHFHEESNME , W AWS £REHE OR EBERITHE
S, ERTEUNNRZATLITURBEFBENRS,

BB TUERERGHNER SNHTEE, flin, REEMSEH IAM AFEHIE IAM AP, BFERE
BRFHRIBRENNR, BXREZEL , 28 (IAM AFERE) $89 IAM policy TT#E : FEMIFZ,

AWS XEF2RFHBNBETRSHRAGR. BEEFME AWS 2/%4HE , B5H (AM AFE
) N AWS £REM4F E TR,

A} S3 Glacier RN FIIK , TZH (RFENSE) $H Amazon S3 Glacier &R, ETH#
&R LAY PR AEN R IR EA K MR |, S M Amazon S3 Glacier E X YR,

BREA Glacier HENFMH RN R , SR EHERRE,

S3 Glacier /9y ACL

X ¥ ACL a

mEEFIFIR (ACL) ZHMLERA (KFKR. AFSA® ) ARBAERR. ACL 5ETHIRAYRE
KM, REENFER JSON KB,
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ABAC # S3 Glacier

X% ABAC ( REEHEIIRZ ) -

ETEMEOHRMNPRES (ABAC) 2 —HERMNKE , ZRBETEMEREUNR, £ AWS F |, XL
BUMRARE, ERSUFIREMINE IAM K& (AFHAE ) Uk AWS B, FRICKENTRR
ABAC WE—% ., ARRIRIT ABAC Kl , IE EHRMIRE S5 15 R 9 B IR S ITEL At 72 VR 4R
=

ABAC EREEKWIAEFEERR , HERBERTSEIUNITR T AR HEF B,

EETHREEHEER , EEMA aws:ResourceTag/key-name, aws:RequestTag/key-name
aws:TagKeys RUFRERBAZTH TEZFREFZER.

MRENMRSN TENRARREBIIGAEX = &MGR  WNTZRS , ZEAR. IRENMRSX
NTFHIRBFREXIGHRAEX=/&%GR , WZERTD.

BX ABAC WEZEE , 5K (IAM A 1Er) HEV{TLE ABAC? ., EEFIRE ABAC FRHH
2, 1BEZH (AM AFER) PRERETEMN T RRREZES (ABAC).

Fm et EUE A F S3 Glacier

X B EIPR

HEAWS RS EFEARREEIRZRNLTEEE I, BXEZELR , 21 AWS RS SinrtEiEf
&R, BZR (IAM AFERE) RER IAM B AWS BRSS.

MREFER A B MZEB ARG EEFRE AWS Management Console , N A @At EiE, 5l
m, HEFEARATNESEF (SSO) EihE AWS i, ZEBN a1 IR EIE. HEUAF
BHREZEHE , ARURACKH , BN CRBRIGNEILE., BXURABGHNESER , HZH (IAM
APiEm) PHRzAe (#HE).

BA LA AWS CLI 23& AWS API 8l IGEHEIF, 2f5 , &7 LU X L iE et EiE 5 8]
AWS, AWS B ZHSERIGEEIE  MARERAKPIHRZRH. EXEZELRE , BSH IAM FH
(R = AN
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S3 Glacier By ¥ B %5 £ 4R

XFRRGFR1E (FAS) -

HEER IAM BFRBBEAWSHNITREN , LRBEANEE, ERAELRSH , B MIT—
MRIE , WIRERBETRRSHE S —MEE. FAS EAEMAER AWS RS BINIR , £81FXK

B AWS RS , M FERSREER. ABERSWEFEZSHM AWS RS SHARRXE T RETHIIF
Ret, FoKRH FAS FR, EXMBFRT , ELAEFRTEIFMRENNR, BXAKH FAS HRE
MEBERFRE  BEREAEA21E.

S3 Glacier WIS A&

xEFRFAE )

RS ABRA—TURSEME. KREFITEREN IAM BE. IAM EE R A LAE IAM R oI, Sl
BRERSFAG. BXESZER , E5H (IAM AFER) FHIEER AWS BRSERNENAE.

/A Warning

FEUWRS AR 8L IR S3 Glacier B ZhEE, X S3 Glacier It HXIES 1 F RE R
%ﬁ @'O

S3 Glacier RS K AR

XEFERFHEXBE -

BRSHEXRABR—TE AWS RFHEXNBSHE, RS ATLBEARENTRENSE, RSHEXA
BEREELN AWS KFAH , ARZBRSHE. IAM EER T UEEETREERSHEXACHNR,

BXREUBRFEERSHERACHEFAGE , FSHAEES IAM HEEH AWS RF. ERFEKRR
SHXABEIFIE Yes BIRS . EF Yes FEUEFZRSHBRSHXABH,
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& AT Amazon S3 Glacier WE T &9 R K& R4

BRINBERT , BFRFMAERXECIERIEH S3 Glacier BIRMNBR, M1t FTEFEH AWS Management
Console, AWS Command Line Interface (AWS CLI) 8 AWS API 1 1T1E% . ERFRAFNAERR
RATIRIEGRR |, IAM B 57 7 A2 IAM policy. A5 , EER AR AER IAM policy , B A
FHRRABE,

BT RMAERXLRSE JSON REXHLIEET IAM BHNERE |, E56 (IAM BFiEE) P8
£ IAM policy.

B% S3 Glacier EXHBREMNRBREBNEFMER , IESHARLEEN ARN BR | #5350 (REE
M%) B Amazon S3 Glacier BWigE. BRMK MR,

T R—NREIKE | ZREEAFIR us-west-2 AWS X BB SXHER

Amazon FRABF ( ARN ) K&BEFXEIFENIT 3 U5 S3 Glacier X HEE AR RE
(glacier:CreateVault, glacier:DescribeVault # glacier:ListVaults ) B9

BR. ARN M —ih#RiR AWS &R, BX5 S3 Glacier £ &AM ARN WEZER , S HS3 Glacier
REER IR

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"glacier:CreateVault",
"glacier:DescribeVault",
"glacier:ListVaults"
1,
"Resource": "arn:aws:glacier:us-west-2:123456789012:vaults/*"
}
]
}

LEREER T us-west-2 XA IR, FIHMKEHEFEHBRNR, ARN ERLKBES () X7
118 6 7] DR EL A AT S R B R
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/A Important

ERFMFEA glacier:CreateVault BEVNBRXHENNREN , BAFTIEEBEHA (%), EF
812 B S BE 2 B 1 JE XA R Y B #ho

£

- RMZEXE

- £/ S3 Glacier ##l&

- ATHAPEEMHITIE SR
- BEREREERB TR

HRE TR

ETHEHNKBEEENART AR, RS EREK S FHEY S3 Glacier BiR. XERFETES
£ AWS Ik =R, SIS EE T SRR |, HEREU T AN MEW

- AWS REXRBRFZAOKENRFAAN - EFREASNIEARR TR , BERA AWS £E
ARBRANFSEILCERAGRETNR, EAILUE AWS K/~ PR IIXLERE, BUUBTEVEE
TENERZRHN AWS EFEEERBKE-DRINR. AXESZEE , BZH (AM BAFE
Y P AWS EX KM THEREN AWS REX KK,

« NARENR - E£R IAM policy REMRRES , HRBEFHITESBHNR. Hit , BAIBEX
EREFATAUNBERFRHRITHRE , SR NRERRYA, BXEM IAM NARBRNESE
B, EZH (AM BFERE) P8 JAM a9y KB F R,

« £ 1AM policy H #5443 — 5 PR 17 B AU PR — 44 ] A [ 5% B& 75 AN 5% 44 SR BR XS R AE R 6 R B9 17
|, i, WA LUREREEARIEEXMEM SSL XEFFEER, MRESHEE AWS RS ( 4l
#n AWS CloudFormation ) EARSRIE , Bk T AMERAZGRE FHRSBRENHENE, BXE
ZEE , B2 (IAM AF#E®™E) F# IAM JSON ErTE « &,

« fEF IAM Access Analyzer BiEf&#Y IAM policy , LABBRINPRAY 2 £ M FITHEEM — IAM Access
Analyzer 2B RN B RE , LBRKXBERFS IAM policy 1IEE ( JSON ) M IAM &F{ESE
B, IAM Access Analyzer 12 100 ZIFBREM TRENEI , BB THEZ S BINEEMRBME
B, BXEZER , B3R (IAM AF#Em) FH IAM Access Analyzer FREEKIIF,

- FEZEHHRIUE (MFA) - MREFILCHIZEEREH AWS Ik FE IAM AFRSRBAF |, B8
A MFAREEZE2MH, EETRA API REREE MFA |, BN MFA 4R NBEHRESR, BX
EZEER  BESH (IAM AFER) RREES MFA RFH API 1HE,
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BXIAM AN SESEBNESEL |, B58 (AM AFERE) Bl IAM R4 SESEE,
54 S3 Glacier #8414

E{5F Amazon S3 Glacier #£#l& , B4MER -—HBRENNR, XENRLAAFEIIHNEESR
KIEHT AWS K Y S3 Glacier BIRRIFHAEE . MRCBELFENRENREN=RONET H4H
RYSRRE , ST MM T IZREHNSME ( AFRgAe ) | BE T ERMBERET.

XFTRFEFH AWS CLI X AWS API WA, BTFENHEBRHRKEEFENR, R , RARFHR
EHEZRMITH AP RERTEVERE,

S3 Glacier #HARERHET —MNIEMER S3 Glacier XHENERKE, ELE[ELIEN IAM
FHERFIT glacier:ListVaults BEMNRTBEEE S3 Glacier B&lE& , ML T RHIFTR,

"Version": "2012-10-17",
"Statement": [

{
"Action": [
"glacier:ListVaults"
1,
"Effect": "Allow",
"Resource": "*"

}

}

AWS B RAHH AWS ¢IZMEERNIMI IAM REKBRTFZEARFNER, TERBARTER
ROMWLENR , At , EUUREZRERFTEBENRNIHE, BEXEZEL , BZH (AM A/
EmE) FHAWS FEEERMK,

BUR AWS FEE XK ( AIMMEEKSHPRIAF, ) 5E T S3 Glacier :

« AmazonGlacierReadOnlyAccess — JBIFAWS Management Consolef® T3t S3 Glacier By R i1 (7]
PR,

« AmazonGlacierFullAccess — B AWS Management Console#® ¥} S3 Glacier B 52 £ 15 B R

ok, BETBIE B E X IAM KB |, LARF S3 Glacier APl 2 EFFIRAMERNIR, BRI LURFX L
B E SR BE BT INE & S3 Glacier XA FERIEZBBE N IAM A€,
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FRARER

T—FHiFieH S3 Glacier AWS HEEH REEEIR T glacier:ListVaults HIR,

BREZER

ESHE (IAM BAFERE) Fr AP AR,

AFAFESHITE SR

ZRBIGE T

FErEE A EEMIREREURES &R AWS CLI 5t AWS API AR IR,

BORIERE , W IAM AFEERMIEAR S ONABRMNEERK, LRK

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:username}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
]
}
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EFRERERS

AT AP R RN BUNAREFE S3 Glacier IERNR, E#E M S3 Glacier REST API, Amazon
SDK 1 AWS CLI = S3 Glacier B2 4lH ( REA ) ot , ATLASE FIX LR BE,

(® Note
A RGIEMEAXEREL (BEN) X& (us-west-2) F EIEEMHIKS ID,

Bl

« BB RWAPENHETHRES

« RHl2: REAFIBRXHENEEEA

« 1fI3: RTAPREE EEREBEXHE
- RBl4 BRFAPNEEXFENTENR

A1 RPN E T8I

ETHFY , CEAERIELUREFY, ERRELTERE , BRI THEIE. T RFIKE

R FIT glacier:InitiateJob BELUZIHEL (XFATFAFRPNXHEPRRZEFHI MM EE
& ) BWRBR AT glacier:GetJobOutput BEATHERRIINWHEIENNIR, HWRELR FHIT
glacier:Describelob BREMNIR , MEAFBEBREEILRS. BXEZEER , BTERABEL
(POST 4E1b ) o

LLERBEIR FXN AN examplevault B XHERIX LR, BATBAM Amazon S3 Glacier #2 il & 3REUL
- ARN , L AT UB R AR ER S E (RESUHE ) S5 HSUHE (FREUSUHE ) AP RELUERE
7 IR A4HBE ARN,

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Resource": "arn:aws:glacier:us-west-2:123456789012:vaults/
examplevault",

"Action":["glacier:InitiateJob",
"glacier:GetJobOutput",
"glacier:DescribeJob"]
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w2 SRVE R P AR S E A B E A

AT RAIKREE T £ Resource JLEFTIEEM us-west-2 Kigih I B X HEURBEEBHNNRE. &
XERABANEZEER , 531 Amazon S3 Glacier PELE A FEEH, EREEZTE AWS Xi
R 51 324 FE FNIR BN 4% RE BY SUHF FE 38 IR B AR o

/A Important

ERFMER glacier:CreateVault RBEMEXHENNRE , &BHMIE Resource HFE
EBER (*) , BABELNER M E 2 BT HE X4 ER B .

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Resource": "arn:aws:glacier:us-west-2:123456789012:vaults/*",
"Action":["glacier:CreateVault",
"glacier:SetVaultNotifications",
"glacier:GetVaultNotifications",
"glacier:DeleteVaultNotifications",
"glacier:DescribeVault",
"glacier:ListVaults"]

I 3 . SRVF R PR B AR B E XA

U RBIR IR TR 1R EE B us-west-2 X R AVASTE XA FERVINER . EBIX LR , A/ AT LAER
FEME (RBHEE ) APIRERMEEEBNEFY  SEER B 9REE (RSB LEE) AP
BRIEDER L,

"Version":"2012-10-17",
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"Statement": [
{

"Effect": "Allow",

"Resource": "arn:aws:glacier:us-west-2:123456789012:vaults/

examplevault",

"Action":["glacier:UploadArchive",
"glacier:InitiateMultipartUpload",
"glacier:UploadMultipartPart",
"glacier:ListParts",
"glacier:ListMultipartUploads",
"glacier:CompleteMultipartUpload"]

R4 BT AP NEENHEN TR
AR RBIRBER TN E R examplevault B XXHERITAIA S3 Glacier IREMIRR,

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Resource": "arn:aws:glacier:us-west-2:123456789012:vaults/
examplevault",
"Action":["glacier:*"]
}

EATF Amazon S3 Glacier BWE T &R KB =PI

S3 Glacier X 4 FE ] LAE — AN BE 1 1R SR BE Fl — N XX EBUE KBS 5 2 < Bk, Amazon S3 Glacier XX
HEHREBEE—HETRRNER  THTEEXNXHENNR, XHEYERR 2 81EN X

FEEGIRRRE, EPEXHEYNERKE , TEF R, TR X HESERIEREES A RS,

EB

o FEVR RIS
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- XHEHERK

FEE 177 1) SR B
Amazon S3 Glacier XHEL RIRERE—METRFENRE , A TEENXAHENNR,

BRI AR BN E QIR — N XS B R EESKRE BN R . 487 LABE B i ST 4 B 175 (3] 3R & H B AX
BR. S3 Glacier EXEHXN BN NHEFRENFEMERE , XEERVNERNEEER, BXERXMHF
EHERBNESEE , B0 EBE R,

5l
o 1P 1: BFIHEER Amazon S3 Glacier B4R BEK X R
« Rl 2 TBF MFA MBIBRIR/ERY S TK P X BR

1 BFIEER Amazon S3 Glacier #/ER BETK P £ R

LT RBIKBEEFEAN AWS KT B A examplevault BISHEENIT—4A S3 Glacier 2 1ER Bk
FRUBR o

@ Note

RBGXHENKS FEXNEZXMGERBRNMERM. BATNAIRKS~E0mEHE
R, BREAANRREZAGBARBTRXNFENIKS N,

"Version":"2012-10-17",
"Statement": [
{
"Sid":"cross-account-upload",
"Principal": {

"AWS": [
"arn:aws:iam::123456789012:ro0t",
"arn:aws:iam: : 444455556666 :root"

]

I
"Effect":"Allow",
"Action": [
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"glacier:UploadArchive",
"glacier:InitiateMultipartUpload",
"glacier:AbortMultipartUpload",
"glacier:CompleteMultipartUpload"

iF
"Resource": [
"arn:aws:glacier:us-west-2:999999999999:vaults/examplevault"

R 2 0 BT MFA M BRERAERYES K 7 £ FR

BT LMER ZE S HRIE (MFA) KRR EH S3 Glacier BiR. N TIREFMNANZ 2 EK B , MFA ERA
PE R EE MM MFA RIBRIFFAEEFRAAE MFA 8% . BXERE MFA FEINRNESZER |, 5
E <IAM BF#8rE) PHEES MFA R H API 1718,

O RBIKEEE AWS 0K B2 FISET SRR , B TFM BN examplevault B9 ST FEHBIBR4EE | BiiER
BEREET MFA BB WIF, HERBFEA aws:MultiFactorAuthPresent £ BIEEX—KINE
R, BXEZEER , 555 (IAM BFiER) PR ASEE,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "add-mfa-delete-requirement",
"Principal": {
"AWS": [
"arn:aws:iam: :123456789012:root"
]
},
"Effect": "Allow",
"Action": [

"glacier:Delete*"

]I

"Resource": [
"arn:aws:glacier:us-west-2:999999999999:vaults/

examplevault"
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"Condition": {
"Bool": {
"aws:MultiFactorAuthPresent": true

S A E SR

AT LA Amazon S3 Glacier (S3 Glacier) 344 B B il — AN E T 32 R 09 3 H-BE 17 (R SR BE 0 — N XA BEE B E
HEE, MUHESERR RETUBENXHELRIR. FHA3X4ESERE T UBERFINITYE

EMEAMEER, Amazon S3 Glacier 12t 7T —4H A TEE X4 EDIREEHN AP BE , S EA S3
Glacier AP Bi%E X FE o

BMNBHIRGEAHEERE , RREFELFIFEFRE—F , AT EMEREFE, EXRELER,
BRI - NN EMERE |, EETFEREREEE 1 F2ariES AP B RFENNR, E8
E—NREE2E , LN LK. SERKE , KREFRETTEN, AXEIENESFER | 1§
SR XHEPRERE, IRECEEEJERNEMAFNR , TAERXX4ERRXE (ESHR EE
IR ) o

AT LAEA S3 Glacier API. Amazon SDK., AWS CLI =% S3 Glacier &l &Rk 0|BZMEBE X HEDER
B, BXETXHERBRNEKAAYMN S3 Glacier ENFIER , FSHEAPI BESZE,

R~
« BB RS HXRER AT E 365 KA R AT BRI R
o P2 BIFEIRERIBLE MR ER

R LR E BT E T E 365 KA F LRI BRAX R

BELFTE/FESZENER , REEMBREE I RIAER 1 FHFR, DB KR T X E8E REESK
K ER, NRERBROEENREZNERE 1 F , WERBRHIELIT examplevault X4 BT
glacier:DeleteArchive &4, ZERMERARET S3 Glacier &4 ® ArchiveAgeInDays XK
X 1 FREER,

"Version":"2012-10-17",
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"Statement": [

{
"Sid": "deny-based-on-archive-age",
"Principal": "*",
"Effect": "Deny",
"Action": "glacier:DeleteArchive",
"Resource": [
"arn:aws:glacier:us-west-2:123456789012:vaults/examplevault"”
1,
"Condition": {
"NumericLessThan" : {
"glacier:ArchiveAgelInDays" : "365"
}
}
}
]
}

R 2 RIEPRESRIELE I BRAX R

BREENRET —METRENREAN , AT EFHRENBAE 1 £NER THEREE. B,
BREESFENENFHEIREERERE , W ERBEM A TR ZE W RIS S RAE EXFE
AT, EERER LT XA EHEREFEENE T E A RERN

NTREEXAANAN , LT ROKBESMHFIED :

« B-FRIEVELEAARBRES (BEXMHE ) . AIELER LegalHold FREHITEBIE.

« BEREBARTFEFHRENBERER 365 RWBER THREFHONR, BER , MRHFREE—FEY
R SRG , BMEEFARENETE 365 RBVIERLT | Eﬂk&%ﬁ&ﬂﬂﬂﬁ?ﬁﬁo

{

"Version":"2012-10-17",

"Statement": [

{
"Sid": "lock-vault",
"Principal": "*",
"Effect": "Deny",
"Action": [
"glacier:DeleteArchive"
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"Resource": [
"arn:aws:glacier:us-west-2:123456789012:vaults/examplevault"”
1,
"Condition": {
"StringlLike": {
"glacier:ResourceTag/LegalHold": [

"true",
]
}
}
},
{
"Sid": "you-can-delete-archive-less-than-1-year-old",

"Principal": {
"AWS": "arn:aws:iam::123456789012:root"

+
"Effect": "Allow",

"Action": [
"glacier:DeleteArchive"

]I

"Resource": [
"arn:aws:glacier:us-west-2:123456789012:vaults/examplevault"
15

"Condition": {
"NumericLessThan": {
"glacier:ArchiveAgeInDays": "365"

Amazon S3 Glacier &3 #if5 6) &E 1 ) S HEE

£ U8 S AT R BB S MRS B4 658 S3 Glacier 71 IAM i AT AGAEIR % 0L FVAL,
T3

o BRIAIE S3 Glacier P ITiEE

« RIEINT iam:PassRole
o BFLEAWTERM AWS Ik LUK A G RIERK S3 Glacier IR
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R TARIE S3 Glacier FHITIERE
MREBRBEEIRER , KRBT EMNMRE | WIEATE TR AR FRITZIRE,

= mateojackson IAM AP ZHAERAEREHEEFTEREM my-example-widget BIRNFHAEFE. ,
BARMEREN glacier:GetWidget MRHT , 2K E LT RHEIEEIR,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
glacier:GetWidget on resource: my-example-widget

HEHBERT , BNEH mateojackson AFHIER , LAWER glacier: GetWidget #ETHR
my-example-widget &R

MREEEEHE , TR AWS BEEHA, FNEEARRHEREIENA,

EFTNINIT iam:PassRole

MRIKBEEIR , MRBABEBILTIMIT 1am: PassRole BE |, NSMEFHREUA TG HEIEIEL S3
Glacier,

BE AWS S APRAAAGEKEEIZERS A MARUEFTRSACIBSHERAG, At , B
MEBRABEKEIRSHNR,

& H marymajor By IAM AP A EAESG A S3 Glacier PHITERER , 2K EUT REIEIR,
BR , RELTMEERFHACHRTFHRERS AIMITIHRE. Mary TEEFAGEZIE I RSHNR,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMERT , XIEH Mary B KB L A F#EINAT iam: PassRole #1E,
MREBEERE , BRI AWS EER, ZNEERRREHEREIEN A
BHEZEATER AWS K U ATERIZERY S3 Glacier &R

FabtlE—1ae  UEEMKFPHAFRFEELANARTUERZABRIGRIEHRIR, &0
DEEH#EREY , AURARE, XN TXRHETHRNRBEHE FEZHFIR (ACL) WRS |, &)
£ X LR BE 0] A R RT3 889 FIR AV U5 R X o

ETHREZER , BZRAUATREA :

« BT S3 Glacier BB XX EINEE |, i5SHAmazon S3 Glacier 21 5 |IAM BL&E H,
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- ETHROMAEHAEN AWS K- R ERERBENR , F5H (IAM AFERE) PRI EHEE
53— AWS Ik~ AEy IAM B P 24155 1R AR

- ETHUWMAE=FH AWS K BEENRROFRINER , 26 (AM BFRER) FRRIE=H
HEN AWS K- R4 RINXER.

- ETHROMABESSHBRESRIEREHRANER , F5H (IAM AFRER) FRALEAI S HRIER
AP ( BRBRERIE ) REHRNER,

- ETHRERAACNETRRNRHATERKAFRZENEZS , H2H (IAM AFERE) F8 1AM
AESETRENEREBATE.

AP| RS &

EiREAmazon S3 Glacier I 5 IAM Bi & A MEETERE IAM SN REKXRE (ETESHNE
B ) S EHEIRBENNRRE (ETRFENNRERE ), AIMERATRENSE, IRETEED
S3 Glacier API ##4E, BRI &R FRITIRAXN NREARETRFERN AWS &R,

WO LAERBEMY Action TEAIEEXLIRE | HEXEM Resource tEFIBERRE. B, &
A LAEA IAM KBEIES Condition TEIEERMEEXAETE,

EISTEIRME , BE AP BREBMBIER glacier: B4R ( Hl30 , glacier:CreateVault ) o 5
T RZ% S3 Glacier #EM T , Resource RERFHNBHXHE, B LUBE FERHXHE ARN ,
NXHEREN Resource B, BERAEKH , BUUMEATELNEGE, BXESZER , BH2HS3
Glacier WE T & RHV KB

TRIETARTETSHNRBENE T IR RBEAIRE,

(@ Note
— R EREATET S HNER, XEREESE 5N API BESHEEAES (%) Frit.

S3 Glacier API FFrEMRENR

it DB & (MERLE4E ID )

FREEMPR (APl #84E ) : glacier:AbortMultipartUpload

®iR - arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
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FRARER

S3 Glacier &84 -
f I ST EEBE ( DELETE BiEREE )

FREMPR (API#84E ) : glacier:AbortVaultlLock
wR

S3 Glacier &4 :
[6] S FE R INFRZ ( POST ¥rZNHN )

FREEMPR (APl #84E ) : glacier:AddTagsToVault

iR - arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier %1% : glacier:ResourceTag/TagKey
FERDER L& (KM LEEID)

FREEMPR (APl #84E ) : glacier:CompleteMultipartUpload

®IR . arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier %% : glacier:ResourceTag/TagKey
52 B STAEBESE (POST lockld)

FREEMPR ( APl #84E ) : glacier:CompleteVaultLock
wIR

S3 Glacier %% : glacier:ResourceTag/TagKey
BIEXHE (REXHKHE) *

FREEMPBR (APl #24E ) : glacier:CreateVault
wR

S3 Glacier 44 -

Amazon S3 Glacier API & [R&#&
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EREES

FrEMBR ( APl #4E ) : glacier:DeleteArchive

WIR . arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier %% : glacier:ArchiveAgeInDays, glacier:ResourceTag/TagKey
il BR ST 4 e

FFEEMPR (APl #24E ) : glacier:DeleteVault

W . arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier %1% : glacier:ResourceTag/TagKey
b BR 324 FE 75 18] 2R B (DELETE access-policy)

FTEMNPRR ( APl #84E ) : glacier:DeleteVaultAccessPolicy

IR . arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier %% : glacier:ResourceTag/TagKey
BIBR B AN (BB AEE )

FTEEMPR (APl #24E ) : glacier:DeleteVaultNotifications

IR . arn:aws:glacier:region:account-id:vaults/vault-
name., arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier %1% : glacier:ResourceTag/TagKey
BIRES (FREUES ID)

FrEMBR ( API #4E ) : glacier:DescribeJob

Amazon S3 Glacier AP| fXfRS& API fRZ 2012-06-01 290



FRARER

Amazon S3 Glacier

®IR - arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier 44 -
RS (FREVHEEE )

FREEMPR ( API#84E ) : glacier:DescribeVault

®IR : arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier 445 -
REVBIER RERE ( GET KBE ) *

FIEMPR ( APl #4E) : glacier:GetDataRetrievalPolicy

®IR - arn:aws:glacier:region:account-id:policies/retrieval-limit-policy

S3 Glacier 44 -
REESHEE (REUEH )

FREEMPBR (APl #84E ) : glacier:GetJobOutput

®IR - arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier %444 -
REU A 9] SR B (GET access-policy)

FTEMBR ( API#84E ) : glacier:GetVaultAccessPolicy

iR - arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier 44 -
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REVSCHFEDIE ( GET BiERRE )

PR ( API#84E ) : glacier:GetVaultLock

®IR - arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier 44 -
SRENSCHFE @A ( SREUBHELE )

FREMPR (APl #84E ) : glacier:GetVaultNotifications

®IR . arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier 44 -
BahfEdl ( POST 4Bl )

FrEMBR ( APl #4E ) : glacier:InitiateJob

iR - arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier 1% : glacier:ArchiveAgeInDays, glacier:ResourceTag/TagKey
BanBEE (RADERLEE)

FREEMPR (APl #84E ) : glacier:InitiateMultipartUpload

iR - arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier 1% : glacier:ResourceTag/TagKey
B XHESIE (POST SiEXKRE )

FREEMPR (APl #84E ) : glacier:InitiateVaultLock

BIR
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S3 Glacier 1% : glacier:ResourceTag/TagKey
HHES (FREBUES )

FREMBR ( APl #4E ) : glacier:ListJobs

®IR - arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier &4 :
I 9B b4 (RO R B4 )

FRrEMBR ( APl #4E ) : glacier:ListMultipartUploads

®IR - arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier 44 -
Bl H B (3REXE4Z ID )

FrEMBR ( APl #4E ) : glacier:ListParts

®IR - arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier &4 -
Gl S EERPRE ( GET #3%)

FrEMBR ( APl #4E ) : glacier:ListTagsForVault

®IR - arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier &4 :
Bl AR EE (BRERTAEEE )

FrEMBR ( APl #4E ) : glacier:ListVaults
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BIR

S3 Glacier &84 -
M EERI BRARE ( POST #REMIER )

FREEMPR ( APl #24E ) : glacier:RemoveTagsFromVault

WK : arn:aws:glacier:region:account-id:vaults/vault-
name. arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier %% : glacier:ResourceTag/TagKey
REHIERRRE (PUT X8 ) *

FREEMPR (API#84E ) : glacier:SetDataRetrievalPolicy
®IR - arn:aws:glacier:region:account-id:policies/retrieval-limit-policy

S3 Glacier &4 -
RIE A FE 1 IR SR BE (PUT access-policy)

FREMPR ( API#84E ) : glacier:SetVaultAccessPolicy

®IR : arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier 4% : glacier:ResourceTag/TagKey
REXAEFEBRARE (REBAERE )

FTEMBR ( APl #84E ) : glacier:SetVaultNotifications

"R - arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier %% : glacier:ResourceTag/TagKey
FEHEE (RAER)

FrEMBR ( APl #4E ) : glacier:UploadArchive
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®IR - arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier 1% : glacier:ResourceTag/TagKey
HEER (RELEFEID)

FREEMPBR (APl #4E ) : glacier:UploadMultipartPart

®IR - arn:aws:glacier:region:account-id:vaults/vault-
name, arn:aws:glacier:region:account-id:vaults/
example*, arn:aws:glacier:region:account-id:vaults/*

S3 Glacier 1% : glacier:ResourceTag/TagKey
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Amazon S3 Glacier FHy B & id M iGE

¥ 2R 3¥F Amazon S3 Glacier (S3 Glacier) F#&H AWS SR F RN AT FEM, THMENMENEES
Ho BRIZM AWS R RNE NS0 ISR EIE | LUE VA 1 18 72 M 18 st AT 88 & £ 19 PR Y >k
Fo AWS 12 7 25 T BERKIZREH S3 Glacier ‘BIRH I BESHME MM,

Amazon CloudWatch 23R

B Amazon S3 £ S3 Glacier & , A £ Amazon CloudWatch B3R £ 5 E B 8] R R M5 12
EANER, MRBREIAERE , M@ Amazon SNS EF s AWS Auto Scaling R#g &% &E
A, CloudWatch BiFTF2EARE , RAXERELTEERS. MELAERSEREHE
EENETANBERARBEFAZEET AR, BXEZER , HZHEA Amazon CloudWatch ¥5#2
18%%.

AWS CloudTrail B&

CloudTrail 2t T A/, AB% AWS RS TE S3 Glacier R ITIR/ERIE . CloudTrail 3 S3
Glacier BWFTE API BASERNEHREIR , SHEXRB S3 Glacier B4 & #Y B AR S3 Glacier API
WRIEBEA. BXEZER , 55 #E A AWS CloudTrail i23% Amazon S3 Glacier APl .

AWS Trusted Advisor

Trusted Advisor %5 T MR+ AWS BFRERFSH ELEWERESKEK., Trusted Advisor A4
BEEN AWS MR |, AREETRETET X, RERSETAMNMES SN L ImET SR HE
W, FIE AWS ZEFHYERIFE A Trusted Advisor BE, AL AL FEFITROEST
LAEEFA Trusted Advisor K&,

BXEZEE |, ESHE (AWS Support AFER) FH AWS Trusted Advisors
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https://docs.aws.amazon.com/AmazonS3/latest/dev/cloudwatch-monitoring.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/cloudwatch-monitoring.html
https://docs.aws.amazon.com/awssupport/latest/user/getting-started.html#trusted-advisor
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Amazon S3 Glacier 94 # M6 iIF

ERZN AWS EMMTTRIBN -39 , EB=FF it AF 1T Amazon S3 Glacier (S3 Glacier) W& £
MaEMYE , SEUTHE

- REMALEE (SOC)

s XNAFTULHBIIERLFRE (PCIDSS)

- BHRRSENEERE (FedRAMP)

- BERRBRESRMEER (HIPAA)

AWS EEMEITXEE N AWS RSP REBFESAMITRTERELEEMB AWS RS HIR,

RBHE=AFITRE , AIEHA AWS Artifact T#. BXEZEE , 52 (AWS Artifact BF 18
B HMTE AWS Artifact F FTE R &

BX AWS EMMITNINESZEER , 55K AWS ST R,

B S3 Glacier RIS HEEBHERM, BALNEHMEBERUARERWEEENR
Eo. WMRIET S3 Glacier WEAEEST HIPAA, PCl 5 FedRAMP &5 , AWS 2= TUTZAR
R

- @i S3 Glacier XHEHE , BAIRNRAX4ESEREI LM S3 Glacier 4 E#H1TEBEH
KEEA MR, BANE-— N XHESHERBPEERMU —REA , ZRIRE(WORM) Xy
#l , FEUBIEZREE ARy L RFETRE. RRENEETREBER. XHESHERE AR BE
5 SEC17a-4 #1 HIPAA EEMAELR,

- ZEMEEHAMREANVEENATEREERSWM , URE AWS LHEMNETZEHMENENE
EIRERN SR,

« BITAFE HIPAA ZEMFAENEERVWELBR T LB WAEFEH AWS XEBE B2 HE HIPAA E
Ko

« AWS Well-Architected Tool (AWS WA T & ) =W —IRS , TRE-BHIBHEER
AWS S{ESSRFEZINITENEE, AWS WA TERGEMEY , MELEN TEMSTEETR,
7z, BRMELFER.

- AWS EHMRRIEMT TaEEATENTULNMNENZANFTRLSFMAIERR.

- AWS Config AT# B &I AN EREEN NEBKE., T EmAEMKEFER.

« AWS Security Hub 2t 7 AWS HZ RSN ELHEUE , UHBHEREREFTELZ ST UIRENR
EFONE N
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https://aws.amazon.com/compliance/services-in-scope/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/quickstart/?awsf.quickstart-homepage-filter=categories%23security-identity-compliance
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/architecting-hipaa-security-and-compliance-on-aws.html
https://docs.aws.amazon.com/wellarchitected/latest/userguide/intro.html
https://aws.amazon.com/compliance/resources/
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
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Amazon S3 Glacier # # HFE 1k S A&

AWS £ XEMIREESEXBEMATAXHE, AWSKBRHESANEYE LRI ARENTAK | XL
AXEYEREK, FHESETRESNMEERE -, XETAXNERMT SR B ERRIT
NMRENARFNEEE. SESNENMNBEFOEMREIZSNEEF OEMRERL , E1EFE
SHTAY, FEMEMATY EBMY. S3 Glacier AR A AU EFHEREBEEL=ATARNZARE
Fo NEGFAM , S3 Glacier 2EWIARI LEFRENBFERLTFRES A AZ,

FRARER

BEXRAWSKXBHMTHAXNEZELR , BSHAWSEEKEM T,
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https://aws.amazon.com/about-aws/global-infrastructure/
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Amazon S3 Glacier PRV EMIZELT =M

ER —BIEE RS , Amazon S3 Glacier (S3 Glacier) B Amazon Web Services : Z £ Hi2 8RB AR
B AWS £IXM {2 L REFRMERT.

BEMEHF S3 Glacier BT AWS R API #1TH, B WmAAXIFERELTEM

(TLS) 1.2, BWEA TLS 1.3 REERE, FFREXNXHEFTLOARE (PFS) WEBE
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SHIRRE (Wlava 7 RESHREN ) X EER, i, XIAERE IAM E4RKERE 17 B 24P
ID MBZRG R ZANBFERFITER , BRI LAEAAWS Security Token Service (AWS STS) 4 I it %
LIUEPBRNBERH#ITER,
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BEEEFES (VPC) Ik , BEEH N VPC AR HEEFIH AWS PrivateLink IR T IFHN I TN
AWS RS VPC in /RS , MAREAERMMK, NAT ®&. VPN ZE#S AWS Direct Connect
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BE#1TiER , WAIBAFRIA Amazon S3 VPC iR,

&< Amazon S3 A AHIE B LA R X REHR A S3 Glacier FEENEZER |, B5SH (Amazon
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S3 Glacier g ER B

f&B) Amazon S3 Glacier HIER KK , EAUBMRERFELREFI A EESNEHR AWS K/ F
R BIER RES) AWS X, BX S3 Glacier R RFANESEE , 556 S3 Glacier EffT.

/A Important
BIERRRE CEA THRERRHAERBEEX S3 Glacier X HHIR FRFER,
B X S3 Glacier FENEZELR |, B5S I (Amazon Simple Storage Service FAF1ER) &
HATHEN RN E#ENERER.

£

« 3% S3 Glacier BIER RFHE

- f£M S3 Glacier BHl 2 REHFEREZRR

- 8 Amazon S3 Glacier AP| i BEXIER KK

%3 S3 Glacier #IER RKRE

BU LA =5 S3 Glacier BIER RER P #H1TIERE : No Retrieval Limit (TR ZEPRF). Free Tier Only
(X ZFHRELE) F Max Retrieval Rate (R AR REE),

A 6B BRIABIE R T H 2 “No Retrieval Limit (B ZRR4])’, R & #E A “No Retrieval Limit
(TR ZERE) K, WTRERZRS , EZIMEERNBERZFR,

BYEAXREFEBNEBER , @UUERENXIXHEZEFESE AWS 2REERAZA , MARX~E
FAHEELERRA. IREEERENBFEERY AWS RBEERT , NUUFEARERRERE
KIRER bytes-per-hour BXRE M, “RARRE REABERENKSPHAERZEFSHNIEERRE
AWS Xif ToBE &R ER bytes-per-hour ELl,

3t F“Free Tier Only (X E L) M“Max Retrieval Rate (R AR RER)FKH  BHEMEENRE
BHFNBERRERBTABIEZ, MREFEH Free Tier Only ((XRFREE)EK , N S3 Glacier HF
FISELEL AWS RBREERTNBERER, MREBFERARAKERER , S3 Glacier 23E4 S HIE
EHITHESHIEER ZRBITIZKKIR BN bytes-per-hour BLEIAIAL RIER, X e 5K AT &8 BH & &1L
BERRTAEE,

UTRATHERREBHN —LEFHEX .
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c FEBERERBHTISUEEAIREREM S3 Glacier PR ERBEFAIEEMNN K : 3 | 5 /had,

- REFNBERREEATE M aES B E#HTHRREL,

- MRENMRZFIFERATHERRRBMEIEL , RIMNTFTLMZEFRIERQEWRSE,

« BAILABINRBIRE —MIERRERE AWS X , ZREFEREKS AWS X3 THEHE
KERED, BERRRERBEN , AWS X RN BFELRZRAETHEE AWS XiEHl. BXESZE

B , {2/ Amazon S3 Glacier E#Ts

“Free Tier Only (X & BEE) KR

LA BERZRRIREN ‘NRERER , LBRENRRBLRIEE AWS REERIA R ,
XEER AT ERERRTEA, MREMRFEREIEL , EQRIF-FEREE , BHAERSHY
B BB R BEIELE

ZAI L E T X BiER R REKIRE N Free Tier Only (REBREE), —BREFRK , BEXEBR
ROBEERSREEHXZ AWS KERLEHTENER AWS ZBRRRBRIAUA, BHF=EH
BRRZEM,

EEFEBERRBARE—NAA |, BETLLY)#E“Free Tier Only (X BREE) K, EXMER
T, “Free Tier Only (N REE) KN FHUREZBEREN , EF2EMITENBER, BREFEXH
ZEIEENERA,

“Max Retrieval Rate (B K# RiEZR) K1

BRLHBRELRRBREN ‘“RARRER | BIEELSR bytes-per-hour F RER B HES RECHK
EHIEELRER, JENEERRRBREN ‘RARRR if , IRFHRLRERSSBEERT
RES KIS ER REBTRIEIEEMN bytes-per-hour BLall , M ZFERFHEIEL, MREMRESHE
RFIEL | RFRE —FRERER  BHEBERERIRERRREIEL,

FHERRREZEN ‘BARRE KR UELEINE—RNIUERN AWS 2 ZEERM. F
m, BEBFHEARRERZENZ/PIT 1 MB, XET AWS RBREERERR, VERESFNAS
HAWS RBEZERY , BUUAFHREREN NREHER , AGREEERRURIGZSRER
BER, }WMMATTERZRIANESZER |, 1§ E Amazon S3 Glacier & L [A] B fEE

“No Retrieval Limit (o€ 2R &) 5K 1

MR IERYEIER TR REIRE N “No Retrieval Limit (T ZREH)” , MIHEZFEBERNBERRER |
HENBRERRBANREENEREZ L.
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£/ S3 Glacier £ #| B iR EHITER FRIE

£/ Amazon S3 Glacier #2#| & QI EBIERL EZRE

1. &% AWS Management Console #3TFF S3 Glacier ##l& , Wik https:/
console.aws.amazon.com/glacier/home,

2. HEEEXEH T, AWS X MNTRREREE -1, BUUNESNIRBEERFELREK AWS
X

3. EEMMSMERT , ERHERRIRE.
4. RFERE. AT HIRBEHRELRKEERNE,
5. EBERREET , &E K,

BT LM EFPEIER R % —F - No Retrieval Limit (FT/ &R %), Free Tier Only (X & %%
E£)5 Specify a max retrieval rate (JE ER AR FREE),

- WMRIERE TRZERS , WEZFEERNBERRIER.

- MREBNERRREE , WTEZHEE AWS BEENBTERZTIER,

c MREREERARRE | SRERLRBERCSBEERITHESHIRELRERET EIEEN
RARZRER | NBELRERGREL, EXAEZARRERTHNE /Y GB BIEEFEES
PN FIRFTT (GB) B, EF/Bt GB BHFRMAELNG , BH AN EUTEMLITHRA.

6. EBREFEFENR.

£ Amazon S3 Glacier AP| iR BEETEK RFB

A LAME A Amazon S3 Glacier REST API 5 AWS SDK & & Fi% B #iEH R R K,

£ F§ Amazon S3 Glacier REST AP| iR BHIERK BRI

AT LAfEFl Amazon S3 Glacier REST APl EF MR EWIER ZRIE, EaUAEARIIER TR

(GET i ) RFEFUABFERRRE, SUUERRESFELRER (PUT R ) BFERERE
K REKM,

/8 PUT SRE&IRVERT | B TEI T JSON Strategy FEREIRE N BytesPerHour, FreeTier
& None RERHFERRFER, BytesPerHour HEFHEESH A PR ERAKLRIE
# | FreeTier EETEBRNRAEFREE , None ERITER TR ZERHI,
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HIBFERABEN (POST il ) BEBHBERETS , MZESHEHEERLREBPRENZK
KZRERR , Initiate JobBEFEFELHASIARE.

£ AWS BT X TESREBIER RRKK

AWS EBEEETF A T ESHE N Amazon S3 Glacier F AR ARRF, Xt SDK £HEH THRHINKE
REST API HWE , AR AL ZBRMEBERHALCERNABET. BXEZELR , S H £ Amazon
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¥rig Amazon S3 Glacier &R

RERN AWS BR7 EMIRZ. BNMIEHARE NELAK , RN SHBHEEL. ETREEX
KyPRE 5 B4e Amazon S3 Glacier (S3 Glacier) X ER IR, ERARERERE AWS BRMAR K
(BREKEHE ) W—TELIBEINAR.

ES

« FREEARAIR

« PRI

« FERFRERERAA

- ERAGEEEFZE

« HXEZ

IREEAR AR

£/ S3 Glacier ##]A. AWS Command Line Interface (AWS CLI) 5 S3 Glacier API A] E & A F{E

%

o B3R IORR
« B HENIRE
o MITHF o i BRAR S

BXRWMAZRM, 5 HNBERFENESR , S 51 S3 Glacier X#FE,

BAERARERNENSTHEHRITHOE, Bl , BALUIRAR. IEEIREXN XHEHITIE, BTE
ENBMIEWENE , AU Z—ABECKIKRBREBNBEER, Hlw , BaE L —AFR
L BHEREXGENFIEEMARRBEXGE, UTRE— LRI RE

- FFEE : B

- IR : MIRER
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ERREZREMT

« —NRIR ( XHE ) ERARFREHN 50,
- RERNEX D KNE,

RERRENT -
« EXHEN-EARER , 8IMERLARE N, NREFMNVIREERCERANE , AR
TRBEZUNEREN,

« PRERABEL aws: Tk, RAMEIRMSTMEHE AWS EH. AWS FAREGE UL BISRTT KB
RE | BETRERE DM BRIX LR,
- RERVKELTANT 17 128 4 Unicode FHFZ[H,

« MEBRMLMETELULTZESR : Unicode &, BF, ZERAMUTEHRERF:_ . / = + - @
FREEREIMT

. FREENEKEXLTNTF 0 F 255 4 Unicode ZRF 2,
« MEEAURZE, B4, ENSBREELTER : Unicode &, HF., ERNUTEESKRT
ﬁ:_ ./ =t - @

£ A FR R ER AR

A AE AR AWS A BT R MIRER, HERIRER A TR AWS R ( SIEXHE ) BT,
B AWS A DB S SEBIRERENEARMEAE, BUUNARRILSRE ( MEAEF

o, NARFEMBAEE ) WL  MEESTURS PEABHKE, BXEZFEE , HS6H AWS
Billing A e B R A X B TE UK 8 3R &5 A AR 20 B AR 6o

AR S BB 17 (A 42 4

ETAEAFEAEH BARWETRORE. HI , BTRE— P EEREFHTREN BEREH
Rl — A RADE | RERERNRAEREFEELED True , WHELE AR FLBIRE
fb, " T BBREREAM N EERRA TPEEREFEREN False, MRAMREBHHER
BHRE , WTEFSEREN True FEBELRNS ARRRERBUATFILTRE, B
EHER, WHH (AV AFER) R0 EARERHbE,
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£ AWS CloudTrail i2 3 Amazon S3 Glacier API iF

Amazon S3 Glacier (S3 Glacier) & AWS CloudTrail £/ , & 21 S3 Glacier FiREHAF., AR
AWS BRSSP EKBUREM IEFKHIARSS . CloudTrail f¥X¢ S3 Glacier BT E API HAEERNSHHIR |,
‘BIER B S3 Glacier # &I AR MR S3 Glacier API WRIBIER, MRECIZBERICH , WATLE
CloudTrail B4 #F£4%51% %) Amazon S3 77 #8 ( ‘B3E S3 Glacier WEH ) . MREBFEERE , N1B
A[1E CloudTrail #%|& R #Y Event history ( B4 LR ) PEEENEH. BBHEQ CloudTrail Yk
ENEE , BULAEMD S3 Glacier R HWPLLER, A HERMN IP #hut, FHRHORKEE. EROAXH
BRI AR H A iFHE R,

ET7#AX CloudTrail WEZEE |, 155 (AWS CloudTrail HF1EFE)

CloudTrail F Y Amazon S3 Glacier 8

il

HEEGIE AWS I/ B |, FEZKF EB A CloudTrail, 3 S3 Glacier HA %A AT |, ZEBNFIE K
# CloudTrail £ , F 5HAM AWS RS EH—RARFESHALIERP. EAINE AWS KFFE
B. BRATHERFEMH. AXEZEL , FSHAMLA CloudTrail EHA LIEREEE .

B2 FE AWS KPR IEH (‘25 S3 Glacier WEH ) |, BHEIRBER, @I BE , CloudTrail A
FEHEXHEIEZE Amazon S3 f. TIRIER T , EEH &P OIZERIRE |, LWIRERMATME AWS X
5, WRRIZERE AWS 2 XFHRE AWS XBHNE4 | 5B EXHEEZTEIEERN Amazon
S3 EfEiE. ko, BRI B HAAWSHRS |, # — 5 2 #TE CloudTrail B & U S E 4 503 H R EX
13, BXEZER , HSH .

- DIRREREK

« CloudTrail MRS MERK

A CloudTrail B& Amazon SNS &4l

o MNEANMXE#EW CloudTrail B EXHMMNZANIKF#IK CloudTrail BE&EX 4

FE S3 Glacier #4E#8H CloudTrail id3% , #i23% 7 Amazon S3 Glacier By APl &2 i, #ilin | X
B HE (REXHE ), MIBRSUHE M 5 HEXHRE (FREXHE ) BIENBASE CloudTrail B
EXHHRERSE,

BIMEHHBETREBESEXRERBFRNARGR. BOEETHBEHEUTRR
- FREEARAFZIEEREMFIEREN,
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- BREFAACGKRREFMAFPNERNREEIERHN,
- BRERBEHHET AWS RF A H.

BXEZER , B2 CloudTrail userldentity T3,

T f## Amazon S3 Glacier BEX % B

REZE—MEE , A TNE4EN BEXMHEERIERIEEN Amazon S3 #. CloudTrail BEX 4 S

—/I\EE%/I\EIM%EO —NEH#RRKREBEMAFEHN—MER , BEEXERNEE. BRENB BN
B, BHRSHBZFLEFE. CloudTrail BEXHKHTRAMA AP ARANAEFH#KRRER , HtelITai
FEAEEIRFE o

THWRBAERT — CloudTrail BESRE , ZFKBHBAT QIBXHE (REXHE ) . BIBRXH
. DR (RECUHE ) M ERXHE (RECUEE ) #B1E,

{
"Records": [
{
"awsRegion": "us-east-1",
"eventID": "52f8c821-002e-4549-857f-8193al1l5246Fa",
"eventName": "CreateVault",
"eventSource": "glacier.amazonaws.com",

"eventTime": "2014-12-10T19:05:157",
"eventType": "AwsApiCall",
"eventVersion": "1.02",
"recipientAccountId": '999999999999",
"requestID": "HJiLgvfXCY88QJAC6rRoexS9ThvI21Q1Nqukfly@2hcUPPo",
"requestParameters": {
"accountId": "-"
"vaultName": "myVaultName"
},
"responseElements": {
"location": "/999999999999/vaults/myVaultName"
I
"sourceIPAddress": "127.0.0.1",
"userAgent": "aws-sdk-java/1.9.6 Mac_0S_X/10.9.5 Java_HotSpot(TM)_64-
Bit_Server_VM/25.25-b02/1.8.0_25",
"userIdentity": {
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"accountId": "999999999999",
"arn": "arn:aws:iam::999999999999:user/myUserName",
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"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"type": "IAMUser",

"userName": "myUserName"
}
},
{
"awsRegion": "us-east-1",
"eventID": "cdd33060-4758-416a-b7b9-dafd3afcec90",
"eventName": "DeleteVault",
"eventSource": "glacier.amazonaws.com",

"eventTime": "2014-12-10T19:05:157",
"eventType": "AwsApiCall",
"eventVersion": "1.02",
"recipientAccountId": '999999999999",
"requestID": "GGdw-VfhVfLCFwAM6iVUvMQ6-fMwSqSO9FmRd@eRSa_Fc7c",
"requestParameters": {
"accountId": "-",
"vaultName": "myVaultName"
},
"responseElements": null,
"sourceIPAddress": "127.0.0.1",
"userAgent": "aws-sdk-java/1.9.6 Mac_0S_X/10.9.5 Java_HotSpot(TM)_64-
Bit_Server_VM/25.25-b02/1.8.0_25",
"userIdentity": {
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"accountId": "999999999999",
"arn": "arn:aws:iam::999999999999:user/myUserName",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"type": "IAMUser",

"userName": "myUserName"
}
I
{
"awsRegion": "us-east-1",
"eventID": "355750b4-e8b0-46be-9676-e786b1442470",
"eventName": "ListVaults",
"eventSource": "glacier.amazonaws.com",

"eventTime": "2014-12-10T19:05:157",
"eventType": "AwsApiCall",
"eventVersion": "1.02",
"recipientAccountId": '"999999999999",
"requestID": "yPTs22ghTsWprFivb-2u3@FAaDALIZP17t4jM_xL9QJQyVA",
"requestParameters": {
"accountId": "-"
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"responseElements": null,
"sourceIPAddress": "127.0.0.1",

"userAgent": "aws-sdk-java/1.9.6 Mac_0S_X/10.9.5 Java_HotSpot(TM)_64-

Bit_Server_VM/25.25-b02/1.8.0_25",
"userIdentity": {
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"accountId": "999999999999",
"arn": "arn:aws:iam::999999999999:user/myUserName",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"type": "IAMUser",

"userName": "myUserName"
}
I
{
"awsRegion": "us-east-1",
"eventID": "569e830e-b075-4444-3826-aa8b0acad6ec7",
"eventName": "DescribeVault",
"eventSource": "glacier.amazonaws.com",

"eventTime": "2014-12-10T19:05:157",
"eventType": "AwsApiCall",
"eventVersion": "1.02",
"recipientAccountId": '"999999999999",
"requestID": "QRt1ZdFLGN@TCm784HmKafBmcB21VaV81UU3fsOR3PtoIiM",
"requestParameters": {

"accountId": "-",

"vaultName": "myVaultName"
I
"responseElements": null,
"sourceIPAddress": "127.0.0.1",

"userAgent": "aws-sdk-java/1.9.6 Mac_0S_X/10.9.5 Java_HotSpot(TM)_64-

Bit_Server_VM/25.25-b02/1.8.0_25",
"userIdentity": {
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"accountId": "999999999999",
"arn": "arn:aws:iam::999999999999:user/myUserName",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"type": "IAMUser",
"userName": "myUserName"
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Amazon S3 Glacier B APl &

Amazon S3 Glacier XF—R3R#E  FRR—4EHATERSXKEMN RESTul APl B A,

B LAE e R HTTP B RWEAEERE |, F&M REST B3R K% E| S3 Glacier, K% REST 1
KRB, S3 Glacier 2 EREBIXN FREZRBIEFMER, i, LEHRR , BELTUTEBNR
BOREMN , AREeEELNERT. BXEZELR , BERAXNERETER,

MBXERHER , BEEHE S3 Glacier ERRMMNFRIZNAS , UMEHITAIE, BRTNE REST #
EUS LS R IRETAIENERER , LESKERHEIT REST APl #H.

A LAEEME A REST APl AR EFEA Amazon SDK |, X4 SDK 2t T BEBEFE. XEELXE
RIENBNMERZEE , HNLBERFHNERABIUTERKE M. EHitk , £A Amazon SDK 7] LA {LIRRY
WIBES. A ARIEREES SSPREH215 88 £ AAWS SDK for JavaFl .NET WWEZ S3 Glacier
B, BXESZEER | S Amazon AWS S3 Glacier EFEREATF & T EH,

£}
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- XHERE

- BHRE

- DEREEERE
- ESBRE

« EESBEEREANKERE
- BERRERE
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BERIEX ( TRk ) HEE, 30
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M RBE LEERE (RBERE) APIFERE,

AL F 612 Authorization #RLkHEBENZ &
ZWAE, MREY Date LA TER , M4

JER ISO 8601 EARKARIEEET. EXER

T, FFEZE x-amz-date #rk, BHEE , 71 x-
amz-date B , BHRALXEE Date #RkWE,

IR Date kTR TER , MATLHR RFC 2616 %
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HA/et1E) Wed, 10 Feb 2017 12:00:00 GMT 2
AT S3 Glacier B9E % B Hi/83 B ¥Rk,

MREELN Date IRLATFZER , N AEER
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KH : FHEH

&K WMRIEET Date , BERAEFEA 1SO 8601
BRI, MEZESAMBIE x-amz-date #rk,
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Host

Xx-amz-content-sha2
56

Xx-amz-date

iR

St

AL EELERERREINES K], B4R 2
HA“glacier.region.amazonaws.com "1&3 ,

Hep | ##H AWS XEE ( flf0 us-west-2 )

K&

KE : FRER

EEd FAEE (AhEE) 3 LER (1RE &
FZID) FENBENERARHTITESEHN

SHA256 R¥E . BARIRLE x-amz-sha256-
tree-hash #RkFE, B2, N TFRLENBEHK

NE , ERERN. MRFEE x-amz-content-

sha256 , MAMIEE x-amz-content-sha2

56 M x-amz-sha256-tree-hash

KE : FREH

S RAAIE AP, EEER (XHHER) ML
R (BELEID) FE,

AT 7E Authorization ¥Rk RIEZZXE M HE, 1% %4
ANAMAER YYYYMMDD ' T'HHMMSS ' #

A 1SO 8601 EAHEN, il , LAT B HA/6T ]
20170210T120000Z HATF S3 Glacier HEX
x-amz-date o

KA . FREER

&M . x-amz-date XNFIEERME AL ;
CANATEENERZSEMEAN B, MR
£ 1ISO 8601 EAXENIEE T Date #5k , NI
% x-amz-date . T x-amz-date &Y,
CIHALESE Date IRkNE. BXEZER
#2P (Amazon Web Services Glossary) &
#“Handling Dates in Signature Version 4",

ERERRL
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FRARER

PR B HiR WATE
x-amz-glacier-vers  E{EAM S3 Glacier APl lRA, ZRIMRAH =
ion 2012-06-01 .

RKH . FHH

x-amz-sha256-tree- X EAMHER (LAEE (RHER) ) IERK ES0

hash

= FAE R AR K

(L8R (RE LA ID) ) BATITEBHEN SHA256
MEEEREN, AXITEERBANESEER
FEHRTERREN.

KR FHFH
EIANE .

R DEME (RHEE) A LAR (BELE
D) BE,

TRER T KZE API WE R H 89 F A NE RARK

A iR

Content-L MNEXHEE (AFTRENMN )

ength
KA . FHEH

Date Amazon S3 Glacier (S3 Glacier) By Rz A BiFIatE , f5l20 Wed, 10 Feb
2017 12:00:00 GMT., HEIMEXMSMRE RFC 2616 5 3.3 THIEEMNT
EHHENXZ2—s BEE , REM Date AJREEHM B ERE , Bit , 4
m,N EEEE(AAEE) BREREWNBBAESXHFEERIIRPRY
KFTE R HERITE,
KA . 2R

X-amzn-Re H S3 Glacier BIZ2HI M — PR BERWE, MRBEMEA S3 Glacier B EZ]

questId F& , AWS FAJUAEA L ERBRFIB, BIARILFRIXLEE,
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B iR
XKH . FRH
x-amz-sha PHREEH E X SHA256 R EREM, BXITEERBRMANESE
256-tree- B, BRI ERKA,
hash »
KA . FRH

X ERAITER

S3 Glacier EXRBEBINER#HITER , RUFMAENENERNE M. EEANBRFRBITERFTE
B, NN ERER, MEBEREEREAAANRTREH - BHEENER. NBEFEENAANRTSIESR
WBERXAFRZRFRFR. RHEERBREREE K BFZESESEBERY , FAZH. ZXBELN
E3RM Authorization ¥Rk —EB 5,

WRIEAYERE , S3 Glacier A EEA TN ZERBITEENHEARFRENWAENITELE, W
RABZEEBEZFERPNEZRMAEE , N S3 Glacier &L EZER. BN , FRHWIEL,

S3 Glacier XFEMAWS LR A 4 #HITHHWIE, TEZRNEEADH=MES :

FF 1 BIEATBHER

A HTTP BREFHFIHATER, SAEAABHR , B S3 Clacier EEH I HEE S
155 I EH BT LRI E A E — B .

- 52 IBRGEFHE

HEBE-NFHE , FZFHEAEENNERFTEREAAETN -, ZFHEHRNEFEFHE 2
IRHEEEEN, ERAHY, FEEEFHFEUARRKE L—EFSHRATHERNES. RICEFHS
AERZBH. AWS KEENRSELNES.

- E5 3 EXR

FAMZRRFEENECNERUIELE , ZEBESIHAMEAZES  FXFHABMRERA, RE
BHANITERER | MENBBIHRZANFRAEAZICTE FHFRRLE— RS HMAC B 51H
BIAERS (HMAC), 3R, WEESRPFANKHFHET R LAEIESN S3 Glacier API H{EAH
MR FHE L,

FH;
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Amazon S3 Glacier FERARER
- LHIZERUTE
s ARNABBRETELR

KOIEBRITE

LTRRBIBISEBTEN CIEXHE (REXHE ) SIBRXEZNIFAEE. ZRUITBEREENZES
WEAZENSE, BXEZER , 55H (IAM AFER) PHXE AWS AP| B3R,

AOIBREATEM :

o ERMWITEBAN Fri, 25 May 2012 00:24:53 GMT,
s WRANXERE (FFRIMILE ) X8 us-east-1,

BRAEREZE (28 JSON EX) 7 :

PUT /-/vaults/examplevault HTTP/1.1
Host: glacier.us-east-1.amazonaws.com
Date: Fri, 25 May 2012 00:24:53 GMT
Authorization: SignatureToBeCalculated
x-amz-glacier-version: 2012-06-01

NES 1 BIEISTERITENIBIEREXR

PUT
/-/vaults/examplevault

host:glacier.us-east-1.amazonaws.com
x-amz-date:20120525T002453Z

x-amz-glacier-version:2012-06-01

host; x-amz-date; x-amz-glacier-version
e3b0c44298fclcl49afbf4c8996Th92427ae41e4649b934ca495991b7852b855

ABERNEFE—ITRERENNGHE, B, FIEENTERNE=TRZN. XREANI API
/ﬁﬁﬁlﬁj%};&o

FF 2 SBEGEFRENFEFREN !
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AWS4-HMAC-SHA256

20120525T002453Z

20120525/us-east-1/glacier/aws4_request
5f1ldala2d0feb614dd03d71e87928b8e449ac87614479332aced3a701f916743

REFHEMNE—ITREE , F-TENEE , F=TREIEE , RE—TEXBES 1 8IEHT
ERNABERNGH, BEERIDEEFEANRSEHN glacier,

MTES 3 : SIBER , MEBHTURTA :

derived key = HMAC(HMAC(HMAC(HMAC("AWS4" + YourSecretAccessKey,"20120525"), "us-
east-1"),"glacier"), "aws4_request")

R F ARG R %4 wlalrXUtnFEMI/K7MDENG/bPXRfiCYEXAMPLEKEY , MitEHMNZEE R

3ce5b2f2fffac9262b4da9256f8d0@86b4aafs2eba5f111c21681a65al127b7c2a

BRALSBHEMIE Authorization #rk. X FRHIIA R %4 AKIATOSFODNN7EXAMPLE , #3k (AT
EFEEE , RIMTHRITR) B :

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20120525/us-east-1/
glacier/aws4_request,

SignedHeaders=host; x-amz-date; x-amz-glacier-version,
Signature=3ce5b2f2fffac9262b4da9256f8d086b4aaf4s2eba5f111c21681a65a127b7c2a

AR BREITESH

PR (RBEE ) MEER (RELE D) FRALERE  SEREEZREENEREGUR
RIEFERNBIE—NMIOERK x-amz-content-sha256, RALEBRENSESTREHMRENZ
BLREeME , AIREZ NP IRALLEIRL,

MR EARL x-amz-content-sha256 WITEETELEANENNS ( BRAE ) ¥ SHA256 I
%o HEE , WITETRET SHA256 Wl fH ((TERKA). BRTHTRZENRFGIUN , BRATK
W SHA256 B HEFMTRTERARLKIEN SHA256 %,

NRFEHNBBEEENZTHA , WETUERLT Java RIBEKITE SHA256 BB 5.
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public static byte[] computePayloadSHA256Hash2(byte[] payload) throws
NoSuchAlgorithmException, IOException {
BufferedInputStream bis =
new BufferedInputStream(new ByteArrayInputStream(payload));
MessageDigest messageDigest = MessageDigest.getInstance('"SHA-256");
byte[] buffer = new byte[4096];
int bytesRead = -1;
while ( (bytesRead = bis.read(buffer, @, buffer.length)) != -1 ) {
messageDigest.update(buffer, @, bytesRead);
}

return messageDigest.digest();

ROk , F CH P, BAILLTERRAEBIEN SHA256 I5% , MM T RBERA R,

public static byte[] CalculateSHA256Hash(byte[] payload)

{
SHA256 sha256 = System.Security.Cryptography.SHA256.Create();
byte[] hash = sha256.ComputeHash(payload);
return hash;

}

RIVALIE APl W RBIZEITE

UTRBIEISET BN EEEE (RHEE) (S3 Glacier FHFMNRALIE APl 2 — ) SIEZEH
FHAEE. R™OIBREN TSI

. ERHEEBH Mon, 07 May 2012 00:00:00 GMT.
c WMRAXERI (FHRIMIEE ) X,
- NEERAERNFEHTFLE“Welcome to S3 Glacier”’s

BERAEREZE (EFEJISON EX ) EREUTROIF, HEE , HHPaHET x-amz-content-
sha256 #rk, FEEILREIF , x-amz-sha256-tree-hash Ml x-amz-content-sha256 2+E[E
HE., B2 , XFARXF IMB HRELE | BARTR2XE,

POST /-/vaults/examplevault HTTP/1.1
Host: glacier.us-east-1.amazonaws.com
Date: Mon, 07 May 2012 00:00:00 GMT
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Xx-amz-archive-description: my archive
x-amz-sha256-tree-hash: SHA256 tree hash
x-amz-content-sha256: SHA256 payload hash
Authorization: SignatureToBeCalculated
x-amz-glacier-version: 2012-06-01

NES 1 IEFCERTENIEEREREROT. HER , EREETRALERL x-amz-
content-sha256 REE. XEWE , BH4HNE L RIERAHAH1THE SHA256 Ie % , RARBITEE
Bo

POST
/-/vaults/examplevault

host:glacier.us-east-1.amazonaws.com
x-amz-content-sha256:726e392cb4d09924dbadlcc@ba3b@0c3643d03d14cb4b823e2f041cff612a628
x-amz-date:20120507T000000Z

x-amz-glacier-version:2012-06-01

host; x-amz-content-sha256; x-amz-date; x-amz-glacier-version
726e392cb4d09924dbadlcc@ba3b@@c3643d03d14cb4b823e2f041cff612a628

LR TENHRREEREIZR T ETARNS R, EHRRTAEH Authorization MiFHAE
A wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY #J AKIAIOSFODNN7EXAMPLE #53k & R 40
T (ATETHER, RMTHRITA) -

Authorization=AWS4-HMAC-SHA256
Credential=AKIAIOSFODNN7EXAMPLE/20120507/us-east-1/glacier/aws4_request,
SignedHeaders=host; x-amz-content-sha256; x-amz-date; x-amz-glacier-version,
Signature=b092397439375d59119072764ale9al44677c43d99061d98a5742c57a2855deb

T SRR A

FERERR | BMIEHE x-amz-sha256-tree-hash # x-amz-content-sha256 #rsk, x-amz-
sha256-tree-hash ik B EMNBEBREXPERAZHRKL M, b ETIHER T 01T E x-amz-
sha256-tree-hash #x3k, x-amz-content-sha256 FRABREBNMNERAENKGSE | HARENFR
DENTEH, BXEZELR , F5H R E AP W RAIZEITE,

IEHERNBRAHTURE
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« BIOHER —HEBE-FRPER LAME AP EEHEER , BAUMEBREXPFREBMER, EX
MIEAT , LM BBRENMERNREN,

- BERR —ERSREE API DR EAMRR , BUNEFRREXFRREEEN -, EXHER
T, BN EEEERAREN. LERMARE  BRURETHS R EEER , ZERLNSEE
MR,

BRABHRENN SHA256 e H. ERMARERFRREN , HIHERBRNNIRES , 21t
H SHA256 Is FEW, RIPAIRFBENBMERIREA,

® Note
BB IR T —Fit & SHA256 HMERFBNHE. BR , RERBHMEARNER , B UER
= CIpD-

BRI LR LT 3R 1T E SHA256 WZR % -

1. ENERARBIENEN IMB X3 | ItH SHA256 % . BENRRE—MXRALNTF 1MB.
fign , MREE EE—4 3.2MB HHEE |, MEFEUEHRENT =" 1MB KRFE—XRE
SHA256 B %&{E , ARRITERIR 0.2MB BIER SHA256 5%, XLERFEME THAHT R

2. HERN TR,

a. EEFNMEETFTRNBHE , REITEEENFEN SHA256 9%, LEEM SHA256 9%
HERSFEXRNFH RN Ko

b. MBRABT —AFH A , BALUTZME B ERABRGT— 2,

3. EESR 2, EFERMEARNIE. HMBRRETENMMEENGS  HENFRBRE T 2R EE
PRI,

F&

« WMIERERD 1 HE—BRP EERE

- WERERS 2 FRASREERLEAME
- HTEXHHHER S

« TEEEREERREN
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WIEWRERH 1 FE—FRPLEHR

EE—ERPFEALAMRAP (BESR LEMR (AHANR)) LEAMRN , B RWERAFHLE
FEEAMYE, Hit , BHUHMIE x-amz-sha256-tree-hash FRIFLA P BEBMIRHHEBE,
RIREBE L5 —/ 6.5MB IR, THEUE T CIERN SHA256 BFENRE, BERERHIEN
1MB X1t & SHA256 5%, Wk , B ERNFRMN 0.5MB BIFITERF , AFIRAEN T RATR
FIEH

/ SHA-256 Tree Hash ™
" af the Archive A

d_,.-*- -.--.----""---.__

~SHA-256 ~SHA-256
. Hash . Hash
SHA-256 ™, 7 5HA-256 ~GHA-256 ™, )8
’ Hash A Hash ' Hash . Y
Jf-'f.._. '\ .f.’f.._ . “\ J.__f-". 3 ‘-\H. ..
~ SHA-256 ™ / SHA-256 ™ /" SHA-256 ™~ SHA-256 ~ - SHA-256  / SHA-256 ~ - SHA-256 ™
“_ Hash % Hash %  Hash -~ Hash % Hash .  Hash % = Hash
A
1 ME data 1 MB data 1 MB data 1 MB data 1 ME data {];:jsatr:El

6.5 MB Archive

WERER 2 FRADR AR ELAHESE

EFEAPBRLARLAMRNITEMNEREFNREBEESL —BERP LEAMRNHERE, BE—NWXRZ , &
PELEES  BEBMERPR (FH LER (BELEID) APl) LEMRAN—B , Bt , B x-
amz-sha256-tree-hash BRIFAPRARHZBENREN, B2 , LEMERE , BUTRETK
PTEREE (BSR'ERSBRLE (KHLEEID)”)EKR, #E x-amz-sha256-tree-hash EKHR
AP EEEIMERNMER S,
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I/ SHA-256 Tree Hash ™

of the Archive J
P - _ e
I,fﬁ;rt 1 SHA-256 Tree™, r’ﬁ;-rt 2 SHA-256 Tree™,
\, Hash J . Hash J
S i S -
— —
- ""\-; Loy
o v AN\
e J-— —l
/SHA-256" ) ( “SHA-256 ~GHA-256,
. hash / ‘. hash ./ v hash ./ ]

A . . B . SR —
/SHA-256™, “SHA-256" SHA-256", SHA-256", /SHA-256" “SHA-256", “SHA-256"
‘. hash S\ hash S\ hash S %\ hash ‘. hash /% hash ./ \ hash /

: 1 4 4
Part 1 Part 2
4 MB size 2.5 MB size

TEXHHRERS

WA ERNEERHTERENMERN., SUURESEEINEEMRILAB, NEEER
Amazon SDK ¥ Amazon S3 Glacier ( S3 Glacier ) #1742 , RZLNEERMERHITE , BR
ERMEXH4EIA,

Example 1 : Java R4l

LFRGIERT WMER Java ITE 4R SHA256 HFER %, S BN EEX G MNEENSHEKEZ
THRE] , AT AERENEHARBEER TreeHashExample. computeSHA256TreeHash F3%,

import java.io.File;

import java.io.FileInputStream;

import java.io.IOException;

import java.security.MessageDigest;

import java.security.NoSuchAlgorithmException;

TTE XSS API fR4s 2012-06-01 323



Amazon S3 Glacier FEANGIER

public class TreeHashExample {

static final int ONE_MB = 1024 * 1024;

/**
* Compute the Hex representation of the SHA-256 tree hash for the specified
* File
*
* @param args
& args[@]: a file to compute a SHA-256 tree hash for
*/

public static void main(String[] args) {

if (args.length < 1) {
System.err.println("Missing required filename argument");
System.exit(-1);

File inputFile = new File(args[0]);
try {

byte[] treeHash = computeSHA256TreeHash(inputFile);
System.out.printf("SHA-256 Tree Hash = %s\n", toHex(treeHash));

} catch (IOException ioe) {
System.err.format("Exception when reading from file %s: %s", inputFile,
ioe.getMessage());
System.exit(-1);

} catch (NoSuchAlgorithmException nsae) {
System.err.format("Cannot locate MessageDigest algorithm for SHA-256: %s",
nsae.getMessage());
System.exit(-1);

/**
* Computes the SHA-256 tree hash for the given file
*
* @param inputFile
& a File to compute the SHA-256 tree hash for
* @return a byte[] containing the SHA-256 tree hash
* @throws IOException
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& Thrown if there's an issue reading the input file
* @throws NoSuchAlgorithmException
*/

public static byte[] computeSHA256TreeHash(File inputFile) throws IOException,
NoSuchAlgorithmException {

byte[J[] chunkSHA256Hashes = getChunkSHA256Hashes(inputFile);
return computeSHA256TreeHash(chunkSHA256Hashes);

/**
* Computes a SHA256 checksum for each 1 MB chunk of the input file. This
* includes the checksum for the last chunk even if it is smaller than 1 MB.
*
* @param file
& A file to compute checksums on
* @return a byte[][] containing the checksums of each 1 MB chunk
* @throws IOException

ks Thrown if there's an IOException when reading the file
* @throws NoSuchAlgorithmException

& Thrown if SHA-256 MessageDigest can't be found

*/

public static byte[][] getChunkSHA256Hashes(File file) throws IOException,
NoSuchAlgorithmException {

MessageDigest md = MessageDigest.getInstance('"SHA-256");
long numChunks = file.length() / ONE_MB;

if (file.length() % ONE_MB > Q) {
numChunks++;

if (numChunks == 0) {
return new byte[][] { md.digest() };

byte[J[] chunkSHA256Hashes = new byte[(int) numChunks][];
FileInputStream fileStream = null;

try {
fileStream = new FileInputStream(file);
byte[] buff = new byte[ONE_MB];

int bytesRead;
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int idx = 0;
int offset

I~

Q;

while ((bytesRead = fileStream.read(buff, offset, ONE_MB)) > @) {
md.reset();
md.update(buff, @, bytesRead);
chunkSHA256Hashes[idx++] = md.digest();
offset += bytesRead;

return chunkSHA256Hashes;

} finally {
if (fileStream != null) {

try {
fileStream.close();

} catch (IOException ioe) {
System.err.printf("Exception while closing %s.\n %s",

file.getName(),
ioe.getMessage());

/**
* Computes the SHA-256 tree hash for the passed array of 1 MB chunk
* checksums.
*
* This method uses a pair of arrays to iteratively compute the tree hash
* level by level. Each iteration takes two adjacent elements from the
* previous level source array, computes the SHA-256 hash on their
* concatenated value and places the result in the next level's destination
* array. At the end of an iteration, the destination array becomes the
* source array for the next level.

* @param chunkSHA256Hashes
E An array of SHA-256 checksums
* @return A byte[] containing the SHA-256 tree hash for the input chunks
* @throws NoSuchAlgorithmException
& Thrown if SHA-256 MessageDigest can't be found
*/
public static byte[] computeSHA256TreeHash(byte[][] chunkSHA256Hashes)
throws NoSuchAlgorithmException {
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MessageDigest md = MessageDigest.getInstance('"SHA-256");

byte[][] prevLvlHashes = chunkSHA256Hashes;

while (prevLvlHashes.length > 1) {

int len = prevLvlHashes.length / 2;
if (prevLvlHashes.length % 2 != Q) {
len++;

byte[][] currLvlHashes = new byte[len][];

int j = 0;
for (int 1 = @; i < prevLvlHashes.length; i =i + 2, j++) {

// If there are at least two elements remaining
if (prevLvlHashes.length - i > 1) {

// Calculate a digest of the concatenated nodes
md.reset();

md.update(prevLvlHashes[i]);
md.update(prevLvlHashes[i + 1]);
currLvlHashes[j] = md.digest();

} else { // Take care of remaining odd chunk
currLvlHashes[j] = prevLvlHashes[i];

}
}
prevLvlHashes = currlLvlHashes;
}
return prevLvlHashes[0];
}
/**

* Returns the hexadecimal representation of the input byte array

* @param data

* a byte[] to convert to Hex characters
* @return A String containing Hex characters
*/
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public static String toHex(byte[] data) {
StringBuilder sb = new StringBuilder(data.length * 2);

for (int 1 = @; i < data.length; i++) {
String hex = Integer.toHexString(data[i] & OxFF);

if (hex.length() == 1) {
// Append leading zero.
sb.append("0");

}
sb.append(hex);

}

return sb.toString().toLowerCase();

Example 2 : C# .NET R4l

TR RBIERT AT E AR SHA256 Hiie %, A UEN RE X NEBENSBRIZTIR
Blo

using System;
using System.IO;

using System.Security.Cryptography;

namespace ExampleTreeHash

{

class Program

{
static int ONE_MB = 1024 * 1024;

/**
* Compute the Hex representation of the SHA-256 tree hash for the
* specified file

*

* @param args

* args[@]: a file to compute a SHA-256 tree hash for
*/

public static void Main(string[] args)

{

if (args.Length < 1)
{
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Console.WriteLine("Missing required filename argument");
Environment.Exit(-1);
}
FileStream inputFile = File.Open(args[@], FileMode.Open, FileAccess.Read);
try
{
byte[] treeHash = ComputeSHA256TreeHash(inputFile);
Console.WriteLine("SHA-256 Tree Hash = {0}",
BitConverter.ToString(treeHash).Replace("-", "").ToLower());
Console.ReadlLine();
Environment.Exit(-1);

}
catch (IOException ioe)
{
Console.WriteLine("Exception when reading from file {03}: {1}",
inputFile, ioe.Message);
Console.ReadLine();
Environment.Exit(-1);
}
catch (Exception e)
{
Console.WritelLine("Cannot locate MessageDigest algorithm for SHA-256:
{o3}",
e.Message);
Console.WriteLine(e.GetType());
Console.ReadLine();
Environment.Exit(-1);
}
Console.ReadLine();
}
/**

* Computes the SHA-256 tree hash for the given file
*
* @param inputFile
& A file to compute the SHA-256 tree hash for
* @return a byte[] containing the SHA-256 tree hash
*/
public static byte[] ComputeSHA256TreeHash(FileStream inputFile)
{
byte[J[] chunkSHA256Hashes = GetChunkSHA256Hashes(inputFile);
return ComputeSHA256TreeHash(chunkSHA256Hashes);
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/**

*

*

Computes a SHA256 checksum for each 1 MB chunk of the input file. This
includes the checksum for the last chunk even if it is smaller than 1 MB.

@param file
A file to compute checksums on

@return a byte[][] containing the checksums of each 1MB chunk

*/
public static byte[][] GetChunkSHA256Hashes(FileStream file)
{
long numChunks = file.Length / ONE_MB;
if (file.Length % ONE_MB > 0)
{
numChunks++;
}
if (numChunks == @)
{
return new byte[][] { CalculateSHA256Hash(null, @) };
}
byte[J[] chunkSHA256Hashes = new byte[(int)numChunks][];
try
{
byte[] buff = new byte[ONE_MB];
int bytesRead;
int idx = 0;
while ((bytesRead = file.Read(buff, @, ONE_MB)) > 0)
{
chunkSHA256Hashes[idx++] = CalculateSHA256Hash(buff, bytesRead);
}
return chunkSHA256Hashes;
}
finally
{
if (file != null)
{
try
{
file.Close();
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}
catch (IOException ioe)
{
throw ioe;
}
}
}
}
/**

* Computes the SHA-256 tree hash for the passed array of 1MB chunk
* checksums.

* This method uses a pair of arrays to iteratively compute the tree hash

* level by level. Each iteration takes two adjacent elements from the

* previous level source array, computes the SHA-256 hash on their

* concatenated value and places the result in the next level's destination
* array. At the end of an iteration, the destination array becomes the

* source array for the next level.

* @param chunkSHA256Hashes

ks An array of SHA-256 checksums
* @return A byte[] containing the SHA-256 tree hash for the input chunks
*/

public static byte[] ComputeSHA256TreeHash(byte[][] chunkSHA256Hashes)

{

byte[][] prevLvlHashes = chunkSHA256Hashes;
while (prevLvlHashes.GetLength(@) > 1)
{

int len = prevLvlHashes.GetLength(Q) / 2;
if (prevLvlHashes.GetLength(@) % 2 != 0)
{

len++;

byte[][] currLvlHashes = new byte[len][];

int j = 0;
for (int i = @; i < prevLvlHashes.GetLength(@); i = i + 2, j++)
{

// If there are at least two elements remaining
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if (prevLvlHashes.GetLength(@) - i > 1)
{

// Calculate a digest of the concatenated nodes

byte[] firstPart = prevLvlHashes[i];

byte[] secondPart = prevLvlHashes[i + 1];
byte[] concatenation = new byte[firstPart.Length +

secondPart.Length];

System.Buffer.BlockCopy(firstPart, @, concatenation, 0,

firstPart.Length);

System.Buffer.BlockCopy(secondPart, @, concatenation,

firstPart.Length, secondPart.Length);

currLvlHashes[j] = CalculateSHA256Hash(concatenation,

concatenation.Length);

}

else
{ // Take care of remaining odd chunk
currLvlHashes[j] = prevLvlHashes[i];

}
}
prevLvlHashes = currlLvlHashes;
}
return prevLvlHashes[0];
}
public static byte[] CalculateSHA256Hash(byte[] inputBytes, int count)
{
SHA256 sha256 = System.Security.Cryptography.SHA256.Create();
byte[] hash = sha256.ComputeHash(inputBytes, @, count);
return hash;
}

TR BRI

HEERBHES APl (ESHE3I{El (POST fEill ) ") R FRHEZEA

R

70N

ALUERMHIEEER R

MRRTE. KLU , SEERARIESHE AP (FZRERIESHH (REGE L ) ") TERENHK

Bt BULERMMEEE THNSRETE. SEUEERMHE , EERRNTHEENHENS

TEBERHRRARR M
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VBT HEXWNMHE. BERRAVEEMAEHRURFTHINTF. A TETHBEMEERENE , B
ZHNEEEETHRERELAURER BT, XMHREATEXSTFHELNT

« JKFFXFF-HSEHE [StartByte, EndBytes] A4 1 MB ZER EEndBytestn 1 AJ# 1 MB BRRET 5
EEHMNRR (FAFTHARNEE 1) 5t StartBytes , MBAIKFT (1024*1024) X F. BIES API
REANEE (MREETEE ) BDTUEKFHIINT.

* Tree-hash W3- H B XA EZEEAMENMERFNRER TEMMENHERFPHT BT,
SEE [StartBytes , EndBytes] F ERR# TR EXTT. N TERRETHNBFENIRERNE , ER
ZHEE AR ETRAEESTARER HXNT. AXRXEEURENE-ERERFBHXRN RO,
FSAMERE RS REURER BN THERTE",

FER , UIREEFEXNFHEEERAKFTINFTN, ER , URFHXNFBEEINF —ER AR
i FXIFHY.

BUTRAER T EETHERSREN , 2EBERER TRIREME :

- MREBERBIE

- MREERIE
HSEE .

« MRBEBHESERPEEERRNUMERFBXSTHEE , H AERIESERP THENE
o

c MRBEBHESHERPEEERRN UM EXNTHEE , A RERIESERPEEETHH
LARS T e %6 34 ST RSB Bl

BFRPAEEERRNEE , A AERRESHERF FTHEBEMER,
ERPRIEEERRNVCE , A AERRESERPIEEE THHURERFENTF

R W

MREHEBHEFSERPEEELRIVEE , MIZEERUAMERFENTF , WEERRESERP TR
#iEe |, MATLRBERAE  EREDT2REREME.

RIEREHE A RRUAMEREXNFTHERTE
RN XHEFE -1 6.5MB IR | LERRIZMEN 2MB, BHEBHEFERPEE 2MB 5B

ENARARE T EETHRENRESWIHBEREME. TEEHATXT 6.5 MB =G TER
P 2 MB SEEl. XMAEEIGURFTNT , BERE-EE MR FXF.
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SHA-256 Tree Hash ™,
‘. of the Archive  /

T -«
/" SHA-256 ™, ~SHA-256
. Hash ./ . Hash ./
GHA-256™, BHA-256 \
‘. Hash J ‘.. Hash .~ \
-""#.. * ”. " ‘ ."..’.._.- o ‘\x -\,- '...I..
/" SHA-256 ™,/ SHA-256 ~ - SHA-256 ~, - SHA-256 . - SHA-256 . - SHA-256 1\ - SHA-256 ™
‘. Hash /%  Hash .\ Hash /. Hash .  Hash .\  Hash '\  Hash ./

A

0.5 MB
data

1 MB data 1 ME data 1 MB data 1 MB data 1 ME data 1 ME data

Range Megabyte-Aligned, Range Megabyte-Aligned
but not Tree-Hash Aligned 6.5 MB Archive ;4 Tree-Hash Aligned

LA T2 e 25 X4 37 958 [ i BA

LEEB O X R AR BRI STHSEENARLEH THIINGE, SETHHERN B HEEEERR
MBECE AR ZENEZNEE THAEEN , AHERENTHEEFEER. NRIFENEEEGU
W FEXITT |, MIRE THREEE TR BRI MERE,

HENHETE [A Bl c LHEFHRERS , BEENRERFNREY TEMIRNHERHH
N — T RE, SBE [A Bl TN THERURFERFBNFTHN, ERUEE HERERE : ©FTUH
FRFEXNFHEETE PHBRRERTER—R. HELEOH , RINRHTRERHXNFAIGHE,

A [P, Q) A N JKFTT (MB) WARASEEER , MPM QR 1MBHEHK. BEE , XREBFET
BR[PMB, QMB-1ZF%], BEATHEER , RIFEETH [P, Q. ETXLEERRESBA :

s MR P HAFH , WRE—NIEEMN UK FXIFTHSEEED , [P, P+ 1 MB),

- MR P REBH , kBREAH, HP P AUER 2k * X, MEZHE k NA P FF LR IE & XSTH5E
Bloe XBAT 0HEH. URFEREXNFHEE D NATRE
" HWFEAI, BB (0<=i<=k) HEP+2 <N, Il [P, Q+2) RUKKMAEIFTHEE.
+ P =0 £ A=2[IgNJ*0 K HIER
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H o
’f'a LR ﬂl‘n] E‘Z

WMREEHER , APIFRETIREZ—

KB HR HTTP RZSKRE RE
AccessDeniedException R 247151\ AWS Identity and 403 BZF
Access Management (IAM) SR HB& Forbidden U

FAFNER , HEEFER URI
FREER T IR AWS K/ 1D, T
BRELRE, BXESZERE , 55
®3i& A F Amazon S3 Glacier #9
Identity and Access Managemen

te

BadRequest MRTTELAEER , MRERF 400 Bad =P
=, Request Ui

ExpiredTokenException MREFERPEANZETEED 403 B
B, MRERFE, Forbidden i

InsufficientCapaci MBESEREHNERELELIMEE 503 Service RF

tyException R, MREABE, HERDGEA  Unavailab B
FThERE , FEATHRESME le
K%,

InvalidParameterVa MRBRMIEE THERNSEH , M 400 Bad BZF

lueException RE L FE, Request U

InvalidSignatureEx MRBFERLEZLH , MRE R 403 zZF

ception Fo Forbidden Ui

LimitExceededException MRBERSHEIXHERS. ¥5 400 Bad BZF
LRFEIFMEERZRBFRIEM Request i
=30, MR E A,

MissingAuthenticat MRZERNBERKE S BRI 400 Bad B

ionTokenException 7, IRELFE, Request i
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5B iR HTTP RSB XKH
MissingParameterVa MRBFERPREXENFRLS S 400 Bad BZF
lueException w, MNRERFE, Request Uity
PolicyEnforcedExce MRERZRMELFFEE L BIERE 400 Bad =
ption W RERRS , MREIRFE.  Request Ui
BEXBERRRBNESEE | 18
21 S3 Glacier B FEHE
ResourceNotFoundEx MREENER (FIMXHE. £ 404 Not P
ception £ ID HEFH ID ) F7F%&E , MEE  Found U
HRE
RequestTimeoutExce MRIERE EEHEHH Amazon 408 Request FEF
ption S3 Glacier (S3 Glacier) FE#UW Lt Timeout Ui
Rt , MRERFE,
SerializationException MRFEREXTH , MRERF 400 Bad =P
. MRIIE JSON ERAH , Request %
NHEEKAZEER,
ServiceUnavailable MRBRFTETHBER , MIREL 500 AR S5
Exception %o Internal B
Server
Error
ThrottlingException MRIBEFEEREKD S3 Glacier X 400 Bad EZF
EERNRER , IRERFE, Request i
UnrecognizedClient MRFREIZE ID HRETHEE 400 Bad zZF
Exception W, MRE R, Request U
&Th S3 Glacier API REIHEHN FF , EcEEFTANFEEE , LB EHEREINSES IR,
S3 Glacier 2EM N EXFIREHFIRER. ATROIER T ELEEIRIEN,
AR A API ix7 2012-06-01 336
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w1 ERTEENES ID ERMESER

BRIREATFENES RIE HLES (REES ID) BR. B, BEE-NMFEENES ID.

GET /-/vaults/examplevault/jobs/HkF9p60o7yjhFx-
K3CGL6fuSm6VzW9T7esGQfco8nUXVYwS03jlb5gqlIZ55yHgt5vP54Z5hjo@zQVVEXAMPLEbadJobID HTTP/1.1
Host: glacier.us-west-2.amazonaws.com

Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da®447acf430195dchb540091b12966F2a2

YER MR |, S3 Glacier IR E LA T 48 1% 09 B o

HTTP/1.1 404 Not Found
x-amzn-RequestId: AAABaZI9N92Iiyv4N7sru3ABEpSQkuFtmH3NP6aAC51ixfijg
Content-Type: application/json
Content-Length: 185
Date: Wed, 10 Feb 2017 12:00:00 GMT
{
"code": "ResourceNotFoundException",
"message": "The job ID was not found: HkF9p6o7yjhFx-
K3CGlefuSm6VzWIT7esGQf co8nUXVYwSQ@jlb5gqlJZ55yHgt5vP547ShjoQzQVVEXAMPLEbadJobID",
"type": "Client"
}

Heph

(R

/|

I3

l%ﬂde'll'ﬁz_o

KH : FHH

Nt E
N

BETRESHEIRN APl B RSFMG —RIER,
S

1

H

ok

Type

BiRBR, ZFRALANUTEZ— : Client. Server = Unknown,
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?éﬂ . ?ﬁ%o

EEEFEBPMEPHATER

o WFEIRMR , S3 Glacier IREVMASRIEE 4xx F 5xxo. FEHREIH |, RSKRER 404 Not
Found,

« Content-Type #r3k{H application/json RRIEXHH JSON
« IEXHH) JSON BH THEIREER,

EZBNERT , RREEEFTFENXMHE , MARHFRNES ID. WNSIBREFEHEE,

HTTP/1.1 404 Not Found

x-amzn-RequestId: AAABBeC9Zw@rp_5DOL8VIB3FA_W1TupqTKAUehMcPhdgni®
Content-Type: application/json

Content-Length: 154

Date: Wed, 10 Feb 2017 12:00:00 GMT

{

"code": "ResourceNotFoundException",

"message": "Vault not found for ARN: arn:aws:glacier:us-west-2:012345678901:vaults/
examplevault",

"type": "Client"

w2 BRSBERERENFIHESER

FEHRREIF | BRIE FIHES (RBES ) BRUKRREFHRE statuscode HIXHEES , ™
BIRM T HIRM statuscode f finished , MAR A #EZMWE InProgress, Succeeded
Failed,

GET /-/vaults/examplevault/jobs?statuscode=finished HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2

S3 Glacier iR[El InvalidParameterValueException LA HERAIHE
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H

x-amzn-RequestId: AAABaZ9N92Iiyv4N7sru3ABEpSQkuFtmH3NP6aAC51ixfijg

C
C
D

{

}

TTP/1.1 400 Bad Request
ontent-Type: application/json
ontent-Length: 141

ate: Wed, 10 Feb 2017 12:00:00 GMT

"code": "InvalidParameterValueException",

"message": "The job status code is not valid: finished",

"type: "Client"

N ERE

LA 2 a7E S3 Glacier H{EAH STHFERE,

£}

f I A ESIE ( DELETE BiERME )

B X E AR INARE (POST #REAH )

BIENHE (REXHE )

FER M EBIE (POST lockld)

o MBRICAHEE

I BR 3244 B 15 18] R B (DELETE access-policy)

M BRSC AR B A (M BRIBAELE )

HR X (FREUCHERE )

FRER S FE 175 9] 2R B (GET access-policy)

RN EBE ( GET BIERM )

R EBH (FREVBAEE )

Ba XHEME (POST HERR )

DI N ERRE (GET 735 )

B HH S (BREUCAEFE )

M I EE I BRARZE ( POST #RESHIBR )

B XL IR 2R R (PUT access-policy)

REXHEFEBHARE (REBHEE )

MR AE
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I X ESIE ( DELETE 8{ERH )
iR

MBXHEPERLTF Locked IR , MHRERXEFLEXHEHEDSR, WREFERIIRERSH4E
BELTF Locked RZA , MBLRESLIRE AccessDeniedException ik, FLEXHEHEIES
IS TE ST P R BR ST 4 P B E SR B

BXAA InProgress XHEMEET B XHESE (POST BIERE ) RS, BXEAA
Locked X HEMERE T TRIXHESE (POST lockld) RS, & —Iﬁﬂﬂﬁﬁ éﬁHSlB'IFFJﬁ%ﬁ;E

( GET BiEXE ) REXHEMNENRS. BRNHENELIENESZEES , 155 H S3 Glacier X+
EHE. BRANUEHMERMNESER , BSH XHESEXRK,

HREREEN, WRNHEBEL T InProgress RAEFRE S XM EXRKATRE |, & W Z R K
Thith U8 A L R4

B3R
EMBR X ESEREE , BE X ER DELETE F&RM URI £3% HTTP lock-policy ¥R,
E'E

DELETE /AccountId/vaults/vaultName/lock-policy HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

x-amz-glacier-version: 2012-06-01

® Note

AccountId B AWS K/ ID, WEXHEHARNERHITERWEIEHEEKN AWS

MK ID AHPCEL, SETTLAFEE AWS IKF ID , th Al BLARISE - (EFHF ) , EXHER

T , Amazon S3 Glacier £ 5 XX & ‘}?Jﬁﬂx%E’J EUFM<BRHY AWS K 1D, WREE
EIKF ID , 521 ID R EBEEZESR ().

BERSH
BRETERBERSH
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FRARER

B R#RK

LR ERERMEREEANERL. BXEABERLINES , BSAELBEREFL.
HERE

LR AR B EREL.

I K1

R ThMIBR LSRRG , M| S3 Glacier &3R[E HTTP 204 No Content MR,

&

HTTP/1.1 204 No Content

x-amzn-RequestId: x-amzn-RequestId
Date: Date

T RIAR Sk

WIRAER A S HIMALE A BRIk, BXBAMALKEES | H2HEAMAR L,
7 IE 32

HIBETRERMRE X,

iR

A3 Amazon S3 Glacier RERSIBHENES | BSHEIZNAL

5l

AT R B R A UL A S R

~lE R

W RBIH | DELETE RS XX F BN examplevault BSXHER lock-policy FHRIR.

DELETE /-/vaults/examplevault/lock-policy HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-

version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dcb540091b129662a2
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x-amz-glacier-version: 2012-06-01
e B2 7R 451
MR AR INMI BRI KRB | M S3 Glacier £3RE HTTP 204 No Content MR , #1A N RAIFFI R,

HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

PSS

- ERXHESE (POST lockld)

« FRECHAEBE (GET BIEXRR )

- BEINHEYNE (POST BiE R )

BESH
BXREHEIBEEH Amazon SDK HERLL APINEZER |, FSRUTHREA :

« AWS Command Line Interface

6 3B R INARE ( POST #5780 )

HRESRIXHERNEENRE, BMEH-—MEN—MEEAK. BIMNXHETRZE 50 ME
L, MBRENE ’Eé—rﬂlﬁﬁﬂﬂl#ﬁﬂ’]ﬁxﬁﬂﬁﬂ Ntk #EL B K LimitExceededException 4

'Lfo

MREXHEFELNENMEERN TEACSHFE—MZX , IHEZUENRE. AXNENESER  F

29 #=12 Amazon S3 Glacier ‘BiE,
ERIBE

ERMXHERMIRE | B[ HTTP POST #ER A EFHRZ URI , LA T B E RO TR,
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POST /AccountId/vaults/vaultName/tags?operation=add HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

Content-Length: Length

x-amz-glacier-version: 2012-06-01

{
"Tags":
{
"string": "string",
"string": "string"
}
}
@ Note
AccountId {EH AWS IKF ID, tEXME AR IERAITERNFEIEMEREAY AWS
T ID MR, BAIIEE AWS K/ ID , tBRfUERIEE-" (EFR ) , EXMER
T , Amazon S3 Glacier £l 5RARXX B R#HITEEEIEE XN AWS IKF ID, REE
EWF ID, B2%E ID A EEEFH ()
BFRSH
=E PN NIE

operation=add & operation EHNENERAFHFESH add, AFEMNX &
HEMIBRPRE (POST #rMipR ) #ITX D

WRAFS
BRAERERFAREBANER K, BXEABRROEL , BSHELARIE,
WREX

BREXHTEUT JSON FE,
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RE
ERMEXHENRE, BMIEH-MRN—MEAKR. ZETAEFRE,
RE . PRI FAFRME
KEAR : RPKER 1. RRAKER 10,

MR
WMRBEFREIT , WiZRFZSRE HTTP 204 No Content MR,
1Bk

HTTP/1.1 204 No Content
x-amzn-RequestId: x-amzn-RequestId
Date: Date

We B2 A7 3k

LRERERARSHARERNENL, BXRBEAMRMLNES , HSMAE A ERNRX,
g 8 1 32

1k 388 4E 3R 5100 7 1F 32

iR

BX Amazon S3 Glacier R EMEREENER , BSAEIREL

]|

RBIER

AT ROIRIE —NERER NS XA FERIPRER HTTP POST #3Ro

POST /-/vaults/examplevault/tags?operation=add HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2
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Content-Length: length
x-amz-glacier-version: 2012-06-01

{
"Tags":
{
"examplekeyl": "examplevaluel",
"examplekey2": "examplevalue2"
}
}
0fa) Rz 7=

WRIERKIN , S3 Glacier £3RE HTTP 204 No Content , ZILA T ROIH IR,

HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT

Sy

. BUH BRI (GET 5% )

o WTHEERMBARE (POST FEME )

BEZH
BXREREIESH Amazon SDK RERLL APINEZEE , BSRUTRE

« AWS Command Line Interface

BN HE (RENXHE)
PO

LREFSFEREEN BRI AE, XHENBHE AWS IKFHEADS AWS X1 R 4702 M
—H, BREZTUNFNKF I 1000 MXHE, BREUBESXHENFES , FHE Amazon S3

Glacier = RifFMHEE R,
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https://docs.aws.amazon.com/cli/latest/reference/glacier/add-tags-to-vault.html
https://aws.amazon.com/glacier
https://aws.amazon.com/glacier
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AXHEmER , BLERLT RN,

- BMKERE 1M 255 MNFERZME,
- AFNFHEE a-z, AZ, 09, W (TRIL)., ' (EFF)M (¥BIR ).

HRERTBEN , BRI UZREEHEERER , 87 Amazon S3 Glacier (S3 Glacier) 58 — X Bl IEE
WXHER , EXSBEFE&m,

R
E&
BOIRXME , B HTTP PUT iR RIAZI R OIZH XA ER URI

PUT /AccountId/vaults/VaultName HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue
Content-Length: Length
x-amz-glacier-version: 2012-06-01

® Note

AccountId BN AWS Ik ID, WEXRE AR ERHITERWE KN AWS

P ID HTE, EAILEE AWS Ik ID , Al LU RIEE - (EZEZRF ) , EXHER

T , Amazon S3 Glacier fEA 5 AR 1ERF TR EIUEMHERER AWS Ik ID, IREIE
EMKF ID , 527 ID R EEEZESR ().

ERSH
LRENERB RS
HRIRk

LREREAMBREBRANERL. AXBRABERANER , BERELEREF L,
ERIEX
LR ERNERENSBTAZE (0 FF ),
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W

B

HTTP/1.1 201 Created
x-amzn-RequestId: x-amzn-RequestId
Date: Date

Location: Location

e Rz # 3k

BRTYFREREBRANIEARLI , MUNENFESIEATEARL, BXBRABMIANER , 5
58 % A e R AR 3K o

B iR
Location 22N XHENEY URI BB,
RE . ZHH
M B 1F 32

L 38 M 3R [0 0je) B 1F 32

iR

HX Amazon S3 Glacier ®EMHIREENELR , BSHE IRV,
]|

RPIER

AR R &E HTTP PUT 3R |, BABIEBE R examplevault WX HE,

PUT /-/vaults/examplevault HTTP/1.1
Host: glacier.us-west-2.amazonaws.com
x-amz-Date: 20170210T120000Z
x-amz-glacier-version: 2012-06-01
Content-Length: @
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Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dch540091b129662a2

e B2 7 451

S3 Glacier I XHEHTE Location $r3kHIREI SHEMNMEX URI BBR, TiRERFPIBEENZKF
ID EREFH (“Location”) , K/ ID BMAHMRKERE - FrkH,

HTTP/1.1 201 Created

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT

Location: /111122223333/vaults/examplevault

PSS

o BIHHE (FREUIHE )
o« MIBRIC
 J&HA T Amazon S3 Glacier #J Identity and Access Management

BEZH
BXREREIESH Amazon SDK RERLL APINEZEE , BSRUTARS

« AWS Command Line Interface

SR ESIE (POST lockld)
R

WIREBRS N XA EHENRSM InProgress MABEMRN Locked RSKRERXHFEPRELRE | X
LASBNHENERETITENR, BZFA InProgress FXHEMEBT B3 XHEHE ( POST
BERR ) RS, BUBER AR RECUFESE (GET MIEERK ) REHEMENRS. BXX
HEHEIRNEZELR , HSH S3 Glacier I EHE,

RERTEN . MRIXAFEHNELT Locked REMBRENBIE ID EHMATHEXHENBE
ID PEE , ML iESRIGLORF SR,
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MR Y HEBEL T Locked MRS EFRPEFIZTHIBIE ID , MtBRIESIRE
AccessDeniedException iz, MR HXHEHEL T InProgress MM EFERPEZETHH
BiE ID , M IRELSI% InvalidParameter iR,

HR

EXRXHEMHESE |, BEXHERN POST FHIRR URI ZEHFABMHYE ID 49 HTTP lock-

policy &K,

E&

POST /AccountId/vaults/vaultName/lock-policy/lockId HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

Content-Length: Length

x-amz-glacier-version: 2012-06-01

® Note
AccountId B AWS Ik ID. BLEXIE R ERFEITERWEIEEXEKN AWS
TP 1D ABPCE, BELAFEE AWS IKF ID , th AT LIS E-" (EFH ) , EXHER
T , Amazon S3 Glacier A5 RAXRN ER#ITEZNZIUEHEXEKN AWS IKF ID, INREE
EIKF ID, E2E ID REEEZEF (Yo

lockId ERM BN XHEBE (POST #iERE ) HRRIHIBIE ID.

BERSH

HRIRK

LR ERAFBREBEANERL, AXBRABERANES , BERELIERITX,
HRIEX

HRERBHERE

e

MRBHEFRAI , MZRSFLIRE HTTP 204 No Content WAL,

SERXHEYE API fRZ 2012-06-01 349
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FRARER

B
HTTP/1.1 204 No Content

x-amzn-RequestId: x-amzn-RequestId
Date: Date

0E B2 47 3k

HRERERARS BN BANEAL. BXBABMLNER , BSMAEABRTRX,
0ja R 1F 32

1 358 4F IR 81008 B2 1E o

R

B3X Amazon S3 Glacier R EFEIREENER , BSHEIRT L

gt

RBIER

BT RBIEIEFHEBE ID W HTTP POST BRUTR X B EHED =,

POST /-/vaults/examplevault/lock-policy/AE863rKkWZU53SLW5be4DUcW HTTP/1.1
Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-

version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2

Content-Length: length
x-amz-glacier-version: 2012-06-01

& 2 7R 51

WMRERKIN , Amazon S3 Glacier (S3 Glacier) ffiRE HTTP 204 No Content MR , #0BA T R4l

PATRo

HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT
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PSS

o FIEXHESIE (DELETE 8IEXRE )

« RECHEBE (GET BIERR )

- B XHEYE (POST BUEERR )

»ESH
BRI EBEEM Amazon SDK HEALL API WESES , BSHANUTAE :

« AWS Command Line Interface

A BR 3 44
R

WRESHBRXGE. RBEELREREEINXHERSETMAMER , A BB LXEREE QIR HE
SREPTIEME AR , Amazon S3 Glacier (S3 Glacier) T 2B X4 E, MR HFREEFHE—
S, XHERBRBRESKIW (B, TMBRXHE ) , H B S3 Glacier IREI4E1Ro

BULAER ARSI E (FREVIHE ) B1E , EaRHXHEEGR , @EXHEFRNMERR ; B2,
ZEERET S3 Glacier E XERNXHEZTEN,

LRERTFN.

(® Note

S MI BR ST B | B 0B ST B B ST S (R SR Bt AR BR . BRSO EE T R SRRV S
ZER  FSHAEL XK,

R

EMIBRSCHFEE | E A XA ERR URI RIE DELETE #3KRo
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Amazon S3 Glacier FEANGIER

B

DELETE /AccountId/vaults/VaultName HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue
x-amz-glacier-version: 2012-06-01

(® Note

AccountId ERBBEXHEMNIK/TH AWS IKF ID. ZRILIEE AWS 1K/ ID , A LUk
BE- (EFEF) , BEXHERT , Amazon S3 Glacier £ 5 AKX ER#TLEH W EILH
XEKH) AWS KPR ID. IREFEAKS ID , EPTE ID PEEEMEZRH (o

ERBH

HRAET EAERSH,

WRARS
BRAERERFTAREEAN TR, BXEABRROES , WSHELARIT,
WREX

BRI RE L,

I3 7

P

HTTP/1.1 204 No Content

x-amzn-RequestId: x-amzn-RequestId
Date: Date

RIVEDER

HRERERAXSBNNBRANBAL, BXBRMMLNER , E2HE AR,
e B IE 32

IE 3 4E R 3 B2 IE 3o

] BR ST 44 R API R4 2012-06-01 352
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iR

B X Amazon S3 Glacier #EMHBREENEE , BSHEIRWAL
4l
5IE K

AT REISHBRE A examplevault BIXHE, ZRHIER 23T EMBRAEIR ( SXHFE ) 89 URI
B DELETE &R,

DELETE /-/vaults/examplevault HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dcb540091b1296612a2

e B2 7R 451

HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT

PSS

BIEXHE (REXHE)

B A (BRI )

BEEll ( POST 4L )

& T Amazon S3 Glacier B Identity and Access Management

A=
R

\\\»

5]

=)
BEXREHEIESH Amazon SDK HERLL API NEZEER |, BSRUTHREA :

* AWS Command Line Interface
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https://docs.aws.amazon.com/cli/latest/reference/glacier/delete-vault.html

Amazon S3 Glacier FEANGIER

I BR 3244 FE 77 [°) 2R B (DELETE access-policy)

R

LR ERBR 518 E X EXBRAVIH R KEE, ZIRERLAR B - LFRH , Amazon S3 Glacier
(S3 Glacier) TJREE BT — LB R M BRI E KA , HBAELEEMBRERE |, EotE AT RET R
ERZEBHME,

RERTEN . B RERARBRRE , BMEXBEXHEXRIRE, BXXHEFELRRENE
ZER  BFSRAEL XK,

H3R

EBR Y BT SCHEE TS R SRR, B EISUEFER access-policy FAIRM URI &% — HTTP DELETE
BER,

E&

DELETE /AccountId/vaults/vaultName/access-policy HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

x-amz-glacier-version: 2012-06-01

(® Note

AccountId HR2HEENXHENIKFE AWS IKF ID, BEILUEE AWS IKF ID , o] LAk
BE (EZHF) , BEXfERT , Amazon S3 Glacier £ 5RARXNERFITER M EILE
REXHY AWS IKF° ID, INREFERKF ID , FOE ID REEEMEER (o

ERBH
BRAETEAE RS,
HRIRL

LRERERAFBREBANERL, AXBRABERANES , BEHELERIT X,
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FERIEX

IR ERBIERIE X,

W B2

YERMERL , S3 Glacier 27E RN MIEREKMEETIRE 204 No Contento
BE

HTTP/1.1 204 No Content
x-amzn-RequestId: x-amzn-RequestId
Date: Date

0ja) R 7 3k

HRENERRSHRMABANIENL, BXBRAWMLNEES , BSHERRENFX,
0ja) 82 1F 32

L3 MR IR [0 0je) B 1F 32

iR

HX Amazon S3 Glacier R EMHIREENELR , BSHEIRBL

]|

LA TR 158 7 a0 AT A Bk S 44 BE 175 [B] SR B o

RPIER

W RBIF | DELETE ERFLIXF BN examplevault IS ER access-policy F&HR.

DELETE /-/vaults/examplevault/access-policy HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6b25a715ce900a5b45b03da@447actf430195dcb540091b12966F2a2
x-amz-glacier-version: 2012-06-01

M 7 7 451)
YERmR , RS KM ERE |, W S3 Glacier f¥iRE 204 No Content , fIMA T RHEIFFRo
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HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Sy

o IREVHEFEETH R ZEBE (GET access-policy)

o REXHEEHERME (PUT access-policy)

S5EZH
BXREREIESH Amazon SDK ERLL APINEZEE , BSRUTARE

* AWS Command Line Interface

M BR SCAF RSB AN (M BRBHELE )
iR

LLIERESBIBR A SXHE SEXHERBARE (REBAEE ) RENBARE. ZBRERLE—EN
Bl , Amazon S3 Glacier (S3 Glacier) AJREFEX — LI ERTLZABEHN , H BEBERERBRBERE
MERER , DA sE R E — L&A,

HR

EMBRXHENBAEE |, i§0XHERN DELETE FRIRAIE notification-configuration &
Ko

B

DELETE /AccountId/vaults/VaultName/notification-configuration HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

x-amz-glacier-version: 2012-06-01
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® Note

AccountId EE2HEAENXHENIKFE AWS IKF ID, BEIBUEE AWS IKF ID , th o LAk
BE-" (EER) , EX#BERT , Amazon S3 Glacier 5 AR ERFITERNEILH
REXHY AWS K ID, HREFERAKS ID , BH2E ID FEBESEMEZSR (o

BERSH
LRETERBERSH
HRIRL
HREREAMBREBRANERL. AXBRABERANER , BERELERERL,
FRIEX
HRIERBEREN
W) RS
B&
HTTP/1.1 204 No Content

x-amzn-RequestId: x-amzn-RequestId
Date: Date

e B2 A7 3k

HRERERA RSB BANEAL. BXBABMLNER , BSAE BBk,
0fa] R 1F 32

SRR IR B0 B1 1E 32,

iR

BX Amazon S3 Glacier REMHERHEEMNER |, BSHERELL,

R~

LUT ROIUR R T AAI I BR S 4 EE RV B A EC i
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RPIER

L RHIH | DELETE BR&%XIEZEIB N notification-configuration M FER
examplevault F&iRo.

DELETE /111122223333/vaults/examplevault/notification-configuration HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2

e B 7R 451

HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

PSS

s RENXHEBEA (FREUBHAEE )
s REXHAEBARE (REBHARE )
+ &M T Amazon S3 Glacier #J Identity and Access Management

B5EZH
BXREREIESH Amazon SDK RERLL APINEZEE , BSRUTARE

« AWS Command Line Interface

WRMHE (FREHE )
PO

HRELQIREEXXHENEE , BFEXHENAmazon BREF (ARN), XHENCIZRE, XHE
PSR, URXHEPFHEHRNER D, MEHBERELZK/NEZE Amazon S3 Glacier (S3
Glacier) LXK X HEEE ( S8 1E Amazon S3 Glacier FAMEHE ) » S3 Glacier KAEXH

R S API hzZ 2012-06-01 358


https://docs.aws.amazon.com/cli/latest/reference/glacier/delete-vault-notifications.html

Amazon S3 Glacier FEANGIER

SERNHERE, XEWRE , NREEXHEDRINERRENEEFRBRER |, REIENREH
RXAEER , W@ R AT RETF 2 RRIXLEER,

HR

BERMBXRXMHENEE , BOREXHFERIRN URI RE GET XK.

B
GET /AccountId/vaults/VaultName HTTP/1.1
Host: glacier.Region.amazonaws.com
Date: Date

Authorization: SignatureValue
x-amz-glacier-version: 2012-06-01

(® Note

AccountId ERBBXHENIKFE AWS K/ ID, ERIBUEE AWS IKF ID |, t A BUIE#
BE-" (EFF) , EXMBERT , Amazon S3 Glacier £ 5 RHRINFREITESRNZEIUE
KERHY AWS K7 ID, IIREEAKS, ID, F2% ID R ESEAMEZH ().

BERSH
BRENERBERSH
HRIRk
LREREAMBREBRANERL. AXBRABERANER , BERELEREFL,
FERIEX
HRERBHERE
e
Bk
HTTP/1.1 200 OK

x-amzn-RequestId: x-amzn-RequestId
Date: Date
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Content-Type: application/json
Content-Length: Length

{
"CreationDate" : String,
"LastInventoryDate" : String,
"NumberOfArchives" : Number,
"SizeInBytes" : Number,
"VaultARN" : String,
"VaultName" : String

}

e R AR5
HREREARSHRRERNENL, AXBABMLNES , BSHAEAENRX.
0jg B 1E 32
g R EXEBEET JSON F&.
CreationDate
BRI ER UTC B,

KA : BLISO 8601 BHIRX R T FRFE |, Hla0 2013-03-20T17:03:43.2217,

LastinventoryDate

S3 Glacier R LAXHEBTLEZESN UTC BHHEl, BXBIXHEFTENER , HSREaEL
( POST #ll ) "

KA BLISO 8601 HEA AR T FRISE |, HlW 2013-03-20T17:03:43.221Z,
NumberOfArchives

PR EEFER/N , XHERNEREY. MRXHERERESTERRE (Flm, ENIR 612
TXHE) |, W FEFRE null,

XA . HF
SizelnBytes

B X RFFLERE  XMHEETHRRENN (UFT AN )  SREIMERMEENEM
Fres. MBXHEFERSTELERE (FlW0, ERRCIET SXHE ) |, WHFBHRE null,

KA . BWF
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VaultARN
XA EE I Amazon BIRE R (ARN).
KA . R

VaultName

EoIEEEEN X ERR. XHFEBMSFENHEDN ARN H,

B X Amazon S3 Glacier REMNEIREENEER |, FSRE R,
w4l
RIER

LTRRBIBRT MAKREER BN examplevault X HENER.

GET /-/vaults/examplevault HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dcb540091b129662a2

e B R 451

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT

Content-Type: application/json

Content-Length: 260

"CreationDate" : "2012-02-20T17:01:45.1987",
"LastInventoryDate" : "2012-03-20T17:03:43.2217",
"NumberOfArchives" : 192,

"SizeInBytes" : 78088912,
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"VaultARN" : "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault",
"VaultName" : "examplevault"
}
MXREBH

BIEXHE (REXHE)

DI X E (BRI )

i Bk 3 4

BaifEl ( POST 4Bl )

i& T Amazon S3 Glacier ) Identity and Access Management

BEZSH
BXREHEIESH Amazon SDK HERLL APl NEZEER |, BSRUTHREA :

* AWS Command Line Interface

FREN S FE 17 [R) 2R B (GET access-policy)
iR

IR ENR BN E LIRER access-policy FRBAXRELFRENESRFER , BSHARE
XA B KRS (PUT access-policy). MRREXMHE LIREHRIKRE |, ZRERERE 404 Not
found HiR. BRANHFETREBNESER , BSHEHRERE,

R

EIRE METHXHEGRIERE | BEX4EN GET FREM URI £3E— HTTP access-policy &
Ko

E&

GET /AccountId/vaults/vaultName/access-policy HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

x-amz-glacier-version: 2012-06-01
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https://docs.aws.amazon.com/cli/latest/reference/glacier/describe-vault.html

Amazon S3 Glacier FEANGIER

(® Note
AccountId EREENXHENIK,H AWS IKF ID, BALUIEE AWS IKF ID , th AT BUEE
BE- (EFEF) , BEXHERT , Amazon S3 Glacier £ 5 kX ER#TLE MW EILH
RERHY AWS JIKF ID. MIREFEAMKS ID , FAE ID PEEEMEFH (V)0

BERSH
LRENERBERSH
HRIRk

BREREAMBREBRANERL. AXBEABRANER , BEREILERTL,

ERIEX
IR B EREX,
I 1

YERMERL , Amazon S3 Glacier (S3 Glacier) $F1E M R iE X H LA JSON #303R [B] 324 FE 7 17 SR B
&

HTTP/1.1 200 OK

x-amzn-RequestId: x-amzn-RequestId

Date: Date

Content-Type: application/json
Content-Length: length

{
"Policy": "string"

}

e Rz A3k
HRERERAXSHBNBRANEAL, BXBRAWMLNESR , B2AE AR,
e B IE 32

W@ R IE X ZE LT JSON FER,

IRER ST FE T 7] SR R AP W< 2012-06-01 363
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KRB

LA JSON FHRFB R RH X B K (ERAVERNRNLSA ) -

ok

B . FRFE

iR

HX Amazon S3 Glacier #EMEIRHBEENER , BSHEIRBA

]|

LA R B33 7R A0AAT SR BR S A4 15 5] SR B

RBIER

T RBIF , GET BREKIZBIXHER access-policy FHRIRH URI,

GET /-/vaults/examplevault/access-policy HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Xx-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2

e 52 7 451

MEBFERK I , S3 Glacier MM IEL L JSON ZRFEFRIRE SLH4EFRIKK, RER JSON
?—ﬁ%ﬁﬁﬁ“\”fﬁﬂﬁ%}lﬁ W% E A FETS A SR B (PUT access-policy) RBIFFTR. BA TETFH
, AT RBIER T AHE LAFRNIRER JSON FHRH,

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: application/json

Content-Length: length

"Policy": "

{
"Version": "2012-10-17",
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"Statement": [
{
"Sid": "allow-time-based-deletes",
"Principal": {
"AWS'": "999999999999"
I
"Effect": "Allow",
"Action": "glacier:Delete*",
"Resource": [
"arn:aws:glacier:us-west-2:999999999999:vaults/examplevault"
1,
"Condition": {
"DateGreaterThan": {
"aws:CurrentTime": "2018-12-31T00:00:00Z2"

PSS

o M BRSC 4 FE 177 18] 3R B (DELETE access-policy)

» R4 5 % B (PUT access-policy)

»ESH
AXREBEESH Amazon SDK REMALL APINESER , BSHUTHA :

* AWS Command Line Interface

REAFEBE ( GET BiE SRR )
R

WREANEEXHE LIREM lock-policy FRBRFREUTEM :

IREUS A BB API M7 2012-06-01 365


https://docs.aws.amazon.com/cli/latest/reference/glacier/get-vault-access-policy.html

Amazon S3 Glacier R A RIEE
o TEXHELREN X HEBERRE,

o MHEBIENIRA ( InProgess 5 Locked ) o

- HPE D T, B{E ID AFERXHEHELRE,

- BNHEBERHE A InProgress R,

BEI @A InProgress FXHEHEE T S ESE (POST SiIEER ) RE. BIAH
Locked X H4EHEBT TR XEESE (POST lockld) R, EAEITRA 1L THEHE

( DELETE BiE%RE ) FLENXHAEMELRE. EXAXHEHEIENEZEER , S0 S3 Glacier X
HEBIE

MRREXMEFE LREXHEHEREK , MZBRERIERE 404 Not found Hix. ARXHEMER
BMNESEER , B XHEHERRK,

HR

EREHFHXHENERBMEMENY , EOXHEN GET FHIRMN URI Kix— HTTP lock-
policy &R , A RNEETRBIR T

Bx

GET /AccountId/vaults/vaultName/lock-policy HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

x-amz-glacier-version: 2012-06-01

(@ Note

AccountId ERAEXMHERIKSE AWS IKF ID, ERIBUEE AWS IKF ID , th AT BUER
EE-"(EFR) , EXMERT , Amazon S3 Glacier £ A 5 AR ER#ITEERWEILE
RERHY AWS K/ ID. tNREEAKS ID , F0E ID HEBEEMEFH ().

BERSH

BRETERBERSH
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HRIRK

IRENERAMBEREBANIE R, BXBABEBRLINEES , BSRELERFX,
BERIEX
HRERBIERIE .
Wfe] B2
YERMmRL , Amazon S3 Glacier (S3 Glacier) fF7E 18 87 1E 3 A LA JSON & 3IR 2] 324 Be 17 (8] SR K
B
HTTP/1.1 200 0K
x-amzn-RequestId: x-amzn-RequestId
Date: Date

Content-Type: application/json
Content-Length: length

{
"Policy": "string",
"State": "string",
"ExpirationDate": "string",
"CreationDate":"string"
}
e Rz A7 Sk

LRAERERAXSBBRBANBAL, BXBRAEMNLNER , B2 ERAEMEL,
g 7 1IF 32
AR EXEELT JSON FER,
BRBE
LA JSON FHBEHE AR T4 EMERME (LA VERENLE ),
A TR

b

A

;

N

IR
S B E IR AS
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KH . FHFH

BME : InProgress|Locked

ExpirationDate
B%E ID FIHIRY UTC BHEAMIBTE . MRXAEMEL T null KA, MILETRH Locked.

HKH : BLISO 8601 HHRARRNWERSE |, il 2013-03-20T17:03:43.2217Z,

CreationDate
FXHEHERBTF InProgress RAK UTC HEAFETE,

KA BLISO 8601 BHIRA KRS ERSE |, Hl0 2013-03-20T17:03:43.2217,

tHix

B X Amazon S3 Glacier REMNEREENEER |, FSRERIR,

=~
LA 7R 178 7R A0TSR B 3 44 P B SR B
g R

FEHRBIH |, GET BREKRIEEIXHEMN lock-policy FHEIRK URI,

GET /-/vaults/examplevault/lock-policy HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2

e B 7R 451

WMRFERKIN , S3 Glacier FHEM R E X F L JSON ZEFEERIRE G EH B KK, REIR JSON
FREBERVERE LR , MBI HEYE (POST BIEERR ) RAERPA R, BRTETFRE,
LT RBIERT A5 LAFRIREIR JSON ZR/FE,

HTTP/1.1 200 0K
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x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: application/json

Content-Length: length

{
"Policy": "
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Define-vault-lock",
"Principal": {
"AWS": "arn:aws:iam::999999999999:root"
},
"Effect": "Deny",
"Action": "glacier:DeleteArchive",
"Resource": [
"arn:aws:glacier:us-west-2:999999999999:vaults/examplevault"
1,
"Condition": {
"NumericlLessThanEquals": {
"glacier:ArchiveAgeInDays": "365"
}
}
}
]
}
"State": "InProgress",
"ExpirationDate": "exampledate",
"CreationDate": "exampledate"
}
MR &R

o FIEXHESIE (DELETE 8IEXRHE )

« ERXAEHE (POST lockld)
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- BEINHAESE (POST HIEEK )

BESH
BXEHRFTEIESH Amazon SDK REALL APINEZEER , BSHRUTHA :

« AWS Command Line Interface

R EBA (FREUBAEE )
IR

WRELERXHFEHIREMN notification-configuration F&R ( BSH“&E X4 EE HE
E(REBARE)") . MRRREXHENBAEE , N ZRESIRE 404 Not Found HiR. B
RMBEBHNEZELR , HS“7E Amazon S3 Glacier H il B X4 EE A,

R

ERZBARERFE , BOXHERN GET FR/IFEM URI K)% notification-configuration if
Ko

Bx

GET /AccountId/vaults/VaultName/notification-configuration HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

x-amz-glacier-version: 2012-06-01

(® Note

AccountId ERBBENXMHENIKFH AWS IKF ID, BEJLUEE AWS K ID , th Al A%
BE- (EZ/F) , BEXfERT , Amazon S3 Glacier FA 5 AR ERFITER MW EILE
REKEY AWS Ik ID, INREFERAKF ID , BWTE ID FEEEAMEREF (-)o

FRSH

BRETERBERSH
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HRIRK

HREREAMBERIEBANIBERL, BXBABRANEE , FZHERLIBEREL,
BERIEX
IR ERBERIE X,
I 52
ok
HTTP/1.1 200 OK
x-amzn-RequestId: x-amzn-RequestId
Date: Date

Content-Type: application/json
Content-Length: length

{
"Events": [
String,

1,
"SNSTopic": String
}

e Ry A Sk
HRERERAXSHBNBRANBANL, BXBRAMMLNER , E2HAE AR,
e B IE 32

@RI EXEET JSON FE,

=4

Amazon S3 Glacier (S3 Glacier) @5 E Amazon SNS B XX BHHN — MRS NEHH IR,
BXRENUNERENGELAAGBANNHESHNES , BEM REXHERAERE (REB
HBLE) "

KA A
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SNSTopic

Amazon Simple Notification Service (Amazon SNS) & Amazon BRE# (ARN ) . BXEZ
£8 , H2 @ (Amazon Simple Notification Service Ai1¥6®) H# Amazon SNS A |7,

B % Amazon S3 Glacier REMNBIREENEER |, BSHERMAL,

T~
UTROIRR T AR R ENBARE.
REIER

W REIF |, GET BHREXIEBIXHER notification-configuration F& R,

GET /-/vaults/examplevault/notification-configuration HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2

e S 7 451

FRINEY IR RIS E MR E XX LA JSSON R E RFRZIDREEXH, FERFF , ZEEERTHED
= ( ArchiveRetrievalCompleted l InventoryRetrievalCompleted ) FBHI S K IEE
Amazon SNS £ arn:aws:sns:us-west-2:012345678901 :mytopic,

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: application/json

Content-Length: 150
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"Events": [
"ArchiveRetrievalCompleted",
"InventoryRetrievalCompleted"

1,
"SNSTopic": "arn:aws:sns:us-west-2:012345678901:mytopic"

}

Sy

« MIBRXHEBEH (MERBAEE )
- REXHEBARE (REBAEE )
@A T Amazon S3 Glacier #J Identity and Access Management

BEZH
BXREREIESH Amazon SDK ERLL APINEZFEE , FSRUTARE

« AWS Command Line Interface

Ba X EME (POST BiERRE )
iR
IR AEEE AT T R RS SR -

o EEENXMHELREXHFEERRE,
s RXHEMHENBERSIZREN InProgress,
« BEI-MATERNXGESEIENSIE ID,

AR XHEFERE - N NHEHERKE , MALRBEADNRSH 20 KB, BARNHEHEREHNE
ZER  FHM XHEBERK,

IEIE B EYEH A InProgress IRSEW 24 NI ATR XA EHEIE, £ 24 NIRHE
O%®RzfE , 8iE ID F2EH , XHEFERE InProgress IRZ , HFREM ST B i BR ST BE
BIERE, BORA THRXHEESE (POST lockld) , B3 XA EMERRAIZREN Locked KRR
XHEHERRE,
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® Note
EXHEYEL T Locked MBS , BR8N XHERB S FH X4 ESE,

BUENEA PIEXHFESE ( DELETE SiEXRME ) FIEXHFENERSRE. GBS AR RIMHE
BIE (GET BUERRE ) FREMHEHERRS. BRXGEMEIENESER , 555 S3 Glacier
MHFEBE.

MBEXHEHELT InProgress RS LERE , NRIELIRE
AccessDeniedException iR, FXHEHEL T InProgress RAR , BT K EA L4
FE8iE ( DELETE B1EXRE ) , R AU X HEBERRE,

R

ERFNHEYNELR , BEXHER POST FRIRAY URI RiE HTTP lock-policy &R , BT
BEROIFFIR.

B

POST /AccountId/vaults/vaultName/lock-policy HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

Content-Length: Length

x-amz-glacier-version: 2012-06-01

{

"Policy": "string"
}
(® Note

AccountId fE}N AWS IKF ID, EMME AR ERHEITERWEUEMEREE AWS

T ID ABPCEL, BT LAFEE AWS IKF ID , th Al BLARISE - (EFHF ) , EXHER

T , Amazon S3 Glacier £l 5ARXX B R#HTERWEIEHEXEKN AWS IKF ID, IREE
EWF ID, F2E ID FEEEFH (V).
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BREH

HIREFERERSH.
B RAR kK
HRERERAMEREEANERL. BXEABRINES , BSHELBEREL.
ERIEX
BEREXHIELT JSON F&,
HRE
LA JSON FRBEHE AR T X4 EMERME (LA VERELE)
K FHH

o

W BZ
MRZFMBIEZ , Amazon S3 Glacier (S3 Glacier) ¥iRE HTTP 201 Created MR,
&

HTTP/1.1 201 Created

x-amzn-RequestId: x-amzn-RequestId

Date: Date
x-amz-lock-id: lockId

e Rz A3k

BRT PTERMEE AN BRI , BN ESEATENIRL, BXBABMTANEES , B2
158 5 A M R ARk o

= s
x-amz-lock- . o .
id ATERXHESEIEZNSE ID,
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=1 DU

g 2 IE 32
SEIRAER IR BB R IE 32,

iR

BX Amazon S3 Glacier REFEREENER |, BSHAHEIRT L
]|

~IER

AR RIS B STHFER PUT F&IRH URI &% HTTP lock-policy &K, Policy JSON ZE&FE4E
R\ER LR

PUT /-/vaults/examplevault/lock-policy HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2
Content-Length: length

x-amz-glacier-version: 2012-06-01

{"Policy":"{\"Version\":\"2012-10-17\",\"Statement\": [{\"Sid\":\"Define-vault-
lock\",\"Effect\":\"Deny\",\"Principal\": {\"AWS\":\"arn:aws:iam::999999999999:root
\"},\"Action\":\"glacier:DeleteArchive\",\"Resource\":\"arn:aws:glacier:us-
west-2:999999999999:vaults/examplevault\",\"Condition\":{\"NumericLessThanEquals\":
{\"glacier:ArchiveAgeinDays\":\"365\"}}}1}"}

I B 7= 451
WRIEFRLIN , M S3 Glacier £3RE HTTP 201 Created MR , LA T RBIF PR,

HTTP/1.1 201 Created
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT
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x-amz-lock-id: AE863rKkWzZU53SLW5be4DUcW

PSS

« HitXHEDIE ( DELETE SiIESHEE )

o ERXEEBIE (POST lockld)

« FRERHEBIE (GET BiERE )

BEZH
BXREHEIESH Amazon SDK HERLL API NEZEER |, BSRUTHREA :

* AWS Command Line Interface

HIH X HFENIRE ( GET #5%)

WRESIHIEERAMBNNHENMERES, NREENRE , NHRESIREIZEMRE, BEXRENESE
B . &2 #&12 Amazon S3 Glacier &R,

BERIEE

EIHXAENIRE | B/ HTTP GET BRAEEHRZE URI, BB TEERBIH TR

GET /AccountId/vaults/vaultName/tags HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue
x-amz-glacier-version: 2012-06-01

(® Note

AccountId fEN AWS IKF ID, MEMXME AR ERHIITERWEUEAEREE AWS
MK ID AHPCEL, SEETLAFEE AWS IKF ID , th Al BLARISE - (EFH ) , EXHER
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Amazon S3 Glacier FEANGIER

T , Amazon S3 Glacier FRA SRR E R TERE IR AWS IKF ID, IREE
EIKF ID , B2 ID FEEEZEF ().

ERBH
WRAETEREBE RS,
RISk
LRENERMBREEANERL . AXEAERLINEERE , FERELERRL,
WREX
LEBRER BB RIEN
Gl
MRLLREKT , WZRSFERER HTTP 200 OK W KL,
e B i
HTTP/1.1 200 OK
x-amzn-RequestId: x-amzn-RequestId
Date: Date

Content-Type: application/json
Content-Length: Length

{
"Tags":
{
"string" : "string",
"string" : "string"
}
}
e RZAR 5

HRERERAXSHBNBRANEAL, BXBRAMMLNESR , B2 E ARG,
e B IE 32

W@ R IE X ZE LT JSON FER,
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RE
ERMEXHFENTRE, SMREHA— RN —MEA K,

RE . FRBIFRFRME

iR
AX Amazon S3 Glacier #EFEREENER , BSAEIRAL
5l

R B S BRI AR
LR RBIFIH T XA FERARE
~IE R

HERRBIF | FERIE—A GET FHRUMEE X E PR RIRER TR,

GET /-/vaults/examplevault/tags HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dch540091b1296612a2

e B2 7R 451

MRFERKI , W Amazon S3 Glacier (S3 Glacier) 2IREI#H —MrZFRM HTTP 200 0K , 703L
T RBIFPT R,

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT

Content-Type: application/json

Content-Length: length
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{
IlTagSIl ,
{
"examplekeyl": "examplevaluel",
"examplekey2": "examplevalue2"
}
}
MRE D

« EXXAFERMIRE (POST FREE7R 10 )

. NXHERBIRE (POST FFEME )

HESH
BXREFEESH Amazon SDK RERL APINEZFEE , FZRUTAR

« AWS Command Line Interface

SIS (FREUHFRE )
i

LRSI AR RS K RER TS X E. R IR E 5 RB A EE R ASCII IS
FFo

BRIAMBRT , BRBERNERERZIRE 10 MNIE, REESXHEZI |, N@RLIEXHH
marker FERA&BEXHENAmazon HRBF (ARN) , HH I HXHEBEREMNZB L HEFIR ;
BN, marker FE&HA null, BT —NIHXHEERP , EALUF marker ZHIRE RN Amazon
S3 Glacier (S3 Glacier) I E—MNFIH X HEERFAEENE, BHEAUBIEERFEE linit &
BR PR ) 1 B2 P 3R [5 69 ST FE 3K

R

ERMXAESIR , BFEOXXFERFRIE GET BXR,
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B

GET /AccountId/vaults HTTP/1.1
Host: glacier.Region.amazonaws.com
Date: Date

Authorization: SignatureValue
x-amz-glacier-version: 2012-06-01

® Note

AccountId BN AWS Ik ID, WEXHE AR ERH#ITERWEIEHEEKN AWS

WP ID HTE, EAILEE AWS IKF ID , Al LU RIEE - (EFEZRF ) , EXER

T , Amazon S3 Glacier fEA 5 AR 1ER TR EIUEAHERER AWS Ik ID, IREE
EIKF ID , 527 ID R EEEZESR ().

BERSH

BREEZUTERSH

AW iR HIE
limit vy

EEERENNHERAKE . FIARHEN 10, REFXHE
HAgEL TEENRGE  BEXKEZF2BIREE,

KE  FRH
BRE : &/DEBEHEN 1. ZRBEHENR 10,

7|

marker

AT oM. marker $EMMETT 165 SR X4+
FE ARN. (marker EEMNXAEFSEEREMNIIRSD. )
MZ BT 5 24 FE NI R FRER marker B, REEEBEHREXS
ZAIR S X EERPT RN EREITORN , BT RERSHRE
marker. MRENIFIZEEZE ("), WRELXIRBME—1NX
BT IR XA EE B R

KE: FHH
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FRARER

B iR
FREI - T
B R¥Rk

PR

LR ERAFBREEANERL, AXBRBERANES , BERELIERITX,

EREX
IRIERAEREX,
I 1

Bk

HTTP/1.1 200 OK

x-amzn-RequestId: x-amzn-RequestId
Date: Date

Content-Type: application/json
Content-Length: Length

"Marker": String

"VaultList": [

{
"CreationDate": String,
"LastInventoryDate": String,
"NumberOfArchives": Number,
"SizeInBytes": Number,
"VaultARN": String,
"VaultName": String

3,

UEIVEZ S

LR ERERA RS HRREANEAL, BXBRABMBKNEES ,

BESHERRERRk.

B 34 R
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g B IE 32

@RI EXEET JSON FE,

CreationDate
LAt R et (UTC) SRFBRHY XA FERIZE B Hi,

RE : FRFHE, BLISO 8601 BHIMARTHNF& |, fla 2013-03-20T17:03:43.2217,
LastinventoryDate
Dt SRt (UTC) KRR LA EEFER B, MRNHAEDERESITERRE (6

m, ERIRIBIZET SXHE ) |, ML FERUERNE, BXBINHEBFTENEER |, BESR Ba{EL
( POST il )

KA BLISO 8601 BHIRA RISV ERE |, Hl0 2013-03-20T17:03:43.2217,

Marker

RRMAL PGS 45 R 1T TWHY vaultARN, ERIBAES — MBI H XA EE R EMA marker XK
REGIRFNESMFE, MBRRKBESXMHE , MEERN null,

KA . ZHFH

NumberOfArchives
BIER X mEERE A, XHEPIREERK,
EFil I =)

SizelnBytes

B EXRFFERHY , XHEPRAEEENERN (LRFTREN )  SREMEIEMEEN
EATFH,

KA . HF
VaultARN
X4 FE#I Amazon FIRB R (ARN),

KE : FREH

VaultList

HEAHA , EPNES I BIETIORMA T X4 EET.
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KA - WA

VaultName
XHEE M.
KR FHH

iR

HX Amazon S3 Glacier ®EMEREENEE , BSHE IR
R

R~ B ATE S

LTREIFIET XHE, BTERFEEEE marker M limit 28, Fit , REHZE2EE 10
MHE,

RIER

GET /-/vaults HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2

e B 7R 451
Marker A null , RINEBESXHEESIH,

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT

Content-Type: application/json

Content-Length: 497

"Marker": null,
"VaultList": [

{
"CreationDate": "2012-03-16T22:22:47.2147",
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"LastInventoryDate": "2012-03-21T22:06:51.2187",

"NumberOfArchives": 2,

"SizeInBytes": 12334,

"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevaultl",

"VaultName": "examplevaultl"
I
{
"CreationDate": "2012-03-19T722:06:51.218Z",
"LastInventoryDate": "2012-03-21T22:06:51.2187",
"NumberOfArchives": 0,
"SizeInBytes": O,
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault2",
"VaultName": "examplevault2"
I
{
"CreationDate": "2012-03-19T722:06:51.218Z",
"LastInventoryDate": "2012-03-25T12:14:31.1217",
"NumberOfArchives": 0,
"SizeInBytes": O,
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault3”,
"VaultName": "examplevault3"
}
]

R S EERYER D B R
T RBISEEM marker 18 ERY AR FETT 1RRI P AN A

RIER

GET /-/vaults?limit=2&marker=arn:aws:glacier:us-west-2:012345678901:vaults/
examplevaultl HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Xx-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2

e 52 7R 451
HIRAPIRE T RN, Marker @8 XHE ARN |, MERE S — NI XHEFEERPHRES T,
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HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT

Content-Type: application/json

Content-Length: 497

{

"Marker": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault3",

"VaultList": [

{
"CreationDate": "2012-03-16T22:22:47.2147Z",
"LastInventoryDate": "2012-03-21T22:06:51.218Z",
"NumberOfArchives": 2,
"SizeInBytes": 12334,
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevaultl",
"VaultName": "examplevaultl"

.

{
"CreationDate": "2012-03-19T22:06:51.218Z2",
"LastInventoryDate": "2012-03-21T22:06:51.218Z",
"NumberOfArchives": 0,
"SizeInBytes": O,
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault2",
"VaultName": "examplevault2"

}

]

}
MR EB

- PIEXHE (REXHE)

o MBRSCAFEE

« BahfEil ( POST 4EiL )

+ & T Amazon S3 Glacier #J Identity and Access Management

BESH
BXREHEIESH Amazon SDK HERLLL API NEZEER |, BSRUTHREA :

* AWS Command Line Interface
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M ERIBRIRE ( POST AREME )

LRESNEM MBI X4 ENIRERPRER—NHSZ ML, BXRRENESELR , FS5H RIS

Amazon S3 Glacier &R,

LREREEFN. BEXBECHINEISXHFNIRE | RFHERSKI,
ERIEE
ENXHERBERIRE | 58 HTTP POST R ZIEFIFRE URI, BB EE RGP AT R

POST /AccountId/vaults/vaultName/tags?operation=remove HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

Content-Length: Length

x-amz-glacier-version: 2012-06-01

{

"TagKeys": [
"string",
"string"

]

}
(® Note

AccountId BN AWS IKF ID., BLEXMES AR ERH#ITIEEHNEUEEREKN AWS

WK 1D FEPEE, EATLUIEE AWS K/ ID , th AT LURIRIEE - (ERERF ) , EXFER

T , Amazon S3 Glacier £l 5RARX B R#HTERWEIEHEXEKHN AWS IKF ID, WREE
EWKF ID, B2E D FEBEEZEF (o

EREH
=2 iR HIE
operation #H operation EMNENEHFHFESH remove , ATE £
=remove B X FERINFRE (POST HE5M ) #HITXS,
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FRARER

HRIRK
BREREAMBREBRANERL. AXBERABRANER , BEREILERTL,
FERIEX

ERIEXHEELT JSON FEo

TagKeys

RERB TR, MIHEEE I BRE 3 RIAYPRE

KELHR  JIRPHED 1 M, FIRFPEHES 10 N,

I 7
MR IRERTI , MZBSZASREBHAEZ HTTP IESXH HTTP 204 No Content MR,
Bk

HTTP/1.1 204 No Content
x-amzn-RequestId: x-amzn-RequestId
Date: Date

e R A3k

HRERERAXSHNNBRANEANL, BXBRAMEMLNESR , E2AEAEMEEL,
e B IE 32

SRR IR B R IE 32,

iR

B % Amazon S3 Glacier REMNBIREHENEER |, BSHERMR,

ST FE AR I BR AR AP W< 2012-06-01 388



Amazon S3 Glacier FRARIER
Pl
~ER

AT RBIEIZE—D HTTP POST &R UMIERIEEHNIREZ,

POST /-/vaults/examplevault/tags?operation=remove HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dcb540091b1296612a2
Content-Length: length

x-amz-glacier-version: 2012-06-01

"TagsKeys": [
"examplekeyl",
"examplekey2"

e 2 7R 51

MRFERMKII , Amazon S3 Glacier (S3 Glacier) &£3R[El HTTP 204 No Content , Z1BA R RHIHFT
o

HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT

Sy

o« EXXAFERMIRE (POST #REE7R M )

. B XA EMARS (GET 5% )

BXREHEIESH Amazon SDK HERLL API NEZEER |, BSRUTHREA :

ST AR BR AR API 7 2012-06-01 389
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« AWS Command Line Interface

R IE X E R KRS (PUT access-policy)
iR

HBRESAXHERE-—MNIRXBABZINERE, EREXHFELRIFKE , B0 XHEN PUT F
BWIRAKI%E access-policy iER. BAUANBNXHFERE—NMNLMEKE , ZREN K DRZH 20
KBo. BXNHEHEREBNELEFELR , BSFHETRIEE,

A o
B3k
1B

ERENHEGEKE |, BB XHEN access-policy FARBRM URI £3% HTTP PUT &R , 1T
BERBIPT R0

PUT /AccountId/vaults/vaultName/access-policy HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

Content-Length: Length

x-amz-glacier-version: 2012-06-01

{
"Policy": "string"

}

@ Note
AccountId ERBBEXHENIKFE AWS K/ ID, ERIBUEE AWS IKF ID |, t R BLUE#
BE-" (EFR) , EXMERT , Amazon S3 Glacier £/ 5 XX ER#TE AN EUEA
KERHY AWS Ik ID, IMREFEAKS, ID , EZE ID FSEEMEFH (-)o

HRSH

BRETERBERSH
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https://docs.aws.amazon.com/cli/latest/reference/glacier/remove-tags-from-vault.html

Amazon S3 Glacier

FRARER

HRIRK
HREREAMBREBRANERL. AXBRABERANER , BERELERER L,
FERIEX

BREXHEESLLT JSON FE&,

KB
LA JSON ZRF AR TN XHEFRKREE (FRVERNENT) .
KR FHH

Wfe] B2
YERTRL , S3 Glacier £3R[E 204 No Content ( MIRITEZ THEE ) .
BE

HTTP/1.1 204 No Content

x-amzn-RequestId: x-amzn-RequestId
Date: Date

W AR Sk

BRERERASBWAERANIERL, BXERAMMKNES , ESHEERWNREL,
Wja] 7 1E 32

BE AR VB IR (20 0ja 7 1E 32

iR

BX Amazon S3 Glacier REFHEREENER , BSHAHERE AL

]|

~lE R

AR RIS B THFER PUT FRIRHY URI K% HTTP access-policy &K, Policy JSON F#&F &

{5 A\ B LA .
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PUT /-/vaults/examplevault/access-policy HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da@447acf430195dch540091b1296612a2
Content-Length: length

x-amz-glacier-version: 2012-06-01

{"Policy":"{\"Version\":\"2012-10-17\",\"Statement\": [{\"Sid\":\"Define-owner-access-
rights\",\"Effect\":\"Allow\",\"Principal\": {\"AWS\":\"arn:aws:iam::999999999999:root

\"},\"Action\":\"glacier:DeleteArchive\",\"Resource\":\"arn:aws:glacier:us-
west-2:999999999999:vaults/examplevault\"}]1}"}

& 2 7R 451

WMRERK I , Amazon S3 Glacier (S3 Glacier) &IR[E HTTP 204 No Content , AT RHIHPFR
No

HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT

PSS

o MIBRSZAFEE S B R B (DELETE access-policy)

- FREUUHE 1A B KB (GET access-policy)

SE
A

&

5

e
RAXEHTEESH Amazon SDK RERLLL APIMESER , BZHUTASE

« AWS Command Line Interface

WRIE AR ) SRR AP 7 2012-06-01 392


https://docs.aws.amazon.com/cli/latest/reference/glacier/set-vault-access-policy.html

Amazon S3 Glacier FERARER
REXMGEBARE (REBAHEE )

PO

£ Amazon S3 Glacier (S3 Glacier) 7 , RRERMNMGEFERRISBRE , BUTE XWX ERER
WIS , ZRESERGE , BT ETHEIESHY., SULUSXHERE N EXEESTHEE Amazon
Simple Notification Service (Amazon SNS) EBA M EE. B UAFERAREREEXHERHNEA
BiE, BXEZER , HSHE Amazon S3 Glacier it B X4 FEE A,

ERENHEBA , BEXHEN notification-configuration FRBXAZIREBEIEFER, BAHE
ERRFETXHEN ; Bt , eI XGEEFRER. BERNEBIFERA Amazon Simple Notification
Service (Amazon SNS) EBH) JSON X8 , AR ER S3 Glacier [iZEBRIEBHANSE4,

A BENHEANUATXHEESHRTEA

« ArchiveRetrievalCompleted— AR RBHNWEISERX (BafEl ( POST 4Rl ) ) Bt , &
EEWREHN., ERHESHIRASTBER Succeeded B Failed, %3%F SNS THEMBHZEM #
MMES (FREUES ID) BREHBHEENH .

- InventoryRetrievalCompleted— NFEERRBIHNES TR (Ba1E ( POST 1Eil ) ) B,
L2RENEH, EERESHIRATEERN Succeeded H Failed, XEF SNS FEWBHZEM
HIRMES (FREUES ID) RERH HAER A .

Amazon SNS E B[ A F &R T LV E & EB R HEHBNR.
HR

EREBELNHEFHNBEANERE  BEXHEN notification-configuration F&ER URI &i%
BEBIER, BUUEBEREXHEERE. BEDIE Amazon SNS BB HRUK BT bR B A
BREN—RIEH,

B

PUT /AccountId/vaults/VaultName/notification-configuration HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

x-amz-glacier-version: 2012-06-01

{
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"SNSTopic": String,
"Events":[String, ...]

@ Note

AccountId ERABXHENKFH AWS IKF ID, BALIEE AWS IKF ID , B aJ UL
BE - (EER) , EXHERT , Amazon S3 Glacier £ 5 AR & %&ﬁﬁ%ﬂﬁ ANY
REKEY AWS Ik ID, INREFERAMKF ID , BFWFE ID FEBEFMEFREF (-)o

FRSH
HREFERFERSE
FRIRX
HREREAPMBREBRANIBE R, BXBRABRINEER , FSHAERLIBEREFEL,
HRIEX
BEREXHH JSON BEUTFE,
EX
ER S3 Glacier XIXZBHAN —MRZNEH
BME : ArchiveRetrievalCompleted | InventoryRetrievalCompleted

KA Bl
SNSTopic

Amazon SNS & ARN, EXxEZEE , i5ZH (Amazon Simple Notification Service Al13g
) FH Amazon SNS A7,

KA FRER

RENHEBHNEE API hzZ 2012-06-01 394


https://docs.aws.amazon.com/sns/latest/gsg/Welcome.html

Amazon S3 Glacier FEANGIER

W

YERME R , Amazon S3 Glacier (S3 Glacier) JR[E 204 No Content ( MIREF TEHEE )
BiE
HTTP/1.1 204 No Content

x-amzn-RequestId: x-amzn-RequestId
Date: Date

e B2 47 3k

HRENEAMEREBANERL. BXBABRANEES , BZRELEBERITX,
g R 1F 32

SRR IR B0 BL 1E 32

iR

BX Amazon S3 Glacier RENHERHEENER |, BSHERELL,

R

LU RGIRR T Al & S E Al

RBIER

LURiERIRE T examplevault BAEE , AERNHENEH (ArchiveRetrievalCompleted
M InventoryRetrievalCompleted ) &iXZE| Amazon SNS £& arn:aws:sns:us-
west-2:012345678901 :mytopic,

PUT /-/vaults/examplevault/notification-policy HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dchb540091b129662a2

"Events": ["ArchiveRetrievalCompleted", "InventoryRetrievalCompleted"],
"SNSTopic": "arn:aws:sns:us-west-2:012345678901:mytopic"
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}

e B R 451

RIhE I R S3IRE 204 No Contento

HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

PSS

s RRXHEBHN (FREVBHEE )
« MIBRXHEBA (MERBHEE )
&M T Amazon S3 Glacier #J Identity and Access Management

BEZH
BXREREESH Amazon SDK RERLL APIMEZEE , FSRUTARSA

* AWS Command Line Interface

JAHIRAE

AT RAMEE S3 Glacier # £ A BV A R4 1R4E,

- EEHERE (RHER)

R EES
R

MIRVES M ST EE I BR A4 R . IETATLAMN ST FEE — IR BR — MR R . EMIBRRAER | B AT MIBRIER
REME ID, BB THEE THERENSUHENXHEBERRIMEE ID, BXTHXHES
BNEZELR , S 1E Amazon S3 Glacier R R & ST 4EEZ &,

AR 4E API M7 2012-06-01 396


https://docs.aws.amazon.com/cli/latest/reference/glacier/set-vault-notifications.html

Amazon S3 Glacier FRARIER
ERBREERE , ZMUERDBEREHIFNENRERNRELS , EHERETFT LM,
TEEMIBRAEZRET | NAHRAYE ID EREHTHERREREAT) , AR , E4BURT TEHNZ

= .

- 1R Amazon S3 Glacier (S3 Glacier) Yt ZIMIBRIHRE R , BRRRFTFEERMM N TEER
E, MIRRRBRETES KK,

- MR S3 Glacier WEIMBRERBE R , HRRRTFSERNM N THERFHER , NEFES TR
.

BEXMERENESFEER , BSH1E S3 Glacier F THRIEE"

HREREEN., ZXBREBBRHIBRT2SHER,

#R

EMBRIE  BSFEEMRERRIR URI X% DELETE 53K,

B

DELETE /AccountId/vaults/VaultName/archives/ArchiveID HTTP/1.1
Host: glacier.Region.amazonaws.com

x-amz-Date: Date

Authorization: SignatureValue

x-amz-glacier-version: 2012-06-01

(@ Note
AccountId ERAAEXHFENKSE AWS IKF ID. &R BIEE AWS IKF ID , th AT Bl
BE-" (EFEN) , EXMERT , Amazon S3 Glacier £/ 5 AR iE Rt 1751 49 KU
KEREY AWS IK/™ ID, WIREFERKS ID , 2% ID R ESFEMEFR ()0

EREH
HRIETEAERSH.
Rk

LREREAMBREBRANERL. AXBEABRANER , BEREILBERTL,
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FERIEX

HIRIEREEREX.
I 1
#
HTTP/1.1 204 No Content

x-amzn-RequestId: x-amzn-RequestId
Date: Date

Wa RIAR 3K

HREREARSHIRRERNIENL, BXRBAWMLNES , BSMAEAENRX,
0ja) 82 1F 32

BE AR VE IR (20 0ja 7 1E 32

BiR

AX Amazon S3 Glacier ®EMEREENEE , BSHE IR

Rl

LT RBIBRT IAME A examplevault BISTHREMIBRESSR,

RIE R

EMIBRAVALRM ID WIBEN archives BFH Ko

DELETE /-/vaults/examplevault/archives/NkbByEejwEggmBz2fTHgJrg@XBoDfjP4q6iu87-

TjhqG6eGo0Y9Z8il_AUyUsuhPAdTqLHy8pT15nfCFImD12yEZONi5L260mwl2vcs@IMNGNtHEQL8MBTGlgqrEXAMPLEATchi
HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-

version,Signature=9257c16da6bb25a715ce900a5b45b03da@447act430195dcb540091b12966F2a2
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e B2 7 451

WMEBEFRHKIN , M| S3 Glacier &iH 204 No Content WIERI , LR T EMIRASE,

HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Sy
- BRIDEREE (REDRLEE)

« FEEE (KHHER)
- & AT Amazon S3 Glacier B Identity and Access Management

EEER (RAHER)
iR

HRESRIXHERMER, NTHRIIN EE  ERBBEABARE. ERMAE , Amazon S3 Glacier
(S3 Glacier) EMRHY x-amz-archive-id ¥k HIREISER ID, ERFRTFREINREE ID, SUEFEL
IERGILE=E

ERRRGEEE R BIEN SHA256 %, BXITHE SHA256 MERFMNER , BSA T ER

(@ Note

REREA API 1T L& #4E (POST archive) B{EF EE SHA256 WFR %, #H AWS CLI
NAEE,

LEERN  BUNEREERSZEE 1,024 NATH ASCI FRNERER, ©RERIGRIH
EEiB 8 At , S3 Glacier 2IREI MR, S3 Glacier F2EMA X LR, HRBEATEERKE—
By ST REER AR RERIIRFENHRIIRAITHF

BRT AR AR REIR LA | S3 Glacier P X FHRMNA MM MTEIE, =R ID REFNTERBFY ,
B ENEHEMERRENEMANEE, Bt , B EEFR HREFERARENIBE. EXEZE
B &2 1E Amazon S3 Glacier FAMNERYSE,

MR API fRZ 2012-06-01 399
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MEEFAEN, LEMERR , BN ERENIZIHAR,
R

B ENR, BALER HTTP POST 3% , HHERAATBEEEPREMRNTEEN
archives ¥®R, BRULNBE/BERARKDAREMN ( SHA256 M FE ) , FETLUERE
M T IE R RV IEIR,

Bk

POST /AccountId/vaults/VaultName/archives
Host: glacier.Region.amazonaws.com
x-amz-glacier-version: 2012-06-01

Date: Date

Authorization: SignatureValue
x-amz-archive-description: Description
x-amz-sha256-tree-hash: SHA256 tree hash
x-amz-content-sha256: SHA256 linear hash
Content-Length: Length

<Request body.>

(® Note
AccountId ERHAEXMHERIKFE AWS IKF ID, ERIBUERE AWS IKF ID , AT BLE#
BE-" (EFEN) , EXMERT , Amazon S3 Glacier £/ 5 AR iE R 1751 49 E UL
KEREY AWS IKF™ ID, WIREERKS ID , 2% ID R ESFEMEFR (-)o

ERBH
BRAERRBT ERERSH
BRI

BT A REERNERIEN , LREEEAUTERIFL. SXERERFANES  BSAEN
B RITk .

£ sk 1E
Content-Length 2
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=1 iR AIE

BFETHRN (UAEZTREN ), BXEZEER , BH
B http://www.w3.org/Protocols/rfc2616/rfc2616-sec14.
html#sec14.13,

KR - F

L SIN I

FREl - T
x-amz-archive- &
dese s BE FENRRNAEER, B LA AEERRSESIERK

DENENMRNRRF, BRTEEEMENMRPER N, H&

BRXHEBE (BFSRBEaEL (POSTHI) "), &

2T FE R T 5 R B B B AN R A LR,

KH . B

L SIN=I

BRE : BN KEXINTFHREFT 1024 NERF. RTFWFER

RNAEEFHRIBH 7 1 ASCII FHF , BHIIHRXFZE ASCI B

A 32-126 ( +#F ) = 0x20-0x7E ( T3 &l ) BVFFF,
X-amz-content- =

<ha256 BRAEM SHA256 REH ( EMBF ) o XTRETE x-
amz-sha256-tree-hash #rAFIEENHEEE.

KA . FHH
HiNE : T
FR& : T
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Amazon S3 Glacier FEANGIER

=1 iR AIE

fim

x-amz-sha256-

AFTENERABNREM ( SHA256 M RSE ) » BXit

tree-hash -

B SHA256 MR FNEE , BSHTERKA". MR S3
Glacier W BERABHTITEFHARENERAHKREAM , N
2IELIFR,
K FHREHB
MAE T
PR -

BERIEX

FREXBEE LERNHIEE.
I I
YERMERL , S3 Glacier FAMFHE , FHIREE ID B URI BBE,
BE
HTTP/1.1 201 Created
x-amzn-RequestId: x-amzn-RequestId
Date: Date
x-amz-sha256-tree-hash: ChecksumComputedByAmazonGlacier

Location: Location
x-amz-archive-id: ArchiveId

RIVEES

BT PR REEAMERIFRA |, BB IR BIE L T IMAARk. BXBRAMBRANES , 5
5 % A3 W RIAR K

A HiR
Location

FA DAY AR E IR AT URI B4R,

MR API fRZ 2012-06-01 402



Amazon S3 Glacier

FRARER

=L R
KA . FHF

X-amz-arc

hive-id
K P

X-amz-sha o 5 .

256-tree- S3 Glacier itE HHHRREH,

hash G . e

M 7 IE 32

138 4E IR B8 B2 IE 3o

iR

A3 Amazon S3 Glacier REMERHEMNES
=~

RIER

LTRAIERT LEEENER,

POST /-/vaults/examplevault/archives HTTP/1.1

Host: glacier.us-west-2.amazonaws.com
x-amz-Date: 20170210T120000Z
x-amz-sha256-tree-hash:

=MW ID, WWEHEFEE Location ¥Rk | ERIZIRLH

lﬂ%auﬁmjfL

beb0fe3lalc7ca8c6c04d574ea906e3f97b31fdca7571defb5b44dca89b5af60
x-amz-content-sha256: 7f2fe580edb35154041fa3d4b4sldd6d3adaef@c85d2ff6309f1d4sb520eeecda3

Content-Length: 2097152
x-amz-glacier-version: 2012-06-01

—#%

Authorization: Authorization=AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-content-sha256; x-amz-date; x-

amz-glacier-

version,Signature=16b9a9e220a37e32f2e7bel96b4ebb87120ca7974038210199ac5982e792cace

LR
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<Request body (2097152 bytes).>

e 52 7R 451

AT Zhm R BB Location #rk |, BA[BAM B IREN S3 Glacier £ ELA R 1D,

HTTP/1.1 201 Created

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

x-amz-sha256-tree-hash:

beb@fe31lalc7ca8c6c04d574ea906e3f97b31fdca7571defb5b44dca89b5af60

Location: /111122223333/vaults/examplevault/archives/

NkbByEe jwEggmBz2fTHgJrg@XBoDf jP4q6iu87-
TjhqG6eGo0Y9Z8il_AUyUsuhPAdTqLHy8pT15nfCFImD12yEZONi5L260mwl2vcs@IMNGNtHEQL8MBTGlgqrEXAMPLEArchi
x-amz-archive-id: NkbByEejwEggmBz2fTHgJrg@XBoDfjP4q6iu87-
TjhqG6eGo0Y9Z8il_AUyUsuhPAdTqLHy8pT15nfCFImD12yEZONi5L260mwl2vcs@IMNGNtHEQL8MBTGlgqrEXAMPLEArchi

PSS

f£ Amazon S3 Glacier FALER

DEREEKBEEE (DREE)

IEIEES

&R T Amazon S3 Glacier B Identity and Access Management

TR EERE

AR R AE1E S3 Glacier F £ A 2 R L& 84,
=

o RIEDER B4 (MIBREAID)

s TRV ELE (KM EZID)

s BEI DB EE (KD ELEE)

s FIHE (KRR LA ID)

o JIHDE E4E (RIS ERE4E)

o FHER (IRELEZEID)
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i B bt (MR EAZ ID)

1 pUN

b B EERBREG S AIMELE L2 ID RIRN D R’ E&.

Pt DR EEEREINE |, BFTEAER L& ID L& EbEMBRINITHMEE[IRE, FIEETKEISD
REERW. BR , EENERA , FLEEF LN EER/RKI,

LRERESH.
BXROBRLENER , BSR'DBR EEREME (5B LEE) %
R

EFLESEREME BN HTTP DELETE ERARE R XHERN multipart-uploads F#IRM URI, 3
HEES B L4 IDFRIRAIZ URI B —E 5,

Bk

DELETE /AccountId/vaults/VaultName/multipart-uploads/uploadID HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

x-amz-glacier-version: 2012-06-01

(@ Note

AccountId ERBBENXHENIKFE AWS K/ ID, ERIBUEE AWS IKF ID |, t A BLUE#
BE-" (EFR) , EXMBERT , Amazon S3 Glacier £ 5ARINFEREITESRNFEIULE
KERHY AWS K/ ID, IREEAKS, ID, F27%E ID RIS EMEZH (o

BERSH

HRETERERSH

HRIRk

BREREAMBREBRANERL. AXBABRANER , BEREILBERTL,
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FERIEX

MR B EREX,
I 1
B

HTTP/1.1 204 No Content
x-amzn-RequestId: x-amzn-RequestId
Date: Date

e B2 A7 Sk

HRERERARS BN BANENL. BXBABMLNER , BSHAEABERX.
g 8 1F 32

BEIRAETR IR B0 B 1E 326

iR

BX Amazon S3 Glacier REMHEREEMNER , BSHEREL,

Yt

RBIER

FELLT RHIs | DELETE BR#AIER 2 & £ ID BIREY URI,

DELETE /-/vaults/examplevault/multipart-uploads/
OW2fM5iVy1EpFEMM9_HpKowRapC3vn5sSL39_396UW9zL FUWVrnRHaPjUJddQ50xSHVXjYtrN47NBZ-
khx0jyEXAMPLE HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da@447act430195dcb540091b12966F2a2

W 2 7R 51

HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
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Date: Wed, 10 Feb 2017 12:00:00 GMT

PSS

- BEIOBRLEE (KSR EE)

- FER(RELEZID)

« EROERLEE (R LEEZID)

« SIHDEREE (RIS BRLEE)

« BIHER (FREREE D)

- PBREEAXBENMR (FERLEE)

« S&AT Amazon S3 Glacier 9 Identity and Access Management

RO EE (R EEZID)
1R

&0 LU A 1tk 9 BR AR R ESRE &0 Amazon S3 Glacier (S3 Glacier) FIERRERE L& |, £ S3 Glacier
REfB A DR B SRBHA R,

BROPBRELENER SR DBREAEREME (2BREE)

PHAMBEFRHEREFRXMHESS |, S3 Clacier REFEIEZNERARNER ID, LEERRE , BN&
FREMESE ID , MEENERRIZESE.

EERT | EATEENE L B MYEE T BB L SHA256 BIFK %, B%iHE SHA256
MRANES BRI ERBA, ERSEH  S3 Glacier AAIIEHHAMEN SHA256 R
%. WBEMEE , 1 S3 Glacier IFRUEREITME ; BN , TREEE  FEBESKK. 5

B (FREEE D) BETUREABESR ELEZE LERNIIR, EEREEIE LARNRERANEER
AELA T #RE IR R EZ,

LtS | S3 Glacier R ERBREMRANAREE, LEREN , EAUNEEEEE , ATRAER
ERAHBLENVE, BHARKLIEER , S3 Glacer 2RERBHEARANATCE ; MREEMA
RANAREE , N S3 Glacier IRE4EIR , F R THD R ELEBRESRK,

ERDBRELAR-—HBEFNRE, F-RRITERDER AR , MREEENBRNERBRZRE, U
ZREFRID A REARNERE ID, XELBEIIMERBHUE 500 RE[ERNRER , EXHE
BT, BALUEEENER DR EABERARBERNERID, MEFCREENER. BR , HiE
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B O EPBRLERRE , ETREANHERRE  HESREEFF2HNEIE D B EERNF |, B
ERRER SR LR AL,

B

EXRDBRLE , BFERF HTTP POST R K% F S3 Glacier RS EH B3 25 B £ 4218 R 6122
By L4Z ID B9 URl, XREE LARMEANMER URI. BRT ERBLFEIRLUN | BELHIEEAN
RE SHA256 IR FNERURZEEN SN (RFTHEM ) 6

B

POST /AccountId/vaults/VaultName/multipart-uploads/uploadID
Host: glacier.Region.amazonaws.com

Date: date

Authorization: SignatureValue

x-amz-sha256-tree-hash: SHA256 tree hash of the archive
Xx-amz-archive-size: ArchiveSize in bytes
x-amz-glacier-version: 2012-06-01

@ Note

AccountId ERHEBEXHEMNKFH AWS Ik ID, BEJLEE AWS Ik ID |, te ] BAU%E
BE-" (EZH) , BXMERT , Amazon S3 Glacier £ A 5 AR ERFITERNEILE
REREY AWS Ik ID, MNREFERAIKS ID , FOFE ID FEEEAMEZR ()0

EREH
BRAETERBRSH,
BRIk

BRTFREREBAMERIRKI  WRERERAUTERIRL. BXRBRERIRANES , FSHERL
ERPRk

2% iR WIE
X-amz-arc =
hive-size
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=1 DU WIE

BIMERNERD (AFTREN ) . HENAEELENESEN
FRB RPN,

KA . TR
HRIAE: T
FR& : 7o

fim

X-amz-sha
256-tree-
hash

BAERM SHA256 MERF. ©RERM SHA256 HERE
MR ®E. NREEFRPEENESE S3 Glacier WL HHA
BERFTITESHAY SHA256 HifZme % FILE , N S3 Glacier
BREHR , FEHBERSKB

KA . ¥R
L SN
FRE : &

BRTE
WRETFERBERESR,
i Rz

Amazon S3 Glacier (S3 Glacier) 28| ZZE /MY SHA256 WK H, NMRESEEERPEEN
BAYRM SHA256 B FAEICE |, S3 Glacier 2 ZERAMEIXHE, ERER , ©ERIRE
HTTP Location #5sk , EIEFHR MR TRMN URL BB, MREEFERPREHHRRDR
SHA256 RRIEEE , S3 Glacier FHREIEIR , B LEREKRFRTHRS. BEAUFEAEBESR
SER D B ERRE , e, BRI IR0 E, MRS R EEAKRTH , M| S3 Glacier RAXWE £
% 1D,

BE
HTTP/1.1 201 Created

x-amzn-RequestId: x-amzn-RequestId
Date: Date
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Location: Location
x-amz-archive-id: ArchiveId

e Rz AR 3k

BRTFREREBAMNEAIRKIN , BN BN ESEATEMNRL, BXBABNMIRKNEES , B
159 % A e R ARk o

&% sk

rocation SFAIRAEW AN URI 542, It URL 435 S3 Glacier £ MM D,
RKH . FHH

ot T HEM D, WEBAEE Location FkH , R~ 25
KA . TR

e

R EREEN R EY.

i

B R

FEMRGIF |, HTTP POST BR&XEFI B0 R ELEBERREIM URI, ZiBERIEETEB/MYEMN
SHA256 Bz & MR E KN,

POST /-/vaults/examplevault/multipart-uploads/
OW2fM5iVy1lEpFEMM9_HpKowRapC3vn5sSL39_396UW9zL FUWVrnRHaPjUJddQ50xSHVXjYtrN47NBZ-
khx0jyEXAMPLE HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

z-amz-Date: 20170210T120000Z
x-amz-sha256-tree-hash:1ffcOf54dd5fdd66b62da70d25edacdd
Xx-amz-archive-size:8388608

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da@447acf430195dcb540091b12966F2a2
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e B2 7 451

AR IR RBIE R S3 Glacier N EEMBRBINBIRT R, ZNNIFEATERENEE D,

HTTP/1.1 201 Created

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q

Date: Wed, 10 Feb 2017 12:00:00 GMT

Location: /111122223333/vaults/examplevault/archives/

NkbByEe jwEggmBz2fTHgJrg@XBoDf jP4q6iu87-
TjhgG6eGo0Y9Z8il_AUyUsuhPAdTqLHy8pT15nfCFImD12yEZONi5L260mwl2vcs@1MNGNtHEQL8MBTfGlqrEXAMPLEAT chi
x-amz-archive-id: NkbByEejwEggmBz2fTHgJrg@XBoDfjP4q6iu87-
TjhgG6eGo0Y9Z8il_AUyUsuhPAdTqLHy8pT15nfCFImD12yEZONi5L260mwl2vcs@1MNGNtHEQL8MBTfGlqrEXAMPLEATr chi

EE A SAmFTR MY BHR/AE RN URI K3 HTTP B3R, Bl , BAIBUKIE GET K , AR RN

e

PSS

- BIISBLEE (RADERLEE)

- FEER (RELEFEID)

« Pt L& (MEREZID)

« JIHSBREE (RO ERLEE)

« BIHER (FRELEAZ D)

- PBRERAKBHR (FBRLEE)

- MiBRIEE

« AT Amazon S3 Glacier #Y Identity and Access Management

B o BREE (RO BRLEE)
PO

WREBH DB LE (BRI B LEREME (HBLE%E) ). Amazon S3 Glacier ( S3 Glacier )
BIET DB EERRAEMMPIREHE ID, EEENDER LERED , BAILER L 4 1D,

Ba P B L& BAIEBEERD (LFTERREN ) . DERNMXIRIKFT (MiB) (1024 F
=¥ [KiB] ) L 2 R , B0 1048576(1 MiB), 2097152 (2 MiB). 4194304 (4 MiB). 8388608 (8
MiB) , LA, AFHRDMERANF 1 MB , &RAF 4 GiB,
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BRT&RE—BREAS , BERL L& ID EENE-RBLMEFHEEN AN, KRE—RAUNHEERN K
PRI KD, B0, RIREELEZ—D 16.2 MiB B3, WMREL 4 MBI K NEFH DR L
B, NEFELELENER (BR4MB) , ZREHELE—KR (0.2 MiB).

(® Note
BE 7R EfAR , BAFEANEHENARD , BR S3 Glacier FERBIEEEMIRKN,

SER DB EEE , S3 Glacier 2fBR ID S| DR LA RF. MRBUHS B L& |, S3 Glacier i
MBR7D R EERIR ; & , MRE 24 P PUIEBERITEMES) , 7B EEBRBSWEMBER, 24 e
J&,ZIDWEEMATH , ERMNARFARNBLELITA,

R

ERsp B, B HTTP POST B RAZEEEHPRE/BMHXMHEEN multipart-
uploads F®&IR URl, BRLMIIFEE AN, HEALUE R M BIERROEIR,

B

POST /AccountId/vaults/VaultName/multipart-uploads
Host: glacier.us-west-2.amazonaws.com

Date: Date

Authorization: SignatureValue
Xx-amz-glacier-version: 2012-06-01
x-amz-archive-description: ArchiveDescription
X-amz-part-size: PartSize

(® Note

AccountId ERHAEXHENIK/H AWS IKF ID, B LAEE AWS K/ ID , e a] A%k
BE-" (EZRF) , EXMERT , Amazon S3 Glacier A SR ER#ITELHNEILE
REREY AWS Ik ID., HNREFERAIKS ID, BT ID FEBEFTMEFEF ()0

BFRSH

BRENERBERSH
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HRIRK

BRTFRAREBAMERIRKIN , WIREEREANTERIRL. AXBRBERIKNEERE , B2HAEL
ERPRk

=1 iR

=
(N
St

X-amz-part-size

BRTRE—ERUANE—RIKRN (LLFTH
B ). BRE—BRANNTFHREXRN,

KA . FHFH
RINE . F

AR P BRRDPYVIAXKFT (1024 KiB )
TLL 2 B, It 1048576(1 MiB), 2097
152 (2 MiB). 4194304 (4 MiB). 8388608
(8 MiB) , LAtLZEH, RFHRDERDA
1MB , & A5 4 GiB (4096 MiB),

7|

Xx-amz-archive-desc

RIETE S R E AR IR, AT B iE
SR R 5 T 1 AN — AR AT,
FRRAEEL (ESEBHEL (POST
FE ) ") B B R O TR
MR MR, HERRDHISZAS
IR

ription

KA . R
RINE - E

YR WRATNTRET 1024 FH, RF

NFRAR TS ERERBE 7 L ASCI F4F , B
M RRLZ ASCII B 32-126 ( +REH] ) 5

0x20-Ox7E ( TR%#Hl ) HFHFo
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FERIEX

HWREZRBERIE,
51
FEmMRAF |, S3 Glacier 282 H ID FRN D R EERIR |, HIRE 2 E& 4% ID A5 URI B4R,
&
HTTP/1.1 201 Created
x-amzn-RequestId: x-amzn-RequestId
Date: Date

Location: Location
x-amz-multipart-upload-id: multiPartUploadId

e Rz A3k

BRT PR REB AR MRS, , BN EN HESE A TRk, BXBAENRKHEES | 1
158 & FA e B ARk o

I
O

AW HiR
Location

S3 Glacier B/ 5 B L4 ID BYMEXS URI B8, SR AEALL URI BBERYH
AEBRBERUEEZR  URTERDEREE,

KR . ZHH
X-amz-mul
o BEEK ID, WEWHSIEE Location ¥Rk |, ERNIZFRLRY
load-id KA - R
M B 1F 32

SR AER IR BB R IE 32,
Hix

BX Amazon S3 Glacier #EMHREENELR , FSREIRMAL
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el

RIER

AR RGBSR @A POST BIXXHEEM multipart-uploads F&JR URI &% HTTP
examplevault BRXKBz 5B Lk, ZIERSIERL , BUEEBR K/ 4 MiB (4194304 F¥7 ) F 7]
IR R REIR,

POST /-/vaults/examplevault/multipart-uploads

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Xx-amz-archive-description: MyArchive-101

X-amz-part-size: 4194304

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da@447act430195dcb540091b12966F2a2

e B 7R 451

S3 Glacier 28127 B L&RR , FFERMESHEN multipart-uploads F&JR . Location
I RiFR3k BIE 7D B L% ID BIAEXS URI B4R,

HTTP/1.1 201 Created

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q

Date: Wed, 10 Feb 2017 12:00:00 GMT

Location: /111122223333/vaults/examplevault/multipart-uploads/
OW2fM5iVy1EpFEMM9_HpKowRapC3vn5sSL39_396UW9zL FUWVrnRHaPjuUJddQ50xSHVXjYtrN47NBZ-
khx0jyEXAMPLE

x-amz-multipart-upload-id:

OW2fM5iVylEpFEMM9_HpKowRapC3vn5sSL39_396UW9zL FUWVIrnRHaPjUJddQ50xSHVXjYtrN47NBZ-
khx0jyEXAMPLE

BXREEBERNER  BSR LER (RELEELID)

RSy

- LR (ZELZID)
- ERPERLEE (KRMLEEZID)
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o FubD B EfE (MIBRLEFZID)

- JIHOREE (RIS ERLEE)

« SIHE (FREL4ZID)

R EES

- TBREEXBENMRE (FEREE)

+ & T Amazon S3 Glacier #J Identity and Access Management

HIHE (3RELE ID)
iR

ten R EERESIE EE ID FRNBESREEAFELEN/ENR, BXTRLENER B
PR EERBEMERE (9B ERE) %

EERD R AR, BUNEEEH#HITH DB EEATEPENAIELLER, S3 Glacier RIREIERFIZ ,
ZIRRGES— B LEPIEENEEF,. IREETRI B EEFEEFHEER , I Amazon
S3 Glacier (S3 Glacier) R B 4&1%.

HIHBRIBEXIED T, BRIRAKREEM ISP Marker & , AEEREHHEZIIRWIRIC ;
MEREEZWA |, Nl marker FE&AN null. R marker A null, MR TIRELT —AER , &7 LA
RIEB—MNFIHRER , 7 marker iH5RSBRE N S3 Glacier 7R 2 BIHY“HI H R &R MR
B FRIZE,

LR VB EERFIEE 1imit SEORR B R R E 89 R,
R
E&

EIHEEHRITHS R LENR , B E SR E4 ID BIRA URI RiE GET B3R, HEBFOTERLE
(B DBLE (R0 BLEE)) I, REQBRE DR EE ID. B LUEEMHIEE marker M
limit ¥,

GET /AccountId/vaults/VaultName/multipart-uploads/uploadID HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue
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x-amz-glacier-version: 2012-06-01

@ Note
AccountId EREBEXHEMNKFH AWS Ik ID, BEJLUEE AWS Ik ID |, te el BAU%E
BE- (EZEZ/F) , BEXfERT , Amazon S3 Glacier FA 5 AR ERFITE RN EILE
REXHY AWS IKF ID, IIREFERHK, ID , FOE ID R EEEANEER (o

BERSE
B HiR WIE
limit &
ERENH O ERAE. RIARHIRN 50, REIMNE D AT gEL
TEENREFE , BXKEFSBEIREFIE,
RH . FHFHB
PRE| : JRIMERN 1. RAREEENRN 50,
marker B
AT RN AEHFE/TE, marker IEENMMEFF B 5 H R
B. MZairy % H R M FREY marker B, REEEBEHE
N2 HBRERPFBRWNER#TOR , BT EESE
marker,
KA R
PRl : &
B3R PRk

HRERERAXSHNNBRANEAL, BXBRAMEMLNESR , B2 E AR,
HRIEX

LR ERBIERIE
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FRARER

i Rz
EE

HTTP/1.1 200 OK

x-amzn-RequestId: x-amzn-RequestId
Date: Date

Content-Type: application/json
Content-Length: Length

{
"ArchiveDescription" : String,
"CreationDate" : String,
"Marker": String,
"MultipartUploadId" : String,
"PartSizeInBytes" : Number,
"Parts" :
[ {
"RangeInBytes" : String,
"SHA256TreeHash" : String
b
1,
"VaultARN" : String
}
e Rz 4Rk

HRERERAXSHBABRANMEAL, BXBRAMLNESR

Wa B 1E 32
@R IEXZE LT JSON FER.

ArchiveDescription

BESHERRRRL.

EEH DB LEBERPEENHRER, MRESH IR ELEREFRBEEHERR  WEFR

A null,

KH PR

CreationDate

2B LZBZIR UTC BYEL

P55 B
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KR FREH, BLISO 8601 HHRARRNWERS |, Hl1 2013-03-20T17:03:43.2217Z,

Marker

RRAMNALBENERFTO AN EAFR R, EAIEHH HEBERPEMA marker KIREL
JIRFINESZER, MBRBESR , WIEN null,

RE . FPRH
MultipartUploadld

B 5 H B E&H 1D,
KA . FHH
PartSizelnBytes
BRN(UAFTHEN ), FREERI DR LEBERPIEENHEHEE,
e i
=i
DB EERNBRPIIYIR. BAPHNENRIETIIEE RangeBytes M sha256-tree-hash &
MMEXT
KR . A
RangelnBytes
BWFIEE , 2fE BN LRE,

KA . FHH
SHA256TreeHash

S3 Glacier HEITER SHA256 WK FHE. LFERETHN null,

RE : FHH
VaultARN

| H 5 30 7 B L& R X BERYAmazon BIREB M (ARN),
RE . 7R

iR

AKX Amazon S3 Glacier R EMEREENER , BSMAEIREL
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el

R - B 75 B EAR RV ER

LUTREFET EENRER. ZRGIDEEHTHDERLEENIEDER L/ ID URI &K3E HTTP GET
R , #EE&EZIRE 1000 &,

RIER

GET /-/vaults/examplevault/multipart-uploads/
OW2fM5iVy1EpFEMM9_HpKowRapC3vn5sSL39_396UW9zL FUWVrnRHaPjuUJddQ50xSHVXjYtrN47NBZ-
khx0jyEXAMPLE HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447actf430195dcb540091b12966F2a2

e 52 7 451

ENRIAF |, S3 Glacier REISIEE D& L& ID HAXBMN EEBRNIIR, HERES , AEFHR, RE
B Marker FE&HA null , RREEEZ DR EENE,

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: application/json

Content-Length: 412

{
"ArchiveDescription" : "archive description",
"CreationDate" : "2012-03-20T17:03:43.2217",
"Marker": null,
"MultipartUploadId"

"OW2fM51VylEpFEMM9_HpKowRapC3vn5sSL39_396UW9zL FUWVInRHaPjUJddQ50xSHVXjYtrN47NBZ -
khx0jyEXAMPLE",

"PartSizeInBytes" : 4194304,

"Parts"

[{
"RangeInBytes" : "0-4194303",
"SHA256TreeHash" : "@1ld34dabf7be316472c93blef80721f5d4"
3,
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{
"RangeInBytes" : "4194304-8388607",
"SHA256TreeHash" : "©195875365afda349fc21c84c099987164"
1,
"VaultARN" : "arn:aws:glacier:us-west-2:012345678901:vaults/demol-vault"

Rl - SIS R R ER (IEEMRCHRHEERSH )

DTFRBIBRT WAFERAS TR ERKENE R, ZROIBEEHTHIBRLENIED R L&A

ID URI &3% HTTP GET K , BURE — B, FF#h marker SHIEEMBERFF HETIR, B UMZE
M ERFIRIBE R RIZREY marker H. WAL, HLRHIF , limit SHIRER 1, HBERE K. &
EE |, Marker ZEBAN null , RREDIEE S —BREIREL

RpIER

GET /-/vaults/examplevault/multipart-uploads/
OW2fM5i1Vy1EpFEMM9_HpKowRapC3vn5sSL39_396UW9zL FUWVrnRHaPjuUJddQ50xSHVXjYtrN47NBZ-
khx0jyEXAMPLE?marker=1001&1imit=1 HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da@447act430195dcb540091b12966F2a2

e B2 7R 451
HWERF , S3 Glacier REISIEE#THIEE D R L& ID BRI LE R FIR,

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: text/json

Content-Length: 412

{
"ArchiveDescription" : "archive description 1",
"CreationDate" : "2012-03-20T17:03:43.2217",
"Marker": "MfgsKHVjbQ6EldV172bn3_n5h2TaGZQU0-Qb3B9j3TITf7WajQ",
"MultipartUploadId"

"OW2fM51VylEpFEMM9_HpKowRapC3vn5sSL39_396UW9zL FUWVInRHaPjUJddQ50xSHVXjYtrN47NBZ -
khx0jyEXAMPLE",
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"PartSizeInBytes" : 4194304,

"Parts" :

[ {
"RangeInBytes" : "4194304-8388607",
"SHA256TreeHash" : "0@ld34dabf7be316472c93blef80721f5d4"
1,

"VaultARN" : "arn:aws:glacier:us-west-2:012345678901:vaults/demol-vault"

}
FR BB

- BT BLEE (KRADERLEE)

- FEER(RELEFEID)

s TRDBRLEE (RFELEEID)

« PIESEREE (MBREZID)

« JIHDBREE (RIS ERLEE)

s PREEXRBENMR (FEREE)

- & T Amazon S3 Glacier K Identity and Access Management

Sl B E% (FREND B EfR )
iR
9 B EEREATIMIE R E R EER TN R4, EERTHIREER BHDBLE (&

WoREE ) BREDEHARATHRIFELNS R EE, EIHD R EABNFRENSIRZEEER
I o

FIHP R EEREIREIT, RIABRLT , BREERZLEWMNFIRE 50 MR EE, BNEBRLARE
R IE X marker R , LEERGEREZIIRMIRIE  MREKEEZIE , N marker FE&
ﬁg nUllo

WME marker AR null, WA TR T —ADELEE , BUUBEE—NVEIE LEER , HF
marker ERSEIZRE N Amazon S3 Glacier (S3 Glacier) ¥ £ —X“Fl i 2 & E4£"E KRB E WFRiIE
=

FEBMRES FIHE (FRIEE ID) BREZBBXSE. FHs R EERESTIHXHERNRE DR
LtE. BIHBIRELIRE L& ID FRRNEED B LERER,
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FRARER

BROBLENER,
R
E&

BRI ELERBEHRE (FBREE ),

BB EfE , BEXHERN GET FEFRM URI £3% multipart-uploads &R, B LlUEEM4
#3EE marker M limit ¥,

GET /AccountId/vaults/VaultName/multipart-uploads HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue
x-amz-glacier-version: 2012-06-01

® Note

AccountId ERBBEXHENIKFR AWS K/ ID, ERIBUEE AWS IKF ID |, t A BLUE#
BE-"(EFR) , EXMEBERT , Amazon S3 Glacier £ A 5 ARMNFEREITESRWFEIULE
KRERHY AWS K= ID, IIREEAKS ID, F2%E ID RIS EAMEZH (o

marker

R

FEEMMIEHIREMWHEAR L&, MBREE , WHH &R
ERZ4IRE 50 M LE4E,

KA FHP

BRE : &/MERN 1. RAEIEN 50,
BATF2TTNTBAFHTE, marker IEENMNEFATIE EEH
&, N2 BB E E£ RN IREY marker B, REEEZEH
SN2 HMGH EEBERDFRNLERBITIR , BT EELHRE

marker,

DI B B2
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=1 DU WIE

Rk
IR AEREAA SRR AN ML, AXEAMALNES | #2185 AR,
HREX
HBAERAEREN,
o Rz
E
HTTP/1.1 200 OK
x-amzn-RequestId: x-amzn-RequestId
Date: Date

Content-Type: application/json
Content-Length: Length

{
"Marker": String,
"UploadsList" : [
{
"ArchiveDescription": String,
"CreationDate": String,
"MultipartUploadId": String,
"PartSizeInBytes": Number,
"VaultARN": String
},
]
}
e RZAR 3k

HRERERARSHRREANEAL, BXBABBKNEES , HSHEAEMRk,
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g B IE 32

@R EXZE LT JSON FE,

ArchiveDescription

ERPBLEABRPEENRMRER, IRERITRLEREFEIEEERRER  NtFE
A null,

KR ZHH

CreationDate
P E EEBBE UTC BE,

KA . FRFH, LLISO 8601 BHHIRA R RIWFFAFE |, Hla0 2013-03-20T17:03:43.2217Z,

Marker

RIPMARBEN L RFITO NN NBRFLFH. ERLERNGIH D R EEFRPEM marker
KIRBFIRFWES L&, RZKBES 4L, MEER null,.

KH : FHHR

PartSizelnBytes

i ESSREE (RSB LEE ) BRPEENRKR D, IR EEAFRTRE-RUINNABR
KRN RE—BRATREDT AN,

RKE . BF
MultipartUploadld

DEREAEW ID,

KA . FHHR

UploadsList

BEXTBREEBEANABENSIR. JIRFHEINNEEESHEN LEN—HEH-EXN , 2HF
ArchiveDescription, CreationDate, MultipartUploadId, PartSizeInBytes #
VaultARN,

KA - HA
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VaultARN

BE/ENHENAmazon BIREF (ARN),

B X Amazon S3 Glacier RENBIREENEER , BSHERMA,

T~
R - BIHPE SR L%

RTREASET XHENEERHTHMESER LE, ZRAERT KEEEENXHEN GET FRIR
URI B HTTP multipart-uploads &K, HTFERFPEEEE marker M limit S8, At , R
SExZRIRE 1000 MNEEHITH DR L&,

~lIE R

GET /-/vaults/examplevault/multipart-uploads HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dcb540091b1296612a2

W& B2 7R 451

FEWRIAF |, S3 Glacier REEENXHFEFEEEH#HITH DR EEMNSIR, marker ZEA null , RR
REEZ HEEYNH,

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: application/json

Content-Length: 1054
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"Marker": null,
"UploadsList": [

{
"ArchiveDescription": "archive 1",
"CreationDate": "2012-03-19T23:20:59.130Z",
"MultipartUploadId":

"xsQdFIRsfJr20CW2AbZBKpRZAFTZSJIIMtL2hYf8mvp8dM@Om4RUz1laqoEye6g3h3ecqB_zqwB7zLDMeSWhwo65re4C4EV"
"PartSizeInBytes": 4194304,
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"
.
{

"ArchiveDescription": "archive 2",

"CreationDate": "2012-04-01T15:00:00.000Z",

"MultipartUploadId": "nPyGOnyFcx67qgX7E-0tSGiRi88hHMOwOXR-

_jNyM6RjVMFfV291FqZ3rNsSawWBugg60P92pRtufeHdQH7C1IpSF6ulc",

"PartSizeInBytes": 4194304,

"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"
.
{

"ArchiveDescription": "archive 3",

"CreationDate": "2012-03-20T17:03:43.2217",

"MultipartUploadId": "qt-RBst_7y08gVIonIBsAxr2t-db@pE4s8MNeGjKjGdNpuU-
cdSAcqG62guwV9r5jh5mLyFPZFEitTpNE7iQfHiulXoV",

"PartSizeInBytes": 4194304,

"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"

| BB EENED HIER

UTREABRT WAERD TRRNERKENE R, ZROIERT REZIEEXHEN GET FRIR
URI B HTTP multipart-uploads XK. ZERAIF , linit ZHIREN 1, IEREREIRF
RE—EL, T marker ZENRREENSIRMNEF RN DR L& ID,

RIE R

GET /-/vaults/examplevault/multipart-uploads?
limit=1&marker=xsQdFIRsfJIr20CW2AbZBKpRZAFTZSIIMtL2hYf8mvp8dMOm4RUz1laqoEyebg3h3ecqB_zqwB7zLDMeSh
HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Xx-amz-glacier-version: 2012-06-01
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Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dch540091b129662a2

e B2 7 451

MR, Amazon S3 Glacier (S3 Glacier) RIREISEXHENRSHMNEEH TR TR L&, NS
ERRIZTFHREERNE R,

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: application/json

Content-Length: 470

"Marker": "qt-RBst_7y08gVIonIBsAxr2t-db@pE4s8MNeGjKjGdNpuU-
cdSAcqG62guwV9r5jh5mLyFPZFEitTpNE7iQfHiulXoV",
"UploadsList" : [
{

"ArchiveDescription": "archive 2",

"CreationDate": "2012-04-01T15:00:00.000Z",

"MultipartUploadId": "nPyGOnyFcx67qqX7E-0tSGiRi88hHMOwOXR-
_jNyM6RjVMFfV291FqZ3rNsSaWBugg60P92pRtufeHdQH7C1IpSF6ulc",

"PartSizelInBytes": 4194304,

"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"

S

c BB LEE (KBS BREE)

- FEB (RELFEID)

- TRTBREE (KM LEEID)

s Pt B L& (MEREZID)

« BIHER (FREREAZ D)

s PBREEXRBENMRE (DBREE)

« AT Amazon S3 Glacier #Y Identity and Access Management
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Amazon S3 Glacier FERARER
HEEB (RELZID)
iR

B EERES EEMEN—B, SUMUREANF LEHERER , ENEEN LEBRERT , £24E
EFELEP EERNTEREENFZICE, A BETUATEEXER, BHEZTUN—IMDTRE
& £4& 10 000 &R

BROBREENER BRI R EEAAREEE (DB EE )

MR LA TEASHRIL , W Amazon S3 Glacier (S3 Glacier) 234 88 £ REK -

« SHA256 #ie % ALl — N TRERBRBEEERATFTHRRE | B ITERE SHA256 fifFike
#F, AN eaBRELNBERD., WEEBEBIER , S3 Glacier tt 21t H SHA256 MR H. WRXH
MEHEFTE , NRELKXK, BXitE SHA256 HEKRFENES , FTSETEREAN

« SHA256 & tIeH ALl — A TRNFE , BIEEN LENBERARMN SHA256 LHEWRH |, HHF
HBFEEENBERP, BXITHE SHA256 MR EFNEER , B ITEREA,

« BRRPMFEER —BRT&E—BRUIN , E—RORNPBAEEN B0 BREE (RhoBRLEE ) #
RAFEENKPMEEE, HE—BHADMMARSEEXR MBI RNHENTEEKRD,

® Note

MREEE-B , BN TEERI TR LEAFRPEENERKR)D , HEZBFRER -
B, M EERERERI, BR , BENTRIBRELEZBFEREKM,

« EEXRNF — BERIPNFHBEERSHMBERPIEENERRDXTF. flwm, MmREE
E 4194304 F3 (4 MB) BIEE A/ , M 0 2 4194303 33 (4 MB —1) L% 4194304 (4 MB) %I
8388607 (8 MB —1) R ERMMESEE., BER , IRZGFEEERERN 2MB | 6MB , NSEE EE& X
NRFIFTF , EERNEM,

HRERBEN, IRESXELEHABNR , SR EREBERFNBFELBS 28 LENHE.

R

$ERZ HTTP PUT IR RIERBIEZ 5 R EEEREBEEM L4£ ID B9 URI. S3 Glacier £/ L4& 1D
BLEEREND R EEXBKER, BRO4NSBERBIEN SHA256 W% ( x-amz-SHA256-
tree-hash #5k ) . BANERATEMN SHA256 &M% ( x-amz-content-sha256 #5k ) . F
SEE ( Content-Range #53k ) MR ERMFTKE ( Content-Length #5k )
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B

PUT /AccountId/vaults/VaultName/multipart-uploads/uploadID HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

Content-Range: ContentRange

Content-Length: PayloadSize

Content-Type: application/octet-stream

x-amz-sha256-tree-hash: Checksum of the part

x-amz-content-sha256: Checksum of the entire payload
x-amz-glacier-version: 2012-06-01

(@ Note
AccountId ERMAENXHENIKSH AWS IK ID. BRI BIEE AWS IKF ID , th "] Bk
BE-" (EFH) , BEXMERT , Amazon S3 Glacier £/ 5 AKX} Rt TE AR M EIEHE
RERHY AWS IKF= ID, IREFERKS ID , FAE ID REEEAEFH ()0

BERBH
HRIETERERSH.
BRIFK

BRT ATARMEEANERIRAN , WBREEEANTERRL, AXRBAERIRANESR , HTEREL
HRPRk

=20 ETPUN I8
COMEENE-LENTEN i (AFP R ) . 8
KE  FRH
HMINE : T
BR& : &
Content-Range =
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=1 DU

FRRSGEER P LA BHARRPHNFTEE, S3
Glacier fEAILE RIREWMINFBHAMR, bRk
&N EfE RFC 2616, RHBIFRELHA Content-R
ange:bytes 0-4194303/* o

ot

=

RE : FRFEH
MINE : T
AR BETERATEESH DR LEREENRK

/J\o

fm

X-amz-content-

i FEMERAE A SHA256 BRI ( EHEAE ) .

XABIBIE x-amz-sha256-tree-hash ¥Rk
EEMHEREE,

RKH . R
HIAE: T
PR - &

Him

X-amz-sha256-

EEE LANBIEN SHA256 KR E, BXI1TE

tree-hash SHA256 B REE S , BSH I BRI A,
2 . P
BRINE . £
PR& : T
BREX
BREXDEE LENRE.
) Bz

B Zh E4EER S , S3 Glacier IR[E 204 No Content MRz,
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Amazon S3 Glacier FEANGIER

B

HTTP/1.1 204 No Content

x-amzn-RequestId: x-amzn-RequestId

Date: Date

x-amz-sha256-tree-hash: ChecksumComputedByAmazonGlacier

e Ry A Sk

BT PR EREB AR |, BN IR BIE UL TR K, BXBRAMMRANES , 5
58 % AR W RIARSK o

=L

(RS
Bt
=

Xx-amz-sha256-

S3 Glacier I E&ZWERITER SHA256 B %

tree-hash

Mk

SH . PR

W B IE 32

S IRAER IR BRI IE 32,

=~

UT#HREEE—14AMB B9, HRIRETFTERE , FEFEAERFHE K,
RIER

A RE HTTP PUT B3R , L E&A—/N4MB WE, ZBEREKZEIBZ 9B LA ERIRERN L& ID
M URI, Content-Range ¥R ZBAFIRAHENE — 4MB BIEER .

PUT /-/vaults/examplevault/multipart-uploads/
OW2fM5iVylEpFEMM9_HpKowRapC3vn5sSL39_396UW9zL FUWVInRHaPjUJddQ50xSHVXjYtrN47NBZ-
khxO0jyEXAMPLE HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Range:bytes 0-4194303/*
x-amz-sha256-tree-hash:c06f7cd4baacb®87002a99a5f48bf953
X-amz-content-sha256:726e392cb4d09924dbadlcc@ba3b0@c3643d03d14cb4b823e2f041cff612a628
Content-Length: 4194304
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Authorization: Authorization=AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-content-sha256; x-amz-date; x-
amz-glacier-
version,Signature=16b9a9e220a37e32f2e7bel96b4ebb87120ca7974038210199ac5982e792cace

LET-BOLSRER ; BR , BXTUTEEE LERRINH SHA256 MR E |, H X SIS ERN
HNZTEEAE R ZRERLLRTFNNVE, UTERSEABRBN LZ IDREES —KR, ZiFRa
BEEZBBEREHEENT — 4MB LUK 4MB BYER K],

PUT /-/vaults/examplevault/multipart-uploads/
OW2fM5iVylEpFEMM9_HpKowRapC3vn5sSL39_396UW9zLFUWVInRHaPjUJddQ50xSHVXjYtrN47NBZ-
khx0jyEXAMPLE HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Range:bytes 4194304-8388607/*

Content-Length: 4194304

x-amz-sha256-tree-hash:fl0e02544d651e2c3ce90as4307427493
x-amz-content-sha256:726e392cb4d09924dbadlcc@ba3b0@c3643d03d14cb4b823e2f041cff612a628
x-amz-glacier-version: 2012-06-01

Authorization: Authorization=AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20120525/
us-west-2/glacier/aws4_request, SignedHeaders=host;x-amz-content-sha256;x-amz-date;x-
amz-glacier-version,
Signature=16b9a9e220a37e32f2e7bel96b4ebb87120ca7974038210199ac5982e792cace

A BAREMIGF L2 ER ; S3 Glacier 2fE A& —RAEE RARBEARXERNITF
e 52 7= 451

HTTP/1.1 204 No Content

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
x-amz-sha256-tree-hash: c06f7cd4baacb087002a99a5f48bf953

Date: Wed, 10 Feb 2017 12:00:00 GMT

PSS

- BB LEE (RhDBRLERE)
- FRERE(ZBEL{EID)

- ERPERLEE (KMLEEZID)
- PSR EE (MRERZID)
- JIHDBREE (RO BRLER)

(
(
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« SIHER (FRELEAZ D)

- TBREEXBENMR (FBREE)

« @A T Amazon S3 Glacier 9 Identity and Access Management

FFEE
LA 281 S3 Glacier FEANESBRE,

T

- HIRES (FREES ID)
« JREVESHE (FREVGEE )
- Bl (POST fEil )
- SIHES (FREUES )

HiRESS (FREES ID)
ik

WRERBEBEXEZHEINESHNEERE , SEEESEHEH. BHESHAF. ESRERBLE
B | AR ETE Amazon S3 Glacier (S3 Glacier) e FSE BB Amazon Simple Notification Service
(Amazon SNS) £, BEXBHEFHNEZER , ESMAEaEL (POST 4El ) ",

(® Note

LRET L ERELENESHRS. BR , B1ENBUEIRE Amazon SNS TBH EER
BEHEFSERPIEEE , XH , S3 Glacier AIAETEHESFBEMZEE,

S3 Glacier TRRESTE , 15 ID 241 24 MR E LRSS HA,

R
B
BERWMAXESHNEEL , BAAER HTTP GET 3% , ANBERAATRKELES P, FiER , X

URI B R ESBERB ISR S3 Glacier IREIL B R — KR,
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GET /AccountID/vaults/VaultName/jobs/JobID HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: date

Authorization: signatureValue
x-amz-glacier-version: 2012-06-01

(® Note
AccountId ERFBENXHENKFH AWS IKF ID, BAILUIEE AWS K ID , Al Bk #E
BE-" (EER) , EXBERT , Amazon S3 Glacier A 5ARI ERFITERNEILH
REXHY AWS Ik ID. WIREFERAKF ID , 2% ID R BEEMEFH ()0

(® Note

EiZERSP , MREEH JobID , NMNSBREEEXHEFMEAERESHIIR. BXIIL
ESNESER , SR IHES (FREUES ) %

BERSH
BRETERBERSH
HRIRk

IRERERAMAEREBANB R, BXBABRANEER , FERELBERFX,
BERIEX
LRERBEREN
Ug BZ
B
HTTP/1.1 201 Created
x-amzn-RequestId: x-amzn-RequestId
Date: Date

Content-Type: application/json
Content-Length: Length
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FRARER

"Action": "string",
"ArchivelId": "string",
"ArchiveSHA256TreeHash": "string",
"ArchiveSizeInBytes": number,
"Completed": boolean,
"CompletionDate": "string",
"CreationDate": "string",
"InventoryRetrievalParameters": {

"EndDate": "string",

"Format": "string",

"Limit": "string",

"Marker": "string",

"StartDate": "string"
I
"InventorySizeInBytes": number,
"JobDescription": "string",
"JobId": "string",
"JobOutputPath": "string",
"OutputLocation": {

"s3": {

"AccessControlList": [
{
"Grantee": {
"DisplayName": "string",

"EmailAddress": "string",

"ID": "string",

"Type": "string",

"URI": "string"
I

"Permission": "string"

1,

"BucketName": "string",

"CannedACL": "string",

"Encryption": {
"EncryptionType": "string",
"KMSContext": "string",
"KMSKeyId": "string"

},

"Prefix": "string",

"StorageClass": "string",

"Tagging": {

S
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FRARER
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"string": "string"
},
"UserMetadata": {
"string": "string"
}
}
1,
"RetrievalByteRange": "string",
"SelectParameters": {
"Expression": "string",
"ExpressionType": "string",
"InputSerialization": {
"csv": {
"Comments": "string",
"FieldDelimiter": "string",
"FileHeaderInfo": "string",
"QuoteCharacter": "string",
"QuoteEscapeCharacter": "string",
"RecordDelimiter": "string"
}
1,
"OutputSerialization": {
"csv": {
"FieldDelimiter": "string",
"QuoteCharacter": "string",
"QuoteEscapeCharacter": "string",
"QuoteFields": "string",
"RecordDelimiter": "string"
}
}

1,

"SHA256TreeHash": "string",
"SNSTopic": "string",
"StatusCode": "string",

"StatusMessage": "string",
"Tier": "string",
"VaultARN": "string"
}
e R AR 5

I 38 1R AR 68 AR K 25 B0 238 AR Y MR R SK o

BXEBRAWMNLNEER , BHSHE AR,

S
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g B IE 32

MR IEXXEBELLT JSON FE,
Action

£%3£ 8, € ArchiveRetrieval, InventoryRetrieval = Select,

KA . FRFEH
Archiveld

A select B FREFBEROME ID. &N, FEN null,
KA . FRFEH
ArchiveSHA256TreeHash

HERRESHENMEEN SHA256 MR H. N TERERRES , LFERHA null.

KR . ZHH

ArchiveSizelnBytes

XF ArchiveRetrieval % , XREEBERTHMW/RHOKND (UAFTHEMN ) . WTF
InventoryRetrieval £ , ZEXR null,

=

KA . ¥,F
25K

ESRES, SURIEERRES TG , EREA RIESHH (REEH ) RKEUES 5
o

KH : mRE

CompletionDate
ES1E R T A BT B A AT (UTC) BY R, HESFER#ITH , REFHZE,

KE : FREH

CreationDate
BIERESH UTC A,

KR : BLISO 8601 HHRARRIWERSE |, Hl 2013-03-20T17:03:43.2217Z,
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InventoryRetrievalParameters
RATEBEBERZNRMASH,

F A : InventoryRetrievalJoblnput ¥ &

InventorySizelnBytes

XF InventoryRetrieval % , XRBERTEHNBFENRDN (AFTHEM ). W TF
ArchiveRetrieval & Select % , &R null,

el B

JobDescription
FBERHESHEHNESHEHR,
KH . FHH

Jobld
¥riR S3 Glacier FHESH 1D,
XKH . FHH

JobOutputPath
SEESHMEHNE,
KH . FHH

OutputLocation
— IR, HPEBEEX select FFERNB RN EFRNUENES.

A : OutputlLocation XF &

RetrievalByteRange

HMRRERESARENFETBE , 8N R “StartByteValue-EndByteValue’s, MREBREMR
KEHEEDE , MKRBENMYE ; 3 B StartByteValue EF 0, EndByteValue EF T KB
1, ¥TFEEREKH select 5, LFEF null,

KA ZHH
SelectParameters
—AMNR, EFIEEXAT select WSHMEE,

2K A . SelectParameters SR
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FRARER

SHA256TreeHash

HRBERCEN SHA256 MR HE, MREEN Sa){El (POST fFil ) FREE T USRS

FNFHEE , WHFERLIREE, AXREFTERRNMERBXNTFHNESER ,

FERt R A,

NFREEBENUENVEZFES R , WEE ArchiveSHA256TreeHash EAH[E,

EUTERS , FEA null :
s BEERUMERFZXNFTHWBENMBERLEES,

- EESTRIMEENCEEF BESIREN InProgress WERMES,

- BEES
® ﬁ*¥1}%o

KA ZHH

SNSTopic
BEPOEAR Amazon SNS =3,

KR R

StatusCode
BRESRSHARE,
AMUE: InProgress | Succeeded | Failed

KE : FREH

StatusMessage
BRESRSHE T HEE.

KA . ¥R
EE

AT select HEERZNBIE T,
B {E: Bulk | Expedited | Standard

KH . PR
VaultARN

FESAEFRRHXHERAmazon BREF (ARN).

FSH T HH

S
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RE . FHE

iR

BX Amazon S3 Glacier R EMEREENER , BSHAEIRIAL
R

LTREIERTREMENESHNER,

RBIER - FREVESS ik

GET /-/vaults/examplevault/jobs/HkF9p60o7yjhFx-
K3CGl6fuSmeVzWI9T7esGQfco8nUXVYwS@jlb5gqllZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLEjobID HTTP/1.1
Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Xx-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6b25a715ce900a5b45b03da0447acf430195dcb540091b12966F2a2

e B2 7R 451

"Iﬁ]F'IEXK’E}E}’*ijF*EXE’\J JSON, FiEE , N THERERRNEERLRMES , JSON FERMEE, B
, HFBRTERATESRERN , EERN null, ATRERRRESHROIEA, HIEBUTLL

« Action FER{EF ArchiveRetrieval,

« ArchiveSizelInBytes FRER T HERZEFHIERWHERHI KN,

* ArchiveSHA256TreeHash FERER T BN HERMN SHA256 MR F,

* RetrievalByteRange FRETRTEBHEFERFERNTEE. ELUHROIF , FRTEMYE,

« SHA256TreeHash FERE R T BIESERFEREEMN SHA256 WMEWRFH, ElREH K ©E
ArchiveSHA256TreeHash FEME , XEWREFER TBIMHE

« InventorySizeInBytes FEEN null , RRAEFTE Fﬁ?*élﬁ*A%TI

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: application/json

Content-Length: 419

HIRES API| MR 2012-06-01 441



Amazon S3 Glacier FEANGIER

{
"Action": "ArchiveRetrieval",
"ArchiveId": "NkbByEejwEggmBz2fTHgJrg@XBoDfjP4q6iu87-
TjhgG6eGo0Y9Z8il_AUyUsuhPAdTqLHy8pT15nfCFImD12yEZONi5L260mwl2vcs@1MNGNtHEQL8MBTfGlqrEXAMPLEAT chi
"ArchiveSizeInBytes": 16777216,
"ArchiveSHA256TreeHash":
"beb0fe3lalc7ca8cb6c04d574ea906e3f97b31fdca7571defb5b44dca89b5af60",
"Completed": false,
"CompletionDate": null,
"CreationDate": "2012-05-15T17:21:39.339Z",
"InventorySizeInBytes": null,
"JobDescription": "My ArchiveRetrieval Job",
"JobId": "HkF9p607yjhFx-
K3CGl6fuSmeVzW9T7esGQfco8nUXVYwS@jlb5gqllZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLEjobID",
"RetrievalByteRange": "0-16777215",
"SHA256TreeHash": "beb@fe3lalc7ca8c6c@4d574ea906e3f97b31fdca7571defb5b44dca89b5af60",
"SNSTopic": "arn:aws:sns:us-west-2:012345678901:mytopic",
"StatusCode": "InProgress",

"StatusMessage": "Operation in progress.",
"Tier": "Bulk",
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"

UTREERRESHROIEE, FEEUATILR

« Action FE{EXF InventoryRetrieval,

« ArchiveSizeInBytes, ArchiveSHA256TreeHash #l RetrievalByteRange FERERNZE ,
RARXLEFRFAERTEEREES.

« InventorySizelInBytes FER{EN null , RAESMHEHRIT , AN THELERFER, WR
ESELNBRESERFS TR , WL F RN SR M HH KD,

"Action": "InventoryRetrieval",
"ArchiveId": null,

"ArchiveSizeInBytes": null,
"ArchiveSHA256TreeHash": null,

"Completed": false,

"CompletionDate": null,

"CreationDate": "2012-05-15T723:18:13.2247",
"InventorySizeInBytes": null,
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"JobDescription": "Inventory Description",
"JobId": "HkF9p607yjhFx-
K3CG16fuSm6VzWIT7esGQf co8nUXVYwSQjlb5gqlJZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLEjobID",
"RetrievalByteRange": null,
"SHA256TreeHash": null,
"SNSTopic": "arn:aws:sns:us-west-2:012345678901:mytopic",
"StatusCode": "InProgress",
"StatusMessage": "Operation in progress.",
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"

UTHI%T —MNETHERRRESHEL , ZEFSESATREXHFEBTLERLRS THRIL,

"Action": "InventoryRetrieval",
"ArchiveId": null,
"ArchiveSHA256TreeHash": null,
"ArchiveSizeInBytes": null,
"Completed": true,
"CompletionDate": "2013-12-05T21:51:13.591Z2",
"CreationDate": "2013-12-05T21:51:12.281Z2",
"InventorySizeInBytes": 777062,
"JobDescription": null,
"JobId": "sCC2RZNBF2nildYD_roe®J9bHRAPQUbDRkmTdg-mXi2u31c49uW6TcEhDF2D9pB2phx -
BN3@JaBru7PMy0l1fXHdStzu8",
"NextInventoryRetrievalMarker": null,
"RetrievalByteRange": null,
"SHA256TreeHash": null,
"SNSTopic": null,
"StatusCode": "Succeeded",
"StatusMessage": "Succeeded",
"Tier": "Bulk",
"VaultARN": "arn:aws:glacier-devo:us-west-2:836579025725:vaults/inventory-
icecube-2",
"InventoryRetrievalParameters": {
"StartDate": "2013-11-12T13:43:127",
"EndDate": "2013-11-20T@8:12:4572",
"Limit": "120000",
"Format": "JSON",
"Marker":
"vyS0t2jHQe5qbcDggIeD50chS1SXwYMrkVKo@KHiTUFEYXBGCqRLKaiySzdN7QXGVVV5XZpNVG67pCZ_uykQXFMLax0SL
},
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PSS

« FREVESHE (BRI )
- & T Amazon S3 Glacier B Identity and Access Management

REVES f i ( FRENS i )
iR

LRESTRIEER E1Fl (POST fFl ) BaINESHMHE. RESERIESHEENESR
B, AN IERORABRRXHEFEEE,

BRLUTHARESHE BT EEFTEE THHEHN —5H0, ¥ THRNBERRES , &
BRIt X 7E Get Job Output W RIE#7k IR B B9 K3 T 8 K/ #EATRAE

NTFEERRES , ENBRIEXNEEEMPERF. MRTHRBI2HE  WRBAXNETEREENFTT
SEEl. Hlin , MRIEE bytes=0-1048575BHE , MEFEERIE FTHK/NH 1048576 F 17, MR THE
MR | NFAE KD RE E4£E] Amazon S3 Glacier (S3 Glacier) FIR4ZRHI K/, Get Job Output I 57
AIARSK A th IR B FE KN

NTHERRESHER , REEGEENFTERE , S3 Glacier BEZH 2 HEANRKN, EBRRET
BOWHs REBNKE  FEFFHRITERRMN , RIHERS A , A ARIEXPEEMIH — 3.

S3 Glacier ERFRESE , F5 ID EAE 24 PRI, BFRRIR , LA LIFE S3 Glacier T
FEEH 24 PEHBRATHES M

B3R
E'E
ERRESHE , B LIE4SEESH GET 89 URI KX HTTP output iE3R,

GET /AccountId/vaults/VaultName/jobs/JobID/output HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

Range: ByteRangeToRetrieve

x-amz-glacier-version: 2012-06-01
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® Note
AccountId ERHEBEXHENKFH AWS Ik ID, BEILUEE AWS Ik ID |, t ] BAUEE
BE-" (EER) , EX#BERT , Amazon S3 Glacier 5 AR ERFITERNEILH
REXHY AWS K ID, HREFERAKS ID , BH2E ID FEBESEMEZSR (o

BERSH
LRETERBERSH
HRIRk

BRTFREREBRAMNERIRKI  WBRERERUTERRL. BXBRIERIRANES , BSHAERL
HRPRk

=x #iR I8
Range )

EMNGHRRNFTEE. flan, MREETERE 1048576 F
T, BEECE bytes=0-1048575 . BXEZEE , BH
FBEEAFRENL . ZEEERFIEFSERPEENEME
EREXNMEN. MABERT , LEFLTHRENM R,

MRESHERA , WETTERA Range HRIRARK R
HE—8f 0. X, BEBURPMZTXRTHENME T,
plan |, RIREE 1GB EFHERETH , BRE—IRXTH
128MB #IERX R |, M EHB/\NREES I HIER, SFER
LTRETHRESHL :

1. B A Range frkiEEM NN FTSEE R T & 128MB %
HX R, BIFRRWEFFE 128MB HiE.

2. EHIE—E , M EERARNREN, BANITER
FPRBRABENREN , BN eE5EEmNPEREIHRE
MR , UEBREKRE T rFrETRENHIE.

3. WA HEENFAENAN 128MB RREEMITLSE 1M 2, &
REBIEEMNNFTEE,

4. THESHENFIERE , BB/ IMREANENTIR,
TTEXEENIRTERS  USGHEMENREN. €A &
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Amazon S3 Glacier

FRARER

&% R PR

BES (FREUMESS ID) #BR4E , FREUNERE T R EHNES

MIESEE. WA EIE S3 Glacier FFHHNEMIRNRE
Mo BUCHEESSUTENRBEMALLER , KRG ER
TR TEIMMERAR.

RE . TR

RIANE . F

BR& : 7o

ERIEX
HREREEREX.
I3 1

E&

NFREMEFSHEARRER , FS5HEMMSIRE 200 0K MRAB. HiFRBIRE (F
m, MREEERFIEET Range #rk ) i, MLIREMB AT 206 Partial Content,

HTTP/1.1 200 0K

x-amzn-RequestId: x-amzn-RequestId

Date: Date

Content-Type: ContentType

Content-Length: Length
x-amz-sha256-tree-hash

: ChecksumComputedByAmazonGlacier

[Body containing job output.]

UEIVEZ S

PRk

Content-Range

B
it

REES fa i
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PR3k iR
S3 Glacier BREINZTEH., MRERTHIPoHE , MMNLIEHM S3
Glacier REIN FZTBE

fla0 | bytes 0-1048575/8388608 4 M 8MB iREH] 1MB,

BX Content-Range #AMEZER , BRI NTLEHRLFERE

VA
o

SES

o
2
it

Content-Type .
NBRBEERTESHHRERER XA EFE,

FFREHIE , NBELEN application/octet-stream o

NFXHEBE , MREERHESIIERT CSVER , NIARKE
N text/csv. BN , BIABERT , LLJSON REIX#4EEE |, HE
RAEH R application/json .

RE : TR
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Amazon S3 Glacier

FRARER

PR3k

x-amz-sha256-
tree-hash

W B 1E 32

DU

R AR BENREN. REEREMERRESHH LN , T2RE
Prko LS, MNRF I ESTIER P IE RV REIET E LA 0 % 34 57

, FERIES B H P ETHRAEE BUMER BN , MR 2E
To BXRUMERBXFAEENESESR , HSH" T EBIER EHER
wA",

o, MREELENEIESERPEE T ERRNUMERFNTHE
B ( 2REBEMER) , WERRIEGEUTRGT THHBENREM

CIREL T R RBFEHENEE

FBERTREBENFHEE , ZBENKDA 1 KFT (1024KB) F
D2ME , HEEHERNENERNENBERCE R DIEEHR, Fl,
MREEAE 3.1MB R ERHE , HELEETERENER (1ZEERE
BT IMB , £RTF 2MB ) , Ml x-amz-sha256-tree-hash &1k
A RIARLIR A,

FBERTRRBEFEPERENEE ( ZEEMNERLE N BIEN SR
E) , ZEENERUENERRWEERLEAT TN 2 WEERTR
NF 1 JEFFT (1024KB) I R/MIEER. Bl , IREE 3.1MB Kk
REE , HELIEETEE (BEERT 2MB , ERTHREHNE R
fI& 3.1MB ) , Ml x-amz-sha256-tree-hash &/ERNNERFRKIR
[ml,

o
2
it
&
1

S3 Glacier MM IEXFIREESHiH, BIBESKE  WHTUNERABRRXEEERT. ORH
NHEFE  NRNERT , BRIRKMENET JSON EXIRE,

{

REES fa i
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FRARER

"VaultARN": String,
"InventoryDate": String,
"ArchivelList": [

{"ArchiveId": String,
"ArchiveDescription": String,
"CreationDate": String,
"Size": Number,
"SHA256TreeHash": String

}I

MREERFINHEFTRESHERT CSV A , MXHEFELU CSV RABREEENF, %

CSV#:{Bh

%l : “Archiveld”, “ArchiveDescription”, “CreationDate”, “Size”#1“SHA256TreeHash” , BN E NS

AL JSON FEREYE XM Eo

(® Note

FEIRER CSV A , BEINFERABENFTEANSSEEX, 22ESHNE|IFH

FEREIREIRN AL ANE| SERERK, a0 , my archive description, 1 iRERN "my

archive description,l1". AMN5|S#ERRMIREF RN 5|5 7 £F i 7E 5 H
MRFHIEFRE L, Bl , my archive description,1"23RE} "my archive

description,1\"2" , my archive description,1\"2iRE} "my archive

description,1\\"2". RFHIFRFFHITH L.

JSON MR EXBELT JSON FE&,
ArchiveDescription
VEE 30k pus

KR FBHH

Archiveld
EES: RIS

KR FHH

REES fa i
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ArchiveList
MEABEHE, BEPHNSIMBEASRTIXEEDRTEN —MERN THIEE,

KA A

CreationDate
BIEMEREN UTC BHEIRIAYE,

KA : BLISO 8601 HEIRARRNERSE |, il 2013-03-20T17:03:43.2217,

InventoryDate

NXHERITERETENHE LREFER/N UTC BHIMESE, BE S3 Glacier B R/ER —IX
XHERE  FEAHET2NER ; AEE LB REE SRX XA ERITE AN BRi% R/
BRIER , BRARS2EF.

KA : BLISO 8601 HHRARRWERSE |, il 2013-03-20T17:03:43.2217Z,
SHA256TreeHash

(EES: DS PR

K FHH
VA

BERAXN (LFTREMN)

KR . HF

VaultARN
MHIER R R Amazon FIRE# (ARN) &R,
RE . FNEH

iR
B X Amazon S3 Glacier REMNEREENEERE |, FSRERIR,

el

UTREIERTRR-ENVESHNER,
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A1 TEE

Rl % S3 Glacier RV EH B F #4RE RES B RMERHEIE,

RIER

GET /-/vaults/examplevault/jobs/HkF9p60o7yjhFx-

K3CG1l6fuSm6VzWIT7esGQf co8nUXVYwSQjlb5gqlIZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLE jobID/output
HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Xx-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6b25a715ce900a5b45b03da@447act430195dcb540091b12966F2a2

e B2 7 451

LTRMRRRESW RGIER, HEE , Content-Type #53kF application/octet-
stream, }#H x-amz-sha256-tree-hash #rXBEFEEMNH | XEWREREFAEESHIE,

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
x-amz-sha256-tree-hash:
beb0fe3lalc7ca8c6c04d574ea906e3f97b31fdca7571defb5b44dca89b5af60

Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: application/octet-stream

Content-Length: 1048576

[Archive data.]

LTREERREISHW RGN, EEE , Content-Type #53kH application/json. BiEE
E | WA x-amz-sha256-tree-hash #rk,

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: application/json

Content-Length: 906

{
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault",
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"InventoryDate": "2011-12-12T14:19:01Z2",
"ArchivelList": [
{

"ArchiveId": "DMTmICA2n5Tdqq5BV2z70g-
A20xnpAPKt3UXwWxdWsn_D6auTUrWekwy5QyjOxd1MCEImBYVMQ63LWaT8yTMzMaCxB_9VBWrW4Jw4zsvg5kehAPDVKcppl
oA",

"ArchiveDescription": "my archivel",

"CreationDate": "2012-05-15T17:19:46.700Z",

"Size": 2140123,

"SHA256TreeHash":

"6b9d4cf8697bd3af6aalb590a®b27b337da5b18988dbcc619a3e608a554ale62"
.
{

"ArchiveId": "21HzwhKhgF2JHyvCS-
ZRUF@8IQLuUyB4265Hs3AXj9MoAThz7tbXAvcFeHusgU_hVi01lWeCBe®N51sYYHRyZ7rrmRkNRuYrXUs_sj12K8ume_7mKO_
uHE1oHqaW9d37pabXxrSA",

"ArchiveDescription": "my archive2",

"CreationDate": "2012-05-15T17:21:39.339Z",

"Size": 2140123,

"SHA256TreeHash":

"7f2fe580edb35154041fa3d4sbsldded3adaef@c85d2ff6309f1d4b520eeecdal3™
}
]

Rl 2 AT EE D

L RPIR K 3R S3 Glacier RN EH B HREREFERMARHHEN -0, ZEREATT
IEH Range #rk , BAMERKERET 1024 F1,

~E R

GET /-/vaults/examplevault/jobs/HkF9p607yjhFx-

K3CG1l6fuSm6VzWIT7esGQf co8nUXVYwS@jlb5gqlIZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLE jobID/output
HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Range: bytes=0-1023

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447actf430195dch540091b1296612a2
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e B2 7 451

TR IHMmMERT 206 Partial Content MR, FEULZHISH | 19EEZIE Content-Range
¥Rk |, ZFRLIEE T S3 Glacier REIFF1TBE,

HTTP/1.1 206 Partial Content

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Range: bytes 0-1023/8388608

Content-Type: application/octet-stream

Content-Length: 1024

[Archive data.]

PSS

- HIRES (FREES ID)
- BEzhfEdl ( POST fEML )
- & T Amazon S3 Glacier B Identity and Access Management

BzhfEl ( POST 4B )

WIREN BN AT R E M Amazon S3 Glacier (S3 Glacier) £5 :

« archive-retrieval — &R

+ inventory-retrieval — BRI E

E&A

c DB ERIXHEBTERRES
- TR

« TBi

« HXHZ
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B ERB G EBTERRES

RENMEFINHESERRSRE  XEREERERHES. — B3, T EEUHEEL. KRS
BERINDR -

1. £/ Bai Rl (POST 1Rl ) RIERIIRRES

/A Important

BIEREZREIESHEEIRETSZTWIERULKLE PolicyEnforcedException
MEW. BEXBERRKRENESZSEE , BSHIS3 Glacier HIER REKB, AX
PolicyEnforcedException REMNEZER , BSHEREA,

2. ®ESERE , A REESHE (REME L ) BETHFT.

REBERERDEIT. HERIREESFE , S3 Glacier 2B EFHENNPIREES ID. S3
Glacier SERESSEY , BAIBUREVES il ( HRIFERE ) . AXREDNESFHENER , SRR
HBES R (FREUH ) "R1F,

ESHBMETH , RlE , BFRFENEAH, EWEESANTR , BHUATERE

« f£/ Amazon SNS @& — B A LA E — Amazon SNS & , S3 Glacier 2EEETERERIZE
BEMBEH, BALLRESMESIERIEE SNS £8. RETE S3 Glacier ERESE , RETA2KE
B, BRTHEMESERIBE SNS TEUS , BEATUR B XHENSHEER , X8 , REH
AHAFERRIBELRISELN, EXELEE  BSHREXHEBANEE (REBHES ) .

« REESEAGE — HESEEHRTH , BANER HIRES (FREUES ID) HRUFKEUES IR
AER, BR , EAMMN A ERMEA Amazon SNS B H R EES AR Ko

(® Note
ENEANRIRNESEBESRA B ES (REUES ID ) KIWEREMEE.

NTRESH , MREEXHEFRIMTHPBAEKE , FAUEENEHESFTERFIEET SNS
E& , W S3 Glacier 2 R EXRMEH, BXREZFEE , FERAREXMEEANEE (REBEAR
E).
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MHEBR

MIBE — R R AR STHER BEIFTHE |, S3 Glacier RABRHAEH —AXHESE, WREL
POBRE R EREXNXHERITIERMBBRERNIRE , WFRS2EHEFZBAH, HEBAXHEEBTLER
FESET |, S3 Glacier BREIEHIE —RERBE | ZEE 2B RRR | A 2K EIE,

S3 Glacier AXHEQRE—HFRER , BEFELY¥ R (RE—X ) iH , ZEREFITATRRE
=

BARRAERINBMERLERERRNGEFTRERMTAFL. BR , RREEFF/IRET BIERE |
BiZEFEFmAER T & E2 %) S3 Glacier BRI TEIE, bt , AR , XHEEFN TRE
FEREHEFTNEESEGEXHEEFRITHERBA. AXRFREESAEPERENBEFZERNE
ZEE , BEHAMRALE X,

BEFERRTE
ERLIEN R RAE B SR ERS , RIRFRRAF LB .
YRR B iR

BIERHESERPAXLESHIEEE , B LMK RE StartDate M EndDate ZEBIBZHHRMN
ERIWE, M4&IRMEFE StartDate Z/5H EndDate 2 B8 EMRYE, WMRE[UEM StartDate
MARM EndDate , M 4K RE StartDate 2 ERIEMNAENKRINEE, WRE{URMH
EndDate , MR # StartDate , M &K R EndDate ZRIBIEMNATIERRNF R,

PR&IIRIERAYE R IE

BEEBHESERPRE Linit S, ALURHFHRENFENEHE, FRESHHITENFEM
BEREZAEEN Linit. NRFEZFREWMETAH , WERLKD R, EFTM2E , EUER #
BES (FREUES ID ) BERDNEEESHESERPEANRFIL. ZHFICRHERRRT —AFEM
BENER, BEEAZNERESHETFNRICRERHBHESTER , TUHKRNEE, WIR
5, EEMNERESIRE—MNRE null BFR1E (XIERTEZE LT A TH).

AL Limit SRERERESH—EER.
XTERCENHERER

BALABIMMERIE SCENEREIERRRRE, N TEFEENERRRRERR , Bl
EERENFTTEREMYR, BHENTEYLAUKFT (MB) MF. T2 , SUERBELTATHE
IMB B[R , A EEEEREM 1 X AH IMB BRFESFTRENERE. WREFLENHEL

FTREZBALUIRZTIXIT , WHBAESIRE 400 WAL, A, I THAEREEERRIESHE &K
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EESHE (REGE ) ) THRNEENRENE , SELFAAMTER BT BRUMER BTN
SEENESZEER , BE R T HEBEEERRE N,

R, fRENtER

ERFHUERRESE , BUUEBEREXH Tier FERHPEEATEIZ — :

* Expedited - MIEE AT LEBRFEZZRIBFEREFRHBRNRBTRBIE. XN TERTHEABEHR
(250 MB+) Z SN AR EbfR | ERAMBRZEHRKBEEREE 12 5 28R,

* Standard - IRERATFEERNRABRENESESE. ERKERTENRERERE 3-5
N A, MWIRTUR RIS ER AT ESERVIMIAIED

* Bulk - ##2/Z 2 S3 Glacier WRERAZE , EEATUE-RAUBREBEHNRERRZAE (EER PB
&) BIE. ERHERFRNBEREE 5-12 MR ATA,

BRMEMLBLRNESEE , BSHEM AWS 25K 3R S3 Glacier 15,

HXR

EEMES , BEHLER HTTP POST 5% , HHFERMAZIXHEN jobs FRIFER, BAUERE
REY JSON XHHIEEEFERNIEFEMAFE . FFLBERBEN Type FRIEEM, (7% ) B LUE
7E SNSTopic FE¥ KR S3 Glacier EEREF AL ME X MIBEAHH Amazon SNS £,

® Note

=@ Amazon SNS X BA , BXAHBECEEE ( WREFFREFE ) . S3 Glacier TR &
BIREB, ZEBMLIEBM S3 Glacier XU EFEZWHERYWHR. S3 Glacier T2 X4
ERBENOZEBRANET. IREFEEIHRENRE , WEFEESERGE , BUEEF2K

E@ 4,

Bx
UTRATEIESHNERIEE,

POST /AccountId/vaults/VaultName/jobs HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue
x-amz-glacier-version: 2012-06-01
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FRARER

{

"jobParameters": {
"ArchivelId": "string",
"Description": "string",
"Format": "string",

"InventoryRetrievalParameters": {
"EndDate": "string",
"Limit": "string",
"Marker": "string",
"StartDate": "string"

iy

"OutputLocation": {
IISBII: {

"AccessControlList": [
{
"Grantee": {
"DisplayName": "string",
"EmailAddress": "string",
"ID": "string",
"Type": "string",
"URI": "string"
},
"Permission": "string"
}
1,
"BucketName": "string",

"CannedACL": "string",

"Encryption": {
"EncryptionType": "string",
"KMSContext": "string",
"KMSKeyId": "string"

1,
"Prefix": "string",
"StorageClass": "string",
"Tagging": {
"string" : "string"
},
"UserMetadata": {
"string" : "string"
}
}
1,
"RetrievalByteRange": "string",

BaEs
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"SelectParameters": {

"Expression": "string",
"ExpressionType": "string",
"InputSerialization": {
"csv": {
"Comments": "string",
"FieldDelimiter": "string",
"FileHeaderInfo": "string",
"QuoteCharacter": "string",
"QuoteEscapeCharacter": "string",
"RecordDelimiter": "string"
}
1,
"OutputSerialization": {
"csv": {
"FieldDelimiter": "string",
"QuoteCharacter": "string",
"QuoteEscapeCharacter": "string",
"QuoteFields": "string",
"RecordDelimiter": "string"
}
}
1,
"SNSTopic": "string",
"Tier": "string",
"Type": "string"
}
}
(@ Note
AccountId ERAEXHEMKSTH AWS IKF ID. EAILIEE AWS IKF ID , thaJ A%
e (EZH) | EXRER T , Amazon S3 Glacier 8/ 5 k3 Rt T % H4E AR
KB AWS Ik 1D, MREEAIES D, H2E ID FEEEMETH (),
BERIEX

FREZFRENXPRA JSON BRI A TR
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jobParameters
RUHEATEEESEENIEDL,

A : jobParameters JI R

MHE =

3 32
S3 Glacier BB 755, HMEH , ELEREESFH URL,
B

HTTP/1.1 202 Accepted
x-amzn-RequestId: x-amzn-RequestId
Date: Date

Location: location

x-amz-job-id: jobId
Xx-amz-job-output-path: jobOutputPath

M B2 B Sk
PRk iR
Location

ESHAEN URI BB, BAUEAL URI BERERESRS. BXEZE
B, BERHERES (FREES ID) .

Xx-amz-job-id

EKH . 2R
RINE : L

X-amz-job-

output-path 174# Select £ RN ERKRER,
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PRk iR
KR . FREH
SRIANE - T
) 37 1F 32

138 4E 3R B B2 IE 3o
iR

BX T Pt Amazon S3 Glacier I#EH E L ATEEER IR |, WIREESIEUT —1MHZNMEIR. BX
Amazon S3 Glacier iz E EUARERREBFIIXR | FSRE R,

KB iR HTTP RASRE RH
InsufficientCapaci MRESERENERELELIMNEE 503 Service RF
tyException R, MEREEARB, ERMGER  Unavailab 2=
FTEKER , FTEATHRESHE e
K&,
]|

RIER : BIEERERES

POST /-/vaults/examplevault/jobs HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dch540091b1296612a2

"Type": "archive-retrieval",

"ArchiveId": "NkbByEejwEggmBz2fTHgJrg@XBoDfjP4q6iu87-
TjhgG6eGo0Y9Z8il_AUyUsuhPAdTqLHy8pT15nfCFImD12yEZONi5L260mwl2vcs@1MNGNtHEQL8MBTfGlqrEXAMPLEATr chi

"Description": "My archive description",
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"SNSTopic": "arn:aws:sns:us-west-2:111111111111:Glacier-ArchiveRetrieval-topic-
Example",
"Tier" : "Bulk"

LTREREXHW =G , ©fFH RetrievalByteRange FERIEETERZENRRTBE,

"Type": "archive-retrieval",

"ArchiveId": "NkbByEejwEggmBz2fTHgJrg@XBoDfjP4q6iu87-
TjhqG6eGo0Y9Z8il_AUyUsuhPAdTqLHy8pT15nfCFImD12yEZONi5L260mwl2vcs@1MNGNntHEQL8MBFGlqrEXAMPLEAT Chi

"Description": "My archive description",

"RetrievalByteRange": "2097152-4194303",

"SNSTopic": "arn:aws:sns:us-west-2:111111111111:Glacier-ArchiveRetrieval-topic-
Example",

"Tier" : "Bulk"

e B 7R 451

HTTP/1.1 202 Accepted

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q

Date: Wed, 10 Feb 2017 12:00:00 GMT

Location: /111122223333/vaults/examplevault/jobs/HkF9p607yjhFx-
K3CGl6fuSm6VzW9T7esGQf co8nUXVYwS@j1lb5gqlIZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLE jobID
x-amz-job-id: HkF9p60o7yjhFx-

K3CGl6fuSm6VzW9T7esGQf co8nUXVYwS@j1lb5gqlIZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLE jobID

RBIER  BHBRRRES

LTEREBHFERRMES , UM examplevault XHFEREERFIR, EHEREXH ,RENR
Format By CSV RRBEASLL CSV BRIRE,

POST /-/vaults/examplevault/jobs HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Content-Type: application/x-www-form-urlencoded

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dch540091b129662a2
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{
"Type": "inventory-retrieval",
"Description": "My inventory job",
"Format": "CSV",
"SNSTopic": "arn:aws:sns:us-west-2:111111111111:Glacier-InventoryRetrieval-topic-
Example"
}
e B2 7R 451

HTTP/1.1 202 Accepted

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q

Date: Wed, 10 Feb 2017 12:00:00 GMT

Location: /111122223333/vaults/examplevault/jobs/HkF9p607yjhFx-
K3CG16fuSm6VzW9T7esGQfco8nUXVYwS@j1lb5gqlIZ55yHgt5vP54Z5hjoQzQVVh7vEXAMPLE jobID
x-amz-job-id: HkF9p6o7yjhFx-
K3CG16fuSm6VzW9T7esGQfco8nUXVYwS@j1lb5gqlIZ55yHgt5vP54Z5hjoQzQVVh7vEXAMPLE jobID

RIER : E£RBAMERRERFIREHFERRES , URRET -TUERTENEEER.
LT #ERER R B LR IRERSIRE 3 XHETERRIES.

{
"ArchiveId": null,
"Description": null,
"Format": "CSV",
"RetrievalByteRange": null,
"SNSTopic": null,
"Type": "inventory-retrieval",
"InventoryRetrievalParameters": {
"StartDate": "2013-12-04T21:25:42Z",
"EndDate": "2013-12-05T21:25:427",
"Limit" : "10000"
},
}

ARG T ERAMBEIRES (FREUES ID ) FREWFRCRRT —TUFR T A NEEER.

"ArchiveId": null,
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"Description": null,

"Format": "CSV",

"RetrievalByteRange": null,

"SNSTopic": null,

"Type": "inventory-retrieval",

"InventoryRetrievalParameters": {
"StartDate": "2013-12-04T21:25:427",
"EndDate": "2013-12-05T21:25:427",
"Limit": "10000",

"Marker":
"vyS@t2jHQe5qbcDggIeD50chS1SXwYMrkVKo@KHiTUFEYXxBGCqRLKaiySzdN7QXGVVV5XZpNVG67pCZ_uykQXFMLax0SL
},
}
e Rz 7R 51

HTTP/1.1 202 Accepted

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q

Date: Wed, 10 Feb 2017 12:00:00 GMT

Location: /111122223333/vaults/examplevault/jobs/HkF9p607yjhFx-
K3CG1l6fuSm6VzWIT7esGQf co8nUXVYwSQjlb5gqlJZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLE jobID
x-amz-job-id: HkF9p60o7yjhFx-

K3CG1l6fuSm6VzWIT7esGQf co8nUXVYwSQjlb5gqlJZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLE jobID
x-amz-job-output-path: test/HkF9p6o7yjhFx-
K3CG16fuSm6VzWIT7esGQfco8nUXVYwS@jlb5gqlIZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLE jobID/

S

- HIRES (FREES D)
- REESHH (B )
- & AT Amazon S3 Glacier K Identity and Access Management

BIHAESS (FREES )
1R

HRELIIHXHENES , SREEHTHESUARKETENES.
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(@ Note
Amazon S3 Glacier (S3 Glacier) EMI MR &RIE XN ESZS S NXEETSZRE —EETE ; B2,
TRASHKREEXNES. BAUMURREETRESHAE. EESERE , BIFTROE
SRE—BitE , BUUEEIESERBARLEGERZ R FTHAMNER TREESHH,
flan , REEEHIERERTSUTEER, FF5EHE , EFBTEHER , BREE TR
BiR, EXHBERT , EUNEESFENEAHATEHHR.

List Jobs BEZHEI . BRIZHBAEFMMN Marker FE&, MREEELHHNES , N
Marker ZEBIFIEEN null, MREBELHHNES , W Marker FEFRE NI null & , BAIfE
RiZEHKEXNIRS T, BREMNBEFSZSHBOESIIER , B marker BRSHBIZE R BN Z B
M Marker ERIKREHIZESH List Jobs B,

FHABYEERFIEE linit SHRREWAFIRE & AELBEREE. FRINRES 50, RE
KR BT RED T RREIE , EXKZF 2B RHE,

WA, BIET LB EEAER statuscode ZEA/Z completed SECKRIFEIREINES IR,
/8 statuscode S8 , BALIIEERIREE InProgress, Succeeded = Failed RAEE K
%, £ completed 2% , UL ERREETEMK (true) WESTHAKRTR (false) WES.

LR
G
EREMAERENESFIR , EEXHEN GET FHRFRH URI K% jobs HR.

GET /AccountId/vaults/VaultName/jobs HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue
x-amz-glacier-version: 2012-06-01

@ Note
AccountId HERFENXMHENIKFH AWS IKF ID, BRI LIEE AWS K ID , BT bUE#E
BE-" (EER) , EXHERT , Amazon S3 Glacier fEA S ARI ERFITERZ W E L
KEXHY AWS Ik ID, IREFERAMKS ID , BOE ID R EEFEEZFH (-)o
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BERSE
AW iR AIE
completed )
EREIWESHIRS. BULIERE true & false,
XH : /mRE
FREI : To
limit &
EREIWELRAEEB . BRIARFIN 50, REIMEL I ATEED T
EBEMNREE , EXzFTa2BIRE1E,
KA PR
FRE| : JDEBBEN 1. RABBER 50,
marker &
AT TN AEAFRHEUTREEMNNEFBINHESHNES, &
AIMZBIM marker IMRZREN List Jobs B, REELEHE:
M2 List Jobs WERHAFHENERMITOAN , IF
EA$E marker.
KR . 2R
FRE| - T
statuscode &
EIREMESIRAHEE,
KA PR
PR# : InProgress . Succeeded T Failed X=MEZ
B3RPk

HREREARSHRREANEAL, BXBAWBKNEES , B EAEMR.
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ERIEX
MR B EREX,
I 1

B

HTTP/1.1 200 OK

x-amzn-RequestId: x-amzn-RequestId
Date: Date

Location: Location

Content-Type: application/json
Content-Length: Length

{
"JobList": [
{
"Action": "string",
"ArchiveId": "string",

"ArchiveSHA256TreeHash": "string",
"ArchiveSizeInBytes": number,
"Completed": boolean,
"CompletionDate": "string",
"CreationDate": "string",
"InventoryRetrievalParameters": {
"EndDate": "string",

"Format": "string",
"Limit": "string",
"Marker": "string",

"StartDate": "string"
},
"InventorySizeInBytes": number,
"JobDescription": "string",
"JobId": "string",
"JobOutputPath": "string",
"OutputLocation": {

"S3": {
"AccessControllList": [
{
"Grantee": {
"DisplayName": "string",
"EmailAddress": "string",

"ID": "string",
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FRARER

IlTypell: "String",
"URI": "string"

},
"Permission": "string"
}
1,
"BucketName": "string",

"CannedACL": "string",

"Encryption": {
"EncryptionType": "string",
"KMSContext": "string",
"KMSKeyId": "string"

1,
"Prefix": "string",
"StorageClass": "string",
"Tagging": {
"string": "string"
},
"UserMetadata": {
"string": "string"
}
}
"RetrievalByteRange": "string",
"SelectParameters": {
"Expression": "string",
"ExpressionType": "string",
"InputSerialization": {
"csv": {
"Comments": "string",
"FieldDelimiter": "string",
"FileHeaderInfo": "string",
"QuoteCharacter": "string",
"QuoteEscapeCharacter": "string",
"RecordDelimiter": "string"
}
1,
"OutputSerialization": {
"csv": {
"FieldDelimiter": "string",
"QuoteCharacter": "string",
"QuoteEscapeCharacter": "string",
"QuoteFields": "string",
"RecordDelimiter": "string"

Bt ARl
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}

"SHA256TreeHash": "string",
"SNSTopic": "string",
"StatusCode": "string",

"StatusMessage": "string",
"Tier": "string",
"VaultARN": "string"
}
1,
"Marker": "string"
}
e R AR5

HRERERA RSB BANEAL. BXBABMXNER , BSHAEABERX.
Ujg B 1E 32
U B EE X I E LT JSON FER,
JobList
ESNRNFIR, BMESHRISHERESH THIE.

A - GlacierJobDescription X} S ¥4

Marker

RTAMNALBENERBTO NN TERAFRR, LA marker FRFPEA List Jobs
EXRFMIIRFNESES, WRRBIHESZES , MIELENR null,

KA FHEA
iR
AKX Amazon S3 Glacier R EFEREENER , BSMAEIREL
T~

UTROBRT MAREEXRNHEESHNES. B—NMRABREHMESHIIER , E-ARHEEE
TESHF &
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R BREFEES

~lE R

BUF GET BRA N XAFEREES.

GET /-/vaults/examplevault/jobs HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dch540091b1296612a2

e B2 7R 451

LT a3E—  MEREREREZHN—NEERRES , GBI THAEN M EFERED TR
i, MEEEHERZR Marker FEREIRERN null , BIRTREZEEEZHIHIES.

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: application/json

Content-Length: 1444

"JobList": [
{
"Action": "ArchiveRetrieval",
"ArchiveId": "BDfaUQul@dVzYwAMr8YSa_6_8abbhZqg-
110T69g8ByC1fIyBgAGBkW12QbF50s851P7Y7KdZDOHWIIn4rh1ZHa0YD3MgFhK_g@oDPesW34uHQoVGwoIqubf6BgUETQn
"ArchiveSizeInBytes": 1048576,
"ArchiveSHA256TreeHash":
"25499381569ab2f85e1fd@eb93c5406a178ab77c5933056eb5d6e7d4addab@9b",
"Completed": true,
"CompletionDate": "2012-05-01T00:00:09.304Z2",
"CreationDate": "2012-05-01T00:00:06.6637",
"InventorySizeInBytes": null,
"JobDescription": null,
"JobId": "hDe9t9DTHXqFw8sBGpLQQOmMIMQ-
JrGtulO_YFKLNnzQ64548q]c667BRWTWBLZC76YgyljHYrugXkdcAhRsh@hYv4eVRU"
"RetrievalByteRange": "0-1048575",

’
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"SHA256TreeHash":

"25499381569ab2f85e1fd0eb93c5406a178ab77c5933056eb5d6e7d4addab@9b",

"SNSTopic": null,

"StatusCode": "Succeeded",

"StatusMessage": "Succeeded",

"Tier": "Bulk",

"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"

"Action": "InventoryRetrieval",

"ArchiveId": null,

"ArchiveSizeInBytes": null,
"ArchiveSHA256TreeHash": null,

"Completed": true,

"CompletionDate": "2013-05-11T00:25:18.831Z",
"CreationDate": "2013-05-11T00:25:14.9817",
"InventorySizeInBytes": 1988,
"JobDescription": null,

"JobId":

"2cvVOnBL36btzyP3pobwIceialebM1bx9vZ0OUtmNAT@KaVZ4wWkWgVjiP1dJ73VU7imlm@pnZriBVBebngaAcirZq_C5"

"RetrievalByteRange": null,
"SHA256TreeHash": null,
"SNSTopic": null,
"StatusCode": "Succeeded",
"StatusMessage": "Succeeded",
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"
"InventoryRetrievalParameters": {
"StartDate": "2013-11-12T13:43:12Z",
"EndDate": "2013-11-20T08:12:45Z7",
"Limit": "120000",
"Format": "JSON",
"Marker":

"vyS@t2jHQe5qbcDggIeD50chS1SXwYMrkVKo@KHiTUFEYXBGCqRLKaiySzdN7QXGVVV5XZpNVG67pCZ_uykQXFMLax0SL

}
]I

"Marker": null

R REMESHER D B

RIER

LA GET #BRIEE marker ZHIEEMES. MRF limit ZHREN , WEERKZREFHME

%o 2
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GET /-/vaults/examplevault/jobs?marker=HkF9p607yjhFx-

K3CG1l6fuSm6VzWIT7esGQf co8nUXVYwSQjlb5gqlJZ55yHgt5vP54ZShjoQzQVVh7vEXAMPLE jobID&1imit=2

HTTP/1.1
Host: glacier.us-west-2.amazonaws.com
x-amz-Date: 20170210T120000Z
x-amz-glacier-version: 2012-06-01
Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/

us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da@447act430195dcb540091b12966F2a2

e 57 7= 451
LTFBRER T WBUREES , Marker FERERENIE null & , ATATXHES FIRY

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: application/json

Content-Length: 1744

"JobList": [
{

"Action": "ArchiveRetrieval",

"ArchiveId": "58-3KpZfcMPUznvMZNPaKyJx9wODCsWTnqcjtx2CjKZ6b-
XgxEuA8yvZ0OYTPQfd7gWR4GRm2XRO8gcnWbLV4VPV_kDWtZIKi@TFhKKVPzwrZnA4-
FXuIBfViYUIVveeiBE51F04bvg",

"ArchiveSizeInBytes": 8388608,

"ArchiveSHA256TreeHash":

"106086b256ddfOfedf3d9e72f461d5983a2566247ebe7e1949246bc61359b4T4",

"Completed": true,

"CompletionDate": "2012-05-01T00:25:20.043Z",

"CreationDate": "2012-05-01T00:25:16.3447",

"InventorySizeInBytes": null,

"JobDescription": "aaabbbccc",

"JobId": "s4MvaNHIh6m0alf8iY4ioG2921SDPihXxh3Kv@FBX-
JbNPctpRvE4c2_BifuhdGLgEhGBNGeB6Ub-JIMunR9JoVa8y1lhQ",

"RetrievalByteRange": "0-8388607",

"SHA256TreeHash":

"106086b256ddfOfedf3d9e72f461d5983a2566247ebe7e1949246bc61359b4T4",

"SNSTopic": null,

"StatusCode": "Succeeded",

"StatusMessage": "Succeeded",

REL DT o
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"Tier": "Bulk",

"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"
},
{

"Action": "ArchiveRetrieval",

"ArchiveId": "2NVGpf83U6qB9M2u-
Ihh61yoFLRDEoh7YLZWKBN80@A2i1xG8uieBwGjAr4RkzOHAQEQ7ZjtI267R03Z-6Hxd8pyGQkBdciCSH1-
Lw63Kx9qKpZbPCdUQUTW_WAdwF61R6W8iSyKdvw",

"ArchiveSizeInBytes": 1048576,

"ArchiveSHA256TreeHash":

"3d2ae052b2978727e@c51c0a5e32961c6a56650d1f2e4ceccabb472a5ed4ad"”,

"Completed": true,

"CompletionDate": "2012-05-01T16:59:48.444Z2",

"CreationDate": "2012-05-01T16:59:42.977Z2",

"InventorySizeInBytes": null,

"JobDescription": "aaabbbccc",

"JobId":

"CQ_tf6fOR4jrICLE6IMTKkE6VMO30Y81mNWKI3KK4gLiglUPAbZiN3UV4AG_5nq4AfmIHQ_dOMLOX5k8ItFvOwCPN@oaz5dG"

"RetrievalByteRange": "0-1048575",

"SHA256TreeHash":

"3d2ae052b2978727e@c51c0a5e32961c6a56650d1f2e4ceccabb472a5ed4ad"”,
"SNSTopic": null,

"StatusCode": "Succeeded",
"StatusMessage": "Succeeded",
"Tier": "Standard",
"VaultARN": "arn:aws:glacier:us-west-2:012345678901:vaults/examplevault"
}
1,
"Marker":
"CQ_tf6fOR4jrICLE6IMTKkE6VMO30Y81mNWKI3KK4gLiglUPAbZiN3UV4AG_5nq4ATfmIHQ_dOMLOX5k8ItFvOwCPN@oaz5dG"
}
MR &R

- BHRES (FREUESS ID )

U
- & T Amazon S3 Glacier B Identity and Access Management

EESBREPEREIERE

LA 2% S3 Glacier # MESRE—EERANEBIEER,
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FRARER

£
+ CSVinput

» CSVOutput
o HNER

» GlacierJobDescription

* Grant
. HWERE

* InputSerialization

* InventoryRetrievalJoblnput

* jobParameters

» OQutputLocation

» QutputSerialization

* S3Location

* SelectParameters

CSVInput
BXEEESHRME (CSV) XHHEER,
B %
R
BANPH , ATERETHFLHNZFRN N RIEZT.

KE . FHH
VE B

FieldDelimiter

BAFHR , ATORERPHENFR, ZFFLHZ \n,
AMINMENES (,)o

KE . FREH

ARINE:

\r SSBE 32-126 F# ASCIl =5,

CSVinput
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FRARER

FileHeaderlInfo

—MME , RN AP E—1T,

R FHE

BME: Use | Ignore | None

QuoteCharacter

RERYLZHNENTR , R ZROBHREN—

RE . 7R

MHE B
QuoteEscapeCharacter

BAFR , BTN EE VERR S

RKE . FHH

RecordDelimiter
BARRE, AToRS N e
KA PR

EZER

« BahEdl ( POST 4EML )

CSVOutput
BEBXRFHELERNESHRE

S FRFRHITHR L,

(CSV) AN EE.

CSVOutput
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FRARER

EEd
FieldDelimiter

BANFEHN , ATORIERFNENFER.

R TR
MHE B
QuoteCharacter

R LSRN AN T | P TR B REN —
R . PR

HEB

QuoteEscapeCharacter

BNEN , BTN EENERANGISFRETE L.

RE - R
QuoteFields

—ME , ERREAARHFREBNETEESISH.

B3E : ALWAYS | ASNEEDED

R . FHE
BE B

RecordDelimiter
BANRH, AToRE&EMNEHo
KA . FHEH

7|

EZER

CSVOutput
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- Bai#El (POST fEil )

nz

BRAXATE Amazon S3 FEHESERNMBLIE L.

B &

gz
% Amazon S3 FFHES LRI EANRS BHMEE L. RAENT MR,
KE : FHS

BWE : aws:kms | AES256

KMSContext

Ak, MRMBRER aws:kms, , BAIUERKERNESEREEME LT,
RE . P

KMSKeyld
AFXRNEH AWS Key Management Service (AWS KMS) #4A 1D,

KH : FHH

« Bl (POST 41l )

GlacierdobDescription

‘@& Amazon S3 Glacier (S3 Glacier) £&H#R
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B %

Action
£553£8, ©7 ArchiveRetrieval, InventoryRetrieval & Select,

KE : FREH

Archiveld
A select R REFZERWEER ID, BN, BbFEBA null,

KE : FREH

ArchiveSHA256TreeHash
MELRBIENBNRN SHA256 MR H, W TFEEREES , LFER null,
KA . ZREH

ArchiveSizelnBytes

¥F ArchiveRetrieval % , IR EFEBERTEHIBRAOKRN (UAZTFREN ) N T
InventoryRetrieval 5 , ZEXR null,

=SIRRUE

B
MRESETK , MR true ; BFNA false,

RH : HRE

CompletionDate
E5 A B,
ESERTRE VBRI ERE (UTC) BYE, SEFSER#ITH , ZE/MNZE,

KA : BLISO 8601 HHRARRNWERSE |, il 2013-03-20T17:03:43.2217Z,

CreationDate
FE B EA M ERSE (UTC) B i,

KR : BLISO 8601 HHIRARRNFERSE |, il 2013-03-20T17:03:43.2217Z,

GlacierJobDescription API fRZR 2012-06-01 477
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InventoryRetrievalParameters
ATEREBEEREZNRASH,

KA : InventoryRetrievalJoblnput Xt &

InventorySizelnBytes

XF InventoryRetrieval % , XRBERTEHNBFENKRDN (AFTHEM ). WTF
ArchiveRetrieval & Select % , &ERN null,

KR . ¥,F

JobDescription
FERHIEFHEHENESHEHIR,

KE : FREH

Jobld
¥R1R S3 Glacier #HIESEH 1D,

KR R

JobOutputPath
BEEFHRHNVE,
KA FHEH

OutputLocation

— IR, EPEEEX select FFERME RN FENLENEE.

A : OutputLocation XF &

RetrievalByteRange

MERRESHRENEZTBE , X N “StartByteValue-EndByteValue’s MBEEEEME
KRDIEETEE , WEREMYZE | # B StartByteValue EF 0, EndByteValue EFREKX/ME
1. NTFEERRES , LFEN null,

KH . PR

SelectParameters

— IR, EREEAEXAT select WSHMEE
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A : SelectParameters X &R
SHA256TreeHash

HRBERTEN SHA256 MR FHE, MREHEN E{El (POST fEil ) FREE T U
FXFHEE , Wk FBRLSREE, FREREERRNMERBENTHNESEFLR , B TR
FEat R A,

NFRBRZEENMMYRNWZIEBR , WEE ArchiveSHA256TreeHash {EAHE,

EUTERF , FBEHA null :

« BERUMERFSNSTHTENERERRES.

- BEEETEMNMRNEEHBESIKRESHN InProgress RIS,
- FRES,

- EEES,

KA ZHH

SNSTopic

N Amazon SNS & Amazon BREF (ARN) ; MBREEF B3N (BaEll ( POST £
b)) FRETEL , URELAZEBREESERREKNBEL.,

KE : FREH

StatusCode
ETRESRESHNRE,
BME: InProgress | Succeeded | Failed

KA ZHH

StatusMessage
ESRSHE.

KE : FREH

=3,

T select SRRV BIEL
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FRARER

AME: Expedited | Standard | Bulk

KH . PR
VaultARN

ESNEFHRWMFER ARN

KR FHH

EZER

« Bl (POST 41l )

Grant
BEREXRENNES.
B
WERNE

WENE,

RE  HEERNE WR

]

RTFHBERNENNR,

. BEEl (POST 4 )

Grant
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FRARER

WENE
BREXEERENEL.

B %

DisplayName

BWERNENREEN.
KH . FHH

EmailAddress

IR E B B FHR Ak
KE . ZHH

WERERENMEAF ID,

KR . ZHFH
Type
BRNENEE,

KE : FREH

B{E: AmazonCustomerByEmail | CanonicalUser | Group

A

B

E

URI

WERELN URI,

e

SH . T

WRRE
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FRARER

EZER

. Bl ( POST 4Eb )

InputSerialization
RS,
B %

CSVv

— IR, ATHER CSV RENRNFFIL,

ZEH : CSVinput W&

EZER

- B (POST fEil )

InventoryRetrievalJoblnput
REATEETEEERREISHIEI
B %

EndDate

NHEBRRRNERBE RA UTC REHEX) , EIt B el 2N FRESERERRTE

o

BE : LL1SO 8601 BEAME (YYYY-MM-DDThh:mm:ssTZD) RAMWEHSR , U R84 | Hlm

2013-03-20T17:03:43Z,

InputSerialization
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KA FRE, LLISO 8601 BHHER (YYYY-MM-DDThh:mm:ssTZD) RN FERFE | IR &
fi , 5140 2013-03-20T17:03:43Z,

%3

NHERESIRNAEER  EEHESURRXAEFRNEY Sa1fFll (POST #Rill ) #ER
HATIRIE

A¥{E : CSV | ISON

KH . FHH
BR 1

BIMXMHEBERRBERTURENZAFRLTE Ko
BRE : KTHFET 1 NEBYE,

RRAMNALBERERBJT O AN TNEAFRR, EAILEH Initiate Job BERAEM LIRS
REHEHMBRTE, MRXBEZFLEE , WESR null

StartDate
XHEEBERENFTH AR RA UTC HEKER) , S8 HRZERIENHER,

BWE : LLISO 8601 HHEAME L (YYYY-MM-DDThh:mm:ssTZD) RN ERFE | LI RN, Hln
2013-03-20T17:03:43Z,

KR . FRFE, LLISO 8601 HHEIMES (YYYY-MM-DDThh:mm:ssTZD) RN ZERFE | LR R
2, Hlt0 2013-03-20T17:03:43Z,
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EZER

. Bl ( POST 4Eb )

jobParameters
REATENESHED,
H %

Archiveld

BEENREN ID. R Type FERIZFEN select H archive-retrieval , NIt FEREHE
N, MRENBEERREIFEREERTFER , MaHIHEIR,

BWE  BTRIEMZ B %IEE Amazon S3 Glacier (S3 Glacier) B iERIREUHI B R ZE ID,
KA . FHH

MHE R Type iREN select H archive-retrieval , MEHXEN,

iR
ES5 AV AR

BNE BN KEXTNTFRETF 1024 5, RAFHNERFRATSEE BN 7 2 ASCI Z7F
BBEEIE SR ASCII B 32-126 ( T3tH ) 3 0x20-0x7E ( +53 %] ) H=EFF,

KE : FREH

B

7|

(i) ERFIESURRHFEFENNAHEN, MREERHFERMES , FETHEE Format
FE , M JSON REIAEK,

B3%E : CSV | ISON

KA ZHH
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InventoryRetrievalParameters
RATEERERZERHASH,

A : InventoryRetrievalJoblnput X¥ &

OutputLocation
— N NAR, HPEEEX select FFLE RN EHENVNENE .

A : QutputLocation I K

MHE W TF select FHZRYLEN,
RetrievalByteRange

ATFKE archive-retrieval NWFWEE , RAKN StartByteValue-EndByteValue”, 0
RTEELFE , ISR EBMIE, NMREELFE , WFTBEMLMAIKFT (1024*1024) 3
o FTXFEIKE StartByteValue M A4 1 MB EBR , B EndByteValue fl 1 2470 A1 # 1

MB ERFEFEREENHMEFTAMIRE 1 WEENERE., MR RetrievalByteRange & B A IKF
TS, M RESIRE 400 ME R,

MRENR inventory-retrieval & select FFEREBELFE , NS HIEIR,
KA . FHEH

SelectParameters
—AMNKR , EFIEEXAT select WS HMEE,

2K A . SelectParameters TR

SNSTopic

&R B ERFHETHE S3 Glacier AIE XX BAA Amazon SNS EFH Amazon
BREH (ARN) , BENETBLRAEITEHELXFEL,
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FRARER

SNS BN FFHE. MRFFE , W S3 Glacier F2NEBIEBIZER., LI , SNS EB A
BAWUERESHKS M EBTRBEEMN KRR, AX SNS TEEHNEE , HSH (Amazon

Simple Notification Service APl &) H#) CreateTopic.

KA . FHEH
WHE B
=%

BT select SIRIRERRESZHE, Standard RERIAFERANE.

BME: Expedited | Standard | Bulk

ok

SH . 5

N
&
7

5.

7|

Type

ESEB, BT LA RERNIT select ), REBMRIIREEERNFE,

BME: select | archive-retrieval | inventory-retrieval

ok

B . FRFE

~
R
7

=

i

EZER

- Bl (POST fEil )

OutputLocation

BEAEXRFLERNEBERNFEUENES.

B %

S3

— AWK, WIRATFEBERERSERH Amazon S3 L&,

OutputLocation
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Amazon S3 Glacier

FRARER

kA . S3Location

EZER

- BaifEil (POST Rl )

OutputSerialization
b UREINE IR (g
H %

CSVv

— IR, HRESDIRE (CSV) RBHERERNFIIL,

2

SF . CSVOutput IR

b

&
D]

B

EZER

. Bl ( POST 4Eb )

S3Location

AEAXMESLERE Amazon S3 PR EHUEBENER.

B %

AccessControlList

FRHIX 7 45 RAV T R PRV IR NG &K

KR : Grant WRI#A

OutputSerialization
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FRARER

BucketName

P8 THESS 5 R0 Amazon S3 BN BT . ZERBAASOEH AR RO HEN T

_/l\ AWS IXEEI:F o

KH PR

CannedACL

ENATESSERORAET EES5ER (ACL).
KR R

BME: private | public-read | public-read-write | aws-exec-read |
authenticated-read | bucket-owner-read | bucket-owner-full-control

e

— IR, EHEEHEXATHE Amazon S3 FEFFHESERNMENES.

RE : E WR

CIE:

ELERNERBERNN IR, IZNREAKER 512 2,
KR FHH

StorageClass
RATHERESERNFEE,
KA PR
A {&: STANDARD | REDUCED_REDUNDANCY | STANDARD_IA
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FRARER

FRic
MATESERNFEE,
RE . PRI FARME

UserMetadata
£ Amazon S3 HEFSER —EFEHN T BIEN B,
KA FRHEFFARME

7|

EZER

- BahfEil (POST fEib )

SelectParameters
BEBXRAT select WSBHER,
H %

FRIXRN

ATRENRIRER. ZREXTFET 128,000 M FRFVEH

KH PR

ExpressionType
PRt RAEAIRE | fil40 SQL.
BME : SQL

KR FHH

SelectParameters
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FRARER

InputSerialization

iR select PRIV FF{LAEN,

FE A : InputSerialization ¥ &R

OutputSerialization
EiR A F 5L select FFHER,

=

A . QutputSerialization X &

EZER

. BEifEl (POST 4k )

BIERRBRE
BAT 2 S3 Glacier A 7] A BV 53R RABX R /E APl

FH

s FREVBIER REME (GET KA )

» HIHEFNE EARE (GET provisioned-capacity)

- WEFBERE (POST provisioned-capacity)
- REHRERFERE (PUT KB )

REVBIER RREE ( GET K )

R

LEIRMEIR B GET HRFIEEMN AWS IKF M AWS K LRI HERRER, BXBERZERENE

ZER | {53 ¥S3 Glacier 2hiEH ZE R,

B RIBIE
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H3R

BERE NI BFERREE , BUATEERHI R , MBERRRE URI ZIE HTTP GET R,

BE
GET /AccountId/policies/data-retrieval HTTP/1.1
Host: glacier.Region.amazonaws.com
Date: Date

Authorization: SignatureValue
x-amz-glacier-version: 2012-06-01

(® Note

AccountId B AWS Ik ID. EXAHE AR ERH#ITERWEUEHEEKN AWS

M ID ABPCEL, SEEILAFEE AWS IKF ID , th Al BLARISE - (EFHF ) , EXHER

T , Amazon S3 Glacier £l 5ARX B R#HTEEWEIEEXEKN AWS IKF ID, IREE
EMF ID, B2E ID PEBEEFH (o

ERSH
LRETERBERSH
HRIRK
IR ERAPMBEREBRANIBE R, BXBERABERANEER , FSHERLIBEREL,
ERIEX
RERBEREN
a5
BE
HTTP/1.1 200 OK
x-amzn-RequestId: x-amzn-RequestId

Date: Date
Content-Type: application/json
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Content-Length: length

{
"Policy":
{
"Rules":[
{
"BytesPerHour": Number,
"Strategy": String
}
]
}
}
I RZ AR 3k

HRERERARSHRREANEAL, BXBAWBKNEES , HSHEAEMR.
e 2 IE 32

g R EEXZE LT JSON FER.

BytesPerHour
— NI R AU EN R KF T,
{R ¥ Strategy ZEXHIE N BytesPerHour RF & E RUEFER,

KA . HWF

A

REEAN, BARAXRIIRER  BEBERE—MHU , HPEE Strategy FE& , £AIEFEITE
BytesPerHour £,

KR B4
65 B
BIERRRIEHRE,

KH PR

HME : BytesPerHour|FreeTier|None. BytesPerHour &[E T2l A $i%kF Max Retrieval
Rate (RAKRZFER), FreeTier FERTEEHIA P IELE Free Tier Only (XA FHEE), None E[E
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FEZEE A kR No Retrieval Policy (XK RER), BXELFHESPERRERRREBENEZE
B |, 2% S3 Glacier #iEHR ZFKH,

Hix

B X Amazon S3 Glacier # EMERHEENEL , FSRERELL,
ROl

LU RBIER T iR RBUE A 3R

RBIER

LR B — A GET ERZEFIRMMLERN URL

GET /-/policies/data-retrieval HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dcb540091b1296612a2

e Bz 7R 451
FLIhH9E B2 B JSON #&8 N E MR IE X A B R BIE R 3RERRE

HTTP/1.1 200 OK

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:00:00 GMT

Content-Type: application/json

Content-Length: 85

{
"Policy":
{
"Rules":[
{
"BytesPerHour":10737418240,
"Strategy":"BytesPerHour"
}
]
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}

PSS

« REHREKLFERE (PUT KE)

- BafEl (POST 41k )

5 H il B A & (GET provisioned-capacity)
HEREIIHEE AWS IKFHTMERE, EZEXTNEERTENFHAEE , BEEH HERZTIED,

MEERERNEE—1A , LUXBHNSRENTHBE S, RSN BN TTIE B RR
—MNRZE (BHIEY).

MREFHBBEBHI—NANE X, SHABAITNANRE—K. Hlan , MEFHBHN 8 A 31
B, WEHBEHI 9 A30 8. WRAKRBEHNA1 A3 A, WEHAHN2 A 28 B, BALIE ML
5 B E B ThEE,

BRIEE
EIHKFOTNEERZRE , B RIE HTTP GET BXRETMEERE URI , I TEERGI PR,

GET /AccountId/provisioned-capacity HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue
x-amz-glacier-version: 2012-06-01

@ Note

AccountId B AWS K ID. BLEXAIE AR EREITESRWEIEHEEKN AWS

MK ID AHPCEL, SETTLAFEE AWS IKF ID , th Al BLARISE - (EFHF ) , EXHER

T , Amazon S3 Glacier fEA 5 AR 1ERF TR WEIUEMEREE AWS Ik ID, WREIE
EIKF ID , 527 ID R EEEZESR ()

PN
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Amazon S3 Glacier F % A RIEH
BERSHK

BREFERBERSH

HRFRXK

BRERERMEREBANERL. AXBRABERINES , BSRELBEREL.

BERIEX

IR ERBIERIE X,

Wfa] B2

MRERERD , WZRSHLRER HTTP 200 OK MR,

e RZiE S

HTTP/1.1 200 OK

x-amzn-RequestId: x-amzn-RequestId
Date: Date

Content-Type: application/json
Content-Length: Length

{
"ProvisionedCapacitylList":
{
"CapacityId" : "string",
"StartDate" : "string"
"ExpirationDate" : "string"
}
}
e Rz A 3k

WRENERA A SHMBBANIER K, BXBAMMNLNES , HSREAERNFK,
M) 7 1E 32

R EXSE T JSON £,

Capacityld

ATHEMEERELYMN D,
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KH . FHH,
StartDate

MEERERVHNWXBEH , XRABEAMEE (UTC).

RE : FRFHE, BLISO 8601 BRI FR& |, flal 2013-03-20T17:03:43.2217,

ExpirationDate
MEEREANVHNEIHBH , XABAMERE (UTC).

RE : FRFHE, BLISO 8601 BRI FR& |, fla 2013-03-20T17:03:43.2217,

iR
A% Amazon S3 Glacier R EFEREENER , BSHAEIRMAL
ANl

BLTFRBIFIHTKFNTIEESESRW,
RIER
HURHIP |, RiE GET BRREREEKFHAEERTE LMK,

GET /123456789012/priority-capacity HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6bb25a715ce900a5b45b03da@447act430195dcb540091b12966F2a2

e B2 7 451

MRERKID , Amazon S3 Glacier (S3 Glacier) 2 REHE —NKFAEEREL VTR HTTP
200 OK , TnEAT RABIFFTR,

HIHWE -l BB U RAIFRBEE N 2017 E1 A 31 B, I8BEEN 2017 £2 A 28 H,
MZHifmd , MRFBEHANENANE I X, SHEBNETMNANGERE—X.

HTTP/1.1 200 OK
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
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Date: Wed, 10 Feb 2017 12:02:00 GMT
Content-Type: application/json
Content-Length: length

{
"ProvisionedCapacitylList",
{
"CapacityId": "zSaq7NzHFQDANTfQkDen4V7z",
"StartDate": "2017-01-31T14:26:33.031Z",
"ExpirationDate": "2017-02-28T14:26:33.000Z",
},
{
"CapacityId": "yXaq7NzHFQNADTfQkDen4V7z",
"StartDate": "2016-12-13T20:11:51.095z2"",
"ExpirationDate": "2017-01-13T20:11:51.000Z" ",
.
}
< EB

- WXMEEARE (POST provisioned-capacity)

WXl EAE (POST provisioned-capacity)
LRERN AWS K BEMERE L4,

MRERERANEFE—1A , UEXBHMeEENTTIE B, BT BN FTiE B EE
—MNAZE (BRIY).

MRFBBBRN—TANE 3N X, SHEHNITNANSZE—XK. flan , MRFHBHN 8 A 31
B, USHARNIOA30H, IRFAHBEH A1 A3 B, WSHAMN 2 A 28 H.

"/

MEEREFNYHERETEFTEN , TUEATHNMNELENRERE, SIMFERVBREIIHED
ABPAT=N IR R |, FARHEESE 150 MBWWRREHE, EZHXTRERTENFAESR , FS
B8 FHZRRRET,

O

(® Note
BN AWS KFHTEEREEMRENFN.
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FRARER

H3R

EHAWS KPR BERBE , 1 RIE HTTP POST R EITM

B

POST /AccountId/provisioned-capacity HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue

Content-Length: Length

x-amz-glacier-version: 2012-06-01

® Note

BEEZRE URI

AccountId fEN AWS IKF ID, LEMAME AR ERHETERWEUEEXEKE AWS
K ID AHICE, BALAEE AWS IKF ID |, te o LUERIEE-" (EZER ) |, EXHER
T , Amazon S3 Glacier (£ 5B %X} & ?J&?TK%EI’J ZIEFE<BXAY AWS Ik ID, fNRIBIE

EMKF ID , B2E ID R EEEZR (o

ERBH
WRAR

LREREAMBREBRANERL. AXBRBERANER &

ERIEX
HREZBERE
W BZ
MRBEBRAD , MZRFLIRE HTTP 201 Created W5,
B
HTTP/1.1 201 Created

x-amzn-RequestId: x-amzn-RequestId
Date: Date

ZRERBERRXL.

WXFHEERE
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X-amz-capacity-id: CapacityId

T R4 3k

BRT PR REBAMNIEAARKIN , BN BN ESEATEMRL, BXBRABMITANEES , B
158 5 A e R ARk o

B iR
X-amz-capacity-id ATHEMREESESMA ID,

W B 1E 32
222 S AE LN e
iR

BX 7 PR Amazon S3 Glacier #/EF E LM AT BESR IR |, WIBEEBIEUT —1MHZ M EIR. BX
Amazon S3 Glacier fHiIRMEEURBRRBIIR , FSHE R,

KB iR HTTP &K RE
LimitExceededException MREEEERGBEKFAHOMEEZ 400 Bad BZF

BERMRS , MIRE AR, Request i
Al

UTREIAKFURMEERE.
RIER

BUTRRBIRIE HTTP POST e R ETE ER B 21U,

POST /123456789012/provisioned-capacity HTTP/1.1
Host: glacier.us-west-2.amazonaws.com
x-amz-Date: 20170210T120000Z

MR ERE API fR7s 2012-06-01 499



Amazon S3 Glacier FEANGIER

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dch540091b129662a2
Content-Length: length

x-amz-glacier-version: 2012-06-01

W& 52 7R 451

MERERKID , Amazon S3 Glacier (S3 Glacier) ¥R [E HTTP 201 Created MR , ZEL R RBIFFR
o

HTTP/1.1 201 Created

x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT

X-amz-capacity-id: zSaq7NzHFQDANTfQkDen4V7z

S

- JHFfEE A E (GET provisioned-capacity)

REMIERREKEE (PUT KR )
1R

LEIRIETE PUT BRFTIEEMN AWS KEIRIRERBERLRREK , ARENAZEKE. XXT AWS IK/ | &
AL XA AWS KEFRE — N REE. ZRBETE PUT BRIERNER DB AMA.

ERBNRAZH , RERBNREHTENEERTHREREL, BXBELEREBNESZERE , S
¥S3 Glacier HUIER RERE

H3R

Bk

ERBEHFELRER  FONATEERAAR , AHELREMR URI ZE HTTP PUT EXK.

PUT /AccountId/policies/data-retrieval HTTP/1.1
Host: glacier.Region.amazonaws.com

Date: Date

Authorization: SignatureValue
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Content-Length: Length
x-amz-glacier-version: 2012-06-01

{
"Policy":
{
"Rules":[
{
"Strategy": String,
"BytesPerHour": Number
}
]
}
}
@ Note
AccountId BN AWS K ID, LL{EXIE AR ERBTEENEUMEXERR AWS
W ID MR, BAILIEE AWS 1K ID , A BUERIEE - (EFFF ) , EXRER
T , Amazon S3 Glacier £ 5 AR ER#TEZNEIUEHEXEKN AWS IKF ID, INREE
EWKF ID, H2%E ID FEBEEFH (Yo
BERSH

BRERERBRSH

HRIRk

LR ERAFBRFEBEANERL, AXBRABERANES , BERHELIERITX,
HRIEX

BEREMXHBELUT JSON FE,

BytesPerHour
— MNP A AR R &R F TR

X% Strategy FEHI{EN BytesPerHour Bt , WF BRI BHVEFER. BERRELTFTE , 8
Strategy FERH KIRE N BytesPerHour , N PUT BRIESHIEL,
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KR . ¥,F

EE ;. IR Strategy FERI&RE N BytesPerHour , MAXE, EMFRSE,

BYE : &/DEBRE1, RRBHE263-1().
A

REAN, BRAXRIREKE  EERREE N , Eh IS Strategy FB , EAEFEE
BytesPerHour FE%,

KR B4
6% B

ERENHERLRREAEE,
KA . FREH

BME : BytesPerHour|FreeTier|None. BytesPerHour &[EF £ %A F % Max Retrieval
Rate (RAKFRIER), FreeTier ERTEERH A F1EE Free Tier Only (XEFEEE), None E[E
FE#RH A P iEE No Retrieval Policy (B EREE), BXERHAPERBEREZRBENESE
B | {55 #S3 Glacier BiER RER B,

I
B
HTTP/1.1 204 No Content

x-amzn-RequestId: x-amzn-RequestId
Date: Date

e R4 3k

HRAERERAXSHBNBRANEAL, BXBRAMEMLNESR , B2AE AR,
e B IE 32

13 4E R B B2 IE 3o
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iR

BX Amazon S3 Glacier #E MR EENER , BSAEIREL

]|

RBIER

AR R RIE— HTTP PUT &3k , HH Strategy FERIRIE N BytesPerHour,

PUT /-/policies/data-retrieval HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6b25a715ce900a5b45b03da0447acf430195dcb540091b1296612a2

{
"Policy":
{
"Rules":[
{
"Strategy":"BytesPerHour",
"BytesPerHour":10737418240
}
]
}
}

AT RBIRZE—N HTTP PUT 3K , H Strategy FEBRIZE N FreeTier,

PUT /-/policies/data-retrieval HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

x-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16dabb25a715ce900a5b45b03da0447acf430195dchb540091b12966F2a2

"Policy":
{
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"Rules":[
{

"Strategy":"FreeTier"

AT RBIRZE—N HTTP PUT 3K , HH Strategy FERIRE N None,

PUT /-/policies/data-retrieval HTTP/1.1

Host: glacier.us-west-2.amazonaws.com

x-amz-Date: 20170210T120000Z

Xx-amz-glacier-version: 2012-06-01

Authorization: AWS4-HMAC-SHA256 Credential=AKIAIOSFODNN7EXAMPLE/20141123/
us-west-2/glacier/aws4_request,SignedHeaders=host; x-amz-date; x-amz-glacier-
version,Signature=9257c16da6b25a715ce900a5b45b03da0447acf430195dcb540091b1296612a2

{
"Policy":
{
"Rules":[
{
"Strategy":"None"
}
]
}
}
g B2 R 451

WML TR RBIFTR , RBERMID , Amazon S3 Glacier (S3 Glacier) 218 BRI HIRE HTTP 204 No
Content,

HTTP/1.1 204 No Content
x-amzn-RequestId: AAABZpJrTyioDC_HsOmHae8EZp_uBSJr6cnGOLKp_XJC1-Q
Date: Wed, 10 Feb 2017 12:02:00 GMT

Sy

- REBIERRERRE (GET XK )
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- BEpfEl (POST 4 )
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FRARER

A 18 %

o MBI RRA : 2012-06-01

T&RMA 2018 F£7 A 5 HZfE (Amazon S3 Glacier F R A REME) BMNRENEES KR, BEREX
MHENEFBEA , ZALITE RSS IR

TE

4% 7BY S3 HERIER
B9 B A I R SR Y /S 3 B I

Amazon S3 ¥} F S3 Glacier
Flexible Retrieval F S3 Glacir
Deep Archive X FEBNIER
BERER

Amazon Glacier EME X

BT RSS EH

FHAER

L

I, B S3ERERT
BYIE [R5 SR B AR A4S 3R AT A
HEILSHAE. AXESE
B, BEREEERIET,

¥t F S3 Glacier Flexible
Retrieval 1 S3 Glacier Deep
Archive Zf#%35 | Amazon S3
TEUESN AWS KRS &
% 1000 NEFHRE R HIE
RiERK,

Amazon Glacier EZ K
Amazon S3 Glacier , AL AE %
R BR Glacier 5 Amazon S3
&Ko

IR LT RSS JREK#E W
F>x {Amazon S3 Glacier FF
KARIERM) EFNEA,

B

20238 A9 H

2022 11 A 15 H

2018 £11 A 20 H

2018 7 A5H

THRERT 2018 £ 7 B 5 HZ IS4 {Amazon S3 Glacier FAARIEE) XTHRPHNEEENR,

FHEH

API hzZ 2012-06-01 506


https://docs.aws.amazon.com/amazonglacier/latest/dev/downloading-an-archive-two-steps.html#api-downloading-an-archive-two-steps-retrieval-options

Amazon S3 Glacier

FRARER

B

DE At B BIER
EN

M EBIE

MRS

S R 1R SR B

HERRREE
GARES

Java RBIHYEF

DU

WE , RTHERERZIN , S3 Glacier & 32 #5 hniE Mt
ERERE, BXREZER  BEAMERRETL

S3 Glacier MEXFXHEHE |, iLEEN b F A4
EYERMEI $I0M S3 Glacier A4 E#H 1TEBE ML HE
RS, BXEZER |, BSHS3 Glacier XHFE
BIEMXHESERE,

S3 Glacier ME LB BEBFRIE S3 Glacier XHFE , M
mEMZEN I ERE T RAMAR, Fic2ETUENH
EX#EXBNRE |, A ERRIEH AWS RATR
HEEREEMFEE D, BXEZER , 5 5
Amazon S3 Glacier %R M #5ic S3 Glacier X,

S3 Glacier I 7E X #5383 58 A 304 17 (9] 5% B SR B BB X
By S3 Glacier XHFEMTHFR, BIIEATAERETEX
HBELEFESLRERRE , UMEERZRA AL NI AF
Ml FAARATL S EENFERTFXEEHEDNR. B
RELEE , BSHAETREE,

S3 Glacier ME X HFHER EZX BN FKIZRK. HBER
RRBE RV R NG B RS R R &I H FE 1 HiEk R 5%
BAE®E, £AWS Management Consolel@id JLIX = fig
Y& , EMA S3 Glacier API # A LUE LB B SRR
RRE, BXREZEE , HSHS3 Glacier HIEREXR
B o

B4, S3 Glacier M7E X F{EAH AWS CloudTrail #41T
FZAKIER , FESHXEHK 125 S3 Glacier
APIEA , ¥ BEEXHEREEIEERN Amazon S3
FEN. BXESER , BSHEA AWS CloudTrail
ig3% Amazon S3 Glacier APl @A,

Fi T AEEPEHAWS SDK for Javaiy Java 858 R
i,

RiTHH

2016 £ 11 A 21
H

20155 7 A8 H

2015 % 6 A 22 H

2015 % 4 A 27 H

2014 £ 12 A 11
H

2014 % 6 A 27 H
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FRARER

EK

BRI S4B R4S
EN

i BR T B9 URL
T EERER

WiEE

DU

BIEAMELFIEECE A PR RERS , KR
HlRENXHEFTEMBER. BEXERHBFERENE
ZER , FSH BEEERFLE FBHH BaifEil
( POST £l ) o

MARFBEROIPMIER T @ B Z2IEH AT URL.

S3 Glacier MAX R RIFETENWERE, BALED
f£%5 , iFK S3 Glacier NG THARBMIRIER
H—85, MRHEREFEX, WEATR2EN , 5%
MEENESRKEZHERERUENE,

BREZER , FSHE S3 Glacier F RS,

KB R (Amazon S3 Glacier F X ARIEmE) WE—
N TN

X1THE

2013 £ 12 A 31
H

20135 7 A 26 H

2012 £ 11 A 13
H

2012 8 A 20 H

FHEH
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