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1. TEFHRETFTFF App Mesh 2 &1 & 0 B IXIZE 1T [E S hitps://console.aws.amazon.com/appmesh/s
2. WTFMBEF, BA apps.

3. WTFEHRFZEN , WA serviceb.apps.local,
4, BEPRE | FHiEF Nexto

AWS CLI

1. {#H create-mesh S RIEMIE,

aws appmesh create-mesh --mesh-name apps

2. {#H create-virtual-service S REZERIRS

aws appmesh create-virtual-service --mesh-name apps --virtual-sexvice-name
serviceb.apps.local --spec {}

2 BBEATR
BB AALRGRSWEBES. AXESEL  #5H EUTA

BIEEN serviceBMERTR , ERENELT RRTREB N serviceB WEFRESF. AIERAENA
serviceb.apps.local , & DNS KIELL T RFTRREIEERIRS . TE |, BRI AEARIEZERIY
BE%5. AWS Cloud MapfE #1971 257w 0 80 LEMA HTTP /2 IMUSEITHRE. WAk , B FHAMIL
MZTRARE, BEEFHNSERHBN serviceBv2 M serviceA gIZERT =,

AWS Management Console

1. WNTFEMTKER , #A serviceB,

2. NTRFEAMBZE , %EBEDNSH i Aserviceb.apps.localDNSEHE,
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4. EHE | FIEE Nexto

AWS CLI
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https://console.aws.amazon.com/appmesh/get-started
https://docs.aws.amazon.com/cli/latest/reference/appmesh/create-mesh.html
https://docs.aws.amazon.com/cli/latest/reference/appmesh/create-virtual-service.html
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{
"meshName": "apps",
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http2"
}
}
1,
"serviceDiscovery": {
"dns": {
"hostname": "serviceB.apps.local"
}
}
.
"virtualNodeName": "serviceB"
}

2. {ERZJSONMHERM A , £ Hcreate-virtual-nodefis I E LT =,

aws appmesh create-virtual-node --cli-input-json file://create-virtual-node-
sexviceb.json

PR 3 ;0 RE AR B 25 M B

ERGRAREEHMER IS IEURSHRE. BXESZER , FSHAENKER MEKA.

BIEUT &R :

« BN serviceB WENIEKAES , AH serviceB.apps.local EEBREZEFL2Ba SEMEMERSE
HHIBE. FidE , B2atIZNERLIIRS 255FR serviceb.apps.local REWHR, ELR
SFPREBERXXDEL AT, ELEEMAF[AERO 80 LFEA HTTP 2 ML HRE, Wik, EXFH
S

« B serviceB WEEH. ©Fff 100% WREKHE|serviceBEMTI K/, 0 serviceBv2 BT
R, EHEENSRIPEINNE, EAREBPIRENSE , EEATUREHIMFAANTEESYE |, H
WINERER , NI Envoy REZBFBEFHNEN2ZRZHNRERATELT K.
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ErEEEET , & —MH*,
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N o o b~ w D

AWS CLI
1. GIBREBEHEDR.

a. FAUTABBIERERN create-virtual-router. json K34 :

{
"meshName": "apps",
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http2"
}
}
]
1,
"virtualRouterName": "serviceB"
}

b. EHIZJSONXEERH A , FHcreate-virtual-routerig S0 E L K B 28,

aws appmesh create-virtual-router --cli-input-json file://create-virtual-
router.json

2. BIEEMH,
a. FRAUTHARESZNRN create-route. json B :
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"meshName" : "apps",
"routeName" : "serviceB",
"spec" : {
"httpRoute" : {
"action" : {
"weightedTargets" : [
{
"virtualNode" : "serviceB",
"weight" : 100

]

}I

"match" : {
"prefix" : "/"

}
+

"virtualRouterName" : "serviceB"

}

b. FERAJSONXHERTA , £ create-route i w BIEKE,

aws appmesh create-route --cli-input-json file://create-route.json

S|4 ERACE
BIEZ BT HAFKIRE
AWS Management Console
MRFENEMRoHTEMER , FEBERE, EENRERIAEE | ERCIENE,

RERBFETRCUENAAEMBRR, EAMETERERENERERE ATESENETIR,
AWS CLI

f£ A describe-mesh EEMAIEMIKINIRE

aws appmesh describe-mesh --mesh-name apps
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& F I&F A describe-virtual-service s SR 2NV EL RS R E,

aws appmesh describe-virtual-service --mesh-name apps --virtual-service-name
serviceb.apps.local

B E & F Hdescribe-virtual-nodefr S Bl 2 EI T SR E.

aws appmesh describe-virtual-node --mesh-name apps --virtual-node-name serviceB

& EF B FE M describe-virtual-routerip S RIZ W E LR BHEMNIRE.,

aws appmesh describe-virtual-router --mesh-name apps --virtual-router-name serviceB

5/ describe-route i P EBFTEIEREAHMNIRE,

aws appmesh describe-route --mesh-name apps \
--virtual-router-name serviceB --route-name serviceB

S5 CIEAMFIR

ERRIGR , BFENITUTEHRE

o BIEBN serviceBv2 WERIT R , URB N serviceA WERT 2. BNET SE5ES
HTTP /2 3% A 80 M ITiER. X TF serviceA BRI R , FEIWEE N serviceb.apps.local,
RKEH serviceA BRI R AEHILRERF L EEIBE N serviceb. apps.local BWEBIRS.
BAKEEPRENE , BEEAUNERT RIBEATEALR BENXHRE,

« BHBE-NEBINEMRS servicea.apps.local , ZBRESHMAREBEERIX
BlserviceAEHLT =,

s EFEL—SFBIEN serviceB BH , AN 75% WREXIEE serviceB BT R , F 25% &
MEBRIEE serviceBv2 BRI R, FEENBENHER , BT UBREELMNE , BF serviceBv2
WEI 100% BWHRE, MAAEFREBRIZE serviceBv2 [ , BAIUUXAHFA serviceB BT R
FEFRRS . EEANER , TEENRBHITEME SR , BB serviceb.apps.local ERIRS
BHMEFRRES BRI ENE., B2 —T | serviceb.apps.local EINRS FRE L IE T E LA
H2f , ZEHBTRERBIELT R, BB S0 RS XA F5 0] LARER B ik,

S5 IEHMRIR
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AWS Management Console

1.

EEMSMERS , EEMK,

2. BEBEL—DSHBIEN apps M.

3. EEMSMERKRT , ERELT R,

4. EFVBREUT R,

5. BT REN hfiAserviceBv2 , & “REXIMAE" Fi%£F DNS , £ “DNSEHE” #
# Aservicebv2.apps.local,

6. XTFMmITREE , NIHPSUERE http2 , HEWROF , FA 80,

7. EFRABERT R,

8. BXRERVUEELTR. NTEMTREN , #A serviceA, XTRFKIGZE |, HikF
DNS ; X FDNSEH#B , i Aservicea.apps.local,

9. EFERTHHMAELRSZ BT , M A serviceb.apps.local,

10. EMWTEREET , RHBOERE http2 , AEIROFRHA 80 , AFEFCEELT R,

1. EENSMERS , ERELRRBESE , RAEMIIRPER serviceB EHRHER.

12. ZRET , EREL—SPOIENEN ServiceB WEH , AR ERRE,

13. EAWHF, BRWREBEMNT , ¥ serviceB WNNEEEXRA 75,

14. EBRRMER , NTHFIERFER serviceBv2 , RAEFNEFIREN 25,

15. EERF,

16. EEMSMERS , ERELRS , RAEERBRELRS.

17. S ELRSZ B M A servicea.apps.local , HEEFEHERBRELT S , NELT S%E
serviceA , AREFERE RS,

AWS CLI

1.

B2 serviceBv2 BT &=,

a. FRAUTHBRESZRN create-virtual-node-servicebv2.json BIXH :

{
"meshName": "apps",
"spec": {
"listeners": [
{

"portMapping": {
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"port": 80,
"protocol": "http2"
}
}
1,
"serviceDiscovery": {
"dns": {
"hostname": "serviceBv2.apps.local"
}
}
},
"virtualNodeName": "serviceBv2"

b. BIEELT R,

aws appmesh create-virtual-node --cli-input-json file://create-virtual-node-
servicebv2.json

2. PIE serviceA BRIT =,

a. FAUTABBEENRN create-virtual-node-servicea.json B934 :

"meshName" : "apps",
"spec" : {
"backends" : [
{
"virtualService" : {
"virtualServiceName" : "serviceb.apps.local”

1,
"listeners" : [
{
"portMapping" : {
"port" : 80,
"protocol" : "http2"

1,

"serviceDiscovery" : {
Ildnsll . {
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3.

4.

"hostname" : "servicea.apps.local"

iy

"virtualNodeName" : "serviceA"

}
b. BIEELT R,

aws appmesh create-virtual-node --cli-input-json file://create-virtual-node-
servicea.json

FHEL—SHEIEY serviceb.apps.local BMRS , WEEREXRIEE serviceB &
P HEE. SYERLRSHN , eF2nEAUERERE , BARKREE serviceB EH#L
B HER,

a. FRALUTARARBIESZN update-virtual-service. json B34 :

{
"meshName" : "apps",
"spec" : {
"provider" : {
"virtualRouter" : {
"virtualRouterName" : "serviceB"
}
}
.
"virtualServiceName" : "serviceb.apps.local"
}

b. {#Hupdate-virtual-servicetn S EFE RS -

aws appmesh update-virtual-service --cli-input-json file://update-virtual-
service.json

EMEL—SHPOIEMN serviceB BE,
a. FAUTABGIERZRN update-route.json BISTH :

{
"meshName" : "apps",
"routeName" : "serviceB",
"spec" : {

SR 5 QIEEMRIR 14
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"http2Route" : {

"action" : {
"weightedTargets" : [
{
"virtualNode" : "serviceB",
"weight" : 75
},
{
"virtualNode" : "serviceBv2",
"weight" : 25
}
]
},
"match" : {
"prefix" : "/"
}
}
.
"virtualRouterName" : "serviceB"

b. A update-route S EFHHEH.

aws appmesh update-route --cli-input-json file://update-route.json

5. BIE serviceA BREIRS.
a. FAUTABBERNRN create-virtual-servicea.json B34 :

{
"meshName" : "apps",
"spec" : {
"provider" : {
"virtualNode" : {
"virtualNodeName" : "serviceA"
}
}
by
"virtualServiceName" : "servicea.apps.local”
}

b. BIEELRS
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aws appmesh create-virtual-service --cli-input-json file://create-virtual-
sexrvicea.json

RIERHE

ECIBRESME 28 , MEE=/1HBN servicea.apps.local, serviceb.apps.local H
servicebv2.apps.local WEFRIRS . BREFRBREZ 2 , IELZEEF —MREME , HHhaIEA
R REFRIRSHI AT RIR

« INELRS . REBESENKAB[TMBEREM servicea.apps.local EERS KixE
serviceb.apps.local E#RS.

« =48R serviceA, serviceB Hl serviceBv2 WEMT R, Envoy REFEANELT SBEEHN
BRSS R IE B REREFRIRSH IP thit,

o« —MNERIEMHE , HERAEET Envoy RIEFF 75% W AMRERMBE serviceB BRIT R , F 25%
NAREHREBEZ serviceBv2 ERIT =,

$B 6 BERS

BIEMEE , BFEETHUATES :

- BREESA Amazon ECS EFHEFEN Envoy REBIERM—IMHEMELUT RNEE. BXxUMEHE
REENNESEE , BSARERI

- EFEMAENEAD Amazon ECS £5%E X EAEA Envoy RE,

AR

Envoy B2 EZE AWS Identity and Access Management EH& = 85X K% E| App Mesh RS HIER#FH 1T
LE, XNFHEA Amazon EC2 B3R B EEM Amazon ECS 55 , IEP ALK B L6 A BRESIAM
A, 1 Linux B2 LEA Fargate EN W SFECSHES T RHRE S FIIAMELE X HEIENT S
BEC2 T HIERS /. BEREEL , BLITFIAMES A EH INEIFEA Fargate on Linux BEREXHEIE
WAEES.

WMRZIR Amazon EC2 B KRB EMES , A B HRILSREC2THERS BMA L ( MESIAMA
ERNEZIRPL )  WELANZESHM—NMESIAMBE, B BEXFIIESHNHEBLM
B ERERNAFIREIAME
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BEEHESENL , HER AWS CLI

&5 Amazon ECS AWS CLI s S register-task-definition, FHEIN RHMESEXLERT M
AR EN RS EE App Mesh.

(® Note
FTRECSEIZH AN L SHE E App Mesh,

EFE M json
RERE

B[S SHECSIRSEE N A App Mesh , BHBRSZSHNESEAMTBEUATREREER D, §
RIBEE type RE RN APPMESH , 3 containerName ELER envoy. HHRMIZELLTEME,

IgnoredUID

Envoy REFTSEHBRKEFEALAR ID WHENRE. SN kEHEERERENEMTRF,
ID , 1Btk ID AMEFESTENLHH Envoy BESH user ID #E. LLTE A iF Envoy ZEEEB SR
E, MEFEEARE, ETFHEER , RV REIER 1337,

ProxyIngressPort
X2 Envoy RERB|HUALRO, FIEIREN 15000,
ProxyEgressPort

X2 Envoy RERS|NHEORO, FLEIRERN 15001,

AppPorts
EELNNRARFARETHAEARKEO., B ROF , RARFARERD 9080 Ly, &
EENR OSSR S0UVTes L& E /Y i O T,

EgressIgnoredIPs
Envoy A2 RENIEEXL P ik, FHEREN169.254.170.2,169.254.169.254 , iX

F2BEITDFEC2 T HIBERSE S=MT DBHECSHES AHBELIFET 2. THERANESEIERMH
IAME &, B LURINE bt
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EgressIgnoredPorts

BRI LURINBLE S 2B IR O %R, Envoy FENREHRAEXERO, EIEZREESHEMRE
O, 0 22 b 2B,

(® Note
A LA ZREEY B R G iR O 80R 15,

"proxyConfiguration": {
"type": "APPMESH",

"containerName": "envoy",

"properties": [{
"name": "IgnoredUID",
"value": "1337"

3,

{
"name": "ProxyIngressPort",
"value": "15000"

3,

{
"name": "ProxyEgressPort",
"value": "15001"

3,

{
"name": "AppPorts",
"value": "9080"

3,

{
"name": "EgressIgnoredIPs",
"value": "169.254.170.2,169.254.169.254"

3,

{
"name": "EgressIgnoredPorts",
"value": "22"

}

]

}

N AR FAES Envoy KEIIN
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s
EHNESENPWRARFARSBMIES Envoy REXEISHNBH2EFER . H T HRRIXT
BRERE , REEEBMNNARFARENPIRE —dependsOnZp7 , F1F Envoy BERIRE

AHEALTHY, A TFRBERT S ESRKBTHNAREFAREN TR, LT REFHTERMEER %
TN, BLUEMELRXNEN  BELRNEN replaceable.

{

"name": "appName",
"image": "appImage",
"portMappings": [{
"containerPort": 9080,
"hostPort": 9080,
"protocol": "tcp"

1,

"essential": true,
"dependsOn": [{
"containerName": "envoy",
"condition": "HEALTHY"

]

}

Envoy BERE N

BN SHECSHESENLHMEBE App Mesh Envoy BERE K.

Bkme-south-1, ap-east-1, ap-southeast-3, eu-south-1, il-central-1 # af-
south-1 2B Z X FX, {RULLEH# Region-code Sme-south-1, . . ap-east-lap-
southeast-3eu-south-1il-central-1, FUAMEMXFGaf-south-1,

Standard

840364872350.dkr.ecr.region-code.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-prod

FIPS-&4&

840364872350.dkr.ecr.region-code.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-prod-fips

me-south-1

Standard

772975370895 .dkr.ecr.me-south-1.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-prod

HPR 6 EMRS
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RAriEmE

FIPS-%&

772975370895 .dkr.

ap-east-1

Standard

856666278305 .dkr.

FIPS-F&

856666278305 .dkr.

ap-southeast-3

Standard

909464085924 .dkr .

FIPS-&4&

909464085924 .dkr.

fips

eu-south-1

Standard

422531588944 .dkr.

FIPS-&4&

422531588944 .dkr.

il-central-1

Standard

564877687649 .dkr.

ecr.

ecr.

ecr.

ecr.

ecr.

ecr

ecr.

ecr.

me-south-1.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-prod-fips

ap-east-1.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-prod

ap-east-1.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-prod-fips

ap-southeast-3.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-prod

ap-southeast-3.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-prod-

.eu-south-1.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-prod

eu-south-1.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-prod-fips

il-central-1.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-prod

HPR 6 : EMRS
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FIPS-%&

564877687649 .dkr.ecr.il-central-1.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-prod-
fips

af-south-1

Standard

924023996002 .dkr.ecr.af-south-1.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-prod
FIPS-BF&

924023996002 .dkr.ecr.af-south-1.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-prod-fips

Public repository

Standard

public.ecr.aws/appmesh/aws-appmesh-envoy:v1.29.6.1-prod

FIPS-F&

public.ecr.aws/appmesh/aws-appmesh-envoy:v1.29.6.1-prod-fips

/A Important
N ZIFFARAR v1.9.0.0-prod HE FHRAE App Mesh —& A,

£ Envoy U1 B HIRA & H X 3F App Mesh BN E B2 Bl , BAFER App Mesh Envoy BE&E B, BXE
ZiFEMER |, BEZRGItHub BB R,

UTREIFHFFIERMERHRELEN. FEEMEHLINEYN , BEELERNIEN replaceable.

(® Note

« Envoy BAERENSAHFRIEN essential,

SE| 6 BHRS 21
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« BATEWHN Envoy BER 7P BI512CPUE T ES 64 MiB WWNTF. 7E Fargate £ , AT BAIR
ENRERNERN 1024MiB,

« Amazon ECS FREHERLLT S B E NAPPMESH_RESOURCE_ARNEMHE., ILEM
FERA 1.15.0 RESIRAW Envoy Bif. BXREZEE , B2 Envoy.

« user REMNESLINEEZSENREEEHRH IgnoredVID EHEE, EHRAIH , BIEH
= 1337,

o HAETRHWEITIRAKRESEF Envoy BERIEERS , AEEE Amazon ECS % Envoy
BRBRZTRERY , B NARFARS.

o BIABERT , & Envoy ISR EFSIA B B/, App Mesh ERETE
APPMESH_RESOURCE_ARN HFiEEN R RN BT, BulBIFEABCHBEHIRE
APPMESH_RESOURCE_CLUSTER BT EXRBEZ W ITH, WEHEZTERAK 1.15.0 HES
WRAH) Envoy &k, BEXEZEE , S Envoy,

LB E R Envoy BEFE LRHAI,

{

"name": "envoy",

"image": "840364872350.dkr.ecr.us-west-2.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-
prod",

"essential": true,
"environment": [{
"name": "APPMESH_RESOURCE_ARN",
"value": "arn:aws:appmesh:us-west-2:111122223333:mesh/apps/virtualNode/serviceB"
1,
"healthCheck": {
"command": [
"CMD-SHELL",
"curl -s http://localhost:9901/server_info | grep state | grep -q LIVE"
1,
"startPeriod": 10,
"interval": 5,
"timeout": 2,
"retries": 3
3,
"user": "1337"
}

RES E L
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LAF Amazon ECS FEENRBIB R T W LA RAIEHBMWESENL FtaskB, RETHEADR
R EAMMPAmazon ECS B KB BIZES M RHI AWS X-Ray, 3 replaceable & ( #ER T
E) , AT B NtaskBv2HtaskA KRB ENESUEEZENL. AZHMEEHRMELT B
#1% APPMESH_RESOURCE_ARN f& , F} A& R AR FMITH 5 O S REHRAEEE AppPorts Ho
ERINERT , 3 Envoy EIERMBERFSIFHBE KT , App Mesh £ &£ APPMESH RESOURCE_ARN
RIEEM RN BN, BB EERB S HEBMRE APPMESH_RESOURCE_CLUSTER 335
EXEBZRTA. UTREPHFMEEHARLEN, FEEMHEHLRNLEN K BEEEY E’\J

replaceable.

MBS ERERRE S P9 FMRIZEIT Amazon ECS %, WEERE RGP RMREETEZIAMEER,

/A Important
Fargate 4R KT 1024 Byix 0 {E.

Example JSON&E A T B #HECSHESE N ——Linux &85 LH Fargate

{
"family" : "taskB",
"memory" : "1024",
"cpu" : "@.5 vCPU",
"proxyConfiguration" : {
"containerName" : "envoy",
"properties" : [
{
"name" : "ProxyIngressPort",
"value" : "15000"
3,
{
"name" : "AppPorts",
"value" : "9080"
3,
{
"name" : "EgressIgnoredIPs",
"value" : "169.254.170.2,169.254.169.254"
3,
{
"name": "EgressIgnoredPorts",
"value": "22"
3,
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"name" : "IgnoredUID",
"value" : "1337"

"name" : "ProxyEgressPort",
"value" : "15001"

1,
"type" : "APPMESH"
},
"containerDefinitions" : [
{
"name" : "appName",
"image" : "appImage",
"portMappings" : [
{
"containerPort" : 9080,
"protocol" : "tcp"

1,
"essential" : true,
"dependsOn" : [
{
"containerName" : "envoy",
"condition" : "HEALTHY"

"name" : "envoy",
"image" : "840364872350.dkr.ecr.us-west-2.amazonaws.com/aws-appmesh-
envoy:v1.29.6.1-prod",
"essential" : true,
"environment" : [
{
"name" : "APPMESH_VIRTUAL_NODE_NAME",
"value" : "mesh/apps/virtualNode/serviceB"

1,
"healthCheck" : {
"command" : [
"CMD-SHELL",
"curl -s http://localhost:9901/server_info | grep state | grep -q LIVE"
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1,
"interval" : 5,
"retries" : 3,
"startPeriod" : 10,
"timeout" : 2
.
"memory" : 500,
"user" : "1337"
}
1,
"requiresCompatibilities" : [ "FARGATE" ],
"taskRoleArn" : "arn:aws:iam::123456789012:role/ecsTaskRole",
"executionRoleArn" : "arn:aws:iam::123456789012:role/ecsTaskExecutionRole",
"networkMode" : "awsvpc"

Example JSONA T S ECSESE XL AWS X-Ray -Linux &85 L Fargate

X-Ray AFEKREEXRNARFBRSTHERNEE A RETATIMLRENTE, FAEAT
Envoy B X-Ray zh#&F , Envoy BEf @] X-Ray IRERERER. BULUFEA Envoy ELE S A X-Ray
RER. BREFEBE , Envoy FREBIE K IZBENRN sidecar BEFZ1TH X-Ray BT ERF , ZHES
FREFFRERE RS X-Ray RS, ERFREFEAME X-Ray 5 , BRI LAEA X-Ray 25| & kAT RLRS
AABEMERRERFMAEE, L TISONRE A X-Ray ERIESE Lo

{

"family" : "taskB",

"memory" : "1024",

"cpu" : "512",

"proxyConfiguration" : {
"containerName" : "envoy",
"properties" : [

{
"name" : "ProxyIngressPort",
"value" : "15000"
1,
{
"name" : "AppPorts",
"value" : "9080"
1,
{
"name" : "EgressIgnoredIPs",
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"value" : "169.254.170.2,169.254.169.254"

"name": "EgressIgnoredPorts",
"value": "22"

"name" : "IgnoredUID",
"value" : "1337"

"name" : "ProxyEgressPort",
"value" : "15001"

1,
Iltypell
+

"APPMESH"

"containerDefinitions" : [

{

"name"

"appName",

"image" : "appImage",
"portMappings" : [

{

]I

"containerPort" : 9080,
"protocol" : "tcp"

"essential" : true,
"dependsOn" : [

{

"name"
Ilimagell

"containerName" : "envoy",
"condition" : "HEALTHY"

"envoy",

envoy:v1.29.6.1-prod",

"essential" : true,
"environment" : [

{

"name" : "APPMESH_VIRTUAL_NODE_NAME",

"840364872350.dkr.ecr.us-west-2.amazonaws.com/aws-appmesh-

HPR 6 : EMRS
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"value" : "mesh/apps/virtualNode/serviceB"
I
{
"name": "ENABLE_ENVOY_XRAY_TRACING",
"value": "1"
}
1,
"healthCheck" : {
"command" : [
"CMD-SHELL",
"curl -s http://localhost:9901/server_info | grep state | grep -q LIVE"
1,
"interval" : 5,
"retries" : 3,
"startPeriod" : 10,
"timeout" : 2
},
"memory" : 500,
"user" : "1337"
I
{
"name" : "xray-daemon",
"image" : "amazon/aws-xray-daemon",
"user" : "1337",
"essential" : true,
"cpu" : "32",
"memoryReservation" : "256",
"portMappings" : [
{
"containerPort" : 2000,
"protocol" : "udp"
}
]
}
1,
"requiresCompatibilities" : [ "FARGATE" ],
"taskRoleArn" : "arn:aws:iam::123456789012:ro0le/ecsTaskRole",
"executionRoleArn" : "arn:aws:iam::123456789012:r0le/ecsTaskExecutionRole",
"networkMode" : "awsvpc"
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Example JSONE A F Amazon ECS & E N -EC2 BahEH

{
"family": "taskB",
"memory": "256",
"proxyConfiguration": {
"type": "APPMESH",
"containerName": "envoy",
"properties": [
{
"name": "IgnoredUID",
"value": "1337"
I
{
"name": "ProxyIngressPort",
"value": "15000"
I
{
"name": "ProxyEgressPort",
"value": "15001"
I
{
"name": "AppPorts",
"value": "9080"
I
{
"name": "EgressIgnoredIPs",
"value": "169.254.170.2,169.254.169.254"
I
{
"name": "EgressIgnoredPorts",
"value": "22"
}
]
I
"containerDefinitions": [
{
"name": "appName",
"image": "appImage",
"portMappings": [
{

"containerPort": 9080,
"hostPort": 9080,
"protocol": "tcp"
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}
1,

"essential": true,
"dependsOn": [

{
"containerName": "envoy",
"condition": "HEALTHY"
}
]
I
{
"name": "envoy",
"image": "840364872350.dkr.ecr.us-west-2.amazonaws.com/aws-appmesh-

envoy:v1.29.6.1-prod",
"essential": true,
"environment": [
{
"name": "APPMESH_VIRTUAL_NODE_NAME",
"value": "mesh/apps/virtualNode/serviceB"
}
1,
"healthCheck": {
"command": [
"CMD-SHELL",
"curl -s http://localhost:9901/server_info | grep state | grep -q LIVE"
1,
"startPeriod": 10,
"interval": 5,
"timeout": 2,
"retries": 3

},
"user": "1337"
}
1,
"requiresCompatibilities" : [ "EC2" ],
"taskRoleArn" : "arn:aws:iam::123456789012:ro0le/ecsTaskRole",
"executionRoleArn" : "arn:aws:iam::123456789012:role/ecsTaskExecutionRole",
"networkMode": "awsvpc"

Example JSONE A F# 48 AWS X-Ray -EC2 B33 A Amazon ECS & E X
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"family": "taskB",

"memory": "256",

"cpu" : "1024",

"proxyConfiguration": {
"type": "APPMESH",

"containerName": "envoy",
"properties": [
{
"name": "IgnoredUID",
"value": "1337"
1,
{
"name": "ProxyIngressPort",
"value": "15000"
1,
{
"name": "ProxyEgressPort",
"value": "15001"
1,
{
"name": "AppPorts",
"value": "9080"
1,
{
"name": "EgressIgnoredIPs",
"value": "169.254.170.2,169.254.169.254"
1,
{
"name": "EgressIgnoredPorts",
"value": "22"
}
]
1,
"containerDefinitions": [
{
"name": "appName",
"image": "appImage",
"portMappings": [
{
"containerPort": 9080,
"hostPort": 9080,
"protocol": "tcp"
}
1,
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"essential": true,
"dependsOn": [

{
"containerName": "envoy",
"condition": "HEALTHY"
}
]
I
{
"name": "envoy",
"image": "840364872350.dkr.ecr.us-west-2.amazonaws.com/aws-appmesh-

envoy:v1.29.6.1-prod",
"essential": true,
"environment": [

{
"name": "APPMESH_VIRTUAL_NODE_NAME",
"value": "mesh/apps/virtualNode/serviceB"

.

{
"name": "ENABLE_ENVOY_XRAY_TRACING",
"value": "1"

}

1,

"healthCheck": {
"command": [
"CMD-SHELL",
"curl -s http://localhost:9901/server_info | grep state
1,
"startPeriod": 10,
"interval": 5,
"timeout": 2,
"retries": 3

},
"user": "1337"
},
"name": "xray-daemon",
"image": "amazon/aws-xray-daemon",

"usexr": "1337",
"essential": true,
"cpu": 32,
"memoryReservation": 256,
"portMappings": [

{

| grep

-q LIVE"
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"containerPort": 2000,
"protocol": "udp"
}
]
}

1,
"requiresCompatibilities" : [ "EC2" ],
"taskRoleArn" : "arn:aws:iam::123456789012:ro0le/ecsTaskRole",
"executionRoleArn" : "arn:aws:iam::123456789012:role/ecsTaskExecutionRole",
"networkMode": "awsvpc"

SPiES
5/ App Mesh #H{TE& L EZE

SLERBNRATHEEENAEFNIBRENFTBENRE 2B IRRE, TEL/ERIHEPERAS
TR, MRFRAEEMAE , SLEREATUBFREVRE BRAR, FAELEHE , &
B Z IR HE N AR FRAE 2B YRR E,

BXRUMMER App Mesh AT DXL EHENESRER , FSHECSHERA App Mesh AL 5
ECSEIBT A ELENENEE

@ Note
Bx App Mesh WEZRBIFES , S App Mesh R BI 7 E,

AIT AWS App Mesh 1 Kubernetes

LREMAER T Kubernetes B App Mesh #2#28 AWS App Mesh 5 Kubernetes SR AT , YRATAE
ERAMEER , Mg, BERS. EET R, EREASENEN Kubernetes BB H, &R ATEL
B 318 Kubernetes 8848 (pod) HSE AN App Mesh sidecar RESB &, AHEESEERERT
Kubernetes B9 App Mesh 122V 2% , LAMES ALLLEK.

AR Kubernetes BE L EIRE X EEM T 712 %I8F : meshes, virtual services., virtual
nodes M virtual routers., #EHIFENBEELERNAIE, BSRMPER , HES App Mesh Xt
HBIEY App Mesh the section called “B#&” the section called “EE LIRSS the section called “RE#LT7
R” the section called “EE#AM X" the section called “MXEEH", . . . the section called “FE 1 &
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https://aws.amazon.com/blogs/containers/create-a-pipeline-with-canary-deployments-for-amazon-ecs-using-aws-app-mesh/
https://aws.amazon.com/blogs/containers/create-a-pipeline-with-canary-deployments-for-amazon-ecs-using-aws-app-mesh/
https://github.com/aws/aws-app-mesh-examples
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2 (‘B¥Ethe section called ‘B H" ) RIFHITERAPI, ETHESEERNRHRMERR , ES
# GitHubI B

BEHIBRIE 2R %E— Webhook , U T AREEAMREERIBEER M Kubernetes B84 (pod) A,

« App Mesh Envoy X2 - Envoy £ App Mesh 2 HIEIRFEXNEEXRBENNARFRERE

ER TP

« App Mesh REBIEHEIEET - EFNAE4A (pod) MEH R ZE R FET Envoy BEHE AFE HRER

iptables # M, LtARBFERN Kubernetes init REFIZTERERA (pod) #,

FRZM

- BT App Mesh B2, BXEZER , S 142 AWS App Mesh ?

« BXf Kubernetes IS BFF T fE. BXEZEE , 5 Kubernetes X #H M T4 2 Kubernetes,

« IA Kubernetes &8, MREBXBUBER , 2 (LEBEKSAFERM) EKSHH Amaz on

Alle tMREEL D% EE1T B2 M Kubernetes S285EC2 , iE#R Docker BB Envoy BEFIE
M DBHECRFMEHTHHRIE. BXESELR , 53H Envoy 5. (IDEEMHAIJEMEK

APIERE) PREMER S ORI Kubernetes XS MNFAE SEM =R FIRELE G,
 App Mesh X #7EDNS AWS Cloud Map. ZHHEHEMEY Linux BRF. EFEAERAITER , A

BUZEM =TI ERSEDNS, ZEBNRRT BB ENERS TR N serviceA, serviceB

serviceBv2 , # AR LAER N apps.local WanBZ=E P XIMFIE RS

BIERS T FHE , BT UERSMNERERR , BEBERGRRS 28, BTTEERME,

- ER%E AWS CLI lRZ 1.18.116 RE S MA 2.0.38 RESMAE. ELXERAR AWSCLI, S

% %% AWS CLl,

- BEBHNEER Kubernetes EEEEM kubectl B K, MR EIEEFEA Amazon Elastic
Kubernetes Service , N A LAMEA AT &% kubectl MEE kubeconfig XY ER .

« Helm liZA 3.0 ESRA B L, NMRIFEELZE Helm , 55 HTSHEKSHFIERMEKSH T

5 E A Helms,

- TOFEKSHBIXZ¥FIPv4_ONLYEIPVv6 ONLY{X i IP BT , AR T ZH#HEKS B Bi{X X 8E

BRREMHRIPVARERIPVRRHRER pod.

FIRSBRBELPRIRS RN serviceA, serviceB M serviceBv2 , HEAIUEE R
apps.local WarAZRPZIAFME RS

TR
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https://github.com/aws/aws-app-mesh-controller-for-k8s
https://kubernetes.io/docs/concepts/overview/what-is-kubernetes/
https://docs.aws.amazon.com/eks/latest/userguide/getting-started.html
https://docs.aws.amazon.com/eks/latest/userguide/getting-started.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/envoy.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/Registries.html#registry_auth
https://kubernetes.io/docs/tasks/configure-pod-container/pull-image-private-registry/
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-install.html
https://docs.aws.amazon.com/eks/latest/userguide/install-kubectl.html
https://docs.aws.amazon.com/eks/latest/userguide/create-kubeconfig.html
https://docs.aws.amazon.com/eks/latest/userguide/helm.html
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TB1: REERAH

EERES App Mesh EEFEAMNBIRA (pod) NENERHF , TE-RERAHK,

TREERAH
1. HERHHSSRES —MIEREMETREHENEDR, NRECREMEITIR , REFBE
ERERE , WTUTRAET MR  RELHEREERE T ARITIR.

curl -o pre_upgrade_check.sh https://raw.githubusercontent.com/aws/eks-charts/
master/stable/appmesh-controller/upgrade/pre_upgrade_check.sh
sh ./pre_upgrade_check.sh

WMRBAIRE Your cluster is ready for upgrade. Please proceed to the
installation instructions , MAIAKEHIT T —F, MRBEEFRLEE , WFEELTK
ARS]R , REBRE, BEXRXARTMRITHREANESZEE , HZHAH. GitHub

2. ¥4 eks-charts F#EENRME Helm,

helm repo add eks https://aws.github.io/eks-charts

3. &% App Mesh Kubernetes BE X BRENX ()o CRD

kubectl apply -k "https://github.com/aws/eks-charts/stable/appmesh-controller/crds?
ref=master"

4. RNEEHIZZBIZE— Kubernetes 8 & ZE[Hl,

kubectl create ns appmesh-system

5. REBUTEZE  WEERESEPFEH, N cluster-name M Region-code Bt WM EERHMN
=

export CLUSTER_NAME=cluster-name
export AWS_REGION=Region-code

6. (A% ) WREIEE Fargate LiE1TiEHIEE , WEERE —/ Fargate BLE X . MNRIE
KeksctlZE , BHZH (Amazon EKS AAF1ER) eksctl M “LBREIWHAR", MREBHEFEH
BHAVNEREEXH , BRI SBEKSAFERTRHNGIE Fargate N AR EL

bl
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https://github.com/aws/eks-charts/blob/master/stable/appmesh-controller/README.md#upgrade
https://docs.aws.amazon.com/eks/latest/userguide/eksctl.html#installing-eksctl
https://docs.aws.amazon.com/eks/latest/userguide/fargate-profile.html#create-fargate-profile
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eksctl create fargateprofile --cluster $CLUSTER_NAME --name appmesh-system --
namespace appmesh-system

7. RIEMIEEELIE OpenlID Connect (OIDC) {712 E, MRE i ReksctlRix , MATERR
{Amazon EKS AIF#Em) FZEH A PeksctIFHPRARTER, NMREFEFHFEHEOE
RA4E |, BS Amazon EKS AFEBHANANERE LHNERSKFEAIAMAE,

eksctl utils associate-iam-oidc-provider \
--region=$AWS_REGION \
--cluster $CLUSTER_NAME \
--approve

8. RIEZIAMA® , N EM MAWSAppMeshFullAccessFIAWSCloudMapFullAccess AWS & KHE |
RIEFHMESR appmesh-controller Kubernetes fRESMK . ZAGBMFIEH SR AN, MR
FE K App Mesh &R

@ Note
ZwmSEAEIERNERLE AWS IAVME R, BT EEENENIAMARER.

eksctl create iamserviceaccount \

--cluster $CLUSTER_NAME \

--namespace appmesh-system \

--name appmesh-controller \

--attach-policy-arn arn:aws:iam::aws:policy/
AWSCloudMapFullAccess,arn:aws:iam: :aws:policy/AWSAppMeshFullAccess \

--override-existing-serviceaccounts \

--approve

MRBEZNRFERH AWS Management Console I RF K- AWS CLI , 5 H (L E#HEKS
AFERE) FHAERSKFAEZAMA SR KR, WREEHA AWS Management Console
AWS CLI kEI2IKF |, MEFEFZACKRHE Kubernetes RF kS, BEXEZER |, HSH
Amazon EKS AF BN I EHERSKFEEIAMAE,

9. #%E App Mesh #2415, BXFIERBELTANIIE , HSH LWEE GitHub,

1. BERABEEEHEE App Mesh #2HI85 | BAMEX6EENFAE FME A App Mesh FIRS XM
Amazon VPC £iwT R, BAEEERE accountId.
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https://docs.aws.amazon.com/eks/latest/userguide/eksctl.html#installing-eksctl
https://docs.aws.amazon.com/eks/latest/userguide/enable-iam-roles-for-service-accounts.html
https://console.aws.amazon.com/iam/home?#policies/arn:aws:iam::aws:policy/AWSAppMeshFullAccess$jsonEditor
https://console.aws.amazon.com/iam/home?#policies/arn:aws:iam::aws:policy/AWSCloudMapFullAccess$jsonEditor
https://docs.aws.amazon.com/eks/latest/userguide/create-service-account-iam-policy-and-role.html#create-service-account-iam-role
https://docs.aws.amazon.com/eks/latest/userguide/specify-service-account-role.html
https://github.com/aws/eks-charts/blob/master/stable/appmesh-controller/README.md#configuration
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--set accountId=$AWS_ACCOUNT_ID

EEAEERDFH X-Ray BER , 58 A X-Ray Ml Z#HECRI B #VPCLIHT =, 24
83public.ecr.aws/xray/aws-xray-daemon:latestBRIAFEA , HitBEF LB GHF A
R H AT BN AECRIFM EF,

(® Note
W 5 VPCA IR T S B Bl A XKL L HECRAHKFHE.

BT RBIE R ER X-Ray B B &fF 225,

helm upgrade -i appmesh-controller eks/appmesh-controller \

--namespace appmesh-system \

--set region=$AWS_REGION \

--set serviceAccount.create=false \

--set serviceAccount.name=appmesh-controller \

--set accountId=$AWS_ACCOUNT_ID \

--set log.level=debug \

--set tracing.enabled=true \

--set tracing.provider=x-ray \

--set xray.image.repository=your-account-id.dkr.ecr.your-
region.amazonaws.com/your-repository \

--set xray.image.tag=your-xray-daemon-image-tag

EREARFBESELT RSEMKAHERN , FRIE X-Ray #ETFHEFRERINEA.

BXEZEL , F2 1 Amazon EKS AT EEE,

2. REMEERIE App Mesh 25188, BXFIEEREETNIIK , ESH EMEE GitHub,

helm upgrade -i appmesh-controller eks/appmesh-controller \
--namespace appmesh-system \
--set region=$AWS_REGION \
--set serviceAccount.create=false \
--set serviceAccount.name=appmesh-controller
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https://docs.aws.amazon.com/AmazonECR/latest/userguide/docker-push-ecr-image.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/vpc-endpoints.html
https://docs.aws.amazon.com/eks/latest/userguide/private-clusters.html
https://github.com/aws/eks-charts/blob/master/stable/appmesh-controller/README.md#configuration
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® Note

WMREH Amazon EKS EB R FIRIPv6 , IB1ESRE App Mesh 12 #IS5r B S E I EA &
SHRMATERIZEEREHEZH--set clusterName=$CLUSTER_NAME,

/A Important

MRIBHERN Fme-south-1, ap-east-1, ap-southeast-3, eu-

south-1, il-central-1 = af-south-1 Xigid , NEEEEAHSPRM Tk
I :

Replace ( it ) account-id LA Region-code £ —4HEHMNE.

« XF sidecar B :

--set image.repository=account-id.dkr.ecr.Region-code.amazonaws.com/
amazon/appmesh-controller

» 772975370895.dkr, ecr.me-south-1.amazonaws.com/: v1.29.6.1-prod aws-
appmesh-envoy

» 856666278305.dkr, ecr.ap-east-1.amazonaws.com/: v1.29.6.1-prod aws-appmesh-
envoy

* 909464085924.dkr, ecr.ap-southeast-3.amazonaws.com/: v1.29.6.1-prod aws-
appmesh-envoy

» 422531588944 .dkr, ecr.eu-south-1.amazonaws.com/: v1.29.6.1-prod aws-
appmesh-envoy

» 564877687649.dkr, ecr.il-central-1.amazonaws.com/: v1.29.6.1-prod aws-
appmesh-envoy

» 924023996002.dkr, ecr.af-south-1.amazonaws.com/: v1.29.6.1-prod aws-appmesh-
envoy

- URISATAEE X HEHPHRERIAHE K GitHub, EREEKH AWS K RAEE
thvl.5.0, |[BIREMEGITEZELD# Elastic Kubernetes Service 1 B R 885 5%
& L8 AWS IKF AR,
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https://github.com/aws/aws-app-mesh-controller-for-k8s/releases
https://docs.aws.amazon.com/eks/latest/userguide/add-ons-images.html
https://docs.aws.amazon.com/eks/latest/userguide/add-ons-images.html
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X4 T2 BR AR

--set sidecar.image.repository=account-id.dkr.ecr.Region-
code.amazonaws.com/aws-appmesh-envoy

772975370895.dkr, ecr.me-south-1.amazonaws.com /amazon/appmesh-controller:
v1.13.1

856666278305.dkr, ecr.ap-east-1.amazonaws.com /amazon/appmesh-controller:
v1.13.1

909464085924 .dkr, ecr.ap-southeast-3.amazonaws.com /amazon/appmesh-
controller: v1.13.1

422531588944 .dkr, ecr.eu-south-1.amazonaws.com /amazon/appmesh-controller:
v1.13.1

564877687649.dkr, ecr.il-central-1.amazonaws.com /amazon/appmesh-controller:
v1.13.1

924023996002.dkr, ecr.af-south-1.amazonaws.com /amazon/appmesh-controller:
v1.13.1

X F sidecar #1B1L AR

--set sidecar.image.repository=account-id.dkr.ecr.Region-
code .amazonaws.com/aws-appmesh-envoy

772975370895.dkr, ecr.me-south-1.amazonaws.com /-manager: v7-prod aws-
appmesh-proxy-route

856666278305.dkr., ecr.ap-east-1.amazonaws.com /-manager: v7-prod aws-
appmesh-proxy-route

909464085924.dkr. ecr.ap-southeast-3.amazonaws.com /-manager: v7-prod aws-
appmesh-proxy-route

422531588944 .dkr, ecr.eu-south-1.amazonaws.com /-manager: v7-prod aws-
appmesh-proxy-route

564877687649.dkr. ecr.il-central-1.amazonaws.com /-manager: v7-prod aws-
appmesh-proxy-route

924023996002.dkr, ecr.af-south-1.amazonaws.com /-manager: v7-prod aws-
appmesh-proxy-route
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/A Important
REZFHFRA v1.9.0.0-prod RESRAS App Mesh — &£

10. FIASEBIBRARAN v1.4.0 HESKEAE ., BAUEFEFTEE HE GitHub,

kubectl get deployment appmesh-controller \
-n appmesh-system \

-0 json | jq -r ".spec.template.spec.containers[].image" | cut -f2 -d ':'

(® Note
MREBEFEEETHARRNAE , BUERXFIHE —TEEUTYR , XITNAAUR
£ i 2B

Neither -kubeconfig nor -master was specified. Using the inClusterConfig.
This might not work.

SR 2 . ZBF App Mesh FiR
HIRIE Kubernetes REEBN ARFE |, B4 8|2 Kubernetes BIE X EIR , LAERFIES o] LA 224

RIHY App Mesh &R, A TREA B ZIEBEFELINEER App Mesh &R, &R LAE App Mesh
ELPIHN TS IheE XK vibeta2 F XK Pk BT B EM App Mesh R IRTIEER RHIEE

/12

GitHub

/A Important
BHEIZFCIE T App Mesh BIRfE , BB ERAEHIZEX App Mesh R 17 52 =i il Br %
Ro WMREFER App Mesh XY EIRBITERLMBR , MBRINERT , BHEBZFETDIHIATS
FE R EFOIEFTE XM BREY App Mesh TR, B LUF I FEREEN EENRE, B
XEZEER , BZH ENEE GitHub,

Z8E App Mesh &R

1. BIEEF App Mesh BIREPFBZIH Kubernetes a5 & 22 [H),
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https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs
https://github.com/aws/eks-charts/blob/master/stable/appmesh-controller/README.md#configuration
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a. FUTABRRFEITEN LB R namespace.yaml HIXH4H,

apiVersion: vl
kind: Namespace
metadata:
name: my-apps
labels:
mesh: my-mesh
appmesh.k8s.aws/sidecarInjectorWebhook: enabled

b. SlREwE =M,

kubectl apply -f namespace.yaml
2. I App Mesh BRE W%

a. FUTHAARREITENLEEZ RN mesh.yaml BXHF, ZXHATFRIEE RN my-mesh BIN
BRERE. REMERE—MATHEEEEANERSZENMERENEBLR,

apiVersion: appmesh.k8s.aws/vlbeta2
kind: Mesh
metadata:
name: my-mesh
spec:
namespaceSelector:
matchLabels:
mesh: my-mesh

b. SIEM#E,.

kubectl apply -f mesh.yaml

c. BECDOIEM Kubernetes M RRIIFMEES,

kubectl describe mesh my-mesh

i
Name: my-mesh
Namespace:
Labels: <none>
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Annotations: kubectl.kubernetes.io/last-applied-configuration:
{"apiVersion":"appmesh.k8s.aws/

vlbeta2","kind":"Mesh", "metadata":{"annotations":{}, "name":"my-mesh"}, "spec":

{"namespaceSelector":{"matchLa...

API Version: appmesh.k8s.aws/vlbeta2

Kind: Mesh

Metadata:
Creation Timestamp: 2020-06-17T14:51:37Z
Finalizers:

finalizers.appmesh.k8s.aws/mesh-members
finalizers.appmesh.k8s.aws/aws-appmesh-resources

Generation: 1
Resource Version: 6295
Self Link: /apis/appmesh.k8s.aws/vlbeta2/meshes/my-mesh
UID: 111a11bl-clld-1elf-ghl1i-j11k11111m711
Spec:

Aws Name: my-mesh

Namespace Selector:
Match Labels:

Mesh: my-mesh

Status:
Conditions:
Last Transition Time: 2020-06-17T14:51:37Z
Status: True
Type: MeshActive
Mesh ARN: arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh
Observed Generation: 1
Events: <none>

d. EFEEXEHIZFGEN App Mesh IREMEHEMER,

aws appmesh describe-mesh --mesh-name my-mesh

i

"mesh": {
"meshName": "my-mesh",
"metadata": {
"arn": "arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh",
"createdAt": "2020-06-17T09:51:37.920000-05:00",
"lastUpdatedAt": "2020-06-17T09:51:37.920000-05:00",
"meshOwner": "111122223333",
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"resourceOwner": "111122223333",
"uid": "111al11bl-clld-lelf-ghli-j11k11111m711",
"version": 1
.
"spec": {},
"status": {
"status": "ACTIVE"

3. B2 App Mesh BT R, BT RFEHIEM@E Kubernetes FBHZ BB

a. FUTAHARREFEIITENLEZR virtual-node.yaml B3XHF, ZXHATFRIZEZ R App
Mesh my-service-a WERIT R ####4# BRZEH., ERTRRREFELSEHCIEN
Kubernetes kS5, BY{EhostnameRIZELLT SFRRHERBRSZHEEREDNSEYAE,

apiVersion: appmesh.k8s.aws/vlbeta2
kind: VirtualNode
metadata:
name: my-service-a
namespace: my-apps
spec:
podSelector:
matchLabels:
app: my-app-1
listeners:
- portMapping:
port: 80
protocol: http
serviceDiscovery:
dns:
hostname: my-service-a.my-apps.svc.cluster.local

ET S EEERHEF RS KIIIEE , 20 end-to-end MBFZTIRARE, BEXEZE
B, 5/ the section called ‘BT 2", BEEEF A LRIEHIRENEIT SBFTE A
BRE , HETUTaER.

aws appmesh create-virtual-node --generate-cli-skeleton yaml-input

b. HEBFBELT Ko
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kubectl apply -f virtual-node.yaml

c. BFEBRIEM Kubernetes EMlT R BRNEHAES.

kubectl describe virtualnode my-service-a -n my-apps

LT
Name: my-service-a
Namespace: my-apps
Labels: <none>

Annotations: kubectl.kubernetes.io/last-applied-configuration:

{"apiVersion":"appmesh.k8s.aws/
vlbeta2","kind":"VirtualNode", "metadata":{"annotations":{}, "name":"my-service-

a","namespace":"my-apps"},"s...
API Version: appmesh.k8s.aws/vlbeta2

Kind: VirtualNode

Metadata:
Creation Timestamp: 2020-06-17T14:57:29Z
Finalizers:

finalizers.appmesh.k8s.aws/aws-appmesh-resources

Generation: 2
Resource Version: 22545
Self Link: /apis/appmesh.k8s.aws/vlbeta2/namespaces/my-apps/
virtualnodes/my-service-a
UID: 111al1lbl-c11d-1elf-ghli-j11k11111m711
Spec:
Aws Name: my-service-a_my-apps
Listeners:
Port Mapping:
Port: 80
Protocol: http
Mesh Ref:

Name: my-mesh

UID: 111a11bl-clld-1elf-ghl1i-j11k11111m711
Pod Selector:

Match Labels:

App: nginx
Service Discovery:
Dns:

Hostname: my-service-a.my-apps.svc.cluster.local
Status:
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Conditions:
Last Transition Time: 2020-06-17T14:57:29Z
Status: True
Type: VirtualNodeActive
Observed Generation: 2
Virtual Node ARN: arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh/
virtualNode/my-service-a_my-apps
Events: <none>

d. EEEFIESE App Mesh FEIEZMNELLT S FAEFE.

(@ Note

RETE Kubernetes FBIZMELT R B ¥ my-service-a , {B7E App Mesh F
BB T R BFA my-service-a_my-apps. EHIZRIESIZE App Mesh &R
B, & Kubernetes fn & Z=E 18] B # M INE] App Mesh EHL T KB Fr. AR ZEE A
MR N TE Kubernetes # , WA LEFREN TR ZE PR ZEEMHE A ELT
& , 1B7E App Mesh A, FE LT 23 FRIE AG PN AU E—

aws appmesh describe-virtual-node --mesh-name my-mesh --virtual-node-name my-
service-a_my-apps

f

"virtualNode": {

"meshName": "my-mesh",

"metadata": {
"arn": "arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh/

virtualNode/my-service-a_my-apps",

"createdAt": "2020-06-17T09:57:29.840000-05:00",
"lastUpdatedAt": "2020-06-17T09:57:29.840000-05:00",
"meshOwner": "111122223333",
"resourceOwner": "111122223333",
"uid": "111allbl-clld-lelf-ghli-j11k11111m711",
"version": 1

.

"spec": {
"backends": [],
"listeners": [
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{
"portMapping": {
"port": 80,
"protocol": "http"
}
}
1,
"serviceDiscovery": {
"dns": {
"hostname": "my-service-a.my-apps.svc.cluster.local"
}
}
1,
"status": {
"status": "ACTIVE"
1,
"virtualNodeName": "my-service-a_my-apps"

}
4. B2 App Mesh B\ HZR. ELEXAZRLERTENMNER - MRS NELRSHRE

a. FUTAHARREIITENLERZR virtual-router.yaml WXHH, ZXHATFEIZER
HEE  FRERBINEL—SFEEMNERN my-service-a WEMT K. #EHIZFEIZE App
Mesh B\ HBMEARER. BAUNBHRIEEESUE , ARFEA http LABNHN. B
XEZELE , B Hthe section called “E K HES" Mthe section called “B&H", EEE , 5l
FAWEIT LB RE Kubernetes LT REBHM , M A RIEHIZZTE App Mesh HBIZEH App
Mesh B2 #l5 =% #o

apiVersion: appmesh.k8s.aws/vlbeta2
kind: VirtualRouter
metadata:
namespace: my-apps
name: my-service-a-virtual-router
spec:
listeners:
- portMapping:
port: 80
protocol: http
routes:
- name: my-service-a-route
httpRoute:
match:
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prefix: /
action:
weightedTargets:
- virtualNodeRef:
name: my-service-a
weight: 1

(At ) BEEEAUELAMEPRENEDRARZNAEATRRE , BETU TGRS,

aws appmesh create-virtual-router --generate-cli-skeleton yaml-input

EEERAELRMEHRENBEHNTETHRE , BETUATH T,

aws appmesh create-route --generate-cli-skeleton yaml-input

b. HBFBEMEEEAR,

kubectl apply -f virtual-router.yaml

c. BECDBIEM Kubernetes BRI BB EIR,

kubectl describe virtualrouter my-service-a-virtual-router -n my-apps

48 R B 1
Name: my-service-a-virtual-router
Namespace: my-apps
Labels: <none>

Annotations: kubectl.kubernetes.io/last-applied-configuration:
{"apiVersion":"appmesh.k8s.aws/
vlbeta2","kind":"VirtualRouter", "metadata":{"annotations":{}, "name": "my-

service-a-virtual-router", "namespac...
API Version: appmesh.k8s.aws/vlbeta2

Kind: VirtualRouter
Spec:
Aws Name: my-service-a-virtual-router_my-apps
Listeners:
Port Mapping:
Port: 80

Protocol: http
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Mesh Ref:

Name: my-mesh

UID: 111a11bl-clld-1elf-ghl1i-j11k11111m711
Routes:

Http Route:

Action:
Weighted Targets:
Virtual Node Ref:
Name: my-service-a

Weight: 1
Match:
Prefix: /
Name: my-service-a-route
Status:

Conditions:

Last Transition Time: 2020-06-17T15:14:01Z

Status: True

Type: VirtualRouterActive
Observed Generation: 1
Route AR Ns:

My - Service - A - Route: arn:aws:appmesh:us-west-2:111122223333:mesh/my-
mesh/virtualRouter/my-service-a-virtual-router_my-apps/route/my-service-a-route

Virtual Router ARN: arn:aws:appmesh:us-west-2:111122223333:mesh/my-
mesh/virtualRouter/my-service-a-virtual-router_my-apps
Events: <none>

d. EEFEFIBEETE App Mesh FRIBHELIBEHAZFZRER. BALLA name EE my-service-a-
virtual-router_my-apps , B HEFIZRE App Mesh HOIEELBHRN , ERERE
BB 2R B S B AN Kubernetes #5% 28 (8] & #ro

aws appmesh describe-virtual-router --virtual-router-name my-service-a-virtual-
router_my-apps --mesh-name my-mesh

i

"virtualRouter": {
"meshName": "my-mesh",
"metadata": {
"arn": "arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh/
virtualRouter/my-service-a-virtual-router_my-apps",
"createdAt": "2020-06-17T10:14:01.547000-05:00",
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"lastUpdatedAt": "2020-06-17T10:14:01.547000-05:00",
"meshOwner": "111122223333",
"resourceOwner": "111122223333",
"uid": "111al11bl-clld-lelf-ghli-j11k11111m711",
"version": 1
.
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http"

1,
"status": {

"status": "ACTIVE"
iy

"virtualRouterName": "my-service-a-virtual-router_my-apps"

e. EFEFIBEETE App Mesh FRIEHIEHAEIR. R7E Kubernetes FRIBREBHAEIR , N ZHKEH
5= Kubernetes FELVEHBHREN —F 0. BHABSEETETFIR c B Kubernetes #IR1F
MER P, EHIBFE App Mesh AR , T4F Kubernetes 758 22 [B1 & ¥ M 0 E App
Mesh BHEMN , BNBHRBMX ELEHEME—.

aws appmesh describe-route \
--route-name my-service-a-route \

--virtual-router-name my-service-a-virtual-router_my-apps \
--mesh-name my-mesh

LTl
{
"route": {
"meshName": "my-mesh",
"metadata": {
"arn":

"arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh/
virtualRouter/my-service-a-virtual-router_my-apps/route/my-service-a-route",
"createdAt": "2020-06-17T10:14:01.577000-05:00",
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"lastUpdatedAt": "2020-06-17T10:14:01.577000-05:00",
"meshOwner": "111122223333",

"resourceOwner": "111122223333",

"uid": "111al11bl-clld-lelf-ghli-j11k11111m711",
"version": 1

.
"routeName": "my-service-a-route",
"spec": {
"httpRoute": {
"action": {
"weightedTargets": [
{
"virtualNode": "my-service-a_my-apps",
"weight": 1
}
]
},
"match": {
"prefix": "/"
}
}
.
"status": {
"status": "ACTIVE"
},
"virtualRouterName": "my-service-a-virtual-router_my-apps"

}

5. Bl App Mesh LIRS . EIRS B —MHRAISZERARSS , HET RUEZRHAS0ET E OB
MR A REERE, NERFSZEMARECHENRS. AL T App Mesh A FEE
BRUHELRS B ENEURSAARNEIGRRSHTERES B, BEXT S X & ELAR
% BRLEERNRAEFABEIT| AEMEN. BREAIEEFNEMRSRERFNELT
REELABE AR

a. FUTAHARREFEIITENLEZR virtual-service.yaml BXHF, ZXHATFEIEE
BRS , FAEMRARREEFNRERBEEL—SPRIENE N my-service-a Y
LT R awsNameH B {EspecEixiE AR M RAISZER Kubernetes fRFHI L REFH A
(FQDN), Kubernetes BR$1E the section called “FH 3 : BIEREHMRS” FElE, BXES
E8 , &2 the section called “E# RS

apiVersion: appmesh.k8s.aws/vlbeta2
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kind: VirtualService
metadata:

name: my-service-a

namespace: my-apps
spec:

awsName: my-service-a.my-apps.svc.cluster.local

provider:

virtualRouter:
virtualRouterRef:
name: my-service-a-virtual-router

FEEEVELRMTHPRENEURSNAETHRE , FETUATHS,

aws appmesh create-virtual-service --generate-cli-skeleton yaml-input

b. SIRELRS.

kubectl apply -f virtual-service.yaml

c. EECEHEM Kubernetes EMIRSEENIFHES,

kubectl describe virtualservice my-service-a -n my-apps

i
Name: my-service-a
Namespace: my-apps
Labels: <none>

Annotations: kubectl.kubernetes.io/last-applied-configuration:
{"apiVersion":"appmesh.k8s.aws/
vlbeta2","kind":"VirtualService", "metadata":{"annotations":{}, "name": "my-

service-a", "namespace":"my-apps"}...
API Version: appmesh.k8s.aws/vlbeta2

Kind: VirtualService

Metadata:
Creation Timestamp: 2020-06-17T15:48:40Z
Finalizers:

finalizers.appmesh.k8s.aws/aws-appmesh-resources

Generation: 1
Resource Version: 13598
Self Link: /apis/appmesh.k8s.aws/vlbeta2/namespaces/my-apps/

virtualservices/my-service-a
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UlD: 111a11bl-clld-1elf-ghl1i-j11k11111m711
Spec:
Aws Name: my-service-a.my-apps.svc.cluster.local
Mesh Ref:
Name: my-mesh
UID: 111allbl-cl1d-1elf-ghli-j11k11111m711
Provider:
Virtual Router:
Virtual Router Ref:
Name: my-service-a-virtual-router
Status:
Conditions:
Last Transition Time: 2020-06-17T15:48:40Z
Status: True
Type: VirtualServiceActive
Observed Generation: 1
Virtual Service ARN: arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh/
virtualService/my-service-a.my-apps.svc.cluster.local
Events: <none>

d. EFEHERE App Mesh FRIEZME LIRS BIRMFHES . Kubernetes 2 HIZRIE App
Mesh A 82 RE #L IR &5 89& B Kubernetes @58 Z2 18 A #RMI 02| App Mesh E#LARSS B Fr
F, ENELRSHWEHREM -, FQDN

aws appmesh describe-virtual-service --virtual-service-name my-service-a.my-
apps.svc.cluster.local --mesh-name my-mesh

i

"virtualService": {

"meshName": "my-mesh",

"metadata": {
"arn": "arn:aws:appmesh:us-west-2:111122223333:mesh/my-mesh/

virtualService/my-service-a.my-apps.svc.cluster.local",

"createdAt": "2020-06-17T10:48:40.182000-05:00",
"lastUpdatedAt": "2020-06-17T10:48:40.182000-05:00",
"meshOwner": "111122223333",
"resourceOwner": "111122223333",
"uid": "111allbl-clld-lelf-ghli-j11k11111m711",
"version": 1

}I
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uspecu: {
"provider": {
"virtualRouter": {

"virtualRouterName": "my-service-a-virtual-router_my-apps"
}

}
1,
"status": {

"status": "ACTIVE"
},
"virtualServiceName": "my-service-a.my-apps.svc.cluster.local"

REAHEHEGENS , B2t LLEFE App Mesh the section called “EE LM< # the section
called “Mx<BEH". BXFERAEHSEIBXERFNES , BSREEAUENXHETE L GitHub &R
W RBEE

SR 3 CIENEFRS

EABEF App Mesh Bi& A EMAESA (pod) BMELZFIT App Mesh sidecar g5, JEFAZR/S
B30 sidecar AR A MEFEARIEENIRESHENEEREFA (pod) Fo

1. BRARERN., BMNBWEEAE Kubernetes HE , LUX RN B S M App Mesh ERITT |
MBS

a. MUTHEREIUTENLEARN proxy-auth.json WXHH, BEEZHLEHR alternate-
colored values RA{RECH.

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "appmesh:StreamAggregatedResources",
"Resource": [
"arn:aws:appmesh:Region-code:111122223333 :mesh/my-mesh/
virtualNode/my-service-a_my-apps"
]
}
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}

b. B K

aws iam create-policy --policy-name my-policy --policy-document file://proxy-
auth.json

c. BIRIAMASG , GREL—SHLBNREMMEIZAE® , 812 Kubernetes FRFIKF , RiE
FHZ R EES Kubernetes RS KB ., %A GBFEIRFISFEESL AN, MERFMEHR App Mesh &

N
Do

eksctl create iamserviceaccount \
--cluster $CLUSTER_NAME \
--namespace my-apps \
--name my-service-a \
--attach-policy-arn arn:aws:iam::111122223333:policy/my-policy \
--override-existing-serviceaccounts \
--approve

MREEERER AWS Management Console S| RFZ K AWS CLI , SR (L
HEKSHFIER) IR RSIK . AIZEIAMA BT K, MREFH AWS Management
Console = AWS CLI RBIZEKF , MG FEFZAEBRHE Kubernetes RE kS, BXE
%85 , HZH Amazon EKS AAFEEPHN N EHNBRIZKFAEEEIAMAE,

2. (W) MRENIHBEEBE Fargate B4 (pod) , MEE BRI Fargate BLE X 4. WNRE
KeksctlZzdx , MIATLARER (Amazon EKS AAFIER) By “Z&RAAN” eksctl FEVIRAMITE
%, MREFZEFRAEHAEREEXH , BRI S PEKSHFERmFPMNEIE Fargate N AR
o

eksctl create fargateprofile --clustexr my-cluster --region Region-code --name my-
service-a --namespace my-apps

3. BIZ Kubernetes [REZ BB, MRLEERN App Mesh BBEEEANIARNE , WEERBE—NE
PR, BRIE the section called “F %k 2 : #F App Mesh F)R” WFFZ&, 3 HATHAARME., &
MENEE K BRENMSSELEEDT R LIRENHFEMETHE , X# sidecar 2R < B3R IMNE
B84 (pod) b , HEFHBBAEFA (pod).

a. MUTHEREZITEN LEBAN example-service.yaml WX HH, NMBEEERGEEH
ZMHEA Fargate B84 (pod) , FHR B ZE B M EERTE Fargate Bl B X HHE X
Z2E AT,
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apiVersion: vl
kind: Service
metadata:
name: my-service-a
namespace: my-apps

labels:

app: my-app-1

spec:

selector:

app: my-app-1
ports:

- protocol: TCP

port: 80

targetPort: 80
apiVersion: apps/vl
kind: Deployment
metadata:
name: my-service-a
namespace: my-apps
labels:
app: my-app-1
spec:
replicas: 3
selector:
matchLabels:
app: my-app-1
template:
metadata:
labels:
app: my-app-1
spec:
serviceAccountName: my-service-a
containers:
- name: nginx
image: nginx:1.19.0
ports:
- containerPort: 80
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RAriEmE

/A Important

HSEH app matchLabels selector RHMEXMERTE the section called “%5
2. 5% App Mesh &R W FE ] 3 FRIBER T QRHIEEWEMELTE , &
N sidecar BEFRTTFLEAFIBESA (pod)F . EFIHEHREIF , FRZHER my-
app-1l. MREHMBEWEREBLNMARELT R , N Deployment jFH# MY
‘BE Envoy AgE. BEXEFANGEBNESZEE , 50 Envoy, MBEEFHER
manfest , B P EE =B, GitHub

b. #EMRS.

kubectl apply -f example-service.yaml

c. BEERFZNIHE

kubectl -n my-apps get pods

fa
NAME READY STATUS RESTARTS AGE
my-service-a-54776556f6-2cxd9  2/2 Running 0 10s
my-service-a-54776556f6-w26kf  2/2 Running @ 18s
my-service-a-54776556f6-zw5kt  2/2 Running @ 26s

d. EFEHEBNAERA (pod) 2 —HEFEHAEFER.

kubectl -n my-apps describe pod my-service-a-54776556f6-2cxd9

48 R B a0
Name: my-service-a-54776556f6-2cxd9
Namespace: my-app-1
Priority: 0
Node: ip-192-168-44-157.us-west-2.compute.internal/192.168.44.157
Start Time: Wed, 17 Jun 2020 11:08:59 -0500
Labels: app=nginx

pod-template-hash=54776556f6

Annotations: kubernetes.io/psp: eks.privileged

Status: Running
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IP: 192.168.57.134
IPs:

IP: 192.168.57.134
Controlled By: ReplicaSet/my-service-a-54776556f6
Init Containers:

proxyinit:

Container 1ID: docker://

e0c4810d584c21ae@cb6e40f6119d2508f029094d0e@1c9411c6cf2a32d77a59

Image: 111345817488 .dkr.ecr.us-west-2.amazonaws.com/aws-appmesh-
proxy-route-manager:v2
Image ID: docker-pullable://111345817488.dkr.ecr.us-
west-2.amazonaws.com/aws-appmesh-proxy-route-manager
Port: <none>
Host Port: <none>
State: Terminated
Reason: Completed
Exit Code: 0
Started: Fri, 26 Jun 2020 08:36:22 -0500
Finished: Fri, 26 Jun 2020 08:36:22 -0500
Ready: True
Restart Count: 0
Requests:
cpu: 10m
memory: 32Mi
Environment:
APPMESH_START_ENABLED: 1
APPMESH_IGNORE_UID: 1337
APPMESH_ENVOY_INGRESS_PORT: 15000
APPMESH_ENVOY_EGRESS_PORT: 15001
APPMESH_APP_PORTS: 80
APPMESH_EGRESS_IGNORED_IP: 169.254.169.254
APPMESH_EGRESS_IGNORED_PORTS: 22
AWS_ROLE_ARN: arn:aws:iam::111122223333:role/eksctl-app-

mesh-addon-iamserviceaccount-my-a-Rolel-NMNCVWB6PLON
AWS_WEB_IDENTITY_TOKEN_FILE: /var/run/secrets/eks.amazonaws.com/
serviceaccount/token

Containers:
nginx:
Container ID: docker://
be6359dc6ecd3f18alc87df7b57c2093e1f9db17d5b3a77f22585ce3bcabl37a

Image: nginx:1.19.0
Image ID: docker-pullable://nginx
Port: 80/TCP
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Host Port: Q/TCP
State: Running
Started: Fri, 26 Jun 2020 08:36:28 -0500
Ready: True
Restart Count: 0
Environment:
AWS_ROLE_ARN: arn:aws:iam::111122223333:role/eksctl-app-

mesh-addon-iamserviceaccount-my-a-Rolel-NMNCVWB6PLON
AWS_WEB_IDENTITY_TOKEN_FILE: /var/run/secrets/eks.amazonaws.com/
serviceaccount/token

envoy:
Container ID:
docker://905b55chf33ef3b3debc51ch448401d24e2e7c2dbfc6a9754a2c49dd55a216b6
Image: 840364872350.dkr.ecr.us-west-2.amazonaws.com/aws-appmesh-
envoy:v1l.12.4.0-prod
Image ID: docker-pullable://840364872350.dkr.ecr.us-
west-2.amazonaws.com/aws-appmesh-envoy
Port: 9901/TCP
Host Port: Q/TCP
State: Running
Started: Fri, 26 Jun 2020 08:36:36 -0500
Ready: True
Restart Count: 0
Requests:
cpu: 10m
memory: 32Mi
Environment:
APPMESH_RESOURCE_ARN: arn:aws:iam::111122223333:mesh/my-mesh/
virtualNode/my-service-a_my-apps
APPMESH_PREVIEW: 0
ENVOY_LOG_LEVEL: info
AWS_REGION: us-west-2
AWS_ROLE_ARN: arn:aws:iam::111122223333:role/eksctl-app-
mesh-addon-iamserviceaccount-my-a-Rolel-NMNCVWB6PLON
AWS_WEB_IDENTITY_TOKEN_FILE: /var/run/secrets/eks.amazonaws.com/
serviceaccount/token

Events:
Type Reason Age From
Message
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Normal Pulling 30s
west-2.compute.internal

west-2.amazonaws.com/aws-

Normal Pulled 23s
west-2.compute.internal

west-2.amazonaws.com/aws-

Normal Created 21s
west-2.compute.internal
Normal Started 21s
west-2.compute.internal
Normal Pulling 20s
west-2.compute.internal
Normal Pulled 16s
west-2.compute.internal
Normal Created 15s
west-2.compute.internal
Normal Started 15s
west-2.compute.internal
Normal Pulling 15s
west-2.compute.internal

west-2.amazonaws.com/aws-

Normal Pulled 8s
west-2.compute.internal

west-2.amazonaws.com/aws-

Normal Created 7s
west-2.compute.internal
Normal Started 7s
west-2.compute.internal

kubelet, ip-192-168-44-157.us-
Pulling image "111345817488.dkr.ecr.us-
appmesh-proxy-route-manager:v2"

kubelet, ip-192-168-44-157.us-
Successfully pulled image "111345817488.dkr.ecr.us-
appmesh-proxy-route-manager:v2"

kubelet, ip-192-168-44-157.us-
Created container proxyinit

kubelet, ip-192-168-44-157.us-
Started container proxyinit

kubelet, ip-192-168-44-157.us-
Pulling image "nginx:1.19.0"

kubelet, ip-192-168-44-157.us-
Successfully pulled image "nginx:1.19.0"

kubelet, ip-192-168-44-157.us-
Created container nginx

kubelet, ip-192-168-44-157.us-
Started container nginx

kubelet, ip-192-168-44-157.us-
Pulling image "840364872350.dkr.ecr.us-
appmesh-envoy:v1.12.4.0-prod"

kubelet, ip-192-168-44-157.us-
Successfully pulled image "840364872350.dkr.ecr.us-
appmesh-envoy:v1.12.4.0-prod"

kubelet, ip-192-168-44-157.us-
Created container envoy

kubelet, ip-192-168-44-157.us-
Started container envoy

EREMNEES B LLEREHZREN proxyinit Ml envoy BEARIMEIBRES4A (pod).
MRIEF RHIPRSEBE R Fargate , MIZFIZF S envoy BEBRARIMEIARETA (pod) # , 1B

P

roxyinit BBET =,

4. (WiE ) ZEFEM , 6l Prometheus, Grafana, Jaeger 1 Datadogo, AWS X-RayEXEZ{E
B | 558 App Mesh fi# GitHub 1 {App Mesh B F#8/E) MY “AI W25 #49s

® Note

BXx App Mesh NEZRBIFEL , 525 App Mesh RAIFEE,
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. ==
S’ 4 : B

i BR AR P IR TR RBIRIR. #2FIZRE LM BRTE my-mesh App Mesh BRSS RI#& H & 2 /9 %R
kubectl delete namespace my-apps
MBIERNRBIRSRIZE T Fargate BLE XM | BFF E M BR,

eksctl delete fargateprofile --name my-service-a --cluster my-cluster --region Region-
code

i BRI 4%

kubectl delete mesh my-mesh

( AIE ) &AL BR Kubernetes SRR 14,

helm delete appmesh-controller -n appmesh-system

( /& ) RENF Kubernetes A HEE S Fargate , EMIER Fargate Bt &3 4.

eksctl delete fargateprofile --name appmesh-system --cluster my-cluster --
region Region-code

AWS App Mesh #1 Amazon A EC2

AEBAIEEBIE AWS App Mesh B Amazon LiZ{THISEERIRSZEC2, AHKENE T 25 App
Mesh % RER P EARINEE,

mE

RNTIHBUMAEESER App Mesh , BREZRE—NMNEEBLUTHENNARERF :

« &N serviceA M serviceB WA RSE AKX
s XHWMARSEEMEIL R apps.local iR ZEHE,
« ServiceAE HTTP /2. %O 8 serviceB 0 #H{TEE,
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o BEERE serviceB BWMRA 2 , AR AR F serviceBv2 7£ apps.local @& Z=EFEM T iZAR

%
EHESRMT -

o AN 75% WHREM K EserviceAZ|serviceB |, I 25% MR E XX RserviceBv2E—1, &
TR EKiE25% i EserviceBv2 , BRAILMERIERBN100% MW AREZHRIIE 2R XG5
mserviceA,

o IREBELBREVRBRWNABRRKENE , UE—BIEH serviceBv2 AISEE N 100% W2 XERZR
%, SAEREBAR.E serviceBv2 [, BFEEHH serviceB,

o BRI TR 2 BV E KR T S R SSER AR S5 VR EL A B A AR RS S AR S5 R DU AR

RNTFEREMNER  BRECEETEELRS., BT, ELEHEIZMEEHELN App Mesh RFE M
o EEBHMIEE , EFEA Envoy REVERS. EFE , BHRSNES Envoy REMEBEE
MAREEMEEBEE.

FRF M

App Mesh X #F1EDNS AWS Cloud Map, A& HEMAY Linux RS, EFEAARAIER , BINEX
EEM =M A REDNS, BIERSAEE , KLU BRBREMERERR , BEFBXGRRES 2
Bl , BREEAME,

WMRIEN KIZITIRS , MATLAS S Amazon EC2 LI MEREBN ARF. BXEZER , 5
FE B EC2A FIEE R IHIFE - Amazon EC2 Linux SEHIA [T, MRS BRBESRFERSHE R

serviceA, serviceB #l serviceBv2 , AR LAER A apps.local Wi & Z2 A R &K IFTE R

%o

SR 1 RN E RS

BEMER—MHATEZEEANRS <BNNERENZELR, AXRESERE , BEZH RS
o EBIVRSREGRBSHHR. BXEZEE , B5H EURS.

BIEHUT &R :

- &N apps WM , RALZEPHMERSIEME apps.local @& Z=HE,

« BN serviceb.apps.local WERIRS , RAERMBRS R RAUUEAZEHRAINWERS , AR
P HEEFRREUSI AEMBENR. MENSRPEARMABEN servicea.apps.local WELIRS.

TR 60


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-lamp-amazon-linux-2.html

AWS App Mesh AriEE

A LAE A S 1.18.116 AWS Management Console & & AWS CLI MR8 2.0.38 E SMRAKT
BRI T S8, tRER AWS CLI, FfFEFAaws --version PR EZ R EMN AWS CLI R, R

BEBREMAK 1.18.116 RESRARE X ELTERA 2.0.38 RESMRA , M MAMZEREH AWS
CLl, EEFREFEAN T EFMXRHEF,

AWS Management Console

1. TEFHRETFTFF App Mesh &1 & B B IXIE 1T [E S hitps://console.aws.amazon.com/appmesh/o
2. XNTMIEAER, WA apps.

3. WFEHURSFZAEF , WA sexrviceb.apps.local,

4. EHYE | FHiEE Nexto

AWS CLI

1. f£MH create-mesh S AIEMNK,

aws appmesh create-mesh --mesh-name apps

2. {#H create-virtual-service @S BIZELRS.

aws appmesh create-virtual-service --mesh-name apps --virtual-sexrvice-name
serviceb.apps.local --spec {}

S|2: ABREDTR

BT RELKRRSNEEEH, BXEZEE  HE5H EUT R

BIEEN serviceBMELTR , ENENERUTRRTRE N serviceB WEFRRS . AIEAEN
% serviceb.apps.local , B DNS RIEL T SFTR RIVEBRARSS . ZE , BATBAER AWS
Cloud Map X I EFRARS . EET RERO 80 LEMA HTTP /2 i MsImRE, tho , B IFHEMIHPY
MEZITRARE, BHEEHNSEHPN serviceA Ml serviceBv2 SIZELT =

AWS Management Console
1. WFERETKEN , A serviceB,

2. NTFRFEAIMBZE , %EFEDNSH i Aserviceb.apps.localDNSEHE,
3. HEMWHREET , FHUCER http2 , HEROH , B A 80,
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4. BME | FHiEF Nexto

AWS CLI

1. FEAUTHAARBIEREN create-virtual-node-serviceb.json BX# :

{
"meshName": "apps",
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http2"
}
}
1,
"serviceDiscovery": {
"dns": {
"hostname": "serviceB.apps.local"
}
}
},
"virtualNodeName": "serviceB"
}

2. ERIZJSONIXHEER A , FHcreate-virtual-nodef S BIZE AT 2.

aws appmesh create-virtual-node --cli-input-json file://create-virtual-node-
serviceb.json

HUR 3 ;02 RE AR B 2R M B

B RARREEMER — IS PEURSHRE. BXESER  FSHAENKEE M,

BIEUT &R :

« Z&H serviceB WEL\MEHEE , BN serviceB.apps.local BENBRESFTL2BHSEMEMRS
WHILEE, Fidd , BB E RS 235FR serviceb.apps.local REWHR. ELAR
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https://docs.aws.amazon.com/cli/latest/reference/appmesh/create-virtual-node.html
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EERBRAEIELKRAHE, ELERAHASERO 80 LEA HTTP 2 VBN HRE, ik, 2XiFH
A1V

« &N serviceB WiEH, B 100% W HREK AT serviceBERITT R, Ml serviceBv2 E#lTY
RE , EHRENTRABIINE, EARAREEHRRENSA , BEUTAAEBBPMFAANFERGE , H
AINERERE , NI Envoy REEBEEE RN SZXE R RE &IER BT =

AWS Management Console

1. NTELEHEIEN , HA serviceB,

EMTEREET , FHPUGER http2 , HANIKAIEE 80,

NTHBBEER , WA serviceB,

NFRAFER | EF http2,

EBFREE THEMNT REMF |, EF serviceB , F ANER A 100,
ErEEEET , EFE—MH*.

E4kE | 1EI%EFE Nexto

N o o bk~ w N

AWS CLI
1. GIBREBEHEER.

a. FAUTABBIEENRN create-virtual-router. json B34 :

{
"meshName": "apps",
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http2"
}
}
]
by
"virtualRouterName": "serviceB"
}

b. EHIZJSONXHEERB A |, EHcreate-virtual-routerds & 022 E LK B 88,
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RAriEmE

aws appmesh create-virtual-router --cli-input-json file://create-virtual-

router.json

2. BIEKA,
a. FEAUTAHBRBERNRN create-route.json BIXH :

"meshName" : "apps",
"routeName" : "serviceB",
"spec" : {
"httpRoute" : {
"action" : {
"weightedTargets" : [
{
"virtualNode" : "serviceB",
"weight" : 100

]

o
"match" : {
Ilprefixll : II/II

}
iy

"virtualRouterName" : "serviceB"

}
b. {FERAJSONXHERTA , EH create-route i = BIE K,

aws appmesh create-route --cli-input-json file://create-route.json

SRA WRIHGE
BREZANHATRRE,

AWS Management Console

NRFEXNEMRRITEMNER , FlhERE. EENRERIREG , ERENE,

RERBHETRCUENAEMERR, EUNBTEREEMNEREZHEFERCUNENTIF,

SR 4 FREHACE
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AWS CLI

5/ describe-mesh S R EEFIEIEMIEIIRE,

aws appmesh describe-mesh --mesh-name apps

& & B {F B describe-virtual-servicefin S0 ENE R RS IR E,

aws appmesh describe-virtual-service --mesh-name apps --virtual-sexrvice-name
sexviceb.apps.local

B E & F Hdescribe-virtual-nodefr S Bl 2N EI T SR E.

aws appmesh describe-virtual-node --mesh-name apps --virtual-node-name serviceB

BE B Adescribe-virtual-routeris S OI 2 E IR HEEMEE,

aws appmesh describe-virtual-router --mesh-name apps --virtual-router-name serviceB

5 describe-route I R EEFTEIEZBAHNIRE,

aws appmesh describe-route --mesh-name apps \
--virtual-router-name serviceB --route-name serviceB

S5 IREMAR
ERRUGE , BEENTATRE

Bl AN serviceBv2 BEMIT R , ARB N serviceA HEL TR, AMNELT S#HES

HTTP /2 3% 0 80 M ITiER. X TF serviceA BRI R , FHF/EIWELE N serviceb.apps.local,

kKB serviceA BT R ATEHIERERG ZIZEA N serviceb. apps.local BWELRS.

BAKEEPRENSE , BEEAUNERT RIEEATEA LR BENXHRE,

- BHBB— N EBNWER RS servicea.apps.local , ZREEAEREBEEZELZE
BlserviceAR AT =,

s EFEL—SFBIEN serviceB BH , AN 75% WRELXIEE serviceB BT R , F 25% &

REBRIEE serviceBv2 BT R, FERNBENHER , ST UREELNE , BE serviceBv2

WE 100% HHRE, FMAAEFREBRIEZE| serviceBv2 fa , BAIUUXAHFA serviceB BT R

MEBRIRS . EEXNER , FEENRBHITEME R , A serviceb.apps.local EERS
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EMAEFERESBIEENRE, EE—T |, serviceb.apps.local BENRS I RE XK IXBIE I
B2, ZERASYRERHIEUT . BT RNRS KN EF I AR ER,

AWS Management Console

1. EEMSMERSD , BENEK,
ERHE L — SRR/ apps Mg
EEMSMERS , BREUT R
EFROEE AT Ko

£ EBTT /B P AserviceBv2 |, £ “BRE KIS AL HiEE DNS |, £ ‘DNSEHE" F
# Aservicebv2.apps.local,

FFMrEEE , AHUUEER hitp2 , HEROF |, HA 80,
7. GEtEENT S

8. BXRERVUEELTR. NTEMTREN , MA serviceA, X TRFKIMEE |, HikE
DNS ; X FDNSE#HLH , i5%i Aservicea.apps.local,

9. EHFBIR TR AEMRSZEND , A serviceb.apps.local,

10. EMWTREET , RIHBOER http2 , HEIROFRA 80 , AFERCEELT R,
M. BENSHMERD , ERELRHRR , REMINRFPIERE serviceB EEERHRR,
12. AT , EREL-—THPOEMNEN ServiceB MikH , ARERRE.

13. EBWHF, ERTREBEMNT , ¥ serviceB WNNEEERN 75,

14. EBRMERF , NTHRSIFRPIER serviceBv2 , AEHNEERENR 25,

15. EERF,

16. EEMSMERSD , RRELRS , REERBRELRS.

17. S ELRZ BF M A servicea.apps.local , HEEFEHERBRELT 2 , NELT S%E
serviceA , AFEZF IR E RS,

o & oD

o

AWS CLI
1. BIZ serviceBv2 BT =,

a. FRAUTHBRERZNRN create-virtual-node-servicebv2.json BIXH# :

{

"meshName": "apps",
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"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http2"
}
}
1,
"serviceDiscovery": {
"dns": {
"hostname": "serviceBv2.apps.local"
}
}
},
"virtualNodeName": "serviceBv2"

b. BIEELT R,

aws appmesh create-virtual-node --cli-input-json file://create-virtual-node-
servicebv2.json

2. PIE serviceA BRIT =,

a. FAUTABBEENRN create-virtual-node-servicea.json B934 :

{
"meshName" : "apps",
"spec" : {
"backends" : [
{
"virtualService" : {
"virtualServiceName" : "serviceb.apps.local”
}
}
1,
"listeners" : [
{
"portMapping" : {
"port" : 80,
"protocol" : "http2"
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3.

4.

}
1,
"serviceDiscovery" : {
"dns" : {
"hostname" : "servicea.apps.local"
}
}
.
"virtualNodeName" : "serviceA"

b. BIRELT R

aws appmesh create-virtual-node --cli-input-json file://create-virtual-node-
servicea.json

FHEL—SHEIEH serviceb.apps.local BIMRS , WEFEREXRIXE serviceB &
P MEE. RYBRENRSHN , EFemEfUERIEARE , BAEAREIE serviceB EH
B HER.

a. FAUTABBERNRN update-virtual-service.json BIXH :

{
"meshName" : "apps",
"spec" : {
"provider" : {
"virtualRouter" : {
"virtualRouterName" : "serviceB"
}
}
1
"virtualServiceName" : "serviceb.apps.local"
}

b. {#Mupdate-virtual-servicetn S EFE RS -

aws appmesh update-virtual-service --cli-input-json file://update-virtual-
sexvice.json

EHMEL—SPOIEN serviceB B&,
a. FEAUTABRBERN update-route. json BISTH :
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{
"meshName" : "apps",
"routeName" : "serviceB",
"spec" : {
"http2Route" : {
"action" : {
"weightedTargets" : [
{
"virtualNode" : "serviceB",
"weight" : 75
.
{
"virtualNode" : "serviceBv2",
"weight" : 25
}
]
.
"match" : {
"prefix" : "/"
}
}
1,
"virtualRouterName" : "serviceB"
}

b. M update-route a8 H EFH K H.

aws appmesh update-route --cli-input-json file://update-route.json
5. B2 serviceA IR

a. FRAUTHBGERZRN create-virtual-servicea.json BIXH :

{
"meshName" : "apps",
"SpeC" : {
"provider" : {

"virtualNode" : {
"virtualNodeName" : "serviceA"

iy
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"virtualServiceName" : "servicea.apps.local"

}
b. BIBRELRS.

aws appmesh create-virtual-service --cli-input-json file://create-virtual-
servicea.json

MIERHE

ERERSMEZE , BEBE=/1E N servicea.apps.local, serviceb.apps.local
servicebv2.apps.local W3EFRES . BRERRRF 2 , MEEEEF —IMRSFMNE , HhIEH
DR REFRIRFZ AT RIR

s INMERRS. REBEIELBENMEREM servicea.apps.local BHEIRS KEEF

serviceb.apps.local EE\RS

« =ABN serviceA, serviceB M serviceBv2 WEHITI =, Envoy REFEANELT RLEEN
RS KIEBREKEFRRFZH IP bk,

« —NEMEMES , HEBIET Envoy REF 75% WAL RERMBEE serviceB BT A |, 25%
HRERMAE serviceBv2 BT =,

SR 6 . EAARSS
BIRMIEE  EREXRUTES :

- RFBBURSHEN Envoy REER— NS MNELDT [REENNER,. BXxAoAERINNE
ZER , S H Envoy Proxy &%,

- EEHIARS , TERA TSR,

 Amazon EC2 KHIEE N E LT RK R
1. BIRIAMBE,

a. FRUTHBRESRN ec2-trust-relationship.json B34,

{
"Version": "2012-10-17",
"Statement": [
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{
"Effect": "Allow",
"Principal": {

"Service": "ec2.amazonaws.com"

},
"Action": "sts:AssumeRole"

}

]
}

b. FRAUTHSEIZIAMAR,

aws iam create-role --role-name mesh-virtual-node-service-b --assume-role-
policy-document file://ec2-trust-relationship.json

2. NACGHMAMKE , FHEEB M Amazon BREEIE , ECRH BN AFHIEEUEE App Mesh fE
B REE,

a. FEAUTHABRIERRN virtual-node-policy.json BIX#. apps RIETE the section
called “FZHR 1 . BIZEMBEFELRS" RIS ER , serviceB R the section
called “F%R 2 : RIEELT K" POIEMNELIT RMEM. Replace ( Bt ) 111122223333
FERENIKF ID M us-west-2 FRECIEMIEH X,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "appmesh:StreamAggregatedResources",
"Resource": [
"arn:aws:appmesh:us-west-2:111122223333:mesh/apps/
virtualNode/serviceB"

]

b. EANTHTEIRKE,

aws iam create-policy --policy-name virtual-node-policy --policy-document
file://virtual-node-policy.json
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c. FEEL-IPOUENKBEHMIAE , BEABNM App Mesh FiEL serviceBREM T
RHEIE,

aws iam attach-role-policy --policy-arn arn:aws:iam::111122223333:policy/
virtual-node-policy --role-name mesh-virtual-node-sexrvice-b

d. J¥AmazonEC2ContainerRegistryReadOnlyitEXRIEM MBI ZAR , FETLUM
Amazon $£H Envoy B85 BRECR.

aws iam attach-role-policy --policy-arn arn:aws:iam::aws:policy/
AmazonEC2ContainerRegistxryReadOnly --role-name mesh-virtual-node-service-b

ERESENIAMEA & E3) —4 Amazon EC2 K4,

B E R EE A EHISSH.

BBEHIRERSZA , AWS CLI FEE/EH] £ %% Docker

[E1¥R% £ Docker & in iR EVG A X5 H Y Envoy Amazon ECR Z& E# 1T F B RIE

o o kW

« Bk me-south-1, ap-east-1. ap-southeast-3. eu-south-1, il-central-1
af-south-1 UAMFIE XIS, ROLLERR us-west-2 @fEKme-south-1, . . ap-
east-lap-southeast-3eu-south-1il-central-1, MZAWEMZZiEXFaf-
south-1,

$aws ecr get-login-password \
--region us-west-2 \
| docker login \
--username AWS \
--password-stdin 840364872350.dkr.ecr.us-west-2.amazonaws.com

- me-south-1 Xi

$aws ecr get-login-password \
--region me-south-1 \
| docker login \
--username AWS \
--password-stdin 772975370895.dkx.ecr.me-south-1.amazonaws.com

« ap-east-1Xi3

$aws ecr get-login-password \
--region ap-east-1 \

SE| 6 BHRS 72


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/iam-roles-for-amazon-ec2.html#launch-instance-with-role
https://docs.aws.amazon.com/general/latest/gr/appmesh.html

AWS App Mesh AriEE

| docker login \
--username AWS \
--password-stdin 856666278305.dkx.ecr.ap-east-1.amazonaws.com

7. BTG Sz— , BENXEG EE3) Envoy B8 , E4AERTEMNFHEBRGH X
H, XEXIHE : apps UK serviceB BEREZEPENNREFNEL T LB It
FEESHREZEM App Mesh FIEBIWERT REE, EXKZZR , EEFENRE
MserviceBv2MlserviceAE T SR RIWARSH Amazon EC2 SKHIERIX LS IR, N T&H
CHRARER , BUXLEERANEZECSHE.

« BR me-south-1, ap-east-1, ap-southeast-3, eu-south-1, il-central-1
af-south-1 UAMFIEXIE, RAILAEMR Region-code BEBRme-south-1, . . ap-
east-lap-southeast-3eu-south-1il-central-1, MXiEZHHWEAZZFaf-
south-1XiE, BAILURF 1337 BN N T 0 M 2147483647 ZRIWAEMIE,

sudo dockexr run --detach --env APPMESH_RESOURCE_ARN=mesh/apps/
virtualNode/serviceB \

-u 1337 --network host 840364872350.dkr.ecr.region-code.amazonaws.com/aws-
appmesh-envoy:v1.29.6.1-prod

« me-south-1 Xig, &AL 1337 B ANTF 0 F 2147483647 ZEIHEMIE,

sudo docker run --detach --env APPMESH_RESOURCE_ARN=mesh/apps/
virtualNode/serviceB \

-u 1337 --network host 772975370895.dkr.ecr.me-south-1.amazonaws.com/aws-appmesh-
envoy:v1.29.6.1-prod

« ap-east-1 Xig, BN 1337 BRANT 0 M 2147483647 ZEEI{E,

sudo dockexr run --detach --env APPMESH_RESOURCE_ARN=mesh/apps/
virtualNode/serviceB \

-u 1337 --network host 856666278305.dkr.ecr.ap-east-1.amazonaws.com/aws-appmesh-
envoy:v1.29.6.1-prod

(® Note

% APPMESH_RESOURCE_ARN BMEERA 1.15.0 ESMRAH Envoy &, BXE
%ZE5 , 2# Envoy.
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/A Important
REZFHFRA v1.9.0.0-prod RESRAS App Mesh — &£

8. T THEi%#E Show more., EAMUTHAEES LEIEE RN envoy-networking.sh B
X, Replace ( ¥ ) 8000 EFREHNNARFRBATEAAREN KO, BJUENR
APPMESH_IGNORE_UID W{E , BZEXMESEE L —SHIEEWEME ; fln 1337, B
E | & LA[E APPMESH_EGRESS_IGNORED_IP SinEfiibit, HFEE SR EAMIT,

#!/bin/bash -e

#
# Start of configurable options
#

#APPMESH_START_ENABLED="0"

APPMESH_IGNORE_UID="1337"

APPMESH_APP_PORTS="8000"
APPMESH_ENVOY_EGRESS_PORT="15001"
APPMESH_ENVOY_INGRESS_PORT="15000"
APPMESH_EGRESS_IGNORED_IP="169.254.169.254,169.254.170.2"

# Enable routing on the application start.
[ -z "$APPMESH_START_ENABLED" ] && APPMESH_START_ENABLED="0"

# Enable IPvé.
[ -z "$APPMESH_ENABLE_IPV6" ] && APPMESH_ENABLE_IPV6="0"

# Egress traffic from the processess owned by the following UID/GID will be
ignored.
if [ -z "$APPMESH_IGNORE_UID" ] && [ -z "$APPMESH_IGNORE_GID" ]; then
echo "Variables APPMESH_IGNORE_UID and/or APPMESH_IGNORE_GID must be set."
echo "Envoy must run under those IDs to be able to properly route it's egress
traffic."
exit 1
fi

# Port numbers Application and Envoy are listening on.
if [ -z "$APPMESH_ENVOY_EGRESS_PORT" ]; then
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echo "APPMESH_ENVOY_EGRESS_PORT must be defined to forward traffic from the
application to the proxy."
exit 1
fi

# If an app port was specified, then we also need to enforce the proxies ingress
port so we know where to forward traffic.
if [ ! -z "$APPMESH_APP_PORTS" 1 && [ -z "$APPMESH_ENVOY_INGRESS_PORT" 1; then
echo "APPMESH_ENVOY_INGRESS_PORT must be defined to forward traffic from the
APPMESH_APP_PORTS to the proxy."
exit 1
fi

# Comma separated list of ports for which egress traffic will be ignored, we always
refuse to route SSH traffic.
if [ -z "$APPMESH_EGRESS_IGNORED_PORTS" 1; then
APPMESH_EGRESS_IGNORED_PORTS="22"
else
APPMESH_EGRESS_IGNORED_PORTS="$APPMESH_EGRESS_IGNORED_PORTS, 22"
fi

#
# End of configurable options
#

function initialize() {

echo "=== Initializing ==="

if [ ! -z "$APPMESH_APP_PORTS" 1; then
iptables -t nat -N APPMESH_INGRESS
if [ "$APPMESH_ENABLE_IPV6" == "1" 1]; then

ip6tables -t nat -N APPMESH_INGRESS

fi

fi

iptables -t nat -N APPMESH_EGRESS

if [ "$APPMESH_ENABLE_IPV6" == "1" ]; then
ip6tables -t nat -N APPMESH_EGRESS

fi

function enable_egress_routing() {
# Stuff to ignore
[ ! -z "$APPMESH_IGNORE_UID" ] && \
iptables -t nat -A APPMESH_EGRESS \
-m owner --uid-owner $APPMESH_IGNORE_UID \
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-j RETURN

[ ! -z "$APPMESH_IGNORE_GID" ] && \
iptables -t nat -A APPMESH_EGRESS \
-m owner --gid-owner $APPMESH_IGNORE_GID \
-j RETURN

[ ! -z "$APPMESH_EGRESS_IGNORED_PORTS" ] && \
for IGNORED_PORT in $(echo "$APPMESH_EGRESS_IGNORED_PORTS" | tr "," "\n");
do

iptables -t nat -A APPMESH_EGRESS \
-p tcp \
-m multiport --dports "$IGNORED_PORT" \
-j RETURN

done

if [ "$APPMESH_ENABLE_IPV6" == "1" ]; then
# Stuff to ignore ipv6
[ ! -z "$APPMESH_IGNORE_UID" ] && \
ip6tables -t nat -A APPMESH_EGRESS \
-m owner --uid-owner $APPMESH_IGNORE_UID \
-j RETURN

[ ! -z "$APPMESH_IGNORE_GID" ] && \
ip6tables -t nat -A APPMESH_EGRESS \
-m owner --gid-owner $APPMESH_IGNORE_GID \
-j RETURN

[ ! -z "$APPMESH_EGRESS_IGNORED_PORTS" ] && \
for IGNORED_PORT in $(echo "$APPMESH_EGRESS_IGNORED_PORTS" | tr "," "\n");
do

ip6tables -t nat -A APPMESH_EGRESS \
-p tep \
-m multiport --dports "$IGNORED_PORT" \
-j RETURN

done

fi

# The list can contain both IPv4 and IPv6 addresses. We will loop over this
list
# to add every IPv4 address into “iptables”™ and every IPv6 address into
“ip6tables’.
[ ! -z "$APPMESH_EGRESS_IGNORED_IP" ] && \
for IP_ADDR in $(echo "$APPMESH_EGRESS_IGNORED_IP" | tr "," "\n"); do
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if [[ $IP_ADDR =~ .*:.* 1]]
then
[ "$APPMESH_ENABLE_IPV6" == "1" ] && \
ip6tables -t nat -A APPMESH_EGRESS \
-p tep \
-d "$IP_ADDR" \
-j RETURN
else
iptables -t nat -A APPMESH_EGRESS \
-p tcp \
-d "$IP_ADDR" \
-j RETURN
fi
done

# Redirect everything that is not ignored
iptables -t nat -A APPMESH_EGRESS \

-p tcp \

-j REDIRECT --to $APPMESH_ENVOY_EGRESS_PORT

# Apply APPMESH_EGRESS chain to non local traffic
iptables -t nat -A OUTPUT \

-p tep \

-m addrtype ! --dst-type LOCAL \

-j APPMESH_EGRESS

if [ "$APPMESH_ENABLE_IPV6" == "1" ]; then
# Redirect everything that is not ignored ipv6
ip6tables -t nat -A APPMESH_EGRESS \
-p tcp \
-j REDIRECT --to $APPMESH_ENVOY_EGRESS_PORT
# Apply APPMESH_EGRESS chain to non local traffic ipvé6
ip6tables -t nat -A OUTPUT \
-p tcp \
-m addrtype ! --dst-type LOCAL \
-j APPMESH_EGRESS
fi

function enable_ingress_redirect_routing() {
# Route everything arriving at the application port to Envoy
iptables -t nat -A APPMESH_INGRESS \
-p tep \
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-m multiport --dports "$APPMESH_APP_PORTS" \
-j REDIRECT --to-port "$APPMESH_ENVOY_INGRESS_PORT"

# Apply AppMesh ingress chain to everything non-local
iptables -t nat -A PREROUTING \

-p tep \

-m addrtype ! --src-type LOCAL \

-j APPMESH_INGRESS

if [ "$APPMESH_ENABLE_IPV6" == "1" ]; then
# Route everything arriving at the application port to Envoy ipv6
ip6tables -t nat -A APPMESH_INGRESS \
-p tcp \
-m multiport --dports "$APPMESH_APP_PORTS" \
-j REDIRECT --to-port "$APPMESH_ENVOY_INGRESS_PORT"

# Apply AppMesh ingress chain to everything non-local ipv6
ip6tables -t nat -A PREROUTING \
-p tep \
-m addrtype ! --src-type LOCAL \
-j APPMESH_INGRESS
fi

function enable_routing() {
echo "=== Enabling routing ==="
enable_egress_routing
if [ ! -z "$APPMESH_APP_PORTS" 1; then
enable_ingress_redirect_routing
fi

function disable_routing() {
echo "=== Disabling routing ==="
iptables -t nat -F APPMESH_INGRESS
iptables -t nat -F APPMESH_EGRESS

if [ "$APPMESH_ENABLE_IPV6" == "1" ]; then
ip6tables -t nat -F APPMESH_INGRESS
ip6tables -t nat -F APPMESH_EGRESS

fi

function dump_status() {
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echo "=== iptables FORWARD table ==="
iptables -L -v -n
echo "=== iptables NAT table ==="

iptables -t nat -L -v -n

if [ "$APPMESH_ENABLE_IPV6" == "1" ]; then
echo "=== ip6tables FORWARD table ==="
ip6tables -L -v -n
echo "=== ip6tables NAT table ==="
ip6tables -t nat -L -v -n

fi

function clean_up() {
disable_routing
ruleNum=$(iptables -L PREROUTING -t nat --line-numbers | grep APPMESH_INGRESS |
cut -d " " -f 1)
iptables -t nat -D PREROUTING $ruleNum

ruleNum=$(iptables -L OUTPUT -t nat --line-numbers | grep APPMESH_EGRESS | cut
_d n n _..F 1)
iptables -t nat -D OUTPUT $ruleNum

iptables -t nat -X APPMESH_INGRESS
iptables -t nat -X APPMESH_EGRESS

if [ "$APPMESH_ENABLE_IPV6" == "1" ]; then
ruleNum=$(ip6tables -L PREROUTING -t nat --line-numbers | grep
APPMESH_INGRESS | cut -d " " -f 1)

ip6tables -t nat -D PREROUTING $ruleNum

ruleNum=$(ip6tables -L OUTPUT -t nat --line-numbers | grep APPMESH_EGRESS |
cut -d " " -f 1)
ip6tables -t nat -D OUTPUT $ruleNum

ip6tables -t nat -X APPMESH_INGRESS
ip6tables -t nat -X APPMESH_EGRESS
fi

function main_loop() {
echo "=== Entering main loop ==="
while read -p '> cmd; do
case "$cmd" in
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Ilquitll)
clean_up
break
"status")
dump_status
"enable")
enable_routing
"disable")
disable_routing
*)
echo "Available commands: quit, status, enable, disable"

a4

esac
done

}

function print_config() {
echo "=== Input configuration ==="
env | grep APPMESH_ || true

print_config

initialize

if [ "$APPMESH_START_ENABLED" == "1" ]; then
enable_routing

fi

main_loop

9. ERE iptables MULLRNAEFRERMBE Envoy R , BETEEL - PEIENHZE,

sudo ./envoy-networking.sh

10. BREMTREARFRE,
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2. IEFRIEME,
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MBEEMFEHE ALLOW_ALL RERT R EIEE THEMER , MATCRHZE T 28T
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5. IP RAEIEI

BERBEZERIAIP RAITH , #HRENEARENERABN IP A, BIAERT , App
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® Note

PR IP BTN A TP EELT RMELMKR, BE A ZNEET KT
RE IP Bt , AINEENEMTREBZZTN. TEEEUNX LEBE IP Bik

XRRANZREME LIREBNEIED , AW ST IPv4 F IPv6 RER ERL
< BEEE 2R,

- RINE
 Envoy #J DNS f##res{L £ IPve HENLEREIRE| IPv4,

- RIM&ME%EH AWS Cloud Map JREIRY IPv4 it ( IRE ) |, HAEMSERER R 6EA
IPV6 i,

- AR ARFAENESER IPvs thit,
* Envoy IS4 ERIFTA IPv4 ik,
- Bi% IPv6
 Envoy #J DNS f##res{L £ IPve HENLEREIRE| IPv4,

« AWS Cloud Map IREIH) IPv6 it N RATA , MEAZu , HESENEIREIFEH
IPv4 H3tb

- AR ARFAENE SR IPV6 thil,
 Envoy WTER48E ZEIFTE IPv4 F IPv6 thiik,
- Bi%IPv4
 Envoy #J DNS f##res{b £ IPvs HELEREIRE| IPV6,

- BRNM&ME%EH AWS Cloud Map JREIR IPv4 it ( 1RE ) |, HAEMSEREREI6EA
IPV6 i,
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- AAXWNARFUENRSER IPvS i,

* Envoy W SR48EEIFFE IPv4 1 IPv6 thiik,
« X IPv6

- Envoy B DNS f#4#788{XfE A IPv6,

« {XfEA AWS Cloud Map iR[EI# IPv6 #biik, IR AWS Cloud Map iR[E IPv4 it , N
EA IP bk , FHFFZELERIRELS Envoy,

- AAXWRNARFENRSER IPV6 i,

* Envoy TSR 48EEIFFE IPv4 F IPv6 thiik,
« {X IPv4

« Envoy B9 DNS 4T85 XEMA IPv4,

« {XfEA AWS Cloud Map iIR[EIH IPv4 Hbiik, TR AWS Cloud Map iR[E IPv6 ik , N
EA IP bk , FHFZELERIREL Envoy,

- ARNAREFAIENESER IPvs i,
* Envoy W 2R48E EIFFE IPv4 F IPv6 thiik,
6. EFBNEMIEATK.

7. ("t ) BHeKSHAEME, AEMEAFTEKS QZNFERER —IMEHHAERE,
BREZER , FE5H EAREMK. .

AWS CLI
/A AWS CLI BIEZM#.,
ERANT SRS ME (FEBRNECHE)

aws appmesh create-mesh --mesh-name meshName

2. wmERA
{
"mesh": {
"meshName" : "meshName",
"metadata":{

arn":"arn:aws:appmesh:us-west-2:123456789012 :mesh/meshName",
"createdAt":"2022-04-06T08:45:50.072000-05:00",
"lastUpdatedAt":"2022-04-06T08:45:50.072000-05:00",
"meshOwner": "123456789012",
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"resourceOwner": "123456789012",
"uid":"alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version":1

I

"spec":{},

"status":{
"status":"ACTIVE"

}

BXRERA AWS CLI ;3 App Mesh BIZRIENEZEE , BSHEAWS CLI ZZ B R HH create-

mesh i85

il B P 4%
AWS Management Console
E A AWS Management Console il Bk & 1L 5%

1. $TF App Mesh #2&l& |, Wik# https://console.aws.amazon.com/appmesh/o
2. EREBRBROMNE. JETERENEREUREEEELZNFIEME,
3. HEWIAER , BA delete , REEHMIBR

AWS CLI
£ AWS CLI il BRI #%
1. ERUTaTHERMNE (RFaEBRNEENE) -

aws appmesh delete-mesh \
--mesh-name meshName

2. R

"mesh": {
"meshName": "meshName",
"metadata": {
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"arn":"arn:aws:appmesh:us-west-2:123456789012 :mesh/meshName",
"createdAt": "2022-04-06T08:45:50.072000-05:00",
"lastUpdatedAt": "2022-04-07T11:06:32.795000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "123456789012",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 1

.

"spec": {3},

"status": {
"status": "DELETED"

}

BXREMA AWS CLI B App Mesh BRI EZFER , HSHE AWS CLI & Z K 19 il Br M #& 5

A
T o

RE LRSS

EERS 2 — MR ERRRS , HEMT S EERANESEL BN AN EEREM, HXRSE
ST H virtualServiceName HAZBMWELRS , ARXEEFERGEAZTEENELURSWIREEN
EET S E L B RS,

I EBRSS .
AWS Management Console

£ AWS Management Console 812 E £l RS

$TFF App Mesh ##|& , Mt hitps://console.aws.amazon.com/appmesh/o
EREEHPUREMRSHMIE, S TEBENMEMEUREEELZNFEME,.
EEMSHA , EREURS.
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NFEEBRSEN , NENELRFIEERE —NEN. BUNGRREAEHN , EBRNEALEE
VW EXRESHWREZSKMBH , W my-service.default.svc.cluster.local , X# A
DERMHEENELRSEEELRFZRBKER, BIXHAN , BEEFEHRBUSIAER
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MEHMEMRSHTERS K MARBEIAMENMIN P it #TERE.

6. XNTRHD , ERENELRSHREMABRE .

- MREFLEELVRFSESIEUAT R OB RE  WEREURHER , ABMNTAUREREE
EFEANEMRARS.

- MREFLEEDRSEEICEATR , MAEHELEHERE  WEREATR , RENT
PISR B Rk R B A R RE 0T R

@ Note
App Mesh ATRER BB NIRTE 2020 5 7 A 29 BRI FEELNBMELT [ER
H& BRI Envoy BRI EIRREE , BIEETEET App Mesh API TE SUXFEHY R
B, BXEZREE , SR FUARBAEHKE,

- MEZUNFHFLELRSEHARE (fl, MEEZNELT SSELEHABAEE) , U
ERT., B REENLEMRSHRMKEE.

7. EFRBIEELARS AR

AWS CLI
£/ AWS CLI BIZRE BUARSS

EANTHSMEMA JSON X4 (HEERNECHE ) , FRAEUTREHBEELRS

aws appmesh create-virtual-service \
--cli-input-json file://create-virtual-service-virtual-node.json

2. create-virtual-service-virtual-node.json "I AR :

{
"meshName": "meshName",
"spec": {
"provider": {
"virtualNode": {
"virtualNodeName": "nodeName"

}

BIRZELIARSS 87



AWS App Mesh AriEE

}I

"virtualServiceName": "serviceA.svc.cluster.local"

3. ®HRA

"virtualService": {
"meshName": "meshName",
"metadata": {
"arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/
virtualService/serviceA.svc.cluster.local",
"createdAt": "2022-04-06T09:45:35.890000-05:00",
"lastUpdatedAt": "2022-04-06T09:45:35.890000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "210987654321",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 1

1,
"spec": {
"provider": {
"virtualNode": {
"virtualNodeName": "nodeName"
}
}
},
"status": {
"status": "ACTIVE"
1,
"virtualServiceName": "serviceA.svc.cluster.local"

BXERAEAT App Mesh B3 AWS CLI IZEEIRSHEZER |, 5 AWS CLI Z2EFRHH

create-virtual-service %
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{# 8 AWS Management Console ffl Bk EE A BR &

1. §TF App Mesh #2#l& |, MitA https://console.aws.amazon.com/appmesh/o

2. ERENPRIBRELRSHME, SIHTERENFMERMEURESZLZNMEMNIE,
3. EEMSmHP , EREURS.
4

EEREMERAELRS  REREE LANMER. SR BRERIKS RSN R IFRFREENE
UMK o

5. EWIAESD , B A delete , RAEE MR,

AWS CLI
£/ AWS CLI 1l BREE A AR S5
1. EAUTaSHERENELRS (AEECNESER#E ) -

aws appmesh delete-virtual-service \
--mesh-name meshName \
--virtual-service-name serviceA.svc.cluster.local

2. R

"virtualService": {

"meshName": "meshName",

"metadata": {
"arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/

virtualService/serviceA.svc.cluster.local",

"createdAt": "2022-04-06T09:45:35.890000-05:00",
"lastUpdatedAt": "2022-04-07T10:39:42.772000-05:00",
"meshOwner": "123456789012",

] BR R A BR 55 89


https://console.aws.amazon.com/appmesh/

AWS App Mesh AriEE

"resourceOwner": "210987654321",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 2

.
"spec": {
"provider": {
"virtualNode": {
"virtualNodeName": "nodeName"
}
}
},
"status": {
"status": "DELETED"
.
"virtualServiceName": "serviceA.svc.cluster.local"
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http2 B ERALE, EthiCk2rIE.
- WTFENEAS , EEEERAETRIRENENNESFHNE (20 ).
s WTFAERERE , EEEFRAMRTRESTRIFPEEZA , BAHIBERKKAZIT
RRREIRE
d. (") MREEEEFHRESHER TLS SHEMMXBERE , BEERA TLS 41k,

« WTER  BREEMITER LERE TLS AR,

« XtF Certificate method , UIT T Hig{Ez— : IEPSITHEEEMARER, BEXEZELR
BSE EPER,

« AWS Certificate Manager £ & — &2 I HIE B,
« Envoy 4 X I ARS (SDS) & - i A Envoy A RA LI RSIKEN RS o
o R NHEE - $EE Envoy SPBFIEXH RS LWVIEPBEEMAR XHI R,

o (WE) MREFFIFEMED , FEBREEFFHIEPFATED 2 — , S AXE
TLS S RiE. ETHEXNE TLSWEZEE , S App Mesh X[ TLS 47K
UESC Y,

« Envoy A X I ARS (SDS) £ E - i A Envoy A RA LI RSIKEN RSB o
o Kb XHIEE - 5 Envoy TPEBAAENMHRE LVIEREXHHER,

o (k) WMAZTERAEBN. ERMEM SAN , FiEFRM SAN, SAN £41R H
FQDN = URI #& =,

9. EFRBIEELFR TR .
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AWS CLI
£/ AWS CLI B2 R B X,

ERAUTHSRRELMXHIFHMA JSON (ALECSNESRLI4E )

aws appmesh create-virtual-gateway \

--mesh-name meshName \

--virtual-gateway-name virtualGatewayName \
--cli-input-json file://create-virtual-gateway. json

2. create-virtual-gateway.json RO R :

{
"spec": {
"listeners": [
{
"portMapping": {
"port": 9080,
"protocol": "http"
}
}
]
}
}

3. R

{

"virtualGateway": {
"meshName": "meshName",
"metadata": {

"arn":

"arn:aws:appmesh:us-west-2:123456789012:mesh/meshName/
virtualGateway/virtualGatewayName",

"createdAt": "2022-04-06T10:42:42.015000-05:00",
"lastUpdatedAt": "2022-04-06T10:42:42.015000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "123456789012",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 1

},

"spec": {
"listeners": [
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"portMapping": {
"port": 9080,
"protocol": "http"

]
iy

"status": {
"status": "ACTIVE"

}I

"virtualGatewayName": "virtualGatewayName"

BREAAWS CLI 73 App Mesh BIBERIMXWEZEE |, FSH AWS CLI & F B Hcreate-
virtual-gateway &%

BPE RE 5L M <

EHREBIXBE Envoy AT I#k ECS 5 Kubernetes RS, Bt a] LAETE 7k EC2 k4| L&
Envoy B85, BXEZEE |, 2% (App Mesh #l Amazon EC2 Ai]) . BXRIUMEIE Amazon
ECS LEBIWEZEER , 1551 (App Mesh #l Amazon ECSA[]) 5 (ZEZF| Kubernetes HJ
AWS App Mesh #1 Kubernetes A1) o BFEEF APPMESH_RESOURCE_ARN ISMEZERE N
mesh/mesh-name/virtualGateway/virtual-gateway-name , H AR BIEEREERE , X
HERENRERTSHEERZBS., BRIAMERT , H Envoy EERMRERFSIAB S , App
Mesh {£ F &7 APPMESH_RESOURCE_ARN FIEEMN R RN EH, BUlEZIFEABCHEHRIRE
APPMESH_RESOURCE_CLUSTER HEZERBZLITH.

BIMNBWEHBRR/NSANES , FREMZARITIH R RN X LRGN REFTATTE. AHKHT

EERNRSEINEBMREBRHLENIBIRS ARG R MAEF B RIR ( 5120 myapp .example.com ) BB
BXREZER , BSRLIENEZAFIIEEE (Amazon ECS), BIEIIBAFITHEES (Kubernetes) TR E
2 RSNAERFTE Amazon EC2 EH A, 4k, BAILLERIIE App Mesh RAIFHREIESZ R
I FE SR

BRAREEN, BXEZEE |, 52 Envoy Proxy #21%,
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https://docs.aws.amazon.com/cli/latest/reference/appmesh/create-virtual-gateway.html
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https://kubernetes.io/docs/tasks/access-application-cluster/create-external-load-balancer/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-increase-availability.html
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https://docs.aws.amazon.com/app-mesh/latest/userguide/examples.html
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AWS Management Console
E#H AWS Management Console il BR & 1L B >

1. 3TFF App Mesh #2&|& , M1k https://console.aws.amazon.com/appmesh/,

2. ERENPRIBRELFXHME, SIHTERENAMERNEURESZLZNME NI,

3. EEMSMAPEFEUMK,

4. ERERIBROEUN , AEEERBR, MREDFXEERRKROMEE , NI EFEH
BRo DL MBRATEXERHIMXEEH. & REERBRENIK P H#IIN RIEPIEENEUMNXK,

5. EBRINMEF , B A delete , REEZEMIER

AWS CLI
EH AWS CLI MR L N >
1. FERAUTHSHERENELRNX (AEECNESR~#E)

aws appmesh delete-virtual-gateway \
--mesh-name meshName \
--virtual-gateway-name virtualGatewayName

2. HETRA

"virtualGateway": {

"meshName": "meshName",

"metadata": {
"arn": "arn:aws:appmesh:us-west-2:123456789012:mesh/meshName/

virtualGateway/virtualGatewayName",

"createdAt": "2022-04-06T10:42:42.015000-05:00",
"lastUpdatedAt": "2022-04-07T10:57:22.638000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "123456789012",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 2

b

"spec": {
"listeners": [
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"portMapping": {
"port": 9080,
"protocol": "http"

]
.
"status": {

"status": "DELETED"
},

"virtualGatewayName": "virtualGatewayName"

BXxEH App Mesh BIBRERIMNXMNEZFEE , i5S5H AWS CLI Z2Z BRI FH delete-virtual-
gateway . AWS CLI

ZESE::

RIS BR IR R AR |, S RERBAINAELRS . WREBHSEREE , AR REDEE
BFARELRSS . A A H BT ARSS A& (5 R B8 HR o

B 2 M 5K 3%

AWS Management Console

£/ AWS Management Console &1 M <& H

1

2
3.
4

®© N o o

$TFF App Mesh ##|& , ML https://console.aws.amazon.com/appmesh/o
EREEEPOEMNXEHAME, JIH T EAENMENBIURESELZNMEMRE,
EEMNSMAPIEFEREL MR,

ERESHMXEHXKNELMX, MRZESHEMMNX , WEEEUNE - DEUMNK,
BRBENENKF SN RRPTEENEANX I EMKERE,

EMXBEHRRP , ERIEMXEH,

FNFMXBHREN , EEERTEMXIEHE .

N FRREEHER | FikE http, http2 =K grpc.

ERNENRELRSEM. MREEIHEMELRS , WEELCR-—NMNEDERSSIX,
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9. NEBRFSREERERSERFEXNNAEO. HPMEERMURSHRMRE (BARIATR)
B MR, FECEAELNRSREERO,

10. (A& ) ELERSP , BEEMMXEHNL LR,
11, ¥TEEREE , FEE :

o WMRFTESREN hitp/http2 :
o (EE ) B - BEEEE AN http/http2 R A ICELHY 5 &Rk

o (HIE ) WmOAEE - EEREAARENKO, MREELDMRES NI  WEETE R
Ho

« (FE ) BFHE/ERENS - EEEBBEE BRELRSHEAER ERERENENE,
o (Wi ) BTR/REHE/ENREARE - TE Mt BEEN T E,
« BIRTE - BIABRT , RXBHNEEFRSEEN BIREMRSHEN , TEAE

B/EEN /. RELEEELRSNSR , EARSERAENKARBREEENIR
PR SO E SRR A B R EIRYEE 0 H o

/A Important

o BABERNBIRICHISE /aws-appmesh* 5 /aws-app-mesh*, XLEFIZ
REBEFRH App Mesh REREEFA

s MRENLTZEMKIEH , ISFEREHIBZEWHEBMEEHE, Fl0, &0
REERZRMXREH , HP—KWEHN /chapter , —FWFIERR /, WiE
3K www.example.com/chapter/ f§# /chapter BIZRAY M < BB 1T IT
[T

(@ Note
MREERAETRF/ABRAEE , App Mesh &5 ARRIRAL
( normalize_path 1 merge_slashes ) , MG KRE i@ HI K ZRERE
Y AT REME
LS EBERNEFFEATRNBRERTENN , e HINBREBRE,

« BELE - exact SHEAREN T2 LE , ABRRIAFIBESSE URL T TE
B, EF2EEEH.

« ENFREXTE - AT HIRZS AR HESEER £ AT BUR B M s £V B TTEAER,
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https://www.envoyproxy.io/docs/envoy/latest/api-v3/extensions/filters/network/http_connection_manager/v3/http_connection_manager.proto#envoy-v3-api-field-extensions-filters-network-http-connection-manager-v3-httpconnectionmanager-normalize-path
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https://www.envoyproxy.io/docs/envoy/latest/api-v3/extensions/filters/network/http_connection_manager/v3/http_connection_manager.proto#envoy-v3-api-field-extensions-filters-network-http-connection-manager-v3-httpconnectionmanager-normalize-path

AWS App Mesh AriEE
- (W) ERSH - LFBATEZCEEAS K.

« (A& ) #R3k - $87E http M http2 BIPRK. ©RZE5E ARNERMEEE , S EE BARE
WARSS o

o WMRIEFT grpc EKH .

o ENABEEREMN (AL ) BR/ERTE - EEERBE BIRELRSAEAFER LT
B ENA,

« grpc RF B - grpc RF T HEH R AREFE APl , A ProtoBuf E X,

/A Important

IBRBERN RS BFMEE /aws. app-mesh* B aws.appmesh, XERS BFMRE
53k E App Mesh AERER .

o (HiE) TEIE - EEE grpc WA BIE, ERZEE ANERABEE |, LB H S B ARE SR

%o

12. (Wit ) NTEEEE :

o WMRFTESETENA hitp/http2 :
- IR B BIEEWTHERD .
- BEIVNENBEHEE - RINBERT , TNBREEN BRELRSHER.
- BEWRNEIIEE - FBE , Prefix rewrite 25 EEERI RN E.
- MEREBREIEEHICAERDE
- BEIVENBEHIEE - RINBERAT , ENBFEENBRELRSHER.
- BEEE - EEEERENE. ZERIAREZ.
- MRENRAIXNBREREEH AR
=ENENEHEE - RIABERT , ENBREENBHRELRSZHE N,
- BEEE - EEEERENE. ZERIARE.
o WREERT grpc EKH .
- BEINENBEHIEE - RINBERAT , ENBREEN BRELERSHNER.
13. EFRIEM K H TR,

AWS CLI

£/ AWS CLI IR <R,
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ERUTHTRIEMXEH , AGHA JSON (ALECHWEER #E ) -

aws appmesh create-virtual-gateway \

--mesh-name meshName \

--virtual-gateway-name virtualGatewayName \
--gateway-route-name gatewayRouteName \
--cli-input-json file://create-gateway-route.json

2. create-gateway-route.json RAINAZA :

{
"spec": {
"httpRoute" : {
"match" : {
"prefix" : "/"
},
"action" : {
"target" : {
"virtualService": {
"virtualServiceName": "serviceA.svc.cluster.local"
}
}
}
}
}
}

3. HETRH

{
"gatewayRoute": {
"gatewayRouteName": "gatewayRouteName",
"meshName": "meshName",

"metadata": {

"arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/
virtualGateway/virtualGatewayName/gatewayRoute/gatewayRouteName",

"createdAt": "2022-04-06T11:05:32.100000-05:00",

"lastUpdatedAt": "2022-04-06T11:05:32.100000-05:00",

"meshOwner": "123456789012",

"resourceOwner": "210987654321",

"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",

"version": 1

iy
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"spec": {
"httpRoute": {
"action": {
"target": {
"virtualService": {

"virtualServiceName":
}
}
},
"match": {
"prefix": "/"
}
}
.
"status": {
"status": "ACTIVE"
},
"virtualGatewayName": '"gatewayName"

"serviceA.svc.cluster.local"

BX{EM App Mesh AWS CLI gIEZMXEBHNEZSEE |, i§560 AWS CLI ZEF B HH create-

gateway-route &,

) B P9 5% % E

AWS Management Console

{# 8 AWS Management Console il B < 2 F

1. 3TFF App Mesh ##|& , ML https://console.aws.amazon.com/appmesh/o

ERENPRERMREEHN ML, 5IH T EEANEMEUAR ESELZNPMEMS,

2
3. EEMSMAERELMX,

4. EFEMNDBIERRE BB ELI X,
5

ERXBEHERTD , ERERROMXEEH  REEERER. REIENKSRIINTRFE

B, B REMIBRPI < B& B o
6. TEWINET , B A delete , RFHE MR,

BESEE]
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AWS CLI
£ AWS CLI I BR > 3% B
1. ERUTHSHEREHMXES (AEECHERRE )

aws appmesh delete-gateway-route \
--mesh-name meshName \
--virtual-gateway-name virtualGatewayName \
--gateway-route-name gatewayRouteName

2. ARG
{
"gatewayRoute": {
"gatewayRouteName": '"gatewayRouteName",
"meshName": "meshName",

"metadata": {

"arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/
virtualGateway/virtualGatewayName/gatewayRoute/gatewayRouteName",

"createdAt": "2022-04-06T11:05:32.100000-05:00",

"lastUpdatedAt": "2022-04-07T10:36:33.191000-05:00",

"meshOwner": "123456789012",

"resourceOwner": "210987654321",

"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",

"version": 2

1,
"spec": {
"httpRoute": {
"action": {
"target": {
"virtualService": {
"virtualServiceName": "serviceA.svc.cluster.local"
}
}
},
"match": {
"prefix": "/"
}
}
1,
"status": {

"status": "DELETED"

BESEE]
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}I

"virtualGatewayName": "virtualGatewayName"

BRERERT App Mesh B9 AWS CLI HIBRPIXBBHNWEZEER , 55 HAWS CLI SZ2 7B H 1

delete-gateway-route @ o

AT R

ET SR YSEXASANZEIES , 10 Amazon ECS JRE = Kubernetes 28, HEAIZELT S
B, RAMAEFSEHEERSZSEN T E. BHELMT SMITHNEMAMRERIEEN MR, EXT M
HREHERENEMELRSHEEERN B,

T SR T BIEEE 51ZEM T RKBKE Amazon BIREF (ARN), 1£ Amazon ECS £
FENHAEEA (pod) FEHFUAERERNEFTHN Envoy RIEERZZH APPMESH_RESOURCE_ARN
ETE, Hla , ETAEN arn:aws:appmesh:us-west-2:111122223333 :mesh/myMesh/
virtualNode/myVirtualNode, RGBS E| node.id M node.cluster Envoy ¥, FiR
BEZTEN , BXHEH 1.15.0 RESMRAH Envoy B, BX App Mesh Envoy TEHNE Z1E
B , 5 H Envoy,

(® Note

RINBERT , H Envoy EERMBESTSIFAB ST , App Mesh ERKE
APPMESH_RESOURCE_ARN FiEENRRENEZ R, Lol BNFEHABCHIMRE
APPMESH_RESOURCE_CLUSTER BT ERBZ TN,

PIEEUT R
AWS Management Console
£ AWS Management Console #1ZE#177 =,

1. $TFF App Mesh #Z&I& , MR hitps://console.aws.amazon.com/appmesh/o
2. ERECHPRIERUTRBME. 5IHTERENAMEMEURESLLZNMEMNIE,
3. EEMSMPERENT R,
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« DNS-{EEE LT ST KA SEERIRS Y DNS 41K, Envoy REZHBET S ¥ VPC F,
KREME7 VPC BLEM DNS RSB RIEBMBENIER., MRENBHEAN , I DNS FRFEFIR
—NHRZA IP sk, HX VPCDNS REMNEZFEE , TS H DNS 54&1 VPC —iE
fEf. X DNS WRKH ( mik ) |, #57E DNS TR EMim Ak E, ARYESRERT
DNS ﬁ&*ﬁ%ﬁﬂlﬁl—éﬂﬁlﬁi’:}@mm, o IR EKE DNS e F# ﬁlﬁlpﬁﬁm, o BRINE
MTE , BREWMNER R AR,

® Note
WMREFE A Route53 , NIEEMEAH A EIGHEES,

« AWS Cloud Map— EEINENRSEHM HTTP B Z=E, HE , B UES
R INIT H I ERMNERIEE App Mesh AT ELZE i) AWS Cloud Map /& .
RLREICERAERMEXNES, EFEHA AWS Cloud Map , &EI K 7= 24915
BAWSServiceRoleForAppMeshfgFiHXx AT, HX AWS Cloud Map HEZEER |, S
® {AWS Cloud Map FF & AR &) -

s T—NREBHEMT SFAFLEEMAORE |, HFiERIZI,
7. IP A EIEI

S BEIIA IP ARAITH |, BEIMNEABRER AN IP RA. BRIAMBERT , App
Mesh FRAZM IP R,

(® Note
EEATRILRE IP BRTIRASBENZBET K LNMEREN IP BRI,

- BiNE
 Envoy #J DNS @#Tes{t £ IPve HELEREIRE IPv4,

o BAN&LEFER AWS Cloud Map IREIH) IPv4 itk ( INRE ) |, HELAERER T FEH
IPv6 i,

- AXNARFOZNWSRER IPvs i,
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- Hi% IPv6
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« R ARF IR SER IPv6 ik,
* Envoy MIWT2R48ERIFFE IPv4 F IPv6 Hidlt,
- Hik IPv4
 Envoy #J DNS #Tesft £ IPvs HELERNEIRE IPv6,

o BAN&LEFER AWS Cloud Map IREIH) IPv4 itk ( INRE ) |, HELAERER T FEH
IPv6 b,

- RAH R ARF ARG SER IPvs ik,
* Envoy MIWT2R 48 EZRIFFE IPv4 F IPv6 Mtk
« {X IPV6
« Envoy #J DNS f#4#728{X £ A IPv6,

« {XfEH AWS Cloud Map iR[EI#) IPv6 H#biit, @R AWS Cloud Map iR[E IPv4 ik , Y
TEA P ok , H 4 RIRELS Envoy.

« AXMNARFLIENESER IPve Mil,
* Envoy {IWTER48E EIFFE IPv4 F IPv6 thiik,
« X IPv4
 Envoy #J DNS M8 EA IPv4,

« {XfEA AWS Cloud Map iR[EIH) IPv4 Hbiik, B1ER AWS Cloud Map iR[E IPv6 ik , N
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Ta  RAEXSUEELNT MEENES  UEFEEFEHATIS, ARFHELER
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BE , BZ5H BH,. NREERA TLS EMUARMRENELT R, W THEEF K
Envoy RE A RESE L EFHME LT =8 Envoy REBINEREH 2 81U E| TLS B £
TX, XAJREALSH T # Envoy {RIE EHIN TLS HhE4E IR,

« BAERABERRSHENLT IRFHNARZFIHEN Envoy REERARLER
o BMNBWEERSRAERNE , FHERBRRENNBRZELT REESZE
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TLS,
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mEMRED , FEBERMKO, MREREEEM[ARD , WEISAH RO BEHIT TLS,
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(it ) EERHEFIRIEPMUATEDZ — , WEERSHFIERE A IRIEPNREIZIE
BHBERANE TLS HHRIE, BETHREXNE TLS WESEE , FSH App Mesh @
TLS S HRIE X,

* Envoy B4R IARSS (SDS) £ E — A Envoy R R ZHRIRSIREI BB #ho
o AR XAFEE — B Envoy BREBATFE MRS £ AYUE P 88 AR MR ARV BR R o
- BERMEMERR , HREMNER,
10. ( Wit ) B&RIER

ERERLRICR , BMALHEE Envoy EFEAWN HTTP iR BEER. BNUEFER /dev/
stdout BB , AMELE A LAEA Docker HERZIFEFFK N Envoy BESHEEANRS , W
Amazon CloudWatch Logs.

® Note

A RS SN AR F AR ER TR REEB R, I XHEEMRIER Envoy
BERFHENNVE,

1. mUTEREE

ITEE X #EHTTP, HTTP/2, GRPC F TCPHio. A X# HTTPS,

a. MRLHEDTIFJ|EAWRE , FRUYTREEROMBIL http WTUTER 7o VFE KR
2 websockets, &R LA T RMMITIRIFNS MUYz, BERBHERBERIZNYTER.
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b. (Wik)BREE

EENRS Envoy IR EA N ARFEREINEER. CEERPENETBNRAE
FREEETHEN , ARTERBENABRFNERARREREL.

AL R BT S i I 2R EL B B AR ImIE IR B . App Mesh BUIA B P IREEMIRE R
TR, Nt 7 MBEE.

® Note
E Bt A O BR SRR, IR AR AT BRI tep , MIMNIE
E maxConnections, MREMITERINILH grpe = http2 , M{IEE
maxRequests, MR EHMITEFIHIR http , BT LARRTIEE maxConnections
F maxPendingRequests.

« WFHRAREREY , BHiEERAHGERER,
(Al ) ERAFLEBEERKS | BEERBFRIEREBZE , Envoy BAFI R FHESIHY
mHIERE. BIAMERN 2147483647,
c. (Wikt)ZAREERLN

EE /i Envoy LN AN FREERN TR/ N MR E AT RS EEREULF
MR ERE. ER—MEESHFIALR | ATRE LERSHINENNSTRIR.

FREERNSITHE LEEFPRINEERESSHASHPNRRIATE , FFEME
TTEEN AR FEEDBER,

(® Note
ERFMMNRFEELT REEFFERN , ZELT SMRS KA ER L
AWS Cloud Map & DNS , MR B FEFZ{E 77 ENDPOINTS, 40544 A Bz 3k
#1% DNS RS &I 5% LOADBALANCER , M| Envoy R R&EFE— IP itk
BHEE RS, XaFEMN—HENPHEHSTRETENENNZEERNITH
Mo BX Envoy REERFANKBMAINITAINESHFHAEES , BSHERS
RINFEHD

- WTRFHFER , BEERHAERNES 5xx fHixo.
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RAriEmE

d.

e.

- WTFREEQNEFR , Fi5E RS2 47 < B 89 &t iE [E Fp A £,
« WTEARFRRGENE |, IEERHBREVAE 0T B M LA
- WTHKREIL  EEARFE BT THBRVENNRAE S .

() BRABTRARE — BESTRARERBHNIRE.

BITRARERKERITIERN , ERNRENSTRARBIEEEME , WLHANEER
=]

. BITRARERR. STRARED. BrEEMZTRITEREEEE,

« NTF BTRRREDI , FEE-MIL. WRIEE grpe , BNRFSIMFE GRPC

TR B,

s WFETRARERA , BENNESTRAREN KD,
- WTEFRE , EEEFRMAHRSTREREFZH , SHHNNESKIBEITIRR

KRERE,

- WFETRARERR , EERTEBRSTRARERRHNSE (ZEY ).
« WTFBEE  BEESTRAREE RN BRER. XNIASTRAREDN http H

http2 B ERALE, EthiCkZIE.
X TENEH , EERRKRESTRAREN BN EEEFNEE (2R ).

NTAEFERE , EEEFRMARSITRRIFERE 28 , KA HIAEZRKMAIET
RRREIRE

(FE) BATLS &1k — BEEMENT QMAER TLS 5ZEMT RBIE.

XNTERX  EREEMYTREEE TLS HE,

%1 F Certificate method , 1T N Hlig{Ez—  EPHIHEREMARER, BXEZER
BSE EPER,

« AWS Certificate Managerft & — i ZFIBIE B,

« Envoy A X IBRSS (SDS) £E — A Envoy 5 A A XM ARS IR ZH A
Mo

o Kb XHEE — EZE Envoy REM XA RS LIEEIEPEE G HERRURTLAA,

(k) ERFEZFFREPMAUAT®RIIZ — , MEEZF iR RAEREAXE TLS

BRI, ETHAEXNG TLS WEZER , FSH App Mesh XUaE TLS &4 RKIEX

=

« Envoy A X IBRSS (SDS) £E — A Envoy 5 A A XM ARS IR ZH A
Mo
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(A& ) MAZTBZAEN. ERMEM SAN , FEFHRI SAN, SAN %K
FQDN = URI %=,
f. (A& ) Ea

(® Note

WMREIEERVERN R ATERINME |, B ARE RE LR B[ VB e [ X T RIAME
R, B2 , MRLFER T EBEEIETRINMERNE , WA BUERERT Route
KRt E. AXEZER , BEH BHEX.

o ERERN — MPEAPITERNIHBGERE T grpe. http B hitp2 , M ATLAIEEE RE
. BRINER 15, 0 BEEAE,
- ZRNK — EAUAEAITERPIUEEZE R K. BIAMER 300 B,
12. ER BRI KUK

AWS CLI
£/ AWS CLI BIZE T <o

AU TSR A JSON XA DNS #ITIRFSAMNELT R ( ALBESNESR
#E) :

1.

aws appmesh create-virtual-node \
--cli-input-json file://create-virtual-node-dns.json

2. =¥l create-virtual-nod e-dns.json AR :

{
"meshName": "meshName",
"spec": {
"listeners": [
{

"portMapping": {
"port": 80,
"protocol": "http"
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RAriEmE

"serviceDiscovery": {

"dns": {
"hostname": "serviceBvl.svc.cluster.local"
}
}
I
"virtualNodeName": "nodeName"

3. mHRA

"virtualNode": {
"meshName": "meshName",
"metadata": {

"arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/
virtualNode/nodeName",

"createdAt": "2022-04-06T09:12:24.348000-05:00",
"lastUpdatedAt": "2022-04-06T09:12:24.348000-05:00",
"meshOwner": "123456789012",

"resourceOwner": "210987654321",

"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 1

},
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http"
}
}
1,
"serviceDiscovery": {
"dns": {
"hostname": "serviceBvl.svc.cluster.local"
}
}
.
"status": {
"status": "ACTIVE"
},
"virtualNodeName": "nodeName"
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}

BXRERE I App Mesh WAWS CLI SIZERT RNESFEE , HS51 AWS CLI ZE R B HH

create-virtual-node #8 %

) BR B 40T R

(® Note
MREUT REEAREFEEEN ERIEEMELRSPEENRESE , NI EFER

AWS Management Console
E{F A AWS Management Console il BREE L5 =

1. 3TFF App Mesh ##|& , MHER https://console.aws.amazon.com/appmesh/,

2. ERENPRIBRELT SHNELIMNE, JIHTEEENMEMNEUARESELZNAEMIE,

3. EEMSMAERENT R,

4, HEEBDTREKRD , EEEMBRNENT R , AREERR. ERERELT R, ZHKS ID &
P EEUT SNMNBREERNRRPTEESIF,

5. EBRIMEF , B A delete , REEZRMIER

AWS CLI
EfEA AWS CLI BIBREE BT R

1. ERANATHSTHRENELT R (ALEBCSNERRIE ) -

aws appmesh delete-virtual-node \
--mesh-name meshName \
--virtual-node-name nodeName

2. RHRHA

I BREE $L 5 2 112
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"virtualNode": {

"meshName": "meshName",

"metadata": {
"arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/

virtualNode/nodeName",

"createdAt": "2022-04-06T09:12:24.348000-05:00",
"lastUpdatedAt": "2022-04-07T11:03:48.120000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "210987654321",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 2

I
"spec": {
"backends": [],
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http"
}
}
1,
"serviceDiscovery": {
"dns": {
"hostname": "serviceBvl.svc.cluster.local"
}
}
I
"status": {
"status": "DELETED"
},
"virtualNodeName": "nodeName"

BREMEXS App Mesh B AWS CLI HIBREDNT RNEZEE |, B2/ AWS CLI ZER R HH

delete-virtual-node &%
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RAriEmE

RE F0L 3% A 25

ELEHBRLERATENMER - MRS PMEMRSNRE. CIZELEHRSG
HER OB A KREKIEH |, UFEABERERETERIEMT Ko

Destination’s virtual

router and route.
HTTP route

prefix: [

Route B

targets: ) )
Virtual node destination

/ + WEIght
B 5

é_\_x_ﬁ Route B’

New service or service
version

SR AR E BT MO FE A SRR S RIE T DU 88
B E OB% R Es

AWS Management Console

£ AWS Management Console % & £\ 38 25

® Note

, ST LA S8R RE 4O B

SIZERER AR , MAPMEBIRLEM B 2 LRSS | MR IR B 5 002 1Y E 185 i

BRRERAY a5 B 22 H 5K,

1. 3TFF App Mesh ##|& , ML https://console.aws.amazon.com/appmesh/o

2. ERBEHEHPOZELDIRAROMNE, JHTERBNRENEURESELAZRRE MK,

3. EEMSMTF , BFEUAR.

FE $OB% FA 2R
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4. EFEGIZEDEKRBRR,

5. WTEBBEHER[EN , NENEMRHR[IEE—NEH. TEET 255 MNF&, BF. EFF
MTRIEHAS,

6. (A& ) XTMmYrER , NEMELNEKMEEBREER AP httpllirR R IFERERE
websockets, &7 LA T RIMUYTBRRIRMZMAITRR . BERBRHEFBIRIZIYTR,

7. RO RE 0B RS LA SE AL

AWS CLI
£/ AWS CLI BIZRE BB R 87,
FERNAT RS RELEHRHMA JSON ( AEHCNESE R #E ) -

aws appmesh create-virtual-router \
--cli-input-json file://create-virtual-router.json

2. 7l create-virtual-router.json IR

3. c
"meshName": "meshName",
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http"
}
}
]
.
"virtualRouterName": "routerName"
}
4. HHRA
{

"virtualRouter": {
"meshName": "meshName",
"metadata": {
"arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/
virtualRouter/routerName",
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"createdAt": "2022-04-06T11:49:47.216000-05:00",
"lastUpdatedAt": "2022-04-06T11:49:47.216000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "210987654321",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 1
},
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http"

]
+

"status": {

"status": "ACTIVE"
1,

"virtualRouterName": "routerName"

BXRERERT App Mesh A2 ERIBR BN AWS CLI EZER |, i§2H AWS CLI ZE 7R+

B create-virtual-router 85 o

Rl B KE #0035 EB 25

(@ Note
MRELEARBEMEE  RENRECEREENEMELRSHRMEE , WEERFER R,

AWS Management Console
E A AWS Management Console il BXEE Il & B 85

1. 3TFF App Mesh #2&|& , B4k https://console.aws.amazon.com/appmesh/,
2. EBRENPRIRELEBI[HOME, S TERAENMEMNEURESZELZNMEMNE,

CN /N
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3. HEEMSMAF , EEEDERBRR,

4. HEELIXBB/RP  AREMRNELEESR , REEEA LANMBER. ERBRELIEEHDS
IEHINK T ID B EE R RN M ERNE R ESIH,

5. EWINMET , B A delete , RFHE MR,

AWS CLI
fiEF AWS CLI il BREE #\ B% ER 85
1. EAUTHSHERENELERHR (F#ESERNBCHEMRHEER )

aws appmesh delete-virtual-router \
--mesh-name meshName \
--virtual-router-name routerName

2. RHRH

"virtualRouter": {

"meshName": "meshName",

"metadata": {
" "arn:aws:appmesh:us-west-2:210987654321 :mesh/meshName/

virtualRouter/routerName",

"createdAt": "2022-04-06T11:49:47.216000-05:00",
"lastUpdatedAt": "2022-04-07T10:49:53.402000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "210987654321",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 2

arn- :

},
"spec": {
"listeners": [
{
"portMapping": {
"port": 80,
"protocol": "http"
}
}
]
},
"status": {

T BR RE #0L3% Eh 25 17
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B EH

"status": "DELETED"
1,

"virtualRouterName": "routerName"

BRERERT App Mesh 9 AWS CLI IBRIEERIEEHESH EXEE | SR AWS CLI SZ&H

Y delete-virtual-router 55

PR ERELIBE AR KRB, ZEA T RN ELMRHI[NERAFRES RBERKNVENT R, MR
BRAEEREE , EULRRESEE —IMRSMEREMNT R BN ESMENT RIEBERXR
B, AL BPELERSMEHERA,

elfEdidss

AWS Management Console

/8 AWS Management Console 2 i

1.

2
3.
4

o

$TFF App Mesh #2#I& , BIHER https://console.aws.amazon.com/appmesh/o
EREEHPURBEHNME. JIHTERAENFEMEUARESZLZNMENIE,
EEMSHT , ERELKESE.

EREREEES CRBENEL MR, WRRBIHEMEHE , WERLE —MEDNE
H&s.

EBRART , EE0ERB. ECERE , KTNEMIKF ID 5N ZBENREMEE,
NTHRABEN , BEERTENEBNER.

FNFEEER | EREERHNDPINL, BEROMUSTASER E LB E BTSN
FER R 2B 2§ E BT ST,

( ATk ) FERR L ER A , M 0-1000 FEBE—MEERUUA TEWIEH, MEASREEEN
EFHTEE , Hd 0 BEESEER.

( Ak ) EBREMEE, ANTEMNDIF , RRENBHERBEROM , HIRESERET
BHEERE,

B% B
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10. ¥ TEFEE , ERERRERBIAIE App Mesh EETT RABENE, B0 LUEERD
BFRoRRMEAM B iR, FiE BARMEMAAEFT100, MRRESIHELT R, MAHRELIE—
No MBFMEELT LBEZ MR , WEEBHFKA,

11, ¥TEEREE , FEE :

EEREEFERT tcp

- MRATEEREN http/http2 :
o (TiE ) FE - BEEEE AR http/http2 3R F ITELAY 75 5E AR Ko
o (FE) WWOCE — EERAARENRKD, MRLELEKBARESMITE  WEET
[ e
o (HE) BIB/RBH/ENRERBER — CEMUEENS ZE.
« BIREE — BRIABERT , MXBHANCREERNEENBGRELDRZNEN , EEH

BIRFEEN /., BREEREEURSIHNAN , CAESEREL R HARRERENT
B AFERBAITRNELT Ko

® Note

MREERAETRFB/ABRNEE , App Mesh £ /5 ARREIRAL

( normalize_path 1 merge_slashes ) , A& KRE @2 HIKZRERE
Y AT REME

HEZEBERNEFFEATRNBERTERN , e HIBREBRE,

« BHTE — exact SHRLEABRENID D TE , ABRIAFIRESLH udl T2E
i, FRIREEH,

« ENFREXEE — A THRZ M HESEER £ AT BUR B M s £y B TTEAVER
« (FE ) ERNSH — KFRATETCEERNSH,

« (A& ) #R3k - $6E http M http2 BIPRK. ©RZE5EANFERMEEE , SEEEE B ARE
WSS o

o WMRIEFT grpc EKH .
- BREEM — ELBERNBEFRS.
- FEEM — ELBBERNBERSE.

« (k) THE—REABENFERRLEE Match, FIERBELTE S sERLEiF
Ko

B rs ﬁi¥@ﬂi¥ﬂ§$° 119



https://www.envoyproxy.io/docs/envoy/latest/api-v3/extensions/filters/network/http_connection_manager/v3/http_connection_manager.proto#envoy-v3-api-field-extensions-filters-network-http-connection-manager-v3-httpconnectionmanager-normalize-path
https://www.envoyproxy.io/docs/envoy/latest/api-v3/extensions/filters/network/http_connection_manager/v3/http_connection_manager.proto#envoy-v3-api-field-extensions-filters-network-http-connection-manager-v3-httpconnectionmanager-merge-slashes
https://www.envoyproxy.io/docs/envoy/latest/api-v3/extensions/filters/network/http_connection_manager/v3/http_connection_manager.proto#envoy-v3-api-field-extensions-filters-network-http-connection-manager-v3-httpconnectionmanager-normalize-path
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RAriEmE

AWS CLI

£/ AWS CLI B2 H,

FEAUToH SRR gRPC BEHH A JSON ( AEECHNERR#E )

aws appmesh create-route \
--cli-input-json file://create-route-grpc.json

2. 7l create-route-grpc.json BIA R

"meshName" : "meshName",
"routeName" : "routeName",
"spec" : {
"grpcRoute" : {
"action" : {
"weightedTargets" : [
{
"virtualNode" : "nodeName",
"weight" : 100

},
"match" : {
"metadata" : [
{
"invert" : false,
"match" : {
"prefix" : "123"

1,

"name" : "myMetadata"

1,

"methodName" : "nameOfmethod",

"serviceName" : "serviceA.svc.cluster.local"
1,
"retryPolicy" : {

"grpcRetryEvents" : [ "deadline-exceeded" ],

"httpRetryEvents" : [ "server-error", '"gateway-error" ],

"maxRetries" : 3,
"perRetryTimeout" : {

"unit" : "s",
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AR
"value" : 15
iy
"tcpRetryEvents" : [ "connection-error" ]
}
iy
"priority" : 100
iy
"virtualRouterName" : "routerName"
}
3. A
{
"route": {

"meshName": "meshName",

"metadata": {
"arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/

virtualRouter/routerName/route/routeName",

"createdAt": "2022-04-06T13:48:20.749000-05:00",
"lastUpdatedAt": "2022-04-06T13:48:20.749000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "210987654321",

"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 1

iy
"routeName": "routeName",
"SpeC": {

"grpcRoute": {
"action": {
"weightedTargets": [

{
"virtualNode": "nodeName",
"weight": 100
}
]
},
"match": {
"metadata": [
{

"invert": false,
"match": {

"prefix": "123"
1,

"name": "myMetadata"

B e 121



AWS App Mesh AriEE

}
1,
"methodName": '"nameOfMehod",
"serviceName": "serviceA.svc.cluster.local"

},
"retryPolicy": {
"grpcRetryEvents": [
"deadline-exceeded"

1,

"httpRetryEvents": [
"server-error",
"gateway-error"

1,

"maxRetries": 3,

"perRetryTimeout": {
"unit": "s",
"value": 15

.

"tcpRetryEvents": [
"connection-error"

]
}

},

"priority": 100
},
"status": {

"status": "ACTIVE"
.
"virtualRouterName": "routerName"

BXRFEHAERT App Mesh B AWS CLI IR EZER , BSH AWS CLI ZER7BHH

create-ro ute 5

gRPC

(Al ) Pufp
« (iR ) MABRFRSHEBRSEMUATRER, MRRKAREEER , NFETEXEARSHIER,
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o (A& ) WMABRRTENTEBMALEER, MRKBEEERN , WFEEMNMEMBENER. W
REEREZEWN , WLTHEE RS B o

( Ak ) TR
ERRNM TR

o (k) MAEFENRAKENTHERN  ERTEXE  AERALEE, 2RREFEEMER
Bk Bln , MREF ABFEAHIEEImyMetadata , FEEEXBEENEH , HEEEEER
123, RBIEFERE , WiZEEBFE THER R 123 2B EREFT LHER.

o (R ) EEFMTHFEUNNEZ +A THED.

(A3 ) AR

ERERET R ARF BCR2ZASRMEMEHEH R BERSFIHRENTE, KK AL

B, BRMNBWEXHF M, EREMEEXERAERZR (@FNRER ) (B atE, MRERENL

Ei{RE , BBL App Mesh AIREL B N EBRBHUEBRIARE., AXESER , HEH MABHE

R

- NFEEHBN , W ABNFEN AN A UR. NREEFREADNELSEHE , WX5H A —ME.

- EEEHBRENP , EFE-NEMY, MREERTAHNUEHASH , VLT A —ME,

« NTFTJRAEEHRY , HABRRAVTRITHHRAERRNE, WREEFEMDPRERSEH , A5 5w
A—NME, BINERWEDFEREN2.

« EE-AHSZSANHTTP EREMH. RINBUEDEERE RN KE R,

- EE TCP ElEH,

« EE-NHZN gRPC EREHN. RINBWEDEEFEEECEETTA,

( ATk ) At

« MIAMEN 158, MRBEETEREKE , NELALEENFEAENBRERTHE T EiHAFENTE
FULHEEARBPELNEAERRY , IHEENEHARBIETR. NRERBENFENB KT
15 % , TEENEMAEMNT R Target HITSREENENBERKRT 158, BXESEER , 5
B8 LT R

- 0 EEAER,

o BRART LA R AY R AKATHE
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HTTP i HTTP/2
( ATik ) PTie

- IBEMRBNERMNATSR, i, MRENELRS BN service-b.local , HEEHERK BT
EREHE ZE service-b.local/metrics , MBTEMNA /metrics, IEMBREN / BH.

C Wik ) BRI,
(Wi ) BE—AFE, WERT HTTP2 K.

( A3 ) ARk

o (A ) EBFIIRL, WMAZSERNRBKRENIRLERN  RRCEXE  RAEWMATEE. EFER
I EERERE R, fli  WREEE—NEHE 123 BEF clientRequestId BIFRL | RE%
BRE  NZBAEERLRN 123 24 WEAEF LM ERBTE .

o ((HIE ) EEBRIIRK. B&RZS WU MR

( Ak ) EEAREK

ERERETFHTARF SR AN M EHEH R BERSRnRENE, ERXRER L
By, BRIMNBWEXHEM, EREMEENERAERZR (BFRAORER ) (ENE, MRERENL
Ei{RE , BBL App Mesh AJRER B N BRBHGEZRIARE., AXESER , BZH MUABHE
R

- NTFEHERN , AABRNFENANEVE, NREEFREMHUERSH , VLT HA—NME.

- EERENENP , ERF-NEM, WREERTAHPNERLSEH , WAREA—ME,

« NTJRAEFHRY , HABRIBWIRITHREARERRNR, WREEFREMPRERSEH , WA 5Mw
A—ME, RINEBWEDHEREN2,

« EE—AHSZAN HTTP EREMH. RINBUZEDEEREBRNMMKE R,

- & TCP EEH,

( Tk ) et

. ERBA — RIABRN Y 15 B, MBAEETEREN | NEKAEENBERERNBERT
FETEERFENBRUGBEERRBPIENNRAERRY , IHEENERRE T ET K.

- ZERK — BRIAER 300 ¥,

0 {E%—’:Fﬁiﬁﬁqo
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® Note

MREEENBENEATRAME | FBEAFEELNT RS EE MR ERN B AT E © X
TRIAME. ER , MRLFEEBEEIMETRANENE , WA SUEREHE BT QevEed
’E. AXESELR , BSRENT R,

TCP
( A& ) et
- ZRBT — BRIAMEN 300 ¥,
- 0 HEAER,
il B 2% R
AWS Management Console

# /A AWS Management Console il #& B &

1. 3TFF App Mesh ##|& , ML hitps://console.aws.amazon.com/appmesh/o

2. ERENPHIREFOME, JIHTERENFEREUR EEELZNRERNE.
3. EEMSMmAP , EFELEAE.
4, IEFENPMIEREE B A9 B ER,
5. EREXRTP , EREMBRNEL , REERE AR,
6. TEBWINMESF , BA delete , R H IR
AWS CLI

A AWS CLI BIBREHE
1. FEALUToSHBRENKES (BEECWESRHE ) -

aws appmesh delete-route \
--mesh-name meshName \
--virtual-router-name routerName \
--route-name routeName
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https://docs.aws.amazon.com/app-mesh/latest/userguide/virtual_nodes.html
https://console.aws.amazon.com/appmesh/
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2. R

"route": {

"meshName": "meshName",

"metadata": {
"arn": "arn:aws:appmesh:us-west-2:210987654321:mesh/meshName/

virtualRouter/routerName/route/routeName",

"createdAt": "2022-04-06T13:46:54.750000-05:00",
"lastUpdatedAt": "2022-04-07T10:43:57.152000-05:00",
"meshOwner": "123456789012",
"resourceOwner": "210987654321",
"uid": "alb2c3d4-5678-90ab-cdef-11111EXAMPLE",
"version": 2

1,
"routeName": "routeName",
"spec": {

"grpcRoute": {
"action": {
"weightedTargets": [

{
"virtualNode": "nodeName",
"weight": 100
}
]
},
"match": {
"metadata": [
{
"invert": false,
"match": {
"prefix": "123"
.
"name": "myMetadata"
}
1,
"methodName": "methodName",
"serviceName": "serviceA.svc.cluster.local"
.

"retryPolicy": {
"grpcRetryEvents": [
"deadline-exceeded"

1,
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RAriEmE

"httpRetryEvents": [
"server-error",
"gateway-error"

1,

"maxRetries": 3,
"perRetryTimeout": {
"unit": "s",
"value": 15

},

"tcpRetryEvents": [
"connection-error

]
}

I

"priority": 100
I
"status": {

"status": "DELETED"
},
"virtualRouterName": "routerName"

BXREAERT App Mesh HiIBREER AWS CLINEZEER |, 18

delete-route &%

2% AWS CLI S Z A& R d

B% B
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https://docs.aws.amazon.com/cli/latest/reference/appmesh/delete-route.html
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Envoy &%

AWS App Mesh & F Envo y RIEEH RS M1%,

ECS Task / Kubernetes Pod

Port

“““I —

Proxy Microservice
Container

External traffic Port 8080

1B Envoy RERINEIT S#HECSIES. Kubernetes RESEHZH App Mesh L ixT MR RHVIL
O#HEC23EH] ( HIINER T SMEMK ) o App Mesh HE T — Envoy RERB[HEBK , ZEKD
BN T R IRBMEREE R . ERRIEHIESZE , App Mesh 21RH#E App Mesh Thee ML=
Y Envoy RERRZAR,

CEREJESEE 32

App Mesh 12 7 Envoy REBRFREB/HIARETA, MENXBIZET Envoy RE TS App Mesh

BEYE#HTERE , UK Envoy RENFAHEEEF. —PMNEINERS , EEFRE App Mesh RS S E

B, Z—METHEEFIPSEEN , ©5 App Mesh FIPS RS % =815 , H7E App Mesh FRE 2 BIHEES
a8 HTLSERAFIPSINE

FBAUMNTHENIRPIEFR - NMMXESR , ETUNBRINN AR EEERIEEFE—NER aws-
appmesh-envoy B %,
/A Important

« )\2023 % 6 A 30 B2 , RE Envoy &15v1.17.2.0-prodsES AT LLE App Mesh
BB, WTF2rifEA Envoy BEMNYBIEFV1.17.2.0 , REDAEW envoy FHEFRS |
BRIBIVESUEB R &R,
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https://www.envoyproxy.io/
https://gallery.ecr.aws/appmesh/aws-appmesh-envoy

AWS App Mesh AriEE
- ERFRESRR , BB UEEE Envoy RAARBIEIHRA. REZHH Envoy RALT
BMLE4NT . DRER M M Re S K,
« fRZA1.17 B3 Envoy WEXKE#H. BXEZFAEE , BSHAEFH/TEBE Envoy 1.17,
o TFRBRAK 1.20.0.1 HEEMA ARM64,
- WNZE IPv6 ¥ , TE Envoy IRA 1.20 RESRA,

Bkme-south-1, ap-east-1, ap-southeast-3, eu-south-1, il-central-1 #l af-
south-1 ZHMNFIEZ X, RATLLE#R Region-code Sme-south-1, . . ap-east-lap-
southeast-3eu-south-1lil-central-1, MUAWEAXEaf-south-1,

Standard

840364872350.dkr.ecr.region-code.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-prod

FIPS-F&

840364872350.dkr.ecr.region-code.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-prod-fips

me-south-1

Standard

772975370895 .dkr.ecr.me-south-1.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-prod

FIPS-F&

772975370895 .dkr.ecr.me-south-1.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-prod-fips

ap-east-1

Standard

856666278305.dkr.ecr.ap-east-1.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-prod

FIPS-&4&
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https://docs.aws.amazon.com/app-mesh/latest/userguide/1.17-migration.html
https://docs.aws.amazon.com/general/latest/gr/appmesh.html
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856666278305.dkr.ecr.ap-east-1.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-prod-fips

ap-southeast-3

Standard

909464085924 .dkr.ecr.ap-southeast-3.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-prod

FIPS-F&

909464085924 .dkr.ecr.ap-southeast-3.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-prod-
fips

eu-south-1

Standard

422531588944 .dkr.ecr.eu-south-1.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-prod

FIPS-&&

422531588944 .dkr.ecr.eu-south-1.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-prod-fips

il-central-1

Standard

564877687649 .dkr.ecr.il-central-1.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-prod

FIPS-&4&

564877687649.dkr.ecr.il-central-1.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-prod-
fips

af-south-1

Standard
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924023996002 .dkr.ecr.af-south-1.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-prod
FIPS-&F&
924023996002 .dkr.ecr.af-south-1.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-prod-fips

Public repository

Standard

public.ecr.aws/appmesh/aws-appmesh-envoy:v1.29.6.1-prod

FIPS-F&

public.ecr.aws/appmesh/aws-appmesh-envoy:v1.29.6.1-prod-fips

(@ Note

EAMEBWH Envoy BEEPE 512 NCPUE T ES 64 MiB BIAN1F. Fargate LR BRI &/
NERN 1024 MiB, IR ARJWARFHMIERRAB T ARKEMHmSHERAZE , W AT LAE T
Envoy BasH &R 2 B,

(® Note

Mv1.22.0.0 FIRHIFFE aws-appmesh-envoy &5 & A& 2R Distroless Docker
MGHEN, BIMNFTHIERRN THPMRER T HBRERGEPREANRKESPFEN
WERENK., MRIRIE aws-appmesh-envoy HF&z EHE | H BB —LALERMS (4]
o yum ) FIheE , MABRMNBWRNEGAE S #6324 , AERE— TR Docker
aws-appmesh-envoy &, AL2

BITHHIAE KBRS H B E YLK Docker B aws-appmesh-envoy:v1.22.0.0-
prod-al2:

cat << EOF > Dockerfile
FROM public.ecr.aws/appmesh/aws-appmesh-envoy:v1.22.0.0-prod as envoy
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FROM public.ecr.aws/amazonlinux/amazonlinux:2
RUN yum -y update && \

yum clean all && \

rm -rf /var/cache/yum

COPY --from=envoy /usr/bin/envoy /usr/bin/envoy

COPY --from=envoy /usr/bin/agent /usr/bin/agent

COPY --from=envoy /aws_appmesh_aggregate_stats.wasm /
aws_appmesh_aggregate_stats.wasm

CMD [ "/usr/bin/agent" ]
EOF

docker build -f Dockerfile -t aws-appmesh-envoy:v1.22.0.0-prod-al2 .

£ Amazon ECR Hi5[E it B2 E H B FR B AWS Identity and Access Management (IAM) 12

#l, At , BATERIAMRRIEZREHET Amazon KIZEUNPRECR, #lin , £ H Amazon
FECS , BRI U AT EMES 5 B EHMWECSESIMITARG., MREMEAREHE4FE Amazon
ECR REKIAMBUR , BHLHINE AT LSRR aws -appmesh-envoy F & FE /Y45 E XK
Amazon BRBF (ARN). #lf0 | £ us-west-2 #X | BAWFHE LT AR : arn:aws:ecr:us-
west-2:840364872350: repository/aws-appmesh-envoy, BXxEZER , HSH Amazon
ECR TEH R, MRBIET SHEC2KH| LEH Docker , & [1F4 EXS Docker #1TH MU, BX
BFZER , BSEEMEEHRIT,

BAVMBREKIMHFE App Mesh ThEE , XLETHEEMR BT Envoy NEXR , XEFEHE RS H T Lk
Envoy &%+, B LS H Envoy T Z i F AIXLHH App Mesh ThEE |, BAFERA App Mesh
RIEH Envoy BB R, BXTESIK , HSH App Mesh GitHub B4 EH 5Envoy Upstream#s
ZHXMEB, FRAVEBIUE App Mesh Envoy BESHIBEIEN RIE T IFIAT,

Envoy BLEZ £

FERUTHRETERNEMN App Mesh BV RESABE Envoy BE5.

(® Note

App Mesh Envoy 1.17 7% #F En voy B9 v2 xD, APIINREFERI RS E nvoy BLEXHH
Envoy BLEZ £ , M ABUFHEHE#H N &FH v3 XD AP,

5

as
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https://docs.aws.amazon.com/AmazonECR/latest/userguide/ecr_managed_policies.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/ecr_managed_policies.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/Registries.html#registry_auth
https://github.com/aws/aws-app-mesh-roadmap/labels/Envoy%20Upstream
https://github.com/aws/aws-app-mesh-roadmap/labels/Envoy%20Upstream
https://docs.aws.amazon.com/app-mesh/latest/userguide/envoy-config.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/envoy-config.html
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PDENTE

P& App Mesh Envoy Bes B ZFEUTHETE, T EREEAT Envoy BGRZA 1.15.0 LESIR
K, MREFEAPREREMRAAREG |, A5k H APPMESH_VIRTUAL_NODE_NAME Z &£,

APPMESH_RESOURCE_ARN

fF Envoy REBEARMEESAEN , BRNURARETERENTSEHAARRNEL T SHE K

9. ARNUT5I&R 3 ERHBIARNS :

« EE\T R — arn: aws: appmesh:Region-code:111122223333:mesh/meshName/
virtualNode/virtualNodeName

o ERRX — arn: aws: appmesh:Region-code:111122223333:mesh/meshName/
virtualGateway/virtual GatewayName

5 App Mesh T SERT , ARNsAIER us-west-2 X FEHappmesh-preview , M
R Zappmesh, Blt0 , App Mesh Tl 5T 3708 AR RV RE #AF7 =2 arn: aws : appmesh-preview: us-
west-2:111122223333:mesh/meshName/virtualNode/virtualNodeName, ARN

kT E
LUTHREZEXN T App Mesh Envoy BES =2 AIIEM
ENVOY_LOG_LEVEL
EE Envoy ARSI A ER 5l
BME : trace, debug. info, warn, error, critical, off

ZRIA : info
ENVOY_INITIAL_FETCH_TIMEOUT

EE Envoy BB RRPEFREEERSSHNE —NEE RN AYATEL,
BXEZEE , B2 Envoy XRIF M Configuration &R, RIERN 0 B , &EBE,

ik : 0
ENVOY_CONCURRENCY

/B3 Envoy BHRE --concurrency i H{TETl, BMIAERT , FIREZED, LETE
Envoy MRZAS v1.24.0.0-prod RESMRAF A,
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https://www.envoyproxy.io/docs/envoy/latest/api-v3/config/core/v3/config_source.proto#envoy-v3-api-field-config-core-v3-configsource-initial-fetch-timeout
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BXEZER  FERGBTITET,

X LINETEXRAE Envoy WEEEO,
ENVOY_ADMIN_ACCESS_PORT

EE Envoy ZEMITHEEXLERIKO. BRIAE : 9901,

® Note
Envoy B O 8 & T B2 18U o< 50 RE #8L°F5 R £ B9 AR AT 0T 0 85 O

ENVOY_ADMIN_ACCESS_LOG_FILE

BEEA Envoy 1R HEWN BE N KR, BRIAE : /tmp/envoy_admin_access.logo
ENVOY_ADMIN_ACCESS_ENABLE_IPV6

tI#k Envoy WEBEAEUES IPve RE , XHZEOM AT LR ES IPvs REM IPV6 RE.
RINBERT , WAREKIRE R false , F H Envoy Rt IPv4 RE. LLEEREERAT Envoy EBIR
A 1.22.0 RES IR

REZE

FEAXLIRETEN Envoy BLE AWS App Mesh R, BXREZEER , BZHERT Envoy # App
Mesh VI,

APPNET_ENVOY_RESTART_COUNT

EERBEEEZTHESHBEE (pod) RFEH/Z 3N Envoy REHZHIAE ( WRAEZEA (pod)
BiRY ) . REELESIK Envoy BHITIEFIR HRAS , SUME THIES R, ZEE2WERIAMER 0.
RERIAEE , REFTZHEH B ZHE,

2Rk 0

&S 10
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https://www.envoyproxy.io/docs/envoy/latest/operations/cli#cmdoption-concurrency
https://docs.aws.amazon.com/app-mesh/latest/userguide/appnet-agent.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/appnet-agent.html
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PID_POLL_INTERVAL_MS
EERERE Envoy REHBRSHEIER (AZEWNEN ), BRIAMER 100,
ZRiA : 100
&K : 100
&S : 1000
LISTENER_DRAIN_WAIT_TIME_S
EE Envoy REEHZR K 2 S FFEINERX AR (AR NEN) .
A - 20
K : 5
RE 110

APPNET_AGENT_ADMIN_MODE
BHIREBENEEBEZEORSSHNEHSES tep U= unix BIEF,

BME : tcp, uds
APPNET_AGENT_HTTP_PORT

EERATHE tcp EATHEREBEREONROD, BARWOEN > 1024 if uid =0, BRTAND
F65535,

ERIA : 9902
APPNET_AGENT_ADMIN_UDS_PATH

£ uds EX T ARENEEREDOEE unix BIEZEFRE,

ZRIA . /var/run/ecs/appnet_admin.sock

EBRTE
BULABREA T RERSEFSIHEP —NRERIIEF,.
AWS X-Ray £

FRAUTIRETEREEH AWS X-Ray#y App Mesh, BEXEZELR | 38 AWS X-Ray FE AR
B,

AR 135

L]


https://docs.aws.amazon.com/xray/latest/devguide/
https://docs.aws.amazon.com/xray/latest/devguide/
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ENABLE_ENVOY_XRAY_TRACING

£/ 127.0.0.1:2000 ERRINARBRTHEF KRB A X-Ray Rix. ERA , BHEREN 1.
BMINMER 0.

XRAY_DAEMON_PORT

EEROEUESRIA X-Ray EEFHEFIKD : 2000,
XRAY_SAMPLING_RATE
EERFRLERE X-Ray tracer WERRINRHER 0.05 (5%). FZEEENTT 0 M 1.00 2

BBV /N ER(100%). TR EIEE XRAY_SAMPLING_RULE_MANIFEST , M ZEFHES. WA
v1.19.1.1-prod RESHAH Envoy BEEZIFHTE,

XRAY_SAMPLING_RULE_MANIFEST

£ Envoy BB XA RSP EEXHEER , 7N X-Ray tracer EEEA LB ENXEMAN, EXES
BR , B2 (AWS X-Ray FRARIEM) PHEEAN, R4 v1.19.1.0-prod REFRA
B Envoy G FIL T E,

XRAY_SEGMENT_NAME
NPBIEED BREBEHRUBEIRIA X-Ray DEREWH. BRMINERT , WEMRERN mesh/
resourceName, Envoy BBRRA v1.23.1.0-prod ESRAZIFHETE,

Datadog IREFEE

AR BT £ A # B2 A Datadog RIBIEFRESELE App Mesho BXEZEE |, i55# Datadog X
R RERE,

ENABLE_ENVOY_DATADOG_TRACING

AR BRIA Datadog KB =M 127.0.0.1:8126 5/ Datadog BREWE, BEFH |, 8%
BEIRERN 1 (BRIAERO) .

DATADOG_TRACER_PORT

BE—MNmOENUEEZRIA Datadog REIHO : 8126,
DATADOG_TRACER_ADDRESS

BXE IP it SAZE E BRIARY Datadog Bl : 127.0.0. 1,

A&

L]
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https://docs.aws.amazon.com/xray/latest/devguide/xray-sdk-go-configuration.html#xray-sdk-go-configuration-sampling
https://docs.datadoghq.com/tracing/send_traces/
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DD_SERVICE
NIRFRIEERSF BMIUBE ZBIAM Datadog BRSSE 5 : envoy-meshName/virtualNodeName,
MRAS v1.18.3.0-prod RESMRAH Envoy MG IFHTE,

Jaeger BERE &

ERAUTIHIEEEN App Mesh BLiE Jaeger BER., BXEZER , i85 Jaeger XTI AT, kR
A 1.16.1.0-prod RESRAEH Envoy RHEZIFIXLETE,

ENABLE_ENVOY_JAEGER_TRACING

£/ 127.0.0.1:9411 ERBRIA Jaeger i RS A Jaeger RIFWE. BEEA , B ZERENR
1(BIAENO) .

JAEGER_TRACER_PORT

EEmOBEABEIRIA Jaeger IO : 9411,
JAEGER_TRACER_ADDRESS

B IP it LB EBRIA Jaeger it : 127.0.0. 1,
JAEGER_TRACER_VERSION

EEWEREAEE PROTO &mBHEA JSON 35k, BIAMBERT , ZEFIREN PROTO, Envoy
BIBRA v1.23.1.0-prod RESRAIFRETE,

BERERTE

FUTHRETERENFEALZBSHNRERERE.

ENVOY_TRACING_CFG_FILE

£ Envoy BB XM REPREEXHER, BXEZEFER , iHSH Envoy XHF

Mconfig.trace.v3.Tracing,

@ Note

NMERGREFEREETREERH  FRARER —NMREREE X static_resources
FEREXRBGNEREE, 0, Zipkin E— NI THRERFEWESNERS
#collector_cluster®g , ZEHEERSENL,

=
[
et
L]
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https://www.jaegertracing.io/docs/1.21/getting-started/
https://www.envoyproxy.io/docs/envoy/latest/api-v3/config/trace/v3/http_tracer.proto#envoy-v3-api-msg-config-trace-v3-tracing
https://www.envoyproxy.io/docs/envoy/latest/api-v3/config/trace/v3/zipkin.proto#config-trace-v3-zipkinconfig
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DogStatsD £

ERAULTHEZE R App Mesh BLliEJ DogStats Do BEXEZEE. , 15 DogStatsD X4,
ENABLE_ENVOY_DOG_STATSD

F/H127.0.0.1:8125ERNRINTHEFIw B A DogStats D RitEE. EEH , BREIREN
1o

STATSD_PORT

fEE R OEUBEIIA DogStats D SFHEF RO,
STATSD_ADDRESS

55 IP it {E LA B E BRIA DogStats D SFHF2/F IP sk, BRIAE : 127.0.0.1, WEERERT
Envoy BRIZRRZAS 1.15.0 RESRA,

STATSD_SOCKET_PATH

79 DogStats D SFHREFIEE unix BEETF. MRKEELZTEBFA T DogStats

D, M {EERIAN DogStats D SFHFEF IP itz O, 127.0.0.1:81250REE
AIENVOY_STATS_SINKS_CFG_FILEZEEE stats sinks Bl & , N ©FFEEFTE DogStats D &
E, Envoy BB A v1.19.1.0-prod ESMAZFHTE,

App Mesh T £
LT En#BEEE App Mesh,
APPMESH_PREVIEW

FiZERE N TEE 1 F App Mesh M EMBwR. BXEH App Mesh EMENEZEESR |, B
27 App Mesh T i 57138

APPMESH_RESOURCE_CLUSTER

ZRINER T , 2 Envoy TEFSFRFMIRERF 5| Ff B © APPMESH_RESOURCE_ARNET , App Mesh &

EPEENRREN. SRUlBELdEAECHNBMIZRE APPMESH_RESOURCE_CLUSTER EZ &

REBEEZETH. WEERBERAT Envoy BUEIRA 1.15.0 RE SRR,
APPMESH_METRIC_EXTENSION_VERSION

FZERE 1 HAFHA App Mesh 1845 B. BX App Mesh BT BNEZEE |, BESH App
Mesh V1EFrT & -

138
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https://docs.datadoghq.com/developers/dogstatsd/
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APPMESH_DUALSTACK_ENDPOINT

HREREN 1 SUEEE App Mesh RIS, REBUIRER , Envoy A RN TRWHEHRN
S BRERT , AREKRER false , 3 BAGERFIRMNG IPvs HBE. HERIEAT Envoy
BRI 1.22.0 REBIRE,

BERITEE

ERAUTIREZTEN App Mesh BLE Envoy 1TER. BXEZEE , 2 # Envoy Stats 3X#4,

ENABLE_ENVOY_STATS_TAGS

R App Mesh E X BIPRZE appmesh.mesh # appmesh.virtual_node, BXEZEL ,
EZ A config.metrics.v3, TagSpecifierfE4FEN P, EFH , HBHEIRENRN 1.

ENVOY_STATS_CONFIG_FILE

£ Envoy BB NHRETIREXHRE , AECHXHEREBEEZHRIAN Stats iFEBB XK, AX
EZEE8 , HS 1 config.metrics.v3, StatsConfig

(® Note
REGEAITTRBNEENRITELRRETEELS K Envoy 3 ATZEEBS App Mesh 1
RRBSEBRLSHRE. X2 Envoy P — N iR, BRINBWFEE Envoy RIS 1T #iiE
BATEMSE, MRENFBENLR , RINERLB LFIE T AR E MR LANMERS %o

ENVOY_STATS_SINKS_CFG_FILE

£ Envoy BB XM REHEEXHER , FECHXUHRRESZRINEE. BXEZEER , FEH
config.metrics.v3, StatsSink1E 4 E X,

EFANZE

Envoy MRZAX 1.15.0 HE SRAFTBEXFIHEETE APPMESH_VIRTUAL_NODE_NAME A
APPMESH_RESOURCE_NAME, BER , SIEMEMAXZFEI]. SHE Envoy R4 1.15.0 HE SR
AhFERXETE | FUNXELE APPMESH_RESOURCE_ARN AT FrE App Mesh i R
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https://www.envoyproxy.io/docs/envoy/v1.6.0/api-v2/config/metrics/v2/stats.proto
https://www.envoyproxy.io/docs/envoy/latest/api-v3/config/metrics/v3/stats.proto#config-metrics-v3-tagspecifier
https://www.envoyproxy.io/docs/envoy/latest/api-v3/config/metrics/v3/stats.proto#config-metrics-v3-statsconfig
https://github.com/envoyproxy/envoy/issues/9856
https://github.com/aws/aws-app-mesh-roadmap/issues/283
https://www.envoyproxy.io/docs/envoy/latest/api-v3/config/metrics/v3/stats.proto#config-metrics-v3-statssink

AWS App Mesh BriEE
Envoy BRIAEH App Mesh 12 &

AT &R T A% App Mesh & EH8 i Eid HRE M BR8240 Envoy BIMEE S,
ERIABE B 1 R K

tRIE 2020 &£ 7 B 29 B2 BIRITK = B3R A ML | App Mesh &7 2020 £ 7 A 29 A4 KR /5
Bz A RIK P REAR &R RFTEHTTP, HTTP /2 fl g RPC E3R8IZZRIA Envoy 3§ H EiR KK,
MRERIKFE 2020 F 7 A 29 B2l BEAME , MAFA 4R 2020 F7 A 29 Azhl, HXFHzkF
FEMEM Envoy BB AIRBINREE, BRIEMREAWS TEHFTHE, ZHFMITLEBEIESF , 7 App
Mesh 7E4 B ZiE 2 A 52 J5 81 B2 B 1E{T future Envoy BR4k IR BRIAZKRE, A< Envoy BHEid KK
WEZEER |, HS config.route.v3, RetryPolicy 1 4 E X #4eh,

H& 82 App Mesh EEFEN App Mesh E#LARSS & XE LT QIRHERS , App Mesh 2613 Envoy
BRH., REGALGIE App Mesh BRI EIRAREE , BT ENELT RBEMHRICIEZE App Mesh ERXEK
B

£ App Mesh AT A B BIBRIAKBEAPI, BRIAFKEE RGBS Envoy &85, EEERE , BEAEER
E} M Envoy £%ERconfig_dump. LLERVIAREEEUTIRE !

« RRERXIH —2

- g RPC Ei{E#f — UNAVAILABLE

« HTTPEHEH — 503

(® Note

TEBERTERBEHTTPHEIRKTEH App Mesh A EIXKIE, B2 , App Mesh BHE
RIRBE A LAE K server-error = gateway-error, XHEHTE 503 HHiR. HXRES
B8, B5M BH.

« TCPEIRXEH — LUK connect-failure refused-stream

@ Note
RO RERI B TERXANEHM App Mesh B EIXKIE, (B2 , App Mesh A EIRE
BE A LAE . connection-error , XZEETF connect-failure. EXEZEL , HSH
B H.
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https://console.aws.amazon.com/support/home#/case/create
https://www.envoyproxy.io/docs/envoy/latest/api-v3/config/route/v3/route_components.proto#envoy-v3-api-msg-config-route-v3-retrypolicy
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- BEE — MR LHERS[BARBWAL ( ¥iFTERE/EEZEGERN ) , Envoy 22 RER,

AR LA BT 5 BS

LIRTE App Mesh HEE Envoy B , R EHNRERIRE Envoy WERIAE., BXEZER , 5
# &8, CircuitBreakers.Envoy X FE, XLEZEFE App Mesh AR LAPI, X% E R EE
B Envoy EEl, EEEERE , BEATERMHAHE Envoy XiEERconfig_dumpo

WRTE 2020 £ 7 A 29 Az el BNk HEBEME , AR FHEE 2020 F7 B 29 HHEXRHz G0
BN IBHEA Envoy , App Mesh B LBEIT BRI T RER Envoy BRIAMERE Wit 22 &
2. MR, IE 2020 F£ 7 A 29 BZIBE AN , MERIEREAWS ZEFTHE , EMFHR
£ 2020 £ 7 A 29 HHE X257 App Mesh FEREBHME(T Envoy REIRIAE. XFARLETI R
J& , App Mesh A4 ET H 2 H2ZEEEMNFTE Envoy IRER App Mesh BRIABEIRE R :

* max_requests — 2147483647

* max_pending_requests — 2147483647
* max_connections - 2147483647
 max_retries — 2147483647

(® Note
FTiL &K Envoy 2 Envoy &2 App Mesh BIERIAUTESB5ME |, BHBTTE IS CUX LA,

E#/E#E Envoy 1.17

MERIRSE SPIRE

MRIEIFSPIRE ( SPIFFEIZ{TRINIE ) 5 App Mesh BL&ER |, HEMTIER D XAEHNRS |, BHIA
BEANSPIREREMZA0.12.0247 (2020 F£ 12 BAH ) « XRZEE—NALXHE Envoy iR
AR 1. 16,

IEN&RFXRIZEAL

M Envoy FF#:1.17 , App Mesh ff Envoy ELE A BRIAEARE2IEENRAN S| ZE, N TFASHAFRK
W, XRMTREMBAE , EREASINAEHEPHEEFBEATFEENREXNPHTERRR G5
Ao
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https://www.envoyproxy.io/docs/envoy/latest/api-v3/config/cluster/v3/circuit_breaker.proto.html#envoy-v3-api-msg-config-cluster-v3-circuitbreakers-thresholds
https://console.aws.amazon.com/support/home#/case/create
https://github.com/spiffe/spire/releases/tag/v0.12.0
https://github.com/google/re2
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RAriEmE

IE [ M L o] R EE
IE[ — EEBIER—IMHFESHRER , AR : 2=

(?=example)

ENE#RTFHEERNEEA , EAENATEEZRFEMASELEFEEFR. BT App Mesh

TRFEBRENKREIXFHSE , R RMNEBWEFEBERNEATE T,

(example)

e — NEAHER—NHFESHREN , FXH 1?1

ex(?lamp)le

TRESHREXATHESREANT I ELERATLEE, EASHERLT , (RULAZTERBRE

filo
ex(amp){0}1le
MRRZKXEKER—ANFERFE , MAL ? FREERNEFFHEIREH Tik.
prefix(?!1[0-9])suffix => prefix[~0-9]?suffix

RIFEH AP, &8t ] LU SB 4 RAL E bt ) R

"routeSpec": {
"priority": 0,
"httpRoute": {

"match": {
"headers": [
{
"name": "x-my-example-header",
"match": {
"regex": "Mprefix(?!suffix)"
}
}
]
}

ENFREXBEL
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}
}
}
{
"routeSpec": {
"priority": 1,
"httpRoute": {
"match": {
"headers": [
{
"name": "x-my-example-header",
"match": {
"regex": "Aprefix"
}
}
]
}
}
}
}

FE—NEBHAEE2ER L prefix” FF KB EEF B suffix PRk, E-REHNERREEREHM
Ll prefix" 7T SKBIFRL | B¥EABL LU suffix” 45 BARk. EXMAZAIR |, B AIBURF RIS | BUBBRAE
B,

{
"routeSpec": {
"priority": 0,
"httpRoute": {
"match": {
"headers": [
{
"name": "x-my-example-header",
"match": {
"regex": "Aprefix.*?suffix"
}
}
]
}
}
}
}
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{
"routeSpec": {
"priority": 1,
"httpRoute": {
"match": {
"headers": [
{
"name": "x-my-example-header",
"match": {
"regex": "Aprefix"
}
}
]
}
}
}
}

BeRBIR SR | 0 Blsuffix 2 BRIIT kIR BB BMIL R | TIFTA EAL S prefi FF SKHORRSKE 4 5
BRI i P DI

k@5 A
REsIAR—fMBELEE — N FIEESNAEEREERERERANG . B XENRE,
(groupl)(group2)\1

RETE\ B—IMERYURERFE n NERESWAN ST ELRFlHR  \1 BAEE-XREA
(groupl) BWERF R,

(groupl)(group2)(groupl)

RERR@EIAERAFAEI ANABTFERRR , WRGIFTR.

Envoy I

RIERN App Mesh HER Envoy BEFH —NMHEEES. KEBR Envoy —ERFE1T. RERE
BEHBLEYRE. B4 Envoy it HIEMEEEIETE , LEBIREZE T # Envoy XX TE App Mesh
FRIEITIE . X AT LAEE Bh I8 5 ik it HE BR A < R iR o
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Y Envoy REETIRANMER , KA UERAREEEZER ZAENRH, MRHAYE K RKELXHE
Envoy IR A iERELBHURS . B UEHRMERERAT. REETLMER Envoy BEEFER | X
R TRENARFNHREN®ME,

FRUTEENRN Envoy BEBERE :

« APPNET_ENVOY_RESTART_COUNT — ¥ UHTEIRENEZER , RELZIRAEFHB3 Envoy RE
#HE  BEHRARNEAANRERBRSTEEMRENRF, EREETRIRELAMNELT , &
BRRIETLESHRISHEEA (pod) Lt | XEBTRESHIAE,

* PID_POLL_INTERVAL_MS — EEMZFER , BMINERFN 100, HRENEN , SBEIR=RR
IEETRAREBRESRNASRA (pod) ML , BAIIERBENMEFIEE Envoy #HiE,

« LISTENER_DRAIN_WAIT_TIME_S — BEMHZTER , HERNFLESHERE (pod) MIRER
BREHFIEBERNNER, S0, WREEXTHRETEBTETE , U Envoy REREEERFIETER
BEEIEEFSHARRA (pod) 2 BINFLERBINER,

* APPNET_AGENT_ADMIN_MODE — it FEIREN tcp & uds B , RELRHALERZEA, Z%
EEEORYE Envoy REXENZLRKA , NETRRRE., ENHFEBREUT AP, AEERK
BWETIRR.

« GET /status — &if] Envoy it HiEHREREHFELE.

« POST /drain_listeners — ¥ERFIE AL,

« POST /enablelLogging?level=<desired_level> — EHFAIZREEMN Envoy BEL 5,
« GET /stats/prometheus — LA Prometheus &= & '~ Envoy & it#3E,

« GET /stats/prometheus?usedonly — &R Envoy EEFHH S ITEIE,

BEXREREEXENESER , B Envoy REEE,

MIRZ< 1.21.0.0 FF8h , ¥ AWS App Mesh fKEE B E7E App Mesh {£1LHY Envoy B+ , TREE
FESHARA (pod) F 2 B/ E IR,
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https://docs.aws.amazon.com/app-mesh/latest/userguide/envoy-config.html
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App Mesh#Y A M 14

£/ App Mesh M EF4bz — R ATLAE 73t T SR IEHY B AR SS BRI A2 7. App Mesh BB £ R TS AR B
B ERNRERERG R

Envoy fKZEH App Mesh IRIELATRBEN T E | AP LEFTEL THNAEFMNAE .

- AFIEH
- IBR

H&1E 3K

BIZE LT R FEMKES , B LUEREE Envoy HRIBE. ERFIAEF | XU TFELT SFEMN
M el 2 S dmiE THERER B HICFEE D+
Logging

HTTFP access logs path - optional
The path used to send logging information for the virtual node. App Mesh recommends using the standard out /O stream.

Jfdev/stdout

(3 Logs must still be ingested by an agent in your application and sent to a destination. This file path only
instructs Envoy where to send the logs.

FEERT Envoy HRIBE /dev/stdout B HEIZFRER,

FFformat , BIEEFHMAENERNZ— , json B textFER . json REVFRAN HFHEER RN
JSON &3 , AEBRNHEZIELS Envoy,

UTRBRERT A AWS CLI HEAM JSON RRFER,

"logging": {
"accesslLog": {
"file": {
"path": "/dev/stdout",
"format" : {

// Exactly one of json or text should be specified
"json": [ // json will be implemented with key pairs

{
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https://docs.aws.amazon.com/app-mesh/latest/userguide/envoy-logs.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/metrics.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/tracing.html
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"key": "string",
"value": "string"

}

]
"text": "string" //e.g. "%LOCAL_REPLY_BODY%:%RESPONSE_CODES:path=

%SREQ( :path)%\n"
}
}

A Important
BEFURELZNBMAERNESX Envoy X , BN Envoy FELEFMHNEFTNERFME

error state #,

HI®[E /dev/stdout Kix Envoy iR HER |, 4145 Envoy Bes BEBE—#. B LIERR
# Docker BERZIEF ( N awslogs ) HEMNSFHE A EF#EMAERS ( Fl20 CloudWatch
Logs ) o BXREZELR , ESH (Amazon ES3 FFAARIERE) PHEH awslogs HERFEF. B
NS Envoy i5E] BHE ( MZBEEAM Envoy B85 HZE ) , ATLL ENVOY_LOG_LEVEL F&E R off,
ZalEd ERK F RS oREQ_WITHOUT_QUERY(X?Y):Z° %ia%$#ﬁiﬂ$ﬁ$ﬂﬁi%ﬂ2 B
Tl , EZFRegqWithoutQuery B LEF. BEXEZER , HSH Envoy XEHWIHE HEIL
Fo

£ Kubernetes £ 8 AiFE HE

FHEFA T Kubernetes B9 App Mesh Controller B |, Al LUEE N B BB B R NBIE T S#8S |
NELUTREBHEBE , AT REIFFR.

apiVersion: appmesh.k8s.aws/vlbeta2
kind: VirtualNode
metadata:
name: virtual-node-name
namespace: namespace
spec:
listeners:
- portMapping:
port: 9080
protocol: http

CE3EES T


https://docs.aws.amazon.com/AmazonECS/latest/developerguide/using_awslogs.html
https://www.envoyproxy.io/docs/envoy/latest/api-v3/extensions/formatter/req_without_query/v3/req_without_query.proto
https://www.envoyproxy.io/docs/envoy/latest/configuration/observability/access_log/access_log.html
https://www.envoyproxy.io/docs/envoy/latest/configuration/observability/access_log/access_log.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/mesh-k8s-integration.html
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serviceDiscovery:
dns:
hostName: hostname
logging:
accesslog:
file:
path: "/dev/stdout"

j@iﬂ’]%ﬁﬁ%éﬁﬁ H /h\$§k%§j I‘I&%P_Utb H oa IJZZD Fluentd, ﬁ*E%{E:@ , 1%%'%”%7' Set UE
Fluentd i%i& 5 DaemonSet , JAf A & &% % CloudWatch Logs.

Envoy 25 &MiFid BEMNETIEREB A stdout, XERAENFIRAT # Envoy 5 App Mesh £
BEARBRSERSHWREIFEEFH. TLAEH ENVOY_LOG_LEVEL SMETXER BEMNBFEBER
allo ﬁ“ﬂu AT XAk B i B n_,\/T\ﬁJ -L?( AEE R Envoy NEE HTTP 1ﬁ*@@ﬂﬂ’]$ﬁo

[debug][router] [source/common/router/router.cc:434] [C4][S17419808847192030829]
cluster 'cds_ingress_howto-http2-mesh_color_client_http_8080' match for URL '/ping'

Firelens 1 Cloudwatch

Firelens @ — A28 BEBEHEEE | B LLARUKE Amazon ECS 1 AWS Fargate B B&. BRI LAER
N RBIFEEESEEIFER Firelens BIAWS TR,

BRI LAE A CloudWatch SRUNEE B EE B MIEFR. B A LUE App Mesh XK S HigtirEl o HBIHE X
CloudWatch WE Z{E &,

£/ Envoy EERKEEEHNARRF

Envoy fEIERD N T EERKF :

TiE—5# AR EENFRBXBIER.
Li—E4& HiEENAE R BN EREXWIER.
« FRS5ER—HR Envoy REPRASHER. HPSFENERZITRIBHD B R FZRNER.

£ App Mesh 1, RELSEB LM THERE. B0, Envoy FMNEKE Fim U 095 R AR S8 AR
FSRBAENBEBRBARATHERE, N TXOXEREREN EHFEMTIHERE , App Mesh RIESEMN
BRSSAEXHRE S [ — 5t Envoy EFR#EIT T 23K

« AD—EREEN RS A ERNVIEZENEREXNERNEIR.
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Container-Insights-setup-logs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Container-Insights-setup-logs.html
https://aws.amazon.com/about-aws/whats-new/2019/11/aws-launches-firelens-log-router-for-amazon-ecs-and-aws-fargate/#:~:text=FireLens%20is%20a%20container%20log,for%20log%20analytics%20and%20storage.&text=This%20means%20you%20can%20use,your%20own%20Fluentd%20output%20plugin.
https://github.com/aws-samples/amazon-ecs-firelens-examples
https://docs.aws.amazon.com/app-mesh/latest/userguide/metrics.html#cloudwatch
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HO—5XEBENBRSAR/AZKAHREEN Amazon ECS F555 Kubernetes B854 (pod) HYiE#E
MIERME XM IR AT IR

TERERTREMES AR ANERS.

Amazon ECS task or Kubernetes Pod

= HHH‘
Egress

Proxy container Service container

W

RRGBELHE

T % Envoy WA E F R M AR B R R AR ST B R 7E App Mesh R EXNHRRIEEER. UTR
App Mesh ELEMEE Envoy &BIR :

T B — BT TEEN UKD, £ LEEAH , App Mesh # AEH Amazon ECS 5
Kubernetes B854 (pod) WREME T —MAOMWE , HABETRSBAFZNRECIET —NEO
LN

SR REEEIEAREIN LHRSNTEYE. £ App Mesh |, BHRFZSAHFUREHRS
ALUEEEINFEEMERT RBRTINER,

BRIXERENNTEEMEPELNER, EMNTEREEERBERAKBHZREURBERKEE
W EREE.

iR M E B A 2B — M IP sk, AWS Cloud Map 8 F E 0T SRS X TALE

Bt , App Mesh &5 X B RS SLOI4E R i R BRI BB R E,

P X ERATEEFR T AN MBZAM TLS iEH, % AWS Certificate Manager F{EE F i
MRS BEBRIKIRET , App Mesh 2F AR MIABTIUEBENRBERFRREEBHRE,

App Mesh A —BHI T RFK A Envoy BIR , B0 SUE X LR RS MEHEREK,

TR ER NSRRI & 5 RN TE M Envoy 7 App Mesh HHIIERIEREE,

T ER A 5
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ERANA TR &Yrss

lds_<traffic direction>_<listener IP address>_<listening port>

BBEXEFEE Envoy FEE 7 A TIUTER

* lds_ingress_0.0.0.0_15000
* lds_egress_0.0.0.0_15001

{3 Kubernetes CNI =R IP RHN , Amazon ECS £ Kubernetes B854 (pod) R R ENT
EEE# 0 15000 # 15001, App Mesh 35 Envoy BB N IXFAMAFES , SUESAD (£ A ) MHO
(&) RE. MREHELT R EZEREMITES , WARMEEA OMITEE,

EHEWN
REBERKAUTHERN

cds_<traffic direction>_<mesh name>_<virtual node name>_<protocol>_<port>

BHRSSENMNELT RBENEUT SBA HCHER. MATAR , App Mesh I TE Envoy ZFiliz
ITHIRS - &8 | MERETUEELEAORE,

flan |, MREEFE—NEA my-virtual-node WERT R , AFMTHwO 8080 LA http RE
HAZELRTIMTERN my-meshBIMEAR |, N App Mesh £8IEZ—1HE AR cds_ingress_my-
mesh_my-virtual-node_http_8080 M&EE., Z&E& X I#H A my-virtual-node RSB SBMMR
ENE MM,

App Mesh B AT A B A TN RB W FNSIRER . XEHEMERT —EX N TEE P& RAEE LA R

3
WMo

- ATiAMEEMAWS REVER. RINBERT , XHER A TR MK TR XS AWS AR
%:cds_egress_<mesh name>_amazonaws,

« ATHEDMXHPTHRENER, B-RUNLZE 1 BREILER

o WFEAMAWES : cds_ingress_<mesh name>_<virtual gateway
name>_self_redirect_<protocol>_<port>

o JWFZAMIWES : cds_ingress_<mesh name>_<virtual gateway
name>_self_redirect_<ingress_listener port>_<protocol>_<port>
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o B Envoy BFHAXIMBSKRRZHAN , B EE RSV ES | §lm
TLS : static_cluster_sds_unix_socket,

B Fr 38 #r R

R TUHEE Envoy RATARER , AT RIINARFEEZNELUT R, TUZBEMIEHNELIRS.
ERRBESEMNER , BT E2RME Envoy HigtRF, ELREIFR | FRERSEER O 8080 L
{5107 http 2.

Mesh: online-store

product-details cart

Envoy \ Envoy \
A A

website

Envoy

Service

i
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BATEVFIAET 2 ENABLE_ENVOY_STATS_TAGS=1 SR INEIM & HIZITH Envoy KEBREH, X
NRBRENFIBIERRMUATEREE -

* appmesh.mesh
« appmesh.virtual_node

* appmesh.virtual_gateway

XERFIREN MG, BT KQSEMMKAI RIS, LA VF6E A M R 7R B PR iE R,
RIRB R
REE T R REBEBUTHIR

o WAMuYTER , AT AOME ORE
» lds_ingress_0.0.0.0_15000
* lds_egress_0.0.0.0_15001
- WAHOSE , KRBPELT RGN
* cds_egress_online-store_product-details_http_8080
* cds_egress_online-store_cart_http_8080
- MRS ARB[AVAOEE -

* cds_ingress_online-store_website_http_8080

0T B3 PR B

« listener.0.0.0.0_15000.downstream_cx_active—5 Envoy BISEERA O M &E B,

« listener.0.0.0.0_15001.downstream_cx_active—5 Envoy BGEBRH O MEEER, &
WRAREFESAMRFELNEZTSELITED,

« listener.0.0.0.0_15000.downstream_cx_total—5 Envoy FJ A O M &% 581
« listener.0.0.0.0_15001.downstream_cx_total—5 Envoy B H O M &ERE S,

BXEEMTERIER , H5H Envoy XHFHEITEE
SRR B

« cluster_manager.active_clusters—Envoy BESZRBIED —MEZWER LI,

N FARFIER R 152


https://www.envoyproxy.io/docs/envoy/latest/configuration/listeners/stats
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« cluster_manager.warming_clusters— Envoy & RiEZHNER BB,

UTEBRERFEANKERN cluster.<cluster name>.<metric name>, XLEIERBIEN AR
FFRBIFTIRAER , MY Envoy BES K H -

» cluster.cds_egress_online-store_product-
details_http_8080.upstream_cx_total —M 4 F™= RiEE < B A ERE LB,

* cluster.cds_egress_online-store_product-
details_http_8080.upstream_cx_connect_fail—M¥sH= mi¥ 15 2 B K MAERE LB,

* cluster.cds_egress_online-store_product-
details_http_8080.health_check.failure—M ¥~ RiFHE 2 BBTRRLE KWK B

* cluster.cds_egress_online-store_product-
details_http_8080.upstream_rq_total—fE ML= miF¥1E < BR B EREE,
* cluster.cds_egress_online-store_product-

details_http_8080.upstream_rq_time—7E M5 7= @ i¥ 18 2 B2 H AV iE R PT 6 B AV A Al o

* cluster.cds_egress_online-store_product-
details_http_8080.upstream_rq_2xx—M It M= miFEFREIR HTTP 2xx MR EI B E .

BRFTER HTTP 1845& |, IHZH Envoy XHEFHLEITES.

EEMRS BRIEIR

Envoy & X 5HE App Mesh 2 HIERAVIEZME<HVIESR , App Mesh EHIEIRFEH Envoy NE
EREESR., BMNBNUEEREDHN —LER , MEERESZEHFERENBFARSNEHNE, SR
IRAEZED M REHTRBAEENRIBTEM App Mesh ZWHFHE B , 2IEET App Mesh API 31T
P& E R,

- control_plane.connected_state—HIEEREZT App Mesh B , ZIBWFREN 1, BNH
0o

« * update_rejected—Envoy E4ENEEFHMER, XEFRATHAFEESRERN, Flw,
MR ERF App Mesh ELiE I Envoy FToEBRERHY XA ARIRER TLS iE$ , M EZIEHREFN BT
WIEL,

« WTFEELEFHMNMWE , SitHITENT N listener_manager.lds.update_rejected,
s WFEHMBIELMER  KITBIEFERN cluster_manager.cds.update_rejecteds
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https://www.envoyproxy.io/docs/envoy/latest/configuration/http/http_conn_man/stats
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- * update_success—App Mesh BRIIEFHNEBNE E X, HFPIEFRAE Envoy BESIT KX
BB ERE AR,

- MR Listener BHF AL , M IEN N listener_manager.lds.update_success.
- ERINEFES , FiTHITEN N cluster_manager.cds.update_success,

BXERRSRIERE  WSH Envoy ST EERS .
Sl

Envoy %Zz#ﬁﬂ:%%ﬂ:ﬂﬁﬁi FEUARABMHIERENZINMNEENSITHIE. ETHAEX Envoy 48
HERMNESZER , B2 Envoy XHHPMNEITEE . XEEFUTESAEER RO LK /stats i
RIRE O BER 99®1o

stat FIRLBMAE , EABRRTEEANZENMITRERS MR, UTRHET — L6 FRK
BAE R XA,

/A Warning

MBEEFEMITEEFTHNSONTERDE  BTEH T TRATHRITIR , BAEQHIGE
REZA,

BRNBWEFER Envoy 18 1.22.2.1-prod ESRAE, X , &HAILLFE Prometheus
i = BRI IEFR B o

B {RUTES (SL)/m B ingress™l  ZITEF (ML)/A B “ingress.<p

TESH BN ERITER rotocol>.<port>"{51 7 &5 5 X #Y
FRITER

http.*ingress*.rds http.*ingress.http

.rds_ingress_http_ .5555* . rds.rds_ing

5555.version_text ress_http_5555.ver
sion_text

http.*ingress.http
.6666*.rds.rds_ing
ress_http_6666.ver
sion_text
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https://www.envoyproxy.io/docs/envoy/latest/configuration/overview/mgmt_server
https://www.envoyproxy.io/docs/envoy/latest/intro/arch_overview/observability/statistics
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RAriEmE

BT EF (SL)/H A “ingress™i
e RNABRITER

listener.0.0.0.0_1
5000.http.*ingress
* downstream_rq_2xx

http.*ingress*.dow
nstream_cx_length_
ms

BRGTRKINESER , F5H Envoy XEFRNZITRS. AREERRAEANESER | 1

Envoy REEERMA,

£/ Amazon EKS B9 App Mesh B9 Prometheus for App Mesh

ZITEE (ML)/7 B “ingress.<p
rotocol>.<port>"{i ¥ 25 5 % #Y
MEIHER

listener.0.0.0.0_1
5000.http.*ingress
.http.5555*.downst
ream_rq_2xX

listener.0.0.0.0_1
5000.http.*ingress
.http.6666*.downst
ream_rq_2xX

http.*ingress.http
.5555* . downstream_
cx_length_ms

http.*ingress.http
.6666* .downstream_
cx_length_ms

Prometheus @ — NTREENEBRIET, EW—IIERIEE —MAMERNERX  #HEMREFE
. B> Prometheus WEZELE , F5H Prometheus XA, Envoy ATLUET H&itis Sk
AS B /stats?format=prometheus K% HIE¥r,

¥4 F A Envoy image build v1.22.2.1-prod W& , @ BRMNANEE TS RA OMITERMIEE

SETBURE

« appmesh.listener_protocol

« appmesh.listener_port

LA 2 Prometheus MBS BB EFHF S ITHEN LR,

S HIER
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https://www.envoyproxy.io/docs/envoy/latest/operations/admin#get--stats
https://prometheus.io/docs/introduction/overview/
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« HA ingress"MITERAI RN I B LITER

envoy_http_downstream_rq_xx{appmesh_mesh="multiple-listeners-
mesh", appmesh_virtual_node="foodteller-
vn",envoy_response_code_class="2",envoy_http_conn_manager_prefix="ingress"} 931433

T A“ingress.<protocol>.<port>"H 5 it & + Appmesh Envoy Image v1.22.2.1-prod =& & MR A

envoy_http_downstream_rq_xx{appmesh_mesh="multiple-listeners-

mesh", appmesh_virtual_node="foodteller-

vn",envoy_response_code_class="2",appmesh_listenex_protocol="http", appmesh_listener_port="555
20

- T AE“ingress.<protocol>.<port>"H ¥ 5 it ##E + B E X Envoy Imagebuil

envoy_http_http_5555_downstream_rq_xx{appmesh_mesh="multiple-listeners-
mesh", appmesh_virtual_node="foodteller-
vn",envoy_response_code_class="2",envoy_http_conn_manager_prefix="ingress"} 15983

NFZ/MITES , cds_ingress_<mesh name>_<virtual gateway
name>_self_redirect_<ingress_listener_port>_<protocol>_<port> HEHZH I

EMUTERAY

« wA‘ingress”MITERBI RN IMNEBESRITER

envoy_cluster_assignment_stale{appmesh_mesh="multiple-listeners-

mesh", appmesh_virtual_gateway="tellergateway-vg",6 Mesh="multiple-listeners-
mesh",VirtualGateway="tellergateway-vg",envoy_cluster_name="cds_ingress_multiple-
listeners-mesh_tellergateway-vg_self redirect_http_15001"} 0

. HA“ingress.<protocol>.<port>"#I ¥ 5 1T B iE

envoy_cluster_assignment_stale{appmesh_mesh="multiple-

listeners-mesh", appmesh_virtual_gateway="tellergateway-
vg",envoy_cluster_name="cds_ingress_multiple-listeners-mesh_tellergateway-
vg_self_redirect_1111_http_15001"} 0
envoy_cluster_assignment_stale{appmesh_mesh="multiple-

listeners-mesh", appmesh_virtual_gateway="tellergateway-
vg",envoy_cluster_name="cds_ingress_multiple-listeners-mesh_tellergateway-
vg_self_redirect_2222_http_15001"} 0
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%% Prometheus

1. ¥ EKS F6EERMNE Helm :

helm repo add eks https://aws.github.io/eks-charts

2. &% App Mesh Prometheus

helm upgrade -i appmesh-prometheus eks/appmesh-prometheus \
--namespace appmesh-system

Prometheus =45l

LT 27 Prometheus K A 174 PersistentVolumeClaim BIZ R R4,

helm upgrade -i appmesh-prometheus eks/appmesh-prometheus \
--namespace appmesh-system \

--set retention=12h \

--set persistentVolumeClaim.claimName=prometheus

£/ Prometheus B E %

- 48 EKS B App Mesh — AT : Prometheus

EEST D EKS #—F 7 # Prometheus Fl Prometheus

« Prometheus 4
« EKS — Prometheus BY#2: % x5 +R

App Mesh B CloudWatch

M T EKS [E CloudWatch &% Envoy 43 it5iE

S HIER
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https://github.com/aws/aws-app-mesh-examples/blob/main/walkthroughs/eks/o11y-prometheus.md
https://prometheus.io/docs/introduction/overview/
https://docs.aws.amazon.com/eks/latest/userguide/prometheus.html
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B LA CloudWatch KB LEFENEHD , HEHEENNKEBEPREEIRTFE. IREBEEE
Amazon EKS £& , NI LAZ R GitHub EBVEZ : £ Amazon EKS B9 App Mesh VS IR BIE —
NEF, BUUZRBRMHENESE RIINARFRRIER L.

EREHNERREELM IAM NREHLZENRE | BIRBLETHE Prometheus 18FrE SR CloudWatch
REHPSBEH}ITRE, BRINLZESZE Prometheus HTINEE |, ZEESIREIAE AW Envoy SitHE

FE, EXESZER , HSH App Mesh B Prometheus $E¥5.

EQEEENE RREBIEEWRENIEIRN App Mesh BE X CloudWatch ##IH1R , HREBEFEN
Prometheus IER RN T RFITIRE, HREF A App Mesh NHRERFT , BB RGEFHBIEFTIE
o OF =t e

5 CloudWatch F&ikig+s

App Mesh fE#rY BB T —2B 0 ERAMNIELR |, AILERATHREEMBPIELHN R RENITH. BT
CloudWatch 3 X 3F#EX Prometheus 1845 , E L& BT LR AMEREL B SRIEFEM Envoy FEIH X
%3 CloudWatch B $E#R.

B AERMNWIERYT BIRSGTHREIER Prometheus HTEUEFREY R B,

CloudWatch =4l

&R AR AWS ROIFF#EEF R E CloudWatch B RBIEE.

5 CloudWatch BYEZR

« ERAIH App Mesh FRit & H R INEIEF B EiEFKINEE.
- 48 EKS B App Mesh — AT : CloudWatch
« £ ECS L App Mesh WIEHTT B

App Mesh BV IE#RY B

Envoy £ T HEMER , AD NN TREWLEE, XLEEIRES App Mesh BYXRER B EH T RIE,
RELRSMS , REVNFTUBERNEL RS EESSENELT RFELFKRER.

App Mesh 1EARY R85 7T EEMNMEHEZITH Envoy I, LHIFRINEEATFRIER HEAMIER |, X
LIEFR A LUAREBE XN B R, X2 FIMERR BB T EEIRA M T ##IETE App Mesh FE XL
HYBBLL B IRAYIT N o

EZ A App Mesh BT B |, B EEE APPMESH_METRIC_EXTENSION_VERSION i&&EX 1.
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https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs/eks
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContainerInsights-Prometheus-Setup.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContainerInsights-Prometheus-Setup.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContainerInsights-Prometheus-metrics.html#ContainerInsights-Prometheus-metrics-appmesh
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContainerInsights-Prometheus-viewmetrics.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/ContainerInsights-Prometheus-viewmetrics.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/metrics.html#metrics-extension
https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs/howto-metrics-extension-ecs
https://github.com/aws-samples/aws-app-mesh-cloudwatch-agent
https://www.appmeshworkshop.com/introduction/
https://www.appmeshworkshop.com/monitoring/
https://github.com/aws/aws-app-mesh-examples/blob/main/walkthroughs/eks/o11y-cloudwatch.md
https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs/howto-metrics-extension-ecs
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RAriEmE

APPMESH_METRIC_EXTENSION_VERSION=1

BX Envoy MIRTZEBMENEZFER , BZH Envoy IlEETE,
S AR ENRERIER

* ActiveConnectionCount
 envoy.appmesh.ActiveConnectionCount— JEZIH) TCP E#EE,
« RY¥ — Mg, EUT R, EEMX

* NewConnectionCount
« envoy.appmesh.NewConnectionCount— TCP MK 5,
« R — Mg, ERUT R, EEMX

* ProcessedBytes

 envoy.appmesh.ProcessedBytes— RIZXEI THEEFHBNMNTHE P HmERN TCP F17

£ 08
« R — Mg, BT R, EEMX
* RequestCount
 envoy.appmesh.RequestCount — &ZBHY HTTP BYIER K
« Ry — Mg, BT R, EEMX
* GrpcRequestCount
 envoy.appmesh.GrpcRequestCount — & EH gPRC #ER¥,
« R —WM#, EETR, EXIMXx

B HitREMXAER
BEHUEEREREENUT RERELUMX , BFEHUEER LEITRANEE,

+ TargetProcessedBytes

 envoy.appmesh.TargetProcessedBytes— [@ Envoy Liff B ¥ &ZIEFNIZFWH TCP FH &

£ 08
. HRE
- BRI R4EE — Mg, BT R, TargetVirtualService, TargetVirtualNode
. BRIMX4EE — Mg, B, TargetVirtualService, TargetVirtualNode
* HTTPCode_Target_2XX_Count

S HIER
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 envoy.appmesh.HTTPCode_Target_2XX_Count — [@ Envoy LB % B S B 2xx
HTTP WRI# HTTP R &

o W
- BETR4E — W&, BRIV R, TargetVirtualService, TargetVirtualNode
c ERIM4EE — Wig, EIIMK, TargetVirtualService. TargetVirtualNode
* HTTPCode_Target_3XX_Count

 envoy.appmesh.HTTPCode_Target_3XX_Count — [@ Envoy LB & HS B 3xx
HTTP IR HY HTTP iR E,

o MR .
- BRI R4EE — Mg, BT R, TargetVirtualService, TargetVirtualNode
. BRIRMX4EE — Mg, B, TargetVirtualService, TargetVirtualNode
 HTTPCode_Target_4XX_Count

+ envoy.appmesh.HTTPCode_Target_4XX_Count — [@ Envoy LB & HI S B 4xx
HTTP WAL HTTP & REE.

o HE
- BRI R4EE — Mg, BT R, TargetVirtualService, TargetVirtualNode
- BRIRMX4EE — Mg, B, TargetVirtualService, TargetVirtualNode
* HTTPCode_Target_5XX_Count

+ envoy.appmesh.HTTPCode_Target_5XX_Count — [@ Envoy LB iR & HHI S B 5xx
HTTP WaRIEY HTTP ER¥E,

o HE
- ERT R4EE — Mg, BT R, TargetVirtualService, TargetVirtualNode
- ERIRMX4EE — Mg, BIIMx, TargetVirtualService, TargetVirtualNode
* RequestCountPerTarget
 envoy.appmesh.RequestCountPerTarget — XX %l Envoy L EFrEIEREE,
o HE
c EETR4E — Wig, BT R, TargetVirtualService, TargetVirtualNode
o ERIMXYEE — WM&, B, TargetVirtualService. TargetVirtualNode

+ TargetResponseTime

FJ? & B9 BHE] o
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o HE
- BRI R4EE — Mg, BT R, TargetVirtualService, TargetVirtualNode
c ERIM4E — Wig, EIIMX, TargetVirtualService. TargetVirtualNode

App Mesh By Datadog

Datadog @ —REZEMEZEMARERF , AToNAREFNGERERE,. BHFMA&KIERK, Datadog fiE
BNERENR, NMARFNE=ANAEFTETHENE,

IE7£ £ % Datadog

« EKS — Ef# A EKS &i& Datadog , 1B 8 Datadog X LA T S BRIRE,
« ECSEC2— Efff ECS EC2 1% & Datadog , &8 Datadog XY LT S BRIRE,

T#RAX Datadog WEZEE

- Datadog X 14

BRER

/A Important

ANEERARE , CEBEETNAEF.
EEREMERSHOAMBEATAKE , ELTEREANERRNEHNAREF.

fFF AWS X-Ray %# App Mesh

AWS X-Ray 2 —IR%E , RHATEE. BEFNRERENARFARSNIERPRENBEHNIE
HIRMBIERE D, XLENBEAHEEENRBEMIES , NEILEHORBREF. BUUEEEREXR
MR iFMAER , UREHNARZFEM AWS RS TEER,

X-Ray & App Mesh S A EEEH Envoy 8RS . kB Envoy HWIRERBIEBNAEEENASEFET
) X-Ray #EEFHEF.

EREHERTAMNESH SDK 158 , EANSARFRBHARHN X-Ray.
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https://docs.datadoghq.com/integrations/amazon_app_mesh/?tab=eks
https://docs.datadoghq.com/integrations/amazon_app_mesh/?tab=ecsec2
https://docs.datadoghq.com/
https://docs.aws.amazon.com/xray/index.html
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JBE App Mesh 5 FIX-Ray IRERII&E

- MRSREME :

« ECS — 7f Envoy REBARZRE N H , F ENABLE_ENVOY_XRAY_TRACING REBEZXERERN 1, F
XRAY_DAEMON_PORT }EZEIZE N 2000,

« EKS — 7£ App Mesh 2 HIZREEH , @IE --set tracing.enabled=true Hl --set
tracing.provider=x-rayo

« 1£ X-Ray B85% , 2AFFiw0O 2000 HLLAF BHE1T 1337,

X-Ray =4l

I 5% ECS B9 Envoy BESENX

"name": "envoy",
"image": "840364872350.dkr.ecr.us-west-2.amazonaws.com/aws-appmesh-
envoy:v1.15.1.0-prod",
"essential": true,
"environment": [
{
"name": "APPMESH_VIRTUAL_NODE_NAME",
"value": "mesh/myMesh/virtualNode/myNode"
},

{
"name": "ENABLE_ENVOY_XRAY_TRACING",

"value": "1"
}
1,
"healthCheck": {
"command": [

"CMD-SHELL",
"curl -s http://localhost:9901/server_info | cut -d' ' -f3 | grep -q live"
1,

"startPeriod": 10,
"interval": 5,
"timeout": 2,
"retries": 3
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B S# EKS B9 App Mesh 12 %185

helm upgrade -i appmesh-controller eks/appmesh-controller \
--namespace appmesh-system \

--set region=${AWS_REGION} \

--set serviceAccount.create=false \

--set serviceAccount.name=appmesh-controller \

--set tracing.enabled=true \

--set tracing.provider=x-ray

£/ X-Ray KYESR

« {£/H AWS X-Ray # 1Tl
o Il S EKS By App Mesh — B4 : X-Ray
« FEAWS App Meshfiffif & E f X-Ray #1790 i B ER

T#E AWS X-Ray HHRXHNEZEER

« AWS X-Ray X #4

8 App Mesh AWS Xf X-Ray # 1T #FE HERR

« TEBIBRNBAEFH AWS X-Ray Biift,

 Amazon EKS BJ App Mesh 9 Jaeger ki

Jaeger 2 —NMNTRH., WEIWHN D ARNBIERRE, STHATOTNENFHTHE, Jaeger R A LAAEBD
B EEENERENARER,

EENARERFRARBPEI Jaeger , BAILTE Jaeger MR IRFE PR B EAER T ENIES WIS,

£/ Helm &% Jaeger

1. ¥ EKS EERMNE Helm :

helm repo add eks https://aws.github.io/eks-charts
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https://github.com/aws/aws-app-mesh-examples/tree/main/examples/apps/colorapp#monitor-with-aws-x-ray
https://github.com/aws/aws-app-mesh-examples/blob/main/walkthroughs/eks/o11y-xray.md
https://www.appmeshworkshop.com/introduction/
https://www.appmeshworkshop.com/x-ray/
https://docs.aws.amazon.com/xray/index.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/troubleshoot-observability.html
https://www.jaegertracing.io/docs/1.21/client-libraries/

AWS App Mesh AriEE

2. &% App Mesh Jaeger

helm upgrade -i appmesh-jaeger eks/appmesh-jaeger \
--namespace appmesh-system

Jaeger R4l

LR 2R Jaeger Bl2KAF M PersistentVolumeClaim B9 R%l,

helm upgrade -i appmesh-controller eks/appmesh-controller \
--namespace appmesh-system \

--set tracing.enabled=true \

--set tracing.provider=jaeger \

--set tracing.address=appmesh-jaeger.appmesh-system \

--set tracing.port=9411

5/ Jaeger HISELR

- 48 EKS B App Mesh — AT : Jaeger

THRAX Jaeger NEZEE

- Jaeger 4%

A TR ERAY Datadog

Datadog BEFT AR T iR R , tB Al LAR T 4845, BAREZEE ML R , 1 Datadog XIEF KR EIR
FERATENNRARFESNER,
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https://github.com/aws/aws-app-mesh-examples/blob/main/walkthroughs/eks/o11y-jaeger.md
https://www.jaegertracing.io/
https://docs.datadoghq.com/tracing/setup_overview/
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App Mesh TE
FHAH App Mesh , BEFeEBFERAUT T AERESHE API #1TXRE :

+ AWS CloudFormation
* AWS Cloud Development Kit (AWS CDK)
« SEAT Kubernetes B9 App Mesh #2#l25

* Terraform

App Mesh #1 AWS CloudFormation

AWS CloudFormation  —IfRS , At IR B NARFMENMERRVENR , AF AWS
CloudFormation R EFNEERR. TRENEEMEKHRR , AETLUNEZEIRNENARE
FLE, MRS REEENRIE,

A X1 App Mesh FfEF K AWS CloudFormation EZEE R KA , S FIAWS CloudFormation 32
o

App Mesh #1 AWS CDK

AWS CDK B—NMFAEL , BTHERARERE LGN =EMEEEHFEHAE AWS CloudFormation #
TBE., AWS CDK X#&ZiimiEiE S TypeScript , @3&. . Python JavaScript, Java 1 C#/Net,

BX AWS CDK 5 App Mesh BR&ERAMEZEE , IHSRAWS CDK X,

& F T Kubernetes B9 App Mesh 12 %25

E T Kubernetes #J App Mesh #2425 AT #E B R E T Kubernetes ££EHY App Mesh %R |, FH3¥
sidecar S ARES4 (pod) H, ZIE4EIBEITHA T Amazon EKS , R¥FELL Kubernetes REK A RNE
B IR R

A% App Mesh 24IB8NEZER , FSH App Mesh #2428 14,

App Mesh #l Terraform

Terraform 2 — M REMEMREIRBEHETE, Terraform AJLAMERE CLI EE RS , HEHAFH
MEB 45 API #ITRE,
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-appmesh-mesh.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-appmesh-mesh.html
https://docs.aws.amazon.com/cdk/api/latest/docs/aws-appmesh-readme.html
https://aws.github.io/aws-app-mesh-controller-for-k8s/
https://www.terraform.io/
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B 7 A X Terraform F{E A App Mesh WEZEE |, i§EF Terraform X%,
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https://registry.terraform.io/providers/hashicorp/aws/latest/docs/resources/appmesh_mesh
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EAHEEME,

BRI LAE A iZ AWS Resource Access Manager BR$5 5 AWS K P £ Z 81 App Mesh Mg, HLEME
AR AWS Ik I ERER—IMNEPHEEREE.

AWS IKF R ARMIERIFFIEE, MBERE  HEMERMABL, BERETUESHKSHAZENH
WP AETR. MIAEATUEKSRAENEMNERIZRR. MEFEEATUELIT R B9 M5 A
EHENIE,

- HALDRNIPRNAIBEIEE AWS 1k AWS Organizations
- HEAMARIHAL RN AWS Organizations
- THE/NALERTE AWS Organizations

BERHAEZEMEWIEANE , BSEBEKF. Mg E%, end-to-end GitHub

RTHEMHERINER
STk R, REMEN AM EREABERR , RiEKS BERRINE,
RTHEMIERI R

IAM ZERAZFE—ARKENBETELEZME, BMNBWNE
FAAWSAppMeshFullAccess#lIAWSResourceAccessManagerFullAccessitE IAM KBS R IR IE
B IAM ZRARERLEZNEARLZERNEFTERNR,

MEEEABE N IAM FKBEappmesh:PutMeshPolicy , MEEappmesh:GetMeshPolicy,
Mappmesh:DeleteMeshPolicy#fE, XLERMNBRIFAH IAM FE, R IAM ZEREARRKEBIXL
R , MEZEFEHZ AWS RAM RS HEMER K EHIR.

B Xx1Z AWS Resource Access Manager RS EH IAM W AR EZEE | S HAWS Resource
Access Manager Al PR H #2147 AWS RAM A IAM,

MR TR

HERMBEERLUTRR.

« SHEETLIHMEREKS HENMEPHAER R
« PR E TG MERK S AENEAREFRARERR.
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https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs/howto-cross-account
https://docs.aws.amazon.com/ram/latest/userguide/security-iam-policies.html

AWS App Mesh AFiEmE
- IEENERZTIMERIKS Q2N MEPHER , BEMTREXEMKS 2B AR,

o JH TR E T LU BRIZ K 7 012 /Y RS R BV R B

« PR E ] AR BRI A& s AR TR P 1 22 B9 AE 7 52 R

- AENRRERESIAR—KFAPHEAMER, Sl , EET R REESI A AWS Cloud Map S5 E#
TRTEERE TE—KF# AWS Certificate Manager iE$.

- FRIEEMERE R LUNE Envoy REBERIKF 8 8 E BT SUEEZZ| App Mesh,
P& O] LAB 2 RE $0U I 5 7 RE A < 3R o

« IAENERE TSI HARE |, Al AEKS I MAE PR IC/BUBARC R IR, 1T EEMEH
B A = K A2 B AR S MR 18/ BUBFR 2 &R,

HEMBEAETRENRN. FABENNRESHERAR, RRFXERBRNIGEFRRES , t
AJEAREE IAM B /A ER R ER IAM R, XERBH ARATFHINRAZE , BEEARELHNERN
IR, RTE T 44X M H T5 E AR

HE WA , % AWS Resource Access Manager RS« 8l&E—4
HAWSRAMDefaultPermissionAppMesh NV FEEREE , FFHSRMALUTNRA App Mesh xEBx
K,

* appmesh:
* appmesh:
appmesh:
* appmesh:
» appmesh:
* appmesh:
appmesh:
appmesh:
* appmesh:
* appmesh:
* appmesh:
appmesh:
appmesh:
* appmesh:
* appmesh:

CreateVirtualNode
CreateVirtualRouter
CreateRoute
CreateVirtualService
UpdateVirtualNode
UpdateVirtualRouter
UpdateRoute
UpdateVirtualService
ListVirtualNodes
ListVirtualRouters
ListRoutes
ListVirtualServices
DescribeMesh
DescribeVirtualNode

DescribeVirtualRouter
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« appmesh:DescribeRoute
» appmesh:DescribeVirtualService
« appmesh:DeleteVirtualNode

» appmesh:DeleteVirtualRouter

appmesh:DeleteRoute

appmesh:DeleteVirtualService

appmesh:TagResource

« appmesh:UntagResource

SEE MM SRR
BEHEME , BXIRE LT TRFEH.

- BYUTEEHCH AWS IKFHEENE, TERZESEHEZNMNE,

- EBBHAL AWS Organizations IV H LR R {7 H=E AWS Organizations , XM ATFE HE,
BEXEZER , BZHAWS RAM (AF#EmM) PMAIFS AWS Organizations #£ %,

- BHREMABEEKS L ZEEN Amazon VPC #F | EhEEESEHEBEENNEER. £=
MEGEZEN — M ERNEEEMNRTFEANFERSHEIREZTIN., BXEZEENRE , 55
HAHEZFM,

o BREMMAEIE DNS KM= AWS Cloud Map, BEXBREELIMMNESZELR |, BSRELLT =,

EENiES

ML =5 AWS Resource Access Manager (AWS RAM) £/, AWS RAM R —IRS , Wit ES
f£47 AWS Tk F sRi@ S E AT Ik~ 2 = AWS &R AWS Organizations. /8 AWS RAM |, & 0] LUEE ¢
ERBRHERAZECHENER, BRAZEEEERENRBRURSZHERENERE, HEETU
=MAAWS kP, ALRBAHEANHL AWS Organizations.

BXRNEZERE AWS RAM , 52 (AWS RAM AF1EF) o

HEREAILLEFREIKS QIZNNE R RER — MR HEBERE, SRARAZECHRAENME, BEH
EME  BLTRERNBRERAZ. REAZER - AWS RAM RFEE AWS IKF HERRVA
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https://docs.aws.amazon.com/ram/latest/userguide/getting-started-sharing.html#getting-started-sharing-orgs
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-sharing.html#vpc-sharing-share-subnet
https://docs.aws.amazon.com/ram/latest/userguide/
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Roe ARAZEREEAENETRURELASXLERRNERE. E£EHA Amazon Linux #FHE5HEN
B, XTFEERNBMERERLEZ, EFMERNBFHNRERLE , FHAWS RAM #5812 %F

REE,

MRERBELFI—F , AWS Organizations #EEATHRARNIBRE , NI LB R FHLFHHE
BREVEAHZEMEHINR. B, FAESQKREMARRAZNRE  HEESBERRETHERE
B9 U5 R X BR

T LAER AWS RAM 2414 S L ZHEEAER RS AWS CLI
£/ AWS RAM #ZH A HEESWENME

BXiEHA , BSHEAWS RAM (AFEE) FWaBERARRS, MBRRERN | BFIE , AFk
BREH ;E’Jlﬂ*ﬁo MBKRFIHEMMNIE , BECNENE, BEXRXEZEE , SR QIBRS MWK,

EHZERENME , BEA AWS CLI

£ create-resource-share i 5. M F --resource-arns &I , FIEEEXZMIZH ARN,

BUHHEZEREE , App Mesh 22 IE RN BIEREHR — LRI, B2 , App Mesh T BRE A
ERENWER, BUERZEMEE , REMEAEE T seih B MBIBRER. App Mesh F] By LE1E M 4% 1
BERFNIKFEEE A EMEEZREEBES. App Mesh i& AT AR 1A H b 1E & FH 38 & R A K
FMNEREREFZREEBEEE. AEMEHNMEETEEUERE,

ERCEAZERENEHREZNE , KAMNTREZHRERER, EATLER AWS RAM £HI 83 AWS
CLI.

FEHEHEBHEZEBAENHEZNE AWS RAM
ZHAWS RAM (BAFIEM) FMNEFERLZ,
EFUEHREZESHEENREZEME | EEH AWS CLI

Eﬁﬁ disassociate-resource-share op “Iéfo

FRIRHZRI %

FrEEMERE LR Amazon Linux #&1& HEMEMM IR AWS CLI
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https://console.aws.amazon.com/ram
https://docs.aws.amazon.com/ram/latest/userguide/working-with-sharing.html#working-with-sharing-create
https://docs.aws.amazon.com/cli/latest/reference/ram/create-resource-share.html
https://docs.aws.amazon.com/ram/latest/userguide/working-with-sharing.html#working-with-sharing-update
https://docs.aws.amazon.com/cli/latest/reference/ram/disassociate-resource-share.html

AWS App Mesh AriEE

5/ Amazon Linx ##| & 125 L E=M &

1. 3TFF App Mesh &5 , Mk https://console.aws.amazon.com/appmesh/,
2. EEMSMESD , EEME. MEBMEEIGIE TSNS MEREENIKS ID.

3. MEMSMmES , REELRS. ELSXARTELT R, EAUEINEMEENIKS ID ME
MNRIBENFERABEE

EEMRFIHEZME AWS CLI

f£H aws appmesh list resource % , Hlf aws appmesh list-meshes,
ZWPREGHENREARSERZNMIE, ZneshOwnerBHEE RH AWS Ik
IDmeshOwner , resourceOwner/E R RERMEZEN AWS IKF ID, XM R IRIZITHEM
MRMSIREXLEE M,

IEHMNB R ZERMEO AP ENRSMGEATEN AWS K, EMNTERTEZRAEZMEHEMBIK,,
B =K FRME aws appmesh list-tags-for-resource aH#IELHE,

it AR
HEMBR&~ET|ANTA,
SRAIE

MENFERSMtbEERTHEME , TICHENKFRR T RIR. RAEMNEAMEE TR EEMEH,
BXEZEE , ESH App Mesh RS5PREN, % AWS Resource Access Manager fRSth BB &, B
XEZER , FEHARS R,
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https://console.aws.amazon.com/appmesh/
https://docs.aws.amazon.com/cli/latest/reference/appmesh/list-meshes.html
https://docs.aws.amazon.com/ram/latest/userguide/what-is.html#what-is-limits
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AWS &5 App Mesh SR BIRS

App Mesh AJ 5 H i AWS RFESFEARERNN BN LSIENELSHBRER, XEBNETHEH
App Mesh ZINTHEERY BRSS5 2 App Mesh A FHUITES RS -

B
- {# /8 AWS CloudFormation #% App Mesh &R
« AWS Outposts E# App Mesh

£ AWS CloudFormation 812 App Mesh &R

Amazon ECS & AWS CloudFormation 5% , F& R — RS , A& BIEX AWS RIFR#HITERER R
B XELRAERRLPNNERCEZENEERESEEM &K, BB —NMEIREFFENFTE AWS &R
( 20 App Mesh 58 ) B9#84R , ™ AWS CloudFormation £ 3t 5 1% B FEL B X &= R

& FE A AWS CloudFormation BY , AIEE RGN ER KT it TS RE LK App Mesh &R, X
BIREBHWER—R , REESZN AWS P AXGHP R EEEHBHNER.

App Mesh #1 AWS CloudFormation 4R

EH App Mesh FIHEXRESMENEERIR , B4 T AWS CloudFormation 1, #iR=Z JSON

2 YAML X B SR, X LEEIRIFEIRETE AWS CloudFormation & FIAERN RIR. WRETRE
3 JSON = YAML , AT BAfE AWS CloudFormation Designer #9%5Bh T FF 38 {E A AWS CloudFormation
B, BXEZEE |, {55/ AWS CloudFormation A P8RRI+ 4 2 AWS CloudFormation

Designer ? ,

App Mesh X ##1E AWS CloudFormation R OIZZME, BH. EUT R, EUBBEKIMNELERS. X
BEZEE (33 App Mesh #JRH JSON F YAML iR Hl ) , i5ZH (AWS CloudFormation fA
EEE) FH App Mesh RIFERFESE,

T 8% AWS CloudFormation WE Z{E 8

E 7 #RHX AWS CloudFormation WEZEE |, HSEUTER :

 AWS CloudFormation
« AWS CloudFormation 1§
« AWS CloudFormation fs S{TREAFIERE
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/template-guide.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/working-with-templates-cfn-designer.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/working-with-templates-cfn-designer.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/AWS_AppMesh.html
https://aws.amazon.com/cloudformation/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/cloudformation-cli/latest/userguide/what-is-cloudformation-cli.html
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AWS Outposts L App Mesh

AWS Outposts A1 1E L5 AN AWS RS, EftiEfREER, £ AWS Outposts SRR |
BAILAER S AWS =FHRE AWS API, TEFMEMIZHE, AWS Outposts £ App Mesh JEE
BEEEREABENNARFEITHIREE TEMRK, BX AWS Outposts WEZEER |, HSH
AWS Outposts Fi P {5R o

FRZM

LA 268 AWS Outposts E#J App Mesh B %R &4 -

s BRAMEEARBBIER OLPLZEHEE T Outpost.
 Outpost 5H AWS XiFjz Al A4 EF Al FH M B IEE,

« Outpost B AWS XiF4M Xz F AWS App Mesh, BXZXEFXEFWIIK , ESHEAWS — S EF
KIAWS App Mesh i = FEL & o

BR 51
LAR 2 FHAWS Outpost E# App Mesh BIBR I :

« AWS Identity and Access Management, NMAREFAEITMEE. NEAHKITER, LHATIHESS
F Amazon Route 53 £ AWSXEHIE1T , A= Outpost £IZ1T, XfHEMXLERSMBRZ
&) BV HEIR .

W ST RS

LA 2 Amazon EKS AWS Outposts B 4&E#EF ZEIM -

« MR Outpost 5H AWS Xz BRI EZiEEEEX , App Mesh Envoy RIBFHREIZIT, B2 , EMR
SEEZE , BRTEEHRSME,

« EIUTE Outpost 5 AWS Xz B TE., SETANEIEREE,

£ Outpost 812 App Mesh Envoy I

Outpost 2 AWS XFHY & , B LAEK S Ry B Amazon VPC LB ZAN ] XM & <Bk i
Outpost fZi& , TEELE Outpost B , BF—NFRMEEMHEXE , LUFXE VPC MR B EI AR #thig
M. Outpost LHSEHIE RAXE VPC W—E50 , KUTEFXEKFRHTAKX,
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https://docs.aws.amazon.com/outposts/latest/userguide/
https://docs.aws.amazon.com/general/latest/gr/appmesh.html
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RAriEmE

AWS Region

VPC
10.0.0.0/16

Internet

AWS Services

)

Internet Gateway AWS Service Endpoints

Subnet 1
10.0.1.0/24

&

&

10.0.2.34

Subnet 2
10.0.2.0/24

Your network

Internet Local network

- >

Local Gateway

10.0.3.112

Subnet 3
10.0.3.0/24

E7£ Outpost £ 812 App Mesh Envoy VI , 154F App Mesh Envoy AERE A MEL Z# ECS 5

R 1E Outpost £iZ1TH Amazon EKS AE54 (pod) F. BXEZER ,

BFSHA (LD HEMERFRS

FFRERERM) P8 AWS Outposts I Bhs M RERARSS , UKL 5 EKS AP EREHFH Outposts

F WL O # Elastic Kubernetes AWS RS

£ Outpost L 81% App Mesh Envoy X3
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/ecs-on-outposts.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/ecs-on-outposts.html
https://docs.aws.amazon.com/eks/latest/userguide/eks-on-outposts.html
https://docs.aws.amazon.com/eks/latest/userguide/eks-on-outposts.html
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App Mesh ER{E3Rik

AT RN R EBEHRAMELENTRIAZRBAZABBERNWER , XAEBHPRESZBRIEUATER
B& -

- NEARFNAENRE , FRARENRNERARBISUENERKINTENE. BXESER , S
5 B ERRKENFABEHE.

- BERARE#RESERBERAIAZXEGRERN TN  BNERERIDOTELE. BXRESE
B, BEZR ARHBRE., EEOERLAAHTERY B M XERHFSTRARE,

NEZRDBHRBE , RNBUEEATAERERP I EIX LR,

I B s SRAQ N AT B R

FrREEMURSEENERAELEAZ , AAMERARERIANEIRAERRE, XTEIEMERENHX
EFERKEBIBFREMNER. I TERRE , BINEBVUEIREREHERBENESHRRLRE SR
maxRetries BEEEALHME , HABHELEHIEEL TR :

* TCP — connection-error
« HTTP M HTTP/2 — stream-error BAK gateway-error
« gRPC — cancelled LA unavailable

% E case-by-case REHMEHEBAHHTER , ENENUETRZE , fIBERTRERN. BFE
ZEHMNiE maxRetries M perRetryTimeout M{E , XEERBERLEEHZR A E(maxRetries *
perRetryTimeout) EREEZLERXNWRIIEB ZAHTEHINNE. LI , H Envoy ZIREZFET
EENR SN , BNZMITZERESHEELIBAR perRetryTimeout, EERBEBEFIXEKE , ES1
SIZEH , AREFREHTERHANI

(® Note
WBRIBE 2020 F7 A 29 BHXRZEXRRETHA , EXEREZEIRAER , 384 App Mesh
AREL B REBE 2020 F£7 A 29 HYHXRBZERENEBRBRAUEES 2 6 KA LAY ERIA
B, BXEZEL , B0 RIAKHEILRRE,
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HEIPEBRE

EAREEN , BRAESAEHERE. MABRT , Amazon ECS BEEMNHERBEEDHIT 100%
HIERESH 200% HWEES. HEE , 2SBAIERBRTE

- HEHEBRTHIFERZA , Envoy AILAEBIFES 100% RAENEBIE (BXEREER , B30 SHES
FRETRARE ) o
« {EFLIEHE , Envoy ATBAEFIIRMES 100% MER AL,

BEXLHERGE  FRFEHEIEAMRSHA MRS , EN2EANBEAMERER , ANERME
B, BTEM Envoy BEERSFLR—BH , XURSKSEBERRFAILNERESEELR
HNAEAMTE. NEBRXMER , BNEWREESTNESLARBEEED 100% , BFEESE
PlkEE 125%, XAEAD 7l , REEHN ARFME, RMNBUHGN TRV RR[STRHREERA AT R
o

Amazon ECS

MREHREAFBITHAFRNIHE=S , FIF maximumPercent REHN 150%. &N , FF
maximumPercent iIRE N 125%.,

Kubernetes

BB M08 update strategy , i%E maxUnavailable 7 0% # maxSurge 25%., BXIFEM
EZEE , B5H Kubernetes XFHIEE,

EME BRI e TEOY R’

By BNEOSERYTESRERNERAK. BERFETSENTNEREDT BER , B#M
TR —BURRAREREEEMAMREREBRESHNE L. BRINBWEEADERE , £
EEYT RIBESHEEZH , £ EBHH Amazon ECS 55 Kubernetes 8, Xl & 5K 7] LA
BREEQERTSHIBNERES L , BNREEENEE, XMHEEER T Amazon ECS E5%H

Kubernetes Sf &,

KERRSITRARE

EA @Y BHRF , Amazon ECS FFHNBRHBARLHIANE , ARV TS EWN, N TTEH
REBETIIRE , RIEEUTEW :
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https://kubernetes.io/docs/concepts/workloads/controllers/deployment/
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Amazon ECS

NEFXHIFR , RNBUEARHFESTRARENRRKBXREESF , LR Envoy EEMEEL
UEREEENRREIZIETRY. EEESENPEBEENAEFERM Envoy B , S
PR B IRBIX R,

Kubernetes

%8 , BRTE Kubernet es B App Mesh 2 #l28 P M FUEHEHIRT |, SR B Z R Kubernetes By AWS
Cloud Map /MM BE LR . BXRESZEE , B2 H GitHub [B&E #132,

&1t DNS f#4T

WMREFER DNS #HITRS A , NTEE B M AFUEREHH IP R E{L DNS 4. App
Mesh BB X 3FIPV4RIPVE , BHEFR LIRSV EENREE, MRENEMIZRETX
B¥1IPv6 , BRINBNEEEELNEMEN—H IPRE , MFA2KBERIAIPV6_PREFERREDIT .
ERIAIPv6_PREFERREDYT N Al RER K AR S MEBE,

* IPv6_Prefer red — X 2ERIANZE. Envoy B5XT IPv6 #iitH1T DNS & , IPVAIIR KT
E|IPveittyt , MENRE, MRENEMBMTIEXRFIPVEFTEIPVLHREM , NIIXRERMN,

« |Pv4_pref erred — Envoy B 5t &R IPv4ibit , IPV6IIRRE R AIPvAitiE | NERR|, MREH
EMBEEEFERRIPVUEERE —EWIPveRAMY , BEALIRE.

- R@@ R IPv6_ — MR BHRSNIZEFRE , BRZFLHIEI, IPV6Envoy XX IPveitiiti1T DNS
B K BRMERESHKLXIKH. IPV6

« IPv4_only — lIREBHRFRNZHRE , HEFIIRE, IPv4Envoy XX IPvAiEIEHIT DNS &
¥k, BRATEREHLTEA, IPvsL

SER A EMER B MEUT KEHIRE IP RAERE , BT RIRESBEMERBIBVIRE,
BREZER , BFSRRS M ME T Ko
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https://docs.aws.amazon.com/AmazonECS/latest/developerguide/example_task_definitions.html#example_task_definition-containerdependency
https://kubernetes.io/docs/tasks/configure-pod-container/configure-liveness-readiness-startup-probes/
https://github.com/aws/aws-app-mesh-controller-for-k8s
https://kubernetes.io/docs/tasks/configure-pod-container/configure-liveness-readiness-startup-probes/
https://github.com/aws/aws-app-mesh-controller-for-k8s
https://github.com/aws/aws-app-mesh-controller-for-k8s/issues/132
https://docs.aws.amazon.com/app-mesh/latest/userguide/meshes.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/virtual_nodes.html
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Z& M AWS App Mesh

TEEAWS BREHZE, ENAWS BFF , BAUZRTENRREASHZEBBREALNERMY
ERBAIER UMM LZRY,

ZERNITHEEE AWS 951, TEHRERXAFEBERNEN Z2ENEH HLEH !

- TRE — AWS ARRFE AWS =ZHE1T AWS RSHERMENE, AWS EABRMAILIZSER
MRS . fER AWS EMMITRIN—E9 , F=FFRARANEHN AN IAEZEHNERE. BT
fEEAT AWS App Meshty MR , BSREEMMEITRSEEAHAWS RS . App Mesh fast ¥
BELZSMERIAHAE | BETLSIEPRABENR,

- DIHLE-ENREAEFEAN AWS BERE, EENNEMERAT , B
- BRBENHEYE, RORNERARERNEEIZEN,
« App Mesh BIEFEMNRZLEE , /AT REELNRS ZEEENLLENEBVPC,
« 5 App Mesh XEXHITE R RHNEE.
- SENITERFEHEXHIAMEKR R AFEIIM App Mesh 1251 F E R LR E,

LA ES B R T RN 72 A App Mesh BN ASRERBER, ST EB A NAEE App Mesh

DISSMIEHNZ MR EAM B IR, ERFZEI AR EM AWS BRSSK B RIS B MR 28 App
Mesh &R,

App Mesh Z£ RN

BEFNZEBREZTERERZSY, FETRMELMENRERLME, RMAERT , FEYERTS
fYo

F&

. BRERS (TLS)

« W@ TLS FHRIE

- B4EH%E AWS App Mesh 5 IAM

- fEFi23% AWS App Mesh API i AWS CloudTrail
- RIEIERT AWS App Mesh

« EMHERIE AWS App Mesh

- PHEMIZHEEZSE AWS App Mesh
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/

AWS App Mesh AriEE
« AWS App Mesh FHIHRFEIRE BE
- FHEE IR AWS App Mesh

EREZRE (TLS)

¥ App Mesh 51, fERIE L% (TLS) NEMFBEITERF LA Envoy REZENERE , XERRE
App Mesh FHMEIHRART , PIMELT M, ERNKTRBADEHLILETLS, SRESHRAERF
—BiEN , ENNAEFRBIAZDELTLSE, KEBEARKREHVPIBTLSHITHE,

App Mesh AFERBE I UT AR EARKERHETLSIES :

- 3RB AWS Certificate Manager (ACM) FIFAEIEH , BB AWS Private Certificate Authority (AWS
Private CA) %o

- FHREEDT IR XHREPWIES , HEESWIERMANM (CA) WA

- BNEKRIRS (SDS) ik [LBET A Unix BEEFREMNIES,

Envoy Proxy i &5 H M &K /AR R 2 EN Envoy REFA. RIMNEBEWEERSARERK
B, R ) BR R AN i 1R S8 U3 F DN 3R B IR 3 o
IERER

B EWEBRZAEN (SANs) 2 —HARFERENE | EAFTURT Mikis AT R R SEFRRS AT
F o

« DNS— HAF —MEFSANsHAMESDNSIRF AT EFRENEETE, N TEERFSAXIAEHH
R FARRF mesh-endpoint.apps.local , BAILQIBESZBHICE ML , LAl eI BH A @
FFROIES *.apps. locals

« AWS Cloud Map— EF —/MEBSANsAIEFE AKX AWS Cloud Map BRF XIMi& B
REMNEMETEservice-name. namespace-name, XF AWS Cloud Map BRF X IiZE N
serviceNamemesh-endpoint FB B AR F namespaceName apps.local , BRI LBIEE B
LB EVIE P mesh-endpoint.apps.local , HEFEABEAQIZRIEPD *.apps. local.

FNFXFAFMEIYA | MREE —MEPBHSANSSDNSIRE X TRELE , W Envoy 2 [AIHYERET %
W, HERUTEIRES , F K Envoy FiRo

TLS error: 268435581:SSL routines:OPENSSL_internal:CERTIFICATE_VERIFY_FAILED
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TLS & AR UEIE$
FERATLSBAWIER , App Mesh X3 ZFIEH KR,

AWS Private CA

UE BHF EACMIE S A ZAE B M % im LA R Y X EA AWS IKF AR, CA IEB ST
B—NAWS KPR, BEMAFTESRER QUL TE—MXE, MRERE AWS FE CA,
HHFELE D, REFTRAOERFILER. AXEAWUFAFSHFILEPHESEE AWS Private CA

ACM , BB FAEIUED, ZIEPFRERAHIER,
BTFTLSEFIRECAsHFAE A F A M2 root AAFCAs,

EFRIEBMCAsK BE BE T = AWS Private CA , I T8 App Mesh B9 E4& ( Bl FA P

A ) HIEFLUTIAMR

o XFRMBNEWTEITLSE EFWEMNES , EIXASMEHacm:DescribeCertificateiX
BR o

« NTETLSEF R LCASEEENEARNE , ERALNEHacm-
pca:DescribeCertificateAuthorityfXpR,

/A Important
CAsEHMIK A HZAREMNIXLEIKFET CA BRFENNE,
BNEBEWEAETRRNKEKBRE HEITEM CA MR IEH
M #Y acm-pca:DescribeCertificateAuthority f acm-
pca:GetCertificateAuthorityCertificate,

SR BURHX LA BRI R B IR B AT B IAMER B P | A SO #THY ZHE A MR B H Rz 2R
EINEIEEAN. BXESZER , FEREREIAMER, 8/ZIAMEREMZREMAMS 2R,

(@ Note

FEFHEMBIBR AWS Private CA 281 , EEENBMNREZINAR., EEEENBAMANE
BIEBNMSHNILGIERSR, BXEZEL , HSH AWS Certificate Manager E4Ts

LI M ImRPTR R Envoy RIE G AREBRINA , BN ZEANIAMA €5 B L TIAMX
FR -
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https://docs.aws.amazon.com/acm-pca/latest/userguide/PcaCreateCa.html
https://docs.aws.amazon.com/acm/latest/userguide/gs-acm-request-private.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-edit.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html#add-policies-console
https://aws.amazon.com/certificate-manager/pricing/

AWS App Mesh AriEE
s WFEEUT I MITEE LEENTMIES , ZABKIMESR acm:ExportCertificate X
PR,

« WFETLSEFIHKE LCASERENTAAE , ZACHLINEFacnm-
pca:GetCertificateAuthorityCertificatef R,

XHRE

B LAE R X R G A Envoy B R UEPB. &0 BUBIS 12 SO B8 42 L 3R A 5 45 M 48 R A FALA SRR
LB, X& , MALUEN Envoy sidecar B 5 RIX L% R,

BENRZERIE (SDS)

Envoy B 24 & TR E iR SIREUE NTLSIE B 2 KW F, BXUEPUNESER , TS
%] Envoy FISDS3#H,

AP AP EERSKIRAT , App Mesh ¥F Envoy REBE BN FRAREAME Unix BIEEF
SDSERMZE LIRS (SDS) s, BRI LAEH APPMESH_SDS_SOCKET_PATH IMEZ EF B It
gy k=2

/A Important
App Mesh Envoy fXEERRAS 1.15.1.0 RESMRAXIHEA Unix BIEEFH AR it 240 X IR
Fo

App Mesh Z#FEH g RPC B9 V2 SDS i

5SPIFFEZ{TRIRESER (SPIRE)

& A LAE AW fE 1 sidecar SR SDSAPI , ‘@IESPIFFEZTAINE () SPIRE S EILE

., SPIREEEXFESIHTAREFTHNSNITEARZEFBHETLSHE AR, ©EISITHIEHR
TETRRSEN S M. SPIREENTHEARRERE T TEAEN., BN, xRN BHANIE
Fo

ERZFFSPIREREEE N Envoy BWSDS1EtE ., AT TEREE Envoy #EHIEHMEETLSE 1k
IEFF BN ZEAM#. £ Envoy SPIRE REZUHNIEFETHI. REATRESEENERE
HZREAMIE P, REAIUEA Envoy , HEETE Envoy EZFISPIRERXE & EHISDSARSS 238 R [0
Envoy 12t HFLE RS & 0 M CA iE$,

HEUERES , FRRRSZFHN CAILES , FAFEXMARNAERE Envoy, Envoy 2 ERENNA
THEsE , T2HNEMPHREN , BT AAEMFRL.

TLS B4 % uEiE$ 181


https://www.envoyproxy.io/docs/envoy/latest/configuration/security/secret
https://github.com/spiffe/spire
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App Mesh H1AIEL & 45 #1714 ¥ TLS

TE 9 TE QAT EE B M A% FR Envoy Z [RIFVIB{ERT , App Mesh £ A& P i F AR 55 85 1) M & i R EL i o
£ F & P i SR g

HEFIRREAGIERANTLS , MREFIHKEPN —Ns 0 5ERSI[REMNEOMETE |, NiZE
PiaEEATEEZEFBMNTLSRIF E T, flil , MRELNMANEFBREEEMT SRS
BRBEHETE , N NEEAEAERUNANEF IRREPENNRBEERE 2 EHTTLSIHE, R
EPiEEBERSEBRBNBEOREE  WRETLSZEITREANE , LR HE , E4BURT
R BRI TLSIRE.
REEFIRKE
MEEFIHEABEEZFHRE , REFFHEESRS /NG OTEE , App Mesh 68 RS
BRBERSESEFIRBTHAETLS , AR WA ITHE, Hli , MBRELFKXKRIEERFIHEK
B, AEENT A ABEETLSA L , NREZBTLSHASHITHE, IREFIRABETCENE
FimkrE  HERSFHEHEENTLSEXSTRICTEPERMISSIVE , M EFMEE N HETLS, 1B
BATLSKILRMIEBHN AN |, FERAUTHMITAH,
« ACM-EETLSIEH — HRFHEFEARACMBIEHEBTLSL LAY , App Mesh R BEFBEZ
i, FETLSEIEB4ZEZINBR A, CA thEMBIEE$,
s ETXHWTLSIED — HRZB[EARBREBRA S NHRENIEPEBTLSLK LR |, App Mesh
AHFEBEF,BHETHETLS , BRSEBNIEPRLTRIE,
FEZRAEM

BRLIEREEZEENEBZ AR (SANs) 5k, SANsAFURAFQDNSURIER ., MRREH
SANs , Envoy FRIEFTRHEIEPNEERZABMEEERIIRFH — N BFRTE,

MREARELUERMBIRASANs EFEE | T KB Envoy REFSENFHFFIRIEBSAN L#AT
WiF, MRERERAEMEIHKLSANs EIEE |, WK 1E ik SR ARV IEH SAN LAY B35 WIR ik AR
SROBEEME T,

E¥*<ESEE , %5 App Mesh TLS : if PER,

/A Important

AEENEFHRIRIZENTLSH , SANsFREFEABEAfo not enforcedMRFTFHEF im
ELT A ELMXNEFIRREEENAEHRITTLS , e a2 EBE RFSAN,

App Mesh HN{AIER & 45 53 47144 TLS 182


https://docs.aws.amazon.com/app-mesh/latest/userguide/tls.html#virtual-node-tls-prerequisites
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I UE hn &7

BRABTLS , BRI L& Envoy KEUHIABEZNE. Envoy RESRXEHBEXRRNEITES |
XEGUTBEAUBYETHRENTLSBERBEREZT. flin, Envoy RIBIEFKH N IEE MK in
KRIPBENEINTLSEFABNEIHER. EANATHSHEER SN MNER[KINTLSEMY -mesh-
endpointFR¥,

curl -s 'http://my-mesh-endpoint.apps.local:9901/stats' | grep ssl.handshake

EUATROEEAHES , MgR[QUET T ZREF , RitBEEn®E,

listener.0.0.0.0_15000.ssl1.handshake: 3
LTLSIHMEAMAE! , Envoy REZ X HAITER. BEMKIRRBEFETLSEIR,

curl -s 'http://my-mesh-endpoint.apps.local:9901/stats' | grep -e "ssl.*\(fail\|error
\)Il

EREHE RGP  SMEITRIERAHER , REETLSHER I,

listener.0.0.0.0_15000.ssl.connection_error: 0
listener.0.0.0.0_15000.ssl.fail_verify_cert_hash: @
listener.0.0.0.0_15000.ssl.fail_verify_error: 0
listener.0.0.0.0_15000.ssl.fail_verify_no_cert: 0
listener.0.0.0.0_15000.ssl.ssl.fail_verify_san: 0

BX Envoy TLS RIHEEMEZER |, i5S1 E nvoy BTSSRI E R,
UEPHLRIT
AWS Private CA

HBFERALITIERINACM , £iITWIERFELITEHEN 35 27N B2 KA TEZENNRE, RIMNE
WEAREZITREFEITEFIHANIULESL, BXEZEE , 5ZH ( AWS Certificate Manager A /2
) PH LD EACMEER" WIEELEIT.

HEEHEWIEH

ERARB ARt X HREREBES |, Envoy FREUEBERN B EHRMBILER. EAUEHBIHE
##8%E Envoy HERMBIE S, B&EJLLFBRMNIEBRERENXAHBRES | FEAZFBEE
EHENT QEMXEE.
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https://www.envoyproxy.io/docs/envoy/latest/configuration/listeners/stats
https://docs.aws.amazon.com/acm/latest/userguide/managed-renewal.html
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£ Amazon ECS TEAHBEENFERATLSH BKIUE AWS App Mesh

B LAMEEENFERATLSS BRI, WRIESHAHERME TEAZRPH Envoy R sidecar &£
A, YRALUFEBSEFSEMI MNEIYREY Envoy 8% |, thATLAM Secr AWS ets Manager 17f& 6 ZiiE
Fo

- MRBFERAETXHNIERD X , BFEBSSHEFSEH MNE|RM Envoy sidecar, HARIEHFFLEAHY
KRS EREZMELTE AWS App Mesh,
- MRARFEANISDSETRMMAN S K , BEARM—NRIATIHEERE Envoy B9 SDS API sidecar,

® Note
SPIREFE Amazon LA XIFECS,

£ Kubernetes THEMEELE N FEA F B RIE TLS AWS App Mesh

A LAA Kubernetes BLiE AWS App Mesh #2188 , LUS I RE #UT5 =UH0 BE #L P 5% AR 55 /3 i R 40T Wr 88 Y
TLSH R, FHRIUEP AHERME TEREFE Envoy K sidecar £, EAIUEMHETLSE 7
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A, BEEANFF RS /EE X509 iEH , H4E TLS L1EH TLS RIRAVIIE £ T XHEAHEE L
AENEIEF

P& A SRS E

RS BRIMIE B AEE T RMYTER (TLS K1k ) PEE , FFWmIEBEEUT RBESER (TLS X
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BULZREREZS RUEMEX , TH# Envoy RERIMAKXHE TLS MXMEITHEN. NT
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* ssl.handshake
* ssl.no_certificate
* ssl.fail_verify_no_cert

* ssl.fail_verify_san

LTFAAGITRAIAEREA , AmEIELNT /M TLS EEHR A RFIEPNE K

listener.0.0.0.0_15000.ssl1.handshake: 3
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cluster.cds_egress_my-mesh_my-backend-node_http_9080.ssl.fail_verify_san: 5
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TiRo XS AWS K root A, EAZGIEIK B AR B FER 4t it M 218 B FEV AT 15
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IAMA = RIRAODH F 0 AWS IKF I MAREARFEFRENR, EAENERT , BIMNEWUER
IEEHES , MARCIBBARBMNTRZASKHEZIENAMAS, B2 , IREEFEIAMAFKH
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4, IAMAdminsH 2 F 128 H E B IAMBE IR R

AREAeTE. AFE—#SENMNAAINAEREXEK K MAGSELEECHWNEMARA, AF
BEXKANKBEIE , MACGRHIGHNEITE. ETHREZER , B2H (AMAFEE) PR A2
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https://docs.aws.amazon.com/singlesignon/latest/userguide/enable-mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
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.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose_role
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#choosing-managed-or-inline
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
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TREFIFIR (ACLs) BHBLERIEA (KFKR, AFRAE ) ARNBARF. ACLsSETHIRA
REEREL , RECNITEHISONKESE TR,
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HREgRE
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/acl-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_session
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_evaluation-logic.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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EEENEOPEESWM #F , BEAESHENIRIT , TR,
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]

BB EABES () BES MR, Sl , BEIREL L Describe FFAWAMARE , HEEUAT
BR1E,

"Action": "appmesh:Describe*"
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsappmesh.html#awsappmesh-actions-as-permissions
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EEATLUER AWS JSONATHEEHR ARG ANKE, RN , BNELE AT FARIER
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ResourceJSONKEETEIEEENAREN —NHZINR, BAMBAEE Resource 5
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"Resource": "*"

App Mesh mesh BRTEUTHAEARN,
arn:${Partition}:appmesh:${Region}:${Account}:mesh/${MeshName}

AXRBRAWEZEEARNs |, 28 Amazon FEAF (ARNs) Ml AWS RS & ZEiE,

flan | BIEERNMIMIE apps £ Region-code TEEHIF B A LL T XARN,

arn:aws:appmesh:Region-code:111122223333:mesh/apps

EEERTREKSHNAAERS , BEABERS (M)

"Resource": "arn:aws:appmesh:Region-code:111122223333:mesh/*"
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=
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"arn:aws:appmesh:Region-code:111122223333:mesh/apps/virtualRouter/serviceB/route/

"arn:aws:appmesh:Region-code:111122223333:mesh/apps/virtualNode/serviceB"
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https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
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ETF App Mesh & JREY KB

App Mesh A" HETREN K, B2 , WRIREA AWS Resource Access Manager (AWS RAM)
ATHEZEMEHRS AWS RS , ETREHNREBEIUATARXNATEHMNE AWS RAM k%S, &
REZER , F2H IFEE TR,

EF App Mesh #REHI RN

& BURFAR B B0 E App Mesh BR SR B R P RIAREAZE ] App Mesh, BE TARZERZFHM |, &
FEEA appmesh:ResourceTag/key-name, aws:RequestTag/key-name B aws:TagKeys
KUERBERBORMETETRUIFEFE. HXN App Mesh BIRFIFENESEE |, BSHEREIL
AWS &R o

EEFETESONER (ATRERRLNFERBHITZERNTHEE ) BRG , BSEET ZRIF
ZH App Mesh FI#&,

App Mesh IAM A&
IAMA & ZIRAEBEY —NR4K AWS EERENRHKS,
e EIF S App Mesh — 3 &

B FEARHIPESRE BN ER. RAIAMACRSEITEKSF AC, &7 LSS A RIREUIE T
Z2UEH AWS STS APl i AssumeRolesk 2 KK /EGetFederationToken,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsappmesh.html#awsappmesh-resources-for-iam-policies
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsappmesh.html#awsappmesh-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsappmesh.html#awsappmesh-policy-keys
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsappmesh.html#awsappmesh-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awsappmesh.html#awsappmesh-actions-as-permissions
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html
https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetFederationToken.html
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BSHAXAG

RS RECA B RTF AWS BRSS , AT HREMBRSHPHERURRETHEF, BRSEXAGERER
HIAMIK &, FEBRSAR. IAMERR AJUEFETREBRSHEXABHNR,

App Mesh X#EHBRESHAXB B, BXOIEHERE App Mesh IREZHEXAEBNIFAEE | ESH FRSE
WXAEHT App Mesh,

BSAE

LR AFRSAREEERS AL, ABARSHREMRSPHRBRARKRETHIRE. RS
AEEREENIAMK, S, HHZKFARE, SERSAMERR TAERLABHNR, B2 , X
B AT RE 2 P T AR ST RY Zh&E

App Mesh T FRESAE,

AWS App Mesh &TF & 13 #9 5K #E 7~ 5

KINERT , IAMAFMAGLREZERIENR App Mesh BiR. i1t EFERARITES AWS
Management Console, AWS CLI , 8, AWS APIl, IAMEE & XM EZIAMEKR , RFAFPTAGTH
FIENEERFRRITIHEAPIRENNIR, AE , EEAMTFXEREHMEFZXENRNIAMA
FEREFA,

ETHENMAERX L ROIUSONKE XL ZIAME T MR |, §3H (IAMAFERE) JSONF
IR L OIEERER,

£l

- RMEXE

« £/ App Mesh #&l&

- ATAFPEEMHIIB SR

- BIEME

o Sl HIRFE M A%

- BIETZEFZMN App Mesh M #%

REERIEREK

ETHONRBREEMARTTUCIE, WIﬂZRﬂﬂJF?"é‘LKFEFE’J App Mesh &R, XLEEIFETEE
BN HAN AWS Ik, SIBRREEE T HORREE | HEREN T AL MEW
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html#access_policies_create-json-editor
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- TR AWS RERBEHRERERNRNERE — EFBREARASNIEARR TR , HEHA AWS
RNFZERRAFRFHRNTERRE. SIERN AWS IKF, RMNBWEBTESCKE-SED
MR AWS BETENASNEFEEBRR. AXESEER , BZH AWS HEXBH AWS (IAM
AFiEE) B TERENFEERK,

o N ARIKRINR-fE A IAMEKE B R BRRET , NBFHITESIIFENNR. Ak , BAILUE LEH
EXHTAUNBFERFRITHRE , i ARENREFT. BXEANANRIAMNESER | #F
S (IAMAFIER) IAMA Y 5B AR o

o 5 FIAMER BE A B S 43t — 25 BR #1175 17 A BR- 42 AT SATE 5% B AR 7S DN 5% 44 LA BR 1 X 488 4 0 2 TR B9 17 3] 4L
R, flan , WA URE — N R R U RIEEMBEREBLAFEA KLIESSL, MEBI S ESHER
FRSERAE , MBI AEAZRGREZEFX RS EBRENTLRINE AWS RS2 ANERE L (Hl0 AWS
CloudFormation. BEXxEZEELE , 521 (AMAFERE) FHIAMISONER TE &4,

- M A 1AM ccess Analyzer BiEEHIAME B IR EN L2 IhBEM — A IAM ccess
Analyzer 2KIEFH NI B KEE , LUERBEFSIAMEKEIES (JSON) MIAMEESE
. |IAMAccess Analyzer 2 7 100 ZUWRBEREMUTTHRW , UHBEHELZEMEANE
Bk, BXEZER , B85 (AMAFIER) HH IAMAccess Analyzer ZREEH I,

- EEZHRESHRIE (MFA)-TRENZSEEIAMAL S root A AWS Ik | BITFFMFALES
Z2tt, EERMFAANEARAPIHRE , BERBPRNMMFAZRY . BXESZEER , 536 (IAMA
Fi58) PMEEMFAZ R HAPIERIER.

BRI REMENEZEFELEIAM , 555 (AMAFER) IAMARH L £ &IEXE,
£/ App Mesh &l &

Ei5[a AWS App Mesh #£#l& |, BAFHE —HRENR, XENBRLAAFERIBEMNEEEX
&8 App Mesh BRIV FHE S AWS account, MMREQENE T F 0K KB LT ENRENIR
B, WERHANETERMBET , ERATEAZRBHEE (IAMAFRSAR ) . EBRTLUF
AWSAppMeshReadOnly FEERMMEAS BXEZER |, 20 (ALER) PHEIAMARHR
HNABR

NTFREITEHEEBENAS , EXENHREREEF SRR AWS CLI & AWS AP, ik , R
AR SREEZRNITRIAPIHRER B AVIRE.

AFAFEEHINE SR

WRGIEBB A Z A FIAMAFREEMN NI EAF BN ARMEE RN RE, HREIFELE
H A RARES AR A TRIREANNRE AWS CLI & AWS API.

{
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AWSAppMeshReadOnly%24jsonEditor
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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RAriEmE

"Version": "2012-10-17",
"Statement": [
{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

BIE M 4%

LR BIE R AR B — N R RS | RS SV A P AR XN K eI M.

:usernamel}"]

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "appmesh:CreateMesh",
"Resource": "arn:aws:appmesh:*:123456789012:CreateMesh"
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}
]
}
Bl i F R PR R P A&

L RGIE R ANAI 02 — N R EE | X REE S VF R P HRE R R AR BA S L SR AR AR

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"appmesh:DescribeMesh",
"appmesh:ListMeshes"
1,
"Resource": "*"
}
]
}

I T ZBRIFZRY App Mesh M1%

& 1] LLTEIAMER BE AR f5E AR SR 32 41 ] BAFE IAMIE SR AR i R LEAR L, IR AT LS E R LA IAMA F A
RN, ERSMERBLERSEBEN ., RAEBENANEALFUNENEHNER , BEREFEAEIN
RZEREMIR teamName B booksTeam.

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "appmesh:CreateMesh",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:RequestTag/teamName": "booksTeam"
}
}
}
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]

}

BT LU I BUR M AN B2 K P R IAMAB P, MEAFPZRGIERME |, NIMNESREER N teamName
BER booksTeam WHFZ, HIREMEAELEHIFEHE , NOIEMEH=RTEK, BEXEZER
®SE (AMAFIERE) P/ “IAMJSONERE TE | &4,

AWS App Mesh HIFEE KB

AWS HERBZHUEZNEENIEZ KK AWS, AWS REXBEENTZEILAGIRMENER , UE
BRLFBAAF, ANMBesERNR.

FicE , AWS RERB AT N ENHBEASRTFRENRNR , BAENTHAE AWS FFE
M. BNBZWBIEHETENEAZSNE S EEHRERE -SRI NR,

BIEEERAWS REFRPENHONE, 1R AWS B AWS HEFRPENHNE , NEHLE
MiZKBATRBENMEZERASH (AP, ANAR ), AWS RETRELEZSIIHN APl RIERSE T
LAER T AWS RS B9 API 24ERRTEH AWS FEEFKIE,

BXEZEE , HSHE (AM AFIER) F AWS EXFRE,

AWS IEEXRIE : AWSAppMeshServiceRolePolicy

& A LY AWSAppMeshServiceRolePolicy MipnZEl IAM 3£k, AFHEFEAREERN AWS RS H
%R AWS App Mesh,

ETFHRBHONR , ESH (AWS BREXRKSZE) AWSAppMeshServiceRolePolicy F#.

B AWSAppMeshServiceRolePolicy fXRFIEHER , BZH App Mesh B ARS 1< A EER.

AWS IEEXBE : AWSAppMeshEnvoyAccess

& A LU AWSAppMeshEnvoyAccess K NZE] IAM 354k, BTG E LT SEZER App Mesh Envoy
R,

EEFUERBEHONE , 555 (AWS BEEXKSZE) AWSAppMeshEnvoyAccessH Y,

AWS IEE X : AWSAppMeshFullAccess

AT UORF AWSAppMeshFullAccess MfNE| IAM 324k, REEX AWS App Mesh API R 5215 [A1X
PR AWS Management Console,

EEFURBEHONE , 555 (AWS REEXESZE) AWSAppMeshFullAccessHHY .
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSAppMeshServiceRolePolicy.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/using-service-linked-roles.html#slr-permissions
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSAppMeshEnvoyAccess.html
https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSAppMeshFullAccess.html
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AWS FEE KB : AWSAppMeshPreviewEnvoyAccess

&AL AWSAppMeshPreviewEnvoyAccess BNE] IAM 3548, A FiGRELT SEER App
Mesh Preview Envoy KB,

EEFNRRBHINR , E55 (AWS BEEXESZE) AWSAppMeshPreviewEnvoyAccessH#Y,

AWS IEE X : AWSAppMeshPreviewServiceRolePolicy

& T LA AWSAppMeshPreviewServiceRolePolicy MiANZEl IAM 354Kk, ARiFi5RIERASREER
AWS RS MEIR AWS App Mesh,

EEFWRBEHNR , E3H (AWS EEEXESZE) AWSAppMeshPreviewServiceRolePolicy F#Y,

AWS IEEXKIE : AWSAppMeshReadOnly

& T LARF AWSAppMeshReadOnly M AnZE| IAM 354K, X AWS App Mesh API F1HY R 145 8] X BR
AWS Management Console,

EEEFHRRBEHINE , 55H (AWS REXEESZE) AWSAppMeshReadOnlyH Y,

AWS App MeshAWS & RBEHI E#

&EE AWS App Mesh BIZIRFSTFRBERXLEEHLRK AWS RERBEEHMNIFAFER. BXRUENEE
WM BEFIRTR , BT AWS App Mesh X RS idZRE LA RSS R

B iR HH
AWSAppMeshFullAccess— & B E#AWSAppMes 2024 4 A 24 H
T EUR, hFullAccess , R

Rl TagResource A

UntagResource API,
AWSAppMeshServiceR 2 E#HAWSServic 2023 £ 10 A 12 H
olePolicy , AWSServic eRoleForA
eRoleForAppMesh— E#T T ppMesh AWSAppMes
Ko hServiceRolePolicy

FH ¥R AWS Cloud Map
DiscoverInstancesR

evision API,

AWS REFKH
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ERHBRRR , EAEHNAR, AHASRINNR

- FEHFPFEL AWS IAM Identity Center :

BIEMNRES., KRB (AWS IAM Identity Center FAFP$8Ra) = 6 2 AR 5 #9151 BF 3t 1T 3R 16,
- BEEHIRMEBEE IAM FIEENAF,

UEERATEORERIENAR, BR (AM AFER) PAE=F 5L REHEERAE (RE5
RIIUE ) B BARETHRAE,
- IAM AP :
- HIEENAFAUEEN AR, BR (AM AFERE) F3 IAM A tl2 A SRR TRE.
(FHECR ) FRBEZMNMIAFIRAFRTMERASE, R (AM AFER) FEAS
ANIIRFR (#EHE ) AV BT IR,

FREHEXAEAT App Mesh

AWS App Mesh £ AWS Identity and Access Management ( IAM ) fREHx AR, REHEXABR
— MR AN IAM B8 |, ©5 App Mesh E#EMEX, BRFMEXAEH App Mesh TIEX , HAEER
SREEFAHM AWS BRESFIENFIER,

RFMEx BRI EERWMIZE App Mesh , AAERAFZH R MBS ERNR. App Mesh E X H AR
SHXARNNER , BRIEZAENL , BN RE App Mesh AT AZAE R, EUNNRBIESERE
FMXPRKEE , AR MBEMET IAM SRR KL,

AAEEEERREBESHEXAGNEXRERE TR ZAR®, XFRIPEN App Mesh HiR , BAX
B 2T B MR BRAY G F AR

EXXFRESHEXAENECRESNEER , BSHER IAM B AWS JRSE HEFH, Service-Linked
Role ( RFHEXAE ) FIRE RN Yes ( B ) RS, HiEE Yes EEFZRFHWRFZHEXBE XY
A BEEE,

App Mesh B ARSHHK<AERR

App Mesh & 73 AWSServiceRoleForAppMesh B RS HEX AT — ZAE 1T App Mesh K&K I&E
EA AWS %,

AWSServiceRoleForAppMesh AR 8% B &S appmesh.amazonaws . com RERIEFZAE :

RERFHER

FERESHEXAR 202


https://docs.aws.amazon.com/singlesignon/latest/userguide/howtocreatepermissionset.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
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« servicediscovery:DiscoverInstances:ftiF App Mesh ST X FFEAWS &RV RE

« servicediscovery:DiscoverInstancesRevision:ftiF App Mesh SER X FIEAWSHERHV R

.

AWSServiceRoleForAppMesh

LRI E N TRR :

{
"Version": "2012-10-17",
"Statement": [

{

"Sid": "CloudMapServiceDiscovery",

"Effect": "Allow",

"Action": [
"servicediscovery:DiscoverInstances",

"servicediscovery:DiscoverInstancesRevision

]I

"Resource": "*"

}I
{

"Sid": "ACMCertificateVerification",
"Effect": "Allow",

"Action": [
"acm:DescribeCertificate"

]I

"Resource": "*"

}
]
}

MMEEMR , 2 IAM K (AR, AHAG ) 012, REIMERRSHEXAC, BXESE
B, BEZH IAM AP Er PR RS EX A BNR.

A App Mesh BIZRZSHEXEE

WRETE 2019 £ 6 A 5 HZ/ETE AWS Management Console, AWS CLI 5 AWS API| A
BIZ T ML , W App Mesh 2N EBABRSHERACE, ENECERSHEXAR , ERATH

BMIEHN IAM KPS M T AWSAppMeshFullAccesslAM policy , SR&EMMT B&
Ziam:CreateServiceLinkedRolefX PRI KEE, MEMRILBRFZHERAE K REFTEBRAE ,
AUERAMERREEKFREHRCIZBLAR®, HENEMNEE | App Mesh FEXNERIRIRSHX A
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#service-linked-role-permissions
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AWSAppMeshFullAccess%24jsonEditor
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B, MREMNKFREE 2019 F 6 A 5 BZaltIZAIME , HALBRFRSEXAEHTXLEME ,
AT LAER 1AM 25 & 62 A6,

AT LAEA IAM 1251 & 8122 App Mesh ABIM RS EX A, £ AWS CLI X AWS API | £/
appmesh.amazonaws.com RFBEMHBBRRSHEXAR, BEXEZEL , H2H (IAM AFiEmR) #F
WOIZERSHEXAE, MREMBRTHERERIZSHEXAR  NAUERAKEREIEERCIEAR,

w48 App Mesh RS HEX AR

App Mesh T R #&4%% AWSServiceRoleForAppMesh FREHX A, BIBRBRSHEXERRE , FLE
ERACEN , AN EZA XA5|AiZAR, ERANUEA IAMEEACHE, BXEZELR
BEZNL IAM AFREETNERERSHEXAE,

i BR App Mesh IRSZ < AR

MRTBREECAENFTERSAXACNBFEIRS , RIMNEBUEHRZAR. XIFEERIBERAEE
RGPV REAXE, BR , BLALBRBRFEXBEHER , REFERFINRE,

(® Note

MREEAEMBRFIRE , App Mesh [RFIEEERZAG , NRREETESAKR, MRKR
EXMER , BEF/LOHEER,

fil Bk AWSServiceRoleForAppMesh £ B App Mesh %R

1. BIBRN MR AR HARE XA EEH,
T BRI A& FR Y PR RE LR R R o

i BR 4% R B9 PR RE LR S5 o

i BR R4 R B9 PR RE LT o

i BR P4

o M w0

JI T 7= R B PR R4 5T AR BT TET Y 5 3R o
£/ IAM FahIBRERS X B E

5/ IAM $#24%|&. AWS CLI 2 AWS API il B AWSServiceRoleForAppMesh RS Hx A, BXE
ZEER , BZA IAM AFEEPHRBRRSHEXAE,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
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App Mesh BRFHEX A BN Z XX

App Mesh X RS TR A XS EARSEXAR, EXESEL  WSH App Mesh i 2
B d,

Envoy Proxy %X

RIBENIZNIE Amazon ECS £5 7, £ Amazon EKS LiZ1TH Kubernetes B2548 (pod)H

2 # Amazon EC2 3E6I EZ4THI Envoy fKIEM App Mesh Envoy B RS HIRE— MK Z 4N
Kin_RWBEE, X T 2021 £ 4 A 26 B 2824 Envoy %E#E| App Mesh in RV EFIKF |
FERARHEZSMNI (TLS) WELT S MERMX (FHAE TLS ) FERERN, N THE

1£ 2021 £ 4 A 26 A2 /& Envoy E#EFH App Mesh I R EF K |, FTE App Mesh Ih&E
HEERERN. BUFMEEFKFPAAMERDT R B ARERN , BIEXLEKSARER TLS,
HEFEA IAM NFERRHITEN , RELE, —HNAK, RERNERE IAM policy RIEE
appmesh:StreamAggregatedResources PR, ZERBELHHME IAM A€ |, HHiZ IAM A%
MBS EERBENITERR L,

2% 1AM policy

MREBFLERSMEPNTEMNER S BEEERMERERSNEE , FHE 0 IAM A€, W
RERRHLENFNEHELATUNPEREENMERR , UEEQWR-—HSW IAM K, B
] U EREL i Y P A i L BRI R (N E R E T E R IR LIZ 1T Envoy RE. BIE IAM policy H ¥
appmesh:StreamAggregatedResources fERAFINEIREEF ., AT ROIKEE AT ERS MK
EX# A serviceBvl M serviceBv2 WEBT RHNEE, TERERS MIEHELNEREAE
PBWRWEE, BXAIEE%E IAM policy WEZER , 528 (8IZ IAM policy) M (4% IAM
policy) o

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "appmesh:StreamAggregatedResources",
"Resource": [
"arn:aws:appmesh:us-east-1:123456789012:mesh/appl/virtualNode/
serviceBvl",
"arn:aws:appmesh:us-east-1:123456789012:mesh/appl/virtualNode/
serviceBv2"
]
}

]

Envoy Proxy X 205


https://docs.aws.amazon.com/general/latest/gr/appmesh.html
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}

B LA BIZ SRR, B KB ER R I B M A% IR KA H
B 1AM A&

MRIEF LIRS ME T EMER QBRI EMERSHEE , WIAFCE—-N IAM AEH
Ao MRERFENFBRLATUMNPEREENMBRL , WEENEL-SPUEBNSIRECE
—NEE, TRETRENITERFRAUA.

« Amazon EKS — MR EEFEHAENAE , WAUEAECAREFMNCBRA P RATETRNINE
A, EFAZNAG , BNERSIFRREEEH L ARSKSEERA IAM AR ENHER, 4
IAM BEHFXLAES Kubernetes lRFKFXBk. BXEZER , BSHNENRSIKS, 6
IAM BEMEBEARNENRSKTIEE IAM A6,

« Amazon ECS — i&RAWS RS , EBMURBRS , RAEELR IAM SRR EERRBRSE
S RBl.

« Amazon EC2 — %#BAWS RS |, & EC2 , REELIE IAM SEEE EC2 A, TitERN
REBEEILEE Amazon EC2 £l L | ERESRH| LiZ1TH Kubernetes £, X&EA,

BXMABE IAM BENESZESR , F3HEN AWS REtIEZE—1NAae,

B0 1AM policy

MR EFHLEIRS MG PR FTE MK G HEERNMENRIESNEE |, HY
AWSAppMeshEnvoyAccess & IAM REEFI NEERE L —FHEIBHN IAM & L, MRERFIEAN
MEm R AT SN FPIEREENMERES , BREUENS N KRB NESENEN NG L, BXE
IAM A ekinBENXRIEE IAM policy WEZEE , BSRFM IAM 551 R,

Mihn IAM A
SEAN IAM BEMMEAERNITEERLE

« Amazon EKS — MR FREMMB TENTRWAE , MRS LR, NRECNET LMNA
&, NS/ A A £MA Kubernetes RSk , S MNRSKF 2EL 2 E Envoy RIER
B Kubernetes B84 (pod) BBBHE. BXEZEE , HS (Amazon EKS AAF1E®E) #MH
RS K F 8 E IAM A& Kubernetes X HEY N B 254 (pod) BLERS Ko

« Amazon ECS — ‘FI B# ECS FS5ABHIMNEIEZE Envoy RENESEXF. HESTUEH
EC2 = Fargate B HM#ITEHE, BXUMEIE Amazon ECS FF AR HEMMBETSNES
EE , BSRNESEE IAM AR,
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https://docs.aws.amazon.com/eks/latest/userguide/enable-iam-roles-for-service-accounts.html
https://docs.aws.amazon.com/eks/latest/userguide/create-service-account-iam-policy-and-role.html
https://docs.aws.amazon.com/eks/latest/userguide/create-service-account-iam-policy-and-role.html
https://docs.aws.amazon.com/eks/latest/userguide/specify-service-account-role.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html#roles-creatingrole-service-console
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AWSAppMeshEnvoyAccess%24jsonEditor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html#add-policies-console
https://docs.aws.amazon.com/eks/latest/userguide/specify-service-account-role.html
https://docs.aws.amazon.com/eks/latest/userguide/specify-service-account-role.html
https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task-iam-roles.html#create_task_iam_policy_and_role
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- WS# EC2 — IAM A XM INEEE Envoy KEM Amazon EC2 24l £, BXUMAFAGH
%] Amazon EC2 RfIMNEZELR , BSRECLE—N IAM A6 NEREFESELS EC2 £
il

IR

EBEA—MTERS B, IA appmesh:StreamAggregatedResources R E D EAEENR
BERITERR.

Amazon EKS

AILUN B E MRS D B4R D BL4A Worker TREVAE |, BAI LD EBAEZENESRA (pod) , REHER
MEZ. B , BWEXELENAEREA (pod) LHEKREE |, XEEF AT LUFEA pod KGR BR &
BARMEIES. MRERBEHINE2E%4 Worker TR A® L | iHi%#ER Amazon EC2 i+ , &
BRERZIETF P& XN EH THET SLKFIRBNT TR, EFEEM Kubernetes BEF4 (pod) HE T
A IAM A, BERUA TSR,

1. ZF Kubernetes BN FMAELR , EPBIEEEWHIAS T Kubernetes RS 1K £ BRI A 25
A (pod)o AT &R REERN my-deployment HIERBHFMER,

kubectl describe deployment my-deployment

EREMBEE S | iIdFAD Service Account: B, MELL Service Account: FF3kHY
TREFEE , MY RASPBEDE B ENX Kubernetes [RE k. BEELE—1. BEXESZE
B | {5 Kubernetes XY B854 (pod) Bl E ARSI o

2. EFL—SPREMVBRIZKFWFARFE. ATHSEEFERBN my-service-account BWIRS
ik 5 8 1 H1E B

kubectl describe serviceaccount my-service-account

IR Kubernetes RS MK S 5 AWS Identity and Access Management A& xBk |, NIRE R EH
R — 1T ST REIZEEL,

Annotations: eks.amazonaws.com/role-arn=arn:aws:iam: :123456789012:role/
my-deployment

EREMNRBIH , my-deployment RERFKSKEKM IAM AEHNEN. MRRSKSHEH
TEEE5 EERAIZELEIT , AL Kubernetes IRE MK SRSk xBt | BEBIFHKKD—
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https://aws.amazon.com/premiumsupport/knowledge-center/assign-iam-role-ec2-instance
https://aws.amazon.com/premiumsupport/knowledge-center/assign-iam-role-ec2-instance
https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/
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6.

A AWS Identity and Access Management I . BXREZEL , BRI BRFZK/IEE IAM
At

&% AWS Management Console , #AJ5 & LA T Mt F IAM 12§ & : https:/
console.aws.amazon.com/iam/,

EENSHERSD  GEAG, EREEL—SFIETH IAM BEHE .

BIACYIHEC RS2 B E L KRBE® AWSAppMeshEnvoyAccess FEEFRBE, MREH MK
REEBARPFE A0 , & IAM policy HMiINZI IAM A&, mREARH B E L IAM policy {BE&EH |
NEECIZEEFENERERN BE X IAM policy, RKIT BE X IAM policy , iEERZFKE
HBIAEFITE "Action": "appmesh:StreamAggregatedResources", MIRFE ,
& EFZAR AR INEE Y B E L 1AM policy o BIET AR B S H T 45 E M 1% ik 2 Y
Amazon ZRBF (ARN), HRKF|H ARN , N AT LAREFRRELURN, MIBREE L FI H Y
ARN, ETHEZEE , ZH4%E |IAM policy FEIE 1AM policy.

FENEE Envoy REM Kubernetes B854 (pod) , EE LR S K,

Amazon ECS

A 0N

M Amazon ECS #H|l&H |, EBREFSE Lo
i%# Amazon ECS %,
EESENEMTEL , ERESE L,

EESFENTEL , EREFASEMN IAM SEBHEE, IRAIEH IAM A , NFE
EHE— IAM AGHESEMES ESCHEMMBENES L.

EREZERENNRET <L, BIAEIHEZAIEN B E RS
AWSAppMeshEnvoyAccess FEEFR &, MRHMNRBEEARM N , 5 IAM policy

IE IAM A, MREEHIEBEL IAM policy BiE&HE , WEZELEBEEN IAM

policy. fNRFIIT BEX IAM policy , EEFZRMABWIAESRTE "Action":
"appmesh:StreamAggregatedResources"., MIRFE , MEEFZNREFMEZHEE
X 1AM policy . AR HIARESIE THEMKIRSHPEY Amazon BIRBF (ARN),
MERRFE ARN | M AT LARERBELURI, BBRRNEXIILEN ARN, ETHREZER , B2
7 4w %8 IAM Policy F#1% IAM policy.

XTEE Envoy RENEMEFZENL , EERTHNT R,

Amazon EC2

1.

1£ Amazon EC2 #2#l& & |, F AN Stz iy sE4l,
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https://docs.aws.amazon.com/eks/latest/userguide/specify-service-account-role.html
https://docs.aws.amazon.com/eks/latest/userguide/specify-service-account-role.html
https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AWSAppMeshEnvoyAccess%24jsonEditor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-edit.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/update-task-definition.html
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AWSAppMeshEnvoyAccess%24jsonEditor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-edit.html

AWS App Mesh AriEE
2. EE—IEE Envoy REMEH,

3. EERIETFH , EEIAM A5 IAM AGEMEE, IRRIE IAM A€ IFEE6
E_/l\ IAM ﬁ@:o

4., ERENENNREMFL , BIACHHECH RN B E L KBR
AWSAppMeshEnvoyAccess FEE I, MBFHMNKRIEEARM N , F5F IAM policy Ff
IEIAM A6, MREARKNEE XL IAM policy B38&F , MBECIEEENL IAM
policy. MR T BEX IAM policy , iHEFZEHH AL PRI E "Action":
"appmesh:StreamAggregatedResources", MIRFRE , MEEFZNBERMEEZHNEE
X IAM policy H, #E A AFIAR B IIE 75 EMKEHSBE Y Amazon BIRBAF (ARN).
MRAKGIE ARN , WA A4REREELURN, MBRKEHRFI LI ARN, ETHRESZEE | B
% 4w %8 |IAM Policy F81% IAM policyo

5. X#EE Envoy RENENXFIEE LRSS R,

M EEHEER AWS App Mesh 5143 #1177 (7] £ R

ER LT E B KA B SIS EEEA App Mesh M et AT EEIE EAY & M B IAM,

FB
« BEMNIE App Mesh FITIRIE
o RAEARFRIUNAFA AWS BATFiHREB App Mesh BRIk

RINIE App Mesh ITHE

MR AWS Management Console HiFEETNMITREIRE | ALK ARKRREE R FREY, EF
ARMERBBERELENA,

ZmateojacksonAMAFZHEAEH A UEBENNELT R , RRELUTHIR my-virtual -
node TER NHIMIEHR my-mesh {Bi&Bappmesh:CreateVirtualNodeIREF A,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to
perform: appmesh:CreateVirtualNode on resource: arn:aws:appmesh:us-
east-1:123456789012:mesh/my-mesh/virtualNode/my-virtual-node

EXFERT , Mateo EREB R EHEKEL , LA TFMAER appmesh:CreateVirtualNode #4E
BEEETR .
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https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AWSAppMeshEnvoyAccess%24jsonEditor
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-edit.html
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® Note

HTELT QEEMEFLERN , Bt Mateo Bk FIEFEE appmesh:DescribeMesh #
appmesh:ListMeshes BREFEEEEFI AP RIEE T <o

BIEARF RN AZA AWS BT iHEEE App Mesh FRAVIK

gaptlE—1ae  LEREMKSPHAFFIEEAANARTUERZABRIGRIEHNRIR, &0
IEEEESEY , ANEEAG, X TXHETRIRAREH T EEHFIXR (ACLs) WIRS , &R
158 PR 3 L5 SRl 1) AAT1 4R T 1 ) S8 B9 BR VAR BR

ETHREZER , BZRAUATREA :

« ETH App Mesh BEXFXEINEE , BESH BIESE AWS App Mesh 5 1AM,

- ET7HBRIMAREXEHNRROIGRNER AWS K- SHEEHN |, SR EMIAMA P REHRSR
AWS Ik 7 &1 (IAMAFIER) RHENRNE,

« TERIMAEE=FREENEHERROENE AWS K | ES IR ENE AWS K (IAMA
FIEf) PHE=ZFFE.

- ETHRIMABEIRE SORIERAFRNR , F25H (AFER) PHELSABSARIENASRE
G RAXER (BREFHRIE) . IAM

- ETHREAACNETRRNREHTER,SFRINXE , F5H (AMAFER) IAMAHETKS
R R BR

FE 125 AWS App Mesh APl i AWS CloudTrail

AWS App Mesh 5AWS CloudTrail —BiRFERK , ZRFREAF. ALHAGMRNITRENIZR
AWS fE%. CloudTrail £ App Mesh WFTE APl AR EH, HIRNBASEXE App Mesh
EHIAHEAFNABEX App Mesh AP RENEA. ERKRENEE CloudTrail , A SAFAE @ App
Mesh Z HIVER, ZHFERN IP thut, ZHERONEUAREMIFAESS,

BIMEHFH B LEKFEHETEEXRERBERNARGE. BHCREHTEBREATAR

- BREFEARAFEIIERAFEIEREN,

« IERREBNREK IAM Identity Center A% H,

- BRECEAACERKEAFNRNZEZIEREN,
- BREGHHEM AWS RF K H,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
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CloudTrail ZE&AIZK - AWS K BREENIK S P4 F5ESNRES , FEEB3 A LAEE CloudTrail
SEAE IR, CloudTrail E4AFIEREMTHE 0 RFRRKNEBEHNIES, AJER, T
THATAENIER. AWS KIEIEXREZEL , 2 H (AWS CloudTrail AFERE) 9 “EH
CloudTrail EHAEIEE". BEFEFHFHLIEFT CloudTrail iBEMRFE A,

BREICFEK AWS K F & 90 RN EH |, FIRRER CloudTrailLake B4 #iE 7M.

CloudTrail &

IRER AL CloudTrail 7 HEX £ 5 E) Amazon S3 7. EABIEMNFIERE AWS
Management Console #2 % XiH, SR SUBEFEA AWS CLISIER & Xig = % Xig R iR, Eilal
BZXERER , RNETUHRKS AWS X5 FNMEES . WRECIEREXIFRER , MAEE
FIRIRM AWS KB HiERNEH, BXRENEZEE , BS5H (AWS CloudTrail AF#Em) #
B EH AWS K - 0 22 BR ER A 9 A 4R B BR ER

BYGIRRE , SRR S EERTHNEERSHMN — N EISNMEIXREM Amazon S3 1F4E |
B & UKHY Amazon S3 Zf# %t . CloudTrail 3% CloudTrail EMMHEZELE , HSHEAWS
CloudTrail Efte B3 Amazon S3 EMWEER , 55 Amazon S3 EM,

CloudTrail #5854 = 7

CloudTrail LQ@ ak e AFARN BCHEHEZTE T SQL WEH, CloudTrail Lake HETITHY
JSON XM B EH RN Apache ORC &3, ORC = — 4t X tRiE R EIEH TR FIR
FHEER. SHTRREIS4BEERET , cRETEAEBINASHSHERRERNRZENT
ATENEHEES. NATSHBEEHNERSATESMESHFEEEX THEER, X
CloudTrail Lake WEZEE |, i5SEAWS CloudTrail A8 F R A AWS CloudTrail Lake

CloudTrail AU HFEE#NEASTERA, ABREHEUEEMN , BUERERTEHHK
BEEOENIET, EMETURE T BIFAE#ESHNEAER , URE4BEFHENRIANZEKRE
i, B> CloudTrail EMMWEZEE , IHSHEAWS CloudTrail 4o

H# App Mesh BEEZE 4 CloudTrail

EEEHRAEARANINERAITHERIRENGESE AWS KPP, XEHHNIZFEERE. BRINBER
T, CloudTrail i REBEEEH,

AWS App Mesh f$77E App Mesh 2 HIFEIRELLFAEESEH, BX App Mesh i REIH AWS
App Mesh 24| P ERAER TR CloudTrail , 2 AWS App Mesh APl £,
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://aws.amazon.com/cloudtrail/pricing/
https://aws.amazon.com/cloudtrail/pricing/
https://aws.amazon.com/s3/pricing/
https://orc.apache.org/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake-concepts.html#adv-event-selectors
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-lake-manage-costs.html#cloudtrail-lake-manage-costs-pricing-option
https://aws.amazon.com/cloudtrail/pricing/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/logging-management-events-with-cloudtrail.html#logging-management-events
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_Operations.html
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App Mesh E4 R4l

EHARREBEMARRVEMNER , BEAXMERG AP R4E, RIENBHATE., ERSHBEN
{58, CloudTrail BEX#HFRLH APl BHNE FHERRE , RtEHFT2REMFEIRF LM,

LR RBIERT ERZStreamAggregatedResourcesi®4ER CloudTrail HER B,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AKIAIOSFODNN7EXAMPLE:d060be4ac3244e@5acakte@67bfe2418",
"arn": "arn:aws:sts::123456789012:assumed-role/Application-TaskIamRole-
C20GBLBRLBXE/d060be4ac3244e@5acate@67bfe241f8",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"invokedBy": "appmesh.amazonaws.com"
1,
"eventTime": "2021-06-09T23:09:46Z2",
"eventSource": "appmesh.amazonaws.com",
"eventName": "StreamAggregatedResources",
"awsRegion": "us-west-2",
"sourceIPAddress": "appmesh.amazonaws.com",
"userAgent": "appmesh.amazonaws.com",

"eventID": "e3c6f4ce-EXAMPLE",

"readOnly": false,

"eventType": "AwsServiceEvent",

"managementEvent": true,

"recipientAccountId": "123456789012",

"serviceEventDetails": {
"connectionId": "e3c6f4ce-EXAMPLE",

"nodeArn": "arn:aws:appmesh:us-west-2:123456789012:mesh/CloudTrail-Test/
virtualNode/cloudtrail-test-vn",

"eventStatus": "ConnectionEstablished",
"failureReason": ""

},

"eventCategory": "Management"

£ < CloudTrail FSHAMEER |, 1521 (AWS CloudTrail BF#ERE)Y £/ CloudTrail & &N E,
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-record-contents.html
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Y EIE R AWS App Mesh

XEXEE : AWS S EFEERERTUTRENEIRRS AWS App Mesh, IAERAFTHR | AWS
AREPETENBNLRERIEHE AWS Cloud, BERTRENIEEEHERMER EHATH
i, BEARUTEINRLEBHNEEMS AWS RS AN, BXRBERLANESES | B2
FHIERIFAQ., BXMMNEBERFNESR , H5H AWS REHIBEAMGDPRIEE X E AWS £2
BE,

HFHRERFNEN , RNBWEHITRF AWS K EFEHEHZEMNABF AWS IAM Identity
Center 5% AWS Identity and Access Management (IAM), X# , ®MNAF RIREBETH THEIREAT
ZHNR, BRNEBUEBEBIUTHARRIPHKIE

« XNBNKFERZESORIE (MFA),

- EASSUTLSEZ&fE AWS REMWRA. BANEE TLS 1.2, BWEMA TLS 1.3,

- EAAPIHTIREMAFESIICTE AWS CloudTrail, B CloudTrail iR E S AWS JF
3, BESEEHAFH CloudTrail #13%F AWS CloudTrail BF#g§m.,

- EFH AWS MEBEMRRAR , UREDPWFAERINZZEH AWS RS.

- FAESRIEEZERS ( HI Amazon Macie ) , EEBIF AT MR Z47E Amazon S3 FEVBUR

o MRFBEFRINEE FIPS 140-3 K RIFHINZER AWS BEHTITRERAPI , ERAFIPSHH
R. BXAHAFIPSIHRMNESZEFEE |, S REKIDESLIERE (FIPS) 140-3,

BITRZIBWEN N HNRESRBRBER ( WEFEFWE TR ) BRARZHEHBERXERE
B (WMBMRFER) . XBIEHRER App Mesh S E AR & AT AWS RS EREFIA , API, AWS
CLI, = AWS SDKs, EATEHNFRZIHEHABRANEAFERPRANTABERTESAFIT RN
W A&, WREAURLEASPRSSHFREM , BRINBUBUEBTFTEEHRETEEREL , URLURIEEIT ZR
SERMER,

WHE =

8 App Mesh B , I ERIEL W INE,

A NE

RNBERT , E0IZ2H App Mesh BLE R FHSIMER
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-trails.html
https://aws.amazon.com/compliance/fips/
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&5 P I

App Mesh BRFZ i [ERIZHTTPSIY. Envoy XEF App Mesh Envoy BB RS 2 BINFIBEEH
KT MZE, MREEEX Envoy KIEH App Mesh Envoy EE RS 2 B BB EHITFIPSEMME | N
AILAEA Envoy REBRB[HBNWFIPSER, BXEZEER , 52K Envoy 5.

ELTRANBRZANEET2NE , EXEREFTBETMEWEZHE,

EMHEIIE AWS App Mesh

ETHRRERTRESHIINNEE , BZHAWS RS “BeaR XX OHEE"" , REEFERX
BHEMITR. AWS RS AX—KREE , BSHAWS &M HIAWS,

EAMERA TRE=HFIHRE AWS Artifact. HXESER , BSEPH THIEE" BH “AWS
Artifact,

BHEMER AWS RS TN S TAEBR T ENHRENHRBME, RLOFANENBRUARERNERNE
Mo AWS RE T U T HRRKAEY IS

« ZEEEMMHREANTVER — XEFBREEIHOTRMIEE , HEMRTHEXEEM E AWS 2
BUZEHMNEAMENERNEHAIFENS R,

« 7£ Amazon Web Services LH#H{THIPAAZ £ 5EMEN — RE R PR T K LR WMAER AWS
REIZBHIPAARFE R U NARRF.

® Note
F3EFE AWS iS5 ABAHIPAARE. BXEZER , BF2H (HIPAARERMHN RS S
£,

- AWS EMRIRAWS — Lt TEENIEmE s ER TEMENTLMAERX,

« AWS EFEHEE —NENAETHRTEREEN, XEERLETRIPPWRESE , AWS RS
HHEmMH BB S MERE (S REEERIVESEARMRER (NIST), XFFTLRLFEEZERS
(PCIl) FMEBrFRE(LALR (1SO) ) WREHEE

- EHAWS Config Ff & A & 35 A HLN T4 B R — % AWS Config RF BN R REEESZ K
EELFERIPRE, TAENFER,

« AWS Security Hub— X AWS RS Rt 7T EAIBRLRSHLEIE AWS, Security Hub B3 %
SERGITEEN AWS BRAREEERFERETUNEANRERER, BXZTIEHERSEEAHHS
& , 21 Security Hub B4 2#,

EMMERAE 214


https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/quickstart/?awsf.filter-tech-category=tech-category%23security-identity-compliance
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/architecting-hipaa-security-and-compliance-on-aws.html
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
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« Amazon GuardDuty — BB EEEN AWS IKFIREF R B FETENBREED , 5k AWS Bk
S RMNEN ISR, FRNBEEDIRNEEREM. GuardDuty AIARBIZHEZRTMEMMEER
PCIDSS , flin# 2 R LESMHEREMNEN ARRMNER,

« AWS Audit Manager— X AWS RS A AR B84 s it AWS SEAER , M fai{bXUBS & 38 LA K
EMMITALFRER S HME

YRR ERZ 2 AWS App Mesh

ER—EERS AWS App Mesh , % AWS £IKMEBELLEWRF . BX AWS Z2 RS AR 1
AWS RF EMRBNEE , BZHAWS =22, EFAEMRELTSNRESERIRITEN AWS IR
5, BSH S AWS ecurity PiIIar Well-Architected Fram ework A9 B At 1E FERT o

WA LAER AWS EX AP FEE M5B App Mesho BEFRARATZIFUTAR :

- EREZRE (TLS), RAIFE TLS 1.2, BIWMEA TLS 1.3,

- EEEERRRZMNBZBEN (), 0 ( Ephemeral Diffie-HellmanPFS ) = ( Elliptic C DHE urve
Ephemeral Diffie-Hellman ) . ECDHEAXZ IR KL ( 40 Java 7 RESHRAE ) HZHFXLEEN,

s, HAERTFRIZS ID MEIAMZERAXBKNAEFTRZANBERHITEE, HE , EUUEH
AWS Security Token Service ( AWS STS ) £ R IEAT R £ EIERITBER#ITESE,

BT LAVPCE IS fF App Mesh BB R EAEZEOVPCIEHE R RUE LN L EIRR. BEXEZELR , BSH
App Mesh #0 VPC i & (AWS PrivateLink),

App Mesh #0 VPC iz < (AWS PrivateLink)

& T LARF App Mesh BELE A O VPC i S LA KE Amazon VPC L 2R, OMKMH—
D RBMH X AWS PrivateLink , ZBARELREEBFERAFLE IP it FAZ 5 R App Mesh API,
PrivateLink &8I S VPC 1 App Mesh 2 [B1 89 8 I 4% 7 2 BR %1 21 3 I 2h R 4%

‘“?%L?‘TEE% PrivateLink , {B BRI IEIXBEM. B* PrivateLink f#E0 VPC KixT S ESZ(E
B | #ESEE S HR RS AWS PrivateLinko

App Mesh #0 VPC xR K EEEM

£7 App Mesh IR B#EO VPC Iwm K28l , HEELTEM :
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https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html#what-is-privatelink
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o WMREM Amazon VPC ZREEBRMNXx , H BEBNESEMawslogs BERSEFE HELEH
HEE , MAAGA CloudWatch CloudWatch BE#IZERE D VPC KT R, BEXEZER |, 55H
Amazon CloudWatch CloudWatch BERFEEF N B E5# DO VPC KigT 'J—'_'Eﬂéﬁﬁo

« VPC &inT R AT AWS BXigiER, BRIEITRIE App Mesh k& APl A E — Xig 62
=1

« VPC % = {0 ET Amazon Route 53 X1 Amazon I2{t#) DNS, IR L HFEFH B/ DNS , AL
FRAZHEDNS #k, BEXEZEE , H2H (Amazon VPC AAFIER) FH DHCP i&INE,

« KiinZE| Amazon VPC i R Z £ A MM A TR O 443 ER B VPC IFAE FRRI/E NERE,

® Note

Envoy E#EAXZFEE @ VPC im <M iim LUREE (Hla0 , ERARS AR
com.amazonaws .Region.appmesh-envoy-management ) k#Z &% App Mesh B9 15
8] o

BXREMEZFDMERS , HS005E 0 un 2 oA XE0E S ST E O in RS MRS,

7 App Mesh 820 VPC im R

=7 App Mesh fRF 812 VPC Im R , iHEA (Amazon VPC AAF{ER) FMEIEE Dma
2. com.amazonaws.Region.appmesh-envoy-management JiE3ZZ| App Mesh #/22  Envoy
EERSH Envoy RELLK com.amazonaws.Region.appmesh MR IEIEE RSB Mo

(® Note

##3 7~ App Mesh X3 AWS Xi ( flflus-east-2EEREP ( BZBMN ) XiEH XigFRiR
o

REET LA App Mesh BIXEH App Mesh EX O VPC xR , BIEAIBELERNEAN
XEHPHWMEATAXKEE — MR, ETHEMEHED VPC LigT < iﬁ@ﬂ&‘fﬁﬁ[ , B
Fdescribe-vpc-endpoint-services &35 H AWS Management Consoleo flan , LT SR E £
XERI (BZBM ) XiZAEE App Mesh #0 VPC sm LT AXSE

aws --region us-east-2 ec2 describe-vpc-endpoint-services --query 'ServiceDetails[?
ServiceName=="com.amazonaws.us-east-2.appmesh-envoy-management ].AvailabilityZones[]'
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/cloudwatch-logs-and-interface-VPC.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_DHCP_Options.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#vpce-interface-availability-zones
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#vpce-interface-limitations
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#create-interface-endpoint
https://docs.aws.amazon.com/cli/latest/reference/ec2/describe-vpc-endpoint-services.html

AWS App Mesh AriEE

aws --region us-east-2 ec2 describe-vpc-endpoint-services --query 'ServiceDetails[?
ServiceName=="com.amazonaws.us-east-2.appmesh’].AvailabilityZones[]'

AWS App Mesh AV FE L & BE

AWS£ IKREM R ESAWSXHMATAXHE, AWSKERMUSANEYE LMY BRENTAKX , X
ETARKBIERK. FHESATRESHNEGERE—E. MRATAK , SFSLRITMREETH
Xz BTt Bs RN REXBHNNARFNRERE. SEANENHSMREFOEMIREHEL |
TAXERESHN AL, REENTT BE.

App Mesh EEZA AT A XIZ TR BIEARE A ABRS T AE. App Mesh ATELB SR M EHIZITIRR
TENZEHIEMREE , FAENREBIREFARZIEL,

AWS App Mesh BV RIERE

App Mesh REEBEFRERMD. ELERNTEMRENTEERZ G, FOBECME,

H Y B = AR 0 3 AWS App Mesh

App Mesh HHEIEE M Envoy X Docker BesHE % , 2R GRS —R£ZE. App Mesh R EH

BRI HIREFMEREAN T X BESMG# T84, ERIZEERBZE] , App Mesh £1R#E App Mesh Thag
E£MEFHH Envoy RIEBRRA,

QL INEIEW RS T e R BN R RREIRA . LT R ZE KRB ZIRA

840364872350 .dkr.ecr.region-code.amazonaws.com/aws-appmesh-envoy:v1.29.6.1-prod
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App Mesh #BEHEBR

AREF O HEHRBRESBRURSEA App Mesh AL BRI E BB, ERBUTHFEZ— , EFZ
B E N RAESSEANE L EE,

£

 App Mesh HIEHEBRRESEEE

« App Mesh & & M FEHEBR

- App Mesh I EHEHERR

 App Mesh SR RRE

« App Mesh o] ¥l 14 % FE 5 B

« App Mesh Z£HFEHERR

- App Mesh Kubernetes #EEHER

App Mesh ¥ FEHFBR B £ 5%
BNBWEBEAREB THRESSE |, HEBRERA App Mesh BHiE 2§ 8] &,
B A Envoy RIEBEEFRE

Envoy REMT —NMNEERERE , ZBUUEAZAERAIEENSITHRE , ARNITHMOEEIE ,
FlanEREZER, BXEZEE |, ESH Envoy XHEFHWEERME,

MREERIEE Envoy Blf , MEBRKIMBERT , EBIRK|ERO 9901 LT EARES
£ App Mesh 1R EHEHERR RRHMNRAH | ROIEEIKK URL 277 http://my-
app.default.svc.cluster.local:9901/,

(® Note

EERAKERNRBEELAHRERM L, i, RIMNBWEEREBRRIBAE ,
XL BB ENVOY_ADMIN_ACCESS_LOG_FILE ¥FREFZEERINRE RN /tmp/
envoy_admin_access.log.
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https://www.envoyproxy.io/docs/envoy/latest/operations/admin

AWS App Mesh AriEE
/8 F Envoy DogStats D SE R UAT 1T 4R HI 5L

A LA Envoy REEE N EIE OSI 58 4 BEFE 7 EREURNBHABZTRRNRITHE. aREKE
BRER T WAERFIEREBE CloudWatch 3EF: 51 Prometheus. Z KM ZEWSINER T ERAX LS
IHEE , BEMENARFNXERITTHIERE —NEFNALE 0] LAAS BY & F R #th 12 i (8] B H B51A1T
No. BXEZEER , HSRFEHILS# CloudWatchig#s# Prometheus 3X#4,

BB RE P E NS BKEE DogStats D $E#rDogStatsD ZE, Bk DogStats D WEZ(E
B , #5 DogStatsD X #%, ZAILATE A pp Mesh IR EIFIEAREIE 2] AWS CloudWatch $EFREYE
~, HFRAEE T Amazon ECS ERtHIAES., GitHub

BHFRAE

HBNEWERRAHE F‘E?Ll*ﬁ MELMNX EWBEE , KNEXNARFZEERNRENFMHE
B, BEXEZEER | E30 Envoy XEHMNIFR BRIDF. XEATEEEXOSIE4EZNET7TER
BITANEHAEESR. -_—LM’FEFH Envoy BYERIARE AT |, RATSAE A LT @B ATiE BB Logs Ins ights %
#r iR CloudWatch B&o

parse @message "[*] \"* * #\" * * % % x % & % x % &0 3g GtartTime, Method, Path,
Protocol, ResponseCode, ResponseFlags, BytesReceived, BytesSent, DurationMillis,
UpstreamServiceTimeMillis, ForwardedFor, UserAgent, RequestId, Authority, UpstreamHost

EMAEF=HREF F A Envoy i A Higxk

BANBWEMESRESR N Envoy REHN BERFIZRE RN debug, @ik B AT LUK BHIRTE R By
App Mesh Bt & AR BN 78 2 5112 5 [\ &,

MREERNR Envoy 85 , MATLUEE ENVOY_LOG_LEVEL SRBETEF AERFRE N debug,

(® Note

BMNBWAEEZHRERER debug K3, FRBRENdebugX BN A FISFK , HF B ATRE
S AE M B 2| B FF CloudWatch R R B E K B AL A

H{REA Envoy HERIAE A , fRATSAE A AT 8B @@ Logs Ins ights 2 #T %2 CloudWatch H

70N .

parse e@message "[*1[*1[*]1[*] [*] *" as Time, Thread, Level, Name, Source, Message

/2 F Envoy DogStats D SR A TR EIE 219


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html
https://prometheus.io/docs/introduction/overview/
https://docs.datadoghq.com/developers/dogstatsd/?tab=hostagent
https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs/howto-ecs-basics
https://github.com/aws/aws-app-mesh-examples/tree/main/walkthroughs/howto-ecs-basics
https://www.envoyproxy.io/docs/envoy/latest/intro/arch_overview/observability/access_logging
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
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£/ App Mesh &I E #5312 Envoy KIEER

BAVE S IE Envoy $84F control_plane.connected_state , #{® Envoy fR¥5 App Mesh
BREERBEEURNSHERR. EXEZER , FZHEERSS.

App Mesh 1% & FEHEBR

REBIFMNE T BIEIRE App Mesh B AIREBEIHF WL 9] &,
Fo;E1RE Envoy BRESE %

FER

£ Amazon ECS & # |, BARBIUTHEIREE, LT EEHH Amazon ECR ## ID M##ulgEaH
IAE , EFEURTEMNBD Amazon ECR 12 FEFIREIA MR %,

CannotPullContainerError: Error response from daemon: pull access denied
for 840364872350.dkr.ecr.us-west-2.amazonaws.com/aws-appmesh-envoy, repository does
not exist or may require 'docker login'

BRRTT B

ia“'ei%?]'_\IETiﬁFﬁ WESIITABTNE Amazon ECR BfE , bR EMNFM EHIRE Envoy BER5%
1% FL45 12K Amazon ECS EEMESHITAREESTSUTFHN IAM K -

{

"Action": [
"ecr:BatchChecklLayerAvailability",
"ecr:GetDownloadUrlForLayer",
"ecr:BatchGetImage"

1,

"Resource": "arn:aws:ecr:us-west-2:111122223333:repository/aws-appmesh-envoy",

"Effect": "Allow"

1,
{

"Action": "ecr:GetAuthorizationToken",

"Resource": "*",

"Effect": "Allow"

}
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https://www.envoyproxy.io/docs/envoy/latest/configuration/overview/mgmt_server.html
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WMREH RIBIRBER |, HERGitHub 32 H R REXR Su AWS pport,

To =3 E| App Mesh Envoy BIEIRS
fER
&K Envoy REB T EIEEE| App Mesh Envoy BEERS ., BNED -

EERIEREIR

TR At

&N App Mesh Envoy & I8 R 55 i =B Hi 45
« gRPC 1%

9SS

BREM Envoy RERGRIEKRMSEFAE VPC iHs , FEZHNZEEHATFIRD 443 LR HER
E, App Mesh A%F Enoy BEERFSHRIEBRETEREESE (FQDN ) #&X,

# App Mesh Production Endpoint
appmesh-envoy-management.Region-code.amazonaws.com

# App Mesh Preview Endpoint
appmesh-preview-envoy-management.Region-code.amazonaws.com

B ERAUTHSARE EMS WiERE, X4[ Envoy EEBREA£ZE—MNEREZEH gRPC EFXK,

curl -v -k -H 'Content-Type: application/grpc' -X POST https://
appmesh-envoy-management.Region-code.amazonaws.com: 443/
envoy.service.discovery.v3.AggregatedDiscoveryService/StreamAggregatedResources

MRLBRFELEEE |, MRRES Envoy EEBRFHIEZERE. ERiH gRPC HXHER , 55
Envoy 5 App Mesh Envoy B RS W EZNEIRARBIRIA,

grpc-status: 16
grpc-message: Missing Authentication Token

MREHEBPARBER | EERGitHub 3 H B AREX R Su AWS pport.,

FoiEE#EE] App Mesh Envoy BERS 221


https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/troubleshooting-setup.html#ts-setup-grpc-error-codes
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/

AWS App Mesh

RAriEmE

Envoy EMFF 5 App Mesh Envoy BEEERSHIERE |, HE REIR

AEIR

&1 Envoy RE T EIE#E T App Mesh Envoy BEEBRS HBWEEE, &8 Envoy REEZEZEWMT

FIRKIBERE,

gRPC config stream closed: gRPC status code, message

BRIRTT B

ERZBERT , BERNEERD NiEHEEMRE. TRIETEAERBEINKZRERL gRPCIREK

B, HRRMERTE,

gRPC R

0

R &

R HE T FF 5 Envoy B IRS
HIIERE,

RABIMEIwmR (BT R
MR ) REXBRARZ

o

Envoy REBLRINITIERE |, 6l
WiEREE| Envoy BERSHK
RHEXER

447 App Mesh &IRE Envoy
REHERN 7 K RFH R
SPREM,

FRRTT R

SREHE, App Mesh BR&
W FF B RSB E Envoy
RERER, Envoy FEFE
BEHARSEWBEN.

FHEREERR Envoy BLE |
HREEEHMRERDN App
Mesh BIRIVAERIE 7o TR
&8 App Mesh BRIRSHA
AWS %R ( it AWS Cloud
Map 5% Z=RIZK ACM iE$ )
£, FRRXLERRFE.

BSHURETEERT App
Mesh F1H fth R 55 #Y 48 Bi SR B
FHAE IAM KBS |, X
Bt BN E R B9 Envoy R IE T iE
 Envoy BEERFH IAM AF
RA/E,

B BRIANK F B8 SA & a0l
REMBEFNESFEER , S
¥ App Mesh BREBRE,

Envoy EH#fFF & App Mesh Envoy BERREHIER: | I REIR
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gRPC IR REH BRATR
16 Envoy RESEEMH AWSE ¥R Envoy HEEHWEIE ,
BIIE I, ALLUER IAM AP SR A G®E

EE AWS RS, tR Envoy
BEER 1024 SRR
MIRRA v1.24 K2 BikRA

My Envoy FEFE—EHE
B #24136 TAEREUELE, 3
Envoy RItERERS AT ,
MAEREXMER. BB
HEAREBIEE Envoy H
ERRABBNARA libcurl
function was given a
bad argument”3R¥iALL(H]
i, BEERBWEE , HAHR
E| Envoy fxZ< v1.25.1.0-
prod HEFRZA,

B LAE A LA T EiEN Amazon CloudWatch Insigh ts & X B Envoy REBHPRASRBAHE

filter @message like /gRPC config stream closed/
| parse @message "gRPC config stream closed: *, *" as StatusCode, Message

MBEENEREETFTE , RECHWRNEDRARR | HERIZHGitHub [,
Envoy ReERiETRIAKRE., g RN WIERE RN KW
R

I&H Envoy KEEFE Amazon ECS £%. Amazon EC2 E4I5k Kubernetes B8548 (pod) FREITIRRN
KRELW, Flin, S#EAUTHSER Envoy EXEAHE , BEREINIRETE LIVE,

curl -s http://my-app.default.svc.cluster.local:9901/sexrver_info | jq '.state'

BRRTT B
LT RIS RIIK , EEBURT Envoy REIREAVIRES.

Envoy BRETIRARE. BEARNSERERN KK 223


https://github.com/envoyproxy/envoy/issues/24136
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/AnalyzingLogData.html
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here

AWS App Mesh AriEE

« PRE_INITIALIZING 5% INITIALIZING — Envoy XEE M KRZBWEE , & T EM App Mesh
Envoy EERFEENRERE, Envoy EEHEEN AEQWEIRE Envoy EERFHNEIR. B
KREZEER , BEE Envoy EWiFF S App Mesh Envoy BIEREHIER | HEREIE FHEIRX
K,

 DRAINING : Envoy RIS HR#ERERE , SUEKN Envoy EESRME LR /healthcheck/fail
= /drain_listeners &R, BRIEFEVFL LB Amazon ECS 5. Amazon EC2 L4
Kubernetes B854 (pod) , BN HRINNFBWNEEEERE L IARXLERE,

MBEBHEBAREBR | FEEGitHub 2 H B HEX R Su AWS pport,
MAEEERZFIFBRSLNEITRARERK
ER

BRETRARERMERN /AN EHMBE[LSITRLRYE , ERMAE T E R DN & R LEVIETT
KRR E R

RS

ERILFA |, BERATES

- BRSEHNERIAXKNZLEESENETRAREREBNHO LHAWERE,

- FEAREFIFERSTRIRERBLM—1T ; flW , KEEH VPC NEVELR2 1,

- MRBREEARBTREEZTRAKE , RNBUESENARFPRIAZTRARERS ; 5l
|, /ping for HTTP, X AT#&{R Envoy VB REE B AR F ST MNARIGE S HE.

- REFEFMENDE , BUSHEXNELST REAEMRENBMATEIGER. EXEZERE , HSH #
MRS E .

s MRBEEAEURKEEZTRARE , RIVEBEWERMNEAFGEES | HIEE LMK 0T 255
O L3T TCP R TLS BT E, X# A AR E K MITEs B sh H R FEZIEE,

MREHEBPARBER | EEERGitHub 3B H B AREX R Su AWS pport.,
ERMATEZSIRO 1024 REDBHE
FEIR

FBHELMXTEZHRO 1024 RENDWHE , BEZIHOS KT 1024 BHRE, Flw , FRUATHGS
& Envoy S it HIEH KB —NIESE,

MABHEERZI MK IR RS TIRR R ERY 224


https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html
https://aws.amazon.com/quickstart/architecture/linux-bastion/
https://aws.amazon.com/elasticloadbalancing/features/#compare
https://aws.amazon.com/elasticloadbalancing/features/#compare
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/network-load-balancers.html
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
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cuxl -s http://my-app.default.svc.cluster.local:9901/stats | grep "update_xrejected"
B2 EBEPERIRUTUTXEANXE , HRTERER KA :
gRPC config for type.googleapis.com/envoy.api.v2.Listener rejected: Error adding/

updating listener(s) lds_ingress_0.0.0.0_port_<port num>: cannot bind '0.0.0.0:<port
num>': Permission denied

FRIRTT B

ERRIEAB  ARXEBENAFEZEES linux Zh8E CAP_NET_BIND_SERVICE, EXEZEE | &
ZH (Linux BF A FM) FHIPEE. ECS EFEXNSHHM Linux ZHM Kubernetes XHFHIRE
AERIhAE,

/A Important
Fargate A fEA KT 1024 Wix O {E.

MREH EBPARER | EERGitHub 3B H B AREX R Su AWS pport.,

App Mesh E Z = HEBR
AREBIFMNA T BEMER App Mesh HEIZRT AJ LB EI A E R,

TEBEAMTE A RS HY DNS & 75

AEAR
BN ARFEEENC EEZ HEZENELIRSH DNS &5,
PSS

XE—NBHEB, BEXESZEL , B35 “ VirtualServices HEZEEH A A" 5 FQDN GitHub [A]
B, App Mesh FIVEERIIRS T B N ERMEH. REELRSEMHRPE DNSAERK , HENH
BFAUBTEMRSEM , Envoy RAREBEERFIGHEAZMENA B Wik, ERRLRAA  BE
EAISETRE IP it (FI20 10.10.10.10 EEARSZEFS ) A0 DNS A 185, U THRET AR
Hn DNS A ig% :

« 1£ Amazon Route 53 A | IR ZHULBHNABREXFEHRNER

EE 225


https://www.man7.org/linux/man-pages/man7/capabilities.7.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/task_definition_parameters.html#container_definition_linuxparameters
https://kubernetes.io/docs/tasks/configure-pod-container/security-context/#set-capabilities-for-a-container
https://kubernetes.io/docs/tasks/configure-pod-container/security-context/#set-capabilities-for-a-container
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
https://github.com/aws/aws-app-mesh-roadmap/issues/65

AWS App Mesh AriEE

- ENFARRFASEMN /etc/hosts X
. EEEEWNE=) DNS RS eEH

MBEWEBRAR | HEBGitHub 32 HHERER Su AWS pport.
ToRE R B AR 55 JR i
IR

BHNARFEEEELT A EEXNERNEBRS ZILER, SHEIEEN , EEARETEX
W, AENNARFNAERE , BRITELXKBIFER HTTP 503 MBARBE.

BRFR
MR ARFRATEERE (KIRE HTTP 503 WR{RES ) |, BHITUTIRME :

- BREVITERECRENTE App Mesh BLE A,

« XF Amazon ECS , FHREEAHENNKERE, HXE end-to-end %k , EZ 1 App Mesh #l
Amazon ECS A7,

« XF Kubernetes , BIEL G#h EKS , iHHERE Helm L3 7 H#EY App Mesh 2#lIgF. BXE
ZELR , iFZH Helm Hub L&Y App Mesh 2 HIZ R #HiZ : BB 5 Kubernetes M N FAEFMIEE
o

- WFLEE EC2 , FRRBREMTARIE App Mesh FEMIL I# EC2 £6Hl, BEXREZER | &
S EHRS.

- BRELNITERS LIZ1TH Envoy B85 B2 BZHEEE] App Mesh Envoy EERS, B lERE
FiZPUEH Envoy ST HIEREIAIX — K control_plane.connected_state. BEXEZER
control_plane.connected_state , BZRBEHRFERE P KT Envoy REIEEE,

MR Envoy RAIGEBENERE , BEKRMITEEBMNRERNMERE , HZH Envoy 5 App Mesh
Envoy BB RSSMIFFIERE | HM EEIRXA |, DURRMFEZENERER,

MERNARFEZBEREAMHZR HTTP 503 WRAHRE |, Tt TRE !

- BREEEZENEURSFETREH,
- BERELRSFRMAD (EORBESRNEATR) .

« £ Envoy fE8 HTTP RER , MRFLEFZE OFREEN Envoy Kt HIERHR A
cluster.cds_egress_*_mesh-allow-all M3IEEHEY B I , BRA Envoy R AIEER B IEHER

TEERIE MRS G iR 226


https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/appmesh-getting-started.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/appmesh-getting-started.html
https://hub.helm.sh/charts/aws/appmesh-controller
https://docs.aws.amazon.com/app-mesh/latest/userguide/mesh-k8s-integration.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/mesh-k8s-integration.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/appmesh-getting-started.html#update-services
https://docs.aws.amazon.com/app-mesh/latest/userguide/troubleshooting-best-practices.html#ts-bp-enable-envoy-control-plane-connected-state
https://docs.aws.amazon.com/app-mesh/latest/userguide/troubleshooting-setup.html#ts-setup-grpc-error-codes
https://docs.aws.amazon.com/app-mesh/latest/userguide/troubleshooting-setup.html#ts-setup-grpc-error-codes

AWS App Mesh AriEE

HiER, filter_chainsXARERHATHER T FEHBNELRS BN, RITEVIEE A KERR
SRS RMEBMENELRS BT , BN Envoy REBE HMELRS S 5 HtE DRSS #
1TEfE.

BXEZER , FEHAELERS.
- BE Envoy REAEFREEHAUTEMERER
* No healthy upstream: Envoy REZHEHRINELT OXBEAEMETNIRR , XEBXR
ERMETEENRRS. BREGEUTRNBRFSAANEZTRIREREER,
MREHELF BEEREURSHIEPNZRFSHNIEREN , HRR SEUERSEREIT SR
HIERF 503 i, REBFERESEN , HE T HTTP IREB FHIESHTRE,

* No cluster match for URL : XRARERHMEMRFZRENFEREELBRHFRUABTTE
SCE AT B8 B PR E VAR AEER RS IR EC A 52 By . B W REEEM HTTP ERIRKIER , BHRMER
BNARFHNERZEDZIFNRA,

« No matching filter chain found : X1R AJRER &I To 3R O 6] KE Bl AR 55 & 35 18 5K B 1 BX
., BARKENARFNEREAELEHRI LIEENMEERD.

R B RR | EE B GitHub 2 A BB Su AWS pport,
To R B ERAR S5

AEIR

BN AR EERETIME 2RSS , #180 amazon. coms
RRFER

BINBERT , App Mesh FAFMNMEARANARFEIMEZMEMBE NN HIERE. ERASHNER
SHERE , AMMNEM

o REMARRIRAY U SRR IREN ALLOW_ALL, LIRER R FMEAREMNARFSMNERANE
B #R IP th it #1TEE,

- FRAELRS. ELKAEE. BRAFMELDT I MEFHOABRSHETEE, i, EXHERSH
TEH# example.com , A LABIE—NBE N example.com WELARS |, iZE A3 A ES A B8 BT
FIERERIEE) DNS RFAIMEN BN example. com BYEE BT R

MRENEBHRBR , EERGitHub 32 H R BREK R Su AWS pporto
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7oEE R R MySQL 5 SMTP ARS585
R

HAGTRFTEBE R ( M#E EgressFilter type=ALLOW_ALL ) BWHIGHRER |, SlanEAELT =
EXH SMTP BRS5E55 MySQL $iEE , BN ARFIERENAK, Al , LT R2ERERE MySQL
R S5 28 I AV 5 iR E B

ERROR 2013 (HYQ0Q): Lost connection to MySQL server at 'reading initial communication
packet', system error: 0

PSS

XR—NEeHEE  aESEER App Mesh FEBIZAK 1.15.0 RESHARER, BXEZEER |, 55
75583 App Mesh #E# 2] MySQL GitHub B8, <FrAHIILEEIR , EENH App Mesh EE%E’J
Envoy F Y HH 5T 85750 T Envoy TLS Inspector (1833885, BXEZELR , S5 Envoy X
B TLS Inspector, R BEIRENETF IR XIXNE— A?&ﬁ@%ﬂﬁlﬂ%% S TLS, 18
2, EMySQL #1 SMTP A , REH[/LEEZERFREE—MIESZ. BXMYSQLHWEZEER , BS
5] MySQL XHEHHEREF. HTRFB[|AEE-INEES , ALIEBERERK.

ERFEEH Envoy RAFRLEIR |, HRITUATERE .
o WMRIEH App Mesh &5 Envoy lRAH 1.15.0 RESMA , E2F MySQL, SMTP, MSSQL 4k
TRAR S5 B4R H RN AR R R B T S Y S R

- WRIZH App Mesh 8% Envoy IRAETF 1.15.0 , EFi% 0O 3306 FMEIEH MySQL RS HIEF
FRAPPMESH_EGRESS_IGNORED_PORTS & , H#ERNEHATF STMP Wik O,

/A Important

BARVHE SMTP %O 2 25, 587 M 465 , BERRARMARMEEFERANED , MAE2L IR
APPMESH_EGRESS_IGNORED_PORTS =N O,

BEXEZER , FZHEHEA T Kubernetes #R%5. Amazon ECS WEHRFH L S EC2 WE
RS o

MR R FBARER , VAT LAREAFEHRBEEFERAINBGitHub REFNERHER , HEEKR Su
AWS pp ort,

TosEEREE MySQL = SMTP RS 85 228
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ToEEE R App Mesh RER N TCP R AT S EUEE 2L 8% FH 25 RY AR SS

AEIR

& R ARR F TR E B A App Mesh PortMappingiE X 1 #) TCP LR BH R ik
RRBE R

X2—NEHAE, BXEZER , HSHEEHREE—wOLHNZ) TCP B Wi GitHub, HTF OSI
% 4 Z[ Envoy REBIRHMNESFERSE , App Mesh BREITATFEERN TCPNZ N aHBRAER
—MNwH. NRRTE TCP REEREBAIFAERREF , BITUTERE

- BERAB BN EERAME RO, WREERAELNXABFREHEREHEREMRS , WATAERE
PEEHRERD , MEFEEXRERAINENT R ENKO, X8, NARFIEELREARED £
FriZE#E , ™ Envoy REAHEFERAELT RPEXHI®A

- WMREKEN TCP WBEIRE MySQL fRSS2R , NEFEMEMET TCP MMl , RFBHEEESEMZ
LR EE —HBIES , FS A TEEEES MySQL = SMTP AR5,

MR R BARER , VWA LAREAFEM KB EEFERAINBGitHub RBERIEFAHER , HEEKR Su
AWS pp ort,

P DD EE 2 B AR B 9 R H0 Y LR SR S5 T vim Y AR S5

R

BRI RS BT KX R R EM BT R ERIEENELRS EIHE B 1.
BRR T

WMRIE RN KIEEIRTE App Mesh APl REIER B R , NIEHE ATREMN R E R MR H vt s se e &
EiREN ALLOW_ALL, HHUMEFHIEEZERN ALLOW_ALL B , BN ARFAENSEEBE N (B
i) PR HEERFRETZNARFREN B IP #hit,

MREZIRENERENBHEEN BN , FERFHUETIEIREREN DROP_ALL,

(® Note

R B M U R 2R E 2 F I M R Y PR A BT R
FliZegress_filterADROP_ALLHZ A TLS FiEA T IE AWS HH HIERE,
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MR ERYEBIARER |, EERGitHub 12 i BB SR Su AWS pport.

LUREERSEEUT QRMER 503 1F , REBERQXW , HERHTTP IR

&

AEAR

BHNARFN -SRI ERTEREBEAELT QIEHEMIFEM R AFEUENENRS K. £
AELEHFREREBRRELRSN , FRTa2KRK.

BRRTT B

XR-—NMEARE, BXESZEE , BEHLENEMRSHENT SERENERNRE. GitHubf
RELT QENELRSREEN , EREZEEFEELDRSNES REANMRIANERRE, Mz
T, ERGRHREHREATEEERRE , RAVElRFHBERRNEM.

BERLAEMT QEHREFRABNER , FRAEL MR READ , ATEHRBA L EEEHARK. &
KD NARFERIAMNEMTE , HSHApp Mesh &ESKE.

MREHEBPARER | EEERGitHub 3 H B AREX R Su AWS pport.,
To3EE SR Amazon EFS XHR &

AEAR

£/ Amazon EFS X4 RN BBEE Amazon ECS 58t , RES T ERBS , HAHEILLTEIR,

ResourcelnitializationError: failed to invoke EFS utils commands to set up EFS volumes:
stderr: mount.nfs4: Connection refused : unsuccessful EFS utils command execution;
code: 32

BRRT B

XE—NEHEE, 2R , EFNS Amazon EFS #9 NFS A £ ETSHHEMAES
BaizEl. WAEBEINREEBRHE Envoy , KT 2E1T. BTFEHIRFHEREE , NFS BEFiHE
EEREE| Amazon EFS XHRE , S5 twLEREsN. EffRILFEI |, B Amazon ECS FFE LMK
BRE+HEgressIgnoredPortsiREMEFIRPAMIHO 2049, BEXEZER , B5H RERE.

MREH EBPARBER | EERGitHub 3 H B AREX R Su AWS pport.,

HEMRSEELNT QEMHERF 503 it , REFRAKXK , HE TR HTTP RESH 230
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ERERINARS |, BEANFERREIE Envoy BViEE B, BRERICFEBIER
th

AEIR

REGHNABRFIEREMNARFABERIZER , BREATEERR BEPEIEANE
R, BATEHE Envoy REWREREBRFEIEANER,

R B

XE— NEHEE, WEESZEL |, B35 Github £ iptables MNZE BB, Envoy REREHHE
MRNEMT R EERMTHRONALRE, MMEMEMREONERESNSET Envoy RE , BEHRIHE
EEWERS. AT Envoy REEBRSHALRE K SEEFELATRARSRENER —HOL
0107 6

WMREH RIBIRBER |, HERGitHub 32 H R REXR Su AWS pport,
EARBRANIZEHTTP_PROXY/HTTPS_PROXYINEZ 2 T EIRTAE T 4,
R

% HTTP_PROXY/HTTPS_PROXY i E N INELX E0T :

- FEENFHRAREFASREAT App Mesh , XX %] App Mesh BRS & & ZE B9 SRIFM Envoy
sidecar HTTP 500 3R {548 1%18 KL,

« £ ENHH Envoy BESE A T App Mesh , M Envoy sidecar X BB ERFF LB
HHTTPHTTPSKERS 2R , MIRTEE LT ETE,

BRFR
NFNAREFASS

App Mesh BIZHEER LHES HEYHREET Envoy R, HTTP_PROXY/HTTPS_PROXYE: & @ IF A 287
ERENESFTENNSRERBEEZLITAN. Envoy NEEERE , BB FERAABRERERE
Mg RE,

MREREFFEIEMEHRE , FIRE NO_PROXY N BIEMIEH CIDR/BRZEIE, A i £ M EUHY I
B, WRBIFTR.

NO_PROXY=localhost,127.0.0.1,169.254.169.254,169.254.170.2,10.0.0.0/16

EERYRS , BEANBERREIE Envoy BHE BE, BIERIZRIERP 231
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3 F Envoy &BE :

Envoy TXBBEARE, RINTRUEEXLTE,
MR EPARBR | FEERGiItHUb 2 HEBREER Su AWS pport.
BIfEIRE T B HEVERTETE , EiERt AT,

SR

ERALTEIE LT R -

- BE , BEMAKRE LfFERER IR,
o BT QTSR ARGR FAVERN ME LB |, BEN2WE EifFERER IR,
PSS

EfFEAT 156 WWSHERERMRIDTH , B5F B HE B M EE LT QYT 25 4 3l 18 72 e B 18]

MREEENRABENATRIAN 158 , THRRENNAESENENT SAVMITEREE 7 &t
[, B2 , MREFENEEEIETRAENE , WA LLARERELT QeVErtE, AXIRE
BT QABHETINESEE |, BSRENT SMEH.

MREHEET EAKH , WK B REMEENFENHNALATFRET ERBARUCEELE
BAENNRAERAM, S, COERRTURDZRAEERRE. SXFSEL , H5H%
%

MREH RIBIARBER |, HERGitHub 32 H A HREXR Su AWS pport,
Envoy BIE T HTTP $&i=xHi5 K,
FEAR

FFBES M EAFHIIE ST (NLB) XEMFTAEER , Envoy B HTTP 400 43R ER# TN, HEMNE
& Envoy BER , BII2EFR .

« FHiBAE:

dispatch error: http/l.1 protocol error: HPE_INVALID_METHOD

- HRBE :

ENERE T IR BAaTE |, EFERB LB, 232
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https://docs.aws.amazon.com/app-mesh/latest/userguide/routes.html
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w_ - HTTP/l.lﬂ 400 DPE 0 11 0 _n_monm_nown_un o oun_un on_n

BRIRT =
fRIRTT R NLB By B #4815 EZERRE B IUARE 2 (PPV2).

FB®ANLE , A App Mesh 13 HIHRE 170 E £ F X FE LT R Envoy £33 PPv2, 1R
&£ Kubernetes £ AWS fAE #2312 HI25208 NLB , BEIFUTEMHRENREH
PPv2 : false

service.beta.kubernetes.io/aws-load-balancer-target-group-attributes:
proxy_protocol_v2.enabled

BXNLB BREMMNEZFMAREE , BSRAWS AETEEREFIERIER,

MRS RIBIARER | BHEEGitHub 2 H A BB R Su AWS pport,
7o3% IE B IS A,
FEAR

BIEEEAT SMmiTss EEE 7 EaE , FEEEMT RERNIKRE LEE T BN , ENERDLE
15 B AT,

BRIRT B
BREWSIRF IS EBNELRS.
MRENRIBHARBER |, FZERGitHub 12 H A B R Su AWS pport,

App Mesh 48 1k 5% ¥ fF &
REBMFANE T EHET R App Mesh 1 AT ALBEIR 3 L,

MELT //ELDMINEIART RBE 50 MA LR , EEXBARFETRR
RERK

AEAR

T EBE BB, 233
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LI RE T S/ERRXHBIAEE (420 Amazon ECS £55. Kubernetes &34 (pod) =
Amazon EC2 k4 ) B ZE| 50 L LBt , Envoy SFTHY A H BT EEEIZ21TH Envoy AR SREZTRIRE
EFHRAM. MEMNTRU/EEMXREREN T HENARFFHEIERAVWHE R HTTP RSB
503,

R B

App Mesh 33 &N LT SU/E LM <BY Envoy 2RV BRIABLE N 50, HIEFEIZEITH Envoy BERET
LCECERRY , FTEY M ZH B IEFEIZ1THY Envoy T EBiE gRPC RS 8(RESOURCE_EXHAUSTED)E # %
App Mesh #J Envoy BB RS, XNMERFATUIRES. BEXEZEER |, BEZH App Mesh FRZEFREI,

MREBWREBARBR , EERGitHub 32 H R RELR Su AWS pporto
S03HERXRFRwm/AKFE@AT BIHEAT BT , BRESKMK
ER

HRmEMRSEOYT RRARY B , RETHENARFHNERSRKRY , 3 HTTP 503 ERIRES
B,

BRRT B

App Mesh #E T LM A ERERFHEE R , AKETBNARF. BXIAR; LXLHENIFME
B, 555 App Mesh &1{E3EE,

MBREBHEBARRR | FEEGitHub 2 H B HEX R Su AWS pport,
EHFRIBMWIERT , Envoy B 28 KR4S IR A5
FER

EEREART , Envoy REA T2 B4R (Linux BHA® 139 ) MARR. Envoy #HEBSEEWT
B,

Caught Segmentation fault, suspect faulting address 0x0"

fRRTT B

Envoy RETWAEER T RIERZEHEIA nofile ulimit , Bl — MR — XA TG BRENRE, X
MRERETRESHTESHNERE , NTERETINNRERERE, EMRALEE , FEMEVER
EZR S LW ulimit nofile B, MREFEAHR Amazon ECS , M A LUBNES E XM FFRRFNHZE LM
Ulimit 1% & R B Rt BR &l

S03HEMRS FIRAFAAT BRART R , BREKK 234
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WMREH RIBIRBER |, HERGitHub 32 H R REXR Su AWS pport,
RN BURBY 18 b0 ok Sz MR 7E AR 55 BR F
FEIR

M App Mesh FRMBINRHE | YEEERSBAN , FETLRBER,
BRI

BARMKETHORS , BES DATATE LR,

MR AB IR R | EEEGitHub 12 HAHRBER Su AWS pport,
HTRENSTRIKRERR , NARRFBER.

R

NELDTRBEAZIETRARER , STRIREFRANKELE M. HTENAEFRHAZETIR
REREBRANKREAKEN , NARRFBER,

FRRTT R

BRAEHETRARER , T ( BFR ) B8 Envoy IR @ LEERH (kS ) HENER
RIFETRRER , LEBEBRARE, Bt , STRAREERNHEHEN number of client
Envoys * number of server Envoys *active health check frequency.

ERRERE  FEWSTRARERNBNINE | IFBDESTRIRERNENEE. RT EFE
TRRKRESN , App Mesh BRAFRZEERNEENFAZTIRIRENFR, ERAREELNKRE
& AT B AR FEE LR 5 x x W R B BR4F E E Lo

WMREH RIBIARBER |, HERGitHub 32 H R HRELR Su AWS pport,

App Mesh B 14 # P& BE BR

REBFMAG T EE App Mesh TILIHE 5 T T ALIBEI 0% A,
ENEENMNARFEN AWS X-Ray Rk

R

&7 App Mesh IR AR AR TE X-Ray #H A= API HE R X-Ray REREE.

BRI B IR A9 38 B0 R e BRE AR 55 BR ) R 235


https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
https://docs.aws.amazon.com/app-mesh/latest/APIReference/API_OutlierDetection.html
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/

AWS App Mesh AriEE

BRIRTT B

E7£ App Mesh A X-Ray , XAMIEWEEEAHY , USRI AEF. sidecar BEFH X-Ray RS 2 ]
WIBE. BRITUTSREIA X-Ray EEWIRE :

« ¥R App Mesh E#L17 SIS KRIZE RN TCP,

- BRESHWNARRF—EIBMN X-Ray BEFAF UDP i O2000H LA F B H21T. 13378XE%
E8 , 51 LK Amazon ECS X-Ray =4l GitHub,

« #{R Envoy R EABER. NREFEHMNE App Mesh Envoy &% , N AILUE HRETEIRE
HNYFENABLE_ENVOY_XRAY_TRACINGIMEZ EIRIE N1 HIF XRAY_DAEMON_PORTHRELZEIRE
7200035 A X-Ray.

- MRBFEAEMSTEIESH SDK ENABEFREBFARN X-Ray #HT TR , FIRBENESERBR
HEEEH,

- MEFHENMENERHEELER , 5EE X-Ray RessAEHREBFESR , HRBEERZSPWIE
S 1TI84%E AWS X-Ray, BXTE App Mesh FREERK X-Ray WEFMUEEE |, EZHFE X-Ray 5 App
Mesh £,

MREE RIBIARBER , HERGitHub 12 H RBREXR Su AWS pport,
7o3ETE Amazon IEFRREFE RN ARERFH Envoy CloudWatch 1E#x

AEAR

YR7E App Mesh FHI N AR F & B MIERK H Envoy RE LK CloudWatchigE#x.
RRAR

£ App Mesh F{E CloudWatch $8#rAT , XFUEREEZNAH , LASRIEM Envoy RE,
CloudWatch X3 sidecar 1 CloudWatch /RS Z BIRVEE. BIMITUTZEREIA Envoy REH
CloudWatch $E¥riR B IEH :

- BREFEABHZ App Mesh B CloudWatch KEM G, BXELEL , HSH LM App Mesh
CloudWatch X3 GitHub,

- BREBFEABENFERRBAEBRESE T App Mesh B CloudWatch KE, EXEZELR , H5H
E# App Mesh CloudWatch £ GitHub,

- MRFEWFAENBEHEEZER , iHEE CloudWatch RERZHEHESEEEIR , AR
CloudWatch RIEHFEHEBR PR IES HITRE,
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WMREH RIBIRBER |, HERGitHub 32 H R REXR Su AWS pport,
To7EN AWS X-Ray IRERELE B E X REMN
ER

BN ARFEEMEA X-Ray IRER | {BETCE R BEREERERN,

FRIRF R

BT App Mesh Envoy B BIF X317 X-Ray REHELE , Rt AT AR RS Z,
MRER Envoy lRAN 1.19.1 KESHRAE , B LUEF LT EDL,

o B{UEEXRHR | BEH Envoy B85 LM XRAY_SAMPLING_RATE REZXE, ZEMIEBEANNTF 0
Mz EW/NE1.00 (100%). BXREZFELR , BZH AWS X-Ray £,

« E} X-Ray tracer BLE ALK B ESCREFHN |, HFEH XRAY_ SAMPLING RULE_MANIFEST &

BEZBISTE Envoy BRBEXHREPHXHRE, BXEZER , HSH (AWS X-Ray FRARE
) FEYRAEAN,

MREE Envoy BRARETF 1.19.1 , BHITUTEE,

« f£/ ENVOY_TRACING_CFG_FILE SMEZEXRERRER, EXEZHFER , BZH Envoy ILEE
2, BEAENREFEREHE A RERN, EXESEEL , HSH Envoy Cay B E,

« ENVOY_TRACING_CFG_FILE ®REZTEM B E VIR ERE E R :

tracing:
http:
name: envoy.tracers.xray
typedConfig:
"@type": type.googleapis.com/envoy.config.trace.v3.XRayConfig
segmentName: foo/bar
segmentFields:
origin: AWS::AppMesh::Proxy
aws:
app_mesh:
mesh_name: foo
virtual_node_name: bar
daemonEndpoint:
protocol: UDP
address: 127.0.0.1
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portValue: 2000
samplingRuleManifest:
filename: /tmp/sampling-rules.json

« BHX samplingRuleManifest BMHPREMNFERENFHESR , FZSHEE X-Ray SDK for
Go,

MR BB EBARER |, EERGitHub 12 H BB SR Su AWS pport.
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AEFFMAN BT B App Mesh 22 i TESEEIM % R A,
ToEBE TLS B iR REEE I FimE RS
R

HELT /RFNELRS ERAIN TLS BERWREN , SZERNERESANK, ZXEBERERS
KERER , BREAMHAE R HTTP 503 M {ABA4ESIREL - upstream connect error or
disconnect/reset before headers. reset reason: connection failure,

PSS

NEERTWRARRER , RIMBWER Envoy REH#EBERBEBELHAE, EXEZELR , 5
B FEFAEF A E R E A Envoy iR HEIER. FAUTIHIRRKBEEZEIVNER :

- BEBR TAEEIENRS Ein PRENER , BRERIREZEHND.
« £ Envoy #EEAEH , ERUATHEIR (12FEFRES ).

TLS error: 268435581:SSL routines:OPENSSL_internal:CERTIFICATE_VERIFY_FAILED

ZERTRERAMU T — NS RIS B
o ZEBARA TLS FFRKBETIPELMERMANE 2 —ZE,
- ERTEER (ETH) .

FEEZ AR (SAN) EiERE DNS EHE T TE,

- BREFRBRSEENIEBEN , HEN TLS B mRBEESHN —MEBMRNHESL , FE
RHEPENNINE ERZEZE (TLS),
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https://docs.aws.amazon.com/xray/latest/devguide/xray-sdk-go-configuration.html#xray-sdk-go-configuration-sampling
https://github.com/aws/aws-app-mesh-roadmap/issues/new?assignees=&labels=Bug&template=issue--bug-report.md&title=Bug%3A+describe+bug+here
https://aws.amazon.com/premiumsupport/
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s MREBWBNBRETHEMNEIREL , WRRZEREESES Envoy REHBERZZENAERF.
KEFRER , Envoy LRI BEFTAEXET(L , IXKE Envoy T EBZERENK L, EEUT
ANREEES , BR AppPorts BENARF EEMITH ERE.

upstream connect error or disconnect/reset before headers. reset reason:
connection failure, transport failure reason: TLS error: 268435703:SSL
routines:0OPENSSL_internal :WRONG_VERSION_NUMBER

MR B R B AKREER , BEEGitHub IR H BB HE R Su AWS pport, MNBBIANNECRKITERER
EZXS App Mesh WEEMBER , FEFAWS REREIER.

NMARFIRE TLS R RERER R iRE RS

IR

MELARFMFRM Envoy RERE TLS £FR , SEHELRSHEZL KM,
RS E

XE—NEBHEE, BXEZEE , FSRYEER . TENARFMN LBEREZAWN TLS s
GitHub A8, £ App Mesh # , B8IX# Envoy REXE TLS , EFXENAEFKXE TLS, BEXE
Envoy LA TLS X8 X# , BENARFHER TLS £IF, X# , Envoy AJiEEH IEERIRL |, 3
BE TLS 2EFERERIMEMNNEN, BXEZER , F2H FHRELZE (TLS).

MREEBIARMR | EERGitHub IR H F B HELR Su AWS pport, MMREBINNESRKIATRER
XS App Mesh W Z &M H LM , FEFAWS RERERERE,

ToEMT S Envoy REZ BREZIEEFEA TLS

AEAR

FHNARFEEEUT QEEMMXMmTEE LB A TLS &1k, EEFRK TLS FFmK LEHA
TLS B3 , BERETEM S Envoy REZHNEERBT TLS BN EHITH,

R =R

KB HPELHLSBRERT Envoy EEREM Envoy FiHER. AXBEEXENANLY , B30H B
F Envoy REEEEAE M /5 A Envoy DogStats D SER A TIEREH. NEREEN , L TEITRA
EATEERME,

o XFH#IT TLS & LERY Envoy X2 :

BMRABFRE TLS NEERERSGREMRS 239
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- FAUTHSEAREHE Envoy BEEH 5| TLS iEH,

curl http://my-app.default.svc.cluster.local:9901/certs

EREMHEES , BNERNEDL—1%H certificates[].cert_chain IEE TLS iR,

« BERAENTRAKDAGEERS SSL BF MM ELESFEMMN SSL 2EHRTLMEE , AT
~las = M5 H TR

curl -s http://my-app.default.svc.cluster.local:9901/stats | gxep
"listener.0.0.0.0_15000" | grep downstream_cx_total

listener.0.0.0.0_15000.downstream_cx_total: 11

cuxl -s http://my-app.default.svc.cluster.local:9901/stats | grep
"listener.0.0.0.0_15000" | grep ssl.connection_error

listener.0.0.0.0_15000.ssl.connection_error: 1

curl -s http://my-app.default.svc.cluster.local:9901/stats | gxep
"listener.0.0.0.0_15000" | grep ssl.handshake
listener.0.0.0.0_15000.ssl.handshake: 9

cuxl -s http://my-app.default.svc.cluster.local:9901/stats | grep
"listener.0.0.0.0_15000" | grep ssl.session_reused
listener.0.0.0.0_15000.ssl.session_reused: 1

# Total CX (11) - SSL Connection Errors (1) == SSL Handshakes (9) + SSL Sessions
Re-used (1)

« XFHIT TLS RiEEH Envoy IR :
- FRAUTHSHRRERE Envoy BBEH 5| S TLS SEE,

curl http://my-app.default.svc.cluster.local:9901/certs

BMNIZTE certificates[].ca_certs TABEELDL—1%KEB , EREXE TLS HiE A TR
BIRIE RIS,

o WIRARINEETEiRERNHIEEKS SSLEBFAMMLEESEFHMN SSL 2ERZLMER |,
AT Rl dn M5 H T Ro

cuxl -s http://my-app.default.svc.cluster.local:9901/stats | grep "virtual-node-
name" | grep upstream_cx_total
cluster.cds_egress_mesh-name_virtual-node-name_protocol_port.upstream_cx_total: 11
curl -s http://my-app.default.svc.cluster.local:9901/stats | grep "virtual-node-

name" | grep ssl.connection_errox
cluster.cds_egress_mesh-name_virtual-node-name_protocol_port.ssl.connection_error:
1

ToERTS Envoy REZ RIMEREIEEMEA TLS 240
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curl -s http://my-app.default.svc.cluster.local:9901/stats | grep "virtual-node-
name" | grep ssl.handshake
cluster.cds_egress_mesh-name_virtual-node-name_protocol_port.ssl.handshake: 9
cuxl -s http://my-app.default.svc.cluster.local:9901/stats | grep "virtual-node-
name" | grep ssl.session_reused
cluster.cds_egress_mesh-name_virtual-node-name_protocol_port.ssl.session_reused: 1
# Total CX (11) - SSL Connection Errors (1) == SSL Handshakes (9) + SSL Sessions
Re-used (1)

MRENFBDHARER | FERGitHub 12 H F B R Su AWS pporte MREZIANNBCSRIATRENF
AT App Mesh WE£MBEEE , FEFAWS FRBREERE.

{# F Elastic Load Balancing BEB&

FEIR

SHEENARFARSERIMFZ ARG ERUMBEUT QEUREN |, EENASEERESTIRR
KRETRERXKXMK,

FRRF R

NEERBHREARR , BFEREUTHE :

o XTFHAT TLS L IEHY Envoy RIE , BFEHREMEEH IR, AF , BfF TEELY TLS FMHE
BOEEZREIRERRS PHS R,
- WFAEESR K BEEEFATIEHSIMNEE TargetGroup:
« #{RiZ TargetGroup i O SE LT SUE LAl VT8 im O A TEL
o WFBE HTTP MRS KE TLS EZENNAREFAREESE , AN TargetGroup
MBOREN HTTPS, MREEFASTRARE , FHEARS HealthCheckProtocol &RE R
HTTPS,
« X¥FBES TCP MRS K TLS EZENMNZAHITEEE , BHARN TargetGroup MIIRE
N TLS, MREEFEAZETRARE , BRI HealthCheckProtocol &N TCP,

(® Note
ERIE# TargetGroup HFEEE XK TargetGroup &,

EBRES , SNARHEERMERARMELS Envoy REMNIER N ENRSRMHE T 2EE,

& F Elastic Load Balancing #EE} 41
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MREEBIARMR , EERGitHub 12 H F B HELR Su AWS pport, MMRLINFBESEKIM T LLR
TR App Mesh N Z £ M BER , HEBAWS WEHREIER,

App Mesh Kubernetes #FEHERR
REBFMNE T E Kubernetes REA App Mesh B AT REIE EIHY E I [B] &H

£ Kubernetes H 8|22 Ky N A M #& 5 IR TC7EE App Mesh AR E|
ER

R E R Kubernetes BE L EIRE L (CRD) €12 T App Mesh BIR , ER HEFEA API &Y |, &4
BRRBREMAMEHRFATN, AWS Management Console

fRRTT B

BER R 2 App Mesh B Kubernetes ISR HIE IR, BXEZER , ESH LW “BIEHER"
GItHUbo RERFEAEFRR T?EEH"JE%HH?"“%ﬂ%ﬁ%&ﬁﬂﬁ&ﬂﬁﬁﬁ%awe B,

kubectl logs -n appmesh-system -f \
$(kubectl get pods -n appmesh-system -o name | grep controller)

WMRENEBHRBR , EERGitHub 32 H R REXR Su AWS pporto
E A Envoy sidecar f§ , B854 (pod) TERITRAEFNERERE
ER

BN ATEFMN pod 2BIEHKINZET , (ERTE Envoy sidecar SE AR A (pod) fa , MENEHRERE
Fria KM,

RRTT B

BEREATEREFA (pod) B Envoy BEFE BN App Mesh #J Envoy BB REZ#H1TES . B LLETS
Z Envoy EWIFF 5 App Mesh Envoy BEEERSHIERE | HE REIx PHERKBRRIEEMASE R, &
ALERANUA TSR EHEXESEE (pod) B9 Envoy A&,

|_

kubectl logs -n appmesh-system -f \
$(kubectl get pods -n appmesh-system -o name | grep controller) \
| grep "gRPC config stream closed"
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MR ERYEBIARER |, EERGitHub 12 i BB SR Su AWS pport.

B34 (pod) AR IEM R EUHEM J L6 AWS Cloud Map
FER

& Kubernetes Pod 35k AWS Cloud Map fEA E4E AN —H o2 EHREMTOEH. B4 (pod)
ARERNE I H AR FRMURE  ELEBREMRE. HBHFH (pod) LR , EFRHNATEAREH
IP it HEHBHERERE , BAKT .

PSS

XE—NBHEBE, BXEZEL |, BSH Pod TiE7E Kubernetes R Ba1EM/ 5484 , HILE

B, AWS Cloud Map GitHub HHF Pod., App Mesh EE#l57 = F1 AWS Cloud Map &R Z [ #9 <

% , Kubernetes B App Mesh 2 FIZSAIRERTBTARIT HERTIR, Hlal , MREUT LR RELLE
HXBMARRA (pod) ZBIM Kubernetes FlER |, Bl & & £ X FER

BEMBIRE , FHRATUATRE

- BRIEZEITHEERT Kubernetes IR FTHRASHY App Mesh 12488,
- BRELT ZENLHH AWS Cloud Map namespaceNameHlserviceNamelE#,

- ERREMTIENLZE , BEAMEBRAMEXKNAERA (pod). MREBEEHBIRIHEWMLARZTAH
(pod) EEINT S MXEk | SR LA E App Mesh BRIIAESAH (pod) FEALLIZE 1T,

« MRFEBEMARAFE , FETUATHSREZFRASPREFEVRAM T B REERBEMNER.

kubectl logs -n appmesh-system \
$(kubectl get pods -n appmesh-system -o name | grep appmesh-controller)

- ERFEANATHTEREFRARE (pod). XARELXBRES FIE,

kubectl delete -n appmesh-system \
$(kubectl get pods -n appmesh-system -o name | grep appmesh-controller)

MRS RIBIARER | BHEREGiItHub 12 H A BB R Su AWS pport,

TSR E App Mesh BIREIARFA (pod) L IZE1T

AEAR

AER4A (pod) ARIFEMREUEEM H KB AWS Cloud Map 243
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https://github.com/aws/aws-app-mesh-controller-for-k8s/issues/159
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L IRTE Kubernetes 558 LIZ1T App Mesh B , RIER TTEBELEMN App Mesh RN THEAKDIE
BREMEIZIT,

RRTT B

Kubernetes &B284 (pod) BIRFEASHXBRNWMNEMEL T R#TER. EAUERAUATHSERE
LRIBEH (pod) EENAENEUT REHIZIT.

kubectl get pods --all-namespaces -o json | \
jq '.items[] | { metadata } | select(.metadata.annotations."appmesh.k8s.aws/
virtualNode" == "virtual-node-name")'

MR ER BB IARER |, EERGitHub 12 H BB SR Su AWS pport.

T ERERERA (pod) LAEE4S App Mesh BIRE1T
SEAR

£ Kubernetes 5£8f L1217 App Mesh i , BER T EAELEMNAERA (pod) LA+ AFEKIZEIT App
Mesh %R,

fRRTT

Kubernetes B854 (pod) BRFEASHRBKIMNENEUT RHTER, BAUERAATHSERESE
WARIRA (pod) K H M E LT REYE o

kubectl get pod pod-name -n namespace -o json | \
jq '{ "mesh": .metadata.annotations."appmesh.k8s.aws/mesh",
"virtualNode": .metadata.annotations."appmesh.k8s.aws/virtualNode" }'

MREHEBPARBER | EEERGitHub 3B H B AREX R Su AWS pport.,

2 imdsV1 /5 , &F Envoy 3£ 5 App Mesh Envoy EERFERE
FEIR

A IMDSV1 f5 , BF Envoy o35 App Mesh 2 #IE4R ( Envoy BERS ) BfE. v1.24.0.0-
prodZ B8 App Mesh Envoy MRA TR X 3% IMDSv2,

fRRTT B

TEWEREEA (pod) LEA App Mesh R IRIZTT 244
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BRERZANEB , RAUX=HFz—.

« A4 Z App Mesh Envoy MRZS v1.24.0.0-prod SiESRA , ZMAE IMDSv2 X #,
* FEIE1T Envoy BY3Ef) IMDSv1 LEFHEA. BXMER T IMDSvL |, E5 M A E X Tz iE
i o

- MRBHWIRSTE Amazon EKS £iz1T , BIUERARSKFH IAM &€ (IRSA) RREUEIE, EXB
A IRSA KB |, BSEBRESKFH IAM B,

MRENEBIARMBR , FERGitHub 12 H A B HELR Su AWS pport,
B R App Mesh 3} A Envoy /& , IRSA T EENAEFASR LET

AEIR

£ Amazon EKS #9 App Mesh 2 #2859 &5BY T , £ Amazon EKS £ /5 App Mesh Bt , Envoy
M proxyinit ReFEEARNARFAEEA (pod) . MARKFTEMRIZ IRSA , M2R

% node role., HERIERBEA (pod) WIFAEFEEN , BINSBINARFRASEFTREIE
AWS_WEB_IDENTITY_TOKEN_FILE 3% AWS_ROLE_ARN R EZ &,

FRIRTT B

WMRENT AWS_WEB_IDENTITY_TOKEN_FILE 5% AWS_ROLE_ARN R Z & | N webhook f #kid
BES4H (pod)e FTERBIXFHANEEFWEM—1 , webhook 2 HEEAEA .

reservedKeys := map[string]string{
"AWS_ROLE_ARN": "
"AWS_WEB_IDENTITY_TOKEN_FILE": ",
}

for _, env := range container.Env {
if _, ok := reservedKeys[env.Name]; ok {
reservedKeysDefined = true

}

WMRENEBARBR , EERGitHub 32 H R B REXR Su AWS pporto

BF App Mesh 33X A Envoy f& , IRSA TAERARFAER LET 245
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App Mesh i ¥ $E

App Mesh il S 378 2 us-west-2 i XI2MHA App Mesh BRFZ I INIFE4E, TKRITER /TTEITH?EH:'I
MIhgE , HEEFRMRA, HEEATMBIEPWINEER , LA LUEE GitHub REt&IR , HEE
EIEgEM TR AR, —BREMINEETRMEPEETENRE , #Enﬁk?)’ﬁﬁ%%ﬁ’\]%ﬁk%ﬂﬁﬁ,
REFAREERR App Mesh BRSS -

AWS App Mesh FlUSESUE B — BN A BRSS | PREZIREEATRIERR , REZREAWSEHRS ZRPEE
Lo BXNTRRTENSE XS AWS BT AWS RS ER ( LHE2BAMNIARRS S 5%
;) NAR , FEAREREN,

BTRXTFHREHFENTE L

r A= IniE ?

FEMER— N AHEBRFZHR , AFEEFRSIEER R A2 AXEIhgEHRMARE, FEM
ENRZSHASHEETIRRIRES . BALER AWS CLI, KBRS &R A AWS CLI
W SHANGSRARITRE, MKEIEAFRERINY HUEFEM%WE’J BR TR IhEE, &
A ™ App Mesh BRI R 15 , LAASBIEE{R App Mesh HREEFREENER, EWEEHAT
WITER | EHX L ThAERY SR I LABS B 28 E App Mesh BYZHAE | LAE RN LB IR HR TREML R A AR

%o

T %8 338 5 [E kR App Mesh BAF[E ?

T&RIHET App Mesh RS R EF K ET R 5 H.

FME App Mesh #I¥ERRSE App Mesh T 5738 BR 55

Frontend endpoint appmesh.us-west-2. appmesh-preview.us-west-2.a
amazonaws.com mazonaws.com

Envoy management service appmesh-envoy-mana appmesh-preview-envoy-

endpoint gement.us-west-2.a management.us-west-2.am
mazonaws.com azonaws.com

CLI AWS App Mesh list-meshes AWS App Mesh-preview list-

meshes (only available after

ARG ? 46


https://aws.amazon.com/service-terms
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adding the Preview Channel
service model)

Signing name appmesh appmesh-preview

Service principal appmesh.amazonaws.com appmesh-preview.am
azonaws.com

® Note
REXRFTH App Mesh £ RS R"OIFIH T us-west-2 X5 , BAEF=RSER S X E ]
. B3 App Mesh £ RS TAMEXEH IR , FZSHAWS App Mesh xS FELH, B
= , App Mesh T 458 RSN E us-west-2 iﬂzIXEIFHo

L0 1e] 52 FA 751 52 S558 AR Y Th BE 2
1. EANTREASMEMED A MEIERSHIRNE AWS CLI .

aws configure add-model \

--service-name appmesh-preview \

--service-model https://raw.githubusercontent.com/aws/aws-app-mesh-roadmap/
main/appmesh-preview/service-model.json

2. RIFZIHEER JSON RHIFIAWS App Mesh A ISR iRV BT |, BIBR 2 S 1% ZhAERY JSON X
o

3. EAMNM AWS CLI s S Man S AR IiZINEE, Bl , LA TSR route. json ####

HARRAHRARRH

aws appmesh-preview create-route --cli-input-json file://route.json

4. ¥ Envoy BEFAINEl Amazon ECS & EX. Kubernetes BEF4 (pod) M3B Amazon EC2 38
filest , £ APPMESH_PREVIEW = 1 AMANEEETE, T EMF Envoy Bl STKMER K

HITEE, BXANEEZTENESZEE , BSREH Amazon ECS FHVARS. E#H Kubernetes

P BRS LA Amazon EC2 ERIBRSS

AR PR T TSI R B9 ThiBE 2


https://docs.aws.amazon.com/general/latest/gr/appmesh.html
https://docs.aws.amazon.com/app-mesh/latest/userguide/
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/appmesh-getting-started.html#update-services
https://docs.aws.amazon.com/eks/latest/userguide/appmesh-getting-started.html#update-services
https://docs.aws.amazon.com/eks/latest/userguide/appmesh-getting-started.html#update-services
https://docs.aws.amazon.com/app-mesh/latest/userguide/appmesh-getting-started.html#update-services
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AR R 15t 2

BT LAE R App Mesh B4 B GitHub FAEFERIBUIR A RIE | ZRBEEE B B X 1ZIEER XY,

BHEEEZ KRN TS 5IE P RY KD 2 se iR I 15k 2

RAREPFRIEPRSI A BB RPN MERMET R, BRNTEEQTALRRIK A HENFZIIERHEER
MRz BEH 14 RWEREEH. App Mesh HBA Al g8 2 EERK 4 E ZhAERY R IR HARR

AT SE R T AR BRI FF ?

BRBMNBVEEER App Mesh GitHub B4 E BB RMERBNE RRE , BRINANEETEEH
BBFEEHRE  FELTRESAN—NENNTESLFEENRBE, N FXLERBE , £ EED
App Mesh Bl BA & 3% B8 F BB 44 R BR R AWS Support Sz fit & 15,

REMKMERS FNBEESEE?

B, MUMEEREIREEFR/IMBENE2HH.

]

BENEEN AN ZKEE ?

BALEFRSERERAME=1TR. MEIR=TX/G , BREEHH, RIHMERME, NREE=
TREZHUBREHM AR , WL2WE—% BadRequest 7% , WA S FH,

3 AT LAfE A IR LE T BoRAL EE T i STE

"‘—IJ«XH AWS CLI BB MERFSER XM SRMAXE—EFEH. BXxNAFEATIENES
BE , BZH WUEAMSHETRRINEE ? . BTFREEMA AWS CLI s FiET, AWS Management
Console, SDK = AWS CloudFormation £ AT METhEE, B2 , —BEREmMIheE X M B E~RS
B, BRAUFERREIER,

TR SIE APl £ BIFRAN ?

T2, APl ATRESRFERBEHITER,

K anfarfR At A% 2 248
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B ThEE 2 R T ?

T, #FH API FRAUEERTEEREIAWS Management Console, AWS CloudFormation B
AWS CloudTrail, FEEREEMKMEFRHNABEURFEELE LT , XEERFRLTH,

REBB R T SEIMIE T RERY X4 ?

Bo MBHENREX AT EEEFSXEF, fl , MRBRFRFNER KA ITEHE , WAXWOFE
AXEDNRNESFHAEIANBEERFXER, FIRHEREFICNRNETRIES A,

K 2] F13E T 53 55018 {7 B #E HE #T Zh BE 2

FEFRYESRIE 5| AFTTHEERTY , &71E App Mesh XA L IEFZHPRM—N&EH., B EHREFZRE
T App Mesh X #4125 RSS I2E, AL, BRI LAEF AWS App Mesh B4 B GitHub 774#
FERY e, HMUTHERSER JSON XHR A BB , SR/ HHN T EEEER N2
., BXRNAIGEABHEEENRNESER , BSH WAFERTRTUEFRIIHEE 2 .

HEARBEE DU BE B A R BN E RS ?

App Mesh 32145 5F B3 Z ThBE{N FE NG 4508 AP /] B AR EMIBR |, H1E App Mesh A4 218 F A7 N
—N&H, BALUEREFZNERITE App Mesh XH4F $£12F RSS RE,

FESNBIIRER B TE ? 249


https://docs.aws.amazon.com/app-mesh/latest/userguide/doc-history.html
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https://github.com/aws/aws-app-mesh-roadmap/issues
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App Mesh PR BR &

AWS App Mesh ESREBRHFER , BER—UW AWS RE , JitEMNFMUBEFTNERENR
T, RSBIHEHARE, BXELELS , BSH (RSBHFAFER) WA LE2RSREE ?

AfEA RS RIBNERKFTE App Mesh IRESFREAVE,
{5 AWS Management Console && App Mesh BRSFRET

1. i5IA https://console.aws.amazon.com/servicequotas/ , 3 FFIRZREIZHIA .
2. ESMBERKF , EF AWS RF.
3. MAWS ERFFIFRF , BRHEE AWS App Mesh,

ERSREAGIRS , EAUEERSRAEN. NANE (NRZETH ). AWS RRIARIAUR
[REERE AR,

4. EEFAXRBSRIMWEMES (MHEHR ) , HERERFE M.

EERESREA , H2H (REFRFAFERE) PRERRESRI.

£ AWS CLI £%& App Mesh RS BRE

aws service-quotas list-aws-default-service-quotas \
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