adws

AP IS
AWS AppConfig

Copyright © 2024 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



AWS AppConfig AriEE

AWS AppConfig: AF1ER

Copyright © 2024 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Amazon FIEFRFE L AR A BB FEMIE Amazon WERBRS , AR BLEAATRESIEEZFE
&, BRKIKS Amazon WA REH., PIEIE Amazon HEMEMBEIRO AR BFIEENMT | XL
FrE& T BEME T Amazon., 5 Amazon BxBk=iH Amazon #Bh , th AIEER 2 aNkk,




AWS AppConfig AriEE

Table of Contents

FEAR AWS APPCONTIG ? ettt ettt e te et et te et ee e e eseete et e e eneeteete e asestestennenearesteeneneeneaees 1
AWS AppConfig BEFIZRBI ...ttt 2
EF AWS APPCONTIG BITFAL ...ttt ettt neanens 2
AWS AppConfig BITAEIRIR ...ttt et te et 3
FEERBEFD AWS APPCONTIG «..veeceeeteceeeeee ettt te et e e ete st e e eeeenneresteeaeeseneereseenenn e 4
1] 9 <P 5
F N Y T oL07e YT T = v O 5
AWS APPCONFIg BIREN ..ottt ettt et et e e te e ens 5

DR NV ISR A o o1 0] o T [ 6
SERIREL AWS T oottt ettt e e e st e e e e e ee e es s e e e e eeeeeeens 6
elEE AR =y e o ) O 6
St - W L] R RRPRT 7
(AL ) BITEBIRE B EIRIUPE ClOUAWAELCH ..., 9

ST REERVZLCIRNPRREE CloudWatCh .......c.eoveceeeeeee e 9
SEB 2 BREFEEHRVUEBATEIRA IAM B CloudWatCh .......ooooeeeeee e, 10
IR 1K L o 2RO 11

CrALING ..ottt e e e e e —————— e eeeeeeeeeeeaaeeeeeeearr—————————————————— 12
TRIIEIE ...ttt et e ettt et et et et e e e e e e et et et et e e et e e eeeeeeeeee et eeeeeeneeeeeeeeans 13
S i =l VY =< = RO 15
BIETT B ZEIED oottt b ettt 17

BIZE AWS AppConfig BI TR ((FBHI B ) oo 18
BIEE AWS AppConfig BRI ATRE (BB 1T ) ceoeee oottt ee e e ee e e 18
L E 52 5= OO 20
BIZE AWS AppConfig FREE (FRHIB ) oottt 20
B AWS AppConfig IR (BT TT ) wooeeieeeee ettt n s, 21
£ AWS AppConfig BB ST ..ottt 23
S B A1 = = 24
B T B R AR B B ST ..ottt 27
B B I I B B S oo 41
B s = PR 52
AWS SECTEtS IMANAGET ..ottt ettt e e e e e e e e e e e aaaeeaaaeeeeeeeensanaes 52

B B e e e e e e 53

Tzt < RO 53
FRTE SLBIEBEIREE ...t et e ettt et et et e e et et st e e et e e et eeseteen s eneeeeaeenans 55




AWS AppConfig AriEE

Y B = < OO 57

B B B B ...........iveeeeeee e eee ettt ettt ettt e e et et et et et e ea et e et et e et et et ee et ee e e naeens 61
o= A g I TR 62

B B I B (B 7T ) ceoeeee e ettt e ettt e ettt et e et n e e en s 62

E Y oA 070 T [= o] o Y=Y T =Y 66
= g =l - VRO 67
S L T= YT o P 68
KTF AWS AppConfig BB EIRSS ..ov ettt 69
LR R 70
£ AWS AppConfig fCIE Lambda # BRBEEEHIE ..o, 70
M Amazon EC2 R R B BIE ..o e 122
M Amazon ECS Hl Amazon EKS BREEBEIE ..o, 133

8= e - =TRSO 143
AWS AppConfig FREBZRHITF E ...ttt e nnete e e e 152
BEIEREIBA APLIREUBLE ...ttt 153
B BRI B TR I ..o 155
-y 5 OO 157
KT AWS APPCONTIG TR oottt ettt et e s eas et e eee e enesreete e ane e 157
1S B E XY B I T R e 157
BB 2 :BET EBIEFANBITITIE oo 158
B IR = = = RO 159
FR4: BB EH IR BT T BRI e, 160
VAV SRR e E = = = = 2R 160
5 Amazon CloudWatch Eviently T BEREFF ..o oot 160

5 AWS AppConfig deployment events to Amazon EventBridge ¥ BEFME .. 161
5 AWS AppConfig deployment events to Amazon SNS ¥ BEFMME ... 163

5 AWS AppConfig deployment events to Amazon SQS ¥ EBREFME ...l 166
3 I =Y = 5 1 = RN 168
e == = = VYIS T Y o] o 107 T OO 172
NEEXY BEFBIZE Lambda BEEL AWS APPCONFIG ...voeeeeeeeeeeeeeeeeee e 174
FEENL AWS AppConfig T BIEEFELEBIIR ..ot 178
BIR B TE XL AWS APPCONFIG FB oottt e s 180
NEEXT REFCIE AWS AppConfig T RBIRER ..o 183
PATAABEENT BREFHVIRIE AWS APPCONTIG ..ot 184

N [ W O =% =1 = 2= - AR 184
R B R ettt 185




AWS AppConfig AriEE

B R N R E R B P EBEBRE R .., 185
HN1FMHTE Secrets Manager B B BB B ST ...oov e 187
=T v RPN 189
5 AWS AppConfig Agent EEERE BB ST ...ocooceoeeeeeeeeeee e, 193
FEFAAWS AppConfigERIEEUAE BB TIBEFRT ..o 195
£ GetLatestConfig APl B EIEENE AR INEE S oo, 197
p=E A B2 - R 201

T B e e e 207
= Qi SN L= RPN 207
AWS AppConfig FEIBRASERIEINER ..o 207

F AT S T o V7= 1 (= N | EEEPPRRR 212
TE B BTl oo e e 212

B B L .ottt e e e e e e e e e e e e e aes 212

LB T p g <. R 213
Secrets Manager FREAEEHE ........o oot 214
RiE AWS AppConfig ZBB ) Secrets Manager B4R BZNEIR oo 214

B e e e e e e e e, 216
ClOUATTAI BT ..ot e e e e e e e e e e e e e e e e eeea e 216
AWS AppConfigfE B TE ClOUATTAI .....oveieeieeeeeeeeeeeeee e, 216
AWS AppConfig i BIBIIEZEHF ClOUATIAI ....oveeeeecee e 217
AWS AppConfig I BEIBZEHF ClOUATIAI ....ocveeeeeeee et 218

TR AWS AppConfig BRESTHFZRE ..ot 219
1IBFRAWS AppConfig B F B T B HIIEAR oo 220

H CloudWatChIBBRB R IR ..voeoeecee ettt 222

B =] 7 < TSRO 223
AV S TR EB B e e e 236
.................................................................................................................................................... CCXXXVil




AWS AppConfig AriEE

4= AWS AppConfig ?

AWS AppConfigh BEAR S BB AT R BT A B RE, Z2BABEFRERNNARFT

R, MEFHELIBRE. AWS AppConfig MR T HEGEATME , RE T NAREFWEMYE , HEHE

FiRibfRRRE OB, BHEDERE , BUURLTAAFKMHNE , AEAMmEAFR2EIBH 6

28, HEXEERNEIE, BYREFRENDISEE , BUUEHRELSIR, LAFHIR, THRES.
FBRFARE , ARMTHMORERRE | URENX EF=HREH R E,

® Note
AWS AppConfig & AWS Systems Manager BJIh&E,

REMRABTRERTEE

ERH AN DR A MNREAEFRER A EENLRE, DRI EEEREEARETETHH
RITERERN  MARKBEZERMORTERS AN KT R . WEEREEEREBE CI/ICD
EEPREMEHNAFRBOTRARD, ERRMERN , AALEMRDERS , MEAFBERNQ
WM, BRZERE , ZREDAENXRITR  ZAMDERED , MEFERRBIEE,

BERNELZEINEE , BEENEANAE

AWS AppConfig 124t T A T &2 ThaE , AIABIEB R /5 A T setr S s E# vl 88 5 BN A2 FF MR RV EC
B HiE.

- BIRERF  ENEXBBEEFSRHE N , RIIBEFBREERELEEMEN LEBELIR,
- EPBRE  MEBRBELEBE/LHRIL/ N AR BT E LKA B E~RE,
- BEMBEZIER : AWS AppConfig& Amazon CloudWatch £/ , G ZENARFHNER, MR

EHNARFRERVEEEAMESTRE , HEZENRMA T CloudWatch FHIEIR , AWS
AppConfig 2BZIERER , URERAP X NARFAF N,

Z2 A BAVRER S EE

AWS AppConfig 5 AWS Identity and Access Management (IAM) £ , IR BRSHANE, EF
AR, AWS AppConfig X5 AWS Key Management Service(AWS KMS) R TINR | &
AWS CloudTrail ER AR THEIT, ERAZEF KM ZE , FIE AWS AppConfig &4 12§l 15 e 5 ¥
HRHAAEFERAZBRFSHASE - HLEFXMEIEN.




AWS AppConfig AriEE

AWS AppConfig i Fi 2=l

RENBERFWEENSTHRSMRFMR , B AWS AppConfig ZRHUTAHI , XL HIHET /-
BHESBR

. DRFSAR — ESRFRPRLMAES RAF DL NREBNTE , BUDDREL,

. NARFRE— BEGIANARFEE  ANEEFREFN X EEEN A HEH,

© AUHRBEMIFIR— EBBEFRE | A ARH SRV IRRE B LA EAF

- EPXEERFE — EMEIEARPREFCERENEFLEN -, SIUER AWS
AppConfig Sk EBEBF#TE AWS AppConfig FEEBLEZfE. AWS Secrets Manager, Systems
Manager S F# NI Sk S3 H R EHIE.

£ AWS AppConfig B #F4b
AWS AppConfig N ERA LR T AT -
- BB HNEINMELEE
AWS AppConfig ¥ ZIZMN LB TRE , \FRL AR ENNE, TERELUNE

B, AWS AppConfig 2t 7T HAfh AL FEURIEE &

o WTFEERIUE , LAILAEA JSON 249, AWS AppConfig £/ JSON KR E , LAREE
ERNFENARFER,

o X¥FiENEIE , AWS AppConfig AT AR A EHBR AWS Lambda BBRKEHL & R EIE.
- REE—HBERPHEBEXK

BIMNPOMIBEIBEEEXR , AWS AppConfig Bt T #H EEEN AR FHERE. AWS AppConfig
S AWS AppConfig RENEERE. RAEERSHHEIE, RAEHESR (SSM) XM
Amazon S3 FEMBE B, & LS AWS AppConfig 5 EC2 24l EHENNARFE. AWS
Lambda, &g8. B NARFD loT ®E—EFEH,

BT EEEE Systems Manager SSM Agent i E ftt Systems Manager TheEFTER IAM SEHIEE
X, XEKE , AWS AppConfig 5&A T IEFEE R,
- EFNMARFMASKEDUT

AWS AppConfig iz TP B ERHER BFR , MEAFHITEENERIESF LLE R B R
- BRENRAEFPIHEENR

AWS AppConfig 15 F 2245l 2




AWS AppConfig AriEE

A EE XERE R BHReT , AWS AppConfig AR ERBERBURZTARERERI, HERE
AWLEEHEENREFHEREEN. NMREFSIBRTEIRE , EUTUNEEEEXZWE K
SHENZBIRFEELR,

AWS AppConfig By TEJRE

AFHEMENSET AWS AppConfig I TERBM A %,
1. BEEESREENREFIHNEEER

EFF R8I AWS AppConfig #2281 , RIMNBWEBERBHEEEFEA AWS AppConfig SKzIZS
EENERERE. FHOFIFEUEREHTR,. RAFMELSIR, BETKE. RFREMITR
ANE,

MRENBEERFEELTFET =R , B LFA AWS AppConfig $iE, FHEMY RIhsed — S
LR EHEEE,

2. QIBN AEFHRZEAE

ZoEomaEn , FEUNE- N ENNARFH AWS AppConfig #9#. NARFRR —MEXH
F—RERVALRLER,

3. BB

N TFHAN AWS AppConfig NARRR , BAUEN —1NHZANKRE, RERBIFNZESA |, Hlm
Beta & Production EFH R AREF. AWS Lambda I RAR, Bl INBAREFFA
HE LIRS | Flans ATEF R Web, Mobile 1 Back-end,

BO LA BN ER E Amazon CloudWatch 1k, RAEHBOREHEKEER, NRMMLE
R, REFEREE,

4. BIRE & fF

BEXHITE - URI FI—PMEREXHERE | HiF URI A AWS AppConfig FE 7 L B 1k FIE
EHIE. AWS AppConfig XIFHHEE XHRE RSN BAENEE, HEEREEE XY
FEBIEF#EE AWS AppConfig FEMNBLEFEXH , URI Fi2 hosted, X TEHAKAEEX
%, WA LU BIEF#E AWS AppConfig FEEEL E 7% X E/5 AWS AppConfig R H AWS
BREH , W ERAEEBAREBREXH AWS AppConfig FFTR,

AWS AppConfig iy T/ERE 3



AWS AppConfig AriEE

BEEXMHETRES TENBRIERESF  UBREEHEFEEFENEL LEBER, EFKEHE
&Y , AWS AppConfig fE ARIERRFAMITRE., MRLNIMEMHER , BEFERI ZAHNEELR
=

5. MEEHEHSE

SIEHMEEN  NEEATAR

- NAERFID

« BIEXHID

« BERRA

- EEEPHEFRERENRE ID

- EBBREE D, AIENERERNEE

T StartDeployment API #&4E8+ | AWS AppConfig 2T TES :
1. FRAREXHTHNME URI NEEBIEFM# P IREE B HE.
2. FRAENERENHNEENRIIERF , RIIRERBEEEENEL LRRIER,
3. BFHERILR , MENAEFERKER, WEFEIRERNEHBHE,
6. REALE

A LU AWS AppConfig REEFELE R A 4 , HiLREE I AWS AppConfig LAURENEL B E

1. KEI@A StartConfigurationSession 1 GetLatestConfiguration AP| 4 , # EAEFE E
BiE. EREBE , FNARF2OA ENRSEAL HTTP A, AWS AppConfigRE X i
i AM, W LR RS E PR,

R & H B BI A 235 AWS AppConfig RIE | SBETLLE#EFA StartConfigurationSession H
GetLatestConfiguration API #4E , SN AREFEE N1 AWS AppConfig SAZREXEL & F #-

FreafEH AWS AppConfig
PATR 8RR AR Bh IR B 3£ A AWS AppConfigo

1£ Amazon Web Services YouTube $i8 F M EEZ AWS R 57,

AT B A LAR By &3t — 5 7 f## AWS AppConfig & HIhgE :

- EFAWS AppConfigZhgEFrE
« Wi AWS AppConfig Ih&E+s 5 FI R B BRI 1 B AE 3008

FrHafERA AWS AppConfig 4


https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_StartDeployment.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_appconfigdata_StartConfigurationSession.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_appconfigdata_GetLatestConfiguration.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_appconfigdata_StartConfigurationSession.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_appconfigdata_GetLatestConfiguration.html
https://www.youtube.com/user/AmazonWebServices
https://aws.amazon.com/blogs/mt/using-aws-appconfig-feature-flags/
https://aws.amazon.com/blogs/mt/best-practices-for-validating-aws-appconfig-feature-flags-and-configuration-data/

AWS AppConfig AriEE

SDK

BXHFET AWS AppConfig IEEH SDK BIEE , BSRUATHIR

*« AWS Command Line Interface
+ AWS SDK for .NET

« EAT C++ W AWS SDK

- AT Go ¥§ AWS SDK

« SERAT Java V2 B9 AWS SDK
&M T JavaScript B AWS SDK
- @A T PHP V3 #J AWS SDK

« EFAT Python By AWS SDK

« AT Ruby V3 £y AWS SDK

AWS AppConfig E#t

AWS AppConfig WENZRE TEEHEMNEERERRWIREREAEN R BRIMNEUER AWS
AppConfig RER&BILILH AR, BXRESLEE , S H AWS Systems Manager Efo

AWS AppConfig Bt#l

B2 AWS AppConfig i R MRS B HEA K H b Systems Manager BLZIIE S , HS 8 Amazon Web
Services —fi§ &%,

(® Note
BXTFfE AWS AppConfig BLiE W IRSHEHMES , FSH X TEEFEEIFMRH.

SDK 5


https://docs.aws.amazon.com/goto/aws-cli/appconfig-2019-10-09/
https://docs.aws.amazon.com/sdkfornet/v3/apidocs/items/AppConfig/NAppConfig.html
https://sdk.amazonaws.com/cpp/api/LATEST/aws-cpp-sdk-appconfig/html/namespace_aws_1_1_app_config.html
https://docs.aws.amazon.com/sdk-for-go/api/service/appconfig/
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/services/appconfig/package-summary.html
https://docs.aws.amazon.com/AWSJavaScriptSDK/latest/AWS/AppConfig.html
https://docs.aws.amazon.com/aws-sdk-php/v3/api/namespace-Aws.AppConfig.html
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/appconfig.html
https://docs.aws.amazon.com/sdk-for-ruby/v3/api/Aws/AppConfig.html
https://aws.amazon.com/systems-manager/pricing/
https://docs.aws.amazon.com/general/latest/gr/appconfig.html
https://docs.aws.amazon.com/general/latest/gr/appconfig.html

AWS AppConfig AriEE

®iE AWS AppConfig

WMRIEE RIZFEA |, FEM AWS K Hel2EERF,

SEMZRER AWS Ik
MBEEH AWS IKF |, BB TETBRERIE -1,
E3EA AWS K/

1. #TFF https://portal.aws.amazon.com/billing/signup,
2. ZEBE®LNHBAHRTERE,

FOEMET , FHER —BHE  EREARERENA - MRS,

HRGEMET AWS K, LR BIZAWS IKFRAF —1 RAFERGRIZKS RIFRE AWS
RS MARF. EANRLHESKK , FAAFIEERLRANR , A ARERARAFKKTEER
AP R RNES

AWS EFMERERELBELE—HWIABFERE, EEMIME , BEATLUBEHZE https://
aws.amazon.com/ FiERERWIKFREE YR NIKF R HEBEHIKF

SIEZEEEEHRNEBRNAF

AEME , FRIPENZSE AWS IKF AWS KPR AP AWS IAM Identity Center , /B A SI2EEH
P, XEERT 26 root AFHITHEES,

R IREY AWS Tk 7= 48 7

1. %3 Root A i AZK AWS IkF B FapfFihit , UIKFFIEENSHEF. AWS
Management Consoleft F—W £ , i AEH L,

EREERABAFEZAHENER , F58 (AWS B AR PHERF BHER,
2. AEMBAFBRZESHRIE (MFA),

BXRUEA , FSEIAM BAFEETHN AWS K- RAFSEAEL MFA R% (BHE )

SEMERER AWS TK 2 6


https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://docs.aws.amazon.com/accounts/latest/reference/root-user-tasks.html
https://aws.amazon.com/
https://aws.amazon.com/
https://console.aws.amazon.com/
https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html

AWS AppConfig AriEE

tIREAEERENRIAF

1. J3 A IAM Identity Center

BXHEEA , BSE (AWS IAM Identity Center FAF1§8) S A AWS IAM Identity Center,
2. £ IAM Identity Center 7 , AP R FEEIHRINR,

BXREA IAM Identity Center B & N S RNHE , 25 (AFIERE) 1AM Identity Center
B A B9 A BRIAREELEAWS IAM Identity Center A P 17 R4 R

UERERBRNRNAFSHER

EE A 1AM Identity Center A B0 %% , BERSBELIZE IAM Identity Center i P i &%
B SR B B T R 44 b 1k Y B Fe P Ak

BXMEH IAM Identity Center AP 2 ZH#HE , B HAWS 2% AP EEFHER AWS iFE)|]
o

AR R o Bo s H o P
1. %E IAM Identity Center 7 , SI2 —MXPRE , ENREEREN A KENRE REME.

BXRUHA , ESH (AWS IAM Identity Center AP 1E§F) PRI OIENRE,
2. MAPFDEI-—1M , REAZESTEEIZFBRNR.

BXUEE , BHSHE (AWS IAM Identity Center A $5R) A EIRINLE

R EAYmTE 7 17 (R

MEAFEE AWS ABHITRE , MFEEHREZTH RN AWS Management Console, 1R F4wmTET7 (R
RO AFXBURTF ERHRNAFEE AWS,

EMRAPRTREAGRAMNR , SEREA TR —.

RRAREF R 7
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}
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https://console.aws.amazon.com/iam/

AWS AppConfig

B35 AIMEEXRR

SE R BT SRR NI R eI 2 49 B B B E 9 5 4E AWS AppConfige

RAriEmE

RARMEERXFR AWS AppConfig

1. ENRISEZENSEHBERAEL , EREEXRIETF , RAEERREEEXR,
2. WBEIXEE“appconfig.amazonaws.com” , MEL R RAIFFR :

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "appconfig.amazonaws.com"
3,
"Action": "sts:AssumeRole"
}
]
}

3. LERBEMEERE,

E3F  BMEFERR



AWS AppConfig AriEE

EH LI ERN B BN EEHIE AWS AppConfig

AW PN EFABBETHF L TES AWS AppConfige XEFFATRENEREBREFMENE
B,

1. QBN AEFREZEH

EORNARFGEZEH , ERECNR-IMENNAREFH AWS AppConfig #8#F. NARFRZE
—MEXHFR—HARRE,

2. QIEHRIR

B LB AWS AppConfig RARFEN —MNRZMNRE., HIREH AWS AppConfig B FR4A
REZEEBAH |, flaBetamiProduction A ERWNARERF ., BN NARRE FHEE LR
% , f5l70 AWS Lambda functions. Containers. Web., Mobile #1 Back-end,

B LA BN EBLE Amazon CloudWatch 1R , LEZIERERBNEEEN, REEILEE
EHRKEER, MRMEEIR , RATEREE.

3. IEEE Xt

BREALSL |, BLE XM EIE —1 AWS AppConfig R IFEEEM U EE REEHREN URI FE B XH
FA, AWS AppConfig ZIFMihfl B XHER : heebrEMBEBAKRRNEE. hEEhrSE B X
HBEFMHE AWS AppConfig EEBEBFM# T , URI RE#hosted, N TFBEBERXEE X4,
A LU IR 7E AWS AppConfig R E B BEFHERSERMNEM Systems Manager THEES,
AWS BRSH AWS AppConfig , AR P E AP 61 2 B B &R £ Bl iE X AWS AppConfigiRs

BENXMFE LS IENRIERR , MBRENEEREEEENEL LBREBN. AWS
AppConfig FF #AERFE RS EARIERRAITRE. AXEEBRETEMERZE , RLNBEMI4E
i, BEFREFL,

(® Note
BRIEEE T D E #1245 BRSS (Amazon S3) Simple Service (Amazon S3) #1214 % 4A
AWS Secrets Manager SiEBHENHREZR , SURINEBUEFREEBIFERLER AWS
AppConfig REBBF#D , AN TRMHE T HRZHIEERNIEEINEE.



https://docs.aws.amazon.com/appconfig/latest/userguide/appconfig-creating-namespace.html
https://docs.aws.amazon.com/appconfig/latest/userguide/appconfig-creating-environment.html
https://docs.aws.amazon.com/appconfig/latest/userguide/appconfig-creating-configuration-profile.html
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- RBIEE

s XRTERENXH IAM A6

 1£ AWS AppConfighh 1 Ri T FF Al Ean & Z= (A
« £ AWS AppConfigh 8 N AT F Al IR

« £ AWS AppConfigH & 2 fil & S 4

- HitE EHGER

THEE

£ FAAWS AppConfig, #J AWS Systems ManagerMAEt|E, EEMNRESENAERFEE. BE 2
—AYMNARFITANEE, TER—ERM,

heetRSE B

TRt SR E T EXEEARERABHZAMMIATRIT N,

JSON
{
"allow_mobile_payments": {
"enabled": false
},
"default_payments_per_region": {
"enabled": true
}
}
YAML

allow_mobile_payments:
enabled: false

default_payments_per_region:
enabled: true

BRFECE
LT EEEREENNARFALEERNGARITT RS,

RIEE 13


https://aws.amazon.com/systems-manager/features/appconfig/
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JSON

{

"throttle-limits": {
"enabled": "true",
"throttles": [

{
"simultaneous_connections": 12
},
{
"tps_maximum": 5000
}
1,
"limit-background-tasks": [
true
]
}
}
YAML

throttle-limits:
enabled: 'true'
throttles:
- simultaneous_connections: 12
- tps_maximum: 5000
limit-background-tasks:
- true

7R 2 H 5 R EE
LR iAREFISIR EHEREEBREE T BWEA ARG RMARRF,

JSON
{

"allow-list": {
"enabled": "true",
"cohorts": [

{

"internal_employees": true

Tl EE 14
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"beta_group": false
"recent_new_customers": false
"user_name": "Jane_Doe"

"user_name": "John_Doe"

YAML

allow-list:
enabled: 'true'
cohorts:
- internal_employees: true
- beta_group: false
- recent_new_customers: false
- user_name: Jane_Doe
- user_name: Ashok_Kumar

RXTEEXH IAM B&

& T LAME A Sl B IR BB HIE SRR IAM B AWS AppConfig, REBTLLETRIZE IAM &
B, MREFEAGERE AWS AppConfig , N REFCIEZAGHBRELEBRNEEREREEUT
PRFBE 2 —,

ElEJR A Secrets Manager 4R
"Version": "2012-10-17",

"Statement": [
{

RATEREXHF IAM AL 15
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"Effect": "Allow",
"Action": [
"secretsmanager:GetSecretValue"
1,
"Resource": [
"arn:aws:secretsmanager:AWS ##:account_ID:secret:secret_name-alb2c3"

Bt & iR 2 Parameter Store 3§

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"ssm:GetParameter"
1,
"Resource": [
"arn:aws:ssm:AWS ##:account_ID:parameter/parameter_name"
]
}
]
}

BLERR2 SSM X1

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"ssm:GetDocument"
1,
"Resource": [
"arn:aws:ssm:AWS ##:account_ID:document/document_name"
]
}

RATEREXHF IAM AL
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]

MREFEACESAE AWS AppConfig , IRZEZE LR ZABRIEUTEERR,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "appconfig.amazonaws.com"

},

"Action": "sts:AssumeRole"

£ AWS AppConfigh i B A2 Fr 8l 2 a5 & Z2 (8]

AR TR FEBEGIZ A7 AWS AppConfig NAEFNHt, NARFRR—FEARNE , B&
NHEXR—# , BTHANARFNSEZE, WAAWESREETHRITRBETER. flm , EA L0
B 1 EBANMARERF MyMobileApp SRALANEERAFRENBINABRFNEESRTE, LIEGE
XETH , ARJE AWS AppConfig = 8EfE FA ER B MK RIJBEAR S B B AN ELEHIRE.

® Note
T LAE A AWS CloudFormation €12 AWS AppConfig BB , @FENARRF. HE, BER
BEXH, T, BERENEERERE, BXESEE , 5ZH (AWS CloudFormation A
Fi8E) S8 AWS AppConfig BIRE RS E,

FB
. B2 AWS AppConfig B ATEF ( BFl& )
« B2 AWS AppConfig N AREF ( ST )

BIE R R 17


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/AWS_AppConfig.html
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212 AWS AppConfig NAERF ( #HA )

FERALT S BRIEBET AWS Systems Manager 2| & 812 AWS AppConfig B FAREF
BN AR

1. $TF AWS Systems Manager #2#1& , M1t https://console.aws.amazon.com/systems-
manager/appconfig/.

ESMERT , BRNAERF , RAEEFENARERF.
X F Name (B#5) , BRANRAEFB B
X4 F Description ($#1) , AR XNARFHER.

(i) R B MIRPEE— 5. BXESELR , HSH %XF AWS AppConfig
I &

( ANk ) EFRERD , MABRANTIEE, BHESAUN—INRFEE 50 MR,
7. ERBIENARER

o & 0N

o

AWS AppConfig BIEZNARERF , RAFER ‘MR BT, BEHRITE AWS AppConfigh I N AEF
BIEIRIE,

212 AWS AppConfig NARERF (ST )

LTSN BmAER AWS CLI (¥ Linux 5} Windows £ ) 8% AWS Tools for PowerShell Z04a &2
AWS AppConfig B F.

DL RENARRF

1. #T7F AWS CLI.
2. BITUT@WTHUABRNARRF.

Linux

aws appconfig create-application \
--name A_name_for_the_application \
--description A_description_of_the_application \
--tags User_defined_key_value_pair_metadata_for_the_application

B3 AWS AppConfig AR ( 2518 ) 18


https://console.aws.amazon.com/systems-manager/appconfig/
https://console.aws.amazon.com/systems-manager/appconfig/
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Windows

aws appconfig create-application ~
--name A_name_for_the_application »
--description A_description_of_the_application
--tags User_defined_key_value_pair_metadata_for_the_application

PowerShell

New-APPCApplication °
-Name Name_for_the_application °
-Description Description_of_the_application °
-Tag Hashtable_type_user_defined_key_value_pair _metadata_for_the_application

REFRERCTUATARENER.

Linux
{
"Id": "Application ID",
"Name": "Application name",
"Description": "Description of the application"
}
Windows
{
"Id": "Application ID",
"Name": "Application name",
"Description": "Description of the application"
}
PowerShell
ContentLength : Runtime of the command
Description : Description of the application
HttpStatusCode : HTTP Status of the runtime
Id : Application ID
Name : Application name

#IZ AWS AppConfig NARF (S 1T) 19
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ResponseMetadata : Runtime Metadata

£ AWS AppConfigHr 7 B T2 7 8 22388

B AR B AWS AppConfig NABRFEXN —MNRZNKE, FERHE AppConfig B FRAKKIZE
ERE4A |, HlanProductionMEFMMARERF,. AWS Lambda BRI E RS, Betath A LA M AR
FFAHENIRE | Bl AREF Web, Mobile # Back-end. AL A EBNEE B Amazon
CloudWatch Bk, RAENBEEHRLEER, NRAKXER , ZRAFEREE,

FrEaaRER T

MR 248 /5 F B RELE AWS AppConfig SAMA R CloudWatch B3R , M £4% —4 AWS Identity and
Access Management (IAM) A& E & — /1 AWS AppConfig L iFIE R CloudWatch BEREIRPR, &7
DEATEEDRERZACR, BXEZELE , B2 (%) BEBEREEERMNE CloudWatch ,

F&:
« B8] AWS AppConfig B8 ( 2#14 )
« B2 AWS AppConfig BFF 8 ( 51T )

22 AWS AppConfig I8 ( ###15 )
ERATEREET AWS Systems Manager #2#l& 812 AWS AppConfig 3%,
BIRIRR

1. $TF AWS Systems Manager #2#1& , MitH https://console.aws.amazon.com/systems-
manager/appconfig/.

EEMERD , ERNARERF  AGERNARFN BT A FHAEERE.

EF IR R, REIER QIERE

X F Name (B#) , BRARRENER,

¥t F Description (#R) , B ABXHENELR,

(Al ) EEEBRDF &R IAM AEFR , RAEER—MENEARERNEREEN 1AM
A,

7. 7#ECloudWatch BiRFI&KHF , EFE— PRSP ERIENEIR. AWS AppConfig R E A —NEIR
HABRRS , NERENEELE,

o o bk~ w DN

BIEIRE 20


https://console.aws.amazon.com/systems-manager/appconfig/
https://console.aws.amazon.com/systems-manager/appconfig/
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8. (™&E) & “XEDW &Ho , NIIRDPER—IMTH. BXEZER , HS5H < T AWS
AppConfig ¥ R

9. (Hit)ENERD  MAZANTRE, EHKZSAUN—NRIRIEE 50 MR,
10. EFRBIEER,

AWS AppConfig BI2HE , AL RIMEFMES TN, HKEHITE AWS AppConfigH BI R E X
#o

£I2 AWS AppConfig M8 ( 8 51T )

LTSN BmAER AWS CLI (¥ Linux 5} Windows £ ) 8% AWS Tools for PowerShell Z04a &2
AWS AppConfig ¥ &,

gk olFe 3785 3

1. #T7F AWS CLI.
2. BEITATaTIeERE,

Linux

aws appconfig create-environment \

--application-id The_application_ID \

--name A_name_for_the_environment \

--description A_description_of_the_environment \

--monitors
"AlarmArn=ARN_of_the_Amazon_CloudWatch_alarm,AlarmArnRole=ARN_of_the_IAM
role_for_AWS AppConfig_to_monitor_AlarmArn" \

--tags User_defined_key_value_pair_metadata_of_the_environment

Windows

aws appconfig create-environment #
--application-id The_application_ID ~
--name A_name_for_the_environment *
--description A _description_of_the_environment ~
--monitors
"AlarmArn=ARN_of_the_Amazon_CloudWatch_alarm,AlarmArnRole=ARN_of_the_IAM
role_for_AWS AppConfig_to_monitor_AlarmArn" *
--tags User_defined_key_value_pair metadata_of_the_environment

#IZ AWS AppConfig F 8 ( @85 1T ) 21
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PowerShell

New-APPCEnvironment

-Name Name_for_the_environment °

-ApplicationId The_application_ID

-Description Description_of_the_environment °

-Monitozrs
@{"AlarmArn=ARN_of_the_Amazon_CloudWatch_alarm,AlarmArnRole=ARN_of_the_IAM
role_for_AWS AppConfig_to_monitor_AlarmArn"} °

-Tag Hashtable_type_user_defined_key_value_pair_metadata_of_the_environment

REFRERUTUTARABNES

Linux

"ApplicationId": "The application ID",

"Id": "The_environment ID",

"Name": "Name of the environment",

"State": "The state of the environment",
"Description": "Description of the environment",

"Monitors": [
{
"AlarmArn": "ARN of the Amazon CloudWatch alarm",
"AlarmRoleArn": "ARN of the IAM role for AppConfig to monitor AlarmArn"

Windows

"ApplicationId": "The application ID",

"Id": "The environment ID",

"Name": "Name of the environment",

"State": "The state of the environment"
"Description": "Description of the environment",

"Monitors": [

{

#IZ AWS AppConfig F 8 ( @85 1T ) 22
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"AlarmArn": "ARN of the Amazon CloudWatch alarm",
"AlarmRoleArn": "ARN of the IAM role for AppConfig to monitor AlarmArn"

}
]
}
PowerShell
ApplicationId : The application ID
ContentLength : Runtime of the command
Description : Description of the environment
HttpStatusCode : HTTP Status of the runtime
Id : The environment ID
Monitors : {ARN of the Amazon CloudWatch alarm, ARN of the IAM role for
AppConfig to monitor AlarmArn}
Name : Name of the environment
Response Metadata : Runtime Metadata
State : State of the environment

HEEITIE AWS AppConfig 81 22 B B S04

£ AWS AppConfigH 8 2 &t & 344

MEMI | BEEXHEE— URI ( AWS AppConfig A FEFE#UEEREEHE ) NEE

AWS AppConfig XFATEBNEEXH : DWEFENBEHEREE. W6 huﬁﬂﬁH@Eﬁﬁ%‘

£ AWS AppConfig HEBEZME+ , URI RE#£hosted, BHRENEE JLUNBIEEMEE AWS
AppConfig & ﬁEEﬁﬁ%‘E &b Systems Manager Zhaesi 5 &K AWS AR5 H. AWS AppConfig
BEXEZER , B0 R BB HREERE XY AWS AppConfig.

BXE A BEAENRIESE  UBRENEERFEETEENMEL LHREBN. AWS
AppConfig FF A EBEHEARIERNITRE, ENEEBFRRTEMERH , WRLNFEMEHEIR
HERREFL,

(® Note

METEE , RNBUCTFENEERFEILEE AWS AppConfig EKERBERZ#ES , AATERMT
B Z K ThREF 18R ThAE,

1£ AWS AppConfigH & 2l B XX 4 23
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£
- XTRIUERF

- EFROIEINEEIRESELE X4 AWS AppConfig
- EFUEBHAREREXH AWS AppConfig

X TRUREF

REBEEXH  REUUEERIMRILEESF. RIEFUTHRENEEREEEEZNEL LRER
B, MREITRIERARIEE , NAREREEE X4 tIRIIEES. AWS AppConfig XiFLATHRE
HIGIERS :

« AWS Lambda B¥ : X&FIhREREM B HBNEE.,
« JSON 213 : XIFEHAKREBE. ( AWS AppConfig H£3E JSON ¥ B BIFThEEIRE. )

£
« AWS Lambda BRI R F
« JSON B IFREF

AWS Lambda BB IETEF

Lambda BB U F A NEE T A TEHEE, AWS AppConfig %% @A Lambda B
¥, content 2 base64 FWBWERE , M URI 2FRFH,

"applicationId": "The application ID of the configuration profile being

validated",
"configurationProfileId": "The ID of the configuration profile being validated",
"configurationVersion": "The version of the configuration profile being validated",
"content": "Base64EncodedByteString",

uri": "The configuration uri"

AWS AppConfig BiFMMNH 2 FIRE T X-Amz-Function-Error Lambda #rk, MEREHKMHF
%  Lambda 2i&BiZ#rk., BHX X-Amz-Function-Error HiF4EL. |, i§5 1 (AWS Lambda FF
EARIEE) FH AWS Lambda By 55z M B Eix,

XEBE— NI IE Lambda M S {XEE /Y &7 22 R Hl o

XFRIRER %


https://docs.aws.amazon.com/lambda/latest/dg/retries-on-errors.html

AWS AppConfig AriEE

import json
def handler(event, context):

#Add your validation logic here
print("We passed!")

XEBEE—APNFBKII®IE Lambda e R85 Y 5128 R4,

def handler(event, context):
#Add your validation logic here
raise Exception("Failure!")

THRSZ -7, REEESHRRHN S RIE.

\

function isPrime(value) {
if (value < 2) {
return false;

for (i = 2; i < value; i++) {
if (value % i === 0) {
return false;

return true;

exports.handler = async function(event, context) {
console.log('EVENT: ' + JSON.stringify(event, null, 2));
const input = parselnt(Buffer.from(event.content, 'base64').toString('ascii'));
const prime isPrime(input);
console.log('RESULT: ' + input + (prime ? ' is
if (!prime) {
throw input + "is not prime";

is not') + ' prime');

AWS AppConfig £ AStartDeployment#l ValidateConfigurationActivity API ##4ERT |
£ AEHNRIE Lambda, EBAHIRM appconfig.amazonaws.com AXPRFEEVH A Lambda, BX

XTFRIFRERF 25
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EZER | 5RO AWS RERTFEEIGFMNE, AWS AppConfig 3 1iE Lambda 32 178 8] BR #l J9
15% , SBBEILER,

JSON Y0 UERE 7

WRTE SSM XHEFRIEEE , N4 N ZEEBEENIZE JSON ¥, JSON RHELEBIMNAREF
BEREATHEME. JSON RMWERRLT—AMAN , BTHERFIEEREXENFNEERENTS
MREFAENRESXEK. THRE—MIF.

"$schema": "http://json-schema.org/draft-04/schema#",
"title": "$id$",
"description": "BasicFeatureToggle-1",
"type": "object",
"additionalProperties": false,
"patternProperties": {

"[M\s]1+$": {

"type": "boolean"

}

1,

"minProperties": 1

}

HIEM SSM XHEBIBEERN , RELENRIRESSHSEHER, IRFHEEKR, AWS
AppConfig iR 136 1iF £5 1%

/A Important
BHEEEX JSON EHRIEERFHUATEERE

o ERLLREERFIMBIRSEZE , SSM X4 174 BV L iE B3R 40 BB<ERAY JSON 2Rt
TRIE, SSMSHAZFERIEHZE , BEERINEBNWEERANFTHRNEFTHN SSM S B E 62
BiIr&E, AWS Lambda

- SSM X4 EL B ApplicationConfiguration MCA4EH , HHRAY JSON R¥IfE
F ApplicationConfigurationSchema {43 H,

« AWS AppConfig X #F JSON 2R3 4. X iR ANKYNERRH, MREHNNAEFEEZEEREN
JSON ZE#RRA |, M A EIE Lambda BiEFEF

XTFRIFRERF 26


https://docs.aws.amazon.com/lambda/latest/dg/access-control-resource-based.html#permissions-resource-serviceinvoke

AWS AppConfig AriEE
£ PRI 2 IhREFR & BL B 3 AWS AppConfig

BRI EAYREREREARERANARFTNIIE B AFEAGREREEEEN ARFYENTEE
. AWS AppConfig LATBEAR SR RIS EFR S B BEF 7 AWS AppConfig REELEF@E S , %1

RBEEXRENFENERBEENBERN THIE, HXx AWS AppConfig REREF#NEZER , &
ZHxTF AWS AppConfig EEBBIF#ET,

F&

- BIBEYERERSEREXH (E2FH8)

- BIBRTEERENINEREREXH (WH1T)
- AWS.AppConfig.FeatureFlags YK F 5| B

FHuieE® T/E

BEUTERS , EAENMES D F , B LUEREFE AWS Key Management Service (AWS KMS) &
., WEFRERACREEE INE AWS AppConfig REL B FMHEP W EHIEBIRE., BXxILEH
NEZEE , BFZFHPRAWS AppConfig XHFEFLEHEAAWS AppConfig FIIZ £ 1%,

UTERERNERET /Y BEYEMESERE X HRBRNIET, EOEHFFEE AWS AppConfig #Y
THEREYF , FRUNEBRECETRNZEAEBHITINED. BXEZEER , H5H X T AWS
AppConfig ¥ E.

RfE , BEYESSEERD  SERMAFDIERSHELEFAGEN , TUEEIOREZS. ARTHRER
TEFEAENNBEEELEBINENNARZFF, AWS AppConfig ZEFUTRENIFEEEREEN
HYLY R,

il 43R DU
String IENFRIAERN FRHENENRERER
ES FRBENTEZEIIE
HF =33 B/ HE
RS B RARE
WRE 7 7
FRRHA IEM&RERK BATENENRENER

I ThREbR S B B XA 27
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RAriEmE

RE 4R DU
€S HATENAEZEIIXR
R | =33 HATENRNEE
RS BATENRARIE

RIS E XY (1BFHE )
FERUTSERER AWS AppConfig & & 612 AWS AppConfig ThEEFR S ELE X 4,
B2 fe & X4

1. $TF AWS Systems Manager #2#|& , it https://console.aws.amazon.com/systems-
manager/appconfig/.

2. HSMERKRT  EENARRF  RAEEREETIBNNAREFE AWS AppConfigh i N AEF

A Z=EE,

EREREXAMDEEIRSETF |, ARERCIERE.

HEE BRI D F , ERIHEEIRE,

B TR, EEREREXHHTF , NEEREXHBHEA—NER.
(A ) BRI HR A AHR,

( ALk ) B B ARTUF RIEEFET A TERE,

N o o bk~ ©

a. EMFRFIFRF , MNFIRFIEERE— AWS Key Management Service (AWS KMS) %47,
b. & “KREZH MoH , NIIRBPEFE D
c. T&E“NE o , &R BNFHRE, AGEERMNAEE.

8. BEET—H,

9. & “UEREEN WoH , NEBVREHREMA DB

10. XTF Flagkey , A —MREARARFAX 2 E —EE X4 FIIIRE. B —EE X4 AR ETEE

SEHRENZRH, QIBIRER , TUREBIREEN , BFERERSR,
1. (A& ) BFA#ERA M ABGKERSHER.

12. %EF “XREHAGE , WA SUERNE RSB BRZAERN B, EEE , X AWS AppConfig T

SKERIZIRE.

I ThREbR S B B XA

28


https://console.aws.amazon.com/systems-manager/appconfig/
https://console.aws.amazon.com/systems-manager/appconfig/

AWS AppConfig AriEE
13. & “HEIREY" 3o+ , ERELEYE. BEEEREBERTPRERLME,

14. T Key , BE—MrE@HMN KRB FIRPGEFHERE, EUNUEEREEENIRRRBILE
HE, TEERT —1RH

¥ Feature flag attributes

[éKey Type Value Constraint
‘ currency ‘ ‘ String v ‘ ‘ usD ‘ ‘ CAD,USD,MXN ‘
Required

(O Regular expression

© Enum

’ Define attribute ‘

EFR ENEMY LA MEAE T,

(@ Note

FERUTER.

- HFBREEH , RETBA —7, TEUBREHERA NSRS, BE LR

BF.
- REBATHEERERN , ZIRENEMES ZETE GetLatestConfiguration MR
#,

« BEMSHIRSE R LTRME ],
« BRLFENEEREERESNLEE,

15. 7 “ThRetnAME” Mo , &FE BR" WBERZRS. MRER , EARFNTXERSIEEEN
FHBEMPREER,

16. iij:%-lt_io
17. &£ “8FHRE THL , RIEFENFAGE , RERE “RE AREE,

BREMITE AWS AppConfigH #5E Zh BE4R &S M B i 2=

IR E M RRIRSE B XA (8 T1T)

LUTR 3N B an{aE A AWS Command Line Interface ( 7£ Linux 5 Windows £ ) S3&MF Windows
# T & PowerShell k|2 AWS AppConfig ZIEEMRE B E X . MREEE , AUERH AWS

I ThREbR S B B XA 29
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CloudShell Z{T THSIHN G T, BXESER , HZHAWS CloudShell (AFIERE) FHTLE
AWS CloudShell ? .

72 & B B HIEAR S E

1. #T7F AWS CLI.

2. BIBE—NEEREEES Y , NEEBEIEERN AWS. AppConfig.FeatureFlags, BtEXH4H4M
£ hosted fER{LE URI,

Linux

aws appconfig create-configuration-profile \
--application-id The_application_ID \
--name A_name_for_the_configuration_profile \
--location-uri hosted \
--type AWS.AppConfig.FeatureFlags

Windows

aws appconfig create-configuration-profile ~
--application-id The_application_ID ~
--name A_name_for_the_configuration_profile "
--location-uri hosted ~
--type AWS.AppConfig.FeatureFlags

PowerShell

New-APPCConfigurationProfile °
-Name A_name_for_the_configuration_profile °
-ApplicationId The_application_ID °
-LocationUri hosted °
-Type AWS.AppConfig.FeatureFlags

3. OIEMNBEREEERE. EHNBELIEXA JSON KX , RS
AWS . AppConfig.FeatureFlags JSON i3, BEXEHNEZEEL , HSH
AWS.AppConfig.FeatureFlags #I2EE 5| A,

4. f#H CreateHostedConfigurationVersion API [ IhEEAREAE BEHIERFE AWS
AppConfig.

I ThREbR S B B XA 30
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Linux

aws appconfig create-hosted-configuration-version \
--application-id The_application_ID \
--configuration-profile-id The_configuration_profile_id \
--content-type "application/json" \
--content file://path/to/feature_flag_configuration_data \
file_name_for_system_to_store_configuration_data

Windows

aws appconfig create-hosted-configuration-version #
--application-id The_application_ID ~
--configuration-profile-id The_configuration_profile_id *
--content-type "application/json" A
--content file://path/to/feature_flag_configuration_data "
file_name_for_system to_store_configuration_data

PowerShell

New-APPCHostedConfigurationVersion °
-ApplicationId The_application_ID °
-ConfigurationProfilelId The_configuration_profile_id °
-ContentType "application/json"
-Content file://path/to/feature_flag_configuration_data
file_name_for_system_to_store_configuration_data

TEE— Linux R"EHS.

aws appconfig create-hosted-configuration-version \
--application-id 1la2b3cTestApp \
--configuration-profile-id 4d5e6fTestConfigProfile \
--content-type "application/json" \
--content Baseb64Content

content ZEERLLT basebs mIBEIFE,

"flags": {
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"flagkey": {
"name": "WinterSpecialBanner"
}
I
"values": {
"flagkey": {
"enabled": true
}
},
"version": "1"
}

REFBRERUTUTRABNES

Linux
{
"ApplicationId" : "la2b3cTestApp",
"ConfigurationProfileId" : "4d5e6fTestConfigProfile",
"VersionNumber" N
"ContentType" : "application/json"
}
Windows
{
"ApplicationId" : "la2b3cTestApp",
"ConfigurationProfileId" : "4d5e6fTestConfigProfile",
"VersionNumber" ",
"ContentType" : "application/json"
}
PowerShell
ApplicationId : 1la2b3cTestApp
ConfigurationProfileId : 4d5e6fTestConfigProfile
VersionNumber H
ContentType : application/json
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service_returned_content_file@HWE EHIE , HPIFE— L& AWS AppConfig K
B T EIE.

(® Note

BRI EE BMRAATS , i AWS AppConfig RIF BN HIBEERFTE
AWS . AppConfig.FeatureFlags JSON %, AWS AppConfig It/ , B RIFETE
FRBNEENREEMRBBRELNXLEEHE WA REKH,

AWS.AppConfig.FeatureFlags BY35 & 5| F

£ AWS.AppConfig.FeatureFlags JSON Z#M{ERNSERBIEINBEIRSE EHTE.

"$schema": "http://json-schema.org/draft-07/schema#",
"definitions": {
"flagSetDefinition": {
"type": "object",
"properties": {
"version": {
"$ref": "#/definitions/flagSchemaVersions"
},
"flags": {
"$ref": "#/definitions/flagDefinitions"
1,
"values": {
"$ref": "#/definitions/flagValues"
}
1,
"required": ["version", "flags"],
"additionalProperties": false
},
"flagDefinitions": {
"type": "object",
"patternProperties": {
"Ala-z][a-zA-Z\\d-1{0,63}$": {
"$ref": "#/definitions/flagDefinition"
}
1,
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"maxProperties": 100,
"additionalProperties": false
},
"flagDefinition": {
"type": "object",
"properties": {

"name": {
"$ref": "#/definitions/customerDefinedName"
},
"description": {
"$ref": "#/definitions/customerDefinedDescription"
.

" _createdAt": {
"type": "string"
},
"_updatedAt": {
"type": "string"
I
"_deprecation": {
"type": "object",
"properties": {
"status": {
"type": "string",
"enum": ["planned"]

}
I
"additionalProperties": false
I
"attributes": {
"$ref": "#/definitions/attributeDefinitions"
}

I
"additionalProperties": false
I
"attributeDefinitions": {
"type": "object",
"patternProperties": {
"Ala-z][a-zA-Z\\d-_1{0,63}$": {
"$ref": "#/definitions/attributeDefinition"
}
},
"maxProperties": 25,
"additionalProperties": false

iy
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"attributeDefinition": {
"type": "object",
"properties": {

"description": {

"$ref": "#/definitions/customerDefinedDescription"
.
"constraints": {
"oneOf": [
{ "$ref": "#/definitions/numberConstraints" },
{ "$ref": "#/definitions/stringConstraints" },
{ "$ref": "#/definitions/arrayConstraints" },
{ "$ref": "#/definitions/boolConstraints" }
]
}
},

"additionalProperties": false
},
"flagValues": {
"type": "object",
"patternProperties": {
"Ala-z][a-zA-Z\\d-_1{0,63}%$": {
"$ref": "#/definitions/flagValue"
}
I

"maxProperties": 100,
"additionalProperties": false
},
"flagValue": {
"type": "object",
"properties": {
"enabled": {
"type": "boolean"
},
" createdAt": {
"type": "string"
I
"_updatedAt": {
"type": "string"
}
I

"patternProperties": {
"Ala-z][a-zA-Z\\d-_1{0,63}$": {
"$ref": "#/definitions/attributeValue",
"maxProperties": 25
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}
iy

"required": ["enabled"],
"additionalProperties": false

},
"attributeValue": {
"oneOf": [
{ "type": "string", "maxLength": 1024 },
{ "type": "number" },
{ "type": "boolean" },
{
"type": "array",
"oneOf": [
{
"items": {
"type": "string",
"maxLength": 1024
}
},
{
"items": {
"type": "number"
}
}
]
}
1,
"additionalProperties": false
},

"stringConstraints": {
"type": "object",
"properties": {

"type": {
"type": "string",
"enum": ["string"]
I
"required": {
"type": "boolean"

},

"pattern": {
"type": "string",
"maxLength": 1024

},

"enum": {
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"type": "array",
"maxLength": 100,
"items": {
"oneOf": [
{
"type": "string",
"maxLength": 1024
I
{

"type": "integer"

}
},
"required": ["type"],
"not": {

"required": ["pattern", "enum"]

}I

"additionalProperties": false

}I

"numberConstraints": {
"type": "object",
"properties": {

"type": {
"type": "string",
"enum": ["number"]

I

"required": {
"type": "boolean"

},

"minimum": {
"type": "integer"

I

"maximum": {
"type": "integer"

}

iy
"required": ["type"],

"additionalProperties": false

iy

"arrayConstraints": {
"type": "object",
"properties": {
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Iltypell: {
"type": "string",
"enum": ["array"]

"$ref": "#/definitions/elementConstraints"

I
"required": {
"type": "boolean"
},
"elements": {
}
},
"required": ["type"],
"additionalProperties": false
I

"boolConstraints": {
"type": "object",
"properties": {

"type": {
"type": "string",
"enum": ["boolean"]

"required": {
"type": "boolean"
}
1,
"required": ["type"],

"additionalProperties": false

iy

"elementConstraints": {
"oneOf": [

{ "$ref": "#/definitions/numberConstraints" },
{ "$ref": "#/definitions/stringConstraints" }

]
iy

"customerDefinedName": {
"type": "string",

"pattern": "A["\\nl{1,643}$"

iy

"customerDefinedDescription": {

"type": "string",
"maxLength": 1024
I
"flagSchemaVersions": {
"type": "string",
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"enum": ["1"]
}
},
"type": "object",
"$ref": "#/definitions/flagSetDefinition",
"additionalProperties": false

/A Important
EERRYENERERE , NARFSTAA GetLatestConfiguration APl, BN
M GetConfiguration KRR RIEHSEERE , ZBEEHFA. BXEZEER , B5H
AWS AppConfig AP &Z F iy GetlLatestfi & .

HIEM N AR A GetLatestCon figuration F W EIFEENEER , E BN IHEERENE NG
BISEMBR, LA JSON BEERIEENEMIER TR W RBBS, LA JSON EEE enabled
BN true B false ME{E, MRIREN enabled RE N true , MiZAFENEAE S L FEE,
LA JSON ZEH3#IR 7 JSON #i i &=

"$schema": "http://json-schema.org/draft-07/schema#",
"type": "object",
"patternProperties": {
"Ala-z][a-zA-Z\\d-_]{0,63}$": {
"$ref": "#/definitions/attributeValuesMap"
}
},
"maxProperties": 100,
"additionalProperties": false,
"definitions": {
"attributeValuesMap": {
"type": "object",
"properties": {
"enabled": {
"type": "boolean"
}
},
"required": ["enabled"],
"patternProperties": {
"Ala-z][a-zA-Z\\d-_]{0,63}$": {
"$ref": "#/definitions/attributeValue"
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}

I
"maxProperties": 25,
"additionalProperties": false

},
"attributeValue": {
"oneOf": [
{ "type": "string","maxLength": 1024 },
{ "type": "number" },
{ "type": "boolean" },
{
"type": "array",
"oneOf": [
{
"items": {
"oneOf": [
{
"type": "string",
"maxLength": 1024
}
]
}
},
{
"items": {
"oneOf": [
{
"type": "number"
}
]
}
}
]
}
1,
"additionalProperties": false
}
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EH 422 B KR EEE X AWS AppConfig

BrEAMS | BEBXHEIE— AWS AppConfig RiFEEEF#EVUBEE REBHREN URI FE B T3
B, AWS AppConfig XIFMMEE X HRE : IEFEFNEHERNEE. WEEREEE X FHEE
TFf#7E AWS AppConfig REBREF# T , URI R #£hostede XN TEHERVEEXH , BT LT
BIEF T AWS AppConfig FEE Bl EF# XA T EA AWS BRSF Systems Manager ZhEgEH :

vE IR HFRE

AWS AppConfig £ E Tt & 17 % YAML, JSON FIA ( tnREARM ) o
AWS Management ConsolefE X #3 8 ( a0
RBEAH AWS AppConfig CreateHostedConfig
urationVersionAPI 4R ) .

Amazon Simple Storage Service (Amazon S3)  {E{

AWS CodePipeline EE (HBRFEN)

AWS Secrets Manager ZH (HERSFENX)

AWS Systems Manager ¥ 1z & WENZE2FHESH (BHSBEFEEEN )
AWS Systems Manager X141 ( SSM X YAML, JSON, XX

)

BLENXME RS THARNKIERS , MARENEESRFELEENEL LB EBN. AWS
AppConfig Fr i EFBHEARIERNITRE, ENEEERETEMERH , WRENEMEMEIR
HERF2FL.

® Note

MRAEE , RIMNBWRHENEEHRIEILEE AWS AppConfig HEEEF#EF , RATRMT
R Z M IhREH 58 T B,

3 FZfETE AWS AppConfig T EBBEFM# N SSM XAF B HENEE |, &7 LAE IR E & XA
£ H Systems Manager #5812 BBEAEE. AFTBHEETNEZTE.
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Xt F 126 7E Parameter Store, Secrets Manager 5 Amazon S3 A EHEREE , BX4MACIES
¥, BHRAINR , AGEHFEEERBEEFRHT,. FHREEXRRES , BFEAATEFNEEAEREX

o

£
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BEARNR
)

7R PR
Gl

AWS
AppConfig
RERER
ek

RRIA 2
MB , &K
4 MB

1GB

Amazon
S3

2 MB

FH S3 2l
WIT AWS
AppConfig
, A2
S3

Fo PR

Systems
Manager
Parameter
Store

4KB (%
REE)/8
KB ( &%
5%)

10000 1>
S (%
RER)
/100000 4
S (BR
S )

AWS
Secrets
Manager

64 KB

500,000

Systems
Manager

M

64 KB

500 N304

AWS
CodePipel
ine

2MB

FH 28 il
1T AWS
AppConfig

, MAZ
CodePipel
ine

Z81MNA
EFEE
NHEHER
& (BN
% 100
MEIEX
)

o2 B mENEEXH

42



AWS AppConfig

RAriEmE

AWS Amazon Systems AWS Systems AWS
AppConfig  S3 Manager Secrets Manager CodePipel
RERER Parameter = Manager g =L ine
fi Store
BEEHEM 2 SSE- £ £ & 2
KMS
AWS = TRToE =B = B =
CloudForm REMBIE
ation X #
EM ik BFZH FZH FZH %5 FZH
Amazon AWS AWS AWS
S3 Ef Systems Secrets CodePipel
Manager Manager ine EEHY
Ef Ef

X F AWS AppConfig £ E L& 7%

AWS AppConfig BIEAHFRIEEREFHE, BEXAN 2MB HE/N, SHMEEEFEETAEL
AWS AppConfig HEREFHEEB U TS,

- BEERENEEBEHEMAIRS , &0 Amazon Simple Storage Service (Amazon S3) S 1z,

« BEEBE AWS Identity and Access Management (IAM) X FR BN &) { F &t B 176 o

« A LUE YAML, JSON BN AN EREHEE.

- FRAEMTTEEARA,

o BT DU BB 7 O 2 EL B SRR ELR I E 14

X FF#TE Amazon S3 R ELE

& T LU BB 265 £ Amazon Simple Storage Service (Amazon S3) Ff& i@+, £ 6228 B SUHRT
FEEFEBEPEN S3XNRM URI, BETALIEERFREFIR AWS AppConfig X RH (IAM) A&
B9 Amazon &IR&#r AWS Identity and Access Management (ARN), 7E3 Amazon S3 I R |2 &l B
Xz, BEEEUTRS,
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BR 51
VA

Object encryption

R A 12

i E 17N Amazon S3 X RV ELE KX R

HAREE

TriEN S3 W RAVELERYER AR/ NAT LA 1
MB.

BLE AT LA SSE-S3 M SSE-KMS IMZENRA
B #Ro

AWS AppConfig X#5ELT S3 FiE3R

% : STANDARDINTELLIGENT_TIERIN

G . REDUCED_REDUNDANCY . STANDARD_
IA . FONEZONE_IA . FXIEFLUTES : 7R
A S3 Glacier 25! ( GLACIER #1 DEEP_ARCH
IVE ),

AWS AppConfig E3R S3 Xf R kR A2,

ERNF#EN S3 WRVEE G ZE B X/t , BANRTIREXIR AWS AppConfig fEREY IAM & 15

7E ARN, ZABXMBIFEU TR,
X4 S3 J KA T E X PR

* s3 : GetObject
« s3 : GetObjecthx A&

B i S3 f i MRV X R
s3 : ListAlIMyBuckets

Xt TN RAY S3 & RBAY U5 R R

« s3 : GetBucket{y &

« 53 : GetBuckethrx 22 i
+ s3 : ListBucket

+ s3 : ListBuckethx A<
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SERA T IR UG /o AWS AppConfig SREVF#EE S3 NRHPMEEN B,

BIEA TR S3 WRE IAM KEE

FRAUT IR IAM KB | ZKB AWS AppConfig RFIREVZEMHE S3 WRFPMNEE.
BIZATiHE S3 MR IAM K

1. iFIA : https://console.aws.amazon.com/iam/ , TFF 1AM 2 & &

2. TESMBEED , EZ Policies ((RBE) , A/FI%IF Create policy (BIZRFKBE).
3. HERIERBAMEL | % JSON I+,
4

EAAX S3 FREBMEENRNERERAT ROIKE, REFREKHUEE JSON G~ LK
AFRP, BIEACHNEEBR 111,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:GetObjectVersion"
1,
"Resource": "arn:aws:s3:::D0C-EXAMPLE-BUCKET/my-configurations/my-
configuration.json"

1,
{
"Effect": "Allow",
"Action": [
"s3:GetBucketLocation",
"s3:GetBucketVersioning",
"s3:ListBucketVersions",
"s3:ListBucket"
1,
"Resource": [
"arn:aws:s3:::DOC-EXAMPLE-BUCKET"
]
1,
{

"Effect": "Allow",
"Action": "s3:ListAllMyBuckets",
"Resource": "*"
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}
]
}
5. EBREEEMK,
6. 7E Review policy (BEEX) WHEL , £ Name (B%) EFRBABH , RAERAER,
7. %F QERE, RANILZREE A6 TH.

tIZATiAE S3 WHRM IAM A&
FAUTIERAE—N IAM B8 | ZAE AWS AppConfig R FREVFHE S3 XN RPWEE.
tlE— AT 5| Amazon S3 HJ IAM B &

1. B3 https://console.aws.amazon.com/iam/ ITFF IAM 2 &I &
2. ESMERT  EFAG , ARERUIEAEG,

3. EEBRZEEEHMER Bod , EF AWS RS,

4

£ Choose a use case (%EFEARH) 5 & , £ Common use cases (ERFEARH) T , #EF
EC2 , R/Gi%# Next: Permissions (T —%: & R),

5. 1f Attach permissions policy (M INXPRZERE) WE LMWBHRER , M ALRE L —IBPLIER KR
H & o

6. EBRIZEEE , RFIEEFE Next: Tags (T —F: F7X),

7. EARIMRZE(WIE) TEL , AZANTEE , ARER T—F: &,

8. 7E Review (%) NH L , 7 Role name (BB &%) FERFEAZH , RAERBAEIR,

9. %4% Createrole (B12A®), REFLEIREE AR TWH,

10. EABTNET , AFRNNCIEZNAGLUITABEREH, ETASBEHRNAE® ARN, EXETIN/G
EH#HoPOREE 4 , BFEEAR ARN,

BIREERR

£ BA T SR R A8 NI W) 2 22 49 A B BL B 8 5 4E AWS AppConfigs

ANIEERR

1. ZERINENACHBEEREL  EREEXRETF , ARERREEEXR.
2. Bk "ec2.amazonaws.com" XN "appconfig.amazonaws.com" , BT REIFT R
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{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Principal": {
"Service": "appconfig.amazonaws.com"

+

"Action": "sts:AssumeRole"
}
]
}

3. EREMEERE.

02 8 B8 E B E B X

AN ENMACIREHEEAEENREN . FHa2a , HEEUATEE.

« UTHERERZEE IAM BRE A |, LUE AWS AppConfig BERE 5 R Bk R EL B 126 P B B 2K
B, MEEEA AWS AppConfig TERERM , WTFFTELAG, WREERE S3. S¥HFMED
Systems Manager X #4124 , N AFUARIE IAM A€ | RERURZEINEEAGRIRI,
BEXZABNESER , BSH X TEREXH IAM B,

« UTEBERNERE TR BEEFEEE X HRENED, Ee2NEPEAE AWS AppConfig
WIEREF , FEUNEREEFTARZAEAZERITANGED, BEXEZEE , BSHE X T
AWS AppConfig § E.

- MRERN SIHFEHENEECIREE XS , MM TNEENR. BXMEA SIENREFMANNRINE
HERNEZER , BSRH X TFME7E Amazon S3 FHELE

- MRZBEFARIIESF K BEEFEARIEFNIFAEEMNER, BXEZELE , B3 XTRIE
BF.

EH
- BIE AWS AppConfig BEHENEE XY (EFHE )
- B2 AWS AppConfig B AR EEXH ( HH1T)
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B2 AWS AppConfig B BEAEE X (258 )

FERUTTREREH A B AWS AppConfig BEHEREEXHM ( 71k ) BEEERNEE. AWS

Systems Manager

032 B R BB XX A

1.

N o o bk~ w

8.
9.

$TFF AWS Systems Manager &7 , P#EJY hitps://console.aws.amazon.com/systems-
manager/appconfig/.

ESMERT , ERNARERF , AREREEPLIBNERAREFE AWS AppConfigih A M AERF
B & 2 iH,

IEREE XM EERSRTF , REEFCEEE.
ERBERNES , EFEREAERE.
HEEEEXMHFEMT , BABEXFHIE .
(A ) BRI HR AR,

(Wt ) BIF EMEMHAREFTETRA TR,

a. HEXEDH BoH , NIIRPEE-DDH.

b. T “4RE" oA, &R BRNFEL, REEERNAEE,
EET—F,

A EERERE TEN BEENL &2 , EHE— MR

10. IEEFMZIETIN FER , T RATAE.

B FIEm HFHEE

AWS AppConfig £ E il B ‘B A, JSON 5 YAML , REEFERTH
AZHEE, HIHIRPDSR 12,

TS S3 R £ SSHNREFEFMANR URI, REHEET
LEERFHTER 11,

AWS CodePipeline TR T, ARERILIERHNTR
12,

Secrets Manager #% MoIFRFPIERZLR | BRI EFHTR

11,
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EIEFIET

AWS Systems Manager %k

AWS Systems Manager X #4

HAHEE

MIRFEFESEH , RREILIERFHSR
11,

1.

MFIFR AR — A SO EGERF “6I
=R

CWNSRER RIRHTNA , BE CXEBW

RRA—DNER. ( Wik ) RIFREARRH
a0 A STAS AR AN B9 B o

NTHARFEERY , EMIIRFPEE

JSON ZRHJSEF IR, MRERF 6l
BEY , KT EIEEY WH, WARY
WAEE K RRERCBNAEFEER
28

. 1£ Content (W &) F7oH , 1EF YAML T

JSON , REEFERPHABRERE

11. ERFAEHsH , EEFHERS A B AWS AppConfig 622 1R A E & Bz 77 A RK IAM A
., AWS AppConfig RIFEZBIMANBMENERACENTR, HE  ARIAFRFAE,

£/ Role ARN (A& ARN) FIREZAE,

12. HE , EARMKIERFTAME L |, #%£3F JSON =, AWS LambdatlRiE#E JSON Schema (JSON
), BEFERDPBA JSON £y, tREIEEFE AWS Lambda , EM TR IEZFEE Amazon

BRA TR (ARN) FARAS,

/A Important

FEREUCREERINEI RS 28 , SSM 3044 i 17 fif BY B i 238 425X BR SR Bk B JSON 4244
HATHIUE, SSM SRAFRRIUES X , BRIEBVEER N HNERE SSM SHEE

BIRBRRIEKE, AWS Lambda

13. iija%-l:_*/]:o

14. £ 'EFART THL , && ‘R FREHE,

B mEXEEXH
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/A Important

MRERNET B E X4 AWS CodePipeline , N A41E A 8|25 E CodePipeline AWS
AppConfig hEBERHENEE, BFAFEENIT £ AWS AppConfigi EBE Ih BEFF H M BT & 2K
&, BR , BXAEEFFHABRNAEFEEEN , 0 BJEZEA AP IREEE FFT
R, BXROIEIEE AWS AppConfig HEBERMBENEEMNFE L , S (AWS CodePipeline
RAPIEE) IR : 8122 AWS AppConfig FEREBIREENEE,

BEPITE AWS AppConfigH #5E Zh BE4R S M B & 2=

#8122 AWS AppConfig BEHERBEEXH (H1T)

LR EN B ER AWS CLI ( #£ Linux 2% Windows £ ) 2% AWS Tools for PowerShell #04a 1
# AWS AppConfig BEHEXNEE X4, MRAREE , /RATLL AWS CloudShell £/AIZ1T T HEFI H#Y a5
T, BXEZER , HZHAWS CloudShell {AF#EmM) FHTALZ AWS CloudShell ? ,

® Note
FNFREERENEEEM T AWS AppConfig IEEWBHHENEE , B AIEEhostedluE
URI,

EQEBENH , BEEHA AWS CLI

1. $TFF AWS CLI.
2. BEIUTHSHURAEEXEEXHF.

Linux

aws appconfig create-configuration-profile \

--application-id The_application_ID \

--name A_name_for_the_configuration_profile \

--description A _description_of_the_configuration_profile \

--location-uri A_URI_to_locate_the_configuration or hosted \

--retrieval-role-
arn The_ARN_of_the_IAM_role_with_permission_to_access_the_configuration_at_the_specifiec
\

--tags User_defined_key_value_pair_metadata_of_the_configuration_profile \
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--validators "Content=JSON_Schema_content_or_the_ARN_of_an_AWS
Lambda_function, Type=]SON_SCHEMA or LAMBDA"

Windows

aws appconfig create-configuration-profile ~
--application-id The_application_ID *
--name A_name_for_the_configuration_profile "
--description A_description_of_the_configuration_profile *
--location-uri A_URI_to_locate_the_configuration or hosted A
--retrieval-role-
arn The_ARN_of_the_IAM_role_with_permission_to_access_the_configuration_at_the_specifiec
N
--tags User_defined_key_value_pair_metadata_of_the_configuration_profile
--validators "Content=JSON_Schema_content_or_the_ARN_of_an_AWS
Lambda_function, Type=JSON_SCHEMA or LAMBDA"

PowerShell

New-APPCConfigurationProfile °
-Name A_name_for_the_configuration_profile °
-ApplicationId The_application_ID °
-Description Description_of_the_configuration_profile °
-LocationUri A _URI_to_locate_the_configuration or hosted °

RetrievalRoleArn The_ARN_of_the_IAM_role_with_permission_to_access_the_configuration_at_

Tag Hashtable_type_user_defined_key_value_pair metadata_of_the_configuration_profile

-Validators "Content=JSON_Schema_content_or_the_ARN_of_an_AWS
Lambda_function, Type=JSON_SCHEMA or LAMBDA"

/A Important
FEBEUATEEREE.

« MBEFGIETBEE XM AWS CodePipeline , NI %FE 41728 E CodePipeline AWS
AppConfig hZBERHENEE, BRFEENIT £ AWS AppConfigH ZBE Ih BEFF FH H B
EHE, B K BXTEEFFHAZEKNARFEREES , 0 BIdEEFR AP 3REL
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BLE AR, BXBIZEIEE AWS AppConfig A BRMUENEEBNEER , BSH (AWS
CodePipeline FAF#8r) FRIVEIE : 812 AWS AppConfig FESBIREENEE.

- WMRETE AWS AppConfig HEBREF#POIE TEE , NTTUER
CreateHostedConfigurationVersionAP| #IR{ECIREL ER#TIRA. EEF I APl EREMN
AWS CLI #FHEEMRHlHS , 2H (mHSZSE) HH create-hosted-configuration-
version, AWS CLI

HEE N 1TE AWS AppConfigH 2B Th RE bR A& M Bl iE iR -

H oo ERIE IR

AEBAFEBEXREERNEM AWS BRFHES AWS AppConfig.

AWS AppConfig 5 & AWS Secrets Manager

Secrets Manager # B ZR RN, FERNREHRFEENEMRSHEL, EUUEFEERNBA
Secrets Manager M REWEIL , MAREMARF PN EIEHTERB, Secrets Manager %88
BRGENEEXNZAMTHE , ANIBBERFX IT BRMBIBGFE,

LB B B AN E B AT , ATLLERR Secrets Manager N BB HIBHI KR, ECIEE B4
28, BABER Secrets Manager M H A4, B X Secrets Manager WEZER |, HSH
Secrets Manager =t 4 AWS Secrets Manager ? £ {AWS Secrets Manager AF#E®) F. BXx
BRI Secrets Manager WELEXHWEER , FSH EPLIEEREN B BEXEEHE AWS

AppConfig.
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£ AWS AppConfigH 5B & I gEtr & M Bl E i H=

HOEAERF A EDERENEBRRARERERS , RALGIRMNTE, SERFNEER ,
FEBEUTER

- RARERF ID

- BEXHID

- BERZE

- EEHPHBHREBIEAIIRE D

- HEERE D, IENERERNEE

« AWS Key Management Service (AWS KMS) 47 ID , A THERAEF EENBAXNBIEHRITNE,

SR A StartDeploymentAPI #4ERY , AWS AppConfig AT TES :

1. EAEEXHFFHAE URI MERE BIE 17 i EE E 2R,
2. EREGREEXHANEENRIIESF  RIEEEREEEEMEL LREBIER,
3. ZEHEREIR , MENARFREINER, WEFRIAREHNEHELE,

AWS AppConfig 5 Amazon £ CloudWatch LAMS12E0E, MR IPEBE ALK T R CloudWatch ,
AWS AppConfig < B 31 BRI B LA & A PR E R 3 B AR F A P &,

£

- EANEERK

- BEERE

« AWS AppConfig #fZ 5 &K CodePipeline

{56 FH &1 B SR B&

HERELERBE/LDH/ LD AZE M FERR B R LR, AWS AppConfig #5E KB E X
TEREHNENUTEESH.

AR E SR A 53


https://docs.aws.amazon.com/appconfig/latest/userguide/creating-feature-flags-and-configuration-data.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_StartDeployment.html

RAriEmE

AWS AppConfig
% ik

Deployment type ( SpEBEH )

HEBRAEEN THENTERFESN. AWS
AppConfig X & MR EB B LA,

o M WFIXMRE | BRESBFEHIDH
#18 K K F Y18 835k AWS AppConfig &b I2ZB
2, TEAR—N 10 M2 E 896 E R RHE)
KA 20% B HEK

ZATEY ] DEHE
0 /e 0%
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4 /et 40%

6 /B 60%

8 /)i 80%

10 /Mt 100%
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BRENEBRFIEERZANSRE. fl, &
REBKRBIEERN 2, UREFHEOTHN
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RiE ik
SHRED (BKRH) ZREREERENZNISRAEN BIFHEA
FERT L,
(® Note

EFEIEEHM AWS AppConfig API
S #th  step percentage N
growth factor,

Deployment time (ZBE A7) IR EIETE AWS AppConfig ZBE 2| £ HL 1Y A
B, XFAEHEIE, XR—NMRERLGETEN
BT ER

Bake time (456 [8]) HEEEEENEERNES 100% WEIRZE ,

EEZRIBEBEZHRZE , AWS AppConfig &
# Amazon CloudWatch iRVt EKE, 0
REMNHEAE TER , AWS AppConfig ¥
ERIE ., BAIEENPR AWS AppConfig =
BEARHE CloudWatch BiR#TEIR, BEXES
BR , BFZHA (i) REEREEERNE
CloudWatch ,

BT LR R BEMT RV TR E LR BE | AWS AppConfig th A LA 2 B © KRB,
B

. EMHEBERE

- BIEEBBIREE

FE X R &R F R B

AWS AppConfig BIETAE X WEPBREE , AR ERELBEE, B ETBE ETIEZEUTIER
22—, MAREBECHRE,
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AWS AppConfig

RAriEmE

EDE R g

AppConfig.Linear20 6 %% PercentEvery

AppConfig.Canary 10% 20 % &

AppConfig.AllAtOnce

AppConfig.Linear50 30Seconds PercentEvery

R
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HERES 6 p AR EIBEIFRE BFHRN
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RIBMEMIEIR , MFBETRK. MREXERR
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BINBEWHLERATE~HE  BEAEHFE
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BEXEMK. MREXERNEANAE TER , NaE
AWS AppConfig JREZpE .,
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BEBE AWS NWR{ERE,
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HERBSVEEEREDEIMEEIR. RETK
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EDE R g DU

BiR , WHBETHK. MREXENBEANALT
iRk , M4 B AWS AppConfig REE,

BANEVLCREREATURSEREDN , AR
E 58 B ) A RIS B I

BIE B R EK

MRETBERAEP —HTENEHERE , WA L2 BCHMERE, S&ZTUCIE 20 NEE
Hhg, EHBEEN , BUTNEERERESNARF MR BRI,

212 AWS AppConfig ZBBKEE ( #5H5 )
F AL T IEET AWS Systems Manager ##| & 6122 AWS AppConfig 2P B KB,
BB KR

1. $TFF AWS Systems Manager #£#l& , Wik https://console.aws.amazon.com/systems-
manager/appconfig/.

ESMERT , REFHBRRE  AREFRCEDERE,

3F Name (B#F) , B ATBREN B

3t F Description (i) , FH AB R IPBREENER.

¥ F Deployment type (FFEKH) , EFRE,

XtF Step percentage (FTRBE L) , FERFEEBENSNTRFENBFNARAF B L.

¥t F Deployment time (EF BT E]) , B ASEN SiFLEatE ( Aozt REN ),

£ Bake time  , MIATEHRLILBN T —FRERTHEBE2H , ¥ Amazon CloudWatch Bk
W EETE ( AD ST )

9. EMNZLIOHR , MA-—TBANTENE, BRZSAUN—NEREE 50 MrZ,

10. #%# Create deployment strategy (BIZ2EpEB K EE).

© N o 0o bk~ 0D

/A Important

MBEH 6T B EXH AWS CodePipeline , NI 44 81238 E CodePipeline AWS
AppConfig N BEREENEE., BFAFENIT HBERE. B2 , EXTABREREFWmAER
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NMARFEREEHN , W BEJIEEAR AP FREELE PATR. BXBIEIEE AWS AppConfig
NEBREENEENELR , 5519 (AWS CodePipeline AFERE) RHHE : 6|2 AWS
AppConfig FAEERBIRHEENEIE,

RERITHERE,
212 AWS AppConfig EEBKEE (T H1T)

UTERBAAMMAER AWS CLI ( 1 Linux 2 Windows £ ) 2 AWS Tools for PowerShell 20 €13
AWS AppConfig ZpEB KB

Pk ke e

1. #TFF AWS CLI.
2. BITUTaT , tlEZIBEBRE,

Linux

aws appconfig create-deployment-strategy \

--name A_name_for_the_deployment_strategy \

--description A_description_of_the_deployment_strategy \

--deployment-duration-in-minutes Total_amount_of_time_for_a_deployment_to_last
\

--final-bake-time-in-minutes Amount_of_time_AWS
AppConfig_monitors_for_alarms_before_considering_the_deployment_to_be_complete
\

--growth-

factor The_percentage_of_targets_to_receive_a_deployed configuration_during_each_interva
\
--growth-

type The_linear_or_exponential_algorithm used_to_define_how_percentage_grows_over_time
\

--replicate-
to To_save_the_deployment_strategy_to_a_Systems_Manager_(SSM)_document \

--tags User_defined_key_value_pair_metadata_of_the_deployment_strategy

Windows

aws appconfig create-deployment-strategy #
--name A_name_for_the_deployment_strategy *
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--description A_description_of_the_deployment_strategy "
--deployment-duration-in-minutes Total_amount_of_time_for_a_deployment_to_last
N
--final-bake-time-in-minutes Amount_of_time_AWS
AppConfig_monitors_for_alarms_before_considering_the_deployment_to_be_complete
N
--growth-
factor The_percentage_of_targets_to_receive_a_deployed configuration_during_each_interva
N
--growth-
type The_linear_or_exponential_algorithm_used_to_define_how_percentage_grows_over_time
N
--name A_name_for_the_deployment_strategy *
--replicate-
to To_save_the_deployment_strategy_to_a_Systems_Manager_(SSM)_document *
--tags User_defined_key_value_pair metadata_of_the_deployment_strategy

PowerShell

New-APPCDeploymentStrategy °
--Name A_name_for_the_deployment_strategy °
--Description A_description_of_the_deployment_strategy °
--DeploymentDurationInMinutes Total_amount_of_time_for_a_deployment_to_last °
--FinalBakeTimeInMinutes Amount_of_time_AWS
AppConfig_monitors_for_alarms_before_considering_the_deployment_to_be_complete

GrowthFactor The_percentage_of_targets_to_receive_a_deployed_configuration_during_each_1i

GrowthType The_linear_or_exponential_algorithm_used_to_define_how_percentage_grows_over._

ReplicateTo To_save_the_deployment_strategy_ to_a_Systems_Manager_(SSM)_document

Tag Hashtable_type_User_defined_key_value_pair_metadata_of_the_deployment_strategy

REFBRERUTUTRABENES
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Linux

"Id": "Id of the deployment strategy",
"Name": "Name of the deployment strategy",

"Description": "Description of the deployment strategy",
"DeploymentDurationInMinutes": "Total amount of time the deployment lasted",
"GrowthType": "The linear or exponential algorithm used to define how

percentage grew over time",

"GrowthFactor": "The percentage of targets that received a deployed
configuration during each interval",

"FinalBakeTimeInMinutes": "The amount of time AWS AppConfig monitored for
alarms before considering the deployment to be complete",

"ReplicateTo": "The Systems Manager (SSM) document where the deployment
strategy is saved"

}

Windows

"Id": "Id of the deployment strategy",
"Name": "Name of the deployment strategy",

"Description": "Description of the deployment strategy",

"DeploymentDurationInMinutes": "Total amount of time the deployment lasted",

"GrowthType": "The linear or exponential algorithm used to define how
percentage grew over time",

"GrowthFactor": "The percentage of targets that received a deployed
configuration during each interval",

"FinalBakeTimeInMinutes": "The amount of time AWS AppConfig monitored for

alarms before considering the deployment to be complete",
"ReplicateTo": "The Systems Manager (SSM) document where the deployment
strategy is saved"

}

PowerShell
ContentLength : Runtime of the command
DeploymentDurationInMinutes : Total amount of time the deployment lasted
Description : Description of the deployment strategy
FinalBakeTimeInMinutes : The amount of time AWS AppConfig monitored for

alarms before considering the deployment to be complete

DIEERE R
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RAriEmE

GrowthFactor : The percentage of targets that received a deployed
configuration during each interval

GrowthType : The linear or exponential algorithm used to define
how percentage grew over time

HttpStatusCode : HTTP Status of the runtime

Id : The deployment strategy ID

Name : Name of the deployment strategy

ReplicateTo : The Systems Manager (SSM) document where the

deployment strategy is saved
ResponseMetadata : Runtime Metadata

BhE EC IS

EAETAENEFRENEERXEEBEMENITHE , B LUER AWS Management Console
AWS CLI, = SDK B2 E, EPE3NEBE S AWS AppConfig A StartDeploymentAPI #

¥, 1ZARA2E AWS AppConfig MARERF. HREMEEX AT ID UK ( Ak ) EHFHEEHIER

X, ZAEBREEANDERIE ID , ZRBIE NAHEEREHRE.

R ISERB M TP HIZR4A AWS Secrets Manager, FAZEFIEERA MBI D Eh & 2176 RS
(Amazon S3) Service W R , HEF#E AWS Systems Manager EFEHEF EEZAINZM Parameter
Store FNZ £ FZHFESH , MSAHKnsKeyIdentifierizSHigE—ME. MREHNE B RMNE

HEAME AWS REREZR , WEFENKnsKeyIdentifierSBIEEE.

® Note

A KmsKeyIdentifier EENEXNREFEENEZHR. ZEATSLELARMNERE

fArERE.
LIRERFF I BrIKmsKeyIdentifier , MiANZE|EA AWS Identity and Access
Management (IAM) Z 3 A BII PR SR BE A S iZkms : GenerateDataKey#®4E.

HY 2

AWS AppConfig M BB EVNHN 2 ZBERHIRERST. WRDEEXMK , ME AWS AppConfig JREL

o

—RRABEF—NEERER —HRH, BR , EUUEMF-—IMEEHEDTENHER,
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MBEE (255 )

FERALUTYEET AWS Systems Manager 12§ & &8 AWS AppConfig EliE.

EREH S HERE

1. $TFH AWS Systems Manager #2#|& , it https://console.aws.amazon.com/systems-
manager/appconfig/.

2. ESMBERT , ERNARRE , ARERESERCIENNARRFE AWS AppConfigH i B AREF
Bl &z,

£ R L EERENRIERA  REER EFEAEE

TR HREE.

X F Configuration (B &) , BMFIRAFIER —NEE,

BELENEERIR , £RARKIIREREBIARE,

31 F Deployment strategy (EBBKEE) , BN IR IEFE — KL,

( ALE ) X FEHEHER |, AR,

EEFHMMFED , FHMNFRPEE— AWS Key Management Service Z4H.

10. ("t ) EREEHD , BERNFREF WAZAMNIDEE. &S AN —DMEIREE 50 MR
Do

X2 0

1. REFTIRERE

© © N o 0k~ Ww

HEHRE (WTIT)

LR B ER AWS CLI (¥ Linux 5} Windows £ ) 3% AWS Tools for PowerShell Zf&
AWS AppConfig Bl i& .

DLEEERE

1. $TFF AWS CLI.
2. ETUTaTHEERE.

Linux

aws appconfig start-deployment \
--application-id The_application_ID \
--environment-id The_environment_ID \
--deployment-strategy-id The_deployment_strategy_ID \
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--configuration-profile-id The_configuration_profile_ID \
--configuration-version The_configuration_version_to_deploy \
--description A_description_of_the_deployment \

--tags User_defined_key_value_pair_metadata_of_the_deployment

Windows

aws appconfig start-deployment ~
--application-id The_application_ID *
--environment-id The_environment_ID "
--deployment-strategy-id The_deployment_strategy_ ID *
--configuration-profile-id The_configuration_profile_ID
--configuration-version The_configuration_version_to_deploy *
--description A _description_of_the_deployment ~
--tags User_defined_key_value_pair_metadata_of_the_deployment

PowerShell

Start-APPCDeployment
-ApplicationId The_application_ID °
-ConfigurationProfileld The_configuration_profile_ID °
-ConfigurationVersion The_configuration_version_to_deploy °
-DeploymentStrategyld The_deployment_strategy ID °
-Description A_description_of_the_deployment °
-EnvironmentId The_environment_ID °
-Tag Hashtable_type_user_defined_key_value_pair_metadata_of_the_deployment

REFBRERUTUTRABNES

Linux
{
"ApplicationId": "The ID of the application that was deployed",
"EnvironmentId" : "The ID of the environment",
"DeploymentStrategyId": "The ID of the deployment strategy that was
deployed",
"ConfigurationProfileId": "The ID of the configuration profile that was
deployed",
"DeploymentNumber": The sequence number of the deployment,
"ConfigurationName": "The name of the configuration",

HEBEE (WHIT) 63



AWS AppConfig AriEE

"ConfigurationLocationUri": "Information about the source location of the
configuration",

"ConfigurationVersion": "The configuration version that was deployed",

"Description": "The description of the deployment",

"DeploymentDurationInMinutes": Total amount of time the deployment lasted,

"GrowthType": "The linear or exponential algorithm used to define how
percentage grew over time",

"GrowthFactor": The percentage of targets to receive a deployed configuration
during each interval,

"FinalBakeTimeInMinutes": Time AWS AppConfig monitored for alarms before
considering the deployment to be complete,

"State": "The state of the deployment",

"EventLog": [

{
"Description": "A description of the deployment event",
"EventType": "The type of deployment event",
"OccurredAt": The date and time the event occurred,
"TriggeredBy": "The entity that triggered the deployment event"
}

]I

"PercentageComplete": The percentage of targets for which the deployment is
available,

"StartedAt": The time the deployment started,

"CompletedAt": The time the deployment completed

}
Windows
{
"ApplicationId": "The ID of the application that was deployed",
"EnvironmentId" : "The ID of the environment",
"DeploymentStrategyId": "The ID of the deployment strategy that was
deployed",
"ConfigurationProfileId": "The ID of the configuration profile that was
deployed",
"DeploymentNumber": The sequence number of the deployment,
"ConfigurationName": "The name of the configuration",
"ConfigurationLocationUri": "Information about the source location of the
configuration",
"ConfigurationVersion": "The configuration version that was deployed",
"Description": "The description of the deployment",
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"DeploymentDurationInMinutes": Total amount of time the deployment lasted,

"GrowthType": "The linear or exponential algorithm used to define how
percentage grew over time",

"GrowthFactor": The percentage of targets to receive a deployed configuration
during each interval,

"FinalBakeTimeInMinutes": Time AWS AppConfig monitored for alarms before
considering the deployment to be complete,

"State": "The state of the deployment",

"EventLog": [

{
"Description": "A description of the deployment event",
"EventType": "The type of deployment event",
"OccurredAt": The date and time the event occurred,
"TriggeredBy": "The entity that triggered the deployment event"
}

]I

"PercentageComplete": The percentage of targets for which the deployment is
available,

"StartedAt": The time the deployment started,

"CompletedAt": The time the deployment completed

}
PowerShell

ApplicationId : The ID of the application that was deployed
CompletedAt : The time the deployment completed
ConfigurationLocationUri : Information about the source location of the
configuration

ConfigurationName : The name of the configuration
ConfigurationProfileId : The ID of the configuration profile that was
deployed

ConfigurationVersion : The configuration version that was deployed
ContentLength : Runtime of the deployment
DeploymentDurationInMinutes : Total amount of time the deployment lasted
DeploymentNumber : The sequence number of the deployment
DeploymentStrategyId : The ID of the deployment strategy that was
deployed

Description : The description of the deployment
EnvironmentId : The ID of the environment that was deployed
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EventlLog : {Description : A description of the deployment
event, EventType : The type of deployment event, OccurredAt : The date and time
the event occurred,

TriggeredBy : The entity that triggered the deployment event}

FinalBakeTimeInMinutes : Time AWS AppConfig monitored for alarms before
considering the deployment to be complete

GrowthFactor : The percentage of targets to receive a deployed
configuration during each interval

GrowthType : The linear or exponential algorithm used to define
how percentage grew over time

HttpStatusCode : HTTP Status of the runtime

PercentageComplete : The percentage of targets for which the deployment
is available

ResponseMetadata : Runtime Metadata

StartedAt : The time the deployment started

State : The state of the deployment

AWS AppConfig & 5 & X CodePipeline

AWS AppConfig & AWS CodePipeline (CodePipeline) BIEE R EEBR1E, CodePipeline 2 —IxE £
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- TEEBRIENEFFIE CodePipeline TURER TR EENNBINENARESF , MAKIBE
MBE,

- BEMFH AWS AppConfig SREEEEERE , EHT AWS AppConfig TXFEH LFRBREERF
EMZERANEFFNETLUEREMIEI, CodePipeline 3 AWS CodeCommit GitHub,
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EHRARFEIFEARERSELEESERREIEREN B HEXEE AWS AppConfig

#E., IREFERART RERNELREREZ— , I A AWS AppConfig gent Lambda # B3 AWS
AppConfig RERMARREEE — R APl HAMSESHE, EALUN AWS AppConfig Agent Bt & I A
#EH , HiLRER AWS AppConfig HELE E#H. K E A 4 StartConfigurationi #GetLatestEL &
AP| BEHERMBEFENEERE. ERERE , CHNARFEEN A ih EN RS S[HIT HTTP
WH. AWS AppConfig REXZFZRAH| , ARPMRELIR RS %,

MREEE , UFHFARXE API BERRREE. API SENTHERENT

MR AT StartConfigurationSession APl BRIV B ELFE. RE , BHNAEFEEF K
2 EM AR GetLatestConfiguration AR BN RHHH o] AEIE.

HARtStartConfigurationSession , MW AB S XX STFRER AWS AppConfig NARF. 3R
BB EXHIPRIREF (ID HBEF) o

ERMRL , AWS AppConfig #£f#tInitialConfigurationTokenA&FENEFin , HECE—
fGetLatestConfigurationAiZaEREMA,

@M GetLatestConfiguration Bt , B EFIRAB LR ECIHEAENRN
ConfigurationToken {&, FiZWMA]

« NextPollConfigurationToken : T)R{EHA GetLatestConfiguration EFEAMN
ConfigurationToken fE,

- BE : BT2ENEHKE. IREFFREAEFREIVEE , WHFERTENZE,

AT EBEUTEER.

AES
« % F AWS AppConfig #iEF RS
- LR ERSZE

S EEEA AP REE E
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*<F AWS AppConfig ZIEF ERS

2021 % 11 A 18 B, AWS AppConfig £ T —HHHBEFLE RS, XTMRFSER T 25 fE
A GetConfiguration API BERZBMBHIENIE. BEFTERSEARNTN AP #1E
BN StartConfiguration® & MGetlLatestFi &, #IEF M IRS & 5 #im =0

MEBERIE 2022 £ 1 A 28 B AWS AppConfig ZBIFFHER |, MIiZARSE TJREIEEE R A
GetConfiguration API &4k , EAIEEIEEFEARMEHN AWSEFiw ( 20 AWS AppConfig A
Lambda ¥ & ) RIAA Lt API #B1E, WREEZFA GetConfiguration API R , BHITT TR
M StartConfigurationSession # GetLatestConfiguration APl &{E, MREFEANE
AWS AppConfig X3 Lambda ¥ & , S RAEBEERE N “WE A mAE AWS AppConfig
Lambda ¥ & WEB45 .

SHEFAN APl BEHL , FINEKIEFE GetConfiguration APl BEEBL TS,

1. TEE®E ClientID S8, FAKEFEARSAT , ClientID B StartConfigurationSession
BN ETHRENDHITEER,

2. BFBFEETE (lientConfigurationVersion RERBEERTENEFRA, FHKEFER
&it , ClientConfigurationVersion B StartConfigurationSession B|EMNSFEREE
M &R T EE,

3. M BIETFE AP BATAGRSABEE 2 BRI FENEE-FERARSHABEN,

4. FNBFEFERSRES THEFERENRKATEE. EINAEERERERZNTRESFE ,
AWS AppConfig FBA AT LATERF R 0 32 58 K RYIE 58 T e

M GetConfiguration E#% %l GetLatestConfiguration

EFREAFNBETYERS  SFEEEHBA GetConfiguration API BREMNAREE. £H
StartConfigurationSession API BEBFNEERXE , AFA GetLatestConfiguration
APl RERBREBERIE. NESHAE  BNEVESE A BERERE. AXEZEE , BFSNE
S EEFA AP FREELE .

L R {a 20 AWS AppConfig Agent Lambda ¥ &

LEE X AWS AppConfig X3 Lambda T B TEFEBEEZEF W, AWS AppConfig Agent
Lambda ¥ BRI IBARAR K EBGetConfiguration A 7 APl ##1E, BHFRAEBEIEFE API 2
£, MRELERAHZE AWS AppConfig Lambda & , BRINB WA/ REFH N &K Amazon &
REM (ARN) , AEFILH AP BAANKR, BXESEELR , H5H £H AWS AppConfig X3
Lambda ¥ BR REEHIE.

%< F AWS AppConfig #3EFHE RS 69


https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_appconfigdata_StartConfigurationSession.html
https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_appconfigdata_GetLatestConfiguration.html
https://docs.aws.amazon.com/general/latest/gr/appconfig.html#appconfigdata_data_plane

AWS AppConfig AriEE
RN KT E

AWS AppConfig R 7 /LFA TR REEHRTEHWELE £, WREE AWS Lambda BEFER AWS
AppConfig Theetr&sk B AN BELEEIE , M AT LAEA A AWS AppConfig gent Lambda § Bk %R
BlE, MREETE Amazon EC2 32l EiZ1THIR AR , WA BAEA AWS AppConfig {IE ki BT
B, AWS AppConfig KB & Z1F1E I 5% Elastic Kubernetes Service ( 1L 5i# EKS ) sRIL 5 #ha# 4
BeERS (L 5# ECS ) RSB LETHRARRF.

TRBRER , FERRERERIEN 5 AL EEEA AWS AppConfig APl Eféi#, Bf1&B31%1HE
B{ESREE , 7 H AWS AppConfig H TR EREEN AP BARY , Bt aTse 2B RSN R KA.
£}

« A8 AWS AppConfig RIE Lambda ¥ B& R EIHIE

- M Amazon EC2 it Rl B IE

« M Amazon ECS # Amazon EKS 8 Rt E$iE

- HAiZRINEE

« AWS AppConfig REAR b FF &

£ AWS AppConfig X3 Lambda ¥ BK R EHIE

AWS Lambda ' BR— 1B ERE , HT1858 Lambda REMIThEE, AT ERARBZREHT E ,
SERBHTET , AEAEBERBAREHEEZETT, XKBrLE , Lambda ¥ EBELFES Lambda A H1T
NEFiK. WHTEFRAIUEEEGAHFINE AL EEZNEBRE,

WMERIRTE Lambda EEFER AWS AppConfig e SR E M SEBEHIE , BABRNB TR E
Lam AWS AppConfig bda ¥ BYER —MNERINEIEE Lambda BEAF ., XESHANEEREEBEM
il MEVEAEEE T EREKAK AWS AppConfig BIATE{LERANZESER. ATELD THiZ
AWS AppConfig BRSHI API A , 8% T Lambda REMALERTE , NTIFRIEK T A&, B Lambda
FENEZER , 535 (AWS Lambda FF R A R¥EFE) FMLambda ¥ E.

(® Note

AWS AppConfig E4T & T A MZWE B HIRE. WREH Lambda 1T ZR5 230 HIRE
KRFOEEHSE , WRAE M,
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AREBIIEHR A AWS AppConfig gent Lambda T BHER , AR INAE B ZT B S&EM Lambda
HBEESEANTE,

THEAR

mREFEH AWS AppConfig EEZE Lambda ¥ ER Lamb da BEEMIELE , N ATUBE S 2EME
B AP BEERK , & Lambda ¥ FEE N KR FELEE #. StartConfiguration GetLatest

fF Lambda AWS AppConfig KB B 5K Lambda BRI EK TR EE, ZT EAFIAH AWS
AppConfig fi%5. EERZFNBEN R METF. BRET - ARSBAMENEESTHURERERA
REREEH. TEERTENIELN,

l| | RI
/ AWS |Lambda invocation environment \

AppConfig Agent 3
Lambda —» AWS AppConfig
extension

Lambda function 3 AWS SDK

[[%]
£

Local

configuration
cache

\ /

1. BT LU AWS AppConfig X2 Lambda ¥ BEE N Lambda BRI — 1B,

2. BRI ERERIE , ENERRELETH HTTP in = L8 H1Z AWS AppConfig ¥ B#E
Flocalhost:2772.
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3. R R4 RERBENALESF. RBETEZES , MY BEF2XWA AWS AppConfig BA3R
H B & B ¥R

4. NRSEBEESS  F BENEEHERBEFTHHFEAZIELS Lambda B

5. AWS AppConfig Agent Lambda I BEHEGARELNRERERSEEH . XA Lambda
HHE , T RBLREARZREURNEITHE, MRLIHSRAFEENFAER , Mo
AWS AppConfig HRAAUREMBENRE , IREENR , WEHEHEF , HEELIHEE,

® Note

« Lambda &£3R Gt EEREFIEN H XK B HEX RV BEIRLH], FNKFERIRIH |, H4EH
BCWEEHREAWEF, BXx Lambda RHMHLNEZEELR |, 55 (Lambda FEA
BEE) 98 BHE Lambda HHH XK

« M AWS AppConfigf B EMMNELE /G , EliE ERXE R Lambda BB T ER B RIBURT
ERTHENBERBEN T BERENL AR,

FFIaaTEY R TE
£ /5 F AWS AppConfig {32 Lambda "B 281 , HHITUTRE

« £ Lambda HE P AL E , AEFEAZH AWS AppConfig,

- B2 AWS AppConfig F#MEEHE , BIEIEGREHIEHBRNEERE. BXEZER , HSH
I EEREN B BB EEEIE AWS AppConfig.

 7£ Lambda EHEUAITAEFEHAK AWS Identity and Access Management (IAM) SR EBE AR 7
fnappconfig:StartConfigurationSession#lappconfig:GetLatestConfiguration,
BEXEZER , HZSHAWS Lambda FF R AR IERE I AWS Lambda HiTAE. BX AWS
AppConfig RIRMEZER , T5H (RSFBNSZE) FH AWS AppConfigiRE, FIRFMFM4H,

70 AWS AppConfig X3 Lambda ¥ &

EFE A AWS AppConfig X3 Lambda ¥ & , BFEERT BEFAINEER Lambda ., XA LAEY
£ AWS AppConfig X2 Lambda ¥ B/ER ERHRMEIER Lambda BB |, EE Lambda HE LS
Rz BEN AR EREI,
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® Note
% AWS AppConfig ¥ BEFEEZETHREX , HBEXEMEETH,

FEHAEM ARN 711 AWS AppConfig X3 Lambda ¥ &

EFEH AWS AppConfig {3 Lambda ¥ B , BFEEFZT BEN —NEHME Lambda BEEAH,
AXRMAEEBRMENEE |, 28 (AWS Lambda F X&) FWEEY E. AWS Lambda
BHAERYT BB E AWS-AppConfig- Extension, BiEXE , HENT BEANERMNE Lambda
B, BAIETE Amazon BIREF (ARN ) o MULTHIERHIEE—/ ARN , ZIEXREFAENECIE
Lambda B9 AWS X1 {31 R,

- x86-64 ¥ &
- ARM64 ¥ &

MRERERY BAMBEEP A E# TN, TUAEAATREBRIKBIEEREEN.

import urllib.request

def lambda_handler(event, context):
url = f'http://localhost:2772/applications/application_name/
environments/environment_name/configurations/configuration_name'"
config = urllib.request.urlopen(url).read()
return config

EXNHEBTNIE |, iFR Python I —1#H Lambda BEE , Ay & , AB121T Lambda B, =17
Lambda BI$/5 , Lambd AWS AppConfig a BEEISIREIE A http://localhost: 2772 SR IEENEE
BXxWMABIE Lambda REBHE LR |, 155 % AWS Lambda { Lambda FF XA RIEE) S FREEE
A8l Lambda B,

E5f AWS AppConfig Agent Lambda ¥ BRI BRESMREG |, B30, FABSRESGHNM AWS
AppConfig X3 Lambda ¥ &

BLi& AWS AppConfig X3 Lambda ¥ &

B LBEERLT AWS Lambda SR EZEXREET B, BEXEZEER , 55 H (AWS Lambda 7
KARIERE) PHEH AWS Lambda BT E,
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TR B i 2 4E

IRELE AWS_APPCONFIG_EXTENSION _PREFETCH_LIST afAckEREM S ahatE. ¥E1L A
AWS AppConfig gent Lambda ¥ B& , ©4# 3R AWS AppConfig Lambda FF A #1381t 88 B Bk 3 18
AENLEBEREFZINEERE, EELEBRT , ERHEREERECT , BERFECEABERFH
Al A,

EFAMEIIEE , BHMRETENERENSRERENNNER, 0, IRENEEXNN T2
Bl& A “my_application”, “my_environmention” 1 “my_configuration_data” BN AR, IRERE
BEXH , MFEEFNR /applications/my_application/environments/my_environment/
configurations/my_configuration_data. &AILUENLIES 2RI FIERSHZMNEED B 5k
EEXLHREWME (MRRREMPIEES , EEAREN ID BEMAREEN ) .

MELAIK 7= 175 (7] B i 4R

A AWS AppConfig gent Lambda # R AT LB IEE R FHE RN IAM BENEMIK K R EH
. ERENER  BRETISRIREE

1. 7£ AWS AppConfig A TEERRERFEAK, T , IZ—NEEEEXEBNAE , ZRBATET
Lambda B EEI K - 15
Blappconfig:StartConfigurationSessionflappconfig:GetLatestConfigurationi®
EUR EBER RN MNANEB2HTE ARN. AWS AppConfig

2. 7£121T Lambda B | FHRAESR 1 FRIENAEMH ARN
AWS_APPCONFIG_EXTENSION_ROLE_ARN ¥3EZEE 7R ME Lambda BE+,

3. (k) MRFEZE , A[EA AWS_APPCONFIG_EXTENSION_ROLE_EXTERNAL_ID HEFEIEEN
281D, B , AIfEA AWS_APPCONFIG_EXTENSION_ROLE_SESSION_NAME MMEZEREBELIER

® Note
BABEUTER.
-« A AWS AppConfig gent Lambda B REEM — N PR ZEHIE, MREEE IAM BE , T
¥ BRFTEMNMZIT Lambda BEHI K - ke 3R ELE IR

« AWS Lambda A1 T B &2 Z B X AWS AppConfig Agent Lambda ¥ B # Lambda BX
BHEE. CloudWatch
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RAriEmE

R

B

AWS_APPCONFIG_EXTE
NSION_HTTP_PORT

AWS_APPCONFIG_EXTE
NSION_LOG_LEVEL

AWS_APPCONFIG_EXTE
NSION_MAX_CONNECTI
ONS

AWS_APPCONFIG_EXTE
NSION_POLL_INTERVA
L_SECONDS

AWS_APPCONFIG_EXTE
NSION_POLL_TIMEOUT
_MILLIS

AWS_APPCONFIG_EXTE

NSION_PREFETCH_LIST

FHER ERINE
HWHRETERTREEETEE 2772
FRHAM HTTP RS EE/ %

H,

WIRR T B E L AWS info
AppConfig HE T B/ A
FBRIEEIHBE Amazon

CloudWatch Logs., FX

PR PMNENBEREDRE

debug. info., warn, error

M none., WIHBIEEXRT EBH
FHER , FEITIER.

WIRETZERET BATM 3
AWS AppConfigt R Ei & i &
RIEE.

WIRRET ERFT BREFLHA 45
FEHEEMNE (AR AWS
AppConfig FEA ) ,

BT BRI RER 3000
TERIFH R 17 EIE AWS

AppConfig B & 1518 57 #Y B

KetiE] (AZR BN )

MR EMNRE A AWS

AppConfig & BMRL , Ny &
ERFabkd 386 iR E
ZHEHNEEHIE,

BHRREERTEEERRBY X
BN BRFIETZE
FRAERRNEEHRE. ©

A AR KGR 5 3 3 At

=T
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RAriEmE

FAER

AWS_APPCONFIG_EXTE
NSION_PROXY_HEADERS

AWS_APPCONFIG_EXTE
NSION_PROXY_URL

AWS_APPCONFIG_EXTE
NSION_ROLE_ARN

AWS_APPCONFIG_EXTE
NSION_ROLE_EXTERNA
L_ID

AWS_APPCONFIG_EXTE
NSION_ROLE_SESSION
_NAME

AWS_APPCONFIG_EXTE
NSION_SERVICE_REGI
ON

HAHAEE

WRETERTIEE
AWS_APPCONFIG_EXTE
NSION_PROXY_URL IREZ
EF5|ANREFRFEHRL,
HERUES 7 RHIRLS
Ro BIMRAFERAUTER :

"header: value"

WRRTEREER TN AWS
AppConfig " BEIMEZN K
B URL AWS fR%. HTTPSH
X HTTP URL,

BT EIEE51Z AWS
AppConfig T BIEF N R
& M 1B A X M H
IAM B ARN,

WA BETEREESRAAE
ARN £& A AEB 1D,

WA RTEBEEESHAAN
IAM B BN EIEXBRNSESR
Fho

WIMEEEBEE T REFE
T AWS AppConfig BRSS B
NEANZAXE. IRRE
X, MY RIS = a0 X
LR TT Ko

AIAE
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RAriEmE

FAEE

AWS_APPCONFIG_EXTE
NSION_MANIFEST

AWS_APPCONFIG_EXTE
NSION_WATIT_ON_MANI
FEST

HAHAEE

WIRE T B R AWS AppConfig
Agent B & 7 R A H S ANEC
EMIhEe , flmnZik PR R
T ERFIRE, Bolla
AUTEZ—

* "app:env:manifest-
config"

« "file:/fully/quali
fied/path/to/manif
est.json"

BREARXEDENESE
B, BZ R At REE,

WIRE T B/ AWS AppConfig
Agent LB RN ZFE| /TR E T
EEBERE.

MINEEFRSE B PR R — P HZMRE

AIAE

true

true

3 FIheErrEBE ( 38 AWS.AppConfig.FeatureFlags WEE ) , Lambda ¥ BEEEBR R
BRETHNENMIERIEFE, WREN Lambda RAEEFEAEREXHFFHNLNMRES |, NRE—1PFH
AMIEIEFEER. TEHHNRBIFERT Python,

® Note

HEETE A AWS AppConfig gent Lambda # BARZS 2.0.45 R E S kA E A ELE /Y2 IhEE

PREEB D IR

BRI AN HTTP i R 3 AWS AppConfig BLE#IE. ETRERFERSIREIR , BEA AWS
AppConfig BLE X8 ?flag=flag_name EHS .

R EMREREE M
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import urllib.request

def lambda_handler(event, context):
url = f'http://localhost:2772/applications/application_name/
environments/environment_name/configurations/configuration_name?flag=flag_name'
config = urllib.request.urlopen(url).read()
return config

HRIZMrIERHEEMY
import urllib.request

def lambda_handler(event, context):

url = f'http://localhost:2772/applications/application_name/
environments/environment_name/configurations/configuration_name?
flag=flag_name_one&flag=flag_name_two'

config = urllib.request.urlopen(url).read()

return config

BE& AWS AppConfig X3 Lambda B A&

IBALATE B EHEF Ag AWS AppConfig ent Lambda ¥ B2 /FH AWS Lambda BESIE. BESRE
FkH. appconfig agentLAFHRHI,

[appconfig agent] 2024/05/07 ©04:19:01 ERROR retrieve failure for
'SourceEventConfig:SourceEventConfigEnvironment:SourceEventConfigProfile':
StartConfigurationSession: api error AccessDenied: User:
arn:aws:sts::0123456789:assumed-role/us-east-1-LambdaRole/extensionl is not authorized
to perform: sts:AssumeRole on resource: arn:aws:iam::0123456789:role/testl (retry in
60s)

AWS AppConfig Agent Lambda ¥~ & #9 7] F iR 4<

AEB T EH X AWS AppConfig KX Lambda T BIRAEHVEER. AWS AppConfig X3 Lambda § &
T x86-64 1 ARM64(Graviton2)FF & FF &£ #9 Lambda BE¥, BIEEZT , K Lambda EEMAM
BENFEAEYHIEE AWS X8 VB4 E Amazon BIRBH (ARN), BAILIEARTF AWS XiF
HE&EE ARN 15,

/A Important
EEELLT AR AWS AppConfig {8 Lambda T BN EZEM T,
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+ GetConfiguration API R{EETF 2022 F£1 A 28 HHFA. EREEXRENEARNH
StartConfigurationSession #l GetLatestConfiguration APl, MREFEHKZ
1£ 2022 £ 1 A 28 B2 mitlE# A AWS AppConfig gent Lambda ¥ EBARZA , NI o] gEE EE
B3 API IR, BEXEZEE , B85 < T AWS AppConfig 4EF H RS -

» AWS AppConfig X HHNABEMRARIBENT BRA. BINBWEEHERIISKHRE
DR RY REFEEIDEE,

FH

« AWS AppConfig {38 Lambda ¥ BT X 1T 88
- BRIEN Lambda ¥ BEFEREE

« x86-64 ¥ &

« ARM64 &

- RIBNY BMRAE

AWS AppConfig {32 Lambda ¥ B F 4 1T 8A

TRERT X AWS AppConfig Lambda ¥ & B & FTAR A FT 89 B 2o

[TES HE B 8B B
2.0.358 12/01/2023 BT RUTRENENX

- ZKFRER  EAEKS
HK R AWS IKF FH AWS
AppConfig B M Z Mt R
K 1 R E AR,

- FERERTBEAME : £
AWS AppConfig R &L &
BIEBEARE, LIEER
F RS A MR & BN &
BIEUHITERNWNARERF
AWS AppConfig.
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JIES

2.0.181

2.0.165

2.0.122

2.0.58

#H B

08/14/2023

02/21/2023

08/23/2022

05/03/2022

)=5

BINTXNAES (4SHI4
% ) il-central- AWS X1 1 #9
X #.

REHREE, THET AWS
Lambda 12 # &5 BREFH
FARFIESENEITIARA
Eo EIMTXNEAT AWS X5
M5

« % ( FEXE ) - me-centra
-1
« X (BEHE) - ap-
south-2
« WA#KX ( BRA ) XiF
( ap-southeast-4 )
o RN ( BBIELF ) - eu-south-2

o RN ( 7721t ) - eu-centra
[-2

WITNPEERENEE, |7
Rz EEE AWS_APPCO
NFIG_EXTENSION_PRO
XY_URL F1 AWS_APPCO
NFIG_EXTENSION_PRO
XY_HEADERS IEFZE,
T NET 6 fEREITHR RS,
BXAETENEZER | F
24 & AWS AppConfig X
I Lambda ¥ &,

Uit 7 Xt Lambda
Graviton2 (ARM64) 4- I 25 Y
X
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JIES HH B )=5
2.0.45 03/15/2022 I T X A B AT EEAR SR

. U5, BERF2ERS

H B —MNEE X RYThRERR
&, FEMSRAEEF i — 7
MR, FELLRRAAF , BT
LERR HTTP A EH IR R
RHERA flag=<flag-name>
SRR ENMEENE, L
A\, BEIRARI T3 Graviton2
(ARMGB4) 4b RSS9 455,

EHRIERN Lambda ¥ BREFRAS

FAUTIEEREYTEER AWS AppConfig Agent Lambda T BHIRAS ., BIEEZT , B8
Lambda BB B N FEAH YT AWS XiF (VBRI 4EE Amazon BIRZF (ARN),

1.

& F AWS Management Console #3#TFF AWS Lambda ##|& , MitH https://
console.aws.amazon.com/lambda/.

2. EBERM AWS-AppConfig-Extension EH Lambda B,

3. 1E Layers (B ) X , %&$#F Add a layer (/A IE ) -

4. FEEERE o , NBAWS BEFIFRHi%EE AWS-AppConfig-Ex tension,

5. ERARAEINRKERERES,

6. EZBRM,.

7. EANEEDR N B

8. MHAZERGE , EFEAEHE. & “WITHFEE" 882 3 E A AWS AppConfig gent Lambda ¥ &k
K, HhRASTE I IRAFTFER URL ZE,

x86-64 ¥ &

MREEF YT BEN—NERME| Lambda , M AMIEE ARN, M TRFPIEFESEGIE Lambda BY
AWS X1 {Z BEHXTRHY ARN, X2 ARN SEH T x86-64 F&FF A K Lambda BER.
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RAriEmE

R4 2.0.358

X

XERE (HFRILMIEER)

KERER (HEM )

ESETES ( MRFEEILILED )

XEES (HHN)

MEXR (HER)

KR X (SE=%1R )

M (TRt )

=)

2

RN X (23)

ARN

arn:aws:lambda:us-east-1:02
7255383542 :1ayer:AWS-AppConfig-
Extension:128

arn:aws:lambda:us-east-2:72
8743619870 :1ayer:AWS-AppConfig-
Extension:93

arn:aws:lambda:us-west-1:95
8113053741:1ayer:AWS-AppConfig-
Extension:141

arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-
Extension:161

arn:aws:lambda:ca-central-1
:039592058896: 1ayer: AWS-App
Config-Extension:93

arn:aws:lambda:eu-central-1
1066940009817 :1ayer: AWS-App
Config-Extension:106

arn:aws:lambda:eu-central-2
: 758369105281 :1ayer:AWS-App
Config-Extension:47

arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension:125

arn:aws:lambda:eu-west-2:28
2860088358:1ayer: AWS-AppConfig-
Extension:93
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X i)
MM X (ER )

Europe (Stockholm)

WM X (K )

KM ( FREEST )

PE (4L=R)

HE(TE)

TAR#X (FE)

TAMK (3

TA#X (BR)

ARN

arn:aws:lambda:eu-west-3:49
3207061005:1ayer: AWS-AppConfig-
Extension:98

arn:aws:lambda:eu-north-1:6
46970417810:1ayer: AWS-AppCo
nfig-Extension:159

arn:aws:lambda:eu-south-1:2
03683718741:1ayer:AWS-AppCo
nfig-Extension:83

arn:aws:lambda:eu-south-2:5
86093569114:1ayer:AWS-AppCo
nfig-Extension:44

arn:aws-cn:lambda:cn-north-
1:615057806174:1ayer:AWS-Ap
pConfig-Extension:76

arn:aws-cn:lambda:cn-northw
est-1:615084187847:1layer:AWS-
AppConfig-Extension:76

arn:aws:lambda:ap-east-1:63
0222743974 :1ayer: AWS-AppConfig-
Extension:83

arn:aws:lambda:ap-northeast
-1:980059726660:1ayer:AWS-A
ppConfig-Extension:98

arn:aws:lambda:ap-northeast
-2:826293736237:1ayer:AWS-A
ppConfig-Extension:108
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RAriEmE

X
A X ( RFR )

M AHE X (#FTH0K )

LA (ER )

A# X (FEHE )

LA K (BRE )

TAHK (&K )

WA X (BEHE)

AENM (EZRF )

FEM (FER)

ARN

arn:aws:lambda:ap-northeast
-3:706869817123:1ayer:AWS-A
ppConfig-Extension:101

arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension:106

arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A
ppConfig-Extension:106

arn:aws:lambda:ap-southeast
-3:418787028745:1ayer: AWS-A
ppConfig-Extension:79

arn:aws:lambda:ap-southeast
-4:307021474294: 1ayer:AWS-A
ppConfig-Extension:20

arn:aws:lambda:ap-south-1:5
54480029851 :1layer:AWS-AppCo
nfig-Extension:107

arn:aws:lambda:ap-south-2:4
89524808438:1ayer: AWS-AppCo
nfig-Extension:47

arn:aws:lambda:sa-east-1:00

0010852771:1ayer:AWS-AppConfig-

Extension:128

arn:aws:lambda:af-south-1:5
74348263942 :1ayer: AWS-AppCo
nfig-Extension:83
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RAriEmE

X
B3 (Fh4EX )

7R (B )

R (BH)

AWS GovCloud ( ZEZFRER )

AWS GovCloud ( B3R )

ARM64 ¥ &

ARN

arn:aws:lambda:il-central-1
:895787185223:1ayer:AWS-App
Config-Extension:22

arn:aws:lambda:me-central-1
:662846165436:1ayer: AWS-App
Config-Extension:49

arn:aws:lambda:me-south-1:5
59955524753 :1ayer:AWS-AppCo
nfig-Extension:85

arn:aws-us-gov:lambda:us-gov-
east-1:946561847325:1ayer: AWS-
AppConfig-Extension:54

arn:aws-us-gov:lambda:us-gov-
west-1:946746059096:1layer : AWS-
AppConfig-Extension:54

MREBERMYT BER—NERIE Lambda , MABIEE ARN. WTRAEEZEEES|ZE Lambda B9
AWS Xig v BT RHY ARN, X2 ARN EHFH ARM64 E&FF XK Lambda B,

hxZ< 2.0.358

X 15
XERE (HBFRILMIER)

KEREP (BZEM )

ARN

arn:aws:lambda:us-east-1:02
7255383542 :1ayer: AWS-AppConfig-
Extension-Arm64:61

arn:aws:lambda:us-east-2:72
8743619870 :1ayer:AWS-AppConfig-
Extension-Arm64:45
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AWS AppConfig

RAriEmE

X
XEAEER ( AEEILILER )

SERELR (HEX )

MEXR (HER)

KR X (SE=5AR )

MM (R )

R=)

>3

RO X (2

ROM X (123 )

KK X (B2 )

Europe (Stockholm)

ARN

arn:aws:lambda:us-west-1:95
8113053741:1ayer:AWS-AppConfig-
Extension-Arm64:18

arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-
Extension-Arm64:63

arn:aws:lambda:ca-central-1
:039592058896: 1ayer: AWS-App
Config-Extension-Arm64:13

arn:aws:lambda:eu-central-1
1066940009817 :1ayer: AWS-App
Config-Extension-Arm64:49

arn:aws:lambda:eu-central-2
: 758369105281 :1ayer: AWS-App
Config-Extension-Arm64:5

arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension-Arm64:63

arn:aws:lambda:eu-west-2:28
2860088358:1ayer:AWS-AppConfig-
Extension-Arm64:45

arn:aws:lambda:eu-west-3:49
3207061005:1ayer: AWS-AppConfig-
Extension-Arm64:17

arn:aws:lambda:eu-north-1:6
46970417810:1ayer: AWS-AppCo
nfig-Extension-Arm64:18

f# A AWS AppConfig {2 Lambda ¥ B # Rl & $iE
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RAriEmE

X

ROM X (K=)

R ( EHEST )

TAR#X (&FE)

TA#K (55

TA#X (E7R)

TAH#X (KR )

A X (FTANK )

TA X (ER )

A H# X (FEDE )

ARN

arn:aws:lambda:eu-south-1:2
03683718741:1ayer: AWS-AppCo
nfig-Extension-Arm64:11

arn:aws:lambda:eu-south-2:5
86093569114:1ayer:AWS-AppCo
nfig-Extension-Arm64:5

arn:aws:lambda:ap-east-1:63

0222743974 :1ayer: AWS-AppConfig-

Extension-Arm64:11

arn:aws:lambda:ap-northeast
-1:980059726660:1layer:AWS-A
ppConfig-Extension-Arm64:51

arn:aws:lambda:ap-northeast
-2:826293736237:1layer:AWS-A
ppConfig-Extension-Arm64:16

arn:aws:lambda:ap-northeast
-3:706869817123:1ayer:AWS-A
ppConfig-Extension-Arm64:16

arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension-Arm64:58

arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A
ppConfig-Extension-Arm64:49

arn:aws:lambda:ap-southeast
-3:418787028745:1ayer: AWS-A
ppConfig-Extension-Arm64:16
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RAriEmE

X 5]
TA#X (BRE)

TA#X (FX)

TAX (EBEUE )

EEM (EZRF )

JEM (FFER)

FRZR ( FaERE )

PR ( BHF)

B3 (fFh4Ex )

RIBEYY RARA

ARN

arn:aws:lambda:ap-southeast
-4:307021474294:1ayer : AWS-A
ppConfig-Extension-Arm64:5

arn:aws:lambda:ap-south-1:5
54480029851 :1ayer:AWS-AppCo
nfig-Extension-Arm64:49

arn:aws:lambda:ap-south-2:4
89524808438:1layer: AWS-AppCo
nfig-Extension-Arm64:5

arn:aws:lambda:sa-east-1:00

0010852771:1ayer:AWS-AppConfig-

Extension-Arm64:16

arn:aws:lambda:af-south-1:5
74348263942 :1ayer:AWS-AppCo
nfig-Extension-Arm64:11

arn:aws:lambda:me-central-1
:662846165436:1ayer: AWS-App
Config-Extension-Arm64:5

arn:aws:lambda:me-south-1:5
59955524753 :1ayer:AWS-AppCo
nfig-Extension-Arm64:13

arn:aws:lambda:il-central-1
:895787185223:1ayer:AWS-App
Config-Extension-Arm64:5

AT FHIHT ARN FIBIRAS AWS XiZ 89 Lambd AWS AppConfig a ¥ B. KRB EFTE URIARA
f AWS AppConfig X2 Lambda T BHIE R , BT KW RAES B 1T E#T,
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RIBT BIRA ( x86-64 4 )

TFHRIIHET ARN LUKk AWS X1 9 x86-64 £ & FF A K A AWS AppConfig gent Lambda ¥ & #Y B ki
,

HBHNT B2 B : 202351 A 12 B

hxZ< 2.0.181

X5 ARN

EERI (HFFRLMILE ) arn:aws:lambda:us-east-1:02
7255383542 :1ayer:AWS-AppConfig-
Extension:113

ZERIP (HE3BEBM ) arn:aws:lambda:us-east-2:72
8743619870 :1ayer:AWS-AppConfig-
Extension:81

EZEAEZ (MAERILILEE ) arn:aws:lambda:us-west-1:95
8113053741:1ayer:AWS-AppConfig-
Extension:124

ZERED (HEX ) arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-
Extension:146

MEX (FEF) arn:aws:lambda:ca-central-1
:039592058896: 1ayer: AWS-App
Config-Extension:81

M X (EX%RE) arn:aws:lambda:eu-central-1
1066940009817 :1ayer: AWS-App
Config-Extension:93

BN ( FRER ) arn:aws:lambda:eu-central-2

: 758369105281 :1ayer:AWS-App
Config-Extension:32
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RAriEmE

X
KR X ( FBR=)

RN X (f23)

KK X (B3R )

Europe (Stockholm)

KR X (K= )

R ( EHHEST )

hE (463 )

HE(TE)

TAMX (FE)

ARN

arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension:110

arn:aws:lambda:eu-west-2:28
2860088358:1ayer: AWS-AppConfig-
Extension:81

arn:aws:lambda:eu-west-3:49
3207061005:1ayer: AWS-AppConfig-
Extension:82

arn:aws:lambda:eu-north-1:6
46970417810:1layer: AWS-AppCo
nfig-Extension:142

arn:aws:lambda:eu-south-1:2
03683718741:1ayer:AWS-AppCo
nfig-Extension:73

arn:aws:lambda:eu-south-2:5
86093569114:1ayer:AWS-AppCo
nfig-Extension:29

arn:aws-cn:lambda:cn-north-
1:615057806174:1ayer:AWS-Ap
pConfig-Extension:68

arn:aws-cn:lambda:cn-northw
est-1:615084187847:1ayer:AWS-
AppConfig-Extension:68

arn:aws:lambda:ap-east-1:63
0222743974 :1ayer : AWS-AppConfig-
Extension:73
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RAriEmE

X i8]
TA#K ()

TA#K (B7R)

TA#X (KBR )

WA HX (F#Th03K )

TA#K (ER )

AKX ( HEDSE )

TAMX (|RAE)

TA X (&EE )

TA#X (BEAUE )

ARN

arn:aws:lambda:ap-northeast
-1:980059726660:1ayer:AWS-A
ppConfig-Extension:84

arn:aws:lambda:ap-northeast
-2:826293736237:1ayer:AWS-A
ppConfig-Extension:93

arn:aws:lambda:ap-northeast
-3:706869817123:1ayer:AWS-A
ppConfig-Extension:86

arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension:91

arn:aws:lambda:ap-southeast
-2:080788657173:1layer:AWS-A
ppConfig-Extension:93

arn:aws:lambda:ap-southeast
-3:418787028745:1ayer:AWS-A
ppConfig-Extension:64

arn:aws:lambda:ap-southeast
-4:307021474294:1ayer: AWS-A
ppConfig-Extension:5

arn:aws:lambda:ap-south-1:5
54480029851 :1layer:AWS-AppCo
nfig-Extension:94

arn:aws:lambda:ap-south-2:4
89524808438:1ayer: AWS-AppCo
nfig-Extension:32
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RAriEmE

X
EEMN (ERF )

JEM (FFER)

BL&5 ($Fh4EX )

IR (FERE )

R (BH)

AWS GovCloud ( XEZXRER)

AWS GovCloud ( ZEER )

BHMABRHY BB 202348 A 14 H

ARN

arn:aws:lambda:sa-east-1:00
0010852771:1ayer:AWS-AppConfig-
Extension:113

arn:aws:lambda:af-south-1:5
74348263942 :1ayer: AWS-AppCo
nfig-Extension:73

arn:aws:lambda:il-central-1
:895787185223:1ayer: AWS-App
Config-Extension:7

arn:aws:lambda:me-central-1
:662846165436:1ayer: AWS-App
Config-Extension:34

arn:aws:lambda:me-south-1:5
59955524753 :1ayer:AWS-AppCo
nfig-Extension:73

arn:aws-us-gov:lambda:us-gov-
east-1:946561847325:1ayer: AWS-
AppConfig-Extension:46

arn:aws-us-gov:lambda:us-gov-
west-1:946746059096:1layer : AWS-
AppConfig-Extension:46
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RAriEmE

x4 2.0.165

X
XERE (HFRILMIEER)

KERER (HEM )

ESETES ( MRFEEILILED )

XEES (HHN)

MEXR (HER)

KR X (SE=%1R )

M (TRt )

=)

2

RN X (23)

ARN

arn:aws:lambda:us-east-1:02
7255383542 :1ayer:AWS-AppConfig-
Extension:110

arn:aws:lambda:us-east-2:72
8743619870 :1ayer:AWS-AppConfig-
Extension:79

arn:aws:lambda:us-west-1:95
8113053741:1ayer:AWS-AppConfig-
Extension:121

arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-
Extension:143

arn:aws:lambda:ca-central-1
:039592058896: 1ayer: AWS-App
Config-Extension:79

arn:aws:lambda:eu-central-1
1066940009817 :1ayer: AWS-App
Config-Extension:91

arn:aws:lambda:eu-central-2
: 758369105281 :1ayer:AWS-App
Config-Extension:29

arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension:108

arn:aws:lambda:eu-west-2:28
2860088358:1ayer: AWS-AppConfig-
Extension:79

f# A AWS AppConfig {2 Lambda ¥ B # Rl & $iE
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RAriEmE

X i)
MM X (ER )

Europe (Stockholm)

WM X (K )

KM ( FREEST )

PE (4L=R)

HE(TE)

TAR#X (FE)

TAMK (3

TA#X (BR)

ARN

arn:aws:lambda:eu-west-3:49
3207061005:1ayer: AWS-AppConfig-
Extension:80

arn:aws:lambda:eu-north-1:6
46970417810:1ayer: AWS-AppCo
nfig-Extension:139

arn:aws:lambda:eu-south-1:2
03683718741:1ayer:AWS-AppCo
nfig-Extension:71

arn:aws:lambda:eu-south-2:5
86093569114:1ayer:AWS-AppCo
nfig-Extension:26

arn:aws-cn:lambda:cn-north-
1:615057806174:1ayer:AWS-Ap
pConfig-Extension:66

arn:aws-cn:lambda:cn-northw
est-1:615084187847:1layer:AWS-
AppConfig-Extension:66

arn:aws:lambda:ap-east-1:63
0222743974 :1ayer: AWS-AppConfig-
Extension:71

arn:aws:lambda:ap-northeast
-1:980059726660:1ayer:AWS-A
ppConfig-Extension:82

arn:aws:lambda:ap-northeast
-2:826293736237:1ayer:AWS-A
ppConfig-Extension:91

f# A AWS AppConfig {2 Lambda ¥ B # Rl & $iE

94



AWS AppConfig

RAriEmE

X
A X ( RFR )

M AHE X (#FTH0K )

LA (ER )

A# X (FEHE )

LA K (BRE )

TAHK (&K )

WA X (BEHE)

AENM (EZRF )

FEM (FER)

ARN

arn:aws:lambda:ap-northeast
-3:706869817123:1ayer:AWS-A
ppConfig-Extension:84

arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension:89

arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A
ppConfig-Extension:91

arn:aws:lambda:ap-southeast
-3:418787028745:1ayer: AWS-A
ppConfig-Extension:60

arn:aws:lambda:ap-southeast
-4:307021474294: 1ayer:AWS-A
ppConfig-Extension:2

arn:aws:lambda:ap-south-1:5
54480029851 :1layer:AWS-AppCo
nfig-Extension:92

arn:aws:lambda:ap-south-2:4
89524808438:1ayer: AWS-AppCo
nfig-Extension:29

arn:aws:lambda:sa-east-1:00

0010852771:1ayer:AWS-AppConfig-

Extension:110

arn:aws:lambda:af-south-1:5
74348263942 :1ayer: AWS-AppCo
nfig-Extension:71

f# A AWS AppConfig {2 Lambda ¥ B # Rl & $iE
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RAriEmE

X
R ( FERE )

%R (BK)

AWS GovCloud ( E£EZFER )

AWS GovCloud ( ZEEFIR )

BTy BNBEE 2023542 A 21 H
MRZ< 2.0.122

X1

XERE (HFRILMILER)

KERED (BEM )

EEAELR ( MAEEILILER )

ARN

arn:aws:lambda:me-central-1
:662846165436:1ayer: AWS-App
Config-Extension:31

arn:aws:lambda:me-south-1:5
59955524753 :1ayer :AWS-AppCo
nfig-Extension:71

arn:aws-us-gov:lambda:us-gov-
east-1:946561847325:1ayer: AWS-
AppConfig-Extension:44

arn:aws-us-gov:lambda:us-gov-
west-1:946746059096:1layer : AWS-
AppConfig-Extension:44

ARN

arn:aws:lambda:us-east-1:02
7255383542 :1ayer:AWS-AppConfig-
Extension:82

arn:aws:lambda:us-east-2:72
8743619870:1ayer: AWS-AppConfig-
Extension:59

arn:aws:lambda:us-west-1:95
8113053741:1ayer:AWS-AppConfig-
Extension:93

f# A AWS AppConfig {2 Lambda ¥ B # Rl & $iE
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RAriEmE

X
XERELR (HEX )

MEX (HER)

ROt X (EZ=%4E )

)

RO X (2

R=)

AN

KK X (1238 )

R X ( B3R )

Europe (Stockholm)

KR X (K= )

hE (4X)

ARN

arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-
Extension:114

arn:aws:lambda:ca-central-1
:039592058896: 1ayer: AWS-App
Config-Extension:59

arn:aws:lambda:eu-central-1
:066940009817:1ayer: AWS-App
Config-Extension:70

arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension:82

arn:aws:lambda:eu-west-2:28
2860088358:1ayer:AWS-AppConfig-
Extension:59

arn:aws:lambda:eu-west-3:49
3207061005:1ayer:AWS-AppConfig-
Extension:60

arn:aws:lambda:eu-north-1:6
46970417810:1ayer:AWS-AppCo
nfig-Extension:111

arn:aws:lambda:eu-south-1:2
03683718741 :1ayer:AWS-AppCo
nfig-Extension:54

arn:aws-cn:lambda:cn-north-
1:615057806174:1ayer:AWS-Ap
pConfig-Extension:52
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RAriEmE

X
HE (TE)

TAR#X (FE)

LA R (FRE)

A X (BR)

T A X (AR )

TA# X (FHTHNE )

TA X (ER )

WA X ( HEDDE )

TA#X (FX)

ARN

arn:aws-cn:lambda:cn-northw
est-1:615084187847:1layer:AWS-
AppConfig-Extension:52

arn:aws:lambda:ap-east-1:63
0222743974 :1ayer : AWS-AppConfig-
Extension:54

arn:aws:lambda:ap-northeast
-1:980059726660:1ayer: AWS-A
ppConfig-Extension:62

arn:aws:lambda:ap-northeast
-2:826293736237:1ayer:AWS-A
ppConfig-Extension:70

arn:aws:lambda:ap-northeast
-3:706869817123:1ayer:AWS-A
ppConfig-Extension:59

arn:aws:lambda:ap-southeast
-1:421114256042:1ayexr:AWS-A
ppConfig-Extension:64

arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A
ppConfig-Extension:70

arn:aws:lambda:ap-southeast
-3:418787028745:1ayer: AWS-A
ppConfig-Extension:37

arn:aws:lambda:ap-south-1:5
54480029851 :1layer:AWS-AppCo
nfig-Extension:71

f# A AWS AppConfig {2 Lambda ¥ B # Rl & $iE
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RAriEmE

X
EEMN (ERF )

JEM (FFER)

R (BH)

AWS GovCloud ( ZEZFRER )

AWS GovCloud ( B3R )

BB EMNBH 202254 8 A 23 H
hx 2~ 2.0.58

X 15
XERE (BFRILMIEER)

KEREP (BEM )

ARN

arn:aws:lambda:sa-east-1:00
0010852771:1ayer:AWS-AppConfig-
Extension:82

arn:aws:lambda:af-south-1:5
74348263942 :1ayer: AWS-AppCo
nfig-Extension:54

arn:aws:lambda:me-south-1:5
59955524753 :1ayer:AWS-AppCo
nfig-Extension:54

arn:aws-us-gov:lambda:us-gov-
east-1:946561847325:1ayer: AWS-
AppConfig-Extension:29

arn:aws-us-gov:lambda:us-gov-
west-1:946746059096:1layer : AWS-
AppConfig-Extension:29

ARN

arn:aws:lambda:us-east-1:02
7255383542 :1ayer: AWS-AppConfig-
Extension:69

arn:aws:lambda:us-east-2:72
8743619870 :1ayer:AWS-AppConfig-
Extension:50

f# A AWS AppConfig {2 Lambda ¥ B # Rl & $iE
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RAriEmE

X
XEAEER ( AEEILILER )

SERELR (HEX )

MEXR (HER)

KR X (SE=5AR )

i)

UMb X (

R=)

AN

ROM X (123K )

R X ( B3R )

Europe (Stockholm)

KR X (K= )

ARN

arn:aws:lambda:us-west-1:95
8113053741:1ayer:AWS-AppConfig-
Extension:78

arn:aws:lambda:us-west-2:35
9756378197 :1ayer :AWS-AppConfig-
Extension:101

arn:aws:lambda:ca-central-1
:039592058896: 1ayer: AWS-App
Config-Extension:50

arn:aws:lambda:eu-central-1
1066940009817 :1ayer: AWS-App
Config-Extension:59

arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension:69

arn:aws:lambda:eu-west-2:28
2860088358:1ayer: AWS-AppConfig-
Extension:50

arn:aws:lambda:eu-west-3:49
3207061005:1ayer:AWS-AppConfig-
Extension:51

arn:aws:lambda:eu-north-1:6
46970417810:1ayer: AWS-AppCo
nfig-Extension:98

arn:aws:lambda:eu-south-1:2
03683718741:1layer:AWS-AppCo
nfig-Extension:47

f# A AWS AppConfig {2 Lambda ¥ B # Rl & $iE

100
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RAriEmE

X
PE (dER)

hE (TH)

TAR#X (&FE)

TA#K (55

TA#X (E7R)

TAH#X (KR )

A X (FTANK )

TA X (ER )

A H# X (FEDE )

ARN

arn:aws-cn:lambda:cn-north-
1:615057806174:1ayer:AWS-Ap
pConfig-Extension:46

arn:aws-cn:lambda:cn-northw
est-1:615084187847:1ayer:AWS-
AppConfig-Extension:46

arn:aws:lambda:ap-east-1:63
0222743974 :1ayer: AWS-AppConfig-
Extension:47

arn:aws:lambda:ap-northeast
-1:980059726660:1layer:AWS-A
ppConfig-Extension:49

arn:aws:lambda:ap-northeast
-2:826293736237:1layer:AWS-A
ppConfig-Extension:59

arn:aws:lambda:ap-northeast
-3:706869817123:1ayer:AWS-A
ppConfig-Extension:46

arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension:51

arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A
ppConfig-Extension:59

arn:aws:lambda:ap-southeast
-3:418787028745:1ayer: AWS-A
ppConfig-Extension:24
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Xig ARN
WAHX (&HX) arn:aws:lambda:ap-south-1:5

54480029851 :1layer:AWS-AppCo
nfig-Extension:60

EEM ( ERT) arn:aws:lambda:sa-east-1:00
0010852771 :1ayer:AWS-AppConfig-
Extension:69

IEM (FFER) arn:aws:lambda:af-south-1:5
74348263942 :1ayer: AWS-AppCo
nfig-Extension:47

R ((BAK) arn:aws:lambda:me-south-1:5
59955524753 :1ayer :AWS-AppCo
nfig-Extension:47

AWS GovCloud ( £EZRER) arn:aws-us-gov:lambda:us-gov-
east-1:946561847325:1ayer: AWS-
AppConfig-Extension:23

AWS GovCloud ( EEFEEE ) arn:aws-us-gov:lambda:us-gov-
west-1:946746059096:1layer : AWS-
AppConfig-Extension:23

BMNRFT BB 202254 A 21 H

RR7x 2.0.45
X 1 ARN
EZERI ( HFHFRLMILEE ) arn:aws:lambda:us-east-1:02

7255383542 :1ayer:AWS-AppConfig-
Extension:68
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RAriEmE

X
KERER (HEM )

SEREER ( AEEILILE )

SERELR (HEN )

MEKXR (HER)

R X (SE=5AR )

R=)

>3

RO X (

ROM X (123K )

MK (B )

Europe (Stockholm)

ARN

arn:aws:lambda:us-east-2:72
8743619870 :1ayer:AWS-AppConfig-
Extension: 49

arn:aws:lambda:us-west-1:95
8113053741 :1ayer:AWS-AppConfig-
Extension:77

arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-
Extension:100

arn:aws:lambda:ca-central-1
:039592058896: 1ayer: AWS-App
Config-Extension:49

arn:aws:lambda:eu-central-1
1066940009817 :1ayer: AWS-App
Config-Extension:58

arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension:68

arn:aws:lambda:eu-west-2:28
2860088358:1ayer:AWS-AppConfig-
Extension:49

arn:aws:lambda:eu-west-3:49
3207061005:1ayer: AWS-AppConfig-
Extension:50

arn:aws:lambda:eu-north-1:6
46970417810:1ayer: AWS-AppCo
nfig-Extension:97
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RAriEmE

X
ROM X (K=)

PE (dER)

HE (TE)

TAMX (EH)

TA#K (R

TA#K (B7R)

TAH#X (KR )

M AHE X (FTH03K )

LAMK (EE)

ARN

arn:aws:lambda:eu-south-1:2
03683718741:1ayer:AWS-AppCo
nfig-Extension:46

arn:aws-cn:lambda:cn-north-
1:615057806174:1ayexr:AWS-Ap
pConfig-Extension:45

arn:aws-cn:lambda:cn-northw
est-1:615084187847:1ayer:AWS-
AppConfig-Extension:45

arn:aws:lambda:ap-east-1:63
0222743974 :1ayer : AWS-AppConfig-
Extension:46

arn:aws:lambda:ap-northeast
-1:980059726660:1layer:AWS-A
ppConfig-Extension:48

arn:aws:lambda:ap-northeast
-2:826293736237:1ayer:AWS-A
ppConfig-Extension:58

arn:aws:lambda:ap-northeast
-3:706869817123:1ayer:AWS-A
ppConfig-Extension:45

arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension:50

arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A
ppConfig-Extension:58
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RAriEmE

X
WA HE X ( HEDDE )

TA#X (F£X)

EEMN (ERF )

JEM (FFER)

R (BH)

AWS GovCloud ( XEZXRER)

AWS GovCloud ( ZEER )

BHMABRHYT BB 202243 A 15 H

ARN

arn:aws:lambda:ap-southeast
-3:418787028745:1ayer: AWS-A
ppConfig-Extension:23

arn:aws:lambda:ap-south-1:5
54480029851 :1layer:AWS-AppCo
nfig-Extension:59

arn:aws:lambda:sa-east-1:00

0010852771 :1ayer:AWS-AppConfig-

Extension:68

arn:aws:lambda:af-south-1:5
74348263942 :1ayer: AWS-AppCo
nfig-Extension:46

arn:aws:lambda:me-south-1:5
59955524753 :1ayer:AWS-AppCo
nfig-Extension:46

arn:aws-us-gov:lambda:us-gov-
east-1:946561847325:1ayer: AWS-
AppConfig-Extension:22

arn:aws-us-gov:lambda:us-gov-
west-1:946746059096:1ayer: AWS-
AppConfig-Extension:22
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RAriEmE

hx 7 2.0.30

X

XERE (HFRILMIEER)

KERER (HEM )

ESETES ( MRFEEILILED )

XEES (HHN)

MEXR (HER)

KR X (SE=%1R )

|

UMb X (3

R=)

AN

RN X (123K )

RCMBX (B3R )

ARN

arn:aws:lambda:us-east-1:02
7255383542 :1ayer:AWS-AppConfig-
Extension:61

arn:aws:lambda:us-east-2:72
8743619870 :1ayer:AWS-AppConfig-
Extension:47

arn:aws:lambda:us-west-1:95
8113053741:1ayer:AWS-AppConfig-
Extension:61

arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-
Extension:89

arn:aws:lambda:ca-central-1
:039592058896: 1ayer: AWS-App
Config-Extension:47

arn:aws:lambda:eu-central-1
1066940009817 :1ayer: AWS-App
Config-Extension:54

arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension:59

arn:aws:lambda:eu-west-2:28
2860088358:1layer:AWS-AppConfig-
Extension:47

arn:aws:lambda:eu-west-3:49
3207061005:1ayer: AWS-AppConfig-
Extension: 48
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RAriEmE

X

Europe (Stockholm)

KR X (K= )

PE (dE3R)

HE (TE)

TAMX (EH)

TA#K ()

TAH#X (KBR )

WAHK (&R )

T AH# X (IR )

ARN

arn:aws:lambda:eu-north-1:6
46970417810:1ayer: AWS-AppCo
nfig-Extension:86

arn:aws:lambda:eu-south-1:2
03683718741:1ayer:AWS-AppCo
nfig-Extension: 44

arn:aws-cn:lambda:cn-north-
1:615057806174:1ayer:AWS-Ap
pConfig-Extension:43

arn:aws-cn:lambda:cn-northw

est-1:615084187847:1layer:AWS-

AppConfig-Extension:43

arn:aws:lambda:ap-east-1:63

0222743974 :1ayer: AWS-AppConfig-

Extension:44

arn:aws:lambda:ap-northeast
-1:980059726660:1layer:AWS-A
ppConfig-Extension:45

arn:aws:lambda:ap-northeast
-3:706869817123:1ayer:AWS-A
ppConfig-Extension:42

arn:aws:lambda:ap-northeast
-2:826293736237:1layer:AWS-A
ppConfig-Extension:54

arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension:45
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RAriEmE

X

TA#K (ER )

WA X ( HEDDE )

TA#X (H£X)

EEM (EZRF )

JEM (FFER)

7R (BA)

AWS GovCloud ( ZEFRER)

AWS GovCloud ( ZEFEZ )

RIBMH BARA ( ARMB4 P4 )

ARN

arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A
ppConfig-Extension:54

arn:aws:lambda:ap-southeast
-3:418787028745:1ayer: AWS-A
ppConfig-Extension:13

arn:aws:lambda:ap-south-1:5
54480029851 :1layer:AWS-AppCo
nfig-Extension:55

arn:aws:lambda:sa-east-1:00

0010852771:1ayer:AWS-AppConfig-

Extension:61

arn:aws:lambda:af-south-1:5
74348263942 :1ayer:AWS-AppCo
nfig-Extension:44

arn:aws:lambda:me-south-1:5
59955524753 :1ayer:AWS-AppCo
nfig-Extension:44

arn:aws-us-gov:lambda:us-gov-
east-1:946561847325:1layer: AWS-
AppConfig-Extension:20

arn:aws-us-gov:lambda:us-gov-
west-1:946746059096:1ayer: AWS-
AppConfig-Extension:20

TRHHET ARN LUK ARM64 EAFF % AWS XiF B9 A AWS AppConfig gent Lambda ¥ B IH AR

AH ARN,
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RAriEmE

HBHNT B2 B : 202351 A 12 B

R4 2.0.181

X

XERE (HFRILMIEER)

KERER (HEM )

ESETES ( MRFEEILILED )

XEES (HHN)

MEXR (HER)

KR X (SE=%1R )

R=)

ST

R X (3

ROM X (123K)

ARN

arn:aws:lambda:us-east-1:02
7255383542 :1ayer:AWS-AppConfig-
Extension-Arm64:46

arn:aws:lambda:us-east-2:72
8743619870 :1ayer:AWS-AppConfig-
Extension-Arm64:33

arn:aws:lambda:us-west-1:95
8113053741:1ayer:AWS-AppConfig-
Extension-Arm64:1

arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-
Extension-Arm64: 48

arn:aws:lambda:ca-central-1
:039592058896: 1ayer: AWS-App
Config-Extension-Arm64:1

arn:aws:lambda:eu-central-1
1066940009817 :1ayer: AWS-App
Config-Extension-Arm64:36

arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension-Arm64: 48

arn:aws:lambda:eu-west-2:28
2860088358:1layer:AWS-AppConfig-
Extension-Arm64:33
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X 15 ARN
M X (B2 ) arn:aws:lambda:eu-west-3:49

3207061005:1ayer: AWS-AppConfig-
Extension-Arm64:1

Europe (Stockholm) arn:aws:lambda:eu-north-1:6
46970417810:1ayer: AWS-AppCo
nfig-Extension-Arm64:1

BRMib X (K= ) arn:aws:lambda:eu-south-1:2
03683718741:1ayer:AWS-AppCo
nfig-Extension-Arm64:1

TA#X (FE) arn:aws:lambda:ap-east-1:63
0222743974 :1ayer : AWS-AppConfig-
Extension-Arm64:1

TWA#X (FRR) arn:aws:lambda:ap-northeast
-1:980059726660:1layer:AWS-A
ppConfig-Extension-Arm64:37

TA#X (ER) arn:aws:lambda:ap-northeast
-2:826293736237:1ayer:AWS-A
ppConfig-Extension-Arm64:1

AR X (KR ) arn:aws:lambda:ap-northeast
-3:706869817123:1ayer:AWS-A
ppConfig-Extension-Arm64:1

A H# X (7038 ) arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension-Arm64:43

TAR#X (EE ) arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A
ppConfig-Extension-Arm64:36
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RAriEmE

X
WA HE X ( HEDDE )

TA#X (F£X)

EEMN (ERF )

JEM (FFER)

R (BH)

BB BB 20235 3 A 30 H
MR 2.0.165

X 15

XERE (BFRILMIEER)

KEREP (BEM )

ARN

arn:aws:lambda:ap-southeast
-3:418787028745:1ayer: AWS-A
ppConfig-Extension-Arm64:1

arn:aws:lambda:ap-south-1:5
54480029851 :1layer:AWS-AppCo
nfig-Extension-Arm64:36

arn:aws:lambda:sa-east-1:00
0010852771:1ayer:AWS-AppConfig-
Extension-Arm64:1

arn:aws:lambda:af-south-1:5
74348263942 :1ayer: AWS-AppCo
nfig-Extension-Arm64:1

arn:aws:lambda:me-south-1:5
59955524753 :1ayer:AWS-AppCo
nfig-Extension-Arm64:1

ARN

arn:aws:lambda:us-east-1:02
7255383542 :1ayer: AWS-AppConfig-
Extension-Arm64:43

arn:aws:lambda:us-east-2:72
8743619870 :1ayer:AWS-AppConfig-
Extension-Arm64:31
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RAriEmE

X
SERAER (HBRM )

Mt X (EZ=54E )

>3

KRN X (3

R=)

R X (1238 )

TA#K (R

TA# X (FHTHNE )

TA X (ER )

TA X (&EE )

BMANBRHY BB 20232 A 21 H

ARN

arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-
Extension-Arm64:45

arn:aws:lambda:eu-central-1
1066940009817 :1ayer: AWS-App
Config-Extension-Arm64:34

arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension-Arm64: 46

arn:aws:lambda:eu-west-2:28
2860088358:1ayer:AWS-AppConfig-
Extension-Arm64:31

arn:aws:lambda:ap-northeast
-1:980059726660:1layer:AWS-A
ppConfig-Extension-Arm64:35

arn:aws:lambda:ap-southeast
-1:421114256042:1ayexr:AWS-A
ppConfig-Extension-Arm64:41

arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A
ppConfig-Extension-Arm64:34

arn:aws:lambda:ap-south-1:5
54480029851 :1layer:AWS-AppCo
nfig-Extension-Arm64:34
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RAriEmE

R4 2.0.122

X

XERE (HFRILMIEER)

KERER (HEM )

SERAER (HBRM )

KR X (SE=5AR )

RKME X ( TBR=)

ROM X (123K )

TA#K (FR)

WA HE X (FTH03K )

TAMK (B )

ARN

arn:aws:lambda:us-east-1:02
7255383542 :1ayer:AWS-AppConfig-
Extension-Arm64:15

arn:aws:lambda:us-east-2:72
8743619870 :1ayer:AWS-AppConfig-
Extension-Arm64:11

arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-
Extension-Arm64:16

arn:aws:lambda:eu-central-1
1066940009817 :1ayer: AWS-App
Config-Extension-Arm64:13

arn:aws:lambda:eu-west-1:43
4848589818:1ayer:AWS-AppConfig-
Extension-Arm64:20

arn:aws:lambda:eu-west-2:28
2860088358:1ayer: AWS-AppConfig-
Extension-Arm64:11

arn:aws:lambda:ap-northeast
-1:980059726660:1ayer:AWS-A
ppConfig-Extension-Arm64:15

arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension-Arm64:16

arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A
ppConfig-Extension-Arm64:13

f# A AWS AppConfig {2 Lambda ¥ B # Rl & $iE

113



AWS AppConfig AriEE

Xig ARN
WAHX (&HX) arn:aws:lambda:ap-south-1:5

54480029851 :1layer:AWS-AppCo
nfig-Extension-Arm64:13

BRABHY BB : 2022 8 A 23 H

hxZ< 2.0.58

X 15 ARN

XERI (FFRILMILEE ) arn:aws:lambda:us-east-1:02
7255383542 :1ayer:AWS-AppConfig-
Extension-Arm64:2

ZERIP (EBEBM ) arn:aws:lambda:us-east-2:72
8743619870 :1ayer:AWS-AppConfig-
Extension-Arm64:2

EEAEI (HRERM ) arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-
Extension-Arm64:3

BN X (SEXRE) arn:aws:lambda:eu-central-1
1066940009817 :1ayer: AWS-App
Config-Extension-Arm64:2

BN X ( ZBR=) arn:aws:lambda:eu-west-1:43
4848589818:1layer:AWS-AppConfig-
Extension-Arm64:7

ROt X (62 ) arn:aws:lambda:eu-west-2:28

2860088358:1ayer: AWS-AppConfig-
Extension-Arm64:2
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RAriEmE

X i8]
TA#K ()

M AHE X (#FTH0K )

LA (ER )

TAMEX (HEXK)

BN BHyEBNBEE 202254 A 21 H
WMRZ< 2.0.45

X1

XERE (HFRILMILER)

KERED (BEM )

EXEALR (HBRM )

ARN

arn:aws:lambda:ap-northeast
-1:980059726660:1ayer:AWS-A
ppConfig-Extension-Arm64:2

arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension-Arm64:3

arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A
ppConfig-Extension-Arm64:2

arn:aws:lambda:ap-south-1:5
54480029851 :1ayer:AWS-AppCo
nfig-Extension-Arm64:2

ARN

arn:aws:lambda:us-east-1:02
7255383542 :1ayer:AWS-AppConfig-
Extension-Arm64:1

arn:aws:lambda:us-east-2:72
8743619870:1ayer: AWS-AppConfig-
Extension-Arm64:1

arn:aws:lambda:us-west-2:35
9756378197 :1ayer:AWS-AppConfig-
Extension-Arm64:2
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RAriEmE

X
RAMEX (SE=54E )

=

KRN X (3

R=)

RN X (f22)

TA#K (55

A#X (TN )

TA#X (ER )

TAMK (EK )

ARN

arn:aws:lambda:eu-central-1
1066940009817 :1ayer: AWS-App
Config-Extension-Arm64:1

arn:aws:lambda:eu-west-1:43

4848589818:1ayer:AWS-AppConfig-

Extension-Arm64:6

arn:aws:lambda:eu-west-2:28

2860088358:1ayer:AWS-AppConfig-

Extension-Arm64:1

arn:aws:lambda:ap-northeast
-1:980059726660:1layer:AWS-A
ppConfig-Extension-Arm64:1

arn:aws:lambda:ap-southeast
-1:421114256042:1ayer:AWS-A
ppConfig-Extension-Arm64:2

arn:aws:lambda:ap-southeast
-2:080788657173:1ayer:AWS-A
ppConfig-Extension-Arm64:1

arn:aws:lambda:ap-south-1:5
54480029851 :1layer:AWS-AppCo
nfig-Extension-Arm64:1

FRAB[EB/RRI AWS AppConfig {32 Lambda ¥ &

B LARFHEE) A AWS AppConfig gent Lambda ¥ BT @ H BB E , AENHE LEFREETL D5
MRS EME (Amazon ECR) Container Registry £ A2 E M &R,
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FF Lambda AWS AppConfig KB EARINHA Lambda BEFE K

1. 7E () P A AWS XiF ML S ERBEF (ARN) , AWS Command Line Interface 30 R Ay

To AWS CLIFFXE M ARN EE#R N EMV# XA TE A ARN , IR Lambda EHEIA. AWS

AppConfig 71 x86-64 1 ARM64 F & ARN,

aws lambda get-layer-version-by-arn \
--region AWS ## \
--arn extension ARN

P BN

aws lambda get-layer-version-by-arn \
--region us-east-1 \
--arn arn:aws:lambda:us-east-1:027255383542:1ayer:AWS-AppConfig-Extension:128

HNEERSUATHEEL

"LayerVersionArn": "arn:aws:lambda:us-east-1:027255383542:1ayer:AWS-AppConfig-
Extension:128",

"Description": "AWS AppConfig extension: Use dynamic configurations deployed via
AWS AppConfig for your AWS Lambda functions",

"CreatedDate": "2021-04-01T02:37:55.339+0000",

"LayerArn": "arn:aws:lambda::layer:AWS-AppConfig-Extension",

"Content": {
"CodeSize": 5228073,
"CodeSha256": "8ot0gbLQbexpUm3rK1MhvcE6Q5TvwcLCKrc40e+vmMY=",
"Location" : "S3-Bucket-Location-URL"

+

"Version": 30,

"CompatibleRuntimes": [
"python3.8",
"python3.7",
"nodejsl2.x",
"ruby2.7"

1,
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2. ELEMM@RIA , 7 Location IREIWERZE Lambda ¥ EH Amazon Simple Storage
Service (Amazon S3) ZfEME M URL. ¥ URL #0152 Web X% 854 | LUET & Lambda ¥~
E le K{q:o

(@ Note
Amazon S3 &M URL {R1E 10 28N ™ A,

(k) & , BEAUEANT curl 45 T& Lambda § B,

curl -o extension.zip "S3-Bucket-Location-URL"

(A& ) HE , BALEESR 1 MR 2 KKK ARN H—IXTH zip BE X

aws lambda get-layer-version-by-arn \
--arn extension ARN \
| jg -r '.Content.Location' \
| xargs curl -o extension.zip

3. 1£ Dockerfile AFINLATIT |, ™Y BHINEBFMREK,

COPY extension.zip extension.zip
RUN yum install -y unzip \
&& unzip extension.zip /opt \
&& rm -f extension.zip

4. TR Lambda EREUAITABEE appconfig: GetConfiguration X BRE,

=~

AR EFE - NEETAHFMRER Python Lambda E# LS A A AWS AppConfig gent Lambda ¥ & #Y
=~

1. I —NERLTFLATRERN Dockerfile,

FROM public.ecr.aws/lambda/python:3.8 AS builder
COPY extension.zip extension.zip
RUN yum install -y unzip \

&& unzip extension.zip -d /opt \
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&& rm -f extension.zip

FROM public.ecr.aws/lambda/python:3.8
COPY --from=builder /opt /opt

COPY index.py ${LAMBDA_TASK_ROOT}

CMD [ "index.handler" ]

2. B BEET#HEE Dockerfile #HEM B %,

aws lambda get-layer-version-by-arn \
--arn extension ARN \
| jg -r '.Content.Location' \
| xargs curl -o extension.zip

3. 75 Dockerfile #EIM B ZHRIEBZ R index.py B Python X,

import urllib.request

def handler(event, context):
return {
# replace parameters here with your application, environment, and
configuration names
'configuration': get_configuration('myApp', 'myEnv', 'myConfig'),

def get_configuration(app, env, config):

url = f'http://localhost:2772/applications/{app}/environments/{env}/
configurations/{config}'

return urllib.request.urlopen(url).read()

4. RiE , EZEZPHRITUTLTERREE docker BEHMHH EFH F Amazon ECR,

// set environment variables
export ACCOUNT_ID = <YOUR_ACCOUNT_ID>
export REGION = <AWS_REGION>

// create an ECR repository
aws ecr create-repository --repository-name test-repository

// build the docker image
docker build -t test-image .

// sign in to AWS
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aws ecr get-login-password \
| docker login \
--username AWS \
--password-stdin "$ACCOUNT_ID.dkr.ecr.$REGION.amazonaws.com"

// tag the image
docker tag test-image:latest "$ACCOUNT_ID.dkr.ecr.$REGION.amazonaws.com/test-
repository:latest"

// push the image to ECR
docker push "$ACCOUNT_ID.dkr.ecr.$REGION.amazonaws.com/test-repository:latest"

5. fEAENIRI 62 Amazon ECR & LA8I12 Lambda . BXRERNBEEN Lambda BB ES
BE , BFZHAMNEBE LN BAEREHN Lambda B,
6. 4R Lambda EREIAITA B EE appconfig: GetConfiguration X BREE,

5 OpenAPI £

BT LAMERA LLT OpenAPl B9 YAML M3 , @83 OpenAPl £ K255 T E 6|2 SDK, EAILLEFHILHE
DEeNARRE ., ‘MR RNEENERBE, EAURNMEMER (WRES/NEREXRE ) HITEE
BN , MEN SDK BEFmERIFE TEENRELER, BX OpenAPI ( ¥ Swagger ) #iF
HMER , ES 1 OpenAPl H3E,

openapi: 3.0.0
info:
version: 1.0.0
title: AppConfig Agent Lambda extension API
description: An API model for the AppConfig Agent Lambda extension.
servers:
- url: https://localhost:{port}/
variables:
port:
default:
12772
paths:
/applications/{Application}/environments/{Environment}/configurations/
{Configuration}:
get:
operationId: getConfiguration
tags:
- configuration
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RAriEmE

parameters:
- in: path
name: Application

description: The application for the configuration to get. Specify either the

application name or the application ID.
required: true
schema:
type: string
- in: path
name: Environment

description: The environment for the configuration to get. Specify either the

environment name or the environment ID.
required: true
schema:
type: string
- in: path
name: Configuration

description: The configuration to get. Specify either the configuration name

or the configuration ID.
required: true
schema:
type: string
responses:
200:
headers:
ConfigurationVersion:

schema:
type: string
content:
application/octet-stream:
schema:

type: string

format: binary
description: successful config retrieval

400:
description: BadRequestException
content:
application/text:
schema:
$ref: '#/components/schemas/Error'

404 :
description: ResourceNotFoundException
content:
application/text:

f# A AWS AppConfig {2 Lambda ¥ B # Rl & $iE
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schema:
$ref: '#/components/schemas/Error'

500:
description: InternalServerException
content:
application/text:
schema:
$ref: '#/components/schemas/Error'
502:
description: BadGatewayException
content:
application/text:
schema:
$ref: '#/components/schemas/Error'
504:
description: GatewayTimeoutException
content:
application/text:
schema:
$ref: '#/components/schemas/Error'
components:
schemas:
Error:

type: string
description: The response error

M Amazon EC2 L4610 Rl E I iE

BT LAE A CE AWS AppConfig S57E T b 3% 4 1+ B = (Amazon EC2) Elastic Compute Cloud Linux

KB £iz1THY AWS AppConfig NAREFER. REESUATHAERNARFLENEE

- RIEBEIFEH AWS Identity and Access Management (IAM) A& H EEE BRIEN AL EFZRAR
Z# 1T A AWS AppConfig » BEMA#FRFHRINEERE , NAERFEEELHNRBENKE
BERBEHE , ELEVARREEHE , HEFZ s M HEBENRAHOMERBENZm, *

« ZREBAREMEN AWS AppConfig THEEFRICIRE T RE4KR,

- ZREBEFTFHEA , BRTEERR, RAOARNAEESRFEITRAENRESXR , BNREEERS

HAMENEES M.

- EEABTH , RELEHIE AWS AppConfig BIEFELIREE ESIEEH. NAREFTUES

EERRO 2772 ( TEEMXWRINROE ) LR ENHER HTTP GET R ZHIE,
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*AWS AppConfig RELERSFEARREVEERFEREZFHIE. FHit , RREFENE—XNERALE
ZERAE.

=

F

NG
Qe
=8
—

L ((BF) SIEFRFEARENR
. (%5 ) £ Amazon EC2 =4l EZ &S5 AWS AppConfig W
C Ak BEWER ) R EMEREER CloudWatch B&E
. (A% ) FEAMEEZE RN Amazon EC2 EliE AWS AppConfig 1% I8
- |5 (MF ) RREEHRE
- FRoe (W, BRWER) : B EHKE AWS AppConfig

Nil
B

L]
NG
Qe A
AR
w N

]

\|
N
=
N

ST (ME)UERREHEENR

= AWS AppConfig & Amazon EC2 £l LZ1TH R ARFERK , & AWS AppConfig 2161251 B
BREHE K SEDEGEIEHBRIEERE. EXEZER , 50 EFLEINEREN B HEN
i B BdE AWS AppConfigo

ERZEENEBHIE AWS AppConfig , HARFEH R AREFEE R T LLHFR AWS
AppConfig ZEFH. ERNARFEFIHRNER , FEHMDE LS Amazon EC2 SZHIAE
B IAM RRZFERE, BEAME |, BTN appconfig:StartConfigurationSession #
appconfig:GetLatestConfiguration BERMBIKE D, RAMT

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"appconfig:StartConfigurationSession",
"appconfig:GetLatestConfiguration"

1,

"Resource": "*"

}
]
}

BXRIMAF IR ERBNELR , BS0 (IAM AFIERE) PSR IAMER IAM & 450R,
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AWS AppConfig AriEE

FB2: (FE ) E Amazon EC2 £l EZ &M 3 AWS AppConfig I

AWS AppConfig RERXETEHEENIT DR ELFMIRS (Amazon S3) Service FEH ., AWSHE
AU TR Linux 26| L 2 ERHFIRAK agente MRNARFIHEZNEHG | NARELEN
BARFNES/NEM LTI RE,

(® Note

BFEBUTEER:

« AWS AppConfig KEBER TIETRZRAE 4.15 RESRAK Linux BERS, FXEET
Debian B9 R4t , 51420 Ubuntu,

. ZRIEL I x86_64 F1 ARM64 R RLEFT,

- NTFoHARNNARRE , BITEWF install # startup a3 A% Auto Scaling 44#9 Amazon
EC2 AFHED, MRXEM , B/ HF2BHETXEGS. BRELER , F5H
Amazon EC2 AF#EEFH B EER Linux 354] EZ1Ta 5. ko, 259 (Amazon
EC2 Auto Scaling FAF#8R) FHHE | BYEMIBERL R BREmARRS.

o REBHHLBRNBNABIEEFEFRSITHTUINTLEERESRE, BUNK
BEFHIETHS , HEH Run Command (X2 —1IheE ) REM — PR ZPEH AWS
Systems Manager. BEXEZELR , 155 H AWS Systems Manager Al Fi§rR P AWS
Systems Manager Run Command.

« AWS AppConfig I & EC2 Linux 3= LA E 2 —Tisystemd RS,

354 ER&EFMZ 3 AWS AppConfig K E

1. BFIEH Linux E46,
2. ITHAW , HEH x86_64 AREMWNEBRNBREITUTHS :

sudo yum install https://s3.amazonaws.com/aws-appconfig-downloads/aws-appconfig-
agent/linux/x86_64/latest/aws-appconfig-agent.rpm

F ARM64 2% | EEITUATHS :

sudo yum install https://s3.amazonaws.com/aws-appconfig-downloads/aws-appconfig-
agent/linux/arm64/latest/aws-appconfig-agent.xrpm

M Amazon EC2 3:4# 3REL & B iE 124
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MREBLZRAETEMAH AWS AppConfig Agent , B4 URL latest A ERAS BRI EN
RAE, LT R x86_64 B—NRHI -

sudo yum install https://s3.amazonaws.com/aws-appconfig-downloads/aws-appconfig-
agent/linux/x86_64/2.0.2/aws-appconfig-agent.xrpm

3. WBEMTUTGHRUEHNRE :
sudo systemctl start aws-appconfig-agent

4. BEITUTHSURITIRERESEREIE

sudo systemctl status aws-appconfig-agent
WMRAY , ZHTRHERRCUATRENEER

aws-appconfig-agent.service - aws-appconfig-agent

Active: active (running) since Mon 2023-07-26 00:00:00 UTC; 0s ago

(® Note
EFEIERE  FETUTHT

sudo systemctl stop aws-appconfig-agent

SW|3: (W, BENUER ) FEEXHRZEE CloudWatch BE&

EIAERT , AWS AppConfig RESNF HE XM E STDERR,. Systemd $¥ Linux 3K EZ1THY
FTEBRSH STDOUT # STDERR EEME| systemd H&, MRBRE—FNEH LiZ1T AWS
AppConfig KB , N A LLEFMEE systemd BERH HEHIRE, FHFHNBRAR ( ?tﬂ‘.l?;ﬁﬁu?ﬁﬁ
HRANARFFEANBRAIR ) @FEBEXHEBE AR , ARMFEA Amazon CloudWatch KIEF HE
& L& E AWS =i, WAL, B LUE CloudWatch ﬁﬁﬁﬂlﬁjﬂ MEREHIRIERIBR B &S0 | X#
A LAB Lk S8 9 S5 ¥E R B A 22 8]
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EECAMABRRILR , XTURE LOG_PATHIMETE , M PB4 . (k) FARETERN
Amazon EC2 B & AWS AppConfig R HFfi,

EF AR CloudWatch KB | 151 5% CloudWatch AP ERREM Amazon EC2 3£
BRI A fR S5 B85 W EIEIR A H &  CloudWatch &R LAE A “IRIFIZIE” ( Systems Manager B9 —1Ih
g% ) RREZ % CloudWatch RE, BXEZER , HSH AWS Systems Manager Fi i8R P IR
HiEBEENEE,

/A Warning

MREEFETER CloudWatch REMNER T BEXHBE AR |, N AMBIBRIBE BEX
., AWS AppConfig RES/Mt BRI —XBEXH. MRETHBRIBE BEXHF , BH
LI AT RE S FER B A Z2(H] .

1E324) = %% CloudWatch X j5 , 82 CloudWatch X EE B X, EEX R CloudWatch X3
wmmE A AWS AppConfig R AEX#H. BX 2 CloudWatch RERENHHNESELR , 5[0
2 CloudWatch X & 3044,

LA T logsEp o AN NESEHIEY CloudWatch REBE B4+ , ARRELNER :

"logs": {
"logs_collected": {
"files": {
"collect_list": [
{

"file_path": "/path_you_specified_for_logging",
"log_group_name": "${YOUR_LOG_GROUP_NAME}/aws-appconfig-agent.log",
"auto_removal": true

iy
}I

}I

MRMERtrue , auto_removallll CloudWatch X < B3Il B3 #2H AWS AppConfig RI2 B &
X,
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B4 (k) FHRETEN Amazon EC2 ELE AWS AppConfig XE

BT LA TR E T BN Amazon EC2 BB AWS AppConfig KB, EH systemd RFREHETE |
BRIE—NMEARNL T, ST R BA o 0 2 87 A 38 5T X4 B AWS AppConfig Agent B &
R7REN. DEBUG

AR PR IR AR B 6 2 4 A X8 T SR Y TR A

1. FIBH Linux 3241,
2. FHEEANRITALE , HETTE®S. Zo58IB2— MEEH X :

sudo mkdir /etc/systemd/system/aws-appconfig-agent.service.d

3. BITUTHTHUROIBEARTX M. & file_name BRI XK ER. F RELMNRZ .conf :

sudo touch /etc/systemd/system/aws-appconfig-agent.service.d/file_name.conf

4., EBHBARERXGHHAEER. TENROFM—NMEIFEZTEN Service 887, ZRHIF
AWS AppConfig L2 B E LR B E S DEBUG,

[Service]
Environment=LOG_LEVEL=DEBUG

5. BITUTHSUETRMERSE

sudo systemctl daemon-reload

6. EITUTHSHUE#HRZ3H AWS AppConfig Agent :

sudo systemctl restart aws-appconfig-agent

BRI UBE ERARE T FIEELLTIHREZ ER 7 Amazon EC2 BEiE AWS AppConfig R E,

HiETE FHEER ZRIAE
ACCESS_TOKEN WHRETETEYMNRE HTTP 7

BR5 2515 SR Bl B BB A 412
B, RRERREERER
Bearer B HTTP &R EBHER
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RAriEmE

FAEE

BACKUP_DIRECTORY

HTTP_PORT

HAHAEE

XHPRETHENE, TEHR—
MMIF o

GET /applications/my_a

pp/. ..
Host:

localhost:2772

Authorization: Bearer
<token value>

WIRE I B F AWS AppConfig
REREB T EHRRIINE N
ENZMRTFEEERZH,

/A Important

FMEWENEER
., mMRENEE
DEWRBYIE , AWS
AppConfig BIRIE X
HRENRAERXAR
PREN, BXE
ZER , BZH AWS
AppConfig I Z £
.

IR EBEEEITREN
HTTP fRSRMiw 0.

AIAE

None ( &)

2772
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RAriEmE

FAER

LOG_LEVEL

LOG_PATH

MANIFEST

MAX_CONNECTIONS

FAER AIAE

WIRET EEERE DR info
HHEE. SN MRS ES

RN EES S, T
ERXPKRNEN. N&
FHEB|HTIFEM , HERS

A : debug. info. warn, er:

# none, Debug BEHF XK
BEWEMAER , BRITER

o

EABENHBMNE, RX 7
BE , N BEFEE A stderr,

IR E T B AWS AppConfig  true
Agent L E A A A HEEAE
BERIheE , flanSik AR RN
PhRERTFIEE. S A
AUTEZ—:

* "app:env:manifest-
config"

« "file:/fully/quali
fied/path/to/manif
est.json"

BREAXENENESE
B, B2 HRMEe.

IR ERERERATM 3
AWS AppConfig R i & i &
REE

M Amazon EC2 3E4I# REL & i E
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RAriEmE

FAER

POLL_INTERVAL

PREFETCH_LIST

PRELOAD_BACKUPS

PROXY_HEADERS

HAHAEE

LERE T 2R EIRER AWS
AppConfig 1) 5 3 fi B £ 3E &Y
SR, B LS E R RN
B, BETALIEE— N FAa
BENHIEE s RTP , m
KRS, h ®RR/DEt, MR
KiEgESA , MARIEERIAR
¥, il , 60 #. 60 FF 1
DS E MR ERE.

W ETEREEREBEHEIL
BN R AWS AppConfig BB
BEHE.

WMRIZENtrue , AWS
AppConfig KB & F R E
AYBLE & 17 N EBACKUP_DI
RECTORY EIRNFEH , HILA]
KRERSHREFEEENMR
K, RIZERNfalse , MR
BEXEMNBRSHFREBRER
et (Hlan , MREHME
A ) , AWS AppConfig
REF2MBEEZDPHRN
o

LWINEZ 23 E PROXY_URL
BT ER 5| ANREMERN
PRk, EERES2RBHIR
LHR, BMRLFERAUTE
N

"header: value"

AIAE

45 %

true

M Amazon EC2 3E4I# REL & i E

130



AWS AppConfig

RAriEmE

FAEE

PROXY_URL

REQUEST_TIMEOUT

ROLE_ARN

ROLE_EXTERNAL_ID

HAHAEE

WIRETEREERTMKEE
AR URL AWS AR
%, 8¥E AWS AppConfig.
HTTPSH % #F HTTP URL.

LR T SR G R IEEF0 N
# AWS AppConfightia), 1%
RS &BMAL , WEREF LK

o

WRERATHRBERLR
MAE @ NAHREFIERE S
xo

MREXNEFNBIERITEA
rREHRRREES K KES
ERER , AEETEREE

BRI LEETENNEY R, &
A AR E — AN A B [E] 4y
BT : ms KRB ,s &
W, MRKREELM , W
REERINRNEZER, Bl 500
0. 5000ms # 55 &7=4tA[E]
M B R B E,

WIRETEIETE IAM BB
DB EREH (ARN). AWS
AppConfig KB E L AEXK
KRR ERRE.

HRRERBEEESEAAAE
ARN — 2 £ FEI S &R 1D,

AIAE

I

3000 E®

I
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HETE FHER ERIAE
ROLE_SESSION_NAME R ETEREESRKAN 7

IAM B & EIEXKNSiER
SERVICE_REGION WIRBEZEIETE T AWS 7

AppConfig Agent AWS [X13] A
5ki8 A AWS AppConfig RS
WERAR, MRREX , R
BREEEES e X8, R
Tee , WREBTER,

WAIT_ON_MANIFEST LERE T B AWS AppConfig  true
Agent BLE N Z X /FRALET
EEBERE.
FI]5 . (XFE) REEEHE

IETLAE R HTTP localhost M AWS AppConfig RBFR REEHIIE. AT RN curl &
HTTP B im—REH. BuUSEANARFES XENEMTA HTTP EFRmE AT AE (218 AWS
SDK ) kiFRAKRE,

RAEAEHERBENETENE

$ curl "http://localhost:2772/applications/application_name/
environments/environment_name/configurations/configuration_name"

M Feature Flag FEHH AWS AppConfig Bt EFR R ZEMrEREEM

$ curl "http://localhost:2772/applications/application_name/
environments/environment_name/configurations/configuration_name?flag=flag_name"

M Feature Flag E#EHK AWS AppConfig BLEB1H R Z MrEREEM
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$ curl "http://localhost:2772/applications/application_name/
environments/environment_name/configurations/configuration_name?
flag=flag_name_one&flag=flag_name_two"

S|6( Ak, BENER)  BEIEHAE AWS AppConfig

AWS AppConfig RELEMHEH . NAREBESF LSTRFMAE AWS AppConfig Agent , EI1E
WA T SR MEEH Amazon EC2 AFEIEDR ., EALUF G SR NEISEFIZk EC2 Auto Scaling
HIEMAPRBEY, BRXGIEHRERH , ZHABLLEHBHIRITREANRE,

#1/bin/bash

# install the latest version of the agent

yum install -y https://s3.amazonaws.com/aws-appconfig-downloads/aws-appconfig-agent/
linux/x86_64/latest/aws-appconfig-agent.rpm

# optional: configure the agent

mkdir /etc/systemd/system/aws-appconfig-agent.service.d

echo "${MY_AGENT_CONFIG}" > /etc/systemd/system/aws-appconfig-agent.service.d/
overrides.conf

systemctl daemon-reload

# start the agent

systemctl start aws-appconfig-agent

M Amazon ECS 1 Amazon EKS # =it & #iE

B LAE A E AWS AppConfig 5L 5 #h3# 4 B 85 RS (Amazon ECS) ML T3 Elastic Kubernetes
Service (Amazon EKS) &5, AWS AppConfig ZXE 7 sidecar B8s , 54/ Amazon ECS #
Amazon EKS RN AREF —EET. ZREBIUATARNERTSCNARFNLENEE

- REBEI A AWS Identity and Access Management (IAM) A& H EBRBHEN A EERAR
&3t 1T A AWS AppConfig » BEIMNEEFFRIEERRE , NARFEEELNRBEMKE
BREHE , ELEVAREERERIE , HEFTZ AR ETT tEBIEN A AN M &R BN [, *

o ZREBAREMEN AWS AppConfig THEEFRICIRE T REAKR,

- ZREFHEA , BHTEFRR, RARRBNREEBEHEITRAENSEXK , B REREERS
HAMENEES M.

- BERAETHR , RELEHEM AWS AppConfig BiEFEURNEELFEERH . FRCNARFA
DB EESRA 2772 ( TAEXHRINGAE ) ENAREEHHBER HTTP GET R RHKIE.

« AWS AppConfig KEETEEH B3 E WA RN EH A RP R EEHIE
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*AWS AppConfig RELERSFEARREVEERFEREZFHIE. FHit , RREFENE—XNERALE
ZERAE.

F&

o FFRAEIERTHE

« J3h AWS AppConfig Agent for Amazon ECS X

« Bz AWS AppConfig agent for Amazon EKS &K

- FRRETEN Amazon ECS 1 Amazon EKS ELi& AWS AppConfig X2
- REBREHE

TR BTy R THE

= AWS AppConfig SREENARFER , XM AWS AppConfig - FELEHIE , SIETheE
HREREHBRABEERE. BXEZEER , 20 EFCIEIEREMN B BB EHE AWS

AppConfige

ERRITENEBHRIE AWS AppConfig , B AN AT SAEE R 0 LA E AWS

AppConfig BIEFHE. ENEHNNAREFRFHENR , EEMENBRERS IAM AEEH

B IAM PRFRE, E4ME |, BM4TFF appconfig:StartConfigurationSession
appconfig:GetLatestConfiguration BERMEIKE S, BERS IAM ABITFEUTHEA :
+ Amazon ECS F& AR

« Amazon EKS TR A€

- AWS Fargate (Fargate) Ass i iTAE ( MMREH Amazon EKS BEFEA Fargate #H{TITELE )

BXRIMAFINRERBNEL , S (IAM AFERE) PR INAMER IAM & 48R,

Bz AWS AppConfig Agent for Amazon ECS £

AWS AppConfig Agent sidecar R fF1E &/ Amazon ECS SMEHRBEZI AT A, EAfEH AWS AppConfig
Agent sidecar &g , XIUFHEB D,

JB3) Amazon ECS ( #4154 )

1. £ https://console.aws.amazon.com/ecs/v2 T F &I &

2. HESMBEKD , % Task definitions (FFENX ) »
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3. RENABEFNESEN , RREREFRE.

4. EFRCIEFHEIT. SIEMAIET,

5. B“EBEFNMESZSRIR.

6. TEZM , WA AWS AppConfig KIEA A M — B o

7. XF Image URI, %A : public.ecr.aws/aws-appconfig/aws-appconfig-agent:2.x

8. WT EXAH/, &R B

9. T ImAME o | & RN O RS,

10. NTFR|HO , WA 2772,

(® Note
AWS AppConfig BRIAER T , REER®O 2772 L1217, LAEEREN®O,

11. &FBIE. Amazon ECS FE|EZHMNABF[EITHERFHRES,

12. ESMERT , & &&F  AREIRPERNAREFNER.

13. & RS EW+L , A RARFERRS.

14. EEREEH,

15. £ HEHME T , WT BT , BEEHNET.

16. %FFEH. Amazon ECS IEBHEFNESE L

17. BEERE , B LUE ‘BEMNES LI+ LBIF AWS AppConfig RERBEEET. £ EF
B+ L RBREEESTHES.

18. £ ‘B o , WIAEF|H AWS AppConfig KRE R =R,

19. ERIE AWS AppConfig REREE R , BEFAFTETF, £ A AWS AppConfig gent &
BB M TES : [appconfig agent] 1970/01/01 00:00:00 INFO serving on
localhost:2772

® Note

BT LB A S E N E T B K IHE AWS AppConfig Agent BIERIATT . BXRATAREST
ENEZER , H5H FAMIELTEN Amazon ECS ] Amazon EKS & & AWS AppConfig
K, BXWMAITE Amazon ECS FEHMELTEMFEE. , FZH Amazon Elastic Container
Service F R AR I8/ P W R ET EREE B,
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B3 AWS AppConfig agent for Amazon EKS £

AWS AppConfig Agent sidecar B3 EEH Amazon EKS SMEHR Bz 0B, EAEH AWS AppConfig
Agent sidecar B85 , XIHFEBE. UTIENFUMMMEER Amazon EKS kubectl BT IEER
BN ARERFM kubeconfig XHHHITER, BXRBUBRSE kubeconfig XHFHNEZER |, TS
¥ Amazon EKS B8R H Y 7y Amazon EKS & 6|2 5 & # kubeconfig X,

/B3 AWS AppConfig X ( kubectl B ST E )

1. TFIEM kubeconfig X#HHRIEEM Amazon EKS AR FREENRRB[HEIZIT, EX
HHABREERELTUTAS :

apiVersion: apps/vl
kind: Deployment
metadata:
name: my-app
namespace: my-namespace
labels:
app: my-application-label
spec:
replicas: 1
selector:
matchLabels:
app: my-application-label
template:
metadata:
labels:
app: my-application-label
spec:
containers:
- name: my-app
image: my-repo/my-image
imagePullPolicy: IfNotPresent

2. ¥ AWS AppConfig KEARESE L FMAEEFME YAML B X HH,

- name: appconfig-agent
image: public.ecr.aws/aws-appconfig/aws-appconfig-agent:2.x
ports:
- name: http
containerPort: 2772
protocol: TCP

M Amazon ECS # Amazon EKS # RE B #iE 136
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env:
- name: SERVICE_REGION

value: region
imagePullPolicy: IfNotPresent

(@ Note
BABEUTER.
« AWS AppConfig BRIAER T , REEIRA 2772 LiE1T. LAEEFTREN®O,

o IBATLUES A RET ERKIFE AWS AppConfig Agent IERIANTTH. BXEZER
B H FRHETE N Amazon ECS # Amazon EKS &t & AWS AppConfig X,

« X¥F SERVICE_ REGION , iE#7E AWS AppConfig R EBR REEHEN AWS XiF
B (flfus-west-1),

3. 1 kubectl TERETUTHT , NEXMNATHEHE.

kubectl apply -f my-deployment.yml

4. HBZEMRE , BIE AWS AppConfig RERABIEEZT. FAUTHSEENARRF Pod BE
.

kubectl logs -n my-namespace -c appconfig-agent my-pod

£ A AWS AppConfig gent BEEF X EIWTIED : [appconfig agent] 1970/01/01
00:00:00 INFO serving on localhost:2772

(® Note
f&”ﬁﬂﬂiﬁﬁ’@ﬁi]\jﬁﬂ&ﬂ: B BRI AWS AppConfig Agent FERIATTH . BXRTTHHREE
ENEZELR , B2 FHHIETEN Amazon ECS # Amazon EKS & & AWS AppConfig
K&,

FHPRETE N Amazon ECS Hl Amazon EKS ELiE AWS AppConfig XE

A ABIS Bk AWS AppConfig RER SR TIMETEXREERE,
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RAriEmE

785 3

B

ACCESS_TOKEN

BACKUP_DIRECTORY

HTTP_PORT

HHER

i}

WIRREEE LMRE HTTP
BRS5 8515 KRB E IR AT 43R
MBI, YIERER R
Bearer By HTTP & RRINFr
AHPRESHENE. TAR—
MNMIF,

GET /applications/my_a

pp/. ..
Host:

localhost:2772

Authorization: Bearer
<token value>

IR BT & E AWS AppConfig
RIBEBFERRIIN SR
ENZFARFEEERFF,

/A Important

ZFMEWENEER
=z, MRENEE
BEBRHE , AWS
AppConfig BIUIRE X
HBRENRF EXAK
PREN, HXE
ZEE , BZH AWS
AppConfig &£
.

HHRREEREESTREN
HTTP BRS52REYIR O o

AIAE

None ( & )

2772

M Amazon ECS # Amazon EKS # RE B #iE
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RAriEmE

FAEE

LOG_LEVEL

MANIFEST

MAX_CONNECTIONS

FAER AIAE
LR BEEREIEEE info

HHEE. SN MRS ES
RN EES S, T
ERXPKRNEN. N&
FHBHZTIFEM , BERF

A : debug. info. warn, er:
# none, Debug @EHEXK
BEWEMAER , BRITER

o

IR B B ¥ AWS AppConfig
Agent L E A A A E EAE
BRI IHEE , Bl ik e R H
MREREFERRE., BalE
AUTEZ—:

true

« "app:env:manifest-
config"

« "file:/fully/quali
fied/path/to/manif
est.json"

BREARXENENESE
B, F5H At RIEE,

WIRRETEREREATM 3
AWS AppConfigt R i i& i B
RIEE.

M Amazon ECS # Amazon EKS # RE B #iE
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RAriEmE

FAEE

POLL_INTERVAL

PREFETCH_LIST

PRELOAD_BACKUPS

PROXY_HEADERS

HAHAEE

LI 2R IR ER AWS
AppConfig 1 E# . EHEHN
R, B LIEEE RN
B, BEALEE — N ARt
B 2MHEF s RRP , m
RIADEH , h RR/DET, R
KREEERM , MARERIAN
¥, i, 60 #. 60 FF 1
SHEFEERNRAERE.

W ETEREEREBEEHEIL
BN R AWS AppConfig BB
BEHE.

WMRIZENtrue , AWS
AppConfig KB &R E
HYBLE & 17 N EBACKUP_DI
RECTORY EIRNFEH , H LA
KRERFSHREFEEENR
K, MRZERNfalse , MR
BEXEMNBRSHFREBRER
et (Hlan , MREHME
A ) , AWS AppConfig
REF2MBEEZDPHRN
o

WIRRETZ EHEE PROXY_URL
BT ER S| ANREMERN
PRk, EERES2RBHIR
LHR, BMMRLFERAUTE
=

"header: value"

AIAE

45 ¥

true

M Amazon ECS # Amazon EKS # RE B #iE
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ETE FHER ERIAE
PROXY_URL HWHRETEREATMRER 7
REZENRE URL AWS AR

%, 8 AWS AppConfig.
HTTPSH X #F HTTP URL.

REQUEST_TIMEOUT WA B H R IBEE SN 3000 ER
B AWS AppConfight[a], #5R
RE&BME |, NERF LK

o

WRERATHRBERLR
MAE 2@ NAHREFIERE S
%o

MRENEFNBIERITEA
RERRREEN K KES
ERER , AEETEREE

BRI LEEENNEY . &
& A LAE E — AN B B (Rl 4
HEF . ms RREBW ,s &
W, MRREELM , W
REERINNEZER, B0, 500
0. 5000ms 1 5s &£7F=4E[E]

B i SR BB,
ROLE_ARN WIRETEREE IAM BENT X

D EBEEF (ARN). AWS
AppConfig KB E I A XK
KRR ERRE.

ROLE_EXTERNAL_ID HHRETEREEESKAAE ¥
ARN —iR2ER IR ID,
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HETE FHER ERIAE
ROLE_SESSION_NAME R ETEREESRAN 7

IAM B & EIEXKNSiER
SERVICE_REGION WIRBEZEIEE T AWS 7

AppConfig Agent AWS Xi3] A
5ki8 A AWS AppConfig ARE
WERAR, MRREX , R
BREEEES X8, R
Tee , WREBTER,

WAIT_ON_MANIFEST IR B A B9 AWS AppConfig  true
Agent BLE N Z /TR ALET
EEBETERE.
K RAEEHE

& T LAME A HTTP localhost 8 M AWS AppConfig R RE B HIE. U T ROEF curl 5 HTTP
EFRiH—BFER. ZUUEANARFES I TAEISNEMTA HTTP B inRAARE,

(@ Note

MREH N FARFERERIT ( Fl20 “test-backend/test-service” ) , ER KRB BELHIE , WEE
ff£A URL 4w%8,

Z

RREMEHEEENTEAR

$ curl "http://localhost:2772/applications/application_name/
environments/environment_name/configurations/configuration_name"

M Feature Flag FEHEH AWS AppConfig Bt EF R ZENMrEREEM

$ curl "http://localhost:2772/applications/application_name/
environments/environment_name/configurations/configuration_name?flag=flag_name"

M Amazon ECS H Amazon EKS # R i B #iE 142
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M Feature Flag ZE#E# AWS AppConfig LB 15 E] ZMrEREE

$ curl "http://localhost:2772/applications/application_name/
environments/environment_name/configurations/configuration_name?
flag=flag_name_one&flag=flag_name_two"

H bk RIhEE
AWS AppConfig Agent 3E 2t LAy tnThEER A By I8 RN AR FWELE,

- ZKERER  FAEKFAHLE AWS IKF FH AWS AppConfig KEBMNZ/MEREIK R RE B
i

- FEBEIABE AL : 8 AWS AppConfig KENEBEHRIEEARE . MWIhEEEE A2 6 MR
HiEMEERFEAHITEKNBARER AWS AppConfig.

X TFHREFE

EFAIXY AWS AppConfig XEIIEE , BFECIEFE, FERAREN —ARERE , ATEHNK
B URITHERE, FR2RH JSON REN, c88—4HMAFH , XEFRANNTEBENTRE
B2 AWS AppConfig.

~PELAUCESIRE. kI, BLAHEINRESTUFAATREREN MRS MUED
B BENNERAUTHER -

{
"application_name:environment_name:configuration_name": {
"agent_feature_to_enable_1": {
"feature-setting-key": "feature-setting-value"
.
"agent_feature_to_enable_2": {
"feature-setting-key": "feature-setting-value"
}
}
}

UTREERMEERFLR JSON =—bl, EB—NEE (MyApp) FERER AWS AppConfig KR If
BE. FBMEE (my2ndApp) ERAFREERIARBEAMENZ KK RIIEE
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"MyApp:Test:MyAllowListConfiguration": {3},

"My2ndApp:Beta:MyEnableMobilePaymentsFeatureFlagConfiguration": {
"credentials": {
"roleArn": "arn:us-west-1l:iam::123456789012:r0le/MyTestRole",
"roleExternalId": "0QO@bl48e2-4ea4-46al-ab@f-c422b54d0aac”,
"roleSessionName": "AwsAppConfigAgent",
"credentialsDuration": "2h"
1,
"writeTo": {
"path": "/tmp/aws-appconfig/my-2nd-app/beta/my-enable-payments-feature-
flag-configuration.json"
}
}

IR HAEF R

A BB BB U 66 7E AWS AppConfig RE R SUEEMZE, HE , BRI LUFFEEM/ RN
AWS AppConfig BEEH HREBEOT. ERMHEAREELE , XAFEHLUTEZ —8EMANIFESTIRES

= .

EREAE WRETEE N A% =

X X4 : [path/to/to/agent-manife  MRBBELFRZLEEN , B
Stj ﬁﬁﬁ Jttﬁifo

AWS AppConfig BLi& e ERLA EHITHARER,

BE L EFMEBE AWS
AppConfig fEABLEF T H
WiEE , HESEHEM AWS
AppConfig Bt EH 75 X AHE

RN
Sl
et
fim

BHEAZA (JSON) MRENBRFEEENR , F
ERLA R, A EERSHH
BEHRRER , ERRHES
REMREEBLEATFXHER
Zo

BHXA AWS AppConfig Agent REZTENEZELE , BZHRSENAGIMEXHNER
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. BLi& AWS AppConfig X Lambda ¥ &
* 1£ Amazon EC2 L&A AWS AppConfig {X3&
« 7£ Amazon ECS # Amazon EKS EfEf AWS AppConfig X

ZKESKR

&R LUBIE £ AWS AppConfig REBE £ R AEIEEE AWS Ik RELE AWS AppConfig X
DM REREE, ITPEEEE (IAM) A-K Amazon FIREF AWS Identity and Access
Management (ARN), &€& ID, 2@FEHRUARKEATUEEZABHR K,

BAIDEB R R P RMAXEFHES, K" BoEAATHER :

{
"application_name:environment_name:configuration_name": {
"credentials": {
"roleArn": "arn:partition:iam::account_ID:role/roleName",
"roleExternalId": "string",
"roleSessionName": "string",
"credentialsDuration": "time_in_hours"
}
}
}
AT
{
"My2ndApp:Beta:MyEnableMobilePaymentsFeatureFlagConfiguration": {
"credentials": {
"roleArn": "arn:us-west-1:iam::123456789012:role/MyTestRole",
"roleExternalId": "0Q@bl48e2-4ea4-46al-ab0f-c422b54d0aac”,
"roleSessionName": "AWSAppConfigAgent",
"credentialsDuration": "2h"
}
}
}

ERZEHREZA , AEANFEDEREBENEZIIFAEE , RAGREENZEEEEN IAM A€,
BALEENEREPATEANEEEE —ATEANEESER, TEER AWS AppConfig fSIEE1EIK
FA(RRKS) PEIT, EEAKS B #IkF C (M@K, ) EENTRAR , REA
FGetlLatestBit & API IRERK REX LK AWS AppConfig IZ1THIEL EZUIE -

Hibi 3= Ih8E
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AWS AppConfig AriEE

E Account B

>

D

IAM Role

E Account A > g/ol::}

AWS AppConfig

1. sts:AssumeRole

AWS AppConfig

Agent 2. appconfig:GetLatestConfiguration —

1. sts:AssumeRole

E Account C
20O
70

AWS AppConfig

> LD

IAM Role

Bie i MR UK P 40 SR B B AR A9 X PR

AWS AppConfig R RKF~FZTHREZFENRTIEMNELFRKAFRREERE. EUTNEIE
FNMEMEIK S 82 AWS Identity and Access Management (IAM) B &K Z FREMNE. AWS
AppConfig REIKF PR RIEBELAENLNEKFREBE. TREATHRHSER , 212 IAM R
KB, IAM A FREEERAMEFLS,

FHuInEE TE
£ 1AM FRI BN ERBN AR R |, HWREUTER,

« HMHID AWS K. R RKF 2R ERA K S IREE EREAKS . FNEK S 2R E SRR
RUGRRKST K,

- BHEMKF AWS AppConfig FIERE IAM BEEHEH. UTR2BIAER TERKN AWS AppConfig#
Bk :

« WFLEF#MITES (Amazon EC2) AWS AppConfig , fEREHIAE,
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« ¥¥F AWS Lambda , AWS AppConfig {# Lambda #{T& &,

« TS HEMREFRS (Amazon ECS) FL # Elastic Kubernetes Service (Amazon AWS
AppConfig EKS) , FARESEAE,

WMREEISHEEROLE_ARNIREZ EfF A AWS AppConfig gent EBE R EAARREH IAM B | &id
T B

IR AN PR R R

ERANATEEET IAM 24 8 02N RKEE ., TRFARRKSRERBEHENEN AWS K SRR
PR H R,

£12 1AM policy

1. BFMERNEKS. AWS Management Console
2. 15[ : https://console.aws.amazon.com/iam/ , TFF IAM &l &,

3. ESMBERD , %F Policies (3RBE) , R/FI%FE Create policy (BIEKEE).
4. %R JSON %I,
5

HERMERIERRT , RN JSON B AT REEFH, ERARNREKS FMEEERSNsaaiis
#o

"Version": "2012-10-17",
"Statement": [{

"Effect": "Allow",

"Action": [
"appconfig:StartConfigurationSession",
"appconfig:GetLatestConfiguration"

1,

"Resource":

"arn:partition:appconfig:region:vendor_account_ID:application/
vendor_application_ID/environment/vendor_environment_ID/
configuration/vendor_configuration_ID"

}
]

AT
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AWS AppConfig AriEE

6
7.
8
9.

{
"Version": "2012-10-17",
"Statement": [{

"Effect": "Allow",

"Action": [
"appconfig:StartConfigurationSession",
"appconfig:GetLatestConfiguration"

1,

"Resource": "arn:aws:appconfig:us-east-2:111122223333:application/abcl23/

environment/def456/configuration/hij789"
}
]
}

EET—

ERBEMFERP , MAB

(AIIE ) £ RIFRE" B RI— DRSS MR RENREALR, IRERSIE B R BERY U5 B AR,
EF QERER., RENLEEREZ Policies TT1H,

10. B8N AWS K/ HARRKFRHEEEHRENREPESELTE,

S IAM At

FANTIRED IAM Z£H A2 IAM 868, ERFIRERKFREEERENS N AWS IKF TR
R SR

BE IAM B

1. BEMMAEKS, AWS Management Console

© © N o o bk~ w0 DN

BT https://console.aws.amazon.com/iam/ T FF IAM $2#| &

ESMERTD , ERAG , RAEIEFIERRE,

XIF Trusted entity type ( AIESRMARZEE ) |, %&HF AWS K,

FEZAWS P EBo R, EFEHAM AWS K,

£ ‘K ID” FERH , MAKRZEIKF 1D,

(HE ) FAERAABHNLTEHRESE | HEFR “FE/NM D" HaAFRE,

EET—%,

ERMBRREL , FAERFEREREEL NIRRT AIENER, EHEBHRZINERE.
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10. EBT—%,

M. XTFABEH, HA—INER,

12. (A& ) WFHER | WARER,

13. WF “SB1 : EFAMERM | EF “RE, NFERIA JSON SERBER N UTRE, FHEEK
FROEBEMB Manantt,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS" :
"arn:aws:iam::retrieval_account_ID:role/appconfig_role_in_retrieval_account"
b
"Action": "sts:AssumeRole"
}
]
}

14. (A& ) 7 Tags (/7% ) FAM— NSRS MIERAEN , RAR, BREIIRH LA BT RN
PR o

15. 1%&$% Create role (RIEA®), REFULEZREE A RH,

16. BRENNGENAR., ERZFHEB. £ ARN BoH , E6 ARN, BFET—INTRPEE
A=W

65 # RN IR B &

EHNEKSROE IAM AtfE , ENREKSHHNEE, BEMS , AINERRANA TN REK
FREGEHFEN IAM A€ ARN, LT JSON #&=X :

"vendor_application_name:vendor_environment_name:vendor_configuration_name": {
"credentials": {
"roleArn":
"arn:partition:iam: :vendor_account_ID:role/name_of_role_created_in_vendor_account",
"roleExternalId": "string",
"roleSessionName": "string",
"credentialsDuration": "time_in_hours"
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}
}
AP
{
"My2ndApp:Beta:MyEnableMobilePaymentsFeatureFlagConfiguration": {
"credentials": {
"roleArn": "arn:us-west-1l:iam::123456789012:ro0le/MyTestRole",
"roleExternalld": "Q0bl48e2-4ea4-46al-ab@f-c422b54d0@aac”,
"roleSessionName": "AwsAppConfigAgent",
"credentialsDuration": "2h"
}
}
}

RIFSKFRREEAN

FBANBYEERBEASTKBRIEIZRERETEBNSNKFREREHIE. AWS AppConfig B FR

Z| 'YourApplicationName:YourEnvironmentName:YourConfigurationName' B #)% EiE
HINFOL B HE R RN FEET. WRRRBRY , BN ZL2E R —NMERABEEKERRORK
*HE. UTRHAIMENEIK KRN RE

[appconfig agent] 2023/11/13 11:33:27 INFO AppConfig Agent 2.0.x

[appconfig agent] 2023/11/13 11:33:28 INFO serving on localhost:2772

[appconfig agent] 2023/11/13 11:33:28 INFO retrieved initial data for
'MyTestApplication:MyTestEnvironment:MyDenyListConfiguration' in XX.Xms

NEERIAEAME

& LARE AWS AppConfig Agent BRE N A A X AN B S E BRI A TFHIHE, LLINEETFE
A MNEEERENE E IR B TR B AREF AWS AppConfig.

WIhgE R RN AR BERZ D IIREMIRITH. AWS AppConfig R I8 To A ENE #I B 5 & A B B 30
MBEENEER M RE , FS U1 Amazon EC2 H{EH AWS AppConfig {3 5,£ Amazon ECS
BACKUP_DIRECTORY # Amazon EKS i f§ AWS AppConfig X3 #I #IPRELOAD_BACKUP¥RE AL

o

| o

/A Warning
FEERBXRLENUTEERE!

¥
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AWS AppConfig AriEE

- REIHWENEBEAANAEAEFE , ETHFAR. 2N SBRBEENEES ALY

AEo
« BHRRBEARMHEE, NWXHERERREAKDMREN, BXxEZER , HEH XkxE
R E o
BRANKES HEHE

1. wmEEEL,
2. % AWS AppConfig EEARBWEREH AlwriteTotE, REIWMT :

{
"application_name:environment_name:configuration_name": {
"writeTo": {
"path": "path_to_configuration_file"
}
}
}
I
{
"MyTestApp:MyTestEnvironment :MyNewConfiguration": {
"writeTo": {
"path": "/tmp/aws-appconfig/mobile-app/beta/enable-mobile-payments"
}
}
}

3. RELNENR. BREFHHEEEHIEN | configuration.json XHH-ER&E#,

RIIENEERAEAMEREERTE

BRI LABEEE AWS AppConfig REBAERBITIEERIAES EEBEAME. T8 “INFO N &' ##
#H o #h L #H BAS#RL” #INFO###A#YE AWS AppConfig ##A####ARS#HH,

AT

[appconfig agent] 2023/11/13 11:33:27 INFO AppConfig Agent 2.0.x

R BRI =
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[appconfig agent] 2023/11/13 11:33:28 INFO serving on localhost:2772

[appconfig agent] 2023/11/13 11:33:28 INFO retrieved initial data for
'MobileApp:Beta:EnableMobilePayments' in XX.Xms

[appconfig agent] 2023/11/13 17:05:49 INFO wrote configuration
'MobileApp:Beta:EnableMobilePayments' to /tmp/configs/your-app/your-env/your-

config.json

AWS AppConfig XA #h T &

AWS AppConfig REXFARBT RAERX, MREAREFRENX , RRFMEE EWIEE B FPHIEWM
BEHE. EFaNTPR BB EHTE AWS AppConfig, BAI LB E#TIEE B FH N XA REUEE
#HE, NTUTRA , RNBWEARBIT AER

- EEANEFEANEEREZE , KX EHB TN AWS AppConfig.
- EARBEEERIEXRZE , BN AH N TRE B LT,
c MEXTRINWEEBESR , URIETREEEMHET.

/A Warning

TEEEFRREREAR LT RER, BEXTIFEERN AWS AppConfig Z£Ih8E , Hl40
HEBRIEM B3 ER.

FEALLTHZ B AWS AppConfig Agent BL B N A FF X =K,
FF AWS AppConfig Agent Bt B 7 A< it FF K X
1. FERAANEHITERRERN S EZLZENRE, AWS AppConfig REFEALLTARA AWS RS :

« AWS Lambda

* Amazon EC2
o I L#h ECS FL 5 EKS
2. MREREBEEETT, BEEEL,

3. LOCAL_DEVELOPMENT_DIRECTORYAMEIFFEZEIRP, EXHRELEE— I HRERM
SREUNPBRAY B %o fl0 , /tmp/local_configs.

4. HEBFRPEIENH, XHEBLTERULTER !
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AWS AppConfig AriEE

application_name:environment_name:configuration_profile_name
AT

Mobile:Development:EnableMobilePaymentsFeatureFlagConfiguration

(@ Note

( Wik ) BUUBREEANGRENT BERFIREBENRERFERENNERE, Hl,
MREEA json FEBEWEXY , WIRELENARERFERapplication/jsondtiRE
WRBEEN, IRERTER , RENFEHapplication/octet-streamizA RS
B, MREZTERANES , AUREEXNT RS . typessubtype, RIEFIREH A
BERBR . type/subtype,

5. BITATHSUERBIREHBEREERE.

curl http://localhost:2772/applications/application_name/
environments/environment_name/configurations/configuration_name

RESEBERAREBEENRABRBRERA M NHRERER, MRKEERLAER , REHER 456 Y
HYRRIARIfR, X EREEATARABEELR LT KIMRPNITHNESEE NS AWS AppConfig ARSS
RERBITAMEE,

(® Note
EREA T REEXFRIRA , BEAMBEERZXMF,

BYIEEER AP FREE &

EHNAERFEATARE API BEBURBESERRREERIE, StartConfigurationfRfg , B
EEFWRAEMEA Con Getlatestfig uration S &R R & A 7T A HIE.

£ A StartConfigurationSession B , KBEEUTEE :

o FRERK AWS AppConfig NAREF. MEMEEXHFRIRE (ID HEH) -

BEEEER AP FREEE 153
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AWS AppConfig AriEE

- (W) 2ENEFIREAEE GetLatestConfiguration Z B AMEFHNKER A,

ERMMBL , AWS AppConfig #£#tInitialConfigurationTokenfASENEFiK , HEEE—X
fGetLatestConfigurationBiZ&ERER,

/A Important

WS EESE— XA GetLatestConfiguration B REEEH —IK, BATIEXS
GetLatestConfiguration WEIRGLFARE GetLatestConfiguration Ry
(NextPollConfigurationToken) FERAFTHE. A TXRFRNERLAAGN , TENE
MHAR KR 24 Met, IR GetLatestConfiguration HAMANHN S , REHRE
BadRequestException,

M GetLatestConfiguration i , BHNEFHRBELXECFHEENRE
ConfigurationToken {E, F{ZU a5

« NextPollConfigurationToken : TX@HA GetLatestConfiguration R EFERAK
ConfigurationToken {Eo

« NextPollIntervalInSeconds : & %E XA GetLatestConfiguration Z Bl N ZEFH
BrEEtE,

- BRE : AT2ENBEFHE, MREFRESASFRENEE , WL FERATENZE,

/A Important
BEBUATEERFE.

- BMNNARER. BB, BEXHNEFKREEHH —X£&StartConfigurationifi APl , &g
REBILE, FBEEFENAEFBINNE RN REE Z 5T Ko

- MREHEERMFEH KmsKeyIdentifier SBH , NBWEENBE RS AT E A
kms:Decrypt MR, BXEZEE , S H AWS Key Management Service APl &%
i Decrypto

- LHIATREEBHIEN API I214E GetConfiguration E#F A, GetConfiguration
APl O X IEMELRE,
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AWS AppConfig AriEE

RREE T

LA AWS CLI REERIA £ A #EStartConfigurationSession#l
GetLatestConfiguration API #2{ER RELE AWS AppConfig #iE. E— I NS EIEELE.
L8 238 AWS AppConfig AR, REMEEXHMN ID ( REH ) » APIIRE A FREEBHE

M InitialConfigurationToken,

aws appconfigdata start-configuration-session \
--application-identifier application_name_or_ID \
--environment-identifier environment_name_or_ID \
--configuration-profile-identifier configuration_profile_name_or_ID

REFEANTHRANEERTEAL,

"InitialConfigurationToken": initial configuration token

BEI&iERE , A InitialConfiguration® i# 18 F GetLatestfil ERIREVEWE EHIE, BEHFEFREES
mydata.json 3X#H,

aws appconfigdata get-latest-configuration \
--configuration-token initial configuration token mydata.json

¥t GetLatestConfiguration H9EE—RIARAMEMAM StartConfigurationSession FREXAY
ConfigurationToken, REMER T,

{
"NextPollConfigurationToken" : next configuration token,
"ContentType" : content type of configuration,
"NextPollIntervalInSeconds" : 60

}

3t GetLatestConfiguration HI/E4L1E A AMIRME £ —MNERIAY
NextPollConfigurationToken,

aws appconfigdata get-latest-configuration \
--configuration-token next configuration token mydata.json
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AWS AppConfig AriEE

/A Important
BEEEBX GetLatestConfiguration AP BENLLTEEZFAER -

* GetlLatestConfiguration N BFEL REBHIEM Configuration o, NHRE
KRIFNREHNEBHIEN , T2 E R Configuration %%, MREREKFIHFNRE
FHELESIE , W Configuration BIFEHZE,

- £k B GetlLatestConfiguration WENERF , BELWE — /N
ConfigurationToken,

- BANBUERENE, RESFOMBMEBUNEE B rBLARE
GetLatestConfiguration API AL IRME,
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ERT BEFT BIT/ER

O ZNEFFEE AWS AppConfig W TERES |, § B SUEREETRNZIEA B BHITHAIRE
B Bl BRI BMERYT BREFRMITUTRENES (REJLH) -

- EEEH B XA E Amazon Simple Notification Service (Amazon SNS) £ B & %@ 41,
- BEREFBZE , FEEEXHHHBBENNS.

- BN SHITENRE , MLIREHLER Atlassian Jira B,

- EFREFN , HBRFIABBREFHANEEHBBEHRES.

- SUBBEHEEBN , TEERHE Amazon Simple Storage Service (Amazon S3) &,

BT LU X LR RN ESS 5 AWS AppConfig M BTEF. BB E XA HERER.

AE

« xF AWS AppConfig ¥ &

- £/ AWS BIERN YT BER

- JE%  AIEEENY B AWS AppConfig

« AWS AppConfig ¥ B 5 Atlassian Jira £

*<F AWS AppConfig ¥ &

KEBNE AWS AppConfig I BEI2FARIE, XEEENEIREBMFER AWS AppConfig " BIREFFR
ENEBNTROE R TH T,

F&
- B Y BEENT REFPITHERE
- FR2  BETFREFNSTHNE
- S| 3: CIBY REFXEK
SR 4: HEREARIERERNITTY BEFERF

B1L BEEXNY BEFHITHLERE

IBREBFEIE AWS AppConfig ZFB TR AT EI[ Slack &% H 2/ webhook BIEX] ? BREBFEEDR
Ef B 2 5N E B X4 %1 F) Amazon Simple Storage Service (Amazon S3) Ff418 ? REEEIE
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BECiEERERETINRRBER ? ZUUFEAT BEFRRTXEXBHNESUARESES., &
AUBEEENY B’ , th T AEAREM AWS AppConfighy AWS BIET B,

(® Note

NFRSEAH EﬁUEQE}Uf"E MBI — AWS Lambda ERBSRIVTY B HE XK
FEAHTEMLE, EXESER , H5H 2SS  0IZBENT & AWS AppConfig.

T AWS RENT EUUBHEANRENBESHMRFSIRIELER. BALE AWS AppConfig &
RERIXET R, th A E#EEM AWS CLI AWS Tools for PowerShell, = SDK BT & API #4E,

FERRER R
Amazon CloudWatch £ &2 A/B iz T BAGTENNARFEAM AR SIED

Bk , A =2i#Eid 8 AEvaluateFeature®
., BXEZELR | ESHE FH Amazon
CloudWatch Eviently ¥ B2

AWS AppConfig #8Z E# Z| EventBridge HBEERER , LT BNE4XEE EventBridge
RABHEL,

AWS AppConfig 8131 S i#h & 2 38 & R 55 Wy BEFNERRAFGENERENIEEN

(Amazon SNS) #E8E =4 Simple Notification Amazon SNS E£#,

SSERVICE

AWS AppConfig 613 B b (& 2 BA Fll R 55 MEHREN , LT BEFSEEEEEA Amazon

(Amazon SQS) FE S Simple Queue SQS SQS BAFIHIBA I,

ST EBIEF - Atlassian Jira B2 {R AWS AppConfig X ThBEREH TR X
B, L BE AT IR ERHREE,

SR 2 AET BREFNIZITHE

FREFENT EHE AWS AppConfig TERBEFMITH — MRS MEE, Flan, AWS BIERIAWS
AppConfig deployment events to Amazon SNS¥ BFEFE#EE Amazon SNS F & & iIxE
WigtE, BMREHRELSZXEREAN , AWS AppConfig 5i#& AWS AppConfig 2 E R R
THREBARN, XEHEHANITHIESR. AWS AppConfig I BEXIFUTERAEESR :
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AWS AppConfig AriEE

 PRE_CREATE_HOSTED_CONFIGURATION_VERSION
 PRE_START_DEPLOYMENT
 ON_DEPLOYMENT_START

* ON_DEPLOYMENT_STEP
 ON_DEPLOYMENT_BAKING
 ON_DEPLOYMENT_COMPLETE
 ON_DEPLOYMENT_ROLLED_BACK

HEPRE_*BERLEENYT REMFEFEFRRIEZ/FBE AWS AppConfig 1T SRIEXLB I BIAYE
HZRNA, SEREFASERERLE. IREAHSMER , WERFEARFRINFZT. 5HE
B, PRE_* BEREBRATUERBRENNS. PRE_* BERET MR HEIRI LRERE.

¥ Bt A LUE FON_*#24E S 5 AWS AppConfig TR HITEIT. ON_*REAEFRLSEAN.
ON_*BRERTEUEENANE, MR REFE ON_* BESHRBEEIR , RSNRBZEIRFH
ST ER.

SR 3 BIBY BREFXEK

E0BY RREE L AWS ET R , BFEEE N EEMASE AWS AppConfig BIRIT A AT BIRME
o flan | BmATLkiRIETT AWS AppConfig deployment events to Amazon SNS ¥ EBREF ,
HENBENAREFBIEEISBERZEWAEX Amazon SNS EZHEH, E U HLERESBREE
AWS AppConfig BRI B AT BXREk, T BXERT EBS AWS AppConfig IR ( FlunsARERF
NEEREXH ) 2ANEEXR.

B4 AWS AppConfig NARF A NEEZMENREX . IR REFENARFIFREMAX
B, M&hBENRAREFRIMNERIREXE THERE AWS AppConfig THRZYT & ( IFRER ) -

flan |, BRIZIRE — 1B HE AWS AppConfig B AR MobileApps , EFEE - 1MNENNEEX

# AccesslList, fR1%1Z MobileApps MAREF BN R, ERMEF~HE, BN AWS EH
Amazon SNS BAIY BEEEY BXEK , HEZV BERFSENARFXE, MobileApps XM
AREFNEEBER=NAERNTA -6 , BB2EA Amazon SNS BAT EREF.

(® Note
BA Loy RENTEA L AWS MY R | BEXTEIEY BXEK,
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TR 4 BEREARIUERETNIT T BREFRE

BIEXEE , HORREERENIEBERER , 2 AWS AppConfig AT BRHMITIEERRE, BAEY
RE , MRREHEPRE-*BREMNBERHEIR , M AWS AppConfig IREH X ZHEIRAIESR

£/ AWS EIfFRYY REF

AWS AppConfig BET AWS Bl B, XLeh B o] AR B 84S AWS AppConfig THERBSH
RS ER. EAILIEEM,. AWS Management Console = SDK B # & API 4 AWS CLI AWS
Tools for PowerShell , FSR A FERX LT R,

VyRER iR
Amazon CloudWatch £ &2 A/B Uiz B BATENNARFEAMNAFRRIED

FLZR 4k |, A 2EY A AEvaluateFeature
. BXEZEE , B3 £/ Amazon
CloudWatch Eviently ¥ B2

AWS AppConfig Z#ZEE#Z| EventBridge MEBmER , LT BEEH4 K% E EventBridge
RIABHEL,

AWS AppConfig @)l 5 b f8] 8 38 &1 R 55 i BEFSERE R XS EREREMNIEEN

(Amazon SNS) #E8E =4 Simple Notification Amazon SNS £,

SSERVICE

AWS AppConfig [6) I 5 5zh {&] 5 RA 51l R 5 HMBERER , KT BEEFSEEHEEA Amazon

(Amazon SQS) FE S Simple Queue SQS SQS BAFIHIBA I,

E XY EBIEF - Atlassian Jira 248 AWS AppConfig X I AEFR E B 1T E X
B, e BE AR M EH#E &,

#F Amazon CloudWatch Eviently ¥ B

EHEH ST ThRERT |, BT LAE A Amazon CloudWatch Evidently @38 Lb B89 B IR ETThaEE , M
SHRIFF AL, B EFIEEN MR , UBBEREMNOAFENRE. XEMTERETSR
HIZWREZ BT, BRIERB A IRBIEAGR, BEAUBIT AB 2R |, SRR RENMIE4IETALRIT
AR,
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CloudWatch Evicently 8 AWS AppConfig i BATFZHNNARFEA NAFRSESIHREE , M2
JE 8 AEvaluateFeatureigfE, ZARibhiE A AR API AR REERFM AT AMEXE. BxM[EE
MERT BREFNEER , B35 A mazon CloudWatch A IEEHEIER CloudWatch Evidently 1T
B AB EK.

5 AWS AppConfig deployment events to Amazon EventBridge
yRERME

ZAWS AppConfig deployment events to Amazon EventBridge¥ B2 AWS #ENT E ,
AJ A BY RS2 AWS AppConfig BLE & E TERBHNHRXEITH . SHMELEN , ¥ EH2M
EventBridge BNIASEH L& X IAEHBEH, T BEFSEAN AWS AppConfig AR, HEHEE
MHXEBE , EBRRERETSR. ERNERZE , BamEHEL AWS AppConfig KIEEHE
A,

N SR AR AE T 47 b 32 46| R LE $RE R & & 3% EventBridge B , JUABIEBE LT B , #1E URI FE&
F%i A EventBridge BRIAEHE4 Amazon BIREH (ARN), BXOIEBT REFNEER , 83H &
% RIEBENY B AWS AppConfig.

/A Important
¥ B1XZ#F EventBridge BMIANEH E 4.

ERYT BRERF

EFAiZAWS AppConfig deployment events to Amazon EventBridge¥ B , BAEES
B Y BREBCEY B M INEZE — 1 AWS AppConfig &R, EAILLER AWS AppConfig & A5
CreateExtensionAssociationAP| #R{EBIER KB, SIZEXEKRT , BRI LIS E AWS AppConfig B AR
Fr. SMESRE BN ARN, IRFT BREFARENARFIHNE K NN EENARFRHESF
DEWEMEE 4 RIESHEA,

BIZEXERE |, SBBIEE AWS AppConfig BRREMELERT , & AWS AppConfig AR ZY BREFHRIET
BAEENREIKEBEA,

® Note
i REFBAATRESAA

 ON_DEPLOYMENT_START
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AWS AppConfig

RAriEmE

* ON_DEPLOYMENT_COMPLETE
* ON_DEPLOYMENT_ROLLED_BACK

BTEEELLT BRFNRES. EERATANRES  THURACHT BRF, A%
FHER , E5H E% - BIREE NS B AWS AppConfig.

FERALUTHIEET AWS Systems Manager 12§ & 32§ & 812 AWS AppConfig ¥ BX<E AWS

CLl,

By BEFXEK (2§85 )

1.

$TFF AWS Systems Manager &% , WitJy https://console.aws.amazon.com/systems-
manager/appconfig/,

ESMBEEP , HIEE AWS AppConfig.
£V RER GIMF L, &% FNEER,

By BRREFMAEEDBINRFRERE G | %F—F AWS AppConfig BIRFEE, REFLIEERHRE
& , AWS AppConfig 212 RIZIERHEMRIR,

EFROZE 5T IRIVKRE,

LT RARY EBRER EventBridge Bt X E B H ROIEH,

"version":"Q",
"id":"c53dbd72-c1a0-2302-9ed6-c076e9128277",
"detail-type":"On Deployment Complete",
"source":"aws.appconfig",
"account":"111122223333",
"time":"2022-07-09T0Q1:44:15Z",
"region":"us-east-1",
"resources":[

"arn:aws:appconfig:us-east-1:111122223333:extensionassociation/z763ff5"
1,
"detail":{

"InvocationId":"5tfjcig",

"Parameters": {

iy
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AWS AppConfig AriEE

"Type":"OnDeploymentComplete",

"Application":{
"Id":"ba8toh7",
"Name" : "MyApp"

1,

"Environment":{
IIIdII : Ilpgi1207ll ,
"Name" : "MyEnv"

}I

"ConfigurationProfile":{
IIIdII : Ilga3tqepll’
"Name":"MyConfigProfile"

},
"DeploymentNumber":1,

"ConfigurationVersion":"1"

5 AWS AppConfig deployment events to Amazon SNS ¥ EREFH
=

ZAWS AppConfig deployment events to Amazon SNSH¥ B2 AWS REMYT E , HEEYK
2 AWS AppConfig Bt EEBE TERBHXNEXETH. BHMBEREN , XV BEFH2HEERXH
F| Amazon SNS &, ¥ BREFSEHN—1 AWS AppConfig M ARRF. HREHREEXHFXEKE ,
EBREENBTGR, FRMERZE , #amizEB AWS AppConfig £ —&HE R

N R AR 7 B I b 45 ) R AL R AE R K % Amazon SNS BA , B LSIBZBAENT BREF , #E URI F
ExH % A Amazon SNS E& Amazon BREF (ARN ) . BXCIBRYT BEFNER , BSH ES .
B2 B E XY B AWS AppConfig.

FERYT BERF
AFNBMMAFER AWS AppConfig deployment events to Amazon SNS ¥ EBREF.
S 1 BE AWS AppConfig AEIEB A HE

@ Amazon SNS EBURINTA R IEHI K , :]’F AWS AppConfig (appconfig.amazonaws.com) &
IR (sns:Publish), BEXEZEER , FSH Amazon SNS i 8] 12 &l 89 = BI 26l

SR 2 tIET REFXRE
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AWS AppConfig AriEE

BEa|EY BXE , Hy EBHIMEIEHN — AWS AppConfig BiR. EELUEER AWS AppConfig 12l
B8 CreateExtensionAssociationAP| R {E I X Br, BIEXEE , /A LUIEE AWS AppConfig M A
BF., MRIBEXHHN ARN, NIRFT BEFXRINARFRINR , WX EENARFSIF
BhOsNEAREXHLEABN, EORXEKN , BYUMA topicArn SHBMA—NME , Z3HE
EEF A/ Amazon SNS £ ARN,

BIBXEE , FBIEE AWS AppConfig BRIFEHELERT , & AWS AppConfig A ZY BREFHRIET
BHiEENBRESLIZBEA,

® Note
Ly REFEATRIE]REA

 ON_DEPLOYMENT_START
 ON_DEPLOYMENT_COMPLETE
* ON_DEPLOYMENT_ROLLED_BACK

BREEBELLT REFNERER. BEEZRATENRER , TUCIRECHT BEF. X
BEZER , B2 B . 8lEBE XY B AWS AppConfigs

FEAUTEREET AWS Systems Manager 12 & 1251 & 812 AWS AppConfig # B X<B AWS
CLlI,

IRy BREFXEK (288 )

1. 3TF AWS Systems Manager #2#|& , it https://console.aws.amazon.com/systems-
manager/appconfig/.

2. ESMBEHKD , FiEEFE AWS AppConfig.

3. EVEER&EWFL , &% FINEIER,

4. EFBRRBRFHAEEFIHRRRESD | EF—F AWS AppConfig BIRFKE, BREFEEEFENE
JR , AWS AppConfig £12 RIEEEFREMEIR,

5 ERMEERFRMNXEK,

LTRIERYT BREFEMX1XE Amazon SNS BRI E B RH,

{
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"Type": "Notification",
"MessageId": "ae9d702f-9a66-51b3-8586-2b17932a9f28",
"TopicArn": "arn:aws:sns:us-east-1:111122223333:MySNSTopic",
"Message": {
"InvocationId": "7itcaxp",
"Parameters": {
"topicArn": "arn:aws:sns:us-east-1:111122223333:MySNSTopic"
I
"Application": {
"Id": "la2b3cs4d",
"Name": MyApp
I
"Environment": {
"Id": "la2b3cs4d",
"Name": MyEnv
I
"ConfigurationProfile": {
"Id": "la2b3cs4d",
"Name": "MyConfigProfile"
I
"Description": null,
"DeploymentNumber": "3",
"ConfigurationVersion": "1",
"Type": "OnDeploymentComplete"

},

"Timestamp": "2022-06-30T20:26:52.067Z",
"SignatureVersion": "1",

"Signature": "<...>",

"SigningCertURL": "<...>",
"UnsubscribeURL": "<...>",

"MessageAttributes": {
"MessageType": {
"Type": "String",
"Value": "OnDeploymentStart"
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5 AWS AppConfig deployment events to Amazon SQS ¥ EREFH
=

ZAWS AppConfig deployment events to Amazon SQSH E= AWS #EMY E , HEEYK
# AWS AppConfig Bt EEBE TERBHNEXETH. BYMBEREN , XV BEFHHERIEA
Amazon Simple Queue Service (Amazon SQS) A%, ¥ BEFEEM —4 AWS AppConfig R AT
FF. REHEENXHXREE , EBREEHETH. AWS AppConfig ZERMERZ G , BB —&HE
EHERAEIRA S,

MR IR FHEF I iR FI L R AE QK% Amazon SQS BA , BAUBIEBENYT BHE URI FEHH
A Amazon SQS BA%| Amazon BIREEH (ARN ) ., BXEIET BEFNEE , BSR 5%  2lEB
EMXT B AWS AppConfige.

ERT BER

AFNBMMAFER AWS AppConfig deployment events to Amazon SQS ¥ EBREF.

S 1 BEN AWS AppConfig 58 E ABA

£ Amazon SQS ZFKEERINEIERH Amazon SQS BA%I , &F AWS AppConfig
(appconfig.amazonaws.com) Ki*EEMNPR (sqs:SendMessage). BXEZER , HSH
Amazon SQS KW E R TRH,

HRR 2 QBT REFXE

BYGIRY BXE , S B INEE — AWS AppConfig BiR. &I LAER AWS AppConfig 124

A CreateExtensionAssociationAP| IR{ERI KRB, BIEKERET , BRI LUIEE AWS AppConfig B

BF. REREEXHHN ARN, MRFT BEFXBEINARFIINE , WX IEENARFSIF

BEHFEsNEMEEXHLEBHN, EOEXEKN , BX4TMA— Here S8 , ZSHREBEEFAW
Amazon SQS BAFIH ARN,

BIEXEE , ERIBRRIBIEE AWS AppConfig BRIEERT , & AWS AppConfig BAZT BRERF
HEBREVEPEENRESKEB,

(® Note
Iy BREFHEATRES]EA

* ON_DEPLOYMENT_START
 ON_DEPLOYMENT_COMPLETE
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AWS AppConfig

RAriEmE

* ON_DEPLOYMENT_ROLLED_BACK

BREEELLT BRRENRES. BERATANRES  TUURECHT BRE. A%
FHER , §5H E% - BB EE NS B AWS AppConfig.

FERALUT BT AWS Systems Manager 12§ & 312§ & 812 AWS AppConfig ¥ BX<Ex AWS

CLl,

By REFXEK (2§58 )

1.

$TF AWS Systems Manager ##|& , Mit7 https://console.aws.amazon.com/systems-
manager/appconfig/.

ESMBE®KT |, HiEE AWS AppConfig.

£V RER ETFL | &8 FMEIERRE,

EYERREFMAEEIONRFRERS | EF—T AWS AppConfig BRIFERE, BIELERNR
& , AWS AppConfig 2R RIBEFHEMEIR,

EFRNESRIRAKEK,

LT EARY BRI XiX2 Amazon SQS BAFIRYH B RHAI,

"InvocationId":"7itcaxp",
"Parameters":{
"queueArn":"arn:aws:sqs:us-east-1:111122223333:MySQSQueue"”
I
"Application":{
"Id":"la2b3cad",
"Name" :MyApp
I
"Environment": {
"Id":"la2b3cad",
"Name" :MyEnv
I
"ConfigurationProfile":{
"Id":"la2b3cad",
"Name" : "MyConfigProfile"
I

"Description":null,
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"DeploymentNumber":"3",

"ConfigurationVersion":"1",

"Type":"OnDeploymentComplete"
}

£/ Atlassian Jira 7 B F X< AWS AppConfig

BN & Atlassian Jira &£ , S HRITIEER INEEFRIC#H TTE XA , AWS AppConfig BRI SATE
Atlassian 2 #| AP RIEMEHRIT, AWS KF AWS XiGEA Jira RIBEHITERSEH,. MARF
ID, BEEXH ID FirEE. EEH., RENIBHREEIG , Jin 2FALERNEFAGEERINE
&) &

® Note

BHENEREM WIS |, Jira BLEHEB, = BMRERIREFBIBR T RIr SR 5
B | Jira REERMEE, HEHERRFFRER |, Jira FRIEFRER.

ERESEK , BTHITUTERE

* 71 AWS AppConfig Jira 55 Bt B X fR

- B & AWS AppConfig Jira £ R ATEF

A AWS AppConfig Jira ££ R EL & X R

BE S Jira ) AWS AppConfig £ME , BENAFEERE. BUME  LEEXE Jira NARFH
AWS AppConfig i A PG RIZ4A ID MFAEH. WA RT Jira 5 AWS AppConfig2 BIEH
PR, AWS AppConfig 82 AiX LFIFE AWS AppConfig # Jira Z B I XEk. FEFEHEERE. &
A LUBIE E1EK for Jira M ATEF 3K AWS AppConfig il Br < BX.

RAPKFRESS U TRENNRER

« appconfig:CreateExtensionAssociation
« appconfig:GetConfigurationProfile
« appconfig:ListApplications

« appconfig:ListConfigurationProfiles
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* appconfig:ListExtensionAssociations

* sts:GetCallerIdentity

TR TES G IAM RXPRREE AR AT AWS AppConfig l Jira £V F :
£%

« 1£% 1 : 3 AWS AppConfig  Jira £ BIE IAM X R K B
« 1% 2 : 5 AWS AppConfig 1 Jira EERBIEH

f£55 1 : 73 AWS AppConfig # Jira SR 1E 1AM R 3K BE

LTI E R A Atlassian Jira 52 BEM IAM RBREKEE. AWS AppConfigFR A1 IS B2 —
NEERRE |, HF LR MBI IAM B, AIE IAM BRFNABSRMAZENRER THRENRE
N, R EBOX M

I AWS AppConfig # Jira EERX 812 1AM RS

1. iFIA : https://console.aws.amazon.com/iam/ , ¥TFF 1AM & &
2. ESMBEED , &£ Policies (3KBE) , R/FI%IFE Create policy (BIZRKEE).

3. ECIERmMUEL , %# JSON ﬁDﬁ-F , RERMARNBBER A AT R, EATRES | &
Region, account_ID, application_ID M configuration_profile_ID &#R AWS
AppConfig ZhEEFREIMRE FHRIE .o

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"appconfig:CreateExtensionAssociation",
"appconfig:ListExtensionAssociations",
"appconfig:GetConfigurationProfile"

1,

"Resource": [

"arn:aws:appconfig:Region:account_ID:application/application_ID",

"arn:aws:appconfig:Region:account_ID:application/application_ID/
configurationprofile/configuration_profile_ID"

fEA Jira I REF 169


https://console.aws.amazon.com/iam/

AWS AppConfig AriEE

]
I
{
"Effect": "Allow",
"Action": [
"appconfig:ListApplications"”
1,
"Resource": [
"arn:aws:appconfig:Region:account_ID:*"
]
I
{

"Effect": "Allow",
"Action": [
"appconfig:ListConfigurationProfiles"

]I

"Resource": [

"arn:aws:appconfig:Region:account_ID:application/application_ID"

]
.
{
"Effect": "Allow",
"Action": "sts:GetCallerIdentity",
"Resource": "*"
}

}

4. &E T HL

5 (&) RIN—NBBNFZREX , MHEA, REIIZEFILRIENIGE , AEIEE Next:
Review (T —% : ®).

6. 71E Review policy ( E&RHEE ) WHE LK Name ( BF: ) BHF@MA—NEFH , 40
AppConfigJliraPolicy , AAEH A LR,

7. IREF BIEREE,
£%% 2 : 3 AWS AppConfig # Jira £ B

ERAAT LS ERA Atlassian J AWS AppConfig ira ERBIZAF. SIZAFE , B EHEHZESA ID
MLBER , ERETRERNIEEXRNEH.
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73 AWS AppConfig H Jira SE5L &2 A 7

B https://console.aws.amazon.com/iam/ T 7 IAM 2 HI &

ESMBEKRP , &F Users (AP ) , R/F%EE Add users (RMAF )

ERAFPBFERY , M ARH , 20 AppConfigliraUser,

£ EF AWS FIRRE | ERIERIZA-RE T ENR,

EERT—F R,

£ RENER UHE , &% EEMNMNERE, X TFEE F5 1 7 AWS AppConfig # Jira &K A
2 IAM SRR A2 REE , #RFEFERE , REERT—F : 7%

7. ERMFRZ (FHE) RE, AIN—-MRSMREREX , BAR, RERSIREH A AR
R, &8 T—&: .

8. HE®E&INEL, RIEAFFMAES.

9. EE GIEAF. REETAFWNTHRES ID MEH. TH csv XHBFXEEREEH T 21
VB, EREREEERNEEXLEREE.

o a kw0 N o=

BLiE AWS AppConfig Jira SR B R

FER LT S BIE for Jira RATEF S AWS AppConfig BLEFFERET, TRLIREE | Jira &
AWS ik RIRFIEEMN AWS XN eS| — N FEE, WREEHFERINEEIRE AWS
AppConfig , Jira 27 A R PidFF HE R

(® Note

—AN AWS AppConfig ZHEERE AT LB E SN FRITEB . Jira HENREINEEFERIE—
NEB, MEERFRIFEBY , WAERFIREN Jira EFSHEFZE RV FHAER,

BB

1. &% Atlassian Marketplace,

2. TEERZFEYH , A AWS AppConfig Fi% Enter,

3. % Jira Xkl L RENARRF.

4. 1£ Atlassian #£#l&F , EREEBNA , ABR Jira IEZEAWS AppConfig o

5 &R mE.

6. EEEFHEESE T, &R JrallB , RFEEFEES AWS AppConfig ThEEFREREA IR .
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7. & AWS XiF |, RE1EE AWS AppConfig ZhEEPREFTTE B X i

8. T MAREFR ID FEBYH , mABEWEEIRER AWS AppConfig B AR F 8 & Fro

9. HEEENXHIDFEH, mAIBERERN AWS AppConfig Bt & X HH & #o

10. £ B4R ID M B4A FERP , MALRE 5 2 1 1 AWS AppConfig M Jira EFRBIEZAF #8
FIRNER, (W) B EERESE.

1. ERRER,

12. 7 Atlassian ZHl&H , &F “MB” , RAEERFEEXNIE ., AWS AppConfig “[A]&” TTHEE 7
EE AWS Ik M ENEERER EE AWS X,

7

iR Jira AR FMEBIEHRH AWS AppConfig

MREBREBERATE AWS AppConfig THEEFRER Jira &2 , AJLAFE Atlassian AWS AppConfig 2
#l & PHIBR Jira AR, MIBRERNARFFHITUTRE

 MIEREH Jira £ 52 B K XEBX AWS AppConfig
o MAIBREREY Jira S2IiE4E 2 AWS AppConfig

fBI B f AWS AppConfig or Jira B T2 F

1. 7E Atlassian B#Had , EREENARERF.
2. A Jira &FEAWS AppConfig o
3. IEFEE,

Eiy : BIEBE XY B AWS AppConfig

EO/EEEN AWS AppConfig I BER , BERATES. ERENETEFREFABNTBESME
%o

(@ Note
PRATLAIE LT Mt EE B E X AWS AppConfig ¥ B2 F B R4 GitHub :

- {#£ Systems Manager £ A AR IEEAblocked dayE = HABRITHEN RAT R
« {£/ git-secrets PHIEHIZM R BB EXRERN RAT B
« £ Amazon Comprehend F5lEMNA FBEE (PI) MREIEEHEFHNTHT E
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1. #8122 AWS Lambda B#X

NTRZHAH , BEREZBAELY R , A EIE—1 AWS Lambda BBKRMITH R E LAVE
THTEMLE, AN —NIAR , B2 T AWS SIERVEXRY BIEFH B E A KA sl
BREBER. BXUPANESEMEES , BSH BIEBE L AWS AppConfig § &,

2. NEENT REFEEMNR

EENBENYT RERFEENRE , I AITTAREZ— -
« Bl2EEInvokeFunctionfXBRHY AWS Identity and Access Management (IAM) fRE &,
« {#/ Lambda AddPermissionAP| R {ERI B R REKHE

SeFRHE R anfa )2 1AM RS B &,
3. Iy REFF

I&TLAE A AWS AppConfig # & A =M AWS CLI, AWS Tools for PowerShellsk SDK #11F F
CreateExtensionAPI BEXRBIRY B. FELKFERAEFIS.

4. BIBY BEFXEK

I&TLAE A AWS AppConfig # 4] A =M AWS CLI, AWS Tools for PowerShells{ SDK i
CreateExtensionAssociationAP| BERBIET BXB, NELFEHAESHA,

5. WITHAYT BEFIIRE

BIEXREKE , Y BEENHNBRESHIEZERE LN , & AWS AppConfig BRZT EB. Hlin , fn
R XEXAaE PRE_CREATE_HOSTED_ CONFIGURATION_VERSION MY BER , NS X 6IEH
HIRERERSNEHESBERZT BER.

AT HRHNEBNBREEENL AWS AppConfig I BEFMERNEMES. EMESHE
—MERARFIN ETXH#ITHER , 2 ZAMNT , ERFECNE—INT RBER , 2V EBE

F4 B3 EEER 12 Amazon Simple Storage Service (Amazon S3) E . S IE
(PRE_CREATE_HOSTED_CONFIGURATION_VERSION) = %8%& (PRE_START_DEPLOYMENT) £ EE &
i, FREFRRIET,

F&

« NEEXYT REFEIE Lambda BIEL AWS AppConfig

- NBEENX AWS AppConfig ¥ B2 F Bt B X R

« BB E Y AWS AppConfig ¥ &

- NEENY EBEFIE AWS AppConfig § B X Ek
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- WITHRABENY BEFIIEE AWS AppConfig

NEENT BREFE/Z Lambda B AWS AppConfig

NFRZHAG , ECBEENT B , HARE— AWS Lambda EECRHITT BHREXHEMITE
MAE, AT IIEBENL AWS AppConfig ¥ EBH Lambda BB RHIRIE, Ao ETEBERARKE
RANMESEFMAES . BXBE Lambda RBMWEZFER , 5SS AWS Lambda FF &K A R IERHHY
Lambda A7,

R ERNE]

LAF Lambda EEHY R HICES1E 8 B i & B399 AWS AppConfig Bit B % 92| Amazon S3 FiE. &
HOERNMBBEHEEN , BLFHZEE. ZROERTERFSH , R F4E Lambda BEEFXY
FHBENHTERS, BIEAT BEFSE , APUNEr BEREFHMNEZANNARE , HEEE
ZHRITRNEER. RBROISEATH -—SHBZEENER,

¥ RBEFK Lambda EER Bl AWS AppConfig

from datetime import datetime
import baseb4
import json

import boto3

def lambda_handler(event, context):
print(event)

# Extensions that use the PRE_CREATE_HOSTED_CONFIGURATION_VERSION and
PRE_START_DEPLOYMENT

# action points receive the contents of AWS AppConfig configurations in Lambda
event parameters.

# Configuration contents are received as a base64-encoded string, which the lambda
needs to decode

# in order to get the configuration data as bytes. For other action points, the
content

# of the configuration isn't present, so the code below will fail.

config_data_bytes = baseb4.bb4decode(event["Content"])

# You can specify parameters for extensions. The CreateExtension API action lets
you define
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# which parameters an extension supports. You supply the values for those
parameters when you

# create an extension association by calling the CreateExtensionAssociation API
action.

# The following code uses a parameter called S3_BUCKET to obtain the value
specified in the

# extension association. You can specify this parameter when you create the
extension

# later in this walkthrough.

extension_association_params = event.get('Parameters', {3})

bucket_name = extension_association_params['S3_BUCKET']

write_backup_to_s3(bucket_name, config_data_bytes)

# The PRE_CREATE_HOSTED_CONFIGURATION_VERSION and PRE_START_DEPLOYMENT action
points can

# modify the contents of a configuration. The following code makes a minor change

# for the purposes of a demonstration.

old_config_data_string = config_data_bytes.decode('utf-8")

new_config_data_string = old_config_data_string.replace('hello', 'hello!')

new_config_data_bytes = new_config_data_string.encode('utf-8")

# The lambda initially received the configuration data as a base64-encoded string

# and must return it in the same format.

new_config_data_baseb4string =
base64.b64encode(new_config_data_bytes).decode('ascii')

return {
'statusCode': 200,
# If you want to modify the contents of the configuration, you must include the
new contents in the
# Lambda response. If you don't want to modify the contents, you can omit the
'Content' field shown here.
'Content': new_config_data_baseb4string

def write_backup_to_s3(bucket_name, config_data_bytes):
s3 = boto3.resource('s3"')
new_object = s3.0bject(bucket_name,
f"config_backup_{datetime.now().isoformat()}.txt")
new_object.put(Body=config_data_bytes)
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MBEEAEEHEHIRG , HFEHAEBF MyS3ConfigurationBackUpExtension REE |, #
8 HZEEHA Amazon BIREH (ARN ) . £ T —TH6IE AWS Identity and Access Management
(IAM) R A B & , Z/1EE ARN, LA UZE IR BEFNIEE ARN ME .

BRARSE
A DEEA BE X AWS AppConfig ¥ RIEF B REAEER MBS E FHAE S

BREG

PreCreateHostedConfigurationVersion

'InvocationId': 'vlns753', // id for specific invocation
'Parameters': {
'ParameterOne': 'ValueOne',
'ParameterTwo': 'ValueTwo'
},
'ContentType': 'text/plain',
'ContentVersion': '2',
'Content': 'SGVsbG8gZWFydGgh', // Baseb4 encoded content
'Application’': {
'Id': 'abcdl23',
'Name': 'ApplicationName'
I
'ConfigurationProfile': {
'Id': 'ijkl1789"',
"Name': 'ConfigurationName'
I
'Description': '',
'Type': 'PreCreateHostedConfigurationVersion',
'PreviousContent': {
'ContentType': 'text/plain',
'ContentVersion': '1',
'Content': 'SGVsbG8gd29ybGQh'

PreStartDeployment

'InvocationId': '765ahdm',
'Parameters’': {
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'ParameterOne': 'ValueOne',

'ParameterTwo': 'ValueTwo'
},
'ContentType': 'text/plain',
'ContentVersion': '2',
'Content': 'SGVsbG8gZWFydGgh',
'Application’': {

'Id': 'abcdl23',

'"Name': 'ApplicationName'
I
'"Environment': {

'Id': 'ibpnqglq',

'Name': 'EnvironmentName'
I
'ConfigurationProfile': {

'Id': 'ijkl1789"',

"Name': 'ConfigurationName'
},
'DeploymentNumber': 2,
'Description’': 'Deployment description',
'Type': 'PreStartDeployment'
}
REBEH

OnStartDeployment, OnDeploymentStep, OnDeployment

'InvocationId': 'o2xbtm7',
'Parameters': {
'ParameterOne': 'ValueOne',
'ParameterTwo': 'ValueTwo'
},
'Type': 'OnDeploymentStart',
'Application': {
'Id': 'abcdl23'
},
'"Environment': {
'Id': 'efgh456'
I
'ConfigurationProfile': {
'Id': 'ijkl1789"',
"Name': 'ConfigurationName'
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RAriEmE

1,
'DeploymentNumber': 2,
'Description': 'Deployment description',
'ConfigurationVersion': '2'
}
0ja) 87 45 ¥4

BT RBIER T 44 Lambda BSE R B X R FF 1 R e E B 2
ESEH - BRI
NEBRRAE  BEAUTHS :

"Content": "SomeBase64EncodedByteArray"

MBEFEHRAE | WRREEANR,
RE B - RWAL

TIREIAR,
IESREH
{
"Error": "BadRequestError",
"Message": "There was malformed stuff in here",

"Details": [{
"Type": "Malformed",
"Name": "S3 pointer",
"Reason": "S3 bucket did not exist"

3]

N EEN AWS AppConfig ¥ R T2 FFBL & R

AWS AppConfig

FRAUTIEREMEE AWS Identity and Access Management (IAM) R A€ (KA EE ) .

AWS AppConfig fEA Lt A EKAA Lambda B %K,
B2 IAM [RE B H AWS AppConfig RIFRAZAER

1. @XM https://console.aws.amazon.com/iam/ TFF 1AM 2 &1 &,

F EHENX AWS AppConfig ¥ B2 FE B R

178


https://console.aws.amazon.com/iam/

AWS AppConfig FFisR
2. ESMEST , 2EAG K REEFCRAR,

3. HERBRUEXRGRET , BEEHEEEXK,

4. BT JSON KESHME B E U EERBEFERS.

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "appconfig.amazonaws.com"
b
"Action": "sts:AssumeRole"
}

ii;xl:-l:_io
5. EKMMBRAEL , EFCERKE, WAL EEDFHITHOIERETE,

6. % JSONIEIWF , REFUTHRREEAEN B &%EEEH, lambda: InvokeFunction B®#EH

F PRE_* ##4E=, lambda:InvokeAsync 2{EMAT ON_* BN, F## Lambda ARN B#H
Lambda B9 Amazon &R&AF: (ARN )

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "VisualEditoro",
"Effect": "Allow",
"Action": [
"lambda:InvokeFunction",
"lambda:InvokeAsync"
1,
"Resource": "Your Lambda ARN"
}
]
}

7. EET—% R
8. HE AL (Wik) WEL , - HSIREXY , REERT—F . F&%
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9. 1f Review policy ( REXRE ) TEHLHWMA—NEMHMER , A/F1%EFE Create policy ( BIZEXE
B ) o

10. ZFEENGEERBENKERETFL | EFRFER , RAEERERIR 02 RER,
11. EFRNRRBEX NN EEE , RAEERT -5,

12. ZE8%,. FEMQENEL , 2ACBMERRABT , AR AHEIR,

13. 1£$E Create role (BIEA®R), RANILBREE A€ TH, FEEFEREEAG,
14. 8%l ARN, ZEALECIEY BEFITIEEL ARN,

B2 B E X AWS AppConfig ¥ &

VFBERFRENT EE AWS AppConfig TEREHRRITH — NSRS MNEE, Hltn , AWS BI/ERAWS
AppConfig deployment events to Amazon SNS¥ RFEFE1E[E Amazon SNS F B A IEXBE A
B, SMEEBRELSZXENEAN , AWS AppConfig & AWS AppConfig RERRER
ARENARN, XEHEHRATHELR, AWS AppConfig M BXIFUTRAEESR -

* PRE_CREATE_HOSTED_CONFIGURATION_VERSION

* PRE_START_DEPLOYMENT

* ON_DEPLOYMENT_START

* ON_DEPLOYMENT_STEP

* ON_DEPLOYMENT_BAKING

* ON_DEPLOYMENT_COMPLETE

* ON_DEPLOYMENT_ROLLED_BACK

HPRE_*RERK LEENY BEFEFEFRRIEZ/FEEBE AWS AppConfig 1T ERE KRB N MAYE
AN, SERFERAASERERNLE, MRRHSMER  WEFARREIRFEZT. 5i5E
B, PRE_* BERBEBH IUERRENAS. PRE_* BRIERUE T LA R R H B IEERIER £,

I REAUERON_*BRE[/E AWS AppConfig TERBEHITIZIT. ON_*BREL[LERFLSFAM,
ON_*BRERKTEBREENAR., MRY BEFE ON_* RESHEEIHIR | RS ZMIZERAH
S TR

LT REIT-BREFENL T —NAA PRE_CREATE_HOSTED_CONFIGURATION_VERSION i##4ESH
BE, £ Uri ZBY , ZBREBEEREL T EEEMN MyS3ConfigurationBackUpExtension
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Lambda BI¥HY Amazon BIREH (ARN ) ., ZBREXRIEE T AELEELIEHN AWS Identity and
Access Management (IAM) R A& & ARN,

AWS AppConfig ¥ & R4l

"Name": "MySampleExtension",
"Description": "A sample extension that backs up configurations to an S3 bucket.",
"Actions": {
"PRE_CREATE_HOSTED_CONFIGURATION_VERSION": [
{
"Name": "PreCreateHostedConfigVersionActionForS3Backup",
"Uri": "arn:aws:lambda:aws-
region:111122223333:function:MyS3ConfigurationBackUpExtension",
"RoleArn": "arn:aws:iam::111122223333:role/ExtensionsTestRole"

}
]
1,
"Parameters" : {
"S3_BUCKET": {
"Required": false
}
}
}
(® Note

EEFCRYT BRERFNNEREEZMNFZERER | ESHE AWS AppConfig APl SZH
#YCreateExtensionE &

Y RERF (248 )

1.  FTFF AWS Systems Manager #&&l& , Mt https://console.aws.amazon.com/systems-
manager/appconfig/.

2. ESMBE®ED , HiEE AWS AppConfigo
£V RER &IFL , &% 6B BREF.

4. WNTVREREN , MAK—WENR, ERESEF , BEA
MyS3ConfigurationBackUpExtension. ( ik ) # AR,

5. & BE B, kT RIFIRE,
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6. XNF BREBH , MAM—NWER, EXNELP , BRA
PreCreateHostedConfigVersionActionForS3Backup. It&FrERIEESEAWIRESINYT
EREFEH.

7. ERERIIRY , %EF PRE_C REATE_HOSTED_CONFIGURATION_VERSION,

8. XIF Uri, i&# Lambda B % , A/51E Lambda IR P EFRZEE,. IREEEEFINECHK
¥, BRIAZEEREN AWS XiF L EMEE.

9. XWTFIAM B , RBEZHERREHUENAE,

10. E ¥ BSE (Wit ) Bod , EBRNFTSE.

M. XTSEEN , BRAEH, BERELF , R A S3_BUCKET,

12. EE W 511, 77 PRE_START_DEPLOYMENT #2{ERBIEE - MR,
13. &R QBT BER.

BEX AWS IR M B &E R

8T FEE Lambda S BREIAEH AWS RENBHYT BiEF. BRF|OIE-—NM BERFXREK , A
ERTEARER - N EFNRELKNREDT, BRIAERT , AWS SIENKMMBAEE X IFUTRE
R

W\

 ON_DEPLOYMENT_START
* ON_DEPLOYMENT_COMPLETE
 ON_DEPLOYMENT_ROLLED_BACK

MR AWS AppConfig deployment events to Amazon SNS ¥ RERFH AWS AppConfig
deployment events to Amazon SQS ¥ BEFMBENRA , N AEEEERHEBANRE

/AN O

(® Note

AWS AppConfig deployment events to EventBridge " BEAX# PRE_* 2{ER. W0
REBRIES O AWS 1ERRAN —LBRIARER | AT ARIE B E LR,

WMRELIE AWS SN BAY BREFNBAENRE , MTHFELE Lambda ¥, BREEHT BERF
RAE) Uri FEHIEE Amazon BEIREF (ARN) .
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« XF BEXHK I EventBridge BAIE R , BEFERFH A EventBridge BRIASHH ARN, Uri

« XFHENX Amazon SNS BHIY B , i Uri FERHH A Amazon SNS &K ARN,

« XFHENX Amazon SQS BAY & , B Uri FEFH A Amazon SQS EEBAFIH ARN,

NEENYT BEFBIZE AWS AppConfig ¥ B X< Bk

EQBY RRNEE S AWS ET R , BFEEENEEMASE AWS AppConfig BIRIT A AT BIERME
Bo flan | BT LAERIETT AWS AppConfig deployment events to Amazon SNS ¥ EBREF ,
HENBENARFBHE BB EWAER Amazon SNS TEMEA, EUMERESAARE
AWS AppConfig BRNT B AT BXE., ¥ BXEKET B5S AWS AppConfig &R ( Bl ARERF
NEEREXH ) 2AWEEXR.

B4~ AWS AppConfig NARF A NEEZMENREX . IR REFENARFHIFREMAX
B, e EMARFRERFEHRXNAE TERE AWS AppConfig AR ZY & ( IRER ) -

Bl | RIZIRE —NE R AWS AppConfig RIFATEF MobileApps , HHRIZE—NEHIWEEX

# AccessList, fR1%1% MobileApps M AR SIEMIHR, ERMEFHRE, KRR E AWS £
Amazon SNS BHIT RIESSIZY BXEk , ARz BEFSNARRFXE. MobileApps & 241 K
ARFNEEBBE=NHERNEMT 6T , BLEA Amazon SNS BAT BEF.

FRUTEREBE AWS AppConfig #%1 5 812 AWS AppConfig ¥ B X Bk
BB BREFRXEK (2FE)

1. #TFF AWS Systems Manager ##|7& , ML hitps://console.aws.amazon.com/systems-
manager/appconfig/.

2. HESMBERKF , HikFE AWS AppConfig.

3. BYRERFENFL, AWWEEFRER —METIRA , ARERFMIFR. ENESLED , HERE
MyS ConfigurationBackUpExtension 3,

4. AV RABRFACEIMOMERER D | EFE—F AWS AppConfig RIRFKE, BIFLIEFE
&, AWS AppConfig 2R RIEZEFREM TR, ERRED , BFEENARER.

5. #HIRPEENARERF.

6. ESEEBIF , RIEIBFERPREIET S3_BUCKET, HEFER

t | ¥4 Lambda ¥ B/ ARN, #If0 : arn:aws:lambda:aws-
region:111122223333:function:MyS3ConfigurationBackUpExtension,

7. EERABESRIFRREK.
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AWS AppConfig AriEE
WATRA B EXT BREFRRIE AWS AppConfig

BIEXEE , B 82— M BEE XK IAA MyS3ConfigurationBackUpExtension
VyRER , ZEEXHSXH SourceUri 8% hosted, ERIZFE BN TERES , AWS
AppConfig £18ZF|PRE_CREATE_HOSTED_CONFIGURATION_VERSIONI®#E =, BEIRESLREA
MyS3ConfigurationBackUpExtension & , Z¥ BEFSHIINHUENRKER A ILT BE
FFREXH Parameter F 7 EER S3 FHEM.

AWS AppConfig § B 5 Atlassian Jira 55X

AWS AppConfig 5 Atlassian Jira £, RE&E AWS AppConfig XI5 EM IhEEPRICH TER , EMRED
A] AWS Ik = 7£ Atlassian #Z2H| &P OIEZMEFHAB, AWS XFEEA Jira MBI EREEHR,. BNA
BF ID, BEXH ID MiFEE. EEH. RENDBEREERE , Jra 2FEARERNFAGEEERN
MERE, BXEZEL , B3 £/ Atlassian Jira ¥ BEF KT AWS AppConfige
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AWS AppConfig 153 R4l

A BEUREFXHITERAWS AppConfigiRER IR RHI, BB WUERIXLRES
Java, Python MJavaScripti#F R TES—RBER , MEENRFRHNITERE, FHTEE -
BRG, ATESANREEFEN RS,

£l

c BB EMFREREREERPNEHARAEE

« N1FHE1E Secrets Manager F B %340 B2 B & X4

- EREBELE M

« {8 AWS AppConfig Agent EHY B B #& = Bl & L4

« EAAWS AppConfigft IR BV E B THEEFR &

+ £ GetLatestConfig AP| #24E32E B B #& =\ Bl & X4
- BEENRE

RN EHM TR EREREFHETNEARIEE
AT RAPIEEXRBANTRIENTR, AT RORABAUT AP -

» CreateApplication

» CreateConfigurationProfile

» CreateHostedConfigurationVersion

Java

public CreateHostedConfigurationVersionResponse createHostedConfigVersion() {
AppConfigClient appconfig = AppConfigClient.create();

// Create an application
CreateApplicationResponse app = appconfig.createApplication(req ->
req.name("MyDemoApp"));

// Create a hosted, freeform configuration profile
CreateConfigurationProfileResponse configProfile =
appconfig.createConfigurationProfile(req -> req
.applicationId(app.id())
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.name("MyConfigProfile")
.locationUri("hosted")
.type("AWS.Freeform"));

// Create a hosted configuration version
CreateHostedConfigurationVersionResponse hcv =
appconfig.createHostedConfigurationVersion(req -> req
.applicationId(app.id())
.configurationProfileId(configProfile.id())
.contentType("text/plain; charset=utf-8")
.content(SdkBytes.fromUutf8String("my config data")));

return hcv;

Python

import boto3
appconfig = boto3.client('appconfig')

# create an application
application = appconfig.create_application(Name="'MyDemoApp')

# create a hosted, freeform configuration profile
config_profile = appconfig.create_configuration_profile(
ApplicationId=application['Id'],
Name="'MyConfigProfile’,
LocationUri="'hosted’,
Type="'AWS.Freeform')

# create a hosted configuration version

hcv = appconfig.create_hosted_configuration_version(
ApplicationId=application['Id'],
ConfigurationProfileId=config_profile['Id'],
Content=b'my config data',
ContentType='text/plain')

JavaScript

import {
AppConfigClient,
CreateApplicationCommand,
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CreateConfigurationProfileCommand,
CreateHostedConfigurationVersionCommand,
} from "e@aws-sdk/client-appconfig";

const appconfig = new AppConfigClient();

// create an application
const application = await appconfig.send(
new CreateApplicationCommand({ Name: "MyDemoApp" })

);

// create a hosted, freeform configuration profile
const profile = await appconfig.send(
new CreateConfigurationProfileCommand({
ApplicationId: application.Id,
Name: "MyConfigProfile",
LocationUri: "hosted",
Type: "AWS.Freeform",
1))
);

// create a hosted configuration version
await appconfig.send(
new CreateHostedConfigurationVersionCommand({
ApplicationId: application.Id,
ConfigurationProfileld: profile.Id,
ContentType: "text/plain",
Content: "my config data",
b
);

N 1FMETE Secrets Manager A Y #4082 B & X 4+

UT8NMNREBELERRRBAHRTRENER. ATHNRAEANLT API :

» CreateApplication

» CreateConfigurationProfile

Java

private void createSecretsManagerConfigProfile() {
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AppConfigClient appconfig = AppConfigClient.create();

// Create an application
CreateApplicationResponse app = appconfig.createApplication(req ->
req.name("MyDemoApp"));

// Create a configuration profile for Secrets Manager Secret
CreateConfigurationProfileResponse configProfile =
appconfig.createConfigurationProfile(req -> req
.applicationId(app.id())
.name("MyConfigProfile")
.locationUri("secretsmanager://MySecret")
.retrievalRoleArn("arn:aws:iam: :000000000000:xro0le/
RoleTrustedByAppConfigThatCanRetrieveSecret")
.type("AWS.Freeform"));

Python

import boto3
appconfig = boto3.client('appconfig')

# create an application
application = appconfig.create_application(Name="'MyDemoApp')

# create a configuration profile for Secrets Manager Secret

config_profile = appconfig.create_configuration_profile(
ApplicationId=application['Id'],
Name="'MyConfigProfile’,
LocationUri="'secretsmanager://MySecret',
RetrievalRoleArn='arn:aws:iam: :000000000000:xrole/

RoleTrustedByAppConfigThatCanRetrieveSecret',
Type="'AWS.Freeform')

JavaScript

import {
AppConfigClient,
CreateConfigurationProfileCommand,
} from "e@aws-sdk/client-appconfig";

const appconfig = new AppConfigClient();
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// create an application
const application = await appconfig.send(

new CreateApplicationCommand({ Name: "MyDemoApp" })
);

// create a configuration profile for Secrets Manager Secret
await appconfig.send(
new CreateConfigurationProfileCommand({
ApplicationId: application.Id,
Name: "MyConfigProfile",
LocationUri: "secretsmanager://MySecret",
RetrievalRoleArn: "arn:aws:iam::000000000000:role/
RoleTrustedByAppConfigThatCanRetrieveSecret",
Type: "AWS.Freeform",
)
);

BPE B iE A
UTENROPIEEXRBANTRIENTR, AT RORABAUT AP -

» CreateApplication

» CreateConfigurationProfile

» CreateHostedConfigurationVersion

* CreateEnvironment

» StartDeployment

» GetDeployment

Java

private void createDeployment() throws InterruptedException {
AppConfigClient appconfig = AppConfigClient.create();

// Create an application
CreateApplicationResponse app = appconfig.createApplication(req ->

req.name( "MyDemoApp"));

// Create a hosted, freeform configuration profile
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CreateConfigurationProfileResponse configProfile =
appconfig.createConfigurationProfile(req -> req
.applicationId(app.id())
.name("MyConfigProfile")
.locationUri("hosted")
.type("AWS.Freeform"));

// Create a hosted configuration version
CreateHostedConfigurationVersionResponse hcv =
appconfig.createHostedConfigurationVersion(req -> req
.applicationId(app.id())
.configurationProfileId(configProfile.id())
.contentType("text/plain; charset=utf-8")
.content(SdkBytes.fromUtf8String("my config data")));

// Create an environment
CreateEnvironmentResponse env = appconfig.createEnvironment(req -> req
.applicationId(app.id())
.name("Beta")
// If you have CloudWatch alarms that monitor the health of your
service, you can add them here and they
// will trigger a rollback if they fire during an appconfig deployment
//.monitors(Monitor.builder().alarmArn("arn:aws:cloudwatch:us-
east-1:520900602629:alarm:MyAlarm")
//
.alarmRoleArn("arn:aws:iam: :520900602629:role/MyAppConfigAlarmRole").build())

);

// Start a deployment
StartDeploymentResponse deploymentResponse = appconfig.startDeployment(req -
> req

.applicationId(app.id())
.configurationProfileId(configProfile.id())
.environmentId(env.id())
.configurationVersion(hcv.versionNumber().toString())
.deploymentStrategyId("AppConfig.Linear50PercentEvery30Seconds")

);

// Wait for deployment to complete

List<DeploymentState> nonFinalDeploymentStates = Arrays.aslList(
DeploymentState.DEPLOYING,
DeploymentState.BAKING,
DeploymentState.ROLLING_BACK,
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DeploymentState.VALIDATING);
GetDeploymentRequest getDeploymentRequest =
GetDeploymentRequest.builder().applicationId(app.id())

.environmentId(env.id())

.deploymentNumber(deploymentResponse.deploymentNumber()).build();
GetDeploymentResponse deployment =
appconfig.getDeployment (getDeploymentRequest);
while (nonFinalDeploymentStates.contains(deployment.state())) {
System.out.println("Waiting for deployment to complete: " + deployment);
Thread.sleep(1000L);
deployment = appconfig.getDeployment(getDeploymentRequest);

System.out.println("Deployment complete: " + deployment);

Python

import boto3
appconfig = boto3.client('appconfig')

# create an application
application = appconfig.create_application(Name="'MyDemoApp"')

# create an environment

environment = appconfig.create_environment(
ApplicationId=application['Id'],
Name="'MyEnvironment')

# create a configuration profile

config_profile = appconfig.create_configuration_profile(
ApplicationId=application['Id'],
Name='MyConfigProfile',
LocationUri='hosted',
Type="'AWS.Freeform')

# create a hosted configuration version

hcv = appconfig.create_hosted_configuration_version(
ApplicationId=application['Id'],
ConfigurationProfileId=config_profile['Id'],
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Content=b'my config data',
ContentType='text/plain')

# start a deployment

deployment = appconfig.start_deployment(
ApplicationId=application['Id'],
EnvironmentId=environment['Id'],
ConfigurationProfileId=config_profile['Id'],
ConfigurationVersion=str(hcv['VersionNumber']),
DeploymentStrategyId="'AppConfig.Linear2@PercentEvery6Minutes')

JavaScript

import {
AppConfigClient,
CreateApplicationCommand,
CreateEnvironmentCommand,
CreateConfigurationProfileCommand,
CreateHostedConfigurationVersionCommand,
StartDeploymentCommand,

} from "e@aws-sdk/client-appconfig";

const appconfig = new AppConfigClient();

// create an application
const application = await appconfig.send(

new CreateApplicationCommand({ Name: "MyDemoApp" })
);

// create an environment
const environment = await appconfig.send(
new CreateEnvironmentCommand({
ApplicationId: application.Id,
Name: "MyEnvironment",
1))
);

// create a configuration profile
const config_profile = await appconfig.send(
new CreateConfigurationProfileCommand({
ApplicationId: application.Id,
Name: "MyConfigProfile",
LocationUri: "hosted",
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Type: "AWS.Freeform",

1)
);

// create a hosted configuration version
const hcv = await appconfig.send(
new CreateHostedConfigurationVersionCommand({
ApplicationId: application.Id,
ConfigurationProfileId: config_profile.Id,
Content: "my config data",
ContentType: "text/plain",
)
);

// start a deployment
await appconfig.send(
new StartDeploymentCommand({
ApplicationId: application.Id,
EnvironmentId: environment.Id,
ConfigurationProfileId: config_profile.Id,
ConfigurationVersion: hcv.VersionNumber.toString(),
DeploymentStrategyId: "AppConfig.Linear2@PercentEvery6Minutes",
b
);

£ AWS AppConfig Agent i2EY B B & =\ B & XX 4
DTFENROIBIEEXRBATRITREN R,
Java

public void retrieveConfigFromAgent() throws Exception {

/*

In this sample, we will retrieve configuration data from the AWS AppConfig
Agent.

The agent is a sidecar process that handles retrieving configuration data
from AppConfig

for you in a way that implements best practices like configuration caching.

For more information about the agent, see Simplified retrieval methods

*/
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// The agent runs a local HTTP server that serves configuration data
// Make a GET request to the agent's local server to retrieve the
configuration data
URL url = new URL("http://localhost:2772/applications/MyDemoApp/
environments/Beta/configurations/MyConfigProfile");
HttpURLConnection con = (HttpURLConnection) url.openConnection();
con.setRequestMethod("GET");
StringBuilder content;
try (BufferedReader in = new BufferedReader(new
InputStreamReader(con.getInputStream()))) {
content = new StringBuilder();
int ch;
while ((ch = in.read()) != -1) {
content.append((char) ch);

}
con.disconnect();
System.out.println("Configuration from agent via HTTP: " + content);

Python

# in this sample, we will retrieve configuration data from the AWS AppConfig Agent.
# the agent is a sidecar process that handles retrieving configuration data from AWS
AppConfig

# for you in a way that implements best practices like configuration caching.

#

# for more information about the agent, see

# Simplified retrieval methods

#

import requests

application_name = 'MyDemoApp'
environment_name = 'MyEnvironment'
config_profile_name = 'MyConfigProfile'

# the agent runs a local HTTP server that serves configuration data

# make a GET request to the agent's local server to retrieve the configuration data
response = requests.get(f"http://localhost:2772/applications/{application_name}/
environments/{environment_name}/configurations/{config_profile_name}")

config = response.content
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JavaScript

// in this sample, we will retrieve configuration data from the AWS AppConfig Agent.
// the agent is a sidecar process that handles retrieving configuration data from
AppConfig

// for you in a way that implements best practices like configuration caching.

// for more information about the agent, see
// Simplified retrieval methods

const application_name = "MyDemoApp";
const environment_name = "MyEnvironment";
const config_profile_name = "MyConfigProfile";

// the agent runs a local HTTP server that serves configuration data

// make a GET request to the agent's local server to retrieve the configuration data
const url = “http://localhost:2772/applications/${application_name}/environments/
${environment_name}/configurations/${config_profile_name}";

const response = await fetch(url);

const config = await response.text(); // (use “await response.json()" if your config
is json)

EFHAWS AppConfigfCER SR U4 E Y Th 8EFR &
UTE8NTROIBIEFTRRBAMITREN IR,
Java

public void retrieveSingleFlagFromAgent() throws Exception {
/*
You can retrieve a single flag's data from the agent by providing the
"flag" query string parameter.
Note: the configuration's type must be AWS.AppConfig.FeatureFlags
*/

URL url = new URL("http://localhost:2772/applications/MyDemoApp/
environments/Beta/configurations/MyFlagsProfile?flag=myFlagKey");
HttpURLConnection con = (HttpURLConnection) url.openConnection();
con.setRequestMethod("GET");
StringBuilder content;
try (BufferedReader in = new BufferedReader(new
InputStreamReader(con.getInputStream()))) {
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content = new StringBuilder();

int ch;

while ((ch = in.read()) != -1) {
content.append((char) ch);

}
con.disconnect();
System.out.println("MyFlagName from agent: " + content);

Python

import requests

application_name = 'MyDemoApp'
environment_name = 'MyEnvironment'
config_profile_name = 'MyConfigProfile'

flag_key = 'MyFlag'

# retrieve a single flag's data by providing the "flag" query string parameter
# note: the configuration's type must be AWS.AppConfig.FeatureFlags

response = requests.get(f"http://localhost:2772/applications/{application_name}/

environments/{environment_name}/configurations/{config_profile_name}?
flag={flag_key}")
config = response.content

JavaScript
const application_name = "MyDemoApp";
const environment_name = "MyEnvironment";
const config_profile_name = "MyConfigProfile";

const flag_name = "MyFlag";

// retrieve a single flag's data by providing the "flag" query string parameter

// note: the configuration's type must be AWS.AppConfig.FeatureFlags

const url = “http://localhost:2772/applications/${application_name}/environments/

${environment_name}/configurations/${config_profile_name}?flag=${flag_name}";
const response = await fetch(url);
const flag = await response.json(); // { "enabled": true/false }
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] GetlLatestConfig API #/EiZEY 8 B& N Bl & X4

TN RIS/ R NEAMIITREN IR, ATHHREERAUT API

» GetLatestConfiguration

» StartConfigurationSession

Java

public void retrieveConfigFromApi() {
/*
The example below uses two AppConfigData APIs: StartConfigurationSession and
GetLatestConfiguration.
For more information on these APIs, see AWS AppConfig Data */
AppConfigDataClient appConfigData = AppConfigDataClient.create();

/*
Start a new configuration session using the StartConfigurationSession API.
This operation does not return configuration data.
Rather, it returns an initial configuration token that should be passed to
GetLatestConfiguration.
IMPORTANT: This operation should only be performed once (per configuration),
prior to the first GetlLatestConfiguration
call you preform. Each GetLatestConfiguration will return a new
configuration token that you should then use in the
next GetlLatestConfiguration call.
*/
StartConfigurationSessionResponse session =
appConfigData.startConfigurationSession(req -> req
.applicationIdentifier("MyDemoApp")
.configurationProfileIdentifier("MyConfigProfile")
.environmentIdentifier("Beta"));

/*

Retrieve configuration data using the GetlLatestConfiguration API. The first
time you call this API your configuration

data will be returned. You should cache that data (and the configuration
token) and update that cache asynchronously

by regularly polling the GetLatestConfiguration API in a background thread.
If you already have the latest configuration

data, subsequent GetlLatestConfiguration calls will return an empty response.
If you then deploy updated configuration
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data the next time you call GetlLatestConfiguration it will return that
updated data.

You can also avoid all the complexity around writing this code yourself by
leveraging our agent instead.
For more information about the agent, see Simplified retrieval methods

*/

// The first getlLatestConfiguration call uses the token from
StartConfigurationSession

String configurationToken = session.initialConfigurationToken();

GetLatestConfigurationResponse configuration =

appConfigData.getlLatestConfiguration(GetLatestConfigurationRequest.builder().configurationT

System.out.println("Configuration retrieved via API: " +
configuration.configuration().asUtf8String());

// You'll want to hold on to the token in the getlLatestConfiguration
response because you'll need to use it

// the next time you call

configurationToken = configuration.nextPollConfigurationToken();

configuration =

appConfigData.getlLatestConfiguration(GetLatestConfigurationRequest.builder().configurationT

// Try creating a new deployment at this point to see how the output below
changes.
if (configuration.configuration().asByteArray().length != @) {
System.out.println("Configuration contents have changed
since the last GetlLatestConfiguration call, new contents = " +
configuration.configuration().asUtf8String());
} else {
System.out.println("GetLatestConfiguration returned an empty response
because we already have the latest configuration");

}

Python

# the example below uses two AppConfigData APIs: StartConfigurationSession and
GetLatestConfiguration.
#
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# for more information on these APIs, see
# AWS AppConfig Data
#

import boto3

application_name = 'MyDemoApp'
environment_name = 'MyEnvironment'
config_profile_name = 'MyConfigProfile'

appconfigdata = boto3.client('appconfigdata')

# start a new configuration session.

# this operation does not return configuration data.

# rather, it returns an initial configuration token that should be passed to

GetLatestConfiguration.

#

# note: this operation should only be performed once (per configuration).

# all subsequent calls to AppConfigData should be via GetlLatestConfiguration.

scs = appconfigdata.start_configuration_session(
ApplicationIdentifier=application_name,
EnvironmentIdentifier=environment_name,
ConfigurationProfileIdentifier=config_profile_name)

initial_token = scs['InitialConfigurationToken']

# retrieve configuration data from the session.

# this operation returns your configuration data.

# each invocation of this operation returns a unique token that should be passed to
the subsequent invocation.

#

# note: this operation does not always return configuration data after the first
invocation.

# data is only returned if the configuration has changed within AWS AppConfig
(i.e. a deployment occurred).

#  therefore, you should cache the data returned by this call so that you can use
it later.

glc = appconfigdata.get_latest_configuration(ConfigurationToken=initial_token)
config = glc['Configuration'].read()

JavaScript

// the example below uses two AppConfigData APIs: StartConfigurationSession and
GetLatestConfiguration.
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// for more information on these APIs, see
// AWS AppConfig Data

import {
AppConfigDataClient,
GetlLatestConfigurationCommand,
StartConfigurationSessionCommand,

} from "eaws-sdk/client-appconfigdata";

const appconfigdata = new AppConfigDataClient();

const application_name = "MyDemoApp";
const environment_name = "MyEnvironment";
const config_profile_name = "MyConfigProfile";

// start a new configuration session.
// this operation does not return configuration data.
// rather, it returns an initial configuration token that should be passed to
GetLatestConfiguration.
//
// note: this operation should only be performed once (per configuration).
//  all subsequent calls to AppConfigData should be via GetlLatestConfiguration.
const scs = await appconfigdata.send(
new StartConfigurationSessionCommand({
ApplicationIdentifier: application_name,
EnvironmentIdentifier: environment_name,
ConfigurationProfileIdentifier: config_profile_name,
b
);

const { InitialConfigurationToken } = scs;

// retrieve configuration data from the session.

// this operation returns your configuration data.

// each invocation of this operation returns a unique token that should be passed to
the subsequent invocation.

//

// note: this operation does not always return configuration data after the first
invocation.

// data is only returned if the configuration has changed within AWS AppConfig
(i.e. a deployment occurred).

//  therefore, you should cache the data returned by this call so that you can use
it later.

const glc = await appconfigdata.send(
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new GetlLatestConfigurationCommand({
ConfigurationToken: InitialConfigurationToken,
b
);

const config = glc.Configuration.transformToString();

iPENN:E2 N2
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fl 81 ZHAWS AppConfig B iRo ARTTHMRBIFERALLT API :

» ListApplications

» DeleteApplication

* ListEnvironments

* DeleteEnvironments

« ListConfigurationProfiles

» DeleteConfigurationProfile

» ListHostedConfigurationVersions

» DeleteHostedConfigurationVersion

Java

/*
This sample provides cleanup code that deletes all the AWS AppConfig resources
created in the samples above.

WARNING: this code will permanently delete the given application and all of its
sub-resources, including

configuration profiles, hosted configuration versions, and environments. DO NOT
run this code against

an application that you may need in the future.

*/

public void cleanUpDemoResources() {
AppConfigClient appconfig = AppConfigClient.create();

// The name of the application to delete
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// IMPORTANT: verify this name corresponds to the application you wish to
delete
String applicationToDelete = "MyDemoApp";

appconfig.listApplicationsPaginator(ListApplicationsRequest.builder().build()).items().forE
-> {
if (app.name().equals(applicationToDelete)) {
System.out.println("Deleting App: " + app);
appconfig.listConfigurationProfilesPaginator(req ->
req.applicationId(app.id())).items().forEach(cp -> {
System.out.println("Deleting Profile: " + cp);
appconfig
.listHostedConfigurationVersionsPaginator(req -> req
.applicationId(app.id())
.configurationProfileId(cp.id()))
.items()
.forEach(hcv -> {
System.out.println("Deleting HCV: " + hcv);
appconfig.deleteHostedConfigurationVersion(req -> req
.applicationId(app.id())
.configurationProfileId(cp.id())
.versionNumber(hcv.versionNumbexr()));
18
appconfig.deleteConfigurationProfile(req -> req
.applicationId(app.id())
.configurationProfileId(cp.id()));
18

appconfig.listEnvironmentsPaginator(req-
>req.applicationId(app.id())).items().forEach(env -> {
System.out.println("Deleting Environment: " + env);
appconfig.deleteEnvironment(req-
>req.applicationId(app.id()).environmentId(env.id()));
1}

appconfig.deleteApplication(req -> req.applicationId(app.id()));

1)
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Python

# this sample provides cleanup code that deletes all the AWS AppConfig resources
created in the samples above.

#

# WARNING: this code will permanently delete the given application and all of its
sub-resources, including

# configuration profiles, hosted configuration versions, and environments. DO NOT
run this code against

# an application that you may need in the future.

#

import boto3

# the name of the application to delete
# IMPORTANT: verify this name corresponds to the application you wish to delete
application_name = 'MyDemoApp'

# create and iterate over a list paginator such that we end up with a list of pages,
which are themselves lists of applications

# e.g. [ [{'Name':'MyAppl',...},{'Name':'MyApp2',...3}]1, [{'Name':'MyApp3',...}] 1]

list_of_app_lists = [page['Items'] for page in
appconfig.get_paginator('list_applications').paginate()]

# retrieve the target application from the list of lists

application = [app for apps in list_of_app_lists for app in apps if app['Name'] ==
application_name][0]

print(f"deleting application {application['Name']} (id={application['Id']1})")

# delete all configuration profiles
list_of_config_lists = [page['Items'] for page in
appconfig.get_paginator('list_configuration_profiles').paginate(ApplicationId=application[’
for config_profile in [config for configs in list_of_config_lists for config in
configs]:
print(f"\tdeleting configuration profile {config_profile['Name']}
(Id={config_profile['Id']1})")

# delete all hosted configuration versions

list_of_hcv_lists = [page['Items'] for page in
appconfig.get_paginator('list_hosted_configuration_versions').paginate(ApplicationId=applic
ConfigurationProfileId=config_profile['Id'])]

for hcv in [hcv for hcvs in list_of_hcv_lists for hcv in hcvs]:

appconfig.delete_hosted_configuration_version(ApplicationId=application['Id'],
ConfigurationProfileId=config_profile['Id'], VersionNumber=hcv['VersionNumber'])
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print(f"\t\tdeleted hosted configuration version {hcv['VersionNumber']}")

# delete the config profile itself

appconfig.delete_configuration_profile(ApplicationId=application['Id'],
ConfigurationProfileId=config_profile['Id'])

print(f"\tdeleted configuration profile {config_profile['Name']}
(Id={config_profile['Id']})")

# delete all environments
list_of_env_lists = [page['Items'] for page in
appconfig.get_paginator('list_environments').paginate(ApplicationId=application['Id'])]
for environment in [env for envs in list_of_env_lists for env in envs]:
appconfig.delete_environment(ApplicationId=application['Id'],
EnvironmentId=environment['Id'])
print(f"\tdeleted environment {environment['Name']} (Id={environment['Id']})")

# delete the application itself
appconfig.delete_application(ApplicationId=application['Id'])
print(f"deleted application {application['Name']} (id={application['Id']})")

JavaScript

// this sample provides cleanup code that deletes all the AWS AppConfig resources
created in the samples above.

// WARNING: this code will permanently delete the given application and all of its
sub-resources, including

//  configuration profiles, hosted configuration versions, and environments. DO NOT
run this code against

// an application that you may need in the future.

import {
AppConfigClient,
paginatelListApplications,
DeleteApplicationCommand,
paginatelListConfigurationProfiles,
DeleteConfigurationProfileCommand,
paginatelListHostedConfigurationVersions,
DeleteHostedConfigurationVersionCommand,
paginateListEnvironments,
DeleteEnvironmentCommand,

} from "e@aws-sdk/client-appconfig";
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const client = new AppConfigClient();

// the name of the application to delete

// IMPORTANT: verify this name corresponds to the application you wish to delete
const application_name = "MyDemoApp";

// iterate over all applications, deleting ones that have the name defined above
for await (const app_page of paginatelListApplications({ client }, {3})) {
for (const application of app_page.Items) {

// skip applications that dont have the name thats set
if (application.Name !== application_name) continue;

console.log( ‘deleting application ${application.Name} (id=${application.Id})’);

// delete all configuration profiles
for await (const config_page of paginatelListConfigurationProfiles({ client },
{ ApplicationId: application.Id })) {
for (const config_profile of config_page.Items) {

console.log( "\tdeleting configuration profile ${config_profile.Name} (Id=
${config_profile.Id}) );

// delete all hosted configuration versions
for await (const hosted_page of
paginatelListHostedConfigurationVersions({ client },

{ ApplicationId: application.Id, ConfigurationProfileId:
config_profile.Id }

) {
for (const hosted_config_version of hosted_page.Items) {
await client.send(
new DeleteHostedConfigurationVersionCommand({
ApplicationId: application.Id,
ConfigurationProfileId: config_profile.Id,
VersionNumber: hosted_config_version.VersionNumber,
)
I
console.log( "\t\tdeleted hosted configuration version
${hosted_config_version.VersionNumber}');

}

// delete the config profile itself
await client.send(

new DeleteConfigurationProfileCommand({
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ApplicationId: application.Id,
ConfigurationProfileId: config_profile.Id,
b
);
console.log( "\tdeleted configuration profile ${config_profile.Name} (Id=
${config_profile.Id})")
}

// delete all environments
for await (const env_page of paginatelListEnvironments({ client 3},
{ ApplicationId: application.Id })) {
for (const environment of env_page.Items) {
await client.send(
new DeleteEnvironmentCommand({
ApplicationId: application.Id,
EnvironmentId: environment.Id,
)
);
console.log( "\tdeleted environment ${environment.Name} (Id=
${environment.Id}) ")
}

// delete the application itself
await client.send(
new DeleteApplicationCommand({ ApplicationId: application.Id })
);
console.log( ‘deleted application ${application.Name} (id=${application.Id})’)
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AWS + 2 EM T, FN AWS BF , BRNENREASHEZLHRBBEALNERMITENHK
BHROMMERYPZE,

ZE£MR AWS NEHHERE, REHEBEXHEHERNCZNRZEMNEZPIN RSN

- THZEM - AWS TR E AWS Cloud HI1E1T AWS RS EMIEE, AWS K[ EIEH ]
ZEFEANRS. FZAFERAEHNRMBIERMNOLZEENERMYE , 73 AWS Compliance
Programs B —&f2. BT ##ER T AWS Systems Manager &M EITRI , TSR EAEITREE
ME AWS BRS -

- THNZREH—ENTEASERN AWS RSRE. EEFENHMRRNT , S RBBENHR
. REANERURERBERER.

AWS AppConfig & AWS Systems Manager I Z18E, T {4 A AWS AppConfig Bt A TRER
&R | S Security in AWS Systems Manager, AT N8 7 M{AELE Systems Manager LASEI
AWS AppConfig L2 MR EM M B #.

KRR R U3 [F]

ERNRERESEK , NMRTFEHERERF THRERRIITHEEREMENRENR, AWS
AppConfigf R IR F P IhEE , ARG HRISSHIRBRNXM4RE  FOMNBEA#E, MRBAX
LIhee , FHEIARBAWS AppConfigREBF BANBEANHRE LWIEERENH, EERIERANX
LR E X PRI ENRES SRR LR E X, KEKENXRBRAXN TR/NEZEXEUR T
BRABEERERNENEXEE.

EXTNHENRIFRNEZER , FS5 (AWS Well-Architected Tool B 38R) H R SEC03-
BP02 & FHEMNRIHRINR. BXRAT FIREMAWS AppConfigiRIBIREN EZEE |, FSREMK
FIhEE,

AWS AppConfig F By 82 53R =
AWS AppConfig BRIAIREINZ |, £/ AWS HENZH RPEFBSHE.

AWS B K #E— AWS AppConfig BRIAE X L2240 B zh N H RS I H L EE AWS AppConfig
BEE#TNEE, ST rEE,. EEREA AWS HENZRE , AIEFTEEHERER. BRETL
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ERTEAIEREREMIT RN AR AT NEEENZH. BXESEER , HSH AWS Key
Management Service 7F X A R IERHH AWS HEMNZH,

BRETEZEAMNZERREREMBZER | (BETLIEELERE AWS AppConfig BIEEM P IEE
MEEHEURSEREERENERANTFEEER,

EFREBH — AWS AppConfig XiFFERAZUE, HENBEENNMEFEEEH , EIF AWS A
BENZA BANER ERNME_BNE, ATEUUZLEHX—EMNE , B AIBRITATES
- BEYME R BHABENZN

- BEYUM%ES IAM Kb

- BRANZARPBE

- RIREA MBI R

o BIFRE

- BIREHARE

- ITXRIMIBRZ4A

BXEZEER , B55H AWS Key Management Service FF X A RIEER P EFIEERH,

AWS AppConfigX & F £ E# 4

AWS AppConfig AELERTEN T REEFMAMBREZRE. X TREFSAWS AppConfigftE
BIEEENEERE , ERTUEMENNEEX 4 LiRE KnsKeyIdentifier, 8REA
CreateHostedConfigurationVersion API BR{EBIZE TR AR B EZIERT , AWS AppConfig #B
2 M KmsKeyIdentifier RER— AWS KMS BIEZ4 , MEEEHBEECINERITME, 2
JG7E GetHostedConfigurationVersion 5 StartDeployment API 2/EHRIR 15 E K #ERT , AWS
AppConfig 2B XERNBEZANE SR EERERE.

AWS AppConfigit T HXN EMBBNRERFEHTEAREZHANE, ENBEERE , ERUTURIH
EBE A KmsKeyIdentifier. AWS AppConfig fEA Lt KmsKeyIdentifier 4 AWS KMS #iE
4, LA StartDeployment APl IR EFHR IR,

AWS AppConfig %3 d]

PIREFRERAN , BEAUTBABRRRBARBATUER.

{
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"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow use of the key",
"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::account_ID:role/role_name"
.
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey"
1,
"Resource": "*"
}

EFARFRERANBEERBEHIE , CreateHostedConfigurationVersion WEBARE
UTao2EARAF,. #EARACHNREEFA -

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "kms:GenerateDataKey,
"Resource": "arn:aws:kms:Region:account_ID:key_ ID"
}
]
}

MRIEFEAZ Secrets Manager S FEAZT A REZAMBN T AMEMEERE , WERN
retrievalRoleArn HEE kms:Decrypt RBHFLRZHE,

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": "kms:Decrypt",

"Resource": "arn:aws:kms:Region:account_ID:configuration source/object"
}
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}

A AWS AppConfig StartDeploymentAP| ##4E8t , @ AStartDeploymentZEELLT IAM F
B, ZERBAUSESEAF. BEASAS

{
"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",

"Action": [
"kms:GenerateDataKey*"

1,

"Resource": "arn:aws:kms:Region:account_ID:key_ ID"

}
]
}

#£i8 B AWS AppConfig GetlLatestConfigurationAPI| RERT |, & 18
FGetLatestConfigurationFEUTHUSEERAF. ANHBHKRE

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "kms:Decrypt,
"Resource": "arn:aws:kms:Region:account_ID:key_ ID"
}
]
}
iz £

MEETYR—AWENREX , TULERRBENEMBLETUES

AWS KMS & E TXRAEEMELZTRIFNHERIZIFLTEMRIEN NG, EiERPIEMNH L
TXAMBHAER , AWS KMS [FNZE L TXHERMBZNEIE, ERBHIE , B4 MEBRPE AN
BRI INE £ T3

AWS AppConfig 1% £ T3 : AWS AppConfig Z£TE AWS KMS nZREHE AN LT Xk E
MEREREHENTE. LTXETE—NESHEXRENNHARN— N TFRRESERERNE.
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7 AWS Y1288 hN 3 % 4R

LIBFAWS KMSEFRE RS — 2 FEAFAWS AppConfig , & A LAEFHAWS CloudTrailsk Amazon
CloudWatch Logs RIRERAWS AppConfig & % EI#YESRAWS KMS,

LA RBIZ— CloudTrail B4 , AT #Decrypt A iFRIAAWS AppConfigiiHI & FE & B4R &R
B9 B HE 0 1 A BV AWS KMSHRE -

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",

"invokedBy": "appconfig.amazonaws.com"
.
"eventTime": "2023-01-03T02:22:28z",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "Region",

"sourceIPAddress": "172.12.34.56",
"userAgent'": "ExampleDesktop/1.@0 (V1; 0S)",
"requestParameters": {
"encryptionContext": {
"aws:appconfig:deployment:arn":
"arn:aws:appconfig:Region:account_ID:application/application_ID/
environment/environment_ID/deployment/deployment_ID"
.
"keyId": "arn:aws:kms:Region:account_ID:key/key_ ID",
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",

"eventID": "ff000af-00eb-00ce-0e@0-ea@00fb0dfba®@SAMPLE",
"readOnly": true,
"resources": [

{

"accountId": "account_ID",

"type'": "AWS::KMS::Key",

"ARN": "arn:aws:kms:Region:account_ID:key_ID"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
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"recipientAccountId": "account_ID",
"sharedEventID": "dc129381-1d94-49bd-b522-f56a3482d088"

FERAEE OIS (AWS PrivateLink) 518 AWS AppConfig

EALAE A AWS PrivateLink fE&#9 VPC 1 AWS AppConfig Z B 8| ZFEEE, B LMRIE VPC
R —# 15\ AWS AppConfig , METEFEAERKRMMx, NAT %%, VPN #E1#Zm AWS Direct Connect
E#E, VPC FEHITREELNE IP st BN A5 E AWS AppConfige

A LUBS 61 B AWS PrivateLink X FNEORCKREI A ERE, RIEEENEORR
BRANEBNFRARE— MNERMEED, XERBEREXENNEED , AEAE AWS AppConfig
HRENAOR,

BXREZEER |, BEZHE (AWS PrivateLink 1#ER/) FHVEE AWS PrivateLink 1518 AWS RS

AWS AppConfig BY)F I
R AWS AppConfig RE#ENImKRZE , HEEXEE (AWS PrivateLink {§m) HREEE,

AWS AppConfig&z #Fi@i3$# O ix A X appconfigMappconfigdatafREHITEA,

1 AWS AppConfig #1220 ik 2

&I LAE A Amazon VPC ?”‘“%U"‘ZR AWS Command Line Interface (AWS CLI) 3 AWS AppConfig €l
BEOKR. BXEZEER , BSH (AWS PrivateLink 18/) PR AIEE O IK R,

FRUTIRSBF N AWS AppConfig #1222 Ok <

com.amazonaws.region.appconfig

com.amazonaws.region.appconfigdata

MRERFORSZAFE DNS , WA A HEBRIAX I DNS B #5@ AWS AppConfig & H
APl &R, i , appconfig.us-east-1.amazonaws.com #l appconfigdata.us-
east-1.amazonaws.com,
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RO i R0 2w [UR B

I RREE R IAM BR , B LOGHMMEEO RS, RARKREBATESEORATEHR
AWS AppConfig APl, ZE32&| /21 M VPC i51E AWS AppConfig B9 R |, B/ QE}L\“‘,\“%H%WWJHEU
EOwR.

i RERBIEELTER !

o AWHITRENEER (AWS K/, IAM AFH IAM A6 ),
o ARITHYIRIE,
o AINHEHRITRENER,

BXREZEE , H50 (AWS PrivateLink $8) A 89 {5 v 2 5 Bl 422 15 39 AR 55 Y 15 A1 A BR o

5 : AWS AppConfig I4EH VPC i = 5K B

LTREEUHSRBEH —NRE, FIRBEMBZEORSN , E2pmER R LNFEEZAR T
B HH#9 AWS AppConfig 4R 5 8 AR .

"Statement": [
{

"Principal": "*",

"Effect": "Allow",

"Action": [
"appconfig:CreateApplication",
"appconfig:CreateEnvironment",
"appconfig:CreateConfigurationProfile",
"appconfig:StartDeployment",
"appconfig:GetlLatestConfiguration"
"appconfig:StartConfigurationSession"

1,

"Resource":"*"
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Secrets Manager 24 # i

AFNB T HX AWS AppConfig & Secrets Manager ERXHNEEZEZ £{EE., BX Secrets Manager
MWEZER , BSH AWS Secrets Manager AP 8RR+ 4L & AWS Secrets Manager ? o

RE AWS AppConfig EFE ) Secrets Manager Z4A/) B 31 it

Rotation 2 EMEHEME Secrets Manager P FANERE, HRBEFHAN |, SRNEHFHHAMN
BREESRSPHERE, BoLUEN A AWS Lambda BIETE Secrets Manager i B B3 405
e, NMEFRANBIEE, BXEZER , 55 M AWS Secrets Manager A FIER RV #: AWS

Secrets Manager %40,

EFH AWS AppConfig E82# Secrets Manager AN H AR | BEHMEH IR Lambda EEIH
HEBERIRENER,

(® Note

EENBHECRRA T ETIFRAS , HEELEHN AWS AppConfig BLE X . BRI LIEE
VersionStage PIRZSM AWSPENDING 373 AWSCURRENT R ERARBERIE, B
¥aSE R & & 1E Secrets Manager ##2184R finish_secret B¥ A,

THR—NREIEE , ZERERRZFHARB 31 AWS AppConfig EpE,

import time
import boto3
client = boto3.client('appconfig')

def finish_secret(service_client, arn, new_version):
"""Finish the rotation by marking the pending secret as current
This method finishes the secret rotation by staging the secret staged AWSPENDING
with the AWSCURRENT stage.
Args:
service_client (client): The secrets manager service client
arn (string): The secret ARN or other identifier
new_version (string): The new version to be associated with the secret
# First describe the secret to get the current version
metadata = service_client.describe_secret(SecretId=arn)
current_version = None
for version in metadata["VersionIdsToStages"]:
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if "AWSCURRENT" in metadata["VersionIdsToStages"][version]:
if version == new_version:
# The correct version is already marked as current, return
logger.info("finishSecret: Version %s already marked as AWSCURRENT for
% (version, arn))
return

o
%S

current_version = version
break

# Finalize by staging the secret version current
service_client.update_secret_version_stage(SecretId=arn, VersionStage="AWSCURRENT",
MoveToVersionId=new_version, RemoveFromVersionId=current_version)

# Deploy rotated secret

response = client.start_deployment(
ApplicationId='TestApp',
EnvironmentId='TestEnvironment',
DeploymentStrategyId='TestStrategy',
ConfigurationProfileId="'ConfigurationProfileld’,
ConfigurationVersion=new_version,
KmsKeyIdentifier=key,
Description='Deploy secret rotated at ' + str(time.time())

logger.info("finishSecret: Successfully set AWSCURRENT stage to version %s for
secret %s." % (new_version, arn))
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¥ AWS AppConfig

B RREF AWS AppConfig MER Efth AWS #ERGT R AT FEME, ATAMNEERNEESE. AWS
RETUT - LR T BRI AWS AppConfig, 1E HIURIRETREATIR & H & Bt B 3 REUE M.

* AWS CloudTrail #3RHER AWS IKFSARIZIKF & HEY AP EAMMEXREH | 77 B EXHE
a2 EHEEM Amazon S3 M. B BWMRAMLER MK EA T AWS, R HIEAIR IP ik BUR
HRNKERR, BXEZER , HZHAWS CloudTrail (AFERE) -

« Amazon CloudWatch Logs A&k, F#MIFERKRE Amazon EC2 EAIME RIFEH B EX
., CloudTrail CloudWatch BERT S M BEXHFWER , AELIBERENBHNR, Bi&T
DESHAMEEFRRZENBEBIE. BXEZES , 2 Amazon CloudWatch HEAF1E
Mo

FH
£/ AWS CloudTrail id & AWS AppConfig API @A
« i2RAWS AppConfigfi3E ¥ E i A B IEFR

£ AWS CloudTrail id3%& AWS AppConfig API 18 A

AWS AppConfigEAWS CloudTrail— T fRSFERK , ZRFREAF . ABHAWSEFEFMITHIRE
#9112 XAWS AppConfig. CloudTrail F7E API i A#IRAWS AppConfig h =4, BRI AAIEXR
B AWS AppConfig 2% & ML AWS AppConfig APl I2EEH. MRECIETRER , WAL AW
£F CloudTrail B #3452 Amazon S3 FiEH , 2IEMNEHAWS AppConfig, HNREKREERER |
BRI LATE CloudTrail #HI AW “BEHHLIER PEFEFNEL. £HKENEER CloudTrail ,
& 0] LAWA TE @) BNME SR & HAWS AppConfig, & HiERE IP ik, &R HTIER, AR AHBERUAR
HiiFMER,

ET#HEZ(EE CloudTrail , 2 FAWS CloudTrail  F#8/,

AWS AppConfigfg 27 CloudTrail

CloudTrail EZRIZEKFAWS IKFRRIEELZNKS EBERA. HERKETEFRFAWS AppConfig , 1%5&
HEEHMAWSHRS CloudTraill B —RIEREEHILIEFKP, EAILUE AWS K- RAEEF, R
MTBEHEN. BXEZER , BZREASHHEIEREESE CloudTrail E4,
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3FF AWS K RSB IFSEIE R ( 218 AWS AppConfig IEH ) |, BRIERRIZR. BREAWN
CloudTrail ¥ B & X 125 £l Amazon S3 Zi#EN. BRIAMERT , EEAES S IR RERE |, LLERERN
BATE AWS X, RERIERE AWS 2XAIEFMEXREINES, , HEAEXHEEELREE
# Amazon S3 #. A , BRAIE B HMAWSHRS , St —F 5 M4 EE CloudTrail BEHUER
EHBE, BXEZELE , BSHTIRNE :

» Overview for creating a trail

» CloudTrail XFHRFMER

« BiE Amazon SNS &4 CloudTrail

« BRKBE S XH CloudTrail BEXAMEBK B S K/#H CloudTrail B &AM #

FRrEAWS AppConfigi2E¥9H API $%) 123 CloudTrail #}i2%1E (AWS AppConfigAP| %)
i, N, FAGetApplicationfListApplicationsiE#EATE CloudTrail B &S 4 K%
H. CreateApplication

BIMEHF B LEKFEHETEEXRERBFRNARGE. SHCRTHEDEBEUATAR

- ERRERBAFEILERZ AWS Identity and Access Management ( 1AM ) A &EIE 4 HEY,
- BREFHAAGERRSAFNIGNZEEIELHE,
- BEREEHET AWS BE X H.

BXEZER , i35 CloudTrail userldentity T3,

AWS AppConfigH B B IEZE 4 CloudTrail

BESHRMEXERBFRLIERFEPRTHRRBENER (HW , BIRARESHHBENEE
GetLatestConfiguration ) . XE WM ABFEEERE. BESHEERSRFEED. MIABERT ,
CloudTrail FiZZEHIEEH. CloudTrail EHH L IERFIEERBESH.

IERBTFES4FWEERITEA. BX CloudTrail EMMNEZE L , IS HAWS CloudTrail Eft.

A LAE A CloudTrail #5153 CloudTrail APl #4EIERAWS AppConfig B IRER N BIES 4. AWS
CLIATTHWEREERT A AN RIFREEAWS AppConfig.

- EEA CloudTrail #£#| 8 ICFBREEMH , BEIBREISHABEFEMCRBESH  EEHN
B RN MR R BIRE

1. REBESHUERBESH.
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2. MBIESEHXRBHIFTRFIEEAWS AppConfig.

3. “REFEANBSRFZFER, B CKAREENAERESHE, CFZM
Breadonly=E#, iEFFBwriteOnlyEH |, HE0E B E N BFRIEFRI[EMRKIE
1%readOnlyeventName. FMresources.ARNFER,

4. TEEFEB[BLE|MH , i AAppConfigDataEvents, BXR A BIEEHREZ A A CloudWatch mazon
Logs WEE , S MiEFEAWS AppConfig¥hdE F w8 A B 545,

- EFEAIEEBIBEBEHAWS CLI, FfF--advanced-event-selectorsSHEE RN
feventCategoryFBRIRENEFData}H ffikresources.typeFRRENRRKEE (S
IR ) o BAILURIMZMRMFEreadonlyeventName, FMresources.ARNFEME,

- EREREFBESHMNEE | 5 & Tput-event-selectorsih S BXEZEL , BSEFEHAIZEE
R BIEEHAWS CLI,

- ENEHBREEHEENICEKBIEEHN , Bia{Tcreate-event-data-storemn BRI BN EHEIES
SR EBIREH | H/ETupdate-event-data-store T REFTNENESHHIFEFE. BEXEZ
BE , FZRAEALEEEHREFHEHEESHAWS CLI,

TR HET AWS AppConfig BIREE, BIFSMHERE (#HE ) EREMNES CloudTraill & £
MBESEHEB Y| RPIERNE, res ources.type B RiZresources.typefd , BFEFAR
AP| BLE S REHLREITIEEZE. AWS CLI CloudTrail “idZZI#IE#E API CloudTrail” BIER T
CloudTrail&t X Z #FRFREIEFKM API B A,

BIREMHRE (BHE) resources.type & & APl 2123 Z CloudTrail *
AWS AppConfig AWS: : AppConfig: :Co » GetLatestConfiguration
nfiguration » StartConfigurationSession

RO LU SR EHIRRESEE N EeventName, Mlresources.ARNFE EH 1T kreadOnly , 3
PIERBENBREENSEH. AXXEFBNESZELR , HS5HAdvancedFieldSelector,

AWS AppConfiglhh I EEE 4 CloudTrail

EEEHRMERE AWS IKF AN ERARITERRENEXER, XL NEFHEEEBRE, RINE
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"eventVersion": "1.09",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:user/Administrator",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {3},
"attributes": {
"creationDate": "2024-01-11T14:37:02Z2",
"mfaAuthenticated": "false"

}
}
},
"eventTime": "2024-01-11T14:45:1572",
"eventSource": "appconfig.amazonaws.com",
"eventName": "StartConfigurationSession",
"awsRegion": "us-east-1",

"sourceIPAddress": "203.0.113.0",

"userAgent": "Boto3/1.34.11 md/Botocore#1.34.11 ua/2.0 os/macos#22.6.0
md/arch#x86_64 lang/python#3.11.4 md/pyimpl#CPython cfg/retry-mode#legacy
Botocore/1.34.11",

"requestParameters": {

"applicationIdentifier": "rrfexample",
"environmentIdentifier": "mexampleqeQ",
"configurationProfilelIdentifier": "3eexampleul"

.

"responseElements": null,

"requestID": "alb2c3d4-5678-90ab-cdef-aaaaaEXAMPLE",
"eventID": "alb2c3d4-5678-90ab-cdef-bbbbbEXAMPLE",
"readOnly": false,

"resources": [
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https://docs.aws.amazon.com/appconfig/2019-10-09/APIReference/API_appconfigdata_StartConfigurationSession.html
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{
"accountId": "123456789012",
"type": "AWS::AppConfig::Configuration",
"ARN": "arn:aws:appconfig:us-east-1:123456789012:application/rrfexample/
environment/mexampleqe®@/configuration/3eexampleul"
}

1,
"eventType": "AwsApiCall",

"managementEvent": false,

"recipientAccountId": "123456789012",

"eventCategory": "Data",

"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_128_GCM_SHA256",
"clientProvidedHostHeader": "appconfigdata.us-east-1.amazonaws.com"

}

}
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{ $.errorCode "AccessDenied" }
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