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AREE) FHNEF AWS BHAFEHA,
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® Note

ENAREFEN , AppFabric I TZEEN , BLELR AWS K™ B NIRSHEXA
& (SLR) A —/MNMEKRE IAM A, AppFabric® R iFiZARS 8 Amazon KIZIEFR
CloudWatch, #iN&E#%BEB#E , SLR AFZ£ RS HEEH AWS BIR ( Amazon
S3 77f&#. Amazon Data Firehose 2%t ) - AppFabric BXEZEE , B2 H HRS
WX AHT AppFabric.

7. (R ) WTHE  BUNERSRERNINARFRAZ. RERBEX , ATRH&ES
BIEEBNRR. BXESER 20 (REREFRATER) PHN AWS FIRAWSTHIN
R,

8. ECIBRLMNAREFESAR , FARCENAREFRHE.

E2L BERNRARERF

Ut ZNARERF S , AppFabric A TR2REA , BIETURNESNMNARFHITEENR
B, ERMWNARFSRETNEA FREESHNNARFRS4EF, ENGINAEFRFERES N
MRAEFRN , FREFENSIMINABRFEENARF RS R,

EFHERNAREZY  WE EXBNNARS FEEFREFS M LARFNERES , HIMA
BT YA,

1. EFRERATEL , #FASRKR 2, BREARRF , ERAEBNAREFRRN.

2. ENARFENR 2 , N NARF THIRPERERTFREEENRHMARER.
AppFabric AppFabric A TZ£ &M , ERHWNARFEIXENNARER.

3. “ENAREFN , NERMENEEFR, XEFERIFR, ID MBEF,EH , EUESERF K
ID. BEFHBHARPATGRCHE, XEFZENRAEBRNARFENR. BXNAERXEENESE
TRABRFNFEMER  ESH SXHFNNAER.

4. (WiE ) NFHRE , BUUERERERNENARFENF. RESB/EXY , ATEAHEY
BEENENERIR. BXEZELR , TR (GXERESEASER) 7R AWS BIRAWSH N
FRZ,

5. ERCENARFEN,

6. MRENHBHED (FORTEEEENNARRE ) , HER ‘A UBREEWRARRF
AppFabric #{T&Z£iE#,

MRENNARFRNEY , SFETREANE LS -FNRAEF RN EEZENKIHEE
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EEEmE

7. BULERESMERTFEINNARFRS THNARFRNAE LEENARFRIOR
Do ‘BEE RESRTRENNAREFE AppFabric IREREN , MBFRERINAEFNZ Y,

FHEZERK.

8. TRETRTARHNNARFEIRES , SHETURIBLHREHRSRKEEMRER.

KRB
e

BEERIER K

THREDRHRKRK

RSB

RERN FE" *RTNARRF
WNAEFERE6IE , B
AppFabric HF&Z£E/E | i
REEIZNARER.

EERIEAMAVRSERE
AppFabric HF&Z£ZE , T
ERUEN ARRFENSNARE
FrEvESE,

“THEEIERIBRESER
RRCHEENARFRNGE
OAuth T & K M

9. ERNEMNRAERF A6 FREFEEEIR13I S,

HIEHRER S IR

LB R PRASH , BMNRA
BERFENTHNRET AR
RIEREREUBERE, IR
LERMAEE , BRERR
CEANKRENREHEOESE
2. WRENEMERER ,
57N+ A 400 Bad Request
WHREED , FREMBER
( flanFEF ID. &% ID A
EFNESR ) RERMALER,
A RER IEFRSI BN AR
W ARFEN. BXES
BE , BZH XBENWRARE
Fo

KRERBEBBMATATEA
BEFERHMEEE , flmiE
7 ID. & ID MEFFimE
o

MBHERPRAEE , BRE
RARFHEARIENE, &
AELEL  BEH TEH
RARF.
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E3L  REFKHSRE

ERAREFRASHUETEL - IMNABRFRNE  SUEATUREFZASRERNT ., ¥ EERN
ERARERNEARFNTEZAS , FREFECATTRME T SRIIELR (OCSF), RE , EIFH
BEZEEP-NHZNER AWS, A LUEERSY Raw - JSON X H&HZE B #R.

1. EFREATEL , #FASEK 3. REFZATRIES , GREREIRE.

(® Note

EMRZERE , FHARRREERE (NITMNFBRERATEIEGR ) , —XAERSZD
EHNBEEN N ARFENCEIZE, S, HEMNLE % S3 73 Amazon Data
Firehose B iEio

BB UMNERTEA 2R , 2R EINSMBERTR, ERIAEL , SXETLNE
BE—XBERTRNER, FREAEL , ZE TR ERSERE, ST EIURER
B T E AR

2. NTFEBAARFEN  GHERFRASERNAARFEN, HTRLEN  HARFE
B THEIR S SRS EHREZ 8 KRN AR SN KA AppFabric 1%

3. TEARMBEfRS , REFMENAEFNEZASENEF. BfREMERTE S3-UEEMEE,. 1T
¥ S3-FEMEEHNI D% Data Firehose, MBBIEETZMNEF B, NEBEENERENA
F &R RAERRNRE.

4. EFEBWRE , SHAEMKEFE,

a. MWMRIEEIE Amazon S3 - FIFEHEBENBIF , NATMAZREN S3 FHEENER. X
Bl Amazon S3 FEMMEZIREA , BSHECIE M EH B 15,

b. WMREIEEF Amazon S3 - IEE#HEERBIF , BEREFEAMN Amazon S3 EEEN A
o

c. MRMEEER Amazon Data Firehose fER B B9tk , i M Firehose & 5iAR B LI R P Ix R
EHRNE . BXWMABIE Amazon Data Firehose £ HiRNEZHEE | FSEERHE
PRHER RS AppFabric FTEM R ER

5. WFREFERX , W FLD# S3 FiE , B LLERNFZAEEME N Raw-JSON, OCSF-
JSON, O CSF ( ParquettZ A T 5# S 3 FiEfE ) , REFFHXAEXFMH A Raw-JSON =
OCSF -JSON ( 3&RA T Firehos e )
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EEEmE

R BERNRET T ASHENREFZTEERN JSON I, N TZREEN , OCSF #
RSN TR B S BIERHE(L AppFabric HFF A M B R £RMHELR (OCSF) £, AR
fa] AppFabric £/ OCSF WEZER , FZAARAMEXLEEAELR, SRRAEEE—MER
MEABIERBEATHIERN, NREBPRNEAZHNEABERE , WTAEIESRIMEY
R E E A RE B Fro

(k) MRBARBUMIRE , ENSMEREIRENTE, EXIREAGENH , HEE
HEEH. NTHE , EUNERERNFRMIFL. RERLR/EN , ATRIBEIEDEL
BNRF. BXEZER , A (BERERATERM) PHHN AWS FIRAWSHIIFRE.

IEFERER.

BYRERINE , BFETHREATEER —FRENCQENKIIER

S A SRR S R E RV RIUHE L EE SR RICRSMER B FREVRS. FERTE L, &7
FIECEZNARFENNZNESER, BRNRIIRS. RERSHEREH , KRREHRER
EEA, MREELTH LERENARFENNESEH , WTNEIZNARFERNEHAEE
RH , SEEREFASEENRES. RIERRSNES , RRBHREEBREBLTEIIRS.

MRNARFENERSNCEE , BRIBMRESNES , RANAEBHREXFZAET, NRN
RAERFRPRSHEN B FRRESN KBRS , RREESATRIRS , i F 2B EEFZE
B BBRENABRFRNAM , BZRIER 2, BERNNAEF.

TRETRT TRHNWENMNENE RS |, BURET REUSME & EHIRRS R FEHERR S
BRo

RETRS B iR HIEHRER S IR

Disabled (EZ2F)

EXK

BRI EREARSR T ENRR
EEHM.

1RELE FREY R BCR S R R ZE
BT EZTEZAS. fla,
HILX TR ZS AT BE = H T 1=
LESH,

SR LUEE IR HUT RV R
ETHFIRPIERSAKRE A
REL

EEXEEE , FHRLE
¥ S3 = Firehose 2|4,

T 1E A
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EEEmE

B4L ERAFBRIE

ERAZERAFEETER

, REMIT EERAFARATAER R THY NS B FERAF b TR RER

MNREEFERANF RS ENFARERF, AppFabric XA EEBTRAEHEMAFBUHE BN
FEERBHRE  XEFSTEEEFHIRERFZAFI SaaS MABRFNIGR, MRERET
FF , AppFabric HFR£ZR , FENARFPRMZAFNEEUARNARFERNAFRS (5

m , Active ) (INRBARFREM ), AppFabric 8 T7TZ£EN , BRNAEFEHYHMEESRENNNA
BF , SUREAFERIG RN ARESIR.

1.
2.
3.

EFBERATEL , #FALR 4. EAAFHRIE  BEEXAS
HEFHRRE I FRD  BARFNE FERRE I , RFEFER,

HERERETD
B RERS (W0F ) | FERERER,

AL BEIRAFAERGANMERNNARFNIIR. EENRAEFFERAR

BREFJEFHIAKIAFER , RRAFEIEALBRINMNARF, TRERT ATEHIA
BRAER, HBRURNFRX LR T ARERHERE.

BRE
BAEIA/

AKEENTE, WNRAEBFEENARFR
o

BEMTHEEHE. VNREFEENARFR
o

BNETEEMBENTE, WERERFEZENA
RN

AEEFENR,. WNARFEZNRAREFR
o

DU
REBIERZEFERFE IR AT

RERBERMATHATNARFENRWAT
BEER , HlwiF ID, EF W ID MIEFIR%H
A,

RERBEBBMATATRARERFRROFR
BIER , HIWEFS ID, FF g ID MBS IRE
Ho

RIEER BRFEAUS | OAuth RIS &%
. MBHERPREE  BRENLARFDY
SHRRIIRA. BXESEL , E5H X5
R R .

RERBEBBMATATRARERFRRHFRT
BEE , SIS, ID, FF i ID MBS iRE
Ho
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BRER DU
B 2 AT RERBEBRMATRATNARRFRRNAR
BEE , Gl ID, FF U ID MEFRE

o

HTXRAR , RNTEZRAANARZERF APl RERBEBRATATNARRFRROAR
BEE , Gl ID, FF U ID MEFIRE

o

BHNRAREFERRS, XEMNNARFRIENERERE. BUNUKRE
A SR B FERRE

B AEFES T RIS SREIR XEMNAEFREINHERHES. BUEE
AR B FERRE

MAEFEE T MXEIR XEMNNARFRIINEREE. BUNUKERE
AR B FERRE

BI T2 16 RER S AL EE R XEMNNARFRINEREE. BUNERE
AR B FERE At

NMAEFEE T iERER. XREMNMNARFRENERES. &N

MEBRZRERE T HRH,

NMRAEFIEE T RS A HER, XERHEMNMNARFBREINERES. &
MEBRZRERE T HRH,

IR 5 : Connect AppFabric ARENZ £ TEMEMBE RPN RZEEIE

kBN (RS ) MARFBESEAZEFEM AppFabric Amazon

S3 IREMBIEH 5 Firehose EHM T EFRSA , @¥. . Barracuda

XDR, . . DynatracelLogz.ioNetskopeNetWitnessRapid7Splunk, M&EZ £ T ERENEELZ MR
FR, ENFIREMRAEL ( REH ) NARFEIE AppFabric , FRBHENSE 1 B 3 #1T8E.
AXRIMAEBRELZLIENRENEZHFMER , BSARINLZE TENRS.
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SXFNNARER

AWS AppFabric A TZ€£N , THEEUTHNRAEFER. EENARFNEN , THREXNMZE
Z4 M AppFabric SUEEZEIZBABRFNESZE R,

EB
* 1Password
* Asana

* Azure Monitor

* Atlassian Confluence

* Atlassian Jira suite

+ Box
» Cisco Duo

* Dropbox

* Genesys Cloud
+ GitHub

* Google Analytics

* Google Workspace

* HubSpot
* IBM Security® Verify

* JumpCloud
* Microsoft365

* Miro
+ Okta
* Onelogin by One Identity

« PagerDuty

* Ping ldentity
» Salesforce

* ServiceNow
» Singularity Cloud
» Slack
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* Smartsheet

» Terraform Cloud

» Webex by Cisco
» Zendesk

» ZOoOm

1Password

1Password2 —RZ B EERR , ARBENREELKF IR, FRENEMARER, ©XaES %
RERPENHYE , REESHIRE , A RATFER_ERD,

AWS AppFabric I 7T &£ N , B AFERERRENTIT B EMA S EIE1Password |, fFEIERA
{ERFF M EZRLEESR (OCSF) %R , AEFEHER HEL S #HE 2 F#E RS (Amazon S3) 774i#
MRS #HEHE Firehose o

3]

 AppFabric ¥ 1Password

« IE1E AppFabric E# &8 1Passwordlk /2

AppFabric X #f 1Password

AppFabric Z#F#EKK B A FEE M &% B & 1Password,

FRGFM

AppFabric 2 &% B S I B FrE i 1Password B X FW B Wt |, BATHERZUTER :

o BB EE RIS ZR1PasswordE M iR ML ARIT R it X, BXEZEER |, iHS R 1Password M ik
FHy1Passwordi il ik

o &M 1PasswordlkFARATMEEEB R ABHHANMMESE. BEXEZEER |, 5Z R 1Password X &M
R EEA,

EERRBEZEM

1Password AuditLog =4 API FEREHIN B 5% 600 I , /8t H % 30,000 1, B XLRS<
REEIR, BXEZEER , 55 1PasswordE# 1Password APl & H iy APl R ZER#|,
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https://1password.com/business-pricing
https://support.1password.com/groups/
https://developer.1password.com/docs/events-api/reference/#rate-limits
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FHITEH XX B BN B ARELIER S 30 04, XRENARFRENFRZBHERI N
PBBEBERMRINTAL BRI, A3 , XAIAEKFRIIH#TEENL . MEHL , HHKR AWS
Support,

IE7E AppFabric ¥ 2 #) 1Passwordlk

£ AppFabric RS HRIENARFEE , 49 AppFabricff At TR 1Password, EEHRINATER
f§ & 1Password AppFabric , i5ERAUT S,

BRI A 1Passwordif 7] & h&

1Password X F AR B FHMNNATFRITE. TRATTRUERN AFRTE,

1. BRIEH 1Password K,

ESMBE KPR “ER

MRFEAEEN , FEFEFR. 6N, BHET—F,

£ EHIREER TEF Hitt,

ERAMERRE L , MALNRZEEENBEHER (SIEM) RERF ( HlI0 S AppFabric ecure )
ERAMER , AEERESTETAPERATSR,

2

a. RMEHE AppFabric Z£IMEREANTHEERR.
b. TAMNEBWEE “THEIH THIIRPIRE KT, MRERTEAHEME , NETHTE

I3 /5 1Password i E & k.
c. T ‘ERENEH Hy , ERBFZEHAH. NEAEASHIRRES.
7. ERRITRATHUGIERRT,
8. & “RTET” 1Password HERUTH K,
a. MENBRELNRENSHEMENER,
b. T “ERXHE" TEE B
c. BEERERE.

BEXEZEE |, B85 1Password®M it LB “I1Password =4 &E A7
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https://aws.amazon.com/contact-us/
https://aws.amazon.com/contact-us/
https://support.1password.com/events-reporting/
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BI T2 R

# /1D

AppFabric FiEREHFEF ID, FEFEF ID AppFabric fF 2 &M 1Password & Fithiit, TR T S B
DEREWHES 1D,

1. BRIEH 1Password K,

2. ESMERP  BRRE,

3. TELIIETZN1Password&&{EE. I , e xample- account.1password.com,

HPE A

i AFRIR LM — 1Password/B 4RI & #. AppFabric R ZFHRIRIC N AR FZENAES NARE
2T Qe E=4:0RER Tk 351

ARSSIK 7 5 B

&I E K B RS Mk 5 8 1Password R S5tk 5 5 k& F g3t A AppFabric 1Password N A2 F %1, Ul
RIBESBERSKESSIE , BEAUTSRAE -

AppFabric FERBRFZKSTE. PHRSKSTE AppFabricREBIZN N AARITE, £ 1Pas
sword [P HRTERA T ZRUAERAN A E T,

1. EFEHER.

T AR

ERKFAEERSA,

EELE,

R EERERFE

EFERH B

2

FFEX

AppFabric £/ ID, AR EHMBRSK S TRERCENARFREN, ARFI1EEFE Connect LUBUE
L)
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Asana

Asana —MNIEEEFYE , AHEBMA, ARMARNETHE , Bx B EESIBERESREEITX.
CRHETBEWHNESRE , SMABALUEEFEE, MEMDIE, 5B Asana , BB AT LUK &l
STERESI - MbF , TR ITEEMLHI |, #Raemar#EHE.

AWS AppFabric 8 T Z£i2 L , BRI AERERR BN T B EMA - HEAsana , FHBERENLR
FHMBZLLEELR (OCSF) B , REFEERH L 2L S# &2 F#RS (Amazon S3) FEEN
I S 3#E Firehose o

£

» AppFabric X #f Asana

- 1EFE AppFabric ¥ & Asanallk F~

AppFabric X Asana

AppFabric Xk B0 A - EE M % B EAsana,

FRFM

AppFabric EFE AN T#&BENXZEN B EHAsanaZ XMW B , BATUREATER .

o B AE Asana DAUKF, BEXRVIEBHARE Asana U KFHEZEER |, ESH Asana Wik
B Asana &2k,

o &K Asana IKFARXMEEERAEERACHNAF. BXAENESEER |, i85H Asana Mt £
B Asana P EEB A MBEREERAG,

ERRREEZEM

Asana X} Asana API HEIEZR4], Bx Asana API ZXRR&EIMNEZEL |, 155 Asana T X EE
B E R R ERE S|, W8 AppFabric MEMN I A Asanal ARRFHASBERE , NE REFNFER
H & AppFabric ATRELHEIR .

FITEHAET B VENBEAEEARERZE 30 04, XENARFRENFTFEZSHIERS AR
DEFEELMEBNTPFERATE. A5 , XUUEKFRIHITEEN . MNERLB , BHKR AWS
Support.
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https://asana.com/enterprise
https://help.asana.com/hc/en-us/articles/14141552580635-Admin-and-super-admin-roles-in-Asana
https://developers.asana.com/docs/rate-limits
https://aws.amazon.com/contact-us/
https://aws.amazon.com/contact-us/
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IEE AppFabric 3 #&# Asanallk

£ AppFabric REFRIENARFERE , 4 AppFabricfE A TN Asana, EEHRBENFAENEE
Asana AppFabric , BERAUTEE,

B TR R R
#F/ 1D

AppFabric fFiEREMIEF, ID, FHIFEF ID AppFabric #79F#IE ID Asana, EEHRIF ID , HRR
Asana ER#H LU T HARITRE :

1. BEERENKSDARRLG  REEREEREZHE,

2. RBIEFRE,

3. RIHIFFHRE,

4. RER S HHYE 1D %A E AppFabric 5 ID BEEH,

H/E A

WA —MRID L — Asana HAM B Fr. AppFabric ERAEF BFRIFIZNARFENXMNBELN AR
R A2 TR E

AR S5 K 7 5

BATBIRE R BIRS kS W AsanafR Stk 5 S 8 et A AppFabric AsanaRl A2 F RN, MREEE
ERSkESTHE  BEAUTSRUE -

1. ERIBRSKS |, HER Asana 15BN U LB IR S5 ik 5 AR B 15 B 3 1T 1R 4E,

2. BREEMIRSKSREN , HESHHRENIRSKSTEHEDHSE,

3. MRBERFTHZEIRATAMBSIKSTE , W AHARBENRSKS | ERFTHTEFRT
®RFo

Azure Monitor

Azure Monitor@ —RREHN G RER AT KRE, 2R EZMABIRBEN KERE, &
A LAfE FH Azure MonitorRE KFRE RS N AEF RSO T AERNMEE, SO UEBERTHRNARE
FRMEE , HAFEFHNURES RN MM RSEE G,
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https://help.asana.com/hc/en-us/articles/14217496838427-Service-Accounts
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Azure Monitor5 %/ Azure F1JE Azure ITEMBFRKRENRERBERESNENHGFNHKE. B FH
EREBRAHRERYEY H—AERAIEMFER , XETETUREK, 2. TR/ EEEIE, R
AT LE R H A M IER T B, Azure MonitorsZ3 BER—FFEABE |, WRHEMMTRRIEH
WILER, &5 AT EE MR RMAME RSB E LA F 3 2 KNER,

AWS AppFabric 8 7T Z£EN , B AFERZERCR BN F T B EM AP B3#EAzure Monitor |, FFEIER
BALATF RN Z L2 RRIFER (OCSF) KX , REFHTER 2L T2 & 2 F# RS (Amazon S3) 17
i L S # B4E Firehose Jito

F&

« AppFabric X Azure Monitor

- 1EFE AppFabric #E &/ Azure Monitorlik /2

AppFabric ¥ Azure Monitor

AppFabric B M LT Azure Monitor RSB AFEEMTFZERE :

e Azure Monitor
* APl Management
* Microsoft Sentinel

» Security Center

TR

AppFabric EF AT #& B ENZZFLN B R iAzure MonitorBI X EHW B Bt |, BMUATUBEREUTE
K :

- BWEEFHE—/NILARFRIELFAES pay-as-you-go 1T F#IMicrosoft Azurefk o
- ELEE-RITRATEREZITHAFNEH,
ERRFEZEW

Azure Monitor 12 HiESRNZ 24 ( APINARRF ) URITH ID =i/ ID minERRES, B
3% Azure Monitor API EZRFINWEZER , 5SS Azure MonitorFF & &Mk LB 7 #F a0 Azure
Resource ManagerPR #li&R o
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https://learn.microsoft.com/en-us/azure/azure-resource-manager/management/request-limits-and-throttling
https://learn.microsoft.com/en-us/azure/azure-resource-manager/management/request-limits-and-throttling
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TITEHRIEE B FrLE RV E 7T 88 %Liﬂ%i_ 30 7#, X }'\_Fﬁfzr_?mf Y B RSB HEIR B R
DBREERMRENTAL B R. —ILXT:T:LKFéﬁgJ ITEEN. MFEHB , HERR AWS
SUEE o

IE#E AppFabric #E#&/YAzure Monitorli /~

£ AppFabric REFRIENARFERE , 4 AppFabricfiE 3t T Azure Monitor, E&EHKFZNFT
E /S B Azure Monitor AppFabric , EERA U THE,

2l OAuth LR

AppFabric 5Azure MonitorfEf OAuth2 FEf. TR THZBRUEF R OAuth2 R AT : Azure
Monitor

1. SMiZIMicrosoft Azure| ]~ M I H & F,

S &l Microsoft EntralD,

HE NARFIEM

TR FOEM

BMAFEFIWH A, H170 Azure Monitor OAuth iR, X2 EEMMARFEN B,

W X EFNKFERE REREN 28/,

NTEEM URI, &EHF Web EAFEARMEER URI, EANTHRIAENEEM URI :

S L S

https://<region>.console.aws.amazon.com/appfabric/oauth2

Ziit F<region>REBEHFE B AppFabric MARF KRB, AWS X flin | RERE
( BEFRIEMILER ) KRB A us-east-1, X FiZXE , EXER URL 7 https://us-
east-1.console.aws.amazon.com/appfabric/oauth2,

BRI AP #TE ORISR , §0RIEMESRF LSRR UR, RERBLERTEN , UEH
MEW , B2 K%ﬁ%ﬁlﬂfﬂb‘f%ﬂ%% ME.

8. 1%&# Register,

9. HEIMHNMARRFT , & EBNNE , ARER “FTEEFIE,

10. AEARINEILR,

11, EFEBAINBANE, SN TRIRAPEREATRIRFFEN B RIRE A E LA,
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12. BEFM. ERRZAERREUERYNER. BAREZA  ESLRARFERENT
o

FREE IR

&7 E OAuth MAREFRMU TR, EERMNER , FER (Microsoft Entra7t X E&E) # “FH0
7 F 48 HY Web API BV ER” &F % B9 5 BA L 1T R 4F

« Microsoft Graphf F 1578 APl > User.Read . All ( ERZEFEHEH )
« Microsoft Graphf F 18] API > offline_access ( IEREHEHRRE )
o Azure[RFEEFIT HE API > user_impersonation ( B EEXRH )

WINRE , ERTFEEANXENRWEE , KR (Microsoft Entraff X &E{EmM) N “EEAFE"
SR P A9 I B T IR AR

Ri AT 1R HX

AppFabric Z#FMNEHAzure Monitorlik FiEW AP EEMNTEZBEE. EFMNEKRKEN & B ERMA
FPEF#EAzure Monitor , BATBIBERAMNNARFEN , —MNMENARF BN TR 5IFRAzUre MonitorH
BE, B MNENARFEN TR ERB®HHE AN Azure Monitor Audit L ogs. #EAI LB ARFE
REAHEBNIEF ID., B ID MEFmRZ. EEBCRENFZARE , Azure Monitor& & E = &

X185 ®# B & N A2 FAzure MonitorF Audi Azure Monitort Logs M AR FHEZN, ERMERBFE
T8, LFEEAzure Monitor N B2 F .

#F 1D

AppFabric FiEREWHEFT ID. ERATER |, £ Azure HABERERRNEF U ID :

1. MBI TMicrosoft Azure o

2. SMZ Azure 5E3N H Fo

3. ENARFEM &5 , EEZAENNARF

4. 7 “BR"HD , NBFR (HEF)ID" FRBPEFIES ID.

H/E A

i APRIR L ME — Azure Monitori] BRI B #r. AppFabric £ AT & MRFrIC N AR F EARFES A
2 R RN B 2 M E T EREL
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® Note

HPEEMBRZNN 2,048 MNEH , BBFE, NE/AEFBNMATERFZFEK : 2 (). T
Xk (). WIS (-) Mz,

EFim ID

AppFabric FFiERE PR ID. TRUATTSRUEREREHE Fix IDAzure Monitor :

1. SMEIMicrosoft Azure =,

2. SME| Azure &3 B %o

3. E'NARFEM &5 , REZAIENNARRF

4. 7B HoD , N HAERF (FFK ) ID FRPEHEF IR Do

E P iREA

AppFabric FEREFHZH, SEMN OAuth NARFHNEF inH A 2ETE OAuth NAERF6E
HOMLR 11 PERNBH, NREMRET 02 CAuth RRBRFHRERNEREN , BEER
OAuth RIAREFIZE o PRILT R 8-11 LEHEK —NFHNEH,

App &1

EHelZNARRRINE AppFabric , 5 E — MMicrosoft Azure A T HUERNMEEHE O, NEO
BEREHNKF |, ARBER “RF BUL#E AppFabric 1%,

Atlassian Confluence

E— N HOIE, HMEMBERA I, Confluence B—MHABIEX , MHRMIMEEXERC, 3
ARERENERERET — N2, HIRNDELEEAI B A8 55, Spaces AIHSBHE R FIBA
WE, AANMBRETHE RSN ARK AT VAR, HOGEaRETSKIERE

HfEE. AWS AppFabric I TZ&REN , B UFERBZEWRRBNEIT BEFMAF #HIEConfluence , ¥
BRI R T M S Z £ R ¥ESR (OCSF) R |, AR EHER BT S5 E £ 76 RS (Amazon
S3) FEMTIL S B HE Firehose TR

ES ]

« AppFabric & Atlassian Confluence
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- 1E7E AppFabric E#E &K Atlassian Confluencellk 2

AppFabric X Atlassian Confluence
AppFabric XMW s # B FAtlassian Confluence,
FRFZM

AppFabric EF % #& B SN XM B FrE fiAtlassian Confluence R i5H B # i | I8 A0U% B LA
TEXR:

- B HRFEITAE , BEEHE—MREKS,, SRkFILMIKFT, WNEFATHOMIESLARE
EAK Confluence 1T XIZEE | 5 Atlassian Mt £/ Confluence EHT

s EHRFEITEE  BEENLENKkFHEEEANR,. BXxAGWIEMAEE , HSHTE Atlassian X
BN EWOAFPRTERERNR,

BREREEEEM

Confluence X Atlassian Confluence API FEINERRH, MREHINE API AR AppFabric F#&
KINA Atlassian Confluence API Bz B2 FAtlassian ConfluencefIA & HRE , N E REPH TR
H & AppFabric AJBE&HER .

FITEMHRETBERUE E’JHTIEH‘I%‘E%LJE%L 30 7, X f“ﬂﬁzrimf BY B B B HER 50 R
DBFEERMRE T B T _ILXELKF'é&%IJ ITEHEN. MEHE , HBER AWS

SUEE o

IEE AppFabric i #&#Y Atlassian Confluencelk /°

£ AppFabric REFRIENARFERE , 4 AppFabricfi A i# 1T X Atlassian Confluence, BE&E#
B FrER S B Atlassian Confluence AppFabric , AU TS,

B2 OAuth NAEF

AppFabric SAtlassian Confluenceff ] OAuth &£/, ZE1E Atlassian Confluence &2 OAuth R A&
BEREUATIR,

1. B3 Atlassian FF A A REFH &
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EELARBRENNABRER , ARERTFRARESA,

ERNNARRFZG , EFE, OAuth 2.0 .

EEMNSHMERPERNR , R/FIEE Confluence API ZL RN,

ELHEBET , EFEEAF (read:confluence-user),

ERMEET , BFEEFFIHER (read:audit-log: confluence),
EEMSHBERPEREN , RFIEE OAuth 2.0 (3LO) ZLHFHM,

FEEE URL XAEFEANATERINEED URL , RRERREFEN.

©® N o o bk~ w b

https://<region>.console.aws.amazon.com/appfabric/oauth2

It URL <region> AWS [Xi3 2 EE HH B AppFabric NARFENRE, fln , EERE
( BERILMILER ) KRB H us-east-1, X FiZXE , EXEM URL N https://us-

east-1.console.aws.amazon.com/appfabric/oauth2,

FRESEE

BATUS LT BE 2 — % Atlassian Confluence OAuth RIFAfEFEH, BXTBENEZER | 3
%] Atlassian FF & A & B E#9 OAuth 2.0 (3LO) # Forge B FAREFHEE., MRTH , EEMALHET
Bl

« ZHEPH
e read:confluence-user
. BWTHE :

* read:audit-log:confluence
R AR R

#F 1D

AppFabric FiEREWIHAF ID, HEYFAF ID AppFabric &K Atlassian Confluence3:=fl 15, &AL
X ST BF b HE A= https:/ A .atlassian.netZ [B1 3K F &R Atlassian Confluence SRl F15.

H/ B

] A —MMRIR LK — Atlassian Confluence AR EA . AppFabric AR BMKIFICNAERR
WAES R AR RN BN E T ERE.
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i 1D

AppFabric fi&ER&E Fif ID. EFE Atlassian Confluence FERZHNE % ID , BRUT SBRIRMHE -

1. M3 Atlassian FFE A RIZEIA

2. EELAERENNMAGREN  REERETAAREHE,. BRNARER.
3. &R TFIEEN OAuth AR, AppFabric

4. ERE" WHEH B D" FERHH AT ID AppFabric,

B P im
AppFabric FFEREF %4, E1£E Atlassian Confluence R EHR BN EF IHZ , BRITUATEE -

1. BfnZl Atlassian FF 2 A RIZR4&I4& .

2. ERALAGREENNMIATRER , AREEFRXAAERHAE. BNNARERF.
3. B TIEEN OAuth NATEF. AppFabric

4., ERE THM “BFULE FBH i A AppFabric.

HEER

ERBIZERN ARG AppFabric , &I E|—/ Atlassian Confluence i T #EERNAEEE O,
E#t# AppFabric B , BIEE R

Atlassian Jira suite

Atlassian AT AR B NERARE B, 4 )183E DevOpsty IT RS BB THEEE M & B A

A FeMERALZETE, ME 500 BHPHAZSHELFNLIKR 240,000 REFHAEN LT (SIEE
EERMZEM KA (NASA), Kiva, Deutsche Bank ] Salesforce ) &5 Atlassian ##R75 K EBY
HEAEF#hHETH , ERXNAERENRR. 7 Atlassian F THEZ Atlassian =RmELE , 2IF

Jira Software, Confluence, Jira Service Management, Trello, Bitbucket # Jira Align.

AWS AppFabric 3 T R£E A , &7 LA AWK 8 Jira suite ( BrINJira Align ) B8 & B EF A
BiE , FHRERECHTRRNELLEMIESR (OCSF) KX , AREHEHEET IR MEFHERS
(Amazon S3) Simple S3 fF & L S# EE Firehose Jito

£

 AppFabric & Jira suite
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o IE1E AppFabric 3£ & 8 Jirallk F°

AppFabric X% Jira suite

AppFabric Z#FMNEZEW A FE B M =& A &Jira suite , 8RN Jira Align,

FTRFAM

AppFabric Zf % # B SMEHidira suiteBI X FHW B s | BATERUTER

o BAIME Jira REEESERRNEE, X Jra EBYENESZER |, SR Jira B4, Jira
REE®E, Jira TEEEM Jira “REANENTTE,

o B Jira KPR MARMEESHEAEERACHAF.,. BXACHNEMAEER |, FSHE Atlassian XiF
Ry EME AP R FERERNR,

ERRRBEZEM

% Jira EHXT Jira API HEI0 TIRE[R4], < Jira suite API EERREINEZER |, 551 Atlassian
FEARIER Mt ERERERE], MMRENIAE APl RSATREF AppFabric FMEHELA Jira APl B AR
FRAEESHEIRE , NEREDHFRBA LR AppFabric AJRELTER,

BRIER I ESEM

FITEHAET B VENBEAEEARERZE 30 048, XENARFRENFTFRZSHIERS AR
DETFEELMEENTPFERAIE. A8 , XUUEKFRIHITEEN . MNERLB , KR AWS
Support.

IE1E AppFabric FEZ &/ Jiralk -

£ AppFabric RS HRIENARFEE , 49 AppFabricff A TR N Jira, ZEERBRNAENER
Jira AppFabric , BT S RIEE,

B2 OAuth AR
AppFabric HJira suiteff i OAuth FIERK . E1E Jira FEIE OAuth AR , BIRUT T RIRE

1. 5%l Atlassian F EAREFH &

2. ERNNARFESED , EFAE, OAuth 2.0 £RK.
3. NEMNARFRE-IEN , REERE,

4. SMEBRKED , REEE OAuth 2.0 ZBHHM,
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5. EEE URL FERPEAUTHEAN URL , REERBREFEN,

https://<region>.console.aws.amazon.com/appfabric/oauth2

It URL <region>F 2BEE B E AppFabric NAEFIHAB, AWS XiF flin , XERE
( BERILMILER ) X IEA us-east-1, M FZXE , EER URL A https://us-
east-1.console.aws.amazon.com/appfabric/oauth2,

6. SHERE By, EHEWESR D NESREA , RAERERELUAT AppFabric SRR
AT,

PR

$E5 R Jira OAuth RIFTE R HYRUR TUE R ISA TSE

- ELHBE (Classic Scopes) T :
« Jira APl > read:jira-user
« ERBMEE (Granular Scopes) T :
» Jira APl > read:audit-log:jira

» Jira APl > read:user:jira

MRARFEN
#HFID

AppFabric HEREIRMEF ID., FHFEF ID AppFabric &8 JiraSE Bl 71, #80] LAE ] 5 35 b ik
£ https:// F .atlassian.netZ [B] 3R EI &Y Jira =261 F 15,

HPE A

W APRIRLLIE —JirafRS5BRAY R #R.  AppFabricfiE FFE P & #RsRAR 10 B A2 FF SR AE S M A E 7R
IRV EMEREL

EFE ID
AppFabric HEREREEFFIK ID. B Jira PEREHNEF ID , HERUATSRIEE

1. SMF Atlassian FFE A RIZHI A
2. &R TIEEN OAuth AR/, AppFabric
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3. EUEE NEMN ‘B W ID” FERPH AT ID AppFabric.

AppFabric FERENEFIEH. PNEFiRZE 4L AppFabric 2 PRV E$AJira, B Jira PERE
W | BIRATSRIEE -

1. BfiZ Atlassian FFR A R &I A,

2. &R TIEEY OAuth MARERF. AppFabric

3. ERENHHN “BFILE" FEPH AL AppFabric.

HHERX

EPRIBENARFRRENG , AppFabric BFWKE — Nira A FHUERNRMEEE O, E#t/E AppFabric
BN, BkE A

Box

Box2MM % Content Cloud , ER—1MNE—F & , FHALAEBEERNNRTEGEE, BETERZS
TELA R best-of-breed R FARRFEK,

&I LAE R AWS AppFabric #WCR BT 1T B EMA F #iEBox , FHBIRAC AT HMEZ S
ZAMIMEZR (OCSF) 8= , AN HER L2 S 2 & £ 7464 IRSS (Amazon S3) R S #HEE
Firehose o

£

« AppFabric 7 Box

- 1EFE AppFabric & &8 Box Ik /2

AppFabric 3 Box

AppFabric XYk B8 A - E S M % & B EBox,

FRGEM

AppFabric EE AR &% B SN XN B irE HiBox B X B MM , BUTHEEATER !
- EVRTERAES , ERERRNRITHAESR, m55Emhr, &l el EBEmEE.
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- BUATHEEEEEANRNAF,
- BHBoxKF XIS ANESHRIE , TeEN ‘BE” BN FHPEFNEFINARFNEFRREA,

BREREEEEM

Box X} Box API FEIIERRE, HX Box API ERRFNEZESR , HSH (BoxFT R EREE) W

uh FEERER G, R AppFabric MIZHINEBoxMARFHNASBIERE , MEREFHNFZAR
AppFabric ATREREER,

AR IR R E M

EREREHD , ZARSEIRKIER 30 28T REXBNH, XRNARFRMUNFHREHIERR
NBDBIEERMEBN T BEFRH. B2 , XANEKFARR EH#HTEEN. MEHL , BHKR
AWS Supports

IE1E AppFabric ZE 2 #BoxIk /-~

£ AppFabric RS HEIZNARFBE , TE AppFabricff At TN Box. EERRNAIENER
Box AppFabric , EEAUTZ R,

23 OAuth NAERF

AppFabric 5Boxf£f OAuth WEK. EAUATTREPLE OAuth NARERF. BXEZEEBox,
BESEM Y 612 OAuth MFATEF., Box

B FBoxHH AT RKERZRF A,

ERAEFMNNARER.

MEARFRBIRPER BEXNARE . FHEA-MES , RREBERT —SH%E,
AN AEFEHRAHER,

M “BE” THRIFIRFIERF LK.

o kb w0 bhd =

a. MBI THIIKRFPER TL2580
b. % AAWS AppFabric Secure @EEWMNMNNEBREER ? XAIE,

6. WMREBEREAZFFE IDNEFARBARIENAERFSHG , BERRSHRFHRIE (RFEFRE
iE ) .

7. %$% Create App (BIRRARER).

8. EEBEBEXEIF.

9. HEZNHMWMARFFRNREES , EFNARF+ELIFRINR,
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https://aws.amazon.com/contact-us/
https://developer.box.com/guides/authentication/client-credentials/client-credentials-setup/
https://app.box.com/developers/console
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10. EREHMN ‘NARFEE" Hr , EFE “EEAF M “EEALEMS"
1. EREREER,

BoxXEERFELHEBoXEEREH PN NARFHITEN , RS EEAZNARRF. THHR
THRUBIBFRN

a. HEHAREZFNEPHNENNARFERRIUETF,

b, ®IBEEHER, HENBoxLEERLE —HEFHELRTHR, EXTLES , #2
FBoxISRI R By AL,

(® Note
MRBERFEEMESR , WAHEFRINAESF.

PSS
EFEUTRAREEE. AXTENESES  HSH Box M LW RS

- BB (manage_enterprise_properties)

- BEE AP (manage_managed_users)

B T2 R
#F 1D

AppFabric f$ER#F ID, FEIFEF ID AppFabric £Box1 )l ID, Boxitil ID AIEEE RRFH A K
‘T KR > KPEFER > bl ID” THREl, EXEZEER , H5H Box XML L 1D,

HE A

WA — MRIDLHE— Box AEAHE#. AppFabric fEHAF ZBMRIRICN ARFRENUARES N HAE
R A 2T ERER

FFim 1D MEF iR H

1. BFRBoxHHAFKEERFE,
2. ESMELRIER BHONARRE
3. EEATIEEMN OAuth AR, AppFabric
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4, ERBERTF,

R EREHA Oauth 2.0 R

FEK OAuth B3 ID FHIEF % ID A ZIPM “E % ID” 8. AppFabric

EFE RIEFFHESR

FEN OAuth BERIRZAPNEFREAMAINEFIRBHAFERSP. AppFabric

® N o O

Cisco Duo

Cisco Duoff G EMF RIEEEMARERE , ZE4RUB KNS EHEMOIFHIIEE , AFESEA
FHAFFRRITREEZ . I TFEAEBELMMEARHEERER RS RNAL , AL Cisco Duott
EXPBANLLM , AEATURESAFHIERE, AWS AppFabric 1 TRELEN |, B LAFEH
BEUCRBENEIT A EMA P BIECisco Duo , FEHBEIRAL AT RN EZZ L EMIESR (OCSF) X , A
B RFE R B 52 5 22 12 6% AR SS (Amazon S3) E &L & # B dE Firehose o

£
« AppFabric ¥ Cisco Duo
« Connect AppFabric Z|#REICisco Duolik F

AppFabric ¥ Cisco Duo

AppFabric % #F Uk B/ A - E S M % #& B & Cisco Duo.

FREM

AppFabric ZF A& B S M 218 B ¥R #iCisco DuoZIZiFH B Hth , IBATBEEUTER -

- EHEFEZEE , IREEAEMITHE Duo Essentials, Duo Advantage 5 Duo Premier fx. =& ,
& Advantage 5 Premier I AAMREV#F & B Al A5 Al , B<Cisco DUORANEZELR |, TS HMRA
MEM

- REEREEMMEEACNERR FRECIESRIEUEER APL
« BEFEERM RTFEEAEER NR , FEEEER API PIHRFERKEE,

BRRHEEEEM

Cisco Duo ¥ Cisco Duo API #EniEZRRHl, Hx Cisco Duo AP EXRFINELER , BSHEH
BIFAETHRERSE, MRENIE AP B HRERF AppFabric MIZHIAE Cisco Duo API M ARERF
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Cisco DuoV A& B HRE , N EREFRIW TR B E AppFabric JEERIER, MREBEERSERR
# , ¥EEB R Cisco Duo,

TWITEHLAEB B VBENE TREREIR ZIE 30 04, XRNARFREEHNTFREHEER AR
DBRBELIAMEBOTLERAAR. T, XATREKFRAIHITEENL. WFERE , BHKR AWS
Support,

Connect AppFabric ZI#R#¥Cisco Duoltf

£ AppFabric RS HAIEN ARF TG , YA AppFabricE At 1T Cisco Duo. EERBRNFIEN
£ B Cisco Duo AppFabric , iR TS,

B2 Cisco DuoE#E API M AR F

AppFabric 5Cisco Duoff il APl [RETHERK. EREFLIZNAREFCisco Duo , BEAUTER,

- EBIECisco DuoBE R API NATREFF , 1M Cisco DUuoEE API HE —FHhRVIH AR TR
.

PR MR

&AM FE Cisco DuoSI R F RN TSEE :

- BFEWMAL

- BFIREAR

R R FEKX

P ID

AppFabric &K ID, A LA1ECisco DuoEHEZ F X EIFHF/ ID. EFEHFEFK EHL & Cisco Duo , &
BRRUAT SRIEME,

1. S B “Cisco Duo B 7 & " W HH EFK.

2. $¥ME ‘NARE , ARERE ‘RFNARF

3. ENAEFIRPIKE Admin API 5 E , RFIERRALE Prot ec t RE B ER S FAREFHIRE
API £,
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4. APl EH B WX Napi-<tenant-id>.duosecurity.com , Efi<tenant-id>2FEF ID,

M BER

A —MRIZ L — Cisco Duo AWM A, AppFabric A/ B FRRIRIE R AR F RNAES M
AR ENE AR

RS T hE
AppFabric FiERRS T, BSTHENESIRNERZANZES , BT,

integrationkey:secretkey

BREFEREAEKZHMEHACisco Duo , FERAUTI R,

1. SM%E “Cisco DuoBE [ 25" WHH EF,
2. SME‘NARR , ARER ‘RIPFRAERE.

3. ‘BERFNARE , ARENARFIIRFKE Admin API % B. RHmAMH “RP" LU
ENARERF. B TRIEBEZD H A MGrant read logHGrant read resouxce,

Dropbox

Dropbox BN A IREE - , BBENALEREFWTRIE , TieNEMMEL £
BT, RERMHEFRATLAHENIE, cEIRERME—TEE, Z2NABRELR , FRAF B MNIR
BIFTFIREUE, Dropbox RRBFEFHAEFNERFILEIRRFTWMS, £ 180 MER/MXAE
B 7 {ZEMAF |, Dropbox B fEar 2iZiT —fEFHEMN IEAR.

AWS AppFabric I 7T Z£EN , B AFERZERSRE T IT A EN AP BIEDropbox , FFEIEIR AL
NFABMELZELEELR (OCSF) £ , AEHHIER HET S #HE L F#KRS (Amazon S3) Fi4 1@
L L EEIE Firehose o

&
 AppFabric & Dropbox
- 1E7E AppFabric iE# &/ Dropboxik

AppFabric & #f Dropbox

AppFabric X #F#k B 1 A F 8 S M= #&% B RDropbox.
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AppFabric EE RN E&Z B ENTIEN B FrE R Dropbox B FHW Bt | BMATUREUATESK -

o SR A Dropbox ALK, T FM T WA Z KA %K E Dropbox ALK |, ESH
Dropbox P34 E# Dropbox Business.

- &K Dropbox lKF AN EEEHANERRAACRHNAF, EXACGNEZEER , 1551 Dropbox #
Bher OBk Y 204AI 58 22 Dropbox FRA Y B EE 5 AR o

ERRREESEM

Dropbox X} Dropbox API FEMNIEZE[R#], &< Dropbox API EER&EHINEZEE |, F2 1 Dropbox M
BEIE RN UL LR IERERH|, 1R AppFabric MZHIE Dropbox APl B ARRFHNASENRS , NE
TEFRHFR AL AppFabric ATRESEER,

FiITEH XX B BENEARELIER S 30 4. XENARFREANTFRZBHERI N
PEHBEBERTMEINTAL BRI, A3 , XAIAEKFRIIHATEENL . MEHL , HHKR AWS
Support,

IE7E AppFabric & ## Dropboxik /2

£ AppFabric RS OIERARF /G , %I AppFabricfE F# 1T Dropbox. BEEHKRNFTENE
B Dropbox AppFabric , i5fEHA UL T E R,

BlZ OAuth NAEF
AppFabric 5Dropboxfff OAuth £/, E7 Dropbox HF#l# OAuth NFAREF , BIRU TS RIBE

1. 7E Dropbox App Console FiEFSIZNARERF , MukH https://www.dropbox.com/developers/
appso

EFHNARFREREL | %2 APl H/ERZIARINR,

ETXR , RipREEEEERETEDropbox.

WEEN OAuth NARRF , RARERCIENARFUTHYS OAuth REAEFIRE.
ENARFEEREL , £ OAuth2 EEM URI ZERHFRMEAUTHEINEER URL.

o bk~ 0N

https://<region>.console.aws.amazon.com/appfabric/oauth2
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It URL fi<region>R&EHEHPEE AppFabric NARRFEHNAE, AWS XE flin , £EEXR
=B ( HFFRILMILER ) KM ARB A us-east-1, XN FiZXE , EEEM URL A https://us-
east-1.console.aws.amazon.com/appfabric/oauth2,

6. EERM.
7. EHFARFEHNNARFFANNAREFZYS , UEE AppFabric MAREFRXPEM,
8. BHLUFRERTF LR EttFERARENIRINE,

rEEE
BYBERARNAREFEERE LR RED M@ Dropbox MAREF RN TER :

* account_info.read
 team_data.member
* events.read

* members.read

 team_info.read

SEREIERRR.

R A2 FF %1%

# /1D

AppFabric FHEREMNMES 1D, it AMES —N AT LAME— #b#R IR & Dropbox MK HYE | HI20E]BA & #R.
HFBER

1 AFRIRLLME —Dropboxitk P B #5. AppFabricfEAEF BMRKGIENARFRERXNBESINARFR
A2 BRI SR EL

FFim 1D

AppFabric Fi&ERZE i ID. FHIZE % ID AppFabric %8 Dropbox SRR FZ4H. BEEREN
Dropbox R AAZ4R , HERBUTSRHzITIRME -

1. SMZE Dropbox App Console , M1t} https://www.dropbox.com/developers/apps.
2. WEMRAREENNARR AppFabric.
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3. ENAERFGEENEHNRSHsFREINAERFZER.
4. 1EH “BEF % ID” FE % A Dropbox N FA T2 Fr#Y B 2 & %48 AppFabrico

iR &

AppFabric FHEREF . PHNEFIwE4 AppFabric &8 DropboxN AREFZ. EEREN
Dropbox M ARRFFAR , BIRBUT T RFETIRE .

1. SfnE Dropbox App Console , Mt https://www.dropbox.com/developers/apps.
2. REMRAREEZWNARER AppFabric.

3. ENARFEENENRSHSPRIEINAEFILR,

4. HEM BB FERFH A Dropbox N R HY B TR F 4R AppFabrico

REERX

EHRRIENARERFRRENGE AppFabric , 45U E| —NDropbox A FHUERNMEEEOD., EHE
AppFabric % , HEER T,

Genesys Cloud

Genesys CloudiBid &I £ 9 all-in-one REEHRFMEZTRE LB REHOXNTF, XELTEBAAT
MEFRESENGR  HNRETE, BEEFMEMNEGELEREPIRE, AWS AppFabric I T L2
N, O LAE AR B FIT A EFMAFHIEGenesys Cloud , fFEIESR AL I FF IR & Z £ L IAE
%2 (OCSF) #& =X , A FHEER LT S#HE £ F# RS (Amazon S3) F L L #h EIHE Firehose

Mo

F

« AppFabric ¥ Genesys Cloud

o IE7E AppFabric &2 Genesys Cloudlk f°

AppFabric ¥ Genesys Cloud
AppFabric Z#F#EKK B A FE S M % & B EGenesys Cloud,
FRFZ M

AppFabric EF A= A SN0 B FrLiiGenesys CloudB|ZFW B WM |, BATHEREUTE
X :
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. IR

o IR

Ch

HMEH Genesys Cloud K,
# Genesys Cloud KR4 MEEEEERAGHAR,

FREPEEEM

Genesys Cloud X} Genesys Cloud API FEIIEERF, HX Genesys Cloud API ERRFINEZE

BN

&2 Genesys Cloud Developer M4 /=R,

TITEH R ED BEMIBRATE TJAELIER %X 30 24, XRENARFRMUENFREHIEER N
DBRBELAMEXBO T ERAAR. A, XATUEKFRAIHITEENL. WFEHRE , KR AWS
Support,

IE1E AppFabric E#Z## Genesys Cloudlik /2

£ AppFabric REH RN ARFEE , 4 AppFabricfiE 3t T X Genesys Cloud, BEE K ZNFT
E S B Genesys Cloud AppFabric , AU TE R,

8l OAuth AR

AppFabric 5Genesys Cloudff ] OAuth &£/, ZE1E Genesys Cloud F&|& OAuth RIAERF , BRI
THRIRE -

1.

4.

&8 Genesys Cloud R OM L E# 422 OAuth &/ im FP RV BA B 1T R 4B

N FRCEGRE | EHEABEN.
FERAUATHEIANEED URL ERERIEZEM UR,

https://<region>.console.aws.amazon.com/appfabric/oauth2

It URL <region> AWS XiF 2 EEH R EE AppFabric MARF R, Hln , XERE
(BERIMILE ) KB RIBHA us-east-1, W FZXE , EXEMR URL A https://us-
east-1.console.aws.amazon.com/appfabric/oauth2,

ERTEEAE RENNAREFITANEES KR, EFBEaudits: readonly&
fGusers:readonly, BXBEMNEE , 52 Genesys Cloud FF & A & /O HH OAuth 58
B

1EERRE., Genesys Cloud 2RIBEFin ID MEF®ZH (T )
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PR

IR LT SB BRI E Genesys Cloud OAuth R AREFH -

* audits:readonly

* users:readonly

Bz 72 7 & 4X
#F/ 1ID

AppFabric &R EHFEF ID, RHIFEF ID AppFabric &8 Genesys Cloud==Hl&F#r. &
AT LAIER B A ot A2 R R BIFEF 1D, 0 |, usw2.pure.cloud BT URL https://
login.usw2.pure.cloud REYFAF ID,

H/ A

W A — MR LM — Genesys Cloud AR E#. AppFabric ERMEF ZFRIFCHAREFRZRNANE
o R AR F RN 2N EARE

ZP# ID
AppFabric &R EF iR ID. EF Genesys Cloud FERENEF K ID , FRUTSERIR®E

1. EEEER.
2. EEAT , &#F OAuth,
3. 1&# OAuth F P imBURENE F iR 1D,

EPiREA

AppFabric FEREF %4, BT Genesys Cloud FERBHEFRZEH , BHRITUTSE -

1. EEEER.
2. EEAT , &#F OAuth,
3. 1&# OAuth F /i BAIRENE P im 2 41
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GitHub

GitHub 2fEH Git #ITHRHEF LANMAEHNEANERS , AFFEAARFHENEEMINRBE,
AN B RMH Git WO MARAES AR FRES, HIRRE, REDEER, 588, 88
XA Wikic AWS AppFabric I 7T Z£#0 , & e LE A BB N FIT B EMA P HIEGItHUD |, F
BEREC AT RN ELZLRIESR (OCSF) & , AENHKIEH B2 55 E 2 F# RS (Amazon
S3) FEM I S #EIE Firehose Hio

£
- AppFabric X GitHub
- 1EFE AppFabric ¥ &M GitHublk F°

AppFabric X GitHub

AppFabric XKk BN A FEEME& B EGitHub,

FTRFAM

AppFabric EFE AT AENZIHH B IR BGItHUbEI XIS B Mth , BATUR BT ER :

- BEpEEHES , EFERE-NTLKS,
- EpEtLEZES , ERERFLULKFNEERAE®,
- EMNALRNERBEE , BEERANELMBEE,

BRERRBEZEM

GitHub X¥ GitHub API #EINEZRR 4|, B< GitHub AP EZEEREINEZEL |, 5 GitHub Wit
B AP BRIEEIM DB, MREWIME AP B ATEF AppFabric MEWIAE GitHub APl R AR FHA
SHBIGitHub'sPRHl , MI# & REVF B E AppFabric JRERIEIR,

WITBEHRKIEZ BIMIEN B ATEES IR 2% 30 74, XRENAERFRENFZBHILRE N R
DBEELIMEBA AP ERIR. T8 , XAUUEKFRIFITEEN . MFEHE , BEHER AWS
Support,

IE1E AppFabric EZ £ GitHubiK F~

£ AppFabric RS HFRIENAREFSE , 490 AppFabricff A TR N GitHub, BEERRNAIENE
B GitHub AppFabric , BERAU TSR,
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https://docs.github.com/en/apps/creating-github-apps/registering-a-github-app/rate-limits-for-github-apps
https://aws.amazon.com/contact-us/
https://aws.amazon.com/contact-us/
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B2 OAuth NAEF

AppFabric 5GitHubf£ A OAuth &R . AT SRIE GitHub F4]Z OAuth B ARERF. EXES
E8 , FSAGitHubM 5 LY “BI2 GitHubs M AREF",

1. ERTEALANDIALEG , REERRE.
2. EEMSMERTD & FRARRE,

3. HEEMSMERS , i&F OAuth NAEF.
4. IREFE OAuth NRERF.

(® Note
MREZBIARCIZE OAuth MR , ML RHE RN EMHNAEF.

£ NARFEN XAEPHALHNAEFRNER,

FEER URL UARAE A6 A ST R AREF =4 URL,

(k) ENARFHERXAEPRANARFER, AP EEETIER,
FERMNEF URL XAEH AL THEIA URL,

©® N o o

https://<region>.console.aws.amazon.com/appfabric/oauth2

It URL <region>H 2 IZEH B EE AppFabric NARFESHNAB, AWS X fit , EERE
(BEFRIMILE ) KRB A us-east-1, WFiZXE , EEM URL A https://us-
east-1.console.aws.amazon.com/appfabric/oauth2,

9. WREM OAuth MAEFHFEARBRKRRAINNBENAL , FEEEARER. EXREBERNE
ZER , FZH GitHub ML E R OAuth RIAEF.

10. EEFMNAER,

R A 72 7 & 4X

# /1D

AppFabric RiERERVES ID, MEAUTE—HBIXEHEES, ID:
U FEEE

MRERTHEWKFAENFTEARRLERE  BERALLHERBEE,
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FRMLFZBER , 57 ID BE2f8KF I ID, &0 LA7E R 5 25 /Y itk 1= 3 Bl b
A 1D, BlEN |, exampleenterprise AT URL https://github.com/settings/
enterprises/examplenterprise FEI ID,

AL EZAFEEHES ID A, BIERSMN enterprise:, At , FElENRBIEER
enterprise:examplenterprise,

HAAOAFZBEE :

MRERTRALRAMITHRE  FUAREERNSOERAAAFRAET, C©IF/ERNIT T7THRE.
BRERMAURMARHPITERARES

FERARFZEEN , /P ID REENALR ID, B LTEX KM it 2 R RBIH LR
ID, I3 , exampleorganization LA URL https://github.com/settings/
organizations/exampleorganization FHEILH4A ID,

ERHARFZESEEHES ID &, BIERSMA organization: . EIt , HEIEK ROIEER
organization:exampleorganization,

H/ A

M APRIR L IE — GitHub2 L SRA LR B .  AppFabric £ A/ B MKIR SN AR FRNANES A
7 RN 62 AR AE

EFim ID
AppFabric FHiEREFiw ID. AU TLZRE GitHub REREHE I ID |

1. EETEALANIALE  REERRE.
2. EEMSMERSD , &E FRARRKRE

3. HEEMSMERS , & OAuth NAEF.

4. RFEHFEN OAuth NARR , RBFERE IR ID E.

EF iR

AppFabric fiEREFHZER. EAUTHZRE GitHub FERENEF IHER,

1. ERENEALANDIALGR , REERRE,
2. EEMSMERTD & FRARRE,
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3. HEEMSMERS , &8 OAuth NRAEF.

4. EERFER OAuth RRERF , RAREXREFFHERAE. NREXTINENE/wEH , AT
FEER—TMHNEFIREH,

REERX

EPRIENARRRENG AppFabric , I EI —/NGitHUb A THUERNM B EE O, E#tH
AppFabric B/ , HiEE LT,

WMRBAT OAuth RARF I ERE , TEHAESHALAEX OAuth NARFIEE T IH RN R,

Google Analytics

Google Analytics —IM &5 MRS , RS2 (SEO) MEHENREMAITHIENERS T
B, Google Analytics A TIRERM It HRER M E LT ENR, CRAUBSBANLBERAFRENEEXRR ,

HEAEHTINIIOAT , REBFERER (HlNBEE, FraimemywE)  RNAFRsE
WEXAEYE  HREMEEEE , SINAORITER, P PHEBERIERE A TGoogle Analytics

RN ERELTADN , FEINARATREEE TS, BEINERENEFHETHE.

AWS AppFabric I 7T Z&iE2N , S AEAEWRKR BN ® it AEF A ##EAzure Monitor , FFEIERR
ECRFFEMELREEMESR (OCSF) X , REFEHER L2 53 # £ F7#RSS (Amazon S3) 7
i I 52 Z04E Firehose Jito

FH
- AppFabric X% Google Analytics
- IE7E AppFabric E# %8 Google Analyticsik F°

AppFabric ¥ Google Analytics
AppFabric X #FM\#ZE W 5 # B FGoogle Analytics,
FRFZ M

AppFabric 2 A H#& A EMNZFH B ¥k iGoogle AnalyticsE| X IFH B it , BATHBEUTE
R
. UM RZGoogle AnalyticsIKFIIEIE R .

« AppFabric EXfHE , BEEEGoogle CloudM B £/ AGoogle AnalyticsEIE 57 APl, ®iE
Google Analytics OAuth M AR |, EFAERFIAE
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BRRREEZEI

Google Analytics X Google Analytics API #EhNIEZERF|, Hx Google Analytics APl IR [RHIHE
258 , 21 Google Analytics ( 547 ) Ptk ERREIFE . MR AppFabric SEIEK Google
Analytics API NAREFASEIERES , NEREPHEFEZHEE AppFabric ATREER IR

FITEHRET B NENNEATRERKERZIE 30 248, XRNARFREENFTREGTERR AR
DBEERMRENTLBREAR. T, SAREKRSRAFTEENL. MFEHBL , BHRR AWS
Support,

IE1E AppFabric E### Google Analyticsik /~

£ AppFabric REHhRIBNARFSE , &9 AppFabricfE A 1T Google Analytics, AT S
BREHIZNGoogle AnalyticsFTrE RIS 5. AppFabric,

232 OAuth N AR

AppFabric 5Google AnalyticsfEA OAuth &K . TR TEZRUEFCIE OAuth NARERF :
Google Analytics

1. ERESZHN OAuth BERR , FRELEMN L (BT REEE) FEE OAuth BERFFFRY
AR TR
2. IEF NI ER R RE

3. ERBEE OAuth EIF AppFabric , iR (Google FF X&) S HIEHEERFETEA OAuth
B P ID R0 B gy i B Bt TR AE,
4. FERAUTHEAWEER URL,

https://<region>.console.aws.amazon.com/appfabric/oauth2

Ziit A <region>REBEHFE B AppFabric MARF KRB, AWS X flin | XERE
( BERIEMILER ) KRB A us-east-1, X FiZXE , EXER URL A https://us-
east-1.console.aws.amazon.com/appfabric/oauth2,

FiEsEE

& ATRTE Google Analytics OAuth B AR F RN TERS

EXBNNARSF 49
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https://aws.amazon.com/contact-us/
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https://www.googleapis.com/auth/analytics.edit

Bi TR X
#FID
AppFabric &K 1D, HHIFF ID AppFabric #&#Google Analyticsi ~ 1D,

1. #¥ZGoogle AnalyticsETT o
2. ESMBERFIER EEA
3. BAIME K/ > K/IRE > KFFER > W/ ID” THREIENKS 1D,

HF A

i APRIR L ME —Google AnalyticsB 4RI Z #r.  AppFabric £ FFH F & #kAric N AR F RN FAES &

AR F RN ENEMRE.
E i ID
AppFabric FiERE Fif ID. AU TTREREKRENZE i IDGoogle Analytics :

1. BRI FEU WH,
2. 7 OAuth 2.0 &/ iw ID 8% , EHRECIBZIE % ID,
3. FEFum ID FIEREM HEE" B

EFin#EHA

AppFabric FiEREFIEH. FRAUATSIREFERENEFimEEGoogle Analytics :

1. BRI U WH,
2. 1 OAuth 2.0 /i ID #o , EREFF/IHAE W
3. ZIER “BEFIES B HTEFIESA.

App &

EHCIZENARFRNG , AppFabric W E—MGoogle Analytics A TH#HE AR HEHED., B

R “ A kit AppFabric 21X,
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Google Workspace
Google Workspace = Google F A M EN=ITE, £~ HAMETE, BHEN~RNES,

AWS AppFabric I 7 &£l , @R AEAERR BN ® it B &M A - #H#FEGoogle Workspace , ¥
BIEFEC AT RMERELRELR (OCSF) 1 |, AR FEHIERH L 2L 53 # 2 F4# RS (Amazon
S3) FERMT L SE B HE Firehose Jito

B

- AppFabric # Google Workspace

- IE7E AppFabric E#Z %K Google Workspacellk /2

AppFabric x# Google Workspace
AppFabric X #F#Z Wk B# A FE S M & B EGoogle Workspace,
FRFM

AppFabric 2 5% # B M X8 B irfE MiGoogle WorkspaceZI X 0 B Hits | BMATUE BT
ER

« BMIRIT IR Google Workspace Enterprise Standard it%]. M1E T B eI2 R A K E Google
Workspace Enterprise Standard itXll , &1/ 8 Google Workspace it Xl Pk,
- & Google Workspace #FHAFF X AEEEEERAABHNAF.

* AppFabric EXBE , RBEEEARTIE LFEA Google Admin SDK API, % T ##i#1E , 2
%] Google Workspace 7 X &R H /5 A Google Workspace APl,

BREREEEEM

Google Workspace X} Google Workspace AP fEIIEZFER &, X Google Workspace AP & R #i
WEZEE , HSH Google Workspace M {Google Workspace B2 R {sr) IR & MBELE,
MR AppFabric FMEM A Google Workspace API B ARRFHASBIRE , NE REFNEZHE
& AppFabric AJ8ERIEIR,

REZHEITEHTRIMER 30 7484, REFUHSEAARERRS 4 MIFREXE B L. XENA
BEFREHENEFREHFEEINBOBBEBERAMRINAHEERR. BXESZRESE , H5H Google
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https://workspace.google.com/pricing.html
https://console.cloud.google.com/flows/enableapi?apiid=admin.googleapis.com
https://developers.google.com/workspace/guides/enable-apis
https://developers.google.com/admin-sdk/reports/v1/limits
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WorkSpace B 7 HEIM it P HIERZFIERRE. T , XTUEKFRIFTEEN . MEH
By , EEXRAWS Support,

IE7E AppFabric E#/2# Google Workspacellk

1£ AppFabric REHRIEBNARFEE , 4 AppFabricfiE B T Google Workspace, BEEHK %
WFTERE R Google Workspace AppFabric , 5T S5,

B2 OAuth NAEF

AppFabric 5Google Workspacef | OAuth ££5X. E# Google Workspace # #3 OAuth R A2
F, BEUATSRRE .

1. EEBZK OAuth BERHE , B8 Google Workspace Mk _E Google Workspace 7 % & 15
FWEE OAuth BERFH M HARITERE,

NRAFREIEERE,

2. EREE OAuth i AppFabric , FiRR (FREFIEM) F “QIEFREIE” WEMP “OAuth B/
U 1D FEUE” EB PRV A TR ¥E. Google Workspace

3. FEALTHIMEER URL.

https://<region>.console.aws.amazon.com/appfabric/oauth2

It URL AWS XiF HFi<region>R B EHPEE AppFabric EAREFSHNARB. il , EEXR
2B ( FHFRILMMILE ) XFMARBA us-east-1, XNFZXHE , EXEME URL A https://us-

east-1.console.aws.amazon.com/appfabric/oauth2,

&I LT SB B IR Google Workspace OAuth B FARRFH -

* https://www.googleapis.com/auth/admin.reports.audit.readonly

* https://www.googleapis.com/auth/admin.directory.user

MBLEERINXETE , BNEERHTTATES AP HINEEM Google Cloud API FEq,
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https://developers.google.com/workspace/guides/configure-oauth-consent
https://developers.google.com/workspace/guides/create-credentials#oauth-client-id
https://developers.google.com/workspace/guides/create-credentials#oauth-client-id

AWS AppFabric EEER

BI T2 R

# /1D

AppFabric &R EHFEF ID. RHIFEF ID AppFabric 28 Google Workspacell B ID, EEHKE
HWIAE ID , FSHE Google API #= 4| A#BIM L LK ZIWE 1D,

H/E A

i A —MRIZ L — Google Workspace & %5, AppFabric £ B2 #Riric M ARFRINAE
o R AR F RN EI 2N EARE

/4w ID
AppFabric I ERERHEFix ID, BEEREN T/ ID , BTERATSRIRE

1. £ (Google Workspace FF X &m) FEBRIINHANEEEIIBIPHNEERERENEF K
IDo

2. EW BRI ID ZEBFHA OAuth EF IR E % ID. AppFabric

EFiREHA
AppFabric FERENEFEFHNEH, BEEKR BN RER  TRUATIRIRE

1. fEMGoogle WorkspaceF X EHEBH EERIUENEANEE TR PNERERENET RE
il
2. MREFEBEBLEMNEFIKEY , BIRBGoogle Workspace F X BEERMPERZIINEANEES
iy 2 £A EB 20 HP HY TE BA AT R A

3. EMFFBHAFERD@ALNET RN AppFabric

REERX

ERRENARFRENGE , AppFabric 5K ZE| —1Google Workspace i THU RN HEEEOD, E
L AppFabric &4 , HER T,

HubSpot

HubSpot E—M&EF¥ & , S8EEEH. 8. NEEBENEFLRSAENTERME. ERME
Ro HubSpot WEERF EEEREBLTEITHREENSER : ZWES, , NMERMB LRSS, AWS
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https://support.google.com/googleapi/answer/7014113?hl=en
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https://developers.google.com/workspace/guides/manage-credentials#view_credentials
https://developers.google.com/workspace/guides/manage-credentials#reset_client_secret
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AppFabric I 7T Z&EEN , B UERAEECREN E it B &M A - BIEHUbSpot |, FFHIBIR AL TR
ML LRMHESR (OCSF) X , RAENHEMHI T I HH L F#RS (Amazon S3) FHMRL L

PEIE Firehose o

FH
- AppFabric X # HubSpot
- 1E7E AppFabric ZE & HubSpotlk /=

AppFabric ¥ HubSpot

AppFabric Z#F#ZWk B# A FE R M=% #&% B EHubSpot.

FRFA

AppFabric ZE ¥ 8% B EMZHN BRERHUbSpotEI X IFHWE M , BXIHEEATER :

« BAUMIE HubSpot RIEERRWITHEMK, , FeethEiGRIEITAE. BX HubSpot ITFHME
E8 , B[R HubSpot A E L EEEH HubSpot 1T,

s BATREFEARKF AR S ZIKF XKW ARERF.

s BNIZRBREERASEEBCH HubSpot IKFARZENARER , L&A App Marketplace 177
RS2 N ARFERNBEN AR,

ERRBEZEM

HubSpot X} HubSpot API FENEZRR#HI, 55 HubSpot APl EERFINVEZEE , SIEFEA OAuth
WA AREFWRS , E3H HubSpot Mt FHIERRSH, MMREMNINE APl RLATRERF AppFabric A&
HILAE HubSpot API N ATEFHubSpotHEBHRE , M E RERK T ALK AppFabric ATRESHE

TITEHLZZBERNVENE TESERZIE 30 2, XRENABEFREHNTFZEHIEER AR
DBREELRMEENT BRI R, A , XTREKFRAIFTEENL. WFERE , BHER AWS
Support,

IEfE AppFabric 3 # &£ HubSpotlik /-~

£ AppFabric RS HRIENARFERE , 49 AppFabricff A TR N HubSpot, EERBENFTEMNE
B HubSpot AppFabric , FIRUT S BRigAE,
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https://aws.amazon.com/contact-us/
https://aws.amazon.com/contact-us/
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B2 OAuth NAEF

AppFabric 5HubSpotf# A OAuth £k, E7E HubSpot F 8|2 OAuth AR , BERUTSERIRE

1. &R HubSpot M5 LAY HubSpot 155 #Y 6 2 22 H N A1 /- B 0 v Y 5 BR HE 1T #R 4
2. MNEGRIDLEDF , &0 FECE FIHN=/1EE,

3. HEEM[ URL AEANTHRAMNEEMD URL,

https://<region>.console.aws.amazon.com/appfabric/oauth2

It URL <region> AWS XiF; 2 EE HH g B AppFabric NARRFENRG, i , EERS
( BHRILMILE ) XKIFHRIBA us-east-1, M FiZXE , EEME URL 7 https://us-

east-1.console.aws.amazon.com/appfabric/oauth2,

4. GEBIENARERF

FrEEE
AT LT SB B A N E] HubSpot OAuth R FREFH -

+ settings.users.read
« crm.objects.owners.read

* account-info.security.read

R AR FEKR

D

B ASRIR L IE — HubSpot A48 1D, $I0 , % ASEH HubSpot K™ 1D,
MPEWHR

WA — MNRIZIEME— HubSpot AR E#r. AppFabric A3/ & HRERIC N AR FERNES A
2 F RN B 2 M E T EREL

E P& ID
AppFabric &R E i ID. EE HubSpot HERBWEF iR ID , BIRUA TS HRIEE -

1. §#ME HubSpot EFWH , FEALHFTRARKS ZIEEF,
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2. NNAEFEE 6 EREVNAER.
3. MEOLRIBEB+FH EREF R ID H,

EF iR
AppFabric FHEREF %4, E1E HubSpot FEREN BT IRER , BRITUTER !

1. SME HubSpot EXMH , HERAEHIT LA AKFZIES R,
2. MNHARFXE K EEENNARRF.
3. MNEMBRIEET+ , EXEFFIRBHE,

HERX

EHeIZNRAREFRNG AppFabric , ZoRFUIE —MHubSpot A THUERNMWBEHE D, ERAERYEI
KPR ( FRENTREKS ) BFEMIKS LAHLE AppFabric #1X, &£ tif,

IBM Security® Verify

ZIBM Security® VerifyRFIRMHE B, BT MR K ATEESHERE, EEBEATINERE
0 &3 MG R RA R B HBFNIK S . TREFEERBRRER A MRS R |, # A LIBM Security®
Verify#5 By 822 31 E 4 H B 38 5 TFJE 28 & mia i R EB R

AWS AppFabric 8 7T &£l , B UEREWR BN = it B &M A - H#EIBM Security® Verify |, fF
BEFAECATFRMEZ S RRTELR (OCSF) KX , AR FHIEE 2L 5 & 8 74 RS (Amazon
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AppFabric FiEREFHLZH. EAUTLZRIE ServiceNow REREN T FimEHA,
1. SfZl ServiceNow ZH| &,

2. EBRS OAuth , AFEENARF EMRED F,

3. EREBHNARRF.

4. FIEM OAuth RABFFHNEFIHBAMAINET - RBAFERF. AppFabric
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REERX

ERBIZERN ARG AppFabric , U E|—4 ServiceNowFA THUERNA B EBE O, %F “R
¥ LAt #E AppFabric 1%,

Singularity Cloud

#ZSingularity Cloud & AIRFEHN L ERE NN B EZFIERBINER. HRETAHAIEENR
SMMNEANEENERT RIKEFRNKE , flAREINREMNE R,

A LAE A AWS AppFabric #5k B K& it B &R A - #dESingularity Cloud , FFEIEFRE(L T8
MERLEIMESR (OCSF) B , AN HIER L EIL T2 £ 74 RS (Amazon S3) FHEEHIL S
EEIE Firehose o

(@ Note

Singularity Cloud R B 7 #& & 5 Singularity Cloudi F~ [ = 8ET4 81 X84, Rt , BT EEZ8E
) A Singularity Cloud SRS Y 3T,

FH
- AppFabric # Singularity Cloud
- IE7E AppFabric E %/ Singularity Cloudik /2

AppFabric X% Singularity Cloud
AppFabric ## Wk B # A F E B # %= # B &Singularity Cloud,
FRFZM

AppFabric =1 B B M X6 B $ri& i Singularity CloudEIZ 89 B #93t |, &#9Singularity
CloudlkFHhAMEEEHE R A, HAx Singularity Cloud APl BREREINEZEL | HEREN
Singularity Cloud Ik /= , XA HERAE,

BRRHEEEM

Singularity Cloud X¥ Singularity Cloud API #E1EZRR I, < Singularity Cloud API &2 R HI#Y & %
R , BEFREH Singularity Cloud Ik F° , XX IS , RFER API RERH,

EXBNNARSF 84



AWS AppFabric EEER

BARSEIFREHLERES 30 7T REEENL, IRNARFRUENTFEZEHERR N
DBREERMRENTLBREAR. T, SAREKSRAFHTEENL. MEHBE , FBHR AWS
Support,

IE7E AppFabric E ##& /9 Singularity Cloudk /2

£ AppFabric REH eI ARFEE , % AppFabricff #1712 Singularity Cloud, E&E#H %X
FrEERI{E & Singularity Cloud AppFabric , RN T SERIBHE,

B 812 API S & Singularity Cloud

TR T ZRUGIZ SRS AP RN APl ThE. APl THEFXEKREBFERNZES SR e FHRf
bk,

® Note
ERSAF API TRz RS2 fE , CIEH AP HEFIIRS AP UIREGTE AP TR,

1. B FIEH Singularity Cloud I F o

£RE TEEH  &E AP, REEE ‘REAF,

TE BRE, RRER QIBFBRSAF

ERIEMBRSAS B, WARSAFNESR. BRI BB,
EET—%,

£ EBFHEEE o H |, EETE.

2

o EEKFERHRIEH
- ERERINEFZBTNIKS
7. 1%&#% Create User,
APl THELERK. HIT—1EQ , ERTHEZENS , ARTR—FHEHR , BERXRERRF XA
BEETH,
8. (W )EERSH AP TEAFGHFHETRLNVE.,
9. &EEFEXRM,
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BI T2 R

#F/1ID

AppFabric ¥ ERERHEIAS 1D, PHFEF ID AppFabric JF 2 85 F RS #Y Sentinel One ™ i it i #Y
Fig, i, MREFEHZexample-company-1.sentinelone. netithit & FSingularity Cloudik
P, NEEFEF ID FHexample-company-1.

M BER

i APRIR L ME — Singularity Cloud4B4R Y& #5, AppFabric £ AR/ BFRRIM N AR FBRNAEN M
AREFENCIENETHERE.

AR S5 7= 5 b

£ A SRR A SE R ) €32 API T h# Singularity Cloud#¥80 REV S IRE R T, MREMET THEEE
EREITRE, WA UEE BRHITHEE SRR ERK— MR T .

(® Note

MR EFREFTH HERTE Singularity Cloud 2% & 4K 7 # AppFabric B APl 51 , M$ZER
MEIE, MREEXMER , CEEFRAFN API SHREFHNARFREN , UMIREFK A ERE
H.

Slack

Slack WERRBILAMNNIELTERR, EfMR, EEERN. ERBFARAINEF LTS, BEE
RBEFESEMNANEESD , TULHERNARALE | FHAREREHEE TERRBRRANSES |
MRS K. 4N Salesforce B —Ef% , Slack #RE & X Zl Salesforce Customer 360 1 , M2
SHE. RENEEHARNIERR, ETHESEEHTHRERMEA Slack , B1HHE slack.com,

AWS AppFabric 8 T &£l , BRI AERAERREN It B &M A - BdESlack , HHBBIRALRFT
MR L REESR (OCSF) B , AENHER HEIL 52 £ 1746 R55 (Amazon S3) FHEFEZHIL
S EIE Firehose o

£

« AppFabric # Slack

- IE1E AppFabric 38 Slacklik /2
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AppFabric X% Slack

AppFabric Z#F Wk B# A FE R =& B &Slack.

FRFAM

AppFabric ZEE AR # &% B EMNXZHFHN BIRERSlack BN B it , BLIHERATER :

- BAUIIBAE Slack BY Enterprise Grid itXl, BXEZER , 5 E /1 SlackEnterprise Grid ( L F
SlackMut ) o

. BUAME—NEEHALREEACHWAFEZNSlacklIkF A, BXACBHNESZSELR , BT Slack W
vh £S5 8) Slack #BIH/UBISlack A BEE,

EERRBEZEM

Slack ¥ Slack APl KENEZRRF|, HX Slack API EX[REINEZEE | {51 Slack Mt S
% {Slack API fEF1ER) PHEREREH, MRENINE API B AR AppFabric MZHIME Slack
AP| B AREFWAESEIRE , NEREHRNFHK B LR AppFabric ATBESEER,

BARIER I EEW

FITEHAET B VENBEAEERERZA 30 048, XENARFRENFTFRZSHERS AR
DETFEELMEENTPFERAIE. A , XU EKFRIHITEEN . MERLB , KR AWS
Support.

IE1E AppFabric ZE1Z & Slacklk

£ AppFabric RS HAIERNAEF3E , % AppFabricfE At 1T X Slacke EERBENFIENER
Slack AppFabric , IR T SRR,

212 OAuth RIAREFF

AppFabric 5Slackfff OAuth £/, #12 OAuth K ARFERMEE  FANAREEERMLTT
eI, B Slack F 812 OAuth NFARF , BERUTS R,

Using an app manifest

1. EENNKEEPSME Slack KAREFEERE,
2. ERVBFHBARRE.

3. ERXBNARFEE.

4. EBRERNEHBENH IEZE AppFabric.
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5. FETHBMAMARFEBRES , i&EF JSON , RS FHIAE JSON B RUTHAA, <region>
B AMEBK AWS X (Blf0 , us-east-1),

{

"display_information": {
"name": "AppFabric"

},

"oauth_config": {
"redirect_urls": [

"https://<region>.console.aws.amazon.com/appfabric/oauth2"

1,
"scopes": {

"user": [
"auditlogs:read",
"users:read.email",
"users:read"

]

}

},

"settings": {
"org_deploy_enabled": false,
"socket_mode_enabled": false,
"token_rotation_enabled": true

}

}

6. MEXEFEERNEEFHFREFES M ID MEFHEH,

7. XF auditLogs:read Bl , BXTEANABRFN AT X. BXEZER , 5FS5H
Slack Mt LB AT 2 Ko

From scratch

1. HEBZNARFRFEPIEEMNLTTHREIE,
NENNARFSEFEETEX,

MEXREENHERFREES K ID MEFIREZER.

£ OAuth MR E L , EFBEITHERKISRTEL SR
£ OAuth M FRITEMN EE [ URLEF 7 AL THE XM URL,

o b~ 0N

https://<region>.console.aws.amazon.com/appfabric/oauth2
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It URL AWS XiF HF<region>REEHPEE AppFabric AR EIHRB. Hil ,
EERI (FFRLMILE ) KEHRIBA us-east-1, N TFZXHE , EEM@E URL I
https://us-east-1.console.aws.amazon.com/appfabric/oauth2,

6. XTF auditLogs:read Bl , EXTEANABRFN AT XK. BXEZER , FEH
Slack Mus EHIE AL 5 Ko

FREEE

(® Note

RYEEFRMN LT OIE OAuth NAEFA , kMBI FER. MREERER NAEFE
BrROZENARFRR , EHLLED .

& AAE OAuth MR TTE ( EIEK Slack OAuth AR L ) ERMUTRAASETEE -

* auditlogs:read
* users:read.email

e users:read

R TR R R
#FID

AppFabric FFER A 1D, HHFEF ID AppFabric &8 Slack TEZE A ID, EIREUEWIEF
ID , &R R Slack M4 LY Slack # B UMK ZNEH Slack URL HRYIH A 1TIRE. EH Slack T
EX URL B9#&X 5 examplecorp.slack.com 5 examplecorp.enterprise.slack.com 3
., BEENIHEF ID & examplecorp ( A .slack.com = .enterprise.slack.com),

HFBER

W APMRERISlack T/EZEE ID Y E . AppFabricE A BFRFICNARFENUN BT NAE
PR A 632 B AT EREL

EFum D
AppFabric FMEH Slack OAuth ARFHIEREFiR ID. EEREFU ID , BERUATIRIEE .

1. HEEMNRNRI|RPEME Slack MAEFEERH,
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2. EEREZBRAFERAN OAuth AR, AppFabric
3. HBEXREE MEKN “BFRKID” ZERFHAZEF i ID AppFabric.

B iRZH
AppFabric FFMEH Slack OAuth NARRFHBEREFIHZEH,. EEREFRZS , BEUATIRIE
1E -

1. EZBPXNEEPRSME Slack NAEFEERH,
2. ERSE—BEAN OAuth NAEF. AppFabric
3. EEXREFEE THEHW ‘BFVLER FERPHEAZT YL AppFabric.

HERX

EHeIENARFRING AppFabric , B URE|I—/NSlack A FHARRWBHED., EftH
AppFabric X , iHEF 21T

Smartsheet

Smartsheet E— MNITEEB ¥ A , HBZEEANLLFHEI/E. ARMEAR, Smartsheet 24T
— A KNI FKINEE , FENMNAHEEEME, Bt ITEREH AINERELNERRER , NTE
REFEZEHEMEAN LN R N EIFEIERE,

AWS AppFabric I 7T Z£EN , B AFERZERCRE T IT A EMNAF BIESmartsheet , FHIEFE
{LATF B R L ZRMMES (OCSF) B , AENHIEH L2 528 £ 744 IR (Amazon S3) 74
WL S #HEHE Firehose o

F&
- AppFabric # Smartsheet
- IE7E AppFabric i &8 Smartsheetlik /-

AppFabric X Smartsheet
AppFabric Z#F#Wk B 1 A FE M & & B ESmartsheet,
EREMH

AppFabric EF A5 #& B EMNZ M B FrE fiSmartsheetB X IFH B Wit |, BARTHFEEUATER :
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o BYHIRE Smartsheet B, BAUFERKST . MEFHA T HELOMFLIEHAR Smartsheet IKF
152 % Smartsheet M4 _E R Smartsheet EH# 2K SmartsheetFn {1 7o

o AR5 HK SmartsheetF & & X HRRE

BREREEEEM

Smartsheet X Smartsheet API fEHIERZERF|, IMFEHM T # Smartsheet AP ERER&| | FSH
Smartsheet ML £ {Smartsheet APl &) FHIERZERE,

HITEH XX B BN B ATREL IR Z% 30 4. XRENARFRENFRZEBHIERI N R
PBBEBERTMRINTL BRI, A , XAAEKFRIIHATEENL. MFEHL , HHKRR AWS
Support,

IE7E AppFabric HE1Z &K Smartsheetlik

1£ AppFabric REH RN ARFEE , 40 AppFabricfE 3t TR Smartsheet, BEEHRIZINFIE
#Y15 B Smartsheet AppFabric , BRI T S BRIRME,

B2 OAuth RIAREFF

AppFabric 5Smartsheetff | OAuth £, E1E Smartsheet F &I OAuth NARERF , BIRUTF]
BYE

s

SHEE Smartsheet IKFFHNF R ETE,
MNFRETEREHPEFRCIEMTNARRF,
ERBRMMARFRE LEEMAERATR,

AR ARF URL MINARFRRAA/ZFAAEREER—E,
FRAUTHERNWEER URL ERANAEFEEM URL,

o ~ w0 Dh =

https://<region>.console.aws.amazon.com/appfabric/oauth2

It URL AWS X fi<region>2EEEFPEE AppFabric AR FEHNAB, i, ZEER
2B ( BERILMILER ) X EA us-east-1, FFZXE , EER URL A https://us-
east-1.console.aws.amazon.com/appfabric/oauth2,

6. ‘&R
7. ERFAREFERNRAEFES R ID MAERAEFLR.
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PR

Smartsheet % B&E OAuth BLE R BRHERINERE. AppFabric fF1EXT & # Smartsheetlik 7 #Y X
BRFBERUTEH :

* READ_EVENTS
* READ_USERS

Ri AR R

#F/ID

AppFabric & REHFEF ID. FHIFEF ID AppFabric 2 # Smartsheetl ~ 1D,
=B

AppFabric Y$E RGNS ID, i AEAa Al LAME — i #RIRE Smartsheet i I {E.
PR ID

AppFabric FERERMEFiH ID. PHIE i ID AppFabric 28 Smartsheet AR F & F i 1D
E1E Smartsheet FEREHNNAERFEN K ID , FRUATSRRE :

1. SMZEE Smartsheet K P F X ETE,
2. IRBIERREREN OAuth AR, AppFabric
3. ENARFEEXH REWN ‘FFhEID ZERY@MANARFEF ID AppFabric.

EFiRES

AppFabric FERENEFILEH. PNEF RS AppFabric & SmartsheetN ARZFZEH. E
£ Smartsheet FEXRNARFAZE , BERAUTIR :

1. SMEE Smartsheet IKF W F X E L E,
2. EBRIEFREREN OAuth RIFAEF. AppFabric
3. E‘NARFEEXH REN ‘BEFZHE FERYEANARERFZE AppFabric.

REER AN

EPRIENARRFRENG AppFabric , ZF U EI—NSmartsheet A FHUERNREEE O, EHtE
AppFabric & , HER T,
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Terraform Cloud

HashiCorp Terraform Cloud2 it R L EAR 2N ZREE™ M. ZTerraform4ESREHE 3,000 %
MNMEMERE, 14,000 MERF 2.5 ZX T#HE, Terraform CloudRRIREIEA A R Terraform , ©HM
WAR, BARFMELRSWRETEEMZELLNENIMEUREERS, SHANSZERFINKRAAEN—
1. AWS AppFabric A T Z&EE N , B LAERA Bk B w it B EFM AP ##ETerraform Cloud ,
BIERECR TR ELZ S RIIESR (OCSF) %X , AENHEH L2 S #E 2 F# RS (Amazon
S3) FEM I S #EFE Firehose o

FA
« AppFabric X% Terraform Cloud
- IE7E AppFabric &8 8 Terraform Cloudik /2

AppFabric %% Terraform Cloud
AppFabric Z##ZWk B A FE B =& B & Terraform Cloud.
EREH

AppFabric EF R #E#& B EMNZIEH BirEfiTerraform CloudZIZ W B | BATHEUTE
X

- BHRIEZARL , BX4AEETerraform Cloudi8BIREEH ARALMIEE, BXTerraform
CloudEEHNEZEE , BZHashiCorp Terraform™ 4 LB TerraformE 4t

- TBD E# A& {HE T & Terraform Cloudk PRI ZZRIA L EA,

BRREEEEM

Terraform Cloud Xt Terraform Cloud API #etniEZER &, &< Terraform Cloud APl BERHNEZE
B , BZ fTerraform Cloud™ 5 Terraform CloudF X EEEEMRE R AP RERH, MREHH
B AP| R 2 F AppFabric MMM A Terraform Cloud API Bz & F Terraform Cloud#y4H & 8 H R
#, MEREHWFZHEE AppFabric ATEERTER,

FWITEHAET B VENNBAEERERZA 30 048, XENARFRENFTFRZSHIERS AR
PBREELMEBATAPFERIE. T3 , XAUEKFRIFITEEN . MEEHE , HEHER AWS
Support.
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IE1E AppFabric E#Z & Terraform Cloudlk /~

1£ AppFabric REH RN ARFERE , 4 AppFabricfE Bt T X Terraform Cloud. E&E#HZEN
FrEERI(E B Terraform Cloud AppFabric , BRI T SHRIEE,

BIEHLR APl TR

AppFabric STerraform CloudfEF4H4R API K. BXxTerraform Cloud42 APl THEHNEZE
B, BESHAEEA AP T, BEORALR  FREQELALAPNEARTRE. BEEPOUREALAPI T
& Terraform Cloud , AU TS E,

1. SMiZETerraform Cloud & & IR H H & %,

2. EEMERLERALN, RE , AFIEE API THE,

3. HEHALATHE T, &R DIRALASHE , REER “EHSE
4. (FE ) WATHEAIEEPSEE , SelEK RSB TE,
5

ERHARETHE, BEREFEX AppFabricco MREERFTEZBIXARME , NAHEIB
THEACE NS,

B TR R R
#F 1D

AppFabric Y$iER#F ID, &K HFEF ID & Terraform Cloudi F Y 4 F14H 48 URL, &AILUEN
B FEWTerraform Cloud AR HEHIHFTAIALR URL REXFILEE. P ID NRATIENZ— :

https://app.terraform.io/app/organization_URL

H A

& A —MRIDILHE — Terraform Cloud AR Z 5. AppFabric EAHEF BFFIRICN ARFENMNE
N B R RN B A T 82 E

ARSS K 7 5

AppFabric FiERENRF S ThE. PHRSIKS S AppFabric REEH GIENALR APl TG
BAL APl TR,
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Webex by Cisco

Cisco R N BB MR hERFIEHMW KNS E, Cisco BEEBENWNARRF. RIPEHEUE.
WEENEEALUR N ENEARAE , SNSRI EBBHENEREK , NTELFRTEES,

About Webex by Cisco (< F Amazon Lumberyard)

Webex 2E T =WIMER RS RNVTLRER , ZBRAFRSFEAMLN, BiF, HE, . BF
RIS EERA R (MBRE RO ) MERDEIRSZ, Webex TXETRESBEUIMMESELR | XHES T 0I5,
FAAISZEMNB[EIRERHBIE, B, MANERRERRESER, HBERFRKETEL L
THRRELEMMEEFA. Webex IS RAFENBELNEF~ HNARFESERA—E3 2 —NARF
MARERT. EXELZER , BFSH webex.com,

AWS AppFabric A T &N , B LIERERKCR BN FITBEFAFHIEWebex |, FHIERACH
FHRMBLEEESR (OCSF) &R , AEHEER HEL S #HE 274 RS (Amazon S3) FEAEE
U & ¥4 3E Firehose o

B

« AppFabric X #f Webex

- IE1E AppFabric iE#ZE R Webex Ik F~

AppFabric X # Webex

AppFabric Z## Wk B 1A FEEME & B EWebex.

FRFM

AppFabric EF RN && B SN X EH BirfEiWebex B IFHW B , BUATUHZLUTER :

o BB REDEITI., 2VATH, BEUIIESHEN L. 0FFHATHOAIERAREER
Webex it %I H | ES 5 Webex M5 _EWebexFi A LRI EH o

o IRENK AR AE Pro Pack i ATUE A BETA B B R} AuditLog APl 2 — RtV Z & T it EH,

- BUNBEFALEER > ZTLEERAACGNAF,

- BN EEANEERACGERBXICREAENEILRTL
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BREREEEEM

Webex X Webex API KetliRLRE], T IFM T Webex API EHRREH| | i5ZR Webex M5 £
(Webex FF X EEME) PHEERS, R AppFabric FIEHIAE Webex API NMARFHAESET
BR&I , M EREFNERZABE AppFabric ATRESHER,

FITEHRET B BB TS éLiE%i_ 30 7. XRNABRFRENTFEREHFLEES AR
DBFEERMREN AL BRI T TMEJ”&F*&nUJ&ﬁQ;EXO WMFERBY , EBRR AWS

Support,

IEE AppFabric 3 #&£Webexk /-~

£ AppFabric [RSHEIZNARFERE , B9 AppFabricfE At TR Webex, BERBENAAENE
B Webex AppFabric , i&f#H J«XT*/FE"‘O

B2 OAuth NAEF

AppFabric 5WebexffE OAuth £/ . E1E Webex 8] OAuth M ARF , BRUTSRIRE :

1. IR (Webex FFRARIEREE) BYSR R #RAR TT T A9 £ A 8 1Y 55 Ak BB 0 o Y 15 BR RE 1T 4R 4
2. FEALTHIBEER URL.

https://<region>.console.aws.amazon.com/appfabric/oauth2

It URL AWS XiF HFi<region>2 & EHPEE AppFabric EAREFSHNARB. flm, EEXR
2B ( FHFRILMMILE ) XFMARBA us-east-1, XNFZXHE , EXEM@ URL 7 https://us-

east-1.console.aws.amazon.com/appfabric/oauth2,

FrETE
AT LT SEEDRINE] Webex OAuth M ARREFEH :

* spark-compliance:events_read
* audit:events_read

* spark-admin:people_read
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BI T2 R

#7/ 1D

AppFabric FiEREWIHAF ID, HEYFAS ID AppFabric &K WebexH 4R 1D, WME T HAINAE KRG
Webex B4R ID , 55 Webex & BH OM UG 7E CiscoWebex Control Hub FRE K EHIH L 1D,

H/E A

il APRIR L IE —Webex3K Bl & 7o AppFabricf FI 18 /= & #RRAR 1C A A 2 RARANE S B AR 7 R A
IR EMEREL

EFim ID

AppFabric FFER R HWebexE i ID. BEEREMN Webex FF 3 ID |, BHIRUTSRIBE -
i https://developer.webex.com & FEM Webex IKF o

TEA L AERRNLE,

R H Webex MAERF

RRIERTH OAuth2 B AERF. AppFabric
LT E ENE S ID mAZIPH “BF5 ID” FE AppFabrice

o M w0 Dhd =

EFin#EHA

AppFabric &R EHIWebexZF FHLZ40, Webex T B&AEI2Z OAuth KARFN , REER—XE
NEFHZHR. EERREIREFHZRANBER TERTNEFHEZR  BREUATSRETERE

1. @i https://developer.webex.com & FK&EH Webex IKF o
2. ERLAEFRFRHLE

3. EETRM Webex MARERF,

4. EREATH OAuth2 RSIFAEF. AppFabric

5. AHTEL , EFHNEFHER.

6. HEHN “BEFHER FRPHAFNEF YA AppFabric.
HEER

EHeZNARRRNG , AppFabric 25 E| — Webex A THUERNMHEHE D, EHE
AppFabric&X , iHiEFEEZ,
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Zendesk

Zendesk T 2007 FH R THEF K ESw , EEMRA I A EMDL REELREETS KBS, W
S, Zendesk RAFMBARBRUEARSHESE , IR HLZRNE , B RE, PR, B
fr. HE. £XRE, X, RIFMEMEEIFO | B 100,000 MmESHZEFBRREK,
Zendesk FmATHUITE , REAMNER. ZLAEAXRFARRIRE , EMAEBILRILNEK
B, SHESXMHEE6,000 28R T,

AWS AppFabric I 7T Z£EN , B FERBERCRE N T ITAEMN AP BIEZendesk |, FHIEFEL
NI HBMELEEFIESR (OCSF) & , A FHHER LI S#HELZ#RS (Amazon S3) FiE4E
R L EEIE Firehose o

e}

 AppFabric & # Zendesk

- IF7E AppFabric EZE&H Zendesklik -

AppFabric X # Zendesk

AppFabric Z##EWk B A FE B =& B &Zendesk,

FRGEM

AppFabric Z S5 # B SN XIEH BirfEfiZendeskBI X IFHN B Wt | BUTFEEUATER -

- RATIAE Zendesk Suite Enterprise 2 Enterprise Plus I F 5§ Zendesk Support Enterprise
o MEFA T ENMAGIESRFALKE Zendesk Enterprise i |, FS 5 Zendesk MG L10 &EHY 1T
RIE A Zendesko

o &M Zendesk KFHR XM EEEEBRACHNAF.,. EXACNEMAEE , BH5H Zendesk Muh k£
B T ## Zendesk XEFEA AR,

BRRHEEEEM

Zendesk X Zendesk API FEINERZERE], FFHM T A Zendesk API EERF , ESH Zendesk M
vh b {Zendesk FF R EEmM) FHIEERES, R AppFabric MZHINE Zendesk API N AREFHVAH
SHEIRE , MEREPHFHZAE AppFabric ATEERIER,
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https://support.zendesk.com/hc/en-us/articles/5411234991258-plan
https://support.zendesk.com/hc/en-us/articles/5411234991258-plan
https://support.zendesk.com/hc/en-us/articles/4408883763866-Understanding-Zendesk-Support-user-roles
https://developer.zendesk.com/api-reference/introduction/rate-limits/
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WITBEHRKIER BIMIENE B ATRES IR 2% 30 74, XRENAREFRENFZBHILRE N R
DBEELIMEBA AP ERAIR. T8 , XAUUEKFRIFITEEN . MFEHE , BEHER AWS
Support,

IE1E AppFabric EZ# K Zendeskk

£ AppFabric RS HFRIENAREFEE , 490 AppFabricff At TR N Zendesk. BEERRNAIENE
B Zendesk AppFabric , AU TS,

812 OAuth R AREF
AppFabric 5Zendeskfff OAuth £/, 7E Zendesk & , HTFEHLLTFIRE R EIE OAuth MAREF :

1. IRER Zendesk XMt ERIN N ARFEH OAuth B KIE— M [ Zendesk sE A B 72 F 2P
7 Y i BA BT IR E,
2. FAUTHEIAWEEM URL,

https://<region>.console.aws.amazon.com/appfabric/oauth2

It URL AWS XiF HFi<region>R2EEHPEE AppFabric RAREFSHNARB, flwm , XEXR
I (BEERILMILER ) KIGMWABR us-east-1, XN TFiZXE , EEM URL H https://us-
east-1.console.aws.amazon.com/appfabric/oauth2,

B A2 FF %1%

#HFID

AppFabric FEREZRHEIES 1D, PHVFEF, ID AppFabric &M Zendesk Figl. MFFHM T F A&
# Zendesk FiH & , i5Z# Zendesk XML P E AT AR FFE B Zendesk FiF & .

H/E B

] A —MRID LK — Zendesk AR B #. AppFabric fEREF ZBHRIFICNAREFENINBE SN A
R R AN EARE.

&P ID

AppFabric J$iERE i ID. FHIZE 4 ID AppFabric 2 #) Zendesk API M —FRiREF, BERIEHY
Zendesk ME—#RIRRF |, BIRBUT TR ITERE -
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https://aws.amazon.com/contact-us/
https://aws.amazon.com/contact-us/
https://support.zendesk.com/hc/en-us/articles/4408845965210#topic_s21_lfs_qk
https://support.zendesk.com/hc/en-us/articles/4409381383578-Where-can-I-find-my-Zendesk-subdomain-

AWS AppFabric EEER
1. HEZMW Zendesk IKFFEMBIEEH L

EENARFNERK.

1% API, Zendesk APIs.

% OAuth B imIET I,

BRIEHNEGIERN OAuth AT EF. AppFabric

Y “BFim ID” FEHMA OAuth B ImHI M —#Ri2%/F. AppFabric

2 R

EFiRES

AppFabric FFEREFHZ4H. FHNEFIRZ4E AppFabric 2 Zendesk MBS, Zendesk&IX 8l
E Zendesk OAuth NAERFE , NER—XENZHATHE. EERMREFIBZERNER TERTNE
S BRBUTSEIITIRE

1. 1EI8H Zendesk IKF P S M EIBEEF O,

2. B“EBRNAREFRMNER.

3. #%$% API, Zendesk APIs,

4. % OAuth BEFIRIET+,

5. EFRERNESIZEMN OAuth RIFREF. AppFabric

6. ERBATHRFERSONEMERKRHE,

7. ERBFNE FERDEAFEHASE AppFabric.
AR

EPRIENARRRENG AppFabric , B E|I—NZendesk A THUERNMBEE O, EHtH
AppFabric 1 , HiEE LT,

Zoom

Zoomz— all-in-one BEEIMEE A , AL UM NMAERL, EHIGEHEMEESNTHEHNIERE,
ZoomBEARUARNAR | BEHFAEIK, BiE, 2, 2RE=RKEHPL, BERE. ARERBRAR
SMEZEUMER | EHIVARIME |, #HIALKBIF,

AWS AppFabric I 7T £ , B FERERRENTIT B EMA P EIEZoom |, FHIEFEL AT
BMRELEEELR (OCSF) B , REFHEH L EL S E 2 F# KRS (Amazon S3) F#E R
O ¥ Firehose o
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https://support.zendesk.com/hc/en-us/articles/4408838272410
https://support.zendesk.com/hc/en-us/articles/4408838272410
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FH
« AppFabric 3 Zoom
- 1EFE AppFabric JEZZH Zoomk

AppFabric ¥ Zoom

AppFabric Z#F Wk B A FE R =& A EZoom,

FRGEM

AppFabric EF A E A ENZIFN BFRERZoomBI TN EN M | BATUHZLULTER :

« BYBHRE Zoom TR, BFIR. HEMRIELREE,

« IBHNZoomBE R R A LM EE S E server-to-server OAuthM R FHINBR. B</E A server-to-
server COAUthN FIFZEFIE R , BSRMIL (ZoomF X ARER) F “BREE[EIRSEF OAuth” TUHE
W B AR 9. Zoom

- K Zoom EEGACKNTNENREEERE ATNBREEFTREN., BXEHAEEFRE
BRI EZER |, HSH Zoom XFEMU LW FERAACEENEREERES BE.

EERRBESZEM

Zoom¥t. KEHEFRR&], Zoom APIEXZoomAPIIERREINEZER |, 55 (ZoomF L&
) FHIEERES], R AppFabric MEHNMAEZoomM ARFHASBIRE  NEREFNFEFZE
7& AppFabric AJEESHER

BIRIER I EEW

BARSBIFHREMHER ALY 24 NMIFREEEBAR. XRNABRFRHUNFREHAEESINRIHK
¥& 3= 5K T SREN Y T3 B #8 P B

IE1E AppFabric ZE#Z&# Zoomik F~

£ AppFabric RS HRIENFARFEE , 49 AppFabric A TN Zoom, EERBNFIENER
Zoom AppFabric , IEEANLTHEK,

B2 server-to-server OAuthRI AR F

AppFabric £ B T2 F server-to-server OAuth’Z#E# TE K Zoom, ETEH 8|2 server-to-server
OAuthRIATEFZoom , iERER (ZoomFF K AR IEm) LIRS 25 2RS35 OAuth B A T2 = HF B9 154 BA
#1TIR#E, AppFabric 7% Zoom webhook , #R 8] LABkT 10 webhook iT BIEIEE 2 o
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https://developers.zoom.us/docs/internal-apps/s2s-oauth/#enable-permissions
https://support.zoom.us/hc/en-us/articles/115001078646
https://support.zoom.us/hc/en-us/articles/360032748331-Using-Admin-Activity-Logs
https://developers.zoom.us/docs/api/rest/rate-limits/
https://developers.zoom.us/docs/internal-apps/create/

AWS AppFabric EEER

PR

ZoomBHMFRBEMNERE  NEFRE (EATHUENNARRF ) MERERSE (EAT LA
BNNARERF )

AR TEZoom server-to-serverOAuthN AR FE R IRMU T B HSEE

 report:read:user_activities:admin
* report:read:operation_logs:admin
* user:read:email:admin

* user:read:user:admin

MREEANREINCIBONARERF , WEBRMUTELHETH

* report:read:admin

e user:read:admin

B T2 R
#F/ 1ID

AppFabric FiEREMNFEF ID, FHIFEF ID AppFabric ZoomlkF ID, ERUTEREREHN
Zoom K/ ID :

1. SMEF Zoom Marketplace,

2. EEEE,

3. ERIEERB server-to-server OAuthRI F 2 F AppFabrico

4. X NMARFEIE WEM “HE5 ID” FERHP @AM ID AppFabric

HFBER

WA —MRIDLHEE— Zoom AL B FR. AppFabric A EMFKIFCNARFENANES N AR
Fr 1R XA BRI BREL

P 1D

AppFabric fFIEREZRMEE K ID. EEREN Zoom BF IR ID , HRUTHRIRE
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EEEmE

1. S#ZE Zoom Marketplace.

2. %“EEE,

3. EBIEFERK server-to-server OAuthRi T2 F AppFabric.

4. FNARFEIL TMHEHM “BEFi ID” FEHHMAZF I ID AppFabrico
P in&4A

AppFabric FERENFFIER. BEER Zoom BEFRES , FRUTSRIRE

1. B2 Zoom Marketplace.

2. HEEREE,

3. &BRIEFERB server-to-server OAuthR A2 F AppFabrico

4. ENARFEL NEHHN “BFFRIRZEA FERPEAZF %L AppFabric,
wiZ A EE W

ZoomAPIEE 24 PEtiF R —REIATEEFTZ A K, A AppFabricEE T B ER |, BFBWEE
Zoomsz Bl — RSB B IR

HANRLIENRS

AWS AppFabric # TZ & el , XE¥ESUTRE2 I ENRSERK. ERRENEH , THEXNMIER

=

Z4 % AppFabric SUEEZFIZRSHESZER,

£}

Barracuda XDR

Dynatrace
Logz.io

Netskope
NetWitness

I 5 # QuickSight

Rapid7
Amazon Security Lake

Singularity Cloud
Splunk
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Barracuda XDR

Barracuda Networks 2 ESEBNAENENCZREREHBRARNIALREMS , EICHHN
RRARRF B FIRHF, MK, BIBMNARRF | XL RS RS LR mEKMNE

¥, Barracuda XDR 2 — AN BERMNFMIGMBRAER , eHEXNEREZELEEH D (SOC)
RN Z LD ITHBRAELE S, Barracuda XDR FABRZHKE 40 SANAERBERROE 24N ELR
B4, B EBRSE MITRE ATT&CK® EZRMY 1 7Z B MM | & AT LU R it 40 U 124 B 3 48 58 e B
Bt [Al

AWS AppFabric ®# B &EEUE EEM

UTETHRTES—RFERAMN AppFabric #2884, i HA&X A% L B WiBarracuda XDR,

PR

Barracuda XDRX# LT AppFabric % B 22 FHE =

« OCSF-JSON : FHAF M E RS2 EIELR (OCSF) X #iE3# 1T AppFabric #rAE{LH LA JSON =
i TR

B

Barracuda XDR Z# M Amazon Security Lake W F it HE. ENEHIEM XIE AppFabric Z
Barracuda XDR , {B#& BRI TR BB 1TIRIE -

1. BEELEZ L IBZ L : BiE AppFabric BB Z#EIE Firehose MEHE R EFT T2
. BREZEER , B Amazon Security Lake,

2. FBIE £ 3X ZE Barracuda XDR : Bt & Barracuda XDR BAEUK B Amazon Security Lake f9 & 1t H
Fo BREZEER , BSMREMNEA Amazon Security Lake,

Dynatrace

Dynatrace® Platform e/ 2 MR AN AT MEBEMLURFENEZTHNABRFZEMEE SR AlOps HHE
&, TREHERHERNEEIt. XECFEEERNEZENIR/LLFMBEINL , ER, FEX2
WRAERG , HAREEXNWEFEHR,

AWS AppFabric F# A & BV EEIM

UTETHRT EB S AR AppFabric #i HHZ2 4, &N i H B Ay #ttDynatrace Platform,
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https://campus.barracuda.com/product/xdr/doc/104366130/setting-up-and-using-amazon-web-services-security-lake/
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BB

Dynatrace Platform3 LT AppFabric i 2R g -

. OCSF-JSON : AT HME TS BITAESR (OCSF) SIEIE# 1T AppFabric #RAE{L 3L JSON # =
o BE.

BwHAE

Dynatrace Platform> & MEA T AppFabric i EZW F& A &

* Amazon Simple Storage Service (Amazon S3)

- EffLEDynatrace Platform AN\ B E &K &8 BHER Amazon S3 7 MIZWREIE | BI1RR
Dynatrace #Y S3 HE#¥ X281 B H V% BAB 1TIR4E. GitHub

Logz.io

Logz.io @i Logz.io Open 360 Platform #Ei=FEAE M SR FFRP EIRE— G N Mz M
EEA, BNENABEETISNE. SRANENEHERE , NI EHFHLFRR,

Logz.io Cloud SIEM B RIEEH, ZLERNFRETEELNTLNE , BEEBRTISREIEN
ZERBE—MNBIES R T T ENMEREER |, UEBSERNAERN T E—FT e RIEES
K, BFLBREMEE,

% Logz.io RS REXUERNERMMKAIUSRBM M ANBEE, TNNLLDHMIH, BEBHA
REBRSMATERIFNDIRENTIREEZE  SEYESEFRDRLIRFHREATITERS , 8
HY EF] BA BE 5 RO 4 ST AL FR B 3K it 57 A Y B

AWS AppFabric it HE&ERBUEE S

LUTETHRATES—RERK AppFabric I H A, f#HHEX M H B #Logz.io.
RN

Logz.ioX LA T AppFabric % 22 M -

+ Raw - JSON
« AppFabric JA JSON X RN AEFERNRBEEPHHE,
+ OCSF - JSON

* AppFabric £ AT MM B R L EMMER (OCSF) WMEIFTE# 1THRELH Ll JSON &= i Bz,
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https://github.com/dynatrace-oss/dynatrace-aws-s3-log-forwarder
http://logz.io/
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L R VAT

Logz.iox LA AppFabric #iHH{uE :

* Amazon Data Firehose
- EEREEN Firehose MRS EQE ZIEHIELogz.io , BFIRR (WL Z#EHEIE Firehos e FF
KlLogz.ioEEM) FH “EEFLEHN B Wit IR BARITERAE
* Amazon Simple Storage Service (Amazon S3)

- ERE Logz.io UM BEFKAEN Amazon S3 FEFIZWEIE | BIRHE Logz.io Wik LMEE
Amazon S3 17 & 18 F B % BB #E 1T R 4E

Netskope

Netskope , £HNEZLZ LTS E , EEEMEN =, BHFEARELZE , HBBALRNAZSEEENKR
PEIE, 1Z Netskope FAREEZ THER , TiLAR, REMBEFESEML , I RMIIREEBLHEL
IR MBEER L. Netskope HBEIEFEEXE, REMRE , HREXNMEM=, Web MAERARE
FEMNESREN ALY, RTLANER , SEME 1008 FH25RUA EHEF |, 5FENetskope
H58 KH NewEdge PR NX ALY B, FRIRBE, BARFET, AOMNBZTEURTNGEE
EsR, ET# Netskope t{AHBIZE FEH SASE REFMF—Y1/E% , iB51H R netskope.com,

AWS AppFabric ®# A £ BREUE EEIM

UTETHRTES L&A/ AppFabric %z, & X F 4% H B ##ttNetskope.
SR

NetskopeX LA AppFabric #i HZR MK

+ Raw - JSON
« AppFabric JA JSON #&X i RN AEFERANRBEEPHE,
« OCSF - JSON

* AppFabric £ M B R 2 RMHER (OCSF) WNEHIFTE#THRE(LFH L JSON &= i #dE.

BWHE
NetskopeX#F LT~ AppFabric i E :

* Amazon Simple Storage Service (Amazon S3)
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https://docs.aws.amazon.com/firehose/latest/dev/create-destination.html#create-destination-logz
https://docs.logz.io/shipping/log-sources/s3-bucket.html
https://docs.logz.io/shipping/log-sources/s3-bucket.html
https://www.netskope.com/
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- EEE Netskope LN BEERM T A KK Amazon S3 FEFEIEIE |, FIRE Netskope M4
£ Amazon Web Services S3 ZIE{R T B 9 3 BAHEITIRME,

NetWitness

NetWitness 3§ BRM 5K (XDR) HHENMEF A, N LXEFEHEESENZSEIR | K
5 NetWitness XDR R iBARIZHN F, EETIUARTE, ERXMEAHTEARLN, BAEM
N HFRTE , NetWitness XDREMAK F M SOC W% —E .

HTRESEERIL , NetWitness XDR AT A E R, A#IME, BIHVMZRETFEERERE BRI
FRREME. NetWitness XDR FARHEEMN TR , SENANEMERMASTADN , Ui
NER, BEEDLER. BEMBFEN. AAXLEBRELZLITAREST, ERBERERER , £%
SRETIER LT AL S B B

AWS AppFabric & it B EREUEEEIM

UTE&THHRTEE—RFERAN AppFabric f HHZR 4, i H&X M H B 69t NetWitness,
EAMER

NetWitness X% LA AppFabric #i HZR MK

+ Raw - JSON
« AppFabric JA JSON B RN AEFERANRBREEPHHE,
+ OCSF - JSON

* AppFabric £ MM B R LR MHER (OCSF) WMEITE#THREILFH L JSON &= i Bz,

A

NetWitness &z LT AppFabric f#i H{L & :

* Amazon Simple Storage Service (Amazon S3)

o EFE NetWitness NEEF A EMN Amazon S3 FEBIZWEIE | HIRE NetWitness MG
NetWitness SFAER R HE LK S3 B AEESEEMHR B EH EIERE P IH P TERE,

MI S5 QuickSight

Amazon Eid B AFEN S — il EeE (Bl) NEIERz BA LR M QuickSight X5, & QuickSight
B, MEAFRSANBIIRARERNMNKR, 20RE. RARSTANERESERN , NA—IPESR
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https://docs.netskope.com/en/data-protection-for-amazon-web-services-s3.html
https://community.netwitness.com/t5/netwitness-platform-integrations/s3-universal-connector-event-source-log-configuration-guide/ta-p/595235

AWS AppFabric EEER

RBFETRRNDNER, BRI UBETRFEE®E RS BER QuickSightIl 5 # & £ 7% Bk %5 (Amazon
S3) &k W@ 1E IR AppFabric k2 #TH#Y AWS AppFabric 8 # B &8z,

AppFabric it B ERBUEEE
LTF&HHARTE Amazon B & EFAK AppFabric #i B4R H, # H &A% H B8 QuickSight,
R AER

QuickSight XL T AppFabric % H 22 M #E X

+ Raw - JSON
« AppFabric JA JSON #& =i R A AR AN R B EE P EE,
 OCSF - JSON

* AppFabric E AT BME R L RIIMELR (OCSF) N EIEH THRELH LA JSON &= H &z,

A E
QuickSight X #F LA~ AppFabric i tH &

* Amazon S3

- A LAFEH Amazon S3 X BIEHIES | EENEIEM Amazon S3 & QuickSight BXEl, EiF
B BN ERE KRBT QuickSight BIEIRECE , 1555 Amazon QuickSight B P 38R R AV ZL
EREH

- MREBHXHERET Amazon S3 HIERK QuickSight B8 , W ATLAE A Amazon Athena &
£ AWS Glue Amazon S3 HiREUEE. EHEEPFEA Athena & QuickSight =HFNTERH., &
X Athena EMMNEZEER |, 121 Athena EHN TH,

EEH Athena , BERITUTIRE :

1. IR (Athena AF1E®E) FEH AWS Glue iE#E| Amazon S3 R EIERIE AV R BB TR
1E,

2. R (L S# QuickSight A FiER) A Athena H¥E 6 2 BURE PRI W BAR1TIRIE.

Rapid7

Rapid7 , Inc. WERRBERLMZLZLTHEME, ERZKRE , NMAE—NELLNBFHER,
Rapid7i@3d best-in-class H/R, BIRARFMIZHEEZT LR  FZ2e2T L ARAEEEENKRRE
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https://docs.aws.amazon.com/quicksight/latest/user/create-a-data-set-s3.html
https://docs.aws.amazon.com/quicksight/latest/user/data-source-limits.html
https://docs.aws.amazon.com/quicksight/latest/user/data-source-limits.html
https://aws.amazon.com/athena/pricing/
https://docs.aws.amazon.com/athena/latest/ug/data-sources-glue.html
https://docs.aws.amazon.com/quicksight/latest/user/create-a-data-set-athena.html

AWS AppFabric EEER

H. Rapid7fi2HERLMBRARAHY LI 10,000 ZREFAFXNREZNRMLNESER , L
B B TH H BROE RSt SH BR A o

AWS AppFabric ®# B & EEUE EE M

UT&EWERTES—EERK AppFabric fi iR, i &A% H B #Y b Rapid7,
RN

Rapid7X#5 LT AppFabric #i 2R Mg

+ Raw - JSON
* AppFabric LA JSON #& = f Hi R 2 A 72 /= 6 A Y R 48 SR A R Y B8R o
+ OCSF - JSON

* AppFabric E AT BME R L RFIMELR (OCSF) N EIEH THRELH LA JSON &= H &z,

A E
Rapid7X 5L~ AppFabric i HVE :

« Amazon Simple Storage Service (Amazon S3)

- EFEE Rapid7 AN BEF B EH Amazon S3 B EWEIE | HIRE Rapid7 BEML £
B9 2040 6E A InsightIDR Y532 &) Amazon S3 53N 83 Y5 B 1T IR 46,

Amazon Security Lake

Amazon Security Lake £ BzIfKB AWS MR, FHFEIIRS (SaaS) #tr. At =R L £
FEDRIFHEENTRNBIERHT. AWS K &) Security Lake , BRI LUE 2 Hith 7 HFENAL
HEREBIE, Security Lake KA TH BB L EEMELR (OCSF) , XR—MARZLEHEN. &
OCSFX#T , ZBRSALUMRE(LHEHEKE AWS Eivi il 2 HIERN Z 2 HIE,

AppFabric &# B & BRBUEEEI

BE@ZEMANBENKR , BN SaaS % A EFEAR AWS Ik #9 Amazon Z23#, UT
ZH IR T 5 Security Lake B & F A AppFabrickii H284), #HEN M H B /i,

ZREAER
Security Lake # LT AppFabric % HH 2B -

+ OCSF - JSON
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https://www.rapid7.com/blog/post/2019/08/07/how-to-monitor-your-aws-s3-activity-with-insightidr/
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* AppFabric £ AFF M %= £ R FJHELR (OCSF) X BIEH THRE(L H LAISONFE 5 i 243

L R VAT

Security Lake 3% AppFabric $3{#H Amazon Data Firehose 1 #iii4EN AppFabric 12 EUH H & 1
RNEENLKR. EiE AWS Glue & Firehose X1 , AR TE Security Lake FRiZE BE KR ,

BEEAUTESR,
B2 AWS Glue &&
1. 1% Amazon Simple Storage Service ( Amazon S3 ) , AEEBRN BRI BIFHE,

2
3
4
5.
6
7
8

S B AWS Glue #ZHI&.

NFHEE R, HIRID , REEFHRMEK.

R E S PN SR>3 0

BIRRLESRE 1 SHLIEMN Amazon S3 FEHE.

N FHEE , %8B JSON , REEBRT -5,

£ EBRRENER TEL , EF SEEEER" JSON,
BMALLTEYE , REZTK AWS Glue REIETRE,

[
{
"Name": "message",
"Type": "string"
1,
{
"Name": "process",
"Type":
"struct<name:string,pid:int,user:struct<name:string,type:string,domain:string,uid:string,t
.
{
"Name": "status",
"Type": "string"
.
{
"Name": "time",
"Type": "bigint"
.
{

"Name": "device",
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"Type":
"struct<name:string,owner:struct<name:string,type:string,uid:string,type_id:int,risk_level

},

{
"Name": "metadata",
"Type":

"struct<version:string,product:struct<name:string,version:string,uid:string,data_classific

I

{
"Name": "severity",
"Type": "string"

I

{
"Name": "duration",
"Type": "int"

I

{
"Name": "type_name",
"Type": "string"

I

{
"Name": "activity_id",
"Type": "int"

I

{
"Name": "type_uid",
"Type": "int"

I

{
"Name": "observables",
"Type": "array<struct<name:string, type:string, type_id:int,value:string>>"

I

{
"Name": "category_name",
"Type": "string"

I

{
"Name": "class_uid",
"Type": "int"

I

{
"Name": "category_uid",
"Type": "int"

I
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{
"Name": "class_name",
"Type": "string"

I

{
"Name": "timezone_offset",
"Type": "int"

I

{
"Name": "end_time",
"Type": "bigint"

I

{
"Name": "activity_name",
"Type": "string"

I

{
"Name": "cloud",
"Type":

"struct<account:struct<name:string, type:string,uid:string,type_id:int>,project_uid:string,

},

{
"Name": "query_info",
"Type": "struct<name:string,uid:string,query_string:string>"

},

{
"Name": "query_result",
"Type": "string"

},

{
"Name": "query_result_id",
"Type": "int"

},

{
"Name": "severity_id",
"Type": "int"

},

{
"Name": "status_code",
"Type": "string"

},

{

"Name": "status_detail",
"Type": "string"
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1,
{
"Name": "status_id",
"Type": "int"
1,
{
"Name": "network_interfaces",
"Type":
"array<struct<name:string, type:string,hostname:string,mac:string, type_id:int,ip:string>>"
1,
{
"Name": "file",
"Type":
"struct<attributes:int,name:string,type:string,path:string,type_id:int,accessor:struct<nan
1,
{
"Name": "actor",
"Type":
"struct<process:struct<pid:int,file:struct<name:string,size:bigint,type:string,version:str
1,
{
"Name": "dst_endpoint",
"Type":
"struct<owner:struct<name:string,type:string,uid:string,type_id:int,full_name:string, risk_
1,
{
"Name": "src_endpoint",
"Type":
"struct<name:string,owner:struct<name:string, type:string,domain:string,uid:string,org:strt
1,
{
"Name": "user",
"Type":
"struct<name:string,type:string,groups:array<struct<name:string,uid:string>>,type_id:int>"
1,
{
"Name": "resource",
"Type":
"struct<version:string,uid:string,agent_list:array<struct<name:string,type:string,uid:stri
1,
{
"Name": "privileges",
"Type": "array<string>"
},
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{
"Name": "action",
"Type": "string"
I
{
"Name": "action_id",
"Type": "int"
I
{
"Name": "protocol_ver",
"Type": "string"
I
{
"Name": "proxy",
"Type":
"struct<name:string,port:int,type:string,ip:string,hostname:string,uid:string, type_id:int,
},
{
"Name": "client_hassh",
"Type":
"struct<algorithm:string,fingerprint:struct<value:string,algorithm:string,algorithm_id:int
I
{
"Name": "authorizations",
"Type": "array<string>"
I
{
"Name": "proxy_tls",
"Type":
"struct<version:string,certificate:struct<version:string,uid:string,subject:string,issuer:
},
{
"Name": "load_balancer",
"Type":
"struct<name:string,classification:string,dst_endpoint:struct<owner:struct<type:string,don
I
{
"Name": "disposition_id",
"Type": "int"
I
{
"Name": "disposition",
"Type": "string"
I
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{

"Name": "proxy_traffic",
"Type": "struct<bytes:bigint,packets:int>"

"Name": "auth_type_id",

IlTypell: Ilintll

"Name": "proxy_http_response",

"Type": "struct<code:int,message:string,status:string,length:int>"
"Name": "server_hassh",

HTypeH:

"struct<algorithm:string,fingerprint:struct<value:string,algorithm:string,algorithm_id:int

}I
{

"Name": "auth_type",
"Type": "string"

"Name": "firewall_rule",

"Type": "struct<version:string,uid:string>"
"Name": "proxy_connection_info",

IlTypell :

"struct<direction:string,direction_id:int,protocol_num:int, protocol_ver:string>"

iy
{

"Name": "connection_info",

"Type": "struct<direction:string,direction_id:int>"
IlNamell: Ilapill’

IlTypell :

"struct<request:struct<data:string,uid:string>, response:struct<error:string,code:int,messc

}I
{

"Name": "attacks",
IlTypell :

"array<struct<version:string,tactics:array<struct<name:string,uid:string>>,technique:struc

iy

115



AWS AppFabric EEER

{
"Name": "raw_data",
"Type": "string"
I
{
"Name": "email_uid",
"Type": "string"
I
{
"Name": "malware",
"Type":
"array<struct<name:string,path:string,uid:string,classification_ids:array<int>,cves:arrays
},
{
"Name": "start_time_dt",
"Type": "string"
},
{
"Name": "direction",
"Type": "string"
},
{
"Name": "smtp_hello",
"Type": "string"
},
{
"Name": "unmapped",
"Type": "string"
},
{
"Name": "direction_id",
"Type": "int"
},
{
"Name": "email_auth",
"Type":
"struct<spf:string,dkim:string,dkim_domain:string,dkim_signature:string,dmarc:string, dmarc
I
{
"Name": "email",
"Type":
"struct<uid:string,from:string,to:array<string>,data_classification:struct<category:strinc
},
{
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"Name": "impact_id",
"Type": "int"
},
{
"Name": "resources",
"Type":
"array<struct<owner:struct<name:string,type:string,uid:string, type_id:int,full_name:string
1,
{
"Name": "finding_info",
"Type":
"struct<title:string,uid:string,attacks:array<struct<version:string,tactics:array<structs<r
},
{
"Name": "evidences",
"Type":
"array<struct<process:struct<name:string,pid:int,file:struct<name:string,type:string,versi
1,
{
"Name": "impact",
"Type": "string"
1,
{
"Name": "count",
"Type": "int"
1,
{
"Name": "confidence_id",
"Type": "int"
1,
{
"Name": "enrichments",
"Type":
"array<struct<data:string,name:string,type:string,value:string,provider:string>>"
},
{
"Name": "rcode",
"Type": "string"
},
{
"Name": "app_name",
"Type": "string"
},
{
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"Name" :
IlTypell :

"Name" :
IlTypell :

"rcode_id",
Ilintll

Ilqueryll ,

"struct<type:string,hostname:string,class:string,opcode_id:int, packet_uid:int>"

iy
{

"Name" :
IlTypell :

"proxy_endpoint",

"struct<name:string,owner:struct<name:string, type:string,domain:string,uid:string, groups::

"struct<version:string,url:struct<port:int, scheme

}I
{

iy
{

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :

"response_time",
"bigint"

"delay",
"int"

"start_time",
"bigint"

"proxy_http_request",

"version",

"string"

"stratum",
"string"

"stratum_id",
Ilintll

"dispersion",

:string, path:string, hostname:string, query
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iy
{

"Type": "int"
"Name" : "traffic",
"Type":

"struct<bytes_out:int,chunks:bigint,bytes:int,packets:int,packets_in:bigint>"

}I
{

"struct<control:string,status:string,standards

iy
{

"Name": "precision",

IITypell: Ilintll

"Name": "size",

IITypell: Ilintll

"Name": "actual_permissions",
IITypell: Ilintll

"Name": "base_address",

"Type": "string"

"Name": "requested_permissions",
IITypell: Ilintll
"Name": "end_time_dt",

"Type": "string"

"Name": "compliance",
IlTypell :

"Name": "remediation",
"Type": "struct<desc:string>"
"Name": "kb_article_list",
IlTypell :

:array<string>,status_id:int>"

"array<struct<os:struct<name:string,type:string,type_id:int,cpe_name:string,edition:strinc
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},
{
"Name": "peripheral_device",
"Type":
"struct<name:string,class:string,uid:string,model:string,serial_number:string, vendor_name:
I
{
"Name": "time_dt",
"Type": "string"
I
{
"Name": '"group",
"Type": "struct<name:string,type:string,uid:string>"
I
{
"Name": "users",
"Type":
"array<struct<name:string,type:string,uid:string,type_id:int,risk_level:string,risk_level_
},
{
"Name": "confidence_score",
"Type": "int"
},
{
"Name": "state",
"Type": "string"
},
{
"Name": "state_id",
"Type": "int"
},
{
"Name": "evidence",
"Type": "string"
},
{
"Name": "confidence",
"Type": "string"
},
{
"Name": "risk_level",
"Type": "string"
},
{
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"Name": "risk_score",
"Type": "int"
},
{
"Name": "impact_score",
"Type": "int"
},
{
"Name": "risk_level_id",
"Type": "int"
},
{
"Name": "finding",
"Type":
"struct<title:string,uid:string,modified_time:bigint,modified_time_dt:string,first_seen_ti
I
{
"Name": "user_result",
"Type":
"struct<name:string,type:string,uid:string,type_id:int,account:struct<name:string,uid:stri
},
{
"Name": "codes",
"Type": "array<int>"
},
{
"Name": "command",
"Type": "string"
},
{
"Name": "type",
"Type": "string"
},
{
"Name": "kernel",
"Type": "struct<name:string,type:string,type_id:int>"
},
{
"Name": "http_response",
"Type":
"struct<code:int,status:string, http_headers:array<struct<name:string,value:string>>>"
I
{

"Name": "http_request",
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"Type":
"struct<url:struct<scheme:string,path:string,hostname:string, query_string:string, category_
},
{
"Name": "tls",
"Type":
"struct<version:string,certificate:struct<subject:string,issuer:string,fingerprints:arrays<
I
{
"Name": "web_resources",
"Type":
"array<struct<name:string,type:string,data_classification:struct<category:string, category_
},
{
"Name": "http_cookies",
"Type":
"array<struct<name:string,value:string,is_http_only:boolean,is_secure:boolean, samesite:stz
I
{
"Name": "type_id",
"Type": "int"
I
{
"Name": "databucket",
"Type":
"struct<name:string,type:string,file:struct<attributes:int,name:string,owner:struct<name:s
},
{
"Name": "table",
"Type": "struct<uid:string,created_time_dt:string>"
},
{
"Name": "session",
"Type":
"struct<count:int,uid:string,uuid:string,issuer:string,created_time:bigint,is_remote:boole
I
{
"Name": "certificate",
"Type":
"struct<version:string,uid:string,subject:string,issuer:string, fingerprints:array<struct<v
},
{
"Name": "is_mfa",
"Type": "boolean"
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}I
{

iy
{

iy

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name":
IlTypell :
"struct<name:string,type:string,ip:string,mac

"Name" :
IlTypell :

"Name" :

"logon_type_id",
Ilintll

"auth_protocol_id",
Ilintll

"logon_type",
"string"

"is_remote",
"boolean"

"is_cleartext",
"boolean"

"auth_protocol",
"string"

"is_renewal",
"boolean"

"lease_dur",
Ilintll

"Ielay",

"transaction_uid",

"string"

"file_result",

:string,namespace:string, type_id:int>"
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"struct<name:string,size:int, type

"array<struct<type:string,data_classification

}I
{

iy
{

IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"file_diff",
"string"

"create_mask",
"string"

"web_resources_result",

Ilappll’

:string,path:string,desc:string, product:struct<name:strir

:struct<category:string,category_id:int, confi

"struct<name:string,version:string,uid:string,data_classification:struct<category:string,c

}I
{

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"src_url",
"string"

"priority_id",
Ilintll

"verdict",
"string"

"deSC",
"string"

"verdict_id",
Ilintll

"priority",
"string"
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1,
{
"Name": "finding_info_list",
"Type":
"array<struct<title:string,uid:string,attacks:array<struct<version:string,tactics:array<st
1,
{
"Name": "expiration_time_dt",
"Type": "string"
1,
{
"Name": "expiration_time",
"Type": "bigint"
1,
{
"Name": "comment",
"Type": "string"
1,
{
"Name": "entity",
"Type": "struct<data:string,name:string,version:string,uid:string>"
1,
{
"Name": "entity_result",
"Type":
"struct<data:string,name:string,type:string,version:string,uid:string>"
1,
{
"Name": "module",
"Type":
"struct<type:string,file:struct<name:string,type:string,path:string,desc:string,type_id:in
1,
{
"Name": "exit_code",
"Type": "int"
1,
{
"Name": "injection_type",
"Type": "string"
1,
{
"Name": "injection_type_id",
"Type": "int"
},
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{
"Name": "request",
"Type": "struct<uid:string>"
I
{
"Name": "response",
"Type": "struct<error:string,code:int,message:string,error_message:string>"
I
{
"Name": "driver",
"Type":
"struct<file:struct<name:string,type:string,version:string,path:string,type_id:int, parent_
},
{
"Name": "prev_security_states",
"Type": "array<string>"
},
{
"Name": "security_states",
"Type": "array<string>"
},
{
"Name": "folder",
"Type":
"struct<name:string,type:string,path:string,desc:string,type_id:int,mime_type:string, parer
I
{
"Name": "url",
"Type":
"struct<port:int,scheme:string,path:string,hostname:string,query_string:string, resource_ty
},
{
"Name": "tunnel_type_id",
"Type": "int"
},
{
"Name": "tunnel_type",
"Type": "string"
},
{
"Name": "protocol_name",
"Type": "string"
},
{
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"Name": "job",
"Type":
"struct<name:string,file:struct<name:string,type:string,path:string,signature:struct<certi
I
{
"Name": "num_trusted_items",
"Type": "int"
I
{
"Name": "command_uid",
"Type": "string"
I
{
"Name": "num_registry_items",
"Type": "int"
I
{
"Name": "num_network_items",
"Type": "int"
I
{
"Name": "schedule_uid",
"Type": "string"
I
{
"Name": "num_resolutions",
"Type": "int"
I
{
"Name": "scan",
"Type": "struct<name:string,type:string,type_id:int>"
I
{
"Name": "num_detections",
"Type": "int"
I
{
"Name": "num_processes",
"Type": "int"
I
{
"Name": "num_files",
"Type": "int"
I
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{

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"total",
Ilintll

"num_folders",
Ilintll

"dce_xpc",

"struct<command:string,flags:array<string>, command_response

}I
{

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"share",
"string"

"client_dialects",
"array<string>"

"open_type",
"string"

"tree_uid",
"string"

"share_type_id",
Ilintll

"share_type",
"string"

"dialect",
"string"

"cis_benchmark_result",
"struct<name:string>"

:string,opnum:int, rpc_interface
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3,
{
"Name": "vulnerabilities",
"Type":
"array<struct<references:array<string>,severity:string,affected_packages:array<struct<name
1,
{
"Name": "service",
"Type": "struct<name:string,uid:string>"
1,
{
"Name": "data_security",
"Type":
"struct<category:string,pattern_match:string,category_id:int, confidentiality:string, confic
3,
{
"Name": "database",
"Type":
"struct<name:string, type:string,uid:string,type_id:int,data_classification:struct<category
}

£ Security Lake #1812 B E KR
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£ Firehose FBIE /£ X7

—

S MBI L% Data Firehose #EH| &

EE B ERR.
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Singularity Cloud

ZSingularity Cloud¥ & AR BN EZ NN BREZFAERINNEMS. HIRGETIHAITER (A
THERE ) REE2ENEBHNERNERT REIKREZNKE , HIAREXTREME R,

AWS AppFabric it A & REUF EE M

DTRETHERTES—EEAMN AppFabric fi H R85, & F % H B #9# Singularity Cloud,
FEMER

Singularity CloudX#F LA~ AppFabric % HH 22 AKX -

OCSF-JSON : EAFMME LT LR IHELR (OCSF) X EIE# 1T AppFabric #rE{LH L JSON &
&3

wHAE
Singularity Cloudx##MELT AppFabric ity EEWEF& A &,

* Amazon Simple Storage Service (Amazon S3)

- Singularity Cloud Eft 8 AN\ B EEMFIT B ER Amazon S3 FEBZEREIE |, B IR Singularity
Cloud’s 3 #4 i i BR 3 1T R 1

Splunk

Splunk BB TIREAL# M., FENALGEA Splunk WE—HNZEMARNEFEERBREBFRE
MZEMENTES. ALMEB Splunk KFikR2, EMRENNARFRABRERERSEN , REKHKF
HET RN T, FINEHRFHRE,

AWS AppFabric &# B 5B S =M

LTFETHRTES—RERAK AppFabric #iHZR A, &M H B #93# Splunk.
EAMER
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* AppFabric EAFF MM B L L EMIER (OCSF) WMEIE# 1THRELH L JSON &= i EdE.
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* OCSF - Parquet

« AppFabric EAFF HME RS RIHESLL (OCSF) X EIES TR L H LZE R 50 B BB, Apache
Parquet

BEVE
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* AppFabric HRHFELRFPHNES~ DA (SR )

- AppFabric (7= 1 API

- BiELE

rLE

AppFabric A TIRE TERR , NABRFIT & AR AT R 4 B N A2 P 8dE R E  MIRERDN AP, X
AR AT BT NI BNEAR Al BFREEFENKLA AR,

- BNABRFRAPBIENE IR : AppFabric A TIRETHERR , JUEMKEZSMNARFHHK
7, FRARTHEHEZLY point-to-point £K. B B AR BIEREIREC N EMNARE
FFEfREIR ARG , MTIALE SaaS NAEFHEUABHMENAREFER , IFLNRABRFTRAR
REBESESHIE , NMEERSRELAFNIHERE,

s TEBRHAFAER  FRARGIT/ERRERERA AppFabric BINAREFNAFREYS , REXNH
FHRNZ2EE  BOREAFPFEREMHEHNBIRERY , HREEBENAEFN LT, X
18 AppFabric R A F EIEH SaaS NARF A URES TERER | bt UE M8 ET RIS
NMNARFHHITHRA,. REAFPTTENARERZERHNBEELD , HETUREE T/ERES,

o IR ETETE - FEEAN APIRAYS , NAFAELEMRAER, FEEENRRIES/INNAERF
WERER , I RENAFPERNBRIENAFP RN, AppFabric FiXfhEZRMMR LR , FHA
BETAXECEGBERBEE, MARESTERR Al Et, XENAERFTFRXARGEBSERERE
REENES L,

- A@@ rtifactic S| AFEME : ERAFHI—E49 , AppFabric A TIREITHEXRE , FETHE
KINTHRRH  SETHIEXHATERLE , NEILFKLAFPNLLME HBEFE

. F{LMVAFPNIR : BTERABENAFBEETHARFENHRNKNA. AppFabric I TIREIEX
L EA ISV BYIXBR M5 B 45 HI4E R ER KR

52 F =5

RIARFFEARTURARS AppFabric TEXEREFWRENARFANIBHNE~ N, AppFabric
for productivity 2 TN APl , MEFLUTAA , ARBBRLAFRS THERER .

« MAERBEN—K

- ARENLE APIBIERKAENARRF (SREBFHM4. BFA. BHE, £5%F ) WRHL
B OEBRAFEFHEEECHN —R. It AFEAUBETEERNARFRITENARFER
&, BlmelZe TR, ZRHEQWMEIREAETE, flU , E-—REH#TES LBHR TFNT
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LB -ReBNENRE  EUNAEIREEEFNEFEZEAT2WNETURE, BREMFEE
RTHEFZR (MEFSEMNAEE , NEFHRERGEAMAEA ) |, AABERITREZNIHFET
RERNAR,
« NEPFETFHSWHES
« QWER APl B EEQWEWARSEXNENARFHE (ME TR, HEF) , #BH
FRASVBEFRRTHNES. APRERMRENSWMES , TRIERNEENAERF 2B TR
REHEANE

778 AppFabric JUI2E TEME

AppFabric for productive B BIEEATRRIR#EL , EXERI ( FFELILEP ) #E AWS XiF, Bx
HEZEE AWS X1F |, {55 R FAWS AppFabric LT S MEFAWS — kS &,

EEAMXE , BRI BT EA -5 X AppFabric #TIH RIS TERE .

- EANRARFFRAR

- NARFIFRAR AppFabric THEKREAI (TSR )
- EARLRAF

» AppFabric EEHAL AL DA (TR )

MRARFEF % AR AppFabric THERZEA (KR )

128 AWS AppFabric TEXER e FTRKEMER , AIgE2 R ET1L,

AN ARFET X EFIES AWS AppFabric THERE (FiK ) ERIMEINNNARFEH, AWS
AppFabric REEFHFEFRXAREEBEIES NNAEFNBE 4G, AASH. £5. BEFER
ATERERHNEMNEE K MNIANAFTEEFENNARRFER, BXXENMARFIIR , 5
IKAWS AppFabric XK R AR

AppFabric RE THERENRNABRFFAERE T ERLTENNERHTHENIRANR, ZHRE
—IRFaERRS AppFabric TEMERR |, fRREZ6IE — AppClient FEM—MMHAF, A ZE
SEHBETHEMNRANARFS 2 EMN S HRIEANERESR AppFabrico EXEANHPBITIXE |
AL IF RIF IR X 4A AppFabric TRIE , RAEENHENRYT BEEMARF (BSRES S,
AppFabric ERBIFENERIE ) o AppFabric FESRI - ZRAZHBRIENARFER , UHBRF M
AREFHFAAG., RRAFPRERE , NTTARARENSRYT KAAFXARHTERK,

18] AppFabric AR & TEE 136


https://docs.aws.amazon.com/general/latest/gr/appfabric.html
https://aws.amazon.com/appfabric/supported-applications/

AWS AppFabric EEER

£

. EREH

F 15, MRS IEME AppFabric fitlE AppClient
F2%, NENMARFHITEHRIEMZEN

% 3 &, & AppFabric AF TP URL FEIERH R ARERF
% 4%, AppFabric AT ERERNARERNNEFRE

% 5%, AppFabric &R IS B iE

AppFabric A& TEXERM#ETEE AppClients

PR HERR

FREM

TRz , REERE— N AWS KPP, BXEZER , TSR EMREAWS IkF ., BEFE
BEED—ANERIFRI TESH " "appfabric:CreateAppClient"#y IAM FRHWAF | ZXKKER
FiZFA P EMEH N AR AppFabrico BXx AT HIhEER TR AppFabric WEZEER |, 5SS
FAppFabric EE 4~ AIAMBERE R~ ¥l, BERMEEEAFE2EEMN , EXTURIZRERE , XT 258
FIMN, BEXEZER BRI EEEEBHRANENAF.

AppFabric AN ETRKHIE , SEXERE ( FHFELILE ) THEE=H. EFBEUATEIRZE , FH
RGN T L X8

{
"Statement": [
{
"Effect": "Allow",
"Action": [
"appfabric:CreateAppClient"
1,
"Resource": ["arn:aws:appfabric:*:*:appclient/*"]
}
1,
"Version": "2012-10-17"
}

#15, NIEEIEME AppFabric a2 AppClient

EFRENARERF AppFabric EREFHNEZ BT , BEE6IZE— AppFabric AppClient. AT £
AppClient 2128 TEXE AppFabric 9717 , EXHZLHNOAUthN ARERFE iR , AIRINARE
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FEZRANRELERE. AppFabricifRelZet AppClient , fREBE|I—4 AppClient ID , X2 —/NH—
MFRRAF , X T HRE AppFabric IEE EESRNWNABRFNRHNARF —EFEAEXREE AWS
1,9l

AppFabric RE TERERINARFARERE T ELETENREPHITHENKERHNR, HR
FE—IRFRERRS AppFabric THEMER , fRREE6IZE — AppClientF M —MNUEA /. A E
EERBETHENNRANARFS N B HRIEANERES R AppFabrico EXENHFBITIRE |
A LA R IEIR R 4G AppFabric #1TRIIE , RSB HRNRT BEIHEMARS (BESRE S D,
AppFabric iIHREUFEBHEFIE ) o AppFabric HESXRI ZRAZHRIEINARERES , UBBERIPN
AREFRFARAR, REAPRERE  MMAUAAREN AT KAFPXARGTER.

Z 02 AppClient , EEMA AWS AppFabric CreateAppClient APl #1F, MREEEEH
AppClient FHEINAZR , M LAEA UpdateAppClient APl #2EXE XK redirectURL, MREBEEE
WEBHRBENEAEMmSE ( AppClient 5131 AppName SR ) |, N LB BR AppClient H 62 —
NS, BREZEE |, 55 CreateAppClients

RO LAEF CreateAppClient API fEF 27 RTEIES ( 2FE Python, Node.js, Java, C#, Go #
Rust ) A AWS REEMMARF. BXEZELR , H58 (IAM AFIEE) dWERZEER~0l, £
EFAKFZERE 4 FIETERITI AP BRE, BXEEMEA4NEZER , HSH I AM AFE
BEHHEE AWS APl iEK,

BRFE

 appName-HERAFIFHEERALEAAFE RWNAREFE AppFabric &%, AFERERTE
ERFARAF AT ELHNNARFHRE R AppFabric 1L, BXEERNHEMFEAEE , BHSH £ 2
¥, AENARERFI R,

« description- NARFHIEIR,

« redirectUrls - RNEENKRLAFEEREIN URI, B&ERZALURM 5 4 redirectUrl, 5l
W, https://localhost:8080,

« starterUserEmails - ER AR FEI KU 2 8l A F AR A EKALAEN AP B Fop4iat, R A
YFEA — AN FEB b, 5170 , anyuser@example.com

« customerManagedKeyIdentifier ( A% ) - AT MEHENEFREEZH (A KMS £ ) B
ARN, TNRKIEE , NIFEA AWS AppFabric EEZ. Bx AWS AENZHR IEFRERHAN
EZEE , iBZMAWS Key Management Service FF R A RIEEFHES ZHR AWS FH,

e 52 57 E]
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« appClientArn-BEHRSMIL S ERE M (ARN). AppClient 21 , AppClient ID
salb2c3d4-5678-90ab-cdef-EXAMPLE11111,

« verificationStatus- AppClient BiERZAS.

« pending_verification-BY%iE AppClienti7E# 1TH AppFabric, £ AppClient ®RiFZ 8] , R
BE—AFP (EPEEstarterUserEmails ) AILAEMA AppClient, B FI$1E AppFabric A
FPHRER—KBH (WFHFHR ) 5 3 F, & AppFabric BFT1F URL ZMEEHNARERF , XK
ZN AR ARBEIRIE,

« verified-BiEIEEMRIIEMK AppFabric , Bl AppClient B £ RilE,

« rejected-MYIEIEIS#E AppClient #3E4E AppFabrico EEF B H R ERBIESZE 281 , Hith
FF AppClient TT3EEA,

curl --request POST \
--header "Content-Type: application/json" \
--header "X-Amz-Content-Sha256: <sha256_payload>" \
--header "X-Amz-Security-Token: <security_token>" \
--header "X-Amz-Date: 20230922T172215Z" \

--header "Authorization: AWS4-HMAC-SHA256 ..." \
--url https://appfabric.<region>.amazonaws.com/appclients/ \
--data '{

"appName": "Test App",

"description": "This is a test app",

"redirectUrls": ["https://localhost:8080"],
"starterUserEmails": ["anyuser@example.com"],
"customerManagedKeyIdentifier": "arn:aws:kms:<region>:<account>:key/<key>"

} 1

MBRIIRERTD , NZBRS L KIEEB HTTP 200 1R,

{
"appClientConfigSummary": {
"appClientArn": "arn:aws:appfabric:<region>:<account>:appclient/
alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"verificationStatus": "pending_verification"
}
}
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E25, WENNARFREITEHRIEMEN

B OAuth 2.0 BBURE , BN ARFEEE T2 tERK AppFabric L, B% , BEERE
—NERE , ATRIUELZNNAREFS 0. BXEZER , B2H BN, AR , SFHEALENBR
RIFAIGE , ZTERTFENNARFENARZEFRFREFMER AppFabric LN INR. BEXEZE
B, BZH o,

BEXBRTHNARFERNRNESER , F2H AT HRUENNARERF.

1. EGIBENE , A AWS AppFabric oauth2/authorize APl #1E,
BERFER
« app_client_id ( &8 )-F% 1 51 AWS K 82/ AppClient ID. 82— AppClient. 4l
i, alb2c3d4-5678-90ab-cdef-EXAMPLE11111,

« redirect_uri (%R )-EFR 1 PEARNE , RLAFEEEOEIN URl, BIE—1
AppClient. 10 , https://localhost:8080.

« state (&R ) - BTEFBERNE B 2 ERSHKE—E. 5l
i, a8904edc-890c-1005-1996-29a757272a44,

GET https://productivity.appfabric.<region>.amazonaws.com/oauth2/authorize?
app_client_id=alb2c3d4-5678-90ab-cdef-EXAMPLE11111\
redirect_uri=https://localhost:8080&state=a8904edc-890c-1005-1996-29a757272a44

2. BORRWIE , fNEEERZIIEEN URl, HUEBSHEFERNRERNBE, flm, &
1 code=mM@NyJ9.MEUCIHQQgV3ChXGs2LRwxLtpsgya3ybfPYXfX-sxTAdRF-
gDALiEAXX7BYK1D9krG3J2Vtpr0jVXZOFSUX9whdekqJ-oampc,

https://localhost:8080/?code=mMONyJ9.MEUCIHQQgV3ChXGs2LRwxLtpsgya3ybfPYXfX-
sxTAdRF-gDAiEAXxX7BYK1D9krG332Vtpr0jVXZOFSUX9whdekq]-
oampc&state=a8904edc-890c-1005-1996-29a757272a44

3. {5 AppFabric oauth2/token APl ZREF BB R R 7R,

WSEAT APl iER |, R¥ERIEstarterUserEmails 2B —EAEM. AppClient BiFjg , iZ
STHEATATEMARAF. AppClent FFEFAKFZIEMA 4 FIETEERITI APl RE, BXX
ERA 4 NEZER , BSHE I AM AFERFHEE AWS APl iERK,
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BERFER

« code () - BERF—FTHPHTHEARIUEFWEINENE, 6
40, mMONyJ9.MEUCIHQQQV3ChXGs2LRwxLtpsgya3ybfPYXfX-sxTAdRF-
gDALiEAXX7BYK1D9krG3J2Vtpr0jVXZOFSUX9whdekqJ-oampc,.

« app_client_id ( &%E ) -FE] 1 7 AWS K 02 # AppClient ID, fIE —1 AppClient. i
W, alb2c3d4-5678-90ab-cdef-EXAMPLE11111,

« grant_type ( &8 ) - EHAMA authorization_code,

« redirect_uri (X&) -EFR1 AEARNE , AFEEEREIN URl, €I
—N AppClient. iX LM\/\'%FE FRIEBNBYEEM URI HHE, Hl , https://
localhost:8080,

e 2 7 BR

- expires_in- ETHEIHZAIZ A, BRINTHEREN 12 DAt,
- refresh_token - \#1% /token & RIZUHY RIFTH

- token - M#I#A /token & RFBUHI T &,

 token_type - Z{Ef} 2 Bearer,

 appfabric_user_id- AppFabric A ID, REFEMA authorization_code #FEEWIE
RFLIRE BLE,

curl --location \
"https://appfabric.<region>.amazonaws.com/oauth2/token" \
--header "Content-Type: application/json" \
--header "X-Amz-Content-Sha256: <sha256_payload>" \
--header "X-Amz-Security-Token: <security_token>" \
--header "X-Amz-Date: 20230922T172215Z" \
--header "Authorization: AWS4-HMAC-SHA256 ..." \
--data "{
\"code\": \"mMONyJ9.MEUCIHQQgV3ChXGs2LRwxLtpsgya3ybfPYXfX-sxTAdRF-
gDAiEAXX7BYK1D9krG3J2Vtpr0jVXZOFSUX9whdekqgJ-oampc",
\"app_client_id\": \"alb2c3d4-5678-90ab-cdef-EXAMPLE11111\",
\"grant_type\": \"authorization_code\",
\"redirect_uri\": \"https://localhost:8080\"
o
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MBRIIRERTD , NZRS L KIEE HTTP 200 145,

{
"expires_in": 43200,
"refresh_token": "apkaeibaerjr2example",
"token": "apkaeibaerjr2example",
"token_type": "Bearer",
"appfabric_user_id" : "<userId>"

}

% 3%, I AppFabric AFITF URL A MEIEHNARERF

BRLAFEERESEN AppFabric TREHRIENARFFATERLENEIE. AppFabric Bid 2
ZIIWAFPIIF (REXREE ) HERAAFPRNHENARR  ERTRABRFFAERELRENE 2
M., HAPEZFREIEREN , TREFEAFF, , R EMIESEENEERTERR
BAENAREFIRENNEARER. AppFabric 2%/5 , AP LU N BRRFERE] AppFabric AR5
THEMER , ARREREHNARFURELBNIRE, EERARFESER AppFabric UZ2E T
WE  BEEENAREFPRMNSE AppFabric B URL, WS BN FEAFEBERENEHNNBARER
518 AppFabric AP ZEXEE,

1. SMENAEFNRE , RERATHRINEERD URL 89587 .
2. WREMNXEE , FUT AppFabric URL fEAEE M URL imMMEIEHNARERF

https://userportal.appfabric.<region>.amazonaws.com/eup_login

WMURL &, ENNARFSRENSAFERE AppFabricAF TR, EXE , AR UERIHIE
EMEE AppFabric BFERE~= D NEHWNARERF.

% 4%, AppFabric BFERENAREFNLBEIIEE

APEENARRE , ZULUFBRAFNNE  BIEBBELMARFN LT XRRESMIINT
EZE, AppFabric XIREAFENHRINNBENAFPERNEE, AppFabric fFHFBEFMEE AWS
P P& AppFabric. B3<{d AppFabric fEREHNEIENEE | HSABRIELE,

BRI LAMER AT Al B EY API £ AR P A RALE R AP ROLERARAE

« ListActionablelInsights — BXEZEE , BZHA TEHN TRIENILFEID .
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« ListMeetingInsights — BXEZEE , BZHAKEEFANSIVERTD.

A[2ER AR (ListActionableInsights)

ListActionableInsights API AIEBIAFRERENARER (@ERFH4. BA. HE. £5
%) hWESERTIRENAR  BSHAFEFHEEACHN — K, BEENIHEFE REARTF
LR AEN R IRARNGERE  NMBBAFREETERNBNER T WMLEHE. ks, API T8
SBBEABEEBUNRE  HATAPMNENNABRFRITENRAERRE. B4MSE , APl &
Asana, Google Workspace, Microsoft 365 1 Smartsheet & F A& , 88 KA B FHR4.
BIEAFEHMNRES, ABEESER (LLM) IUERUNBREPTRLEREFAEE (HlMETF
W ENSHESER ) , AR ATAERTENE#TEENL , NTIR{ERRH RS TERER, 5&
KAFERNARFHNEREL , AppFabric FAMERNERIITFEAFEE. KENRTERA
BEERE. ENITRE , AppFabric EE ISV AP EEM[E| AppFabric AFITF | 1A AEH
REFREFMAEEHNITIXLERE, ERNEMRIES AppFabric H—ME—RY URL. It URL 7
ListActionableInsights API M Sz#9 a5 A A A

UTRXEFENENARFREURBLENARFHBE

- R THBH ( Google Workspace, Microsoft 365 )
- B BHEH ( Google Workspace, Microsoft 365 )
« BZ1F% ( Asana. Smartsheet )

BHRFER

« nextToken ( Ai& ) - ATFHRET —HRBEN D T HHE.
« includeActionExecutionStatus - EZEERITREDINROVIEIEZMSF. BIEGREEL ANRES

B {TI%IE, TJAERYME : NOT_EXECUTED | EXECUTED
BERIRk
. BRIRLEES Bearer Token E—i2t& A,

EIvES

« insightId - £ KN EHE— ID,
« insightContent - XFREIRNFERHEUR AT ERAFENREHRAERE, 5 IFRE—
BDEBMARNERE (<> HE ) B HTML B,
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« insightTitle - £ KM N FERVPREE,
- createdAt - 4R A ML AEHY A ],
« actions - NERNAFERWUMNREIR. BEXNR:
« actionId - £HRENKE— ID,
« actionIconUrl - B EEPHRITRENNARFHNER URL,
« actionTitle - £HIRIEMNIRE,

« actionUrl-tHRALAFEAFIF hEEFMNITIRE AppFabrickIHE— URL, EE : R THITER
1, ISV NAERFNEERALE URL AP EEDE AppFabric AFITF (B2ERE) .

- actionExecutionStatus - IETRBRERSHME, ATENESIE - EXECUTED |
NOT_EXECUTED
« nextToken ( A% ) - ATHRET—4ALFEN ST NS, XR—NTEFE , RIRE null , NFRTR
RBEEZHNNAERH IR,

BXEZER , S Actionablelnsights.

curl -v --location \
"https://productivity.appfabric.<region>.amazonaws.com"\
"/actionableInsights" \
--header "Authorization: Bearer <token>"

MRIIRERT , NZRS L KIEE HTTP 200 14K,

200 0K

"insights": [
{
"insightId": "7tff3412-33b4-479a-8812-30EXAMPLE1111",
"insightContent": "You received an email from James
regarding providing feedback
for upcoming performance reviews.",
"insightTitle": "New feedback request",
"createdAt": 2022-10-08T00:46:31.378493Z,
"actions": [
{
"actionId": "5b4f3412-33b4-479a-8812-3EXAMPLE2222",
"actionIconUrl": "https://d3gdwnnn63ow7w.cloudfront.net/
eup/123.svg",
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"actionTitle": "Send feedback request email",

"actionUrl": "https://userportal.appfabric.us-east-1.amazonaws.com/
action/action_id_1"

"actionExecutionStatus": "NOT_EXECUTED"

"insightId": "2dff3412-33b4-479a-8812-30bEXAMPLE3333",
"insightContent":"Steve sent you an email asking for details on project.
Consider replying to the email.",
"insightTitle": "New team launch discussion",
"createdAt": 2022-10-08T00:46:31.378493Z,
"actions": [
{
"actionId": "74251e31-5962-49d2-9ca3-1EXAMPLE1111",
"actionIconUrl": "https://d3gdwnnn63ow7w.cloudfront.net/
eup/123.svg",
"actionTitle": "Reply to team launch email",
"actionUrl": "https://userportal.appfabric.us-east-1.amazonaws.com/
action/action_id_2"
"actionExecutionStatus": "NOT_EXECUTED"

1,

"nextToken": null

2% (ListMeetingInsights)

ListMeetingInsights API B EEQWNBMHAE REXNBENARFLEY (B FiidEg. HE
%), BHAPNEETHNARWMFREINESR, ARNETURENSWUHBESR , THARRENE
ERARFZETRRERANER,

BERFER
« nextToken ( A% ) - AFIRENT —HNFEN 2 TS,

BERIRL
o BRIRLEELE Bearer Token E—i#2E A,
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R B

insightId - £ EZHYMHE—

insightContent - AENHER  UFRFERAREERFMAER. Hl0 , MTAXTHALERE
8

insightTitle - £ FREY MLARHYARER

createdAt - A Y WL AR R B[] o

calendarEvent - AFNXINEEZHAEHFHI2WN. BAEHEXNR :
« startTime - EHMFFIRETHE,

« endTime - EHNLERATE,

- eventUrl- ISV NAERFEBFAEHMN URL,

resources - @2 SERMN N FHEXHEMTRNSIR, BRNR .

* appName - BIRFIEMN B AREFE o

« resourceTitle - BRI,

« resourceType - BRMWEE, AIsEMETHE : EMAIL | EVENT | MESSAGE | TASK
« resourceUrl - NARFHEIEIR URL,

« appIconUrl - #IRFIENAREFHES URL.

nextToken ( A& ) - AFHREM T —AHRBEN D AT, XR—NAEFER , RIRE null, MRR
SEEESH N FA M,

BXEZEER , 52 Meetinglnsights.

curl --location \
"https://productivity.appfabric.<region>.amazonaws.com"\
"/meetingContexts" \
--header "Authorization: Bearer <token>"

MBRIIRERTD , NZRS L KIEE HTTP 201 14K,

200 0K

{
"insights": [
{
"insightId": "74251e31-5962-49d2-9ca3-15EXAMPLE444L4L"
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"insightContent": "Project demo meeting coming up soon. Prepare
accordingly",
"insightTitle": "Demo meeting next week",

"createdAt": 2022-10-08T00:46:31.378493Z,
"calendarEvent": {
"startTime": {
"timeInUTC": 2023-10-08T10:00:00.000000Z,
"timeZone": "UTC"
},
"endTime": {
"timeInUTC": 2023-10-08T11:00:00.000000Z,
"timeZone": "UTC"

},
"eventUrl": "http://someapp.com/events/1234",
}
"resources": [
{
"appName": "SOME_EMAIL_APP",
"resourceTitle": "Email for project demo",
"resourceType": "EMAIL",
"resourceUrl": "http://someapp.com/emails/1234",
"appIconUrl":"https://d3gdwnnn63ow7w.cloudfront.net/eup/123.svg"
}
]
},
{

"insightId": "98751e31-5962-49d2-9ca3-15EXAMPLE5555"
"insightContent": "Important code complete task is now due. Consider
updating the status.",
"insightTitle": "Code complete task is due",
"createdAt": 2022-10-08T00:46:31.378493Z,
"calendarEvent":{
"startTime": {
"timeInUTC": 2023-10-08T10:00:00.000000Z,
"timeZone": "UTC"
.
"endTime": {
"timeInUTC": 2023-10-08T11:00:00.000000Z,
"timeZone": "UTC"

1,

"eventUrl": "http://someapp.com/events/1234",
1,
"resources": [

{
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"appName": "SOME_TASK_APPLICATION",

"resourceTitle": "Code Complete task is due",

"resourceType": "TASK",

"resourceUrl": "http://someapp.com/task/1234",

"appIconUrl": "https://d3gdwnnn63ow7w.cloudfront.net/eup/123.svg"

]I

"nextToken": null

T IER AR SR AF 1R A 15

£ AppFabric PutFeedback API #2EREREI N EFIRER SRR, BT IIEERR AR &
MR ARFYS , UREH-—FERSLTE Insightld RWRBTSD (125, EPTIoESHET ) WEZE
Actionld.

BFRFER

o id - ENHERRBHOXNKRIFFIREF. X AR Insightld 2 Actionlds

« feedbackFor - EAERERRIFWRIRFKE, AI5EM{E : ACTIONABLE_INSIGHT |
MEETING_INSIGHT | ACTION

« feedbackRating - RiBE1ESM 1 E 5. EDHSHE,

VR £
. REWRTE,

BXEZEE |, 55 PutFeedback,

curl --request POST \
--url "https://productivity.appfabric.<region>.amazonaws.com"\
"/feedback" \
--header "Authorization: Bearer <token>" \
--header "Content-Type: application/json" \
--data '{
"id": "1234-5678-9012",
"feedbackFor": "ACTIONABLE_INSIGHT"
"feedbackRating": 3
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} 1

MR BLIRERT , MZRFLKEEFEZE HTTP [EXH HTTP 201 MR,
88 5%, AppFabric 53R UE R R iE

FEHEIAL , BELEH T NAREFRELLERA AppFabric BN ARFHNNAEMNREE , HKE THI
BARPHLER, EENSNZBEFEHF LT AppFabricEEART BEEMAF 25 , TLUNERN
FiEIR R4 LA AppFabric B MIIE, AppFabric FEXI ZXACRIINAREFEE |, UH
BRIFBARFFAAR, RAAPRERE  NTAUARENSRT XA XAREFLER,

BRI RE
Bt &% B FER4ZE appfabric-appverification@amazon.com HiERBIEEHN N AEF |, K HKREIUE

.

HEEN B FERHRIRUTFERES -

- fREY AWS K/ B

- BEAEIKREIENNARFHNER
« {REY AppClient & 13iE

- BHBRRES

A BRENATER (MRTA ) , AHFEBRMIEMLERMEM

o BT RIR TR RNRNETRAFH
- BHBEHRRMEH

@ Note

WMREE AWS IKF K AWS SERFITRELE | HRASHFENE 74P, /X
LEBR R A AT DA B RIS UE T 2

W UE bR A
ERDWIELRZA |, EABUH B TR

s ATERSI/EME , AWS K/ X4 HE M AppFabric #Y
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A BEDBRETIREZ—

. AL EZED AWS Partner Network B8 “AWS Bik” K FIH AWS SEUSE, BEXEZER , B
S8 AWS SERERSER.

« ERE=FH |, BIVHELANIZTE AppFabric fRS E7E & E 210,000 7T,
- BRI ARERFRISITE AWS Marketplace £, BEXEZER , S H AWS Marketplace.

FRHRIDRAER

WRENRES , RGBS L FHERE , S8R FEIRZ AppClient FFM
Fpending_verificationfverified., MREHWEBBFWIEL K NEEEFRBSIRIERE,

AppFabric A2 =S TEMXER M TEE AppClients

“ AWS AppFabric T2 &7 1" Theedt TEM B , s K ET 1L,

BT LAE B IBHY AppFabric £7 0 AppClients , LR B 3 1 iE M FHURE M IRRIZ 1T M4,
REVE AR iF4H/E 2 AppClient

5/ AppFabric GetAppClient API IEE B EWIFME R AppClient , BIFER E AppClient RS, B
XEZEER , S GetAppClient,

EIRIMF 4S8 AppClient , BBFAEDHAE "appfabric:GetAppClient” IAM KIEIR, B
EZER  BSR AR BIREUA T #4158 AppClients.

ERFE

« appClientId- AppClient & 3iiE

I 6

* appName-fFEAFTIFNEERE LB AP E R NARZEFR AppFabric B#5.

« customerManagedKeyIdentifier ( Ali% ) - AT MEHKFENEFAEEZL ( H KMS £ ) B
ARN, MIRRIEE , NFEH AWS AppFabric #£E %4,

 description - MAEFHER,
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redirectUrls - RNEENZLAFEEREMN URI, BHZALURF 5 A redirectUrl, 4
W, https://localhost:8080,

starterUserEmails - ENARFEIRIE AT A VFIA R LERN BN AP B FiffFiit, R
YFEF — N FEBMF i tt, 70 , anyuser@example. com,

verificationStatus- AppClient BIFIRZ

« pending_verification-BY%iE AppClienti7E# 1TH AppFabric, £ AppClient RiFZ 8] , R
E—1AF (EFEEstarterUserEmails ) AIBAfEMA AppClient,

« verified-BWiEdE 2RI AppFabric , I AppClient B £ K,

« rejected-MIIIEIS 2 AppClient #3E4E AppFabrico EEF B H R EREIESE 2 81 , Hith
FF AppClient T3 ER,

curl --request GET \

--header "Content-Type: application/json" \

--header "X-Amz-Content-Sha256: <sha256_payload>" \

--header "X-Amz-Security-Token: <security_token>" \

--header "X-Amz-Date: 20230922T172215Z" \

--header "Authorization: AWS4-HMAC-SHA256 ..." \

--url https://appfabric.<region>.amazonaws.com/appclients/alb2c3d4-5678-90ab-cdef-
EXAMPLE11111

MREBRERT , MZRSHLKRIEE HTTP 200 WAL,

200 OK

"appClient": {
"appName": "Test App",
"arn": "arn:aws:appfabric:<region>:111122223333:appclient/alb2c3d4-5678-90ab-
cdef-EXAMPLE11111",
"customerManagedKeyArn": "arn:aws:kms:<region>:111122223333:key/<key>",
"description": "This is a test app",
"redirectUrls": [
"https://localhost:8080"
1,
"starterUserEmails": [
"anyuser@example.com"
1,
"verificationDetails": {
"verificationStatus": "pending_verification
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}

& AppClients

£ AppFabric ListAppClients APl BREEFERHFIEK AppClientso AppFabric AppClient AR
RE—DNAWS IKF ., XERKRAELEAETL. BXEZEER , HZH ListAppClients.

E I AppClientst , BAMEADIHE "appfabric:ListAppClients" IAM KEEINPR, BXRESZE
B SR ARSI AppClients,

BERFER

« RBEVEFER,

CINEE

« appClientARN-BEHRSWIL S#E R RE M (ARN). AppClient #lzn , AppClient ID
s=alb2c3d4-5678-90ab-cdef-EXAMPLE11111,

- verificationStatus- AppClient BiIEIRAS,

« pending_verification-BY3iF AppClient{h#E# 1T AppFabric, 7£ AppClient B2 81 , R
H—1MHFPF (EPEEstarterUserEmails ) ATLAEA AppClient,

« verified-BiFZEE K II5ER AppFabric , 1 AppClient E5E £ RilE,

« rejected-IRIEIIFE AppClient #3E4 AppFabrico EEFH B HRIITRRIEIE 2T , Hit
FF AppClient T3EER,

curl --request GET \
--header "Content-Type: application/json" \
--header "X-Amz-Content-Sha256: <sha256_payload>" \
--header "X-Amz-Security-Token: <security_token>" \
--header "X-Amz-Date: 20230922T172215Z" \
--header "Authorization: AWS4-HMAC-SHA256 ..." \
--url https://appfabric.<region>.amazonaws.com/appclients

MRIIRERTD , NZRS S KIEE HTTP 200 1R,

200 OK
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"appClientList": [
{
"appClientArn": "arn:aws:appfabric:<region>:111122223333:appclient/

alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"verificationStatus": "pending_verification"

}

E#H— AppClient

£/ AppFabric UpdateAppClient APl IR{EEFMRFE BN EEQMUL, AppClienttt RIEFEE
SYEMEAMSER , 620 AppName starterUserEmails, sEfth |, N A5 Bk AppClient # 81— NS
B, BXREZEER , 182 UpdateAppClient,

EFH AppClient , BHMED A "appfabric:UpdateAppClient” IAM FHEMNR, BXEZE
B, B2 AT THRERH AppClients.

BERFER

« appClientId ( &8 ) -#REFE# redirectURLS #Y AppClient ID,
« redirectUrls ( %1 ) - EEHMW redirectUrl FIR, EBE&EZAILURIN 5 4 redirectUrl,

% £

appName-HEAFNFHNEERE LOAFERHNNARERFW AppFabric & .

« customerManagedKeyIdentifier ( A% ) - AT MEHENEFEEZH (A KMS £ ) B
ARN, MRRKRIEE , NFFEH AWS AppFabric #E£E %4,

« description- NABRFHEIR,
e redirectUrls - BRNEENRLAFEE@EM URI, W , https://localhost: 8080,

- starterUserEmails - 7R ARRF B KIUE 2 81 A0 15 B DU UL B2 8 A P B8 FoBfF ik, RA
W EA — AN FEB4Fibit, 120 , anyuser@example. coms

« verificationStatus- AppClient BiEIRZS,

« pending_verification-BY%iE AppClienti7E# 1TH AppFabric, £ AppClient RiFZ 8] , R
BE—1MHFPF (EFIEEstarterUserEmails ) ATLAMEA AppClient,

« verified-BiEIEEMIIEMK AppFabric , Bl AppClient B &£ RilE,
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« rejected-HIRIFIIFE AppClient #3E4 AppFabricc EEFH B HRIITRBIT IR , Hit
A F AppClient TT3&ER.

curl --request PATCH \

--header "Content-Type: application/json" \

--header "X-Amz-Content-Sha256: <sha256_payload>" \

--header "X-Amz-Security-Token: <security_ token>" \

--header "X-Amz-Date: 20230922T172215Z" \

--header "Authorization: AWS4-HMAC-SHA256 ..." \

--url https://appfabric.<region>.amazonaws.com/appclients/alb2c3d4-5678-90ab-cdef-
EXAMPLE11111 \

--data '{

"redirectUrls": ["https://localhost:8081"]

} 1

MRIIRERTD , NZRS S KIEE HTTP 200 1R,

200 0K

"appClient": {
"appName": "Test App",
"arn": "arn:aws:appfabric:<region>:111122223333:appclient/alb2c3d4-5678-90ab-
cdef-EXAMPLE11111",
"customerManagedKeyArn": "arn:aws:kms:<region>:111122223333:key/<key>",
"description": "This is a test app",
"redirectUrls": [
"https://localhost:8081"
1,
"starterUserEmails": [
"anyuser@example.com"
1,

"verificationDetails": {

"verificationStatus": "pending_verification
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il BR — 1 AppClient

£ AppFabric DeleteAppClient API IE4EMIBREM AT AppClients EENHNE. BXEZELR ,
28 DeleteAppClients

Eff| gk AppClient , BAME DA "appfabric:DeleteAppClient” IAM FEENR. BXEZE
B, BZH AR ER AppClients.

EREE

« appClientId- AppClient & ik

INEL
° 5&%“@&?‘5&0

curl --request DELETE \

--header "Content-Type: application/json" \

--header "X-Amz-Content-Sha256: <sha256_payload>" \

--header "X-Amz-Security-Token: <security_token>" \

--header "X-Amz-Date: 20230922T172215Z" \

--header "Authorization: AWS4-HMAC-SHA256 ..." \

--url https://appfabric.<region>.amazonaws.com/appclients/alb2c3d4-5678-90ab-cdef-
EXAMPLE11111

MR IRERID , MZREZEALEEBTEZ HTTP IEXH HTTP 204 MR,
NEELRAFRIFTHE

BRERL R AppClient SREXHI T AT SAE B HARS A% . X ATLAEA grant_type 8 refresh_token
M T hE APl SR5ERR. 3 grant_type 1 refresh_token Bt , ZEEAM authorization_code
FERN R API g N —EB R El ., BRIAZIERRTES 12 et. ERARIET API, BXUHE
"appfabric:Token" IAM REEINR. BEXEZEE , BZH T M A VFERIER AppClients.

BERFER

« refresh_token ( &4iE
- app_client_id ( &4i&

- M3 /token 1EREBUHY BIFT T hE.
-7 8|2 AppClient ZIREY ID AWS K,

« grant_type ( &8 ) - XA =2 refresh_token,

~— =
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R B

« expires_in- ETHEREHZIZ X, RIANIHNER 12 )at,
- refresh_token - \##A /token &R EULHY BIFT 5 h&.

« token - \HI#E /token & RFBWH T,

- token_type - Z{EfF R Bearer,

« appfabric_user_id- AppFabric AF ID. REEA authorization_code RFEXEMERS
2RE I E,

curl --location \
"https://appfabric.<region>.amazonaws.com/oauth2/token" \
--header "Content-Type: application/json" \
--header "X-Amz-Content-Sha256: <sha256_payload>" \
--header "X-Amz-Security-Token: <security_token>" \
--header "X-Amz-Date: 20230922T172215Z" \
--header "Authorization: AWS4-HMAC-SHA256 ..." \
--data "{
\"refresh_token\": \"<refresh_token>",
\"app_client_id\": \"alb2c3d4-5678-90ab-cdef-EXAMPLE11111\",
\"grant_type\": \"refresh_token\"
3n

MRBBRERT , MZRSFHLRIEE HTTP 200 M8AL,

200 OK

{
"expires_in": 43200,
"token": "apkaeibaerjr2example",
"token_type": "Bearer",
"appfabric_user_id" : "${UserID}"

}

R HERR

15 AWS AppFabric TEXRINEEAL T ER |, AlgES X £ 1L,

AT NEEIERNBFEDER , AppFabric LURE THEME,
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RPN AR

AppFabric AT IREIEREREEHANARFARNNAEFAAEERNRAAFEHEIGEZ Y
ZERIERE. AMENARFEHURBRIPRSES , AEERIEIIBREXET2EXNERIE, XEK
BEstarterUserEmailsiEERIZRER M AppClient HE B HE,

Application unverified by AWS AppFabric
RandoSoft

Allow AWS AppFabric to send data to an unverified app
RandoSoft is requesting to access your data, RandoSoft has not been verified by
AWS AppFabric and might mot be who they claim they are.

You should not authorize this app unless you trust the developer of this app.
Allowing waverified apps might put your data at risk

Continue Exit

CreateAppClient %Ei%
ServiceQuotaExceededException

MREE L ZTWB LT RE AppClient , NI HBAKELET T84 AppClients AT LA 2RI EE AWS
WP, BREIN 1. HTTPIRZSES : 402

ServiceQuotaExceededException / SERVICE_QUOTA_EXCEEDED

You have exceeded the number of AppClients that can be created per AWS Account. The
limit is 1.

HTTP Status Code: 402

BMRABFFRARAN] 157



AWS AppFabric EEER

GetAppClient 4%
ResourceNotFoundException

MREERINFAE BN KEIATRE AppClient , FHEEREHA T EFH AppClient FRIRRF, LhEE
RERRARKEEE AppClient BV,

ResourceNotFoundException / APP_CLIENT_NOT_FOUND

The specified AppClient is not found. Ensure you’ve entered the correct AppClient
identifier.

HTTP Status Code: 404

DeleteAppClient iR
ConflictException

MRIEER BRI KEIAT RE AppClient , MIFRTRS — MIBREREELES, EFTR , AFE
o HTTPIRAE : 409

ConflictException
Another delete request is in progress. Wait until it completes then try again.
HTTP Status Code: 409

ResourceNotFoundException

mREBER BRIDEZEIL T RE AppClient , EHRFREHMA T EWHVAR AppClient IRFF, LEIRERTARK
F#5E AppClient B9,

ResourceNotFoundException / APP_CLIENT_NOT_FOUND

The specified AppClient is not found. Ensure you’ve entered the correct AppClient

identifier.
HTTP Status Code: 404

UpdateAppClient %5i%
ResourceNotFoundException

MREEEFHITWEILTRE AppClient , EHRFREHM A T EBHVAR AppClient IREF, BWEIRKRTRK
Z$EE AppClient 9,

ResourceNotFoundException / APP_CLIENT_NOT_FOUND
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The specified AppClient is not found. Ensure you’ve entered the correct AppClient
identifier.
HTTP Status Code: 404

Authorize ££i%
ValidationException

MREMAPISBA B EAPIHSEHELHLAR , MAREKKENUATRE.

ValidationException
HTTP Status Code: 400

FRE 1 : KRIEE AppClient ID &Y

BRSHBERD app_client_id, AppClientflRigke|E  HRE K NEFEHAME
8, app_client_idAFEiRX. E&E#K AppClient ID , iEfEFAListAppClientAPI# 4,

R&E 2 : a8t AppFabric T34 1 B & F & 2 1 %47

Message: AppFabric couldn't access the customer managed key configured for AppClient.

AppFabric BRILZZHBEFRENEY , XUERBETENRRELE TE. RIFEENZH
AppFabric 2ABFE , HARS R FHEMAYH RN,

FE 3 : URLEENEERTH

Message: Redirect url invalid

BRBERURLANEEB 2 EHEN . CH4AEEECIEREHITURLsTEE N E E @48 TE
AppClient, ZEEE A TN EEMHIFRURLs , iE# A GetAppClientAPIRE,

Token %5i%
TokenException

BARSXWEIUTRE , RERAT,

TokenException
HTTP Status Code: 400
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FRE 1 : 868E T TR B FHp At

Message: Invalid Email used

WREFE RN B TRt SR N iZstarterUserEmail s/E M 51 H 49 €8, F hB 4 b 21k 48 PT #p
AppClient, MIREBFHPHFRIE , TERHNEEMNBE FipHFtiut K AREiL. EEEFFEHANBEFHP
# , B GetAppClientAPIRE,

FEHR 2 : XF grant_type 7 refresh_token , 2 K¥g§ES AT,
Message: refresh_token must be non-null for Refresh Token Grant-type
BERPEENRIFSER null W2, 1£ Toke n API HAMR FIEErefresh_token2BUEER,

ThrottlingException

MRFANERETS R VFNAPIESH , NSRBI TRE,

ThrottlingException
HTTP Status Code: 429

ListActionableInsights, ListMeetingInsights #1 PutFeedback %§i%

ValidationException

MREMAPISBA B EAPIHSEHRELHLAR , MAREKKREUATRE.

ValidationException
HTTP Status Code: 400

ThrottlingException

MRFAERES R FNAPIES , W2 WRBIUTRE,

ThrottlingException
HTTP Status Code: 429

AppFabric HRIZLRAFHAES DA ( FisEhR )

125 AWS AppFabric TEXRINEEL TKM ER |, AlREa X £ 1L,
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AEEATRERS THEMRE (FK ) L AWS AppFabric HEESEEM TEREREH SaaS
NMAREFNRLRAF. RBUTSREEZSCHNARERHRN AppFabric EREBENRRERLE | HH
BB EENARFTREE (HIUNREBFHMHERELHESIN ) o BALUESEE Asana, Atlassian
Jira Suite, Google Workspace. Microsoft 365, Miro. Slack. Smartsheet ERAREF. TEERN
AppFabric JGIRINAJG , AppFabricAI AEEEENWEENAREFPIRRUEBENAREFHONENRE , N
m# B ERRE TEXRERHREFHTN ITERE.

AppFabric A Ti2E ITE®E , £AH Amazon Bedrock X FNERRNA T EEE, AppFabric
REERGENABTAGE , T2ERLENRE, EERNEMNYARFTLEHERBLENE,
AppFabric f2ERENBFERINGHAERATERNENREEARESERE, BXEZER , H5H
Amazon Bedrock FAQs.,

F&

. EREH

- £1%, BFEF AppFabric

- 25, AENAERFE R

- £3F. EERLENNARRFALERIENEE

- B4, AREREIIBAELENNARFPRITENAEFRE

- ITHZEEEREE | EE BB AppFabric ARRE TERE (F ) Thee
o HRFEHERR

FEIRFZAF
Fogzol , BRREEEUTRE :

- BFFZIE AppFabric : EF R AppFabric ARETERE , LREUTRERZ —NWHKEBERE
iE ( AF&MEL ) : Asana, Google WorkspaceMicrosoft 365, i Slack. & LA AppFabric #Bb
BIMNEZARSIERERMEANS N NARFF LIRS AppFabric AP . B%kfE , BRI LE
B R R R DT o8 4 B L AR o

- EEENNARERFNEL RETEERNNARFRERBENARFLBNRE, BERNN
BINNARFHEEEREL (APBENEE ), XENRNARERFSIE Asana, Atlassian Jira
Suite, Google Workspace, Microsoft 365, Miro, Slack 1 Smartsheet,

1%, &%ZF AppFabric

MR RAEFEEE AppFabric , FENABRNAEEETIENBENARFF,
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1.

3.

BIMNNARFERNUTEMNER AppFabric BTREIHENRE , NTALTEREFENNARE
Fak, Bt , 8MNNARFHBEETEMNADQKKIRTEB AppFabric REEFHER,
FRLERBERSANRENLT X, AppFabric HEERTEER, FERRANENNAER
AppFabric #34F & 7RI F#H,

Supercharge your productivity with AWS
AppFabric
Sign in to get started

Connect your favorite applications in a few clicks and begin prioritizing your workday
faster using generative artificial intelligenee (A1)

AWS AppFabric generates cross-app insights and next best actions based on your data.
You can see insights and execute cross-app actions from within your preferred appis).

FERAUATRER 2 —RBHEAZIEER : Asana. Google Workspace, Microsoft 365 =% Slacko
NTREREAR , RNBWNENEANSNINNARFEAMERRIRARE AppFabric &,

fHlan | IREE Appl Fik# Google Workspace EiE , FATEIWIETE App2 Fik# Google
Workspace , AR BR—ERNAZEEEMERMARTER, NREHEMGREEEBEERX  WEFTEE
FEMEENARFNTRE.

@) AWS AppFabric

Sign in with your corporate ID
SLACK
MICROSOFT
GOOGLE

ASANA

MRBIRTR , TR ALHERERE A EZZIRMAR AppFabric BYE .
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- slack

Signin to Slack

We'll get you back to the app in just a minute.

‘ G Sign in with Google |

l & Sign in with Apple |
OR
‘ }ml.’u"::".'.‘c)rk email.com |
¥ We'll email you a magic code for a password-free
sign in. Or you can sign in manually instead.
Py & Terms  Conl (2] e >

Sign in to AWS AppFabric with Slack

# =

Select a Slack account or workspace

Andrew
email.address@acme.com L
4 acmewidgetsglobal slack.com

Your account details will be used to:

Establish a verified connection between an existing AWS

& AppFabric account and Slack.

Q Help you create a new AWS AppFabric account, if you don't
already have cne.

Unlock AWS AppFabric features in Slack, like configurable

natifications, rich link previews, and quick actions.

Cancel Accept and Continue

£25, AENAEFERLE

B FJ5 , AppFabric NETR—NEERTE , WHEERE RLVFTE AppFabric HIRE TEMEMm B A K
AREFPERERARRF AppFabric WILENRIE, fln , BLRE AppFabric /21FGoogle Workspace

&
2y
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BYUEK B FeR4-H B ES R EE REFAsana, Xt FHEEHRF AppFabric BB ARRE , &
REZTE—REEELSERENT,

— Learm more

—
O

=

Display insights in [App Name]?

Once you connect your applications, we need permission to display your insights, artifacts, and recommended
actions within [App Name).

By clicking “Allow”, you are instructing AWS AppFabric to transmit the insights and recommended actions generated by AWS AppFabric, as
well as relevant artifacts and content from the applications you have chosen to connect, to the application that you used to sign in. That
application will display the insights, recommended actions, and relevant artifacts and content. AWS AppFabric will continue to send the
insights, recommended actions, and relevant artifacts and content to that application, until you disable or disconnect AWS AppFabric for
productivity. Learn more about how AWS AppFabric handles your data

35, EERENNARER AR #NIRAE

EEEERRERE , S AERZNARFTE , S NERPERE, HTEEIETMEESINARE
F,XENAREFRARTERBENAREFLENRE, XSHERT , #EBRZARHBEEG , &F
SEFRAETEREESERZNNARERF.

BEEENARRF , FEREERANESNRAEFFLNEZRE.

0
W
7
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BRI

Connect applications

Please connect any applications that you use, Connected agps provide the source of infarmation AppFaliic uses to generate Insights and acticns that superchange your productivity,

Application

=
5

@

-

Smartsheet

Slack

Google Warkspace

AZana

Atlassian Jira suite

Mirg

Microsoft 565

Status

) Not connected

2 Not connected

2 Not connected

) Mot connected

&) Not connected

) Not connected

2 Not connected

Learn miore

Wihen you click “Connect”, you are instructing AWS AppFabric to access your information (e.g. messages, files, calendar invites, colleagues, professional information, and other infermation) from that
application and ingest it Once AWS AppFabric ingests that information, it will use it to create insights and recommendations that will be surfaced to you within the application that you've used to sign
i AWS AppFabiric will continue 1o pracess your INformation and crexte insights in this manmer, until you disconnect the application 3nd AWS AppFabric. Learn more abolt how AWS AppFabric handles

your data,

BEERHNARERFNEFREIL , 7 AppFabric/t 1A 8] &

B9 B 8iE LA O R M 52 AR R AR o

X

Al
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Tigned In
[ ] @ AWS AppFabric is requesting permistion 1o access the fabric-...
& 'EE . | | |
4 slack 03 Acmewidgets
. . Laan
Connect applications e mare
Please connect any applications that you use. Connected § nd actions that supercharge your producthvity.
Application & Action
Smartsheet
& snors 7 . 7 [ comect 2
4 ~ .
b Slack Connect [5
_ AWS AppFabric is requesting permission to
Google Workspace Connect [5
= ? access the Acme Widgets Slack workspace =
. . Connect [3
ss Asana What will AWS AppFabric be able to view? =
€ Atassian Jira suite =, Content and info about you ] m
W Mo Content and info about channels & conversations »
B¥ Microsoft 365 Content and info about your workspaoe ] =
When you dlick "Connect”, you are instructing AWS AppFabric Cancel m + professional Information, and other information) from that
application and Ingest it. Once AWS AppFabric ingests that ind irfaced to you within the application that you've used 1o sign
in. AWS AppFabric will continue to process your infermation a WS AppFabric. Learn more about how AWS AppFabric handles
yaur data

BYEZENARRFE , ZERAEFRNRSRN REE EANBERE . RE : £FENEINEATE
XU R RR A 89 A2 Fr SE AR L BRI B R

EENAERFRE , ETQXKEEE, CEEEHENEENARRF. BIIXEMEN THERMNMAT
BERBEMVFRIRE R

RERY N AR P IR BEE

+ Connec AppFabric ted-BIRE®EN , EEFEAEREUNARFHNBEER LA,
« FRiEE- AppFabric REALLNARFPOBIEERNRE, B0 LUEEFT B4 K L#E,

« BRKRK, BEMEE, - RENRAEFAIRFERRAN, MRFINRER B EAEREZE
EMERENNRAER.
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EEEmE

Connect applications

Application
smartsheet

Gk slack

5 Google Workspace
o Asana

& atlassian Jira suite

m Mo

B Microsoft 365

data.

v

Status

(& Connected

() Connected

() Connected

(& Authorization falled

{(2) Mot connected

(2 Mot connected

S Hot connected

Please reconnect.

Please connect any applications that you use. Connected apps provide the sounce of infermation AppFabric uses to generate insights and actions that supercharge your productivity.

When you click "Connect”, you are Instructing AWS AppFabric to access your information (e.g., messages, files, calendar Invites, colleagues, professional information, and other infarmation) from that
application and Ingest it. Once AWS AppFabric ingests that information, it will wse it to create insights and recommendations that will be surfaced to you within the application that you've used to sign in.
AWS AppFabric will continue 1o Process your INformation and create insights in this manner, until you diSconnect the ApplicAtion and AWS AppFabAC. Learn more about how AWS AppFabric handles your

Action

Disconnact

REETHK , B LURE |

BEFE , SAUSRELTEAEECEENNAERF, MR
HELERAZNAREFPNEEIREFEERERFHNE, MR
TR, NI EE A B AR e R Y SR A 12 A ) B S R B B R

EAL, THEFENHHE
R AR F5iE#E S AppFabric ,

IR

EA

AT BAT[R]

=ach
ET

M NRAREFFRITENARFRE

7R

R\

MNAREF. TREENARFASHNLETEEDFRILNN,

RN ARERFER: , AppFabric
ERE 7T RN EMEZENA

MILE , A EENEENARERFPRNITEN

RRFRE. T8 AEESINNABRFHRILLLINE , FATEERTNARFT R ELERE R B

AppFabric £ 7= 7 &g,

5 N A2 FE L

AppFabric 2 @£ DA T AR B LA

« YISKATHVLAE : AppFabric 2 REERNARFHTHNETERE. BAEH. ESMEENE
B, AERUENEERNREIMRE  BIEEMLTIT. b5, AppFabric AJRES 4 RE AR
(BlmEEEFERH, ZHQWMUERS )  SUNEFEEEENARFPNAENRITIXER

. Bl | BRI E —RNE  RARTS LRFEELE , AR

2o

RMT—FTHRESEFN

RARF Al
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- 2UUER N - WO AP ENEFRITHLWUMFRR I HER. AppFabric &2 TR BR3¢
TR, AERNBR2WENNHERE, k) eE2ERECEENNRARFPHAREHE (6
wm, BFERF, HENES ) XA TESHANSNMER  MATENARF ZRLRKE
BAR,

5 R R R R 1

NFRLENME , & AppFabric AIBEE KB IMIRYE |, flIN KA B FERY, RHAWRMETS. £K
B{ERY , AppFabric TRESREFMEZNARFHNNEN LT XM EERELFE, Hl0, AppFabric
ARELRELFERBUNBFHBERERTSENR. SRITENNRERN , REEFE -
AppFabric IEWAFRE , ERTREZS , RUMEHPREMEERNASR., AppFabric IR &
BEAFPFEMEBA , RTSNTERE , ARERRAIBENRENABEESEE (LLM) TJEELT
B4 405

® Note

IBEFRERIEMFIA AppFabric LLM#iH ., AppFabric FMRIEELLMAEHN EBRERTE, &
REZEER | BSH AWS i Al KB,

B 8B Flf4 ( Google Workspace, Microsoft 365 )

AppFabric A EEERNARFPHEEMREE 74, BINIGEANBFHRHFR , 28F R
A7 WA WIE/BE, B FEREERAT M ‘B FERHFIEN", AppFabric IRESERXEFRHFE
BAR , UEBERETRESFHNE, FETHE AT  ERREUREE T HRMS,

REBTHHEFTETIIFE
- ELF-HIHFAB TG (WHEA. PIEFBCC ) BRULER , A BXRRE M B FEpHibt,

- FETNHEFR.

H
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AWS AppFabric Action

& Send Email

rose@acme com,brad@acme.com

BCC

ruth@acme.com

Subject line

Fallow up on the pricing program

Message
Flease follow up on the pricing program offline and let me know if you have any

questions, 3

REBTEHE  BFEIBFHEERENBIAMEE. I, EESERENNARFFEIAT
EFB TR, BUNEALERRESMIINARRF , A@EIABFHREERE,

AWS AppFabric Action

& Send Email

[ @ Email sent ]

POEMIE@aCTE.com

cc
rose@acme.com,brad@acme.com

BcC
ruth@acme.com

Subject line

Follow wp on the pricing program

Message

Please follow up on the pricing program offline and Let me know if you have any questions.
w In Gmadl [

r ™
(Do )

22 B HE# ( Google Workspace, Microsoft 365 )

AppFabric AP EEERNARFPHFENCEZBIENH. BINXEEXANEREDIFR , 2FED
AL, R, /A RSEIM B, ZBEFRINEZFIE. AppFabric TREQERXEFERAEKRA
B, URBEEETRESHEE, KETANSEHE , RECIEUNESH.

EQZBREN , XPEEUTFR

C R TR, R R
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« Jreaed R B A B R T SRR A,
« “BIEFREILN  EFERRNEFERAFbIE ( MRER ) .

AWS AppFabric Action
o
& Create Calendar Event
Title

Feview Pricing Program revisions with Alex
Location - apti ional
Starts

09:00 M v 202311427 (_]j
Ends

10:00 AM v 2023/11/27 C_Jj
Inwite - optional
Description

Hey friends,

Let's review the pricing program with Alex.

Thanks,

cccccc [ Create

REBREHE , SHEISHEUENBIAMER. I, EECEEENNAEFPEIRATERS
fraveEsE, SULEALERRESNINARRF , ARIIEHRETEHE.

AWS AppFabric Action

& Create Calendar Event

[ @ Event created ]

When
Movember 27, 2023 09:00 AM - 10:00 AM (America/Los_Angeles)

Invite

.Com,

Description
Hay friends, Lot's reviow the pricing program with Alex. Thanks, Ruth Sent from my iPhone
View in Google Calendar [
'y ™
Close

AppFabric R EE BN AR FAsana P REENCEES . BIIXBFERESFR , SIAES B,
ESmAEE. B BHNMESHER, AppFabric TRESEXEFRFERAR , U PERECIEFE
SHEtE, FETESE  ERENCIRES. BRPWEW , FHENAsanafty TEX, TEHES
PEIZESLLM,

B3 Asana ES RS TIEBUTFE :
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EEEmE

<R P R

o MRMER, WEZiE ABARE M B FER4Fbit,

AWS AppFabric Action

<o Create Task

our service.

BIEESRE  BRER-RBIAVHS , RPCSE Asana PRIEES. I, BFE Asana PEHEE -1
EEESHEEE, SUNERALSEZERESMINARFUARITEFSEECCE , SEFEBI AN

B Asana T/EX, B ZHESH,

AWS AppFabric Action
s Create Task

e
| &) Task created

Title
Meet with Finance about Acme pricing

Assignee
John Doe

Due Date

2023-11-27

Deseription

We need to meet with Finance to finalize Acme pricing which ks critical for launching cur
senice.

a2

€l

B ES (Smartsheet)

AppFabric A& 5iENAREFSmartsheet P RBEMERES . BINZBERESFE , flHESHE
B, ESFAEE. BLEBEYPNESHER, AppFabric TRESHEIXEFRPERNE , UHBBEHEEC
BESHE, REXTESE , ERIEBUETS. X FSmartsheetfES , AppFabric & —1
P FAA Smartsheet TERIHEFZME S RIEBNES . XBEMERN T HEIAEH{LH 5 AppFabric

ERNVBREEFE— TS,

B2 Smartsheet FS BT HIIEBBE LT FER :

¢ R T

RARF Al
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« FUAMTRERNE FHfFibat (REHR ) .

AWS AppFabric Action

[Z] Create Task

Title

Meet with Finance about Acme pricing

Assignees - optianal

alex@acme.com

Due Date - optional

2023/11/27 C‘_a-‘j
Description

We need to meet with Finance to finalize Acme pricing which is critical for launching
OUF service.

BBESE , BHER—KBIEE , REAETE Smartsheet FEIEFES, I, R/ Smartsheet

FEI - NEEESHEE, EUUEALEZERESNENARR , UMEELER Smartsheet T
KHPEEMES. FIERRKW Smartsheet FFEHHEREH TERF. MRITHERBEMER , AppFabric
fFelE - TR,

AWS AppFabric Action
[ create Task

e
| & Task created

Title
Meet with Finance about Acme pricing
Assignees
alex@acme.com
Due Date
2025-11-27
Deseription
W need to maeet with Finance to finalize Acme pricing which ks critical for Launching cur
service,
w in Smartsheet [4

€l

ITHNZL2BEEBRIE : BEEIHNNR AppFabric AIRE T/EMRER (il ) hEE
“ AWS AppFabric 2 &4 7= 0" TheEd T ER , AleE2 R ET b,

FRE SR AppFabric TIREEF D ( T8 ) THEEM SaaS NARF AR YA AFHRIEF AR
FFo AppFabric MREE—R ITEER , BEFEALAINNXEERRNATEREIEEN RN |, &
ZELUT & -
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- REFBREME (1dP) BF : BALBET S HREERILEZFRNR , SUEFHAFXNERKXALE
RETIRERY ISR,

- NBEENRARFEA OAuth : BEEA OAuth R3EHE TR Hl. tRMERIFFIEAFREE OAuth &
RIRUER N AR FIER S AT TERX,

HUE BERR

“ AWS AppFabric {2 & 47 1" ThEEAL TR ER , R REE

AHFNBERERFHELERR , AppFabric BURE TEMRE,
RIIERI R AT

AppFabric A FREIERRUFEENARFARNNAEFETRNRAAPHEEIIGEZEFE
SRR, MREEZRAERMBE R #i8 AppFabric , MR RZMARFE AL AppFabrlchﬁ
INBARFFAENSANMNARFIMELNERENRIINE, FMIENARFEBURRIEPRASE
3, REERISERERETEERX N ERIE,

ERARZRIEINNABRFRE M. MRTHENARFAREAR , WANSFINARFREERIER
SRBHE,

Application unverified by AWS AppFabric

[App Name]
£ Allow AWS AppFabric to send data to an unverified app
[App Name] is requesting to access your data. [App Name] has not been verified by AWS AppFabric and might not be whe
hey claim they
w showld n is app unless you trust the developer of this app, Allowing unverified apps might put your
ta at risk.

EHTRE, FERREZHENEER (InternalServerException)

2 AppFabric TR ASIHMARFSHEA T RAER, FEHKE KSR EFEZS
RE2REIEE, BHEER.
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[ & Something went wrong. Please try It again or check with your Admin, ]

Connect applications

Please connect any applications that you use. Connected apps provide the source of information AppFabric uses to generate insights and actions that supercharge your productivity.

Application v Status & Action

[ smartsheet @ Connected
4% slaek @ Connected
5 Google Workspace @ Connected
o Asana ©) Mot connected Connect [
£ Atlassian Jira suite ) ot connected Connect [
W o E) Hot connected Connect [
BT Microsoft 365 E) Not connected Connect [

‘When you click “Connect™, you are Instructing AWS AppFabric to access your infermation (e.9. messages, files, calendar Invites, colleagues, professional information, and other Infermation) from that
application and Ingest It. Once AWS AppFabric Ingests that information, it will use it to create Insights and recommendations that will be surfaced to you within the application that you've used to sign in.
AWS AppFabric will continue to process your information and create insights in this manner, until you disconnect the application and AWS AppFabric. Learn more about how AWS AppFabric handles your

data.

BT & KRR M S BEREIEL, FHEHER (ThrottlingException)

= AppFabric A1 To3E 5 B 12 7 5 e T BRI R8T L A A2 R i e |, S8 sE SR EI I H
B. BHREER.

(I
W
7
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[ (& The request was dended due to request throttling. Please try it again in some time. ]

Connect applications

Please connect any applications that you use, Connected apps provide the source of iInformation AppFabiric uses to generate insights and actions that supercharge your productivity.

Application - Status & Action
martsheet Conmected
5
S slack @ Connected
G Google Workspace ® Connected
o' Aana {2) Not connected connect [
& Atlassian Jira suite {5) Not connected Connect [4
ro ot connec
m o © Hot ted Connect 3
BT Microsaft 365 {2 Hot connected Connect [4

When you click “"Connect”, you are instructing AWS AppFabric to acoess your Information (e.g., messages, files, calendar Invites, colleagues, professional Information, and other Infarmation) from that
application and Ingest it. nce AWS AppFabric ingests that information, it will use it to create insights and recommendations that will be surfaced to you within the application that you've used to sign In.
AW'S AppFabric will continue to process your Information and create insights in this manner, until you disconnect the application and AWS AppFabeic. Learn mare about how AWS AppFabric handles your

data.

EFTAER AppFabrico & AppFabric E# %% (AccessDeniedException)

% AppFabric AP TP TESIE M AREF B TiHREIELEFE MBI NAREREZN |, B8
FEE, AppFabric BXEZE,

2

(37ay

0
W
7

ARA 175
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EEEmE

[ (& You are not authorized to use AppFabric. Please check with your IT Admin,

Connect applications

Application

[Z] smartsheet

ab slack

& Goagle Workipace
oa Asana

€ Atlassian dira suite
w miro

BT Microsoft 565

data.

=

Status

&) Connected

(& Connected

&) Connected

) Not connected

© Not connected

2 Mot connected

E} Mot connected

Please connect any applications that you use, Connected apps provide the source of information AppFabric uses to generate insights and actions that supercharge your productivity.

4

)
1L g
EE

Connect [4

When you click “Connedt”, you ane Instructing AWS AppFabric to access your Information (e.g., messages, files, calendar Invites, colleagues, professional informatien, and other Information) from that
applicathon and Ingest it. Gnoe AWS AppFabric ingests that informatioen, it will use it to create insights and recommendations that will be surfaced to you within the application that you've used to sign in
AWS AppFabric will continue to process your Information and create insights in this manner, until you disconnect the application and AWS AppFabiric. Learn mare abaut how AWS AppFabric handles your

AppFabric £57= 11 API

“ AWS AppFabric 2 47 1" Theesb TEM B , g K ET 1L,

ARITR M AWS AppFabricE 7= D INRERY API B4E, BIRRBME N EIR

(® Note

B¥FEE# AppFabric APl , 2 AWS AppFabric APl 3%,

. Hipm
. BRI

AppFabric £7= 1 API



https://docs.aws.amazon.com/appfabric/latest/api/

AWS AppFabric EEER

BRI

“ AWS AppFabric &£ 7= 1" ThEEAL TFUEM B , ATRE RERAL,

AppFabric £7= hIheE X A T &1k,

BxFrBEHAM AppFabric API ##4E , 5 # AWS AppFabric API ##4E,

F&
« B
» CreateAppClient

* DeleteAppClient

» GetAppClient
» ListActionablelnsights

* ListAppClients

» ListMeetinglnsights
+ PutFeedback
- Bl

* UpdateAppClient

T

“ AWS AppFabric 2 & 47 1" ShEEAL TR ER , TR REE

. AppClient

&

« BRIEX

FERIEX

WREZ A JSON AN THIE,

AppFabric £7= 1 API 177


https://docs.aws.amazon.com/appfabric/latest/api/API_Operations.html

AWS AppFabric

EEEmE

S8

app_client_id

redirect_uri

state

CreateAppClient

HiRr

AppClient Z##EI 1D,
BEREENGLAFEE@EIMN URI,
AT 448 R EE <z [RPRZS K E— B

“ AWS AppFabric {2 & 47 1" ShEEAL TR ER , R REE

812 — > AppClient.

F

[

i

o)
=
U

FERIEX

EX

N JT 3

FEREZ KA JSON AR LT HIE

S8

appName

clientToken

DU
BI 2R B #Ro

KA R
<ERS : KETRHN 1, FRAKERN 255,

EENBRBERDBSUEMBRHANE—. X2 K NENRAR
o XELZAILZEMERFR , MASBINEBRMTHRENER
B, EFMAREEZZLUEXRENAR , WEFENME M
SREEHRRNE. BRNBUEER UUID RERE,

AppFabric £7= 1 API
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https://wikipedia.org/wiki/Universally_unique_identifier

AWS AppFabric EEER

S8 HiR
MEBELETREIE | U AWS S REERK—PNBEVES
MREFEHER ClientToken EFREHSHEIR ZRME , U
B AMHER IdempotentParameterMismatch 5
Ro
KA . R
B : [a-T0-9]{8}-[a-f0-9]{4}-[a-f0-9]{4}-
[a-f0-9]{4}-[a-f0-9]1{12}

customerManagedKey/RiRfF  H BFEERNEL £ ARN. AWS Key Management
ServiceZ4A A T MEBIE.

MRREEFRH, AWS REAZRH NEA. EFEARRN—
MRS MRS BEN R RES,

BEXEFREZHA AWS HENEA NEZEE , B5H (AWS
Key Management Service FF X AR IERE) RHEFS AWS ZHH

=5,

KA S
KERS : KETRA 1. FAKER 1011,

3 :arn: . +$ | [a-f0-9]1{8}-[a-f0-9]1{4}-[a-
f0-9]1{4}-[a-f0-9]{4}-[a-f0-9]{12}

iR N AR,

XA . PR

AppFabric £57= 5 API 179
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AWS AppFabric

EEEmE

S

iconUrl

redirectUrls

starterUserEmails

tags

iR
# B PR R AFREY ik AppClient,
KA . FHH

ENEERRLAFEERER URl, &&Z w5 i

redirectUrl, #5130 , https://localhost:8080
RE . ZHHHA

BAMR &2 1 Mm. &% 5 U,

KERS : JPKER 0, HZAKEN 2048,

B (http|https):\/\/[-a-zA-Z0-9_: .\/1+

&
L
fim

AR FERfFtha | XL FERIE A ERLE,
AppClient

HAR : BIEHERN 1 T
KEAR : &/ MERN 0, KEERKA 320,

B [a-zA-Z0-9. 1#$%&’ *+/=?~_"{|}~-]1+e[a-
zZA-Z0-9-1+(?:\.[a-zA-Z0-9-]+)*

E D ELAFTRN — NS MRICAREX BVBRE
RKE  HREXNREA
BARR : &2 0 MM, &% 50 T,

AppFabric £7= 1 API
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e B 7T 35

MRBBAERT , MZRSFHLRKIEE HTTP 201 WAL,
AR5 LA JSON #&=0IR B 8 A T #4E.

S| iR
appClientSummary TEMME AppClient,

A . AppClientSummary F R

DeleteAppClient

“ AWS AppFabric T2 &4 0" Theedt TEM B , ATseae K ET 1L,

MR AR E I,
20

+ WREX

- BETE

%

HRIEX
HREZ KA JSON AR LT HIE

28 iR
appClientldentifier AT ERNTZEEREF (ARN) =38 A K —#rR £F (UUID),
AppClient

KERS : KETRRI 1. RAKER 1011,

R : arn:.+$|*[a-f0-9]1{8}-[a-f0-9]{4}-[a-
f0-9]1{4}-[a-f0-9]{4}-[a-f0-9]1{12}

AppFabric £57= 5 API 181
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e B 7T 35

MR RERITD , MZREZLEZEBTEZE HTTP EXH HTTP 204 MR,

GetAppClient

“AWS AppFabric 2 @47~ 0" ThEE: FEM R , e K ET1L,

IREIB XS E AppClient,

=

F

i

EX
FIVRE S

:r
U

FERIEX

BEREZ KA JSON XA THIE.

28 iR
appClientldentifier BFERNVILIEEFREZF (ARN) =& A M — R FF (UUID),
AppClient

KERS : KETRR3 1. RAKER 1011,

R : arn:.+$|*[a-f0-9]1{8}-[a-f0-9]{4}-[a-
f0-9]1{4}-[a-f0-9]{4}-[a-f0-9]{12}

0 B 76 35
MR RERTD , MZRS L KIER HTTP 200 MR,

AR5 2L JSON #&=0IR Bl BA T #E.

AppFabric £7= 1 API 182
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et iR
appClient TEBXMEE AppClient,

KA : AppClient I &R

ListActionablelnsights

“ AWS AppFabric 2 47 1" Theesb TEM B , ATgee K ET 1L,

JIHREBRWAIRER TG, ESNEMENR.

K
[

Tl
%

1EX
FIVRE S

:r
U

FRIEX

EREZ XA JSON MM LT3z,

S HR
nextToken WRIRE nextToken , MABEZAWALR, nextToken B

EBERE/NHNE—2TSHE., FRARENSEBXARULER
—M, REFMEHMBSHAE, BN NP ATEEE 24 MtEd
B, EREIM 9 TS EEHRE HTTP 400 InvalidToken 48i%.
I &7 7T 3&
MBRIIRERTD , NZRS LS KIEE HTTP 201 145,

AR5 LA JSON #8031 | 8y A T #4E .

AppFabric £57= 5 API 183
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EEEmE

S

ActionablelnsightsList

nextToken

ListAppClients

DU

PIHTRENILE | SERE, #HR. RENUBNNRE. &
XEZER |, i3 H Actionablelnsights,

WERIRE nextToken , MEBEZTHALER, nextToken HY
BEEREN NTHNKE—2TTSE. FRARENSEBXRANRE
T—R. REFEEMSHTE. BN RHHENE 24 Pt
B, FEANHNS TSEIRE HTTP 400 InvalidToken £8i%.

KE . FREH

“ AWS AppFabric 2 &£ 0" Thaedt TTREM R , ATgea K ET1L,

REIFTE A AR SR AppClients,

£
« IEXRIEX
o« MR TE

HRIEX

EREZEA JSON BB THIE,

S

maxResults

PO

BNMNARREMERE R, BALER nextToken FREES
HERTH,

RRAR—NMER. SRAARENKGRERBTED THEENR
KRB,

pr

BRCEE : &/MER 1. &EAEN 100,

AppFabric £7= 1 API
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S R
nextToken WRIRE nextToken |, MABEZWHALR, nextToken B

BEREANTHNE—2 TS, FRRENSEBXXARURR
T—T. REFFEEMSETT, SN2 TSEEE 24 Pt
B, ERASEENS TSEEIRE HTTP 400 InvalidToken 4&i%.
a5 T &
MR IRERTD , MHZRE L KIER HTTP 200 MR,

AR5 A JSON #&=iR = BA T 83

S| iR
appClientList ‘@& AppClient &£ R7%I%,

F A . AppClientSummary 31 REA

nextToken WMERIRE nextToken , MABEZTHLER, nextToken H
BR8N NTHNE—2 TS, SARENTEBRXARURER
T—W. REMEEMSHTE. SN RAFENE 24 Metied
B, ERANEIM D TS EEHRE HTTP 400 InvalidToken $8i%.

KB ZHH

ListMeetinglnsights

“ AWS AppFabric {247 1" ShEEAL TR ER , TR REE

5 SR E BN TRIEN B A4
£
+ BREX

AppFabric £57= 5 API 185
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FERIEX

FEREZ KA JSON AR LT HIE

S8 iR
nextToken IR E nextToken )”'J%ﬁE%TFﬁ +8, nextToken

Emﬁ’l\ﬁiﬁﬂﬁﬂﬁ PR, FRRENSHEBRERAURE
. REMBREMSETE, SNDTSERE 24 DEt/E]
ﬂﬂo ﬁﬁﬁﬁﬂﬂﬂ’ﬂﬁa‘ﬁ%ﬁﬁﬁi’ilﬁl HTTP 400 InvalidToken &&i%.

ot

I Bz 7T 35
MBIRERTD , NZRS L KIEE HTTP 201 145,
BRSSEA JSON IR B B9 LA T 3R,

£ BN

MeetinglnsightList FIHATRIEN QAR BXEZEER , 1S Meetingln
|9ht$o

nextToken WRIRE nextToken |, MABEZAALRE, nextToken B

BT T E M — zﬁA 2, FRERENSEBXEARUARER
i, ﬁ%ﬁﬁﬁﬁf&*i‘&’f@[o BN ASHEE 24 /MEtfE)
B, EATEN S TS ESIRE HTTP 400 InvalidToken &5 ix.

e

KE : TR

PutFeedback

“ AWS AppFabric T2 &7 1" Theest TEM B , ATsee K ET 1L,

AP HNEEN R BTIRFER TR,

£}
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« BHRIEX
- lgRITHE

FERIEX

BEREZ KA JSON BB UATHIE,

S8 HiR
id ERXRBAFTIRE ID. XALLR Insightld 3 Actionld,
feedbackFor ERXRBHNFERE,

ATAERI{E : ACTIONABLE_INSIGHT | MEETING_INSIGHT
| ACTION

feedbackRating RBIFEDM 18 5, FEEHET,

M Bz 7T 3&
MRBRERD |, MZREZFALLZEBFTEZE HTTP EXH HTTP 201 MR,

ThE

“AWS AppFabric 2 @47~ 0" ThEE FHKEM R , e K ET1L,

‘B8 AppClients S ¥FIF RN ¥R 15 R & I E S
ES ]

« IEXRIEX

« MR TE

FERIEX

EREZ XA JSON B LT3z,
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EEEmE

grant_type

app_client_id

redirect_uri

refresh_token

DU

MR i RN

RE . 2 H

KERS : RPKERN 0 ZRAKERN 2048,

SHWRFER, VMR authorization_code =

refresh_token o

KR ZHH

&
)
H

AppClient #9 1D,
KA . FHH

B3 : [a-T0-9]1{8}-[a-f0-9]{4}-[a-f0-9]1{4}-
[a-f0-9]{4}-[a-f0-9]{12}

BB LERNIE SN EEM URI,

RE . FFH

U=

MANIE T REEREW A RIS .

RE : FFH

KERS : KETRA 1. RAKER 4096,
U

AppFabric £7= 1 API
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) B2 7T 3
WRIBERD , WZRSFLKIEE HTTP 200 WAL,

AR5 LA JSON #8303 B A T #E .

S8 iR

appfabric_user_id SHEPAEAF ID. RAEMA authorization_code #HEFHEH
MiER T 2IREILE,
RE . FHRH

expires_in TEIHENDH.

KR . EA
refresh_token AT REERNRBIF S,

KA R

KERH : &R/PEKEN 0, RAKER 2048,
token Ry

KA . ZHEH

KERH : &R/PEKEN 0, ZFAKER 2048,

token_type ThERR,

KR FBH

UpdateAppClient

“AWS AppFabric #2847~ 0" ThEEL TR R , e K ET1L,

E#H— AppClient.

£}
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EEEmE

. BREX
. WRITE

FERIEX

& R#EZ KA JSON BRI U THIE,

S8

appClientldentifier

redirectUrls

e 1 7T 35

EEPUN

ATERVL S FRAF (ARN) =& A M —#RIRFF (UUID).
AppClient

KERS : KETRRI3 1. RAKER 1011,

R : arn:.+$|*[a-f0-9]1{8}-[a-f0-9]{4}-[a-
f0-9]1{4}-[a-f0-9]{4}-[a-f0-9]1{12}

ENEENKLARPEERZTMN URL, B&ZELURM S
redirectUrl, #5130 , https://localhost:8080

KR FHBHA

BERR &P 1 1Mm. &% 5 W,

KERS : &/PMKERN 0. ZAKENRN 2048,

B : (http|https):\/\/[-a-zA-Z0-9_: .\/]+

MBRIIRERTD , NZRS L KIEE HTTP 200 14 R,

AR5 LA JSON #&=0IRE A T #4E,

S

appClient

iR

BEHF/XMEE AppClient,

AppFabric £7= 1 API
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4 DU

KA : AppClient &R
HiERH
“ AWS AppFabric I2& 47 1" Thagk THUER R , TReaREZ1L
AppFabric APl @& MIREFEANZSHEIERE, AT EMERT AppFabric £57= 1 TheERI BfER

A,

BXAEHM AppFabric APl ##E3E 8 | 5 AWS AppFabric API Zi#E3EH

/A Important
TRARILEBFERBLEHDENINTEZNIRF. RARFFNRREENIRF.

ES]

« Actionablelnsights

» AppClient

» AppClientSummary

* Meetinglnsights

» VerificationDetails

Actionablelnsights

“ AWS AppFabric 23 4E7 0" Theedt THEM B , ATge R ET 1L,

BEAFNARFmASFHETHE. BHBE. HENES  SeAFrNEEZERSENERER
E, AFAUEIREZMNNABRFN I AE , UBBi&F AR —RN A, XERHENAF
N ANKORBHEURERRLEN S MNNARFNEGNEIA ( FIamAERE ) B TEA,
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https://docs.aws.amazon.com/appfabric/latest/api/API_Types.html
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et iR
insightld A R LRI EE— 1D,
insightContent XRREINBREUR AT ER AN EBRA R EE,

XFR—NIERANEE (<a> 55 ) B HTML RE,

insightTitle A R RY DL R R AR
createdAt L4 B EERT
actions RNERB N AR IWAIRESIR,

BRENREETISH

« actionId — £RKMRERME— ID,

« actionIconUrl — BWWEEPRITRENNAEFHNER
URL,

« actionTitle — £RHVIEIEMIRE,

« actionUrl —#tHLAFERFIFHREFNNITRE
AppFabric# i — URL,

RNTHITIEE , ISV RAERRFNERL URLSAFEEDE
AppFabric AFITF (BEHRF ) -
« actionExecutionStatus — ERBERSHIBEE,

Al RERY{E2FE : EXECUTED | NOT_EXECUTED

AppClient

“ AWS AppFabric 2547 0" TheE TR ER , AleEa k£ b,

FEBRWEE AppClient,
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S

appName

arn

iconUrl

redirectUrls

DU
R R E B B #Ro

RE : TR

fim

AL 52 5 JRE 75 (ARN).  AppClient
R FHR

KERS : KETRR3 1. RAKER 1011,

BX :arn: .+
B 2 FF VR
RE TS

7 B RS ARFR B R 1k AppClient,

RE : FREH

ARFHEEM URL AppClient,

RE . FHEHA

BARR : &1 MR, &% 5T
KERS : {JPMKER 0, RAKEN 2048,
#3 : (http|https):\/\/[-a-zA-Z0-9

_\/1+

AppFabric £7= 1 API
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EEEmE

s

starterUserEmails

verificationDetails

customerManagedKeyArn

appClientld

DU

AR FERfFiba | XER P ERIE 2 BARERULE,
AppClient
RE . FHRHA

WAMR : BIEHEN 1 T,
KEHR  &PKER 0, KEERK 320,

B : [a-zA-Z0-9. ! #$%& *+/=?~_"{|}~-1+@[a-
zA-Z0-9-1+(?:\.[a-zA-Z0-9-]+)*

‘EE AppClientiiE FRSFERERA,

F A - VerificationDetails X &

N EFREXNRA ERNL TR EREM (ARN) AWS Key
Management Service . AppClient

RH : FREH

KERS : KETR?I 1. RAKEHR 1011,

B arn: .+

AppClient 89 ID., FTEENARFEF N o-auth RERFEM,
RE . FHH

B/ : [a-f0-9]1{8}-[a-f0-9]{4}-[a-f0-9]1{4}-
[a-f0-9]{4}-[a-f0-9]{12}

AppFabric £7= 1 API
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AppClientSummary

“ AWS AppFabric &4 7= 0" hEed FREMER |, AlsEe R £k,

TEABXRBEE AppClient,

£ ok
arn A0 5 2 %R E F5 (ARN),  AppClient
KA FRH

KERS : KETR? 1. ZRAKERN 1011,

B3 arn: .+
verificationStatus AppClient B iER A,
RKE . FRH

BAME : pending_verification | verified |

rejected
appClientld AppClient 89 ID, FTEHENBREFEFHMN o-auth REHFERH,
KA . FHH

B : [a-f0-9]1{8}-[a-f0-9]1{4}-[a-f0-9]{4}-
[a-f0-9]{4}-[a-f0-9]{12}

Meetinglnsights

“ AWS AppFabric T2 &7 1" Theest THEM B , ATseae K ET 1L,
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BEMINMRUNAEE , URSWEN, AXNENRAERFHHEUARKREES. BFlk4t.

EHEER.

¥
insightld

insightContent

insightTitle
createdAt

calendarEvent

resources

nextToken

DU
£ RREY AR R HE— 1D,

AEER , AFFREEXREEREAREE. FlW, AL

MRBREE.

& BRI AR RO PR

54 AL AR R
RAPFNXINEZERNEHHLW
BAEHNR

« startTime — EHHFFEARIEL,
« endTime — EHH L RETE,
« eventUrl — ISV AR EBAEHH URL,

BE 5L R IR E AR R SR,
RENR

 appName — FRFTE KR AREFE .
« resourceTitle — &EHRH,
« resourceType — HRHIEH,

AIBEAI{EEHE : EMAIL | EVENT | MESSAGE | TASK
- resourcelUrl — NARFPFHIEIR URL,
« appIconUrl — REMENAREFHNES URL,

ATHERET-ARBENsTEE, XR—IMAEFR , IRR

null , M RTEEEZ R MM

)‘ﬁ l%\ *u H

S
pES

=]

AppFabric £7= 1 API
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VerificationDetails

“ AWS AppFabric 2 @47~ 0" ThEE FEM R , e K ET1L,

‘@& AppClient BIFARSFRE,

¥ iR
verificationStatus AppClient BiER A,
K FHH
BME : pending_verification | verified |
rejected
statusReason AppClient RIERARER
KE . FPRFEH

KERS : KETRRI 1. RAKERN 1024,

HE B

LR §ES

&S AWS AppFabric THEMERINEE TG ER , AlsE2 R 4ET1C,

ARITHIH T AWS AppFabric £7= 1 IhEERY AP| REFRE VIR,

BXFIBEHM AppFabric EILE API $51R , SR BEHER CAWS AppFabric APl &) FHAWS
AppFabric AP| & L& iR

FEEWR EiR
TokenException THRERETH.
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https://docs.aws.amazon.com/appfabric/latest/api/CommonErrors.html
https://docs.aws.amazon.com/appfabric/latest/api/CommonErrors.html
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REBW DU

HTTP RS : 400

HIEAL B

“ AWS AppFabric 2 &7 1" Theesb TEM B , ATgee K ET 1L,

AppFabric XEUE R B F WAL IR1Z#E R AppFabricFl #2IMEE K Amazon S3 &+ ; XAHB
THRBMNERAFBENLRE, BNEASENREERRRFENAS , SFERSMENBIZSM
F, BINERREEENEZTFRNBERE 30 KN EMBR. AppFabric f&ERAFRTBENRIAR
MBETHERNLE, fl, SAFMTARER ( NARER ) WEER , AppFabric FIEMNZNARE
FWREHE  HEFEAMTEENNARERFPOEAER THRERNE, AppFabricI REHEE N
£ 30 R BR K EHE

AppFabric MERARAFRARINGSHSHEA TERNBNEEARESEE, BXENATERETIRE
AppFabricti EZ{E 8 , i5Z 5 A mazon Bedrock &8 B fFZ

RANE

AWS AppFabric T8N , X —MRSH[IHMNEZTIRE |, YAFPHEXNFERBERESIRE
AJ LA AppFabric F#EHt N E#HTINE | HESGRIBIER N E#H1THEE,

&5 o &

AppFabric £/ TLS 1.2 RIFERFHNFERNS , FAER AWS EEMAE 4 £F AWS RFH APl iF
Ko

BiELE 198


https://aws.amazon.com/bedrock/faqs/
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RIFMBE=

REBNEF R BARZANEES AWS AppFabric , LAEEBIE AT,

R1 2 40 a2

A AppFabric pp bundle Z& &8 FFE AppFabric B ABRFRINABER (SHLUTERIVEXL ) . BRI
7 AWS Ik SN ARFAIZE— App bundle AWS X,

AppClient ( EBENABRFEFRNMNARFE, IR )

ERTBUEEWEMARERF AppClient B9 OAuth, E/MNEIREW S N AREFEEZ I M AppClient F&E
58] AppFabric #iiE, FAERFEE—N AWS K 825 M AppClient, B4 AWS ik REEEM
—A AppClient, AppFabric FEFUTHRAEHEHRTSE, AppClient AppClient 3 &8 XxHiEE
KENAEFNER , ZMARFFEN R AREFRE AppFabric #3E AppClient.,

App &1

NMARFRNR T EESNNARFHSE2XERN AppFabric IR, ©AFFER OAuth ( FFHUIRM
— A TR AR 15 R RY U5 B 20T s ) S AT RS (PAT) FIENER N AR F PRI
TRAE, BAUNSIMNNAEFBEASRES N NARFENR (&% 501 ) . X AppFabric ¥R
REEANARFNENMNMFREERARFEREGIZTIR , NINNARFNZSNEFEIEZ AL,
HEHEZEMEH AWS Key Management Service (AWS KMS) i) AWS EN 4 SiFFEENER
HITINZ |, HFMETES AppFabrice

=

AppFabric BEREANARFEN , BENRARFN AR API NNARFRIEZAE, RE , ©FE
BESERER IS (ZRZEAD) BFF

B i ID

HIRBENAREFRNUEZSER OAuth REMNNARFET , AppFabric AIRERERERHEE & ID
MEF®mZH. B ID MEFRBHAAINCTRAEFNSNRIEINAEFFRE, BXEL4ESH
BMiIENAREFRPINAKREIZFE ID WRE  BZRIENNAER. RENEF IR ID MEFinZEA
FH AWS HEN R HEFIEE R AWS KMS 43317133 3 1746 7£ AppFabrico

EPiRER

HIRBENAREFRNEZSER OAuth REMNNAREFET , AppFabric AIRERERERHEE & ID
MEF®mZH. B ID MEFRBHAAINTRAEFNSNRIEINAEFFRE, BXE4L4ESH
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RIINARFRUOARIEFRZANEE , BSRXENNAERF. RENEF iR ID MEF imEH
£EA AWS AEN R HBFIEEE AWS KMS A3 TN 3 7@ AppFabric.

RHE AR

REBEHREXTMNERHPRENFRAENEFEEME, SXERE AL EZAEEEE -
ZNENHM (HZRZEAN) , ISR EEFEKRS (Amazon S3) Service 4 A A YT 2 2 3 3E
Firehose. AWS IKFXI TE8MNBH , BAUENRFLEAETXRARKBERNERFELATRMNELT L
ZRHIHESR (OCSF) 1, %&$#F OCSF £t , LA LAUE L BEMER ( JSON 5 Apache Parquet ) .
HE%EE Amazon S3 #ER BFREY , F8EfEA Apache Parquet #&= .

BEZERENARER
58 A AppFabric SAMFRIRERAE 5% BY T % 89 S A 72 /& AppFabric,
OAuth

OAuth B —FFF i , RFEE Web, BN KENARFUEEMAREN T EFHITLZEERN
AppFabric £/ OAuth 812 — L5 AR F RN

FFAR M 4 =2 £ R HELR (OCSF)

FRMBZRERMIELR (OCSF) B—NMTRME , NARERHERT I BIVER , Uk —1EH#
METRNEOREENY, RNEMEGRBEERTERTUNERESARANYT BERE, HERREHR
FRARAE , AT EEMRE, NARFRERSRPRA , BRI RABTHLRERENRE, AppFabric
EY RILRA , LeIZ2URHEIRSS (SaaS) NHOUMNEHASEN , AR SaaS NARFHEZAE
# AppFabric R EILNZEH. BXEZEE , BEH A ME LS EAELR,

MABEITHE (PAT)

MAFETHE (PAT) 2— 87/, TATHRTENRS , MARBENEBE, HECENARFR
WEGEREE R PAT REW R ATRFET , AppFabric TAESESRIGIRM PAT, PAT I ENARFH
BHRRIEINARFFERE, BXNAEESESHRIENAREFFRE PAT Wik , BSRZENN
AREF. HEWBRSKSSHEER AWS fENRL EFIEEE AWS KMS A TMBEHFHE
AppFabric,

ARSI 7= 5 b

HIE 02 AppFabric NARFENUEENARRFN , RENAREFEEQERRSKS T E#TAA
BEFEMHRIE, AppFabric FANARFRRNEEN—H2 , TRSEREHERESKS T, AxM
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AELESHRIENABRFFERIBSKSTHENGEE , FSRAENNAERF. HENRSKS M-
£EA AWS AEN R HBFIEEE AWS KMS A3 TN 3 7@ AppFabric.

# /1D

BIERNAREFENEY , AppFabric ATIgE«ERERMENARFHNES, ID MB~EH. /- IDRNA
EFEFHE—FRT. SMNNARFUENEFAFERATRNARE , B0 Slack BWorkSpace IDZ
Asana WiF ID, BXRUNAERENARFHIXREES, IDWER , FSRZIENNAER.

HPE A

SIZNAREFRNET , AppFabric TRESERERHNAZEFHMES ID MBEF B HFBHRIENR
P IDEENHE—RHN , IENARFRAZPEH. BEATRICNAREFRXIEFBEXER,
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Z& M AWS AppFabric

TEEAWS REFZE, fFANAWS FF , BAUZRT LT HNREASHLZEHRBEALNERMHY
BOBEHROMMERN,

ZERNMFHEAE AWS 3E, RERAEEXFEHRNCZNRZEMNEZTN RSN

s TEE — AWS ATERIPETR AWS RS FIZ/THEMZEN AWS Cloud, AWS & J &2 AT L
Z2FEANERS. ERAWS EMUTKIERITRIEAITRIEN —EB5 , FE=FFiHIHEHU X%
ERMNZENERME. ETHEEANAMITR AWS AppFabric , HSFHRAMITRIX 285 E R
AWSAWS BREFREMITXI.

- TIREE — BRREHE AWS RS FRANABTRE, FEFTENHMRENT , SELHHIEN
BUEM, BARNERURERNEREEN,

R AAEBE T R EE AN AN A S BREER AppFabrico AT EB @& A WA# TH E
AppFabric LB R BN REMERAM BIR. BEFZFIMAERAHMSE AWS RS KA B EEZEMNE
I8 H AppFabric &R,

£

- FHEIERT AWS AppFabric

- NEHHMIFRIEE AWS AppFabric

« SMERIE AWS AppFabric

« UTHHNETLZRESKE AWS AppFabric

- ¥ AWS AppFabric

- PHERIZHEESE AWS AppFabric

- FHEEFRE 2 AWS AppFabric

Y EAER I AWS AppFabric

2 AWS BFEERE R T PR HRIFERTP AWS AppFabric, IIAERPTIR AWS | AFRPIZITAE
AENLIKEMZEH AWS Cloud, BAREFNEEELREREN EWRNBNES, Bk ATEFRE
R AWS RS WE2EENERES. BXBERANEZER , BSRABERLFAQ, BXEM
BIERFNESR , BSRAREAWS HEERFTAWSEZLGDPRERE LHNBEXE,
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https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/

AWS AppFabric EEER

HTFHERF EHN , RIOEBUERTF AWS K- ZEHEA AWS IAM Identity Center 2% AWS Identity
and Access Management (IAM) RENARAF. X , 8MNAFPRREBETHIERIRAMENNR.
BATEBRWEEI LT AR EIE -

s NBNKFFERAZEZHRIE (MFA).

« fEASSL/TLSE AWS BREFE. BINEETLS 1.2, BiUEA TLS 1.3,

- EAAPIHITIREMAFESN 2% AWS CloudTrailo

o FH AWS MEZEBRARUAREHRHFERINZ S BH AWS RS,

- FABREEZLERS (HlI Amazon Macie ) , ©EBIT XIMMRI Z#1E Amazon S3 HEV U
BHE,

o MREE AWS BEXGHITRERFGRAEE FIPS 140-3 K RIEH INBERAPI |, & FE H iR
. FIPSEXTRAFIPSIEANESEL | B2 HBHESLERE (FIPS) 140-3

BEABUEY2FNBEEHBREE (MEFTFVEFIRA4ibi ) MARESH EHEANEFER
(WMEBEMRFR ) . XBEFEMEM AppFabric ELEAME AWS BRS FXEREE S8TAPI. AWS CLI,

5 AWS SDKs, A TEMHIREDH B HEAXEZRF AN EAHRERTESATITRKZHE
Fo MBHRURLEASIRSSBEM , RIENBUAREEDASERES | URLURBRIFEN Z RS S5
HYIE Ko

® Note
BEXEATREMENBIERT Y AppFabric EZER , BSRBELE,

Yk

AWS AppFabric X585 NE , X —MRS[IRMNETE , S5ENNAREFSHEXNTEBER

FRIHER , W5 AppFabric BB H#1TNE , A ESHEHEN N EBTHE. RABRT , &
F from AWS Key Management Service (AWS KMS) AppFabric IZ &M #IE. AWS HAEN R &

WA LU RER BN E R REBAXNBIEFTINE AWS KMS,

HEMRNARFRAEN | HTE THIEEFBR K AR,
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https://aws.amazon.com/compliance/fips/
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&5 T &

BENAREFEN , BANERE AWS RENEH FFEERH. ENFITASRERENAE(L
HiEe , RBIEEE F6EE PR DR E R 7RSS (Amazon S3) Service T |, £ F It & 4A
XY EBITINE . AppFabric ZIf A K 7 8 7E 30 K5 £ 174 8 A o 3 HA SRR I BR

AppFabric £/ TLS 1.2 RFPERPIIFTEEIE , HEA S AWS ignatur AWS fR5 e V APl 4 £ FiF
Ko

ZHEE

AppFabric X#FEHA AWS RENZH FFREFHNEZRE. BRINBWEERESEERH , AR
TCRLETLERHMBRE, HEERFFEERHAN , 2 RFRE AppFabric i iNEIF - IEER
H, BFELREFEEZHINR,

EFREEH

ERREFEEEZN  FER (AWSKMS FRARER) FHEXNHMBEKMSE AN S RIITE
=

2 KB

ZHRRBEENBFARERANLR,. SIEFREZALTARE - EBAXE  HhE8BEHETN
ERARAURNAEAZANSER, EFFRERHAN , AUEERARK, AXUBZRABENE
ZER , BS AWS KMS FF R A RIER /Y 8] 2 R ABUR

ENFErFREZRAE—EMEMA AppFabric , BIZ2EK AppFabric%JRHY AWS Identity and Access
Management (IAM) RSB BX4AENEAZNEFRERH. RIMNBENECBR—MEZEEER
%48 , AppFabric HfF&8 AppFabric AP ARMAZFZRAWAF . X5 ERS T ihREEENTS
B. ZENAFPEENNROTAMR :

* kms:DescribeKey
* kms:CreateGrant
* kms:GenerateDataKey

* kms:Decrypt

AWS KMS #ZHl &R ESEERBNMNZARKOZEZH. BXBARBNESEELS , FSH AWS
KMS 7T & A R IERIH) AWS KMSH ) 2243 5K B
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https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html#create-symmetric-cmk
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/key-policies.html#key-policy-default-allow-users

AWS AppFabric

EEEmE

UTR—1MZHBRTRH , B

- AWS IKFIRAF T2 Hl4AR,
« RYFAF#E R AppFabric K& & %48 AppFabric.
« us-east-1 FIRENNARFHESTHNRHABE.

"Id": "key-consolepolicy-3",
"Version": "2012-10-17",
"Statement": [

{

"Sid": "Allow access for key administrators",

"Effect": "Allow",

"Principal": {"AWS": "arn:aws:iam::111122223333:root"},
"Action": ["kms:*"],

"Resource": "arn:aws:kms:us-east-1:111122223333:key/key_ID"

"Sid": "Allow read-only access to key metadata to the account",
"Effect": "Allow",
"Principal"”: {"AWS": "arn:aws:iam::111122223333:root"},
"Action": [

"kms:Describe*",

"kms:Get*",

"kms:List*",

"kms :RevokeGrant"
1,

"Resource": "*"

"Sid": "Allow access to principals authorized to use AWS AppFabric",
"Effect": "Allow",
"Principal": {"AWS": "IAM-role/user-creating-appfabric-resources"},
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey",
"kms:DescribeKey",
"kms:CreateGrant",
"kms:ListAliases"
1,
"Resource": "*",
"Condition": {

R
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"StringEquals": {
"kms:ViaService": "appfabric.us-east-1.amazonaws.com",
"kms:CallerAccount": "111122223333"

W{EI £ AppFabric £ A %M AWS KMS

AppFabric ERZRERNS EERAENESEEEZN. AXEZER , 55 M AWSKMS FRARE
AR AWS KMSH R,

DIENARFEN , B mARECreateGrant HRFMRE AppFabric BRI AWS KMS, HHR
R AWS KMS A TR FXE UK/ AWS KMS Z 4789 AppFabric 15 E#XFR. AppFabric ER R/ £
RENBEFEERARITAT RERERME

« M &Ri%GenerateDataKeyi&ER AWS KMS L4E RN E FIEERA MBI IEZA,

s MREFREMZBEZABDecryptiFR , SUBX LA A AT N K Bz M 7 2 42 5 P Y R A
BEFFETHE. AWS KMS

- BARXEncryptiEsR AWS KMS LA hnz2 & 5 b #9 51 F 72 7 R 5 A

AT R RAXB R Ao

{
"KeyId": "arn:aws:kms:us-east-1:111122223333:key/ff000af-00eb-00ce-0e00-

€a000fb@fba@SAMPLE",

"GrantId": "Qab0ac@dob000f00ea®dccPaed@dfcd@bce@ddcP00fO000000cObcPa®d@daaafSAMPLE",
"Name": "ff000af-00eb-00ce-0e00-ea®00fb0fba®@SAMPLE",
"CreationDate": "2022-10-11T20:35:39+00:00",
"GranteePrincipal": "appfabric.us-east-1.amazonaws.com",
"RetiringPrincipal": "appfabric.us-east-1.amazonaws.com",
"IssuingAccount": "arn:aws:iam::111122223333:root",
"Operations": [

"Decrypt",

"Encrypt",

"GenerateDataKey"
1,
"Constraints": {

"EncryptionContextSubset": {
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https://docs.aws.amazon.com/kms/latest/developerguide/grants.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_CreateGrant.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
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AWS AppFabric EEER

"appBundleArn": "arn:aws:fabric:us-east-1:111122223333:appbundle/
ff000af-00eb-00ce-0e00-ea000fbOfba@SAMPLE"
}
}
1,

L IEWIBR N AR F 2R, & AppFabric ERAMNENEFREZH R RN.
IR IER N %47 AppFabric

LIBF AWS KMS BEF B R 5 — B FE AT AppFabric , BAILLER AWS CloudTrail B &R B ER
AppFabric ZIXEIHER AWS KMS,

AR 2 AppFabric fEfCreateGrant &~ E B4R IE% CloudTrail WS RH6l,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:SampleUser",
"arn": "arn:aws:sts::111122223333:assumed-role/AssumedRole/SampleUser",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE",
"arn": "arn:aws:iam::111122223333:ro0le/AssumedRole",
"accountId": "111122223333",
"userName": "SampleUser"
1,
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-04-28T14:01:3372",
"mfaAuthenticated": "false"

}

}
I
"eventTime": "2023-04-28T14:05:487",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-east-1",
"sourceIPAddress": "appfabric.amazonaws.com",
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"userAgent": "appfabric.amazonaws.com",
"requestParameters": {
"granteePrincipal": "appfabric.us-east-1.amazonaws.com",

"constraints": {

"encryptionContextSubset": {

"appBundleArn": "arn:aws:appfabric:us-east-1:111122223333:appbundle/
ff000af-00eb-00ce-0e00-ea@00fbOfba@SAMPLE"

}
},
"keyId": "arn:aws:kms:us-east-1:111122223333:key/EXAMPLEID",
"retiringPrincipal": "appfabric.us-east-1.amazonaws.com",
"operations": [

"Encrypt",

"Decrypt",

"GenerateDataKey"

}I

"responseElements": {
"grantId": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"keyId": "arn:aws:kms:us-east-1:111122223333:key/KEY_ID"

I
"additionalEventData": {
"grantId":
"Qab0ac0dOb000f00eaddcc0adeddfcOdbce@ddcO00T0000000cObc0add@daaatSAMPLE"
I

"requestID": "ff000af-00eb-00ce-0e00-ca®00fb@fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ca®00fb0fba®@SAMPLE",
"readOnly": false,

"resources": [

{

"accountId": "AWS Internal",

"type": "AWS::KMS::Key",

"ARN": "arn:aws:kms:us-east-1:111122223333:key/key_ID"
}

1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"sharedEventID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventCategory": "Management",
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_256_GCM_SHA384",
"clientProvidedHostHeader": "kms.us-east-1.amazonaws.com"
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AWS AppFabric EEER

E&EF AppFabric 4 ZHIIRK , FSH (REFBERNSE) AWS AppFabrich I EHZEH. ETHT
DERZGENRENRR , HSREBEELHERIE AWS AppFabrice

EEF AppFabric 2T 5 KM RG] , FSH. EHT AWS AppFabric KV E T 5 4 #Y Kk =5

ACLs?E AppFabric
¥#EFACLs : &

TEEFIFIR (ACLs) ZBHMELERIEA (KFKA. AFZAE ) ARBARF. ACLsEETHIRM
REERA , RECNTEAISONKEE KN,

ABACE AppFabric
XFEABAC ( KBHHHIRE ) : B

ETEMMERES (ABAC) R—HETEME UNRNEDRE, £ AWS , XEBHMNIRZL,
RSV INENAMSSE (AR RAE ) MFS AWS BiR. NSRAEMRFRINIRE A E —

#, ABACAJG , B BURITABACEKE , R FEZRFEANIRE SN2 15 R A 5 R £ A AR Pef A
TR,

ABACHEREEKWIMEHREA , BB THARKEELTSEINIR.

ERETHRZEHERE , BEEMFEH aws:ResourceTag/key-name, aws:RequestTag/key-name
= aws:TagKeys R BERBAZHETEPREFRZIER,

MRENMRSN TENRARREBIGAEX = &MGR  WNTZRS , ZEAR. IRENRSX
NTFEHIRREEIGAMEX =GR, WZENBD

BXNEZEEABAC , HZH{ LRABAC? & (IAMAFER) #. EEFESRESRIVHE
ABAC , BZRIAMAFERPHNEAETE MR 5 HZ2E (ABAC).

@ B iE 5 5 AppFabric
EFIRHED &

HIREAIGFHEP R R , BL AWS RS FRER. BXAEMER , SEWL AWS RS ERTIE
FHEH AWS RS |, B2 (IAMAFIERE) IAMAR &R T IREHE+H"

MREEARAF B NEBZANERAEERER , Il AWS Management Console {8 F B =2 I BB
filgn , H&AWS FERALTINE QBEF (SSO) iE#THEN , ZEIBL B IRIRAER. HE
AP emEREfs  ARMRACH K BEBHRIGHNEILE, BXURACGHNESER , FZH
C(AMAFIER) FRUREIAE (BFE ).
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AWS AppFabric EEER
B LAERA AWS CLI S FE s IZ2 I eHHER AWS APl ARG |, BE LA R X LS atiE P 1Ti5

AWS, AWS BWEZHRERIGHHES , MAREAKBHEBNA. EXEZEE , BSEFH et
Z2IUEPIAM,

H 5 AR5 = X PR AppFabric
THEERIFRILXE (FAS) : &

LIRFERIAMAF S A BEFRRTIRIER AWS |, BHANEZIEA, FAELERSE , BT —
MeE  RARUBREEHMRSPEHE —MNRE, FASERRAAZREANDNRE AWS RS KR AWS
RS BT RS AEHERNER, FASRESERSVIIZTESHM AWS RS SRBERETBETHH
BERE , FELEHBER, EXHBERT , BELMEEFRITXAMRENNR, BXRIBHFASTERR K
KRiFHE , BERAEATRSE,

AppFabric WIRS A&
XERSAR B

REIAMEERRSREEHTRENAR. IAMEER ATUERICIE. SHMBIBRES ABIAM,
BREZER , F5H (AMAFERE) AWS RSP GRS 6 L [E ERUR,

/A Warning

FURS AR A8 I AppFabric ZTheE. RBETE AppFabric IR BRIEE S T RER
FAE,

# BRS M < A & AppFabric
YERSHEXAR 2

BRSHERABRE - MEEINERS AR, AWS BSRFAIUKARKRENTRENSE, RSHEXA
BHAEEHNH AWS K |, HERARSME, IAMEERR AT UEEETEEERSHEXACNNR,

BXBEREE AppFabric RSHEXACGHWIEAEER |, HSREERFZMEXAE AT AppFabrice
ER T AWS AppFabric FIE T & 389 SR BE R~ 45l

RINBERT , BRFMARLTNEIRSE{EH AppFabric®iR. 1T EEHR AWS Management
Console. AWS Command Line Interface (AWS CLI) Sk 1TES AWS APl, ERFRAFPNHEMSE
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BRPITIRENDIR , IAMBEE G A USIEIAMER, REF , EEATMLHIAMERANESES |, B
FPAILRAXLERE,

BT R A0A6E X LR B SR B SO B R IAME T B0 BV JSONERBE | i S RIAMA F s iy &2 1AM
B&o

BXH AppFabricE X VIREFMRFERE (BB EREENEN ) WEHAEE , BS5H (RFEN
2Z) AWS AppFabrichF VR E, TRMFZH%4 . ARNs

H33x
- KRB SREREK
« A% AppFabricA
 AppFabric EF X £ IAMK k5l
- ATIFRNAEFRS D
o BR&IXT R AR FIRL R R
o BRI BR AT LEFEER
« AppFabric EF 47 HIAMBEE =41
o RATWRREFXFE L= DB
- RATELIFEEF HIHEE
« RFIHRBIE AppClients
o RVFIHRLIREUA T #4415 2 AppClients
« ARSI AppClients
« AUFIHRIEE AppClients
- AVFIEFRMBER AppClients
- RAFHRUEREAER
o HAIAMBUEE =B
- ATRAPEEMIIBSHRR

REERIEREK

ETHNNERBRE T EARBWUEENK, P IE, HRIMER AppFabric BR. X LRE 88
SfF AWS IKFFERA, tIZNEBET HHONREN , HEEU T ERMEI

< JTRER AWS HERBARBRENBRRE — EFBREAAFMTHEABR TR , FEANF
ZENLRBIRTNRIVAWS HERK, TNERNRAFTH AWS IKF . BINBWEEDT E L
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AWS AppFabric EEER

XHERFAHIE) AWS B IEERBKE—SRONR,. BXEZEE , HZ0H (AMAFER) F
HIAWS FAWS E R M S TEIRREFEE K&

o B FARIENRIR-EAIAMEKIE IR BNRE , NBRFHITESFIENNR. Rt , BAIUE X ER
EZFHTAURBERBFRITHRE , M ARENRET, BXEANANRIAMNESZER | B
S5 (IAMAFIEE) IAMSH SR BEFNIER .

o {5 AIAMER B B 89 5240 3 — 25 BR 4 1 1] A BR - 48 A LAAE 58 B o 378 00 5 44 LA BR 461 X5 482 4B 0 45 IR 9 17 e
PR, flan , BAIURE — N REER G RIEEFMEBERBLAFEAKIESSL. MERSEIERE
HHSEMNARNERAN , Wb ARG RZFNRSREN T ENE AWS RS , filin AWS
CloudFormation, BXEZELE , H5H (IAMAFIEE) BHIAMISONEKM TE | &4,

- M A 1AM ccess Analyzer BiEEHIAME B IR RN L 24 MIhsEM — A IAM ccess
Analyzer 2R IEFA MM B KRS , LERBFSIAMERIKIES (JSON) MIAMER{ESE
B, IAMAccess Analyzer 12t 7 100 ZTRBREMAITHEN , IBHEFELLMEANE
B, BXEZER , 5Z2H (AMAFIEE) H/ IAMAccess Analyzer REEKILE,

- EESEHHRIUE (MFA)-MRENZEFEIAMAF S root A AWS K |, BITFMFALREXR
£, EERMFAMNARAPIRYE  BEXRBPRINMFAZYE. BXESEE , H2H (AMAF
B FHEBEMFAZ R HAPIERINER,

BRAREMENEZEEIAM , 55H (IAMAFIER) IAMARH Z £ &IEEE,

{E A #%] AppFabricA

fFAWSAppFabricReadOnlyAccess AWS I E R INEIEHNIAME 17 , IR F 113 Z
AppFabric RS ( BIEHRHY AppFabriciZ2 & ) B9 RiENBR AWS Management Console, & , &1
LAfFAWSAppFabricFullAccess AWS & R MEZNIAME 4, AR F 471X % AppFabric AR
SHTELEENR, AXEZEER , BHSH AWS WIEE R AWS AppFabric.

AppFabric & R £IAM %K B

LA 5 R4 AppFabric & A T &£ Ihek,
ARWHRNARFRSS

AT SRS RBIR T X4 AppFabrichRSS AR 5 A2 #4802 B9 17 R AL BR o

{
"Statement": [

{
"Effect": "Allow",
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EEEmE

"Action": [
"appfabric:StartUserAccessTasks",
"appfabric:BatchGetUserAccessTasks"

1,

"Resource": ["arn:aws:appfabric:*:*:appbundle/*"]

1,
"Version": "2012-10-17"

BRIt L FIRR IR 9 15 )
BA BB 7 5 PR ) T 0 BB 25 L PR R BB AppFabricis AR

{
"Statement": [
{

"Action": ["appfabric:*"],

"Effect": "Allow",

"Resource": "*"

I
{

"Effect": "Deny",

"Action": [
"appfabric:StartUserAccessTasks",
"appfabric:BatchGetUserAccessTasks"

1,

"Resource": ["arn:aws:appfabric:*:*:appbundle/*"]

}
1,
"Version": "2012-10-17"
}
BER 75l il BR 2545 LE $RER

LA SR 7 451 BR 51 BR =R 42 LE BR S5 HH Y SR ER.  AppFabric

"Statement": [
{
"Action": ["appfabric:*"],
"Effect": "Allow",
"Resource": "*"
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},
{
"Effect": "Deny",
"Action": [
"appfabric:StopIngestion",
"appfabric:DeleteIngestion",
"appfabric:DeleteIngestionDestination"
1,
"Resource": ["arn:aws:appfabric:*:*:appbundle/*"]
}

1,
"Version": "2012-10-17"

AppFabric & 47~ HIAMBUR R4l

&S AWS AppFabric THEMERINEE TG ER , AlsER R ET1C,

AR R RAIER TIRES T/E%E AppFabric B9ZhaE,
AW RES R RIET= I ThEE

AT SR BE R OIR F X 457 S T8E AppFabric By Qi R XER.

/A Important

FEIAMIZHI & H R Bk dm B 38 PN UL SR BE BT | JSONZ AR BB ERIREHIR. XRANRS
47 AppFabric TRYZhEE B Bl4b TR, B R B IZIER , FHE IR K,

"Statement": [
{

"Effect": "Allow",

"Action": [
"appfabric:GetAppClient",
"appfabric:ListActionableInsights",
"appfabric:ListAppClients",
"appfabric:ListMeetingInsights"
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"Resource": "*"

1,
"Version": "2012-10-17"

RETEIFEES IR

LU SREEROIR F IR & £ 7= 1 Th8E AppFabric W2 1R R,

/A Important

FEIAMIZ | & BRI Yr B2 F IR L RAEET , JSSONBR AT REL BRI TRIRMERE R XRANES
47 AppFabric TRIZhEE B Bl4b TR . B Z B IZIER | FHE IR KK,

"Statement": [
{

"Effect": "Allow",

"Action": [
"appfabric:CreateAppClient",
"appfabric:DeleteAppClient",
"appfabric:GetAppClient",
"appfabric:ListActionableInsights",
"appfabric:ListAppClients",
"appfabric:ListMeetingInsights",
"appfabric:PutFeedback",
"appfabric:Token"
"appfabric:UpdateAppClient"

1,

"Resource": "*"

1,
"Version": "2012-10-17"

AFHEIBIE AppClients

AT SRS RBIR T BIZE PR AppClientse BXREZER | BESRANIES A= 0 AppFabric 182
AppClient,
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/A Important

FEIAMIZR S B N KB RESR TR FRE | JSONBTAEL BRI TR EEIR. XREANES
47 AppFabric TBITHEE R ATt FHUMIRS . B IZZKIZEIR , HEEQIRKEE,

{
"Statement": [
{
"Effect": "Allow",
"Action": [
"appfabric:CreateAppClient"
1,
"Resource": ["arn:aws:appfabric:*:*:appclient/*"]
}
1,
"Version": "2012-10-17"
}

SR BRI AIREUA TS & AppClients

LA KRB RO T 5 R PR SAIRERRY % 4145 B AppClients, BXEZEE , BZRARIMWIFHEER
AppClient,

/A Important

EIAMIZH & B RIS R EE RS PRI KRBT | JSONEAIREL B BT NIREE R, XERNIES
4 7= AppFabric JHITHEEE RIAL FKIRAS. BN IZZKIZEIR , HHECIERRE,

{
"Statement": [
{
"Effect": "Allow",
"Action": [
"appfabric:GetAppClient",
1,
"Resource": ["arn:aws:appfabric:*:*:appclient/*"]
}

]I
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"Version": "2012-10-17"

AWFIERI S % AppClients

AR R B RO F X4 5 R 15 B AR AppClients, BXBEZEERE , HSRRENIFHEE AppClient,

/A Important

FEIAMIZ | & B R Yr B2 F IR L RIEET , JSSONBR AT REL BRI TRIRER R XRANES
47 AppFabric EYZIEE B BIAL TR, BN ZZMIZEIR , FAREOIEKE,

{
"Statement": [
{
"Effect": "Allow",
"Action": [
"appfabric:ListAppClients"
1,
"Resource": ["arn:aws:appfabric:*:*:appclient/*"]
}
1,
"Version": "2012-10-17"
}

AT R EF AppClients

LT R REIZR T EHR AppClients, BXEZELR |, BESREH AppClient,

/A Important

EIAMIZS & B RIS RIEES PR ML RIS AT | JSONEAIREL B BT NIRERE R, XERNES
4 7= AppFabric JHITHEEE RIAL TKIRAS . BN IZZKIZEIR , HHECIEREE,

"Statement": [

{
"Effect": "Allow",
"Action": [
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"appfabric:UpdateAppClient"
1,
"Resource": ["arn:aws:appfabric:*:*:appclient/*"]
}
1,
"Version": "2012-10-17"

AV A EMIER AppClients

LA SR BE TR 514% F M BR A PR AppClients, BEXxEZER , BFS R EH AppClient,

/A Important

FEIAMIZ ] & BY 5K B 4w 88 25 P AN D LL SRR B JSON!&"\ BRLSFITHREER. IRENRES
4 7= AppFabric DHYZIEE B BIAL TSRS, B ZZBIZEIR | AU O R,

{
"Statement": [
{
"Effect": "Allow",
"Action": [
"appfabric:DeleteAppClient"
1,
"Resource": ["arn:aws:appfabric:*:*:appclient/*"]
}
1,
"Version": "2012-10-17"
}

SV A AR N AR

UTRBROEATERTNNARFRTRIXNGENERAPI, BXESELR , FEANENNARE
F#1T 5 BRI RN

/A Important

FEIAMIZ | & BV KB YR B 27 F IR ML RBEET , JSONER AR BRI T RIRER R XRANES
47 AppFabric DHYZIEE B BIAL TSRS, BRI ZBRIZEIR , AR OIE R,
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{
"Statement": [
{
"Effect": "Allow",
"Action": [
"appfabric:Token"
1,
"Resource": ["arn:aws:appfabric:*:*:appclient/*"]
}
1,
"Version": "2012-10-17"
}

HABIAMBR R Bl
AU APEERTESHRER

WRAIEBE AR A FIAMAFEER MBI EAF SRHNAKMNITE RN RE, LREISFEES
B LS FEARUERES R TR ILIREN AWS CLI fUFE, AWS API

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

]I

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
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"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

]I

"Resource": "*"

RS <A AT AppFabric

AWS AppFabric 5 AWS Identity and Access Management (IAM) fREiEx A6, REHEXABR —
M52 EEXBRMIESIAMA G, AppFabriclRSHXABHRSTE N AppFabric , @¥EZRS
R&REFUb A AWS RS FRERNPTE R,

REMHEXBERMFEIREEZS AppFabric ENNAE S , RABTLFEHRMSENNR, AppFabric EXE
BESHEAXBEHNNE , BRIEZHENL , BN AppFabric ReeiEEHAR®, EXWNRELFEESERKEN
WPRZREE |, H B iZ PR 3K BE T BE B A0 B E ] E b IAMSE 4K,

RAETEEENREXERE , £ MERRSHEXRAE, XHE TR EM AppFabric iR , AN &
T LT B MR R &R R,

BAAXERFSEXAGNEMESHES , FERERSREARESEANAWS RS , IAMFAFER
SHEXAGITERHTE 2" RS, ERENEE  EFZRSNBSAXB B,

AppFabric HJ RS HEX A &R

AppFabric £ & AR XA B AWSServiceRoleForAppFabric — AppFabric R EIEK
AEWBFRERIR , H120 Amazon S3 Z#& = Amazon Data Firehose & #ifi. ©i% AppFabric o 1FR
CloudWatch ¥SFrEUIB IAEAWS /AppFabrican & ZE A H,

AwSServiceRoleForAppFabric RFHEXACBEETUTRIARAZAL

« appfabric.amazonaws.com

BANABNREBEAWSAppFabricServiceRolePolicy AppFabric SR iFXt 18 E &R TR L T ig
£ -
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« ¥4 . AWS/AppFabric @& ZEHFH cloudwatch:PutMetricData, MWIRER FHIEREIER
AppFabric A Amazon CloudWatch AWS/AppFabric an & Z=EKNPR. B+ A A AppFabric $§#K
WE Z{E R CloudWatch , 2 BJAWS AppFabric £ Amazon #1743 CloudWatch,

« $24E : Amazon S3 FEFEF M s3:PutObject, MHIRER PRIV BIERAEIEERN Amazon
S3 7Ff&#E. AppFabric

« 1#4E : firehose:PutRecordBatchf Amazon Data Firehose £i2 7, tLiE/E A P IFIREA 5K
R AppFabric A&18ER Amazon Data Firehose & 55 H o

BXEZEER , BHSRMAWS FEE XK AppFabrico

BYAEEARVRAS., ANACLE, FEIMERERFHEXBEHNR, BXESZEE , HSH (AM
RAPEmR) PHERSHEXABNR,

N eIZ RS XA AppFabric

BEEFHEERSHRAR, HERE AWS Management Console, B H 812 AppFabric NAREFE
Bf AWS CLI , & AWS APIR{R AppFabric 8|2 REZHEXAE,

‘REH RS HEX A E AppFabric

AppFabric T A& miEBAWSServiceRoleForAppFabric RFHEX AR, HHERSHEXRARE ,
BRTEERACHEN , ENTRESHEAKSIAZAR, ER , AU UEAREACHERIAM,
BEXEZER , B2H (AMAFER) PHEERSHEXAE,

il BR &Y BR <548 < B & AppFabric

NMRTBRECAENFTEZERSHAXACHNIIETRS , RNEBWERHBRZAG. XHEMIBREED
GRS REASSE, BR |, KAEMBRFTE AppFabric RRRFHSE , A5 8EM ERRSHE
rEE,

ERBRSHEXAE

EERAIAMBIBRIRSHEXRBEZE , XAERBRZACEANTARR. SEEALEFLE
AppFabric WA ARRFHHE, BXEZELR , S AWS AppFabric &2 & RMIER.

(® Note

MRIEZBAM BR B IRAT AppFabric RFSIEEEAIZAE , NMBRATERSKM, MRREXME
R, BERFLOHEER.
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FHMER BSHEAXAR

FEAIAMIZSI A AWS CLI, SMIERAWSServiceRoleForAppFabriclREH*xA®, AWS APIEX
BFZER , B5H (AMAFER) FHRBRERZSEXAE,

AppFabric RS HX A ® X FH X

AppFabric X ZFEMBRMRS AWS X ik ERSRFZERNAR, EXEZER , BSHH
#AppFabric & w1 LA EEAWS — xS ZE,

AWS RYFEE KBt AWS AppFabric

EOAF, #BANACRNNR , £/ AWS REXRBILLBECREERBERZBSZ. SIEIAMESEE
REELR @SR B R BTN REZRREMT W AR, BREANT , EATUERRMNN AWS
REXRK, SEXRMESZENEARS , TELEN AWS IKFHEM. BX AWS HERBNESE
B, 5K (AMAFERE) FHAWS FEEXRK,

AWS BRS5 4 MEH AWS REXRMK, BTLEER AWS RERBEHHINR, RSB RLME AWS B
BEARHRNINFARAZIFISE. KRXEFLZBHRNEBNFAESH (AR, ANEE ). 3B
I ERFTREATAN , REZE TS EMH AWS EEBEKR, RST2M AWS HEXRBPBR
PR, E R E#H T 2BAER BN,

BAN | & AWS T HBEZ MRS TEIRENIEE R, HIa0 , ReadOnlyAccess AWS & K BL IR 4
FETERIR AWS RS FRRHN RIRHRNER. HRS B3 —MAIIEERt , AWS @ AFREFNEIR
AINFIRR. BXITFIREEREEANFIRFREA |, HSE (AMAFIERE) P T/EREAWS £EE
B o

AWS FEE KB : AWSAppFabricReadOnlyAccess
B LA iZAWSAppFabricReadOnlyAccessREEHI MNEIBEIIAME 17, LLERBEE AppFabric BR$ 1%
F RIENR,

(® Note
ZAWSAppFabricReadOnlyAccess KT FEF NI 8E AppFabric By RiE 1 B R,

RRFAE R
ZERBIEUTRR :
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« appfabric - RFHFBMNAEHAD. JHNAESDT, RENARN, FIHNARN,
S EREL, FREGRENE A5, 5| HEREE fRFFI B RS IR

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"appfabric:GetAppAuthorization",
"appfabric:GetAppBundle",
"appfabric:GetIngestion",
"appfabric:GetIngestionDestination",
"appfabric:ListAppAuthorizations",
"appfabric:ListAppBundles",
"appfabric:ListIngestionDestinations",
"appfabric:ListIngestions",
"appfabric:ListTagsForResource"

1,

"Resource": "*"

AWS ITERRE : AWSAppFabricFullAccess

FREVFREX

& A LU iZAWSAppFabricFullAccess REEH INEIEHNIAME 17, LR B[ AppFabric RERFE

ERR,

/A Important

ZAWSAppFabricFullAccessBUR TR F AppFabric 1S4 HHEEH TH RIAXR |, &
NIXLEDEEE B TRERS. BXRFE~ DI ERINXRH AppFabric EZEER |, 55

B AppFabric && 4 7= 1IAMBUR =6l

RERFAE R
ZREBEE TR :

 appfabric— AR FELEENPR AppFabric.
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« kms - 855 5 & IR,

« s3-BFIHAER Amazon S3 T2 i FIREVF R 1L B A HUBR.

« firehose— #&F 3%l Amazon Data Firehose 1% %57 Fl 38 % 5 F A9 A PR

« iam— BF R BIEAWSServiceRoleForAppFabriclRE XA I AppFabrict R, BEXxEZE
B, BZR GRIZMEXFE AT AppFabrico

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": ["appfabric:*"],

"Resource": "*"

.
{

"Sid": "KMSListAccess",

"Effect": "Allow",

"Action": ["kms:ListAliases"],

"Resource": "*"

.
{

"Sid": "S3ReadAccess",

"Effect": "Allow",

"Action": [
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets"

1,

"Resource": "*"

},
{

"Sid": "FirehoseReadAccess",

"Effect": "Allow",

"Action": [
"firehose:DescribeDeliveryStream",
"firehose:ListDeliveryStreams"

1,

"Resource": "*"

.
{

"Sid": "AllowUseOfServicelLinkedRole",
"Effect": "Allow",
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"Action": ["iam:CreateServicelLinkedRole"],
"Condition": {

"StringEquals": {"iam:AWSServiceName": "appfabric.amazonaws.com"}
.
"Resource": "arn:aws:iam::*:role/aws-service-role/appfabric.amazonaws.com/
AWSServiceRoleForAppFabric"

}
]

AWS IEE R : AWSAppFabricServiceRolePolicy

B BERFiZAWSAppFabricServiceRolePolicy KRB INEIEREIIAMSE{R, LEERREHMNE R F R X

EIITIRAE AppFabric WIRGHEX< AR, EXEZER , TSR HRSHE<AEH T AppFabric,

RRFAE R
ZERBEEZATRR :

 cloudwatch— R FIFIEIREIE R AppFabric A Amazon CloudWatch AWS/AppFabric &
RN R, BXH A A AppFabric #E#RHE Z{E & CloudWatch , EZ[HAWS AppFabric 4
Amazon # 1T#5#2 CloudWatch,

« s3— &F AppFabric FIREHBIE R AEIEER Amazon S3 F#EEHINER.
« firehose— R FIFIREVHIBIE L AppFabric A& EHK Amazon Data Firehose 1% i i B BR o

"Version": "2012-10-17",
"Statement": [

{
"Sid": "CloudWatchEmitMetric",
"Effect": "Allow",
"Action": ["cloudwatch:PutMetricData"],
"Resource": "*",
"Condition": {
"StringEquals": {"cloudwatch:namespace": "AWS/AppFabric"}
}
.
{

"Sid": "S3PutObject",
"Effect": "Allow",
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EEEmE

"tIue"}

"Action": ["s3:PutObject"],
"Resource": "arn:aws:s3:::*/AWSAppFabric/*",
"Condition": {
"StringEquals": {"s3:ResourceAccount": "${aws:PrincipalAccount}"}

"Sid": "FirehosePutRecord",
"Effect": "Allow",
"Action": ["firehose:PutRecordBatch"],
"Resource": "arn:aws:firehose:*:*:deliverystream/*",
"Condition": {
"StringEqualsIgnoreCase": {"aws:ResourceTag/AWSAppFabricManaged":

AppFabric AWS 1T & KB E 5

EE& AppFabric BIZBRFTRBFRXEFHRUR AWS RERBEFTNHAGE ., EREEXUTEE
ERAZIRE , iF1T6 “AppFabric X147 12" T E LT ERSSIR.

B iR =p:
AWSAppFabricReadOn AppFabric 07 [@ AppFabric 2023 f£6 A 27 A
lyAccess - $T SR B& BR S5 1R F RN PR A9 37 SR K o
AWSAppFabricFullAccess : #1  AppFabric %507 [8 AppFabric 2023 £ 6 A 27 B
REE fRS51R T E BN R TR,
AWSAppFabricServic AppFabric JAWSServic 2023 6 A 27 H
eRolePolicy : %K B& eRoleForAppFabric BR%
MXBERMT FHKRE,
AppFabric JF 18 IR ER & X AppFabric FFIAIRERE AWS #£ 2023 % 6 A 27 B
ERBHEI
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Xt AWS AppFabric & 15 17 (8] 3 17 ¥ FE HEBR

FRUTEEREBEZHT IS EEFE R AppFabric et AJEEE K F W B BIAM,
FH3

« BRENIEUTNERITERIE AppFabric

o RFEMINIT iam:PassRole

« REBATFREUINBA AWS K 5B FKE AppFabric &R

REBE L T ERITIRIE AppFabric
MBERBERETR , RAGEARRTENMRE | WEARE R R UA Y RITIZRIE,

YmateojacksonAMAF R IR EREH A EEEWmy -example-widget RIRHFMEREBRERE
FIRREY , Mt T R"AIEEIR. appfabric:GetWidget

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
appfabric:GetWidget on resource: my-example-widget

FEHRBERT , BAEH mateojackson AFMEKRE , LAFER appfabric: GetWidget BAETHH
my-example-widget %R.

MBBEERE  BHRRAEHWAWS EEG, FNEEBRASRHEFZEILEIN A,
I 1T iam:PassRole

MRFBRFEIREE , BREEIITiam: PassRolelRE , NMIXMEH BN KRB IUA T LN ALK
1% 45 AppFabric.

BE AWS B AR ABRKEL1ZKRS , MTAREIBRMNBSALIRSHERAR, Hit,
LY MEB T A BLEIRSHINR.

HEZNWIAMAFPmarymajor=id ARG S EPRITREN , SHIMUUT RFIEIR AppFabric, 1B
2, BREYMEERSACHR TR ATHRITIEREE, Mary FEEFA LR BIRSHNE.

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole
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EXMERT , XIEH Mary B KB L A F#EINAT iam: PassRole #1E,

A REHBEFRFIEN A

\In

MREEEHE  FHREH AWS EER, BHEE
BREAFEUNBA AWS IKF 5B FKEY AppFabric 7R

AR —1Ae , UEAMKSPHNAFREALNAN AR TUERZAGKIL RSN TR, &7
LUEEWERER , TUERAE, X TXHETHRARKEH FZH SR (ACLs) KRS , &RIE
158 P 3 L5 SRl 1) AATT 4R T 17 ) S8 B9 BR BV AR BR

BETREZERE , ®SAUTRE

« ETHRE AppFabric XHIXLEINEE , S FEAWS AppFabric Z{AEA 1AM,

- ETHOMRENESHENRBENHENR  B2H (AMAFER) 8 AWS kP @ HaIAMA
FREGENERE. AWS Ik

s ETHRNMAEE=FREHENEHERNFENEAWS IKF | BSRIAMAFEREFHEE=HE
HIFRNR. AWS Ik

- ETHOMEIRE SHRIEREHENR , F2H CAFER) PHELENIBEBRIENAFE
HIFRNR (BRESHRIE) . 1AM

- ETHERAACNETRERENRHTERSIHRINEXE , §SHIAMAFEREIAMA B EIK S 7R
AR

BHERIE AWS AppFabric

ETHEREBETRESMUXNEE , FZHAWS RF “ZEA XIS HTE" ", RERFEERX
BHEMITH. AWS RS AXx—KREE , BSHAWS EMITHAWS,

BALERATEHE=ATITRE AWS Artifacte. BEXEZELRE , BSHEPW “THIRS F1 “ AWS
Artifact,

MR AWS RS R EAREBR T ENBENERBME, RATNEN B iU RE R ERENE
Mo AWS RE T U T RRKAEB IS

s ZEESEUMREANTIERE — XEMBEEIL TRIESM , ARE T EXLEMM - AWS 3
BUZEMNEAUNERNEERENT R,

+ 1£ Amazon Web Services E#H1THIPAAZ £ 55NN — A EBWR T F LT WNAIEA AWS
REIZHIPAARF S RHENNARERF.
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/quickstart/?awsf.filter-tech-category=tech-category%23security-identity-compliance
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/architecting-hipaa-security-and-compliance-on-aws.html
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® Note
HIEME AWS RS ABEHIPAARK ., BXEZEE , HZ2H (HIPAAERERSFZSE) -

« AWS EMFEIRAWS — tk TEBFNIEEE R REE A TR ENTLMAEBX,

- AWS EFEHEEE — NENAETHREREEN, XEEBLE TRIPFVWRESE , AWS RF
HHEmMmH B S MERE (S REEERIVESEARMRER (NIST), XFFTLRLFREEZERS
(PCI) FIEBRAR AL (1SO) ) R 24!,

- EAAWS Config FF & A & f5F F R AN T4 %R — % AWS Config RF SN B REEE S K
BELRENIRE, TULENFEM,

« AWS Security Hub— X AWS RS iRt T @A BLLRSNLEUE AWS, Security Hub Bid &
24T HEN AWS BRAREHEBFERETURENRESK, BXAZTIFRSREHHS
& , 155 # Security Hub 45 Z,

« Amazon GuardDuty — BB EEEN AWS IKFIREF R B FETENBREED , 5k AWS Bk
S RMNEN IR, FRNBEEDIRNEEREM. GuardDuty ATARBIZHE R TMEMMER
PCIDSS , flin# 2 R LEESMUEREMNEN ARRMNER,

« AWS Audit Manager— iX AWS B35 AT AR BRI w1t AWS AR , M E{LX B EE UK
Y EMFITAFRERN SR,

LR R HNZ £ HIESKE AWS AppFabric

AWS AppFabric 2t T ZM &z 28 , HEEFHENXEECHNEZLRBINER, UATHREXER—
BOEN , ATARTBENREWRAR, FEREIRTRTESENHPREITHZENTRER | iF
HEANBANZRREZmMR RS,

EEEERATRNREATREZENARERF

RE#HA RiE AWS Identity and Access Management (IAM) X R , {EAI A & AT LA AppFabric &
Amazon QuickSight ARk HfhZ £ E S MEHEE (SIEM) TEER , HlMSplunk. I TURNARRF
Ze | FREL£HITIEEEEFEHIRS (Amazon S3) E#EFEE I L #BIE Firehose & Hifio

Y5 AppFabric B4

& B LA AppFabric 8 Amazon CloudWatch $E¥r#1TH 2, CloudWatch M AppFabric 842 £k &
BIFEHFHLENER. SALREER  UEEENAFTEEERENAEHERN,. BEXESZEER , S
¥ AWS AppFabric £ Amazon 31T % CloudWatch,
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https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
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FIMETE AWS AppFabric

AWS £IRER 2R S5 AWS Xif aTAXMEN. AWS XiF RESAMNERENREENTAX ,
XEMTAXBIRER. SEHENSERNRIMEEE., FIATAX , B LLRItHNEEETHAXZ
BTt B SEIM A BMEBRNBARFNEERE, SEENENS SN EEROEMZEAEL , TTH
XEFESHNTAM. REENATYT B,

BXRAWS X MATAXNESER , FSRAWS £ IREM R,

Y EMIRER S AWS AppFabric

ER—TEERS , AWS AppFabric %] {Amazon Web Services : & REBAR) B EP PR
AWS £ IkW % Z 2 FHRP

BRI LAER AWS 2 X W HAPIRENY AppFabric B M #H TiHRE. B mMANZEF TLS 1.0 RE
BRA, BIVEE TLS 1.2 REERE. BERFEXALFEERTLAIRELHNZBES (), flw

( Ephemeral Diffie-HellmanPFS ) = ( Elliptic Cur DHE ve Ephemeral Diffie-Hellman ) . ECDHEX %
BUARRG (W Java 7 RESHRAE ) BRI LEER,

A, BAERGRIZL ID MEIAMBREAXBRNAEHEBANBERFTES, IE , BUUER
AWS Security Token Service ( AWS STS ) £ R If it Z £ FIERITFRFIITZEE,

H Y B & AR 2 4 AWS AppFabric

BLEM IT 2HHE (RNWEF, ) #£E AWS iR, BXEZER , FSARME AWS HEER,
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https://aws.amazon.com/about-aws/global-infrastructure/
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
https://aws.amazon.com/compliance/shared-responsibility-model/
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¥ AWS AppFabric

MR EPMEM AWS BRARNATEM, FTAMFTMENEEARIT S, AWS AppFabric AWS
RHLATET 8 AppFabric , &KW, IRERBHEE LN B3I REER !

« Amazon 2358} CloudWatch¥5 1228 AWS BIRMEEZEIT AWS WNARF. &0 LUK E R IR ER
iR, Q2B ENHESTE , UK EEERAEIEEWEREREIEENRENBHNEREEE
. B0 | &AL CloudWatch IRERIEH) Amazon EC2 24IHY CPU SEA XS HIElR , HEEE
BRI, EXEZEE , H5H Amazon CloudWatch FF 58,

« Amazon CloudWatch Logs A&k, F#MAERE Amazon EC2 EAIME RIEHN B &
#. AWS CloudTrail CloudWatch BEA KGN BEXGHNEE , HERISERENBEANE,

TR ESRAMEEIRELENBERE. EXEZEELR |, 5 Amazon CloudWatch H &
FIEmM.

* AWS CloudTrail{#3R A RE KRB AP HAMMBREN , AWS K/ FR B EXHEHEE
IEEM Amazon S3 R, SR LURZIMELR S Mk /1R T BIE AWS, R HFFAATR IP #hiik L
MW ErERNEE, BXEZESR , H5H (AWS CloudTrail B/ ERE) .

AWS AppFabric £ Amazon #1714 # CloudWatch

BT LAE R AWS AppFabric #1T¥# CloudWatch , B UWE R AR H N EHLLE J 0[5/ IT FRate
Bir. XEZITHFELREF 15 MNA , NMELRESLRTELEER , HeeB EFith 7 HEN Web B A
BEFIBRFZSHHITER. A, JLURER TYRNSERBENER , FH7EREIME AR ER X B AR
TRE, BXEZEELR | i55H Amazon CloudWatch F 18R,

% AppFabric BREEAWS /AppFabricdéy & 2= 8 P IR &5 LU T E+R.

R iR
AppFabric N ARFRIURES NARFERNRES (14X BEE ; o FEM

HRN ) o

AppFabric #{#E/& f iR M SaaS N AEFWERIT B EHFHEZIE
AppFabric EIEE# B 5 ( Amazon S3 5,
Amazon Data Firehose ) FTTE X #yatiE ( AF
RNEH)
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
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EiR DU
REE RS BREBRS (1 ®RR9ES; 0 RREAM”)
EAREHE R E/H1E SaaS NARERF £ R LR A 54X 48R

It AEEEZEER B4R ( Amazon S3 5
Amazon Data Firehose ) BR8] 2 8] &9 B 8] 2=
(AW REAL) . AppFabric

XBIEE 1% 5 B & %0 5] B2 77 46% BIR S5 (Amazon S3) =L
O#b Data Firehose BIZIBHI K/,

AppFabric IEMRZFUATEE.,

g iR
RELE #5 Arn $EL B #589 Amazon BIRBFE (ARN )

125 AWS AppFabric API i AWS CloudTrail

AWS AppFabric 5 AWS CloudTrail—IRSGERK , ZRFEEAF. AGSABFHRITIRE AWS
fR% KYi25% AppFabrico CloudTrail FFETE APl i A#3R AppFabric h &4, HRNBARIFERB
AppFabric & & K8 A M3 AppFabric API #EMNRBER. MREQNETRE , ML ATFN
CloudTrailE= #5412 5 %) Amazon S3 F#4E , DIEMZEH AppFabrico MMRBAREERE , BNHA
A[LAZE CloudTrail ###| &8 “BHFHLIER FEERHNES. FRHKRENEE CloudTrail , &A1

i 7E [ B ME R K i AppFabric, RHERR IP bk, #AH TIER, @ARREERAREMFHE
£

B8N0

BERXMEZEE CloudTrail , 52 (AWS CloudTrail HF1EFE) »

AppFabric § £7E CloudTrail

CloudTrail FTEZBIKF AWS Ik N EEZNKS EEA. HEN A EESDE AppFabric , ZE314&
BEH it CloudTrail B4 — iR iZHE AWS RS EHFELicEHD, BALE AWS KFhEERE, #BERM
TEEHEY, BEXEZEEL , HSHAWS CloudTrail BFPEESMEA CloudTrail B4 R icFEE
BEEH,
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
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ERZIEREN AWS KPR EH ( BIENEH ) AppFabric , ERIERE, BRE AW CloudTrail fFH
FXE 5 El Amazon S3 k. TURERAT , EEF AP OERERICRN , KRRIERNATME
AWS XiF, BRERIEF AWS 2 XA E XSS | HF BEXHZIEEEIEERN Amazon S3 7764
Mo Lbo\ , B AEEHEM AWS RS |, it —F 2 M MALE CloudTraill B ERIMENSHHE. &
XESZEL , ESH (AWS CloudTrail AF#8R) PRI TER :

- BIERIRICFEEAR

» CloudTrail XFHRFMER

« BiE Amazon SNS &4 CloudTrail

- Bk B ZAMXIEH CloudTrail BEXHMERRBEZNK, M CloudTrail AEH

P& AppFabric #2115 H (APl £#) 123 CloudTrail #i2&Z%E (AWS AppFabric APl %) &, 4l
W, ¥CreateAppBundleUpdateAppBundle, FGetAppBundleiR/EMiAA ST CloudTrail H&
XHHEREKE,

BINEA4S AEKFEHTEERERBERNAAGE. SOEEEUWTABEATHSR :
- EREMEARIERER AWS Identity and Access Management (IAM) B F&EIEA Ho

- BREEAACGKERKEAFNIENZEEIEAEN,

- BEREZEHEM AWS BFAH.

BXREZER , 52K (AWS CloudTrail AF$ER) FHICloudTrail userldentity T3,
T #& AppFabric BEX % H

BEE—MEE , AFSSH4ENBEXEERIEEEN Amazon S3 2%, CloudTrail B &34
BE—NEEZNMNEEZREB. BEHARKRRKRBEMRENEMER , BEEXFRWIRE. BEN BB
B, HRSHBEFNES. CloudTrail BEXHFR A AP EARANEFH#HKRERE , Rl T2RE
A4S EIRR H .

LR RBIERT E RiZCreateAppBundlei®{ER CloudTrail HES%E

{

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:SampleUser",
"arn": "arn:aws:sts::111122223333:assumed-role/AssumedRole/SampleUser",
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/appfabric/latest/api/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAXUFER33B4FVC2GCYR",
"arn": "arn:aws:iam::111122223333:role/AssumedRole",
"accountId": "111122223333",
"userName": "SampleUser"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-05-31T21:11:157",
"mfaAuthenticated": "false"
}
}
},
"eventTime": "2023-05-31T21:22:16Z",
"eventSource": "appfabric.amazonaws.com",
"eventName": "CreateAppBundle",
"awsRegion": "us-east-1",
"sourceIPAddress": "3.90.81.91",
"userAgent": "Coral/Apache-HttpClient5",
"requestParameters": {
"clientToken": "64d9069f-e565-49a4-9374-6dc8631142e2"
.
"responseElements": {
"appBundle": {
"arn": "arn:aws:appfabric:us-
east-1:111122223333:appbundle/6aa92dad-5eeb-4ff4-aabf-4db7fd022ad1",
"idpClientConfiguration": {
"samlAudience": "urn:amazon:cognito:sp:us-east-1_GEdGiavzr",
"samlRedirect": "https://6aa92da®-5eeb-4ff4-aabf-4db7fd022adl.auth.us-
east-1.amazoncognito.com/saml2/idpresponse",
"oidcRedirect": "https://6aa92da®-5eeb-4ff4-aabf-4db7fd022adl.auth.us-

east-1.amazoncognito.com/oauth2/idpresponse"

}

1,

"requestID": "17el5a5d-8c66-46c7-ad5b-f521004fa9c2",
"eventID": "baldd847-86f6-4386-85be-0398e844a358",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

T f# AppFabric BEX#H%E
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"recipientAccountId": "111122223333",

"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "frontend.fabric.us-east-1.amazonaws.com"
}
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