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i

AE
- IRERAF AWS Artifact 758 X R

- ERIBANR

« 45 1AM policies

« &R T AWS Artifact B AWS FEE XK
« 71 AWS Artifact EARSHEXAE

- 8 IAM 48

®iEH P AWS Artifact 757 B8] £ R

TR THR , RE\EEFFETHRRRE S @A RTF AWS Artifact X R

5

- S 1. A2 |IAM policy

o S, 2 BIEE IAM A H K

- S|, 3 BIE IAM AP FEEFNEA

\

\:Fr

\:Fr

S 1 812 1AM policy

R IAM B R |, SRR RIEKE T AWS Artifact 4EF R IRAVR.
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B2 IAM policy

FEAUTIREAE IAM policy , BRI LA IZEEEEERN IAM AF AR TR,

1. $TF IAM # &l A : https://console.aws.amazon.com/iam/s

ESMERSD , EEEK,

TR BB KRR,

i%4% JSON &I+,

WARRE X, BULSEBCHREE , L LAER =4I IAM policies FEIREEZ —,
HikFReview Policy ( EERE ) . RERIIREFFREEMEEHE R

EEEREBIEL , A TME—NER , ZENTHPRIRERBNAR, SETRERER,
TR OB R,

© N o a0 bk~ w0 D

SR 2 BIE IAM 43 bR B
e 1AM EER , SN IRA G IRMNKMHMEIE, AT SUBERT IAM AR EI4,
B IAM 42 3 i b SR

1. ESMERT  BFRA , RAREECERE

2. XNTHEBW, NENARA-—IEWH , REEE T—-F,

3. HBRES, BACERNRBHNEN. EPRBHNERE K RELEE T-F,
4. WRABMNER, NRECHERZET , BIEE 024,

SUR 3 B 1AM AP R ERMEA
5 1AM EER |, BTSSR REE, XamAF BT RANRR,
Bl — 1AM R 3R A PR EE

1. ESMESS , &8P , REEFRMIAF.
2. WFAFE, AA-ITHSIAFNER,

3. 1&¥ AWS Management Console access ( EEZEFI &G ) SUNEIEE, EEHzEKNHE
REENHE, SALUERMMIERAFSAE T REXMNCERZS , UEEAFERABRRNE
REEHE,

S 2 Bl 1AM A FHK KR 16
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4. EFET—F: R,

5. %E NAFPFMEE , REERECIENE,

6. & Next: Tags ( F—F: 5% ) o BAILUEEFE MR AP RINRE,

7. BEBRT—% ¥, MRECHERY  HiEF EZAS,

T 2R AR

AWS Artifact E AW EFFERABHANR, BLXLERMANR , ZF /70 S A b6 MmN 15
IR |, HIAERFZRM T ERBEF.

EESRBANRIGEIRE , B MFEH AWSArtifactReportsReadOnlyAccess FEE R RBEHBIBLUT
BUEHMNR. RAfF , BERREAEGAPREN AR AWS HRETEEZEREMA,

MREHBFNRAT BT AR , A A ERES A PRENIBRE R meEsE , MEAIERRIGRR

= =
Ho

T8 BT R

FR IR RS ENR

AFEENaSSENRNINEREER N TEBAN R K
|HRRE -

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"artifact:Get"
1,

"Resource": [
"arn:aws:artifact:::report-package/*"
]
}
]
}

EBEBENR 17
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AWS Artifact

RAriEmE

SRR RAYRTRES

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"artifact:ListReports",
"artifact:GetReportMetadata",
"artifact:GetReport",
"artifact:GetTermForReport"

1,

"Resource": "*"

EBHRIFENR

RAPFRERESS ENRNAERBEE RN TEBAN RN KR,

Ko
|HRRE -

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:Get"
1,

"Resource": [

&R BE AR B WSR2 E

"arn:aws:artifact:::report-package/Certifications and Attestations/SOC/*",
"arn:aws:artifact:::report-package/Certifications and Attestations/PCI/*",
"arn:aws:artifact:::report-package/Certifications and Attestations/ISOQ/*"

FEBEFR
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AWS Artifact AriEE

BERANRME M BAV RS,

{
"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",
"Action": [

"artifact:ListReports"

1,
"Resource": "*"

},

{
"Effect": "Allow",

"Action": [
"artifact:GetReportMetadata",
"artifact:GetReport",
"artifact:GetTermForReport"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"artifact:ReportSeries": [
"socC",
"PCI",
"IS0"
1,
"artifact:ReportCategory": [
"Certifications and Attestations"

51 IAM policies

O LRI D IAM AP R FINREWNINRERRE, B RF AP EE AWS Artifact IR &SRR , ARK
REANKFHARESMTEHIPUEED,

LU SRR ) 2R B W] BUREE IAM B P AR BV TE B4 31 v H 29 BRI X R
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AWS Artifact

RAriEmE

- FAMENENREE AWS REH R RA]
- EERE=FRENRBRE

. BRI KB THI

- EERHEE B AWS Organizations

- EEEEKS DA KRB

- BEEQHINH KRS B

- BEBEHNEE R

Example B A ENXREE AWS REH KB =B

® Tip

& R1 1% B A AWSArtifactReportsReadOnlyAccess FEE R BE , MARE X H S K,

MTRERTEIANENRTHAE AWS HREHINER.

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:ListReports",
"artifact:GetReportMetadata",
"artifact:GetReport",
"artifact:GetTermForReport"

1,

"Resource": "*"

}
]
}

TR 78I AR ENPRIX T8 AWS SOC. PCI M ISO &R R,

{
"Version": "2012-10-17",

M5l IAM policies
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AWS Artifact

RAriEmE

"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:ListReports",
"artifact:GetReportMetadata",
"artifact:GetReport",
"artifact:GetTermForReport"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"artifact:ReportSeries": [
"soc",
"PCI",
"IS0"
1,
"artifact:ReportCategory": [
"Certifications And Attestations"

Example B 5 =75 1R &5 09 K BE R

® Tip

& R11%. % B F A AWSArtifactReportsReadOnlyAccess & KB , T~

E=FHEH IAM BIR report £,
UTHERERFABEE=AREEENR,
"Version": "2012-10-17",

"Statement": [
{

=
=

E

N B HREE.
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21


security-iam-awsmanpol.html

AWS Artifact

RAriEmE

"Effect": "Allow",
"Action": [
"artifact:ListReports",

"artifact:GetReportMetadata",

"artifact:GetReport",
"artifact:GetTermForReport"

]I

"Resource": "*"

UTHRR T THE =T IREHNR,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:GetReport",
"artifact:GetTermForReport"
1,
"Resource": "*"
}
]
}

TR T HE =R HRENNR,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:ListReport"
1,
"Resource": "*"
}
]
}

41 1AM policies
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RAriEmE

LTHRETFEREMAERANE=ZSFHREFAEEHINR,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:GetReportMetadata"
1,
"Resource": [
"arn:aws:artifact:us-east-1::report/report-jRVRFP8HXUN5zpPh:*"
]
}
]
}

LTHRETFERRERTNE=ZFHREFAEEHNR,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:GetReportMetadata"
1,
"Resource": [
"arn:aws:artifact:us-east-1::report/report-jRVRFP8HXUN5zpPh:1"
]
}
]
}

Example &2 M HY K BE =51

UTRBR T TEMENUHRE. 1AM AP X578 AR T 8EEZ 1

"Version": "2012-10-17",

41 1AM policies
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RAriEmE

"Statement": [

{
"Effect": "Allow",

"Action": [
"artifact:DownloadAgreement"

1,

"Resource": [

i n

LR REER FEZMUARR,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"artifact:AcceptAgreement",
"artifact:DownloadAgreement"

]I

"Resource": [

"y

LA SRR T4 IR

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [

"artifact:TerminateAgreement"

]I

"Resource": [

"y

41 1AM policies
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RAriEmE

]

UTRBRTERRE KPR,

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"artifact:AcceptAgreement",
"artifact:DownloadAgreement",
"artifact:TerminateAgreement"

1,

"Resource": [
"arn:aws:artifact::*:customer-agreement/*",
"arn:aws:artifact:::agreement/*"

]

}

Example E&£ K KB Rl AWS Organizations

UTRBEETOERATEERN IAM BE&HER AWS Organizations.
P ERXERRT seTT a6 A H AT

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "iam:ListRoles",
"Resource": "arn:aws:iam::*:role/*"
.
{

"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",

AWS Artifact #8340 40 19 & 38 ik

41 1AM policies
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"Resource": "arn:aws:iam::*:role/aws-service-role/artifact.amazonaws.com/
AWSServiceRoleForArtifact"

}

DT REER FR T AN AWS Artifact B9#X PR AWS Organizations, &L EEMK - S EFIX
YOI PR REFF 1A E AR LA R MR

"Version": '"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DescribeOrganization",
"organizations:ListAWSServiceAccessForOrganization"
1,

"Resource'": "*"

Example & &2 0K 7~ Y 5 B& =6l

UTHRBEEFEEEEKF, AR,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:AcceptAgreement",
"artifact:DownloadAgreement",
"artifact:TerminateAgreement"

1,

"Resource": [
"arn:aws:artifact::*:customer-agreement/*",
"arn:aws:artifact:::agreement/*"
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]
.
{
"Effect": "Allow",
"Action": "iam:ListRoles",
"Resource": "arn:aws:iam::*:role/*"
},
{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/artifact.amazonaws.com/
AWSServiceRoleForArtifact"
},
{
"Effect": "Allow",
"Action": [
"organizations:DescribeOrganization",
"organizations:EnableAWSServiceAccess",
"organizations:ListAccounts",
"organizations:ListAWSServiceAccessForOrganization"
1,
"Resource": "*"
}

Example BEAH LAY

UTRERTERA[MDUANER. ERRENRN S — LA/ SR

W AY SR 7R

"Version": "2012-10-17",

"Statement": [
{

"Effect": "Allow",

"Action": [

"artifact:AcceptAgreement",
"artifact:DownloadAgreement",
"artifact:TerminateAgreement"

1,

"Resource": [
"arn:aws:artifact::*:customer-agreement/*",

) SVES
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AWS Artifact
"arn:aws:artifact:::agreement/*"
]
},
{
"Effect": "Allow",
"Action": [
"organizations:DescribeOrganization"
1,
"Resource": "*"
}
]
}

LTRERTFERHARDPUANR,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:DownloadAgreement"

1,

"Resource": [
"arn:aws:artifact::*:customer-agreement/*",
"arn:aws:artifact:::agreement/*"

]

I
{

"Effect": "Allow",

"Action": [
"organizations:DescribeOrganization"

1,

"Resource": "*"

}
]
}

Example &8 &#Y K& =51

AT R FE A AWS Artifact BEM T2 R,

41 1AM policies
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RAriEmE

"Version":

"Statement": [

{

"Effect":

"Action": [
"artifact:GetAccountSettings",
"artifact:PutAccountSettings",

1,

"notifications:
"notifications:
"notifications:
"notifications:
"notifications:

"notifications

"notifications

"Resource": [

min

"2012-10-17",

"Allow",

AssociateChannel",
CreateEventRule",
CreateNotificationConfiguration",
DeleteEventRule",
DeleteNotificationConfiguration",

:DisassociateChannel",
"notifications:
"notifications:
"notifications:
"notifications:
"notifications:

GetEventRule",
GetNotificationConfiguration",
ListChannels",

ListEventRules",
ListNotificationConfigurations",

:ListNotificationHubs",
"notifications:
"notifications:
"notifications:
"notifications:
"notifications:
"notifications-
"notifications-
"notifications-
"notifications-
"notifications-

ListTagsForResource",
TagResource",

UntagResource",

UpdateEventRule",
UpdateNotificationConfiguration",
contacts:CreateEmailContact",
contacts:DeleteEmailContact",
contacts:GetEmailContact",
contacts:ListEmailContacts",
contacts:SendActivationCode"

AT SRR T 5 AT R B BV AR

"Version":

"Statement": [

"2012-10-17",

41 1AM policies
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RAriEmE

{
"Effect": "Allow",

"Action": [
"artifact:GetAccountSettings",
"notifications:ListChannels",
"notifications:ListEventRules",
"notifications:ListNotificationConfigurations",
"notifications:ListNotificationHubs",
"notifications-contacts:GetEmailContact"

1,

"Resource": [

i n

U SR EE R T 02 8 E AR,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:GetAccountSettings",
"artifact:PutAccountSettings",
"notifications-contacts:CreateEmailContact",
"notifications-contacts:SendActivationCode",
"notifications:AssociateChannel",
"notifications:CreateEventRule",

"notifications:CreateNotificationConfiguration",

"notifications:ListEventRules",
"notifications:ListNotificationHubs",
"notifications:TagResource",
"notifications-contacts:ListEmailContacts"

1,

"Resource": [

i n

41 1AM policies
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T RER T RBEENNR,

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"artifact:GetAccountSettings",
"artifact:PutAccountSettings",
"notifications:AssociateChannel",
"notifications:DisassociateChannel"”,
"notifications:GetNotificationConfiguration",
"notifications:ListChannels",
"notifications:ListEventRules",
"notifications:ListTagsForResource",
"notifications:TagResource",
"notifications:UntagResource",
"notifications:UpdateEventRule",
"notifications:UpdateNotificationConfiguration",
"notifications-contacts:GetEmailContact",
"notifications-contacts:ListEmailContacts"

1,

"Resource": [

i n

LAF SR B 1% T M BR EC B A9 A PR o

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"notifications:DeleteNotificationConfiguration",
"notifications:ListEventRules"

1,

"Resource": [

"

41 1AM policies
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RAriEmE

]

UTRBERTERREEFAESNNR,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"notifications:GetNotificationConfiguration",

"notifications:ListChannels",
"notifications:ListEventRules",
"notifications:ListTagsForResource",
"notifications-contacts:GetEmailContact"

]I

"Resource": [

nmin

BUR SRR T2 M s BUR E AT E A O AR

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"notifications:DeregisterNotificationHub",
"notifications:RegisterNotificationHub"

1,

"Resource": [

i n
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}

EATF AWS Artifact B9 AWS IEE R KB

AWS HEEREZH AWS ¢IZMEERNMIUKKE, AWS REXRBEEN TS EILABIRHNR , UE
BRIBFIBAAF, ANBesENR.

FiE , AWS REXRBARTRNENREAAZRRTFRENR , RN ElIHMAE AWS &
R, RMNBUEBLSENBETERAZRNE S EEHRRRE -SRI NR.

BT EERAWS HEXARBAPE LR, MR AWS EHE AWS HEXNRBHELNNR , NE
MaPmZKBAMMEINFAEEASH (AF. ANAE ) ., HFW AWS RS B FIH API
TR TIAERSH , AWS REFWREEH AWS REA KK,

BREZER , F5H (AM BFER) B AWS EEA KK,

AWS IEE XKL : AWSArtifactReportsReadOnlyAccess

&AL AWSArtifactReportsReadOnlyAccess REEKNE] IAM B4
WRBFR T read-only R, AFHH., EFENTEHRS.

RRFHER
ZERBIBEUTR,

« artifact - AFEHEFIH. EFEMT5H AWS Artifact FRIIRE

{
"Version": "2012-10-17",
"Statement": [
{

fER AWS FEE R 33
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AWS Artifact AriEE

"Effect": "Allow",

"Action": [
"artifact:Get",
"artifact:GetReport",
"artifact:GetReportMetadata",
"artifact:GetTermForReport",
"artifact:ListReports"

1,

"Resource": "*"

}
]
}

Artifact X AWS £E X KRN EFH

EENZBRSTRREREXEERUAR , BXRER T Artifact 5 AWS REXKMEMFHAES . EH
HEZERENEERNRT , BITFBX Artifact X141 £ i2FRE LK RSS EEIR.

BX 1, BF S:i
Artifact EFF 1R IR FRE X Artifact EFF R EFRE AWS 2023-12-15

REXNRMAVER , Hif
i T AWSArtifactReports
ReadOnlyAccess.

A AWS Artifact fERIRFZHK<AE

AWS Artifact £ FHAWS Identity and Access Management (IAM) fRSHXx A, REEXRB/RE—T
MAFREM IAM B | ©5 AWS Artifact BiEMEX. BRFEXAEB AWS Artifact TIEX , HA2EZ
RS R EREBAEM AWS RS FIER —E1 PR,

BEBRSHEXBE , ELFFIFMAFTNNR , R T ERH#IRE AWS Artifact, AWS Artifact
EXHBRSHAXABHNER , RFESHAENL , BNIAE AWS Artifact TEBEEHAE, EXHNRS
FEERBMNRERR , MENRRENEMINIEFEE IAM SK1E,

REEEEMBRBRSHEXAENEXETRE , TEBRZAER., XFGRPEH AWS Artifact BIR , B
RIEFLTEHR BRI R R E R,
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AWS Artifact AriEE

BXXERSHEXAGHEMRSISNES , FSHAS5 IAM BEEEA AWS RS , HERRSHEXA
BIHERNRIRS. AR , TRIEFZRSNRSHEXABNENEE,

AWS Artifact B9 R 5548 < A & X R

AWS Artifact £ & AWSServiceRoleForArtifact BIIRZ X B E — R1F AWS Artifact @it AWS
Organizations RFWEBXHALNER.

AWSServiceRoleForArtifact RS HEXBBEEUATRZEAZAE :

« artifact.amazonaws.com

# 7 AWSArtifactServiceRolePolicy #) A & X PR 2K B /2 F AWS Artifact Xt organizations BIRZEMK
AR 1E,

* DescribeOrganization

* DescribeAccount

* ListAccounts

* ListAWSServiceAccessForOrganization

A AWS Artifact SIZRZ XA E

BEEFHRNERSHERAR, HEHRIEHQEEK S P HYHADICRDTT = HikFE AWS
Management Console F“ A 1"883Z/t , AWS Artifact 2 R B BIERSHEXAE,

MEERERLRESHEXAR , RAETERXCE , U lFEAMRREEKFPEFARLEAG, HE
R A LTS PR AR IR R FHE R AT 8 |, AWS Artifact 2 BR 7 S 6 ZRSF AKX
y= R

YR8 AWS Artifact RS HEXAE

AWS Artifact = R 18448 AWSServiceRoleForArtifact REZHx AR, tIEZRESHEXARTE , B8L
TERACHEN , AATEEZHSAS|IAiZAR., BRALER IAM REAGIER, BEXEZE
B iBEZH (IAM AFER) PHNERERSHEXAE,

fBR AWS Artifact BV ARSSHEKR A E

NRETBREEAENFTERSHXACHNIIEIRS , RNBWENRZAE, XFEFRZIEREK
ERHEEREFHREAXE, BR , BLARBRESAXBENRR , RARFEFIMERE.
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® Note

MRELAEMBRFIRE AWS Artifact (RS EEERZAR , WHBRRETESXK. WREK
EXHER  BEF/LOHRER,

i B&k AWSServiceRoleForArtifact £ AWS Artifact ‘&R

1. 5 AWS Artifact 2| & Y “BLABI KT
2. LRIHEAIBERMAVHER DL

EHEA IAM FEHRBRERSEXAR

£/ IAM #4145, AWS CLI 3 AWS API il Bt AWSServiceRoleForArtifact RS X AR, BXES
ER , BESR (IAM BFEmR) PR BRESEXEE,

AWS Artifact RFMHRA BN Z X FX1T

AWS Artifact HIFERBIZBRESHNEBNXBEHAHLZBFEARSHEXAR, SUUELNTXEAFFEH
AWSServiceRoleForArtifact &,

X i & #1 XiZFRIR AWS Artifact B X 3%
XERE (FHFREMILE) us-east-1 EPA
ZERIP (HE3BEBM ) us-east-2 NGRS
XEAEE (dLMFERL ) us-west-1 RA[BL
ZEEI (BREXM ) us-west-2 EIP

IEM (FFER) af-south-1 A BL
TWAMX (FE) ap-east-1 A LA
WA H# X (HEDDE ) ap-southeast-3 AL
WA#KX (&R ) ap-south-1 AR BA
TARMX (KR ) ap-northeast-3 AL

AWS Artifact RFHEXA BN I XHFXE
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AWS Artifact

X i3 & #5 Xig#RiR AWS Artifact B 23
WA#X (BR) ap-northeast-2 AL
WA H# X (#7038 ) ap-southeast-1 AAEL
TA#X (&R ) ap-southeast-2 AL
TWA#X ( FREK) ap-northeast-1 LI
IEXR ( HRE) ca-central-1 Raf LA
ROMith X ( EZRE ) eu-central-1 A B
Rt X ( FBR= ) eu-west-1 AL
RO X (23 ) eu-west-2 AL
RRIM X (K= ) eu-south-1 AL
MM ih X ( B3R ) eu-west-3 ENCIA
PR X ( HT B EFREE ) eu-north-1 ENCIA
7R (BHK) me-south-1 RS
PR ( PUEREE ) me-central-1 AL
EEM ( EZRTD) sa-east-1 AT
AWS GovCloud ( ZEZHRZP ) us-gov-east-1 NG
AWS GovCloud ( EEFEZB ) us-gov-west-1 AL

A IAM 458

£/ 1AM 82 |, S SURBASERNRERBI MR FIRMEXT AWS Artifact LR &R B RINFR.

TR RBIREE R T 8 URBHENRE XM RI @ IAM AP 5 BB R.
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Example B3 AWS R & 5B (R X BR 89 3R % 7= 1

AWS Artifact 3 & H IAM &R report £Ro

AT RIS FiRH Certifications and Attestations ZKEBITFTE AWS Artifact R & HIR
PR,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:ListReports"
1,
"Resource": "*"
},

{
"Effect": "Allow",

"Action": [
"artifact:GetReport",
"artifact:GetReportMetadata",
"artifact:GetTermForReport"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"artifact:ReportCategory": "Certifications and Attestations"

BT R BELL B A SR Fi2E SOC R 5T AWS Artifact R & KIX R

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:ListReports"

fER 1AM M8 38
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]I

"Resource": "*"

It
"Effect": "Allow",

"Action": [
"artifact:GetReport",
"artifact:GetReportMetadata",
"artifact:GetTermForReport"

]I

"Resource": [

"
1,
"Condition": {
"StringEquals": {
"artifact:ReportSeries": "S0C",
"artifact:ReportCategory": "Certifications and Attestations"”

AR R LB T LAR TR A AWS Artifact 8% |, 1B Certifications and Attestations 3
B T B R BRI RLBR .

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [

"artifact:ListReports"

1,
"Resource": "*"

.

{

"Effect": "Allow",

"Action": [
"artifact:GetReport",
"artifact:GetReportMetadata",
"artifact:GetTermForReport"

1,

"Resource": "*",
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"Condition": {
"StringEquals": {
"artifact:ReportSeries": "S0C",
"artifact:ReportCategory": "Certifications and Attestations"”
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£ AWS Artifact i2 & AWS CloudTrail APl B H

AWS Artifact 5 AWS CloudTrail £/ , FE& R AWS RigFEAF. A AWS Artifact RS Fr{T
BERBRS . CloudTrail ¥ AWS Artifact BVAPI A FRENEHHEIR. HIRWAATEXRE AWS Artifact
FEI A FATEE AWS Artifact AP #2/EE . MR EIZERE | W ATLUE CloudTrail B4 &E4E %R
Amazon S3 7 ( ‘2¥E AWS Artifact B4 ) . MREFEERERICE , M{BAIE CloudTrail #l
A H Event history ( SH4AELIERK ) PEBFEHEH. A CloudTrail HEMEE , B HEED
AWS Artifact & THAER, KHEERP IP thuk, MAKXEAER, EROK H oS E AR EMEHN
=5,

ETHAEX CloudTrall WEZEE |, iS5 FAWS CloudTraill B 18/,

CloudTrail B9 AWS Artifact 8

EE6IE AWS K/ B, FEZKF LB A CloudTraile 2§ AWS Artifact R 4ASEZNET |, ZSFEZFIC
k1E CloudTrail B4+ , ¥ E5HM AWS BRSEH —RRFE Event history ( BHFHELIEE ) . &7
LfE AWS IkFHEE, BRNTHRFTEH. BXEZELR | HSREA CloudTraill E4HFiixE
BEEH,

FFAWS K AN EHFNFLEIEFE (S5 AWS Artifact WEH ) |, FRIBBRERIZR. BYRERIC

3 , CloudTrail Alff B & X #4£3£ ZE Simple Storage Service ( Amazon S3 ) E#&#. FigERT , &
BHAFLEREICRN , REFIERNMATAHAEAWS XiF, WREFEIZRE AWS 2XFIERAEX

HHWES , R AEXHEEEEIEEN Simple Storage Service ( Amazon S3 ) #. tboh , &AL
EEHM AWS RS , 3 —F 297 CloudTrail BEPWENSHBEH RINTH. BEXELER | 1B
ZETINE :

- BIEBRERBLE
« CloudTrail 3589 BRSS M AL

« 79 CloudTrail Bti& Amazon SNS &4
« M\ZAMX1EEW CloudTrail B EXHFM ZANK F U CloudTrail B &4

AWS Artifact Z#FFF LA T #R4EIZF A CloudTrail B & HIEH -

+ ListReports
» GetAccountSettings

» GetReportMetadata
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/artifact/latest/APIReference/API_ListReports.html
https://docs.aws.amazon.com/artifact/latest/APIReference/API_GetAccountSettings.html
https://docs.aws.amazon.com/artifact/latest/APIReference/API_GetReportMetadata.html
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+ GetReport
» GetTermForReport

» PutAccountSettings

BINEHHATREBESEXRERBFRNAREGR. SOEETHEBEHEUTRE

- EREFEHBRAFPEIEER AWS Identity and Access Management ( IAM ) BAF&EIEA HIY,
- BREEAACERKEFNAFPNENREEIEAEHN,
- BREAHHET AWS RE A H.

BXREZER , 52 M CloudTrail userldentity T,

T & AWS Artifact HEX 5% B

RER2—MEE , WA TEE4EN BEHEEREIEEN Amazon S3 #. CloudTrail BEX 42

—/|\§32§/|\E|M§Eo —NEHRTREBEMRAN—NMER , SEEXFEROBRE, RENBHRMN
BHE, BERSBESEMEL. CloudTrail BEXHT LR AP BRANER#EKRRE , BkeflfTa
REMBEIRFE T

THHRFIERT — CloudTrail B&EFKE |, %% BB T GetReportMetadata #1E,

{
"Records": [
{

"eventVersion": "1.03",

"userIdentity": {
"type": "IAMUser",
"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"arn": "arn:aws:iam::999999999999:user/myUserName",
"accountId": "999999999999",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "myUserName"

.

"eventTime": "2015-03-18T19:03:36Z7",

"eventSource": "artifact.amazonaws.com",

"eventName": "GetReportMetadata",

"awsRegion": "us-east-1",

"sourceIPAddress": "127.0.0.1",
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"userAgent": "Python-httplib2/0.8 (gzip)",

"errorCode": "AccessDenied",

"errorMessage": "User: arn:aws:iam::999999999999:user/myUserName is not

authorized to perform: artifact:GetReportMetadata on resource: arn:aws:artifact:us-

east-1::report/report-f1DIWBmGa2Lhsadg",

"requestParameters": null,

"responseElements": null,

"requestID": "7aebcd@f-cdal-lle4-aaa2-e356da3lesff",

"eventID": "e92a3e85-8ecd-4d23-8074-843aabfe89bf",

"eventType": "AwsApiCall",

"recipientAccountId": '"999999999999"

"eventVersion": "1.03",
"userIdentity": {
"type": "IAMUser",
"principalId": "A1B2C3D4E5F6G7EXAMPLE",
"arn": "arn:aws:iam::999999999999:user/myUserName",
"accountId": "999999999999",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "myUserName"
I
"eventTime": "2015-03-18T19:04:427",
"eventSource": "artifact.amazonaws.com",
"eventName": "GetReportMetadata",
"awsRegion": "us-east-1",
"sourceIPAddress": "127.0.0.1",
"userAgent": "Python-httplib2/0.8 (gzip)",
"requestParameters": {
"reportId": "report-flDIWBmGa2Lhsadg"
},
"responseElements": null,
"requestID": "a2198ecc-cdal-1lle4-aaa2-e356da3lesff",
"eventID": "20b84ce5-730f-482e-b2b2-e8fcc87ceb22",
"eventType": "AwsApiCall",
"recipientAccountId": '999999999999"
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