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"Version":

{

"Statement": [

{

}I
{

"2012-10-17",

"Action": "scn:*",
"Resource": "*",
"Effect": "Allow"

"Action'
"s3:

IIS3

IIS3

]I

"Resource": "arn:aws:s3:::aws-supply-chain-*",

1 : [

GetObject",

:PutObject",
"s3:
"s3:
"s3:
"s3:
"s3:
:PutBucketPolicy",
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:

ListBucket",

CreateBucket",
PutBucketVersioning",
PutBucketObjectLockConfiguration",
PutEncryptionConfiguration",

PutLifecycleConfiguration",
PutBucketPublicAccessBlock",
DeleteObject",
ListAl1MyBuckets",
PutBucketOwnershipControls",
PutBucketNotification",
PutAccountPublicAccessBlock",
PutBucketlLogging",
PutBucketTagging"

"Effect": "Allow"

"Action": [
"cloudtrail:CreateTrail",
"cloudtrail:PutEventSelectors",
"cloudtrail:GetEventSelectors",

B (AM BT
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"cloudtrail:StartLogging"
]I
"Resource": "*",
"Effect": "Allow"

"Action": [
"events:DescribeRule",
"events:PutRule",
"events:PutTargets"

1,

"Resource": "*",

"Effect": "Allow"

"Action": [
"chime:CreateAppInstance",
"chime:DeleteAppInstance",

"chime:PutAppInstanceRetentionSettings",

"chime:TagResource"
1,
"Resource": "*",
"Effect": "Allow"

"Action": [
"cloudwatch:PutMetricData",
"cloudwatch:Describe*",
"cloudwatch:Get*",
"cloudwatch:List*"

1,

"Resource": "*",

"Effect": "Allow"

"Action": [
"organizations:DescribeOrganization",
"organizations:CreateOrganization",

"organizations:EnableAWSServiceAccess"

1,

"Resource": "*",
"Effect": "Allow"
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"Action": [
"kms:CreateGrant",
"kms:RetireGrant",
"kms:DescribeKey",
"kms:ListAliases"

1,

"Resource": "*",

"Effect":

"Action":

lam:

lam

lam:

lam:

lam:

lam

1,

"Allow"

L

CreateRole",

:CreatePolicy",

GetRole",
PutRolePolicy",
AttachRolePolicy",

:CreateServicelLinkedRole"

"Resource": "*",

"Effect":

"Action":
"sso:

Sso
"sso:

Sso:
"sso:

Sso:
"sso:

Sso:
"sso:

Sso:
"sso:

Sso:
"sso:

SSO:

"sso-

]I

"Allow"

L

StartPeregrine",

:DescribeRegisteredRegions"”,

ListDirectoryAssociations",
GetPeregrineStatus",
GetSSOStatus",

ListProfiles",

GetProfile",

AssociateProfile",
AssociateDirectory"”,
RegisterRegion",

StartSso",
CreateManagedApplicationInstance",
DeleteManagedApplicationInstance",
GetManagedApplicationInstance",
directory:SearchUsers"

"Resource": "*",

"Effect":

"Allow"
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{

"Version": "2012-10-17",

"Statement": [{
"Sid": "Enable IAM User Permissions",
"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::YourAccountNumber:xroot"
}I
"Action": "kms:*",
"Resource": "*"
},
{
"Sid": "Allow access through SecretManagexr for all principals in the

account that are authorized to use SecretManager",
"Effect": "Allow",
"Principal": {
"AWS": M
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},

"Action": [
"kms:Encrypt",
"kms :Decrypt",
"kms :ReEncrypt*",
"kms : GenerateDataKey*",
"kms :CreateGrant",
"kms :DescribeKey",
"kms :GenerateDataKeyWithoutPlaintext",
"kms :ReEncryptFrom",
"kms :ReEncryptTo"

]I
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": "secretsmanager.Region.amazonaws.com",
"kms:CallexAccount": "YourAccountNumber"

MBHKE KMS 48 | HikE 023 A AWS KMS #2445 |, EIREE A LRI B %47, EH2H
) KMS B4R, BXEIE KMS AN IFHARFE , H3H (AWS Key Management Service FF
RARIEE) PHLIEZEHA,

MREIT XA S/4 Hana BilEiERE |, FHRAZEMN KMS Z4HRaws-supply-chain-accessii &
HIKER{E R true,
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{
"Sid": "Allow AWS Supply Chain to access the AWS KMS Key",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::YourAccountNumber:xole/service-role/scn-instance-
role-YourInstanceID"
}I
"Action": [
"kms :Encrypt",
"kms :Decrypt",
"kms : GenerateDataKey"

1,
"Resource": "*"
},
{
"Sid": "Enable ASC to backfill KMS permissions",
"Effect": "Allow",
"Principal": {
"Sexvice": "scn.Region.amazonaws.com"
},
"Action": [
"kms:Encrypt",
"kms :GenerateDataKeyWithoutPlaintext",
"kms :ReEncryptFrom",
"kms :ReEncryptTo",
"kms :Decrypt",
"kms : GenerateDataKey",
"kms :DescribeKey",
"kms :CreateGrant",
"kms :RetireGrant"
]I
"Resource'":"YourKmsKeyArn"
}
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Encrypt

{

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": '"scn.amazonaws.com"
},
"eventTime": "2024-03-06T22:39:32Z",
"eventSource": "kms.amazonaws.com'",
"eventName": "Encrypt",
"awsRegion": "us-east-1",
"sourceIPAddress": "172.12.34.56"
"userAgent": "Example/Desktop/1.0 (V1; 0S)",
"requestParameters": {
"encryptionAlgorithm": "SYMMETRIC_DEFAULT",
"keyId": "arn:aws:kms:us-
east-1:123456789:key/1234abcd-11ab-22bc-33ef-123456sample"
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},

"responseElements": null,

"requestID": "12a345n4-78a4-8888-0000-a000-6q000yy666x1",
"eventID": "12a345n4-78a4-8888-0000-a000-6q000yy666xrx",
"readOnly": true,

"resources": [

{
"accountId": account ID,
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
east-1:123456789:key/1234abcd-11ab-22bc-33ef-123456sample"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "112233445566",

"sharedEventID": "fdf9ee@f-e43f-4e43-beac-df69067edb8b",
"eventCategory": "Management"

GenerateDataKey

{
"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",

"invokedBy": "scn.amazonaws.com"
},

"eventTime": "2024-03-06T22:39:32Z",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "us-east-1",

"sourceIPAddress": "172.12.34.56"
"userAgent": "Example/Desktop/1.0 (V1; 0S)",
"requestParameters": {
"encryptionContext": {
"aws:s3:arn": "arn:aws:s3:::test/rawEvent/bf6666cl-111-48aaca-b6b0-
dsadsadsa3432423/noFlowName/scn.data.inboundoxrdexr/20240306_223934_536"
1,
"keyId": "arn:aws:kms:us-
east-1:123456789:key/1234abcd-11ab-22bc-33ef-123456sample",
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"keySpec": "AES_222"
.
"responseElements": null,
"requestID": "12a345n4-78a4-8888-0000-a000-6q000yy666x1",
"eventID": "12a345n4-78a4-8888-0000-a000-6q000yy666xrx",
"readOnly": true,
"resources": [

{
"accountId": account ID,
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
east-1:123456789:key/1234abcd-11ab-22bc-33ef-123456sample”
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "112233445566",

"sharedEventID": "fdf9ee@f-e43f-4e43-beac-df69067edb8b",

"eventCategory": "Management"
}
Decrypt
{
"eventVersion": "1.08",

"userIdentity": {
"type": "AWSService",

"invokedBy": "scn.amazonaws.com"
b
"eventTime": "2024-03-06T22:39:32Z",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "us-east-1",

"sourceIPAddress": "172.12.34.56"
"userAgent": "Example/Desktop/1.0 (V1; 0S)",
"requestParameters": {

"keyId": "arn:aws:kms:us-
east-1:123456789:key/1234abcd-11ab-22bc-33ef-123456sample”,
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"

},

"responseElements": null,
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"requestID": "12a345n4-78a4-8888-0000-a000-6q000yy666x1",
"eventID": "12a345n4-78a4-8888-0000-a000-6q000yy6661rx",
"readOnly": true,

"resources": [

{
"accountId": account ID,
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
east-1:123456789:key/1234abcd-11ab-22bc-33ef-123456sample"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "112233445566",

"sharedEventID": "fdf9ee@f-e43f-4e43-beac-df69067edb8b",
"eventCategory": "Management"

= S22 S

AWS Supply Chain £/ # 0O us KFF1TIHE (AWS PrivateLink)

A LAE A AWS PrivateLink £8# VPC Mz 8 8| 2FAHEEE AWS Supply Chain, &R L& VPC
R AWS Supply Chain —## 1715 , TEEAERKMMx, NAT &%, VPN E#EH AWS Direct
Connect E#, VPC AHIEFIRFEELE IP thut BN A5 [@ AWS Supply Chain,

BRI LUBE B2 B AWS PrivateLink Mt EFENENRUSKRBEL MG ERE, BIINESEOR
REANSNTRFARE—NMNEIMEED, XLEREFERELENMNEEDO , BELXE AWS Supply
Chain WREMN A O R,

EXEZEER , S FAWS PrivateLink 18 AWS PrivateLink FBIAWS RS E@Ei5 A,

HYEZZEIM AWS Supply Chain

FERRBEOLIRT K28 AWS Supply Chain , & HAWS PrivateLink IERH K EEET,
AWS Supply Chain X#FEIZOKRIFMAENRE APl

N A1 O L imT = AWS Supply Chain

&AL 82 AT AWS Supply Chain £ Amazon VPC ##|& = AWS Command Line Interface
(AWS CLI) W OKIKRT R. BXEZEL , BS5H (AWS PrivateLink #§/) FHEIEE Dk S,

AWS PrivateLink 28


https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-access-aws-services.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#considerations-interface-endpoints
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#create-interface-endpoint-aws

AWS Supply Chain EERER

AWS Supply Chain FERUTRFEMAUIEEOLET R

com.amazonaws.region.scn

MRRFORSSAFE DNS , WA EAERRIAXE DNS E#5[@ AWS Supply Chain & i API &

Ko $l#N , scn.region.amazonaws.coms

7RO i R0 2w UK
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"Statement": [
{
"Principal": "*",
"Effect": "Allow",
"Action": [

"scn:action-1",
"scn:action-2",
"scn:action-3"

]I

"Resource":"*"
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- BIRS AR — B AWS RS ERAHEM AWS lRFRSHIThEE, i, YEEENRSH#HTHE
At | ZRFBEERXE Amazon EC2 Hiz1T AR FHE Simple Storage Service (Amazon S3) H

A5 01T EHRIE 32


https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#rotate-credentials
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_groups.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id.html#id_which-to-choose
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-idp.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html

AWS Supply Chain EERER

FHNR, BREARLEARHEANEANNR, EARSAGREARSHEXHERNITIR
.
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BETREER AV ABER IAM A, ES3HIAM AP SRR 62 1AM A6 (ITER
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E ) RHERTAERXLERE, KEFHRRBERATERELER, KSBERKELL JSON X4
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JSON ZREEHEN o

EE R WLAER AWS JSON REERIEEHERRIBEMF L, BRER , BN EETUANT AR FERITER
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EREERINWRE , EULCREM MBI PN ZS IS, HANAE AWS K/, HERBEEIE AWS
RERBNESRERKE, BET7THRNAEREXNRBNARRE CEETERE , B30 IAM AFE
MPRNEREXREENEREM < BFITER,

ETHRVKEE

ETRIFHREE M N BRAY JSON KM, ETRFHNRENRESHE IAM ABEEREM
Amazon S3 FEMEKE, EXHFETRARNKBHERES T , RSEEA AUERCIREFHNBFER
REVTAR. XS FHEEPHMNRBEE TR , RIEE SIS EEET X 2R FRRATHLEREUAR A LFMH
THIT, BUFEETRENREFIEEETE, ERATUEEKS, AR, A, BERAFH AWS
AR5 o

ETRFNRERNMTIZRSFHRNEKERKE, ETREETRRNKBEHERM IAM P AWS HEX
B

T RI42 % 5] & (ACL)

EEFIFIR (ACL ) ZHMLEEHE (KFARA, AFRAE ) ARLARK. ACL SETHIRAE
BERL , REEMAER JSON KB HEER,

Amazon S3 #l Amazon VPC B2 X% ACL BWIRS =l AWSWAFETH#HEX ACLINEZEER ,
B2 # (Amazon Simple Storage Service FF X A R 1ERE) FHFRIES|FIFE (ACL) B,

HREgRE
AWS ZIFHMAAE R REERE, XERBRETOREERE ANKBEREQER TFHRANR.

- RRLA : RRLAR-NERBE, AT REETHSOREBALN IAM K& (1AM B A
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EXELFBEZ AT, BARANRLANEZRFEE , FZH IAM BFERE) PRI IAM EER R RIL
5o

. BREIR4IZHBE (SCP)-SCP 2 JSON %8 | TS AMRAR L (OU) B AR, AWS
Organizations AWS Organizations 2 —H A FTX SN RAENZ AWS Ik T ToEANEFE
BHRS. MREHLANBSHTRETIRE , W AIXEERS 2 50K F B A Bk 5515 HI5KkE (SCP), SCP
BRI 5Y 52 K P PRI SEE (SR8 AWS KPR A P SEE ) IRPBR. B X Organizations 1 SCP #Y
EZEE |, 55/ (AWS Organizations AF#E/) H# SCP K T/ERE,

« DERKE - QERBRACURESRANABCIHKEAF RGNS FEMMENSBEENSRE
B, FRLFNNREAFSIAGHNETHONRBENSERBHRE. NREATUKREETHFN
Kb, F-URBPNEXNELFEZAN. BXEZER , H5H (IAM AFERE) PHNSER
%O

S REERE

SN REWRBEEA T —MERE , ERHRREMERNENIRRE, BTHRES RS HRBER
WA AWS ER B AVER , HS5H IAM AP EEHR IR ITEEE,

#n{a] AWS Supply Chain & IAM B4 &

A IAM EEF RN R 2 87 AWS Supply Chain , 55 7 S8 B IAM ThAERTEE6E A AWS Supply
Chain,

IEE LA ELE A Y IAM ZhEE AWS Supply Chain

IAM ZhEE AWS Supply Chain X%
ET 5 HORER =
BT R IRA RS B
RERIE =
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IAM Zh&E AWS Supply Chain X%
BRIGFILTE (FAS) =
REHE =
RESHEXEE B

E4£MH 7 fi# AWS Supply Chain AR Hfth AWS RS MAIEARZE IAM ThEEE &R |, 51 IAM A
FiEEFHE IAM BL&FEHANAWS RS,

HET BRI KB AWS Supply Chain

XEFET B RE =

ETEMNNRBETMMEEZH (W IAM AR, AFASAR ) B9 JSON R RREE A, XLREE
RS NA SR EMPSEATNBERRRITHERE, ETHUOMCEZETHOHNRE , 5
5 IAM R $Er) v ElE 1AM policy.

LA IAM BT 5 HH0ER | BTSSR AT RS WRERDRAR AT RELRIEN A, &
FEEEETSANERPEETS  RACEATEMMGAARAE, ETHTE JSON HHH(E
RFATE , 5 (AM FIF4ER) B IAV JSON 5 TH3I .

HET 57H K R~H] AWS Supply Chain

E&EFH AWS Supply Chain E T S KRB =G , HSH. EHAT AWS Supply ChainE T 541
R R

REPE T RIFEABER AWS Supply Chain
HFETHRROER B

ETRIFHREE M N FRAY JSON KM, ETRFMNRENRESE IAM ABEERKEM
Amazon S3 FHBERE., EXFETHRNRBIRS T , RSEER JMER CINREHIIE R
BREVEE. N THEERMMKRBEH TR , REEE IS EEMAE AN 2R RNTHREREAREF LSRN

#nfa AWS Supply Chain 5 IAM B4 A 36


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements.html

AWS Supply Chain EERER

THIT, BUFEETRENREPEEEE, ZEREATUEEKS, AR, A2, BERAFTH AWS
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ESABKSFE , SR LHEANKS SHEMKS P IAM KEEENE T RRN RPN ER, F
B EAAMBETHRRNREARBYGEXRRTEN —F¥ME. SZRANREL T FENER
AWS TKF |, AIEIKF HE IAM EEE R ESMEEEARE (AFRAR ) RTFBRFERHNR, i)
BEHETHONRBHMNBXEUR TR, B  MRETHERNRBOE - MNKSPHEART
WERRR , WFERINNETEHNKRE. BXEZER , H5H IAM AP EMPHEKSE 1AM
5 B B R

R BER T30 AWS Supply Chain
X R R IRAE 2

EIE R A LAER AWS JSON REERIBEW ARG RMF L. HHRY , BN EAEATLNF AR RINITER
E , UREMFARHETHIT,

JSON KHEHY Action TEEARTATERBP AN RIELIFRNRE, KRFEEEEXEKN AWS
APl RERIEB. B—LHINER , PlIRBTE APl BENNRNR REF. &R -LRFEFEERE
PIITS MR, LM INREMR N ABKRIE,

HREE 2 ERFEUR FHATRBIRERIRR,
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"Action": [
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]
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#nfa AWS Supply Chain 5 IAM B4 A 37


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html

AWS Supply Chain EERER

HYBER 8 R AWS Supply Chain

XEFRBEAIR =
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&, URIEMHAZRHETHIT,

f£ Condition Jt¥& ( = Condition k) A , AL EBAERMNEZH. Condition TERTE
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BENAXNEAN , WA SAEAFRARE T RS RENTFRINE AWS RS |, i AWS
CloudFormation, BXEZEE |, i55H (IAM AF#EE) 9 IAM JSON RBETE : &4,

« £/ 1AM Access Analyzer BEf&E9 IAM policy , LUBBRINPRAY 2 £ M FTHEEM — IAM Access
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