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(® Note
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2. %4% Remove widget ( MHIER/NAH ) o
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1. ENENELS  RREENRIAFRIEZE.
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® Note
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2. BEERER.

® Note
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1. B&%Z| AWS Management Console.
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Language
English (US)
Visual mode - beta
Browser default

Light
Dark

More user settings
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3. ER'EZAFRE", T “G—RE” NH,
4. R ‘2IPEE"
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RIF LTI REE M BR BRI F RN RS AL iR , SR EEBE ‘RS X825 Console
Home ‘NMAHH B RIHZIEAEEMARS. AWS Console Mobile Application

5. ERFREFEER.

FE M HEE X AWS Management Console
FEHRORERNFENENREN ZEER, REEXLHNEFHNMAETER,
MNEMEERAREEN

1. B%%F| AWS Management Console,

2. ESMES | ERERER.

3. XWTFUREN , EFXERTREER , ERRERTREER | EFNTFBRIAEN R TN K
HEIAE RER,

L —REFEAMIANES
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MEHIELERBRINES

1. &%F AWS Management Console,
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3. WFIES , ERXNER/KANE , IENTHIRPEEFIRES,
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Access Management. ET#AEX AWS XIFNWEZER , HZ5H (AWS — S %E) HEE AWS

EEXE
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EERRIAXE
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3. BEEEHRMIAXE  REERRFRE. MREZEERRIAXE , NE LR RRYXER 23RN
X,
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(® Note

MEEEHE AWS BR , BERFAREFIXLERE , MEFE TSI RREH X
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AXEERR[ERTEENERNXE,
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EFRGILABERRS , ERCFERS 2 &Rk FIIWRRRTIRF,
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1. EFZF AWS Management Console,
2. B“ENEALAREATANMNINNAHIRE,
3. EARMNAMFRED | EFRWERSURIMEIES S |, AEEERM,
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6. EERBRFSEHEMNES,

7. ESENHNFENSR , FESRSHMBIRERTIR,

MR R 51 2% A &S BRBR S5

1. HESMEAH | %F Services ( RE )
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- BElERFIERS , BREREHRFERSHNER L, REERERSBHRANE X
- ERIEGRSKRIAERSEIIERS , BUHRRBEKIKRPRSEMZLINES,

X ER T

MRERKFFIEE , WA AN P ERIEM AWS Ik ZBAWS Management Consoles
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1. &%%F| AWS Management Console,

2. ESMmER | ERENIKS BN

3. EREZ&FIL,

4. ETRHETUHREEH AWS K/ KBMR, BFERESHESPERNEAERED,
5. WMA—RENIHREB , BRARXHED,

MEBRKESREDLN 8NFHN , BEAFEBEUTAE !
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6. 1%&$® Change Password ( B %% ) =} Save changes ( REEH ) o
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AlERE

E HE S AWS Management Console

% AWS Console Home A5 ZIELE—RENE , BAUEHPER AWS REFHERINES AWS
Management Console, EHAIMMRE"KEPREEXRIANES , BAUMNSEMEHEZFEE, 7

LS AR ERTIHER.

(® Note

hEREAMBRFHAENES , EFTERAWS XHENES. EERAXHEMANES ,

EREMANETEA LANESRE,

AWS Management Console B BIZ#FUATiES :

- WiF (XH)
- Wi (RE)
- HERAILE
- EiE

* French

- Hif

- BIESE

« BRFE

- BETE

- ¥iE

« I3 (fAE)
« 3 ((B4F)

BG—RE RERRIANES

1. &%%| AWS Management Console,

2. ESmED , EZRRE B

3. BENfAS—RENH, FEREZAFRE.

aE
L)

FEHIEE AWS Management Console
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Language

English (US)

Visual mode - beta
Browser default
Light
Dark

More user settings

4., HEE—REF , BEAHANRAXBZ LN RE.
BREFERMENES , BERU TRz —

« NTHIIRFERERFRBRIANER | REEERFRTFRE,
FRE AWS FRSSRVIEHI B XA UEER KR REFRENBEESET.

(® Note
¥ %5 25 BRIAX 23 AWS Management Console X FMHiE S

« NTHIZIRPERELNIES , ARERRFRE.
FRE AWS BRSSEVIZSI & XA UG B RES E T

ME M= B BRIANE

i

1. %% AWS Management Console,
2. ESMER , ERREBRF.
3. XNTFiEE , BERNRKRBZIRAE , IENTHIRPEFEEES.
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B RETRSHEH S

BRI TIREZ—

« ESMELNERES , MARSNEEBHID B, 1 Services (BRS5) TH , NERERFIXRF
BRREFENRS. AXESEE  FEAEAS —ERER"m. RS, DES.

- EEFMBRNERSDMEGF  BE DRSS ER

- ERFHRIBERSNAGD | EEEEME AWS RS RfF , BB AWS RSE L |, &&F -4
AR S5 & o

« ESMER , & Services (BRSF) AT A TBHNRS IR, RRESMIBESFAARSHN T HIER
e
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RS- EREBRm. RS, RS

SMERNERERRT —IME—HNERTE  ATIER AWS BRSMIhEE. RS HEM AWS
Marketplaceo, REJBRALNFRHEAIEEMAERXLRIINER, BANFHES  ERHEBRALER
&R

BRIRS., Thae, XA4= AWS Marketplace 7= &

1. ESMEMNERESH AWS Management Console , #i A2 ZPREF 2 8 RKiF,
2. WAITUTE—BRERRICEHNERHARSESHHRER -

- ENEREDIFMENNRELE  BEREMNEINZ—.
- EEEREXRINEZER , BREBIRIGBEREEME N MER. BEREREERY
x, BEBRE EANIRE,
- EREBSMEBRSHORIIIIEE , FEFELERTPHBRSEMHIEREE,
o EREVEXXET AWS Marketplace ERNEZHFMES , BRNBRERETERFE L,
3. EFEEAHEUSMEZHNMERS. EBH AWS Marketplace T

® Tip
BEAUERARERESMIMBERER. B, &2 Alt+S (Windows) 5 Option+s
(macOS) HRIERE, AT RAAZHERE, STHNERE RESIRINIA |, %
Enter, a0 , EHRESHE| Amazon EC2 £4&l& , iF# A ec2 , AR/GI& Enter,
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5 Amazon Q FF X & Rk

Amazon Q Developer 2 —RAEKRN AT EEE (Al) WIS EBIF |, TARSBERER, WE, TEAN
B AWS NARF. EALAME Amazon Q HEEAAEXEE AWS , B3 AWS 21, B AWS &
B, REXK, XEEFENRE, SEATUNEXGRAHNELERBERESHEY., BXESZE
B BSR4 R Amazon Q? £ Amazon Q F A &R FIEEH,

FFaEERA Amazon Q

BRI LUB I IERE S A EH Amazon Q BFRFF#81E AWS Management Console, AWS X A4R U4,
AWS M5 s C AWS onsole Mobile Application 5 Amazon Q il X, EXEZELR , FS
Amazon Q F R ERAFIEETH Amazon Q FEE A,

5 B) B
AT REA LA Amazon Q 12 fY — LR 41 (8] &2

* How do I get billing support?

* How do I create an EC2 instance?

* How do I troubleshoot a "Failed to load" error?
* How do I close an AWS account?

« Can you connect me with a person?

FiaER Amazon Q MRA< 1.0 13
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myApplications ZZHEERNHN—MNT B , IHBEE AWSLEBNEENARFNEA, &
TR, RERRFMMEEE, SABES - MEBRKFPNMENARER., FIENARRFRX
BIgR , URRESIMRSEHENRAE, ZL£MNZERRNELALRE IL# AWS Management
Console, myApplications @IELLTRE :

- BEAEFEN EHNARRE/DNEAHS
- TATEENABRFARRAMEZE M IAEXIH myApplications
o RBHAAR, HENZ2HAELRINEXENARFERMEL myApplications 2 & HE AR

myApplications B Zh&E

- BIENARERF - EFMNARFRHALERR, BHNAREFLB3ERE MyApplications #
IR T LATE AWS Management Console, API, CLI 1 SDK #1784, EMiRMERIKHB (1aC) 2
EEBIENARRFRIERE , ATM myApplication #E#H|ER#1TIHR, 1aC ATATF laC T&E , B3F
AWS CloudFormation # Terraform,

- HEEBHNARERF - BXEM myApplications 7MA 43 1T R B 0] BOER U7 R RV ERI N B F o

- HRBARFIER - £A myApplications Lt RN ARRFIIXBIEN , SIS NN AREFNNARRF
BREAMKXBRZEHRAERINNBE,

- UBRANEENAERF — CHBR. SLENRSHFNEIR. AELERMAAELE Amazon

CloudWatch , iFE N ARFHE TR FM4EEE, AWS Security Hub AWS Cost Explorer Servicef&
A BAM AWS Systems Managerd R 2|1t EIEFREMMLL , HEERRSAENEBRS,

MR RS
myApplicions EA LTRSS :

» AppRegistry

* AppManager

+ Amazon CloudWatch
+ Amazon EC2

+ AWS Lambda

- AWS RIRER%Z 2R
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* AWS Security Hub

» Systems Manager

* AWS Service Catalog

- tRid

18 myApplications

B LUET £ AWS Management Consolefy 2 flll i 42 Hi%$F myApplications k5 [R] myApplications,
l—l—l

EN

MyApplic AWS ations on FNWEREAA T, RBERERI M EREE. myApplication 12 HERC S MK
B8 R AR 55 B9 158 A 2% T 30X L 3R R A 8 A0 SR R UK ER,

X EFR X

MyApplications BEL T AWS XIFhRA :

- ZERD (BXZR)

- ZER (HERTMILE )
. ZEFEL ( MFIERITILEE )
- ZEFEH (BRYRM )

- TA#HK (ER)

- WA#IKX (AR )

- TAHK (ER)

- WAHIX (#Hg )

- TA#K (ER)

- TAMK (H)

. MK (HEE)

- BB (ELFEE )

. BMBX ( BRE)

. BMBIX (%)

. BMBX (EB2)
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B AR X

RIANER T ARBRAERIMA X B4 F 505 XL X g RExT X L X i3 £ F myApplications., A%
WEZEE AWS XiF , TS REE AWS Xif, XFUTRBMAXS

« Africa (Cape Town)
« TAR#MX (FE)

- TAKX (BEHUE)
« WAMKX ( HEME )
.« AR (BRE)
o BRMHEX (K= )

« BOM (BmIEST )

o BN (7RI )

« %R (B

« 7R (PaBRER )

- Bed (Fh4Ex )

F 5665 myApplications
EFAER myApplications 82, MEMEBRENNARF , BREBUTSERIEE,
FER1: 0E NARF

RIBRMBAREFIIAT 2023 £ 11 A 8 A2t INE AppRegistry AR |, FFRFEH
MyApplications,

Create an application
tIENARERF

1. %% AWS Management Console,
2. TEEMBES |, %&F myApplications.
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3. ERBIENARER

i A RLARE R Y & o

(At ) MARRARFRHER,

(ALE ) AiRE. RERNATRRNREN , ATRERXZER THE.

o o kA

@ Note
AWS N AEFTELEINATHUENNARER , AR T RISENNARR
RKEHNBRR. BXEZELR , H5H (AWS Service Catalog AppRegistry B & 15
) B AWS BAEFES.

7. (AE ) AMEME., BULEABRMAKREMNARFTHE.
8. iijr%-lt_i"zo
9. (HE)FMIABRIR :

(® Note
ERRNPNAR , BTTFE AWS HRRRER. BXEZER , BSHAITAWS &
RIRRER o

FrE IR R IRERER AWS B AR THRIC,

a. EIEBBEBRR,
b, (%) BEEWE.
c. ERWE., LALURERT. BHRRBHITER , UL AR,

(® Note

MRHBAFNEERNTR , FEALITHEIER AWS BRERR. BXRESE
B, B (BARERRFASER) PR RRRFERATHSE,

d. EHRERMNERZHNEIEE,
e. EERM,
f. ERT—%,
10. BEFEHIERE,
11. IR EXEMHE AWS CloudFormation % , 15i% A T HEEZBH SiE4E,
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https://docs.aws.amazon.com/resource-explorer/latest/userguide/getting-started.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/getting-started.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/manage-views-about.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/troubleshooting_search.html?icmp=docs_re_console_lm_troubleshooting
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® Note

[6] B #2777 10 AWS CloudFormation H#tk EEE /R , RARMEINAREN
FIERBHIZE AWS B ARFIEES, ELEHE , ¥R EREHERITHFIEE
ARETFaRBER, XARELSBENSHEMCNARFENE, BXESER , F2H
{AWS CloudFormation AAF{§/) FRVER T RN EFITH,

12. EEBIENAERF.

Onboard existing application

HADME AppRegistry N

EFF| AWS Management Console,

TEEMBESF |, %EF myApplications.
FEHRBREERNARER,

ERENNARRF.

IR A #####H

WMREXEk CloudFormation itk , HiE P EHRE PRI EIEE.
ERBANARRF.

N o o~ wDdhd =

FI|R2 . EENAER

BUNBEFRARRRENE , EEMAKERBELXNWNARFREMEXER.

EENAERF

1

2
3.
4

EEMBEZSH | %F myApplications,

EXEF | EFHEXEEZFNXE,

EZERBENARR , FEEREPHARBR, XBFRIER,

(%) MANAERFFUE. EEENENNARFRE , BHITUTERE
a. EBRNRER.

b. (A% ) EETEAKN,

c. (™it)ERFRUEARRBEAE,

S|2 . BEENAERF MRA< 1.0 18


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-updating-stacks-update-behaviors.html
https://console.aws.amazon.com/

AWS Management Console Al3m
d. (™) &EFBEREAN,
e. (Hi&)MREARKIE , BERERBABRNELE,
f. (%) MBENAEFEETREREERIEF,
g. EE#IA,

BE NAERF

AEEN EMAERRARF.
mENAERF

T F RBEM B FTEF AppRegistry , MERTTUEFHFEEIR, EE L AppRegistry £ RERN A
EENRENESA,

WENRAERF

1.  #TFF AWS Management Console,

2. EEHAMNEMDBES | %EF myApplications,

3. ERERENNARERF.

4. 1 myApplication #Z&IER L | ERRE K ARERBRRENARER.
5. ERENAREFHERY , ENELR  ARERREER.

RIBIRE

%8 (AWS Service Catalog AppRegistry B2 R/ T “BEERL” b S RFITERE,

mERMEA

&8 (AWS Service Catalog AppRegistry BEXE R 1EM) PREREMTHPHIRETRE,

) B B2 I 72 7

BH MR BEENNRAERF.
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https://console.aws.amazon.com/
https://docs.aws.amazon.com/servicecatalog/latest/arguide/add-tags.html
https://docs.aws.amazon.com/servicecatalog/latest/arguide/edit-attr-group.html

AWS Management Console

AlERE

T R B2 R 72

1. #TFF AWS Management Console,
EEHAENEMBES |, %EF myApplications.
ERERBRONARERF.

£ myApplication #EHIER L , EFEAE,
EERBRNARERF.

R BR

BIANRIBR , AEEERREARF

N o o bk~ N

BIERBER

myApplications @ N EHFMERNAREFIBRBE., BULUSEARBE , BIEMIZEEIRE (laC) T
BRFENTREFMENARE . FIERMMNEREFER AWS NARFHRZHTIRD , BUF

HEGZHNARFXEK.
A RRERFAZERBER

1.  #TFF AWS Management Console,

2. EEHAEMNEMZBEAS | %EEFE myApplications.
3. BHHALEBR-INRARFE.

4. EEBRE,

5. EFEIREURILER.

6. EFRRBEREI,

7. EBREFFAEBE SRR,

8. fFHREBBRNLE] 1aC TEH,

EEFIR

REFN A NAEE TR
AN DB IR

B B AR A N R E RSN el ToAHAEER T2 M

. MRS,

BRI R

MRS 1.0 20


https://console.aws.amazon.com/
https://console.aws.amazon.com/
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AN 0BT IR

$TF AWS Management Console.

EERFIENEMBE=ES | & myApplications.

BRAEE-INRARF

TREBETR.

% Add resource (RIIER)o

( Ak ) EERUE,

BRRAR. BUURXBY, ENSRBHTER | B UEFRREKE,

N o o kM e Nv o=

(® Note

MRBAINBEERNRR , BEARLITHEL R AWS BRIRIRRR. BRESZER &
B CRFRRRBAFER) PHRRRRBERATHE,

&

8. IEFRERMAYRIRZHEIRE,
9. AR,

R AR BREIRUABUE e 5 N AR F KRB,

BRAIR

1.  #TFF AWS Management Console,

2. EBHAENEMZEF | %EEFE myApplications.

3. BRAEE-INAERF.

4. EFEERR.

5  (®i&)EFENE,

6. ERER, BALERXEF, ENREHTER , WAl UERFFRKE,

(@ Note

MRBAINEERNER , FEARITHEDR AWS BRRIRZRR. BXESZER | &
B (HRRFRBASER) PRERRRBERDTIE.

o

BRER FRs 1.0 21


https://console.aws.amazon.com/
https://docs.aws.amazon.com/resource-explorer/latest/userguide/manage-views-about.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/troubleshooting_search.html?icmp=docs_re_console_lm_troubleshooting
https://console.aws.amazon.com/
https://docs.aws.amazon.com/resource-explorer/latest/userguide/manage-views-about.html
https://docs.aws.amazon.com/resource-explorer/latest/userguide/troubleshooting_search.html?icmp=docs_re_console_lm_troubleshooting

AWS Management Console INRES)

7. EEBER.
8. BEIEBRBRAR A6 BIAEZEBRIZER.

myApplications 12 & E#x

BB FANEANRAEFEE BB myApplications 3 &Ik, MyApplications X RIREBE X
K, ZEFRENBH , TERRESZSN AWS RSB NE, BAUNSNDNAGRTRE. EFEE
F. BREBAEKNDNMRE, BXEZEER , BSH EADEN,

Bz A7 Sl E AR R B /NA

L NMAHIERWAATTES IR |, BAIUERXEESRAEBE AWS RS #HITRENEENARE
FF &R o

NMARFRENAHF

NG EREARFOEN, HIAN AWS NAREFHE, S UEEMIRERXE (IAC) F1ERIM
SEHNARFFREUFIHIREEIR,

TTEPNAHF

NAGES RERINANARFRINITERENEEMNER, XSEERIHMITERTRIERLEK, &%
NAHIEERT Amazon EC2 3£ CPU FIAZ M Lambda 8 Amazon CloudWatch A # &R EEERE
EBE,

BEITE/NAHF

EEUTENAHFEZLIE , FAEHREARFREZED — Amazon EC2 3£|=—/ Lambda
HE, BXEZELR , 55 % Amazon Elastic Compute Cloud 3 #4# {AWS Lambda Fr X A A 8
&) H# Lambda Al

A FME R R NA

WNAHE RENNARFRR AWS IR ANMERBEREE, SAUFERAXEHERLRSARAEH
% AWS BREEFERAAM, WNAHFSCLCERE AWS NARFISENERNRAE  TE3FEHR, &
AMEMERRIEEZEXRKNRAERE, ERHNRERIFREEN , 824 MIELEH—R. BXE
Z{ER , B35 H (AWS Cost Management User Guide) H#J Analyzing your costs with AWS & JRI%
ENN

myApplications 12 &I E 4R MR 1.0 22


https://docs.aws.amazon.com/servicecatalog/latest/arguide/overview-appreg.html#ar-user-tags
https://docs.aws.amazon.com/ec2
https://docs.aws.amazon.com/lambda/latest/dg/getting-started.html
https://docs.aws.amazon.com/cost-management/latest/userguide/ce-what-is.html
https://docs.aws.amazon.com/cost-management/latest/userguide/ce-what-is.html

AWS Management Console INRES)

BLE AN ERERNAH

EfRE ‘RAMERAER 4 , i AWS Cost Explorer Service A BN ARFMIK S EH. XTRSE
WA TER , BRELERIAMERE. BXEZER , BZH (AWS Cost Management User
Guide) A9 Enabling Cost Explorer,

AWS &4

WHNAHETRRKRENARER AWS Z2MNZSAELER, AWS Security RN AREFREATEME
WEZ2RZIUE AWS, BURFEMHHRRENSHEARBELN , KEEZLWR , HRKIEHN
RBEAETEHRAERN , HRATHREES R, BXEZEL , HSH AWS Security Hub,

BLE “ AWS £&” fli#F

ERE “AWS T2 MK | iF AWS Security Hub AN N ARFMKFHITIRE, BXEZER ,
BES R LR AWS Security Hub ? £ (AWS Security Hub AF{ERE) ®, AXEMNER , HSH
{AWS Security Hub User Guide) H#J AWS Security Hub free trial, usage, and pricingo

AWS Security Hub FEE&ELE AWS Config . ZRFRMESERN AWS KRB RIRH1F AN
B, BXEZEL , 55 (AWS Systems Manager AAF#§/) H# AWS Systems Manager,

DevOps /MR

LN ERB4ERER | AU A S M AN N AR RIS, XEREIE

- BABIEE
- REERE
- WITEE
- BLER Opsltems EE

BLi& DevOps /DERF

Efii & DevOps 4 , & AWS Systems Manager OpsCenter RN ARFMKFAEH, BXEZ
E8 , B3 H S ystems Manager Explorer AI7J#] OpsCenter {AWS Systems Manager FIF¥8&) o
J8 A OpsCenter AWS Systems Manager Explorer St iFEtiE AWS Config #1 , Amazon CloudWatch
LAME Opsltems RIEFEEANANMEHBHCEREHN, EXEZER , H5H (AWS Systems
Manager FIFF#§R8) OpsCenterh#yi%E.
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https://docs.aws.amazon.com/cost-management/latest/userguide/ce-enable.html
https://aws.amazon.com/security-hub/
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html#securityhub-free-trial
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html#securityhub-free-trial
https://docs.aws.amazon.com/systems-manager/latest/userguide/quick-setup-config.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/Explorer-setup.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/OpsCenter-setup.html
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BA LU SEHIEL B N ik Systems Manager REBZ/THMANRBRUAS AN T A, EXEZER , ES
% {AWS Systems Manager AP 1§F) A #Y AWS Systems Manager Quick Setup,

AT LUB IR EAN T BB N W R AERFIEE B 31184 Amazon EC2 54l AWS Systems
Manager EXEZE 8 , 5% (AWS Systems Manager A5 F#E A Quick Setup *h T &
B,

BXEMNEER , iHSH AWS Systems Manager EHTo
EEANE4 /DAY

W NAHER

- ENABEFXBROARNERNEZE
- NRAEFBRS S B (SLO) MR
« ATH AWS NARBFESER

BB NE 4/ N A M

EEEE ‘W AIRE Y | BESKN AWS IKF F 812 CloudWatch BiRfle4#, BXEZELR

2 (I 5¥# CloudWatch FAF18E) F# “GEFA T 5# CloudWatch BiR” fl ‘Gl 4 &, X
CIoudWatch BIRNESRELEEN , D 5SS Amazon CloudWatch EMFMAWS =EE MiT&iE
.

BX CloudWatch NHREFEENEZEER |, 5 (ILE# CloudWatch AF{EF) #/ “BHITL
# CloudWatch R T2 F L&,

RE/NHMH

JtI:/J\ﬁHﬁ:m_mﬁ‘“ﬂ@ﬁﬁﬂ&ﬁ?&ﬂ?&ﬂ’wﬁﬁﬁ\_m BRI LMERLNMARBRENERNARFIHE (B
ERE, MR, JEHLD ). BRESZEE , BERALERL ? £ (Fric AWS RIRHNRERXER)
AWS AR H,

WS4 NA Y MR 1.0 24


https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-quick-setup.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/patch-manager-policies.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/patch-manager-policies.html
https://aws.amazon.com/systems-manager/pricing/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/AlarmThatSendsEmail.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries_Create.html
https://aws.amazon.com/cloudwatch/pricing/
https://aws.amazon.com/blogs/mt/managing-cloudwatch-synthetics-canaries-at-scale/
https://aws.amazon.com/blogs/mt/managing-cloudwatch-synthetics-canaries-at-scale/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Application-Signals-Enable.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch-Application-Signals-Enable.html
https://docs.aws.amazon.com/whitepapers/latest/tagging-best-practices/what-are-tags.html
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AWS Management Console FA%3 1/ [A]#X R

AWS Management Console FAA GBI R —E R LT L EE , A TEFIXIHI 5 E AWS Management
Console, AWS Management Console & Epy Ik AP NEHWNEZFEIN AWS K ZREt , BAF
HRINRIEEER. FALIIEE , SRERBEHMNZANIE AWS K/ 85, 277 SURF 7 8] £ BR PR $19
AWS Management Console X BRF — 4 E MV IEE A B

FH

o XH AWS XY, RSEH & MIhEE

+ AWS Management Console FA%31j 8] &2 % 12 $ 81k
- FTEM VPC im <A DNS BLE

« KRS EFIRBA VPC in /R

- XEETHSONRBAMERERE

« i#if AWS Management Console FAZ31j17]

- Z2ERY

¥ AWS XERY, ARSS 2 & MIhEe

AWS Management Console FABF 17 BMX X #H B2 XM AWS RS FZXHNRSEHEE AWS
Management Console 1 F4b FIETEZ RS, AL , EEA AWS Management Console A5 1 [E]AX PR
B, L AWS Management Console TheE ATREQ M ER |, fli , & —RE RN XEFIER,

XEFEUTXEMESEE A,
XEFENXE

. ZER (BZR)

- ZERD (BERLMNILE )
. ZEFES ( FIERTILEE )
- ZEEL (BHN)

- TA#K (EFEHE )

- TA#K (EF)

- WABK (&R )

- TABK (AR )

XFFAWS XY, BRSEH A M6 fR7 1.0 25


https://docs.aws.amazon.com/awsconsolehelpdocs/latest/gsg/select-region.html

AWS Management Console

AlERE

« WAMKX (FIK )
- TA#HK (ER)

« TA#MKX (KKE)

« NEX (#HE)

« BiMuX (EZRE )
- BiMX (ZRE)
- BMX (2F)

o BUMMEX (B3R )

o BN (HRFRE )
- BENM (ERF)

* Africa (Cape Town)

+ Asia Pacific (Hong Kong)
« WAMX ( HEME )
« WAMEX (|RE)
- MEXREE (FRME )
- BUMX (K=Z)

« BN ( BHEST )

« BN (7RI )

« %R (B

« IR (FERE )

- Bed (Rh4Ex )

X EFENRSE2E A

« Amazon API Gateway

+ AWS App Mesh

* AWS Application Migration Service
« Amazon Athena

* AWS Auto Scaling

« AWS Billing Conductor

+ AWS Certificate Manager

XFFAWS XY, BRSEH A M6

MR 1.0 26



AWS Management Console

AlERE

AWS Cloud Map

Amazon CloudFront

Amazon CloudWatch

AWS CodeArtifact

AWS CodeBuild

Amazon CodeGuru

Amazon Comprehend

Amazon Comprehend Medical
AWS Compute Optimizer

AWS Console Home

AWS Database Migration Service
AWS DeepRacer

Amazon DocumentDB

Amazon DynamoDB

Amazon EC2

Amazon EC2 £ /M HE

EC2 Image Builder

Amazon EC2 Instance Connect
Amazon Elastic Container Registry
Amazon Elastic Container Service
AWS Elastic Disaster Recovery
Amazon Elastic File System
Amazon Elastic Kubernetes Service
Amazon ElastiCache

Amazon EMR

Amazon EventBridge

Amazon GamelLift

AWS Global Accelerator

AWS Glue DataBrew

AWS Ground Station

XFFAWS XY, BRSEH A M6

MR 1.0 27



AWS Management Console

AlERE

Amazon GuardDuty

AWS ldentity and Access Management

AWS ldentity and Access Management Access Analyzer
Amazon Inspector

Amazon Kendra

AWS Key Management Service

Amazon Kinesis

EH T Apache Flink B9 S35 E RS
Amazon Data Firehose

Amazon Kinesis Video Streams

AWS Lambda

Amazon Lex

AWS License Manager

Amazon Managed Grafana

Amazon Managed Streaming for Apache Kafka
Amazon Managed Workflows for Apache Airflow (MWAA)
AWS Migration Hub SR E&ZEiX

Amazon MQ

9 45 173 17 0 47 8=

AWS Network Manager

I 5# OpenSearch RS

AWS Organizations

Amazon S3 on Outposts

I 5 # SageMaker Runtime

Amazon SageMaker & KX ¥ 3E

AWS Secrets Manager

B 55 PR &R

AWS Signer

Amazon Simple Email Service

Amazon Simple Queue Service

XFFAWS XY, BRSEH A M6
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AWS Management Console INRES)

* Amazon Simple Storage Service (Amazon S3)
+ AWS SQL Workbench

» AWS Step Functions

+ AWS Support

+ AWS Systems Manager

* AWS Transfer Family

- —RE

« Amazon VPC IP bt &3 85

AWS Management Console A% 1j; 8] &2 £ #2 Hl 8 iR

AWS Management Console 3k B #&#9 I £& 19 ik 7 BR ]

AWS Management Console &% 2 ff AWS Management Console 3k B P £& 9 1 &) £ BR BR i 9 X BR
TFHLAREH AWS K- HiIEESRER , REHRESEEER. X , KU LEAFNENRNERNE
FEENE AWS IKF . EAILAER AWS Management Console VPC it SR BESEHIX L2, B
BZEE , BEH KRS EFIRBH VPC in 2R,

MIERY W 45 2 B Bk W B9 2 5%

EiHRIEANES , HIEBASRNZA (. CSS AWS Management Console JavaScript, B ) ARFIE
AWS fES5 REBEANES , MEELHMEEZAWS PrivateLink. B E AN H R AWS
Management Console , &5 R #FEHEER

(@ Note

B&l , AWS Management Console 3o 5 [E] A~
¥status.aws.amazon.comhealth.aws.amazon.com. FMZEPNLRiFT
Bdocs.aws.amazon.com, FBEEMIX LKA AL FEBKRN,

FTEE/R VPC um 23] DNS Bl &

AWS Management Console A RIS M XEFEUTH N VPC KimTT R.  region B NEH
CHXEER,

AWS Management Console FAZ; 1/ [a] &2 4 122 Hl 8Lk W7 1.0 29


https://docs.aws.amazon.com/vpc/latest/privatelink/what-is-privatelink.html
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1. com.amazonaws. ## .console & F AWS Management Console

2. com.amazonaws, ## .signin for AWS &%

® Note

BMARNEERE (BEFRIMILER ) (us-east-1) KEBAEEMIRENMEZERE K WER
F AWS Management Consolefy E i X Tk, EAILAERH AWS TranS|t Gateway REXE
REP (BERILMILE ) EBNHETCXEZRNERE., BXEZER , 55 (Amazon VPC
Transit Gateway E/) PR BEAFENX, SEAUER Amazon VPC NEERE, X
BZER |, B5H (Amazon VPC XWEEREIERM) P AR VPC WEEE, ERRIX L%
I, 2 IFﬂ {Amazon Virtual Private Cloud #E#1£3) HE$H*HH# Amazon VPC Z| Amazon
VPC EHIET,

DNSAWS Management Console FIFYELE AWS & %

ERENMERERBIMENN VPC wR , BEELHAFFMNH TR AWS Management Consolefy
W& P BELE DNS 185%, XL DNS iEReaFENAFPN KR/ RESI SEZTEHEEEN VPC wR.

BA LB BENEERX, {ER |, W health.aws.amazon.com # docs.aws.amazon.com
ZENHFLZETR , RREIIEE VPC kK. BEENXEEHEAIAHEHRMN, B
BUBHBIMNXFHERNMNMBEREEX (—MNHT signin.aws.amazon.com, — AT
console.aws.amazon.com ) A& I CNAME i83% :

- X1 CNAME 2% ( FREXHE )

* region.signin.aws.amazon.com g @& FXEHH VPC LinTh & AWS &3x DNS

* region.console.aws.amazon.com g @#Z %l & XEH PR VPC LimTr AWS Management Console R
DNS

o REXIEERE (FHFRLMILE ) XS EXE CNAME i85k, BXNBRLREZERS (H#E
FEMAMALER ) X,

- signin.aws.amazon.com EEEERI ( FFEILILEZP ) B VP AWS EF C LixT & (us-east-1)

- console.aws.amazon.com ¥E@EERE ( FFHELILEE ) B VP AWS Management Console C
KIFT R (us-east-1)

BXAIE CNAME i2ZMiH 8 , 52 (Amazon Route 53 FF A A RIEFE) FHLEIER,

DNSAWS Management Console KB & AWS & M7 1.0 30


https://docs.aws.amazon.com/vpc/latest/tgw/tgw-getting-started.html
https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html
https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/amazon-vpc-to-amazon-vpc-connectivity-options.html
https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/amazon-vpc-to-amazon-vpc-connectivity-options.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/rrsets-working-with.html

AWS Management Console INRES)

— i AWS XA ( ‘2$E Amazon S3 ) IDNSEMFERTFENER ., TERFEAN R

* support.console.aws.amazon.com

* s3.console.aws.amazon.com

N T EEB N IR E E B BEH AWS Management Console VPC 4T & |, BEE SN INiX &
B, RMNEBWENMERREERH , MRESE£AENEE, B2 , F£H AWS Management
Console FABHRINBRH TR LFEN,

LT jsonXHBEERXFEBEN AWS RSZEIIRFMEHELIHET R, £
com.amazonaws.region.console iR N A K PrivateIpv4DnsNames FERYEN DNS &5,

* https://configuration.private-access.console.amazonaws.com/us-east-1.config.json

 https://configuration.private-access.console.amazonaws.com/us-east-2.config.json

 https://configuration.private-access.console.amazonaws.com/us-west-2.config.json

 https://configuration.private-access.console.amazonaws.com/ap-northeast-1.config.json

 https://configuration.private-access.console.amazonaws.com/ap-northeast-2.config.json

* https://configuration.private-access.console.amazonaws.com/ap-southeast-1.config.json

* https://configuration.private-access.console.amazonaws.com/ap-southeast-2.config.json

* https://configuration.private-access.console.amazonaws.com/ap-south-1.config.json

* https://configuration.private-access.console.amazonaws.com/ap-south-2.config.json

 https://configuration.private-access.console.amazonaws.com/ca-central-1.config.json

* https://configuration.private-access.console.amazonaws.com/eu-west-1.config.json

* https://configuration.private-access.console.amazonaws.com/eu-west-2.config.json

* https://configuration.private-access.console.amazonaws.com/il-central-1.config.json

® Note

BEEF 1@ AWS Management Console AR A RIMSEEFRIMEMIRSR |, kIKREAHLE
o EREFEMEHNABEREX |, {5E IR EEE I X475 &K,

R EE A Route 53 KELE DNS , &8I https://console.aws.amazon.com/route53/v2/
hostedzones# ¥:if DNS i &, X T Route 53 FHEBNMLEREX , RIIREFEEUTIERE,

DNSAWS Management Console M EL B AWS & F MRZs 1.0 31


https://configuration.private-access.console.amazonaws.com/us-east-1.config.json
https://configuration.private-access.console.amazonaws.com/us-east-2.config.json
https://configuration.private-access.console.amazonaws.com/us-west-2.config.json
https://configuration.private-access.console.amazonaws.com/ap-northeast-1.config.json
https://configuration.private-access.console.amazonaws.com/ap-northeast-2.config.json
https://configuration.private-access.console.amazonaws.com/ap-southeast-1.config.json
https://configuration.private-access.console.amazonaws.com/ap-southeast-2.config.json
https://configuration.private-access.console.amazonaws.com/ap-south-1.config.json
https://configuration.private-access.console.amazonaws.com/ap-south-2.config.json
https://configuration.private-access.console.amazonaws.com/ca-central-1.config.json
https://configuration.private-access.console.amazonaws.com/eu-west-1.config.json
https://configuration.private-access.console.amazonaws.com/eu-west-2.config.json
https://configuration.private-access.console.amazonaws.com/il-central-1.config.json

AWS Management Console INRES)

* console.aws.amazon.com

* signin.aws.amazon.com

* region.console.aws.amazon.com
* region.signin.aws.amazon.com

* support.console.aws.amazon.com

* global.console.aws.amazon.com

« SRIBIHAY JSON X7 ERY Efthi R

VPC Z&imT7 LMl AWS BRS5DNSHL &

AWS BR5 B EERX KR ERME Web lRFIF|REMNIFRAESHTH AWS Management Console
WH. EFHREEREEMN AWS Management Console VPC KixT & |, BAZURM VPC KixT =
DNSH A EBmAH AWS BRE#HTEE.

LA TRjson3X#5IH T ATt AWS BRSS SEF Y AWS PrivateLink XX, MRRIMRSKEER
AWS PrivateLink , M iZRFF2BTEEXLEXHH,

* https://configuration.private-access.console.amazonaws.com/us-east-1.config.json

+ https://configuration.private-access.console.amazonaws.com/us-east-2.config.json

* https://configuration.private-access.console.amazonaws.com/us-west-2.config.json

 https://configuration.private-access.console.amazonaws.com/ap-northeast-1.config.json

* https://configuration.private-access.console.amazonaws.com/ap-northeast-2.config.json

* https://configuration.private-access.console.amazonaws.com/ap-southeast-1.config.json

* https://configuration.private-access.console.amazonaws.com/ap-southeast-2.config.json

* https://configuration.private-access.console.amazonaws.com/ap-south-1.config.json

* https://configuration.private-access.console.amazonaws.com/ap-south-2.config.json

* https://configuration.private-access.console.amazonaws.com/ca-central-1.config.json

* https://configuration.private-access.console.amazonaws.com/eu-west-1.config.json

* https://configuration.private-access.console.amazonaws.com/eu-west-2.config.json

* https://configuration.private-access.console.amazonaws.com/il-central-1.config.json
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https://configuration.private-access.console.amazonaws.com/us-east-1.config.json
https://configuration.private-access.console.amazonaws.com/us-east-2.config.json
https://configuration.private-access.console.amazonaws.com/us-west-2.config.json
https://configuration.private-access.console.amazonaws.com/ap-northeast-1.config.json
https://configuration.private-access.console.amazonaws.com/ap-northeast-2.config.json
https://configuration.private-access.console.amazonaws.com/ap-southeast-1.config.json
https://configuration.private-access.console.amazonaws.com/ap-southeast-2.config.json
https://configuration.private-access.console.amazonaws.com/ap-south-1.config.json
https://configuration.private-access.console.amazonaws.com/ap-south-2.config.json
https://configuration.private-access.console.amazonaws.com/ca-central-1.config.json
https://configuration.private-access.console.amazonaws.com/eu-west-1.config.json
https://configuration.private-access.console.amazonaws.com/eu-west-2.config.json
https://configuration.private-access.console.amazonaws.com/il-central-1.config.json
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® Note

BEE BRI B Z RS 24| A H AWS Management Console 3o B A RN X , RIS A
MEEMBIR, HTRESTRS , EEHENEIEN X4 RHAEFHFEH VPC HNo

K AR S5 I R BE A VPC i SR B

BRI LA A AR5 15 5 2R B (SCP) Ml VPC LKy S RE&# 1T AWS Management Console 3z 151\ , B
BR %l /2 iF AWS Management Console MIERY VPC R EL % 3329 2 3t W 4% b fF A iZ SR B B K P 28

& AWS Management Console A& 1 B #X R 5 AWS Organizations fR$51#2
FIRBEESERA

MREN AWS AR EEFEAATFRERSHIRSEFIEKE (SCP) , MAFURMsignin: * RIFHIER

B, ZFRAAEEIMNPR , RE R AWS Management Console B #AH 7R VPC KT S B FZ LM

17 IAM 21X , SCP £ ERZLTAMIER THELEZZRN, i, U TRFEFEBATFELARPEA

Amazon EC2 # CloudWatch RS , B A AWS Management Console #AB 17 RIL T 2GR E
89 B8]

{
"Effect": "Allow",

"Action": [
"signin:*",
"ec2:*",
"cloudwatch:*",
. Other services allowed

}I

"Resource": "*"

}

HX SCPHMEZEER |, 28 (AWS Organizations A1) HHYARS 2 EIZK B (SCP),

X fo ¥ AWS Management Console A TR P FALR ( AIESH )

AWS Management Console 3 AWS & & X FLZ[EHIERIKS A VPC LinT SR,

BEHY VPC mAKETRE , ZXBESHRIEZAHTTMG, Rt , EXNRHIEINEALE 575
KIFM&AE ﬁ'ﬁT?"“%UélﬁmHSlE’JEﬂ AWS B EFRSHIEME, FlI , ¥LFHE AWS REiE4A
( 570 Amazon EC2 #£%1& ) B , A BIEN LR ZIEMREH Amazon EC2 BRAERIT(HiX LE

KHEARSS R HIREE A VPC i 2 SRR fR7< 1.0 33


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
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VPC &im T RRME. MR , EAIEREEE R IAM ZEAXREKHN IAM REESRIZHEEX RS RFR
NPR. AWS

(@ Note

AWS Management Console 1 VPC £ i#¥7 KB Signin VPC KinT R RN ZHE RN
REARFE, B Principal M Resource ¥MIZRENR * , M Action MiRER * =
signin:*, EAILAEMA aws:PrincipalOrgId # aws:PrincipalAccount &8 H
X VPC i S B 1Al

3 F#4l& M Signin VPC K% , BIUEA AT R e,

It VPC £imT7 RIRRE BVF AWS K EHEE AWS AR EF |, ARILBFAEMEMEKS,

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",

"Condition": {
"StringEquals": {
"aws:PrincipalOrgId": "o-XXXXXXXXXXX"

It VPC KR RIRERERRENBFEKRS IR, AWS K HEIEZREMEMKS,

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": "*",
IlActionll: II*II’

XA AWS Management Console i FFUEIRIIK - FIALR ( IS 51D ) M7 1.0 34
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"Resource": "*",
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": [ "111122223333", '"222233334444" ]

EEFINEXIBRE AWS Ik~ 5B 42 H AWS Management Console & 5 VPC i = B R B&# 1T1F
f& , HEHBEH N NE EHTEH T

KEE T BRI E R RE

A LA AWS B A 2R HFHMME IAM 4% ( AP, ARFEZ3AE ) 3 AWS BRRXEEFHH
B BR, AT BEKMES AWS Management Console #2715 8] X PR B & 5 F B B9 T4EREE,

XIFH AWS £R%MH £ T NER

AWS Management Console #AE 5[] R X $Faws : SourceVpceFaws : VpcSourceIp AWS £ F&H
+FTRX#ER. 7EFEMA AWS Management Console 3B 1A 8Y , BRI SAFEREEH R A aws : SourceVpc
IAM St

AWS Management Console #AB 15 RIX RN & aws BLE A :
SourceVpc

AN BHRELEKRIER AWS Management Console ] B A B & Fh W LR R AWS RS, &

E , AWS RE#2FH A RBYE#EN K EEERME AWS Management Console Web fRS523 I
WERESEIN, AWS RFXLEXIAgELRETL , BLBTEH,. IRENZLERT

& AWS RS A VPC Kin T St 1TiH R, BMANBWERNITEMN VPC EAMAERS (Lt
BEEME AKX R BT AWS Management Console #AF 1517 ) Bl VPC KifT Ko Lbbo\ , BAM
fraws:SourceVpcRKEHEM IAM &# , MFRE AWS Management Console A% 177 [ X FR Zh &€
FR{E A4 Eaws: SourceVpcelfl. ATREBGXTEMEZREN TERENIFHER.

AP &%E AWS Management Console , 471 AWS RS BT E#x S B8ERFH AWS
Management Console Web BRZ 2R BIRSEMERWASE AWS K HiER, 0, CloudWatch
BRBFEERREENIKERL N, MEL AWS RSEH A1ER ( Hla1 Amazon S3 ) A Web AR
Z 2R EE Amazon S3,

KHEE T 5 10 89 SRAE A EL SR AE S EY R 1.0 35
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3 FEEZHKEEFER , FH AWS Management Console FAB H R B A& BEMRE, SLH
—# , BREE VPC B& &7 FJ5E monitoring.region.amazonaws.com B4E{A W & BB ER KRS -
MR VPC BL& T # VPC L% mcom.amazonaws.region.monitoring , Mi&R¥F CloudWatchi&
1% CloudWatch VPC KimT R Eik, MEREE VPC KimTi & CloudWatch , &SRB VPC
CloudWatch EH#Y Internet Gateway ZEiZFHABFLiwT K. CloudWatch &3 CloudWatch VPC £
T RBEMIERTESR IAM %#aws :SourceVpcHaws:SourceVpcelREN ZFEHME, L
CloudWatch & H /2 H i R BE# B Ffaws : SourceIpiRiBE N E KRR IP #idk, BXRIXLE IAM %
HRNEZER , F28 (AM BFER) dH£REER,

Xt FHB AWS Management Console Web ARS5ERREERYER |, Bl Amazon S3 2 #l & &R
Amazon S3 #ZEH| AR A HA S HENFEBNER , INEREFLEATE. XEBFERFTENE
M VPC X2 , Rt REAZTEEEHE VPC LR ZRSEEN VPC R, FEXFERT , BIfE
LB BRATF Amazon S3 ) VPC iR , B KiEE Amazon S3 R W EESIHBEHNBEREFT&6E
A Amazon S3 VPC iR, B2 , HEXWZEMIRSER AWS Management Console FA5 15 [7] £
BRET |, iX4EiER (fla0 , X Amazon S3 HER ) HEHBERE T XFEBEaws:SourceVpckH
%4, aws:SourceVpcRHBIAMRENSER TEFMEZEH AH AWS Management Console
ABEHRLHET LM VPCID, At , IREEETHHNKREHRER aws : SourceVpce R,

N A A FFEE AWS Management Console FAF 15 17 & F M EH & ik S Ak VPC #9 VPC
ID., aws:SourceVpce FMEFRENMHENMNH B FHZEFAE VPC iR ID.

(® Note

W REH P ERGE AWS Management Console FAB G R AW IRS RS A |, N AMIE
RARFRETERNREEFER aws: SourcelP R BBEMB LB MK bt 53R ( Fla0as
M ESEE ) o

AR P 48 B& 42 2N r] )le BR7£ CloudTrail

&4 RV TE KPR E A 9 R R 45 B8 2 AWS Management Console £k B7E & CloudTrail E4HF18
FH,

3 FEEERHEEFER , #H AWS Management Console FAB F RN R T EEMKZE, CloudTrail
EHNEEEREENFAGE , SIWATRARS API# VPC LiHT R 1D,

¥4 F B AWS Management Console Web B2 EHER , CloudTrail EHFFAE2EMRE VPC #
KWAET, BER , BUNKRXETFENDRER ( flIAwsConsoleSignInSBHERR ) FESHF
MEEHETE AWS EF VPC KigT R IDo AWS Ex

T[EH9 M 2% 3% 22 a0 4] Je BR7E CloudTrail MRS 1.0 36


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_condition-keys.html#condition-keys-sourcevpc
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i1 AWS Management Console FAZ3 150

AF5 A B AR K P AR E A% AWS Management Console #A% 17 B4 BR

AWS Management Console A BRI R — G R LT LI , FEEZMEMIRE VPC XA,
AEBNAWAEZXELEEMRENER THA AWS Management Console #AF 5 El,

£}

- £/ Amazon EC2 Jli# & B

£ Amazon JIli#i% & WorkSpaces

- £/ 1AM FBEN VPC R E

£ Amazon EC2 Mi#ig &

Amazon Elastic Compute Cloud (Amazon EC2) £ Amazon Web Services =H 2O BHWITER
2, BALEA Amazon EC2 BT EREMNENRESSE K BELXSMNMBRKMUAREEFME, ELR
B, AR Fleet Manager ( AWS Systems Managerffy —IIhgE ) , B mBEKE M ( RDP)
%) Amazon EC2 Windows 3£,

AIEEERT —MNUASHE |, ATFiREMEIRM Amazon EC2 SEHIF 52 E 2 17 BRSSHY AWS
Management Console FAB 15 FiE#E, A% AWS CloudFormation fF &I MEE Amazon EC2 A
F AR LT RERI M BIRE

TR T £ /8 Amazon EC2 i5[A] AWS Management Console 3B 15 [H& B TE7RE, EERT
R P o AL E iR S EEE] Amazon S3,
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https://docs.aws.amazon.com/ec2/?icmpid=docs_homepage_compute
https://docs.aws.amazon.com/systems-manager/latest/userguide/fleet.html
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AlERE

AWS Cloud

O

Client

Amazon EC2 Windows
Instance

AWS Systems Manager
Fleet Manager

Private Hosted Zone: amazon.com

+ console.aws.amazon.com

« region.console.aws.amazon.com

+ signin.aws.amazon.com

* region.signin.aws.amazon.com

+ resource-explorer.console.aws.amazon.com
- s3.console.aws.amazon.com

« support.console.aws.amazon.com

+ global.console.aws.amazon.com

;
|
Sign In VPC ‘
Endpoint @
E 3 ‘Amazon Simple
" | Storage Service
Console VPC | (Amazon 53}
Endpoint |
’@7
Console VPC
S3 Service Endpoint

Client connects to the Fleet
manager using Key pair.

Authenticated session connection
to Windows Server using the
Remote Desktop Protocol (RDP).

EC2 instance confirms credentials
for IAM role in use as instance
profile.

EC2 instance profile role
permissions check.

Initiate browser session in EC2
instance.

Route53 resolver with endpoint
address.

Private Sign in endpoint.
“ Private Console endpoint.

n S3 service private endpoint.

Connected to S3 service via
private endpoint.

EH/LLT AWS CloudFormation R H R HREFEIBFERENEIENE=SPFEAHN 4P,

(® Note

It AWS CloudFormation MR EANEE B siE A% (BFH4EX ) XA Z X5,

AWS Management Console FAB 15[ 353 Amazon EC2 AWS CloudFormation &4z

Description: |

AWS Management Console Private Access.

Parameters:
VpcCIDR:
Type: String

Default: 172.16.0.0/16
Description: CIDR range for VPC

Ec2KeyPair:

Type: AWS::EC2::KeyPair::KeyName
Description: The EC2 KeyPair to use to connect to the Windows instance

f# /A Amazon EC2 i i& &
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PublicSubnetl1CIDR:
Type: String
Default: 172.16.1.
Description: CIDR

PublicSubnet2CIDR:
Type: String
Default: 172.16.0.
Description: CIDR

PublicSubnet3CIDR:
Type: String
Default: 172.16.2.
Description: CIDR

PrivateSubnet1CIDR:
Type: String
Default: 172.16.4.
Description: CIDR

PrivateSubnet2CIDR:
Type: String
Default: 172.16.5
Description: CIDR

PrivateSubnet3CIDR:
Type: String
Default: 172.16.3.
Description: CIDR

LatestWindowsAmiId:

Type: 'AWS::SSM::Parameter::Value<AWS::EC2::Image::Id>"

0/24
range

0/24
range

0/24
range

0/24
range

.0/24

range

0/24
range

for

for

for

for

for

for

Public Subnet A

Public Subnet B

Public Subnet C

Private Subnet A

Private Subnet B

Private Subnet C

Default: '/aws/service/ami-windows-latest/Windows_Server-2022-English-Full-Base'

InstanceTypeParameter:

Type: String

Default: 't2.medium'

Resources:

HAHBHHAEHHAHEHHAH AR HAHHRHH

# VPC AND SUBNETS

HAHBHHBEHHAHEHHAH AR HAHHRHH

£ Amazon EC2 M ik B
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AppVPC:
Type: 'AWS::EC2::VPC'
Properties:

CidrBlock: !Ref VpcCIDR
InstanceTenancy: default
EnableDnsSupport: true

EnableDnsHostnames: true

PublicSubnetA:
Type: '"AWS::EC2::Subnet'
Properties:
VpcId: !Ref AppVPC
CidrBlock: !Ref PublicSubnetl1CIDR
MapPublicIpOnLaunch: true

AvailabilityZone:
Fn::Select:
-0
- Fn::GetAZs: ""
PublicSubnetB:
Type: 'AWS::EC2::Subnet'
Properties:

VpcId: !Ref AppVPC
CidrBlock: !'Ref PublicSubnet2CIDR
MapPublicIpOnLaunch: true

AvailabilityZone:
Fn::Select:
-1
- Fn::GetAZs: ""
PublicSubnetC:
Type: '"AWS::EC2::Subnet'
Properties:

VpcId: !Ref AppVPC
CidrBlock: !'Ref PublicSubnet3CIDR
MapPublicIpOnLaunch: true
AvailabilityZone:
Fn::Select:
-2
- Fn::GetAZs: ""

PrivateSubnetA:
Type: 'AWS::EC2::Subnet'

£ Amazon EC2 M ik B
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Properties:
VpcId: !Ref AppVPC
CidrBlock: !'Ref PrivateSubnetlCIDR
AvailabilityZone:
Fn::Select:
-0
- Fn::GetAZs: ""

PrivateSubnetB:
Type: 'AWS::EC2::Subnet'
Properties:
VpcId: !Ref AppVPC
CidrBlock: !'Ref PrivateSubnet2CIDR
AvailabilityZone:
Fn::Select:
-1
- Fn::GetAZs: ""

PrivateSubnetC:
Type: 'AWS::EC2::Subnet'
Properties:
VpcId: !Ref AppVPC
CidrBlock: !'Ref PrivateSubnet3CIDR
AvailabilityZone:
Fn::Select:
-2
- Fn::GetAZs: ""

InternetGateway:
Type: AWS::EC2::InternetGateway

InternetGatewayAttachment:
Type: AWS::EC2::VPCGatewayAttachment
Properties:
InternetGatewayId: !Ref InternetGateway
VpcId: !Ref AppVPC

NatGatewayEIP:
Type: AWS::EC2::EIP
DependsOn: InternetGatewayAttachment

NatGateway:
Type: AWS::EC2::NatGateway
Properties:

£ Amazon EC2 Mitik & MR 1.0 41
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AllocationId: !GetAtt NatGatewayEIP.AllocationId
SubnetId: !Ref PublicSubnetA

HHHHHHHHHHSHBH B H AR A RS RS HH
# Route Tables
HHHHHHHHHHSHBH B H AR A RS RS HH

PrivateRouteTable:
Type: 'AWS::EC2::RouteTable'
Properties:

VpcId: !Ref AppVPC

DefaultPrivateRoute:
Type: AWS::EC2::Route
Properties:
RouteTableId: !Ref PrivateRouteTable
DestinationCidrBlock: 0.0.0.0/0
NatGatewayId: !Ref NatGateway

PrivateSubnetRouteTableAssociationl:
Type: 'AWS::EC2::SubnetRouteTableAssociation'
Properties:
RouteTableId: !Ref PrivateRouteTable
SubnetId: !Ref PrivateSubnetA

PrivateSubnetRouteTableAssociation2:
Type: 'AWS::EC2::SubnetRouteTableAssociation'
Properties:
RouteTableId: !Ref PrivateRouteTable
SubnetId: !Ref PrivateSubnetB

PrivateSubnetRouteTableAssociation3:
Type: 'AWS::EC2::SubnetRouteTableAssociation'
Properties:
RouteTableId: !Ref PrivateRouteTable
SubnetId: !Ref PrivateSubnetC

PublicRouteTable:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref AppVPC

DefaultPublicRoute:
Type: AWS::EC2::Route

£ Amazon EC2 M ik B
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DependsOn: InternetGatewayAttachment
Properties:
RouteTableId: !Ref PublicRouteTable
DestinationCidrBlock: 0.0.0.0/0
GatewayId: !Ref InternetGateway

PublicSubnetARouteTableAssociationl:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !'Ref PublicSubnetA

PublicSubnetBRouteTableAssociation2:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !'Ref PublicSubnetB

PublicSubnetBRouteTableAssociation3:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !'Ref PublicSubnetC

HAHBHHBEHHAHEHHAH AR HAHHRHH
# SECURITY GROUPS
HAHBHHBEHHAHEHHAH AR HAHHRHH

VPCEndpointSecurityGroup:
Type: 'AWS::EC2::SecurityGroup'
Properties:
GroupDescription: Allow TLS for VPC Endpoint
VpcId: !Ref AppVPC
SecurityGroupIngress:
- IpProtocol: tcp
FromPort: 443
ToPort: 443
CidrIp: !GetAtt AppVPC.CidrBlock

EC2SecurityGroup:
Type: 'AWS::EC2::SecurityGroup'
Properties:
GroupDescription: Default EC2 Instance SG

£ Amazon EC2 M ik B
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VpcId: !Ref AppVPC

HAHBHHAHHAHBHHRH R HBHHRHH
# VPC ENDPOINTS
HAHBHHAHHAHBHHRH R HBHHRHH

VPCEndpointGatewayS3:
Type: 'AWS::EC2::VPCEndpoint'
Properties:
ServiceName: !Sub 'com.amazonaws.${AWS
VpcEndpointType: Gateway
VpcId: !Ref AppVPC
RouteTableIds:
- IRef PrivateRouteTable

VPCEndpointInterfaceSSM:
Type: '"AWS::EC2::VPCEndpoint'
Properties:
VpcEndpointType: Interface
PrivateDnsEnabled: false
SubnetIds:
- IRef PrivateSubnetA
- !IRef PrivateSubnetB
SecurityGroupIds:
- IRef VPCEndpointSecurityGroup
ServiceName: !Sub 'com.amazonaws.${AWS
VpcId: !Ref AppVPC

VPCEndpointInterfaceEc2messages:
Type: 'AWS::EC2::VPCEndpoint'
Properties:

VpcEndpointType: Interface
PrivateDnsEnabled: false
SubnetIds:

- IRef PrivateSubnetA

- IRef PrivateSubnetB

- IRef PrivateSubnetC
SecurityGroupIds:

- IRef VPCEndpointSecurityGroup

ServiceName: !Sub 'com.amazonaws.${AWS::Region}.ec2messages'

VpcId: !Ref AppVPC

VPCEndpointInterfaceSsmmessages:
Type: 'AWS::EC2::VPCEndpoint'

::Region}.s3'

: :Region}.ssm'

£ Amazon EC2 M ik B
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Properties:

VpcEndpointType: Interface
PrivateDnsEnabled: false
SubnetIds:

- IRef PrivateSubnetA

- IRef PrivateSubnetB

- IRef PrivateSubnetC
SecurityGroupIds:

- IRef VPCEndpointSecurityGroup
ServiceName: !Sub 'com.amazonaws.${AWS::Region}.ssmmessages'
VpcId: !Ref AppVPC

VPCEndpointInterfaceSignin:
Type: 'AWS::EC2::VPCEndpoint'
Properties:
VpcEndpointType: Interface
PrivateDnsEnabled: false
SubnetIds:
- IRef PrivateSubnetA
- !Ref PrivateSubnetB
- IRef PrivateSubnetC
SecurityGroupIds:
- IRef VPCEndpointSecurityGroup
ServiceName: !Sub 'com.amazonaws.${AWS::Region}.signin'
VpcId: !Ref AppVPC

VPCEndpointInterfaceConsole:
Type: 'AWS::EC2::VPCEndpoint'
Properties:
VpcEndpointType: Interface
PrivateDnsEnabled: false
SubnetIds:
- IRef PrivateSubnetA
- IRef PrivateSubnetB
- IRef PrivateSubnetC
SecurityGroupIds:
- IRef VPCEndpointSecurityGroup
ServiceName: !Sub 'com.amazonaws.${AWS::Region}.console'
VpcId: !Ref AppVPC

HAHBHHBHHAHBHHBHBRHBHHRHH
# ROUTE53 RESOURCES
HAHBHHBHHAHBHHBHBRHAHHRHH
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ConsoleHostedZone:
Type: "AWS::Route53::HostedZone"
Properties:
HostedZoneConfig:
Comment: 'Console VPC Endpoint Hosted Zone'
Name: 'console.aws.amazon.com'
VPCs:
VPCId: !Ref AppVPC
VPCRegion: !Ref "AWS::Region"

ConsoleRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneld: !Ref 'ConsoleHostedZone'
Name: 'console.aws.amazon.com'
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

GlobalConsoleRecord:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneld: !Ref 'ConsoleHostedZone'
Name: 'global.console.aws.amazon.com'
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

ConsoleS3ProxyRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneld: !Ref 'ConsoleHostedZone'
Name: 's3.console.aws.amazon.com'
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
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HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

ConsoleSupportProxyRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'ConsoleHostedZone'
Name: "support.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

ExplorerProxyRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'ConsoleHostedZone'
Name: "resource-explorer.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

ConsoleRecordRegional:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneIld: !Ref 'ConsoleHostedZone'
Name: !Sub "${AWS::Region}.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

SigninHostedZone:
Type: "AWS::Route53::HostedZone"
Properties:
HostedZoneConfig:
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Comment: 'Signin VPC Endpoint Hosted Zone'
Name: 'signin.aws.amazon.com'
VPCs:
VPCId: !Ref AppVPC
VPCRegion: !Ref "AWS::Region"

SigninRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'SigninHostedZone'
Name: 'signin.aws.amazon.com'
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceSignin.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceSignin.DnsEntries]]]
Type: A

SigninRecordRegional:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'SigninHostedZone'
Name: !Sub "${AWS::Region}.signin.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceSignin.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceSignin.DnsEntries]]]
Type: A

HAHBHHBEHHAHEHHAH AR HAHHRHH
# EC2 INSTANCE
HAHBHHBEHHAHEHHAH AR HAHHRHH

Ec2InstanceRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: 2012-10-17
Statement:
Effect: Allow
Principal:
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Service:
- ec2.amazonaws.com
Action:
- sts:AssumeRole
Path: /
ManagedPolicyAzrns:

- arn:aws:iam::aws:policy/AmazonSSMManagedInstanceCore

Ec2InstanceProfile:
Type: AWS::IAM::InstanceProfile
Properties:
Path: /
Roles:
- IRef Ec2InstanceRole

EC2WinInstance:
Type: 'AWS::EC2::Instance’
Properties:
Imageld: !Ref LatestWindowsAmiId
IamInstanceProfile: !Ref Ec2InstanceProfile
KeyName: !Ref Ec2KeyPair
InstanceType:

Ref: InstanceTypeParameter
SubnetId: !Ref PrivateSubnetA
SecurityGroupIds:

- Ref: EC2SecurityGroup
BlockDeviceMappings:

- DeviceName: /dev/sdal

Ebs:
VolumeSize: 50
Tags:
- Key: "Name"
Value: "Console VPCE test instance"
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AWS Management Console X ‘I
Private Access

You are using a private endpoint
connection to the AWS Management
Console. Some Regions and services

might not be available. Learn more[2

[ VPC ID: vpc-Tal= il Dol
Settilgs [P VPCE ID: vpce- = . 1 FiFrL

£/ Amazon JUi# 1% & WorkSpaces

L5 # WorkSpaces RFENAFGEELA. ETF =M Windows, Amazon Linux % Ubuntu Linux
SMHE , N, WorkSpacesR A LABIFEFRNWEE | ROBRRNINBIMERA o AR TUMNZMERR
Web R HAR BECHELRE. ETHEZES WorkSpaces , 25 (Amazon WorkSpaces &
BiEFE) .

AT R REER T —MNURRE | BERF , AFREERE LIZ1TH Web R E K P AWS
Management Console ri WorkSpace vate Access. A/ , A 158 Amazon Simple Storage Service
#HlE. WorkSpace X 5 FetE#l )l AR EERE| VPC BN E EEAE IS A BN , B K151
AWS Management Console BJ{&%,

AHEEATFLRMEEMEZIRBMEMSHAAME Active Directory , WorkSpaces LA% WorkSpace
RiZEMN 2 LU AWS Management Console, AWS CloudFormation

TE#ERTEANE AWS Management Console A8 WorkSpace iF R EN THERE. EETRTHE
Fifs WorkSpace, Amazon 38 VPC MIEFEE VPC 2B K K,
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Private Hosted Zone: amazon.com
= console.aws.amazon.com

+ region.console.aws.amazon.com
= signin.aws.amazon.com

* region.signinaws.amazon.com

= resource-explorer.console.aws.amazon.com

+ s3.console.aws.amazon.com
+ support.console.aws.amazon.com
+ global.console.aws.amazon.com

PColP [lcpid172, udpid172)

0 5

Auth/Session Streaming
| Gateway Gateway
: *
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Web Services ——

Cush

H
)
(|m

|

|

. |

/5

Simgle AD

AWS Cloud
Amazon managed Virtual private cloud [VPC)

|
@8 %

Amazon
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8 i ¥G)
g |

[ — Sign In VRC
i j} —_— Endpoint r:f,J_
w —
i sy
B E i
rowser ' ]
i ——— 1 Amazon Simple
Seasian | Sterage Service
'
Console VPC i lamazon 53)
Endpaint !
'
E @ i
L - ] !
1
Console WPC

&3 Service Endpoint

v}

Login infarmation sent to
authentication gateway

Authentication against Simple AD

Streaming Traffic to Streaming
gateway

Each WorkSpace is connected to
two networks simultaneously,
Amazon-managed VPC for
streaming traffic and Customer
managed VPC handling all other
traffic.

Initiate browser session

Route53 resolver with endpoint
address.

Private Sign in endpoint
Private Console endpoint

53 service private endpoint

Connected to S3 service via
private endpoint

EH LT AWS CloudFormation iR A FFERFE — X4 , BRESRNE 3 PHER IR

RE ML,

AWS Management Console FAF 5 [FI3f 4 AWS CloudFormation 4R

Description: |

AWS Management Console Private Access.

Parameters:

VpcCIDR:
Type: String
Default: 172.16.0.0/16

Description: CIDR range for VPC

PublicSubnetl1CIDR:
Type: String
Default: 172.16.1.0/24
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Description: CIDR

PublicSubnet2CIDR:
Type: String
Default: 172.16.0.
Description: CIDR

PrivateSubnet1CIDR:
Type: String
Default: 172.16.4.
Description: CIDR

PrivateSubnet2CIDR:
Type: String
Default: 172.16.5.
Description: CIDR

# Amazon WorkSpaces is available in a subset of the Availability Zones for each

supported Region.

# https://docs.aws.amazon.com/workspaces/latest/adminguide/azs-workspaces.html

Mappings:
RegionMap:
us-east-1:
azl: usel-az2
az2: usel-az4
az3: usel-az6
us-west-2:
azl: usw2-azl
az2: usw2-az2
az3: usw2-az3
ap-south-1:
azl: apsl-azl
az2: apsl-az2
az3: apsl-az3
ap-northeast-2:
azl: apne2-azl
az2: apne2-az3
ap-southeast-1:
azl: apsel-azl
az2: apsel-az2
ap-southeast-2:
azl: apse2-azl
az2: apse2-az3
ap-northeast-1:

range for

0/24
range for

0/24
range for

0/24
range for

Public Subnet A

Public Subnet B

Private Subnet A

Private Subnet B
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azl: apnel-azl

az2: apnel-az4
ca-central-1:

azl: cacl-azl

az2: cacl-az2
eu-central-1:

azl: eucl-az2

az2: eucl-az3
eu-west-1:

azl: euwl-azl

az2: euwl-az2
eu-west-2:

azl: euw2-az2

az2: euw2-az3
sa-east-1:

azl: sael-azl

az2: sael-az3

Resources:

iamLambdaExecutionRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Principal:
Service:
- lambda.amazonaws.com
Action:
- 'sts:AssumeRole'
ManagedPolicyArns:

- arn:aws:iam::aws:policy/service-role/AWSLambdaBasicExecutionRole

Policies:
- PolicyName: describe-ec2-az
PolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: Allow
Action:
- 'ec2:DescribeAvailabilityZones'
Resource: '*'
MaxSessionDuration: 3600
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Path: /service-role/

fnZoneldtoZoneName:
Type: AWS::Lambda::Function
Properties:
Runtime: python3.8
Handler: index.lambda_handler
Code:
ZipFile: |

import boto3
import cfnresponse

def

responseData,

def

zoneld_to_zoneName(event, context):

responseData = {3}

ec2 = boto3.client('ec2')

describe_az = ec2.describe_availability_zones()

for az in describe_az['AvailabilityZones']:

if event['ResourceProperties']['Zoneld'] == az['Zoneld']:
responseData['ZoneName'] = az['ZoneName']
cfnresponse.send(event, context, cfnresponse.SUCCESS,
str(az['Zoneld']))

no_op(event, context):

print(event)

responseData = {3}

cfnresponse.send(event, context, cfnresponse.SUCCESS, responseData,

str(event['RequestId']))

def

lambda_handler(event, context):

if event['RequestType'] == ('Create' or 'Update'):
zoneld_to_zoneName(event, context)

else:
no_op(event, context)

Role: !GetAtt iamLambdaExecutionRole.Arn

getAZl:

Type: "Custom::zone-id-zone-name"

Properties:
ServiceToken: !GetAtt fnZoneIdtoZoneName.Arn

Zoneld:
getAZ2:

!FindInMap [ RegionMap, !Ref 'AWS::Region', azl ]

Type: "Custom::zone-id-zone-name"
Properties:
ServiceToken: !GetAtt fnZoneIdtoZoneName.Azrn
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Zoneld: !FindInMap [ RegionMap, !Ref 'AWS::Region', az2 ]

HAHBHHAHHAHBHHRH R HBHHRHH
# VPC AND SUBNETS
HAHBHHAHHAHBHHRH R HBHHRHH

AppVPC:
Type: 'AWS::EC2::VPC'
Properties:

CidrBlock: !Ref VpcCIDR
InstanceTenancy: default
EnableDnsSupport: true

EnableDnsHostnames: true

PublicSubnetA:
Type: 'AWS::EC2::Subnet'
Properties:
VpcId: !Ref AppVPC
CidrBlock: !Ref PublicSubnetlCIDR
MapPublicIpOnLaunch: true
AvailabilityZone: !GetAtt getAZl.ZoneName

PublicSubnetB:
Type: 'AWS::EC2::Subnet'
Properties:
VpcId: !Ref AppVPC
CidrBlock: !Ref PublicSubnet2CIDR
MapPublicIpOnLaunch: true
AvailabilityZone: !GetAtt getAZ2.ZoneName

PrivateSubnetA:
Type: 'AWS::EC2::Subnet'
Properties:
VpcId: !Ref AppVPC
CidrBlock: !Ref PrivateSubnetlCIDR
AvailabilityZone: !GetAtt getAZl.ZoneName

PrivateSubnetB:
Type: '"AWS::EC2::Subnet'
Properties:
VpcId: !Ref AppVPC
CidrBlock: !Ref PrivateSubnet2CIDR
AvailabilityZone: !GetAtt getAZ2.ZoneName
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InternetGateway:
Type: AWS::EC2::InternetGateway

InternetGatewayAttachment:
Type: AWS::EC2::VPCGatewayAttachment
Properties:
InternetGatewayId: !Ref InternetGateway
VpcId: !Ref AppVPC

NatGatewayEIP:
Type: AWS::EC2::EIP
DependsOn: InternetGatewayAttachment

NatGateway:
Type: AWS::EC2::NatGateway
Properties:
AllocationId: !GetAtt NatGatewayEIP.AllocationId
SubnetId: !Ref PublicSubnetA

HHHHHHHHHHSHBH B H AR A RS RS HH
# Route Tables
HHHHHHHHHHSHBH B H AR A RS RS HH

PrivateRouteTable:
Type: 'AWS::EC2::RouteTable'
Properties:

VpcId: !Ref AppVPC

DefaultPrivateRoute:
Type: AWS::EC2::Route
Properties:
RouteTableId: !Ref PrivateRouteTable
DestinationCidrBlock: 0.0.0.0/0
NatGatewayId: !Ref NatGateway

PrivateSubnetRouteTableAssociationl:
Type: 'AWS::EC2::SubnetRouteTableAssociation'
Properties:
RouteTableId: !Ref PrivateRouteTable
SubnetId: !Ref PrivateSubnetA

PrivateSubnetRouteTableAssociation2:
Type: 'AWS::EC2::SubnetRouteTableAssociation'
Properties:
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RouteTableId: !Ref PrivateRouteTable
SubnetId: !'Ref PrivateSubnetB

PublicRouteTable:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref AppVPC

DefaultPublicRoute:
Type: AWS::EC2::Route
DependsOn: InternetGatewayAttachment
Properties:
RouteTableId: !Ref PublicRouteTable
DestinationCidrBlock: 0.0.0.0/0
GatewayId: !Ref InternetGateway

PublicSubnetARouteTableAssociationl:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !'Ref PublicSubnetA

PublicSubnetBRouteTableAssociation2:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !'Ref PublicSubnetB

HAHBHHBEHHAHEHHAH AR HAHHRHH
# SECURITY GROUPS
HAHBHHBEHHAHEHHAH AR HAHHRHH

VPCEndpointSecurityGroup:
Type: 'AWS::EC2::SecurityGroup'
Properties:
GroupDescription: Allow TLS for VPC Endpoint
VpcId: !Ref AppVPC
SecurityGroupIngress:
- IpProtocol: tcp
FromPort: 443
ToPort: 443
CidrIp: !GetAtt AppVPC.CidrBlock
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HAHBHHAHHAHBHHRH R HBHHRHH
# VPC ENDPOINTS
HAHBHHAHHAHBHHRH R HBHHRHH

VPCEndpointGatewayS3:
Type: 'AWS::EC2::VPCEndpoint'
Properties:
ServiceName: !Sub 'com.amazonaws.${AWS
VpcEndpointType: Gateway
VpcId: !Ref AppVPC
RouteTableIds:
- IRef PrivateRouteTable

VPCEndpointInterfaceSignin:
Type: '"AWS::EC2::VPCEndpoint'
Properties:
VpcEndpointType: Interface
PrivateDnsEnabled: false
SubnetIds:
- IRef PrivateSubnetA
- !Ref PrivateSubnetB
SecurityGroupIds:
- IRef VPCEndpointSecurityGroup
ServiceName: !Sub 'com.amazonaws.${AWS
VpcId: !Ref AppVPC

VPCEndpointInterfaceConsole:
Type: 'AWS::EC2::VPCEndpoint'
Properties:
VpcEndpointType: Interface
PrivateDnsEnabled: false
SubnetIds:
- IRef PrivateSubnetA
- !Ref PrivateSubnetB
SecurityGroupIds:
- IRef VPCEndpointSecurityGroup

ServiceName: !Sub 'com.amazonaws.${AWS::Region}.console’

VpcId: !Ref AppVPC
HHAHHAHH SRR SRR HHHHHRHHHH
# ROUTE53 RESOURCES
HHAHHAHH SRR SRR HHHHHHHHHH

ConsoleHostedZone:

::Region}.s3'

::Region}.signin’

/A Amazon M 1& & WorkSpaces

M7 1.0 59



AWS Management Console INRES)

Type: "AWS::Routeb53::HostedZone"
Properties:
HostedZoneConfig:
Comment: 'Console VPC Endpoint Hosted Zone'
Name: 'console.aws.amazon.com'
VPCs:
VPCId: !Ref AppVPC
VPCRegion: !Ref "AWS::Region"

ConsoleRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneld: !Ref 'ConsoleHostedZone'
Name: 'console.aws.amazon.com'
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

GlobalConsoleRecord:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'ConsoleHostedZone'
Name: 'global.console.aws.amazon.com'
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

ConsoleS3ProxyRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneld: !Ref 'ConsoleHostedZone'
Name: 's3.console.aws.amazon.com'
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
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Type: A

ConsoleSupportProxyRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'ConsoleHostedZone'
Name: "support.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

ExplorerProxyRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'ConsoleHostedZone'
Name: "resource-explorer.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

ConsoleRecordRegional:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneIld: !Ref 'ConsoleHostedZone'
Name: !Sub "${AWS::Region}.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

SigninHostedZone:
Type: "AWS::Route53::HostedZone"
Properties:
HostedZoneConfig:
Comment: 'Signin VPC Endpoint Hosted Zone'
Name: 'signin.aws.amazon.com'
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VPCs:
VPCId: !Ref AppVPC
VPCRegion: !Ref "AWS::Region"

SigninRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'SigninHostedZone'
Name: 'signin.aws.amazon.com'
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceSignin.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceSignin.DnsEntries]]]
Type: A

SigninRecordRegional:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'SigninHostedZone'
Name: !Sub "${AWS::Region}.signin.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceSignin.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceSignin.DnsEntries]]]
Type: A

HHHHH S H RS A SRS S
# WORKSPACE RESOURCES
HHHHH S H RS A SRS S
ADAdminSecret:
Type: AWS::SecretsManager::Secret
Properties:
Name: "ADAdminSecret"
Description: "Password for directory services admin"
GenerateSecretString:
SecretStringTemplate: '{"username": "Admin"}'
GenerateStringKey: password
PasswordLength: 30
ExcludeCharacters: '"@/\'

WorkspaceSimpleDirectory:
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Type: AWS::DirectoryService::SimpleAD
DependsOn: AppVPC
DependsOn: PrivateSubnetA
DependsOn: PrivateSubnetB
Properties:
Name: "corp.awsconsole.com"
Password: '{{resolve:secretsmanager:ADAdminSecret:SecretString:password}}"
Size: "Small"
VpcSettings:
SubnetIds:
- Ref: PrivateSubnetA
- Ref: PrivateSubnetB

Vpcld:
Ref: AppVPC
Outputs:
PrivateSubnetA:

Description: Private Subnet A
Value: !Ref PrivateSubnetA

PrivateSubnetB:
Description: Private Subnet B
Value: !Ref PrivateSubnetB

WorkspaceSimpleDirectory:
Description: Directory to be used for Workspaces
Value: !Ref WorkspaceSimpleDirectory

WorkspacesAdminPassword:
Description : "The ARN of the Workspaces admin's password. Navigate to the Secrets

Manager in the AWS Console to view the value."
Value: !Ref ADAdminSecret

(® Note
MR RERITAEEER (HAFRLMILE ) (us-east-1) XiFHIETT,
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PrivateConsoleNetworkForS3 & X
‘ Delete ‘ ‘ Update ‘ ‘ Stack actions ¥ ‘ ‘ Create stack w
Stack info Events Resources UI.IIPLI!S Parameters Template Ehange sets

Outputs (4)
Q, Search outputs ‘ 1 &

Key 'y Value v Description v ‘ Export name
subnet-

PrivateSubnetA Private Subnet A -
0dbb336fdb5467891
subnet-

PrivateSubnetB Private Subnet B -
00ad943c5d84fd13a

The ARN of the Workspaces
arn:aws:secretsmanager;us-

WorkspacesAdminPassword

WorkspaceSimpleDirectory

east-
1:425341151473:5ecretAD
AdminSecret-HRT1MHT

d-90679724b4

admin's password. Navigate
to the Secrets Manager in
the AWS Console to view
the value.

Directory to be used for
Workspaces

MEZCRZBUNETNE , BREBUTSREIEMTE ML WorkSpace,

E 8% WorkSpace

1. $TFWorkSpaces ###l15
2. ESMERTR, EFEF.
3. EEXRNHL, RIBFRSRENES. UTREEBEERTEF—MNEINEFZRNWERIE,
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Directories (1) info Actions ¥ Create Directory [

1 &
Directory WV . Organization ¥ Directory + .
Directory name v Registered ¥
ID name type
d- .
corp.awsconsole.com d-90679724b4 simple AD (® True
90679724b4

EFEAFME % WorkSpaces , N Bt 1TEM. ESMEES |, % WorkSpaces , RFiE
#8l2 WorkSpaces.,

X FiEEEF , £ AWS CloudFormation FERIHMSEFEIZENE F, EREXE L | EHEF
fifto

EEEFN , FERINARIENSR I FIE THRNMNEFN,
R G BBRSINR , AEEEREM.
A B G , #ESIE WorkSpace, EFEIMMWE R , REEET—F,

EOIZAFTEL , EFNBEMAS, W ALK ES B R4 AEREER A WorkSpace.
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6. WorkSpaces £ R &ESE =4 IR EIEE R Amazon,

i AWS Management Console FAE 5 A& &

1. MEH WorkSpace , 588, RfE , $ME AWS Management Console & F & # EiE &
Ko

® Note
MREFER Firefox R KEE , ERIEX KEIJREPHIEL HTTPS 5 /A DNS £ E X
il

2. 37 Amazon S3 #4#|A , BULUEHEFRIFEREEEHR AWS Management Console FAE 1717

RATIER,
3. HESMELEEBELERIR , LEBMEAN VPC M VPC IR, ATERERERTHER
BERNEN VPC E8.

d';‘- @ M. Virginia = ﬁ vpcetestinguser (@ B LA

AWS Management Console
Private Access

You are using a private endpoint
connection to the AWS Management
Console. Some Regions and services

0
might not be available. Learn more[2
1 vpC-3 [ VPC ID: vpc-Siple il Il
Settigs [ VPCE ID: vpce- =& i 1 1L
5
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https://console.aws.amazon.com/console
https://console.aws.amazon.com/s3
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£/ IAM KB VPC iRiE

& 0] LU — 5 = #8383 Amazon EC2 =38 & R &l i7 [5] WorkSpaces Y IAM SRE&IZE R VPC,

BRIE Amazon S3 FREIEER VPC , BN LA TR BEIFIEL ST Amazon S3 BIiFIE),

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": "S3:*",
"Resource": "*",
"Condition": {
"StringNotEqualsIfExists": {
"aws:SourceVpc": "sourceVPC"
b
"Bool": {
"aws:ViaAwsService": "false"
}
}
}
]
}

LU B3R PR #1482 F i = B AWS Management Console FA% i/ R SR BE & ik E AWS 1K 1D,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:PrincipalAccount": [
"AWSAccountID"

£/ 1AM RN VPC RE W7 1.0 68
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]

MREHTEENFFANS BB TENKS , WSERUTHIRTE,

Your account doesn't have permission to use AWS Management Console Private Access
Your corporate network uses AWS Management Console Private Access, which only allows sign-ins from specific autherized accounts.
To access this account, sign in from a different network, or contact your administrator for more information.

Logout

SERM

EE S A W & FARREEEIFA AWS Management Console B4 E MR , ATLARI A AWS Site-to-Site
VPN 2| AWS E#\EAMX (VGW) E#EiE, AWS Site-to-Site VPN B EEEARERENUE
TEEEERE , RN VPC IFRIBHNZEME, BXEZER , E5H (AR VPAWS N AF
EE) P LRSS VPN, AWS AWS E#lE AR % (VGW) —NEERANXERS , X
VPC FZ b I 4% 2 18] B9 5%

AWS Site-to-Site VPN Z| AWS E#l & AMx (VGW)
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https://docs.aws.amazon.com/vpn/latest/s2svpn/VPC_VPN.html
https://docs.aws.amazon.com/vpn/latest/s2svpn/VPC_VPN.html

AWS Management Console

1
.(f\:) AWS Cloud
ap-southeast-1
L Region
g VPC

R53 Resolver
i

AlERE

Console
Endpoint

DNS Query for Console access is forwarded to local DNS
Server from user laptop

Using conditional forwarding, DNS queries are forwarded to
Inbound R53 Resolver Endpoint
-
g
£o Wy 7 Corporate Office . .
¢ 8 N DNS queries are forwarded over AWS Site to Site VPN
i 1
k= ~
& =
S

a n u DNS Query lands on to Inbound R53 resolver Endpoint in
VPC

\“ ~ T
e SRR T - D-F-=
. «’r B From resolver endpoint queries are forwarded to R53
f F us-east-1 Region o IPSec VPN resolver that is VPC +.2
o
i -

Cusomey DNS Glient DNS query is resolved to respective regional console private

router Servers B endpoint IP after referring to associated PHZ

Internet

Zone

Connectivity to console endpoint private IP is established
over Site to Site VPN

Private Hosted

R53 Resolver
Endpoint Private Hosted Zone records: aws.amazon.com

*  console.aws.amazon.com

*  signin.aws.amazon.com

* <region>.console.aws.amazon.com

* <region>.signin.aws.amazon.com

+ global.console.aws.amazon.com

* resource-explorer.console.aws.amazon.com

+ s3.console.aws.amazon.com

*  support.console.aws.amazon.com

Console
Endpoint

R53 Resolver

RS EZRZITHHN—PNEEHH R Amazon Route 53 Resolver , 435I 2 A IR, LHEBEQIE
AWS Management Console FAF 5 R4 %17 =89 VPC qﬂiﬁﬁiﬁl_ﬁ'f I ER M Ol fFAT
BARRTR (MEED ), RE , ITLESRM DNS REBF LR LS 5| BEMSHESN IP i
i, MAGTERAEREXFNIERK, HAMEFIRERET R AWS Management Console , B41&#

HAEFAE AL IET 28 AWS Management Console FAH IP,

EiRES AWS Management Console FAB A B K im T REERE 28 , BEMERFMTER |, B AWS

Management Console EEREFEMNAMEXEUREZERT (#FFRLILT ) HXREFMABIHRIL
R, HEEREREEXE, AWS Management Console
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1£ Console Toolbar EEz AWS CloudShell

AWS CloudShell 2—1NELZEETRE M RIEARIBEEER Shell , ZATLEEM Console Toolbar
Lt #) AWS Management Console BZ1E. A LUZ1T AWS CLI tn S X RS ERAEN EIE
shell ( Bash, PowerShell 5 Z shell )

A L ERALL T H#r 5 3% 2 — 7 Console Toolbar /831 CloudShell :

- EREBHEBET A CloudShell B#x,
o EREHESMESN CloudShell B#x,

EXREBRESMEZEELR |, 1§55 AWS CloudShell AF 1R,

Ax AWS CloudShell TJ I AWS XIBHEE | HSH AWS Xig RS IR, #HEXEHNERs
CloudShell XiE[E%, 18R CloudShell i EXEHHAARTH , N CloudShell FEFKILH X HIE1T,
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https://docs.aws.amazon.com/cloudshell/latest/userguide/welcome.html
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
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REUK £ 1E 8

MRERELENNR , MALUBET 25 5IRIEN AWS FZRER.

REUK 2 ER

1. ESMEL , EBRENKF B
2. i%&#% Billing Dashboard ( M2 HIEHR ) -

3. 7 AWS Billing and Cost Management =& ER P AI AKX EI G A ZANCEMAM, ETHEX
BEZEE |, B5H AWS Biling AF1ER.
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https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/
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=& & H#EA Markdown

YR LRRS AWS Management Console , 2L B3 CloudWatch , X #FEFR LTUHER
Markdown, Z<FRE ARG A 2R Markdown BN HIZEEL,

ks

- BOE. TRBMATL
. ¥E

» XAHRRE

- BB

- BI%

- REFIZEM ( CloudWatch R4 )

E&. 1THEERKP L

BEHZATOR. N THRESECANZEAITERRN HTML B2 , HRMN— MR T EBZERE
(&nbsp;) WHTT , RERN—NZERAIT. EEXWIT , KXBASPIZERIT , WTFHIFAR :

&nbsp;

&nbsp;

EOE S RESEAKERN |, FRM—MNEERITE=NEFHFNHIT : ---

Previous paragraph.

Next paragraph.

BEOZERSFRRENXAR , TARM—MHEE=ITREIE () W1T. WABRUERREE RIS,
RiE , BB -—MEE=ZANREISHHFT. UTFTRIERTHEERNERNFRENFTRBEHE

This appears in a text box with a background shading.
The text is in monospace.
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https://en.wikipedia.org/wiki/Markdown
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PR

BEOERE , BEAHS #). ENHASNERRFIARINE, RMHASRHEUE-NZRIFR , =1 H
SREE-N=ZRFEE ATREAERTIR, —RM=FHZ :

# Top-level heading
## Second-level heading

### Third-level heading

NABINIRE
EFUANRXREN NG, BEXANFREEA—ATUEL (L) RES () WIEER,

*This text appears in italics.*

BERNANERNRENEE , FEXFINFARZIEAFDNTILRESUFEER,

**This text appears in bold.**

BERXANERNRENTRERE , BEXNANFIRSERMNERE (~) SURHEER.

~~This text appears in strikethrough.~~

BERR

BN ABEEE  BRARGES () FERVEEXK , FRBAAES () PHEE URL , 1EL
TRBIFRR

Choose [link_text](http://my.example.com).

JIES

ERTHBRANRENABFSIRN -0 , BHENFMNIN -1 ES () GR-NEBTANER
T7E , WMBLTRBIFRR

PR MRA< 1.0 74
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Here is a bulleted list:
* Ant

* Bug

* Caterpillar

BERITHRNRENRESIIRN—&7 , BHENBRMEN -1 EF, AR () =PRI KL
7L, BT RBIFRR

Here is a numbered list:
1. Do the first step

2. Do the next step

3. Do the final step

KB ML ( CloudWatch R4 )

CloudWatch % =R X A2 4 X #F Markdown & FE4H

ESER  BEAEE () oRIHERTTIORIT. EFEFE—ITRARET , BERBTHE—TE
ZEBA—1T. RE , ARFNE—FNFMNEL=NEZF (). FARLIREY. UTRIERE
ERWY, —NFRETHNREANBFETHRE Markdown :

Table | Header
SR

Amazon Web Services | AWS
1] 2

F—ANRBIFE Markdown SIABIERT T :

* N
Amazon Web Services AWS
1 2

£ CloudWatch (R A 24 |, BETLREBEEZENER , FHETHRE. BE0EERE , B
A [button:Button text] , FERMAES () PHITE URL , AT RABIFAR :

REMILM ( CloudWatch X FK4R ) WMRA< 1.0 75



AWS Management Console INRES)

[button:Go to AWS](http://my.example.com)
[button:primary:This button stands out even more](http://my.example.com)

RIEFIZHA ( CloudWatch X3R4 ) fR# 1.0 76
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HUEHEER

BZRAATUERELRB RS E AWS Management Console,

BB T LAE R Amazon Q Developer 2 Wi flff R FE L AWS RS ENEIR, BXEZER , HSH
Amazon Q FF 5 &R FIEEPHER Amazon Q FFA AR ZHRE A T EILEIR,

£

o TUEARIEFEMEK

- BENNRSEEEENET “HEEIEL" 81X AWS Management Console

o BREV K IB[EEENE THEMNEIR AWS Management Console

- HEIBE L AWS Management Console BViES , BEENHAKSRAIESEREFXE

W E AR EF N

- MRKEBRARBREN , FRECVWERMERE, SHBIHMNEZHTERE , REEASTFEH
VPN #1TiEE , RESHFERH A& 53R

- MRFEZEMHAFBREE—NER , WAt 2RAN KR BEFILZ 2 AEEE, BRI
Wy BREFNZ 2P AE LA I AN TEE,. AWS Management Console® iz < fixX L&
VEREFSREMAERE, ERIFENERERE  BHFXER[/ITFAITE (Chrome, Firefox )
H1E Console (#4148 ) M FHRELHIR, AWS Management Console EREBNER , BFEL
TR, HIRHATHFER , JeELEERBEIMEL, XEHWNERHFELTMH AWSHER,

e .a2z.com

e .amazon.com
* .amazonaws.com
* .aws

e .aws.com

» .aws.dev

» .awscloud.com

« .awsplayer.com
+ .awsstatic.com

+ .cloudfront.net

* live-video.net
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https://docs.aws.amazon.com/amazonq/latest/qdeveloper-ug/diagnose-console-errors.html
https://developer.chrome.com/docs/devtools/open/
https://firefox-source-docs.mozilla.org/devtools-user/network_monitor/index.html
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/A Warning

H2022 £7 A 31 B, AWS REX# Internet Explorer 11, HAE AT SH 350933
¥ 8% AWS Management Console —E#H. BXEZER , SR AWS FEEE.

EHV N R E R R R ‘T RIIEL” f5ix AWS Management
Console

MREEAUTHRERS , NEEXN VAT ER AT EL ISR T RIR
« KB VPC MERHYH 525,
+ VPC ¥/ Ko

- @&aws:SourcelpERFZMHFHN IAM KB,

EEEAH | ®BE IAMRBERE, BINIBWEEEESaws :SourcelpBERAFZHM IAM FrEH R
fnaws : SourceVpc4f,

RNE , WA LLEEERH AWS Management Console FAB 15 [E] Z18E , AWS Management Console &
& VPC KimT 3t TihmE , HERKEHREHaws: SourceVpckH. BEXREZELR |, S AWS
Management Console FAZZ 15 [A] 1Y BR o

I BV X 5T 2R 70 & #2aY E R AT 451X AWS Management Console
WRENERIARS P AWS X35 , MEH R ERESREZN ARSI R 504 MXEREIR. AWS
Management Console® AWS Management Console ME X1 &% , B URL RIS E&E AXEL
W . i, MR us-west-1 ( MFIBELILE ) XiFAEFRM , BifHE us-west-2 ( HEN )
Xi% , EEANTER

https://region-code.console.aws.amazon.com

BXEZER , BHSH (AWS — g2 E) Hiy AWS Management Console RS im0

EEEE AWS RESHA (218 ) BIRA AWS Management Console , IS AWS Health
Dashboard,
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https://aws.amazon.com/jp/blogs/aws/heads-up-aws-support-for-internet-explorer-11-is-ending/
https://docs.aws.amazon.com/general/latest/gr/mgmt-console.html
https://health.aws.amazon.com/health/status
https://health.aws.amazon.com/health/status
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KA E X AWS Management Console Wi S , EETTHESHKTE
ESER¥R

BESEBRE R OB EHMN Unified Settings ( £—1%E ) TH., EFHMIES AWS Management
Console , BSME “‘Gi—RE" NH , RFEFEFHEMES,

BXEZEER |, HSREH AWS Management ConsolefJiE S o
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AlERE

R EVIE A

TRNETH 2021 £ 3 AgXd (AWS Management Console A[1#6/E) W—EEEF X,

B

5 Amazon Q BiX

B NAERF

BES—IRE

£ %7 AWS Console Home H

i1

EREHAES

IE#£/83h CloudShell

DU

—NETEVIRERE , 1455

T AP A Amazon Q FF X

& AWS 2R, BREZER

. S5 Amazon Q FF & &

B,

—NR RN RAERF B

NH. BXEZER , BZH
MyApplications 7 AWS#4+
AT o

— I HTERERE , ATEE
BT EBAFiRENEE
RE , SFEEFNIXE. BX
EZER  FEAEES 1%
B

#TBY AWS Console Home A
FRE, SEATETEER
RAEEWN/ N4 AWS RS
REFRX. BXEZEE , F
ZRAERADMEE

A AWS Management Console

EEREAENES. BXE
ZEE , BZRAEXR AWS
Management Consolefi&

ill]

[¢]

AWS CloudShell \FR3TFF
AWS Management Console
#1217 AWS CLI 5. X

B

2024 5 H29H

202311 A 29 H

2022 4 A6 H

20222 A 25H

2021 ¥4 A1 H

2021 £3 A 22 H

M7 1.0 80



AWS Management Console INRES)

B iR H HA
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CloudShell,
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AWS RiEFR
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https://docs.aws.amazon.com/glossary/latest/reference/glos-chap.html
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