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Amazon S3 REREZF—FETRENERE , N bucket BUR , BMITE bucket, WERBETE LT B
ERREASE (KPP, AP, ABNBKEAF ) I IT®RIEBilling Conductor.

=~

E&EF Billing Conductor E T # RN KRB , 25 AWS Billing Conductor EF FIREY R =B,
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<?xml version="1.0" encoding="UTF-8"7?>
<AccessControlPolicy xmlns="http://Billing Conductor.amazonaws.com/doc/2006-03-01/">
<Owner>
<ID>cldaexampleaaf850ea79cf04301f33d72579fd1611c97f7ded193374c0bl163b6</1D>
<DisplayName>john-doe</DisplayName>
</Owner>
<AccessControllList>
<Grant>
<Grantee xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="Canonical User">
<ID>cldaexampleaaf850ea79cf04301f33d72579fd1611c97f7ded193374c0bl63b6</1D>
<DisplayName>john-doe</DisplayName>
</Grantee>
<Permission>FULL_CONTROL</Permission>
</Grant>
</AccessControlList>
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BR billingconductor:* IR\ , BIZEMMNFE pricing:DescribeServices , } B3I
SRFAMK PRI REIKFEZE organizations: ListAccounts,

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "billingconductor:*",
"Resource": "*"

I

{

"Effect": "Allow",
"Action": [
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"organizations:ListAccounts",
"organizations:DescribeAccount"

1,
"Resource": "*"
},
{
"Effect": "Allow",
"Action": "pricing:DescribeServices",
"Resource": "*"
}

BTFAMIRIT AWS CLI WA REREZH ANER AWS APl, R , RAFHRSREESR
MATHIAPIHR AR LB Y 3R 1F

BT REERANTEILRNR API
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "billingconductor:*",
"Resource": "*"
.
{
"Effect": "Allow",
"Action": "organizations:ListAccounts",
"Resource": "*"
}
]
}

& F 3¢ Billing Condoctor 1 &l & #9 R i1 | AR

FEERBlH |, BERFIAMSEEXS Biling Conductor & & # R R T5 B AR,

"Version": "2012-10-17",
"Statement": [

ET 508 RA 48



AWS it ZRISER AriEmE

{
"Effect": "Allow",
"Action": "billingconductor:List*",
"Resource": "*"

},

{
"Effect": "Allow",
"Action": "organizations:ListAccounts",
"Resource": "*"

.

{
"Effect": "Allow",
"Action": "pricing:DescribeServices",
"Resource": "*"

}
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{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"billing:ListBillingViews",
"aws-portal:ViewBilling"

1,

"Resource": "*"

}
]
}
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"Version": "2012-10-17",
"Statement": [
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{

"Effect": "Allow",

"Action": [
"billing:ListBillingViews",
"aws-portal:ViewBilling",
"cur:DescribeReportDefinitions"

]I

"Resource": "*"
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{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"organizations:ListRoots",
"organizations:ListOrganizationalUnitsForParent",
"organizations:ListChildren"

1,

"Resource": "*"

}
]
}
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"Version": "2012-10-17",
"Statement": [{
"Effect": "Deny",
"Action": [
"aws-portal:ModifyAccount",
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ce:
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ce:

ce:

ce:

ce:

cur:

-portal:ModifyBilling",
-portal:ModifyPaymentMethods",
-portal:ViewPaymentMethods",
-portal:ViewAccount",
GetClassic*",

:Validate*",

List*",

Get*",

Put*",

ListTaxRegistrations",
BatchPut*",
UpdateExemptions",
etier:Get*",

ments:Get*",

ments:List*",

ments:Update*",
ments:GetPaymentInstrument”,
ments:GetPaymentStatus",
chase-orders:ListPurchaseOrders",

solidatedbilling:Get*",
solidatedbilling:List*",
oicing:List*",

oicing:Get*",

ount:Get*",

ount:List*",
ount:CloseAccount"”,
ount:DisableRegion",
ount:EnableRegion",
ount:GetContactInformation",
ount:GetAccountInformation",
ount:PutContactInformation",
ling:GetBillingPreferences",
ling:GetContractInformation",
ling:GetCredits",
ling:RedeemCredits",
ling:Update*",
GetPreferences",

:UpdatePreferences"”,

GetReservationCoverage",
GetReservationPurchaseRecommendation",
GetReservationUtilization",
GetSavingsPlansCoverage",
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"ce:GetSavingsPlansPurchaseRecommendation",
"ce:GetSavingsPlansUtilization",
"ce:GetSavingsPlansUtilizationDetails",
"ce:ListSavingsPlansPurchaseRecommendationGeneration",
"ce:StartSavingsPlansPurchaseRecommendationGeneration",
"ce:UpdateNotificationSubscription"

1,

"Resource": "*"

1]
}
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AWS IEEXRBE : AWSBIllingConductorFullAccess

AWSBIllingConductorFullAccess £ & KB % F 37 Billing Cond AWS uctor %] & FAPIs. FF ] 5%l
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
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"billingconductor:*",
"organizations:ListAccounts",
"pricing:DescribeServices",

]

"Resource": "*"

AWS IEEXKRE : AWSBIillingConductorReadOnlyAccess

AWSBIllingConductorReadOnlyAccess £ & K& FX¢ Billing Cond AWS uctor 2% & fMAPIs. A F
ALEFENIEAE AWS it RIEERR. AP T LERI2IMBREIR.

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "BillingConductorReadOnly",

"Effect": "Allow",

"Action": [
"billingconductor:List*",
"organizations:ListAccounts",
"pricing:DescribeServices",
"billingconductor:GetBillingGroupCostReport"

1)

"Resource": "*"

}
]
}
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AWS Ik B I5ETE AR E LM  AWS Billing Conductor FFEA8R 2022 £ 3 A 29 H
BRE AWS EE RN

AWS Billing Conductor & F &R # 5K B 7~ 45

£}
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PRE| Amazon S3 FMEMIT4FE IP ek #Y U5 [B] A R

AR RGIBEM AP RT3 EFZE ST X RINITE Amazon S3 REMNNPR, BR , BRHLIEK
BRHHIEEN IP tutsEE,

AR RERIRT AT EBRMBPIARZ 4 (IPv4) IP #hit#Y 54.240.143.* SEE , BH -4 -
54.240.143.188,

#ZConditiontEREAIpAddressHINot IpAddress& - Maws :SourcelpftE®E , EEE—1
AWS BRMH4R, BAXERXHENELER , BSREERTEERH. Xtaws:sourcelplPv4E
FARECIDRETE. BXEZEE , B2 (IAMAFERE) #W IP it RHEER,

{

"Version": "2012-10-17",

"Id": "S3PolicyIdl",

"Statement": [

{

"Sid": "IPAllow",
"Effect": "Allow",
"Principal": "*",
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"Action": "s3:*",

"Resource": "arn:aws:s3:::examplebucket/*",

"Condition": {
"IpAddress": {"aws:Sourcelp": "54.240.143.0/24"},
"NotIpAddress": {"aws:Sourcelp": "54.240.143.188/32"}
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FEXMERT , Mateo HRMHEE R ERMERRE , LAFHMAEER Billing
Conductor:GetWidget ¥4E1AE my-example-Billing Conductor &R

AN AT iam : PassRole

MREWE —NEIR | RPLLRIAIT iam: PassRole B , MM EFHREUATEFABERRES
Billing Conductor,

BE AWS B AR AGBRKZEA1ZKRS , MTAREIRMNBSALIERSHEXAR, Nit,
BB MER T A BLEERSHINR.

WEEHERR 55



AWS i B ISER Fir 5
L L HWIAMA Fmarymajorsid £ A4l & 7 Billing Conductor R fTiRER , 2 HIU T RHIE
%o B2, RELANEERFZACHBTFHNRST ATHRITHIRE, Mary TEEFACKETRFHN
R,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMBERT , BIAEFH Mary B KB A I1T iam: PassRole #&1E,

MREEEFHLE , FHRREMNWAWS EER, ZHNEERRRMUEFZEZIEN A,

HAE ARV AWS K AR A B RIE B Billing Conductor B iR

IBAILBIE—NER®  UEEMKFFHNAPREALANARTUERZAGXKIFREHNER. &7
DEEEESEY , TUEEAG, ¥ TXHETRRNKRBERIHEEFFIR (ACLs) HRS , BRI
{55 A X L SR BE @) AR T 1 6] S8 1Y B R B9 A PR o

ETHRESZER , BZRAUATREA :

- E T % Billing Conductor 2 & XX IhEE , S5 AWS Billing Conductor 211a[ 5 IAM,

- ETHOMARENESHENERNIGRNE , ESE AMAFER) B AWS K mEAMIAMA
FPREFRMERE. AWS K
- BT ENMEE=FRMETEHERIGRNE AWS kP |, ESRIAMAF SRR EE=H1E
HiFER. AWS Ik
- ETHRUOMABIRE FHRIERBIHRNER , FSE AFER) PWRLINBESHRIENASRE
HIGRAXR (BREFHRIE) . IAM
- ETHREAACHNETRRAREHTERSIGRINXE , BSREIAMAFIEREIAMF B BEIKF %R
AR

7 * AWS i RIS BiRA b

BEREF AWS IKF AT, ATRAMNMENEEERS Y. B IETHTERREN B AWS
illing Conductor BYERA1EIR .

BiCIKIDFAM 2 56


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html

AWS it BRISER RAriEmE

AWS RAMER TR RS

AWS EAEMERBRRE QREEHN AWS ERABR , ARMESENKSEAXNMEITER. SO0KRE
HISEE AWS IKFHRERAN AWS = m, ERARENRENSHRBEASHNTHE. EFUEENX
“AWS BAMERBRKRE , ARPEIRERCEER.

AR AWS RANMERABRABRENESFELR , FEMA (RAFEABRIBEER) -

{# Fid % AWS Billing Conductor API3&iEF AWS CloudTrail

AWS Billing Conductor 5 —IRSS £ AWS CloudTrail , ZRFREAF. A=K AWS RS E B
AWS illing Conductor 1 RELHVIRERIEF. CloudTrail £ AWS i+ &R IEE N FTEAPIRILIEIR W E
., WIRHPHIBFERE B AWS illing Conductor 12 & #9 R A 3T AWS i 2 151 AP IR /ERY S
HA, MRELIRBE , ML AR CloudTrail EHIFL&EME Amazon S3 F## , 813 Billing
Conducto AWS r WE#H., MREKREERER , SRR L CloudTrail EHI AW “SHHEIERK" H
EERFNEHN. FRHKENEER CloudTrail , A LAFER B AWS illing Conductor X HHER, &
HIERAY IP bk, #REH 7TiER, [AREHBERUAREMFHAESS.

ET7HMEZ{EE CloudTrail , 52 {AWS CloudTrail HF1E®E) -

AWS Billing Conductor CloudTrail &4

AE9 E R T 5 Billing and Cost Management #85% CloudTrail WEBE#H TR IR,

EHER EX

AssociateAccounts 18K P 50k 8 48 19 < Bk,

Associate EREMHAN SEMNITRIEIREK

PricingRules

AutoAssoc ORI S5k 8 A0 B3 KBk,

iateAccount

AutoDisas IBRET —NKE BN B3 BUEIK - 50K % 40 < BREVER o
sociateAccount

BatchAsso EXERSETEEEITEHLEREK,

ciateReso

AWS EAMERBERIRE 57


https://docs.aws.amazon.com/cur/latest/userguide/what-is-cur.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html

AWS it g R

RAriEmE

EHER

urcesToCu
stomLineItem

BatchDisa
ssociateR
esourcesF
romCustom
LineItem

CreateBil
lingGroup

CreateCus
tomLineItem

CreatePricingPlan
CreatePricingRule

DeleteBil
lingGroup

DeleteCus
tomLineItem

DeletePricingPlan
DeletePricingRule

Disassoci
ateAccounts

Disassoci
atePricingRules

ListAccou
ntAssociations

ERRAREBE D L EE ST 2T B #EBRRERV TR

BRI B AN BETR,

IEFEEST R SIRER.

IEFREM TR A9 BB
IEFREMNH N B 6 ZER

103K 22 4 A9 IR BR o

15 B E ST B TR ER 1B R o

IEFEMN TR B MIBR.
1EFTE M AL B9 M BR o
1E3RIK 7 Sk 2 4H Y BUHE R BB R o

IEFRENAN S E M 1T R B BUERBRAER

IEFXIKE A FIKS 1D K95 EARER.

CloudTrail B&

58



AWS it g R

RAriEmE

EHER

ListBilli
ngGroupCo
stReports

ListBillingGroups

ListCusto
mLineItems

ListCusto
mLineItem
Versions

ListPricingPlans

ListPrici
ngPlansAs
sociatedWw
ithPricingRule

ListPricingRules

ListPrici
ngRulesAs
sociatedT
oPricingPlan

ListResou
rcesAssoc
iatedToCu
stomLineltem

ListTagsF
orResource

TagResource

EX

1050 K 52 43 SEBR AWS 2% R Y 177 1B X BR

IC K2 5 A K 2 4R B9 177 B A BR o

IERKEBHAX B E TR E 87 R R,

IR BE AT 851 B M8y 75 R AR

IC R 2 B AN EN TR 7 R R
IEFN & ENHN R ER B E M 1T 28 15 B AR

IC RN 2 B HA AT E I B9 175 R A PR
IEFX EEY TR B9 E AN B 75 B A PR

IEFXN 5 B E T 23 E RERAY R U5 RIAUR.

18Xt B RAR 25 /Y 175 R A PR

IEF AR EFRERYIRER,

CloudTrail B&

59



AWS it BRISER RAriEmE

EHEWN EX

UpdateBil DR HWERH
lingGroup

UpdateCus BREEIT RN ER.
tomLineItem

UpdatePricingPlan  EREMITRIBEH.

UpdatePricingRule  BREMHNEEH,

AWS Tk #1541 7 {5 B2 TF CloudTrail

CloudTrail ZE&AIE2K S~ AWS KF REZEMNKS LB M. % B AWS illing Conductor & 4 5E3)
B, ZEN 5 HM AWS RS CloudTrall E#—RIEREBHAELIERKH ., BAUEHREE. BEM
THEHREXENSH AWS KF, BXEZER , BZHAEASHMLIEREE CloudTrail 4,

ERZILFENEH AWS kP |, @3 Billing Conduct AWS or WE# | FHIEZRIR. REAY
CloudTrail ¥ B &34 # 2| Amazon S3 F#EiE. FURERT , EEF AP RIRRBERICFAR |, WIRER
BRNATFAE AWS Xig, RERIERE AWS 2 XHFEXENEHS | H A EXHEEIREEN
Amazon S3 7M. LA\, BAILEEH M AWS RS , Mt —F 2L CloudTrail BEFIKE
NEAEBIE. BXEZEE  BSRATIRE :

- BIERERICFER

« CloudTrail 3K RS MERK

« AUTHEIEETSFHSNSEX CloudTrail

- BUCkESZMbXH CloudTrail BEXXHMERCRE ZMNKF B CloudTrail A EXH

B AWS It BRI5EREER (KAWS £I5ZE GAPIZZ) 183% CloudTrail HiZRER,

BENEHFIAEKKXEBIEERENBERVARGE. FREEEHTEBEUATAR :
« EREAMEMA root E R AWS Identity and Access Management (IAM) B F &R % H,

- BREFAACERKEAFNIGRNZEEEREHN,

- BREAHHM AWS RS K.

CloudTrail B& 60


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/billingconductor/latest/APIReference

AWS it BRISER RAriEmE

BXEZEER , HZ R CloudTrail userldentity st

T # B AWS illing Conducto

BERER—MEE , AFSSH4ERNBEXHEHmIEEERN Amazon S3 7. CloudTrail B &34
BE—NEENMNAEFERE. BHRAKRKREBEMRENEMER , BB XFERWRE. BEN BB
B, BRSHBENFER. CloudTrail BEXH TR ARAPIEANEFHRRE , HtelIFTREM
HEMIRF HI

N

EF&H

» AutoAssociateAccount

» CreateBillingGroup

AutoAssociateAccount
LT RBIE R T ERIZAutoAssociateAccounti#/ER CloudTrail B&E% B,
"eventVersion": "1.09",

"userIdentity": {
"accountId": "111122223333",

"invokedBy": "billingconductor.amazonaws.com"
},
"eventTime": "2024-02-23T00:22:0872",
"eventSource": "billingconductor.amazonaws.com",
"eventName": "AutoAssociateAccount",
"awsRegion": "us-east-1",
"sourceIPAddress": "billingconductor.amazonaws.com",
"userAgent": "billingconductor.amazonaws.com",

"requestParameters": null,
"responseElements": null,
"requestID": "1lv14d239-fe63-4d2b-b3cd-450905b6c33",
"eventID": "14536982-geff-4fe8-bh18-f18jde35218d0",
"readOnly": false,
"eventType": "AwsServiceEvent",
"managementEvent": true,
"recipientAccountId": "111122223333",
"serviceEventDetails": {
"requestParameters": {
"Arn": "arn:aws:billingconductor::111122223333:billinggroup/444455556666",
"AccountIds": [
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"333333333333"

3,
"responseElements": {
"Arn": "arn:aws:billingconductor::111122223333:billinggroup/444455556666"

}I

"eventCategory": "Management"

CreateBillingGroup

TR RBIERT ERZCreateBillingGroupi®/E/Y CloudTrail HE% B

"eventVersion": "1.08",

"userIdentity": {
"accountId":"111122223333",
"accessKeyId":"ASIAIOSFODNN7EXAMPLE"

},

"eventTime": "2024-01-24T20:30:03Z2",
"eventSource": "billingconductor.amazonaws.com",
"eventName": "CreateBillingGroup",

"awsRegion": "us-east-1",

"sourceIPAddress": "100.100.10.10",

"userAgent": "aws-internal/3 aws-sdk-java/1.11.465
Linux/4.9.124-0.1.ac.198.73.329.metall.x86_64 Open]DK_64-Bit_Server_VM/25.192-b12
java/1.8.0_192",

"requestParameters": {

"PrimaryAccountId": "444455556666",
"ComputationPreference": {
"PricingPlanArn": "arn:aws:billingconductor::111122223333:pricingplan/
TqeITi5Bgh"
},
"X-Amzn-Client-Token": "32aafb5s-e5b6-47f5-9795-3a69935e9da4",
"AccountGrouping": {
"LinkedAccountIds": [
"444455556666",
"111122223333"

iy

"Name": "xxxn

iy

"responseElements": {

CloudTrail B&
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"Access-Control-Expose-Headers": "x-amzn-RequestId,x-amzn-ErrorType, x-amzn-
ErrorMessage,Date",
"Arn": "arn:aws:billingconductor::111122223333:billinggroup/444455556666"

iy
"requestID": "fb26ae47-3510-a833-98fe-3dc0@f602gbs9",

"eventID": "3ab70d86-c63e-46fd8d-a33s-ce2970441a8",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",
"eventCategory": '"Management"
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