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4 2 AWS CloudFormation Guard ?

AWS CloudFormation Guard & — &I REE R policy-as-codei#fE TE, Guard S 1T5ME (CLI) 12
#t 7 — % simple-to-use$FE T FAMIES (DSL) , THTIRBERTIANRB, I, BETBUE
FACLITF SR IEX LA N UF £ ¥ 9 B L HIJSONRYAMLEE, Guard Fi2 T —PMAERN £ Tl
R L ATRIEZENANRERTIEZET,

Guard R &KIE CloudFormation AR B MIBEZH A TFHWEHE. B AMEA cin-lint TEXERE
B ITHRRE,

Guard FEM RS B imB 51T, #RATLAE CloudFormation Hook 31T BR 5% 25 i 16 i A58 &l
17, ERERTLA PR IE R EHIRE,

£ % AWS CloudFormation Guard FF AW FMEE |, S5 Guard GitHub 7,

£

- IRRE—IXEA Guard G ?

- BIIPRE

- A CloudFormation £ FHIBH#F
- FRIEE

. BEXE

REE—XREH Guard 1§ ?
MBAREEWER Cuard , RINEWE AR EUTES -

« BEBEDT — AT NEUNARE Guard, A Guard , BRI LUEA Guard feEFRKMHMN| , DSLHEIE

X LA EEH JSON YAML-h-#& AL E ML 3R
« REEBEIAN— ATRHE T REREAN 9 FHES.

« WHEDHAN— ARFTRATHABWES , BT HENANURIEENREEMBEIT , HBREL
AY AL 36 UE S8R YAML-E JSON-#& X S5 19 (L B

« WRIFEFHF AN U ABIE— AT FANR T WARE SN IEERE YAML-5 JSON-#EH{LEE
sz,

« BOCLIZZE—ATNEELHARAMBHCLL,

YR25E—IXERM Guard 1§ ? 1


https://github.com/aws-cloudformation/cfn-python-lint
https://github.com/aws-cloudformation/cloudformation-guard/
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= ab
ZTIheE

F /A Guard , B UEE RN KB IFEMISONRYAMLE R LW EB{LEiE , 8FEETRETF AWS
CloudFormation #&#X. Guard XX KR EMEA end-to-endiFESEE. MMEUA T LS FIHES
A

- FPAMSAEBMEAY (£ ) — RERARELAZL2EENRETRAKEAN , BiIFEMIZHE
ENRES (1aC) REMIREMRFZHE, Bl , ERILAKIE CloudFormation 4k, CloudFormation
B, JSONET Terraform E’\JEEEXC#FE}Z Kubernetes Bt &

- D@@ etective SREFMEM M — WA EEELIEE (CMDB) &IRH— 3t , H10 AWS Config&
FEEBHIE (Cls), #ltn , FA& AR LR Guard K& AWS Config ClsRIFE ISR BB EIR
AWS FIEAWS BFRHVIRES , RNREEPWERTHAHTRIEE.

- BERL-EBEZIBARERARLZEMN, Hl0, REFFXEMNEKIE CloudFormation ZEE , LA LE
SR RERNER , HIAEEHA Amazon DynamoDB &K,

AT CloudFormation £4F R B5 1A

YRATLAE A CloudFormation Guard ¥ #]4E Hook in CloudFormation Hooks., CloudFormation Hooks
AREFIRIE CloudFormation 812, FEHFTEkMlBREIELLR AWS Cloud Control AP| S| B EFIREZRTE
B FI 1T Guard N, Hooks I HREHN R REEFSALNZ S, BEMBRA ML RIERE,

B A4 A Guard B4 Gu CloudFormation ard Hook i 4{E 8. , 551 H ooks A ISR T 4R
B3 MK IEG B AWS CloudFormation 59 #9 %R .

S ‘—J %'ik:ll

EHREIDSLMNG S , XNLEETCLI, BXEL%E Guard WEECLI , BSHEREEZT,
4 2

REXE

WERBAN , HEAGEANEEGANGT S BEq]. EFAIFMN AT BEME LS N,

EDIheE 2


https://docs.aws.amazon.com/cloudformation-cli/latest/hooks-userguide/guard-hooks-write-rules.html
https://docs.aws.amazon.com/cloudformation-cli/latest/hooks-userguide/guard-hooks-write-rules.html
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i%Zi& AWS CloudFormation Guard

AWS CloudFormation Guard @ —MNFRWSITRE (CLI) ERAERMET —fEL£HN. BETHMNIE
5, ATRERBEANFREXEANBIEELEN LD EEHISONFYAMLEE, XEHMN AR ER
E&#%, EAMEMXNLRRRES . ERCI2EBBETURTERAREBHNEMED, F

mn, RA] SA00 2R A SR AR 4] 28 48 72 ELAEAR AP XS 0 22 19 YU 5 52h 6] B2 7246 AR S5 (Amazon S3) 17 it
1T##, CloudFormation

LT EBR AR A E AR RAERS TN AWS Lambda ZIEEZR % Guard KIE &

hY

EFH

Z#ERATF Linux  macOS ¥ Guard
o REFERAT Windows RIBhH
« f¥ Guard #E8 AWS Lambda IhEE&R %

2 FE AT Linux 1 macOS 89 Guard

YRT] LAE B 0 e ¥ 2 AWS CloudFormation Guard B9 % 1T ik =3t %324 Cargo = Homebrew £ Linux
M macOS L#=%,

MT e R AY R AT AR =3 I X & 2% Guard

SER LA T S ERM TR S A 89 — 3t I 34 &3 Guard.

1. AR, RARETUATHS.

curl --proto '=https' --tlsvl.2 -sSf https://raw.githubusercontent.com/aws-
cloudformation/cloudformation-guard/main/install-guard.sh | sh

2. BITUATHESRIZELEHPATHEE,
export PATH=~/.guard/bin:$PATH
SR BERIWELET Guard HiRE TPATHEE,

( Wik ) E#IA Guard WZ%E |, HETUTHS

o

ERAT Linux M macOS
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RAriEmE

cfn-qguard --version

ZETRIRE L TR

cfn-qguard 3.0.0

Cargo = Rust B EEZ. TRUATHRHKLE Rust , HFZE Cargo. RfF
Cargo,.

—

MARETUTHRS , ARRRBRRE LA RAZE Rust,
curl --proto '=https' --tlsvl.2 -sSf https://sh.rustup.rs | sh
« (T ) XF Ubuntu K | BETUTHS

sudo apt-get update; sudo apt install build-essential

T#H,

2. BEEMPATHIMEZE K REETT

X

source $HOME/.cargo/env

3. REKT Cargo 5 , BITU T HXRZ% Guard,
cargo install cfn-guard

g8 . {RELKINEET Guard,

« (%) EWIA Guard WRE , BETUTHS,
cfn-qguard --version
Zaw S HREL T H .

cfn-qguard 3.0.0

% Guard from

!

H

7o

yii
i
5
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M Homebrew &% Guard

Homebrew & —FEEH F macOS # Linux WEH I EEES., STHRA TS EKZEZE Homebrew, A&
j& , M\ Homebrew # %% Guard,

1. MRIFETUTHS , ARRBRE LHIHBAZE Homebrew,

/bin/bash -c "$(curl -fsSL https://raw.githubusercontent.com/Homebrew/install/HEAD/
install.sh)"

L TanvXRZEZ%E Guard,

J

2. RET Homebrew g , 1=%

brew install cloudformation-guard

S8R - RELHKIIZE T Guards
. ( Ak ) EHBIA Guard WE%E |, FETUA TS,

cfn-qguard --version
ZaSRE T,

cfn-qguard 3.0.0

L% 5&E A F Windows BIFE3H

YRATLAEE Cargo 5 Ch AWS CloudFormation Guard ocolatey # Windows £ %%,

FRFMF

EESGSITREME Guard , XM EHEEA T Visual Studio 2019 WHET R,

1. M Visual Studio 2019 My T E WU £ REHMER Visual C++ WETE,
2. BAOZRERER , ABREBRRIAME,

M Homebrew %% Guard 5


https://visualstudio.microsoft.com/downloads/#build-tools-for-visual-studio-2019
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RAriEmE

BRI FHH

Cargo = Rust @& 2. THUTHREZE Rust
Cargoo.

1. T Rust RF1=2T rustup-init.exe,
2. EWmTRRAT , &FE 1, XRRIAED,

ZER TR E L T .

Rust is installed now. Great!

, HAa#E Cargo. A5 , E%& Guard from

To get started you may need to restart your current shell.
This would reload its PATH environment variable to include

Cargo's bin directory (%USERPROFILE%\.

Press the Enter key to continue.

3. EXHZRE, HEKEnter &,
4. RET Cargo [ , BT T HREE Guard,

cargo install cfn-guard

“£R . RELRIEET Guard,

« (W% ) EWIA Guard WRE | BEITUT
cfn-guard --version
ZI SRR E LA T 5,

cfn-guard 3.0.0

Z %K B Chocolatey B5F 2

cargo\bin).

Chocolatey £ —FGEMA F Windows 43 EER, TRUTSB®EE Chocolatey, R , BEX

B Chocolatey Y Guard,

RESHBL


https://forge.rust-lang.org/infra/other-installation-methods.html#other-ways-to-install-rustup
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1. EREBAXIEEZZE Chocolat ey
2. REKT Chocolatey 5 , BITA TSR %L%E Guard,

choco install cloudformation-guard

SR RELRYELET Guard,
« (i) EWIA Guard WEE , BETUTHS.
cfn-guard --version
ZotERE T,

cfn-guard 3.0.0

5 Guard ¥EN AWS Lambda ThEEZR%E

YRAT LA AWS CloudFormation Guard &i¥ Rust 342 E 2§ Cargo #1T& %, Guard as a function
(cfn-guard-lambda) 2E %t Guard (cfn-guard) WEERF K , JAE Lambda AWS Lambda
B,

FRFH
£ Guard ¥E Lambda BREILE 2 Bl , LABUR BT ERF M
« AWS Command Line Interface (AWS CLI) Bti& T ZBEMIFA Lambda HBHNR. EXEZEELE ,

BSEEE AWS CLI,

« AWS Identity and Access Management (IAM) F#9 AWS Lambda W iTA®., BXEZEE | iF
FJAWS Lambda AT A&,

« 7£ CentOS/ RHEL 3B |, Fmusl-libcRH4BEFEERMEMRN yym BLEF. RTHREZE
B , 2 ngompa /musl-libc,

™

Z% Rust HH-BEES
Cargo = Rust @ E#Eg. THRUTFRKEZE Rust , HFEF Cargo,

1. MNEAWRESTUTHT  REREFF LAUBEZE Rust,

ER— AWS Lambda E#k 7


https://chocolatey.org/install
https://docs.aws.amazon.com/cli/latest/userguide/cli-chap-configure.html
https://docs.aws.amazon.com/lambda/latest/dg/lambda-intro-execution-role.html
https://copr.fedorainfracloud.org/coprs/ngompa/musl-libc/
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curl --proto '=https' --tlsvl.2 -sSf https://sh.rustup.rs | sh
e  (®%E) XF Ubuntu 3B | FETUATH R,

sudo apt-get update; sudo apt install build-essential

2. BIRMPATHIRETE , RAREITUATH T,

source $HOME/.cargo/env

*f Guard £%& N Lambda BI#K ( Linux, macOS = Unix )

EfF Guard Z% N Lambda B , EEHRA TSR,

1. EENBSKKLEETHUTHES,
cargo install cfn-guard-lambda
- (WiE ) EWIANY Guard %R Lambda B, BETAT @R,
cfn-guard-lambda --version
ZanHRORE A T 5 .

cfn-guard-lambda 3.0.0

2. EREmus1IXE  HETUAT®HS.

rustup target add x86_64-unknown-linux-musl

3. EAWEmus]l , REELHKPETUTHT.

cargo build --release --target x86_64-unknown-linux-musl

NFEELEITHR , AWS Lambda FEE—/NAM N EBE.zip XfFbootstrap Y AT 1T,
FFERM cfn-lambda A HITXHEWE N , bootstrapREFERME.zip TR,

¥F Guard #E Lambda B &% 8


https://docs.aws.amazon.com/lambda/latest/dg/runtimes-custom.html
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RAriEmE

«  XF macOS ¥#3E |, I Rust T B WI1R B K 6| B 8K = Y Bl B T4

config

[target.x86_64-unknown-linux-musl]
linker = "x86_64-1inux-musl-gcc"

4. H#EFlcfn-guard-lambdaiR B %o

cd ~/.cargo/bin/cfn-guard-lambda

5. HZWHEBITUTHT,

cp ./../target/x86_64-unknown-linux-musl/release/cfn-guard-lambda
zip lambda.zip bootstrap && rm bootstrap

6. BITUT@&SEcfn-guardfER Lambda BEEUIR R B EHIMKF

aws lambda create-function --function-name cfnGuard \
--handler guard.handler \
--zip-file fileb://./lambda.zip \
--runtime provided \
--role arn:aws:iam: :444455556666:r0le/your_lambda_execution_role \
--environment Variables={RUST_BACKTRACE=1} \
--tracing-config Mode=Active

¥9%# Guard FFHEERN Lambda EHBUE1T
EifH{Ecfn-guard-lambda}y Lambda BREURRM , BETUTH T,

aws lambda invoke --function-name cfnGuard \
--payload '{"data":"input data","rules":["rulel","rule2"]1}' \
output.json

@A Lambda BEERE W
cfn-guard-lambdaEBREELUTFE :

 data— YAML SJSONE R F RF & i 4~
* rules— MMEXHHYZRFHRAE

~/.cargo/

./bootstrap &&

ERFHIZIT
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£/ Guard FN &Y SoRZ A+ H LR

AAE RO TR DR Guard 1£55 , BI#tXY JSON YAML-SE XL BIERE . WAMBIERN, 1
A, ERBESWARVESL | ER T WARERSIREEAN,

£
FREH

- EABT AN ELR

- E4E AWS CloudFormation Guard #1I

« & AWS CloudFormation Guard il

« #R#E AWS CloudFormation Guard #1 I 3 ilF 5 A $k &

TR

FEEA Guard HFEES (DSL) mERBEAN 28] , MMELE Guard S HITRE (). CLIEXES
B8, BF5H REB I,

{52 A B 37 B 00 |y A8k

£/ Guard it , BEERITUTIR :

1. EA JSON-8{ YAML- &I EIRBH# TR,

2. REEIRBAN., EXEZEER , B5H FEEIMNN,

3. £ Guard test W FRIEZHANRBEMBIZT. BEXETNENESZER , FANHED
AN,

4. £/ Guard validate S IRBEMNMANE ISR JSON YAML-S-BRNHIE. EXEZES
BES P REFEHF NI R A BIE,

B4{E AWS CloudFormation Guard 0|

£ AWS CloudFormation Guard , $LIFi =2 policy-as-code# N, &EA Guard FHiFEES (DSL)
HBEAN |, B LURIEIX LEAE S REIEEH YAML-3 JSON-E XN EIE. AN BRREAR.

ZAI LU A Guard /EMNMNREFDSLEIERAEAXHT RE VAR H4F,

TR 10
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RAriEmE

RSB SN FRERRI —PMHANE, AN ERVFIEE AR Z NN AR JSON
YAML--1& AV B3R

F&

)

« EFAREAER

« EFAPEASER

« ETAREABEER
- EHERK

FERTETEANNSER

E X Guard EFIIE

£ Guard AP o BN AEE
EHREHAMNIR AWS CloudFormation Guard
HEATHITEERATENFA

T4

FARITELERNA true (PASS) & false (FAIL) WA RFKIAN ., FTABZAFEA-TEERRLELRH N
B, EAFANENMERHITEEN —TEER.

— AR B

LT —rnfaitaEESTcpBlockedPorts2E N ZE,

InputParameters.TcpBlockedPorts not empty

LT —rnFaif{hiZExecutionRoleAtnEM R E N FHFH,

Properties.ExecutionRoleArn is_string

— B HF I8 =B

LT =3t &l F 9% iZBucketName B R BB E

Properties.BucketName != /(?i)encrypted/

LA Z#t 4 FaifftiZReadCapacityUnitsB R EF/ N FHZET 5,000,

F&Bencrypted , TiE AR NEWM,

4
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Properties.ProvisionedThroughput.ReadCapacityUnits <= 5000

®E Guard # N FAIMIEE

<query> <operator> [query|value literal] [custom message]

STEAN F AR

query

BAUR () 7RARER , BTEASERHE. EWREXTUSEREREIAREMEN T
£, TURERNSTRLAZTE  IHEERATURE—XEN , AREANENEMLAEIAEN , X
BIEF T AR E WS R

BXRREEANRENESRFEE  BERENEANMRIL,

operator

—NEENRN—HHEERN , IEDREERVRS, ZTEEFNEY (LHS) #AREH , A
(RHS) MR EHHENF,

RN -AEEST === (ZF )P (FEF) = ( AXF) | ( KFRETF ) |<= (DMF) | (I F
HEFT ) |IIN(E [x. y. zHBRIIERAP] <

TEN—TTIEER : exists|empty | is_string||is_list|is_struct not(!)

query|value literal

BHRIFNEXF , flilstringsHinteger(64),

XEFWEXF :

- MIERKEER : string, . integer(64), float(64), bool, char regex
- FiBATXREinteger(64)float(64), HcharSEENETAEEERE , R7-H
« r[<lower_limit>, <upper_limit>] , BEBEANFBEREUTREXKHEM

B : lower_limit <= k <= upper_limit
« r[<lower_limit>, <upper_limit>), BEHRAFBREUTREXKH T
{8 : lower_limit <= k < upper_limit

¥4
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« r(<lower_limit>, <upper_limit>] , BHHEANFEUTREXKWEM
B : lower_limit < k <= upper_limit
e r(<lower_limit>, <upper_limit>), XKRREMHBEEUTRIAXKIVE : lower_limit
< k < upper_limit

- MERESWBIERNXERBA (RS ). Fl

{ "my-map": { "nested-maps": [ { "key": 10, "value": 20 } 1 } }
o RBRBGRBRBMAXRBENHA

%FE  BRHN ; ER-TEEFNNSE

custom message

REEXFANEENFZHSE, WHEE R"EvalidateMtestw THFEMABME T , ATATERES
i 20 R S AE Ay HL 1T

ETARERAER
BXBEEANES , BSLEYERAFLANE Guard AN T HEANE AL E,
ETAPEAEER

LAF 2Rl CloudFormation #4x , Template-1fTemplate-2, A TETIBFNEZERFNER , K
THHRABERMNFISE 7T XEREIER,

-1
Resources:
S3Bucket:
Type: "AWS::S3::Bucket"
Properties:
BucketName: "MyServiceS3Bucket"
BucketEncryption:

ServerSideEncryptionConfiguration:
- ServerSideEncryptionByDefault:
SSEAlgorithm: 'aws:kms'
KMSMasterKeyID: 'arn:aws:kms:us-
east-1:123456789:key/056ea50b-1013-3907-8617-c93e474e400"

EFAREREN 13
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Tags:
- Key: "stage"
Value: "prod"
- Key: "service"
Value: "myService"

BiR-2

Resources:
NewVolume:
Type: AWS::EC2::Volume
Properties:
Size: 100
VolumeType: iol
Iops: 100
AvailabilityZone:
Fn::Select:
-0
- Fn::GetAZs: us-east-1
Tags:
- Key: environment
Value: test
DeletionPolicy: Snapshot

£ H — Tz B/ F A=A

« empty— REEERBNE, BRETUEACKREEAREESIRUEHFESE  RNEHRLXE
BES. (RTRERAERREFNREERARBTENLTZEZZNE (") AXRESERE , TSR EXE
WA IE ko

DT FOREEFRIEENLT — I RSMEF. CHUHHARPASSH , BRRELT EHEB%E ID
S3Bucket MyTemplate-1&R,

Resources !empty

AT FARERENSIBucket BRENL T — MRS ML, EMITELERPASSH , ABRE
FTemplate-1R/iZTagsEMENLS3Bucket TAMRE,

Resources.S3Bucket.Properties.Tags !empty

c exists— REBXIAHNNEBHREHEEHBETLUARKE = null,

EFATRAERE 14
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LT FaRERBNEN TZBucketEncryptionES3Bucket, EMITELERPASSH |, E
FBucketEncryption2fES3BucketFENH, Template-1

Resources.S3Bucket.Properties.BucketEncryption exists

(® Note

EBARMABIER , emptyFlnot existsBEtrueNiItELERRERDEM

B, flm  MRKRENERTE L ZProperties&#B2S3Bucket , MiZF4a
#IResources.S3Bucket.Properties.Tag emptyltEBL RN, trueexistsHemptys
EFSEHREERERXEANISONEHBR. AN TFABEHERRER , TERE
XL E R

« is_string— REBRXHINNERRE NstringRE,

LT FAaRERABNS3Bucket ®RMBucketName BHIEE T FRFEE, THITELRPASSH |,
K #EBucketName®H Template-1187E 7 FRF&E{E " "MyServiceS3Bucket",

Resources.S3Bucket.Properties.BucketName is_string
« is_list— REGREIANEARETNListRE,

UTFAREREBNS3BucketBRMTagsBHIEE T 5%R, EMNITESERPASSH , RAEFIEE
THMNEEX, Tags Template-1

Resources.S3Bucket.Properties.Tags is_list
« is_struct— REBRXHNHVEHREHREWLEIEE.

LT FaRERBNSIBucket BIRMBucketEncryptionBHEE T 411k
BiE. ©HITELERPASSH , B ABucketEncryption2 M (object )
BServerSideEncryptionConfigurationTemplate-1BHEAIEEN,

EFAREREEY 15
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® Note

ERERMEIRES , T ( not ) BERSis_stringis_list, MiBEis_structER/HF—
EEM,

B H = iz B/ T A=A

LT FaRERNFISIBucket BRBucketName B IS EWNE R ETemplate-18
EF M Hencrypt , T AXPMEWM, HITELERPASSH , ENEENFHESR
Fi"MyServiceS3Bucket" T BEF/HEencrypt,

Resources.S3Bucket.Properties.BucketName != /(?i)encrypt/

AT FaRENFHINewolumeRIRSizeBHEIEENETemplate- 2R B EHRETEEMA : 50 <=
Size <=200, ©HITELRPASSH , HN1002EEM, Size

Resources.NewVolume.Properties.Size IN r[50,200]

AT FaREHSRHINewVolumeBiFEVolumeType B HIEENE RS Template-2Hiolio2. ZHgp3.
THITESERPASSH , B NiolRIEEM. NewVolume

Resources.NewVolume.Properties.NewVolume.VolumeType IN [ 'iol', 'io2', 'gp3' ]

@ Note

AW AHHREERER T MAFEATHEERIDsS3Bucket MW RRKEAZE
ffNewVolume, BREMBERAFLENH , JUEEMIZREENRB (1aC) ERPEED
B, EREFEATERTENLHFIEAWS: :S3: :Bucket ®EHNERMAN , REANE R
A RResources.*[ Type == ‘AWS::S3::Bucket’ J. BXEZEER , HSRENEH
FiEE , THREXAZENFMAEES , HX W cloudformation-guard GitHub F#EEFH T~
HWEES

EFafERAEESCHE

FEUTREIF , W FATemplate-28E—%BESEE,

EFaAPERBEBEER 16
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Resources.NewVolume.Properties.Size IN r[50,200]
<<

EC2Volume size must be between 50 and 200,

not including 50 and 200
>>

Resources.NewVolume.Properties.VolumeType IN [ 'iol', 'io2', 'gp3' ] <<Allowed Volume
Types are iol, io2, and gp3>>

BHER

# Guard # , BEMITLNEANFIBEAER (FRandB8 ) ET-—NMFaABRASE. FSHAMN
TRAl

# clause_A ~ clause_B ~ clause_C
clause_A
clause_B
clause_C

WA BAE A disjunction FFAST—NFAEH , FEREFE— N FAMor |ORREEE,

<query> <operator> [query|value literal] [custom message] [or]|OR]

£ Guard FA% , BEATASEE , AR TAER. RPAVNTUEXAUTESERH () = false ()
and|AND ¥ A ( —/ of or |OR sPASS ) B4 &, true FAILIXELFEAELE .

LT RBERT FARNREIRF,

# (clause_E v clause_F) ~ clause_G
clause_E OR clause_F
clause_G

# (clause_H v clause_I) ~ (clause_J v clause_K)
clause_H OR

clause_I

clause_J OR

clause_K

# (clause_L v clause_M v clause_N) ~ clause_0O
clause_L OR
clause_M OR

>

SHER 17


https://en.wikipedia.org/wiki/Conjunctive_normal_form

AWS CloudFormation Guard

RAriEmE

clause_N
clause_0

FIEETZ RN FaETemplate- 10 FERERBITHS,

Resources.S3Bucket.
Resources.S3Bucket.
Resources.S3Bucket.
Resources.S3Bucket.
Resources.S3Bucket.
Resources.S3Bucket.

Properties.
Properties.
Properties.
Properties.
Properties.
Properties.

fE AT A T AR TR

REM—ARXNFI, REFANFERTEKNEEATNAES. B=HRENFR

. BHXHR
« whenB i
o TRBHNR

BifXIR

FSFLT RO,

BucketName is_string
BucketName != /(?i)encrypt/
BucketEncryption exists
BucketEncryption is_struct
Tags is_list

Tags l!empty

LUTRETIZ RO FATemplate-1, ERAFEH T4,

Resources.S3Bucket.
Resources.S3Bucket.
Resources.S3Bucket.
Resources.S3Bucket.
Resources.S3Bucket.
Resources.S3Bucket.

Properties.
Properties.
Properties.
Properties.
Properties.
Properties.

BucketName is_string
BucketName != /(?i)encrypt/
BucketEncryption exists
BucketEncryption is_struct
Tags is_list

Tags lempty

BN TAPNHIEARGTABREEN, BIEAERR , EUURSAESY  FEKR—EAEFHEE
NEERBEENEXTFINTRENESEYE, TURBHEENTIE , DT ROIFR.

Resources.S3Bucket.Properties {
BucketName is_string
BucketName != /(?i)encrypt/
BucketEncryption exists

BucketEncryption is_struct

ERTETIERNE TR
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Tags is_list
Tags lempty

EEARD RPN ERHARAN FARE LT X,
EXFEAARNEZER , FSEBEGZ N,
whenZ

{RA]LAE A T REZR M T fwhen TR |, EEAMT,

when <condition> {
Guard_rule_1
Guard_rule_2

whenXBF R RwhenXRHVE R, conditionBFIEHM, XNHEWFREFNIFMHERHN true (PASS)
B, X AR T,

LT RETH RFlwhenthTemplate-1,

when Resources.S3Bucket.Properties.BucketName is_string {
Resources.S3Bucket.Properties.BucketName != /(?i)encrypt/

}

NYRNIEENENZRFER , T 21T Ewhen B F4, BucketName N REEHRHIParametersEp
25| A TBucketName RIEEEWE , WA T RAIFAR , MF21FEiZwhenRP Y F4],

Parameters:
S3BucketName:
Type: String

Resources:
S3Bucket:
Type: "AWS::S3::Bucket"
Properties:
BucketName:
Ref: S3BucketName

ERTETIERNE TR 19
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an A AR

BB —AAN (HNE ) BEEWR , RAREEMBAN 5| AXEERCIER , FHABEERAR,
wmAMMRR AU TR,

rule <rule name> [when <condition>] {
Guard_rule_1
Guard_rule_2

}

ruleX@FRRWERANROTT K,

rule nameR—MAXTENFASE , ATH —FRRWEANR, X2EHKMN Guard RN E
IR, EXMAZES , “REAN" —RSEFQ. EFR, whenRFGEHANR, AN BZFR
AATEREHEENANENTEER  XESHTEANRTEEFHA, ANEHRERUTHE
KXvalidatefltestan HiH PN KK LT3, ANBFHESXRAITFMEIRA ( PASSFAIL,
BHSKIP ) — R EREMAN MM ITEHEF. BESEUAT R,

# Sample output of an evaluation where checkl, check2, and check3 are rule names.
_Summary__ _ Report_ Overall File Status = **FAIL**

**PASS /****SKIP** **ryles**

checkl **SKIP**

check2 **PASS**

**FAILED rules**

check3 **FAIL**

& LAER AN B AREIEEwhen X BF MEARA R4 IT Mo B ANR,
BT RAEEmEHIIEH RfFlwheniR,

rule checkBucketNameStringValue when Resources.S3Bucket.Properties.BucketName is_string

{

Resources.S3Bucket.Properties.BucketName != /(?i)encrypt/

EARBANR , BALLEENNETERATAR.

rule checkBucketNameIsString {
Resources.S3Bucket.Properties.BucketName is_string

ERTETIERNE TR 20
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}

rule checkBucketNameStringValue when checkBucketNameIsString {
Resources.S3Bucket.Properties.BucketName != /(?i)encrypt/

}

BALESEERAGEMANRAFEEEAM Guard MU DA, ATRILMIF.

rule rule_name_A {
Guard_rule_1 OR
Guard_rule_2

rule rule_name_B {
Guard_rule_3
Guard_rule_4

rule rule_name_C {
rule_name_A OR rule_name_B

rule rule_name_D {
rule_name_A
rule_name_B

rule rule_name_E when rule_name_D {
Guard_rule_5
Guard_rule_6

E X Guard ERHTE

B

FENAREERUARERE Guard RN 7 A6 EAFFE,

RS

ofF

TR —NEHR AWS CloudFormation Guard B2, BABIEEZI Kkl £REUATEME
M

E X EBFHE 21
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o 42 AWS CloudFormation Guard ?
« BEEHN, £

EXNEWN

BERREARNBATRHEMREENHTER () 7RERERX, EAREA TN SERIEREXRE M

EHNFE. XERRTHMERN , EMN2ER—HE , RUTSQLERRENERE,

AT RHBIEHRTIE AWS CloudFormation #EAx 8 ZAWS : : IAM: :Role®iR,

Resources.*[ Type == 'AWS::IAM::Role' ]

EWEFUTEERRN

- HEAEXXEBAR , EANEIR () B BRI TEHRRER , Hi
ResourcesmProperties.Encrypted. IREFHNEMIBS 5~£ ANBIEFTE , Guard ¥
Sl R FEEIR,

- EWPERBERF dot (.) B *BAZRANEHNFIEE.

- BN FEABABEERN dot (.) BAL[*IERZBANFTERS

- AILBEEAESHNEELRBRFEEFMEEES[]. TUBIUATAHARNBERES :
- datum PEREIANBEARES., THR L RFl .

WO [20, 21, 110, 190]

&L [{"Key": "Stage", "Value": "PROD"}, {"Key": "App", "Value":
"MyService"}]

- BA%MMNFTAE{ER Resources. *

- FAEREREFSGWMRE—NES , TUNPHE—STFEE, FSFEUTRE

let all_resources = Resource.* # query let iam_resources = %resources[ Type ==

IAM/ ] # filter from query results let managed_policies = %iam_resources[ Type == /
ManagedPolicy/ ] # further refinements %managed_policies { # traversing each value
# do something with each }

LA 2 R4 CloudFormation # 4R A R

Resources:

TE L B M
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RAriEmE

SampleRole:
Type: AWS::IAM::Role

SampleInstance:
Type: AWS::EC2::Instance

SampleVPC:
Type: AWS::EC2::VPC

SampleSubnetl:
Type: AWS::EC2::Subnet

SampleSubnet2:
Type: AWS::EC2::Subnet

ETFHER , BB RN SampleRole , IEFEHNHZAERN, Type: AWS::IAM::Role

Resources:
SampleRole:
Type: AWS::IAM::Role

LA RHIE R TResources. *[ Typ
=T

- Type: AWS::IAM::Role

15

0N

ALUEAERN —ERENT :

s AEEFEENR , METUEYSSI AXELTERFEAERNER,

« EEWZEER - MIXNENEEERIT R,
- EENEREELRFARTLER,

NEEHBEN
Guard ERHELAETEAN—XHEEZERE, H< Guard #N
B

"AWS: :IAM: :Role' JAYAMLBREXRTHWERER

TENEZEE , BESHEE Guard #

TE L B M
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BALLRERSRATE , IHERATUEE—XEN , ARHE Guard AANKEM I AEN. &
X

RUTZEBETRY  XETEWMERR T AT EETCHERFRE,
#
# Simple query assignment
#

let resources = Resources.* # All resources

#

# A more complex query here (this will be explained below)
#

let iam_policies_allowing_log_creates = Resources.*[
Type in [/IAM::Policy/, /IAM::ManagedPolicy/]
some Properties.PolicyDocument.Statement[*] {

some Action[*] == 'cloudwatch:CreatelLogGroup'
Effect == 'Allow'

EEENSEAENNEEFNE

Guard XFEEZRBEEALERIZT. EUTREIP , whentEREIF CloudFormation iR F R EIHF
ANAWS: :EC2: :VolumeBRMEncryptedVolumeType, HAvailabilityZone®EH# T,

let ec2_volumes = Resources.*[ Type == 'AWS::EC2::Volume' ]

when %ec2_volumes !empty {
%ec2_volumes {
Properties {
Encrypted == true
VolumeType in ['gp2', 'gp3']
AvailabilityZone in ['us-west-2b', 'us-west-2c']

EERIT F AR LR
Guard R XFFFHERFENERLRN -0, flW , BSRAUATAR.

let resources = Resources.*

E X EBFHE 24
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some %resources.Properties.Tags[*].Key == /PROD$/
some %resources.Properties.Tags[*].Value == /AApp/

ERIENROIF |, B REARTHOFENFA ( AsomeXBFIFK ) AN MU 78 , #RRDIFIT
L1:8

8 — RHEAMKRRETR
BWEZ , Bi—FHEROAN RO T AHFERTU TR,

let resources = Resources.*

some %resources.Properties.Tags[*] {
Key == /PROD$/
Value == /~App/

HREAFESHNENTaglE , FFEBHESTHNEEERTLER, i—THFINESEANX
AN FRRITIRL TG, ZRILT R A

Resources:
MyResource:

Properties:
Tags:
- Key: EndPROD
Value: NotAppStart
- Key: NotPRODEnd
Value: AppStart

F—MEXNFANITEERAPASS, RIEF—HERANE—NT49
Bt , . ResourcesPropertiesTags. M TEESEKeyHEE{ENotPRODENdSTRHAEPRODA
Ui

Resources:
MyResource:

Properties:
Tags:

TE L B M 25
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- Key: EndPROD
Value: NotAppStart

- Key: NotPRODENnd
Value: AppStart

F—REANE-NFAHBEM, Resources, PropertiesTags., MMERESEValuetflt
ElAppStart. &R , FE-NFARIMIH,

BRI RPASS.

B2, FRESHITEERN T, ¥ FE/TagslE , EattBRKeyfValue BT
Bt ; NotAppStart A TRl HINotPRODENdE R LHEL,

Resources:
MyResource:

Properties:
Tags:
- Key: EndPROD
Value: NotAppStart
- Key: NotPRODEnd
Value: AppStart

BT i h &R ©EM Key == /PROD$/Value == /App/ , EILEERTR. Hit , &R
RFAIL,

® Note

ERAESH , RNEBUEEELBRESHFEBIAZNSNMENEARTAEN, NRESR—
ArBE , WERBLBRENEYE  NEAREFIER.

BHLERMABREZRK

FIEERAEMKIRE—MESIR, BRHWEMAIBS , FlaDR8, HRmERSINKAE (Tags: [1) 8
ZZEH , AFBEEZ#E (Resources: {}) MittENRAE , HIESBRZRE R

ERBURER TG T A , AIARRERBEANKY. E—HNHIAREEWHERENLIRRF,
ERTRIERRE , SRS KRERBF A,

TE L B M 26



AWS CloudFormation Guard AriEE

LTXRAMEEREZTHERARX.

« MRERTEERR , WEANIUTEERNFAIL , RERBRFFABITERNFAIL,

- HERSBEXLMWERFERI{ "Resources": {} }, EMITELERANFAIL , REXWREKF4
witERFAIL,

- IREREERFEXESERNACENRER , WEAFERZER , AR XREF .

EEWTEATIEESR
B PR ERRG LR AMSEBIFEN Guard TH. UTFRERMLEN.

<query> <operator> [query|value literal] [message] [or|OR]

FERAFEEE/E AWS CloudFormation Guard #N At |, FiZEATES :

- FRAERZEEEX () CNF EHF4.
« EFITLEESMNER (and) F4.
- BEERNFAZEMERorXxBFRIEESE (01).

LT RENERTERAMDE T,

resourceType == 'AWS::EC2::SecurityGroup'
InputParameters.TcpBlockedPorts not empty

InputParameters.TcpBlockedPorts[*] {

this in r(100, 400] or
this in r(4000, 65535]

£ R F AENEEIRE

BRI UNEREENARIE, HEATUNEZNATHARECEREUESHEsecurityGroups:
[....]. BHAUNEANATRE K SRHHEARENES. EUNEAFINAETIRE (SEERE
BRER ) #TMHE,

M CloudFormation #iR P ZFEEERRRE , BEEAUTERER,

Resources.*[ Type == 'AWS::IAM::Role' ]

E X EBFHE 27
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Z&ifJResources. *IRE i AResourcesB o HFEFEEMNFIEE. W THHNRAERMAENER , &
WREIUTHR.

- Type: AWS::IAM::Role

- %;Ee: AWS: :EC2::Instance
- %;Ee: AWS: :EC2::VPC

- %;Ee: AWS::EC2: :Subnet

- Type: AWS::EC2::Subnet
WE , WEXMNEENATIER. TENRHERType == AWS: :IAM: :Role, AT RMNAMIERRFH
Eifm .

- Type: AWS::IAM::Role

BTk, REZFPAWS: : IAM: :Role B REH,

let all_resources = Resources.*
let all_iam_roles = %all_resources[ Type == 'AWS::IAM::Role' ]

AR RIEFEPTEAWS : : IAM: :ManagedPolicy#iRAWS : : IAM: : Policy MR I IEE R =B,

Resources.*[
Type in [ /IAM::Policy/,
/IAM: :ManagedPolicy/ 1]

AT RAREXERERREEREEPolicyDocumentE,

Resources. *[
Type in [ /IAM::Policy/,
/IAM: :ManagedPolicy/ ]
Properties.PolicyDocument exists

TE L B M 28
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HEESFNTIEES

ZEREUTAOMEOZEAHESM AWS Config BB B RO,

resourceType: 'AWS::EC2::SecurityGroup'
configuration:
ipPermissions:
- fromPort: 172
ipProtocol: tcp
toPort: 172
ipv4Ranges:
- cidrIp: 10.0.0.0/24
- cidrIp: 0.0.0.0/0
- fromPort: 89
ipProtocol: tcp

ipv6Ranges:

- cidrIpv6: '::/0'
toPort: 189
userIdGroupPairs: []
ipv4Ranges:

- cidrIp: 1.1.1.1/32

- fromPort: 89
ipProtocol: '-1'
toPort: 189
userIdGroupPairs: []
ipv4Ranges:

- cidrIp: 1.1.1.1/32
ipPermissionsEgress:

- ipProtocol: '-1'
ipv6Ranges: []
prefixListIds: []
userIdGroupPairs: []

ipv4Ranges:
- cidrIp: 0.0.0.0/0
ipRanges:
- 0.0.0.0/0
tags:
- key: Name

value: good-sg-delete-me
vpcIld: vpc-0123abcd
InputParameter:
TcpBlockedPorts:
- 3389

TE L B M
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- 20
- 21
- 110
- 143

FEBUATILR

« ipPermissions ( AOHN ) REERNHANES,
- BN EREF I EEWMipvsRangesHlZzEKipveRangesHIE M , A TISECIDRERIWES,

UEBMNEE-FAN |, EEAFREEM IP i AERNAAEACORLY , ARIEXLERANREFR RV
METCPEHBIMNRO,

MNEENERTDITTKEIPV4 , BT ROIFT R

configuration.ipPermissions[

#

# at least one ipv4Ranges equals ANY IPv4
#

some ipv4Ranges[*].cidrIp == '0.0.0.0/0'

EETXH , somex@BFZREM. MAEARSELASERTENENES. MAERT |, Guard
LTHMEERNEREQNFAAEESEREATE. B2  SMITHARATERREERTREN. ER

BLED M AT

ipv4Ranges:
- cidrlIp: 10.0.0.0/24
- cidrIp: 0.0.0.0/0 # any IP allowed

FHEM MEipvsRanges, HIEFMBipv4RangesBERETHER TN 0.0.0.0/0 IP ik, fREEF
BREEVE—MEALE0.0.0.0/0, {R&EF Guard , HEMEMNERRENE REBEELRR , B4
B NERUIMEE, someXBFEIF Guard BREREHHPH —IMHZMEERKREEE, MEE

BLEENERALERE , Guard H5IKHIR.
BETXRIPv6 , A0, AT RBIFRR.

configuration.ipPermissions[

#
# at-least-one ipv4Ranges equals ANY IPv4

30
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#

some ipv4Ranges[*].cidrIp == '0.0.0.0/0' or
#

# at-least-one ipv6Ranges contains ANY IPv6
#

some ipv6Ranges[*].cidrIpv6e == '::/0'

85, EUTRAIS | BIEHEERL2udp.

configuration.ipPermissions[

#
# at-least-one ipv4Ranges equals ANY IPv4
#
some ipv4Ranges[*].cidrIp == '0.0.0.0/0' or
#
# at-least-one ipv6Ranges contains ANY IPv6
#
some ipv6Ranges[*].cidrIpv6 == '::/0'
#
# and ipProtocol is not udp
#
ipProtocol != 'udp' ]
]
LT RTEARN,

rule any_ip_ingress_checks

{
let ports = InputParameter.TcpBlockedPorts[*]

let targets = configuration.ipPermissions[

#

# if either ipv4 or ipv6 that allows access from any address
#

some ipv4Ranges[*].cidrIp == '0.0.0.0/0' or

some ipv6Ranges[*].cidrIpv6 == '::/0'

#

# the ipProtocol is not UDP

#
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ipProtocol != 'udp' ]

when %targets !empty

{
%targets {
ipProtocol != '-1"
<<
result: NON_COMPLIANT
check_id: HUB_ID_2334
message: Any IP Protocol is allowed
>>
when fromPort exists
toPort exists
{
let each_target = this
%sports {
this < %each_target.fromPort or
this > %each_target.toPort
<<
result: NON_COMPLIANT
check_id: HUB_ID_2340
message: Blocked TCP port was allowed in range
>>
}
}
}
}

BRESSIESNRESRES

FRAEMZEENR (1aC) BRI , BUEELBE—1MES , HF s iiEERP Hib
SEMEI A, LUTR2ERT S EREERSS (AmazonECS) £55#9 R4l CloudFormation &
#RTaskRoleArn , HF @&t 5| ATaskArn, SIAMEEFFESIA,

Parameters:
TaskArn:
Type: String
Resources:
ecsTask:
Type: 'AWS::ECS::TaskDefinition'

TE L B M
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Metadata:
SharedExectionRole: allowed
Properties:
TaskRoleArn: 'arn:aws:....
ExecutionRoleArn: 'arn:aws:...

ecsTask2:
Type: 'AWS::ECS::TaskDefinition'
Metadata:
SharedExectionRole: allowed
Properties:
TaskRoleAzxn:
'Fn::GetAtt':
- iamRole
- Arn
ExecutionRoleArn: 'arn:aws:...2'
ecsTask3:
Type: 'AWS::ECS::TaskDefinition'
Metadata:
SharedExectionRole: allowed
Properties:
TaskRoleAzrn:
Ref: TaskArn
ExecutionRoleArn: 'arn:aws:...2'
iamRole:
Type: 'AWS::IAM::Role'
Properties:
PermissionsBoundary: 'arn:aws:...3'
-\lﬁ %)/:EU‘;L-FEiﬁJo
let ecs_tasks = Resources.*[ Type == 'AWS::ECS::TaskDefinition' ]

WERRENEESSERFIERTEROAAE=NAWS: :ECS: : TaskDefinition& iR,
ffecs_tasksBETaskRoleArnA 5| AW AR SHMSI A DT , AT REIFF R,

let ecs_tasks = Resources.*[ Type == 'AWS::ECS::TaskDefinition' ]

let ecs_tasks_role_direct_strings = %ecs_tasks[
Properties.TaskRoleArn is_string ]

let ecs_tasks_param_reference = %ecs_tasks[
Properties.TaskRoleArn. 'Ref' exists ]
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rule task_role_from_parameter_or_string {
%ecs_tasks_role_direct_strings !empty or
%ecs_tasks_param_reference !empty

rule disallow_non_local_references {
# Known issue for rule access: Custom message must start on the same line

not task_role_from_parameter_or_string
<<

result: NON_COMPLIANT

message: Task roles are not local to stack definition
>>

£ Guard B A 2B F 5| A

& 7] LATE AWS CloudFormation Guard I XX 9 ELEE , AFE#ETE Guard BN A 5| AEVE
Bo Guard TF—AHTEME, TERERITEN , XEKE Guard XEMRNZETRHFITEETE,

N

x*

PR
I
¥t
ffin

Ju
1
Wt
ffin

ZEFEAE
« SFEHN PR E R

TEEE
FEHletXBFVHRILEEHD EE?EEO Hiﬁ":ﬁ!l/izﬁﬁﬁﬂbﬁ/ NETZER, TEUUFEKEATEN
BANFIINEE. EUTRAIF , TEecs_task_definition_task_role_arnfFEEA RS

BB{HEarn:aws:iam:123456789012: role/my-role-nameo

let ecs_task_definition_task_role_arn = 'arn:aws:iam::123456789012:role/my-role-name’

ELLTRAIF |, TEecs_tasksfEfiE 7 1E AWS CloudFormation ik 18 &R
BAWS: :ECS: :TaskDefinition®EMNERLE R, EREHNAtecs_tasks , BALUSEFRXLE
REWNFRER,

let ecs_tasks = Resources.*[
Type == 'AWS::ECS::TaskDefinition'
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]

SIHZE
ER RIS RREI AEE,

BIEPMecs _task _definition_task _role arnZTERHIPEZETE |, LA LAE Guard #

N FAMquery|value literal#fsecs_task_definition_task_role_arn®#1T

5lF. ERAZSIAAHEN CloudFormation R F{E{ATAWS : :ECS: : TaskDefinition® iR
MTaskDefinitionArnEMiEENEEHRBSFRABEEarn: aws:iam: 123456789012 :role/my-
role-name,

Resources.*.Properties.TaskDefinitionArn == %ecs_task_definition_role_azrn

BIEFNecs_tasksTERHPDEEE , B LEERFIHT5 Aecs_tasks ( Hi
o , %ecs_tasks.Properties ) » B , Guard {&ZEE |, ecs_tasksREERARENERARIXE
., MREEBecs_tasksHEMNIIEFHEME , M| Guard 25| KR

(® Note
BAl, Guard T XHEBENEFERELPEIALE,

T EFERE

SEEREANNHPELNEEN TR Y, —IMEEBRAREE—MERABRER—R. B=1RAITHU
FAZE K HER=RNZEETH :

o MHR — BEEANXHTRERSR , ATERANXHOFRERANFEAXGHRETE, EMNXNENIX
R

EULTROIFN S HH | T
Eecs_task_definition_task_role_arnflecs_task_definition_execution_role_arnz

EXHRA B,

let ecs_task_definition_task_role_arn = 'arn:aws:iam::123456789012:role/my-task-role-
name'

let ecs_task_definition_execution_role_arn = 'arn:aws:iam::123456789012:ro0le/my-
execution-role-name'
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rule check_ecs_task_definition_task_role_arn

{

Resources.*.Properties.TaskRoleArn == %ecs_task_definition_task_role_arn

rule check_ecs_task_definition_execution_role_arn

{
Resources.*.Properties.ExecutionRoleArn ==
%ecs_task_definition_execution_role_arn

}
« ANEH — EwANGER , AURZEEMCNZFEANTIL, AN 2 ANEM5AELSFIHER.

FEUTREAMM S | 2
Becs_task_definition_task_role_arnflecs_task_definition_execution_role_arnz
ERNR BB, ecs_task_definition_task_role_arnR#E
fEcheck_ecs_task_definition_task_role_arn@&HMNF 5 H, BR
fEfEcheck_ecs_task_definition_execution_role_arn®mBMN 5| H
Zecs_task_definition_execution_role_arnZ g

rule check_ecs_task_definition_task_role_arn

{

let ecs_task_definition_task_role_arn = 'arn:aws:iam::123456789012:role/my-task-
role-name'

Resources.*.Properties.TaskRoleArn == %ecs_task_definition_task_role_arn
}

rule check_ecs_task_definition_execution_role_azrn
{

let ecs_task_definition_execution_role_arn = 'arn:aws:iam::123456789012:role/my-
execution-role-name'

Resources.*.Properties.ExecutionRoleArn ==
%ecs_task_definition_execution_role_arn

}

« REF — ER (HlwhenF 7 ) FFH , RETENNZBERTIL. KRZINEASIABLSH
%jﬁti%o

FEUTRAMN 4 | T

Eecs_task_definition_task_role_arnflecs_task_definition_execution_role_arnz
TER B AR B WAL EIAWS : :ECS: : TaskDefinition, &

HAEETEAWS: :ECS: : TaskDefinitionK &R EHEZ BHHNI 5|
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HAecs_task _definition_task_role_arnflecs_task _definition_execution_role_arn%®
=
=,

rule check_ecs_task_definition_task_role_arn
{

AWS: :ECS: :TaskDefinition

{

let ecs_task_definition_task_role_arn = 'arn:aws:iam::123456789012:role/my-
task-role-name'

Properties.TaskRoleArn == %ecs_task_definition_task_role_arn

rule check_ecs_task_definition_execution_role_arn
{

AWS: :ECS: :TaskDefinition

{

let ecs_task_definition_execution_role_arn = 'arn:aws:iam::123456789012:role/
my-execution-role-name'

Properties.ExecutionRoleArn == %ecs_task_definition_execution_role_azrn

ST R AN 34 3y 3 8 R
LTETRETZERSVHSREN R,
BARE

AT 2 — =¥l CloudFormation # 1R,

Resources:
EcsTask:
Type: 'AWS::ECS::TaskDefinition'
Properties:

TaskRoleArn: 'arn:aws:iam::123456789012:role/my-role-name'

HET B , B URE—NBRHHAN |, ZHRN
Alcheck_ecs_task_definition_task_role_arn®{RFTAAWS: :ECS: : TaskDefinitiont&ik
REMTaskRoleArnE I Narn:aws:iam: :123456789012: role/my-role-name,
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rule check_ecs_task_definition_task_role_arn

{

let ecs_task_definition_task_role_arn = 'arn:aws:iam::123456789012:role/my-role-
name'

Resources.*.Properties.TaskRoleArn == %ecs_task_definition_task_role_arn
}

EHNSBER , B Li#ii{tBecs_task _definition_task_role_arnAWMZEE , 3
NESEBESFARME arn:aws:iam: :123456789012: role/my-role-name', MM F
Alarn:aws:iam: :123456789012:role/my-role-namei@id 5| Aquery|value literal#f#
Ffecs_task_definition_task_role_arnZTEXRKWENEcsTaskBAIRTaskRoleArnBHIEE
WEEENIZE,

A B

AT B —/NR CloudFormation 14k,

Resources:
EcsTask:
Type: 'AWS::ECS::TaskDefinition'
Properties:

TaskRoleArn: 'arn:aws:iam::123456789012:role/my-role-name'

ETWER , BRI Bt EX recs_tasksSEERNAANEZE , HRERAPBEHRZE
EResources.*[ Type == 'AWS::ECS::TaskDefinition', Guard &% A
BRPHERE , HEEXXERRNEEecs_tasks, FREAIUEE—NE R

M| , check_ecs_task_definition_task_role_arn®8{RFTBEAWS: :ECS: :TaskDefinitioni&
B RPTaskRoleArnE 42 arn:aws:iam: : 123456789012 :role/my-role-name

let ecs_tasks = Resources.*[

Type == 'AWS::ECS::TaskDefinition'
]
rule check_ecs_task_definition_task_role_arn
{
%ecs_tasks.Properties.TaskRoleArn == 'arn:aws:iam::123456789012:r0le/my-role-name'
}
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N FHarn:aws:iam: :123456789012:role/my-role-namel@ 5| queryZ 4 A
Mecs_task_definition_task_role_arnTE&XRKENEcsTaskARETaskRoleArnBHIEEN
BERANZE.

58 &) AWS CloudFormation & #xft &

ERIKRE—NEEXNEFRAGIRA, EHROIF , RIMEET Guard BN |, AFRE ™ b2 &l
Amazon ECS FEME X F X,

AT 2 — Rl CloudFormation # 1R,

Resources:
EcsTask:
Type: 'AWS::ECS::TaskDefinition'
Properties:
TaskRoleArn:
'Fn::GetAtt': [TaskIamRole, Arn]
ExecutionRoleArn:
'Fn::GetAtt': [ExecutionIamRole, Arn]

TaskIamRole:
Type: 'AWS::IAM::Role'
Properties:
PermissionsBoundary: 'arn:aws:iam::123456789012:policy/MyExamplePolicy’

ExecutionIamRole:
Type: 'AWS::IAM::Role'
Properties:

PermissionsBoundary: 'arn:aws:iam::123456789012:policy/MyExamplePolicy"’

ETHER , RNEETUTANRBRBEXLER !

BARPHENAWS: :ECS: :TaskDefinitionBREFMMT —MES AT —MAITAE,
ELABFMITAER AWS Identity and Access Management (IAM) &,
AEERRPE L,

+ ZPermissionsBoundaryBHRAENAREEN,

# Select all Amazon ECS task definition resources from the template
let ecs_tasks = Resources.*[
Type == 'AWS::ECS::TaskDefinition'
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# Select a subset of task definitions whose specified value for the TaskRoleArn
property is an Fn::Gett-retrievable attribute
let task_role_refs = some %ecs_tasks.Properties.TaskRoleArn.'Fn::GetAtt'[0]

# Select a subset of TaskDefinitions whose specified value for the ExecutionRoleArn
property is an Fn::Gett-retrievable attribute
let execution_role_refs = some %ecs_tasks.Properties.ExecutionRoleArn.'Fn::GetAtt'[0]

# Verify requirement #1
rule all_ecs_tasks_must_have_task_end_execution_roles
when %ecs_tasks !empty

{

%ecs_tasks.Properties {
TaskRoleArn exists
ExecutionRoleArn exists

}

}

# Verify requirements #2 and #3
rule all_roles_are_local_and_type_IAM
when all_ecs_tasks_must_have_task_end_execution_roles

{
let task_iam_references = Resources.%task_role_refs
let execution_iam_reference = Resources.%execution_role_refs
when %task_iam_references !empty {
%task_iam_references.Type == 'AWS::IAM::Role'
}
when %execution_iam_reference !empty {
%sexecution_iam_reference.Type == 'AWS::IAM::Role'
}
}

# Verify requirement #4
rule check_role_have_permissions_boundary
when all_ecs_tasks_must_have_task_end_execution_roles

let task_iam_references = Resources.%task_role_refs
let execution_iam_reference = Resources.%execution_role_refs

when %task_iam_references !empty {
%task_iam_references.Properties.PermissionsBoundary exists
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}

when %execution_iam_reference !empty {
%sexecution_iam_reference.Properties.PermissionsBoundary exists

}

EHREGZIMNR AWS CloudFormation Guard

FERRERBHNIBRET AWS CloudFormation Guard , AT LA{ER A TR IR X :

« RHEBRR
« FESRAKH

EAXFRHEBXRAL SR NEA-BBEHTRETEAY  SHROSEANRFNTRNE
.

2

. SRR

- ZREEBAS
o RERMKHR R A K

FRFH
EHEMNTF T BB AR,
ZHHKBAS

EXMASHRP , MwhenRFBERNRO T ABFARBT —IRS M EMRERANREFIH
WEER. BUTRA Guard N XA B EFERFAEBKXRB B IMNR,

# Named-rule block, rule_name_A
rule rule_name_A {

Guard_rule_1

Guard_rule_2

[
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RAriEmE

# Example-1, Named-rule block, rule_name_B, takes a conditional dependency on
rule_name_A
rule rule_name_B when rule_name_A {
Guard_rule_3
Guard_rule_4

# Example-2, when block takes a conditional dependency on rule_name_A
when rule_name_A {

Guard_rule_3

Guard_rule_4

# Example-3, Named-rule block, rule_name_C, takes a conditional dependency on
rule_name_A ~ rule_name_B
rule rule_name_C when rule_name_A
rule_name_B {
Guard_rule_3
Guard_rule_4

# Example-4, Named-rule block, rule_name_D, takes a conditional dependency on
(rule_name_A v clause_A) ~ clause_B ” rule_name_B
rule rule_name_D when rule_name_A OR
clause_A
clause_B
rule_name_B {
Guard_rule_3
Guard_rule_4

R ENROIFNZHF |, AJEEExample- 1B TER ¢

« 1R rule_name_AIF{ERPASS , MIXt 2= SF EH N B 1TIFE. rule_name_B

« R rule_name_A¥{EAFAIL , MAIFFEE RN rule_name_BFIEMM, rule_name_Biffh

Ao SKIP

« R rule_name_A¥{EASKIP , MAiFAE KW rule_name_BFIEMM, rule_name_Biffh

Ao SKIP

BRE®EANR
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® Note

MBrule_name ABZRAFHKRB FITELERAWAN , NMASFAILKXAEX
frule _name_ AfER. SKIP

LTRRXBEAONMEAZEAFEENBENEEEEHRIEE (CMDB) BLE AWS Config T E KI7RH, 1t
RPERT RERBIAS.

rule check_resource_type_and_parameter {
resourceType == /AWS::EC2::SecurityGroup/
InputParameters.TcpBlockedPorts NOT EMPTY

rule check_parameter_validity when check_resource_type_and_parameter {
InputParameters.TcpBlockedPorts[*] {
this in r[0,65535]

rule check_ip_procotol_and_port_range_validity when check_parameter_validity {
let ports = InputParameters.TcpBlockedPorts[*]

#
# select all ipPermission instances that can be reached by ANY IP address
# IPv4 or IPv6 and not UDP

#

let configuration = configuration.ipPermissions[
some ipv4Ranges[*].cidrIp == "0.0.0.0/0" or
some ipv6Ranges[*].cidrIpv6 == "::/0"
ipProtocol != 'udp' ]

when %configuration !empty {
%sconfiguration {
ipProtocol != '-1"

when fromPort exists
toPort exists {
let ip_perm_block = this
%sports {
this < %ip_perm_block.fromPort or
this > %ip_perm_block.toPort
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ERIEMRHIS | check_parameter_validity# s ik
Fcheck_resource_type_and_parameter}check_ip_procotol_and_port_range_validity&
SR T . check_parameter_validityA T R4S EiRHANHWE BEEHIEE (CMDB) &

BT=

version: '1.3'
resourceType: "AWS::EC2::SecurityGroup'
resourceld: sg-12345678abcdefghi
configuration:
description: Delete-me-after-testing
groupName: good-sg-test-delete-me
ipPermissions:
- fromPort: 172
ipProtocol: tcp
ipv6Ranges: []
prefixListIds: []
toPort: 172
userIdGroupPairs: []
ipv4Ranges:
- cidrIp: 0.0.0.0/0
ipRanges:
- 0.0.0.0/0
- fromPort: 89
ipProtocol: tcp
ipv6Ranges:
- cidrIpv6: '::/0'
prefixListIds: []
toPort: 89
userIdGroupPairs: []
ipv4Ranges:
- cidrIp: 0.0.0.0/0
ipRanges:
- 0.0.0.0/0
ipPermissionsEgress:
- ipProtocol: '-1'
ipv6Ranges: []
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prefixListIds: []
userIdGroupPairs: []

ipv4Ranges:
- cidrIp: 0.0.0.0/0
ipRanges:
- 0.0.0.0/0
tags:
- key: Name

value: good-sg-delete-me
vpcIld: vpc-0123abcd
InputParameters:
TcpBlockedPorts:
- 3389
- 20
- 110
- 142
- 1434
- 5500
supplementaryConfiguration: {3}
resourceTransitionStatus: None

RERRBI R R A AL

EXMASHARP , XXRFBERANwhenRITEE - MRS N H M Guard ANBITELEREEHE
RRHME. MR AT LB BT 5 KW

# Named-rule block, rule_name_A, takes a correlational dependency on all of the Guard
rules encapsulated by the named-rule block
rule rule_name_A {
Guard_rule_1
Guard_rule_2

# when block takes a correlational dependency on all of the Guard rules encapsulated by
the when block
when condition {
Guard_rule_1
Guard_rule_2

N T BEIEBBRBAABRREK , FEFUATEIAN 4RO,
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#

# Allowed valid protocols for AWS::ElasticlLoadBalancingV2::Listener resources
#

let allowed_protocols = [ "HTTPS", "TLS" ]

let elbs = Resources.*[ Type == 'AWS::ElasticlLoadBalancingV2::Listener' ]

#
# If there are AWS::ElasticlLoadBalancingV2::Listener resources present, ensure that
they have protocols specified from the
# list of allowed protocols and that the Certificates property is not empty
#
rule ensure_all_elbs_are_secure when %elbs !empty {
%elbs.Properties {
Protocol in %allowed_protocols
Certificates !empty

#
# In addition to secure settings, ensure that AWS::ElasticlLoadBalancingV2::Listener
resources are private
#
rule ensure_elbs_are_internal_and_secure when %elbs !empty {
ensure_all_elbs_are_secure
%elbs.Properties.Scheme == 'internal'

EHEMNANZHF | ensure_elbs_are_internal_and_secureEHFHxMKHix
Fo ensure_all_elbs_are_securelA TR2AE LMK RHI CloudFormation 4R,

Resources:
ServicelBPubliclListener46709EAA:
Type: 'AWS::ElasticlLoadBalancingV2::Listener'
Properties:
Scheme: internal
Protocol: HTTPS
Certificates:
- CertificateArn: 'arn:aws:acm...
ServicelBPubliclListener4670GGG:
Type: 'AWS::ElasticlLoadBalancingV2::Listener'
Properties:
Scheme: internal
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Protocol: HTTPS
Certificates:
- CertificateArn: 'arn:aws:acm...'

RERTHRTHRRBAMEN T

AWS CloudFormation Guard ¥ a2 R1ED EHIFB#H 1T, Guard iITEEIZEBLERIEEN D
BiE  FRGENSIFS KRBT EABRENER, B , FESNTFARBRERESESRSGH
Tiffk. Guard BT —RMERNEBERRELEFA, ZoIBEFFERAESL , HEASZHx
Y #E B BUE 1T 1T 1

LT RH B AEM Kubernetes Pod BLEM RAI |, &Ea] LA E N A £ T XA,

apiVersion: vl
kind: Pod
metadata:

name: frontend
spec:

containers:

- name: app
image: 'images.my-company.example/app:v4'

resources:
requests:
memory: 64Mi
cpu: 0.25
limits:

memory: 128Mi
cpu: 0.5
- name: log-aggregator
image: 'images.my-company.example/log-aggregator:v6'

resources:
requests:
memory: 64Mi
cpu: 0.25
limits:
memory: 128Mi
cpu: 0.75

A LRE Guard FANRMMEXLEHSE, TEANXHE , ETXREMANE, UTE2RIEX
Pod A5 E #Y & 25 3K e BR B Y R F Ao
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# At this level, the root document is available for evaluation
#

#
# Our rule only evaluates for apiVersion == v1 and K8s kind is Pod
#
rule ensure_container_limits_are_enforced
when apiVersion == 'v1'
kind == 'Pod'

spec.containers[*] {
resources.limits {
#
# Ensure that cpu attribute is set
#

cpu exists
<<

Id: K8S_REC_18

Description: CPU limit must be set for the container
>>

#
# Ensure that memory attribute is set
#

memory exists
<<

Id: K8S_REC_22

Description: Memory limit must be set for the container
>>

F{hcontext AV B

EANIRE R , 2 AR LT XRTEEN X, MwhenFHH TR NapiVersionMkindEHTE
By AR ETX#ITHY, ERIEN RS  XEFANITEER Ntrue,

NE , BAsIET~HIFTspec. containers[*] RWBERENW, N TFRREMNEBIRER , LT XEE
LN, specRBBATRE , L TXEKXETL , WA T RAIFTR.

containers:
- name: app

FEERTHTHERBATEN T 48



AWS CloudFormation Guard AriEE

image: 'images.my-company.example/app:vé4'
resources:
requests:
memory: 64Mi
cpu: 0.25
limits:
memory: 128Mi
cpu: 0.5
- name: log-aggregator
image: 'images.my-company.example/log-aggregator:v6'

resources:
requests:
memory: 64Mi
cpu: 0.25
limits:
memory: 128Mi
cpu: 0.75

EFfcontainersEME , L TTXEREUT RHIH,

- name: app
image: 'images.my-company.example/app:vé4'
resources:
requests:
memory: 64Mi
cpu: 0.25
limits:
memory: 128Mi
cpu: 0.5

- name: log-aggregator
image: 'images.my-company.example/log-aggregator:vé6'

resources:
requests:
memory: 64Mi
cpu: 0.25
limits:
memory: 128Mi
cpu: 0.75

FEERTHTHERBATEN T 49



AWS CloudFormation Guard AriEE

T BRTRER

LA ERARERX[*INcontainersBMBAF T ENFAEEE LB, NARPWFNTEHITT
fhcontainers., EREMNRHMANFES , RPGENFIEL T ERBEETRELATRIENLE,
HPgalFaRWITERR , BIMBREL—K.

spec.containers[*] {

}

X TFERIEN , ETXERMENRSILNE,

(@ Note
M— PRSI HRERNZ[<integer>]1H[*]. B Al , Guard TXIEFXHENHRE[2. .4],

Wl
BE  EEIRANS  tEIRE, fln, MRRE-ABEE WA LURRBAEHEIZ U TH A

apiVersion: vl
kind: Pod
metadata:
name: frontend
spec:
containers:
name: app
image: images.my-company.example/app:v4
resources:
requests:
memory: "64Mi"
cpu: 0.25
limits:
memory: "128Mi"
cpu: 0.5
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MRBEBHTUESHA  FHEAEHNANERHBATLR. EaIENREH | ZEHANR and
containers[*] not containers., HGuardfUEZILEF R , GuardEE A HIEN S ERBITIE
o

@ Note

HEMESHAR  EREXNHAN FINHRENREN | FESLAERABARN, EIEFEREAN
{8 , Guard tBEEIE#iT(L,

fFA& ¥ spec.containers[*]1\¥& spec.containers

Guard EIREICHETENES. FHAXRERMspec.containers , EHNEFES S5 AN
Hcontainers , MARHEPHTER., FHKREMspec.containers[*] , ENEEPIENEN R
MR, BEHRTETEHRATRIENES N EN , BlIREEAX]RE,

thisATEIASmM L TXXE

£ BIE Guard BNt , WAIAMEASIA L TXEthis, BE , thisZRAWN , BAESELT

XHESE, I , this.apiVersionthis.kind, #M4fthis.specEEIRE FEH X, 8
tkZ Tthis.resources , BEEWE MEcontainers , #li/spec/containers/0/F/
spec/containers/1l., @# , this.cpu¥this.memoryMREIE|LPR , BE4AME , /spec/

containers/0/resources/limits#l/spec/containers/1/resources/limits,

ET—/NRHIF |, XEIEAR Kubernetes Pod BEEM NI T TEEURHEFER, this

rule ensure_container_limits_are_enforced
when this.apiVersion == 'v1'
this.kind == 'Pod'

this.spec.containers[*] {
this.resources.limits {
#
# Ensure that cpu attribute is set
#
this.cpu exists
<<
Id: K8S_REC_18

Description: CPU limit must be set for the container
>>
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#
# Ensure that memory attribute is set
#
this.memory exists
<<
Id: K8S_REC_22
Description: Memory limit must be set for the container
>>

BEFthisHABER. BR  EERARER , Zthiss|ARERRER , WL T REIFFR.

InputParameters.TcpBlockedPorts[*] {
this in r[@, 65535)
<<
result: NON_COMPLIANT

message: TcpBlockedPort not in range (@, 65535)
>>

EREMRAT | thisATFEASN NRAOE,
AR T HINEEIR this

EHREANMFaE , NEBEXthis ETXERSIATENSHI—LFE o BN, FRLLTEIT
ENmARE (48T ).

resourceType: "AWS::EC2::SecurityGroup'
InputParameters:
TcpBlockedPorts: [21, 22, 110]
configuration:
ipPermissions:
- fromPort: 172
ipProtocol: tcp
ipv6Ranges: []
prefixListIds: []
toPort: 172
userIdGroupPairs: []
ipv4Ranges:
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- cidrIp: "0.0.0.0/0"
- fromPort: 89
ipProtocol: tcp
ipv6Ranges:

- cidrIpv6: "::/0"
prefixListIds: []
toPort: 109
userIdGroupPairs: []
ipv4Ranges:

- cidrlIp: 10.2.0.0/24

HEX BT EAVERE TR , ATANSSHHER , BAEHERERRFATEXthis,.

rule check_ip_procotol_and_port_range_validity

{
#
# select all ipPermission instances that can be reached by ANY IP address
# IPv4 or IPv6 and not UDP
#
let any_ip_permissions = configuration.ipPermissions[
some ipv4Ranges[*].cidrIp == "0.0.0.0/0" or
some ipv6Ranges[*].cidrIpv6 == "::/0"
ipProtocol != 'udp' ]
when %any_ip_permissions !empty
{
%any_ip_permissions {
ipProtocol != '-1' # this here refers to each ipPermission instance
InputParameters.TcpBlockedPorts[*] {
fromPort > this or
toPort < this
<<
result: NON_COMPLIANT
message: Blocked TCP port was allowed in range
>>
}
}
}
}

ERRLRY , EEABMRENENMN X HFany_ip_ingress_check.guard , AXH B REFHK
Jip_ingress.yaml, RAfF , FAXEXHZ1TA Fvalidate® T,
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cfn-qguard validate -r any_ip_ingress_check.guard -d ip_ingress.yaml --show-clause-
failures

EUTHES , 5|BRREHLFZE InputParameters. TcpBlockedPorts[*]/
configuration/ipPermissions/@ME M /configuration/ipPermissions/1%&M.,

Clause #2 FAIL(Block[Location[file:any_ip_ingress_check.guard, line:17,
column:13]])

Attempting to retrieve array index or key from map at Path = /
configuration/ipPermissions/@, Type was not an array/object map, Remaining Query
InputParameters.TcpBlockedPorts[*]

Clause #3 FAIL(Block[Location[file:any_ip_ingress_check.guard, line:17,
column:13]])

Attempting to retrieve array index or key from map at Path = /
configuration/ipPermissions/1, Type was not an array/object map, Remaining Query
InputParameters.TcpBlockedPorts[*]

NTHRBEBLER  FERAthisEXSIHEEAN,

rule check_ip_procotol_and_port_range_validity

{
#
# select all ipPermission instances that can be reached by ANY IP address
# IPv4 or IPv6 and not UDP

#

let any_ip_permissions = this.configuration.ipPermissions[
some ipv4Ranges[*].cidrIp == "0.0.0.0/0" or
some ipv6Ranges[*].cidrIpv6 == "::/0"
ipProtocol != 'udp' ]

when %any_ip_permissions !empty
{
%any_ip_permissions {
this.ipProtocol != '-1' # this here refers to each ipPermission instance
this.InputParameters.TcpBlockedPorts[*] {
this.fromPort > this or
this.toPort < this

<<
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result: NON_COMPLIANT

message: Blocked TCP port was allowed in range
>>

this.InputParameterss5|AEEF I ENEMEany_ip_permissions, FELETE
HWERLIERCE N configuration.ipPermissionsfl, ZMEIRRREARRELRET
XInputParamatersf# 1T 3E , EInputParameters@ER L TXH,

REPBRIE S| ABHERABNEE , MU TR,

this.ipProtocol != '-1' # this here refers to each ipPermission instance
this.InputParameter.TcpBlockedPorts[*] { # ERROR referencing InputParameter off /
configuration/ipPermissions[*]
this.fromPort > this or # ERROR: implicit this refers to values inside /
InputParameter/TcpBlockedPorts[*]
this.toPort < this
<<
result: NON_COMPLIANT

message: Blocked TCP port was allowed in range
>>

thislEFMENMNROME[21, 22, 110] , BEtigfromPortfltoPort. E1&EE TIASRIEH
=,

B R fE A REEREE IR this

FHAEEXRIADEMSIAE, B% , InputParameter.TcpBlockedPorts2HA (18 ) L TXH

—E49. BInputParameter.TcpBlockedPortstHAIAMRHAINEMTERDE , ML T RABIFR
TNo

rule check_ip_procotol_and_port_range_validity
{
let ports = InputParameters.TcpBlockedPorts[*]
# ... cut off for illustrating change
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RAriEmE

R,

R D g —

rule check_ip_procotol_and_port_range_validity

{

Important: Assigning InputParameters.TcpBlockedPorts results in an ERROR.

We need to extract each port inside the array. The difference is the query
InputParameters.TcpBlockedPorts returns [[21, 20, 110]] whereas the query

InputParameters.TcpBlockedPorts[*] returns [21, 20, 110].

H OH HF OB H O

let ports = InputParameters.TcpBlockedPorts[*]

#
# select all ipPermission instances that can be reached by ANY IP address
# IPv4 or IPv6 and not UDP

#

let any_ip_permissions = configuration.ipPermissions[
some ipv4Ranges[*].cidrIp == "0.0.0.0/0" or
some ipv6Ranges[*].cidrIpv6 == "::/0"
ipProtocol != 'udp' ]

when %any_ip_permissions !empty

{
%any_ip_permissions {
this.ipProtocol != '-1' # this here refers to each ipPermission instance
%sports {
this.fromPort > this or
this.toPort < this
<<
result: NON_COMPLIANT
message: Blocked TCP port was allowed in range
>>
}
}
}

Xt AEBthis 5| AT R RESports,

B2, FFEHRREAREE , BEANEENESRportsMABHEIRNEI A UTRAER T M EREEIRE

51 M.

FEERTHTHERBATEN T
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rule check_ip_procotol_and_port_range_validity

{

Important: Assigning InputParameters.TcpBlockedPorts results in an ERROR.

We need to extract each port inside the array. The difference is the query
InputParameters.TcpBlockedPorts returns [[21, 20, 110]] whereas the query

InputParameters.TcpBlockedPorts[*] returns [21, 20, 110].

H OH HF OB H O

let ports = InputParameters.TcpBlockedPorts[*]

#
# select all ipPermission instances that can be reached by ANY IP address
# IPv4 or IPv6 and not UDP

#
let any_ip_permissions = configuration.ipPermissions[
#
# if either ipv4 or ipv6 that allows access from any address
#
some ipv4Ranges[*].cidrIp == '0.0.0.0/0' or
some ipv6Ranges[*].cidrIpvée == '::/0'
#
# the ipProtocol is not UDP
#
ipProtocol != 'udp' ]

when %any_ip_permissions !empty

{
%any_ip_permissions {
ipProtocol != '-1'
<<

result: NON_COMPLIANT

check_id: HUB_ID_2334

message: Any IP Protocol is allowed
>>

when fromPort exists
toPort exists

let each_any_ip_perm = this

%sports {
this < %each_any_ip_perm.fromPort or
this > %each_any_ip_perm.toPort

FEERTHTHERBATEN T
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<<

result: NON_COMPLIANT
check_id: HUB_ID_2340

message: Blocked TCP port was allowed in range
>>

ETXR , BRizfTizvalidate®m®, X—X , ERZET,

cfn-guard validate -r any_ip_ingress_check.guard -d ip_ingress.yaml --show-clause-
failures

LT RiZvalidatedn SR H.

Summary Report Overall File Status = PASS
PASS/SKIP rules
check_ip_procotol_and_port_range_validity PASS

ATMNRAZXHITEZREFESE , AT REERT BREAER.

resourceType: "AWS::EC2::SecurityGroup'
InputParameters:
TcpBlockedPorts: [21, 22, 90, 110]
configuration:
ipPermissions:
- fromPort: 172
ipProtocol: tcp
ipv6Ranges: []
prefixListIds: []
toPort: 172
userIdGroupPairs: []
ipv4Ranges:
- cidrIp: "0.0.0.0/0"
- fromPort: 89
ipProtocol: tcp
ipv6Ranges:
- cidrIpv6: "::/0"
prefixListIds: []
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toPort: 109
userIdGroupPairs: []
ipv4Ranges:

- cidrIp: 10.2.0.0/24

90 £ A FE{AIPVvEHE LR 89—109 SEE A . L TFRBIXIE{TiZvalidatedn S/EaMH .

Clause #3 FAIL(Clause(Location[file:any_ip_ingress_check.guard, line:43,
column:21], Check: _ LESS THAN %each_any_ip_perm.fromPort))
Comparing Int((Path("/InputParameters/TcpBlockedPorts/2"), 90))
with Int((Path("/configuration/ipPermissions/1/fromPort"), 89)) failed
(DEFAULT: NO_MESSAGE)
Clause #4 FAIL(Clause(Location[file:any_ip_ingress_check.guard, line:44,
column:21], Check: _ GREATER THAN %each_any_ip_perm.toPort))
Comparing Int((Path("/InputParameters/TcpBlockedPorts/2"), 90))
with Int((Path("/configuration/ipPermissions/1/toPort"), 109)) failed

result: NON_COMPLIANT

check_id: HUB_ID_2340

message: Blocked TCP port was allowed in
range

Mix AWS CloudFormation Guard #0

o] LAEA AWS CloudFormation Guard A& /Y & o MR AEZR SRS IE BB Guard B R B EFHE
1To ATRMETHXRUNMEE £ 7o S LR a0 58 F 1Z X 48T testan = AR N S4BV E LR
BN E TN B XS REBUTY B&Z— : .json, .JSON.jsn. .yaml., .YAML, =.yml,
FH3

. REFH

 Guard £ Juillis ST 48R

« Y®E Guard HLNE 7T SR E SR

FRFMF

"B Guard MNKFEENMARE, BXEZER  FEHA FEEINN,

pURER - eb A
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Guard £ Jt iz 32 481k

Guard # 7T X = JSON-5 YAML-#E XX , EHEEZ M AUKREE Guard AN T4
MNNTHE R, AUBSMEARIERENHE, RMNEBWEALENHREFEZERMA , REE
HZRMA T IHEES AN MZRBER.

A RINBWEFERAES_test.jsonH_tests.yamlReRE TN, i , mREF—A
ZRWHN X Hmy_rules.quard , B R B L TR X Hmy_rules_tests.yaml,

EE
THERTYAMLE AL HY 8 70 3 S 891 %o

- name: <TEST NAME>
input:
<SAMPLE INPUT>
expectations:
rules:
<RULE NAME>: [PASS|FAIL|SKIP]

&M
LA 2 Guard i X 4B E 4o
input

AT HEAAN BT, RIMNBWENSE XN AERZRwA , WL REIFR.

- name: MyTestl
input {3}

NFREMNE | FEm ABERINEN R,
PBE 2
expectations

BREENWMABFETIEBFEANNHTER. RTEFRANNTHERA , EEEE—I S
ENHARMN, FERBMBUAT Z2—

* PASS— HE XAV AT ZTH , MUNITEER N true,
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o FAIL— & XEHNMmABIEZ/TE , HUWITELE R false,
o SKIP— HEXWEWm ABIEZITH , ZANFBEAE,

expectations:
rules:
check_rest_api_is_private: PASS

"B Guard N 2 7T i 34 RO E Sk

LTRANWAN X Hapi_gateway_private.guard. LHMNE BEEZEKZE CloudFormation E iR
REXH A Amazon AP| Gateway BREBERERXRATIHETF R, EXQRERBTELE —FER
FRAATNELBFABE = 1TIHRE (VPC),

#

# Select all AWS::ApiGateway::RestApi resources

# present in the Resources section of the template.

#

let api_gws = Resources.*[ Type == 'AWS::ApiGateway::RestApi']
#

# Rule intent:
# 1) ALl AWS::ApiGateway::RestApi resources deployed must be private.

# 2) ALl AWS::ApiGateway::RestApi resources deployed must have at least one AWS
Identity and Access Management (IAM) policy condition key to allow access from a VPC.

#

# Expectations:

# 1) SKIP when there are no AWS::ApiGateway::RestApi resources in the template.

# 2) PASS when:

# ALL AWS::ApiGateway::RestApi resources in the template have
the EndpointConfiguration property set to Type: PRIVATE.
# ALL AWS::ApiGateway::RestApi resources in the template have one IAM condition key

specified in the Policy property with aws:sourceVpc or :SourceVpc.
# 3) FAIL otherwise.

rule check_rest_api_is_private when %api_gws !empty {
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%api_gws {
Properties.EndpointConfiguration.Types[*] == "PRIVATE"

rule check_rest_api_has_vpc_access when check_rest_api_is_private {
%api_gws {
Properties {
#
# ALL AWS: :ApiGateway::RestApi resources in the template have one IAM
condition key specified in the Policy property with
# aws:sourceVpc or :SourceVpc
#
some Policy.Statement[*] {
Condition.*[ keys == /aws:[sSJource(Vpc|VPC|Vpce|VPCE)/ ] 'empty

FCEGMA T E—IMANEH : TEWFTEAWS: : ApiGateway: :RestApi BRE LM EZFAE M

1. BIE—NEBRAWETNR X Hapi_gateway_private_tests.yaml , EFEEUTHHN R,
EENRF |, RmI—NZ=@wA , itz check_rest_api_is_private2dkd , BR%
BAWS: :ApiGateway: :RestApi&BRERB A,

- name: MyTestl
input: {3}
expectations:
rules:
check_rest_api_is_private: SKIP

2. EHtestT@TELKXAWBWPBTE—NPNIR, NF--rules-fileSH , BIRELWHN XA, Xt
F--test-datas ¥ , BERELHNE TN X4,

cfn-guard test \
--rules-file api_gateway_private.guard \
--test-data api_gateway_private_tests.yaml \

F— xR R4 R EPASS,
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Test Case #1
Name: "MyTestl"
PASS Rules:
check_rest_api_is_private: Expected = SKIP, Evaluated = SKIP

3. MEMETMHNARRME —NMUR,. HE , FUAETET BRESREZER. ATRERH
Mapi_gateway_private_tests.yamlX#.

- name: MyTestl
input: {3}
expectations:
rules:
check_rest_api_is_private: SKIP
- name: MyTest2
input:
Resources: {}
expectations:
rules:
check_rest_api_is_private: SKIP

4. testfERAEHFHE T XHFIZ1T,

cfn-guard test \
--rules-file api_gateway_private.guard \
--test-data api_gateway_private_tests.yaml \

8RR 4 R EZPASS,

Test Case #1
Name: "MyTestl"
PASS Rules:

check_rest_api_is_private: Expected = SKIP, Evaluated = SKIP
Test Case #2
Name: "MyTest2"
PASS Rules:
check_rest_api_is_private: Expected = SKIP, Evaluated = SKIP

5. HEXMNANHHRERMFENNIR. FUHCEY BESEATARE !

. RIEEBMMAWS: :ApiGateway: :RestApi &R,
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® Note
XAR—NEMH CloudFormation 1R , B 2ENMEX FHEAEIRAE A |, Nt iZH N
BREEEIEBEEA.

it R G A, ®RRIEEIZEndpointConfiguration®H , R KRGFHIZE
JIPRIVATE,

« —FPAWS: :ApiGateway: :RestApi&iR , EHEE—1TEH ,
HEndpointConfiguration@BMi& BN , PRIVATEEHTARAE KK IBAMKRFTREE X
B, FitienitEgEd,

AT REH Y8 7T i 324

- name: MyTestl
input: {3}
expectations:
rules:
check_rest_api_is_private: SKIP
- name: MyTest2
input:
Resources: {}
expectations:
rules:
check_rest_api_is_private: SKIP
- name: MyTest3
input:
Resources:
apiGw:
Type: AWS::ApiGateway::RestApi
expectations:
rules:
check_xrest_api_is_private: FAIL
- name: MyTest4
input:
Resources:
apiGw:
Type: AWS::ApiGateway::RestApi
Properties:
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6.

7.

EndpointConfiguration:

Types: "PRIVATE"

expectations:
rules:

check_rest_api_is_private:

testEAEFMNE TN XHE1T,

cfn-guard test \

--rules-file api_gateway_private.guard \

PASS

--test-data api_gateway_private_tests.yaml \

B=NEREFAIL , FENE R EPASS,

Test Case #1
Name: "MyTestl"
PASS Rules:

check_rest_api_is_private:

Test Case #2
Name: "MyTest2"
PASS Rules:

check_rest_api_is_private:

Test Case #3
Name: "MyTest3"
PASS Rules:

check_rest_api_is_private:

Test Case #4
Name: "MyTest4"
PASS Rules:

check_rest_api_is_private:

Expected

Expected

Expected

Expected

SKIP,

SKIP,

FAIL,

PASS,

Evaluated

Evaluated

Evaluated

Evaluated

SKIP

SKIP

FAIL

PASS

FEEANANXHFEREN R 1—3, RBRBLNIANFN E T, AT REHE TN

o

#- name: MyTestl

# input: {3}
# expectations:
# rules:
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# check_rest_api_is_private_and_has_access: SKIP
#- name: MyTest2

# input:

# Resources: {}

# expectations:

# rules:

# check_rest_api_is_private_and_has_access: SKIP
#- name: MyTest3

# input:

# Resources:

# apiGw:

# Type: AWS::ApiGateway: :RestApi

# expectations:

# rules:

# check_rest_api_is_private_and_has_access: FAIL

- name: MyTest4

input:
Resources:
apiGw:
Type: AWS::ApiGateway: :RestApi
Properties:
EndpointConfiguration:
Types: "PRIVATE"
expectations:
rules:

check_rest_api_is_private: PASS

8. fEM--verboseff& , HEARFETtestd TREEBITEER. FHN LT XX TEFFMERE
Mo EXMBERT , ERHTHERNA LSBT IAKL I H G HPASSE RV IFHER.

cfn-guard test \
--rules-file api_gateway_private.guard \
--test-data api_gateway_private_tests.yaml \
--verbose

X2 BB ITH R o

Test Case #1
Name: "MyTest4"
PASS Rules:
check_rest_api_is_private: Expected = PASS, Evaluated = PASS
Rule(check_rest_api_is_private, PASS)
| Message: DEFAULT MESSAGE(PASS)
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Condition(check_rest_api_is_private, PASS)
| Message: DEFAULT MESSAGE(PASS)
Clause(Clause(Location[file:api_gateway_private.gquard, line:20, column:37],
Check: %api_gws NOT EMPTY ), PASS)
| From: Map((Path("/Resources/apiGw"), MapValue { keys:
[String((Path("/Resources/apiGw/Type"), "Type")), String((Path("/Resources/
apiGw/Properties"), "Properties"))], values: {"Type": String((Path("/Resources/
apiGw/Type"), "AWS::ApiGateway::RestApi")), "Properties": Map((Path("/
Resources/apiGw/Properties"), MapValue { keys: [String((Path("/Resources/
apiGw/Properties/EndpointConfiguration"), "EndpointConfiguration"))],
values: {"EndpointConfiguration": Map((Path("/Resources/apiGw/Properties/
EndpointConfiguration"), MapValue { keys: [String((Path("/Resources/apiGw/
Properties/EndpointConfiguration/Types"), "Types"))], values: {"Types":
String((Path("/Resources/apiGw/Properties/EndpointConfiguration/Types"),
"PRIVATE"))} 1))} 1))} 1))
| Message: (DEFAULT: NO_MESSAGE)
Conjunction(cfn_guard: :rules::exprs::GuardClause, PASS)
| Message: DEFAULT MESSAGE(PASS)
Clause(Clause(Location[file:api_gateway_private.gquard, line:22, column:5],
Check: Properties.EndpointConfiguration.Types[*] EQUALS String("PRIVATE")), PASS)
| Message: (DEFAULT: NO_MESSAGE)

M H P MEBI KB REL%Clause(Location[file:api_gateway_private.guard,
line:22, column:5], Check: Properties.EndpointConfiguration.Types[*]
EQUALS String("PRIVATE")), PASS) , ERTREEEE. ZRHIEESRTAMIKA ,
BEHTEMENERTypes, EXMIBRT , GuardE T I FAREM T EWNER,

9. HEEIAMIA XN A SR MME EFEEENdpointConfigurationE M
HIAWS : : ApiGateway: :RestApiBEM B T HXHH, MXASFIAMMFAREL, AT2
BEHTHY B T ST

#- name: MyTestl

# input: {3}

# expectations:

# rules:

# check_rest_api_is_private_and_has_access: SKIP
#- name: MyTest2

# input:

# Resources: {}

# expectations:

# rules:

# check_rest_api_is_private_and_has_access: SKIP
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#

HOoH O O B B

+*

H OH O O OB O O B OB

- name: MyTest3
input:
Resources:
apiGw:
Type: AWS::ApiGateway::RestApi
expectations:
rules:

check_rest_api_is_private_and_has_access: FAIL

name: MyTest4
input:
Resources:
apiGw:
Type: AWS::ApiGateway::RestApi
Properties:
EndpointConfiguration:
Types: "PRIVATE"
expectations:
rules:
check_rest_api_is_private: PASS
name: MyTest5
input:
Resources:
apiGw:
Type: AWS::ApiGateway::RestApi
Properties:
EndpointConfiguration:
Types: [PRIVATE, REGIONAL]
expectations:
rules:
check_xrest_api_is_private: FAIL

10. fEA--verbosefr& , £ A EFHH L TR XHIZ1T

cfn-guard test \

--rules-file api_gateway_private.guard \
--test-data api_gateway_private_tests.yaml \
--verbose

Test Case #1
Name: "MyTest5"

PASS Rules:

testﬁ%o

SLRAESTMHIFAIL , BAREGIONALEJERE , EndpointConfigurationfB R2FEZ F K,
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check_rest_api_is_private: Expected = FAIL, Evaluated = FAIL
Rule(check_rest_api_is_private, FAIL)
| Message: DEFAULT MESSAGE(FAIL)
Condition(check_rest_api_is_private, PASS)
| Message: DEFAULT MESSAGE(PASS)
Clause(Clause(Location[file:api_gateway_private.guard, line:20, column:37],
Check: %api_gws NOT EMPTY ), PASS)
| From: Map((Path("/Resources/apiGw"), MapValue { keys:
[String((Path("/Resources/apiGw/Type"), "Type")), String((Path("/Resources/
apiGw/Properties"), "Properties"))], values: {"Type": String((Path("/Resources/
apiGw/Type"), "AWS::ApiGateway::RestApi")), "Properties": Map((Path("/
Resources/apiGw/Properties"), MapValue { keys: [String((Path("/Resources/
apiGw/Properties/EndpointConfiguration”), "EndpointConfiguration"))],
values: {"EndpointConfiguration": Map((Path("/Resources/apiGw/Properties/
EndpointConfiguration"), MapValue { keys: [String((Path("/Resources/apiGw/
Properties/EndpointConfiguration/Types"), "Types"))], values: {"Types":
List((Path("/Resources/apiGw/Properties/EndpointConfiguration/Types"),
[String((Path("/Resources/apiGw/Properties/EndpointConfiguration/Types/0"),
"PRIVATE")), String((Path("/Resources/apiGw/Properties/EndpointConfiguration/
Types/1"), "REGIONAL"))1))} }))} I} 1))
| Message: DEFAULT MESSAGE(PASS)
BlockClause(Block[Location[file:api_gateway_private.guard, line:21, column:3]],
FAIL)
| Message: DEFAULT MESSAGE(FAIL)
Conjunction(cfn_guard: :rules::exprs::GuardClause, FAIL)
| Message: DEFAULT MESSAGE(FAIL)
Clause(Clause(Location[file:api_gateway_private.gquard, line:22,
column:5], Check: Properties.EndpointConfiguration.Types[*] EQUALS
String("PRIVATE")), FAIL)
| From: String((Path("/Resources/apiGw/Properties/
EndpointConfiguration/Types/1"), "REGIONAL"))
| To: String((Path("api_gateway_private.guard/22/5/Clause/"),
"PRIVATE"))
| Message: (DEFAULT: NO_MESSAGE)

Ztestm T IFEME HEBEANXHENEH, ANXEFHESIMB2IFAHERH—MR, &
FENAREEEZAN, WREFEBRIZANNwhen®t , MENSHRERRZERS, EU
TREIF | WEHsapi_gws !empty#HTTNRHBEI T,

rule check_rest_api_is_private when %api_gws !empty {

FEAE , BOPRENRAAN F 49,
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%api_gws {
Properties.EndpointConfiguration.Types[*] == "PRIVATE"
}

%api_gwsESH HPHBlockClause R BIMEX BBV HMM ( 28 2117 ) o FNF

AR —4HiER (AND) 79 , HFSNERFAHR—H2ERE. ORERIAFT—NF

4] , Properties.EndpointConfiguration.Types[*] == "PRIVATE"., Rt , i¥4%m
HERT —/NF4a, B /Resources/apiGw/Properties/EndpointConfiguration/
Types/1E REERMATHILERE , EARBIHP A TypesEKsIH 1 T ER,

HERPRGER PN I ARYE |, A ERET R RAIERAvalidateas TAREM N5 ALK
=

#R#E AWS CloudFormation Guard #0156 iF % A ZhdE

B Al LAfE A AWS CloudFormation Guard validatedn SiRFESIF MM UEERIE, BHXiZvalidated
THEZER , S/ESHNED | SRR,

TR

« RE Guard MNRBIEEHMALIE. BEXEZEELE , BS5H FEEIAN,
o MIREHIMN , BRENEAYIZT. AXESEE , B0 WiLETDAN,

£/ validate 75

EAR$E Guard LN ( Bla0 AWS CloudFormation 4R ) BiE SRV AZIE |, 1H1E1T Guard validate
WHe N--rulesSHIEEMUNXHENEM. H--dataSBUEEM ABIEXHHE .

cfn-guard validate \
--rules rules.guard \
--data template.json

R Guard BINRIE 7 4R , MiZvalidatemm SFRENR HRFS0 ( $27E bash ) , 1R Guard X
MTERAMBER , Mizvalidatem HSFHREXMANERSHRE. FABENRE (-s all) EF
FHENIFES |, ZME R Guard RIMATFEFERANL,

RIEBH I B0 0 A B3R 70
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template.json Status = PASS / SKIP
PASS/SKIP rules
rules.guard/rule PASS

X SN AR A RIS AN

ANTHEBEFAN , BALLEANBEASANXEHABEZTEALAN, RF , BAURE-—I %
N XHRIES NN, Zvalidatem H A AIREN - -datafl--rulesiETA 4B F. Hl
m, WA LLUEIT T &S , E/path/to/dataDirectory8& —MNHREMNBIEXHH /path/to/
ruleDirectory@& —MNRZ NN XH,

cfn-guard validate --data /path/to/dataDirectory --rules /path/to/ruleDirectory

BELURBMNKK EFEZ 4 CloudFormationERFEYHNERRRREEEELHNEMEY
B, URIEBRSNE. ATETERMNLEY , ZaEHEAN , ATRESNBROBSNER
M, XEXHZ N s3_bucket_encryption.guardec2_volume_encryption.guard, |,
LAFrds_dbinstance_encrytion.quard® B EM B £~/GuardRules/
encryption_at_rest, BEERIFA CloudFormationtE AR FRE K B FH~/
CloudFormation/templates, EXMERT , RN T A XEZETvalidatedm T,

cfn-guard validate --data ~/CloudFormation/templates --rules ~/GuardRules/
encryption_at_rest

HN SN BEXHRIESZAN 71
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WEHERR AWS CloudFormation Guard

MR EEFEATER EB AWS CloudFormation Guard , E&E R AT W=,

&

- YREXRBNWRETHFEN , FAXK

 Guard Tt E RS A/ CloudFormation 4R Fn::GetAtt
- —REEMEETE

HIRERBH R BRI FEN , FAXK

LERFEANEEResources. *[ Type == 'AWS::ApiGateway::RestApi' ], MIRBAH
SZBAWS: :ApiGateway: :RestApi®IR , M FAMITELE RN, FAIL

%api_gws.Properties.EndpointConfiguration.Types[*] == "PRIVATE"

NEEHAXTER , FARESEIIERHAEAwhenFHRE,

let api_gws = Resources.*[ Type == 'AWS::ApiGateway::RestApi' ]
when %api_gws l!empty { ...}

Guard Tt fEw A RIE 5| AR CloudFormation 4R Fn::GetAtt

Guard FXEFNIPHBVEEFR. 0 , FxXiF I SubEYAMLIE R LAY AWS CloudFormation &4k
FR{EMA ! Join, MX , iBEA CloudFormation RAEBEREM T B, HlAFn: :Join , Fn: :SubfEX
B Guard #NiFfH CloudFormation #RAE , EYAMLE LBV ERPFE A,

BEXANHBNESZEE , 28 (AFER) PFHNHBEHZSE,. AWS CloudFormation

— IR RS T

« BiAStringXFABEMANENLFRAHE, Bl , Guard FEXFEstringXFHRBAE LFHF
=

- BRIEEHI=HBRRELR T HRENBIERE, Sl , astring Ma int RBFIRENVBERE , &£

EHTLER, T =LLRE , IREFTERSE , NBLEEEIR, a0, BiREHHE Hfalsetkit
J717#% 2 Rus PartialEqt # #I4F1E.

HREXRBNFFRIEEN , THRK 72
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AWS CloudFormation Guard CLIZ#Mas$S5E

LT+RSHEMaS &S AWS CloudFormation Guard 51T 5+ (CLI) 3R 5,

£

- RIFCLIZEZE
- BT

- AW

« KUE

RIFCLIEBSHK

& 7] LAEfE{T AWS CloudFormation Guard CLISS SR AU TS,
-h, --help

FTENHEBIE R

-V, --version

FTENRRAME B0

R AT
RN ST E B AWS CloudFormation Guard #1014 5 & AT #d o
1BE

cfn-guard parse-tree
--output <value>
--rules <value>

S

-h, --help

RIFCLIZRSH 73
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TTENH BIE R

-j, --print-json
LAJSON#E T ED%ai ko
-y, --print-yaml
BAYAMLAE 4T EN%a i o
-V, --version
TTEMMRAE B

&I

-0, --output

FHE BB E N5 3
-1, --rules

RN S,

T~

cfn-guard parse-tree \
--output output.json \
--rules rules.guard

A

B — JSON-E, YAML-#& 89 AWS CloudFormation 4R34 B 3h 4 R — A S#ER G RE AT
ELHY AWS CloudFormation Guard MM, it R RHEENRNRAREE S X B IFHEMREIE ready-to-
useRNWE A7 .

B

cfn-guard rulegen
--output <value>
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--template <value>

S

-h, --help
FTENFBYE S
-V, --version

TEIRAE R,
il

-0, --output

HERBNMUNBEAMEX . ETURSEIAKBEZTHTRAN | HATEWEF IR

-t, --template

RHEISONSH YAMLIE R AY CloudFormation #& 4R TR BE 42,

]

cfn-guard rulegen \
--output output.json \
--template template. json

BIBISONRYAMLIE A Guard & ol ST UE AWS CloudFormation Guard #U S 4 |, LAE S

A izt
AN RERYD
B

cfn-guard test

--rules-file <value>
--test-data <value>
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S|

-h, --help

TTENFBIER.

-m, --last-modified

BB FA LR E RS EBEF

-V, --version

FTENRRAME B0

-v, --verbose
BinmHEAREE, TUZRIEE,

4% HHIE1E Guard I SXHRYE M. ANXHRNEMREBRFAHEHPHN — MR, KR EEAIGTR
REBFAN, MREFEERZAMBwhen®M , MEMN2ERHBRFLR,

iU

-1, --rules-file

AN STAHFHY B o

-t, --test-data

AEYAMLAE By 3mSR R SR JSONER B K HY B #Ro
args

<alphabetical>

B R ET BIF .
T~

cfn-qguard test \
--rules rules.guard \
--test-data rules_tests. json
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RAriEmE

f

PASS|FAIL Expected Rule = rule_name, Status = SKIP|FAIL|PASS,
PASS

5iEZH

A i T A

o9k
#RHE AWS CloudFormation Guard #1056 iF #4E LATE & B Th = 5k W,
1BE

cfn-guard validate
--data <value>
--output-format <value>
--rules <value>
--show-summary <value>
--type <value>

S

-a, --alphabetical

WIERF BIRFHE 58T B FHP RIS

-h, --help

FTENFBYE =

-m, --last-modified

Wur$E £ S et i BEF RY B R PRI XHF.
-P, --payload

AFEBEI T AR R ATISONE X AN M HEstdin -

Got Status

SKIP|FAIL|

Lok
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{"rules":["<rules 1>", "<rules 2>", ...], "data":["<data 1>", '"<data 2>", ...]1}

fln -

{"data": ["{\"Resources\":{\"NewVolume\":{\"Type\":\"AWS::EC2::Volume\",\"Properties
\":{\"Size\":500,\"Encrypted\":false,\"AvailabilityZone\":\"us-west-2b\"}},
\"NewVolume2\" : {\"Type\" :\"AWS: :EC2: :Volume\",\"Properties\":{\"Size\":50,\"Encrypted
\":false,\"AvailabilityZone\":\"us-west-2c\"}}},\"Parameters\":{\"InstanceName\":
\"TestInstance\"}}", "{\"Resources\":{\"NewVolume\": {\"Type\":\"AWS: :EC2::Volume\",
\"Properties\":{\"Size\":500,\"Encrypted\":false,\"AvailabilityZone\":\"us-west-2b\"}},
\"NewVolume2\" : {\"Type\" :\"AWS: :EC2: :Volume\",\"Properties\":{\"Size\":50,\"Encrypted
\":false,\"AvailabilityZone\":\"us-west-2c\"}1}},\"Parameters\":{\"InstanceName
\":\"TestInstance\"}}"], "rules" : [ "Parameters.InstanceName == \"TestInstance
\"","Parameters.InstanceName == \"TestInstance\"" 1}

NTF BN, WERAMNCHNFZRHEIR, £ BE P, BEEBBEXHNFHFRIIR.
MRBIEENR--payload& , TR EEE--ruless - -dataki,
-p, --print-json

LAJSON#&E 4T ED%ai ko

-s, --show-clause-failures

EREREY , BREBE,

-V, --version

FTEMMRAE R

-v, --verbose

Bk HFARE, FJEZREE.

pvi AU

-d, --data ( /&)

NEYAMLAE X BRI R A ISONS B FMN B, MRERMEF | Guard KX ZE FHH
FRIEBRENXHFITHEIEENAN, ZB ZA4TREEBIEXH ; TrERN 2 S BIE 4 FA N L4,

pri 2| 78
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MRIBIEE THR--payload® , BREEEZ--dataikl,

-0, --output-format ( &£ )

B3

ZRIAfE : single-line-summary

AYHIME : json|yaml | single-line-summary
-, --tules ( ZHH)

REHN AN 4B R B . MRERME R, Guard 2RBEREENBIEITEZE PR
BAN, ZB ZRLARXBEANNY ; FTaeENESSHENAN 4.

MRIBIEE THR--payloadE , BAREEEZ--rulesit T,
--show-summary ( &)

EE Guard RN T EHENFARE, MREIEEaLL, Guard FERTERE, NMREE
Epass,fail , Guard FNERBEHAMHANNBEFE . MREEEnone , Guard FFE R
EEE. MIABERT , EET all,

AUFME : all | pass,fail | none
-t , --type ( Z&FH)

RERABENRER, JBEEWMAREREN |, Guard 2K HF ER CloudFormation 4R %
BRIZEEM. BMINMERT , Guard 2E REMREZENE , flfProperty [/Resources/vol2/
Properties/Encrypted.

RYFHIE : CFNTemplate
ANl

cfn-guard validate \

--data file_directory_name \
--output-format yaml \
--rules rules.guard \
--show-summary pass,fail \
--type CFNtemplate
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f

IR Guard BIHRIE 7R , MiZxvalidatemm SfFRENR HIRAS0 ( $271E bash H ) . 1R Guard X
M7 ERAMBER , MiZvalidatedn SIFRE R BAMERSIRE . £ verbose #5& (-v) ER
HFHPITEER |, ZME R Guard 2RIMATEEFRANK

Summary Report Overall File Status = PASS
PASS/SKIP rules
default PASS

BiESH

AR 3 B 4 A0 0 560 UE o A B9
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4 AWS CloudFormation Guard

TEE2AWS BREHZE, ENAWS BFF , BAIUZRTENREREASHZEBBREALNERMY
ERBAER UMM LR,

ZERNTHEEE AWS B35 1E, TEHREEAFRERNZNZEUNZFNLLME

« TRE — AWS ARRIFE AWS ZHIET AWS REHNEMENE, AWS BABIRMAIIZ S FER
MRS, FERAWS EMITRIEMITRERATRIEN—BS , BE=AFITHTEHNRMBRIERNEZ L
WAEMM, ETHEAT Guard HEMAITK , BSRZEREA TR 2K EE NBWAWSAWS fRSi%
BRI,

- TIRRE-BNREHEFERN AWS RERE, EXFTENHMEERAST , SEEHHIEHBR
M, BRTNERUREREEEN,

AR SCRE T #3 B 48 7 #RTE N Guard B9 AWS Lambda BIER % % Guard B 204 51 A SRAE R BE R (cfn-
guard-lambda) :

{AWS Command Line Interface AAF /M) Y@@ Z£%
{AWS Lambda FF R AR #EmM) PHQ@ £
{AWS Identity and Access Management A1) FHQ@Q@ Z£ %
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AWS CloudFormation Guard #4712 &%

TRIER T B XM A AWS CloudFormation Guard,

« PRXMEFBHE - 2023 F 6 A 30 H
o ERFTARZ : 3.0.0

TE 5%, BA B
3.0.0 RAE X fR7s 3.0.0 5| A7 AT it - 2023 6 A 30 H

« B¥ 7 Guard 3.0.0 lRAHY
NEMBZEEH,

« AIN7T Homebrew
Chocolatey B & 3<% 8,

« BT 51X Guard #NIAE
XWEER , AR Guard X
R 3.0.0 FHIE R,

s AT M@ AWS
CloudFormation Guard

GitHub 7 RV EE B 5%,
W7 2.1.3 EX% RRZs 2.1.3 5| AT AT diitt - 20236 A9H

2R INAE X Guard 2.1.3 158
hEEME B, Xt Guard 2.0 B9
S|FEE# N Guard 2.1.3,

2.04 REEXR W7 2.0.4 5| A7 LUR St 2021 £10 A 19 H

Z--payload ¥RE&EE AN
Flvalidated o H,

BEXREZEE |, ESH Guard
CLI ZZHHEIL,

W7 2.0.3 EX* FR7%2.0.3 5| AT AT kit - 2021 £7 A 27 H
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RAriEmE

R 8 AR A

R ER TR A
BANHREHRN BT B
XEZEE , BEH e
DA,

validate@m S HARMT
TN :

* --output-format

* --show-summary

* --type

EXEZEER , B3
Guard CLI SZH KL,

{ AWS CloudFormation

Guard AF1ER) WHBIR
K,

20217 H 158
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AWS 1FC &K

BXREH AWS RiE |, 52 (AWS HECLR SER/E) FHAWS ELEK,
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AXETHRBERE, EARXANBEREBERERXFEER , W —EUERXEXX RN,

IXxxv
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