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» IEFEXRIXA DescribeKeyiE REIFRENNMEFIXERN ID BEEM. AWS KMS

« IEfE &% GenerateDataKeyigSRKMSZ 4R LB A F inZ X KO BIEZ4,
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{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow key access to Amazon Chime SDK voice analytics.",
"Effect": "Allow",
"Principal": {
"AWS": "your_user_or_role_ARN"
},
"Action": [
"kms:CreateGrant",
"kms:Decrypt",
"kms:DescribeKey"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
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"kms:ViaService": [
"chimevoiceconnector.region.amazonaws.com"

]

}
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BEOWMERE AWS KMSINBZREHRFERAHBNMEZE LT , HFE4HARaws: chime:voice-
profile-domain:arn , ER &R Amazon BREAF (ARN).

LTREIERTHBERNMNE LT

"encryptionContext": {
"aws:chime:voice-profile-domain:arn": "arn:aws:chime:us-west-2:111122223333:voice-
profile-domain/sample-domain-id"

}
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SEREEMR LT XXHINE LT XHYR,

"Sid": "Enable DescribeKey",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:ro0le/ExampleReadOnlyRole"

iy
"Action": "kms:DescribeKey",
"Resource": "*"

"Sid": "Enable CreateGrant",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/ExampleReadOnlyRole"

iy
"Action": "kms:CreateGrant",
"Resource": "*",

"Condition": {
"StringEquals": {
"kms:EncryptionContext:aws:chime:voice-profile-domain:arn":

"arn:aws:chime:us-west-2:111122223333:voice-profile-domain/sample-domain-id"

}

II\? 1]‘ﬁ§/ \%ﬁ

Amazon Chime SDK Voice Connectors @1 &iE1ER AWS KMS |, &7 LR BRiX &5 5K CloudTrail =X
CloudWatch 12 FiX 53K,

CreateGrant
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AR RHIESHET —/ CreateGrantigE,




Amazon Chime SDK EEER

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser0l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser0l",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuserol",
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-22T17:02:00Z"

}

},

"invokedBy": "AWS Internal"
},
"eventTime": "2021-04-22T17:07:02Z",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",

"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.@ (V1; 0S)",
"requestParameters": {
"constraints": {
"encryptionContextSubset": {
"aws:chime:voice-profile-domain:arn": "arn:aws:chime:us-
west-2:111122223333:voice-profile-domain/sample-domain-id"
}
1,
"retiringPrincipal": "chimevoiceconnector.region.amazonaws.com",
"operations": [
"GenerateDataKey",
"Decrypt",
"DescribeKey",
"RetireGrant"

]I
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"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",
"granteePrincipal": "chimevoiceconnector.region.amazonaws.com",
"retiringPrincipal": "chimevoiceconnector.region.amazonaws.com"
3,
"responseElements": {
"grantId":
"0ab0ac0d0b000f00eaddcc0aleddfcOObcedd0cO00f0000000cObc0add@@aaatSAMPLE"
3,

"requestID": "ff000af-00eb-00ce-0e00-eal00fbOfbadSAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ead00fbO0fbad@SAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,
"eventType": "AwsApiCall",

"managementEvent": true,
"eventCategory": '"Management",
"recipientAccountId": "111122223333"

GenerateDataKey

YRGB EFRENHEHANZEIEFF EENZRHER , <BXH Voice Connector 28| —4
H—NHREZARNBEMNASENEMZ M, EHFEZESFMELE— N GenerateDataKeyiFR
AWS KMS |, ZiERIEE 7T RIENZH,

AR RABIIEHET — 1 GenerateDataKey®{E,

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": "AWS Internal"

iy

"eventTime": "2021-04-22T17:07:027",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
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"awsRegion": "us-west-2",
"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.@ (V1; 0S)",
"requestParameters": {

"encryptionContext": {

"aws:chime:voice-profile-domain:arn": "arn:aws:chime:

west-2:111122223333:voice-profile-domain/sample-domain-id"
I
"keySpec": "AES_256",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
I
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-eal00fbOfbadSAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ead00fbO0fbadSAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE™"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": "Management",

"recipientAccountId": "111122223333",

"sharedEventID": "57f5dbee-16da-413e-979f-2c4c6663475e"

Decrypt

us-

HEEREXHEFNESTEEXHHTRINEZTRIERAMEEAREBESITON , XBKH
Voice Connector 2 A ZDecryptiR{E , A INZE IR ARG R NEBEIE,

AT RBIER T — N DecryptigfE,

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": "AWS Internal"
},
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"eventTime": "2021-10-12T23:59:347",

"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "us-west-2",

"sourceIPAddress": "172.12.34.56",
"userAgent'": "ExampleDesktop/1.@ (V1; 0S)",
"requestParameters": {
"encryptionContext": {
"keyId": "arn:aws:kms:us-
west-2:111122223333 :key/44bbb444-3333-2222-1111-EXAMPLE11111",
"encryptionContext": {
"aws:chime:voice-profile-domain:arn": "arn:aws:chime:us-
west-2:111122223333:voice-profile-domain/sample-domain-id"
1,
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
1,
"responseElements": null,
"requestID": "ed@fe4ab-305b-4388-8adf-7e8e3a4e80fe",
"eventID": "31d0d7c6-ce5b-4caf-901f-025bf71241f6",
"readOnly": true,
"resources": [{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/00000000-1111-2222-3333-9999999999999"
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"sharedEventID": "35d58aal-26b2-427a-908f-025bf71241f6",
"eventCategory": "Management"

DescribeKey

Voice Connectors A iZDescribeKeyR{ERKUE MK 7 X5 R R B FE 51E FE & X H1E < Bk
=4,

AR R Alie% T —1 DescribeKey#{E,
"eventVersion": "1.08",

"userIdentity": {
"type": "AssumedRole",
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"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser2l",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser0l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser0l",
"accountId": "111122223333",
"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-22T17:02:00Z"

}

I

"invokedBy": "AWS Internal"
I
"eventTime": "2021-04-22T17:07:027",
"eventSource": "kms.amazonaws.com",
"eventName": "DescribeKey",
"awsRegion": "us-west-2",

"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.@ (V1; 0S)",
"requestParameters": {

"keyId": "@0ddodbo-0000-0000-ac00-bOcO@OSAMPLE"
},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-cad00fbO0fbadSAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ead0@0fb0fba@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
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"recipientAccountId": "111122223333"
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"Version": "2012-10-17",
"Statement": [

{

"Sid": "AmazonChimeAclCheck668426",

"Effect": "Allow",

"Principal": {

"Service": "chime.amazonaws.com"

},

"Action": "s3:GetBucketAcl",

"Resource": "arn:aws:s3:::your-cdr-bucket"
I
{

"Sid": "AmazonChimeWrite668426",
"Effect": "Allow",
"Principal": {

"Service": "chime.amazonaws.com"
iy
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::your-cdr-bucket/*",

"Condition": {
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"StringEquals": {
"s3:x-amz-acl": "bucket-owner-full-control",
"aws:SourceAccount": "112233446677"

Amazon Chime EF &R B SDK

Amazon Chime SDK X#EFH N U T RFRERPWE T RIRIKEE,

HEF T 5% Ch SDK ime frZ R 2

Amazon Chime SDK X #&FXtiX L3 RE B 1THR1C,

Amazon Chime At SDK IAM
IAMA & 221 AWS Tk F h BG4S EX PRI SR,
£ Amazon Chime EfEAIGEAIEP SDK

O ERAIGFEPBELIKEEHER. RAIAMACHEETEKFA®, BAUBEI AR ENNLTH
AWS STS APHR/ERIREVIG AT Z £ iE$ AssumeRole 5 GetFederationToken.

Amazon Chime SDK X #&f A IfBHE$,

BSHEXAE

RS5HEXA B R AWS RS HRRRETHRENEMBRSHPHFER. BSHAXBEEREELENIAM
KPR BESRAEXEAR, IAMEER TUEEETERERSHAXAGHNIR,

Amazon Chime SDK X 5BRFHEXN AR, EXUERNEEILACHEMAEER , BSHE
Amazon Chime BHA XTI EGHFERABRSHEXHBE,

RSAE

BHREATRSAREEBERSAC. LABATRSHREMRS FHERUARETHEE. KBS
ABERELHNIAMKSF , AP ZKFRE, XERSAMEER TUERLABHRR, B2 |, X
B FT RE & P T AR S5 RY Th BB
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Amazon Chime SDK A% #ERE A€,

Amazon Chime - X TESE T B B RIEKEE RAI

RINERT |, IAM AF A BTN EIESHIEH Amazon Chime HHEF A TESRR, biltbTEER
AWS Management Console AWS CLI, 2 AWS APl {i1TES . IAM BIE R LR IAM KRE |, LUE
NAFPHABRFNRANMENEERRIITHEN AP #1F, A5, EF R SPURIX L 3K B0
BIFEEX LR IAM AP 4,

ETHNMAERAXL RS JSON REEX#HEIE IAM ETSHHNXKE , 5238 (AM AFER) $1N%E
JSON JET+ | 632 KK

F&

- RZEXK

- AWS & Amazon Chime B X T EBBX

« AWS EE KB : AmazonChimeVoiceConnectorServiceLinkedRolePolicy

« AWS EEXBE : AmazonChimeSDKMediaPipelinesServiceLinkedRolePolicy
« Amazon Chime B 7 HEBR AWS

REERIERE

HETEMNERBIIEERK, ENREREEATLUEEZENKS PEIZE, 7R ZHMER Amazon Chime
SDK #R, XLERETBERME AWS IKFF=EKAR, RIERRERE T S AR |, HEMFUT AN
FEY :

- FFHAER AWS BRI — EWREFFHAMEA Amazon Chime SDK , IEfFEA AWS HERBENR TR
MATENNR, XLERBEEEHNK, PRME | HH AWSHEFNEH., BXEZELR , HF5H 1AM
FAFEESHER AWS RERBAIRAI

- BFRENR : IZBESCKEN , NEFHRITESAENTT, EFBIBTFRENR , AERE
FERTHENR, X#EMEE—FRREFITRELHONBRMEEZZRENBREENLE, &
XEZER , B2H (AM AFER) PR TFRIENR,

- ABBIRERH MFA- RigEZLYE , EXRXR IAM AFFERZSESHRIE ( MFA) KI5 EBUBE RS
APl 1, ETHEZER , B2H IAM AFEBPWNE AWSHERZESMHRKIE ( MFA).

- FAXBEKERERRSM - EYETTHEER , EXETSONEREBLEER T ATFIHRRE
Ro fln , BERERGREEFERSTREAGTH IP uSuE, BEAURERSE , LEXAYT
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EERABHMNESEEANIER , REERFEH SSL ;H MFA, EXEZEL , H5H IAM AP ER
Y IAM JSON KB TTE : &4,

AWS & Amazon Chime B A T EABEE

AT LAE R AWS & AmazonChimeVoiceConnectorServicelinkedRolePolicyEAF & F ik
[/l Amazon Chime BT R TEIRENNR, BXEZES , 52 A mazon Chime SDK FFR A
REETH IAM ABRE , UERRFENSEHHN Amazon Chime HiR{E, HIRFZHEH,

// Policy ARN: arn:aws:iam::aws:policy/AmazonChimeSDK
// Description: Provides access to Amazon Chime SDK operations
{
"Version": "2012-10-17",
"Statement": [
{

"Action": [
"chime:CreateMediaCapturePipeline",
"chime:CreateMediaConcatenationPipeline",
"chime:CreateMedialiveConnectorPipeline",
"chime:CreateMeeting",
"chime:CreateMeetingWithAttendees",
"chime:DeleteMediaCapturePipeline",
"chime:DeleteMediaPipeline",
"chime:DeleteMeeting",
"chime:GetMeeting",
"chime:ListMeetings",
"chime:CreateAttendee",
"chime:BatchCreateAttendee",
"chime:DeleteAttendee",
"chime:GetAttendee",
"chime:GetMediaCapturePipeline",
"chime:GetMediaPipeline",
"chime:ListAttendees",
"chime:ListAttendeeTags",
"chime:ListMediaCapturePipelines",
"chime:ListMediaPipelines",
"chime:ListMeetingTags",
"chime:ListTagsForResource",
"chime:StartMeetingTranscription",
"chime:StopMeetingTranscription",
"chime:TagAttendee",
"chime:TagMeeting",
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"chime:TagResource",
"chime:UntagAttendee",
"chime:UntagMeeting",
"chime:UntagResource"

1,
"Effect": "Allow",
"Resource": "*"

AWS FEEEKHBE : AmazonChimeVoiceConnectorServiceLinkedRolePolicy

iXAmazonChimeVoiceConnectorServicelLinkedRolePolicyf# Amazon Chime SDK &E&iE
BB A Amazon Polly N EAR AR EIT L7 Kinesis Video Streams, RHEEB IS KB
Ho RNBERBEFIL S # Chime SDK EEFEEBRFZHRZF WIS # Kinesis Video Streams, [IL
D E S BARS (SNS) ML S E £ RAFIARS (SQS) KX BAEMH LUK ERALL# Chime SDK &
FNARFAIRENSER Amazon Polly & KB ZHNPR. Speak SpeakAndGetDigits

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": ["chime:GetVoiceConnector*"],

"Resource": ["*"]

.
{

"Effect": "Allow",

"Action": [
"kinesisvideo:GetDataEndpoint",
"kinesisvideo:PutMedia",
"kinesisvideo:UpdateDataRetention",
"kinesisvideo:DescribeStream",
"kinesisvideo:CreateStream"

1,

"Resource": ["arn:aws:kinesisvideo:*:*:stream/ChimeVoiceConnector-*"]

},
{

"Effect": "Allow",
"Action": ["kinesisvideo:ListStreams"],
"Resource": ["*"]
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},
{
"Effect": "Allow",
"Action": ["SNS:Publish"],
"Resource": ["arn:aws:sns:*:*:ChimeVoiceConnector-Streaming*"]
I
{
"Effect": "Allow",
"Action": ["sqgs:SendMessage"],
"Resource": ["arn:aws:sqgs:*:*:ChimeVoiceConnector-Streaming*"]
},
{
"Effect": "Allow",
"Action": ["polly:SynthesizeSpeech"],
"Resource": ["*"]
I
{
"Effect": "Allow",
"Action": [
"chime:CreateMedialInsightsPipeline",
"chime:GetMediaInsightsPipelineConfiguration"
1,
"Resource": ["*"]
}

EXEZELR , 3 FH Amazon Chime SDK iEZEZE RSB AEE,

AWS FEERHEE
AmazonChimeSDKMediaPipelinesServicelLinkedRolePolicy

BT BERF AmazonChimeSDKMediaPipelinesServicelLinkedRolePolicy K tNZE|RE IAM S5
198

ZBUER U IF Kinesis Video Streams A AZ MBI i Chime SDK W HFHEFR A A Fo
CloudWatch® & /2 Amazon Chime SDK E&E B RARIG B S Chime SDK 21, BXEZE
B FESEAEEPHNIET Amazon Chime SDK iE{xEEFER AR,

KR FAE R

ZERBIE U TR,
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EEEmE

« cloudwatch— #EFHME CloudWatch 1E#REI R,

« kinesisvideo— BRFRIMEHEFEIR R, NEEE, EFHERZERE.
5l BRI BLR o

* chime— B#FZMNAW. QIBHEENRERSLENNR,

"Version": "2012-10-17",
"Statement": [

{

"Sid": "AllowPutMetricsForChimeSDKNamespace",
"Effect": "Allow",
"Action": "cloudwatch:PutMetricData",
"Resource": "*",
"Condition": {
"StringEquals": {
"cloudwatch:namespace": "AWS/ChimeSDK"

}

}

"Sid": "AllowKinesisVideoStreamsAccess",

"Effect": "Allow",

"Action": [
"kinesisvideo:GetDataEndpoint",
"kinesisvideo:PutMedia",
"kinesisvideo:UpdateDataRetention",
"kinesisvideo:DescribeStream",
"kinesisvideo:CreateStream"

1,

"Resource": [

HRBER. IBBERM

"arn:aws:kinesisvideo:*:*:stream/ChimeMediaPipelines-*"

"Sid": "AllowKinesisVideoStreamsListAccess",
"Effect": "Allow",
"Action": [

"kinesisvideo:ListStreams"

1,

"Resource": [

nin

AWS EE KB : AmazonChimeSDKMediaPipelinesServiceLinkedRolePolicy
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]
I
{
"Sid": "AllowChimeMeetingAccess",
"Effect": "Allow",
"Action": [
"chime:GetMeeting",
"chime:CreateAttendee",
"chime:DeleteAttendee"
1,
"Resource": "*"
}

Amazon Chime E#1 7T BB AWS

TR EHHERT X Amazon Chime SDK IAM BUR PR B9 B3,
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B iR H HA
T 5@ Chime HF AT EA Amazon Chime B#F AT E 202159 A 23 H
FIRREFEE R S BEBEREE AWS IEE R

HNEE,

% Amazon Chime SDK & 19 #1148l 3 1T FE HE R

FEALUTEERBEELHINEEEFER Amazon Chime SDK Bt ARSI E L EZ , UK. IAM

£
o RFEMIE Amazon Chime FHITIEMIEIE SDK
« FFTMNEKE iam:PassRole

R FELNIE Amazon Chime FIITIE{AER/E SDK
MREWRERETR , RPETPIITEMRE |, NEAMEFREE LR IFRITIZIRE,

YmateojacksonAMAFZ R ERRFIAEERTREWmy -example-widget BRMNIFAEEERERE
FIRPREY , M HIU T ROIEEIR, chime: GetWidget

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
chime:GetWidget on resource: my-example-widget

HEHRBERT , BHEH mateojackson AFMIERE , LATFER chime: GetWidget BAETER my-
example-widget &R,

MBHREERY  BHRIALZHNAWS EER, FNEERAREHRZZEITN A,
RN FRE iam:PassRole

MREBRFEERBEE | BRETHINIT iam: PassRole B , WS TBERENEIER I REBEB, BE
AREERUHAFPENZENAR., BZAEFRENEE , AFENAGEIREL Amazon Ch SDK ime,

REAWS BSATEFANEARLRA LRSS  MARCUEFNRSACIBSHEXAE, AL, &
HIRER A LR RS VRR,

B BEHEE 30
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LZ HWIAMA Fmarymajorsid £ A% RS Amazon Ch SDK ime i {TIR/ERT , SHIEL TR
BlEEIR, B2 , RELTNEFRFSACHE TN RES AIHITEE, Mary TEEFAGRKEEIRFH
R

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXMERT , Mary iRt EE AREFHMEKE , LA F-INIT iam: PassRole B1E,

£ Amazon Chime ¥4 X T EEHRFEARSHEHKRAE

Amazon Chime #4474 T E S AWS Identity and Access Management (IAM) RS <A, AR
SHXARE NN IAM A€ | BEiE8EE Amazon Chime BREF XTI ES, BRESHEXAEAH
Amazon Chime SDK fiE X , B ZBRFRKRERA AWS Ht RS FrFENMENXIR,

RS XA LIRS IRE Amazon Chime SDK I E K AALTEFHHRMSLENNER. Amazon

Chime A AT ESTEN TEHRSHEXACHNIER , BRIESEEN , BN RE Amazon Chime 4

FEIEGUUETEAR, EXHNESEESERBEINNRKE, T8 %X PR KBS M tn2{F H A4t
IAM SE4K,

RAETEERRBEXERE , £ MBRRSHEXAR, XFRPEHN Amazon Chime SDK #R |
NIET S TTE A M BRXS B R A9 U5 R AR

BRXERSERAGHEMBSISNES , FSHA5 IAMESEHA AWS RFS. ERERSHEXA
BIHEARENRS. &F Yes ( 2 ) BEFZRFHRSEXA BN EE.

£

« £/ Amazon Chime SDK B ZiEZR BRI XK ACER
- FRAEEEHNEZYENEE

- B3 Amazon Chime SDK E#EEFAAE

- {8 AmazonChime sdkEvents [RSHEX A E

£/ Amazon Chime SDK & ZFiEEZES RSB A QK
DLTENHHNERRSE T W :

« {#/ Amazon Chime SDK i ZiE RS KB A BRI T D% Chime SDK i3 FE S EARR
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+ {8 Amazon Polly #1 Speak and actions &K1EF. SpeakAndGetDigits

FB
» Amazon Chime SDK & & iE 2 0 IRSS 4 < A B R
A Amazon Chime SDK i F £ 1B RSHEXAE
N
= =]

YmiE Amazon Chime SDK B ZiEZSENRSZHEXAR
Bk Amazon Chime SDK B FiEZSENRSHEXAR
Amazon Chime SDK R < & & 351 X 15

Amazon Chime SDK i FiE 32 RS < A &R

Amazon Chime SDK B EEZEFHABNNRSHEXAE
AWSServiceRoleForAmazonChimeVoiceConnector——Jt iF Amazon Chime SDK & & iE#E A &K
{RIEIL AWS BRSS. BXUM{AHN Amazon Chime SDK BEEZBBHERTNESER , B5H. ©
Amazon Chime SDK 1B FEZ R EARZ M E Kinesis

AWSServiceRoleForAmazonChimeVoiceConnector RESHEXAREEUTRSRKRAZAR

* voiceconnector.chime.amazonaws.com

AmazonChimeVoiceConnectorServiceLinkedRolePolicy 6 ¥ Amazon Chime B#4F % TEGX 5 E
TORSTAR A TRE

« 4 : all AWS resources EH chime:GetVoiceConnector*

« 1E : kinesisvideo:* L# arn:aws:kinesisvideo:us-
east-1:111122223333:stream/ChimeVoiceConnector-*

» #24E : polly:SynthesizeSpeech L#J all AWS resources
« 4E : chime:CreateMedialnsightsPipeline LAY all AWS resources
o 184E : chime:GetMediaInsightsPipelineConfiguration LAY all AWS resources

o ¥84E : kinesisvideo:CreateStream £ arn:aws:kinesisvideo:us-
east-1:111122223333:stream/ChimeMediaPipelines-*

+ 4E : kinesisvideo:PutMedia £# arn:aws:kinesisvideo:us-
east-1:111122223333:stream/ChimeMediaPipelines-*

£ Amazon Chime SDK 1B HiE SRS KRR ABEKE 32
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« 84E : kinesisvideo:UpdateDataRetention LAY arn:aws:kinesisvideo:us-
east-1:111122223333:stream/ChimeMediaPipelines-*

« ¥4E : kinesisvideo:DescribeStream £H arn:aws:kinesisvideo:us-
east-1:111122223333:stream/ChimeMediaPipelines-*

« ¥21E : kinesisvideo:GetDataEndpoint L arn:aws:kinesisvideo:us-
east-1:111122223333:stream/ChimeMediaPipelines-*

« ¥#4E: arn:aws:kinesisvideo:us-east-1:111122223333:stream/* L&Y
kinesisvideo:ListStreams

MRECERR , AV IAM K& (AR, AAR ) tE., FEIMERERSHEXAG. BXESE
B, #ZH (AM BAFER) BRRSHEX A SNIR,

A Amazon Chime SDK iEHiEZSRCERZMEXAR

BEEFHEERSHERAR, HRALDE Chime SDK B FIEREE B3 Kinesis BEEE |, =
E7TE. = APl i AWS Management Console |25 E #l & # Chime SDK SIP &4k 5 A 2 7 it
AWS , AWS CLI Amazon Chime @R {REIZRZHRAE,

I&E AT LAE R IAM $24) A 3833 Chime Voice Connec tor A1 2RSS HEX A, £ AWS CLI 5 AWS
APl # | FRARSEBHANERSHXA®, voiceconnector.chime.amazonaws.comBXxEZ{E

B, #ESH IAM AFiERE AN ERSIEXAC, MRERRTHRSHEXAR , TERARENT
ERRUEAE,

YR58 Amazon Chime SDK B Z 5 BN RSHEXAB®

Amazon Chime ¥4 % T BB F A 8% AWSServiceRoleForAmazonChimeVoiceConnector BR
ZHXAR, CIBBRSHEXARE  BETEERACGNEYN K RAueEesia4s| AzAaR, ER
A LAER IAM REBAGIER, BXEZELR , H2H (IAM BFER) YW RERZSHEXAE,

i BR Amazon Chime SDK & ZFiEEZSENRSHEXAE

MRTBRECAENZERSHAXACHNIERRS , RNEBWERHBRZAG. XHEMIBREED

BERREFHREASSE, B, EXMTERENBSAXAE  RETRFIMERE.
BRESHXA®

HMFMERRS X ABERANTERR , REFRER IAM RIRZAE.
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® Note

R Z A MIBR AR , Amazon Chime SDK RFSEEFEAZAE® , NMBRTTEES KK, MR
REXMER , BEF/LoBHEER,

fHl B AWSServiceRoleForAmazonChimeVoiceConnector ( &4 ) £ Amazon Chime H#FF %
IETRR

«  FIEXEWI SiE Chime SDK K REYFT B S # Chime SDK 15 HE #2R3 T HRFER,

a. ¥TJF Amazon Chime SDK ##l& , Wit H https://console.aws.amazon.com/chime-sdk/
home,

b. ESMER SIP PHT |, EFFHFEESR

c. 1% Amazon Chime SDK i&E&EZEE 1B Mo

d. &RF ‘B &I+,

e. 7T “Ri#Z Kinesis Video Streams” T , &## &1k,
f. EERT.

fIBR (C AWSServiceRoleForAmazonChimeVoiceConnector LI AWS ) £ F#9 Amazon Chime ¥ #FF
RITEARIR

« M AWS CLI 1 fdelete-voice-connector-streaming-configurationds = LK F
FFFE Amazon Chime SDK i&EFEZMNIRAERE,

aws chime delete-voice-connector-streaming-configuration --voice-connector-
id abcdeflghij2klmno3pqr4

fl Bk AWSServiceRoleForAmazonChimeVoiceConnector (API) fEF # Amazon Chime B F AT E
BRIR

« £ DeleteVoiceConnectorStreamingConfigurationAPI 4% 1L 1K F° F Ff 8 Amazon Chime SDK i&
BFEESENEARERE,
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M IAM 24|15 AWS CLI, 3 AWS API 2 4EMI B
AWSServiceRoleForAmazonChimeVoiceConnector fRESHE*xAR, EXEZELR , 53R (AM A
F1EmE) PERIBRRSHEXAE,

Amazon Chime SDK lRZ XA EZFN X

Amazon Chime SDK X EMMA T ANRERS® AWS XEFEASBRESHEXNAR, BXEZER | 1§
2% Amazon Chime i = F PR,

ERERXRNERXIDENEE
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BEMBRENESEFERANBEIRE, B2
MRIE—R BERBELER, BEIIHEERMN,

MIEFR 4% &% E| Amazon Chime SDK iE&iE
BEMRENSIESN EYRS,

M Amazon Chime SDK & ZiF S EMIEHEA
REIEERREM RTP BUESHE,

B RTP $HIEAM Amazon Chime SDK &%
SR EMIRE XX IIERERNFT .

M Amazon Chime SDK & ZiEEZaE MR X
IR RTCP iR HE,

£ RTCP #3E& % M Amazon Chime SDK i
RS EMIRE A IIZEE RN FT .

M Amazon Chime SDK 1B &% #28 2t i 1%
WMIAZERENIETFELANBRESIHE, B
BEE—R, BREFEE R, BEitHEREERMN,

M Amazon Chime SDK & ZiE S EMiZE X
EE R RN BESINEERE,

i2 i A Amazon Chime SDK & &&= E it
&2 B B 9 3R A A,

fE A Y4#E CloudWatch
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FE iR

mos_btwn_vc_and_rem Bz M Amazon Chime SDK EFE#ESFE
i i 2 B 1B F AR LT FEEN 28
(MOS).

SIPEERZE

&0 L% R 2 Amazon Chime SDK B & iE#ZSH SIP SEE ALK, HBXHEFMAt , Amazon Chime
SDK &R AWLME L SIPEHE |, FFEMRIEEI N ECIEMN CloudWatch BERAKA., BEHBR
N /aws/ChimeVoiceConnectorSipMessages/${VoiceConnectorID}, LA T ZEELL JSON #
NEBEERAEH,

FER #iR

voice_connector_id Amazon Chime SDK 1E & %28 D,

aws_region EEM4XEHN AWS X,

event_timestamp FIROE S REtE , JA UTC BHEIE UNIX £t
(1970 F 1 A1 BFR ) FHENERDNENAL

call_id Amazon Chime SDK & &iE#a"0 ID,

sip_message HIRWEE SIP HE,

£/ Amazon Chime {7 & T E @323 B31{t EventBridge

Amazon EventBridge A F&SEH AWS RS Bzt , HEZMNRSEEH |, Hla0 8 AR F 8 AR &
RAFRER. BXREVEINEZEE |, HS0 Amazon Chime SDK F R A RIEEHAHSUUER .

2% Amazon Chime SDK £ B4R , E2NEHKRKEEF L EventBridge REAZB LR , XEKE
Amazon Chime SDK &= fFFT A E4 &% EventBridge® , BEWMOHIBERT , BHTRETEE
%, BXEZER , FSH Amazon EventBridge AF SR KK E AWS RFZEH,
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Amazon Chime SDK EEER

® Note

MFMEZEESE , WAHER Amazon S3 REZRH, BRIFXIFEAFRERAEERS DA
EFERARITRS | IWME, AWS

£/ Amazon Chime SDK & & & #2523 B 311t EventBridge

A LAN Amazon Chime SDK B EZIF B MANRESREUTRE -

- AR AWS Lambda

« J331 Amazon Elastic Container Service £
FFEHH 43| Amazon Kinesis Video Streams
B5E AWS Step Functions R7ZSH1

- J&AH Amazon SNS E£# =, Amazon SQS RA %l

EventBridge 5 Amazon Chime SDK & FiEEesBl & AN — L RHI13HE -

« BUE Lambda ¥ , EERBARB TEHMBEXF .
« 331 Amazon ECS % , R ARG B AR #%,

BXEZER , iHS Amazon EventBridge A F 18/,

Amazon Chime SDK Voice Connector BEEE#

Amazon Chime SDK B HFEZER I HFNEHALET AT T EH XL EventBridge A,

il Bi# Chime SDK Voice Connector BEF 18T

¥ Kinesis Video Streams FF A EE RS , Amazon Chime SDK 1B 52X A LEH,
Example B4 5E

LT R UL AR R BIE R

"version": "Q",
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https://docs.aws.amazon.com/eventbridge/latest/userguide/
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"id": "12345678-1234-1234-1234-111122223333",
"detail-type": "Chime VoiceConnector Streaming Status",
"source": "aws.chime",
"account": "111122223333",
"time": "yyyy-mm-ddThh:mm:ssZ",
"region": "us-east-1",
"resources": [],
"detail": {
"callId": "1112-2222-4333",
"direction": "Outbound",
"fromNumber": "+12065550100",
"inviteHeaders": {
"from": "\"John\" <sip:+12065550100@10.24.34.0>;tag=abcdefg",
"to":
"<sip:+13605550199@abcdeflghij2klmno3pqr4M.voiceconnector.chime.aws:5060>",
"call-id": "1112-2222-4333",
"cseq": "1@1 INVITE",
"contact": "<sip:user@lQ.24.34.0:6090>;",
"content-type": "application/sdp",
"content-length": "246"
},
"isCaller": false,
"mediaType": "audio/L16",
"sdp": {
"mediaIndex": 0O,
"medialabel": "1"
},
"siprecMetadata": "<&xml version=\"1.0\" encoding=\"UTF-8\"&>;\r\n<recording
xmlns='urn:ietf:params:xml:ns:recording:1'>",
"startFragmentNumber": "1234567899444",
"startTime": "yyyy-mm-ddThh:mm:sszZ",
"streamArn": "arn:aws:kinesisvideo:us-east-1:123456M:stream/
ChimeVoiceConnector-abcdeflghij2kimno3pqr4-11laaa-22bb-33cc-44dd-111222/111122223333",
"toNumber": "+13605550199",
"transactionId": "12345678-1234-1234",
"voiceConnectorId": "abcdeflghij2klmno3pqr4",
"streamingStatus": "STARTED",
"version": "Q"

T 5 Chime SDK EZ &S EEL

¥ Kinesis Video Streams HWEMAEE L R AT , Amazon Chime SDK B FiEEZSRa XA EH,
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Example E45IE

BT RIS REIBEE.

"version": "Q",

"id": "12345678-1234-1234-1234-111122223333",
"detail-type": "Chime VoiceConnector Streaming Status",
"source": "aws.chime",

"account": "111122223333",

"time": "yyyy-mm-ddThh:mm:ssZ",

"region": "us-east-1",
"resources": [],
"detail": {

"streamingStatus": "ENDED",
"voiceConnectorId": "abcdeflghij2klmno3pqr4",
"transactionId": "12345678-1234-1234",
"callIld": "1112-2222-4333",
"direction": "Inbound",
"fromNumber": "+12065550100",
"inviteHeaders": {
"from": "\"John\" <sip:+12065550100@10.24.34.0>;tag=abcdefg",
"to": "<sip:
+13605550199@abcdeflghij2klmno3pqgr4.voiceconnector.chime.aws:5060>",
"call-id": "1112-2222-4333",
"cseq": "10@1 INVITE",
"contact": "<sip:user@l@.24.34.0:6090>",
"content-type": "application/sdp",
"content-length": "246"
},
"isCaller": false,
"mediaType": "audio/L16",
"sdp": {
"mediaIndex": 0,
"medialabel": "1"
},
"siprecMetadata": "<&xml version=\"1.0\" encoding=\"UTF-8\"&>\r\n<recording
xmlns='urn:ietf:params:xml:ns:recording:1'>",
"startFragmentNumber": "1234567899444",
"startTime": "yyyy-mm-ddThh:mm:sszZ",
"endTime": "yyyy-mm-ddThh:mm:ssZ",
"streamArn": "arn:aws:kinesisvideo:us-east-1:123456:stream/
ChimeVoiceConnector-abcdeflghij2klmno3pqr4-1llaaa-22bb-33cc-44dd-111222/111122223333"
"toNumber": "+13605550199",
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EEEmE

"version": "Q"

I &% Chime SDK 1B ZEEREEEH

E 7% Kinesis Video Streams WA EERT , Amazon Chime SDK & FEEBR AKX XIS,

Example B4 5=

LT R EHEY R BIE =

"version": "Q",

"id": "12345678-1234-1234-1234-111122223333",
"detail-type": "Chime VoiceConnector Streaming Status",
"source": "aws.chime",

"account": "111122223333",

"time": "yyyy-mm-ddThh:mm:ssZ",

"region": "us-east-1",
"resources": [],
"detail": {

"callId": "1112-2222-4333",
"updateHeaders": {

"from": "\"John\" <sip:+12065550100@10.24.34.0>;;tag=abcdefg"

"to": "<sip:

+13605550199@abcdeflghij2klmno3pqr4.voiceconnector.chime.aws:5060>",

"call-id": "1112-2222-4333",
"cseq": "101 INVITE",
"contact": "<sip:user@lQ.24.34.0:6090>",
"content-type": "application/sdp",
"content-length": "246"

.

"siprecMetadata": "<&xml version=\"1.0\" encoding=\"UTF-8\"&>\r\n<recording

xmlns='urn:ietf:params:xml:ns:recording:1'>",
"streamingStatus": "UPDATED",
"transactionId": "12345678-1234-1234",
"version": "Q",
"voiceConnectorId": "abcdeflghij2klmno3pqr4"

A B35t EventBridge
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I 55% Chime SDK B iEESREB KRN

M7 M@ Kinesis Video Streams B 4K &k I EF , Amazon Chime SDK i FEERARIENEH,
Example E4EE
AT R EH ROIETE.

"version": "Q",

"id": "12345678-1234-1234-1234-111122223333",
"detail-type": "Chime VoiceConnector Streaming Status",
"source": "aws.chime",

"account": "111122223333",

"time": "yyyy-mm-ddThh:mm:ssZ",

"region": "us-east-1",
"resources": [],
"detail": {

"streamingStatus":"FAILED",
"voiceConnectorId":"abcdefghi",
"transactionId":"12345678-1234-1234",
"callId":"1112-2222-4333",
"direction":"Inbound",

"failTime" :"yyyy-mm-ddThh:mm:ssZ",
"failureReason": "Internal failure",
"version":"Q"

AWS CloudTrail HT123% API i H

Amazon Chime B#F X T EIE—TRSER , AIEEKAF AWS CloudTrail, AE®HEKEFE
Amazon Chime B4 F A TESHHNITHIRME, AWS CloudTrail IS i# Chime 4T & T EBH
FrE APl HRBERAEY , @FERKEL D% Chime REF AT EG#EH AN AR LD E Chime
SDK API IR 1E A,

MREQZERER , MWL RFF CloudTrail B4 412 E) Amazon S3 7Zi&#8 , @3¥E Amazon Chime
RUEAEAITEENEYSH, MREREERE , BMHATLE CloudTraill 258 “EH4HFIER" TH
FEERFTNEH, XEEEIEESMER. KHERN IP bt AR & HiERB A,

CloudTrail FE& 812 AWS IKF R EEENKF EFH. 2 Amazon Chime BE#E§| & & H API B A
i), @EZEHA CloudTrail idFKiZEs. BEEFEH |, /B3 CloudTrail &5 HEBEHH LI
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Ko WU LLEECHW AWS IkFHESR, BREANTHRIEXENENH, EXEZEE , BSREASH
[is£ & F CloudTrail &4,

ET7HEZ{EE CloudTrail , i5ZRAWS CloudTrail A F 8/,

B IR R

BTEBHA T AMAERA CloudTrail #£H & 0I2RER, MIAMBRT , SEELRH AP CIRREN , B
BRRIERk AWS XA RXBNEN | FH iS4 EaEEEEN Amazon S3 F#E#.

BRI IR R E X

1. B RERICFAR

2. CloudTrail ZEFHERZMER

3. Bit& Amazon SNS &40 CloudTrail

4. BER B ZA4 XA CloudTrail B EXH4MEBRFKEZ MK, CloudTrail B EX 4

BT R BRI IR B B AR

CloudTrail i23% P& Amazon Chime B4 HF X TESRE, BXBENEER , i5ZSH Amazon Chime
HHEFEITED APl S#Z, 0, SCreateAttendee, EIEMIAA ST CloudTrail B &I 4 K%
B, 8NMNE4BMEsEXEERBERNER. SHEETHEPEBEUTHR ;

- BRECEABRAFZIEER IAM APEIEREN.
- FREREEAACERKEAFNIGNZ2XIEREN,
- HREBHEM AWS RS R H.

BXEZER , HSFCloudTrail B 8B tE,

7 % Amazon Chime A X TEGHENHRHE

BEREE—MERE 6 AFNEHEN BESERBIEIEEN Amazon S3 1Z##@. CloudTrail BEI 4
BE—NEEMNAEFZRB. ~NBEHRRKREBEMEN—NER , BEEXRMBERWIRE, BENBH
MetE, BRSHBEFEPER. CloudTrail BEXHT R AR API HRANE FHRRE , Biteq]
FeBEABEIRF I,

5% Chime B4 F X T E28I% B H chim e.amazonaws.com E4RERE,
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/chime-sdk/latest/APIReference/API_meetings-chime_CreateAttendee.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html

Amazon Chime SDK EEER

MREBL 7 EHSH Amazon Chime SDK ik EiE T Active Directory , ISR EAIZFE AWS B AR
% APl 1. CloudTrailZ<3 /145 a0 s ¥4 B RE &2 e 8 9 Amazon Chlme SDK RPFEFEEDNEE,

UTFRHEIERT Amazon Chime B4 A T EEH CloudTrail HES%E

{"eventVersion":"1.05",
"userIdentity":{
"type":"IAMUser",
"principalId":"AAAAAABBBBBBBBEXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"0123456789012",
"accessKeyId":"AAAAAABBBBBBBBEXAMPLE",
"sessionContext": {
"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2017-07-24T17:57:43Z"
I
"sessionIssuer":{
"type":"Role",
"principalId":"AAAAAABBBBBBBBEXAMPLE",
"arn":"arn:aws:iam::123456789012:xo0le/Joe",
"accountId":"123456789012",
"userName":"Joe"

}
}
"eventTime":"2017-07-24T17:58:217",
"eventSource":"chime.amazonaws.com",
"eventName" :"AddDomain",
"awsRegion":"us-east-1",
"sourceIPAddress":"72.21.198.64",
"userAgent":"Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_11_6)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/59.0.3071.115 Safari/537.36",
"errorCode":"ConflictException",
"errorMessage":"Request could not be completed due to a conflict",
"requestParameters":{
"domainName":"example.com",
"accountId":"1laaaaaal-1all-1111-1all-aaadd@adaadd"
I
"responseElements":null,
"requestID":"belbeeld-1111-11el-1eD1-0dcl1111flacl",
"eventID":"00fbeeel-123e-111e-93e3-11111bfbfccl",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"
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}

Amazon Chime B &M R IE SDK

ERSPAEHIUTKN —B 5 , B=FFIIHIHE AWS BREFWLEMHM AWS S8 |
. SOCPCIRAMP, EXfEFHIPAA,

ETHRREEETRESAUXINER , FZHAWS RS “ZEEA XIS HEE" ", RERFEERN
BHEMITH. AWS RS BXx—KREE , BSHAWS SMITHAWS,

EAEATRE=SFIHRE AWS Artifact. EXESEL , BSHTH “THIRE" FH “AWS
Artifact,

EHEMEA AWS RS TN EATEBR T ENHBRENHRBME, RLOTANENBRUARERNERNE
Mo AWS RE T U T HRRKAEY RIS

« ZEEEMMHREANTVER — XEFBREFEIHETRMIEE , HEMRTHEXEEM E AWS 2
BUZEHMEAMENERNEHAINENS R,

« 7£ Amazon Web Services LH#{THIPAAZ £ 5EMEN — AE R PR T K LR WMAER AWS
RAIZBHIPAAFE R U NARRF.

® Note
F3EFE AWS iS5 ABAHIPAARE. BXEZER , B2H (HIPAARERHMHH RS S
),

« AWS EMHEIRAWS — tk TEENIEEmE R REE A TR ENTLMAEBX,

- AWS EFEHEE —NENAETHRREHREEN, XEEBLE TRIFVHRESEK , AWS RF
HIHEERH I ESMER ( S REEERIMESERMER (NIST), XNFTLEZ2HEZERS
(PCI) FMERR#RELALR (1SO) ) WREHEFH

- EFAWS Config J7F & A A 1§ F R EY AL T4 5 R — % AWS Config RF T ZN RREEBEES K
BELRAENIRE, TLENFEM,

« AWS Security Hub— X AWS RS &Rt T AL LRSNLEUAE AWS, Security Hub Bid &
24T EEN AWS BRAREHERFERETURENRESK, BXAZTIFRSREHHS
& , 28 Security Hub B4 2#,

« Amazon GuardDuty — BB EEEN AWS IKFIMEFR R B FETSENBREES , 5k AWS Bk
S RMNEN IS, FRNBEEDIRNEEREM. GuardDuty AIARBIZHEZRTMEMMEER
PCIDSS , fliliA 2 R L EMEEREMNENABRRMNER,
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/quickstart/?awsf.filter-tech-category=tech-category%23security-identity-compliance
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/architecting-hipaa-security-and-compliance-on-aws.html
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf
https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-controls-reference.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
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« AWS Audit Manager— X AWS RS R ARS B R4 w1t AWS SEAER , M fai{bXUBS & 38 LA K
EMMITALFRER S HM

Amazon Chime FHF] SDK

AWS £k EfRERE S AWS XEEMTAXHEN, AWS XERAS N EREEMREE A A
X, XEARBESREERE. aFHENSETROMENRE, AMATARX , BULUEITAREETH
Xz ELHh it BRI AR EBNRARFNREE, SEEANENRSNBEFLEMIEEML
AAXEEESHA A, FEMENATT B,

AR AWS XEMAAXMNESEE , BSRAWS £REM IR,

BT AWS £BREMIZHESL , Amazon Chime ESDKIREREIRITNAE | LB IFENEIEREMNE 5
ER, BXEZELE , HSFEEE Amazon Chime SDK iEFiE#854 FIF Amazon Chime SDK &%
HEEREARAZ P Kinesis,

Amazon Chime VARt Z £ SDK

ER—HRERS , F AWS £EKNBZLLHRT . HX AWS LIRS UK I AWS R BAh iR
HBHEES , BSRAWS =42, EFAEMERERENRESERRIRITEN AWS I8 |, 525 S
AWS ecurity Pillar Well-Architected Fram ework H 8y E 1% HER I

IBELAMER AWS ERAHAPIFILEERMEHRTIER, FFRSAFUATAR

- BRBERS (TLS), BMNFEETLS 1.2, BIWUEA TLS 1.3,

- BEEREXERRZEMNBZBEY (), 0 ( Ephemeral Diffie-HellmanPFS ) = ( Elliptic C DHE urve
Ephemeral Diffie-Hellman ) . ECOHERZHINR RS ( W Java7 REERAE ) IRIFXLER,

A BAERGRIZL ID MEIAMBREAXBRNAEHEBANBERFTES, IE , BUUER
AWS Security Token Service ( AWS STS ) £ Ifit Z £ FIERITFERFIITZEE,
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https://docs.aws.amazon.com/audit-manager/latest/userguide/what-is.html
https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/security/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/infrastructure-protection.html
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
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Tt 98 1E

UTEBFNESER T WA HFER Amazon Chime B#EF R T EIRENERES.

£

« REWLSE Chime RHEA R TESAKFRELFESH

HNIZHIL S5 Chime A AT EIKFIREBIESTH
UTHEETERTIS# Chime SDK EEIKF :
Amazon Chime SDK & iE 188

NIMEBERFERZIREESEDRIPIN (SIP) F4PRS, £ Amazon Chime SDK #Z2H| A HBIEIN B L
FEEUREEFNEESE, XBEEAHESH, EXEZEL , HSHREEE Amazon Chime
SDK B iEEEMZEZS T,

I &% Chime SDK SIP {5 AR F

f&Bh Amazon Chime SDK SIP RN AREF , Ba A ERN., FRbelE B E WE S MEME
T, MXEESEERERAD XBERRY (PBX) LHEN, BXEZEL , H5F EE SIP
KR ARERF

NEWL D Chime BMAEF R TEQKFRELIEFSH
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£ Amazon Chime P EE &8 iF51 SDK

AT EZUHE T AEES Amazon Ch SDK ime Bl &AM BIES,

BRI LB AT A IREEF -

« B M Amazon Ch SDK ime A SEMAITHEFREERF. BRETLESHERNER/
X IX A 4

s [FHMFEEZEZANWINESBEZE Amazon Ch SDK ime H,
- ITHEBRBIESTE,

BEENMBREIESNXLERFZRMBENEE D, RE , BRI LUNXEEE S Amazon Chime SDK &
FiEESE. Amazon Chime iEFE S EISDKLA = Amazon Chime RN ARF —R#EH, SDK SIP

® Note

BT LA BHER TR EIESE , BT Amazon SDK Chime & & E#85MI T# Chime R4 A
F. SIPAmazon Chime Business Calling X F R HBiESH. BXREZELE , BZHANE™E
TXHH #RIAERESB,

E £ Amazon Chime SDK & iE #8835 Amazon Chime Voice SDK Connector B4 FE A B iES

1B , iBfEA Amazon Chime Bl SSDKLES1E, BXEBEFEES[NEER |, BESREE Amazon
Chime SDK 1B FiE§#85, AXAN BT EERFRIEEBWEESR , BN ETIEESENIEFTIEESEAY
[R=R

® Note

& E AT LAfE B FE #2885 ISk B Amazon Chime ' E &MY, B2 , Amazon Chime SDK
FEZEUNAN S REZ2FUERS . E8K Amazon Chime SDK A XER MM E2 MM
RS, BALME=FAESRSEHAEBERNEZSFWUEBSH , FZSBIRMHLE Amazon
Chime , RENZEB LB %4 Amazon SDK Chime 1B EiE##88. SDKEXESZER , BSH
BEE=FE2KHSE,
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BEASIPREANARFPEARESE , BREMNESZNRAREFXERASIPAN S, BXRSIPEEN
RAEFNESZER , BEREA SIP BENARERF. BXASIPANPRIMEESBENESER , B
59 612 SIP FN,

® Note

Amazon Chime SDK iEZE#E ML Z% SDK SIP Chime N ARRFEFRENR, AXE
ZEE , BSH TREX,

&

« MBERIESH

- FEERBIESH

- BNUBRESH

- EERESEEE

o MIBRERIESEG

< EREMBREY B IES D
s LN HWEBEFE

Tl & B 15 5 55

AT LAEE A Amazon Chime SDK %] & NG S % SDK Chime IKFELEBiES B, ML T HEF

HEITIERR :

+ Amazon Chime SDK i ZiE#38 — EUELEREER. BEXEZELR , 55H EE Amazon
Chime SDK &3 iE#28.

« Amazon Chime SDK SIP &N A2 F — 5 Amazon SDK Chime 2@ MR ERIEZFNERS ( F
M Amazon Lex ) £fK. BXEZEL , BESR EE SIP BHENAEF.

& LAM Amazon Ch SDK ime RV SBHEHEEBRESE, BEXHKE , BESBA2E RELNE
B BULURESEAENAF,
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/A Important

RAEERBENERNER/MEX , B TUERXLESR, BXERFHERNER/MEXE
BEBRESBNER , FZHARBEEKREIESHE,

& BiE S

1. FERAFITFF Amazon Chime SDK E#l, https://console.aws.amazon.com/chime-sdk/
ESMERN ‘BFESE T, &R ‘BESHER

EF TR R, REER BMERESH,

£ BREBFERSHE MFESD , &R FFEESR FSIPEENARFEAN", RAEER “T—-F7

> w0 D

® Note

PEABESBEN~REBELTMENIKE, MRBZETRANFUEHR , RELF
HomAeEXEMRENLIFSE, I, X¥F Voice Connector MSIPER 4R = FH
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ERETEESRNEN,
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EBE=ZFESRSRUBEE" T , &HF R

NFFEWEIESZE , BiEE DN IS (#HWUSBIRFIERS ) -

NFATRITESRSNESFURESE , BAE164 BRXBMARATRITESRSNE=SE

EHS5,

8. NTFATNHZSRSTUMNHKESE , FUE164 BXNAAA TN HEIRSHFUNE=
FEBiESE,

9. T®EEHX ¥, EEXE,

10. EEFR,
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EZIFWAFEA PIDF-LO

Amazon Chime SDK & FiEZ8 X518 A 011 (E911) Bif, YBBEIEFEZESKITEAMWA |
B LB R B SIP R EE GEOPRIV EEMRABDEERHBEAEMI R (PIDF-LO) KREIEXK
BHENMEEE., NRSMEBEIRGeolocation-Routing® , iRENYes, HRABEINEIIER I

b, MRENERA U EEBSE , NATEESTE 911 FEIUFTIRETH 1T I 0UE | AR HE% i 248
BB AHEZENER (PSAP) , IXZWREH By o] 885K B KAV AT E = BEEIA,

LUTFREERTHE ISR PIDF-LO R SIP &ik,

INVITE sip:91l@abcdeflghij2klmno3pqr4.voiceconnector.chime.aws;transport=TCP SIP/2.0
Via: SIP/2.0/TCP IPaddress:12345;rport;branch=z9hG4bKKXN2D41yvDUKH

From: +15105186683 ><sip:+15105186683@IPaddress:12345>;tag=tag

To: <sip:91le@abcdeflghij2klmno3pqr4.voiceconnector.chime.aws>;transport=TCP
Call-ID: 12abcdef-3456-7891-012g-h7i8j9k610al

CSeq: 43615607 INVITE

Contact: <sip:IPaddress:12345>

Max-Forwards: 70

Geolocation-Routing: Yes

Geolocation: <cid:alef610291734f98a467b973819e90ed>;inserted-by=vpc@ng9ll.test.com
Content-Type: multipart/mixed;boundary=unique-boundarystring

Content-Length: 271
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Accept: application/sdp, application/pidf+xml

--unique-boundarystring
Content-Type: application/sdp

v=0

0=FreeSWITCH 1636327400 1636327401 IN IP4 IPaddress
s=FreeSWITCH

c=IN IP4 IPaddress

t=0 0

m=audio 11398 RTP/SAVP 9 0 101
a=rtpmap:@ PCMU/8000

a=rtpmap:101 telephone-event/8000
a=fmtp:101 0-16

a=sendrecv

a=ptime:20

--unique-boundarystring
Content-Type: application/pidf+xml
Content-ID: <pidftest@test.com>
<?xml version="1.0" encoding="utf-8"7>
<presence xmlns="urn:ietf:params:xml:ns:pidf"
xmlns:gp="urn:ietf:params:xml:ns:pidf:geoprivi@"
xmlns:bp="urn:ietf:params:xml:ns:pidf:geoprivl1@:basicPolicy"
xmlns:ca="urn:ietf:params:xml:ns:pidf:geoprivl@:civicAddzr"
entity="sip:amazontest9ll@test.com">
<tuple id="0">
<status>
<gp:geopriv>
<gp:location-info>
<ca:civicAddress>
<ca:country>US</ca:country>
<ca:Al>WA</ca:Al>
<ca:A3>Seattle</ca:A3>
<ca:HN0>1812</ca:HNO>
<ca:RD>Example</ca:RD>
<ca:STS>Ave</ca:STS>
<ca:NAM>Low Flying Turtle</ca:NAM>
<ca:PC>98101</ca:PC>
</ca:civicAddress>
</gp:location-info>
</gp:geopriv>
</status>
<timestamp>2021-09-22T13:37:31.03</timestamp>
</tuple>
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</presence>
--unique-boundarystring--
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Target —> alsgrl]:?tllg n 1
Priority X CL
R ma M
—_— AWS Lambda
Voice Connector @ @ function
Request URI > E::I N
hostname Target SIP Media 1:1
SIP rule Priority Y = application
Name, ID, Name, ID
Trigger Type, AWS Region 2
Trigger Value AWS Lambda
function

R
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Amazon-Chime-Voice-Connector-CDRs/
json/abcdeflghij2klmno3pqr4/2019/03/01/17.10.00.020_123abc4d-efg5-6789-h012-
j3456789k012

THNRHERTHIFAERSIERBEMRPRTIIEE,

Amazon-Chime-Voice-Connector-CDRs/json/voiceConnectorID/year/month/
day/callStartTime-voiceConnectorTransactionID

AR RHIERT Amazon Chime SDK & FiE R BIEIFMERICHEMN —IRER,

{
"AwsAccountId": "111122223333",
"TransactionId": "123abc4d-efg5-6789-h012-j3456789k@12",
"CallId": "123a4b567890123c456789012d3456e7@203.0.113.9:8080",
"VoiceConnectorId": "abcdeflghij2klmno3pqr4",
"Status": "Completed",
"StatusMessage": "OK",
"SipAuthUser": "XXXX",
"BillableDurationSeconds": 6,
"BillableDurationMinutes": 0.1,
"SchemaVersion": "2.0",
"SourcePhoneNumber": "+12065550100",
"SourcePhoneNumberName": "North Campus Reception",
"SourceCountry": "US",
"DestinationPhoneNumber": "+12065550101",
"DestinationPhoneNumberName": "South Campus Reception",
"DestinationCountry": "US",
"UsageType": "USE1-US-US-outbound-minutes",
"ServiceCode": "AmazonChimeVoiceConnector",
"Direction": "Outbound",
"StartTimeEpochSeconds": 1565399625,
"EndTimeEpochSeconds": 1565399629,
"Region": "us-east-1",
"Streaming": true

}
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Amazon-Chime-Voice-Connector-SDRs/
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j3456789k012
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Amazon-Chime-Voice-Connector-SDRs/json/voiceConnectorID/year/month/
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"SchemaVersion": "1.0",

"AwsAccountId": "111122223333",

"TransactionId": "123abc4d-efg5-6789-h012-j3456789k012",
"CallId": "123a4b567890123c456789012d3456e7@203.0.113.9:8080",
"VoiceConnectorId": "abcdeflghij2klmno3pqr4",
"StartTimeEpochSeconds": 1565399625,
"EndTimeEpochSeconds": 1565399629,

"Status": "Completed",

"StatusMessage": "Streaming succeeded",

"ServiceCode": "AmazonChime",

"UsageType": "USE1l-VC-kinesis-audio-streaming",
"BillableDurationSeconds": 6,

"Region": "us-east-1"
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