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4 2 AWS CloudFormation Hooks ?

AWS CloudFormation Hooks & —IZhgE , & A LA EXRAREH CloudFormation iR, Htk, &
FEFEHEANEZ S, BEMBRAMLILRZESEE. CloudFormation Hook & A AT {RIERY AWS Cloud
Control APl BREZRIEREMNEM M, £ CloudFormation BI Hook , A AR EEEZRI XK E
AWS BREENNRE, MEEIAFTENHEIRE , I AWS CloudFormation EXLIREXWH R IERIRE
%, BEARHESHATERBRIEREHR1T,

RATLAE A Hook RAEFIMITERERMIES FEt. Sl , ELXLHRNEMTURIERLAREFE
&#9 Amazon Virt ual Private Cloud (AmazonVPC) BB A F HIGREMAN . SERAHE M ES T
DA FF RIRE BRI X E AR/ S T E = (AmazonEC2) SEFIEE,, THBIETAHMMIRIT
FY 4 0 AT DABE i3 I 5 i#h >k RBUEFE ARSS (AmazonRDS) #1T B3 & 12

CloudFormation Hooks 2AWS CloudFormation JEM R P XEFENT EBEE, B EMER , T
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Hook, CloudFormation CLI
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B2 FEHE AWS CloudFormation Hook

AWS CloudFormation Hook 12t 7 —fE R T BIE. &=l BriE% 2 8114 CloudFormation &R
AL &, LEIhRETTHS BY BT8R 428 CloudFormation BREFSELAN LS. BENMERAMRIL RESEE,

E 2 Hook , =L,

« Guard Hook — f#/ AWS CloudFormation Guard #1014 &R
« Lambda ¥ — R BTG ERELAER . AWS Lambda
« Custom Hoo k — EHEFHF A BEN Hook LB,

Guard Hook
E 6|2 Guard Hook , HEHITUTEESR -

£ M Guard B EIES () HENERTMEZBERK Guard REEHM, DSL
FEBEI R BEHL N 1765 £ Amazon S3 F &R,

S E| CloudFormation & & 3 FF #5612 Guard Hooko
RAEEREHBFANE Amazon S3 B,

1% Hook i E B4 E B #7.

A RSN Hook MERBIRIE ( RIE. B, MBR )

1%$# Hook 7£ 1l 5k I B A9 0 B2 75 Ko

BB , BUE Hook LAFF IR 58 HIH 1T

© N o 0o bk D=

Lambda Hook
EH|2 Lambda E5 , FHITUTEESR -

BN BRI ZEEK Lambda B,

S 1% CloudFormation 2% & 3 FF # €12 Lambda 44,
NIEH Lambda BRI S#ERAFR (ARN),

1% Hook i HI 45 E B 5.

EFRR AR AR Hook RUERBIRIE (0122, E3. MBR) .
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Custom Hook

BE W EF A CloudFormation @3 {75 (CFN-CLI) 7£ CloudFormation Stk R EM A3
R

EQIEHE N Hook , BRITUTEESE .

1. BzhB — £RFRKBEN Hook FTEHI X,

2. NEHEE — KE—PEREREN Hook MEETTELHA Hook HIRIEMNAERF .

3. EMABEEYN — CRENE  FECEREAEWNIKS MXEPEMES  XFR RS
HEH,

UTEERMBTHXUENMEE Hook HEZESR.

FH3
« AWS CloudFormation #4915
. BRI

 Lambda Hooks
« AKX BEN Hook CloudFormation CLI

AWS CloudFormation #3455

LT ARIBANBSITREE RN EH AWS CloudFormation Hooks Z2XEE :

« Hook

- #WEBFR

- BRRE

- BT

Hook

Hook ‘@& 7E CloudFormation 812, E#H=MIERHER IS ER R 2 ZENEARANRE, S ifEsel
BENERERREER., Hooks AILAK EEIFEER CloudFormation iy, FREHREEE, o, 7
DE=ZREAPIRIZE, EFSMERISERFE 28 ENEA Hooko.

&
w

i


https://docs.aws.amazon.com/cloudcontrolapi/latest/userguide/what-is-cloudcontrolapi.html
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R Hook XIMEM TS Hook B E VAL ENMNEE |, A LUEFRBEWARNA P HFAIL
CloudFormation PH LB & &R

HEWERLUTHHE :

- EPRIE — BLELE. EFNMIHBRFAEAR R 2o RB HXERF , NTIRERK. SEFHM
B o

- BEREFIMIT — EENPRABHENT AWS K/ |, U EHREET SRR IR.

CloudFormation

BER

YREY Hook BT LUREI RIS A M. A ZhIM AR AR IRIEHRE, FEANBRRHIBETEL S
TR

« FAIL— FIEEE#RE,

« WARN— RFHEREHE REEHE,

FEWARNAE X T 83 Hook R1E MM IRENITIR TIEIE Hook TTHNER G E. EE , TEWARNE
A FBUE Hook A T RBLIRES SRR, (T THEEREG , U ESRBFAILEX T 14
BrlE T EMB BRI,

RER =R

B AR EEE AR ARV RE, XERETUR

« CloudFormation (Resources) XM AR
« HERRAEMR (STACK)

. TEREPE (CHANGE_SET)

- mEFIZIFHEIR API (CLOUD_CONTROL)

BRI — N ZNEHR , ATIEE Hook FiT M &RIIZHRIE, Bl , B LLa]#E—4 Hook
TEfIRESOURCESEAEALFRTE AWS RIRHSTACKEL A B HERE MR, &6 7] LA A JERR1 Hook BY
SEESANBBIFGNBIRE, BXEZER , BSHAWS CloudFormation Hooks #5885
FAWS CloudFormation 44 B #xi3 885,

HEE 4
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B iRigE

BirRERA A Hook HVIRMERE, BETLLRCREATEUPDATE, =XDELETE,

(® Note

fE FARESOURCESTACK. %1 CLOUD_CONTROL Hook B#rEt , P8 Biri2{EEER. FH
CHANGE_SET Hook B#rEt , RECREATEREST ER,

AR

M FBEMN Hook , X2ABITHNWARE. ©e5BREALHBIRREMXE , 5SEMIC Hook E1TH
BUR. REBLERFREEXEFEINZBE, W0, TEPREBNEEN BRAACREATER S
4 — preCreate Hook & BfEF, HH A BAREASMRS EERITR]ERH B #REMER , Hook
WHEBERFAHRERSET.

BME : (preCreate| preUpdate |preDelete)

/A Important

SEURA K IRIEUpdateCleanupF 2@ A Hook, BN , ZUTAMNGRH , T2RA
Hook MipreDeletet B :

. WEBRBBBR AR , SREATH,
o EERRE N B IR R R

E/REER:"

BEEEHK P FEH AWS CloudFormation Guard ¥4 |, #8490 B FiZ 4R K P X808
£, BUE Hook /5 , ©RIAERUE ZIESMIK P M XA R IRERFER,

BUE Guard Hook Bt , CloudFormation 7K BV EM TR AR EBUER Hook BIE— 1MNKBERNFE
Hook, X AFHIZE Hook ZENEMEEEM. BEBMEN T WA RATE AWS K- MXEEE
4,

ES]
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-updating-stacks-update-behaviors.html#update-replacement
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« AWS CLI B TR EH G T

« 4"E Guard HNSKITL R E R R IR
- HEZOIEFEN

o FERAIKF B EUE Guard Hook

s EELK,PHHESHNAE

o TEAREVIK P AP RR B B 4

AWS CLI BT A ESENTS
£/ Guard Hook #9 AWS CLI s S84+ :

« activate-typeFF 8 #UE Guard Hook I 12,

« set-type-configuration3k 5 E &M F 8 Hook K E & #HE .

« list-types %l HRIK = B Hook

« describe-typeilR B X 45E Hook B4 E Hook IR A FMEES. , BIE YA EHIE.
« deactivate-type M B9 Ik 7= AR B BR 2 BIBUERY Hooko

4B Guard ALKk B4 4 8 R IR

AWS CloudFormation Guard 2 —#MFFRE., BRAME%EAIES (DSL) , RATLLA R BI4E policy-as-
code, AEBMNAUMMIEER Guard {ERFIFN | XLEH N AT LATE Guard Hook Az T B34
CloudFormation 1 AWS Cloud Control APl 1€, BENESRFRWSFIEAN AN TEEEN E
A, EEEURTYREY Guard Hook BYZ1TRIIE], AJLAYE Guard Hook B E N EA TR B W REHRE
17

o BIRIRE

o MERRIRME

- FEHESERE

ERBRE Guard NN EZER |, 55 H4%E AWS CloudFormation Guard #11

£}
- RERRESTIAN
o HERRET AN

AWS CLI AT AP EHANGS 6


https://docs.aws.amazon.com/cli/latest/reference/cloudformation/activate-type.html
https://docs.aws.amazon.com/cli/latest/reference/cloudformation/set-type-configuration.html
https://docs.aws.amazon.com/cli/latest/reference/cloudformation/list-types.html
https://docs.aws.amazon.com/cli/latest/reference/cloudformation/describe-type.html
https://docs.aws.amazon.com/cli/latest/reference/cloudformation/deactivate-type.html
https://docs.aws.amazon.com/cfn-guard/latest/ug/writing-rules.html
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- ERESREFTIAN

RIFBRETEAN

BHENE, EFNIMBREIRN , HEA R BRIRE, Hl , MREZITEFH CloudFormation L
BRI AR , WRTEECTERERIRE,. HEMEMA Cloud Control BIZRAPI, FHeMIBRE R |, Xt
W RBIRIBE, EALUF Guard Hook BiiE N B4R , RESOURCEH EE# M TargetOperationsit
B AP EL B CLOUD_CONTROLIRE. HRHY Guard Hook 1E{E & RIRVER! , Guard BIZE&ITEERA Ao

£

s SFRRRBAEE

« =¥l Guard BIREER A
s RREENTHAN

SRR AEE
Guard &R A A HEKN Guard N IFEREIE.

LU B3R AR RBIFIR

HookContext:
AWSAccountID: String
StackId: String
HookTypeName: String
HookTypeVersion: String
InvocationPoint: [CREATE_PRE_PROVISION, UPDATE_PRE_PROVISION, DELETE_PRE_PROVISION]

TargetName: String
TargetType: RESOURCE
TargetlLogicalld: String

ChangeSetId: String

Resources:

{ResourcelogicallD}:
ResourceType: {ResourceType}
ResourceProperties:

{ResourceProperties}
Previous:
ResourcelogicallD:

ResourceType: {ResourceType}
ResourceProperties:

{PreviousResourceProperties}

A Hook 4w ERAIF MM 7
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HookContext
AWSAccountID

AWS Ik @8 EE AR RIRA 1D,
StackId

ERBIRBIE—Z 28 CloudFormation AL AV ID, MERBER=IEF , MkFERAZ
API,

HookTypeName

IEFEIZ1THY Hook KY & #.
HookTypeVersion

IEFEIZ1THY Hook HYMRZS,

InvocationPoint
REZEFPEHEITHBIME.,

5% {& : (CREATE_PRE_PROVISION| UPDATE_PRE_PROVISION [DELETE_PRE_PROVISION)

TargetName

IE7E Tk BV BT R AV B o
TargetType

EETENRBRERESR (Hl0 : AWS: :S3: :Bucket ) o
TargetLogicalld

EfEFfETargetLogical I EIRAY . R Hook BIKIRZ CloudFormation , NIXfF 2 &
RHER ID (B NBERM ) » MR Hook HIEIRZ Cloud ControlAPI , X2 — N aE
B,

ChangeSetId

NS Hook MAMMITHWERE ID, WREREERZHMH Cloud Control API, Tdelete-
stackiR{EB 3 create-stackupdate-stack , MLERZE,

Resources
ResourcelLogicallD

LIRER B3N8 CloudFormation , ResourcelLogicalIDFi2 CloudFormation ¥4y & & JREY
Z5 1D,

A Hook mE 53 MM 8
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L2 4EMH Cloud Control B3AFAPI , Resourcelogical IDRARER, F#. BEID MiE
X IDWAE,

ResourceType

HRAVRTZFRR (B0 : AWS: :S3: :Bucket )

ResourceProperties

FHEEHHERNEEM. 2 Guard Hook £t ¥t CloudFormation #RZE{LIZITRS |, {EMIEK
B, SBNELENEITEHBN. MBEERREE , NILENHZE,

Previous

ResourcelLogicallID

LI2ER B3R CloudFormation , ResourcelLogicalIDFi2 CloudFormation 14k # &R
B4 1D,

L2 4EMH Cloud Control BZ18API , ResourceLogical IDRFRER, &, B4 ID MiF
R ID WAE,

ResourceType

FRHEBZHRR (HII0 : AWS: :S3: :Bucket ) o

ResourceProperties

EEEEANEFRAXNLTIELE. MREMRAR , NILERFI =,

T~ Guard BIREER A

TR REEAERT —1 Guard Hook , B EZEW IEE EXAIAWS : :S3: :Bucket ®EHE N, X2
Guard A A T BV 53R

HookContext:
AwsAccountId: "00000000"
StackId: ""
HookTypeName: org::s3policy: :hook
HookTypeVersion: "0Q0001"
InvocationPoint: UPDATE_PRE_PROVISION
TargetName: AWS::S3::Bucket
TargetType: RESOURCE
TargetLogicalIld: MyS3Bucket

A Hook mE 53 MM 9
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ChangeSetId: ""
Resources:
MyS3Bucket:
Type: AWS::S3::Bucket
Properties:
BucketName: amzn-s3-demo-bucket
ObjectLockEnabled: true
Previous:
MyS3Bucket:
Type: AWS::S3::Bucket
Properties:
BucketName: amzn-s3-demo-bucket
ObjectLockEnabled: false

EEEZRBREBENMETHEY , HSHAWS:: S3:: Bucket,

RREER ST AN

= Guard Hook W& BRE LAt , EEA TRERZEWEENEAN. RERERFREANXLENR
N ATIFE, WREEARNEITFELY , Hook iekMK. MFEZE XM , Hook ieBER.

LR RBIR—%BHN |, BTFiFfEiZObjectLockEnabledB R EtruesEBATE
fTAWS : :S3: :Bucket &IREH,

let s3_buckets_default_lock_enabled = Resources.*[ Type == 'AWS::S3::Bucket']

rule S3_BUCKET_DEFAULT_LOCK_ENABLED when %s3_buckets_default_lock_enabled !empty {
%s3_buckets_default_lock_enabled.Properties.ObjectLockEnabled exists
%s3_buckets_default_lock_enabled.Properties.ObjectLockEnabled == true
<<
Violation: S3 Bucket ObjectLockEnabled must be set to true.

Fix: Set the S3 property ObjectLockEnabled parameter to true.
>>

LU A TR AZTE , AR, BAiZObjectLockEnabledBMRIRE N true,

Resources:
MyS3Bucket:
Type: AWS::S3::Bucket
Properties:
BucketName: amzn-s3-demo-bucket

A Hook mE 53 MM 10


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-s3-bucket.html#aws-resource-s3-bucket-properties
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ObjectLockEnabled: false

AN E AT AZITH , BB , ENiREObjectLockEnabledtrue,

Resources:
MyS3Bucket:
Type: AWS::S3::Bucket
Properties:
BucketName: amzn-s3-demo-bucket
ObjectLockEnabled: true

4 Hook KAt |, KIMAIF N F4E3E[E CloudFormation 2 Cloud Control APl, N8R 23 Guard Hook
BETAEEMEE  WEEREREEMANN G, HIFNRFEBIEViolationFFixEE,

HEA& BR AEBR 3P HL U

B2, FHHMBR CloudFormation #i% At | AT LAYF Guard Hook B i A M IFEFTERFF A |, H
Al HERE LE HEAR IR EBR S 1T, BT LA Guard Hook TargetOperations BB REFEHBEEF I E
PRSTACKIR4E,

E=3-ui}

o B Etkim ABE

« R4l Guard HkiR/ER A

o MERTERRPAN

Bdr sk S A E
Guard R IREN R AN EH Guard FANRMH T EiFHAITE CloudFormationtE 4R,

BT Rtk ARV R BIFIR

HookContext:
AWSAccountID: String
StackId: String
HookTypeName: String
HookTypeVersion: String
InvocationPoint: [CREATE_PRE_PROVISION, UPDATE_PRE_PROVISION, DELETE_PRE_PROVISION]

TargetName: String
TargetType:STACK

A Hook wE PRI #L M 11
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ChangeSetId: String
{Proposed CloudFormation Template}

Previous:
{CloudFormation Template}

HookContext
AWSAccountID

AWS ik 2R FEHH ID,
StackId

ER HEMRIRE—EB B CloudFormation M4k Y 3#E4% 1D,
HookTypeName

IEEIZ1THY Hook BY B #o

HookTypeVersion

[EEZ1THI Hook BIRRAR,

InvocationPoint
BEZEDEHEITHBINE.,

B ME : (CREATE_PRE_PROVISION| UPDATE_PRE_PROVISION |DELETE_PRE_PROVISION)

TargetName
IE7E Tk BV AR BY B o
TargetType

HENHER R Hook IZ1TSTACKET , BLER R,
ChangeSetId

NS Hook BMAMMITIWERE ID., WRMRIEER. Fdelete-stackR{EZ3N create-
stackupdate-stack , MILERZE,

Proposed CloudFormation Template

f£3% 44 CloudFormationcreate-stack=update-stacki2fEHI5EE CloudFormation #iR{E, X
EIEEWMResourcesOutputs, MZEMWRNBProperties, EAARISONEYAMLERFE | B
HEUR T RHLHRNA CloudFormation,

A Hook wE PRI #L M 12
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Edelete-stackigfEd , HEFHNZ,

Previous

R IhEBE Y CloudFormation # 4R, N5 IE1E S22 skl BR3tERR | NILE R ZE,

Edelete-stackigfEdh , HEFHZ,

(® Note
RENERZEZE S HupdatetkiBEcreate R, MIBRHEKET | FREERE,

T Guard H#tRigER A

LR Rl AR R T RHEWR TR R L a1 58 E R EHRAY Guard Hooko 2SR5 Ry R AR £ A BYJSON
WS

HookContext:

AwsAccountId: 123456789012

StackId: arn:aws:cloudformation:us-east-1:123456789012:stack/myteststack

HookTypeName: org::templatechecker: :hook

HookTypeVersion: "00001"

InvocationPoint: UPDATE_PRE_PROVISION

TargetName: my-example-stack

TargetType: CHANGE_SET

TargetlLogicalld: arn:aws:cloudformation:us-east-1:123456789012:changeSet/
SampleChangeSet/12a3b456-0e10-4ce@-9052-5d484a8c4e5b

ChangeSetId: arn:aws:cloudformation:us-east-1:123456789012:changeSet/
SampleChangeSet/12a3b456-0e10-4ce@-9052-5d484a8c4e5b
Resources: {

"S3Bucket": {
"Type": "AWS::S3::Bucket",
"Properties": {
"BucketEncryption": {
"ServerSideEncryptionConfiguration": [
{"ServerSideEncryptionByDefault":
{"SSEAlgorithm": "aws:kms",
"KMSMasterKeyID": "KMS-KEY-ARN" },
"BucketKeyEnabled": true }

A Hook mE 53 MM 13
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}

}
Previous: {
"AWSTemplateFormatVersion": "2010-09-09",
"Resources": {
"S3Bucket": {
"Type": "AWS::S3::Bucket",
"Properties": {3}

}
}
}
HHRZ B R AN

3 Guard Hook {4tk Eakat , EEE TREAZEWEENMEAN. RERIERRE AN XL
AT, WMREEAANAIITERY , Hook XMW, MRZXBXM , Hook LB,

TR RBIR—% Guard Il , AF LR EEEMAWS: :S3: :Bucket BREBETEBRNNE
#BucketEncryption , HiZEBMSSEAlgorithmiZ &N aws : kmsHAES256,

let s3_buckets_s3_default_encryption = Resources.*[ Type == 'AWS::S3::Bucket']

rule S3_DEFAULT_ENCRYPTION_KMS when %s3_buckets_s3_default_encryption !empty {
%s3_buckets_s3_default_encryption.Properties.BucketEncryption exists

%s3_buckets_s3_default_encryption.Properties.BucketEncryption.ServerSideEncryptionConfiguratic
in ["aws:kms", "AES256"]
<<
Violation: S3 Bucket default encryption must be set.
Fix: Set the S3 Bucket property
BucketEncryption.ServerSideEncryptionConfiguration.ServerSideEncryptionByDefault.SSEAlgorithm

to either "aws:kms" or "AES256"
>>

MM U TEREITER , E2ETRIfail,

AWSTemplateFormatVersion: 2010-09-09
Description: S3 bucket without default encryption
Resources:
EncryptedS3Bucket:
Type: 'AWS::S3::Bucket'

A Hook wE PRI #L M 14
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Properties:
BucketName: !Sub 'encryptedbucket-${AWS::Region}-${AWS: :AccountId}"’

MM AT ERESITE , ERETTHIpass.

AWSTemplateFormatVersion: 2010-09-09
Description: S3 bucket with default encryption using SSE-KMS with an S3 Bucket Key
Resources:
EncryptedS3Bucket:
Type: 'AWS::S3::Bucket'
Properties:
BucketName: !Sub 'encryptedbucket-${AWS::Region}-${AWS: :AccountId}"’
BucketEncryption:
ServerSideEncryptionConfiguration:
- ServerSideEncryptionByDefault:
SSEAlgorithm: 'aws:kms'
KMSMasterKeyID: KMS-KEY-ARN
BucketKeyEnabled: true

ERESRESTIAN

812 CloudFormation TE &5 , A LAY Guard Hook B & T HEMRMEELE PR HMNER , SHE
I EENAT,

FH

- B TEEERMAEE

o Rl P EESERERA

- TEERENRF AN

Br¥r A E M AL
Guard B &EH A B A H#EH Guard # iR IR,

LT REXREMAN RO :

HookContext:
AWSAccountID: String
StackId: String

HookTypeName: String
HookTypeVersion: String

A Hook wE PRI #L M 15
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InvocationPoint: [CREATE_PRE_PROVISION, UPDATE_PRE_PROVISION, DELETE_PRE_PROVISION]
TargetName: CHANGE_SET

TargetType:CHANGE_SET
TargetLogicalld:ChangeSet ID

ChangeSetId: String
{Proposed CloudFormation Template}
Previous:

{CloudFormation Template}

Changes: [{ResourceChange}]

ResourceChangef&EiEER :

logicalResourcelId: String
resourceType: String

action: CREATE, UPDATE, DELETE
lineNumber: Number
beforeContext: JSON String
afterContext: JSON String

HookContext
AWSAccountID

AWS Ik Z 2R/ FENE ID,
StackId

ER HEMRIRE—EB 9 B9 CloudFormation 34k Y 3E4% 1D,
HookTypeName

IEEIZ1THY Hook B9 & #io

HookTypeVersion

IE#21TH Hook RYRRAR,

InvocationPoint
BEZEPEHSITHRIIMNE,

5 {& : (CREATE_PRE_PROVISION| UPDATE_PRE_PROVISION [DELETE_PRE_PROVISION)

TargetName
IEfE TG B HEAR B B o

A Hook wE PRI #L M 16
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TargetType

HERNERERFA Hook IZ1TCHANGE_SETHY , G L&,
TargetLogicalld

ZEMEEEEARNNE,
ChangeSetId

NS B Hook AMIMITHERE ID, MRHEKIFIER,. Hdelete-stackiREB 3N create-
stackupdate-stack , MILERZE,

Proposed CloudFormation Template

Acreate-change-setiREIREAISEE CloudFormation #4R, © L RJSONSHYAMLERFE |
BHBURTFRHELHAZA CloudFormation,

Previous

LR IhEBE Y CloudFormation 4R, NR IE1E G2 st BRtER | NILERZ=,
Changes

ChangestEHE, X5|H 7 HIRER,

B

logicalResourceld

B B IR Z 8 7R A o

resourceType
MEFRNRFRE,
action
XN ERIMATH R R,

B3%{E : (CREATE| UPDATE |DELETE)

lineNumber

BIRPEZEMERNTS,

A Hook wE PRI #L M 17
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beforeContext

T EHI IRV EEJSONFERF & ¢
{"properties": {"propertyl": "value"}}

afterContext

ERENRFEIEJSONFZRFE ¢

{"properties": {"propertyl": "new value"}}

R B R EERERA

TR AER T FEREEERDN Guard Hook, ZBIEBFMNERNBREHRIIR, FRGIFHE
HRAEARJISONIER A,

HookContext:
AwsAccountId: "00000000"
StackId: my-example-stack
HookTypeName: org::templatechecker: :hook
HookTypeVersion: "00001"
InvocationPoint: UPDATE_PRE_PROVISION
TargetName: my-example-stack
TargetType:STACK
TargetlLogicalld: arn...:changeSet/change-set
ChangeSetId: ""
Resources: {
"S3Bucket": {
"Type": "AWS::S3::Bucket",
"Properties": {
"BucketName": "amzn-s3-demo-bucket",
"VersioningConfiguration":{
"Status": "Enabled"

}

Previous: {
"AWSTemplateFormatVersion": "2010-09-09",
"Resources": {
"S3Bucket": {
"Type": "AWS::S3::Bucket",

A Hook mE 53 MM 18
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"Properties": {
"BucketName": "amzn-s3-demo-bucket",
"VersioningConfiguration":{
"Status": "Suspended"

}
Changes: [

{

"logicalResourceId": "S3Bucket",

"resourceType": "AWS::S3::Bucket",

"action": "UPDATE",

"lineNumber": 5,

"beforeContext": "{\"Properties\":{\"VersioningConfiguration\":{\"Status\":

\"Suspended\"}}}",
"afterContext": "{\"Properties\":{\"VersioningConfiguration\":{\"Status\":\"Enabled

\"}}}"
}

T EERER R AN
LT RBIR—&BHFAN , AFIEEI Amazon S3 FREBINER , HEERZAN

#KVersionConfiguration#Z M,

let s3_buckets_changing = Changes[resourceType == 'AWS::S3::Bucket']
rule S3_VERSIONING_STAY_ENABLED when %s3_buckets_changing !empty {

let afterContext = json_parse(%s3_buckets_changing.afterContext)
when %afterContext.Properties.VersioningConfiguration.Status !empty {

%afterContext.Properties.VersioningConfiguration.Status == 'Enabled'

AR RIEPFIF
£ 802 Guard Hook Z 81 , TUB BT L REH -

- BUMEEZBBTSFIAN,. BXREZER , B55H A Hook mERHF AN,
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B Hook WA A BXMNER BB RT 8EBUE Hook,

« EfH AWS CLI 582 Guard Hook , XM F s AIZEFIAMNRMNHITAERI T
CloudFormation 8 Guard Hook KISk H., SDK

A Guard Hook Bl ITAE
Hook £ AHITABRIRBEMRFPIEAZ Hook FTERIRER AWS K,

MEREMH B2 Guard Hook , NI AJ LA B3I Itk & & AWS Management Console ; &N |, B4 H

cCHlRtAG,

LAT &R 53 [ 48 & 7R ANl iR B AR BR LA 122 Guard Hook,

FREE IR

BRRIAMAFEREPNEABEN EERKUEACHFNIES  EAEBENEERKEEAE,
RE , TRATSRRKIRELZAINR

1. FUTHRENRREEM NI ZEA T A2 Guard Hook FIIAMB &,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"s3:ListBucket",
"s3:GetObject",
"s3:GetObjectVersion"

1)

"Resource": [
"arn:aws:s3:::my-guard-output-bucket/*",
"arn:aws:s3:::my-guard-rules-bucket"

]

.
{

"Effect": "Allow",

"Action": [
"s3:PutObject"

1)

"Resource": [
"arn:aws:s3:::my-guard-output-bucket/*"

& BRI 20
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]
}
]
}
2. BEEB/ERNEERE , BFEN Hook KAZBEHNNR, UTERT EWLUERANEERE
il
{

"Version":"2012-10-17",
"Statement": [

{
"Effect":"Allow",
"Principal": {
"Service": [
"hooks.cloudformation.amazonaws.com"
]
},
"Action":"sts:AssumeRole"
}

TELRBIK P #B0E Guard Hook

DT EBEERERT MAEERNIK S P B0E Guard Hook , X4 © Rt 7] LATE BUE Z S /Y K 7 A X 35 A
£/

&

« JBUE Guard Hook ( E#HLAR )

. BEEME (AWS CLI)

- HXAEIR

#5E Guard Hook ( EHLAR )
BUE Guard Hook SATE/REVIK R

1. %&3F AWS Management Console 3 7£ https://console.aws.amazon.com/cloudformat ion E$TF
AWS CloudFormation 2% & .

BUEEMY 21
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7.
8.

KRB SMEL | EEEE Hook in AWS XiE WILE,

MREERIZBIEMBF AN |, B LIREHBF AN , FEFHEE Amazon S3 F , R/FIRE LT
B, BZEFNROIMNIEE Guard HNSRIT {4 B3 558 B9 BRIT 4 € o

MREEZLETHFANAFESFHEE S3  , BHRERIT T D,

® Note
FHE7E SSHFNNRMBNEBFU TS BEZ— : .guard.zip., TH.tar.gz.

X F Guard Hook KR , BRHEHNBHF N ZEM#TE S3 & |, BHITUTIRE

« XF S3URI, BIEEHANHH S3 BE , LEFAXE S3 R4 T FF X EHE SR 58 FikF S3
PUE &

o (TR ) RMFXNRRA , R S3 FE@EBRH 7 RAES |, W LLERF S3 W RIVISER
o
%A Hook B} , Guard Hook &M S3 TEHEHHAN, FBHIEESNE REMIER , FATEIL
ZfLE Guard Hook B A RN,

( A& ) X¥F S3 F 6 4@ for Guard i HHIRE |, FIEE— S3 FMEREM Guard WHIRE. It

REDEEM Guard N IELE R,

EREMmERE B, FEBRUTER 2 — :

o AR “EAEKK Guard MNFMEER —NEERE SEREFEREH Guard N FFERNRE—NME
BN

o BEETREM S3 FHEWMBAMKFEM Guard i HIRS

(AL ) BABFANBMASE , REE FNENBHFANBMASHEMEE S3 F” TREUTE

8

« XF S3URI, BIEESE AN S3 BE , NEFARXKE S3 R4 T X EHE SR %8 FikF S3
PUE &

o (AR ) MTRRRA , MRER S3 FEEE A T RAES] , MATBLIAR S3 X REVEFEM
o

iij:¥-|:_$o
£ Hook B# A |, tFLA Tz — -

BUEE A 22
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« BE—AGENRREZN  ZBHNEZEPrivate: :Guard: : {i. a0, mMEH
AMyTestHook , MISEE M Hook BF¥E HNPrivate: :Guard: :MyTestHooko

« ERAUTHRIEHTER Hook B ( 8RR N 3]

# ) : Provider: :ServiceName: :HookName

9. XITF Hook B#r , FABREITMHEHANE :

o« HER-ERF IR, ERTSMIBRHERR B T A AR AR AR

- BR-TE AP EFHERMITE SN RRAEL,

- TEE-LYAFVETEEN , TETRINER.

- miEH AP EEFIAPIS SR I, ERSMBRERE,
10. £ “BIE" B, ERWPLERE (IR, BEFH. BBR ) FERLEHN Hook,
11. X F Hook = |, MWLM KM EHH@A S

- BH-MAFRHES , BRATSRERTRE, SN TEXBRIESESREREM,
« RW-FHIERESRSHT, XEPTHIFERHNEARRZEBR.

12. FHTAEE , % CloudFormation Hook I IAMGER A RKM S3 REENETMN |, H ALk
BREERFHAMN Guard HiHRE . &AL CloudFormation RF B A EAIENITAR , hAERE
EtENAR,

13 ﬁj:%-lt_zeo
14. (A ) 3T Hook TIEES , BHITUATERE -
a. ERRMLET  EEBLREBTEM Hook, KR T LR T R IRIE A
Hooko
b. EMEFRMHR , EENAHRBMTMELBCFESNZE -

- FFEHERENIBERAE — RAYUMAEENTIRREMTER , 2@ Hooko
o EHERBRAHERAE — NMREENVIERFELE —NTE , NFHFBA Hook.

(® Note
X$F Cloud Control API ##4F , i/ Ak & R EAR A 2 15 ik 25 BRI 4 2L B o

c. XTHKEMR , 7 Hook WA ISR EHK

BUOREM 23
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- WF @B, EEECESNHEKRENR. SREEME— /o EN MR |, FEAL%
M, ABWIIFRFPIEERHKRT A Hooko

« WTHER , BIEEEZHBRMNHER BN, HRBERSHHER AR Hook BHERR —L4FER
HEARRY | A LIET, BRILALFIH A HER SN | FREHERERRE A Hook,

d. XTHixAe  FREAXKAGE Hook BT EESRFRIFEHEK. IAM

« XTF Include , BEBE—NHZNMNAMABARNSKEMN X LA BXEKNHKX, RERZXL
AR AR ERES QA Hook,

« £ “HEBR” B, ARNs BHBRIHEREE — M RZMAMA R, Hook FERIEEA GRS
Ry AR 2 SMV PR AR B A
15. MET—%,
16. £ "EFHBE NHL , EFLNIER. BERTER , BEAXTIERERE.
17. HERIFHEIRER | &R BURES

BUEE M (AWS CLI)

HEHSERECH , FRINEEQZTIANNRFEL Hook FEANKITAR, BXESZEE , F5
B4 5 Guard AR IPEBR I BV R IR M Guard Hook BIZHITAE,

& Guard Hook LATEREVIK = H A (AWS CLI)

1. EFFHEE Hook , BEALUTHE activate-type®m® , AEHBEEER SU/F. KHFIEN
Hook fE &R AWS KPS EWHITAR.

aws cloudformation activate-type --type HOOK \
--type-name AWS::Hooks: :GuardHook \
--publisher-id aws-hooks \
--type-name-alias Private::Guard::MyTestHook \
--execution-role arn:aws:iam::123456789012:role/my-execution-role \
--region us-west-2

2. EFTHECE Hook , HfEREE N H#EITISONEE,

EAcatip TRIRZEBUTEMIISONN . BRESER , FEH EHRERMWIEESE,

$ cat > config.json
{

"CloudFormationConfiguration": {

BUREM 24
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"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE",
"CHANGE_SET"
1,
"FailureMode": "WARN",
"Properties": {
"ruleLocation": "s3://amzn-s3-demo-bucket/MyGuardRules.guard",
"logBucket": "amzn-s3-demo-logging-bucket"
}
}
}
}

» HookInvocationStatus : iR EENABLED} 7] /8 A48,
« TargetOperations : #EEEX BLEREZ1T Hooko
« FailureMode : i%i&J FAIL = WARN,

« ruleLocation : A URITFHMNUE S3, FMHE S3 FHNRMLMEEUT XU BEZ
— : .guard.zip, M, .tar.gz

 logBucket: ( AIi% ) F Guard JSON #REIEE S3 FHMEHIE o

3. FRALTAZA set-type-configurationf T AR BRI ZISONH X H—RBNAERE, AENEERES
SR RS

aws cloudformation set-type-configuration \
--configuration file://config.json \
--type-arn "arn:aws:cloudformation:us-west-2:123456789012:type/hook/MyTestHook" \
--region us-west-2

RS

BAVRM TERTE , B UERXLERGIE T #EUMMIE CloudFormation R MR B BA Guard
Hookoe BXREZEE , 2 AWS::CloudFormation::GuardHook ( 7 AWS CloudFormation F /g
M) o
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BEERIKP RS B

BUE Guard Hook Bt |, AT LAF Amazon S3 FiEMEEE N EHMEIREW B 5. BUES , Hook £ H
R Guard N IFE R EFEEEEENFZEEH, RE , BT LUE Amazon S3 #H AR EFIX
gt |

£ Amazon S3 #&|5 & F Guard Hook B&
#F Guard Hook #i i BE X4

1. %&3%. https://console.aws.amazon.com/s3/
EREMHFNSMAED | EREEN AWS X,
#%4% Buckets.

ERIEN Guard F R EERNFER.
EREPRENRIEE B R E B &
EERETHNMHERT A XHHITES.

o g A~ w Db

FEAREVIK P P B BR B4 4
LR BBECBUEN Guard Hook B , 5B T 5 B0F ELAEHOMK P IR

EEREZA Hook MAREMBR , ESHEAMS A AWS CloudFormation Hook,

ES}
« BIBRIKS VBT (FEH)
- HHBRRIK = R AV B HRIEH (AWS CLI)

BIBRIK S RV BT S (£ )
I BRI 7= R B B AR A

1. &% AWS Management Console #}7E https://console.aws.amazon.com/cloudformat ion L 3TF
AWS CloudFormation 3 #14&,
2. EREMBHSMEL | & Hook FTE AWS X1F] VL&,

3. MNSMBEEHIEE Hooks,

& & Guard Hooks A& 26
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4. HEEHATEL , REIEH RO ES,

5. & Hook 35l B Ei%HE HIEFE “HIBR"

6. HRFRTEHEINN , BAEHEHRUAIABBRIEERNES , RE%EF Delete.

I BRAR K = R B 2R ¥ 48 (AWS CLI)

(® Note
ERFRES 2B, XFCREER,. BXESEER , FER EENIKS HEAFERES
(AWS CLI)

FEALT AR deactivate-type@n T EH Hook , X FEMER K- kR, AENBEEZERLM
o

aws cloudformation deactivate-type \
--type-arn "arn:aws:cloudformation:us-west-2:123456789012:type/hook/MyTestHook" \
--region us-west-2

Lambda Hooks

EHEEHNIKS FER AWS Lambda #H# |, AT N BERZEHRIKS N XEB0EES, g
Hook J& , '& A ATE BUE R AV IK 7 M X SR AR R B P E A

BE Lambda #438¢ , CloudFormation 2K MR I ERENEMCUR—MNRBENLERE
. XAFLIRE Hook BENEMEERM. BERMENL T WANSLE AWS K- MXHEEE
M,

FH

« AWS CLI AT/ Lambda EHH @5

« BIE Lambda BIEK 1L Lambda 3 H#IRY IR

o HZ B Lambda 44

- EENIKSHBUE Lambda 44

« EFZK,H Lambda EHE A E

o MIBRIKF HEY Lambda 344

Lambda Hooks 27
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AWS CLI BT A Lambda 4GRS

£/ Lambda #4989 AWS CLI S S 83 :

- activate-type/a 3 Lambda E8#HBUER .

+ set-type-configuration3R 38 E &K 7 #Y Hook BYELE B IR,

« list-typesHlIl HRK 7= H #Y Hooko

» describe-typelREIEX4FE Hook RAFE Hook IRAHFMES , SIELH BB EHIE.
+ deactivate-type MR BV Ik 7= AR B BR 2 BIBUERY Hooko

B2 Lambda BECKR1E(E Lambda IR 7R

AWS CloudFormation Lambda Hooks /R iF#&5t B 2 B E XA B 1TiF{E CloudFormation F AWS
Cloud Control API 4, & Hook RJLAFRIEIRMEMEEH1T , HNEMAREAXHES H A TFIRIESRE
1T, B2 Lambda HEH | ATLURHEE N EBMIFELL T8I © CloudFormation

- RRRE
o SERRIRIE
- FUERRE

F&:

- FF& Lambda ¥4

- £ Lambda E T EIREBE

« f5H Lambda 8T EHERIRE

« A Lambda HE#ITEETEERE

FF & Lambda #£4£4

4 Hook A A{RHY Lambda Bt , EfFEEFKik 30 #4hik Lambda i3 A. Lambda iR E—4
JSONM R |, g REH R IIE R KM,

FB

- EXR
o M §7

e

i A
A

—

5

fil

AWS CLI A F A Lambda E#M T

28
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HRE A

f£i% 45 Lambda EREREY I ABURT Hook B ARERME ( HlN : Kk, BREHEHRE ),
EIVETPN

N TEEHBERRIDR KM E Hook HATIEIE , BH Lambda BB FEERE @, JSON
LA & Hooks HAZE #9 Mol 7 49 R BIFZAR

"hookStatus": "SUCCESS" or "FAILED" or "IN_PROGRESS",
"errorCode": None or "NonCompliant" or "InternalFailure"
"message": String,
"clientRequestToken": String
"callbackContext": None,

"callbackDelaySeconds": Integer,

hookStatus
EHRS, WFBALIEFE,

B3E : (SUCCESS| FAILED |IN_PROGRESS)

@ Note

Hook T —IJ«}U_IEI IN_PROGRESS 3 )Xo MIRFKREFALR , Hook LR M, XF Lambda
HEH , XEKRESZR Lambda RE&Z A LAIEA 3 X

errorCode

EREEREETTEABBENTH , HEEHUARBRETHIR , MWL T ITMH. MREH
RN, W7 BN HEF B

B3{E : (NonCompliant|InternalFailure)

message

LERAERHEE , WAEHRIHAMNER,

RNEHBIE Lambda B 29
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® Note

1T & CloudFormation ##4ERT |, L FERME BRI 4096 NFHF
EE=EEIAPHRER | FEREEM N 1024 NEHF

clientRequestToken

£ Hook iERIVA A TRV BER T, LFBRNHIEFR,

callbackContext

MREEAhookStatusE , MIN_PROGRESS£ZE —MHANETX , ZL T XEEHBH

Lambda B ZES4E 0 fal A R 5o

callbackDelaySeconds

Hook NMiZZ% % A F 8B XA X4 Hook,

Bl
BAR 2 B 2h W B2 69 7R 431

{
"hookStatus": "SUCCESS",
"message": "compliant",
"clientRequestToken": "123avjdjk31"
}

BATF 28 B2 2% B9 7R 91

"hookStatus": "FAILED",

"errorCode": "NON_COMPLIANT",

"message": "S3 Bucket Versioning must be enabled.",
"clientRequestToken": "123avjdjk31"

£ Lambda #4515 B IR ER/E

FUEBCIE, EHIMBREIRES | BN RRIRME, HlI0 , MBLEIZITEH CloudFormation 3
BRUBIEFTER , IRTEESTEREREE, HEFEA Cloud Control BZ2API, T SMIERE IR

RNEHBIE Lambda B
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B, Xt RN RREE, E7 LU CloudFormation Lambda #4392 E 7 B #RRESOURCE Fl#E
#jTargetOperationsEiE+ HCLOUD_CONTROLE{E,

(® Note

RYFEHcloud-control delete-resourceskH HIEE/EAL &M R IRt , T2
delete Hook 4 ¥EfEFcloudformation delete-stacke.

£}

+ Lambda Hook &R AiBE

+ Lambda Hook & RZEFE i A Rl
- ATRRZIEN Lambda BEE R

Lambda Hook &R AiE %

YMIRH Lambda #UA AT ERIRBEER |, BFKRBI—NISONBA , EF IR FEEE. BHEMEU
KBl %e Hook A £ T3,

BUTF RJSONH AR RBIFZAR

"awsAccountId": String,
"stackId": String,

"changeSetId": String,

"hookTypeName": String,
"hookTypeVersion": String,

"hookModel": {
"LambdaFunction": String

+
"actionInvocationPoint": "CREATE_PRE_PROVISION" or "UPDATE_PRE_PROVISION" or
"DELETE_PRE_PROVISION"

"requestData": {
"targetName": String,
"targetType": String,
"targetlLogicalId": String,
"targetModel": {
"resourceProperties": {...},
"previousResourceProperties": {...}
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},
"requestContext": {
"##": 1,
"callbackContext": null
}
}
awsAccountId

AWS Ik @8 EE G EREREN Do
stackId

IR VEFTE CloudFormation #EikHY#EHR ID, MMRFKBEE=IEE | N FERNZEAPI,
changeSetId

B3I Hook AR ENEM ID, MMRRFEZEZH Cloud Control API, ZHdelete-stackigE
JBEIH create-stackupdate-stack , MItL{E R ZE,

hookTypeName

IEEIZ1THY Hook BY B #.

hookTypeVersion

IEEIZ1THY Hook YRR,
hookModel

LambdaFunction

E4HARNIE AR 281 Lambda,
actionInvocationPoint

BLEZ B EHETHRIMNE.,

B & : (CREATE_PRE_PROVISION| UPDATE_PRE_PROVISION |[DELETE_PRE_PROVISION)
requestData

targetName

B2 B RIRN AR
targetType

fln | IEEBIZER BERERAWS: :S3: :Bucketo
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targetLogicalld

FETENRIRZER ID. R Hook FARIKIRRZ CloudFormation , X ff:2
CloudFormation i E L KB ER ID. R I Hook @A RISKIRR Cloud ControlAPI , M
X —IMEE.
targetModel
resourceProperties
EEBUNERNENESE. WRERRERE , WtEFRZE,
previousResourceProperties
S5 EEBRNARBENEME. MREEQIERR , NHENIZ,
requestContext
A
LA TESN S,

callbackContext

5 Hookwas i% & IN_PROGRESS , # HcallbackContextBiRE , e NEEH ARG
HIEXE,

Lambda Hook &R 3 5 5 A R4

LT RAIB AT , Guard Hook Ut | IE £ FEXHIAWS : : DynamoDB: : Table &R E
X ProvisionedThroughput#ReadCapacityUnitsSEIEEM 3 EFZEl 10,

BEXBRIUABMNESZEER , S HEAWS:: DynamoDB:: Table,

"awsAccountId": "123456789",

"stackId": "arn:aws:cloudformation:eu-central-1:123456789:stack/test-
stack/123456abcd",

"hookTypeName": "my::lambda::resourcehookfunction",

"hookTypeVersion": "00000008",

"hookModel": {

"LambdaFunction": "arn:aws:lambda:eu-

central-1:123456789:function:resourcehookfunction”

},

"actionInvocationPoint": "UPDATE_PRE_PROVISION",

"requestData": {

RNEHBIE Lambda B 33


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-dynamodb-table.html

AWS CloudFormation

Hooks F 6/

"targetName": "AWS::DynamoDB::Table",
"targetType": "AWS::DynamoDB::Table",
"targetlLogicalId": "DDBTable",
"targetModel": {
"resourceProperties": {
"AttributeDefinitions": [

{
"AttributeType": "S",
"AttributeName": "Album"
I
{
"AttributeType": "S",
"AttributeName": "Artist"
}

1,

"ProvisionedThroughput": {
"WriteCapacityUnits": 5,
"ReadCapacityUnits": 10

},
"KeySchema": [
{
"KeyType": "HASH",
"AttributeName": "Album"
I
{
"KeyType": "RANGE",
"AttributeName": "Artist"
}
]

iy

"previousResourceProperties": {
"AttributeDefinitions": [

{
"AttributeType": "S",
"AttributeName": "Album"
I
{
"AttributeType": "S",
"AttributeName": "Artist"
}

1,

"ProvisionedThroughput": {
"WriteCapacityUnits": 5,
"ReadCapacityUnits": 5

RNEHBIE Lambda B
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},
"KeySchema": [
{
"KeyType": "HASH",
"AttributeName": "Album"
.
{
"KeyType": "RANGE",
"AttributeName": "Artist"
}
]

1,

"requestContext": {
"invocation": 1,
"callbackContext": null

BT R®EE/EN Lambda BEEBURAI

LA Lambda ##K B ~Hl. Node.jsXR— MEENEE , ©2F 3 DynamoDB HE{A % IR
FH LM , DynamoDB £Z i fF1% &N K F ProvisionedThroughput ReadCapacity 10 H9{E.
WMBERRTY , NPT @MW E S REE “ReadCapacity BB IEH”, MRFERWIEAMK , MESHF K
W, AR “ReadCapacity TAERET 107,

export const handler = async (event, context) => {
var targetModel = event?.requestData?.targetModel;
var targetName = event?.requestData?.targetName;
var response = {
"hookStatus": "SUCCESS",
"message": "ReadCapacity is correctly configured.",
"clientRequestToken": event.clientRequestToken

i

if (targetName == "AWS::DynamoDB::Table") {
var readCapacity =
targetModel?.resourceProperties?.ProvisionedThroughput?.ReadCapacityUnits;
if (readCapacity > 10) {
response.hookStatus = "FAILED";
response.errorCode = "NonCompliant";
response.message = "ReadCapacity must be cannot be more than 10.";
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}

}

return response;

};

5 Lambda ¥ (h R IRE

BULEAFERCE., EHNMERERE |, T LUFEM CloudFormation Lambda Hook & M
T L FTEARTT S | HOTEEPA LR IRIEMKE FH 1T, LT LUF CloudFormation Lambda £ & Jy 44
FLEFHISTACKIREE #5. TargetOperations

£

« Lambda Hook &5 AiBE

« Lambda Hook 3% & ot A TR
- AT HRRIEN Lambda BEERHI

Lambda Hook 4% % A B %

&M Lambda #V8 A AT HRIR{ERT | BFKRE —N2E Hook A L TXFMISONER LT IXH
%R, actionInvocationPointHF CloudFormation #R#Y K/NEAK Lambda BEUEZ A A K
NER , FERRERTFMETE Amazon S3 WHRA, i ArequestDataBIFEE D BHURLE S — 3
R Amazon S3 , ZXRTE X8I F LA BT EMRAR AR

LT RJSONH AR RAIFZAR

"clientRequesttoken": String,
"awsAccountId": String,
"stackID": String,

"changeSetId": String,

"hookTypeName": String,
"hookTypeVersion": String,

"hookModel": {
"LambdaFunction":String

+
"actionInvocationPoint": "CREATE_PRE_PROVISION" or "UPDATE_PRE_PROVISION" or
"DELETE_PRE_PROVISION"

"requestData": {
"targetName": "STACK",

targetType": "STACK",
"targetlLogicalId": String,
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"payload": String (S3 Presigned URL)
.
"requestContext": {
"invocation": Integer,
"callbackContext": String

clientRequesttoken

B Hook B RIVAATMIRENBERTE, LFBRNBIEFER,

awsAccountId

AWS Ik S8 EEIFGHERR 1D,
stackID

HE#% B3 CloudFormation % 1D,
changeSetId

Bz Hook A ERER ID, MNEHERFELH Cloud Control RAPI, ZHdelete-stackiRER
3) create-stackupdate-stack , Mt{ERNZE,

hookTypeName

IEH#Z21TH Hook KY& o

hookTypeVersion

IEEIZ1THY Hook HIRRA,
hookModel

LambdaFunction

FEHARNIE A 28] Lambdas
actionInvocationPoint
BREZEPEHEITHBIMNE,

B & : (CREATE_PRE_PROVISION| UPDATE_PRE_PROVISION |[DELETE_PRE_PROVISION)
requestData

targetName

X/MER R STACK,
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targetType

XAMERF R STACK,
targetlLogicalld

HEHR BT
payload

ML LM Amazon S3 , URLEAREESEF LM AT ERE X AIJSONI R,

requestContext

MREFEBHFFA Hook , MPFFRE XTI R,

invocation

HETERN =R,

callbackContext
R Hook iR E N IN_PROGRESSHcallbackContext2iR[E , NEFEEHEAN HIEX
B,

FRBEFWpayloadEHEURLREWRBEERREN, — BRI TURL , RRLKBE-1MEFU
TREHNR :

{
"template": String,
"previousTemplate": String
}
template

Riftfhcreate-stackHAIEE CloudFormation #Hiupdate-stack. BRI L RJSONSHYAMLE
e, EARBURTRMLEHW AR CloudFormation,

Edelete-stacki®fEdh , HEFHZE,

previousTemplate

ZBiHY CloudFormation #1x, ©AUR2JSONKYAMLEZHZE K EAFBRTEHLNANE
CloudFormation,
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Edelete-stackigfEd , HEFHNZ,

Lambda Hook 4% 58 cit s A 7= 45

DT RERTEMANTA, Hook EEW(E—IMEXR , XEKObjectLockEnabledfFEF A true ,
HAMT — 4 Amazon SQS A% :

"clientRequestToken": "f8da6dl1l-b23f-48f4-814c-0fb6a667f50e",
"awsAccountId": "123456789",
"stackId": "arn:aws:cloudformation:eu-central-1:123456789:stack/david-ddb-test-
stack/400b40f0-8e72-11ef-80ab-02f2902f0odf1",
"changeSetId": null,
"hookTypeName": "my::lambda::stackhook",
"hookTypeVersion": "00000008",
"hookModel": {
"LambdaFunction": "arn:aws:lambda:eu-
central-1:123456789:function:stackhookfunction"
},
"actionInvocationPoint": "UPDATE_PRE_PROVISION",
"requestData": {
"targetName": "STACK",
"targetType": "STACK",
"targetlLogicalId": "my-cloudformation-stack",
"payload": "https://s3...... "
b
"requestContext": {
"invocation": 1,
"callbackContext": null

AT R TpayloadRfilrequestData :

"template": "{\"Resources\":{\"S3Bucket\":{\"Type\":\"AWS::S3::Bucket\",
\"Properties\":{\"ObjectLockEnabled\":true}},\"SQSQueue\": {\"Type\" :\"AWS: :SQS: :Queue
\",\"Properties\": {\"QueueName\":\"NewQueue\"}}3}3}",

"previousTemplate": "{\"Resources\":{\"S3Bucket\":{\"Type\":\"AWS::S3::Bucket\",
\"Properties\":{\"ObjectLockEnabled\":false}}}}"

}
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BT HERIE/EM Lambda EREBURSI

BAR Lambda Hook Ky B#R7R"fil. Node.jsXR—MEIHERRH , A TEHEKRETRAR , BITE
#RJSONHIREISUCCESS,

export const handler = async (event, context) => {
var targetType = event?.requestData?.targetType;
var payloadUrl = event?.requestData?.payload;

var response = {
"hookStatus": "SUCCESS",
"message": "Stack update is compliant",
"clientRequestToken": event.clientRequestToken
};
try {
const templateHookPayloadRequest = await fetch(payloadUrl);
const templateHookPayload = await templateHookPayloadRequest.json()
if (templateHookPayload.template) {
// Do something with the template templateHookPayload.template
// JSON or YAML
}
if (templateHookPayload.previousTemplate) {
// Do something with the template templateHookPayload.previousTemplate
// JSON or YAML
}
} catch (error) {
console.log(error);
response.hookStatus = "FAILED";
response.message = "Failed to evaluate stack operation.";
response.errorCode = "InternalFailure";
}
return response;

};

ff£A Lambda £ 1T EEIRE

FYLOEBERER |, #A LU AR CloudFormation Lambda Hook B2 7 B il T E o sE 3
ATRERE LE B30 1T, BRI LUK CloudFormation Lambda #E44 & 340 El & F AICHANGE _SETIR4EH
¥ro TargetOperations

F&
« Lambda Hook k& AiEE
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« 15l Lambda 5 E REE X5 A
o« ATEAEERERN Lambda BEURHBI

Lambda Hook B i &5 AiE %

TEERENEASHERBERL , BERNEMEFrequestDatalt BREEESI AN R IREET

o

AR RJSON# AR RBIFEAR

{

"clientRequesttoken": String,

"awsAccountId": String,

"stackID": String,

"changeSetId": String,

"hookTypeName": String,

"hookTypeVersion": String,

"hookModel": {
"LambdaFunction":String

},

"requestData": {

"targetName": "CHANGE_SET",
"targetType": "CHANGE_SET",
"targetlLogicalId": String,
"payload": String (S3 Presigned URL)

},

"requestContext": {
"invocation": Integer,
"callbackContext": String

}

}
clientRequesttoken

BN Hook BERIA AMBRHIVERTE. LFBRNKMEFE,

awsAccountId

AWS K S8 EEIFGRHERR 1D,
stackID

R HE CloudFormation 4% 1D,

REHBIE Lambda Bk
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changeSetId

53 Hook AR EE &M ID,
hookTypeName

IEFEIZ1THY Hook KY & #5.
hookTypeVersion

IE#EIE1THY Hook HYAR A,
hookModel

LambdaFunction

FEHARNE A/ 281 Lambda,
requestData

targetName

XAMEFF R CHANGE_SET,
targetType

XAMERFZ CHANGE_SET,
targetLogicalld

ZTEEARN...
payload

ML E M Amazon S3 , URLEFZEFEAYATERAWISONN R , AR EHRES|I AWEHRT
=

requestContext

MREAEEFHEA Hook , NFHEE LTI R,
invocation

YERTHEAN SR,
callbackContext

R Hook i BN IN_PROGRESSHcallbackContext2iRE , N iFfE EFHE AR HMEX
&,
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FRBFEHWpayloadEBHURLRENRBEFERI, — BRI TURL , RRLBE-1MEEU
TREHMR

{
"template": String,
"changedResources": [
{
"action": String,
"beforeContext": JSON String,
"afterContext": JSON String,
"lineNumber": Integer,
"logicalResourceId": String,
"resourceType": String
}
]
}
template

RBift4hcreate-stack=H M EE CloudFormation #4Rupdate-stack., B A RIJSONSHYAMLE
MH, EABURTRMLANAZR CloudFormations

changedResources

EERNRIRIR,
action
BT RIRNESRERE,
B3W{E : (CREATE| UPDATE |DELETE)

beforeContext

ERENRREERNISONFRE, SIZARA , LhENZE, HISONZHFERNABERREN
HFEHPASTRINGS,

afterContext

MRHATTHESRE , MHFREERNISONFRFH, MERFIRE , ERNZ, LLISONFHFH
PR R RENBFEINSTRINGS,

lineNumber

BRFPSBULERNTS. MREFR , WDELETELEFNZE,
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logicalResourceld

EEEXRNRFHNEZERIR Do

resourceType

EEERNRRRE,

5l Lambda EHE REE XA

UTEEREEHMAN RO, EUTRAS | EBAUETEES|ANER, E—NEXEMERE
HEIBAFICoolQueue, EZANEHRRFIM—NBE REIFBATINewCoolQueue, ZRE—TEXRRNHE

#DynamoDBTable,

"clientRequestToken": "f8da6dll-b23f-48f4-814c-0fb6ab67f50e",

"awsAccountId": "123456789",

"stackId": "arn:aws:cloudformation:eu-central-1:123456789:stack/david-ddb-test-

stack/400b40f0-8e72-11ef-80ab-02f2902f@df1",

"changeSetId": "arn:aws:cloudformation:eu-central-1:123456789:changeSet/davids-

change-set/59ebd63c-7c89-4771-a576-74c3047c15c6",
"hookTypeName": "my::lambda::changesethook",
"hookTypeVersion": "00000008",
"hookModel": {
"LambdaFunction": "arn:aws:lambda:eu-
central-1:123456789:function:changesethookfunction"
},
"actionInvocationPoint": "CREATE_PRE_PROVISION",
"requestData": {
"targetName": "CHANGE_SET",
"targetType": "CHANGE_SET",

"targetlLogicalId": "arn:aws:cloudformation:eu-central-1:123456789:changeSet/

davids-change-set/59ebd63c-7c89-4771-a576-74c3047c15c6",
"payload": "https://s3...... "
},
"requestContext": {
"invocation": 1,
"callbackContext": null

TR TpayloadR"flrequestData.payload :
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template: 'Resources:\n' +

' DynamoDBTable:\n' +

! Type: AWS::DynamoDB::Table\n' +

! Properties:\n' +

! AttributeDefinitions:\n' +

! - AttributeName: "PK"\n' +

! AttributeType: "S"\n' +

! BillingMode: "PAY_PER_REQUEST"\n' +
KeySchema:\n' +
! - AttributeName: "PK"\n' +
! KeyType: "HASH"\n' +
PointInTimeRecoverySpecification:\n' +

PointInTimeRecoveryEnabled: false\n' +

' NewSQSQueue:\n' +

! Type: AWS::SQS::Queue\n' +

! Properties:\n' +

! QueueName: "NewCoolQueue"',
changedResources: [

{
logicalResourceId: 'SQSQueue'’,
resourceType: 'AWS::SQS::Queue’,
action: 'DELETE’',
lineNumber: null,
beforeContext: '{"Properties":{"QueueName":"CoolQueue"}}"',
afterContext: null
.
{
logicalResourceId: 'NewSQSQueue',
resourceType: 'AWS::SQS::Queue’,
action: 'CREATE',
lineNumber: 14,
beforeContext: null,
afterContext: '{"Properties":{'"QueueName":"NewCoolQueue"}}'
.
{

logicalResourcelId: 'DynamoDBTable',
resourceType: 'AWS::DynamoDB::Table',
action: 'UPDATE',
lineNumber: 2,
beforeContext: '{"Properties":
{"BillingMode" :"PAY_PER_REQUEST", "AttributeDefinitions":
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[{"AttributeType":"S","AttributeName":"PK"}], "KeySchema":
[{"KeyType":"HASH", "AttributeName":"PK"}]1}}"',
afterContext: '{"Properties":

{"BillingMode" :"PAY_PER_REQUEST", "PointInTimeRecoverySpecification":

{"PointInTimeRecoveryEnabled":"false"}, "AttributeDefinitions":
[{"AttributeType":"S","AttributeName":"PK"}], "KeySchema":
[{"KeyType":"HASH", "AttributeName" :"PK"}]1}}"'

}

ATFETEERIEN Lambda BRI

LR Lambda Hook B9 B #r "5l Node.jsiXR—NMEAEMNEE , © THREFEREGRAE , BN

RWEANER , RARHERE a 2ol H 2B M2 EREESUCCESS,

export const handler = async (event, context) => {

var payloadUrl = event?.requestData?.payload;

var response = {
"hookStatus": "SUCCESS",
"message": "Change set changes are compliant",
"clientRequestToken": event.clientRequestToken

};

try {

const changeSetHookPayloadRequest = await fetch(payloadUrl);
const changeSetHookPayload = await changeSetHookPayloadRequest.json();
const changes = changeSetHookPayload.changedResources ||

for(const change of changes) {
var beforeContext = {};
var afterContext = {};
if(change.beforeContext) {

beforeContext = JSON.parse(change.beforeContext);

}
if(change.afterContext) {

afterContext = JSON.parse(change.afterContext);

}
console.log(beforeContext)
console.log(afterContext)
// Evaluate Change here

}

} catch (error) {
console.log(error);
response.hookStatus = "FAILED";

RNEHBIE Lambda B
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response.message = "Failed to evaluate change set operation.";
response.errorCode = "InternalFailure";
}
return response;
};
HERBIZE Lambda

2 Lambda H# 28T , BRI T ERFEAH

o BRAMEABET — Lambda ¥, BXEZER | HSHR NEHBGIE Lambda BE,
« 812 Hook WA FRAGNKMER B HHREFEEBE Hooko.

o E{FFH AWS CLI A% Lambda 4] , AR FOIZEBIAMNBENNITAEEIN AT
CloudFormation i@ Lambda E4HEEER K. SDK

A Lambda E#SIERITAE
Hook E A ITA BRIREBERFIEAZ Hook FTERIRFR AWS IKF,

MREMN P62 Lambda Hook , I AT LA B 3 B2 th A& € AWS Management Console ; &0 , &40
BB AE,

LAT 8820 @ S8 @ R e i B 612 Lambda EHHRR.

PR AU R

RRAMAFEREPNEABELEERKUEZEACHFNIES  EAEBENEERKEELAE,
RE , ERATIRKREENNR :

1. FUTHRENREREEM INEIZEA T2 Lambda Hook FIIAMA &,

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "lambda:InvokeFunction",
"Resource": "arn:aws:lambda:us-west-2:123456789012:function:my-function-
name"
}
]
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}

2. BYEASRMIEERE , RTFEN Hook RAZABHNR. LUTERT ERLUERHNEERE
o

{
"Version":"2012-10-17",
"Statement": [
{
"Effect":"Allow",
"Principal": {
"Service": [
"hooks.cloudformation.amazonaws.com"
]
1,
"Action":"sts:AssumeRole"
}
]
}

EER K P EUE Lambda 44

LT EBEERERT WAEZRH K S #5E Lambda Hook , M8 B 12 BUE 1% 40 49 Ik 7 A X igi & ]
Mo

£

 BUE Lambda 4 (BHE )

« BUE Lambda #E ()AWS CLI

- MXHIR

BUE Lambda 43 ( 2F1& )
BUE Lambda HEH LAIE BRI K P A

1. &% AWS Management Console #7£ https://console.aws.amazon.com/cloudformat ion 3T F
AWS CloudFormation 12| & .
2. EREMBHSMEL | EFRECIZE Hook in AWS XiF L E.

3. MREEARNEWOIE Lambda BHE , FHITUTERME !

B5E Lambda 344 48
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 ITF Lambda ##|& 8 Functions ( BE%X ) TTH,

« BIEEFA T Hook B Lambda B8# , ARRELERE, AXESER , BEH 612
Lambda B¥KiT{E Lambda HEHH R IR,

MRBEABIET Lambda BWE , BREHITT—F,
4. 7£ Hook ¥ , ERUTEDZ— :
s R IMEENEREENR , ZBHNEZEPrivate: :Lambda: : 770, #la0 , R
AMyTestHook , MISEE M Hook B¥iE NPrivate: :Lambda: :MyTestHook,
o FERAUTHERNIZHTERN Hook BF (¥R 5l

# ) : Provider: :ServiceName: :HookName

5. XTF Lambda E¥k , ERMHA T LEHE Lambda B, ELAER :

s FERENWTELDHEREF (ARN),
« ARNTEMAD B ERNEE,
6. XF Hook B#r , BB EFENANE :

- HER-ERAFOIE, BRI BRI TR ER,
o BR-TEA P EFHERNITE SN RROE.
- ERE-EAFUEEREMITEITRINER.
o =4 AP ESREAPISTIAOIR, EHTEMIBRIEE,
7. TECRME R EBREEIRE (BIE. FF. BB ) FERASEH Hook.
8. NTEWER , EFEMFAM Lambda BEBUR E MR IE R 55 : FAILED

- BE-MAFRHES , BATSRENTRE, SN TEXBRIESEEREREM,
« RM-FHIEBRAERSHRT. XA TRIFEBNEARREBE,

9. XNTFHITAE  EREHEFAREHN Lambda REEIAMEN A, EALL CloudFormation f&
HEIIRNENEIITAE , A EECHENAR,

10 iij:%-lt_io
1. (Wi ) XF Hook TIERS , BHITUTRIE -
a. EREFLET  HEBLFFLETLIAM Hook, i T MBRNEFAXERAM
Hooko.
b. EMEFRMHR , EFENAMKRBAMIHELACHESNZE -
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- FFEHRENITERAS — RALUMAREENTIREREMTERN , T 2@ Hooko
« EMERBHRTHERAE — MREENVLERFEDLE —TE , NWFEA Hook.

(® Note
34T Cloud Control API #4F , Fi /8 Ak & BRI EAR A 5 ik 25 BRI 4 2 B o

c. XTFHAREN , £ Hook A IS RNIERRIGEHK.
- WT 88, EEEQSHHEREN. SREEME /MO BENHEREN | FEMLE
B, RBWIIRFIEENMERT A Hooko

o XITHERR | FIEEBHRRAVHER BN, SRBERSEOHER LA Hook BHR—ERBEMN
HEAREY | B ERALIET. BRUCALFIH ARSI | FRE BRI E A Hook,

d. XNF#KkAR  BFREHXKARE Hook AATEERB RIS EHIL. IAM
e XF Include , IEE—IPREZNAMABARNSKEMEXEAEALBNER, REHXYL
AGFIHERIREST S Hooks

« T “HEBR” B, ARNs ZHEBRIHEREE — M RZMAMA R, Hook FERIEEHBR
HY AR 2 SN PR R AR I A

12. EET—2
13. E‘EFHEE NEL K EFEN®EEFE, EFTENR , BEMEXIBOERERE,
14. ERFHERER | EIF BURES,

B5E Lambda 344 (JAWS CLI

ERERECH |, FHRIAEZELIE Lambda EREFG A Ttk Hook BITA®R, BXEZELR | S
8% Lambda BEKR 1T Lambda FEHE IR A Lambda EH#HBIERITHAE,

BUE Lambda HEH#AESZNK S R £EH (JAWS CLI

1. EFEBUE Hook , BERAUTHS activate-type®® , AN EES R ST, KHHSEN
Hook fE &R AWS KPS ERITAR.

aws cloudformation activate-type --type HOOK \
--type-name AWS::Hooks::LambdaHook \
--publisher-id aws-hooks \
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--execution-role arn:aws:iam::123456789012:role/my-execution-role \

--type-name-alias Private::Lambda: :MyTestHook \
--region us-west-2

2. ESTREUE Hook , HfEREE NN H#EITISONE E.

ERAcatin T RIR BB U TEWAIISON ., BXESER

$ cat > config.json

{
"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"CLOUD_CONTROL"
1,
"FailureMode": "WARN",
"Properties": {
"LambdaFunction": "arn:aws:1lambda:us-
west-2:123456789012: function:MyFunction"
}
}
}
}

« HookInvocationStatus : XEENABLEDA Al /5 A,
« TargetOperations : IEEEX BFLEERMEIZ 1T Hook,
 FailureMode : iREN FAIL 3 WARN,

+ LambdaFunction : &% L ARN ambda BI#RY,

BSH EHRBERWIEESE,

3. ERLTAHA set-type-configurationfi T AR B EIZISONH X Hr—RENAERE, AENESERS

SR,

aws cloudformation set-type-configuration \
--configuration file://config.json \

--type-arn "arn:aws:cloudformation:us-west-2:123456789012:type/hook/MyTestHook" \

--region us-west-2

B5E Lambda 344

51


https://docs.aws.amazon.com/cli/latest/reference/cloudformation/set-type-configuration.html

AWS CloudFormation Hooks F 6/

R 2R

BINRE T ERRE , BRI SMERXLERFIK T #MAE CloudFormation HixE R P A8 Lambda
Hooke BXEZELE , 2 AWS::CloudFormation::LambdaHook ( # AWS CloudFormation f f°
EEF ).

BEE R P Lambda EH4H BE

£/ Lambda #4408 , AJEAE Lambda 12 & % ERAV I IE @ H IR &5 B &304

# Lambda 2% & EE Lambda E# A X

&EF Lambda EmH BHEXH
1. %% Lambda 2%l&.

ERBEMBHSMES | EFEH AWS XiF,
%=L 8

%EFTEM Lambda B,

RN LD+,

%3 L CloudWatch ogs KA ER BR
ERTHEEHAEREESENBEALA,

BB, AXNETRE Log CloudWatch s Live Trail EO®, BIFENELF , &R RINEE
HUANEERNEE

© N o g K~ W DN

« BULERE RIIFEERER FRPPNESHFRB[BROLGRFPIMES LSRR, LFRR
WEHEER  FENTSSEERACENEN.

BEXREE Lambda R BAENEZER |, FSHEF Lambda EREHY CloudWatch H &,

ffl BRI 7~ B9 Lambda 44

HETBEREECHEN Lambda HEHE | {H6E AU T SERTFEMERIK S HHER,

EERNZEA Hook MARGEMER , HSREZERFE A AWS CloudFormation Hooko

.
« MIBREMK S PH Lambda 5 (#EHIE )
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o MIBRIEMK P HY Lambda #£49 ()AWS CLI

il BRS& K F~ R BY Lambda 458 ( 2#18 )
ffl BRI P A #9 Lambda 44

1. %&3F AWS Management Console 3 7£ https://console.aws.amazon.com/cloudformat ion E$TF
AWS CloudFormation 2% & .

ERBMIHSHEZ L | %F Hook FRE AWS XiF ML E.
MEME & %EF Hooks.

FEEATNELE , REEMERE Lambda 44,

1%EH Hook 3538 ) S IEAEH L “MBR".

LHRZBPREBEINS , BAEHBHUBINNIBRIEEMNES , RE%EE Delete,

o gk~ w N

I BR S8 K = H 89 Lambda #48 ()AWS CLI

(® Note
ERFRES 2B, XFCRAEER. BXEZEE , FSR EENIKSFERAFERES
(AWS CLI),

FEHALUTREA deactivate-typeis 5E A Hook , X&NEHMNEH kS PR, AENSEEBREN
o

aws cloudformation deactivate-type \
--type-arn "arn:aws:cloudformation:us-west-2:123456789012:type/hook/MyTestHook" \
--region us-west-2

£ FAFF % B %E X Hook CloudFormation CLI
ATERATREEFRBEN Hook HFHEZEMEI AWS CloudFormation JEMRHE .
FEBEENL Hook BE=ENEESR ¢

1. B3
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EFRXBEN Hook , L& H A CloudFormation CLlI. E/E3h Hook BYI B R H A FER T
EfEA CloudFormation CLI initin T HIEEEQBEM. EXEZEE , BSH Bz BENL AWS
CloudFormation Hooks I B .

2. 183

EEE, SEMEIEEM Hook 221 , IHENX Hook R EEMME %,

£ CloudFormation CLIBIZ 545 E R Hook A S MAX N ZEAEERE, HEE B EHFINEIX
LAERERY , UEBHEERETEHNE M ERIRA Hook I XEMNER. BXEZER , B
2 BE B E N AWS CloudFormation 44,

3. JEA

EEM Hook , IR Hook LUEMARER LNRE=FT B, EsubmitiE/ERIEMER
Hook. BXEZEER , SR mEM B E N Hook AWS CloudFormation,

LUTESSEM Hook BX -
a. X — EHEHREEMRE.
b. i — FEX R ARARERENEEEN,

(® Note
Hooks 7£ 30 #/3#8et,

LT EBHIESETRER Python = Java FF k. EMME B EN Hook TR,

F&:

« FABENX AWS CloudFormation Hook B9 56 R &4
« B3 BE X AWS CloudFormation Hooks I B

- E#BENX AWS CloudFormation 344

. [E5EM B E X Hook AWS CloudFormation

« TEYRE Hook Allist B E X Hook AWS K F=

« BEFEEN Hook

o WEMZRPEUEEM B E X Hook CloudFormation
&% Hook A
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« H AWS CloudFormation ooks BYZR#3iE x5 #

& BEN AWS CloudFormation Hook BY %5 )R &4
YRETLAA Java = Python FF & —1MNBE X Hook, AT 2FF & BE X Hook By iR &H

Java FERFZMH

* Apache Maven

« JDK17

® Note

M RRITE £ CloudFormation 5 5175 M (CLI) /837 Java B9 Hooks TN B , MIE AN ZE %
Python 3.8 RE kA, B Java ## CloudFormation CLITI L@ pip ( Python HEEE
77 ) HITRE , ZEHH Python 5 K.

ER &R Java Hooks T B 2T Hook A B |, A LA T # Java Hook 4b B2 7 /R 41 ST 4

Python %R %4
« Python fR7 3.8 RE BhRAN,

EHYRE Python Hooks T B M4 FAIERRF |, YRATLA T Python Hook 4h 3252 7 R 41 34

FF & Hook KR

BT CloudFormation CreateUpdate, FDelete#MXRI , BMIEFEEHH LT AWS
CloudFormation £, XX LRVERY I RN RIET ERIIAMA & CloudFormation R B§ i 1T E

* register-type
* list-types

 deregister-type

« set-type-configuration
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A Hooks X EFF X E

EF % Hook , #REIZ#ETECloudFormation 4z A K& Python = Java,

EBLRENEXHWFEY CloudFormation CLI , IFHITA TIRE :

1. fEMA Python @EEER L%, CloudFormation CLI pip

pip3 install cloudformation-cli
2. REFERH Python = Java @4 CloudFormation CLI,

Python
pip3 install cloudformation-cli-python-plugin
Java

pip3 install cloudformation-cli-java-plugin

EH 4 CloudFormation CLIFNIEH |, & 0] LAfE R AL,

Python
pip3 install --upgrade cloudformation-cli cloudformation-cli-python-plugin
Java

pip3 install --upgrade cloudformation-cli cloudformation-cli-java-plugin

Bzh B E X AWS CloudFormation Hooks I B

BIEBEEN Hooks MEME—SEBEEZME ., LA LEA CloudFormation CLILnit# S B3R/
B E M Hooks T H .

Zinit@ S RBEH—IMES |, 5ISETHRIE HIRE |, B Hooks ZR¥X 4, SRR
KRENL Hook IFLRFEN . AXEZER |, BEH RWIEE,
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E53) Hook T E , BIITUT#HRE :
1. RAWMEBERERF,

mkdir ~/mycompany-testing-mytesthook

2. SMEHEF.

cd ~/mycompany-testing-mytesthook

3. {#M CloudFormation CLIinit#4 B z1TE,

cfn init
Zan S RHRE LA T

Initializing new project

4. Zinit@TREH—1EE , SISETERMEMNRE, HIERRE , B AhLIEE Hooks B1H.

Do you want to develop a new resource(r) a module(m) or a hook(h)?

5. RAEHRBENEN,

What's the name of your hook type?
(Organization::Service: :Hook)

MyCompany: :Testing: :MyTestHook

6. MRALET-—MESHEM , WRINERZES. WRZETSMESHEME , W LUEERAFENIE

5. WALEENESHRTES,

Select a language for code generation:
[1] java

[2] python38
[3] python39
(enter an integer):

B %) Hooks T B
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7. REFENTRESRET o

Python

( A% ) %&$% Docker HITIMY FEENITE. BATEE Docker , HREZIEWNILITTER/E
fais,

Use dockexr for platform-independent packaging (Y/n)?
This is highly recommended unless you are experienced with cross-platform Python
packaging.

Java

RE Java EMAEFERBERKRE, SANEARANREIER , AT GIE—NFH
RHEZE.

Enter a package name (empty for default 'com.mycompany.testing.mytesthook'):

Choose codegen model - 1 (default) or 2 (guided-aws):

SR . EERNBHTE HLER T IR Hook FREM X H. AT 2K Python 3.8 Y Hooks T B #Y B
M 8 Rl o

mycompany-testing-mytesthook. json
rpdk.log
README . md
requirements.txt
hook-role.yaml
template.yml
docs
README . md
src
__init__.py
handlers.py
models. py
target_models
aws_s3_bucket.py
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® Note

sTcBEFRHPWXHRBELNVESERCUIEN, EROXM4FE—LEEANERNTA, SR
iZ{Tgeneratetn T HABREF R INETIEB R models. py , FEXH (fltn ) 2EREN
SERD B EH,

ZEHEMN AWS CloudFormation $E4£4

Xt BE X AWS CloudFormation Hook #{T2#E S R SIZ—MNHTEX Hook, EEMME MRS
., ERAcfn initm S RIZBE N Hook W BB , 2% R4 Hook Z8F3 612 JSONME T A XA L

#. hook-name.json

B A S M BFRRERE T HA Hook WIBTIE. Hook L EBERFAXESKEETHITHNEEN
B, a0, CREATEREN BirigEMEApreCreateb BT, 3 Hook B AR RS H1TICEL 8 4E
i, BELEERFPEENABNAR. EHERRERESON BN, BALUEEBR , 10 AWS
CloudFormation A &R, AERBEHEENLRIR. Hook XIFLRHKEN T H IR,

ZEMTEEHFTENNIR, B4 Hook EEZENE Hook L EBEFIEENR. CloudFormation &
FEEREEFINELZEEBUNER , IRFHRENBERNR FRITESHAENNR. BEAF (M
Af) TEMMAAL , REFHIEERR , XAFMATR Hook BIERITIXLEES, CloudFormation X
LERBRRPRTE Hook AP IREAIANBR . X LA PR G123 44 Hook, Hook AbERFE 5 {5 F i LEAX PR SR 177 8]
AWS HiR,

&R LAGE R LA T 2R SR E N B RRTE IEH Hooko A Hook RFIRIEEERIMMWLERF. MR
ERTRIBENLERR |, BFEM Hook REHALBREFE D FHIBR. BXRERUNEZHARE
B, BESREMIEE,

{
"typeName":"MyCompany: :Testing: :MyTestHook",
"description":"Verifies S3 bucket and SQS queues properties before create and
update",
"sourceUrl":"https://mycorp.com/my-repo.git",
"documentationUrl":"https://mycorp.com/documentation",
"typeConfiguration":{
"properties":{
"minBuckets":{
"description":"Minimum number of compliant buckets",
"type":"string"
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"minQueues": {

"description":"Minimum number of compliant queues",

"type":"string"
},
"encryptionAlgorithm": {

"description":"Encryption algorithm for SSE",

"default":"AES256",
"type":"string"

}
I
"required":[
1,
"additionalProperties":false
},
"handlers":{

"preCreate":{
"targetNames": [
"AWS::S3: :Bucket",
"AWS: :SQS: :Queue"
1,

"permissions": [

},
"preUpdate": {
"targetNames":[
"AWS: :S3::Bucket",
"AWS: :SQS: :Queue"
1,

"permissions": [

I
"preDelete":{
"targetNames": [
"AWS::S3: :Bucket",
"AWS: :SQS: :Queue"
1,
"permissions": [
"s3:ListBucket",
"s3:ListAl1MyBuckets",

"s3:GetEncryptionConfiguration"

"sqgs:ListQueues",
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"sqgs:GetQueueAttributes",
"sqs:GetQueueUrl"

}I

"additionalProperties":false

£
- {8 Java 3 BE X AWS CloudFormation 43t T2
- {# 8 Python ¥ BE X AWS CloudFormation 83t T2

£ A Java 3 EHE N AWS CloudFormation 493 1T 248

X BE X AWS CloudFormation Hook #1TE2#E S RSl —MNHTFEX Hook, EEMMNEHIEEN,
YRS SIRER Java X B E X Hook BITEIR,

SR 1 AT R KB R

ETF Java #9 Hooks T B fk# T Maven pom.xml B X HER KT, BIFUATHS , HRABES
B BB EFZRTHpom. xml X4,

I B ARFI< R (pom.xml)

<?xml version="1.0" encoding="UTF-8"7?>
<project
xmlns="http://maven.apache.org/POM/4.0.0"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemaLocation="http://maven.apache.org/POM/4.0.0 http://maven.apache.org/
maven-v4_0_0.xsd">
<modelVersion>4.0.0</modelVersion>

<groupId>com.mycompany.testing.mytesthook</groupId>
<artifactId>mycompany-testing-mytesthook-handler</artifactId>
<name>mycompany-testing-mytesthook-handler</name>
<version>1.0-SNAPSHOT</version>

<packaging>jar</packaging>

<properties>
<maven.compiler.source>1.8</maven.compiler.source>
<maven.compiler.target>1.8</maven.compiler.target>
<project.build.sourceEncoding>UTF-8</project.build.sourceEncoding>
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<project.reporting.outputEncoding>UTF-8</project.reporting.outputEncoding>
<aws.java.sdk.version>2.16.1</aws.java.sdk.version>
<checkstyle.version>8.36.2</checkstyle.version>
<commons-io.version>2.8.0</commons-io.version>
<jackson.version>2.11.3</jackson.version>
<maven-checkstyle-plugin.version>3.1.1</maven-checkstyle-plugin.version>
<mockito.version>3.6.0</mockito.version>
<spotbugs.version>4.1.4</spotbugs.version>
<spotless.version>2.5.0</spotless.version>
<maven-javadoc-plugin.version>3.2.0</maven-javadoc-plugin.version>
<maven-source-plugin.version>3.2.1</maven-source-plugin.version>
<cfn.generate.args/>

</properties>

<dependencyManagement>
<dependencies>
<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>bom</artifactId>
<version>2.16.1</version>
<type>pom</type>
<scope>import</scope>
</dependency>
</dependencies>
</dependencyManagement>

<dependencies>
<l-- https://mvnrepository.com/artifact/software.amazon.cloudformation/aws-
cloudformation-rpdk-java-plugin -->

<dependency>
<groupId>software.amazon.cloudformation</groupId>
<artifactId>aws-cloudformation-rpdk-java-plugin</artifactId>
<version>[2.0.0,3.0.0)</version>

</dependency>

<!-- AWS Java SDK v2 Dependencies -->

<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>sdk-core</artifactId>

</dependency>

<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>cloudformation</artifactId>

</dependency>
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<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>s3</artifactId>

</dependency>

<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>utils</artifactId>

</dependency>

<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>apache-client</artifactId>

</dependency>

<dependency>
<groupId>software.amazon.awssdk</groupId>
<artifactId>sqgs</artifactId>

</dependency>

<!l-- Test dependency for Java Providers -->

<dependency>
<groupId>software.amazon.cloudformation</groupId>
<artifactId>cloudformation-cli-java-plugin-testing-support</artifactId>
<version>1.0.0</version>

</dependency>

<!-- https://mvnrepository.com/artifact/com.amazonaws/aws-java-sdk-s3 -->
<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-java-sdk-s3</artifactId>
<version>1.12.85</version>
</dependency>

<!-- https://mvnrepository.com/artifact/commons-io/commons-io -->
<dependency>
<groupId>commons-io</groupId>
<artifactId>commons-io</artifactId>
<version>${commons-io.version}</version>
</dependency>
<l-- https://mvnrepository.com/artifact/org.apache.commons/commons-lang3 -->
<dependency>
<groupId>org.apache.commons</groupId>
<artifactId>commons-lang3</artifactId>
<version>3.9</version>
</dependency>
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<!-- https://mvnrepository.com/artifact/org.apache.commons/commons-collections4

<dependency>
<groupId>org.apache.commons</groupId>
<artifactId>commons-collections4</artifactId>
<version>4.4</version>

</dependency>

<!-- https://mvnrepository.com/artifact/com.google.guava/quava -->

<dependency>
<groupId>com.google.guava</groupId>
<artifactId>guava</artifactId>
<version>29.0-jre</version>

</dependency>

<!-- https://mvnrepository.com/artifact/com.amazonaws/aws-java-sdk-

cloudformation -->

<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-java-sdk-cloudformation</artifactId>
<version>1.11.555</version>
<scope>test</scope>

</dependency>

<!-- https://mvnrepository.com/artifact/commons-codec/commons-codec -->
<dependency>
<groupId>commons-codec</groupIld>
<artifactId>commons-codec</artifactId>
<version>1.1l4</version>

</dependency>

<!-- https://mvnrepository.com/artifact/software.amazon.cloudformation/aws-
cloudformation-resource-schema -->

<dependency>

<groupId>software.amazon.cloudformation</groupId>
<artifactId>aws-cloudformation-resource-schema</artifactId>
<version>[2.0.5, 3.0.0)</version>
</dependency>
<l-- https://mvnrepository.com/artifact/com.fasterxml.jackson.dataformat/
jackson-databind -->
<dependency>
<groupId>com.fasterxml.jackson.core</groupIld>
<artifactId>jackson-databind</artifactId>
<version>${jackson.version}</version>
</dependency>
<!-- https://mvnrepository.com/artifact/com.fasterxml.jackson.dataformat/
jackson-dataformat-cbor -->
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<dependency>
<groupId>com.fasterxml.jackson.dataformat</groupId>
<artifactId>jackson-dataformat-cbor</artifactId>
<version>${jackson.version}</version>

</dependency>

<dependency>
<groupId>com.fasterxml. jackson.datatype</groupId>
<artifactId>jackson-datatype-jsr310</artifactId>
<version>${jackson.version}</version>
</dependency>

<!-- https://mvnrepository.com/artifact/com.fasterxml.jackson.module/jackson-

modules-java8 -->

<dependency>
<groupId>com.fasterxml.jackson.module</groupId>
<artifactId>jackson-modules-java8</artifactId>
<version>${jackson.version}</version>
<type>pom</type>
<scope>runtime</scope>

</dependency>

<!-- https://mvnrepository.com/artifact/org.json/json -->
<dependency>
<groupId>org.json</groupIld>
<artifactId>json</artifactId>
<version>20180813</version>
</dependency>
<!-- https://mvnrepository.com/artifact/com.amazonaws/aws-java-sdk-core -->
<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-java-sdk-core</artifactId>
<version>1.11.1034</version>
</dependency>
<!-- https://mvnrepository.com/artifact/com.amazonaws/aws-lambda-java-core -->
<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-lambda-java-core</artifactId>
<version>1.2.0</version>
</dependency>
<!-- https://mvnrepository.com/artifact/com.amazonaws/aws-lambda-java-log4j2 --

<dependency>
<groupId>com.amazonaws</groupIld>
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<artifactId>aws-lambda-java-log4j2</artifactId>
<version>1.2.0</version>
</dependency>

<!-- https://mvnrepository.com/artifact/com.google.code.gson/gson -->
<dependency>
<groupId>com.google.code.gson</groupIld>
<artifactId>gson</artifactId>
<version>2.8.8</version>
</dependency>

<!-- https://mvnrepository.com/artifact/org.projectlombok/lombok -->
<dependency>
<groupId>org.projectlombok</groupId>
<artifactId>lombok</artifactId>
<version>1.18.4</version>
<scope>provided</scope>
</dependency>
<l-- https://mvnrepository.com/artifact/org.apache.logging.log4j/log4j-api -->
<dependency>
<groupld>org.apache.logging.log4j</groupId>
<artifactId>log4j-api</artifactId>
<version>2.17.1</version>
</dependency>
<l-- https://mvnrepository.com/artifact/org.apache.logging.log4j/log4j-core --

<dependency>
<groupId>org.apache.logging.log4j</groupId>
<artifactId>log4j-core</artifactId>
<version>2.17.1</version>

</dependency>

<!-- https://mvnrepository.com/artifact/org.apache.logging.log4j/log4j-slf4j-

impl -->

<dependency>
<groupIld>org.apache.logging.log4j</groupId>
<artifactId>log4j-slf4j-impl</artifactId>
<version>2.17.1</version>

</dependency>

<!-- https://mvnrepository.com/artifact/org.assertj/assertj-core -->
<dependency>
<groupId>org.assertj</groupld>
<artifactId>assertj-core</artifactId>
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<version>3.12.2</version>
<scope>test</scope>
</dependency>
<l-- https://mvnrepository.com/artifact/org.junit.jupiter/junit-jupiter -->
<dependency>
<groupIld>org.junit.jupiter</groupld>
<artifactId>junit-jupiter</artifactId>
<version>5.5.0-M1</version>
<scope>test</scope>
</dependency>
<!-- https://mvnrepository.com/artifact/org.mockito/mockito-core -->
<dependency>
<groupId>org.mockito</groupId>
<artifactId>mockito-core</artifactId>
<version>3.6.0</version>
<scope>test</scope>
</dependency>
<l-- https://mvnrepository.com/artifact/org.mockito/mockito-junit-jupiter -->
<dependency>
<groupId>org.mockito</groupId>
<artifactId>mockito-junit-jupiter</artifactId>
<version>3.6.0</version>
<scope>test</scope>
</dependency>
</dependencies>

<build>
<plugins>
<plugin>
<groupIld>org.apache.maven.plugins</groupId>
<artifactId>maven-compiler-plugin</artifactId>
<version>3.8.1</version>
<configuration>
<compilerArgs>
<arg>-Xlint:all, -options, -processing</arg>
</compilerArgs>
</configuration>
</plugin>
<plugin>
<groupIld>org.apache.maven.plugins</groupId>
<artifactId>maven-shade-plugin</artifactId>
<version>2.3</version>
<configuration>
<createDependencyReducedPom>false</createDependencyReducedPom>
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<filters>
<filter>
<artifact>*:*</artifact>
<excludes>
<exclude>**/Log4j2Plugins.dat</exclude>
</excludes>
</filter>
</filters>
</configuration>
<executions>
<execution>
<phase>package</phase>
<goals>
<goal>shade</goal>
</goals>
</execution>
</executions>
</plugin>
<plugin>
<groupld>org.codehaus.mojo</groupIld>
<artifactId>exec-maven-plugin</artifactId>
<version>1.6.0</version>
<executions>
<execution>
<id>generate</id>
<phase>generate-sources</phase>
<goals>
<goal>exec</goal>
</goals>
<configuration>
<executable>cfn</executable>

<commandlineArgs>generate ${cfn.generate.args}</

commandlineArgs>

<workingDirectory>${project.basedir}</workingDirectory>

</configuration>
</execution>
</executions>
</plugin>
<plugin>
<groupld>org.codehaus.mojo</groupIld>
<artifactId>build-helper-maven-plugin</artifactId>
<version>3.0.0</version>
<executions>
<execution>
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<id>add-source</id>
<phase>generate-sources</phase>
<goals>
<goal>add-source</goal>
</goals>
<configuration>
<sources>
<source>${project.basedir}/target/generated-sources/
rpdk</source>
</sources>
</configuration>
</execution>
</executions>
</plugin>
<plugin>
<groupIld>org.apache.maven.plugins</groupId>
<artifactId>maven-resources-plugin</artifactId>
<version>2.4</version>
</plugin>
<plugin>
<artifactId>maven-surefire-plugin</artifactId>
<version>3.0.0-M3</version>
</plugin>
<plugin>
<groupId>org.jacoco</groupIld>
<artifactId>jacoco-maven-plugin</artifactId>
<version>0.8.4</version>
<configuration>
<excludes>
<exclude>**/BaseHookConfiguration*</exclude>
<exclude>**/BaseHookHandler*</exclude>
<exclude>**/HookHandlerWrapper*</exclude>
<exclude>**/ResourceModel*</exclude>
<exclude>**/TypeConfigurationModel*</exclude>
<exclude>**/model/**/*</exclude>
</excludes>
</configuration>
<executions>
<execution>
<goals>
<goal>prepare-agent</goal>
</goals>
</execution>
<execution>
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<id>report</id>
<phase>test</phase>
<goals>
<goal>report</goal>
</goals>
</execution>
<execution>
<id>jacoco-check</id>
<goals>
<goal>check</goal>
</goals>
<configuration>
<rules>
<rule>
<element>PACKAGE</element>
<limits>
<limit>
<counter>BRANCH</counter>
<value>COVEREDRATIO</value>
<minimum>0.8</minimum>
</limit>
<limit>
<counter>INSTRUCTION</counter>
<value>COVEREDRATIO</value>
<minimum>0.8</minimum>
</limit>
</limits>
</rule>
</rules>
</configuration>
</execution>
</executions>
</plugin>
</plugins>
<resources>
<resource>
<directory>${project.basedir}</directory>
<includes>
<include>mycompany-testing-mytesthook.json</include>
</includes>
</resource>
<resource>

<directory>${project.basedir}/target/loaded-target-schemas</directory>

<includes>
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<include>**/*.json</include>
</includes>
</resource>
</resources>
</build>
</project>

24 £ Hook B &

4 KARE Hook B &, CloudFormation CLISGIZRZZHVAM IR B ER | X LEERET N T Hook MISBHE X
BB E R AP ISE Hook B1E,

cfn generate
BT RO E A T .

Generated files for MyCompany::Testing::MyTestHook

@ Note

HRIEH Lambda 2 1THf up-to-dateBREAEFANERE, EXEZER , BSREFHER
KHW Lambda iz1TH MM,

£ 345 : 0 Hook A EBFEfF

FEBTH Hook LB F BT ABRME BIERNIMVLEREFF, Fla , SR TATIE
FH8,

logger.log("Internal testing Hook triggered for target: " +

request.getHookContext().getTargetName());

CloudFormation CLIE K — /N Z B IH Java IR (JavaPOJO), LA 24 KK H R
fBIAWS : : S3: :Bucketo

Example awss3.java BucketTargetModel

package com.mycompany.testing.mytesthook.model.aws.s3.bucket;
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import...

@Data

@NoArgsConstructor

@EqualsAndHashCode(callSuper = true)

@ToString(callSuper = true)

@JsonAutoDetect(fieldVisibility = Visibility.ANY, getterVisibility = Visibility.NONE,
setterVisibility = Visibility.NONE)

public class AwsS3BucketTargetModel extends ResourceHookTargetModel<AwsS3Bucket> {

@JsonIgnore
private static final TypeReference<AwsS3Bucket> TARGET_REFERENCE =
new TypeReference<AwsS3Bucket>() {3};

@JsonIgnore

private static final TypeReference<AwsS3BucketTargetModel> MODEL_REFERENCE =
new TypeReference<AwsS3BucketTargetModel>() {3};

@JsonIgnore

public static final String TARGET_TYPE_NAME = "AWS::S3::Bucket";

@JsonIgnore
public TypeReference<AwsS3Bucket> getHookTargetTypeReference() {
return TARGET_REFERENCE;

@JsonIgnore
public TypeReference<AwsS3BucketTargetModel> getTargetModelTypeReference() {
return MODEL_REFERENCE;

Example AwsS3Bucket.java
package com.mycompany.testing.mytesthook.model.aws.s3.bucket;

import

@Data
@Builder
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@AllArgsConstructor
@NoArgsConstructor
@EqualsAndHashCode(callSuper = true)
@ToString(callSuper = true)
@JsonAutoDetect(fieldVisibility = Visibility.ANY, getterVisibility = Visibility.NONE,
setterVisibility = Visibility.NONE)
public class AwsS3Bucket extends ResourceHookTarget {
@JsonIgnore
public static final String TYPE_NAME = "AWS::S3::Bucket";

@JsonIgnore
public static final String IDENTIFIER_KEY_ID = "/properties/Id";

@JsonProperty("InventoryConfigurations")
private List<InventoryConfiguration> inventoryConfigurations;

@JsonProperty("WebsiteConfiguration")
private WebsiteConfiguration websiteConfiguration;

@JsonProperty("DualStackDomainName")
private String dualStackDomainName;

@JsonProperty("AccessControl")
private String accessControl;

@JsonProperty("AnalyticsConfigurations")
private List<AnalyticsConfiguration> analyticsConfigurations;

@JsonProperty("AccelerateConfiguration")
private AccelerateConfiguration accelerateConfiguration;

@JsonProperty("PublicAccessBlockConfiguration")
private PublicAccessBlockConfiguration publicAccessBlockConfiguration;

@JsonProperty("BucketName")
private String bucketName;

@JsonProperty('"RegionalDomainName")
private String regionalDomainName;

@JsonProperty("OwnershipControls")
private OwnershipControls ownershipControls;

@JsonProperty("ObjectLockConfiguration")
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private ObjectLockConfiguration objectLockConfiguration;

@JsonProperty("ObjectLockEnabled")
private Boolean objectLockEnabled;

@JsonProperty('"LoggingConfiguration")
private LoggingConfiguration loggingConfiguration;

@JsonProperty("ReplicationConfiguration")
private ReplicationConfiguration replicationConfiguration;

@JsonProperty("Tags")
private List<Tag> tags;

@JsonProperty("DomainName")
private String domainName;

@JsonProperty("BucketEncryption")
private BucketEncryption bucketEncryption;

@JsonProperty("WebsiteURL")
private String websiteURL;

@JsonProperty("NotificationConfiguration")

private NotificationConfiguration notificationConfiguration;

@JsonProperty("LifecycleConfiguration")
private LifecycleConfiguration lifecycleConfiguration;

@JsonProperty("VersioningConfiguration")
private VersioningConfiguration versioningConfiguration;

@JsonProperty("MetricsConfigurations")
private List<MetricsConfiguration> metricsConfigurations;

@JsonProperty("IntelligentTieringConfigurations")

private List<IntelligentTieringConfiguration> intelligentTieringConfigurations;

@JsonProperty("CorsConfiguration")
private CorsConfiguration corsConfiguration;

@JsonProperty("Id")
private String id;
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@JsonProperty("Arn")
private String azrn;

@JsonIgnore
public JSONObject getPrimaryIdentifier() {
final JSONObject identifier = new JSONObject();
if (this.getId() != null) {
identifier.put(IDENTIFIER_KEY_ID, this.getId());

// only return the identifier if it can be used, i.e. if all components are
present
return identifier.length() == 1 ? identifier : null;

@JsonIgnore

public List<JSONObject> getAdditionalIldentifiers() {
final List<JSONObject> identifiers = new ArraylList<JSONObject>();
// only return the identifiers if any can be used
return identifiers.isEmpty() ? null : identifiers;

Example BucketEncryption.java

package software.amazon.testing.mytesthook.model.aws.s3.bucket;

import

@Data
@Builder
@AllArgsConstructor
@NoArgsConstructor
@JsonAutoDetect(fieldVisibility = Visibility.ANY, getterVisibility = Visibility.NONE,
setterVisibility = Visibility.NONE)
public class BucketEncryption {
@JsonProperty("ServerSideEncryptionConfiguration")
private List<ServerSideEncryptionRule> serverSideEncryptionConfiguration;
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Example ServerSideEncryptionRule.java

package com.mycompany.testing.mytesthook.model.aws.s3.bucket;

import

@Data
@Builder
@AllArgsConstructor
@NoArgsConstructor
@JsonAutoDetect(fieldVisibility = Visibility.ANY, getterVisibility = Visibility.NONE,
setterVisibility = Visibility.NONE)
public class ServerSideEncryptionRule {
@JsonProperty("BucketKeyEnabled")
private Boolean bucketKeyEnabled;

@JsonProperty("ServerSideEncryptionByDefault")
private ServerSideEncryptionByDefault serverSideEncryptionByDefault;

Example ServerSideEncryptionByDefault.java

package com.mycompany.testing.mytesthook.model.aws.s3.bucket;

import

@Data
@Builder
@AllArgsConstructor
@NoArgsConstructor
@JsonAutoDetect(fieldVisibility = Visibility.ANY, getterVisibility = Visibility.NONE,
setterVisibility = Visibility.NONE)
public class ServerSideEncryptionByDefault {
@JsonProperty("SSEAlgorithm")
private String sSEAlgorithm;

@JsonProperty("KMSMasterKeyID")
private String kMSMasterKeyID;
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HlpreCreatefpreUpdate@A =,

2 4 %5 : 2 Hook /BT F

hY

x

2
NAPIE i 4 RS 1T 4R

W APIE R & B 2R it 1T 4w S
KBS B R
SSIMERLEEF

4L EpreCreatef2 F
FtpreCreatefb B2 it 1T 412
¥ #ipreCreate iz

L4 EpreUpdatei2 7
FipreUpdatefb 72 7 3 1T 4w B9
E #FrpreUpdate iz

S ALE preDelete 2 F
XtpreDeletefb B2 73 1T 43
B AL EpreDelete 2 [F

STAPIZ P i 4 R BE 1T 4R

1.

&M ClientBuilder. javaX#HIDE , T L Fsrc/main/java/com/mycompany/

testing/mytesthook X #R#I X,
BUTRBEHClientBuilder. javaX B2 BA R,

Example ClientBuilder.java

package com.awscommunity.kms.encryptionsettings;

import software.amazon.awssdk.services.ec2.Ec2Client;
import software.amazon.cloudformation.HookLambdaWrapper;

/**

* Describes static HTTP clients (to consume less memory) for API calls that
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* this hook makes to a number of AWS services.
*/
public final class ClientBuilder {

private ClientBuilder() {
}

/**
* Create an HTTP client for Amazon EC2.

*

* @return Ec2Client An {e@link Ec2Client} object.
*/
public static Ec2Client getEc2Client() {
return
Ec2Client.builder().httpClient(HookLambdaWrapper .HTTP_CLIENT).build();
}

X APIE R & B BR T 4R D

1. &M Translator.javaXHHIDE , FIFfLFsrc/main/java/com/mycompany/
testing/mytesthook 3 #XH#3X#,

2. ALUTRBE#Translator.javaXHFH£IBRA,

Example Translator.java

package com.mycompany.testing.mytesthook;

import software.amazon.awssdk.services.s3.model.GetBucketEncryptionRequest;
import software.amazon.awssdk.services.s3.model.ListBucketsRequest;

import software.amazon.awssdk.services.sqs.model.ListQueuesRequest;

import software.amazon.cloudformation.proxy.hook.targetmodel.HookTargetModel;

/-k-k
* This class is a centralized placeholder for
* - api request construction
* - object translation to/from aws sdk
*/

public class Translator {
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static ListBucketsRequest translateTolListBucketsRequest(final HookTargetModel
targetModel) {
return ListBucketsRequest.builder().build();

static ListQueuesRequest translateTolListQueuesRequest(final String nextToken) {
return ListQueuesRequest.builder().nextToken(nextToken).build();

static ListBucketsRequest createlListBucketsRequest() {
return ListBucketsRequest.builder().build();

static ListQueuesRequest createlListQueuesRequest() {
return createlistQueuesRequest(null);

static ListQueuesRequest createlListQueuesRequest(final String nextToken) {
return ListQueuesRequest.builder().nextToken(nextToken).build();

static GetBucketEncryptionRequest createGetBucketEncryptionRequest(final String
bucket) {
return GetBucketEncryptionRequest.builder().bucket(bucket).build();

I EBBRERF RS

1. TE&MAbstractTestBase.javaX#HIDE , §§H L Fsrc/main/java/com/mycompany/
testing/mytesthook X #& sy X#,

2. FALUTARBE#AbstractTestBase. javaXlXHHEIBRR,

Example Translator.java

package com.mycompany.testing.mytesthook;

import com.google.common.collect.ImmutableMap;

import org.mockito.Mockito;

import software.amazon.awssdk.auth.credentials.AwsCredentialsProvider;
import software.amazon.awssdk.auth.credentials.AwsSessionCredentials;
import software.amazon.awssdk.auth.credentials.StaticCredentialsProvider;
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import software.amazon.awssdk.awscore.AwsRequest;

import software.amazon.awssdk.awscore.AwsRequestOverrideConfiguration;
import software.amazon.awssdk.awscore.AwsResponse;

import software.amazon.awssdk.core.SdkClient;

import software.amazon.awssdk.core.pagination.sync.SdkIterable;

import software.amazon.cloudformation.proxy.AmazonWebServicesClientProxy;
import software.amazon.cloudformation.proxy.Credentials;

import software.amazon.cloudformation.proxy.LoggerProxy;

import software.amazon.cloudformation.proxy.OperationStatus;

import software.amazon.cloudformation.proxy.ProgressEvent;

import software.amazon.cloudformation.proxy.ProxyClient;

import software.amazon.cloudformation.proxy.hook.targetmodel.HookTargetModel;

import javax.annotation.Nonnull;

import java.time.Duration;

import java.util.concurrent.CompletableFuture;
import java.util.function.Function;

import java.util.function.Supplier;

import static org.assertj.core.api.Assertions.assertThat;

@lombok.Getter
public class AbstractTestBase {
protected final AwsSessionCredentials awsSessionCredential;
protected final AwsCredentialsProvider v2CredentialsProvider;
protected final AwsRequestOverrideConfiguration configuration;
protected final LoggerProxy loggerProxy;
protected final Supplier<Long> awsLambdaRuntime = () ->
Duration.ofMinutes(15).toMillis();
protected final AmazonWebServicesClientProxy proxy;
protected final Credentials mockCredentials =
new Credentials("mockAccessId", "mockSecretKey", "mockSessionToken");

@lombok.Setter
private SdkClient serviceClient;

protected AbstractTestBase() {

loggerProxy = Mockito.mock(LoggerProxy.class);

awsSessionCredential =
AwsSessionCredentials.create(mockCredentials.getAccessKeyId(),

mockCredentials.getSecretAccessKey(),

mockCredentials.getSessionToken());

v2CredentialsProvider =
StaticCredentialsProvider.create(awsSessionCredential);
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configuration = AwsRequestOverrideConfiguration.builder()
.credentialsProvider(v2CredentialsProvider)
.build();
proxy = new AmazonWebServicesClientProxy(
loggerProxy,
mockCredentials,
awsLambdaRuntime
) {
@Override
public <ClientT> ProxyClient<ClientT> newProxy(@Nonnull
Supplier<ClientT> client) {
return new ProxyClient<ClientT>() {
@Override
public <RequestT extends AwsRequest, ResponseT extends
AwsResponse>
ResponseT injectCredentialsAndInvokeV2(RequestT request,
Function<RequestT,
ResponseT> requestFunction) {
return proxy.injectCredentialsAndInvokeV2(request,
requestFunction);

@Override
public <RequestT extends AwsRequest, ResponseT extends
AwsResponse> CompletableFuture<ResponseT>
injectCredentialsAndInvokeV2Async(RequestT request,
Function<RequestT, CompletableFuture<ResponseT>> requestFunction) {
return proxy.injectCredentialsAndInvokeV2Async(request,
requestFunction);

@Override
public <RequestT extends AwsRequest, ResponseT extends
AwsResponse, IterableT extends SdkIterable<ResponseT>>
IterableT
injectCredentialsAndInvokeIterableV2(RequestT request,
Function<RequestT, IterableT> requestFunction) {
return proxy.injectCredentialsAndInvokeIterableV2(request,
requestFunction);

@SuppressWarnings("unchecked")
@Override
public ClientT client() {
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return (ClientT) serviceClient;

i

protected void assertResponse(final ProgressEvent<HookTargetModel,

CallbackContext> response, final OperationStatus expectedStatus, final String

expectedMsg) {
assertThat(response).isNotNull();
assertThat(response.getStatus()).isEqualTo(expectedStatus);
assertThat(response.getCallbackContext()).isNull();
assertThat(response.getCallbackDelaySeconds()).isEqualTo(Q);
assertThat(response.getMessage()).isNotNull();
assertThat(response.getMessage()).isEqualTo(expectedMsg);

protected HookTargetModel createHookTargetModel(final Object
resourceProperties) {
return HookTargetModel.of(ImmutableMap.of("ResourceProperties",
resourceProperties));

}

protected HookTargetModel createHookTargetModel(final Object
resourceProperties, final Object previousResourceProperties) {
return HookTargetModel.of(
ImmutableMap.of(
"ResourceProperties", resourceProperties,
"PreviousResourceProperties", previousResourceProperties

);

KRUE R EREF

1. 7TE&HKIBaseHookHandlerStd. javaX#HIDE , $TF L Fsrc/main/java/com/
mycompany/testing/mytesthook 3 #X iy 324,

2. ALUTRBE#BaseHookHandlerStd. javaXHMH AR,
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Example Translator.java

package com.mycompany.testing.mytesthook;

import com.mycompany.testing.mytesthook.model.aws.s3.bucket.AwsS3Bucket;
import com.mycompany.testing.mytesthook.model.aws.sqgs.queue.AwsSqgsQueue;
import software.amazon.awssdk.services.s3.S3Client;

import software.amazon.awssdk.services.sqgs.SgsClient;

import software.amazon.cloudformation.exceptions.UnsupportedTargetException;
import software.amazon.cloudformation.proxy.AmazonWebServicesClientProxy;
import software.amazon.cloudformation.proxy.Logger;

import software.amazon.cloudformation.proxy.ProgressEvent;

import software.amazon.cloudformation.proxy.ProxyClient;

import software.amazon.cloudformation.proxy.hook.HookHandlerRequest;

import software.amazon.cloudformation.proxy.hook.targetmodel.HookTargetModel;

public abstract class BaseHookHandlerStd extends BaseHookHandler<CallbackContext,
TypeConfigurationModel> {
public static final String HOOK_TYPE_NAME = "MyCompany::Testing: :MyTestHook";

protected Logger logger;

@Override
public ProgressEvent<HookTargetModel, CallbackContext> handleRequest(
final AmazonWebServicesClientProxy proxy,
final HookHandlerRequest request,
final CallbackContext callbackContext,
final Logger logger,
final TypeConfigurationModel typeConfiguration

) {
this.logger = logger;
final String targetName = request.getHookContext().getTargetName();
final ProgressEvent<HookTargetModel, CallbackContext> result;
if (AwsS3Bucket.TYPE_NAME.equals(targetName)) {
result = handleS3BucketRequest(
proxy,
request,
callbackContext != null ? callbackContext : new
CallbackContext(),

proxy.newProxy(ClientBuilder: :createS3Client),

EEEY 83



AWS CloudFormation Hooks F 6/

typeConfiguration
);
} else if (AwsSqsQueue.TYPE_NAME.equals(targetName)) {
result = handleSqsQueueRequest(

proxy,
request,
callbackContext != null ? callbackContext : new
CallbackContext(),
proxy.newProxy(ClientBuilder::createSqsClient),
typeConfiguration
);
} else {
throw new UnsupportedTargetException(targetName);
}
log(

String.format(
"Result for [%s] invocation for target [%s] returned status [%s]
with message [%s]",
request.getHookContext().getInvocationPoint(),
targetName,
result.getStatus(),
result.getMessage()

);

return result;

protected abstract ProgressEvent<HookTargetModel, CallbackContext>
handleS3BucketRequest(
final AmazonWebServicesClientProxy proxy,
final HookHandlerRequest request,
final CallbackContext callbackContext,
final ProxyClient<S3Client> proxyClient,
final TypeConfigurationModel typeConfiguration
);

protected abstract ProgressEvent<HookTargetModel, CallbackContext>
handleSqsQueueRequest(
final AmazonWebServicesClientProxy proxy,
final HookHandlerRequest request,
final CallbackContext callbackContext,
final ProxyClient<SqgsClient> proxyClient,
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final TypeConfigurationModel typeConfiguration
);

protected void log(final String message) {
if (logger != null) {
logger.log(message);
} else {
System.out.println(message);

XY EpreCreatefZF
preCreatefbEBREFKIEAWS: :S3: :BucketRAWS: : SQS: : Queue BRI RS B[ IH INZRE

« XFAWS::S3::Bucket®iR , REERRUTHRMAET , Hook T 2BH :
Amazon S3 FEBMEERE.,
ERZEEEZ AT Amazon S3 EiEHA.
« 71 Amazon S3 FREBIRENMBRE ZRATENERE X,
« % AWS Key Management Service i ID BiX &,
o XFFAWS: :SQS: :Queue®IR , REEBEUTZRHEFRT , Hook F 2B :
« B AWS Key Management Service 48 ID BiZiE.

JtpreCreatefb B2 Fi#t T4 15

1. #HE#&HWPreCreateHookHandler.javaX#HIDE , FIF L Fsrc/main/java/software/
mycompany/testing/mytesthook XX #R /#3245,

2. FLTHRBEMPreCreateHookHandler. javaX I £IETH A,

package com.mycompany.testing.mytesthook;

import com.mycompany.testing.mytesthook.model.aws.s3.bucket.AwsS3Bucket;

import com.mycompany.testing.mytesthook.model.aws.s3.bucket.AwsS3BucketTargetModel;

import com.mycompany.testing.mytesthook.model.aws.s3.bucket.BucketEncryption;

import
com.mycompany.testing.mytesthook.model.aws.s3.bucket.ServerSideEncryptionByDefault;
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import

com.mycompany.testing.mytesthook.model.aws.s3.bucket.ServerSideEncryptionRule;

import
import
import
import
import
import
import
import
import
import
import
import

com.mycompany.testing.mytesthook.model.aws.sqgs.queue.AwsSqgsQueue;

com.mycompany.testing.mytesthook.model.aws.sqs.queue.AwsSqsQueueTargetModel;

org.apache.commons.collections.CollectionUtils;
org.apache.commons.lang3.StringUtils;
software.amazon.cloudformation.exceptions.UnsupportedTargetException;
software.amazon.cloudformation.proxy.HandlerErrorCode;
software.amazon.cloudformation.proxy.Logger;
software.amazon.cloudformation.proxy.AmazonWebServicesClientProxy;
software.amazon.cloudformation.proxy.hook.HookStatus;
software.amazon.cloudformation.proxy.hook.HookProgressEvent;
software.amazon.cloudformation.proxy.hook.HookHandlerRequest;

software.amazon.cloudformation.proxy.hook.targetmodel.ResourceHookTargetModel;

import

public class PreCreateHookHandler extends BaseHookHandler<TypeConfigurationModel,

java.util.List;

CallbackContext> {

@Override
public HookProgressEvent<CallbackContext> handleRequest(

final AmazonWebServicesClientProxy proxy,

final HookHandlerRequest request,

final CallbackContext callbackContext,

final Logger logger,

final TypeConfigurationModel typeConfiguration) {

final String targetName = request.getHookContext().getTargetName();
if ("AWS::S3::Bucket".equals(targetName)) {
final ResourceHookTargetModel<AwsS3Bucket> targetModel =

request.getHookContext().getTargetModel (AwsS3BucketTargetModel.class);

final AwsS3Bucket bucket = targetModel.getResourceProperties();
final String encryptionAlgorithm =

typeConfiguration.getEncryptionAlgorithm();

return validateS3BucketEncryption(bucket, encryptionAlgorithm);

} else if ("AWS::SQS::Queue".equals(targetName)) {
final ResourceHookTargetModel<AwsSqsQueue> targetModel =

request.getHookContext().getTargetModel (AwsSgsQueueTargetModel.class);
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final AwsSgsQueue queue = targetModel.getResourceProperties();
return validateSQSQueueEncryption(queue);

} else {
throw new UnsupportedTargetException(targetName);

private HookProgressEvent<CallbackContext> validateS3BucketEncryption(final
AwsS3Bucket bucket, final String requiredEncryptionAlgorithm) {
HookStatus resultStatus = null;
String resultMessage = null;

if (bucket !'= null) {
final BucketEncryption bucketEncryption = bucket.getBucketEncryption();
if (bucketEncryption != null) {
final List<ServerSideEncryptionRule> serverSideEncryptionRules =
bucketEncryption.getServerSideEncryptionConfiguration();
if (CollectionUtils.isNotEmpty(serverSideEncryptionRules)) {
for (final ServerSideEncryptionRule rule :
serverSideEncryptionRules) {
final Boolean bucketKeyEnabled =
rule.getBucketKeyEnabled();
if (bucketKeyEnabled) {
final ServerSideEncryptionByDefault
serverSideEncryptionByDefault = rule.getServerSideEncryptionByDefault();

final String encryptionAlgorithm =
serverSideEncryptionByDefault.getSSEAlgorithm();

final String kmsKeyId =
serverSideEncryptionByDefault.getkKMSMasterKeyID(); // "KMSMasterKeyID" is name of
the property for an AWS::S3::Bucket;

if (!StringUtils.equals(encryptionAlgorithm,
requiredEncryptionAlgorithm) && StringUtils.isBlank(kmsKeyId)) {
resultStatus = HookStatus.FAILED;
resultMessage = "KMS Key ID not set
and SSE Encryption Algorithm is incorrect for bucket with name: " +
bucket.getBucketName();
} else if (!StringUtils.equals(encryptionAlgorithm,
requiredEncryptionAlgorithm)) {
resultStatus = HookStatus.FAILED;
resultMessage = "SSE Encryption Algorithm is
incorrect for bucket with name: " + bucket.getBucketName();
} else if (StringUtils.isBlank(kmsKeyId)) {
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resultStatus = HookStatus.FAILED;
resultMessage = "KMS Key ID not set for bucket with

name: " + bucket.getBucketName();
} else {
resultStatus = HookStatus.SUCCESS;
resultMessage = "Successfully invoked
PreCreateHookHandler for target: AWS::S3::Bucket";
}
} else {

resultStatus = HookStatus.FAILED;
resultMessage = "Bucket key not enabled for bucket with
name: " + bucket.getBucketName();

}

if (resultStatus == HookStatus.FAILED) {
break;

}
} else {

resultStatus = HookStatus.FAILED;
resultMessage = "No SSE Encryption configurations for bucket
with name: " + bucket.getBucketName();
}
} else {
resultStatus = HookStatus.FAILED;
resultMessage = "Bucket Encryption not enabled for bucket with
name: " + bucket.getBucketName();
}
} else {
resultStatus = HookStatus.FAILED;
resultMessage = "Resource properties for S3 Bucket target model are
empty";

return HookProgressEvent.<CallbackContext>builder()
.status(resultStatus)
.message(resultMessage)
.errorCode(resultStatus == HookStatus.FAILED ?
HandlerErrorCode.ResourceConflict : null)
.build();

private HookProgressEvent<CallbackContext> validateSQSQueueEncryption(final
AwsSqsQueue queue) {
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if (queue == null) {
return HookProgressEvent.<CallbackContext>builder()
.status(HookStatus.FAILED)
.message("Resource properties for SQS Queue target model are
empty")
.errorCode(HandlerErrorCode.ResourceConflict)
.build();

final String kmsKeyId = queue.getKmsMasterKeyId(); // "KmsMasterKeyId" is
name of the property for an AWS::SQS::Queue
if (StringUtils.isBlank(kmsKeyId)) {
return HookProgressEvent.<CallbackContext>builder()
.status(HookStatus.FAILED)
.message("Server side encryption turned off for queue with
name: " + queue.getQueueName())
.errorCode(HandlerErrorCode.ResourceConflict)
.build();

return HookProgressEvent.<CallbackContext>builder()
.status(HookStatus.SUCCESS)
.message("Successfully invoked PreCreateHookHandler for target:
AWS: :SQS: :Queue")
.build();

E#preCreatelllid

1. #E#&HIPreCreateHandlerTest.javaX#HIDE , T Fsrc/test/java/software/
mycompany/testing/mytesthook 3 #X iy 24,

2. ALUTRBE#PreCreateHandlerTest.javaXHH£IBAR,

package com.mycompany.testing.mytesthook;

import com.google.common.collect.ImmutableMap;

import com.mycompany.testing.mytesthook.model.aws.s3.bucket.AwsS3Bucket;

import com.mycompany.testing.mytesthook.model.aws.s3.bucket.BucketEncryption;

import
com.mycompany.testing.mytesthook.model.aws.s3.bucket.ServerSideEncryptionByDefault;
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import

com.mycompany.testing.mytesthook.model.aws.s3.bucket.ServerSideEncryptionRule;

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

import
import

import
import
import

com.mycompany.testing.mytesthook.model.aws.sqgs.queue.AwsSqgsQueue;
org.junit.jupiter.api.BeforeEach;

org.junit.jupiter.api.Test;
org.junit.jupiter.api.extension.ExtendWith;

org.mockito.Mock;

org.mockito.junit.jupiter.MockitoExtension;
software.amazon.cloudformation.exceptions.UnsupportedTargetException;
software.amazon.cloudformation.proxy.AmazonWebServicesClientProxy;
software.amazon.cloudformation.proxy.HandlerErrorCode;
software.amazon.cloudformation.proxy.Logger;
software.amazon.cloudformation.proxy.hook.HookContext;
software.amazon.cloudformation.proxy.hook.HookHandlerRequest;
software.amazon.cloudformation.proxy.hook.HookProgressEvent;
software.amazon.cloudformation.proxy.hook.HookStatus;
software.amazon.cloudformation.proxy.hook.targetmodel.HookTargetModel;

java.util.Collections;
java.util.Map;

static org.assertj.core.api.Assertions.assertThat;
static org.assertj.core.api.Assertions.assertThatExceptionOfType;
static org.mockito.Mockito.mock;

@ExtendWith(MockitoExtension.class)

public

class PreCreateHookHandlerTest {

@Mock
private AmazonWebServicesClientProxy proxy;

@Mock
private Logger logger;

@BeforeEach
public void setup() {

proxy = mock(AmazonWebServicesClientProxy.class);
logger = mock(Logger.class);

@Test
public void handleRequest_awsSqsQueueSuccess() {

final PreCreateHookHandler handler = new PreCreateHookHandler();
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final AwsSgsQueue queue = buildSqsQueue("MyQueue", "KmsKey");

final HookTargetModel targetModel = createHookTargetModel(queue);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :SQS::Queue").targetModel(targetModel).
.build();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);
assertResponse(response, HookStatus.SUCCESS, "Successfully invoked
PreCreateHookHandler for target: AWS::SQS::Queue");
}

@Test
public void handleRequest_awsS3BucketSuccess() {
final PreCreateHookHandler handler = new PreCreateHookHandler();

final AwsS3Bucket bucket = buildAwsS3Bucket("amzn-s3-demo-bucket", true,
"AES256", "KmsKey");

final HookTargetModel targetModel = createHookTargetModel(bucket);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :S3: :Bucket").targetModel(targetModel).
.build();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);
assertResponse(response, HookStatus.SUCCESS, "Successfully invoked
PreCreateHookHandler for target: AWS::S3::Bucket");
}

@Test
public void handleRequest_awsS3BucketFail_bucketKeyNotEnabled() {
final PreCreateHookHandler handler = new PreCreateHookHandler();

final AwsS3Bucket bucket = buildAwsS3Bucket("amzn-s3-demo-bucket", false,
"AES256", "KmsKey");
final HookTargetModel targetModel = createHookTargetModel(bucket);
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final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :S3: :Bucket").targetModel(targetModel).
.build();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

assertResponse(response, HookStatus.FAILED, "Bucket key not enabled for
bucket with name: amzn-s3-demo-bucket");

}

@Test
public void handleRequest_awsS3BucketFail_incorrectSSEEncryptionAlgorithm() {
final PreCreateHookHandler handler = new PreCreateHookHandler();

final AwsS3Bucket bucket = buildAwsS3Bucket("amzn-s3-demo-bucket", true,
"SHA512", "KmsKey");

final HookTargetModel targetModel = createHookTargetModel(bucket);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :S3: :Bucket").targetModel(targetModel).
.build();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

assertResponse(response, HookStatus.FAILED, "SSE Encryption Algorithm is
incorrect for bucket with name: amzn-s3-demo-bucket");

}

@Test
public void handleRequest_awsS3BucketFail_kmsKeyIdNotSet() {
final PreCreateHookHandler handler = new PreCreateHookHandler();

final AwsS3Bucket bucket = buildAwsS3Bucket("amzn-s3-demo-bucket", true,
"AES256", null);

final HookTargetModel targetModel = createHookTargetModel(bucket);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();
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final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :S3: :Bucket").targetModel(targetModel).
.build();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

assertResponse(response, HookStatus.FAILED, "KMS Key ID not set for bucket
with name: amzn-s3-demo-bucket");

}

@Test
public void handleRequest_awsSqsQueueFail_serverSideEncryptionOff() {
final PreCreateHookHandler handler = new PreCreateHookHandler();

final AwsSgsQueue queue = buildSqsQueue("MyQueue", null);

final HookTargetModel targetModel = createHookTargetModel(queue);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.buildexr()

.hookContext(HookContext.builder().targetName("AWS: :SQS::Queue").targetModel(targetModel).
.build();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

assertResponse(response, HookStatus.FAILED, "Server side encryption turned
off for queue with name: MyQueue");

}

@Test
public void handleRequest_unsupportedTarget() {
final PreCreateHookHandler handler = new PreCreateHookHandler();

final Map<String, Object> unsupportedTarget =
ImmutableMap.of("ResourceName", "MyUnsupportedTarget");

final HookTargetModel targetModel =
createHookTargetModel (unsupportedTarget);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()
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.hookContext(HookContext.builder().targetName("AWS: :Unsupported::Target").targetModel(tarc
.build();

assertThatExceptionOfType(UnsupportedTargetException.class)

.isThrownBy(() -> handler.handleRequest(proxy, request, null,

logger, typeConfiguration))
.withMessageContaining("Unsupported target")
.withMessageContaining("AWS: :Unsupported: :Target")
.satisfies(e ->

assertThat(e.getErrorCode()).isEqualTo(HandlerErrorCode.InvalidRequest));

}

private void assertResponse(final HookProgressEvent<CallbackContext> response,

final HookStatus expectedStatus, final String expectedErrorMsg) {
assertThat(response).isNotNull();
assertThat(response.getStatus()).isEqualTo(expectedStatus);
assertThat(response.getCallbackContext()).isNull();
assertThat(response.getCallbackDelaySeconds()).isEqualTo(Q);
assertThat(response.getMessage()).isNotNull();
assertThat(response.getMessage()).isEqualTo(expectedErrorMsg);

private HookTargetModel createHookTargetModel(final Object resourceProperties)

return HookTargetModel.of(ImmutableMap.of("ResourceProperties",
resourceProperties));

}

@SuppressWarnings("SameParameterValue")
private AwsSgsQueue buildSqsQueue(final String queueName, final String
kmsKeyId) {
return AwsSqsQueue.builder()
.queueName(queueName)
.kmsMasterKeyId(kmsKeyId) // "KmsMasterKeyId" is name of the
property for an AWS::SQS::Queue
.build();

@SuppressWarnings("SameParameterValue")
private AwsS3Bucket buildAwsS3Bucket(
final String bucketName,
final Boolean bucketKeyEnabled,
final String sseAlgorithm,
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final String kmsKeyId
) {
return AwsS3Bucket.builder()
.bucketName(bucketName)
.bucketEncryption(
BucketEncryption.buildex()
.serverSideEncryptionConfiguration(
Collections.singletonList(
ServerSideEncryptionRule.builder()
.bucketKeyEnabled(bucketKeyEnabled)
.serverSideEncryptionByDefault(
ServerSideEncryptionByDefault.buildexr()
.sSEAlgorithm(sseAlgorithm)
.kMSMasterKeyID(kmsKeyId) //
"KMSMasterKeyID" is name of the property for an AWS::S3::Bucket
.build()
).build()
)
).build()
).build();

It EpreUpdatef2fF

XIM—“preUpdatetb BREF , ZUABEFEAEEFFAAEEEBNENTREZFEN,
ZpreUpdatet BREFTRUATES :

o XFAWS::S3::Bucket®R , REEHBBUT RN , Hook F 2B
« Amazon S3 FE BN FE @ IR E L RIS H,

StpreUpdateit B2 Fi# T4

1. E&HPreUpdateHookHandler. javaX#HIDE , I {4 Fsrc/main/java/software/
mycompany/testing/mytesthook 3 #X 11y 324,

2. ALUTRBE#PreUpdateHookHandler.javaXHH£IBRR,

package com.mycompany.testing.mytesthook;

import com.mycompany.testing.mytesthook.model.aws.s3.bucket.AwsS3Bucket;
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import com.mycompany.testing.mytesthook.model.aws.s3.bucket.AwsS3BucketTargetModel;
import
com.mycompany.testing.mytesthook.model.aws.s3.bucket.ServerSideEncryptionRule;
import org.apache.commons.lang3.StringUtils;

import software.amazon.cloudformation.exceptions.UnsupportedTargetException;
import software.amazon.cloudformation.proxy.HandlerErrorCode;

import software.amazon.cloudformation.proxy.Logger;

import software.amazon.cloudformation.proxy.AmazonWebServicesClientProxy;

import software.amazon.cloudformation.proxy.hook.HookStatus;

import software.amazon.cloudformation.proxy.hook.HookProgressEvent;

import software.amazon.cloudformation.proxy.hook.HookHandlerRequest;

import
software.amazon.cloudformation.proxy.hook.targetmodel.ResourceHookTargetModel;

import java.util.List;

public class PreUpdateHookHandler extends BaseHookHandler<TypeConfigurationModel,
CallbackContext> {

@Override
public HookProgressEvent<CallbackContext> handleRequest(
final AmazonWebServicesClientProxy proxy,
final HookHandlerRequest request,
final CallbackContext callbackContext,
final Logger logger,
final TypeConfigurationModel typeConfiguration) {

final String targetName = request.getHookContext().getTargetName();
if ("AWS::S3::Bucket".equals(targetName)) {
final ResourceHookTargetModel<AwsS3Bucket> targetModel =
request.getHookContext().getTargetModel (AwsS3BucketTargetModel.class);

final AwsS3Bucket bucketProperties =
targetModel.getResourceProperties();

final AwsS3Bucket previousBucketProperties =
targetModel.getPreviousResourceProperties();

return validateBucketEncryptionRulesNotUpdated(bucketProperties,
previousBucketProperties);
} else {
throw new UnsupportedTargetException(targetName);
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private HookProgressEvent<CallbackContext>
validateBucketEncryptionRulesNotUpdated(final AwsS3Bucket resourceProperties,
final AwsS3Bucket previousResourceProperties) {
final List<ServerSideEncryptionRule> bucketEncryptionConfigs =
resourceProperties.getBucketEncryption().getServerSideEncryptionConfiguration();
final List<ServerSideEncryptionRule> previousBucketEncryptionConfigs =
previousResourceProperties.getBucketEncryption().getServerSideEncryptionConfiguration();

if (bucketEncryptionConfigs.size() !=
previousBucketEncryptionConfigs.size()) {
return HookProgressEvent.<CallbackContext>builder()
.status(HookStatus.FAILED)
.errorCode(HandlerErrorCode.NotUpdatable)
.message(
String.format(
"Current number of bucket encryption configs does not
match previous. Current has %d configs while previously there were %d configs",
bucketEncryptionConfigs.size(),
previousBucketEncryptionConfigs.size()
)
).build();

for (int i = @; i < bucketEncryptionConfigs.size(); ++i) {
final String currentEncryptionAlgorithm =
bucketEncryptionConfigs.get(i).getServerSideEncryptionByDefault().getSSEAlgorithm();
final String previousEncryptionAlgorithm =
previousBucketEncryptionConfigs.get(i).getServerSideEncryptionByDefault().getSSEAlgorithm(

if (!StringUtils.equals(currentEncryptionAlgorithm,
previousEncryptionAlgorithm)) {
return HookProgressEvent.<CallbackContext>builder()
.status(HookStatus.FAILED)
.errorCode(HandlerErrorCode.NotUpdatable)
.message(
String.format(
"Bucket Encryption algorithm can not be changed once
set. The encryption algorithm was changed to '%s' from '%s'.",
currentEncryptionAlgorithm,
previousEncryptionAlgorithm

)
.build();
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return HookProgressEvent.<CallbackContext>builder()
.status(HookStatus.SUCCESS)
.message("Successfully invoked PreUpdateHookHandler for target:

AWS: :SQS: :Queue")

E#preUpdateilliz

.build();

1. TEBWIDE , THFsrc/main/java/com/mycompany/testing/mytesthook X4k
#PreUpdateHandlerTest.javaX4.

2. ALUTRBE#PreUpdateHandlerTest.javaXHH£IBRR,

package com.mycompany.testing.mytesthook;

import com.google.common.collect.ImmutableMap;
import com.mycompany.testing.mytesthook.model.aws.s3.bucket.AwsS3Bucket;
import com.mycompany.testing.mytesthook.model.aws.s3.bucket.BucketEncryption;

import

com.mycompany.testing.mytesthook.model.aws.s3.bucket.ServerSideEncryptionByDefault;

import

com.mycompany.testing.mytesthook.model.aws.s3.bucket.ServerSideEncryptionRule;
org.junit.jupiter.api.BeforeEach;
org.junit.jupiter.api.Test;

import
import
import
import
import
import
import
import
import
import
import
import
import
import

import
import

org.junit.jupiter

org.mockito.Mock;

org.mockito.junit
software.
software.
software.
software.
software.
software.
software.
software.
software.

amazon
amazon

amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.

.api.extension.ExtendWith;

.jupiter.MockitoExtension;

.cloudformation.exceptions.UnsupportedTargetException;

.cloudformation.
cloudformation.
cloudformation.
cloudformation.
cloudformation.
cloudformation.
cloudformation.
cloudformation.

java.util.Arrays;
java.util.stream.Stream;

proxy.
proxy.
proxy.
proxy.
proxy.
proxy.
proxy.
proxy.

AmazonWebServicesClientProxy;
HandlerErrorCode;

Logger;

hook.HookContext;

hook .HookHandlerRequest;
hook.HookProgressEvent;

hook .HookStatus;

hook .targetmodel.HookTargetModel;
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import static org.assertj.core.api.Assertions.assertThat;
import static org.assertj.core.api.Assertions.assertThatExceptionOfType;
import static org.mockito.Mockito.mock;

@ExtendWith(MockitoExtension.class)
public class PreUpdateHookHandlerTest {

@Mock
private AmazonWebServicesClientProxy proxy;

@Mock
private Logger logger;

@BeforeEach

public void setup() {
proxy = mock(AmazonWebServicesClientProxy.class);
logger = mock(Logger.class);

@Test
public void handleRequest_awsS3BucketSuccess() {
final PreUpdateHookHandler handler = new PreUpdateHookHandler();

final ServerSideEncryptionRule serverSideEncryptionRule =
buildServerSideEncryptionRule("AES256");
final AwsS3Bucket resourceProperties = buildAwsS3Bucket("amzn-s3-demo-
bucket", serverSideEncryptionRule);
final AwsS3Bucket previousResourceProperties = buildAwsS3Bucket("amzn-s3-
demo-bucket", serverSideEncryptionRule);
final HookTargetModel targetModel =
createHookTargetModel(resourceProperties, previousResourceProperties);
final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.buildexr()

.hookContext(HookContext.builder().targetName("AWS: :S3::Bucket").targetModel(targetModel).
.build();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

assertResponse(response, HookStatus.SUCCESS, "Successfully invoked
PreUpdateHookHandler for target: AWS::SQS::Queue");
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}

@Test
public void handleRequest_awsS3BucketFail_bucketEncryptionConfigsDontMatch() {
final PreUpdateHookHandler handler = new PreUpdateHookHandler();

final ServerSideEncryptionRule[] serverSideEncryptionRules =
Stream.of ("AES256", '"SHA512", "AES32")
.map(this::buildServerSideEncryptionRule)
.toArray(ServerSideEncryptionRule[]: :new);

final AwsS3Bucket resourceProperties = buildAwsS3Bucket("amzn-s3-demo-
bucket", serverSideEncryptionRules[0]);

final AwsS3Bucket previousResourceProperties = buildAwsS3Bucket('"amzn-s3-
demo-bucket", serverSideEncryptionRules);

final HookTargetModel targetModel =

createHookTargetModel(resourceProperties, previousResourceProperties);

final TypeConfigurationModel typeConfiguration =

TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :S3::Bucket").targetModel(targetModel).
.build();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

assertResponse(response, HookStatus.FAILED, "Current number of bucket
encryption configs does not match previous. Current has 1 configs while previously
there were 3 configs");

}

@Test
public void
handleRequest_awsS3BucketFail_bucketEncryptionAlgorithmDoesNotMatch() {
final PreUpdateHookHandler handler = new PreUpdateHookHandler();

final AwsS3Bucket resourceProperties = buildAwsS3Bucket("amzn-s3-demo-
bucket", buildServerSideEncryptionRule("SHA512"));
final AwsS3Bucket previousResourceProperties = buildAwsS3Bucket("amzn-s3-
demo-bucket", buildServerSideEncryptionRule("AES256"));
final HookTargetModel targetModel =
createHookTargetModel(resourceProperties, previousResourceProperties);
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final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :S3: :Bucket").targetModel(targetModel).
.build();

final HookProgressEvent<CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

assertResponse(response, HookStatus.FAILED, String.format("Bucket
Encryption algorithm can not be changed once set. The encryption algorithm was
changed to '%s' from '%s'.", "SHA512", "AES256"));

}

@Test
public void handleRequest_unsupportedTarget() {
final PreUpdateHookHandler handler = new PreUpdateHookHandler();

final Object resourceProperties = ImmutableMap.of("FileSizelLimit", 256);

final Object previousResourceProperties = ImmutableMap.of("FileSizelLimit",
512);

final HookTargetModel targetModel =
createHookTargetModel(resourceProperties, previousResourceProperties);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder().encryptionAlgorithm("AES256").build();

final HookHandlerRequest request = HookHandlerRequest.builder()

.hookContext(HookContext.builder().targetName("AWS: :Unsupported: :Target").targetModel(targ
.build();

assertThatExceptionOfType(UnsupportedTargetException.class)

.isThrownBy(() -> handler.handleRequest(proxy, request, null,

logger, typeConfiguration))
.withMessageContaining("Unsupported target")
.withMessageContaining("AWS: :Unsupported: :Target")
.satisfies(e ->

assertThat(e.getErrorCode()).isEqualTo(HandlerErrorCode.InvalidRequest));

}

private void assertResponse(final HookProgressEvent<CallbackContext> response,
final HookStatus expectedStatus, final String expectedErrorMsg) {
assertThat(response).isNotNull();
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assertThat(response.getStatus()).isEqualTo(expectedStatus);
assertThat(response.getCallbackContext()).isNull();
assertThat(response.getCallbackDelaySeconds()).isEqualTo(0Q);
assertThat(response.getMessage()).isNotNull();
assertThat(response.getMessage()).isEqualTo(expectedErrorMsg);

private HookTargetModel createHookTargetModel(final Object resourceProperties,
final Object previousResourceProperties) {
return HookTargetModel.of(
ImmutableMap.of(
"ResourceProperties", resourceProperties,
"PreviousResourceProperties", previousResourceProperties

);

@SuppressWarnings("SameParameterValue")
private AwsS3Bucket buildAwsS3Bucket(
final String bucketName,
final ServerSideEncryptionRule ...serverSideEncryptionRules
) {
return AwsS3Bucket.builder()
.bucketName(bucketName)
.bucketEncryption(
BucketEncryption.buildexr()
.serverSideEncryptionConfiguration(
Arrays.aslList(serverSideEncryptionRules)
).build()
).build();

private ServerSideEncryptionRule buildServerSideEncryptionRule(final String
encryptionAlgorithm) {
return ServerSideEncryptionRule.builder()
.bucketKeyEnabled(true)
.serverSideEncryptionByDefault(
ServerSideEncryptionByDefault.buildexr()

.sSEAlgorithm(encryptionAlgorithm)
.build()

).build();
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1. TEZBWIDE , FTFsrc/main/java/com/mycompany/testing/mytesthook X #*
#IPreDeleteHookHandler.javaX .

2. BAUTRBE#PreDeleteHookHandler. javaX#H£IPRA,

package com.mycompany.testing.mytesthook;

import
import
import
import
import
import
import
import
import

com.
com.
.mycompany.testing.mytesthook.model.aws.s3.bucket.AwsS3BucketTargetModel;
com.

com

com.
org.
org.

google.common.annotations.VisibleForTesting;
mycompany.testing.mytesthook.model.aws.s3.bucket.AwsS3Bucket;

mycompany.testing.mytesthook.model.aws.sqs.queue.AwsSqsQueue;
mycompany.testing.mytesthook.model.aws.sqs.queue.AwsSqsQueueTargetModel;
apache.commons.lang3.StringUtils;

apache.commons.lang3.math.NumberUtils;

software.amazon.awssdk.services.cloudformation.CloudFormationClient;

software.amazon.awssdk.services.cloudformation.model.CloudFormationException;

import

software.amazon.awssdk.services.cloudformation.model.DescribeStackResourceRequest;

import
import
import
import
import
import
import
import
import
import
import
import

software.amazon.awssdk.services.s3.S3Client;

software.amazon.awssdk.services.s3.model.Bucket;
software.amazon.awssdk.services.s3.model.S3Exception;
software.amazon.awssdk.services.sqgs.SgsClient;
software.amazon.awssdk.services.sqs.model.GetQueueAttributesRequest;
software.amazon.awssdk.services.sqs.model.GetQueueUrlRequest;
software.amazon.awssdk.services.sqs.model.ListQueuesRequest;
software.amazon.awssdk.services.sqs.model.ListQueuesResponse;
software.amazon.awssdk.services.sqs.model.QueueAttributeName;
software.amazon.awssdk.services.sqs.model.SqsException;
software.amazon.cloudformation.exceptions.CfnGeneralServiceException;
software.amazon.cloudformation.proxy.AmazonWebServicesClientProxy;
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import software.amazon.cloudformation.proxy.HandlerErrorCode;

import software.amazon.cloudformation.proxy.OperationStatus;

import software.amazon.cloudformation.proxy.ProgressEvent;

import software.amazon.cloudformation.proxy.ProxyClient;

import software.amazon.cloudformation.proxy.hook.HookContext;

import software.amazon.cloudformation.proxy.hook.HookHandlerRequest;

import software.amazon.cloudformation.proxy.hook.targetmodel.HookTargetModel;

import
software.amazon.cloudformation.proxy.hook.targetmodel.ResourceHookTargetModel;

import java.util.Arraylist;

import java.util.Collection;

import java.util.HashSet;

import java.util.list;

import java.util.Objects;

import java.util.stream.Collectors;

public class PreDeleteHookHandler extends BaseHookHandlerStd {

private ProxyClient<S3Client> s3Client;
private ProxyClient<SqgsClient> sqgsClient;

@Override
protected ProgressEvent<HookTargetModel, CallbackContext>
handleS3BucketRequest(
final AmazonWebServicesClientProxy proxy,
final HookHandlerRequest request,
final CallbackContext callbackContext,
final ProxyClient<S3Client> proxyClient,
final TypeConfigurationModel typeConfiguration
) {
final HookContext hookContext = request.getHookContext();
final String targetName = hookContext.getTargetName();
if (!AwsS3Bucket.TYPE_NAME.equals(targetName)) {
throw new RuntimeException(String.format("Request target type [%s] is
not 'AWS::S3::Bucket'", targetName));
}
this.s3Client = proxyClient;

final String encryptionAlgorithm =
typeConfiguration.getEncryptionAlgorithm();

final int minBuckets =
NumberUtils.toInt(typeConfiguration.getMinBuckets());
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final ResourceHookTargetModel<AwsS3Bucket> targetModel =
hookContext.getTargetModel (AwsS3BucketTargetModel.class);
final List<String> buckets = listBuckets().stream()
.filter(b -> !StringUtils.equals(b,
targetModel.getResourceProperties().getBucketName()))
.collect(Collectors.tolList());

final List<String> compliantBuckets = new ArraylList<>();
for (final String bucket : buckets) {
if (getBucketSSEAlgorithm(bucket).contains(encryptionAlgorithm)) {
compliantBuckets.add(bucket);

if (compliantBuckets.size() >= minBuckets) {
return ProgressEvent.<HookTargetModel, CallbackContext>builder()
.status(OperationStatus.SUCCESS)
.message("Successfully invoked PreDeleteHookHandler for
target: AWS::S3::Bucket")
.build();

return ProgressEvent.<HookTargetModel, CallbackContext>builder()
.status(OperationStatus.FAILED)
.errorCode(HandlerErrorCode.NonCompliant)
.message(String.format("Failed to meet minimum of [%d] encrypted
buckets.", minBuckets))
.build();

@Override
protected ProgressEvent<HookTargetModel, CallbackContext>
handleSqsQueueRequest(
final AmazonWebServicesClientProxy proxy,
final HookHandlerRequest request,
final CallbackContext callbackContext,
final ProxyClient<SqgsClient> proxyClient,
final TypeConfigurationModel typeConfiguration
) {
final HookContext hookContext = request.getHookContext();
final String targetName = hookContext.getTargetName();
if (!AwsSgsQueue.TYPE_NAME.equals(targetName)) {
throw new RuntimeException(String.format("Request target type [%s] is
not 'AWS::SQS::Queue'", targetName));
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}
this.sqsClient = proxyClient;
final int minQueues = NumberUtils.toInt(typeConfiguration.getMinQueues());

final ResourceHookTargetModel<AwsSgsQueue> targetModel =
hookContext.getTargetModel (AwsSqsQueueTargetModel.class);

final String queueName =
Objects.toString(targetModel.getResourceProperties().get("QueueName"), null);

String targetQueueUrl = null;
if (queueName !'= null) {
try {
targetQueuelUrl = sqsClient.injectCredentialsAndInvokeV2(
GetQueueUrlRequest.builder().queueName(
queueName
) .build(),
sgsClient.client()::getQueuelrl
) .queueUrl();
} catch (SgsException e) {
log(String.format("Error while calling GetQueueUrl API for queue
name [%s]: %s", queueName, e.getMessage()));
}
} else {
log("Queue name is empty, attempting to get queue's physical ID");
try {
final ProxyClient<CloudFormationClient> cfnClient =
proxy.newProxy(ClientBuilder::createCloudFormationClient);
targetQueuelUrl = cfnClient.injectCredentialsAndInvokeV2(
DescribeStackResourceRequest.builder()
.stackName(hookContext.getTargetLogicalId())

.logicalResourceId(hookContext.getTargetLogicalId())
.build(),
cfnClient.client()::describeStackResource
) .stackResourceDetail().physicalResourcelId();
} catch (CloudFormationException e) {
log(String.format("Error while calling DescribeStackResource API
for queue name: %s", e.getMessage()));

}

// Creating final variable for the filter lambda
final String finalTargetQueueUrl = targetQueueUrl;
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final List<String> compliantQueues = new ArraylList<>();

String nextToken = null;
do {
final ListQueuesRequest req =
Translator.createlListQueuesRequest(nextToken);
final ListQueuesResponse res =
sqsClient.injectCredentialsAndInvokeV2(req, sqgsClient.client()::listQueues);
final List<String> queueUrls = res.queueUrls().stream()
.filter(q -> !StringUtils.equals(q, finalTargetQueueUrl))
.collect(Collectors.tolList());

for (final String queueUrl : queueUrls) {
if (isQueueEncrypted(queuelrl)) {
compliantQueues.add(queuelrl);

if (compliantQueues.size() >= minQueues) {
return ProgressEvent.<HookTargetModel,
CallbackContext>builder()
.status(OperationStatus.SUCCESS)
.message("Successfully invoked PreDeleteHookHandler for
target: AWS::SQS::Queue")
.build();
}

nextToken = res.nextToken();

}
} while (nextToken != null);

return ProgressEvent.<HookTargetModel, CallbackContext>builder()
.status(OperationStatus.FAILED)
.errorCode(HandlerErrorCode.NonCompliant)
.message(String.format("Failed to meet minimum of [%d] encrypted

queues.", minQueues))

Lbuild();
}
private List<String> listBuckets() {
try {
return

s3Client.injectCredentialsAndInvokeV2(Translator.createListBucketsRequest(),

s3Client.client()::1listBuckets)
.buckets()
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.stream()
.map(Bucket: :name)
.collect(Collectors.toList());
} catch (S3Exception e) {
throw new CfnGeneralServiceException("Error while calling S3
ListBuckets API", e);

}

@VisibleForTesting
Collection<String> getBucketSSEAlgorithm(final String bucket) {
try {
return
s3Client.injectCredentialsAndInvokeV2(Translator.createGetBucketEncryptionRequest(bucket),
s3Client.client()::getBucketEncryption)
.serverSideEncryptionConfiguration()

.rules()

.stream()

filter(r ->
Objects.nonNull(r.applyServerSideEncryptionByDefault()))

.map(r ->

r.applyServerSideEncryptionByDefault().sseAlgorithmAsString())
.collect(Collectors.toSet());
} catch (S3Exception e) {
return new HashSet<>();

@VisibleForTesting
boolean isQueueEncrypted(final String queueUrl) {
try {
final GetQueueAttributesRequest request =
GetQueueAttributesRequest.builder()
.queueUrl(queuelrl)
.attributeNames(QueueAttributeName.KMS_MASTER_KEY_ID)
.build();
final String kmsKeyId = sqsClient.injectCredentialsAndInvokeV2(request,
sgqsClient.client()::getQueueAttributes)
.attributes()
.get(QueueAttributeName.KMS_MASTER_KEY_ID);

return StringUtils.isNotBlank(kmsKeyId);
} catch (SgsException e) {
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throw new CfnGeneralServiceException("Error while calling SQS
GetQueueAttributes API", e);

}

FiistEpreDeleteiZF

1. TEBWIDE , THFsrc/main/java/com/mycompany/testing/mytesthook X #X
#PreDeleteHookHandler.javaX4.
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package com.mycompany.testing.mytesthook;
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import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

com.google.common.collect.Immutablelist;
com.google.common.collect.ImmutableMap;
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org.junit.jupiter.api
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org.mockito.Mock;
org.mockito.Mockito;
org.mockito.junit.jupiter.MockitoExtension;
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.BeforeEach;
.Test;
.extension.ExtendWith;
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Bucket;
GetBucketEncryptionRequest;
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ListBucketsRequest;
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ServerSideEncryptionConfiguration;
ServerSideEncryptionRule;
ient;
GetQueueAttributesRequest;
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import software.amazon.cloudformation.proxy.OperationStatus;

import software.amazon.cloudformation.proxy.ProgressEvent;

import software.amazon.cloudformation.proxy.hook.HookContext;

import software.amazon.cloudformation.proxy.hook.HookHandlerRequest;

import software.amazon.cloudformation.proxy.hook.targetmodel.HookTargetModel;

import java.util.Arrays;

import java.util.Collection;

import java.util.HashMap;

import java.util.list;

import java.util.stream.Collectors;

import static org.mockito.ArgumentMatchers.any;
import static org.mockito.Mockito.mock;

import static org.mockito.Mockito.never;

import static org.mockito.Mockito.times;

import static org.mockito.Mockito.verify;
import static org.mockito.Mockito.when;

@ExtendWith(MockitoExtension.class)
public class PreDeleteHookHandlerTest extends AbstractTestBase {

@Mock private S3Client s3Client;
@Mock private SqgsClient sqgsClient;
@Mock private Logger logger;

@BeforeEach

public void setup() {
s3Client = mock(S3Client.class);
sgqsClient = mock(SgsClient.class);
logger = mock(Logger.class);

@Test
public void handleRequest_awsS3BucketSuccess() {
final PreDeleteHookHandler handler = Mockito.spy(new
PreDeleteHookHandlexr());

final List<Bucket> bucketList = ImmutablelList.of(
Bucket.builder().name("bucketl").build(),
Bucket.builder().name("bucket2").build(),
Bucket.builder().name("toBeDeletedBucket").build(),
Bucket.builder().name("bucket3").build(),
Bucket.builder().name("bucket4").build(),
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Bucket.builder().name("bucket5").build()
);
final ListBucketsResponse mockResponse =
ListBucketsResponse.builder().buckets(bucketList).build();

when(s3Client.listBuckets(any(ListBucketsRequest.class))).thenReturn(mockResponse);
when(s3Client.getBucketEncryption(any(GetBucketEncryptionRequest.class)))
.thenReturn(buildGetBucketEncryptionResponse("AES256"))
.thenReturn(buildGetBucketEncryptionResponse("AES256", "aws:kms"))
.thenThrow(S3Exception.builder().message("No Encrypt").build())
.thenReturn(buildGetBucketEncryptionResponse("aws:kms"))
.thenReturn(buildGetBucketEncryptionResponse("AES256"));
setServiceClient(s3Client);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.buildex()
.encryptionAlgorithm("AES256")
.minBuckets("3")
.build();

final HookHandlerRequest request = HookHandlerRequest.builder()
.hookContext(
HookContext.builder()
.targetName("AWS: :S3: :Bucket")
.targetModel(
createHookTargetModel(
AwsS3Bucket.builder()

.bucketName("toBeDeletedBucket")
.build()

)
.build())
.build();

final ProgressEvent<HookTargetModel, CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

verify(s3Client,
times(5)).getBucketEncryption(any(GetBucketEncryptionRequest.class));
verify(handler, never()).getBucketSSEAlgorithm("toBeDeletedBucket");

assertResponse(response, OperationStatus.SUCCESS, "Successfully invoked
PreDeleteHookHandler for target: AWS::S3::Bucket");
}
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@Test
public void handleRequest_awsSqsQueueSuccess() {
final PreDeleteHookHandler handler = Mockito.spy(new
PreDeleteHookHandler());

final List<String> queueUrls = Immutablelist.of(
"https://queuel.queue",
"https://queue2.queue",
"https://toBeDeletedQueue.queue",
"https://queue3.queue",
"https://queue4.queue",
"https://queue5.queue"

);

when(sgsClient.getQueueUrl(any(GetQueueUrlRequest.class)))
.thenReturn(GetQueueUrlResponse.builder().queueUrl("https://
toBeDeletedQueue.queue").build());
when(sgsClient.listQueues(any(ListQueuesRequest.class)))

.thenReturn(ListQueuesResponse.builder().queueUrls(queuelUrls).build());
when(sgsClient.getQueueAttributes(any(GetQueueAttributesRequest.class)))

.thenReturn(GetQueueAttributesResponse.builder().attributes(ImmutableMap.of(QueueAttribute
"kmsKeyId")).build())

.thenReturn(GetQueueAttributesResponse.builder().attributes(new
HashMap<>()).build())

.thenReturn(GetQueueAttributesResponse.builder().attributes(ImmutableMap.of(QueueAttribute
"kmsKeyId")).build())

.thenReturn(GetQueueAttributesResponse.builder().attributes(new
HashMap<>()).build())

.thenReturn(GetQueueAttributesResponse.builder().attributes(ImmutableMap.of(QueueAttribute
"kmsKeyId")).build());
setServiceClient(sgsClient);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.buildex()
.minQueues("3")
.build();

final HookHandlerRequest request = HookHandlerRequest.builder()
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.hookContext(
HookContext.builder()
.targetName("AWS: :SQS: :Queue")
.targetModel(
createHookTargetModel(
ImmutableMap.of("QueueName", '"toBeDeletedQueue")

)
.build())
.build();

final ProgressEvent<HookTargetModel, CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

verify(sqgsClient,
times(5)).getQueueAttributes(any(GetQueueAttributesRequest.class));
verify(handler, never()).isQueueEncrypted("toBeDeletedQueue");

assertResponse(response, OperationStatus.SUCCESS, "Successfully invoked
PreDeleteHookHandler for target: AWS::SQS::Queue");
}

@Test
public void handleRequest_awsS3BucketFailed() {
final PreDeleteHookHandler handler = Mockito.spy(new
PreDeleteHookHandler());

final List<Bucket> bucketlList = ImmutablelList.of(
Bucket.builder().name("bucketl").build(),
Bucket.builder().name("bucket2").build(),
Bucket.builder().name("toBeDeletedBucket").build(),
Bucket.builder().name("bucket3").build(),
Bucket.builder().name("bucket4").build(),
Bucket.builder().name("bucket5").build()

);

final ListBucketsResponse mockResponse =

ListBucketsResponse.builder().buckets(bucketList).build();

when(s3Client.listBuckets(any(ListBucketsRequest.class))).thenReturn(mockResponse);
when(s3Client.getBucketEncryption(any(GetBucketEncryptionRequest.class)))
.thenReturn(buildGetBucketEncryptionResponse("AES256"))
.thenReturn(buildGetBucketEncryptionResponse("AES256", "aws:kms"))
.thenThrow(S3Exception.builder().message("No Encrypt").build())
.thenReturn(buildGetBucketEncryptionResponse("aws:kms"))
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.thenReturn(buildGetBucketEncryptionResponse("AES256"));
setServiceClient(s3Client);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder()
.encryptionAlgorithm("AES256")
.minBuckets("10")
.build();

final HookHandlerRequest request = HookHandlerRequest.builder()
.hookContext(
HookContext.builder()
.targetName("AWS: :S3: :Bucket")
.targetModel(
createHookTargetModel(
AwsS3Bucket.builder()

.bucketName("toBeDeletedBucket")
.build()

)
.build())
.build();

final ProgressEvent<HookTargetModel, CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

verify(s3Client,
times(5)).getBucketEncryption(any(GetBucketEncryptionRequest.class));
verify(handler, never()).getBucketSSEAlgorithm("toBeDeletedBucket");

assertResponse(response, OperationStatus.FAILED, "Failed to meet minimum of
[10] encrypted buckets.");
}

@Test
public void handleRequest_awsSqsQueueFailed() {
final PreDeleteHookHandler handler = Mockito.spy(new
PreDeleteHookHandlexr());

final List<String> queueUrls = ImmutablelList.of(
"https://queuel.queue",
"https://queue2.queue",
"https://toBeDeletedQueue.queue",
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"https://queue3.queue",
"https://queues.queue",
"https://queue5.queue"

);

when(sgsClient.getQueueUrl(any(GetQueueUrlRequest.class)))
.thenReturn(GetQueueUrlResponse.builder().queueUrl("https://
toBeDeletedQueue.queue").build());
when(sgsClient.listQueues(any(ListQueuesRequest.class)))

.thenReturn(ListQueuesResponse.builder().queueUrls(queueUrls).build());
when(sgsClient.getQueueAttributes(any(GetQueueAttributesRequest.class)))

.thenReturn(GetQueueAttributesResponse.builder().attributes(ImmutableMap.of(QueueAttribute
"kmsKeyId")).build())

.thenReturn(GetQueueAttributesResponse.builder().attributes(new
HashMap<>()).build())

.thenReturn(GetQueueAttributesResponse.builder().attributes(ImmutableMap.of(QueueAttribute
"kmsKeyId")).build())

.thenReturn(GetQueueAttributesResponse.builder().attributes(new
HashMap<>()).build())

.thenReturn(GetQueueAttributesResponse.builder().attributes(ImmutableMap.of(QueueAttribute

"kmsKeyId")).build());
setServiceClient(sgsClient);

final TypeConfigurationModel typeConfiguration =
TypeConfigurationModel.builder()
.minQueues("10")
.build();

final HookHandlerRequest request = HookHandlerRequest.builder()
.hookContext(
HookContext.builder()
.targetName("AWS: :SQS: :Queue")
.targetModel(
createHookTargetModel(
ImmutableMap.of("QueueName", "toBeDeletedQueue")

)
.build())

.build();
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final ProgressEvent<HookTargetModel, CallbackContext> response =
handler.handleRequest(proxy, request, null, logger, typeConfiguration);

verify(sgsClient,
times(5)).getQueueAttributes(any(GetQueueAttributesRequest.class));
verify(handler, never()).isQueueEncrypted("toBeDeletedQueue");

assertResponse(response, OperationStatus.FAILED, "Failed to meet minimum of
[10] encrypted queues.");
}

private GetBucketEncryptionResponse buildGetBucketEncryptionResponse(final
String ...sseAlgorithm) {
return buildGetBucketEncryptionResponse(
Arrays.stream(sseAlgorithm)
.map(a ->
ServerSideEncryptionRule.builder().applyServerSideEncryptionByDefault(
ServerSideEncryptionByDefault.buildexr()
.sseAlgorithm(a)
.build()
).build()
)
.collect(Collectors.toList())

);

private GetBucketEncryptionResponse buildGetBucketEncryptionResponse(final
Collection<ServerSideEncryptionRule> rules) {
return GetBucketEncryptionResponse.builder()

.serverSideEncryptionConfiguration(

ServerSideEncryptionConfiguration.builder().rules(
rules

).build()

) .build();

£ Python 3t B EX AWS CloudFormation £33t T2 &

Xt BE X AWS CloudFormation Hook #1T2#E S RS2 —MNAHTEX Hook, EEMMNEMHEEN,
AHIR R B SRER Python X B E B TR,
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145 £ Hook B &

4 HAPREY Hook T H @, CloudFormation CLISRIEZHAEERE , XEEREFT N T Hook FISEHE X
# B AR IEE Hook B1E,

cfn generate
Zwm e RRELTH .

Generated files for MyCompany::Testing::MyTestHook

(® Note

Tlﬁﬁmﬂ’J Lambda iZ1THf up-to-datel@ R ER EHFANRE, EXEZERE , BSRAEH TR
KAK Lambda iz TR FEH

2 5 ;0 Hook A EBFEF

FHEEH S Hook A BREFIZTRHMARBRINEI LR R NI ERFF, Flm , EBALURNATATiE
FHRHE,

LOG.setLevel(logging.INFO)
LOG.info("Internal testing Hook triggered for target: " +
request.hookContext.targetName);

M CloudFormation CLI% S src/models. py XH B E 2R,

Example models.py

import sys
from dataclasses import dataclass
from inspect import getmembers, isclass
from typing import (

AbstractSet,

Any,

Generic,

Mapping,

MutableMapping,

Optional,

Sequence,
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Type,
TypeVar,

from cloudformation_cli_python_lib.interface import (
BaseModel,
BaseHookHandlerRequest,

)

from cloudformation_cli_python_lib.recast import recast_object
from cloudformation_cli_python_lib.utils import deserialize_list

T = TypeVar("T")

def set_or_none(value: Optional[Sequence[T]]) -> Optional[AbstractSet[T]]:

if value:
return set(value)
return None

@dataclass
class HookHandlerRequest(BaseHookHandlerRequest):
pass

@dataclass

class TypeConfigurationModel(BaseModel):
limitSize: Optional[str]
cidr: Optional[str]
encryptionAlgorithm: Optional[str]

@classmethod
def _deserialize(
cls: Type["_TypeConfigurationModel"],
json_data: Optional[Mapping[str, Any]l],
) -> Optional["_TypeConfigurationModel"]:
if not json_data:
return None
return cls(
limitSize=json_data.get("limitSize"),
cidr=json_data.get("cidzr"),
encryptionAlgorithm=json_data.get("encryptionAlgorithm"),
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_TypeConfigurationModel = TypeConfigurationModel

B 3Y  XUEHWLEREF

£ R Python BiER S |, RATLIRESSBRSEIL Hook ThEEMAL B, EULRAIF |, BFEALERF
X¥lpreCreatepreUpdate., FpreDeletel@A R,

m
[

w

L4k B preCreate2 F
L 4L B preUpdatef2 F
L 4L E preDelete 2 [F
e R — Hook A EBFEFF

i

i

i

k4L EpreCreatef2 F
preCreatefbEBREFRIFAWS: :S3: :Bucket ZHAWS: :SQS: :Queue BRI RFEFIHMEFRE,
o X¥FAWS::S3::Bucket®BIR , RETEHKEUTFRMHER , Hook F2EBH,
- Amazon S3 FHERBMZEDRE.
- BRZEEBZAT Amazon S3 EMEHA.
« 71 Amazon S3 FEBIRENMBEEEZRMENEBEZE,
- B AWS Key Management Service 48 ID Bi%iE-
« XFAWS::SQS: :QueueBIRE , AEERRI T HAE , Hook 2B,
« % AWS Key Management Service A ID BiX &,

AL EpreUpdate 2 7

LI —“preUpdateb BREF , ZUABEBFELEBEEFPAEEEBERNERREZIE,
ZpreUpdatet BREFTERUATES :

o XFAWS::S3::Bucket®R , REEHBBEUTZRMHHT , Hook T 2B
« Amazon S3 FE BN FE @R E L R I1EH,
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k4L EpreDeletef2 F

XI —“preDeletetbBREF , ZABERFELAEEFFAEEE B IHBBREEZFE,
ZpreDeletet BEFTRUTES :

o XFAWS::S3::Bucket®R , REEHBBUTZRHFH , Hook F 2B
- BUIRIBRERE , MPFRBEEFENREESAER,
- MENREENRFEEE Hook WELEFIRE,

SEE — A Hook &M BT F

1. FEZEMWIDE , TN FsreXHXRHPMWhandlers. py X,
2. AUTRBE#bandlers.pyXHHE£IBRA,

Example handlers.py

import logging
from typing import Any, MutableMapping, Optional
import botocore

from cloudformation_cli_python_lib import (
BaseHookHandlerRequest,
HandlerErrorCode,
Hook,
HookInvocationPoint,
OperationStatus,
ProgressEvent,
SessionProxy,
exceptions,

from .models import HookHandlerRequest, TypeConfigurationModel
# Use this logger to forward log messages to CloudWatch Logs.
LOG = logging.getLogger(__name__)

TYPE_NAME = "MyCompany: :Testing: :MyTestHook"

LOG.setLevel(logging.INFO)

hook = Hook(TYPE_NAME, TypeConfigurationModel)
test_entrypoint = hook.test_entrypoint
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def _validate_s3_bucket_encryption(

bucket: MutableMapping[str, Any], required_encryption_algorithm: str
) -> ProgressEvent:

status = None

message = ""

error_code = None

if bucket:
bucket_name = bucket.get("BucketName")

bucket_encryption = bucket.get("BucketEncryption")
if bucket_encryption:
server_side_encryption_rules = bucket_encryption.get(
"ServerSideEncryptionConfiguration"
)
if server_side_encryption_rules:
for rule in server_side_encryption_rules:
bucket_key_enabled = rule.get("BucketKeyEnabled")
if bucket_key_enabled:
server_side_encryption_by_default = rule.get(
"ServerSideEncryptionByDefault"

encryption_algorithm =
server_side_encryption_by_default.get(

"SSEAlgorithm"

)

kms_key_id = server_side_encryption_by_default.get(
"KMSMasterKeyID"

) # "KMSMasterKeyID" is name of the property for an
AWS: :S3::Bucket

if encryption_algorithm == required_encryption_algorithm:
if encryption_algorithm == "aws:kms" and not
kms_key_id:
status = OperationStatus.FAILED
message = f"KMS Key ID not set for bucket with
name: f{bucket_namel}"
else:
status = OperationStatus.SUCCESS
message = f"Successfully invoked
PreCreateHookHandler for AWS::S3::Bucket with name: {bucket_namel}"
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else:
status = OperationStatus.FAILED
message = f"SSE Encryption Algorithm is incorrect for
bucket with name: {bucket_name}"
else:
status = OperationStatus.FAILED
message = f"Bucket key not enabled for bucket with name:
{bucket_name}"

if status == OperationStatus.FAILED:
break
else:
status = OperationStatus.FAILED
message = f"No SSE Encryption configurations for bucket with name:
{bucket_name}"
else:
status = OperationStatus.FAILED
message = (
f"Bucket Encryption not enabled for bucket with name:
{bucket_name}"

)
else:
status = OperationStatus.FAILED
message = "Resource properties for S3 Bucket target model are empty"

if status == OperationStatus.FAILED:
error_code = HandlerErrorCode.NonCompliant

return ProgressEvent(status=status, message=message, errorCode=error_code)

def _validate_sqs_queue_encryption(queue: MutableMapping[str, Any]) ->
ProgressEvent:
if not queue:

return ProgressEvent(
status=0OperationStatus.FAILED,
message="Resource properties for SQS Queue target model are empty",
errorCode=HandlerErrorCode.NonCompliant,

)

queue_name = queue.get("QueueName")

kms_key_id = queue.get(
"KmsMasterKeyId"
) # "KmsMasterKeyId" is name of the property for an AWS::SQS::Queue
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if not kms_key_id:
return ProgressEvent(
status=OperationStatus.FAILED,

message=f"Server side encryption turned off for queue with name:

{queue_name}",
errorCode=HandlerErrorCode.NonCompliant,

return ProgressEvent(
status=0OperationStatus.SUCCESS,
message=f"Successfully invoked PreCreateHookHandler for
targetAWS: :SQS: :Queue with name: {queue_namel}",

)

@hook.handler(HookInvocationPoint.CREATE_PRE_PROVISION)
def pre_create_handlexr(
session: Optional[SessionProxy],
request: HookHandlerRequest,
callback_context: MutableMapping[str, Any],
type_configuration: TypeConfigurationModel,
) -> ProgressEvent:
target_name = request.hookContext.targetName
if "AWS::S3::Bucket" == target_name:
return _validate_s3_bucket_encryption(
request.hookContext.targetModel.get("resourceProperties"),
type_configuration.encryptionAlgorithm,
)
elif "AWS::SQS::Queue" == target_name:
return _validate_sqgs_queue_encryption(
request.hookContext.targetModel.get("resourceProperties")

)

else:

raise exceptions.InvalidRequest(f"Unknown target type: {target_namel}")

def _validate_bucket_encryption_rules_not_updated(
resource_properties, previous_resource_properties
) -> ProgressEvent:
bucket_encryption_configs = resource_properties.get("BucketEncryption",
{}).get(
"ServerSideEncryptionConfiguration", []
)

previous_bucket_encryption_configs = previous_resource_properties.get(
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"BucketEncryption", {3}
).get("ServerSideEncryptionConfiguration", [])

if len(bucket_encryption_configs) != len(previous_bucket_encryption_configs):
return ProgressEvent(
status=0OperationStatus.FAILED,
message=f"Current number of bucket encryption configs does not
match previous. Current has {str(len(bucket_encryption_configs))} configs while
previously there were {str(len(previous_bucket_encryption_configs))} configs",
errorCode=HandlerErrorCode.NonCompliant,

for i in range(len(bucket_encryption_configs)):

current_encryption_algorithm = (
bucket_encryption_configs[i]
.get("ServerSideEncryptionByDefault", {3})
.get("SSEAlgorithm")

)

previous_encryption_algorithm = (
previous_bucket_encryption_configs[i]
.get("ServerSideEncryptionByDefault", {3})
.get("SSEAlgorithm")

if current_encryption_algorithm != previous_encryption_algorithm:
return ProgressEvent(
status=OperationStatus.FAILED,
message=f"Bucket Encryption algorithm can not be changed once
set. The encryption algorithm was changed to {current_encryption_algorithm} from
{previous_encryption_algorithm}.",
errorCode=HandlerErrorCode.NonCompliant,

return ProgressEvent(
status=0OperationStatus.SUCCESS,
message="Successfully invoked PreUpdateHookHandler for target:
AWS: :SQS: :Queue",
)

def _validate_queue_encryption_not_disabled(
resource_properties, previous_resource_properties
) -> ProgressEvent:
if previous_resource_properties.get(
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"KmsMasterKeyId"
) and not resource_properties.get("KmsMasterKeyId"):
return ProgressEvent(
status=0OperationStatus.FAILED,
errorCode=HandlerErrorCode.NonCompliant,
message="Queue encryption can not be disable",
)
else:
return ProgressEvent(status=0OperationStatus.SUCCESS)

@hook.handler(HookInvocationPoint.UPDATE_PRE_PROVISION)
def pre_update_handlexr(
session: Optional[SessionProxy],
request: BaseHookHandlerRequest,
callback_context: MutableMapping[str, Any],
type_configuration: MutableMapping[str, Any],
) -> ProgressEvent:
target_name = request.hookContext.targetName
if "AWS::S3::Bucket" == target_name:
resource_properties =
request.hookContext.targetModel.get("resourceProperties")
previous_resource_properties = request.hookContext.targetModel.get(
"previousResourceProperties"”

return _validate_bucket_encryption_rules_not_updated(
resource_properties, previous_resource_properties

)

elif "AWS::SQS::Queue" == target_name:
resource_properties =
request.hookContext.targetModel.get("resourceProperties")

previous_resource_properties = request.hookContext.targetModel.get(

"previousResourceProperties"”

return _validate_queue_encryption_not_disabled(
resource_properties, previous_resource_properties

)

else:
raise exceptions.InvalidRequest(f"Unknown target type: {target_name}")

P AT —PNEB BEM B E X Hook AWS CloudFormations
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BEM B E M Hook AWS CloudFormation

BIEBEN Hook & , EEmEEM AWS CloudFormation FeefEAE., EAT & |, RG] W0{AIT
SR EMIREIHook , AMEELRHY AWS IKF,

Package a Hook (Java)
MRIRZ A Java FF &8 Hook , iEE A Maven N E#H1TIT .

£ Hook MBI B XF , BITUTHSRMEE Hook , Z{TR8 TN |, FIFWM B ITER A AT Hook
1232 % CloudFormation ¥R JARRI ST,

mvn clean package

SEM—N B E X Hook
SRS
1. (W& ) HEEIA AWS X EFEE Nus-west-2 , FERRERK configureti k.

$ aws configure

AWS Access Key ID [None]: <Your Access Key ID>
AWS Secret Access Key [Nonel: <Your Secret Key>
Default region name [None]: us-west-2

Default output format [None]: json

2. (&) LTt EEMENTHEMNITSEN Hook T H ,

$ cfn submit --dry-run

3. £ Hook ;EMREY Hook CloudFormation CLI submiti&4,

$ cfn submit --set-default

{’ProgressStatus’: ‘COMPLETE’}

g R . e RKIEMER Hooko
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RUF &K P A 2 A AT BTG R Hook

HINER Hook /& AWS K/~ MG BIRR1ZIEHNXEH A F.

1. ERIEER Hook , EEA list-typesin 5 HIRFTEMEY Hook FHiREIE M E iR

$ aws cloudformation list-types

ZMTRELTHE , EFEEERATE AWS K FXE A BUER 2T 7 A#Y Hook,

"TypeSummaries": [
{

"Type": "HOOK",

"TypeName": "MyCompany::Testing::MyTestHook",

"DefaultVersionId": "00000001",

"TypeArn": "arn:aws:cloudformation:us-west-2:ACCOUNT_ID/type/hook/
MyCompany-Testing-MyTestHook",

"LastUpdated": "2021-08-04T23:00:03.058000+00:00",

"Description": "Verifies S3 bucket and SQS queues properties before
creating or updating"

}
]
}

2. TypeArnM Hook Bylist-typefi i 1R RHRE

export HOOK_TYPE_ARN=arn:aws:cloudformation:us-west-2:ACCOUNT_ID/type/hook/
MyCompany-Testing-MyTestHook

BTN & Hook AR |, iS5 A% Hook 20 % A

B

FEHEMT Hook 5 , AT LL AWS Ik B N H & i B0 AR Sk B B &AY Hooko

. EE@E’\JEKFEF@E Hook , i&f# Se’[TypeConfigurationi@‘."d’lE LIRVESS AR
properties MO HENNEHEM. EUTREIF , ZminBucketsBEHEEREIFREN.
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® Note

B EERIK S FJE A Hook , BN Hook EAEH AWS K~ B E XX

BR. CloudFormation ZEfFZHI N PR(ZIELS Hook 2Bl , 2BBRTFEMNIR.
CloudFormation B & = Hook A P 1EMK = # /5 A Hook Z 8 , £&EE Hook RXPRH T
fi# 721 Hook 8 BRLEABR .

ER— MK R AIREME Hook I RIEEEBREHYE , AR AWS XiF,

$ aws cloudformation set-type-configuration --region us-west-2
--configuration '{"CloudFormationConfiguration":{"HookConfiguration":
{"HookInvocationStatus":"ENABLED", "FailureMode":"FAIL", "Properties":{"minBuckets":
"1","minQueues": "1", "encryptionAlgorithm": "aws:kms"}3}}}'
--type-arn $HOOK_TYPE_ARN

/A Important

EF M Hook RES TR EHKRMNEE | BSIETK FENABLEDH A H85E Hook 2
Ja , EiZHookConfigurationZpm FFRE N, HookInvocationStatus

AWS APISTELL B2 F A 17 [A]

WMRIEH Hook AWS APl EHAEAAEEFHERT , W CEN-CLI 2 B3t ZIAMBITA &

#Ro hook-role.yamliZhook-role.yamliEiRE T £ Hook RN EREFDB 2P NEBMNMEREF
EBEMNNR, MRELERFERZ--role-arntrd generatefR4E |, M LHER PN A S FHEEEH
FA1E Hook Wi ITAE,

BXEZER , RS HAWS APIsAFREE T H,

hook-role.yaml #&#x

® Note
MRGEFCEZBCHHITAS , RIBNEVSERRENREN , BT L

ZBhooks.cloudformation.amazonaws.comfresources.cloudformation.amazonaws.com.
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AT #EARERIAM, Amazon S3 F &#SQSH R,

AWSTemplateFormatVersion: 2010-09-09
Description: >

This CloudFormation template creates a role assumed by CloudFormation during

Hook operations on behalf of the customer.
Resources:
ExecutionRole:
Type: 'AWS::IAM::Role'
Properties:
MaxSessionDuration: 8400
AssumeRolePolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Principal:
Service:
- resources.cloudformation.amazonaws.com
- hooks.cloudformation.amazonaws.com
Action: 'sts:AssumeRole'
Condition:
StringEquals:
aws:SourceAccount: !Ref AWS::AccountId
StringlLike:
aws:SourceArn: !Sub arn:${AWS::Partition}:cloudformation:
${AWS: :Region}:${AWS: : AccountId}:type/hook/MyCompany-Testing-MyTestHook/*
Path: /
Policies:
- PolicyName: HookTypePolicy
PolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Action:
's3:GetEncryptionConfiguration'
's3:ListBucket'
's3:ListAl1MyBuckets'
- 'sgs:GetQueueAttributes'
- 'sqgs:GetQueueUrl'
- 'sgs:ListQueues'
Resource: '*'

Outputs:
ExecutionRoleArn:
Value: !GetAtt

TERTES

129



AWS CloudFormation Hooks F 6/

- ExecutionRole
- Arn

EYRHY Hook Hillist B & X Hook AWS ik

BERIRE LB T EHA AN M ERE , BBAZEHETE CloudFormation ik ENNX/RI B E X
Hook T

FAILZNR CloudFormation BiRAFEHAU TR AR E S3 @M , WIEHAMERN T RER -

« Amazon S3 FHERMEERE.

- BRZEEBZAT Amazon S3 EMEH.

« 7 Amazon S3 FRERRENMBELRAMENERE X,
« % AWS Key Management Service i ID BiX &,

HEUTREIF | SIE—NBANER , E#ny-failed-bucket-stack.yml&Z#Hmy-hook-
stack , ZERTEREHERH ERREEZAFLL,

13 Bip B #E A KA i Hook
R BB
BB S ARk

1. BIE—MEXE S3 T MAELR, fla , my-failed-bucket-stack.yml,

AWSTemplateFormatVersion: 2010-09-09
Resources:
S3Bucket:
Type: 'AWS::S3::Bucket'
Properties: {}

2. BIEMEHK , RFTE AWS Command Line Interface (AWS CLI) FIEELBWENR, T T REIH |
FHERBMIEE Amy-hook-stack , FEMRB#IEEImy-failed-bucket-stack.yml,

$ aws cloudformation create-stack \
--stack-name my-hook-stack \
--template-body file://my-failed-bucket-stack.yml

3. (k) BUEEHKBEMNREFHEKRBE, EUTRAF , EEMEK R FHmy-hook-stacko
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$ aws cloudformation describe-stack-events \
--stack-name my-hook-stack

PR EF#ER |, FHdescribe-stack-eventsBEEEEM AN, UTRZGHHH HTRO,

"StackEvents": [

"StackId": "arn:aws:cloudformation:us-west-2:ACCOUNT_ID:stack/my-hook-
stack/2c693970-f57e-11eb-a0fb-061a2a83f0b9",

"EventId": "S3Bucket-CREATE_FAILED-2021-08-04T23:47:03.305Z2",

"StackName": "my-hook-stack",

"LogicalResourceId": "S3Bucket",

"PhysicalResourceId": "",

"ResourceType": "AWS::S3::Bucket",

"Timestamp": "2021-08-04T23:47:03.305000+00:00",

"ResourceStatus": "CREATE_FAILED",

"ResourceStatusReason": "The following hook(s) failed:
[MyCompany: :Testing: :MyTestHook]",
"ResourceProperties": "{}",

"ClientRequestToken": "Console-CreateStack-abe7lac2-ade4-
a762-0499-8d34d91d6a92"
},

%R : Hook THREHKEERM , AFLTRRER.

f£ A CloudFormation 4@t Hook I&iE

1. ERIEMRIET Hook BiE , BEMER , FEMNEREAMEZERN S3 FHME. LRGIFEH my-
encrypted-bucket-stack.yml 4R,

AWSTemplateFormatVersion: 2010-09-09
Description: |

This CloudFormation template provisions an encrypted S3 Bucket
Resources:

EncryptedS3Bucket:
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Type: 'AWS::S3::Bucket'
Properties:

BucketName: !Sub 'encryptedbucket-${AWS::Region}-${AWS: :AccountId}"’

BucketEncryption:
ServerSideEncryptionConfiguration:

- ServerSideEncryptionByDefault:
SSEAlgorithm: 'aws:kms'
KMSMasterKeyID: !Ref EncryptionKey

BucketKeyEnabled: true
EncryptionKey:
Type: 'AWS::KMS::Key'
DeletionPolicy: Retain
Properties:
Description: KMS key used to encrypt the resource type artifacts
EnableKeyRotation: true
KeyPolicy:
Version: 2012-10-17
Statement:
- Sid: Enable full access for owning account
Effect: Allow
Principal:
AWS: !Ref 'AWS::AccountId'
Action: 'kms:*'
Resource: '*'
Outputs:
EncryptedBucketName:
Value: !Ref EncryptedS3Bucket

(® Note
AR BRI R IREA Hooko

2. BIEHRAEELNER. ZELRAIHP , #HEXREBEFHAImy-encrypted-bucket-stacko

$ aws cloudformation create-stack \
--stack-name my-encrypted-bucket-stack \
--template-body file://my-encrypted-bucket-stack.yml \

3. (Wit ) BIEEMHKBMREFHRALE,

$ aws cloudformation describe-stack-events \
--stack-name my-encrypted-bucket-stack

it
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fEfldescribe-stack-events@ S EEFMM, LA TR describe-stack-events S HIR

Blo

"StackEvents": [

"StackId": "arn:aws:cloudformation:us-west-2:ACCOUNT_ID:stack/my-
encrypted-bucket-stack/82a97150-f57a-11eb-8eb2-06a6bdcc7779",

"EventId": "EncryptedS3Bucket-
CREATE_COMPLETE-2021-08-04T23:23:20.973Z2",

"StackName": "my-encrypted-bucket-stack",

"LogicalResourceId": "EncryptedS3Bucket",

"PhysicalResourceId": "encryptedbucket-us-west-2-ACCOUNT_ID",

"ResourceType": "AWS::S3::Bucket",

"Timestamp": "2021-08-04T23:23:20.973000+00:00",

"ResourceStatus": "CREATE_COMPLETE",

"ResourceProperties": "{\"BucketName\":\"encryptedbucket-us-
west-2-071617338693\",\"BucketEncryption\":{\"ServerSideEncryptionConfiguration\":
[{\"BucketKeyEnabled\":\"true\",\"ServerSideEncryptionByDefault\":{\"SSEAlgorithm
\":\"aws:kms\",\"KMSMasterKeyID\" :\"ENCRYPTION_KEY_ARN\"3}3}13}3}",

"ClientRequestToken": "Console-CreateStack-39df35ac-ca00-
b7f6-5661-4e917478d075"

},
{

"StackId": "arn:aws:cloudformation:us-west-2:ACCOUNT_ID:stack/my-
encrypted-bucket-stack/82a97150-f57a-11eb-8eb2-06a6bdcc7779",

"EventId": "EncryptedS3Bucket-
CREATE_IN_PROGRESS-2021-08-04T23:22:59.410Z2",

"StackName": "my-encrypted-bucket-stack",

"LogicalResourceId": "EncryptedS3Bucket",

"PhysicalResourceId": "encryptedbucket-us-west-2-ACCOUNT_ID",

"ResourceType": "AWS::S3::Bucket",

"Timestamp": "2021-08-04T23:22:59.410000+00:00",

"ResourceStatus": "CREATE_IN_PROGRESS",

"ResourceStatusReason": "Resource creation Initiated",

"ResourceProperties": "{\"BucketName\":\"encryptedbucket-us-
west-2-071617338693\",\"BucketEncryption\":{\"ServerSideEncryptionConfiguration\":
[{\"BucketKeyEnabled\":\"true\",\"ServerSideEncryptionByDefault\":{\"SSEAlgorithm
\":\"aws:kms\",\"KMSMasterKeyID\" :\"ENCRYPTION_KEY_ARN\"3}3}13}}",

"ClientRequestToken": "Console-CreateStack-39df35ac-ca0-
b7f6-5661-4e917478d075"
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}I
{

"StackId": "arn:aws:cloudformation:us-west-2:ACCOUNT_ID:stack/my-
encrypted-bucket-stack/82a97150-f57a-11eb-8eb2-06a6bdcc7779",

"EventId": "EncryptedS3Bucket-6516081f-clf2-4bfe-a0f0-cefa28679994",

"StackName": "my-encrypted-bucket-stack",

"LogicalResourceId": "EncryptedS3Bucket",

"PhysicalResourceId": "",

"ResourceType": "AWS::S3::Bucket",

"Timestamp": "2021-08-04T23:22:58.349000+00:00",

"ResourceStatus": "CREATE_IN_PROGRESS",

"ResourceStatusReason": "Hook invocations complete. Resource creation
initiated",

"ClientRequestToken": "Console-CreateStack-39df35ac-ca0-
b7f6-5661-4e917478d075"

iy

28 . CloudFormation BRI GIEE#E, EERERIFEZE , Hook KB B8 IE
TAWS::S3: :Bucket®RRRABEERSF[/iHMNE,

w2 BB
BB S ARk

1. BME—NMEE S3 FRMAVEMR, BN aes256-bucket.yml,

AWSTemplateFormatVersion: 2010-09-09

Description: |
This CloudFormation template provisions an encrypted S3 Bucket
Resources:
EncryptedS3Bucket:
Type: 'AWS::S3::Bucket'
Properties:
BucketName: !Sub 'encryptedbucket-${AWS::Region}-${AWS: :AccountId}’
BucketEncryption:

ServerSideEncryptionConfiguration:

- ServerSideEncryptionByDefault:
SSEAlgorithm: AES256
BucketKeyEnabled: true
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Outputs:
EncryptedBucketName:
Value: !Ref EncryptedS3Bucket

2. BIEHKR , HEPEELENER AWS CLI, EUATREIF |, FHKRBFHEEImy-hook-
stack , HERBMIEENaes256-bucket.yml,

$ aws cloudformation create-stack \
--stack-name my-hook-stack \
--template-body file://aes256-bucket.yml

3. (Wit ) BIEEMHKBMRERHRAE, EUTRAT , EEHKEFmy-hook-stacks

$ aws cloudformation describe-stack-events \
--stack-name my-hook-stack

PR EF#ER |, FHdescribe-stack-eventsBEEEEH AN, UTRZHGHSHH H RO,

"StackEvents": [

"StackId": "arn:aws:cloudformation:us-west-2:ACCOUNT_ID:stack/my-hook-
stack/2c693970-f57e-11eb-a0fb-061a2a83f0@b9",

"EventId": "S3Bucket-CREATE_FAILED-2021-08-04T23:47:03.305Z2",

"StackName": "my-hook-stack",

"LogicalResourceId": "S3Bucket",

"PhysicalResourceId": "",

"ResourceType": "AWS::S3::Bucket",

"Timestamp": "2021-08-04T23:47:03.305000+00:00",

"ResourceStatus": "CREATE_FAILED",

"ResourceStatusReason": "The following hook(s) failed:
[MyCompany: :Testing: :MyTestHook]",
"ResourceProperties": "{}",

"ClientRequestToken": "Console-CreateStack-abe7lac2-ade4-
a762-0499-8d34d91d6a92"

Iy
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£ R : Hook AAFEHKREEAN , HELTREER, BT SIFEEEMBEEFE |, Hikk
W, EHRAREEEERFHEEAaws : kmsBHEHAES256,

5/ CloudFormation # %@ Hook % iE

1. BEQIEHFET Hook Bil , EEMER , £ENRREAMEN S3 FiEf. WRHIER
kms-bucket-and-queue.yml 4R,

AWSTemplateFormatVersion: 2010-09-09

Description: |
This CloudFormation template provisions an encrypted S3 Bucket
Resources:
EncryptedS3Bucket:
Type: 'AWS::S3::Bucket'
Properties:
BucketName: !Sub 'encryptedbucket-${AWS::Region}-${AWS: :AccountId}"’
BucketEncryption:

ServerSideEncryptionConfiguration:
- ServerSideEncryptionByDefault:
SSEAlgorithm: 'aws:kms'
KMSMasterKeyID: !Ref EncryptionKey
BucketKeyEnabled: true
EncryptedQueue:
Type: 'AWS::SQS::Queue’
Properties:
QueueName: 'encryptedqueue-${AWS::Region}-${AWS: :AccountId}"’
KmsMasterKeyId: !Ref EncryptionKey
EncryptionKey:
Type: 'AWS::KMS::Key'
DeletionPolicy: Retain
Properties:
Description: KMS key used to encrypt the resource type artifacts
EnableKeyRotation: true
KeyPolicy:
Version: 2012-10-17
Statement:
- Sid: Enable full access for owning account
Effect: Allow
Principal:
AWS: !Ref 'AWS::AccountId'
Action: 'kms:*'
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Resource: '*'
Outputs:
EncryptedBucketName:
Value: !Ref EncryptedS3Bucket
EncryptedQueueName:
Value: !Ref EncryptedQueue

(@ Note
AR B EIREA Hooko

2. RIEMMRHAEEENER. THREP , HEREBH Amy-encrypted-bucket-stacko

$ aws cloudformation create-stack \
--stack-name my-encrypted-bucket-stack \
--template-body file://kms-bucket-and-queue.yml

3. (Wit ) BEEEHEKRBMREFTHEREE,

$ aws cloudformation describe-stack-events \
--stack-name my-encrypted-bucket-stack

fEfldescribe-stack-events@ S EEFMM, LA TR describe-stack-events S HIR

Blo

"StackEvents": [

"StackId": "arn:aws:cloudformation:us-west-2:ACCOUNT_ID:stack/my-
encrypted-bucket-stack/82a97150-f57a-11eb-8eb2-06a6bdcc7779",

"EventId": "EncryptedS3Bucket-
CREATE_COMPLETE-2021-08-04T23:23:20.973Z",

"StackName": "my-encrypted-bucket-stack",

"LogicalResourceId": "EncryptedS3Bucket",

"PhysicalResourceId": "encryptedbucket-us-west-2-ACCOUNT_ID",

"ResourceType": "AWS::S3::Bucket",

"Timestamp": "2021-08-04T23:23:20.973000+00:00",

"ResourceStatus": "CREATE_COMPLETE",

"ResourceProperties": "{\"BucketName\":\"encryptedbucket-us-
west-2-071617338693\",\"BucketEncryption\":{\"ServerSideEncryptionConfiguration\":
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[{\"BucketKeyEnabled\":\"true\",\"ServerSideEncryptionByDefault\":{\"SSEAlgorithm
\":\"aws:kms\",\"KMSMasterKeyID\" :\"ENCRYPTION_KEY_ARN\"3}3}13}3}",
"ClientRequestToken": "Console-CreateStack-39df35ac-ca00-
b7f6-5661-4e917478d075"
},

{
"StackId": "arn:aws:cloudformation:us-west-2:ACCOUNT_ID:stack/my-

encrypted-bucket-stack/82a97150-f57a-11eb-8eb2-06a6bdcc7779",

"EventId": "EncryptedS3Bucket-
CREATE_IN_PROGRESS-2021-08-04T23:22:59.410Z2",

"StackName": "my-encrypted-bucket-stack",

"LogicalResourceId": "EncryptedS3Bucket",

"PhysicalResourceId": "encryptedbucket-us-west-2-ACCOUNT_ID",

"ResourceType": "AWS::S3::Bucket",

"Timestamp": "2021-08-04T23:22:59.410000+00:00",

"ResourceStatus": "CREATE_IN_PROGRESS",

"ResourceStatusReason": "Resource creation Initiated",

"ResourceProperties": "{\"BucketName\":\"encryptedbucket-us-
west-2-071617338693\",\"BucketEncryption\":{\"ServerSideEncryptionConfiguration\":
[{\"BucketKeyEnabled\":\"true\",\"ServerSideEncryptionByDefault\":{\"SSEAlgorithm
\":\"aws:kms\",\"KMSMasterKeyID\" :\"ENCRYPTION_KEY_ARN\"3}3}13}}",

"ClientRequestToken": "Console-CreateStack-39df35ac-ca0-
b7f6-5661-4e917478d075"

I

{

"StackId": "arn:aws:cloudformation:us-west-2:ACCOUNT_ID:stack/my-
encrypted-bucket-stack/82a97150-f57a-11eb-8eb2-06a6bdcc7779",

"EventId": "EncryptedS3Bucket-6516081f-clf2-4bfe-a@f0-cefa28679994",

"StackName": "my-encrypted-bucket-stack",

"LogicalResourceId": "EncryptedS3Bucket",

"PhysicalResourceId": "",

"ResourceType": "AWS::S3::Bucket",

"Timestamp": "2021-08-04T23:22:58.349000+00:00",

"ResourceStatus": "CREATE_IN_PROGRESS",

"ResourceStatusReason": "Hook invocations complete. Resource creation
initiated",

"ClientRequestToken": "Console-CreateStack-39df35ac-ca00-
b7f6-5661-4e917478d075"

}I
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£ 8 : CloudFormation B Ih I EHtk, EEHERIREZ8] , Hook BB UE
TAWS: :S3: :Bucket B R_RB B ERSE [ HME,

EHEEN Hook

T B E N Hook f2iF7E CloudFormationsE i3k 12 Hook AV ISIT RN,

EFHEHEN Hook , HFBI AT HRFEMEIT IRIZ X E| CloudFormation & CloudFormation
CLI submiti®4E,

$ cfn submit

BEAEMKFHIEE Hook BERIARRAS |, 6 set-type-default-versionfi R HIgERR, KA ZFHAMMRA
IDo

$ aws cloudformation set-type-default-version \
--type HOOK \
--type-name MyCompany::Testing::MyTestHook \
--version-id 00000003

ERRAEX Hook IRAWEE , B list-type-versions.

$ aws cloudformation list-type-versions \
--type HOOK \
--type-name "MyCompany::Testing::MyTestHook"

MIEM R P EUEEM B E X Hook CloudFormation

BUEEM B E N Hook £ By ERZEFRIZA CloudFormation SEfftZRDEPRECATEDHF HIRR AN |, iX
SFEMNESFERTMBER. BENX Hook —B#FH , BT A7 CloudFormation B#EF A,

(® Note

FEEBUHEM Hook 281 , MM BMBUE M ZT BRNAIBE XFEAIRE. BEXEZEER , 55
¥ DeregisterType.

EHUHEEM Hook , B deregister-typeiR4EH 15 EEH Hook ARN,
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$ aws cloudformation deregister-type \
--arn HOOK_TYPE_ARN

B
& Hook 22 A fE M

BERELNHMNE =7 Hook , BRFEH Hook F A RFAET B. RE, AWS Xifi BB MRELFT E
BEFHEARS :

1. 75X MR P FEM Hook CloudFormation I AFAE T B,

2. MR H Hook , IR E % B 1E CloudFormation ¥R P X AMAMESKEER,

3. FH&H Hook £ 7 &l CloudFormation JEfft &,

(® Note

EAEXEBAXGEATBZA , XAEEZMEEKIMAT BEHAE. ERNESNMXKENIT
L4 |, 525 AWS CloudFormation CLIBF 18R R #Y{E H StackSetsEZ MNX A F i
BEF,

FERHAFEMT Hook j§ , B LLREERNE=ZF N HYT B XM E CloudFormation itk , FE@EE
CloudFormation i FF A FF,

NHEE =7 Hook EEREH 1L CloudFormation AFEEE 2RI TR E AWS BREE, 5F%E Hook
—# , 23 Hook WAL K & within X H) AWS £/ Hook #8[E CloudFormation,

EAEEMRESBR X B EEMER AWS XiF BFFE CloudFormation BF &N, AR , B
FAUEEKFPBEENYT BERFR , NMEREREEIRPER, BXEZEER |, 858 (AWS
CloudFormation AAFPIERE)Y F# “fEH CloudFormation SEMERFNE=F LT E”,

MR 2N A A Y B E X Hook

BERMIEEMWEEN Hook , ELTBEIT N HENHNABENHAER, UTR2FENBE X Hook K1
NE=ZFY BZBMENERIIX,

BN EERMNBIREBEL I XM, —XNSUCCESS , —RAFAILED,

o XFFSUCCESSHa R 2= :
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o RAEMBRSUCCESS,

- FEREREHIRRB,.

- MRBEE , WACKFEFLERZENOW,
« XY FFAILEDMA R R

« REBBIRFAILED,

o HAFUREILERKB,

- WEHEEERNE R,

- MRBEE , WA EFLERRENOW,
« X¥FIN_PROGRESSHE R A :

- FEREREHIRRB,

* ResultRBFENRIATIREF B,

EEATELN KA AL

RINBERT , EHARIEEE Hook 22 E X IR 4 AV 5l AJ8 3K CloudFormation U 1T& €9
He B2, KZEH Hook HIEEELR , LETHTFMOI BRI MEFT R EHEKNMABMEEE T HEMEE
HER. ATERXANRE | RAIEEERITELYMN RS CloudFormation I Ao

CloudFormation 12 7 B fh /5 & 818 EERITE LN ot 68 B AV 3 AU -
- BEXH

fFHoverrides MM T —MBREFN HEREERZLEFEBEN M ATIEpreCreate
CloudFormation M@ £ 4ENixpreUpdatefMpreDeletel®/EM ik H B 6E o

- WA

EUATERT , BEAUEAZS M input XHREESLON =i ABIE
- BREFRFENCE, EMNRBRREEETEANEALKE  ENNIREETRHE.
- BREEES /N TRNBARES.

15 A B A5 E A BUR

LA & Amazon S3 Hook fEfiZoverrides X445 A IR/ RO,

{
"CREATE_PRE_PROVISION": {
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"AWS: :S3::Bucket": {
"resourceProperties": {

"/BucketName": "encryptedbucket-us-west-2-contractor",
"/BucketEncryption/ServerSideEncryptionConfiguration”: [
{

"BucketKeyEnabled": true,

"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"

I
"AWS::5QS: :Queue": {
"resourceProperties": {
"/QueueName": "MyQueueContract",
"/KmsMasterKeyId": "hellocontract"

+
"UPDATE_PRE_PROVISION": {

"AWS: :S3::Bucket": {
"resourceProperties": {

"/BucketName": "encryptedbucket-us-west-2-contractor",
"/BucketEncryption/ServerSideEncryptionConfiguration”: [
{

"BucketKeyEnabled": true,

"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"

}
}
]
},
"previousResourceProperties": {
"/BucketName": "encryptedbucket-us-west-2-contractor",
"/BucketEncryption/ServerSideEncryptionConfiguration”: [
{

"BucketKeyEnabled": true,

"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"
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+
"INVALID_UPDATE_PRE_PROVISION": {

"AWS: :S3::Bucket": {
"resourceProperties": {

"/BucketName": "encryptedbucket-us-west-2-contractor",
"/BucketEncryption/ServerSideEncryptionConfiguration”: [
{

"BucketKeyEnabled": true,

"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "AES256"

1,
"previousResourceProperties": {
"/BucketName": "encryptedbucket-us-west-2-contractor",
"/BucketEncryption/ServerSideEncryptionConfiguration”: [
{
"BucketKeyEnabled": true,
"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"

iy
"INVALID": {

"AWS: :SQS: :Queue": {
"resourceProperties": {
"/QueueName": "MyQueueContract",
"/KmsMasterKeyId": "KMS-KEY-ARN"
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1502 7 a0 A\ S 4 E Bl A BRI

FERinput XHRIEEEFANTRIFXENMALIE - preCreatefi A, preUpdatef A RT3
Ao CloudFormation S EIEEE LM XHEFIBE, BEATLLRESYNRIEEZAm ABE,

EEEEESYOMNEPREANinputX# , 7 Hooks Ul B V4R B FHHM—NinputsXH%K,
CloudFormation #A &7 INS& Y A X4 o

ERAATHENEREN IS WM ARSE , EhnhEH

« inputs_n_pre_create.json: A ApreCreate X BEFHN XA RIEEA T RBR RIS
Ao

« inputs_n_pre_update.json : AW BpreUpdatebBREFHW X 4XRIEERA TEHR R RN M
Ao

« inputs_n_pre_delete.json : EA# BpreDeletelt B FFHY 443K 15 EMIBREIREV 5 A o
« inputs_n_invalid.json: AFiEEZEN K TRE A

ENEANHEESARMARE , BEINHBPNERAN MABEERITHER. flw, &
ME—HmAXHRHENinputs_1_pre_create.jsoninputs_1_pre_update.json,
Minputs_1_pre_invalid.json, &M T —ANF®H

HAinputs_2_pre_create.json, inputs_2_pre_update.jsoninputs_2_pre_invalid. json,

M, ISR H,

BMNEAX AR —MXETE R TN 7 REMERISONI 4,
AT RAERM AN Hinputs Amazon S3 5 E i A BIEM R G B Fo
inputs_1_pre_create.json

AR R2inputs_1_pre_create.json& RN R,

{
"AWS: :S3::Bucket": {
"resourceProperties": {

"AccessControl": "BucketOwnerFullControl",

"AnalyticsConfigurations": [],

"BucketEncryption": {

"ServerSideEncryptionConfiguration": [
{

"BucketKeyEnabled": true,
"ServerSideEncryptionByDefault": {
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"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"

iy

"BucketName": "encryptedbucket-us-west-2"

},
"AWS: :SQS: :Queue": {
"resourceProperties": {
"QueueName": "MyQueue",
"KmsMasterKeyId": "KMS-KEY-ARN"

inputs_1_pre_update.json

LR &inputs_1_pre_update.json& BNt & RHl,

"AWS: :S3::Bucket": {
"resourceProperties": {
"BucketEncryption": {
"ServerSideEncryptionConfiguration": [
{

"BucketKeyEnabled": true,

"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"

},
"BucketName": "encryptedbucket-us-west-2"
},
"previousResourceProperties": {
"BucketEncryption": {
"ServerSideEncryptionConfiguration": [
{
"BucketKeyEnabled": true,
"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",

RInEH
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"SSEAlgorithm": "aws:kms"

}I

"BucketName": "encryptedbucket-us-west-2"

inputs_1_invalid.json

LR Rinputs_1_invalid.json&EMiE# RHI,

"AWS: :S3::Bucket": {
"resourceProperties": {

"AccessControl": "BucketOwnerFullControl",
"AnalyticsConfigurations": [],
"BucketEncryption": {

"ServerSideEncryptionConfiguration": [

{
"ServerSideEncryptionByDefault": {
"SSEAlgorithm": "AES256"

}I

"BucketName": "encryptedbucket-us-west-2"

I
"AWS: :SQS: :Queue": {
"resourceProperties": {
"NotValid": "The property of this resource is not valid."

inputs_1_invalid_pre_update.json

LR Rinputs_1_invalid_pre_update.json& BN H =B,
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"AWS: :S3::Bucket": {
"resourceProperties": {
"BucketEncryption": {
"ServerSideEncryptionConfiguration": [

{
"BucketKeyEnabled": true,
"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "AES256"
}
}
]
1,
"BucketName": "encryptedbucket-us-west-2"

},
"previousResourceProperties": {
"BucketEncryption": {
"ServerSideEncryptionConfiguration": [

{
"BucketKeyEnabled": true,
"ServerSideEncryptionByDefault": {
"KMSMasterKeyID": "KMS-KEY-ARN",
"SSEAlgorithm": "aws:kms"
}
}
]
1,
"BucketName": "encryptedbucket-us-west-2"

BXEZELR |, %2 ( AWS CloudFormation CLIEFIER) P AAT BRFUSEEATHANS
il

H AWS CloudFormation ooks BYZE¥3iE xS &

K NEHTFF A AWS CloudFormation Hook BYZR ¥V iE %,

Hook ‘@& HJSONZR I F Hook 432 2R REY Hook M3E. BIEBE N Hook 58— B3 E L HEH
REBMNRAHTER. SREAYBIILEE X Hook I B BY CloudFormation CLI init@s s , 1 &
B2 — Hook 2R #F. £ AR AHERNE X B E X Hook 2R IR L HVE R
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ZEMNEE
LU 28 %32 Hook FI&E#,

{

ypeName": "string",
"description": "string",

"sourceUrl": "string",

"documentationUrl": "string",

"definitions": {
"definitionName": {

},
"typeConfiguration": {
"properties": {
"propertyName": {
"description": "string",
"type": "string",

I
},
"required": [
"propertyName"

1,
"additionalProperties": false
},

"handlers": {

"preCreate": {

"targetNames": [
1,
"permissions": [
]

.

"preUpdate": {
"targetNames": [
1,
"permissions": [
]

.

"preDelete": {

"targetNames": [
1,
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"permissions": [

]
}
I
"additionalProperties": false
}
typeName

28 Hook HIME— & TR, 1 Hook IEE—MH=HDEMNGmEZEN , HE
f0rganization::Service: :Hook#&E= A,

(® Note
UTARGEZRETE , FaeA TER Hook RE AR :
* Alexa
* AMZN
* Amazon
+ ASK
« AWS
¢ Custom

* Dev

WE 2

B=E : "N[a-zA-Z0-9]{2,64}::[a-zA-Z0-9]{2,64}::[a-zA-Z0-9]{2,64}$

®/ME : 10
BRAE : 196
description

CloudFormation # &l & A & 7RAY Hook YR E IR

sourcelrl

Hook URL RYIRMH ( IR2BAFFH ) o
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RA{E : 4096

documentationUrl
214 Hook AN M TTHEHHM., URL

B= : Ahttps\:\/\/[0-9a-zA-Z]([- . \w]*[0-9a-zA-Z])(\:[0-91*)*([\?/#].*)?$

BXE : 4096
(® Note
RE Hook 2N EETEMAEHNE IR , BERTTLERZdocumentationURLE M

NAFPRBEZFAEE , 2B =M. REAMEMFRESR.

definitions
ERZdefinitionsHRIBHEZM Hook B LR,

£ Zdefinitions# 2 KE L AJEERY Hook REREMHHN S MUBEEANEH TERIANR—
MEREXK. RE , B UERIEISONE#E Hook RERMPHMEMVIESI FHZTE,

typeConfiguration
Hook Bt & 2 #E 1 7E Lo
properties

HEHAEM. Hook WATE B M EAMELRMHARE, F Hook RHEEMSHEHWREEERENTF.

(® Note

TR ERARERM. R , EdefinitionsTEPFENFAHRERY , RGEArefs
HEMENBHEFEIAEN].
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additionalProperties

additionalProperties #JiZEN false, Hook HFTEB ML MERBEFRIE | FAGE
B Ao

BWE : false

handlers

WEBREFIEE TSR E LK Hook KYIRIE |, HlEN Hook A R. I , preUpdateltEFE
FrRELERFFEEEBGHNENMREZITAAN,

BM{E : preCreate | preUpdate | preDelete

(® Note
BRALERFEEED —ME,

/A Important
SHRB N HERIZREEUpdateCleanupF 2@ A Hook, Hlt , ZUATHMNMFEHR , T2
7 F Hook BipreDelete b BREfF :

. MWEIRFBBR—ANERE , #REAEH,
o TERRE RN E AR

targetNames

Hook B AR B BN FRFREA, i , MR preCreatebBREFBAWS: :S3: :BucketH
PR, MEARNEMBEEMN BN Amazon S3 FHEEIETT.

 TargetName
AEBNEEXMHNLEBEEFEEEL —NMNEHRBEM.
BZE : "NMa-zA-Z20-9]{2,64}::[a-zA-Z0-9]1{2,64}::[a-zA-Z20-9]1{2,64}%

RME:1

EAREE 151
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/A Warning
SSM SecureString M B Secrets Manager 3175 5| A 1E1&i# 48 Hooks Z BI T8 4T,

permissions

—NFHEHE  vEERRLERFAEN AWS KRIR.

additionalProperties

additionalProperties #JNIZE AN false, Hook WFTEBMHMAMERHPRIE : FATFE
B A,

BEME : false

Hooks Z8#4 745l
1

Java  Python B ERA U TRB R, A TRENH Hook K RFl&Imycompany-testing-
mytesthook. json,

"typeName":"MyCompany: :Testing: :MyTestHook",
"description":"Verifies S3 bucket and SQS queues properties before create and
update",
"sourceUrl":"https://mycorp.com/my-repo.git",
"documentationUrl":"https://mycorp.com/documentation",
"typeConfiguration":{
"properties":{
"minBuckets":{
"description":"Minimum number of compliant buckets",
"type":"string"
1,
"minQueues": {
"description":"Minimum number of compliant queues",
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"type":"string"
}I
"encryptionAlgorithm": {
"description":"Encryption algorithm for SSE",
"default":"AES256",
"type":"string"

}
I
"required":[
1,
"additionalProperties":false
},
"handlers":{

"preCreate":{
"targetNames": [
"AWS::S3: :Bucket",
"AWS: :SQS: :Queue"
1,

"permissions": [

},
"preUpdate": {
"targetNames":[
"AWS: :S3::Bucket",
"AWS: :SQS: :Queue"
1,

"permissions": [

I
"preDelete":{

"targetNames": [
"AWS::S3: :Bucket",
"AWS: :SQS: :Queue"

1,

"permissions": [
"s3:ListBucket",
"s3:ListAl1MyBuckets",
"s3:GetEncryptionConfiguration",
"sqgs:ListQueues",
"sqgs:GetQueueAttributes",
"sqs:GetQueueUrl"
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}I

"additionalProperties":false

il 2

AR Rl 2 —ANEFSTACKH CAHNGE_SET for targetNames SRENM HERE R E N EREN LR,

"typeName":"MyCompany: :Testing: :MyTestHook",
"description":"Verifies Stack and Change Set properties before create and update",
"sourceUrl":"https://mycorp.com/my-repo.git",
"documentationUrl":"https://mycorp.com/documentation”,
"typeConfiguration":{
"properties":{
"minBuckets":{
"description":"Minimum number of compliant buckets",
"type":"string"
1,
"minQueues": {
"description":"Minimum number of compliant queues",
"type":"string"
1,
"encryptionAlgorithm": {
"description":"Encryption algorithm for SSE",
"default":"AES256",

"type":"string"

}
I
"required":[
1,
"additionalProperties":false
I
"handlers":{

"preCreate": {
"targetNames": [

"STACK",

"CHANGE_SET"
]I
"permissions": [
]

}I
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"preUpdate":{
"targetNames": [
"STACK"
1,
"permissions": [
]
},
"preDelete": {
"targetNames":[
"STACK"
1,

"permissions": [

iy

"additionalProperties":false
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= HAME A AWS CloudFormation Hook

AEBNABUWNAER Hook AREFEBH , LERPBLEEELENKF LT EIRS. SRFEETS
Hook F#MER T RAER BN , 28 Hook 2REH.

EENKFPPERANERAES (BHE)

TSR K P EE A Hook

1. %&3F AWS Management Console 3 7£ https://console.aws.amazon.com/cloudformat ion E$TF
AWS CloudFormation 2% & .

ERBMIBHSMEE L | & Hook FI1E AWS XiF B E.

NS E #&H%EF Hooks.

EREXEANEHNE .

FEHFAEENEL  EREHENANNERZRY.

SR TREBWEIAR | &R BRRAEN

o o b~ w0 DN

BB R ERZEAR Hook

1.  %&3F AWS Management Console 3 7£ https://console.aws.amazon.com/cloudformat ion E$TF
AWS CloudFormation %] & .

EREMIHNSMmEZ L | %2 Hook FIFE AWS XiF B E,

MEME R F%EEFE Hooks.

ERERRANEHRN B

EEAFAEEREL  EFREHEHANNE AR,

HIRREBEIAR | EE BRAEN

o o b~ w0 DN
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FEEMKF 2R B RAEHS (AWS CLI)

/A Important

RATEZAFE A Hook B AWS CLI i & Hook BLE B H --configurationit M+ 15
ENE. WREENEN , AETXERmHN , XASLEMEFLERENAFTRE. EEEY

DD

BB EBIE , B EA describe-type 5,

ZEREH

FERLTRE set-type-configuration® % H 18 EHookInvocationStatusDISABLED 2 A Hook,
RENBEESR LU,

aws cloudformation set-type-configuration \
--configuration "{"CloudFormationConfiguration":{"HookConfiguration":
{"HookInvocationStatus": "DISABLED", "FailureMode": "FAIL",
"TargetOperations": ["STACK", "RESOURCE","CHANGE_SET"], "Properties":{}}}}" \
--type-arn "arn:aws:cloudformation:us-west-2:123456789012:type/hook/MyTestHook" \
--region us-west-2

E#EAKAERA/ Hook

FERALUT AR set-type-configurationin & H 8 EENABLEDEHookInvocationStatusE#/E A
Hook. A4S EEER SNV,

aws cloudformation set-type-configuration \
--configuration "{"CloudFormationConfiguration":{"HookConfiguration":
{"HookInvocationStatus": "ENABLED", "FailureMode": "FAIL",
"TargetOperations": ["STACK", "RESOURCE","CHANGE_SET"], "Properties":{}}}}" \
--type-arn "arn:aws:cloudformation:us-west-2:123456789012:type/hook/MyTestHook" \
--region us-west-2

BRREZER , SR EHEERWIEESE.

SEHEAES AWS CLI) 157
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EHREEREESE

AT AR T A THEE Hook FIZR#iE%:., CloudFormation £ H VA Hook B , FEE{TR{ERA A ELR

. AWS K

EF S Hook BE IR EHRMEE , FEHookInvocationStatusER MK /= it 3 EsEE

HJENABLED/EHRE N -

ES

s HEHRERMEMN

R E R

AWS CloudFormation Hooks 4% 4% 5133 i€ 88

AWS CloudFormation ¥££4 B #r3d JE 88
EAW A Hook BFrBAFMAIBE AT

(® Note

Hook W ELE A] AR RV S KEHEE 9 300 KB, 1
£ KA %M FE SetTypeConfiguration#®R{E,

EHEERYEE
ST %432 Hook BB A9 41,

"CloudFormationConfiguration": {
"HookConfiguration": {

"HookInvocationStatus": "ENABLED",

"TargetOperations": "STACK",
"FailureMode": "FAIL",

"Properties": {

}

XEXConfigurationi&ERSEIE MM FTE

EHRBERGEY
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HookConfiguration
R E IR EHER R ECESEFEA Hook, #EEAMEMEMLEE,
Hook BLE XIF A T Bk,

HookInvocationStatus
$8E Hook 27 NENABLEDZ{DISABLED,

B3K{E : ENABLED | DISABLED

TargetOperations
BXE Hook P&t X HYIRMERE,

EMYE : STACK | RESOURCE | CHANGE_SET | CLOUD_CONTROL
TargetStacks

AATRE#RS. HookInvocationStatusti M.

MRFMFENRENALL , WA, HDELETERRIRIER R |, HENRA TEKF R Fra i

# ., CREATE UPDATE
MR FFE K IZREHINONE |, NIEHFER T &K PRy,

B{E : ALL | NONE

FailureMode

L FEREIRIRSS {42 Hook # &,
- MEEXIZENFAIL , BEHEW , N RME BFEIEERERRHERHER,
o MRENXIZEAWARN , BEHEK  NESFEEATHEREAE RESTHE,

AMUE : FAIL | WARN

Properties

EE Hook iIZ1TEIE . EANNE Hooks 2RI IFHYE R AR M IREL

HEHECIE RO

BXRMHFEE Hook KRB AWS CLI , BRI TET :

R E R
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. BUEEMM (AWS CLI)
« BUE Lambda 8 ()AWS CLI

AWS CloudFormation Hooks 4% 4% B33 € 25

YRA[LATE CloudFormation Hook RN K FITIEES , BRBEXRBHNBEENIFEN K, R
BEZNEREMEMER | B2 Hook FEA T ER MK , MILIHEERE A,

AT AT XETIERNTERE |, HEE T BT LUEBER RA,
R HER R B TEIER Hook BEEMEAZEHUMTATR :

{
"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"
1,
"FailureMode": "WARN",
"Properties": {}
}
}
}

HXHookConfigurationiEZMNEZEE , BZHAEHNRERWIEESE,

EFAHRRIEES , BETHARM—1StackFilters®4AHookConfiguration,
ZStackFiltersZHRE —NMNAER A FNANAHER R

« FilteringCriteria ( %F)
« StackNames ( A% )
« StackRoles ( A% )

StackNames=StackRolesEMH 2 AiEH, B2 A BXMEEEEFEL —NE 4,

INRIERIZE T L Cloud Control API ##4E7 B #RH) Hook , NIFTA HEdk 9 5l 8933 35 25 &R RF 4 2 B

HERR B SRR 160


https://docs.aws.amazon.com/cloudcontrolapi/latest/userguide/what-is-cloudcontrolapi.html
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FilteringCriteria

FilteringCriteriaREEMRETHNALIESH, JLUFHIZRENALLIANY,

o ALLUIRFETIEZFETE , NEA Hooko
o ANYINREAEMR —NIIEES , WVH A Hook,

StackNames
£ Hooks BLER I — N ZMERBMIBENTIER | FEALUTISONS

"StackNames": {

"Include": [
"string"

1)

"Exclude": [
"string"

]

}

R TIEEAT &I —

« Include : EGSH#KREMIIR. RBUIIKRPIEENHERS 2 A Hook,
- KA FHHREHA
- BRY)mBE:S50
- &P Ym
« Exclude : EHRRIVHEKR B ITIR, BRULLFIHAYHEMR SN |, FRE #EARER A A Hook
- RE . FRBHA
RY)mEE:50
D1

o

S
B0

IncludeMExcludeBA PP BN HER BB LTS UTEXNMNEKEER -

» X : ~[a-zA-Z][-a-2zA-Z0-9]1*$
- RAKE 128

FilteringCriteria
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StackRoles

7 Hook BLEH R — P HZNMAMEABIEEN LR , FEALUTISONE :

"StackRoles": {

"Include": [
"string"

1,

"Exclude": [
"string"

]

}

BRUIMIEEA TR 2 —
* Include: EXEIAMABXIRARNSH B iRk ARSIR. RERXLEACEIHRBET L
@A Hooko
- RE  FHRHA
- BAYmBE:S0
- &2¥Ym

« Exclude: EHBRAVHEARNSHIIAMA BFIR, Hook FERIEEA BB HKR AN AKX L
-‘IE.I%O

- EH . FHBEHA
XY REE:50
DY

o

il
BO

IncludeMExclude AN BN HEXRAGHLIETUTEAMKERR !

« xR :arn:.+:iam::[0-9]{12}:r0le/.+
- RRXKE : 256

Include # Exclude

FAEIEES ( StackNamesfStackRoles ) #A —IncludeF|RFMExclude?l
#+o. StackNames%/MlF , Hook REEfEIncluded|RPIEEH ML LA, MERN
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-iam-servicerole.html
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ZFExcludeBIRFPIEEHKER , MNEREEXcludeHIRPHHEKR D ARZES, NREREE
TIncludeFMExclude , M| Hook 2B Included|RAPFHAR , MARExcludeFRPHAE,

flan | RIRIRE AL AL B, CH D,

« "Include": ["A","B"]1%#& A # B L&A Hook

« "Exclude": ["B"]# A, C # D L&A Hook

« "Include": ["A","B","C"], "Exclude": ["A","D"]# B # C LiAHA Hook

« "Include": ["A","B","C"], "Exclude": ["A”,"B","C"]1F4TEFEHi% LA Hook,

MR GOT E 28 R Bl
AWM T — R, B LURBBIX LERBIF AWS CloudFormation Hook 61 2 #E#% 4% 53 52 88,
1 BIRIESEN K

LT RBIBEET — N Includedlz®, Hook REEFEBZ Astack-test-1. stack-test-2FfIstack-
test-3MiEtk A A,

{

"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"
1,
"FailureMode": "WARN",
"Properties": {7},
"StackFilters": {
"FilteringCriteria": "ALL",
"StackNames": {

"Include": [
"stack-test-1",
"stack-test-2",
"stack-test-3"

HER RIS IR AR R

163



AWS CloudFormation

Hooks F 6/

}
}

T~ 2 BEBRIFEHEMR

MR BN RBHERBRRMEIExcludedlRkep | N SFEEFARD ALK EHA Hookstack-

test-1, stack-test-28stack-test-3,

{
"CloudFormationConfiguration": {
"HookConfiguration": {

"HookInvocationStatus": "ENABLED",

"TargetOperations": [
"STACK",
"RESOURCE"

1,

"FailureMode": "WARN",

"Properties": {},

"StackFilters": {
"FilteringCriteria": "ALL",
"StackNames": {

"Exclude": [
"stack-test-1",
"stack-test-2",
"stack-test-3"

=~ 3 . &HEENEEER

MBEREEINcludeMExcluded|Fk , MXFEEXxcluded|F R KRIncludeBERIHEMR LA Hooko

ELLTRAIH | Hook XTE LA Astack-test-3,

{
"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
HEHR R BB R 64
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"STACK",
"RESOURCE"
1,

"FailureMode": "WARN",

"Properties": {7},
"StackFilters": {

"FilteringCriteria":

"StackNames": {

"Include": [
"stack-test-1",
"stack-test-2",
"stack-test-3"

1,

"Exclude": [
"stack-test-1",
"stack-test-2"

R4 FBERERAN B RSALLINENESE S

IIALL II’

LN Hook BRE=ANHEKRBMM —NEKRAR, HTIEEFilteringCriteriaNALL , Rt RERE

B B ITE AR & AR A IR B AL A AV AR 2T A Hooko

"CloudFormationConfiguration": {

"HookConfiguration": {

"HookInvocationStatus":

"TargetOperations": [
"STACK",
"RESOURCE"

1,

"FailureMode": "WARN",

"Properties": {},
"StackFilters": {

"FilteringCriteria":

"StackNames": {
"Include": [
"stack-test-1",

"ENABLED",

”ALL”,

HER RIS IR AR R
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"stack-test-2",
"stack-test-3"
]

iy
"StackRoles": {

"Include": ["arn:aws:iam::123456789012:role/hook-role"]

RO 5 REREBENRNAREANYIREESE S

LA Hook BIE=NMHKREBEHRM—NMEKRBE, BTIEEFilteringCriteriaNANY , Rtk RNEHR
DU e Stk & PRl PU L sk A BRI HER B A Hook,

"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"

1,

"FailureMode": "WARN",

"Properties": {},

"StackFilters": {
"FilteringCriteria": "ANY",
"StackNames": {

"Include": [
"stack-test-1",
"stack-test-2",
"stack-test-3"
]
1,
"StackRoles": {
"Include": ["arn:aws:iam::123456789012:role/hook-role']
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AWS CloudFormation 44 B #rid 288

AEFTRMAE RN AWS CloudFormation Hook Eti& B #ridiE 28 IER, ""‘_IJ«)UEFH Bird ISR kER
2 3 328 14T Bt DA B2 2 R L ROIR E 8 B Hooko EUILAELETIESS , NEEMNRREBEENIEELNE
FRERE, BEMARARAS,

E7E Hooks BEEF R — MRS N EREBEMEENTIESR , FETARM—PTargetFilters#

#AHookConfiguration,
TargetFiltersXFUTE .
TargetNames

—NNFRHERE  CEEEEVNNRFEREER. AXRH , FSHATRH 1 EXERTIER.

BEMRENFEANERENNTRBNEEFCE. BXEZER , B5H £AHH Hook BIRrH
PV BE R o

B=E : "Na-zA-Z0-9]{2,64}::[a-zA-Z0-9]{2,64}::[a-zA-Z0-9]{2,64}$
ERAE : 50

Actions
—NFHEHAE , ATEEZLEFSEHMN B B#rEETargetNames,

B3{E : CREATE | UPDATE | DELETE

® Note

fEFARESOURCESTACK, # CLOUD_CONTROL Hook B#REY , FRE BiRigEHER. FH
CHANGE_SET Hook B#rEt , RECREATEREF ER,

InvocationPoints
—NFHEHA , eHRIEHBBERIEERAR. TargetNames

E{E : PRE_PROVISION
Targets

— I NRHA , TEEAT BRHER BRI,
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targets AP BN BIRHEEUTE M.

TargetNames

EENHRREEEBZM,
Actions
HITEE B PRIV IR1E,

& 3%{8 : CREATE | UPDATE | DELETE

InvocationPoints
EBEBHNAAR,

EE : PRE_PROVISION

(® Note

FeERRT @ ETargetsH KRB MTargetNamesActions, BInvocationPoints#d.,
MEEFEAX=/WEMTargets , MAIMHFEMBEETargetsHRKEAH., XTI, B
SHRH 2 . FERATargetsXREA,

B #rid e 35 =
ATRMET —LLRG] | B LURBIX L RHI AWS CloudFormation Hook #1% B 513 JE 85,
w1 EARB AR IESS

ENENETRERRRXENERBIRFES , BEATETargetNames B W TargetFiltersit
Ro T BARIFILSREE RN S3 Fi MM DynamoDB RV EIRIERAEH,

{
"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"
1,
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"FailureMode": "WARN",
"Properties": {},
"TargetFilters": {
"TargetNames": [
"AWS::S53::Bucket",
"AWS : :DynamoDB: : Table"

R~ 2 : ERATargetsX RHHA

ERBESRMIIRE , BUAFEATargetsHRBAXRINHISENBEIR, BRENFASES, AT
B ¥R L 2R BB S8 A Hook Z BIHY Hook JAK XY S3 & MCREATEH DynamoDB FKRHJUPDATER

%,

"CloudFormationConfiguration": {
"HookConfiguration": {
"HookInvocationStatus": "ENABLED",
"TargetOperations": [
"STACK",
"RESOURCE"

1,

"FailureMode": "WARN",

"Properties": {},

"TargetFilters": {
"Targets": [

{

"TargetName": "AWS::S3::Bucket",
"Action": "CREATE",
"InvocationPoint": "PRE_PROVISION"

"TargetName": "AWS::S3::Bucket",
"Action": "UPDATE",
"InvocationPoint": "PRE_PROVISION"

"TargetName": "AWS::DynamoDB::Table",

"Action": "CREATE",

B rd B 2R Rl
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"InvocationPoint": "PRE_PROVISION"

1,

{
"TargetName": "AWS::DynamoDB::Table",
"Action": "UPDATE",
"InvocationPoint": "PRE_PROVISION"

}

]
}
}
}
}

EATA Hook BrB AV BERLAF

R LMEABEAFEN BAIRE MM — 82, B LIE Hook BB M ERABESR (*M? ). EF (%)

RANFRANEREAS. B5 ?) KREFMENFRF, TUEBIRBEMREARAS N N?ZH,

Example : Hook 2R3 B #5 & ¥rIEEL T #Y
LAR R BI4EX Amazon S3 XA BIRER,

{
"handlers": {
"preCreate": {
"targetNames": [
"AWS: :S3: . *"
1,
"permissions": []
}
}
}

LT REICE A &R M EREEBucket £ & FE,

"handlers": {
"preCreate": {
"targetNames": [

EABEEA
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"AWS::*::Bucket*"
1,

"permissions": []

AWS: :*: :Bucket*WJRESBEMN N U T EM —Fh E4AH FIRFER -

« AWS::Lightsail: :Bucket

* AWS::S3::Bucket

* AWS::S3::BucketPolicy

* AWS::S30utpost: :Bucket

* AWS: :S30utpost: :BucketPolicy

Example : Hook Bt EZR ¥ H 1Y B 7 & ¥ BB AT R4l

AR Rl EE Y A Hook SRHITFTE Amazon S3 BIRFEEAUPDATERME , URNAIBEWA RETIRE
B ( f5|Z0AWS : :DynamobDB: : TableD} ) KY#&4E, CREATE AWS: :Glue::Table

"CloudFormationConfiguration": {
"HookConfiguration": {
"TargetStacks": "ALL",
"FailureMode": "FAIL",
"Properties": {3},
"TargetFilters":{
"Targets": [
{
"TargetName": "AWS::S3::*",
"Action": "CREATE",
"InvocationPoint": "PRE_PROVISION"

.

{
"TargetName": "AWS::*::Table",
"Action": "UPDATE",
"InvocationPoint": "PRE_PROVISION"

}

EAERA =
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}

LT RBIE B AFTE Amazon S3 BIRE R EHCREATERUPDATERYE , URFFIEGRE RERE
B ( flaAWS : :DynamobDB: : Tables} ) BWCREATEFUPDATERME, AWS: :Glue::Table

"CloudFormationConfiguration": {
"HookConfiguration": {
"TargetStacks": "ALL",
"FailureMode": "FAIL",
"Properties": {3},
"TargetFilters":{
"TargetNames": [
"AWS::S3::*",
"AWS::*::Table"
1,
"Actions": [
"CREATE",
"UPDATE"
1,
"InvocationPoints": [
"PRE_PROVISION"
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£ A CloudFormation#&#x 1|7 Hook

ATTHM T Hooks B R4 CloudFormation #ix ML RS E = B EEEE,

B3 fEH CloudFormation R 8I2 Hook , BRI LLEE FAERK —HEEE #1&8E Hook, iXfh53%
ARUFRE N —IRIRH) Hook , REEZAN AWS IkF XA —EX — BB EERE R Hooko

CloudFormation A 8IZ A3 F1 Lambda HEHERE T U T T EIRER,

Task

BIEErHE

B2 —
Lambda 44

BRRTT B

fEAAWS: :CloudFormatio
n::GuardHook &IRIEE T
SERhPES,

fEAAWS: :CloudFormatio
n::LambdaHook &IEEFGIZERM
BUE Lambda #4£4,

HEHE
HEAER
BARSZE

BEAER
BARSE

CloudFormation A2 LA T RIRE R | & 7] LUIE AR AR AR A (5 B X LRSS B Sk 0 22 B E X Hooko

Task

1%i& Hook HYER
TARRZR

REEHNEE

E A

NFF &4 Hook

BRRTT B

fERAWS: :CloudFormatio
n::HookDefaultVersion &R
KRAIEFEBEN Hook HIERIARR AN,

fFEFAAWS: : CloudFormatio
n::HookTypeConfig ®WiREHIE
EQESL Hook E’JEEEO

fFEHAWS: : CloudFormatio
n::HookVersion ®RIXEFEE
X Hook HY#TRRZA< = 28 — MR AR K A0
B CloudFormationsEfft .

fEAAWS: :CloudFormatio
n::PublicTypeVersion &R

HEHE
RBIER
BRSZE

R

BARSE

R BIEHR
BRSE
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-cloudformation-hookversion.html
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Task

RHERIK S I
A Hi kR

BUE K, =
75 #9 Hook

AR R
ISR 5E MY B E XL Hook H4F
HEMALAHEBE=T Hooko

fFEFAWS: :CloudFormatio
n::Publisher H&RXEEIM
CloudFormation & H {2 #Y Ik = %
MANLYT B’ (HH, ERAMERE
BYHWERABE,

AWS: :CloudFormatio
n::TypeActivation ®&iR:E

B E5AWS: :CloudFormatio
n::HookTypeConfig ®iREHE
R, IEENIK, PRIEARW
=7 BE X Hooks

HEHE

BRSZE
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AWS CloudFormation Hooks FA PSRRI LR A R id &

TRERT B L)X &% AWS CloudFormation Hooks AKX X AP MM EEE N, BEIREBE A
FEHEA |, L0 LUT ) RSS Feedo

- BRFTMAYERT 0 2023 £ 12 A 8 Ho.

TE 1% BH S
HEAR R DMEEMEKRRIZIEES , & 202411 A 13 H

WZ A CloudFormation
Hook kiTfh &4 , H I sErE
IE AR IR EREE B 1T

AWS Cloud Control APl Hooks Hook M1 E & Cloud Control 2024 ¥ 11 A 13 H
324 /AP, AT EFEREZ A
f# i CloudFormation Hook
IRERFRNEE. WRAH
TEMWARIR , Hook BELfER
EXMHBILERRES , BEA
EEBEHATEERIEMHRSE
pii

AWS CloudFormation Guard AWS CloudFormation Guard 2024 £11 A 13 H

ey =—RFRNBAGEE A
BS (DSL) , fRATLAA R4
policy-as-code, Guard Hooks
A AR B & 2 B 1T =12 HIAP
F CloudFormation #4E , LA
RERENRE. MRRXIAR
SRR , Hook EAFRE
KMABELERRER , EAK
HE S H R TR E RS
1T,

AWS Lambda 43 AWS CloudFormation Lambda 2024 ¥£ 11 A 13 H
Hooks A FEBIEECHBEE
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Hooks FA 8/

XA EE CloudFormation
=IEHEIAPIHRIE, 2#9 Hook A
CARH IERER SR 1T |, HE @
RWAEZERHBESHANTREHS
1T,

AWS CloudFormation Hooks
AP EENYRRAE, B
BIEHFOEN, ATDELS,
BUSMARE, HERR P HIE
DURBEXRFERFZH. REM
CloudFormation Hook FF % 9
B EH,

2023 12 A8 H
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