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® Note
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WA FF B AWS CloudShell ?

EFRERANT , EEF AWS Management Console FHi& B LA &Mz — :

- ESMEL , %&EECloudShell¥r,

aws

231 Services | Q Search [Option+S] 2] PaN ® N.Virginia v mm oo
& Cloudshell

Console Home i Reset to default layout |

@ Introducing 4 new widgets for Console Home. X

Now you can view the Security Hub, Managed instances, Ops summary, and Patch compliance widgets. Find them at the bottom of your Console Home.

Recently visited Info g Welcome to AWS

Cloudshell B s Getting started with AWS [2

Learn the fundamentals and find valuable
Lambda

information to get the most out of AWS.
CloudSearch

AWS Budgets Eé Training and certification (4

Learn from AWS experts and advance your

Support (5 skills and knowledge.

AWS Organizations

EEREEBEE

oy What's new with AWS? [2
A ~ -
AWS Health Dashboard [ /@\ Discover new AWS services, features, and

Regions.

View all services

o EHEEIES , A “CloudShell” , /5% CloudShell,

S FRIER CloudShell 21 & REXIT I

W{AIFF R AWS CloudShell ? 4
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Console Home i Reset to default layout ‘

@ Introducing 4 new widgets for Console Home. X
Now you can view the Security Hub, Managed instances, Ops summary, and Patch compliance widgets. Find them at the bottom of your Console Home.

Recently visited Info g Welcome to AWS

Cloudshell E S3 Getting started with AWS [
lg Learn the fundamentals and find valuable
Lambda N
information to get the most out of AWS.

CloudSearch

AWS Budgets 2 Training and certification [4
Z@ Learn from AWS experts and advance your
Support W skills and knowledge.

AWS Organizations
L ! What's new with AWS? [2
o ~ -
AWS Health Dashboard [% ,@\ Discover new AWS services, features, and

Regions.

EEEEREBERA

o EBRIEFMEE B4 , %E#FECloudShell,

L BRISG ISR CloudShell £F U2 RER T,

aws 2% Services ‘ Q Search [Option+S] ‘ L (©) Ohio ¥ Admin/mees = u

% CloudShell

Console Home i I Reset to default layout + Add widgets

Recently visited Info :

CloudShell Support
AWS Organizations

S3

CloudSearch

Lambda

AWS Health Dashboard [4

BEEBEREGAR

AWS Budgets

View all services

CloudShell Language © 2023, Amazon Web Services, Inc. or its affiliates. Privacy Terms Cookie preferences

+ CloudShellf£ Console Toolbar , (U FIZHEIAMET A, EAILUE I #ESIKIEE CloudShell £FMN S
E=
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Console Home i | Reset to default layout + Add widgets

Recently visited Info

AWS Organizations Support

S3

Lambda

CloudShell
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Feedback ® 2024, Amazon Web Services, Inc. or its affiliates. Privacy  Terms Cookie preferences
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REEHE 4 AWS CloudShell ?
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MWRLE AWS X8 lxZ& AWS CloudShell oI ?

BEXATFHNRSALET R AWS Xig MEXRESHEANIER , BSEHPMHAWS CloudShell 7T
MAmazon Web Services —fig&#,

MR TE CloudShell EFzhrt , AWS X1 #0158 AWS CloudShell 7£i%E X i
FRAAHA , Nl&2 8 1% Console Toolbar?

RIANXFH I HMARBEEEXFHXE ., EXEZEL , BSRIEERXE AWS CloudShell, &3 ik

BAR.

A TZeS , ZnTRHEESRAXETEANKEHERRFENNR, BXESER , BSHE
B T4 AWS X1,

K AT LATE AWS CloudShell fE A BRLESEEUR Shell ?

=9 AWS CloudShell , fRA] LAfE FIZ{TH5 5 Bash shell PowerShell , & Z shell, ZtJ#k shell , &
EaSRIETERAUTHEAMAEFHNATRR

« bash: £/ Bash shell
* pwsh: £/ PowerShell
« zsh: £A Z shell

I A LAfE FH IR EE Web % 588 AWS CloudShell ?
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YR LATE CloudShell L/F3h Console Toolbar ff i & MRAHI TG KEEF. $8%K Edge. Moxzilla
Firefox 1 Apple Safari ¥ %88,

ol LM AR R 8 30 AWS CloudShellid ?

21 , BT LLE CloudShell EBEhE T 53X 4 Console Toolbar 5¢%& f# 5% % 2§ M CloudShell 41 &
TUE LR R, #RTA]LASE A &3 ARAS B9 & B0X 48 28 M8 %K Edge X Y8 88 T 2 3045

B &I, ¥RFEEMEA Mozilla Firefox #1 Apple Safari X % 28 T 83X

(@ Note
XHTEIEMAEHA T AWS CloudShell VPCHRE,

Shell SRERFIER T T LAKHEF ?

A7 AWS CloudShell £iEF 81 shell , AT E B RN T SIT shell 2B FT4£40# (Bash
PowerShell, 1 Z shell)o AR LAARITR A ZEN T ENEARER , Hl0 Make, pip, sudo, tar, tmux,
Vim, Wget AR Zip.

Shell MEEMAEBRBANZIFASHEERHES., flw , RATLLAERIETT Node.js AR Python F&
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SERILURHE R shell BI M SXAFEET shell 2 A _EA&RY AR IN R 68 A il R 3R hi A4S B 2 A9 R AN 422 6 17
fi FE AR qit.

BXESER , BEHA AREN KA,
HEEDB R EE Shell IREAHRR AT VM ?

=H , AWS CloudShell /=& sudo R , A BAILMBTITZERN. BXESER , SR &
Shell IME R L IRHE =F Ko

Y IKIE AWS CloudShell EF 30T , 37T LARE A HRLE Web 3% ¥ 8% Console Toolbar? 10
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MRHREFERZNMEA AWS Xig V& , ANEE B RHPBIIHIE AWS
CloudShell ?

& AWS CloudShell N — X3 AWS Xif 3|5 — MK , BEF - PMXENERFHA
BTHIFBUEN , ABMZXBELER S - MRENEE R, BXRESZEE , H5H 227%

(® Note
FEMTEHETFERT AWS CloudShell VPCHRE,

IKBEEE I AWS CloudShell X A 7 5&3) M BT RY R & 2

BT AWS CloudShell fERRERISHETRE | MABAFFERL 20-30 S HEEIHLE R,
EEEFHERETEAERE, TS Cloudshell Ha4T, EFASMNEDMGH , BLELE
T 548 0 b R T R

R AAEGE A E R BT AT E SR ITE T LI AWS RS WES , RNBVEERAETZIDENSRE
) HIEHEE Amazon 3E6l, AWS Cloud9EC2

AT L AWS Console Mobile Application ME R & 158 AWS CloudShell
Mg ?

= , /AT LL AWS Console Mobile Application &3d & Console Mobile Application #1758 AWS
CloudShell , EXEZER , ESH (AWS Console Mobile Application FAF$EE)

FEFETBE AWS CloudShell £ AWS Console Mobile Application ?
BRI AER LT B2 — B3 AWS CloudShell :

1. RS MEZEEH AWS CloudShell B#r.
2. ERS % ik AWS CloudShell,

REEB RS A/ 1E AWS CloudShell# AT AT R 4E 2 1


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/connect-to-linux-instance.html
https://docs.aws.amazon.com/cloud9
https://docs.aws.amazon.com/consolemobileapp/latest/userguide/what-is-consolemobileapp.html

AWS CloudShell AFiEmE

® Note
Bal , BLEEDPCIRRZE3IVPCIRE AWS Console Mobile Application,

£ iOS 1 Android 8% AWS CloudShell F{E RSN , REERER B
# ? AWS Console Mobile Application

=i , A LUE iOS M Android 88 & EEA &R, EXEZEER |, i5ZE AWSConsole Mobile
Application F {55,

FKEES Y AWS CloudShell i£T1F & R0 K Z N kIT+ AWS Console Mobile
Application ?

F, BRI EERINARRF LZ1T7%4 AWS CloudShell £+,

K AT LA R AWS CloudShell & Console Toolbar £ #3118 & £ ?
X, BEIEF 15\ AWS CloudShell Console Toolbar £ 3hi%& £,

F B 5 3% A CloudShell VPCZ A ?

EREIEHILERZVPCHIGREFWRFEREEEN, Privat VPC e RENBIEEA B E B ESELN
VPCIK# | IRVPCs BN EIREZ M T A SEH a5 A HRE CloudShell, CloudShell

A LLAZNAMEFTRACIER N ERVPCRRE ?

TR, BHZREUIEFAINVPCHIE,

1£ iOS #1 Android %% AWS CloudShell F RS ER , REEBFEREHE 2 AWS Console Mobile 12
Application


https://docs.aws.amazon.com/consolemobileapp/latest/userguide/what-is-consolemobileapp.html
https://docs.aws.amazon.com/consolemobileapp/latest/userguide/what-is-consolemobileapp.html

AWS CloudShell AFiEmE

Al'l AWS CloudShell

ARAHEOER RIMMAAEER shell G5 1TREE 3N AWS CloudShell MITRBES,

B % , 8% F AWS Management Console FiEFE— AWS X, AR5 , Ba A EHRHNKEEED
CloudShell #5831 , HEBREFERANIATEE,

BETXR, EEEFHUBR-MHXHX , RARMNEITHEN EE - N NHEEXHR, ENGTITH
EXMHENRFET 2  BUUERMZENRERLEN Y. &F , L£EA AWS CLI S5 0IE
Amazon S3 &R , FRHER XAHE R N RIRINE ZFER

TR

IAMAX BR

&A1 L AWS CloudShell BT AWS 1 EREEH MEIENIAME 4 (SIWAF., AERA ) KK
EUALRR :

« AWSCloudShellFullAccess : A FE#3 AWS CloudShell & EIhgEH 5T £ 1H BRI R
EXRHER , BElE2HER AWS kS, EEAMIE |, BT SUBT 82 S3 764

BHEZEFEBRINYRFKE Amazon S3 HITRE, ENIAMBEREE—NZELF
Fs3:CreateBucketHs3:PutObjectBRHIFKHE,

BXEZEER , i55® (Amazon Simple Storage Service AF#®E) S # Amazon S3 #1E.

3 XA

EIEBE ELEMFE-—IXG , REERTTREPRZNHENEFET. EXBITEN LT
AR YmiEER F AN LA T A8 B

import sys
x=int(sys.argv[1l])
y=int(sys.argv[2])
sum=x+y

print("The sum is",sum)

FRAXHA add_prog.py REFZXH,

TR 13


https://docs.aws.amazon.com/AmazonS3/latest/userguide/security_iam_service-with-iam.html#security_iam_service-with-iam-id-based-policies-actions
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2

« 1% . % AWS Management Console

« 2% BEBXIH AWS CloudShell , B3 Fi%EFENF
« £35 : NPT AWS CloudShell

« 45 XA LEEE AWS CloudShell

« £55F  NPBEKRXH AWS CloudShell

- FR6: BEFAFRENH

« S| 7 . EFEF Shell £iF

- SR8 : MIBR Shell 2FEEEHF

« RO REXHRBANGTITET

« SR10: FAFXHEEIXNRAEIM AWS CLI E| Amazon S3 77

% 1% . 3% AWS Management Console

I BRAFER AEHIIAMA 5 B LLiF Rl AWS Management Console, MR EE LRG| A G | FHbk

ELR 2,
o FBULEAIAMAFRERURLEEEEERIAMEKIAGE. AWS Management Console
IAM user sign-in URL

o ITFFMBEEHM AN TERFURLIEE, & account_alias _or_id HHNEE R IEMHAK
FPRIBHEKF ID.

https://account_alias_or_id.signin.aws.amazon.com/console/

s MAZWIAMERER K AREEER,




AWS CloudShell AriEE

Sign in as IAM user

Account ID (12 digits) or account alias

account_alias_or_id

1AM user name

Password

Sign in using root user email

Forgot password?

Main sign-in page

» T FFhttps://aws.amazon.com/console/o

- MREZENXBERALNKEREFRY , WL2ERERFRTHE. EBRIAMAF | #WAKS 38
HIKS ID, REERET—F,

% 15 . &3F AWS Management Console 15


https://aws.amazon.com/console/

AWS CloudShell AriEE

Sign in

O Root user
Account owner that performs tasks requiring
unrestricted access. Learn more

(®) |AM user
User within an account that performs daily tasks.
Learn more

Account ID (12 digits) or account alias

- MREBZHEZUAMAF B HER, WR|/AELLISE AWS K/ RIKS 3L K 1D,
WMRR , FRALHIAMBRERHEREEF,

Sign in as |AM user

Account ID (12 digits) or account alias

account_alias_or_id

IAM user name

Password

Sign im using root user email

Forgot password?

%1% . &F AWS Management Console 16
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® Note

LU UNBERAF S0 &R, WEHAUESHERKSPHAERER AWS RS MRR.
BR , BIBENBWETEFARASKITEERS , IMEREEES., Hk , HERE
{XER root AP REIEENE —NAMA PRy R EXE,

28 2 & . &FXHE AWS CloudShell , Bz HiEFENTR

EWT RS | &5 AWS CloudShell N2 HI AR EZ 3 , EFETAM shell AWS X5 , AT EE
KB & shell , 5140 Bash PowerShell, =% Z shell.

1. EREAWS K ETHNXKE B4 B 28 | RERBEEHN XS AWS K,
(TAKHREER. )

/A Important

WMREYIRXSE , NRAELRBF , ATk AWS XiF B EHRFERERTITIXEAN LS., &
ANINEF AP Z RN ATA X EMXER — AWS XA, MREERXE , AT
3 18] A [E) B 7 Z2 [R) M1 324

/A Important

M IRTE CloudShell EE3ET , IR CloudShell #£i% E X IH A A 7] | Console Toolbar ,
BHENETS , RAXBRENFFEMEXBHXE, BALLUETIZHT , ZT DR
HESRIAXEFAENXEFERRTRNNE, EXEZEER ua/IFﬂTEEFIﬂE AWS X
o

Example
]|

IRRERROM ( FBIEST ) eu-south-2 {BTERM ( BEBESF ) CloudShell RA] A eu-
south-2 , MERIAXIFIRE RN ( B/R= ) eu-west-1 , TERUMRIE ( BT ) eu-
south-2.

% 2 5 ®BEXE AWS CloudShell , B3I FHkENFE 17


https://docs.aws.amazon.com/IAM/latest/UserGuide/
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B ERABRIAREROMN ( ZR2E ) WIRSEH eu-west-1 HBEFEFEXIREMENS
CloudShell i, BERIAXIHATAESE R , CloudShell X %288 O HFEHE,

MH AWS Management Console , # A LA CloudShell BidiEFE A T ET 2 —K/E3 :

1. #SMi=L | EF B CloudShell#R,

£ R EFH , A “CloudShell” , RfFi&#FCloudShell,

BRI ERE” #4F , %FCloudShell,

£ “CloudShell Li£3#%” Console Toolbar , i FEHI AN ET A,

« E{FES CloudShell FHNEE , BHE=,

- EREM CloudShell 2 FIRBI 2 FER | F 2 E EFNRETMFHITH iR,

A w0 D

aws 522 Services | Q Search [Option+S] 3] AN ® N. Virginia ¥ n

© CloudShell

ConSOle Home i ‘ Reset to default layout ‘ + Add widgets

i [Recently visitedinfo

AWS Health Dashboard [4

E aws Orgizations Support
E s

CloudSearch

EN ‘ambda

Cloudshell

AWS Budgets

View all services

i AWS Health info

i Welcome to AWS

[>.) CloudShell | Feedback  Language © 2023, Amazon Web Services, Inc. or its affiliates. Privacy Terms  Cookie preferences

HREGEETHTRRAN , R7T shell EQHERHE , AIUHITRE

52

% : %FEXHE AWS CloudShell , B3I HiERENAFR 18
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® Note

MREBREBERIBEI RS Z2RER A AWS CloudShell , HEHREEFFEE LIRS
F R RIX L [r] B FE HEBR AWS CloudShell,

3. EMEEMAMMEE Shell, BEBTITRIEFRMANTREFENZ—

Bash
bash
MRRYIRE Bash , TR RRFLHWHFSFHEFT S

® Note
Bash 2R/ s IEE iz 1THIZRIA shell AWS CloudShell,

PowerShell
pwsh

MR LN# 2| PowerShell , M TR REFLHNAFSHEFHT PS>,
Z shell

zsh

IRIRENRE] Z shell , TR TIFLNFSHEHRT NS,

BX shell MEHMZENRAWEE , iIFSFIAWS CloudShell It EHIFE DB sh ell Ko

$£ 3% : NP TEXH AWS CloudShell

® Note
LR &R TVPCHER,

% 3% : MNP TEIUH AWS CloudShell 19



AWS CloudShell AFiEmE

LB RIES BT T H XTI RE,

1. ETHXM , BRIEE  ARNREDEE T,

FERTH T EE,
2. BETHXHNEFES , mAETHHNXHFHOERR,
Download file X

Download files from your AWS CloudShell to your local desktop. Folders are not supported.

Individual file path

You can copy the file path from the command-line and paste it below.
Shome/cloudshell-user/subfolder/mydownloadfile.txt

myfile tet or ffolder/myfiletxt.

(® Note
EEETHNXHE , aTAEALXNBERENBE, N THENKRES , BRABRT /
home/cloudshell-user/ @ BaIRMEIFFL, EHit , ETEH AN mydownload-file
WX, UTANMNERB2ERARE
o HXIEREE : /home/cloudshell-user/subfolder/mydownloadfile.txt
« MAXIBE®R : subfolder/mydownloadfile.txt

3. EETH.

MRXHBREER , N2ER—IMNEE, SUNERALNEEEIRINNARFITF X4,
EH, BALLR M HRFI AT EN LR EA XK

(® Note
H{YRIE CloudShell EFzIE} , “T & WA A A Console Toolbar, EAIEAM CloudShell 2

HABMEM Chrome &R MR TR, ARNMATRNHFNESEERE , FBRIE3 M
T#HX# AWS CloudShell,

583 % : NPT EXH AWS CloudShell 20
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% 4% X E&E AWS CloudShell

(® Note
BIETANE A TVPCH R,

LR AWM EEXH  RAEFHEBEEE ZHNHE Fo
1. EREHFNIERSR , BERTITHANTSRS

pwd

L IRIE Enter @AY |, Shell 2IREE LG THER X ( flf0 , /home/cloudshell-user ),
2. ENXHLEEZER, BREREHMNERDEER FEXH,

N E R A XX FEE,
3. 1%&# Browse,

4. HERGNXM EENEES , ERENAKHIE (add_prog.py ) BIBINXAIM , REIEFT
o

5. & L& EER , EFRMH.
HEZSRELEZER. MREERD , W&ER—%EE , ¥\ add_prog.py ERMEIE
KRB FH,

6. ERNXHBIEEBF , B A make directories B8 : mkdir mysub_dir,

7. ENEENXHENEEFRNRERBHIFER , EEA v S

mv add_prog.py mysub_dir.
8. ENIHBEZREXNHEZR, BWA cd mysub_dir,

TR TIASCENFURPALEERIFE R,
9. EEFYRBEZ mysub_dir WARE , BWA 1s B,

FIHTHEBEFHNE. XSTIEERIR LML/

% 4 % I3 E1£E) AWS CloudShell 21
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g 5% NHBERXHF AWS CloudShell

b 25 IR AT 48 a0 4A] M A i BR 3244 AWS CloudShells

RAriEmE

1. EMNFMERXH AWS CloudShell , EEARA shell 55, Hla0rm (MR ) o

rm my-file-for-removal

2. EBRSIMISEESRMHNXHY  HiE1T find &%,
LU RGIMIBR T B P2 ERR . pdl BIFTE X

find -type f -name '*.pdf' -delete

(® Note

RiZ &= 1L AWS CloudShell TE4SEMRERFER AWS Xig, AR , ZXENFEME#PH
BENEEERBREEIMER. EZEE |, ESREAMER,

R6: BIEETBEFEN

LERNMBNACIEEE FEH.

=

1. BIRZOXH
FE B F2HA8 —MEE R,

HOME_BACKUP_DIR=$(mktemp --directory)

B LERAULNTEEC —RIERH :
a. f{EH tar BIEZ X4
EFEA tar SIRR XY, FRWAUTSGS

tar \
--create \
--9zip \
--verbose \

% 5% : NPBBRIH AWS CloudShell 22
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--file=${HOME_BACKUP_DIR}/home.tar.gz \
[--exclude ${HOME}/.cache] \ // Optional
${HOME}/
echo "Home directory backed up to this file: ${HOME_BACKUP_DIR}/home.tar.gz"

b. A zip BIERHXH

EFEH zip SIBR O XH , BWMAUTGS

zip \
--recurse-paths \
${HOME_BACKUP_DIR}/home.zip \
${HOME3} \
[--exclude ${HOME}/.cache/\*] // Optional
echo "Home directory backed up to this file: ${HOME_BACKUP_DIR}/home.zip"

2. FEHXHHEWEISME CloudShell
SR BAME R A TR Bz — /& 40 XA R Fn 2 S0 ER CloudShell :
a. FROXHTHIFBITEN L

BAUTHELENSBRAEN X4, BXUAMNP TEXENEZEE CloudShell , 3
¥ T 8324 AWS CloudShell,

E TR X EED , MAE TR XAAIEEE (I, /tmp/tmp.1A99tDILI8/

home.tar.gz ).

b. FFMHXHERE S3

EEREWER , BRANTHS :
aws s3 mb s3://${BUCKET_NAME}

A TAWSCLIF X HEHIE] S3 171 :

aws s3 cp ${HOME_BACKUP_DIR}/home.tar.gz s3://${BUCKET_NAME}

(® Note
ARES AN E R T A .

W6 QIEFEFREND 23




AWS CloudShell AFiEmE

3. EEZMNE S3EFMHME

EEEZNE SIEHEE , FRANUTH T :

aws s3 cp \

${HOME}/ \

s3://${BUCKET_NAME} \

--recursive \

[--exclude .cache/\*] // Optional

TR 7 : EXRD Shell &%
WS BNB WA EF B3 shell 21iF,

(® Note

RN —DZzeEk  IREKNEFTEARENIEHS Shell #1TRE , MEE2BIHFL,
KREZETHRERSBIEFLE. BXEZER , FSM Shell £1iF,

1. EE#HB3 Shell 21F , FEFHRE. EFED,

REQBHIE , EF B2 AWS CloudShell fF1EZHHT AWS KB ATEEZI21F,
2. EWI\, FEEEFED.

BEOER—%HE , &R CloudShell HEIMRIEEF L, IRFLEAEFEDF , LALUIFRE
MeEPEARST.

(® Note
EREERAT  MREMBHARFEE/ LD HEE,

S 8 : MR Shell £iFEEX B F

LE BRI B NAMIER shell &1

S|, 7 EFEF Shell &iF 24
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® Note
IR ERATVPCIME, EMENVPCIRR |, HE B FIFHEMIER.

/A Warning

MERER KR -—ATENRE , IFEEER XPNAMERERBKARER. B2 , #AT
BT, S0 LA B F bR I

o BEERMIER T X BT EIH R AWS CloudShell it&EiIRiE, BIBREHEB R4S AWS
CloudShell X8 HEIARE

« 848 AWS CloudShell 32 BDM R MIBRFFE #idE. IR &E/=1E AWS CloudShell £ E A AWS
XA ER |, WA XA FZ#SERE LR BaMIER |, BRIFEIEZi#X AWS CloudShell E
g =Fm) 8

MREBEERKIEMEH | FZEMEREN Amazon S3 2 KM RS CodeCommit,

1. EMIBR shell &iF , HikFIEME. B,
RELBHE | MBR AWS CloudShell X B 2l BR 2 5l F 4% £ 889 AWS CloudShell 38 BV PR
B8R,
@® Note
IETBERUH LR 1E,
2. EWIABIBRIRE  BENXETBAFZERIWMANERN , AFIEE WER,
AWS CloudShell &1t Y BIFIEESI 21F AWS X3 7 37 B 612 FHINE,
FZEH Shell &iF

ERAGSIT , BZALURE Shell 2FEHEM exit mBHITEH. A, BAREERENERE
HMEEH AWS CloudShell,

$1% 8 : MiBk Shell 2FEB & 25
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SB|I  EXMHRBHAERAGTITET

P RERNAERATMZEN Vim RESRKOEXH, RE , EUUMNSSTHEXAHENEFE
7o

1. ERBEEL—SPRPLENNE , BRAUTHS :
vim add_prog.py

shell REFRIFAE R Vim R,
2. BEPRREXH VIm, RIE, IERENR , LEFRE=EEMATERNEEHE M.

import sys
x=int(sys.argv[1l])
y=int(sys.argv[2])
z=int(sys.argv[3])
SUmM=x+y+z

print("The sum is",sum)

(® Note
MR XA R RBRTFARATZEHEME , WKER—FEG. EFHNZTX
AAURSERERNAE, ERRLKW I , BAUERE 2RI BN AR, MRE
NNALZERIAR , HERM.

3. HRBERFE, BRBEscHA Vim o TN, RE, BA wqg @ SHREXNS , FREERER.

(@ Note

MRARRFF Vim B RN  BRATELANBEEGTTEXNBAERN 2 AR, &
EXHMEENAEFNEAGSER. BAFXANERARAER. Ef ARAERS ,
BRI, ERHAGDER , B Esco Bx Vim IR FHIRHMNEMT E AWS CloudShell ,
BESRF X T EHM Shell EAEF.

4. EEXEBTOTREL  ETUATEFHEEERAN=ART, BEW TR,

python3 add_prog.py 4 5 6

METEREFRHY : The sum is 15,

S| RENHRBHERGSTET 26
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S0 EANNXEEARNRAIM AWS CLI Bl Amazon S3 F#M
s

HEWISBRSD |, ERF61Z — Amazon S3 F##E , ARJ5 £ A PutObjectTT EFIEN R XM EAT RIR
B ZEREET

® Note

ERZBERT , BAILUREH X HFR3Z CodeCommit 7 H £ AWS CloudShellE iR 2< 12 &l
HERES, AHENFBUAER AWS CLI £ AWS CloudShell 5HMAWSERS#H TR E.,
ERLA AR , TR TRAREEMAEMBE R, I, AT ELHE Shell H#H1T 7 HHRIE
Rt E#THA 2 T HEBEEIL,

1. EEEENTFE\ETUETER AWS X8, FRANTH T

aws s3api create-bucket --bucket insert-unique-bucket-name-here --region us-east-1

@ Note

MRBEE us-east-1 Xz ARIEFHM , BFEM LocationConstraint SEHUFN
create-bucket-configuration AIEERXF, UATRRHIE %,

$ aws s3api create-bucket --bucket my-bucket --region eu-west-1 --create-
bucket-configuration LocationConstraint=eu-west-1

MRFARY , S RITHERKERSHMEAL , ST,

"Location": "/insert-unique-bucket-name-here"

HEA0 : A/ HER T RIF I AWS CLI F Amazon S3 #F##&H 27
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® Note

MREFEFREBFHEBOAN , M2ERUTEIR : A CreateBucketiR{ErT H IR
(InvalidBucketName) : 1§ K 171 #8 o Ho

2. ELEXHFFZEEANFFMIERCIZNFERE , FBEA PutObject 5%,

aws s3api put-object --bucket insert-unique-bucket-name-here --key add_prog --body
add_prog.py

FH R EAEE Amazon S3 IERE , SRR RRABS KM , XETFUTHE
{"ETag": "\"abl23cl:w:wad4a567d8bfd9al234ebeea56\""}

ETag REHINRNIEHEH, SIUERLEFER LE LEZ Amazon S3 BRI TTEM,

X E&

s FEATH AWS BRS AWS CloudShell

EAH T EY 2B E 6 Z 44 H CloudShell
CodeCommit £ £ AWS CloudShell

5 AWS CloudShell

Sl BB K% AWS CloudShell

X & 28


https://docs.aws.amazon.com/AmazonS3/latest/userguide/BucketRestrictions.html#bucketnamingrules
https://repost.aws/knowledge-center/data-integrity-s3

AWS CloudShell AFiEmE

AWS CloudShell # &

LT #ERERR T R AR AT R AN AT ERIZhEEMER. AWS CloudShell

R THES

EEEHZSNXH the section called “¥#2 : &I Z XK
f£F CodeCommit 2?2

BIEMZLHE URLs 227

FEEBEE —/ Docker B2FAWS CloudShell & 2?2
JE#EEE W S # ECR

EAEBE Lambda B % AWS CDK 777

EAMITEH 2B & &2/ X4 CloudShell

AYHENFUAEAR M T EHLF Z B & HZ A XH CloudShell,

fE/1Z AWS CloudShell #0 , @A A — X EA it E M shell FE 2B EERTHENH, EE
RHEZAH# 1T E A CloudShell 2 BIEHIZ AN H |, BEEAUTEDZ— :

« Amazon S3 : FEAMITEHLH CloudShellZ B & &I 48 |, fEF S3 FEBIER BN,

« BB RENMXHERE—NESXHERT , AJEEMZ CloudShell S EAZ S T EIX £
o

® Note

BT CloudShell FAFEANEBRMRE , A B BT EFERAscpRrsync 2N BT EA M
THENLA CloudShell It EIRE 2 8 & #1243

A Amazon S3 LM TEZAN X
WEBNEBWAER Amazon S3 LEMTHZ AN,

i SRS 29
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FRF M

EFEAFEEBINR , £FE-NMAMERBERER THITELT Amazon S3 AP HRERR :

* s3:CreateBucket
* s3:PutObject

* s3:GetObject

* s3:ListBucket

BX Amazon S3 BENTEIIXK , HZH (L DREEFERSAPIZE) FHIRE,
AWS CloudShell £ Amazon S3 FZ /N4 L& Z|
LR A B A fE A Amazon S3 L& Z AN,

1. 7E™ AWS CloudShell , B} iz1TA Fs3mHRIE S3 F6EH -

aws s3api create-bucket --bucket your-bucket-name --region us-east-1
MRRAARD , WHTHETREKE S3 RSHIMEAL :

{

"Location": "/your-bucket-name"
}
2. FBEFRPHXHENEITTEN LA FER, BFRBFUTED Z —K EEXH -

« AWS Management Console : FiF drag-and-drop R34 f 324 E£ B 1Z6E R,

* AWS CLI : EAMITEN LRRZBRARANTEE |, AR ST’ XM AR L& F 174
o

Using the console

« 3TFF Amazon S3 ##|& , Mt Fhttps://s3.console.aws.amazon.com/s3/,

( NREEZEHFEA AWS CloudShell , NN ZELEFFHEHE, )

- ERIRD , BRBREF RN LEFOBEH B, S UETRECIBFHEER
HEZECEENF#R.

£ Amazon S3 EEMTEH S 30



https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObject.html
https://s3.console.aws.amazon.com/s3/

AWS CloudShell AFiEmE

- BRI EETXHR  BRRBE LAY REGERE £, R, FEERNXHFNX
HrREREFIE R FEBTINRNEFEED , EERE RSN AFX,

Upload (L 4%) Tam LR3I A ik X4 o
o« EPEEEIE RERMY X,
o ENPMESHRMBIFHME  FER LA

® Note

BXEZELR , 529 Amazon Simple Storage Service & & F P 65 5§ 2015 X2
BRI K L1 F) S3 FiE .

Using AWS CLI

® Note

TR | REBEEAMITEN ELREZAWSCLI TE | AEEATHEA AWS iR
ZWER, BXEZER , 528 AP EE. AWS Command Line Interface

« B3Z AWS CLI TEHEZTUTaws s3mH , FEENEFE#HESAiiTEN 480 H XN
ABRY :

aws s3 sync folder-path s3://your-bucket-name

MERLSHRY , MEERFNBEERENEINNRN EEEE,
3. IR[E CloudShell SF S{THEM AL T®S , & shell FEF MW E RE5 S3 FHENRNAERS -

aws s3 sync s3://your-bucket-name folder-path

® Note

IBETTLARF - -exclude "<value>" # --include "<value>" SEURIME sync @

TRUTEACEUFRIESEEXF IR,

£ Amazon S3 EEMTEH S 31


https://docs.aws.amazon.com/AmazonS3/latest/userguide/upload-objects.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/upload-objects.html
https://docs.aws.amazon.com/cli/latest/userguide/

AWS CloudShell AFiEmE

BEXEZEER , BSHEAWS CLI s 5 S5ZH R E A Exclude # Include %4

WMRELKY , WLKERNFEBTHE B ZNEN XN TEHEE.

® Note
NARZwmSE , REG2IR75ZORR B 5P RHT S ME T 8 XA EHE B AR LB,

AWS CloudShell £/ Amazon S3 T#HZ /N4
WEBNEB AR Amazon S3 TE Z /N304,

1.

ol F

F AWS CloudShell fi F1THI AL Taws s3@T , i S3 FE@E shell IR EFHF B ZKWAR
7

=l

aws s3 sync folder-path s3://your-bucket-name

@ Note
IBETT LR - -exclude "<value>" # --include "<value>" SBURME sync @
STRHTERXNCE ARSI B ER/FEXFRIT R,
BEXEZFER , FZHAWS CLI s 55 Z B EA Exclude # Include Ffik 4o

MREE R, WL ERANEEFEBOEINRN LEZES

2. FRARTHIERMITEN L, BT Amazon S3 Z#FEFRXHTHZIMINR , ALEEEEAL
FEA#ITEN LR AWSCLI TE,

EZAWSCLI TENGSTH , BITUTHS :

aws s3 sync s3://your-bucket-name folder-path

MREZ R, BHITREREBIRE FHERIRNNEN AN TEES
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® Note

SFUIED | SEEEAITEN EREZAWSCLI TE | HEEATHEA AWS RSH
ERE. BXEZER , BHSH AFP#EM. AWS Command Line Interface

ERAES MR EEM TSN MHT
WS BA BIAGE R E RS R £ AT RSN

5/ zip/unzip SRR , BULUEHFE/PN A XY |, XEXHF UM ENH, XEXHARER
E kL2 CloudShell iTEHRER,

BRMEZRTENESER , SR TR TEFA Shell EHERF

AWS CloudShell {48 3 #+ K8/ Z A 32+ £ & 2
BE B BRI B A2 P 48 SR B4R 24N 30

EARMITEN L, NE AN XHRINE RS X 4R,

&3 CloudShell , REIEFRE , LEXH,

£ EAXHIERES |, ERIERE XY, RRERERICIENEHEHX,

£ EAESTHIHERS |, &R 4L | FRREXRINE Shell FREAH,

£ CloudShell H4TH , BT TSN zip FRNNEHRERTIEEEF

o kb wDd =

unzip zipped-files.zip -d my-unzipped-folder

AWS CloudShell £ E48 344K T8 24 X 4F
I 5 TR A 48 an4A) 455 R 48 SO SR T 8 24N SUAF
1. 7£ CloudShell i S1TH , BT TS Y50 B ZPMWATE XHERNINE E5HXHX -

zip -r zipped-archive.zip *

2. EBIRE, TEXMH.
3. BETHIXHIEER , MmAESRXHRNERE (H /home/cloudshell-user/zip-
folder/zipped-archive.zip) , REEBRTH,

SER R4 XXk AR T H S 4F 33
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SREBRRIET | R SR N E R R BT T E 48 XA R B R EF B AR 1T E AR IR
4. PE , EUNEXRBITEN LBER THNERXHRFHRNE.

CodeCommit FEF EFH AWS CloudShell

CodeCommit 2—M %42, SEUT EARENWRRBELRS , BTRENE Git F#E, £4
AWS CloudShell , 7] LA F iZgit-remote-codecommit3E A2 FE @ H 1T CodeCommit EEMA, It
SSARFEMERER AWS CloudShell iTEIRMER | 124t T —FpM CodeCommit 76k FE H X TR
BMABHEE L. ZXAEFBEIVE Gt XU BEWN. BEXEZELE , BSH AFERM. AWS
CodeCommit

AREEN B8 CodeCommit F6EEH HH = &R EA AWS CloudShell itEHRE, Bk [FES
MO HEERERIENEEE K AEBNEMIXEE ClIAWS oud R EBNIZEEFMEE,

FRF M

EXIAMAFPEEMFANNENESE AWS CloudShell , HSEANHREFHRZELD, BEE
BEIAMME F 8EfE CodeCommit,

sk, TR B, FRAREEUT &M

« X Git T MR EGEBZHELRT 87
 Shell EBFRHHNHY , AIURXF T HNZEF#EE. EXAHEP , EHUAN my-git-file,

S QRN REFME CodeCommit FE
WS BN B )2 M= E CodeCommit FEFE,

1. ¥E CloudShell 8 S1THRE® , I AL T codecommitin S LABIE R N B CodeCommit 171
FEMyDemoRepo,

aws codecommit create-repository --repository-name MyDemoRepo --repository-
description "My demonstration repository"

MRRNVET FEE , U ST2ERRSHIER,

{

"repositoryMetadata": {

#IE . FH CodeCommit 34
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"accountId": "111122223333",

"repositoryId": "@dcd29a8-941a-1111-1111-11111111111a",

"repositoryName": "MyDemoRepo",

"repositoryDescription": "My demonstration repository",

"lastModifiedDate": "2020-11-23T720:38:23.068000+00:00",

"creationDate": "2020-11-23T20:38:23.068000+00:00",

"cloneUrlHttp": "https://git-codecommit.eu-west-1.amazonaws.com/vl/repos/
MyDemoRepo",

"cloneUrlSsh": "ssh://git-codecommit.eu-west-1.amazonaws.com/vl/repos/
MyDemoRepo",

"Arn": "arn:aws:codecommit:eu-west-1:111111111111:MyDemoRepo"

)
2. RGBT, AT HTEREEFER , HRAERNITHEEF.

mkdir my-shell-repo
cd my-shell-repo

3. EnEmiEFMEE , BEMA git clone wH. ( FEMEMABT git-remote-codecommit , &
HTTPS (GRC) URL #3xX ) ,

git clone codecommit::eu-west-1://MyDemoRepo

MERNRET FEE , WS ST2ERRSHER,

Cloning into 'MyDemoRepo'...
warning: You appear to have cloned an empty repository.

4. ESMI=EFEE  BERA cdH5.

cd MyDemoRepo

B2  EEARINNA , RARBRHHIEIAE FM% CodeCommit &
bS5 BA R ARG ST B CodeCommit 7 B 2 8T B E IR XU Mo

1. A Vim BB XH EE R Bmy -git-fileh B XHHRINEZ X HMyDemoRepoX,
AWS CloudShell 2T B mELESER , BSRAIHIE,

2. ENNHERFIEHEESD  HIE{T gitadd BT,

F25 EEARINM , RARBREMEEEFMHE CodeCommit & 35
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RAriEmE

git add my-git-file

3. EREXHRABECEBEHERZRR , HIET git status BH.

git status

my-git-file FAMXHIHEAUEZEBNAETR , RAIEEHERFRER,
4. FLRENE TR F#E.

git commit -m "first commit to repo"

(@ Note
MRRZERERHEEFEEUTHER , BEANTER,

$ git config --global user.name "Jane Doe"
$ git config --global user.email janedoe@example.com

5, ENEEFHESEAMFEETMENERRS , BREREED Lo <.

git push

AN Amazon URL S3 M RAIEMZH AWS CloudShell

FYROERRUMEEMERURLUASHMARE Amazon S3 R, HTHRABEERERNSIE

ERACHREIES , RtEMAKREFRERIEBA A ZBURL A LAE R BRAYET E R 15 RN Ko

FRFZ M

« BHAWSCloudShellFullAccess K B IR 1 15 B FEEHIAMA

s EXVEMEEMENIAMRPRURL , F3E Amazon B2 FEBSAFEEYNSEMWALEN

Ko

A2 . 0EWMER URLs

36
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T BIEIAMBELURFX Amazon S3 F#& Y 15 BN R

WS BN B WA ZEIAMAE & LR F I Amazon S3 FAEHE MY 17 R X BR .

1. EREAUHAZNIAMEAREER , FMFEAget-caller-identityd s AWS CloudShell,

aws sts get-caller-identity

MRBART , B HITHERECMTABHEA

{

"Account": "123456789012",

"UserId": "AROAXXOZUUOTTWDCVIDZ2:redirect_session",

"Arn": "arn:aws:sts::531421766567:assumed-role/Feder@8/redirect_session"
}

2. FWLEL-SHREVASER , FFERME AWS CloudFormation i, LLEIREIET
—NAMAE, ZHBAEHNSHEER TIHERFNHRENR,

Resources:
CollaboratorRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Principal:
AWS: "arn:aws:iam::531421766567:role/Feder@8"
Action: "sts:AssumeRole"
Description: Role used by my collaborators
MaxSessionDuration: 7200
CollaboratorPolicy:
Type: AWS::IAM::Policy
Properties:
PolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Action:
- 's3:*!
Resource: 'arn:aws:s3:::<YOUR_BUCKET_FOR_FILE_TRANSFER>"

ST 1 SIBIAMA®UEF X Amazon S3 174 @AY i R R 37
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Condition:
StringEquals:
s3:prefix:
- "myfolder/*"
PolicyName: S3ReadSpecificFolder
Roles:
- !IRef CollaboratorRole
Outputs:
CollaboratorRoleArn:

Description: Arn for the Collaborator's Role
Value: !GetAtt CollaboratorRole.Arn

3. ¥ AWS CloudFormation EiRRFEE AN X HFHtemplate.yaml,
4. FRERDSBHRABIFAAdeploymBRIBIAMAE,

aws cloudformation deploy --template-file ./template.yaml --stack-name
CollaboratorRole --capabilities CAPABILITY_IAM

£ RFZER URL

L SR 4B A £ L TZ B URL .

1. EFFERENYRESS AWS CloudShell , RmIMATRIB, ABOIET —MURL, AERERAFRM
B $Zi5 R B9 BB AWS Management Console,

import urllib, json, sys
import requests

import boto3

import os

def main():

sts_client = boto3.client('sts')

assume_role_response = sts_client.assume_role(
RoleArn=os.environ.get(ROLE_ARN),
RoleSessionName="collaborator-session"

)

credentials = assume_role_response['Credentials']

url_credentials = {}

url_credentials['sessionId'] = credentials.get('AccessKeyId')

url_credentials['sessionKey'] = credentials.get('SecretAccessKey')

url_credentials['sessionToken'] = credentials.get('SessionToken')

EZE URL 38
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json_string_with_temp_credentials = json.dumps(url_credentials)
print(f"json string {json_string_with_temp_credentials}")

request_parameters = f"?
Action=getSigninToken&Session={urllib.parse.quote(json_string_with_temp_credentials)}"

request_url = "https://signin.aws.amazon.com/federation" + request_parameters

r = requests.get(request_url)

signin_token = json.loads(r.text)

request_parameters = "?Action=login"

request_parameters += "&Issuer=Example.org"

request_parameters += "&Destination=" + urllib.parse.quote("https://us-
west-2.console.aws.amazon.com/cloudshell")

request_parameters += "&SigninToken=" + signin_token["SigninToken"]

request_url = "https://signin.aws.amazon.com/federation" + request_parameters

# Send final URL to stdout
print (request_url)

if __name__ == "__main__":
main()

2. FRBRFERN share.py B,

3. M\HHITETUTHS , NPRRIAMAEK Amazon &EIREZF (ARN) AWS CloudFormation, &
&, MEAT Python REUIG IS =2 £ 4 #9 B AN,

ROLE_ARN=$(aws cloudformation describe-stacks --stack-name CollaboratorRole --query
"Stacks[*].Outputs[?0utputKey=="'CollaboratorRoleArn'].OutputValue" --output text)
python3 ./share.py

ZHMALIRE—NURL , SEE TS HZHAFE® AWS CloudShell # AWS Management
Consolek, TE#ETRM 3600 # (1 /16t ) A, EHEETLUTELEFIE Amazon S3 FiEREHEY
myfolder/ X #*, FitfE 1 PREEIH, HENBEZE , SEENLEBHRNZFER.

EEmME Docker A 88 CloudShell #f5 E #ix Z| T & #h 174 B
ECR

ZREFE [0 18R R A & LN Docker 28 AWS CloudShell 5 E #3%X 2 Amazon ECR 12,

2 . FE MM Docker 88 AWS CloudShell FH#3% R 5% ECR 39
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3]

FRF M

- B %ﬁ%%ﬂ’]ﬂlﬁ? EQIEMMEIEE Amazon ECR FEE., BXIT DR FREENESFER
ECR , & (I“:JbECRHiF‘?aﬁ>> REVL SHECRIME F#EE, AXEQL DR HEE A
*XFEE’JE%E%ECR 25 (LD HECRAFER) HAVHEILE A FTEAIAMBR,

HEER
LU AR T il 1% CloudShell 3 O #3% Docker A28 H I H #31XF| Amazon ECR 12 .
1. HEENEBFRHEIE—MNFXHRK,

mkdir ~/docker-cli-tutorial

2. SMEEIRNHR,

cd ~/docker-cli-tutorial

3. BIE—1Z8 Dockerfile,

touch Dockerfile

4. flinano Dockerfile , EAXANEESRITAXHHEUTABREREAH,

# Dockerfile

# Base this container on the latest Amazon Linux version
FROM public.ecr.aws/amazonlinux/amazonlinux:latest

# Install the cowsay binary
RUN dnf install --assumeyes cowsay

# Default entrypoint binary
ENTRYPOINT [ "cowsay" ]

# Default argument for the cowsay entrypoint
CMD [ "Hello, World!" ]

5. Dockerfile BIEEZFHE, BIE{TRHEREEdocker build, A easy-to-type BMIFIEE
25 , LMETE future R ER,

TR

40
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docker build --tag test-container .

BHELBRERENE (L)
6. IE , BUUNEBBZUREHREBIEFIZ1T AWS CloudShell,

docker container run test-container

7. BAIRBAETEFEZITH Docker B , REENHEMIZT Amazon ECR B E, MRECH
Amazon ECR #gFE |, W] BABKIS It 25 5%

BT T @ T AEHELE Amazon ECR F#EE,

ECR_REPO_NAME=docker-tutorial-repo
aws ecr create-repository --repository-name ${ECR_REPO_NAME}

8. #JE Amazon ECR F /5 , &7 LA Docker BeREIA B R FHES.

1Z T T a5 3RE Docker H9 &3 ECR& FZIE,

AWS_ACCOUNT_ID=$(aws sts get-caller-identity --query "Account" --output text)
ECR_URL=${AWS_ACCOUNT_ID}.dkr.ecr.${AWS_REGION}.amazonaws.com

aws ecr get-login-password | docker login --username AWS --password-stdin
${ECR_URL}

(® Note

MRREEHAWS _REGIONEZTEFREINELTE | CloudShell S E BB S HMMINE
FHEBREFHTRE AWS XiF , EETUTHS :

AWS_REGION=<your-desired-region>

9. £ B#R Amazon ECR FFEIRICE G , REFEMEER R FMEE,

docker tag test-container ${ECR_URL}/${ECR_REPO_NAME}
docker push ${ECR_URL}/${ECR_REPO_NAME}
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NREEZHTERAHEMNBIFRIEZFAZ , FSRAN B SEEMRE 300 LIREH B,

e

W1 |, BEKIIRER Docker RESS BB B ECREME, EMNEH AWS CloudShell ERE A
i BRIGIE AR CEBI Y |, FETUATHSR,

cd ~
rm -rf ~/docker-cli-tutorial

M Amazon ECR Z4E,

aws ecr delete-repository --force --repository-name ${ECR_REPO_NAME}

FERPRIEZEZE Lambda E%k AWS CDKAWS CloudShell

AHEOERERIMAER PR Lambda B EBE R EHNK . AWS Cloud Development Kit (AWS
CDK) CloudShell

FRF M

- 5|3 EHk LA T. AWS COKEXERAEISHES AWS CDK , i3 v2 FF & &I IHAWS
CDK 5| &, tIRRE&EEISK, , SRATLAMcdk bootstrapi#tZ., CloudShell

- BREFERBFRHEDN RS OENNR, BUEREEINR,

HERR
LLTHESR T nAERAPRIBEET Docker BE8HY Lambda B ¥, AWS CDK CloudShell
1. TEENEBRZHEIE—NTXHE,

mkdir ~/docker-cdk-tutorial

2. SMEEIRNMHR,
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cd ~/docker-cdk-tutorial

3. EAMEE AWS CDK KHTI,

npm install aws-cdk aws-cdk-1lib

4. HEGIENXHFRPEIE—-IEX AWS CDK B E .

touch cdk.json
mkdir 1lib
touch lib/docker-tutorial.js lib/Dockerfile lib/hello.]js

5. fl@nano cdk.json , FRANAKEESRTAXGHFGUTHI_LEHES,

"app": "node lib/docker-tutorial.js"

6. #TFlib/docker-tutorial.jsX#HHFBUTHREMWERHEA,

// this file defines the CDK constructs we want to deploy

const { App, Stack } = require('aws-cdk-1lib');
const { DockerImageFunction, DockerImageCode } = require('aws-cdk-1lib/aws-lambda');
const path = require('path');

// create an application
const app = new App();

// define stack
class DockerTutorialStack extends Stack {
constructor(scope, id, props) {
super(scope, id, props);

// define lambda that uses a Docker container

const dockerfileDir = path.join(__dirname);

new DockerImageFunction(this, 'DockerTutorialFunction', {
code: DockerImageCode.fromImageAsset(dockerfileDir),
functionName: 'DockerTutorialFunction'’,

1)
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}

// instantiate stack
new DockerTutorialStack(app, 'DockerTutorialStack');

7. $TF1lib/DockerfileHFUATHERMESIEH P,

# Use a NodelS 20.x runtime
FROM public.ecr.aws/lambda/nodejs:20

# Copy the function code to the LAMBDA_TASK_ROOT directory
# This environment variable is provided by the lambda base image
COPY hello.js ${LAMBDA_TASK_ROOT?}

# Set the CMD to the function handler
CMD [ "hello.handler" ]

8. #IFFlib/hello.jsXHHFUTABTKEMRIEA,

// define the handler
exports.handler = async (event) => {
// simply return a friendly success response
const response = {
statusCode: 200,
body: JSON.stringify('Hello, World!'),
b
return response;

};

9. M AWS CDK CLIRERIIBE HHBRF, BAMBEIEIKF,

npx cdk synth
npx cdk deploy --require-approval never

10. A Lambda BB THIAFRIUE,

aws lambda invoke --function-name DockerTutorialFunction out.json

jq . out.json
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AWS CloudShell
W, BERFEARINEE T ET Docker BESHY Lambda B ¥, AWS CDKEXHEZER
] AWS CDK v2 FF £ &, MRBEZHTERAHERBEEEIRHIBET R

AWS CDK #Z
SRARIEREN SERE Zh0 TR,

R
W&, BELERKIIEE T ET Docker BERHY Lambda B#k. AWS CDK#E AWS CDK T H A
B, BITUTH R LB TR, REFRTEBIER

npx cdk destroy DockerTutorialStack

« EFSESRHRED IR TAMFERMER AWS CloudShell TR HMIER |

=P

cd ~
rm -rf ~/docker-cli-tutorial

45
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5 AWS CloudShell

AENBMMELZFNRARFRE AWS CloudShell #1745 EiR4E,

£}

« X RE AWS CloudShell
« £ AWS [Xig

o REBEXHFIFE

- f#/ Docker

¥ % 5B E AWS CloudShell

BRI LM AWS Management Console FH5% 5 CloudShell SLEIZI&E Console Toolbar.

UTREEEERT JLANXEN AWS CloudShell SEEIHEE,

221 senvices | Q Search [Option+5;

Il
®

Console Home i« Reset to default layout + Add widgets

e '
[cloudshell -usereip- NN 15 I-

=

© 2024, Amazon Web Services, Inc. or its affiliates.

1. AWS CloudShell @5 1THE , AT EMAELE shel ZTHT. %5 Shell XEAH TR REFE T
2. RiIBET+ | ©FEAYB AWS CloudShell NiE1T AWS X185 7 &

Y S E AWS CloudShell 46
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3. BERE  EHFXRERE. FHMLAHA. BB AWS CloudShelFHE AWS CloudShell
B SHET .

@ Note
HYRIE CloudShell EFz1E |, “TE” WA A A Console Toolbar.

4, RN B BRPITIFEB+ |, REL R HE CloudShell £iERIIEDI,
5. BETUET , AT HEX Shell %,
6. EEPI=RM LI T ED ¢
« CloudShell MCloudShellB¥rE 31,
- BERBEREERR, EREERIORBERE  FNEHNTL , AEERRR,
- BRI CloudShell , HiEFLATIEIZ — :
- M#2#H B B3 CloudShell i ‘R, RIMERNITFL , RAEERRR.

 7£ “CloudShell Li%£3#” Console Toolbar , EIEHIEMET A , AREE “EFX KL/ ET <
RITH B “RAIR. RINENTE , REERRIER,

@ Note
H{RTE CloudShell L Zzh8t |, “RiR” WA A] A Console Toolbar.

« THRBNHBARBERMERRR , FEEX Cookie B,
7.+ BIRR—ANTHEE  SFCE. ESMMBIERIFRAIEDL

£ AWS X5

& AWS X EEETHEBE R NETR,

£ AWS X1 47
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B3 CloudShell

+

[cloudshell-usereip- | -5 1

B BB A XA R SR R E KR AWS XiF EEH X, EXEGE , HE/ Shell
SEEEINELEEXFGRSITHARITERRN , RESRH.

/A Important

s BANFHEZERSAMER 1 GB WKAF#HZHE AWS Xifl, HAMFERRTFEENERF
($HOME) A, XERBEFMELNER ZTNEMDIAXMF. BR. BEFIHAEHVTE—
N AWS XEiH, o, ENSALTEERFEFERETEXEPHBLEXHRE.

XHEFBAMEETIN KRB EREXEEEN, BXEZEE |, SR SAMFMH,
o KAF@HARERT AWS CloudShell VPCHRE,

EEZMEIA AWS Xig E AWS CLI

B LAMERMREEERIEETR AWS RS FrENEEEIMETRE AWS CLl, HSZEMNFHRFEXES
At , REEXEEEES AWS CloudShell FIEFE—NETART |, FEPIRE AWS XiF ATIEE shell
SFERIANEWIRETZE, AWS Management Console

INETEMR L THENN AWS CLI EEX Faws configure, Ht , BFEX121T aws configure
BERENHAETEEENXE, R, EEHX AWS CLI s S HBRIAXE , & 9AWS_REGIONIRE
TEBRE, EUTROIF , F us-east-1 B AEMEN X,

Bash or Zsh

$ export AWS_REGION=us-east-1

EEZBRIA AWS X5 E AWS CLI 48
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REFEXECFREANE , BER Shell 2ESRF L ZEERENHMEN, BIE Shell
MEFMAFIRELTE  IEEEEARNSIEPRETN,

PowerShell

PS C:\> $Env:AWS_REGION="us-east-1"

SR 1E PowerShell IR RFFLIREBEHETE |, NI BEFTEREYINSENFENBRNREZE. =
F , WU LB EEZERNBEZH PowerShell N A REHH RN FIE KK PowerShell &£F 18 E1ZE
E, BXEETETENEZEELR , 5 @PowerShell 3244,

EHIAECERRIAXSE , #H&Taws configure list@HSLLERYAIH AWS CLI BB iR,

(® Note

NFHE AWS CLI t s , BUMEARSTRMBERIAXE--region. BXEZER , &
£ AWS Command Line Interface A F#ERH# Command line options.

P USER QL IRER

£/ AWS CloudShellf SH |, &7 LURF X4 EAZ E shell 345, B ATBAM shell IR TE X #F. BX
THEMEEXHNESZER , HZH AT AWS CloudShell,

NTHREFMNEAXHERXBERFDATR , R ZAEFAMFEN G FE 2B XS,

- KRR BRHFHZREBE 1 GB AWS XiF, FAMEREEHERFRH,
- IGETEME IR FRZEESESRARER, BRFEECTEEZR2ANE RS,

/A Important

BHREEREFATHRY Shell 2ENXAREFELHEEFRH. Hl , RREELZIT mv
WETHENXABHER R, RE , T Shell 2FEL R , ZXHREEW,

A3 3T A4 R A Ak 49
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AWS CloudShell AFiEmE

£ Docker

AWS CloudShell TEZ 3l BB 7] 52 X & Dockero {RATLAEEE AWS CloudShellE X, #FEH
1=1T Docker B85, ZAILUEE AWS CDK TE G EBEE T Docker BWEIR , HlE1E T Docker BRERHY

Lambda Bi%k , th AT L% Docker B8 H G H TS Docker #X 2T L F4EFE, ECR CLIAX A

BIIXRNTENFASE , BSHUATHE -

« IR : FHIE Lambda B ¥ AWS CDK
o #2  EEEME Docker B85 AWS CloudShell FFHE #3i% 2T 51745 E ECR

BT AKEA Docker H AWS CloudShell L BR &I FNBR &

« Docker EMBEHFMZEREIHR, NRENENRERK , HEFSLEEN Docker BT 2 | NI TTRE
28 HELENE, WESETEHMBRGI RE, HXx Docker WEZEE |, 5 H Docker #4315
.

« BRT AWS GovCloud ( EE ) AWS #[X 45k |, Docker EFFE#X AT A, A<T A Docker KX 13
R, BESEZEFN AWS XiE, AWS CloudShell

- WMRETEMEA Docker FHEZE|E B AWS CloudShell , S FA{ERMH “SEHEMAE &840 , 7 B u{U#E
HRIX L &) &,

£ Docker 50
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WY T BERS Th8E AWS CloudShell

REBAT B ) f5E B FoPEIS ZhBE CloudShell, BAIAEAREXNERE LW ARETE, BETLE
E XK IAM CloudShell , BFFHE X/ PMEEEZ,

CY)

A S CloudShell
EH R AE FWTRELE B Tab.
CloudShell LKixF =B ILEE

&R BUBE AT ERA Tab

- LuRtEs (RN ) EREXT , KRS HREN Tab ZRRA. RERRELRLE , 8T
Tab BV AR 75 R 4 U B9 Zh B8 o

- SMER—RFRERXT | KiRF2HREN Tab ZRBA. BT Tab AR RE LA ARET
E

ERLREANSMERX BT8R |, FE Ctrl+M, tIREESF , B SHI Tab : S, EALUE
F Tab BEEF S,

BRELIHER , iF#& Ctrl+M, FHE |, 1%&#EF Tab : FMELH X,

(® Note
B Al , CloudShell XiwTEIFNEEBSIRE LR M.

EPERFZERKPNEEmED CloudShell
A LB E XA CloudShell LAIE &89 915 R 5 o

s FHRKP—FLRHHRNERD, D, B, KARRKFHERNDFHTER, BERXERAFERPHNESE
B, 2 the section called “B R Z &K/,

c FH—FEXRENFREAMEBZEFHTERE. BEXRXERXARBEBNEZEER , BSH the section
called “EX R EHEH"
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ERAF R AWS RS AWS CloudShell

B — N EELGF4L AWS CloudShell 2 , B LUERAEMTTITRAESEEN AWS B, XEKRER
AEEEATHEMNLEIEREAMEBENEIE, B316F AWS CloudShell |, FolEZ—NELEUT
AWS T TENITERE !

AWS CLI

AWS Elastic Beanstalk CLI
Amazon ECS CLI

AWS SAM

mB , ATHEELBE R AWS , A TEEEARS 2 ER R ELS. SR TER AWS
Management Console HY/ZiE 2 # %5 & ] AWS CloudShell,

MREFLEAIERIA AWS XI5 AWS CLI, M AT AE R 5 B 45AWS_REGIONIMEZ EME, ( BX
BFZER , B5N BEEEHNERIA AWS XiF B AWS CLI, )

AEBHEHRI D EROAFFEE A AWS CloudShell i85 51T 5% AWS RS HITRE,

AWS CLI Firit AWS BRSSHY a5 55 1T 7~ 5l

LU ROURARE AT AR AWS CLI MAs 2 RREN S TEANNRSZ AWS BFHHW—&2. AXT
BI|%k , BSHAWSCLIGSSE,

« DynamoDB
« AWS Cloud9

« Amazon EC2
+ S3 Glacier

DynamoDB

DynamoDB B —H £ EMNSQLELHIEERS , AHRHRIE B Al TN Ay 8 AR TTEE R AT o B 1o
LEARSTHY “B” SQL BASKIIFREM AABIELE .,

LA TFcreate-tablefn S RIZESER AWS IKFMusicCollectionF#& M No SQL # XK.

aws dynamodb create-table \

AWS CLI Fri& AWS BRE B a5 1T R 52


https://awscli.amazonaws.com/v2/documentation/api/latest/index.html
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--table-name MusicCollection \

--attribute-definitions AttributeName=Artist,AttributeType=S
AttributeName=SongTitle, AttributeType=S \

--key-schema AttributeName=Artist,KeyType=HASH
AttributeName=SongTitle, KeyType=RANGE \

--provisioned-throughput ReadCapacityUnits=5,WriteCapacityUnits=5 \

--tags Key=0Owner,Value=blueTeam

BXEZER , 520 AWS Command Line Interface A F{sR H#Y&ES AWS CLIEE A DynamoDB,

AWS Cloud9

AWS Cloud9 2 —METEHERIT RHE (IDE) , IR TERNRR[EOFERE, ESTMFHAE. Z
HRasRBEsEER. BilsmNLRm

LA TFcreate-environment-ec2in S EAEERERIZE AWS Cloud9 EC2F X E, eRzI—1
Amazon EC2 £l |, AR MIZRHIERESIIRE,

aws cloud9 create-environment-ec2 --name my-demo-env --description "My demonstration
development environment." --instance-type t2.micro --subnet-id subnet-1fab8aEX --
automatic-stop-time-minutes 60 --owner-arn arn:aws:iam::123456789012:user/MyDemoUser

BEXEZER , B2 AWS Cloud9 5172 %,

Amazon EC2

Amazon Elastic Compute Cloud (AmazonEC2) @ — MRS , I E=HIRMH L B AR/ DT
ERE, ZRSEERENENERZITENEE , HEEZ KM,

L Frun-instancestn S EMEBEFMH/F3) t2.micro =4l : VPC

aws ec2 run-instances --image-id ami-xxxxxxxx --count 1 --instance-type t2.micro --key-
name MyKeyPair --security-group-ids sg-903004f8 --subnet-id subnet-6e7f829e

BEXEZEER , % (AWS Command Line Interface A 1ER)Y AWS CLIFH “EC2{E A
Amazon’,

S3 Glacier

S3 Glacier # S3 Glacier Deep Archive 2 —ft &£, HXABRARIEKA Amazon S3 =FEEE , A
TFHREFHNKHZ D,
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https://docs.aws.amazon.com/cli/latest/userguide/cli-services-dynamodb.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/cloud9/index.html
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LR create-vault S 8IZ—1MNXHE A TEEMENESS

aws glacier create-vault --vault-name my-vault --account-id -

BZEE , S AWS Command Line Interface A F{ER P #YET AWS CLIfEA Amazon S3
Glacier,

AWS Elastic Beanstalk CLI

AWS Elastic Beanstalk CLIRE T — N 1TRE , A TR EEELE, EHMERRENT
B, EXMBERT , MEREBETNARFRAN AWS BRES,

LA Rcreate® <1 B EX Amazon Virtual Private Cloud (VPC) F8I2# K&,

$ eb create dev-vpc --vpc.id vpc-0ce8dd99 --vpc.elbsubnets subnet-
b356d7c6, subnet-02f74b0@c --vpc.ec2subnets subnet-@bb7f0cd, subnet-3b6697cl --
vpc.securitygroup sg-70cff265

EXEZEER , 52 (AWS Elastic Beanstalk FF A A R3E/) FH EB CLI S Z&,

Amazon ECS CLI

I B 5h ot 4 R 2R AR ST (AmazonECS) i =T HE (CLI) B T NSRS T, XLERTEEMIEAEL
FERHRGE, EFNERNERNESHERE. (Amazon ECS ERREFIRSHNEESTH, )

T configure@ &% Amazon BLEECSCLINBIE Becs-cli-demo NV EERFBLE . LLEREER
Fl FARGATE #E7 us-east-1 region f ecs-cli-demo £E&EHMNBINSHIRE,

ecs-cli configure --region us-east-1 --cluster ecs-cli-demo --default-launch-type
FARGATE --config-name ecs-cli-demo

O

BREZER TN (LDHEMRBRRSTREERE) FHTIHECSHTITSE.

AWS SAM CLI

AWS SAM CLIZ—#3} AWS Serverless Application Model ##x #1512 FR B #HTIRENSG ST T
B, BuFEATHITEZINES. HPSFEEARMIFEA Lambda B, AERSHFNAEFOIEDS
BURFENTRSBNAREFBBE =R, AWS
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https://docs.aws.amazon.com/cli/latest/userguide/cli-services-glacier.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-services-glacier.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/eb3-cmd-commands.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/ECS_AWSCLI_Fargate.html
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UTFinit@e B EAENSBEENSLFESBRDBC—NESAMILE :

sam init --runtime python3.7 --dependency-manager pip --app-template hello-world --name
sam-app

BXEZEER , 551 (AWS Serverless Application Model FF & A R 367) HHIAWS SAM CLIG T
&%,

AWS SAM CLI 55


https://docs.aws.amazon.com/serverless-application-model/latest/developerguide/serverless-sam-cli-command-reference.html
https://docs.aws.amazon.com/serverless-application-model/latest/developerguide/serverless-sam-cli-command-reference.html
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RAriEmE

E ) & By 8% AWS CloudShell

B LB E X AWS CloudShell A AT HH :
- BERHE  FRTTREHFRI N ZIMST,
o FHRD  BEBTITUERBKN,

- BEeER  HReNReEFZEIR,

o RERW  FRIKA —BMERGER ST IR Z X Ht TR T8,

« Tmux BISEIRE : A tmux JRIRERE , ERREZNIFFHNRS

18E T OB 23 B © BV F E A B A S SR BATHRER.

M BITERFDEZMRIER

BYMGTITRERDI NS IERRSEITZSIBT.

(® Note

IRAZARERE , BB R HAMEERPHNERMNERLERE - P BELENIRER, &7

OB EREXEEMEU x fF5RKHAIRER,

« MRZETHBPERRENSTEIZ — :

- MTERER  AHIDERERZURIN—MAIRET,
« FORAT  EHRDEIHRER T HNTHRIN—NFHRER,
« NI EEHEDEIRERF L F PRI —NHRLER

WMRZEEFE , TEREEREMIER , BRIEFEMIER,
&, REERAETE D RERE MR DEB KN,

Bl F RN

AR/ T AT SR E P E R AR KD,

BB LR D REKR D FE

FRBTERFIRSMIER
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1. ZEHEH AWS CloudShell £IHIRE , HEIE RE”. “B®RI,
2. ERXAKD, ‘EWMAERKD. D, FB, KKK,

B A mEER

EaSTRAENReREeET 2 Bk,

1. EBEX AWS CloudShell & , FaiE 8&”. “RIFIRE"
2. ERZRGBHRE,

X ZATXAER L2/

‘REMWR-ELIE , TRANERIEZRIEE Shell PHZSTXARBESEREME. NE=5

ML EFI XA TR ESREADE , XEARBLELRN Shell RREHRARENTH.
‘REMWNEEENEEH BBV TREXAE, MRENTFELZEXNRBRIAR , BHEREM,

Warning: Pasting multiline text into AWS CloudShell X

Text that's copied from external sources can contain malicious scripts. Verify the text

below before pasting.

import sys
x:int[;.ﬁ. MU T
y=int(sys.argv[2])

2:int{§}f§. HB]}
total=x+y+z

print("The total is"total)

Always ask before pasting multiline code

BINBWEERA R IR AT EBEELZ2NR, ERUELEEEEN,. ERZERENE

PR 2 R SR AT FF 55k A It Th BE.

EAREER
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A tmux BI&FRE

AWS CloudShell £/ tmux EEANMHZ MR KERETF LME2F, MRERIFNKR|AFLER , ES
MELN2E , EFXEZTNFFIRS. BXEZER , FEHLERE,
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AWS CloudShell £ Amazon H{EH VPC

AWS CloudShell E#lFAB = (VPC) & EEHB E H 2K CloudShel SR ER SIRIREVPC, XN TFEAN
VPCHE |, BE DB —ANVPC, RIMFRUARKRFZENTEH, AWS CloudShell £k H M 4%
BE , £EREBEVPCEHRNEMEFRHERMN FMF AWS CloudShell 22 £ HVPCHIEZEEIX LR
Ro

f&Bh AmazonVPC , A A ELREN N ZEEENELMER B3 AWS TR, XMNELINESBER
BHROPZITWEGNEREEL , HENEBRUHER AWSH AT BREMIEENIEE, BXEZER
VPC , &2 1L 5 Virtual Private Cloud,

B AEPR &
AWS CloudShell VPCHEHB LL TR :

- BMNAMEARFZ A LGIEAENVPCHE,
. BESTAUN—PNVPCHRESEAENELSA,
« IBARBEFERAVPCIRNER) 124" KB M CloudShell L&A THEM,

® Note
AN AEE R TR A ERMA O/HOWVPCIER L& T X . CLI

« VPCIHRERZ B AAFM, BHRREEN, FINELTFERE , BUEME B FITFHMIBR,
- REEMREFME |, 49 AWS CloudShell P8 = fEiE 8 2 H BxVPC M,

(® Note
BRIANERT , FE&NAE IP ik 2 E 4 CloudShell VPCERE, VPCHEAH FM A4 ZHIR
BNRRAREENEAERERBER Internet Gateway , M TETH A2 # Internet , {BE
B T P&t (NAT) WRABE FRAT AR AR EBRM, VPCTELLZEFAT FM AR
BRI LA R 2 Internet,

o BREMIKFIRMEILE CloudShell 348 |, AWS ATAHEE iTE EHE E X AT BRSS B & 15 8] 41X
R -

« Amazon S3
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https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html
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RAriEmE

« VPCim R

com.amazonaws.

com.amazonaws.

com.amazonaws,

com.amazonaws,

com.amazonaws.

com.amazonaws,.

com.amazonaws,

com.amazonaws.

com.amazonaws.

com.amazonaws,

com.amazonaws,

<region>.ssmmessages
<region>.logs

<region>.kms
<region>.execute-api
<region>.ecs-telemetry
<region>.ecs-agent
<region>.ecs
<region>.ecr.dkr
<region>.ecr.api
<region>.codetalyst.packages

<region>.codecatalyst.qgit

aws.api.global.codecat

& REET 18 VP CHBL & SR BR XY X L i LBV 77 18] o

CloudShellVPCTEBR T AWS GovCloud ( EE ) AWS X 2 AT A XER R A, A< AKX

B CloudShell VPCHI% |,

BSEXERN AWS X5 AWS CloudShell,

£|% CloudShell VPCH &

AE BN 5| FETRIEF CEVPCIHER LS IR CloudShell,

TR

BB R HIR S ERNIAM R F 8E0|ZVPCHE, BXE M CloudShell VPCHE I ZIN R E

ZE8E

#12 CloudShell VPCIFiE

o & 0N~

, & [lthe section called “BIEZFMAEA CloudShell VPCINEFFERIAMX R,

£ CloudShell #HAE L , &#&F + Bfs , AN THXEFIEF O EVPCHE,
EORVPCHETNE L , EEMEPHAVPCIHREN A,
MERFAE = (VPC) THIFIFERH |, EFE—VPC,

M “FR THRGIRF , EE—-NFW,

MNZE2ATHRIIRF , EREHRAVPCHREN —INHBSIREH,

#|2 CloudShell VPCERIE
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® Note
BRZAERINT LA,

6. EF 8l REIBERVPCIE,

7. (ANE) &R BRE RARER BEFEFAGE UEEFHLENVPCIMENFAER. EHVPC
HERY IP st B RERTITRRATF

BREAVPCHRENEE , TSR EER.

BIZFE A CloudShell VPCIRE AT FERIIAMI PR

EHZEFMEA CloudShell VPCIFE | IAMEHE R A9 215 B VPCHEE Amazon EC2 R, &% 5IH
T EIEFFERVPCHIEFTERN Amazon EC2 R,

EHEVPCHIE | P ELAENACHNIAMERBSAEELLT Amazon EC2 fU R :

* ec2:DescribeVpcs

* ec2:DescribeSubnets

* ec2:DescribeSecurityGroups
* ec2:DescribeDhcpOptions

« ec2:DescribeNetworkInterfaces

* ec2:CreateTags
* ec2:CreateNetworkInterface

e ec2:CreateNetworkInterfacePermission

BINBW I

» ec2:DeleteNetworklnterface

B2 M{EA CloudShell VPCERE P E I IAMAL R 61
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RAriEmE

® Note

R RTREEMN |, BiX2EEMH CloudShell HEIZMENIZR ( 3 CloudShell VPCIRE
ENIs®l 2/ # B ManagedByCloudShellZ4A45 18 ) FTAEN . WRKE AR , MXARES

IXAERA CloudShell VPCINE [ F 3B EENIRIR.

IAMEZR &2 F 524 CloudShell iFEIER , @FEiHEINEER VPC

LTRAERTMABANUATARNESNER , SEXN LU THRAEHVPCH R CloudShell :

{

"Version": "2012-10-17",
"Statement": [

{

"Sid": "AllowCloudShellOperations",
"Effect": "Allow",
"Action": [
"cloudshell:*"
1,

"Resource": "*"

"Sid": "AllowDescribeVPC",

"Effect": "Allow",

"Action": [
"ec2:DescribeDhcpOptions",
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeSubnets",
"ec2:DescribeSecurityGroups",
"ec2:DescribeVpcs"

1,

"Resource": "*"

"Sid": "AllowCreateTagWithCloudShellKey",
"Effect": "Allow",
"Action": [

"ec2:CreateTags"
1,
"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {

IAME B2 F 54 CloudShell iFRIER | A#EHRINE VPC
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"StringEquals": {

"ec2:CreateAction": "CreateNetworkInterface"
},
"ForAnyValue:StringEquals": {

"aws:TagKeys": "ManagedByCloudShell"

"Sid": "AllowCreateNetworkInterfaceWithSubnetsAndSG",
"Effect": "Allow",
"Action": [
"ec2:CreateNetworkInterface"
1,
"Resource": [
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:security-group/*"

"Sid": "AllowCreateNetworkInterfaceWithCloudShellTag",
"Effect": "Allow",
"Action": [

"ec2:CreateNetworkInterface"
1,
"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {

"ForAnyValue:StringEquals": {

"aws:TagKeys": "ManagedByCloudShell"

"Sid": "AllowCreateNetworkInterfacePermissionWithCloudShellTag",
"Effect": "Allow",
"Action": [

"ec2:CreateNetworkInterfacePermission"
1,
"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {

"StringEquals": {

"aws:ResourceTag/ManagedByCloudShell™: ""

IAME B2 F 54 CloudShell iFRIER | A#EHRINE VPC 63
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}I

{
"Sid": "AllowDeleteNetworkInterfaceWithCloudShellTag",

"Effect": "Allow",
"Action": [
"ec2:DeleteNetworkInterface"

]I

"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/ManagedByCloudShell":

FVPCIREE A IAME 432

IETLAER CloudShell#E S #1TVPCIRE , NENVPCIMEREFANNRIRES], L& TS
EVPCHME R LMERMTREEAN FMMEZ LA,

CloudShell ZEIAMSRHE 1 TR LAT SR F 82

« CloudShell:VpcIlds— AFHIEL — N Z /> VPCs
« CloudShell:SubnetIds— AFHIEL —PHZNFH
« CloudShell:SecurityGrouplds— RFHRIEL — N2 NEL4A

® Note

WREH T HNIAR L CloudShell FREERY A 7 H9 R S8 AN
Fcloudshell:createEnvironmentiRVERIBRSEI , AT AR R ST B HIMBH L HIFE,
BR , WREBEREFILRHNIAMER HZAMMNINE L2 HIFENHRRR , W S5%E
ERAZRFIERAMEKR , RAEEREKS PHIEA CloudShell A &M CloudShell Web
FFSME (#81E - BBRIRE ) FIMBRIER L CloudShell F3R,

RVPCIREE FIAMSR 52
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RAriEmE

T A VPCIR B 54 8 /Y SR g R Bl

LR RBE RO E AR RFIHITVPCIRE, tIZEAAMERFNEEEAE , NERASRBEH

R E&E A,
RPN BIZEVPCIREHIEL BB N H IR
HBRAF RBIRVPCHSE , WEREEIR | W T REIFR -

{
"Statement": [

{

"Sid": "DenyCloudShellNonVpcEnvironments",
"Action": [

"cloudshell:CreateEnvironment"
1,
"Effect": "Deny",
"Resource": "*",
"Condition": {

"Null": {

"cloudshell:VpcIds": "true"

EERAFBRSEVPCs, FRRZEA

B AP B RBENVPCsAZR , StringEqualsiEfAK Ecloudshell :VpcIds&HMWE, LT

RBIIEL A PG Rlvpe-1Fvpc-2 :

{
"Version": "2012-10-17",

"Statement": [
{
"Sid": "EnforceOutOfVpc",
"Action": [
"cloudshell:CreateEnvironment"

1,
"Effect": "Deny",
"Resource": "*",

HAVPCIRE S AR K R
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"Condition": {
"StringEquals": {
"cloudshell:VpcIds": [
"vpc-1",
"vpc-2"

EELAFPBRBENVPCsAZA , StringEqualsiEfEAKEcloudshell :SubnetIds&FHME,
LA RBIIEL B iR subnet-1Fsubnet-2 :

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "EnforceOutOfVpc",
"Action": [
"cloudshell:CreateEnvironment"
1,
"Effect": "Deny",
"Resource": "*",
"Condition": {
"StringEquals": {
"cloudshell:VpcIds": [
"vpc-1",
"vpc-2"

EIE AP B RBENVPCsAZA , StringEqualsiEfAK Ecloudshell :SecurityGroupIdssk
HHE. ATROIELAFERIsg-1fsg-2 :

{
"Version": "2012-10-17",

HAVPCIRE S AR K R 66
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"Statement": [

{
"Sid": "EnforceOutOfSecurityGroups",
"Action": [
"cloudshell:CreateEnvironment"
1,
"Effect": "Deny",
"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals": {
"cloudshell:SecurityGroupIds": [
"sg-1",
nsg-2"
]
}
}
}

RIFRAFEZERSEVPCEENIRR

EAFRPIERBERNVPCs , StringEqualsiEfEAKEcloudshell :VpcIdsRHMWE, LT Rl
AREAFERvVpc-1Mvpc-2 :

"Version": "2012-10-17",
"Statement": [
{
"Sid": "EnforceStayInSpecificVpc",
"Action": [
"cloudshell:CreateEnvironment"
1,
"Effect": "Allow",
"Resource": "*",
"Condition": {
"StringEquals": {
"cloudshell:VpcIds": [
"vpc-1",
"vpc-2"

HAVPCIRE S AR K R 67
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}

EATAFHRSENVPCs , StringEqualsiEE AR Ecloudshell :SubnetIds&HHE. AT
R~ P iB R subnet-1fMsubnet-2 :

"Version": "2012-10-17",
"Statement": [
{
"Sid": "EnforceStayInSpecificSubnets",
"Action": [
"cloudshell:CreateEnvironment"
1,
"Effect": "Allow",
"Resource": "*",
"Condition": {
"ForAllValues:StringEquals": {
"cloudshell:SubnetIds": [
"subnet-1",
"subnet-2"

EATAFBRBENVPCs , StringEqualsiFfEAR Ecloudshell :SecurityGroupIds%& M4y
B, ATRBIATAFHEESsg-1Msg-2 :

"Version": "2012-10-17",
"Statement": [
{
"Sid": "EnforceStayInSpecificSecurityGroup",
"Action": [
"cloudshell:CreateEnvironment"

1,
"Effect": "Allow",
"Resource": "*",

HAVPCIRE S AR K R 68
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"Condition": {
"ForAllValues:StringEquals": {
"cloudshell:SecurityGroupIds": [
"sg-1",
nsg-2"
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KWL 4 M AWS CloudShell

=R £ M —BER Amazon Web Services (AWS) WEHZE, R AWS BF , BAIUZRTEAHRE
REBRZEBREALANERMUAEOBERONMELE, ZE22N A HEHAE AWS BRE. JE
HEEXFEER AN REMNEPNRZ M,

TEE — AWS ARFFE1T AWS ZHRENAARSWEMEN , AN ERBAULEFEHNR
Fo. BIMNZ2REREFZE AWS , ENAWS &M RIN—8 % , F=F=itHIHE N A MEKIE
BNREN BRI,

EHEE — BNFAHSEAN AWS BSUREMERERE , SERENHBYE, AANERUR
B R M ERAEAL

S

AWS CloudShell BYE X EM4EE AWS RFE/D ERTER. BXx AWS REEZLER |, ES
BAWS REZ 2 XHTEMEMRITRIE AWS M TIESEENAWS RS .

LT EBEENE DB TEE AWS CloudShell BUH 2 BN T2 MEA M B 47,
F&

o FHHBIERFT AWS CloudShell

@A T ldentity and Access Managem AWS CloudShell

o BFHUEE AWS CloudShell

- EHMERIE AWS CloudShell

« #1E1E AWS CloudShell

- FHEIRMEZSE AWS CloudShell

« UTHENZE&HESEE AWS CloudShell

« AWS CloudShell Z4 FAQs

I EIERDP AWS CloudShell

2 AWS ERFEEER THHBIERF AWS CloudShell, WARERFTIR AWS , ARRFEITE
NANEIKEAM I AWS Cloud, ERAFREF N EEELEREN ENABRRIES, BERATEHRE
Y AWS RS MEEBENEERRES. AXREERMNESEE , BSREERLFAQ, BHREM

BREARFPNER , FSREEAWS HEEHNAWSLZ£GDPRERE LN BEXE,
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HTFHERF EHN , RIOEBUERTF AWS K- ZEHEA AWS IAM Identity Center 2% AWS Identity
and Access Management (IAM) RENARAF. X , 8MNAFPRREBETHIERIRAMENNR.
BATEBRWEEI LT AR EIE -

s WENKFERZESHRIE (MFA),
« EASSL/TLSE AWS BREBE. BAEE TLS 1.2, BWEH TLS 1.3,

- FERAAPIHTIREMAFESIESFE AWS CloudTrail, X CloudTrail BRERHIR AWS JESIHV{E
B, &5 (AWS CloudTrail BF ) R AR CloudTrail .

- £ AWS MF#E RS RUAREFHFRERINZ 224 AWS RS,

- FRASREEZEIRS (HlI0 Amazon Macie ) , EEBIF A FMRI F4ETE Amazon S3 FEVBUR
iz,

- MREE AWS BEEHHTRERFREAEE FIPS 140-3 23 RIFHI INZERAPI | 156 iR
Ro FIPSEXTHAFIPSIHRNEZER , BSHEFEELERE (FIPS) 140-3,

BAENB WG RN ZEENHARER (MEFFNE FERFEl ) RAFREHEABRA XA TR
(MEBMFER ) . XBEEMER AWS CloudShell SELE M AWS BRSS A RERRFISIAPI, AWS
CLI, =X AWS SDKs, HATEMNHREHAABAXAFERPHMANEARER LA TITRHND
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= aws:TagKeys ZUYRBERBNZHETEZFREFZER,

MRENBREN TEMBERREBFMAX =GR , IXT RS  ZEAR. NRENMRSN
NTHDFRREZSMBEX=ZMHE , MZENTD.

BXRNEZEEABAC , BHSHMTLRABAC? £ (IAMAFER) v, EEFTSRESRNEIE
ABAC , B HIAMAFEERmPNFERAETE M IARIES] (ABAC).

i eHE$ & CloudShell
TIFIREEL : 2

LIREREEHE BB R, L AWS RS TEER, AXEMEE , SFEWLE AWS RS ER TR
BHEH AWS RS |, B2 W (IAMAFIER) IAMARY & A T IEAHIES",

MREFEARAF B NEB 2 ANEMRAEER , Il AWS Management Console {8 F B =2 I BB
filgn , H&EAWS FRALTINE QBEF (SSO) iE#THEN , ZEIBLKBFIRIRAHER. HE
AP emEREHs  ARMRACH K BEBHRIGHNEILE., BXURAGHNESER , FZH
(AMARFER) PHYBREAE (BFE ).
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/tutorial_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-console.html

AWS CloudShell AFiEmE

BATLAE A AWS CLI S FE s I 2 IGETER AWS APl, ARG, &0 LA X LI B 3 4T 15 1]
AWS, AWS BWEZHRERIGHHES , MAREAKBHEBNA. EXEZEE , BSEFH et
LZEIUEFIAM,

LRI A RN | REEATENTE, BFEEER— AWS CloudShell SR Er k&,
¥ X5l £1E CloudShell
X EE R RIS (FAS) :

HEERIAMAF A BERNITREN AWS |, BEMANER A, FRAELERSH , BAESMIT—
MRIE , ARMREEEMBRSHE S —MEE. FASERERAZEANNR AWS BRS5 UK AWS
ARSS @ kRS R HIERNIER. FASRAEZRSKIFESHM AWS RS RERXE S BETTRAE
FRE , FERHER. EXHERT , ELAEERITXAMREANR. BXRIBHFASE R AIK
RFE , BERERL A2,

CloudShell WRSS A&
YERSAR B

RESIAMAERRSAEEZRTRENAC, IAMEER WAEAIE. SRABIBRES A EIAM,
BREZER , F5H (AMAFERE) AWS RSP EIEA & L[ ZRAUR,

/A Warning

ERRS AR R AL F M CloudShell ZhaE, RATE CloudShell AR EIES I = FiE
BSAE,.

KRS H < A CloudShell
TRBSEXAE B

BSHAXAGR—MHEEINBRSAR. AWS BRSRSAUKARKRERTRENAE, RSHEXA
BHIMELNP AWS K |, FBEARSE. IAMEER AIUEEETERERSHAXABHNR.

HETF B4R KE RG] AWS CloudShell

RINBERT , AR MAERLENEIZRRIEH CloudShel’&IR. ffilteTo LR AWS Management
Console. AWS Command Line Interface (AWS CLI) S 1TES AWS APl, ERFAFPXNEMER
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_forward_access_sessions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html
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FRRATIRENDR | IAMERE G LCIEIAMEKR, AF , EEATLLHIAMERANESES , AF
AURARE,

BT R A0A6E X LR B SR B SO B R IAME T B0 BV JSONERBE | i S RIAMA F s iy &2 1AM
B&o

A< H CloudShellE X MREMEFRE ( BRESMPEFRRENEN ) NIEAFE , B2H (RSFE
NZ%E) AWS CloudShell PRy RIE, TR FZFHH. ARNs

oy
- RESEXEK

- fEA#% CloudShell&

- ATRAPEEHAIIE SR

=

REERIEREK

ETHNNEBRE T EARBWUAEENIKS I, HRZMER CloudShell BiR, XLEERERRE
S AWS IKPFERAE, tIEREEE T H DR  FHERUTERMER

- FTIRMER AWS RE R F BB RENRNIE — EFBAAFNTAERER TR  BEANF
ZENLRBIRTHRIVAWS HERKE, TINERNRAFITH AWS IK/F . BINBWEEDTE L
MNIENRBIK AWS ZEFRERBRE-DBINR. BXESEE , HEH (AMAFER)
KIAWS FEAWS E RS TR E K%,

o NASERRNR-EAIAMEKREIEBINREN , B FIRITESENNR, At , BULUE LER
EZFGTAUURNBERBRITHERE , O AKRENRET. EXEANANRAMPNESZEER | &
SR (IAMAFIER) IAMAF KB FR

« i FIAMER BE F B9 S 4 33k — 25 BR 41175 [7) A BR- 48 AT LATE 3R B 70 378 N 5% 44 LA BR 461X 48 4 RN SR AY 15 1)
PR, Bltn , BAIEE — N REEF G RIEEPMBE R YUMFER KIASSL, MRBEFRIERE
SR ENARNEAR , WE A AFERARARE TN RS RENTHEER AWS RS , filan AWS
CloudFormation, EXEZELR , H2H (IAMAFERE) FMIAMISONERE TE | &4,

« £ A 1AM ccess Analyzer BiEEHIIAME B LA RN RN L £ MIhsetE — A IAM ccess
Analyzer BRI MBI RE , UERBAFSIAMERIES (JSON) FMIAMER{ESE
B, IAMAccess Analyzer 2t 7 100 ZTRBEREMATHEN , IBHEHELLEFNHANE
B, BXEZEL , B8SH (AMAFEE) FM IAMAccess Analyzer SREEIR I,

- EESESHRIE (MFA)-URENFHREZIAMAF L root BF AWS Ik |, B FMFAUR S %R
2, ZERMFAMNEAAPIRE , BEREPRNMFAZYG. EXEZEE , 525 (AMAF
EfE) PHEEBEMFAZ R HAPIRIMR,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create-console.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_your_service.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
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BEXHREMENESELIAM , 28 (AMAFER) IAMFRH T4 BERE,
£ 324l CloudShell&

EIFEAWS CloudShell 2% & , B4R E —ARENR, IENRLAARFEIEHNETEXLEN
CloudShell #RHVFAER AWS K. MRGBLLENRERRENHROVET HHAREE , N T
BAN T ZRREHISEAE (P RAR ) | BHESRTEERTHIEREZET,

ETFERNIRIT AWS CLI SRYAF R EREEZEH SRR AWS APl R , AR FHRSMIT=IRRN
TTHYAPIHREAR B Y IR 1F,

NBRAFPMAGPBARTLUER CloudShell ##& , EEZEN CloudShell
ConsoleAccess@ReadOnly AWS EEREMMEIEE, BXREZELR , BFZH (AFERE) BH
&AM A P 7 A BR o

AFAFESHINE SR

L RBIG BRI RIZ R VFIAMA R ERBM MBI ER - 50N RERMTE RV RE. LREESEEES
A L ERASARES X TR RER AWS CLI XBR. AWS API

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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iam:ListGroupPolicies",
iam:ListPolicyVersions",

jam:ListPolicies",
"iam:ListUsers"

]I

"Resource": "*"

FFAWS CloudShell & 3 #1177 [al 8t 17 U FE HERR
FRALUTEERABELHFAISEEMEE CloudShell F et A AEEFIAY & AL B BIAM,
E3

o BENEUTEHITRIE CloudShell

o BRIEINIT iam : PassRole
o REAFRLUINBA AWS K 5B FRAY CloudShell &R

EERELL T LERITIRIE CloudShell
MRBRFNEIRIETR | RPETUATEMRE | NEXAEIHEB A FITIZERE.

LmateojacksonIAMA PR ZRAERAEH AEEEMny-example-widget BRI FMEEBEEE
FRBREY , eI T R"OI5EIR. awes:GetWidget

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
awes:GetlWidget on resource: my-example-widget

FELBERT , BIEH mateojackson AFKIKEE , LAVER awes: GetWidget BAEEE my-

example-widget &R,
MREFEESY , FHRREN AWS EER, ZNEEARRMUEREZIENA,
LTI IT iam : PassRole

MREBRFEEREE | BRETIITiam: PassRoleldtE , MIAREFH BN R UA T RS AGLIL
%45 CloudShell,

P HERR 85
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BE AWS RS A ERIIAEABKEL1ZRS , MTARAIRMNBSAGIRSHEXEE, it ,
BBMEBF A LSS RSINR.

HEZAWIAMAFmarymajor=il ARG EERHITREN , 2HILLT RHIEEIR CloudShell, B
2, BEANEERFSACMBEFHNRT THITIIEE, Mary FEBFABEEEIRSHNER.

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXFERT , XMEH Mary BYREE S b 4T iam: PassRole #1E.
MRIGEEHE K FHRIALEHNAWS BEER, FHNEERARREMUEZEIEN A
BEATRUABNA AWS K 15 B FEB CloudShell B

AR —1M A , UMEAMKFPHNAFREALNANARTUERZAGKIL RN TR, &7
UEEEESGEY , TNEEAG., X TXHETRIFAREIRTEZEH IR (ACLs) WARSS , BTN
150 R 3 L5 SR g 1) AT 4R T 1 8] S8 Y BHR VAR R

ETHREZER , BZRAUATREA :

- ET#RER CloudShell X#FXLIhgE , iHSHAWS CloudShell Z1{aI £ 1AM,

- ETHRIMAREXNEHEEN TR FRNR , 556 (AMAFER) P/ AWS IkF @ EMIAMA
FREFENER. AWS K

- ETHRNMAEE=FEENEHERALRENE AWS KF , HSRIAMAFEREFHNEE=F1E
HiFER. AWS Ik

- ETHRIABIRE SORIERAFRNR , F25H (AFER) PHELSABSARIENAFRE
HIGRAXER (BREFHRIE) . IAM

- ETHREAACHNETRENREHTERFIFRINX S , HSRIAMAFEREIAMAP R BT %R
B AR

FEAIAMEREEIE AWS CloudShell FRIFFEAER

B R A AR E AR AWS Identity and Access Management , B2 5 Al S EIAMA F B TR,
XFE, XER PR AT E] AWS CloudShell MIERMENTIRE, S A& Al SAOIEREE , ERAHRA
LIEEIX L P AT LTE Shell TR T HRLEIR 1E,

EEAMAFPETHEANENSEREZEET AWS HEEEK, AWSHEXKRERAENEIEMNIEIL
REE AWS, LLTH AWS FEE KB AWS CloudShell RTEAKINEIAME 15 :
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
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« AWS CloudShellFullAccess : RF AR , 3 AWS CloudShell EEX B IIEER SE £ 15 RN
PR

ZAWS CloudShellFullAccess KRB EFBERF (*) REBEFIAME MR ( AP, ABHELA ) X CloudShell
MIEEMNTLHENR, BXLRBHNESZEER , HSHAWS CloudShellFullAccess {AWS & KB
RFERE) .

(@ Note

IAMtEFTBUEZ BB LT AWS HERMKAI F 17 CloudShell, BR |, XERBREA T I ZHN
fRo Hitt , BRNBWEREXEBERNAMAFNIFEAEEXREEN TR TFXERE,

- BEEA  NAMAFRHUTEHRRE | F vl m i S5ARS M7 R ZERNER AWS,

- FERESRIAVAF : FRAFEBRITNARFTRES  QIENEKE 3T AWS BRAR N
RARFIT RN R IFRMRS .

BRMMEERBNESEE , EZH (AMAFER) PRANIAME HR (2H5 ) .

AWS CloudShell £ B E LRI EE R TFIIRIE

EEEIAMA P A ATV IR4E CloudShell |, & 8|26 A CloudShellPolicy & R EE N ERE B E XL
KEE, HE , RERATEMEXIAMER (AR, 4386 ) P ABREE,

Bl | BRI VYFIAMA B[R CloudShell , {BPE I {155 % A T & %M CloudShell SREFEUE AWS
Management Console,

/A Important

E AWS CloudShell MB35 AWS Management Console , IAMAFEEEG T TIRIENR
BR :

* CreateEnvironment
e CreateSession

e GetEnvironmentStatus
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https://docs.aws.amazon.com/aws-managed-policy/latest/reference/AWSCloudShellFullAccess.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html#jf_administrator
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html#jf_developer-power-user
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html#add-policies-console

AWS CloudShell

RAriEmE

e StartEnvironment

GNSRF OBV SR B R BATE R VP E AP —TURME | N EZZH B QIREIAMREE R

CloudShell,

AWS CloudShell £XBR

=g

cloudshell :CreateEnvironmen
t

cloudshell:CreateSession

cloudshell:GetEnvironmentSt
atus

cloudshell :DeleteEnvironmen
t

cloudshell :GetFileDownloadU
rls

X ER TR R

#% CloudShell 388 | £
£ CloudShell iEFFF 8 a4
RmRE , F/KE Web B
AEFRNETARRERE
JBik. WAXPRAVHALE ~{H
{XResource s H LR HY
{Ethe section called “#Y
IAMIKXZE 7~ 5l CloudShel

I

MiE#ZE| CloudShell 2k
# AWS Management
Console,

% HY CloudShell SR EBRYIR

o

MIE& CloudShell ¥3%,

R TIE B URLs

# Amazon S3 , A

F CloudShell &
CloudShell R 4% 5LE &
X, XTEATFVPCIHK

5,

EEF3 CloudShellld ?

=
=

fim

fim

7|

7|
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2% X 2R FNRER FEEZ3 CloudShellld ?
cloudshell:GetFileUploadurl H R MZEEURLs B
s Y Amazon S3 , A

F CloudShell &iX

CloudShell R4 5 mH 1%

X, XFEMFVPCE

=,
cloudshell:DescribeEnvironm HIRINE, S
ents
cloudshell:PutCredentials MRAFEZWERE® D

& AWS Management

Console |, CloudShell
cloudshell:StartEnvironment B E{= LR CloudShell =

IRIE,
cloudshell:StopEnvironment ZIEIEFEIEITHY B

CloudShell ¥3%,

HYIAMBL R 7R CloudShell

LA 74515 BR 4] ) 22 5% B Sk R 5 1 BT LUK [R] CloudShell, X LE/RBIE £ /R AJ#E Shell FFEHHAITHIIR
.

BT BURE HI T2 E48 1517 CloudShell R EIhEE,

"Version": "2012-10-17",
"Statement": [{
"Sid": "DenyCloudShell",
"Effect": "Deny",
"Action": [
"cloudshell:*"
1,
"Resource": "*"

]
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}

LTRSS FIAMAFGRE , CloudShell BZ I 1A RURLSA FXH#H EEMTHHIMZERZ, AR
AT LU S A FIR BEREE | BIInfEA wget EEF iR,

"Version": "2012-10-17",
"Statement": [

{

"Sid": "AllowUsingCloudshell",

"Effect": "Allow",

"Action": [

"cloudshell:*"
1,

"Resource'": "*"

"Sid": "DenyUploadDownload",

"Effect": "Deny",

"Action": [
"cloudshell:GetFileDownloadUrls",
"cloudshell:GetFileUploadUrls"

1,

"Resource": "*"

]

LUTF KB R FIAMA 75 CloudShell, R |, ZERBEILFERATEZNERE R AWS
Management Console | CloudShell 385, IAMERLRBNWAFESEERFREHEU
CloudShell,

"Version": "2012-10-17",
"Statement": [

{

"Sid": "AllowUsingCloudshell",

"Effect": "Allow",

"Action": [

"cloudshell:*"
1,
"Resource": "*"

}I
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RAriEmE

{
"Sid": "DenyCredentialForwarding",
"Effect": "Deny",
"Action": [
"cloudshell:PutCredentials"
1,
"Resource": "*"
1]

BT 7L VFIAMA 7= €2 AWS CloudShell #h3%,

"Version": "2012-10-17",
"Statement": [{

]

Bl {EA CloudShell VPCIRE P & B IAMAX PR

EHEBMEA CloudShell VPCIFE |

"Sid": "CloudShellUser",

"Effect": "Allow",

"Action": [
"cloudshell:CreateEnvironment",
"cloudshell:CreateSession",

"cloudshell:GetEnvironmentStatus",

"cloudshell:StartEnvironment"

]I

"Resource": "*"

TRIZEMFERAVPCHREMER Amazon EC2 R,

EQIEVPCHE |, 7 EAEHACHNIAMERE LM ITE LT Amazon EC2 IR :

* ec2:DescribeVpcs

* ec2:DescribeSubnets

* ec2:DescribeSecurityGroups
ec2:DescribeDhcpOptions

ec2:DescribeNetworkInterfaces

IAMEIE R A S F 1A R VPCHFE Amazon EC2 PR, 2755 H
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 ec2:CreateTags
e ec2:CreateNetworkInterface

e ec2:CreateNetworkInterfacePermission

BINEEWIHE

» ec2:DeleteNetworkinterface

(® Note

PR A 2EEIMR | BiX2FHEMA CloudShell HEIZHENIZR ( 7 CloudShell VPCHE
ENIst|2# % BManagedByCloudShellZ4A4R1E ) FTAEN ., MRKE AR , N ARES
X BEF CloudShell VPCIRE /5 F 3B EENIRIR,

IAMER BT 5T & CloudShellipRIMXPR , BIEHRNER VPC

UTFRGERNMABEANUTRENZTENR , 2 R_EN U TREHNVPCIHFRXEE CloudShell :

{
"Version": "2012-10-17",
"Statement": [

{
"Sid": "AllowCloudShellOperations",
"Effect": "Allow",
"Action": [
"cloudshell:*"
1,
"Resource": "*"
},
{

"Sid": "AllowDescribeVPC",

"Effect": "Allow",

"Action": [
"ec2:DescribeDhcpOptions",
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeSubnets",
"ec2:DescribeSecurityGroups",
"ec2:DescribeVpcs"

]I
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iy
{

"Resource": "*"

"Sid": "AllowCreateTagWithCloudShellKey",
"Effect": "Allow",
"Action": [
"ec2:CreateTags"
1,
"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {
"StringEquals": {
"ec2:CreateAction": "CreateNetworkInterface"
},
"ForAnyValue:StringEquals": {
"aws:TagKeys": "ManagedByCloudShell"

"Sid": "AllowCreateNetworkInterfaceWithSubnetsAndSG",
"Effect": "Allow",
"Action": [
"ec2:CreateNetworkInterface"
1,
"Resource": [
"arn:aws:ec2:*:*:subnet/*",
"arn:aws:ec2:*:*:security-group/*"

"Sid": "AllowCreateNetworkInterfaceWithCloudShellTag",
"Effect": "Allow",
"Action": [

"ec2:CreateNetworkInterface"
1,
"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {

"ForAnyValue:StringEquals": {

"aws:TagKeys": "ManagedByCloudShell"

"Sid": "AllowCreateNetworkInterfacePermissionWithCloudShellTag",
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"Effect": "Allow",
"Action": [
"ec2:CreateNetworkInterfacePermission"

1,

"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/ManagedByCloudShell™: ""
}
}

"Sid": "AllowDeleteNetworkInterfaceWithCloudShellTag",
"Effect": "Allow",
"Action": [

"ec2:DeleteNetworkInterface"

]I

"Resource": "arn:aws:ec2:*:*:network-interface/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/ManagedByCloudShell":

AVPCHEE B IAMZ A+

IETLAER CloudShell# ¥ E S8 #TVPCIRE , NENVPCIMEREFANNRIRS], L& TS
EVPCHME R LMERMTREEAN FMME LA,

CloudShell ZEIAMSRHE 1 TFF LA T SR F 82

« CloudShell:VpcIds— AFHIEL — = Z 1 VPCs
« CloudShell:SubnetIds— AFHIEL —PHZNFH
« CloudShell:SecurityGrouplds— ARFIRIEL — N2 NEL4A
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® Note

MREHT BERIFE L CloudShell FRERY F F B9 R LA 18 A0
Xfcloudshell:createEnvironmenti2{ERRSE , A1PBA TG R EM B L HIRE,
BR 6 NREEEHNEFHRHIAMERE HZRMIINIAE LR ENIHEAR |, W AH; 5
FERZRFEIERMAMEKE , AEBEREKS PEEA CloudShell A #8ER CloudShell Web
AP SE (#81E - BIERIR ) FIMBRIAEH L CloudShellFhiE,

™ A VPCIRIE 54 88 19 R B =Bl

LR RBE RO E A4 RFIHTVPCIRE, tIZEAMERHFNKEEEAE , NERASNAEH
DOREEE A

HBRAF{REIBVPCINEHEL IR N HINE
NERAF RBERIEVPCHE | FEAELNR , MU T ROIFFR

{
"Statement": [

{
"Sid": "DenyCloudShellNonVpcEnvironments",
"Action": [
"cloudshell:CreateEnvironment"

]I
"Effect": "Deny",
"Resource": "*",
"Condition": {
"Null": {
"cloudshell:VpcIds": "true"

LA IERBEVPCs, FHMHEREA

B AP B RBENVPCsAZR , StringEqualsiEfEAK Ecloudshell: VpcIdsRHWE, LT
TMEYE A B Rlvpe-1Fvpe-2 ¢

{
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RAriEmE

"Version": "2012-10-17",
"Statement": [
{
"Sid": "EnforceOutOfVpc",
"Action": [
"cloudshell:CreateEnvironment"
1,
"Effect": "Deny",
"Resource": "*",
"Condition": {
"StringEquals": {
"cloudshell:VpcIds": [
"vpc-1",
"vpc-2"

EE4 AP HRBENVPCsSASA , StringEqualsiEfEAREcloudshell : SubnetIds&AHIE,

AT Rpl3E4 B P ifE subnet-1fMsubnet-2 :

"Version": "2012-10-17",
"Statement": [
{
"Sid": "EnforceOutOfVpc",
"Action": [
"cloudshell:CreateEnvironment"
1,
"Effect": "Deny",
"Resource": "*",
"Condition": {
"StringEquals": {
"cloudshell:VpcIds": [
"vpc-1",
"vpc-2"
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]

B4 AP RS ENVPCsSAZA |, StringEqualsiEEAK Ecloudshell:SecurityGroupIdssk
HHE. AT ROIELAFHRsg-1Fsg-2 :

"Version": "2012-10-17",
"Statement": [
{
"Sid": "EnforceOutOfSecurityGroups",
"Action": [
"cloudshell:CreateEnvironment"
1,
"Effect": "Deny",
"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals": {
"cloudshell:SecurityGroupIds": [
"sg-1%,
"ngg-2"

RTFAFCIZERREVPCEENIME

EAFRPIBRBERNVPCs , StringEqualsiEfEAK Ecloudshell :VpcIdsRHMWE, LT Rl
AREAFIERvVpc-1Mvpc-2 :

"Version": "2012-10-17",
"Statement": [
{
"Sid": "EnforceStayInSpecificVpc",
"Action": [
"cloudshell:CreateEnvironment"

1,
"Effect": "Allow",
"Resource": "*",
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"Condition": {
"StringEquals": {
"cloudshell:VpcIds": [
"vpc-1",
"vpc-2"

EATRAPIERBENVPCs , StringEqualsiEfEAK Ecloudshell: SubnetIds&H4WE, LT
R AR PR subnet-1fsubnet-2 :

"Version": "2012-10-17",
"Statement": [
{
"Sid": "EnforceStayInSpecificSubnets",
"Action": [
"cloudshell:CreateEnvironment"
1,
"Effect": "Allow",
"Resource": "*",
"Condition": {
"ForAllValues:StringEquals": {
"cloudshell:SubnetIds": [
"subnet-1",
"subnet-2"

EATAFBRBENVPCs , StringEqualsiFfEAR Ecloudshell :SecurityGroupIds%& M4y
B, ATRBIAFAFHEESsg-1Msg-2 :

"Version": "2012-10-17",
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"Statement": [
{

"Sid": "EnforceStayInSpecificSecurityGroup",

"Action": [
"cloudshell:CreateEnvironment"

1,

"Effect": "Allow",

"Resource": "*",

"Condition": {
"ForAllValues:StringEquals": {

"cloudshell:SecurityGroupIds": [

"sg-1",
rsg-2"
1
}
}
}
1
}
7 AR AWS BRSS

CloudShell £ A& T & FXHIAMESE AWS Management Console,

(® Note

EFREEFZAERNIAMIER AWS Management Console , #& 247
Bcloudshell:PutCredentialsi R,

KX 7 & 9 % IEThaE CloudShell EF{#H AWS CLl, B2 , ¥ FMSSTHBANIAMAF AWS iR
% APMAZTEE AR,

Blan | BRIRIAMA F FEE6E Amazon S3 FEM A R XAHEN XN R LR LMA]. & A6 FH R
XERENRE, IAMERERETREA AN EERS , TESETREEISONE X R T
B, tIERERE , SUNERMNBMAEAXIAMES (AR, 488 ),

BXRMNEERBNESES , BZH (AMAFER) FHRNIAMES BRER (ZHE ) .

FRAMEE AWS CloudShell

AR EB A B E A ic F ML AWS CloudShell 5Ez FMEEE CloudTrailo
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FE A% $E5ES CloudTrail

AWS CloudShell 5 AWS CloudTrail—IRFERK , ZRFEEAF. AREH AWS RS AHREIR
% AWS CloudShell, CloudTrail fFFrEAPIFEILHIR AWS CloudShell RE#, IR AR IZEXRB
AWS CloudShell &% & /Y8 B Ffxf 124 & B8 # A AWS CloudShell AP,

MREBETIREE , WAL AR CloudTrail B4 354845 A BITL 2 8] 2 72 4% BRSS (Amazon S3) 1
. XSFELLT SN : AWS CloudShell.

MBEARBEREE , BMATLUE CloudTrailiB§| &M “SHFA LRIk PEERFTNEH. FRHK
EMEE CloudTrail , BAIUEMEXREROEHELR, Hli0 , B0 LAFEE @ BNERAZH AWS
CloudShell , AIA T & HiERH IP #bit, A H 75 RURMAE & HER,

AWS CloudShell £ CloudTrail

TR E TREFEE CloudTrail BEX 4+ H) AWS CloudShell &4,

® Note

AWS CloudShell JEzh 2 #E :

« *RIAXEB—NIEER (RiE) APIAA.
« X/MAEnvironmentS#EE shell ARHITEIRENEGEHER,
« XAMAAELayoutkE CloudShell4 i H B P X I B8 iE T+ o

CloudShell F#5&3) CloudTrail

EHE™W iR
createEnvironment £ 07 CloudShell 338t & 4,
createSession 24 CloudShell 3 EMIERER X E AWS

Management Console,

deleteEnvironment TEMIBR CloudShell 38Rt & 4,
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RAriEmE

EHER

deleteSession

getEnvironmentStatus*

getFileDownloadUrls*

getFileUploadUrls*

cloudshell:DescribeEnvironments
getLayout*

putCredentials

redeemCode*

sendHeartBeat
startEnvironment
stopEnvironment

updatelLayout

B “wR” —EANEHSIRE CloudShell#

EventBridge AWS CloudShell 17zh#1 1

DU

£ B3 5527 CloudShell 3ET -+~ H12 1T AY 1L T
A S E WM BRET R £

£ ZFE CloudShell S BIRASET &K &,

4 B B T i@ CloudShell CloudShell P4 R
THXHENTZLSE Amazon S3 URLs It & 4.

4 KA TEA CloudShell M TT &M £ X4
& & Amazon S3 URLs Bt &4, CloudShell

HRIRIE
ERFELFTTIRETR CloudShell BT X4,

HATEZIMWESR CloudShell # AWS
Management Console ¥ & B & 4.

£ CloudShell* M B # RRFIFT TN TEREHF
WM AL, BB A EputCredentials
SHEH LS EE CloudShell FhiE

BT #iIAL CloudShell iE&: FEFIRE
£ CloudShell SRE B BB & %
1£1Z4T CloudShell S BE LRt R &,

RiFfaMs Web NAREFH S BIHRRE,

i FF B9 P % B8 BRI T+ o

£ EventBridge | , A LB EFE EventBridge W EI S AN PChg 4y = 4F ot ERENHY B ¥R e, &7
PAEX —%HN , BR3E CloudTrail BEXHHIEFHEHH AWS CloudShell #EERIEEEXEM B

PRIRES

AWS CloudShell £ CloudTrail
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flan | BAILAEAput-ruled S8l EventBridge MM, AWS CLIFput-rulelMAAEDTE
EventPattern 2 ScheduleExpression. XM ERECENEHE , 2A1&HH EventPatterns BIFN,
EventPattern X+ AWS CloudShell 5&3f :

{ "source": [ "aws.cloudshell" ], "detail-type": [ "AWS API Call via CloudTrail" ],
"detail": { "eventSource": [ "cloudshell.amazonaws.com" ] } }

BXEZER |, 55 Amazon EventBridge f FF#85 EventBridge PV EHFEHER

EHHIUE AWS CloudShell

ERZANEAITRIN—EBD , E=FFITIHX AWS RFHWEZ L4 AWS SR #1784,
AWS CloudShell FFELTEMITHI :

SOC

AWS REMALEF] (SOC) HMERMVUME=ZFRERE , BTE RN AWS KT XBEMIZHEIM
B #Ro

AR S5 SDK SOC1,2,3
AWS CloudShell CloudShell v
PCI

TRFTUHBIEZ S (PCIDSS) REZ e EZ R SEEBN T BEEPCIZEE , ZZERASHXE
1=zi8. Discover Financial Services. In JCB ternational, Worldw MasterCard ide®Visa Inc.]3Z,

ARSs SDK PCI

AWS CloudShell CloudShell v

ISOLA K CSASTARIAUE R AR S5

AWS ERB/FEISO/
IEC27001:2013, 27017:2015. 27018:2019. 27701:2019. 22301:2019. 9001:2015 1 v4.0 IEMN
INE, CSA STAR CCM

EMMERAE 102


https://docs.aws.amazon.com/cli/latest/reference/events/put-rule.html
https://docs.aws.amazon.com/cli/latest/reference/events/put-rule.html
https://aws.amazon.com/compliance/soc-faqs/
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AR S5 SDK ISOLA K CSASTARIAER ARSS

AWS CloudShell CloudShell v

FedRamp

BRIV RN ER TR (FedRAMP) R —IXEBMFEEMNITY , ENATFRARSHERETE, &
ARG R AR AT %

R SDK EE#ERAMPE AR EERMERAMPE &
(/A ) (GovCloud)
AWS CloudShell CloudShell v v

Bk CC SRG

EPsEE (DoD) ZItEZ L ERIER (SRG) N =RFIEAM (CSPs) 121 THELH T FRBURRE |
PR ER IR G RN , SUEAIEER N BRI E P RHRS.

BN EPFFEE CC SRG 1T MTANM RS FF4b F A TIRE -

o E=HITEALS (3PAO) 1T : FAVMEE =51 (A4 B 81 EEX X TR S #1711

- BREBENERS (JAB) BE : ZBRES B EEESIABFE,

- ERSEERESE (DISA) FE : ZBRS BRI EEESDISATE,

BRS5 SDK EfsEf CC HEHFEECC EBp#ECC Efp#fCC  HEPRsEB CC
SRGIL2 ( &=/ SRGIL2() SRGIL4() SRGIL5() SRGIL6 (AW
) GovCloud  GovCloud  GovCloud S #MEX
)
AWS CloudShell 3 PAO i¥ FiEA TiE A TiEA TEA

CloudShell 15
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HIPAA BAA

1996 F 1Y (REREREHEMEMFEIZTE) (HIPAA) B —TEAIPEE , EXRHIEERIRAE , SR BURH
BERREETHEBERERTHBNIERN THIKE.

AWS EZREAR H IS RAEHIPAARES T2 i B, FRAEHSIRIPOVBEEE (PHI ). It
S\, B 2013 7 B2 , AWS RbEEFFIRERECAE LA LEKR (BAA).

BRS5 SDK HIPAA BAA
AWS CloudShell CloudShell v
IRAP

SR ZEEMTME AR (IRAP) ERAFILBAFEF e WL EHMEFIERERE R , ABEE
HNFEER , UERBRARLEMEZREH O (ISM) FEHN CRAFLBFESZLFM) () HER
(ACSC).

BR%% A ZE(E* IRAPZ R Y
AWS CloudShell TEH v

*in A Z R A A B EIRBIE RN IRS . AWS fitn | FERIRIAMEKBE , A Amazon HIRE R
(ARNs) FiEX AWS CloudTrail B &,

MTCS

ZREREE (MTCS) 2 AR EMNF MK Z L EE IR (SPRINGSS 584) , EF 1SO 27001/02 E &
ZEEERE () frf. ISMS
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AWS
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I
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SDK EEFRI ZEFRIH ZEFEDP ZEHES
(=B (BFE (H#HIX ( 4t
M) M4t M) BRI )
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CloudShel v v v TEHR

I3 BHR
FER TER

SITEEHIES B X (C5) REEBUFXIFAINEITX , ABRFBESERLPNE (BS|) EREHE , B
EHRPELEREBRAN sREFRZ2EW NERTEASRSHIIAZELR S , BHERAIRLE

Ko
ARSs SDK ch
AWS CloudShell CloudShell v
ENSE

ENS ( Esquema Nacional de Seguridad ) AETHXIEA M BRI AR EEIHAMCCN (EREBBZEF L ) H
E. XBEXIRFPEEMVENERRNFNFEER,

BRS5 SDK ENS&
AWS CloudShell CloudShell v
FINMA

WRTE@TZEER (FINVA) RETHMIEMTZEENN, AWSSFINMAERN —HMRATR

MY BAERTERBRSEENHNANTS NSRS RHEESNHENIFEER,

SMERIE

105


https://aws.amazon.com/compliance/bsi-c5/
https://aws.amazon.com/compliance/esquema-nacional-de-seguridad/

AWS CloudShell AFiEmE

AR S5 SDK FINMA
AWS CloudShell CloudShell v
PiTuKri

AWS B PiTuKri ERREF—HBXRATBINBERFT ZREMEE B TraficomMN = RFIREE ESHIHA
EFERE,

R SDK PiTuKri

AWS CloudShell CloudShell v

BXBEASHITREE AN AWS REHIEK , FSHERITIEENHWAWSRSZEMITRIR. BX
—RELR , FSHEAWS &M iTRIAWS,

BRI AER TEE=ZAFITIRE AWS Artifacte BXEZER |, 1HSRE Artifact F FEIREE AWS
Ar .

EIEEA AWS CloudShell R IEMRERUR T ENBTENBRBME, RATNEN BIRUKERRER
FEM. AWS BE T U TR RERNRFBHSNI S

« ZESEHMREANTEENRTREERSEN , ARRTELEBEALZENERNUEANER
HEERENS R AWS

* HPAAZE5EMEMAKR Y — AARBHR T 2T AAER AWS KEIZHIPAARFEERN A
EFo

- AWS EMERAWS — W TEBNIEMETEEA TEMENTLMAAEHX,

- EAAWS Config 7F & A G 3R R 14 %R — 1% AWS Config RS ENRREBEES X
BELRESNIRE, TLgNFEM,

« AWS Security Hub— It AWS JRE A2 H T BN REMD AWS | BHERERBFTARETIL
FRAEF R ERER,
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AWS £k EfRERE S AWS XEEMTAXMEN, AWS XERAS N EREEMEE A A
X, XEARBESIREERE. aFHENSETROMENRE, MATARX , BULUEITHREETH
Xz ELHh it BRI AR EBNNARFNBEE, SEENENRZSNBEFOLEMIZEML
AAXEEESHA A, FEMENATT B,

AR AWS XEMAAXMNESEE , TERAWS £REM IR,

BRT AWS £ ZkEMZEI | & AWS CloudShell Z1FA T HEER X AN BTFEHMNMZHFR !

o BREQNEHRMEBNN XH AWS CodeCommit, X2 —I Amazon Web Services & B bR 4512 &
RS, A ESHFRANEENERRS, XEEFASEXH, FRABMN-#ExH, EXES
{E8 , {5 CodeCommit ZEH 5H AWS CloudShell,

« 5/ AWS CLI BAEHRIEEET B FHM AWS CloudShell X4 , FFEeM1ERIT KRR INE Amazon
S3 FEWEHR, BXxHl, iBHSHE AT AWS CloudShell,

Y E Rl iR <2 AWS CloudShell

ER —IEE RS AWS CloudShell , % AWS £IKREZ LR, BX AWS B RSUR M
AWS R EMZENER , BSHAWS =% ¢, EFAEMEREZSWRESTERFRIZITRN AWS IR
¥ , #2019 S AWS ecurity Pillar Well-Architected Fram ework A8y &A1& R,

B LAMER AWS E X RYAPIFEAY AWS CloudShell BE M #1THE. BEFWmAMZIHFUTAR

- BRBERS (TLS), BMNFEETLS 1.2, BIWUEA TLS 1.3,

- BEEREXERRZEMNZBEY (), 0 ( Ephemeral Diffie-HellmanPFS ) = ( Elliptic C DHE urve
Ephemeral Diffie-Hellman ) . ECOHERZHIR RS ( W Java7 REERAE ) IRIFXLER,

A, BAERGRIZL ID MEIAMBREAXBRNAEHEBANBERFTES, IE , BUUER
AWS Security Token Service ( AWS STS ) £ Ifit Z £ FIERITFERFIITZEE,

® Note
EIABERT , AWS CloudShell Bl AITEMENRETLRER ST,
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LT HFHEHNZE&ESE AWS CloudShell

UTREXIKRE-BRESEN , ATRRZEEZEBRIR, ATXEEEIKRAETEERNTRAE
BIEMVERR |, Rt BMNBUERENANBRANEESIMARL S,
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o {EAIAM R T K EE SR IR A5 RIAXER , AWS CloudShell R REERITEABERAIRE (F)
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- BOEIAMEEAF I EBRBEHE  fIAF., AGHSEEN.
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- ERESTWARF Shell 4K H Shell BIA 281 , BERFERVLE, BXIEHERIA shell TREHNE
ZER | FSRERABAMEH shell,

s FEARBLZLEMEMRAESRSES , W AWS CodeCommits,
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UTREXZEMNE L EZERES CloudShell.

« B 3h shell 2FIEA 7 WL AWS #iizE CloudShell FE AR ?
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BXEZEER , FEHABRASREEVPCIEHIEL 62N RIS,
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BEZEEE FAQs
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BFLELFEZRRE,
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DU

AWS SAM CLIZ—/13F AWS
Serverless Application Model
BARA N AR FREEITR
N SITIE, BAILRAT
ZWES. HhaBFELH
A Lambda & ¥, AELERSFR
N R o 2 3B I LA K IR
NWEBRSSRNAERFHBER S
iho AWS

BEXEZER , B3R (AWS
Serverless Application Model
& ARISED) REWAWS
SAM CLIGE 5%,

AWS Tools for PowerShell iX
Lt PowerShell R Z2ELNFFH
IheE & At ¥R AWS SDK
for NET. £/ AWS Tools
for PowerShell , &0 L@
PowerShell ii 5 1T4RE AWS
BIRIRERZ,

AWS CloudShell il Z 2y 1&
BRILARA (AWS.Tools)s AWS
Tools for PowerShell
BXEZER , H5HE (AWS
Tools for PowerShell i 15
m) PowerShell P EFHAWS

IE,

MRAME B

sam --version

pwsh --Command ' Get-
Module -ListAvai
lable -Name AWS.Tools
.Common''
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Z{TRIF AWSSDKs : Node.js #1 Python 3

=178 AWS SDKs
B

Node.js ( #F npm )

SDKfo JavaScript r 7£ Node.js
th

Python

DU

Node.js &—“* JavaScript i
18t , EEFLR T RER
RWNA. BXEZER , &
28 Node.js B 5 M3k E#I T
o

npm 2E—NIEE:R , BHx
JavaScriptfE R 7E 4 SE it R 49

. BXREZER , BEH
npm B J7 ML B3RS,

BHEFF A EH (SDK) BE R
SIELS# S3, WSE, Dy
namoDB F1I & #h 7 AW
SRR JavaScriptxf &
EC2 , #BhE{LHmEB., SWFE

XEZEER | BESNAWS SDK

for JavaScript FF & A R 155

Python 3 E/ERHFENFTIAER
FREM, Python 3 BRFEMIANR
= ZmIEIE S HBIARRE (Xt
Python 2 B9 E2F 2020 &
1R ). BXEZER,

B2 5 Python B A M RIS

A MR Pip , X2 —
MERA T Python W HEEZR
KRR, B ERLSST
BRMNELZRE| ( Hl20 Python

EFaERE| ) PRI Python

e, BREZER , FE5H

MRAME R

* Node.js: node --version

* npm : npm --version

npm -g ls --depth 0
2>/dev/null | grep
aws-sdk

* Python 3: python3 --
version

* pip: pip3 --version
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SDK3& A F Python (Boto3)

FRITEM Shell ZARERF

FARITEF Shell RAERF

=1

bash-completion

iR
Python T 8 Bl # 1R A M X
o

Boto & Python FF & A & A3k
B2, RENEENRGTR
E4 (SDK) AWS BR% , fin
D EC2FIE &% S3, SDK
RBHET EOXRAPIE easy-to-
use 1 [a] #X PR K R i [l 4 BR o
AWS R

F2EE , H5H Boto3 X

DU

bash-completion & —> Shell
HBES , ATBETIE Tab 8
BRI BRANGDE
S8, WA LAE /usr/shar
e/bash-completion/
completions HAHKRE
bash-completion 3z 1% #9514
Do

ENRHENTSREENT
FRINEE , AMIREVIZIZE R X
., Bl , EX Gt mHiRE
BaIERINEE , EEH AR
T—17 , .bashrcXHEELHE
#Y AWS CloudShell £i&FF 1A
B, ZIIEEEATA

MRAME B

pip3 list | grep boto3

MRAME S

dnf info bash-comp
letion

F % T E Shell EARF
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CodeCommit & F Git #IE
ATEA

Git

iputils

iR
source /usr/share/

bash-completion/
completions/git

MREERABELTRHA
BEe/RmEEAEER
& ($HOME) & , AFEEMN
.bashrc HIREE1 1,

BEXEZER , $2AZMA
KYREADMETUE GitHubo

git-remote-codecommit & —4
XAIE , eREHET—HEY
¥ & Git \ CodeCommit 7Fi&
FE PR AR Y fE 2 75
E. XRXBFERARKRSTHRE,
S iRMER MGt EiEE L
EENEER

BXEZER , H5H (AWS
CodeCommit AF{Em) git-

remote-codecommit® KJAWS
CodeCommit SHTTPSIE
RESR.

Git £ — M AR R EIR
%, TEE S X TERENN
BE X EIR BT K5
B, EXESEL , BSH Git
& 25 Mk LB A,

iputils 2 22E AT Linux
KM ARERF. BXFTiRM
SABRFNEZEERE BTSN
Lt #Y iputils Ff&PFF. GitHub

MRAME B

pip3 list | grep git-
remote-codecommit

git --version

iputils T2 RHI :
Vv

arping -
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https://docs.aws.amazon.com/codecommit/latest/userguide/setting-up-git-remote-codecommit.html
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iq

kubectl

make

man

nano

procps

DU

jo SRRREFITISONER L
BEAE R BB SITEIREEE
WWEEH, BXESZEERE B
SRTEEN jg FM. GitHub

kubectl 2— N HTILE ,
BT EH Kubernetes 5
Kubernetes 58 #Y 42 5l F 3
TBE. API

make SEFAEFFEH
makefiles BHzZIHITESFE
HALRBRF, BXRESE
£ , #2¥ GNUMake X #%,

man S RHBSITEAER
MIEWNFMu, a0, man

1s REFIH B FABH 1s o
THFMR. EZEE , BES
¥ Wikipedia B man 18k,

nano 2—F/NEBAFK
W, ETFXARENRE
. BXEZER , BESZH
GNUnano 3 #4,

procps =—NRAEELARE
F, AATSEMNELESFIE
EETHHE, BXRESER
, BZ R %I & o] LLE R procps
B1THFEFBYREADME X #-

MRAME S

jq --version

kubectl --version

make --version

man --version

nano --version

ps --version
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SSHE P iR

sudo

tar

tmux

unzip

vim

DU

SSHE P imfEA &£ shell th
WEZEITEH#HITINEE
£, Op SSH en R Z %K
SSHEF i, MR TMREZE
B, A BERAFAEREFHLFS

SHM #4BSD,

£/ sudo AR , AFH
DERHEMAR (BERBR
AR ) NERENRETER.
LEEEURREERGHE
KRN AREFA , Sudo 3EER
A. BXEZEER , BZH
Sudo Fift.

tar B— PN SITEAER
ARATFESZSANAXETAEEAN
EEXH ( BEWMA tarball )
F, BXEZER , BESHAt
GNUar 34,

tmux E—PMRIRZKRERRE ,
AATEZANEOQRERET
TENERF. BXEZEE

, BSREENE tmux B 1E
=,

BEESEL , B2 zip/
unzipo

Vim B —NA B E X 4wE
2, BALUBESE T AW
RESZ2XE, EZELR &
24 vim.org EIR K STRYR
Ro

MRAME B

ssh -V

sudo --version

tar --version

tmux -V

vim --version
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https://www.openssh.com/
https://www.openssh.com/
https://www.sudo.ws/man/1.8.14/sudo.man.html
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https://www.hamvocke.com/blog/a-quick-and-easy-guide-to-tmux/
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https://www.vim.org/docs.php
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wget

zip/unzip

Docker

DU

wget R —Mit&EHERF AT
M T1TH R IR SIS ER Web
BEBRREAR. BRESE
B , #ZH GNUWget XX 14,

zip/unzip SERAEFERFEX
HxX , IEFTEXRBIENE
RTRELTHRBIEESR. BH
zip R X D EHESRE
BAEXP, £/ unzip 7
MPNXHRERRIEER X
H,

Docker —1MATH K. &
BAZEITN AR RFE
Ao Docker &7 LRI A
EFRSEMEMDTT , UE
RIBRFH M. ©EIREE
EAE I Dockerfile AWS
CloudShell , #fEH &k
% Docker %7, CDKAEX
Docker Z#F MLt AWS X1
BR , BZRAXZEN AWS X

5., AWS CloudShel R iZ Hl
i& , Docker EFR BRI ZEH A

fR. MREHWENEHRAK ,
& K FER Docker B &
0%, NagEaSHEE. §
X Docker WEZEE , 2
¥ Docker X 141EF

MRAME B

wget --version

unzip --version

zip --version

docker --version
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https://www.gnu.org/software/wget/manual/
https://docs.docker.com/guides/workshop/
https://docs.docker.com/get-started/overview/
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&% AWS CLI ZfREVEB %

5 CloudShell MEFRMLZENHRRG—# , ZAWSCLI TELBAHEHRERARNELL4 T, W
REBRWBRIRS up-to-date lx4 AWS CLI , AIBLEREARTEFNEEZPFHILTEZIE,

/A Important

BEEEFTH R AWS CLI FFEHRERAX , BUETIRE 3 CloudShell 2FRN T, ZFTAE
B, RENETK Shell 2iEF , RiNE $HOME Z /K B Fr X4 RFEMIBR. A | =
RKIEIARE AWS CLI , EXR B3I EH. RAOER , EEEHMNZE2T 2ENRE.
BXTEAWS HEEERNEZER |, HSEFPHEIERFT AWS CloudShell,

EZE AWS CLI

1. £ CloudShell S 1TH , FEAcurl® o AWS CLI ELXENESH R A EHE shell :

curl "https://awscli.amazonaws.com/awscli-exe-1inux-x86_64.zip" -o "awscliv2.zip"

2. NWEMIXHRH‘THEESS

unzip awscliv2.zip

3. ENIERMBEEXMX , 51T AWS CLI RERF :

sudo ./aws/install --install-dir /home/cloudshell-user/usr/local/aws-cli --bin-
dir /home/cloudshell-user/usr/local/bin

MRLZERY , B TITRERUTHEE

You can now run: /home/cloudshell-user/usr/local/bin/aws --version

4. ATHEERN , RNBEVEERNERH PATH IMETE | XHFEIEIT aws PR MEZEEIEN
TREE

export PATH=/home/cloudshell-user/usr/local/bin:$PATH

%% AWS CLI BRI E B F 122
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(@ Note
MEBCELLEHRPATH , NEBIAERT , TE2ERER RN aws S FERATMEE AWS
CLI B9 RRZR,
£ Shell IMERLRE=F MY
® Note
RNBWEBERNITTERBELRREIMNE=NARFZE , AEFZETEHEER, AWS
CloudShell

EINBER T , FTE AWS CloudShell AF#E%E sudo R, EHik , BALAERA sudo HEKRE
% Shell itERED E A AN MY, Flin , S ERADNFHRHZEBREAREFsudo# TR
Fcowsay , ZXEABRFRERTEUT EENTGFNASCIZARE R -

sudo dnf install cowsay

KRG, BELUETRA echo "Welcome to AWS CloudShell" | cowsay REFHLZENE
Fo

/A Important

Package EE T E , il dnf HEFLEEBZP (HlE0 ) /usr/bin , H{RH shell 2iFLE
R, XERFLHER, XEREEESNQFENEM EZRMER MK,

55 A I 2= 1& 2k Shell

NRIEEIEWERIAR Shell /38 | A LAREBEIRZ 3N Shell SERE 212 1TH Shell B, EXHER1IA
bash shell B3hAt , .bashrc BIARE&IZETT,

£ Shell IMEHRRRE=F KM 123
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/A Warning

MR EEEIRMISHT .bashrc X, MLAFITRET LG EEH Shell 3R8, HERENXHZ

Bl , RIFEHE—BOXHRIAR, EETTLESRE .bashrc RHEI T FH S Shell KEER
f, WMRBTE— Shell PFEEFRINEE , MPBATAZFKEIS —4 Shell , 7 Bl ABREME
G

MREREEIR . bashrcREMBEMXHFFHEZLE T IHEINE , WA LUEIMIBRE B & AWS
CloudShell3k 1k & HBRINZE

EWERES | BFE®R .bashrc B | LUEEH Shell 3138 B3 Y1 2= 1T Z shell,

1. FERAXZAEYERR (I Vim ) 777 .bashrc :

vim .bashrc

2. HERESHRAET , RIBFTEREE, AERIUTRE

zsh

3. EEHHRERBESEN .bashrc XH , 5 Esc HA Vim S EXHWMAUTHE :

wq
4. fEM source D EHME .bashrc X# :

source .bashrc

HwTITREBXATAN , RAFSEERN s KRB EEEREA Z shell,

AWS CloudShell MIEBAL2E] AL2 023

AWS CloudShell & F I 3% Linux 2 (AL2) , B EFBEIT D% Linux 2023 (AL2023), B3 AL2 023
NWESEL , BSHIDH Linux 2023 BFPEETHHLART D% Linux 2023 (AL2023),

5 AL2 023 , BRI LAE AR MHAFTE TEHEHEIE CloudShell #1738, CloudShell <A I E
NEZEE , BSRMETEN Y,

AL2023 M E T E# 1T T ZW i | SIEEFRANEMAS , 70 Node.js 18 H Python 3.9,

M Amazon Linux 2 iF# %] Amazon Linux 2023 124


https://docs.aws.amazon.com/linux/al2023/ug/what-is-amazon-linux.html
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® Note
£ AL2 023 & , Python 2 ETEREZEM CloudShell3ig —i2 R i,

BRAL2H AL2 023 2B X EXFINEZER , SR (L7 Linux 2023 AFERE) PR LRI
S# Linux 2 AL S #h Linux 2023"

MREEFEMEENE |, HEKR AWS Supporte IR ATEATE AWS re:Post EERERFMEMAIB, H{Ri
ABT AWS re:Post , {RATBER E & F AWS,

AWS CloudShell i£% FAQs
IR RAXM 023 IEBAL2E] AL2 023 #y—LLE R FBHER, AWS CloudShell

- WRXEBSFWMENEMEM AWS BRIR ( HIAE1TH Amazon EC2 324l ) AL2MG ?
- EBE AL2 023 ELERMLERHFT ?

- RALUERTERE ?

- REEBNIEM AWS CloudShell SRE BB Z 17 ?

EBE AL2 023 2B EMEM AWS BIR ( Fla0iZ1T8 Amazon EC2 =41 ) 15 ?
AL2

BT &K AWS CloudShell BREZ 4 | REEMRSZERZINATIBEAT N, XSTREETEDE

A 2R 2R 5 15 9] B9 &R AWS CloudShell, flin | R &8I T —NEHE EZ1TH Amazon EC2 =4
AL2 , N~ TBE AL2 023,

IBEAL2023 5, EERHETEETEIL?

AWS CloudShell MEHH BEMELEN G, ETHEMZERGNZEIEK , BSRMELENRYE,
AWS CloudShell FF44E R FiX L8445 | Python 2 B4k, BxH 023 BENBREEZANTERX
Bl , BSRLBRAL2AL2H] AL2 AL2 0 23, X FHEERE AL2 023 2 5 BTERENBFERHF SR
RERNVEF , RINEIUEEBZR Supp AWS ort I HIE,

HALEETERD ?

T, B F R HTER, AWS CloudShell FREHERE AWS |, At , FAIBHRER S AR T AL2
023,
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https://aws.amazon.com/contact-us/
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https://docs.aws.amazon.com/cloudshell/latest/userguide/vm-specs.html#pre-installed-software
https://docs.aws.amazon.com/linux/al2023/ug/compare-with-al2.html#package-changes

AWS CloudShell

KEeB NEM AWS CloudShell FRERIEEZ 4 ?

RAriEmE

AWS CloudShell F#ZREBAFNEB FK. BXREZEER |, SR AWS CloudShell ik 55 BR 21 # FR
o MRBHEEXHRPFE TEAXHREE , ABBRENHCERD , BN TR 6 0IEFEF
#17.

AWS CloudShell E# FAQs 126


https://docs.aws.amazon.com/cloudshell/latest/userguide/limits.html#persistent-storage-limitations
https://docs.aws.amazon.com/cloudshell/latest/userguide/limits.html#persistent-storage-limitations
https://docs.aws.amazon.com/cloudshell/latest/userguide/getting-started.html#home-directory-backup
https://docs.aws.amazon.com/cloudshell/latest/userguide/getting-started.html#home-directory-backup

AWS CloudShell AFiEmE

HMEEHEBR AWS CloudShell

fE R AWS CloudShell , B TFREIEE A , HIAMER shell S5 H{TRER 3 CloudShell TR
5. AENANEREENARRETEBIN—LERRE,

BXREMEBHZ R CloudShell , iHZFAWS CloudShell FAQs. #&i& I LATEAWS CloudShell 83z £
BRERNEAEE, SBHAIRIERR , TRASBEREEFK AWS, B LEZKRZR].

2 IE£51R

HEBBB U TEAREIGEIRET , ATEAN T #RTT RKBRXLEHEIR,

£}

« iR EEBIHHE, EEE , BRFNNRRBEL LR BRIE , EFE REFE3N AWS
CloudShell

« HBiR TEBIHE. BEEMENNR. BENIAMEE AR FX AWS CloudShell” B/ AR

« Fo3EIE R AWS CloudShell i85 1T

« 7o3& ping S0 3B IP bk

- EREANARNEE T — L8

« BIKBEPFEAIEE I E PowerShell

« FAXFH Web EEFLSHFIERBZ) CloudShell £

« TES A AWSPowerShell.NetCore &3k

- f£/ Docker B &I=Z1T AWS CloudShell

« Docker WH{EZRELAZT

« docker pushiE £ H H—EREEFR

s FTo3EVPCIEE AWS CloudShell VPCIRIE FR i (7] H AR Y 3R

« ENI AWS CloudShell A FEHVPCHIEH REE T4

+ {XCreateEnvironmentE X i B VPCIRME R A /= t AT LA 8] 22 2k AWS CloudShell 335

« IEBHEPT#EER CloudShell

4 ERIR 127
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https://repost.aws/tags/TA5ZaPf1NkT4uNitnWVitlyQ/aws-cloud-shell
https://aws.amazon.com/contact-us/
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BiR . “TZEBRIHE, EEEH , BRIFNERIIESTIER RE , EFE”
SREFE 3 AWS CloudShell

| . HEZEiE AWS CloudShell ME3IET AWS Management Console , BIfE R EIRBIAMEE & 7
RN , HEECDRIFNEIRNER CloudShelllZ3h , BN IIEL 7,

fRRFZ - BRR AWS Support,

( E2ITHER )

Bix . “TEBIHE, BEEFMENNE. BENIAMEERZRFX AWS
CloudShell” #9178l i R

B ;. &%=k AWS CloudShell ME 38+ AWS Management Console , R4t & 3548 1815 7] H 38 &8
SRBPTERR,

RR : £ATIARKNIAME % AWS CloudShell ik D % ERIAMIER

BRFR : BRIAMEE R A BIRELENNR, 417 LUE Rk hney AWS I E KR
(AWSCloudShellFullAccess) # AR B REEKEIM BN, EXEZEE , H5H FHAIAMERE
¥ AWS CloudShell i B F{ERE R

( EETHRER )
Fo3E1H 1\ AWS CloudShell i 61T

FIER R ERREANHRE , BT EEF RSB TIT AWS CloudShell,

BRRAFR : MREHTH . bashrcBFAHMXH4E R ETHRINRE , N7 LUEI M BRE B F AWS
CloudShell3k X E HERIANIRE

( EEITE )

7o3£ ping ZAER IP bt

B . \Nan ST (Bl , ping amazon.com) iE1T ping B8 S E , BEWBILLTHEE,

ping: socket: Operation not permitted

BiR CRERDHR. BEER , BRIFNEHRIED LR BRIE , EFE3 REFHEZ AWS CloudShell 128


https://aws.amazon.com/contact-us/
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FERA : ping ARFER Internet #HEE MY (ICMP) @ BREVLAEB RN ERBIFEE. ©oEFH
FHEEEE, BT HREHZICMPHMYL AWS CloudShell , Bt ping SEARF AT shell WitE
BREFIETT,

RRFE : BT PICMPR X AWS CloudShell , BRI LUE 1T T i SR 2%E Netcato Netcat E—
HENMELARRF , BTEATCPRHRUDPIEREFE A M EKER,

sudo yum install nc
NC -zZvV www.amazon.com 443

(EEHE )
ERENRIRETIEE T —LERE

[E& : i AWS CloudShell £ Microsoft Edge X ¥ 2883 1T [EIAT , YRFCEB 3 shell &1iF , H Bl
WEQER—FBRER

=h

FRE : BERHRA AWS CloudShell 8 Microsoft Edge T3 &, B LAEA X FHX KENEHTAD
FERAF TR AWS CloudShell o

fRRIT R © M Microsoft Wik ZREFIRAHK Edge X 585,

( E2ITRER )

B7Sk 87 *h o 3E IE & T 4E PowerShell

BB FEFRESD , SO LEASTLRIESSTRE , HREABEGSH LIS, BER , ERLRMR
Z#Y PowerShell on F3R &5k %8+ AWS CloudShell , ATfE2 4L iR HF &,

JRA : 7£ Linux Li=1THY PowerShell 7.2.x A |, ik BE XA EFENBELZE —NEHBE,

BRAR  ERBRMERETLBITANE LTS , B4R PowerShell BLE X HHF$PSStyleTEIRE
FPlainTexto

1. £ AWS CloudShell a5 51TH , I AL T i AT FHEL & X5

vim ~/.config/powershell/Microsoft.PowerShell_profile.psl

(® Note
MBEERERBESED PowerShell , B AT LAMER U TS ERBITITHEE X4,

HZEBWAIRBE T —&E @ 129


https://www.microsoft.com/en-us/edge
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vim $PROFILE

2. HEREHT, RIXMAABNAEINKRE , BiZABBARX | RBEFMUATE,

$PSStyle.OutputRendering = 'PlainText'

3. BTG BT Esc #ABTEN, TR, FRMAUTHSREXMH , RABRHEER.

1wq

(® Note
SR B U FORTF st £ PowerShell,

( B 2THER )

TXIFH Web EEF LS HFTER 3 CloudShell 213

F& : =E 3B AWS CloudShell , BaREWEFILATELE : Failed to open sessions :
Timed out while opening the session,

R &A: CloudShell BURFWebSocket tHi¥, E L FEZHIWebR| WM 2 B H TN E R BERBEE

AWS CloudShell. 1R EEERAMERFERARNKESE , MRKERSSEMNHAIETEE TRLIBEE
BXM, WebSocket BEBEANUELRAMBINERSSE. B2, ERELEBERT , RERSS
WebSockets To3EIE&E T/E, IR HI IR |, N CloudShell ToiEB3h shell 21iF |, EEZHBL LB
;N

FRRTF R ¢ EEGHER ATEE R H A X WebSockets UARY E R 528, MR RBIXFER , & RIF
CloudShell 88 51T SR EPRER N KERRE O,

MRRFEMHAHINERER | FSHAREBRSSFHXXR, B  FHRENRERSS[CEHENAT
WebSocket, & , FELENENREEEAKR,

TXIEM Web EEFLEBTIERF) CloudShell £1F 130
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® Note

RiIZ BB EE G A B B K EBANR. URLSET LURI AWS Systems Manager &%
FARATF A F & 3% 50 A MU H B WebSocketiE 3K — 3% . URLIZH AWS CloudShell

£ IE 2% Systems Manager &1iF.

Systems Manager EF#EXRE wss://ssmmessages.region.amazonaws.com/vl/

data-channel/session-id?stream=(input|output). StreamUrl

ZXER R ZFNXERR AWS X135 i24F AWS Systems Manager. 3l , us-east-2 %
ERI (BZEBMN ) XM XERRE,

BT £iE ID R7E4HE Systems Manager 2FE R I ERIEH , Kt B R sEEEwWss://

ssmmessages.region.amazonaws.comfAlIN EFHFAEE, URLEXEZFER , HSH
{AWS Systems Manager APIZ#&) mfyStartSessionig{E,

( EEITRER )
T35S A AWSPowerShell.NetCore i

E& . KBS A8t AWSPowerShell. NetCore?E b PowerShell y FJ#&3R F Import-Module -Name
AWSPowerShell.NetCore , BEWBILUTHIRES
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Import-Module -Name AWS.Tools.EC2
$InstanceTag = [Amazon.EC2.Model.Tag]::new("Environment", "Dev")

Import-Module -Name AWS.Tools.S3
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