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]:gect a repository provider

account).

CodeCommit O GitHub
Use a new AWS CodeCommit repository for Use a new GitHub source repository for
your project. your project (requires an existing GitHub

@ The GitHub repository provider now uses CodeStar Connections

To use a GitHub repository in CodeStar, create a connection. The connection will use GitHub
Apps to access your repository. Use the following options to choose an existing connection or
create a new one. Learn more

Connection
Choose an existing connection or create a new one and then return to this task.

Q. arn:aws:codestar-connections:us-east- X | or Connect to GitHub

@ Ready to connect
Your Github connection is ready for use.

Repository owner
The owner of the new repository. This can be a personal GitHub account or a GitHub organization.

v
Repository name
The name of the new repository.

cs-dk-gh

Repository description
An optional description of the new repository.

© PFublic
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- MR B WRIBEFEME CodeCommit FEEHR , HE LK T Visual Studio = Eclipse , MIEA AWS
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AWS CodeStar 5 IDE Bl &, MR&HE Visual Studio = Eclipse , %% Git B i , REIRE
5B 5 T RV i B BT IR 1E,

« WRTE B FHE GitHub FMEFE |, AT LMER IDE R T EiEH GitHub,

« XIF Visual Studio , AT LA A GitHub Extension for Visual Studio £T &, EXEZELR , T5H
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LURHE A Git I RE BB E CodeCommit FHY AWS CodeStar T B ZEEMN IAM B 54 %
Fo

3. HEIAM ZFENSMERT , &R AP RARMAFFIRPIEREN IAM AP,

4. HERAFRAGERL , ERZ2FILATF , A/F1E CodeCommit By HTTPS Git FiEAH |, EFEE
Bo

® Note
BARBER Git EILEBRBCHEREI, BXEZEER , BSRN Git RIEN HTTPS 5
CodeCommit B & A,
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Repositories

Code

Name
Pull requests
Commits - tests
Branches [l buildspec.yml
Tags
[ index.py
Settings
[ README.md
» Build + CodeBuild
[ template-configuration.json
» Deploy « CodeDeploy
] templateyml

» Pipeline « CodePipeline

BEEFENXMHHIRAE , BMIRPEFRZHF

B % CodeCommit & EMNEZELE , H5 5 AWS CodeCommit A #ER.

£ CodePipeline H 3| i &&

1. EEEAXEEMNESR , £ HE AWS CodeStar B4 AFITANERT , BESHEZ LERE
B, EIEEEE
o R ER - M CodeCommit FKEUR/AH
. MEME - £H CodeBuild f9ZRK,
+ Deploy B E% - £/ AWS SAM SPEHEFHRAB R AWS &R,
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2. EEFRAXEEMNESZER  BEEERHARGE T , BB EX CodePipeline #2#| &8 FITFFHE
B

Bk CodePipeline EHIEMWER , 5SS R AWS CodePipeline AF I8/,

EBETRELEXET B ES R AWS RS EIR

1. 71 AWS CodeStar &I AT EMNINE , ANSEZFIERELIS,
2. BEFUWBEINIBE BRYIEK,

1£ Lambda A3 % B EK

1. W B AWS CodeStar ###IEFITHHERT , EM S LIREH8,
2. HFEUWEB®RIRK ARN Fd | % Lambda BRIEAYEEEE,

R EHE & /R1E Lambda #HI A F,

BXfEH Lambda 24 ENEZELR |, H5E AWS Lambda FF & A R 5.

£ API Gateway 3%l 5& API

1. 7TEUH 7 AWS CodeStar #H A HFITHANERT , M S LR E8N,
2. TEWE®IRA ARN FlA | 1%£$F Amazon API Gateway API By §E#2,

Z AP| B &R E R API Gateway 2 & & H,

BHXMEM AP Gateway B4 ANEZE LR |, HS1Y APl Gateway FF & A A FEF,

S8 3 M Web RS
ELSES | F0it AWS CodeStar NIRI Y32 FZFEH Web RS .

1. BE-THPHNBIEMAITANERT , ESME LIEREE,
2. BRE. HENBENRETEKRI  RAEEHSE, XTURERR/LDHREE,

® Note
WMREAMBREREAY , BSEAUATHNRIREEEHFERL

S 3 M Web RS 26


https://docs.aws.amazon.com/codepipeline/latest/userguide/
https://docs.aws.amazon.com/lambda/latest/dg/
https://docs.aws.amazon.com/apigateway/latest/developerguide/
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TR ER , 155 AWS CodeCommit FAF#ERHH AWS CodeCommit [A]ZHEE,

X FHIEBER , FZ 1 AWS CodeBuild AR H#Y AWS CodeBuild [FIFHFE,

S FEEMER , 1525 AWS CloudFormation A P 3§FF#Y AWS CloudFormation [8] &
&,

BXRHEMREA , FSHHBESER AWS CodeStar,

3. LRERNAER

£ Web RIMEBRHITFHFIRZER L , Web RS ERA TN HHE

{"output": "Hello World", "timestamp": "2017-08-30T15:53:42.682839"}

SR 4 REA M TRV IR E TR 5D

ERSERD | FREARM T/EY |, LMESHRTE AWS CodeStar I B HIRKIE, A THELATUARIZIT
macOS. Windows =% Linux BB =K E LT E H,

1. BEE-—THPHNBEDNARITFANERT , ITUTERE
- ESMAERF , &E IDE , RAREIT T RERIE KRB,
« EEGTITRETAINERRESA,

MR ZH T Visual Studio = Eclipse , Mk 7iE$E Visual Studio 5 Eclipse THWEF IR , &
RIZIAHRITRE , AFE ZE] 5 . @ Web REHFINZE,

2. BRBUEBAZTHUTES :

a. TEAH TR ERE Git

b. fEM IAM 2 &R EH IAM B E Git i,

c. fFUiE M CodeCommit 771 B 52 ME B A T 43k £,
3. ‘EEMSMmEzSF , ERIAE |, RE T B SR,

SR 4 RERB T RETE KRB

27


https://docs.aws.amazon.com/codecommit/latest/userguide/troubleshooting.html
https://docs.aws.amazon.com/codebuild/latest/userguide/troubleshooting.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/troubleshooting.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/troubleshooting.html
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RAriEmE

FPR 5 [ Web IRSRINZRE

ERTSRS | FEAA TG Web BREHFNELE. EERE , FHHIN—1 Lambda B , AEH

HiE$#ZZ) AP| Gateway Y API,

1. EX#THENE, RILSRENRRBEF#EENE .
2. HUWBFRF, 0EEN hello.py HXH. FMUATREE , REREFXH :

import json

def handler(event, context):
data = {

'output': 'Hello ' + event["pathParameters"]["name"]

}

return {
'statusCode': 200,
'body': json.dumps(data),

'headers': {'Content-Type': 'application/json'}
}

LIRS F AR Hello RBAH KIXBI B F R,

3. ER—B%H, {7TFF template.yml X4, FUTRBRMEIXXGERE , ARRFXH :

Hello:
Type: AWS::Serverless::Function
Properties:
FunctionName: !Sub 'awscodestar-${ProjectId}-lambda-Hello'
Handler: hello.handler
Runtime: python3.7
Role:
Fn::GetAtt:
- LambdaExecutionRole
- Arn
Events:
GetEvent:
Type: Api
Properties:
Path: /hello/{name}
Method: get

SR 5 [@ Web RS A INE 5

28
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AWS SAM FHE Mt TE Lambda 812 — N EKER , [@ APl Gateway FEY APl M —N#T 75 5%
MERE |, AR T EM B R EEIFH R

(® Note
ERRKBHERERERE, WRANMNKBERRABEEMNER , BAURLTEEBYER
Bo

4. BT gitadd ., SXHERAMIEZEFRENLEEFRXE. TESLEER (), ERTMIAEE
S B 32

(® Note

WA Visual Studio = Eclipse MA R 1T , NERA Git WK AEEBM AR, #ES
¥ Visual Studio =% Eclipse 34,

5. 1217 git commit -m "Added hello.py and updated template.yaml." LA$2 33 52 & 17 1 B AP B9 & 17 34
6. 1Z1T git push LU R H#IX B m B 76 E.

(® Note
RETHSRETREAAZHAZERNEREIL, ERRABASEEEHERENBIR
RER, ANERLENEE Git ZIUEEESR. a0 , £ macOS = Linux £ , ATLAE LR
FZ 1T git config credential.helper 'cache --timeout 900" , IERERIERNERABET
15 24, HE , LATLLET git config credential.helper 'store --file ~/.git-credentials’ 7K X
KRR, Gt FEEUAXFERFHEEETERFINENEAIHF, BXESZER , S
7 Git Mt L/ Git TE - FiEfF64,

AWS CodeStar # M Z#E%X /T |, 48R CodePipeline £ H CodeBuild #1 AWS SAM Bz EHWENME
FTEBE Web R, BALEEENH LEFREHRE,

AWS SAM H #F B EIB B FF awscodestar-my-sam-project-lambda-Hello-RANDOM_ID , Heh :

« my-sam-project I HHY 1D,
* Hello  template.yaml X#HEENEEK ID,
» RANDOM_ID B—/NBEWL ID , AWS SAM [EEE S Bt ID KA RME — 4%,

SR 5 [@ Web RS A INE 5 29
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SR 6 MiAEEE Web RS

FLZERSP |, FFNL AWS CodeStar £ T L —FHRMAEBEHENILENEBRE Web RS

1. T B HTE AWS CodeStar Z#HIAEHRITFNIRRT , ESME LEREE,

2. BREEEBRET , BR, HENTEMNREREAY , RAEBHRE, XAEFER/LD I
I8 o

® Note
MREAMBREREY , BSHEAUATHNRIREEEHERL

« XFIRMER , ES 8 AWS CodeCommit A FEEEHHI AWS CodeCommit [A] B HEE,

o WFHEMER , 55 AWS CodeBuild AF# M+ AWS CodeBuild [a B HZE,

« WFEEBMER , 5 AWS CloudFormation 38R # AWS CloudFormation [8] &
HE,

o BxEMEE  BESRBEHER AWS CodeStar,

3. EBREBNMAER.
£ Web RIMEBRHITHFNFIRZER L , Web RFERATINHH

{"output": "Hello World", "timestamp": "2017-08-30T15:53:42.682839"}

4. FZREWibHED | FEE /hello/ MEMEFHRMNE URL KE
( #il3n , https://API_ID.execute-api.REGION_ID.amazonaws.com/Prod/
hello/YOUR_FIRST_NAME ) , $Rj5#% Enter,

WRENEFE Mary , Web RS FFE R T IE R7 4

{"output": "Hello Mary"}

HPR 6 : MiAERE Web RS 30


https://docs.aws.amazon.com/codecommit/latest/userguide/troubleshooting.html
https://docs.aws.amazon.com/codebuild/latest/userguide/troubleshooting.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/troubleshooting.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/troubleshooting.html
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HBR 7 ;[ Web BRSS AN 0 Tl i

LS ERP |, A A TR AWS CodeStar Xt Web BRSSE1THIM i, I =45 BUAR 2 A o
By F3h

1. EXRTIERL  BRISTERENRABEMEENE .
2. HEWEFRF , BIERRN hello_test.py I, FMUUTREE , REREH,

from hello import handler

def test_hello_handler():

event = {
'pathParameters': {
'name': 'testname'
}
}

context = {}

expected = {
'body': '{"output": "Hello testname"}',
'headers': {
'Content-Type': 'application/json'

I,
'statusCode': 200
}
assert handler(event, context) == expected

B E Lambda BB HREANTHER. WRR , MAEHKI. &N, Wit KK,
3. HERE—BFY , $TF buildspec.yml X, ERARTREBRIHEAR , REREFXH.

version: 0.2

phases:
install:
runtime-versions:
python: 3.7
commands:

HPRT7 1 1 Web BRSS A INE TR 31
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- pip install pytest
# Upgrade AWS CLI to the latest version
- pip install --upgrade awscli

pre_build:
commands:
- pytest

build:
commands:
# Use AWS SAM to package the application by using AWS CloudFormation

- aws cloudformation package --template template.yml --s3-bucket
$S3_BUCKET --output-template template-export.yml

# Do not remove this statement. This command is required for AWS CodeStar
projects.

# Update the AWS Partition, AWS Region, account ID and project ID in the

project ARN on template-configuration.json file so AWS CloudFormation can tag
project resources.

- sed -i.bak 's/\$PARTITION\$/'${PARTITION}'/g;s/\$AWS_REGION
\$/'${AWS_REGION}'/g;s/\$ACCOUNT_ID\$/'${ACCOUNT_ID}'/g;s/\$PROJECT_ID\
$/'${PROJECT_ID}'/g' template-configuration.json

artifacts:
type: zip
files:
- template-export.yml
- template-configuration.json

I EHEIE R CodeBuild MR EH L% Python MiXAEZR pytest. CodeBuild £ pytest 1=
TR, WEISENERIS 5L aHEE,

4. fER Git FIXEERHIARZRF®E.
git add .

git commit -m "Added hello_test.py and updated buildspec.yml."

git push

HPRT7 1 1 Web BRSS A INE TR 32
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SRS EFERANEHER

ERISERD  HEETNHKNER KK

1. BB BT AWS CodeStar #2H A FITFWIBERT , EEME LEEEE,
2. FRAREECEBRET, AEBHE, XRFER/ LD HAEIHE,

MRBEFTTNHAT , MR BREREA,
3. EEFEANHERNEAESR , BEWEBERFIEE CodeBuild 884,

4. 7 CodeBuild ##|& ™ , FEMWEI B : my-sam-project WHE EWHWEFA L iERkS |, EBERNYEE
TR,

5. 1£ my-sam-project:BUILD_ID MEMMERAEF , EREEFTE A EHLEE,

6. 7£ Amazon CloudWatch Logs ##HlAaH , ZFAEREPERELXLCUTABTHNNRER, AT
HRERD | MiHES

============================= test session starts ==============================
platform linux2 -- Python 2.7.12, pytest-3.2.1, py-1.4.34, pluggy-0.4.0

rootdir: /codebuild/output/srcl23456789/src, inifile:

collected 1 item

hello_test.py .

WMRMAKY , BEBHPNIEHARES , AIHBEHTRELHE,

E 9% AR
EUSBF | FEEWE | SURME £ ST E XN RA,
MREEHEEAMTE  TUBIX—% | BEH AWS K/~ THELMEITHE,

1. TEW BT AWS CodeStar #2#H & HRITHANBERT , ESMELEFRE
2. HEWMBEFMAEERL , ERBIRIE,
3. A delete , iEMIBRFIFRAEL TIEFIRS |, REEZEMER,

LW BEREETNHAER 33
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/A Important

MEBRRLAE | FFM AWS CodeStar FIIIERIIE 123k , BHE KIS AWS BIREBFR
Ho 188 AWS K I RER EA S T NN A,

R %A AWS CodeStar JILIK 8122 Amazon S3 1FiE# , HMITA TS RITEMER :

1. B AT MuLiTFF Amazon S3 #2#& : https://console.aws.amazon.com/s3/o

2. TEEFE#EBEIIRF | % aws-codestar-REGION_ID-ACCOUNT_ID-my-sam-project--pipe 3538 H &
Pr, Hp:

« REGION_ID = MiMIIEReyIN B K AWS X1,
« ACCOUNT_ID 2 AWS K/ 1D,
* my-sam-project 2RI X il BREY T B /9 1D,

3. EEBEFETFHME. MATHEREN , RABEERIA
4. EEBBRTFER. MAREBSEN , AFEEREIA,
Es

Zlt , BEETRAHE , BWEEFUTERR :

- FFEAEA AWS CodeStar #HREFER — M OIZEMEBZBE T Node.js ¥ Web MNAEFHIE , Ltk Web
N RATEFIZ{TE Amazon EC2 =4l E,

« AWS CodeStar T H &1 ST A TUBENEMERNINE,

« 5 AWS CodeStar FBAME T A IMAIRIEMMASSERHNIE,

#T2 . 5H AWS CLI £ AWS CodeStar eI ZEIn B

ARYBEQENFUMMAER AWS CLI BY RORARB ARG T E4EE R 612 AWS CodeStar I
H. AWS CodeStar it & AWS CloudFormation T E&#E P II58ER AWS EfigERM IAM &R,
MEEREIEHRRUABENTBRNAB,

AWS CodeStar £ H AWS CloudFormation HEZFMIFB REINKB. WREAKBLIEILEE AWS
Lambda & # A1 @it Amazon AP| Gateway # {Ti5RIHY Web BRS-



https://console.aws.amazon.com/s3/
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FRFA

o T IRE AWS CodeStar RIS E,
o BWAMEBIE Amazon S3 F#E, EAHES | B RONEREMN T EEER LAV E,

® Note

BB AWS K A BEF= E EARHIEM XN H , 23 AWS CodeStar £ AWS IREH A,
BEXEZER |, FZ@ AWS CodeStar EfT

£
« ZB] 1 TEHHAER RHIRNKG
« P2 THRHITEEER

: £ AWS CloudFormation Fillis & /) T B 454E 4R
- FEEHRABAN T E5EER
% : £ AWS CodeStar 6217 §

[ ]
N
s Qe
b SE OIS
B W OIN

Nl
e

#
o
\f

HB 1 TEAERREIRAT

EXRHED , E—zip XHEAHTH. ©328 Lambda it EF & EH Node.js 7515 AREF KRBT
R, FRABREFERESRGE , EXHFRNAFM TR

tests/

app.js
buildspec.yml
index.js
package.json
README .md
template.yml

HERGIRABHARRTUATHE TE :

* tests/: NI B CodeBuild B REMNE TN, KXARITSERHIRBH , BEET20/E
1B Fr &4 B R o

- app.js: MEMMNARFERRE,

S| TRABRRIRRD 35
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* buildspec.yml : CodeBuild BRI EM ERMNEREFEA, WXH4HRITE CodeBuild BRI T B
EARFT A EN

 package.json : NARFRABNKRIER.

 README.md : @E#FiB AWS CodeStar Tl B T E AR . XHIEERGHIRBEH BT
TR BT AERN.

« template.yml : @EEFME AWS CodeStar Tl B AR B R R RS 45 SAM R XXHF, XF
BT AEAKEEE AN I A8 template.yml, XHIEERFNRBF , EEF2EIEmME T4
= 08

SR 2 THROITEEENR

NAYERREAN RG] TEEERAEZF#E (CodeCommit), EE (CodePlpellne) MERSE
(CodeBuild) ¥ AWS CloudFormation &R IBIBE R Lambda £&., RTXERERZ , &
FEITATREZITHMENNECTEN IAM A€, CodePipeline FH?T?%"‘E’JW%W B # Amazon
S FHBNATEAGREHERFHENAKEELIEN CloudWatch Events N, I THE
AWS IAM FERE |, BR/ DL REIPENN T EESCHNRKSTE,

THEHBES YAML X8 =46 AWS CloudFormation #4x.

FEAHIZFEIZT create-project v H AT , LLIEMRIFIE AWS CloudFormation FEIZUTEEN TR
BER, AXEFYERUENTRNESZEE , S AWS CloudFormation AR PR T E
&

« AWS::CodeCommit::Repository AWS CloudFormation &R 812 CodeCommit Ffi#EE,

« AWS::CodeBuild::Project AWS CloudFormation &R 1% CodeBuild 421 B .

« AWS::CodeDeploy::Application AWS CloudFormation % JR €% CodeDeploy M ARERF.

« AWS::CodePipeline::Pipeline AWS CloudFormation %R ]2 CodePipeline Ei&,

« AWS::S3::Bucket AWS CloudFormation % R B2 & E BN 47 .

« AWS::S3::BucketPolicy AWS CloudFormation &R 7 & & & i #3472 & 45 21 B M4 764 SR B

« AWS::IAM::Role AWS CloudFormation &R 1% CodeBuild IAM THELEAR | ZABH [ AWS
CodeStar % FE &M CodeBuild #3211 B KR,

« AWS::IAM::Role AWS CloudFormation &R 12 CodePipeline IAM TELEAE |, ZAGHM
AWS CodeStar 1% T 8| &K & BRI R

« AWS::IAM::Role AWS CloudFormation &R 812 AWS CloudFormation IAM T4 AR , ZA®
Al [a AWS CodeStar 3 5 6l 2 81 &R HER AR,

HPR 2 TEURAI TEERER 36


https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
samples/toolchain.zip
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-codecommit-repository.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-codebuild-project.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-codedeploy-application.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-codepipeline-pipeline.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-s3-bucket.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-properties-s3-policy.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-iam-role.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-iam-role.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-iam-role.html
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« AWS::IAM::Role AWS CloudFormation ‘&R |72 AWS CloudFormation IAM T#ELEAR , ZAB
Al [a] AWS CodeStar 1% 5 022 & 19 7R AR IR .

« AWS::IAM::Role AWS CloudFormation ‘&R |72 AWS CloudFormation IAM T#ELEAR , ZAB
Al [a] AWS CodeStar 1% 5 622 & 19 7R AR IR .

« AWS::Events::Rule AWS CloudFormation %R 8225128 1F6E E M HIXZEH/ CloudWatch
Events # M,

« AWS:::IAM::Role AWS CloudFormation &R A T /2 CloudWatch Events IAM &,

$HI2 3 - £ AWS CloudFormation A i & #) T B 6548 4R

e 454 T BAEEATZ 81, THLE AWS CloudFormation /289 T B AR BOR(E MEI,

. FEFOEAREFEABIUEA | 3TFF AWS CloudFormation 814, HIBLIRHER, LM%
ELE R

2. BEGMMERPREFEEAHLIRER,

3. ENHRAE , BHBRHER,

® Note

B RMER T EHHAL R AWS CloudFormation REIBZHFIERIR. BN , HEGIEIM
BE , AFgERBRRAFRAHESEANEIR.

SRR 4 EAAERVRATEN TR

E 32 AWS CodeStar BB , L E LRERVRABIT 2R zip X , RIEHFERE Amazon S3
o AWS CodeStar FERXENBMRILENFEE, HEHE AWS CLI FETR T UIET AR
ERAXFREERME.

8B A L4 toolchain. yml 43 EHIE Amazon S3 H1, HIEE AWS CLI RiE{Ta S U812
WER , EWAXGERIEELYE

HEZRRAEN T EEER

1. ATROIXHEHETEAZHERN LEANREXGNTEEER, ROIKRBIE
template.yml X, FidE , kXHE toolchain.yml X#FE,

S 3 : £ AWS CloudFormation Bl R /Y T B 85484y 37


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-iam-role.html
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1s
src toolchain.yml

1s src/

README . md app.js buildspec.yml index.js package.json
template.yml tests

2. BIERA XA zip.

cd src; zip -r "../src.zip" *; cd ../

3. fEM cp BT HESXHENSE

LT &aR zip XM toolchain.yml E4£%] Amazon S3.

aws s3 cp src.zip s3://MyBucket/src.zip
aws s3 cp toolchain.yml s3://MyBucket/toolchain.yml

&HY Amazon S3 FEBA R ZEHIRAH

«  ERERABI T ELEFMEE Amazon S3 |, FTEARTLAER Amazon S3 FE @RI R
ACL SRR E M IAM AP AWS K AT AN SR ROIBIZTE ., AWS CodeStar AI R BIER
EXMEWEMAFSENF R EfFAN T EEMR,

ERTEFAACREH RS, EETUATHS :

aws s3api put-object-acl --bucket MyBucket --key toolchain.yml --acl public-read
aws s3api put-object-acl --bucket MyBucket --key src.zip --acl public-read

5 5% : 7£ AWS CodeStar F 8|21 B

ERAUTSREZERNTR

/A Important
H{R1E AWS CLI FEE H1E AWS XiF, £ AWS CLI FEERN AWS XigH | 2EMNTE .

% 5% : £ AWS CodeStar H8|ZIM B 38
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1. 1B1T create-project i HEE --generate-cli-skeleton $%K :

aws codestar create-project --generate-cli-skeleton

BHPFETR JSON BAWEIE. FEESHB Rt EN LRELE AWS CLI 4] E R EL
WX (B0 input.json ) F, RBTHEHMRMENEFNEIE  HREFENER. N EEBER
7 myBucket B9E 7 MyProject BT B &l & It i A ST

« BREM roleArn S, WTEENER , MAKEPHNROER , ELTRUEE. KAG
KRB RNETS R 2 . TEHRHITEEERPIEENRERRHNR.

« RIZIE stackParameters T2t Projectld 8. A AHBRUN RIERETENS
o

"name": "MyProject",

"id": "myproject",

"description": "Sample project created with the CLI",
"sourceCode": [

{
"source": {
"s3": {
"bucketName": "MyBucket",
"bucketKey": "src.zip"
}
3,
"destination": {
"codeCommit": {
"name": "myproject"
}
}
}

1,
"toolchain": {
"source": {
"s3": {
"bucketName": "MyBucket",
"bucketKey": "toolchain.yml"

iy

% 5% : £ AWS CodeStar H8|ZIM B 39
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"roleArn": "role_ARN",
"stackParameters": {
"ProjectId": "myproject"

2. YIRIBTELENFTRENIHNE R , ARFHBIRIZIT create-project i . @& --cli-input-
json ¥,

aws codestar create-project --cli-input-json file://input.json

3. WMRKRY , AHPFEREUTRARRCUAEKIE

"id": "project-ID",

arn :

arn

- MHESEEXHMEANEE
- id fBERTIEAE ID,
« arn fEXRTIIEH ARN,
4. {EH describe-project i TR EEWI B BIBRES. 88 --id B8,

aws codestar describe-project --id <project_ID>

BEUTARRUNBERE RERLF

{

"name": "MyProject",

"id": "myproject",

"arn": "arn:aws:codestar:us-east-l:account_ID:project/myproject",

"description": "",

"createdTimeStamp": 1539700079.472,

"stackId": "arn:aws:cloudformation:us-east-1l:account_ID:stack/awscodestar-
myproject/stack-ID",

"status": {

"state": "CreateInProgress"

}

}

% 5% : £ AWS CodeStar H8|ZIM B 40
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- RHTEEXHMUENER :
« id ERRE—IE ID,
- state EXRTIEB BIBIRE , W CreateInProgress 5 CreateComplete,

EOEM BN , BUMMMNGFITREFE AL IDE N E F6&EH &R REE T FER.

#F2 : £ AWS CodeStar 12 Alexa ¥ eI B

AWS CodeStar & AWS EH—IME T =MW KRS , ERERME AWS LHREF R, WENBPEN
BAREFFAENEHMIE, #B) AWS CodeStar , BAILIE/ L9 HARI TENBERINFITESE , A\
LERNEEFBEGRE, FIA AWS CodeStar L#J Alexa HAET B &R , BRERF/LTEIA £
REY AWS Tk = 8 2 5] 8 B9 “Hello World”Alexa iBE. XEBRHESIR—NEXRPBEE , FRED
FHAERIFEER (Cl) TERRIHTRAETT R,

M AWS CodeStar t2 Alexa REEN T EHFA R |, LA LUM AWS FIFIR#EITHRBETT K H FHER
Amazon FFR ARMKFEERITE , MEEEMN AWS FRaEEHBRT R R, L& LIRE —MEER
AANEE C) B, hEERA-IMNIESTBENRAERRBAFRE, S AEMAELR IDE BEL
TriEE , NEREHAZN TR KREE,

FRZM
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README.md X .

1. &% AWS Management Console , A/FEE LA T MutFTFF AWS CodeStar 2% A& : https://
console.aws.amazon.com/codestar/,
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£ Alexa BRIEEH S AZEEER , X AESEMEIEN Amazon FFEA RKF B X3 Alexa V1%
ZLRAATE, BEEEE ENMNAEHEEE |, 153 Alexa, ask hello node to say hello,

BX Alexa BN ESER , BSRAEF KA ARSI S PINH SN EEE,

SB 3 NIEEBHIB RR

ERTRE BT A —EB2 , AWS CodeStar EREKEGIET AWS BiR. XERFREBEFEH
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Ea|@iEE XA GitHub kP, BXMRHALPEE TN HLDCIEERE,

Create a connection i

Create GitHub App connection info

Connection name

| Connect to GitHub |

a. B2 GitHub NAREFERNEZEBNSD , MAERN B, EHEEEE GitHub,

EEE GitHub THEHSHIM |, HE R GitHub RARFFER.

b. % GitHub NAEFT , B —IMNABRFZRIERLZRFTNAEFRUIBZ-—MNAEFE
*o

(® Note

BA RN ESEREEFNMEEERZRE—IMNARRF, NRECKXLET AWS
Connector for GitHub SRR , EETH BT LR,

c. TEZRZE AWS Connector for GitHub WHIH , kB EEHFLZENAEFNIKF,

(® Note

MRECHERETNARR , WAILLEREE  HEH ANARFRENBRR
H , LA AERARRZRARE T ZH A

d. WMRERBINZFBUHSETE , BmALRH GitHub 18 , AR ERE X,
e. TEZRZ AWS Connector for GitHub TWEF , REFFERIARE , RARERRE,
f.  TEEEZR GitHub WEL , fiIREWNIER ID FE RE GitHub AR FET.,

IR @E RS , 7 CodeStar@| 2T E"NHS , FEREREEER.
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® Note

BAUEFEARTE BHAN RE TEEEE. AXESFER , HSRAKER
EE,

]q\’gect a repository provider

CodeCommit O GitHub
Use a new AWS CodeCommit repository for Use a new GitHub source repository for
your project. your project (requires an existing GitHub

account).

@ The GitHub repository provider now uses CodeStar Connections

To use a GitHub repository in CodeStar, create a connection. The connection will use GitHub
Apps to access your repository. Use the following options to choose an existing connection or
create a new one. Learn more

Connection
Choose an existing connection or create a new one and then return to this task.

Q. arn:aws:codestar-connections:us-east- X | or Connect to GitHub

@ Ready to connect
Your Github connection is ready for use.

Repository owner

The owner of the new repository. This can be a personal GitHub account or a GitHub organization.
v

Repository name

The name of the new repository.

cs-dk-gh

Repository description
An optional description of the new repository.

© PFublic

9. NTFEHEFMEE , EiLR GitHub ARHEH A GitHub MK,
h. WNTFEEERN , BEZIRIAN GitHub E#EZH , S AR MEZ TR,
i &kEOHIFE,

HR] A GIETE I REH GitHub FEE
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9. MREMBE SEFER Amazon EC2 EHIHH BEB#TE N , 7 Amazon EC2 B E H EL B R
Amazon EC2 K6, i , &7 AT B §9 7] A SR IR B Ap 4TI 4%
EZAX R, EBE ST 4 . I AWS CodeStar T1 B 82 Amazon EC2 Z4AXT 82 Amazon
EC2 Z4AXt, BEBEBRWINERBRIG R FAHA X4,

10. BT —F,

11. EERRNEEFHES.

12. %3 Next = Create project, ( EREERBURTEHTIEER, )

F&Lo% , TE 20E8%E,
13. QIEBEE  AREENABRFIUESTEN Web NAERF

S 2 EFRNY
ERSHRE  SFEERRBATAFRE#ENTE,
1. EUEOSHET  REFRE
E1E GitHub REERXFIR , WEBREERK. KHE GitHub RITF AN R £ iE%.

EESEFRZ , HEARMEMAZETN £, EE GitHub REIZEFRIE | FikEeI2Z GitHub [[&,
XfFE GitHub FITH SN EEERBRE,

2. HEEMEELETIFET K 2BREEEEHTOEE SN B FEENEFNETNFREQPITH, It
FHESEEmMENERERDE,

FHIR 3 : B2 GitHub HIEUESR

ERTSEF | SENRABHTHMERH IR ISR,

1. # GitHub § , EEHER IR —MHHNED X, BEEDXTHFR , REERN feature-
branch WFEBRHPRMAFN D X, BFRGEFDI X, ZOXENECEHLH,
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2.

£ GitHub # |, 7£ feature-branch X HHITER, ITHLAHXHRHITH index.html X
%,

WMEFE GitHub HEIEIWENER , B AWS CodeStar 2 HI WA EIERT , EFIEREE R,
XRFE GitHub FITF IR F M EREERKRE, 7 GitHub 1, IR HEEIRREE M.

HI Congratulations! ZJ/& , NIIFHFE Well done, <name>! ¥ <name> R EH
BF. EERRXER, NERERRIENIIED X,

£ AWS CodeStar #2FI&8H , EFENTE, ERFHEFEIETF, ENEERD , EFBIVE
B3R,

REME GitHub FITH . HEFTXBEEM I X, BELEBRNRP , ERENDEST X, EEE
Fo

£ GitHub # , R IENEE R, REFOIE—E R Update index.html BRI EVE R,

£ AWS CodeStar #2FI&8 7+ , EFEMVNEER, EFEHEYR , NESURREEFME |, [/

MERSGERENEDZEH

IR[E AWS CodeStar PV B A EBEEENH. NELNEBIEEEERE.

SR EB G , EREFNARFUEREN Web AR,
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AWS CodeStar I B #& 4k

B AWS CodeStar T B 4R , BA UM —NMREINARFITG , £RSLEIEN AWS BRIREFEZ

MARRF , UXFENFTRIMEB ., SEEF—1 AWS CodeStar 11 B xR EY , RGN ETEE R

RREFRE, RREESMITETE., tIEZEH Web NAERF. Web RS , Alexa FAEMEHA M T AY I
B BERREINARFERNBCHNARER.

£ AWS CodeStar BIZM B /5 , B MR ZHENARFERFH AWS HIR, AWS CodeStar 5 AWS
CloudFormation B8 , A FEFERARBESUBRIEFERS RS [/ LRSI/ FEE. BB AWS
CloudFormation , A FENEMIRBEEE — DN XEXHF+,

FB

« AWS CodeStar I B X4 M &R

o AIT ;%R B ER

o H{AXTIERY AWS CodeStar I B #1TE X

AWS CodeStar I B X4 F &R

AWS CodeStar T B 2 RABAMANBERBMEIEZNERNAS, BBEHE, ZHhNPELEHNRB
NARBRESHMNIELRER, 02T B HE , AWS CloudFormation xS T E&4 R REEE —
L E R /AL ERE (CI/CD) BiEH,

BIFELLE AWS BRIWAZRKKE , o ABIHM S XEA AWS CodeStar 8| B

- HEEREFECETER , AWS CodeStar 2N ECIRZERFRENTEERR , FRATRONA
BEFRBNEE XHERFEE, EAZESETRE-AMEBEHTERIIRERERFHE .

o HEHEA CLI RIEWM AR |, SFRMEAE T B4 RIRHN AWS CloudFormation AR F N AREF RN
B, f£A CLI Bt 2 AWS CodeStar MEMRBIZETNE , REARBINRBERFMEE,

— N EHE - S K AWS CodeStar B, BRI LAMEREESIATHCIEIE [ SRERFWAE,
ARG, TZIE BEEEEAMNNRMERNIMMELE, BXEZER , BSHEMTALRE AWS
CodeStar? ,» H&FEHE4IS50ET BN , &FENRABENTOKBIEM  FLHE02 CI/ICD
TEHERR

ERFHEFEET BT , AWS CodeStar L &L T HIR :
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- IMHEFEMESH README . md X4 |, R X4 B XAV FHAEE,

- B FMEFH template.yml XH , FRNAREFZITRMERNESL A LXFRINTAE T
BTIESFRNMBE AR , WA TEA, BIEEXEE, HEMBRERN AWS iR

- SEE-EZ0EMN AWS IRESMEIR , 10 Amazon S3 ¥4 Z##. Amazon CloudWatch Events &
HEXHRS AR,

- EARERRBALE HTTP KT RB—NMETHHREINAREF.
- AWS itE#RIR , BT AWS CodeStar Tl B &R H

« Lambda B ¥,

« — Amazon EC2 34,

« —/N AWS Elastic Beanstalk ¥}1&,
c BAEXESH 2018 £ 12 H 6 AR :

« —MXRLSR , ERATRENIE RFENLRNER IAM KiE, BINBRT , ERL M nE
RMBEFPNAG, BXESZEERE  FEHIELEAGH IAM XRILHR,

- ATF#EH AWS CloudFormation #2111 B % JR# AWS CloudFormation IAM &€& | EAhEIEFAE
AWS CloudFormation XFHRIR ( 2 IAM B € ) IR,

- TEEIAM B8],
- BARFHKRPENLN Lambda WHITAER , BEMEHE,
- EAFFESH 2018 F£12 A 6 A#l :
- AT OIE5 B ®RIRH AWS CloudFormation IAM A& , X#&—4HHBMRH AWS CloudFormation %
Ro
- FAF8IZ CodePipeline ®REH IAM A,
- AT 8IE CodeBuild BRI IAM B,
- AT 8/2 CodeDeploy ®EH IAM &€ ( MREAFTENMBEER ),
« FAT8I% Amazon EC2 Web NAFH IAM A& ( IREATHHNMBERRE ),
-« FF 8% CloudWatch Events & REY IAM B,
 Lambda WHITAE , AIISMERN S22 BIRE,

ZWMESREAEENE , HPERTRES , eFE0HNEENEE, E0 IDE 7 FiRE
SRR FREDRABERNERALIER, WA, BETLUER T EREZFNLEERRTE
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EZEH B HIER AWS CodeStar B B |, BN EERHIKBINE RN —AFMEEEMPHITIER ,
DUEFRIEA [T, XLEETH AT BER, 8/ AWS CodeStar TIEEIRHERIZIES. NARFEEEN
TELEEAK. ZTMBBRIRAZEERNAESHE,

EERRITEF S

BIMERBLEEATUHERERE 2 —

o HITIEIFE AWS Elastic Beanstalk Il B i , G EBFEEI =+ Amazon Elastic Compute Cloud 35l £
#) AWS Elastic Beanstalk ¥ 5,

o LIEIEFE Amazon EC2 B BF , AWS CodeStar 2617 Linux EC2 EHIUAE=HIEE LN R AE
Fo ZHYIN B B RABK R AT AT [EIX Le sl |, H BRI B RAfE B R IR 1145 SSH R4 IE B EIBH
Amazon EC2 3£#l, AWS CodeStar & £745 £ F H BA B & A PRKR EE Z A X EERIEE SSH,

o HIRIEE AWS Lambda BF , AWS CodeStar 2812 i&E33 Amazon API Gateway 1 8 89 o R 55 858
5, AP EXMISRSSR , TEHITHEY,

EEERNAERER
FMNERAEBEUATRARFRRE S — .
« Web RS

Web RS TFERAZTHES ( WWAA APl ) . £ AWS CodeStar &2 R4 Web [RFZIE 5 ,
AT UL R L iRT R URL & Hello World il , BUNAREFRENTEARTRAERSRE
(Ul)o LEEBIHEY AWS CodeStar Ul B # 1k X #£/A Ruby, Java, ASP.NET, PHP. Node.js %4
BIESHITHIT R,

« Web MRARERF

Web R AREFIEM Ul, £ AWS CodeStar 8|25 Web RARFIME G , B UL
KiFTRURLEEXRER Web MR, 5 HH AWS CodeStar I B #E 4k 215
Ruby, Java, ASP.NET, PHP. Node.js EHREiESHITHIT K.

- BRI

MREFETE AT HTML M5 , FIER IR, R FE AWS CodeStar T B #8432 358
HTML5 B1THIFT K.
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« Alexa ¥ g

MEEREFEEMAEEE AWS Lambda BEH Alexa HEEMINE |, BiERIER, HEGIEFEETA
it , AWS CodeStar £iREI A BERS IHSH Amazon BIREF (ARN), BXEZER , BSHK
EBENFEEEN AWS Lambda B ¥

(® Note

NEERI (HBEFFLILE ), ZEEIP (HEBX ). BN (BRZE ) T A#X (RKR)
X5 % #F Alexa £ BERY Lambda B %K,

« Config # N

MREFLETME AT —1 AWS Config M ( AIELIKF Y AWS R E BaTAN ) | Bk
BEAEAR . SBR[ AT A AEFL A9 R 55 48 4w 17 AT ARNG

IEFRIRRIETE

][]

LARIERIN B EARE | FER—fEIEIES , W Ruby, Java, ASP.NET, PHP., Node.js &,

At IR B9 AWS CodeStar T H #{TE X

A BET XA TARREMRENTE

- ATENARFHROIRBINREES TR,
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{TE#EM AWS CloudFormation 34,

(® Note

MREFERAR R Alexa 8 AWS CodeStar T B , MIFEEXS AWS CodeStar JR 1M FE 2 S\ B9
FAE ( CodeCommit 5 GitHub ) #{TE R, MRIEHE Alexa FRXARITFhREREE , NE
WARERFHEERTAL , HERIMREAFTEL,
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README .md X,
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BRiREEIFEROIRNRE , RSB iR EREHNIE .
EWBTEE , IAMSBMERER, BEEHNTE 2 ERREEH’E.

THEESRT AWS CodeStar I B A E X TERRE.

AWS CodeStar
Administrator

4

Creates
project and
adds users

b{fﬁ AWS CodeStar

Developers
commit
changes

ﬁ

it

Team
members

Build

Changes
are built

Deployment

Code =
deployed

Changes
Updates
Fixes

Developers

Best practices
Team
deds=sions

¥

Monitoring

Application
and
infrastructure

v

Ideas

_ Requests

Bugs

4

R
e
-I —-r -."— I-

Customers

BAPWEXRITERERRMAT AWSCodeStarFullAccess KRBT XA R A IE — N B H @

2B AN AL & o

XEFARKRA —EBRE, WE, NiHAMBEAD, NEEHEREH]RT -&£T
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8, TATXNEENARFESNERER. BINBEENRBRSF. ZEBAEM Team wiki'#
WBHEEE, BEXERNEE. NBSHERERERGERFEHERKRHENES. EFFRAFERN
IRASRES |, ZEI AR LAE B INEI T B F R ESEREIET B MY MIT R, BEETENHET , ZHRR
HARMEZH AR RZIFERBE,

£ AWS CodeStar a8l B

&R £ AWS CodeStar 2| A 8I2TE ., MREER THEER , EFNEREMENTR. &
Mok 2 48 vl I A T I e 4R a8 Ay R IR .

EHEIWE , HLLEH AWSCodeStarFullAccess KR EFNEHN IAM AP 56 & AWS
Management Console, BXxEZEER |, BHZRXE AWS CodeStar,

(® Note
EZERAETBMNLIBR A , BUMTER RE AWS CodeStar FHIZ R,

F&
« 1£ AWS CodeStar FRIZEI B (#H &)
« 7£ AWS CodeStar F 8|21 E (AWS CLI)

£ AWS CodeStar F8IZ2T1 B ( #&Hl& )
£/ AWS CodeStar #2#| A BI2IE .
1£ AWS CodeStar F 8|22 B

1. E3F AWS Management Console , fA/G&EE L T Mt FTF AWS CodeStar 1A : https:/
console.aws.amazon.com/codestar/,

BRECEZEAHGCEMB REREN AWS Xig, flin , EEEXZEERI (BZBMN ) FaE
ME , HFRKRECEIER AWS XI5, Bx AWS CodeStar FEFRATAKN AWS KIBWEER |, E5
AWS — %5 Z /Y X 13 # s o

2. 1£ AWS CodeStar mME L , &R EIEIE,

3. HERIEMBEEMRTEL , M AWS CodeStar T B R FIRAFEFTMBE R, BAFEHRBEZSR
NTERBHSEE. Bl , I FEIZFEE Amazon EC2 3£44l, A Node.js /RER Web B T2 FI

Bl H 58
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B , #Ei%&sd Web MNATEF. Node.js #l Amazon EC2 E%1E. FE/E , MAI A F bR & MY E AR &
BITIER

EXEZEE |, 5 HAWS CodeStar Ul B #£4x,
4. iij:%-lt_io

5. EMBRBMNAMAFZERY  mAMBWEN , flisrsssss, EWMB IDA , BN ID RER
WIME &% , BREHN 15 NER,

Blan | B R#r#sn##I B BERIA ID B my-first-projec, WA ID 5B XBKWIER
RE BRI EARE, AWS CodeStar FAILIE ID #ERNRBEMEE URL W—3F5 , LK% IAM F#f
REZHEABGNRENEHN o, CIZMBE , BB IDELEER. EEVEWME 284
BB ID, HHEWME ID FRAZEFERAN ID,

BXIBEMNIE ID WRHEMES , i§35H AWS CodeStar FHIR .

® Note
X3 TR AWS KR, BUE ID FEREAD AWS Xt —.

6. EFRIFMEEIRME AWS CodeCommit B GitHub,

7. WMREEERT AWS CodeCommit , NI FEMERF , i5EZEIAK AWS CodeCommit 1F6EFE
B, RWMAEMENR, RERELE 9

8. WRMEILE GitHub , N FBERHGBEERIF, MRALCHEE  FEEREFEFZEE,
BN, MENCIRRMIERE, EFIEESD GitHub,

BIREETHEMERE R,

® Note
EOEER | B4JAA GitHub 1K/, BXMRARMEE S RN AR RERE,
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Create a connection i

Create GitHub App connection info

Connection name

| Connect to GitHub |

a. HESIZE GitHub NARFEETEEBMNAANKZERS | MIAEZEN BN, EEREED
GitHub,
EEE GitHub THEHHIM |, HE R GitHub RARFZFER.

b. % GitHub NAEFT , B —IMNABRFRZRIERLZRFTNAEFRUIBZ-—MNAEFE
*o

(@ Note

BU RN ESEREEFNMEEERZRE— M ARRF, NRECKXLZET AWS
Connector for GitHub B FAREF , EETH BT LR,

c. TEZRZE AWS Connector for GitHub WHIH , B EEHFLZENAEFHNIKF,

(® Note

MRECHERETNARR , WAILLEREE  HEH ANARFRENBRR
H , LA AERARRZRARE R ZH A,

d MREFEIANFBLUSETE , TR ALK GitHub 13 , AREFEZEF,
e. TEZZ AWS Connector for GitHub WEAH , REFFAERINRE , AR GRERLE,
f.  1E3%EED GitHub THE L |, fTLEMNERE ID FERE GitHub R ARF I AH A FERA,

BIRERER , 7 CodeStar@|2WE"NHY , FEREREZHER.
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® Note

BRLUEFRARTEEZFENRETEEENERE. BXESEE , BSHRTHE
REE,

]q\’gect a repository provider

CodeCommit O GitHub
Use a new AWS CodeCommit repository for Use a new GitHub source repository for
your project. your project (requires an existing GitHub

account).

@ The GitHub repository provider now uses CodeStar Connections

To use a GitHub repository in CodeStar, create a connection. The connection will use GitHub
Apps to access your repository. Use the following options to choose an existing connection or
create a new one. Learn more

Connection
Choose an existing connection or create a new one and then return to this task.

Q. arn:aws:codestar-connections:us-east- X | or Connect to GitHub

@ Ready to connect
Your Github connection is ready for use.

Repository owner

The owner of the new repository. This can be a personal GitHub account or a GitHub organization.
v

Repository name

The name of the new repository.

cs-dk-gh

Repository description
An optional description of the new repository.

© PFublic

9. NTFEHEFMEE , EiLR GitHub ARHEH A GitHub MK,
h. WNTFEEERN , BEZIRIAN GitHub E#EZH , S AR MEZ TR,
i &kEOHIFE,
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® Note
o, REEER AWS Cloud9 EAFFRIFER |, M AFUERANH,

i (AR ) WTEMEERHR | B GitHub 7 ER ARR,

® Note

IR IEEF Alexa Skill T1BE A , MFEEXE Amazon FEAARKF, BXuAER
Alexa Skill IMEWEZEER , 55 #iE : £ AWS CodeStar F 82 Alexa F eI H

9. MBEEMINE B2 EE] Amazon EC2 34| , BB #HITEN , B Amazon EC2 B EH f B &
B Amazon EC2 =4, flan , eI LA B B9 7] SR HIE B A gt 178 #R,

® Note
TE#H Amazon EC2 LI B RMFRRFNITERE D , HETREEETREIMNKERK
X, BXEZELR , F2 5 Amazon EC2 212K A Amazon EC2 Ef.
W R BIE Amazon Virtual Private Cloud R8T ZAMERFE = (VPC) HZNFH |,
RAEREFERAN VPC MFM, BR , MBRSREREALH EAXEN Amazon EC2 3£
IR | WTEEFRHEHFAETIEERNZTHB VPC,
AXEZER , HSHEM 4R Amazon VPC ? ME A ELREE,

EZAN D | EBRE FB 4 - - AWS CodeStar T B 62 Amazon EC2 Z4AXT 612 H Amazon
EC2 Z4ANt, B RBIARE NI R T XK,

10. iij:%-lt_io
1. EFRFRNEEFAER,
12. %3 Next =% Create project, ( EREVIEFEURTFEZHTIEER, )

SIRIE (BEF#EE ) TREE/LD HatHE,

. ENERREMER  BUAEAF#EREREEN ENHTRNER. ERAEESRTEZERE
& IDE , REFIBRERT @D E RIS o

1

w

EOEMB N , B MMNGTTREFE A IDE N E F6&E A& R REE T FRER.
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£ AWS CodeStar H1 8123 B (AWS CLI)

AWS CodeStar T B R RRBAMABERBMEUENETRNAS, BEEHE, XHHNBBENKDB
NRBEESHMNITESRERE, ERIETMBHE , AWS CloudFormation AN T ES4 R EMEEE —
B ER /IS4 ERE (CI/ICD) B,

UEERARHANRTARN , SN EURT EEER. YOEM AWS CLI QIRTE , tlZAT ol
#58 T SAERRH T B4R

TENTREFEUTHENRIR

1. BEERNRARBH CodeCommit = GitHub 1F4& .
2. EE RN MITFEMEEE XN CodePipeline B8,

a. HEEM CodeBuild :Z{TR TN A NERN AR |, BUIERE EE R RINGER R GZREY
o

b. BIEEEEFFIMER CodeDeploy 5 AWS CloudFormation 24 FRA B IBER)Z 1T
B EL A 1% HERY SR B MY ER o

(@ Note

& H CodePipeline EREEFELEERIME , HEAE - NN EBRLARFRME , AT
BAMEERIBEM BRIERNE IR,

AWS CodeStar T B4 E Y CloudFormation 1R,

BXRUEH ISR ES R ERGTRRNEIE , BSHEBEE - F£H AWS CLI £ AWS CodeStar 4
BIE,

FRFM

HE0BME R , HRAXHRREUTSH. WRREHUTSH , AWS CodeStar & —12E
oA

- BB, MRESBIEEENBERP , WEEHXTNITIE T EEER,
- BHRABAREEETHEMENNARFAE,

. BHRKRBLNIEEMTEREXH , I CodeBuild I B # buildspec.yml 8 CodeDeploy Zf&
#9 appspec.ymlo

« BALERARBHEE WA , 21 README sH3ET B4 AWS #FIREY template.ymlo
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- TEHER, SN IEEERTMEEERNENTE EEN AWS ZREM IAM £,
c BB, MREHNMEBEBERABMN T EEER  NATURBENE, NEMNFRSUHMN T E8EER 4
Z| Amazon S3 &, AWS CodeStar R EXHHERATHI0ETR,

/A Important
H{R1E AWS CLI FEEEEN AWS X5, £ AWS CLI HEEHN AWS XiFH 6l &I
B,

1. 1B1T create-project i HEE --generate-cli-skeleton 2K :
aws codestar create-project --generate-cli-skeleton

W PRE R JSON AN BTE, FHRESEFT AT EN ERNEE AWS CLI K| R ELL
B3 (W input.json) . R THEHARNMEREFNEE , ARFENER.

{
"name": "project-name",
"id": "project-id",
"description": "description",
"sourceCode": [
{
"source": {
"s3": {
"bucketName": "s3-bucket-name",

"bucketKey": "s3-bucket-object-key"

}
}I

"destination": {
"codeCommit": {

"name": "codecommit-repository-name"

},

"gitHub": {
"name": "github-repository-name",
"description": "github-repository-description",
"type": "github-repository-type",
"owner": "github-repository-owner",

"privateRepository": true,
"issuesEnabled": true,

1E AWS CodeStar F 81 H (AWS CLI)
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"token": "github-personal-access-token"
}
}
}
1,
"toolchain": {
"source": {
"s3": {
"bucketName": "s3-bucket-name",
"bucketKey": "s3-bucket-object-key"
}
I
"roleArn": "service-role-arn",
"stackParameters": {
"KeyName": "key-name"
}
},
"tags": {
"KeyName": "key-name"
}
}
BHMIUTREA :

- project-name : %%, It AWS CodeStar Il B B R 5 & #Fo
« project-id : %%, It AWS CodeStar TN B KR ID,

® Note

EORTER , BLTMEAHE—NTA ID, WRERINBWAXHHHNIE ID EF
i, WK EHEIR.

« description : Hi, It AWS CodeStar Il B Fy iR,

« sourceCode : ik, AIERHEHNFERBHEEEE. Bal , NEXFED sourceCode X
R, 8 sourceCode WREBEEHKX AWS CodeStar R ZBERBHBIRRBHNIES B IR
EB,

e source : F, XENEGRAB LEINNE, H—ZXFHREZ Amazon S3, EEIE
BMINE f5 , AWS CodeStar RRRREHNEISHEEHED,
« S3: Wk, AR Amazon S3 L&,

« bucket-name : @EEHRRBIEFEEE,
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« bucket-key : FEEBEEHRNREE zip X4 (B0, src.zip ) WEEBB RN
RE,

« destination : Alik, ERIEM BN , FENERBEXINWERLE. ENRERREBHNZX
B HRE CodeCommit F GitHub,

ERERBRTERAMNETZ — :

« codeCommit : H—HIVEBURENBIELHFRNRBH CodeCommit FEEMNB. F
fEEENTE R T B s E R,

(® Note

*F CodeCommit , IRAIRHIE T EeEHKR P E U EEENZ . AWS
CodeStar £ A& Amazon S3 FIREMRA BB IFMEE,

* gitHub : LI RKFEIE GitHub FREFEH ERRA N EMHAENES ., MRLERE
GitHub 7 & , MEELL T E.

(@ Note

NF GitHub , B EIEEI A GitHub Ff#E. AWS CodeStar 2 A& 612 —/
FEEHEAE £ 3 Amazon S3 BRKBIERE. AWS CodeStar AU TE
B GitHub R eIBZEN1EM#E,

« name : %F, B GitHub Z6&FEMN B o
« description : %E, &K GitHub FEEMNHER,
. type : %5, GitHub FEMNEE, ERENRN User = Organization,

e owner : XFE., BNEEEMEEN GitHub AP &%, MR F#ER A GitHub A4
B, EREHALEWH.

« privateRepository : %, BHELENFEEERILENERLEN. BREN true =

falseo
« issuesEnabled : HE, BWEBFEE GitHub X FEEERARBA, BXENRN true
= false,

« token : Wik, X2 AWS CodeStar A TiFRIEH GitHub Ik PN ARG, o
AR FBEUTSERE ; F#E. AP M adminirepo_hook. EM GitHub 8 EAN ATH RS
b ES R GitHub Wbk FRI N ST A A RIS,
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(@ Note
MREMEH CLI AIBBE GitHub JREFE#HEMNIE , Il AWS CodeStar £ &
THEBES OAuth NARFIFRIFME. MREFHAEH SR E GitHub JRF
fEERIE , W AWS CodeStar EREZRR , ZRBRET GitHub NAREFA
8] 770 B o

« toolchain : BXERXGIET B TREMN CI/CD TEENESE, XBELLETEHEER
WLE, EARFEIZE AWS CloudFormation #1# , ER 888N TEERER, XL iEH
AWS CloudFormation 5| A SHBEMA T ol 2#N AR, AWS CodeStar 1 RE
#HEFH AWS CloudFormation 5= 1T 4R,

« source : #F. BITEEEMRNWULE, Amazon S3 BME—ZFXFMNIRILE,
« S3: Ak, BRI EHEEREZEMN Amazon S3 L&,
* bucket-name : Amazon S3 TFf##EH B o
« bucket-key : EEMBEEN T ELEERA .yml =K json XH ( Hlw , files/
toolchain.yml ) BB BIRFIN RE.
« stackParameters : i, ‘@E%EZE AWS CloudFormation F&-EX . XL& &/
TESERRENSIANSH (NRE ).
« role: Wik, ATEENKFFOEIESRRFRNAC, AERMXEDN , WTAHAR
- MRKEMAE N AWS CodeStar £ T E4EH AWS CodeStar TR/ s EIRET 7

EBHKFBEZNERARS AR, MBEENKFHREFEERSAR , BUBIE—1N, B
XER ,FSHE HE® 2 tlE AWS CodeStar A,

s MRELFEHFEHECHWBEEN TEHEER , MIXMRHARG, BLRE AWS
CodeStar REABHNERBZACE—INAR, BXUKREFHNWRE , ESH
AWSCodeStarServiceRole B3k,

 tags : Ak, KiANZEIEE AWS CodeStar 11 B BIHRZ,

(@ Note
RERER LM INETE P EENHIR.

2. IRIITEENFTRENIHNE R , ARHIXIZIT create-project i . @& --cli-input-
json ¥,
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RAriEmE

aws codestar create-project --cli-input-json file://input.json

3. MRERKY , MHEPREREUTRERCAHEE

"id": "project-ID",

arn  :

arn

- BHEBEEXMMENES :
- idfBERRIWME ID,
« arn ERTIEH ARN,
4. {EH describe-project in TR EEWT H CIBRES. 88 --id S8,

aws codestar describe-project --id <project_1ID>

BEUTRARRUNBERE RERL S

{

"name": "MyProject",

"id": "myproject",

"arn": "arn:aws:codestar:us-east-1l:account_ID:project/myproject",

"description": "",

"createdTimeStamp": 1539700079.472,

"stackId": "arn:aws:cloudformation:us-east-1l:account_ID:stack/awscodestar-
myproject/stack-ID",

"status": {

"state": "CreateInProgress"

}

}

- HHIEEXFMWENEER
« state ERTIHEGIEIRS , W CreateInProgress = CreateComplete,

EORT AR , BAUMNGSITREE AR IDE NI B 176 B 0L 7 3 E & 17 R R

1E AWS CodeStar F 81 H (AWS CLI)
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¥ AWS CodeStar 5 IDE it & 1# A

X IDE & AWS CodeStar 5 AT , BAI NS E LN ERRRHREMT RAB, SIEIMHEE

REGE |, EBATE E REFE2E7E AWS CodeStar I B H,

index.html 23 O [ Task List &3

<nav class="website-nay"> - f v|GE)=_:| @ | *® ]
-

(Yo e ]

<ul>
¢lir<a class="home-1link" href="https://aws.amazon.com/">

]

<lix<a href="https://aws.amazon.com/what-is-cloud-comput Fnd G » All b Acti

2 <lir<a href="https://aws.amazon.com/solutions/">Services
3 <lir»<a href="https://aws.amazon.com/contact-us/">Contact
- <ful>
5 </navz
6 </headers
8 <div class="message">
9 <a class="twitter-link" href="http://twitter.com/home/?status=I U= Qutline 57 - o
@ <div class="text":> == -
1 <h1>Congratulations!</hi> - An outline is not available,
2 <h2>¥ou just created a Mode.js web application</h2:>
3 <h3>And I made a change in Eclipse!<fh3ﬂ
4 </div> :
5 <fdive
6 «fdivz
3 <footer:
9 <p class="footer-contents":Designed and developed with <a href="http =
1| i | 3

]
3
m

slorer &GitStagingE@ J | Error Log 3
Filter files SEE

| = my-first-projec [master]

Unstaged Changes (1) |=  Commit Message 5>
|3 .project Updated index.html with a new h3
Author Mary Major <mary_major@example.com>
Staged Changes (1) v el g

Committer:  Mary Major <mary_major@example.com>

iy index.html - public

[ 4 Commit and Push...] [ =1 Commit

£

« ¥ AWS Cloud9 5 AWS CodeStar £ & £
AWS CodeStar 5 Eclipse Bt &£ A

« ¥ Visual Studio 5 AWS CodeStar —#2{£

£ AWS CodeStar & IDE E &
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% AWS Cloud9 5 AWS CodeStar &£ &M

£ AWS CodeStar BB H , £ A AR AWS Cloud9 RE HRBMF L H. AWS Cloud9 =R AIE

& Web R 2515 RIRYEL IDE, 1% IDE #HFENARBEREFRR , X SHERIESNETHARER
MXFURRNEBER K, /& , Amazon EC2 SLHIFHEE AWS Cloud9 FF x5, HIRFERHE AWS
Cloud9 IDE BAK ¥ AWS CodeStar 1 B KB X HEITIE, BXEZESR , 1§56 AWS Cloudd A1
o

& A LA AWS CodeStar #41& 5 AWS Cloud9 #2444 £ CodeCommit R 1EERIBAYIA B 4
#E AWS Cloud9 FF &3 E, X F7E GitHub FRFiEHABH AWS CodeStar B , B REEFEH AWS
Cloud9 ##|&, ZXEFNA T XA MNMEFENER G E,

E#H AWS Cloud9 , BREE :

« —ZEERNERAR G RIEI AWS CodeStar I B # IAM B/,
« TR AWS CodeStar 11 B [ H R B FEMEE CodeCommit F , MEEZ IAM AFH AWS &Eil,

F&

- JTE I AWS Cloud9 ¥$3F

- RABLETH AWS Cloud9 335

- 5T E AR KR FZE AWS Cloud9 ¥
- MILE F Bk AWS Cloud9 %4

- ¥ GitHub 5 AWS Cloud9 &4 H

- HiRR

JIn B 613 AWS Cloud9 I3g
REBLLT S BN AWS CodeStar I B 62 AWS Cloud9 FF X HR3E,

1. MREGEFHE , FER QETE SR TRE,
2. 7 AWS CodeStar #2#|AHITHIE ., ESMEL | %F IDE, EREQIEHE K RARMITUTS
B

/A Important

MR B F A X% AWS Cloud9 #5 AWS XEH , il §it=EH IDE ETF/HFER
AWS Cloud9 %31, {82 , /A LAEMA AWS Cloud9 #£#I1 5 82— N T RIHE | T X—

F AWS Cloud9 & AWS CodeStar & & & H 70


https://docs.aws.amazon.com/cloud9/latest/user-guide/
https://docs.aws.amazon.com/cloud9/latest/user-guide/

AWS CodeStar

RAriEmE

IR | RERFHEEESITIE A AWS CodeCommit FFEFE. Bk A THZER , HSHAWS
Cloud9 AIFEmRMF RV RIZIRE, TFFHEM AWS CodeCommit "l BXRZXFEFH

AWS XiZHI 5% |

&2 % Amazon Web Services —f&2#£ 8 AWS Cloud9,

812 AWS Cloud9 35+ |, BE LB BRIAE.

1. BEERATREHRN Amazon EC2 SKHIRIRRIARE | ERAIRE PR FESLHIRYRE,

2.  AWS Cloud9 £ & AWS Ik F £ #9 Amazon Virtual Private Cloud (Amazon VPC) 53<4il# 1Ti@
5. BITFELE AWS Ik Amazon VPC WiRB A |, BT RIIEREZ—,

ZKF = BFEE
58EF AWS
VPC , B Cloud9 f£
ZVPC& H®H VPC

BED— =T R

NFR? ARy
A VPC?

Fi —

= =

= =

ZVPC R HFEWITIZRE
XL )
M2

— MREREFE VPC , NBIE—, BAFREZKE, X
FR% (VPC) #iZ 0|2 VPC , RIS H TUE L #9588
B¥E, BXEZEE , 15Z® AWS Cloud9 AF#8
B H AWS Cloud9 ]2 Amazon VPC,

WMREFE VPCERBFN , HRI2—NFN. B
FMKIRE. AMSE (VPC) EFRCIEFM , RiGER
VEAERE, BXEZEE , 525 AWS Cloud9 AF
EEFH I AWS Cloud9 Bl F M,

BREASENTSE 4. ( AWS Cloud9 EARIA VPC
RHEHBEANFM, )

fim

7|

NFFM , EFEFE AWS Cloud9 Tl SEIEFEATERIA
VPC HRERN TN,

F AWS Cloud9 & AWS CodeStar & & & H
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AWS CodeStar AFEE
Z = &L ZVPC & iBRITIZERME
AEF AWS BEEAN
VPC , H Cloud9 f&# F™ ?
ZVPC& H#H VPC
EEL— =12k
NFH ? FHEER
1A VPC ?
3 B =R NFMLE (VPC) , B FH L AWS Cloud9 EHHY
VPC, WFFW , &R EHZLE AWS Cloud9 Ei%
VPC R FM,
EXEZEER |, 15 AWS Cloud9 AF1EREAHE AWS Cloud9 Fr £ 3EH Amazon VPC 1%
=,

3. WARERWN

® Note

BORAPNHRER LI ME R/,

, FALER MM E /IR

4. EFEH AWS Cloud9 HIMEREERAFHRERANRINSTEE , BRAXATERE , RAEE

RiZiRE

5. EEGIRIFE,

EITHRE | BSRE AW EITFHF AWS Cloud9 3HiE,

A UER LIRS RK AT B QIESNRRE, Sl , BageFLER —NIMERAE -5 K58 , £

S—MHEBEITRRERLER -2 K8,

AR TFF AWS Cloud9 3%

BREBLTSBRITHE A AWS CodeStar I B #1228 AWS Cloud9 FF £ H3E,

1. #EBUE £ AWS CodeStar #2#I & RITFWEFR T , ESME Li1EEF IDE.

F AWS Cloud9 & AWS CodeStar & & & H
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/A Important
MR E YRR BEME GitHub & |, BESME= LRETE IDE. B2 , £AIUER
AWS Cloud9 #Z£H| & RITFMBHE, BIUIENERIS , 20 AWS Cloud9A F 5
MR TR F GitHub 5 AWS Cloud9 E&H.

2. XFIEH AWS Cloud9 FREEHZ AWS Cloud9 38 | B H EITFHIERE %R Open IDE,

A LAfE A AWS Cloud9 IDE I ENFF #4430 B B9 AWS CodeCommit i EFHRE, BXES
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https://docs.aws.amazon.com/cloud9/latest/user-guide/open-environment.html
https://docs.aws.amazon.com/cloud9/latest/user-guide/tutorial.html#tutorial-environment
https://docs.aws.amazon.com/cloud9/latest/user-guide/tutorial.html#tutorial-editor
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https://docs.aws.amazon.com/codecommit/latest/userguide/how-to-basic-git.html
https://docs.aws.amazon.com/cloud9/latest/user-guide/share-environment.html#share-environment-member-roles
https://docs.aws.amazon.com/cloud9/latest/user-guide/share-environment.html#share-environment-member-roles
https://docs.aws.amazon.com/cloud9/latest/user-guide/share-environment.html#share-environment-invite-user
https://docs.aws.amazon.com/cloud9/latest/user-guide/share-environment.html#share-environment-member-roles
https://docs.aws.amazon.com/cloud9/latest/user-guide/share-environment.html#share-environment-member-roles
https://docs.aws.amazon.com/cloud9/latest/user-guide/share-environment.html#share-environment-invite-user
https://docs.aws.amazon.com/cloud9/latest/user-guide/share-environment.html#share-environment-member-roles
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https://docs.aws.amazon.com/cloud9/latest/user-guide/share-environment.html#share-environment-member-roles
https://docs.aws.amazon.com/cloud9/latest/user-guide/share-environment.html#share-environment-invite-user
https://docs.aws.amazon.com/cloud9/latest/user-guide/open-environment.html
https://docs.aws.amazon.com/cloud9/latest/user-guide/open-environment.html
https://docs.aws.amazon.com/cloud9/latest/user-guide/delete-environment.html
https://docs.aws.amazon.com/cloud9/latest/user-guide/create-environment.html
https://docs.aws.amazon.com/cloud9/latest/user-guide/open-environment.html
https://docs.aws.amazon.com/cloud9/latest/user-guide/open-environment.html
https://help.github.com/articles/cloning-a-repository/#platform-linux
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https://docs.aws.amazon.com/cloud9/latest/user-guide/tutorial.html#tutorial-environment
https://docs.aws.amazon.com/cloud9/latest/user-guide/tutorial.html#tutorial-editor
https://help.github.com/articles/pushing-to-a-remote/
https://help.github.com/articles/fetching-a-remote/
https://help.github.com/articles/git-cheatsheet/
https://help.github.com/articles/caching-your-github-password-in-git/
https://help.github.com/articles/caching-your-github-password-in-git/
https://docs.aws.amazon.com/cloud9/latest/user-guide/tutorial.html
https://docs.aws.amazon.com/cloud9/latest/user-guide/environments.html
https://docs.aws.amazon.com/cloud9/latest/user-guide/ide.html
https://docs.aws.amazon.com/cloud9/latest/user-guide/samples.html
http://www.eclipse.org/egit/documentation/
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1. EXRMITEN EZZ Eclipse. Eclipse B2 X EMAEHE Luna, Mars Fl Neon,
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3. £ Eclipse # , #%&# Help , AA/F%# Install New Software,

4. £ Available Software # , i%£#F Add,
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£ Add Repository A , #%&# Archive , X EZR7TF zip XHWNLE , REITF X, FENE
, REEEEE,

ERTRRMF  EESRUERE AWS RUEEBETEMARARTE  RARERT -
7. EREFAEEF  ERT-F,
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https://docs.aws.amazon.com/AWSToolkitEclipse/latest/GettingStartedGuide/setup-install.html
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= AWS CodeStar Project Checkout

AWS CodeStar Project Selection

Select the AWS CodeStar project you want to checkout from the remote host.,

Select AWS account and region:

Select Account: ’default vl Confiqure AWS accounts...

Select Region: ’US v]

Select AWS CodeStar project and repositony:

Project Mame ProjectID Project Description
My First Project ry-first-projec AWS CodeStar created project

Select repository: | my-first-projec

Comfigure Git credentials:

You can manually copy and paste Git credentials for AWS CodeCommit below. Alternately, you

can import them from a downloaded .csv file, To learn how to generate Git credentials, see Create
Git Credentials for HTTPS Connections to AWS CodeCommit.

Lser names;

Password:

[ Show password

Import from csv file

Mext = Finish Cancel |

3. BMERT , MANERENTES ZHLTRORE, NRATASA— ARSI 5L, HER
i&_‘ﬂ::B*E ) %Eﬁj::% Nexto

4. EXRBHIRR , ERESAOSHEENTEN LABRER M FHEENBIRMLE , RARERTH.

5.

EDERREERP , BITH A KLU AWS CodeStar T E RIS #F,
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1. EUMBRREESRED , BFAUWEMLUNE AWS CodeStar T B HHI X 4,
2. RE—INHEZMBEXHHREER,
3. HERFHFREXEWE , ITHZXHN ETXEE | % Team , REEE Commit,

MREEHEDMBEMAE I Git EFED , WA B LR,

4. HECGtERFYP , BIFEANXHBHIEFNERFREFER. ERBETRMARIHEE |
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https://wiki.eclipse.org/EGit/User_Guide
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index.html 23 O (5] Task List &3
3 <nav c%ass="wehsite—nav"> - = v|<3gg—: | & | i
9 <ul>
A ¢lix<a class="home-1link" href="https://aws.amazon.com/"* =
1 <lix<a href="https://aws.amazon.com/what-is-cloud-comput Find S » Al P Acti
2 <lix<a href="https://aws.amazon.com/solutions/">5ervices e - ~ et
3 <lix<a href="https://aws.amazon.com/contact-us/">Contact
4 </ful>
5 </nav:
6 </header>
3 «div class="message">
) <alclass="twitter‘—1ink" href="http://twitter.com/home/?status=I EE Outline 52 - =
2 <div class="text":>
1 <h1>Congratulations!</hl> An outline is not available,
2 <h2»¥ou just created a Node.js web application</h2:
3 <h3»And I made a change in Eclipse!</h3:] |
- </dive 3
5 £fdive
6 £fdive
3 <footers
9 <p class="footer-contents">Designed and developed with <a href="http ~
4 1 F
¥y Git Staging &2 7 3
Filter files & B [E
= my-first-projec [master]
Unstaged Changes (1) 1= Commit Message & =
¥ .project Updated index.html with a new h3
Author: Mary Major <mary_major@example.com:

Staged Changes (1)
Committer:  Mary Major <mary_major@example.com:

gy index.html - public

I " Commit and Push...] [ =1 Commit

EERNBERNNE , FEOTMAEWEFER. BXESZER  FSALKR3 . EFLNTE,
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GitHub M5 LAY Getting Started with GitHub for Visual Studio,
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3. £ Visual Studio ] FF Team Explorer. FEFEERF MR B , &K EF CodeCommit , RFEFE
.

4. £ Manage Connections # , 1% Clone, EFZNIM B N EHEEUREENFHEREIIN R
TTEHXHR , REEEEE,

5. MRRGRTECRE Git FiE , FEE Yes, ZTEIFZHAARECREIE, REIUENHRE
IRENNE, FRERFXEFIINE—H2, WRTEIRERARELIREIL , NELEE
TE , BALLTOEARKEECH Git RiE. AXREZER , FEHRELN T EVLUERE
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£ AWS CodeStar B fZ £t FH SSM S 55 Mthe section called “EIM B &£ FEH
. SSM Z# AWS CodeStar’,

FXFUTER,

- YIEITEMNEBE SR (Hln , EEE AWS Elastic Beanstalk = AWS CodeDeploy ) »
o BIMKEFH Web LinT LA Mo
- Bk CodeCommit 771 FEB 5 ( X1 FiE#EE CodeCommit B AWS CodeStar IiH )
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HYERE OAuth R FEH D -

- WiFF CodeCommit & EERE ( X FiE$EZE| CodeCommit B9 AWS CodeStar M B ) , R NEME
EEFEZINIME , SE RO E#EEEZESILIE,
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CodePipeline AAF 8B H K 7E AWS CodePipeline F4wEE B,

(® Note

R M B E AWS CodeStar KRB HIEM AWS &R , MEETREL DR, X2RN , B
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https://docs.aws.amazon.com/codepipeline/latest/userguide/pipelines-edit.html
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&AL 2 AWS CodeStar £l B 8122/ Elastic Beanstalk SMERIRE ., #l0 , B sEEEN
AWS CodeStar U1 B BV BRI Elastic Beanstalk SR EM“E — K" ER N “AFEGE, Ak , BEEWME
WIEMEERRE template.yml X4, BAREFEEENIE TELAERACHNIE, EEMEERE
/5 , AWS CodeStar 1 AWS CloudFormation &7 & & & R.

BXximiE template.yml XHNEZFEER , BZH £H Template.yml XU ESNAEFER. B
3% Elastic Beanstalk sMENE ZEE |, H5 1 AWS Elastic Beanstalk FF X A R I8 HF K AWS Elastic
Beanstalk SMEEEE A,

FUURARBFH AWS Lambda Bk

BT LAE X Lambda BB HIRE , & AWS CodeStar U1 B R 8IEMNE IAM AR API
Gateway APl, At , BIUEFER AWS TRES|PMAREFIER (AWS SAM) BAR I H B CodeCommit
FEESM template.yaml X4, It template.yaml X#E X API Gateway REIERERZ#, &b
EREF. 5176, IAM A& APl, BXEZEER , 555 GitHub MG LM A EH AWS SAM 612
TRFENAER.
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AWS X-Ray 2t TRE , TRToMo M ANARFMEETRH (Fl0 , R EZER ) ., [ AWS
CodeStar B E R MIRERE , EAILAER AWS X-Ray # 4| A EF N BRI R G 566,

(® Note
BULHTRASRATETEATHEXFERNFER T LIZNUATHA :

« {£{@ Lambda B B,

« XF1E 2018 &£ 8 A 3 HZatlEM Amazon EC2 = Elastic Beanstalk 1 H , AWS
CodeStar £ B FEFTEE 7 /template.yml X,

1 AWS CodeStar I B # k39825 — AWS CloudFormation X4 , iZ3X4FB T H &N A
EFH AWS ZITRMEBIN ( IBIEFERM Lambda B3 ) BE, WXHEEEREEETHN /
template.yml X#H,
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https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/environments-console.html
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/environments-console.html
https://github.com/awslabs/serverless-application-model/blob/master/HOWTO.md
https://github.com/awslabs/serverless-application-model/blob/master/HOWTO.md
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SB] 1 & IAM PRE TELREAGUERER
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@ Note

MREWIE EFNELENPRD R KR |, N T AR P BR
NFEARFFEESH 2018 £12 A 6 BZERIEZMWINE , AWS CodeStar B &I B Fle
EWEEE -

1. E3xE| AWS Management Console , A/FEI LA TMiLFTFF AWS CodeStar #2&|& : https://
console.aws.amazon.com/codestar/,
2. f£A template.yml file RIEWEREFENETA , AEITFAUWBERRERME,

3. EWMEARRT , ERFRINKRFHEIN CodeStarWorker/Lambda A& LIER IAM £, HEZFH
EBELTHEN : role/CodeStarWorker-Project_name-lambda-Function_name. i&$Zitt
AER ARN,

4. HAGFNE IAM B EPRITHF., EEMMKE. B3R AWSXrayWriteOnlyAccess i , &
TEBMNAE , RRIERH MK,

S 2 HIRBRE N template.yml X4
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-template-resource-type-ref.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-template-resource-type-ref.html
https://console.aws.amazon.com/codestar/
https://console.aws.amazon.com/codestar/
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Tracing: Active

BT RAIEREBRAIER

Resources:
GetHelloWorld:
Type: AWS::Serverless::Function
Properties:
Handler: index.get
Runtime. nodesede
Tracing: Active # Enable X-Ray tracing for the function
Role:
Fn::ImportValue:
1Join ['-', [!Ref 'ProjectId', !Ref 'AWS::Region', 'LambdaTrustRole']]
Events:
GetEvent:
Type: Api
Properties:
Path: /

gat

SR 3 NRRERAMIEENERENR

RBRHHIE template.yml XHEFHER,

@ Note
XEBHENEE, NMREBEEH IAMRZERXEN , MEHNEELF) , AWS
CloudFormation % EHSIBFIEEIR , HAMKEFSER, RAEXTER , BEIE
R, RAREHBHENEE,

SR 4 NIBERISIE AWS CloudFormation % 58 57

N

ELENTENEESIBEM ERET , AWS CloudFormation Xk EFH B3, EEEFHERFEHNIR
A, iIBfE AWS CodeStar ##IHiR Lk FRENEEFH AWS CloudFormation Bt E&.

R AWS CloudFormation H YR EFTIREI S8R |, 5 AWS CloudFormation : B F &4
R |, XA EC B RTHNHELEREE. MRIELELAERONR | BREMN NI E B
Lambda TELEACHNERK, BSRISE 1 £ IAM ARETELESCUERER,

EREHEREEENEENRNTH. AEEENRRAERF LBRRER.
BEE Lambda #H &P EFENEHBNFAFEERBRIEIREER AR,

B AT B R R
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4. AENTMEEENABRFLRETR. SRESENNABRFETHILRE, &RLE AWS X-Ray
2EHaREEREKES.

Trace list

1D Age Method Response Response time
315e2d41 4.7 min 200 270 ms
88c0civc 12.8 sec 200 23.0 ms

IR AMEIB B

FrE I B &S AWS CodeStar ##R9EE —1 AWS CloudFormation 34 |, iZX 4T R IEH
MARFH AWS ZTRMEBIN ( BIEERHM Lambda B3R ) B, WEFE#HEREEEDHN /
template.yml X#H,

@ Note
AR TRIRATEFEUATHE XBEANER T IR TIHE :

e {4 Lambda I B,

« XF7 2018 &£ 8 A 3 H2/atlZEH Amazon EC2 = Elastic Beanstalk Z1 8 , AWS
CodeStar ZW B F#EFMBEE T /template.yml X#4,

& A LUBIS ¥ AWS CloudFormation R NZE] Resources F o KGR X4, &k
template.yml X#F 2iF AWS CodeStar 1 AWS CloudFormation & R AMEEWIE ., —
RREE S H AR INZIIM B B9 CloudFormation TELREA RN EK, AXBERTENERN
B8 , BSH AWS BREKRE S E,

EEREEXTRWHLERRERMBME G, U TREENERFAERNBMES R, 55X AWS
CloudFormation ®ERELEBMNIIEK , BSH AWS BREHESE,

.1 £ IAM 4548 CloudFormation TE4LIEAE® (MAXKE)
: {& K template.yml X4

BRI HIERNERER

. W52 AWS CloudFormation 4% &

. {50 F PR B 3R B 7R I B R AR BR

i
5
N

i
5
SN

I N e
N
QA
R
w

N
B
o
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BRI D P RIS KB AWS CodeStar Il B #iRLURINEIR , REE 1AM Ry BIE

# CloudFormation TE4L B AN, ERHIH , & AWS::SQS::Queue FIRAINE
template.yml ¥, ILERE AWS CloudFormation A /331 Amazon Simple Queue Service
RA S N2 2B 1 B Y B 3 I R,

S8 1 1T 1AM F 458 CloudFormation TELEAE®

BYALNERR BHERIREMITSR 1M 5,

® Note

MREWIE EFNELENPRD R KR |, W] AR 255,
NFEARFEFEESH 2018 £12 A 6 BZEGIEZMWINE , AWS CodeStar B &I B Fle
EWEEE -

1. &3 AWS Management Console , R/ LA T M1uLFTF AWS CodeStar # & & : https:/
console.aws.amazon.com/codestar/,

2. f#£M template.yml file BIEWMEREFRNEBWME , REITAMEBE RIRAME,

3. EMBERERT , EREIKRDPEEN CodeStarWorker/AWS CloudFormation A& A|EH IAM £
B, ABRBAMERLUTHER : role/CodeStarWorker-Project_name-CloudFormation,

4. LABFHE IAMZFEFITF, ENRETRFEHRNEKERES  BRITENRSHEREAAEN
17, RIEERIRE R,

5. 1%&$#F JSON &I~ A4 RIE,

(® Note
B TELEA KRR CodeStarWorkerCloudFormationRolePolicy.,

6. 7£ JSON ZFEgd |, £ Statement TEPRIMLUTERIEIEA,

{

"Action": [
"sqgs:CreateQueue",
"sqgs:DeleteQueue",
"sqs:GetQueueAttributes"”,
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RAriEmE

"sqgs:SetQueueAttributes",
"sqgs:ListQueues",
"sqgs:GetQueueUrl"

1,

"Resource": [

i n

1,
"Effect": "Allow"

7. EREFERBUBREBTESEMER  RABERREER

HI8 2 - {EW template.yml X

1.  FTFF AWS CodeStar #2#|& , #dk : https://console.aws.amazon.com/codestar/,
2. EBRLNTHRSHMAB , ARHTFRBIE. &

o
3. EAXRMFMEEFFER IDE, BHADR

Resources:
TestQueue:
Type: AWS::SQS: :Queue

LU R B E R EBRAIER

Resources:
HellolWorld:

Properties:
Handler: index.handler
Runtime: python3.6
Role:
Fn::ImportValue:

Events:
GetEvent:

Type: Api
Properties:
Path: /

Method: get
PostEvent:

Type: Api
Properties:
Path: /

Method: post

TestQueue:
Type: AWS::5Q5::Queue

Type: AWS::Serverless::Function

1Join -, [!Re rojectId', !Re WS : :Region’,
1Join ['-', [!Ref 'ProjectId’, !Ref 'AWS::Region’

'LambdaTrustRole’]]

WEMEENTED , I8 T template.yml BT

REBEMEETDR template. yml 34, HAEFRKEEE
Resources #po A, FELRHIFR , FEFLAT XA , 2700 Resources 7o

FRIRAMEBE
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PR3 BRAMERECHERER
- BIXIHAMEEBEDSR 2 PR7FW template.yml XH4FHER,

® Note

XEBHENEE, MBEEBEEH IAM #XFEZHU&&EE& nNEWEESZ , #8
AWS CloudFormation R EFHMSBRHEIR , XSSBEHEREMER. IRXEXTE
o, BEENR , AREFBIENEE,

SIR 4 ; ¥ AWS CloudFormation 34k 58 37

1. EENTIENEERIEM e , AWS CloudFormation R E#FH B, B E AWS
CodeStar #&IHE#x L kRSN EE P AWS CloudFormation B ERAE B HR EH .

R HERR

MRRDFAFRFNR , MR EHF RN, EHENEEN AWS CodeStar ZHIHRAB HE
B RBRE.

EREEWEZM ERFH CloudFormation #53% LA1E AWS CloudFormation 2 &l & H Xt 5k U 1T 7]
e, EEEIANE4NERT | RSN E UEEHKRUEFAESE., BE—RKEERMFAS
BHHE, ERAIH | B4 sqs:CreateQueue PR,

b 0B3TA1 UTCOT00  UPDATE_ROLLBACK_COMPLE AWS:CloudFormation:Stack awscodestar-dk-sqs-rad-lamb
TE da
08:37:11 UTC-0700 DELETE_COMPLET AWS:SOS: Queu TestQue
b 083708 UTC-0T00 UPDATE_ROLLBACK_COMPLE AWS:CloudFormation:Stack awscodesiar-dk-sqs-red-lamb
TE_CLEANUP_IN_PROGRESS da
» OB:3T.06 UTCOT00 UPDATE_COMPLETE AWS:Lambda: Function HellaWorld
» 08:37.03 UTCO700 UPDATE_ROLLBACK_IN_PRO AWS: CloudFormation::Stack awscodestar-dk-sqs-red-lamb  The following resource(s) falled to creat
GRESS da
b OB3T02UTCOT00 UPDATE_FAILED AWS: Lambda: Function HelloWarld 38
08:37:01 UTC-0700 CREATE_FAILED AWS:SOS: Queue TestQueun AP

B4R INZEI B #9 AWS CloudFormation THELEA BN FRKBERRNIMERRINNE, ES
FLZH 1 £ IAM F45%8 CloudFormation T/E&EA B,

2. HEZEWEERINZITE , 1 AWS CloudFormation #ik i 6lZ2 %R, £ AWS CloudFormation
HERIERD K EFRNENTBE AR AER, EURHIFR | TestQueue BAFITERIRER D A 5,

AWS CloudFormation F 12 7BA%) URL., BA%| URL BAE &3 :
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https://{REGION_ENDPOINT}/queue. |api-domain|/{YOUR_ACCOUNT_NUMBER}/
{YOUR_QUEUE_NAME}

BEXEZEER , S A% Amazon SQS JEE.. M Amazon SQS BAFI#EWCE EFM Amazon
SQS BAFIMBRH B o

HUR 5 ¢ fE A NEBR KBS D0 BR PR

B @ AP A ERNINE S NB R SRR FHE AR A X BN ARN T RNER, HEMBER
REBBEEANMNR. BERTUTER , BUNEERNEAF. KRN EEBERAFPSHELES
AdministratorAccess HEREFFVREEHN IAM AP RBKERAFREXIIEFH A,

£/ JSON 2R B 4w 4E Bx O 2 SR B

1. BFAWS Management Console , R/FET LA TMuLFTFF IAM 21 & : https:/
console.aws.amazon.com/iam/.

2. EEMNSMERT , EFERE.

mMRIX 2B EIRIESE Policies , M4 & R Welcome to Managed Policies TUH. EFFFAER,
3. HEWEMINE , G 6I2 K,
4. TERMEREIRIDD , EHE JSON BT,
5. HALLT JSON ZRRBEITHY -

{

"Action": [
"sqs:CreateQueue",
"sqs:DeleteQueue",
"sqgs:GetQueueAttributes",
"sqs:SetQueueAttributes"”,

"sqs:ListQueues",
"sqgs:GetQueueUrl"
1,

"Resource": [
nin

1,
"Effect": "Allow"
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6. ii?%jt_io

® Note

&R LARE R FE AT AL{E A JSON mEERRIATI R 2 A E]#k, AN , MREHTERHETMR
LRBERTERT—F | IAM AR FHRENRBE UM TR LmERETILIL. B
XEZER , FZH (IAM AFEmR) PRIAEEREN.

7. BEEFAUERREL , WEECENREEHARBEMNER (L ) . EFWREEHE AR
RAEE EHYR IR T HINER

8. A BIEREE A REENIRE,

M A IAM A&

MK FESH 2018 £ 12 A 6 BFF A , B LA EN ARFHERK (template.yml) FEX B AR
KW, N THBRAERBEARMBIREIRENXRIE  EEERNECENED IAM S2EFRET B 5 ERRR
DR, MELEESEZ/MNEEMW Lambda B |, RFASMHKIE—N IAM A6,

ORI E 7N 1AM A

1. RELZHIMEM template.yml X,
2. 1f Resources: o , FATHIHAZRIFINER 1AM BFIR

SampleRole:
Description: Sample Lambda role
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Statement:
- Effect: Allow
Principal:
Service: [lambda.amazonaws.com]
Action: sts:AssumeRole
ManagedPolicyArns:
- arn:aws:iam::aws:policy/service-role/AWSLambdaBasicExecutionRole
PermissionsBoundary: !Sub 'arn:${AWS::Partition}:iam::${AWS: :AccountId}:policy/
CodeStar_${ProjectId}_PermissionsBoundary'
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3. BUEERMEHNENR , ARIEREI.

X Prod M R & um 11 RN HIIEIT B

FERALID TR | NFNES (Prod) BYEORIMB G EE , HIEZNEEM Deploy # Prod M R
ZERIM— N FHFERM R, IEAELRNTIEEEET HT@UE NI B IR R

® Note
EUTRRT , S ERXENRE

« WFTE 2018 £ 8 A 3 AZERIEMIE , AWS CodeStar BT B M ES RN IEHN
Amazon EC2, Elastic Beanstalk 2 Lambda Il B fifit & — /> /template.yml X4,

s WFEAFEFEESH 2018 £12 A 6 BZ2EBIEMNIE , AWS CodeStar E R &EHINE
i B X PR SRR B

B AWS CodeStar T B £ —“> AWS CloudFormation #ixX 4 , ZXHERA TR ENRAREFEN
AWS Z1THMKEIN ( 20 Linux SEHIF] Lambda B4 ) 24, /template.yml XHFREENRIFME
E,

£ /template.yml X#H | 5 Stage S NI B &R RIFH BRI — N RIRHER

Stage:
Type: String
Description: The name for a project pipeline stage, such as Staging or Prod, for
which resources are provisioned and deployed.
Default: ''

Z Stage SHNATEEARRHSIANIIE ID WAERERR. Hli0 , A TACEM2EIRFIE
ERIR

RoleName: !Sub 'CodeStar-${ProjectId}-WebApp${Stage}’

SRS
£ AWS CodeStar & & PR ERIE TSI ZIE .
FRIEH IAM AR EBLLTR :

¥ Prod B B A& w5 SR INEI 51 B 93
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RAriEmE

« IMHE AWS CloudFormation A&H# iam:PassRole.
- MBETEHAEM iam:PassRole,
* cloudformation:DescribeStacks

* cloudformation:ListChangeSets

{X& B T Elastic Beanstalk & Amazon EC2 Il H :

* codedeploy:CreateApplication

» codedeploy:CreateDeploymentGroup
+ codedeploy:GetApplication

* codedeploy:GetDeploymentConfig

* codedeploy:GetDeploymentGroup

* elasticloadbalancing:DescribeTargetGroups

F&
« B 1 : 1 CodeDeploy ##EZEL (XBR Amazon EC2 IR )
- SBR 2. 7 Prod BB INFTHYE B R

D ANINFE B Y Y
- HEEE RS AWS CloudFormation H#EAR B #T

L]

N
o |9 |8
BN (S )

Nil
B

HPR 1 : £ CodeDeploy H#TEEBE A ( XPR Amazon EC2 T H )

EFRIEHY CodeDeploy NRAERF , RBEMMEHKGIRERNHEBFEL.

® Note
RSN B £ Lambda =% Elastic Beanstalk 31 H , A AR 58,

1. M https://console.aws.amazon.com/codedeploy $TF CodeDeploy ##|& o
1%$R1E AWS CodeStar H | 211 B 8Y 11 B 4 B #Y CodeDeploy N AR,
1 Deployment groups T , 1%#F Create deployment group.
EHBABZHD , A <project-id>-prod-Env,

A LD

¥ Prod BrER ML T URNIMEITE
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5. ERFSARF , REH AWS CodeStar T Bt R T EETELEAR,

6. HEMBRET , EERM,

7. ERERET , % Amazon EC2 £l i1+,

8. TEMIHETHELT , %4 aws:cloudformation:stack-name, FEET , &
awscodestar-<projectid>-infrastructure-prod ( )} GenerateChangeSet &{ESIZE
Ay ) o

9. EEPBIREH , % CodeDeployDefault.Al1AtOnce,

10. JBARRIEFRABIDE R

1. ERCEHEH,

E , ENE-NBBLEHECR,

PR 2 9 Prod BrERANINHTHY EEHER

I — NS48 E | Deploy Bt R BB — AR SR BB RFRVFBER. HIA , Amazon EC2 T B RIFTHY
Prod i BRI 5N 2T B 6 2R EEHN REBHEERIRE.

M Deploy B EFIS BN F &

1. MIEH AWS CodeStar Tl B #Z#IE MR+ , EFEEFHE B LLTE CodePipeline 5§l & AT EH
EiE,

2. EREE.

3. 1E Deploy T ER% |, iR RmEM B,

4. 1% GenerateChangeSet #1E LN RERIR. L TUTFERFNE, EQBEWHRMEN , HE
FX LE1E
- HREWR
- BEREER
- EiR
- BREE
- B

5. BFAER , ARESHT , EFENTENSH., FXESERMEEHIERE, S, L ISON
BREHMLETRHNSH -

« Lambda Im g :
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"ProjectId":"MyProject"

« Amazon EC2 I g :

"ProjectId":"MyProject",

"InstanceType":"t2.micro",

"WebAppInstanceProfile":"awscodestar-MyProject-WebAppInstanceProfile-
EXAMPLEY5VSFS",

"ImageId":"ami-EXAMPLEL1",

"KeyPairName":"my-keypair",

"SubnetId":"subnet-EXAMPLE",

"VpcId":"vpc-EXAMPLEL"

+ Elastic Beanstalk 1 B :

"ProjectId":"MyProject",

"InstanceType":"t2.micro",

"KeyPairName":"my-keypair",

"SubnetId":"subnet-EXAMPLE",

"VpcId":"vpc-EXAMPLE",

"SolutionStackName":"64bit Amazon Linux 2018.03 v3.0.5 running Tomcat 8 Java
8",

"EBTrustRole":"CodeStarWorker-myproject-EBService",

"EBInstanceProfile":"awscodestar-myproject-EBInstanceProfile-11111EXAMPLE"

6. EMBREEERTD , EHEIUH

EFH Prod M B2 817 GenerateChangeSet ##1E

(® Note

AINFIRESEENML FREERN , WREFITFHIEEHTRE , WTEFS
B BETREERILLT AR : #4R stack-name FEFE

Em
ol
!
IIE
it

¥ Prod BrER ML T URNIMEITE
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HHEIRT2EILEBREFEE, BR , ERRRIONTFER , SATMIERH EFRINFRIE, RF
METEER , HERSHRIRAINBRT2ER LN,

1. WMRKRETREMNEE , MM AWS CodeStar T B BHEMRF , R EEFMESUERH AT
FENEE.

EERE.

EREEED , E&F + RN .

WMAMBREN (HIM0 Prod ) , AFIERE + BINRIEL.

EREEMH , MAEBN (Sl GenerateChangeSet ) .

FERERME S |, %3F AWS CloudFormation,

EREERSD , ERIERBRESRL,

EHRERD |, INEBEIHIEELEMN AWS CloudFormation ki A — N EH. N5
Deploy #ik BT LHERMBHITLE , RAEHRM -prod :

©® N o a bk~ Db

* Lambda I H : awscodestar-<project_name>-lambda-prod

« Amazon EC2 Al Elastic Beanstalk Tl B : awscodestar-<project_name>-
infrastructure-prod

(® Note
Hetk B IS MTEL L awscodestar-<project_name>- FFik , BNHEK IR S KM,

9. EEXEENT , MAEIH Deploy BrERFREHENERELMMEEN B (HIW pipeline-

changeset ),
10. EWMATE &, BEHEDAR,

1. BRRF , M ASIAE Deploy BB P IREMNERB AR B (Sl <project-ID>-
BuildAxrtifact::template.yml ),

12. EEREET , WAL Deploy Bt X PR ERRIRELEXHF B HEEAI BN ( HIW <project-

ID>-BuildArtifact::template-configuration.json).,
13. 7EThEEH , 1%#F CAPABILITY_NAMED_IAM,
14. EABEMH , EERETEK AWS CloudFormation TELEA BN BT,

15. BASHR , ARESH &+ , hIENWTBE LS. 77 Amazon EC2 B @& Stage ¥ ( btk
FIRA JSON ¥ )
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3]

"ProjectId":"MyProject",

"InstanceType":"t2.micro",

"WebAppInstanceProfile":"awscodestar-MyProject-WebAppInstanceProfile-
EXAMPLEY5VSFS",

"ImageId":"ami-EXAMPLEL1",

"KeyPairName":"my-keypair",

"SubnetId":"subnet-EXAMPLE",

"VpcId":"vpc-EXAMPLEL1",

"Stage":"Prod"

(® Note
BRAZMEHBERESH , M XNXEFSUREREE LN S,

16. EBRRE.
17. £ AWS CodePipeline s , R REEEENR , AFERREEXR,

(® Note
AREAER—FHEE | BHSERRNERSHBMERFRM. BINEEHBRERHENT
_io
EECEHFNEE,

EFH Prod B BXH 812 ExecuteChangeSet 2/E

1. WREEHKRERENEE , WM AWS CodeStar T B #2FIERF , £EEEFMHEENEEHA
I FENEE.

EERE.

EIEHFT Prod BB | E#TH GenerateChangeSet R/EFGHE , %&£ + FINRIEL
EREBMH , MAEN ( HIW0 ExecuteChangeSet ) ,

FERER MM |, % AWS CloudFormation.

EREERD , ERMITERE.

2 i

¥ Prod BrER ML T URNIMEITE
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7.

10.

EHRBIF |, M ARTE GenerateChangeSet EH 3 AB AWS CloudFormation 4% 89 1 & #7
( 40 awscodestar-<project-ID>-infrastructure-prod) .

HEREENT , WASHENRPEANEXSEBVERENER (HIM0 pipeline-

changeset ),
EFRT Ko
£ AWS CodePipeline B , BRRTFEEENR , ARERREER.

@ Note
ARESER—FHE , BASE QRN FRESHBMERARFM, BIEHEHABRERKENT
_50
EECENNEE,

£ Prod B EBX #8172 CodeDeploy £8& 11 ( /XBR Amazon EC2 1M E )

© N o o bk~ 0D

&M Prod B BR P AVHTIRMEIE |, £ + B,

EREEBRD , WMABH (S0 Deploy ) .

FERERARED | 132 AWS CodeDeploy,

ERARFAEMTB , REHWLE %EE CodeDeploy N AREFE M.

EHEBAPR , EFEESR 2 PeIZERIF CodeDeploy EBE AR & o

ERADBD , ERENENERPEANHERYEDE,

EFE TR

£ AWS CodePipeline B#&H , ERRFEEENR , ARERRFENR. EFCENNEE.

HUR 3 ANINFBHALER

ERNRESKE | AR AT B BB E R0 F 30 5 4R BR.

1.

2
3.
4

EELR , ERRE.

ERINEER KRR Deploy # Prod EBEBMEXZ 8] |, & + H N ER
ERBMEL , MAMBRABR (20 Approval ) , RFIER + RNREL,
EREBWP , AR (HlW Approval ),
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5. 1E Approval type # , 1%£3%F Manual approval,

(A% ) FEBLE T SNS & ARN # | EFREDQIZH TN SNS £,

1%$% Add Action,

£ AWS CodePipeline B 7 , EREREFEEEN , ARERREENR. EEEEFNEE,
ERXAMMNERATREENE , BTERRHAER , AREERT,

© © N ©

S 4 HEIEFE RS2 AWS CloudFormation 4R & 5t

1. ZHENEEGITR , B LR AL B S TRR R ERHT B B AV 34 Ml i S B2 T 2

2. HEEEFE3 Deploy M EXES , AWS CloudFormation ¥ EF R E3h. &TLAE AWS CodeStar
FIE AR LR EHEEFE AWS CloudFormation Bt , UEBHKRENELN, EEEFHKRLE
HHEE  BEEFANSH4IRPERENIE,

3. EEMEBEERMTRE , FE AWS CloudFormation Mtk 8I2 &R, £ AWS CloudFormation
BHAER  ERENTIENWEMIREER, HEREMIXAUATER
* Lambda I H : awscodestar-<project_name>-lambda-prod

« Amazon EC2 A Elastic Beanstalk I B : awscodestar-<project_name>-
infrastructure-prod

£ AWS CloudFormation ISR RIIFZH , EFENEHNIE BN RIER, EARGD |, K
Amazon EC2 =6l B RERIRZR D A,

4. FEENEFHBRHKERT R

« XtF Elastic Beanstalk M B , & AWS CloudFormation 12#| & RIT A EFHER B &R, &
& Elastic Beanstalk R ATEF. L85G ITIF Elastic Beanstalk #8414, &FHE, £ URL &
R URL , AMEER B PIT A LIHT =,

« XF Lambda J B , i AWS CloudFormation 2%l & R ITH MR H BT &R, %&F AP
Gateway iR, ZEE[{E APl Gateway EHIEHITHF., EFEMBR. EEA URL HiEEF
URL , SAMEEN B P ITHFLIET =

« XF Amazon EC2 I B , 57 AWS CodeStar 24| &K T B AR 5IR P %ZFFHFH Amazon EC2
S, ZEEEIFIE Amazon EC2 B | A KT E P ITH, EFBRHBAEI+ , EH/2F DNS
(IPv4) Y URL , RIFTEN K EFHITH Z URL,

5. RIEENEXREBERE.
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E B L2 FEH SSM &% AWS CodeStar

U2 EFEATE Systems Manager Parameter Store SEHAE#IREL , SIMEIE, IE , EATLL
£ AWS CodeStar T H A Z £t fFHIX LS, Hlan , £ EE#k (template.yml) P ENNARERF
%R CodeBuild RIEE YN ARFHERN , LA seHEHEMENTHFER SSM S,

E £ AWS CodeStar I B £ SSM S8 |, B4 JfER AWS CodeStar B ARN Fafricix kS
B, Bk mE AWS CodeStar TE g TEA A A GRMHENRES BEH R EIRIEHNSE.

FEawTRY AR T4E

- BIEFWRIRFITME Systems Manager 28 , HP I ELREHRMNER.
- BMELEMFHAH AWS CodeStar T H , RECIE—NDHFHWME,

« 12T CodeStar T H ARN, B©ELUFILTHZA : arn:aws:codestar:region-id:account-
id:project/project-id

58 AWS CodeStar Tl B ARN #$ricS %k

BXHPFES , HSREFIC Systems Manager S

1. 8% |, @ A awscodestar:projectArn,

2. £E" , WAIE ARN X B CodeStar:, arn:aws:codestar:region-id:account-
id:project/project-id

3. BERF.

ME , BAILAE template.yml XHEH5IH SSM 2#, MRENESTIEETELEAG—EFER , &
HEERTFHMNR,

BEFELEH AWS CodeStar I B T B FEHAFRICSHANIR

(® Note
XESBIGEATEAEEESH 2018 £12 A 6 B2 E0IEMNIE,

1. FTFFEEEAK CodeStar TLE #Y AWS 11 B 2 FIE R

EWE L2 ER SSM 23 AWS CodeStar 101


https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-paramstore-about.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/param-create-console.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/sysman-paramstore-su-tag.html

AWS CodeStar ArfEm
2. R A UEFAENERIIEK , AR TEETHELEAG, ER—NIAMBR , HEHHWERX
A : role/CodeStarWorker-project-id-ToolChain,

£ 1AM 2 H & P 2o ARN SURFE T,

MmEME | %2 ToolChainWorkerPolicy HRF &,

B ERmERE,

£ Action: T, WIBATAT :

o o b~ ow

ssm:GetParameter*

7. RHERRE  AEREEREER

NTFHEAFPFESE 2018 £ 12 A 6 HZEltIZNME , BFZFUATRERAFMEZNRSH THFEL
BAG,

"Action": [
"ssm:GetParameter*"

1,

"Resource": "*",
"Effect": "Allow",
"Condition": {

"StringEquals": {

"ssm:ResourceTag/awscodestar:projectArn": "arn:aws:codestar:region-
id:account-id:project/project-id"

}

}

% AWS Lambda TIE AR E

AWS CodeDeploy %% AWS CodeStar TS 2851 H FHY AWS Lambda ERERHI BB A B, AWS
Lambda EBE Al fF& AREMIE Lambda EHEEB R EFH Lambda EBMRA., EAIsEFENHE
¥THY Lambda BH¥ , FERIEBRMEER , AEFHHBERIE—MEIE (MRFE) .,

BRI EB 9 Y P BRIE S AWS CodeStar 1 B # 4k 7 F # CodeStarWorker &8 IAM X FR, Itk
£ 7 AWS CloudFormation /21 B2 31 AWS Lambda W EzIMER , REIET AWS
CodeDeploy R EH BRI EHMIRE,
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® Note
NYHZTE 2018 £ 12 A 12 H2 B 2812 AWS CodeStar TIEHI1E R T REIX LSRR,

AWS CodeDeploy B=ANHFBED , AFENRERBIINARRFEPH AWS Lambda BEEARZ :

* Canary : RENBEIFASEHTHEE, EAUMNNEXNELERFRTPILE , XEETAEE
HE-REETFRBIEHREHN Lambda WBRANREBT D LEUR AN BNNER ; RiEHE
EEF-ZRBEFERBRRNRE,

- KMAE  REEAESNEERE AR HEZERREN D HBEER. ERSMIE L% HiE
DR TIER  SERTEEESAEETRBNREG S LUREBREEZ AN D HH. REEH
MENEERE  E8B R ZARREN D HHBAER. EIMRE LA LRI P TER , XE
RIEEESANETERBNRER D LEURSIHEEZRN D HE.

o —RMEE  FRAERESMEREL Lambda BB — XM R B EIE /G Lambda BBARAS

e =Py ALl
Canary10Percent30Minutes
Canary10Percent5Minutes
Canary10Percent10Minutes
Canary10Percent15Minutes
Linear10PercentEvery10Minutes
Linear10PercentEvery1Minute
Linear10PercentEvery2Minutes
Linear10PercentEvery3Minutes

AllAtOnce

AX AWS Lambda itE ¥ A L# AWS CodeDeploy BN EZE L , 555 AWS Lambda itE ¥
& LNEEE,
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https://docs.aws.amazon.com/codedeploy/latest/userguide/deployment-steps.html#deployment-steps-lambda
https://docs.aws.amazon.com/codedeploy/latest/userguide/deployment-steps.html#deployment-steps-lambda
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Bx AWS SAM WEZEE | {55 GitHub £ AWS LR M ARFER (AWS SAM ) .

FTRF

HORERSH/ME BT , HIAFEA Lambda ITEF ANEMERER, ELTUEER FHE KT RER
1THR 4-6,

S, 1 15 SAM EHREUR I AWS Lambda A S B S K

1. 3$TF AWS CodeStar #Z#l4& , #bilt : https://console.aws.amazon.com/codestar/,

2. f£A template.yml XH4QIBZTBSERINEUME , AGHTARBENEH, EEEENTES , 12
TEERHE RN template.yml B SAM EIRWLE,

3. TF IDE SR FEEF template.yml X, EHI TEY AL EZ XA H 7RI Globals
. AHFZ A RBI L AERE CanarylOPercent5Minutes %M,

Globals:
Function:
AutoPublishAlias: live
DeploymentPreference:
Enabled: true
Type: Canaryl@Percent5SMinutes

WREIE R TR Globals o FH IS HE

AWSTemplateFormatVersion: 2818-89-89
Transform:

- AWS::Serverless-2816-18-31

- AWS::CodeStar

Parameters:
ProjectId:
Type: String
Description: CodeStar projectId used to associate new resources to team members

Globals:
Function:
AutoPublishAlias: live
DeploymentPreference:
Enabled: true
Type: Canaryl@PercentSMinutes

Resources:
HelloWorld:
Type: AWS::Serverless::Function
Properties:
Handler: index.handler
Runtime: python3.6
Role:
Fn::ImportValue:
1Join [*-", [!Ref 'ProjectId’, !Ref 'AWS::Region’, ‘LambdaTrustRole’]]

BXREZEER , 5 SAM BERHY Globals 5 SEIERE.
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https://github.com/awslabs/serverless-application-model
https://console.aws.amazon.com/codestar/
https://github.com/awslabs/serverless-application-model/blob/master/docs/globals.rst
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SB 2 : YR\ AWS CloudFormation & & LUR MR

1. E3xE| AWS Management Console , A/FEI LA TMiLFTFF AWS CodeStar #2&|& : https://
console.aws.amazon.com/codestar/,

® Note

B TERSE RE AWS CodeStar R OIEZFARIRA IAM A P xERRVEIUEE F AWS
Management Console, Lt F 47T &7 AWSAWSCodeStarFullAccess Y 1%
ERBE,

2. ERLENIBELRSHME , AT FRNBFRITHE.

3. ERRT , &R CodeStarWorker/AWS CloudFormation A& 6IEKN IAM &€, tAESE
IAM 2 & P T T

4. 1E Permissions &I+ £ Inline Policies & , %F 2K RS A G KBEPTEITHH Edit Policy, 1%
£ JSON &I~ LA4m%E JSON A HI KMK

(® Note
EH RS ABABEN CodeStarWorkerCloudFormationRolePolicy,

5. 1£ JSON FEH , 7 Statement TERRMUATREEE D, F region M id SUFEHRFE
A9 X1 F K 1D,

{

"Action": [
"s3:GetObject",
"s3:GetObjectVersion",
"s3:GetBucketVersioning"

1,

"Resource": "*",

"Effect": "Allow"

3,
{

"Action": [
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::codepipeline*"
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https://console.aws.amazon.com/codestar/
https://console.aws.amazon.com/codestar/

AWS CodeStar

RAriEmE

iy

1,
"Effect": "Allow"

"Action": [
"lambda:*"

]I

"Resource": [

"arn:aws:lambda:region:id:function:*"

1,
"Effect": "Allow"

"Action": [
"apigateway:*"
1,
"Resource": [
"arn:aws:apigateway:region: :*"
1,
"Effect": "Allow"

"Action": [
"iam:GetRole",
"iam:CreateRole",
"iam:DeleteRole",
"iam:PutRolePolicy"

1,

"Resource": [
"arn:aws:iam::id:role/*"

1,

"Effect": "Allow"

"Action": [
"iam:AttachRolePolicy",
"iam:DeleteRolePolicy",
"iam:DetachRolePolicy"

1,

"Resource": [
"arn:aws:iam::id:role/*"

1,

"Effect": "Allow"

#% AWS Lambda I B 8937
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{
"Action": [
"iam:PassRole

15
"Resource": [

i n

1,
"Effect": "Allow"

"Action": [
"codedeploy:CreateApplication”,
"codedeploy:DeleteApplication",
"codedeploy:RegisterApplicationRevision"

1,

"Resource": [
"arn:aws:codedeploy:region:id:application:*"

1,

"Effect": "Allow"

"Action": [
"codedeploy:CreateDeploymentGroup",
"codedeploy:CreateDeployment",
"codedeploy:DeleteDeploymentGroup",
"codedeploy:GetDeployment"

1,

"Resource": [
"arn:aws:codedeploy:region:id:deploymentgroup:*

1,
"Effect": "Allow"

"Action": [
"codedeploy:GetDeploymentConfig"
1,
"Resource": [
"arn:aws:codedeploy:region:id:deploymentconfig:*"
1,
"Effect": "Allow"

6. EREFRMUBARRBTIESHR, YRBEBLTIRN , ERREFEYR.
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ST 3 BRHAMIXERERLUE S AWS Lambda iRAN#: 55

1. EXHAMELEDSR 1 PREMN template.yml XHHHER,

(® Note

XEBHENEE, MREEEH IAMRBEZERIEX , NENEE2RS , #8
AWS CloudFormation & EFSBRIERHEREHNE IR, IREXEXTER , BEE
ENREEFBHENEE,

2. EEMNTENEEREEBMERET , AWS CloudFormation X EH BE., EESEBEHNETH
REFEH , iBHE AWS CodeStar 12 4|EH iR L kRSN E B AWS CloudFormation B ER.

EHER EFHHAA , AWS CloudFormation 2 BZIEFHME ®BF , MTFFR :

« AWS CloudFormation B3 82 5% 8 Lambda BIZ. EHEHRFMERKLE template.yml
X,

« AWS CloudFormation ¥ Lambda 3k £ 2 B E A9 T hR A o
« AWS CloudFormation |2 AppSpec X #H A AWS CodeDeploy k&R E.

BXRTE SAM F R MBI B/ Lambda BN EZER |, BSH AWS LTRSS SHEMAREFER (SAM)
RS #E, HX AWS CodeDeploy AppSpec XHFMNEHEHMMNERNEZEE , EFSH
AppSpec B “resources’ &8 ( X PR AWS Lambda #=& ) MA T AWS Lambda ZE# AppSpec
#9“hooks" 2B %

3. EENEEMRINTERE , &1 AWS CloudFormation &8I F R, M E NEH LNTE R
JREIERS | &EF AWS CodeDeploy M ATERF. AWS CodeDeploy 2B 4R LA K 1 &K I B I 2 1Y
AWS CodeDeploy FRFBEE IR

4, ERIBFRA  BEREMEDH Lambda BB, FEBBFFEE SAM EiRF IS RHNIPBREF
IHEBRE. EEFELERBIFRANRERS , BETNERE LI ERRIIKRHD , &F
AWS CodeDeploy ZBE#Y 451,

5. EBEFEAEXBMEITNIFMAEER , BEMBITT , % AWS CodeDeploy B 4H BV 4E1E,

6. HEEMAMTERFZF , BULUEHR AWS Lambda R H HERIER R E 6 E, AWS
CloudFormation X AWS CodeDeploy AMEAXEE T —MEIT., BEXEHHE. FLEHER
Lambda SPBHNEZFEE. , HSH AWS Lambda it EF & LHWHE,
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https://github.com/awslabs/serverless-application-model/blob/master/versions/2016-10-31.md
https://docs.aws.amazon.com/codedeploy/latest/userguide/reference-appspec-file-structure-resources.html
https://docs.aws.amazon.com/codedeploy/latest/userguide/reference-appspec-file-structure-hooks.html#appspec-hooks-lambda
https://docs.aws.amazon.com/codedeploy/latest/userguide/reference-appspec-file-structure-hooks.html#appspec-hooks-lambda
https://docs.aws.amazon.com/codedeploy/latest/userguide/deployment-steps.html#deployment-steps-lambda
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SIREY AWS CodeStar Il B ## &£ 7= A%

£ AWS CodeStar Tl H SIZN AR FEHEE AWS CodeStar BEHHARE , BEE NI B iR
NEF AR, ST BARE —F A E 2 AWS CodeStar S\ E &I AR AWS &R, &5
REEEME, WEDEB., EEMIE , (ELXFELL AWS CodeStar FEGIE |, B LUER AWS
CloudFormation EXtIZE1 1.

(® Note

B EfEHRE— AWS CodeStar TRIEAIISIEBEREFLLINE , FEAEELECHINE NENR
LRRSEMENTREMEKR | XA ESBFTHEE,

AWS CodeStar T B R RRXBAMABERBMEUENETRNAES, BEEHE, X HNBBENKEB
NRBEESHMNITESRE, ERIEZTMBHE , AWS CloudFormation AN T ES4 R EMEEE —
B E R /IS4 ERE (CI/CD) B,

HieERREFAtIRT B |, FALCETEEER, HEER AWS CLI @ZTBE R , tIZA T2
&M T B8R BIRAY T B 8RR,

TENTEEFEUTHENRR

1. BEENFERIEH CodeCommit 5 GitHub 174,
2. BLE R F 6 EE XA CodePipeline BEi&,

a. HEMEM AWS CodeBuild E1T 8 UM INERN AR , BUUEE EE P MNIERM BRI eI Y
B,

b. BiEEEEFRIMEER CodeDeploy 3% AWS CloudFormation 24 FRAB I BERNEIT
At BB 1% e Y SR B B BR o

@ Note

B4 CodePipeline EREEFELE/THANNE , FEE B RLTMRRHM R |, AT
EARMZ R ERFERNFE =B R

&

 BIE GitHub 7R
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Bl GitHub FfE

B BEEE TEEERPEN GitHub EXRAIEE, BRECLNTERNBH 2IP XHCIET
B , MER USRS LESEHEE, AL, BS4AELRE GitHub RRIE T MABE S , UE
AWS A AR &RIEEREE GitHub, BRT GitHub N ANBRIGES | BEXLMEFEZ AR Code WHRH
s3.GetObject PR,

EEELNH GitHub F#E , BN TRBRMNE AWS CloudFormation F#) T B &£+,

GitHubRepo:
Condition: CreateGitHubRepo
Description: GitHub repository for application source code
Properties:
Code:
S3:
Bucket: MyCodeS3Bucket
Key: MyCodeS3BucketKey
EnableIssues: true
IsPrivate: false
RepositoryAccessToken: MyGitHubPersonalAccessToken
RepositoryDescription: MyAppCodeRepository
RepositoryName: MyAppSource
RepositoryOwner: MyGitHubUserName
Type: AWS::CodeStar::GitHubRepository

ZRBEEUATEER

- BETENRBHILE , ZLEXSFR Amazon S3 7.
- RBEEX GitHub Fi#EE LS AR,

* GitHub FEERBNFE,

- BB GitHub P AT RIS,

- BEBNEFRENER, EHNAEE,

BEXEEEMEEFEENTEIFAEFER , ESH AWS CloudFormation FAFEFEHRY
AWS::CodeStar::GitHubRepository.,
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-codestar-githubrepository.html
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£ AWS CodeStar P AT B 5 &

£ AWS CodeStar # , ATLAUA I B REFE, A HBBEEEMB, Hla0 , BRI [m AL R iz ki
M ITHREMIN BRI N Release, BN Beta WX,

61 3 B AN DAR S

1. #IE & AWS CodeStar Z#HIERTFWIERT , ENSMERFEERE.
2. HERLEH , ZERE.

3. HRED A6 mARZNER. ERPRAGRENE.

4. (EDE ) EBERIFRL , URINESIRE,

5. AmEAER , EEERF.

MBI B il BRARE

1. #&IEE AWS CodeStar Z#HIERTFWIERT , ENSMERFEERE.
ERER |, EREE,

EREFRIEBERIIRE | REEREBERIRE,

HEREF.

> w0 D

FRENIN B BRI &
£ AWS CLI i21T AWS CodeStar list-tags-for-project i 5 , I8EIMB B -

aws codestar list-tags-for-project --id my-first-projec
MERY , EHPHERHLZIR , RUTFUATARS :

{
"tags": {
"Release": "Beta"
}
}
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i B& AWS CodeStar I B

MREFBFEERENWME |, WATHERETE R AT RUERE AWS PR~ EMIHATZA. BBR—
ANRE R, SWERIZIE PWFTERERK . XEMEABKRZE IAM AR RRIBRETBEAE , EFXS

EQHHE AWS CodeStar FHIAFEEX . EAILAER AWS CodeStar #24| A 3 AWS CLI Bl BRI

B, MBI EEE AWS CodeStar [RE A aws-codestar-service-role , iZABUMEREZE
o , ¥ BT LLH AWS CodeStar X A,

/A Important
M AWS CodeStar F il FRI1 B X —BRERTEHEN . BMINERT , B WAE AWS FIRER
FMNER AWS T R IRR | B4
- B K CodeCommit FiEFEUR ZFHERERNMERNS,
- AT ARERREEN AWS CodeStar I B A& FMXERH IAM KB,
- FIE IZEMFTE Amazon EC2 41,
- BRENARFMXEREIR , fila
« CodeDeploy M AR FMK<BELAIEBBA.
« AWS Lambda BESEM<EHY AP Gateway API,
- AWS Elastic Beanstalk i fi %2 7 f X< BRI IRE,
« CodePipeline Il H IS4 B EE,
- 5Ii B XBK AWS CloudFormation 4%,

.« {# AWS CodeStar 1241 & 8221 1Ea AWS Cloud9 FF £33, RERFIERIERTHRE
BEUEREK,

ERERFIET B BRAKRIE |, HEPHRTREEE, WRBRIED , FM AWS
CodeStar FiERIIE , HM IAM FRIBRZFHRXERRNME AR , BFREAMEHAME
Ro AWS X LR RIS EFTEHRH, IRBRETFTBEEXER RPN —IPHSNE
B, WARMFNEFEBR. BEXEZEL , BSRAUMEMBR : AWS CodeStar T E 2Bk , 1B
BRDAFE

MBEREERBRIE NREER , (ENREXER | BEFITE 1541
H—X 6 BEREERBNERENIZE , BIFNE FBEFE.

BERHHARFIR, X
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« 1£ AWS CodeStar FHIBRINE (###HE& )
« £ AWS CodeStar MBI E (AWS CLI)

F£ AWS CodeStar HfiBRIIR ( #2=H& )

Al LA{E A AWS CodeStar 25| &M
£ AWS CodeStar Rl B

1. 3TFF AWS CodeStar ##|& , #uiit : https://console.aws.amazon.com/codestar/,
2. ESMBE®RD , EEIWHE,
3. EREMBROINE |, REIEZEMER,

REITHUE , AERHEENHNSMERPIEFRE, EHERARFEE L , &#F Delete

project,

4. FERRBATES , EERER, MREEMERIE BIR , FEPWERTIR. EEMWER.

ARERERT/LD HAVeS B F MR . MBRHE 5 , LB HFBERHE AWS CodeStar 124
BFRNTAESIRF,

/A Important

WMRIME AT AWS BRI ( flI0 GitHub Zf&EE =R Atlassian JIRA HEIEIER )
BRI B IEAE , B RAMIBRIX LR,

WREST AWS CodeStar FEE RIS F M MNEISE IAM BFHAE |, MFTER BRER
B, MREEFMENEERKITMBBKSSOAFNEE , AT DB RIS M BR
ME. BXESELR , B2H22%

£ AWS CodeStar IR E (AWS CLI)

A LA A AWS CLI fERINE .
1£ AWS CodeStar il gr11 B

1. TEL% (Linux, macOS = Unix ) S F R AL (Windows) , 12T delete-project ai s , ‘ZIEW
BHE . Hln , EMBER ID A my-2nd-project BIEB , BHAITUATIRME :

1£ AWS CodeStar FRfilBrI1E ( #ZHI14 ) 113


https://console.aws.amazon.com/codestar/
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aws codestar delete-project --id my-2nd-project

ZTRIREXRCUULTHRENTE L

{
"projectArn":"arn:aws:codestar:us-east-2:111111111111:project/my-2nd-project"
}
1 B &< BV ER.
2. 1217 describe-project iF T , BIFMEB M B, Bl , ®E ID H my-2nd-project WU E HIR
j‘( .

BN .

7

aws codestar describe-project --id my-2nd-project

MREABERDE |, MR TERERXUTUATATNE L

"name": "my project”,
"id": "my-2nd-project",
"arn": "arn:aws:codestar:us-west-2:123456789012:project/my-2nd-project",
"description": "My second CodeStar project.",
"createdTimeStamp": 1572547510.128,
"status": {
"state": "CreateComplete"

MRMERTHE , Mt S REERUTUATATNE L

An error occurred (ProjectNotFoundException) when calling the DescribeProject
operation: The project ID was not found: my-2nd-project. Make sure that the
project ID is correct and then try again.

1£ AWS CodeStar FfilBrTTE (AWS CLI) 114



AWS CodeStar AriEE

3. J&1T list-projects s B HHIACHBRAIE FHEEINES AWS K <BKAIE N HIERA,

aws codestar list-projects

1£ AWS CodeStar FfilBrTTE (AWS CLI) 115
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5 AWS CodeStar HBAHE

ERIBFRWMAB R K SHEEQHMARTFHENRAERITHE, £ AWS CodeStar 1, §4N I
BEE—NEHK. —MNAFAE T2 AWS CodeStar T B HESANI B FHREFRE AWS
CodeStar A€ ( AMBETRMNR ) . £ AWS CodeStar #Z#H|&AH , AR TEEEEH AWS K
XEWATETE , B REEENL BT HE KA IBLTE,

FRR R AN B ER —MNRF B WAIETLARINE Fif 4t | SAEH b BA B & BR R 41,
TRAIABENHARR AT EEREEDTE PR AWS CodeStar B,

AWS CodeStar FH BN MBIE =186 :

AWS CodeStar 1 B R #Y & & F PR

ABEN EFNBEEEE  AHU/BERAFEBL RI/MERERE  BIBRTE
PRARAS B &R &

E% X X X X

mEE X X

EFE X

« FREE  WRIAMBEBREAERAKRR , A5 E FEERARD ( MRRBF#E CodeCommit
), BFIIEL H M B R XIETT Linux B 5T E XEXHEM Amazon EC2 EHIMZZETF |
Be B U1 B 42 | E AR SA R M BRI E o

o WERE : AIAINAIM BRIRGIEARFR (20 JIRA BiNG ) |, @Y B FEERARD (WRRBE#EE
CodeCommit F ) AR SEFHHRTERE, T ERNMBMBERARKR, RTFHIEL I FIRATVIZE
TRIHEMBRDE . XRHNAXRSHEAKRKZAEENBE,

- BEFE  EEWAZEFER, K8 (WREMEE CodeCommit 1) BAK 2 HIEHRELNE EB1E R H
RIREVRES.

/A Important
MRIMEFEAT AWS LUK EIR (530 GitHub Ff%EESR Atlassian JIRA FREJEE ) |, FTiX
Lo SRRV G R R RIR B M IE AWS CodeStar $24l, BXEZER , BFSARREHRENX
B,
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B AWS CodeStar Tl B FEM A Z AT LA AWS CodeStar #2&l & H R T AWS B
BERIE B XN ER.

AWS CodeStar £ Bz A 17U B H AKX A S 551 B WEAMER< AWS Cloud9 FF &K, ER
FERARASERZRE , HSH 5T E HARAK A #£Z AWS Cloud9 33,

BB AEEXRE— IAM R, LERBHNENTNEHRTEENUARMERER, ARIXLRIERN
EZER |, {555 AWS CodeStarE T 541 E R H,

TRERESNAE®ES AWS CodeStar I B Z A< R,

e
féf::;} AWS CodeStar
0

AWS CodeStar AWS CodeStar project
project resources
+
omare Q:D .% <#> IF
) =
members _ Project
instances

;.i.a(_b I — |

— urce code
. repository
Contributors Project
dashboard
e v 'r
. . Froject
. extensions Other AWS resources for
Qﬁ the AWS CodeStar project

Viewers

T

+ @ AWS CodeStar I B 7 0B A B 5

- E AWS CodeStar B RAE & B X R

« M AWS CodeStar 1 B A il BR Bfl RA 5% 5
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RAriEmE

@ AWS CodeStar I B 778 1N BA B, &

WMRIEIE AWS CodeStar AR EEFIEEABRE N AWSCodeStarFullAccess KR AT IAM
AP, NEM IAM APRARMEmEEK. X2— M AWS CodeStar A€ ( FIEE., RMERE
EE )NATAFPNMEDRE, XEAEETS/MNNEHECHTEEN. fl0, B A PHREE
HRAK AN B REENNRAERETHE B PR ERARK AN BREGHWNR, —MNEBAK A
EWMBEHRREE—1NAR, EEFM—MNEKASG , A ATIZEESGHREX LR SE/ A #
IXRE,

AWS CodeStar A& & HRA KX 5 F &1 b 21 -

« BEHFHE IAM P RHEARKR FRHEENR.

« ST LA IAE KE AR R BB/ /Y B TR AREI R

« BFPRIERERARL R Bt 8E7E AWS CodeStar ##&| & R I5RITE ,
- AFEANTE RRREAEE L.

BXHBAF AWS CodeStar BB EZEER |, i5Z R 5 AWS CodeStar FA R HER &R AWS
CodeStar AP BLE M o

EoW B RMEARKR , BAMEBIEMW AWS CodeStar FREEABHER
AWSCodeStarFullAccess KB,

A

£}

Important

DN BA AR B3 R 20 L B 52 17 18] AWS BASKNE B R ( fl4a0 , GitHub 776 SR Atlassian JIRA
HIEE ) . XL RN ERERIZMHREMIE AWS CodeStar 24, AXEZEL , FSHRR
RALE B IR,

BRiH B AWS CodeStar I B Y E A BT LA A AWS CodeStar #§| & 15 RI{ZF AWS B
BEIm B BXNEIR,

FFEARARL R INEIT B A2 B3 AT ZK &S 5120 B WEAHEX< AWS Cloudd FF &K, E
ATHMRRRSERERE | FSRA5UEFARKAEE AWS Cloud9 3%,
BFBRAE5HAFXNIE NIH RS R AWS CodeStar FiEE., REBEREEERLER
BFHHMERSFMAFPMRANAR, BXELEL , FSRAKEA/HEAE AWS
CodeStar,

&) B 78 50 BA & 3R
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- AMEAKE (BHE)
« AMAMEFBHARAKZE (AWS CLI)

ANIEARK R (#2FIE )

&R LAE R AWS CodeStar 12| & @15 B A NER KR . MRZARMHARER IAM A5, WA
ZIAM AP, BN, BRI ZA R ARINEIB B A E 6 IAM R

FFEARABY 537~ INE] AWS CodeStar T B ( #2#158 )

1. FTFF AWS CodeStar #2#l& , #dik : https://console.aws.amazon.com/codestar/,
2. MNEMBERPERIE 6 ABEERENIE.,

3. HEHMENNSMES | EEEAR.

4. £ Team members WH L , %&#HF Add team member,

5. 1E Choose user 1 , 1T 5B EZ2— :

- MREAMWARESR IAM AP, ENIIRPIEEREZ IAM P&,

@ Note
2R ME %S —4 AWS CodeStar B B AP HEREINE AWS CodeStar AF 53k
Fo

EMBAEYT  RFEEWAFH AWS CodeStar B2 ( FTEE., ABEREEE ). XRR
BERT B FTEEE R/ AWS CodeStar B R AR, LABENAT IAM A/ R
AWS CodeStar Tl B BRFIENAMENR. CoaNARTUTREMENERRE . EIAMBAE
&£ CodeCommit FHIRBEIEMER Git £iE , HIE IAM F R A F E4& Amazon EC2 SSH
4R,

/A Important

BIERMIER IAM AFNEREMNHBEFIHEE , BRIELEEUZAFFHER
FEHE, BXESZER , BSHAEE AWS CodeStar AFBREXHNETEER .

AN NEE BARK 3

NINEIRABL R (( #26E ) 119


https://console.aws.amazon.com/codestar/
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6.

- MRFAMFMEHARRE IAM AP, BIERIER IAM AR, SFREEDE IAM 2]

A, ILNERED IR IAM BF, BXESZEERE , B8 IAM BFrEREHPHEIE IAM A,
B2 IAM B fa , BB AWS CodeStar 2% & |, RIFAF IR , RAEMNTRHIIRPIEFEE
1AM AF. MAZNATIHAFH AWS CodeStar 2 REH, BFERFiHitNHEBEAS ,
SRIGIEFEANINEIBARR R

® Note
NTETER , NOED—NAFSERTZMENFAEE AG,

E#E B R RIELTEE

« #&8H9 AWS CodeStar I B HiEEE R,
o AT MNAEHITENIGBE CodeCommit FEFEMMEA Git EiFREIHENRAVIREA ( WRIFERBE

7#f#7E CodeCommit # ) .

- AXAPMAEREEREM, BFERAFIRNE Amazon EC2 SSH ZHANER , W1 £/

&) AWS CodeStar AP BLE X AR,

- —RMBRBAERER  REAFRBERER AWS , HELENZARVE IAM B, WE

BREAFEREZESH. AP LR - MHED,

SFIFZEEFAER (AWS CLI)

&I LAMEA AWS CLI @51 B BRI RA RS R o S&E AT AE BB X E AT A HEBA K & BV E R

N INERA X 5
1. ITHAKIESHpSED,

2.

B{T#% A --project-id, -user-arn fl --project-role ¥ # associate-team-member

MH. BAEAELEE --remote-access-allowed 5 --no-remote-access-allowed &

BREEAFREEANT B XAIRIZETEMRER, Flm

aws codestar associate-team-member --project-id my-first-projec --user-arn
arn:aws:iam:111111111111:usexr/Jane_Doe --project-role Contributor --remote-access-
allowed

b= AR EME AR
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_create.html#id_users_create_console
https://docs.aws.amazon.com/codecommit/latest/userguide/setting-up-gc.html
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EEFREHEBER (AWS CLI)

1. IFLHRFIHFED,

2. BfTWHE --project-id S list-team-members . B0 :

aws codestar list-team-members --project-id my-first-projec

oS AEERMLTARNRS -

"teamMembers": [

{"projectRole":"Owner", "remoteAccessAllowed":true, "userArn":"arn:aws:iam::111111111111:use

Mary_Major"},

{"projectRole":"Contributor", "remoteAccessAllowed":true, "userArn":"arn:aws:iam::1111111111

Jane_Doe"},

{"projectRole":"Contributor", "remoteAccessAllowed":true, "userArn":"arn:aws:iam::1111111111

John_Doe"},

{"projectRole":"Viewer", "remoteAccessAllowed":false, "userArn":"arn:aws:iam::111111111111:v

John_Stiles"}
]
}

EIE AWS CodeStar H BA K 5 BIFLBRE

B E R RARK A BY AWS CodeStar AEBRERENE, £ AWS CodeStar BB H , SMNEHABRK R R
BEPELA—INAR K MANZAMNAFRIBAR—A®, S LIER AWS CodeStar #4143 AWS CLI
EENER,

/A Important

EFUHARKEAN AR , BUMEFIZTER AWS CodeStar TEE AR ENH
AwWSCodeStarFullAccess KB,

55 ol BA AR R B A PR AS 820 1tk A BA AR B 15 18] AWS BASABI AT 85R (Bl | GitHub 24 EE =
Atlassian JIRA Y [RIA ) , XL RINRERRREMEMIE AWS CodeStar #2#l, HEXEZS
BE , BZRARREMHEN Y,

EEERNR =



AWS CodeStar AriEE

B iAE AWS CodeStar 11 B BEAI AEZBREE A AWS CodeStar 2 &I & TR T AWS S4B
Shm B BXNER,.

FRMBEWHASK R ABTSB3 AFHMEIEZE RS 51Z B #ET AWS Cloud9 FF &
B, EATRMLARKREASERERE | BRI 50E FR KA HEE AWS Cloud9 35,

&A@ A PR FIE 2 T B 551 B B ME/T Amazon EC2 Linux SRBIRIR R, EERF U R
fa, ARZ4A ELEEEEMBHEABIIE /) AWS CodeStar A P BLE X#FXEBXH SSH X BEHH. B
IEED Linux 3561, ARSMEEZ4A It EH LA E SSH A EBREER.

£
EEHFANR (2HE )
- EEFBAXR (AWS CLI)

EERBAXIR (Z=HE )

O] LAEFH AWS CodeStar B A EEHK AN AR, BETUEEHARKARTEENEmME X
BXHY Amazon EC2 =48V =2 5 B FR,

EFRHARRANAE

1.  FTFF AWS CodeStar #2#l& , #dik : https://console.aws.amazon.com/codestar/,

2. NEMBERFERTE , REEEENTR

3. HEHENNSMES , EEEB

4. HEHARKAREL , EREAKRKE , REEERE,

5. EUmBAeY  ERERTUHAFKN AWS CodeStar B& ( FTIEE. RTEHEREEE ) .

BX AWS CodeStar AR ENRHNEZEEL |, ESRES AWS CodeStar FBATHME,

R Ym B E AR &R o

B & RA BX, 52 32 F 34 Amazon EC2 SE4IHY =2 17 18] #X R

1. FTFF AWS CodeStar #2#l& , #dik : https://console.aws.amazon.com/codestar/,
2. NEMmBERPERIE 6 ARERENTE,
3. HEIMBMNSMmES , EFEEHR.

EEFABNIR (BFHE ) 122


https://console.aws.amazon.com/codestar/
https://console.aws.amazon.com/codestar/

AWS CodeStar ArfEm
4. HEHARKANEL , EZFEMRKR , RAEERERE.
5. &P AR B KFIFIT SSH FR , AREEBREERAK R

6. (Wit )BHHARRRANRNE AWS CodeStar A £4& SSH AN E%4A ( MREARXBEM ) . BX
BEZELR , B3 HELEMN AWS CodeStar AAF PN AERF RN .

B IR B RARXBR (AWS CLI)

O LAER AWS CLI BB EBELAANMNBRANTIE AR, B LIERMEEN AWS CLI S EEiZERA
KARBEEXNEW B XK Amazon EC2 SEHIRIZFE 1 B R,

& 72 P BA B 3R Y AR R

1. IHFLERBHED

2. B{T%A --project-id, -user-arn fll --project-role ¥ update-team-member @
T, BETEIEE --remote-access-allowed B --no-remote-access-allowed S
KRIEEAFREEEXNT A XHINZRHRMNR. Fln, EFHFEHN John_Doe K IAM FAF IR
At ANHENBEEXRN L EEZRFGRBE Amazon EC2 EHINEEE -

aws codestar update-team-member --project-id my-first-projec --user-arn
arn:aws:iam:111111111111:usexr/John_Doe --project-role Viewer --no-remote-access-
allowed

B R REEXYUA T AR -

{
"projectRole":"Viewer",
"remoteAccessAllowed":false,
"userArn":"arn:aws:iam::111111111111:usex/John_Doe"

}

M AWS CodeStar 11 B = il BREA RA B, 7

M AWS CodeStar BB HiBR—MNAFE , ZAFDEREN B FRENRIXALIERF , BEFE
B E CodeCommit P FESEMEMIME FIF (Flan , MBEEE ) . (HANBFINERIRES
RPN XEFRNHRNRYEMREN IAM AR, ) ZRAFPTEBATMEZEER , AANETH
T RERAF & AWS CodeStar #Z2H|HEHR EEZIMBE FIRP, EAILUER AWS CodeStar 2| &
AWS CLI M35 B B BA 7 i BREE BA AR R
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/A Important

BARMIAE FHIBREIAR R 24E4 3 E Amazon EC2 SESIRIZERRFE , EFREXAZAFH
EBEHE SSH &1iF,

i Bk ] A B 53 S S0 1kt B A B 52 1 18] AWS BASKBYAERIESR (Bl |, GitHub 12t EE R
Atlassian JIRA FEYEIER ) , XLETG R PR B ERIZHE MIE AWS CodeStar ##l, BEXEZ
EE , BSARREMRSEN T,

MIR B =il B —ANEA RA B B 2 B 3h M BR 1% I BA B B f9 A8 5% AWS Cloud9 FF & IR E SRR 1E %
R 282 5EMMEX AWS Cloud9 FFEIFE, BRI AHE , TSN E £l AWS
Cloud9 ¥#38, BHIEFARRASERENRE | FHSRE5TERARRK R £ Z AWS Cloud9
.

ENIE B MBREIBAR 2 , B4 EF1ZIE MW AWS CodeStar FTE&E A BB
AWSCodeStarFullAccess KRR A FENIKF,

£}

- MIBREARRA (#2#HE )
- MIBREABAAL 5 (AWS CLI)

MEREAR R (2 & )

O] LAEFH AWS CodeStar #2 #i| & M I B B BA 5 i BREF BA 5% & o

MIR B ol BREA BA AR 5

1.

2
3.
4

$TFF AWS CodeStar #4#|A& |, #i3it : https://console.aws.amazon.com/codestar/o
MNEMBRFERTE , RRERENTE,

LB M SHEp |, E2EB

EAMRKRAREL , EFEARKR , RAEEEBR.

I BREABA X 52 (AWS CLI)

O] LAGEF AWS CLI M5 B A BA A i BR A RA AR 5 o

HIBREABR AR B ( #BHIA ) 124


https://console.aws.amazon.com/codestar/

AWS CodeStar

T Bk 1 BA R 52

RAriEmE

1. ITHAXIESapSED,

E{TH --project-id M -user-arn # disassociate-team-member @5, HI40 :

aws codestar disassociate-team-member --project-id my-first-projec --user-arn
arn:aws:iam:111111111111:usexr/John_Doe

ZE T RREERLULTREN A

"projectId": "my-first-projec",

"userArn": "arn:aws:iam::111111111111:usexr/John_Doe"

HHIBREF BA X B2 (AWS CLI)
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AR/ AWS CodeStar BBl X4

&9 AWS CodeStar AFBLE X581 IAM AP HEXE, EBEEXHIEELEFTBENAE AWS
CodeStar W1 B R{EANE RBHME FERHFiut, B LEBSENEEXFXEP SSH 28R
o NERARELERES Amazon EC2 £l ( S&FRIEM AWS CodeStar 1 B X< Bk ) B FTfE A #Y
SSH X B/ABEAXN—&87 .

(® Note

XL 3 B R E B UK R B AWS CodeStar AFEEX . MRIMEFEH T AWS MR
B (40 GitHub 774 Atlassian JIRA HHRIRR ) |, XEFRREMETREFERB A,
BEXH , SURENHTEEETRANRE. BXESZEE , BSARRREEN UL,

FI;
« &M AWS CodeStar AF B E N HNERER
« EBH AWS CodeStar AN A GBI R INA4R

&I AWS CodeStar AFEBEEXXHMNIE RER

&R LAER AWS CodeStar 2 &3 AWS CLI REXAFEREX PR E RSB ME FEbfFibit,
FREXHFFAEFETIE. ©5EN IAM AP AXE , NAT AWS XEIREE TH AWS CodeStar
HH, MREBTZN AWS XEHHME | SREFEMNVAFEE XM

B A BETE AWS CodeStar BHI AP EEECHWAFPEE A, MRMEHE AWSCodeStarFullAccess
ERE , M A EH AWS CLI ZEE BB H M fi B 4,

(® Note

AEBHHEBSURZ BN AWS CodeStar AFEEX . MRIMBFERT AWS B EIR
( 0 GitHub 7% BE = Atlassian JIRA FRYEIER ) |, XL R FREMEAREERABCSHWAFE
BN  XERBEXHTREEETEANRE. BXESZFEE , BSRARRRMEENXH,

2
- BREHAFRE (255 )

EEERER 126



AWS CodeStar AriEE

- BEASEEH (AWS CLI)

BEEHWAPEENH (2FE )

B S SN ERAR R VM B HAERENEEXHESR , LAILIE AWS CodeStar 2] & H
ERENRAFEEXH. ATRAPEEXHRBRETAFAFMARBETHE , ENAFEENHERH
LRTE AWS X AR4E N B BABK & B9 BT E

/A Important

EFARFAERAFNERER , BX4LLZ IAM AFNEMRHITER. FIEREMAF (B
ZREHBWM B/ AWS CodeStar FiIE & BB E M A AWSCodeStarFullAccess KEEHY A
P ST EERENERES,

E—NAWS KRN RAR B FERENERES

$TFF AWS CodeStar ##|& , #dk : https://console.aws.amazon.com/codestar/,
MNEMERFERIE , AGERLENDARKAFRE THIE.

U B M SR |, EEER.

EERRATRE L | %F IAM AP , RAREERE.

RS RBVA/SE TRt |, AR RBEBRK A

o K~ wDh =

® Note
EREMME FE it R LEN. BXREZFEEL , FSHAWS CodeStar HEIRH,

EEAFBENXH (AWS CLI)

£ AWS CodeStar # , AIfEA AWS CLI ¢IEZMNEBEENAFPEE X . BETLAER AWS CLI &£F
CHRAPBREXHER , AEFNEE AWS XigH K AWS K- BB W ArE B P i E S0,

BRENECEEHSOE, EEHEFAFREXHIXHEESEN AWS BEEXH#.
SRR EENH

1. IFLBRFEWFED,

EEENAFREX (2HE ) 127


https://console.aws.amazon.com/codestar/

AWS CodeStar AriEE

2. &{T%A user-arn, display-name # email-address K create-user-profile 5. 4l

-

aws codestar create-user-profile --user-arn arn:aws:iam:111111111111:usexr/
John_Stiles --display-name "John Stiles" --email-address "john_stileseexample.com"

ZTRIREXRCUUTHANTE S

{

"createdTimestamp":1.491439687681E9,"
displayName":"John Stiles",
"emailAddress":"john.stiles@example.com",
"lastModifiedTimestamp":1.491439687681E9,
"userArn":"arn:aws:iam::111111111111:usexr/Jane_Doe"

ERENETREER

1. IFLRFABTER.

= +HH

2. 1&1T%H user-arn S describe-user-profile tn . B4 :

aws codestar describe-user-profile --user-arn arn:aws:iam:111111111111:user/
Mary_Major

Za T RIEEEUU TR L

"createdTimestamp":1.490634364532E9,
"displayName":"Mary Major",
"emailAddress":"mary.major@example.com",
"lastModifiedTimestamp":1.491001935261E9,
"sshPublicKey":"EXAMPLE=",

"userArn":"arn:aws:iam::111111111111:user/Mary_Major"

ERLENERER

1. IFRGBHBTED.

BEEAFEEXH (AWS CLI) 128
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2. B{T® user-arn SN EETUNEENHSE (0 display-name % email-address)
#9 update-user-profile 5. el , MR EREFNH Jane Doe WAF FEFHE REHRERN
Jane Mary Doe :

aws codestar update-user-profile --user-arn arn:aws:iam:111111111111:usexr/Jane_Doe
--display-name "Jane Mary Doe"

ZTRIREXRCUUTHANTE S

"createdTimestamp":1.491439687681E9,
"displayName":"Jane Mary Doe",
"emailAddress":"jane.doeeexample.com",
"lastModifiedTimestamp":1.491442730598E9,
"sshPublicKey":"EXAMPLE1",
"userArn":"arn:aws:iam::111111111111:usex/Jane_Doe"

I SRR AWS IKP iR AWS XA R A P BB S

1. ALK IEHIGETEL,

2. 1&1T aws codestar list-user-profiles %, 0 :

aws codestar list-user-profiles

ZTRIREXRCUUTHANTE L

"userProfiles":[
{
"displayName":"Jane Doe",
"emailAddress":"jane.doeeexample.com",
"sshPublicKey":"EXAMPLE1",
"userArn":"arn:aws:iam::111111111111:user/Jane_Doe"
b
{
"displayName":"John Doe",
"emailAddress":"john.doeeexample.com",
"sshPublicKey":"EXAMPLE2",

BEEAFEEXH (AWS CLI) 129
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"userArn":"arn:aws:iam::111111111111:user/John_Doe"

I

{
"displayName":"Mary Major",
"emailAddress":"mary.major@example.com",
"sshPublicKey":"EXAMPLE=",
"userArn":"arn:aws:iam::111111111111:user/Mary_Major"

.

{
"displayName":"John Stiles",
"emailAddress":"john.stiles@example.com",
"sshPublicKey":"",
"userArn":"arn:aws:iam::111111111111:user/John_Stiles"
}
]

}

EI8H) AWS CodeStar AP /N A BRI H RN 4R

B LA L2208 SSH BHRENCLIZNEEN LA B-REEANN -0, EERAL SSH 2 B-LBE

A3 1A EZ 1T Linux B9 Amazon EC2 3£6l, MR B MEZERZERFZEIHHMNER |, BBARIEEH
B AL 510 B B SEf, R AT LA AWS CodeStar 12414 = AWS CLI SRE IR RV 47,

/A Important
AWS CodeStar B FAEE TJLARBBFTEE,. REENEFTE R FXUE B Amazon EC2 3£
flEy SSH iFEINPR , EREANAN (FIEE. REMEREEE ) FTHEIRE SSH FH., ERIT
BE, ARSIUNAFTESE, RBEREEFEINESR.
AWS CodeStar 7 & ¥ AWS Cloud9 5/ SSH %4,

F3
- EBENAERA (EHE)
- EEANHLEES (AWS CLI)

o ERAFEZPEEE Amazon EC2 L4

HABEHRMENEN AP EE S 130



AWS CodeStar AriEE

BELENLAREH (2F8 )

RELTEEEFNEPERLLERAN , BAESR MR-, REELEH AWS CodeStar &4
HENRAPEEX AN -SRI RNHEE,

EEEN/NE SSH 4

1.

o a0 bk~ w

4IRS Bash (FEEE O |, 21T ssh-keygen &% , UIEEBH AT EH EEK SSH 8-
MEBAX . BAILAEA Amazon EC2 A TR MR ERZEH. BEXTEINREINER ,
BSRNEE SN AERES AZE Amazon EC2, BEBERT , HER—1MZH , eR—1XH
OpenSSH %X # SSH-2 RSA Z4f , HEE 2048 ., ZLEZPEHEET BB R pub WX H
H,

$TFF AWS CodeStar ##|& , M1t 7 https://console.aws.amazon.com/codestar/o

EE—NMEENERAK R BITE .

HESMEET , EEHR

EREKATEL , %2 IAM AFRNER , RRERRE,

HmEFAR A RENZREEET , BRAVFXIE B XF#1T SSH 1517,
£ SSH AMER , MM  RBEREEEAXA.

® Note

BB BRI F AR IBE R AR BT ZAREREN L EHH, SR SUETRIBR
L7 R A B R B w1 E BA B 52 SR BR N B 4R

HEERIMBFELAREZAN , CUEERAFBEEX . ZTREMNENER. HTENRAE
BEXMXRE  HEERBZREBRNRNABERNE F , ZBAEIER ( ZHEMER ) -

B ER BN N B RARELCIRETE L RNRFFE T E M EREXZ1T Linux 89 Amazon EC2
KBINHRINR, BR , XTSRAERZBANEMITTN SSH 2iF, BRARXRAPMBITITH
2.

EELZNLBHEH (AWS CLI)

&R BAER AWS CLI REBFENAFBEXH—8 28 SSH 214,

EEENLERN (2HE) 131


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-key-pairs.html#how-to-generate-your-own-key-and-import-it-to-aws
https://console.aws.amazon.com/codestar/

AWS CodeStar AriEE

EELENLNBENR

1. &K is Bash (EBRE O , 217 ssh-keygen i Fs , SAEEH A i+ EH £ SSH N E-
MEBAX, EALRA Amazon EC2 AR AE RN EKTH,. ARAEINHANES |
BESREECHN LB EHASAZ Amazon EC2, BEERT , HER—1EHA , eR— 1M XA
OpenSSH #& M) SSH-2 RSA #4A , HEE 2048 i, ZNEHMAFERET BEN .pub BISH
o

2. E7£ AWS CodeStar AFEEX 4 RMBENR SSH 20 |, Hiz1T# --ssh-public-keyS#
Hupdate-user-profileds £, B4 :

aws codestar update-user-profile --user-arn arn:aws:iam:111111111111:user/Jane_Doe
--ssh-key-id EXAMPLE1l

ZTRIRERCULTRENE S

{
"createdTimestamp":1.491439687681E9,
"displayName":"Jane Doe",
"emailAddress":"jane.doeeexample.com"
"lastModifiedTimestamp" .1.491442730598E9,
"sshPublicKey":"EXAMPLE1",
"userArn":"arn:aws:iam::111111111111:user/Jane_Doe"

A FE Z4AIEHES] Amazon EC2 =4l

BREEBIE Amazon EC2 Z4X ., EHRENLARMBEH AP N AR EF AWS CodeStar, E
B ZART | 15;5@ *FH%% 4 : 53 AWS CodeStar I B #12 Amazon EC2 Z4AXt, EIFANBRLARINE
EBHRAFPEEXH , BSRATE R EAEE,

5 I8 LB B 4AEE S Amazon EC2 Linux =41

1. £ AWS CodeStar BHl&FHFAIMB G , ESMEKHPIERFE P roject,

2. EWMBE®EBRP , FFEEHN Amazon EC2 BEZFRLL instance FFKHI1T , & ARN 453%,
3. 7 Amazon EC2 ###lA& |, &R EE,

4, IREEREEIEH ST ER P H R RE,

AP B#MER ec2-user, MREMEATHRWAFA , WITEEESISLH,

fiE FFAE B4 EEE] Amazon EC2 3£ 132


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-key-pairs.html#how-to-generate-your-own-key-and-import-it-to-aws

AWS CodeStar AriEE

BXEZER , 3H Amazon EC2 AAFIEEFH AT &R,

o fEF SSH iE#Z Linux 3245l
o A PUTTY M Windows iE#2] Linux SE41
o FHAEEIER Linux E4] MindTerm

fEAFE Z4BEREER Amazon EC2 3E41 133


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AccessingInstancesLinux.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/putty.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/mindterm.html
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AWS CodeStar fFHIZ 424

AWS + 2 EM R £, FNAWS BF , BRNENAEASHELLHBE LUK BERMITENHK
BHROMMERY PR,

Z2MRAWSHENHERE, TEHEREFEHRN TN ZEMNZPNRSME

- THZ2M - AWS AFRIFE AWS THIEIT AWS RS EMRE. AWS EaERHETRLSER
KBRS, BN AWS EMMIT RN —8%2 , F=AFITARARERNANBIERZEERHERME. E
TH#RERT AWS CodeStar WEMM TR , FSHREAN M I REE AT D # =B RS .

- THNREMN - ENFREHEEAN AWS BSRE. EEFENHTRENT , SHEENHIEIEH
Bt BARNERAKRERNEEEM.

LSRR RSBY IR T SR an{RI £ 8 AWS CodeStar B M A RERBEER LU =815 88 A & AWS
CodeStar AL BN Z L HEMENEBE IR, BIES THNAERET AWS RS UAE BB K MR P
AWS CodeStar &iRo

£ AWS CodeStar F 8 B E R HEANRERE , FREFHRITESAENRR | FHNREE
EA/NEERAR , NTEARSENREGRNR, HB5LEEMTE KR GRENTE PNER | &
NALKARTFEN AWS CodeStar TE K RMNR, KEMERNEIKANE-—NHEK?, , A
EREZKFIEETAGKNITEENR,

flan | &TTLAAEEF ¥ 40 AWS Control Tower with AWS Organizations Z 2 # RS DevOps A T HI&E
MEEABGREKF,, RE , EANRNXEKS S ENE. SENRERAFTKS, , BAFLXDHE S
BIRE G R PR B BR o

BEXFEAZKFRIEERE AWS BRHFENBRIHFRNENESZER |, i5SE AWS Control Tower B F
EREPRHEFEX AWS 20K XK,

F&

- PRVEIERT AWS CodeStar

Identity and Access Management AWS CodeStar
5/ AWS CloudTrail i2% AWS CodeStar API 1/
AWS CodeStar # & KiE

AWS CodeStar /K &1k & &8
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AWS CodeStar AriEE

o REMIZHEEZ S AWS CodeStar

F R EIERI AWS CodeStar

2 AWS BFREEZER TP BIERTAWS CodeStar, MAEHPTR AWS |, AFRFZITAEN
RHEIREM R AWS Cloud, ERREFNEERLEMBLN EWATWET., BEATEFMER
B AWS RS MZEBMEBEMEERMES. AXBEELANESEE | BSRHBERBLFAQ, AXRFIMNEK
BREFNEE , FZHRMEAWS HIEEAMAWSE£GCDPRER LNEEXE,

HTFHERFEHN , BMNBUERF AWS Ik EEHFEH AWS IAM Identity Center 3 AWS Identity
and Access Management (IAM) RENARAF, X , 8MNAFP RRBETHIERRAMENNER,
BAVEBWEBEBIU T AREIHE
- NBNKFFERAZEFHRIE (MFA).
- EASSL/TLSE AWS BRREF. BIMNFETLS 1.2, BUUEA TLS 1.3,
- EAAPITIRENAFE3NIER AWS CloudTrailo
- EF AWS MEMRARUAREPNFTERINZ LS AWS RS,
- FAESRIEEZERS ( HI Amazon Macie ) , EEBIF AT MR Z47E Amazon S3 FEVBUR
- MREHE AWS BEHSITRAERIGENEE FIPS 140-3 2T WIFRINZERAPI | F6E i

Ro FIPSEXTHRFIPSIHRNEZER , BSRKIESLENRE (FIPS) 140-3,

BENBZIBWET RN ZEERHBER (NEFFNE AL ) RAREREABRAIEE
B (WEMRFER) . XTFEEMEH CodeStar LA A AWS IR HXFEAESISFAPI, AWS CLI,
% AWS SDKs, EATEMHREREARN X AFERHANTABER TR it /=i A
E. MBHRURLENIPIRSSEEM | RINBIBVUELRELEHISEREEE | URLLKITEN %R
HE R

R $3E %32 AWS CodeStar

BMINBERT , AWS CodeStar X EF N AXENTENEEHTINE, BRTHA ID 2ANFRE
NEMSFATHSMNE |, Hla0 , BIE B, WANA S B 7. BREDE Fa AN AFERIDs.
AWS CodeStar BIABER T , BLNERPNEEHITNE, BENESERPMNBSFIEEETTR
=

HERT e


https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/data-privacy-faq/
https://aws.amazon.com/blogs/security/the-aws-shared-responsibility-model-and-gdpr/
https://aws.amazon.com/compliance/fips/

AWS CodeStar AriEE

|dentity and Access Management AWS CodeStar

AWS Identity and Access Management (IAM) AWS BRSs FARIBHE R R Z£ iR HIX AWS BRI
HEAR R, IAME I 57 #2241 T LUBE B A AE ( B35 ) MBM (HENR ) FHAAWS CodeStar &
Ro IAMERXSHAZABAIER, AWS RS

£}

- BX

- ERSHHITEHRIUE

- ERRBEERTM

« AWS CodeStar #n{AIfE A IAM

« AWS CodeStar T B 4 5E B& FI X R

« AWS CodeStarE T 5 1 K 5K B =

« AWS CodeStar & 13 i [0 SE MR &

R

YR1EMA AWS Identity and Access Management (IAM) A RSB AE , E4EEBURFIRATIE T4
AWS CodeStar,

BRSS A P -0 R 484 FiZAWS CodeStar RE TR I/E , NEMNEE R &N EREFTENESIEMNE,
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BrRrNAR, TERKNRFEARINNR. SIAMBFTE , E4RFHABEESHAFKMM2 BT
EXRME, XZRETEPAIARK R 2B E PR AWS CodeStar, BEMITIXLES IR | EMAMEL root F

F. kPPN EBRRAFPSESXBAdninistratorAccessEERBEREVRBHWIAMA P HBKE

BrEHREZEEHA,

FRFM

- B BACRERKSEHAFPRANIATAE,

- BUAAEERTHNRED. MNBAEE, TBRENEEEACHNEERBREMANEHNIEHNE
TABHNR,

« M AWS CodeStar T1 B 4B 02, ZERIBBEBIAMZE , RERBERTAH,
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1. FEHIAME, ESMERD , EEFREE,

2. HBRFRPTHWMALENIE ID, KEPFEREENTE CEARBER , AARBRENETSR
o BULRITZREAES KIS HHINR,

3. GEREG-—IRERK. ARRBZULHRE , REERBIRETEEH M.
4. HEREREL , SEXBRKERTIF. & M,

5. EMMNKBAELNERFERS A WEKSEFHAFNAR, EFAGENBZUNE  REEFH
DN B B HNAYSKAA LT FF B /R E B AN AY SR

¥ AWS CodeStar BEXMEREAFAEIE

TEMIBR AWS CodeStar TIB 281 , X AFHoEMMEIRKEAFACHNMERXERE, ERTXLES
| g root PP, KPP EEBR AP EERBAdninistratorAccessEE R EMEK
BHIAMAF SRS BAF B ERZEH &,

1. ITFEHNIAME, ESMEERS | EBRKREE,

2. HEERFERYmALZNINE ID,

3. ERXHEEINERE , RAEERKIRETEERM .

4. EREREL , ERREBEEAERF,

5. EEREERYH , WEBKEEMAFNAR, EEDE,

¥ AWS Cloud9 {EE R INEBKRERAFNAE

MBEFERAH R AWS Cloud9 FFAHE | FEITFAWSCloudUser T ERHEM MBI AN A EREE
FEARAPFRZHAENNER, SIAMAFTRRE , BXRAFHAKESAFPHMMIBEERK, BEHT
XS | BUTE root AP, MPHPHNEEARAFPREBXEAdninistratorAccessEERBED
ZEWRBENAMAFRSBRESAF S HEFEH A,

FTRFM

- BAFEOBRACHEEREEOAFRANIEAR,
« BATAMEERFHINRE S
* AWSCloud9User FHEXRMARVFA T HITLTRE
- BIEZBCZH AWS Cloud9 FF &5,
- REVBEXRIRHEER.
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- BRURMEMIRE.,
* AWSCloud9Administrator HEERBAFAF N BB MARITUTRE !
- DIRIRIE,
- REVEXIENE S,
o MIBRIRIR,
- BRCREMIRE,

1. fIFERFIAME, ESMERT | EERE,

2. EERFERPHARBEEN. WIPREREEERE  FERBEREN AWS £E. BUNEFZ
R EE KA H IR,

3. ERHP—IHEXRK, ARRBIINEE , REERBREETEEHI,
4. HERHEWEL , SEXRBRRMERTF, &&F i,

5. EMMEBAELNERFRY  REARKSHFOAFNAC, RTAGENZLNE , AEEEH
DR B, B HNAYSRAK LT R B RET A AN AY SR4E

¥ AWS Cloud9 HEXRMERKERAFAGIE

MREERB R AWS Cloud9 FFRIFNE |, AT LUBN 2 B 5 F 77 B X PR A SR BE SR BREX & A P
SHZAERFENR, BRITXESE , B85 root A, KAFHNEBRRAFSRESX
BkAdministratorAccessHERBUAERNRBNIAMAFRREKEAF S HBEREF A,

1. {FEHIAME. ESMERP , EFRE,

2. EBRFERPHMALZHTA B,

3. EREMEUNEE , ASERBRETIEZEMH M,

4., EWENEL , ERXESEETR,

5. ERRFERY , BEKESOAFPNAR, ERDE,

5 1m BHE 5 A F AWS CodeStar

B EAGHEPBERE B HER. RAIAMACRKETEKF AR, B LUENE
FAssumeRoleT 2 £ H AWS STS APIHRERIRELIE B 2 £ 1iF 5 GetFederationToken,

AWS CodeStar X #E A IfBHIE+ , {8 AWS CodeStar BIRARK A SHEETREA FEAEHEINE. AWS
CodeStar FBA R 5 ThREAX SZ#:FRFIAM A P B BA R 5 o
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RSHEXAE

RS5HER A B RV AWS RS HEHEMRS TR FRUAARETHIRE. BSHAXBEERELENIAM
KEd FERSAE, EERAATNES , BFREERSHEXABHNR,

AWS CodeStar T*X#FRSHEXAE,

REAE

WHREATRSAREIETRSEE, ABATRSHRNEMERSTNERARRETHIREE. RS
AGIRELNIAMK,H |, HHZKFFE, XEREEEATUERLAEHNE, B2 , XEM
Al RES AR S Y ThEe.

AWS CodeStar X#&FRFZ A, AWS CodeStar E RN E I EMEBERFENEARS AR, aws-
codestar-service-role B xEZEE |, HFSRIAMAFIERETN & R IEMEE S,

/A Important

BYTN ERRARFIRKS FNEZTROUIBUERS AR, BXESZEE , BEH (AFE
) P RERER  ENBEAFEIE M EENE—IEERBASMEL" IAM.

BB RELEXEF QIR A N EEEN AWS CodeStar, lRFABRREMITUTRE

- BIREELIRTE AR R IR,
* £ AWS CodeStar 31 B U &RARFERBERXEFRAESR

A eRELEERD B BRI RERITEE. BXUKREFHWRE | EFSH
AWSCodeStarServiceRole Bl3K,

A ELBTEIE EE AWS CodeStar BIZZMSETIMEHMWERS A, AWS CloudFormation 3
BeAEMMBRAEGETEH.AR,

« AWS CloudFormation £t AWS CodeStar 523 AWS CloudFormation 5 8188 AWS CodeStar I
B 812 F & ik,
- TE88A® AWS CodeStar A IF IR EH At AWS BRS , RIEH AWS CodeStar Il B 62 FE &

N
3
WMo
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AWS CodeStar Il B 4% 2R #& F X R

BRI B RS , AWS CodeStar 28| ZEEM B HRFAFENIAMA SR, ZRBKED N =K

 IAME XS E HBA X R Y BUR
* IAMIEARBEBEE,
« IAMZ1TEHAIT A B Y KRS,

IAME BA 5% 52 B3R

SIEMBE R , 2AFEE,. TEMENEFEXNT BN ERE AWS CodeStar SIEZ=/NEFHEER
&, FTH AWS CodeStar 11 B # 8 & XX =M R R B NIAMEKRE . XLEH R R B RSE TR E
W, HEEHREETWIAMIEERBENL , HH project-id & AWS CodeStar TLE# ID ( fi0
my-first-projec):

* CodeStar_project-id_Owner
* CodeStar_project-id _Contributor

» CodeStar_project-id_Viewer

/A Important

XEBKRARESEUATRERMALETE AWS CodeStar, TR FEIHETHI]. NRERMKE
AN PR | B EIAMA P B i E b SR B

HEFEARRRA (IAMAF ) ARINET B FHiERMaq10 15 R RR B 6, 8RR RIS M EIAMA

P, ANmEAFRFNEERFEHTRENENNRE, EASZSHBELT , EEFEREFHINE
BREESHNRIAM, TEWFHHIAMAF K AWS CodeStar 7B % 55K #, MRENME , R
AWS CodeStar T3 RIR B RIERIAN T | B LG BRI ERBBAE KR |, 8 SRR HI N
ATFIAMAF,

XLEREAEACERE TR E RRNEERE, FHRARRNEEMLAHERN | WRER R KM
RXFNERRE 2 — , W& AWS CodeStar %=1 5 3 F BA BX R 5K B S22 45 177 8 5 5R VAR
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® Note

AWS CodeStar W1 B #5 BN RE NV RBELCEA T ZME. XEBTHERF REEER
HAGRENR S EEFMMAERAEIHN AWS CodeStar B A 52X E, RAEHQIE AWS
CodeStar M B #Y A P+ BN A R F B FFE AWS CodeStar RERI KBS |, FToieW B w4,

FiIB AWS CodeStar 15 R14% 5 R ER =T HEE , EEERT 515 R B KRBT E XBH AWS B
o SHM AWS RSAE , MREMB BFRREERNQIEZMEHRME , MFEEXLERKE, H
b, RBARENAEE, TRMENERTERLERKE,

AWS CodeStar FiIE & A BBER

CodeStar_project-id_OwnerZFFHERBATAF T ZREIHINIT AWS CodeStar T B FHI PR
BiRE. XRATAF MM BRE AL BRI — KB, ZRBEHWABREI B XKW ERMRF. AX
=¥l , 3% AWS CodeStar FiE & A B HE,

HAELREHNIAMA P O LU TI E A FTE AWS CodeStar ##1E , EEHRE
ZAWSCodeStarFullAccessKREEMIAMA P RE , ZAFPLEGIEIEB, codestar: *NRHBE
NRFHEHERR ( 5% AWS CodeStar B ID XEXHIE )

AWS CodeStar e A B BEBEEK

CodeStar_project-id_Contributor EFRERBATAFSEMB MEXT B ZEHER , B
FARVAFRMSMEREABAR R . ZRBHNBERSW B XBRKNRRMR. BXT6, HZH AWS
CodeStar T E A B KK,

AWS CodeStar EEE A BEBR

CodeStar_project-id Viewer BEFHE R ATFHAFE AWS CodeStarF&EFIE , EFATE
HEHEBR , B R AERINIMERERAR R . ZRBEHABRET B XRBENERMT. BXRE , FSH
AWS CodeStar BB E A BBUR

IAMI{EA R ABEEK

MREIE 2018 F£ 12 B 6 B2 /5812 AWS CodeStar W BPDT , MAWS CodeStar 8|2 T4
ARAE , CodeStar-project-id-ToolChainflCodeStar-project-id-CloudFormation,
THEAABBRNZIELERS ™ AWS CodeStar S|ZMWTTIE B ENIAMAE, ERFNXER , MERS
AT LATES&H AWS CodeStar T H E T X FAIERBRMNTIRIE, TESETHEEACGETEERS (HI
i CodeBuild CodeDeploy, ) 3 TEEXR. CodePipeline@I B HIBAK A ( FIE&E MR EE )
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BT THRNBRLLCE TEEZEAREZZEITE T ERS. BXxUEACHRNEREFSHN TG , E5H
AWS CodeStar TETHARAEHEE (2018 EPDT12 H6 BZE ) -

CloudFormation TEA R BB BB I FHIEE R IRAIE AWS CloudFormation , SAR 7 M A=

ik elZIAMAR, AENXRBANR, ©XREEIL TEERXR AWS CloudFormation. 7 T FR1E
PR AR AR ERIXEE , AWS CloudFormation A ®FKIEEIE—N&E | EREEMIREH#ERK

FOIEZNENMNAMESE (AFRRAE ) BXTMEFMERENNRLIR, BXtACHREKKRIEFHY
R, ES I AWS CloudFormation TEA A BEEE,

XF 2018 &£ 12 A 6 H2BIPDT AWS CodeStar 8128 AWS CodeStar B , A LAy CodePipeline
CodeBuild, # CloudWatch S#4ETE&RRUEBMNATEARAE , HAHA BRI BFERAREN
THEARAAE, AWS CloudFormation EFHNENABHSHENERSFEL TEEXR. @UE HARAK
R(FABEENREE ) URHEM—ETHELEASGR T HRNRUN ZACEKERAIETERS. T
SEACHIREE —MAREEPENY , ZARRENEACERETACAN —AT B RIRRNT
H—HERRE, XENRERDSH. SMEATERMENIEEMEFNER , EFSEIEHRR
T HERESHITERH. BXRXLERBEFHAN RS , ESH -

« AWS CloudFormation 53 THBHE (2018 12 A 6 H2ZHIPDT )

- AWS CodePipeline A TA®BBXE (2018 £ 12 A 6 HZHBIPDT )

- AWS CodeBuild R T &HEEE (2018 & 12 A 6 BZ#PDT)

« W 53# CloudWatch SEzI THEARABEKEK (2018 F 12 A 6 H2BIPDT )

IAM#1T B & K B

XiF 2018 &£ 12 A 6 HZ/GAWS CodeStar SI2ZM I B PDT , TR AR FH#x PN R~AITE 2B
RITAG, ZAGFERANRLARK T EACERETHNNIE ®R. £ BROITIER , TG
HMIAMAE , AWS CloudFormation B&REERFEANRLRE/ N MXLEAGHTE , SUEBENXEH
R, BREZER , BZH @WEFMIAM A€,

FF 2018 & 12 A 6 H 282K Lambda BIEPDT , AWS CodeStar ]2 — N8 R B KBS K
Lambda A 1TAE , ZACEENI A #RFHERRITRENNE. AWS SAM [ SAMIE AR F 0T
BRE, MRFRFRREIFNERELR S — | N4 AWS CodeStar ZiXEFH Lambda I 1TA EKEELL
TEX R IREIPR

IAM X BRi2 57

2018 £ 12 A 6 HZ/EPDT , ¥&6IZWM BT , AWS CodeStar 28l —IMNEFPHEEER , HFiZFE
B BRI B RIAMAERNIAMIED 5. AWS CodeStarZE R 1x N TR 7tk ol 2 M AT A IAMSE (K
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HARRLR. RERLAZHASTEANEANR , EFOASREEANR. NREBELHEH
R, XEHE , TREAABHFNSIFNIR , FRZASHEFNABLTERTINRLAPIESHNE
FEZHANEMRE, BXRIMMTENREENNRLANER , E5H (AMAFER) HHRBITHE

Zi,

AWS CodeStar fi T B 45 KR BRIL S KFG IR R AR BT E 2 AR HF. AWS CodeStar X R
SEFEARNsT B #iR. AXRILRBEEREBN RS , S HRAWS CodeStar X Rl 57 K

HIZEE AR (template.yml ) EI A PR INE BRI IFHEIRET , AWS CodeStar #i%
2EIIL R,

AIABTLE A INAMAR R 57

MREEIAWS CodeStar T1H R 2018 F 12 A 6 H 2 BIRIEHPDT , WA FFH NI E FHIAMAE
RO RIB S, ERRERXEK , BWEERTARSENLR (NEEWEPWER ) LERNREAEZ
B ZHANER. BBRATSRERBENRNEREMEHRMAWS CodeStar F£ERRIA R

1. B3 AWS CloudFormation $#2#|& , EW B A3 T B4R ER, LERE R

awscodestar-project-id,
2. EEER , EEFE , RFIEETE Designer FEB/REENR
3. ¥ %l Resources #5 , AELFINAEB LU TRIBER.

PermissionsBoundaryPolicy:
Description: Creating an IAM managed policy for defining the permissions boundary
for an AWS CodeStar project
Type: AWS::IAM::ManagedPolicy
Properties:
ManagedPolicyName: !Sub 'CodeStar_${ProjectId }_PermissionsBoundary'
Description: 'IAM policy to define the permissions boundary for IAM entities
created in an AWS CodeStar project'
PolicyDocument:
Version: '2012-10-17'
Statement:
- Sid: '1'
Effect: Allow
Action: ['*']
Resource:
- 1Sub 'arn:${AWS::Partition}:cloudformation:${AWS: :Region}:
${AWS: :AccountId}:stack/awscodestar-${ProjectId}-*"
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AWS CodeStar

RAriEmE

TR aEEE HMIAMB R T BEM AWS CloudFormation 24l & B ik,

4. (Wik ) MREGENABRFRENAMEE , BRI, EIAM?““%IJE":P , B NE BB
B HAIAM B JF R E 1 BUR

AWS CloudFormation B NEKRE K FEISUTHER, &

"Action": [
"iam:PassRole"

1,

Aba%
ﬁbﬁﬁ

"Resource": "arn:aws:iam::{AccountId}:role/CodeStar-{ProjectId}*",

"Effect": "Allow"

"Action": [
"iam:CreateServicelLinkedRole",
"iam:GetRole",
"iam:DeleteRole",
"iam:DeleteUser"

1,

"Resource": "*",

"Effect": "Allow"

"Action": [

"iam:AttachRolePolicy",

"iam:AttachUserPolicy",
iam:CreateRole",
jam:CreateUser",
"iam:DeleteRolePolicy",
"iam:DeleteUserPolicy",
"iam:DetachUserPolicy",
"iam:DetachRolePolicy",
iam:PutUserPermissionsBoundary",
iam:PutRolePermissionsBoundary"

1,

"Resource": "*",
"Condition": {
"StringEquals": {

"iam:PermissionsBoundary": "arn:aws:iam:

CodeStar_{ProjectId}_PermissionsBoundary"

}
+

:{AccountId}:policy/
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"Effect": "Allow"

5. BUM B EEMIEER , LUEMREMEZAINRAWS CodeStar BRI RL R,

BXEZEER , BSE mWmE RN IAM &€,

AWS CodeStar&E T & 15 1Y SR g 7~ 45

BIAMBRT , IAMAFP AL ERERAWS CodeStar iR, 1T EEH AWS
Management Console AWS CLI, Si{TES AWS APl, BB A XAEIEIAMEKE  RFAFNAE
NHEMENEERRRITHEAPIRENNIR. AfF , B A APURIX LR N E T EX LR
IAMA P84,

ETHENMAERX L ROIUSONKE XSG ZIAME T 55 R REE |, §25H (IAMAFERE) JSONFH
‘IR LB,

£l

- REREXE

+ AWSCodeStarServiceRole BUE

« AWSCodeStarFullAccess BUE

« AWS CodeStar FTE & A BBUE

« AWS CodeStar W& A BRI

+ AWS CodeStar &#F & A BBUR

« AWS CodeStar TE#THEARBERE (2018 FPDT12 A6 B2/E)
« AWS CloudFormation T¥EA B ABKE

+ AWS CloudFormation 52 TH®HE (2018 £ 12 A 6 HZHIPDT)

« AWS CodePipeline R THBEEE (2018 £ 12 A 6 HZ#HIPDT)

« AWS CodeBuild A THEBEXK (2018 £ 12 A 6 HZHIPDT )

« W5 CloudWatch &3 TEA R BB (2018 £ 12 B 6 HZ#IPDT )
« AWS CodeStar X fRis 5 KB

- SIHIEWRR

- fFAEHIAWS CodeStar &
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AWS CodeStar A5
- AAFEFEMI]B SRR

- E# AWS CodeStar T H

- @31 B 7 hnBA RA 5K R

« S5 AWS K77 RERRY A P A AR

- ETHEEF AWS CodeStar T B

« AWS CodeStarAWS & R BE K B

REERIEREK

ETEMNEBRETEAREUUELNIKSFEIZE, HE M BRAWS CodeStar R, XLEig/E
ARESfE AWS IKFF=E A, SIESNAREET BMHREEN , HERUTERMEI

- FPIRMER AWS RE R FA RERENRNIE — EFBAAFNTAERER TR , BEANF
ZENLRBIRTHRIVAWS HERKE, TINERNRARITH AWS IKF . BINBUEED E L
MIENRBIK AWS ZEFRERBRE-DBINR. BXESEE , HEH (AMAFER)
KIAWS FEAWS E RS TR E K%,

- NASENRNR-ERIAMKREEIRENRE , AR FHRITESAFNR. At , ETUELER
ERGT AU BEERRNITHERE , R NRERRTET, BXEANARRIAMBESEE | 1§
ZH (IAMABF1ER) IAMA Y KB AR,

o i FIAMER BE F 9 % 4 33k — 25 BR 41175 [7) A BR- 48 AT LA7E 3R B 70 378 N 5% 440 LA BR 461X 48 4 RN SR Y 15 1)
PR, Bltn , BAIEE — N REEF G RIEEPMBE R YUMFER KIASSL, MRBEFRERE
SHRENARNEAR , WE A AFERARARE TN RS RENTHER AWS RS , filan AWS
CloudFormation. EXEZEL , 25 (IAMAFERE) FHIAMISONKIE TE &4,

« £ A 1AM ccess Analyzer BiEEHIIAME B LA RN RN L &4 MIhsetE — A IAM ccess
Analyzer 2BIFFH NI B REE , LUERBEFSIAMEKEIES (JSON) MIAMSER
B, IAMAccess Analyzer 12t 7 100 ZTRBEREMATHEN , IBHEFELLMHANE
B, BXEZER , H2H (AMAFIERE) Hi IAMAccess Analyzer FREEIRIE,

- FEZEHORIE (MFA)-NREHZHRFZIAMAF K root A AWS IKF | EHFMFALE S Z
£, ERRMFARANEAAPIRME | BERBFRNMFARAE, BXEZER  BZH (AMAF
HEE) PHEEBEMFAZ R AP AR,

EXHREMENEZEEIAM , F5H (IAMAFIER) IAMARHNZ £ KEXE,
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AWSCodeStarServiceRole Bk

Zaws-codestar-service-role X krgHt N AWS CodeStar Zl /o i A HM RS ITIRIENRS A
B, BXEZNR AWS CodeStar , BlISIZRZ AR, RFCE—X, SIBZBRZARE , RE28
FIRBEHMEZE 6,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "ProjectEventRules",
"Effect": "Allow",
"Action": [

"events:PutTargets",
"events:RemoveTargets",
"events:PutRule",
"events:DeleteRule",
"events:DescribeRule"

1,

"Resource": [
"arn:aws:events:*:*:rule/awscodestar-*"

]

.
{

"Sid": "ProjectStack",

"Effect": "Allow",

"Action": [

"cloudformation:*Stack*",
"cloudformation:CreateChangeSet",
"cloudformation:ExecuteChangeSet",
"cloudformation:DeleteChangeSet",
"cloudformation:GetTemplate"

1,

"Resource": [
"arn:aws:cloudformation:*:*:stack/awscodestar-*",
"arn:aws:cloudformation:*:*:stack/awseb-*",
"arn:aws:cloudformation:*:*:stack/aws-cloud9-*",
"arn:aws:cloudformation: *:aws:transform/CodeStar*"

]

},
{

"Sid": "ProjectStackTemplate",
"Effect": "Allow",
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"Action": [
"cloudformation:GetTemplateSummary",
"cloudformation:DescribeChangeSet"

1,

"Resource": "*"
I
{

"Sid": "ProjectQuickstarts",

"Effect": "Allow",

"Action": [

"s3:GetObject"

1,

"Resource": [
"arn:aws:s3:::awscodestar-*/*"

]

I
{

"Sid": "ProjectS3Buckets",

"Effect": "Allow",

"Action": [

"s3.x"

1,

"Resource": [
"arn:aws:s3:::aws-codestar-*",
"arn:aws:s3:::elasticbeanstalk-*"

]

},
{
"Sid": "ProjectServices",

"Effect": "Allow",

"Action": [
"codestar:*",
"codecommit:*",
"codepipeline:*",
"codedeploy:*",
"codebuild:*",
"autoscaling:*",
"cloudwatch:Put*",
"ec2:*",
"elasticbeanstalk:*",
"elasticloadbalancing:*",
"iam:ListRoles",
"logs:*",
"sns:*",
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RAriEmE

"cloud9:CreateEnvironmentEC2",
"cloud9:DeleteEnvironment",
"cloud9:DescribeEnvironment*",
"cloud9:ListEnvironments"

iF
"Resource": "*"
"Sid": "ProjectWorkerRoles",

"Effect": "Allow",
"Action": [
"iam:AttachRolePolicy",

jam:CreateRole",
"iam:DeleteRole",

iam:DeleteRolePolicy",
"iam:DetachRolePolicy",

iam:GetRole",

iam:PassRole",

"iam:GetRolePolicy",
"iam:PutRolePolicy",

iam:SetDefaultPolicyVersion",

iam:CreatePolicy",
"iam:DeletePolicy",
"iam:AddRoleToInstanceProfile",

iam:CreateInstanceProfile",

iam:DeleteInstanceProfile",

"iam:RemoveRoleFromInstanceProfile"

1,

"Resource": [
"arn:aws:iam::*:role/CodeStarWorker*",
"arn:aws:iam::*:policy/CodeStarWorker*",

"arn:aws:iam::*:instance-profile/awscodestar-*"

"Sid": "ProjectTeamMembers",

"Effect": "Allow",

"Action": [
"iam:AttachUserPolicy",
"iam:DetachUserPolicy"

1,

"Resource": "*",

"Condition": {

"ArnEquals": {
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"iam:PolicyArn": [
"arn:aws:iam::*:policy/CodeStar_*"

]
}
}
I
{

"Sid": "ProjectRoles",

"Effect": "Allow",

"Action": [

"iam:CreatePolicy",
"iam:DeletePolicy",
"iam:CreatePolicyVersion",
"iam:DeletePolicyVersion",
"iam:ListEntitiesForPolicy",
"iam:ListPolicyVersions",
"iam:GetPolicy",
"iam:GetPolicyVersion"

1,

"Resource": [
"arn:aws:iam::*:policy/CodeStar_*"

]

},
{

"Sid": "InspectServiceRole",

"Effect": "Allow",

"Action": [
"iam:ListAttachedRolePolicies"

1,

"Resource": [
"arn:aws:iam::*:role/aws-codestar-service-role",
"arn:aws:iam::*:role/service-role/aws-codestar-service-role"

]

I
{

"Sid": "IAMLinkRole",
"Effect": "Allow",
"Action": [

"iam:CreateServicelLinkedRole"
1,
"Resource": "*",
"Condition": {

"StringEquals": {

"iam:AWSServiceName": "cloud9.amazonaws.com"
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"Sid": "DescribeConfigRuleForARN",

"Effect": "Allow",

"Action": [
"config:DescribeConfigRules"

]I

"Resource": [

"

"Sid": "ProjectCodeStarConnections",

"Effect": "Allow",

"Action": [
"codestar-connections:UseConnection",
"codestar-connections:GetConnection"

1,

"Resource": "*"

"Sid": "ProjectCodeStarConnectionsPassConnections",

"Effect": "Allow",

"Action": "codestar-connections:PassConnection",

"Resource": "*",

"Condition": {

"StringEqualsIfExists": {
"codestar-connections:PassedToService":

"codepipeline.amazonaws.com"

}

AWSCodeStarFullAccess Bk

E1RE AWS CodeStariiBA/ |, AIAMA KN T —N B AWSCodeStarFullAccess NV RE, It
KEEF A AFAF#EH AWS CodeStar 51Z AWS Tk P < BXBIFTE T AWS CodeStar BRIITAIE
AARE, XTECIRMMPERTE ., AT ROIR—MECKRMMN AWSCodeStarFullAccess REEHI

B, RERBURE B 3# AWS CodeStar 1 B B %2 B9 R 1 7o
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AWS CloudFormation 7£;% 8 B ¥tk cloudformation: :DescribeStacks®WiE )R T A AR E
Ecloudformation: :ListStacksi R,

RRFHRER
LR EE L TRENR -

ec2— R EHXEC2EHIHE R LLEIZE AWS CodeStar BT H .
cloud9—KEHX AWS Command Line Interface FREHE B
 cloudformation— K EHE X AWS CodeStar 1l B H#ix 1 E S
« codestar— £ AWS CodeStar I B Fi 1T,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "CodeStarEC2",
"Effect": "Allow",
"Action": [
"codestar:*",
"ec2:DescribeKeyPairs",
"ec2:DescribeVpcs",
"ec2:DescribeSubnets",
"cloud9:DescribeEnvironment*"

1,

"Resource": "*"

"Sid": "CodeStarCF",

"Effect": "Allow",

"Action": [
"cloudformation:DescribeStack*",
"cloudformation:ListStacks*",
"cloudformation:GetTemplateSummary"

1,

"Resource": [
"arn:aws:cloudformation:*:*:stack/awscodestar-*"
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BUEETAEEMAMERPRFRHIGRNER, ik , BULAERAHREENITE AN E RXR.
AWS CodeStariX & &2 F 3% AWS CodeStar Tl B 4G ER IV HEINE , EZHUT :

- hEE

AWS CodeStar FTE& A BBEK

AWS CodeStar Fi B & A BKE VAT T ZRHIFEAWS CodeStar T B F#ITARIE#RE. AWS
CodeStar ffCodeStar_project-id_OwnerKEENATEABEE HRINPRE B AL B EHRAK & o

"Effect": "Allow",
"Action": [

"codestar:*",

]I

"Resource": [
"arn:aws:codestar:us-east-2:111111111111:project/project-id",
"arn:aws:iam::account-id:policy/CodeStar_project-id_Owner"

]

"Effect": "Allow",

"Action": [
"codestar:DescribeUserProfile",
"codestar:ListProjects",
"codestar:ListUserProfiles",
"codestar:VerifyServiceRole",

]I

"Resource": [

"

"Effect": "Allow",
"Action": [
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"codestar:*UserProfile",

]I

"Resource": [
"arn:aws:iam: :account-id:user/user-name"

AWS CodeStar T Hl & A R

AWS CodeStar Tl & AR AFAF A E METTEHE RN N FIR. AWS CodeStar
ffCodeStar_project-id_ContributorRENA TEAERBMEFRINBERFINWIE HARKR. &
EREEFRNRA A - I E RNINAAH A E RS EAR , 88275 b0kl BREBA B & o

"Effect": "Allow",
"Action": [

"codestar:Describe*",
"codestar:Get*",
"codestar:List*",
"codestar:PutExtendedAccess",

1,

"Resource": [
"arn:aws:codestar:us-east-2:111111111111:project/project-id",
"arn:aws:iam::account-id:policy/CodeStar_project-id_Contributor"

]

},
{

"Effect": "Allow",

"Action": [
"codestar:DescribeUserProfile",
"codestar:ListProjects",
"codestar:ListUserProfiles",
"codestar:VerifyServiceRole",

1,

"Resource": [

g n

ET 5 R R 164



AWS CodeStar AriEE

},
{
"Effect": "Allow",
"Action": [
"codestar:*UserProfile",
1,

"Resource": [
"arn:aws:iam: :account-id:user/user-name"

AWS CodeStar EF & A B BXK

AWS CodeStar EEE AR ATFHAFEPFEF WM EAWS CodeStar, AWS CodeStar
fCodeStar_project-id ViewerRBNATEBEEEZEHRNREFNNIEAKKR. EFEEF
ERRWAF A LEFREEFIME AWS CodeStar , BRREE NEH B RIRMBBEREAR K R -

"Effect": "Allow",
"Action": [

"codestar:Describe*",
"codestar:Get*",
"codestar:List*",

1,

"Resource": [
"arn:aws:codestar:us-east-2:111111111111:project/project-id",
"arn:aws:iam::account-id:policy/CodeStar_project-id_Viewer"

]

I

{
"Effect": "Allow",

"Action": [
"codestar:DescribeUserProfile",
"codestar:ListProjects",
"codestar:ListUserProfiles",
"codestar:VerifyServiceRole",

]I
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"Resource": [

i n

]
.
{
"Effect": "Allow",
"Action": [
"codestar:*UserProfile",
1,
"Resource": [
"arn:aws:iam::account-id:user/user-name"
]
}

AWS CodeStar TE&THEARABKE (2018 EPDT12 A6 AZE )

XF 2018 £ 12 A 6 HZ/EAWS CodeStar 12 #) AWS CodeStar BIEPDT , A THEARACRGIER
BRREE , MEEEM AWS REHFRENTE QIR RR, RO ANBEURTEFCIZMNIMBE R, KL
TREBRH, BXEZELE , 52 IAMIEAREBBER,

"Statement": [
{
"Action": [
"s3:GetObject",
"s3:GetObjectVersion",
"s3:GetBucketVersioning",
"s3:PutObject*",
"codecommit:CancelUploadArchive",
"codecommit:GetBranch",
"codecommit:GetCommit",
"codecommit:GetUploadArchiveStatus",
"codecommit:GitPull",
"codecommit:UploadArchive",
"codebuild:StartBuild",
"codebuild:BatchGetBuilds",
"codebuild:StopBuild",
"logs:CreatelLogGroup",
"logs:CreatelLogStream",
"logs:PutLogEvents",
"cloudformation:DescribeStacks",
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"cloudformation:DescribeChangeSet",
"cloudformation:CreateChangeSet",
"cloudformation:DeleteChangeSet",
"cloudformation:ExecuteChangeSet",
"codepipeline:StartPipelineExecution",
"lambda:ListFunctions",
"lambda:InvokeFunction",

"sns:Publish"

1,
"Resource": [
" n
1,
"Effect": "Allow"
.
{

"Action": [
"iam:PassRole"

1,

"Resource": [

T
1,
"Effect": "Allow"
},
{

"Action": [
"kms:GenerateDataKey*",
"kms:Encrypt",
"kms:Decrypt"

1,

"Resource": [

" n
1,
"Effect": "Allow"
}
]
}

AWS CloudFormation TEA R A EEZE

XF 2018 £ 12 A 6 B Z/5AWS CodeStar €121 AWS CodeStar I BPDT , I WAWS CodeStar Il
B €12 AWS CloudFormation BRI T/EA R B EGIERANEKER, ZRENANIEURTEHINE FrE
HEREE, ULTERRETO, BXEZEER , BSH IAMIEARABEEE,
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"Statement": [

{

{
{
iy
{

"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:GetObjectVersion"

1,

"Resource": [
"arn:aws:s3:::aws-codestar-region-id-account-id-project-id",
"arn:aws:s3:::aws-codestar-region-id-account-id-project-id/*"

1,

"Effect":

"Action": [

"apigateway:
"apigateway:
"apigateway:
"apigateway:
"apigateway:
"codedeploy:
"codedeploy:
"codedeploy:
"codedeploy:
"codedeploy:
"codedeploy:
"codedeploy:
"codedeploy:
"codedeploy:
"codedeploy:
"codedeploy:
"codedeploy:

"Allow"

DELETE",

GET",

PATCH",

POST",

PUT",
CreateApplication",
CreateDeployment",
CreateDeploymentConfig",
CreateDeploymentGroup",
DeleteApplication",
DeleteDeployment",
DeleteDeploymentConfig",
DeleteDeploymentGroup",
GetDeployment",
GetDeploymentConfig",
GetDeploymentGroup",
RegisterApplicationRevision",

"codestar:SyncResources",
"config:DeleteConfigRule",
"config:DescribeConfigRules",
"config:ListTagsForResource",
"config:PutConfigRule",
"config:TagResource",
"config:UntagResource",
"dynamodb:CreateTable",
"dynamodb:DeleteTable",
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"dynamodb:DescribeContinuousBackups",
"dynamodb:DescribeTable",
"dynamodb:DescribeTimeToLive",
"dynamodb:ListTagsOfResource",
"dynamodb:TagResource",
"dynamodb:UntagResource",
"dynamodb:UpdateContinuousBackups",
"dynamodb:UpdateTable",
"dynamodb:UpdateTimeToLive",

"ec2:

"ec2:

ec2:
"ec2:
ec2:

ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:
ec2:
"ec2:

AssociatelamInstanceProfile",
AttachVolume",

CreateSecurityGroup",

createTags",
DescribelamInstanceProfileAssociations",
DescribeInstances",
DescribeSecurityGroups",
DescribeSubnets",

DetachVolume",
DisassociateIamInstanceProfile",
ModifyInstanceAttribute",
ModifyInstanceCreditSpecification",
ModifyInstancePlacement",
MonitorInstances",
ReplaceIamInstanceProfileAssociation",
RunInstances",

StartInstances",

StopInstances"”,

TerminateInstances",

"events:DeleteRule",
"events:DescribeRule",
"events:ListTagsForResource",
"events:PutRule",

"events:PutTargets",
"events:RemoveTargets",
"events:TagResource",
"events:UntagResource",
"kinesis:AddTagsToStream",
"kinesis:CreateStream",
"kinesis:DecreaseStreamRetentionPeriod",
"kinesis:DeleteStream",
"kinesis:DescribeStream",
"kinesis:IncreaseStreamRetentionPeriod",
"kinesis:RemoveTagsFromStream",
"kinesis:StartStreamEncryption",

ET 508 RA

169



AWS CodeStar

RAriEmE

"kinesis:StopStreamEncryption",
"kinesis:UpdateShardCount",

"lambda
"lambda
"lambda
"lambda
"lambda
"lambda
"lambda

"lambda

"lambda
"lambda
"lambda
"lambda
"lambda

:CreateAlias",
:CreateFunction",
:DeleteAlias",
:DeleteFunction",
:DeleteFunctionConcurrency",
:GetFunction",
:GetFunctionConfiguration",
"lambda:
:ListVersionsByFunction",
"lambda:
"lambda:

ListTags",

PublishVersion",
PutFunctionConcurrency",

:TagResource",
:UntagResource",
:UpdateAlias",
:UpdateFunctionCode",
:UpdateFunctionConfiguration",

"s3:CreateBucket",
"s3:DeleteBucket",
"s3:DeleteBucketWebsite",
"s3:PutAccelerateConfiguration",
"s3:PutAnalyticsConfiguration",
"s3:PutBucketAcl",
"s3:PutBucketCORS",
"s3:PutBucketLogging",
"s3:PutBucketNotification",
"s3:PutBucketPublicAccessBlock",
"s3:PutBucketVersioning",
"s3:PutBucketWebsite",
"s3:PutEncryptionConfiguration",
"s3:PutInventoryConfiguration",
"s3:PutLifecycleConfiguration",
"s3:PutMetricsConfiguration",
"s3:PutReplicationConfiguration",
"sns:CreateTopic",

sns:DeleteTopic",

"sns:GetTopicAttributes"”,

sns:ListSubscriptionsByTopic",

"sns:ListTopics",

sns:SetSubscriptionAttributes",

"sns:Subscribe",

sns:Unsubscribe",

"sqgs:CreateQueue",
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sqs:DeleteQueue",

"sqs:GetQueueAttributes"”,

sqs:GetQueueUrl",
"sqs:ListQueueTags",
"sqgs:TagQueue",
"sqgs:UntagQueue"

1,

"Resource": "*",

"Effect": "Allow"

"Action": [
"lambda:AddPermission",
"lambda:RemovePermission"

1,

"Resource": [
"arn:aws:lambda:region-id:account-id:function:awscodestar-*"

1,
"Effect": "Allow"

"Action": [
"iam:PassRole"
1,
"Resource": [
"arn:aws:iam::account-id:role/CodeStar-project-id*"
1,
"Effect": "Allow"

"Condition": {
"StringEquals": {

"iam:PassedToService": "codedeploy.amazonaws.com"
}
3,
"Action": [
"iam:PassRole"
1,

"Resource": [
"arn:aws:iam::account-id:role/CodeStarWorker-project-id-CodeDeploy"

1,
"Effect": "Allow"
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"Action": [
"cloudformation:CreateChangeSet"

]I

"Resource": [
"arn:aws:cloudformation:region-id:aws:transform/Serverless-2016-10-31",
"arn:aws:cloudformation:region-id:aws:transform/CodeStar"

1,

"Effect": "Allow"
},
{

"Action": [
"iam:CreateServicelinkedRole",
"iam:GetRole",
"iam:DeleteRole",
"iam:DeleteUser"

1,

"Resource": "*",

"Effect": "Allow"

},
{
"Condition": {
"StringEquals": {
"iam:PermissionsBoundary": "arn:aws:iam::account-id:policy/
CodeStar_project-id_PermissionsBoundary"
}

I

"Action": [
"iam:AttachRolePolicy",
"iam:AttachUserPolicy",
"iam:CreateRole",
"iam:CreateUser",
"iam:DeleteRolePolicy",
"iam:DeleteUserPolicy",
"iam:DetachUserPolicy",
"iam:DetachRolePolicy",
"iam:PutUserPermissionsBoundary",
"iam:PutRolePermissionsBoundary"

1,

"Resource": "*",

"Effect": "Allow"

},
{

"Action": [
"kms:CreateKey",
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"kms:CreateAlias",
"kms:DeleteAlias",
"kms:DisableKey",
"kms:EnableKey",
"kms:UpdateAlias",
"kms:TagResource",
"kms:UntagResource"

1,

"Resource": "*",

"Effect": "Allow"

"Condition": {
"StringEquals": {
"ssm:ResourceTag/awscodestar:projectArn":
"arn:aws:codestar:project-id:account-id:project/project-id"
}
I
"Action": [
"ssm:GetParameter*"
1,
"Resource": "*",
"Effect": "Allow"

AWS CloudFormation 3 TA®BK (2018 & 12 A 6 HZHIPDT)

IR IEHAWS CodeStar B =7 2018 £ 12 A 6 H ZHTAWS CodeStar gIZHIPDT , M7 AWS
CloudFormation T/ EA R AR T WK, THHNRESEHEE —NRH,

"Statement": [
{

"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:GetObjectVersion"

1,

"Resource": [
"arn:aws:s3:::aws-codestar-us-east-1-account-id-project-id-pipe",
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iy
{

iy

1,

"arn:aws:s3:::aws-codestar-us-east-1-account-id-project-id-pipe/*"

"Effect": "Allow"

"Action": [

]I

"codestar:SyncResources",
"lambda:CreateFunction",
"lambda:DeleteFunction",
"lambda:AddPermission",
"lambda:UpdateFunction",
"lambda:UpdateFunctionCode",
"lambda:GetFunction",
"lambda:GetFunctionConfiguration",

"lambda:UpdateFunctionConfiguration",

"lambda:RemovePermission",
"lambda:1istTags",
"lambda:TagResource",
"lambda:UntagResource",
"apigateway:*",
"dynamodb:CreateTable",
"dynamodb:DeleteTable",
"dynamodb:DescribeTable",
"kinesis:CreateStream",
"kinesis:DeleteStream",
"kinesis:DescribeStream",
"sns:CreateTopic",
"sns:DeleteTopic",
"sns:ListTopics",
"sns:GetTopicAttributes",
"sns:SetTopicAttributes",
"s3:CreateBucket",
"s3:DeleteBucket",
"config:DescribeConfigRules",
"config:PutConfigRule",
"config:DeleteConfigRule",
"ec2:*",

"autoscaling:*",
"elasticloadbalancing:*",
"elasticbeanstalk:*"

"Resource": "*",
"Effect": "Allow"
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"Action": [
"iam:PassRole"

1,

"Resource": [
"arn:aws:iam::account-id:role/CodeStarWorker-project-id-Lambda"

1,
"Effect": "Allow"

"Action": [
"cloudformation:CreateChangeSet"

iF

"Resource": [
"arn:aws:cloudformation:us-east-1:aws:transform/Serverless-2016-10-31",
"arn:aws:cloudformation:us-east-1:aws:transform/CodeStar"

1,
"Effect": "Allow"

AWS CodePipeline A THABIBE (2018 £ 12 A 6 HZHIPDT)

R BHAWS CodeStar T H 27F 2018 & 12 A 6 H ZHIAWS CodeStar 8|ZKPDT , MK
CodePipeline TEARAGGIET AKX, TEHNRBEEHZ—NRO,

{
"Statement": [
{

"Action": [

"s3:GetObject",
"s3:GetObjectVersion",
"s3:GetBucketVersioning",
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::aws-codestar-us-east-1l-account-id-project-id-pipe",
"arn:aws:s3:::aws-codestar-us-east-1-account-id-project-id-pipe/*"

1,

"Effect": "Allow"

I
{
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"Action": [
"codecommit:CancelUploadArchive",
"codecommit:GetBranch",
"codecommit:GetCommit",
"codecommit:GetUploadArchiveStatus",
"codecommit:UploadArchive"

1,

"Resource": [
"arn:aws:codecommit:us-east-1:account-id:project-id"

1,

"Effect": "Allow"
I
{

"Action": [
"codebuild:StartBuild",
"codebuild:BatchGetBuilds",
"codebuild:StopBuild"

1,

"Resource": [
"arn:aws:codebuild:us-east-1:account-id:project/project-id"

1,

"Effect": "Allow"

},
{

"Action": [
"cloudformation:DescribeStacks",
"cloudformation:DescribeChangeSet",
"cloudformation:CreateChangeSet",
"cloudformation:DeleteChangeSet",
"cloudformation:ExecuteChangeSet"
1,
"Resource": [
"arn:aws:cloudformation:us-east-1:account-id:stack/awscodestar-project-
id-lambda/*"
1,
"Effect": "Allow"
},
{
"Action": [
"iam:PassRole"
1,
"Resource": [
"arn:aws:iam::account-id:role/CodeStarWorker-project-id-CloudFormation"

1,
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"Effect":

"Allow"

AWS CodeBuild 3 THBEXE (2018 F 12 A 6 HZBIPDT)

MR IERIAWS CodeStar T1 B 27 2018 & 12 A 6 H ZHIAWS CodeStar g|Z2#PDT , 7
CodeBuild TFAR AR T NEKKEK, THRNREFHAR R,

"Statement": [

{

"Action":

L

"logs:CreatelLogGroup",
"logs:CreatelLogStream",
"logs:PutLogEvents"

1,
"Resource
"Effect":

"Action":

e mikn
. ’

"Allow"

L

"s3:PutObject",
"s3:GetObject",
"s3:GetObjectVersion"

1,

"Resource
"arn:
"arn:
"arn:
"arn:

1,
"Effect":

"Action":

", [

aws:s3::
aws:s3::
aws:s3::
aws:s3::

"Allow"

L

:aws-codestar-us-east-1-account-id-project-id-pipe",
:aws-codestar-us-east-1-account-id-project-id-pipe/*",
:aws-codestar-us-east-1-account-id-project-id-app",
:aws-codestar-us-east-1-account-id-project-id-app/*"

"codecommit:GitPull"

]I

"Resource": [
"arn:aws:codecommit:us-east-1:account-id:project-id"

1,
"Effect":

"Allow"
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},
{

"Action": [
"kms:GenerateDataKey*",
"kms:Encrypt",
"kms:Decrypt"

1,

"Resource": [
"arn:aws:kms:us-east-1:account-id:alias/aws/s3"

1,

"Effect": "Allow"

}

I 3 CloudWatch SEZh THEARABBE (2018 &£ 12 A 6 HZBIPDT )

R BHAWS CodeStar T H 27F 2018 & 12 A 6 H ZHIAWS CodeStar 8|ZHPDT , IR
CloudWatch SESI THEA G B RGET AEBKKEE, TENXKREEHER—NRO,

{
"Statement": [
{
"Action": [
"codepipeline:StartPipelineExecution"
1,
"Resource": [
"arn:aws:codepipeline:us-east-1:account-id:project-id-Pipeline"
1,
"Effect": "Allow"
}
]
}

AWS CodeStar X Rl 5 KB

WMRIETE 2018 & 12 A 6 HZ/FAWS CodeStar 8| 2AWS CodeStar T BPDT , M4 7T H 212N R
BRRRE, WREEAIFERBRARIME 2AN TR ER—IMIAEKEK  EHNBANKEMEH. =X
BEANBERTEMIZNMERE, UTREBE R, BXEZER , HFS5H IAM NRIDH,

{
"Version": "2012-10-17",

ET 5 R R 178



AWS CodeStar

RAriEmE

"Statement": [

{
"Sid":

Illll

"Effect":
"Action":

"s3:GetObject"

]I

’

"Allow",

L

"Resource": [
"arn:aws:s3:::*/AWSLogs/*/Config/*"

"Sid":

Il2ll

"Effect":
"Action":

i n

]I

’

"Allow",

L

"Resource": [
"arn:aws:codestar:us-east-1:account-id:project/project-id",
"arn:aws:cloudformation:us-east-1:account-id:stack/awscodestar-project-id-

lambda/eefbbf20-c1d9-11e8-8a3a-500c28b4e461",
"arn:aws:cloudformation:us-east-1:account-id:stack/awscodestar-project-
id/4b80b3f0-c1d9-11e8-8517-500c28b236fd",
:codebuild:us-east-1:account-id:project/project-id",
:codecommit:us-east-1:account-id:project-id",

"arn:

"arn:

"arn:

"arn:

"arn:
"arn:aws:

arn:

arn:

arn:

arn:

aws
aws

aws @
aws
aws @
aws
aws @
aws
aws @

iam:
iam:
iam:
iam:
iam:
lambda:us-east-1:account-id:function:awscodestar-project-id-lambda-

raccount-id:
raccount-id:
raccount-id:
raccount-id:
raccount-id:

GetHelloWorld-KFKTXYNH9573",
"arn:aws:s3:::aws-codestar-us-east-1-account-id-project-id-app",
"arn:aws:s3:::aws-codestar-us-east-1l-account-id-project-id-pipe"

||3||

]

.

{
"Sid":
"Effect":
"Action":

’

L

"Allow",

"apigateway:GET",
"config:Describe*",

codepipeline:us-east-1:account-id:project-id-Pipeline",
execute-api:us-east-1:account-id:7rlstbmrgi",

role/CodeStarWorker-project-id-CloudFormation",
role/CodeStarWorker-project-id-CloudWatchEventRule",
role/CodeStarWorker-project-id-CodeBuild",
role/CodeStarWorker-project-id-CodePipeline",
role/CodeStarWorker-project-id-Lambda",
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"config:Get*",
"config:List*",
"config:Put*",
"logs:CreatelLogGroup",
"logs:CreatelLogStream",
"logs:DescribelogGroups",
"logs:PutLogEvents"

1,

"Resource": [

i n

]
}
]
}

5| H 1 E By R
HULREIF , 38 @ AWS K R EvEEIAMA &R F 5 i AWS CodeStar T B 3R B T R R.

{
"Version": "2012-10-17",

"Statement" : [

{
"Effect" : "Allow",
"Action" : [
"codestar:ListResources",
1,
"Resource" : "arn:aws:codestar:us-east-2:project/my-first-projec"
}

5 ¥ 4|AWS CodeStar &

A AWS CodeStar 2| AT EERENNIR , ERKRIEEBMBAWSCodeStarFullAccessKBEER
AWS CodeStar ME R ARZ— : TEE. RBEREEFE , SUWEBEERITEAERNRE. BX
AWSCodeStarFullAccess WEZEE , 5 H AWSCodeStarFullAccess BlEE, BXIE RFIEK
BONELEER , ESHIAMERARK 7 BER,

BTRFJNIRIT AWS CLI SIRYAFREZEEZEH ENER AWS AP, iR , ARFHRSREESR
MATEYAPHR A8 IU B Ay 1R 1R
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{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1)

"Resource": ["arn:aws:iam::*:user/${aws

b
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}

E ¥ AWS CodeStar InH

:usernamel}"]
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{
"Version": "2012-10-17",
"Statement" : [
{
"Effect" : "Allow",
"Action" : [
"codestar:UpdateProject"
1,
"Resource" : "arn:aws:codestar:us-east-2:project/my-first-projec"
}
]
}

[E1 I B 7 b0 RA B 5

FELRBIR , BERBETEEIAMAFERADE ID [ AWS CodeStar T B A8t E BA X & KYBE D my -
first-projec , (BEAWELZRAFBREAKKR , FHITUTRE

{
"Version": "2012-10-17",
"Statement" : [
{
"Effect" : "Allow",
"Action" : [
"codestar:AssociateTeamMember",
1,
"Resource" : "arn:aws:codestar:us-east-2:project/my-first-projec"
.
{
"Effect" : "Deny",
"Action" : [
"codestar:DisassociateTeamMember",
1,
"Resource" : "arn:aws:codestar:us-east-2:project/my-first-projec"
}
]
]
}
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LRI | BRI T L REEHIAMA F 5 B 51Z AWS Ik P XBXBIFTE AWS CodeStar A 7
N ¢

{
"Version": "2012-10-17",
"Statement" : [

{
"Effect" : "Allow",
"Action" : [
"codestar:ListUserProfiles",
1,
"Resource" : "*"
}

HFHZEEEFE AWS CodeStar I B

B AERET 5 4 1 R R BTERLIRHITAWS CodeStar BB KI5 EI R, LRHIGE T
MAEATERMBNRE, BR , XATMEHRX Owner WERNZAFPNAFEN , TR FHN
PR LEERBEIER TS & LRI R ENSRERR,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "ListProjectsInConsole",
"Effect": "Allow",
"Action": "codestar:ListProjects",
"Resource": "*"
.
{
"Sid": "ViewProjectIfOwner",
"Effect": "Allow",
"Action": "codestar:GetProject,
"Resource": "arn:aws:codestar:*:*:project/*",
"Condition": {
"StringEquals": {"codestar:ResourceTag/Owner": "${aws:usernamel}"}
}
}
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& A AR L BUR B i E &K P R VIAMA P . IMREB WA richard-roe=i&&AWS CodeStar
WA , WA ZIE R INFRZOwner=richard-roesowner=richard-roe. &N , [MELHE
B, FUHRZE Owner EEL Owner M owner , RARHBEMFTX D KNE, BXREZER , BS
5 (IAMAFIER) i “IAMJSONREE T3 : 47
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EEAWS CodeStar BiZBRSTHRIRXLEERLR AWS HERBERNHEAREE . BEREBERLR
HEEHNENRE , HiT5# “AWS CodeStar 347 £ 12 %" WE LM ITHIRSSIR.

B iR H HA
AWSCodeStarFullAccessBIZE- AWS CodeStar iR A& %K 2023 £ 3 A 24 H
B AWSCodeStarFullAccess BEEH . ZBEENERE

BUR —1¥HY , {8 Rcloudformation

EEE ListStacks HttAA
DescribeStacks , XE2& 2 &4

FHY,

AWSCodeStarServiceRoleBl ~ AWS CodeStar [RFAEMNE 2021 F£9 A 23 H
K-BE# AWSCodeStarService MEEH , LEIERKEHH
Role Bl By TURERE.

R3S A R L FAWS
CodeStar RS REMITIRE

(o]

AWS CodeStar B HHRIREE  AWS CodeStar FIRRFEHE 2021 9 A 23 H
% AWS T E R E X,

AWS CodeStar & 19 1175 0] 5% X4 7 &

FEHALTEEREBEE LK NS EEFEHAWS CodeStar Faf AT REB EI M F W B BIAM,

REFR o


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/codestar/latest/userguide/history.html
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£

- BEREUATNEHITEIE AWS CodeStar

« RFMINIT iam : PassRole

- BIEAT AWS Ik 2 AW ATFEEHAWS CodeStars iR

BRENEUTLEMITERE AWS CodeStar

IR AWS Management Console HIFZEENNITRIRIE , BHRRENEE R T KRB, ENEE
ARBEHEREIEN A

ZmateojacksonAMAFZHEAREHFH AEEEXEIMNFHAEEN , 2HIMUT REIEIR widget
{B3% B codestar:GetWidge t X R,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
codestar:GetlWidget on resource: my-example-widget

EXMIFERT , Mateo ERMAVEIE R EMERE , LA TFMER codestar: GetWidget BAEIH
my-example-widget iR

R TR AT iam : PassRole

MBRASRKFEIREE |, BRELHINITiam: PassRolelgfE , NI AREFENFRUAFERGAGLE
#45AWS CodeStar,

BE AWS S A ERIIAEAGRKEAL1ZKRS , MAREIRMNBSACIRSHEXAR, it ,
BYMEB R AELEIRSHINR,

HEANWAMAFPmarymajorZ iR ERAEHI S EPRITREN , 2HILT RAIEEIRAWS CodeStar,
BR 6 REZFLTMEERSACHETFHNRS ATHITIEE. Mary TEEFACLEEIRSHNE.

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

EXFMERT , XIEH Mary FISRBE LA R F B3 1T 1am: PassRole #&1E,

MREFEHDY , BHRREN AWS EER, ENEEARRHEREIEN A,
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At 2—1Ae , MEAEMKSPNAFREALNNARTUERZAGKILREN TR, &7
IEERESEY , TNEEAG, X TXHETRIRA R RZEHFIXR (ACLs) WARS , &AL
158 PR 3 L5 SR B 1) AAT1 4R T 1 ) S8 B9 BR VAR BR

ETHREZER , BZRAUATHRE :

- ETHREBAWS CodeStar XHFXLINEE , S HRAWS CodeStar 20{A £ A IAM,

- ETHRIMAREXEHEN TR FENER , 555 (AMAFER) F/ AWS IKF @mEMIAMA
FREFRENR. AWS Ik

- ETHRINMEE=FREEXNEHERAILRNE AWS KF , HSRIAMAFEREFNEE=51E
HFER. AWS Ik

- ETHRIABEIRE SORIERAFRNR , H25H (AFER) PHELE3ABSRRIFNASRE
HIFRNR (KEFHRIE ) . 1AM

- ETHEAACNETRRNREHTEKFFRNEXS , ESHIAMAFEREIAMP N EIKF &R

AR
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AWS CodeStar 5 AWS CloudTrail £/ , F& 2 AWS FiExKAF. A®%® AWS CodeStar BRSSP
WATRER RS, CloudTrail ¥ AWS CodeStar BIFTE APl AENEHER. BRNAAEEXRE
AWS CodeStar &l & #918 A 3T AWS CodeStar APl #EHNKBIEA, NREOEEIRICHE , W
LA CloudTrail B4 iS4E4£1%2 %) S3 12651 ( 248 AWS CodeStar WEH ) . MBEZETEERE , N
A 1E CloudTrail #H&A&FHNEHFTLIBRPEERHTEH. £ CloudTrail KEMNER , BRI UHE
FE[M AWS CodeStar X H T AER, KHIERD IP tist, MALXZHHER, BEROLZHFEURE

CIEAES

ET7#AEX CloudTrail WEZEE |, 55 (AWS CloudTrail HF M) o

CloudTrail 89 AWS CodeStar &

FEELIE AWS Ik 8T, FFEZKF £E A CloudTrail. 2 AWS CodeStar R 4SER BT |, ZESR[FIE
R1E CloudTrail B4 , HE5HM AWS RSEH—RREFESHALIER B ETE AWS K
hEE, BRATHEHEH. EXEZELR , BSHAEA CloudTral EXH L IEFEESH.

ERFZIEFE AWS KRRV EH (248 AWS CodeStar BVSE 4 ) | BRIERIR, BIAMBRT , 24
AROEZRERN |, LIRERSATE AWS Xifl, RERE AWS 2 XFIEFKAMEXEHRNES |, HF
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
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AN EEERIEERN S3 F#Ef, BALEERM AWS RS , #—F 941 CloudTrail BEH IR
SENEHBEHARIER. BXRESZER , BSRATIARE :

- BIERERBLRE
» CloudTrail XFHRFMER
* A3 CloudTrail Biti& Amazon SNS & 4!
« NS Xig#EW CloudTrail B EXHFMZANIKF #I CloudTrail B &

CloudTrail i23%Fi & AWS CodeStar #4E , AWS CodeStar AP| SZH 48 7iX gk, flam ,
DescribeProject, UpdateProject M AssociateTeamMember R/EMEH A CloudTrail B
B EREZE

BIMNEHHETREBESEXRERBFRNARGR. BOEETHBEHEUTRR

- BRECFARAFEZIIZER IAM AFREIEAXHW,
- BRERGEAACKRKSEMAFPNIGNZLEELHMN,
- HFREFHHET AWS BE K H.

BXEZER , iHS 5 CloudTrail userldentity T3,

T 2 AWS CodeStar BEX#H%H

CloudTrail BEMXHEZE—NHEZNMNHEREB, —PMEHRRIRBEMAERHN—NMER , BEEXFEXR
WigE, BENBBAETE., BRSHBHEFEWEE, CloudTral BEXHETEAA API BEANEFHE
KEBRE , Bt Te2REAZEIRFE R,

T RBIER— CloudTrail BERE , %% B EAR T IEFE AWS CodeStar #iE A #Y
CreateProject 1&4E :

{

"eventVersion": "1.05",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAJLIN20F3UBEXAMPLE:role-name",
"arn": "arn:aws:sts::account-ID:assumed-role/role-name/role-session-name",
"accountId": "account-ID",
"accessKeyId": "ASIAJ44LFQS5XEXAMPLE",
"sessionContext": {
"attributes": {
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html#cloudtrail-aws-service-specific-topics-integrations
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/getting_notifications_top_level.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/codestar/latest/APIReference
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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"mfaAuthenticated": "false",
"creationDate": "2017-06-04T23:56:57Z"
},
"sessionIssuer": {
"type": "Role",
"principalId": "AROAJLIN20F3UBEXAMPLE",

"arn": "arn:aws:iam::account-ID:role/service-role/role-name",
"accountId": "account-ID",
"userName": "role-name"
}
},
"invokedBy": "codestar.amazonaws.com"
},
"eventTime": "2017-06-04T23:56:57Z2",
"eventSource": "codestar.amazonaws.com",
"eventName": "CreateProject",
"awsRegion": "region-ID",
"sourceIPAddress": "codestar.amazonaws.com",
"userAgent": "codestar.amazonaws.com",
"requestParameters": {
"clientRequestToken": "arn:aws:cloudformation:region-ID:account-ID:stack/stack-

name/additional-ID",
"id": "project-ID",

"stackId": "arn:aws:cloudformation:region-ID:account-ID:stack/stack-
name/additional-ID",

"description": "AWS CodeStar created project",

"name": "project-name",

"projectTemplateId": "arn:aws:codestar:region-ID::project-template/project-
template-name"

iy

"responseElements": {
"projectTemplateId": "arn:aws:codestar:region-ID::project-template/project-
template-name",
"arn": "arn:aws:codestar:us-east-l:account-ID:project/project-ID",
"clientRequestToken": "arn:aws:cloudformation:region-ID:account-ID:stack/stack-
name/additional-ID",
"id": "project-ID"
I
"requestID": "7d7556d0-4981-11e7-a3bc-dd5daEXAMPLE",
"eventID": "6b0d6e28-7ale-4a73-981b-c8fdbEXAMPLE",
"eventType": "AwsApiCall",
"recipientAccountId": "account-ID"
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https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/security/
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https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html
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