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EENAPEEERLBER,

BrEH 10
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AWS #IBE R SDK 1548 E HVMAC BiF, BRIAERT , ECDSA BFEEZEH , BEFEXEWN,
MEMBBEORFNEZBENAFEESIER , BrELZEERATSERFEEBNE LS4
O MRE, BXERBRELIEHNEZER , SREREEEN,

AWS BIEFE N SDK My TIERIE

BIMNWEFRNEZFEESERE N AWS BITEEME SDK, AFRAREENREAEX DynamoDB
& iREE S

AWS BIEFEINE SDK RUET N R FHRELEFTFHREMRITNES KINEE, FES B
FRIAEANZT2XR, BEXEXNEAEENAANESEER , FZRBEEIIMN GitHub F&
JEO

ATHRHTEREZERA T AWS BIEENE SDK MAX BFEFEHWHFEHRTNER, L2, BENR
if, XETHEREAMKTENRNFEHRERRE, BX AWS BiEEF % SDK M1 5 &1 IR
EXIRSEANFARGE  FERBEENNERNRER,

AWS BIEEFEME SDK FREHNERFFENHIE. SRXEREFEAE-—NREZHAHITME, ¥
EZAR T R MBREPIRICH ENCRYPT_AND_SIGN HENZEIREMK —NEENZERHA, RE
FAZEENSEZAXNBERARLRHIITMNE., EMBMNRICFK , AWS BIEEMNZ SDK FHEE
ENBRZARBEZD> - IMEZABERH. ASHUBRBNBXFHIRE—FKBAXEE,

Bx AWS BIREMNR SDK FERAMNRBENEZEL | BHSRHAWS BIEEMZ SDK 82,
m#EHZRZ
AWS BIEEINZ SDK Wz O —MEFNZESE , ATFREEEFRNICIHTINR, L5, KIEMHAF

#, CHBEWERNER  URENENEZNFRIH, BRNETREEN T RZAE B MNE
AR FUAE IR ENAN 2 48 R b0 22 41 4|9 666 A 5 B

UTREGHERT AWS BIEENZ SDK MAX SN HEIERE#HTNENEE,

1. MBEMBEERN AWS BIEFEME SDK RE TH—NWHEMBERH | —MXEABIERH, —
PHEEIEZHAMBENBFEZRE AN — MAC EH,

THEAR 11
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® Note
B UERASNBERBHANBREZH. SNEEBZHNBREZHNEMEIAR, AWS
WIREMNE SODK FrEMEZENBEZAFHEMEHERP, AWS BIEFE MR SDK £i8
FHRM—NATEEMBHERN T FE (aws_dbe_head )
NBEZHANENNBZERRE —D MAC %4, MAC BT EFHEMBIERS, K2 ,
R A E RS ERABIRE MAC Z,

2. MBFENEIEENNZZEEPFRICH ENCRYPT_AND_SIGN WENFERFHITINE,

3. MEBEFZEMNBEZFHPRE conmitkey , HEATCERBHAEE , RAEBEFZBREZRSH.

4. MMEFEFEFEMRHERRMBIERA, Mﬂﬁu’*i;@%ﬂuzE’J%&EE%HLx&ﬁ%bu%“\iaiﬂ’\JEME,%o
BEXMERHERH T ENEENTEIR , BSEMRHERER,

5. IEFEFEALZR 1 FIREN MAC ZAXRITEETRFENEE S HRIERE (HMAC) & ,
MARMEHER, % T XA N2 EFRFRICENCRYPT_AND_SIGNH BN FZERHAME
{t.c SIGN_ONLY SIGN_AND_INCLUDE_IN_ ENCRYPTION_CONTEXTHMAC EEEM@EMZR L ER
IEEZAFFE (aws_dbe_foot ) H,

6. MEFERBEMRHEAR, MR LETXMENRE ENCRYPT_AND_SIGN
“8{SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT” HFZERMMBILitE ECDSA X & , RFE
ff ECDSA £ZFEFERF, SIGN_ONLY aws_dbe_foot

(@ Note
ZIABERT , ECDSA X2 TFRARS , BEFRRYEN,

7. MBFEFENBNEEZNICEREEELNEREES

R 22 H W E

1. IMEMAEESE (CMM ) REMELSZ , Hh@EMRIEEEMRERS | SFEALRSIEZAN
XERY MAC 247,

- CMM EREENZATFHNIEZANNEBENBREZARE , ARREHAXBIEES,

2. BB FELBRHEUEMEHER PP REE,

3. BMEBHZURIIZEZEFHEINZEE.,

fif 25 I AIE 12
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'©SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTMIEE XK RIFKREZ B HRIEHN FERYIE
FRiR Bl R LE = By B ARICENCRYPT_AND_SIGNSIGN_ONLY, D, BZHEFERALSE 1 FIREIHN
MAC ZHEMITENMLERIFIE N, W FERH HMAC B, ENCRYPT_AND_SIGN SIGN_ONLY
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTRSE , ©FERAE#ENE L TXHHN LG R
SRIEE ECDSA £%,

4. fRBRIEMEABESIIHIERAMRBRIRIZHN ENCRYPT_AND_SIGN WEMNME. ARG, AWS HiEEMNR
SDK £EF A ABIEZR,

5. BZmBIEREHANIEEK,

AWS & I A X R EEE A SDK

BN EFRMZEFEESERE N AWS BIEEMZESDK, &RFF XA RIEEMEAAX DynamoDB 1
BREIRNES.

EEEN R—EAMBEENEXNE, BHREEATEERIRERRE

AWS BIEEMZESDKEAELZEHNBEEPNFTRHITMBENEE., IEXFENELE4BERT
& Galois/Counter £3, (GCM) SR INZRA () EERIMBGCMERIREIE. AES AES AWS BiEREE
INEBSDKX 5 256 (U MNZEE . FHRIERIKERL RN 16 F1,

AWS BIBREMZSDKEEEH
=75 mZE% BEZAK BAREE XINZEE FEXHZEE FHRRE
B () = =& =75
2RiA AES-GCM 256 HKDF & HMAC- ECDSAfE HKDF&
SHA -512 SHA -384 A P-384 SHA -512
F SHA
-384
AES- AES-GCM 256 HKDF & HMAC- I HKDF &
GCM %8 SHA -512 SHA -384 SHA -512
ECDSA%
FZE

XEFNEEESF 13
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&&=

EmEEE-EEANEHRNER. AWS BIEEMNZERNELZEHSDKERSRMBITE (AES)
3% F Galois/Counter =, ()o GCM

BEZARE

BEZHANKE (MuNENM ) . AWS BIEFEMBESDKL I 256 U HIEZH. BIEHHARE
HMACHE T % extract-and-expand £HiR4£E B ¥ (HKDF) B9 A . V% HHKDF R{EIBE & LRV
EmEZR.

RAIRESEZE
HMACE F extract-and-expand B4R HYRAE BRI (HKDF) , AFREBEMZZE, AWS BIEE
Nz SDKAERA RFC5869 AHKDFE X HY,
- ERANEFHEHR SHA -512
o X FRESER
- REAMEZL, RIFPXMRFC , HFREN —FF,
- MABRAMBEREARPHBEZRA.
- NFHFRSE :
- WA EZARRES RN H
- BARLERERFVIRFHEFIMNDERIVEKEYFRFHEH UTF -8 HmIBF T,
- MAGERFEZL D BN (RRIAF ) RIRE—EBHER,
- MHNEMBENKERREZRAKE. ZALAENEEEPNBENEENA.,
NHEHEE

ATFERNBEENETRHFNESZ MR (HVAC) %, ATEXBHNEELEEHHTEHMAC

¥ir,

AWS BHE FE 22 34 ¥ BHE IR F AT B ¥R ENCRYPT_AND_SIGNSIGN_ONLY,
S SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTHYZFER#HI1TSDKFSI{t. RE , EHMACHE
MBS % EBE % (SHA-384) WHBILHITESR,

NHHMACK & FiE £ AWS BIEEMZESDKF BN KA I FER (aws_dbe_foot) H.
IEXNMEREE

RATEREXNHRBFERNERE L

XEFNEEESF 14



https://tools.ietf.org/html/rfc5869
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AWS B4E FE N2 33 w1 RHE R M T B ¥ BENCRYPT_AND_SIGNSIGN_ONLY,

B SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTHFE#H1TSDKF3It, AR5 , ©EHER
AT 48589 Elliptic Curve IF £ B &% (ECDSA) AL #H ITE R -

- FANMEMLERE P-384 , EXNHFLRITE (DSS) (FIPSPUB186-4)

- ERANKHEBE SHA -384,

IEXNHRECDSAL B ERN X R —BIFMAEHMACFER Y, aws_dbe_foot

ECDSABRUABR TRE#RFER , EFRLEN.
ZAEE

AT RERRK extract-and-expand ZHHMACH & T Z£A YR 4 BN ¥K (HKDF),
- ERANEHEBE SHA -512
« WTRIFKR :
- REAMEZL, RIFEXMRFC , HFREN —FF,
- MARBAMERBARPHNBIEZRA,
s NTHFERIR :
- MANBENZARRISRNA L
« MAGERBRAFNINFHIIMCOMMITKEYFRHEM UTF -8 /IBF T,
- MHBEMBENKER 256 . Wi RAERIZA,

RRXBHAITEICRHAE , -1 TEN 256 NE TR FHEESHRIEE (HVMAC) B % , MTEM
BHEIR, BXOEZEHRIMBZREBENHEARIEE , iS5 Cryptology Ar ePrint chive AEADs
M ERARR,

MINNEEZEH

RINBERT , AWS BIEFEMBZSDKER®A AES-GCM, HMACE T extract-and-expand Z4A R4
¥ (HKDF), HMACHKE, ECDSABIFEH . HAREMN 256 U MBZHANELEH,

BNEEZEHIEHMACKIE ( XWHEE ) MECDSAHFER (EXNMER ) , XEXEFMHE AWS
BARE INZ SDKR INE i R P I F FER (aws_dbe_foot) ., ECDSAHBRNKE A —HAF MEH
B ATS—ARF@BERER , BFLERBINEA.

RINEEEMESIRE — N EHAE — MEBEZASIEEKRERERNHMACK F, BAREE
RHVMACREMBHERNERFZHITESHN. RE , BRREESFEEMBERS, BHEKRBER

MANEEEN 15


http://doi.org/10.6028/NIST.FIPS.186-4
https://eprint.iacr.org/2020/1153

AWS FHEFE % SDK FEANGIER
BIMBEXFNBERAN—NAN, XEELZEHBIRIEAENZREEZR ANRERA LR LREN,
e, EEEHSERBARE. HMACESRZE 28l , il BIEBIEZRH R B~ £ R B H &
#Ho. HMACINR&E |, Decrypt HAS KM,

AES-GCM ;R HECDSAMFX#

REBNEZEHTHEEATASHNARSF , BETUERRHME LTS, I, SR BECDSAKF
TENEEZEHATURREREEERENER, NIANERENAFNEZHEOAFRFZIEE
B, FERALESR.

B AWS BEE NZSDKEEZEH M TEHMACRKIE ( NHEE ) . H—RIX3IZ , RBEECDSAK
FERANCCMEEZEHF RO BHINEXEN T AT IAERNERNHER. AES

flan , MBEENZHEAR, . MPEZNSEFP wrappingKeyA wrappingKeyBwrappingKeyC ,
HEEZFERABFICRwrappingKeyA , MIHMACH #ERZ 2RIFZIERERHENA R A/ M

#, wrappingKeyAMNREERARINEEZEMH , M AHMACsIRH MBI R iEwrappingKeyA |, H A
ECDSABFZEZRkBRICFKBAEFMENREN A S MFEwrappingKeyA,

ERBETTHRFIENCGCMELZENS , BEMFEREFMALUTHFE, AES
Java

UTRBEEET FHECDSARFTZEM AES-GCM BE2EH., BXEZEE , BHSH the
section called “MNZEE".

.algorithmSuiteId(
DBEAlgorithmSuiteId.ALG_AES_256_GCM_HKDF_SHA512_COMMIT_KEY_SYMSIG_HMAC_SHA384)

C#/ .NET

UTRBBRIEE T FHECDSABFZEM AES-GCM EEEH ., BXEZER , HSH the
section called “MNZEE".

AlgorithmSuiteId =
DBEAlgorithmSuiteId.ALG_AES_256_GCM_HKDF_SHA512_COMMIT_KEY_SYMSIG_HMAC_SHA384

AES-GCM % BECDSAKFEZ R 16
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5 AWS BIEFEINRR SDK 5 AWS KMS &4 & H

BIMNNEFRNZFEESERE N AWS BITEEME SDK, AFRAREENREAEX DynamoDB
EE IR E S

EEMFEHA AWS BIEEME SDK , EREBREZFANRHEE— IS NEBEFA. MRELERHAR
REARHE , BRAVBWER AWS Key Management Service (AWS KMS),

AWS BIEEE % SDK XM iPEAA AWS KMS F4AIR, £5H AWS KMS Z4AIRMER AWS KMS
keys £ 5. MBMBEZBIEZER. SR AEAXNTIMNZE ( SYMMETRIC_DEFAULT ) SHIEXS# RSA
KMS 41, BT AWS BIEENE SDK A - HBEZAXNESRIEZHTMBNLES , ®ik AWS
KMS ZARAREF R MBZ B ZIRENER AWS KMS, I FEEFARE A EA AWS KMS
HORBH R AT , AWS BIBEEMRE SDK EX#F AWS KMS 20 EZ4AHR, 2 BB R — [ inZE
BEEMRRAR , HERARIFEE Amazon DynamoDB RH 2 AWS KMS RPN 9 F40 , RRER
W EF AT NZEMBEZIREN D ZZEAME , AR AWS KMS AR, BiIVRTTEEFER AWS
KMS Z4A%h,

E5 AWS KMS TEH , AWS iBE R SDK EEE AWS SDK for Java B9 AWS KMS #&E3k,
EHLT AWS HIEEMZR SDK 5 AWS KMS &4 A

1. BIE AWS Ik, ETHRIRESE , BSH AWS R F 08 204 612 HB0E # ) Amazon Web
Services K7 ?

2. BIEXIFINE AWS KMS key, BEXHEBIEE , 5 H (AWS Key Management Service 7 & A
RIEFE) FMCIEZ,

® Tip
EURREAXFEA AWS KMS key , BEEEHR AWS KMS key B Amazon B iR%E
# (ARN) . BIRBEXEFHK AWS KMS key #9 ARN B#EB) | 5510 (AWS Key
Management Service TF X A R 38/) FHEFKZEH ID F ARN,

3. XERHRERA ID MZLHRFH,. BRSER IAM AFNERIZ ID MRRHEZESR |, bl
iBIY AWS Security Token Service RGN Z£EIE ( @R/IFRFA ID, WBRBRBRANSEFS
) BB AE, FAREZSIR , BNBUEHERIGREIE , MAR IAM AFAWS (1] )
FA P K P R BRI K B4R,



https://aws.amazon.com/kms/
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://aws.amazon.com/premiumsupport/knowledge-center/create-and-activate-aws-account/
https://aws.amazon.com/premiumsupport/knowledge-center/create-and-activate-aws-account/
https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html
https://docs.aws.amazon.com/kms/latest/developerguide/viewing-keys.html#find-cmk-id-arn
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BEOZERTEZEAN IAM AP, B2E (AM AFER) FREIE IAM A,

EAERIGNES2FIU , F2H (IAM BFERE) PRERIEN ZE£Fil,
4. {ER AWS SDK for Java VB AR IGE S TR 3 RAEKK G R ZH ID MBE TR ZARKRER
By AWS FiE, MREER T IRNEILE , EFRBEREERESH,

ZERAY AWS FRTEGXWNRIET AWS HERH#ITEE. AWS BIEEMNE SDK HHKHE R
5 AWS KMS RE , RERHIBEZR S TERIEZL TR,



https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_create.html#id_users_create_console
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_request.html
https://docs.aws.amazon.com/sdk-for-java/v1/developer-guide/setup-credentials.html
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BLiE AWS BIEEE SDK

BIINEFmNZEFEEEGRA N AWS BIREMZESDK, AF KA REENRHEBER DynamoDB i1
BREIRNES.

AWS BIEEMNZRITSDKA B FHEA. RE AWS BIEEMNHESDKESMNEBET , BRIAMERELT
BOEERN , MENASHBMARFESANRZS, B , AURASERHERBENRSHERERITH
A BE M IhEE,

&

- ERREES

- EREBEEP

- BIBRIFFERYSE

- ERSHEFBEE

- BIBRXBNER

HRRRIES

Dynam SDK oDB K AWS BiEEFENEE ZiHEESHRA. BEEXRUMEREXRIUTLERFEHRHAR
HIZhaE , REXENEAREUTRN S AR, BE , EEHASENNARFRENE.

TR DREH

AWS BHEE IBESDKEK — ME— XN HBERARNEZ N TR, EIFTERE, EEHEARE
o AWS BfEEINER AT LA 8 SDKIMEIX — Ko

BR , MIER—NRENDEZARMBESNBREEZH. AWS BIEFEMNZESDKXZF AWS Key
Management Service(AWS KMS) XN ZKMSZ A FIEXI MIRSAKMSE 4, Bk X FAESERREH
FRKX/PHRSAMNMEZAMIENHTEHH. EANTEZANREMNMAMLEAT , HERMNBNUEE
BHZLERGFAEMIRERS (Fl0 ) PEAMBELH AWS KMS,

BEEEATNZNRZNIREZN LU UEREZHN, RESERANZHNEE  SUMEE-1M
ERARSIMMEEHFRRENLERH. IREEASPILRBARTE—NEEEZR W/ 2R

HEREEIES 19


https://docs.aws.amazon.com/kms/latest/developerguide/
https://docs.aws.amazon.com/kms/latest/developerguide/
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ZHANNER - BEZANER, MENBREZSR (SMEREBH-) SENFZR-EEHEESS
Wik, BERARYE , AWS BIEFENZESDKAME KEAEH - M2 REARBENBENBREZN.

BNEBWRTREFEAE S —1 AWS KMS $A2LE ., AWS BIEEINZESDKIRME T ZEAWS KMS A
HMAWS KMS ZEZAH |, XD 7T HNBARE. AWS KMSEEZAIR AWS KMS key H15

E , BEAXEN AWS KMS Z4IFIRE. MRER AWS KMS 2 EF4AF |, N BF g ERAARN,
BEXRFHNWFHARREH AWS KMS BHEER |, i85H (AWS Key Management Service FF & A R 5
M) PHRBRIRE.

- EAZE AWS KMS A3 NZ e |, A1 SR XN FR I BRKMS 247 18 EE A A B ARARF ( ZZARN4A
ARN, 3&., BIBHEHA ID) ., MREFEAIEFNMHRSAKMSE LR |, N A8 E ZEHARN,

MEREBEMZNARNAIKMSZHAIBESBHBIAE , N AWS $iEE N 2 SDKARFARN S 5l 5% 5l
BXRENZR ; eT2RENE. NAIBNWEXT2E A FHRZHEEZKMSHANFA,

« RINBIRT , 2 AWS KMS iR E=HRER ( BIEERBEKMSER ) THRRICFK, BLIMEEHAZRHA
SRR BIARN S B2 AWS KMS keys # 1T,

HIRERZE AWS KMS AR NEET , AWS BiEFE N# S HARNK 240 SN HIE 4 — £ SDK
7 AWS KMS key EMBHER S, EFEEEXTHEERN , AWS BEENZEZHERATRBAR
RINZNBIREZA 2T , ASDKRIEZATRHEFARNEIHEN ZH. NREFEHTENZRAR
NEF , EMERIRA S| AR R4 AWS KMS key , AWS $RIEE N ZSDK BT E R B SREA o

- ERIEXNTHREBN , THEESMAERZEH. B, AWS BIEEMZESDKE R FHARNE 77
FHER P BHARMBRID TR, MRXTEMEAR , I AWS BIEEMNZESDKE AWS KMS Z 3R 5 F N
RICRHNFZKMSHARRICE , TR EHERENIS EZKMSEHA,

BN FHAESHEARFMRSAR AN EENBARPNERER , KTEERRZRNER. BER
i, BANENREEREZAEASHIFENT2ARNSEZAMER. IREEATRENGBEZHERK
B, BMERAM AR, AWS BIEFEMBRSDKE T ERFIRERATEENR.

B2 & D im ik S

BEEATBKMSHAMZNREN , REMERETBEXATEE , Rl , FHEREARENNE
RESEENZRH, BER  NRLE  fUAMERIEXTHER  EXPEAT , ELFEEEEMEER
. HUERXT , AWS KMS TRIERB BN RIZE , ER A LAGE A I ZKMS %47 89 22 4334 h0
BREZHAITHEE. KMS

NREUAERIEXNTEE | BNBWERAERRILIRER | 2SR a8~ 7] SAfEHKMS Z 47 IR
FAIEE AWS K Mo X ERHE, RAFEFRGRTIEN , BXRHEEXK,

B R ITHE SR 20


https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-id
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html
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£ T REERIATEEFMFN 2 XE.

X i3 X

AWS X1 aws

& (X i3 aws-cn
AWS GovCloud (US) Regions aws-us-gov

BT RAIEBRIMA e 2 R NLRER. EEARBZE , FRRGESERN AWS K Mo XNER
=B

Java

// Create the discovery filter

DiscoveryFilter discoveryFilter = DiscoveryFilter.builder()
.partition("aws")
.accountIds(111122223333)
.build();

C#/ .NET

var discoveryFilter = new DiscoveryFilter

{

Partition = "aws",
AccountIds = 111122223333

};

ERZ M HaEE

£ AWS BIEFEMNESDK , B MEATENMBEMERESNES , NTTAERRERUIBIERE
BREZFIHRMNE, EERSEFREEN , BERNEEELNZLERUR SHF TR IMARIEIX
LER, film, FRASHEFABEETRELZEET AWS BUIREENE 5 H AR S 25 i b2 SDK# IR 75
EEEANBED,

MREBZNRAFEREERRITNZERE , WAAEREF - AWS KMS ZHRAHANFNAFRH
— R TENZRENTEAZR. EBRSHELEFRNBERDRNBEZATESRESR. BIURT

FERZHEAFBERE 21
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BERA P RALHIE, MRBFHEEE (HW0 , Amazon DynamoDB RH M 75 X5 ) $ri2 , AT
EinEN it EERH,

BT LMEFAAWS KMS B4R IE A TR 40 AWS KMS SMREEANEF |, RS. AWS KMS keysiRiE
FNMNEAFH AWS KMS RILE | BATseEEFE A AWS KMS 2 B R 4AI R 5 AR E iR A X R Ry,
AWS KMSAWS KMS 2 EZARR—TMEMBEFHRRE R , ©FEA AWS KMS RFFEAmazon
DynamoDBRHAMZ R 2 X H4 , AREAMEFATNENBRZREN D IBAME , AR
AWS KMS X, HHER AWS KMS 2 EZ4AREBRBEP I I EZN INE,

BIELRER

AWS BIEFEMZESDKERTEGITNESER KRBT EZNNEZRRER , FELE
REMERANENBEFTERERMZILR. B2, AWS BIEEMZESDKELZFZARE

R, XEEHRAIUARLENAEANAEEFTRIITRE. LSEENHRE—HESER, ATXH
FISIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTFER# T 5ISIGN_ONLYMMITE REH,

ZPIRE , MRERZSHEFBEE , WTRFEVWE—NLRER , £EEBEREEPERNHEENR
FERANZENIEE. BXESER , BZH EWSHES BEEHRHNET.

HIRER AWS KMS 7 R Z AR ZZ R N ER.
EREXAMNER , FRHNUTE,
Java

EEENEE

UTROEEERNEHREEPAE L EEREHFIIR.

List<CompoundBeacon> compoundBeaconList = new ArraylList<>();
CompoundBeacon exampleCompoundBeacon = CompoundBeacon.builder()
.name (" compoundBeaconName")
.split(".")
.signed(signedPartlList)
.constructors(constructorList)
.build();
compoundBeaconList.add(exampleCompoundBeacon);

EFRARANE X

BIBRLEHNER 22
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FRARER

UTRBIEGHRAFEREN T EXRNEHIIR, ARENEHRINESER |

550

List<BeaconVersion> beaconVersions = new ArraylList<>();
beaconVersions.add(

BeaconVersion.builder()
.standardBeacons(standardBeaconList)
.compoundBeacons(compoundBeaconList)
.signedParts(signedPartlList)
.version(1l) // MUST be 1
.keyStore(keyStore)
.keySource(BeaconKeySource.builder()

.single(SingleKeyStore.builder()
.keyId(branchKeyId)
.cacheTTL(6000)
.build())
.build())
.build()
);

C#/.NET

EEZTENNRB A : BeaconConfig.cs

LRENEE

LT REIEEERNEMEETAE LB LR EFIIR,

var compoundBeaconList = new List<CompoundBeacon>();
var exampleCompoundBeacon = new CompoundBeacon
{
Name = "compoundBeaconName",
Split = ".",
Signed = signedPartlList,
Constructors = constructorlList
};

compoundBeaconList.Add(exampleCompoundBeacon);

EFRMRATE X

LT ROEGHRAFLRELT EXRNHHIIR, ARENEIRINESEE ,

550

BES A

BESRER

BIBRLEHNER
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https://github.com/aws/aws-database-encryption-sdk-dynamodb/tree/main/Examples/runtimes/net/src/searchableencryption/complexexample/BeaconConfig.cs
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var beaconVersions = new List<BeaconVersion>
{
new BeaconVersion
{
StandardBeacons = standardBeaconList,
CompoundBeacons = compoundBeaconlList,
SignedParts = signedPartslist,
Version = 1, // MUST be 1
KeyStore = keyStore,
KeySource = new BeaconKeySource
{
Single = new SingleKeyStore
{

KeyId = branchKeylId,
CacheTTL = 6000

};

BRI ER R ERELNIRPELCEBNE4F. BINBWRAREESTBRENER/IIRFEN
ELENHE, BELRELHERFSNRG  BALENEINEH—X , RAEESINEECEHEETRE
EEAXERY, MRERATEFEA—XZL54 WA EELREREENAIIRFNERTE
Mo RAEHMERBIIRFENSIARBNERED.

NREEERTEENELCERZEMAIIR , NLAFIREMESRTHIIR , XEWERFIIRETERE
A LEEREEFAS FRINMABTEA N,

(® Note

E2RENCERIBMAIIR , BAER 3.2 RESMAK AWS BIFEFEMHBESDK. EE2R/EX
EAFED 28, TFFREBELHRRE.
BEEEHINEGHEEULRENEZEE AR,

ERan
BiEArad £ A B FRo
EXRNERBEMNTRSANBNZEMEE, EAMMSIRN A RETEMEE.

BIBRLEHNER 24
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287/

AT o RMEKERERNEN TN FR/F.
2B FRTRHIEMNKER ERNEAFRIEESR,

LRI FIxK

AL EEHRPEENERFR.

BN BLATERN. KEMBIR, KFE2IPHIRIR
HISTIGN_ONLYESIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTZEER, FRELMEFERZHI
SIRMREFRENRS, MERENIBHBAFRIRTRKIR , WATLAEERIER , AWS BIEFENZESDK
HEHFERAZBEVMENERER. BURARIREEENDSEH. AIRTUREAFHEE , EE
P —H, EEENRPEARNELENH I BTIEEEHENIR. BUFERAGENE , X
FiZzEr 5EEEEHRREHMEMEIS X 2K,

BMNBURTRELRHEENELENE L B4, MRERATEE-—IMEAEHRTERAERHBY
WA AERERE XL T4, FELNBEIEELRE LN HBHEEAHEENITRIEFo

Java

List<SignedPart> signedPartlList = new Arraylist<>);
SignedPart signedPartExample = SignedPart.builder()
.name("signedFieldName")
.prefix("s-")
.build();
signedPartlList.add(signedPartExample);

C#/ .NET

var signedPartslList = new List<SignedPart>

{

new SignedPart { Name = "signedFieldNamel", Prefix "S- 3,
new SignedPart { Name = "signedFieldName2", Prefix = "SF-" }

};
s SIR (Wi )
RIRENZ B EINL RIS BN EF N EERE,

MRREEWERBIIER , N AWS BIRFENE AU TRIADE R BSDKEARZE R N IEFF.

BIBRLEHNER
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- FIAEEXBRE D FRRMNE E XL T 5 RV I FFHES
- FRAERZ 18R BT

BMIERBBRHERBBINEFIR  ZIIRELTERERN—MLHEA N, WERHK
o RBAMEIRFNIRFERE - , HEMNIoBHEEN D EZH 2R,

BMIERBB T RIBED , HEXNZE D EWERHRF EVETHEZ WA, 5l
WMERER Fieldl, Fieldl.Field2 M Fieldl.Field2.Field3 - &ERZEEZEF: , BT
Field2 # Field3 #rid AN A& H B2 —MIEER I,

BIMIERBMREEEL —IMUEERD ., BICHENEEERRNE —IB0 i8N AEI | XEE
MAUEERSFEH BEGINS WITH ZE &,

MR- ERBNARLEFRTBFETIERF , WiZEERBKN, SHEREE—FHICH
i, EREREANERBIRKRKBECHES TURBRHENEHRT LR, CE2BBEER
HAMBERBSRNIRFCRER , AERASE - DR ERR, MREMRERRER
BEY , MEFRT2EAILER.

FIAENERENEAERNEEMRNEERKIRTF  UBREEHAEREBER,
R TEREESH CHHERKIIR,
1. ABNZLRHDCE—MIERKED , LEXZE 2 RE N BT,
ERBEB D BHBAREE FERNEN.
T RBERIAN — N ERFROIBWER BT .

Java

ConstructorPart fieldlConstructorPart = ConstructorPart.builder()
.name("Fieldl")
.required(true)
.build();

C#/ .NET

var fieldlConstructorPart = new ConstructorPart { Name = "Fieldl", Required
= true };

2. HERAZESR 1 PRIBNWERBED WLEERERNEN AT IR ERHK.
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Bltn , INRBELEIR Fieldl.Field2.Field3 M Field4.Field2.Field3 , M%7t
A E B, Fieldl F Fields #AIARKET R AENREFNEMNHER TP E
VYO8

Java

// Create a list for Fieldl.Field2.Field3 queries
List<ConstructorPart> fieldl23ConstructorPartList = new ArraylList<>();
fieldl23ConstructorPartList.add(fieldlConstructorPart);
field123ConstructorPartlList.add(field2ConstructorPart);
fieldl23ConstructorPartList.add(field3ConstructorPart);
Constructor fieldl23Constructor = Constructor.builder()
.parts(fieldl23ConstructorPartlList)
.build();
// Create a list for Field4.Field2.Fieldl queries
List<ConstructorPart> field421ConstructorPartList = new ArraylList<>();
field421ConstructorPartList.add(field4ConstructorPart);
field421ConstructorPartlList.add(field2ConstructorPart);
field421ConstructorPartList.add(fieldlConstructorPart);
Constructor field421Constructor = Constructor.builder()
.parts(field421ConstructorPartlList)
.build();

C#/.NET

// Create a list for Fieldl.Field2.Field3 queries
var fieldl23ConstructorPartList = new Constructor

{

Parts = new List<ConstructorPart> { fieldlConstructorPart,
field2ConstructorPart, field3ConstructorPart }
};
// Create a list for Field4.Field2.Fieldl queries
var field42l1ConstructorPartList = new Constructor

{

Parts = new List<ConstructorPart> { field4ConstructorPart,
field2ConstructorPart, fieldlConstructorPart }
12

3. HIE—IMEERKIIR K HPIESLEDR 2 HOIBNFIEERE.

Java

List<Constructor> constructorList = new ArraylList<>();
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FRARER

constructorList.add(field123Constructor)
constructorList.add(field421Constructor)

C#/.NET

var constructorList = new List<Constructor>

{
fieldl23Constructor,

field421Constructor
iy

4. HERIBXZEMRIIEE constructorList,

BEERHER
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WAATR

BINEFIRNZECEREN AWS BUREMZESDK, AT KA R ERE{HRAE X DynamoDB
BREFIRNES.

AWS BIEFE B SDKERA BRARRMITEH NE, BARER, MBENRBRIERH, BHAPHER
FREANZLCRNVE-BEZHHRE , ARNZZBEZANLEZH, SENZNEE -2
0, AEBEZNEEMRHTENEZEAR,

AR ERAESINRAR , ARSI BRAREHA N N ZEFRR. ERRSHBRRARTUE
B, MENBEZRERSR  BEETURIFT TR ERENZRR | SINAERBEZHNESR
T, AREEAREEMERARESER,

BNEVEEATRFISEZAHELZL2URAARITNERENZAR | i1 AWS KMS 4835 | E
FEAXKTRE AWS Key Management Service() AWS KMS keys AWS KMSHI B4R, R URE
—NMERSEZRANZRR , IERAFEEEEHLTLER (HSMs) PR ZHMEFRARS KR

FEHNZARRE T BEIREFARP LNBBEZRAHRERFPENERE. FARZLAXNENESS
AN aRZH. RUREEAFKSIEAZTLER (HSM) XIFRAEEEMERNRFHKMSEL |, fila0
AWS Key Management Service(AWS KMS) A iy 2547 2% HF B %8 2248 AWS CloudHSM,

AWS BIEFENZESDKIRME T SHBATNBANEE , BALGEACHBAENEHAR. BBl
BAE - MRS MBRTREXENBHAINZERHA,

e

- BHHHNIELAR

« AWS KMS %A R:FE

- AWS KMS % E4A B

« AWS KMS ECDH B4

- [R% AES BAIF

- JRf RSA BR4FER

 JRIRECDH4ARLE
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ZEARH TEA K

BIINEFimNZEEESEGRA N AWS BIEEMZSDK, AF KA RIEENRMEEX DynamoDB i1
BELIRNES

EXNBEEFNFEHITMZENSEN , AWS BIEFEMNBSDKSERZANRHMBME. ZHHIR
B4 X AHBERN, HERARPENTERFANZENREZABNUR SHEZHAXKNMACEA,
AWS BIEFE & SDKE A B ZANKIEHTME , RAERRMNAFZPRBRAXXKIEZH, AE
AWS BIEFEMZESDKLR MM AHER  HPIENBENREZANEMER , flNNBENLEES,
AWS BIEFE MZESDKEAMACERITEE TR FHEE S M RIERE (HMACs) , TR 24 KR Fpr
BFRICH B FERIIFSE(L. ENCRYPT_AND_SIGN SIGN_ONLY

REBER , SR SMERNZRE AN ZAR | AU ERREMRAR, ERERRE  BRRHARL
MARGRNBZRARPNED - NMEEFRH,

AWS ¥z NS N2 BB B AMM RHERSDKE R B Z4AR , HERBAFRBEE P EM—
N BRNERHLRFHUBRZ - MNENSERNR , FREAXHERHR. AWS HIEEFNZESDK
ERAANABFEZAKRBEZLE, MRBZARTNAELRZARLTERRETMANZNREZSN  #E5
BRI RN

B LER—NEZRAHR , WA OFHARRERTEARENBARA ST - ZEZALP. MBHE
i, ZEARBEEHAEKZSZATNEZARTHAAERRBANBNRBEZRARRURSHIE
MACEAXRIRNEZH . BUUEAESSSERARFE—BRBANBATRBRLRE

AWS KMS %A =L

BIMNWEFRNEZEFEESERE N AWS BIEEME SDK, AFRAREENREAEX DynamoDB
& iREE S

AWS KMS Z4AHME A X FR N Z s IEFS # RSA AWS KMS keysRER, MBRMBZBIEZRH. AWS
Key Management Service (AWS KMS) R #&#) KMS Z4A H7E FIPS i1 RARITINRIRIE, BATEI
BRATREFE A AWS KMS Z4ARH EF R LR LB N EHRIR,

ERTE AR P EARNHRZXE KMS %40, AWS KMS XA ZXEMNE ¥ M52 FM R
AWS KMS keys , ESREH % X5 AWS KMS keys, BXZXEZFANEL |, 28 (AWS Key
Management Service FF X A R IE§m) FHFEHZ XEHEH,
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https://docs.aws.amazon.com/kms/latest/developerguide/multi-region-keys-overview.html
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AWS KMS AR Al LA B fp R B B3R 4Rt ¢

« ERERES ARG MBRENXBERA. NERENBHRLAE - DNERBZFH,
- Htt®R  MBERB[ERAERNANEBEZR. AWS KMS HARB AT EENMRS M EHNH

=
BRTRBERRBATENRIERE, 3 AWS KMS BRI BF -1 AWS KMS Z4Art , ZEHART
E R INFERIEZA

BFTAARE — , AWSKMS fARE AT EMER |, A UISHMMERHAERE N HRE BT
ZHARBTER,

£}

« AWS KMS Z4A ST EIR

« 1&£ AWS KMS %A AWS KMS keys iR 3
- BIEZ AWS KMS 4AER

- FAZXE AWS KMS keys

- 8 AWS KMS &I H4AER

- fEF AWS KMS X & Il B4R

AWS KMS Z4AIA TR

AWS BIEE N SDK A EE AWS IKF |, B RKBTEAT— AWS kS, BR , EfAH AWS
KMS Z4A3F |, BMEEX AWS Ik Z4HER AWS KMS keys FEIEB U T &RENR,

- EFAE AWS KMS (AR #TNE , BFEEENBFZEPAH kms: GenerateDataKey R, BFEEX
AR A HMZAEE kms: encrypt R, AWS KMS

- EFARANRHRTHRE  SEEXNE AWS KMS ARHHNED —NEHEE kms: Decrypt R,
AWS KMS

- EFAHZARERNSRARHTNE , (REZREBEREE AWS KMS AP 4ERSEHHN
kms: GenerateDataKey X R, BFEXNFIEHMBAFPFHAEHMEHRESR kms: encrypt IR,
AWS KMS

- EFEAENFR RSA AWS KMS ZHRBITINE , BFFEE kms: GenerateDataKey = kms: E
ncrypt , RAERIEZ AR LTIEEEZR T MENNAME . EAKZARMEZEN TS AWS KMS
K HEMEL, E4HIENF RSA 2 AWS KMS AR TR |, /REE kms: Decrypt &R,
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BXRPRIFMES AWS KMS keys , S5 (AWS Key Management Service F A AR 15m)
Y 5 10 10 IF R 5 A 35 o

£ AWS KMS $AZE AWS KMS keys FiR 5l

— /N AWS KMS $ASLB T BLaIE— NS AWS KMS keyst. B AWS KMS Z4ATR AWS KMS
key HFIEE , BFEAZEFMN AWS KMS ZRIFIRAF. AT FHEZHIRR AWS KMS key iR EIH 2
AR RIBEMES ST MTF. HX AWS KMS keyZ ARG FMAER |, 5510 (AWS Key
Management Service FF X AR IEFE) PR EBIF IR,

FERBEXR , BEARESEESNERARRR,

- EEAE AWS KMS S HTINE | BRI LEAZES D, B4 ARN . Z1E=5]E ARN KRiNEH
=

® Note

MRIEEMBZARF R KMS BAEE B BHHBIE ARN , MIIZRESF 51 5% 3]
BXRENFHA ARN REENELRERANTBEES. EF2REFNE. ERIEFETNE
AT REZMZRHFEZHAN KMS #iH,

- EEA® AWS KMS AR #E , L ERA R ARN #1TiR53l. AWS KMS keysBEXEZER |, 1F
SR EEEERER,

- ERTMENBZNBARD | BLTERZH ARN BUFRIR AWS KMS keys.

SRERRY , AWS BUIEEEIE SDK K AWS KMS IR 3R AWS KMS key A A3 E iy — NI %E
BIEBAN. BAMS , AWS BiREME SOK M EHERHN BN MZEHREBAEAUATER,

« AWS BUEEE I SDK MATRHERE STHAE AWS KMS key FRIREUINZHHE M 40 ARN,

-« AWS BUEFENE SDK MR EZAA PR RZHATHERN AWS KMS key ARN,

- WMREZFAFPIKIZA ARN AR , M AWS BIEENZE SDK 2FER AWS KMS £H KMS %
@B MBNEEZH. AWS KMS key

- BN, ERBT-MIENBERSR (WNRE ).
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https://docs.aws.amazon.com/kms/latest/developerguide/control-access.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-id
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-id-key-id
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-id-key-ARN
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BIZEZE AWS KMS 4335

BT AR T AWS KMS Z4AHREL B — 1 AWS KMS key 5 AWS KMS keys B B/ 248
INAWS KPP . AWS X8 AWS KMS key 42X R INZE 240 ( SYMMETRIC_DEFAULT ) SIEXT#5
RSA KMS %40, &t Al LUERAX R INER 2 X8 KMS 2348, @RI ESZ AWS KMSE4RHR R ER —1
RS MNMARE,

BRI DR EA T NENBZBIENZ AWS KMS £83F , Al SRR TR T INBSHEERN AWS KMS
R, BIBRATMEHREN AWS KMS Z4ARE , BDTIEEEKBFZEH , 2B TEREX AT
BRAHTEHAITNE, AWS KMS key BIERAEHZE L5 KMS #TX. A, IREEE , N
A E A T NZ R & XA BIERA N EM AWS KMS keys AR, EfFRZFARMRIP P NEREE
B, EANBEZARLNEL T ERARH AWS KMS keys EX W ZHAKTRHH— , HEF=o
AWS KMS keys ( S&EH AWS KMS Z4ATF AWS KMS keys FRHAWS KMS KT E4AE, )

NEFARRSEZARPNAELEZAIL MRS NBLERR. WEEAIEZATENS | It
MEFERFEM. it , FRAAZLAREBRARPREZANTENR, MRERMHESERAKTH
£ F Discovery AN MBEIRE | MERMFF KM

AR RBIERZCreateAwskmsMrkMultiKeyring 812 E AN M INZE KMS AWS KMS Z4A %
£A3R, ZCreateAwsKmsMrkMultiKeyringAZe B3It AWS KMS &P s , HARZHAIREE
Efmah e XKIgM S XA, XERFIERAZS ARN RiR5 KMS 241, BXFHAER , HSH &
AWS KMS 2B AWS KMS keys iR 3!

Java

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

final CreateAwsKmsMrkMultiKeyringInput keyringInput =

CreateAwsKmsMrkMultiKeyringInput.builder()

.generator(kmsKeyArn)
.build();

final IKeyring kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);

C#/ .NET

var matProv = new MaterialProviders(new MaterialProvidersConfig());
var createAwsKmsMrkMultiKeyringInput = new CreateAwsKmsMrkMultiKeyringInput
{

Generator = kmsKeyArn

i
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var awsKmsMrkMultiKeyring =
matProv.CreateAwsKmsMrkMultiKeyring(createAwsKmsMrkMultiKeyringInput);

AR R BIfEFAZCreateAwsKmsRsaKeyring A BIEH B IEX ¥ RSA KMS AWS KMS Z 41y &4
B, EBIEIEXF RSA AWS KMS Z4AIF |, BFRREUTE,

« kmsClient: BIZ% AWS KMS & F iR
« kmsKeyID: A FiRBIZHEX TR RSA KMS Z4A 47 ARN

* publicKey: a 3k ByteBuffer B UTF-8 4m#3# PEM X# , XA RRREZBANZHANLH
kmsKeyID

« encryptionAlgorithm: MNEEE LI ERSAES_OAEP_SHA_2563 RSAES_OAEP_SHA_1

Java

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();
final CreateAwsKmsRsaKeyringInput createAwsKmsRsaKeyringInput =
CreateAwsKmsRsaKeyringInput.builder()
.kmsClient(KmsClient.create())
.kmsKeyId(rsakMSKeyArn)
.publicKey(publicKey)
.encryptionAlgorithm(EncryptionAlgorithmSpec.RSAES_OAEP_SHA_256)
.build();
IKeyring awsKmsRsaKeyring =
matProv.CreateAwsKmsRsaKeyring(createAwsKmsRsaKeyringInput);

C#/ .NET

var matProv = new MaterialProviders(new MaterialProvidersConfig());
var createAwsKmsRsaKeyringInput = new CreateAwsKmsRsaKeyringInput
{

KmsClient = new AmazonKeyManagementServiceClient(),

KmsKeyId = rsakMSKeyArn,

PublicKey = publicKey,

EncryptionAlgorithm = EncryptionAlgorithmSpec.RSAES_OAEP_SHA_256
};
IKeyring awsKmsRsaKeyring =
matProv.CreateAwsKmsRsaKeyring(createAwsKmsRsaKeyringInput);
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£ F % X i3 AWS KMS keys

&I LATE AWS BdEEE IN%E SDK HEA 2 X8 AWS KMS keys fENBRER . MREERHSXE®R
HEMN —FHITNE AWS X , N SAEREtbZ A PR S XERARITHEEZ, AWS X

ZX1E KMS Z4A = —4H AWS KMS keys AWS XiF EGHEIZEAMBNEL ID WTFRZEH. BT
BETRXEEAMBNZA —HERAXEEXEH, SKEFAIHELNTERENZ TR |, X
EZEBERE—NPXGHTNR , HES —PXEHTHER K MABSHTEXHAA, AWS KMSEX
ZXEZBANE L , F3% (AWS Key Management Service F X A RIERE) HHEHZ XE %540,

NTXFSXEER , AWS BIEEME SDK BFEEF AWS KMS 2 XiFH % 4A
I, CreateAwsKmsMrkMultiKeyring 73 ERIR 2 #58 XiE %A S X EHA,

- NTFEXEHES , IFSXENFSHITHRGREXE AWS KMS BHH—#, ZBASRXEA
MEZEBIER 2 X ZARBENEXF. 77T BLEH AWS KMS BHRTERE , RITBEEER
I KMS Z4ART % CreateAwsKmsMrkMultiKeyring# i,

- WTFZXERY , XBFSXENFSZHEANBEENER S XSEZAREEEN XS FHEXS
(X350 22 4R SRR %2 022 XX o

EEAZN KMS BN XHSXENEAS , BUUEESNMEXBNSXERH, BR , BREHE
BEMXNZXARAPEE-IMEH, NREEHAEBNESR ID BESNBHRRNT , WAERHK
LEDREE NS

T RBIER Z X KMS AWS KMS G2 Z AT, XERHIRZSXEARAEENEXRFZER , F
BEXEBRAEENFEH.

Java

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();
final CreateAwsKmsMrkMultiKeyringInput createAwsKmsMrkMultiKeyringInput =
CreateAwsKmsMrkMultiKeyringInput.builder()
.generator(multiRegionKeyArn)
.kmsKeyIds(Collections.singletonList(kmsKeyArn))
.build();
IKeyring awsKmsMrkMultiKeyring =
matProv.CreateAwsKmsMrkMultiKeyring(createAwsKmsMrkMultiKeyringInput);
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C#/ .NET

var matProv = new MaterialProviders(new MaterialProvidersConfig());
var createAwsKmsMrkMultiKeyringInput = new CreateAwsKmsMrkMultiKeyringInput

{

Generator

= multiRegionKeyArn,
KmsKeyIds = new List<String> { kmsKeyArn }

};
var awsKmsMrkMultiKeyring =
matProv.CreateAwsKmsMrkMultiKeyring(createAwsKmsMrkMultiKeyringInput);

EAZXE AWS KMS B} , I EFEEXRAIUEATRBER N, BEFREA THEMNR
XF, BEEAGERE NS FHXEHEXS XERANZES ARN KR LXEZXENFS, N1
BEEMXE (HW, NBRERAENXE ) PEEEXSXERANEHR ARN , NXESXENAF
SRR % AWS KMS key X B XIHE A

EFEREATHEN , XESXENFSEERN ARN, RESSAMEINSXERAPH—NEH
ARN,

LR U ERIER TEH AWS KMS ZXEZAFTHD, ERARATHREN , FHREEEM
AWS KMS keys, ( BXEXHE AWS KMS RIZATNES , BSHEA AWS KMS RILEH
Ho )

MREEAZXERAME , WERRNERX T XFSXENFSHZEER AR i XE R EX S X838
BATHEEZ, MRTEFE , WERAAR. £RIEXNT , AWS BEEME SDK A= EXEHERA
Th#EHSXEER.

£ AWS KMS x Il Z4AH
RER , RIEMCERIEE AWS BIEE % SDK AIAEAN XA, BERELRESXRE , #E
Fi AWS KMS BEZZHRAI , & AWS KMS HEZHARFECEENZATER. B2 , Bh L6

EAWS KMS RILZA , BIFEEFE[IER AWS KMS ZARNRAR,

AWS BIEE N SDK 3 AWS KMS Z Xl ZAIR 4 745 AWS KMS R Z AR M LI ZAR, B
XEZXIFRPE AWS BUEENZ SDK £EFEANER |, 55 FHZX1E AWS KMS keyso

B F Discovery BN KI5 EE 2L F4 , Bt Discovery AT ENBREE, MREBEMKEZE
R E A Discovery BARMBRLIE , B REF LXK,
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AWS FHEFE % SDK FEANGIER
fREE |, AMBAR A AWS BIRE R SDK ERE A MBHIFEZRR AWS KMS K2 hn &
WHER , TLERAERENIFRIZ AWS KMS key %41, AWS KMS keyREHERA B HE AWS
KMS keyH kms:Decrypt fXPRES , @A F SR,

/A Important

MREBERZZZHARPETE AWS KMS RIFHAR |, M AMBASGEZ S HRHERPHMEZ
AP IEENTE KMS ZHRT ., ZEFHRNTARUTRIZLNZHT, WRELG
REZERARFREA Discovery ZAMRMBIIE , B BRIEF KW

AFERL , AWS BIEENZE SDK ## T AWS KMS XILZ#HH, A , HTUTRE , BYURA
REE A E X PRBIAYZ AR,

« B — AWS KMS X ZH AR AT SUEE A EM AWS KMS key AT NZ# R P BIBERAN R
f, IRSAAEENERZEH AWS KMS key H1T#HZR, XATgER 2 MW AWS KMS key &F
EFEAN. fl, HP—MBENBEZATERETMATBITL AWS KMS key FANEZE MR
REER T MEN,

o HEIRFNMERBE — AWS KMS AN ZRAMAIRELL M ZRANIERT 2 , AN AWS BIEE N SDK 221
BEAFAMBRNHIEDR , 850 AWS KMS keys H AWS Ik~ MXEMBZHHRIERS , MAH
ELNERAXLERPBRITHESR, AWS KMS keys

MREFERARAERT , BRINBWEEARIL BT TAY KMS BHRBINIEE AWS K-
Mo XHPHER, MBEHBBERENKS ID MY X, ESATHHEN AWS IKF- FRRRFHM ARN #
Ho AWS — 5 &

LT RBRAERLZITEIZEZFL AWS KMS XKIMZR4AIR | %R AWS $IEFENZ; SDK 7 LA
A KMS Z4AR 4 Haws D X F111122223333 R4~ Y2248,

EFEALRBZE , BRFR6 AWS K/ Mo XESRN AWS IKF Mo XN ERE. NREN
KMS ZRNTFTHERXE , EFEMA aws-cn 7 X{E., MREH KMS Z4HALF AWS GovCloud (US)
Regions , &£/ aws-us-gov 7 X{H., X FAAEHM AWS XiF , EEA aws 7 X{E,

Java

// Create discovery filter
DiscoveryFilter discoveryFilter = DiscoveryFilter.buildexr()
.partition("aws")
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.accountIds(111122223333)
.build();
// Create the discovery keyring
CreateAwsKmsMrkDiscoveryMultiKeyringInput createAwsKmsMrkDiscoveryMultiKeyringInput
= CreateAwsKmsMrkDiscoveryMultiKeyringInput.builder()
.discoveryFilter(discoveryFilter)
.build();
IKeyring decryptKeyring =
matProv.CreateAwsKmsMrkDiscoveryMultiKeyring(createAwsKmsMrkDiscoveryMultiKeyringInput);

C#/ .NET

// Create discovery filter
var discoveryFilter = new DiscoveryFilter

{
Partition = "aws",
AccountIds = 111122223333
};
// Create the discovery keyring
var createAwsKmsMrkDiscoveryMultiKeyringInput = new
CreateAwsKmsMrkDiscoveryMultiKeyringInput

{
DiscoveryFilter = discoveryFilter
};
var decryptKeyring =
matProv.CreateAwsKmsMrkDiscoveryMultiKeyring(createAwsKmsMrkDiscoveryMultiKeyringInput);

£ AWS KMS X1 k% I Z24R 3R

AWS KMS Regional Discovery ZAF 2 —f A i8E KMS 243 ARN NZE4AIR. R , ERF AWS
BARE N SDK {XEA KMS Z4AMTHRE. AWS XiF

£ AWS KMS XA IR AT BN , AWS BEFEE SDK KM EZEETET T~ MBI FIE HE K
#E#EH. AWS KMS key AWS KIZERT) , AR E LR B HRIBEEH AWS KMS keys FED—4
BB EZH AWS X3 fkms : Decrypti R,

SH b Discovery Z4A¥h#8[E , Regional Discovery ZAERN IR TN, 1% B AL fR 33 N 32 = B At
EH. MREBERTNBEMBERNZERLAIRFFEH Regional Discovery B |, MiZZ4AIMRIE 7
BRINER, MBLERMNEZERPASRDE R Z X1 Discovery BN MBEIE | MFREF KW,
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/A Important

MREBERZRZSZHAFRPEIE AWS KMS XS LI ZAR |, NI Xig A M B AN LG E = S FHK
PHEMZARPEENTE KMS ZARE. SEFHARNITHIRUTRISZONHZHRR, &
IMERAREZEZAFPERAR , AWS KMS Discovery Z4AIRXT %2 To Mo

AWS BIEE N SDK A Xid & MR AN =R EABEXITAH KMS B THRE, FRAI
ZAARRT | TEE AWS KMS EFix LEEBXig, X AWS HIEENZ SDK R A LR K ik
KMS 4R |, BXiEEXE 20 KMS Z4AM R 2215 SR AWS KMS fF KK,

MREFEARABZAS , BINBWEER RN IR [ FEBE R ERR KMS BHARFI N EE AWS 1K
Mo XPHEH,

fign , ATARRBERARITIERCE AWS KMS XE AT ZRR, WERAHRT AWS BIEEME SDK
REINEZEFES (BN ) XE (us-west-2) I~ 111122223333 H1#Y KMS 4,

Java

// Create the discovery filter
DiscoveryFilter discoveryFilter = DiscoveryFilter.builder()
.partition("aws")
.accountIds(111122223333)
.build();
// Create the discovery keyring
CreateAwsKmsMrkDiscoveryMultiKeyringInput createAwsKmsMrkDiscoveryMultiKeyringInput
= CreateAwsKmsMrkDiscoveryMultiKeyringInput.builder()
.discoveryFilter(discoveryFilter)
.regions("us-west-2")
.build();
IKeyring decryptKeyring =
matProv.CreateAwsKmsMrkDiscoveryMultiKeyring(createAwsKmsMrkDiscoveryMultiKeyringInput);

C#/ .NET

// Create discovery filter
var discoveryFilter = new DiscoveryFilter
{
Partition = "aws",
AccountIds = 111122223333
};
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// Create the discovery keyring
var createAwsKmsMrkDiscoveryMultiKeyringInput = new
CreateAwsKmsMrkDiscoveryMultiKeyringInput
{
DiscoveryFilter = discoveryFilter,
Regions = us-west-2
};

var decryptKeyring =

matProv.CreateAwsKmsMrkDiscoveryMultiKeyring(createAwsKmsMrkDiscoveryMultiKeyringInput);

AWS KMS 7 = A =26

BIINEFHNZEEESEGRA N AWS BIEEMZSDK, AF KA RIEENRMEEX DynamoDB i1
BREIRNES,

(® Note

H2023F7 A24 BE , FXBEFTREMAHECZN D X ZH, CIEMAYD HHUY
SEREGEFTRETMEHE RN D X BRHFM,

A AWS KMS 22247 | Ba AEXN M INBRKMSZR4E TRIPFEN NZME | mMEEE AWS KMS
BARAMBERBZEEZNEBERA, NTEESAREHBCARANNARFEURTUEREREZLER
HNERTEEFRELEMFEMBONARRKR , XE— N TEN®RE, AWS KMS

PREZARZ—TMEMBERFHRER , ©FEA AWS KMS {R#F1EAmazon DynamoDBZk Y %
R DXFH  AEEAGEEATNENBRBREN D ZHBHAME , ANTR2 AWS KMS B AR
¥, DynamoDB RAEEBRNRF 2 XBHAN s X HAFM. HEEEH 2 XBHANs I HANME
KHIRA, EHD XBRNEH D ZIZARE. 2EBAREAE -—NEEZHARNEENFER |, HE
AREEN D XZ AN —SRFANSINEEBARTNE, 2 ERHRMMBEET 2 IZHARER
S ARFHAZAEBINRREN,

PTEFHRBEEAES XBHRANBEZSMNER. EREAUEFEDI I XBHANEECAEE |,
BEEN D XBANRRINR, EERRZE , 2XBANEIRES-—BELTEIRS. BHDTXH
HPTARAT A TRITNFRE |, BHUEREFHTERZRE,
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LB D ERATE , P ERRRQVNERMERF. BUUEEERTFRE , ZRHEENLT 27X EH
MBESBHANEEDBHZAEEER M EFHNRKNE, BXERIEPIEE abranch-key-id
i, DRSS AWS KMS ARABZRS X ZAHEAE S XZAME . RE , 2 XFBHMEE#EES
EEFEF  HEEHTFIEEE branch-key-id WNBNBRIRE  EZEERAZH, FI2XE
AMPEEERBEFRITLURS AWS KMS . fl , RIEEFRHIN 15 28, MREBEZERF
BR&IR 1T 10,000 X INZRERAE | M4ES AWS KMS Z4EHREEHIT 10,000 /X AWS KMS i F = 82
2 10,000 X NFEE, WREE—METFERSbranch-key-id , M2 EFHARIEEH#IT—IX
AWS KMS A BN 2 10,000 M #R4E,

i BEERN D XAK , —MNRATNERERE , S—TRATRERE. WBIXEENEDDXHHH
WEN D XZAME , AEEFRHZBREEERTAANRRE. BEDXEENERZERE
PIRRMN R0 XBARAICREN 2 XBHAME . BED XU —REFESNES D XZAMBRE.

EMEIXEENESHPBEEFETERS XEHR D RUEF , HET - X F#EZEN D XBAMBRR

R, AREZEER , B2H R EEATATSHES BIERE,

(@ Note
AWS BIEENZFMERE D EZHAHN AN RIYSDKIE AWS KMS 75 EZ A,

e

- THEAFK

- EREH

- HESEBHAE

- RBREBNEH D XEH

- B EBRAATSHSRERE
- FRASEZARBITAEENE

THERFR

UTBEEHRT 5 RRARMMCEINBNBEZMNE , URBARN MBRNRRREN TR AR, B
REBEZAMENPAXBBEZANBLIENERFMEE , 55K AWS KMS 5 EHARERERE
B

/N0
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1.

MEZETEZERDZEZANRENEM S . ZRRERANBEZH , REREXRXLEFTIRERHE
BRI MBAHRERBERH, MRFEBRDXBHME , WRARFEADR 5,

MRATFEEUS ZBAMH | N9 EERRLES ZBAFHPEREDH LB,
a. HEEHEEE AWS KMS RBEED S XHHHEBAAED S ZEH, mREDS

XEBEANBRESBFIE , AEENNEZTERADREFANET 5 BRI ESE (AAD).
AWS KMS

b. D XBAFMELERE D XZAMRRZBZANESE , flns XZEHARE.
DREBHNLCRED XBHME (A XEZANDXEZRAREY ) , AHEERFHRESBETD,

ﬁ:‘)—fr?:."‘f'ﬂ P D X ZAM - 16 FTNEMBLR FIREHE -2 REH. HEARES
FEAMZ AN BEZHNEA

‘}h*r

LENZ T EEAMZEM BN IERATMBENES, FXUOAE AWS BIEFENZ PN ICFETMNENZ
BEMNEZERSDK , BEHMNEZEMNEE,

B2 AT

STEGHIR T 9 R BRI S RSB RSB IE R4 .

1.
2.

ZRBFEMAREMZ LR HERFRPNMZRERR |, FREERRLE D REAR,.

D REBHRRFINCAMRNZRBEZRANRIE | SF0 XBHREK, 16 FHRMBREE UK b
RHFEZAMBLANER

BXEZEE , BS0 AWS KMS 2 EHREEHE AT,
PREARRELHEFTIREFESIR 2 HriRN D XEARASHACENE RS XBHAHM
B, MAFEFRD XFZAME , WRARFEALSR 6.

NMRFFERRD XZAME , W2 ERERAFEIXBRAERPERNS IR 2 /RN 2 X EH
MRAH B RY 70 X

a. DXEBHFHEAWS KMS AZE S XBRHABREAEXAIER 5 X BH, HRRED D XEH
MBEWFINL , LEEX B #EZEAFREFNNET 5 HRIENHTE (AAD), AWS
KMS

DRERFHEQAX S XBRAMMRAZBHANESE |, HlU5 ZZARE,
TRBRARCRED XEZAME (AT XBHND XBHERE ) |, FAREETFHEERBERFT.
YRBARERCRN D ZZAMEMLTR 2 /1R 16 FHMBLEINNZBFEZANE—IR

o

H\

H\
%iﬂ]

o

B}

THEAR 42



AWS ##EE hnZ SDK FRARER

7. DPREHHERAENNSEZARZHEZAFTREHAXBERH.

ZME A EERREMBNAXBERARBZNITIER, XUME AWS BIEFE NZE #5580 ITE
IERMNEZEESDK , HSHBEZENRILE,

FRFMF

AWS BIEFEMZESDKTAFE AWS IKF |, B ™K TEM[ AWS RS, ER , 2 EZHARKB T
Amazon Dyn AWS KMS amoDB.,

BEFEASRRAN , BEEFAEE KMS: Dec r ypt IRIIFIFE AWS KMS key tNZ, &t A LR
AXMMEZXEZEHR. BX AWS KMS keystX BRVIFHAER , ESH (AWS Key Management
Service F R A RIEE) H SR UER T EZS,

EOIZMERADEZZRARCH , KGR XBAFHEAEAENIED D XBHETZEN.
SR BEFNRATERS

AR RS EESMRE (S0 CreateKeyStore # CreateKey ) , AIHBIIEL R0 EH4A
RERZFUHEED IBHATFM.

ST ROIQER T BB MRS . BAGISE— DynamoDB REEN D XBABTHNEH. 2%
AT B 58 B R KMS A FARRIF RS 9 S ARN R4 0 AR KMSHY 248

F 181t DynamoDB R , EBZAEEBHUNBZARNBESNRIDFHNAAERE. ZESR
HPFEHBMTELE DynamoDB REHE , EFXHERE, BFUENEE B XREEZRPEE RS
DynamoDB RBIEENEBEREF ., LINRAEEHRNEERE. WREMNZHHIRE DynamoDB
RZEDPXZREEEHRRETIL , BEZEREFE S RN FRE 2 ZEEWN DynamoDB REFF

DR 2 B BAR DAL REN 2 X 2R EHE.

Java

final KeyStore keystore = KeyStore.builder().KeyStoreConfig(
KeyStoreConfig.buildexr()
.ddbClient(DynamoDbClient.create())
.ddbTableName(keyStoreName)
.logicalKeyStoreName(logicalKeyStoreName)
.kmsClient(KmsClient.create())
.kmsConfiguration(KMSConfiguration.builder()
.kmsKeyArn(kmsKeyArn)
.build())
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.build()).build();

C#/ .NET

HIR 2

var kmsConfig = new KMSConfiguration { KmsKeyArn = kmsKeyArn };
var keystoreConfig = new KeyStoreConfig

{
KmsClient = new AmazonKeyManagementServiceClient(),
KmsConfiguration = kmsConfig,
DdbTableName = keyStoreName,
DdbClient = new AmazonDynamoDBClient(),
LogicalKeyStoreName = logicalKeyStoreName

};

var keystore = new KeyStore(keystoreConfig);

: A CreateKeyStore 8|27 XA FM#

UTREGIRD XRAEF |, 20 XBHFMERREFRF BN D XEZR.

Java

keystore.CreateKeyStore(CreateKeyStoreInput.builder().build());

C#/ .NET

var createKeyStoreOutput = keystore.CreateKeyStore(new CreateKeyStoreInput());

CreateKeyStore BEERALELSR 1 EENREMUT L FEE I DynamoDB &,

o X8 HEFr

HER branch-key-id type

(® Note

B L F el RS XZHRFMERY DynamoDB & , MAAERZR

fE. CreateKeyStoreMIREEFRFHONED X ZAFMHE , MM N 5 XFEEFRIEEN
TFFHRE:

« X% : branch-key-id

TR
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o HEFR : type

S8 3 : @A CreateKey BIEFHES 2 X F4H

UTHRECEREESR 1 PIEENZACNENNEN 2 XKMSER |, I E 2 X BAFMEEE
S 2 FEIEM DynamoDB & H,

M CreateKey B , LA LURIRIEELT Wk E,
« branchKeyIdentifier : EXBENX branch-key-ido
EQEEEN branch-key-id , BATMASZE encryptionContext SR EMME LT

Mo

- encryptionContext: EX—HTENIEMEFAEN , ATEkms FAFEEHMELT
XHEREEMEZ S 5PN EIE (AAD). GenerateDataKeyWithoutPlaintext

WENINE ETXHA aws-crypto-ec: B,

Java

final Map<String, String> additionalEncryptionContext =
Collections.singletonMap("Additional Encryption Context for",
"custom branch key id");

final String BranchKey = keystore.CreateKey(

CreateKeyInput.builder()
.branchKeyIdentifier(custom-branch-key-id) //OPTIONAL
.encryptionContext(additionalEncryptionContext) //OPTIONAL
.build()).branchKeyIdentifiex();

C#/ .NET

var additionalEncryptionContext = new Dictionary<string, string>();
additionalEncryptionContext.Add("Additional Encryption Context for", "custom
branch key id");

var branchKeyId = keystore.CreateKey(new CreateKeyInput

{
BranchKeyIdentifier = "custom-branch-key-id", // OPTIONAL
EncryptionContext = additionalEncryptionContext // OPTIONAL

1)
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B , CreateKey BEERIUTE,

- BYRRAS 4 @AM —FRIEAF (UUID)branch-key-id ( BRIELIEE T BHE Y branch-key-id)
o DXEHAMARUUIDIIRA 4

« Atimestamp XA 1S08601 HEIF AT E#EX , KAMAERA () UTC,

ARG , ZCreateKeyEEGenerateDataKeyWithoutPlaintextfE I LA T &K 8 F kms:o

{
"EncryptionContext": {
"branch-key-id" : "branch-key-id",
"type" : "type",
"create-time" : "timestamp",
"logical-key-store-name" : "the logical table name for your branch key store",
"kms-arn" : the KMS key ARN,
"hierarchy-version" : "1",
"aws-crypto-ec:contextKey": "contextValue"
},
"KeyId": "the KMS key ARN you specified in Step 1",
"NumberOfBytes": "32"
}
® Note

B AR EBTEEFEN T ERMNE | CreateKey BIELSOIBED 5 X ZANERE
H, MM EBRBERELCN DI XBRFRET. AXEZER  BEREA D ZBHARHT
AERNE,

ETR , ZCreateKeyi2/EiA M km ReEncrypt s: , BEEHMBE L TXH 2 X FHA R EESIC
Fo

BJa , ZCreateKeyi®#EEMA ddb: TransactWriteltems RBE—NHWE |, ZM B GREEES
R2PRENKRTPNSEIHH. MBEEBUTEMN.

"branch-key-id" : branch-key-id,

"type" : "branch:ACTIVE",

"enc" : the branch key returned by the GenerateDataKeyWithoutPlaintext call,
"version": "branch:version:the branch key version UUID",

"create-time" : "timestamp",
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"kms-arn" : "the KMS key ARN you specified in Step 1",
"hierarchy-version" : "1",
"aws-crypto-ec:contextKey": "contextValue"
}
VANE — R
I 5 =R ZAH

BNt s EZAR , DARMEUTE
- PXBHAEHER
BRI BN RAES X ZHAFME DynamoDB R A o

B1z P RTEIRS (TTL)

A BEFPNIXEZAMBRKEELSH A EANRK (PN EN ), EFERITTLRETES
iwiE AWS KMS AR EA D XBHMNAR, ZELAKRTE. SEFRFTTILEEN , ZFEF
MEEFHB L.

© D XEBHRAG

FRR D X B FRPNIER 2 X FAR/ branch-key-id,

(® Note

BENRICSHEPERAN D ZRZAR , KTEED <X %H ID REFEFMIE branch-key-
ide BXEZER , FEHA RO EBRHRTRTSHIBRERE.

« ((HiE ) BRTHESIER
MREBEIRNEH 2 FKMSZ AR R RHAN B RNR , WENBICERARSTRETELE
RV R T hE o
BUT R BE R a4l £ FASDK&E A T DynamoDB & P iy AWS BIEE MB KDL R EHRT. AT
TR EEFRHEEETTLN 600 ¥,

Java

final MaterialProviders matProv = MaterialProviders.buildexr()
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.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();
final CreateAwsKmsHierarchicalKeyringInput keyringInput =
CreateAwsKmsHierarchicalKeyringInput.builder()
.keyStore(branchKeyStoreName)
.branchKeyId(branch-key-id)
.ttlSeconds(600)
.build();
final Keyring hierarchicalKeyring =
matProv.CreateAwsKmsHierarchicalKeyring(keyringInput);

C#/ .NET

var matProv = new MaterialProviders(new MaterialProvidersConfig());
var keyringInput = new CreateAwsKmsHierarchicalKeyringInput
{
KeyStore = keystore,
BranchKeyIdSupplier = branchKeyIdSupplier,
TtlSeconds = 600
};

var hierarchicalKeyring = matProv.CreateAwsKmsHierarchicalKeyring(keyringInput);

RGN RS 0 X B

BN XBH-RNER—NEIRE. 2ERBARBEEEASTEI D XBRRERESNMER, BR
BUNEHEED S XBANEEEAEE , FREERD D X BANRREER,

SEBATAFNBRAIRERE. ST RENAXRERARITMBHME —DRERE, SRR
TRAT 2R M — 1 32 ZHARE4 |, HEESEN 28 25, XEWE  ELXENBIREZN , £
T BAATLURAE R 79 A28 2% M —maRS4e, REERKNKIFEEE  BHFLESREEAN

WA ENR | BRI REFEBERIED 7 X FH,

ERRRZH , HSXBANEDIRSL —BLFEHRE, B35 XBAN LAEAETLATFRTM
TRl , OTEATREFN RSN, BRENTEY , ¥ HBREREEDRE TNBORESHE
paRE,

FERABAEMERS VersionKey RIERBRENTE 2 FH . BRI ZIBHN , RE210)
BNy XZARBEARE. HERRED D XHEH , branch-key-id F&%%E. EiEA
VersionKey BY , AAUIEE A TR AIESN 2 X B4AM branch-key-ido

RIRIBW B 2 X EH 48



AWS ##EE hnZ SDK FRARER

Java

keystore.VersionKey(
VersionKeyInput.builder()
.branchKeyIdentifier("branch-key-id")
.build()
);

C#/ .NET

keystore.VersionKey(new VersionKeyInput{BranchKeyIdentifier = branchKeyId});

Mo RZRATRATZHFREE

BEANBEETNSMEFRS XER  BUAEREER) I XBHRERESEZA AR E
ARRGEHRIFZHEFBIERE, Ae , 7ERARNERETE D XBANEEE S A HIERT I
BMER, XHF—K , BULRSHEHFREFEEENBEEY , AR XEBAREESHE,

ENMNEFYEECH Y XZY |, ZHAAME—/ branch-key-id X, 4 branch-key-id —&
RBER —INEB IR,

S XE4A 1D HE

ENRILDEZBRUEZHAFERH , XU ENEF B XF4AHVED X F ID
REERF, 7XZFH D RHEFEAFMENZE L TXHANFERAERFICIZEEZHNES,
WD XZEH, BMAMERT , MEBLTXXHRRNEES XMNEFZEHR. B2, B UEAMBERE
FESIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTMZ ETXHEEHMFER,

(® Note

E{FFASIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTHIZRR4E , X AEA I3 HES
MRAEY AWS BIBEINZESDK, EEHEST SN HIEER 25 | B5FHRAISPBLREISE
#SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,

B AR D X ZA ID MR EE - NRFNEHbranch-key-ids , SMETFR5IFE
Fbranch-key-idWWIEWEM, Bl , BiEBEMEERTUN S ZFEHASI AN tenantl Mk
b3f61619-4d35-48ad-a275-050f87e15122,
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X THRBRE  BUUBSHEEN D EEARURGXN ENMEFRITHRE  SUTUERASXESA ID
RUEFHERESATHERIER.

B, BRERZABFNIR A NSR 2 #TRIF. AF , SRUTIBNEMEF GBI XE
1, 822 XHA IDREERF , ANBLIREATUHESHESER,

SR ABEETHNSNMEF RS X EH
NBEERHNENEF A CreateKey,

UTHRECALSEUEZAERBRSHNEENBKMSHACIERN D XBH , A2 IBAFNIE
B AED XEAEFEMN DynamoDB RH, HENKMSEHA LR PIE D X HH.

Java

CreateKeyOutput branchKeyIdl =
keystore.CreateKey(CreateKeyInput.builder().build());

CreateKeyOutput branchKeyId2 =
keystore.CreateKey(CreateKeyInput.builder().build());

C#/ .NET

var branchKeyIdl
var branchKeyId2

keystore.CreateKey(new CreateKeyInput());
keystore.CreateKey(new CreateKeyInput());

SR 2 QIBDXFH ID REEF

DLTRRBIASER 1 FRIBENR N XBHANERFEN , HBAEAERAT DynamoDB & i%
B9 AWS BIEE IN# CreateDynamoDbEncryptionBranchKeyIdSupplier R824 %4 ID
SDK 21t &,

Java

// Create friendly names for each branch-key-id

class ExampleBranchKeyIdSupplier implements IDynamoDbKeyBranchKeyIdSupplier {
private static String branchKeyIdForTenantl;
private static String branchKeyIdForTenant2;

public ExampleBranchKeyIdSupplier(String tenantlId, String tenant2Id) {
this.branchKeyIdForTenantl = tenantlId;
this.branchKeyIdForTenant2 = tenant2Id;
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// Create the branch key ID supplier
final DynamoDbEncryption ddbEnc = DynamoDbEncryption.builder()
.DynamoDbEncryptionConfig(DynamoDbEncryptionConfig.buildexr().build())
.build();
final BranchKeyIdSupplier branchKeyIdSupplier =
ddbEnc.CreateDynamoDbEncryptionBranchKeyIdSuppliexr(
CreateDynamoDbEncryptionBranchKeyIdSupplierInput.buildex()
.ddbKeyBranchKeyIdSupplier(new ExampleBranchKeyIdSupplier(branch-key-
ID-tenantl, branch-key-ID-tenant2))
.build()).branchKeyIdSuppliex();

C#/ .NET

// Create friendly names for each branch-key-id
class ExampleBranchKeyIdSupplier : DynamoDbKeyBranchKeyIdSupplierBase {
private String _branchKeyIdForTenantl;
private String _branchKeyIdForTenant2;

public ExampleBranchKeyIdSupplier(String tenantlId, String tenant2Id) {
this._branchKeyIdForTenantl = tenantlId;
this._branchKeyIdForTenant2 = tenant2Id;

}
// Create the branch key ID supplier

var ddbEnc = new DynamoDbEncryption(new DynamoDbEncryptionConfig());

var branchKeyIdSupplier = ddbEnc.CreateDynamoDbEncryptionBranchKeyIdSupplier(
new CreateDynamoDbEncryptionBranchKeyIdSupplierInput
{

DdbKeyBranchKeyIdSupplier = new ExampleBranchKeyIdSupplier(branch-key-ID-
tenantl, branch-key-ID-tenant2)
}) .BranchKeyIdSupplier;

S| 3: EADTXFH ID REEFDHRILD EEHRR

BRI BEAR , XIRMEUTE
- PREBRERER

- EFLLRAIRS (TTL)

- OXF D REHERF

- (W) EE

NMRBEENEFREFTFREAMEEFT I XBAMBRENKE | FEANBLCEHARNE
EETFRENZERE,
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ZEXRBAENUTEEER, ?EZHARE=NIFSHPBEENEFER  BIA. |
MultiThreaded, StormTracking

MRAEERF , WS EEARLBAIEARANZFREAFRXEREIREN 1000,

Default (Recommended)
NTFARZHBAFME  RANEEUREHLEER. MAEFRATXRESLERR, 39X
FAMRRE TN, RAEFS AWS KMS 1271 10 DBA— MRS XRAMNR BT
B, NTBFLEZANERERA. XETUBRAT - NMEEBOXERFEFNER. AWS KMS
EEARMANEFIRILOBERAR |, BEEUTE
- RERE  RFITTUEERESRMEFTFN T IBAMBRENIHE.

Java
.cache(CacheType.builder()
.Default(DefaultCache.builder()
.entryCapacity(100)
.build())
C#/, NET

CacheType defaultCache = new CacheType

{
Default = new DefaultCache{EntryCapacity = 100}
33
ZRIAEF StormTracking EEXFHENLEER  EL/REEREAORENTTFEHIRIA
RFVRILDEZAR, EHITERANEFEEN , BEAZRE, StormTracking
MultiThreaded

MultiThreaded ERF A EZLEREHRLLER , EEFTRVEETMATRARER LD AWS KMS
=% Amazon DynamoDB K ThaE, Eit , ¥oXFHAMBZE BIH |, ALK ESFER
WEEH, XTARESSEZ IR AWS KMS #ARIFE =,

Ef A MultiThreaded EEWHKRIL D EZRAN |, BIEEUTE :

- XERE : RETUEHEEAMEETN O XFHAMBZENKE,

- XEBHERIHBAN  ENEXIZXERENEESHENZERE,
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Java

.cache(CacheType.builder()
.MultiThreaded(MultiThreadedCache.builder()
.entryCapacity(100)
.entryPruningTailSize(1)

.build())

C#lo NET

CacheType multithreadedCache = new CacheType

{
MultiThreaded = new MultiThreadedCache
{
EntryCapacity = 100,
EntryPruningTailSize = 1
}
};
StormTracking

StormTracking EF EEXIFRESLENE., Yo X BHAMBFKEIHY , StormTracking
ZERINBHA—NMEED IBAMBZEENEHY , ANMLEZSNEERA AWS KMS

XEFETUBERIABT - MBRARERFEFNER, AWS KMS

E{%f StormTracking EF AL BEAR , HEELTE :

- XERE  RATUUFERELAHEFTN I XBHMBRKENHE,
- ZEBBEEHAD  EX—RBEHN S XBAMBRENHE,

ZRIAE 1 N%E
- AR : EXEIHIZHREFT D X ZPAM R B,

MINME:10W
- RIREIRRE : EXFRZEHRIF D X BHME R RN

RIAE: 18
- B BN LLAE R =R R 0 S 2R AR OR B

ZRIAME : 20 =i

HOBRBARAT SR BIERE
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- live to live (TTL) : EXEZ R 2 X ZAMBEN Z NP, SHEFNEN
GetCacheEntry MiRE NoSuchEntry i , X ZAEURfEE+T , EEHRRAS
PutCache &B—EE A,

RIAE : 20
- BEIR : EXHEBiE fanOut B4R N EERN T,

BHINE 20 EW

Java

C#lo

.cache(CacheType.builder()

NET

.StormTracking(StormTrackingCache.builder()

.entryCapacity(100)
.entryPruningTailSize(1)
.gracePeriod(10)
.gracelnterval(1l)
.fanOut(20)
.inFlightTTL(20)
.sleepMilli(20)
.build())

CacheType stormTrackingCache = new CacheType

{

%

StormTracking = new StormTrackingCache

{

EntryCapacity = 100,
EntryPruningTailSize = 1,
FanOut = 20,
Gracelnterval = 1,
GracePeriod = 10,
InFlightTTL = 20,
SleepMilli = 20

© (TR ) BETHESIR

MRIEBEL RRIZEX 5 EKMSE AR FZANHRILUR , MEDRBICEATR BIRERE L

EHNRN TR

HOBRBARAT SR BIERE
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TR RBIBEASER 2 ol D XFH ID HEAFNRILD ZHHE , EFRHITLLI 600 ¥ , &
KREBFK/NH 1000, HRHEIEREATF Dy SDK namoDB EFiwH AWS BUREMZ N0 E
=4,

Java

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

final CreateAwsKmsHierarchicalKeyringInput keyringInput =

CreateAwsKmsHierarchicalKeyringInput.builder()

.keyStore(keystore)

.branchKeyIdSupplier(branchKeyIdSupplier)

.ttlSeconds(600)

.cache(CacheType.builder() //OPTIONAL
.Default(DefaultCache.builder()
.entryCapacity(100)

.build())
.build();
final Keyring hierarchicalKeyring =
matProv.CreateAwsKmsHierarchicalKeyring(keyringInput);

C#/.NET

var matProv = new MaterialProviders(new MaterialProvidersConfig());
var keyringInput = new CreateAwsKmsHierarchicalKeyringInput

{
KeyStore = keystore,
BranchKeyIdSupplier = branchKeyIdSupplier,
TtlSeconds = 600,
Cache = new CacheType

{
Default = new DefaultCache { EntryCapacity = 100 }

I

var hierarchicalKeyring = matProv.CreateAwsKmsHierarchicalKeyring(keyringInput);

RS REARE TTERME

AERNZEETRRZRENMNRIREEFER T RMBNIER, ZIREED E R SR N5 7 R AV SUE#
TRBIRRU, EXUPABRNE , BHEM DR FHR,
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ZHFH CreateKey RIFNFED XBHANEBIRER. 7 XBAATIEZNENRERRE. EREH
AT E SR,

PERXBANCEHRZAZT LT UEZRPAERRSIIEENERE AWS KMS key ZAMERZEHHN
R¥. FECreateKeyR{Fi AWS KMS ARE S XZHE , EEAUTEREZIXEA kms:
GenerateDataKeyWithoutPlaintext LA 4 B EFRZ4A

{

"EncryptionContext": {
"branch-key-id" : "branch-key-id",
"type" : type,

"create-time" : "timestamp",

"logical-key-store-name" : "the logical table name for your branch key store",
"kms-arn" : the KMS key ARN,

"hierarchy-version" : 1

.

"KeyId": "the KMS key ARN",

"NumberOfBytes": "32"

}

ERANRARE |, ZCreateKeyRESEA ddb: TransactWriteltems REBEHNHUE |, e ED
X BRFRPRED XBRANEHER.

FLEMEERER , AWS BIEENE M7 X BiAFEESDKERERZH. AE , eEAHMACET
extract-and-expand Z4A YA B EK (HKDF) MEMRZRSHEGETHNEME SRR , NaEEHR0IE
HMAC#4A,

E2XBATENR , 2 XBHAEMNEA branch-key-id FRE-NMEREAMRE. BHREBHK
ER SRR,
E X IENEREHIR

ERRECETHNESEHREERMAN , RTNRBERBAH N ERBRAMBE L EF LR E
(TTL). EHRBAMRES XBAP T EREL N ABETFTH, UTHBER T AN EHEF-BIERE
E X keySource, BESZXBKM branch-key-id RiRBIEMEIRZH,

Java

keySource(BeaconKeySource.builder()
.single(SingleKeyStore.builder()
.keyId(branch-key-id)
.cacheTTL(6000)
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.build())
.build())

C#/ .NET

KeySource = new BeaconKeySource

{
Single = new SingleKeyStore
{
KeyId = branch-key-id,
CacheTTL = 6000
}
}

S P BIRE P E LERR

MREFEZHPEIEE , WEBE keySource RATIEEL T E,

keyFieldName

Xt SEREHXREKA branch-key-id WZREWN , ZENBHATAEERFEXE
#ro keyFieldName AIAREMAFHRE , BEEXN THEFEHAMEREMFRUNEM—HN, HBF
MERBAREEN , FRRATHRIEREREMAEIRONEIREZAN branch-key-id FEF#HE
FERP, BXRECHFEATESRFR , ABEENUUTEESITTNAREREATE. B
XESZEER , BN ERSHESBEEFHER.

- EETTL

A EREETNERTANRREEIBZ I TEANNK (UADREM ) . RELXAKAT
2. SEERHUTILISGN  BREBARLEFFE L,

(it ) B

NMREBEENEFREF T FREIAMEFT I IBAMBRENKE | FENBLCBARNE
EEFRENFERE,

ZEERBENTELERE, 2REATRUE=MIHZIHAFABEFNEFRE  BIA, .
MultiThreaded, StormTracking

MRREEETF , W RERAARLBIEAMANEFREFFZERERERN 1000,
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Default (Recommended)

NFASHAFTE  BUAEFTHZRLRER. RNEFATRRBSLRTR. 45%
FEMPRELEN | RIAEES AWS KMS 123 10 DEBA— MBS TBEHHREF
8, AT SRR, XRTUBRRE - MEROLERFEFOER. AWS KMS
EEARNEFNRLSRERT , WREUTE

- RARE  RETUERERGEFTNS BN HREHHRE,

Java

.cache(CacheType.builder()
.Default(DefaultCache.builder()
.entryCapacity(100)

.build())

C#lo NET

CacheType defaultCache = new CacheType

{
Default = new DefaultCache{EntryCapacity = 100}
33
ZRIAEF StormTracking EEXFHENLEER  EL/REEREAORENTTFERHIRIA
RFVRILDEZAR, EHITERANEFEEN , BEAZERE, StormTracking
MultiThreaded

MultiThreaded ERF A EZLEREHRLLER , EETFTRVETMAITRARER LD AWS KMS
=% Amazon DynamoDB K ThaE, Eit , Ho X FHAM BB BH |, FrELKESFER
WEEH, XTARESSEZ IR AWS KMS #BARIFEEZ.

Ef A MultiThreaded EEFWHKRIL D EZRAN | BIEEUTE :

- XERE : RETUEHEEAMEETN S XFHAMBZENRE,

- XEBHERIHBAN  ENEXIZXERENEESHENZERE,

Java

.cache(CacheType.builder()
.MultiThreaded(MultiThreadedCache.builder()

.entryCapacity(100)
R ERARHTAERME 58




AWS ##EE hnZ SDK FRARER

.entryPruningTailSize(1)
.build())

C#/o NET

CacheType multithreadedCache = new CacheType

{
MultiThreaded = new MultiThreadedCache
{
EntryCapacity = 100,
EntryPruningTailSize = 1
}
};
StormTracking

StormTracking EFEEXFHAEZLREINE, SO0 XFAMAZE IR , StormTracking
ZTFARINBHA—MNEES XBAMBZEEESH , NP LEZNERERA AWS KMS ,
XEFETUBRIAE - NMNEEQAERFEFHNER. AWS KMS

E#F A StormTracking EFBILDEEHAR , BEEUTE :

- %B3AE  REAVUFKERHEFPIN D IRAMBZKENRE,

- ZEBHEBAD  EX—XRELTENI ZXZAMBZENRE.

ZRAE 1 N%E
- AR : EXEIHIZHRFT D X ZP BB,

MINME:10W
- RREMR  EXFRZEHRF D X BHME R RV

MANE 1 W
« BH  EX AT ERERRIRT0 B AR

BIAE : 20 R=H
- live to live (TTL) : EXEZRRBIF 2 X BAM BB AN B, BHEFNEN

GetCacheEntry MiRME NoSuchEntry i , X ZFHEUNfEET , EEHRZERS
PutCache %&B —&E A,

IAME - 20 ®
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- BER : ENET fanOut F&E N ERRN I,

BMINE 20 EW

Java

.cache(CacheType.builder()
.StormTracking(StormTrackingCache.builder()
.entryCapacity(100)
.entryPruningTailSize(1)

.gracePeriod(10)
.gracelnterval(1)
.fanOut(20)
.inFlightTTL(20)
.sleepMilli(20)
.build())

C#lo NET

CacheType stormTrackingCache = new CacheType
{
StormTracking = new StormTrackingCache
{
EntryCapacity = 100,
EntryPruningTailSize = 1,
FanOut = 20,
Gracelnterval = 1,
GracePeriod = 10,
InFlightTTL = 20,
SleepMilli = 20

%

LT RBIERDSER 2 HelB2B 0 X% ID AR RRHAR |, FFREIN TLLE00 B |, &
H&EXR 1000,

Java

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.buildexr().build())
.build();
final CreateAwsKmsHierarchicalKeyringInput keyringInput =
CreateAwsKmsHierarchicalKeyringInput.builder()

RS R BARIT I ERME 60



AWS ##EE hnZ SDK FRARER

.keyStore(branchKeyStoreName)
.branchKeyIdSupplier(branchKeyIdSupplier)
.ttlSeconds(600)
.cache(CacheType.builder() //OPTIONAL
.Default(DefaultCache.builder()
.entryCapacity(1000)
.build())
.build();
final IKeyring hierarchicalKeyring =
matProv.CreateAwsKmsHierarchicalKeyring(keyringInput);

C#/.NET

var matProv = new MaterialProviders(new MaterialProvidersConfig());
var keyringInput = new CreateAwsKmsHierarchicalKeyringInput

{
KeyStore = keystore,
BranchKeyIdSupplier = branchKeyIdSupplier,
TtlSeconds = 600,
Cache = new CacheType

{
Default = new DefaultCache { EntryCapacity = 1000 }

};

var hierarchicalKeyring = matProv.CreateAwsKmsHierarchicalKeyring(keyringInput);

AWS KMS ECDH & 4R34

BINEFIRNZEEESE®EN AWS BIEEMMZESDK, FFF XA REEHRAE X DynamoDB 1l
BB IRNES

/A Important
AWS KMS ECDHZ MR EM R RHEEERN 1.5.0 RAFAH,

2 AWS KMS ECDH4RA IR A IEXS FRB3 A TMLAWS KMS keysiRENF REN T HEERA, B
% , Z4ATRGE A Elliptic Curve Diffie-Hellman (ECDH) B4 MY B E MK % & R EAX M FAEA Rl &
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AWS BHEE % SDK FEARIERE
NP REHEZZEKMSE, ARG , BN FERAREZZARREA TRIPEHBRBENZZHANHRE
BERA, AWS BIEEMZBESDKAEER (KDF_CTR_HMAC_SHA384) kA R ZEHERIAN Z4AIRE R
FEBEARAENISTEL,

FEAMAERBURE 64 FHHNEZAME. ARG FEAEBANZHAME , AWS BIEEINZESDKEERA
B 32 FHENFAER , FAKE 2 FHENAZHERA., BEN , NRBARTLEHFHE
MBEFMEHERFEPNERAEZANLZTIRZER , WIREFAK, flm , nREEHARER

Alice A8 Bob AWM Z AN IR 1T INE , NEA B ob KIFASAF Alice A fAB B ZAINNT

SFHENAERANIZTRTN |, HEBRFZICFK, MR Bob HAHATEEKRBEKMSEART |, 7
Z Bob AI LA A2 — Ra w ZECDH4ARRE R IE F,

AWS KMS ECDHZ A E A -J MR ZAXT IR 1TINE, AES GCMAGFEA AES-EFARENHKES
AN IR LA ITE R MBZEGCM, §/ AWS KMS ECDHZ AR REEE — N EEWaEz4ss | 8
BOLAEZ % AWS KMS ECDHAR R 2 d s S HEMZ AT — £ a8 2 NFA,

F&

- AWS KMS ECDH Z4ASFTEN R
- A2 AWS KMS ECDH 43k

- A2 AWS KMS ECDHA& I %473

AWS KMS ECDH Z4RIFFr SRR

AWS BIEEMZSDKAEE AWS tkF~ , BRI TE AWS B;S. B2 , EFEAH AWS KMS
ECDHZ4AN , BMEE—/ AWS k7 |, HEZEIR AWS KMS keys FHA UL T RIENR, XRRE &
{3 FA Y R4 R M T o

- EfFAZEKmsPrivateKeyToStaticPublicKeyfiMXEMWMBZEMBRIER , BEEELEXEWNIE
FIFFKMS Z24A X DeriveSharedSecret £ i kms: GetPublicKey # km s:o 21 RIEESEHI{E B4R IR AT
EFERMUREZEDERFEBN LY , MAFTEXN KIXENIEXNHELAI kms: DeriveSharedSecret X
FR. KMS

« EfEAZKnsPublicKeyDiscoveryfAhNRMMEEILTK , BEENIEENENHEHAKMSY ER
kms: DeriveSharedSecret # kms: GetPublicKey X R,
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222 AWS KMS ECDH # 4R

E6|2A T MENBEZEIENZ AWS KMS ECDHEAR |, A711E A 4R LR
¥4, KmsPrivateKeyToStaticPublicKeyZE#H AWS KMS ECDHZ AR 1A
{ftKmsPrivateKeyToStaticPublicKeyZ4AL | HRMEUTE :

« KA AWS KMS key B 171

DTFRIR—NIEXIFANISTHEE B [E th4k () ECC KMS key pair , HEN ., KeyUsage
KEY_AGREEMENT X EEMAAA FREELEZR4,

( Ak ) R AR LH

MR ZDERRIBHI X.509 204A , h#r 7 SubjectPublicKeyInfo (SPKI) , #l 5280 HFfE
Y. RFC

% AWS KMS GetPublicKey 8 fE LA 7 2 I DER YR #8 2038 B 3E 3 KM S B34A T H9 2048

ER A ZEAR AWS KMS %R ITHIRE , BaI I EFRELZ AN LA, MBEERAEGH AN LHAR
HEAE |, MREPHRLSBEA AWS KMS LI B RIZEN 4,

o AR LA

IR ATIR U ADEREHY X.509 04 , tH#R A SubjectPublicKeyInfo (SPKI) , fil 5280 &
EMY, RFC

% AWS KMS GetPublicKey## £ LAPT ERIDER R D #8201 B IE 3T FIKMS 2248 X B9 23 4R
. HHEEIIE

PRRIETE B AN R AV E B ST, R A AR AR AN A E B E R &M,

BEME : ECC_NIST_P256, ECC_NIS_P384, ECC_NIST_P512
(i) BRNTEY R

WMREBEI BRI B IFKMSZH AWS KMS ECOHERHR A I RIAR |, WEXDR1L 22 HA RS 470
REFFBSENRNTE.

C#/ .NET

LT RAIERZERMHAN AWS KMS ECOHEKMSSR. K44 A NAMB4 AN AR R G2
#HAR, WRAIFEATEsenderPublicKeyZ#KIBHRIEEN LA, MRETRMERN
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https://tools.ietf.org/html/rfc5280
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https://tools.ietf.org/html/rfc5280
https://tools.ietf.org/html/rfc5280
https://docs.aws.amazon.com/kms/latest/APIReference/API_GetPublicKey.html
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AR, NZARSTERA AWS KMS B REZH AN L, Z8 AW AKX EB
EECC_NIST_P256Z g,

// Instantiate material providers
var materialProviders = new MaterialProviders(new MaterialProvidersConfig());

// Must be DER-encoded X.509 public keys
var BobPublicKey = new MemoryStream(new byte[] { });
var AlicePublicKey = new MemoryStream(new byte[] { });

// Create the AWS KMS ECDH static keyring
var staticConfiguration = new KmsEcdhStaticConfigurations
{
KmsPrivateKeyToStaticPublicKey = new KmsPrivateKeyToStaticPublicKeyInput
{
SenderKmsIdentifier = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
SenderPublicKey = BobPublicKey,
RecipientPublicKey = AlicePublicKey

}
};
var createKeyringInput = new CreateAwsKmsEcdhKeyringInput
{
CurveSpec = ECDHCurveSpec.ECC_NIST_P256,
KmsClient = new AmazonKeyManagementServiceClient(),
KeyAgreementScheme = staticConfiguration
};

var keyring = materialProviders.CreateAwsKmsEcdhKeyring(createKeyringInput);

Java

LR RBIERSIEEHA AWS KMS ECDHZBEKMSHA, £ #H A LTI M AN AR B4R 0l 2
B, RBIEATiEsenderPublickeyS¥RERLEENLH,. MRBTEMEHF
AR, NRARLSER AWS KMS I RA B AN LH. K4 AWK AR ZHITE
FEECC_NIST_P256Z #r,

// Retrieve public keys

// Must be DER-encoded X.509 public keys

ByteBuffer BobPublicKey = getPublicKeyBytes("arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab" ) ;
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ByteBuffer AlicePublicKey = getPublicKeyBytes("arn:aws:kms:us-
west-2:111122223333:key/0987dcba-09fe-87dc-65ba-ab0987654321");

// Create the AWS KMS ECDH static keyring
final CreateAwsKmsEcdhKeyringInput senderKeyringInput =
CreateAwsKmsEcdhKeyringInput.builder()
.kmsClient(KmsClient.create())
.curveSpec(ECDHCurveSpec.ECC_NIST_P256)
.KeyAgreementScheme(
KmsEcdhStaticConfigurations.builder()
.KmsPrivateKeyToStaticPublicKey(
KmsPrivateKeyToStaticPublicKeyInput.builder()
.senderKmsIdentifier("arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab" )
.senderPublicKey(BobPublicKey)
.recipientPublicKey(AlicePublicKey)
.build()).build()).build();

172 AWS KMS ECDH A& Il 22 4R34

fRER , RIEMZERIEE AWS BIEEMZESDKAI AN ZA, EEFELRESR , BEAFAE
AWS KMS ECDHZ A MY ZE¥IIKmsPrivateKeyToStaticPublicKey® 4k, B2 , &t aILial
E AWS KMS ECDH & I 4A%R |, BN 4AER | 122 AWS KMS ECDHEASR A AR 2 {Eic Sk , HAPig
EZAN N AKMSR SFHEMZB KON RHER T B PR EN AT,

/A Important
A ®KmsPublicKeyDiscoveryfAtMN R RIC Rt , TICWIHEME LN |, #HES
ELH,

EFH AWS KMS ECDHZ RN RNt KmsPublicKeyDiscovery %45 |, HRMHAUTE -
o WA AWS KMS key & 41E

DFFRIR—NIEXIMENISTHEE RV E # £ () ECC KMS key pair , H{EHF ., KeyUsage
KEY_AGREEMENT

o BHLEHIE
FRIREEWE ke KMS y pair F AR [E B4 H38 o

#122 AWS KMS ECDHX. Bl B 4A3F 65
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BEME : ECC_NIST_P256, ECC_NIS_P384, ECC_NIST_P512
o ( Ak ) BNTEIR

MREET RBIZFNKMSZE 4 AWS KMS ECDHINRZ AR T R AR |, MR B AR BT A
REMBELENRNTHE,

C#/.NET

LUR R BI81E TECC_NIST_P256 %k E %A B4 ( key pair ) ) AWS KMS ECDHATIKMSH:
AR, BAMKIEEZAX A km DeriveSharedSecret s: GetPublicKey 1 KMS kms: #XBR, It
FHRR T UMBBEMIER , EFEEZHEN P LKMSHASFHEMNRIE IO RHEIRF R A EK
EW N EAEITE,

// Instantiate material providers
var materialProviders = new MaterialProviders(new MaterialProvidersConfig());

// Create the AWS KMS ECDH discovery keyring
var discoveryConfiguration = new KmsEcdhStaticConfigurations

{
KmsPublicKeyDiscovery = new KmsPublicKeyDiscoveryInput
{
RecipientKmsIdentifier = "arn:aws:kms:us-
west-2:111122223333:key/0987dcba-09fe-87dc-65ba-ab0987654321"
}
};
var createKeyringInput = new CreateAwsKmsEcdhKeyringInput
{
CurveSpec = ECDHCurveSpec.ECC_NIST_P256,
KmsClient = new AmazonKeyManagementServiceClient(),
KeyAgreementScheme = discoveryConfiguration
};

var keyring = materialProviders.CreateAwsKmsEcdhKeyring(createKeyringInput);

Java

LU R8I T ECC_NIST_P256 /14 E# A B4R ( key pair ) # AWS KMS ECDHA TIKMSE
AR, BAMKIEEZAX A km DeriveSharedSecret s: GetPublicKey 1 KMS kms: #XBR, 1t
RAR A URREMAILR , HPEERAN N AKMSEH SF6# T M 10 MM RHER F B p9 ik
EWNEAMTE,
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// Create the AWS KMS ECDH discovery keyring
final CreateAwsKmsEcdhKeyringInput recipientKeyringInput =
CreateAwsKmsEcdhKeyringInput.builder()
.kmsClient(KmsClient.create())
.curveSpec(ECDHCurveSpec.ECC_NIST_P256)
.KeyAgreementScheme(
KmsEcdhStaticConfigurations.builder()
.KmsPublicKeyDiscovery(
KmsPublicKeyDiscoveryInput.builder()
.recipientKmsIdentifier("arn:aws:kms:us-
west-2:111122223333:key/0987dcba-09fe-87dc-65ba-ab0987654321") .build()
).build())
.build();

R4 AES Z4RIR

BINNEFRNZFEESERE N AWS BIEEME SDK, AFRAREENREAEX DynamoDB
MER S IwRNES.

AWS BIEFE N SDK AT EERERMHN AES XMNBEHRENTEEZARRP ENHRERSR. EFEE
Eﬁk FRERNRFZANE  BFREBRAHREER (HSM ) SIEAEERGHRE. IREFER
HEBEZAAER L HELNBRIERSA , WiEEARS AES B,

%6 AES AR ER AES-GCM B ZUREBEENFHTREAN SEZANBERTNE. SMRA
AES ZHHF REEEE—NEEEN BN ZEEFRRPITUNEE SRS AES BT , ZEFHH
R R MAARSHERAT—FHA.

FHBBZEZRMAEN

HAIMABRARFE AES B4, [RIE AES BRI ERALRENZAREZANZABH. XLEFR
ER . ENURAXAEAHIE AWS BIEFENZE SDK AMMENSF PP, BIUE HSM
FEAEERSTERAZAGEZRASATIRAZRSES AES BHANERABN.

(® Note
FHADREANBZHBHZERT JceMasterKey IR HERF ID ( RIBMERF ) MZ4A ID
FE,

R AES Z4AER 67
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NREBEHWETRNBARMBNBRRLEFR , HEZRAMNEHRENEXEE, MRBARZATF
HNEZEADEZRANBAENESNER *‘f’ﬂ%qﬂﬁﬁfﬁ’fﬁ ZEHNZHEN T TL2EE, XNER—F, B
ERAMBFTHAERE , BT ERBBRRHR,

Blgn !éﬂuﬁﬁﬁ&“\%ﬂ”* Z2iE] HSM_01 MZ34AE 1 AES_256_012 ENX B4 AES Z4AR, REEH
ZRARMEL D BIE, EMFZXLEHE  SEREAENZRATEEE,. ZHEMNNZHAMEEERR
AES a’fﬂﬂ'

AR RBIEER T infal B2 R 38 AES #4H. AESWrappingKey ZERRER BN ZHAM R,

Java

final CreateRawAesKeyringInput keyringInput = CreateRawAesKeyringInput.builder()
.keyName("AES_256_012")
.keyNamespace("HSM_01")
.wrappingKey(AESWrappingKey)
.wrappingAlg(AesWrappingAlg.ALG_AES256_GCM_IV12_TAGl6)
.build();

final MaterialProviders matProv = MaterialProviders.buildexr()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

IKeyring rawAesKeyring = matProv.CreateRawAesKeyring(keyringInput);

C#/ NET

var keyNamespace = "HSM_01";
var keyName = "AES_256_012";

// This example uses the key generator in Bouncy Castle to generate the key
material.

// In production, use key material from a secure source.

var aesWrappingKey = new
MemoryStream(GeneratorUtilities.GetKeyGenerator("AES256").GenerateKey());

// Create the keyring
var keyringInput = new CreateRawAesKeyringInput

{

KeyNamespace = keyNamespace,

KeyName = keyName,

WrappingKey = AESWrappingKey,

WrappingAlg = AesWrappingAlg.ALG_AES256_GCM_IV12_TAGl6
};
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var matProv = new MaterialProviders(new MaterialProvidersConfig());
IKeyring rawAesKeyring = matProv.CreateRawAesKeyring(keyringInput);

JR15 RSA B

BIMNWEFRNZFEESERE N AWS BITEEME SDK, AFRAREENREAEX DynamoDB
IEE P iR E S

[R5 RSA ZHAMERERHAN RSA LEEZANBAERAN TR FHHBBEZARITIEXNFINEM
e, ERBEER, FRARFALAEEN , KREFREEHREER (HSM ) ARAEERSEFEF,
MEEEXN RSA AR EA THHREFEZARITNE, BRDEEALERANBERARTHEER. £7
LUMJLM RSA EEREX PRATIERE

MEMFEZN R RSA ZRARSMEE — N IENHLERANLERAX, BR , BALUEANXER
NEFHNRE RSA BRI MBLRE , AEANERLFTEANRIG RSA ZHARBERSE, ST
EZERATPIEEMRIE RSA B, WRENRIK RSA BZRNEELNFEZANLEENA | #
BHERERETRE-1MEHEN,

Raw RSA Z4AIr 5 RSA EX N Z4H — £ AWS Encryption SDK for Java i , ERITHEZ
Hi##E, JceMasterKey

(® Note
[R4h RSA B A ZIFIEXI#R KMS #4. EEMAIEXIF RSA KMS %4 |, FHiE&E AWS KMS
ZATE,

A ZERMER

RIMRRBTR PR RSA Z4AME |, B AES RN FERAECRENG B EZRMNBHAEH. SEEFRE
MEN . BATAAENAERXEHIRE AWS BIEREE NZE SDK R ME[EZ P EHER P, BIE HSM
REAPEERETFEAZAT R T EHERA TR RSA Z4AX ( RERERE ) WHHABR.
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® Note
N B EZEANZHEMERT JceMasterKey FHIRMHER ID ( RIRMURERF ) MTH ID
FRo

NMREBIWEFTRNBARMBNRERLEEILR , PEAZANEHRENEXREE, MRBRBHHALP
MBRABEZANBHENENEZARTNBZAGRZEANBRAEN I T2rE, XNER-3, B
EZAKRBARNBRAN , T2 ERBRBERHAR.

TILZPALR P ETE RSA REFEH. RSAMEBHEEFHANFHRNEZE , MENFEZZHL D RS
MR ZRASTEZANBHABMLTER. fli , RIZEFEATERHAW R R HSM_01 MFHABEN
RSA_2048_06 ) RSA N E XMW RIE RSA ZHRRNMBHE. EMBLHE , #EAREER (I
34 ) . HENZHA®EZEMNEHRYERS RSA ZHK,

EREN
LA AT MEZEMEZN R RSA BN EEERRN , AEFEANCEEERENNIESKED

ok
Heo

AWS Encryption SDK X#FHUTERZER , SEMESWRE. BZIUER OAEP ExEX , AHRE
£ SHA-256 #J OAEP M1 EH SHA-256 HEEF# K MGF1, %#F PKCS1 ERERXNETFaERELZE

- B4 SHA-1 B9 OAEP M EH SHA-1 EEFEK MGF1

- B SHA-1 B SHA-256 F1EH SHA-256 1EEF ) MGF1

- B8 SHA-1 B9 SHA-384 1B & SHA-384 %K) MGF1

- BB SHA-1 B9 SHA-512 F1B & SHA-512 1% K MGF1

« PKCS1v1.5EFR

BAR Java RGBT aifEIfE A RSA ZHRNNAEHANFE R, EF SHA-256 19 MGF1 FEHR
SHA-256 HEEFRER I MGF1 81 /R RSA 483K, RSAPublicKey #l RSAPrivateKey ZERFE
IR B ZREAM B

Java

final CreateRawRsaKeyringInput keyringInput = CreateRawRsaKeyringInput.builder()
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.keyName ("RSA_2048_06")
.keyNamespace("HSM_01")
.paddingScheme(PaddingScheme.0AEP_SHA256_MGF1)
.publicKey(RSAPublicKey)
.privateKey(RSAPrivateKey)
.build();

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.buildexr().build())
.build();

IKeyring rawRsaKeyring = matProv.CreateRawRsaKeyring(keyringInput);

C#/.NET

var keyNamespace = "HSM_01";
var keyName = "RSA_2048 06";

// Get public and private keys from PEM files

var publicKey = new
MemoryStream(System.I0.File.ReadAllBytes("RSAKeyringExamplePublicKey.pem"));

var privateKey = new
MemoryStream(System.I0.File.ReadAllBytes("RSAKeyringExamplePrivateKey.pem"));

// Create the keyring input
var keyringInput = new CreateRawRsaKeyringInput

{
KeyNamespace = keyNamespace,
KeyName = keyName,
PaddingScheme = PaddingScheme.0OAEP_SHA512_MGF1,
PublicKey = publicKey,
PrivateKey = privateKey
};

// Create the keyring
var matProv = new MaterialProviders(new MaterialProvidersConfig());
var rawRsaKeyring = matProv.CreateRawRsaKeyring(keyringInput);

[RHAECDH4A 2B

BIINEFHNEZEESERA N AWS BIEEMZSDK, AF KA RAIEENRMEERX DynamoDB i1
BREIRNES
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/A Important
Raw ECDH ZAMXEM TR A& FRY 1.5.0 lRAH AT Ao

Raw ECDH keyring SE AERENHE L LN RPAXNRMEER A ZEANRAZTTEER, 8%, B
FARERALEENTA. WAL Eliptic Curve Diffie-Hellman () BRI EEREH A ZR
fi, ECDHA G , Z AN EARERARKEATRFENBENZEZANAZTIERN. AWS BiE
FENZSDKEM (KDF_CTR_HMAC_SHA384) kA HEFH K FHAN BHRERBFEBZHRENISTE
Wo

FEAMERTURE 64 FHHZAME.. RARRNXGFEAEBNZAME , AWS BIEE M SDKE
FARI 32 FHERARERY , FAKE N2 FHEARZHERN. BB , WRBHARLLEH FMH
EMZEFMRERFEPPERAREZANAZIRERH , WRETEK, flon , MREFEREE
B Alice FA£A % Bob AW BEARI iEFH TINZE |, NI B ob WIFAEAM Alice VA EAEL B /Y B4R
HEFMERNAEFANRZIERN , HEBHERZIEFR. R Bob WAARE — AWS KMS key
Xt , BB Bob RAILABIE —/NBEAWS KMS ECDHA AR #R 210 K.

Raw ECDH keyring f£ /- 2 AX ICF# TN, AES GCMAEER AES-ERARENHAETRE
ANBFERARITEEHMBEGCM, B Raw ECDH BHARAREE M HENTREN , BEAUES
ZRR PR FEEMECODHRE AR —BEE 21 Raw B

BARER., FERNRFENLE  KRFRERHREER (HSM) EAEERSEH, REAMBHSE
ANBANER EEHENME L. AWS BIEFEINZESDKZFF A THEE M4 M4

 ECC_NIST_P256

 ECC_NIST_P384
 ECC_NIST_P512

#2 Raw ECDH Z4Aif

Raw ECDH BRI =F 2 A IR

¥ : RawPrivateKeyToStaticPublicKeyEphemeralPrivateKeyToStaticPublicKey,

M. PublicKeyDiscovery&iEZMNZAMIUEHRE 7 ETTLUIRITHRLE M REUR ZAMBA
BHRo

£}

» RawPrivateKeyToStaticPublicKey
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* EphemeralPrivateKeyToStaticPublicKey

» PublicKeyDiscovery

RawPrivateKeyToStaticPublicKey

f£FRawPrivateKeyToStaticPublicKeyZ4AMY R H AR F EHRSEE R IXF WA UL A
N 4E, AR E T AMENFERIL R,

EFHAECDHZ A MWL Raw RawPrivateKeyToStaticPublicKey B4R | HIRMHUT
B :

« RHEARFAH

IBATIR M R APEMYRIB R FAEH ( PKCS#8 PrivateKeyInfo £5#3 ) |, #0 5958 HFFRFCE X,
L NN

IR ATIR U ADER%EHY X.509 04 , t#R A SubjectPublicKeyInfo (SPKI) , #il 5280 &
EMY, RFC

EAI IR BN MEZ A DB AN N LAKMSHAHIABE RN ZAN PR, AWS
© BHEAAE

PRREEZ AN R T, REANBEANZHEN LAEFHEER LN,

B{E : ECC_NIST_P256, ECC_NIS_P384, ECC_NIST_P512

C#/ .NET

// Instantiate material providers

var materialProviders = new MaterialProviders(new MaterialProvidersConfig());
var BobPrivateKey = new MemoryStream(new byte[] { });
var AlicePublicKey = new MemoryStream(new byte[] { });

// Create the Raw ECDH static keyring
var staticConfiguration = new RawEcdhStaticConfigurations()
{
RawPrivateKeyToStaticPublicKey = new RawPrivateKeyToStaticPublicKeyInput
{
SenderStaticPrivateKey = BobPrivateKey,
RecipientPublicKey = AlicePublicKey
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}
};

var createKeyringInput = new CreateRawEcdhKeyringInput()
{
CurveSpec = ECDHCurveSpec.ECC_NIST_P256,
KeyAgreementScheme = staticConfiguration

};

var keyring = materialProviders.CreateRawEcdhKeyring(createKeyringInput);

Java

BAF Java RfilfEFRawPrivateKeyToStaticPublicKeyZ4A MU R ERASEL & X% & AL
MBHEANLH, WNRAXNEEECC_NIST_P256#1%% £,

private static void StaticRawKeyring() {
// Instantiate material providers
final MaterialProviders materialProviders =
MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

KeyPair senderKeys = GetRawEccKey();
KeyPair recipient = GetRawEccKey();

// Create the Raw ECDH static keyring
final CreateRawEcdhKeyringInput rawKeyringInput =
CreateRawEcdhKeyringInput.builder()
.curveSpec(ECDHCurveSpec.ECC_NIST_P256)
.KeyAgreementScheme(
RawEcdhStaticConfigurations.builder()
.RawPrivateKeyToStaticPublicKey(
RawPrivateKeyToStaticPublicKeyInput.builder()
// Must be a PEM-encoded private key

.senderStaticPrivateKey(ByteBuffer.wrap(senderKeys.getPrivate().getEncoded()))
// Must be a DER-encoded X.509 public key

.recipientPublicKey(ByteBuffer.wrap(recipient.getPublic().getEncoded()))
.build()

)
.build()

#12 Raw ECDH %473k 74



AWS ##EE hnZ SDK FRARER

).build();

final IKeyring staticKeyring =
materialProviders.CreateRawEcdhKeyring(rawKeyringInput);

}

EphemeralPrivateKeyToStaticPublicKey

A Z4P ISR EL B M EphemeralPrivateKeyToStaticPublicKeyZ34A TR E 4N it 6 22 37 69 23 4A
X, HASIMBRARARE —MNE—NWHEZTRER,

WRAMNRYREMRIERK,. EMRFEHFEphemeralPrivateKeyToStaticPublicKey4AtHiY
EMENIER , XAFEAREEHRRGEALN RN XIBANNENL, ERE , EUNEATERH
MIEEN RIABECDHEAR | S E |, RBWEN LR BIIENHEZRIMERX , WA LFKMSE
£ AWS KMS ECDHMAEZ AN EM —EEMH. PublicKeyDiscoveryKmsPublicKeyDiscovery

EFAECDHZ A MY R ¥ 11t Raw EphemeralPrivateKeyToStaticPublicKey Z4AER |,
RMELTE

« AR LA

IBAIIR WA ADERRIBHY X.509 N4H , t#58 SubjectPublicKeyInfo (SPKI) , %1 5280 &
MENX. RFC

A LB EEN M EZ A DI E AN N AKMSHARIABE RN ZAN P4, AWS
« HIEAAE

PRIRTEE 2 4 e [ g ST

mEZet , ZAREREERL LEFNEAN , AERAFTNRANEEN 2ARKERXEZENIRE
o

BEME : ECC_NIST_P256, ECC_NIS_P384, ECC_NIST_P512

C#/ .NET

AR =55 HECDHZ £AH i 28 #9812 — > Raw EphemeralPrivateKeyToStaticPublicKey
RN, MBE , BRI FEEEECC_NIST_P256 #4k 25 #h 6 2 — N ET I B 4A 3T o

// Instantiate material providers
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var materialProviders = new MaterialProviders(new MaterialProvidersConfig());
var AlicePublicKey = new MemoryStream(new bytel[] { });

// Create the Raw ECDH ephemeral keyring
var ephemeralConfiguration = new RawEcdhStaticConfigurations()
{
EphemeralPrivateKeyToStaticPublicKey = new
EphemeralPrivateKeyToStaticPublicKeyInput
{
RecipientPublicKey = AlicePublicKey
}
};

var createKeyringInput = new CreateRawEcdhKeyringInput()
{
CurveSpec = ECDHCurveSpec.ECC_NIST_P256,
KeyAgreementScheme = ephemeralConfiguration

};

var keyring = materialProviders.CreateRawEcdhKeyring(createKeyringInput);

Java

AR =55 HECDHZ £Ath i 28 # 81 — > Raw EphemeralPrivateKeyToStaticPublicKey
B, MBRE , BANNEBEECC_NIST_P256 814k £ A 88 — N BN .

private static void EphemeralRawEcdhKeyring() {
// Instantiate material providers
final MaterialProviders materialProviders =
MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

ByteBuffer recipientPublicKey = getPublicKeyBytes();

// Create the Raw ECDH ephemeral keyring
final CreateRawEcdhKeyringInput ephemerallnput =
CreateRawEcdhKeyringInput.buildexr()
.curveSpec(ECDHCurveSpec.ECC_NIST_P256)
.KeyAgreementScheme(
RawEcdhStaticConfigurations.builder()
.EphemeralPrivateKeyToStaticPublicKey(
EphemeralPrivateKeyToStaticPublicKeyInput.buildex()
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.recipientPublicKey(recipientPublicKey)
.build()

)
.build()
).build();

final IKeyring ephemeralKeyring =
materialProviders.CreateRawEcdhKeyring(ephemeralInput);

}

PublicKeyDiscovery

mEet , REMEREE AWS BIEEMZSDKAILEANSEER, EEBLRESR , FEARN
EERM4 AFAECDHBAMB M AN AN ERR, BR , B UGIEFIBECODHAMBAR |, NRHER
IR, ZFECDHAR T AR EZREMIER , HPEEZAN L S FRENZICROMBERFERPH
W AR NHAMEEE, tRADRYRERRIDR,

/A Important
EA®PublicKeyDiscoveryfAMUEMBRICRA , TR WHEMBELYH , MEEZFE
NN

EffHECDHZ AN 2R # 1L Raw PublicKeyDiscovery B4AF |, BIRMHUUTE :

« WHEARNBSTAH

IR AR B APEMERTB R FA%R ( PKCS#8 PrivateKeylnfo £5#9 ) , # 5958 AFTRFCE X,
- BHEHAE

PRREELAFNREBEANT, REANMBEANBRANSAEEMEE R LM,

EM{E : ECC_NIST_P256, ECC_NIS P384, ECC_NIST_P512

C#/ .NET

AR R BIEFAECDHZ4A T 28 #9822 — /> Raw PublicKeyDiscovery Z4AR, ZZ4AIA O] LAR
FEMIER , EPEERAN LA 5FEEMNZR RO RHERF RPN E NPT,

// Instantiate material providers
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var materialProviders = new MaterialProviders(new MaterialProvidersConfig());
var AlicePrivateKey = new MemoryStream(new byte[] { });

// Create the Raw ECDH discovery keyring
var discoveryConfiguration = new RawEcdhStaticConfigurations()

{

PublicKeyDiscovery = new PublicKeyDiscoveryInput
{
RecipientStaticPrivateKey = AlicePrivateKey

}

};

var createKeyringInput = new CreateRawEcdhKeyringInput()
{

CurveSpec = ECDHCurveSpec.ECC_NIST_P256,
KeyAgreementScheme = discoveryConfiguration

i

var keyring = materialProviders.CreateRawEcdhKeyring(createKeyringInput);

Java

LA R 5045 FIECDHZR4A MY 2R #9822 — 4 Raw PublicKeyDiscovery B4 R, % Z34AER o] LASR
BEMIER ,, AP EERAN A ASERENZERAMBHER T B P EREN A FAHECHE,

private static void RawEcdhDiscovery() {
// Instantiate material providers
final MaterialProviders materialProviders =
MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

KeyPair recipient = GetRawEccKey();

// Create the Raw ECDH discovery keyring
final CreateRawEcdhKeyringInput rawKeyringInput =
CreateRawEcdhKeyringInput.builder()
.curveSpec(ECDHCurveSpec.ECC_NIST_P256)
.KeyAgreementScheme(
RawEcdhStaticConfigurations.builder()
.PublicKeyDiscovery(
PublicKeyDiscoveryInput.builder()
// Must be a PEM-encoded private key
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.recipientStaticPrivateKey(ByteBuffer.wrap(sender.getPrivate().getEncoded()))
.build()

)
.build()
) .build();

final IKeyring publicKeyDiscovery =
materialProviders.CreateRawEcdhKeyring(rawKeyringInput);

}

BMNWEFRMNZFEESERE N AWS BIEEME SDK, AFRAREENREAFX DynamoDB
EE iR E S

BRI SANBRREHN IS ERHAR, SEFHR RH - MRS MEERRATERENZASRA
BHZHR, MREERERZSNIBHRIRLU, EERASZEZARNEZREN , HESFHITNESR
BEZRAE AN BIEHTHEE

KOS ERHARUMBYHEN |, B —MRAREEN ERREZRAR. MEEMBRHATHN TR
W, ERBBHAERANBAXBEZH, R, AR FEARPHAEIRZHAEMMZEE YA
NBEZH. ITZEFHRPNENERESR  ZEZAHNTEQHAXZHAN - MNBNBERNA.

WREMBEAIRRZ KMS Z4AFE , MZEEA AWS KMS R AERBFASERHMBENEEH, A
Ja , BT AWS KMS keys VAT A Etb B4 , AR Z 3 AWS KMS SRR FRAH PRI A H
FEH , B NEERNAENERS,

fREZet , AWS BfEFENE SDK EAZARZH@ERET - M NBHREZR. ZARERRRESE
ZHRRPEENIRFRAAN, RABEAZARTNEAZATUABZNENREZR , LER2UEEF
1k,

EOESERAR , e REXOULFRHAR, EHRHIF , RIER AWS KMS B Raw AES

ZHN , BETMLUHE A HENRATRAESE —NZFHRAF,
Java

// 1. Create the raw AES keyring.
final MaterialProviders matProv = MaterialProviders.builder()
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.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();
final CreateRawAesKeyringInput createRawAesKeyringInput =
CreateRawAesKeyringInput.builder()
.keyName("AES_256_012")
.keyNamespace("HSM_01")
.wrappingKey(AESWrappingKey)
.wrappingAlg(AesWrappingAlg.ALG_AES256_GCM_IV12_TAG16)
.build();
IKeyring rawAesKeyring = matProv.CreateRawAesKeyring(createRawAesKeyringInput);

// 2. Create the AWS KMS keyring.
final CreateAwsKmsMrkMultiKeyringInput createAwsKmsMrkMultiKeyringInput =
CreateAwsKmsMrkMultiKeyringInput.builder()
.generator(kmsKeyArn)
.build();
IKeyring awsKmsMrkMultiKeyring =
matProv.CreateAwsKmsMrkMultiKeyring(createAwsKmsMrkMultiKeyringInput);

C#/ .NET

// 1. Create the raw AES keyring.
var keyNamespace = "HSM_01";
var keyName = "AES_256_012";

var matProv = new MaterialProviders(new MaterialProvidersConfig());
var createRawAesKeyringInput = new CreateRawAesKeyringInput

{

KeyName = "keyName",

KeyNamespace = "myNamespaces",

WrappingKey = AESWrappingKey,

WrappingAlg = AesWrappingAlg.ALG_AES256_GCM_IV12_TAG16
};

var rawAesKeyring = matProv.CreateRawAesKeyring(createRawAesKeyringInput);

// 2. Create the AWS KMS keyring.
// We create a MRK multi keyring, as this interface also supports
// single-region KMS keys,
// and creates the KMS client for us automatically.
var createAwsKmsMrkMultiKeyringInput = new CreateAwsKmsMrkMultiKeyringInput
{
Generator = keyArn

};
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var awsKmsMrkMultiKeyring =
matProv.CreateAwsKmsMrkMultiKeyring(createAwsKmsMrkMultiKeyringInput);

BETRURSEFARABEHERRBZAR (MRE ) . HUROF , BIIGET - ISBHAK B
REZSAR R AR AWS KMS B4H |, AES ZHARRR TR,

Java

Java CreateMultiKeyringInput MEBRBATFEE N EKBRBATNFEHARER. £ERH
createMultiKeyringInput X &RA T,

final CreateMultiKeyringInput createMultiKeyringInput =
CreateMultiKeyringInput.buildex()
.generator(awsKmsMrkMultiKeyring)
.childKeyrings(Collections.singletonlList(rawAesKeyring))
.build();
IKeyring multiKeyring = matProv.CreateMultiKeyring(createMultiKeyringInput);

C#/ .NET

NET CreateMultiKeyringInput ¥iEEE A TFEE L EKFZARN FHEHAR, ER
CreateMultiKeyringInput X RF A3,

var createMultiKeyringInput = new CreateMultiKeyringInput
{

Generator = awsKmsMrkMultiKeyring,

ChildKeyrings = new List<IKeyring> { rawAesKeyring }
};

var multiKeyring = matProv.CreateMultiKeyring(createMultiKeyringInput);

E , ERATNERALSERHRMBENBRZRIET .
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AR NEZ

BIINEFHNZEEESEGRA N AWS BIEEMZESDK, AF KA RIEENHRMEERX DynamoDB i1
BEIRNES.

ARRMAEELTTERZBENYEFERNTERMZNIER. ZREEAGHRTEX , BIREEAFRNA
XEMKRGRFERESFEEPHNMNZE AR, AWS BIERE NZFHEPRSDKEME E RN E 12K+
R FER P, RE|EEERNEHRRE , EUUANNENBERITE2EEERIENBELNERE
o

® Note

AWS Bi2 B D058 By T4 2R IR SDKR B TR BT 98 A i Y AT IS R BRI | Bltn T i
RHFFIE,

ERREBNMNETRFWEESORIEE (HMAC) ¥ , EEFRNAXAENINEE 2 | 0 2R
5, HEMMBEENTEENENMEFEREAFTEN , AWS BIEEMBSDKRITESE X ARE, HMAC
EEHMACH H 512 F RIS XA E# AT — Xt — (1:1) TE. HMACH W BMT , AES N TR
AERFEIE] —MEBITVIRE, HMACKLERIRIRE T REZNE A IR H B ER X 51E S8
BEh, HEEWEREN , AWS BIEENZESDKE Az EEXERFEABRDERNEXARER.
NENMERERNFEHRBEESBHERRNEIRKERE, NRRPHEEESENIANEIRE
E , BEAREERKE,

® Note

AERNEEEEREXZNVHBIBEEPIIN, ENRFRIEEPEEVE[ESIRER GRS L&
FBIEFENICE , BT ERFNFHHSE.

£}

- ERERESRNBEE?
- AIRRNMEZR
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EREREERNBREER"?

ERAGEHRNMBENBEHTERREEET S IR MBRIEFEEXN RN, SEEAERE , EWH
MEMMBNERBIEIANEEECHFEAERE, FHRTREXFZRIMBRS. £H AWS &
BENENFERAETMBENELNSDK , ZFRNAXNSTEXKETTLRBLBERF. HEFHFET
EREYBEALINEAE

EnRETEEIAMRENNZFR—RF#E. XEWRE , ERERNNAFTEZEENEFRIAX
B, U ERETRIT DN UTHEEXBEESTNESERE | AERRER TIRFEIRER
SEMAXE, REFIMNAATUEBXLEXNIE, ¥R , EEEINERKETASBRRP HE
il R g

REEMEE

- ERKERE , BRtRiIZ2H,
- EHRKESK , BaRIEMERE.

ARRNMBZ AR EZNMERBERENREHRAENEERENZ 2R, BEFRMERZH , FERLN
RIER, ZEERNMMEEER,

BEATREANZREDESENEESN , BERATHRESE —MHEKR,
ik

EHRARIEINZEEERNRTHREEN D, FNBEFREEN TERNEN , AWS BiEEF M=
SDKER|EEAZFERHMACHAXRNETE -1 NAEFRITENEERIERBRNESR
E  ESHEPREER  eMNNSMEFEATENEH, XBKE  IRSKAZFEEA
MENANAE , WA ZEXKENFN K66 ZMEEHHMACKRE.

BNBREASSEBENLENZRYERR. fll, ER-IMFHEFNEFMNESLEREUHK
B, MREMMEN City FRUEER , WBTEEEZMIFNFFEFRMNACLHRK , B
HERZMEFIUTENERFRIERR. BEARZRNVA S RgRENZENENERE , MRE
BRRETIHS M , Sl ARESRIBLERIEZMTERNEBIE. N T RARE R Pt
BNAXENIANXDEEE  B4T RS BMER. BEXHTEHI2HMMENEIRKESW
RERWHERAAE , T EREENNARFER.

BYBRFRATTBREENTH , LAEFERERBHZ L. BHERRNVERKESTRGIH
XTOHNEIHESBEENER, SURFELARRENEHRKE , URS bR ARER DM B
BRBEENX D ERE.

_—
il
=t
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ERWBERT , BLEZEZAZHFHINBFEETEGHKE , UEXtFHHENZeM, Flw,
BANERATRENRREERELE RN FERWIEEF. BT NEGATIVE £RMitEHEES S
EMEE , A URAESZ #ET POSITIVE £RNENRERANER. YFBRRABERAIT
REMVERT , REIDMIEERE, IREEANGHRKERBEURRE 2 M , NATHE & XA EER
FHERE —MHMACHRE, MREFEAEKNERKE , WALRAI FEWLEIRQMRFFIF X
POSITIVE {B,

x4

BABUAEREAEREXENFTRYETENER. FRABRXFRUENERFEEERNER
KE , URSEARERDOARERNNAFHENEXREBINBBEES TNERE, ELTUFH
DNBIEE , SRENBAERENRKESH , MAEFTEFEHENZ L. IRFENGIRKE
TREABBENMRETER , NERTRFTESEHHES

Bl EAENMMCityMZIPCode FERAPIEMMNEMNER , RNZIPRB AR S —MEHHE

KiK., BE , GREFERBRIRHFREENVAFRNEXENBEENX S EEHED, B

=CityMZIPCodeF B ZERVARR M BRE REL RN A/ AT ABRMIRR MLELERRIRRFA XS
TRENZIPAE,

e R R E RS EEERANENFRWERR. fll, &R RNEEMA mobilePhone
preferredPhone FEHE&EEIF , AN CIIEEEMHENE, MREMNANZEWERRNE
¥R, W AWS BITEEMZESDKEEATRNZR AN FRUREBIR. XQNHEENEXREER
AN TRBWHMACHRE, XANTRNEHFRTATEFEMBNIRR , BRZTNH A 668
X2 TR EBIESE,

EENBREEISSAXRFRIEETIINSH , KU T UEARENEIRKERDE RS R BIE
SNFENER. BR , GHRRKEATEFRIBEEFHNENE—ERLXTEXBRR , NIERHS
RERERDHEBENEXBEENXDEEE. EHRRKENEGITFENRRFOY. HEESHETE
g, ERKEEBESENRRFORES N A RERBEE.

FHAEREWEEHARENFZERNDH , AZRFEFENMKEENS O IREREENZLER,
RETHPUTEBRRENEIRDHEE , HETSSRXEE

ERN NG F

THNREERT —HEENTERNBHERTR. ENAP , XRGREANRFFZRAETFERE
PREV D AR — RN, ERRAET RN ATRRNZRZE |, EATLREREERNSE,
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A—/E A Employees WIRIR AR A THIENHIEENG. BREEFHESRICRKEBITEERN
employeelD LastName, FirstName, # “Hziit” BF B, Employees BIEEFWENFERBHEE
EmployeelID #riR,

AT REEFE P RYBA ST R R B o

{
"EmployeeID": 101,
"LastName": "Jones",
"FirstName": "Mary",
"Address": {
"Street": "123 Main",
"City": "Anytown",
"State": "OH",
"ZIPCode": 12345
}
}

WMREENZZRIEPR LastName M FirstName FE#RIZH ENCRYPT_AND_SIGN , MiX L
E’JEEL%@J%&&E&ZWJEEZIKi&LﬁjJuﬂﬁo FEHNENZERFERZEMBUL , BIEBELEHXLERE
PHAZRP, CRERNBARNBERE, XEKE , XREEEREEPNICKATEN TR,

{
"PersonID": 101,
"LastName": "1d76e94a2063578637d51371b363c9682bad926cbd",
"FirstName": "21d6d54b@aaabc411e9f9b34b6d53aa4ef3b0a3s”,
"Address": {
"Street": "123 Main",
"City": "Anytown",
"State": "OH",
"ZIPCode": 12345
}
}

MREEEEREEFEPEHLastName FERHPWBEIE D , HE— 1M E NNTERE
¥r , LastName U B A iZLastName BBV 48 LA (B R 5 B 17 & R IR E P V& E

ZERBREFBHMACSH A XA ER TLastNameIt H, B MHMACH HEHEY K ALkEFEE
MNAETEEE, Fl0, Jones WEERFEMBI G HEAERU TR,

TERFE
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22a4e9b404c68182562bbec761fccab306de527826a69468885e59dc36d0c3f824bdd44cab4s5526f
BMENREHE
b35099d408c833

EEFRAEEIRE |, BT LAE LastName ZER EHTHEFER, Hlwn , MR E#E R Jones |, B
HLastNamefS#rITUL T &M,

LastName = Jones

AWS BB MESDKS F 7 LR RIRE BB BN A AL R,
(=

BIMNWEFRNZEFEESERE N AWS BITEEME SDK, AFRAREENREEX DynamoDB
IEE FiREE S

EAR2 —MEMH HVAC BSIEEIAER (HMAC ) #7% , BTEBAFBRMBAENEREFE#HER
RBEAHMZREZEGZRS, ERTL2EXFZRNMEBRS, EHRREFERNANEITE HVAC ,

FREEMFE—BFH#, Itk HMAC i BEZFBRIANXERT—X— ( 1:1) EE. HMAC &
WEN , ES N TR ERF EIE — MBI HMAC FREH, XLEIRIREH T RELRNVA
FiRBI A XRBAEN X BE S EEN.

SR RBER M N2 R EFERBENCRYPT_AND_SIGNSIGN_ONLY,
S SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTHZERIE, EHABERETLEZRMNE, BF
EFEAMRICH DO_NOTHING B FER &SR,

FREBNERXIAE T CESRTNENRT, TRTERMBNERXIERY, FMEERRTHE
ZER, FAERNAS TR THRFAEHRRMTERNERERE. BEERE , 25N
SMEREE-SRE , ARTHERMBNTH, SXELEL  #2H BEAEHRE-2Z
al,

ES]
« PREERR

- EEGRK
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AWS ¥iERE % SDK FERARER
FRIEE PR

EGHRREEREEPRATERNENRZE LT E, BMNRENENMNZEZRIELFRNITHEER
Ko BTHRUNMEERERS , B REEREET.

HEFREEIRPTRBEN FERHEANERR. CERATHRAGIREERFNBENLE, SHRRTUZINEN
FBR, U URENAFR, SMIUEGHTHNERRBLARE—N, EFEERMBRNERREREE
PMEFRo

PREGHR AR T NZEREL FRITHEERR. HE , SMNUTUARNEESERUMITEERNHK
EERE, A THEDSALANERFAERR , AWS BUIEEME SDK B 7T U THEEHRERX , AT
EMFRECIINTHAR. AXESER , BERELERFER.

BN ENENMAEZERPTHSERNITERST , BT IRENFERREIENZ
/NENCRYPT_AND_SIGNSIGN_ONLY, FSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTF R &
BRIIT R F R RIIREET.

B0 F B

ENFERH - IMHSMRFEREARNESFR, SIRELFRIAOIERTEAMFZR. ELF
BARBEHESRERFT, EATHREGHEES , N REREREXNMARFREZER R
FEZLXTHNENINFZRIUMITHEERNES. —TEAFREEED —INEFER,

(® Note

UTFREUER TETUEAENTERTUBRAEERE, ERAS |, 2761 ERY
R B RS EARAY 2 1 RIS BEME — MR,

Flan | MR EX FirstName F LastName FERIWEZERITHEER , BuUSIBUTENFRZ

o

« —ANEHL NameTag FE , H FirstName FERHE—NFRFIR LastName FERIFEME , £
BEANEFR, HELFREZRESZEH NameTag=mjones,

« —/NEE#l LastFirst FE , B LastName FER/GR FirstName FERMEM K. WELIFERE
BEEH B LastFirst=JonesMary,
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FE  MIREENMBZFZBRNBFERBRRTHEER , BRI - MHTRRAGEERN HFEROEMN
F o

o, MREEER IP utFI =N REAMNER IPAddress FB , BRIBUTEMFER.

« —/NEEHL IPSegment FEX , B Segments(’.’, 0, 3) WEMMK., WEMNFREEREBEH
IPSegment=192.0.2, Z&EIRE IPAddress EA“192.0.2"FF kAR A id o

EUFREMEME -, TREATEHARNREFZERMEERNELNLFR.

MEFDEEBELFERNEAEUFEROER , BSREBRELF R,

EEEWR

ESERCIENRSITLRSE MR , A AEEEBHITESEZNREFRE, EUNUERESER
AEXNFRAXFHRNRECHRRYMBZLRHTERNEY , SINEN RS FERRH RN IER
RERERFRENFTREAS, ARXESESERBRERTA , SREEERRE,

ESERTURIREGHIEGHRNT RS ZRNASHE., SlBASHINIREE.
EEAEREBNEIERATIRBERPEER ENCRYPT_AND_SIGN FERMMED &K, 8D
ENCRYPT_AND_SIGN FEREXMAR KGR, EEFENEREEAREBERRAGIRPI SN
SCARSIGN_ONLYZRSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTZEBRMEEIHFIFK , ARIR

RESERARFERNAE s h AN HIERER D FI&R,

(® Note
AWS BIEFE R SDK XL BER , XEERAI TS BEN 4 X ASIGN_ONLYF FE##
{TEIE. SIGN_AND_INCLUDE_IN_ENCRYPTION CONTEXTXEZEHRE—TESEHK, BT
NELZERMBHNZEFHTRSIMIUITEREN, BXEZEE , BHSHR IEL R WER.

NEBDREESHER , BEREEE SET.

LHREEAEMNARNRE T BWMMITHERRE, FHIRYE , B AF - LEMBNERMESR
AWk, REENNRENE. AXESENRUTURNTHNERXRENESEE | HSH ERER.
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I RIEFR

BIMNNEFIRNZFEESES RN AWS BIEEME SDK. AFEARERENRHEAX DynamoDB
MEEFIRNES.

EREEEREZNFTHREFFXI, ERFEREFFREENEAGIRHEISRFBEABEENTIL
Fo EHRERBEZRNAEITELRY , —BEFRENE , EHARTERFATRIE. £ABHREA
WicFfe , BRTEEMEFNEE. BR , BRI RINENC TP AV 7 BN ISR,

EXHNUERWMNE , BAER AWS KMS B EZZARKRER, MBENEZA TR ICENBER
H. BRXEZEE , BERERD ERARETAERNE,

ENRRNBEESHE < , EFEEEENRER, BEFHTARANBHER  UBEESEHHK
REENRERRE R,

FEENEHEERE T EWURTHERRE, SEMESHEEPIEENERKERETAEEIR

FENTHIRREE, BAUBUEERESHIBEHITNFENTHNERRE, —BEEATE
R, R EENEE.

BRWAERBAAGEHZ HEEHEANTES.
. BEEHESEACNRES

« BEREIRAR

« EREIRRE

. EREREH

ERNBEFEIT R TR RNMBZRRE A, FIRERTERE —MHER,
- BOMREGIHRBLMEA - ERR
TREET [E] — NI 7 EREUE Bl 7 BRI & Z MR EE R

BR , B M ECEHRANTRATHESNESER.
- BRANASHEREGHEBNRFRUZEUFTER

BYEEATERS —MuUEERNRFRNVENZ R EREEHRSENBERNMERN T 2%,
BREZER , FERAENFENZEERRE,
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ZHPBEFNZERERE

EENESHEHFBEFEFEENGER  LAESATEESEERNFNFIZZHESKERH branch-
key-id HF &, EEXEHREZARNELLFR, EFERRY , LFRPNELABEERITERS
PRATR AV A N E AR E AT L.

EEREERH , BFUREWAITRIEEHRHEE branch-key-ido BEXEEWHEE branch-
key-id WARARANESZER , SR B BIREE TR ETR.

IERERRE

BIWEFmMEEFECERE N AWS BIEEMNE SDK, &F XA RIEREMRAEX DynamoDB
EEFIRNER,

ERATTERNMNE |, SRR M F RPN ERFFERRERNEZ LR, EEENFERRE
REBALURMITHERRE,

BABRWEERESHCNBEA T NFTENTNERRE, BEEGKE , UMENBMEREE =R
%5l , RETREBRNENTFTR, BXEZEE , FEH EXERAGEIREE -REEl.

EHREBAFZRNASENKERFE ERERF RO MFE B ZRE, SR EALRAMREERHN
8, IEEPISHENKERAN. AMROEGSHFANERNAXEERF N TR HVAC 17, K
bt , SREGHRTERITUATER,

e beaconl = beacon?
 beaconl IN (beaconZ2)

* value IN (beaconl, beacon2, ...)

» CONTAINS(beaconl, beacon2)

RELREAERNZERED , BFEENIT LRER , {8 CONTAINS ZEFRI , BALLFHEES
ER—EEA , WRIEAESERMEBsNNERZIZFTRNTEE, EBREANIBoR , BULERS
ENMETLMELER , ETESEFRNMEZEE, BXMEEHRNESENRIUNITHEARENESE
B, SREREF.

EEREFEFEERN  FERUATIERNMBRRGR, AT RFELTHRETRNMENENE
REEBEBNMEIR.
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PREEAR

FRAEGHEARIITHSER. SrUERRESIRHIITUTER,
EHENENEFER

MREERFNEEMRZREEENICS , FEBIRESR.
Bl

EUTREIF |, ZE—NEH UnitInspection WEIEE , ZBEER TREASRENRER
. BIEFEFNERICHEEBEEE N work_id, inspection_date, inspector_id_last4
Munit BWFER. TEHREAR ID2—NNT 0 F 99999999 2 AN F. BR , hH THRK
RBEMNH TS , inspector_id_last4 REFE#HEEAR ID WHREDNNKTF. BEESRNE
NFEREHA E % work_id #RiR, inspector_id_last4 # unit FERIEMZZIEFEIFCH
ENCRYPT_AND_SIGN,

LA R UnitInspection BiEFES AN E B RH,

{
"work_id": "1c7fcff3-6e74-41a8-b7f7-925dc039830b",
"inspection_date": 2023-06-07,
"inspector_id_last4": 8744,
"unit": 229304973450

}

ERIERTHNENMBEFTER

WMREFEEX inspector_id_lasts FEHETNER , BERNEEERNTUIRERTEENFE , &
B inspector_id_last4 FEMWE—MrEEIR. RS , BEANESHREIE KRS, &9
LAER I —REREIREBMMBEMN inspector_id_lasts FE.

ERBEEESHNED , FSREEREET.
EHEMNFTER
ENFERH-IMHSMNRFEREARNEZFHR, MRENMBFZRVBESRNTHSER , &Y

ZNFRNEENTHEERR , BFERAEUFTRYERESR. MAENFERBLAZDSE—NNE
KR F B
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Bl

AR B8 Employees BIEFEOIEEINF B, LT 2 Employees BIEFER WA IZRRH,

{
"EmployeeID": 101,
"SSN'": 000-00-0000,
"LastName": "Jones",
"FirstName": "Mary",
"Address": {
"Street": "123 Main",
"City": "Anytown",
"State": "OH",
"ZIPCode": 12345
}
}

BRMEFRNEN TR
FEARTRBIH , SSN FEREME,

MREFEAHLRESEBHREEEUKFENR SSN FR , NiFtE - MELAFERMAEITESR
Y70 B

5 Suffix(4) WIEMEL Last4SSN FERIEE FEEH Last4SSN=0000, fFFLtLELFE
KEDEIREER. A, BEAMESIHRUNEZREKS, BAUEALN-RESIEELFER EHT
Eifl, IKERIRE SSN BUEREENRERNVNBFZERHIMEIE R,

BRZSNFRINVIERE

(® Note

AT REIER T SN EAENZERTHRRNENNRR, ERAT  ARGIHERD
RIS AT BE RS A ERRHY 5 15 RISCBAME — MY,

MREF FirstName f LastName FERIEERNITHEREER WA GIE - EH NameTag F
B, ZFBH FirstName FBRMNE—1NFR/FIR LastName FERAK , 2R NEFE. EAHL
RINFERMWERERER. ARG, BEAGEGHUE -4 RS, EUUFERL-RES|IEENF
B L&) NameTag=mjones,
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PVRBEDOWEF—NEFZERHAITINE, ATEAMNE FirstName 5 LastName

R =, RERRMBUFE, EA8XRRF REATFRIC
JISIGN_ONLYZXSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTEZM INZBRAEF,

MEHDEEELNFRNEREUFRNER , FSHUEENF R,
E&FEHR

EEEMREXFAXNFHENREGREIERS] , LMITEXNBEFRE, EUEAESERR
T T &R,

EREANRS| LERNEFRAS

NREFEEENREI LEWNBEFRNAS , FUE-—NEEEHR , ZEMRAISNINNEZRBEN
EMrEGHASE—R , EE—1TR5

BESESENE , EUNR- M -RRE| , LEESEREEN 2 XBRITELEEER , NERE
REEFRERIITEERNEN. FESENREENFFRN -—RREIATUMITEECEEANENBE
XHEFEH,

Bl

ELUTRBIF | ZE—1FB A UnitInspection BEIEE , ZBIEER FREEFIRENKER
B BIEEFNESRICKETERN work_id, inspection_date, inspector_id_last4
Munit BFER. TENREAR ID 2T 0 2 99999999 2 M HF. B2 , I THEK
BEMNHEID M |, inspector_id_last4 RE#HREAR ID WERENENVEF. BIEESTNE
NFEREHAERE work_id ¥riR. inspector_id_last4 # unit FREMBRIEERBIFCH
ENCRYPT_AND_SIGN,

LAF R UnitInspection BiEFES AN E B RH,

{
"work_id": "1c7fcff3-6e74-41a8-b7f7-925dc039830b",
"inspection_date": 2023-06-07,
"inspector_id_last4": 8744,
"unit": 229304973450

}
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N EMZEFRNASHITHSER

MREEEH UnitInspection BIEE LIRS inspector_id_last4.unit EWTEEEM , iF
%7 inspector_id_last4 fl unit FEREIBFTREMNFESIR. AR , BIRMIESKRAIE—
NEEET.

BESSENE , tIE—1ZRFEs| , LEEEEHREEN T XE., FAL-KES EN
inspector_id_last4.unit EMEE MBI, fli , BAUEALERAERREAATSATE
BARITHRESIR,

W EMBRFRINASHITERER

WREHK inspector_id_last4 # inspector_id_last4.unit £&Eif UnitInspection
BHEEE , 5N inspector_id_last4 Ml unit FEREERERINWIRESIR. RE , BIFHINRAE
ERtIZ—1NESE.

BEESERG , SIE-4XKRs| , UNEESEHEENHFE. EAL-RRS TN
UnitInspection BEEURBUBEREAATLNEZE , BT RRBEELREISERA ID
PENHBERBEAGRESINFIERE TSR, BIETLE inspector_id_last4.unit £
TReCRER,

NERBBEEESER  FERAEEESER.
EEANRS LEWNBRFEMNANFTROVES

NMREFEEENZR LEAMBFRINBANFERNAS , BUE-IMEEEN , ZERRE MRS
RHNBANFRAGHE R , FE—1%R5l. ATHEESERNEXARFRLHMIRIE , SIGN_ONLYH
#SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTEZM INZBRAEFIRIC,

BEESFENE , EUNBR-IMZLRs| , AHESEREEN T XBRNITELEEENR , NEE
REEFRRNITEERNENR, FEACEHREENFFRN ARSI TUNITELEEERANENBE
YHEZREH,

Bl

LT REIFR | ZR—/1EA UnitInspection WHIEE , ZBEEATREEFRENKER
. BIEFEFNERICHEEEZEE N work_id, inspection_date, inspector_id_last4
Munit BFER. TEHREAR ID 2—MMTF 0 2 99999999 Z MM HF. B2 , I THEHEK
BEMNEID M , inspector_id_last4 REHRBREAR ID WEREENVEF. BEEFNE
NFZEREHR E % work_id #RiR. inspector_id_last4 # unit FZERIEMZRIEFEIRCH
ENCRYPT_AND_SIGN,
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LR R UnitInspection BEESHBHXEKE B RH,

}

"work_id": "1lc7fcff3-6e74-41a8-b7f7-925dc@39830b",
"inspection_date": 2023-06-07,
"inspector_id_last4": 8744,

"unit": 229304973450

XN FEROASHITHEER

MREEH UnitInspection BMEEFEURBHFEREARAEREATHTHRE , BFER
inspector_id_last4 FERBIBIREEIR. inspector_id_last4 FERIEMZIRED
¥ri2 W ENCRYPT_AND_SIGN., FriEEMEI o EEE B 2 HRESFR. inspection_date
FEREIRICH SIGN_ONLY , ERFEEREEF. BT XK , M inspection_date FEH
inspector_id_last4 FREEIREIEE S1ER.

BEEESENE , Q- IMZRHKEE LHEESEHREEN DX, EAL-RRSIEWHIEEN
REEREREARNRERHTLEICR, Fl, BT UERHIEEFIRE ID FREN 8744
MKEREAREREBBRTHERERNSIXR.

NFRNASHITEREN

MRBERBIRELUIRBE inspection_date BEARITHRE K ETHREEURES
inspector_id_last4 = inspection_date ARMELTE inspector_id_last4.unit
HITHRE |, BN inspector_id_lasts M unit FEREZTRHMSRESIR. RE , MBAX
inspection_date ZERMFAMIEEIREIBE SERR.

BESESENGE , QIE-RRs| , WRESEHREENIFR, FAL-RRINBFEREAR
EREBPHRTHRERTER. fM , BANERREEFUREE - BHRENERULNT
®o BE , BALUERREEFEURDNELENKE A HCE XN EERMRITHRBERENIIR,

NERBEEESER  FEAEREESER.

ERERKE

BN EFRNEZFEESERE N AWS BITEEME SDK, AFRAREENREEX DynamoDB
EE iR E S
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HEOEENTERMENNZFREAFTERN , AWS BIEEMNER SDK 2 BIEAXEITE HVMAC,
Itk HMAC % H 52 F BRIV BASUE# T —Xt — ( 1:1) EE. HMAC B SE &8N , SIEZ N TREIA
MAEBR G2 E —MEBHTRY HMAC FREH, XERHESIRIRR S T REFNAYA /IR 8 XA ER

XBIESHBED,

NEBNMERERN FEHRBBEESBHERROEIRKERE, BEREGHN , RAFEENEIRK
E. E6ERERWEENNIMESHRNERKE.,

EHRT2ERFTROMBRS. BR , HEERAGEHKRN , EWHNRRIEENEXBEIANEEELZ
B 71 R

MERMBN BHFET | EAEHTMERRRITER | TS E 55 IR A 519 1t 8 AR
£, ERSHEERFEEONETR—AEE. XEKE  SNTUETEXEHRIEES Hi XS
8, ERBEAT , REERNAL THEBS FRENEXENITHEL | FATKIAZFERN
A, WRE YK E TR B EiX R R 5 R MO,

EELNRMNER , BERENZERF. flm , BRI S EHEEE T R 15 R B IR A

%, BRBERFPHEEEIHNINEL. A TRSVEY  GREFEEFTLEESHNRR. REINEEL2S
HE MR,
REEMEE

- ERRKEZKSSBFENRERAD , A RTRSHBEAXRBEES THXIES
- EHRKESESSHSENREASZ  FESENEANMEEEE , RACFEENREEFERTE Z
GOEEE: N

EWEEAMRS BN ERKEN | ARRE—MEB 2 RPBER2 AT AN S EBH
G BEFMHKE, EFREHZSRENATRIEEN S AR ERA RN T RN,
UTEBERENERI 99 | FERPTEBARBIE,

20

© HEERRE

. T

HTEERKE

EHRKEALEANEMRITENL , RESBHEREN HMAC fREM LK. BUNERKERBEEN
2. MXENFEARENBERZENEREERMT, NRENBIEEIMHT , EIUERNUTA
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BEASEXSBHHERESLNIANEHKE., XESBRRLMAIHEREFENFEIRBEK , H 6
RIIEBFEETNEN E—EHRS~EBERERNRR.

® Note
XEFRNARENEBRTREEN S 1. MRENBEESH TS, FSH EHEEES
KB ?
BEERT , ENBREFHIDHET , EREERERENKE,

l'll

HEE

=
y==1

EEREWEMEGHAMEKBENFTFRAINE—ENTHPHE K MARFRFPEENENTH S,
ﬁJZZU ZER—NRATHRIRA TSNS INE Room £, Room FEFMITFFM 100000 &
B, BEATREETNE 50 NMENSNEATLWN. XEWRELEEN 50, EH Room FEHR&E
=% 50 N RERY E— 1B,

(@ Note

MRENIVEGEHHENDFERE  WATUHEGHRRENSERENFTROZNE—A
B8

EEELZEN , BE4ERBEENTNITHER, FAGHREAFNLRE , EREEEFEHKE,
EECNBWERENEARNENBEERRG R , MEEEMIT ZFRERKREFAFIFEME—
ENHE,

EHEETTEERBH. 8L, BEINHEFTH —ENKRE  ELESE —FRITFHEIME—
ENHE, FETR, BYUTEERISBEHEERKREFAE —ENTRITERER,

Y/

EREHEH —ERN 107
- BREHLEE—{EFEN 100 ?
- BRBHEME—EFREL 1000 ?

D

/

50000 M 60000 MNE—EBEZHNERHTEE , HEBE~EHENBUERKE, B
, 50000 1 500000 ME—EZz AN ERFEEZMENNETRKE,
ERERKE 97
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EZREFELHIERE (FlOmBREHHEK ) HIMMBHABERLALHKIE. EHIRE , EEF
41707 NHRBURTS. BFEANEBEEN LB CHWBIEFEMKEL. MRHBIFEEFESH ZIPCode FED
EXRBEBENEZENEIEE , MEE ZIPCode FEHEINEE 41707 NE—E , LAl L EEEN R
41707, MREBEEFH ZIPCode FERMNBERBEMNMWEE , HEFBH N ENETEKRBE
—MEEEE , WA SO R EE L ZMNAERBURB B3, MAR2 41704 N,

2. TERWHNTHRHERBCEE

EWELEFRNELEHRKE , S48 B EMPREXBNESBE. MANRERXBRT
BRETEISE HMAC FrERE— B ERN FIOTBHBE. —ME— /B UEN TR RBLL T
MR —,

BUFMMNRERXBATRET =, BNTEENTAR, RALENEEREF 16 MHESH -
B, AT AEFT BN

2 < number of collisions < v(Population)

MRRBFRED TR, WERFENRRBFERAD, BUCHHMENTHRENSNIE |
NXBWE , FEXRYE , FRPHEIMNE-—ERIBEIRFT RS —PME—ERZEED —NRK

3. HEERKENEICER

BEMBRMEN R DN E , FAUATAXRBEEYEHREKENTEE,
number of collisions = Population * 2-(Peacon length)

B, RBEHKE  HPMHMEIRET = ( BEWHNS/NHRER ) .

2 = Population * 2-(beacon length)

KRG, RBEMKE  HPMBREABSTEENFAR ( BWNR/DTPRER ) .

V(Population) = Population * - (beacon length)

BUCHLEAEFENBEEA TEAINRENEHKE. 2R  IRAEFENEHRREN
15.6 , WELCFZEBD TEAR 154 , MAREESAEAZF 16 1L,

4. HEEEWKE
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XEFENBELHFRNEBUEHKETSEH. BUREBEARENGEHKE , MRFBEENR
et, BR , BXGREANGIHIKEDNHAENRDEERE. EFERMDREUBEZRNRERS
RRER |, BERENERER,

ERRENEHRRKESRRERERNMR A MEARKNERRENZEBERZSYE. BF , MREHK
BEIHAHEY , HEERBFEHEXFZRUETBNEN , WEBREARENEIIKERSARE
BOMBNEXBEESTNEEE,

NMREEFRBHER  ABERENEXRFRDSANEAXIERTENEHNBELZEMREL |
MATBLARERA ST ENBICERERNERKE. fli, IRFENZRNBUERKETE
THER 9—16 i , WA BUEERER 24 U EIRE KB R MR K.,

FEEERENRKE, FRAGHREAFERE , BREEEREIRKE,

el

fRiR

S

1.

—NEMZZEERF unit FERFRIZH ENCRYPT_AND_SIGN HWEIEE. EER unit FEREEFR
R, BINZEEBRE unit ZEBENMBRBBENEIRKE.

1

I

Ll

|
/Cn

EFEETBMERENITNBEREEFERRLERZE , Mit unit FER&ELMAH 100000 NMHE—1E,

k& S & = 100000,
T E AR ER B B ICER,

2
fﬂlﬂ

FERRGIFR | TR REE R B M N TF 2—316 Z1E,

2 < number of collisions < V(Population)

2 < number of collisions < V(100,000)

b.

2 < number of collisions < 316
TEEFAKENETCEE,

EARHIP , EHRKERENT 9-16 Lz,
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number of collisions = Population * 27 (Peacon length)
a. HEEHRKE 6 EdPMHNREARETIR 2 PEENT/ME.

2 = 100’000 * 2—(beacon length)

ErE =156 3 151U
b. UEEHKE , EFFMMNMERXBETIR 2 FEHENZKAE,

316 = 100, 000 * 2—(beacon length)

EEKE =83 81
4. BEEESENRENUREBERNEIRKE.

MFET 15 WM, AN Z 2T &

. 16 1
- EHME , BN E—EFREE 1.5 MNEMBBEN,
- T2t EEMHENER HVAC RSN R RICKEFHRIAXERN TREMER 66%.
- MERE  BRFHNEXRERNE 10 XIEFRRE 15 FidF,

- 1411
- FEME , BN E—ENREFE 6.1 NHEHMBEL
- Z2M% . EEMHEMNER HVAC AN AFRICRERHRIAEN TEEMRN 33%.
- MEE . BRI NEEZBRIBERNE 10 FiZFKKE 30 FidxK,

ERERBEN

BIINEFRNZFEEEGRA N AWS BIRENZE SDK. RFF XA REREHRAER DynamoDB
IEE FiREE S

BMEBHE-NEREIRNR. BERGIE , BRENRREEENMNEN TR ERANER, 1§
REMAUENBNFZRIENFEMEE , BFEERNZNFEAR. MNTRNEHRTEEGHEE
HYEPR B FRo
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BXRERIMAREMEBEHRN RS , FS5REEET.

AR AEER

WEEEIRE |, BABRWR TRFENEIREMBETNERR. XEREERE RN ER SR
TENNEFRIENFROBHR2MEE, Fla, ZZEI%"‘E?J%?J LastName BY N3 7 B & 245
E45 , MENERBMENZR LastName,

HENERENSERRMEEN , BTUNEEFERERR , AWS BiEFNZE SDK R B3 £/ 1%
Era MENERIR,

BB 1SR

BIINEFHNEZEEEGRE N AWS BIRENZE SDK. AFF XA RIERERAEX DynamoDB
MEEFIwRNES.

XEFUERMEZNERREEAM, EGHRIITHESFER. SlREREFEPIUTERNEZNRHE
BhH%. EEEHRNASXFZANFRHENRECSHRKIITEERNEN.

EREEEREZNFTHEFFXI. ERFEREFFREENEAGIRHEISRFBEABEENTIL
Fo EHREBEZRNAEITELRY , —BEFRENE , EHRRTERFABTHIE. £ABHREA
WicRE , LRTEEMEFNEE. BR , BN RMENE I W F BRI ER.

BEBRERE , BEEGMNZRBBEEXRANE =S, R , EREREEIRZE , EFEQ
BAWS KMS 2 ZZ AR, ENERRAR, NEMEREE-RZRE|, EXMFREUREEHREEM
AWS BIEFEINE SDK & ik, AXEZER , BSREAER.

HTEETRENERIA  BUNREEFNEAERRIIR. EREERN , BERNE MR
p L R L E L

2

- BEFEER

- RESAER

. RORE
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Bl EFR/EET

FRARER

REGIREREFPRATERMNBNREET R, ENIAENENNBEFERIELFZERMTHEE
o

B BT R

Java

List<StandardBeacon> standardBeaconlList = new ArraylList<>();
StandardBeacon exampleStandardBeacon = StandardBeacon.builder()
.name("beaconName")

.length(beaconLengthInBits)
.build();

standardBeaconList.add(exampleStandardBeacon);

C#/ .NET

var standardBeaconList = new List<StandardBeacon>();
StandardBeacon exampleStandardBeacon = new StandardBeacon

{

Name = "beaconName",
Length = 10
hig

standardBeaconList.Add(exampleStandardBeacon);

ERBINEEHR  BIRENTE,
EREH
BEETRHENZEFZERNERNBER.

EHRENTUSNENFRIELFERMEE , ETEERNENFERME, BARNWRATREERN

EAEEIRATREN B FZRIELFZENER. MNTENERTREBHRNGERE. WF
HPHRERESLENXRIANEIREN , BSRLEEERE .

ErKE

M RENEIRE HE LK.
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AWS BRI SDK T %A RIEE
EHRKERE TAERHATENRBRFEOH. BREHEESENKRIANCHRENESEEM
B, FERBEEETRKE,

SRR ((Tik )

&R AEE IR AT IR F ER
EHRRLAARFERENI S AREFZRENRS, HENERENSERRMEEN , BUUNEE
RERRERIR , AWS BIEEMNE SDK B3 R ZEREMENERR.

BIREFER

BEORELFER , EUTRH/ELFENBMINRFRHFIR, FRF RN EE L ER 2 5 2R BN R
ETEEXEFRUNBENFERNIAF, AT RFAMNRFRTEEERE-BUGE—TENF
288

@ Note

BINEWEHEERREFEZRIIENEDFZRRETETHMHNEGR, BXEZER , HS5
B ISR o

Java

S TR R : VirtualBeaconSearchableEncryptionExample.java

List<VirtualPart> virtualPartlList = new ArraylList<>();
virtualPartList.add(sourceFieldl);
virtualPartList.add(sourceField2);

VirtualField virtualFieldName = VirtualField.buildexr()
.name("virtualFieldName")
.parts(virtualPartList)
.build();

List<VirtualField> virtualFieldlList = new ArraylList<>();
virtualFieldList.add(virtualFieldName);

C#/.NET

SN B ARRHA : VirtualBeaconSearchableEncryptionExample.cs

BB EERR 103


https://github.com/aws/aws-database-encryption-sdk-dynamodb//blob/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples/searchableencryption/VirtualBeaconSearchableEncryptionExample.java
https://github.com/aws/aws-database-encryption-sdk-dynamodb/tree/main/Examples/runtimes/net/src/searchableencryption/VirtualBeaconSearchableEncryptionExample.cs

AWS ##EE hnZ SDK FRARER

var virtualPartlList = new List<VirtualPart> { sourceFieldl, sourceField2 };
var virtualFieldName = new VirtualField
{

Name = "virtualFieldName",
Parts = virtualPartList

};

var virtualFieldList = new List<VirtualField> { virtualFieldName };

EFEARFRNBERRUIBENFTER , LTAELZER , ARBFRFZERAMIZEMNE D 5=,
ENFENZEZRRER

ERT2REFROMEBRS. ER , SEERAGHN , ERNMRIMENEXBESHNERE
BFEERNENRE, EEEEHNARNRE T ZERMBRNZER,

BRMNASNERECSHEENRFROUZENZR. 0BG RFR (ERTRIRIRERGR ) WER
FRABRLKEEMMEINEZES S, REENBEEEBRTEMRFERAIMNAEKE, BKFH
B IR = B F e — {ELAY 20 A6 SA R B DR 72 BR 5 RE 0L 7 R BAR RNV L BUR TE

BRLMEREENERKERBEENFRNEFZRES E@ﬁ??&ﬁ%ﬂ’]téﬁ

o BRERFRPM—E
MK E, ENEETFEREA, UFFEDEEENZENEE  BERAELE

o

4
70N
]
0N

EEENFRNZE MR , BERBUT RO,

. Beacon! B FieldA ¥ M. FieldA BAEATF o (Beacont KE) pou g

« Beacon2 B VirtualField ¥i&mAX , M/G& M FieldA, FieldB. FieldC Hl FieldD ¥i&m
o FieldB, FieldC # FieldD inE—EHWEEB KT oN

WMRUATEIRE , Nl Beacon2 4R & Beacon1 Hl Beacon2 WEZ £ :
N > (Beaconl length)/2
LK

N = (Beacon2 length)/2

B EER 104
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ESMAEFRER

PEGHRT AT NERENFERHATHSER, HEF , SlITAARYEESERUHRITESE RN
BEERE, A THEBDSALNEERFART , AWS BIEFEME SDK BE® T UTTEEHRERX , AT
E MR T AR

@ Note

BENEHRFER , BIEM 3.2 RUESMRAR AWS BIEFENZE SDK. T EEFRESE A0
S znl |, BRRERELAFERE,

PartOnly

EX AR EEIRPartOnly REER TENEEEHRNNERL D, EFREEEMPartOnlyinE
=L

Java

List<StandardBeacon> standardBeaconlList = new ArraylList<>();
StandardBeacon exampleStandardBeacon = StandardBeacon.buildexr()
.name("beaconName")
.length(beaconLengthInBits)
.style(
BeaconStyle.buildex()
.partOnly(PartOnly.builder().build())
.build()
)
.build();
standardBeaconList.add(exampleStandardBeacon);

C# |.NET

new StandardBeacon
{
Name = "beaconName",
Length = beaconLengthInBits,
Style = new BeaconStyle
{
PartOnly = new PartOnly()
}
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}

Shared

RANBRT , BMREGHBLER —ME—H HMAC ZHATERITE. BEit , BREXNKEHR
MR AREEIRN IR FBRIITHEFER, EXLHNIREREIRShared AR B 5 —MrESIRAY
HMAC ZH#ETITE.

Flan | MRIBEE R beaconlFERESFRFITLLER |, i5E Xbeacon2 i EHAXbeacon2B HMAC
REAHITITEbeaconlSharedEHr.

@ Note

EEREFEfISharedEtrzhl , FEREN T2 NMMEREFR, SharedEHrAsELEINA A
RN EXBEEITNRITHMESE. flm, EMNATRLBRIMERZTFERISHENEX
ANME,

Java

List<StandardBeacon> standardBeaconList = new ArraylList<>();
StandardBeacon exampleStandardBeacon = StandardBeacon.builder()
.name("beacon2")
.length(beaconLengthInBits)
.style(
BeaconStyle.builder()
.shared(Shared.builder().other("beaconl").build())
.build()
)
.build();
standardBeaconList.add(exampleStandardBeacon);

C# |.NET

new StandardBeacon
{
Name = "beacon2",
Length = beaconLengthInBits,
Style = new BeaconStyle
{
Shared = new Shared { Other = "beaconl" }
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}

AsSet

RINBRT , RFRER—NES , | AWS BIEEME SDK 2ItEZEESNEMIESIR. K
I, BTERITERMBRFZRCONTAINS(a, :value)fEaWE, E N NMNIREEIFAsSetiTEE
EFENMNEMTENENMUEGIME , ARNEREENESFERETE P, X, AWS BIEEM

% SDK B AT A ITEIWCONTAINS (a, :value),

EEYAsSetthfEFR , RFETHARLARBMENEA , XFENFREAERBNERKE,
MREUEGIRENRERR , NEIRENTRERARD THAXARE,

(® Note

HEEEEMAsSetEfRer , FERENZEMMETER, AsSetEARrAlEELEMAT LR
ANBEXRBFEESANEITESE. S, ENARSERAEXRERN KN,

Java

List<StandardBeacon> standardBeaconlList = new ArraylList<>();
StandardBeacon exampleStandardBeacon = StandardBeacon.builder()
.name("beaconName")
.length(beaconLengthInBits)
.style(
BeaconStyle.builder()
.asSet(AsSet.builder().build())
.build()
)
.build();
standardBeaconList.add(exampleStandardBeacon);

C# /.NET

new StandardBeacon
{
Name = "beaconName",
Length = beaconLengthInBits,
Style = new BeaconStyle
{
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AsSet = new AsSet()

SharedSet

E M HHFRAEEFRSharedSet4 & T SharedMAsSetEEk , E A AT EEE M F R MNZEIR
THEEZRE, X, AWS BIEEINZ SDK FLAT LA ITEM , CONTAINS(a, b)HFa=2MEE
HMbMZEFER,

@ Note

EEEEfISharedEtrzhl , FERENZTE2MMERFR, SharedSetEHRAIEELE M
ALURBNBEXRBIEES FNLITEEE. HlA , BN TRSE RAXAER K/NSGLH
EFRESHEENANXAE.

Java

List<StandardBeacon> standardBeaconList = new ArraylList<>();
StandardBeacon exampleStandardBeacon = StandardBeacon.builder()
.name("beacon2")
.length(beaconLengthInBits)
.style(
BeaconStyle.builder()
.sharedSet(SharedSet.builder().other("beaconl").build())
.build()
)
.build();
standardBeaconList.add(exampleStandardBeacon);

C# /|.NET

new StandardBeacon
{
Name = "beacon2",
Length = beaconLengthInBits,
Style = new BeaconStyle
{
SharedSet = new SharedSet { Other = "beaconl" }
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}

REESER

SEEENEENFHXEZHRENFHAEGIRRIITERNBIEERE , SIMMNEANRSIPERARTT
ENERXBESFEAFFRERNFTRAES. ESEMRTLUBTENCRYPT_AND_SIGNSIGN_ONLY,
FMSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTFEWE, BHXMANESERFTIENENME
FE BB HEET

(® Note

BMNBUGEERBBEECIRIENESERRETETHHNG R, AXESZFEE  F5
B IS AR o

OB BB L
Java
E5ENEE

LT REIEESEREEFAMEN T MEMEERNBHEIIR,

List<CompoundBeacon> compoundBeaconList = new ArraylList<>();
CompoundBeacon exampleCompoundBeacon = CompoundBeacon.builder()
.name (" compoundBeaconName")
.split(".")
.encrypted(encryptedPartlList)
.signed(signedPartList)
.constructors(constructorlList)
.build();
compoundBeaconList.add(exampleCompoundBeacon);

EFRMRATE X

LR RBITE beacon RAFERENL T MBEMELENEMHIIR,. BXRELBHBRENESER
BESFEAER.

List<BeaconVersion> beaconVersions = new ArraylList<>();
beaconVersions.add(
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FRARER

BeaconVersion.builder()
.standardBeacons(standardBeaconList)
.compoundBeacons(compoundBeaconList)
.encryptedParts(encryptedPartList)
.signedParts(signedPartlList)
.version(1l) // MUST be 1
.keyStore(keyStore)
.keySource(BeaconKeySource.buildexr()

.single(SingleKeyStore.builder()

.keyId(branchKeyId)
.cacheTTL(6000)
.build())
.build())
.build()
);
C#/ .NET

BEETENNKBERHA : BeaconConfig.cs

ESEMERE

LT RAEEEEHEERAEN T MBMNESRNIHHIR,

var compoundBeaconList = new List<CompoundBeacon>();
var exampleCompoundBeacon = new CompoundBeacon

{
Name = "compoundBeaconName",
Split = ".",
Encrypted = encryptedPartlList,
Signed = signedPartlList,
Constructors = constructorlList
b7

compoundBeaconList.Add(exampleCompoundBeacon);

EFRMRATE X

LR RBIFE beacon RAFERENL T MBEMELZEZNEMHIIR,. BRELEBHBREINESER

BESR LR ER.

var beaconVersions = new List<BeaconVersion>

{

new BeaconVersion

BEEAEN
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https://github.com/aws/aws-database-encryption-sdk-dynamodb/tree/main/Examples/runtimes/net/src/searchableencryption/complexexample/BeaconConfig.cs
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{

StandardBeacons = standardBeaconList,
CompoundBeacons = compoundBeaconlList,
EncryptedParts = encryptedPartsList,
SignedParts = signedPartslList,
Version = 1, // MUST be 1
KeyStore = keyStore,
KeySource = new BeaconKeySource
{
Single = new SingleKeyStore
{
KeyId = branchKeyId,
CacheTTL = 6000

BRI EAEHERELNIRPEMNBZH D NELRHT . BINBWRUREERBRANERFIEK
FEMMEMERNHS . BE2REXMBENEENIEME , ETUELEMID-R , RAEESIE
EENEETESEEARLERG. MRERTEEA-RNNBHELHANEM4 , MW LEESEREE
M FI RPN ERITE L, RAINERERBIEPRNS|IABREEMERED

MPLUE L BTENEUNENEEOBEIR | WLRRGIEEDHFIR , REEBBHFRE
AERTHUES S ERRERAA ZROFE TSR,

® Note

ELRENMZENCSERANIHBMHIIR  LHEM 3.2 RUESMAR AWS BiEEF % SDK,
K2 REEMHERD 28 , KRFREIBBLEFRERE,
BEZEFNREREENERELNENESERNBHIIXR.

ERESESER , BRHUTE,
EREM
BEETRHENZFZERNERANBER.

ERENAUSNEZENFRRELFERMEE , EFREARMNBHFERMEE, FAMNMEIRH A HER
TreMEE, MBEHPBEERESENIRANCHEN , BSRLEREFEN.
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287/

AT RERESERNZTNEBTNFR,

S BT HTRLNENRE S EROEATROAES.
MEBHEE

FIRESERPEEM ENCRYPT_AND_SIGN FEX,

BN WML EBHNER, B0 BMSARBENERFERWENIRESTFNER. AIRTN
REAZNES  EELMRHE—N. BRI FTREESERBINIRER, BUEARENE,
L zEs 58S ERRHENEME 2 X2 K,

BMNEVURURELREEAENENNER D . MRERTEE-—NESERPEAMBRE
AT LAE BAEAR M E MBS, RpELNMBER D TG RE LR MEL 2 BB AR EIR
A Mo

Java

List<EncryptedPart> encryptedPartlList = new ArraylList<>);
EncryptedPart encryptedPartExample = EncryptedPart.builder()
.name("standardBeaconName")
.prefix("E-")
.build();
encryptedPartList.add(encryptedPartExample);

C#/ .NET

var encryptedPartList = new List<EncryptedPart>();
var encryptedPartExample = new EncryptedPart

{

Name = "compoundBeaconName",
Prefix = "E-"
iy
encryptedPartlList.Add(encryptedPartExample);

EETHER

MRAEEEHRTEENEEFR.
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® Note
ZEHD RIIEN, BAINEERS AEAELETHNEEET.

BN BLAITERH. KEMBIR, KIFELIPHIRR
HISIGN_ONLYESIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTZER, RKEMXMRFERBIE
SIRMREFRENES|, MEEWIBHBFFRIRTRKIR , NATAEBERIER , AWS BIEENZ SDK
FEHFEAZBVMENERR. BWRATEMKRFRIEENBS B SIRAUURETAFRE , EE
VIR —H, ELENBITEEMENBIr EEHRNER, BWEABENE , UFZH
586 ENRRENEMI D X5 FF XK.

BIMNEVURTRELREEAENENELZ T, IRERTEE-IMEAEHRPEALEHG
WABAEBEREEXERGM. FELNERITRSLRELNER BT EFEENEIR
HE Mo

Java

List<SignedPart> signedPartlList = new ArraylList<>);
SignedPart signedPartExample = SignedPart.builder()

.name("signedFieldName")

.prefix("s-")

.build();
signedPartlList.add(signedPartExample);

C#/ NET

var signedPartslList = new List<SignedPart>

{
new SignedPart { Name = "signedFieldNamel", Prefix = "S-" },
new SignedPart { Name = "signedFieldName2", Prefix = "SF-" }
12
APl

MAEXESEILEMENER BN TRAXNEERY. RUTAERERKTIRFPENEIA
IS e S ok

NMRERAERELNMNENS R IWEESER , WSAFTREEERKTIR,
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MREFEREMEREXNNBRELZ RO RBEESER , WHERHIIREEN., NRE
REEWERBIIER , N AWS BIEENZE SDK FEAUTRIAERBARESER.

- MABEZEENBI BRAMNEELE 0 5 RNIAFHES
- FRAEE MBS BRAFNE S NI 5 5 R A IGFHES
- FRAERZ 18R BT

BMIERBBRNERBHONEFIR  ZIRELTASERN—MLEA N, WEERHK
o BRBAMEFRFDIRFERE R , HEMNITAEEN D EZHT 2R,

BMERBB O HHE MBI LR , HEZIP0 EEERKF R HETUE 2 1%
I, a0 , NP ELE Fieldl, Fieldl.Field2 # Fieldl.Field2.Field3 Lt &EHEEE
¥R, B Field2 M Field3 #rid A Wik H 812 — M &R,

BIMIERBMNEEEDL —NMRLEED. BICHSMNMIERBNE -0 R AAED | XFER
AL EE R FEH BEGINS WITH =&/,

MR—ANMEERBHABELFEBBFETIERD , WiZWERBEY, HERE-FMICH
i, ESEREANERBIRKBECHES TURBRHENERT LR, CE2HBBEER
BRI E I RNITFCRIER , FAERAE N RINERR, NREMERKER
BRY , WERF2BEAER,.

FIENERENEAERNEEMRNEERKINF  UBREEHEREBETIR,
R T EREIEE S E CWERKTIR,
1. ABMNERINZRD R - MIEREED , LWESZE D RE N LR,
¥ & BB 0 B A AUR B TR R AR EE PRSI E 7 BB B o

Java

ConstructorPart fieldlConstructorPart = ConstructorPart.builder()
.name("Fieldl")
.required(true)
.build();
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C#/.NET

var fieldlConstructorPart = new ConstructorPart { Name = "Fieldl", Required
= true };

2. FERLBESR1 DZNHERBBs NLRESERNSH TR XN IEWERK.

Bl , MREEEW Fieldl.Field2.Field3 M Field4.Field2.Field3 , M40l
AEBR . Fieldl M Fields #RAIBARAED , AN ENRER N RMNEERNBPE
B

Java

// Create a list for Fieldl.Field2.Field3 queries
List<ConstructorPart> fieldl23ConstructorPartList = new ArraylList<>();
fieldl123ConstructorPartlList.add(fieldlConstructorPart);
fieldl23ConstructorPartlList.add(field2ConstructorPart);
fieldl123ConstructorPartlList.add(field3ConstructorPart);
Constructor fieldl23Constructor = Constructor.builder()
.parts(fieldl23ConstructorPartlList)
.build();
// Create a list for Field4.Field2.Fieldl queries
List<ConstructorPart> field421ConstructorPartList = new ArraylList<>();
field421ConstructorPartlList.add(field4ConstructorPart);
field421ConstructorPartlList.add(field2ConstructorPart);
field421ConstructorPartlList.add(fieldlConstructorPart);
Constructor field421Constructor = Constructor.builder()
.parts(field421ConstructorPartlList)
.build();

C#/ NET

// Create a list for Fieldl.Field2.Field3 queries
var fieldl23ConstructorPartList = new Constructor

{

Parts = new List<ConstructorPart> { fieldlConstructorPart,
field2ConstructorPart, field3ConstructorPart }
¥
// Create a list for Field4.Field2.Fieldl queries
var field42l1lConstructorPartlList = new Constructor

{
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Parts = new List<ConstructorPart> { field4ConstructorPart,
field2ConstructorPart, fieldlConstructorPart }

i

3. BIE—MMYERHKIIR , ERIEBESR 2 PO BN E ISR,
Java
List<Constructor> constructorList = new ArraylList<>();

constructorList.add(field123Constructor)
constructorlList.add(field421Constructor)

C#/.NET

var constructorList = new List<Constructor>

{
fieldl23Constructor,

field421Constructor
};

4. IEFEconstructorListfArttlEZE &EFR.

RIEE

BIMNNEFRNEZFEESES BN AWS BIEEME SDK. FAFRARERENREAX DynamoDB
MEEFIRES.

LT ROVERMAEEREERMESER. UTEETREGHKE., NFERBBBREESENEEN
EHKE , BERLEEERKE,

EEHERMARENERAGFNTBEABRG , 3 H LK aws-database-encryption-sdk-
dynamodb Ff&EF R Java # NET T[#RMBZRHl. GitHub

ES ]
« PREERR

- ERER
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https://github.com/aws/aws-database-encryption-sdk-dynamodb//tree/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples/searchableencryption
https://github.com/aws/aws-database-encryption-sdk-dynamodb/tree/main/Examples/runtimes/net/src/searchableencryption/
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PREEAR

WMREF inspector_id_last4s FEHPERBEWTE N , FFEHUTEEQEFESHT.

Java

List<StandardBeacon> standardBeaconlList = new ArraylList<>();
StandardBeacon exampleStandardBeacon = StandardBeacon.builder()
.name("inspector_id_last4")
.length(beaconLengthInBits)
.build();
standardBeaconList.add(exampleStandardBeacon);

C#/.NET

var standardBeaconList = new List<StandardBeacon>>);
StandardBeacon exampleStandardBeacon = new StandardBeacon
{
Name = "inspector_id_last4",
Length = 10
};

standardBeaconList.Add(exampleStandardBeacon);

E8FEH

WBREE inspector_id_last4 Hl inspector_id_last4.unit E&Ei#) UnitInspection EiE
E, EEAUATEEVNE—INESER. LESERREZEENERD.

Java

// 1. Create standard beacons for the inspector_id_last4 and unit fields.
List<StandardBeacon> standardBeaconlList = new ArraylList<>);
StandardBeacon inspectorBeacon = StandardBeacon.buildexr()
.name("inspector_id_last4")
.length(beaconLengthInBits)
.build();
standardBeaconList.add(inspectorBeacon);

StandardBeacon unitBeacon = StandardBeacon.builder()
.name("unit")
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.length(beaconLengthInBits)
.build();
standardBeaconList.add(unitBeacon);

// 2. Define the encrypted parts.
List<EncryptedPart> encryptedPartList = new ArraylList<>);

// Each encrypted part needs a name and prefix
// The name must be the name of the standard beacon
// The prefix must be unique
// For this example we use the prefix "I-" for "inspector_id_last4"
// and "U-" for "unit"
EncryptedPart encryptedPartInspector = EncryptedPart.builder()
.name("inspector_id_last4")
.prefix("I-")
.build();
encryptedPartList.add(encryptedPartInspector);

EncryptedPart encryptedPartUnit = EncryptedPart.builder()
.name("unit")
.prefix("U-")
.build();

encryptedPartList.add(encryptedPartUnit);

// 3. Create the compound beacon.
// This compound beacon only requires a name, split character,
// and list of encrypted parts
CompoundBeacon inspectorUnitBeacon = CompoundBeacon.builder()
.name("inspectorUnitBeacon")
.split(".")
.sensitive(encryptedPartlList)
.build();

C#/ .NET

// 1. Create standard beacons for the inspector_id_last4 and unit fields.
StandardBeacon inspectorBeacon = new StandardBeacon
{
Name = "inspector_id_last4",
Length = 10
b7
standardBeaconList.Add(inspectorBeacon);
StandardBeacon unitBeacon = new StandardBeacon
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{

Name = "unit",
Length = 30
I

standardBeaconList.Add(unitBeacon);

// 2. Define the encrypted parts.
var last4EncryptedPart = new EncryptedPart

// Each encrypted part needs a name and prefix
// The name must be the name of the standard beacon
// The prefix must be unique
// For this example we use the prefix "I-" for "inspector_id_last4"
// and "U-" for "unit"
var last4EncryptedPart = new EncryptedPart
{
Name = "inspector_id_last4",
Prefix = "I-"
};
encryptedPartlList.Add(last4EncryptedPart);

var unitEncryptedPart = new EncryptedPart
{
Name = "unit",
Prefix = "U-"
I
encryptedPartList.Add(unitEncryptedPart);

// 3. Create the compound beacon.

// This compound beacon only requires a name, split character,
// and list of encrypted parts

var compoundBeaconList = new List<CompoundBeacon>>);

var inspectorCompoundBeacon = new CompoundBeacon

{
Name = "inspector_id_last4",
Split = ".",
Encrypted = encryptedPartlList
};

compoundBeaconList.Add(inspectorCompoundBeacon);
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fE SR

BIMNWEFIRNZFEESES RN AWS BIEEFEME SDK. AFRARERENRHEAR DynamoDB
MEEFIRNES.

EHEETERZENTNEINBEFENTERMNZNICR, EMEEERERVMBEEFXI, &
NRBEETEENEAGIRASRFBEARBEENFICR, EMEREFERNANEITEHRL ,
—BFRENE  ERRETERFUBRE. CRERBEANCRKE  BRTEEFREHFNEE. B
=, B BUR AN INEAC 3 R BV R F BN IR (S 4R

BEERE K BL4MRTEATER , AR A B ERREFEHXNEHRAITER,
1. BIE AWS KMS 2 EHAR

EFATRRNME , BAEA AWS KMS DEHATRER, NENBERT R EROME
Bl

BEEE , LRD EEZEARTRFAHEBEN 2 EZHIE,

BRNMARESREZRTRNESHARE , FEREAD ZEHARET IR RN MNE,

TE M ASFRARA

EE&WkeyStorekeySource, . ZRMENMEMEBIINIIR, ZEENMESSEIRN
Flk, MEBIIHIIR, LEHFDHNIRMERRE, DARNBHEREEE 1. BXENEN
keySource WiES , BHZ M E LN EHREHRIR,

BT Java RAIE X EBEFBREENGIRRE, UFEHBELSHPREFENEIRRE , F2HEZ
M IEEN AR NE,

Java

List<BeaconVersion> beaconVersions = new ArraylList<>();
beaconVersions.add(

BeaconVersion.builder()
.standardBeacons(standardBeaconList)
.compoundBeacons(compoundBeaconList)
.encryptedParts(encryptedPartslList)
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.signedParts(signedPartsList)
.version(1l) // MUST be 1
.keyStore(keyStore)
.keySource(BeaconKeySource.buildexr()
.single(SingleKeyStore.builder()

.keyId(branchKeyId)
.cacheTTL(6000)
.build())
.build())
.build()
);
C#/ .NET

var beaconVersions = new List<BeaconVersion>
{
new BeaconVersion
{
StandardBeacons = standardBeaconList,
CompoundBeacons = compoundBeaconlList,
EncryptedParts = encryptedPartsList,
SignedParts = signedPartslist,
Version = 1, // MUST be 1
KeyStore = branchKeyStoreName,
KeySource = new BeaconKeySource

{

Single = new SingleKeyStore
{
KeyId = branch-key-id,
CacheTTL = 6000

1Y

3. BE=4£X%S

BEEERGE , S EERERREMEIRN -RRE| , RAETRERNEZNTFTR, BXEZELE , F

SR BIEAEHREE - RZRK5l,
4. TEMEMMEERE

A ER
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KB A TSR EERNATE ZBRARIEHN ENCRYPT_AND_SIGN., ATFHIEEHRNATE HittF &
EBATHFRIZSIGN_ONLYZSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,

5. EE AWS BUIEFEIN® SDK & ik

Efil BR P EM DynamoDB RHHIRIE K AWS BIBEMNZE SDK B iR , 152 DynamoDB
# Java & Fim N,

BHER

BEENEHRRERET BRBHITHNERNRE, MEGHKEARERAREARMNTHERR, £8
EARNAE X FRENFHRMITEEIRKIITEERNER, EWNBNEIER , BB REREN.

BRELBAMOECHNE , IEERISHERNERHAN. BMOESHNAIMEENBAXXEERT
N REH HVMAC #5%, At , FREBHEERITUTENR,

* beaconl = beacon2

 beaconl IN (beaconZ2)

« value IN (beaconl, beacon2, ...)

» CONTAINS(beaconl, beacon2)

ESERAUMITUTER,

« BEGINS_WITH(a) , E# a RM TILENESENRTLANZERNTEE, EBTEMEH
BEGINS_WITH EERIRRLUESEFFAERFLNE, B2 , B/ LAFEH BEGINS_WITH(S_ ) , H
B S RBTICERNESERT AN TR,

« CONTAINS(a) , Ed a R TICENESGIFEENZRNTEE, BTREMERH CONTAINS &
FRREERErFHERENEFNEILR,
BN | BT EEMITEH CONTAINS(path, "a" , Hi a R T ENEHHE,

s BOLHBRESERNESEN D, LBRESBWI o |, B LUERF INZE I 9 W ET &M B — N2
NEEZHDHF , EFEEEMNERNFIENHRZRNE,

Flan | OB EBEZEZNE D HI signedFieldl = signedField2 = value IN
(signedFieldl, signedField2, ...) #{1&#,
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IBE T L B & signedFieldl.A_ = signedField2.B_ RHEBRBZE B2 MMZE 2D KI8T
%

« field BETWEEN a AND b, Hff a fl b BRZEZH 0. BRI LUERG I0ZRER 2 89 5T M hn 2 — AN =R
ZNEBE DS | EFRREEEANEHHEIRENZZERNE,

BURMANEEEIINEATIENTNBIRMETR. Fl , WREMNFNFE encryptedField
M signedField W& T —NEAEHR compoundBeacon , MEEREIRAIBENXHE N0 B
LTRSS

compoundBeacon = E_encryptedFieldValue.S_signedFieldValue

ZHPREENTERINE

BIMNNEFRNZFEESER BN AWS BIEEME SDK. AFRARERENREAX DynamoDB
MEEFIRNES.

EHEHBEFEEPIATEERNME , DAFEHR AWS KMS 5 EFHH. 2 AWS KMS BEHHARER.
ZN@EZATRIPIERVBEEZR. eRZRATERERNERER. EZHSBIEEFER AWS
KMS 7 EZZHIRE , BN HESMETEN D XBHNERER. EEWSHE/BIEFERNNZRE |
T TE AT £ R E R E IR ER B HM E

ERZHPBEEELEREREN , FEELRENFTEEGHNIIR, CRENMEES
BEREYIR, ERRAR keySource. BATFERBHRENLRN MultiKeyStore , HEE
keyFieldName, — M AH#ERFAEFNEEEFNENRBERBHABENRREERDN,

MRZBEREFEMEZZNER , MATHEIESELRN compoundBeaconList F, L&RE
E—REASENR, ATXMSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTFE#HITER
5ISIGN_ONLYFITEREA,

Java

List<BeaconVersion> beaconVersions = new ArraylList<>();
beaconVersions.add(
BeaconVersion.builder()
.standardBeacons(standardBeaconList)
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.compoundBeacons(compoundBeaconList)
.version(1l) // MUST be 1
.keyStore(branchKeyStoreName)
.keySource(BeaconKeySource.buildexr()
.multi(MultiKeyStore.builder()
.keyFieldName(keyField)
.cacheTTL(6000)
.maxCacheSize(10)
.build())
.build())
.build()
I

C#/ .NET

var beaconVersions = new List<BeaconVersion>

{

new BeaconVersion

{

StandardBeacons = standardBeaconlList,
CompoundBeacons = compoundBeaconlList,
EncryptedParts = encryptedPartsList,
SignedParts = signedPartslList,
Version = 1, // MUST be 1

KeyStore = branchKeyStoreName,
KeySource = new BeaconKeySource

{

Multi = new MultiKeyStore

{
KeyId = branch-key-id,
CacheTTL = 6000,
MaxCacheSize = 10

1Y

keyFieldName

keyFieldName E X Zi SEMRZIXEKMN branch-key-id WF BB , ZENZHAT IS

EH £ ER.

SRS BEFENTER MR
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HEFHIEREAREER |, HriRATHZIEFEREAGEHNEIRBHAN branch-key-id 7
fETELLF R,

BIAMBERT , keyField BRTERFRHEBEEFHBZFH. Dat AWS abase Encryption

SDK branch-key-id M#EHER P INBEHEZHA PRI LR , AT ZEFHESS

B, keyFieldt B EEEEHRNZEERT5IA. ATHRBEREZE , RUBLE keyField
MAELBNED

&t A LA E N SIGN_ONLYZSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTZERE
EkeyFieldEMBRBRER , UNZFEREAEHEREE ., URXHEM , NEEBEREABERE
EANBEAELTUN branch-key-id F3IE8E# keyField #,

EHZHEFBEEFWER

EEAER , EXTEEATEE keyField , UBEEFNITEEHRAIENERMERBHMR, S
EBESATERCREMNERBARKN branch-key-id, BFREEEDXH ID HNEFPIBE
ATF#IREFM branch-key-id W Zi2E . BANBEIUATHERF keyField BEEEHH,

E&FEHR

T B REBPEN keyField FHEIERKAF , BE LU keyField FANE B BEETEHEE
'é“{Eﬁ":Fo keyFleld %%%Bﬁ%?ﬁﬁ%ﬁlﬁo

o, MBENMNFHNEE encryptedField # signedField #HiEE 4 1E4R
compoundBeacon , ME AT keyField ERE BB EEEN, XFEEREEBES
compoundBeacon HUITIA F&Eif,

compoundBeacon = E_encryptedFieldValue.S_signedFieldValue.K_branch-key-id

EHRIEMR

AWS BUEENZ SDK EAMESHMNESERRIEH RN NZBRAR, XEESHSLMED
AIFE—NNBZFEER, B2, AWS HiEEMDR SDK EXFLEZER , XEEHRITUTLEBE I 44T
ZARSIGN_ONLYMFER#HITHEE., SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT

LERERAUBHENE D HE, TIRERETHEF keyField FREICFES , BERATLIM
keyField HHMEXEZER , AEAETKLUBESEN , ZEWFHX keyField EREHNERNE
NEMEFNEAASE B, Hl, BALKTUATER,
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keyField = K_branch-key-id AND compoundBeacon =
E_encryptedFieldValue.S_signedFieldValue

MEBYEBLEER , BSH QIBZENER
EiZ7E keyField £L&if

MBEBEMBRERIEET keyField HARZFREAEFHEILLRS , WALME-IEEEH ,
ZEWFNEIRNERSX keyField WEWESHE —2, MRBERHFEGR , TUERERE
keyField E&E#, fltn , BELMITUTEMR,

keyField = branch-key-id AND standardBeacon = S_standardBeaconValue
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AWS ;& F DynamoDB B EIEE % SDK

BMNWEFIRNEZFEESES RN AWS BIEEME SDK. AFRARERENREAX DynamoDB
MEEFIRNES.

& AT DynamoDB ¥y AWS BIEEMZERHF AT EITE— MM E | TitH&BE Amazon DynamoDB
BITHRMAZFIHEINE, EATF DynamoDB B AWS 3iEE % SDK REB MR NE | FEEeE%iE
EEMEBLEEURBESZPETEMLEINE , UBRBIFENERM, MEAHPHBEBIENBRSH
BREEEYWTHREZNAXBEFSRBLEIME=H , IEAWS,

® Note
LTFEFTERMETFERT DynamoDB K Java &/ i N2 EAI RA 3.0

BAMEFHRNZEESERE N AWS BUEEMNZE SDK. AWS BIEEINZE SDK 44 % #F(H
k% DynamoDB 1% % 7 imhR 48

# DynamoDB # , RRMBEMWES. SME HEEME NES, B EMEBAESANBNNE. &
AT DynamoDB Ky AWS #IEFENZ SDK X EMNERTNE. RAF , CHEIEMITESR. &
ALEEBLERMEEENS  BEEHEZSSENZRENZERP,

AERHEBHR TEA T DynamoDB Y AWS BIEEMNZE SDK , SREMBEFREME, BEFHRE
MBELB B UK ATH BB AN Java 1A,

£

o B N F AR 5 2R ik N 2R

s BEFHERMBENLES ?

 DynamoDB H iy AT R &

- BN EEER

« AWS & A F DynamoDB Wi % SDK A AREIEE

+ |HWR DynamoDB &% F- if
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& P i N33 A AR 55 25 i AN 25

BMNNEFRNZFEESER BN AWS BIEEMZESDK, &RFF R AR IEEMHRAER DynamoDB 1
BRELIRNES

Dynam SDK oDB BJ AWS #iEFENBRXFEFEFImNE |, AR RBUE RIS SIBIEE < 513 Eit 1T i
#, {82 , DynamoDB IR F/IREFSMENRE , RIS EERRREFIHE R SUER F T
NE R E R HITHRE,

BEBRNIEBRRTHENBBRUENNARFNZESMESR, S LENFEHSDKEA T DynamoDB
7 AWS BUEFEMZENBSNE, HE8FemzBLEMIE &% % DynamoDB Bt , DynamoDB £
RAZRFPVITE. ENRNFEE - #HHEHEENRERIE,

AR S5 R um AR S D02

DynamoDB X #FE#ASMNE , X2 —WARSS|[IHMZINEE , RIALLIIEE , DynamoDB A A ER KRR FE
B SAE R B X T INE H B E &G E R H TR

HEEM S DynamoDB RER , MIAMBR T , ENBEEBETERERNSHITNE |, £
DynamoDB il RIFEE , AREMNME , AfE AWS SDKEFM# % DynamoDB #, HTTPS

- BRIAMNZE, DynamoDB EEBEAFTAERE , UEAA XN E#TMENRE, XEEASZAESM
IR,

- DynamoDB SIZMEEBMFZEZ, BNROE—EZ AWS KMS key BRI , ZFHLT21E AWS
Key Management Service ( AWS KMS ) & F AR IMZBIRS. BIAERT , DynamoDB 7£ DynamoDB
BREKFHER AWS HENZES , BETUEKFRIEERE—N AWS REXEZH KIBLREBHX
RIFENER D B2 BB,

- IERBBEHEHEHE ENE, SNBERRFE#EAR , DynamoDB £ MEMERYKE , 3=
BURETENE/ -HFRL, IRREFHFE , WirSBEULRAN —LEHFRFUAXEFRE
RITBES,

« EREXHFTRBEME, REF DynamoDB i, £2FXRMNZNEARFTAMESE , BSNERS
®RiFreil.

« BRI EEERTIHRNER, HEHEERSN , DynamoDB £ %S BB WK —3F2 Hm
BIREIAX A .
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https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/EncryptionAtRest.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/
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https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Streams.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/GlobalTables.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/BackupRestore.html
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Z P im N & IS BIERH end-to-end RIF |, TIEREHMPHHIEERESEHIE , M DynamoDB
HREIEE| DynamoDB FH 7. BHANAKBBEB K ZFaMBLETME=S , B¥F. AWSET]
LUf$3E A F DynamoDB SDK #9 AWS B NZ 5## DynamoDB R—iEFEA , LAl SUFIEW
Amazon DynamoDB KRiZBEMRA 3, &AM T DynamoDB Ky Java & F i % EFH Xo

- BRERPHRENBSBBESIZRY . EXEF2RBLEMNE=S , 8 AWS,

- BAILARIME LR, BAEIETR Dynam SDK oDB 9 AWS Bz F N2 K it E R U1 B M2 55
DER , BEIREN. KEAATERCRNTENREENNESR , SEMNIBERESE , HE
KB HE

« BUNBREEZATN S ABENMARP ENHE. ENBRATRRE T HRLETRBART EHNHE
ZRHARARPECHHE, EAKZEANENESIANEERER,

» Dynam SDK oDB K AWS BIEEMEZEF L MBEN R, BALUEEREDE P INZRLREM. Dynam
SDK oDB #J AWS #FEFEMBERLNEZBNTE, EFNRMBREBMNBER (2 XEMEFE )
B R B FREE.

AWS Encryption SDK
MREEMZHFZMETE DynamoDB FHYEHE , HATE WA DynamoDB By AWS HIEEE %, SDK

AWS Encryption SDK 2 — NEFIRMMEZE , IBBHENBNBZEARE. RETCUURFEMER
HWEE , EETERTERLEYE  WHEEICR, 5 DynamoDB SDK ) AWS BIEEMERE , ©
TERERMTE RN ZTEMERE , W F RGBS L% AWS Encryption SDK EZ4£AZ 18,

MREER AWS Encryption SDK RINZERHPWEMIITE , FidEE 5 DynamoDB By AWS ¥4 E in
BSDKFRE, BELEER—NERHTMEMERS —NEHITHRE,

FRLE I E R INBME R ?

BIMNNEFRNZFEESERE N AWS BIEEME SDK, AFRAREENREEX DynamoDB
EE P iREE S

DynamoDB AWS BiEEMZRHET X TEIR —NMNERLS# DynamoDB R AREFIRITHE Fim i
#EE, Amazon DynamoDB FHEF#ERD , REVMENES., 8/ E H2EME NWEES. B1NE
HEEZEHNBHAE. FHT DynamoDB B9 AWS HIEEMNE SDK BN ERITMER, RE ,
THBEIEMITESR, EUNEEHLEELEENS , BEEHEEZTEELEEH,
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mEARPEEENIZE. EERHETHACEBRUEREMEXRNTEYE  ARHT SHRIE,
CEGEBEERNTE N RERNNER ( SHEFMIMBRELE ) , EA - NMBREHRS -

BE,

Em#ZmE s, RESRERGEANERX , @ERE%. MEREEN. ARNENEME. T8 (7Kg
MEErE ) BUENBMANEARESRE, F2EXLEEHF#BREE.

BXEMATF DynamoDB B AWS BIEEMNZ SDK W ITEREBNESZEER |, ES5H. AWS BIEEMER
SDK Ky T{ER 3

@ Note
DynamoDB AWS ¥R ii% SDK BT IR & & IR FRY N B 1918 N2 R 1F.

ES ]
- EEME
- XEUH

m&EMHE

&M T DynamoDB #y AWS BiEFEMNZ SDK WNEEENEMNE ((EFRMBEEAHR|MER ) #1T
mE. ERENENELE  BEABMLRE,

fFlan | kB 2E example M test B,

'example': 'data',
'test': 'test-value',

MREMET example B , ERINE test Bt , ERFERUTUTHAR. MEH example Bt
BER-HBKE K MARFRH.

"example': Binary(b"'b\x933\x9a+s\xfl\xd6a\xc5\xd5\x1aZ\xed\xd6\xce\xedX\xfO@T\xcb\x9fY
A\X9F\xTF3\xc9C\x83\r\xbb\\"),
'test': 'test-value'
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BOMBENEREY (2 XENIEFR ) LTFRFHENER , BN DynamoDB A EMNERFPERDI
B, NZXEl#HTERMTIRME,

i&FF DynamoDB #9 AWS HIEE N SDK AJ A ZRFIEREM , ABREEBECZHE , BEXRNE,
BeA , MBEFRRT ER AR HAXNERHTNE , BERHREEIRRE,

B iR AR R AR NI B AYEE M (aws_dbe_head ) . #BHEIR AR T IUE R W0
ENMEEN, BEFRREALEERBRIINERTE., FRMESHERNFZERBNE,

ZEIH

ZEEEMER , AT DynamoDB #J AWS BIEFENE SDK 2T EE TR FHEE S AR
B (HMAC) i FEE , MASMAER, NZE ETXURBHRIERIZE., INETNFERHONT
{t.c ENCRYPT_AND_SIGNSIGN_ONLYSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTERIATEIR
T , ECDSA £EZLA4TEARS , EFRLEN. BEF W HVMAC NZEHEFMEITHRMNETE WHE
% ( aws_dbe_foot ) A,
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ERE Amazon DynamoDB R TR INE , L0ER AWS KMS 2 EZEIAKRERK. N
BERATRPIEWBERA. BEMXNERNFEEPEE SearchConfig,

(@ Note

MR EEREA T DynamoDB B Java BFwMBRE |, M 45 EHEA T DynamoDB By
AWS REEHIZENZ SDK API RinZ, £€, RIEMBERENRIZRIAB ., DynamoDB 58 ik
EPmMBIKL S DynamoDBItemEncryptor A X RHIIZ,
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BEEBIRESHRESERE , AWS BIFEEMNER SDK SEERB PR laws_dbe_b_B14% , LAERR
SRR MRBENR. Hlan , MREFESERBE N compoundBeacon , NIEFRE TE R FREFR
79 aws_dbe_b_compoundBeacon, MIREEREDEIMECHINESEIIN =RZEKE| , MHBTE
R ERBHEEE aws_dbe_b_ B4

o XM BT 3R
ERTEMZERE, ENTXNEFBRAMNETESR, ENETRETERTERNESET.

BRIEIE IS EAEISIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTEMSIGN_ONLY , FENEH =
BEMAR , P XNEFEE B ARMESIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,

ENERETURECEEZNER. MRENENTREBRE TTEANEEER , MSXAEEBEY
BEMURERERRNCEZEREN. BR , AWS BIEEME SDK TN ELENERR
hhaws_dbe_b_gi%. BIEENERERET FTRANEREN , CURAFEERE-RRSINIE
REEEBMERT.
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A3t — 4 3R 5| BV BE 8 AT LA R AR PR

WMRENBEFRIEERFIE , REMUMA String. MRENBFRIEEHEBHRESHER , MMM
EEEFHEMNEE aws_dbe_b_ TR, MREEELEER , WiFEETESEANRNE
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2R=HER

2RZRFRE|IN T XENBEFRE T LLRER.

MREND XBRPEFRIEERER , WRBEMMNA String. WRENEFRIEEEEIRIESE
R, MAREREEEHREMNEE aws_dbe_b_ BIR. MREEELEER , NWEEETEZ ST
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1T PR BERR

A BE L 7 BY

DTRBEBIZEMNRATE , £/ D ynamoDB RIMNEHEE X DynamoDbEncryptionTransformsiR
%, FERIM{TResolveAttributesEARKIEEINF R R B~ £ H .

Java

BETENNRB RS : VirtualBeaconSearchableEncryptionExample.java

// Create test items

final PutItemRequest itemWithHasTestResultPutRequest = PutItemRequest.builder()
.tableName(ddbTableName)
.item(itemWithHasTestResult)
.build();

final PutItemResponse itemWithHasTestResultPutResponse
ddb.putItem(itemWithHasTestResultPutRequest);

final PutItemRequest itemWithNoHasTestResultPutRequest = PutItemRequest.builder()
.tableName(ddbTableName)
.item(itemWithNoHasTestResult)
.build();

final PutItemResponse itemWithNoHasTestResultPutResponse =
ddb.putItem(itemWithNoHasTestResultPutRequest);

// Define the DynamoDbEncryptionTransforms service
final DynamoDbEncryptionTransforms trans = DynamoDbEncryptionTransforms.builder()
.DynamoDbTablesEncryptionConfig(encryptionConfig).build();

// Verify configuration
final ResolveAttributesInput resolvelnput = ResolveAttributesInput.builder()
.TableName(ddbTableName)
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.Item(itemWithHasTestResult)
.Version(1)
.build();
final ResolveAttributesOutput resolveOutput = trans.ResolveAttributes(resolveInput);

// Verify that VirtualFields has the expected value
Map<String, String> vf = new HashMap<>();

vf.put("stateAndHasTestResult", "CAt");
assert resolveOutput.VirtualFields().equals(vf);

C#/.NET

BEETENRBRA : VirtualBeaconSearchableEncryptionExample.cs

// Create item with hasTestResult=true
var itemWithHasTestResult = new Dictionary<String, AttributeValue>
{
["customer_id"] = new AttributeValue("ABC-123"),
["create_time"] = new AttributeValue { N = "1681495205" 1},
["state"] = new AttributeValue("CA"),
["hasTestResult"] = new AttributeValue { BOOL = true }
};

// Create item with hasTestResult=false
var itemWithNoHasTestResult = new Dictionary<String, AttributeValue>
{
["customer_id"] = new AttributeValue("DEF-456"),
["create_time"] = new AttributeValue { N = "1681495205" 1},
["state"] = new AttributeValue("CA"),
["hasTestResult"] = new AttributeValue { BOOL = false }
I

// Define the DynamoDbEncryptionTransforms service
var trans = new DynamoDbEncryptionTransforms(encryptionConfig);

// Verify configuration
var resolveInput = new ResolveAttributesInput

{
TableName = ddbTableName,
Item = itemWithHasTestResult,
Version = 1

};

var resolveOutput = trans.ResolveAttributes(resolveInput);
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// Verify that VirtualFields has the expected value
Debug.Assert(resolveOutput.VirtualFields.Count == 1);
Debug.Assert(resolveOutput.VirtualFields["stateAndHasTestResult"] == "CAt");

Wi ESER

UTRBEGET —MURABE |, £/ D ynamoDB &R NEE EE
X DynamoDbEncryptionTransformsfR%s , H&ER T ffResolveAttributesEARRKIEE EIE
MRAFETHHNG .,

Java

BETENNRBRSH : CompoundBeaconSearchableEncryptionExample.java

// Create an item with both attributes used in the compound beacon.

final HashMap<String, AttributeValue> item = new HashMap<>();
item.put("work_id", AttributeValue.builder().s("9ce39272-8068-4efd-a211-
cdl62ad65d4c") .build());

item.put("inspection_date", AttributeValue.builder().s("2023-06-13").build());
item.put("inspector_id_last4", AttributeValue.builder().s("5678").build());
item.put("unit", AttributeValue.builder().s("©011899988199").build());

// Define the DynamoDbEncryptionTransforms service
final DynamoDbEncryptionTransforms trans = DynamoDbEncryptionTransforms.builder()
.DynamoDbTablesEncryptionConfig(encryptionConfig).build();

// Verify configuration
final ResolveAttributesInput resolvelnput = ResolveAttributesInput.builder()
.TableName(ddbTableName)
.Item(item)
.Version(1)
.build();

final ResolveAttributesOutput resolveOutput = trans.ResolveAttributes(resolveInput);

// Verify that CompoundBeacons has the expected value

Map<String, String> cbs = new HashMap<>();

cbs.put("last4UnitCompound", "L-5678.U-011899988199");

assert resolveOutput.CompoundBeacons().equals(cbs);

// Note : the compound beacon actually stored in the table is not
"L-5678.U-011899988199"

// but rather something like "L-abc.U-123", as both parts are EncryptedParts
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// and therefore the text is replaced by the associated beacon

C#/ .NET

BETENNRB RS : CompoundBeaconSearchableEncryptionExample.cs

// Create an item with both attributes used in the compound beacon
var item = new Dictionary<String, AttributeValue>

{
["work_id"] = new AttributeValue("9ce39272-8068-4efd-a211-cd162ad65d4c"),
["inspection_date"] = new AttributeValue("2023-06-13"),
["inspector_id_last4"] = new AttributeValue("5678"),
["unit"] = new AttributeValue('"011899988199")

};

// Define the DynamoDbEncryptionTransforms service
var trans = new DynamoDbEncryptionTransforms(encryptionConfig);

// Verify configuration
var resolvelnput = new ResolveAttributesInput

{
TableName = ddbTableName,
Item = item,
Version = 1

i

var resolveOutput = trans.ResolveAttributes(resolveInput);

// Verify that CompoundBeacons has the expected value

Debug.Assert(resolveOutput.CompoundBeacons.Count == 1);

Debug.Assert(resolveOutput.CompoundBeacons["last4UnitCompound"] ==
"L-5678.U-011899988199");

// Note : the compound beacon actually stored in the table is not
"L-5678.U-011899988199"

// but rather something like "L-abc.U-123", as both parts are EncryptedParts

// and therefore the text is replaced by the associated beacon

2 SipN: ok €y ki

BIMNWEFRNZFEESERE N AWS BITEEME SDK, AFRAREENREAEX DynamoDB
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3kDynamoDbEncryptionInterceptorE&Fin B MB ML BWHE., PutItem

IEAE IR D APl ynamoDB = BEf F i 38 ZREY &R
BIK% 549 DynamoDbItemEncryptox

BIEKBIHY DynamoDbItemEncryptor A DynamoDB B o] E#X R #Y 2RI B B 1T N5,
ZEBRMBBANBIL, ETFAKH DynamoDB PutItem = GetItem B3R, 2Bk | BT LAEH
BAXH BIHY DynamoDbItemEncryptor E#EBEMEIE 2S£ 4 ZEEIR DynamoDB T B,

BYK BI#Y DynamoDbItemEncryptor AXIF [ R ME,

DynamoD AWS B ##EFF inZ SDKH K& R4

BUREREMLEREELIMENE S , BERELZILE K BELILEATSENELTXH , B
LW 2

(® Note

EFHSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTINZig{E , HIEH 33 RNES
MRZASHY AWS BIEFENZRSDK, EEMET s WHEER 251 | ANHRABBLAREIE
#ZSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,

MR EEHIKR S D APl ynamoDB =DynamoDbItemEncryptorBIRAK B , W AMF3h E LE R
e, mMREMEH DynamoDB B R i , MW AFHENBMHIRME , LA UERAFT ERNKIESR
RER— TableSchema, A TR{LEERE , BIUERATIRNBIESR, FATERNBESRN ,
BREENNREE R,

@® Note
ENEMHIRER , XNELEBLEEHEBREZLEZH. R THERELSERNFTHOASEE
M, BWEEE - NTRENEIR (Hlne:” ) KIFREN AL EEM. 7£E L DynamoDB %43
FEMRER | L E RS ESEIRICH DO_NOTHING WAFIEBMNEHEHE,
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https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Programming.LowLevelAPI.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-gs-tableschema.html

AWS ##EE hnZ SDK FRARER

£ R E R EIER

EAT ERNHIERET DynamoDB 58 ik & Fiw M DynamoDbEncryptionInterceptor IEER
W JE M4, Dynam SDK oDB AWS ¥IEFE iz A & LB MR B M5 DynamoDB & MEFRER TS
ENARFEME. BRIAMERT , RERUANFEBRHIOMEZEHALE , TREZLHEBRME,

(® Note

EFHASIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTiINZiB4E , HEH 3.3 HES
MRZAHY AWS BIEFENZSDK, EEMETSMWBFEER 281 |, EHHRASBAFREIE
#ZSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,

B>k aws-database-encryption-sdk DynamoDB #EEFim RN EZIES | S H L GitHub BY-
dynamodb 77 E R #Y SimpleClass.javas

HIABERT , TREHSERERME (SIGN_ONLY ) , MAEHME

MR I INBRFMER ( ENCRYPT_AND_SIGN ) » MNEFMEMEME XL
J9SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT , M4 XHEEFE 4 th %M
ESIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT., EiEEFMER , EEAEERT
DynamoDB By Java B i NZEEHRE LN MBZER, il , IRERERNENMNMEBHHITZE ,
B fEA @DynamoDbEncryptionSignOnly F#, MRENBFERMEHTEEHATHIEEMELT
X, FfEAeDynamoDbEncryptionSignAndIncludeInEncryptionContext, MR 4EER
MR ELEZHBFAEME (DO_NOTHING ) , iHfEA @DynamoDbEncryptionDoNothing E#,

(® Note
AWS & B il % SDKA X IR E B M H1THR

LUTFREERTHATENENCRYPT_AND_SIGNSIGN_ONLY. FIDO_NOTHINGE HiR{ERYERE,
EXETHATEMNH IR RHISIGN_AND _INCLUDE_IN_ENCRYPTION_CONTEXT , 554
SimpleClass4.java.

@DynamoDbBean
public class SimpleClass {

private String partitionKey;
private int sortKey;
private String attributel;
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https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-gs-tableschema.html#ddb-en-client-gs-tableschema-anno-bean
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/enhanced/dynamodb/mapper/annotations/package-summary.html
https://github.com/aws/aws-database-encryption-sdk-dynamodb//blob/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples/enhanced/SimpleClass.java
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-adv-features-nested.html
https://github.com/aws/aws-database-encryption-sdk-dynamodb//blob/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples/enhanced/SimpleClass4.java
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private String attribute2;
private String attribute3;

@DynamoDbPartitionKey
@DynamoDbAttribute(value = "partition_key")
public String getPartitionKey() {

return this.partitionKey;

public void setPartitionKey(String partitionKey) {
this.partitionKey = partitionKey;

@DynamoDbSortKey
@DynamoDbAttribute(value = "sort_key")
public int getSortKey() {

return this.sortKey;

public void setSortKey(int sortKey) {
this.sortKey = sortKey;

public String getAttributel() {
return this.attributel;

public void setAttributel(String attributel) {
this.attributel = attributel;

@DynamoDbEncryptionSignOnly
public String getAttribute2() {
return this.attribute2;

public void setAttribute2(String attribute2) {
this.attribute2 = attribute2;

@DynamoDbEncryptionDoNothing
public String getAttribute3() {
return this.attribute3;
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@DynamoDbAttribute(value = ":attribute3")

public void setAttribute3(String attribute3) {
this.attribute3 = attribute3;

}

FEAHE EIRMNEIEZ0E TableSchema , I TEMNARBERFT R

final TableSchema<SimpleClass> tableSchema = TableSchema.fromBean(SimpleClass.class);

FHEIENEERE
EFHEERBMERE , BB - Map XR , EENRF , BWENKRTEERHHNEENERE.

$8E ENCRYPT_AND_SIGN ANt EH#FH TN ML R, I8 SIGN_ONLY AN EMH#HITER , BEFat
1TiN%, $8ESIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTHEBMHITEEZEHAFHEGSEMRL
TXH, MRFAWEERHTER , WL ERNEBITINER, $8E DO_NOTHING AZBENE 4.

PXMNBEFEHEAMHASIGN_ONLYERSIGN_AND _INCLUDE_IN_ENCRYPTION_CONTEXT. 18
FEAEEE L NSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT , N4 XFNHEFRE it th %M
2SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,

@ Note

ZE{FFASIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTHNZRR4E , M AEA 33 HES
MRAEY AWS BIBEINZESDK, EEHETSHNHIBEER 2 5] | B EHRAISPBLEISE
#SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,

final Map<String, CryptoAction> attributeActionsOnEncrypt = new HashMap<>();
// The partition attribute must be signed
attributeActionsOnEncrypt.put("partition_key",
CryptoAction.SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT);
// The sort attribute must be signed
attributeActionsOnEncrypt.put("sort_key",
CryptoAction.SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT);
attributeActionsOnEncrypt.put("attributel"”, CryptoAction.ENCRYPT_AND_SIGN);
attributeActionsOnEncrypt.put("attribute2", CryptoAction.SIGN_ONLY);
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attributeActionsOnEncrypt.put("attribute3",
CryptoAction.SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT);
attributeActionsOnEncrypt.put(":attribute4", CryptoAction.DO_NOTHING);

DynamoD AWS B ##EFF inZ SDKH M INZ L &

£/ AWS BiEEMMZEESSDK , #4418 DynamoDB REXENMEERE, MHEEFRFAENERRT
BRFPENBUERFEERERAFT IROBIRRRBITE Lo

LT RIBEEA DynamoDB 38R & Fim, TableSchema AR FEBIBRELMATFHNREZEMER
E X DynamoDB R INZHE & .

final Map<String, DynamoDbEnhancedTableEncryptionConfig> tableConfigs = new
HashMap<>();
tableConfigs.put(ddbTableName,
DynamoDbEnhancedTableEncryptionConfig.builder()
.logicalTableName(ddbTableName)
.keyring(kmsKeyring)
.allowedUnsignedAttributePrefix(unsignedAttrPrefix)
.schemaOnEncrypt(tableSchema)
// Optional: only required if you use beacons
.search(SearchConfig.buildexr()
.writeVersion(l) // MUST be 1
.versions(beaconVersions)
.build())
.build());

BERE
EH T &8 DynamoDB RHZEBR B M.

581t DynamoDB EEIRME , BEREHUMB L XBER R EHOFERIE. BARNESE
R U MEE B DynamoDB REENBERE . VARLISERANBERE. TR
BE | BEREHAGS MR SN S HHE L. MREEH DynamoDB REHEME 1 17
% DynamoDB R/EXEEY , NBBEREH THRBRB NN ZE.

REHREE BN

EZWEMIRIESDHRIZH DO_NOTHING HE .

AUHNREEBUEFESFELRBPLEERIBRELER 2N, FRRER  IENEECELSSS
HEEEH, RE , ERFERN , FFHeNEEENATNREERETAEFTERIEHLREE
URBEZHRBLEREME. SERTREMATFHREREEPBEREL,
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https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Restore.Tutorial.html
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BRI LUEE 812 — N5 HATAE DO_NOTHING BMERNHAREXE L AT REB R T, BERLL
#a5#& DO_NOTHING BHMNEEFENAIR , AEANRSFES HBLEERESR, BRUEW
BE-— M ENEIER , BN T ARLREFMFTH DO_NOTHING BEMNTE, BXESEER
BFSH ERENBIREER,

WMREEBERNFTE DO_NOTHING BHIEERSR , LB E —/ allowedUnsignedAttributes
BA  ZBATERIEFFIREEZNERXEEMMNIZECESENAMERYE. BRERELX
PHER, TREXELATFHREEZEM,

BXREE (AE)
SearchConfig & LERRA

HMIETE SearchConfig FeEFEA T ZN MEH LR E T
EEEH (i)

algorithmSuiteIdENX T AWS BIEEMZRSDKERANEELEH,

BRIFCABEEBREEZEMN , BN AWS BEFEMZRFSDKEAMNE ZEN. MNEEZEHE

A AES-GCM E3£ , BfEBARE, BFLENBHAE. RERANELEGTREATASHA
RER  BEALERZRRAEEREN. Il RARFERNEZEHTURRRELEEERENT

Ro BX AWS BEFEMBFESDKFNEEZEHNEE , B NAWS BIEEFENRFZHNEZEH
SDKo

BRI HECDSABFEEH AES-GCM EEEH | BFERMEBEEFMARTFER.

.algorithmSuiteId(
DBEAlgorithmSuiteId.ALG_AES_256_GCM_HKDF_SHA512_COMMIT_KEY_SYMSIG_HMAC_SHA384)

£ AWS BIEFEMZEHTE SDK

UpdateltemX FEMBHRZEZWIAE |, BUEEMNZRSDKA T ddb:e AWS EFH B HZ B HYIN
B , %R ddb: Putltem, MRFE—NERIEEN Putltem FRFIENIE , NFHM B HNTE
ERMNEBME, EFVEJG CLOBBER , & a LAMERBSBRNERREFNNAERE M.

mERERE

£ AWS BIEEMZR 3.0.0 F 3.1.0 lRAHSDK , B HFESXABHE L NSIGN_ONLY , NZEH

ERFRBREENINFRTAE/L. DynamoDB TREESHINF, Hit , TEZEESHNTENEER
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https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_UpdateItem.html
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_PutItem.html
https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/services/dynamodbv2/datamodeling/DynamoDBMapperConfig.SaveBehavior.html#CLOBBER
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/HowItWorks.NamingRulesDataTypes.html#HowItWorks.DataTypes.SetTypes
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AR KM, HESHENREINF SRS AWS BIEEMZNINFTEHRSDK , BMEESHNEYE
SBEHENE  EERIEHSRK,

(® Note

AWS BIEEMEBRA 3.1.1 RESRANPAEEESREEENERTSDKAEIL , FitbiREE
IR F5E A DynamoDB KR FFAE[E

MREB[WIERY , NRFIREF KM IR E BT HHIRE R

software.amazon.cryptography.dbencryptionsdk.struc StructuredEncryptionException: ;&8 PLEl &Y
W AR,

MBEEWE EREREL , HEANNERZNMESEFEARE 3.00% 3.1.0 XENEE , BEF-dy
aws-database-encryption-sdk namodb-java #Zf# B #Y DecryptWithPermute B % , 7 fE20A1 pX Th & iE %
& & GitHub Bi¥F4E R,

Java R4l

BINEFIRNZEESE®EN AWS BIEEMMZESDK, FFF XA REE{HRAE X DynamoDB fl
REFIRNES

LA R4 8SE R Al E & F DynamoDB Y Java BF i MZERRFNARFHRHXRINE, R
A LA7E E#9 aws-database-encryption-sdk-dynamodb F & EH Java ROIFR K EEZ R ( HRERE
SHIRHBI ) o GitHub

AR RBER T i 7E RIEF B £ 3 Amazon DynamoDB R HEL&E&EF F DynamoDB #Y Java & i
NZE, MREEEBIMAN Amazon DynamoDB RUMITEFHINZ | B A 3.x FNZEIM
B

£

« {1 DynamoDB 1358 iR & F i

- ERA{ESR DynamoDB API

- FERARENR S DynamoDbltemEncryptor
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https://github.com/aws/aws-database-encryption-sdk-dynamodb-java/tree/v3.1.1/DecryptWithPermute
https://github.com/aws/aws-database-encryption-sdk-dynamodb//tree/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples

AWS BEE % SDK

{# f DynamoDB 1838 hx 2 F= i

FRARER

LA RmGE R A DynamoDB 858 # & FimDynamoDbEncryptionInterceptor MIZ£AIAXY
DynamoDB &I B AWS KMS #1T7i1% , iX=& DynamoDB AN —&2. API

R

& ] LATE DynamoDB 1858 %E P s P E AT AN EAE  BRMNBURTEFAEH AWS KMS
—NERAR,

(® Note

DynamoDB #EEMREFin A X8RN INE, ¥DynamoDbEncryptionInterceptors
&4 D API ynamoDB B & &£ A BN A] 62 A "] 12 3RV N 2%

BETENNKRB RS : EnhancedPutGetExample.java

FE] 1 Bl AWS KMS Z4AIR

AR RBiIfEFCreateAwsKmsMrkMultiKeyring X #RinaE AWS KMS KMS#4A 82 %47

PR, CreateAwsKmsMrkMultiKeyring A A RIARZEAINEES IE AL I 8 X Z A M 2 X &
£,

final MaterialProviders matProv = MaterialProviders.builder()

.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

final CreateAwsKmsMrkMultiKeyringInput keyringInput =
CreateAwsKmsMrkMultiKeyringInput.builder()
.generator(kmsKeyId)
.build();

final IKeyring kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);
HR 2 REFETEIRNBIER I EREN
LU RBIEAH ERNBIEXRBIZE TableSchema,

I RBHRIRFEBRNBIEENE ERIER LA SimpleClass.java EXH ., BXABHBRETINER
MEZIES , BSR AT ERHES,

(® Note
AWS & B il % SDKA X5 BRE B M 1THR
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https://github.com/aws/aws-database-encryption-sdk-dynamodb//blob/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples/enhanced/EnhancedPutGetExample.java
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AWS ##EE hnZ SDK FRARER

final TableSchema<SimpleClass> schemaOnEncrypt =
TableSchema.fromBean(SimpleClass.class);

HUR 3 1 UM Al LUBEBRTPLE R 4

AT RBIBRIZFTE DO_NOTHING B HREFRRWAIZR :” , HEAZBREN A FHARIEE M,
ERIRBREATE BN EEBHHBEERELZE 2. BXEZEE , HSH Allowed

unsigned attributes,

final String unsignedAttrPrefix = ":";

TR 4 AEMBERE
TR RBIESLT —A tableConfigs BREY , ZBRET R R DynamoDB R MZEE

LRI DynamoDB REMIEENIBEREN. BIBWEAEERENMNZEEZENE DynamoDB
REBEENEBBREB. BXEZEL |, 55 DynamoD AWS B BIEENZSDKHR K INZE &,

® Note
EFATERNNBRRERER , BELRENBZEEHEIE SearchConfigo

final Map<String, DynamoDbEnhancedTableEncryptionConfig> tableConfigs = new
HashMap<>();
tableConfigs.put(ddbTableName,
DynamoDbEnhancedTableEncryptionConfig.builder()
.logicalTableName(ddbTableName)
.keyring(kmsKeyring)
.allowedUnsignedAttributePrefix(unsignedAttrPrefix)
.schemaOnEncrypt(tableSchema)
.build());

$IR 5 . 82 DynamoDbEncryptionIntexceptor

LR RBIERSE 4 B9 tableConfigs FEIE—/NETHY
DynamoDbEncryptionInterceptor,

final DynamoDbEncryptionInterceptor interceptor =
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DynamoDbEnhancedClientEncryption.CreateDynamoDbEncryptionInterceptor(
CreateDynamoDbEncryptionInterceptorInput.builder()
.tableEncryptionConfigs(tableConfigs)
Lbuild()
);

S 6 . BIEFH AWS SDK DynamoDB & F i

LR RBIERSER 5 FRBIE T —/NET AWS SDKHEY DynamoDB % Fifinterceptor,

final DynamoDbClient ddb = DynamoDbClient.buildexr()
.overrideConfiguration(
ClientOverrideConfiguration.buildex()
.addExecutionInterceptor(interceptor)
.build())
.build();

HIR 7 : 812 DynamoDB B EFimH eI ER

LT RBIER S YR 6 12/ DynamoDB %/~ i) 2 AWS SDK DynamoDB @ E &= Fix , H1E
AT IRHNBERAIE R,

final DynamoDbEnhancedClient enhancedClient = DynamoDbEnhancedClient.builder()
.dynamoDbClient(ddb)
.build();
final DynamoDbTable<SimpleClass> table = enhancedClient.table(ddbTableName,
tableSchema);

SR 8 WRIMARTMHENLER

LA R 4If6E A DynamoDB #8358 ik & /i 31 B LA DynamoDB &, Z¥l B #E KA E
DynamoDB Z B R EEFin#t TNENEE,

final SimpleClass item = new SimpleClass();
item.setPartitionKey("EnhancedPutGetExample");
item.setSortKey(0);
item.setAttributel("encrypt and sign me!");
item.setAttribute2("sign me!");
item.setAttribute3("ignore me!");

table.putItem(item);
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{# K4 DynamoDB API

LA 7= 4515 B8 g0 Al f5E F i B AWS KMS Z4R RV {E4 D APl ynamoDB , @ ## DynamoDB &R 1E
ErmBMBRNLEETE, Putltem

A UERAEMRENERRL , BRIMNBWR ATRERAESR - AWS KMS ZRTE,

BEETENRBRHA : BasicPutGetExample.java

S 1 Bl AWS KMS Z4AER

AR RBIERACreateAwsKmsMrkMultiKeyring 3 #0%% AWS KMS KMS % 4R ¢ 2 %2 4R

IR, CreateAwsKmsMrkMultiKeyring J53E IR ZAM BN EFALE £ XKIF R AN S XE R
A,

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();
final CreateAwsKmsMrkMultiKeyringInput keyringInput =
CreateAwsKmsMrkMultiKeyringInput.builder()
.generator(kmsKeyId)
.build();
final IKeyring kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);

S| 2: BEBMRE

BTRRBIELT —4 attributeActionsOnEncrypt BRET | iZBRET R RKRINE M RHIE iR
1Eo

(® Note

AT ROIFRIFEAEEE L HSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT, HIR&
8 T {E{AISIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTEM , M4 XFEEFRE 4t
PARERSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,

final Map<String, CryptoAction> attributeActionsOnEncrypt = new HashMap<>();
// The partition attribute must be SIGN_ONLY
attributeActionsOnEncrypt.put("partition_key", CryptoAction.SIGN_ONLY);

// The sort attribute must be SIGN_ONLY
attributeActionsOnEncrypt.put("sort_key", CryptoAction.SIGN_ONLY);
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attributeActionsOnEncrypt.put("attributel", CryptoAction.ENCRYPT_AND_SIGN);
attributeActionsOnEncrypt.put("attribute2", CryptoAction.SIGN_ONLY);
attributeActionsOnEncrypt.put(":attribute3", CryptoAction.DO_NOTHING);

HPR 3 EUMZEA Al BABEBR TP LE B 1

AT RBIBRIZFTE DO_NOTHING B HEEFRRMWEIZR :” , HEAZBREN AR FHARIEE M.
B IRBIREATE BN EEBHBEERELZE 2. BXEZEE , HSH Allowed

unsigned attributes,

final String unsignedAttrPrefix = ":";

S 4 : EX DynamoDB KK MZE B
AT RBIESLT —A tableConfigs BREY , ZBRE KRR DynamoDB R INZELE

LRI DynamoDB REMIBEENIBEREN. BIIBWEERRENNZEERE DynamoDB
RBEENEBRE, BXESZEL |, 21 DynamoD AWS B HIEE MZSDKH HY A E &,

(® Note
EFATERNNEREEEr , SESAENEREH DHE SearchConfig,

final Map<String, DynamoDbTableEncryptionConfig> tableConfigs = new HashMap<>();
final DynamoDbTableEncryptionConfig config = DynamoDbTableEncryptionConfig.builder()
.logicalTableName(ddbTableName)
.partitionKeyName("partition_key")
.sortKeyName("sort_key")
.attributeActionsOnEncrypt(attributeActionsOnEncrypt)
.keyring(kmsKeyring)
.allowedUnsignedAttributePrefix(unsignedAttrPrefix)
.build();
tableConfigs.put(ddbTableName, config);

SB 5 : 812 DynamoDbEncryptionInterceptor

UTROIERSE 4 A#Y tableConfigs £l DynamoDbEncryptionInterceptor,

DynamoDbEncryptionInterceptor interceptor = DynamoDbEncryptionInterceptor.builder()
.config(DynamoDbTablesEncryptionConfig.builder()
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.tableEncryptionConfigs(tableConfigs)
.build())
.build();

S 6 : SIEHA AWS SDK DynamoDB & f- i

TR RBIFEFRZER 5 hieIE2 T — 43 AWS SDKH DynamoDB & iminterceptor,

final DynamoDbClient ddb = DynamoDbClient.buildexr()
.overrideConfiguration(
ClientOverrideConfiguration.buildexr()
.addExecutionInterceptor(interceptor)
.build())
.build();

FB, 7 : X DynamoDB RIMB #ITMEMZ R

TR ROIELT —A item BREY |, ZBRS RN /RHIRTE HHF %W E A DynamoDB &, %M
B £ &% F DynamoDB Z IR Fimit T MBMEE,

final HashMap<String, AttributeValue> item = new HashMap<>();
item.put("partition_key", AttributeValue.builder().s("BasicPutGetExample").build());
item.put("sort_key", AttributeValue.builder().n("0").build());
item.put("attributel", AttributeValue.builder().s("encrypt and sign me!").build());
item.put("attribute2", AttributeValue.builder().s("sign me!").build());
item.put(":attribute3", AttributeValue.builder().s("ignore me!").build());

final PutItemRequest putRequest = PutItemRequest.builder()
.tableName(ddbTableName)
.item(item)

.build();

final PutItemResponse putResponse = ddb.putItem(putRequest);

fF ARIKMIF 5] DynamoDbltemEncryptor

AR RANR At E AHHE AWS KMS ZHFNBRIES 5 DynamoDbItemEncryptor REEXT R
BT MBEFMZR. DynamoDbItemEncryptor R¥FI B A DynamoDB &,

& ] LATE DynamoDB 828 %E Fin P E AT A FNEAE , BRMNBURTEFAEH AWS KMS
— r&-{ﬁ%o
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® Note

BYK BI#9 DynamoDbItemEncryptor A Fa/## &R MNE,
FfDynamoDbEncryptionInterceptor5{&4k D APl ynamoDB &4 f# F BN v fiE F m] #8 3R 49

Nz,

BEETENRBRA : temEncryptDecryptExample.java

FE] 1 Bl AWS KMS Z4AIR

AR RBlfEFACreateAwsKmsMrkMultiKeyringX# & AWS KMS KMS % 4A 61 2 %47
¥, CreateAwsKmsMrkMultiKeyring A AR HR 2 EANEED E AL E 2 Xig AN 2 Xig®

o

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())

.build();
final CreateAwsKmsMrkMultiKeyringInput keyringInput =
CreateAwsKmsMrkMultiKeyringInput.builder()
.generator(kmsKeyId)

.build();
final IKeyring kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);

S| 2 BEBMHRE

LRRBIENLT —/ attributeActionsOnEncrypt BRET | ZBRET R RKRIE B ROIE iR
1Eo

® Note
AT R RASHEAE 1 E L SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT, fIR&
FSE TEMISIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTEM , Mo XFMEFE Mt
AR SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,

final Map<String, CryptoAction> attributeActionsOnEncrypt = new HashMap<>();
// The partition attribute must be SIGN_ONLY
attributeActionsOnEncrypt.put("partition_key", CryptoAction.SIGN_ONLY);

// The sort attribute must be SIGN_ONLY
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attributeActionsOnEncrypt.put("sort_key", CryptoAction.SIGN_ONLY);
attributeActionsOnEncrypt.put("attributel"”, CryptoAction.ENCRYPT_AND_SIGN);
attributeActionsOnEncrypt.put("attribute2", CryptoAction.SIGN_ONLY);
attributeActionsOnEncrypt.put(":attribute3", CryptoAction.DO_NOTHING);

HUR 3 1 EUMNESA APl BUBEBR TP LE B 1

AT RBIBRIZFTE DO_NOTHING B HREFRRWAIZR :” , HEAZBREN A FHARIEE M.
B IRBREAHE BN EEBHBEEREZR 2. BXEZEE , HS5H Allowed

unsigned attributes,

final String unsignedAttrPrefix = ":";

S 4 : X DynamoDbItemEncryptor B &
LARRBIE X DynamoDbItemEncryptor BIELE,

LRI DynamoDB REMIEENIZEREN. BIAUBWEAERRENMNZEEMF DynamoDB
REBIEBENBEBEREB. BXEZEE |, 55 DynamoD AWS B ##EFE N2 SDKH B I EL &,

final DynamoDbItemEncryptorConfig config = DynamoDbItemEncryptorConfig.builder()
.logicalTableName(ddbTableName)
.partitionKeyName("partition_key")
.sortKeyName("sort_key")
.attributeActionsOnEncrypt(attributeActionsOnEncrypt)
.keyring(kmsKeyring)
.allowedUnsignedAttributePrefix(unsignedAttrPrefix)
.build();

£ 5 : /2 DynamoDbItemEncryptor

DR RBIERASER 4 P9 config BIEFHH DynamoDbItemEncryptor,

final DynamoDbItemEncryptor itemEncryptor = DynamoDbItemEncryptor.builder()
.DynamoDbItemEncryptorConfig(config)
.build();

SR 6 EENKRTERTMBENER

LA R~ HIfEF DynamoDbItemEncryptor BN T H#TMZEMZ
%o, DynamoDbItemEncryptor A4 B M A DynamoDB &k,
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final Map<String, AttributeValue> originalltem = new HashMap<>();
originalItem.put("partition_key",
AttributeValue.builder().s("ItemEncryptDecryptExample").build());
originalItem.put("sort_key", AttributeValue.builder().n("@").build());
originalItem.put("attributel”, AttributeValue.builder().s("encrypt and sign
me!").build());

originalItem.put("attribute2", AttributeValue.builder().s("sign me!").build());
originalItem.put(":attribute3", AttributeValue.builder().s("ignore me!").build());

final Map<String, AttributeValue> encryptedItem = itemEncryptor.EncryptItem(
EncryptItemInput.builder()
.plaintextItem(originalItem)
.build()
).encryptedItem();

I A DynamoDB FKELE J £ F&A T DynamoDB AWS HEIEE % SDK

BIINEFiHNZEEEERA N AWS BIEEMZSDK, AF KA RIEENREMEEX DynamoDB i1
BRELIRNES

£ EMA T DynamoDB # Java BEFIRINBZREN 3.x A4S , B LB BEIHEH Amazon DynamoDB &
LMIEFPEMNSR, ZETBREEXFMRA 3.x FEEFZRNIME DynamoDB REXBHN=NSEHN

B
FRFA

=T DynamoDB ) Java & FPim N2 EF B R 3.x FE AWS SDK for Java 2.x F1RHH
DynamoDB @ H &E Fim, MREMIEEA D ynamoDBMapper , M A450FE# AWS SDK for Java 2.x
B BE{FE A DynamoDB #58 B & /iR,

BB M AWS SDK for Javaly kiR as 1.x EBE 2.x #9134 BB 1T 4,

RE , BB A6 DynamoDB 858 iR & i, API

ENREENFERERT DynamoDB Y Java BEFImNZREZ Bl , BEEFE AT TR BIEREK
TableSchema , # HEE G| 28 @A E g,
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S| EREIRANBEANZDE

SERELTEER , 7 AWS BIERFE NZ SDKE P im fF SREMBEAMZTM B N ER, BBUATERG , &
MEFIRRSREERNBEAAXTE, EFRXNBARPNEMHTERTNENLESR , BH 5B LM
ZM B EREMANERITHRE, XEFREFESWAFTIBMEZHTE BFES, ERERMTT—F
BRIAEZE , MR T EREHE DS —MREER,

1. EXIEH B HIRE

EFMFERNBERATEEMERE  XEREENPLEEEERBMEMES | BLERHUIRE
B, B,

BX DynamoDB ##8REFiRIRNEZIES , H2H L GitHub# aws-database-encryption-
sdk-dynamodb ZFf#&EH#Y SimpleClass.javas

RIMBERT , TREMLCEREARMNE (SIGN_ONLY ) , MATEHMAEHHEZE ZEMN

Z# ( ENCRYPT_AND_SIGN) . EEEHINER , BEFEAEREAT DynamoDB Y Java
EPRNBREFENHMNZ IR, flin, MREAEBNENMEBUHRITES |, BEH
@DynamoDbEncryptionSignOnly F#H., MRENFEBMHTEEHFHIEEMELTX
# | E#EHeDynamoDbEncryptionSignAndIncludeInEncryptionContextiE#, MERXI4E
EEMBRATELZBW A EME ( DO_NOTHING ) , i5fEMH @DynamoDbEncryptionDoNothing i
%o

@ Note

WMRIBIEE 7 EMSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTE M , & X
FMEEFE Mt 42 SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT., BXER
BT ENKERH RHISIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT , &S H
SimpleClass4.java.

BRARNTRH , ESH ERATERNBIES
2. B MR R A] ABEBR IR LE /R 14

AT RBIBRIZFTE DO_NOTHING B HEFRRWRIZR :” , HEAZBREN A FHARIBZE M.
B IRFERIFEMTE RN EEBMEBEBRELSE 2N, BXEZER | i55H Alowed

unsigned attributes,

final String unsignedAttrPrefix = ":";
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3. QIBRE AR

LT REI0IE - AWS KMS ZiHiR. AWS KMS ZAREAXN MR INZRIEN T INERSA AWS
KMS keys REMK, INEHEMERBIEZH,

WRBIEACreateMrkMul tiKeyring X #NZ AWS KMS KMSZ4A 6 2 % 4A
IR, CreateAwsKmsMrkMultiKeyring A AT R ZAM BN EFAE £ XIFRAN S XER
R,

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();
final CreateAwsKmsMrkMultiKeyringInput keyringInput =
CreateAwsKmsMrkMultiKeyringInput.builder()
.generator(kmsKeyId)
.build();
final IKeyring kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);

4. £ X DynamoDB &R %l &
LTRRBIENLT—/ tableConfigs &Y , ZMREI R Rtk DynamoDB R INZE L E .

LRI DynamoDB REMIEENIBEREN. BIBWEERRENMNZEEZENF DynamoDB
REBEENEBBREB. BXEZEL |, 55 DynamoD AWS B HIEEMZHSDKH K INZE &,

AIIETE FORCE_WRITE_PLAINTEXT_ALLOW_READ_PLAINTEXT ERBAN ENR, HRREBKEESE
IMAMEABRNINE | BEMZEWME , HEFEFHEEFERUEANZIE,

final Map<String, DynamoDbTableEncryptionConfig> tableConfigs = new HashMap<>();
final DynamoDbTableEncryptionConfig config = DynamoDbTableEncryptionConfig.builder()

.logicalTableName(ddbTableName)

.partitionKeyName("partition_key")

.sortKeyName("sort_key")

.schemaOnEncrypt(tableSchema)

.keyring(kmsKeyring)

.allowedUnsignedAttributePrefix(unsignedAttrPrefix)

.plaintextOverride(PlaintextOverride.FORCE_WRITE_PLAINTEXT_ALLOW_READ_PLAINTEXT)
.build();
tableConfigs.put(ddbTableName, config);
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5. 812 DynamoDbEncryptionInterceptor

T RBIERSER 3 A tableConfigs #2 DynamoDbEncryptionInterceptor,

DynamoDbEncryptionInterceptor interceptor = DynamoDbEncryptionInterceptor.buildexr()
.config(DynamoDbTablesEncryptionConfig.builder()
.tableEncryptionConfigs(tableConfigs)
.build())
.build();

|2 EAEMBNERTE

¥ % DynamoDbEncryptionInterceptor BEFHANEE , UATEF REAENENZEZHIMN
B, BBHFUATESRG , EFRHBELESR 1 PRENELERENFHTERITNENEE, BF
eI NI B AR EMENLENIE,

EHERTIR 3 28, BUANKEPMENENHAXI B H#HTNENZEE., BLEETE—ER
REWRPEMNZEZNAERAXME, FANEHNREREENNIRE., fln, BUUERRSIRE
DEEHAER , ARERALZENHNEHRENNZEEESME., BiRAIRPWAXAINE , BRIMNBIL
H#EFIET~ 88 aws_dbe_headflaws_dbe_footBHMINE , XL B EMBME BT AWS BiFE
FEINZRSDKAR I B A,

DTRBIEFHTSR A PRRNBRE, SXTER
FORBID_WRITE_PLAINTEXT_ALLOW_READ_PLAINTEXT BE#BAS EH X, 1Z5KME4KEE 5 HEYEA LM
B, Bt&FEBMMEAMBZIME. DynamoDbEncryptionInterceptorfE A EFHNANELIE — N
#tableConfigs.

final Map<String, DynamoDbTableEncryptionConfig> tableConfigs = new HashMap<>();
final DynamoDbTableEncryptionConfig config = DynamoDbTableEncryptionConfig.builder()

.logicalTableName(ddbTableName)

.partitionKeyName("partition_key")

.sortKeyName("sort_key")

.schemaOnEncrypt(tableSchema)

.keyring(kmsKeyring)

.allowedUnsignedAttributePrefix(unsignedAttrPrefix)

.plaintextOverride(PlaintextOverride.FORBID_WRITE_PLAINTEXT_ALLOW_READ_PLAINTEXT)
.build();
tableConfigs.put(ddbTableName, config);
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HI| 3 NEMEMBEMEZIE

EXNFAET B BHTMBEMERE , I E#H DynamoDbEncryptionInterceptor BEHFMAXER ,
UENATEFHRRANBEAEMEBENZEENTE, BBHFUTENRS , BRHERBEESER 1 F
BEENEMERENFIEHTMENES, ERREBENENENZENTAE,

UTTRAIEHTSR 2 PNRMEERE, BRI SER
FORBID_WRITE_PLAINTEXT_FORBID_READ_PLAINTEXT EFEAXER , Al

DB E R BEREAN K, BRIABERT , ERHUERANEA S NBNEE NI

H. DynamoDbEncryptionInterceptorfEAEMMWAHBRIE —MFTWtableConfigs,

final Map<String, DynamoDbTableEncryptionConfig> tableConfigs = new HashMap<>();
final DynamoDbTableEncryptionConfig config = DynamoDbTableEncryptionConfig.builder()

.logicalTableName(ddbTableName)

.partitionKeyName("partition_key")

.sortKeyName("sort_key")

.schemaOnEncrypt(tableSchema)

.keyring(kmsKeyring)

.allowedUnsignedAttributePrefix(unsignedAttrPrefix)

// Optional: you can also remove the plaintext policy from your configuration

.plaintextOverride(PlaintextOverride.FORBID_WRITE_PLAINTEXT_FORBID_READ_PLAINTEXT)
.build();
tableConfigs.put(ddbTableName, config);

TR EE A TF DynamoDB #Y Java & F i i %2 EE MY iR AR 3.x

BIINEFRNZFEEERA N AWS BIRENZE SDK. &I XA RIEREHRABR DynamoDB
IEE FiREE S

i&E AT DynamoDB #Y Java B im B ERRA 3.x BX 2.x RKBENEARE, ©BRBWZEF,
PIINFAV SR BER R, NS ES XS, TERYER , URATEZNNEXE. 2TBRHE
KM AIB TR R 3.x WiES,

MIRZA 1.x TBE 2.x

EEBERA 3.x 2B AEBERAE 2.x, IRA 2.x BNEHEHEFNFESM
MostRecentProvider i CachingMostRecentProvider, MIREHFFEANRETHE
MostRecentProvider 5 EMATF DynamoDB ¥ Java FF i B EMMRA 1.x , BFFARBH
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WFEZMEFH N CachingMostRecentProvider, ETHEZEE K BSRSHEHREFNE
#o

MAERZS 2.x T E 3.x
LA 2558 15 BA a0 i S8 9 AR BB M E I T DynamoDB B Java B i iR FEERIRRAS 2.x E B BIARA 3.0
F15, EZFFEGREANIE

ERATESR , EREN AWS BIEFME SDK FFHum , REERANTE, BBUTERE , &
B PR REASRA 2x MENITARRNET, ENFFFEEEMMEA 2x RXFHHE |, B
X L5 S i i A 3 ENGRT A SN B R

RIS E #T AWS SDK for Java Zl 2.x ki

EHTF DynamoDB #y Java & F s N2 FEA A 3.x FE DynamoDB @ # & %, DynamoDB
1858 iR 2 2 iR S AR S BT AR A R i FH B9 DynamoDBMapper, BEAEEAEE PG | S4I1EH
AWS SDK for Java 2.x,

BB M AWS SDK for Javaly ki as 1.x EBE 2.x B4 A B 1T 4,

BEXREERLE AWS SDK for Java 2.x BIRNEZE LR |, BSR4,
BELNEF T , LUEEHIBRA NI E

BLTERER T LT RE R hArE RN SRR,
1. BIE-NEHRE,

BRI 2 41 K B R R AU A BT AR AN 895E A T DynamoDB 89 Java & /= Ui 1l 22 e € A
Ry I A RHR R FF o

/A Important
BEARZARIIEEN SREZRLAERE 2x AT MEMBEERFHSEHA
LT

2. BIE-—IEIERMRNREN,
LB BRA T E XIT 1R A€ B 1 B iR 6E A R B MR 1F

BXxfEALF DynamoDB #iaRE FIKHIER , 55 H (AWS SDK for Java FF X A R 8
) PMER—/ TableSchema,

Java 166


https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/dynamodb-enhanced-client.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/DynamoDBMapper.Methods.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/migration.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-gs-tableschema.html

AWS BEE % SDK

FRARER

© ®© N o

LT REIBRIREEFERFTNREEREIBRMRE 2.x PERENTEIRE. BXABERES
IERNESZES |, BER EATERNBIES,

(® Note
WMRIEIEE TEAISIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTE , M4 X
FHEFE Hth 40 2SIGN_AND_INCLUDE_IN_ENCRYPTION _CONTEXT., BXE R
BT ENKERK RHISIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT , &S
SimpleClass4.java.

EXMNE R Al ABEBRIBLE o
BLETE 2.x IRAZERPEEREHRFNE XS,

S REYATRBEXEED BB EERE.

BLi& DynamoDBEncryptor & &M T DynamoDB #Y Java & i iR FERI MR AS 2.x 5
0 .

BEEZITHN.

#1% DynamoDbEncryptionInterceptor,

B2 —/NETHY AWS SDK DynamoDB & F i o

£/2 DynamoDBEnhancedClient # RGN EELGER,

Z 7% DynamoDB #HRMEFHNELEE , HZ R EEBEE ik,

public class MigrationExampleStepl {

public static void MigrationStepl(String kmsKeyId, String ddbTableName, int

sortReadValue) {

// 1. Create a Keyring.

// This example creates an AWS KMS Keyring that specifies the

// same kmsKeyId previously used in the version 2.x configuration.

// It uses the 'CreateMrkMultiKeyring' method to create the

// keyring, so that the keyring can correctly handle both single

// region and Multi-Region KMS Keys.

// Note that this example uses the AWS SDK for Java v2 KMS client.

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();
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final CreateAwsKmsMrkMultiKeyringInput keyringInput =
CreateAwsKmsMrkMultiKeyringInput.builder()
.generator(kmsKeyId)
.build();
final IKeyring kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);

// 2. Create a Table Schema over your annotated class.

// For guidance on using the new attribute actions

// annotations, see SimpleClass.java in the

// aws-database-encryption-sdk-dynamodb GitHub repository.

// All primary key attributes must be signed but not encrypted
// and by default all non-primary key attributes

// are encrypted and signed (ENCRYPT_AND_SIGN).

// If you want a particular non-primary key attribute to be signed but
// not encrypted, use the 'DynamoDbEncryptionSignOnly' annotation.
// If you want a particular attribute to be neither signed nor encrypted

// (DO_NOTHING), use the 'DynamoDbEncryptionDoNothing' annotation.
final TableSchema<SimpleClass> schemaOnEncrypt =
TableSchema.fromBean(SimpleClass.class);

// 3. Define which attributes the client should expect to be excluded

// from the signature when reading items.

// This value represents all unsigned attributes across the entire

// dataset.

final List<String> allowedUnsignedAttributes = Arrays.aslList("attribute3");

// 4. Configure an explicit map of the attribute actions configured
// in your version 2.x modeled class.

final Map<String, CryptoAction> legacyActions = new HashMap<>();
legacyActions.put("partition_key", CryptoAction.SIGN_ONLY);
legacyActions.put("sort_key", CryptoAction.SIGN_ONLY);
legacyActions.put("attributel", CryptoAction.ENCRYPT_AND_SIGN);
legacyActions.put("attribute2", CryptoAction.SIGN_ONLY);
legacyActions.put("attribute3", CryptoAction.DO_NOTHING);

// 5. Configure the DynamoDBEncryptor that you used in version 2.x.

final AWSKMS kmsClient = AWSKMSClientBuilder.defaultClient();

final DirectKmsMaterialProvider cmp = new DirectKmsMaterialProvider(kmsClient,
kmsKeyId);

final DynamoDBEncryptor oldEncryptor = DynamoDBEncryptor.getInstance(cmp);

// 6. Configure the legacy behavior.
// Input the DynamoDBEncryptor and attribute actions created in
// the previous steps. For Legacy Policy, use
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read

//

//
//
final

// 7.
final

HashMap<>();
tableConfigs.put(ddbTableName,

final

// 8.
//

final

// 9.
//
final

'FORCE_LEGACY_ENCRYPT_ALLOW_LEGACY_DECRYPT'. This policy continues to

and write items using the old format, but will be able to read
items written in the new format as soon as they appear.
LegacyOverride legacyOverride = LegacyOverride
.builder()
.encryptor(oldEncryptor)
.policy(LegacyPolicy.FORCE_LEGACY_ENCRYPT_ALLOW_LEGACY_DECRYPT)
.attributeActionsOnEncrypt(legacyActions)
.build();

Create a DynamoDbEncryptionInterceptor with the above configuration.
Map<String, DynamoDbEnhancedTableEncryptionConfig> tableConfigs = new

DynamoDbEnhancedTableEncryptionConfig.buildexr ()
.logicalTableName(ddbTableName)
.keyring(kmsKeyring)
.allowedUnsignedAttributes(allowedUnsignedAttributes)
.schemaOnEncrypt(tableSchema)
.legacyOverride(legacyOverride)
.build());
DynamoDbEncryptionInterceptor interceptor =
DynamoDbEnhancedClientEncryption.CreateDynamoDbEncryptionInterceptoxr(
CreateDynamoDbEncryptionInterceptorInput.builder()
.tableEncryptionConfigs(tableConfigs)
Lbuild()
);

Create a new AWS SDK DynamoDb client using the
interceptor from Step 7.
DynamoDbClient ddb = DynamoDbClient.buildexr()
.overrideConfiguration(
ClientOverrideConfiguration.builder()
.addExecutionInterceptor(interceptor)
.build())
.build();

Create the DynamoDbEnhancedClient using the AWS SDK DynamoDb client
created in Step 8, and create a table with your modeled class.
DynamoDbEnhancedClient enhancedClient = DynamoDbEnhancedClient.builder()
.dynamoDbClient(ddb)
.build();

Java

169



AWS ##EE hnZ SDK FRARER

final DynamoDbTable<SimpleClass> table = enhancedClient.table(ddbTableName,
tableSchema);

}

£25, AFHRAREIHE

HER A PHEXBFBRNFARIREGEEE , BERATIER , F AWS BIEFENZE SDK & iRkl & J 2
FRABEATE, BBUTEWRE , ENEFHRELEIIABANTE , FETHRUAFTBEAREMNE
W E .

DTEREER T U TREROFFTERH TR,

1. HEREZAH. REMY, [BHEMERE allowedUnsignedAttributes
DynamoDBEncryptor , MEEES IR 1 FHRITHRIE—#,
FEBTHAEMANERAFTEIANREHNDE .,

£1% DynamoDbEncryptionInterceptor

B2 — N FH AWS SDK DynamoDB & F ifso
£% DynamoDBEnhancedClient HERAEHNEERGIEK,

o M 0D

ZE 7 # DynamoDB R EFHRNELEE , HSHAEHEBEE ik,

public class MigrationExampleStep2 {

public static void MigrationStep2(String kmsKeyId, String ddbTableName, int
sortReadValue) {
// 1. Continue to configure your keyring, table schema, legacy
// attribute actions, allowedUnsignedAttributes, and
// DynamoDBEncryptor as you did in Step 1.
final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
Lbuild();
final CreateAwsKmsMrkMultiKeyringInput keyringInput =
CreateAwsKmsMrkMultiKeyringInput.builder()
.generator(kmsKeyId)
Lbuild();
final IKeyring kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);

final TableSchema<SimpleClass> schemaOnEncrypt =
TableSchema.fromBean(SimpleClass.class);
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final List<String> allowedUnsignedAttributes = Arrays.aslList("attribute3");

final Map<String, CryptoAction> legacyActions = new HashMap<>();
legacyActions.put("partition_key", CryptoAction.SIGN_ONLY);
legacyActions.put("sort_key", CryptoAction.SIGN_ONLY);
legacyActions.put("attributel", CryptoAction.ENCRYPT_AND_SIGN);
legacyActions.put("attribute2", CryptoAction.SIGN_ONLY);
legacyActions.put("attribute3", CryptoAction.DO_NOTHING);

final AWSKMS kmsClient = AWSKMSClientBuilder.defaultClient();
final DirectKmsMaterialProvider cmp = new DirectKmsMaterialProvider(kmsClient,

kmsKeyId);

final DynamoDBEncryptor oldEncryptor = DynamoDBEncryptor.getInstance(cmp);

// 2. Update your legacy behavior to only write new items using the new
// format.
// For Legacy Policy, use 'FORBID_LEGACY_ENCRYPT_ALLOW_LEGACY_DECRYPT'. This

policy
// continues to read items in both formats, but will only write items
// using the new format.
final LegacyOverride legacyOverride = LegacyOverride
.builder()
.encryptor(oldEncryptor)
.policy(LegacyPolicy.FORBID_LEGACY_ENCRYPT_ALLOW_LEGACY_DECRYPT)
.attributeActionsOnEncrypt(legacyActions)
.build();
// 3. Create a DynamoDbEncryptionInterceptor with the above configuration.
final Map<String, DynamoDbEnhancedTableEncryptionConfig> tableConfigs = new
HashMap<>();

tableConfigs.put(ddbTableName,
DynamoDbEnhancedTableEncryptionConfig.builder()
.logicalTableName(ddbTableName)
.keyring(kmsKeyring)
.allowedUnsignedAttributes(allowedUnsignedAttributes)
.schemaOnEncrypt(tableSchema)
.legacyOverride(legacyOverride)
.build());
final DynamoDbEncryptionInterceptor interceptor =
DynamoDbEnhancedClientEncryption.CreateDynamoDbEncryptionInterceptor(
CreateDynamoDbEncryptionInterceptorInput.buildexr()
.tableEncryptionConfigs(tableConfigs)
.build()
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);

// 4. Create a new AWS SDK DynamoDb client using the
// interceptor from Step 3.
final DynamoDbClient ddb = DynamoDbClient.builder()
.overrideConfiguration(
ClientOverrideConfiguration.builder()
.addExecutionInterceptor(interceptor)
.build())
.build();

// 5. Create the DynamoDbEnhancedClient using the AWS SDK DynamoDb Client
created
// in Step 4, and create a table with your modeled class.
final DynamoDbEnhancedClient enhancedClient = DynamoDbEnhancedClient.builder()
.dynamoDbClient(ddb)
.build();
final DynamoDbTable<SimpleClass> table = enhancedClient.table(ddbTableName,
tableSchema);
}
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¥, NERWEEBIRIBEMEEN DynamoDBEncryptor,

2. f/% DynamoDbEncryptionInterceptor,

3. BIE—1EHH AWS SDK DynamoDB % /= if
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public class MigrationExampleStep3 {

public static void MigrationStep3(String kmsKeyId, String ddbTableName, int
sortReadValue) {
// 1. Continue to configure your keyring, table schema,
// and allowedUnsignedAttributes as you did in Step 1.
// Do not include the configurations for the DynamoDBEncryptor or
// the legacy attribute actions.
final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();
final CreateAwsKmsMrkMultiKeyringInput keyringInput =
CreateAwsKmsMrkMultiKeyringInput.builder()
.generator(kmsKeyId)
.build();
final IKeyring kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);

final TableSchema<SimpleClass> schemaOnEncrypt =
TableSchema.fromBean(SimpleClass.class);

final List<String> allowedUnsignedAttributes = Arrays.aslList("attribute3");

// 3. Create a DynamoDbEncryptionInterceptor with the above configuration.
// Do not configure any legacy behavior.
final Map<String, DynamoDbEnhancedTableEncryptionConfig> tableConfigs = new
HashMap<>();
tableConfigs.put(ddbTableName,
DynamoDbEnhancedTableEncryptionConfig.builder()
.logicalTableName(ddbTableName)
.keyring(kmsKeyring)
.allowedUnsignedAttributes(allowedUnsignedAttributes)
.schemaOnEncrypt(tableSchema)
.build());
final DynamoDbEncryptionInterceptor interceptor =
DynamoDbEnhancedClientEncryption.CreateDynamoDbEncryptionInterceptor(
CreateDynamoDbEncryptionInterceptorInput.builder()
.tableEncryptionConfigs(tableConfigs)
.build()
);

// 4. Create a new AWS SDK DynamoDb client using the
// interceptor from Step 3.
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final DynamoDbClient ddb = DynamoDbClient.builder()
.overrideConfiguration(
ClientOverrideConfiguration.builder()
.addExecutionInterceptor(interceptor)
.build())
.build();

// 5. Create the DynamoDbEnhancedClient using the AWS SDK Client

// created in Step 4, and create a table with your modeled class.

final DynamoDbEnhancedClient enhancedClient = DynamoDbEnhancedClient.buildex()
.dynamoDbClient(ddb)
Lbuild();

final DynamoDbTable<SimpleClass> table = enhancedClient.table(ddbTableName,
tableSchema);
}
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73 DynamoDB Z % .NET & is N %5 &

DynamoDB HJ.NET & /i 02 & L AWS.cryptography H’Jﬁ/iﬂmfm DbEncryptionSDK,
DynamoDb3T @it & NuGet. HXREMUBRENFMEE. , 1S H-dynamodb FEEFH .NET
README.md X #. aws—database-encryption-sdkﬂﬂﬁi‘d’i&ﬁ AWS Key Management Service f
A () 49 , DynamoDB AWS SDK for NET ®9.NET BEF I MZEHBEE, AWS KMSEE AWS SDK
for NET NuGet B2 — &%,

WA 3, DynamoDB #J.NET & ix B EF M x 3 .NET 6.0 #.NET Framework net48 K E SR
7,

A .NET iz,

DynamoDB HJ.NET BEF mMBZEFR2EREMBEE. DynamoDB H.NET BEFmNBREFRNFESE
BRFEHEE , BFSERH#EKERER,

N T EBEH#TIAR , BESHTE AWS SDK for NETH A BHEIERKINEE, FHAEMEIRHBEE AWS
SDK for .NET AJ LA B IR X 20 7€ DynamoDB #9.NET & ik & EE A HI A AWS SDK for NET 45i%
A DynamoDB KY.NET & im N2 FEH HI A 1R, BHX AWS SDK for NET BEIEEKNAE |, S
FAWSLogging {AWS SDK for NET FRARIERE) . (EEFZEE , IEREIT Open to view .NET
Framework content %', )

. NETDynamoDB W& F i N2 FE

REBERT A 3 P —LERBMEBIR, B x 1. NETDynamoDB HI % um il & .

BXRERARENEMAFSE, NETDynamoDB WEFIRINZE , i§5H, NET_LEH aws-database-
encryption-sdk-dynamodb 1Ff&FEF B =, GitHub
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1Bt P

M LE# , DynamoDB SDK By AWS BIEFENZ 2 —FU1 B NZes. RAIMMERRA 3, B x 1o
NETDynamoDB W& Fim NZEE , ATERUTARXXEHN DynamoDB RIM B #HTNE., £&., ¥
IERRE,

DynamoDB SDK EV{K4k AWS ZiEFENZ API

A A A RN B R E DynamoDB &P iR , ZEF w2 B AR DynamoDB i#RER
P E#HTMBENER, PutltemZ A EEFEALEFR , B ATUAMNEIEERSIHNREFA
{LiER,

B EFASDKEA T D APl ynamoDB KK AWS BIEFE N 2 se A al i RV &,
BIK% 549 DynamoDbItemEncryptox

BIE 5I#Y DynamoDbItemEncryptor & A DynamoDB Bl A [E 31 R RY 2RI B #E1T N Z5 .
ZEBRMBAMNBIL, ©F A%k H DynamoDB PutItem 5 GetItem &R, BRI | EATLAE
ABIES 518 DynamoDbItemEncryptor EEMFE MU B LK R K DynamoDB I H ., MR
BERARIELBIDynamoDbItemEncryptor , RANBIEFER RS HEER | ZEFE AWS SDK
for NET i FT5 DynamoDB &1E.

BERRBIH DynamoDbItemEncryptor R F A R MZ,

DynamoD AWS B ¥#EE tNZ SDKH K E M #HR 4

BHREREVPLEEELTNENEE  BERLETLS , BELILEHIEEMBELTXF , B

LW B R

EREERMERE, NETEFR  EANKERFIHELEERE, BIE—Dictionary R
RIEEEHEMERE  HPBN-EXNRTIEEEBNIEERF,

BXE ENCRYPT_AND_SIGN AN EBMHITIMZEFNZ R, FBE SIGN_ONLY ANEMHHFHITER , BEF#
T2, FEESIGN_AND_INCLUDE_IN _ENCRYPTION CONTEXTHEM#HITZEZHHHASEME L
TXH, MRFAHNEEHITZE , UL ENE#ITINE, 15FE DO_NOTHING AZBENE 4.

P EXAEFBEEABAISIGN_ONLYSHKSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT., IR
SHEAEHE X HSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT , M4 XFHERFE 4 th 45m
2 SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,
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(@ Note
ENEMRIER , PAELEREEHHERESEZH. ATHREFEFNFNASIEE
M, BWEEE-—NTRENER ( Hlwne:” ) KIFREN AL EEM. 7£E L DynamoDB %43
ME R ER | SR EBEEIICH DO_NOTHING WATERMHNE M B+,

LT REESER T M ERE
TFEENCRYPT_AND_SIGNSIGN_ONLYSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT. .
FIDO_NOTHINGE 1R E. NETEF, WRHEIGEHABIZR “:” KFIZDO_NOTHINGSE 14,

® Note
E{FFASIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTHNZRR4E , M AEH I3 RES
MRZASH9 AWS BIEEMNZSDK, EEMETSMBREEIR 281 |, LHHRASBAFREIE
#SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,

var attributeActionsOnEncrypt = new Dictionary<string, CryptoAction>

{
["partition_key"] = CryptoAction.SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT, // The

partition attribute must be signed
["sort_key"] = CryptoAction.SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT, // The sort
attribute must be signed
["attributel"] = CryptoAction.ENCRYPT_AND_SIGN,
["attribute2"] CryptoAction.SIGN_ONLY,
["attribute3"] CryptoAction.SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,
[":attribute4"] = CryptoAction.DO_NOTHING

1Y

DynamoD AWS B ##&FF inZ SDKH M INZ Bl &
FH AWS BIEFEMNZRTSDK , #4718 DynamoDB REXENMEZEE, MBHREFRAMENEBRT
BRFNENEHRIEERERAF TR BIBERI1TE Lo

LT RBEEAERT DynamoDB By AWS ERBTFEEMEZENBETRNBEXNATREEBMHEN
T API DynamoDB &RSDKINZHL &

Dictionary<String, DynamoDbTableEncryptionConfig> tableConfigs =
new Dictionary<String, DynamoDbTableEncryptionConfig>();
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DynamoDbTableEncryptionConfig config = new DynamoDbTableEncryptionConfig

{

i
ta

LogicalTableName = ddbTableName,
PartitionKeyName = "partition_key",
SortKeyName = "sort_key",
AttributeActionsOnEncrypt = attributeActionsOnEncrypt,
Keyring = kmsKeyring,
AllowedUnsignedAttributePrefix = unsignAttrPrefix,
// Optional: SearchConfig only required if you use beacons
Search = new SearchConfig
{
WriteVersion = 1, // MUST be 1
Versions = beaconVersions

}

bleConfigs.Add(ddbTableName, config);

BHER

EH T &8 DynamoDB RHZBERE .

84t DynamoDB it RiRE , BEXRBMUMBLS XNBERRPFRHOMERE., BB EE
BRENNZEERS DynamoDB RBAEENBERE. LPARAEEHRNEZERE. ERIY
R | BERBMSLINEMZNFTIEENBMELTE, WRER DynamoDB RAMENEZ D IR
£ DynamoDB REXREEH , NBEXRBEHAIRRBREENRE RS ZR,

RTFHNAZERM

EENBEHIREDFRIZH DO_NOTHING HWE M.,

AHNALEERUEFSFEF RBERERIFRELE 2N, BErnfRiR  fMANEtELESaS
HEEEF, RE , ARZLEN , FRRANEEENATHALEEREPBEFTERIEHLEEM
URBEBZZHRBLEREME. ERTREMATFHREREEPBEREL,

BB 02 — ML FRE DO_NOTHING BN BAREXNEL AN REEREIE. BETH
£ % DO_NOTHING BMIEETRNIR , HEANRKEFEFHHEBEHERER, BB
BE—NTFRNEIE , AT EEARKFMFTE DO_NOTHING BHANRE. BEXEZER
BHSH EHENBIEER,

MREE B NFTAE DO_NOTHING BEHIEEGIR , AILAEE — allowedUnsignedAttributes
BA , ZBEARERIHEFRERENERXEE NN ZEUEEENMER Y. BREEEX
HER , TNEXENXATFHREEEML.
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BREE (i)

SearchConfig & LEFRRA

WAIETE SearchConfig FeEFEA AT REN B HLE R E T
EEZEH (E)

algorithmSuiteIdEX T AWS BIERE M SDKEA MR EEEH,

BRIFCABEEBREEZEMN , B AWS BEFEMBRFSDKERAMINE EZEN. MNEEZEHE

P AES-GCM B3% , BEBHIRE. BFZLENBHEAE . REMANEELEHTREA TASHN
RER  BEULERZRRAEEEN. Il RARFERNELZEHTURRELEEERENT

Ro BX AWS BEFEMBFESDKZFNEEZEHNEE , B NAWS BIEEFENFFZHNEEZEH
SDKo

BRBETHECDSARFERM AES-GCM EEEN , FERMBEEPMARTH K.

AlgorithmSuiteld =
DBEAlgorithmSuiteId.ALG_AES_256_GCM_HKDF_SHA512_COMMIT_KEY_SYMSIG_HMAC_SHA384

B AWS BiEEMZEFHIM B SDK

UpdateltemX T E2EMBZRZABEHNIE , BIEEMZESDKEEZE ddb:e AWS EEHMER X
BHEM , XIERA ddb: Putltem, MBFNE—NERIEEN Putltem ERFIMEMNIE , NEFHIME
TSR+ B8RNETEH, FEFTA/S CLOBBER , £ A LUE SR B EENNMER .

o NETHIF

LT REIEERRT MR, NETDynamoDB WEFIHMEZE , ATRIPNARFPHREIE.,
EEREZ R (HTRMECHRE ) , HS8. NETLEH aws-database-encryption-sdk-dynamodb
FEEFRH R, GitHub

LT REVERINAIEE. NETDynamoDB K& Fim % FE{L F — N ARIEF K £ % Amazon DynamoDB

FH, MREEHEBINER Amazon DynamoDB RUBITEFImMNE , ESH FHA 3.x AMEIME
o
FH

« X DynamoDB K% AWS EIEFE N2 SDK API
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« FERARIESS DynamoDbltemEncryptor

%t DynamoDB f#F{K 4 AWS BIEE % SDK API

LAR 745135 BR g0 a] 4 F 5 AWS KMS B4R IR DynamoDB {4k AWS EIEFEE i#SDK |, @I &1 API
DynamoDB iR EEFim BN B ML R H, PutItem

R MEREMENZHAT , BRNBURTREAEHP - AWS KMS ZHEH.

EETENARB A : BasicPutGetExample.cs

FR 1 2l AWS KMS ZHH

AR RIfEFCreateAwsKmsMrkMul tiKeyring X #inE AWS KMS KMS#4A 812 %48
¥, CreateAwsKmsMrkMultiKeyring A A AR ZEAMNEED E AL E $ Xig AN 2 Xig®
£,

var matProv = new MaterialProviders(new MaterialProvidersConfig());
var keyringInput = new CreateAwsKmsMrkMultiKeyringInput { Generator = kmsKeyId };
var kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);

SR} 2 MEEMRE

LT RBIENLT —NattributeActionsOnEncryptF 8 | ZFHERRIKIETIE W ROIE R
1E

@ Note

AR ROIFRIFHEAEEE L HSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT., HIR#&
8 T E{AISIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTEM , 49 XFHEFRE 4t
PARRSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,

var attributeActionsOnEncrypt = new Dictionary<string, CryptoAction>
{
["partition_key"] = CryptoAction.SIGN_ONLY, // The partition attribute must be
SIGN_ONLY
["sort_key"] = CryptoAction.SIGN_ONLY, // The sort attribute must be SIGN_ONLY
["attributel"] = CryptoAction.ENCRYPT_AND_SIGN,
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["attribute2"] = CryptoAction.SIGN_ONLY,
[":attribute3"] = CryptoAction.DO_NOTHING
i

HUR 3 1 UM APl BUBEBRIPLE B 1

LR RBIRIRFIA DO_NOTHING BHEHAETRMNEIR " , AEAZINBREL R TFHARER B,
ERWRBIREATE IRNEEBNBRIBREZR 2. BXRESEE , FSH Allowed

unsigned attributes,

const String unsignAttrPrefix = ":";

H] 4 : X DynamoDB KK NFE B
T RBIENLT —1 tableConfigs MRS , ZBRET &R Rtk DynamoDB R INZELE

W RGIFE DynamoDB REMIBE RN ZER BT, BINBIWEEEIXE X INZE B DynamoDB
REBENBERE. BXEZEL |, 55 DynamoD AWS B #IEFE 2 SDKH K INZEL &,

(® Note
EFEAAERNNBEREL Eir , BELAENBZEEH DHE SearchConfig,

Dictionary<String, DynamoDbTableEncryptionConfig> tableConfigs =

new Dictionary<String, DynamoDbTableEncryptionConfig>();
DynamoDbTableEncryptionConfig config = new DynamoDbTableEncryptionConfig
{

LogicalTableName ddbTableName,
PartitionKeyName = "partition_key",
SortKeyName = "sort_key",
AttributeActionsOnEncrypt = attributeActionsOnEncrypt,
Keyring = kmsKeyring,
AllowedUnsignedAttributePrefix = unsignAttrPrefix
};
tableConfigs.Add(ddbTableName, config);

S5 BIEF AWS SDK DynamoDB & F i

LT ROIERSER 4 by 82 A AWS SDK DynamoDB & Fi%TableEncryptionConfigs,
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var ddb = new Client.DynamoDbClient(
new DynamoDbTablesEncryptionConfig { TableEncryptionConfigs = tableConfigs });

S$P 6 : X DynamoDB FA&T B #H T INZHMZ A

LT ROELT —MERTHIRTE WitemFH |, F LB KA DynamoDB &£, ZMEHEX
i%F DynamoDB Z I E R F iRt T MBMES

var item = new Dictionary<String, AttributeValue>

{
["partition_key"] = new AttributeValue("BasicPutGetExample"),
["sort_key"] = new AttributeValue { N = "@" },
["attributel"] = new AttributeValue("encrypt and sign me!"),
["attribute2"] = new AttributeValue("sign me!"),
[":attribute3"] = new AttributeValue("ignore me!")

};

PutItemRequest putRequest = new PutItemRequest

{
TableName = ddbTableName,
Item = item

};

PutItemResponse putResponse = await ddb.PutItemAsync(putRequest);

EABIESR 3 DynamoDbItemEncryptor

AR R BIEBB A E AT A AWS KMS A BRIESR 5 DynamoDbItemEncryptor SRE X &R
BT MBEFMZR. DynamoDbItemEncryptor RL¥FI B A DynamoDB &,

&1 LA7E DynamoDB #5&RE Fim P EREAXFNEZAR , BRINBWRATEEAHEFS AWS KMS
— g*ﬂ%o

® Note

BARK BB DynamoDbItemEncryptor AXFAEEMNE, EHEAT D APl ynamoDB HJ
KR AWS BRIEEE 1N 22 SDKSR {5 A mT # R i &3

BEETENRBRA : temEncryptDecryptExample.cs
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FE 1 Bl AWS KMS ZHIR

AR RBIfEFACreateAwsKmsMrkMultiKeyring X #n%E AWS KMS KMS#4A 61 2 %47
R, CreateAwsKmsMrkMultiKeyring J73& IR Z A BN [E AL & I B EA F1 25 X &%
£,

var matProv = new MaterialProviders(new MaterialProvidersConfig());
var keyringInput = new CreateAwsKmsMrkMultiKeyringInput { Generator = kmsKeyId };
var kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);

S| 2: BEBMRE

LT RBIENLT —NattributeActionsOnEncryptF 8 | ZFHERRKIEI B W ROIE iR
1Eo

(® Note

AT ROIFRIHEAEEE L HSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT, HIR&
$8E T E{AISIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTEM , 49 XFEEFRE 4t
AARSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,

var attributeActionsOnEncrypt = new Dictionary<String, CryptoAction>

{
["partition_key"] = CryptoAction.SIGN_ONLY, // The partition attribute must be

SIGN_ONLY
["sort_key"] = CryptoAction.SIGN_ONLY, // The sort attribute must be SIGN_ONLY
["attributel"] = CryptoAction.ENCRYPT_AND_SIGN,
["attribute2"] = CryptoAction.SIGN_ONLY,
[":attribute3"] = CryptoAction.DO_NOTHING

};

HIR 3 ENMER P A SRR IR LR 14

BUF RBIERIRFIA DO_NOTHING BHHAZEFRREMNEIR :" , AEAZINBREL LT AREEBM,
ERRBREATE HRNBEEBENBRFREZR 2. BXESZEE , 55K Allowed

unsigned attributes,

String unsignAttrPrefix = ":";
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S 4 . £ X DynamoDbItemEncryptor Ei &

LARRBIE X DynamoDbItemEncryptor MIELE,

LRI DynamoDB REMIEENIZEREN. BIAUBWAEERENMNZEEMNF DynamoDB

REEENEBRE, BXEZES , 1§25 DynamoD AWS B #EEE 1% SDKH Y INZ L E o

var config = new DynamoDbItemEncryptorConfig

{
LogicalTableName = ddbTableName,
PartitionKeyName = "partition_key",
SortKeyName = "sort_key",
AttributeActionsOnEncrypt = attributeActionsOnEncrypt,
Keyring = kmsKeyring,
AllowedUnsignedAttributePrefix = unsignAttrPrefix
};

S 5 . 812 DynamoDbItemEncryptor

LT REIERLSER 4 FH config BIZEFH DynamoDbItemEncryptor,

var itemEncryptor = new DynamoDbItemEncryptor(config);

HPR 6 EENRIERTMENLES

LARRHIEA DynamoDbItemEncryptor BT B #TMZEMNE
%o DynamoDbItemEncryptor F<¥F1 B A DynamoDB &+,

var originalltem = new Dictionary<String, AttributeValue>

{
["partition_key"] = new AttributeValue("ItemEncryptDecryptExample"),
["sort_key"] = new AttributeValue { N = "Q" },
["attributel"] = new AttributeValue("encrypt and sign me!"),
["attribute2"] = new AttributeValue("sign me!"),
[":attribute3"] = new AttributeValue("ignore me!")

i

var encryptedItem = itemEncryptor.EncryptItem(
new EncryptItemInput { PlaintextItem = originalltem }
).EncryptedItem;
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£ A DynamoDB FKELE 7 & HF DynamoDB AWS I EIEE % SDK

FEAMRAE 3. B x . NETDynamoDB MEFimMERE , B LAFIER Amazon DynamoDB & E
ENATEFIRMNSR, AEFTRBEEXFMNRAE 3.x BISERXHIMA DynamoDB REXBW =S E

HES.
SR EZFERMEA MBS E

TR TER , 7 AWS BIEENZSDKE F i BN BEANZTM BN EE. HEUATERRE , £
MEFIRRSREERNBEAAXTE, EFRNBARPREMHTNERTNENLESR , BH B LM
ZMEEREUANERTHER, XEEQESESRATRINZ RN E BFER. ERENITTI—D
BRIEZE , MR T EREHE DS —MREER,

1. EXIEHE HIRE
BIENRERENAELBLEFHERATMNBENER , BENHTER , BLFRZHK,

RINVERT , EREMEZREARIMNE (SIGN_ONLY ) , MATEEMBEHEL2EMBENZSE
( ENCRYPT_AND_SIGN ),

FEXE ENCRYPT_AND_SIGN LA BHRHTIMZEME R, 87 SIGN_ONLY U BEH#HTEE , BEF
TN, FEESIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTEZZH#THRA , HFES
BEMZLTXH, MRTHBEHEHTESR , WA EB TN, $EE DO_NOTHING LAZEE

HEAMNEM. BXESZELR |, 250 DynamoD AWS B #iEE B SDKH HY B 112 4E.

® Note

WMRIEIEE TEISIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTEM , N4 XF#EF
BB ARESIGN_AND _INCLUDE_IN_ENCRYPTION_CONTEXT,.

var attributeActionsOnEncrypt = new Dictionary<string, CryptoAction>
{
["partition_key"] = CryptoAction.SIGN_ONLY, // The partition attribute must be
SIGN_ONLY
["sort_key"] = CryptoAction.SIGN_ONLY, // The sort attribute must be SIGN_ONLY
["attributel"] = CryptoAction.ENCRYPT_AND_SIGN,
["attribute2"] = CryptoAction.SIGN_ONLY,
[":attribute3"] = CryptoAction.DO_NOTHING
¥
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2. E X ME R R AT LABERR B LE & 14

AR RBIBRIZFTE DO_NOTHING B HEEFRRWAIZR :” , HEAZBREN A FHARIEE M,
B IRFERIFEMTE RN EEEMEBEBRELSE 2N, BXEZELR | i55H Alowed

unsigned attributes,

const String unsignAttrPrefix = ":";

3. QIBRE A

BT RBIBIE—N AWS KMS 245, AWS KMS Z4AIRE AN PR INZE S IEX FRINZERSA AWS
KMS keys REK, INEMERHIEZH,

L RBIfEACreateMrkMul tiKeyring X #nzZE AWS KMS KMSZ:4A 61 2 5 4A
I, CreateAwsKmsMrkMultiKeyring 77 & Al R Z4AMBERS E AL 8 KIF Z AN S XE R
.

var matProv = new MaterialProviders(new MaterialProvidersConfig());
var keyringInput = new CreateAwsKmsMrkMultiKeyringInput { Generator = kmsKeyId };
var kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);

4. £ X DynamoDB &R %l &
T RBIESLT —1 tableConfigs MRS , ZBRET KRRtk DynamoDB RV INZELE

LRI DynamoDB REMIEENIBERET. BIIBWEERRENZEERE DynamoDB
REBENEBBRE

AIIETE FORCE_WRITE_PLAINTEXT_ALLOW_READ_PLAINTEXT ERBENEHNR, HRREBKEESE
MAMEABRXIE | EENZEWME , AEFEFHREEFERZULEANZRIE,

BXENMZEEFEENENEZEER | 52 FDynamoD AWS B HUIEE INZESDKF K MR B .

Dictionary<String, DynamoDbTableEncryptionConfig> tableConfigs =

new Dictionary<String, DynamoDbTableEncryptionConfig>();
DynamoDbTableEncryptionConfig config = new DynamoDbTableEncryptionConfig
{

LogicalTableName ddbTableName,

PartitionKeyName = "partition_key",

SortKeyName = "sort_key",

AttributeActionsOnEncrypt = attributeActionsOnEncrypt,

Keyring = kmsKeyring,
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AllowedUnsignedAttributePrefix = unsignAttrPrefix,
PlaintextOverride = FORCE_WRITE_PLAINTEXT_ALLOW_READ_PLAINTEXT

};
tableConfigs.Add(ddbTableName, config);

5. IZ K AWS SDK DynamoDB % F i

TR RBIERASER 4 P RIE T — 4 AWS SDKH DynamoDB & F
iwTableEncryptionConfigs,

var ddb = new Client.DynamoDbClient(
new DynamoDbTablesEncryptionConfig { TableEncryptionConfigs = tableConfigs });

F|2: EAEMBNZRIE

EHMRMEZEEPHANKE , LATEFGEANZNEENTE, SBEFUATERG , FF R
BREESR 1 FRENEERENFTHERTNBENESR, FNESERINAIE AR ENZEMZE
BWIE,

EREWRITHIR 3 20, BULANKEPAEIENAXXIM B #ITNENLER, BILESTE—ER
REWRRENBZEVAEAXINE, FANEZHNRAKFEENNERE. flU , BAUERARSEE
DEREHAEE  AEEALZEYHNEMERENNZREEEET R, ERBIKXRPHAXEATE , BIMNBIW
RBFFETR B8 aws_dbe_headFfaws_dbe_footBMMIIE |, XL B EXN T B #TNEME S BT

AWS ¥4 B % SDKR INE| I B H,

UTTRAIEHTESR 1 PNRNEERE, EBXTER
FORBID_WRITE_PLAINTEXT_ALLOW_READ_PLAINTEXT EHBANE MR, ZKMEMHKLLEHEA
XA , BHQFEMMEAMNBNE., £AEMERELIER AWS SDK DynamoDB &2
ik, TableEncryptionConfigs

Dictionary<String, DynamoDbTableEncryptionConfig> tableConfigs =

new Dictionary<String, DynamoDbTableEncryptionConfig>();
DynamoDbTableEncryptionConfig config = new DynamoDbTableEncryptionConfig
{

LogicalTableName = ddbTableName,

PartitionKeyName = "partition_key",

SortKeyName = "sort_key",

AttributeActionsOnEncrypt = attributeActionsOnEncrypt,

Keyring = kmsKeyring,

AllowedUnsignedAttributePrefix = unsignAttrPrefix,
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PlaintextOverride = FORBID_WRITE_PLAINTEXT_ALLOW_READ_PLAINTEXT

13
tableConfigs.Add(ddbTableName, config);

SR 3  UEMEMBRNZERTE

NAAME#TNENERG , FEMRNBEETNANENR , FERNAWESIRRENE A NZEH
XENMB ., BBEHFUATERGE , FFHHRESESR 1 PEENEEREXN TR ZITNEME
B, BERFREBENEMBEMEENIE.,

DTRRBIEFHF TSR 2 PRRMEBRE. SR SER
FORBID_WRITE_PLAINTEXT_FORBID_READ_PLAINTEXT E#EAXER , LAl LAMEE FRBEREA X
KEg, RIABRAT , BERHMNERMNBEACMZENEENIE ., EHEFEHRAEIZERTN AWS SDK
DynamoDB & Fi%, TableEncryptionConfigs

Dictionary<String, DynamoDbTableEncryptionConfig> tableConfigs =
new Dictionary<String, DynamoDbTableEncryptionConfig>();
DynamoDbTableEncryptionConfig config = new DynamoDbTableEncryptionConfig
{
LogicalTableName = ddbTableName,
PartitionKeyName = "partition_key",
SortKeyName = "sort_key",
AttributeActionsOnEncrypt = attributeActionsOnEncrypt,
Keyring = kmsKeyring,
AllowedUnsignedAttributePrefix = unsignAttrPrefix,
// Optional: you can also remove the plaintext policy from your configuration
PlaintextOverride = FORBID_WRITE_PLAINTEXT_FORBID_READ_PLAINTEXT
};
tableConfigs.Add(ddbTableName, config);

|HR DynamoDB & & F i

2023 6 B9 B , BRINNEFIRMBEER RN AWS BUIEEMZESDK, AWS IIEE NZSDKkEE &
¥5|BAR DynamoDB MZEEFimhRA, BEXBEFRMEEFEEREXEEINTERBINESER ,
2% Amazon DynamoDB Encryption Client Edp &

EFBINBFRAMERTF DynamoDB # Java BEFIRINZE , 28 TBRRA 3.0

AN

£
« AWS Dynam SDK oDB i X #5HY B B N &8
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FRARER

« DynamoDB iN#% Fimiy TERE

« Amazon DynamoDB Encryption Client #1/&

- MEMBREAERF

» Amazon DynamoDB Encryption Client 7] A /mT21E S

- ERBERE

« $FE DynamoDB % % /- v N A 12 7 9 [ &

AWS Dynam SDK oDB hx 7S 3z #5789 ¥ 3E B &7

IBREFTFHETREERXEAT Java B DynamoDB MHE Fimh A 1.x—2.x AR ERA T Python

#9 DynamoDB MNZE R Fimhx 4 1.x—3.x BIEE.

T &% & Amazon DynamoDB # X #&& F ik i1 B Y18 S TR Ao

WIEES

Java

Java
Java

Python

Python

Python

DynamoDB 1% % F im #Y T R

(® Note

| E
MRZAS 1.x

WA 2.x
WA 3.x
WA 1.x

WA 2.x

MRAR 3.x

SDKEZERRA 4w F HIRT B

LIEXIFHER , 2022 £ 7 A%
A

IEXEf (GA)
IEXEZM (GA)

KIFFEME, 2022 £ 7 A%
M

KIEZFHER , 2022 7 AL
A

EXEH (GA)

BINEFIRINBREEEGSE N AWS BIEENE SDK, A TETREEXERT Java iy

DynamoDB MNZ& F w4 1.x—2.x AR IEAF Python # DynamoDB INZ%& F w4

AWS Dynam SDK oDB K< 3z 15 H) B 4E FE fn 2%
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1x—3xWER. BXxEZER , HZSFHEA T DynamoDB K AWS ¥IEEMNZ SDK lRA X

B,

DynamoDB &% Fin% 11k it 1R Z4&E DynamoDB HH#IE. EEEANEERT BSEAN
ZEXM. REBAEHMRTERT , R TUIRNERREN BELAHF,

ARIE MENER

ARNRMEATHNER, £H/, RIENB R E NFERZFR DynamoDB MEHF ki 0. BES
RIMEEE , URENENMEZNM B YA | ©RMNEEEFE BRI R HEFIREUNE #81H
InE AR E AL

TERERTHRENSRAR,

Plaintext
ltem
Item Encryptor
Attribute Actions yP / \
ENCRYPT_AND_SIGN i l Get Encryption
SIGN_ONLY Materials .
DO_NOTHING o T Cryptographic
. - O# P | Material
ynamo o .
Encryption Context Provider (CMP)
»

Table Name
Primary Key

Y
Encrypted &
Signed Item t

EXNRTE#TNEMNER , DynamoDB MEEF inHE

. RWMEXEE. EMRMEHN DynamoDB 1% £ T X IREEXRKRNER . REHBPEFMN
DynamoDB FREN4FE 5 2 H 612 DynamoDB tl# £ T X,
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® Note

DynamoDB 1n#%& F % # DynamoDB 1% £ X 5 AWS Key Management
Service ( AWS KMS ) 1 AWS Encryption SDK 9 1% £ T X F%,

- EMENEENEE. EMNRENEERFERBBES.
- NEME , SRNBZANERZER. eMNEEEABRENNEZMRREHEESF (CMP) REUXLE

=

/BN 0

« ATEMZENEZRUA, CMP 2R MEME ( SEMBMNEREE ) EHUARNINE KB £

&

TENEZEFRERAMEXETZENTE MENSER. i, IENZEFSHNRENNETE : &
EMBENELYRE ( ZEREMEHER ) W EEAEEUARIELENEYN. AUEEENE NBEFX
B, SEAEME MEEREFRENFBREFIDEUXBEEIMIATNH.

£RREEEENMEME LR EIEN DynamoDB I H,
BiFFEZERIE

XEEMFE—ESITREIENBZDE , MTER.

THERE 191



AWS #¥EEF tn% SDK FRARER

Encrypted &
Signed Item t

Item Encryptor

Attribute Actions yP / \

ENCRYPT_AN D_S'GN > l Get Decr\;ption

SIGN_ONLY Materials ;

DO_NOTHING o ———> Cryptographic

0 T | Material

DynamoDB # .

Encryption Context Provider (CMP)
>

Table Name

Primary Key

Y

Plaintext
Item

ERIFFAEZRIE , DynamoDB MERFIHEMHREMNAH., REMRNAGRZ T NBERIT B RITH
B TR :

3k B DynamoDB % £ FXHBEXEKHNER.
ERITNBRENEYE. SRMNEMERERBUXLRES,
RN B INZ M EHEHEF (CMP ) FNEZME , SFRITINERRA,

EMZEDE NBEANECMBFERRN CMP WEMIE R, B4R MHMEERN CMP, EEMER/R CMP
FiIRITNFERITE K CMP,
BRUOMAMNETEMATELENESR , SHENBNERE X, T/ wFMNIE 878 R E 4 IR

BUX&£ER,

TENEZEEFREAMEXERZRIENBZDTE . SENRBRMEBHEEANLEEES. ERRHAX
DynamoDB T H
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Amazon DynamoDB Encryption Client 8%

® Note

BANEFRNBECEG AN AWS BIEENE SDK. A TFEBRBEXEAT Java Y
DynamoDB 1NZ % FimhR AR 1.x—2.x A& T Python B9 DynamoDB 1% & F imhR A%
1x—3x WER. BXxEZER , HZSFHEA T DynamoDB K AWS BIEENZ SDK lRA X
o

KEZAN L Amazon DynamoDB Encryption Client #1498t S M ARAF

E 7% DynamoDB MEZRFFiRNAH MR E |, S DynamoDB A ZE Fimi THERIE,

£

- EMEREEF (CMP)
- DB MBEF

- BHRHE

- MAHER

« DynamoDB 1% £ T X
- REBEFEM

mEZsEHRERERF (CMP)

¥ 3K DynamoDB & & imht , F—HESHE - MEFSREENEMBERERF (CMP) ( X7
NIMBMBHRERERF ) o BRNERRE T TR KHERE,

B EHRERERF (CMP) WE, SCEHIBEWE MREFHATFARME MEMNEZHNMZETE, CMP
BEEFERANMNBREEZURNMAERMRP INBZNZEHH,

CMP EIMBMERFRXE, T EMBRFM CMP ERMBRFEZEME , M CMP XL BhiRE L%
GEMERF. AE , AIENZRFERAMNZEMERNTE NENER , IRIEMBEZDE

HEEEZEFImAEE CMP, ATLGIZRBANBEN CMP , ERAEFEFHARSZ CMP 2—. KZH
CMP AU AT ZMREEES.
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1B MERF

U1 B inE 272N DynamoDB MIE & F i T BRI ER A F. EMMEMBIERERF (CMP)
BERMEME , REEH CMP BEINMBARTE MEMER , NWIEMBERRIE .

ALEESENBE NEEFRESFEAFRMNESBER. fl , AT Java #§ DynamoDB 1l
REFIHEE W5 DynamoDBMapper —R2 MM AttributeEncryptor #BEFE , M
R R2E##E DynamoDBEncryptor B MEFERFRKRE, Python EEBES5UE MEEFREN
EncryptedTable, EncryptedClient # EncryptedResource #HBEIREFHE,

BB E
B R FS AT E MR RX A N2 E ERAT LR E,
BHREETURUTEME :

- MEMZLE - MBEMEE. EHELEHESEYE (BHNE) .
- XL -EHRRLZRPETEEM.
o FHUTEARE - THEMEMBHLER,

XN F et R BIENEAE M , A Encrypt and sign (BMZR), X TEREM (2 XEN
BEFF82 ) |, EM Signonly, FEANMBELABEMNLZBHEZRIME. ERAXERHEEBEHLR
=

i REMRE, MENE , BEFEH Encrypt and sign (IIBFMZHR)., —B#E A DynamoDB M#EE
FRmRXRF RN, REEZETESARIEFRIRNBERTEXNEENRIE, BXFAER , ESH
B BiEER,

/A Warning
BOMBZEREM. SIS IRENAX , LE DynamoDB & B MEFETE XKW,

#nR DynamoDB MN%E L T XAMREHNEREY , MEFHHEEZ R NBIXLEEMN 5 RE IR,

NTEMEEEESME  ATEEERMRENERZITHEHE. LEARETREETERNBBREFX.
BREMER  BEREEES N,

 Python

]
&b
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e Java

FRHER

EMERT B NHEHER S SEXMAHRAE MEMNEENES (MMBEE ) . MEMEREMHE
5 (CMP) HIELEA T MBMERB W MEZEM B IEZM R, 25 , YERFELCRMEZH B UE
NEZTE N, SRHERMRHERENERE.

1£ DynamoDB MZZEFim+ , MREARSIA=MEXTTE !
BRI M RHEIR

MA-LEnEMBREEER (CMP) , AIEEESSIET (MMEEE ) . BEBALENERE , HFEH-
EXARINEIRIE MNZERH DynamoDB % £ T XM EHERE P, IR BN BRI
BHER, 18 KB HHRHHE IR B YA RE B L ER CMP E

® Note
BETHRERSEEREMIAME , HEWZRBERNOMEHER  RIFBTRENREREE

%EO

SKERATRHE IR

MEMERHERF (CMP) RE A BRI N SSERBHER . TR CMP 50 4% % 1 #8156 A
HYKBRME. BB/ FERNERME (WF ) , HROERMREEMMER,

MRHERE %

EFP KM RHER R FECNED E M RHEREE 7. MRHEREMERFHA amzn-ddb-
map-desc F BEEN KGR EHR . FFimFERMRETREEPHERIENBZRA .

DynamoDB 1% £ T X

DynamoDB 1% £ FX A IZEMEHREHEF (CMP ) RHEXKRNMENEE. ESREE
# , DynamoDB tN# £ T X ] LA B 3E1E K w1 BHE R,

X R/UE #H 1T R , DynamoDB % L T MBFRAEZRMBENEEE. SEHEZN , W0
& DynamoDB % L T X5 HF iM% DynamoDB MZ L TXFRX 2 K/NEMNTETE |, N ER

ap
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BENEAK, IREETENZEFEERE , NARERBNBRER G ERNRE DynamoDB &
FTX, RZHHBEEFFLE DynamoDB 1% LT X,

® Note

DynamoDB 1n#%& FixH # DynamoDB tl# £ X 5 AWS Key Management
Service ( AWS KMS ) 1 AWS Encryption SDK I i1% £ T X FTX,

DynamoDB fi% L F X AILBE U TFR. FIAEFRAMES N AL,

. REH

. SRBEH

. BEREH

. BB HER

. EREPEER

REEFFE

REEFFHE RRENBTEHEHER (CMP) WAH., RUBFFMITUCIZE CMP SIMNEMIR (40
HttiRHtEFF# ) RREll. RHEEFFENTOUEN CMP WRAREFEFAMEFES , HhiFaE
B EA CMP B 15 3R & MRS58 #1812 #AAR R,

DynamoDB %% Fin PR & iR EFNREEFF#PIRE CMP |, BT SMERREREFFHEK
NEMAHRE CMP, BIMEHRERUEFHSE—IMRHEEFFEXEK , E— M RARFERAINOZ
BENFHZNMERERME CMP,

REEFFEFEFCETR CMP , RAEREFMRAMIMERA, BERNEEEEN SR RIIR
5, XEFRENERBVEFFRMANEFTETHERN CMP BFARA

DynamoDB IN#%& Fim@ & MetaStore , MetaStore 2 F 7 7£ DynamoDB # i@ £ A AP
DynamoDB M#%& ik MZN Z4A 012 B 23K CMP WiRMHEFFM#,

THRES .

- REEFFM  Java, Python
* MetaStore : Java, Python

]
&b
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https://aws-dynamodb-encryption-python.readthedocs.io/en/latest/lib/materials_providers/metastore.html#module-dynamodb_encryption_sdk.material_providers.store.meta
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EZMBHR AR F

@ Note
BIMEFENZEESERE N AWS BIEEMNE SDK, A TEBRMEXEAT Java iy
DynamoDB INZ & F iR A 1.x—2.x AR &R F Python B DynamoDB %% = i iR 24
1x—3xMER. BXEZER , HSHEA T DynamoDB B AWS BIEFE 1% SDK A

.

B1EEH DynamoDB INZE IR R EZEMNRERER MZEMRHEHEF (CMP ), CMP 4
EMBEMEHFEHBECRTE MEEF, eERENMERMZRANZEZRE , FRAMREERTF
BN ERTERREEFRAURFIEANNRNEEEE,

& T Lk DynamoDB II% & P im B R IR LAY KB Y CMP SR ERBNBE X CMP, &8y CMP
EFRETRBURT EANEEES.

AKEBNETEENLN CMP Hi24t — @By R BRI RES BN BARFNRE CMP,
Direct KMS # RHEHEF

Direct KMS #EHE I FEB) AWS KMS key RIPEMEME |, ZEZALTAIE AWS Key
Management Service ( AWS KMS ) &b FARMBRS. SHNARFTLE RN EBEMINEM
#l. BT EEA AWS KMS key RASNIE £ E—WNBEZRANIEZERE  RHEFSEH
TR INEZRFEZTE AR AWS KMS,

MBEHFEANE AWS KMS BEENMNES—/ AWSKMS ARERTENNBARER , NHEHER
ENMNRIFHIEE,

BXEFMEE , S Direct KMS #HEHEMERE,
EERNMEHRUEERF (E3%H CMP)

A BENMBHREER (B8%MN CMP ) , BHEE DynamoDB &% F i/ S £ R FE =
BERHANEEEZH,

EEEN CMP 2N BN B ERE—NBEFHH. AF , CafASEHNER (SBRTEE ) &
ANEEFH, FHit , FUTRENMTERSEFANSEFHAURXEZANTESINE BE—
WERAEEFEA, ©2%MN CMP & Direct KMS IZIHEFHNLLBRAFE , EATIAEH AWS
KMS B\ Z BB BB NARF.
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://docs.aws.amazon.com/kms/latest/developerguide/
https://docs.aws.amazon.com/kms/latest/developerguide/

AWS BB 1% SDK TR AR 155
BRIFAER , FSH E2RNIMBREHEER.
RITRRHEERF

SHREHEFE-—MNEMBEAERF (CVMP) , EELERHEFFE. ENEHEFFHEIRE
CMP , RGN CMP SRERERE RV INZ M E . SFMRHEBRFEE LA FN CMP RKFEZMBZEHHHY
ZMER , BETAERREEFFEIIERZEFTESERAMENTEE , RELKRE CMP B
MBRURBEEETEAZHREEFVER TEXRAERL CMP #YRE,

B EEERARTREEFSTMARANREHRERFFM. DynamoDB IZEFFHmES —1
MetaStore , X Z2IRE 2 2% CMP HWiRHEFFM#,

NTFEESAEREMHRDONNBRNAANNARE , UREBETERNABRFNZEMERY
BRATEESFERAEEMEMBNNARER , &S RERFR2NMREFNER. flin , ERTFEER
AWS Key Management Service ( AWS KMS ) FEJ AWS KMS key RIFMMEZEME , MEZESIX
hngg = g & B R A AWS KMS,

BXREMEE , TS &HREHEER.
BAMEBRARR
BAMBRARFRITATIE, SIRIDERNESEREL, EF2NENIE £ RAE(ATHE—D

ZME. ERERERANERNZZHANERRY , MAXERASEZATNE, BENXE
EWRIE .

® Note
Java EFRENHBSRAEFIR—HBESEEERF. eXRHE3EN CMP HERK
MEEE. EEEFEANRRZER , BERNR s ERER S IEN CMP,

e

- Direct KMS #EHREHEF
- EAENMEHRHER

- BIRHERF

- BASMEBHRMER
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
https://aws.github.io/aws-dynamodb-encryption-java/com/amazonaws/services/dynamodbv2/datamodeling/encryption/providers/AsymmetricStaticProvider.html
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Direct KMS # £HEEERF

(® Note
BN EFIRNEEEEGR SN AWS BURENZE SDK. U TFTEBREEXRERT Java iy
DynamoDB MZ&E FimhR A 1.x—2.x AR IEAF Python # DynamoDB INZ%& - ik kR 4
1x—3xMER, BXEZER , HZMER T DynamoDB # AWS BIEFE 1% SDK fRA X

B,

Direct KMS ##2 1% = ( Direct KMS #=RHEF ) BBIMFiL AWS Key Management
Service ( AWS KMS ) &t FRMZIRASH AWS KMS key RFEHRINE . WWINBEMEIREREFHE
NRIMBREE - MEZANEERA, Atk , ELESSRNBRFAZIE 1HH AWS KMS,

MRIE S5 B KA E 4L E DynamoDB T H |, &AIEELHE H AWS KMS BRiERIXEIRS] , M
SEUNEIER, MEFZHHRS , 57 AWS Support FOHBIERAE, BAIAERFEAZAEE
RBERBRIMEMSHRERES , SINEHERER.

E# /A Direct KMS RtEF , ARAAXAEF - AWS K7, EL— AWS KMS key , AR
AWS KMS key £ GenerateDataKey # Decrypt £ EMRFE. AWS KMS key =X FH N2
4 ; DynamoDB MBZAZEFHAXIFIEXNHMNER, WREFEHAWE DynamoDB £FHFE , N WREEER
E—NAWS KMS ZXF#, BEXxFHAER , ESH FAA %

@ Note
5/ Direct KMS ZH#tEFr , TREBEMHNBMAE LB X E RTE AWS KMS 0% £ T X F48
X AWS KMS #/EEY AWS CloudTrail B&EA, {E2 , DynamoDB & E Fig M\ F 2 FFEE I
ZEMENEX,

Direct KMS 1#24t72F & DynamoDB MEZEEFmZFHN LN MBEMEHREEERF (CMP ) 22—, BXxH
fit CMP HEE. , BSRMEMRIREEF.

BRRBIA , FSH

+ Java : AwsKmsEncryptedltem

* Python : aws-kms-encrypted-table, aws-kms-encrypted-item

£}
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https://docs.aws.amazon.com/kms/latest/developerguide/limits.html#requests-per-second
https://console.aws.amazon.com/support/home
https://aws.amazon.com/premiumsupport/knowledge-center/create-and-activate-aws-account/
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/GlobalTables.html
https://docs.aws.amazon.com/kms/latest/developerguide/multi-region-keys-overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#encrypt_context
https://github.com/aws/aws-dynamodb-encryption-java/blob/master/examples/src/main/java/com/amazonaws/examples/AwsKmsEncryptedItem.java
https://github.com/aws/aws-dynamodb-encryption-python/blob/master/examples/src/dynamodb_encryption_sdk_examples/aws_kms_encrypted_table.py
https://github.com/aws/aws-dynamodb-encryption-python/blob/master/examples/src/dynamodb_encryption_sdk_examples/aws_kms_encrypted_item.py
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- ERABE
- TIERE

ER 7%

E 0|2 Direct KMS RHEF , FEAZEH ID SHEENK, PEEXNMMNE KMS %, BH IDZ
BV E LR AWS KMS key B2 4R ID. 40 ARN, BB B#EH5IE ARN, BXxZHARMRFHIFA
8 , B35 W (AWS Key Management Service FF X A RIER) FHZEARRE,

Direct KMS R#MEFFENHNMNE KMS 240, TrEEAIENT KMS B4, ER , IERAZXE
KMS . @25 ANZHAMBIN KMS 24 , REENEHAFEFHN KMS 248, BAUHF KMS 40
#E kms:GenerateDataKey F kms:Decrypt X, Ht , BHMERABZFRERNZH , MF=2 AWS

REZHAR AWS HEH KMS E4,

EFTF Python #J DynamoDB IZEEFIREZ4 ID SHE ( MREBEZE ) PBENZXEEHA
AWS KMS I X1g, &N , ©FER AWS KMS ZEFimFHXE ( MREIEE ) RIETE AWS SDK for
Python (Boto3) A ELER X1, B Python FRXIFERHNEER , 28 (GEAT Python ( Boto3 )
# AWS SDK APl &) HMELE,

MREEENEFHBEXE , M5EA T Java B DynamoDB IHEFimHEEM AWS KMS & ik
X ER AWS KMS BX#E, &N , ESEREE AWS SDK for Java RELEMN X8, Bx AWS
SDK for Java Ay Xk BHELR , 25 (AWS SDK for Java F X A RIS/ HEy AWS X1 ik

£,
Java

// Replace the example key ARN and Region with valid values for your application

final String keyArn = 'arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab’
final String region = 'us-west-2'

final AWSKMS kms = AWSKMSClientBuilder.standard().withRegion(region).build();
final DirectKmsMaterialProvider cmp = new DirectKmsMaterialProvider(kms, keyArn);

Python

AR R BIfEFA %4 ARN 87 AWS KMS key, MNRENZHFRFRTIE AWS X , 1
DynamoDB InZ & FimM E B E#Y Botocore 1% ( M1RE ) =& Boto RIAXFHIREXE,

# Replace the example key ID with a valid value
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kms_key = 'arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890@ab"
kms_cmp = AwsKmsCryptographicMaterialsProvider(key_id=kms_key)

MREFEAE R Amazon DynamoDB £ /% , MBIWEFER AWS KMS £ X Z AN BIEHTINE,
ZXIZARTRE AWS XiF F 9 AWS KMS keys , ATAERE , RAXEZRPAEEHBERZRL ID
A B, BXRIFMAEE , ESH (AWS Key Management Service FF & A R 15/ PHFEH 2 X

(® Note

MREERNREF/RMRA 2017.11.29 , MAMREBERE , X, RENEFHFZEHRT2
WNHRRER, BXRFMAER , TSN BRE2FREFENRE,

2% DynamoDB MEFEFimPEAZXERN  FURSXERAFHEEHINARFEITAREN
X1, REHF Direct KMS 1R FZFEE N EA DynamoDB MEZE Fimi A AWS KMS Firi X+ #Y
ZXEER

AR =145 DynamoDB MEREFFIGEERNEEZE RIS ( FEFRLMILEE ) (us-east-1 ) XiFH KN
BiE , HERAZXEE  EXEAED (HBEBXMN ) (us-west-2 ) KiFHAITEH#ITHER,

Java

UL RIS , DynamoDB MZE S iM AWS KMS % /55 5 i K 3K B AWS KMS #[X
., keyArn EARIRE— XiEh e 2 KEE4A,

// Encrypt in us-east-1

// Replace the example key ARN and Region with valid values for your application
final String usEastKey = 'arn:aws:kms:us-east-1:111122223333:key/
mrk-1234abcd12ab34cd56ef1234567890ab'

final String region = 'us-east-1'

final AWSKMS kms = AWSKMSClientBuilder.standard().withRegion(region).build();
final DirectKmsMaterialProvider cmp = new DirectKmsMaterialProvider(kms, usEastKey);

// Decrypt in us-west-2
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// Replace the example key ARN and Region with valid values for your application
final String usWestKey = 'arn:aws:kms:us-west-2:111122223333:key/
mrk-1234abcdl2ab34cd56ef1234567890ab'

final String region = 'us-west-2'

final AWSKMS kms = AWSKMSClientBuilder.standard().withRegion(region).build();
final DirectKmsMaterialProvider cmp = new DirectKmsMaterialProvider(kms, usWestKey);

Python

L RHIF , DynamoDB &% F s MZHH ARN RIREVA X R IEH AWS KMS /X1,

# Encrypt in us-east-1

# Replace the example key ID with a valid value

us_east_key = 'arn:aws:kms:us-east-1:111122223333:key/
mrk-1234abcdl2ab34cd56ef1234567890ab'

kms_cmp = AwsKmsCryptographicMaterialsProvider(key_id=us_east_key)

# Decrypt in us-west-2
# Replace the example key ID with a valid value
us_west_key = 'arn:aws:kms:us-west-2:111122223333:key/

mrk-1234abcd12ab34cd56ef1234567890ab’
kms_cmp = AwsKmsCryptographicMaterialsProvider(key_id=us_west_key)

THERE

Direct KMS R #tEFIEE ZEEER AWS KMS key R MBRAMEZZH , MTEFR.
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Direct KMS Provider

Direct KMS Provider
Iltem encryptor

Application
‘ KMS key ID ’7"[ GE”ErEtEDﬂtEKE?] Plaintext data ke -derive- | | |[Encryption key

¥ | | Isigning key
Encrypted data key — | Encrypted data key
Encryption algorithms

F 1

KMS Key 1D ‘

KMS P

AWS KMS key

o BEAERMEME , Direct KMS RIEEFXER AWS KMS EREIEERN AWS KMS key I8N
BER— T E-—NHEZH, ENGEZANEEIARRETENNBZANEERH , AERE
MEZANE R ZAURMBNRERSR , GEFHEETE VMR EAREET.

W B MBREFEANBERANESZAARRIECNNAERRER. XEREBHBEZANNEE
AREFEEMBDE

. BENBEEME , Direct KMS RHEFER AWS KMS #EMEBEREZR. RE , eMNBANBIEE
HRERIEFRANER RN  RAEHFXERHEREET B NEERF.

TEMBEREFERIENE , MEMRBIERS , 2BBNENE. RE , EERRMNATFRBRIXL
o

FREX 023 #7146

R EANA T Direct KMS RERRFWEIR B ILE MBEF W MBS RETAV R A i H F4b

BWA (RENARERF)

« AWS KMS key 241 ID,
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WA (RETEMNERF )

« DynamoDB 1% £ T X

W ((EWENERRF )

. MEER (B )
. EEEH
. ERGARHERT | XEEREEES BISFNETE W EHERE M,

« amzn-ddb-env-key : B AWS KMS key 1% H) Base64 43 i 3 3E 2247
« amzn-ddb-env-alg : INZEZE , BIANFR TR AES/256
« amzn-ddb-sig-alg : &% , BIAER T A HmacSHA256/256

« amzn-ddb-wrap-alg : kms

A

1.

3.

Direct KMS 2= 7 [ AWS KMS KIEFERIEE AWS KMS key FIiER | LME RN B 4 pk M — R
FH. ZRELIRERXHHAUKRE AWS KMS key INEFEHNEIZR. XFRAIHBZBHM .

HREHE AWS KMS 1% ETXHHEATHXE, XEFRRHREANBLSABEZNENR , &
b, BREEMEENNE LT, S AERXEEE AWS CloudTrail HEFFRIRK AWS KMS
KA A o

« amzn-ddb-env-alg - B &% , BIAER TN AES/256
 amzn-ddb-sig-alg - LR &% , BIAER T HmacSHA256/256

( Al ) aws-kms-table — ###
( Bk ) #aaa#t — #ap# ( =3 HIE XA Base64 4D )
o (W) #auny — pupy ( B E{E XA Baseb4 4RID )

Direct KMS $24t#2 7 M1Z31 B #9 DynamoDB 1% £ T XX H3REX AWS KMS fnZ L T XHE. MR
DynamoDB % £ T XFEBEREHFE , Il AWS KMS IIZE L T XHAIEEH-EX.

. Direct KMS RHEFMBFEBZAMRENHRNBERANEEZEZH. MANBERT , eEAZEBEFE

7% (SHA) 256 MEF RFC5869 HMAC By 25 £ AE BN BSR4 256 i AES X RA IR 28 4A 0 256 {2
HMAC-SHA-256 £ & #4H.

Direct KMS 1212 7~ IR E 2101 B IZEF
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4. TEMEEFELERERGMARBAFEENEL , FANRRHNEEENREAEHERE
HEFEl], E2RRMNAEHMBERAXES.

IREUAE ZA1F

FEBDEMNA T Direct KMS RIEBFHEMNTE NEEF REIBZM B EREH@MA, f MLk
H,

WA (RENARRF)
- AWS KMS key H3534A 1D,

47 ID BB T BUR AWS KMS key #95848 ID. %549 ARN. BI&EHREE ARN, KEEEZ4H D
UL , MK, BAE AWS B EEE AR, B4 ARN 24T AWS KMS BERFE
.

WA (RKBETENBREF )
- BEMRHEIREERNEH DynamoDB % LT XK I,

W (EWENERRF )

« INEE (HX)
- EREH

A

1. Direct KMS 22 FMINZTE A A BHER R IR 2 BB
2. ©ER AWS KMS EFAEERN AWS KMS key REZEMBNHFERH. LBRFESEDANESR,

BB RAIEER BT AN MBERFEZANERN AWS KMS 1% £ T 3,
* aws-kms-table — ###

o HA### — #iaH ( —HHEEXR A Base6d S )

o ((TIE) #aunH - pap# ( ZBHEXR A Base64 4T )

« amzn-ddb-env-alg — MFZEE , BRIANER T 7 AES/256

« amzn-ddb-sig-alg - R &% , BIAER T HmacSHA256/256

B RREER 205



https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-files.html#cli-configure-files-using-profiles
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3. Direct KMS 2t FEA L &K% E % (SHA) 256 FME T RFC5869 HMAC Y2348 ik 4 B B Sk M B
TER4EAIRE 256 L AES JFRINZRZZ4BH 256 12 HMAC-SHA-256 L& %4,

4. Direct KMS 2 HEF 5w HRE 2|5 B inZEF,

5 MEMZREFHERALEEZARIENE, MRTKI , NEFERAXNHINZRARBRINZNE
B, XEREFAEZGRMBEBHIEENNMZNZEEEZE, U B NBRERF©ERIRMNIES R
:pvgrati:

E SRR RHEEF

® Note

BANEFRNBECEG AN AWS BIEEMNE SDK. A TFTEBRBEXREAT Java B9
DynamoDB 1NZ & FimhR A 1.x—2.x A& T Python B9 DynamoDB 1% & F imhR A4S
1x—3x WER. BXxEZER , HZSHEA T DynamoDB K AWS ¥IEENZ SDK lRA X
o

MNACEENMBREAES (B8R CMP ) , BA LB DynamoDB M&EE F iV EMRER 2
KRN EEH, 23IEN CMP TMRBEA AWS RS, BR , MAEFFIRZAERNERIE
RAEXEEY , SREHEBNBRARRIENBZDE

EEEN CMP HASNHBEEK— M- B NERH. SERRHNIRZHAIEDNE MAZAH
HESRNTE NZZARFENENMBELEESR. ATERFHNERZHRERMEN , HitH
BHEERBRANSEERANERFAURXLEZAN SN IE REH-—IRERXEEEM.

ESEN CMP 222X , A AR W EEMEMBNNARFH R &R,

Ea%# CMP 2 DynamoDB MZE & F i IFH LM MEM BHRERERF (CMP ) 2—. AxEAM
CMP WEE , BZRNEMBERERF

BRRBIA | F5H

« Java : AsymmetricEncryptedltem

» Python : wrapped-rsa-encrypted-table. wrapped-symmetric-encrypted-table

F&
- ERBE
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- TEFRE

ER 7%

EOZC RN CMP , BEESEREZN (MBNEFEE ). BA2RER (BENEER ) URLEER
o MENMBZIE R, KAREER,

BREZH, BT LRFHANERZATURN BRI HREAX

Java

// This example uses asymmetric wrapping and signing key pairs
final KeyPair wrappingKeys = ...
final KeyPair signingKeys = ...

final WrappedMaterialsProvider cmp =
new WrappedMaterialsProvider(wrappingKeys.getPublic(),

wrappingKeys.getPrivate(),
signingKeys);

Python

# This example uses symmetric wrapping and signing keys

wrapping_key

signing_key

wrapped_cmp = WrappedCryptographicMaterialsProvider(
wrapping_key=wrapping_key,
unwrapping_key=wrapping_key,
signing_key=signing_key

THERE

EaEH CMP FAZNMH B AK— NN E NEFH, ©RHEARENIRZH, BAIREHN
XEREH , WTEPFR.
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Wrapped CMP Item encryptor
Application [Generate encryption key} » Plaintext encryption key
lwrap key

Wrapping key »Wrapped encryption key » Wrapped encryption key

Unwrapping key

Signing key »| Signing key

Encryption algorithms
SR B0 25 1 4

AEHFRT EBENMEHEHER ( EBEM CMP ) EWREIMEMBIE R B A, B HMLE,
WA (RENARER)

- BEEH  BRINERE (AES) NHFAH RSA 2. ENEEABHENSBER. BN, EAF
R, FFREE

- BAAREHE Tk GRK,
. EHRBH

WA (RETENERRF )

« DynamoDB #n#& LT X

i ((EWMBEMERRF)

- A B =4
- EEER (RETT)
o EREMEHER  XEEREERFRAMEID B O EHERE P,
+ amzn-ddb-env-key : Base64 JRiBHI E2ET B N# %4
« amzn-ddb-env-alg : AT MBI B N MBEZL. BRIAEHN AES-256-CBC.,

« amzn-ddb-wrap-alg : E8%N CMP ATE2EM B NEZANIEE L, MRIERMANR
AES Z4H , NG EAREFTMN AES-Keywrap @iRILE4A , 41 RFC 3394 FATEN . MR TEZR
87 RSA 4 , NFEHAT MGF1 £ A RSA OAEP @%b %47,
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A

MEZETE B, REABRBHNERRH, BAIRBHN TR , FR2E,

1. EB&M CMP FHABNRIE £ K —ME— X FRI B B RHA.

2. EEREENTRFALEMB MAEZR. 25, SHRRMARFHR RIS,

3. EEEBANIE MAZA., RUHNESERN, S22 DEIAB HNE %4089 LBR 1 E R LRt
BEENaEEE,

4. TEMBEFREALBXNZEZAMBRE, EEARUNEBBANNELESR, 25, BRR
RN TR EREA X R, ERXGHBERFHFR (B IENMBRA (amzn-ddb-env-
key) ) EHIZ|TE WM BHEREEF

SREW 8 2 A
AHDHRT ETENMBREMEESF (ETEN CVMP ) ERFEBEMBBERNBA, B HALE,

A (KRENAER)

- AREH AL, HLHK,

- BITQRZH  A—SRNERE (AES) NHZHIN MMZEAA RSA 2B HHN RSA REE
H, ENEBEEAEEENSEE, N , ©HEIRT , K2,

- XREH

WA (RETENERERF )
- BEMBHEREERNAK DynamoDB & £ T XHEIA,

B (ETENBRE )

- XA N4

. EREH (RETE)

L3

REVA N | S ABTARBANEEEH. QRTHNTER , T2K,

1. BR2RHN CMP MBI E B9 BHE IR E IR E 2R BB B FH,
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2. BB SRZAMEEZHT LRI E MBERH.
3. EMHIXT E MERH. ERFHAUARMNENE R EERETE NEERF.

4. TEMEEFREA LGSR ZARIETE, DREIEK , NBE NEZREFHERT B M= HE
ZWMB, 2& , BRRRMRFHHRERAXZR,

RITREEF

(® Note
BINEFRENZECSETEN AWS BIEEMNE SDK, A TEBRMEXEAT Java iy
DynamoDB MZ&E FimhR A 1.x—2.x AR ER F Python B DynamoDB &% i iR 4
1x—3xMER., BXEZER , BZHEA T DynamoDB #y AWS $IEFE % SDK A X

.

EHMREHEEFE-—MIZEMERHAERF (CMP) , EEABREEFFE. EMNRHUEFFHIRI
CMP , RGN CMP FREREE BB B K, TEEEASN CMP KA RHXI MEM BN S MER,
BETUEAEREEFFRNIDERZFMBREECANEE , BEHE CMP WRHRHMEEER
EREEAN CMP NREMFERSZHREERF.

(® Note

E‘BRFEMEF"HM MostRecentProvider A5 RIE A REEH M 4 an B HI PR N
EMRFEEENEY. EURSFERALSERMNTEENERANESR,
MostRecentProvider AAI 5 EZ X IFHNREMAHK DynamoDB MEEFmPEHAR , ¥
EM 2.0.0 IRERF R, E# CachingMostRecentProvider HEFEX. AXRFMELR ,
FZH EHRHEFNER.

NTFRERAREMHAONRUEEFEERENZERNAANNARR , UAREEEFERNARFN
ZEMBERNBERATEECARENEMENNAREF SN RHEEFR—IMREFNERE. i, R
&R AWS Key Management Service ( AWS KMS ) Af9 AWS KMS key RIF INZEME , MEE
E/RMELHEZDE @A AWS KMS,

LERNREREBRFFREIBESFTRHUEFERAN CMP FVRE LR BIREGHT CMP RISER, &R LUK
FARBNEHEFFRERTRUEFESER , BEERITNEELRERFFMHE,

mERHR R 210


https://docs.aws.amazon.com/kms/latest/developerguide/
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys

AWS #¥EEF tn% SDK FRARER

DynamoDB 1NZ%& F s 8 MetaStore , A TRIZMIREZEMBHEMUER (K
CMP ) , MetaStore fFRFEMEB DynamoDB FTH ALK 2 3% CMP HWZMNMERA |, FFRAH
DynamoDB N % = ix 19 R EBSE Bl TR & P im i 2 kR B 4 1o

&R LUK MetaStore BLiE A EAEMRE R AER CMP RAF RFNME |, SEEKZER AWS KMS
key SR I MBI Direct KMS REEF, EAZRENIENEEZANEDE CMP , HFELR
ITHRENBEXL CMP,

BRRBIA , FSH

» Java : MostRecentEncryptedltem

» Python : most_recent_provider_encrypted_table

ES}

- EAKE

- TEFE

- RHMEHEFNER

A&

BOESHRAERESF  EEEUENEE- M RHEFFMR  REtIZEAZREEFFHEISHREM
BF.

AT Rt B8R an{al & 2 65 F MetaStore R FTIRMERF , H A Direct KMS R T2 FF 12 ALH9 N2 418
R E N E DynamoDB RAMMRA, XLRFIFEA CachingMostRecentProvider 5,

BIORHFIRHEREFHE —NE MetaStore RFPFRIRE CMP B #, —MNERFRE (TTL ) IREM—1
REZFAUBRNSOZENEFERNNMRE, XERFFEFAPMRENRN 1000 MRE , FRF TTL R
EJ 60 #,

Java

// Set the name for MetaStore's internal table
final String keyTableName = 'metaStoreTable'

// Set the Region and AWS KMS key

final String region = 'us-west-2'

final String keyArn = 'arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
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// Set the TTL and cache size
final long ttlInMillis = 60000;
final long cacheSize = 1000;

// Name that identifies the MetaStore's CMPs in the provider store
final String materialName = 'testMRP'

// Create an internal DynamoDB client for the MetaStore
final AmazonDynamoDB ddb =
AmazonDynamoDBClientBuilder.standard().withRegion(region).build();

// Create an internal Direct KMS Provider for the MetaStore

final AWSKMS kms = AWSKMSClientBuilder.standard().withRegion(region).build();

final DirectKmsMaterialProvider kmsProv = new DirectKmsMaterialProvider(kms,
keyArn);

// Create an item encryptor for the MetaStore,
// including the Direct KMS Provider
final DynamoDBEncryptor keyEncryptor = DynamoDBEncryptor.getInstance(kmsProv);

// Create the MetaStore
final MetaStore metaStore = new MetaStore(ddb, keyTableName, keyEncryptor);

//Create the Most Recent Provider
final CachingMostRecentProvider cmp = new CachingMostRecentProvider(metaStore,
materialName, ttlInMillis, cacheSize);

Python

# Designate an AWS KMS key
kms_key_id = 'arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab’

# Set the name for MetaStore's internal table
meta_table_name = 'metaStoreTable'

# Name that identifies the MetaStore's CMPs in the provider store
material_name = 'testMRP'

# Create an internal DynamoDB table resource for the MetaStore
meta_table = boto3.resource('dynamodb').Table(meta_table_name)

mEMEHREERF 212



AWS ##EE hnZ SDK FRARER

# Create an internal Direct KMS Provider for the MetaStore
kms_cmp = AwsKmsCryptographicMaterialsProvider(key_id=kms_key_id)

# Create the MetaStore with the Direct KMS Provider
meta_store = MetaStore(

table=meta_table,

materials_provider=kms_cmp

)

# Create a Most Recent Provider using the MetaStore
# Sets the TTL (in seconds) and cache size (# entries)
most_recent_cmp = MostRecentProvider(
provider_store=meta_store,
material_name=material_name,
version_ttl1=60.0,
cache_size=1000

THERE

RMREHEEFMNEAEFFMIRE CMP, AR5 , EEA CMP £ HEIRE W B NEEF Y INZE 4+
o

T BRFREERF

EMREHEFNEHEFFEPREBNEMEREHRER (CMP) . RF , EfA CMP £KHTIRER
mEME, B IEFRERFSE T RUEFFEXE  E-MEHEFFRITUAZEENFHS
MEEEFRM CMP,

M RHEEFITERBEAREEFFHENETMAREN CMP —EER, ©M CMP &R INZEREFZM
B, A NRHRESTE NBRERF. MABITEMMERE.

NTMNEREHEFFHER CMP , R RUEEFFREHEMBEHRUREEANIE CMP BWARZE
XNTMEME  KMREREFRLBERES (&) BE. ¥THEEME , ©FRATIZNEMH
By CMP BYARZA , I BT 7Ro
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Iltem encryptor Cryptographic
materials

Get cryptographic
materials

Most Recent Provider
|
Get
( | cryptographic
Geta CMP ‘ materials
CMP ™ —
| ——

i

| Cache

|
v A

Get or create CMP:

Name, Version

L I

Provider store

ENMEHEFIRFRUEFERENFANT B RIERZOER (LRU) ZFEPRIEER CMP IiRA, %
ZEERMREHEFEBIRNAEFN CMP MEFNENAE FARKEFF#. BUUREBREZE
7o

ENEMEFFERATRENEFZREE , METURENARFNESHFRIZE,
*F MetaStore

BU R REEFSTMREREEFEEESHER , S RRENEEIREREFFEM. DynamoDB
NMBZREFHESE—/ MetaStore , ERZEAUEENBENX WL LEN,

MetaStore R —MNEEREFF# , e BHREHRET S EEN CMP FTENZE R, BEBFHMNK
BZAME ZEE CMP, MetaStore W HRHATEHEFRKERE—NELZLHEI , HAEEE CMP 228
BAMNNBERHE—NTE NZZH, RERPHENZZRANZEZANEIEZPSILBER,

TERERT MetaStore A MK MetaStore SR IFFIEMEBFHNRZE AR,
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Most Recent Provider

Mame, Version |

'
MetaStore

7 N
Get or create material:
Mame, Version

—>[ Create wrapped CMP

. A
o ; Encrypt material Get cryptographic material
S R —»
Mame, Version +— Item .
Encryptor Internal CMP
. Internal DB .

MetaStore £ E @& CMP , AEFEN] ( UmBER ) FHENEE DynamoDB kH, 2 XEZ
EHRUEFMENER  FFBURHRAES, ZRPHM R BN DynamoDB ZEE F kR |
BE—NMBENBRFMABNETEHREERER (CMP),

& ] 7£ MetaStore FEFAEME R AL CMP , E3E Direct KMS RIEEF. EEFIRMHMN MR H
MEITE CMP RERBHWEBEN CMP, MREH MetaStore FHIAEF CMP 2 Direct KMS 2172
F, BN ERSENEEZAFZE AWS Key Management Service ( AWS KMS ) 1§ AWS KMS
key BRH . B MetaStore MHAZIRFME CMP IRARMNE A IFRIRE CMP MRAR , EHM
A AWS KMS,

REE A IEE

U URNECENENRFREEEFRELERE (TTL) B, BEBERLAT , BEENNARFETER
SSANSE TTL &,

BHRMEFMN CachingMostRecentProvider FFEHH TTL ENEAEE R,
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® Note

BRI IRHREFMN MostRecentProvider AAIEEZ X FHNREMRAH DynamoDB INZEE F i
FEHAFMR , HEM 2.0.0 IREFBBER, ©# CachingMostRecentProvider #F5FTEUL,
BUUEBRREHAB, BXEFEMAER , SN S EHEEFNER.

CachingMostRecentProvider

CachingMostRecentProvider A AR FXER TTL E.

« TTLRETRFEHUEFERAEFE#TREHRRAN CMP IR, NREFHATH , &
REREFEAEHRE CMP XRIFTENZEME. BN , e NHREFEHACHZHE CMP FiNEH

« TTL REEEHH CMP afAEAZKEE, EFEAEEN CMP #iTNZE 8 , RFEHER
L2 HEEEFEDEENRE, MR CMP ZEREENY TTL, Il CMP HMNEEFHHEIKEZE |, &
IREAREFENERUEFF#PIRINEHRAHNFH CMP,

MostRecentProvider

£ MostRecentProvider A , TTL RE T HRFEHEFEREAEFFEE IR EFMRALH CMP B
ME, MREFRATH  KFEEEFGSLSEHRE CMP HRIFEMNZEL R, BN , S%REs
HAErXal CMP FinzsE,

TTL AT BEWERTR CMP IRAR SIEMR, KR LUBE R HRINZ M EI R A ZFHH CMP A,

BENTTLENENARFREERNTAMERMRE. € TTL 4 E MZEMEBHERNFERHF6E T
B, NfiXEBZERR. MA , TTLER , 2EHZERIFRBER, fl0 , MREHNRNI CMP 2
Direct KMS £H2F , CABME T AR S EFPHEREA AWS KMS key,

BR  MRTILIE A AEAARKEFFEIRIENENRS , FSBENREREFFHRSIR
BENNARFMAZENRSKSENWEMNAREFER. B TTL SRRMEBBAEERIT
i, ATt ait B2,

AHAHE , EFEITERETER TTL MEFAD | ERRIESENNARF AR EN T2 ML
ENEE

IR INZE AR

HRMEHEFEENFEM RN , SHRACEREMAENRITRAL CMP, R EXARAHY R HE
EERERMREHREFFRENEFNE (TTL ) BERE,
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S TTL 2 , RN RHEEFSERKEFFHEPREFNRAN CMP, MARTARA , N &AFRMA
BF2FRMeAEREZFPH CMP, ©RERAL CMP REMEME , ERNREHREFFHREE
FHIRRA

ZURUEFFRISFTRERFCEFRAN CMP , BEASFTRERFHMBEHBARARERER

R CIEFRERFRE. REEFFH#SCE - CMP AEENSHFREPUESHRES /&K

FMEER, (ECEFERECMP , BETUERE., ) GR , SEFREHEF T RARHEEFF&A

FIE CMP & SERASH , ENREEFTHNESHRAS HEN FRNERERPEHIRES , UE
=B CeIEHRAR CMP,

R ETRE, SAENT R EERREXNENNARFE LN EMAERITYEN SIZFREMA
BFEM.

FREX N3 16

BHREERFFERAUTERE (MEFR ) REMEREZIWME MBZEFNMENE, wHERTEER
FEMREH CMP HWERE, BFEUHEFIERATARENEUEEFEFME , 28 DynamoDB MEZHE
FimHEEm MetaStore,
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Item encryptor

Cryptographic
materials

Get cryptographic
materials

Most Recent Pro

vider
|
Get

‘ Get a CMP \
|

cryptographic
materials

CMP |4 —

J

Get or create CMP:
Name, Version

!

Provider store

S —

'\__‘______-__./

‘ d Q
MName, Version #

Create new CMP
(version++)

£/ CachingMostRecentProvider fFSRIESMRHEERFN , BAUEEREEFF#. &R

HEFHNBHNEFNE (TTL) B, SUAMREEEEZEADN , G DREEZFPITUFENRKX

EM B E.

S B MEREFRRHTREEEFERNEMEN , SFTRAEFEAIEEHEFTERE CMP &R

AR AR

- MREEZFHRE T HHMRARN CMP B CMP &3 EEH TTL B , N&#HRHEFFER CMP K
ERMEME. RE , SHNEMRRDRTE NFRERF. LBRETFEARREHEFFE.

« MRRFREPH CMP FEEEFS , IENMRCEZFFECELE TTLE , WSHRHERF

MERHEFEFHEER CMP, ZBEREEEHMEHEFMBENUAREAENRZERAES,

1. REEFFEMNERSAMFHED CMP, MRRHREFF#E MetaStore , EXFHEFRME
FHEEnRAED XRAFRASAEEFE , NMMERE DynamoDB RIREUINFHH E R
CMP, MetaStore R EAEI B MFAEFMAEE CMP REZ SR CMP, Ria , ©FH

@ EHERERF
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X CMP REIZ| & #iRHREF. MERNE CMP & Direct KMS R REF |, kT BRFIEX AWS
Key Management Service (AWS KMS) B8 .

2. CMP ¥} amzn-ddb-meta-id SARMEEEEM BHER, ZBWER CMP EEARRFHME A
PMHMRA, REEFFHEFT CMP BRE R SHREERF

3. RITREHEFERNEFHRERF CMP,
4. FREERFER CMP £ MNEM R, RiE , ©RNBEMLEEEME NEEF.

IREUER B2 41K

ST B MZEREFRRHTREEFFRBEM B, & RAREFFERATERERREARE XL

o

1. R RHAEFORUEFFEARATINEDENNZEMBORES, REEFFHEEAKRKERE
B9 M B R R 14 B SRR A RHE IR

2. REBEFFHEMNEGRMEHERPH amzn-ddb-meta-id HIREINE CMP MRAS FH [ HIR E | &
MiREER.

3. RMTRHEFEEFTERATNENZZTE B CMP IiRA,

 MRECEEZEFHRITEERREHN CMP B CMP ABHEFRTE ( TTL) & |, NSHFIEEHEFNE
B CMP RERBEZME ., AFE , SNEZEMEHREZWE MZEF. REFEEARRHEFE
fEREME M CMP,
o MECEMRAN CMP A EREFY , REMNMREEFH AWS KMS key BBHEH TTL & , MIHHRE
HEFENERHEFEFIER CMP, SEEBERPEEZEMBZHIINEE CMP A5,
1. REEFERISHREAEFEMNAEI XBHAGRASAELERFE  UEEESALEEDE
% CMP,
- MBREHANBRASFTEHFTAMEES  REEFEETIARE, IREHEFEHATE
B CMP , BfLX CMP RIiZTF#MEREZAMEMED , BRIFCTHEEIMMBR,
- MREBCENBMIREASH CMP L TREEFFHNBAMEMT , RHEFEELEE
E CMP BRE R HHIEHREF.

mRBHEFEME R MetaStore , E2MNE DynamoDB RIRENE MMZEH CMP, K5 , EMN
HREF CMP FREUINZ # R AR B 22 CMP |, B CMP RE RIS IEMREF. MERI
CMP & Direct KMS IR F , WS BF I EF AWS Key Management Service (AWS KMS)
MR A

2. R RMEFERNFFER CMP,
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3. RMTRMEFEA CMP £EREEME, K5 , ©OREEMERE R B MBEREF

BRHTIR AR Fr B E AT

BRI EREREFNASEM MostRecentProvider Bl CachingMostRecentProvider,

(® Note

MostRecentProvider fFEREXEFIBMERF , FEA T Java B9 DynamoDB & & F if
1.15 MRAF5& A T Python Y DynamoDB MEEFi% 1.3 RAFERFAR , HEMNFTEE X
I DynamoDB tN#Z % Pk 2.0.0 fiRAFBBR, WA CachingMostRecentProvider,

CachingMostRecentProvider SR T T EHX :

o HMBMBEAFEFHNBEBIEEBNEZRE (TTL) R , CachingMostRecentProvider
L2EHRENNTFHBER,

MostRecentProvider AIREEHBNENEGE R/ MBEMREEENEF. Bt , BHE
HEFUETHNERNESR, CHRKERAASEANZERANNREAERERE,

MRETEZEMBFRA , MBI EMEEF LA clear () FERREBRUNMR, A
ERFHRIFEFANE  AERSHREEF BRI CMP FFAYINE M H,

« CachingMostRecentProvider B BEEZFAMIE , RZIREA L EEFHIEFET.

EFE#HZ CachingMostRecentProvider , BAMERRBHRNAFSENR. EFEHMA
M , CachingMostRecentProvider T2 [E/E# A MostRecentProvider, BEFEEH MEZRTM
==

B8R , CachingMostRecentProvider 24K EZNERZAEM RENFR. EESNERFERE
(TTL) BfRAELARARMERFFMR —R. EFREER CMP ( HTHERR ) WNRARFIIHEE
ABLHIEN N ARFRE TN X TR,

EAMEFHEHNRBZE , AXNEH#TL2ENE K BREMENVAATKBRELNNARFRS R
HEF TR IRS ( HIE AWS Key Management Service ( AWS KMS ) 5 Amazon DynamoDB )
Tii. EERMMEMMEERE , FRIEECMEIWMEESFEIE CachingMostRecentProvider &
BFRPNNEFRE, BXBEEESD , 52H RELETFHNEE,
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BAMBRARRF

® Note
BINNEFRHRNZECEmS N AWS BIEENE SDK, U TEBRMEXREAT Java B
DynamoDB &% FimhR 24 1.x—2.x AR &R F Python B DynamoDB INZ % = i ik 4
1x—3x WER. BXxEZER , HZSFHEA T DynamoDB K AWS ¥IEENZ SDK lRA X
o

BAMBRHER (85 CVMP) BFREMENMEMBHEHEERF (CMP) |, TRA TR, SRt
BERNME S RE M,

BEEMABRAS CMP INERME |, FRHESHMEFIRE (AES) NHMEMER BARNHRAX . HHIRHE
BN ZHASEEEBNZNTE . 85 CMP RMTEMAMEERE, Hk , EQFRANNBZRHERES
TR LTE MBERF. B NMZRFRERERLNZAZANERNE., RAF , EHERFERZS
ZHRANTEER

BT #S CMP R BEMME— B H , RRERAR - MZEZANZ BBLRER -2 HHLRL
REBEHFAERAE ., SEAR—ZANBEASHEFNEHEREARN - BANBANNAERE LR
B, R TEI IAHE H 2R 4R p 22 BR AT XUBR

@ Note

Java EHRRENMBSREAEFTIR —MBSEHAERF. BMUEREHESZEN CMP HEAHE
B, EXETEARTEN , BNRAREEEN S 2RN CMP,

#75 CMP ;2 DynamoDB MZERE F im XIFH /LM MEM BHRHERF (CMP ) 2—. BXEM CMP 1Y
E5 , BZANEMRHEHER.

BRRBIAE , FSH

« Java : SymmetricEncryptedltem
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FRARER

ERFE

EQEBRSREMAER  BRERANBZZHIFAN NI ZHANBAN . FSERERAM R T E M HF
BMRIMB,

Java

// To encrypt
SecretKey cek = ...; // Encryption key
SecretKey macKey = . // Signing key

EncryptionMaterialsProvider provider = new SymmetricStaticProvider(cek, macKey);

// To decrypt
SecretKey cek = ...; // Encryption key
SecretKey macKey = ...; // Verification key

EncryptionMaterialsProvider provider = new SymmetricStaticProvider(cek, macKey);

Python

# You can provide encryption materials, decryption materials, or both
encrypt_keys = EncryptionMaterials(

encryption_key = ...,

signing_key = ...

decrypt_keys = DecryptionMaterials(
decryption_key = ...,
verification_key = ...

static_cmp = StaticCryptographicMaterialsProvider(
encryption_materials=encrypt_keys
decryption_materials=decrypt_keys

TERE

BARAEFRREHNNZNEZFZACRITME MZESF  MENENFEFEEEAXERANE

TEMBENLER. RIFANSIIERBTIENESR , SNXNFAETE ERMEENER,

B RREER
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Static CMP
| |

Application —|—» AES encryption key - » Item encryptor
Signing key/pair

FREWH0 22 4
AEDWR T BAMBHREEER (#5 CMP ) ERBIMEMEIERETA B A, W HMLE,
A (KRBENAER)

« NBEH - XSARXNNEHR (WERINEFRAE (AES ) BH ) -
LREH - XUARNHREATIEXNHEZEAN

WA (RETENERERF )

« DynamoDB 1% £ T X

W (ETENERRF )

« EAmAZENNEZEZH,
- EAmARENERER,
« SKER#PRHER | EROMBHER (B ) , THER.

IREUEA B2 41K

REDFRTBESMERMERF (#S CMP ) ERIBEBERMBERIA@A ., i HMLE,
RECREUMBZM R MRIBEZ MR T ETRE |, BT HRERN,

MA (RENRAER)

« MERZRP - IBMENHER (MERINERE (AES ) B ) -

4

« TRER - XU HBARIENHBAX

i
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WA (RETEMNERF )

« DynamoDB 1% £ T3 ( RERA )

W ((EWENERRF )

« ERRMAZIZRMBERH,
« ERRMARENEE RN,

Amazon DynamoDB Encryption Client A A {RIZIES

® Note
BANEFRNBECEGA N AWS BIEEMZESDK, AT EBIREMEXERT Java B
DynamoDB 1NZ % FimhR A 1.x—2.x A& T Python B9 DynamoDB 1% & F imhR A4S
1x—3x WER, AXEZELR , H51 DynamoDB IRAZFHHAWS $IEE N SDK,

Amazon DynamoDB Encryption Client AT U T HREZEIES. HETESNESTHEE , BERWE
NIRRT EREN, fla0 , BRILER Java BFRImMNE (IXE ) WE , HEA Python & F i i 2 1
Ho

BEXEZER , BZAMENEE,

e

« @A T Java B9 Amazon DynamoDB Encryption Client
 S&MAF Python B DynamoDB W& % F° i

EATF Java B9 Amazon DynamoDB Encryption Client

(® Note
BINMEFBENZEESERE N AWS BUIEEMZESDK, U TEBIRHERERT Java ¥y
DynamoDB MZ&E FimhR A 1.x—2.x AR &R F Python # DynamoDB &% F iR 4
1x—3.xHER, BXESER , H2 M DynamoDB MRAS X FHAWS EEE i SDKo,

w1

B
illl
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KEBNE T MAIREMNERERAT Java B Amazon DynamoDB Encryption Client, &< {#
DynamoDB & & P it THENFMEE , BESH Java =, FEE GitHubH #Y aws-dynamodb-
encryption-java =S % DynamoDB M# % F ik kY Javadoc,

(® Note

WA 1. x. &R T Java B9 DynamoDB M#E & FiwmH I x EF 2022 end-of-support £ 7 BFF
MM BEN. BRRARENEIRARA,

F&
. RREM

. BE
« EAEMAT Java B DynamoDB B E i
« &R T Java B DynamoDB IIZ % P ik hY R4 ED

FREH
KELE5ERT Java B Amazon DynamoDB Encryption Client Z 87 , iF#RHE B AT £ REZH,
Java FF RN 5

BEEFH Java 8 ESIRA, £ Oracle M Lk , A Java SE T , AR THH L% Java SE
FEEH (JDK),

WMREAFE A OracleDK , MK AT T8 H L4 Java Cryptography Extensi JCE on () ToiR 58 E B 5
PR B S

AWS SDK for Java

ENGEIRE N T2 F &R 5 DynamoDB X H , DynamoDB M & F ik th T E /Y DynamoDB &R,
AWS SDK for Java fRAT LA R KB/ NER | SDKL AT AR ZRIXMER, MEFEHIZE Maven , NI
FF aws-java-sdk-dynamodb #MNZE| pom. xml X,

BEXARENHEBEMNEZEE AWS SDK for Java , iHSFEAWS SDK for Java.

ZR

B LUEE T A REZ&EER T Java B9 Amazon DynamoDB Encryption Client,
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https://github.com/aws/aws-dynamodb-encryption-java/tree/master/examples
https://aws.github.io/aws-dynamodb-encryption-java/
https://github.com/aws/aws-dynamodb-encryption-java/tree/master/examples
https://www.oracle.com/technetwork/java/javase/downloads/index.html
http://www.oracle.com/technetwork/java/javase/downloads/jce8-download-2133166.html
http://www.oracle.com/technetwork/java/javase/downloads/jce8-download-2133166.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/getting-started.html
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FHHERX

EREEAT Java B9 Amazon DynamoDB MEE Fi% , ERBER FTHREFEME. aws-dynamodb-
encryption-java GitHub

{# F Apache Maven

ER T Java B9 Amazon DynamoDB Encryption Client @33 Apache Maven 124 , # E &L T K
TE Lo

<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-dynamodb-encryption-java</artifactId>
<version>version-number</version>

</dependency>

ZRIEHGESDK , BAEFEREMPHRHIMREE , H4TH D ynamoDB %% Fiw Jav adoc, GitHub

FEAERT Java B DynamoDB &% ik

(® Note
BINNEFRHMNEZECEmS N AWS BIEEMZESDK, A TEBREEXERTF Java iy
DynamoDB &% FPimhR 24 1.x—2.x AR &R T Python # DynamoDB &% - imhR 4
1x—3x WER, AXEZELR , H51 DynamoDB IRAZFHHAWS $IEE I SDK,

REBNAT Java FHY DynamoDB MNEE F im kY Al BT H 4R i21E 5 K R T2 — L Ih8E,

BxfEHA DynamoDB MEXR Fin#t {THRENIFHES , 55 Java ="fl. GitHub L EH REIAK
DynamoDB 1% & F il Javadoc, aws-dynamodb-encryption-java repository

F&

- YImiNEEs : AttributeEncryptor #1 D ynamoDBEncryptor
- BERETH

- Java FHEMERE

« BEREWN
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https://maven.apache.org/
https://aws.github.io/aws-dynamodb-encryption-java/
https://aws.github.io/aws-dynamodb-encryption-java/
https://github.com/aws/aws-dynamodb-encryption-java/tree/master/examples
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https://github.com/aws/aws-dynamodb-encryption-java/tree/master/examples
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YR INZRES . AttributeEncryptor 1 D ynamoDBEncryptor

Java F 1y DynamoDB INZEE Fim B N B iN&Ess | BIKABIH D . ynamoDBEncryptor
AttributeEncryptor

AttributeEncryptor@ —MEBEFE , A #BIEynamoDBMapperfE DynamoD B
tn#DynamoDB EncryptorEFPisFEAFH D, AWS SDK for Java SR ELEE A
AttributeEncryptor # DynamoDBMapper , M HERFWME K , EREANME HITMEHZL
o HEMEMEN , EXLER B IENBRENIE,

BLERETA

BAILAEA AttributeEncryptor 1 DynamoDBMapper RFMBEHREENEZR ( HNEMEM
LL) E@fﬁﬁ’]ilﬁﬁ FNFXEES , RNBWEFHEZERNER PUT REFTH , AT REIFT
o BN | BAIRET AR IEHBURE,

DynamoDBMapperConfig mapperConfig =
DynamoDBMapperConfig.builder().withSaveBehavior(SaveBehavior.PUT).build();
DynamoDBMapper mapper = new DynamoDBMapper(ddb, mapperConfig, new
AttributeEncryptor(encryptor));

MREEARANRETH (NEFERMEFERENEY ) , WREENEEFT228HELEY B
ToHARBEAER. At , EUEEMAENEMELR , SEFLTERIE , AN ETSREREENE L,

& A LAE A CLOBBER RIFITN. ZITAE PUT RIFITAMEE , ATIECHEARAYABERF
RYTLE .

NP IEZREEIR , MR AttributeEncryptor S5KELE CLOBBER = PUT REFEITHK
DynamoDBMapper —i#2{# A , Il DynamoDB MBREFixa HIZTHRERE,

EEFRGIFFERANLERE , FSREER D ynamoDBMapperfl# aws-dynamodb-encryption-
javaBFEEFH AwsKmsEncryptedObJect GitHub.java =4,

Java PRV E MR 1E

EMRFEENEALSENELEE. REENEUHEUARZHRNEMLE, ATEEBMHRENFEEUR
F & EAH RDynamoDBMapper flAttributeEncryptorid RBAKKHIH D ynamoDBEncryptors
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https://aws.github.io/aws-dynamodb-encryption-java/com/amazonaws/services/dynamodbv2/datamodeling/encryption/DynamoDBEncryptor.html
https://aws.github.io/aws-dynamodb-encryption-java/com/amazonaws/services/dynamodbv2/datamodeling/encryption/DynamoDBEncryptor.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/DynamoDBMapper.Methods.html
https://github.com/aws/aws-dynamodb-encryption-java/blob/master/examples/src/main/java/com/amazonaws/examples/AwsKmsEncryptedObject.java
https://aws.github.io/aws-dynamodb-encryption-java/com/amazonaws/services/dynamodbv2/datamodeling/encryption/DynamoDBEncryptor.html
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/A Important

ERABMRENRIRTNRE , EHREREPFNIBBREETESSHERRIEIR , M
MEETEBERIE. AXRFAVR , FSHERHERE,

D Y& 184 ynamoDBMapper

LR EF DynamoDBMapper M AttributeEncryptor Bt |, SR IEERE MR /E. DynamoDB il
BB P mEAGAE DynamoDB BHER , ZERAENEHRBEUBENARFEME. RIABERT ,
BREBUANFIEBHEEOMEALE , TREZSHEBRME,

(® Note

FEMEMA @D Attribut ynamoDBVersion e JEfEN BN ERTNE , RERAL (BNZ )
Well#iTEE., a0, FREENERR=E£EARER.

// Attributes are encrypted and signed
@DynamoDBAttribute(attributeName="Description")

// Partition keys are signed but not encrypted
@DynamoDBHashKey(attributeName="Title")

// Sort keys are signed but not encrypted
@DynamoDBRangeKey(attributeName="Author")

ZEEGINMER , EEAEEMAT Java B DynamoDB MEEF ik P E LM ME R, MREEXR
BIIEEX LR , ENRAAIZRNAMIAE,

// Sign only
@DoNotEncrypt

// Do nothing; not encrypted or signed
@DoNotTouch

Flan | XEFBRLEEBEARME PublicationYear BM , MARINBZHRZE ISBN BitEE,

// Sign only (override the default)
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https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/DynamoDBMapper.OptimisticLocking.html
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@DoNotEncrypt
@DynamoDBAttribute(attributeName="PublicationYear")

// Do nothing (override the default)
@DoNotTouch
@DynamoDBAttribute(attributeName="ISBN")

D B9JE 132 4 ynamoDBEncryptor

ZE£ynamoDBEncryptorE# £ A D BHEERBMERE , BIE —MHashMapX R , EPEF/EN KRR
BB MAEEERE,

BMEEATE EncryptionFlags KB E VB HIRE, BILE SR ENCRYPT M
SIGN , B fEM SIGN , SE 2K, B2 , RERIMFER ENCRYPT , ) DynamoDB MN% % F if
S HEIR, BLEMBARSENE M.

ENCRYPT
SIGN

/A Warning
FAMBEREME. SNAHRENH , LAE DynamoDB EHRIE MELFEITERAH.

MREBENMBLETXHEE—NER , ARNETREMNEMIR/ERSE ENCRYPT , Il DynamoDB i
REFRSMHESE,

Flgn | BATF Java RBBEIE T —/Nactions HashMap Xrecordil B FFFIEB MR TINBRNZE,
BINRD XBANHFREY (XLEEMHECLHERMNE ) UK test B ( ZBERZZIARME ) .

final EnumSet<EncryptionFlags> signOnly = EnumSet.of (EncryptionFlags.SIGN);

final EnumSet<EncryptionFlags> encryptAndSign = EnumSet.of(EncryptionFlags.ENCRYPT,
EncryptionFlags.SIGN);

final Map<String, Set<EncryptionFlags>> actions = new HashMap<>();

for (final String attributeName : record.keySet()) {
switch (attributeName) {
case partitionKeyName: // no break; falls through to next case
case sortKeyName:
// Partition and sort keys must not be encrypted, but should be signed
actions.put(attributeName, signOnly);
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break;

case "test":
// Don't encrypt or sign
break;

default:
// Encrypt and sign everything else
actions.put(attributeName, encryptAndSign);
break;

RIig , HBEAWencryptRecord 5 &R DynamoDBEncryptor , FFBEIIEE NattributeFlagss
WHE, fHla , XX encryptRecord HiAMAAEMA actions &L,

// Encrypt the plaintext record
final Map<String, AttributeValue> encrypted_record = encryptor.encryptRecord(record,
actions, encryptionContext);

BEREN

¥ DynamoDB %% i , DynamoDB 3R#Y & #h 2 1&i% 2 i % M ## % 73 55/ DynamoDB f% £ T
NHTE, NRTBHTMELZEEN , DynamoDB MNE LT ( BFEREN ) AME L XL EEIN
BT, MREELLFEZTERN DynamoDB MZ £ T X 5&i%E 4 % 735£/ DynamoDB % £ T3
TEE , W2 RES KM,

ABr, RNBHRREZ , FINELRZGRINITpoint-in-time RERS, HBEHWIEXLETENER
B, AAERERT XA #TNBEMLEEHME DynamoDB IE ETX , IFERBREMN. FTEESH
Bl 2R B #ho

£ DynamoDBEncryptor & , BFF L4 DynamoDB & LT3, ER , MRS
F DynamoDBMapper , AttributeEncryptor A& 612 DynamoDB lIZE LT , B
FBYURBN. BEEHA AttributeEncryptor FAHEMREHGIEMBZR LT X , H6EH

EncryptionContextOverrideOperator,

fFlan | LRRBEIZRT nZ 4 RHRHER (CMP) #. DynamoDBEncryptor R , €1
Fd DynamoDBEncryptor B setEncryptionContextOverrideOperator 553%,
©fE A overrideEncryptionContextTableName Z& & , ZZEFFEE 1K
B, BYXMMARBEEECSE , AttributeEncryptor 28/ — DynamoDB 1%
ETx, EFEE newTableName LA E oldTableName, BXTENRE , HSH
EncryptionContextOverridesWithDynamoDBMapper.java.
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final DirectKmsMaterialProvider cmp = new DirectKmsMaterialProvider(kms, keyArn);
final DynamoDBEncryptor encryptor = DynamoDBEncryptor.getInstance(cmp);

encryptor.setEncryptionContextOverrideOperator(EncryptionContextOperators.overrideEncryptionCor
oldTableName, newTableName));

A DynamoDBMapper WINE G ( A EBEBEHRIUTE ) i , BEEERBEREN.

mapper.load(itemClass, DynamoDBMapperConfig.builder()

.withTableNameOverride(DynamoDBMapperConfig.TableNameOverride.withTableNameReplacement(oldTabl
.build());

&R LA overrideEncryptionContextTableNameUsingMap iZE & , ZizEFNEBEESZD
KE Mo

REVBZCZHAEBEEAZHRENRIELENER. B2 , EAUEAENENENEE T
DynamoDB MN& £ T X HFHRBEHFRE N HME.

REEM DynamoDBEncryptor , BREFEAREBEMNBREZERN, MEEARHBREHEIE—NE
LT, AREREREGHRE T E,

EATF Java B DynamoDB & & ix Y R AT

(@ Note
BINNEFRHNZECEmS N AWS BIEEMNZESDK, AT EBREEXERTF Java iy
DynamoDB MZE%& FimhR A< 1.x—2.x AR &R T Python # DynamoDB &% = ixhik 4
1x—3x WER, AXEZELR , H51 DynamoDB IRAZFHHAWS $IEE 2 SDK,

AR 7RG SEE R IMAE R EA T Java B9 DynamoDB MZ & F sk R B ARF$F# DynamoDB &
B, YRALATE Eaws-dynamodb-encryption-javafZF i R ARG B RHKRBEZS R ( HRBMBESH R
#1) GitHub,

FB
« f£f D ynamoDBEncryptor
« f£f D ynamoDBMapper
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£ D ynamoDBEncryptor

It R 5135 B A R AR R BI B9 D ynamoDBEncryptor SIE#KMSIRERRF —EFEH. EEKMSIEHE
RIFEIEEH AWS KMS keyin AWS Key Management Service (AWS KMS) 4 sk R 4RI H & 418l

A SO E R AN N Z A EHE 2 F (CMP) 5—&£ £ ADynamoDBEncryptor , th A LU EEKMS
R F5DynamoDBMapperFAttributeEncryptor— {28

BETENRBRA . AwsKmsEncryptedltem.java

HIR 1 QIR EEKMSRMR

tIEEEXEN AWS KMS BFiREfl, Al , EAZE P inSSFl o288 RN EEKMSR AR
5l AWS KMS key,

B RBIER Amazon FIREF (ARN) SHFR AWS KMS key , 1847 U B AE (78 k0 544718
#.

final String keyArn = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab";
final String region = "us-west-2";

final AWSKMS kms = AWSKMSClientBuilder.standard().withRegion(region).build();
final DirectKmsMaterialProvider cmp = new DirectKmsMaterialProvider(kms, keyArn);

S| 2: BIEIB

W RHIEN T record HashMap R R RHIRIH o

final String partitionKeyName = "partition_attribute";
final String sortKeyName = "sort_attribute";

final Map<String, AttributeValue> record = new HashMap<>();
record.put(partitionKeyName, new AttributeValue().withS("valuel"));
record.put(sortkKeyName, new AttributeValue().withN("55"));

record.put("example", new AttributeValue().withS("data"));

record.put("numbers", new AttributeValue().withN("99"));

record.put("binary", new AttributeValue().withB(ByteBuffer.wrap(new byte[]{0x00,
0x01, 0x023})));

record.put("test", new AttributeValue().withS("test-value"));
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$I% 3 : 812 D ynamoDBEncryptor

A EZEKMSIR 82 DynamoDBEncryptorBI3E 4,
final DynamoDBEncryptor encryptor = DynamoDBEncryptor.getInstance(cmp);

S 4 : 812 DynamoDB M# £ X

DynamoDB % £ T X BEBEXREMUREMAMENLENEE. NREANE
DynamoDBMapper , | AttributeEncryptor £ &BIE M £ T3,

final String tableName = "testTable";

final EncryptionContext encryptionContext = new EncryptionContext.Builder()
.withTableName(tableName)
.withHashKeyName(partitionKeyName)
.withRangeKeyName(sortKeyName)
.build();

SR 5 CIREMRENR
EHRFRECNEALENTEREYE. NEBNEHURRNEREZNEE,

fEJava P , EEERMHIRIE , SECIEBEMBEMMENcryptionFlags{EXx. HashMap

Flan | AT Java fREG8IZ T — P actions HashMap Xrecord@ B M FTE B MR TINBNE
Z, B XBNHEFZHEYE (ELRERME ) URARLEERMEN test BRI

final EnumSet<EncryptionFlags> signOnly = EnumSet.of(EncryptionFlags.SIGN);

final EnumSet<EncryptionFlags> encryptAndSign = EnumSet.of(EncryptionFlags.ENCRYPT,
EncryptionFlags.SIGN);

final Map<String, Set<EncryptionFlags>> actions = new HashMap<>();

for (final String attributeName : record.keySet()) {
switch (attributeName) {

case partitionKeyName: // fall through to the next case

case sortKeyName:
// Partition and sort keys must not be encrypted, but should be signed
actions.put(attributeName, signOnly);
break;

case "test":
// Neither encrypted nor signed
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break;

default:
// Encrypt and sign all other attributes
actions.put(attributeName, encryptAndSign);
break;

HE6 : MBEHLRIE

EmMEHLEIE , BX encryptRecord KISEHIE A DynamoDBEncryptor 5%, EERIE
(record)., BRI (actions) MNZE LT (encryptionContext).

final Map<String, AttributeValue> encrypted_record = encryptor.encryptRecord(record,
actions, encryptionContext);

S 7 . W E KA DynamoDB & H

\

&G, Hemz LA E KA DynamoDB &,

final AmazonDynamoDB ddb = AmazonDynamoDBClientBuilder.defaultClient();
ddb.putItem(tableName, encrypted_record);

A D ynamoDBMapper

AT Rl @B E R DynamoDB M ss iR F RS EERAREF —E2FH. KMSEEKMSE
HAEREEBIEER AWS KMS keyin AWS Key Management Service (AWS KMS) 4 B F R 3 E & 41
o

IR A LURHMEM 3R B M 241 £HE HF2F (CMP) 5E— 2 fDynamoDBMapper , 2 AJ LUFEEKMSIE
HEFERELKBIDynamoDBEncryptor IR F — A,

BETENRBRE : AwsKmsEncryptedObject.java

HR 1 IR EEKMSIR MK

BRI EXIEHH AWS KMS BFRiwkfl, AfE , FAZEFHEFLIREEIEN EEKMSRMAR K
Bl AWS KMS keyo

LR BIBER Amazon BIREFR (ARN) SRHRIR AWS KMS key , {848 7] BASE A 18 0 2 A4R1R
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final String keyArn = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab";
final String region = "us-west-2";

final AWSKMS kms = AWSKMSClientBuilder.standard().withRegion(region).build();
final DirectKmsMaterialProvider cmp = new DirectKmsMaterialProvider(kms, keyArn);

$IR 2 . 8l2 DynamoDB M# 28 F D ynamoDBMapper

FASE L -SSP OENEZEKMSRMUZEF 612 DynamoDB MEBRHIEH, BEERFLERS
DynamoDB Encryptor = 8¢/ DynamoDB Mapper,

& , 82 DynamoDB BIEEH=HIFMRSF R[EE , AR EA T2 DynamoDB Mapper #Y3%
£,

/A Important

LA DynamoDBMapper AP FEBEER (HEMBHLEE ) WEN , FHEENE
BRETH (MEEFMERMMN PUT) |, LT RAIFTR. BN |, BT EBRBRIENHK
i

final DynamoDBEncryptor encryptor = DynamoDBEncryptor.getInstance(cmp)
final AmazonDynamoDB ddb =
AmazonDynamoDBClientBuilder.standard().withRegion(region).build();

DynamoDBMapperConfig mapperConfig =
DynamoDBMapperConfig.builder().withSaveBehavior(SaveBehavior.PUT).build();
DynamoDBMapper mapper = new DynamoDBMapper(ddb, mapperConfig, new
AttributeEncryptor(encryptor));

FB] 3 EXIZEK DynamoDB %

BTk, EXEW DynamoDB &, FAXRIEEEHRIE. LRHIFF6IZE—4 DynamoDB
#*. ExampleTable , AR —/RRFIMEM DataPoJo %,

ERRFIERF , FHAETREHZE , BFH#HTNE, XEATER eDynamoDBHashKey #1TER
B partition_attribute LA f#H @DynamoDBRangeKey #{T/EB M sort_attribute,

R A eDynamoDBAttribute HTEBMWEM ( 10 some numbers ) MEHEE, FH
@DoNotEncrypt ( &% ) = DynamoDB MEE FimE XK @DoNotTouch ( FHITMEBHE
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2 ) MBEIRNBEHENGISN, Hl0 , BHF leave me BHEHE @DoNotTouch 338 , At FT4R
Hm#ELLR,

@DynamoDBTable(tableName = "ExampleTable")
public static final class DataPoJo {
private String partitionAttribute;
private int sortAttribute;
private String example;
private long someNumbers;
private byte[] someBinary;
private String leaveMe;

@DynamoDBHashKey(attributeName = "partition_attribute")
public String getPartitionAttribute() {
return partitionAttribute;

public void setPartitionAttribute(String partitionAttribute) {
this.partitionAttribute = partitionAttribute;

@DynamoDBRangeKey(attributeName = "sort_attribute")
public int getSortAttribute() {
return sortAttribute;

public void setSortAttribute(int sortAttribute) {
this.sortAttribute = sortAttribute;

@DynamoDBAttribute(attributeName = "example")
public String getExample() {
return example;

public void setExample(String example) {
this.example = example;

@DynamoDBAttribute(attributeName = "some numbers")
public long getSomeNumbers() {
return someNumbers;
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public void setSomeNumbers(long someNumbers) {
this.someNumbers = someNumbers;

@DynamoDBAttribute(attributeName = "and some binary")
public byte[] getSomeBinary() {
return someBinary;

}

public void setSomeBinary(byte[] someBinary) {
this.someBinary = someBinary;

}

@DynamoDBAttribute(attributeName = "leave me")
@DoNotTouch
public String getlLeaveMe() {

return leaveMe;

public void setlLeaveMe(String leaveMe) {
this.leaveMe = leaveMe;

@Override
public String toString() {
return "DataPoJo [partitionAttribute=" + partitionAttribute + ", sortAttribute="
+ sortAttribute + ", example=" + example + ", someNumbers=" + someNumbers
+ ", someBinary=" + Arrays.toString(someBinary) + ", leaveMe=" + leaveMe +
P12
}

SRR 4 MEFFREFRTE

E |, HEBB—ANKRWME HEH DynamoDB Mapper REER , 2ENFUHMB RNBR 2B B3
FEBITMEMNZEE,

HRHEL—NEN record WRIMB, EFURMBREFRIRPZE , FFET DataPoJo EH
FOEBRAEHBMEMENZE, ELRAEIP , FH PartitionAttribute, SortAttribute

LeaveMe ZAWFIBEBMMBEMZR, X7 PartitionAttribute Fl SortAttributes #1T
ZH, T4H LeaveMe BEMNBRE R,
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ERN record MAMEHEE , RENHERFME ExampleTable , @A DynamoDBMapper 3%
H save i, HTFER DynamoDB Mapper BEE N EA PUT RETH , AT B SR EESMN
EEXENEMAME K MAREMXLETMB, XFEERIHTE , HHEFEMNKRPIREI B R
HE®,

DataPoJo record = new DataPoJo();
record.setPartitionAttribute("is this");
record.setSortAttribute(55);
record.setExample("data");
record.setSomeNumbers(99);

record.setSomeBinary(new byte[]{0x00, 0x01, 0x02});
record.setlLeaveMe("alone");

mapper.save(record);

EA T Python By DynamoDB HNZ % F i

(® Note
BINNEFRMEZEEESEWE N AWS BIEEMESDK, U TEBEREEXEAT Java B
DynamoDB M#%& F kR4S 1.x—2.x AR EMA F Python # DynamoDB &% -~ ik iR 4
1x—3x HNER, BXESELR , H2 M DynamoDB MRAS X FHAWS EEE 2 SDKo,

REBNB T WAREMFEREATF Python 9 DynamoDB INZE%E Fif. &R LAE EfYaws-
dynamodb-encryption-python1#f& & 3% ZXH GitHub , BETE BL I NR A REICH |, SABSBHIR
NEE

@ Note

A 1.x0 x M2, xo EFTF Python # DynamoDB IHZEFiwH x EF 2022 end-of-
support F 7 AF RO EBRER. BERRARENEFHAIRA,

F&
- EREH

7t
.« BI
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https://github.com/aws/aws-dynamodb-encryption-python/tree/master/examples

AWS BIEFE N2 SDK FEANGIER
- fERAER T Python B9 DynamoDB &% F° i
« S&A T Python B DynamoDB MZRE ik R 1

EREMH
KEREFERT Python B Amazon DynamoDB Encryption Client Z & , i5H®RBE R U T £RZ .
F#H Python kRAS

33 F Python kxZ< 3.3.0 RESMA , % DynamoDB MHEEFiwEZE Python 3.8 E &M,
ZE T & Python , % Python T,

& AT Python #9 Amazon DynamoDB Encryption Client B9 2 #4323 Python 2.7 1 Python 3.4
BRESHRA | BERINNEBWESEH DynamoDB MEF F s R RS

EATF Python Y pip 2% T &2
Python 3.6 R E&ERAZHE pip , BEEARFENHATAHAR. BXARINZE pip NESEE
FZH pip XEFPHLE,

go3-0d

AILAfE A pip Z%3& A T Python B9 Amazon DynamoDB Encryption Client , #13A T RHIHFT R,

R ERFTRA

pip install dynamodb-encryption-sdk

BREA pip RENAREFENEAEE , BERZEEFZ.

DynamoDB INZEF IR EREME A LERNEE, FIE pip AT Windows EZZEFEIE N
B, pip 8.1 MIESRAE Linux LREFNWBMEZE, MREHRHRAN pip 7 B Linux 3RE%
EHEMZREMENIE  NEEZEXETE, AXEZFELR , BSHTE Linux LHENE,

& 7] LA TZ % BE P 3REX DynamoDB MN# & F ix B & #raws-dynamodb-encryption-pythonFF & lR 2R
GitHub

%% DynamoDB M#EFFiw/g , EMNEAREEHRER RS Python K18,
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https://pip.pypa.io/en/latest/installation/
https://packaging.python.org/tutorials/installing-packages/
https://cryptography.io/en/latest/
https://cryptography.io/en/latest/installation/#building-cryptography-on-linux
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FAEA T Python #9 DynamoDB & & F ik

® Note
BANEFRNBECEGA N AWS BIEEMZESDK, AT EBREMEXERT Java
DynamoDB 1NZ % FimhR AR 1.x—2.x A& T Python B9 DynamoDB 1% & F imhR A%
1x—3x WER, AXEZELR , H51 DynamoDB IRAXFHHAWS $IEE N SDK,

RER
fE. X
)

B,

NE T &R T Python B9 DynamoDB IN#E % F iy i e E Rt miZ B S R R T — L3I
B EEE R R Z 2N AR FEA DynamoDB MEZEF ik, BRIFELETIENFEAR
M FANB IS RIX TR,

BXxFEH DynamoDB INEZEE Fim#t TRENFHAER , BSHEALRERPH Python =—l, FHEE
GitHub# #y aws-dynamodb-encryption-python =A% DynamoDB M E P ikkY Python X84,

F &

- B mABRERFE

« Tablelnfo Bt
 Python RHYEMRE

& im B AR ok

& AT Python By DynamoDB tN# % s 8 3E % N3t DynamoDB ) Boto 3 E# TH RN E P in A5 BY
BFE, XEHEPHEFEEEERNBRIEWIAE DynamoDB NARFAMMBZNEZEHABERE
WA, MFFFR :

- BEMIRRIMEZANBEIRE , REEEMAttributeActionsAttributeActionsFT RKEAWER
ERmNBREZANREREE |, BHLEEXNIE PN ERPERITINER, WREN AttributeActions
FRAWERINIRIESN DO_NOTHING , MEFFImHEBRFELNTRBMERZRE. BN , ©iEA
SIGN_ONLY,

« BlETablelnfo X R HBIEX Dynamo DB HI i FAEF DynamoDB % F T3, XEBTFHRAREH
DynamoDB % £ T 3 &# B & Fim i) AR IR X8,

o XEFE (W put_item M get_item) , XLEFZEESEE DynamoDB FkHE A REAT < LUE
AN MBEMBRRIE ., XF X% update_item Fi&,
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https://aws-dynamodb-encryption-python.readthedocs.io/en/latest/
https://github.com/aws/aws-dynamodb-encryption-python/tree/master/examples
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BRUEREFRBYEFEMARERSREAINNIE MBEEFRE, RIFEFEETENERRF
PIRESHIET , BN EAXLESR,

EPimHBBREFREE

« EncryptedTables& A F £ H DynamoDB H &R E R —IXALE —skxkNNARERF.
« EncryptedResourcei& /i F £/ DynamoDB Y iR & IRE# T BN NARF,
« EncryptedClient;& | F7£ DynamoDB FfE AR A 5% F in M R AR F .

EFATFIRSBERE  ARAELXTNEFEBFREKLIBA Dynam DescribeTableoDB B®AEHI IR,

Tablelnfo BE4g

ZTablelnfok R —MEFK—1 DynamoDB &REHEIX , HPEsATHERN -HRINFR, ©R
BY T IEREUE X RV EBRISSRHE R

MREEANRESRBEEFR , E2NERIEHAEA TableInfo X R, BN , SR LIBAHEGIE—
Mo AXRG , BSRERTE NEEF.

YMBFETableInfold R LA iZrefresh_indexed_attributesF A , E£& T EH
DynamoDB DescribeTablei@ERIEZ ZNRNBEME, ERNRELERBRSIBHREMT

5, TableInfo FEi&EEFE encryption_context_values B , ZEMRM T DynamoDB Hi% E
TXENE,

EFHiZrefresh_indexed_attributeskx , AAEMSMEEEBHRKXLIEA Dynam
DescribeTableoDB #EHR R,

Python FEYE MEIR1E

B MRES XN E MBRFFNTE NS NEENITHLERE, EE Python HIEERMERE |, FHolE
BEERANBRENTH NS EEENEMHISAN AttributeActions FR. BREFE CryptoAction
BERBRADTE L,

/A Important

EABMRENRIRITNRE , EHREREPFINIBEREETESSHELRIEHEIR , M
MEEETTEREZERTE. BXREFAUR  FERHERHEEE,

DO_NOTHING = 0
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https://aws-dynamodb-encryption-python.readthedocs.io/en/latest/lib/encrypted/client.html
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/dynamodb.html#client
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_DescribeTable.html
https://aws-dynamodb-encryption-python.readthedocs.io/en/latest/lib/tools/structures.html#dynamodb_encryption_sdk.structures.TableInfo
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_DescribeTable.html
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_DescribeTable.html

AWS ##EE hnZ SDK FRARER

SIGN_ONLY =1
ENCRYPT_AND_SIGN = 2

40 | tk AttributeActions X5 E I ENCRYPT_AND_SIGN fENFREBMANBIAE , HAEE
ISBN fl PublicationYear B M8 %5

actions = AttributeActions(
default_action=CryptoAction.ENCRYPT_AND_SIGN,
attribute_actions={
"ISBN': CryptoAction.DO_NOTHING,
'PublicationYear': CryptoAction.SIGN_ONLY

NREFEANRELREDEFR  WEFEEZTREENEMREF. ZFF R PEFRELEMNR
FH’

MBHEKRFEARFIRBEREFE BBRIAEIEN ENCRYPT_AND_SIGN , MIAFH FRIEEERE, XE
BEWHIEERN SIGN_ONLY, I THE{LLIRE  BFEHset_index_keyskhiE , ZJF AR SIGN _
ONLY #ER E£8 , MR XE2BRIARENOTHING , NIEEADO .

/A Warning
BOMZREREMN. SIS IRENAX , LE DynamoDB &I B MEFETEREAM,

actions = AttributeActions(
default_action=CryptoAction.ENCRYPT_AND_SIGN,

)

actions.set_index_keys(*table_info.protected_index_keys())

EA T Python #9 DynamoDB 1N %& F iw iy R 1483

(® Note
BINEFENZEESERE N AWS BIEEMZESDK, U TEHRHBERERT Java ¥y
DynamoDB MZ&E FimhR4s 1.x—2.x AR &R F Python # DynamoDB &% - iR 4
1x—3xHER. BXEZELR , 5@ DynamoDB A FHAWS EE FE INZESDKo,
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AR R BIR S85E R Al 6E FB & A F Python B9 DynamoDB 1% % - i SRR 47 B A 25 89 DynamoDB
BiE. YR EAE Laws-dynamodb-encryption-pythonF#EER R B RHPHRBEL RO ( HAEMED
=Bl ) GitHub,

FA
 {# EncryptedTable & im &5 Bheg 3£
- ERATE MEEF

£/ EncryptedTable & F im#Bizg 3%

DT RIEERERT A EEZKMSIEEREFSEncryptedTableE P in# B FE —EE
M. WROIEAERNMEMBREARR , MEATE NBEFROFAR. B2, EEANE
EncryptedTable £ , MAREERFTE MEEFEERE,

BEERXERG , BAUEREFHBBEFRENERITH IR, XBFESE DynamoDB I&H LT
NHNEREANETRBEMSE , BETNE. BEQEBENE L TXHAIEES , ERHAEDEFREXXR
A DynamoDB #{EDescribeTable, EZ{TIH{HE , BLHERFALEENIR,

BES R TEBNRIB R : aws_kms_encrypted_table.py

S| RER

B A KRB EIZESR A DynamoDB &Y EHI,

table_name='test-table'
table = boto3.resource('dynamodb').Table(table_name)

SR 2 tIEMEBMBHRUER

Bl BIE R =M RHE R (CMP) B3R,

LRGIERAEEKVMSRMEER , BEERUUEREMRENREHEBECMP, EAEEEKMSIRAR
BIEEAWS KMS keyo LERBIERAK Amazon &JREF (ARN) AWS KMS key , {B&EATLAEAE
B R BEAFRIRA

kms_key_id="arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
kms_cmp = AwsKmsCryptographicMaterialsProvider(key_id=kms_key_ id)
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https://github.com/aws/aws-dynamodb-encryption-python/
https://github.com/aws/aws-dynamodb-encryption-python/tree/master/examples
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_DescribeTable.html
https://github.com/aws/aws-dynamodb-encryption-python/blob/master/examples/src/dynamodb_encryption_sdk_examples/aws_kms_encrypted_table.py
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AWS ##EE hnZ SDK FRARER

SR 3 IEEHRENR

BHRESHEE NBREFENTENESNEERITHLERE. WRHIPH AttributeActions

NRINEHEEMETE | IR test BN , FEESHBH,

EAEERAEFRBBEFRN A ETREMEEEBMRIE, EncryptedTable REXEZBLFM
BEREM.

actions = AttributeActions(
default_action=CryptoAction.ENCRYPT_AND_SIGN,
attribute_actions={'test': CryptoAction.DO_NOTHING}

F]| 4 IEMBR

ERAMRER, ERKMSEARFNEMHRFLEZNER. KTRETREE.,

encrypted_table = EncryptedTable(
table=table,
materials_provider=kms_cmp,
attribute_actions=actions

S5 RAXTE RAKH

\

£t encrypted_table VA put_item FER , BHRIE QLLEREFAME, LZHFMNE
&8 DynamoDB %

B, EXKRIE.

plaintext_item = {
'partition_attribute': 'valuel',
'sort_attribute': 55
'example': 'data',
'numbers': 99,
'binary': Binary(b'\x00\x01\x02'),
'test': 'test-value'

RfE , EHERBARS,
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encrypted_table.put_item(Item=plaintext_item)

ENXAMNZEFRXH DynamoDB {HKEUZIE , iBX) table WRIAA get_item FiE. EREE
BZNIE |, BX get_item R encrypted_table F%s

FERIE NHERF

It R Bl ) S8 R AR FE DA R B BY AW [E#25 DynamoDB MZERFinFHI B MEEFRE , MARE
AEH A MERFXENE m#PEFR.

FERALLAER |, FF 3812 DynamoDB tNZ L T XMEEXN R ( CryptoConfig ) . o, &k
L2EMZB —NFASRPIE N EMREELELIMFEADH DynamoDB &£H, LJul‘F"RQE}L
put_item AR DynamoDB MHE F iR MBEH L L 4T KX DynamoDB B &L EHE.

IRBIEREEKMSRRERERF , BEAUERAEMRENREMAECMP,

BESRTENNRBRA : aws_kms_encrypted_item.py

SE1: pER
B A RBH R ESRHE DynamoDB RERAIEHI,

table_name="'test-table'
table = boto3.resource('dynamodb').Table(table_name)

SR 2 glEMBMBHRHEF
Bl BIE R I E M RHE R (CMP) B3R,

LRGIERAEEKVMSIRMEER , BEERTUEREMRENREHERECMP, EAIEEEKMSIRAR
BIEEAWS KMS keyo LERBIERAE Amazon &JREF (ARN) AWS KMS key , {B&EATLUfEAE

AR BAIRAR

kms_key_id="'arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890@ab"
kms_cmp = AwsKmsCryptographicMaterialsProvider(key_id=kms_key_id)

% 34 : (£ TableInfo #Bh3E

ZE M DynamoDB ZREVEXRKRMNEE. , EOIEABIRMLH, TableinfoH REZEERTE MEREF
B, ZFECE— TableInfo RBIHFRARESZE | EF W EEFEATNENITIIRE,
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Hrefresh_indexed attrlbutesE,z‘ETableInfo{EFH DescribeTableDynamoDB ##4E3k
REAEXKEN, EHNERE, XBEETRREAHNEE-RERS. ARAAFEEEFAH
DescribeTable B9 BR,

table_info = TableInfo(name=table_name)
table_info.refresh_indexed_attributes(table.meta.client)

S 4 : 812 DynamoDB % £ X

DynamoDB 1% E T X BB XKREHMUREMAMBENLEENEE. LWRFIBARELIE
DynamoDB Z LT , ARAEEHWEMEZERFRE. &/ in#HBEFENELIE DynamoDB Nz
T3

ERE D XBABEFRE , JLEATableinfofBIZE MR .

index_key = {
'partition_attribute': 'valuel',
'sort_attribute': 55

}

encryption_context = EncryptionContext(
table_name=table_name,
partition_key_name=table_info.primary_index.partition,
sort_key_name=table_info.primary_index.sort,
attributes=dict_to_ddb(index_key)

HE]5: IEEERENR

BHRESHAEE NBREFENTENESMNEERITHLERE. WRHIPH AttributeActions
NEMBEALEEMAETE , REXFERMENETRELENERZHHN test BHEUA,

MBI B NREFEEXEBENBRIAREN ENCRYPT_AND_SIGN B , XA EEEE—
BREE. BLUER set_index_keys H3& | ZAENERMER SIGN_ONLY ; MR 2ERIAE
1, oI LAEEA DO_NOTHING,

NTEEERE , LRGIFERATableinfoXf PRS48|, ZFR5|EE T A DynamoDB KiEFx, Lt
FEELBEREBEIREMNENZS,

actions = AttributeActions(
default_action=CryptoAction.ENCRYPT_AND_SIGN,

RIBES 246


https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_DescribeTable.html

AWS ##EE hnZ SDK FRARER

attribute_actions={'test': CryptoAction.DO_NOTHING}
)

actions.set_index_keys(*table_info.protected_index_keys())

S 6 : CIEMBENEE

Z L& DynamoDB MEE Fix , £ AEN = 2R B WE EH CryptoConfig| BN R, &%
#BIF2 3L CryptoConfig RI&BIEE,

crypto_config = CryptoConfig(
materials_provider=kms_cmp,
encryption_context=encryption_context,
attribute_actions=actions

SBT7 . MHKRIB
WEHMBEHLEZIE , BEF2NIME KA DynamoDB &,

HEFEREFIRBHREFEN , ZFNME2UERAARNNEHZE  RAEELAREEFEN
put_item BEEHRFMEIER DynamoDB &, HEEZMFEAT B INBZZFET |, encrypt M put B4
RAEEIHIM,

Bt , Sl —-1MEXTE,

plaintext_item = {

'partition_attribute': 'valuel',
'sort_key': 55,
'example': 'data',

'numbers': 99,
'binary': Binary(b'\x00\x01\x02'),
'test': 'test-value'

KRG, WiZIMEH#TNBMER, encrypt_python_item FEEE CryptoConfig BB K.
encrypted_item = encrypt_python_item(plaintext_item, crypto_config)

HIR 8 FHEBRAKRAF

raFemzBXHA8E KA DynamoDB &,
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table.put_item(Item=encrypted_item)

EEFEMEDE , BXERE get_item WRIFA table 53 , MARX encrypted_table XK,
T2 M DynamoDB RIREZIE , TERIENEZE

encrypted_item = table.get_item(Key=partition_key)['Item']

TERRT —1MENZBEXEN RHIRIE R —

IZEHEN —#FHHE, TREM (partition_attribute # sort_attribute) # test &
MHHBEMMNERFIAXFER. AHEEERETEZLR (*amzn-ddb-map-sig*) BE M F 4 EHE R E

(*amzn-ddb-map-desc*),

{

'*amzn-ddb-map-desc*': Binary(b'\x00\x00\x00\xe0\xee\xee\xee\x1eamzn-ddb-env-a’
\Xx00\x00\x00\xe@AQEBAHNA84wnXjEIdBbBBY1RUFcZZK2j7xwh6UyLoL28nQ
+OFAAAAHAWTAYIKOZIhvcNAQCGOoG8wWbQIBADBoBgkghkiGOwe@BBWEWHEYJYIZIAWUDBAEUMBEEDPeFBydmc
izY1OROCAM7WAKGEL/N/bgTmHI=\x00\x00\x00\x17amzn-ddb-map-signingAlg\x00\x00\x00\nHm:
\x00\x00\x00\x11/CBC/PKCSSPadding\x00\x00\x00\x10amzn-ddb-sig-alg\x00\x00\x00\x0eHrn
\xee\xee\xee\xefaws-kms-ec-attr\xee\xee\xee\xe6*keys*"'),

'*amzn-ddb-map-sig*': Binary(b"\xd3\xc6\xc7\n\xb7#\x13\xd1lY\xea\xe4d. | *\xbd\xdf"

"binary': Binary(b'!"\xc5\x92\xd7\x13\x1d\xe8Bs\x9b\x7f\xa8\x8e\x9c\xcf\x10\x1¢

‘example': Binary(b"'b\x933\x9a+s\xfl\xd6a\xc5\xd5\x1laz\xed\xd6\xce\xedX\xfoT\>

"'numbers': Binary(b'\xd5\xa@\\d\xcc\x85\xf5\x1le\xb9-f!\xbo\xb8\x8a\x1laT\xbag\x’

'partition_attribute': 'valuel',
'sort_attribute': 55,
"test': 'test-value'
}
sl g
EHEER
(@ Note

BAINEFHmMNBECEGA N AWS BIEEMZESDK, AT EBREMEXERT Java
DynamoDB 1nZ & F ikhR 2 1 x—2 x LU E A F Python B9 DynamoDB HNZ % P s iR 4%
1x—3x WER, AXEZEL , H51 DynamoDB IRAZFHHAWS $IEE 2 SDK,

BRAMERBEZTERN , BEERMUEEERE , XERESIF DynamoDB IBEFFHEMEH LR
WEM., EXE (BETNE ) WEMEUAREZBNENE. BHERETSRKREENBNMES , HE
DynamoDB &% Finf < B3 EfENE R
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/A Important
DynamoDB INZ& % FimF XX WA K INZ DynamoDB FREIE#H 1T N,

BYHEEABEER S (BE , ERIE PRNIMERE SR ) | BETRHE, IREEENELE
EREZRIZIEFHAERYE , NiZWE JEFREFENFARTNENLES, EEENZE , W
REEHFT BN RENBEERESEMNZD B HREENELERETRE , WEERIETES KK,

Flan  MEAFMEZTNENBEHIRESHNEZE test B, WIMBPHNEEFEE test B, B
= NMERATHZINENBEMHRERZED test B, WRIELENW , EAFFIREEHARIEIEZS
test BHENZE,

LHZANNARFERMEAMERER DynamoDB W E R , X2 —ME5IM R , ERN DynamoDB &
BEFWmOAAMENARFFNIMEBITEMRNSE. N TEAI2AXMARFEXRE , Xt —FA
B, AAEMRENERLNEZBEIFFEEN. BEEHN DynamoDB kEH—NMNEHE—NIEHPFH
|, BEMRMBEESEMESR , BRI KESKRIRE B NEET LR,

N RER WU IRME L BRIMKRIE |, FEANTER.
« ANEYM — URFNEMEXRTEUEEFE  BENFEN B ETNER 2T BERERAEE
=

- BREM — REFLETEREAEY , BAEEXEERE,

- TR — EABMBRERENRIBERITNER , MRTEFNERFHNENNE K RELELS
i F RN BRI B R R RF,

LRI RITERERR , RLEFN T EZRBLEENRE,
ES]

- AIEME
- HIBRIE 1

yylll)=REd

FEERD B ARMFEEN , JRFEEIRERE. N THLELIRRIEFIR  BINBWED RS KEL
B, HITHRE-MEBZH , FRIEE-MREBETK.
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1. EEREBEARNTENARFPERERRE, BEXLEERHBAEHRCEABIMEERE
*J-LO

2. REBEARIE PHFHE .

XM ERAEABARAENARFNENESERNESERE , HEEEIHES 2T EMARN
XL, IEZBENRENTRTEMRE (FTNBHLL ) , XUREE , ANEENFRFHARIA
RERMBNES

LT RAERESERPE-MERNAE, SR/ mT - HBmEREY link , ZEMEF&ERDS -1
RIE MVEEEE, A TUHEELTRFBAANEER B ZROIBESBREREF, T2HBRE
X, RERIEFMBNABRFNENBEATNESREZE , WUATFRERTE FEA Link B

Java DynamoDB Mapper

%A DynamoDB Mapper fl AttributeEncryptor & , BRIAMER T , BRERUNANFIER 4
PMEHELER K MERESLSHFERNE, ERENZRIEIE , BEMEA @DoNotEncrypt F&o

AR @DoNotEncrypt SEBA T 1ink B,

@DynamoDBTable(tableName = "ExampleTable")
public static final class DataPoJo {
private String partitionAttribute;
private int sortAttribute;
private String link;

@DynamoDBHashKey(attributeName = "partition_attribute")
public String getPartitionAttribute() {
return partitionAttribute;

}

public void setPartitionAttribute(String partitionAttribute) {
this.partitionAttribute = partitionAttribute;
}

@DynamoDBRangeKey(attributeName = "sort_attribute")
public int getSortAttribute() {
return sortAttribute;

}

public void setSortAttribute(int sortAttribute) {
this.sortAttribute = sortAttribute;
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}

@DynamoDBAttribute(attributeName = "1link")
@DoNotEncrypt
public String getLink() {

return link;

public void setLink(Stxring link) {
this.link = link;

@Override
public String toString() {
return "DataPoJo [partitionAttribute=" + partitionAttribute + ",
sortAttribute=" + sortAttribute + ",
link=" + link + "]";

Java DynamoDB encryptor

EREL 5B DynamoDB IHEFH , BANBNEHRERE, RAROIFEHR - NFXRIES ,
HAPEIAERN encryptAndSign , HADXE. HFFREMFHH Llink BHEE T HIA. ELH R
B, NMREFAEEEERBZIATLIBE , WEEEETHELNARFNBENEE |, MR
HHMNARFEE,

for (final String attributeName : record.keySet()) {
switch (attributeName) {

case partitionKeyName:
// fall through to the next case

case sortKeyName:
// partition and sort keys must be signed, but not encrypted
actions.put(attributeName, signOnly);
break;

case "link":
// only signed
actions.put(attributeName, signOnly);
break;

default:
// Encrypt and sign all other attributes
actions.put(attributeName, encryptAndSign);
break;
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}

}

Python
#£3& AT Python 9 DynamoDB MEZEFin® , BLAILUAPFME RIS ERIARIE , AEREMN.

MREFEABNRE Python EF RAEIEFR , WEFEEETREMENERRE. ZFFRHBELE
FRIEIEEMZER, B2 , IRETERF/REBREFR , LT ES XENEF R LRE
SIGN _ ONLY #fE, MRERNONET 7 XBHHEFR , BAERBEERAHNBER TRHELER
ERIE

ARRBIAFE Link BHEEE—MIS | ZBISAFIREL STGN_ONLY R4,

actions = AttributeActions(
default_action=CryptoAction.ENCRYPT_AND_SIGN,
attribute_actions={
'example': CryptoAction.DO_NOTHING,
'link': CryptoAction.SIGN_ONLY

}
)
i BRI 1

WREEMEM DynamoDB MEFFmMEZENTE A TBEFEENEY , WA LELERZEM. B
=, BONBRNERZEENERE WRXFY  RAFEIERZEMENTE , WHZHTETENESR
MERBERTTE , FESRRIEF KM,

RELURBRENRBHRRZBEENFERZL , BERMI—FIR , EHABERAZME , mA2H
BRE. BMELHTERABMUBBRZEENFIASS , EAZEMENMNZENE g2 EFREREF
RV EA T4 T IEERITRES.

BEE DynamoDB 1% % F um M A 12 7 # BV [B) @3

(® Note
BINEFENZEESERE N AWS BIEEMZESDK, U TEBRHBERERT Java ¥y
DynamoDB MZ&E F iR A 1.x—2.x AR EAF Python # DynamoDB &% - iR 4
1x—3.xNER, BXESZER , H2 M DynamoDB MRAS X HFHAWS EEE 2 SDK,
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EH AR T ST ER DynamoDB &%~ im B AT BEIE 2 AY (RIB H R A T #R RIX LR B A B 1o

EiRMHAX DynamoDB MEFFinI R B , BEHFEEF R FB, aws-dynamodb-encryption-
javaaws-dynamodb-encryption-python GitHub

BN AN R | BRI AR E LR REEE,
£

+ BEVHE

. ERWIFKK

- [BIRAEBEREEN S

- BFEHBFRATE

48 175 18]

RIE : LI N AR R EAENEIR.

B TEAENRPFNRMNBENERARFAEITHREHE,
HAER

Tiz{74£M DynamoDB MEE S WENNARS , WAL AMEEEARAKNNR. TN  FaiE
@HBELETE,

« DynamoDB M#Z & Fix ~EZE Amazon Web Services ( AWS ) K/ |, th RRBEM AWS RS, 1B
=, MRENNARFER AWS |, IFEERERZKF B AWS IKFEFAF.

« DynamoDB & & Fix N EZE Amazon DynamoDB, B2 , MR FAEF RN N AREFCE
DynamoDB %, FIM B BMARPHINKRFREIE , MFEAASRAEEEERH AWS K-k H
FAFFZE DynamoDB R/EMNNR, BXRFMES , 210 (Amazon DynamoDB F A AR IEm)
Y R R

- MREHWNARFERERT Python 8 DynamoDB IN&RE i R E P iR ERERFE | NERE
HMEF A DynamoDB ##ER PR, DescribeTable

« DynamoDB #E%& Fix A+~ AWS Key Management Service EE ()o AWS KMSER , INREM KA

EFFERAEZEKVMSHEAIRERER , IFCEANERETREHEFN EEFANRMERFFMEX AWS
KMS , WA R A %A FER AWS KMS GenerateDataKey F fi# 2212 R AR
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https://github.com/aws/aws-dynamodb-encryption-java/
https://github.com/aws/aws-dynamodb-encryption-python/
https://github.com/aws/aws-dynamodb-encryption-java/
https://aws.amazon.com/premiumsupport/knowledge-center/create-and-activate-aws-account/
https://docs.aws.amazon.com/IAM/latest/UserGuide/getting-started_create-admin-group.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/access-control-overview.html
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_DescribeTable.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html

AWS #iERE 113 SDK & ARISE
ZHWIUE KW
A BTEERIEXRY , TEBERANTE., ZUW B BARRREFENHTNENLE,

B ARERENEMBREZRIZMEHNFAEREM, SBRBEE I MER , FRARHEATNE
20 E BRI TR RV B IR

HAEE

ERMENE HIZE/ESIF DynamoDB INEZEEFIREMZEHZEZNEN, BEXE (EFNER ) WEMUK
EZRIE M

MREEENBERERERIZIEPNABRENE , NZME TRRFRREHFEN S AT NEM
XL, NREEHREZT ENRANEMHREESENZTE HRENBEERAETE  WEERIETESK
M, XRSAANARFINEERE , EOHANARFF , IEERETETEEBIREEN,

THRWIEFRBERR, N THBBLELRER  FEEXAREREN RNFNNTHERE. BXES
E8 , SR EdBEEE,

B £ R RFENRZ

B BTFZRRIELRY , [HRAH Amazon DynamoDB £ FXRF NI B T A2,
B REBRMRE , FRERENEHFTRTBMBHES,

HAHEE

&R LURF DynamoDB & & P& DynamoDB £ FREEHEA. BIBWEFEANHEZ XEKMSE
HNEREX , AFZKMSHEHEHZMAEEF /R AWS X HiE77,

MERRRZA 2019.11.21 FF iR , BEFEARKREEN A F£FHKRES DynamoDB MBEFiRES
A, B2 K NREFEALBRRZA 2017.11.29 , M ATEHERARBNEFFETF2BEMEBRLA,

MREBFERAEBRRAR 2017.11.29 , M AT T B HEAE HREIRESN Java F#Y DO_NOTHING =
Python F#y @DoNotTouch,

* aws:rep:deleting
* aws:rep:updatetime

« aws:rep:updateregion

MREFEREMEMREINERIR , WEFHITEMERE,
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https://docs.aws.amazon.com/kms/latest/developerguide/multi-region-keys-overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/multi-region-keys-overview.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/globaltables.V2.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/globaltables.V1.html

AWS ¥iERE % SDK FERARER
BEFREEFRITE

& BHNRAEFRAEERE , AHREENRZBRHMRAE DynamoDB MEE k2 /&,

B : EE time-to-live BEMEFZ KX/,
FHAER

RIRAEFEEET ATEREEAMNBEMBRESFEA DynamoDB M % -~ ik Y M AR F R %
fE. NNRABFREESHREHERFN  S4AERSUHESEFNERMTENZ 2R 2 EIEF
.

EBHFRAHK DynamoDB B FE xS |, time-to-live TTL() ERE T EEHNMMBZ M RHEHEF CMPs
() WERARK, TTLERE T &IFRUEFREFRRANIMECMP,

MRENFEER , TTLENNARF TRESERENLSANHEZEIRE, NRENTTLATE T
{8 , HERARARUEEETRESBENRHAEEERFRBENNARFNEERZENRSKS
MNARFNIER. BEFREAZ , FRTTILNZFEADABAFSEENTRAMBRATSENT S
WHENE, AXFAGE , BESHRELEFNEE.
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Amazon DynamoDB Encryption Client Edr &

BINWEFIRNZFEESES RN AWS BIEEMNE SDK. AFRARERENRHEAX DynamoDB
MEEFIRNES.

2023 6 A9 B , BINEFHINZEESEWSE N AWS BIEEME SDK, AWS HIEFENZ SDK
5 Amazon DynamoDB #%&. & A LA FMiEEUBM DynamoDB MNZE & FimMBZENIE . BXIHR
DynamoDB MEHZEFmRANEZEE , S H AWS Dynam SDK oDB WA £ M IR E N

AWS B#EE % SDK 124tE A T DynamoDB B Java B Fim N ERMRA 3.x , X&EA T Java
9 DynamoDB INZEFIHRMNEXREE, ©BRBTLZEH , SINFHNEMLHBERN, HNZHEAX
B, TARWEER , URAERNNEXZF,.

EWM T AWS BIEEINE SDK 5| ARV TIEE , B RN T -,
Qs EA: P

AR ERREZBNMNEENTEREMBRICRNGEE, RECHEDEREMERNER , &
ALAMERAERNMEN S MR IERNTEBTIEERNEAEUNEREN,
#ZHE

AWS #3EE % SDK EAZARRITER IR . BHRER, NMENERH TR ENICRIN
BEEH, AWS BIEEF IS SDK FFEAXFINZHIEXS TR RSA AWS KMS keys RARF 1A TR
ZHAY AWS KMS B4R |, LUKk AWS KMS 2 ZZ IR |, EEREBERXNRINE KMS BRI &
KNEZA R, MEFBESRNENEZ LKA EBA AWS KMS, &iEaJBUERRIG AES BHHIR
MR1E RSA ZHAHEE B SHBRHAME.

FLE R E R

EBE AWS BIEEME SDK it , BEEREMNBEE , FREFHHBEFZRFEMZENZS |,
ETHREELE (BFNE ) , UARMEZEFEZRAE, £H AWS BIEEMNZ SDK ®RFI1EXE ,
FBMATURNBIEERFTER, BUUEENTEHEREOMZRME , IR MRBERE N
HFE,

BB A DynamoDB & 1T& F im N2

IHARAEY DynamoDB MNEE Fim E T ERERNFRPEIM, E£AEAT DynamoDB Ky AWS
TEEMR SDK , B LUNI AR Amazon DynamoDB FRiF# % & F DynamoDB #J Java &F
Ui N 28 BE WY AR AR 3%
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AWS ##EE hnZ SDK FRARER

&

BINEFIRNZECSE®EN AWS BUEEMZESDK, AT KA R EE{HRAE X DynamoDB 1l
BB IRNES.

AUTFEBRET AWS HHRE MK HARETSDK,
MR AR T

MEHER G AAEMZ IS FNIRE, HEER AWS BIEEMBX FRITMEMEESDK ,
MERSEERNEM BN ICRMEER | FRM R FEENZ RN I RPRHTFER
(aws_dbe_head) 1, #EHHAR —HAIBENEN(CEELSH , R ESNENHEZSR  URkE
KUMAXHEFATNZENERES . TRER T MR EHEENE, FTREE R IR

& KE (7 )
Version 1

Signatures Enabled 1

Record ID 32

Encrypt Legend Variable
Encryption Context Length 2

720 TE
Encrypted Data Key Count 1

Encrypted Data Keys TE

—

Record Commitment

R AR

% aws_dbe_head FERERRA,
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BEERAZLAR

WRENIIEFKE AECDSARFEE#THED,

FHE X

0x01 ECDSARR#FZES ( #IA)

0x00 ECDSAEZRAHFESR
iBRHmS

BEALAERRY 256 fufE , A THrR1E%R, 12X D :
« ME—FRIRINEIC R,
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